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ft AR S FEE XREE (AMB) &if ?

Amazon Managed Blockchain (AMB) @ — B2 ENRS , EEBWEELHRNABX R L2
HMH Web3 RIARERF. £/ AMB Access Xt ZNXIREEH TR LRSS | 1HE. TEWBEEZITH
XHrgEEMREHREFEXREMNZNERE , TR EF Web3 WA ARERF. 58 AMB Query , &
AR RARKFH AP RERIG MK B SN XREMNSZN T LHIE, AR XRERIE T

5 AWS RSER , TELITHWXRAEEMIZES ETL ( I2E., #RFMMEK ) . FiE AMB hagig
T2V B, EATHIHREMERERENARFEE,

Amazon Managed Blockchain (AMB) EH#Z X RN, ZXREBFEEN RS SH[HEART T X
ARKEFW API 46, LAILAERA AMB Query IRIBEAFRERE —PMNHS ML XREFIENNARE
F, MEEXAHEMXREHRE, RESANLEFTIINRSIEMZHENTE. TRERSHTERLR
MERFTAHERRT (NFT) WAERTRE , EELEHIHMUNRTZFELIER , ERNUAHER
BTN HETHRIBEBIH , AMB QueryEB U185 R KREEHIE,

B2 EIXER AMB Query BRI 2

MREREXRER AMB Query WAF |, RIMNBWEREFERUTES -

- XEHE  TOREEXRE (AMB) Eif)
- RETW S#EE XREE (AMB) i)
- TOBHEEXRE (AMB) EHA]
- TOHEEXRE (AMB) EiHHHI

B ERER AMB Query G ? 1
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FEMS  LERHEERXRE (AMB) £

® Note

FEERREATZESIWXRER . XEFSLFEEP L. R, &4, X5 proof-of-
work, . &2, XHNRA. BE. XF. BFESF

Amazon Managed Blockchain (AMB) & & Al L5 {E #1757 2 KR EM B IR | XFEEAIUERA
#h IR AN XIREESESN MR £ T XXBIE. B LAER AMB Query M XREEM L (il a0t 4F T E W
MEUAARSHER ) BTREBE, SETSEREVER |, Hlinith it §9 L5 F7A R , & BT AIREVA E /T E
BHANXRERZ IR, A, BEATURREESSNEAEE , IURZEH , BALUH—F 5
XLEAT  RENEATHNARFNLSZEETF,

AT S EE XHREE (AMB) &8/ )T E =10 R F
£/ AMB B , BEERUTILR :

- AARXE

EZERI (FHHFELILE ) us-east-1XEFZHF AMB &Eif,

« RS KU
AJEAER LT iw [R5 IR AMB &1

https://managedblockchain-query.us-east-1.amazonaws.com.

© TIERRYXIREEM 45

AMB Query XA T A HXIREEM L -

« M EM — BEY proof-of-work HIRRIPFHI NS XREMEL | L™ (BTC ) MEKHR
HEZMELRITNRZH, EMENXZEEXEIME (tBREYR , ENKFESKERAL ) |, H#id
FELHXRE L,

o MMM — HAEHEMBNIEM, ZME LWL (BTC ) EEXEMLLEMRS TN , #B
BERBEMANE.

FERT S EEXREE (AMB) K EE BT R F 2
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o DIKHHEM — 2 H LK XREE proof-of-stake WEMLE, M LR H EBXKFME (tEFH2
W, EMNSFEXREGERA ) , AEFREIHAKS L.

» Sepolia WX — LUAHLEMBN AN, ZMEZ LRELAT (ETH ) 5EW ETH 22 7F6Y , # 8
BERAEEMANE.

- XEHXRERTNEY

AMB Query X#E T REMFHEUKR B EAKRT,

o NHXREFENRT
- M (BTC ) — XRLAFMMEXXRENRENRT,
« LK™ (ETH) — XRUKRHHEXXRENRER T,

« BIKIHEAIRIHE

- ERC-20 X Ti#5H — ERC-20 RAIHERKTWIcTE, EE—NEMY , IAFEEN ERC-20 K
E%ENS —1MNERC20 RME£MERE (EXREMNEL ) , XEKRE —MHOIMEFERESE
TrREREMR T, RTHESZEE |, 55 H Ethereum.org £# ERC-20 X H#5/E,

« ERC-721 FAIHR A MR — ERC-721 BFAFHRA™ (NFT) Btrk, XTEBEHNA T 20
—Z=H , HNMETRESR—EYFN S —MAMAFE , XUERHTHFR, FEERHMWE
MBS, MTMEZEL , S Ethereum.org £# ERC-721 R TitR/E,

ERC-1155 ZR MR — ERC-1155 R —MIBEAFEOMNIRAE |, ZFEOUUKRTMZEFTE
BENTERMTATERANNATRE, BdxfHAF R , ERC-1155 K TMIEE A LA 5 ERC-20
# ERC-721 K TAERE , EE AL EN X EREHNEA. ERC-1155 KTt T ERC-20 F
ERC-721 R THEE , FHEMSM , BNYETHIENENE R, KTHREZER , BSH
Ethereum.org £#) ERC-1155 X M54,

- KR

EXRER  KREAMEREFRNRZ T ATREEEE, N THEHER , AMB QueryINARX S 6
MRERATER. HTHGMAUHAN , BNARBENXRHE0THETEK , AL ENE X
FXEFHUKRLEMEE , AMB Query NARZE 64 MNXRERL T

AMB Query WX MREFEY API BREMUREIEERAIEIE, B2 , AMB Query WR BN ZE
# AP BETLUREI XREEM L FERIAN X BNETE | AIEXEREHARLABEE,

« PxFzEdt



https://eips.ethereum.org/EIPS/eip-20
https://eips.ethereum.org/EIPS/eip-721
https://eips.ethereum.org/EIPS/eip-20
https://eips.ethereum.org/EIPS/eip-20
https://eips.ethereum.org/EIPS/eip-721
https://eips.ethereum.org/EIPS/eip-1155
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- LERAE 45 AP FARITER

A AMB &if) API i |, BA LB FERLZ A 4 2 REHTEHRIEN HTTPS EEH 1T
B. XERERE AWS Ik HIREBIZNH IAM ZIEATEEAH AMB i APl, Jitk | 2504 Ry
iR AWS iE$ (AR 240 ID MAEHREZR ) .

/A Important
TEEEOAFHNNARFPRAT S RER.

- AMB Query XEFLXEFTRZFIRFNRZ G H

X F LTRSS , AMB Query APl R ERIRN XX BIFIRAF (transactionId) MR HM
% (transactionHash), transactionId23XZHMN SHA B&HE , TEENIEAR
&, transactionHash@XZWN SHAKBFHE , LELIEARE (EHARIEAKRSZ ID) .

ERETMEIEAGetTransactionsx ListTransactionEventsAPI B4ERT |, A LUIE
EtransactionId®., transactionHashittd) , tb4EH WL EFTAEIRE a transactionId 5 a
# AMB Query #{E#transactionHashiFEN T EXHMEERNERE —F 5

ERALDEEE XHREE (AMB) K EZ ST R 4


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTransaction.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactions.html
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RET D ITEXREE (AMB) £1f

EEERERALDBHIEEXRE (AMB) EZ8l , FRBATHHNSROE AWS K/~ UTHD
IMAF e ER AMB Eif,

FRFEFEFEEM
EBXBEH Amazon Web Services Z 81 , A H —N AWS K,
®kEZ S AWS

L AESEM Amazon Web Services (AWS) B |, #&8) AWS Ik BEMATE K S AWS RS |, 2L
Ot E XH4E (AMB) £ifl, BRENFEANRS %,

MREAWS IKF BLE , BT -5, MREBEEE AWS IKF , EFERAUTRESZE.,
B AWS K/

1. #TFF https://portal.aws.amazon.com/billing/signup,
2. EBEFLNHBAHRTERE,
EoEfMet | FED-BBRE  EREASFEREERA —NRIEB,

HIEME AWS Ik, FIABIZAWS IkFIRAF —1, RAFPEMFRZKF FEFTE AWS
RS MBRR. EARERESR , NAAFPEEEHENR , HEXEA root BFRRHBITEE
root F P 15 R PRV E S

REEFRINEN IAM AF

EQEMFERA AMB Query , BATMBIE—/ AWS Identity and Access Management (IAM) £ A
(AFPEEYE )  ENRATHLENREXRERE,

HE IAM ZHE AL H AMB £if] API 153K, A AMB &if] API it , A LABE FER XA M 4
ZZRERITERRIEN HTTPS EE#H T AR, XEKRERE AWS K- hIREENN IAM EEAS

A AMB £if) APl, Fitb , AFERIFRIRHE AWS iIE$ (FRZESA ID MRBHREH ) -

AXRWMAGIE IAM BFNEER | BSREEN AWS IKF FaIE IAM B, BXMEE AP <BENR
RENEZEE , BZHEXRIAM AFHNNR. EXxTATRAFRTER AMB Query FITX PR K B
B RHI , S HAmazon Managed Blockchain () AMB & & T & 1789 K8 Rl o

FRFMHFEEEM 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html

Amazon Managed Blockchain Z i FERARER

ZHENBE AWS Command Line Interface

MREERZFM , FREZHH AWS a5 1T5RE (CLI) AERARBL IR AWS HiR. BXEZE
B, BEARESEH AWS CLINRFRA.

(® Note
BT CLIEH , BFEWRREYA ID NRWBHFRFEH, MRARE , FEARNETIERE Y
WREH, GRIESEERZSA ID. BEBRZR , AR—MERFIEANIHNZES
. BXREZEER , HZH IAM AF EEFHRIERERS AWS BIRE S FER.

FRERT S EE XREE (AMB) EifE# X HEE AWS

Management Console

& E] LAE A Amazon Managed Blockchain (AMB) &1if] , H7E X 15K X REEM K £ AWS Management
Console#1T&if], A THRER T WAHRITELERAE -

1. #TFF Amazon Managed Blockchain #&l& , Mty https://console.aws.amazon.com/
managedblockchain/,

M EW” ZBo ik “BERRER.

MZIFHY XIREE W % Fh 1T IR R
EREETHERRE,
MAFREERRBENAXSH , AEBITEN,

o ~ @b

AMB Query HETENENR , BREEALREOPEIER.

ZEFEE AWS Command Line Interface 6


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://console.aws.amazon.com/managedblockchain/
https://console.aws.amazon.com/managedblockchain/
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T D #h & X $R 45 (AMB) ZifJ Al

[T ) step-by-step HAEKE S M{TRATL DHFEERX REE (AMB) BMRIITES., KLTR
BE—LERRH, MRETHE AVB Query , THUEEREENRERS. HXESEL  H5H
% B T DI R EE (AMB) i),

(® Note

XERFPH—LEXERUREEFEN. ESTXERMZE , BRENBERNEECSHEYR
o

.
- BIBATIAE AMB Eif) API RIEHN IAM KB
£ Go R L #hEEXREE (AMB) Eif] APl R
£/ Node.js X H S EE X4 (AMB) Eif] APl 53K
£/ Python & HI S E XREE (AMB) Eif) API iF3K

£ E# Amazon Managed Blockchain (AMB) &1 AWS Management Console iz 1T 1E
GetTokenBalance

SIZ A F 5 AMB £ API /ERY IAM KB

ExRH AMB E£i) API R , BATEANT SHEE XRE (AMB) ZEG M IAM RBRHY A FIE
$ ( AWS_ACCESS_KEY_ID #1 AWS_SECRET_ACCESS_ACCESS_KEY )., £ AWS CLI Z%¥TH
Kigs |, BITUTHSRIEAFiHE AMB Query APIHRIER IAM RBE

cat <<EOT > ~/amb-query-access-policy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBQueryAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain-query:*"

1,

"Resource": "*"

BIZ IAM KR 7



Amazon Managed Blockchain Z i FERARER

}

}

EOT

aws iam create-policy --policy-name AmazonManagedBlockchainQueryAccess --policy-
document file://$HOME/amb-query-access-policy.json

BIERME , XK ME IAM AFNABUERELER, £+ AWS Management Console , S E]
IAM ARE |, HIFERBEHE flAmazonManagedBlockchainQueryAccess 2 Bl 44 6 iZ RS HY 1AM
AFNAG, BXELZER  BZRMEACHIES IAM AR,

(® Note

AWS BIWERFIIGE AP BERTHRINR , MAREABER, *BXEZEER , B5H
1R 4% E B Amazon Managed Blockchain (AMB) ZifAPII&4E.

FH Go A HIT ST EXREE (AMB) &if] APl B3R

& B Amazon Managed Blockchain (AMB) &1 , Bl X EHIE R KRAWE , SR UMEKRKR T
BB i 8] KR EE BB N AT . AMB Query XEFZRAH , flIEXHINRZH LR, BREX

PRFRHEEARZNVLETXER , IFRIURENR TR ERC-721, ERC-1155 1 ERC-20 X #Y

RE

UTREIER GoiEStIE |, A48 AMB &if] API 12/, BX GoNEZER , H5 Go X4, A
X AMB &if] APl WEZELR | HSRT L EEXHREE (AMB) Eif] APl 52& 1 #4,

AR RPIEMAListTransactionsf GetTransaction APl #24E B £IREVA K35 = W £ 44 E SN ERA
Bttt (EOA) WFRERZWIKR , AR T N REIMNIRFIRRBERFHNRZIFMAELR,

Example — £ Go 31T ListTransactions API &/E

FFUTRIBEHZListTransactionsB FlistTransactions.goh & R XHH,

package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

£/ Go Kyl 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://go.dev/doc/
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Operations.html
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Iltimell

func main() {

// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
I
1)

client := managedblockchainquery.New(ambQuerySession)

// Inputs for ListTransactions API

ownerAddress := "0Ox00000bf26964af9d7eed9e@3e53415d*******x"
network := managedblockchainquery.QueryNetworkEthereumMainnet
sortOrder := managedblockchainquery.SortOrderAscending
fromTime := time.Date(1971, 1, 1, 1, 1, 1, 1, time.UTC)
toTime := time.Now()

nonFinal := "NONFINAL"

// Call ListTransactions API. Transactions that have reached finality are always
returned
listTransactionRequest, listTransactionResponse :=
client.ListTransactionsRequest(&managedblockchainquery.ListTransactionsInput{
Address: &ownerAddress,
Network: &network,
Sort: &managedblockchainquery.ListTransactionsSort{
SortOrder: &sortOrder,
},
FromBlockchainInstant: &managedblockchainquery.BlockchainInstant{
Time: &fromTime,
I
ToBlockchainInstant: &managedblockchainquery.BlockchainInstant{
Time: &toTime,

}I

ConfirmationStatusFilter: &managedblockchainquery.ConfirmationStatusFilter{
Include: []*string{&nonFinal},

iy
1)
errors := listTransactionRequest.Send()
if errors == nil {

// handle API response

£/ Go Kyl 9
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fmt.Println(listTransactionResponse)
} else {

// handle API errors

fmt.Println(errors)

RIFXMfE |, #EListTransactions B FRFEAU T HIETHRE : go run listTransactions.go.

UTRERUTUTAR

Transactions: [
{
ConfirmationStatus: "FINAL",
Network: "ETHEREUM_MAINNET",
TransactionHash:
"Qx12345ea404b45323c0@cf458ac755ecc45985fbf2b18e2996af3c8e8693354321",
TransactionTimestamp: 2020-06-01 ©01:59:11 +0000 UTC
.

{
ConfirmationStatus: "FINAL",

Network: "ETHEREUM_MAINNET",
TransactionHash:
"Ox1234547c65675d867ebd2935bb7ebe®996e9ec8e432a579a4516¢c7113bf54321",
TransactionTimestamp: 2021-09-01 20:06:59 +0000 UTC
},

{
ConfirmationStatus: "NONFINAL",

Network: "ETHEREUM_MAINNET",

TransactionHash:
"@x123459df7clcd42336cdlchbbcae@ebb60ccfl3ef3al59f05061232a24954321",

TransactionTimestamp: 2024-01-23 17:10:11 +0000 UTC

}

Example — £ Go # 1T GetTransaction API #£{E

WRHIEREMBMEPHRBREH. HUATRIBE HE GetTransaction B XGetTransaction.goH
BRI,

package main

£/ Go Kyl 10
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import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

func main() {

// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
},
1)

client := managedblockchainquery.New(ambQuerySession)

// inputs for GetTransaction API

transactionHash :=
"0x123452695a82868950d9db8f64dfb2f6f0ad79284a6c461d115ede8930754321"

network := managedblockchainquery.QueryNetworkEthereumMainnet

// Call GetTransaction API. This operation will return transaction details for all
// transactions that are con#rmed on the blockchain, even if they have not
// reached #nality.
getTransactionRequest, getTransactionResponse :=
client.GetTransactionRequest(&managedblockchainquery.GetTransactionInput{
Network: &network,
TransactionHash: &transactionHash,

1)
errors := getTransactionRequest.Send()
if errors == nil {

// handle API response

fmt.Println(getTransactionResponse)
} else {

// handle API errors

fmt.Println(errors)

RIFXMHfE , EGetTransaction B RHFEAU T REITHREE : go run GetTransaction.go.

TR Go B bl 7
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LTRERUTUTAR

{
Transaction: {
BlockHash: "@x000005c6a71dlafbc@@5a652b6ceca71cd516d97b0fc514c2alddf2ca3912345",
BlockNumber: "11111111",
CumulativeGasUsed: "5555555",
EffectiveGasPrice: "4444LLLLLLL",
From: "©0x9157f4de39ab4c657ad22b9f19997536* x**x*x %!
GasUsed: "22222",
Network: "ETHEREUM_MAINNET",
NumberOfTransactions: 111,
SignatureR: "0x99999894fd2df2d039b3555dab80df66753f84be475069dfaf6c61@3******* 1,
SignatureS: "0x77777al1l01e7f37dd2ddobf878b39080d5ecf3bf082cObd4af40de783e*****x**xx1
SignatureV: 0,
ConfirmationStatus: "FINAL",
ExecutionStatus: "SUCCEEDED",
To: "@x5555564f282bf135d62168c1e51328Qd******x*",
TransactionHash:
"@x123452695a82868950d9db8f64dfb2f6f0ad79284a6¢c461d115ede8930754321",
TransactionIndex: 11,
TransactionTimestamp: 2022-02-02 01:01:59 +0000 UTC

}

Z GetTokenBalance APINZRM T —FIREURER™ (ETHMBTC ) REMAGE , ZRFAAT
FREVEANET B SASRERNK S ( EOA ) WY AR,

Example — £/ GetTokenBalance AP| 2{E3REX Go RR4ER T HIRE

FEUTRBIF , &EH GetTokenBalance API TELAAR Y EM EIRENut ARy (ETH) RE. HAUAT
X3 E #1F|GetTokenBalance B &GetTokenBalanceEth.goH & N I X #H .,

package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

func main() {

fEF Go K9 Rl 12
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FRARER

// Set up a session

ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{

Config: aws.Config{
Region: aws.String("us-east-1"),
1,
)

client := managedblockchainquery.New(ambQuerySession)

// inputs for GetTokenBalance API

ownerAddress := "OxBeE510AF9804F3B459C0419826b61225* ****xxxn
network := managedblockchainquery.QueryNetworkEthereumMainnet
nativeTokenId := "eth" //Ether on Ethereum mainnet

// call GetTokenBalance API
getTokenBalanceRequest, getTokenBalanceResponse :=

client.GetTokenBalanceRequest(&managedblockchainquery.GetTokenBalanceInput{

TokenIdentifier: &managedblockchainquery.TokenIdentifier{
Network: &network,
TokenId: &nativeTokenId,

},

OwnerIdentifier: &managedblockchainquery.OwnerIdentifier{
Address: &ownerAddress,

iy
1)
errors := getTokenBalanceRequest.Send()
if errors == nil {

// process API response

fmt.Println(getTokenBalanceResponse)
} else {

// process API errors

fmt.Println(errors)

REFNXME , EGetTokenBalance B FHRFERA U T HETHAHB : go run
GetTokenBalanceEth.go.

MTHERUTUTRS :

AtBlockchainInstant: {

Time:

2020-12-05 11:51:01 +0000 UTC

£/ Go Kyl
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},
Balance: "4343260710",
LastTransactionHash:
"Qx00000ce94398e56641888f94a7d586d51664eb9271bf2b3c48297a50a0711111",
LastTransactionTime: 2023-03-14 18:33:59 +0000 UTC,
OwnerIdentifier: {

Address: "0x12345d31750D727E6A3a7B534255BADd* * % ** x % %"
.
TokenIdentifier: {

Network: "ETHEREUM_MAINNET",

TokenId: "eth"

f# Node.js & H I O# £ & X R4 (AMB) Zif] APl R
EZ1TiXE Node =6l , EEREUTEREH -

1. BRI EH ESRELET SIRAEESE (nvm) M Node.js. EBRAILAE AR BIRERTHRE A,
2. fffnode --versionm S HWEINEEAMNE Node R4S 14 HESHRA, MREE | EAIUUE

Anvm install 14%S$Hnvm use 14t S TERZA 14,
3. METEAWS_ACCESS_KEY_IDFIAWS_SECRET_ACCESS_KEYM4MBE 5K <EBEMEIL,

EAATHTRXELTEBENFHESHIF W, FMUATREEROEZERN IAM A7 IKS B
EJVRIER

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

(@ Note

- ERFBESLREZFNGE , BRLUEE HTTPS R XA M IE R RIS+ E X 3Rk (AMB)
Eif) API BB A Node.js FEYRAE hitps EIRIBHER , LA UER AXIOS FE=%
EEH M AMB Zifj i RHIE,

o XERBIFEAE=F HTTP E % Node.js , BB AT LAER AWS JavaScript EF AT
B &M AMB Query & HiEK,

« LUTRROIBERTRT W{aI6ER Axios 1 Sigv4 B9 AWS SDK 3Rk H AMB &if] API &R,

& A Node.js B R4l 14


https://github.com/nvm-sh/nvm
https://nodejs.org/api/https.html
https://www.npmjs.com/package/axios
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U Tpackage. jsonXHE H B A IFH TR FF

{
"name": "amb-query-examples",
"version": "1.0.0",
"description": "",
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"
I
"author": "",
"license": "ISC",
"dependencies": {
"@aws-crypto/sha256-js": "*4.0.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "Al.4.0"
}
}

Example — £/ AMB &if] API NS EM AL (EOA) K ZEF £ TR GetTokenBalance

ZALER GetTokenBalance APl SRERE#T ( fil ERC20. ERC721 F1 ERC1155 ) FMEAR
M (HlEl ETH M BTC ) WRE , B MEAXERTGBIEF L timestamp ( Unix B EIE-F ) JREWIL
I ERNIKS (EOCA) WY RIRF, THRHIHP , BEA GetTokenBalanceAPl £ AR Y5 £ M EIRER
ERC20 ™ USDC Ry i1t K&

ZENH GetTokenBalance APl , iR TRIBEHEI B N XHF token-balance. js , FFHiEX
HREIED - NIEERS

const axios = require('axios').default;

const SHA256 = require('@aws-crypto/sha256-js').Sha256

const defaultProvider = require('@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('@aws-sdk/protocol-http').HttpRequest

const SignatureV4 = require('eaws-sdk/signature-v4').SignatureV4

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureVa4({

credentials: defaultProvider(),

service: 'managedblockchain-query',

region: 'us-east-1',

sha256: SHA256,

& A Node.js B R4l 15


https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/GetTokenBalance.html
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1)

const queryRequest = async (path, data) => {

//query endpoint

let queryEndpoint = “https://managedblockchain-query.us-east-1.amazonaws.com/
${path}";

// parse the URL into its component parts (e.g. host, path)
const url = new URL(queryEndpoint);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(data),
method: 'POST',
headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
18

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({...signedRequest, url: queryEndpoint, data: data})

console.log(response.data)
} catch (error) {

console.error('Something went wrong: ', error)
throw error

let methodArg = 'get-token-balance';

let dataArg = {

& A Node.js B R4l 16
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" atBlockchainInstant": {
"time": 1688071493
iy

"ownerIdentifier": {
"address": "Oxf3B0073E3a7F747C7A38B36B805247B2*x****%*\" // externally owned
address

iy
"tokenIdentifier": {
"contractAddress":"0xA0b86991c6218b36c1d19D4a2e9EbQcE********" = //USDC contract

address
"network" :"ETHEREUM_MAINNET"

//Run the query request.
queryRequest(methodArg, dataArg);

BETRT , WEXHAERRTIFAE , AEETUTHS |

npm i
node token-balance.js

WS ETHA , EARBPRELNSH , ERAAHEM L5 EOA Y ERC20 USDC R#,
MBRIRMTATAR

atBlockchainInstant: { time: 1688076218 },

balance: '140386693440144",

lastUpdatedTime: { time: 1688074727 1},

ownerIdentifier: { address: '@xf3b0073e3a7f747c7a38b36b805247b2****x***x" 1

tokenIdentifier: {
contractAddress: '©xa®@b86991c6218b36c1d19d4a2e9ebce******x*x!
network: 'ETHEREUM_MAINNET'

£/ Python & iH I S FEE XREE (AMB) Eif] API iF3K
EiZ1TX Python "l , EEREUT EREZMS

1. YREGITE N E SRR E T Python, BELAE AR IIRIERZHI L LA,
2. REFEHT Python ¥ AWS FF & T E4 (Boto3).

2
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https://wiki.python.org/moin/BeginnersGuide/Download
https://aws.amazon.com/sdk-for-python/
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3. ZEAWS th ST REHETEHFaws configureNAccess Key IDSecret Access Key, A
®REZERegion,

SERFTESREME |, B LUEE HTTPS /A AWS &R T Python WEETF & T EG%k % HI 5
B X R4 (AMB) Zif] APl 3R,

LA Python 7RI boto3 HEVIEIR[E] AMB &if] AP| REL XM H S E Sigva RkHE
Ko ListTransactionEventslt REIKFEUAFEN LA ERZ X HHNEHIIEK,

ML Flist-transaction-events.pyX# S4B A IR EHN TER FH :

import json

from botocore.auth import SigV4Auth

from botocore.awsrequest import AWSRequest

from botocore.session import Session

from botocore.httpsession import URLLib3Session

def signed_request(url, method, params, service, region):

session = Session()

sigv4 = SigV4Auth(session.get_credentials(), service, region)
data = json.dumps(params)

request = AWSRequest(method, url, data=data)
sigv4.add_auth(request)

http_session = URLLib3Session()

response = http_session.send(request.prepare())

return(response)

url = 'https://managedblockchain-query.us-east-1.amazonaws.com/list-transaction-events'
method 'POST"

params {

'network': 'ETHEREUM_MAINNET',

'transactionHash': 'Qx125714bb4db48757007fff2671b37637bbfd6d47b3a4757ebbd0c52229841905"

}
service = 'managedblockchain-query'
region = 'us-east-1'

# Call the listTransactionEvents operation. This operation will return transaction
details for

# all transactions that are con#rmed on the blockchain, even if they have not reached

# #nality.

& A Python 8R4l 18
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listTransactionEvents = signed_request(url, method, params, service, region)

print(json.loads(listTransactionEvents.content.decode('utf-8')))

BN RHIBIZEITEIListTransactionEvents , BRI XG4REEI/EBRYT , REETiZH
Spython3 list-transaction-events.py. W@ HETHA , FARBRELHNSE , BLER
UAFERN EELRERGHRFEXNES. WREUTFUATHE :

{

'events':

[

{
'contractAddress': '©x95ad61b0al50d79219dcf64elebcc@lf****x%%xxt
'eventType': 'ERC2@_TRANSFER',
"from': 'Oxab5801a7d398351b8bellc439e@5c5b3******k*x 1
'network': 'ETHEREUM_MAINNET',
'to': 'Oxdead00000000000000004206942Q6942* **** k&%,
'transactionHash':

'0x125714bb4db48757007Fff2671b37637bbfd6d47b3a4757ebbd@c522* ¥ ***** 1,
'value': '410241996771871894771826174755464"

£ L # Amazon Managed Blockchain (AMB) &ifj AWS
Management Console Kiz=1T#4E GetTokenBalance

TR RBIBRT WFERALSHEE XRE (AMB) EWEUA M EREEHREA AWS
Management Console

Example

1.

o M w0 b

#TFF Amazon Managed Blockchain #&l& , MiiEJ9 https://console.aws.amazon.com/
managedblockchain/,

M “BEH” o FIEF EHRRER
TR AR E MR XREEM 4%,

i GetTokenBalancefE R &R,
AR X R

fi F 7~ 45) AWS Management Console


https://console.aws.amazon.com/managedblockchain/
https://console.aws.amazon.com/managedblockchain/
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6. WMAKRTHNENMIU,

7. BWATHEEESME D,

8. EENAMRTMHELABAHE,

9. RNRMRFHAMEN Attime,
10. EBREZTEMN,

AMB Query FE{TENER , ZNEEREREOPFIE

fi F 7~ 45) AWS Management Console 20
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0 T, 3 FE &5 (X SR 6% (AMB) 25381 72

AEBRM T AMB Query AHIFIFx,

ES1]
ER S MALERTREA

- REFAER S HIE

« FREREEE bt BYPRA K T RER
- IHNIRZRHNEH

- FENHENFBANRT

« JIHENHRBERES

B L B M7 LA TR

GetTokenBalanceAP! E A EBAAERIK /. (EOA) Fy @ AR A B ( Unix BHREIE , AR R EN ) 3RER
HEMAT (ERC20. ERC721. ERC1155 ) FIEARET (ETH. BTC ) WAH , WIRBYUNRFH £
RE, Hla , EOILAER GetTokenBalance API BEEA AR EM EIREL ERC20 T USDC Ry
R, FETTLUER BatchGetTokenBalance APl R E#HER R T MEREETHRIA,

BXREZER  FEALSHEEXHRE (AMB) ESEEM.

RERDERZHHE

&Bh Amazon Managed Blockchain (AMB) &if] , AT UM A MELEHE LA XREH R R LB
B, WX HFZRAM , IR BEXREED LR EFALIERIRBRERZRFREEXRZINLT
XER. BAILAERA ListTransactionsAPI BETE AR EM LIREVE E/NSBIAA bk (EOA) #Y
REHEK , RETLUER GetTransactionAPI BENIIRFPRRBEER SN R ZIFMAER,

BREZER , FERALIBEEXRE AMB) EWSEERE,

IREVSE TE o3t B PR B X T SR E

WA LAEA ListTokenBalancesAPI #ERIREEE. AP RME. web3 EAEFEZENRT, Ut AP
BRECAEN AP BERBLAEAHXRE EHAKT (ERC20, ERC721, ERC1155 ) fR4®EM
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https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTokenBalance.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactions.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTransaction.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
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(ETH, BTC ) WFRBREAFIR, il , SRR HAIHARN L (EOA) MM ( AAHEN ) |
H B R BAFE W B AP I B 48 T FURAE R 5 R

BREZER , FERLIBEEXRE (AMB) EWSEERE,

JIH ARG X ENEH

WA LAEA ListTransactionEventsAPI BERREZERNAERSZMAHNEABHIIER |, XEEH
HEBRSE ( REWRRAT ) F7iR. Hln , BRI ERAKRREListTransactionEvents AA XIREE
WA ERC20 R EARBNIRZHNEREHN , il ERC20 6NN EKEHTIRREH,

BREZELR , FERLIREEXRE AMB) EWSEERN,

RMEANBENRERT

UEB SN MU ERN R AR |, BAILUEA ListTokenBalancesAPl 2B RE & NS ENFIE XIFN
™ ( ERC20, ERC721, ERC1155) M5k, Hltn , LAl LAEA API REEUABXRELREE
ERC721 EAMEBENT A ZRAM (NFT) XSS, ListTokenBalances

BREZER , FERLIBEEXRE (AMB) EWSEERE,

FIH SN HRMERER

O LAEMA ListAssetContractsAPl BES H AL E - EFA ERC-721, ERC-1155 5
ERC-20 €49, Mt , MR EEEA i , MBI LAEA GetAssetContractAPI BIERKREANE
M B4 LR 2 E wh ik MR X BT TTERIE,

BREZER , FERLIBEEXRE (AMB) EWSEERE,

PN RZ R HNEHF 22


https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactionEvents.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactionEvents.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/ListAssetContracts.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/ListAssetContracts.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
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I 533 E X365 (AMB) £if) APl &

5 E XREE (AMB) EHIREATFE AN XREN API B1E, XSEATERNRT., XBHM
E4M APl, BXESZEER |, B3 AMB &if] APl %,

23


https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
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I 5t E X EE (AMB) R Z M

ZEEAWS REFZE, N AWS &F , BUUNETABEARZHLZEHRBBEA LN ERMAEN
BREHOMMEZRIGPZ R,

ZERNA AWS WHERE. REHBEEREHRNRRENZEM , BRTRNEE

« TRE — AWS ARKFEZRIZIT AWS RSEIEM I AWS Cloud, AWS &R ERE AT L%
EEANERS. FEH AWS EMMITRIN -2 , EZAFRARFERN ANRIER S ENEN
t, ETHERTIDHEEXRE (AMB) EHMNEMRITR , TSR EAITHEEARAAWS RS

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2
. BRANERANERREREN,

R TREBERY. BHRRIEMIRES] , Amazon Managed Blockchain £/ T £ & XREEFIZIT
HFFRIEZRAThEERM AWS IhEE,

AR HBE T BREEA AMB Query IR N ATELEER, UTEBRENENFEE AMB
Query AR BN REMENE B IR, BETUEIMAFEAEM AWS RS RBEEEZEMRFEN
AMB Query &iRo

FA

- BFEMER

« Amazon Managed Blockchain (AMB) & § 13 H i |7 & 12

AR InE

HEMBRB T IERZEZRVA S MNKIREMZNERNBFEFERGRIBE. XTEERNEHE
WA T REM =BV IR | BIE R P R BdE.

& %8 R &

MINBERT , HEXREMEF HTTPS/TLS ZEER MBI AWS CLI % P it 5 2RSS i REYFT B 8
. AWS

Lz = 24


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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Amazon Managed Blockchain (AMB) &/ & 3 ij; 0] & 12

AWS Identity and Access Management (IAM) AWS &S5 T AR B E I A Z£ iR HIX AWS BRIV
FAPR. IAMBEEE & 26l v U 1T S B RWAE ( 2% ) BN ( BNR ) FAAMBEBRIR. IAMEE
XAMATANTER, AWS RBF

ES

R

K

R

- FRASHHTEHRIE

- FARKEEH

« Amazon Managed Blockchain (AMB) &1 T{ERIE IAM

« Amazon Managed Blockchain () AMB Zif|HI & T & 4 K E#E R

« Amazon Managed Blockchain 5E ¥ %2 (AMB) &) 5 43 7 1 [8] fX bR

Z AR
£ AWS Identity and Access Management (IAM) B8 5 X &2BFIFRE , E4BURTRE AMB Query
HR PR T4E,

REAF-MREEAAMBEHRESERIE , NENERR SN ECRAMENEIEMNR, HIRER
BEZWAMBERINEERTER TIER , (RATREREFANNIR, THRNAERFRNREEETEREEE
RERBEWNR, MREIEE AMB Query FRIREININEE , E S HAmazon Managed Blockchain
SEMEFEE (AMB) &) 5 10 M 15 B R o

RS EE Q- MREHNT LT AMB Query BIR , M ATEEHEX AMB Query HEEHEMNR, EHY
THREELNIRSAF NGB BLEAMBERIEMRR. AR, B4AEIAMERE B R E SR
SAFPNBRHNER. EFHTEHLELNEEATHNELRGTSIAM, ERHET HRLTWNFAFER AMB
QuerylAM , i§Z#Amazon Managed Blockchain (AMB) &Ei#f)#) T/E/RE IAM,

IAMEER-IMRERIAMVERER , NTREFEFH TR NATHRERIEKEE AMB Query B 17 B X R,
EEEVEHRFEANET S ONAMBERAREE RAIIAM , FZH. Amazon Managed Blockchain ()
AMB EHHVE T 5 13 9 K #E =5

£ & 02 1T B AR IE

ENRIIEE AWS FRAEHEILEEZNAR. BH4T AWS IKFRAF. IAMBF BHSETIEE
IAMB &3 1T BB IIE ( ZF AWS ) .

Identity and Access Management 25
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B EABEY & MRRENEREIL AWS BIRE 51 E K. AWS IAM Identity Center ( IAM& {3 H
D) AP, BRORNESEFZEHRIEUEEN Google = Facebook EREHMER S F K RHl, L&
DEXE G ERE , EFNEBRAZAFEAIAMACRE TKE G, HREAKSHE AWS B, /RH
REEREDE-IAG,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5HIIF, BEXBEZFNEZER
AWS |, S (AWS &5 AFEmR) PR AEZEE AWS KFH,

WMRE AWS BURTEFXNIFR , 4 AWS BRERETF AEH (SDK) Miars1T#E0 (CLI) , LMEFEAE
HERTERBITNZZEE, NREFFEHAWS ITE | NIXFEHCEBER, BXERABENSE8
TZEBERNESZELR | 558 (AMAFIER) I AWS APIHER#ITES,

TFERAMSMARIESE , BURFERMEMELZSER, i, AWS BWEFERZESHRIE
(MFA) RIEEKFHLEM, ETHREZEE , BZRAFEREYPNZESHRIEFMAWS IAM Identity
Center P18 AWSH W EAZREFHRKIE (MFA). 1AM

AWS K F root FiF°

BIZEf AWS IKF , BEXBER—IMNEBREN , ZEOTUAT2LRAKS FHMERR AWS RS M#E
Ro L H DI AWS IKF root B, R GIERIK P B 62 F A9 B8 R 44 3t ik AN 22 40 & S BN AT 15 )
ZH M, BARWESEERARAFNITERRES. RPFRAFEIE | AERAXERIERNITRIEA
PRBBITHES. BXRXFEL root AFFHEZFNESHTRIIEK , FSH (AFER) P %
ERA-ERNIAMES.

oS- g7

EARESRER , ERALXAF (SREEEEAHRANENAR ) FASEHREENEKS S HRIE
AWS RS B IErHEB BT,

REGH_REZNLULAFBER,. Web BSR4, Identity C enter BRAMWAF , REFAEH
AWS RS BN BRI ENEEFTIHEAAF, AWS Directory Service B4 & 1415 8] B AWS
WP, i EAe | ACEMAIGHES,

EEHEEFRINERE , BUUEER AWS IAM Identity Center, &R LATE Ident IAM ity Center Fr 7
RAPMEL  SANEEARSIEECSHNEMRTN— AR NEAL  SUEEENAE AWS K-
MNARFHRFER. BXIAMBAHROLHER , BT LEIAMEHH L ? £ (AWS IAM Identity
Center AF¥E®) o

A B M7 S ORI 26


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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IAM B P FA

IAMA 7= RIEAEE AWS IKF INMARMARFERBERRN M. ETRNBERT , RNBWER
II"E‘th’: mA R EZHAZBMLRBASKHEIENAMAF, B , MREEFTEAMAF KB

FIENBEAS , RNBUERRBAZR. AXRESZEE , F5H (AMAFER) PRHNEER
MR AP E R 2R,

IAMBAEREEIAMAFEENFH, BTRERANSOHER, SEWUAEREAR-—XENSIAF
EENR. MREXEAF , FAATUERMBEERSNR. fla, EALBEE - NE
4, IAMAdmins H & F 128 4H E B IAMBE R R

AREAGeTE. AFE—#SENMNAAINAREXK K MAGSEELEECHNEMNARA, AF
BEXKANKEEIE , MACGRHIGHNEIITE. ETHREZER , B2H (AMAFEE) PR
IAMAF (MARAE ),

IAM A&

IAMEERENIEFRENR AWS K WEH. ESIAMAFRLE , BEEREARTR, B
AWS Management Console B Vit AMAEEF IR EAE, BALUETREA AWS CLI 5 AWS
APIRESEABENRERRKAABURL. BEXFRAABNAENESZER , B8 (IAMAFE
M) PFHRERAIAMAE,

IAMEBIGFHERNASEUTERTREA !

- BERAPR - ZERRESHIENR , FURAGHNAGENNR, YREFHHTHORIE
i, ZEOREAGHEXBEABRRTALACENHNR. BXATHRESORINACGHNER | &
Zi (AMAFER) PHINE=S5HRAFCEAE. WREMEM IAM Identity Center , NFEE
BEMRE. A TEHENSOERTHORIEEAIUTGRNAZE |, Ident IAM ity Center 4R
EXBRIFHIAMAEER, BXRNRENER , 28 (AWS IAM Identity Center A #8F) HHEY X
R

 IGEIAMAFRER-IAM AFHABTURA-NMAMBE | HEBEFESIENRETERINR.
- BKFIBR-ETUERIAMASATEMEKSPNEAN (REENERAN ) BEEKS R IR,
ABRRTEKSLAMBHNERLSN, B2 , N TELERR AWS RS , SISO RS EEM N

FER (MAREASCENNRE )., ETHACNETHRRNEKRK,HERB2RNHXE , F5
FEIAM A F g IAM A By 5 TR 7 3R 175 R AR .

- BRSF R — AL AWS RS ERAEAM AWS BRFRSHRIZHEE. Hlin , HEERSPKRITEIE

B, ZBRSEE AT Amazon FIZTNARRFEC2:HE Amazon S3 RE#EN R, BRETEAFER A
HEANEENNE, FRARSAGSERARSHEXABRNITIIEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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« RRIFELTE (FAS)-HEERIAMAF RABEFRRITIREN AWS |, BHANEREA. E£AFEL
RS, BARSIIT—MRE , REUBREEEMRSHE S —1MRE. FASERERZR
AHIEXPR AWS BRSSEAR AWS BRSS [ il iRS & HiERAVIER. FASRBE SRS KEFEZES i
AWS RS RFRREFRETARIERE , T 2R EFR, EXMERT , ELEAERRITEHED
BRENNR, BXEHFASERMNWBERER , BZAERTGRSE,

- BFAS-RFAVASERSRBENTRENSC, IAMEER JERNITOE, &M ERAR
FHABIAM, BXEZEER , HZH (AMAFERE) AWS RSP EIEA G EZRNER.

* BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFRFATURARKRER
TRENAE, RSEXAGHAEENT AWS K/ |, ABHRRSHAE. IAMEERATUERE
T Re4m B RS X A BRIRR.

« £ Amazon LETHNARERF EC2 — B FERAIAMA G EEEEC2EH| Liz1TH# XK H AWS CLI
= AWS APIERH N AR FHNIGEHER, XHLEEC2EHlhFM# I Z4AE TE., ERNEC2EH2
B AWS AEXEHAIMEFENAEFER , SEE0E — MM INENZEHIHRHIEE X, =461
BEEXHIEZAE , HATEEC2EH LZTHEFREBIGIIER. EXEZER , FSHIAMA
PP ERIAMA®EE Amazon EC2 246 EiZ1TH N AR FE FR.

ETHEEAAVARERERIAMARF , B2 (ArER) PHANSIZIAMAE (MTEIAMA
F)o

£ F SR E IR 17 )

BT LA AWS B o2 R EM NS AWS SO A RKZHFH RN, KEREPH -
XNRAWS | SEFHHARXEN , ERELENR, AWS EEEA (AP, root AFHAGS
E ) RHERTARX LR, REFHNRBERATERELER, KSHBRBEUISONIHEH
AWS X FHETR. BXRISONKBXHEEHINATNESRESR , HZH _(AMAFERM) FHJISON
REEBIR

EE R WLAER AWS JSONSKREERIEEW BN TR L. HHAY , WA EETT U T LRRNITER
B, UREF ARG THIT,

RINERT , BRFMNACEKENR. ERFAFRNEMERERITRENNR | IANMEE R 7 LA6)2E
IAMK R, RfE , EERULLFIAMERANEACGY , ARFATURAXEAE,

IAMZEIL &6 Al fh 75 B HATIRE | SREEMATE GZBRENNR. flwn , RREFE—NAK
iam:GetRole BEMNFKEE, WAIZKM A TLAM AWS Management Console AWS CLI, ZHIREX
ABEE AWS AP,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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ET 508K

ETHONRBEAAMMES G (FMAMAF, ARANAR ) AIJSONRRRE X1, XEXK
B HIA 7 A S ARG T BLERFRRITHLERE, BETHRNMFEZETSHNRE , 55
FIIAMEA = $5 78 P Y B2 IAM SR RS

ETEHNRBA LR -SARNARKEREE R, ARREEZERARZNAS, AFFEH,
RERBEMIARE , SULCREMINERNS IR, FANMAE® AWS K, HERBEE
AWS RERBNEFEERK, BT HIAERERBINEKRE 2 BHTERE 28 (AMAR
) PRERE RN BRRR < BFEITEE,

BT HIRM R

E T HRAVISONK RS ZIRM M E H IR REE XA, ETRRN RN R A 2EAME BEEREA

Amazon S3 FHEMEKE., EXFETHRVRBHRS T , RSEE R JLMER EIREZHII 4 E R
FREVEE . N THEERMIMREA TR , REEE IS EE AN 2R RINTREREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ETRRNRREMTZRS PHOABER, ETREETARNEKIAMPER AWS FEEFKKE,
HEEH SR (ACLs)

TREFIFIR (ACLs) BHBLERIEA (KFKR. AFRAE ) ARBARF. ACLsSETHIRA
REERA , RECNTEAISONREE KN,

Amazon S3 AWS WAF, FIII5#VPCHMRXIFNRS RAIACLs, BETHEZELEACLs , HSH
(IO EAFEFRSTT X EERE) FHhRES FIER (ACL) #ER,

HREgRE

AWS XFHMAIAERAREERE, XERBRETLREERE ANKBERERER TFHRANR.

« MRLR-NRLAR-ASHNE , BUUEEFREET 5 MK AL EIAMSEAR (IAMA P
A ) RFVEANR. BANEZFRENRILF, XELERNREXGET B0 RERENR
WRIRE, & Principal FEEAFHAGHNETRRNRBEFZNRLRRH, F—TUREEF
WEXELFEEZAT. BEXNBUANESER , 50 (AMAFERE) PHIAMSEER R
5o

. PRSI (SCPs)-SCPs 23 A ARMAA % {7 (OU) 5B A BRHIISONER AWS
Organizations. AWS Organizations  —T A TXEMNEWHBH S AWS IKF BT ANE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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hEENRS. MREEAALPNAEIIEE , NSO RS EFIZKEE (SCPs) NA TN E[I=N
FREMKF. AR KSR SEE ( I/ RME ) HIBR#IT T SCPIRE AWS IKFRAF., BX
Organizations K EZEESCPs , 5 # (AWS Organizations fiF1EF) FHSCPs T/ERE,

- 2EERK - 2EREBBRIBUREAANACTESAF RGNS ENENSBEENSRE
B, FRAFNNREAFHAGHNETENNRBENSERBHNRE, NREAUREETHR
HUREE, E—TURBANENIELFREZAY. AXRESZER , H5H (AMAFERE) FH21EE
B&o

S REERE

S NRBEMNRBENA T —MEREN , ERNNREMERNEIER, BETHRELSRSHREREN
WA AWS BERBAWER , ESHIAMAFEEHHRBITEEE,

Amazon Managed Blockchain (AMB) &y T{E[RE IAM

EFERAIAMERE AMB Query AR BRZET , E5E T # Q AMB uery H A BAfE A BRLEIAMIN BE

IAMFR ] LATE Amazon Managed Blockchain (AMB) Z i) /A {55 F B9 Th g

IAM Zh&g AMBEH ¥
ET 5 HHKE =
T RRH KRG &
RERIE =
REEHR &
EREHES B
ACLs B
ABAC ( B HEIHRX ) A
F AR =

Amazon Managed Blockchain (AMB) Zi##) T/ERE IAM 30


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM hAE AMBE X+
RFZAE B
REHEX/E B

E2H 7 ## AMB Query FHfh AWS BRSS IEIEA K SHAMIIEE |, 55 (IAMAFERE) IAMF S
ZEEFEANAWS RS,

ETF 5N ERAEKEE AMB
TRETFHONER: 2

ETHONREEAUMME S G (FIMAMAF, AFASAR ) WISONRERM X, XLEXR
BEZEFIA A SRS T BEFFRRTHERE, BETHRNMEZETEHNNRE , §5
FIAMA = $5 7 P Y B2 IAM K BE

FRIAMET BN EKRE SR LEEAFRIELNBRENER , URATRIELIBENSZYE, BTE
EETEMNKRBIREETE  RACERATERMNNAFRSRAR, BT H#OLIEJSONKREF AN
FERE , HZRIAMAFEEHNIAMISONEKR TESZE,

ET5HNERKE RS AMB

EEEETHHHNAVMBERERBEI RSE , 2. Amazon Managed Blockchain () AMB EfHE T
SRR

Query FAMBE T &R KBS
XHETHRRNER : &

ETRIFHJISONKEE R EM INE RN KRB, ETRFENRBENRESEAMAGEEREM

Amazon S3 FEMBERE, EXHFETRARNEKBHERES T , RSEERA AUERACIREFHNBER
BRI E. NTHEERMMKBEHER , REEIEEEA AN 2R RNTHREREARET LSRN
THIT, BLTEETRFENRBREEER, ZRATNSEKS, AR, A6, REAFH AWS

ARSS o

ESABK/ERNR , SAULRRNKS RS —NMNKP PRIAMSKEEEENE T RRN RPN R
Ao FEKFEEMMEETRRNRBEARBYCGEXRRIEN—¥ME. HEZERANBTRLTE
B ER AWS K, AIEKFAHNIAMEZREXNAMERAZE (AFSASR ) BRTFIBRTRIN
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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fRo B FET 50 RBEHINBISSELUR TR, BR , WRET R R KRG E— MK P
FHRTFHANR , WFFEFHNET HONERRE, BXESEE , B30 (AMAFER) IAMH
HYBS K 7 R 15 R A PR o

AMBZE ) #Y K BE R 1E

XIFRBEIRIE . =R

EER W LER AWS JSONKEERIEEEAN BRI A, WHMRY , MAEME TN AR FERITER
&, AREMH ARG THIT,

JSONZKMActionTTER=MR T AT A T HERMH R SIEL L R AVERIE, RBREBE SXEKH AWS
APIRERIE. WA —EHIH | fFlaN B TEREAPIREN RN RNRE, 27 - EREFEERKF
WATZMRIF, LM IR ERR N A KIRE,

HREEF L EREUR FHITRERENRR,

EEEAMBEWREIIR , FEH (RFTENSE) HH Amazon Managed Blockchain (AMB) &1
EXHRE,

AMBQuery RV RS REERERNERUTIER :

managedblockchain-query:

EERMEUREESTURE  BEAESHENRT.

"Action": [
"managedblockchain-query::ListTransaction",
"managedblockchain-query::GetTransaction"

]

ESEETEHNAMBERREEHN RG] , S H, Amazon Managed Blockchain () AMB ZEijIE T
el ERY

T AMBZE i) #Y 5: & IR

TEHEBERR &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
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EE R W LAER AWS JSONSKEERIEEWERNGFEMFT L. URMRY , MAEMA TN AR FRITER
B, UREF ARG THIT,

ResourceJSONKEETEIEEENAREN —NHZ IR, BAMLAEE Resource
NotResource t¥E., REMER , FHREMN Amazon BREAF (ARN) RIEERR. N TIZFHE
WRERE (MR BERENR ) PIRE |, BRI LITILEE,

X T AXEFRRRNROERE (WIHRE ) | EEABERRS () BENEUNATRERR,

"Resource'": "*"

EESFEAMBEHRFEEAEKRHIRARNs , FS5H (REFENSZE) M Amazon Managed
Blockchain (AMB) EHEN N EIR. ETHETUEAMEREREESHRIR , ZH Amazon
Managed Blockchain (AMB) & Y i, ARN

EEFETHSHWAMBEW RN RH| , 5%, Amazon Managed Blockchain () AMB EHE T
540 R R R B

AMBE WM KK 4 24
TREETFRENEBRZLERH &

EER WLAER AWS JSONREERIEEEAN TR A, HRMEY , WA EET U LR RNITER
&, ARIEMA ARG THIT,

£ Condition Jt%& ( =% Condition iR ) # , AAEEEEAEMMNEH. Condition TERAE
W, BACEFERAZGZER (i, FTFHNT ) BEHRER , UERBPHNFHESERPHE
HMTE,

MREE-—MEAPEEZ D Condition THE , REEA Condition TEFEESME , I AWS
EFAEHE AND BEIFHEN. IRENENMFHARBREESME , NERAZBBORZER AWS WES
fro ERTFEUINNRZALTRBFBENRME,

EIRESSN , BHEALERASNATE, fli, REERELFEIAMAFPNAFEN , 88D
IAMAFPRFIFRIZERANR. BEXEZELR , ESHR (IAMAFERE) ﬂPE’JlAM%HﬁnS& : EF

R,

AWS XEF2RFHBANBETRSHFAZH, BEEEME AWS 2R5F4E , E5H (AMAF
Em) FHAWS 2 /&M LT XES.
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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EEFAMBERARHRAIIR , FSH (RFRNSZE) FH Amazon Managed Blockchain (AMB)
ERNERERH. ETHRETUFEAMLERENTREAZGES , 52K Amazon Managed
Blockchain (AMB) & i E Y KR 4E,

ESEETEHNWAMBEHAREEHN RG] , 2, Amazon Managed Blockchain () AMB EifjE T
517 8 K BE R

ACLsTEAMBZifj &
T#HACLs : &

mEEHE SR (ACLs) ZEFHIBLERIEA (KFARA, AFHAR ) BRBRTR. ACLsSETHIRMN
REERL , RECAFEAISONREE KN,

ABAC{E FIAMBZE#)
X#FABAC ( REEHFHIFRE ) : &

ETEMMERES (ABAC) R —HETEME XN RNED R, £ AWS , XEBHEMNIRZL,
RSV INEIAMSE (AR RAE ) MIFS AWS BiR. NSRAENRFRINIRE R E —

#, ABACARJE , A BURITABACEKE , R EZRFEANIREEAMI]Z 15 R A 5 R £ R AR Pef A
HATHRAE.

ABACTEREEKMIMEFREA , BB THARKERTHEENER.

BEHETHREEG R, BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZUYRBERBNZETEZFREFZEER,

MRENBREN TEMBERREBFMAX =GR , IXT RS  ZEAR. NREMRSNX
NTHDFRREISMBEX=&M4R , NZENTD.

BXNEZEEABAC , BZH{T LRABAC? & (IAMAFER) #. EEFESRESRIVHE
ABAC , BZRIAMAFERPHNEAETE MR 5 H S (ABAC).

£ AMB Query A i@ B
S HFIEEHEU : 2

HIRERERHE S B R , L AWS RS TEER, AXEMEE , SFEWLE AWS RS ER TR
BHEH AWS RS |, B2 W (AMAFIER) IAMARY & A T ImAHES",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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MREERRAFBNBDRZANEMSEZES , W AWS Management Console & # 2 IGEIEF.
flan , KB AWS RN EIMNE QB R (SSO) #E#TIHMA |, ZERLEBIEIITER. HEN
AR EHREFREHE , RAENRACKH , FESBHBIGREIL. EXIRABGHNEZER , HSH
(AMAFER) FRYREIAE (BEE ).

BRI LA AWS CLI S FE N 012 IGETIER AWS APl ARG , &7 LA B X L6 I B 3iE 5 3 1T 15 8]
AWS, AWS BUEHBERIGHHER K MAREAKBHRZEHR, BEXEZELE , ESEBW G
ZEUEBIAM,

BV E RS TR AMB
XEFERIBE21E (FAS) : &

HEERIAMAF A BERNITREN AWS |, BEMANER A, FRAELERSH , AT
MRIE , ARMBREEEMBBRSHEH S —MEE. FASERERAZEANNR AWS BRS5 UK AWS
ARSS @ TFRRS R HIERWIER. FASRAEZRSWEFESHM AWS RS HERXE S BETREY
ERE , FRRHER, EXMHERT , ELHEFRTIANMRENNR, AXEHFASHERMNHEK
RiFE , BEREREH21E.

AVMBEHHRS AR
TRBESAG &

REFIAMEEERSKABENITRENAR, IAMBE R ATERNIBCIZE, ERAMERRS A ®IAM,
EXEZEE B35 (AMAFERE) AWS REFIE A G L6 ZERIE,

/A Warning

EARFSACHNRAESTHMAMBE AR, XS AMB Query RHEMAXIE ST RIERS
At

EHNRSZHEXAE AMB
XERSHEXAR B

BSHEXRABR —EEINERS AR, AWS BSRSAIUKARKRENTRENSE, RSHEXA
BHAEEHNP AWS KF |, HERRSME, IAMEER TUEEETREEERSHEXACNNR,

BXREUBRFEERSHERACHEAEE , FEASZESIAMERANAWS RS, ERPERRSE
XABIHEE Yes WK, EREHEUEETZRSNRSHXBEXH,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Amazon Managed Blockchain () AMB &Y & T & 1 89 5K B R4

RINBERT , AR MAGLENAIRRE K AMB Query BIR. i1t AR AWS Management
Console, AWS Command Line Interface (AWS CLI) SR 1TES AWS APl, ERFAFNEME
BRHATERENNE , IAMEE G JUAIRIAMER, A5, EEATURIAMERINESES , A
FAURAZXEAE,

BT R fE X L RO RBE A R RIAME T S B ISONKRE | FSRIAMA F B89 6 2 IAME
%O

BXRAVBEHENMREMRRELR (SEEHMRRLEHEN ) NIFAER , 55 H (ARNsRFZ R
WZ#) $ K Amazon Managed Blockchain (AMB) B IRIE., REMEZHZ4,

&

- EMBRESEK

- RTHAPEEMHITE SRR

- HA4FEM Amazon Managed Blockchain (AMB) Z#API#R

REERIEREK

ETHNNERBRE T RARBHUUEENK,/ I, HREMERAMBERTIR, XERETES
£ AWS IKPF=E A, tlERRBET S HNREEN  FERUTERMER

- FFIREER AWS RE R A BB RENRNIE — ZEFBAAFNTERER TR  BEANF
ZENLRABIRTNRIVAWS HERK, TINERNRAFTH AWS IKF . BINBWEED E L
MIENRBIK AWS ZEFRERBRE-DBINR. BXESEE , HEH (AMAFER)
KIAWS FEAWS E RS TR E K%,

« NASENRNR-ERIAMKREEIRENRE , AR FHRITESAFONR. At , BTNELER
ERGT AU BEERFRNITHERE , RN RERRTET, BXEANARRIAMBNESEE | 1§
ZH (IAMABF1ER) IAMA Y KB AR,

o i FIAMER BE F B9 S 4 33k — 25 BR 41175 [7) A BR- 48 AT LA7E 3R B 70 378 N 5% 440 LA BR 61X 428 4 RN SR Y 15 1)
PR, Bltn , BAIUEE — N REEF G RIEEPMBE R UMFER KIASSL, MRBEFRIERE
SR ENARNEAR , WA ERARARE TN RS RENTHER AWS RS , filan AWS
CloudFormation. EXEZEE , 25 (IAMAFERE) FHIAMISONEKIE TE &4,

« £ A 1AM ccess Analyzer BiEEHIIAME B LA RN RN L £ MIhsetE — A IAM ccess
Analyzer 2K IEFTHFIME KRR | UERBEFSIAMEKREEIES (JSON) MIAMEESE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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B, IAMAccess Analyzer 121t 7 100 ZTWRBEREMAIITHWEN , THBEHEZ S MEAMNEK
Bk, BXREZER , BESHE (IAMAFIERE) FH IAMAccess Analyzer REEISIE

- EEZBEHHRIE (MFA)-INRENIZEETEIAMAF DR root BF AWS IKF |, FITFMFAURES R
2, EERMFAARAAAPIRYE , BERBPRINMFAZ Y. BXEZELR , BZH (AMAFR
) DMEEBEMFAZ R BIAPI R PR .

BRTREMEZNEZFEEIAM , 520 (AMAFER) IAMPR Z£ H{ERXEK.
RTRAFEEMI]IE SRR

WRGIEBB AR A FIAMAFREEHMNAEAF SN ARMITERBIRE, HRBITFBERT
A LREARURES A TKULIRERN AWS CLI R, AWS API

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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}

R4S E /M Amazon Managed Blockchain (AMB) &ifJAPIRE

@ Note
ERAMBEWHTAPIFFLY | BEEEFHNAMBEHIAMREY A Pk $
( AWS_ACCESS_KEY_IDFAWS_SECRET_ACCESS_KEY )

Example IAMi% 878 Amazon Managed Blockchain (AMB) &K B APIls

HRHIRFEPNELIAMAFT AWS IKF 175 B Fr B AMBE R R BRAPIs.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessAl1AMBQueryAPIs",
"Effect": "Allow",
"Action": [
"managedblockchain-query:*"
1,
"Resource": "*"
}
]
}

Example IAMi7 B1E BB FE B X REER R (AMB) ZiflListTransactions#] GetTransaction
APIs

L REIEFEFHIAMAF AWS P B AMBE#HRMBRListTransaction® GetTransaction
APIs

(® Note
ST R R BIAPIsH B B IR SR IR EAEAPIs , A FH R HMEREZAPIs, HXAMBEIHS]

PN

FAPIs , 2 Amazon Managed Blockchain (AMB) ZiJAPISZ R,
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AccessAMBQueryAPIs",

"Effect": "Allow",

"Action": [
"managedblockchain-query:ListTransactions",
"managedblockchain-query:GetTransaction"

1,

"Resource": "*"

}
]
}

hY

Amazon Managed Blockchain £ ¥ %2 (AMB) &1 & 13 # 15 [0] IX bR
FRUTEERSEEZHFIEETESEA AMB Query Fat ] 2B 2 F I R FIAM,

&

« ERELNIE AMB Query HITIRIE

RENE AMB Query FITIRIE
MRERBERETR , RAGEARRTENMRE | WEARE R R UA Y RITIZRIE,

LmateojacksonAMAFRZRAEABEH A EETEEMny -example-widget BIRNIFMAESBEZEE
FIRREY , I T REI45IR. managedblockchain-query: :GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain-query: :GetWidget on resource: my-example-widget

FEHRBERT , BHOEH mateojackson AFKIEE , LAAFHEM managedblockchain-
query: :GetWidget BYEHE my-example-widget BEiRo

MREFEHRD , BHRREN AWS BEER, ENEEARRHEREILEN A,

R
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M

I 5 hitE XREE (AMB) EIL S ¥ 218 API SEAEFR
CloudWatch

W 5% E#Y API 21845 CloudWatch

KK APl ERERST DT EXREE (AMB) B RS E & CloudWatch F8Xf R, B U EE
R, UEEEASZIIRSHEANIRES, EXE5RSEM CloudWatchERNEZER , HZSH A
mazon CloudWatch {5+ AWS £ A E35¥5,

AMB Query £AWS/Usage@n & Z AP XML APl $8%rA K Amazon Managed Blockchain
QueryfRF Ao

FEFR iR
CallCount £ AMB EFNEN API K ERAB R, S
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