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152 FR 22 1 &5 DU BR 5 2 R MK P

A Multi-account B REE R it AR

LIEMIBREE A M , AWS Network Security Manager &5 2 ik FSEE MEBBRE
ADISABLEDIRA , A BEHEERNRE,

BIE— AWS MR EERFEE R K, 13
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AWS REL e L= FRARIER

1. T AWS REZ 2 EEEFIEH A , Wik https://console.aws.amazon.com/network-security-
manager/o

2. ESMERY , ERRE.

3. EBREMBRHNEER K,

4. EERBREER,

5. EHTHEIA , HEFERINEE R RR,

FEACE IAM B9 AWS MELZLEE R NR

EFEHA AWS MERLEERS  LFEEEHEA AWS MELZ 2 EEBRENREN IAM 54 ( AFPRA
). IAM BEFERAFIFnetwork-security-manager,

R RGIAM REEEE=MEQ. F—REBARTNME AWS IELLEER[RENTLIHMEN
fRo B_RIBAKRT AWS MEBLLEERPTENHE AWS fit Or AWS ganizations H WAF X FR,
AWS Network Security Manager {8 X e X BRSRIRBIH LR A K F FH LA 27 (OU) , H 5 H AT Y
WAF #IE R EE ™= R, XENPRIE L F AWS Network Security Manager /5 F RIS 15 R BR H £
AWS AAFEIMEREER., F=%KIBFAEF AWS Network Security Manager SI2ERSHxAE
FrEMiam: CreateServicelLinkedRoletX PR , MK F 20k - FHEHEEIZNR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "network-security-manager:*",
"Resource": "*"

}I

{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAccountsForParent",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"wafv2:ListRuleGroups",
"wafv2:ListAvailableManagedRuleGroups",

EABIE IAM B AWS KL EERNR 14
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"wafv2:DescribeAllManagedProducts"

1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*"
}

WNFEFAE , BRIMNBUENRTFAENRENR. EXEZER , BSH the section called “Identity
and access management’,

SEMZREL AWS K

THER AWS |, SREE— AWS K=, BXOIRIES AWS Ik |, #5H (AWS k&2 5
E15/) AWS Bk A9 A TISE.

£ AWS BRAZEANXEFPHINE L EEER

EERNZRANXEPER AWS MR EESR , KARNNALANEEKS N AWS NELZ2E
BRkFERAZXE. BXBRIAMERTEANXKEARNAEAXEXFEHER , ESHAWS —KS
EZHhHEE AWS X,

BRRZEAXE

3t F Organizations Bk 1 AWS Network Security Manager BB Gtk |, FIRBAWS —i%3
EZhW s AXE PSS ITRE,

SEMFEREL AWS ik = 15
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HEENE—ITNEL LT

RYRFESEMER AWS NER £ EEREH A 38 AWS WAF Web ACL. SETERATHER :

. B
BIERER
e
EEE
BIEM R HmEE
BERESRE

o o s w N o=

EARHESD , BF0IEZ - AWS WAF Web ACL , ATR¥FATEK S RN ARFAHEESR. N T
AWS ML EEH[ZIIENAMBELE RSN AE , KIEESHEE.

SR : k% 10 54

BRA ARREAN AWS B TEAFERA, AXHHEN , BSH AWS Wik EHAWS F% %
L EBEEH,

TR

ERBZE , ERADEZUTER -

- EERETERSE , WHAMREE AWS MEZEEEES,
- EEMKXZLEEANRN AWS H4 15 EIEE (IAM) Access Managemen AWS t 13

- —NBRTHEEHEEEEMN AWS Network Security Manager B2 Rk ( 2K EPEBFTHAE
#9 ) B9 Organizations AWS 4A42,

- 3R AWS ME L& EEREHE

SR I

ANRLRLBEENER, EHTRF , ZFQIERN AWS WAF Bl : —MNATFRERIARE , 5—
AAFEBURMER, BRIARER VisibilityConfig & AWS WAF Web ACL Ky %4 EF £,

EOEMINREAN | FATUT SR

TR 16
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AWS REL e L= FRARIER

1. {7TF AWS MK Z 2 EEESEH A , Mt R https:/console.aws.amazon.com/network-security-
manager/o
ESMERP | EEBR,

EBRTRE L, ERIESN,

EANBRF , WARRERF , Hlmy-default-action-rule,

TRMES” o, T NERE | 1%EFE AWS WAF,

£ EBAMER b %R TE

EFE BARBRE , RBFIER RIARE . ENSHI—NEFERIAEEN JSON &RESR.
£ JSON 473885 |, MIBRiZBlock D K H R B ZAllows X,

1%£$% Create rule ( SIZHN )

© o N o g bk~ WD

Z 2 VisibilityConfig AN , BHITHUA TSR

-

 ESMERF | EERER,

CTEBLARTUE £ EFRIERN,

CFEANEBRRF , WMAEREBER , flfmy-visibility-config-rule,

CHEARNEL BB, NTBAERE , &F AWS WAF,

T CEFEMNEE B ERE EE

CIER EABRERE" , REEEVisibilityConfig, A& HI—NEEBRIABER JSON HiE=R.
. 1%3% Create rule ( SIZHN )

N OO o A WN

® AWS CLI BRAE
BT LAE A AWS CLI BN -

aws network-security-manager create-rule \
--rule-name "my-default-action-rule" \
--firewall-type WAF \
--rule-type CONFIGURATION \
--configuration '{"DefaultAction": {"Allow": {}}}' \
--is-published true

aws network-security-manager create-rule \
--rule-name "my-visibility-config-rule" \
--firewall-type WAF \

SBA: SIEMN 17


https://console.aws.amazon.com/network-security-manager/
https://console.aws.amazon.com/network-security-manager/

AWS REL e L= FRARIER

--rule-type CONFIGURATION \

--configuration '{"VisibilityConfig": {"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true, "MetricName": "my-web-acl-metric"}}' \

--is-published true

SR 2 DIEER

AR —RRSRANRTHE , UEEERZAEEER, LSBT TR SR 1
oh AR -

1. ESTERS | EEHA,

2 EEATE L , mEOIREIR,

3. EEARBHH , BARBMEH , Hlfiny-waf-template,

4. FFBAERE | HkE AWS WAF,

5. EAMES , EEFMAN | REEELESE 1 BolROAN,

6. HfE Ol BAEAR,

® AWS CLI BRAR
B AT LAE A AWS CLI B HE4R -

aws network-security-manager create-template \
--template-name "my-waf-template" \
--firewall-type WAF \

--associated-rule-list '[{"ruleldentifier": "rule-arn-from-step-1"}]1"' \
--is-published true

SR 3 DIEEKE
EHTERSAHRERES. BT, LH0R—3IB RIS A DS E N E

1. ESMBEP |, EEHR,
2. EELARTUE L | G 0IERE,
3. WFREEN , MA—NMERMERR , S0 my-waf-policy,

B2 BIEER 18



AWS P2 22 TR AR 155
4. TR KERE |, FikFE AWS WAF,

5. “REEMAR B0 , FESNBAREREML LR, EFEFBRNLLER. MRFEXNHHTHE
B, FREREARFZEAFZEERXNISEAREANRLEREF

6. ERRAMMANE S , EERINER , REEFEEDR 2 FOIZNVER.
7.NT EE EEBR

8. X FHMEEF Web ACL f##7 , iBEFR TN

9. IEFEBIEKM,

® AWSCLI BRF R
ZBRILAGER AWS CLI Bl %RHE

aws network-security-manager create-policy \

--policy-name "my-waf-policy" \

--firewall-type WAF \

--priority 1 \

--associated-template-and-rule-1list '[{"templateldentifier": "template-arn-
from-step-2"3}1"' \

--policy-configuration '{"remediationEnabled": true, "resourcesCleanUp":
false, "wafConfig": {"existingCustomerWebACLResolution": "NO_REMEDIATION"}}' \

--is-published true

HWR 4 CIEERSE

SEEENTENRPERNERTE. EHLPREP , LRIBR-NAKFPHNARFAREESRFNE
REVSEE :

1. ESMERP , EFEHL,

2. “BiR WA L, T elETEE

3. EUERAFEEN B, MAMRMERR , Hlimy-alb-scope,

4. (k) & RANARBVER o , £ EFRFHEETENSG R F , &F CEEEAN
AWS HQ (A OU Mtk ) "o WTFRKFEE , BRI LP R,

5. BRSO , NTFRIERXKE | 1%$F App lication Load Balancer,

6. 1% Create scope ( IEEH )

HW 4 QIEERSE 19
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® AWS CLI BR{A R
A SAE A AWS CLI BI2ER

aws network-security-manager create-scope \
--scope-name "my-alb-scope" \
--scope-configuration '{
"accountFilter": {"includeAll"™: {3}},
"resourceScopes": {
"AWS::ElasticlLoadBalancingV2::LoadBalancer: :application": {
"includeAll": true
}
}
'\

--is-published true

FI5 RIENEHEE
BEFERPEITERETRHNT. BURMNEHHE | WRTUTRIE -

1. ESMBERF , EEHR,

2. EEOATE L |, ERAIELE,

. EFBEMT , MAFRMEE , flmy-first-deployment,

4, BRI |, EFBRKE , RAGERLEEDR 3 Dol EAIKRE,

5. SEE” Mo H , EFE RINEE" , ARERESELR 4 FRIENTEE,
6. EIRVIBIE,

AWS MLz EER[T R RN FTFANARYT . ULSERRIH , ATRFE/LD I BETHK.

® AWS CLI B F R
LR LAMER AWS CLI SIBR X 58

aws network-security-manager create-deployment \
--deployment-name "my-first-deployment" \
--associated-policy-list '[{"policyIdentifier": "policy-arn-from-step-3"3}]"'

\

S5 QIENRHEE
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--associated-scope-list '[{"scopeldentifier": "scope-arn-from-step-4"}]1"' \
--deployment-configuration '{"enableCrossAccountVisibility": true}' \
--is-published true

HIR 6 WEFRDZIRE

REHER , AWS MEZL2BERCRIRFHBLSHEE, ERNEESNERIRES , BHITUTE
£ -

1. ESMBEED | EF28R,

R TR IR+,

ERBESER 5 FROIERNSE,

®E EE IR,

EESHRRNELSRE

« IN_SYNC — # Rl E5 SN MBRFREMTHE.

- OUT_OF_SYNC — RREEFTH. AWS BRHEERE , NERLEEELENBELEE,

« NOT_APPLI ABLE — RRESBE A , BXEEIL LI B #7111

9‘ LN

® AWS CLI BRA R
R LAEF AWS CLI BREBRSIRE :

aws network-security-manager list-resource-synchronization-statuses \
--deployment-identifier "deployment-arn-from-step-5"

S 7 - ER

MEEBTBEELRCEZNRER , FRAERNIFFERBBR , UEIEESHRTHBRIEEARRVER
il

FERFREE K RAXEREFEMES A, EEMBRERZIEEEHEXEKNAR , BH
BlListResourceAssociationsiZ&JREH ARN, BIREISNKREKEREN ARN FIRRER, BXE
ZER  BFSHEAWS MK LLEHEEE APl &,
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AWS REL e L=

FRARER

1. ESMERTD  EEHR, RRRJETF. ZRENHE  ERRE , RELEEWER.

2. EFR BE R, EERENTE , ERRE  REEERR.

3. EER BRI, EBREARRE | RIRBRE , REEEHIER.

4. %3 Templates I+, EREHENR | EFIRE | REIEEZEMER,
5. EEREMNET =, EFEHMAN | ERBRE , REEZEMR,

® AWS CLI BRA R
TEMIBR IR Z 80 , B4 2 H R B SUTT RI BRIG R

aws network-security-manager list-resource-associations \
--resource-arn "resource-arn"

MRERMBRER , 15 BRI BRI BRE B IR
&R LAER AWS CLI #5248 I e 1 BR IR

aws network-security-manager delete-deployment \
--deployment-identifier "deployment-arn"

aws network-security-manager delete-scope \
--scope-identifier "scope-arn"

aws network-security-manager delete-policy \
--policy-identifier "policy-arn"

aws network-security-manager delete-template \
--template-identifier "template-arn"

aws network-security-manager delete-rule \
--rule-identifier "rule-arn"

s LR

NHEZELATHARNEE , FREUATHERT REHNNEZERERY

- ERTEBRFEEMESEASR AWS Mz EEEN TERE,

ICEE2 S
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FRARER

« 5/ draft/publish THEREBEERERCANERTEF. BXESZELR
“BRAERRE A,
s BIEMRBUREBEHNRHFNEE, EXEZEE |, i5SH the section called

52 ¥ the section called

“RRASHEH,

+ FFGenerateRuleConfigurationBIEERESHEHRCIENN, BEXEZELE , BSHAWS I

KL EER API BE,

s BEREBNALTPEE AWS WAF F1 AWS Shield %R, BXxEZER

ZERS.

WS M EE A
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BERAXENZERS

£ AWS MEREEER , BALANSIHABEBNRZERFELNTELLRE. RE AWS MEZR
EFmEEPEE—LEALRE  BEEHE AWS MALL2EERTHR-LEENER.

XN TEMFENMERERS , LT NTHER T RECIZNFEFAIELSEN IR TENS R,

EHELLTIMH Web ACL AWS WAF

£ AWS MZZLEESRE , BAUBHLAPNKS A EREPEENEE AWS WAF Web 175 A1 12 &l
B (Web ACL)o BATLAN AWS WAF EX AWS MELZLEER[AN | FeiosEBRPERS
RIEET AWS RE R £ EEER RN IR AR S eiX LM,

AWS WAF Ry #i=

UTHSRET AWS NEZLEERE AWS WAF BEE A, BXx AWS MRLZ2EERTIERE
MESZER , B5H AWS NERLEERN THEFRE,

AWS WAF #103 &
FF AWS WAF , IR THRAER 2 —
- BRE-BE#EHAPreProcessFirewallManagerRuleGroups ( EEFENHHN 2 5IizTHHN

M| ) HPostProcessFirewallManagerRuleGroups ( Z/EETHAMN ) BN A E Lo

- BE-@E%1 Web ACL BLEIRE, BE JSON BAMTE—NESXHHRE (5l
/(1 N Description. DefaultAction, . VisibilityConfig. LoggingConfigur
B MonetizationConfig ) PLE TR F4A,

KZH Web ACL BLBiRE S AWS WAF CreateWebACL BENSEIMEIR, BXXEEREEREEN
NEZER |, F55 AWS WAF API &£ 4 #) CreateWebACL,

M —r BN ELoggingConfiguration , A LLEMEE, HXEZELR , i3 M the section called
“BEIEFE.

AWS WAF EKrEE

F AWS WAF , BB EREHFERAUTEHKEZ—

BEIE WAF B9 T ACL AWS 24
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SingleValue

RegE—MEMRE. RERBSHIRBIRM, LARERE—/ , HILHREE
TREMHEBNEERTENTENE. Bx AWS NEXL2EERMABTL LR

WEZER , HSHthe section called “Priority-based RHE&H", LLTREFEH

SingleValue : DefaultAction, VisibilityConfig, CaptchaConfig. ChallengeConfig. OnS
FDescription,

Bt 0 ( %1 AppendAndSort )

FIr B SR Eg 1Y 5% B =L &I = B an 2 B R Ao
TokenDomainsHDataProtectionConfig.DataProtectionsfEMAIE N,
PreProcessFirewallManagerRuleGroups#
PostProcessFirewallManagerRuleGroups use AppendAndSort , EaMFTE KL B INH
A HREEREN SMHITEHRF. NFREE , ®RH AWS WAF 23Z/0F 1TF&FN A,

&

TR ERNA , REMBERBHWFZBEEBEH I —1EE. CustomResponseBodiesA
JEAssociationConfig.RequestBodyf# M “A#’,

&0 AppendAndSort, MEHKBLBREENRE . SMIRBREHEEENEER , AWS &R
2EERLRBAEARENEEINRE, At , AREEESZFZEN -1 EIX , RS/ TE
R — P EIA,

A Web ACL B R

£/ AWS WAF FEEEfexistingCustomerWebACLResolutioniZ EXRIEE AWS MEZ £ EEES
WMALECEEZEFEERN Web ACL BEIR :

« RETROFIT— E#HIEBM Web ACL LAMEEEBHME BRIF—3.

« OVERRIDE_ASSOCIATION— AR AWS WL+ EEREEM Web ACL ERFEHK<EX,

« NO_REMEDIATION— HIR&EH Web ACL 77 , BAE#HITIEE.

i23% Web ACL Hi&

A LAE AR RE EMLoggingConfigurationiR EXREHl Web ACL HEIER., AWS MERLERE
235 AWS WAF PutLoggingConfiguration BENALZE. BAUREN Web ACL EX —
MNEFIEFE B R. BXEZER |, 558 AWS WAF APl $ZPutlLoggingConfiguration 89,

AWS WAF B8 25
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RBEENEMNEERN Web ACL HFHE AR RIERRBIEEN Bir, XEETUERIZFALPH
KF. EATERIRMEXREN Web ACL EALTEREAD T RENFHER.

EXYBZSANAKFNED HERIZE , B HEXIZS Amazon S3 Fi& @ Amazon Data
Firehose & #iii. SEMERKAFEEZHMANVEE , BANETRILEE , AF AWS MERZE
EHBTEELENTERNERMNK,, P EE AWS WAF BEIEFE, BB SATLAFF Kkaws-waf-
logs-o

Amazon Data Firehose

IR E AU T REMEZER
« EREHY AWS REZ £ EIE R K, 62

o g, —NEAFFLaws-waf-logs-HIBF aws-waf-logs-network-security-manager-
central

« —/PUTHEERIR
s EREZENHXAE , HEWMREN Amazon HIRAE , NEZERE (FEFERILILE ) X bl
% CloudFront

EERERR2E , EXNEBTIE  DUBIAESHERSRURHNALN AL, BXEZER
ESRE (L EEBHIE Firehose FF X EIER) P S EIE Firehose & 5o

Amazon S3

AR AWS WAF FT R E1ER K Amazon S3 IS B 7. BELT N FREBEE LV BT
MOEBEANNR, AT FEBRERTXENR.

"Version":"2012-10-17",
"Id": "AWSLogDeliveryForNetworkSecurityManager",
"Statement": [

{

"Sid": "AWSLogDeliveryAclCheckNetworkSecurityManager",

"Effect": "Allow",

"Principal": {

"Service": "delivery.logs.amazonaws.com"

1,

"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::aws-waf-logs-bucket-suffix"
1,
{

AWS WAF B8 26
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AWS REL e L= FRARIER

"Sid": "AWSLogDeliveryWriteNetworkSecurityManager",
"Effect": "Allow",
"Principal": {

"Service": "delivery.logs.amazonaws.com"

iy
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::aws-waf-logs-bucket-suffix/policy-id/AWSLogs/

"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"

}

bucket-suffixBMRNEBCHEEREBEMER , Hpolicy-idBRANEHREERN ID,

® CloudWatch BERX X2 KSEA

MREBESANKFPER AWS MELEEEER , WFEEFEA Amazon Log CloudWatch s A&
HENBEEFR,. BEAMSBINES Web ACL L FE—/ AWS K- FMEE X, X F 20k 26
£ , B WA Amazon S3 F& @ Amazon Data Firehose & %l i o

PRIEBIZE AWS WAF

f&Bh Quick Create , A/ A EENMES KX TERBHENLFEE AWS WAF R, MREE—NAF
FiZEMA N ZIEREH 7TE Web ACL 1#3F , F#E A Quick Create,

E# /A Quick Create & X MEBFE AWS WAF R , EZINFTEA TR,
o2 KB H R IR

1. {7 AWS MEXZ £ EEEREH A , Mt Rhttps:/console.aws.amazon.com/network-security-

manager/o
2. ESEMBEKRT |, EEREHR,
3. E Bl MEMNALA , £ “RECNEMNIFE, “REQEMNTE THENIETRSIER,

AWS WAF 1RIE 6% 27
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AWS R =222 FRARIER
4. ERBEAEEERT , NEMBAREEEN. (k) XTHE , AR,

5. 1F “EMRSP Bt | MEBEEAMNEAERE, BB AWS WAF, SFHIL RARAAN FER
#58] BAAE £ o R N U AR .

6. ERMMN , FERFRMKEEAN, FHIANEOS , HT EHEANKRE" | ZFLTIRTUZ

« AWS EEMN-ZEKRERT AWS WAF XEZEMFFE AWS IEEMNI,
« HIN-ZRERTEBEEN AWS WAF #LIIE ( AWS FEEHNIBRA ) -

R ERNNEREE PRI LAY IR, RFIEFRMAN,

7. BRIERR | EIERRINER, EHIE RIER EOH , ZREERTETHNER, %&F
FIRENERUR EQSERBHMRAE. REEE FMER"

Bie I SR B

1. £ “EARMMAN REPEFENER., NEFPHEBEIRE 7TAUNANERNITEINF. EERTME
G, BE VE JPERVEHE, FASTLENRE, EEZTER , BEERIA. EREENR, #
% “BUE,

2. B ENRP BN FHREE" T , RE AWS NELL2EEB[EBHFTERNBHHITHERE
- BEANENNEBNATERSRSE AWS MEZ e EEBFHERNFIBRSTRESWATE

TR
o BRFE S EM BRI B R ik P 2 A TR ST E AT Bk AWS Network Security Manager R iZ &R
BRI B X3,

- PWHEF WebACL R RRTE T AR EEE LN ERKE AL E IF IR Z B HYH R,
MERERRFEL TRz — -

o (EAFNKIEREBTLBIIHEMEE Web ACL W ERINIEES,
« BEXRBESUARN Web ACL Bt h AWS MEZRLEIE R 62K Web ACL,
 Retrofit FEMNBEZI SN MEH Web ACL £, H1R¥E Web ACL 5 R FEHEK<E,

3. ERMMERERTP , REMEAR. AWS MBEREEE R BRI B L K Tl R SRR
R, MEBE (BHBYE ) NVEERES, BREBALER  FERVLEE. RAGAGCHHESE
FEEEMA—NME. EBRNLEE | FREBIA,. BERFER , HEE BUE

EREEH
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1. ERETEERP , ELRBEANE~E. BBEENHT , WA-DNER. (&) Y THEL,
AR

® Multi-account X fR#E

BSRNEATZERSAER, ESKFERXT , FAKPNARE VAR FERRERES
SHHBRMBEKRS AR LM, FREKFERXT , W FESTSHINERGEES | FLLiEk
B R,

EKFMALRBMERFERD , BREUATEIZ —
- BEENEENAWS AR, TEHE-—TENL.

- EEEREENAWS AR, BT IFEBEN OU MIKF ., FHI “BRBMN FEREM K/ 78
%o EHRALEN  FRFERN OU, EALANPERALLEN  RFEFERM OU, EHEERA
AP, BIRBRINKS . HARTFEFKS | RFERZFIKS

- TEFEEY KFBN AWS AR, MASEFER OU MK, FERAMEEA A0 OU” M “ANil
WK AR E PR ARBMKS,

3. BERBRFERD , WTHERER  ERMEIISTEMN AWS WAF BIRER, XEERMELLT —K
ZANMEIN

- NARRFAEStE
- 5% APl Gateway REST API
« CloudFront % &t

® CloudFront XiFiE R
ER¥ CloudFront 78RR , BEAXERE (#EFRILILEF ) XiF (us-east-1),

GO SHRMXERRER
B LLUE R 2R EIRZEE ( CloudFront 2B ) X #EIRZEE ( Application Loa d Balancer
M Amazon API Gateway REST APl ) , EReERIFIEFERE., EFERREEF , EHMEE
B 7o &£ CloudFront 73 & B RS B A X5 RS B iz Al Y4k
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® JEREERIR CloudFront

AWS Network Security Manager &2 £/ CloudFront% — 8 E# it Xk CloudFront
S HD B CloudFront £ fl. XEREETRATREL,

4. FERHEENERERE | FEBUATER®RRZ —
- YEFMBERIR
- TERBERR
- HEBRSERIR
5. MRLER “QEBERR , BEBATRERNEKRZ— , ARHEELNRER ARN A5 :
- B—iRif
- EECPRE %M (AND)
. CEAE{IHRE (OR)
- ~=
FIBRREREERLEHN ARN BEME, MRLER B, BRABANTEE, BALREIZA

R, MREHFEIRFEER App lication Load Balancer JHIJEJL/TEﬁﬂﬁEEW)’EO i RE F, &
B—1NFR , HPaEi&kinternet-facing= “H&F",

ERMIERM

1. EEENHEERD , EHEBENTRAEBN. (AL ) WTHE , WA#HLE. EWELENHER
ARABNALFHNEMKS AR | HiEFHNWERE S REKS T ik,

2. (k) ERRRRIINRE | BREFMFEE  RAERABANTEELS.

3. EBTRENNANE , FAFRCEANE. ZIBTXE , FHN BT WH , BUTNEEGTES
ECIZRBNEARESR.

A BEURSFERH

HEGUENELZLRSZHREMMIZRFHVAR. AWS MERZEEEB[NZERFHR TR
B, RERSEAG2FZTFRR , IFEFNRM. £HFB2H , FEBFAWS AL EE
SREM TEFM AWS WAF EN AH,
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AWS AR5

ESABK/ER , SR UHENMNKFHECKS RN IAM XEEEANETRRNRBEHNEME. B
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1, AREMAAZKHETHIT,
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ITRERERRR,
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network-security-manager
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"Action": [
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KLZLEERLCENCUERSHEXAR, ZAGKRT AWS MEZLEE G EE AWS WAF F AWS
Shield ERFRHNR, ZAGZEETIHE AWS Config LA 1T R IR AT MITEK FIRENNE,

EXRAUBANEE AWS MELL2EERRSHEXAEBNIEMER , iHSHthe section called “Service-
linked B,

Identity-based BV R B RHI AWS B L L L

RANBRT , ARFNAGTNREETER AWS MEALLEERHTR. ERTHAPXNAMERFRHRITERE
HIRPR , IAM EIE R AT BB 1AM 5K HE,

BT RMAERXLRSE JSON REXHGIEET IAM BHNERE |, E56 (IAM BFiEE) $i8)
2 IAM XK (258 ) .

BX N AWS etwork Security Manager E X WIRIEM R RER ( BIESHRBRXEH ARN X ) B9iF
MER BB (BEENSE) Bl ‘AWS NEL L EHEENIRE, BRNEERE

oy
- £/ AWS ML EEBFEHE

- ATAFEEMAIE SR
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- XEEMNFER
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Identity-based REERERBE AR UEENIK/ PR, HHEHRBIR AWS IELRLEERFRR. X
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- FaER AWS RERBEH EORKENRNE — EFBEAAFPMIEARR TR , BERANTFS
ERAFIRFRRHAWS EE X, SIEMRBMRARTH AWS IKF, BRITEBEEDE LEXY
BRI AWS BEFREREKE —DHPONR, BXEZER , E5S5H (AM AFER)
AWS FEE RS T/EIRBEMAWS EE R,

- NMARENR : EEH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERBFRRITHERE , SR NRENRIEFTT, HXER IAM BMANRNESE
B, B2 (IAM AFErE) R IAM F YR B FNIER .
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o {8 1AM RKBE R B S — S BREITH RIAR ;48 A7 LA [ 5K B 7 00 5% 44 SR BR A X R AE RN BR A 17 ) o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY , JUlth AT BAfE R SR SRR 3 AR SS#RAE R 7 (R AX R AWS BRSS |, #5l#0 CloudFormation, BXE
ZER ,1B2H (IAM AF1EmE) FH IAM JSON EETE | &4,

 f£/ IAM Access Analyzer BiFf&REY IAM RBE , DUBERNBEHZ £ MFIhEEM  IAM Access
Analyzer 2 UEFTREEFI B KRG , LARKBAS IAM REEIES (JSON ) M IAM FH{ESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , URBEBHER S BEEMEN
Kig, BXEZER , H5H (AM AFEM) FHFEH IAM Access Analyzer BiE KB,

- FEZEHOHRIE (MFA)-TIR AWS IKF N RFE IAM AP SRAF, , BEHA MFA LIRS %
M, EEEIHA APIHREREE MFA |, B MFA ZERMBEHNKRED, BXESZELR | ES
59 <IAM A $ER) VR MFA RIF APl 51,

BX IAM FRNREIRNESELR , H2H (AM AFER) $1 IAM AR £ HEXEK,

£/ AWS MG Z & EEEREH S

EipE AWS MR EERFEFE , BLTHE —HARENR. XERRARAAFEIHNEFTEX
£ AWS MEZ e EERTRNFMES AWS K, RGBXMLFENRERREN=RNET H
PHVRES , XTI T ZRBAIRE (AP SAR ) |, B AR EEMBERET,

X FARFA AWS CLI X AWS API SR, BEFANEREFEZHFHENR, R , IRFHREH
ZEHMITHY API RVEME LB YR 4F

EifE AWS B L2 EEREFE , ERAFTEWBnetwork-security-
manager:List*#fnetwork-security-manager:Get*2{EMNHKENIR,

AFAFEEHITE SR

ZORBIGER T A R R |, SV IAM AP EENRNEEAS S ONNERANEE R, R
SREEREE LSRR AWS CLI X AWS API U425 = 5E B LR AR IR

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Read-only 58] AWS MK EZ LK 8

LTRBERTFERANE AWS ME R EERFTRN LT ENR,

RTERRENEASIRSHNFITARUNBRFEEFTH.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"network-security-manager:Get*",
"network-security-manager:List*"

1,

"Resource": "*"

}
]
}
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FRARER

R EEH N FAEHR

UTREAFERAQE, EMMBERANMNER  ALFRTFNEME, CERFENHENR X3

ThREZEEEE T ZEFRESRITHEREREA.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"network-security-manager:CreateRule",
"network-security-manager:GetRule",
"network-security-manager:UpdateRule",
"network-security-manager:DeleteRule",
"network-security-manager:ListRules",
"network-security-manager:CreateRuleSnapshot",
"network-security-manager:ListRuleSnapshots",
"network-security-manager:CreateTemplate",
"network-security-manager:GetTemplate",
"network-security-manager:UpdateTemplate",
"network-security-manager:DeleteTemplate",
"network-security-manager:ListTemplates",
"network-security-manager:CreateTemplateSnapshot",
"network-security-manager:ListTemplateSnapshots",
"network-security-manager:TagResource",
"network-security-manager:UntagResource",
"network-security-manager:ListTagsForResource"

1,

"Resource": "*"

BIEHEE AWS WL L2 EEER 550G RINR

ERAUTERRABEZIMAMEEEER AWS MEL2EESRFMN IAM B A sEB 28 E W[ &,

FB
s BRENEUTNERITERIE AWS RELZLAZE
o BRIEINIT iam : PassRole

B BEHEE
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« BEATFHEBIABAZA AWS K BREN AWS NEREEERTR

BEMEATVERTRE AWS REL£ZLE
MBEBRFERETR , BRABERNITENRE | NATER R AARFRITZIERAE.

% mateojackson IAM AFZHERARBAEEFEBXREM my-example-widget BENIFHEE. ,
BFRHEEM network-security-manager:GetWidget RBRES , 2K EUT REIEE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
network-security-manager:GetlWidget on resource: my-example-widget

FERBERT , BNEH mateojackson AFKIEKEE , UAFFEA network-security-
manager:GetWidget BAEIHFE my-example-widget &iRo

MBBEEHRE  FREREMAWS EER, FHNEEARRHEFZEITIN A,
RN IT iam : PassRole

MRERFFIREE |, HWETRINITIZiam: PassRoleiRE | MAMEFHEHNRBU AT EFABE
B4 AWS MEZEEEES,

BE AWS B A ERIIAEABKEL1ZRS , MAREIRMNBSACIRSHERAR, it ,
LY MEB A ELERSHINR,

LHEZAH IAM A FPmarymajorZid AR H &7 AWS Network Security Manager RITIR/ERT |, &
HILUT R"OIEIR. B2, RESAEERSACFRFHWNRT AIITIHIEE, Mary TEBRNAE®
&1 Z PR 5 BV I PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFMERT , XIEH Mary FISRBE LA R F 31T 1am: PassRole #&1E,
MREEEHE , FHRRAENWAWS BER, FHNEERRERHEREIN A
B AT EUNBEAFEA AWS K BRI AWS MERZEEEERIR

ZABR—-1MAE , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
UEEEESEEY , AURAAR, XTXHETRFEMNRBEHTRZEHZIR (ACL ) KRS , &7
£ X LR BE O] A R R T8RRI T3 R Ao
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ETHRESER , FZEAUATREA :

- ETRAWS ME LR EEBREXIFXLEEE , BSRARELEAWS NELZLEERAS IAM B
EfEf.

- ETHIARERSRENERNGRME AWS KA | 55 IAM AP EET N RERE AWS
K %S —N IAM AP R E T ERR.

- ETHRUNMEE=FRENSHRROIGRNE AWS K, BSH IAM AFERTHNEE=51R
HiFENR. AWS 0K

- ETRUNMED S BRERIERMIGENRE , H2H (AM AFERE) PR ALINBEHRIEN
AP ( BRRERIE ) REHRNER,

- ETHRERAACNETRRENRBHETERSFEZENZES , E56 (AM AFER) #1 IAM
HR Y BB K P 3 R 1A [ o

MERSHEXABHT AWS ML KL HE

AWS ML EERFEH IAM RFZHEXAE, RFHEXAGE —TIHEHN IAM 86 |, BiEEED
AWS MEZ £ EEER, Service-linked At H AWS Network Security Manager fiE X , B#EZRE
REREFAEHM AWS RSFTENFIENR.

ERSHAXNAGTUERNEIRE AWS WEREEER , RNETLFHRMAENNR. AWS
MEZLEFERELHEBRSEXRBEBHNR, BRIFESHEENL , BNRE AWS RELSEE R T LIEE
HAae, EXHNRIFBEERBANNRRR, ST EERZR R MM NEMEME M IAM K&,

REEEMBREXRERRE , TEMRBSHEXRACR, XHETURFEN AWS NELZLEERTIR
B I8 BETE B A I BR 15 1R) X £ B IR Y A PR

BXXERSHEXAGHEMRSNES , H2HAE IAM BEEEANAWS RS , FEHKService-
linked B&5IFEE “B" MRS, BRREEUETZRSHRSHEXBEN,

Service-linked HI A &R AWS WELZERE

AWS REZ L EER[MFEHABAWSServiceRoleForNetworkSecurityManager AR S <A,
WRE XA ®EEnetwork-security-manager. amazonaws. comfREEHRAZA R,

ZNHNABNREMNetworkSecurityManagerServiceRolePolicy@ — AWS EEFHE , /i
¥ AWS MB L2 EE R TRNEER R RAE,

LA EERME L iFnetwork-security-manager. amazonaws . comfRE EHEEZAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "network-security-manager.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}
(® Note
BB ENRR , £ IAM SR (AR, AAR ) AR, FEIRBRESXKAS, BX
EZEE , F30 IAM AP EEH R Service-linked &R,
RIRIFHER

AWS Network Security Manager & ESANRT s R MAIMEH MK - FE L PR
JR. NetworkSecurityManagerServiceRolePolicyHERBR FIZRSDHNUTNR :

- wafv2— B2, EE. FEFHFMIER Web ACL F Firewall Manager MN4H ., F Web ACL 5EZ &R
B R RBX FI AR BRCEX . B Web ACL AEICRKEEMMN AN PRKEE ., FriCMBUERIE &R,
WiE AWS ME L2 EEE Web ACL MHLNIEE

« shield— ®lz. iR, 5|HFMBER AWS Shield BRFH . BIEH AR AWS Shield B HARITE.

« elasticloadbalancing— RN AREF AL ERNTE, ENABEFARSESR L0, M
BRH&E Web ACL xEBk,

« cloudfront— FREH 5| Amazon B CloudFront X1ThR. B EMIFE ., REKMEUHERXBK D X
Web ACL, @i VPC K&,

 apigateway— @i Amazon AP| Gateway REST API, BIERFFRE., £ API BTEZEM T ACL,

« ec2— [#iE Amazon EC2 B iE 15 854 Web ACL F%Bk, 3R Shi AWS eld SRFHIFRIFEM IP
bk,

- cognito-idp, . apprunnerappsyncamplify, # bedrock-agentcore — iEEl Amazon
Cognito AP, AWS App Runner fR%. GraphQL API, R AR H Amazon Bedrock
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AgentCore M%) Web AC AWS AppSync L XBk AWS Amplify , SAME AWS FELZ L EE R AL
EAZRFHRIR,

« config— EBRAFRHREHEE SRS HEXN AWS Config BEEIDRES , AWS RELLEERFEH
ZiERBREIEE NN E IR,

- organizations— EEUEMWAL, k-, REFR, ALHMMBRNEER , X AWS Network
Security Manager 5t 8] AT SR BV 4H 4R HRIE 1T

- logs— BIEE, REL, FF. MIERMFHE Web ACL BHEIZFH HE/LIE,

« s3— ERMUUFF LI Amazon S3 F# R LRIV NEF IR , aws-waf-logs-SAMERLAEIE
Web ACL B#&,

- iam— #]Z AWS Shield Advanced 1 AWS WAF FrEH RS XA R , HSEEHRRHERE,
AWS Configiam: AWSServiceName

LAF JSON &R 7 5B MINetworkSecurityManagerServiceRolePolicy X PREKRE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LogsGeneral",
"Effect": "Allow",
"Action": [
"logs:ListLogDeliveries",
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery"
1,

"Resource": "*"

"Sid": "S3LogBucketGeneral",
"Effect": "Allow",
"Action": [
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"
1,
"Resource": "arn:aws:s3:::aws-waf-logs-*"
},
{

"Sid": "CloudfrontVpcOriginAccess",
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"Effect": "Allow",
"Action": [

"cloudfront:GetVpcOrigin"
1,

"Resource": "arn:aws:cloudfront::*:vpcorigin/*"

"Sid": "ConfigUnscoped",

"Effect": "Allow",

"Action": [
"config:SelectResourceConfig"

1,

"Resource": "*"

"Sid": "DescribeOrganizationUnScoped",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListChildren",
"organizations:ListRoots",
"organizations:ListParents",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

"Sid": "DescribeAccountScoped",

"Effect": "Allow",

"Action": "organizations:DescribeAccount",
"Resource": "arn:aws:organizations::*:account/o-*/*"

"Sid": "DescribeOrganizationUnitScoped",

"Effect": "Allow",

"Action": "organizations:DescribeOrganizationalUnit",
"Resource": "arn:aws:organizations::*:ou/o-*/ou-*"

"Sid": "ListDelegatedAdministratorsScoped",
"Effect": "Allow",
"Action": "organizations:ListDelegatedAdministrators"
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"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"network-security-manager.amazonaws.com"

"Sid": "LoadBalancerNonMutationApiAccess",

"Effect": "Allow",

"Action": [
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeWebACLAssociation"

]I

"Resource": "*"

"Sid": "LoadBalancerGetWebACLScoped",

"Effect": "Allow",

"Action": "elasticloadbalancing:GetLoadBalancerWebACL",

"Resource": "arn:aws:elasticloadbalancing:*:*:loadbalancer/app/*/*"

"Sid": "CloudFrontDistributionNonMutationApiAccess",

"Effect": "Allow",

"Action": [
"cloudfront:GetDistribution",
"cloudfront:GetDistributionConfig",
"cloudfront:ListTagsForResource"

1,

"Resource": "arn:aws:cloudfront::*:distribution/*"

"Sid": "ApiGatewayStageNonMutationApiAccess",

"Effect": "Allow",

"Action": "apigateway:GET",

"Resource": [
"arn:aws:apigateway:*::/restapis",

"arn:aws:apigateway:*::/restapis/*/stages",

"arn:aws:apigateway:*::/restapis/*/stages/*",

"arn:aws:apigateway:*::/tags/*"
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]

I
{
"Sid": "Wafv2General",
"Effect": "Allow",
"Action": [
"wafv2:TagResource",
"wafv2:ListResourcesForWebACL",
"wafv2:AssociateWebACL",
"wafv2:ListTagsForResource",
"wafv2:UntagResource",
"wafv2:GetWebACL",
"wafv2:DisassociateFirewallManager",
"wafv2:DeleteWebACL",
"wafv2:DisassociateWebACL",
"wafv2:ValidateNetworkSecurityManagerWebACLConfiguration",
"wafv2:ValidateNetworkSecurityManagerRuleConfiguration"
1,
"Resource": "arn:aws:wafv2:*:*:*/webacl/*"
I
{
"Sid": "Wafv2WebAclAndRuleGroupMutation",
"Effect": "Allow",
"Action": [
"wafv2:UpdateWebACL",
"wafv2:CreateWebACL",
"wafv2:DeleteFirewallManagerRuleGroups",
"wafv2:PutFirewallManagerRuleGroups"
1,
"Resource": [
"arn:aws:wafv2:*:*:*/webacl/*",
"arn:aws:wafv2:*:*:global/rulegroup/*",
"arn:aws:wafv2:*:*:regional/rulegroup/*",
"arn:aws:wafv2:*:*:global/managedruleset/*",
"arn:aws:wafv2:*:*:regional/managedruleset/*",
"arn:aws:wafv2:*:*:global/ipset/*",
"arn:aws:wafv2:*:*:regional/ipset/*",
"arn:aws:wafv2:*:*:global/regexpatternset/*",
"arn:aws:wafv2:*:*:regional/regexpatternset/*"
]
},
{
"Sid": "Wafv2Logging",
"Effect": "Allow",
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"Action": [
"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
"wafv2:DeletelLoggingConfiguration"

]I

"Resource": "arn:aws:wafv2:*:*:*/webacl/*"

"Sid": "Wafv2ListlLogging",
"Effect": "Allow",

"Action": "wafv2:ListLoggingConfigurations",

"Resource": "*"

"Sid": "Wafv2ListWebACLs",
"Effect": "Allow",

"Action": "wafv2:ListWebACLs",
"Resource": "*"

"Sid": "Wafv2PermissionPolicy",

"Effect": "Allow",

"Action": [
"wafv2:PutPermissionPolicy",
"wafv2:GetPermissionPolicy",
"wafv2:DeletePermissionPolicy"

1,

"Resource": [
"arn:aws:wafv2:*:*:global/rulegroup/*",
"arn:aws:wafv2:*:*:regional/rulegroup/*"

"Sid": "Wafv2WebaclDescribe",

"Effect": "Allow",

"Action": "wafv2:GetWebACLForResource",
"Resource": "arn:aws:wafv2:*:*:*/webacl/*"

"Sid": "CloudFrontListDistributions",

"Effect": "Allow",

"Action": [
"cloudfront:ListDistributionsByWebACLId",
"cloudfront:ListDistributions"
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1,

"Resource": "*"

},
{

"Sid": "CloudFrontDistributionMutation",

"Effect": "Allow",

"Action": [
"cloudfront:AssociateDistributionWebACL",
"cloudfront:DisassociateDistributionWebACL"

1,

"Resource": "arn:aws:cloudfront::*:distribution/*"

I
{

"Sid": "ElbWebAclRemediationScoped",

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreateWebACLAssociation",
"elasticloadbalancing:DeleteWebACLAssociation"

1,

"Resource": "arn:aws:elasticloadbalancing:*:*:loadbalancexr/app/*/*"

},
{

"Sid": "ElbSetWebAcl",

"Effect": "Allow",

"Action": "elasticloadbalancing:SetWebACL",

"Resource": "*"

},
{

"Sid": "ApiGatewayWebAclRemediation",

"Effect": "Allow",

"Action": "apigateway:SetWebACL",

"Resource": "arn:aws:apigateway:*::/restapis/*/stages/*"

},
{

"Sid": "CognitoWebAclIntegration",

"Effect": "Allow",

"Action": [

"cognito-idp:GetWebACLForResource",
"cognito-idp:ListResourcesForWebACL"
1,
"Resource": "*"
I
{

"Sid": "AppRunnerWebAclIntegration",
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"Effect": "Allow",

"Action": [
"apprunner:DescribeWebAclForService",
"apprunner:ListAssociatedServicesForWebAcl"

iF
"Resource": "*"
"Sid": "VerifiedAccessWebAclIntegration",

"Effect": "Allow",
"Action": [
"ec2:GetVerifiedAccessInstanceWebAcl",

"ec2:DescribeVerifiedAccessInstanceWebAclAssociations

1,

"Resource": "*"

"Sid": "AppSyncWebAclIntegration",

"Effect": "Allow",

"Action": [
"appsync:GetWebACLForResource",
"appsync:ListResourcesForWebACL"

]I

"Resource": "*"

"Sid": "AmplifyWebAclIntegration",

"Effect": "Allow",

"Action": [
"amplify:GetWebACLForResource",
"amplify:ListResourcesForWebACL"

1,

"Resource": "*"

"Sid": "ShieldGeneral",

"Effect": "Allow",

"Action": [
"shield:CreateProtection",
"shield:DeleteProtection",
"shield:DescribeProtection",
"shield:ListProtections",
"shield:CreateSubscription",
"shield:DescribeSubscription",
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"shield:GetSubscriptionState",
"ec2:DescribeAddresses",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeTags"

]I

"Resource": "*"

"Sid": "ShieldSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/shield.amazonaws.com/*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "shield.amazonaws.com"

"Sid": "AllowConfigRecorderlList",

"Effect": "Allow",

"Action": "config:ListConfigurationRecorders",
"Resource": "*"

"Sid": "AllowPutServicelinkedConfigRecorder",

"Effect": "Allow",

"Action": "config:PutServicelLinkedConfigurationRecorder",
"Resource": "*"

"Sid": "AllowConfigRecorderScopedAccess",

"Effect": "Allow",

"Action": [
"config:DescribeConfigurationRecorders",
"config:DescribeConfigurationRecorderStatus",
"config:DeleteServicelLinkedConfigurationRecorder",
"config:AssociateResourceTypes",
"config:DisassociateResourceTypes"

1,

"Resource": "arn:aws:config:*:*:configuration-recorder/*"

"Sid": "AllowCreateConfigServicelinkedRole",
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"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/config.amazonaws.com/*",
"Condition": {
"StringEquals": {

"iam:AWSServiceName": "config.amazonaws.com"
}
}
},
{
"Sid": "AllowListActionsForAgentCoreGateway",
"Effect": "Allow",
"Action": [
"bedrock-agentcore:GatewaylListResourcesForWebACL"
1,
"Resource": "*"
},
{
"Sid": "AllowGetActionForAgentCoreGateway",
"Effect": "Allow",
"Action": [
"bedrock-agentcore:GatewayGetWebACLForResource"
1,
"Resource": "arn:aws:bedrock-agentcore:*:*:gateway/*"
},
{
"Sid": "WafV2LoggingSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/wafv2.amazonaws.com/*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "wafv2.amazonaws.com"
}
}
}
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WMREMRT WERESHXAE  REREEMCRET , 1| AWS RELZ2EERRFLELRTRNER RS
NEHMURZAG, (RFLSREEMT.

BXESER , BSH 1AM A S8 FHERBSAXA S,
N RBRSEXAG AWS NEXLEZHE

BT EE HAWSServiceRoleForNetworkSecurityManager [RE MR A RIINIR, ERIZERSE
RAGE , BEELEERACHEN , RN TREEZSHIAS AZAR, ™ , BALER IAM B
y=R==: ORT A 8

BXESEL B2 (AM BRiEE) DHEEREEHAS,
kR WIRSHEXAE® AWS MELLKAHE

MBETBEEMFH AWS WELZLEERS | RINEBEWEM
BAWSServiceRoleForNetworkSecurityManager [REHX AR,

EMBRIRSHEXBEH , FFE AWS NELZLEERREENAR. ZRH AWS NER2EERHB
BRRMAEE , IEENKSFRT2RE AWS NELZ2EEREENREF. RE , BUAFHHIER
ZAE,

(@ Note

MREZHAMBRA RS AWS WXL+ EEREEFEAZAG , NRRATESXK, IRRxE
XRER , EEE/LOHEER,

£/ IAM FE MRS KBRA |

1. {EH https://console.aws.amazon.com/iam/ ¥ FF IAM #2414,

ESMERT , ERAG,
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XENXE AWS MERZeEERRSHERAE

AWS ML+ EER[ZFEMARME AWS MEREEER/N AWS XEFFEARSHEXAR.

HEMMIIUE AWS ME LKL HE

BIMNEFHH AWS EMARFTRANZHEN TEABRMIRITH,. MREEEFEARNGLHT AWS F
&L BEXEAWS ATZUENTEAR , WALUEM AWS ( &% ) SBVEESE AWS M EN S
RINEE,

ETHRREETRESAUXNER , FZHAWS RS “ZEEA XIS HEE" ", RERFEERN
BHEMITH. AWS RS AXx—KREE , BSHAWS SMITHAWS,

EAMERA TRE=HFIHRE AWS Artifact. HXESER , BSEPH RIS BH “AWS
Artifact,

IBEMER AWS RS R EARERR T ENBENERBME, RATNEN B R ERERENE
M. BXREGEFEANNEAREINESRFR AWS RS , BSHAWS 2 X,

P AWS MEL e L1

AWS £IKERIRIERE S AWS Xif TRAXHERN, AWS X RHSMEIRIBENATAX ,

XETAXBIRLER, SEHENSELRNMEERE, MATHX , BULLRITNREETRARXZ
BT it BB SEMAME BN ARFNBEE, EASNENTSNEREPOEMIRAERL TR
XERESHNTAME, FEEINTT B,

BX AWS X MATAXNESZER , BSRAWS £IREM %,

BRT AWS £ ERERZEMI , AWS Network Security Manager i& 12 i 2 I 3h 8E R #5 B S 3 I8 M B i 5
HRZDER,

PHEMIREREE AWS RELRELE
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AWS Security Token Service ( AWS STS ) £ R IEfT R £ F IR BERH#ITZAE,
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- ERABRSHEXAE- AWS MERZ2EEREARSAXAGARENTERE. XEFABEFWMENX
RYRXER |, HSEE R T AR AR 15 B AR

- EEEETE--EXHNFERFNKSMERREECEEREE, STEE RIS BEINME,

10T 14 428 %1

« B AWS CloudTrail B & 123%-- CloudTrail id3XFE AWS MEZ+EER API A, EFXLEA
B UERERENEZSEEHRIT T ERUARAR#ITTER,

- BERSRS-EPREFBNRIRS , LAERLRRSENTH LR TREL,



https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS REL e L= FRARIER

B AWS ML

B AWS MERZEERRARBMETHENTRESTERTAXIRT . AWS RELEEERREMHL
TEIRIEE

- EHZRA API-BERHEPENRREHNRIF RS
« AWS CloudTrail--id &%Fi& AWS Network Security Manager AP| BB # TEit, S MIRERE
HEBR

BREDRE

LERENRBRREZIRFNEIEL ERBIBLZIRA APl, AWS Network Security Manager £ 1¥14d
BMNEEANRR , HieREIRB A ERER T S MR E M T,

B IRSRE
AWS MR 2 ERRIEHFANATENRSREHRAE -

ListResourceSynchronizationStatuses

BEEERBENENTRINIRS. FE deploymentIdentifier S8, ( ik ) fFikHK
#EsynchronizationStatus ( IN_SYNC, OUT_OF_SYNC = NOT_APPLIVEL ) ,

ListAggregateResourceSynchronizationStatuses
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- BHEW, BNAPIREERH (Hl40 , CreatePolicyZListDeployments )

- SEMAEIR , A ARN FERZERFRIR

Read-only #4E ( fl#GetPolicyListRules, FListResourceSynchronizationStatuses)
FEAER TR TidRKreadOnly: true , BREEMNTER, ERBRESEFRSHENMEI TR,

(® Note

CloudTrail R EEHIEFHPHNBRFTER. HlM0 , £GenerateRuleConfigurationi®{Er
CloudTrail 3 promptS## 1783,

5l : CreatePolicy &4

LR RBIERT ZCreatePolicy®4EM CloudTrail B&E%H,

{

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEID:my-session",
"arn": "arn:aws:sts::123456789012:assumed-role/AdminRole/my-session",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEID",
"arn": "arn:aws:iam::123456789012:ro0le/AdminRole",
"accountId": "123456789012",
"userName": "AdminRole"

}I
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"attributes": {
"creationDate": "2026-08-10T18:22:417",
"mfaAuthenticated": "false"

.
"eventTime": "2026-08-10T18:24:03Z7",
"eventSource": "network-security-manager.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.44",
"userAgent": "aws-cli/2.17.0 Python/3.12.4 Darwin/24.6.0",
"requestParameters": {
"clientToken": "550e8400-e29b-41d4-a716-446655440001",
"policyName": "production-web-acl-policy",
"firewallType": "WAF",
"priority": 1,
"associatedTemplateAndRulelList": [
{
"templateIdentifier": "arn:aws:network-security-manager:us-
east-1:123456789012:template:tla2b3c4d5”
}
1,
"policyConfiguration": {
"remediationEnabled": true,
"resourcesCleanUp": false,
"wafConfig": {
"existingCustomerWebACLResolution": "RETROFIT",
"conflictResolution": "MERGE_WHERE_APPLICABLE"

1,
"isPublished": true
1,
"responseElements": {
"policyId": "p9z8y7xbw5v4u3t2",
"policyArn": "arn:aws:network-security-manager:us-
east-1:123456789012:policy:p9z8y7x6bwSv4u3t2",
"policyName": "production-web-acl-policy",
"status": "ACTIVE",
"version": "1"
1,
"requestID": "blc2d3e4-5f67-4890-alb2-c3d4e5f6a7b8",
"eventID": "f@eld2c3-b4a5-4968-8776-5a4b3c2d1edf",
"readOnly": false,

~¥l : CreatePolicy =4

76



AWS REL e L=

FRARER

"resources": [

{
"accountId": "123456789012",

"type": "AWS::NetworkSecurityManager: :Policy",

"ARN": "arn:aws:network-security-manager:us-
east-1:123456789012:policy:p9z8y7x6wSv4u3t2"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

~¥l : CreatePolicy =4
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