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AWS HERBMEFTERE, BET7THOMEEERBNARKE CEETER , BS6H (IAM S
B PRERERBSNEBRERME < BFITER,

E T RIFRAYREE

BT RFEHREEZM MEIZIRA JSON R X, ETRRENREHNROITIE IAM BEEEREN
Simple Storage Service ( Amazon S3 ) FEFE R, EXFETHRRNKBHIRSH , RSEELA
DEATCIREFNFERRNGR. XN TFEEPHMRBEH TR , REELIEEEEATUNZEIRR
TWLEREUAREFAZHETINGT. EETRRNRBPEETH, ZERATUNSEK,. AP, A
B, REAF=® AWS R,

ETRFHNRERNM T ZRSFHNEKERKE, ETREETRARNKBEHERM IAM FE AWS HEX
B
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mEEFIFIR (ACL) ZHMLERE (KFKR. AFRA® ) ARGAERF. ACL 5ETHIRAYRE
KM, REENFER JSON KB,

FEARKEERR 25


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

Amazon Nimble Studio EERER

Amazon S3 #l Amazon VPC Fi2X % ACL WiRF =l AWSWAFETH#HEX ACLIHNESZEE
B2 {Amazon Simple Storage Service FF X AR IEFEE) HHIFIRIZEFIFIFE (ACL ) #EK,

HREgRE

AWS XEFEMAANENNVRBERE, XERMRBETLIREE T AR RBERE @SR T &RANR,

- RRBR : NRBLRR—NSREE, AT REETSHNRETLUN IAM & (AFRZRAR ) &
FHRANR. BAUNZERENRLIR, XELRNBREEHET HHHNRERENRBERAHR
. £ Principal PEEAFSACHETRENERTZINBRLARS, F—TRBHHIERNIE
BRBEAT. BANRULANESZER , 52H (IAM AFERE) F8 IAM SEERHERD R,

- PRSIEHIZRRE (SCP) : SCP 287 Organizations FEVA LA EH L (OU) R AXRA JSON
KB&, Organizations 2 — MRS , ATXREHNLWAENZAN AWS IkF BT EANMEFER,
MREALNBATAREYEE , AN ERERLIK S NARSEGIKEE (SCP), SCP FR$IK 5 Mk
FPHREENRR , SFEEA AWS IKF root A, BX Organizations Ml SCP WEZER |, 55H
{ AWS Organizations A1) FH SCP W I{ERHE,

« RERR  QERBRRILURELFXNNACHTKESAF R RN 2FERENSREEN S RER.
SZRAFNNREAFRACHETEMNRBENSERBARE, NREITUKREETHRRNE
B, T—IERBPNIENIELFEZAT. BXEZER , E52H (AM AFER) FHR2EX
B o

S REERE

SN REWRBEEA T —MERE , ERBRREMERNENIRR, BT RESRSHRBEE R
W AWS BERBAWER , F5H IAM AP BB R ITEEE,

Amazon Nimble Studio Z{A/ 5 1AM hE T4

EAERA IAM EEXY Nimble Studio WIAEI 28T , A% T #EHFLE 1AM 4$1E 7 A F Nimble Studio.

Al 5 Amazon Nimble Studio —#2 A/ IAM 431

IAM Zh&E Nimble Studio X #
Nimble Studio # SRR X

Nimble Studio H % B R =

Amazon Nimble Studio KRB R34 =
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IAM Zh&E Nimble Studio
Nimble Studio F#Y 5 A3 515k (ACL) )

{5/ Nimble Studio #YE T & #E &Y 75 7] 42 =

(ABAC)

s B UE A T Nimble Studio =

Nimble Studio #Y#5 R 55 E AR =

Nimble Studio IR H & =

Nimble Studio KYIRFZHEX B E TXFH

E 2 7 # Nimble Studio MEftt AWS RS hEEM S XS IAM heEE S H AWS RS |, 55
i IAM AP EERRIAS | AM BEEEA.

E AT Nimble Studio WE T 59K K

XBET 5 MR =

ETHHNRBEETMMNEEH (WAF., AFARAR ) Y JSON RPRFMEXHY, XEREgES A
FHAGTEMMEZF TN HERRINTHERE, ZTHRNANEZETSHNERE , BFSH (IAM
BF{ER) FrB6IZE IAM policy.

BEMERA IAM ET 500K | B0 LUEE R FRELARENTRUR R FRELBENZS. &
EEEETEONKBPIEETE , BACERTEMMNAFRRA®, BT HE JSON KREEH £
RBFrETE , B5H (AM BFER) S8 JAM JSON KB TE5 A,

FE BT Amazon Nimble Studio B E T & 4 &Y KBS R

E&EFE Nimble Studio ET 5B AR RG] , 555 & T Amazon Nimble Studio WE T B4R
B =il o

Nimble Studio & F %R AY KBS

X FE T RRREE

7|
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Nimble Studio T X FE T R RN KRB - 7B, BT RIRN RS M NEFIRE JSON FKEE X

., ETHRRNERBERETHE IAM ARFERMA Simple Storage Service ( Amazon S3 ) 17 1
KEg, EXRETHRNERNES S  RSEER USRI RIEGFHNBERRERNIFR. N TFER
RHTINRBER R , R EIEE T AU ZRFRRTHBLEREUREFAZHETINGT. EETRR
WERBPIEETAH, ZRATUEBEK,. AP, A€, KREAF® AWS 5.

Nimble Studio B K& IR /E

X RIEERE =

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUNF LR FERITER
1, UREMFARHETRIT,

JSON ZRE&HY Action TEBMA A THERK P R IEL TR AVRE, RIBIREEEEXEKHN AWS
APl BRERE. B—EHINER , SR BT AP RENNRNREE, TH - ERFEFTEEERRK
PIITSNMEE. XEMIRER N ERERE.

HREE 2 ERFEUR FHATREIRERIRR,

WEE Nimble Studio BENFIFK | ESHE (RFZENXSZE) A Amazon Nimble Studio E L AVIEE,

Nimble Studio 8y R IREEIRERIFERAUTRIR

nimble

EREMEYPEESTRE , BEMAESFHENRIT.

"Action": [
"nimble:actionl",
"nimble:action2"

]

EEE Nimble Studio ETF &AM K RG] , 555 5EFH T Amazon Nimble Studio WE T BHRIE
B =5l

Nimble Studio B KBS &R

X RBEAR

fm
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

Resource JSON KB TEZIEEEQHNAREN —IPHZ IR, BAXTEE Resource |
NotResource t%&, ENBESE , FHEMAHE Amazon BEE# (ARN ) BERR. W TFXEEE
BRER (MR BRRNR ) WIRE , B ARIT IR E,

XN T AXEFRRRNROERE (WIHRE ) | EEABES () ENEUNATRERR,

"Resource": "*"

EEE Nimble Studio ET &K RG] , 555 & T Amazon Nimble Studio WE T BHRIE
B& =l

Amazon Nimble Studio BV R B R 42324R

XFREFAESA =

EE R WLER AWS JSON REERIEEHERRIBEMF L, BR2E , BNEETUANT AR FERITER
1, ARIEMHAZRHETHIT,

Condition 7t%& ( = Condition'block) lets you specify conditions in which a
statement is in effect. The ‘Condition t%& ) W&, BULUSIRFERZHZE
F(flm, EFHNT ) NRHAERERX , MERBPNRESERPNOEMETHE.,

MREE—MEAHPIEEZ Condition TE , HEE Condition TEHBEZNE , M| AWS
2% AND ZEIFEEl]l. MRERAENRHBIEESZ/ME , N AWS #1248 OR ZERIFMHR
#, ERTIEUNNR 2B LTHE B FTE NS,

EEEZRMGN , ZUAUERASNFEE, fl0 , REAFEAEAFREHTIRER , B3 THHERT
HRERNRE, BXEZELR , 55 (AM AFER) B 1AM policy TF | FEMFZ,

AWS ZHLRXGZIANBETRESNEH R, EEEME AWS 2R&H4E , H2H (AM BFE
) M AWS £ FE4 T B,

E&EF Nimble Studio ET 5B H R RE| , 555 & T Amazon Nimble Studio W E T B G HEIE
B& =l
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Nimble Studio A #Y 15 [E] 2 H 5 F& (ACL)

X # ACL B

Nimble Studio X #FiFE#2HI5K (ACL). ACL 2H|BLE/M (KPR, AFHAE® ) BRBRHA
Ro ACL EETRFRIRIERL , RETCIIFEM JSON KBS XN,

f£A Nimble Studio FWE TE M8V H A2 & (ABAC)

X ABAC ( REEHRIFRZ ) =3

BYEAYTARES] ( ABAC ) B —MERIURE , ZERBETEMERENUNR. £H AWS , XEEH
*"d]hi_w AT LAE IAM KR ( AP EAR ) MiFE AWS RIRMINARE. FRICSEAMBIRZE ABAC
ME—H, RFIRIT ABAC KB , SUEEEHNRE SN2 15 R 89 R IFRRE IUE A R VR,

EETHRZEEEHER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZUYRBERBHNZHETEZPFREFZER,

BX ABAC WEZEE , H5H (IAM AF1ER) HH{LE ABAC? ., EEFIRE ABAC FTRNH
2, FZH (IAM Fﬁ)*'?aﬁ>> PREAETEEN T EZEE (ABAC).

fF i B £ AE A F Nimble Studio

X ImtAEE =3

HREAIFHER R R , HL AWS RS TRER. AXESER , SBEWHLE AWS RS ERTIE
BHES |, B IAM AFERFHAWS S 5 IAM BEEANER.

MREFEABRAFBMEBZANEASEEZF , I AWS Management Console {52 #Y =2 If B E$5,
flan , HE AWS RN B R R B (SSO) SE#t TR A , ZIELHANRIRINER, HEU
AR BHREFREFHE , RAYKRACKH , ZE2BatIR IR EIL. EXUIRBENEZER , HSH
(AM AFPiEmM) RRIYREIAE (2HE).

BRI LAERA AWS CLI 2 AWS API FEIIZIGEHES, RfE , &0 LUE R X EIEEHER#TIHR
AWS, AWS BWEZHARERIGIHES , MAREAKBHEBA. BEXEZSZEE , B5H IAM FH
Il H-.I-Ré 'LIEo
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Nimble Studio B IR SS E 4XFR

R AR 2
Nimble Studio WRE A&
TRERESAG 2

RSEABGRA—IRFEE. KRRENTREN AM BE. BSAGIRELNIKS NRMATHRNR
FTRATHEAEECKFPHRSREN. EERATUE IAM P2, BRARBRRSAR. BXES
8, 5ZH (AM AFiERE) RelEm AWS RS ZRNRNEE,

/A Warning

B RS A BN R A B2 IR Nimble Studio ¥ZhaE. X% Nimble Studio R4t XI5 S AT
FRERSAE,

Nimble Studio WRZHEX AR

XEFERFHEXBE -

Nimble Studio T X#EFRFHEXAE, RSEXAGR —MHHEEINBRSAG. AWS RFERSTUK
ARKREHITRENACG. BRSHEXAGERELN IAM KFH |, AR ZBRSHE. EBERATNUESR
BT RE4mEB RS X A BRRR,

BREUBHEERSHEXAGHFAGFE , BSHAEH IAM WAWS S, ERPERKRSHEXAES
FEE Yes fik. BREREHEUEFTZRSHNRSHERA BN,

& T Amazon Nimble Studio WE T & 5B KB R 41

RINERT , AFMARZESIESRIEH Nimble Studio BRMNR, i1t FEER AWS
Management Console AWS CLI, % AWS API #4715 . EIE RSB EIE IAM policy , AERAF M
BERTFNR , UNFAERRRTERE, A, EEAXITUTXERBEM MBI ZEEZXENRENAFS
4,
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BT AL RX LR JSON KEE X2 IAM ET S HNEK , E5H (AM BFERE) FH7E
JSON JET+ L 632 KK

REERIEREK

ETHONREIEERBA. SNBEENMNARE TR, BRI EREKS FHH Nimble Studio #
Ro XERETBESE AWS IKF=ERAS, IENFEET S ORNKRKE |, HEFEU T ANMERIL

o FFIAfEA AWS IEE R — EPUEF B A Nimble Studio , FHEH AWS HEFRK W A TIEMmME
WP, XERBEESNK,ARIRM | Hl AWSEFNEH, BXxFEZEE |, B3 1AM AFiE
B AWS EEREEINEAIT,

- BFHRENR : ¢lZBE LK , RBEFRITESHAENTFA, HEFBIARTFRENR , REHEE
FERTHENR, IHEMEE-—FTHARRTFITRELHNNEMEEZRKEANBRRAEENRSE, &
XEZER , FEH IAM AP ER PR THRENR,

- ABBREBH MFA . AilEBEZeM  ERAFPEAZSESHRIE (MFA) RiFEBUREIRE APl #
B, ETHREZEE , 2R (IAM AFERE) FME AWSHFERAZESMEIE (MFA).

- ERARBEAREREZSY  EUXTTHEER , EXETEHONRE AT ERRRNZMS. 5
W, BAREZXERIEEERSIKRE ATH IP HuSEE. B URERY , LENATFEER
B ESEEAMNIER , REERFEA SSL H MFA, BXEZER , H2H (AM AFEmRE) 8
IAM JSON KRE T | &tfo

AWS ¥ & # Nimble Studio BIFEE BE

E@AF., BEANARMKIE , FA AWS TEXRLEBECRERBERSBS. BN NHABRY
FIENRN IAM EFEERAFTHREENBAMET LR, BEREAN] , BUUERARINN AWS REE
B, XERBESENEARS , TELEN AWS IKFHFER, BXx AWS REXBNEZER |, 5
E 1AM A F BB IIAWS EE R,

AWS RS 4EF MEFH AWS HER, BT EEQ AWS RERBHFHNR, BRSBRaE AWS
ERBEPNMFAARRAZ R T0EE, LREMSTEMIKBENAAESD (RA/, ANAR ), M55
MOMRESFHRET AN , RSHBTERSEHR AWS HEXKK, RSET2M AWS HEERBHBERN
R, Rt REEHF T LWAENABTNR,
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WA, & AWS TRBZSMRSH TEIREENIEE R, Hl4 , ReadOnlyAccess AWS & KL IR/
NATE AWS BRSFIEIRA LR RNR. HRSBIHFIFMN , AWS SAFRERGFRF IR
PR, BX TEEREERBEMNFIRIER |, BESH (AM AFiEm) PIER T THEREMNAWS KEXR
B o

WKL RAFPFEEMSEA Nimble Studio [T M4 15 E Amazon Nimble Studio. £/ StudioBuilder =%
Nimble Studio ##H A RIETHEEN , 2NBNIEEAGLIE—NIAM AG . TEZEEEANIEE
BF. SMNAGEKINT &E8H IAM EE XK, Nimble Studio [TFIRMHMNERE | AR RS HME
RAME R R B EIR.

Nimble Studio [P IREMHERE , AR RS HFMERAMNENBRNER , HENMFHEERER
R T IX LRI N A . Nimble Studio WERAAFPFERAZIIPFRMBMNNEIEE, Rt , HEE
R 8122 TEZERT StudioBuilder , S AEEHRITEZENEMACUE—N IAM &, XBEIEE
EEANIEZEAR , MM T SEH IAM FEEXKRE,

BXITHERERBHSIRMUE , 250 (AM BFERE) PRER T THEIRENAWS HE XK,

AWS ITE KBS : AmazonNimbleStudio-LaunchProfileWorker

A LUF AmazonNimbleStudio-LaunchProfileWorker FBEHMIINE] IAM B4,

1t SR BE BT A0 2] Nimble Studio Builder 8122/ EC2 k4l , LA F Nimble Studio BahELEXHITHEA
B 3 A 3B R Y 17 1R AR o

RRFAE R
ZERBEBEU TR,

« ds-AF LaunchProfile T4 A & &I AWS Managed Microsoft AD SXEXHIHEZEE R
LaunchProfile,

« ec2-7A1F LaunchProfile TEA B XU A FiEENZ A M T ME E LaunchProfile,
« fsx-7o¥F LaunchProfile T/EA A A 5XBH Amazon FSx BHEEEE., LaunchProfile

{
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
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"fsx:DescribeFileSystems",
"ds:DescribeDirectories"

]I

"Resource": [

"gn

1,

"Condition": {
"StringEquals": {

"aws:CalledVialast": "nimble.amazonaws.com"
}
},
"Sid": "GetLaunchProfileInitializationDependencies"
}
1,
"Version": "2012-10-17"

AWS IEE KBS : AmazonNimbleStudio-StudioAdmin

BRI LS AmazonNimbleStudio-StudioAdmin FKEEKI AR IAM 514,

FHRBEHNBSEIEEXBKNEERAR®  URFHENRABRETEZERE R XEMN Amazon
Nimble Studio FRA R MRS PR TEZRIR.

RERFAE R
ZERBEBEU TR,

« RJE-7LYF Studio A AR ZFEL AR Nimble iR, StudioAdmins

- sso: AT IHEEAFEEIERHMGARNESR.

- identitystore : AT THZEAFEEIRETHMAFNBSE,

« ds-71F Nimble Studio 5 T#EZE AWS Managed Microsoft AD <Bx#Y BB £\ TESE R INE L T4E
/8

* ec2 : jt1F Nimble Studio FFEE#\ TAEUAF N2 EREER VPCo

« fsx : o7 Nimble Studio ¥ 5 ¥ TEvhE 2 EE ER Amazon FSx %,

« cloudwatch- i Nimble Studio % $E#r CloudWatch

{
"Statement": [

{
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"Sid": "StudioAdminFullAccess",

"Effect": "Allow",

"Action": [
"nimble:CreateStreamingSession",
"nimble:GetStreamingSession",
"nimble:StartStreamingSession",
"nimble:StopStreamingSession",
"nimble:CreateStreamingSessionStream",
"nimble:GetStreamingSessionStream",
"nimble:DeleteStreamingSession",
"nimble:ListStreamingSessionBackups",
"nimble:GetStreamingSessionBackup",
"nimble:ListEulas",
"nimble:ListEulaAcceptances"”,
"nimble:GetEula",
"nimble:AcceptEulas",
"nimble:ListStudioMembers",
"nimble:GetStudioMember",
"nimble:ListStreamingSessions",
"nimble:GetStreamingImage",
"nimble:ListStreamingImages"”,
"nimble:GetLaunchProfileInitialization",
"nimble:GetLaunchProfileDetails",
"nimble:GetFeatureMap",
"nimble:PutStudiolLogEvents",
"nimble:ListLaunchProfiles",
"nimble:GetLaunchProfile",
"nimble:GetLaunchProfileMember",
"nimble:ListLaunchProfileMembers",
"nimble:PutLaunchProfileMembers",
"nimble:UpdatelLaunchProfileMember",
"nimble:DeletelLaunchProfileMember"

1,

"Resource": "*"

},

{
"Effect": "Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:SearchUsers",
"identitystore:DescribeUser",
"identitystore:ListUsers"

]I

"Resource": [
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"

]
},
{
"Effect": "Allow",
"Action": [
"ds:CreateComputer",
"ds:DescribeDirectories",
"ec2:DescribeSubnets",
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeSecurityGroups",
"fsx:DescribeFileSystems"
1,
"Resource": [
Han
1,
"Condition": {
"StringEquals": {
"aws:CalledVialast": "nimble.amazonaws.com"
}
}
I
{
"Effect": "Allow",
"Action": "cloudwatch:GetMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/NimbleStudio"
}
}
}
1,

"Version": "2012-10-17"

AWS IEE KBS : AmazonNimbleStudio-StudioUser

A LURF AmazonNimbleStudio-StudioUser FEEHINEI IAM B4,
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FURBEHMBETEZEXRENASAR® , RTFHRMNRALEETHEZE AP KB Amazon Nimble
Studio F iR AR H AR S5 R VX THEER KR,

RRFHRER
ZERBBEUTR,

« RJE-RUF Studio AP THRIEZEFEL MA1H Nimble %R, StudioAdmins

- sso: AFIHEERAFEEIEPHMAFRNESR.

- identitystore : AT THZEAFEEIRETHMAFNBSE,

« ds-71F Nimble Studio 5 T#EZE AWS Managed Microsoft AD <Bx #9 EE £ TESG R INE #£L T4E
/8

* ec2 : Jt1F Nimble Studio &z #l T4Eu5 Mt tn 2| EELERY VPC,

« fsx : 21 Nimble Studio FF 5 # THE¥EE B BB EH Amazon FSx B,

{
"Statement": [
{

"Effect": "Allow",

"Action": [
"ds:CreateComputer",
"ec2:DescribeSubnets",
"ec2:CreateNetworkInterfacePermission",
"ec2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterface",
"ec2:DescribeSecurityGroups",
"fsx:DescribeFileSystems",
"ds:DescribeDirectories"”

1,

"Resource": [
T

1,

"Condition": {
"StringEquals": {

"aws:CalledVialast": "nimble.amazonaws.com"

}

}

},
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{
"Effect": "Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:SearchUsers",
"identitystore:DescribeUser",
"identitystore:ListUsers"

1,

"Resource": [

i n

"Effect": "Allow",
"Action": [

"nimble:ListLaunchProfiles"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"nimble:requesterPrincipalld": "${nimble:principalId}"

"Effect": "Allow",

"Action": [
"nimble:ListStudioMembers",
"nimble:GetStudioMember",
"nimble:ListEulas",
"nimble:ListEulaAcceptances",
"nimble:GetFeatureMap",
"nimble:PutStudiolLogEvents"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"nimble:StartStreamingSession",
"nimble:StopStreamingSession",
"nimble:DeleteStreamingSession",
"nimble:GetStreamingSession",
"nimble:CreateStreamingSessionStream",
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"nimble:GetStreamingSessionStream",
"nimble:ListStreamingSessions"
"nimble:ListStreamingSessionBackups",
"nimble:GetStreamingSessionBackup"

iF

"Resource": "*",

"Condition": {
"StringEquals": {

"nimble:ownedBy": "${nimble:requesterPrincipalId}"

}
}
}
1,

"Version": "2012-10-17"

Nimble Studio E# T AWS £E KR

& F B X Amazon Nimble Studio AWS EE B KR B IZRFZF A RBEFEXETELURXEEHRNFMAE

JBNO

B

AWS IEE KRS : AmazonNim
bleStudio-StudioUs
er : BHEIRRE

AWS IEE XL : AmazonNim
bleStudio-StudioAd
- EHRR

min
AWS IEE XKL : AmazonNim
bleStudio-StudioUs

er : EHERE

AWS IEE KL : AmazonNim
bleStudio-StudioAd
- BHTEREE

min

DU

Amazon Nimble Studio 7 T
SRR E 5 EFM#RSHR
B o

Amazon Nimble Studio B T
FEHARFRE B FEERSHE
B o

Amazon Nimble Studio B %K
BUAAFIHEZAFREFHT
SRR

Amazon Nimble Studio E#K
BAATFIEEEEREEH
THEURD,

B

2023 9 A 22 H

2023 9 A 22 H

2022 £12 A 20 H

2022 £12 A 20 H
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EK

AWS 1EE KL : AmazonNim
bleStudio-StudioUs
er : BFIRE

AWS EE KL : AmazonNim
bleStudio-StudioUs
er : EIKRE

AWS E£E KR : AmazonNim
bleStudio-StudioAd
min : BEER

AWS IEE KRS : AmazonNim
bleStudio-StudioUs
er : BEHKRE

AWS 1EE KL : AmazonNim
bleStudio-StudioUs
er : KBS

AWS EE KL : AmazonNim
bleStudio-StudioAd
min : HEHE

AWS 1EE KL : AmazonNim
bleStudio-LaunchPr
- TR EE

ofileWorker

DU

Amazon Nimble Studio 7 T
—mMBR , AT ITEEEER
¥ & CloudWatchig#r.

Amazon Nimble Studio B
BIAARFIEZAF B ANE
1IE T 3L,

Amazon Nimble Studio E# %K
BUAARFITHEZEEER B
=1k TS,

Amazon Nimble Studio E#H &
B , MEERG A TFIHRE
F nimble:ownedBy M3k
nimble:createdBy MH4
EHRRo

Amazon Nimble Studio 780

T U RRE |, LEREE TR
B 5 T/EZ A PR E RN
REMARS PRIMEX TEER

3
N o

Amazon Nimble Studio %17
— IR EE |, LESRBE 1A )
ETEZEEERHEXHERA
REHAMRSPHMERTEER

3
I o

Amazon Nimble Studio %7
— IR EE |, LESRBE 1A )

Nimble Studio /&3 &t &4 T
EARFIENRIR.

B

202111 A 11 H

202111 A1H

202111 A1H

2021 58 A 16 H

2021 54 A28 H

2021 54 A28 H

20214 A28 H
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BEX DU SpG

Amazon Nimble Studio FF#58  Amazon Nimble Studio FFZ88R 2021 4 B 28 H
REE BRE AWS REHENEE,

B I ES AR SS IR BN E

BAERERER-NMREAE , XERITERENRNXETRLIEEEENRVKRERNITZIREF, &
FAWS , BRSEGATRERSSERILNEFRE, — MRS (FUERS ) BAS —TURS ( FREN R
5 ) B, ATRRSREBRSEL, TRAARRS UMEAENEXNS - MNEFHNRFHRTRE , BN
ZRFTREHRNER, FPHEXPER , AWS RUATRPERFAAERSNBENTE , MXLR
5V RS TR RIGRIK S PRV FIR.

RINBWERARFEREAH aws: SourceArn Fl aws :SourceAccount £F%&M4FETXE |, BRH
Identity and Access Management (IAM) [a] Amazon Nimble Studio 2 E R ENR, MREAH
NEREHELETXR , EEA—KRBIBIHERAN , aws:SourceAccount EH aws:SourceArn EF
(Y K 7= A0 52 A E B K P 1D,

aws:SourceArn EX4TMEIT/EER ARN , 3} H aws:SourceAccount XAEEMIKF ID, EI4E
EOECH , BFSHMEIEZE ID, AAL ID 2H Nimble Studio £ M, RIBITHEZRE , BLUE
HEMAR , HEYSRAMIEE IDIREN aws:SourceArn,

BSEEERERBSERN A ERMEA aws :SourceArn £2B&HF L TXEMNE RN TE ARN,
MREBFAANBERFENTE ARN , FEEEESNMNER , BFHX ARN RAOBoERTEBEA () 1
aws:SourceArn £ ETXE&H%, Hli0 , arn:aws:nimble: :123456789012: *,

LR RL AP 2% Nimble Studio [T R LE , {1 FEEZNIEZERSE, BIZTHEER , AWS
BEEAGHITAEKE, AWS 2EEHEHN—NAF &% Nimble Studio TP R, ARG IZEKRE,
BEBEI/EERTREIE N aws: SourceArn, BIBREITEE/G , B LAAN aws:SourceArn A
studioArn,

LT REIR—TMEBEA KR , EEROMER Nimble Studio HHY aws : SourceArn F
aws:SourceAccount £RFMH LT XRKSEEERERZ,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": {
"Service": "identity.nimble.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:TagSession"

iF
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

iy
"StringlLike": {
"aws:SourceArn": "arn:aws:nimble:us-west-2:123456789012:studio/*"

Amazon Nimble Studio & M58 7 EHFEE

FEALUTEETHEE LW AIEEEMEA Nimble Studio 1 1AM B AJ A28 B 49 & ML 7] BT
£

« EFEMIE Nimble Studio PHITIRIE

KT AIAAT iam:PassRole.

BREZEFERNIHEEH,

BREEAAFBLEAWHAMAILR Nimble Studio.

BAEARFRUI AT E R AWS 1K B9 Nimble Studio &R

TS TE Nimble Studio HinITiE¥E
ME RN BIERIZTR , RAZTLIUATEMRE | WEKAEFTER A TFRITZRE.

% mateojackson IAM AFZRERAREGEHAEFTEEXEM my-example-widget BIRNIFHAEFER
BFRHEREM nimble: GetWidget WRAT , 2K EUT RAEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
nimble:GetWidget on resource: my-example-widget
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FERBRT , BIEFH mateojackson AFHEE , LAFERA nimble: GetWidget B4ETHE my -
example-widget &iRo

MRBEEHE  FHRRAEBHWAWS EEG, FNEERRRHEZEZILEIN A,
R LRI 1T iam:PassRole.

MREBRFEERBEE | BRETINIT iam: PassRole 8/ , WX TERECHNEIE R I REBBI, FXR
EHREHMENER | LEATFLSAEEHELE Nimble Studio.

BE AWS S AT ERUFACGKREAZRES K MARLUEFNBRSAGIERSHAXNAE, K
e, AR EBRAEELEDRSHNR,

HE N johndoe WAFZRFEAEEI BT Nimble Studio RHITIRIER , 2R ELUT RAIER, B
=, BELAERRFAGHR THNRT AIHITRIE, John TEBFAGBEKEIRSHNIR.

User: arn:aws:iam::123456789012:user/johndoe is not authorized to perform: iam:PassRole

EXMERT , John TLAEREBE R EHERKR | IR FHMIT iam: PassRole #EHNNER,
REEEFRNHRRSA,
Amazon Nimble Studio TR iF R ZH. BETHRERWERH R ZANEE |, B5H (IAM

AR https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-
keys.html#Using_CreateAccessKey s B & 1 8 248

/A Important

BAREQME=ZFRHIFEZS , MERN THBEZEHITRHA, ID 71T, MRBIXH
i, ATRES [ B AR AR SR K P 89 K A 15 BIAER

HEQBFRBANE , RESRREFHRIZS D ABBFRBAREE-—INLE2NLE. WEHF
ZHRRNELCZEN AT, NREEXRTHRBRLRZS , WA EENAFRIFNERZH, E&S
ARERNARER. IREESEFANER , WATHRER—NBHAN , AEBUEFTNEHR, EEFR
B, B2H (IAM RFiERE) FHEEERZEH,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/general/latest/gr/acct-identifiers.html#FindingCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
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EKREEAHFZEATHMARR Nimble Studio.

EARFHEM AR Nimble Studio , BAMAEZZFENRHARSINARFGIZE —N IAM 3E4&K (A
FEAR ), SMEERZRENEIERR AWS, RE , FREMNEEE | LUERERFIEBNN
BR o

Nimble Studio 3 &2 #t T AWS Management Console#J AmazonNimbleStudio-StudioUser,
EEEHAN IT EEAEALREEEMWAR T THEZTHRNR.

AXFEAEERFERNHE , FHEE 122 Nimble Studio 188, ETHNMNMNAEERE (HUWAFPE
BA B EESXHREE ) MINBAF , BSRE IAM AF (248 ).

BXEARBNEER , EZH IAM AF$ER) https://docs.aws.amazon.com/IAM/latest/UserGuide/
getting-started_create-delegated-user.htmIF I B ZEWE — N IAM ZREAFMETE4A,

BREAWRERUAN ABREE AWS K B Nimble Studio & JR.

FatlE—1ae  WEEMKFPHAFSIEELANARTUERZABKRIGRIEHRIR, &0
LEEEHEREY , AlEFAE, X TXHETHFRNRBEHIGEEHEFIR (ACL ) BIRS , BT
£ X LR BE B A R RT3 AR R T3 R o

ETHRESER , FZEAUATREA :

« E T Nimble Studio B XIFXLAFE , 5SS Amazon Nimble Studio #Z{a] 5 IAM 1 [E T4,
- ETHRIMABRHNERAENGEERENIFENE AWS IKF |, 55 IAM AP EERHEEEa AWS
KBS — 1AM A PR 415 BIR.

- ETHRNMAMEE=ZHRAEN TR IFRIE AWS IKF | ESE IAM AFREETWNEE =52
HIFER. AWS Ik

- ETHRIMEBENBHBEASRIERMAHENIER , H5H (IAM AFERE) FH AL SN E PRI
B ( BRBRERIE ) BEFRIE,

- ETHEAACNETRERNREHTEKFFRZENZES , F5H (AM AFER) F8 1AM
ASETRENEBEMNATE,

£ Nimble Studio IeFMGInL L+ =4

1547 2 453 Amazon Nimble Studio FI#&HY AWS fERF R AISEM., ATAMMNMENEELARIS .
M AWS fRRF RFIEZS 2 WEKELRIE , EEHIN S S ER T A ER A3 Ei# TR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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AWS F1 Nimble Studio 2 7T AT L EZEENRBEMNUNEESHNIE , IFEFEAICSHE Nimble Studio
&% AWS CloudTrailfl {AWS CloudFormation FIFFIE®) »

£ % Amazon Nimble Studio fn{a{E A 8 & %1 B AWS CloudFormation , &3F JSON 1 YAML #&4x
WGl FSEAFPIERE®M A mazon Nimble Studio ®EMEMS#E, AWS CloudFormation 7T
fRAN{AfEE A CloudFormationt& 4Rk , i3 EAWS CloudFormation #i =,

ES]

« #1123 Nimble Studio #&i& AWS CloudTrail

&£ FA12 F Nimble Studio &i& AWS CloudTrail

Amazon Nimble Studio 5 AWS CloudTrail—WREZERK , ZRFEHEAF. A€IAF AWS RS &
Nimble Studio # R IE/EMIEF. CloudTrail 5 Nimble Studio WFFA APl BABIKRNEH., Ik
#YA F #3$EK B Nimble Studio #2&1 & 898 A LLKR X Amazon Nimble Studio WA E H.

MREGIZERER , WAL AV CloudTrail SHRF4& M E| Amazon S3 Zi## , ©23% Nimble Studio
WEH4, MREAREERE , SR LUE CloudTrail B ANE4T LRI EERETNEYS, &
FUERE R CloudTrail , A LAFAZEE Nimble Studio & HAIER. ZHIERM IP ik, #EHT
BR, MR HERAREMFEMRES,

Nimble Studio F#¥{E & CloudTrail

CloudTrail &K AWS IKF” REEENIKF EEM. 2 Nimble Studio R ATEFIRY |, ZTES
LB HAM CloudTrail E4F —RIZFRE AWS RS EHHLIERFP, BAERES, BRMNTHRE
RENEH AWS K. BXESZELR , FEHEASHALIEREEE CloudTrail £t

ERZICFRPHEMH AWS IKF |, B1E Nimble Studio WS4 | FRIERIR, RERAY CloudTrail
AEXHERE Amazon S3 7M. TIIRER T , HERH AP EIRRERICRN , WERFEICEKNA T
B AWS X, BRERIEFK AWS 5 XHMARXENEMSH , i B EXHEIETEEERN Amazon S3 17
&R, oL, BRI LIE B E AL AWS IRSS | LUt —H 2 M4ALE CloudTrail B & H WEN B4R,

BREZER , FEHATIARE !
BIE RIS FKBR

CloudTrail X8RS FERK

BtiE Amazon SNS &4 CloudTrail

EWSk B ZAMX1EH CloudTrail B &4
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_NimbleStudio.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
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WK E ZNKF R CloudTrail B &34

Nimble Studio By 4R Z# Nimble Studio APl £#1i23% CloudTrail i FER, Hl0 , BA
GetStudio #1 DeleteStudio 47 CloudTrail BEXHF LK H., CreateStudio

BIMNEHFBLEKFEHELEARERBERNAREE. SOCREHTEBREATAR

- ERIZFEARIUEPIERZ AWS Identity and Access Management (IAM) A F&EIE& Ho
- BREEAACERKEAFNRNZEFIEREN.
- BREGHETY RS KH,.

EXEZEEL , ESHCloudTrail AF &#HtE,
IEfi# Nimble Studio HEX % E

BERERE—MEE 6 AFTSHENBEIXHEHEEEEN Amazon S3 71, CloudTrail B &34

—ANEZNMNAEFEFE, NEHRTREEMAMRH—NER , SEEXRMMEROERE. BENAE
MetiE, BERSHBEFENES. CloudTrail BEXHTEAH# AP BANEFHKRRE , Hite(]
FEBREMBHEIRF BN,

XA JSON ROIERT =ZAMERIE -

 ACTION_ 1: CreateStudio
 ACTION_2: GetStudio
 ACTION_3: DeleteStudio

{
"eventVersion": "0Q",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipalID:EXAMPLE-Session",
"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UsexrName/EXAMPLE -
Session",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE-PrincipalID",
"arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",
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"accountId": "111122223333",
"userName": "EXAMPLE-UserName"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:25:49Z"

}
}
I
"eventTime": "2021-03-08T23:25:497",
"eventSource": "nimble.amazonaws.com",
"eventName": "CreateStudio",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {
"displayName": "Studio Name",
"studioName": "EXAMPLE-studioName",

"userRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-User",
"adminRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-Admin"

I

"responseElements": {3},
"requestID": "EXAMPLE-requestID",
"eventID": "EXAMPLE-eventID",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"
},
{
"eventVersion": "0Q",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipalID:EXAMPLE-Session",
"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UsexrName/EXAMPLE -
Session",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE-PrincipalID",

£ F12% Nimble Studio &i%& AWS CloudTrail
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"accountId": "111122223333",
"userName": "EXAMPLE-UserName"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:44:25Z"

},
"eventTime": "2021-03-08T23:44:25Z",
"eventSource": "nimble.amazonaws.com",
"eventName": "GetStudio",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {

"studioId": "us-west-2-EXAMPLE-studioId"
I
"responseElements": null,
"requestID": "EXAMPLE-requestID",
"eventID": "EXAMPLE-eventID",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,

arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",

"eventCategory": "Management",
"recipientAccountId": "111122223333"
},
{
"eventVersion": "0Q",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipalID:EXAMPLE-Session",
"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UsexrName/EXAMPLE -
Session",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE-PrincipalID",

"accountId": "111122223333",

arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName"

’

£ F12% Nimble Studio &i%& AWS CloudTrail
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"userName": "EXAMPLE-UserName"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:45:14Z"

}
}
},
"eventTime": "2021-03-08T23:44:147Z",
"eventSource": "nimble.amazonaws.com",
"eventName": "DeleteStudio",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {

"studioId": "us-west-2-EXAMPLE-studioId"
I
"responseElements": {

"studio": {

"adminRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-Admin",

"displayName": "My New Studio Name",

"homeRegion": "us-west-2",

"ssoClientId": "EXAMPLE-ssoClientId",

"state": "DELETING",

"statusCode": "DELETING_STUDIO",

"statusMessage": "Deleting studio",

"studioEncryptionConfiguration": {

"keyType": "AWS_OWNED_CMK"

I

"studioId": "us-west-2-EXAMPLE-studioId",

"studioName": "EXAMPLE-studioName",

"studioUrl": "https://ss0111122223333.us-
west-2.portal.nimble.amazonaws.com",

"tagS": {}’

"userRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-User"

1,

"requestID": "EXAMPLE-requestID",
"eventID": "EXAMPLE-eventID",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",

£ F12% Nimble Studio &i%& AWS CloudTrail
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"recipientAccountId": "111122223333"

ERFF  BEEEINEHETRTXE, IP tutMEM ERSEC , Hli “ userRoleArn
“adminRoleArn” , BN B RIRBIEH, BT LAE "creationDate" R E R B M BE |, ARBERAIXK
B, LESRIEFRIE N "eventSource": "nimble.amazonaws.com”,

CloudTrail fTEf&BIZEKF AWS Ik B EEEBNK, EBH. 2 IAM 2 AWS STS RALEEFNN | iZ
SEESS5HM CloudTrail B4 —#2idR7E AWS RS BEHHFICHRH, B lEHES, BENTE
RIE A EWEH AWS IKF,

AWS CloudTrail 3 IAM 1 AWS Security Token Service (AWS STS) H9FfE APl ARBRAEH , 2
FEREEFEWERTN API AH. ET#HEX CloudTrall 5 IAM fl—RFEHAWEZEE AWS STS,
BZRMERAISE IAM F AWS STS API i#FH AWS CloudTrail,

BEHXHEZIEE CloudTrail , 525 (AWS CloudTrail AFERE) o

EXTOHEHNEMISZRESHNESR , 5L S% CloudWatch B F .

Amazon Nimble Studio B4 #1436 iF

Amazon Nimble Studio B EHEEN , SMBEBMNHNEFF HRE AWS &IE,

ETHRABTRESAIURAEE , FSHAWS RS “REAIT XKD AEE" ", RFEFERN
BHEMITR. AWS RS AXx—KREE , BSHAWS ST HAWS,

EAMERA TRE=HFIHRE AWS Artifact. HXESER , BSEPH THIEE" BH “AWS
Artifact,

IBEMER AWS RS R EAREBR T ENBIEN RN, RATNEN B R KR EREENE
Mo AWS R T U T HRRFBHRIA S

- ZEE5EMMREANERE — XEHBEMINC TRIEEM , ARMUTEXEEME AWS £
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- £ A@@ mazon Web Services F¥JE HIPAA Z£ 565 EN — AR PHER T KL WNAEA
AWS REIZFE HIPAA BEHI AR,
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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® Note
FHIEE AWS IRF AERFE HIPAA B, BXEZEER , HZHANSE HIPAA ERHIRS
ZE,
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