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1. AWS EARAERIEEM AWS K- AP E S,

$TF AWS Outposts ##l& , MikJy https://console.aws.amazon.com/outposts/o
EERERE AWS X5 , EEAREA LA XIEERESR,

ESMEKT |, % Sites (JHR).

%% Create site (B R).

NFZFOEGRR | ERXRESEHR

RALHNYERBER, BRNEE i,

( Wik ) FFMIEE , BRMA TR AWS 8T TR ZMENEMEMAER,
%32 Create site (BIZR).

© © N o a0 bk~ N

HR 2 . 8lZ— Outpost

NEABREEFCE— Outposto, —/ Outpost REEE — A RS EFxEk. BFETITEMNIEEL
Outpost,

TR
- BEESZNIERIKREKN AWS ATAKX,

#2 Outpost

1. ESMBEEH |, % Outposts,
1E£$ZE 612 Outpost,

i%£$%# Servers (RE23).

# A Outpost 98B R,
RIEH Outpost IEFR AKX,
WNFWHR D, BEEFENER.
1% 4% Outpost,

N o o b~ N

S 2 BIE— Outpost 15


https://console.aws.amazon.com/outposts/home

AWS Outposts RS EEAFIER

FE3: FiTHE

TTREFEEM Outposts RFEF. RBRITHEE , AWS Outposts KT FSEE R,

/A Important

RBRiIT#E  BRTENHEATHRE  AEERXZEFAEEMBRHARGEE. NREFE
FiTE |, EHRREN AWS KK HE,

FRFM

- BWELRNAZMNITE, SRESHAMS. BIAAREFAN, MREEFHT AN HATEH
ARGEDT , NEEE= Eﬁmﬁﬁiﬁ%ﬁo

ENSERN, ERiREIRS %4 R BHEHNEF AR,
- WEEKBURBSENMLIEENZSE I FE.

ETiT#

—

ESMERP , EEXWITE,

EFETIT&R,
NFXSHEMGERR | EEERRSH
IAMAE | FERRE.

EET—%,

EEREFAIMA Outpost , RFIEFRER Outpost,
“ET—F

RS B HA PR A3 ROE T,

FEEW S, BE LIS ER U kR iE S REEL, MREEREE U | FEE | FRX
WREEINTMAERFLFIL2FWEIEITE, NREEEFRIEITTRNEE I | FHRRE
B AWS K2 HE,

10. BT —F
1. ZEBEMTMRNEL , RUELNEEREAEBAREZTERITHRE. BRRITERERETEERE.
12. ﬁ?*—ltl]—io

© ®© N o g kB w0 N

W3 TiTH 16



AWS Outposts RS EEAFIER

S 4 EURPBE

FAHW Outpost TR AREHFERAMNREREHTEE, B ERRIINE SR E S MR
HWEEHLFER, Ak, BFEQERTERES  EEXFIXNDNYUE , RAEETREESKIEE
&Ko

® Note

« T Outposts f§ , B UESEH KD E,
s XHIHARPNBERERHEMEHIE L,
- RIRBERESEKBINEN,

ERRFIBE

1. fEAWS Outposts #2#I& HIAWS Outposts EMEMMEESF , EREREFS,
2. EREASTEL, ERAUEREFS.

3. EANmEL , EEEF,

4. EURERE 6 BUUERAEFERNIRE 4L JSON X,

Console steps

1. EBEWHFH Outpost REEE,

2. EBRT—%,

3. hEEREEXFIFENEL , SHRFREAHIER—IMMEERNZAEF KD, EFMNEZSEH
RN, BIEBRINSEFI KN

4. EBEXHHBEHETHNEZEFHIXNERHE

5. BESNROIRETS RKENER , ZHEHER
RRIHITRE , LIS CENETHARE,

6. BBATLIER AWS Outposts $t 345 ESEHI K /MELSKBITE. Hik , BRITUTERE !

o

E
FHERERBBHRTR., EXRFIRPIIHE

a. EFERBIKN,

b. FEMXEHIZREIS KR EIEF B3 FH.
7. NTEMXMIXE | FHRAED N LG/ DMEERHIKE.
8. &‘EET—,

SR 4 BUKPEE 17


https://console.aws.amazon.com/outposts/

AWS Outposts R AFERE
9. EEFEMUE WEL , RIEBERNERN.
10. & “Gl2”, AWS Outposts BIEZREESH
1. EREESTEL , BERESIRES.

(® Note

AWS Outposts ATRESEREELE—NMNRZNERETHEFLUATFETREES. &
IEXEESEHIfE , AWS Outposts FFHE1TES

Upload JSON file
1. EREER
2. EET-%,
3. ELARBREBEITNIEL , EEEEXRFIEE, KPMBEH JSON X4,

EEE,

Example
R JSON ikt
{
"RequestedInstancePools": [
{
"InstanceType": "c5.24xlarge",
"Count": 1
},
{
"InstanceType": "m5.24xlarge",
"Count": 2
}

}

EREREITXHDFEE JSON XHENHAE.
EET—F,

FEEEHCE NEL , RIEEBERNEN.
E#F 0", AWS Outposts BIEREESH
EREASTEHL , KEESHRES.

SR 4 BUKPEE 18
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AWS Outposts RS EEAFIER

® Note
AWS Outposts AJRERERBFELE— PSP EESETHRFIUARTFEZTEREES. &
IEIX LSR5 , AWS Outposts iz 1TES

RELR

&R LAER AWS Outposts 2 H A BB IT RIRE. BT ENDRRESHEWREITE, AWS RFFFE
ENTHEBEAEEERR, SENTERSERNTELERN |, LIRS —HBIABRFiB44F. AWS K%
AR 5B R IRE AWS FrE R HMBER.

MREXSIT L EEMEEM |, EEHRER Su AWS pport,
N TEHEITE , AWS HRHERSK B,

BARMBRZEES , BRVERENNEERE. ZAUUEE=5Z1TE6R , LE=FELEH XL
5. TLLRBCERELEREE=ZFZITEE , REHFEE AWS K/~ H/Y IAM FiE , EHE=
Outpost , ATRIEFZRBEN B, BARBEHMNEELTFRINE. BXEZELR |, i55H the section
called “Outpost fRFEF R

2 Qutpost B9 Amazon EC2 RERLUE M AWS Ik EA |, ZENERK. REFTARE , £9
LATE Outpost BR%588 £ /B3 Amazon EC2 3=6l, BXEZEE |, 55 the section called “/F3 3=
Bl

Outpost fRF 8L %%

iTH Outpost RSB fE , BREENTTE , TURLBECRE , WA UEE=AZITREER. BE
FEREERENNRIERIEHRFNG D, BXRESEE , BEHETHE.

FTRFM
IR YA RBAFE Outpost RFB|/ATENE, BXREZEE , 5K 61— Outpost H1TH

l—'ﬂ/\E

Outpost =,

(® Note

BRMNBWEEREZAMZETEPUE LE AWS Outposts FRSEFIFIIMIRA. EiHEHF
fRATAE T AWS Skill Builder SRIEH H 612 — MK



https://explore.skillbuilder.aws/learn/course/8828/play/41533/installing-aws-outposts-servers
https://explore.skillbuilder.aws/learn

AWS Outposts RS EEAFIER
£%

\|

SHR1:.EBFHER
- SR2: WE

i

i

o
N

5

- SRINERE

« ST 4 T

- S|5: EEME

- IR 6 BRRS =R

e Outpost itETEGmTSE

\|

\
5

\
5

B BFNER

ERIIFRENEH , RYUTMIEEZE Outpost B AWS Ik HEH IAM &
#&. AWSOutpostsAuthorizeServerPolicy 5RE& AI & F %% Outpost FRFZEEFTENNR, BXREZE
B, %5 the section called “Identity and Access Management”,

EREW

- MREBERNE=FTEFRIER AWS K, W A5 8R4 iIEEH R R,

+ AWS Outposts X#FE R IGEHES, SRIEERMARKN 36 NMIEHES. BRETEERF
BB ERMITRSRZENTELSR. BXESZEEL , FSH the section called “lIfAT FiE",

S22 KE

EEHEI Outposts IREMBE | BN ZREZRIRRSE RN
1 (NSK) . BERUTEXRRERZHNEL

:ll'l

, @ a% , HKE Nitro Z2%

- ShaBEAAEERESE A TEREZANAMIE.
- ZREENANBZES B XIAFTT RS [ IENRE NSK A9 5#H,

* NSK ZR—PMIEER, BTHRRE , BFEEHKEI NSK, BAEHREHSRPFF NSK EED RS
o

SR BFNR 20



AWS Outposts RS EEAFIER

KREREER

EREREUR

EITHSEZE , BUERMNPEERSE  HUREINREERE. WRAPEERBRF[ERE , MR
ZA i, #ERE | RANARERRFHIBFRESE AR —THNHRR, MRRENEMA
DA E MR R L ET R R T |, BBER Su AWS pport JREVE X E# Outposts FRE2RH91E

(=]
=<To

WARNING

WMREBB/PANEZRNLE , MRTERREBE,

HFABEER
ERFTERESRE
res  BREPESUTYRE

» Server

* Nitro 22 %4 ( MBER ) — SR EHFBFLBHNNSK, BXEZELRE , BZHAATNEES
EHRE NSK HEF,

SB®2 . KBRE 21



AWS Outposts RS EEAFIER

- NIRZEEH (2 PMRBEH. 2 MABSHMERET )
- REFMH
- fFER
. —xt C13/14 BiEL — 10 R (3 3K)
.- QSFP 284 — 10 %R (3 K)
« USB B4 , micro-USB ¥ USB-C — 10 &ZR (3K )
- Bl FHHPE

#E NSK

NSK L F#E ANETE , AP ERERS [/,

/A Important
ERESED , B2EA NSK HER RS = ENBIE,

FEMA NSK FREBUERS 28, NSKIEA TREEFERSH[AHRRS [/ LARE, EHRESR
B, EREE NSK £ ERVE] , RIAXEWHBRN T HRBE.

SRR3R E

BERRUSR , LIAFRASREZIRSSR  FASREZINR , RAEFRSF[LRENR L, &

B+ FRLISRETERXESR,
RLZRERXTR
BEFBFRFF[LEEINRT, MREXBHRSHLEENRT , FERUTEES :

- BERBSBSRSF[IENERCEELEH 6 K (15 EX ) WER , AERZIRE.

- MERSERERENREL , BRBESIEENESFIMER,

- EEFARSSFMEMNMBES , KARFRS[BMELER LEMNEIREZ 10RR (3K ) BR,
- BRIMBNESHTRESIENME.

=
Ll

SR 3HRERER

22



AWS Outposts RS EEAFIER

R B T A R v

RABIEER

1. ENHITTRSSREMBNESHE.

2. EFSHLMFRLE, BELLIMAL, XERICRET SNSHMINEIRSRATB—M,
N

SN

o

5 % -
P b

3. EFESUMRNET , BEMEMNEE,

Bl E = MEF

SR 3HRERER 23



AWS Outposts R AFERE

@
. Rail - Front
3

i
E

wmAMMNMET.

Rail - Back
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AWS Outposts RS EEAFIER

EERNTSH

BERARSIEERS R

1. NARSPNABSUEARSIDTF. BNZEENFH.

2. FAMNARSHEEERSHZNAN , RAERABRLEESH. BRSIESRSENTEER, 7S
AV IEME 5 0] R S5 AR B9 IE T o

3. HEMMWAISHEEERSIZIVEN K ARHBLEESH.
EENIS
EENAHEHEEENR L
1. EXNVERHAERAINREREAENIRE RINSH., EESPINETHEHZEINRE L  AREKSHIVEHE
BERHYREH,
® Tip
BAEZESYMN AL, NEXE | BEEAMMNEEEES.

2. WUTEMNEMNSHEEULSR.

ZRRS =
MRS BRL R H
MRSHFBAL—SHLRRENRELNNRSH , RAERAREHANRBIRT GRS FEEEEH,

® Tip
HBENARSERE AV,

S 4 FFH

BRI, BFEERE NSK , FRSH[EEIER , ARRIERSFHESETH. BERBUTEX
RS ERFHNES -

- REHJ|/EA—NBIREIALEIT , B AWS BWEFEARNRIRKZIH TR,

SR A4 T 25



AWS Outposts RS EEAFIER
- EEEMKZBLZE , BEAEEDRRE,

« ERA—X C13 fAEE/C14 MEBRRL MRS REZETVR LNBR, NMRETER C14 HEBRE
RS SREEFNR LM EIR , WATNEEDBIRN C14 IHERAMAERR.

HE#E NSK

&R NSK £ EIBRS 28, I TS RREETHIRMAE RS 88 LR BRE.

/A Important
* NSK WMUE @& X T8 5% NSK B iieH, NEFERRIXEWARITRE, REENR
SEBEL AWSH T HRIXEH A TIRE | BNRUMES R BBRES S FOEE.

- MREFENZEZARSH  FRRTERBEXL NSK, L4 NSK EZFRENRS
FR. MREFERAHM NSK , MRS /R EREH.

EiE# NSK

1. ERSFZ|EVAERIS , FTFF NSK FRIE.

THEERTEZED 2U RSFSRM NSK.

SR A4 T 26



AWS Outposts RS EEAFIER
TEERTIEZS 1U RS E5H NSK,

MINIWUN 3 FULL U

2. TR NSK LSS (SN) S8R5 88 NSK BRI RNV F /Y SN A EE.

TEERT NSK MERINIF LAY SN 5 ¢

HE 4 FFHL 27
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AWS Outposts
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I

3. T NSK Af@EEH,
FRERBZAFITFESAELT (0.7 Nm/0.52 Ib-ft) T EEZEE. B2FEAEITE  BAT

RS AT A HAEH IR NSK.

TERERTERRLNVE,

28

HE 4 FFHL



AWS Outposts RS EEAFIER

NSK thumbscrew

TEERT AT NSK M N2 AR5 2erVIRL TR &,

FFHL
FHEEZ RS 25 IR
1. RERSI|MHTH C13/C14 BIRLK.

HE 4 FFHL 29



AWS Outposts RS EEAFIER
2. TIFMBELH C14 IHERETHIR,
3. TABREBESEH C13 mEEIRFSHFEEN®O,

BOF AR 5535 EBIR
RIFRSHRECER

1. BWAERTIRSREITHFE.

® Tip
REFBEITEHER , BEKELRE,

2. WirsjRiwA LA LED BRI RT—=E it.

THEERT 2U RS2 L/ LED BIRERIT

THEETRT 1U RS2 L/ LED BIRERIT

SR A4 T 30



AWS Outposts RS EEAFIER

K& Atlas 3.0 LW EIRIERIT. NSK

AWS Outposts 3 NSK B F/NRAS : Atlas 2.0 # Atlas 3.0, ™ NSK [RZAEE RGB REE R
fTo LS\ | Atlas 3.0 B —NEFEHEIR LED, WEBRLGER T Atlas 3.0 NSK,

THEERT Atlas 2.0 1 Atlas 3.0 NSK £ LED HI{LE :

Green
Power LED

RGB Status

Atlas 3.0 Atlas 2.0

HE 4 FFHL 31



AWS Outposts RS EEAFIER

WMRIRE Atlas 2.0 NSK , BEEEI T —F |, IR 5 IEENERNIXMRAR NSK 2B RGB RES
LED , fR&AZFE B E M BUE Outpost IR B_ERETE .

WMERIRE Atlas 3.0 NSK , BRELZERBIR LED :

« MREFITTEE , MRR NSK EEFEEBENACESB, B UYET —
« MREFITHEI , MRR NSK REFEET NS/ BEFTEBEBR, BKEEAT AWS Support.

SRS EBEM L
BRANGRE , 6 AMERYETRS BEED LEMARE,
EERUTAXERIMENES :

. HEQ%WELEV%#I@EHE’J/ME fRESEERREFN A MLLED (LNI) 84 RE, T —THHIEAHE
RTERSHLEAMLEROARSBERE, BEBEEN T NE |, LUAE LBEMKIEE EHHNmO
NAERBHRENRE,

« BRRSRSERINEH EEMERZIHAERSE - IP ik, BXESFEE , B3 RSEH P
Bl TS

« AWS Outposts FRS5 88 E B KT ERN X3 10 Gbits , A XiFiw IEEN B HE. MREENKOE
RiDEEw OERE (a0, £10 28 25Gb 2[E ) , WAEELBERE, EXHBERT , BUHITUT
B’IE -

« RR#AIm A LAY IR AIEEIRE N 10 Gb,

« BEEEHNTRHNESEAZERSEE.
BLE QSFP M4
£/ QSFP X B4 , BAUER D XIKRDERRE,

TEERT QSFP 9 X84 :

SR 5 EENE 32



AWS Outposts R AFERE

® Note

AWS Outposts fRZ5857E QSFP im O Z 8 E — NI RJ45 w0, BR , RS ALt RJ45 iR
OMEAEFFER. MREFE RI45 1Gbe iEE , HFEAEMA QSFP B44F 10GBASE-X
SFP+ iE# %] 1Gbase RJ45 HiA1EH# S,

QSFP B4 —imRAE —MEX, FiX —imEEI RS =R,

TEERTHEENEESRN B R

HIRE  EEME 33



AWS Outposts BR& 2R AFIEE

QSFP 4N % —iwE 4 WO X BE , #1781 2 4. ERARE 1 WEBELER LN 208 |, £RKE
2 MRtk RS HE R &

TEERTHE 4 B0 X BHAMBLE K

B 5 EEME 34



AWS Outposts R AFERE

Ef A QSFP 7 X AT RS EZE T N &

1. REIRS[/MHFH QSFP 29X B
2. ¥ QSFP 7 X B4y S imiE EFIARS538 LM QSFP ¥w Mo

1. #%3| QSFP % Ho

TEERT 2U fR$2R L QSFP im AWV E,

HURE  EEMLE 35



AWS Outposts RS EEAFIER

TEERT 1U fRS588 L QSFP iwm AL B,

2. @A QSFP , A FAIEWMN A EBE.

XTF 2U BRSSER , MAMB AR S QSFP , I TFER.

SR 5 EENE 36
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XTF 1U BRSER , BARSER S QSFP , 1 TFEAR.

HURE  EEMLE 37
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—

«»

¥,

3. MREBALKNBREIIFITRHESE, XRAKLESEBHAEARL,
3. I QSFP B4 DX 1 M 2 EHD EHFMRIRE

HURE  EEMLE 38



AWS Outposts RS EEAFIER

/A Important
E1il Outpost IRFE/ETEEZIT , FEEUTHREL,
- EANRE 1 AVEBRLEH LN #BRE.
- EARE 2 WEBRERHRSEERRE.

HIR 6 : RS =R

ERNRSFEH , YOEA USB B NE LA BMNEEEIRSSE  AREAETH SN RTHIONRE
BEHBRNERSSE. BT IAM &I , SEFE—R USB B4, — AL IEABRMBITLIHRMG ( Hlw
Putty =% screen ) FEETERIX LS IR,

RNE  MESHRSFHRFEARBMEA USB-C s A USB 0 , X USB On The Go (OTG) ,
AIE T LAE A Outposts Server Activator B FIRRF 5| S BT RS IFRNMRE. RALUM Google Play
TEHZNARRF

BERUTHEXBIURSHNES -

« EXRSGHRH#TEN , ERLZEKBRFHN—FHFEEE S S Outpost AWS IKF B IAM iEH, BXE
%55 , FHSH the section called “F& 1 : BFNR"

« WABAEENETEREA IAM FIE#ITHHRIE,

- EEASHGTR IAM RIERENNBEEE ] , FERENHERE,

« ATRFPEHKF |, Outpost BLE T B KZFLRIFEH IAM FiE,

- EFEICABEEFIRSSE , BEHLENT USB B — i AEIEABN , 5 —inEARSE.

%
- FEMEIRAR BIEEDIRS 8
- BIESRS BN RITER

+ WEER

. TS B TR
o IUF NSK $87RET

HPR 6 BINRSBR 39


https://play.google.com/store/apps/details?id=com.amazonaws.server.companion

AWS Outposts RS EEAFIER

RENEICA B RE D RS =R

f USB B4 —ImiE R Z I AREE , B —mERERSES. ZRS[SE—PUSBBH , TEEIL
A ESIREMRTHRO, BUUERALENRTROBESBITRIKHERFEZEIRSEE. BREE
5 LB L BB 17w O 3Ri= 1T Outpost BLE TE @ T

BEREICABNEEDIRS R

F USB B4 —imfE AEICANEM , 5 —inil A RS 2R,

® Note

USB CHEEXNEFKOUBZEMUFITIHO. MEMENEIEFEAFE , WENRERS
REHER. ETHMRERIER , FS6 FTDI WL EEE.

EERS RN BITERE

AT DEEAFHBITRAREFNRE  ERTEEAXEREF, FABERNWRTARER | £
EERN 115200 K%,

T~

« Windows S 1TiE R

« Mac B{TiER

Windows EB{TiE R
AT HEAER T Windows LB PUTTY, PUuTTY B2 %8 , BERAEZEE T,
T& PuTTY

MPUTTY FEE & PuTTY %%,

EFEA PUTTY £ Windows L Bl R T4 %

1. fF USB B4 —iwiE A Windows Z12ARHEE , B —HAARSES.

2. EREL , GRELETHR , ARERRZEESR,

3. HRFEHEED  EFiHO (COM M LPT ) LAFE USB £TEEMN COM w0, BFEFE—
£ 7 USB &7 O (COM #) BT 2. COM i OMERUR T B EH,

HPR 6 BINRSBR 40


https://ftdichip.com/document/installation-guides/
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

AWS Outposts

BRSERArEmR

mn Device Manager

File Action View Help

&= B E HE B AXE

£ Monitors
[ Network adapters
R Other devices
~ &3 Ports (COM &LPT)
' Intel(R) Active Management Technology - SOL (COM3)
7 Print queues
n Processors
| Proximity devices

4. FEPUTTY 1, NERERBTENEERE  RERALUTER

- ERTLET , MARBEERPE RN COMA
s EERETHA : 115200

TEER PUTTY BEEERE LA RH -

ﬁ'% PuTTY Configuration

Category:

(= Session Basic options for your PuTTY session

| _Logaing Speciy the destinat tt t

“ Terminal pecify the destination you want to connect to
-Keyboard Serial line Speed
Bl ‘corun \ \1 15200
- Features - fion ty

£ Window onnection type:
- Appearance (ORaw () Telnet (JRlogin ()SSH (@) Serial
-~ Behaviour Load, save or delete a stored session
- Translation

[+ Selection Saved Sessions

- Colours ‘ ‘

=l Connection :
- Data Default Settings Load
Proxy
- Telnet Save
- Rlogin

& SSH Delete
- Sernal
Close window on exit:
(O Aways ()Never  (® Onlyon clean exit

About Help Cancel
5. EEITI.

HPR 6 BINRSBR
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R ER—IZWEEHAEQ, JFE13 2 7 2HANUATARARZ—

* Please wait for the system to stabilize. This can take up to 900
seconds, so far x seconds have elapsed on this boot.

« Outpost> &7,

Mac SR1TiE#E

THBAER T macOS £ screen, AR BIRERSEHSBEN screen,
E7% macOS LfEA screen BIERITX IR

1. ¥ USB B4 —iHiE A Mac £1o AN , B —iHiAARSER.

2. TELWH , S /dev HER *usb* £M4RMiEEE , AERERRTIKO,

1ls -1tr /dev/*usb*

BITREETRN tty, W, FERBUT E—NSIRG TR RO

1s -1tr /dev/*usb*
crw-rw-rw- 1 root wheel 21, 3 Feb 8 15:48 /dev/cu.usbserial-EXAMPLE1
crw-rw-rw- 1 root wheel 21, 2 Feb 9 08:56 /dev/tty.usbserial-EXAMPLE1

3. HERigH , f screen AT RTREFMBITEENWERIERRKIZTERITERE, EUTHSF , &
EXAMPLE1 B RIEMNEICRBRFPHIE,

screen /dev/tty.usbserial-EXAMPLE1 115200

ERER—IZWEFHAEQ, JRFE 132 7SI 2HANATARARZ—

* Please wait for the system to stabilize. This can take up to 9500
seconds, so far x seconds have elapsed on this boot.

« Qutpost> 7R,

S} 6 RUURS 2 42



AWS Outposts RS EEAFIER

A i 4

AE DN BWMAER Outpost BLE TENRiERE, BAEE IAM RIS ER, SHEZEER
% R AT DNS F8Eh R AWS X1,
1. MR EEEHREFXEZENER
2. i DNS fRHTE8
3. MR R BT R AWS X5

B R
1. % USB B —inflAZILA BN , B —iniEARS R,

2. FEABRTARIRRERF (B PUTTY = screen ) EEF RS T, BEXEZEE , BSH the section
called ‘Bl SRS BITIEE,

3. & Enter ®Ji5[d Outpost Bt B T E SR R,

OQutpost>

(® Note

MREEFINEEENB DRSS [VNERAFEHIALT |, FETEEEE Outpost BLE T
B WagREXARSSREFHAERBSHRBETREASE, ERRRSHLE | BHT
FIEMSZMERE , SHADH , RAETIHEMEEMSE,

4. fE£H describe-links AIIREI B X ARG 88 L M & §EEAE 2. Outpost fRSE 27 4MA — N IR S 4EEE A
— AN EEEO (LNI) 853

Outpost>describe-links
service_link_connected: True
local_link_connected: False
links:

name: local_link

connected: False

mac: 00:00:00:00:00:00

name: service_link

HPR 6 BINRSBR 43



AWS Outposts RS EEAFIER

connected: True
mac: OA:DC:FE:D7:8E:1F
checksum: 0x46FDC542

WRF—8KIRE T connected: False , X4 B M K& T HEHER,
5. f#H describe-ip AIREIRFSERED IP 2 ERSHEE,

Outpost>describe-ip

links:

name: service_link
configured: True
ip: 192.168.0.0
netmask: 255.255.0.0
gateway: 192.168.1.1
dns: [ "192.168.1.1" ]
ntp: [ 1

checksum: 0x8411B47C

NTP {ER8EER & , BN NTP 7 DHCP &IEHF R AR, FreR DA EAE.

Z3st DNS

1. S USB B — i@ ALICA BN , B — ik ARS 2R,

2. FRABTRIKER (0 PuTTY = screen ) EEFRS R, BXREZEE |, 55 the section
called “BIESRF N BITIEE

3. & Enter AJi5[d Outpost Bl B T E G iR RA-

Outpost>

(® Note

MREEFINEEEMNEIRSHFVNEAFEEIMALT |, FBEFLEEREE Outpost BLET
B, NagREXARSF/EFAERBSHRBET MRS, BERRRSHLE | BMT
FIEMEMEBRE , SEES® , RARFTHIAEMEEMNLE,

4. fE/ export fi A Outpost RS2 HY R X1Z#E9 AWS_DEFAULT_REGION W&,
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AWS_DEFAULT_REGION=##

Outpost>export AWS_DEFAULT_REGION=us-west-2

result: OK
checksum: 0xB2A945RE

- BAEES (=) HiEAMZER,
- FoRFEAMIEE. AWS X 8)X1=21T Outpost ELiE T E#H LS H,
- MREBER=FTERSSHE , UMM EFE=FREX X,
5. f{#H describe-resolve #E Outpost lRFEFRER 1718 DNS AT 28 A K BES #RMT 1% X 15 A Outpost
BEHAWN P ihit, EVDFE—FKTH IP BEMNER.

Outpost>describe-resolve

dns_responding: True
dns_resolving: True

dns: [ "198.xx.xxx.xx", "198.xx.xxx.xx" ]
query: outposts.us-west-2.amazonaws.com
records: [ "1I8.xxx.xx.xxx", "44.xxx.xxx.xxx", "4&4.xXX.XXX.xXx" ]

checksum: 0xB6A961CE

ML 17 A A PR AWS X35

1. %N USB B — i AZICABN , 5 —imEARSES.
2. FRBTARRER (20 PuTTY = screen ) EZF RS, BXEZEE |, S the section
called “BIE SRS BN BITIEE

3. & Enter IJi5[d Outpost Bl B T E S IRRA

Outpost>

@ Note
MREEFNREEMNBZRSH[VNERNFELIALT , FAFTEEREES Outpost BLET
8, NaRREXRARSH/EFARRBSHBET MRS, BERRRSHFLE , BHT
FAMEMERE , S0 , RARFTIHEMEEMSE,
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4. {EH export #i A Outpost fRFESHI X X1F ¥} AWS_DEFAULT_REGION HY{E,

AWS_DEFAULT_REGION=##

Outpost>expoxrt AWS_DEFAULT_REGION=us-west-2

result: OK
checksum: OxB2A945RE

- BONEES (=) BIERMNZERE,
s FoRFEAHIEE. AWS X X217 Outpost ELiE T E#H LS H,
- MREBREEE=FLERSSH , ULAOE=ZFREXXE,

5. f#H describe-reachability #§E Outpost RS eF8E R 178 1Z XEH#Y Outpost L Bik K. TEEAN
#) DNS BB , &7 LAEF describe-resolve RHAEZELE .

Outpost>describe-reachability

is_reachable: True
src_ip: 10.0.0.0
dst_ip: 54.xx.x.xx
dst_port: xxx
checksum: @xCB506615

« is_reachable RRMNXLE

- src_ip BRIRFERH IP sk,

« dst_ip RZXiEH Outpost BELiEix =K IP it
« dst_port RIRF=ATEE dst_ip WiwQO

Xt R S5 2R 1T RN
AER D N B A E A Outpost Bit E T EFMEE Outpost B AWS K HHY IAM EIERBRRSE 85,
EX RS EEHITRN

1. &R USB B — i@ AEILA BN , 5 —inid ARS8,

2. FRETARER (H PUTTY = screen ) EZEFIRSFZEF. BXEZELR | BESH the section
called “BlZ SRS EM BITIERE

HPR 6 BINRSBR 46
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3. & Enter AJi5[d Outpost Bl E T B SR RAFo

Outpost>

@ Note

MREEFIEEEMNEIRSHFVNEAFEEIMALT |, FBEFLEEES Outpost BLIET
8, WARREXRARSREBRAERRSREES ML, ERRRSREE , BT
FIEMENERE , SERDH , REFTHAEMEEMNLSE,

4. {EH export 7 Outpost Bt B T E i AEH IAM Fif, MBERBEFE=HLERSST , N4AM
E=FHEME IAM FilE,

ERTHEARILE , XASHUTONEE, —XSH—NEE, BDTESES (=) iEHAMNZERE,
* AWS_ACCESS_KEY_ID=access-key-id
* AWS_SECRET_ACCESS_KEY=secret-access-key

 AWS_SESSION_TOKEN=session-token

- £/ AWS CLI GetSessionToken® 5 3REXAWS_SESSION_TOKEN., BXEZEER , F5
FAWS CLI a5 52 & H) get-session-token,

(® Note

18 A TFAWSOutpostsAuthorizeServerPolicy M INE &/ IAM £ & 3 BE3R
8AWS_SESSION_TOKEN,

« BERZE AWS CLI, BSRMRA 2 AWS CLI A F BRI ZERE R HAMAE AWS CLI,
* AWS_DEFAULT_REGION=##

£ Outpost IR 2RI R XiZi4EN AWS_DEFAULT_REGION W{E, MR EEEE=HLERS
82, MAMEE=HFREIX,

LTRAPEIBEERT RN SE.

Outpost>export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

result: OK

S} 6 RUURS 2 47


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sts/get-session-token.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSOutpostsAuthorizeServerPolicy.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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checksum: example-checksum

Outpost>expoxrt AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

result: OK
checksum: example-checksum

Outpost>expoxrt AWS_SESSION_TOKEN=MIICiTCCAfICCQD6m70RwOuX0jANBgk G5M43q7Wgc/MbQITx0USQv7c7ugFFDzQGBzZswY6786m86gpE
Ibb30hjZnzcv@AaRHhd1QWIMm2nxrAgMBAAEwWDQYJIKoZIhvcNAQEFBQADgYEAtCu4
nUhVVxYUntneD9+h8Mg9q6q+auNKyExzylLwaxlAoo7TIHidbtS435iNmZgXLOFkb
FFBjvSfpJI1J00zbhNYS5f6GuoEDmFI10ZxBHjInyp3780D8uTs7fLvjx79LjSTh
NYiytVbZPQUQ5Yaxu2jXnimvw3rrszlaEXAMPLE=

result: OK
checksum: example-checksum

Outpost>export AWS_DEFAULT_REGION=us-west-2

result: OK
checksum: example-checksum

5. {#H start-connection BlEZ5iZXig L £iERE,

LU RGP E REZEESRNED,

Outpost>start-connection

is_started: True

asset_id: example-asset-id
connection_id: example-connection-id
timestamp: 2021-10-01T23:30:26Z
checksum: example-checksum
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6. FEFRAS5 D,
7. {5 get-connection KER B BRI 51ZXFHIER,

AT Rl vh g9 B RE B E R 2.

Outpost>get-connection

keys_exchanged: True

connection_established: True

exchange_active: False

primary_peer: XX.XX.XX.XX:IXXX

primary_status: success

primary_connection_id: alb2c3d4567890abcdefEXAMPLE11111
primary_handshake_age: 1111111111
primary_server_public_key: AKIAIOSFODNN7EXAMPLE
primary_client_public_key: AKIAI44QH8DHBEXAMPLE
primary_server_endpoint: XxXx.XxX.XX.XX:XXX

secondary_peer: XX.XXX.XX.XXX:XXX

secondary_status: success

secondary_connection_id: alb2c3d4567890abcdefEXAMPLE22222
secondary_handshake_age: 1111111111

secondary_server_public_key: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
secondary_client_public_key: je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY
secondary_server_endpoint: Xxx.XXXx.XX.XXX:XXX

timestamp: 2023-02-22T722:19:28Z

checksum: 0x83FA@123

keys_exchanged # connection_established E&H True i§ , 2 B3IF& Outpost IR
BHEMARFTNWRSENEE,

(® Note
FERUTEXEEIENER

BUETRE , B8 Outpost RSB RZIEEEE 10 MR ETEEFER.
FERIRH | BB REF Outpost AR E7H BIRF M K EZEHRIFRE,
EREES , REERHIVKFIREEER.

W exchange_active 7 True , MRREZMEREILF, &5 2HEER,

HPR 6 BINRSBR
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« WR keys_exchanged = connection_established 8 False #BME
exchange_active 5 True , WRTEENERIUA, 55 7HEER,

o WMRE 1 /BIE keys_exchanged 3 connection_established {528 False , i&
Bt & AWS Support BRZHtro

- WRprimary_status: No such asset id found.HIZELR , FEIALLTH

-

A
- BEET EHHNXE,
« B{EARK S 51T Outpost RS B3R AR K AR o

MRXEHIER , HBEFEANKS 51T Outpost ARG EARMKFERE |, BER C
AWS Support en ter,

* Outpost By LifeCycleStatus BHMM Provisioning &R Active, R , &
B — B FERF | & FE/ Outpost BRSSESEELE HIBUE

« BUE Outposts fRFE8/E , BELEEH KN Outposts fREE 25,

8. EERIIE , ALMTTEIC A BN SRS BREE.

ISUF NSK 18 RIT
BEENETHKE , ©E NSK LED,

AWS Outposts 3 NSK B9 /NHRAS : Atlas 2.0 1 Atlas 3.0, B NSK [RA#H RGB RSB R
*To Jttgi‘ y Atlas 30 ﬂﬁ_/l\ﬁ@m EE:)‘J?\ LEDO

TEERT Atlas 2.0 1 Atlas 3.0 £ LED WL & :

HPR 6 BINRSBR 50


https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
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Green
~ Power LED

RGB Status
LED

Atlas 3.0 Atlas 2.0

UE NSK EAVIRZS MRS R T

1. BERGBRBERITHEHE, IRBMEBANEE , WRTNSKEREN, IRBETREE , Bk
% AWS Supports

2. MWRRE Atlas 3.0NSK , FREZEBHNHIR LED, MRET T , MRR NSK B IEWEERERF
MHAEEHE, MREFIT Rz , FHKR AWS Support,

Outpost B TEGm©5SE

Outpost BEE T ERHET@R,

7/

PN
ap

qo dp

H

cho

.« BREER
- HA P

« BREEAN

m
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« BB TR

ke

- FraeE
- FREUEE

S i

S

£/ export ATfF IAM EIFRE R IMETE,

Bk

Outpost>export variable=value

export R AEEWEIET,
PHREALUTIRR : variable=value

E#HTHEMRIE , XAFHATEA
* AWS_ACCESS_KEY_ID=access-key-id

* AWS_SECRET_ACCESS_KEY=secret-access-key
* AWS_SESSION_TOKEN=session-token

* AWS_DEFAULT_REGION=##

£/ Outpost RS EFHI R X1F4E AWS_DEFAULT_REGION HY{E.

Example : IS AKIE

Outpost>export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

result: OK

checksum: example-checksum

Outpost>export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

result: OK

checksum: example-checksum

—REE—ER, BOESS (=) HERNEH,

Outpost i E TE @GNS E

52



AWS Outposts
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Outpost>expoxrt AWS_SESSION_TOKEN=MIICiTCCAfICCQD6m70RwOuX0jANBgk
VVMxCzAJIBgNVBAgTALdBMRAwDgYDVQQHEwdTZWFOdGx1MQ8wDQYDVQQKEwZBbWF6
b24xFDASBgNVBAsTCOLBTSBDb25zb2x1MRIWEAYDVQQDEwLUZXNOQ21sYWMxHzAd
BgkqhkiGO9wOBCREWEG5vb251QGFtYXpvbi5jb20wHhcNMTEWNDI1MjAONTIxWhcN
MTIwNDIOMjAONTIXWjCBiDELMAkGAIUEBhMCVVMXxCzAIBgNVBAgTA1dBMRAwDgYD
VQQHEwdTZWFOdGx1MQ8wDQYDVQQKEwZBbWF6b24xFDASBgNVBAsTCOLBTSBDb25z
b2x1MRIWEAYDVQQ@DEwLUZXNOQ21sYWMxHzAdBgkqhkiGO9wOBCQEWEG5vb251QGFt
YXpvbi5jb20wgZ8wDQYIKoZIhvcNAQEBBQADgYOAMIGIAoGBAMaKOdn+a4GmWIWI
21uUSfwfEvySWtC2XADZ4nB+BLYgVIk60CpiwsZ3G93vUEIO3IyNoH/fOwYK8mIT
rDHudUZg3qX4walLG5M43q7Wgc/MbQITx0USQv7c7ugFFDzQGBzZswY6786m86gpE
Ibb30hjZnzcvQAaRHhd1QWIMm2nrAgMBAAEwDQYJIKoZIhvcNAQEFBQADgYEAtCu4
nUhVVxYUntneD9+h8Mg9q6q+auNKyExzylwax1lAoo7TIHidbtS435iNmZgXLOFkb
FFBjvSfpJI1J00zbhNYS5f6GuoEDmFI10ZxBHjInyp3780D8uTs7fLvjx79LjSTh
NYiytVbZPQU@5Yaxu2jXnimvw3rrszlaEXAMPLE=

result: OK
checksum: example-checksum

Outpost>export AWS_DEFAULT_REGION=us-west-2

result: OK
checksum: example-checksum

Echo

echo

4
oF
e
fo
5
i
=
¥

£ F echo A& RIEEH export o

B*E
Outpost>echo $variable-name

A AR AT Z2—
AWS_ACCESS_KEY_ID

AWS_SECRET_ACCESS_KEY

AWS_SESSION_TOKEN

AWS_DEFAULT_REGION

Outpost i E TE @GNS E
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Example : BX38

Outpost>expoxrt AWS_DEFAULT_REGION=us-west-2

result: OK
checksum: example-checksum

Outpost>echo $AWS_DEFAULT_REGION

variable name: AWS_DEFAULT_REGION
variable value: us-west-2
checksum: example-checksum

Example : HF R export TRIRBEZEBET AN

Outpost> echo $AWS_ACCESS_KEY_ID

error_type: execution_error
error_attributes:
AWS_ACCESS_KEY_ID: no value set
error_message: No value set for AWS_ACCESS_KEY_ID using export.
checksum: example-checksum

Example : HTEZER LM EK
Oupost>echo $foo

error_type: invalid_argument
error_attributes:
foo: invalid variable name
error_message: Variables can only be AWS credentials.
checksum: example-checksum

Example : BT iEE R M AN
Outpost>echo AWS_SECRET_ACCESS_KEY
error_type: invalid_argument

error_attributes:
AWS_SECRET_ACCESS_KEY: not a variable
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error_message: Expecting $ before variable name.
checksum: example-checksum

R B %
describe-links

£ H describe-links A[IREI B xR EF LM EEZNE S . Outpost IRFEFHIME — MRS BE2& 1 —
AN BB D (LNI) 5855

EBE
Outpost>describe-1links

describe-links T2 &5,

describe-ip

£ describe-ip AIIREI BN BiEEERN IP 2 EIRASMNEE.

BE
Outpost>describe-ip

describe-ip T E2E S

IR BE AT
describe-resolve

£/ describe-resolve #7E Outpost fRS52REER 1717 DNS fEAT38 AR BER T Z X H Outpost
BERSK P thit, ELEE—XKTH IP BB,

A
Outpost>describe-resolve

describe-resolve 78 &5,
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Pl BT

describe-reachability

£ describe-reachability #E Outpost fRFeRER A BIZ XA A Outpost BLEIR . EEE N
B DNS Bti& , e LAME A describe-resolve RETEZE &,

BE
Outpost>describe-reachability

describe-reachability 72 &2,

TR

start-connection

{FH start-connection I /331 51Z X1/ Outpost FRSHVIEE, B MNEMER export MNER IR
BEXEFRMEBRA 4 (Sigvh) Fif. EEFLSETHILRE, EREERRS , BEHEH get-
connection.

B
Outpost>start-connection [0]1]

start-connection A EMIEZRSIKB B —NEE., BRENF 0 M 1,

Example : EEEFH

Outpost>start-connection

is_started: True

asset_id: example-asset-id
connection_id: example-connecdtion-id
timestamp: 2021-10-01T23:30:26Z
checksum: example-checksum
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IREVE B
get-connection

{# /A get-connection TR B EZAVIRES

EE
Outpost>get-connection [0]1]

get-connection £ A &RV EEE R 5| RIRE 5 — MEZWIRS. BRERHF 0 M 1,

Example : ZEEERID

Outpost>get-connection

keys_exchanged: True

connection_established: True

exchange_active: False

primary_peer: XX.XX.XX.XX:XXX

primary_status: success

primary_connection_id: alb2c3d4567890@abcdefEXAMPLE11111
primary_handshake_age: 1111111111

primary_server_public_key: AKIAIOSFODNN7EXAMPLE
primary_client_public_key: AKIAI44QH8DHBEXAMPLE
primary_server_endpoint: XxX.XxX.XX.XX:XXX

secondary_peer: XX.XXX.XX.XXX:XXX

secondary_status: success

secondary_connection_id: alb2c3d4567890abcdefEXAMPLE22222
secondary_handshake_age: 1111111111

secondary_server_public_key: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
secondary_client_public_key: je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY
secondary_server_endpoint: Xxx.XXxx.XX.XXX:XXX

timestamp: 2023-02-22T22:19:287

checksum: 0x83FA@123

S

TN .

Ny

« MR exchange_active 7 True , MKRREENERELF., F5 785,

Outpost i E TE @GNS E
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- WR keys_exchanged = connection_established N False # B#R exchange_active
N True , WRREENERILF, &5 7HFER,

MR 1 /P ERBHAFEE , EBRR AWS Support fRS H D

YR Outpost fr a8 LB 3 — 1 32461

Z% Outpost HEAILAERITENEHAIER , BEQULUFRGIEER, Hlw , BLUS 3 Amazon
EC2 £4l,

FREAM
IBHIIE R AR FE— Outposte BXEZEE , S H 612 —4 Outpost HiJ 1 Outpost BE,
%

« HB1BEFN
« S 2 : 1£ Outpost L5534l
- S| 3 MBEE
- S|4 WiRERE

TB1: EFH

&7 LA Outpost %ﬂ}?@ﬂﬂ Bl AWS Z X IR ER VPC ERBIEE . HITIIRER , VPC Lo BE#
Outposte BXEZER , HSH NELH.

(® Note

MR EETE Outpost FRA B EHEMALZHES AWS Ik , iHBEEDS R 2 : 7£ Outpost
=SB

B2 — > Outpost M

1.  $TF AWS Outposts #2H|& , LA https://console.aws.amazon.com/outposts/o
2. HESMBEHES , % Outposts,

3. %% Outpost , REMEFBRENCIE TN, FFHEEDEIE Amazon VPC ZHIAHBIEF
Mo FATREESE Outpost F Outpost FI/E Y AT A X,

B3 Rp 58


https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/outposts/home

AWS Outposts MRS58 A 5
4. &F VPC ARNZFRIERE IP HutEHE.

5. EESIE.

6. BRIEFME, NAMMEEOER TN,

$I% 2 : 1£ Outpost L£/Z3h3EHI

B LAE S BIEM Outpost TS5 EC2 E4 , LAl A ESEHEM Outpost FRHF3h, 2
(2% Outpost FRASEHIM AL MBI VPC RE , EEHTHX FRAHSEFG —#, B
Outpost TR HH EC2 =4 , LA LAEB I EFIREEZAX |, AN A X 7MWy fl—#,

EREW

* Outpost fRS5 28 LYK B LIEXLHIFRSE , (BT SHE EBS B, BEER BB A7 Z=RAISSHIK
N LUBRREHNNARFNER. BXEZEE , 2 H Amazon EC2 AFERMFHESIF# S,

- BYUPEENTSEMEN AMI, FXFHEEZMREBH AMI,

- KYERRLREXL[FEESLNBE  EXFLLFF2REILERE. EEXFERZFERES
PIFES ENKBRE  FHREASBBEZOIFAMFESD , HI20 Amazon S3 fF B A3 W 4%
RYP B IR o

« ZR Outpost FM AR SEHLEREBEAVAME ML |, BLTUNNAM N EED |, W TIRR,

E7£ Outpost FR A Bz EHl

1. $TF AWS Outposts #2H|& , LA https://console.aws.amazon.com/outposts/.

2. ESMBEHKT , %EF Outposts.

3. %&3#F Outpost , REIERIRE K EFEFHEE,

4. 7 Outpost ETE L , EFEFHEH. ERFLWEEEME Amazon EC2 #2#] & P RYEFlE 3@
&, RIAEIEE Outpost T |, H{XEEE RIEM Outposts PRFEFZIFHIEHIK R,

5. EIFEH Outposts PRS2 T IFHY LKA,

6. (A% ) EBAILMENRMAMMEED , BAI AEREKGAZERM. EXERM , BRITSRN
FEBEHERFMMERED, 1%EF Outpost FM, XFEARERS 1 HEFCIRMEZEA, W
RIZIETE 1 47 Outpost FMBY LNI iR&3R5| , Wb MG O RN ZKAIMN A& ED,

7. SERMES , MESRH Outpost FRAFBzIEHl, BXEZEE |, 55 Amazon EC2 AF g8
HUATAZR :

* Linux-fs£ 8 %7 #Y /5 35 3K 61 6 5 /5 35 3K 6

$I8 2 : 1 Outpost £ /B EISEH| 59


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-store-volumes.html
https://console.aws.amazon.com/outposts/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html
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« Windows — & B ¥ #Y B 31 =610 5 3 31 =61

HIR 3 EEERE

MREERGIZHHRZBEEZFRMAMERED |, WSATIEAXEM. BRXESER , $2HED
Ja7H0 LNI,

IEMTER AR E PR IP it NRBIEEAR M EEN, BE , AR DHCP RnIT L RE.
BXEE , BSAXA LETHREREH XN, BANEREXEREHMMEED MR P itk

F8,

SR 4 N ER

& 0] LA PR S 24 A9 455 F RIS i iE 32

Mz M ZS 1 R 4% B Outpost BYI%E 2

EARMPEFITEYLE | 33 Outpost SEHIMY A LZHE O IP #itZE{Tping@H.

ping 10.0.3.128

THRRHHEH,

Pinging 10.0.3.128

Reply from 10.0.3.128: bytes=32 time=<lms TTL=128
Reply from 10.0.3.128: bytes=32 time=<lms TTL=128
Reply from 10.0.3.128: bytes=32 time=<lms TTL=128

Ping statistics for 10.0.3.128
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = @ms, Maximum = @Oms, Average = 0ms

M Outpost SEBIF 2 1 X 4% 7Y 1E 13

BRIBENIRERS |, £/ ssh 5 rdp EERER Outpost SEHIKFAE IP ik, BXREEEER Linux S5
MEER |, BEZSE Amazon EC2 AF M A IIEREIEM Linux 34, BxE#EZ Windows E4IME
B, BZRIL % EC2 AFEEHHIEEEZR Windows 3E4,

B3 BMEERE 60


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-launch-instance-wizard.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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KOIEITIE , NAEMEPITENE IP #hiE1T ping T, EEATRAIF |, IP #thitR

172.16.0.130,

ping 172.16.0.130

THRRHHEH,

Pinging 172.16.0.130

Reply from 172.16.0.130: bytes=32 time=<lms TTL=128
Reply from 172.16.0.130: bytes=32 time=<lms TTL=128
Reply from 172.16.0.130: bytes=32 time=<lms TTL=128

Ping statistics for 172.16.0.130
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = @ms, Maximum = @Oms, Average = 0ms

MR Z AWS #b X 550 14 & i#b 2 (8] Y& & 1%
AWS EZXEWFMAZIEH, Hlan , /A run-instances T Ho

aws ec2 run-instances \
--image-id ami-abcdefghil234567898 \
--instance-type c5.large \
--key-name MyKeyPair \
--security-group-ids sg-1a2b3c4d123456787 \
--subnet-id subnet-6e7f829e123445678

ERFIEITRE , FHATUTERE

1. 3REVZ AWS X SEFIFAE IP ik, Amazon EC2 #2H| &R FMAEENE LRMH T HE

/%\ o

2. RIFEHIRIERS |, 55 ssh = rdp EEFRH Outpost SEHIEIFAE IP i,

3. M Outpost EfiZ1Tping@s & , EEZ AWS X HiZEHIRY IP ik,

ping 10.0.1.5

THRRHHEH,

B4 WiERE
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https://docs.aws.amazon.com/cli/latest/reference/ec2/run-instances.html
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Pinging 10.0.1.5

Reply from 10.0.1.5: bytes=32 time=<lms TTL=128
Reply from 10.0.1.5: bytes=32 time=<1lms TTL=128
Reply from 10.0.1.5: bytes=32 time=<1lms TTL=128

Ping statistics for 10.0.1.5
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = @ms, Maximum = @Oms, Average = 0ms
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b. HOIERRE, K.

AN INAR R 4& O 79
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https://docs.aws.amazon.com/cli/latest/reference/ec2/attach-network-interface.html
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d. &R M. MEFOSEZINRRERS 1, MREIEE 1 7 Outpost FMHY LNI iEZ R
51, MBEM &3O R ZRHIM AR M EEO,

BF A i 4% 52 O

HXHILTEITRSE , ERLAER Amazon EC2 2% & KE & Outpost 7 M H SLAI Ay 5% 14 M 4842 0
MAMBMEEO, EFEXF , BEEMZIETF,

PHEASNETRKBFN CIDR B9 LNI FAH IPv4 Hbit, Sttt FR2 LNIE IP #hit , Rt 2EF T A,
BR , it EMNFM CIDR F 0 EH , Eﬁt‘“%éﬁ&%lﬂkd\ﬂgqﬂﬁﬁ%xﬁﬁmo BAMIERFHL
BERSPRIEE LN W IP #hik , ATUAEAS AR HE T DHCP BREEEKE

ERIFRE

BRA#MEZEOMRS , Amazon EC2 SRHINERANNMEED , HfAz—MEANEED, BREE
I#Y Amazon EC2 RN RERGEHEN X HZBEEHNEE.

AR 55 2% Y 2 b PX) 4% 3% 4%

REBEART BEAR Outpost BRSFBRAIMBHENMAIER, BXRESZEE , BEH bW
Ho

&
- M LR ARSS 2RI
ARSS BRI R B
- RSFNRSERRE
o AHMEEDO (LNI) SERRE
« BRS5ER IP thst 5 EC
« ARSSEREM

W45 £ /Y BR S5 2R R F1

Outpost IRFEBRFBEM N T EIMNERERERECHNERE . BNERER -—RTENLS |, AHTRERX
HNRE, SREGNATRERREE , ATATAR, IARLUATEEERINLHNE,

T&RIEART Outpost RF B AEX B MK
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MERE DU

2 RFERRE — EREAFIEHE®LA AWS
X2z E##TEE , WEERHEIIKR AWS
Xig5aEEHZEE VPC NERE. RS
HERRRESFEM Outpost BiZ X 13 1Y BR 55 45 3%
EE, RFEEREM Outpost B XM BE X
VPN %1 VPN, Outpost &1 &£ M Kbt
EEN XS AKX,

1 A ZEO (LN EBRE — kREXFE
WA i M 453 O MNERR VPC 54 LAN #1T&
8. Aih8EE% B TDIEE Outpost LIZTTHER
B 7 1th P 48 TS RYSE Il . 7 ith 5% B 7R 20K W BB
BB SR A W& 5 B ERMBEER SR,

AR S5 R YD EEE 2

A Outpost RS SIEIETRIYE LT8R KO, SNMNsOEBCHWREREFNERZSIZESR , IR AT
g

« 10Gbe — E#ERFK A QSFP+

QSFP+ %48

QSFP+ & 418 —MNEREST , LU HERZT Outpost lRF28 LKA 3, QSFP+ LN E —iwmE N
AN SFP+ #0 , AIBUHHEERFIZRN L, BRI —mHA N EOEFRIEH 18 2, XENMEOEHR
Outpost RS EESITAIAEN, 2 ZEORATHRFJERRE , 1 #EOUATF LNI #£BRE, EREOQ
/Qﬁﬁﬁ:t“o

AR5 BRHY AR S5 s B R &

PR EWRSERFBEOEREEN VLAN WEFRICEARD | FH B2 T XEE oM< f%
i :

o BRSEERR Un S
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RS EEE LM ER/NE DNS , Outpost FaERIMEEZ AWS XAV MmN, ZEETE
Outpost RF M EMIT L2 BIEA NAT &%, BXLEHUSTTENESZES AWS |, S Amazon
VPC P18 S AWS IP i3t 5e B M BIAWS Outposts Kix T R MBELFIAWS — kS #E,

EEMMRSEE  FHAUATHERA

. TCP 443
- UDP 443
- UDP 53

FITEERR IR
#A Outpost RFFFEED L LITIEE 20 Mbps iEZEE AWS X,

IR LN S ABSHRAAE  CTREEREERN LT8R, SXESEL  WoABSER
HRR.

M EE O (LNI) SR RE

& LMEiRE LA LN 85585 0 |, ER AR ML VLAN MiEZEARDO, MREFZN VLAN
BELEMNEREZ LNAEROREENPSFEO, FLEMNERZ LNRORENFTESZ /) MAC it
ft, ERBBLEBINENZFIHESER —N MAC ik, FEMKZRZIRMEHORLINEE | XLLTHEE
2XA/REZND MAC kAR O

(® Note

AWS Outposts fRFE 28 FFr1E VLAN FHE, MEEE LNI BEE NP A |, N AMBRIZERSHR
ig VLAN B2,

LA RBIER T f0{a7£ Amazon Linux 2023 £ LNI B@i& VLAN $rid. MR IEEFEREM Linux 2
B , 55 RAAEXRERE VLAN $Ri2H Linux KITAR3IRY,

R : £ Amazon Linux 2023 1 Amazon Linux 2 £ LNI B¢i& VLinux #rid

1. ¥R 8021 BREME BN F, MRRE , HEM modprobe a5 RMNE,

modinfo 8021q
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modprobe --first-time 8021q

2. fI2 VLAN &%, EXRHIF :

 LNI EOMNBFH=E ensb,
« VLANID & 59
« 7 VLAN iRZB D EHEF =2 ens6.59

ip link add link ens6 name ens6.59 type vlan id 59

3. Wk, MREEFHHE IP, BERLLR. EAHIF , RITFIE IP 192.168.59.205 , Ef ¥
™ CIDR =& 192.168.59.0/24,

ip addr add 192.168.59.205/24 brd 192.168.59.255 dev ens6.59
4. BURBER

ip link set dev ens6.59 up

EERERERIIEEMZED |, FHE VLAN FiCERBFLEER , RN TRIR

o MRRFEAR Amazon Linux 2 , ESRIL % EC2 AF SR EAER T Z# Linux B
ec2-net-utils BLEM KEO,

o WMREMFEHAB R Amazon Linux 2023 , 52 % Amazon Linux 2023 AFEEF M E RS .

AR%5 28 IP bt 53 e
EFBEN Outpost REBW/HBMAA IP ik,

A ENEHHIN (DHCP) BR— B EEBMYL , ATEMETER IP RE LW EREESE. &
Outpost BRFEEM ET XA |, B LB HFP SR DHCP :

« fRS5ER ERYM
« SO EAYAHE M 454 O

X FARSEEEE |, Outpost RSE5E A DHCP iE#E | AR ib M4, DHCP 4R [E] DNS i3 % fR 5585 F1 2R 1A
M3, Outpost FRFEEF ZIFRSEERIVERRS IP D HE-
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/best-practices-for-configuring-network-interfaces.html#ec2-net-utils
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/best-practices-for-configuring-network-interfaces.html#ec2-net-utils
https://docs.aws.amazon.com/linux/al2023/ug/networking-service.html
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XF LNI 8538 |, & DHCP REE EEET A MEZWEH], BXEZEER , 155 the section
called “Fi ERERS",

® Note

¥R A Outpost RS SR EFAIREN IP #hit, IP it EXATAEL S B Outpost F M LRI IR &
Bt A AT

AR 55 8 £ At

% Outpost FRFREAR ML LR IERERN |, ©I146E RS R IZEERKEREE Outpost SR A H
BT EM. EMEELE DNS, HRFEEME , SIS t|B —FBEFZXE P RS HERRIH
Z2P8i8, Outpost [RFEEMEM TCP O 443 kKihBhBR AR EBRMEXHHTHEF. X8, AWS
Outposts FRF |/ AZFET VPC #1TFAEERE. BXEZEL , B3 H the section called “F ¥R 6 :
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FEHAHEEZH AWS Outposts &BIR

B Outpost £= | Outpost FIEE AT SE— AWS AL TR E A AWS Ik HZ 414189 Outpost F
Outpost &R , B#E Outpost W XM FM, ¥R Outpost FIEH , AT LLEFRIEFMEE Outpost &
B, FH1EAWS HLARMZAN AWS IKRF 2 BIHRZRIR, X, HA /AT AEA Outpost ¥R, BLiE
VPC #B#EHEM Outpost LBEHFE1TE4H,

FWER T | 8 Outpost IR AWS IKF ( FTR#E ) BRI —ALKPHIEAM AWS K/ (ERHE ) #
ZHR. EAETUEHEZN Outpost LHIEFIR , REHXNEMAE B SHIKS F Pl Outpost
LRIBFR—#, ATAERTEE Outpost AR MMNER LEIZNEIR, #5E A LA E =S HE
HEFENR, FAEEETUER, BRMMEREREELZM Outpost LEIBRMEIR , BEERATE
MENSSOIBRA. HEELTEERERESHICHENFTEMEHKHM,

FEAEAREERMINESHLEMN Outpost LRIBAWRR , SEFEAREMENEARE. £HE
TEEERENBEHEMERAER Outpost B ER BN FIR. MBI EE R ALZLMIN
Outpost,

Outpost FTIEFE A LLELLT AR HE Outpost HIR :

« AWS Organizations FE AL N IPAIFE AWS ko
« AWS Organizations FHEA LN EILL £ T,
« AWS Organizations FEIENHE A,

Bx

- ATHEH Outpost &R

« H#Z Outpost &R RFH
- HXRSE

BEORAXHAE

# = Qutpost &R

- BUBHZE2HEM Outpost B
BB HZR Outpost BIR

« HZH Outpost BIFRR

T RAITE
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AIHZ /Y Outpost RIR

Outpost FTEE A LAEFEAEREZRE 2+ 5| HA Outpost &R

X LR AT Outpost IRGEFEA. XN THERRBIR , S REER T Outpost HLZRH AWS Outposts A
PiEETMERXER AWS Outposts &R

- PENEBEN — ANHELCERNERETN
- EEEEN LEZHEZIT EC2 K41,
Outpost — BRG] L FFRAEAE TN :

« 7£ Outpost EBIZMNEE FM,
« f£f AWS Outposts API && Outpost KIHEXE R,
- R — BNHREERRAERETIN

- EWR LRI, EEMEH Outpost,
o TR — BRFELERAOERETN

- BEFMHNEXER.

- EFRMHFFHFIEIT EC2 K41,

f£H Amazon VPC #2#|& £ = Outpost M, BEXEZER , S Amazon VPC AFIEREH
EIJ ;%I_.lo

HE Qutpost &R &R Z A4

- EEEMHALE AWS Organlzatlons P\]E’Jiﬂmin,\-—,& Outpost &R , BAMATFE AWS
Organizations £%., BEXEZEE , 525 (AWS RAM AAF{EmME) ':F'E’JJL,ItF'% AWS

Organizations #£%,

EHZ Outpost BIR , BHARELEN AWS IKFHBIZRR. BLEREESE5EBHLEZM Outpost %

I\o

« BEHZE Outpost ®IR , BUMESFAEALANIKS REZZRR,

RN

Outpost ‘BRHEZE AWS Resource Access Manager (AWS RAM) £/%. AWS RAM  —TfRS , it
WRSE{T AWS 0K P 23813 AWS Organizations = AWS #iF. FIA AWS RAM , &A@ el 2%
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https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs

AWS Outposts RS EEAFIER

BRERAZEHENRR, BRAZEEERAENRRUREZHAERFENERE, EAETURE
AN AWS Tk, AR EE AWS Organizations I EMNAL,

FX AWSRAM MEZEER |, 1§25 AWS RAM A 1ER.

ﬂ":T —.I-Fﬁ E/\?

NERBRIPEIXEHETAX , BMETHAXEIIMRATNENKFHNERH. XAESSBEKF 2
BN AAXGREER, i, B8 us-east-1la KW HKX AWS A[REE %S — us-east-1a K/ HY
AWS RfER—LE,

EWHEMRN TS Outpost BIRME , BAMFEATAKX ID (AZ ID). AZ ID 2EFTE AWS IKFHY
Al XK ME— B —SRMIFRIRE, B0 , usel-azl 8 us-east-1 X#EM AZID , EESAN AWS Ik~
R ESEE.

EEKSPHNARAXE AZID

1. BELATMUITH AWS RAM ##|& : https://console.aws.amazon.com/rams,
2. HFXEH AZ ID EREREAME Your AZ ID (4RH AZ ID) EHR,

@ Note
iR RSH Outpost U FTRI—MAAK , AELFNBEBEREETHK ID.

H= Outpost IR

MEEZESMERAEHRE Outpost & , FEA B LATEIXA Outpost EEIERIR , NEMAIEBSHIKF &
FrelZ /Y Outpost J:ﬁUEﬁ/J? B, BARTRIREN AR EHROFERETUCIRMERE VPC X
B, BXEZER , TSR IUTHEZM Outpost B

EHE Qutpost BIR , I EARIMBAREHRE, REXZE - AWS RAM BIR , AIiLEE AWS
KRHRERER, BRAZEEELAEZENRRURSECHERENEAE, E££MH AWS Outposts 2l
A HE Outpost BIRER , XIHECARMBMERTRRLE, EWN Outpost BIRFIMBFHWRFERE | &4
MEFEER AWS RAM 24| & B2 FRAE,

WMRIEEF AWS Organizations HEARHWENELR  HEATHLARNRE |, NETLURFHLAFHME
FH%M AWS RAM #2#| & 15 B H = Outpost HIREIINR, BN , FAEFLKREMARREREZME
, AEEZBERNERFHER Outpost B IREY A R R.
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https://docs.aws.amazon.com/ram/latest/userguide/
https://console.aws.amazon.com/ram/
https://console.aws.amazon.com/ram
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EAILAE A AWS Outposts ##l&. AWS RAM #2#| A3 AWS CLI £Z&EHEH Outpost &R

£/ AWS Outposts 2l & HZ & A Outpost

1. ¥TFF AWS Outposts 2%l & (https://console.aws.amazon.com/outposts/).
ESMBEKS |, % Outposts,

1%£$F Outpost , RFIEFRE , EFFARF R,

£ Outpost HEMME £ , EEBERFRHE,

1%£1% Create resource share ( RIBZRFEHE ),

o & 0D

RBEEDE AWS RAM 248 |, RABERUTHRTK Outpost L E, BEHZLHAR A4 MK
BRER , AT BURBI T SRR,

£ AWS RAM 2 #| & £ ZZ BRI Outpost T2 b B 5< B& FH 5k
2 AWS RAM AFEEHRHEIERRELE,
fF AWS CLI X Z&HEHK Outpost A i X < B &

£/ create-resource-share #5$

o

BUEREZEHER Outpost &H IR

BUE X Z/H Outpost & , ERAEFTEBIE AWS Outposts #&| A F&EF Ik Outpost, AT EE
Outpost EBIZEHFM , S1E Outpost L8IEHK EBS & , th T E£ET AWS Outposts 41 A 5
AWS CLI &% Outpost FiFAEEMEHIRE, REAZNENINE TN, BIXRHTLWMBR, £
FA#&7E Outpost L RIEZMNEMIAE FMMATR T B F=6l.

HUHRZEERAENABMXIARE , ERETEBNECERN VPC Xk, EREIEZNEFAINA
VPC XREX A S ZIEHRXEK, XL VPC HHYBR AT AR ET 7 2 8% R B A R 5%,

EEUEHZEEREENHZEM Outpost BIR , “TMMNBRRERXAZHGEMIER, EJLAER AWS RAM 125
AT AWS CLI B ITixieE,

5/ AWS RAM Z# A BUH R ZEM BN HZR Outpost BIR
2% AWS RAM AFEEEPHNERNAREE,

5/ AWS CLI BUBE R ZZFENHZR Outpost BIR
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https://console.aws.amazon.com/outposts/home
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
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£ F disassociate-resource-share i85

R B HZH Outpost &R

WEZEMERETTLER AWS Outposts #2#1A F AWS CLI #RIRHZHY Outpost, 1A AR
AWS CLI ;El J/\?Eﬁzlxﬂﬂl_.l*%mﬁo

£/ AWS Outposts 2%l & FRIREZH Outpost

1. 3#TFF AWS Outposts #Z#|& (https://console.aws.amazon.com/outposts/).

2. ESMBEHKP , %#F Outposts,

3. %&3#F Outpost , REIERIRE K EFFHEE,

4. £ Outpost ERME L , EFFEE ID LLR%B Outpost FTEEK AWS iKF ID,

£/ AWS CLI $riR =/ Outpost &R

F A list-outposts F describe-local-gateway-route-tables 9, XLEHHIREEFHAER Outpost AR
DR ESEAZH Outpost BIR. OwnerId &7~ Outpost BIRFIE B AWS 1k 1D,

HEZ/ Outpost FIRINRE
HEENNR

FIE &N REE Outpost ARMAEH LOIZENRR. HEETUBNERIBELZHENE, 1
1A LAfE A AWS Organizations &&. &HMMIERER&EEHLZM Outpost LARIEZEE IR,

f52 & B PR

FEHAETUEREZMN Outpost LRIRER , REARNEMIIEE S WK, PATAIZER Outpost L AIE
WR—#, FAEMREEBMNESEAZN Outpost LA ER, FAELEEERNIEREAAE
A& Outpost HEBMPEBAWRR , b EEREHHLZH Outpost,

it AR

FIEEFENMIIHEER Outpost M Outpost #RZAHA. MFENSKE AWS XA Outpost Ak
SHEEE VPN REMHNEABEARE SRR,
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https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
https://console.aws.amazon.com/outposts/home
https://docs.aws.amazon.com/cli/latest/reference/outposts/list-outposts.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-local-gateway-route-tables.html
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HERMRRBEHRTEFEIATH, I THENFH , VPCFAEEEEHRN VPC KBIHEIR ( Hlan
AWS Direct Connect 1 VPN iE#Z, NAT WxUAKRFABHERIER ) XTFH,

EREFENMWIIEHXZMN Outpost LRIENNRAREFHIR ( HlANREHEDE RN Amazon RDS #iE
) X8R, EFENFRE AWS KN BRBTEEH X NTRA,

B 7

LA BR#IEAF AWS Outposts HEHFEA -

« {£H AWS Outposts HZRERAREZEFHHRESF, BXx VPC HERFINEZER , HZH Amazon
Virtual Private Cloud Fi /= #5589 BR i

- REEFRENKS A,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-share-limitations
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Z &M AWS Outposts

ZE2H AWS REFZE, FAAWS BF |, BAUZ R TEANREASHLLHBEALNERMY
BOBEHROMMERN,

ZERNFHEAE AWS 3, TERABEEXFRERNCZNRZEMNZTN RSN

« ZRE — AWS ERFE AWS ZHIEIT AWS RS EAREH, AWS EHEREATUREER
KBRS, ENAWS EFMTRIEM TR EM TR EN—&2 , F=FFIHTERNAMBIERMNZ 2
HNEMM. ETHEANEMITR AWS Outposts , FZHREM 1T XIX 2 BB E HNEIAWSAWS iR
SEENIT

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2

., BRANERANERREREN,

B% R HAAMMENESEE AWS Outposts , HS M.

NSRS ] RS B AR T RTE E A B anfRT B2 A 0 SE SR AEAE B AWS Outposts. BB 7 AASKH R 22 4R
EMMEE IR, BERFEIMAERAEM AWS RS R BB R FR T B TR,

AES

- PHEIERT AWS Outposts

- WEMAIFRIERE (IAM) AWS Outposts

- PHEAIZHEEZSE AWS Outposts

- ¥17E AWS Outposts

« SMHERIE AWS Outposts

H Y B3R R AWS Outposts

2 AWS BFREEZER TP HEIERT AWS Outposts, AERFTIR AWS , ARRFPIETHAER
BHVEREMEN AWS Cloud, ERFEPNITERIMEMIRE LARNBTNES, KRB SFEE AWS
RS RN ZEBEEMEEES.

HFHERERPFEHN , RINEBUERT AWS Ik ZIEHFEHA AWS IAM Identity Center 3% AWS Identity
and Access Management (IAM) ZRENARAF, X , SMNAFP RRBETH IERRAMENNER.
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/outposts/servers/faqs/#Security_and_compliance
https://aws.amazon.com/compliance/shared-responsibility-model/
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BARABERLNESZER  FSRALERLELAE, BEXENBERIFHNEES , 55H AWS 22t
gE L1 AWS REHBEXH GDPR BEXE.

Yk

£/ AWS Outposts , FIEHRTFEEL FESMBRS. BRHAMBHEENADBZAF , MZABRHPFMH
AI#ahigE® , Bl Nitro 22 %4 (NSK). FEMF A NSK K% Outpost fRS5 28 LHIEIE.

& 5 o

AWS II#IEHY Outpost EEFEMX ZRINEREIE. AWS BXEZER , SR B RS Kt
1TiEE,

AR ER

FL&IE EC2 Rl , EREFNBESBAXFNNE (RENE ) , REBFRFDESL KRG+
EESMMFRR,

8 Nitro 2 EHSUME T XNBEERN Outpost LWEIE. BXREZEER , FSH LANEHD Xk
AR S5 2R B

0 & 0 Fi5 B EE (JAM) AWS Outposts

AWS Identity and Access Management (IAM) & —31 AWS RS , A #BIEE R L& iR HIX AWS &
REAE . 1AM B8 R EHE T #HTE MR (R ) MEN (AENR ) FH AWS Outposts &
Ro £ IAM R4S EANE A,

ES
« AWS Outposts {5 IAM & & £
« AWS Outposts B R4

- FERFHEXAEAT AWS Outposts
- AWS K IEE R B AWS Outposts

AWS Outposts 15 IAM Bt & fE

EEH IAM EEX AWS Outposts BIIHRIXE 2 B , 15 5% T #2 8 WL IAM IhEE R A F Out AWS
posts,
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https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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YRA] LATE O AWS utposts FIEFRAHI IAM IhAE

IAM Zh&E AWS Outposts X #F
EF 5BHIRME =
ETRRN R B
RERE =
REERR =
EMEHE (BETRS) =
ACL &
ABAC ( REEHIIFEE ) =
EARR =
ReEAE &
RSHEXAE =
Outposts T A HVBER AWS
IRET S G KR =

ETHHNRBETUMMESZH (0 IAM A, AFASAE ) B9 JSON RRREE A, XL R
EHERFMASAEMPRA TN BERRNTHBERE, ETHRNMTOERET HHRRE  FSH
IAM R PR A B IAM K,

BEMEA IAM BT SMRNEKRE |, BUUEEAFSRIELNREMNTRUAR A FSIELRIENZHF. &
TEEETEANERFPIEEETH , AR eERATENMNAFRRAR, ETHAIE JSON KEEF
HAWmMERE , B5H (IAM BAF#ER) FK IAM JSON EETESI A,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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Outposts & T & 17 19 KB =l AWS

E&EF AWS Outposts ETF HFHPHBERRHI , 525, AWS Outposts BIE Rl

Outposts FEF AWS & FRFEMBUER

XIFE T RIRAY R EE =)

BT RFEHREEZM NEI IR JSON REE X, ETRRENRBEHNROITIE IAM BEETREN
Simple Storage Service ( Amazon S3 ) FEFH R, EXFETHRRNRBHIRSH , RSEELA
DEATIREFNFERRNGR, XN TFEEPHMRBEHEIR , REELIEEEEATUNZRIFRRN
TWLEREUAREFAZHETINGT. EXAEETEENEBPEETEH, ERATUSEK,. A
F. A, BRERAFWN AWS RF.

ESABKS,FE , SR LHEANKS SHEMKS P IAM KEEENE T RRNREHER. &
BKFEAEAMBETHRRNEEARBYGEXRRTEN —F¥ME, SZRANREL T FEMNERN
AWS IKF , AIEIKF HE IAM EE R ESMEEFEARE (AFRAR ) RTFBRBERHNR, tbd]
BENETHONRBHMINBZEURTFNR, B , MRETHERNEBOE - MNKSPHEART
WERRR , WFFERZINNETEONKRE. BXEZER , 55H (IAM AFERE) #1 IAM B
EETRENEBEEMATE.

AWS Outposts BIBER1T3h

XIFRBEIRE =

EIE R A LAER AWS JSON REERIBEW ARG RMT L, HHRY , BN EE XM LEIR
1THRE | UREMAL &4 TIIT,

JSON ZREEHY Action URMA A THERM P A IEL TR AVIRE. RBIREEEBXEKHN AWS
APl BERIE. B—EHISMER , GIAE BT AP BRENNRNR 81, &F - LREZZERE
PRITSNMEE. XLEMIRERNHERERE.

HREEF 2 ERFEUR TFHATREIRENRR,

E&EFH AWS Outposts BEFIFR , FSH (RFENSZE) AWS Outposts 1 E LKV IRIE,

AWS Outposts R RSIZEEIREIERAU TR -

AWS Outposts 115 IAM B4 A 94


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-actions-as-permissions

AWS Outposts RS EEAFIER

outposts
EEEMEAPEESIRE , BEAESRENRT.
"Action": [

"outposts:actionl",
"outposts:action2"

]

BT ERBES (*) BESMRE. HlN, BEIRTELLRIE List FFANMERE , EUTE
=

"Action": "outposts:List*"

AWS Outposts B BUER &R

X HF R B TR =

EE R W LAER AWS JSON REEREEHERNIG AT L, tbE2dH , BDEE AU LRIR R
1THRE , UREMAAFRMS THIT.

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BIXIEE Resource
NotResource T, EANBEXE , EFERH Amazon BEEF (ARN ) BERR. N TFXFHE
BRER (MR BRBEENR ) WigE , BaUBRITHIRE,

HFFEHDRREN R ((WFIHIRIE ) | WERBRS () HREOLATFHERR,

"Resource": "*"

FL AWS Outposts API REXZZFZHEIR, EERMEAPEESINRR , BERES SR ARN,

"Resource": [
"resourcel",
"resource2"

]

E&EE AWS Outposts HREHKH ARN P5%k , BS5H (RFBENSE) AWS OutpostsHE L HY
FRER, BT RUMEBLRETIEESNEEN ARN |, B5H AWS OutpostsiE X B 11k,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-resources-for-iam-policies
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AWS Outposts Y 2R B 14 23 4A

XEFRBETRSHRIERMR =

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BNEAATLIM AR RIMITER
&, BAREA ARG TIIT,

f£ Condition Jt¥& ( = Condition 3t ) & , AT EBAEMRNEM. Condition TRETE
o BRAIGIEFRAXEZER (i, EFHIT ) BERHFRER | IERBFNFEEERPHNE
FTEL,

MREHE—MEAPEESZ Condition T3k , HEEA Condition TEHFEESMME , M AWS
EAZHE AND EEIFHEN]. NRENENIFHRBREESME , NERABBORZER AWS HESK
o ERTEUNNRZATLTRBEFBENRMSE,

EEERMGN , BEUTUERASUNEE. flm, REEER IAM AF &2 IAM B, 828R
HETFHRARONR. AXESEE , HZH (AM AFER) P IAM BB TE | TENFRL,

AWS X EERFHZANBETRSHFMHENR. BEEEME AWS 2/FH4R , HF5H IAM A
MTHNAWS £RBEH L TXEHR,

EEFH AWS Outposts ZHRIIK , FSH (RFENSZE) AWS Outposts FEIFAE R, ETHA
LERZHRIVEENRR  F5HHEXHEE AWS Outposts.

E&EF AWS Outposts ETF HFHHBERRHI , 525, AWS Outposts BIE Rl

Outposts H#Y AWS ACL

X ¥ ACL o

EEFIFIR (ACL ) EHIBLEEHE (KFARA, AFRAE ) ARLARKF. ACL SETHIRAEK
B, REEMARER JSON REEMEE,

ABAC with Outposts AWS

% ABAC ( EBEIIARE )

fim
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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ETREMENIGRES (ABAC ) B—HENRE , ZREETEERENNR, £H AWS , XEFEMK
MAIRE, B E IAM SHE ( AFRAE ) MFS AWS BIRMINRE, FRi2SSEMRIRRE ABAC
ME—F, RFIRIT ABAC KB , SUEEEHFHRE SN2 15 R 89 R RRE IUE A R VR,

ABAC EREBKWIAREFFERA , HERBERLSEIUNITR T R HEF B,

EETHREEHEER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERBNIZ U4 TEPRUFZER.

MRENBREN TEMBERREBIEMAX =GR , IXTZRS  ZEAR. NREMRSN
NTED RFRBEXIIGAAAEX=AZERE , NZENFS

BX ABAC MEZEE,FZH (IAM AiFEm) PR LR ABAC? . EEFIRE ABAC RV
2, 1BEZH (AM BFiER) PRERETEMN B RRREZS (ABAC ) .

£ O AWS utposts A& A Iifs B iE

S 4 i B A E =

HIREAIGFHEP R R , BL AWS RS FRER. BXESZRER , SEWLE AWS RS ERATIE
BRHES |, E5H IAM AFERFHAWS S 5 IAMBEEANEER.

MRIEERBRA P B MBD 2 ANEMSEZF , M AWS Management Console £ K 2 I BHEF
Blgn , HE AWS AR TS QEF (SSO) #EFHTHRAE , ZEIE2BHCIRIGFHER, HE
RrafHERERE , REIRAER , BELANUBRNEIL. BXURAECNESEFEE , ESH
(IAM AR 8 IREIAE (2BHE ) .

BRI LAER AWS CLI 5 AWS APl F I BIREHER ., ARE , BRI LMER X EISEHE R HITIH
AWS, AWS BIUZHZERIGEFHESR K MAREAKBHERZRA. BXEZEL | ESHR IAM FH
IS Bt 2 A,

Outposts K ¥ AR5 £ 4 AWS R

XEFERIBE21E (FAS) =

HEER IAM BFRBeEFRITRIEN AWS , EEUANERA. EARLERSH , EFgE2RT—
MRIE , ARMREEEMBEBRSHEH S —MEE. FAS ERAAAZRANNRUKE AWS RS @T
RS R HIERBER. AWS REIAFIRFSKIFESHM AWS RS REFRXE S BESTRRIER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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B , 2K FAS B3R, EXMERT , BLMEERITIHMREANER, BXRKH FAS iHRETHY
REEFRE  FEAEREHE2E,

AWS Outpost WIREZ A&

XERFAG -

RFAERE—TRFEE, KRREWTREN IAM A€, |IAM EE R ATLTE IAM PO, SR
BRESAEE, AXESER , 2R (IAM AFER) FHEIER AWS RSZERIENEE,

Outposts B AWS FREHEXAE

XEFRFHEXBE =

BSHAXABR—TMESRSAXKN AWS BSBRFAR, RS AUKARRERTRENEE, RS
HXASHIELN D AWS K/ |, HFEARSHAE. IAM EERTNESETEEERSHEAXAR
YA PR,

BXBEBHEE AWS Outposts FRZHEXABRWIFMEES |, BSH. HRSZEXAEHT AWS
Outposts

AWS Outposts B R H

BRINMERT , AFRFMABLTNEIERIEH AWS Outposts HiR. it oA A AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS APl #1TE%. ERFRAFRNAERR
PATIRENNIR , IAM EE G TR IAM Kk, EEABSANU@MARRM IAM K& , AR UK
AAE,

ETHUNAERX LR JSON REEMHEGZEET IAM KK , BS56 IAM AFRERTHN Sl
IAM SR RE

A>x AWS Outposts EXWIREMBRELE ( BEESHFFEREMN ARN £ ) WiFHAEES |, HSH
(REBRSE) AWS Outposts PRI, FRMEZERE,

"N

A o
H

B & 1 SRk
« Rl ERTRERR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html
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RERRESXE

ETEHNRERE T EARBALELHIKS Pl 15RIZMER O AWS utposts B, XLEERE
ARESME AWS IKF A RA. tIZRREE T HONREE | HEEUL T ENMEL

« FTIRER AWS RE R H RO RENRNR — BEFREAAFMITERERR TR , SEANTS
ERLAPIRTFNRHAWS HEREE, SIEMRNRARTH AWS IKF, RMNBUEESEELHN
BRI RAPIEY AWS BEFIEERBKAE—SRINR, BXESEE , S0 (AM AFERE) B8
AWS FEE R TFERAEANAWS FEE KM

« NASENR - EE£R IAM KBIRERRE , HREFRITESHAENNR, Nt , EATBEXL
EREFRATAUNBERFEHRITHRE , BN RERRYA, BXEM IAM NARBRNESE
B, EZH (AM BFERE) F8 JAM 89 KB ER.

« £ IAM B FRRY St — 25 BRBIT5 R AR BR — 48T LA 6] 3R B 2 00 S A4 SR PR I X R AE R B IR A 15 180 o
Bl | BRI AR E R RMRIEELAER SSL RIEFTAEER. MRBSRERBIR/ENHRE
FARY , Tt o] BAGE A S SRR T X3 BR S5 R AE R T R AR AWS BRS5 , 20 AWS CloudFormation. &
XEZEE , BSH (AM AFER) 8 IAM JSON KB TE : &t

 f£M IAM Access Analyzer BiFZH IAM KBS | IR BN LR IhEEM — IAM Access
Analyzer 2 IFF RS M B KR , LAREEAS IAM KEIES (JSON) M IAM FEXK, 1AM
Access Analyzer 2t 100 ZTRBREM AIRIENEN , UBPEFELL EEMHRNER. &
XEZEL ,BSH (AM BAFER) FH IAM Acess Analyzer FKBERHIF,

- FEZEFHRIE (MFA)-INR AWS IkFENHRFE IAM AFRRBAF , BEHA MFA URSR
=, ZEEEFA API BRENEE MFA |, BF MFA XHRMBZHNERS, BXEZER |, ES
@ <IAM AF#Em) F/ BLES MFA RV APl 1H 1R,

BX IAM FHRESSRNESER , F5H (AM AFER) F8 IAM AN Z2SEXER

R fE R R IRRANR

BT RAIERRFRRNRRZ TR , LIREAXIEE Outpost 1S B

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "outposts:GetOutpost",
"Resource": "arn:aws:outposts:region:12345678012:outpost/op-1234567890abcdef0"
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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]
}

LR RBIER R RRRRKR FRR , IRERBEXEEERNEER.

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": "outposts:GetSite",
"Resource": "arn:aws:outposts:region:12345678012:site/os-0abcdef1234567890"

}
]
}

RS MHEX<AEHAT AWS Outposts

AWS Outposts £ AWS Identity and Access Management (IAM) fRESHEXx A G, RFHEXAE
RE—MEZEZEXEN IAM SEHM4ERA, AWS Outposts RS R AR HRSTAE L AWS
Outposts , BIFEZRFRKEBAEM AWS BREFIZENFIENIR,

REHXABTUESENIRE AWS Outposts E |, RREBTAFEHFIMSLENNERE, AWS
Outposts EXERSHXABHNIR , BRIFESZSEEN , BN AWS Outposts REEEFEEAR®, EXH
PR EBFEEERBEINRRE , M BENREETEMMNEEMEE IAM R4,

RAEEBBREX ARG , FHMBRESHEXAE, SR TLURYP L AWS Outposts FIR , B 4
BT B R R 1 RO IR R

BRXERSHERACHECRSINES , FSHALER IAM IAWS RS HERBRSHEXAEIIFER
NRNERS, EERMEE  EFZRSHRSHEXA B,

AWS Outposts#y fR S5 < BN R

AWS Outposts & 1 AWSServiceRoleForOutposts_ outpostID ####### — ## 0 utposts /X
KRB EIEEE AWS BR, LERFHEXACGATEREMEERE. QIEMKZEDOFTEM MEIRS %
B i SR

AWSServiceRoleForOutposts_ outpostID RFZFEXRBEBEEUATRESKRAAZAE

* outposts.amazonaws.com
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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AWSServiceRoleForOutposts_ OutpostID [REHEX BB ESIFUT R

* AWSOutpostsServiceRolePolicy
« AWSOutpostsPrivateConnectivityPolicy_ out postID

ZAWSOutpostsServiceRolePolicy Rig R —MNESRFHEXN A BEKE , AWS ATAWHFRBAEERN
AWS Outposts®& iR

LR BE AWS Outposts R FXEERBRTHA TR -

B1E : all AWS resources LK ec2:DescribeNetworkInterfaces
« #4E : ec2:DescribeSecurityGroups £# all AWS resources

« #4E : ec2:CreateSecurityGroup £# all AWS resources

« #1E : ec2:CreateNetworkInterface LAY all AWS resources

AWSOutpostsPrivateConnectivityPolicy_ outpostID Kk AWS Outposts R FXIIEERIRTTHEIAT
BYE -

- ¥4 : all AWS resources that match the following Condition: EHY
ec2:AuthorizeSecurityGroupIngress

{ "StringlLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourcelId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

« 1&1E : ec2:AuthorizeSecurityGroupEgress £ all AWS resources that match the
following Condition:

{ "StringlLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourceId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

« ¥4E : ec2:CreateNetworkInterfacePermission £/ all AWS resources that match
the following Condition:

{ "StringLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourcelId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

« ¥4 : all AWS resources that match the following Condition: LH
ec2:CreateTags

EARSEXAL Y
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{ "StringLike" : { "aws:RequestTag/outposts:private-connectivity-resourceId" :
"{{OutpostId}}*"}}

MREERR , 2 IAM KK (AR, A5Ae ) tIE, FEIMERBRSHEXAG. BXESE
B, B2 (AM AFER) PRRSHEXABNR,

3 AWS Outpostst|ZZRFZHEXAE

BREEFHCNERSHEXAR, EFH Outpost BLEFAFIERERT AWS Management Console , AWS
Outposts 2 N EBIZRFZHERAE,

3 AWS OutpostsémiBIRSHRAE

AWS Outposts T ftiF & %% AWSServiceRoleForOutposts _ outpostID REH*AE, BIERSHE
XABE , CRELENABHNEN  BAAREZSHAEIAZAG. ERATUERA IAM REAE
Hir, BXEZER , F2H (AM AFER) PWEERSHEXAE,

fBR AWS OutpostsHIIREZ < A6

NRETBREEEAENFTERSHXACHIEIRS , RNBWENBRZA®, &, &5 L0
REALARGERFLEFHNREASEE, BR  BEALRBFRBSHEXABHAR , AT &FHMER

To

® Note

MR EZ M ERFIRET AWS Outposts FRFEEERZAR , WRHBRATESAK, MRRERX
iR, BEF/ Lo HEER,

/A Warning

AT MIER Outpost , SR = REMIBR AWSServiceRoleForOutposts _ Outpost ID IR < £
B, LT SEREMBRER Outpost.

EFF 28l , EBAEZEER AWS Resource Access Manager (AWS RAM) £ Z @A RIS E s, BX
EZEELE , 2R BUEHZE H =M Outpost BIR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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fil Bk AWSServiceRoleForOutposts _ ou tpostld A # AWS Outposts %R

EBKFR AWS Enterprise Support il BR ¥R #Y B i £ 3t

£/ IAM FERRESHEXAE

FH IAM #2458 AWS CLI, = AWS API il Bk AWSServiceRoleForOutposts _ outpostID BRE %
A, BXEZEEL , B2 (AM AFER) RHRIBRESHEXAE,

AWS Outposts fRFHEXA BN Z ZFXE

AWS Outposts XHFERMUBFSHAMEXBHREARSHEXEG, BXEZER , 5 AWS
Outposts &% 17 LA PRH,

AWS KYFEE KB AWS Outposts

AWS HERBZHUEZMNEENIEL KK AWS, AWS REXBEENTZEILAGIRMNER , UE
BRFBAAF, ANBEsERNR,

FicE , AWS RERBURT SN ENBERGR TFHRENRNE , BAEMNAHME AWS F/ £
M. BMNBUBEEXBRETENERAZSNE S EEARERE -SRI NR,

BIEEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHLE
IZRMATRBRNFEZERASH (AP, ANABE. ). AWS REFRERIIFTHN API HRIME RS T
BAGERIET AWS ARSS BY API B 4FRS E X AWS RE XK,

BREZER , F5H (AM AFER) B AWS EE XK.

AWS IEEXRE : AWSOutpostsServiceRolePolicy

e SRS B AN E 7o R R EHITIRIE AWS Outposts WIRSSHEX AR, BXEZER , TSR EARS
HXAE,

AWS IEEXRRE : AWSOutpostsPrivateConnectivityPolicy

e SRS B DN E 7o AR R EHATERIE AWS Outposts WIRSHEX AR, BXEZER , B5H £AKS
HXBE,

AWS FEEREE : AWSOutpostsAuthorizeServerPolicy

BLSERE T T B T A A M P 4 P X Outpost RS BBHFIBHNR, EXESEL , WSHETN
.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/outposts_region.html
https://docs.aws.amazon.com/general/latest/gr/outposts_region.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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ZRBEEE A TRR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"outposts:StartConnection",
"outposts:GetConnection"

]I

"Resource": "*"

AWS OutpostsAWS & K REH E 5T

EE AWS Outposts B IZIRSFTT IR IRERIX L E AR AWS HE R EMAVIFHAE S,

EXK iR H &
AWSOutpostsAuthorizeServerPolicy - 81  AWS Outposts #i1T —IFE 20231 R 4H
R B, ZREER T EZ i N 4%
X Outpost ARS 25 FE AR
PR
AWS Outposts FF 18 R BR & X AWS Outposts FF i8R EEH 201912 A3 H
AWS FEE RN E X,

Y EiR e R £ AWS Outposts

ER—TRERS , AWS OutpostsZ F| AWS £HKMEZLHRIF. BX AWS T2 RS UK wn{d
AWS RIFEMIRENES , FZHAWS =% %, EFEAEMRERZENHEIRKIRITEN AWS Ik
¥ 55 H S AWS ecurity Pillar Well-Architected Fram ework 58 E /& R o

WA LAER AWS EXHY APl BB M &7 R AWS Outposts, BFImMAMIZFUTAR -
- BTSN (TLS)e BAERFEH TLS 1.2, BIWEA TLS 1.3,
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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- EEZLRBIRE (PFS) WEBEH , 4]0 DHE ( 58T Diffie-Hellman ) 5% ECDHE ( Iifs B8 [F #h 4%
Diffie-Hellman ) o KZEHINKRE ( W Java 7 REFRE ) HXFXEER,

o BAERGRIZL ID N5 1AM ZREAXBHBEHRZARTERH#ITER. HE , BRI LUE
FA AWS Security Token Service ( AWS STS ) £ IGFt 2L FZIERNERH#ITES,

BXH Outpost LiZ1TH EC2 £ EBS BRUMEM ZERELMNEZFELE , 12 Amazon EC2
P ERIRER S,

VPC H BEMIIEESE AWS XA IheEME . XEKRE T &AM E CloudWatch B
&, Amazon S3 I S #h GuardDuty #1T 0 #H. FEEFHRERIEAEZBX ALK AEXLERS , Fit
2 Outpost & FHIFF ERIRASA |, XLEHIEFLZEM CloudWatch S EAMRFZHEE,

#ME1E AWS Outposts

ERSEUAM , BYLUTHE I Outpost Bk 85, Outpost REBLE T N EE~HEFIZITMIR
it, HEEZRABIRFIRITEERERS , BIMEHIRIIEZE N+ AEHl, AWS BRERES
KBAENARFIEEENTNRE  UMEEENEEEZNRBRFTMREMKRERE., EOUER
Amazon CloudWatch ZE A A ERFR BB IRREZENARFNETRR , 812 CloudWatch 24E
SRELE B Eh IR E T |, H U453 Outposts FERTEI BN B ERNAE,

B2 Outpost B , AN — AWS XigidiEFE— N AKX, A A X iFE G AR EgE |, 51200652
API 1AM, %#E Outpost MIEH Outpost F, EMNTAXIEHMNEMERZ R | BN AREFISEE
% Outpost £, HFEA Outpost KEREIFTRIMWTARX, Xt , LEIgEEBENAEREFNEME , XA
BREBTENTAX, BXXBNTAXHNESZEER , BZHAWS £IKEMIZH,

Outpost FR&5 22 BIELFIFHES , EFZHF Amazon EBS B, KAIERFLREEMFHESE LK
&, BXRPIXLBEF2REXERE. EEXMEACEREXRLFEE LOKBKE | FRAFRE
BFMEIFAMF@EP |, B0 Amazon S3 T R EA i B 45 B I 4B IR & o

&M IE AWS Outposts

ETHRRERTRESHITNNTE , BZHAWS RS “BaR It oHEE"" , REEFERX
BHEMITR. AWS RS AX—KREE , BSHAWS &M RIAWS,

BRI AERTEE=ZAFITIRE AWS Artifact, BXEZELR , BSRPH “THIRE FH “AWS
Artifact,
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/infrastructure-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/infrastructure-security.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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MR AWS RS TN EATEBR T SN BRENHBME, RATANENBIRARERNERNE
M. AWS RET U TR RERRFENIASHE

s ZESEPMREANTIER — XEMBEFETICTRIESEM , HIEHTEXLEEM E AWS #
EURZ2MNEIARENERNEAEINEN TR,

- £ A@@ mazon Web Services L2 HIPAA 225650 — ABRPBER T LB WA H
AWS REIZFE HIPAA BEH AR,

® Note
FHIEE AWS IRF ABRFE HIPAA B, BXEZEER , HZHANSE HIPAA ERHIRS
2E,

« AWS EMFEIRAWS — tk TEBFNIEEE R REE A TR ENTLMAEBX,

- AWS EFEHEEE — NENAETHREREEN, XEEBLE TRIFVRESE , AWS RF
HHEmMmH B S MERE (S REEERIVESEARMER (NIST), XFFTLRLFEEZERS
(PCI) FMEBrFrAELALE (1ISO) ) HEEEH,

- EAAWS Config FF & A & f5F F R AN T4 %R — % AWS Config RF SN B REEE S K
BELRENIRE, TULENFEM,

« AWS Security Hub— X AWS fr$s iRt T E@ABLLRSNLEUE AWS, Security Hub Bid &
24T HEN AWS BRAREHEBFERETURENRESK, BXZTIFRSREHHS
& , 155 # Security Hub 45 Z,

« Amazon GuardDuty — BB EREZHN AWS IKFIMERREFETRNEEES , X AWS kS
BNEHN ITEAR., RHRENIBEDRONEBERM. GuardDuty BIHERLESHMERAENAR
KRNER , JUBSHEHEERHEMNEER , fila0 PCIDSS,

« AWS Audit Manager— iX AWS BR55 AT AR BRI ® 1t AWS EAER , M E{LX B EE UK
Y EMFITAFRERN SR,
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https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
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https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-outposts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-outposts.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-outposts.html
https://console.aws.amazon.com/cloudwatch/
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2. ESMERP | EEER.

3. 1% Outpost i & Z=[H,

4. (%) EEMBLEERERENER , FEBZEEFRMAHBR,

£/ AWS CLI EFER

FERABLLT list-metrics @ w5 H 7 A #E#R.
aws cloudwatch list-metrics --namespace AWS/Outposts

5/ AWS CLI ZREUE/RI ST B3R

{85 F LA T get-metric-statisticsin S IRBUE E IR ML EM AR ITER. CloudWatch SN — W4 EH
BN — NN IER, BEEEARTNRTNEEASREZZITRE. B4 TIEECIERIERNER
EI‘J IE.I _éﬁgo

aws cloudwatch get-metric-statistics --namespace AWS/Outposts \

--metric-name InstanceTypeCapacityUtilization --statistics Average --period 3600 \
--dimensions Name=OutpostId,Value=op-01234567890abcdef \
Name=InstanceType,Value=c5.xlarge \

--start-time 2019-12-01T00:00:00Z --end-time 2019-12-08T00:00:00Z

{8 AWS CloudTrail i23% AWS Outposts API & F

AWS Outposts 5AWS CloudTrail—HRFEK , ZBRFRMEAS. ACRAWSERFEFRHRITHIRE
#9128 3XAWS Outposts, CloudTrail ’FFE API 8 A #IRAWS Outposts HEH., HRWAA TSR

B AWS Outposts 124 A F{KiBH AWS Outposts APl #4EFR., MRECETRE , NAAEHAM
S3 EEBIFEARMEYN , BIENEHAWS Outposts, CloudTrail MMREAREBRER , BMARTLIE
CloudTrail #1588 “BHALIER PEEEMNEH. £AKENER CloudTrail , £ 0] LU E [a BB
MER K HAWS Outposts, K HiERE IP bk, #AH TER, @ANXKEBERARHEAMMIFHAEES.
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BHEH. BXEZELE , BZREAZEHHEESE CloudTrail 4,
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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FAEXHEZEBIREEFEFH S3 FHMAWS Xifi, BRIABRT , £EHAPCIERIRE |, LRE
BMATE AWS XiF, ILIRERTE AWS 2 XHiEZRAEXEHPNEN , ANAEXHEREZRIEEN
S3 FEM. LA\, BB EHEMAWSIRS , At —5 25 M4 E CloudTrail B &R INENSEHE
., BXEZER , FSHATIAE :

» Overview for creating a trail

» CloudTrail XFHRFMER

« BiE Amazon SNS &4 CloudTrail

- EUWkBZAMXIEH CloudTrail BEXHMERRE Z/NKF Y CloudTrail B &4

FTBAWS OutpostsiR¥E&BH 12 % CloudTrail, ©1i2&7E AWS Outposts AP ZE /1, #ia0 ,
XfCreateOutpostGetOutpostInstanceTypes. HListSitesREMBALXTE CloudTrail B&
XHHRERZKE,

BIMNEHG ACKFEHTLEERERBERNAREGE. BNEEEMTHEREHNBERRS !
- FARKAFEIL.

- FRAASIKEFNAFPNRNRZLEIL,

° Hﬂ%_ AWS HE% ﬁH:IIo

BXREZER , 52 H CloudTrail userldentity T,

T # AWS Outposts BEX#H% B

BEE—MEE , AFNEHENBEXGARIEIEERN S3 7@, CloudTraill BENXHEE—4
RZNMNAERE. EFRTIREEMRNENMER, ©BEEXRERNGIRE, BRENBBMTE, BEXR
SHEWEL, CloudTraill BENXHTFTELH API FANEFHREER  REENTF2REAEEN
I 2

LR RBIERT & RiZCreateOutpostiE/ER CloudTrail BER B,

{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/outposts/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
"accountId": "111122223333",
"userName": "example"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-08-14T16:28:16Z"

}

}
},
"eventTime": "2020-08-14T16:32:237",
"eventSource": "outposts.amazonaws.com",
"eventName": "SetSiteAddress",
"awsRegion": "us-west-2",
"sourceIPAddress'": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": {
"SiteId": "o0s-123ab4c56789de@1f",
"Address": "x**"

1,
"responseElements": {

"Address': "***",

"SiteId": "os-123ab4c56789de@lf"
1,

"requestID": "labcd23e-f4gh-567j-klm8-9np01lq234156",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-retirement.html
https://docs.aws.amazon.com/outposts/latest/server-userguide/install-server.html
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https://docs.aws.amazon.com/outposts/latest/server-userguide/shipping-outposts-server.html
https://aws.amazon.com/service-terms
https://docs.aws.amazon.com/outposts/latest/userguide/outposts-requirements.html#facility-power
https://docs.aws.amazon.com/outposts/latest/userguide/outposts-requirements.html#facility-networking
https://docs.aws.amazon.com/outposts/latest/userguide/outposts-requirements.html#facility-networking
https://docs.aws.amazon.com/outposts/latest/userguide/region-connectivity.html#service-links
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
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https://aws.amazon.com/blogs/mt/monitoring-best-practices-for-aws-outposts/
https://aws.amazon.com/blogs/networking-and-content-delivery/debugging-tool-for-network-connectivity-from-amazon-vpc/
https://aws.amazon.com/blogs/compute/deploying-an-automated-amazon-cloudwatch-dashboard-for-aws-outposts-using-aws-cdk
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html#creating-a-support-case
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NSK thumbscrew HEX tool included with NSK Use hex tool to crush IC behind the label to destroy data by
turning crush screw at least 3 turns
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