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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.overview.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Viewing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.html
https://aws.amazon.com/rds/faqs/#Enhanced_Monitoring
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Concepts.MariaDB.html#USER_LogAccess.MariaDB.PublishtoCloudWatchLogs
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://prometheus.io/
https://github.com/prometheus/prometheus
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https://promcat.io/apps/aws-rds
https://github.com/prometheus/cloudwatch_exporter
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_limits.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html#distribute-aws-service-quotas-and-api-request-rate-limits
https://prometheus.io/docs/alerting/latest/alertmanager/
https://grafana.com/
https://github.com/grafana/grafana
https://docs.percona.com/percona-monitoring-and-management/setting-up/client/aws.html
https://github.com/percona/pmm
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https://docs.percona.com/percona-monitoring-and-management/get-started/query-analytics.html
https://docs.percona.com/percona-monitoring-and-management/get-started/alerting.html
https://www.appdynamics.com/supported-technologies/database/amazon-rds-monitoring
https://www.datadoghq.com/dg/monitor/rds-benefits/
https://www.dynatrace.com/technologies/aws-monitoring/amazon-rds-monitoring/
https://www.appdynamics.com/supported-technologies/database/amazon-rds-monitoring
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.html
https://dev.mysql.com/doc/refman/8.0/en/mysqld.html
https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html
https://dev.mysql.com/doc/refman/8.0/en/innodb-in-memory-structures.html
https://dev.mysql.com/doc/refman/8.0/en/innodb-on-disk-structures.html
https://dev.mysql.com/doc/refman/8.0/en/mysql-acid.html
https://dev.mysql.com/doc/refman/8.0/en/mysql-acid.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.EnableMySQL.html
https://dev.mysql.com/doc/refman/8.0/en/performance-schema.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Overview.ActiveSessions.html
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https://dev.mysql.com/doc/refman/8.0/en/performance-schema-wait-summary-tables.html
https://dev.mysql.com/doc/refman/8.0/en/performance-schema-instrument-naming.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights_Counters.html#USER_PerfInsights_Counters.MySQL.Native
https://dev.mysql.com/doc/refman/8.0/en/server-status-variables.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights_Counters.html#USER_PerfInsights_Counters.MySQL.NonNative
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.UsingDashboard.AnalyzeDBLoad.AdditionalMetrics.MySQL.html
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<0.01 INSERT INTO “shtest5" ( k™, "c", "pad" ) VALUES (.} /*,..*/ 5.53 1.00 0.00

CloudWatchZ{#E FE =l gy 8 ¥R

I 5 # CloudWatchit @& Amazon RDS B3I KA IEFR. FHYIEFRAWS /RDS T & 22 (8] = K I 4 18
¥, $EM9R Amazon RDS ( BR% ) k6l ( BMEZHETHREREERNE ) , MARFEENL LN
EEXFImysqldi#iE, Hit , HARSHBRIAEGRBZRENEERENL , BTRERSGERZE,
RBIEFE - CPUUtilization , WriteIOPS , SwapUsage , &8 HfLA, B , B —EHIIFEEXH
EFRER T MariaDB # MySQL :

« BinLogDiskUsage— —# G AE S AMNHMEZTHE,
« DatabaseConnections— SEIEESEHIMZ F im M & IEE
« Replicalag— RiEEIARIEESE G S T IREIEESS Gt E,

5 0E BR 5 PR & M0 Bl CloudWatch

Amazon RDS Mee LB A R K SHBIEESFINERMEE , HED P e LA RS

XLERMEBEAWSEEZG . KURRIIESEEBEEMEERNBERERRS . B2 , TZEE
Performance Insights 0 S EEMEXVIEROIZER. ERBEBARERCIEER , (RU4TFIXL
E#RB ZECloudWatch, IBIE#RHE £ CloudWatchik A& TG R SR KR TheE |, FlanCloudWatch 7 &
B, BEEE  URETHIE , (RUNFERSHEINATRKEZETE | #li Prometheus # Grafana,

HIHERIBIRT 2 B3 X EICloudWatch ( BR T dbLoad 1E¥r ) o NEIEELHIFERM Performance
Insights & 7 E|CloudWatch , fRA] LAE A 1L BEA SR APIR FIEFR , BAK CloudWatchAPIFEFR

K* B CloudWatch, ERIUREEBIL , A UAIZE Lambda R HAEL D hxt E#TRE
EventBridgeTE {8 EMI AT A B 1T—HIIN , BR D HET— K. BULUISEE X M BRS8N f# 5
¥rCloudWatch, Lambda BREMPTEE A 7 tEEETAERA Amazon RDS SEHIFREUX LEE4R |, H X g
FRRFECloudWatch, BXIUEENEZEE , BZREXNEEXENSERIR T HEEERRERS
CloudWatch,

CloudWatch#4E B 3= 5l fY $5 5 20


https://dev.mysql.com/doc/refman/8.0/en/mysqld.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://console.aws.amazon.com/rds/home#performance-insights-v20206:
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Statistics-definitions.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Cloudwatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.API.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/
https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/

AWS HISEMHES EMAT MySQL # Amazon RDS # MariaDB K ¥ #2F1 B4} T 2 AR &

3R
BRIERG G

EAT MySQL #9 Amazon RDS % MariaDB RV EIEESSBITE Linux BERE L1E1T , ZRIERSGE
BIRERSAR : CPU, NE, NEMEME,

MySQL [(none)]> SHOW variables LIKE 'version%';

R ittt R ettt +
| Variable_name | Value |
R ittt R ettt +
| version | 8.0.28 |
| version_comment | Source distribution |
| version_compile_machine | aarch64 |
| version_compile_os | Linux |
| version_compile_zlib | 1.2.11 |
R ittt R ettt +

5 rows in set (0.00 sec)

BRENRERERSHEBEAMEERABE LBRTREFRNAAR, 0, CPU BRREERER
XRAH  RANTCESTHREFERGESHEREMARSERR, MR CPULEMEM (B, MRAEMRE
H) CPU IERBIYNBIEEIHIRENIIR ) |, Ntk RBGEmBIEEFENERENREY , M EsA
BEFH RN EM,

BIREESIZIRIBNBRRAE. 2 RAM PREEBNAERTHINIEN , RESFRNEFEREA
WMEENX®RATF. ATHELLNFESSZ , BIEHAET SSDNVMe HR | IZWAEFESRELE
BMETR, SNFAARSEMBTEFERNNIER |, BN TEXX N KN E N FAANRIT.
MENFIELIEUFFER RAM MIZAFZRE , WHBEERSTEREESFATA , AR gaRIE
ix , BIZO[ERROR] mysqld: Out of memory (Needed xyz bytes).

MySQL Ml MariaDB B#EEERRAERAFERE FRE , ZFREBATEENREENHME LNE
wplmk, R, —#HEAER, EMELR. BEAENNREESHPE X4, Hit , SHMEBNRYE
M BREELTRITRENHETES . I T7TEREESISKEEZT , XAGEERNRERESE /0 FIA
RNUEZRPE. YBBEELIWEIFNRA IOPS IEHENREIN , BHIEEMETESZE
Fm, fln, B|HHHESIENENFRREAIELSEEVAEN /0 BE , RETEQIRIEEFMH
HPRREl, £RFAWAREREE IOPS REl , EARESSBURFTEVNEUNESERLE, KENE
BREXWEZRIENEREXEE , BNHEIR , 0SS error code 28: No space left on
deviceFJRE2 S HEIERET 7 A ML,
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https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html
https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html
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Amazon RDS NZTHIEE=HIMIRMERSGZTRHIESR. Amazon RDS £« B3N —HIRIERSIER
KR #E|CloudWatch, XLEIEFRAIEEAIE Amazon RDS #Z &l & FMCloudWatch{U /AR , & AISAE TR
EIEFRIRBE IR CloudWatch, RHIEHE :

« CPUUtilization— CPU FIAEXNE DL,

« BinLogDiskUsage— —# G AE S AMNHEZHE,

« FreeableMemory— AJAMBENFRRNEE, XK THH{EMemAvailableIFE/proc/

meminfo.
« ReadIOPS— M E{ZIEHE /0 BEN TR,
* WriteThroughput— Kt FEBSHEAMENFEIIFTE,

« NetworkTransmitThroughput— BEETR LWEALENEZRE , cEa TREERENA TS
EFEHH Amazon RDS HE.

BX Amazon RDS X WY FT B 1E¥r1Y 52 S Z{E B CloudWatch , 2 W & # CloudWatchil &i# RDS
HIEPRET S RDS X4,

THEERT AT RAFICIoudWatchI Bi# RDS #2%14 £ ERAVIL S # RDS &R,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html

AWS FB RS EATF MySQL # Amazon RDS # MariaDB ¥ 2 MR TEUR &
ENES
Summary
DE identifier CPU Status Class
database-3 — 50.84% @ Avallable db.még.large
Role Current activity Engine Region & AZ
Instance 1 0.00 sessions MariaDB eu-west-3a

Connectivity & security

CloudWatch (18)
Legend: | database-3
Q

CPU Utilization (Percent)

Monitoring

N 1/
12:30 13:00
Freeable Memory (MB)

6,000
4,000
2,000
o

121 nn

12:30 13:00

Logs & events Configuration

DB Connections (Count)

Maintenance & backups

500
400
200
o —
12 12
12:30 13:00
Write IOPS (Count/Second)
400
300
200
0
11421 11/21
1230 13:00

Tags

[ Add Instance to compare | [ Monitoring ¥

Free Storage Space (MB)

20,000
15,000
10,000
5,000
o
1/ 1/
1230 13:00

Read IOPS (Count/Second)

40

30

20

o

o Ao
/2 1w
12:30 13:00

Last Hour ¥

TERERTERERRLISFRCloudWatchfX &R 4R
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AWS FSEHIES EAT MySQL K Amazon RDS # MariaDB Ry 52 f1 &R T E LUK &

3o
EFoN:3
CloudWatch Dashboards MariaDB-database-3
MariaDB-database-3 v 1h 3h 12h 1d 3d 1w Custom & v |@ Actions ¥ |
Explorer [4 1 i
@ All resources - ReadThroughput C =B i All resources - ReadIOPS f
Bytes/Second Count/Second
14k A
100,000 \
6.0
80,000
60,000 4.0
40,000 [
2.0
20,000
x e —
11-2111:25
11:00 1115 = -0 1145 11:00 1115 11:30 11:45
@ ReadThroughput 2022-11-21 11:25UTC @ ReadlOPS
1. @ ReadThroughput 114,335
All resources - WriteThroughput i All resources - WritelOPS i
Bytes/Second Count/Secomn el
1.000M 100.00
800,000 B0.00
600,000 60.00
400,000 40.00
200,000 20.00
11:00 11:15 11:30 1145 11:00 115 11:30 11:45
B WriteThroughput B writelOPS

SARERGEFHREEREEEATILIDE RDS, T EBIREINRSEFRNBERSER

BER  FEUUERAM T HERT MariaDB B9 Amazon RDS H Amazon RDS for MySQL & &

KEINETRR. SREAEREREENBBEESFALHEEMENNE , ZTERERERSE
HRAREEER , ALV E EE R 9T

XLEERNREFSIL L E RDS #£48 , M TREMR.
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.overview.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.html

AWS FSEHIES EMT MySQL #9 Amazon RDS # MariaDB K9 4 #2 M &4} T 8 SAR &
EINE2
Enhanced monitoring | C | | Manage graphs | | Monitoring v 15 minutes ¥
11/21/2022 11 v |:|25 v
Q 1 ©
Free Memory Active Memory CPU User
3.81 GiB 401.86 MB 20
3.62 GiB 401.37 MB 10
3.43 GiB 400.88 MB 0
3.24 GiB 400.29 MB -10
11/21 11721 11/21 11/21 11421 11/21 11/21 11/21 11721 11721 11721 11721
11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40
Free Memory Active Memory CPU User
CPU Total Used Filesystem Load Avg 1 min
100 4.77 GB 20
50 3.81 GB 10
(1] 2.86 GiB (1]
-50 1.81 GiB -10
11721 11/21 11/21 11721 11/21 11721 11/21 11/21 11721 11721 11721 11721
11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40
CPU Total frdsdbdata —_ Load Avg 1 min

KBRS IRIR LM — B X RISHRE

- cpuUtilization.total— I[EEEMAE CPU WE B LE,

« cpuUtilization.user— AFEFEMAN CPU B2 L.

« memory.active— ZEHNAFE , U FTFTNEAL

« memory.cached— ATEFETXHREN /10 WHFE,

« loadAverageMinute.one— &/ — 2185k CPU K RIM#HEE,

BREVNTEIIR  FERERKETFNERERSERETL D RDS XHH,

¥ Amazon RDS |8 £ , BERGHBEIIRER THEFXIPEESTHNEMIEENEAES.
ZHIRDA=ZANED
- BERGHE-ATDLETAAENKMRSEHE. XLETREEX HIEEMEN BT HB.

« RDS #fE— AT HAR TAWSX$# Amazon RDS ¥IEESLFIFFEN#E. Hlin , ©8%E Amazon
RDS EENRE, %EMZHREBUNRELURTE,

25


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring-Available-OS-Metrics.html

AWS HSEMIES ERTF MySQL # Amazon RDS #1 MariaDB fY 2 MEHRTEL gi
E32

- RDS ?iﬁﬁ— AFER T X EHIEESSHIM Amazon RDS 2 , A Amysqld# 2k HL%
o XMmysqldiFEHREERXR T Fmysqlditiz,

—\

UTREHEERT Amazon RDS 2§ & PFHIRIERSEHETI XK.

Connectivity & security Monitering Logs & events Configuration Maintenance & backups Tags
Operating system process list _. c | Monitoring ¥
Process List
Q 1 2 3 4 > ®
NAME v VIRT 7 RES v CPU% MEM®%: 7 VMLIMIT
0S5 processes 1.41 GIB 106.72 MB 01 1.36
RDS processes 6.18 GIB 458.25 MB 7.6 5.84
mysqld [723] 7.59 GIB 1.8 GIB V] 23.51 unlimited
mysqld [733] [+]
mysqld [734] 1]
mysqld [735] 1]
mysqld [736] 1]
mysqld [737] 1]
mysqld [738] 1]
mysqld [739] 0

Amazon RDS 38758 W5 12 F AV PR 1E X I B A CloudWatch HEM F . £ Amazon RDS #2#|& £
ERHEEBERMNPRZENCloudWatch A&, R AT B ERF R ZBIEE S AR IETRM
CIoudWatch BE, XEiEHR JSON R 1FME. B LERARBNEREEEE JSON i i CloudWatch
FIEEFRNBEERE,

R T ELEEERBRCloudWatchiZ#IE Mk H AIEZZR |, FigtrBET ESLE’JI‘ﬂENFﬁJE"éYﬁ BAIRTE
F Bl 2 5 FRTF % 25 CloudWatch M CloudWatch B &, BXiFMiAEA , i5SWAWS re: Post XEXF
1n] 5 1% 18 58 WS 22 CloudWatch i F 3 Amazon RDS £ B3 QEX?EME’J A&

AR RGBT BEXIEFRCPU. User E EHCustom/RDST B ZEH, It B E IEFR 2B ik 62
Mcpultilization.user #5812 EH55 B CloudWatch B &,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://repost.aws/knowledge-center/custom-cloudwatch-metrics-rds
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CloudWatch X
Favorites and recents [

Dashboards
¥ Alarms Ao @z

In alarm

All alarms

¥ Logs
Log groups

Logs Insights

¥ Metrics
All metrics
Explorer
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¥ X-Ray traces
Service map

Traces

¥ Events

Rules

Event Buses

CloudwWatch Metrics

Untitled graph &
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1h

3h 1zh
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Custom Line v

Actions ¥ |‘C|v|
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14:30 14:35

@ cPu.User

Browse Query

Metrics (3) info

CPU.User [4

engine 3/3

14:40

Graphed metrics (1)

Custom/RDS

14:45 14:50

Options

engine, instancelD

14:55

Source

Q

instancelD
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15:05
2022-11-21 15:10 UTC
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[= 17} 15:15 15:20

1. @ CPU.User 9.16866666667

S
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| Add math v H Add query ¥ ‘

| Graph with SQL

|| Graph search |

A Metric name

1

-]
|

database-1

CPU.User

=
=2
w
pel
=l

SHigPr Al A BfCloudWatchf7f# B |, RATLAEEEE R M5 #r € CloudWatchfU k4R , A% -SRI HF

MEWRE

REERAGRZSERER , AEUNESE XN ERZFT —AFERER.
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S, BENTFITER

BERBIEESOERNRERSER , 2MESHREREEEERTLER , UREEEIE LN HRE
RERER  XERRLENREREK , JHBEXI ML Amazon RDS BIFEFELFIR AT FEME, AT

R, MeEMEZ2Mt, BR  TENBRSRELHEE MySQL M MariaDB #iEER BITEESH.
BEXAMEITIE R,

B

« I 5i# RDS &)
- BEERE

- HItLR

W 55 RDS 7&3)

— MG RDS 5EZI KRR Amazon RDS PFMEA & T3 b, #li | HEEESFPRASMNEEZ S E T
A, T3 RDS &4 KEHRDS-EVENT-0088 The DB instance has been started. I Gj#h
RDS [0 & iR 7E B EventBridgelf 358t , BAILAES Amazon RDS ##|& 15 RZE4 , AWS CLI

WHHEAEY , HELS7F RDS API ##4EDescribeEvents, LA T REFHEE R T Amazon RDS 24
BLERNEHMBE,

T RDS 5&3h
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/rds/describe-events.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeEvents.html

AWS FB RS EATF MySQL # Amazon RDS # MariaDB ¥ 2 MR TEUR &
EXER
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
CloudWatch alarms (3) Create alarm

Q 1 &
Name A State v More options
Applicationinsights/RDS-DBS/AWS/RDS/CPUUtIlization/database-1/ 0K view
Applicationinsights/RD5-DBS/AWS/RDS/ReadLatency/database-1/ 0K view
Applicationinsights/RDS-DBS/AWS/RDS/WriteLatency/database-1/ 0K view

Recent events (9)

Q 1 2 > @

Time A System notes v
November 28, 2022, 14:31 (UTC+01:00) Backing up DB instance

November 28, 2022, 14:32 (UTC+01:00) Finished DB Instance backup

November 28, 2022, 16:30 (UTC+01:00) Applying modification to database instance class

November 28, 2022, 16:32 (UTC+01:00) D8 Instance shutdown

Movember 28, 2022, 16:35 (UTC+01:00) DB instance restarted

Logs (14)

Q < 2 3 &
Name Last written v Logs ¥
error/mysgl-error-running.log Movember 28, 2022, 17:00 (UTC+01:00) 0 bytes
error/mysqgl-error-running.log.2022-11-28.16 November 28, 2022, 16:40 (UTC+01:00) I3kB
error/mysgl-error.log November 29, 2022, 11:20 (UTC+01:00) 0 bytes
mysqglUpgrade October 10, 2022, 17:05 (UTC+02:00) 1kB

T RDS 5&3h
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Amazon RDS 2R H T ERENEH , SEHEEXLEMH. BEFESHASH. BEEREESE
. BIEERRBEH, RDS REEHNE/ZHBESH. XEEFLSHE

o BRBMARER ; W0 : "Sourceldentifier": "database-1", "SourceType": "db-
instance"

o EHHBEHEAMETE ; Fl0 : "Date": "2022-12-01T09:20:28.595000+00:00"
- SEHMEXMHEE ; HIW0 : "Message": "Finished updating DB parameter group"

- EH3RF ; I : "EventCategories": ["configuration change"]

MEZENSERR , BS AL 5% RDS S4EFMSEHESET D RDS XHH,

BINEWEKEE Amazon RDS 4, AN XEEARTBEELGITAENRSENL, BEER.
REBEARRSER. RONREEH, HESH, NRLEANBUURTSHMBL, Hl, WRE
RE T RIERIAEEE LA LUE R BUIR R A At |, BATEIIE L E Amazon RDS B4 R ik
BIASHIBEESEHIRBEANEMHLT, XERNENEHNEHRDS-EVENT-0057 Replication on
the read replica was terminated®RREMRARBERTEBSEHEEXFIEL . mAREB
BAMEEHCLETREEDTRNEHEZ, TI#HEventBridge A R EH M AWS RS , HIIAWS
Lambda, I 55#h e % BA %I ARSS (Amazon SQS) FIL 5 #h 8] 838 &1 PR S5 (Amazon SNS) AJ LAHS B8 B
e N RSB, Bl anEE = wT A e B R R R E W

£ Amazon RDS #£#l& Lt , B#a BT £ 24 Mt EH, WRREHAAWS CLITEFEH Amazon
RDS API &EFE# , BUUSEAUTHEERRET X 14 RWEHEHRSHGSUT,

$ aws rds describe-events --source-identifier database-1 --source-type db-instance
{
"Events": [
{

"Sourceldentifier": "database-1",

"SourceType": "db-instance",

"Message'": "CloudWatch Logs Export enabled for logs [audit, error, general,
slowquery]",

"EventCategories": [],

"Date": "2022-12-01T09:20:28.595000+00:00",

"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

1,
{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "Finished updating DB parameter group",

T 55k RDS 5E3) 30


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
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"EventCategories": [
"configuration change"

1,
"Date": "2022-12-01T09:22:40.413000+00:00",

"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

MBEEKPEHESHE  TERERENIHB R R KAEFME , B LAFE A CloudWatch H & 12
KB X Amazon RDS £ EHNEE ., EXHMMBRAR , B LERA Amazon SNS U
Amazon RDS E4&H , A/F A Lambda Bk iEFiZEHCloudWatch B &,

1. SIENEEHLEEAMN Lambda %, HEEHFHERICFKEICIoudWatchH &, CloudWatch B
EH5 Lambda £ , #HT —MIEXREHEENEEIR , FERTHEREET Nstdout,

2. BT Lambda BIE B2 SNS £ (REWMNE Lambda ) , AR RERSFEE L —S a2
M) Lambda BSEHI L S #h IR E F5 (ARN),

3. BLE A SNS B AW Amazon RDS EHEH, BxifFMiieA , S MAWSEE | X XEN
BIA L BRI D% SNS EB$EU Amazon RDS E 41,

4. £ Amazon RDS #2414 b | SIS ST, RE BRI ARN , RELEEZ A0 SNS
B, RERFARNTSENSALIRRINER, BXELEL  #SNITHIDH RDS $4
EAET D RDS RS,

BHEE S

MySQL 1 MariaDB BiiEEL R A& , BAI LA EIX L A & Tt MBS EDR, XERER :
« Hif— HFUHELRR—HIEERRFHIEINIER. W TFBINEFIRLE , ERIEREEETIRSH
(AFPBMEN )., ST THEER, HETHERIRERT BLERZSHEE,

- BiR— lkAFXBERSEN (mysqld) B FRARE , ARIZHEE | HlniRSS 253 30 M >< b &
BUAR RS EETHIE EMPE IR, EEFAERE,

- BEN— AFIERTUATEZMysqld , SEBATFINEENNTERES , URNEFiG
WEIR SQL i), HIRMEEHRHEBYMNERZFIRAIETHALN , EAEBNRETEIFEES
Amysqld,

- EWEEES— AZRERTRTRREBEFHITH SQL Eif,

BEEES 5


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://repost.aws/knowledge-center/sns-topics-rds-notifications
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Subscribing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Subscribing.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://dev.mysql.com/doc/refman/8.0/en/error-log.html
https://dev.mysql.com/doc/refman/8.0/en/query-log.html
https://dev.mysql.com/doc/refman/8.0/en/slow-query-log.html

AWS HISEMHES EAT MySQL 8 Amazon RDS # MariaDB Ryl fMER T EL R §

&
EFN

ERBRIERE |, SRNIZEFHIEE B EMNT D RDS & 4 2 & ¥ CloudWatch H &, F1CloudWatch

BE , BB AEBIEBHTEN 24 , FHRREEHESEMANEMST  HEAAEEEHE
CloudWatch H &R, RIS E SIS HIEE BEXRBLS# RDS ##&. REEATSER
CloudWatchLogs Insights A1 X B X # R 72 #T & H B SZ##ECloudWatch B & LXT?M’J'J 588 T X
ITAENESR , ZEARET LD RCONNECTEHEIMEREF , EETHEUARNBNEFE (IP i
) EE. FRAENERUTEOTAR

=

20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,0,CONNECT,,,@,SOCKET
20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,@,DISCONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,0,CONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,@,DISCONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin,localhost,823,0,CONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin, localhost,823,0,DISCONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,CONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,DISCONNECT,,,@,SOCKET

Log Insights Z 7R flE Rrdsadmin WA T it E B EIBIEE Llocalhostf 5 28—k |, it 22
X, MTREMR, XEERKXA |, ZEFREB KNS Amazon RDS #712 , {’J'IJ!IEI”*}"“%,JLZFE

BEERE 32


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.UploadtoCloudWatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.Watching.html
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CloudWatch Logs Insights

Logs Insights sm 3m 1h  3h  12h  Custom
Select log groups, and then run a guery or choose a
sample query.

v
Jaws/frds/instance/database-1/audit X
1 fields @timestamp, @message
2 | filter @message like /(71){CONMECT)/
3 | parse @message ',*,%,' as @instance,@user
4 | parse @message /(7<@ip>\d{1,3}\.\d{1,3}\.\d{1,3.Nd{1,3})/
5 | stats count() AS counter by @user, @ip
5 | sort by @user desc, @counter desc _
T | limit 5@
P
[ un ey e | [rimony |
Queries are allowed to run for up to 15 minutes.
Logs Visualization | Export results v | | Add to dashboard &
showing 1 of 22 records matched @ Hide histagram
22 records (2.3 kB) scanned in 3.25 @ 6 records/fs (746.057 B/s)
2
1
0
03:15 03:30 03:45 04 PM
# Buser &ip counter
v 1 rdsadmin 22
Field Value
@ip

Euser rdsadmin
counter 22

ASEHEELELBETENEEHR , S5 MySQL M MariaDB & ESSHIME XAV REN B
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1114 (HYQ00): The table zip_codes is full, ZAAEEELIFIXLELE LT BB IRNE
#, YRATLLEIE B E X CloudWatch i f i 1%£ 855K B Amazon RDS HEMERE AX Amazon RDS
FEEABENEzxERE , LERESEAETNRERR , A HIERMEBTHANERER. Fl20, H

A A4 B BIEPRIFILER /aws/rds/instance/database-1/erroriX R MER A EHBREE
3 , LLAWERROR, REWIERREREERRORMIBIMERIL, WiRFFRNBERBFHERBEIIC
3XERROR , E&FE/MNIE “ERROR” B E $1¢E’Jl‘|'§‘éli“*ﬂl] 1, RIEBTIEESE , BULUEEEHR , XA
7€ MySQL = MariaDB #&ix H & #4821 48 % i 8 A48

ETHAEXBEY RS EERERHEMNEIRBENEZE ECloudWatch{X R AR H 5
CloudWatchLogs Insights , i§Z [ 18%& X E | Z I 5 # CloudWatch# #2I 53 RDS FiL Z3# Aurora
MySQL #{¢5&

B R IR ER

TITRE (XFITAR ) BHELZSMBEXIRNEIRFICREN AWS KFFHEH, ©8FE Amazon
RDS HWE# , XEEHNEMENBEESNEN TN FREPEIERE. £EHATF MySQL =
MariaDB F 5% RDS & , SFEAEITICERHI N :

o BEBEEXGEITAR

« Kbyl 5% RDS APl i FHAWS CloudTrail

¥F Amazon RDS ¥iEERH| , it BB E 2FE -

« AUTEBUSRARZEH :
« NWEHHREHRENITHERK
- EHEERE, RIFTHHRITHRE , AXRBEERNBNIRE
- ARKRNAMBE
- AEEIRAUNBFE
o RMRRERA ; Flgn | RB1EEA 5 SAFA R A TR R ER

HREEFUTLRHUBEEATARERD  #EFIER T BIEFETWHBHE ? XRTLAMRRE
B ? BERFNBELEEKE ? BRAFREERA T MR RRR ?

MySQL #1 MariaDB &£ MariaDB it 4 XM 7 HIEELFI T it RERTIEE, AAICERBIEER
o, FlINAFEZBEEMENBEEZTHNER. BJEEETIIECXEEEAEREXHS, EEHEFIT
B, BERESHIAAEHES MARIADB_AUDIT _PLUGIN &I BE N ETEH, BXESZER
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CountOccurrencesExample.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
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Z M MariaDB & it #fif+ < # MySQL#EI 5% RDS X#H, & AEPIEKUEGEHRERR
Trt. BAEUTUERIBEXRFZASKANEZFME S MariaDB fRS5 25 30,

XANAWS Cloud 3 fRIZ2 & 1T12 RAWSTK F IR AWS CloudTrailfR%5. CloudTrailf$il 5 # RDS

W AP AR EH. FIELS# RDS BIEBLKIER TR, CloudTrailigftAF, AR HMA

T:T: Amazon RDS FHITHEREMNIEKAWSES . SHITFEE... PXEWITHAWSEEZFIE , AWS
, URAWSEHTF A T ESH API,

]

EHABYFIHZESR  BUEEESHAWS CloudTrailfE B#IEEF it BEF Amazon RDS E4#41453%
HATIRER, a0 , B EEIBZIMN R R Amazon RDS BIEFES=FINEBIEESE ( 0 , database-1)
BN, FNEFSRREERT TR, EXTHLUREHRMR K%,

BERRAES  BRITUATIR

1. S R EEBIEES A LA Amazon RDS Effdatabase-1HAEZXIFREFES
#configuration change#BHEEEFinished updating DB parameter group.

$ aws rds describe-events --source-identifier database-1 --source-type db-instance

{
"Events": [
{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "Finished updating DB parameter group",
"EventCategories": [
"configuration change"
1,
"Date": "2022-12-01T09:22:40.413000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

}
2. BEMBEFXGEEEAB N BIEFESHA

$ aws rds describe-db-instances --db-instance-identifier database-1 --query
'DBInstances[*].[DBInstanceldentifier, Engine, DBParameterGroups]'
[

[
"database-1",

ayt]| 35


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.MySQL.Options.AuditPlugin.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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"mariadb",
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"DBParameterGroupName": "mariadbl@-6-test",
"ParameterApplyStatus": "pending-reboot"

3. FEAAWS CLIE#E F CloudTralEHEBEMN Xigdatabase-12ELER 1 R AIMAY Amazon RDS

EHTENREBRRNIEY , EWEEventName=ModifyDBParameterGroup,

$ aws cloudtrail --region eu-west-3 lookup-events --lookup-attributes

AttributeKey=EventName, AttributeValue=ModifyDBParameterGroup --start-time

"2022-12-01, 09:00 AM" --end-time "2022-12-01, 09:30 AM"

"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Rolel",
"accountId": "111122223333",

"userName": "Userl"
}
}
.
"eventTime": "2022-12-01T09:18:197",
"eventSource": "rds.amazonaws.com",
"eventName": "ModifyDBParameterGroup",
"awsRegion": "eu-west-3",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"parameters": [
{
"isModifiable": false,
"applyMethod": "pending-reboot",

ayt]|
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-cli.html
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"parameterName": "innodb_log_buffer_size",
"parameterValue": "8388612"

},
{
"isModifiable": false,
"applyMethod": "pending-reboot",
"parameterName": "innodb_write_io_threads",
"parameterValue": "8"
}
1,
"dBParameterGroupName": "mariadbl@-6-test"
.
"responseElements": {
"dBParameterGroupName": "mariadbl@-6-test"
},

"requestID": "fdf19353-de72-4d3d-bf29-751f375b6378",
"eventID": "@bba7484-0e46-4e71-93a8-bd01ca8386fe",
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

XANCloudTrailE# &R BAUserlm ARRoleIMAWSIKF 111122223333 € T HIEES
‘Amariadbl0-6-test , EBHWHBIEELHIFEMAdatabase-11£2022-12-01 at ©09:18:19 h, &
HTHANSHHNERENUTE

* innodb_log_buffer_size = 8388612

 innodb_write_io_threads = 8

S, CloudTrailf CloudWatch B & h &E

FBABEATARIEE 90 RANBRENLEEHHTHESREHT £ECloudTrailiE k&, E
EKREHHFNAEMBERIEE | B UEHAAWS CloudTraili#le FIAWS CloudTrailLake , &R LAE
EHBEFHEPRESUHERERE LS, I, ZRFXZFEZREN SQL Bl , SHEENRBREERMA
RENUEMEL  ZERREVETERA. EAESNNEHNEEHTE,

EUSBEENTEITIER, REBRATERXERERDIRKIERN , BFER B CloudTraillFERFIZR A
i#%ZICloudWatch B &, fEIRERICRTZM N CloudWatch B & , o] LAUE X I8 FrIFIE 88 R 1T(E B & B4 LA

#HACloudTrailFCloudWatch B & ZhAE 37


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
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CEARIE, EERE , HFERIEAIEIRIEIESS. A, FRALLBIZECloudWatchiB IR s EMNHE
M EERERNER. Hln , B LIEER A TEN LK EBANNER , UEMITATAREGE LB,
&1 0] BURF CloudWatch Bt & B 3 TR VE LA R B 3R o

#HACloudTrailFCloudWatch B & ZhAE 38



AWS HISEMHES EAT MySQL 8 Amazon RDS # MariaDB E’Jﬁ’ﬁ?ﬂ%?ﬁliggi
ES

R

R IT ERZEAN T RSHLZEME, TR, HENTEMER , BEREKEENEFEREKREZ— ©
MNSBAFEHAEH T ARFERFENZT SR, Pl EERBEARREHRE.

SERARERMEBHE (ITIL) , H3l2 IT RFSERE (ITSM) Rk, RAFBRRENEENEHEENS
HrEERESENER.

SHERERERTEARER , FITHRHFNRL. SRREFIHEBHNEHAKRMBIILTE
(XN TFABHRITHIE ). IT EREBHITRREZNEASHNRETHRNETENE —Ef L. B
B AFEERREHAERPIMMNXECEEER , IT FRA AT SAH AR E O LAY 8] H FRAKBE 2 Sk
= R,

FENRETE  AWSRHYTEENERAEMEALZERETERNBEAN , UREHEZNHRE., £
FCloudWatch=( 5 = 5 B RS K IREER , I RIEFR A B FHI SRR

EREENENRELSN. WMELHNER , BIIERK, 2K, THENAEK, <ANBEFEED
RALEE IT HXSHMNEH,

=r]

 CloudWatch Z3R

« EventBridge#l NI

- BERE. BRNEZEAER

CloudWatch 23R

L1217 Amazon RDS ##EERflrt , BFBZRIETERENER, SHANBRERAERER. N T
MySQL # MariaDB ##EfF , XBESRRRLEFEESLIIER , BRIERGER , 24, BENFITE
ERo BATEWIRAE M CloudWatch B 4R 15 #8451 BY B[R] ER U W 28 B M E#R o

AT RGIEEE T a8 B IS M BEHR A EHRCPUUtilizationEBIFTE Amazon RDS #iE ESS IR 15
¥R (CPURAEXFEDH ), BLUEBIREENE 5 28T G HAEMBIEESS LA CPU FA
LT 80% Bt
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_generate_alarms.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_proactive.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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Cloudwatch > Alarms > Create alarm

Step - & g
S ] Specify metric and conditions
conditions
Step 2 Metric l Edit
Graph
Sren This alarm will trigger when the Blue line goes above the red line for 1 datapoints within 5 minutes
5
Percent Namespace
10,47 AWS/RDS
Tt

Metric name

CPUUtIlization
10.11
\ Statistic
Q, Average 4
9.75
12:00 13:00

Period
14:00

@ crutilization 5 minutes v

Conditions

Threshold type

o Static Anomaly detection
Use a value a5 a threshodd Use a band as a threshold

Whenever CPUURIlization Is.

© Greater Greater/Equal Lower/Equal Lower

> threshold old <t hold

than...

‘30 ’.‘

XEWREERHEA TALARMUG A G ABIEELE 5 PHRERKNEAREHIS CPU MAR (B
80% ) o BEMRMAEOKHACPUNFARER B REENEAINREE0% UL , RAEBRXEEREN
To THERHATXMEE,
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After 3 periods
overthreshold, an
actionis invoked A

3 L Onlyone pericd
over threshold, no
actionisinvoked

| T\ / )%

s T hre shold
—j gl
z

Units
(¥ 4]

Time Periods

CloudWatchB iR A ME S8R,

o —MERERE — B2 iCloudWatchig#r , HF B AT U IERMITHRERER, BHRERITURIE
Amazon SNS JHE , RIEK , XLLH B A LATE SN E B A ARSE M XY T 45 7E B B AV S5 R E R ER — T
RS TR

s —NERERETANRIER , ZREXN THSMNERORDH 5 AALARMRIEH ZH N AP B &4
I ERS. SEEREEATROTSLEERNKE, fl0, BUEE—INESER , HFa82
MERER , XEBREEIMTXREMRE. YESERTINAEENERERBEFEN , &
BERNAIZERALARM

CloudWatch® 1R R 8EM & CloudWatchiE#r. MR ERFEH IR, BRERNHNEN BECQIEER , MA4M
BlZCloudWatch3k B HEMIER. RAUMEIIX —K , WEHEMMRRERGEENESH,. BEMNTFIT

BRIy , BEEATIRIREE D ESHOEER. R, BEHNERERERAHER , B4 E
8 2 $5 ¥R 5% 1% 85 CloudWatch M CloudWatch B &,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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EventBridge # N

T
e

I 5#h RDS 5&Ez) B ELAEI S #hEventBridge , ¥RAILAfE A EventBridge I3t iX e - i s Bi o Hl
m , YRA LBl EventBridge AL NIMFE — MNMEEMN BB ESFIE LR B S FB A ZBURE , WA
BB R

Amazon X Amazon EventBridge Rules
EventBridge
Rules
¥ Developer resources
A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with

Learn the rule. A rule can be associated with one or more targets.

Sandbox

Quick starts Select event bus
¥ Buses

Event bus

Event buses Select or enter event bus name

Rules default v

Global endpoints

Archives

Replays Rules (2/17)

c | create rute |

¥ Pipes

Pipes @ Q, rds X | 2matches | Anystatus ¥ 1 . 2 &
¥ Integration Name A Status v Type v Description

Partner event sources

API destinations rds-shutdown-database-3 & Enabled Standard

rds-startup-database-3 Enabled Standard

¥ Schema registry P ©

BMMNThe DB instance has been stoppedZE#EH Amazon RDS ZE4 IDRDS-
EVENT-0087 , FrEAfRi&EBEvent PatterniZ#NIMEMER :

{
"source": ["aws.rds"],
"detail-type": ["RDS DB Instance Event"],
"detail": {
"SourceArn": ["arn:aws:rds:eu-west-3:111122223333:db:database-3"],
"EventID": ["RDS-EVENT-0087"]
}
}

LA SR IEESLfldatabase-3RF , EBEFRRDS-EVENT-0087%5 4., 1+ ABHREventBridge
RNEH  SHBHREFRFERHR , R EF. BAITELLIEETE Amazon RDS 3E45I3< i
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
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REXENRE, BUUNEHREENTZSAEN BN , @35 SNS T8, T o#EELRASIRS
(Amazon SQS) BAF|FIAWS Lambdad % , AWS Systems ManagerB31{t, , AWS Batchff% , I &
# API Gateway , B4 E BRI ITX] , —TThBEAWS Systems Manager , 2B FZHi A,
flan | EATLABIE— SNS £ |, ZFBFAIXBH L FHRH4R SMS , HiFi% SNS TBEEENH
¥REventBridgeM M|, #NR Amazon RDS #iEERfldatabase-32FLL , WE# RDS K T 1%
ERDS-EVENT-0087%I|EventBridge , 7EABE##ME|, EventBridge AT A B #5 , B SNS £
T, SNS XFBHEBE RN KEBFHH (WMTEMTR ) FMEE.

11:54 Y

{:3 AWS Notification Message - |

Message @ <
NOTICE

RDS-Events-1= DB instance

AWS Notification Message b)) stopped for db-instance
B mariadb-3
« RDS-Events-1 <no-reply@sns.amazonaws.com>
To: « 0 or RDS-Events-1>
{"version":"0""id":"65f0bafe-3
", : mopeyn e g n "o H "o aec_CCSB_
{"version":"0","id":"65f0bafe-3aec-cc58-da98-710e2b35e0a0","detail-type":"RDS DB Instance da98-710e2b35e0a0" "detail-
Event","source":"aws.rds","account":" M"time":"2022-12-03T00:45:112", "region":"eu- type":"RDS DB Instance
west-3","resources":["arn:aws:rds:eu-west-3: :db:database-3"],"detail"™: Event""source":"aws.rds","acc
{"EventCategories":["notification"],"SourceType":"DB_INSTANCE","SourceArn":"arn:aws:rds:eu-west- ount":"012345678912 ", time":
3: :db:database-3" "Date":"2022-12-03700:45:11.3832","Message":"DB instance 2022-12-03T00:45:112" "regi

on":"eu-west-3""resources":

stopped"J"SourceIdent'iﬁer":" database-3","EventID":"RDS-EVENT-0087"}} ] ["arn:aws:rds:eu-

west-3:012345678912 :db:dat
- abase-3"],"detail":
If you wish to stop receiving notifications from this topic, please click or visit the link below to {"EventCategories":

unsubscribe: ["notification"],"SourceType":"
'>https://sns.eu-west-3.amazonaws.com/unsubscribe.html? DB_INSTANCE" "SourceArn":"

SubscriptionArn=arn:aws:sns:eu-west-3: :RDS-Events-1:d911c18e-f196-44c7-af16- arn:awsirds:eu-

n west-3:012345678912 :db:dat
8f14a68a86418&Endpoint= abase-3""Date":"2022-12-03
T00:45:11.3832" "Message":"
Please do not reply directly to this email. If you have any questions or comments regarding this email, DB instance
please contact us at https://aws.amazon.com/support stopped","Sourceldentifier":"d

atabase-3""EventlD":"RDS-
EVENT-0087"}}

(o N 4 )

EERE. BRAMERER

YRATLAE A CloudWatch®1R , A TIEEBREE R 2 AR EZT/LAT N REAYIRIEOK , ALARM ,
AR INSUFFICIENT_DATA® M, CloudWatchNiE T & SNS TBHERUKRHEMINMNTERT
Amazon RDS 1EFRHIRIESRS , Hlal S#hsE % it E = (Amazon EC2) 4= Amazon EC2 Auto
Scaling £ 1#1F. EventBridgel®%E A THEHNME L ALK Amazon RDS 1SR B R BT REURE
B ¥R, CloudWatchi5E 4 &% E|EventBridge® X CloudWatchB R B i HIRAS, B AFEAIX L
BIRRSERE MR AL EHBIREventBridge. BXREZELR , BEAMEBEREHHEventBridgetE
CloudWatch3X #4,

B FEEEEER ; AW, EUHNNEEERINHABRE EHERER , RAREITIRELS R
EMEAER. Hla, MREFITIN, B NBEERHEARFTESN , F EENERFERE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
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FEART ARHBUE , NaT AR API R/EZ BB A& DisableAlarmActionsFlEnableAlarmActions
g; & disable-alarm-actionsflenable-alarm-actions F IG5 5AWS CLl, AR AE EEFERWFA RIS
FCloudWatchi2 #l & 5 #& {# B DescribeAlarmHistoryAPI ##E 8 describe-alarm-history HEY 3 5 AWS

CLl, CloudWatchi &R £ i2FRFMAE. FECloudWatchiZ#l& , fRAILUE R WRR N FIL SN E
BHHNEE | ATRENGRERKERNFHIE RN ER.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/disable-alarm-actions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/enable-alarm-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarmHistory.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarm-history.html
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RS TRM AT IR
BRFARBEBETBIAWS Cloud , HHHLL T EBAWSHIE 15 S Mk :
- AR R

{RA]LURBREIEFE T BE NN T step-by-step B R EFETHREXRBIBEBERBLBHAWS Cloud , B
B, IRNBEEERXNES.

FAZAELNTEEEIUTHARERERXAWSES ( F40 , T8 2 Amazon RDS & Amazon
Aurora ) , BRI{ERE (flwn , FE , 2% MySQL 1 MariaDB 3 #EE ) SR AR ( £7-Rid
R) X5

BXREMTR , FSHANUTAE !

- UEBXREEERSAFER

« W 5#CloudWatchFl F 1§

o 5% RDS &N (A&

- MHERRENREBE

« £ Amazon M= NAREF e EIERFSIREEIEMS Amazon RDS MEERAE T HEFIENR
CloudWatch#Efr E#% ( AWSEEXE )

« B2 3#CloudWatch i T ¥4 #21 5# RDS M I 5% Aurora MySQL ( AWSTEZE X E )

- FIAMEEERAEERT MySQL M S# RD (AWSEEXE )
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-migration/welcome.html
https://aws.amazon.com/prescriptive-guidance/?awsf.apg-category-filter=categories%23databases&apg-all-cards.sort-by=item.additionalFields.updateDate&apg-all-cards.sort-order=desc&awsf.apg-content-type-filter=contentsubtype%23pattern&awsf.apg-product-filter=*all&awsf.apg-isv-filter=*all&wsf.apg-env-filter=*all&awsf.apg-rtype-filter=*all
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://aws.amazon.com/rds/faqs/#Enhanced_Monitoring
https://aws.amazon.com/rds/performance-insights/faqs/
https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/
https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/tuning-amazon-rds-for-mysql-with-performance-insights/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/amazon-rds-monitoring-alerting.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/third-party-monitoring-tools.html#prometheus-grafana
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