adws

= AWS Well-Architected Framework 8 A FIEE#El AD B E{ESEEE AWS

AWS FUe*E %

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS #SEHES F AWS Well-Architected Framework B FHEE R AD HISR{ESLE
AWS

AWS TS JF AWS Well-Architected Framework B A T 3£ &k Ek
AD HYE{ESEE AWS

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon B EFRFE L AN FEH TEMIE Amazon WERBRS , LR BUEMTEESIREFE
&, RERIKH Amazon WA REH. FIEIE Amazon HENHMEREI N BAIEENMFE | X
BB AIREME T Amazon. 5 Amazon BXEXEiH Amazon #B8) , th ATgER 2 Mt




AWS #SEHES F AWS Well-Architected Framework B FHEE R AD HISR{ESLE

AWS

Table of Contents
BT oot e e e et et 1
BT et e e et 1
B ARAE S BB oot e et e e 1
T B S AE oo et e ettt e e 2
R B T B TT RAE oottt 2
BEATIMEEM . BN, TEEBITETR oo 2
BB T R TR I oot e et 2
FTUILZRIBL oot e e e e e 2
B B S oo e e e e e 4
R T R I B B 0 B B oottt ettt ettt ettt 4
B D A B B oottt 4
R A M R T B oo e 4
BT R RIESERE | R R IR oo 5
R A B T B BB IR A I oo e 5
AT TR E SR oo e ettt e e 6
BT B AT IR oo e et 6
TR T BRI oo e e e e et 6
BET BUESRATEAROTAMY , FEBIBEE oo, 6
I BT T BT oot et e oo 6
BEERERETUNIBR ] ..o oo e e oo e e e e e ettt 7
IR AL oo et 8
EEBERANAL | LB EAFERIAMSTREIKEERETR .o 8
AR R B IE R IRIE B PIH R oot et e e e oo 8
BERITEBBETZRERM .ottt e 8
BB AT I FIIEIE oot e oot 8
BUATUABEE J9B oo e ettt 9
MR 0 oo e et e e 9
R 3 RE oo e e e e 10
S T I G5 B B oot e e e e e e 10
R B B BN AR L oo 10
B B I R A BT 2 oo 10
BT 33552 = 2 eSS s OO 11
TIRARBIEIM oo oo e e e e et e et e et 11
B AR B R R IER oot 11




AWS #SEHES F AWS Well-Architected Framework B FHEE R AD HISR{ESLE

AWS
20 - SRS 12
B = T - SRS 13
TR R ettt E bbbt bbbttt 14
PO PO TP PR OPPRPTPPRRRPPPIN 14
PP PP PPPPRRT 14
TSP PRPP 17
OO PO PP PP PPPRPPP 18

D PSP PP 21
PSP P PP OPPPRPRPP 24

B e e e e e e e e e e e e e e e e s e n e e e e e s e e e e e e e naeas 26
GO P PP U PR PPRPPPPPPN 27

o PSP PP 28
2SS 29
PO PSP PTT PR PPTTPRIN 31
PO PP P PR PPN 32

O TP TP PP U PP PPRPPPPRP 36

P e e r e e e e e e e e e e e e e e aeas 38
PO TP PP PP PPRPPPPPPN 40

R e e oo e oo r e e e e e e e e e e e e e e e e e e e e e s e e e e e e e e 41

S PSP P PSP PPRPTN 43
PO PP OPPPUPRRPT 46

U e e e e e e e e e e e e e e e e e e e e e e e e e e e e e r e e e e e 47

Y PO PP PSPPI 48

L PP PSPPI 48
AP PP ROPPPUPRRPT 49
............................................................................................................................................................... I




AWS #SEHES F AWS Well-Architected Framework B FHEE R AD HISR{ESLE
AWS

¥ AWS Well-Architected Framework B F AWS 3£ & ik
AD WV ER{ESREE

Mohamed Wali , T D% Web Services (AWS)

2023 1 A (XEFLIER )

s
18

AIEERE T EFERERTHEES B (AWS EEM Microsoft AD ) B AWS B FRSFE B A AWS
Well-Ar chitected Fram ework By S {ESEER.

ZERTEHZEZAMAEHNABRFNTFEARNELZS, SR, BENSROEMEL, BER
FFM AWS SERFRES T ITERERMSSR AT BIRITH -5 %,

AWS Well-Architected Framework Bl£E 5N :

- Rz
- R2MH
- HHEMH
- MEREME
« AL
- AEFEH

o

B Rl 55 R
A ISR AR BT L TR

- WERE, Sk, BMESRHNEMRE , ATHE AWS oHIZ{T B RRBME THER.
« T4 AWS £E Microsoft AD ZR¥FKE A RIRITES , HRA—BWFGE,

=
&


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html

AWS #SEHES F AWS Well-Architected Framework B FHEE R AD HISR{ESLE

FHEE

BHZEEIRMNETZTMNSERRE , URTHEERENER. U TERIAUBBEHZE AWS £E
Microsoft AD F E#ZE & 1T RN AL HESEEE,

BERRFTE

. BYEE
. WRIBH
. ENEERREENRL

LR AT IRAE

- MAEMIEHEEIIE (1aC) KEE AWS EEEB Microsoft AD, BEXEZEER , {555 GitHub
quickstart-microsoft-activedirectory & .

« RATEEE B IMITHER Active Directory BREREF. Sl , REMEREHERAFANR, ANKRNA
REEXIR (GPOs),

- BEEEKEEE (MAFREBCEMA ) o

RATMER., BNy, ATERNER

« ¥ laC ( FIANERFMA ) FEERABIEFRS S |, Hl GitHub = GitLab.

- EXR laC BESEEARFEERMIFLR T (CI/CD) BRS , #ltn AWS = CodeDeploy AWS,
CodeBuild#E# AWS H Microsoft Active Directory FEBEEMIZHEZ 8] , XLRSFENRIFEF R
=F, WAFIEBRE,

ZETERFRER

« ERFEMERBEINETRSSR2E , TENHHEPNREHERBHER,

THLIL 25 T

- ENEXRBIEFREZE , AEMNABEFNEWREHTARNL, BXESER , BSHAMN
HEBE LK WATE Windows Server 2012 E{FF Active Directory HEEENR T &,

BB EANITERE 2


https://github.com/aws-quickstart/quickstart-microsoft-activedirectory
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/how-to-use-the-active-directory-performance-testing-tool-on/ba-p/256937
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https://aws.amazon.com/blogs/security/how-to-automate-aws-managed-microsoft-ad-scaling-based-on-utilization-metrics/
https://aws.amazon.com/blogs/security/how-to-automate-aws-managed-microsoft-ad-scaling-based-on-utilization-metrics/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_enable_notifications.html
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_enable_log_forwarding.html
https://catalog.us-east-1.prod.workshops.aws/workshops/d3f60827-89f2-46a8-9be7-6e7185bd7665/en-US/2-service-guardrails/cloudtrail
https://catalog.us-east-1.prod.workshops.aws/workshops/d3f60827-89f2-46a8-9be7-6e7185bd7665/en-US/2-service-guardrails/cloudtrail
https://aws.amazon.com/blogs/security/how-to-monitor-and-track-failed-logins-for-your-aws-managed-microsoft-ad/
https://aws.amazon.com/blogs/security/how-to-monitor-and-track-failed-logins-for-your-aws-managed-microsoft-ad/
https://azurecloudai.blog/2018/12/17/step-by-step-safely-disabling-smb-v1-from-your-production-environment/
https://azurecloudai.blog/2018/12/17/step-by-step-safely-disabling-smb-v1-from-your-production-environment/
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_password_policies.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_mfa.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_ldap.html
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https://catalog.us-east-1.prod.workshops.aws/workshops/b4a4be0e-d4f9-4ff5-af82-ebfb86dbe46a/en-US/2-extending-aws-managed-microsoft-ad/multi
https://catalog.us-east-1.prod.workshops.aws/workshops/b4a4be0e-d4f9-4ff5-af82-ebfb86dbe46a/en-US/2-extending-aws-managed-microsoft-ad/multi
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_snapshots.html#snapshot_restore
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_snapshots.html#snapshot_create
https://aws.amazon.com/blogs/security/how-to-automate-aws-managed-microsoft-ad-scaling-based-on-utilization-metrics/
https://aws.amazon.com/blogs/security/how-to-automate-aws-managed-microsoft-ad-scaling-based-on-utilization-metrics/
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/how-to-use-the-active-directory-performance-testing-tool-on/ba-p/256937
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/how-to-use-the-active-directory-performance-testing-tool-on/ba-p/256937
https://github.com/aws-quickstart/quickstart-microsoft-activedirectory
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https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=ZTwfIIf35Wc
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https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://catalog.us-east-1.prod.workshops.aws/workshops/b4a4be0e-d4f9-4ff5-af82-ebfb86dbe46a/en-US/2-extending-aws-managed-microsoft-ad/multi
https://catalog.us-east-1.prod.workshops.aws/workshops/b4a4be0e-d4f9-4ff5-af82-ebfb86dbe46a/en-US/2-extending-aws-managed-microsoft-ad/multi
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https://catalog.us-east-1.prod.workshops.aws/workshops/b4a4be0e-d4f9-4ff5-af82-ebfb86dbe46a/en-US/3-aws-managed-microsoft-ad-security-and-compliance/cwa
https://catalog.us-east-1.prod.workshops.aws/workshops/b4a4be0e-d4f9-4ff5-af82-ebfb86dbe46a/en-US/3-aws-managed-microsoft-ad-security-and-compliance/cwa
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/enabling-clients-to-locate-the-next-closest-domain-controller
https://aws.amazon.com/blogs/security/how-to-automate-aws-managed-microsoft-ad-scaling-based-on-utilization-metrics/
https://aws.amazon.com/blogs/security/how-to-automate-aws-managed-microsoft-ad-scaling-based-on-utilization-metrics/
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https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-managing-costs.html
https://aws.amazon.com/blogs/security/how-to-automate-aws-managed-microsoft-ad-scaling-based-on-utilization-metrics/
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_tutorial_directory_sharing.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_tutorial_directory_sharing.html
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https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/directoryservice/pricing/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_best_practices.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_best_practices.html#bp_managing_directory
https://aws.amazon.com/blogs/security/secure-and-automated-domain-membership-management-for-ec2-instances-with-no-internet-access/
https://aws.amazon.com/blogs/security/automate-domain-join-for-amazon-ec2-instances-multiple-aws-accounts-regions/
https://aws.amazon.com/blogs/devops/complete-ci-cd-with-aws-codecommit-aws-codebuild-aws-codedeploy-and-aws-codepipeline/
https://aws.amazon.com/blogs/devops/complete-ci-cd-with-aws-codecommit-aws-codebuild-aws-codedeploy-and-aws-codepipeline/
https://aws.amazon.com/blogs/apn/how-to-monitor-and-analyze-aws-managed-microsoft-ad-security-logs-using-amazon-cloudwatch-and-splunk/
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/infrastructure-and-automation/reduce-log-storage-costs-by-automating-retention-settings-in-amazon-cloudwatch/
https://aws.amazon.com/blogs/mt/using-aws-config-custom-resources-to-track-any-resource-on-aws/
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-forecast.html
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-managing-costs.html
https://flylib.com/books/en/1.434.1/optimizing_search_performance.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-directory-service-for-microsoft-ad-well-architected-analysis/aws-directory-service-for-microsoft-ad-well-architected-analysis.rss
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