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AWS Key Management Service x{fX &

I 5% Web Services ( FREk#E )
2025 F 3 A (XA LIEE)

AWS Key Management Service (AWS KMS) B —EERS , AL ERAQIZNEH A TRPBEN
BZZP, RIEEFHR T WMAEMER AWS KMS Hi2MH 7 RIEREKR, © LA B LB B Bk T H+
ERHEEEEERMERE,

REEITSEXRENARMAER AWS KMS RRFPBHBEEURNSIMRAFEIHBEENER. ©F
BT AT EERN SRR

- EERA-EENBAFEETNE LR

« BERP — NELBCHNABRFPHEE  MARARE AWS RS #ITNE

- HEEE — A AWS KMS Z4A K BE R AWS Identity and Access Management (IAM) SR EESEHEE
FAGHIHRES (RBAC) SE FTE MG RIES (ABAC).

o KPS XEE -5 AREBENE,

- KEFEAEE — THENRANERER , HRBEKANGEZREEN.

- D@@ etective #H — K1 KMS ZHAVIRS. MBREMMZEHE.

- BHPN-FEESHTETRERP RENEREE,

B Rl 55 p R

LHBEREUNEEHBAT. £H AWSKMS , KA UEEREATRIPMBRIERENMBRRHA, &7
DEHBRENEALTR, ERNGRBEUARNAXNERTMNS, RXEEEEFEPITFRIAR, REEE
AMZET I ARKENERERE , SEBER F4SE M BUREHEE AWS RS, BIEAME
RBAEREPREN , EUURESEN AWS IMEFHRBENF N TEYE, TRXEBEREERNERHE
B, ERENEAMTRIEIT Y BERR , LBWMALUAZENBFERIFER. HX AWS KMS 2117
BEIERY AWS REBEFBIENESFEE |, BS6) AWS KMS X RHRPFAWS KMS 5 —iE AWS
RS EEA

BiRl SRR 1


https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
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XF AWS KMS keys

AWS Key Management Service (AWS KMS) R ESIZ A FEZARSHVBENNZZRA, TER
REBR KMS %40 , EhB =K .

« BRMESAE (AES) XWMEA — XL RHE AES B Galois iHHERER (GCM) EX T AR 256 {
#Hf. XEBRPARNKNT 4 KB BBERHELSHRIEVNBNEZ, XREFLHNBARE,
CRATRPEEBEZS  SINENNARFPERANBEZAZAR AWS RS ENERENE
o

« RSA SRR H L IEN M — XERAFAIM AN ITHIER  AXZFSHEE, REEZNTE ,
CAT A A T 02 MR 2R LA K 2 MR UEERE

- ATHTETHRHIESFHRIED (HMAC) RIFNXNHER-XLERHAR 256 UHH , ATERM
WU E,

TEMAXHEAMNRSZFSHE KMS B4R, EMNHBRSERANEGZSER (HSMs) £/ , HEREE
EEBRFEA, XEHLERAMENELRALZLEME, AWSKMS £HE (JtR ) M+E ( TE ) #X ,
HSMs Ef123RBOSCCA A, EMAHMMEX , : HSMs EAKNKZE AWS KMS 57 NIST &
FIPS 140 it X FT#ITRERFN 3 WRIE. BEXFEHTRFELH AWS KMS iRt NEHENEZE
B | 55 HAWS Key Management Service HI&1F41E &..

BT LAMER B M IR APIs FIAMBEREIE , LERM KMS BRHARTINE, #E7, SHIEIHERE.
AWS KMS &t Al BUE L KMS BARZ L RAMBRESR , MRFPHNBIREZANZARE, THUMNH
SHBIERN AWS KMS BLER N ARFHER AWS RS |, BTG HARERF BIENNARE
F. BRERZANCERAEMEEAEERGEPEREL  BERHRNEHNE. SHMEAFELEEHN
BREENZERSG LEABERZS AL ENSRBIEEREREE KMS AT AWS KMS #1T
e,

AXEZELR AWS KMS keys , 25 AWS KMS XHFRAWS KMS 22732 E i 4110,



https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://www.oscca.gov.cn/
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/3739
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/3739
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-cryptography.html
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MR HAEEHRESSE AWS KMS

£ AWS Key Management Service (AWS KMS) B , Al — L BEARIZITREK, EFSEFEH
EPXERTBRNERHTHASTEMNLR, EEANZRARAEUREFANBAFEMEER, UTET
AHBPEMEEESENEALNAGNRE, XTRENAZAMMBBER KMS ZANEEIEEM , 1
S BAR AP B4 A 2348 T B SR ERRY 18 e o

ATEEUTER :

- BEEFAHDBHAER

- BEREFREZRNA. AWS REZPAH AWS BEEH
« EFRE AWS KMS HFE

- WIBRMZEA KMS Z4H

EEEPATTHAER

AWS BWERERFEAZ MK, AWS IKF | HxX sk FERENELQH#ITEEAWS
Organizations. EZKFIHEF , EHFF AWS KMS keys TEMER S L,

B—REEREPUMLEE , EFERAXEEANENKF FEIEZHR. F KMS ZRAERESHR
FRRBRHEBNIKS e, AIUAERREFNREIRS THE AWS ZRANZERFRIERW R E
HR, BUUMNEABARBERENZANFER , A LAE AWS Identity and Access Management
(IAM) P ZRPARBEANE T S HONRBESFER.

BB EREPREE , E-NRLNMEENBHP LT KMS B AWS IKF. ERTFEMKS
REABRARTNZRE, BUTUBLIEPRAKSEERA, BANEGAHANR. & AWS K-
AWHMAERZSR , EFAATFEMBNR, ABKSTEEEAXZALERARHBRNRHEATHA
R XME N E K AT LS BY B AR BL 3t PR R AR RN AV B 3 R A P B MY BR B A S BR A R B KU

ERNETERT IR E, EEFEN , BERUTILR

1. BREFEIRNFIREFANRFELRNRARRE ? XLFEHEEEMEMIZAELAD (1aC) &
WRERR, XETETUFEPERBNERSNRR (HI0 KMS 24, ZHAKRE, 1AM ST
IAM 5KHE ) AWS K7, MREXAXLEHEBTE , MAKEHPABAETE L EXN BRIl K AT6E
EHZTEE,

2. BWREBALEEMRAE AWS K B 6A KMS BN R RN TR ? MRRXHE , FHRAEX TN
fELER , TRV AWS K/~ JEERH, BFER , PRALIERKSEE IAM ANAFER
Z KR

BEEEEER 3


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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EFEOHAAC AWS IKF MR RNE S REERFRAEREN KMS BHAMNER ? X T
24 EP G ETURBREF MEERFNEERE,
BRERBIEPHRISAM LR FEEF RN AWS FRIERNRER ? 0, RREH
ARFRULSHIAREEHRBSBENTEYE  WRFXRASBNEREERZE,
BREEYT E’JHE;: FIRELE AWS KMS ? BT XELEHRRLLHIRERN AWS IKF , Fib7 &8N
BRI BEALESTNKST , NAARERU RSB,
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® Note

HERBERLHN , BANEEEALREE , RNXEERTEA THNBHRE L EROK
FEEA, MTRAEHEERANKS,

—MRMAE , BNBUEMNER LT ETE , BRIFEUTURABRTIFEEDR KMS ZHEE,

REEFREEZEH. AWS RERHAR AWS BEEH

ERIBNEEN, BTECHMNBZENARFN KMS ZAMAEFEEFRH. AWS RS TUEREFS
EENZARNBRSAREFENEE, IREAZT2BIFZHANETASNEABER , BEWERAT
FREZH. KWRFREEFREZHNZARSE. 1t , FAREBRANBERETEERARE, &
REZER , BSHAWS KMS E,

ﬁﬂi"‘*ﬁﬂiﬁlﬁl_ﬁﬂﬂ& BXAEABEBEZANFTHEHIAR , WA AERAWS HEHEH, AWS
FXMRBENBAFETENK,S , EREERERRTERA. ©REEBERREN AWS AR
RJ:TB'Z':F'EFQ HEREEHOEZEANKFPPANERAER. SLENXEZANEREABRINE
HITEAERE, L AWS RS A AWS REZEH. AWS REZEHARI BRI Naws/<service
code>, flf , aws/ebsH{AREEA T NE SHEAMEBEHIK - R S #h 584 X RIEFM (Amazon
EBS) % , AR ﬁEEEwﬁF'EFE’J IAM ZHEAER. AWS REZRHARERZK,S PHAF AR ZKF
PR RER, ETESHMKSARAZMER AWS REZANBNRR. WRXSENAFINRS , &
4I]E1M‘“E&Jﬂ%)ﬁ?%%‘f€’fﬂ B EEAHEMKFAFXZZRANER, BLEFRNKFPFE AWS
EFPEMGR , B HRAZFHNERET AWS RS @& WEEAER LR ZHNTRR

AWS REZHAR —MESBRARE |, B 2021 FEFE AWS RS mFHEHACE. M2 E
#EY (M5 AWS RS 1Y ) RIAMERAWS BRZRHRMBENHE. AWS HENZEHAR AWS MR
5 HAEAEEN KMS ZNES , BTSN EH AWS K. REXERATELNIKS H AWS K
{8 AWS BRSS B BAfE A X R A RA 8K F VR IR o



https://docs.aws.amazon.com/kms/latest/developerguide/resource-limits.html
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://aws.amazon.com/kms/pricing/
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BNBVUGERARHSREENMAERATSFRENEZR  ATREENENENER AWS BAR
o

TRERTSHZRPRB AN ZPARE, AEiCE,. BEBNENER. BEXZHAXBENEZESR | iF
ZFEAWS KMS #4,

EZERAE EFETEERZRH AWS £ E 4R AWS BN Z4A
AR EEHEFEE HRSES ; BEFA JaSREF , RBER N
LEE ZIRHEIE AWS RS
HWAEEF
Hig % AWS CloudTrail #F  CloudTrail EF RIS BFRLEEEF
RERNEGHEFR EHBIEFE
Y EAHER EPEERR, MR AWS RS EEBRKR AWS RS BB
M AWS X1 (8% ). BRMNX (8% ). BRANX
15 15
EM FHFEENASE (& FHFEETWEE ; ENEEIR

AN 31 E -
WRAEFXZT API £

REFEXM API £H
2%

F %%

EIFEER AWS KMS £AE

RIERFHENEANEZEZAMANZENVE. BAFENTLRESSRREA—MENEFLZLER
(HSM) M1 % , ZIRZ BB NISTEFB(E ELEFRE (FIPS) 140 MEBERBUFITTRIMNBIE , RERK
Al R3%. EEHMUTKAUZFATAENRNELRFME. AWS Payment Cryptography @ —I1 A] A
FRPEXFTEASEXHEENRS.

AWS KMS X #ZRZATFMER | JEATLENEEMZEZL AWS KMS B BRI R E Z 4R M
¥l BRENAEREAEMEEDT AWS KMS 9% FIPS 140 TRHEBEIZ %R 3 WRIE, S 5%
IEEAA (B3 AWS BER ) HEEHNBENFHARERLXEFTNBERTEREl]. BXTRBHE
RAPNELZEL | BSHE AWS KMS XRIF R Z4FE,

AWS KMS R ERAFHEERASHITFEABRNRELER. IREFEZLRHAMRENZRAETR  FF
AEREEREMER (HIMRE ) REERMEIERE | FFAREG RSN,

RERAE 5


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/modules-in-process/IUT-List
https://docs.aws.amazon.com/payment-cryptography/latest/userguide/what-is.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-store-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-store-overview.html#default-key-store
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HIER A2 A KMS Z4R

Bk KMS BT RRSFEEAZLW, ERBRTEITEERN KMS BHZE , BERRBHRSKRE

N ERER RERY. ARAREAN , ETREATNRRE, ENAFETH AWS , IRFE , &
AHREMBEATC. ZERANBARKESEFERA,. RNBWEEAZAMARSERNER , ER&
BEZALTERPEABEIBERN.

/A Important

W ERZR AR BANEE TR, MRENNZACEMBR W EBEEHE. AWS ERIBRNVEH
EEBIBRETERE. SHNEMRBIRE—FF AWS |, BRNNA—TUBER |, REI# AR5
ZHAMER , HERFEAZEFHRIE (MFA) F eI BREHA.

NAEEBORS IE S BRER4R , AWS KMS 7EDeleteKeyi@AHITE , MIANBRESSFRBARN LR , A
EX oz, BUNEESNENSEARERERN 30 X, EEFHE , RN SHER REEF
. AWS KMS EFEEA TINBRBRHIRE, EAFEALT SR RSN ZRAHTNZERBEZNE
REFRIZFEE . AWS CloudTrail#& A BA#E CloudTrail HEAF X LEEHEE Amazon CloudWatch
ZiR. MRLWBEXRXLEEHNWER , WALMBRESZEFREUERRIE. EESHIH 2z , &9
DU A “FIBR” MASME , ASREREN ‘B2A" X ‘B KB,

EMBRZXERA |, KTEMREIE , RAEBRBRRBEIR. AXEZER , BZRANKRE XEEHA,

NREFEFANREECSAZAMBNERS |, NAILOIER RS ANRAE . XS0 KMS 24848
ZfFRE L. HiTDeleteImportedKeyMaterialiR{Ent , AWS KMS £MIBRZR4AMF , AR
DERR “FSN. MBREAMKE , ZAFLNTEFER. $ESEH. ZEREABANER &
EERRSAHBNZHAME, KMS ZARIBRNESHEERTES ABHAMBN KMS E4A.

MRFBEZAZE KMS ZRNRF H B EETHERBER AWS RS, MR HXEKH KMS A%
ARES ANZHEMREBER  NXEFHAFRSINZREM, flm, REEAFESAMRNZRAE
& SSE- KMS MEXN R, BIEEFX R EAEITL SR 2 74 RS (Amazon S3) F#fE. EFNKRLE
HEFEBE , FEERMRSAZEHNZEFR, LEXNRE , BN ZZHA PR RS ANWZRE M
Blo ZNREFHEBPOLTMERS , EECHBROBAMBEFRSAZBADZE , FAARBELE
HEZNR. REETEREEFHN B LFEENBADS ANBIBRBAME , EETUERREPRM
FNZFEIRF

AWS RETHEMIES  AFRMEKENEE (WALE ) KMS ZHRMITXIMER. BXESER B
SAEENIEE AWS KMS 2408 1T RIMIBR.

MIBRFZ A KMS %247 6


https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-scheduling-key-deletion.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-creating-cloudwatch-alarm.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-creating-cloudwatch-alarm.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-and-remediate-scheduled-deletion-of-aws-kms-keys.html
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Ry IR R ESLE AWS KMS

ZAF5 O H B AR R T BUE R MY AWS Key Management Service (AWS KMS) Z4A 3% | s
BIELBFEAWLERL, SERMET AWS KMS EFRENFER B ENEMETRE AWS RF. XERI
MRBIAHYETHRUESESOBAURBLEERAZTENRS EFAXLERA,

ATEWIL T BARHR, RARRKRRHNE KMS ZABRNMZAINAFM R BREINE KMS E4H
KRR INZEM B HE. AEFREHTHEXNARRERN KMS Z4AN REIMUEEA AWS RS, XL&
BRG] B EH B EX Z AR MR RS 4 H B B VAR

BE , ATROMAERZIERSE T EIL AWS Encryption SDK , ZTERATENARFDEIE iR
&, T 2IEE A LR TERY ThEE £ A Th e M HH BV 1R 1T 1% AWS Encryption SDK.

AT T INEER
- EAME AWS KMS

- BRI AWS KMS FIE 55 H
o fEREEIN AWS Encryption SDK

EAINZR AWS KMS

MERRFHBBEENNEENTELEN —BREERE. ZRZERANEHEES LR , HESIR

B ZEALH—/ AWS Key Management Service (AWS KMS) 248, Bl |, A LA 9 KR “HL 2B Bk

BENXL—NKMS 28 , —MNATRERABHBEN—NATHRBEEN KMS %40, X7 LA B &H
RELYBINNAFIERERSEMRERIXEKNEHA,

® Note

BAERFREEN KMS R UEFHBERIIBENEERAS AWS RSE REB SR ARE
FHER, EZNIEARTPEAZANRIIREE AWS RS 24 —4H AP N BIE 7 E Fr
ENERANBREZEZS, AWS KMS Z4AKEE JSSON XHAH/NTF 32 KB, IRt K/NR &K
ARE , BEERFEAAWS KMS ZR I SN2 AR KR E it 2 2747 58 B STRH K/

BETLLEREENFRRP I EATRIED RN KMS B , MARMUKERIE DRI KMS ZH#T
27X AWS fRS. Hlt0 , SensitivefE L B &£ F# RS (Amazon S3) Simple Service FAFR1EHI PR
BEHBIRERERBMELIN KMS ZAB TN, S3-SensitiveBRAILITEE XHEIE S EF AWS AR
S SN ARFPEEEHR —P 9 REZN KMS 285, Fla0 , &0 SUR BR4S E A 18] B PO A 3 L B4z

nz 7


https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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&, ETENEERABBREMBIESR, S0 UERRFRERFE BRI MEEFERRE KMS B
nEZE IR

MREHN KMS BEAEFEEFMCEEERER |, WNREMFER , BRUBETSEDERNHTRR , H
SEAEFEBNRNTE KMS 248, BXAFEABaLEFIRNIT. RUNEERFRRENESE
B BSAREENANANEESD.

AR T MEER :

- A BEHFEME AWS KMS

- BiknzE

- FRABIEEME AWS KMS

 PCIDSS #EMEFER AWS KMS

« ¥ KMS %435 Amazon EC2 Auto Scaling —i#2{& F

£ B EHIEMNE AWS KMS

#Z AWS BRE AT ( Bl Amazon GuardDuty 1 AWS CloudTrail ) #B3Rf T 1123 % 3% FJAmazon S3
B B EBEREIN, N4 EMNSEH GuardDuty E| Amazon S3 B , AER KMS %48, RATEDUE N
A AEBE , HXAORNERA (flNZ£EAK, EH4BMHNARNFTITR ) RFHZBHENR,

AWS Z2SERHBEWE—MNEEF D AWS IKF, XEBIETTLURDZRAEETHE, i, &
A CloudTrail , BRI UABIBALRBREREHBEFEAICKENELAPPES, BEHAAREREH
BEGEM  TUEEEN BEKF FEEL Amazon S3 EEH KMS %48, WEEEZHATA
ARPMERAKF . AE , FIEKFEFE CloudTrail BEAIEE| B EMKF FH Amazon S3 12
W, HEREEN KMS ZHX A ERFEH TR, ZFEEHI KMS RPN ZHRE , URTER
CloudTrail ZZAFTFENNIE, BEXEZEE , B2 CloudTrail 344 CloudTrail FHY N EHEE AWS
KMS KRB

N 7 #BhRH GuardDuty # CloudTrail B , Amazon S3 Z4&4 ] KMS Z4A 4588 AWS X1,
AWS Z2SZERERETEXASNSKFEHNES. ELESAMAXENKFHAER , BEE
CloudTrail XHHNALACIRRE , A THREXERMAXBHNESER , HBRENEPFX KR
®’iTET,

AININE

AWS RS RS EHRFEERRHBSNE, kX2 ETERARERXYERTMS , MM
R ENBE. ERAFDBARAUUEFTENEATE,

nE BEBE 8


https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-organizations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
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KIMMMBETE AHEE AWS RS, BINMBERT , WS HMEMRNER, THREEANSHNRSHMNET
EREFEEE, THR LR :

« Amazon Elastic Block Store (Amazon EBS) — BRIANBRAMEE , FTEFMWIL S % EBS BFHREE
AEFFMNEZ, AWS Identity and Access Management (IAM) BESRAF TEBHEERMBZSES
FXEMBRNEHEG, WINEETIRZME Amazon EBS & FHFTEBIREL I % , NAED
FxEALL, EANFIT,. AXEBRSTMENESEE |, HSH Amazon EBS JXEHH Amazon
EBS ti%,

- WO #E2EFHIRS (Amazon S3) S imple Service — BAMIAER T , FIAFIXN REEME. BRIEE
EBEAFRAMEZFEI , BN Amazon S3 £ BN BNFHII R AFERA Amazon S3 £ E %4 (SSE-
S3) MRS SRImMNE ., BI1E AP BAFRHEHEA , IAM ZREAMAT LR MBI R L& F
Amazon S3, 1 Amazon S3 # , Eig#I 1T SSE-KMS 1% , BUAFERTEZTENRRENE
R, BXEBRA , ESH Amazon S3 XEFHMEEAFE#BHN REEE SSE-KMS,
FH L Amazon S3 FHRBLBRMNEHRAEN R, MEFEA KMS BANXLEXNKRBIFTMNE , WAE
Amazon S3 BRESSH I K EGenerateDataKeyHMDecryptifH AWS KMS, X aJaES 18 N
&R AWS KMS EAMA~ AN TR, ELEE Amazon S3 EM %4 , XA LLE ZMEEK AWS
KMS 4. BRERSHFMENEZFEL , BSH Amazon S3 X4 B F N2 R EIE.

« Amazon D ynamoDB — DynamoDB R —IE£EE M NoSQL BIEERS , ©HRIAE ARS R
BANE BT EREER, BNBNUEFEAZEFREZHARMELZLN DynamoDB F. X5 ER
BB TE AWS KMS BHAFR P EMNASEN IAM AR MAEXRZIH/IR |, KIBHANRA
M®T DR, £ DynamoDB REEMFZRER , Bt Al LLUERE AWS FEE R AWS BEZ4H,
NTEESERFHEE (APBERGEUAXEARNEF,HANL ) , TERFEHAWS BIEEMNE
SDK NEFimiNE. BXERFHMBENEZFELE , i5ZH DynamoDB X H M EHITERT

FERAHREBEEMEZ AWS KMS
B ZEH R B2 S MBIREN 8. LT RENFE A |

« WMREER AWS KMS & |, NZFRNF#FEX DynamoDB FE 5 i#h x REE F AR SS
(Amazon RDS) #1TH, XERESTHREFNRERSRFHRNABTUANAL. EHRERFK
%, SERSIERNMEMERDRAXHENSHELY , HHFRERTHIZT,

« Amazon RDS # Amazon Elastic Block Store (Amazon EBS) 1% E¥3% | Al A HIBESRE S/
HINE, HEFEH Amazon RDS I MZBIEEXLHIET , Amazon RDS 2R KRECIE— NN
Amazon EBS BREMBIERE. FHES LNBAIHIE. BREENRR. B0 RiERREER
FEABHBIEFELSINIEEN KMS BTN,
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies.html#example-bucket-policies-encryption
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-key.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingEncryption.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/data-protection.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
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« Amazon Redshift £ AWS KMS H 8|2 T HEZEARXEN , XERARTELIHRER X E5HF
RAFITINER, BIHEEN , BULLERMER AWS KMS 1%, EREFEHRITH ( MEF ) Rt
2B Amazon Redshift NARFMEFELANRNAFLTEFEAN, XEFELELBIEEPRAY
HEASE T ROBIEMNE (TDE) EEARBMLlL, XEREMBERFEEFEEL , BRI ERMEM
FTEVRBAXBEANSH R , BHAEIRMEZET.

« BYAWS #FEEFMNE SDK (MRMUTE ) EUNFF inBIERNEZ ZRERFERSNBEEDAE
BB, RESAPNRRTHIEEMNR SDK & FiRis R AWS B3R B AR5 R X ZH
B, 1 BRERAN, FEHRBANTREMB TN S BIEEFRL ( FIMZREI4EK ) MRS
R INEFERH#TRE , WRTEEST, RREAFSRMNZN | SEAREABARNMENSG , LUF
BOBR L MBHENERN R T, XEBEEABANNZEEZNMELNEAR (flmit ) REHEHR
Mo

BATEUY AWS BIEFERS A AWS KMS SERINZENEE. N TAERBRBBIEN THERE , NER
NBBBEFRATEFLRNE, FRATFIRMNEN , NEEBNBEEHRINEWE , 60 SQL T+
R BRI R 5 6.

PCI DSS ##EMEEH AWS KMS

HHRLFAEES AWS KMS ELFRIEFIAL , e FTULEHIELZLE (PCIDSS) WE
Ro XEWREEALUER KMS ZHMEZEEIKS (PAN) #fE. £H KMS B MBERITERTLURBEEE M
BENESRE, WA, TEMNBFH KMS Z4 AWS KMS |, XE2D T AN INZZHAFTRZEN T
N FEREM,

EHEHM G AT AWS KMS A¥Xi#2E PCI DSS WEXR, flin , mREFER AWS KMS B2
Amazon S3 , N ATLURF PAN ##E 7% Amazon S3 H | R B IARSS #Y 5 (R4 B 4L 6 L R E o

SHE—#  EFELNAAERN  ESUMNEREE. ARASURINESBERERY, &
R 5 A B4R PCI DSS SBEMMEREXSMENNARFEN , FEBAWS KMS #ERE
8.

B TAE AWS KMS i&R# B2 &% AWS CloudTrail , Rt &I LAEZ & & CloudTrail B &R EFH
HEABR. B2 , MREFEH Amazon S3 E#EZRA , MR B EE/ Amazon S3 BEMEXN M SF
B, XRERNE#BRHALNBEARIMNE Amazon S3 AN RWHIER, SARAERAEHBEZHEAT
BEHBRIMFTE API A AWS KMS , BEE2B > BANKE. At , Amazon S3 WRIFRAIZREX
8 API @ f 2 B R B E1E one-to-one LB AWS KMS,
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https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-db-encryption.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://en.wikipedia.org/wiki/Salt_(cryptography)
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
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£ KMS 475 Amazon EC2 Auto Scaling —#2{# F

Amazon EC2 Auto Scaling @ —H#ENES , AT EZT RENLS# EC2 K6l, EAUBHE
BAREEBBEN TAZEMIRAENAEFNTE. Amazon EC2 Auto Scaling fERRSHE<AE |
ZABARSERHEEINNR , HELNK, PRNEES . ¥ KMS %45 Amazon EC2 Auto
Scaling BLEEH , % AWS KMS KBS MATFRZKERKAGERLE AP BEREREHN KMS
#4ADecrypt , Bl , XEEFLFEAFEER. MR AWS KMS Z4A KRB AR IRNMITREN IAM £
FEARITIRE , WZREFHEL, BxUERNAZAREPNNRUATFHRNESZESR , 5
] Amazon EC2 Auto Scaling X#4# #) Amazon EC2 Auto Scaling F I EIERT o

AR AWS KMS F 21058

BRIER T EMEREHIRZS , FNEAITFEW AWS Key Management Service (AWS KMS) Z4R%
e Bl AT USEE, SAANIBAER , BAEEERR KMS Z4. BRI AWS KMS XX
WO TREFEARARREREBANGER, NREXT I KMS B , RNBEEREHEHAR
, AERERXF A ERRRN T EAFI BRI,

AT WEU T HRARREE

« AWS KMS X #r &5 £A %5 #

- W5 EBS BHHARHR

- WG RDS HZARHR

 Amazon S3 M[EXiHE HH BRAEKR

- EASANMEER KMS %4A

AWS KMS X # & AR

AWS KMS X X33 # % KMS Z4A6EH AWS KMS SIZZ MR R T B3 R0, I TFEFE
EW KMS Z40 , BRI TN, 95 AWS KMS 2t AWS I£E KMS ZANZ4AME. AWS
KMS K A RIZFFE SR ARASEI N Z AR, R LR R % KMS B4 MBI 58, AWS
KMS 1Z& M1 Bk KMS 248281 , TaBiBREMERHNZAME, i, ZEFEABREXNRE AWS
KMS , RSB ER THRZRENEBIEME , THRRHEEMBASE.

BT AWS KMS RE T INZZAM B TRIRA |, F BEAMER ZMRRBRHRE | HLRHARLHR
TLRHEEAFANZ LA, NMREERENEMERBEROBPEPRETFELE , WRARRIEH
A ER M RIRERN,

F KMS %435 Amazon EC2 Auto Scaling —#2f#H 11


https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-service-linked-role.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-data-protection.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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I 5 EBS BRI HEARIR

BRI LAMER T AiE 2 — 5 #I # Elastic Block Store (Amazon EBS) #i#E%48., A ZEEURTEN T
ERE. BBRENNARFEY. NEEZRERANETF AWS REZAN , BAseHE EXHF M,

EREERETIERNBBEN -1 EEHEE -5

1. BIEFH KMS 2. BXUHA , TSR EIE KMS B,

2. BIBE— A PKRPNERBESHBRATRIBESHE Amazon EBS %, EHRTINE |, BEEEIEN
KMS %48, BXx1iBA , i5Z R E1E Amazon EBS %,

3. FBHEEBIEFRBREHBNEHIHEEE L, BX1HEE , 5SS RS Amazon EBS &K inZI I 5 i#
EC2 =41,

4. FERALEZENREREIER  RHBEEMNIAESEHIHE.

5. RAFTEHRRE , EMELRHNEFNERN , FLREAKFNRE, BXEE , BSAFHELANEF
BHIE B

6. HEEFEHRS, BXHA , ESIE Amazon EBS £5I 5 EC2 E6l49 8,

7. FHFBEEHIRBEAR

8. RIIMBRBIZITER,

9. MIKREREKRSE., BXUWHA , BHSFHMER Amazon EBS %,

£/ Amazon EBS HREBFHEN—INEBEH TS —1NE

1. BIEFH KMS B48. XA |, HSHE0IE KMS %247,
2. BIEFEHREM Amazon EBS R, BAXHA , 55 A2 Amazon EBS HRE,

3. MREBEB—IHE, EHTNE , BIEEELUENH KMS Z4H, BXUH , ESH0E
Amazon EBS %,

@ Note
RFBEH IR , BAIEEEREM Amazon EBS HRIE R B E R R & K RE #m 2% L/
FIAMEIR o

4. BIE—/NFH Amazon EC2 £fl, BXiREE , S H S5 Amazon EC2 =41,

5. FEEIEMNEKHINE Amazon EC2 3£4l, BXiiHA , FSHN Amazon EBS &M hnEF & i#b
EC2 3241,
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#starting-stopping-instances
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#starting-stopping-instances
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-detaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-deleting-volume.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-snapshot.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-fast-snapshot-restore.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/LaunchingAndUsingInstances.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html

AWS HE RS AWS Key Management Service fxfE35E
6. FHETSRAIRIR B EFIRIED,
7. FRBKRGIRH AR REMR. BXUHA , ESHEM R Amazon EBS %,

@® Note
AL EFIRBHIENE T EREIARNNZERH, £EFHRBHEREIE KMS Z4AX E# 170
FRE , BT LAERREBRZE Amazon REM & (AMI), BXEZEE |, HSRILE# EC2 X
Ry 5% EBS %3,

I 5% RDS #YZ A3 #R

W FRELERS , Hl0l Dz x ZREIEERS (Amazon RDS) , BIENBREERS HHTH , AIEH
AWS KMS, ZEBELLT A% Amazon RDS #hiEFE IR 234R

¥t Amazon RDS ¥iEER KMS 4R

1. BIBERBMBHEENRR. BXUHA , FS6 Amazon RDS XHEFNEEFIHZ 1,

2. FREEHFHRR. BERTME  FEEHH KMS B, BXUH , HSREH Amazon
RDS R #HEER R,

3. EAFREBEIEFH Amazon RDS £& ., X% , i52 @ Amazon R DS 3 #4H #y1t & 2 EiiE
FEEHl, BRINVERT , EFERFH KMS %47,

4. WIFFBEERESHOBENZTER.

5. NHBEEEAEFTE,

6. FIBBEEMNEFHRR DAL RAFEMBR. BXUE , S FMIBREIEE S,

Amazon S3 & XiE & &Ilf Z A #h

3 F IS # fE #1745 BR S (Amazon S3) Simple Service , EERNRWINBRZIE , LEBEWMNEE
ZXNR,. EEXNRE , EAUUEEARETHBIEENNNEER. EXTFSHRIITLIRE , E7T
£/ Amazon S3 #tERE., EELRESF , NEFREEEFHVMERE. Fl0 , BAILUERE SSE-
KMS i A keylDo

HEF , B LUER Amazon S3 EXEE | (SRR). SSR AJ AN 4L Hi P HIXS R#EITEF INE

T 53 RDS KRR HR 13


https://docs.aws.amazon.com/ebs/latest/userguide/ebs-deleting-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ManagingManualBackups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CopySnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CopySnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_RestoreFromSnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_RestoreFromSnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_DeleteInstance.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/batch-ops.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#srr-scenario
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e S AR R KMS Z4

AWS KMS T &M EHERES AN EZRAME. BEEASANZAMBRLTR KMS B , KFFH K
=,

{# FA Z1 AWS Encryption SDK

AWS Encryption SDKRENABRFPRAEZFimMBENBATIE, EAAT Java,
JavaScript, C, Python MEMHEEIES. ©5 AWS Key Management Service (AWS KMS) &K, &
A LU E A/EM I SDK , TEESI A KMS B4H.

FALTENENUHEIERTFAZRENMARFNESR, EXEERSRELERBAEE5| AWK 2B EE
T, fINENARFRPSIABRAZT. AXRBEEZAZENESEER , H3H AWS Encryption SDK
XHEFHBEZHER.

ERERBFEAR , FERI TR AWS Encryption SDK :
- ERTFEEFIRMBER , MRFSH[RMBLLIELIEEXNRSKHER ? AWS KMS

- REBRSRFATERF GNBHRENZH , RFOAREIX-K?

- B EM fit-for-purpose INZFE A gL EE SR AHIG ? ERHEH M AWS =& , i Amazon S3 &
FPisnZEFMAWS BEEMZRA4F AT ES,

ETHMEXANEHAFEBREERSHEZEER , ES AWS Crypto Tools 4,

{5 At O M ) e o 4 e 14


https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys-conceptual.html#import-keys-protect
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html#rotate-keys-manually
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html#rotate-keys-manually
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/aws-crypto-tools/
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1 B0 M5 P B B H{EXE AWS KMS

EF A AWS Key Management Service (AWS KMS) , #&X43E AWS o A F XN EMNERETEHE
IEFIRINAVIE S, BRIFEAFHIRM T KMS B4R , TNEAT AWS EHE AT ENIHE KMS F47
HEMNTHIEL, FEEANEE KMS ZHANBRARBINR, ETHHNETENL T LXEHESEEK ,
LAHE Bh #5868 T2 7 f5 F R L8 AWS KMS 17 8] & BB 438 ) SRR 3 B Rt 28 4,

AU T H O EEEEM
« AWS KMS Z4A KRR IAM SR RE
« HERIERRNE AWS KMS

- ETACNTHEZES AWS KMS
- ETEMMNTEZES AWS KMS
« WYINZE £ T3 AWS KMS

« AWS KMS X BREEMEFRE

AWS KMS Z4A K IER IAM KB

EIE AWS KMS B#IRIGRINRMNEES ZREARKE. KBE2ATHAMLEZRIEATLFRFTARIR
B4, FfANZEl AWS Identity and Access Management (IAM) & ( B, AFASAR ) KRR
NETESHERE, MMEIZERN IAM KREMAETRRNER, AWS KMS KMS Z4AH R IRKE
MAZHAERE. BRT IAM KEER AWS KMS Z4AEKBEI | )& AWS KMS XIFEN, BINRMT —FR
SEMBANRREL AR, B LIERBNEE AWS K SEMH IAM ZEALZBRERRH KMS
ZHABLRNR. AWS Ik~

FiE KMS ZAMEEZAKEE, MREFRM -, FHE AWS KMS g2 —1, AWS KMS fEH
MWEINZARBSEMTE , EABRTFEZER AWS KMS 24| &E 2 H AWS KMS API 8|2 %
. BRINBWERERANZARE  FHFSRELANRENENESR, XttNEEF IAM KB 5x
BEBECFANERRAT . BXT IAM XRE-—EFEANEZSEI AWS KMS |, ESH AWS
KMS XX/ IAM R SEXE,

BRI LME A BARES IAM ZRANBENERGETHONERRE, EETUREARBSETSON
RBEESEARTERN. TEBHPHER , SHBARBNET S HNREREL AR , UREAHE
fbE AT 15 RSEE A ERARE , FIaNERSSIZFIKEE (SCPs), RIRIEFIZEE (RCPs) SRR, MFR
ZREAE KMS ZBRAUTAENKSF , WEEX ERAZFMBEMRRURE, BXXHEKFZRNES
5 , 5 H AWS KMS X5 iy se VR EL K = AR B9 A 7~ 62 KMS Z 4,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_id-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
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BYBIRET IAM E RN RBEZARBESER | BIREXEN KMS ZHNTR. BRXEALE
XERBESHER , SURHEIXN KMS ZHANTHRNR, BEEAET 50 RBERZE I KMS ZHAT
B, BEARBUAAGFKFEAETBONERE, SUSERA IAM EHROZHABERIES , AL
HZ A BRI EE LR E &,

EREHEME | ERRAAF RO RHENE SRS AT TR -

« EH. BIEFMER IAM FKBEF KMS 40K
- WAF. AGNBEAM MM EET SRR
« M\ KMS AWS KMS Z24A Bt i #4958 27 4A SR B

« NIEH KMS ZHEZRN — TIRERMBET ZHARBIZFN KMS BANTHRMNE , =2 FEAE
RS IAM RS SER |, MURBSRRBNRED . SEMEREUEIEMABBEER. #HAERRE
A BARE BB E AT EOR

« BAERXRIAM ZREANR — AT BAHATER , AL IAM ZREAEERAICREA T NEE
. EMRBERT , TUBUEFBEAFNEAEERR, MRREXMER , BFERRAWS X
BUEHRENZHN T RNR.

« X KMS BRI REMENER-WRAZLRNNAFRE T RARBHTENR , 24717
BN E#TE SR REBLA AT AWS K~ REFE A

« X IAM REERARZHENER — MBRARERNVWAFRET —ABENEEFHAK R RENIES ,
WA R B SR RA ERER 1AM K, RAKRE, KMS RAEREHE i AWS HIRE
o

FAERSHIEENEN KMS BHEERMN IAM ZREAXEKN IAM BENMAF . XAJBABIR LK

ZBNBRIER. WREFEEXERLREN KMS ZHANERA , FRATFNEERZRAL
AMEBIFALFNBARES, ERRZINERZRAZH , BEMNRMBIIHNR, RIENRE
e IAM ZE&ESRE , ERAIEIHER AR KBIES,

MREECEREN T HEZRANGS , REFEVRANRNEZERALERERL , HNEWERE
ERUKREBBRRATENER, HRNEZFLATUS KMS ZHRAML TR —NMNKFH , AL TF
FIWIKF R, MREFLAM KMS BHANMTAEBNKSH , MERT RN, BELFTEEETHHNR
i, BNEFEFINNEE  ENEXTBEA AP REEEN , AETBEENEFASTHE RN

F0 AWS ZHA ( BREKFRAFHBRCEE ) BMXEX KMS BHAMNEMANIR , BRIFEZAE
B, 1AM SRESSERN P A R B RAWELXENR, M/ 2 , RRNZEZERURAFREEA
KMS ZANEABRNREREMFAL , AREFEHARE, BERELERKE  FEBUATILR
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying
https://aws.amazon.com/contact-us/
https://aws.amazon.com/contact-us/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grantee-principal
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o BWAILLATRERFNNBIELEF TREHN KMS F4, XTUEBES BERAHEN FRIENZHRE
XERRIERHNZBELRNNEZRAGENRAREFH, XtEKRE , MREEHIHE THE
K IAM AE$ | MEZiGRMERN S0 REETR IAM REHIEENZE , ABFRRFHRBE AN
HENZEFE A

o BULEEENTRZANAFRE TG EEKE. fl , FHALS#ELEF#KES (Amazon S3)
Simple Service , AFESMEGHELD# S3 AMENROERMNR, HE , MRAFENGE
TR KMS Z4ZEH Amazon EC2 3k ( £/ RDP 2 SSH ) , MZ AR AT ERARER
ST EipREE,

® Note
AWS RS XTAIRE AWS KMS F2mAFATFEX ( KEHRIHTN BB M A EHEER
B ). W, BXFEEE AWS BIBEF O 2 AR ITHAK , BHEHE N SP8 IST 00-88 I E
R, EERNTREFRANHLRYEHER,

M &KX PRI R AWS KMS

HT &M KMS ZHA T URFBRER , RRMNBIOERRENRIGRIANEFEL, £ELHABER
BERNTESIENRENR, XIBUKNEAEMCET 5O REE —DRENERET , F X
KMS A RBEHITATERE (kms: %) WREUHVERETHOHRKEERENR , BREEERB QI
IAM SREEFRFELM NI IAM EHEA |, HEERRHT,

MBEBAGTEZARBNET OO RBEPRITAERE (kms:*) , WEREARNEE KMS BHNE
BENRMEANR. FALE2HESE , RINBIUUEXENRERARFENZRA. ZEB—T0M
AAREERENZIANZEREANEGEAECHNZRANERASENR. Akt , B LUER EZA K DA
HHEBERARRHET SO RBEAIRBRNER ARSI, SO AERZEERBEHNR, Hlan,
MREH AP AANZERAEERGANFIBENIRL , WA LAEER aws: PrincipalTag XA FFIER
(=

EHB T HPOAITEREER AWS |, E3H IAM XTI RRITEZEE, RMNBEWEERERKZ
AR ER |, UFBR DB RBE T EBALMAN TN | flEAT AR HRRRHEEAR
R R,

RIERRFA 17


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html#cloudwatch-alarms-for-cloudtrail-iam-policy-changes
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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® Tip
EIREFRERNIRA N AR , BAEA AWS Identity and Access Management Access
Analyzer (IAM Access Analyzer) R#5 B TE 1AM SR8 H B A SR IR A FRABR o

MREEA IAM AFRFMAE IAM B2 | BA1EZIBEEAAWS ZERESHRIE (MFA) RE &K H
WEBHRE. EBAIER MFA AT TIRE :

- ERAFERITRIURE (HIMZHERAMER ) 51EER MFA RIEAFIE,
- FEERAKSZBN MFA RZNAAERIBESLSTENA , #ITRRIFD.

BXRAHBEERESENRNRA ROIRE , FSRENXETH IAM KRG, AWS KMS

ETAEH1IHRES AWS KMS

ETAGNIERES (RBAC) B—HRIEKE , BN AFREBITH TFIRIAFANE , XM
Bo X5 7E R LAFE By ARK I & /MY BR RN

AWS KMS 32# RBAC. ERFEBEHEZARE T EERANRREHFNZHN R BHBKRE
ERTFEALRANROAR, BE. BR. EENMATESRAE, BEFXI RBAC AWS KMS |, &A1&
WREZEAAFNZHAEEANNRD .

NTRZAAF  ROEAFAENNR. AT RBERLHPEE-DTENR :

- L IAM ERAFEHEHA ?

- BUFAFECRABARNITHLRE? fln , ERAREREEEncryptMSigniXiR ?

- ERAFEHEBLRIR ?

o« XNEEEAEKERE AWS RS ? IRERS , WAIBAEHA k ms: ViaService &4 ZAFRHANE
RARFERERSEERN,

NTFRAEER , RO REEANBORR. fiN , EEANKRTELEHNTE  BARRTHHR
ENRAFHEREFHENER, NREELLEFEFTETEARIROORR , BERWRHIE
IR ISR — DRI H# AT

BRUBMENRBAFNEEAREETAGN TG REE TG , BSHMEXH RBAC. AWS
KMS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/kms/latest/developerguide/customer-managed-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/rbac.html

AWS HE RS AWS Key Management Service fxfE35E

ETEMMNIF RS AWS KMS

ETEMRNTEHZES (ABAC) R—METEME UNRHRNEK, 5 RBAC —# , ©R— Al A#H
BhIESRI &M RIR N K 5 5%

AWS KMS 32# ABAC , RFERIES B IR IRREIIRE ( Hla0 KMS B4 ) LR E#1T API HRARY
ZERAKRBKMITRERE LR, EH AWS KMS |, &7 LA AR & 3 & SRIEFIX & 1 E B4R 7 E
PR, fBlan , BRI E X EARERHZRN IAM K, MEEZERANRZEEE KMS B4R
HELER ATFRE. BXEE , BSH AWS KMS XREHHETHREE LiHE AWS FIRHXER,

ERRESKE , £H ABAC REERMFE L IAM KIEEIR, S8 ABAC , B A W] SMERRER A VFIHE
MRR, MALEMANBERK, ABAC FENRKBELD , ANEFTLNTREN THFRECIETERR
B, BXEZER , H5H IAM XHEHH ABAC 5445 RBAC BRA LK,

R RENRNRAYBRAESERRA T ABAC RE, N[@E IAM ZREARHMIIHITESAIENRR, E15
EHEINFENTEEMNR APIs |, XFAFAFBRARNRENFEL, IREEABRANEFIERX
#F ABAC AWS KMS , FBHAREE 58 R AVIR SRR 7 L el 2R AMS BB

BRI UE ARSI ERASEEILEET  HRITATREESSFERTERNWEZS, il | &Ll
8 AWS CloudTrail BERBIEATFHITEE AWS KMS BENBRARES S EEEANEERE TR
Bl 525,

/A Warning

TEERZRIGEEFISNEBERBRES . mERNE. S ABMATLFEEEA AWS BR
%, BRI,

FESRHE ABAC 15 RRH A B , BEREGEANEMBRSREXIFXM A E. AXBEEBLRS X
¥ ABAC HY#B) , BZAWS BRSS IAM XHHRY “5 IAM B &R,

BXNXY ABAC AWS KMS LUK AT LAF BN G EL B R R U BN ESZES |, 1555 ABAC /Y,
AWS KMS
Ry % £ T3 AWS KMS

FRIRERANEINE KMS Z4A1 AWS KMS IZREREZ INE £ T3 Mm% L TXR—A LR IR
BEAEX , TUIEEXRBENEMBLETXER, FAZESKR , B NEEncryptRERTHA M
BmETX, AWS KMS LUERENT YR AP RN AT =it 4. AWS KMS AWS KMS £/ &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html#introduction_attribute-based-access-control_compare-rbac
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/kms/latest/developerguide/abac.html
https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html
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LT XERNFTNN FHRIETIE (AAD) RXFLE FHBIUEMINE, N LT XNE S X ER N
BENF , MEFEEMAMERNNE LT XEERE.

nZEETXFARZF , BRAENE, e XAERX HIE AWS CloudTrail HEAR |, RtEALAEA
TXRIDBN M D RKEBWMFIRE, BTFNRLETNFARREN , HHERZR AFRNEZL AT RIEN
CloudTrail B EHIE.

#&3& "] LAE kms:: context-key EncryptionContext &l kms: Z&#EncryptionContextKeys Z3 43 1R #& iN
TN BRI FRINZE KMS B4R RINR, St FERXERGFRARERENBFRESFEH
MBLET, WFXERERE , EEBFEXREMForAnyValuemForAllValuesi®R Bz ERFH S
M, ARG R R T SR THR

AWS KMS X PR &% X iR 25

EH KMS ZHRE R EFEREER |, HER IAM RENZARB2OAHE TN, EEANEN
NRRAIBAMEBERT (ERABEL ) HNR. EKSR , KMS ZHRANNRATELZET IAM &
MHVREE, BARR, NRLR, RERHEBRIALERBHZE, 50, MREENEAETHHH
R B RIS SRR BN KMS BRAMEFE , M FESERANBREXNAERE , LBEEREA
REAPRITEERE. BXESZEE , B5H IAM XEHHERITEEE,

BRERELSNEBRBRALRBERNRER |, FSE AWS KMS M H%H #9247 17 R SRR E
XHHE L5 15 B 45 iROH B R AT R R ER

BIAET IAM B4R RBER KMS B4 KBS 151,

A IAM ARG SR B R &5 [ o

FIAP YRS IR FIK B (SCP) A RIZEHIK B (RCP) AWS Organizations >R BR#li/48.
MREFEANE VPCABTR , FHIALGE TS XBESIER,

EETHANRBENBHARRD |, BIERTMARSIERIZANFES TR A, BUEXLRSIG , #
IAEFRARTURBARAZAAKME APl, IRKY , BE—EFNAZFGNRRSIA , ARRIEE
RAREMEEHENER. XU EHESHERNFZERTRSE,

o k~ w0 bh =

BREZER , BSH IAM MXAERRIXIIEL 175 R 55 708 S 2 T E SRR
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https://docs.aws.amazon.com/kms/latest/developerguide/kms-cryptography.html#symmetric-key-0ps
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context-keys
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_access-denied.html

AWS HE RS AWS Key Management Service & {£3£#

RYAQ M N M R B fE S5 Bk AWS KMS

KN FEEE T # AWS Key Management Service (AWS KMS) A AT A, RAEMEABRNE
TERE D, MIREBTEY AWS RS RNREM, SN, THAMMMERE. AWS RET A
TGN KMS ZHAM AWS KMS REN TR, AW N AMAEEMEA XL T ENREFHE T HEN
IR IR KMS BRAMERER.

AU TG EH

- EA%EE AWS KMS #4 AWS CloudTrail

- A IAM RS HTER IR KMS 4R 15 F AR

- ERANMEM AWS RE ARMZEIRE AWS Config

« f£F Amazon CloudWatch ZiR ¥ KMS 40

- f£/A Amazon B31[EIZ EventBridge

FER L AWS KMS #24E AWS CloudTrail

AWS KMS 5AWS CloudTrail —TARST R , ZBRFS A AIEKAFT. AaMEMANMERL AWS iR
%, AWS KMS CloudTrail X8I FrE APl @ A3k AWS KMS REH , BIEXRE AWS KMS 2l
& AWS KMS APIs, . AWS CloudFormation, AWS Command Line Interface (AWS CLI) F1# 8 A
AWS Tools for PowerShell,

CloudTrail 123%FrE AWS KMS 24 , B$ERiERE | 4
WListAliasesHlGetKeyRotationStatus., EXLIERKEIE KMS ZAMIRE ,
fFlanCreateKeyfMPutKeyPolicy, and cryptographic operations, such
as GenerateDataKey#Decrypt., BHXELIEFK AWS KMS FEEERH A IBIRIE |, HI
lDeleteExpiredKeyMaterial., DeleteKeySynchronizeMultiRegionKey.
FMRotateKey,

CloudTrail ZE{REIE AWS Ik NEERLEA. RIAMERT , EHFLEFREE X 90 XPIEFH
EEEHAPEHNATEER, IR, I THRETTENIER, AWS KFERZERFIT 90 XEHE
B9 KMS Z4AMERAER , BAMNEBWESIZE CloudTrail lREE AWS K, MBEBEHBIETHL AWS
Organizations , W AT LA B2 H AR R EHHIEFE , AT IERZALR AWS K- FrATE ARNEH,

NENKFRELEVVRIRE , B NEAEM AWS RS k7M. 2 Az RNREFIZRASE
o Bl | EA AT TERME -
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-event-data-store-cloudtrail.html
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« IRATLLIRE Amazon CloudWatch 1R , BHAZBREIHNELSEH, EXEZELR , BSRAKEFT
B Amazon CloudWatch 23R4 1% KMS 324,

o A LABIZE Amazon EventBridge M , AMEERERF AESHEIRNTRE. BXELZEE | B
2[R 2387 EventBridge P Y £/ Amazon B3I EI &,

o BALAERA Amazon Security Lake IERMF#EZMNBEE AWS BRS , B1& CloudTrail, BEXEZE
B, 2% Amazon 22308 AWS RS PR HHRERIE.

« RNTHEBIZEEFIINDW , L LUER Amazon Athena Zif] CloudTrall B, BXEZELR | &
2% Amazon Athena X#H &1 AWS CloudTrail H&,

BRERKE AWS KMS 2ENEZEL CloudTrail , BSRUTHA :

. A2 AWS KMS API B AWS CloudTrail
« AWS KMS BE% B =4I

- 5 Amazon %1% KMS %4f EventBridge
« CloudTrail 5 5# £ X EventBridge

A 1AM 5 8] 5 #7884 12 KMS 224 /Y 15 R AR

AWS Identity and Access Management Access Analyzer ( IAM Access Analyzer ) AJ &5 Bh#&1R B4R
FRRRARENDEERZMNIKS (FlI KMS 248 ) o &ARSS A AR BY IR IR B 5T I8 1Y B IR M B R Y
BAFRBRE FRZNIHERNER , XFEELZEXE. IAM Access Analyzer EFE TIZ B HER DT
REPETHEROEE , NMRBIEABERARLZNER. AWS

BRI LAE A 1AM 75 8] 2 47 83 SR 1R Bl IR LE AR SE B 5 R 88 KMS %47, /5 A 1AM Access Analyzer
i, AR BNMNALAR BRI RIS TR, BEBNALARKFEHR A TRNEEXE., 275
BREEXEAXENER. ZRAZEEXE XN ERNEM T EEBHHERR AE.

T KMS Z48 , IAM Access Analyzer 25 TN A TREAN ZHARBEARIN,. TLERBHARKIIR
NEEAFABRMEGEZRANER, FH IAM Access Analyzer R E PR R EH NG EEH
KMS #4f , RRRIEIX LA R B NIZAA HRR,

BXREM IAM R 2R EE KMS BATRINESEER , BSRNUATARE .

« {E/ AWS Identity and Access Management Access Analyzer
o« ATAZIHEE IAM FRI D ATES R RER
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https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html
https://docs.aws.amazon.com/athena/latest/ug/cloudtrail-logs.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/understanding-kms-entries.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-eventbridge
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html#access-analyzer-kms-key
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html
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« IAM 5B MrER B IREKE . AWS KMS keys
- SEBHFRIAMAREAGRNRNIFES

FREMEAMM AWS RS ARINZEIRE AWS Config

AWS Configfefit 7 & AWS BRE B IFMIE AWS Ik, EATLAER AWS Config SRIQIEfE A&
B KMS ZHNAFEAEEREEEMPZRE. AWS RS flw , B LAER NS AWS Config M
MR EH Amazon Elastic Block Store (Amazon EBS) B2 & B %,

AWS Config @IFFEEAN , AIE B RIREF TARBRNAN, HEF AWS Config B AWS X
g WEEZXEREXHFEFENREENN, TANKEANSEREL DX RBEERS
(Amazon RDS) tREBAYELE., CloudTrail BRERINE, W5 fE 5 74 RS (Amazon S3) A& RAAIERIA
%, Amazon DynamoDB RiN#%,

R BENANFANALFZEZERBELENTREEFELNER, FZHREAMNNTRA
W1 LAY “AWS Config B F 4 E" % E| GitHub, XERALA AT RBCHEENHANBNERE
i

/AN O

URBAFEANE | B LUF s NIRE, AWS Config @3EAWS Systems Manager B3 {LIRITH
RIERE, Bl MR ER A T cloud-trail-encryption-enabled M N 3 B M NIR B TNON_COMPLIANTSE
£, W AWS Config JRAEz Bai{L XX , BN EME CloudTrail B EREE FIE,

AWS Config A EERBR R EIRERERNE AWS Config MM, £ E3NE T S AFN AT
EPEEERNERR RN ERTIIME, EHEFEESUEHERX N AN A LU IEEERE R IR
Z AR REE

&t A LB R HI5RSEH AWS Config BLMAWS Security Hub CSPM, Security Hub CSPM 324 7 7]
DNATECHNRZ S E. AWS K iX irE Al 75 B SRR B W N HUE THE B IR, AWS Ef%
SERESEFESRAFESNXRAPHEYG  BTRIEBRSNESRERENUR KMS ZAXKKEEE
R WK,

BXxfEA AWS Config BEEHRHMFRENEZEFELR AWS kS , BSHEUTHE -

« AWS ConfigAi]

« AWS Config £E#HN

« AWS Config BE X H N

- FRBETEHNRIR AWS Config
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html#access-analyzer-kms-key
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://github.com/awslabs/aws-config-rules
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config-rules.html#aws-config-rules-evaluation-modes
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/control-categories.html#control-category-protect
https://docs.aws.amazon.com/config/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
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£ Amazon CloudWatch 3R 53 KMS 574R

Amazon €3£} CloudWatch¥#s 2 #2H) AWS BIRMEIZIT AWS W ARF. S UER
CloudWatch RUREEFNIRERIEPR , LB R UHENTE,

MESANBAMBTHIZAOBEREENN , REFITNTY , WAERREEES, BINENER
ECloudWatch R , MEEXEEHLAECIREBEIBEXEEH, BRITDEBETE AWS Identity
and Access Management (IAM) 5RB& = AWS Organizations fRS5 2 #I5 B (SCPs) , LABFIEMIBREE
=4,

CloudWatch B#R A& By B RN [ESEHE , BIMNBUEZAMER , SCREGNGIEHE | SIMNERH S A EMER
CUSUR:GL: DR ER o e

£/ Amazon B 3zi[E& EventBridge

838 "] LA Amazon EventBridge & MEH KMS AN EZEHB AL, EventBridge AWS AR
F R—MREHEFENNREEL4R , IEEHMET AWS BRIRNEL, EventBridge Bah#ZEWkE
CloudTrail #l Security Hub CSPM BYE#, £+ EventBridge , A LABIZE A T M B FTid R E4EIM
M| CloudTrails

AWS KMS E4EHFEUTHER :

« KMS ZHATWEAMBE B KK
« KMS BT S ANZHM B EIH
- FREMERE KMS %48 EMIRR

XESEH4AELN B EMRE AWS IKF . XERES E—FHHERE CloudWatch BHRFE ,
RARBESEHRERFTENCIIREIT. flan , B RS EZA GRS Z B XK R
R, REEARREE NS 1T H R 2 A B WM ER.

&35 A LA % 5 B R E M E A API =4 EventBridge, CloudTrail XEWE , IR SXBEHKIER
) AP RIETFERERE , WA A H#ITIHE, Fla , &7 LAFEEH EventBridge PutKeyPolicy
AP| 84, E 2%, BWALARELL B3 MR FF kDisable*siDelete* 33 B 3h W N FE A AP
BE,

£ EventBridge , B MG ( XROUREN ) , ANBNSHIEEEHRTREN G ( HA
B4 ) . flm, mReZE IAM AFSAe, tE KMS ZAHNERBARE , BT UEEZ2HEKHAF
RIMEKIERE, SRR REEIEER API 24 EventBridge WEAMN , RS E 5 ZMNHA

Bt & CloudWatch &R 24


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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XxBk. TOIBEFREIE AWS Lambda B%K, 5% fE] £ & HBRSS (Amazon SNS) Simple Notification &
"o, Tz E2RASIARS (Amazon SQS) Simple Queue Service BAFIE, BXxE BRAEEHNES
2 , i85 Amazon FHIEH 5.4 B 5 EventBridge,

BXR AWS KMS A% EventBridge M BZIMNMEZEER |, HSH AWS KMS X4 EventBridge
FHRIBEA Amazon %32 KMS %4,

HalEE 25


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-events.html
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Y B S R0 K 22 5 P8 B SR B AWS KMS

MEMRELH , AWS RSF BOUREHEERA , AIHERILEZER, KTNET AWS Key
Management Service (AWS KMS) RZAFMEREN , FHiRM THRERANED , flnEN A%
F, BETUEE KMS ZHNERER , LBAERREEHMBRERETBI L,

RTINS AT A FIMK S B 3 R/

- AWS KMS ZAFHENEMN

- XABRIANMZEEEN Amazon S3 FiEE

- FAZEFEHER AWS Encryption SDK

- BAZEEHN Amazon S3 FHEBRBHANER AR
- BB KMS ZAFEAN BEEE

AWS KMS Z4AFEEHNEM

R AWS KMS key EE R BIZH T — NS AWS KMS 74448, WNHEH. IEXNMEL. HVAC &
., ZXEEA (M EFANSIEEASXEESR ) . EFSABAMENZHAURZARRANEHR
—> AWS CloudHSM A ERZ AT #Y KMS Z4AR A E R AME.

NT B RRFREN KMS B, BANE-XVNEZRERQEMFINNAERTH ( RDHIREH
DB ) o FTREME , ZANEAEEERRIGTITER, FEBAWS KMS ENLEIRISHNENE
2

& LAMEFAAWS Budgets RELBFEATIE, AWS Budgets 2 ERIIK F RNH X KBTS ERER |, AT
REL, XTEZHEXHEA AWS KMS |, BaI oI 2EAME , SUERTE KMS ZAZHERIZE, X
AR EEX AWS KMS 2348 124 F1 68 F AR AR B9 7T L 1%

K HEERIAINZRTHBERY Amazon S3 F#F %4

EFRLERH|F | £ Amazon Simple Storage Service (Amazon S3) i B HE R KEX KR THEAH
ARES AWS KMSEIHA R AKEER , NI IMENKA., BE Amazon S3 1741 2 41 7T LAAS Bh 184
RARIEZIA 99%. XREZEAMBNHEERAR , UEBRES ZHXH KA AWS KMS,
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https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-managing-costs.html
https://docs.aws.amazon.com/cost-management/latest/userguide/create-usage-budget.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-key.html
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5 & FHIEE AWS Encryption SDK

ERAMITAWS Encryption SDKE FimlZ et , BIEZAEEF USRS NAEFNMEEE | BENA
BFIER AWS KMS ZRHXE , HEBERERER. BXUAFAAINTNESEER , BSHNAERARK
ERPEF.

ZEAEF M Amazon S3 FHRBBHANBRAR

NRBTFEOBRBLBEERMETEEERZIAETF , BHEALUER AWS EE12E|4S = Service AWS
KMS Quotas AP| &3R8 MNELE, EE— TETFEEHITH APIBHEE, B#TH AP AR XXBRAWS
KMS EMMNEERE, MREIEINERBZREHLT B , NERBENEINS AWS KMS =41
AR,

EE KMS Z4{EHAMN B ERKA

R AWS KMS API #8182 % 2| AWS CloudTrail, RBAREFFMRS AT LAE K KE AWS KMS API iF
A (FIUATNRRE , SENZENHRE ) . IRSEUHEHEEERE, AERBNEREE AP
EHMIE | BEMESE CloudTrail B, Amazon Athena IRHETE U HHRIELEH |, AT H BB RIEIR
B A&k CloudTrail B2 4 A EEIE. X TEHMMIENIGN 2Rt — S RERSHIER.
BXEZEER , BHZH Athena XHEF I ZEE AWS CloudTrail A&,

HFEIZEERR Athena 15 , AL B AR RIRFIRERE. BEEGESEITKRIEMRA, 4
PREIN B4R , XTUEBRBRELHE T FSEREZ L. N THBEBMEER K KEHEIREVNE
RZRREER , WEBTNR , FBRCITETLEEENLE R, B LUGEIRREE Athena LA
ZRRER, BXRUOMAFFHRER Athena WEZE R |, ESHIL % Athena Al T,

BEHESHE , AUEEERRLRFRABRITHRE, XEUHRABBEEERRE. ~6TE
Amazon S3 PutObject T Lambda BREUIRIE API B, BIEEHBERSEEEY , LFXL
EHar-ERA, N THPEHERIRERS4HEBEEHHOEESMHE CloudTrail , &R LES
BESREHILEBRB[RBHEZZWHIFEEZH CloudTrail AWS KMS , WT{E{t BRI FKUARIK,
Amazon S3 B A<, CloudTralBXxEZEE , BRI NAIEASREHFEFESEIL/L AWS CloudTrall
B (AWS & XE ),
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/kms/latest/developerguide/throttling.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/implement-caching.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/implement-caching.html
https://docs.aws.amazon.com/kms/latest/developerguide/increase-quota.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/Welcome.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/ug/cloudtrail-logs.html
https://docs.aws.amazon.com/athena/latest/ug/getting-started.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/blogs/mt/optimize-aws-cloudtrail-costs-using-advanced-event-selectors/
https://aws.amazon.com/blogs/mt/optimize-aws-cloudtrail-costs-using-advanced-event-selectors/
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cli/latest/reference/kms/
https://docs.aws.amazon.com/aws-crypto-tools/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/privacy-reference-architecture/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-encrypt-existing-and-new-amazon-ebs-volumes.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-remediate-unencrypted-amazon-rds-db-instances-and-clusters.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-and-remediate-scheduled-deletion-of-aws-kms-keys.html
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