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AWS Startup Security Baseline ( AWS SSB )

Jay Michael , Amazon Web Services ( AWS )
2023 F 5 A ( XHHALIEFH )

AWS Startup Security Baseline ( SSB ) 2 —E#Z#lfEM , AW EFEREBEENFIRT , £ AWS
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M, EERREEUARZIERKED R,
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K/ RYRBRIEBIHBE R
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BERAFHR, REMRNEN , ARNAEZENKSPREFERERNIABEESEINED,
THEMBREZFHAD TR PN ERENRE  LUNARRF, RinHEENEE, ©aEmE RN EE
SEEFEW.

(® Note
REEPHENELERF S ERMRENEENMINME , MASHEFNSEEXRNIREN
R, BRRFAXEANSEA AT ARNREREE.
B PR AX

FEERESATREDH. ARMSESENER/ NGB,

NTREEEMNRERBH BRI DS EMED |, IR MXN RE S5 #MUER T EX LR H 8
FIRBEZNE. MRRIAEMEE , IUNEREEFHEMES  RAETEENREESENKH

BRRTT R

(® Note
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AWS Well-Architected Framework ATSBIZRMIMABERHNARFMTEARNERZ S, SMH6E, &
MR ERZEM, AWS Startup Security Baseline 5 AWS Well-Architected Framework By &£
HE—H. Z2XENMATNARNAZERARERFEE, RENF>~ , N\TREENZSRR. BT
B ERM AWS B, NTAZER L SNEEER,

Ba LA AWS K~ 89 AWS Well-Architected Tool , M B 2N B HTENRESSERNESTE
Mo

ZEMFNENER AWS EFXFFHENTRE, TEREEXBERH , AWS AR=NEZ S ( BIRP
AWS CIoud 431%1 WATERSHEMZR ) , MEAREFHNELE ( BERIEEN AWS Cloud BRSF R
E)o. EREHEERD , TEAXEPHLZLEFHREBENETFHREZ—S

ERERMZ2RAE 2


https://aws.amazon.com/architecture/well-architected
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://console.aws.amazon.com/wellarchitected/
https://aws.amazon.com/compliance/shared-responsibility-model/
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R IR K P

AT RN E4NRZWE TR EHN AWS IkF &£, ©RIEMEA AWS Identity and Access
Management (IAM) AP, AFANABE (EHRERA ) #ITARNYIRTHR , REBAFWER ,
HERBTZREGHRIL. AT G |, BHIAAWS HESENKFEHNRSHEINEKRER, &
R LU B EARS , Bl AWS Trusted Advisor Amazon # GuardDuty AWS Budgets , IX#E & F 7]
DAREINK = 5EB B A, B AT AT SE B R A IR AN S B SN A BRI fif o 0l 7

AHTAEUTESR

« ACCT.0O1 - RIKFRAIMBKRIARB R BN B T BRATIE
« ACCT.02 - RHIEFABA

« ACCT.03 - ASMNAFEERES &1 RR

« ACCT.04 - DB R

« ACCT.05- ZEZEFHRIE (MFA) 8B R

« ACCT.06 - BEHlin 1T 2588 SR #E

+ ACCT.07 — ¥ CloudTrail B &£ X ZIZ R S3 F4 @
« ACCT.08 - i Lt A FFiAEFAE S3 FiEHE

« ACCT.09 - MIRRARFEAMN VPC, FRMZLA

+ ACCT.10 — Bt & AWS Budgets LU H

« ACCT.1M1-EAMEEEZH GuardDuty

« ACCT.12 - 5 Trusted Advisori¥ 2 1 R 5 X B& 7] &

ACCT.01 - K FRAINVEBERAIRE N ERN B FEE4ETNASIR

NIEH AWS IKF IR BEEBBRARAMZARRAAN , BEAEFHABRATIRT TR AN EFHR4
Hoyit, fERAERFERFBANRTUBRAL[DIA RS HIHMREMBRMAIGEE, NIKE, BEM
Z2BARERZAKRRA , FHENBERMENN L FEREBRATIR, AWS ERXLEBE FERFibu 5
BEBRR , Rt ESSEREXN SR G RNR.

BRRBENKS BN, WA BRERA S B FEb4r it # TR

1. 1 https://console.aws.amazon.com/billing/home?#/account L B3Ik B MK AEE 24| &
Rk % B M
2. EXFRERNELNKFIRES , ERERE.

ACCT.01 - REMF R AIBRR A 3


https://console.aws.amazon.com/billing/home?#/account
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3. HEEFNFRE , EREE.

4. MALBHERG , ERREEL

5. EEIBERG , EETK.

HERBENBKRER

1. EXFRENHEELWRRERTE , EREE,

2. WNTEEINFR , AAEHENEE , REEFEEH,
HERM, EHBMERZARREA

1. BEXFRENEELNZFAKRRATE , ERER,
2. WNTEEINFR , AAEHENEE , REEFEEH,

ACCT.02 - RFIEABRHF

root AR RELEM AWS Ik ROIER , ZAFPNZKFHEZTENAENRINE , BEXEE
R, NEBAFATEECHWEELS EXEZELE , BSREERANEIENES ( AWS Account
Management ) » SEFEMERMN IAM 54 ( MEE IAM BEWERERF ) MITKFPHWFTEEHMER
., BXEZER , 359 AWS security credentials ( IAM X% ) .

EEREEARAS

1. BENRAFETSESZHRIE (MFA) , MACCT.05- FEZE MK (MFA ) FEEER F
2P

2. CIREEAFS , ERFBTLEARAFHITARES. BXEEAFHRNRNESER , BSH
ACCT.03 - AN A BB H & MR IR,

ACCT.03 - A A FE &S & U7 E X R

ERBRESRE , AWS BiEA IR RZFXT AWS K- FE RO EARR. 66 &I/ 8 A
BRER , At , EAFEXERUNFTXRBRRBPHEBECI]. BXEZEER , 525 Temporary
security credentials ( IAM 344 ) o

FNFAEAFP , AWS BiUFEREFR BHIRMERE (IdP) REMELS 5 , 170 Okta, Active Directory
5 Ping Identity, AWS IAM Identity CenterBX& AP AT B EE NP UUEENHH , HEAFT

ACCT.02 - BR#%IEARAF 4


https://console.aws.amazon.com/billing/home?#/account
https://console.aws.amazon.com/billing/home?#/account
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html#aws_tasks-that-require-root
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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LAZR 4 it (6 N B AR R 5 31T B D IE AWS , BENEA—4EEIE. BXEZEL , H2A+T
WEXE 5 AWSHI IAM B4 54 (AWS ML ) o

® Note

BRBRERIESFEMNEKF R ZKFEENTETESESR. Yot LBEESHRXES 5
BRAWIE , BRI M8 —/NME AWS Organizations B IR K 2 0K 77 2244,

ERRESHKSRIE

1. WMREFEFER IAM Identity Center , 58 Getting started ( IAM Identity Center 3X#% ) ,

MREEANRIAEHE=7 IdP , S Creating IAM identity providers ( IAM 34 ) .
2. WREM P BHIMITZEFMHRWIE (MFA)
3. 1R#E ACCT.04 - pE AR B AR,

NTREZHFEESHRSBIENANGIDN |, ATERE IAMPEEAS, ITREFENZE2HESR
B, EAXERKIIHHKHPEIL, EXRAGIELEESENBNERME , HLEEEELZRET
B R Z 0K 7 R e I8 2 R M

EREL | B LR EEHE AWS Management Console I E M ABIEZ—N IAM A, WIREEHE
IAM AP, B2ERFZRREEILE , AERRGREBEIL,

/A Warning

IAM AFHAKPILES , X&TREZEXK, ABPRBXMXE , BNBUNREAXLERFR
HHITESHENNR , HETBEEXER R EBER.

EE6E IAM BF

1. 812 IAM A7 (1AM X#) .
2. 1R#E ACCT.04 - ZEAXPR B ARBR,

ACCT.03 - EgE 2 Hl & 177 B AR 5


https://aws.amazon.com/identity/federation/
https://aws.amazon.com/identity/federation/
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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ACCT.04 - B R

BEFREOES IAM 50 (AFEARAE ) REEKSHNAFNR, SRIEEXNRR , thralbl
BYINAWS FEERE  XERKERIMMKE  EENTSERLAMRMKRR, AWS MREHE XX
R, FEER THRENBNZERERXEKR, RENRERTFEMNAFNTESHENRENREN M
Ho

MREERKREEH AP ESABEHREERE IAM AGTEKS. IAM ABEXT AFELT
AR IdP S HRIEMAFEHPNITHRE, AWSEAILUNBE XS AWS EERNA Tt A
BREEXR.

BEENREF DD ENR

MREEAE R IAM Identity Center , 25 Use IAM policies in permission sets ( IAM Identity
Center 3X#4 ) .

MBEBERANRADBRE=2 IdP , 55 H Adding IAM identity permissions ( IAM 3X#% ) o

MREFEANZE IAM AR, WANERAFEARAEREESN IAM AFHRR, RINBWAGIE
ERAAFE , BAENERZERE  FFZHATRSEKFHFEFREZEXNRNEEEIR. REAFS
NI FERERAFIEIAFE,. AREANTAISENARR. BE. NEMFTREE (DevOps) T2
i, AR IERENRFAF KRB ABRPIIAFE , NSRS RITEI,

HESE IAM AP R

1. BIE IAM A (1AM 2R ) o
2. @@ AWS EERBEMINE IAM AFAH (1AM X8 )

ACCT.05- EEZE G HRIE ( MFA ) FEEE R

BT MFA, AFRET —MNAMERSHRIEFABNHNRE. FESMNAFNEZIENRZERE
RFRTREFIRE. ENREHEXK , FEA MFA #1T AWS K/ HE , RERHNKFBRAF
M IAM AP EKHEF.

HEZNBAFIRE MFA

1. &% EF| a AWS Management Console t https://console.aws.amazon.com/.

2. ESMENAN , BRENKSBR  REEEERNLLREIL.

ACCT.04 - B PR 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocmp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_attach-policy.html
https://console.aws.amazon.com/
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3. MEXE , ERMEFRARLEIL,

4. BFAZEFHRIE (MFA) B,

5. EFRBUE MFA,
6

RROSHBEMbEERN MFA &%, BXEZEER , 1525 Enabling MFA devices for
users in AWS ( IAM X#4 ) ,

#E7£ IAM Identity Center % MFA

J& B MFA ( 1AM Identity Center 32 #% )

EZEHNEHZH IAM AFIEE MFA

1. FABMNEFREIL , £ https://console.aws.amazon.com/iam E&FE| IAM 2H| &
2. EELANSHER  ERENEFE , ABREBRENZSEIL,

3. EAWSIAM EIEEMFHZESHRIEH DD , BFEEE MFA &%,

HENHM IAM AFIZE MFA

1. &% AWS Management Console F#3TFF IAM #2&|& , Mk H https://console.aws.amazon.com/
iam.

ESMERP  EEAF,

ERENHERA MFANAFRNEN , ARERZEKILET .

EDBEMN MFA RZEED , BEEE,

RROSHBEMbEERN MFA &%, BXEZEER , 1525 Enabling MFA devices for
users in AWS ( 1AM X#4 ) ,

o A 0N

ACCT.06 - saFlh 1T Z B K

FIF AWS Management Console B3 1R HFEIEEF , BIUFERA MFA, ERFIBEFEARER
B, SBFE B R H BRI ERIRLI,

ARBEBHNBEHFENNEZEELR , H3H Center for Internet Security ( CIS ) P34 L&Y Password
Policy Guide,

ACCT.06 - 38 BI#h 17 70 S e 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://console.aws.amazon.com/iam
https://console.aws.amazon.com/iam
https://console.aws.amazon.com/iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable.html
https://www.cisecurity.org/insights/white-papers/cis-password-policy-guide
https://www.cisecurity.org/insights/white-papers/cis-password-policy-guide
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NFIAM AP, BAUEREN IAM BZBERBEAEEZBER, AXEZEER , 5 Setting an
account password policy ( 1AM 3X#4 )

HROEBELEBRE

1. &% AWS Management Console F#3T7F IAM #2&|& , Mk https://console.aws.amazon.com/
iam.

2. ESMERP , ERKFIRE.

3. EXRWMEMIEY , ERENEBERE,

4. ERLENATEHERBENEDR  ARERREENR.

ACCT.07 — £ CloudTrail HE&IZEZRIFH S3 FHEH

B AWS IKF AR, ASNRSAHMITHRERERNEHIZRES AWS CloudTrail.

CloudTrail BHiNER T4 F /8 AIRA |, 7£ CloudTrail #=4l& & |, EAILAFE] 90 RSB HFH RIEFE
B, EEFE, #XR, TH. &8, 2 MME AWS ERZEEFEIKFES | S EER CloudTrail®
HAEIEFEFEN ( CloudTrail X1 ) .

Ef¥ CloudTrail AR iEFKAREBE 90 RUKRHEMBIE , BRI AE—NTHNRER , NArESHEREN
B &S H1E a2 I 2h (2 22 74 AR SS (Amazon S3) FfE#8, 7E CloudTrail 3= &l & a2 IREReT , BN 6l
BEZXEBRER,

BIEMATE AWS X5 AR BEEME S3 & MY IR iR
1. BIERER ( CloudTrail X4 ) » HEFRBAEEATEL , FUTUTERE

a. XT APIJED) , AHERERAEA,

b. XFMEFIRE , EFEHEER AWS KMS 4., X2 FTE AWS Key Management Service
(AWS KMS) EHHEREZNBRIR 2. AWS KMS EEUEIMEncryptDecrypt, MZEH
B 1EGenerateDataKey AT A E L KEEH,

WNFEFHRE | RFIEREAEESH | H BRI AWS KMS S#4EEE, X7
EEAE AWS KMS EEEH , BNLIEREXNEASHDisable , ffltiDelete,
M. ScheduleKeyXLRAEFIMEHENREK AWS KMS AFIEFKIRE.

2. FHBENERERERNE L, X4 15 5%/ , & CloudTrail & B&EXH , EREENIKS 5
AT AWS NAEFRmEED (AP) FA, SR EEER S3 FRBEFHFET BEXH

ACCT.07 - iEXE4% 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://console.aws.amazon.com/iam
https://console.aws.amazon.com/iam
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
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N T EHBBRIEAM CloudTrail BEX MK S3 Fik @

1. BFLF#BEIXANABEF&ER Amazon S3 F#EBEE ( CloudTrail X4 ) |, AREFEFEEH
1TV B LU BRAE A A A /Y 15 B AR

2. ERLZEHRESR  SH4FFHN aws:SourceArn FEBRMBEZHEBERIE, BAXEZEL | F
ZRVNESEHA T EEALRERBEXHH Amazon S3 F##8 ( CloudTrail X84 )

3. /2 MFA B ( Amazon S3 3X#%4 )

ACCT.08 - BFLE N FFiARIFAE S3 FEH

MNERT , RENRAS AWS IKF M IAM ZRA (HRER ) FAENERMEAZZEACIZD
Amazon S3 Ff#E. EAETHHNRKEEM IAM E4ARFIHRERNR , H B oI UER 744 % K5E
FHRTERZRSE, EUNERFREERE , RTNFEE ( 2B FEE ) BT HRNER.

£ 2023 £ 4 A 28 BEXRHZERIENFREBINSBABELEATHRRE. X THEL B #2806 21
R AP RSB REEF#ABERE  TEPHIRRRET AKX, BN ENMEERE AHEL
NI EHRENRIEXFEBEHIR, WREXELE S3 FHEBH AR AH , BE AWS K
RABRAMIRE, WIRESP L RVFATT R REE

BHEMEIENTFIER S3 FENE

7 S3 FEMELEPR LA FFiAEIRE ( Amazon S3 XA ) o

AWS Trusted Advisor A R FARBITHIRPIEEIA QM S3 FHBERERERER | AW AGFLT
FESMBRNE#EBERLBERER, EREL | BEEH ACCT.12 - £/ Trusted Advisori& 12 Fl
iR S X 8] 7 SRR BI AN [F B B 4E IR TE 5 #8. Amazon S3 B#HIAFEZERT AIAFIFER/ S3 17
R,

ACCT.09 - fHBRARFEA VPC, FRMEZEA

EFERAOEUMZLRBHIYES | BERBRIRAFEMERERANER. EHAWS K |, RIANBERTESE
BANKF P BEFCERELMIE S (VPC) AWS XiF , XEZREBELEFRPRSELE IP ik, B0
BREEXLE VPC , MAFEREENEENNE,

MBRFEAIRIA VPC , BERIBRATE X8 ERIA VPC |, TN 2 AT RSP T 5k Y X i3 P AV BRIA
VPC, B VPC ELMIBREAH K MFRMZEA,

ACCT.08 - BFIENTFIFRIFAE S3 FHER 9


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-s3-bucket-policy-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-s3-bucket-policy-for-cloudtrail.html#org-trail-bucket-policy
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiFactorAuthenticationDelete.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/configuring-block-public-access-bucket.html
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® Note

& 7] LAE https://console.aws.amazon.com/ec2globalview/home B Amazon EC2 £ H#l B3
H&ELEEFBMARXEM VPC, BXREZEER , 15 List and filter resources across Regions
using Amazon EC2 Global View ( Amazon EC2 X#4 ) ,

= ZMERARERBIRIA VPC

1. MIBR VPC ( Amazon VPC X#4 ) ,
2. BEFSENHMXIEHPH VPC EEIERE,

ACCT.10 — Bt AWS Budgets ISR EH X H

AWS Budgets B ANEARANFERABERNERE , HEMITRAEY B REN X HBEN, T
MRABATTUREENENNER , RTHMESERSE (510 AWS Trusted Advisor 1 Amazon
GuardDuty ) 24\ , AT AR MBI, WEF T HREN AWS KAt REHFEZE LEN—ED.

EEHIEETE AWS Budgets

. BIERATNE ( AWS Budgets X1 ) .

ACCT.11-3 AfE £&A GuardDuty

Amazon GuardDuty 2 —TEM N RS , AL EIREESARLRINNTH , UBBIRFEHN AWS
WP, TEAENBIE. YTRUBZEAFNBENEBEENN , & GuardDuty RHIFANLZLFE
SR UEHTURMERNAE, GuardDuty AT EE NS TG ESN., KB Tor HF iR A
kR e, BAMTHUR IAM RUEZRERM. /B/A GuardDuty FENBELR , ML AWS
MEHRBENEETHARRERNNITHN. BXPERERNEZEE GuardDuty , BZRERER
# ( GuardDuty X#% ) o

I&TLAE A Amazon Ev CloudWatch ents £ GuardDuty BlZZBEE R AN EHRMREEFEN, B
% , IEIRE — Amazon Simple Notification Service ( Amazon SNS ) £& , } [EiZEZHRINIE 2
SR FHER b, ARJE , A GuardDuty KIIEESEH , CloudWatch EHH NI <& H Amazon SNS
FBHWLET R
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https://console.aws.amazon.com/ec2globalview/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Filtering.html#global-view
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Filtering.html#global-view
https://docs.aws.amazon.com/vpc/latest/userguide/delete-vpc.html
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html#create-cost-budget
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html

AWS ABHES AWS B 22 EE (AWS SSB)

/& A GuardDuty # GuardDuty &1

1. B A Amazon GuardDuty ( GuardDuty 3X#% ) ,
2. DlE CloudWatch 4N SUBALE GuardDuty BEL R ( GuardDutyXH ) .

ACCT.12 - £ Trusted Advisor'4 3% K f# R 5 X B 8] &5

AWS Trusted Advisor #3158 AWS BRI, UAIIER S, a8, RANMAFEEEXNEX
RHSEEEE, CRETEXZEMRFTNEERWNEAEE . BXRENUANTEIIR , FS5
BJAWS Trusted Advisor XS %E ( Trusted Advisor 314 ) o

EH®EE Trusted Advisor AEER , HELEMNX RIBH T WMREE B AWS usiness Support
% Enterprise Support itXl , MA LTS ERESE RSB FHlH. BEXESZER , BSH Setup
notification preferences ( AWS Support 3X#4 )

EHEFHEFRA Trusted Advisor

. HEBEZZXI (AWS Support R ) FHHBEESITZRE, T, RNBULEER
WHRITRAERR (IBER) .
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#guardduty_enable-gd
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings_cloudwatch.html#guardduty_cloudwatch_severity_notification
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#notification-preferences
https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#notification-preferences
https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#view-check-categories

AWS HEMIES AWS BaR4EH (AWS SSB)

RIF THEMAE

AT AR R G MR W AT BB SN E TR AP E AWS FETHITERE. EMREEENARE
FREAMBFREENRZEXREK , REBRPLBERENFEEKA , FRANERFRFERPHRENHRSK
=

ATAEUTEE

« WKLD.01 - £/ IAM & & 3RET B IR IERR

« WKLD.02 - #FAE TR RN EBNRRHEIEEREE
« WKLD.03 - AR B RBHEERS

« WKLD.04 - Bhit N AR FZ4ME

« WKLD.05 - RN AEEZ4AME

+ WKLD.06 - {£ Systems Manager & SSH = RDP
« WKLD.07 - BRI SHBEIEN S3 FRBHBIESH
« WKLD.08 - 11% Amazon EBS %

« WKLD.09 - /% Amazon RDS $iEE

« WKLD.10 - FRAERRBBILEFN

« WKLD.11 - E R £ ARSI KA

« WKLD.12 - fff VPC ix 2 ih R X BN RS

« WKLD.13 - FFEAE Web i S HEEFE A HTTPS

« WKLD.14 - ¥ Eim S E AL SR RS

« WKLD.15 - EERPEN LT LEH , HEA CI/ICD ER#THE

WKLD.01 - £ IAM B 8IRETE R EX R

£ AWS Identity and Access Management ( IAM ) A | BBR RN ARRS1E W B B/ — ERETEIA A
DEBHW—ANR, EAACEEEHIEERBEE , NMAXKBRETEAERAN/LR, EXENE
M, N IAM B&EE 29 B4 Amazon Elastic Compute Cloud ( Amazon EC2 ) k4, AWS Fargate
EF MRS . AWS Lambda BEUAR HAM AWS iTERS . A AWS SDK HEX LIt EREFIEIT
W AREFSEHER IAM A€ ESIEHTEHARIE,

BAXNBNRSER IAM AN A ENRE , ESHERTZRSH AWS X8, flm , ESRUT
XA
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https://docs.aws.amazon.com/index.html

AWS ABHES AWS B 22 EE (AWS SSB)

« S&EA T Amazon EC2 #J IAM £ ( Amazon EC2 344 )
« SEBATESH IAM A€ ( Amazon Elastic Container Service 314 )
« Lambda $11TAE ( Lambda 344 )

WKLD.02 - & F & T %R 89 58 B& X PR PR il X 1k 5 FASE E
RERUUEMNNBRRIEEH AZHFNTR, TEEHMITERE

- ETHORRBEHMNEEME , HFELEARE AWS FRERBHNR,

- ETHRBFHBERKMINE AR , 20 Amazon Simple Storage Service ( Amazon S3 ) FEFRELFE
= (VPC) iRo XLEREIEE 7T AFWLEEAG R, ZIHNREURLTHEENTMAEMIRE,

EAWEHBLRUNERRTRE , T EEETHORRBPRTNR , AREETHRVRESR
e AXEZFEE , BERAET S ONRBMNET FHRAVERE (1AM X4 ) .

ETRFHNRENBNZHSE

« £/ aws:PrincipalOrgID &4KREHIREEHFIEEHLHLFH EM ( £ AWS Organizations FE
X))o

- D BIMER aws:SourceVpc B aws:SourceVpce FHFRE#IHERKEHE VPC = VPC w2l
2,

« £/ aws:Sourcelp FH4RIEIR IP it R FHIELTRE,

LTREFHERNEKRY , ZKEMEMR aws :Principal0rgID FA M AYF <0-xxxxxxxxxxx> 24
LA EMIGE <bucket-name> S3 FAEAE -

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"AllowFromOrganization",
"Effect":"Allow",
"Principal":"*",
"Action":"s3:*",
"Resource":"arn:aws:s3:::<bucket-name>/*",
"Condition": {
"StringEquals": {"aws:PrincipalOrgID":"<o-xxxxxxxxxxx>"}

}
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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}
]

WKLD.03 - A Impt 2 $A s 2R A E B RS

NRAEFZHEEARIIAN , MBHAX, HRTE,. BFILEBNEREIL. DAEFEAXERAK
R EFEBYEMRS  WBERE. ATRPRXERS , RNBUCNELARIGRE ( £FREE
B, FERERE , il IAM Af ) | ELARMNBRHEERRSFRREN, XFALUBLEBITAZE
RS (LM REFESRSEEXHF ) BAEE, XEESFNABRFRBMNTRIMERADEFHR
TEEMES.

FWFZABEERS , BRINBIER Parameter Store, AWS Systems Manager ZhEER] AWS Secrets
Manager A5 :

- {8 Parameter Store EEZAMEMSEH , XEMELLWBHRBEX. ETFHBR, EKER
SHIFRME, &0 LLEA AWS Key Management Service ( AWS KMS ) 4B INZ %40,
Parameter Store iR ER P ERSBTREBEAERA. BEXSHENEZER , BSHEESH
E” ( Systems Manager 344 ) o

« £/ Secrets Manager 17 XX ( WS MEXRHREN ) . BT 4 KB ( MBFIEH ) HFEH
IR

& AILAE A Parameter Store AP 8 R ZME7E Secrets Manager R 4R, X# , HBRERER X
AR5 EY | B AT SUR R AR R R BB FRE L,

£ E £ Parameter Store F & %74A

1. BIEXNFE AWS KMS 4 ( AWS KMS 344 ) ,
2. 8% SecureString 2 ( Systems Manager 3X#4 ) . Parameter Store 1 #9 % 4R & F
SecureString BIERE A,

3. EENNARERH  FHESENEEIESH AWS SDK M Parameter Store RS, Bx
Java "l | i5SH GetParameter.java (AWS KB RHIEH )

# E1E Secrets Manager R & % 4R

1. B|E %47 ( Secrets Manager 3X#% )
2. TEREBHM AWS Secrets Manager # 32 %47 ( Secrets Manager 3X#Y )
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html#param-create-cli-securestring
https://docs.aws.amazon.com/code-samples/latest/catalog/javav2-ssm-src-main-java-com-example-ssm-GetParameter.java.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html

AWS MEMIES AWS BHR2EH# (AWS SSB)
B HHEEEA AWS Secrets Manager B P in EFEXRRESEAZHANTRAMEHRBADIEER (AWS
BEXE), FHACERRESERNEF I SDK BT NZEME L Secrets Manager B fE A E
FXo

WKLD.04 - B5 L IR F 2 B

EARBTASRES , NARFRATUAERERMEERCBXHFT , ARNEANRRBEFHEE. £E
ELEBRSRABN AL FEETRIEIARERNNTM , EEXEFARRI, EATHIERR
EZRAWEAN, FREFHARBHEBFENFIRBFEREN -

—EM NIt AEFRAEARRBEEENELTIES !

« Gitleaks ( GitHub 17 )
- Whispers ( GitHub 1Zf#&E )
« detect-secrets ( GitHub 1Zf#E )

- git-secrets ( GitHub & )
« TruffleHog ( GitHub 174 )

WKLD.05 - # U F & & 25t &

7 WKLD.03 - A Ife Z4A R BAEERS M WKLD.04 - Bt NAEFHAME B, REEERY
ZH. EXMRE D  GALUMBERLR  RUZHARERIX LT ER , RERTHENNEE.

Amazon CodeGuru Reviewer 2% MRERBHPHNAEFZR , HRHE—MNFREENRKFE
Secrets Manager &N B EFER. EFFRAA T M Secrets Manager R EZZAM AR FKB, H
TRARDZDN , BEZBRARETESEMNLS, BRARE , WKLD.04 - By S AR F B4
B PN —EARBRARRETHAEBHANRNEED,

% E®E CodeGuru Reviewer 5 Secrets Manager #9 5 X

£ H CodeGuru Reviewer iR 583240 H £ A AWS Secrets Manager R IX LR ( AWS 18
BENENMESMHES ).
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https://aws.amazon.com/blogs/security/use-aws-secrets-manager-client-side-caching-libraries-to-improve-the-availability-and-latency-of-using-your-secrets/
https://github.com/zricethezav/gitleaks
https://github.com/Skyscanner/whispers
https://github.com/Yelp/detect-secrets
https://github.com/awslabs/git-secrets
https://github.com/trufflesecurity/truffleHog
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
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WKLD.06 - £/ Systems Manager {$& SSH = RDP

RAFME , EAEEOERMMXNERABHNAE FREEEERNERNNEHNAE FREEEKX
WEEXK, BUUEREFMHIEIT EC2 X4l , £/ Session Manager #J AWS Systems Manager
IhAEEIY AWS Command Line Interface ( AWS CLI ) 2% AWS Management Console #2157 38

Bl Rfa , BELFER AWS CLI iEF A BB REEEIKFINSE , IEREETEEAT
Secure Shell ( SSH ) 3 Windows izfE £ E X ( RDP ) By HAEiE,

£/ Session Manager , MAREXE FMHFIZIT EC2 K6l. ESTHHEHEZTEL2EN.
EEiRE Session Manager

1. TR EC2 XHIFEANRRFINRERZL I #HEFME (AMI) , b0 Amazon Linux 2 2
Ubuntu, AMI EEBFfiZ % AWS Systems Manager X8 ( SSM K ) ,

2. WRIFITELERMMAD VPC i RuEEEIIX L (¥ <region> BHiRAMEMNE AWS X
8/)
a. [Ec2messages.<region>.amazonaws.com
b. ssm.<region>.amazonaws.com

C. ssmmessages.<region>.amazonaws.com

3. f¥ AWS FEE XK AmazonSSMManagedInstanceCore MiiNE SEHIEHIXERR IAM B,

BAXEZELR , HSIi&E Session Manager ( Systems Manager 344 ) o

EERIE

B3£1E ( Systems Manager 3(#% ) .

WKLD.07 - iR EEHRBIIEN S3 FHENEBIESH

FIABERT , AWS CloudTrail 2#REBEEH , EK, PAIE, ERIPBRFROSEM4, XEEE
EHF2IRIT Amazon Simple Storage Service F#EBMPENMNN RN BB EARE, ELREEHK
S HE , XAEENMERBNREANFRARELBEXOBEREHEREA. £A CloudTrail it F A XRF &
BRI S BREBIENTA S3 FEBHOREFESH , UEH#HTRMUMIT,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager-getting-started.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager-working-with-sessions-start.html#start-sys-console
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@® Note
ERBBEEHFUEINAER, BXEZER , 555 AWS CloudTrail EfT.

EEICRRENBIESH

1. &% AWS Management Console , 37 https://console.aws.amazon.com/cloudtrail/ £$TF
CloudTrail %14

2. ESMERT  EFRIR , ARERRES.

3. E—MREFAGED , ER'REUERUTRE, BLEENRENER.

a. HEBESHTF , EREE.
b. XNTHEEMHIR , &#F S3,
X FAE M B FRRAY S3 FiE#E |, BERIZIAME A,

d. HEENEERERY , IREEE L ERBESHNEEE. BUELE O PEEF
ZNFHENE. EERERNGFEE , CXESTFHEBNVRESH. ERCREWMEH (W
GetObject ). EAZEH (W PutObject ) REITIEEHE,

e. BEEEHMRIR,

o

WKLD.08 - 1% Amazon EBS &

58 ¥ Amazon Elastic Block Store ( Amazon EBS ) HNZREREH AWS Ik I ERIANITH NHSE
WEDHITIRERENXRE (10PS ) HESAMZESHERE , WIERN MR D, XL, LG H
TEARHMREMERS, BXELEEL , BZHXT Amazon EBS INZEH B HFESRE (AWS
BEXE),

ZE N2 Amazon EBS &

ZRiA S A 1% ( Amazon EC2 X8 ) ,

WKLD.09 - 1% Amazon RDS #iEE

L F WKLD.0S - 1% Amazon EBS % , /3 F| Amazon Relational Database Service ( Amazon
RDS ) BIEEME, XMMZREREESRIINIT , IOPS HEESAMBEMER , WEERHNEMIRN, B
REZER | BSHMNE Amazon RDS & JRE#EA ( Amazon RDS X% )
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https://aws.amazon.com/cloudtrail/pricing/#Trails
https://console.aws.amazon.com/cloudtrail/
https://aws.amazon.com/blogs/compute/must-know-best-practices-for-amazon-ebs-encryption/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Overview

AWS ABHES AWS B 22 EE (AWS SSB)

HZEINZE RDS BIEE LA

DN Z B AE FE R4 ( Amazon RDS X#% )

WKLD.10 - {F.5 ZREE R FAE F W

FAEEEEHRIERMEIR (0 EC2 3:f], BIEE. BAS., RiFHHAAEM R ) FEE| VPC
AEFN, REFMHERAKRTEZEFAEIMMEBRMMXNERR , AT EZERERMRE. KEF
EFM, REBKMNHWREANBEIEEN AWS NAT MXHRELE FRHIZEIT NAT #HZH EC2 3£
B TR R i Fe ¥R (NATI) « BXNERBEHESEELE | HZH Amazon VPC FHEMIZERZ £
% ( Amazon VPS X1% ) o

BIEAEHRMNFME , HEMELTER !

- SIEALEFNE , ZABFPELE IPv4 Hbil,

- BIEAE EC2 KMt , RABFIIELE IP. MRKPIRNEEBHRMETETHEILBLFNF
XA LE DB LA IP.

PHER | BULUERREEFANEBETFN. BULERAESLATATT B VPC ZERREANT] (AWS
PORAT] ) KEBBEF/RESEMN VPC,

WKLD.11 — £ & 2 4 R &I N 4% 175 [A]

FEARZLAEHE EC2 X4l, RDS HFEENHMZIRRRNRE. TL2EFTHEURAE , TNA
FEM—EAEXER , UE—BELAFAEMBISRENRN, BRTET IP it Fig DM 2
AN, ZE2EARTEATRBEEMEZLAXKRRNRENAN, flun , B\WEZSATLLUEENAN |, X
RFRBNAREFRSSBZSENTRE,

BRIANBRAT , 2B AFMEHERE , EFRRTFALRE, ATLAMBRBILGRENN | tba LAELE 7
REMHN , KEERFHEREMNAFALRE. NRLZLAZEHEAN , MFAFRBEHEHIE L
WRE, BXEZER , BSRERZEHEHR 7 )RR E ( Amazon VPC 3X#4)

EUT RO, B=NMNEL24A , ATEFSMNNAERAEHE%EEEEEREE Amazon RDS for MySQL
EFEM EC2 LB HRE,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Enabling
https://docs.aws.amazon.com/vpc/latest/userguide/infrastructure-security.html
https://docs.aws.amazon.com/vpc/latest/userguide/infrastructure-security.html
https://aws.amazon.com/quickstart/architecture/vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html

AWS HEMHIES

AWS BaR4EH (AWS SSB)

gogcat’:|

MRAEFABEEREEA

Ny

iR . REFREEAVED
HTTPS &

KH . HTTPS

SRR : Anywhere-IPv4 ( 0.0.
0.0/0)

aepry

iR . RFTRRERIREM
vE

RE . FERE

B ¥~ : Anywhere-IPv4 ( 0.0.
0.0/0 )

EC2 kfl= <4 R AP RENARFAR  #HR  AFPAEREIREM

HETEEM HTTP & AT}
KR HTTP KB IERE

¥R NARFARSIERET B#R : Anywhere-IPv4 ( 0.0.
24 0.0/0 )

RDS #iEFEZEA iR : RVFR B EC2 KAIRY

MySQL &

72 H AL

EH : MySQL

KR : EC2 £flke4H

WKLD.12 - /A VPC ik 2R X EHEN RS

FEVPC H , FEHE AWS EMAFRSHAREFE—NEEKN (0.0.0.0/0 ) HEHRRFHIL
B IP HutHBR ., £/A VPC im B AM VPC BIZX2# AWS SHEAMRFZHFE IP BH , SUERE
AEBRMM, NAT &&, REIEAML (VPN ) E#EZ AWS Direct Connect iE#,

VPC i R FMI MRS ML £ 4h |, S — SR EXRFIER,. Fln , B L Amazon DynamoDB
HE VPC in SR EE , RAWX VPC AR B RRNITIE RiRE , HELRITRERE , TieHE
SN RREE A, BETURE S3 FHMARE , NAFRBEEE VPC mRIiER , ELMEHM
SNEBiFE, VPC AR A LLRBRLEAMN | fltn , RA B ERENARFR LA XN EC2 32
f5 , ez Web NAREFHWLFEEE.

VPC im R B Z#RE, EALIER VPC 0w H R XSRS . FE/HMNKEL7IE
DynamoDB, Amazon S3 X#IFMXigffE xR, N TZEEEN AWS IKFMXEHFHN TR
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AWS ABHES AWS B 22 EE (AWS SSB)

], BEWEAMXEL , FETKRIFENZRH, MREEZEETT BUEMNHE , fln , NEME VPC,
At W Z A EIHY AWS X 1517 S3 F8 , MENUEREORR, BOKKRQTE8/ N ERET
RREIZANSE GB HELERA , XSFHMEADETEY AWS NAT MX[[ 0.0.0.0/0 KIEHIER
EIVE 35

BXFERAVPCIHANEZER |, BSRUTHERR :

« BXTE Amazon S3 BWRXFMFEAR R Z BHTERNEZEER |, i5S RN Amazon S3 1% VPC
i SRR (AWS BENE ),

- BIE#E OIS ( Amazon VPC X# ) o

« BIEM %S ( Amazon VPC X#4 )

- BXRHIGREE VPC & VPC in 2 kY S3 FHEEER ARG , ESFREH15E45E VPC ( Amazon
S3 ),

- BXRREHIREHN DynamoDB it LK EE RHI , EZH DynamoDB ix 2 KB ( Amazon VPS X4 )

WKLD.13 - FTB/AE Web i REPEEMEH HTTPS

FEMEA HTTPS HEM Web in JEHFNNTEE , AT ENHLUERERRKIEARS G |, HHIA
BHRRAMEENFT IR ENAEREHEME. XN TLOHME , XEETRESERSI BN
AFLL.

R AWS BRFE R B RIRIRM T A%F Web IR , tbil AWS Elastic Beanstalk, Amazon
CloudFront, Amazon AP| Gateway. Elastic Load Balancing #1 AWS Amplify, %X LRSS a{a =
REA HTTPS WiREA , BZHUTHER

« Elastic Beanstalk ( Elastic Beanstalk 3X#% )

« CloudFront ( CloudFront 3X#% )

- NAREFAEIGER (AWS FRHL )
- ZENFITEEE (AWS HIRAD )

- Amplify ( Amplify 32#% )

Amazon S3 LEENFEAMILEFAXEF HTTPS, BEEXXEMILESR HTTPS |, A AFEH
CloudFront, ToE/NFFiAEIET CloudFront 2N AEM S3 F#E4E,
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https://aws.amazon.com/blogs/architecture/choosing-your-vpc-endpoint-strategy-for-amazon-s3/
https://aws.amazon.com/blogs/architecture/choosing-your-vpc-endpoint-strategy-for-amazon-s3/
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies-vpc-endpoint.html#example-bucket-policies-restrict-access-vpc
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#vpc-endpoints-policies-ddb
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://aws.amazon.com/premiumsupport/knowledge-center/elb-redirect-http-to-https-using-alb/
https://aws.amazon.com/premiumsupport/knowledge-center/redirect-http-https-elb/
https://docs.aws.amazon.com/amplify/latest/userguide/custom-domains.html

AWS HEMIES AWS BaR4EH (AWS SSB)

ZEF A CloudFront § Amazon S3 FHEEMNERASMILIBERS

1. f#H CloudFront 1 Amazon S3 FREENBESMILRHRS (AWS HRFL ) .

2. MREEHREXNNE S3 EFMEMEAITIN , EEEEF M CloudFront 2 [H £
HTTPS ( CloudFront 3X4% )

MREERENFAE S3 FMBEVIFR |, KRR B MR HX Amazon S3 WA A
[8] ( CloudFront 3X#% ) o

WA, FHTTPS mRERENZENRERELZEM (TLS ) HXHERE |, RIFFESIHMUFRE. i
i, M ELBSecurityPolicy-FS-1-2-Res-2020-10 S5&H TR AEF fEk9% 8 HTTPS iy
BHNRHRE  MA2BIAM ELBSecurityPolicy-2016-08, HRFNEKKELEE TLS 1.2, [
BIRBURSIR Web XM EHRABHERT,

A% HTTPS AEBANTRRSEMNESEL , B5H -

- BATEHEATIITHENTNEN SSL ££ KB ( Elastic Load Balancing 301 )
- BRATNAERRFMEISESRN L LK ( Elastic Load Balancing 3014 )
« EF =M CloudFront Z 8] X #EHYHXFIZFS ( CloudFront 301 )

WKLD.14 - X/~ Bim LER L SR RS

EHEEMEC2 XHIRBFRFUERSREERE , TUEALERF RS, XFERBERMAEA
RENBRSZRAENARCEARIFANET2E, XERSTUEREIZNTRFR T ETEEN
RE , BEME , NABBEEARN  mAsEE.

ARENEHEIRTFH AWS RS EFE AWS WAF, CloudFront, Elastic Load Balancing, API
Gateway 1 Amplify Hosting, E2A8B FMHIZ{TE T VPC BARSS ( 10 Elastic Load Balancing ) , 1€
RNEFE FRPIZITH Web RS BRRIWKE,

CloudFront, APl Gateway 1 Amazon Route 53 Al %1258 3 EHE 4 BEoANIELRS
( DDoS ) B hBA# , AWS WAF A% 7 EH &,

BRIAFHERX LRSS , FSAUTRAR

« AWS WAF A[7] ( AWS M1k )
 Amazon CloudFront A7 ( CloudFront 344 )
« Elastic Load Balancing A|7] ( Elastic Load Balancing X #% )
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https://aws.amazon.com/premiumsupport/knowledge-center/cloudfront-serve-static-website/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-security-policy-table.html
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