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FERTF S ENEHLS AWS 12 Telegraf LA Redfish
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HEREE, EENRENBANESHN YT B4, ER , st ATEHSH —R K,

FERE e —RTEEHRNEZERZ —BNXE, REAWRERED  E5MNEHEECHWERA
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BA—BH T Redfish B~ BB AERIEH API K3,
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https://en.wikipedia.org/wiki/Bare-metal_server
https://www.dmtf.org/standards/redfish
https://www.dmtf.org/standards/redfish
https://docs.influxdata.com/telegraf/v1/
https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
https://www.docker.com/resources/what-container/
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FRUT ARG EE M ERESSE Telegraf LA K Redfish on
AWS

LRRNEAWETRINEEEXEE  AHRESHABERED , —RETEE— P EE. AR
HEATIRIIES Telegral REAT AT Redfish AT ERXNARE T BOBLHKLIRS R
# API AWS Cloud. BRI TX@IZET, BESBRAUBERE  THHEES ARG LETH
AWS,

ESHLTOES

- PRI

. AY RS

- BHRBIENREK

. BEAEE

REC BB E

ECBBEREREERINEFNXBAIE. RAEMWEL , REELER, ¥RMNEE , BREBRIER
B —Btt, AT ITE AWS RS ATUFHEBAEEMBHP - EHRN, FEMATRLHE

* TelegrafR —MFFRAE , ATWRENRERESHRER ( 2BERIEH ) B95ER. BRITHEBER
ESEAERE , RitE@R TEASMREER , flIl CPU, NfF, BMENMMNSE, N THEENERME
R SR — BV BEE | BT BLERE Telegraf £ ARILARS 2/ L.

« AT Prometheus W iR E RS 2 —M LIRSS , Prometheus-RRBN RS |, A& BB AKME
R4S REENIE, CAUBBRZETHNERE Prometheus B BENTE., V¥ ENEHFERS 2
EPESKNITEH, ZBRSHEVNEHALREHBFERETEA Y BNEME Telegraf E,

« Amazon Man aged Grafana @ —HE £ ENRTFEAMNLERS , TATER. XEKMATULKRES
M RBWEZEEIR. BEFMBRIR, Grafana R —RFABRAICITE |, ATHBIE N KR BIE I RN R
MATMILIHR. Amazon Managed Grafana 53& A F Prometheus WL B #HIEERSZTEER . &
AT LAfEA Amazon Managed Grafana 3k AJ 14t #1 20 #7 74 £ 1L B # Prometheus & RS H IR
BEHEERE,

TERERT —NROIEN, EA#I L% Elastic Kubernetes Service (Amazon EKS) Anywhere & 25
o, YRATLAERE Telegraf MM THET L MEFIFET R Telegraf fF 2 #E &= E| Prometheus HY
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https://docs.influxdata.com/telegraf/v1/
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://grafana.com/docs/grafana/latest/
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fE A Telegraf 1 Redfish 7f AWS B @V E4 G2

T D#EERS . AWS Cloud Amazon Managed Grafana MiE A F Prometheus BYIF &7 3£ & RS
BRERBEHE, BALLTE Amazon Managed Grafana A&, X<BXAATMILEIE.

Corporate data center

Amazon EKS Anywhere

Clsl AWS Cloud

Control plane nodes

Telegraf

Amazon Managed
Service for
Prometheus

Amazon Managed
Grafana

In Telegraf , ¥RAT AR A B B XX AR TE L E G A ML 4 4 DA R AT B EE A R LE 1R B Telegraf iR, 84
RUHETRNEEILED, UTERH Telegraf Bt E X, XLEXIHE : Telegraf (NIEF U E R EIE
KEFBFr () FH Prometheus Lix T R amp_remote_write_url () W SBHIEERS : AWS X

& region_name

telegraf.conf: |+
[global_tags]
[agent]

interval = "60s"
round_interval = true
metric_batch_size = 1000
metric_buffer_limit = 10000
hostname = ""

omit_hostname = true

[[outputs.http]]

url = "<amp_remote_write_url>"

data_format = "prometheusremotewrite"
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https://docs.influxdata.com/telegraf/v1/configuration/
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region = "<region_name>"
aws_service = "aps"

Ay BREMSEEE

Ay BENSHRRFRIEAKRENEERSNRER, BERIEMEHNHARNERENEK
BRERTRFBELETMIEIMNEKBEEN S, XERRSROAFFRA LR, REAL,
HEEHBRMEMMERE, A ENSHEREREN TRETL Y, WAEINELCEXREE,

RINHEELUTRESRE , LEBZYT B SHEE Telegraf #2 :

« EHERE-HFE Telegraf EEHEET , FARDEIZNRH, XTNEDRBBERENLEES
DEIZANTRIRES AT BEMMELE,

- AHFHE-FERAARKSERIBRSRIANGKD K& AWKAE Redfish B5Z 4 APl iER Telegraf 3=
Bil, XATAESBYFHTAEL , B LR8N SR AR 9 R,

s HITBREWRE-NREE S Redfish-XIFKIBW RS |, WELEREPEH parallel ZIEWNETHAE
Telegraf. Telegraf AIARIBRI M\ Z N RIFWELTE, XIRE THEHBE T SAEBIEWERE,

- EEHABK — BRIRW Telegraf EHIFMZTEMNNREBFEBHIUTERIR (520 CPU., AEFEMMLE
W ) ROEFHH AR, BEITEMENTRINARETEEY RAULRESHENTT B,

« KPYR-MREEFRTBHAFEEENE , IRERBERANESHEEBRITEDT B
Telegraf EWEHNKHHT R, XALHARIEIESHRLE , NTTRSEETY Bt

DT RAUEHEHEREAN TG YAML X, ©#1TEHEMEE Telegraf on Kubernetes, BRI T
BEATRNEIERTE  MNMESTURMNATT BY

apiVersion: apps/vl
kind: Deployment
metadata:
name: telegraf-deployment
namespace: monitoring
spec:
replica: 3
selector:
matchLabels:
app: telegraf
minReadySeconds: 5
template:
metadata:

Ay REMS R 5



AWS FEHES fEF Telegraf # Redfish 7F AWS 3 B HLIE 4 515

labels:
app: telegraf
spec:
containers:
- image: telegraf:latest
name: telegraf

HHBIEF RN

BANSORIENRNERINEFREZENEERGENABER, XERHERRIIABLEIRZNVAR
FeEH A, FORIEMBRGE THBERREENSAMRE , AXPEEFFANBE | IERTT
RIEMFIT, SRS ORIENESNESALANELSHERRSGER, XATNEEREME, &L
R IE R BRH F LA MR EE,
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« SHRIE-FRENUATTENRSHHRNRN , FERUTILL

+ Redfish API — Redfish X#F&MEHRIEHE , INMEXRSHRIF. ETAFNSHRIERMEN
BRENFZE. BRENZSERNHNEERIGERELEN S

- Telegraf — Telegraf X & FAE H AR, R T EPMEZENBEREMN S HRIENS , a0
Redfish API s E AR,

- EA T Prometheus 1 Amazon Managed Grafana Wil B #EERS — FANRES (IAM) &
D FEEE AWS BRSS #HITEE, AWS ldentity and Access Managementi& & IAM Z £ H{EXE,

- ENEE-RLMWEHER , INELZ2NREERINZNEE 4+, BREAANEIERINNERE
HITIESRID, EHIRHR I AR E I BRI RS,

- ETAGHITHEZES] (RBAC) — 351 RB AC LARRHI15 AR Redfish T E LA & MR AP
BRMBE, EVERSENRERENNEAAE  XASI AR TFLENNR. EHFENEHA
BRNR , LENTHECNERMASES,

- REBE — FRAZSBEMY (W HTTPS ) #TEMNFIERE Redfish APl, BEHM4H up-to-
date TLS = SSL it , BREEZR L. FH HTTPS RMBFEERRY & < BHE(ES Telegraf LA
RS BIEEE RS |, H110 InfluxDBEEEA F Prometheus I LB FE E RS -

« ZEEHMIT — REBFAEAHG ( HIW0 Telegraf, Redfish-XiF R 55, BIERSMISIEEMZER )
up-to-date AR BRI Z £ T MEFH. B EHWEINETRRE , LULEMBREFRE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/cognito/latest/developerguide/role-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://www.influxdata.com/influxdb-cloud-on-aws/
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SHVEZRNERDEN TARNRNEAEREXREE, XEHEREMH TN EMIREZTIRRAY KT
A, EMNETUEPEEIRURE. ERER. SFEBNTENY, EENENRESRER , 7
BFEN. ARWEZRNERY THRIETEE, tRNIKENAREXRER.

HEEHT Prometheus WL SR EE RS PEE S IEMERE , BANNBIUKAU T RESRER :

« EIRBEH — £ Amazon FEERS R Prometheus iIREBERMN , LUEFEHR BT E LM ( Hl0
CPUBABEFEARS. TAMERXBESFSH ) BHNE, BAlFERAEREERRLEER
BB, EAT Prometheus NI SR E RS FHEREERFIRENINEES Alertmanagerfe
Prometheus, ZAILUFEBHREEN KIAZSTHEHRE , FlnsFof#4. Slack = PagerDuty.

- BIRENKAERE — N THITEKB2H MBI , BHER Prometheus EBE N F# A LEHRNKARE
ik, Bl | e LAMER T D% % XRF 4 (Amazon EBS) &R0 D j#h 38 M4 X 4 R %% (Amazon EFS)
MRS (Amazon EFS) X#HRS, SHEBEREREMNER RO URIKAFH, XAUBHE
EEFHEREHLEBIEEX,

MRRITE MY Prometheus M TEERTRES W EREN BN | BAVEMUSEEA Amazon EBS,
BE K MREMITLHTTE , RINEBVEMEH Amazon EFS Prometheus @B Z M4l |, &
MRB/EEZRSTHAYE, ERANZHEENELNBERE,

. B EAFNE- TGS RN SRRERE | HINREE SO BRAE, B BIRES R BES
RERNEER. CHFENTHULNERME | SUERTHE (SR EHEE,

LT RERT Prometheus WL S # & IRSS P B RN AVEC B R A

groups:
- name: Hardware Alerts
rules:
- alert: ServerOverAllHealth
expr: 'OverallServerHealth == 0'
for: 2m
labels:
severity: critical
annotations:
summary: Hardware health is not good (instance {{ $labels.hostname }})
description: |
**Alert Details:**
- **Description:** Hardware overall health is not in the right status. Needs
to be checked.
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alert-manager.html
https://prometheus.io/docs/alerting/latest/alertmanager/
https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
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BERVEFNE R RZEE AWS

WA iE B T A SR R O S it IR B R YL IR S5 25 BV RE 4 48
FR ?
i& A F Prometheus B SR L E RS A 523 E Grafana 2. AWS RFER , B UZREMEE

Telegraf  FEMi SN REVESSE L , SREABHEFEP O EMBRMHRE, RULEE Telegraf B
HEBRMNRZEHELTAME (VPN) EZE S % Prometheus & RS XIEEIR.

MAPHEA RIS N AREFRERKRBGESR Grafana X&RHR ?

BR T 8RS Redfish iEHFULEE | Telegraf AT LAE A EM & i ABHWENAREFRIESR |,
Prometheus, StatsD, NGINX = MySQL #E#. B A X LIERAIEEIER T Prometheus KL
DBHIEERS , BUUELSHIEE Grafana PRIZEFIER , FE4ERSNARFRERXEKE
Ko XALAEMH T BRIENREHRE,

HEEA Telegraf MIEE = REHIEPRRedfish FRAMNRE ?

£ R Redfish i AEH TN Redfish-BRARE |, Telegraf TG EMEA ARG , XEFHFTUNTE
KSR SEREAE I HR. Bl , IPMI BB AR TUMZ B ST AEEED (1PMI) RSP URE
845 , BAK Intel Powerstat % A4 AT AP IRERIEHR Intel CPUs.

A S R RE A B BTN E E AR ER ?

XEXHA : Redfish AY% A Telegraf AT ARERXEHN THE , SHEEHRAMEEFAE
B EEAT Prometheus NI SHIEERSH , BULRERE , UAEEXETHBEFRREZLH
BAE, XEBATUARBEEIRTREBASHERREMNEFEFTIREER.

FeeAE Telegraf NEIULINE S A 2 IRETFHFIEHR 2

B R Redfish BV AEH Telegraf TEA THRVEHIEIE | Telegraf XA TREELLINEN A SR
&M EMmIEL |, 120 Docker X Kubernetes® g8, fRAISIAE Telegraf B FHEESHRELH K
EfRR T BN

WA R T A R O R IR RV R LIRSS BR AV R 1847 2 8


https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://github.com/influxdata/telegraf/blob/release-1.32/plugins/inputs/ipmi_sensor/README.md
https://github.com/influxdata/telegraf/blob/release-1.32/plugins/inputs/ipmi_sensor/README.md
https://github.com/influxdata/telegraf/blob/release-1.32/plugins/inputs/redfish/README.md
https://www.docker.com/
https://kubernetes.io/
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MG REAFSEESE M ERER AWS RS |, #li0 Lambda = Step
Functions ?

Telegraf X #F @ & MigPr XX IBIR AWS RS , BEAWS LambdaFAWS Step Functions. ¥RA]LAEL
B Telegraf i HiEH , AT RXERS KIXEHIER. XAFERERGCSHRERRELEE R
E=R THERTE,

SIS BRI AV RE (R US4 304

Telegraf XIFRLBEMN , Hla0 TLS F SSL. {RtEAILAELE Telegraf X1 4% & P AV B IE M B S EdE it
T%, ERTF Prometheus 9L & # & BRSS F1 Amazon Managed Grafana B2t Z £ Th&E |, Hlin
g, HEEEMET, A BAIUER AWS Key Management Service (AWS KMS) #1724 E

EHAMAWS CloudTrail & it,

AR s i S H A WS IR R AWS BRSS , fila0 Lambda =k Step Functions ? 9


https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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BERRIIEFRRELTIR AWS

B EREAERPHERNVERMRESR , BUUMNEBREVRESHFRERE AR XERIELRE
BILL AWS B ITEMEM T, BINBUEERERT Prometheus FL 5 #h £ & AR 55 3K 7 58 i 17 & 21
TEH U5 Prometheus 6, RE , EBAILUER Amazon Managed Grafana X&), <EFMAT#{t 3k
.

BIBWUREEATEESR !

 iRE Telegraf £ itk 3E A OB D% Elastic Kubernetes Service (Amazon EKS) Anywhere 8%
., BEULERARAY BEANSEET PREN RE YAML 883834

- BMEAVEMENZEELRNXBEREER (KPIs) MiEtr, XLIERTREIIE CPUFIAR, NEFERE
R, W& /0, MERE, BENEMRE TRANER.

- EEAT Prometheus ML BHREERSF , WXBEMARNEEXNREER. NERERNKE
BA, EULCFHEERRASREHAMSHEERBRFTE ( fla0LFiB4. Slack % PagerDuty.

- BYFDRRNLBRERF , LMERKE LS H Wit 10 R E R

- £ Amazon Managed Grafana ¥ , 8|2 B E X ZEFIER , #HEE TR BIEFRH T HEAVELR
BEETRR. EHERRE , #BESEDR, RABERBURAINBTEREMENTE,
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7 R

AWS 34

« I 5% Elastic Kubernetes Service ( 1 5 EKS ) Anywhere 2843
+ 5 EKS Anywhere 8t

+ 5% Managed Grafana 34

« EAT Prometheus BT &£ & AR S5 3

Telegraf X4

« Telegraf ik
* Telegraf Bt &£

+ Telegraf ##FH X

Prometheus X #4

« Prometheus ¥
* Prometheus A7}

Grafana X #4

« Al Grafana
« IF7E82 Grafana {{&RR

AWS % "


https://anywhere.eks.amazonaws.com/docs/concepts/architecture/
https://anywhere.eks.amazonaws.com/docs/overview/
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.influxdata.com/telegraf/v1/
https://docs.influxdata.com/telegraf/v1/configuration/
https://docs.influxdata.com/telegraf/v1/plugins/
https://prometheus.io/docs/introduction/overview/
https://prometheus.io/docs/prometheus/latest/getting_started/
https://grafana.com/tutorials/grafana-fundamentals/#1
https://grafana.com/tutorials/grafana-fundamentals/#build-a-dashboard
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https://docs.aws.amazon.com/prescriptive-guidance/latest/bare-metal-hardware-monitoring/bare-metal-hardware-monitoring.rss
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AWS Fe g SRR

T2 AWS SUEESRHENEE, FRNEXPNERARNE, ®BEERAR , BEARERRE
Y fR M I i Bk

7R

FRARFIBI TN 7 RENTBER, XLEFREE Gartner T 2011 £WEMN 5 R AEH |

BIEUATHE :
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
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AWS FEHES fEF Telegraf # Redfish 7F AWS 3 B HLIE 4 515

B FEHER R (EDI)

ARACEBEHTRILENE, BRESER  FERTLREFHERR.

oz
— MR AR TN ANARBERR N B XN ITEIRE,
hnE %48

MMZEEEERNRENCNNEFZFL, BANKETREEMTE , MASMEAHBHRIT AT AR
5)'1']5_“&_0

F IR

FHETEINAEFNERITF. REFREXFERERSERFT. MrFRELFRREFTRT

—MAUEEMRESR (VPC ) P1EE , GHMUAFPXENRS. SUUERAHEM AWS KF
AWS Identity and Access Management (IAM) A IR L usT RBRS , AWS PrivateLink 3@ H
BRPNR, XEKFREAELAEED VPC R RAFEERZTENRIRS. BXESZE
B |, 2 Amazon Virtual Private Cloud ( Amazon VPC ) X #4/ #9822 IR S o

il B RAMX (ERP)

—f B CNEERELLRBUSRE (HlMit, MES MIEEE ) WRS

(EEpks
RS —IMNEBEZANNBZPAHRTNEBENLRE, BXEZER |, i5Z AWS Key Management
Service (AWS KMS) XX E{EE N5,

E28:

EEBITHNABRFNXSG, UATRESITERERARERE

- FRHE — EESTHRRARFNSES , REATEPNARFNROANTEER. TRHE
BRATUNRENR , ARBRERAR LEHE., XRHMFERHAN AR,

- TERE — NABRFNAMBETRHE , LA THHREENNLARER,
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
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https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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https://martinfowler.com/bliki/StranglerFigApplication.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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