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AWS MERS KB TZEH. FTFRONZEE L, XEFELZ N HIENMNZRARNEEFE, —
£ AWS TEMBRSEFHERARESE L. EEMERSH  SUUESHATREEINBARKE AR ITIE
B, A UEREERNRIAE.

ATNET AWS TEMRS TN —LEX. BEZANIIE , ©NDAXNHMIENFFE

. NIFRINEE AR BANBIRHTNBNMBE. AWS RS XBFERMBIOME (AES ) M=EHRE
INEFRAE ( 3DES & TDES ) , XEMWM/ ZEANNHE R, EXESEE , HSH AWS MER
ST EEETHXIHE .

o« EXMHMBER—NHBH , —MNARATME , —IRAATHE, CTULELNA , ENECFAT
B, EXNMANTENZEEEES. AWS RS BE X RSA MKE & NZ (ECC ) FEXTH
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/about-data-encryption.html
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html
https://docs.aws.amazon.com/crypto/latest/userguide/concepts-algorithms.html#concepts-algos
https://docs.aws.amazon.com/crypto/latest/userguide/concepts-algorithms.html#concepts-asymm
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-toplevel.html
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-toplevel.html

AWS FSEHES BN B AESRER R ZhBE AWS BRSS

— AR INE BR 4 SR Bk

ATRM T £ AWS Cloud FNBHIEFHERANEN, XE—RMBHFESEHIERET AWS BRSF.
AT EBEUATER :
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BIESPERBREMNEPHRFEAXREENBBENEH#HITRAIMNDENIRE. EREANZLZEXR
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I-Architecte AWS d Framework A& £ X —MNAKED . KA AEBIESENE. %, FEN
BHAF , BRDEERAEZEMNAEERALATR. BXREEIELRE, FEFTNEENEZEL | &
2 Data classification ( AWS AE® ) .

NEREHITHERE , BAURESNRINFMENRP R NELCIEMBREE, Flw, BNHLTFEER
EEENENBENFERAENMNE K MARBEFAFTENE., EXRITNBRBNESESR , H5H
Creating an enterprise encryption strategy for data at rest, REZIEEPHNERTESMMEBINIESE
TFEAHE  EREUTUERD MBI EN &P RIECIENE R,
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BE AWS £ RBMEHE AWS X 2 BERIFIEREEETT AWS Z2REZIHSEYER B30
#, TRAXZENMERESBZMBEN,

LT 23 AWS Cloud A% R 8@ 1T 2R Y — R S 2SRk
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
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« AWS Site-to-Site VPN Hl AWS Direct Connect IEZMNA S , TEMHT IPsec MEWFBIERE
« ¥ MAC £% ( MACsec ) B9 AWS Direct Connect i , A FXI M2 B E Amazon VPC i
B WY BB 1T N
- BESENRENBEEMNZZANHEZFRE, SENRRETFAFNITE IFREMENRE

HENENEZERESEK, BEXNARENRNESZEE , 55 Security best practices in IAM
Best practices for IAM policies.

AR INE

e AWS BUEEM# RS , Lk Amazon Simple Storage Service ( Amazon S3 ) 1 Amazon
Elastic File System ( Amazon EFS ) , #i2#t T RSKIEMZ %I, FH 256 AL SRMEBIRE

( AES-256 ) IR ZIEF AWS M#Z RS (71 AWS Key Management Service ( AWS KMS ) 5%
AWS CloudHSM ) $4TIN%R,

B LIREHESE. MEZRFPALEEFEANZNRERBHERE |, £H end-to-end FF % end-to-
end INZR LRSS 2R Im IN 23 R AN B2 304

- BERmNEREBFMARF RS ERBE XN BTFEHIT A IMBNITN. AWS RS #¥om
ZHIE  ETFAFMNEMZSBEE, N TEFRME , BAUER AWS KMS, AWS Encryption
SDK S HME =5 nE T ERKRS.

- RFFHMNEZERHERBFEANAZRFIRSEBRUENBTFEHTMENITH. X TR 25N
# , ATLAER AWS KMS WENFRERBITINE, SEATUERRME=AMBETEHRS , W
LUKS , E#RERSK (0S ) RBIFT Linux XHRE#HTNE,

LT 23 AWS Cloud FRERSEIER TN — MRS EREK

- REENHBESE, AAERURTMEANKERSNIRE , NBESBEENALAMEKE, X
#FHME L |, i3 Creating an enterprise encryption strategy for data at rest, FA158ZU BT I
KNSENEZEINENHESBEHRITNE., ENRBETERESZSEEEHMERNNME | Fla0 , 3F
BN HEE,

o NESHFBHITMERN , RMNBUEAMENMZE L, BERZBEINBAKE.,

o ARIE SR A BR R N T8 TE hn 25 25 4R 19 1 [R) 42 o SR B
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://gitlab.com/cryptsetup/cryptsetup/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
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AV IFEHREREKMEFET AWS RS, AT TRS :

* AWS CloudTrail

* Amazon DynamoDB

« Amazon Elastic Compute Cloud ( Amazon EC2 ) # Amazon Elastic Block Store ( Amazon EBS )

* Amazon Elastic Container Registry ( Amazon ECR )

* Amazon Elastic Container Service ( Amazon ECS )

* Amazon Elastic File System ( Amazon EFS )

* Amazon Elastic Kubernetes Service ( Amazon EKS )
* AWS Encryption SDK

+ AWS Key Management Service (AWS KMS)

*+ AWS Lambda

* Amazon Relational Database Service ( Amazon RDS )

+ AWS Secrets Manager

* Amazon Simple Storage Service ( Amazon S3 )

* Amazon Virtual Private Cloud ( Amazon VPC )

AWS CloudTrall

AWS CloudTrail AJ#BI&® it AWS IKFHVAEE, &8, EEMXER.

ZRTHEHE X ZRS BN R ERE

« CloudTrail Riff & EEH BEHTINE AWS KMS key, EZFRSEW A RN S3 FHBAT
B —MNXEH KMS %41, BXEZEEL , B2 Updating a trail to use your KMS key,

- ERTNNELLE , NREEA EI,.J\I#BA*»IEO X 7] ARS Bh S8 ¥ 7E B & XA 7E CloudTrail ZiXfE =
wiger, i F?JIE*EEKO BXREHA |, BFSHEABEXZTEMRIE CloudTrail,

- RO VPC 44T & CloudTrail %ﬁ%ﬁﬁﬁ%ﬁﬂ%lﬂﬂﬂﬁfﬁﬂf& VPC R R RBERF. BXE
Z{EE , BZH Using AWS CloudTrail with interface VPC endpoints.

« @ KMS Z4ARBE R aws : SourceArnFHF4H , LR ZRBELGT — MRS NS EN R ER
CloudTrail £ KMS 248, BEXEZEL |, BSENEE AWS KMS key F#E CloudTrailo

CloudTrail 5


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail-update-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-enabling.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
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« £ AWS Config , SEH#Ecloud-trail-encryption-enabled AWS FE&H N LAIE I A58 1T B FH 3240
o

« MRBE CloudTrail FBEN I S 7 & 238 H RS (Amazon SNS) Simple Notification Service &
KEXBEH |, BERBEEBRF R Naws: SourceArn ( Haws:SourceAccountmik ) &RHEZ4 , KA
B LE K P2 R L BAF A% SNS =B, CloudTrail EXEZEER , 5% Amazon SNS B %,
CloudTrail

- WMREEREFEA AWS Organizations , FEIRIZFIZHLER AWS K FAIESHMNALRRER, X2
FEHELATFNEBRKFNAMENEKS. BXEZEER , 55H Creating a trail for an organization,

« BIE-FEATEHEFLTARENTE AWS X BHRE |, SLUTFRX LM X AWS K/ &3,
AWS B X1EEt , CloudTrail 2 B3 @& XEF 2R ZKEHHNEHL.

Amazon DynamoDB

Amazon DynamoDB 2 — £ E M NoSQL HIEERS , TRMATIE, AT R
MRBFEEEEMANTF , DynamoDB #SMEZAIRIPFMBERPOLKIE , BFEFE. FXpFEF/H=
KR, FK. £BHK. 1B H DynamoDB Accelerator ( DAX ) &£&,

BEHBESRER , TAUBTRERS BRIRNE w12 RESFEFEONZEN TS

N TS ST | EORFRN , WLUER AWS KMS keys T Z# /T, EAUER AWS A
W, AWS EERARESEETH. RIRUEAEFEENSES  ENENARTHUES RS
| #EAUBERXHEAREN  RAMEZS, DynamoDB K, KA B - RR 3 LURAEE
FHRNEANSR. BXXETAXUNESEL  HSHES AT AWS B4,

(® Note
R LABERTE AWS BEEH. AWS RERANEFEERHA ZRATR,

EXNBHANEH T HBIERTEFLIRMBZEM end-to-end R , A LUEEH Amazon DynamoDB & &
Fis. BRTRIPMEBHENBZHENME 2 , DynamoDB MBZFEFIHEANIME LR, EAFRN
NI WARRINES , SERMBMBREYE , A - NNMZBEERS -, REMZEHERF.

ZRTEH N ZRSHINERERE

- FEAFITHRBRBANNBRRRTFRERTXEESHNAFT . ERS2BLEFRERAFH
DynamoDB BRSS X BBEHITME MR | UK RMITRERE.

DynamoDB 6


https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-permissions-for-sns-notifications.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/blogs/mt/aws-cloudtrail-best-practices/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/what-is-ddb-encrypt.html
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- &M DynamoDB ERIAEA HTTPS &M HFEHTMNE , EEUKBFANLZ SR FHER, &7
DERNATERED
« AWS Site-to-Site VPN £ IPsec #1TINZREE,

« AWS Direct Connect HEZ L E I FAEER,

« AWS Direct Connect & IPsec INZ#IFA%E AWS Site-to-Site VPN EZEMIEEE,

- MEIAENERFIE S (VPC ) Fi5E DynamoDB , AIfEA VPC Mxixm , RAY VPC FHR
BRIGEIE. XFETLRIEREER 2 EBRMN,

- MREBFEANR VPC IwR , N FEixXENmK[IKREEAN IAM policy XRTRIAF, HRMAR
EZER, BXESZER , B3 M Control access to DynamoDB endpoints by using IAM policies #
Control access to services using endpoint policies.

o RFPEWMZRFRE , B LENFAREFR DX FEEMZROHRIEREYRBTFEMNE,

- Y DAX EHEBANERBEFHTMERSKE , LNEFPHIE, RERENAEXXMY. BLEE
NEEBRLEABISNE, XMHERESFRMEZEY T EBRELSEED KR FHHETRERNNF
Fl, 8 DAX MEZELENEEK , AWSKMS ATEERATNEERENE —RSRIAEH. WRe

EBFEN DAX £EHENTFEERSEIAZE , Il AWS KMS £ B3I SIEFHH AWS REZ. BXE
Z{EE , 55 R DAX encryption at rest,

® Note
BEFEENZATEAT DAX £#.

- T DAX EHEB RN ERBEFHNNERPRBEHTNE, BELEINEEH LS AAEPM
®, DAX £/ TLS kBN ARFMEF 2 BN BERMGE , HEAEFHN x509 IEPIEFBHT
FHRIE, BXESZEER , 12 H DAX encryption in transit,

« £ AWS Config , Sk#Edax-encryption-enabled AWS FEEH N LA IE M43 DAX £ INZ,

Amazon Elastic Compute Cloud 1 Amazon Elastic Block Store

Amazon Elastic Compute Cloud ( Amazon EC2 ) ¥ AWS CloudF 1Al BWITERE, EUIR
REEQHEEHRENELRSES  HRET BREBEN(]. Amazon Elastic Block Store ( Amazon
EBS ) Rt TIRFFHEBLUATF EC2 =4,

ZRTEANXLERSWINFREKE

- FAELHNBIRD RENERICAHAE EBS B, XA TRECHNEHRBENIREINZE2MNMNEE
Ko

Amazon EC2 #1 Amazon EBS 7


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#iam-policies-ddb
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionAtRest.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionInTransit.html
https://docs.aws.amazon.com/config/latest/developerguide/dax-encryption-enabled.html
https://docs.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
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- REEHMBRBEMBZARTITHE , N EC2 KHIZRAIT EC2 KB 57 b 45 12 (8 1% i Y Be = EC B 40
o

- hnE EC2 EHIH 5| S MEIE EBS B, MNE EBS BRI A TEHIEE :
- BRNBSHE
- EBNXRPZ BB RE
- NBRIENABRR
- NXERBOIZNAES

BXEZEER , SR How EBS encryption works,

- EHBIXERENIKFBRIAS A EBS BN X558 HX{EMFH EBS BMRBEIARFETINE,
ZXIMAE EBS BRRBEATMW, BXEZEE , 55 R Encryption by default,

* B0%E Amazon EC2 KHIHRAIFH RS, XEMTRIPERERG - BFENEEXHNRE. 5
XEZELR  FEEUMAER Amazon EC2 LIz BRI BAHYE (AWS BEXE )

« EH AWS Config , X BRI REXMENHESMAN , SARIEMNEHNITELRMBEE,

Amazon Elastic Container Registry

Amazon Elastic Container Registry ( Amazon ECR ) 2 —1Z%, A§ BRI ENEERSRBREG M
FRES

Amazon ECR M {& 17 1E Amazon ECR ¥/ Amazon S3 FE#@+. 9 Amazon ECR FiE

HE—INEZERE K ZEEREVNEEHEMEEN. RIABRT , Amazon ECR £ EH Amazon

S3 IEEW ( SSE-S3 ) MEZFZAN RS SH[WmME ., EXEZER , BZH Encryption at rest ( Amazon
ECR 3#4)

EZRTEE X ZRS K INE R {EREK
. R AWS KMSHZ M B R EE KMS 3345 , MR REH 245 Amazon S3 FE&H ( SSE-S3 ) 1
REANRIANRSZERHEMNE, XTRARDIESR T HEANEZHED

(® Note
KMS ZALRMEEFHENTE— AWS X V&,

Amazon ECR 8


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/encryption-at-rest.html
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EMEEMEER , B2HE Amazon ECR RIABIEH TN, XAIgEFmIngE |, tbanipREHE. x
X B 1F 6 FE T R G T NB R R AR B TR,

AWS CloudTrail A Fi23% Amazon ECR MHEKIEH AWS KMS#ER, BEFZRETEME L TXE
8§, UMEERFRIEA]

Bt & Amazon ECR FKBERZHIR B45E VPC I R4S E VPC WiGAl, RFRL , XRE 7TXHE
Amazon ECR BRI EIFR |, XA TFMIEE VPC FlH, BiX 5 Amazon VPC im REN E#LE A
P& (VPN ) iE#E | SAILASHEw R BB RTINS,

Amazon ECR XEFE T RRHNREEFEFIX LR , MU LURTEIR P #thuk =8 B A ith 1k Sk BR #1757
AWS R

Amazon Elastic Container Service

Amazon Elastic Container Service ( Amazon ECS ) —ITREB T BNAREE RS , AI#EIz

17,

FIEMERER ENAR.

f&Bh Amazon ECS , & 0] LA R LA N EAT — Fh 5 A X & S P BB 1T 0 3%

BIERS M. EFH AWS App Mesh1E EEBEH En voy REBFIMR G A (440 K2 #0150 & A ¥
X ) ZEBE TLS . SR LUFERARBMN TLS i+ AWS Private Certificate Authority SR %& /1214
WiEPH, BXEZEENEL , FSHEAWS App Mesh i AWS Certificate Manager (ACM) &
PRUENTES (AWS BB XE ) BARSZENRENE,

MR, EFEA AWS Nitro Enclaves, AWS Nitro Enclaves & Amazon EC2 B —IIhEE , E R
M Amazon EC2 EHIRIZBEEMNHMITIME , MARL2X, BN E BRI SHBBRVEIE.
A4k, ACM for Nitro Enclaves & A F 2 S MFAE SSL/TLS iEH AT Amazon EC2 24l L&
AWS Nitro Enclaves —#2i={T#) Web M ARRF M Web RS 25. BXEZELR , 31 AWS Nitro
Enclaves — i TA B ZHIENRE EC2 S8 (AWS BEXE ),

RSB/ EMIETR (SN ) MU ERAEFASSESR—EEA, BUNENARFAREEHSENE
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https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-mutual-tls-file-provided
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
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BRIEM).

- MRFEH etcd RFHBRIARMBHZANR , BITUTREUBBRIPZR .
- MEBRSHHALIE ( Kubernetes X1 ) .

Amazon EKS "


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/efs/latest/ug/using-iam-to-enforce-encryption-at-rest.html
https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.html
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https://etcd.io/docs/v3.5/faq/
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/efs-csi.html
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https://kubernetes.io/docs/tasks/administer-cluster/encrypt-data/
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https://kubernetes.io/docs/reference/access-authn-authz/authorization/
https://kubernetes.io/docs/concepts/configuration/secret/
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://github.com/kubernetes-sigs/aws-encryption-provider
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
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https://docs.aws.amazon.com/cli/latest/reference/kms/re-encrypt.html
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/implement-caching.html
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https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://aws.amazon.com/kms/features/#AWS_Service_Integration
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https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html#mrk-sync-properties
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
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https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/tagging-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/programming-aliases.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
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