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https://docs.aws.amazon.com/outposts/latest/userguide/outposts-ace-requirements.html
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https://docs.aws.amazon.com/outposts/latest/userguide/region-connectivity.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.coip.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.features.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.features.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.html
https://docs.aws.amazon.com/whitepapers/latest/aws-outposts-high-availability-design/thinking-in-terms-of-failure-modes.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OnOutpostsRestrictionsLimitations.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OnOutpostsRestrictionsLimitations.html
https://aws.amazon.com/about-aws/global-infrastructure/localzones/features/?nc=sn&loc=2
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https://docs.aws.amazon.com/outposts/latest/userguide/launch-instance.html#create-subnet
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https://docs.aws.amazon.com/local-zones/latest/ug/getting-started.html#getting-started-create-local-zone-subnet
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https://docs.aws.amazon.com/outposts/latest/userguide/region-connectivity.html
https://docs.aws.amazon.com/outposts/latest/userguide/region-connectivity.html
https://docs.aws.amazon.com/outposts/latest/userguide/region-connectivity.html
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https://docs.aws.amazon.com/outposts/latest/userguide/routing.html#ip-addressing
https://docs.aws.amazon.com/outposts/latest/userguide/routing.html#ip-addressing
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https://docs.aws.amazon.com/outposts/latest/userguide/outposts-local-gateways.html
https://docs.aws.amazon.com/local-zones/latest/ug/available-local-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-network-bandwidth.html
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https://docs.aws.amazon.com/local-zones/latest/ug/local-zones-connectivity-direct-connect.html
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https://docs.aws.amazon.com/local-zones/latest/ug/local-zones-connectivity-transit-gateway-lzs.html
https://docs.aws.amazon.com/local-zones/latest/ug/local-zones-connectivity-transit-gateway-lzs.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://aws.amazon.com/about-aws/global-infrastructure/localzones/faqs/#:~:text=What%E2%80%99s%20the%20default%20encryption%20behavior%20of%20EBS%20volumes%20in%20Local%20Zones%3F
https://aws.amazon.com/about-aws/global-infrastructure/localzones/faqs/#:~:text=What%E2%80%99s%20the%20default%20encryption%20behavior%20of%20EBS%20volumes%20in%20Local%20Zones%3F
https://docs.aws.amazon.com/outposts/latest/userguide/service-links.html
https://docs.aws.amazon.com/outposts/latest/server-userguide/infrastructure-security.html
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https://aws.amazon.com/blogs/networking-and-content-delivery/adding-macsec-security-to-aws-direct-connect-connections/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/outposts/latest/userguide/security_iam_service-with-iam.html
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https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_create_layers.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_layered.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_surface.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-inbound-inspection.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-egress-to-internet.html
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https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-egress-to-internet.html
https://aws.amazon.com/blogs/networking-and-content-delivery/hybrid-inspection-architectures-with-aws-local-zone/
https://docs.aws.amazon.com/outposts/latest/userguide/service-links.html
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https://docs.aws.amazon.com/controltower/latest/userguide/integrated-services.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/blogs/compute/best-practices-for-managing-data-residency-in-aws-local-zones-using-landing-zone-controls/
https://aws.amazon.com/blogs/compute/architecting-for-data-residency-with-aws-outposts-rack-and-landing-zone-guardrails/
https://docs.aws.amazon.com/wellarchitected/latest/data-residency-hybrid-cloud-services-lens/data-residency-with-hybrid-cloud-services-lens.html
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https://aws.amazon.com/blogs/mt/best-practices-aws-outposts-in-a-multi-account-aws-environment-part-1/
https://aws.amazon.com/blogs/mt/best-practices-aws-outposts-in-a-multi-account-aws-environment-part-2/
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ERBEF L. ZHBEPOLRENEFEMIZESS AWS Cloud ERAMEAHEMEMMERE. A

& , Outposts E&IEHIHATHEE. AWS XIFEAI LA Outposts KL IFEFRIER R At B IEL B
ERWIERE,

RAHX

AR X R EEBE —MRXE (A EXE ) . RXEFHE AWS BEEMIEH ( 5IHE
HAMXE ) WEEGHTENEEXE. RAHXEmsS , KXKSRRXENWERERELG , BEFLE
STEBITIEH, AWS Outposts FH E AWS Cloud BIEH A INE | Kt AT PR EEE
ERXFHATAX, iEFSN Outposts TENZHI FEHEREENEMEN, AWS

ERGFRSUTRAMEMN , XEEMIRHERN X XE (/20 Outposts 2 Local Zones ) A ZAEE , LA
EALEEfzBY B VPC, XMy BH VPC REIBEXESAMRENEM, EENL S MEN
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HTPEBERNINSTHXEN, MREMLEETES —1HZ Local Zones WE AT AEMRIT R, WA4M
BARIEEMBHAENRKTAX, Ht , FEALT AWSCLI %% :

aws ec2 describe-availability-zones --zone-ids usel-mial-azl
E—N e ERIBE

{ "AvailabilityZones": [
{

"State": "available",
"OptInStatus": "opted-in",
"Messages": [],
"RegionName": "us-east-1",
"ZoneName": "us-east-1-mia-1a",
"ZoneId": "usel-mial-azl",
"GroupName": "us-east-1l-mia-1",
"NetworkBorderGroup": "us-east-1-mia-1",
"ZoneType": "local-zone",
"ParentZoneName": "us-east-1d",
"ParentZoneld": "usel-az2"

T RGIH | EFZEAH XS (us-east-1d-mia-1al) EEus-east-1d-az2AAXH, Hit
MREBEEEDGON BB | N AN RFEBEMZER ( Outposts 5 Local Zones ) #iEZIBRZ 5
MEAKX, us-east-1d-az2flil , us-east-1d-az1I:FE2BE R,

TEREHT S AN SEMIRERN R,

[ LI () L] ] [ ()
|| Availability Zone 1 | ! Availability Zone2 | | Availability Zone 3 | | ility Zone 2 | ! Availability Zone 3 | | ility Zone2 | ! Availability Zone 3 ! !

|
Parent AZ N . Parent AZ Parent AZ Parent AZ
- ' I = = =

Service | | Service Service Service Service | | Service
link | 1 link link | ¢ link link | 1 link
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gateway

Virtual private
gateway

1

Local 6) T e Local Local 69 O Virtual private G
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il AWS
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HI R N AR MR EE AR, MREELAFE Direct Connect , NSEAMEMEMSAT
e Ay 2R 49 AE R AWS X3 , fDirect Connect M EW TR, B2 , BEZEXTEEATERR
Local Zones, 1E/5AA#XEHESR/MX , B — Direct Connect PoP R &I Z #EE Y Direct
Connect #1281, MRE AL R E A Direct Connect (VB EE & — LU M | AT LA
Amazon EC2 L 8I% VPN i%% Direct Connect , IE31 AWS & XEHR AT AR , BAMNK
# 2] AWS Local Zonesk /& 7] F 14 3E

Outposts #9584 X 2%

5 Local Zones R &£ BAXS LLA 2 , Outposts EBITRIERE , AT AN AR 4& 15 8] ZPF £ Outposts

PR ITEMR, XMHATREESHA Outposts FMEIRZZIE () ONDs, /1 OND BEEEDLH N 1
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S4 (LAG) , AT B A X RINE S48,

EITEERRIRE LITEER I E
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https://aws.amazon.com/directconnect/resiliency-recommendation/
https://aws.amazon.com/blogs/compute/enabling-highly-available-connectivity-from-on-premises-to-aws-local-zones/
https://aws.amazon.com/blogs/compute/enabling-highly-available-connectivity-from-on-premises-to-aws-local-zones/
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BXRLEENESZEE , TS RXAHE Outposts Racks B AR #h M £%E %, AWS Outposts

NTIREREALANEMYE | AWSENEFEHZED 500 Mbps ( E#F 1 Gbps ) B TTREERKEREE,
AWS Xig & a] LAE A Direct Connect 2 B Bx MiE IR EVR S 8512, WRIKREFEEEBFS3) EC2 3%
51, Kthn EBS BFiAE AWS RS |, 140 Amazon EKS, Amazon EMR F#E#k. CloudWatch

TEHEATXMHATESUAMET AEZENEY,
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https://docs.aws.amazon.com/outposts/latest/userguide/local-rack.html
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https://aws.amazon.com/blogs/compute/scaling-aws-outposts-rack-deployments-with-ace-racks/
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%, HHE Outposts BN E F EEM ANt EBIEER , Amazon RDS 2@F B X HIEFEEHIME ALRIEE
EXflzanELE6. MRREREM ZELINBE , Amazon RDS 2Bz & AXMIRANES
& , HE#H DNS iBRLUEMFHERS, W FSATAXEE , Amazon RDS &7 — Outpost L8l
BEBUIRESS , FNEIERS E 21 E Outpost L& ABKIEESH|, Outposts £ #I % 0] X ZB
E5 AWS XFHWSTHXIBERL , BEUATXS

s ENEEHANREZ Outposts 2 [A Y A b IE#EE,

- SEEEFFAERN IP (ColP) thitith, BXEZEE , IS Amazon RDS X4 AWS Outposts
FIEFIEAER Amazon RDS # IP b,

- ERESNAR MG BT,

Outposts E# Amazon RDS EFFE X #FH MySQL # PostgreSQL A X2 X HE, 2 H
XHMEF X FA#hZ 1.

TEER7T Outposts LH Amazon RDS % 1] A X & B HI 53R ¥4,
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1
1 1 1
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1 r\ 1 1 r\
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.coip.html
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BEHBILE
N FENBTDYT B

Elastic Load Balancing (ELB) £ B ENEZ AR REFRES BB ERSITHAE EC2 K

fil, ELB B {LILRERARBYEEEZANER , FERTFRUENKFFTEHEN, EFN ELB 5
# Amazon EC2 Auto Scaling A —E A , BEFAEEER[MNEEM Auto Scaling A, XNEFA
AMEIAESESE  ARSERRIENBEHAMEEA Web REMNE —BKR K. £ Auto Scaling 4
FEEA ELB i, TEMAREERFEMEN EC2 =46, 2 Auto Scaling AFFEZIHIE=FISB3IE
MBI EEE. B, BER Auto Scaling A48 LRSS BN A B985, NABHESS
#E#E Auto Scaling 4f5 , BRILUFENAERE N A ELB 1547 ( HlanEA B #5# Application Load
Balancer iH3R¥ ) kRIBEFRFEHT BATPHXFIKE, HE , EAUY ELB ETHRRRERNEE
B9 Auto Scaling A5 , X4 Amazon EC2 Auto Scaling # I MR IEX iz TR R EiR B M Bz 1T
PR TIERZA, Eta] LA — Amazon CloudWatch Bk , Y EMRANRBREEVNEET A TFE
B, ZBHRSBAL,

THELEA T Application Load Balancer fl{a/# ‘& ¥ Amazon EC2 £ T/ 1% AWS Outposts,
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. 1
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| [ 1 |
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N R 189 % 85 1E Local Zones AWS Outposts H Local Zones ¥, B2 , EEH
£/ Application Load Balancer AWS Outposts , & EEHE Amazon EC2 ZEM K/ , IR
MARIERAENTYT Bit. AXPBAFITEHSB[ K DWEZE R AWS Outposts , FSH
E#9 “BLE Application Load Balan cer” B9 AWS 8% X ZE AWS Outposts.

AT DNS #E#BHI Zi# Route 5

UEESNRBEHITHBAINEE (HIINZAN HTTP RARHFARSES ) 6, B LU Amazon Rou te 53
BENNERZTIRRBFNERREERFRNZTRRHME DNS Eifl, fli , RiZEHM LT
EEMBRSE L, example.com—ARFSHEAMXEFEHR , Z—ARFSENTaIEEM, BT
fF Route 53 BLE R NFEA Y FIE TR RS SRR EX LRSS BTN example . comzITHROR H 11 K2
DNS &£if, MR EFEAFNBIEFHEREBHEIIETE AWS RR ( a0 ELB fagkiafss ) , WA iE
Route 53 BUFEERNZEITIRR , HOOFRERBEETRRRFHNER, BESBIERUTERR
WETRRE , TEAZRRUBETRRARE,

THEBE T Route 53 N FEHEBALH,
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https://aws.amazon.com/blogs/networking-and-content-delivery/configuring-an-application-load-balancer-on-aws-outposts/
https://aws.amazon.com/route53/
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astic loa r astic load balancer

@ &

- NREELFREXGHIBBEERBICE , M AL G2 CloudWatch 45 , FHERSHER
HXRER , RERBEERNBERUEZSITRILE.

« EfEF Application Load Balancer £/ AWS Outposts AFF BN ARRF |, HiREMEH
B, BAMNLH IPs B AEHEERNTLRETA (FQDN) B9 B #RM & itttk (DNAT) ,
#{Eﬁﬁia ARENNE IPWETIRRKELIE Route 53 HEHXHBHN, XFHASTHRRL
AT §E b 17 (8] 8 H9 Outposts FEEH N AR

Amazon Route 53 Resolver on AWS Outposts

Amazon Route 53 ResolverA] £ Outposts HlZR EEAH, BIE#EM Outposts &R A fR - F B 2
FiRE A DNS f##47, Z<i# Route 53 #7258 ik =&k X #F Outposts FIREV At DNS BR$5 25 2 [BIHY
DNS 47, Outposts L# Route 53 Resolver BB F =& 25 5 A 72 5 89 0] A M RN BE

Outposts WE B Az —RBBEERERFEAHRENNARER , NI &%, SARINA
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
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HYRIEIETE Outposts LA M Route 53 fEHTERET , NARRF MRS EHEZT 25T 4 DNS &4
REMEHMARS , BIfES AWS XiF KR EEDRT. ANitfFTEBET4E DNS STWER , ®
NERLERZEMNM Outposts Rt EEFMEMH , NTER THIERXRTRNFAXEFIRITE. AWS XiF
Outposts R fEAFAE DNS N FEF VPCs BIFTE DNS Tl 2 72 A it iR /0,

BRT BRI , LRBHEE R T At FNTEFIR . Route 53 MTER LA IRT RA

¥ Route 53 f##TE51F DNS EHH# KA EREER DNS #4788 |, fINEZNAHME £, Hkz

T , Route 53 Resolver Ah4& T S FMAIM VPC AZURZEIRY DNS Bl & 45 1E Outposts iz
TR, ©AWFEMZFEE Outposts VPC A Z R EBEFE Outposts VPC LIRS &i%E DNS

Bifl, BXRAUEMEBLRETINESEE , 52 Route 53 X P W ET VPCs 5EHNME 2B
DNS #if],

BEBREANL

REANM R SDIENESBLEWH vCPU, REMEFEMER, EWell-Ar chitecte AWS d Framewor k&Y
AL | BEAERE —MSENWTE | MNIRIFH. B LR AWS TERERIE AWSH
RIFHFERE AL,

Local Zones HHLERER X SHHMEE AWS XiF, BN ZEE RGN KEIES A1 X+
oA, RARLEXFIRBETESHHERERE AWS KiF. XTF Outposts , IR ZIBIER K T
BERRMKIABE, Outposts WP B A EVARLBRREEN , IUARBEEFEEHIE., MRE
NIEMBREERARE  BTEANBEERMREERER.

Outposts WAREM X

AWS Outposts REMIFEN XFMEARREEFNRA , URFHNAREFTAME, HaefE
KNBELERE, BXFHAES , HS5H AWS HE+H (AWS Outposts & A A IRITMEEEE
) RRNEENL.

Local Zones HI B EM X

iy XiF2 BN BEREEZWNAFOT B, AWS XiF 727 X5 A 6 B 49 3R 7] LA R 7 ith A P 32 43t
HERIEHNBE., EELHNHEAERMXE AWS IKF |, iIEEEF AWS 344 AWS Local ZonesH I A[]
Ef. BN XEHETRNBE A4 EC2 LHIRIMEA, EEMAXLELHZE , EARIESIA
ity X R Y AT A SE Bl EFHINTT A EC2 K4 , HiE4TEAT AWS CLI 87

aws ec2 describe-instance-type-offerings \
--location-type "availability-zone" \
--filters Name=location,Values=<local-zone-name>
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https://docs.aws.amazon.com/managedservices/latest/userguide/set-dns.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-overview-DSN-queries-to-vpc.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-overview-DSN-queries-to-vpc.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-outposts-high-availability-design/capacity-planning.html
https://docs.aws.amazon.com/local-zones/latest/ug/getting-started.html
https://docs.aws.amazon.com/local-zones/latest/ug/getting-started.html
https://aws.amazon.com/about-aws/global-infrastructure/localzones/locations/
https://aws.amazon.com/about-aws/global-infrastructure/localzones/locations/
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FAs

{
"InstanceTypeOfferings": [
{
"InstanceType": "m5.2xlarge",
"LocationType": "availability-zone",
"Location": "<local-zone-name>"
1,
{
"InstanceType": "t3.micro",
"LocationType": "availability-zone",
"Location": "local.zone-name"
1,
]
}

1 BT R S I

AWS RETELEENRS , F AWS EMiZE# APIs, RESTIEY REERIERKLAF FMEBEH O
HEEE, Outposts M Local Zones FIRMHMIRFZ SR REHIRSZHERE AWS XiF , Rt @& ] AERAME
B AWS & A& AWS CLI, SREEBXERS, AWS APIsEXXEFNRS , S HAWS Outposts
IhEE L R R FAWS Local Zones ZhAE,

L ZEBE RS

B AR R BB E MR 5 R TE Local Zones # Outposts FELE A RS AWS X : £/ AWS
ElA AWS CLI, o AWS APISKIEZEFML B AN EEX FIE T HEBPLE FRNHEER
Ro 104 M LEER IR T N4 #E Outposts F Local Zones FEPBFM, IRBE & FW/GE , EALUE
Bia%FM ID ERNSEIE Outposts = Local Zones FEBBRSF . U TETIRE T BB L SRS R
il

EC2 & Fi S D

L Frun-instancesROIE HaT XA B4 FMm5. 2x1largeF B RIK B EANKH], MBEFIT
E7E Linux EfEA SSH =4E Windows EFEFAIZZERE MY (RDP) EZFEHKH , MZLAX 2 A&
)8

aws ec2 run-instances \
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https://aws.amazon.com/outposts/
https://aws.amazon.com/outposts/
https://aws.amazon.com/about-aws/global-infrastructure/localzones/features/
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--image-id ami-id \
--instance-type m5.2xlarge \
--subnet-id <subnet-edge-id> \
--key-name MyKeyPair

BN RARRFAEE R

AT create-load-balancerR"BIGIBRRNEN ARFAEHISESS , HAIEEFME A Local Zones
Outposts,

aws elbv2 create-load-balancer \
--name my-internal-load-balancer \
--scheme internal \
--subnets <subnet-edge-id>

EE @ BEBMAY Application Load Balancer #& % Outpost EHFM |, I - -schemeiE B A%
BEinternet-facingtr&EHRM ColPith ID , IR RBIFTR

aws elbv2 create-load-balancer \
--name my-internal-load-balancer \
--scheme internet-facing \
--customer-owned-ipv4-pool <coip-pool-id>
--subnets <subnet-edge-id>
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https://docs.aws.amazon.com/outposts/latest/userguide/local-rack.html#local-gateway-subnet
https://docs.aws.amazon.com/eks/latest/userguide/eks-outposts.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-outposts.html
https://docs.aws.amazon.com/eks/latest/userguide/local-zones.html
https://docs.aws.amazon.com/eks/latest/userguide/local-zones.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-on-outposts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-on-outposts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cluster-regions-zones.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cluster-regions-zones.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/s3-outposts/S3OutpostsGS.html
https://docs.aws.amazon.com/AmazonS3/latest/s3-outposts/S3OutpostsGS.html
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https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/ElastiCache-Outposts.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/Local_zones.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-outposts.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-outposts.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-localzones.html
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