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M F5 BIG-IP & %] AWS = EH F5 BIG-IP VE

Suresh Veeragoni , Amazon Web Services (AWS)
2020 £ 11 B ( XHEHALIEFR )

RISEBIR 7R F5 BIG-IP R MR EEEf#F R 5 REHE Amazon Web Services (AWS)=HIF IR,
iy, TEMNZEEEI, F5BIG-IP R—RIBEATAMY. HEEFHNZLBRERZMEITN~ R, ©
17 F5 REEERERSE (TMOS) £iE1T.

B F5BIG-IP Z2MAREEERA S RUYEIFARBELtHNELIBRRE TR NEFEENEFHLRF
BXRETBE AWS =, F5 THEMBEELIEFAEINEREAFNAERTANELRE ( SRS X
I API £ ) kKiEB,

AEREBR T IBIENENEES K,

« PEETBHATERE - THRIEBEAURER AWS F F5 7= mE5RSH ML MR,

- BERARFFZITEREN - TEEN R AREF DARE R —&H 7 I8 RRIFEIR T4,
- AXER - NENIBEASERITY , HRFIBNRBEXBRE.

- ETREIE - FE TR TN F5BIG-IP THEARKIEHE AWS =B EH TBENEKIE,

AT ENIBLSRERL , FSRAMTIEEEME ERIVN F5 BIG-IP TEAZSEBE AWS = L/
F5BIG-IP VE . AWS

RNEFEERTERR AWS ZEB F5 Z2 MREBEEBRARNKRARTENRBER,

Bl AR

EVEIERTIRE AWS ZURSENNBEENZEE. SHEIBEFEZFL  BUELAREIRN
. BAMS , SEENNABRFRS (FINREEERZE ) FoFet , RASHXRNEREH
Bo

MBIERF F5 BIG-IP THEAFITIBE AWS = , METUE I THESE  HEFEHNDLEHEASN
EEERN, BATURESENEARTE , EEFE B S RARMm &SR,

BRTUBERFHKNEARNTELFY BREUBLFAS, XREEIBNARFEONE , RHER
HEOHRBIERE, e, TEMBTRAESRIRNEE,

EERTENT 7


https://www.f5.com/products/big-ip-services
https://www.f5.com/services/resources/white-papers/tmos-redefining-the-solution
https://d1.awsstatic.com/whitepapers/Migration/aws-migration-whitepaper.pdf
https://d1.awsstatic.com/whitepapers/Migration/aws-migration-whitepaper.pdf
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-an-f5-big-ip-workload-to-f5-big-ip-ve-on-the-aws-cloud.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-an-f5-big-ip-workload-to-f5-big-ip-ve-on-the-aws-cloud.html
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RS AR A

EREN FBIG5-IP Z2MREEEMBRAFRIBE AWS min2dl , BEE T GHEBRAHITEFT
ERRRE,

UTE&FERTEENTIBRA , ABR T EWEANEEN F5 = mARSHER, AWS
FHT

o TP4H I B UE B AN S5 451 B AR

« 1P{E AWS # F5 AR E

WA ATE R A RISRBIR A

£ AWS =Rz {T F BIG 5-IP TR RAFRIFB SN ATHEMKFRAAEMARTE. TBE
AWS mimhf , BFRECERAEF AU , AFSNRRET BRRSEHTHEE.

FE FmAEZMTATERER , EENLENERERBEESSUTERARR | BHFAIE (BYOL), ™
7. FAMLE, TR GF TN (ELA)

IBRAtELEFTE , E4ABRTEER pay-as-you-gofI REREENWES , EREZZIT T4
i AWS, EEMZ , F5 IF AR At A URIER S FEHN N AERE G,

IERLAMER AWS ENMITESRMEENEBEESITRE. AT=ARERATET AWS SLHIMEA R
RIS o

« F5-BIG IP small — 100 Mbps
« F5-BIG IP & — 200 Mbps
« F5-BIG IP K& — 800 Mbps

& AWS F1 F5 #iRE
EFHITH F5-BIG IP TEAF 28T , NEREWHER 7B THAE AWS UK F5 = RMERS,
AWS 7= AR

« AWS CloudFormation& B ELA R FM N AR EECIEMEE AWS ERZERIE,
« Amazon CloudWatch ##t T A%, Ay EBEREFNGEMREER | BUE/ LA FHRER,

TR AL VR A IE AR A M SE B R A 2


https://docs.aws.amazon.com/pricing-calculator/latest/userguide/getting-started.html
https://calculator.s3.amazonaws.com/index.html#r=IADs=EC2&key=files/calc-5b0f57475ed81d2e9e1e4ee31eee4fec13caf8cc&v=ver20200107wD
https://calculator.s3.amazonaws.com/index.html#r=IAD&s=EC2&key=files/calc-d4362355aed7d553d6175a115e0e24b59fe5f894&v=ver20200107wD
https://calculator.s3.amazonaws.com/index.html#r=IAD&s=EC2&key=files/calc-45f93d5443e2fa064f9c4c08e0ea774c7cc411cd&v=ver20200107wD
https://docs.aws.amazon.com/cloudformation/index.html
https://docs.aws.amazon.com/cloudwatch/index.html
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+ Amazon Elastic Compute Cloud (AmazonEC2) 2 —HM & RS , I A SRETAZRNITERE |, #
EHENEERGRE,

« AWS Identity and Access Management (IAM) 2 —IA T2 £ HIRS A EH Web AWS BRS

« AWS Landing Zone R —MRE R , IHBEFRE AWS REXERREFRELZLNZIKS AWS
E2%:

« Amazon Simple Storage Service (Amazon S3)R—ME T = BEFMR. RFNRERTEREHRRE
HIX R AR S -

« AWS Security Token Service (AWS STS) #BI&E N AP ERIGH ., BRNENEIE,

« AWS Transit Gateway—IMEERTA BT BWERS , ATES AWS X &5 hub-and-spoke
Z/iH9 Amazon VPC BHELE.

« Amazon Virtual Private Cloud ( Il Z#VPC ) AI#BIEF AWS BIRB I EIEE X ELIME R,

/A Important
BB T R — NS N ERRBE = (VPCs) EEIMBBFEPONTRE S E , AR
£ AWS ERREFOERR. AXRXAENESFER , FSH Amazon XHEHHF KR 5
#VPCHIVPCIE LN,

F5 7™ mMBRSS

- REEERERS (FS5TMOS) 2 F5 FREMS SR E ™ mAvER4Eat.

- FiREEESR (FSLTM) AIRBNREEIMERE , BIERSSHEEE. TN TAMERERNE
HY 3t o

+ Global Traffic Manager (F5GTM) #R#EA 55 KEE, BIFEHPOMRS MG, APVENNARERFERE
k49 ZDNSHAF MARFER,

- TEAPRENARFMN T , A@@ ccess Policy Manager (FSAPM) #BgE{RIF, E{LFMEH X
NARFNBENE, APIs

+ A@@ pplication Security Manager (FSASM) 2 —RRSEH Web B ARRFR K& , AIRIP1ES.
BRI ERHEFRN Web MNARF,

« Advanced Firewall Manager (F5AFM) B £ M 4% B B A T < B BUE PO B IR 2 B HE 7
« F5-BIGIQ 71 F5 IEBEMEMRBEURERE LETHMRRAREM T — oS =,

T AWS H F5 ARE 3


https://docs.aws.amazon.com/ec2/index.html
https://docs.aws.amazon.com/iam/index.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/understanding-landing-zones.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Introduction.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-transit-gateway.html
https://docs.aws.amazon.com/vpc/index.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://www.f5.com/services/resources/white-papers/tmos-redefining-the-solution
https://www.f5.com/products/big-ip-services/local-traffic-manager
https://techdocs.f5.com/kb/en-us/products/big-ip_gtm/manuals/product/gtm-concepts-11-5-0/1.html
https://www.f5.com/products/security/access-policy-manager
https://www.f5.com/pdf/products/big-ip-application-security-manager-overview.pdf
https://www.f5.com/products/security/advanced-firewall-manager
https://www.f5.com/products/automation-and-orchestration/big-iq
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B1 R 3% =

BT HERNARFERE
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EXB , HEREZITERMLA
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IBTTREE S F5 A RS 4
25 (ADC) R A N BB —
o, AERCFHHERNZE
##EZE] AWS Cloud,
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wAEFER,
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BENEESRET

XEFRFEP ATRSFETHR
. BINARE, BRER
RFEN, RE P &8ER KL
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REMERE. TRERTEER F5BIG-IP T

BUCRERETE
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PRANFBRIBHNARERFA
o

BWRBEIERS F5

Good. Better, Best (GBB) it
NEEEERN T ER AT
[T

MRIECHEEM F5ASM |, 1
BRIBZEMHEMIERE

o

MRXZ2—NHRARERF , BB
ABRIZ T FIA F5 ASM =
F5 Web N AR K& (F5
WAF) BN {E 5 %,

MRS R AERF


https://www.f5.com/glossary/application-delivery-controller
https://www.f5.com/glossary/application-delivery-controller
https://www.f5.com/products/get-f5/perpetual-licensing-gbb
https://www.f5.com/products/get-f5/perpetual-licensing-gbb
https://www.f5.com/products/security/advanced-waf
https://www.f5.com/products/security/advanced-waf
https://www.f5.com/products/security/advanced-waf
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EKS ) S#EE K8S #Y Amazon
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B
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MR LRI N AR

R F3% =
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B, HTTP ft1t. ARBEHE
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EXENARFF , BEREN
RNEBRESIEPERS , HE
PRERANRSEREEHER,

flan | WA LAERHER F5
GTM M F5LTM , #FIA F5
GTM SR T RERMR ST & 2
fe o< R EF /- &% B HA
NENSREZE,

ELEE (L4) INAREE
(L7) LR EE S EM{LE
BEMHHNARE, B3N
AERF , REBTE AWS
Cloud 2 [B1#93E % T 480 EER
#®in, HTTP {£1t (SPDY)
ERHNARERF.

BUCRER BT

BXREHRALD , BSHF5 X
HRE F5 BERAQRS.

LEHENEDEBRHA F5
DNS R%i=k F5 =hRS DNS,

ZEPEBFEEE AWS Cloud #
BB —IMHS4 VPC,

FEN—1 VPC ERBIEH L
BREFEIRGE P, MREER
¥ VPC &it , MR Z
VPC,

XEEBFZITIEREED
fRS58% (TE TTCP R ) 5
EEMA ( MARFNRE , W
HTTP ) B F5LTM X% , #* A
NREFRSSHRNES 2B
R BRI,

TR 2 AT LA R P48 i it F i
(SNAT) &3 | 5% F5 BIG-IP
SEA50 AT BAE D9 SE I A B% R 2R B9
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https://devcentral.f5.com/s/articles/An-Easy-Demo-for-your-Colleagues-Securing-Container-Traffic-into-EKS
https://clouddocs.f5.com/containers/v2/
https://clouddocs.f5.com/containers/v2/
https://www.f5.com/products/ways-to-deploy/cloud-services
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BEEMBNARFAFTEX
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JEEH DNS A EFEE R IP
ik,

XENRAEFEESREEY
g€ , 520 SNORT £&., #l25
AR, REEZH WAF #
Mg (2900+ £H ) UKkZE
HEREFERK.

X2 VPC A4 |, BB
EHFEH Internet T Intranet
NWELMEMES , HEEEH
f2 VPC X145,

LRI LS H A R R 3K
BAMAFITIR—EER. ©F
FRAELR VPC G BBk
PIEmE. SEHEH R B
R, TBRATERE VPC, H
ftt VPC FEBxM 2 83 A & &
NMARFMZLRS,

£ AWS ZHHEFLEFR
+H—-HHW DNS BEEEK , #

BEE AL IE K E DNS &ifl ; @8
& AWS Direct Connect i %
EEEEPE ; BINEEDE
B, ETXREEH DNS ; DNS

£717 M DNS hiBiEMZ £

(DNSSEC),

BUCRER BT

BHEEFER VPC R EER
TRAMXNENEF IR
moNERhutZeE |, HEMA F5
Advanced HA iAPP #&#x 3k
RERBAR, F5 RETLUR
VPC HHIEFMX , LAl AR
BE=HRRFERNEFRX,

EERENRARERFERHN AWS
CloudFormation 4z # #h

( AWS Auto Scaling, &7 A
M, M) , RFEARIE
MNHRL R,

BB VPC AR E (N
F2F ) VPC IP #zsit AT M 2

£ i B £ 3Kk K E0F DNS 1%
84 VPC N — NELLBIEF

’l\_:\o

MRS R AERF


https://www.f5.com/pdf/deployment-guides/f5-aws-ha-dg.pdf
https://www.f5.com/pdf/deployment-guides/f5-aws-ha-dg.pdf
https://docs.aws.amazon.com/autoscaling/index.html
https://docs.aws.amazon.com/whitepapers/latest/oracle-database-aws-best-practices/architecting-for-high-availability.html
https://docs.aws.amazon.com/whitepapers/latest/oracle-database-aws-best-practices/architecting-for-high-availability.html
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TEERTEY AWS Transit Gateway E#ZiB 4 VPC MINARERF VPC EHAZENY, VPC AILLEH
B —%0 , BT UETEKFHN—22

AWS Virtual Private Cloud AZ 1

AWS Virtual Private Cloud AZ 2

ethd

eth1

SefIP: 10.0.24
VLAM External
| Ports: 80, 443

eth0
MgmtIP: 10.0.1.4
Ports: 22 443

Management Traffic

SefIP: 10034
“ J WVLAM: Internal
Pors: 4353, 1026
A

Application Traffic

> &

Web 1:10.0.100.5

Management Traffic

Seff IP: 10.0.13.4
VLAMN: Internal l

Application Traffic

MomtIP: 10.0.11.4

eth1

Seff IP: 10.0.12.4
YWLAN: External

&

Web 2 10.0.100.6

Web 3:10.0.100.7

Web Applications

Pl EXXBESIME - IMEKST , BTEHLS VPC, F5REEXMNZE RN , AFHEA
FPENARFEHTANRABEAXRE. RENFE,

TEERTHMEBEENZAEHTH F5BIG-IP TEAFHPHIHIMERED (NIC) Kf, B LA@IXLE

REMMESHEMEED |, EEXIEHIRS, F5BUEEREPEASTAXER | UB% A
X,

MRIERK


https://www.f5.com/solutions/secure-cloud-architecture
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M T

MYENTIBLEN TERRIAF ERNEERXE, UATHIER T ARSI TR URTBHXE
= _¥=-30118

F&

- REEEBML
- EYRENEE
o EERPIRE
« RERER

- BB EBHR

REZIBAAL

Ege , BIREBLETERBLAAD  BETERFEEREEELTE  BETEABHATTE
FER—BIEBTAREAILER,

i

REISENERARBS S REN BB, API, TEMEMRENMER, ZEFEEERHA
LYV ERBE M SR E R,

plan | EAREEZAF S ENIAAREPOFEATHEREH4 T A, ER , ENIBTRERRSHE
THBAZHEENRG LE1T , REETMNEGINEFRS REIBHMEERS. Sl 22EEFR
(SSL) BREFH (TPS) AIREERETRS T EITTHERS L,

EREACKBENARFREIBREINER R , CREBEIEANUATREIREZBCHRER

%
s BITENE AWS ZHETHHEEMRZA F5 TMOS, B 14.1 RESMRA , BHAUER 13.1 RE
SRR, REETLUIERBRA 12.1.x , BAREBEIZ £ R, H3ibE @M a4 EE,

- ERBMOKREEARENMAEE. BT Univention Corporate Server (UCS) & 28 % & TR
FOKNBMERNXIR (Bl P ik, HRZGHAR ) , Eik F5 BIUE6IZE — 12 Shell 455 X4 (SCF)
REBHNEHEE,

- BMAMEMEXZLIES , HEEBM RSA IMEEHRK ECC EHAEMHAEEL,
- EEMRSSH/EANT BNREHEFARIEREER.

REBEBMHA 9


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-retiring-applications/welcome.html
https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/releasenotes/product/relnote-bigip-14-1-0.html
https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/releasenotes/product/relnote-bigip-ve-13-1-0.html
https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/releasenotes/product/relnote-bigip-12-1-5.html

AWS HE RS E=IHM F BIG 5-IP E#% 2| F BIG 5-IP VE AWS
- WEMNBEFODIRE AWS = F5 £ FRSENFIHE (GSLB) RAR.
- THERMRE, TYRMENSTAMEMSEMNEFREEXIBI NG ESRECEXHIE,
- EENHEEBE AWS ENERFAFAUTEESI,
- HE@ AWS HEAIBRHEERERCIBEABRERTNIEE. BF , —R#HT—H2EB
EEM
o THRVPLCRS Riut A IP b,
-« TEEMBLE SNAT R E#R )y F5 SN AT Automaps

R RZE R ZHAWSEEM LD F5 Professional Services Flf\. X G EWBRSE D EERTITH.

E¥V RIENEE

‘B BEERELVNSRURIGHAERNBESIES , F F5BIG-IP EETBEEARNEERLN
BHEE, SATEMATEAEXLED , BAEN2ZRRY M ERNEGIHE .

TEHBEZIEET RREESENFERNER,

EF RENEE 10


https://www.f5.com/solutions/use-cases/global-server-load-balancing-gslb
https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/tmos-routing-administration-11-6-0/7.html
https://partners.amazonaws.com/partners/001E000000Rl12PIAR/F5%20Networks
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Do | need to descale my

F& BIG-IP deployment?

Network topology
Do you need more networks
than instances?

SSL performance
Does it exceed
instance capacity?

Network performance
Do you need more
outbound bandwidth?

VIP density

Do you need more senvices and
Elastic IF addresses?

ou don't need to Yes Yas—

descale.

Nor

Ve You need to "‘
’ '1 descale. r‘

Al

EBREFEATIE~EFTNERETL.

- PEHRIN — BETAWSTX#802.1q WHHEM VLAN , N\MEFEZEONKE (BE— 1 ATEEN
O ) ARFI AT EHHNMERE TRRE, MREERFBHRAI , WEES AWS = F5 XK
FEEHI LR M i G Z .

- SSL 8 — F5 REZFFNEEERTE x86 LFTRELZIMY SSL AL, BUMITHREFRIEE LR
%8309 SSL &R,

o MEMEE-BATIFERE, HIEMRIBREFE. AWSSEHIKE BB XNME R T E M EIFIE
(&, . 5. RZEIXREAH ). WE—EHITUEURBEEERREZSKRELER,

« VIP BE — NREGHAEBRAKEWEL P ik (VIP) , MIAMEE LIS R MEZON VIP 38
i 32451 PR1E o

o FREE-XRG U RNEERERERE.

EF RENEE 11
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« QERS-TENABRFERTRRENFEAN. BRESNTRSHNARFRERATAEREN
ik, TIX AT RES MG A/ IR AR

R SRPIRE

F6 X SMRAIRE | MEREABHRETERNERRE. W TASHER , c5n.2x1 M
c5n.4x1 FRERELNXAGILERFR , RACIEE TMEERE. CPUBE., BEOREMAERXM LR
B IP & E, TRRHTRELREEM F5 7= miER MLt ey =El.

What type of
instance should |
use?

-Yes—- Gen4 or older

< PerAPP LTM Yes— T2T3
b <~ PerAPP AWF

Yes

|>—b C5/M5

Yes

p-< 13.1 and later

\

Best
Network Perf
- 14.1 and Yes——— C5n

later

FXERRR
EUZIBFEMEER , BRE F5BIG-IP THEAFTIR 28 , BTEBIATHBLUEEIBIRE,

ERENAREFNAR ?

pri 2oV 12
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TEXLERAFRENNEAST ( RZFIHM IP it ) RASAF (FFIHME P it ) . WRAFRA
B, NETENRARFRE UMM DNS ENTAXHEHBENKE, BENRITEECEERTERE
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Migrate F5 application
services.

Do you have historica
performance data?

Gather performance

data

Evaluate performance
data

Can you reuse the IP
addresses?

Do you need to descale
the configuration?

Can you reuse the IP’

Yes

Use the F5 platform-migrate
option

addresses?

Do you need to modernize
(API and discovery)?

stract SCF files and certificates
Plan manual migration.

Do you need to modernize
(APl and discovery)?

Declarative APl (AS3) 7

Extract SCF files and certificates.
Build declarations.

Imperative API?
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Can | use an alien IP
address?

Are your applications
DMS-friendly?

Yes Mo need for an alien

IP address.

Mo

Do you use
VPC peering, ora
virtual private gateway
connection?

Yes

Mo.

Do you use

transit gateways, or

virtual private gateways
cannecting

to transit gateways?

Do you need
Elastic IP mapping?

Yasg

You can use an alien
IP address.

Yes §[s]

An alien IP address
cannot be used.

BiEEHW VPC

TREFHENERE VPC HHNXBIEEEI,

HEEH VPC
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