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Vijai Anand Ramalingam Hl Sreelaxmi Pai , Amazon Web Services () AWS
2022 7 B ( XHEAEIEFE )

NAREFIMRL2IEE Amazon Web Services £ E T Microsoft Windows #J4&4t.NET Framework
NARFENSIEMNNETRSIHZIRBRHNET HERSZELANERE (). AWSHERESENFLEERM
44 (CI/ICD) BB AR 5 .NET Framework B A2 < B BB EE 1T IR L S

RIEMEM TAWSEXAESR (AWSCAF) 22 AEFTHEMN .NET Framework B AR FIRLHIRE
X, ZEEMNETRARFAINEZLRERR, CT8E5SBBHEXNELRESER,

AIEFEERTREEAWSEHEILNET Framework EARFINRICHWRARFEFAAR, BRAR
BRAmAIAACRT, ©EET :

o SHRIUFFREN

- NABRFEE

- NARFRETRARE

XxT AWS CAF

AWSZ R FHEZR (AWSCAF) Ririt, XNMEFLEH AWS THEAHRRTES, KERKRNE
Wo AWSCAF EMZ N EXRETEMN IT REMXNENAS

- Rz
- R2MH
- HHEMH
- MERENME

« AL

o

BX AWS CAF 22U ANESZER , E5H (AWSZEEHIRIER) -

%*TF AWS CAF 1


https://aws.amazon.com/professional-services/CAF/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-caf-security-perspective.html
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AWS Identity and Access Management(IAM) ZEEMNAWSFE & FREMANER HE 2, ERLAEH
IAM 3§ B AT AT R R RS MR IR |, AR EML KM T AT LATA B BRLL AR S5 AR, |AM RBE 1T &
EEATHNREWNR , UBRKENRNER, FIENERWel-AWS Architected 1R &EXEK , A
FEEHLLWE,

ATE9 A T A E S R, RNMAFEEESPER IAM F Amazon Cognito,
EH
- EFRFEPREA IAM

- EEFHREREA IAM
- f£fAmazon Cognito

EFREBRFEM IAM

BT ECFRANEHES , AR A ENTF RN ER G E 248 1D MG R Z4E 0 FENIRE
HCWIEH, BAILUFIARIZRA ID MRBFRIRAEEEAPEESENELSXHF, EHNNET
Framework i P82 /5 F L B B SO FE AN b FF & R R 5 M AWS BRI S AR o

EEAPRIENSERE

- BOEEMARZIES,

« MFARXARADEPIENRENR (RENR ) .

« WHEXATAERFLAEBREAEFNFXEN,
- EHRBRER,

- ZFEFITEIL,

- BRAZESFHRIE (MFA),

EFRIMERER IAM B TRFEAH

o« SEEREIAWS ik F
- WMEURIEE , BERE
« AWS Command Line Interface(AWS CLI) fx7Z< 2 , EREHEE N HRIEHAWS IKF (S )

EFRPFEHER IAM 2


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec-design.html
https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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« AWS Toolkit for Visual Studio , S & E ( W1 )

£ AECEIEHAWS CLI

BT LAERAWS CLITG R %4 ID MMEZEAWSTE M ZARIERAEENNARE. ERSRITL |, &7
UTaw. AENNMARAERBRELRE,

aws configure

AWS Access Key ID [NoneJ: XXXXXXXXXXXXXXXX

AWS Secret Access Key [NoneJ: XXXXXXXXXXXXXXXXXXXXXXXXX
Default region name [None]: <specify region name>
Default output format [None]: json

i A F K 45

HRFEARENREMEREETRFPEREAFRHE A MFA, AP AR AIAM A& R EAAWS Ik
F. EFEAEE IAM A& E B X#i=1T.NET Fracebook R AT , Visual Studio fF 6 A RE & X
89 EAIE T FHAWS Security Token Service (AWS STS) A RHIEEA @ FERIGREIE. FREEXHHH
APYMERsts:assume-role NEERENHATIHNACRANNIRR, ZABKXTNEEATREENX
HHHAFEARENEEXR. REACGHIENZIEINIBEENIRASE, BXEAIAMAE
HEEMAWST RIKF AP ERFHEE , BSHEAWS CLIXH, RE , BAUEAFAKFHLE
ik - SRAWSTF & i3k B Visual Studio F9.NET Framework R AR , B Al LAMEH .NET TR
& (CLI) &%

EEFHREFEM IAM

XNTEFRE  KREXKRER IAM A2KRBHRZH, IAM ALK RIGRH, EE BT
HNARFAWSEZE S HRIEMZN , AIlEZS, TEBERAAWSHIR.

£ F R A

BB NAZERER—NAWS Lambdaii®k , ZE ¥ 5 R Amazon DynamoDB REAMITRIE, %
. E#H. MiBR (CRUD) &4EHF B EFME Amazon CloudWatch, TEEBE 7 kb mH¥l, Lambda &
WEENPRT 8L A DynamoDB & # CloudWatch &, ERFIXLNR , FELIE Lambda BB
0 Lambda BRERDRIN—MNMAITA G,



https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-role.html
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@ Access policy

1AM role

RS

o

IAM policy

Execution role

APl calls

C\'@ ) Logs

Amazon CloudWatch AWS Lambda Amazon DynamoDB

IR
o WAIBIER IAM SR BE LLIE F X3 Amazon DynamoDB RHIAWS Lambdaif AR ( AWSZ£EE )

o IAM T2 HERE (1AM X8 )
+ AWS Lambda#f{T &€ ( Lambda 344 )

{# Fd Amazon Cognito

Amazon Cognito J#&H Web Bz R ARFIRHESMRIE, RN
MAFEE, ARPERAZREIEREER , UABEE= ( fia

Facebook, Amazon., Amazon. Amazon., Amazon., Amazon., Amazon,

Amazon Cognito WANEBHG AP MM G Mit. ARMENENNARFAFREAETMNERE
MWAFER. FASMM , BUURTFHAPFRIEM AWS RFHNR, SR MSESERASH
SWAAF M, BXEZELR |, H5 Amazon Cognito XA H #Y & L Amazon Cognito 375,

£ F R A

TERERTEAELIRSEE ASP.NET Core Web R FAfERF. W E# APl Gateway F3XI Amazon
Cognito B RBIAWS Lambda, HWRMHZESER UL TEESRINN :

« Amazon Cognito AFMEENXN AP #HTH AR, FHERMNEE,

IR 4


https://aws.amazon.com/blogs/security/how-to-create-an-aws-iam-policy-to-grant-aws-lambda-access-to-an-amazon-dynamodb-table/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html
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+ ASP.NET Core Web M AEFHEE Lambda # , B API Gateway BIiE.

s BFImRIZAIRYIE Amazon Cognito XA F# 1T HMKIE. ZMIAM Amazon Cognito (1) 4t JSON

PETHEE (JWT) , FFEAER HTTP BARLEIELS Web APl A TERN. AF JWT #E&EA
AP| Gateway # 1T (2),

AWS Cloud

ASP.NET Core web app
hosted in Lambda

JWT CalendarEvent

Amazon API Gateway EventsController

. ®

()

=
W
48]
=

JWT

Amazon Cognito
Amazon Cognito user pool

83

IR

« EI A Amazon Cognito 5 ( Amazon Cognito 3% )

+ {#HAmazon Cognito X} ToARZ 88 ASP.NET Core Web R T2 F# 1T & MU ( #1157 )



https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html
https://www.youtube.com/watch?v=M6qTrI7kmZk
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N ARERFRE

AWSERMEAFREBFIEE , UXNHBETHWLE, AFENNTRAMEMBRAE, XETEAUSKE
RIRFRERK , L end-to-end EF MR REN IT HEAELZEMHRPIED

B LMEATRDIEM NET BEMEZL CloudWatch RSN ARFER AEICHE , N NET
Framework B AR S Amazon K.

HEESR iR TEOFH AR
AspNetCore ASP.NET Core iLogger #9 NuGet@ %
AWSSH , BTRBZFHERE
% %] Amazon Log CloudWatch EFRH
So
NLog —AAWS NLog B#x , AF NuGet@ &
FHEERIEFE Amazon o
CloudWatch Logs. i m Bl
serilog ¥ BEFEEEIEFE Amazon L NuGeta3 &
CloudWatch ogs BY#EUlRAWS
SeriLog 88. BRRH
Log4net —MNAWS Logdnet fiings , A NuGetaZ%
F¥ BEEE1E%ZE] Amazon L
18 %Rl

Lo CloudWatch gs.

7R

« I 53# CloudWatch FAF 18/ ( AWSXHY )
« Amazon CloudWatch Logs # NET BEMELR (AWSHAETEFER )
« 5%, Lambda.Logging. AspNetCore ( GitHub 1Zf&FE )

1

R 6


https://www.nuget.org/packages/AWS.Logger.AspNetCore/
https://github.com/aws/aws-logging-dotnet/tree/master/samples/AspNetCore
https://www.nuget.org/packages/AWS.Logger.NLog
https://github.com/aws/aws-logging-dotnet/tree/master/samples/NLog
https://www.nuget.org/packages/AWS.Logger.SeriLog/
https://github.com/aws/aws-logging-dotnet/tree/master/samples/Serilog
https://www.nuget.org/packages/AWS.Logger.Log4net/
https://github.com/aws/aws-logging-dotnet/tree/master/samples/Log4net
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://aws.amazon.com/blogs/developer/amazon-cloudwatch-logs-and-net-logging-frameworks/
https://github.com/aws/aws-lambda-dotnet/tree/master/Libraries/src/Amazon.Lambda.Logging.AspNetCore
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4R

FANET FEANARERFN , EEFENARERF ID. NARFRANBEEEEFFRERH, X
R ANEEFT R FMTappsettings. jsongHweb.config, FF R A RBEE X LEHEE X H
WMEARFREER , X2ENELRENXE. EaLFERAAWS Secrets Managerfl Parameter
Store K EXTHX B , CAINREB LT FHENKEZNABRFNXEHE, TE/LTHBOMAX.NET

Parame ParametSecrets Manager ame Parame Parame Parame Parame

FR
- Bt AWS Secrets Manager

. BH

Bl & AWS Secrets Manager

AWS Secrets Managerf B &R FRINARRF. BREMN IT BRAMENNNE, ZRFZLEFE. B
B, MBENEHRBEERILER. AP ZHANMEMHNE , TIF OAuth T , H R A 5Amazon Relational
Database Service (Amazon RDS), Amazon Redshift 1 Amazon DocumentDB KR4 %EK. AF
My ARFBESEA Secrets Manager API kR ZHE , XEREFUANFE AN BRE EH#HITER
B, Secrets Manager @& MM ERFRIIEGINER , HERT —MNERNUBEXRFIT A ME=FHESD
AWS CloudZ A%,

£ .NET #E2R 5 A 72 /& # £ FH Secrets Manager o R &4

- SEERHIAWS Ik

- BEURIHEE , BRE

« AWS Command Line Interface(AWS CLI) }x7< 2 , EREHEE R HREHAWS K (S RiREA )
« AWS Toolkit for Visual Studio , BEE ( Wi )

- 248 , £/ Secrets Manager #H AAWS CLI (S ) QIR R

Tl
ZE 7 ASP.NET Core Web API (.NET 6) Fif[a]Secrets Manager RV Z4A |, IBHITATIRE -

1. T2 ™UT NuGet #85 A0E ASP.NET Web API

fit B AWS Secrets Manager 7


https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets.html
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AWSSDK.SecretsManager.Caching

2. fEProgram.csMHH#HITUTER,

« A fNAmazon.SecretsManager@&ZEE (1)o

using Amazon.SecretsManager;

« SEMBRS (2)o

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

-using Amazon;
using Amazon.Extensions.NETCore.Setup;
| using Amazon.SecretsManager;|

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at https://aka.ms/aspnetcore/swashbuckle
builder.Services.AddEndpointsApiExplorer();

builder.Services.AddSwaggerGen();

builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunLevel(Loglevel.Debug);

- builder.Configuration. AddSystemsManager("/dev/myapp/", new AWSOptions

{
Region = RegionEndpoint.EUWest2
};
builder.Services.AddScoped<IAmazonSecretsManager>(x => e
new ﬂnazcnSecre:sHanaqerClieﬂt(RegionEndpoint.EUWestZ)
J;

builder.Services.AddHealthChecks();

3. EM Secrets Manager 8 R4 , BEXIRHIBRFEXHFHITUTER ( 41

tivaluesController.cs ),

o NIFEBEE (1)o

private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager)

{

_secretsManager = secretsManager;

=l 8
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}

+ XY GetSecretHE (2)o

string secretName = "arn:aws:secretsmanager:eu-west-2:111122223333:secret:dev/
myapp/tenant-gSj6qd";

GetSecretValueRequest request = new GetSecretValueRequest();

request.SecretId = secretName;

request.VersionStage = "AWSCURRENT";

Task<GetSecretValueResponse> response =
_secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

Hrh 111122223333 ENRKF &S,

[Route("api/[controller]")]
[ApiController]

public class SecretsController : ControllerBase

{

private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager) o
{

_secretsManager = secretsManager;

}

[HttpGet]

public IActionResult GetSecret() 9
{

string secretName = "arn:aws:secretsmanager:eu-west-2:[l :secret:dev/myapp/tenant-gSjéqd"”;
GetSecretValueRequest request = new GetSecretUalueRequest();

request.SecretId = secretName;

request.VersionStage = "AWSCURRENT";

Tashk<GetSecretValueResponse> response = _secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

@ Note

secretNamefs 248 HY Amazon Amazon Amazon Resource (ARN), SIZ2Z4A/E , AN
Secrets Manager ##l AR RILE, RN ZsecretNameZISFABIMIMETEHFA,
FEEEFREPNXMEHITERDB.

=l
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S IFE R — I WEEAWS Secrets Manager., TIRMUZEN 2 ERFE , ATHRE JLUNERB, BERE
FHFE, Amazon KL (AMI) ID FiF iERBEHREFEEENSHRE,

ENET ERNARFFERASHEFEERESF

. SEERMIAWS Ik 5

- WHARIHEE , BRE

« AWS Command Line Interface(AWS CLI) frA 2 , EREHEE N HRIEHAWS IKF (S AIHH )
- AWS Toolkit for Visual Studio , BEE ( ZRi%HA )

- Systems Manager 28 , B £ S ecrets Manager &3 AWS CLI

]

EM ASP.NET Core Web N HEFE APl S HE# PR EER , FRITUTIRE :

1. UTE2®T NuGet #2773 0E| ASP.NET Web API

Amazon.Extensions.Configuration.SystemsManager

2. fEProgram.csX#HH#H T TER,

o ANhlusingi®A (1)

using Amazon;
using Amazon.Extensions.NETCore.Setup;

« AWINAWS Systems Managerfit & (2).

builder.Configuration.AddSystemsManager("/dev/myapp", new AWSOptions

{
Region = RegionEndpoint.EUWest2

1)



https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html
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using Amazon;
using Amazon.Extensions.NETCore.Setup; o

using Amazon.SecretsManager;

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at
builder.Services.AddEndpointsApiExplorer();
builder.Services.AddSwaggerGen();
builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimumLevel(LogLevel.Debug);

- builder.Configuration.AddSystemsManager("/dev/myapp/", new AWSOptions
: 12
Region = RegionEndpoint.EUlWest2
i2H

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

builder.Services.AddHealthChecks();

(@ Note
BR1Zsh A /myapp/devilRegionEndPointS 3 , EMIFEZE (Region =
RegionEndpoint.GetBySystemName("eu-west-2")) FAAMNSH, TEELEFK
BN XEEH TERB,
3. BIBE—MEHHENHHGBR EParameterOptions.cs, HF FE/LTATHRB,

public class ParameterOptions

{
public const string ParameterName = "Tenant";
public string keyl { get; set; } = string.Empty;
public string key2 { get; set; } = string.Empty;
}

4. ENSBTFHPRIE , BXIERHFRM4HITUATER ( HlaVvaluesController.cs ),
o ANINFEEE (1)0

private readonly IConfiguration _configuration;
public ParametersController(IConfiguration configuration)

{

_configuration = configuration;

| 11
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- NS¥FM# (2) RRE,

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions.key2

i

[Route("api/[controller]")]
[ApiController]

public class ParametersController : ControllerBase o
{

private readonly IConfiguration _configuration;

public ParametersController(IConfiguration configuration)

{
_configuration = configuration;
}
// GET: apif<ParametersController>
[HttpGet]
public IEnumerable<string> Get() 9
{

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions.key2
b

IR

+ AWS Secrets Managerf#t Lambda B3 ( GitHub Ff#E )
« AWSSy@@ stems Manager .NET BLEY & , RHIXHRK ( GitHUbTF & & )
« W{AFE.NET F{FFSecrets Manager B wE1F (AWSZE£EE )



https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas
https://github.com/aws/aws-dotnet-extensions-configuration/tree/master/samples/Samples
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-manager-client-side-caching-in-dotnet/
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NTHENARFZS , ETRARERE TERNAEFEMRETAMNERGE. MR NET
Core IE#tiZ1THealth REHREHME, BINBWEEFAXNARFRERAEN]. BRI EH Amazon
£ W5 IRE CloudWatch 5Amazon Elastic Container Service (Amazon ECS) £& 834 HEsS | #1Tia
TRERE, BXFEAREETRIRENEZE LR CloudWatch , i Amazon Route 53 X4,
B X7E ASP.NET Core FEEE/TIRARENEZFEE , BSH Microsoft X,



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-health-checks.html
https://docs.microsoft.com/en-us/aspnet/core/host-and-deploy/health-checks?view=aspnetcore-5.0
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FIEENE T RINEEN —LEHEESSE , LRFEVIAK NET Framework B AEFAWS, BH3p
LRETFTREELZNBRELZLRABEHNXREAWS, EALL CodeSuite X EHFELEREAWS
CloudFormationAWS Lambda, 2 AMS &&/A , £ LEBZMEMAVEMLEN , AWSHBRAE
BREBHAEEHENELA, XLEYFETUREREFELEFAERIFHER. Ba{tERE T ZLHARDN
e AETESFHUEBRANZLEMEN., EHENLNBRANTEEL (EJUFERAAWST
BfE) , BULUEFRFEREZEHIN NET Framework B2 FAWS Cloudo



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/managedservices/latest/userguide/code-suite.html
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MR R IE R

THRERTAEANEAENR, MREBWEIFXfuture EFRVEX , AJ LT H RSS feed,
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-net-applications-security/modernization-net-applications-security.rss
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AWS Fe g SRR

BLTR AWS SEttiE S RHNKE, ErilEXTNERRE, BEHEERAS , BEARERRE
AR IR IR B

#H=
7R

FRARFIBI =T 7 ELTIBRERE, XKL Gartner T 2011 £HERN 5 R HEA

SIEUTHEAE :

- EN/EFEN - ZOFNAZREINERESEHENSE., MENTTEY , MEBNABRFHENR
HEW, XBESRIBHERERGNBIERE, =4O FA&ib Oracle HIEETBE Amazon
Aurora PostgreSQL AR,

- FRF A - GNARFEIBI YT , H#T—ERENRLL , LFA=TEE. =F)  HEHKRH
Oracle BIEETBE AWS =ixEA T Oracle WL Lz X ZHKIEERS (Amazon RDS),

« EFME - BRI HMT R EEERMESEAIHG SaaS B, Rl NEFXRRERE
( CRM ) R4 1T #F| Salesforce.com,

- BEN ( BEEXR ) - BNARFIBIEF , TEHTEAEXRBTRIARINE. =6 : &
BRY Aty Oracle BIEFETH R AWS = EC2 324 EH Oracles

- EFEN (ERYEERRERETE )  HEMIREIRI=H , TEUMEFEYSH, EENAR
FREXMERE, BTBFHSEEET VMware Cloud on AWS |, EXEFELA (VM) BB
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