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Amazon S3 B T i T EE R S ERBERHNENS : Amazon S3 kK 51518 B EM
AWS CloudTrail $iiEE#4, XAV EEFTLLURFITZE R URL BWERER.

EiFk BEUTHRMEE URL NERER , BAUERSHRIFRE, BXREB[FRIESE , BFE
B BHRIPRE" FE , £ Amazon Athena RHPENIZFEREY , ZFRBE®EN authty pe. X T
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% URL WIERMZREY NQueryString , MAuthHeader K Z B EMBE RN ZEREHE R,

QueryString AEHATEREMEH URL KB, ENEERHNNFEAMESR URL , FERES
BRFRHBESHX-Anz-ExpiresBiFER, N FRF|/IFEBE , HRE Request-URI HERERF
FFEHX-Amz-Expires@ESHMER, X T CloudTrail , &ErequestParameterstEFRE
BX-Amz-Expirest®,

{"Records": [{.., "requestParameters": {.., "X-Amz-Expires": "300"}}, ..1}

LA Athena &M AL IESS :
SELECT * FROM {athena-table} WHERE

authtype = 'QueryString' AND
request_uri LIKE '%X-Amz-Expires=%';

3 F AWS CloudTrail Lake , A T &R M A TR -

SELECT * FROM {data-store-event-id} WHERE
additionalEventData['AuthenticationMethod'] = 'QueryString' AND
requestParameters['X-Amz-Expires'] IS NOT NULL
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/logging-with-S3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html#:~:text=Authentication%20Type
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-s3-access-logs-to-identify-requests.html#:~:text=authtype
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cloudtrail-logging-understanding-s3-entries.html#:~:text=AuthenticationMethod
https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html#:~:text=Request%2DURI
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SELECT * FROM {athena-table} WHERE
authtype = 'HtmlForm';

3t F CloudTrail Lake , A &R N AILESS :

SELECT * FROM {data-store-event-id} WHERE
additionalEventData[ 'AuthenticationMethod'] = 'HtmlForm'
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ERRMBIEL R, XEMECE T HMAKKRAT RVIZHEIRE.

Bz A & /MY BR RN

FREIEAMZRFERNE—SREMAELRHIXS Amazon S3 H1AFl, EH URL TERHNKREFH
MEA URL EREENZXANRRERNTENR, CHFEUARRTFZERANS RN EIRATT
IR, Bt , MAZKERBERRTFXERKEDHEBINE —MERN R EE.

PIEMZEE URLWERR—METERATNEBERINE (XBRE 4) WEERME, Hit , T8
[REIFIE R URLsEMR. BR , A THRIEFEXRMY , LA URL BB RHREAX FIRAT G RINER |
RitFE S URL AR R — N ERBERT B,

EXRENBRENESZEER |, 3 Well-Architecte AWS d Framework By “&4” AP HNEFHEKN
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KO BIFEL SR

RENBRNYT BREFPSALAFTR—FHNHEDL R, MER URLsERELRARE, SHMER—
¥, MER URL HROBARMERE BRI ITEN, MERNE, FR AE2ENEENEERERE
16, WAEBEWE SR BT A R KGR SR Y 75 7R L 1T 1T

N | RIZRIETL D3 Elastic Kubernetes Service ( Amazon EKS ) B HETHIRESEE T HER, Z
BREFHEZIEEMPIAFNNMNATENRSG KIE, EAHFIF |, aws: Sourcelp FHFEHZKE
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceip
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceip
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B, MREREASBENRSELRIEZBERZARE T T, MBS aws: /tag-key H aws: /tag-ke
PrincipalTagy 1 aws: /tag-key R FHEHENE (TREKE ) MATiEXK. ResourceTag

AN TP

HBERAEWEENAFELHERAMEANERN , SINVAFREHT —HEZ2NHEH RS 1t
A, ERTALRFRNNEHTRENZFE AR KRB ENER,

EXFERT , RETEM/ERGEERE > REFIMEFS RN EHTRETELBENER , M2
NTREERE, $EERABRMRESRRAREEAFFERRAKRNED. BIXMIX , S0 AFEBHE
REAREYMLER,

DR BHESINX—Bif. TEAXERGZH , BAUREFSEETRIMEZNERRBENE
FERAER. XFRAATUBHENFENAEEABRNE O MT ESE  REEFEENITIIGAAER.
s3: SignatureAge I3

MEZERPW—PARAEMEBER AR T IHE, BROZLFITEEH, W TFMEE , LHEE
AX-Amz-DateBEHFRFBS LM URLs , X FTMZE POST , MER B HiTh x-amz-datetr @itk
il o

Amazon S3 2t T —N& 9 s3: SignatureAge W&HZ4ER , BRI LIMEAEREHFMNESR B HAFERID
BEREzBNHRERE, XMERKEZFTREKERE , EUUEEERH,

LT EREAF | s3:signatureAgeR A ENMZ BB RN EXHAREIN 15 24, UTROIBER
15 N AR HESRELSE ZFNRLUMEBE N,

RN E —RFERELEMAERRA 2 WHRNR, LRANELADUERFTH , BFEL AWS X
BRAEMZRE. BNBUEGERETEFAZBBRERE.

BRI LA LA T R EE R A 8 AWS Organizations BRS51EHI5REE (SCP)e REXF 4 B A {E A Z B HY B [E]
D>F 1508, AR PATUEAMZEERATEMB T XLEFROBRAAR. REIINTE , 1t
REITTERS=EEMEN , LAESBMRARTEER , AETSHRBREIKE , IUER,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyPresignedOverl5Minutes",
"Effect": "Deny",
"Action": "s3:*",

EIBAN: DR Ak S 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingAWSSDK.html#UsingAWSSDK-sig2-deprecation
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"Resource": "*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"

}
}
1,
{
"Sid": "DenySignatureVersion2",
"Effect": "Deny",
"Action": "s3:*",
"Resource": "*",

"Condition": {
"StringEquals": {
"s3:signatureversion": "AWS"

= iy
Cankar)

MBHRRAFRZFEEKWRBEIFERE , RZ R ERBERNEN | RNBWEIRE —IESNER
HEE, NBERHEE SCP v RE |, B a ws: PrincipalTag , M TERBEFIR , AT BHAR
BEERE, Hitt AWS RHEI, Flin AWS HED FERE RG], 46E R R,

MREBEBSFEAXNMRERKaws :PrincipalTag , MAFTIRFIFT EIXARBIRZH G RN, XFd
RAPFREAUBERERBZRA , B ILLH SCP #4] , iR sl a] LA% B iR S EM R, XThRE
WIRSH AR BSERE | XEFRSZHESMRMRE (IdP) RBREFAMNIRE. AWS STSHEHIER
M PRaws:PrincipalTage — MNEFWFEE., B2 , EAFEHETEMMNIGRES (ABAC) 2K H4A
LG EEMHEMNIARMIERERESD | ATblaws :Principal Tagst X bt I3 1TE MR

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "DenyPresignedOverl5Minutes",
"Effect": "Deny",
"Action": "s3:*",
"Resource": "*",

"Condition": {

s3: SignatureAge Y312 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/README.md#tagging-conventions
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/service_control_policies/data_perimeter_governance_policy_1.json#L122
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_session-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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"NumericGreaterThan": {
"s3:signatureAge": "900000"
},

--- Example exception ---
"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true"

}

--- Example exception end ---
}
}
]
}

T2 18 SR B&

EALERER S RRERS AT RREN TS , WTHFR. 5 SCP TR , BHRAERE
SRS ERANEAER. BEASEIRMEEEROEARBBES THEHER  ERLNRE
1B AR SR PR A | M GA T BB IR AR AR, WA | 5 SCP FE , A8 % ae LR A T
ERIKSPHERA. ET ABAC MR EERHBEMHHEAL RS SCP M.

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyPresignedOverl5Minutes",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",

"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
1,
--- Example exception ---
"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true"
}
--- Example exception end ---
}
}
]
}

s3: SignatureAge Y312 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services

AWS FSEHES NIMEEERE P HTHEE URLs

s3: authType B3 12

ZH URLs FAERFREGHRIE , iXH POSTs BRAMER P OST H/KIE, Amazon S3 X
@S s3: authType RHZARBES DB IUEERAIELIER, REST-QUERY-STRINGEEHFAFH
#s3:authTypef , POST# R POST Ms3:authTypefi,

BRI LAES SCP AN TR, ZERBATMs3:authType AT ETHANSHRIE. CERET
—MEEMAFREERUABIMERE TG E.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Action": "s3:*",
"Resource": "*",
"Condition": {

"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed": "true"

}

}
}
]
}

RIEFHRIEXRBEIELFRSFOMERFIEL S PRIFRBEWEAERSREThEE, Hlan , IELLREST-
QUERY-STRINGEPFEIEFAFM Amazon S3 #B#lA# 1T EER TH, NMREHERFEH Amazon S3

BEHlE , BAECARFE A EFAFENGIN. Z—FHEH , MREFRFLEAFEA Amazon S3

BEHElE , N LAE4REST-QUERY-STRINGAF A,

iF R ERE%L AP EETE Amazon S3 BiR, EXMERLT , SHRIERBHNFERSRN, B
2, s3:authTypelE4iEAIRM T defense-in-depth== Atk , A NIELEEZFRININEEEBRIFZ
BHEEL , BENEHIN

ATIEMBNACEETTELREAFHRRPOSTEHRIE. XIFEEEAMERFRIVRSH
AEkRiA. BAUNXEHBLEBBENGINER.

EE T LAE A AN BA T B9 SR B R M SR BE LA T AT R SIAE RV 084

{

s3: authType KI3 2 15


https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-authentication-HTTPPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html

AWS ABHES

NIMEEERE P HTHEE URLs

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Principal": "*",
"s3.x",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",

"Action":

"aws:PrincipalTag/non-header-auth-allowed":

"true"

I 774 48 3R R B9 30 R R 35468 £iF FH CopyObject#UploadPartCopy APIs #|#E#E Xiggl4<, Amazon S3 &

HAZIEW , BN ETKRBUXLE APIs,

MREBFEAEN LRRBE RN FREBRE , B{hX2EFEXiHCopyObjectzk UploadPartCopyAPI ,

BERMaws : ViaAWSServiceRK S FUTHANEYG -

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",

"aws:PrincipalTag/non-header-auth-allowed":

.
"Bool": {
"aws:ViaAWSService": "false"
},
}

"true"

s3: authType KI3 2
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]
}

ALV FENEMBFEZNfNMEREEER

MRETTENENAFNAGEEERPE  WARFENENATREAERPENHINER | X
XEFARAIIEMER N FR,

MREBEMERS , BAFAEEEREFIINMERASERAH |, W AEN X LG IMER N REERF
FFERIPOSTH BRI , BRIFFATHIRIA N AEI,

s3: SignatureAge HJBR &l

EERSKI , s3:signatureAgeE2Hit THRHESUEREA. 8/ EXBNERIBIIEX-Amz-
Date , EAUERAYFIRE. WEHFFHNBEREZEEE, AWS ELTIANFNBITRNER, B
2, EZELE future WRTENIRATERZE R, MRBEREIELEEAE , Amazon S3 2IE4LIEE
KRETEHER, B2, WRBEREBZIZETRE , ULETEHESEFRLER , ARBERE,

s3:signatureAgefX XML EX-Amz-DateiFRRHEEZNHEARER, B IEEFRHBIFFEIE
4 BIERPFHIX-Amz-ExpiresHPOSTRERKLEMHEN. s3:signatureAgeF2EHT
BERRIPEPHBERNERH, s ERHIEFIEATEEMWE. X-Amz-Date

MRRENHER  REZFAREFAFRERNARRKRAS , WLEMNEITEFARERNSEZNE, X
BR#| TR G Rs3:signatureAge A SMRHEINREE ., FAEKSEN YN BENHRLRSZEITH
HRE . SREFEENZEVBRNREZIEN. s3:signatureAge TMEAYHFNBENERERELER
ERE. — /I REIE , ATSELANERXTNAER. ENEER , B SR HIPTH A 8 a6 iE
PHRAERH., SUUAFIERNERERK 36 /et , b LUFEREREIE 15 240K, IHed
E 45 89 2 HA RS Bl R EUR F A9 {EX-Amz-Date,

KAFIDRBLRSE, NEA GRS REEME , BUARABBETAKALES , SELEETX
FIEMNFREER KXo

REs3:signatureAge AZEM N R , BFHREN/DNT 60 BRFYVIERY |, BIEENNARSR
¥, FRIERBRIK. KT 60 WM REFHEELERNFERNXKE, WREMITLERERFTBERERZ
E2HIER  HENEHELZHIARB NN EEREPERIXLRBs3: signatureAge,

FILXEE NP EME P ENFINERE SR 17


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
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RABEENTFER

SCPs A[Blaws:PrincipalTagRAXRNAFRERIIN . BT REE 7N LERARERZESIE R R
aws :ResourceTag SAEXNSEHEATIHEES, AENALBEENEINNRFINGEBETE
B

EETZAMNNBRARBEKRSRANAREMOINER , FEREHR SCP EANKF, , EFEH
aws: ResourceAccount, aws: 2 a w s: ResourceOrg ID. ResourceOrgPathsfilal , A SAfF SCP ki
Fﬁﬂ:—éH$F¢KF0

S—MEERARRMEMEEL AWS Config ANRKIRZ AN HIZE, BRRRUESMEEBE
BEFEEEIPENFEBER, RTNAFEBRBHONEN  IREFEREABSEERS , WEE
X AWS Config AME AT BAM R F A RARE | HMANFHERRZFER. MRZANRKEL S
KE , WEe TR FEBRICATENR , A BUEAMRE R ERNE FEBH R,

® Note

BT ERNIRZE RN AR EI N PutBucketTagging. B2 4| FHEBMNIRICAR , BARE
¥PutBucketTagging ki B #XBRDeleteBucketTagging.

IERREMEF G

MEL URL BEXE , AEIHN —BRNERATRITESENEE AP B4, RFHEAN G
RIS, ERNRANFEAENEARE ., EASHEEF | XRERIEEFERNEF P mMEBERORS
o FNEE HTTPS REN - RELZBRRIFELAY , EARB HTTPS 2ENSEES R
FERMERM URD

FFHMEL URLs , ERENX-Amz-SignatureEHZFES L H. BEWFEFESHE URI WA
REBD. RREFEFIRITELATIER URI MIZEE, BERWATLHREAN HTTP ER , FETMIE
FERNEM[MEBD, BEMRL (SEFHRRIERL ). B2, BRBH , XERLHTEL, URI A
FRZXENEN , EHRAEZEEBRTRLEN, EEFRZH , BEFRANERABXRRBRBIBRES.
URIs

ERERES , AP ATFHRN (RE ) EFEHHTTPS 2. EAREZSEXNEFRREN S RGNS
RIRFR , RAENEEREMAGILER, EFEFRPRARENABREFLRABEEN TEFES AT
EEENRRER . Ntk , M=EES SR PN YA EA,

AAEENMFER 18


https://docs.aws.amazon.com/AmazonS3/latest/userguide/tagging-and-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourceorgpaths
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourceorgid
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
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PAPWEMNBEERRBRTEENED , HREEMED, Akt , kEPINANBBEESIERER, RESD
N ATUBEFHE—HLEREARNE, FENRE (FEXEHEEHR ) , BANEERNRIER
URIs , BlE1B&EX-Amz-SignatureBEHZHFES RN S,

RERETE

BAMNEW URI BEIZFZASMIERX-Amz-SignatureEHAFRESHY , RBEEINEAFRE , NEF
SEMNSENEER , EEZTEPRKRSHE—#, RERNBEWEAXERPER , BREME
MR EBKAAEUETESR URLs B, MEATHIX —S LR A LRRE B S BAXEK,

Amazon S3 & FRE R , HEMSTFHEHBITEHMAIE, Amazon S3 fRFEFHR AEZEEXR
URIX-Amz-Signature , BN HH#THRE. £1E3%K Amazon S3 CloudTrail WEIES 4T |, 1BR
2, BaLEER B E YEBIEFRIZAFN CloudWatch Amazon Logs Bt & 1 R w3z,

DTEMNFRERE URI P ERHAETEE : X-Amz-Signature
X-Amz-Signature=[a-f0-9]1{64}

LTENREXFMNT HERN | UEEFfRIREBRAI A
(?:X-Amz-Signature=)([a-f0-9]{64})

MREBEMTHR BERE
X-Amz-Signature=733255ef022bec3f2a8701cd61d4b3711f31f28c9f193a1f02279211d48d5193d7

F-NENREFFHR BEFBEGRSR
1 9.9.9.9,0.9.9,9,0,9.9,9.9,0.9.9,0.9.9.9,9,0,9.0,9.9.0.9.9,0,9.9.9.0.0.9.0.9.9.0.9.9,0,9.9.9.0,0.9.0.9,9.0.9,0,0,9.9.9.9,0.9.0,9,0.0.9.9,0,0.0.9,0,0,9.0,9,0.0:¢

BoANEMNREXNEIFFBRANRSE L, FIHR AERBERR

X-Amz-Signature=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXXXXXX XXX XXXXX XXX XXXXXXX

ERIETE 19


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL-custom-data-identifiers.html
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B A B AR

— I REBWERAUASREAD ? XRZERKRG ?

= LR ERPNERAUSRER. IREHREZERKRR—METXRB, EibiGR AWS R
SWHEBATEE. B8 AWS ERMNAFRITERRTUERIESMNMER AWS RS , EFEM—
MERBARREER,

MRENAPFERT —REMRIT IR, MMREE AL EIREFRIT —REER. —REERATRE
MERBERNIIE, EN—BRLIRM , BNZEERAGMII , BERZHERT , SRAERFET
EZHRR,

BiRA P U HAREERATAERIER?

MELFRPNEZTUAEAHAZEENARIE. REHTCETHMFRMNRIE ( flmEdEs fiz
H) B, EXawWES, MRLFEHH, SRUERETH , HELRFIUTEZLRMERN TR , N
HRFEIEL

HttEA#THORIENG EZHRME, AWS BSAHHAENTRATFLHTR, BOREMERN
EERZARAEFIENER, IREXEZMEERZIRXFZFRABENZEMAIEHARE |, BLX
HRAMEME R & HRIE,

BRXAF RS ERAMERNIERKM BRI 2

REPBIEFERIEEINT. EEFRELRANENATHTRPENATERNEE-—HEENS
Eo RIBNRIGMA., BIED FIZH BARAGE A 66 15 R S UERE A TR BIREN —REEME. &
ERIX 2R 2 RE AP B AR TAE R FRIITIRIENEED

XREAMERFRERNTEANBRRRTRATEEFRNEENTRNRNFE, EXMHERT ,
ERTHRRENREMEREEATHEEMNER , ERMELNERT SO EX BURH 15 RN
PR

- RAFHRBENRTERIERNIE, IRILZFTIEFHE  NETEINZEBRTBER.

« MREFRIEBREKY IAM ZRANNRFLERITEME R FREXVEE , WRAARLERER
LS PRREL WA, WNERTAANKRHLIPRS  XEERMERBEREEN BT
Ko

—ITEENBERANSREAE ? XRREXEE ? 20


https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html

AWS BB IES NG R HRIFRIETUS URLs
- ZRANEMERREELEERIEXRBKNELARITITME,

- REEZEFUEXRBENAE2EXRITEACGL2ENQQ@ B .

- BEEEBR—& , NEHNEERBEFRAZER T RITMHER.

EXHERT , HEMEEBREXNRRHFENRT EASASFITANEREBHXE , 58
REHFARBTRAFIEH—B5. WRESSAFRESRI, TEABARKAF EREEHR
RER , MTRMEEWERDERS.

MRBMEETNER URL BRURERNH A RNAER , RESIELZ
Rk B 5 ] 2

o XEFEEM URL EHNERANERELANR. BSHAETUMEIR -

/

- BRIIBFAAEH IAM ZHEANNER, MEiZ IAM ZEATEENIFRZ URL FFZE A 0 FRANER
£, MiZ URL ML ERMITIZRE, XSFMiZ IAM ZHEAMNAE TERER.

- MEATES URL WiEBRIGET AWS STSIiEH , MABUEESERNBAZ BN IAM ZEFEAMEN
IEFHEPHSTFENR. RIFAG , THEEEEMENSFEEEIHNAZIAR , EHAKEFLSZ
FEMH, BESENRESEFEASXELEXKNERSENEM URL X% , BERESHSIERK
T URL T2 ZE| &0,

- MEATER URL WEIERKAEZIL , BEATRBH. Xe¥HEXLEEIEEXNERZ.

MREFEMES URL RUKREERNAFALZN |, REDELZMALB TR ? 21


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principal-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-role-session-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-network-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html#revoke-session-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html#revoke-session-policy
https://docs.aws.amazon.com/cli/latest/reference/iam/update-access-key.html

AWS FEMES NIMEBER P EHHITER URLs

7 R

Amazon S3 XY

s @@ BERH#THHRIE (AWS EEMRAE 4)

N@@ BERH‘TEHRIE  FHENSH (AWS EEMA 4)

N@@ ER#HTHBWIE - £/ POST HITETH KR LE (AWS EHIRA 4)
Amazon S3 ZE R 4 HHRIUHSERBER

EAMZEE URL

HfeZE 7%

o £ AWS EWEHFEDLR (AWS BEH )
+ SEC03-BP02 &EF&EMNRIHRINFR ( REAWS BIFHER K Z£XH)
« SECO03-BP05 N &R H L TE UIPRIFHE ( RAWS RIFHIAELR, T2 H)

Amazon S3 344 22


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-authentication-HTTPPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_define_guardrails.html

AWS FSEHES NIMEEERE P HTHEE URLs

B A : 204a] AWS BRSS ERFIZE URLs

AMFRUEXEATALEEMN AWS RS URLSIEEMINEE. IERERNAE

« AEMEEFIEENZ S TRMEEGRIXERHERE TR~ ENEMHNEE,
o IEANMERBXMXEATEEEURLIEZRR BEMHXER.

/A Important

M FARRBEALRHIURLsTER KR AWS iS5 SEMZE. EETHEEFHBRIRIE=
FRIRTT R

Amazon S3 45
Tk - A RS
ZRIAZIHARS ] : 5 0 Fh

© fFEEH
AHIBFT Amazon S3 EEIA K MR, AWS REATHNEESR , BFBTEMA.

Amazon S3 BHAXFTHMLELENR, TEFEASHNENRN 3007 (5 5% ) IZH
URL, HMEURLKIERERhttps://<bucket-region>.console.aws.amazon.com/s3/
batchOpsServlet-proxy.

ZIERBEAFEE THREEREH , Rt EHIABN THIERZEH , URLRSRITERRELS
R,

FERBREL  M—NTEREHIA XA MNER : OPTIONSIERN €1THICORSK ZE , M, PUT BN
EREEAERNZE

ATEENFEIUERELMBRNAFLXBKENIGRER, BXREUXEIRFHERHNGEZNFAEETE
ZK?EI@EIJ-L-J-'LB/B@ZWO

Amazon S3 #2414 23
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Amazon S3 Object Lambda

AFEA  BEARFWE
BINT HetiE : 61 %

Amazon S3 ¥ & Lambda £ AWS Lambda EHE B BMEHRMNT D S3 KRN EIE. 24 S3
Object Lambda A EEAT , @R ZHHBIRM —PNNLEE URL (inputS3Url) , ERAMERAZNE S
O NEZHHNEASTHRANR.

XEMEEURLsE N ZHFH Amazon S3 EALRZEAN , ZEALSRELREE S3 R Lambda At12
HH, (XEXR Lambda BARTE, ) TREAYHEES Lambda BB AR , MEEAREHE
BENE/ARTER , HAZAFPHNREEEARERURL, URLMMRHAEZZHFRLURL , BBA
Lambda EEUAMIEI Amazon S3 BYiE B EiX LRk,

IREMNTZEHURLS HiatE S 61 # ( bk S3 Object Lambda B R KIFERAIZ—F ) ., £
WURLRBEESXHWEASL—EBFEM, S3 R Lambda EARNAAEEEENHEZEAS, &
Al LAE A SRR FIXT S3 XY R Lambda L X BV G EXPR, "aws:CalledvVia": ["s3-object-
lambda.amazonaws.com" ] HZFHM MBI ZFHNEA LS FEEN , AR EAERE LR XS E
AR IFENE

XMFENNMERET , TEME Lambda MEER FXER S3 FEBRNIL R KN BENR, &5 Lambda
BHBKBH BB EENPR WriteGetObjectResponse , EREEMNPR, GetObject

% S3 X, Lambda £ AL EZBMURLs , EFRXRMMERS , FLLURLALATE Lambda B2 S &
A, B2 , X S3 XK Lambda WA A& MAEMBREMAER. B0, MREH Lambda BEERIE
Fiz1T , VPCHEZRFAAEFEAVPCAET R , IEMREMIZNATEEZURLEB BT ZL
W RAIEZEE. VPC IR &t 3E A T SourcelpHVpcSourcelp.

(® Note

EEHMEH S3 K Lambda EERVPC , VPCAAEBE L H S3 KinT S BV E RS ALV
F. WriteGetObjectResponse XH TR RFEAVPCAHT RN ERFTEA TN EHEERER
TERER,

AWS Lambda ¥ X3 CopyObiject

BRE  AWS RZp

Amazon S3 Object Lambda 24


https://aws.amazon.com/s3/features/object-lambda/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/olap-security.html#olap-access-points-security
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ARIAZIHetE : 3600 B

Z &4 A CopyObjects UploadPartCopyAPI# 1T & #ll8t AWS X1 , Amazon S3 FEURLsH #} £ A it
ZE, BNAPISATREENGTHIEA , SDKst AT M AWS CLI i saws s3api copy-object#
i Maws s3api upload-part., E1IAPIsTHT Amazon S3 &% , ER %R AWS CLI aws s3
cpME#R=2 S3 FEME , Maws s3 syncwSREAEN]. BMEBEZMTransferManagersk
I X AWS SDKs,

AWS Lambda GetFunction
BE . AWS AR
ERIABIHARTE : 10 24h

AWS Lambda 4 K EBEF| Lambda BeRMVE 28 , FAFMAF#HE Lambda EIRAAER S3 7
B, EFRIERHKNABEE , ATAAGetFunctionAPl, APIfgRCode.Location , EFEE
BN 10 28 MERFURL (BB ERHEITH , TRERXBNERE ) . WRETHRERE ,
T = LAfsE A GetFunctionConfigurationGetFunctionConcurrency, FME4 & ListTags kA ZRiR B #9 H At
HHEGetFunction,

BRENURLAZERASERAFNIEREARR , M2H Lambda RERAFEEN, Eitt , NA T
AR RAAFRZAF NGRS EFRIENSFAZESR (Hlfaws:SourcelP ) FEATAERMNURL, T
L& @GetFunctionfXMATAF RS ENAERZE , ERNATRPRKENFIBAWSAPIAE |
2L,

Lambda #2&| & 1& £ AGetFunction A RETIEHURL, & &EASIHAIEFAF XA IGE FIiEsH
T GetFunction, AXIREUX LG IHEB RN FAE BT EAR N TIBEE 2R

Amazon ECR
BE : AWS HZB
ZRIAZIHAES A ;1 et

Amazon Elastic Container Registry (AmazonECR) £/t TURL , E2IREI BN —/METHITALE |
HXENTLHECRERG T EENEE, GetDownloadUrlForLayerAPHE R , It #EH Amazon ECR
REFER , ARBEETEARERIEUAN#IEE &,

AWS Lambda GetFunction 25


https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunction.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionConcurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionConfiguration.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListTags.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetDownloadUrlForLayer.html
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Amazon Redshift Spectrum

BRE  ABEBE&ZIE4ACREATEEXTERNALSCHEMAE # IAM_ROLE

AINEIHARTE @ 1 /et

Amazon Redshift Spectrum £ A EBEAURLsTIZE R |, ZIEREF & M AL S Redshift HEHAE
&, URFIFIZEE. URLs EAILAEM 16 D8 s3:signatureAgefd , BEIERTAEN. &7
DEANR/NMEEBRTEANRREIN KD, RENT 16 78HNEERTEZES , EeFENH. 7
LAt B M2 % 5 B RR & 9 X HtRedshift SpectrumfE A , MRedshift SpectrumFt 2 EEURLsHE 4 LAY
NE , NTTRRE TRESHENHETIER,

I 53 A SageMaker | Studio

I 5 # SageMaker Al Studio X1 MNAPIE

{E : CreatePresignedDomainUrl#]CreatePresignedNotebookinstanceUrl, B2 , E{1APIsEX &R
R4 HMERBURLINEETL X, ENIRAPISURLBIZEFEAauthTokenZ 8l , BRI HFEAFREN
Signature iR7A 4 ERZS .

authToken2—MARWHSH , EEMEZURLsEHRLEIZL. EENEAFHESREE , HXES
7 B A I HA R D

SageMaker Al XM ERFl, MREXFIEMERE TRE , N
#Zsagemaker:CreatePresignedDomainUr1#2/EBLEMA Ti@A CreatePresignedDomainUrl ,
EATERNBRENFERAURL, MRNERHMBLER , REHTHME

KL, MAERZMERAPIEANURLAETY , BXIEZURLERNER S X

M. URLsagemaker:CreatePresignedNotebookInstanceUrlzifEth 210N

Ik, CreatePresignedNotebookInstanceUrl

BEXEZER , iS5 A SageMaker | 34,

Amazon Redshift Spectrum 26


https://docs.aws.amazon.com/redshift/latest/dg/r_CREATE_EXTERNAL_SCHEMA.html
https://docs.aws.amazon.com/redshift/latest/mgmt/spectrum-enhanced-vpc.html#spectrum-enhanced-vpc-considerations-policies
https://docs.aws.amazon.com/redshift/latest/mgmt/spectrum-enhanced-vpc.html#spectrum-enhanced-vpc-considerations-policies
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreatePresignedDomainUrl.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreatePresignedNotebookInstanceUrl.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreatePresignedDomainUrl.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreatePresignedNotebookInstanceUrl.html
https://docs.aws.amazon.com/sagemaker/latest/dg/howitworks-access-ws.html

AWS FSEHES NIMEEERE P HTHEE URLs

fi B : M E URL AV AR AWS BRSS

R FHR T EATLESE URL (K FE A TR ) EAREMBIEMRNZEGZRNRE, AWS RS

s3: SignatureAge By 1=

Amazon S3 2H| AT 2ENs3:signatureAgeFR U B RENTRK 5 7 It E M H, HEE
B TE R, Amazon S3 BFEIASERMZER URL , ARABCH 5 p & EIHRE,. BT 2%
HHRABLENE T ES S HE TR MR M BB HEE,

Amazon S3 Object Lambda EAMSHARTE R 61 % , RN EZMH4IREs3 : signatureAgel 61 BT,
BN ERREME AP, RENSENBATERATSE , HUES R SMEKREE,

Amazon S3 B XE CopyObject T 2R AHZK 5 2RI iRt B M P i, B2 , REN LT B A8
SHE Tt epE D FEER I BEYLSE,

£ AWS Lambda , GetFunctioniZ2tigmZFFIKF 2 AN RE URL , R EFP BERT <004 K1Y
P 1k o

I ¥ Redshift Spectrum B MiXs3:signatureAge , &HH 16 240, BR , RENFLEHE
Al BE S B,

T f6E A P & BR 1 B s3: authType B9

Amazon S3 BH B BESZ Fs3:authType 2, EH A BIEAR 1 MK E K HE Amazon
S3, MR A L% LA 4 R 5l F2 1 B9 75 N EE B E) Amazon S3 , M) Amazon S3 ##| & MR LUE 1T,
B, RUAFATNARXNBEIRER AL EERMHTRE , WEAMHMEL, B2 , ELEFEATTE
EZBENEN.

MR Lambda EHKRIEZEZENA VPC , Ml Amazon S3 X% Lambda 2F 3|& I, FEHEE
F, VPC HAEE NAT Mx , "R TiHR S3 768 , maEN 7 HAWriteGetObjectResponse,

MBFRPERENA T EEERE  MXEENNFINER ( ffaws:viaAWSSexrvice hE ) |
M| £ 5l Amazon S3 & [X 15 CopyObiject.

BRIEFEFIGEAE VPC BEHs3:authType , &M Amazon Redshift Spectrum &2 ZF £, B
Bl , Redshift Spectrum XX FTLRFR/EFNIERE VPC BBH , TXHEREEHNERE VPC 5%
=

s3: SignatureAge Y312 27


https://docs.aws.amazon.com/redshift/latest/mgmt/spectrum-enhanced-vpc.html

AWS FSEHES NIMEEERE P HTHEE URLs

MR R IE R

TRNMATAEEN - LEEF R, NREFLERINBERRKEHMABEA , ATLLITH RSS iR

TE i8R B

IR R — 2024%7H23H

28


https://docs.aws.amazon.com/prescriptive-guidance/latest/presigned-url-best-practices/presigned-url-best-practices.rss

AWS FSEHES NIMEEERE P HTHEE URLs

AWS Fe g SRR

T2 AWS SUEESRHENEE, FRNEXPNERARNE, ®BEERAR , BEARERRE
Y fR M I i Bk

7R

FRARFIBI TN 7 RENTBER, XLEFREE Gartner T 2011 £WEMN 5 R AEH |

BIEUATHE :

- BEN/ENEN - RO FNASREDGERRESHEE, HENAY BYE , LEBRNAERHBXR
HEN, XBESRIBERERENBIEE. 76 FENAKH Oracle HEFEITBIHE
Amazon Aurora PostgreSQL KIS

- YA - FNABRFERE =Y  HHIT—ERENRIL , RARIEE. =6 EHREN
7K Oracle BIEFEEIBEEA T Oracle ML Tk REIEEE RS (Amazon RDS) AWS Cloud,

- EXMWX - BRIEMTR  BERMNESITFAIHM SaaS B, 7"l . FENBFEFXRER
(CRM) R4:1x % % Salesforce.com,

- FEN (( EETR ) - SNARFIBI=D , EERHTENEXETRARI6E. =6 : &
R EC2 24l L3 &M A tth Oracle ¥iEEE B E Oracle AWS Cloud,

- EFEMN (ELUHSEERAERETE )  FEMBREIBI =Y , TEMEHELH, EENHRE
FSENMEHRE, BALNRSENEBFEEETBEE —FENERS. =6 : HMicrosoft
Hyper-VRI AR FiE#% E AWS,

- RE (B ) - FRAEFREEFRIES, HP Aol EEHTEAEMNNARER , #8
BHEEFIERRRLE , UREFERENEZNARRF , BB eilEE®L LHER,

- FA - FRSBBRRMERFABEENRAER.

A

ABAC

BESRETEMENH RS,
HRIRSS

SNIEERS.

\

i




AWS FSEHES NIMEEERE P HTHEE URLs

ACID

SRETH, B RBEM. WAM.
FF-EHEH

—MBREEIBLE , EXNGEF , REEENBERBEERFRS (BIEARNCMEH TEH
RNEHRE) , I BEFESEIBHALERBEZNAERFNES . IMAESNME, T
RER  MAFE-AMEE, SEI-HIHIBHEL , CERE , BEREESH T,

FF-WAHER
—ﬁi&ﬁﬁﬁ@)‘i}f EXMAEF , REEENMBERBEERERS  BERBEES T B HK
EEERT RBEELEXRBEENARFNES. BMBEEEEIBHETEZIEMES
?Rn@?&

— SQL EH , EN—ATHTREHTEZANENREE, REEHE THZIESUMFMAX,
Al

W

> AT EEE
AlOps

SR AT EERE,
ER1L

KAMBRBBEEPMAGCENTRE, ERLAUBBRIPNMIABRL. ERBLBERBERAN DAL
o

A&
—MATHRREHANFABENERBRAR , MEXRKEES , KBERSRESER., THHF
MERFTRBN

Ri T2 PRl

—ReFE  ATERAZYHENNARR , UBPRFREZZIEZHHNES,
MRAEFAS
BRALAEANSMINARFNFAGENES , SENENEF ZNARFHRAREL S50

H, IEERERTRESRXUNTMEENRE , BB TRAIFTERTER., RACMEILWEA
BFABEELER.

A 30


https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html

AWS FSEHES NIMEEERE P HTHEE URLs

ATEEE (Al)

TEHMNZFEBN TERTERARRITEE S ARMEXRBINATIGE , flmE>, #REZEMIR5
B, BXESZER , FSAMTLEATER?

AT E B2 1E (AlOps)

FANBEIRRBREZE NI, BLPEEEHMARNTRUARESRSRENTRE. EXx0AE
AlOps AWS T XRBEHEANELER , BFSREREERIERE.

SERH N
—MIMEEE , EA-NEH , —AMAATNE , —MRARTRE, STNLELS
TRATRE , BN AN R Z SRR,

FFM. —Biit, WA, HAMK (ACD)

=3
S
AV}

—HHRMFREY , BMEELIER, BREEREERBENERT , b RIEREFENSERREN
BRAETT M,

ETEMMNIARXREZES ( ABAC)
REAFEMY (W], TELAEHNHAKRER ) IRBAHRNRNME. BEXESZELE , B5H
AWS Identity and Access Management (I AM) X & AWSHE) AB AC,

R EEIR

FREBHREREANVLE  WANRFKARENERR. SUCHHREMNBSIERE S 2 E iy
B, SMELETE RS SN BEREITERL, mEBIHRBL.

ATHX

R —NRENE AWS XiF |, AR EMTAXEHENEE , HEE— XS e A XE4H
RAAS, (REEIR B9 M 4%

AWS =X FHHESE (AWS CAF)

ZERIEESHHMREREK AWS |, THBAAHESREARNITY , ARDIEBI =K.
AWS CAFRESDAANNERTE , HFAMA : LF, AR, BE. ¥4, T2WEE, LF.
ARTAEAEMNETUSRENRE ; ¥4, ReNZE/EMNETRARKENRE. Hlm, A
RAEHNHNRATANRR (HR) ., AREREREMAREENFNBZERE. NXNMNBERE ,
AWS CAF N AR KR, BINABRETES , UEBHALNWRIRACMTESE. BRXESE
B , 2 H AWS CAF M5 AWS CAF HEH,



https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS HSEHIES AL ERERIFEHFHTEE URLs
AWS TERERKIELR (AWS WQF)
— P EBEEIBR MR, HETBRRBANRAIEGENITE, AWS WQF 257 AWS

Schema Conversion Tool (AWS SCT) #, EARSMBFEELEMMRBNR. NARFRE, &
PR RFMEREASE , HIRMITNHRE

B

TR A

SRR A AR B F SR ERHE A
BCP

0l SEEM T,
AnE

—BRREIRERITANTENSE —RERNE. LA LEH Amazon Detective BT HBRK & X
MH B FRZE, AL AP FAMKLUNEE. BXEZEER , 55 # Detective XEPWITHE
P BIE.

REFRE

—NEEMBRESERETNRE, ZESLETINF,

% s
— RPN HIER (WANATREMERI 2 — ) WERE, fli , & ML BB TTeEEETN Nz 8
THR R B NBIRERE 2 HBEXN=mRPERAE 22X W EE

bloom §&i% s 4

—REEN, NESANEIESN , ATURTERENESHRA,
p AT SE

—MEFBRE , SRR MU EXEEARENAR, £ NHRRPSTHEHNAREFRE
(BE8) , EE - IMHREPESTHHNARFRE (£8 ) . ERBAIBPEELHREPVERT
PRI ER

B3 EF

— MBI EERMNEITAENESHEMAREIREINRGRRAERF. BEVSRARERIAR
Y, BlINEEEN EREEEMNMERER, Hib— LR NEENRANIRAEERFNHAREA
LAYENHEERGE.



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS FSEHES NIMEEERE P HTHEE URLs

BFM%

BWEEUHBRAZRES (HMNIBEABRRIVBRARER ) 2HNOBRANE, BFNERRE
BN RS AR EZNE S HIHLE,

DX
REFHEEN—IMLEXE, EFREPUERNE NI XRESIR. BUUNRES X IEH D

X, REEHMIXPFRDEIIEEH IR, NHERDEMEIEN D XEERNYRED X. HWEER
LR, BRI XEHEESI R, ARXESEE , BZHXT 29X ( GitHub XX44 ) .

RN RIS EE
ERHBELT , BYHENTRRE , AR AWS IKF afBURZRG R BE R B HRNBROANE. §
XEZEE , 15/ Well -Architected 8RR “EEHBEIRIEREF R AWS 25,

FRith SR RE

BB ERIR G, N RAREEAEEERE | SEEELS YN REN MR RS
KigiteEm, NREAEET BRAERMIEE AT E RS FEERA,

EHXERF
FE&EERNBENRNFXE,
Al S5 RE

b s el EE ( flan , HE, BRFRFIEH ) o BRSREMITRRK AT LAH 5582 H K
. ARESZER , BEHE AWS EETRRLHBRS AR PHRINESRWSEDHTEALRT

WSS ST (BCP)

—TtR , EENXNAMETIBERAMEANZENEBERRE , AELLEBREREZE,

C

CAF

S MAWS =X HAEZLE,
BUEIE

B &L R P EE TR R MRA, HIRBEO , RATASBHARAH 2 IE R B



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS FSEHES NIMEEERE P HTHEE URLs

CCoE

SRTEBH D,
CDC

BSRTERFER#R,

BEiEHIK (CDC)
IRERBIERR (WBEER ) NESIHIEREXEAN TBIENIRE., BTN CDC AT&WE
B, FlNFITREFERREPFHNERUARFRD,

BT
WESIAMER A MEMRML RGNS, EAILER AWS Fault Injection Service (AWS
FIS) RIHITER: , JTEH AWS TSI E 0 H 1T Em R,

Cl/CD

EEREERANEFERN.

5%
—RABT RTINS XRR, RN ML BRTNERE, BRERLELTE, 5,
— MR TRRE RGP REETE

B i

£ B FR AWS RS IREIBdE 28 , NBER TN,
RO (CCoE)
—NSEREN , ARMHEBNMMANSRALE , S/FTRoRESEK, @R, SIETBH

Bk, HSGALTHAMERERE, BXESEE , HZH AWS Cloud il S BE1ER LAY CCoE s
o

=it#E

BEATZEHREFEN oT RFEENZEAR, cEBESLEITERREX,

EITALAR , —dATHE, TENREC— RSN CHRENZERE, BXESRER , FSRANY

BENTIZERE,



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS FSEHES NIMEEERE P HTHEE URLs

ZXRABER

ALTBEUTH RENEE LMK AWS Cloud :

« WE - ETFHERIENEIEN , FR-EERMEXHTE

- Eif — #TEMBRAUT XAZXRAER (fiW, eIBBEMX, EXL CCoE, BUZERE)
- IR - EBRENNRAER

« BB - L mMBRS  ERDelE

Stephen Orban?t AWS Cloud 2l S BEIEENEENE (ZMLEZMMEAME) REX TiXLR/H
B, BAXEll5 AWS IBRBHNXRNER , BSHIRERIER,
CMDB

SUEEERRIERE.
(\EZEER " Jcd

BERAZEFESEFENERNRCEMEMRS (03X, ROIFMEAE ) IuE, EANSERE
‘BIEGitHub =k Bitbucket Cloud. %AH&ZKEI’JPGE%%B% A= NDX. EMBRSEED , BN FRER
ZITRT 18, &1 CIICD BEEFWAERASMEEE.

REF
— T, ERTFTEREEINRFAHERABENEFXERF, XML | EHEIEESSFIHM
MNEANEFEHEEIFEE , XENEHPXEFERESE,

R
ROBENEHE  BEERALEE, EANEBERN K BEUUEZEREN, FXEHREXE
KIH“.{ EBK B R AFE KM T4 = 3K B 0] LURE R Ao

TTEAT (CV)

AIEeESE , FANEZI R MANRRBFRGNUREAREINER. W, Amazon
SageMaker Al 7§ CV 1=t T BGAEE L,

BB fm =

NFIENE , BEANTHRESLLETL. XTELSBIEABESTEN , MEBE R
B, TREEN.
FEEEHIEREF (CMDB )

—MEEE  ATEFERNEEAXBEEFERE ITHENGEE , SRE4ANRHAAGRERE. £8
FEIBNTRESRIAND B EREARE CMDB BV#IE.



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS FSEHES NIMEEERE P HTHEE URLs

CyRE)

— &% AWS Config RN M , BALULCHRX LRV M+ BIERE , LEEXEAEMZ M
KE, EAUER YAML S5 — 32N BN KEEEE AWS IKF MIXEHEBNARAS, &
XEZER , S H AWS Config XS — .

B ERABESA (CICD )

B HITRER A IRRNAE, WE, Wi, EEMEFMENERE. CI/ICD is commonly
described as a pipeline. CI/CDRI SAF B EAKIMRE BN, REEFH. REABRENERBR
f. BXREZER , BERASEXINSHNES, CD B ARTIBEESE, EXEZEE , BSRE
ERXNEHEHE,

CcVv

W& hEe 1 BIE | Bl PR BIE.
BRENEHFHREABENBBMENERTIRIMIENTE, SEREMNELEXEERFRIEH
KBARED , BRI UBBEBENBFENEYRPMEREZES, BIEDEE Well-Architecte
AWS d Framework R Z £ XN — MK 2. BXEFEMAER , BSEBES L,

BEZE®
EFEBREEARIIGHSFIRENBFECANESVER , REWMABERER AHEBHNEENET
t. BIFEBAREBRENEFIENTTNNBRERE, HHEENL T,

R BEE
EMEREIBIIHE , SINERNZRIRRBHHHE,
R

—MRWER , TRES AN, EPOMENBERERAREFXNEENLGE,
BIEHERIL

RUEFALEBLX L EHIERN RN, EHFTHITER/IME AWS Cloud AT BARRRERAXEL, AR
2 AR T,



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS FSEHES NIMEEERE P HTHEE URLs

HiEL R

AWS SRERI—ATRP PR , THEBBRERIRBAGEEHNI L FARETHNENTERE
Ho BXREZEE , BEAELWEREDLR. AWS

HETmALE

RRBHERRN ML RE S THETNEN, MAERETRERENRELTIHT , FLER
R, T—HIHEENE,

AR
EHRENEBENEGBAPRIRERFENDENERE , SINBELNETER. EHRANEME,
BIEEH
EEWEMSCEEBTFEN DA
BECRE
—FREEL B (FlNs ) WEIEEERS. BECEEREEARERERE , EEATER
MDA,
BIEEENIES (DDL)

EHFEEH BRI ARV KREWNETRB T
HIEFERFIES (DML )

EBEEFERER (BA. ERABE ) ERNETRB T
DDL

SABEEELES,

RERE

PAESNREFIEEIITIN, &7 LAGE R RE RS RIRG BB RY TN & E TN T E
38

RET

— M ML FFREAZREATHEMERKIRZ @ ABRFENBNEN B IRLE 2 HAVRS,

defense-in-depth

—MEEREEE , EIRBARE , EBRMIENMNEH 2 EXE—RINZ SN HIFRHERE |
DR MEREPHBEONZE, TEENTRAE. SRRAXMEEE AWS , f(REE AWS



https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS FSEHES NIMEEERE P HTHEE URLs

Organizations &M T EEE RS MNEHKEB BRI BIR. B0 , —F defense-in-depthJ3 &7
DEEZREEHRIE, MEDERMMNE,

ZREER

£+ AWS Organizations , FREMARS AT SUEM AWS B &tk PR E R A LMtk - H B2 Z R
SRR, WKFEBANZBRSHNERERR, BXESZEENRERFIIER , ESH AWS
Organizations X #7 {£ f AWS Organizations#J k55

IS
FERARFE. MYEINBEEEERFERFTHNLERE, IBSRERBEFRNENR , ABE
R ARFHHREPHENZTZABE,

FFRINE
SRFE,

0TI 14 428
— e EEHLXEEHTRIN, CRATMEHER, XERFRF B , RELE
ESENUAETMREINEZSEN. BXEZELR , BFSRE AWS LSRR S35 i Ul i 3%
o

FRNERRS (DVSM)
FA TR B XS SR TF & A i B HB R B 53R BE A5 B A SR 820 B BR 1 R 3 B E HAR R RV R
2. DVSM ¥ B T RUNBHEF IR RITHNERBRSRRE. HELXIEH4FAEEHRAE
MEBNEFTEN S RMEAR,

BFEELE
EXHARENENBN , BRY. I . TLRE[ETL, RFETEXESETNMELER, T8
W MEF= R,

HER

HEHZENSD , —HRIEK , HHESEXRTAXEERENREREE. 4ERBEHBEER
AFERFTHRUTXANEHIRT, SEREEFATERAR, MEMERERE,

EIETHERBHREGERETENREVEXRNRLFEFNES. SESAHTERREARARE. BARK
FRANRENER , AINESHEERRVBERMFR T,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS FEMES NIMEBER P EHHITER URLs

R¥EWKE (DR)

&SRB A BRE R 2 JTGEE RN ENN B BEE XN REFRRE, BXEZELR , F5H
Well-Architected Fr ame AWS work F R “TAEREZFLNHERE : =ix AWS RE”,

DML

SNBEEFREES.
SR B R IT

—MAREXRDRBRENF E , B FHAMGEREDSMNASPTIRS BT BT & R 8 Sus s ool
% B#R. Eric Evans E HEESUHEZ R | MEROEZRMERFT 21& ( Boston: Addison-Wesley
Professional, 2003 ) M4 TiX—8l2. BXUAFIFESN & 1T 5 strangler fig X E S FERHI
ER , B RFAREH Amazon API Gateway ZEF FREEK Microsoft ASP.NET ( ASMX ) Web
RS IR,

DR

SNIERE

ZBRN
BIESEAERENRE. Hl0 , £aLLEH AWS CloudFormation RN ARG FFRFHRE |, A
LUfEF AWS Control Tower 3R#& & X A Al gE 820 M B ESR S EN b,

DVSM

ST ZNERRE

E

EDA

SRR EBIR Do

EDI
SN BT HEIR.
HETHE

BEATREMT loT MADENEERENITEED. SSUHEMRL , DEHETURLBEE
S 3 4R 2 W IR o



https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS FSEHES NIMEEERE P HTHEE URLs

B FEHER R (EDI)

ARACEBEHTRILENE, BRESER  FERTLREFHERR.

oz
— MR AR TN ANARBERR N B XN ITEIRE,
hnE %48

MMZEEEERNRENCNNEFZFL, BANKETREEMTE , MASMEAHBHRIT AT AR
5)'1']5_“&_0

F IR

FHETEINAEFNERITF. REFREXFERERSERFT. MrFRELFRREFTRT

—MAUEEMRESR (VPC ) P1EE , GHMUAFPXENRS. SUUERAHEM AWS KF
AWS Identity and Access Management (IAM) A IR L usT RBRS , AWS PrivateLink 3@ H
BRPNR, XEKFREAELAEED VPC R RAFEERZTENRIRS. BXESZE
B |, 2 Amazon Virtual Private Cloud ( Amazon VPC ) X #4/ #9822 IR S o

il B RAMX (ERP)

—f B CNEERELLRBUSRE (HlMit, MES MIEEE ) WRS

(EEpks
RS —IMNEBEZANNBZPAHRTNEBENLRE, BXEZER |, i5Z AWS Key Management
Service (AWS KMS) XX E{EE N5,

E28:

EEBITHNABRFNXSG, UATRESITERERARERE

- FRHE — EESTHRRARFNSES , REATEPNARFNROANTEER. TRHE
BRATUNRENR , ARBRERAR LEHE., XRHMFERHAN AR,

- TERE — NABRFNAMBETRHE , LA THHREENNLARER,



https://aws.amazon.com/what-is/electronic-data-interchange/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS BB IES NS ER I RB TS URLs
« EFRE — KRLAFANGTRNEESTHNAEFIXRAS. &£ CI/ICD EES , £ HMRR&Z
Ja— M ERBHIE,

- LREE — ROFREARUNNBF A GRWAERE., XAESF/EFHR, MEFK
B P BB,

epic

HEEREFT , AR THERTHENBEML LRSS, epics A THFERMKBESHE
RiER, Hla , AWS CAF Z2 LI ESHNBREE, NEREs, EMixERe. BERPN
EHmRL, HX AWS EBERET epics WEZER , BSHITRIEEER.

ERP
21l BRI o
RRMEBIEDHT (EDA )

DMBREEATHATERENTRE, SRESCERE  AHTOSEE , UxIARKX, IR
EHARERERER. EDA B IHEC ST BIEN I BRBIE TR BAHRIT,
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