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« £ AWS EftZefg E R Ihlit ELI0E OpenShift &8 , BRI HEZITAELENRR.

X T 4118 OpenShift

4118 OpenShift & Kubernetes #3588 , THAREERM TRKLUZNER ., ©F BT Kubernetes
WIhgE , HiRM T BCH API BRIEAMLFLL , $120 Source-to-lmage (S21) B F EU R A& ZE 2
BEETAENIREE (RBAC) HEREM, 418 OpenShift AISHEHML 1§~ m ( HliN Ansible 41§
Linux ) L&A , IRMEREENZERS. 418 OpenShift @& A TR 4HHER Kubernetes,
TR BIEEMEHEIRS , 0 Tekton, Grafana, CRI-O # Prometheus , E1EEREEBEREFR
5B, XEFRABRSE ARXNRERHEIE  RELTEN RS ZEE, BXRABENEZER
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/architecture/index#source-build
https://docs.redhat.com/en/documentation/openshift_container_platform/4.1/html/authentication/using-rbac
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17
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BAmME , 4118 OpenShift ERiZR#ME LIZ1T AWS , £ ESELAEII/. XM, tIBREHN , £FE
RGN Red Hat KFHAES . XFER—NMEBTIRAEN Red Hat IFEI TR, TR TZ
BRRE ( BRRERNXABEEX ) -

1. f#I% Red Hat K F,

2. MIKFERSE,

3. FATHE AWSLEBEEH,
4. {£H Red Hat #BH| A EEEH,

BAERMENR  SF2HFE. AP S Network Load Balancer , #71E EEZE1T AWS,

Create account Generate token
8 o Red Hat 9

account

User

Use token to provision a
cluster on AWS

Administer cluster o @ VPC on AWS

from Red Hat

,‘;
S

Red Hat OpenShift

cluster
a0 i i
Metwork Load Master Worker Infrastructure
Balancer nodes nodes nodes

Ehb iR e ER

T 4L1§ OpenShift £/ Kubernetes #1Ta 455t , A EFTEELFAE = (VPC). FMA Amazon
Route 53 EEMIZ AN, AWSKXLEERAEESBREAINENMER , BERAFTEUTRZOEH

 Kubernetes 41§ OpenShift ReFF A RHEE TR LETHEERS
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111

ZIL W8 OpenShift A EEEZR/MM AWS :

W
it

- REBFMENEM IR (IPl) — AFRHEREE (HUNEHERNBZHOHE ) , HETURK
SRR BIERBRINME. T —FFHR |, 1§ AWS &5 1T OpenShift BRSSX AR (rosaCLl) AT
B IPI &84,

- AFPGEMNEMIZRE (UP)) — FrEEaREHMY , HlaniEE RS EE (DNS), Amazon ERIFAE =
(VPCs), 5|RitENMEFIFE , BI2FHAIEH , LL1§ OpenShift RREZEMEREZ £,

iR BHERMERNLZERF (install-config.yaml ) , ERFEEMGBARLZEAHE, &
NEGHEECHKEXR , ARBFAUHITXESNER , ABREGEBRIIZTESH. TRE
T —EERAKE R,

Cluster name

Secret (from Red Hat account)

Other configuration data

Bootstrap node

Infrastructure data
. ——— > install-config.yaml Ignition | Control plane
Platform credentials .

Compute node

Node-specific
configuration

B A ENRRK

TREFMENEMIZE (IPI) P EEAAY iR (UPI)

ZTRR. g% FE-LEEHRTRE

TREXNSZBEET. &R LA B E SR NI B B IR A

X$F AWS MEM A BRI, X#F VMware M&RHLR S AWS LUKk H =%
T,

BREENRRR 4
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ZEREFMEBNERMIRE (IPI) APmEEfigE (UPI)

REFFIEEMIRELAY K SEARESESNEL TUEREFATREHEREAMEERNER, (4l

LK wm, #NRETREAF SIS, )

=EB831t. ERBOEENBHLERTEREZEMRHE,
Al LA{E A AWS CloudFormation & & St
EH,

ERZHERERB BT, AR AR BE IE 56 )R G o

Pl "5l — £ rosa CLI

4118 OpenShift IR AWS SEI T IPI KB LR , BTREH T HMFL., BALEH rosa CLI kE
B (EH. MBRFEE ) 08 OpenShift AWS EERMBR. BXEZEER , HSHLIE OpenShift X

E7E L EE L8 OpenShift 828 AWS | % %% rosa CLI, 3}#H{R AWS Command Line Interface
(AWS CLI) #E&EH AWS Ik, RE , BRI LENFERAEUTFUTH®S , £/ rosa CLI RITRIE
M E LR,

rosa verify permissions [arguments]
rosa download oc

rosa verify quota [arguments]

rosa init --token=<token>
rosa create cluster --cluster-name=<cluster_name>

EHmETKE , BULUER OpenShiftan & X E 1T,

oc get nodes (list all nodes if connected to cluster)
oc get ns (list all namespaces)

BEXEZEE , BHZH OpenShift X4,
FERXTMAEZEBUTHA

« ZTREHTREE AWSETAESEE.
- REBTIERER ; MRHIEMRE , TRMFITHREIRR.

IPI ;~f5) — {8 rosa CLI 5


https://docs.openshift.com/rosa/rosa_getting_started/rosa-getting-started.html
https://docs.openshift.com/rosa/rosa_getting_started/rosa-getting-started.html
https://docs.openshift.com/rosa/cli_reference/openshift_cli/getting-started-cli.html
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« WLUEE & ST R SRFZ A
o AT BUR T BR A EL AR AE

— LT BEAY [B) R -

- BENEIATRER R,
s EECrosall MEMERKEE, AWS CLI
- IPI HIGHFrEkE LEER T rosa CLl,

IPI =5l — EF openshift-install
openshift-install R— MwSTXAER , TATREQEES, S BEIB K install-

config.yaml XHREBH-—EWREME, TRV TERAZEABRFNERI R, BXFANZRES
B ¥EZR@0penShift X4,

1. M Red Hat Mit3RENL%x=EF ( FE Red Hat IKF )
2. MERLRED.

tar xvf openshift-install-linux.tar.gz

3. WBELREHSR, RBIE1T create cluster .

./openshift-install create cluster --dir <installation_directory> --log-level=info

4. BEBHENZE , BERK install-config.yaml X4,

./openshift-install create install-config --dir <installation_directory>

THRXE—1NTRHl install-config.yaml XHMFEF . BRECEERD , 1HZ 1 OpenShift X4,

apiVersion: vl
baseDomain: sample.com
credentialsMode: Mint
controlPlane:

hyperthreading: Enabled
name: master
platform:

IPI =5l — £ openshift-install 6


https://docs.openshift.com/container-platform/4.6/installing/installing_aws/installing-aws-default.html
https://console.redhat.com/openshift/install
https://docs.openshift.com/container-platform/4.7/installing/installing_aws/installing-aws-customizations.html

AWS MEHIES 4118 OpenShift % AWS SEHEE RS

aws:
zones:
- us-east-2a
- us-east-2b

rootVolume:
iops: 4000
size: 500
type: iol

type: m5.xlarge
replicas: 3
compute:
- hyperthreading: Enabled
name: worker

platform:
aws:

rootVolume:
iops: 2000
size: 500
type: iol

type: c5.4xlarge

zones:

- us-east-2c
replicas: 3
metadata:
name: sample-cluster
networking:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23
machineNetwork:
- cidr: 10.0.0.0/16
networkType: OpenShiftSDN
serviceNetwork:
- 172.30.0.0/16
platform:
aws:
region: us-west-2
userTags:
adminContact: jdoe
costCenter: 7536
amiID: ami-96c¢c6f8f7
serviceEndpoints:
- name: ec2
url: https://vpce-id.ec2.us-west-2.vpce.amazonaws.com

IPI "4l — £/ openshift-install 7
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fips: false
sshKey: ssh-ed25519 AAAA...
pullSecret: '{"auths": ...}’

UPI =¥l — ERAFMERN AWS Effig E#H1TRE

BAILAE S EE M IE AWS Eftig ke L& B L0 OpenShift £8, EfEEMIRKE , A UE
A AWS CloudFormation #4812 VPC, & X5, DNS icFMEMAH., AXFMALSERA AWS
CloudFormation #1x , {55 R OpenShift 3£,

SHEETHE , KT ERBIERERER (CSRs) T8 THT ABEReadyRE,

oc get nodes

NAME STATUS ROLES AGE VERSION

master-@ Ready master 63m v1.13.4+b626c2fel
master-1 Ready master 63m v1.13.4+b626c2fel
master-2 Ready master 64m v1.13.4+b626c2fel

worker-@ NotReady worker 76s v1.13.4+b626c2fel
worker-1 NotReady worker 70s v1.13.4+b626c2fel

BRI AR T 6 & — IR REFREIE S,

oc get csr -ojson | jq -r '.items[] | select(.status == {} ) | .metadata.name' |
xargs oc adm certificate approve

BRI LUBE A oc B 1THM Red Hat #H| 5B B2 ERF 2B ETE Ready MR
WEfE , BRI AMIBRSI SRR, B LARIE QMR IREN B E KA Estack-name, AWS

Management Console
aws cloudformation delete-stack --stack-name <name>
BRI R T SEREHENTE

./openshift-install --dir=<installation_directory> wait-for install-complete

INFO Waiting up to 30m@s for the cluster to initialize...

ERERIMNAENSEAXEZN , BHFLRERBTSHBINIBER.

UPI Rl — ERAFTRER AWS ERi&HE TR 8


https://docs.redhat.com/en/documentation/openshift_container_platform/4.1/html/installing/installing-on-user-provisioned-aws
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=EERT IPIH
UPl, MNREBEEH —
SHWEEN , BEA
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html/installing/installing-on-aws
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#prerequisites
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-network-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-vpc
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ERAREHEE
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#&x

MREBRERTE
ERENZELENES
ZR, BREBRE
B, N aaeREiR
BEREREEXE E
BEERERER. XT
XMiZR , UPIRHT
BHHIREN

EZESR

£/ UPI @ AWS
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-private
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-user-infra
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-restricted-networks-aws

AWS FBHIES LT 8 OpenShift i% AWS SEHE % B
= l—‘-l\\ E%
Ex{ESE

£ EIRELDHE OpenShift S28ERT |, HEMEU T HRAESE AWS :

- JIHATA EREN | ABREEEFREER,
- BERREEM. flW, BAUUERRERRBGRANEHEER.

- REMAEGMSITIENHRAEM , 815 CL OpenShift | (oc), Kubernetes #8517 E (kubectl) M
CLI. AWS CLlrosa

- ERERABERI,



https://docs.openshift.com/container-platform/4.7/authentication/remove-kubeadmin.html
https://docs.openshift.com/container-platform/4.7/post_installation_configuration/cluster-tasks.html#post-install-rotate-remove-cloud-creds
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B [F) B AR

MREBTNERBMEREMAL?

ZERFREANBETUNEEHREH/ES.

Kr LA E#MER IPI 1 UPI G ?

BULRFEECHEARS  EARXETERN—M, BERITLER , FERSHHENLRI—T, X
TREBFRET R |, IPI RBERENGE,

MRZREMSEA UPI, B UEBNEREBATEHEREEMELD
AWS CloudFormation ##x ? AWS

BREFAEENREIENR , FSFO0penshift X4, EAIALUX LR EM , REHTERUEE R
HIE XK,

MREHRMEBIBEREMAL? 12


https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-user-infra
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JR & SRR

REENERNAEFPNEEBELNRELRE.
BiREEE 0 PRHEN B IR,
LI TE BRI AN

A

4T 18 OpenShift & ik

- REZEERH AWS

. EZRME AWS PREEH

« EIA VPC AWS EZKEH

- FRAEREAFRENEMENLE AWS ZEEF CloudFormation
- EEEAFPREEM AWS BN ZRNEPLREESH

- FABEENYELRE AWS £&#

« Z& OpenShift A28 F & AWS £

- OpenShift CLI AI7 ( BT EEANRER )

AWS ZZ Xk

- F@@ B418 OpenShift R AWS (ROSA) AFiER ( X1 )
+ 411§ OpenShift BRFXTF AWS : EWFIMNE (BENE )
« (IHEZEFIHE R OpenShift 7T /5 AWS ( BB E )

4T #8 OpenShift & X ik 13


https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#prerequisites
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#prerequisites_installing-restricted-networks-aws-installer-provisioned
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-vpc
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-user-infra
https://docs.openshift.com/container-platform/4.7/installing/installing_aws/installing-restricted-networks-aws.html
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.6/html-single/installing_on_aws/index
https://docs.openshift.com/container-platform/4.7/cli_reference/openshift_cli/getting-started-cli.html
https://docs.aws.amazon.com/ROSA/latest/userguide/what-is-rosa.html
https://aws.amazon.com/blogs/containers/red-hat-openshift-service-on-aws-architecture-and-networking/
https://aws.amazon.com/blogs/architecture/architecture-patterns-for-red-hat-openshift-on-aws/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/red-hat-openshift-on-aws-implementation/red-hat-openshift-on-aws-implementation.rss
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AWS Fe g SRR

T2 AWS SUEESRHENEE, FRNEXPNERARNE, ®BEERAR , BEARERRE
Y fR M I i Bk

7R

FRARFIBI TN 7 RENTBER, XLEFREE Gartner T 2011 £WEMN 5 R AEH |

BIEUATHE :

- BEN/ENEN - RO FNASREDGERRESHEE, HENAY BYE , LEBRNAERHBXR
HEN, XBESRIBERERENBIEE. 76 FENAKH Oracle HEFEITBIHE
Amazon Aurora PostgreSQL KIS

- YA - FNABRFERE =Y  HHIT—ERENRIL , RARIEE. =6 EHREN
7K Oracle BIEFEEIBEEA T Oracle ML Tk REIEEE RS (Amazon RDS) AWS Cloud,

- EXMWX - BRIEMTR  BERMNESITFAIHM SaaS B, 7"l . FENBFEFXRER
(CRM) R4:1x % % Salesforce.com,

- FEN (( EETR ) - SNARFIBI=D , EERHTENEXETRARI6E. =6 : &
R EC2 24l L3 &M A tth Oracle ¥iEEE B E Oracle AWS Cloud,

- EFEMN (ELUHSEERAERETE )  FEMBREIBI =Y , TEMEHELH, EENHRE
FSENMEHRE, BALNRSENEBFEEETBEE —FENERS. =6 : HMicrosoft
Hyper-VRI AR FiE#% E AWS,

- RE (B ) - FRAEFREEFRIES, HP Aol EEHTEAEMNNARER , #8
BHEEFIERRRLE , UREFERENEZNARRF , BB eilEE®L LHER,

- FA - FRSBBRRMERFABEENRAER.

A

ABAC

BESRETEMENH RS,
HRIRSS

SNIEERS.

\
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ACID

SRETH, B RBEM. WAM.
FF-EHEH

—MBREEIBLE , EXNGEF , REEENBERBEERFRS (BIEARNCMEH TEH
RNEHRE) , I BEFESEIBHALERBEZNAERFNES . IMAESNME, T
RER  MAFE-AMEE, SEI-HIHIBHEL , CERE , BEREESH T,

FF-WAHER
—ﬁi&ﬁﬁﬁ@)‘i}f EXMAEF , REEENMBERBEERERS  BERBEES T B HK
EEERT RBEELEXRBEENARFNES. BMBEEEEIBHETEZIEMES
?Rn@?&

— SQL EH , EN—ATHTREHTEZANENREE, REEHE THZIESUMFMAX,
Al

W

> AT EEE
AlOps

SR AT EERE,
ER1L

KAMBRBBEEPMAGCENTRE, ERLAUBBRIPNMIABRL. ERBLBERBERAN DAL
o

A&
—MATHRREHANFABENERBRAR , MEXRKEES , KBERSRESER., THHF
MERFTRBN

Ri T2 PRl

—ReFE  ATERAZYHENNARR , UBPRFREZZIEZHHNES,
MRAEFAS
BRALAEANSMINARFNFAGENES , SENENEF ZNARFHRAREL S50

H, IEERERTRESRXUNTMEENRE , BB TRAIFTERTER., RACMEILWEA
BFABEELER.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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ATEEE (Al)

TEHMNZFEBN TERTERARRITEE S ARMEXRBINATIGE , flmE>, #REZEMIR5
B, BXESZER , FSAMTLEATER?

AT E B2 1E (AlOps)

FANBEIRRBREZE NI, BLPEEEHMARNTRUARESRSRENTRE. EXx0AE
AlOps AWS T XRBEHEANELER , BFSREREERIERE.

SERH N
—MIMEEE , EA-NEH , —AMAATNE , —MRARTRE, STNLELS
TRATRE , BN AN R Z SRR,

FFM. —Biit, WA, HAMK (ACD)

=3
S
AV}

—HHRMFREY , BMEELIER, BREEREERBENERT , b RIEREFENSERREN
BRAETT M,

ETEMMNIARXREZES ( ABAC)
REAFEMY (W], TELAEHNHAKRER ) IRBAHRNRNME. BEXESZELE , B5H
AWS Identity and Access Management (I AM) X & AWSHE) AB AC,

R EEIR

FREBHREREANVLE  WANRFKARENERR. SUCHHREMNBSIERE S 2 E iy
B, SMELETE RS SN BEREITERL, mEBIHRBL.

ATHX

R —NRENE AWS XiF |, AR EMTAXEHENEE , HEE— XS e A XE4H
RAAS, (REEIR B9 M 4%

AWS =X FHHESE (AWS CAF)

ZERIEESHHMREREK AWS |, THBAAHESREARNITY , ARDIEBI =K.
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