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https://aws.amazon.com/resources/create-account/
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://docs.aws.amazon.com/vpc/latest/userguide/extend-tgw.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html

AWS MBS T2 A M &% it 5 AWS Control Tower
« AWS Transit Gateway

« VPC &ifT RBE

&= DNS B

EHhAWLRE

AWS WAF

S AWK



AWS FSEHES

RENMLZIT S AWS Control Tower

RE K HY P 45 B IE

TERERT WAREBEAMERRTME , FEARTREAAR

EEREHRBRARTINZEEE

BN ERMN EWREERERE, MEETURBERALANZTEERZFALANBHRE,

Availability Zones A and B

Ispoke VPC A (10.1.0.0/16)
|

@ Workload subnet
(10.1.1.0/24)

@ ‘Workload subnet
(10.1.1.0/24)

—

EC2 instance

N

Transit Gateway
elastic network
interface

Availability Zones A and B

'Spoke VPC B (10.2.0.0/16)

<> . Firewall subnet
(10.2.16.0/28)

Internet| gateway

F

Public subnet
(10.2.1.0/24)

Network Firewall
endpoint

. Transit Gateway
subnet (10.2.0.0/28)

Transit Gateway
elastic network
interface

Application Load
Balancer

D
So

Network Load
Balancer

{‘:}7

EC2 instance

. Private subnet |
(10.2.2.0/24) '
{::E :
'
'
'

EC2 instance

AWS Transit Gateway

Spoke VPC (10.3.0.0/16)

@ Private subnet
(10.3.1.0/24)

.

EC2 instance

Transit Gateway

Spoke route table

table

Availability Zones A and B

|Central inbound VPC (10.11.0.0/16) |

' '
H . Transit Gateway H
! subnet (100.64.0.0/28) '

| .§

' Transit Gateway

| elastic network
interface

Application Load
Balancer
Target group type: IP
address
Target: 10.1.05

Public route table

.
| . Public subnet i
|
|
|

Availability Zones A and B

: Inspection VPC (100.64.0.0/16)

| . Transit Gateway |
| subnet (100.64.0.0/28) | |

Transit Gateway
elastic network
interface

(—%-)

Network Firewall
endpoint

(@

|
| . Firewall subnet |
' (100.64.0.16/28) !

—
T

Availability Zones A and B

|Central outbound VPC (10.10.0.0/16) |

|
H Transjt Gateway
! subngt (10.10.0.0/28)

1

i

Transit Gateway
elastic network
interface

)

A

Network Firewall
endpoint

i
163

o
i . Firewall subnet i
! (10.10.16.0/28) !
' '
'
'

Inspection VPC route
table

Firewall route table

Amazon Route 53

Route 53 Resolver
Descriptor Text Goes
Here. 2-3 lines max.

Transit Gateway
subnet route table

)

Public subnet
(10.10.1.0/24)

NAT gateway

Lo
=1/

Ints 't
Internet gateway nternef

Client

Public route :;L{ {

AWS Direct Connect
gateway

B——o

AWS Direct Connect On-premises DNS
server

HAAARERSHWAIEALRENERER XL S #HE M ITE R (Amazon EC2) 3£ AWS Network

Firewall Z Bi# T8, AWS WAF kB A LA B4

=1
\ﬁi

ERRBFRz e H E £ B Network

Firewall ¥, Amazon Route 53 B FfHE DNS 4T Hi2tE 14 DNS BEMXKIR. AWS Transit
Gateway #MMEE OB TRESEFXEKM,




AWS BB IES BRI AWS Control Tower
- IEEEE VPCs

- W% ACL L&

« EPAMERH A

« PENXEE

- BE VPC LWmT R

- EH0{t DNS # 53 52 B EL & X4

« AWS WAF

IPAM

Amazon VPC IP it EIE 25 (IPAM)  —I1 AWS IhaE , AR BEEBALNMELENIE IP i
Ht, IPAM X AR SERIIHY IP #hat #1703 MEMAKDE, AWS XiF IPAM S REFEESEFEHN IP i
HERFRE IP tetit, ©EEBTESE IP#HUEE | HIREFMEMNKERER VPC BE4SEH CIDR
R,

£t IPAM

ZRIAERT , AWS Control Tower EEIKF FIRMHE TAHLAW IPAM EBEE, EBEINEZIkFERE
IPAM , IEFEEK /) IPAM AWS Control Tower B ZIELE M KK

1. 7 AWS Control Tower EEIK = , §#1ZE Amazon VPC R
2. fIFFLS% VPC IP i3t E IR 2R,

. BEEMBE RS , ERALRE,

4, 1% “RE, ARWALENEKS 2 FRMKIKS,

5. REER

REZRE , £ E BX L3S B RIEM LK1 IPAM ALREH,
®’it IPAM RIX4
EFREE IPAM 281 , BRIBU TR AT AL AR B LN -

« IPAM R}{EF#Y CIDR R
 RIEN IPAM  EE B R &K A9l 55 24y

IPAM 4


https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html

AWS HSEHIES RENMLZIT S AWS Control Tower

- FEIL IPAM EITEE AWS X1

BLiE IPAM

ERE IPAM , BT THRE

1. T7F AWS Management Console , A/5S#E] Amazon VPC IP thit S22 &,
2. BlE IPAM. WMABTR AWS XiF, BREMHER,

B2 IPAM &Y |, ERSERMERSE
- 2R, ATEENERA 2L CIDR 3R
- A, ATEENEAMLE CIDR R
3. BIETALK IPAM i, ETEAP , TREHRE AWS it

10.0.0.012 AWS Pool

10.0.0.0/14 10.4.0.0114 10.8.0.0114

Region 1 Region 2 Region 3

FRE- FRE- FRE-
PROD PROD PROD FROD PROD PROD

4. BIBBIER B89
- R XK
« R A AT IS AR R IR E

BEFMNMEEELENTE,. BF , RINBUENEN A2 XSERLEERE , RIELBER
HS KA CIDRIRFNLE IP ik RIEERS

B E IPAM 5



AWS HSEHIES RENMLZIT S AWS Control Tower

5. £ AWS Resource Access Manager () 5Hftt AWS Organizations A4 %47 (OU) tk P HE
IPAMos AWS RAMEZEZEHEHF BB RS NKS HE IPAM, XEKF NEHANETER ,
HERTE IPAM gy —EB5

BINBWEECIRFIER VPC RERAET IPAM K VPC 812, VPCsXBEBITHARRMA CIDR RFE
253 VPCs B VPC REMHR, #FAith VPCs BERAEZAIRERME B 62/,

IETEBE VPCs

VPC R—HZHEREHNME AWS |, RUTFESHBTFER ONE, — N KHMEEEEMEKF
VPCs HEE=fTREMWIKF :

. B5AREE VPC
« A¥5 VPC
- Hut VPC

Heg—1 VPCs BENBEEWTISEN . BASE RN ARFMLMRS VPCs 5 , FR
ER BN AREF MRS,

BIEX LR VPCs , HERXIR VPC 12T, RjF , &#F IPAM 2 ERY IPv4 CIDR SRIETN , EFEAERE
IPAM itb , SRS % AAERIRY M 42 #H0

B Xim VPC

BEREE VPC THATESFERANEMEER XE AWS Network Firewall, 7EB5 X & VPC & |, 8|S
METFM

« EAAFRERTEZERMX
« =EANAFRERA T A

A¥5 VPC

BEMEKSE  HEEEEE LENRSHRE AWS, EAM VPC F | A LLFEE Application
Load Balancer. & A AR B AL RIFRAE AWS WAF BFXEMEM SR SEXHNIRS , AFBIFLET
BERNLTEMESEED, EAM VPC F |, BIEBANMNFH :

« ZAMNHTFHEE Application Load Balancer B9/AHE ¥

Eii& VPCs 6



AWS HSEHIES RENMLZIT S AWS Control Tower

« EAMERMXEEFR , BFEEPRBRAL VPC 1 CIDR SR 2 AWEME MM L CIDR RELE 2
B K 13 B 2% R

H 35 VPC
i85 VPC B MMEIE S R R B, S VPC B, SIBUTAN M :

« EAREBEFRNTEATENTARX , 8N FRBEHE—N NAT FX,

« ZATRARFN=ZARETN , 8N FRESS—NEHEXR , BEREEN 0.0.0.0/0 , BHEGE
MMAEFMF IR NAT FX ID B ID, FHEMXEZILE TN,

FEAREREXE S5 H L VPC xB,
Amazon VPC i B &

FREZNMEEFONMEBERUARZERDH , BEE VPC iBEX. EXEZEER |, 5 Amazon
VPC M4 B E VPC 7 HEUSSE B AWS Ik ERXEHIL,

M 4% ACL B iE

P& RIIEHI SR (S ACL ) @ —TIRRASERS , e UAKRIE AWM EIERE , U EAER
Application Load Balancer HRE =1 2 N IE4 R $S WE R HMEZEES) ., DDo

ERhLEiGE IP #itsl CIDR 3R, iB7EM S ACL I AVEFI B SLER 0 R INIELAMN|, EME ACL &, #
NSERETGPEESEXEENIER, BSSLEAENNIANESHEELHN, BEXMENEZE
B ACLs , 152 #AWS Documentation,

& IR 4% By N 8

AWS Network Firewall EF5 X 3% VPC HEE, Ltk VPC BBEZXEEMNER , cREMHAE , ATR
EME FH *TE’J/)ILEJ’)\&;E ﬁ HEM E’JIJILEO

B K s 0 0 42

EXBEXHANREANE AWS FEEXAN FN KIS 2= MERMB A E VPC FRmE A Bk M AR M E Bk
Wi#im VPC WiRE. RIBEMER |, SIBERASHTIRSHAN

« REAN-ERERRESN , 2ERREFONSHEFES AN EMRELE,

s VPC 7


https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-vpc-flow-logs-for-centralization-across-aws-accounts.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html#nacl-rules
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/stateful-rule-groups-ips.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/stateful-rule-groups-ips.html
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https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://aws.amazon.com/blogs/networking-and-content-delivery/ip-address-management-for-aws-control-tower/
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https://aws.amazon.com/blogs/security/simplify-dns-management-in-a-multiaccount-environment-with-route-53-resolver/
https://catalog.workshops.aws/control-tower/en-US/customization/aft
https://catalog.workshops.aws/control-tower/en-US/extending/networking/
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