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KHE AWS CAF ZENRERVHER =2 EIETE

Rishi Singla #1 Rovan Omar , Amazon Web Services (JAWS

2023 £ 11 A ( MHFFIEFE)

Z2REPZE AWS, N THBBEBENEZENE , EFEHEARESZENENTE AWS, AWS
NREWEE , IERBEERPETPRHANRSHEMEY AWS Cloud, ERARRRNES ,
WENBRENINARRF. REERHNZSEH BT UBBEETHHNZERE AWS Cloud,

AWS =X AEZR (AWS CAF) R THESEK , EEREENERHE ™. AWS CAFIXLEHESKE
DRAANAE : kF, AR, BE, FA, Z2AEE, FEENZ2AEESNEUTHEE !

- BOMBREE-AREEREARNRS O RENR,
- BEMRN-EE B AIERMERE  URNFMBEBRENRZEERES R, BRIWIEATH.
« RPERIRE-RP RENBSEZRATRERNBBRARBERRDNES.

« RPBE-BEHBERIINBERITOR. REXBEREEALAPHHRMERS AT IEN
2H .

- BHEMN-ZYAE , AENNBRBRREEHNEELE,

REEXNIX L AWS CAF Z2 ey, MEMBNRN LT 2EE TN BN RIMREME™ER
B , FAAREMELENILS . KEAIEREPHN RS ERERE BB ENAL R HEHE,

(® Note

AWS RIS, TERER  THEEETL LT AWS Cloud. AIERIS Well-Ar AWS
chitected EEZRAWS . =X AEZAWS (CAF), Z£SEEHAWS (SRA) AKRAWS H &K
Hih RS BURE — B ERT T k. AWSKISEHNBAH AL EREFASRLE
EET | AERBTERAXEER,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/cloud-adoption-framework/
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/cloud-adoption-framework/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/

AWS FEMES KHE AWS CAF ZE RN HEER S EFIHE

BE SO F AR R 22 HIE W

BEEFRCIESH AWS , BRI SUEEA IS 1R, B AWS Identity and Access Management
(IAM) KB , BRI AR FLAENNR , AEMITLIAEHERE AWS BIRMERNAREF.
BN EANAEERETRIEESHAZRTNBIRESAIUAEELINEFE T HRIEBN TR Well
AWS -Architected Fram ework 12 T EE S R ENEHNRESRE. REMENROISERBEDK
FOREHMNERABRANEZNG , fINSEARFHRIE (MFA), XTHNTSRGIBETBEBE

KX & B fE SRk

ZNSEL S O 2 L

- WIEMABLE root A/ ESNHIBA
- BARBAF ORI

- ARAFER MFA

- B{E IAM 22 HREXEK

< BFRESRRR

« EIERAEREHEERFE

- EHRHR 1AM 7R %48

« BESHBSAHLZHNRIR

SR FNBLE root AP ETIVEH

BERBIER AWS IKF , BEEXXFEAE N root BAFHNE -2 F54H. MNERT , root B XK
PHFTE AWS RS RIFERBEZTETHRNR. BN IZF=RZFIMEE oot P , FRREREATE
ERAF-ERNES.

BREZER , FEANTRE

+ 7E£ Well-Architect@@ ed Framework % F &KX R 5 [ AR AWS
« £ (AWS B iiEmR) Y@@ L2 IAM BAFED)

root A FiEZh 2


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-and-access-management.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-iam-root-user-activity.html
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B AR eE R Z4H

BAFR AWS IKFHIRRESHAF . 2 root AFNEEHRINRED TREAFERERENEE
LR ZHEREZ B BRRK. RNBWECIRACEA IAM SEENIGRFEIE , AT RSN AWS
9l 1 9

BREZER , FSRANUTRE

« AWS Security Hub X#HP@@ T RE |IAM 1B A F iR 248
- £ IAM X @@ MiBRE A F 1Y 5 A 2 4A
o IAM XHEHH IAM A6

RNIBRAFBH MFA

RIMNBWERBHAEAHN IAM AFRFBERAZESHRIE (MFA) iR%, AWS KF XIBE T 2414 AWS
W, TECIAEEE, BT root AR 2AMRTHURENSRIRAF , RERBAF £
MFA ZXEE, B EARETHEN —IXMEZFD (TOTP) E%. FIDO BHZLZRAREL 5 H0KIIE
BNARFERBFRBOESG MFA 8%,

2024 F | JEE MFA T RMEARAF. AWSIKFEXEZ(EE , B3HLLEEFNRITR
% 1 £ 2024 £ AWS 125 MFA E3R, AWS EM@ZIBWET BXfhEZ 8k , HERE AWS IRiE
R AR EFER MFA.

WMRATEE , RATEWEN root AFEAEMH MFA iR%E ., E#l MFA TERHSEH MFA RZMHER
R2IKF, BRI ESHFEMHE KA ES A ERE L MFA,

EEBHENKFHERT AWS Organizations , BIBLLWNXEEAZEESD , AT BEAT BAHLA R
i (OVU) HBANKFHRAFERETESN MFA, FEXFERT , BALIE OU HiEE -1 OU
EEKFHIKF , REEZMAZ OU REAKFH root AF, BIAMBERT , OU BEIKF TR HAt
WP, BERMREEKSFRNER , EAUEZIBERETMNOU EBKFHEEHMEKS, EREE
TKFUGRIANER , BERAKFREE—NIAM B REENEKE , LERE OU EEK, HHR A
PFaeiEfEttAt, BXEZEE , 5 IAM XEPHHE | AWS K/ £/ 1AM A ZF kG A
BRo

BINBWENRAFIEREAZN MFA RE, BRZSALLUEMN\EEELHEN MFA RE,
BXEZEE , FSANUTHRIR

- E IAM XHFP@@ EBEMS TOTP T h#

root A 77 #9145 (A1 22 4R 3


https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-4
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user_manage_delete-key.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/blogs/security/security-by-design-aws-to-enhance-mfa-requirements-in-2024/
https://aws.amazon.com/blogs/security/security-by-design-aws-to-enhance-mfa-requirements-in-2024/
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root

AWS B S SR AWS CAF RSN HE RS RIS
« EIAM XHEFEAENSEESHRIE (MFA) ®RE

« # IAM XHEF@@ E A FIDO £ %4

- EIAM XHEF@@ EAZESHRIE (MFA) R EHEHSEF

B1E IAM Z£ & ERXE

AM ASEIE SERBARE AWS K AARNBERBIIR, CAERERMURRNERHH
ABHRY. IAM 2 BERBORASERERAS SHRIE. BR MFA AR KERES.
BXESEL, BHANTAR :

- IAM XBE@@ FH IAM Z& H{ERE
s FIFFHER S IAM X FH AWS BRESFER

R FRAERNR

REMNRRENRFRITESENNRVME. Nt , BUUELERESFA T AN EFERFRE
R4,

ETREMEMNILRES (ABAC) E—HETEM (HIUHFEE ) E YRR BRNERK, SANERATA, &
DMEREERAARISELNIR , MARNENALELRR B, EATEER ABAC R ALV
—AFRAR GRS HET B RBH 4 ERER TR

BREZER , BSRAUTRR

- 7 IAM XEHF @@ MARIENENR
. £ 1@@ AM 344 AWSH ABAC B4

TSR E LR =

FRZKFREERESER  AACERETEIEABREINELHFENRESE. AWS Z25EEY
RETEXRNAHNEKFHNACEHEES., XEKFEREN—PALAHRITEE AWS Organizations , 3
Fix Lemk P A RELE A (OUs),

AWS RS |, 5120 AWS Control Tower , RAIABSBYIREF BB ENALANIRHIE R, RINBVERNALS
AN ENKF AR ENENRABENEN , HFBEEZEWNAEFERE, AWS Control Tower XM
BrtE, MEMMEDREIERE  BEEESERRHKIZEN T, MR SERESHEMNEE, EF

AV BERE 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_fido.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html#ru-bp-mfa
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/organizations/latest/userguide/
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
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BEHEEESHRERHTRN, BRMER, EHEFEETBTERIFEE < BIX it THEE%E LE
HERESHANE IR

BXREZER , FSAUTHAR

« f# A Well-Architecte AWS d Framework K~ K20 8 TER

« AWS AWS HISBHIEERTHN@Q@ £ 5E M (AWS SRA)

+ X T AWS Control Tower 344§ AWS Control Tower 9 fy 2 #

« & (AWS A @@ EF) AWSH XL &2

- FARSEAHIEBREZSEED N AWS ALAPHNIKFIEENERFE AWS

EHARHR |AM 17 8] B4R

NTRERKBEILENRAG , FEEMBRZRH, RMNEBWE 00 RPEEMERNRR —IRGRZRH, 2
WipEZATUREEASWEN S LUK RENLRZHANXR. ©EEATREREER, HEIH
BN IERARP LR, EELERRTRABHEENRNARERF,

BREZER , FEANUTRE

- IAM XBEP@ EEHEIUMN A EESENEHH L EH
. FEAMBHEIES@@ AWS Organizations F7E “ AWS M3BHIEET” AWS Secrets Managers B 3152
B IAM A P ih e &4

« BEHIAM XY R 2 4R

BESHABREHAZHNRIR

HEBRAERIE AWS AL ZANEIR, NARE. RSZAF , fls—NAF. BRAF AWS 1K
F. IAMAFSAR, KEaAF., RER (BRARLEHRIE) AF. AWS RESREZSMERE
A IAM Access Analyzer KRRz B H LMK P EAEBREELZNFRIR , Hl0I0 5 & 2 FE RS
(Amazon S3) AR IAM A, XA BZRINBRMBEFENENHGE , XR—RZ2EXEK,

BXREZEE , ®FSAUTHAR

o £ IAM XR4F A IAM Access Analyzer AIE 2 3 A B TK £ X4 28R #9177 18] X BR
+ 7E£ Well-Ar AWS chitected Frame@@ work 7% #7 2 £ F B K F= 17 7] £ BR
« AWS Identity and Access Management Access Analyzerft IAM X @@ £ H

B IAM TR B4R 5


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-to-set-permission-guardrails-across-accounts-in-your-aws-organization/?ref=wellarchitected
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-preview-access
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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AT IEFMNEENZEZEHEN

AEMEZEREMRANEESE, BIMENRAWS ZRAELR (AWS CAF) HFR2 M AR

— BEMEARTHE , ENALATUSERENNE , LTENRBENRZSEREE, BB
The THRBERD U ENALHERSEGNMER , MABEEMLN 7] LA BY I8 E 1R it K
X3 BB o

2T YR

s EHEREEDS —FZXEHIRER CloudTrail

- ERSMBARFRAEEHEIER

s BY—NMNATOWMBENMNREEHNERNE

s BUERZETFEZE CloudTrail BEIHH S3 F41E
- BERSASMKXTEFTEIR ACLs

o NFAZBIRIRESH CloudWatch iRl E Bk

EHEEZED —FZXIFIREE CloudTrail

AWS CloudTrail#Bi & & it EHAE, SMMIZEXK AWS K. AP, BTN RERENS
#i2 % AWS RS £ 5 CloudTrail, B#E#EfE AWS Management Console, AWS Command Line
Interface (AWS CLI) AWS SDKs F REUIRIE APIs, IWEHFRIERAHBEI RSN, BRER
BRENMFITEAM,

EEZICRENESF AWS K/ |, XTI BRE, MFENRREENEHICKES AWS XE, B
EEICFEEM AWS X, THRRIEERREEEHPHMESHSH , Tk AWS K XEEHREER
N AWS X B4, SXERETHRICERERESSEMH,

BREZER , FEHANUTRE

+ CloudTrail CloudTrail X4+ @@ IR EZ £ RIEZE
- @ MAT —MXEHNREERRNNAT CloudTrail AR ATE Xi
« 7£ CloudTrailX ¥+t @@ EANEZEALBERFEHIEH

CloudTrail % X iR Ex 6


https://aws.amazon.com/cloud-adoption-framework/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-global-service-events
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html#best-practices-security-detective
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-update-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-convert
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-update-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-gses
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ERSMNAERF 3G E R X%

Well AWS -Architected Framework Eu{"‘ﬁmﬂ%éﬂb’t“%ﬂﬁ‘ﬁﬁ&fﬂ’]ﬁé%#Ellu o XRHIT, PE
FIERGINERZLREN, RESNNARFEEREE—MELNLSESR , BBE. NEMEMN
(GRC) #rft, REEMBEFIED,

ZLEERNKEAENBRTIER AN ATRRAREENWEIILTEETANBEEZRNBES, 1B
TEARG , BULUATENRSEA BTSSR, i, BAILIE%E Amazon S3 FHEBIARINE, AWS
WAF Web ACL &, MEEH Amazon API Gateway RE I &# CloudFront 2 .

BREZER , FERANUTRE

- £ AWS EHMBEF@@ & Amazon CloudWatch H 77 1% i 2 A g Ik 7 317 5 1T F 29 47
« 1£ Well-Ar@@ chitecte AWS d Framework 7 & & BR S5 #1 8 2 5 B &

BY - MATOHESARNZEEHNERVE

?‘Z&’J PHBAFENLCEEEFTEUNRLEEEFEMHEINEEE. NEIMNREHTREETRTEH

HIEENERR. Wel AWS I-Architected Framework B2 £ EBHMAI AWS £ EE A
If’ﬁ;;m%z%v;uqﬂ BIMES, HERRELEENEHER (SIEM) RE, XERGUHEBESE, BKH
MEBLZEEH,

BXREZER , FSAUTHAR

« 1£ Well-Ar@@ chitecte AWS d Framework &R 9T BE, ZIAIEFR
- T@Q@ Z£BEEHRFEAM Amazon Athena 2 EZ £, &# CloudTrail MiZEE3 AWS
« AWS EESEK A S PR AR RN F @R RS K AWS SR

Bh 1k R Z B AGEEE CloudTrail BEMHH S3 FE#F

ZRINER T , CloudTrail BEX 4 FM#E Amazon S3 EEF ., XE—MHREZTELRE , AU IE
FRELRIFEMEMAE CloudTrail BEXHH Amazon S3 FiE#. L_IJ«)\%E‘EM&??E?FMJE HENTE
M, TEEMNTAYE , SN TERIENFITENEXEE, RERBIZRIE CloudTrail HEXXHH S3
FHBNBIESESH , IR B2 CloudTrail BRER.

BXEZEE , FSANUTHRIR
* £ Amazon S3 XHHF @@ J &R S3 FHEMEEPLLE AT IERRE

RS MR ARF BE 7


https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_analyze_all.html
https://aws.amazon.com/blogs/big-data/aws-cloudtrail-and-amazon-athena-dive-deep-to-analyze-security-compliance-and-operational-activity/
https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Security%20%3A%20Threat%20Detection%20and%20Response
https://docs.aws.amazon.com/AmazonS3/latest/userguide/configuring-block-public-access-bucket.html
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« CloudTrail X#EH @@ BL 1% E 2 &{ESE CloudTraili
« 1£ CloudTrail X &H @@ ®IEEER

BEZSANMEETEER ACLs

Amazon Virtual Private Cloud ( Amazon VPC ) Ry R4 A 1% H AT iH R MEF 5EH BRI G ROR
2, MEHREFISIR (ACL) AFHIEL VPC FRRFINBFEA LR HMRE, XERRENTFEE
AWS IRMERWIERINREXEE,

Bl HEE Amazon CloudWatch B4R , MBEELXLAHIMNE ACL BEERE TR BAER, FFIHE
HREENEEXNIT AWS AP BAUEHR LS AMNEELR, SEATLUER#E I Amazon EventBridge
MAWS Configz 29 RS 5k B 3h I R IX LK B R 2 B4,

BREZER , FEANUTRE

- EZ2BEPQQ BIIRE HIZWARXERN Amazon VPC R ETEH AWS BAH
- 1 CloudWatch X#&H@@ A Amazon CloudWatch 3R

« 1 Well-Ar AWS chitec@@ ted Framework F1SEjiE Al R ER 22 4

- B3R Well-Architected Fram AWS ework IS4

RN AERIRSH CloudWatch 2R Bl EZ R

FEH CloudWatch , A Ui EBRFEOKALARM, FIINSUFFICIENT_DATARS Z R ESURSH & X
B, RENNBIRBREXRBEREN @IS E£EB A KRS (Amazon SNS) Simple Notification
Service THXKIEHERBA—NHEZNMA, BETJLEEECIEZMNEROpsltems= =4 AWS
Systems Manager,

BMNBUEBEERRE , MEERRNEREHE LN EERN BZ A HER, BRERATFHBIERS
S E B HAR IR B B % S MR AR R R

BREZER , FEHANUTRE

« 7£ Well-Ar AWS chitec@@ ted Framework FSEHE AJ iR ER Z £ =4
« CloudWatch X @@ ERIEIE

TEHEFME ACL ERER 8


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html#best-practices-security-preventative
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://aws.amazon.com/blogs/security/how-to-automatically-revert-and-receive-notifications-about-changes-to-your-amazon-vpc-security-groups/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_auto_response.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/DefaultRootObject.html
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://owasp.org/www-community/Source_Code_Analysis_Tools
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_create_layers.html
https://docs.aws.amazon.com/vpc/latest/reachability/what-is-reachability-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-network-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/userguide/create-subnets.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html#best-practices-shared
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html#modify-permissions-shared
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/securityhub/latest/userguide/lambda-controls.html
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/vpc/latest/userguide/default-security-group.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-2
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#deep-inspection
https://aws.amazon.com/blogs/security/how-to-scan-ec2-amis-using-amazon-inspector/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_auto_protect.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://aws.amazon.com/waf/partners/
https://aws.amazon.com/solutions/implementations/security-automations-for-aws-waf/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary-protected-resources.html
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary-capabilities.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-responding.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_layered.html
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https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_identify_data.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/privacy-reference-architecture/introduction.html
https://docs.aws.amazon.com/macie/latest/user/data-classification.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html?ref=wellarchitected
https://aws.amazon.com/blogs/industries/common-techniques-to-detect-phi-and-pii-data-using-aws-services/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_rest_encrypt.html
https://docs.aws.amazon.com/index.html#products
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_transit_encrypt.html
https://docs.aws.amazon.com/index.html#products
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-unencrypted-snapshot
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-1
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https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ShareSnapshot.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html#rds-1
https://docs.aws.amazon.com/securityhub/latest/userguide/dms-controls.html#dms-1
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https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html#rds-2
https://docs.aws.amazon.com/securityhub/latest/userguide/redshift-controls.html#redshift-1
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/dms-replication-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://docs.aws.amazon.com/redshift/latest/mgmt/managing-clusters-console.html#modify-cluster
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html#security-best-practices-prevent
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-1
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-2
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-3
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/versioning-workflows.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/versioning-workflows.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiFactorAuthenticationDelete.html
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-in-vpc-only.html
https://docs.aws.amazon.com/securityhub/latest/userguide/opensearch-controls.html#opensearch-2
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-scheduling-key-deletion.html#deleting-keys-scheduling-key-deletion-console
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-creating-cloudwatch-alarm.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html#kms-3
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/kms/latest/developerguide/determining-access.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-listener-config.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-listeners.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/ensure-aws-load-balancers-use-secure-listener-protocols-https-ssl-tls.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-tls-https-listeners-only.html
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-3
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1

AWS FSEHES SHE AWS CAF Z2 e HET 2126

MY EHNZEEN

HEWEHQAPRERELENHN , BOAFP LAHEF X RBMES. MIEARBNZNREALANRS
MAREEERN T, AN, FJMELEN TR EEHMNITNEXEE, BRERLT , NEE
ENREEBHRE T NALMIFESR, Wel AWS I-Architected Framework #E 7 1£ =i X I S e =5
BRIt RIFTEN =R . R, SENEEES. BXEZEE , 56 Well-Archit ecte AWS d
Framework F#9 AWS ZE#40R 5 H o

BRTEANECEAREFMNBHNRZSERGEEN , BUUNERNNEEROIEHERE, 88080
E4MNSHETEEILEALRFEANITR. RE. BTFM. THFMAZIITRIKREL, ETTR
FERAATHHNRFNBUANENEATIRNITRRERESR, BEXEHMANRESRMERIEENES
5 , H2 59 Well-Architecte AWS d Framework 8= 4£ 1 57,

AT ARRYEI

o« ENXEHE ST R

- BIEME P E4RAREFRIMTHFMR
- XESHEINELEIHL

- ERZEFANNINFAZSE X

c NELEHBEER

TE S WE BT 1T %)

FIERAENEAHTAITR (IRP). BEHMAIITREERAEHNE4HENITRINERM, titRI ST TE
#l, B NELRNER,

BXEZER , BSRUTERR :

- £ (AWS RE&SHMBIER) P HIE RN =S40 5 it %)

« 7£ Well-Architecte AWS d Framework F #lE=HE 2 it X

« 7E£ Well-Architecte AWS d Framework @@ T E<E A & FINIBE R

O 2 M4 4 54U RORVEF A A 1730 F i

NEHMBEREMERN —MXBHDREETHFMR. SHBNFRREET -RIBWSR , AFE
REZEEMHNRIEEX LSRR, 75 MAY 51N 255 o] BURELIE B FRAE Ay 85 iRAY AT BEME

E L0 van e 22


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aspects-of-aws-incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aspects-of-aws-incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-and-test-incident-response-plan.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_identify_personnel.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/what-to-create-playbooks-for.html
https://github.com/aws-samples/aws-incident-response-playbooks
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_playbooks.html
https://aws.amazon.com/blogs/security/how-to-remediate-amazon-inspector-security-findings-automatically/
https://aws.amazon.com/blogs/security/how-get-started-security-response-automation-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cloudwatch-events.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-automating-responses.html
https://docs.aws.amazon.com/managedservices/?id=docs_gateway
https://docs.aws.amazon.com/managedservices/?id=docs_gateway
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/understand-aws-response-teams-and-support.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://aws.amazon.com/premiumsupport/plans/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-aws-managed-services-outcomes/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_prepare_forensic.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
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https://aws.amazon.com/architecture/well-architected/#AWS_Well-Architected_and_the_Six_Pillars
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/security-controls-by-caf-capability.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/identity-and-access-controls.html#root-user-mfa
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/identity-and-access-controls.html#root-user-mfa
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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