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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/cloud-adoption-framework/
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/cloud-adoption-framework/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-and-access-management.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-iam-root-user-activity.html
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MZEM , HUUERREE, BTRAFREBHTRHNURENSNRAR , HEXNBAF
ERMFAEZEXEE, BUUERAETHREIN—XMEEB (TOTP ) EZXERBFABNES MFA &
%, FIDO B Z2BAREN S HRIIBFNARER,

2024 F |, HEE MFA FTeEAEMEAEAF. AWS IKFEXEZER , FS L2 EEFMRITE
4 . 15 2024 £ AWS 125 MFA 3R, AWS RITEZIBWET BEXEZLER , HERE AWS IKE
AR B PR RERGE A MFA.

WMRARE , RATBWENRAFERESF MFA 8%, ELL MFA TEREEEH MFA RZFHEENZ £
K, SRR LATE SRR A SR AL AE TS A B E A R HL MFA

EEBHENKFHERT AWS Organizations , BIBALNNELEZEES | ATRELET BAXNALR
By (OU) #EBNKFWIRAFERAETESHN MFA, EXERT , BAIBfE OU HIEER—NKF
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https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-4
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user_manage_delete-key.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/blogs/security/security-by-design-aws-to-enhance-mfa-requirements-in-2024/
https://aws.amazon.com/blogs/security/security-by-design-aws-to-enhance-mfa-requirements-in-2024/
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
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iE,
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FOMBRBEERAMNEDNSELNR , MARAENAFENNR, filan , BT LAER ABAC AT
—HFRARNGREEEED B XN B ERSH R IR,

BREZER , BSRAUTRR

« |AM 3Z#4 e 9 B A AR PR 1F 7]
o |IAM XHFRH T A RER T AWSH ABAC
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REXKEEAZK/RE AN ZRBRETEIEABRRINELFENRTEL. AWS 25 E
RHRHETARNAHERKSHIEEES. XEKSE AWS Organizations FERN —PMEARHRITE
B O ANKFoARNALET (OU),
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_fido.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html#ru-bp-mfa
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/organizations/latest/userguide/
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
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BXEZEE , RSAUTHR

- £ AWS Well-Architected ¥R PR ik /= 20 f TESREK

« AWS AWS FISEEEFHN@@ 22 E M (AWS SRA)

« XF AWS Control Tower X #4§ AWS Control Tower# B2 #
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- FRRSEHERELZLERD N AWS ALAPHIKFIZRERRFE AWS
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NTFERPRIINEARS , REXKREFRTRFEH, RMNBWE 90 RUEEN HEHR IR
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R EERX, HERRENIBZEARTIHR. BRTRBRARE , FSLEHRNARERF

BRREZER , BSRAUTRR

« IAM RN T EE RSN AL, N B SN B854

. FEAMBHEIES@@ AWS Organizations F7E “ AWS M3 IEET” AWS Secrets Manager® B 3152
IAM P A e 248

« |AM SCAY AR Ry SE 1 B 22 4R

RB ENEREXZRN R IR

IR RIE AWS HLAZHNEIR, NARR., RFIAF , flES— 1 AP, RAF AWS K

P, IAMAFRSAR, REAF., RER (BARLFHRIE ) AF. AWS RFZEREXKRREMSE

A 1AM Access Analyzer iR BI4H L MMk~ p SASBRALZW IR , Hl20 Amazon Simple Storage
Service ( Amazon S3 ) F# = IAM B, XA UFHBRREIN ERMBBENZENGME |, kEHFRE
wREE XK,

BREZER , FSRANUTRE

o |IAM X B EE IAM Access Analyzer 3 UEX %RV 2N 3 R ES K 7 17 EX
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-to-set-permission-guardrails-across-accounts-in-your-aws-organization/?ref=wellarchitected
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-preview-access
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o DITERFPE A HFEKF 17 [E R AWS Well-Architected
« IAM X R fE R AWS Identity and Access Management Access Analyzer

ABBHEEHFEIR 6


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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AEIEEFMEZRRBRNNEZESH. BMENRAWS ZXAER (AWS CAF) FHREM AR
Z—o. B AEHE , ENAARUSERENTE | LTBNAZNBENLZLEREE,. BPNE
AMTH. THRBERMDTUAHEDENALBERSEFBRNMLER , MA R RN AT AR EE
1R 1tk SRS B o

AT R RS

s EHEREEDS —FZXEHIRER CloudTrail

- ERSMBARFRAEEHEIER

s BuSM AWML EHNEPUE

s BUERZETFEZE CloudTrail BEIHH S3 F41E
- BERSASMKXTEFTEIR ACLs

o NFAZBIRIRESH CloudWatch iRl E Bk

EHEEZED —FZXIFIREE CloudTrail

AWS CloudTrail#Bi & & it EHAE, SMMIZEX AWS K. AP, AeTHNRERER
EHIEFE AWS BRSS £ CloudTrail, E43IEE AWS EE#HIA. AWS Command Line Interface
(AWS CLI) AWS SDKs FfH EXEUIR/E APls, LWEHALBXARBESTZERR, BRERRESE
REITEME,

BEEFZICRENENF AWS K/ |, BAEIERER, MFENRIREENICEAE AWS XEFHEH.
BE2MIEREM AWS X8, IUBRIERREEENTNMBESEH , it AWS K XEEHRE
WA AWS Xt B, SXEREABRIERERBSEN.

BREZER , FEHANUTRE

+ CloudTrail CloudTrail X4+ @@ IR EZ £ RIEZE
- @ MAT —MXEHNREERRNNAT CloudTrail AR ATE Xi
« 7£ CloudTrailX ¥+t @@ EANEZEALBERFEHIEH

CloudTrail % X1 &R 7


https://aws.amazon.com/cloud-adoption-framework/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-global-service-events
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html#best-practices-security-detective
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-update-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-convert
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-update-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-gses
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Well AWS -Architected Framework B R IFE K H HE“%I]FFE&TE’JK%EFF HE, XR®Iit, A&
MZEFRARINERZELFEN, RSMNARFEERERE—MHAE,. NEEEHM (GRC) #r
., FRANEFRINVNERLLZLER,

ZL2IZERAKEATNBRIERRINTRHFEEINEY  XESHUREETREENNEDIRE
AER, BUUBREEARFAITEANRSEABAEIRR, Hl0, ELA 2125 Amazon S3 F & 1H
PR, AWS WAF Web ACL 8. M4 ZEHR Amazon AP| Gateway F 2= Li# CloudFront 2.

BREZER , FERANUTRE

« £ AWS £HMEEH@@ & Amazon CloudWatch B 7 2 4% i 2 5 S Ik 7 3 17 5 1 & 20 47
« AWS Well-Architected Framework R HEL B RS AN AR F B EH1D %

BYSHBEMBNZEESHNEPXUE

FHoMAENGEBEEEFREUNNEEREWEXNEEER., NESWTHNRELERNTEHIE

HIEENERR. Wel AWS I-Architected Framework B FZ 2 B4 MEAI AWS EREBHMITE
uuﬁz?‘?\vjuﬂlﬂ BINES, HRRNZLEENELHEE (SIEM) RE, XERSGAHRBESE. BEANE
BR324,

BXREZER , FSAUTHAR

« AWS Well-Architected Framework RHIEF 24T HE, AE XM FIEFR
- T@Q@ Z£BEEHRFEAM Amazon Athena 2 EZ £, &# CloudTrail MiZEE3 AWS
« AWS EESENAEA S PIRERDEN AR B AWS SIER#E

Bh 1k R Z B AGEEE CloudTrail BEMHH S3 FE#F

BRINER T , CloudTrail B & XHEMIE Amazon S3 FEEFEF., XR—FMRKEZ LK , AUUBFIEXR
ZFZRUF RE{ATEE CloudTrail BEIEH Amazon S3 FE A&, L_Iﬁ‘ﬂbiﬂ‘\é&?)ﬁm‘% HERNTEM,
TEMMATAY , STHTERIEMFITEXREE, MREEIZRIE CloudTrail BRI 4K S3 F#1E
WEESH , TSR LE BB CloudTrail BRER.

EXEZER , BSRAUTER :
« Amazon S3 XM S3 FEEELE F ik HiFHNRIRE

BRSS MR AR B &IE % :


https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_analyze_all.html
https://aws.amazon.com/blogs/big-data/aws-cloudtrail-and-amazon-athena-dive-deep-to-analyze-security-compliance-and-operational-activity/
https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Security%20%3A%20Threat%20Detection%20and%20Response
https://docs.aws.amazon.com/AmazonS3/latest/userguide/configuring-block-public-access-bucket.html
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« CloudTrail X#EH @@ BL 1% E 2 &{ESE CloudTraili
« 1£ CloudTrail X &H @@ ®IEEER

BEZSANMEETEER ACLs

Amazon Virtual Private Cloud ( Amazon VPC ) HY R £ A H AT EAMETF EH B ERNR
2, MEiHREFIGIR (ACL) £ VPC FREA AT HIELIFEN ARSI HLERE, XERENTE
B AWS REFWNIHRINREXEE,

BIZ H B E Amazon CloudWatch B , LEEZLARME ACL BBERETLRBEANE, FibH
BRENESRNIT AWS AP BRUEHFLSEMREER, S&EaLUER#E I Amazon EventBridge
MAWS Configz 29 RS 5k B 3h I R IX LK B R 2 B4,

BREZER , FEANUTRE

- EZ2BEPQQ BIIRE HIZWARXERN Amazon VPC R ETEH AWS BAH
- 1 CloudWatch X#&H@@ A Amazon CloudWatch 3R

« 1 Well-Ar AWS chitec@@ ted Framework F1SEjiE Al R ER 22 4

- B3R Well-Architected Fram AWS ework IS4

RN AERIRSH CloudWatch 2R Bl EZ R

f£9 CloudWatch , A U35 EBIRFEOKALARM, FINSUFFICIENT_DATARZSZ BIESURASR&X
LR iE, RELNSBREXRTZEN [ Amazon Simple Notification Service ( Amazon SNS )
FEREHERBA—NPRZINMNAR, EEAUBREECIENEROpsltemsHEH AWS Systems
Manager,

BMNBUAESERE , UEELRENERBHEXHRERN B3 0ER HIZE, KEGETHEERRA
B 5 H R B PROE N R R £ MIRERE,

BREZER , FEHANUTRE

« 7£ Well-Ar AWS chitec@@ ted Framework FSEHE AJ iR ER Z £ =4
« CloudWatch X @@ ERIEIE

TEHEFME ACL TERE 9


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html#best-practices-security-preventative
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://aws.amazon.com/blogs/security/how-to-automatically-revert-and-receive-notifications-about-changes-to-your-amazon-vpc-security-groups/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_auto_response.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions

AWS FEMES KHE AWS CAF ZE RN HEER S EFIHE

RIPEMIREN R 2R HBEEN

EMigERF BEMREUHNN -—MRBAKN S . ©BRTBBERFNEMNITTERRIIES T E,
EMREARF N REASEEELR. REBHEEE Z2EL, I TERUARRERESHRIENER
R BREZEE , FSH AWS Well-Architected HEZR Y EMIRFERT . AT AN LT EEHEREA
LAHS BY 485K e ELAM 1R M AR 37 Y R E SRR

AT R EE R

* A CloudFront 7 # 8 ERIABRX R
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s AERERENEANERE
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- EEIKM DDoS Wik &R
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/DefaultRootObject.html
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://owasp.org/www-community/Source_Code_Analysis_Tools
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_create_layers.html
https://docs.aws.amazon.com/vpc/latest/reachability/what-is-reachability-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-network-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/userguide/create-subnets.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html#best-practices-shared
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html#modify-permissions-shared
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/securityhub/latest/userguide/lambda-controls.html
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/vpc/latest/userguide/default-security-group.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-2
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#deep-inspection
https://aws.amazon.com/blogs/security/how-to-scan-ec2-amis-using-amazon-inspector/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_auto_protect.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://aws.amazon.com/waf/partners/
https://aws.amazon.com/solutions/implementations/security-automations-for-aws-waf/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html

AWS B IS S i AWS CAF B2 WAL R 2 1RHIIE1E
« AWS Shield Advanced Shield X#F @@ ZRIF &R

« AWS Shield Advanced Shield X4 @@ IhAEF LI

» Shield X#4#F# Responding to DDoS events

« £ { AWS Well-Architected #228) F@@ =it & F R

RANRBE R EZREFMNERE

AWS Network Firewall 2 —T4t 3 B IAFAB = (VPC) BVIRAIEE 4K B A 15 LUK A 248 U 0 B 4 AR
%, AWS CloudE AT LAF B IR E VPC M AHBEARPME R, XSBEMEHHEBRMM<, NAT
M= EBS VPN 2 AWS Direct ConnectfIiiE. Network Firewall ‘@& & By T IKMHE W M & & i 89
IhBE. Network Firewall REVIRZSPI KGRI LA SR BREMN £ T3 ( HlaLEZFIDIL ) KREBEFIHITE
B o

BREZER , FEHRANUTRE

« AWS Network Firewall 324
o J&| AWS Well-Architected 2R P FIEERRE

BHMERE 15


https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary-protected-resources.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary-capabilities.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-responding.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_layered.html
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https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_identify_data.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/privacy-reference-architecture/introduction.html
https://docs.aws.amazon.com/macie/latest/user/data-classification.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html?ref=wellarchitected
https://aws.amazon.com/blogs/industries/common-techniques-to-detect-phi-and-pii-data-using-aws-services/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_rest_encrypt.html
https://docs.aws.amazon.com/index.html#products
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_transit_encrypt.html
https://docs.aws.amazon.com/index.html#products
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-unencrypted-snapshot
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-1
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ShareSnapshot.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html#rds-1
https://docs.aws.amazon.com/securityhub/latest/userguide/dms-controls.html#dms-1
https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html#rds-2
https://docs.aws.amazon.com/securityhub/latest/userguide/redshift-controls.html#redshift-1
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https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/dms-replication-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://docs.aws.amazon.com/redshift/latest/mgmt/managing-clusters-console.html#modify-cluster
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html#security-best-practices-prevent
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-1
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-2
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-3
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/versioning-workflows.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/versioning-workflows.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiFactorAuthenticationDelete.html
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-in-vpc-only.html
https://docs.aws.amazon.com/securityhub/latest/userguide/opensearch-controls.html#opensearch-2
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-scheduling-key-deletion.html#deleting-keys-scheduling-key-deletion-console
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-creating-cloudwatch-alarm.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html#kms-3
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html

AWS FEMES KHE AWS CAF ZE RN HEER S EFIHE

BRESER , FHHANTRIR

+ AWS KMS XX #4 AWS Key Management ServiceA @@ Z = HiELEE
« F£ AWS KMS #4952 40 R Ik
. £ AWS KMS XH@@ AWS KMS keys H 5 i (5 4L R

BB BT SR T SR AR B2 il

HMNFEYEEEANNAEFREBS PEIZNEIR,. BUEIEE - NS M REN R
HEREENEZEARE, TR —NMNMEALBEENHUANEOAREEZEERNHE, SHERY
MHYER I FFRRNIPNFRDO

s NARFAEYERENARHTHREBERTHER HTTP 2 HTTPS HiX,

s MENBIEREXRRMEHITHRAREHFEM TCP, TLS., UDP = TCP_UDP tHi¥,

o ZREAFIHEREERBE (FH TCP = SSL Y ) AAE ( A HTTP 5 HTTPS MY ) #1TE§
HREK,

BB WEIRLER HTTPS 5 TLS thille XEMUBRABIGERATMBNEREZ S RME IR

[L:0pis
BREZERE , FSRANATHR

o SEMAFIYE XRPH Listeners for your Application Load Balancers

o SEMRAFIYE XRFH Listeners for your Classic Load Balancer

o SEMRAFIYE XRFH Listeners for your Network Load Balancers

- TR AWS SEIEERFEA AWS HSEIER TN Z S MITER Y

« elb-tls-https-listeners-{X £ X4 AWS Config

« RIFE Security Hub CSPM X #47fF Classic Load Balancer {i1¥725# &} HTTPS 5 TLS &K1t

« RI7E Security Hub CSPM 3 #47:[ Application Load Balancer & N fFFrE HTTP EREE G 3
HTTPS

TR E A R 2 22


https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/kms/latest/developerguide/determining-access.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-listener-config.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-listeners.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/ensure-aws-load-balancers-use-secure-listener-protocols-https-ssl-tls.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-tls-https-listeners-only.html
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-3
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aspects-of-aws-incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aspects-of-aws-incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-and-test-incident-response-plan.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_identify_personnel.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/what-to-create-playbooks-for.html
https://github.com/aws-samples/aws-incident-response-playbooks
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_playbooks.html
https://aws.amazon.com/blogs/security/how-to-remediate-amazon-inspector-security-findings-automatically/
https://aws.amazon.com/blogs/security/how-get-started-security-response-automation-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cloudwatch-events.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-automating-responses.html
https://docs.aws.amazon.com/managedservices/?id=docs_gateway
https://docs.aws.amazon.com/managedservices/?id=docs_gateway
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/understand-aws-response-teams-and-support.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://aws.amazon.com/premiumsupport/plans/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-aws-managed-services-outcomes/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_prepare_forensic.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
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https://aws.amazon.com/architecture/well-architected/#AWS_Well-Architected_and_the_Six_Pillars
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/security-controls-by-caf-capability.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/identity-and-access-controls.html#root-user-mfa
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/identity-and-access-controls.html#root-user-mfa
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