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Data governance processes

implementation:

Classification, standardization, sharing policies

data ownership, data sharing
Measurement and visibility of business

Data lake technical capabilities outcomes

implementation:
Data quality, data lineage, data masking and

anonymization, centralized data catalog, data enrichment

L i
Improve 360 customer view

> Automate AlI/ML models at scale Business actions

Better customer experience through personalization
Data foundation capability

implementation:
Application streaming

Scale near real-time
actions capability

Faster/better credit analyses
- Increased conversion rates, recommendation models
Real-time identity verification

Fraud detection and prevention
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(enablement)

BENERTRIUFSRRAMLEFNZIFED, ENBREELFEXTEENIIEE,

ANTERABERLER , ERZERKXERIFEERULSIHRIERA. BREINES/) T A HEXH
ggj]ji@ ‘,Eﬁulﬁ]o

HENEFEE-AELANE—RETAEREKRIINIIE, IRIATLABRBEIEEES R -2 6
HRA , ZEARERBE> M. R, BEIRE, &8, 22, LS NRENZEKBRE.

s LR

EFRFIERESRE  FREAREGSENIS , ARFELTREE (JAE ) LSHIHTLSHE
H, SEBESRELER , BRI RAMEXFMLEHARN BAMENEARAGNEABERY, 5&
MEARERSERIRHBIERE, ER-TEIMNMRENBEREAENTAG, BEEERAEHR &
MEARERNEZERE, 22H, BFEEEMERK,

ICEE2 S 13



AWS FEMES Ol BAE R AWS

AWSI IR EE

AR B HERMME LSS BHFERBERAWS, X —MEEER WIEBEAWSKH, EEXEM
Hitigm (S0 “BR 82 ). BER , TRRH TSR, CSHAT a NEEAKED LBIAHK
RBRBAWSHEE T RELEPTRESNASHRS

AWS modern data architecture

Amazon OpenSearch Service
Search and observability

[l g
AWS Glue °v° E S Amazon Kinesis
Dataintegration, ETL, and catalog | (@) Real-time analytics
Amazon Redshift ==
Data warehousing E
/ Amazon 53
Storage

AWS Al services N
Specialized and core Al services

VS| Amazon MSK
22l Real-time analytics Apache Kafka
Amazon SageMaker
AWS Data Machine learning
Exchange .
Amazon EMR /y" Amazon QuickSight
Big data processing Visualization
Amazon Athena . | {7.... AWS Lake Formation
Interactive analytics . <> - AN Data lake setup management and governance
b
>3 AWS DataZone - e —
E—% Data governance, share, search, and discover

analytics

Amazon CloudWatch AmazonMacie a\ws audit Manager AWS KMS AWS Secrets Amazon Managed 1AM
Monitoring Sensitive data Audit Data encryption Manager Grafana Identity and access
Authentication Operational management
visualization

ZERMNERAHZHURBERBENEREN | BEIE T IRE:

1. ERER, 2FXRBATT BRNERE  BESMBEEENEREBEERERENRAREE
B

W S fa] 2RSS (L5 S3)R—MEMERMARMBER. Y B, BETAME. KREEMMELE
HY 3 R A7 AR S5

2. REZBHMN, NAKERLAN , B NZREKERY  BRATI , AREBHENMK.

EUAFFANABERAL, REPNEAMEH AT, EAUEAAWS Key Management
Service ( AWS KMS) , AWS ldentity and Access Management ( IAM ) , AWS Secrets
Manager , AWS Audit Manager , AR I ¥ Macieo



https://aws.amazon.com/big-data/datalakes-and-analytics/modern-data-architecture
https://aws.amazon.com/big-data/datalakes-and-analytics/modern-data-architecture
https://aws.amazon.com/s3/
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://aws.amazon.com/iam/
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/audit-manager
https://aws.amazon.com/macie/

AWS FEMES Ol BAE R AWS

3.

EREATHRECERENMAT. REREHKELRALSTDIE  UEAF TURIAEA
BRI

AWS Lake Formation# B R EBHBEHEBN LN AANREZEHE, A, BETLE LSIEHE—H
¥R B FZAWS Glue AR EABEWFECRIT Di#DataZone ( TR ) FEHN A TREB KR BIFTENE
o

CIEBRNEBN TAEREEBNRS, SRA4 , BERIDEN. ¥ B, BIRER. E1TRS

FEN TR, B, EEMBIL.

PRy LA Z B s HEEEH | I 55 EMR , AWS Glue , I & #OpenSearchiRss |, 1 &

Kinesis , 1 5i# Redshi , Apache Kafka Il S EEERE (L 5# MSK) , AR 5
QuickSight R EEIRIES . Bl , BRI LEA Kinesis 3 Amazon MSK 3 {T3ER RN & , £
I S EMR #THIBELERAWS Glue , EA T H X8 FOpenSearchfEA Athena MRS, I
&l , FHT D% Redshift HITHIELE,

. ERATER (A) MHHEZET (ML),

FEAIBE U T AR EAATEREAWSA T E RS ARERHERF S L D% SageMaker,

 REABERFEEESZAXNITEFRSALTHHR,

RUEBEZRR, TEAMRNRETIREMN -2 , BRATSERL ¥ DataZone ( K
) , AWS Lake Formation , BAR L B #QuickSighttE N BIEHR T E,

MR BRIREH BRI AR GRS R

YRUE] LA A &% OpenSearch RS AR LI & #h QuickSightfE AL F 4 RIEFRAMNRE R |, HIE

IEEVRIR .

BARTERAPNREIRERE , ESRTNSERWEAWSEL PO EAYE R BRI X £ E RN
R#ESEZ  ARFEEECHTER, MENREXNERITEE L.



https://aws.amazon.com/lake-formation/
https://aws.amazon.com/glue/
https://aws.amazon.com/datazone/
https://aws.amazon.com/athena/
https://aws.amazon.com/emr/
https://aws.amazon.com/glue/
https://aws.amazon.com/what-is/opensearch/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/redshift/
https://aws.amazon.com/msk/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/machine-learning/ai-services/
https://aws.amazon.com/sagemaker
https://aws.amazon.com/datazone/
https://aws.amazon.com/lake-formation/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/what-is/opensearch/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/architecture/

AWS FEMES Ol BAE R AWS

BR
AWS A T iz

« AWSH T#IE

o BIEMAHBERBEIGBIESEEE (AWSTEL ARV E |, 9557 )

- EAEZENLFSAWSTABIEER ( AWSre: Invent 2022 , #L4il )
- FREFERABIERBAWS (AWSES), #157)

AWSZRHTEEHIAES

. BESATEL
. MEBFIEL

AWS RS

« AWSATE5ERS

* Amazon Athena

+ AWS Audit Manager

+ AWS Data Exchangee

* Amazon DataZone

* Amazon EMR

+ AWS Glue

I\

+ AWS Key Management Service (AWS KMS)

* Amazon Kinesis

« AWS Lake Formation

* Amazon Macie
* Amazon MSK
+ 5 OpenSearchfR S

* Amazon QuickSight
* Amazon Redshift



https://aws.amazon.com/data/
https://www.youtube.com/watch?v=OhTgtThbtcU
https://www.youtube.com/watch?v=zA3s4ZM6CWo
https://www.youtube.com/watch?v=wwLs4gyxEDg&t=531s
https://docs.aws.amazon.com/wellarchitected/latest/analytics-lens/analytics-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/machine-learning-lens/machine-learning-lens.html
https://aws.amazon.com/machine-learning/ai-services/
https://aws.amazon.com/athena/
https://aws.amazon.com/audit-manager/
https://aws.amazon.com/data-exchange/
https://aws.amazon.com/datazone/
https://aws.amazon.com/emr/
https://aws.amazon.com/glue/
https://aws.amazon.com/iam/
https://aws.amazon.com/kms/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/lake-formation/
https://aws.amazon.com/macie/
https://aws.amazon.com/msk/
https://aws.amazon.com/what-is/opensearch
https://aws.amazon.com/quicksight/
https://aws.amazon.com/redshift/

AWS FEMES Ol BAE R AWS

* Amazon S3

* Amazon SageMaker

* AWS Secrets Manager



https://aws.amazon.com/s3/
https://aws.amazon.com/sagemaker/
https://aws.amazon.com/secrets-manager

AWS FSEHES Ol BAE R AWS

MR R IE R

TRERT AEENERER, MREBWIERRKERNVBEHN , TEUTHERSS X,

& 1% B8R S:t
#X bR — 2023 6 A 15 H



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-aws-data/strategy-aws-data.rss

AWS FSEHES £ ol BIRE SRR AWS

AWS Fe g SRR

T2 AWS SUEESRHENEE, FRNEXPNERARNE, ®BEERAR , BEARERRE
Y fR M I i Bk

7R

FRARFIBI TN 7 RENTBER, XLEFREE Gartner T 2011 £WEMN 5 R AEH |

BIEUATHE :

- BEN/ENEN - RO FNASREDGERRESHEE, HENAY BYE , LEBRNAERHBXR
HEN, XBESRIBERERENBIEE. 76 FENAKH Oracle HEFEITBIHE
Amazon Aurora PostgreSQL KIS

- YA - FNABRFERE =Y  HHIT—ERENRIL , RARIEE. =6 EHREN
7K Oracle BIEFEEIBEEA T Oracle ML Tk REIEEE RS (Amazon RDS) AWS Cloud,

- EXMWX - BRIEMTR  BERMNESITFAIHM SaaS B, 7"l . FENBFEFXRER
(CRM) R4:1x % % Salesforce.com,

- FEN (( EETR ) - SNARFIBI=D , EERHTENEXETRARI6E. =6 : &
R EC2 24l L3 &M A tth Oracle ¥iEEE B E Oracle AWS Cloud,

- EFEMN (ELUHSEERAERETE )  FEMBREIBI =Y , TEMEHELH, EENHRE
FSENMEHRE, BALNRSENEBFEEETBEE —FENERS. =6 : HMicrosoft
Hyper-VRI AR FiE#% E AWS,

- RE (B ) - FRAEFREEFRIES, HP Aol EEHTEAEMNNARER , #8
BHEEFIERRRLE , UREFERENEZNARRF , BB eilEE®L LHER,

- FA - FRSBBRRMERFABEENRAER.

A

ABAC

BESRETEMENH RS,
HRIRSS

SNIEERS.

\

i




AWS FSEHES £ ol BIRE SRR AWS

4

SRETH, B RBEM. WAM.
FF-EHEH

—MBREEIBLE , EXNGEF , REEENBERBEERFRS (BIEARNCMEH TEH
RNEHRE) , I BEFESEIBHALERBEZNAERFNES . IMAESNME, T
RER  MAFE-AMEE, SEI-HIHIBHEL , CERE , BEREESH T,

E3)- W ER
—ﬁi&ﬁﬁﬁ@)‘i}iﬁ EXMAEF , REEENMBERBEERERS  BERBEES T B HK
EEERT RBEELEXRBEENARFNES. BMBEEEEIBHETEZIEMES
?Rn@?&

— SQL EH , EN—ATHTREHTEZANENREE, REEHE THZIESUMFMAX,
Al

W

> A T &8
AlOps

SR AT EERE,

ER1L
KAMBRBBEEPMAGCENTRE, ERLAUBBRIPNMIABRL. ERBLBERBERAN DAL
o

A&
—MATHRREHANFABENERBRAR , MEXRKEES , KBERSRESER., THHF
MERFTRBN

Ri T2 PRl

—ReFE  ATERAZYHENNARR , UBPRFREZZIEZHHNES,
MRAEFAS
BRALAEANSMINARFNFAGENES , SENENEF ZNARFHRAREL S50

H, IEERERTRESRXUNTMEENRE , BB TRAIFTERTER., RACMEILWEA
BFABEELER.



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-portfolio-discovery/welcome.html

AWS FSEHES £ ol BIRE SRR AWS

ATEEE (Al)

TEHMNZFEBN TERTERARRITEE S ARMEXRBINATIGE , flmE>, #REZEMIR5
B, BXESZER , FSAMTLEATER?

ATERIZEE (AlOps )

EANBRFEIBRRBRZZFRZR, BLOEEFHMANTRURRESRSRENTRE, BXN[E
AWS EBREEHEM AlOps NEZEE , FHHEEERER,

SEXSRR 0

=3
S
AV}

—MNEEE , FA-NER , —T2QHARTNE , M RHRATER, EUURELS
TRTEZ , BXNAAR TR N Z =R,

RFE, —B%., REM. HX1% (ACID)
—ERHEY , IEEHIER, BRUEFEMEENERT , LR RIUEHEENBIEE RN
BRIEATEM,

ETEMMNIARXREZES ( ABAC)
REAFEMY (W], TELAEHNHAKRER ) IRBAHRNRNME. BEXESZELE , B5H
AWS Identity and Access Management (I AM) X & AWSHE) AB AC,

R EEIR

FREBHREREANVLE  WANRFKARENERR. SUCHHREMNBSIERE S 2 E iy
B, SMELETE RS SN BEREITERL, mEBIHRBL.

ATHX

R —NRENE AWS XiF |, AR EMTAXEHENEE , HEE— XS e A XE4H
RAAS, (REEIR B9 M 4%

AWS =X FHHESE (AWS CAF)

ZERIEESHHMREREK AWS |, THBAAHESREARNITY , ARDIEBI =K.
AWS CAFRESDAANNERTE , HFAMA : LF, AR, BE. ¥4, T2WEE, LF.
ARTAEAEMNETUSRENRE ; ¥4, ReNZE/EMNETRARKENRE. Hlm, A
RAEHNHNRATANRR (HR) ., AREREREMAREENFNBZERE. NXNMNBERE ,
AWS CAF N AR KR, BINABRETES , UEBHALNWRIRACMTESE. BRXESE
B , 2 H AWS CAF M5 AWS CAF HEH,

A 21


https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS HSEHIES £ EBIEBIERE AWS
AWS TERERKIELR (AWS WQF)
— P EBEEIBR MR, HETBRRBANRAIEGENITE, AWS WQF 257 AWS

Schema Conversion Tool (AWS SCT) #, EARSMBFEELEMMRBNR. NARFRE, &
PR RFMEREASE , HIRMITNHRE

B

TR A

SRR A AR B F SR ERHE A
BCP

0l SEEM T,
AnE

—BRREIRERITANTENSE —RERNE. LA LEH Amazon Detective BT HBRK & X
MH B FRZE, AL AP FAMKLUNEE. BXEZEER , 55 # Detective XEPWITHE
P BIE.

REFRE

—NEEMBRESERETNRE, ZESLETINF,

% s
— RPN HIER (WANATREMERI 2 — ) WERE, fli , & ML BB TTeEEETN Nz 8
THR R B NBIRERE 2 HBEXN=mRPERAE 22X W EE

bloom §&i% s 4

—REEN, NESANEIESN , ATURTERENESHRA,
p AT SE

—MEFBRE , SRR MU EXEEARENAR, £ NHRRPSTHEHNAREFRE
(BE8) , EE - IMHREPESTHHNARFRE (£8 ) . ERBAIBPEELHREPVERT
PRI ER

B3 EF

— MBI EERMNEITAENESHEMAREIREINRGRRAERF. BEVSRARERIAR
Y, BlINEEEN EREEEMNMERER, Hib— LR NEENRANIRAEERFNHAREA
LAYENHEERGE.



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS MBS 1 L OISR EHE AWS

BFME
BEERGHRREAZES (HMAVSEABMKRIVEABRER ) BHANSANE, EFFNERRE
BT BV AREE M OB,

X
RIEBEHEEN—NEEXE, EE#EFUENE—IMNDIREDT . BUUNINED X CIEH D
Y REEFDIPRFARDEREELE IR AHEDEMSEN D XBENRNIIEED X, HIhEET
EMmE | MUEsZEHE TS, BXESZELE , FSRX T2 X ( GitHub X4 ) .

RN IKEEE
ERKBEALT , BIHENRE , BF AWS IkF/ aJLURR G REBNBEEEHRNENNE. §
XEZELR |, iB5SH Well -Architected I8F I “SSHERBEIRIERF 1R AWS 25,

PR it SR A&
BIRERPIEEMIEE, ENRALMEAGHERN | AEERS YT REMER B HENES
KIRITHEE, MREEETBNEEMIZRE , WA R RN RBRES,

ENXERE

ER BN RENNE X,
TS

DA MAIENE (Bl HE. BLBSREN ) . KBS BT SORE A Sl 5 A8 H IR

H. BXESEL  BHHE AWS LEFBELARS B EBTNESLS R FTEEERS,
I £ E LRI ( BCP )

—TtR , EENNAMETIBEHRAMMEANZENEBERRE , AELLEBREREZE,

C

CAF

S IAWS =X FHEZLE,
BUEIE

MERALRFEEMAHEEMRR, HEREEON , (RUTLEBIRAH 2 IBER LR,
CCoE

%QELZ_KEHEF/L\O



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS FSEHES £ ol BIRE SRR AWS

CDC

SN EHFEHR,
BEiEHIK (CDC)

BRERBIEXRR (WHEER ) NEIHLEREXREXN THIENTE. BAL0F CDC AT/ E
B, I FEITREF ERREFNERUAREZER Y,

Py ]
WES| AMEREIAEEHRN RGN, EALAEER AWS Fault Injection Service (AWS
FIS) RHITER , XRH AWS T ESF M I E 0 H T4 Em R,

Cl/CD

EEREERANFERN.

5%
—HADFLRTNGSLRR, HXABH ML ELTUBHE. BREBLEETR, fig,
—MERTRBRE RGP REOAE,

B

BB AWS RS IREIRIEZ 8T | SIBUE AR 1 0,
Z&E#EL ( CCoE )

—NZEREN , ARHEHBNMMANSRALHE , BT RoHESREK, @AHR. SETBR
Bk, FSEATRARERE, BXESZEE , 550 AWS Cloud S BEEE L/ CCoE 1

BITHERSR , —mATHE, TE2NLL—IRSIZHRRNEERE, BXEZER , HEAY
BENTEEEE,

=XRABER

ALTBEUTH EREEE LI 1B AWS Cloud :
« WE - HTHSRIENFEIBEN , FR-EERMEXHTE
- Bt - #TEMBREUT AZRAR (filw, sIEERXX, EX CCoE, BUEEHER )

C 24


https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS B S 7 L SIR B AWS
- % - IBENNAERF
« B¥ - Rt mMRS , TPl

Stephen Orban?t AWS Cloud 2l SIS ENEENE (ZMLEZMMEAME) PEX TIiXLR/H
B, BXEllE AWS IBRBHXRNER , BZHAIBEREHE.
CMDB

SUEEEERRIEE,
(\EZEER " Jcd
BERAZEFESEFENERNRCEMEMES (03X, ROIFMEE ) IvE, EANSERE

‘B GitHub 8 AWS CodeCommit, BMMRARRBEHRN — N2 2. EHRBSEHET , BNMFM
FEEETAT—1N28E. B4 Cl/ICD EEAUERZMFM#E

T
—MH, EETERROS TN TEXMENEHXEE, XAPWMME | B BIEER LA
MNEAEREEEE | XHMES X EEEmEE,

Ee
BOBAGMIE  DBEEFH SRR, SHRXNEN  BETUSSIBESH, HXERERS
B AR B A B A T4 2 2 B AT BURB A AR AR

HEHMIEL (CV)

ATERESE , FRAVNSZEI RS TNERBFZEENIMERAREXNPNES. Fl0, AWS
Panorama 2 CV R MBI AR bR EN M EZH1EE , ™ Amazon I3 CV SageMaker 24 E B4k
BEZL,

BERZ
NFIERE , BEESNTHRSLZLETL. XTELSBIEABESTEN , MEBE 24
N, TRHEN.

FEEEHIERE (CMDB )

—ME@EE  ATEFERNEEAXBEEFERE ITHENEE , SRE4ANRHAAGRERE. £8
FEIBNFmEASRIANMD M ERERARE CMDB &R,

aana
— R %I AWS Config BN M , BAILUCRX LRV M KERE , LEEXEAEMNZ M4

BE, BULUER YAML #iF — B 2EN ENKEEEE AWS IKF- IXEHBENARS, &
XEZER , B3 H AWS Config X Hy — M S,



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html

AWS FSEHES £ ol BIRE SRR AWS

R ERMIFER (CI/CD)

B MITRAER M ISRARAD, BE, Nid, EFENEFMERNERE. CI/ICD BEHKERANE
B, CI/ICD AJLARBEXIREANL, RETHERR, AERBREAMRINEE. BXES
E8 , BEREEXTNILE. CD UAURTEENE, AXRESER  FEAREXNERS

L& EE I B | Bl anfE 6 RV BUE.
BEMEHPHEFEHREENBBERNEH#T RN 2ENTE, eREMNEZEZEXNREE RN
XBARED , BRI UABBEEENBFENEYRP ARG RS, BIEDEE Well-Architecte
AWS d Framework R Z £ XN —NMNAKE D . EXFAEFE , BSRBIEDE,

BIEER

EFRESHARIIGHSEFIERENBEZANEENLNER , RERARERNBHEBHERENE
t. BIEEBARRENFRZIREMNNEARE, HHENLFE,
& 5 P B

EMEREDBIINHLE , SINERNSERR BB WHE.
HHERE

—MREWER  TRES AN, EPOMENBERERAREPFXEENLGE,
HEHEDI

U EFH AR B EHIFEN RN, £ ITHIER /ML AWS Cloud AT AR RBRRER, MRAH
2 AR BT,

AWS SRERRN — AT R ERE , TRBRERRABUES O L FERE MMM L TER
Ro AREZEE  BERELWERELR, AWS



https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS FSEHES £ ol BIRE SRR AWS

BT E

RRGEHBHERGRN ML ER S THRTAEN, TERIETEEWENBRELSIHT , HALER
R, T—HHEENE,

B HIR
EBENEBNEGARREERENAENTRE | fIHBENAER. ERANEE,
BEES
EEWEMGEEBENN A
BECE
—MXEFELER (SMoN ) WRIEEERS. HECEFEREESRENEHE BEATEN
Moo
HiEFEENES (DDL)

ERRET R EURNN REBWETRES,
WIEERAEES (DML )

EBEEFERER (BEA. ERABE ) EERNEARB T
DDL

SNBFEEFEELES.

RERE

AESNREFIRBEHRTIN, EIERRERMSRREGEABVTNHEETN PN TBE
28

RET
— M ML FERERAZE A THELMERIRZ M ABRENRNB B irEE 2 B HRS,
defense-in-depth
—MEEZEFE , EdRBRE , BEEMIENME P O RNE—RIZ LN FIFEHERE |
DRFMNEREPHEONZE, TEEMTAM, SRRAXMREE AWS , fRETE AWS

Organizations &M T EEERNMZSME4REBEHRIPRIR, Hla0 , —F defense-in-depth 5 3E 1]
LEESZRESHRIE, MEDERMMNE,




AWS FSEHES £ ol BIRE SRR AWS

EREER

f£# AWS Organizations , FREM RS T LUEM AWS 5 5 ik /- 5k & 2 4H Q19 ik -~ H B 2 1Z R
SHNR. KIKFEMANZBSHEREER. BXRELZEENRBRSIEK , FSH AWS
Organizations 3 #H £/ AWS Organizations# fR55 .

E

ENAER. MUERABEEEEIMAEPTANTRE, BESRERBEFXRAER , ARE
N REFHE R EENEITERRBE,
FFRHER

BRI,

TR
—RRLmE | EEARERRTRN, TREENKHER. XLERHRE T ERE | RS
BHSNATSERHNE LB, BXESEL  WEHAE AWS LR 224/ H iU iz
#l.

R MHEFRBE (DVSM)

FI TR B B AETF 5 A o SR e (0 R R 7= 4 TR 0 0 IR 4 S B AR S RO T
. DVSM & 7 BN A £ - KRB R I NMERBSRR, REROHERIET LR ol
RSB HHEFR BN SBADA.

e
ESHARENELEN , MBRY. T, TUREHREFE, BITELRTUELER, EE
W BRI = (R AL

SER
EERRMH | —HEIE , HPESERRRERNENRERY. 4EREEENEYAT
BETNENTFYANERAT, XEREELATEWAR, HEsREmE,

R
i TERSNRAER T EHECERALLS BR0SHE, XEB4THEAARE, RN
ERANBENER , ANEENEBERNBEH AR,

RHEE (DR)

15 PSR & A BRE thf 2 SR IE R E L B BB E AN KRB ARE, BXESER , 5N
Well-Architected Fr ame AWS work /Y “T/ERAZF NHEMRE : =ik AWS RE",



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html

AWS FEMES Ol BAE R AWS

DML

SNBEEFEREES.
SR B R IT

— A REXBRBERENF E , B FHAMGCEREDSMNAGPTIRS BT BT & B B Sus S ool
% B¥r. Eric Evans EHEZEESEHEANR1IT M4 OEFRMR X ZE ( Boston: Addison-Wesley
Professional, 2003 ) M4 TiX—8l2. BXUAFIFIESN 1T 5 strangler fig X E S FERHI
ER , B RF AR Amazon API Gateway ZEF FREE K Microsoft ASP.NET ( ASMX ) Web
RS IR,

DR

SNIERE

ZBRN
BIESEERENRE. Hlf0 , £aLLEH AWS CloudFormation RN ARG FEFRFHRE |, A
LUfEF AWS Control Tower 3R#& & X A AT gE S0 M B ESR S ERN b,

DVSM

ST ZNERRE

E

EDA

SRR EBIRD o
BEITE

BEATREMT loT MEDENEERENITEED. SSUHEMRL , DEHETURLBEE
S 3 4R 2 W IR o

e
— RO A2 TR M0 S ST A SR R 0 B TR
a4

MMBEEERNENVNNEZEFRFE, ZANKEATREMAE , MASNBAFRIT AT M
SFUJE.HE_O



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS FSEHES £ ol BIRE SRR AWS

=19 s e

FRETEIRAEFNERIIT. REFRETERESERET. MNeFREAAFRKRERRT
jﬁo

it

AN

SRS i R o

U AR SS

—MALEEURER (VPC ) HREE , SHUAFRENRS. S UEREAM AWS K 5
AWS Identity and Access Management (IAM) ZHE A SI2 L unT RBRS , AWS PrivateLink 3@ H
BFNR, XEKFSHEATES EED VPC ik S RARHEZEDENIE SRS, BXESZE
£ , 2% Amazon Virtual Private Cloud ( Amazon VPC ) X #4/ iy 622 ix = RS o

A FRAM K (ERP)

— M ECHERS L BILSRE (HWLIT, MES MITEERE ) WRE,

(EEpiks
RS —IMNBEZANNBZPARHRTNEBENITRE, BXEZER |, S AWS Key Management
Service (AWS KMS) X EEE N5,

environment

EEBITHNABRFNXSG, UATRESITERERARERE

« FRBE — EEETHNRAEFNXS , REARErNARFNROBAMNTEER. TRHE
BRATNRER , ARBRERAR LEHE, XRHEAERHAN TR,

- TERE — NABFNABFRHE , LA THEZNNHARER,

« EFRE — RLAFANGRNEESTHNARZEFIES, &£ CI/CD BEH , £~ HERK
A= ERBHIE,

« LRWR — BROITT KA AP AT B RINFIE TR, XA aFEEFHR, MEFK
B PRI,

x|

epic

EBEFEFF , B THRITEMEEMLLRNIIEERS. epics Bt THERMIEESHE
R, Hlm, AWS CAF 222 R IRESHMFREE, MRES, EMiRERS, BERFM
EHIRL, BX AWS IBEKEET epics WEZFER , HSHITRIEEIER,

ERP

S BRI



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS FSEHES £ ol BIRE SRR AWS

RERMEBAIEDH (EDA)

DMBREEATHATERENTRE, QRESUCEHEE  AHRTOSEE , UxIWEX, ©IUF
EARERERER. EDA B iHECES T HIEN I BBIE TR BARIT,

EXX
EFXREPHPOR, EFFEAXULSZENERRIE. B
BN HEERNRNI,

RMERR
—MEAMEMEEN ARBETREREFHNES, XEHESENXREED.

HIEREL SR
£H AWS Cloud , BT AX AWS XiF, #2H FEIBEFEKNLR , SRS THRENE
AEMTREIFEABRNENE, AXESFEE , BSHAWS BEREDL R,

WRED X

Jik
4t
B
St
)
p
3
3
o
&
=
a
ﬁj
I
it

W

Z mﬁj\io
HHIE

BRARBFITTNA M AR, fln , EFHERED | BEESEHMNESEZHRNE S,
BIEEM
BENTFEEFUNEEYE, XEERTIARESH , TLES EHEARFTITE , Hli0 Shapley
IEBER (SHAP ) MO BE, AXEZELR , BSAVSEFIERNITHEREME . AWS,
IhREHE i
A MLREBEMAEE  SEEFEMREEERE. FTEEINENIBEFZERHENZAEE,
XS ML BREEMNKIERIRZE, a0 |, R E/2021-05-27 00:15:37” B9 & 720217, “H
B, “28°M“15” , N A2 SERREBIERK 2 <MW EEZE I BAER,
FGAC

BS B2,
EURIB 24 (FGAC)

ERZ MR R BIEL T EE R,



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS FSEHES £ ol BIRE SRR AWS

RIATR

—MEBEEIBL L, CEAEENBIESS  BYE B ERIRER ATERER A E RERHE
MAREADM BN TG E. BIR2REIEEREERE,

G
5 72 45

BES iR o
HhIEPR | ( #bIEEPELE )

1£ Amazon # CloudFront , —fPRIL S EER/M XA BRI NE D ZRVE, SR LAER AT
PIRWMPALFIRKIEECHANCELENER/MBX, BXEZEE , S CloudFront XREHH
BREINAHHIE D 1,

GitFlow T{E#R2

—MEE, EXMEER , TENLEHRRERRBEREREATRERND X, Gitflow THERER
IWARESH , METETH ITFERERRKNERS &,
Exp

EHAEPRODBEMIRE. ENRERURA LIRS , BULLERAFRER , MAZX
MEEMIRME (BHNELE ) REENRS, IREEET RIAEMIRME , W LURFR b R A& A
EHRERS

B i #l%l

—HERAN , BTEALEN (OVU) EERR. RIS, TR HLH SMITREE N
BRESEAMENE. ENREARSEGREN IAM R FKIA, UN BT AL H 25N

REEAMSAERE , HERBERUH#TEE, ©SMBEIEA AWS Config, . Amazon, AWS
Security Hub GuardDuty AWS Trusted Advisor, Amazon Inspector #fl1BE X AWS Lambda % ZE
R,

HA

NG
=
i}
|
B
F



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS FSEHES £ ol BIRE SRR AWS

FHBEETIR

HRBFEEFETBEERATRERIEFSIZEN BIRBIERE (512, M Oracle 2| Amazon
Aurora ) . FHITBEEREMRYW TN —H0 , MEBREWTER - HEXNES. AWS
7 AWS SCT R#BhSRI R KR,

= A% (HA)
EBRRER NN , TEARTETMAIELZTHEED. HA RGEEEBHITHERE.
BFERH B , HUKPDH A ETRE A MNBE,

s BREEMNRA
—MATFEMEELEAR (OT) REIRICMARUEFFEFHELFERNSGE. HEHREEE—*
BTWENFEM I PSHRREBEBHBIERE.

ERBEEIR
FEHEETBIHXZR —BIEESIZHN ERKRERE (Hlan , M Microsoft SQL Server T8 F|
Amazon RDS for SQL Server ) » B EBRBERERENIERFEEITEN 2. EAUFEH
AYBREESAREFRIBEM,

ZERRNHSE , AN ERERIIANRCRE. SERERRFTESHRFEENFMHEEIS
RER PR E R IE AL

EXNERF
HXEFRERRBRENEZBE, BTHREEY  SHEFEERHEHRERN DevOps K TIE
MEZARITH

hypercare & Hj

Bl s , TBAREAEEMEZEFEBHNAREFUERMEM BN AR, B , XN
Hi$F4E 1-4 Ro 7 hypercare MG RE , IBAREESHNRARFNIEEBREEERR.

laC

S ER R EN XD,
ETHOHRE

MINE — N HBZA IAM ZIRAR KR , AT E L AM17E AWS Cloud FREFR IR,



https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS FSEHES Ol BAE R AWS

ERNAERF

90 RA¥1Y CPU MINTFERARAE 5% T 20% 2HNNARERF, EEIBHEF K BEREFRAXL
MRAEFSREREEARE,

lloT

S0 Tl YIER A .
TR AV AR
—MAEF THEAURDEFNEMEN , MAREH., BHREXNEEMBHNRE, THEEM

ZERIARR EH A EMBENE—, 05, FAfll, BXEZELR | FSH Well-Architected
Framework RHIERA T I T EiH 228 AWS SEHKESLE,

A¥ (A0 )VPC

£ AWS ZIKFREMP | —fES, REMRHEKENARFABHIMEIERZN VPC, AWS 2
SERWBWERAAY, HENLE VPC REMEZIKS , RIFNRAEF ST ZH BB M 2 E KX
mHEE0,

BETH
—MEERE  EXTRED  EALENARF D RN RTER  MAR - B,

o, BHRAARIFILANMRESIALEIRIFTRE. EBIN—VEEE , EAUES IR HM
WBRSHAFT , ETEFEABRERLS, IMERBEET AAEIBHRIRE,

Tl 4.0
ZAREBEHZSH-HEM ( Klaus Schwab ) F2016E#H |, MW RENERE, SMHIE. 8301k,
DMAMALER/ANBEINHSRIAHEREANRL,

i’ ke

BARFAERIENFERBRMNE>,

ERAE AR ( 1aC )
BY-—4AREENHMBENEENARFEMIRENTRE, aC EEKBEEREEEM R, XN
TR AELCHIRET R , FMMEERAES Y., RN —H.

Tl ¥BRM ( lloT )

AT L IUHERKMNEARBRNRE , SldEl, &R "E. BErfRE. £adZziKil, &
XESEE , FEEFET W YER (lloT ) AL EERR,



https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html

AWS FSEHES £ ol BIRE SRR AWS

K& VPC

£ AWS S REF , —FEFR VPC, ATEE VPC ( HRARTRE AWS XiF ) . HEERMFA
R EZBHMERERE, AWS Z£SELZMBWFERAAY, HLNKE VPC RBEMEIKS ,
R NARFE 2R EBRMNZ RN EED,

YIEBXM (10T )

AT ABRANG BERHERNEEYIENRARNIME |, XEEBIBFRGIERE T BRI A i
JE1|:| H%ﬁﬁf&u%*ﬂ%%ﬂﬁﬁho H*E%Lﬂ VSN iﬁ’?fﬂ'ﬂ'ﬁ% loT ?

R
RABRFSIEEN —MISE |, #R8 T AKTUEFERNTNNAERTERANEE. AXE

%1=.,u BZSRER AWS SIS FIER N A FEM,
loT

W

Z LYK M o
ITS8E (ITIL)

BT RS HEXEREF LS ERN—ERETE., TIL 2 ITSM HE R,
IT RS & (ITSM)

NALRRIT, KiE, EENXZE T RSHAXED. ARXFRESEES ITSM TEEHANER | i
FiZEERIERE.

ITIL

o
*

BHSE T EEE,
ITSM

BZHA T RFEE,

L
ETHRENRES (LBAC)

RHFEE (MAC) W—MKER X , EFABNAFNBEASGIE T Z2REE, AFRER
ENBIEREIRE RN RERE T A/ AR EIBLTHMS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

AWS FSEHES £ ol BIRE SRR AWS

2RKX

landing zone B — MNEMBEMZKS, AWS 35 |, EAMT BMHNZEM, XR—IMER , BB
HATTUNXEROMBER S NEM EHARPRESHNBBLEARFNNARF. BXERXX
NWESZEER , BSRNIEEZSHUT BNk, AWS i,

AAEITH

E® 300 AMEZRSFER
LBAC

SAETIEN T E2RE,
RIKNR

BFHITESHENRENBRNSERLRK, BXEZER , B3H IAM XHEHH N AZENR
BT

7R,
N R RS

A EBRBEERTPORE. BESATTINF.
TRFE

SNIHIE,

M
MEEEI (ML)

—MEREEARARETERNRGIMNEINATELE, ML EROKIE (SN (10T ) &K
) #ETIMANET , NERETEANKIHEE, EXESER , BSHAIEF,
5

X

Z mﬁio

R

\

53]
At

¢

ML/
JON S

EEREUENZEHBRLNERY. EERFTRIBATENRE, HEHBREEIRERER
RBEE. BERGNRASERE. B8R, RN, HRFARD, BIRRENEBRIZRSR,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS FSEHES Ol BAE R AWS

RERS

AWS [R5 © AWS ETEMRER., BERSNEE , EUNGRKR[URFENRLRHE, TS
#hfa] B 174 AR S5 (Amazon S3) Service 1 Amazon DynamoDB F 2 EERS M RHl, XERS
MAMRIRS.

| AT RS (MES)

—MRAERS , BTRER, B2, CRNEFHEERFREM SR BRmNES TR,

MAP
SHEBMET X,
ALl

— N EENIE , FEES , BAUGIETE  HITENRA K RAERELRLUHTIEE,
FR—FMEETHEPBRIEENBHNER, BEXREZER | BHSHE Well-Architect AWS ed
ERPHENG,

FX 53 Tk P
AWS Ik BRE THEAHRNEEK . 2 AFTEMK S AWS Organizations, — /NP — X REER —
MNELAKIR R o

MES

SN HERITRE,.
HEBAFIEN 42 5 (MQTT)

—ME T 25T RAERHNEER machine-to-machine (M2M) BEHYL |, BB T RIFEZ RV N
B

MRS

—MNEIR RS B BBE NS API #HTERE , BF BNV EARAR. flW, RERE
ARETDEMSE R SEESD (MHEEREH ) FE (WK, BRI ) KRS, HRSHEF
ReaFEwiE REY R, BTHE. TESCRANRBARERD. ARESER  FSHREA
AWS FARS5 28 AR5 SE A B AR S5 o

PR S5 SR

—MEAMVAGAHNENAREFNGE , SEAHHESINNABRFERENHRSET. XEMR
SHEABER AP BIHBAENHNEORITER. ZRMETHENHMRSHITUAERR. HFENYT
B, UBRNNARFHENRENER. AXESEER , BEHELXIHES. AWS



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html

AWS ABHES

IR IR ( MAP)

£ ol BIRE SRR AWS

AWS ZITRIRHZF A ZRE, BHNMRS , UHBHEQANIBIZRERSNESEERM , FAFH K
HEBREAAE, MAP T —MURENAXHTRZIBNIBLE , UR—ERTEIR
THMEERERZRNTE,

AMEER

FRBDRAEFEES REIBIZHINERE , B8 KPP UERNEEIBESNARER. &M
BEANEEMBERENRESERMNLERHI| , XHHER. TEMRBEAKNIBI] , BIE
HCRBER G ECITERABNER, X2 AWS T XHBHNE=MNER.

T

BEEALERA BT AL, BUENA AN TAEASES. TRI AREEEEEE. LEs
WIMAFAE, EBIRM, 7R DevOps ARRMHEWAR. 20% T 50% Bl R FARFE
SHTEYI FARCNESERAR, BXESEL  WSHSRBENEETB I 1
WREEB T .

E% TR

BRTERIBAMENNARFNRSHENES. SENIBEABFTEZE-—ETRANEIBAHE. 8
THENROSEBIRTFH, ZEAM AWS KK/
EBERX

—RUESNIBAES , FANETIBER, TREMURMEANIBNARZRFERS. =
Bl EA AWS BABRFIBRFZEFHEE R Amazon EC2 FNiE#R,
EBHSIEN ( MPA )

—MELIE , TRMESE  ATRIEEIRENULSZRS, AWS Cloud MPA 24 T iFMMWHE ST
M (RFSB|MERE, BN, TCO LR, IBHRADH ) UREIBITR ( MARFRES WHNHE
W, NARFSE. TBRERIFFBRAK ) o FTE AWS BRIF APN S1E B35 &
BEHAMPATE (ZEERXF),

EREZFRTN (MRA )

£ AWS CAF RA T BALANSRERS, BELENSBURFETH IR NERIEE
MEE. AREZER , FERIBEZERE. MRA  AWS TR RENE—B K.
TR KR

ATHIEARIBEINTGE AWS Clouds BXREZELR , RSRMEALKRPH 7R FEM A
ALACUMRAAETE

38


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html

AWS FSEHES Ol BAE R AWS

ML

BANEZT.
AL
LR (FENREK ) LARFREEMBEHEN S PEE. BENSETANRS | His
ERA, RENENRALIF., GXESEL  WSHPHHARFARILER, AWS Cloud
PR R I
—#FEER , AP TREAARARFNARCESHR  BERS. REAKHXR  AED
SRS ES KRE L XX ENARFHARRS. WEERRERENNER, FARAARIL
HRAENBAERBNELBURRREXNEENTHI Y, BXESEL  WAHHIHE
RARFHIRIESER AWS Cloud,
BRARE ($4)
EH BERERARBHENBSETHNARS. LANARFEIMRE. DRENLARS
DEEMBERAN , WATT BENMEMN, MEREEQSK FMRI0E 2 ELARFEODE R
THEMESR, BERRXERNE  TUEANBSEN. BXESEL  BSRLLED BN
B

MPA

S EBAH ST,
MQTT
FS 5 H S BA T EN AL i o
S
—MEB NS IR ERTN (AR MALER— ) WER, FlIn, ML ER TSR XA
FmEH, AEERFN? WUEFHEBMNBAALRFINTMm?”
A E AR

—MATFEFMNERMEETEAFEMERNNER, A TRS . TEEMTHN
| Well-Architect AWS ed Framework 2 i {7 7] 2 % e R J{ESS R,

O

OAC

FS IR E 2,



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS FSEHES £ ol BIRE SRR AWS

OAl

SIRGE B4,
OCM

—MIEBSE , EXHIED , RIFARSEIBEEREFELET. XMNTELSEREIEE ,
BERT/NEIFRRE TR,
Ol

—MEBFE , ERHEEP , RIFEABTEELNIEHIERRSE, EEBLES , EET
ERENNAREF T ARRIZIT,. IMFENFENNEANETRRE , BEATRBE™ THERE

OPC-UA

IR IERE-5 — 8,
M/)lb&ﬁﬂ: -5 — 3R (OPC-UA)

—f AT Il B311LM machine-to-machine ( M2M ) BE. OPC-UA #ETEHEENR, 5#
WIE ARG RO B R EMSR A,

BEERBN ( OLA )

—IY , AT IT EREEHIABEHERTWAE , UEFRSZSKFEHI (SLA) .
EEHBRRBRFE (ORR)

— R REREMBEXNRESKE , IHPEER, T, MHIEDE4ATENRENCE. &
XEZ{ER , 525 Well-Architecte AWS d Frame work FEiZE # &1 114 (ORR).

BRAEEAR (OT)

SYERERSEANEFTWEE, REMEMRENEGNRERS., £F&ELS , OT ME
BEAR(IT) REWERR T 4.0 BRENER.



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

AWS FSEHES £ ol BIRE SRR AWS

EEES (Ol)

ESHRAEEARCLOLR , SEREITY. BDLANER. GXELEL  FSHZERAE
.

A 40 BR BR
H AWS CloudTrail tb8IZR A IRERICRKALR AWS Ik RFFE AWFTEZE4 AWS Organizations.

ZRIREREEN AWS IKF” R EIEN , BTHLAN - , HRESNMNKFHED . BXEZE
B, FZ 5 CloudTrail 3£ 7 1y Jy LA A 6 2 R ER.

AATEEE (OCM)

—AMAR, XEAFSHAEEEEA, BERLSRBWIER, OCM BEIMRTERA. M
SRR B R B SCNAATE | HBERA N F RSB RT AR IDE. £ AWS TB%
B | ZEREHNARME RN EXATEEETENRE, XTLEL , #5H OCM i
.

KR F42E ( OAC)
¥ CloudFront , —MERRAVEDT , AT R&EIU5 R RS ER L D 2 &) £ 176 IR SS (Amazon S3)

AR, OAC =3I #EFrHE S3 1FMEME AWS XiF, FH AWS KMS (SSE-KMS) # 1T AR 255wt
# , LR S3 F s ASPUTHIDELETEHE K,

SR 1A E &4 (OAl)
£ CloudFront , —/NA FBR &5 R BR LRI &K Amazon S3 ABMIIEIR, YHEEER OAl B,
CloudFront £ 812 —/ Amazon S3 AIANE#TEMRRIENEZIEA. KT EHRRIENEZIEARRE

B3 45 E CloudFront D BLiFE) S3 FEEHNNAE. B1ESHE OAC , HAARMH T ERAMEEN
E s,

xE

SNEEHEBBRFTE,
oT

SNEERRK,

Hut (&H0 ) VPC

£ AWS ZIKFRMF , —HAENNAREF RGN MEIEEN VPC, AWS Z2S5ERWE
WEAAY, HENMKLE VPC REMEKS , RFNARFE ZHNERM BN EED,

) 41


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS FSEHES Ol BAE R AWS

P

R PRiL 5

B NE IAM E4&R IAM EEXE AT REAFSIAGAUAENEANR, AXRESER
S 1AM AR RID R .

MABHBEER (PN)
BEEEEHMHAXBESS BN TATAE#MNASHNER, Pl W RHISE®R. it
RRER.

PIl

BEENMNASHESR.
playbook

—EMENNSR , ATHREIBEXNIE , SINESPRAKIEETIEE, playbook A EAR
ABA, BMtETFMOER , AR BERARCHEFRENRERSRAOBE,

PLC

20 A w2 BIEHIER.
PLM

—AMNR, AREREIRR (ZAETHEANERE ). BEEFRKE (SAETHRNER ) R
E XA L FTE MK B & ANPR AWS Organizations ( S0 IR IEHIZKEE ) -

SEEFAML

BREHEHREAMEMGER | JRIERHMRSHBEFERR, MRENRS KA AR BE
FHER , ENARLKBESNIETH T E, NRUBRFEARESEFERNEERFHE , WA
UERBWSSIBARS , ARGEFNVERNTT Bt AXESEE , BSRENRS TRIUK
BEREAM,

AN

—AMRI, THNAENABRFASRKERUAYNIBNETRE. BAXESEE  BERHTEEIRE
18R,



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html

AWS FSEHES £ ol BIRE SRR AWS

57

BREtrueK W ERZHfalse , BEN T FWHEREGF,

1818 N #E
— M BEEERMEAEAR , IEAHBIFEERPHORIE, XD T HIANKRRZBIBEER ZMLE
HEIEE K HIES T &M,

5 BA 1 2

—MReRE  SEHLESARE, XERFIRE B , BB LERE R T E SR EH
BHER, BRESZER , B5HE AWS LR 26 P AT 1= Hl,

e
i AWS AT RERIBIE ARSI, HSREBRR IAM AENRAFRAR . AWS KPS
XEBEL  HHH AV XS ERBNESFHES,

feAkig it

—MRFENIRMCIERERRILNREIRES .
BERERX

AERERMR-—IMASR , HHESHNERRHALEFE Amazon Route 53 H{AEA — PS4
VPC R EANE R H 715 DNS Eifl, BXEZER , 55 W Route 53 XHEHWALEHEEXH
A,

EXELL ]
—MZ2RHEE, EEBLTEFEANER, XERGLERRERZANERITAE, MR

RESEHETIRE , UF2XH#TEE. AXESER , H5HE AWS Control Tower XX Ay 2
HESEERE , ASAELXBREIZF PRI E3IEH AWS,

FmEwEAREE (PLM)

ErEmBENMEGART , Ngit, FAMLET | BIRKMEF , BERENBER , NrmitTH
BEARENEE,

EVRZ N

BNFHE,
MRS EEHIE (PLC)

EHELF , —HEETE, ENMENITTEN , ATSRENSEHSIHESES N,



https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS FSEHES £ ol BIRE SRR AWS

BAE1L

ASNMNESERBESEFNARRTNER, RBICAUBBET AR, BRECBENEAR
AR

RWNATH ( KWATE )
—MEEHBRSARSBENEX , MRS BEMBABED, flm, FETHRSH MES

B, RS AR EAE R R B H A RARS AT LUT R E, REATUEFERRBRSHER
T AT AR SS

Q
BT
—RILE , flmES , ATiHE SQL XRBEEREHHEKIE.
B#ITRIER
HBEERFSLACERFEENSZETNTORBEERRRERETLZAN, XTRELBSKITH
B, AR, FERE, TR EERNBERESIZEFERN.
R
RACI 4B/
S0 “AEE. AR, B, AME (RACI) .
BR%M
—EEH4  EEMELENTENREIBIENHR , ESFTRN L,
RASCI 4ERE
20 “AFE. AR, i), JB (RACI) .
RCAC
BSRTHGE S,
R

ATREENHBEEFRAE, SWAHEAREIREREER , LUEBEREEN AR,

Q 44



AWS FSEHES £ ol BIRE SRR AWS

BRI

7R,
% 52 B 4% (RPO)
B — MR AR TR A RN BORE T ML — MR 2 B RSS2 1 T3 2 0 B
EL I
W R B 4% (RTO)

AR 35 mp b M) BR 35 MR 2 B) AT 432 32 A9 B KHESR o
XA

W 7R,
X i)
HIBXHAAN AWS FRES. §— AWS Kig SAERE | BT | BURHES. BEMA
Wi, BXESEL  WHWIEE AWS KI5 SIS T E AR K.
A

—MINBEN ML &R, i, ERRZXEETHNENRSZD 2 "HRIE ML RE A LUER LM
ERER  BREEENCEHEX (WEFER ) XTNEENHENE.

BHEE

N7R.
A

EHBIRT  EHEFREEENTH.
5T



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS FSEHES £ ol BIRE SRR AWS

R IR S e

N RAEFIRE RN PR RERRED, EPAXEMER , STHAMNIEREREILNERRE
&, AWS CloudBEXEZEE , S HAWS Cloud 314,

E T RIRAY RS

—Fh R INE B IRAVEREE | 630 AmazonS3 M. IR MNFEFH, WRRIBEE T A TFWLEHE
R, XENIREURNTHEENEMEMBEE,

TME. @R, FAMAE (RACI) %E/E
ENSEIRBEINCZENMESHFNAENETENERS, EEEHREERPELHNTESR
# A% (R), EE (A), Fifl (C) MAHE (1) X (S) KBEEWEM, MBREEXIF , MZEREF
A RASCI 5E/F |, iSRG EBEBRIES , MFRA RACI ERE,

W 37 14 428 )
—MREEH  SEEIXNTREHIURELZLELNBERARTEESE. AXESZERE , FSHE
AWS £ 3K e 22 4 422 1 o (9 Pl 57 14 22 61

RE

I A TR B R AR
1750524 (RCAC)

EREEXHRANPER, RTFH SQL REX. RCAC HITIRERMFIEIDHMK.
RPO

SN E = B #Ro

RTO
2 WLk E B8] B #F.

BITFEM
RITREESHMEN—EFFIHEFIEF. SINEERN THILEENHRESSHERENEFMIR
T8,



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html

AWS FSEHES £ ol BIRE SRR AWS

S

SAML 2.0

T2 B MRMHE (IdPs) FRANIT IR E. LRI RREE SRR (SSO), AtAFEEE IAM
PR EAFRIFTE ACIZER BN &% AWS Management Console S8 AWS API &4, %
ET SAML 2.0 HEXE S HRIENESEE |, FS6 IAM PR TET SAML 2.0 WEKE 546

SCADA

SNEEEHNBERE.
SCP

SRS 2 HIBR.

secret

£ AWS Secrets Manager , BUMBEXEFHENVNERLZIRER , SIUEBIAFLEILE. ©H
RRAEREABFELAR. ZRETUR-#GE ., ENFHREIASNFRE, EXEZEER , B3N
Secret s Manager R E T4 ? £ Secrets Manager X34,

24k
—RRERREEHPNG , T, RUKRERDTHERARL AN D, RLBHTES
RP - TR, GUW, WRXAMEDR,

4 A
RANREHE , FEEAEARENERE, XTRSENRAEESNRE, SHETRENRYS
R RBRERARE AT TR ENINEZERE,

Z2 EEMEHEE (SIEM ) K&

HLETREEEEE (SIM) NRELEBHEE (SEM ) REMITEFMERS. SIEM RELWE, 4

BRI NRERSER. ML, RFMNEMRRAKE , URNEMNZERB , HERER.
gzgcf IVA=F K[

—RMENNEENRE , EEEINRBBERLEN, XL CLAERRESBEX TS

EHIER , BBESE AWS T2 RESXKR, BIMMIRENRFSIFEBSH VPC RE4H, B4

Amazon EC2 £t #iEH,

AR 35 25 i A0 27
BB BEERTINE |, BEREBEE AWS BRS AN,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS FSEHES Ol BAE R AWS

AR5 2SR ( SCP )

—FhERE , BT £+ 2% AWS OrganizationsBV AR FFFEMKFHNPR, SCP W EE R OJUEESA
BRSACKNREENLTHFNEERE YRS, BALUF SCP AEARTFIIRSIELIIEK , BE
AFREZIEPLERSHIRIE. BXREZER , S AWS Organizations X4 Y ik 5512 HI ZE BE o

S
1A DA URL AWS fRS. STMERKA BT HRARERI RS, AXESEL
ZH AWS —fi8ZE B AWS RS i Ko

BR25 K FHHY (SLA)

— i, BT IT ARAERFEFRXNNAR , LRSS EEZITA B MR,
AR5 R A6 REF (SLI)

NRFHRETENEE , fIMMEHERE, THEHELE.
AR5 45l B #x (SLO)

REBSESTRRN BArER , RS RAEREE.
TAEHIEES

WREECREEEM A EAREE AWS HRENEE, AWS ARZNELE , MAMNRAREH
MEe, BXEZER  FZREEHIEES,

&R

SNEZ2EENEHEERSE,
¥ [ FE (SPOF)

MRAEFHENRBAFHNKE , TESPHRS.
SLA

Z AR S B Ao
SLI

SRS R BB T

SLO

SRS K 5 B #ro



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS FSEHES Ol BAE R AWS

split-and-seed & #!

—My BMINERAK B E RN, BEEFNDEN=mEBNENL , RO D LG H~
mA. XAPTH BAKNEINRERS , REFRAANITERE  XFRECH. BXRESE
B, FSHATN DM BEXUNAEFRALATE. AWS Cloud

TAER

SN B QHE,

E R
—MBEFELALLEN , EERA—NMNAEEXXRREURZBBEINERE , HEA - HZIRD
WEERKFHEBERE. LEMENERELCEPERASLATELEREB MM

strangler fig #& =

—MEIZESEENERAREYEREZATUEFEARENRERINLEFRGIARICN T E. Xi
BEXARALTERBENRL  XHMEBERKN —HH , RLRBATRTEE. ZEXEH Martin
Fowler RHEH , AN EELARENEEXNRN—TEE, BXxMMANAREXNRE , ESRAE
A A2 H Amazon API Gateway E R EHK Microsoft ASP.NET ( ASMX ) Web BRF I 1,

T

& VPC AR —N IP it SBll . FRAALTENATRAXAF,
B MBIEREE (SCADA)

EHRELH , —FEARGNREREZBLASNETRENRE,
X FRINE

—MNEEE , CERAERNRHARNENEZRRE,
REMH

DEBDAFPRENARMRARE , URNBER B R EIZMERE. RATLIER Amazon S
CloudWatch ynthetics 38122 iX £33,

PR

BEX  REATALARFROTHE, AWS iRZXAHBEER, Rl A4, ERNMHERIR,
BREZER , FSHARICEN AWS FiR.



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS FSEHES £ ol BIRE SRR AWS

BrEE
BHEEEX ML AZEHTNNE. SEEMNEREE, HlW , EHEHRES , BIAZXETRER
miER A

E5IIE
—MESEITFERATRERENTE, F5IREESTFMNRERNETHAERES TR,
XTHMERES , eeBEMITAENE. EENEE,

pIRESZS:

SRFHE.
YLk
R ML SRR SR, VISRELAEEERER. ¥ I EHEIISRETERTH AN

BEUERFZNER (EHFEMAUNER ) WERX, RAehbBRXEEXH ML EE, RE , &9
BAEA ML REXS T HIE B ARay#T BIEE AT o

AR5
REMXEMEFREFL , BRARAEREE VPC AN, BXESELR , H5H AWS Transit
Gateway XHHF YT AR AR MK,

ETHhH#MN TERE

—MEE, FRAREYRES XPAEHENN A  RAERXEERSHIEDXF. AT,
RIFRFHED IWEIF R, MEFMEFRR,

A5 17 B £ R
EEEENRSR TR , ZRSZSTURREEREK S PHITES. AWS Organizations HEE

REHEXNACKR , SEENRSRXESINKFFRE— AR , NERITEERES. BXESE
B , 5/ AWS Organizations X#4FHIAWS Organizations SE i AWS RS — i FE A,

1L

ERUGTENENEE , LIEE ML RENEBME, fl , BB ERFEE, RMIFRL
AETEANRETZREEXESRRMAMER | MNMiIZ ML RE,

TR 55 2 BA

—) DevOps HBA , fRATLARMEFERIRE . JURFEHANAETBERERGT RIEF RS
.



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

AWS FSEHES £ ol BIRE SRR AWS

U

THEME

X—ESENRTER, TEEBEIARMNELS  XEFRTRLWATANN ML HENAIFEME, T

BEMEARPRE  AHITHEMRBERERN, FTEENHFEERN , MERXTHEMERBHEF

EANREMENESHN, AXRXESZEE , FEHAENREFIRETNTAELIERM,
EEES

BN EETHF , BN TNARFAFENIE  EFRNISLAFRHERNEIZ SN
B, TENESHRHISERE, EFNBTEAX.

LERHE

SRHHE,

V

vacuum &4E

—MHEFETRE, SREREEHNERITRE , ERFEZRFRESER,
R A $2 A

RIEFHANIENTE , flIUF#EDRRBHER.
VPC 3 &k

N VPC 2 HRERE |, AW EBERILE IP it iEHARE. BXEZEELR |, 52 Amazon VPC
XRF AR VPC X EERE,

PNl

MERG RSN RIEE R

W

—MEBELERRNAEXBENEIXER. BIEEXFIATUMNEFXEFER , XENER
A IRIER,



https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS FSEHES £ ol BIRE SRR AWS

iR 203

TEGEBNHE, EWLRBEN  BEATREZFEER,
[ mETE

—/ SQL ¥ , BTN —AUERSAESHRIEFAXWTRITITE. EORBN TAEESR
BA , it EBs) P& R E L R1THEX BB RITHE,
TS

—RIFRERMAE , eNATRREHEFLME , AEAFFHNARFREREE.
TR
EBMEPAT -AREESHRENM, SMTHERBRBILIN , EXFME FELTER.
I

Flmn  AETERMTHENABRFHNLEER. RAANFMBRETBTHE, 46 TERMX
EFRXNAEIBIER , ARIBRS[MNAER,

g}

®

LAY

;QJL /AE‘A g’lﬁ"o
WQF

FSH AWS THEUBFRER
—REA , ZXiEH (WORM)

—MEEER | CAU—REARSE B L BIREER RS R, RNAFTURESES IR
&, BRNTENE#RTER. XBEFEEMEBEMEIANRTAIER,

Z
2 HRERA

—MAARENEENRE , BEREERG.
F R

A FRERATEBENREIRE. BHEATEFAXMEENBRIRERSE. FEAARLER
I&Eﬁﬁiﬂﬂﬂlxﬁlno

EFNAHRER
15 CPU MAFEAREKT 5% WNARRF, EXIBTMES , BESFARENARER.




AWS FSEHES £ ol BIRE SRR AWS

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,




	AWS 规范性指导
	Table of Contents
	在上创建数据策略AWS支持贵公司的目标
	使您的数据战略与业务目标保持一致
	发现贵公司的现状
	自动进行双向门决策

	数据策略框架
	业务发现
	评估企业的数据可用性
	技术评估
	数据工程团队
	业务分析小组
	数据科学团队（确定模型部署）

	使故事与业务目标保持一致

	数据战略路线图
	后续步骤

	AWS现代数据架构
	资源
	文档历史记录
	AWS 规范性指导词汇表
	数字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

