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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html

AWS MsBHIES EFEERSA AWS IS
— =7, A\
B */T AN

FEEREEREITETES S AWS IKFH AT, NTAeIRLRY , SREE TmETEH
ZEE  BEET-REE , ATHREATEANIERZN , fIMERRE, FFREE (DevOps ) HEE
B, BESHIAXMER,

BIEEN A RER B AR FHTEINITE , BMORATLERARERR T #EREFEMEARE |, HF
BT R,




AWS FSEHES EESEEZ AWS Ik

TR 20K R B Rl 55 %R

TERZKFREE R BEX T — B ST R S5 FERATRE)

« RIFWSENSFAERX TEARFITOA
- BRRNATEN RS

« REINBREIEN TR

- (et el M EEEM

- REFREANZIETH

- XESHITEEER

- EEEAE

- 2B AWS BRSS BREAH API 53R 1% %R %l

BEXRZUFERENSEFLNESEE , BSREAZSNIKSEEEN AWS I35 (AWS BES )
MENEWZEENINENIES S 5 ( AWS Control Tower 3X#% )

BIK = 2R 7 7 A5

ERRES , Yt/ IEARABESRAE AWS X , #EFMNEN VPC WEEENELAE R
(VPC) ., 8/ VPC #EEitERIE , #l2 Amazon Elastic Compute Cloud ( Amazon EC2 ) 3£
fl, TRREAEEETL VPC FFAARB, mmEARFEENR , ZETREARFHFERRA R L
VPC, W&EBAETLATAE AWS IKF , IXEMI1RL BT AZEFE AWS Billing and Cost Management 2 i

Ao

B K P 2R A9 R ) 3


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html#guidelines-for-multi-account-setup
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-peering.html
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https://aws.amazon.com/architecture/well-architected
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/capabilities.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
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LEH AWS Control Tower IRBERXA , BALFRIA=ANHEEZEKRF, - EBEKS,, AEE/KSMN®
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ERIA AWS Ik |, 5#& AWS Control Tower AJELRERIEEA ],
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#organizationalunit
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_best-practices.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-it-works-setup
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#what-shared
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/design-principles-for-your-multi-account-strategy.html
https://docs.aws.amazon.com/controltower/latest/userguide/best-practices.html
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o, BNEIERE OU RElEHEM OU , AEREEEHN AWS K.
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/controltower/latest/userguide/region-deny.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
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- BREBARIE , HlInfERA AWS IAM Identity Center

ENBERNTNERFHED  EEABESEERAMALTANGE IAM AF. 5I1AM AP XBRNH
A ZANMZRAZTIEMRANEHEL , RIENTaEdH, B2  XATREENZEREIER , @N
MRBEEWE 7T XEEIE , WEXAIAFER —EAFHEIE. HE AWS IKF WS —fAX28E
o IAM A, BBELLEER AWS Security Token Service ( AWS STS ) IR EREREIE , ©FE—
SN =pos-t R

B LAEE IAM Identity Center BEXEA X AWS 1K BiAEINR, SAIUAAESMNA IHAITECIE

MAFKFE , I EBECNEBEBNZSESHRIL (MFA ) BRAR , BA X170 4

DERHENE. BE MFAR , BUUERARESE (I SORIEBNARERF) , LA FERE
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IAM Identity Center R R B AT E M IRME (1dP ) WEXE FHRIE , 0 Okta, JumpCloud

# Ping Identity, BXEZEER , BZRAZEN S H1EMEE (IAM Identity Center documentation 3
). ZALBEIEND IdP BkE , BENAEFEERAF ORI, AFEA IAM Identity Center [6]
HE AWS kP BFIHRIR,

= [+ 32
EIEKBR

- BEEERFHRNBRHZESESTE (IAM X ) .

- RAMARNMARFEREKS LRI, £ IAM Identity Center B, BIERREHN ST SEREERN
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https://aws.amazon.com/blogs/startups/how-setting-up-iam-users-and-iam-roles-can-help-keep-your-startup-secure/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/supported-idps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS FSEHES EESEEZ AWS Ik

- BE , RFZEVGRAE AWS IKF WA (BERBERERTENR ) URFEHLREAN AWS K 8
ADFRENA, BNBWENAERATREEH , METIRB AWS K- UKk EIZA XK
PR o

<prefix>-<account name>-<permission set>

« 5l | 3FF4H AWS-A-dev-nonprod-DeveloperAccess , AWS-A —NEIE , RRXS BN~
B 15 RIAXBR , dev-nonprod 2K EEF , DeveloperAccess 20 EAZANNRE, WTFA
AWS-0-BillingAccess , AWS-0 BHIZRREBNENMNALMNHEMRPR , BillingAccess RRiX
HNRE, EARPIG , B TEHENFRIBENAL , AHAEZPEEERKF B,

« WRESF IAM Identity Center S EBETF SAML B9 IdP —2EH , HBEHLEER MFA , N AT LAfE
RAETEHENHERRIES (ABAC ) HEMRIESEM IdP %% Zl IAM Identity Center, XLEE
BE SAML g RKik. BXEZEER , B2HABEANEE S FZEHHEM (1AM Identity Center X
),

¥ 2% IdP ( f5l#n : Microsoft Azure Active Directory 1 Okta ) #RI AR G B RIUEHF S ZE (amr )
£ SAML Wi S FEBE AP B MFA IRAZEZE L IAM Identity Center, B THIS MFA RS FRER
HEXE IdP TiR. BXEZEE , HSHEN |dP BRI XX,

Z FEIE A BATE 1AM Identity Center #6122 4% PR 52 SR B SR B8 I MR L2 A AT BATA [RS8 HY AWS BRIR. HI8E
FA ABAC H#iEERE AT , IAM Identity Center 243 FHRIEMNAFNEMEEZEZEE IAM , UE
EXBIFEHFERH. BXEZER , B2 R ABAC SIENRER (IAM Identity Center 3244 )
MU T REIFFR |, BAILAER aws:PrincipalTag 487 MFA S5 EZREIF N,

"Condition": {
"StringlLike": { "aws:PrincipalTag/amzr": "mfa" }

}

EER A K

EATH  SGFEERELLENFENKAMALALR  HABREARPOERIKS. LEIEN-—NEES
PTREMATHERSTERENIKSNINE,

ATEEUTES .

- BELERNFENKS

- 1£ AWS Control Tower FHEYX VPC &&

- ESCEERERME
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac-policies.html

AWS FSEHES EESEEZ AWS Ik

B E I8 S Bl F RV IK

£ AWS Organizations I , A LUBER AR A FENK S MAZHFHALR, REARPNEERIK
FRLUBERMIKFMA, HZBRKFNEERAZESN , ZKFQEMALLR | AANERKF &
BHAEAKF=ENAERHA. BXEZEER , BSMEE AWS K. ALK HLAMBZIRIELEK
B 40195818 ( AWS Organizations X4 )

® Note

RELGENKF A EHMAR D, BFEBF LK MALLR, MRENKFRABA
SRR, NESTFEMNELPRER, MRENMKSRERCENS —NMANEEKS
) AU BR i B 4R

/A Important

MREFEEFRENEENKSPNETAAERNETRERABERES , WALAER AWS A H
FERERIRE HiZEE S HE Amazon Simple Storage Service ( Amazon S3 ) &8, B
EZMAALREEZBINITIIRE, ERFPMALRSE , BFEEHREZK S B EHIE
BEXELZEER , BBAARENFERERIREIRE Amazon S3 F&H ( AWS BAHMERAER
RE X)) .

RERE

- BNBWEGENFENKS, (X~ TEMAE ) RMEEE FMALE N PRIBHITHER
# > Prod A% (v,

s RINBRAT , AEMNERKF N SBMAZALNKAKFEEERHRNE, MEEHFE
EEKFEAEEREHN , BAMERAMKS F )2 OrganizationAccountAccessRole IAM
A, HENRETFEEKFUBETZACR, EXEZELE , FSREZENAKS AAIE
OrganizationAccountAccessRole ( AWS Organizations 344 ) .

« WFEBEMAZALNENEFEENKS , BEFHXNHNAKF B &ESEE ( AWS Organizations 3
), FEIANZKFETIX LRI,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html#orgs_manage_accounts_accept-decline-invite
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html#orgs_manage_accounts_accept-decline-invite
https://docs.aws.amazon.com/cur/latest/userguide/cur-s3.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_create-cross-account-role
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_create-cross-account-role
https://docs.aws.amazon.com/organizations/latest/userguide/best-practices_member-acct.html

AWS FSEHES EESEEZ AWS Ik

£ AWS Control Tower F BENX VPC &i&

FAVEIETE AWS Control Tower FiE3d Account Factory BB #HH AWS K, Ea] LU Account
Factory , f£/ AWS Control Tower 5 Amazon EventBridge £/ , Ik 812 F M ENE AWS Ikf &
B ERR.

LIBIGEFH AWS IKF it , MIAERFAEZ= (VPC) 24B3EE, B2 , HE&EXT Account Factory
REFK BT , AWS Control Tower 2 B ELE#INN VPC, EXEZEER , BZH AWS Control
Tower BY#EIRA VPC ( AWS Control Tower X 1% ) . iXEWK&E , BRIAERT , AWS Control Tower £
BMIKS P EEMNERIA VPC,

NRBEFENHKSPH VPC HEESEHIN, FZAEMBEAEMRS (Hl - AWS
CloudFormation, Hashicorp Terraform 2 Pulumi ) Ri&BFEE VPC, &N HE X Account Factory
RIE , ARy LEIEH AWS Control Tower BLER HAth VPC., BXREA , S HELE Amazon VPC 1%
& ( AWS Control Tower 344 ) , HRAMUTRE :

1. ZRAES B U5 RIEY F PG5
2. W TRBEFHHEAYKE , EF 0,
3. EeI& VPC WX , BERAAE XS,
4. EARAKX , £ 3,

RERE

- BBRENFKS P EHEEBEANERIN VPC, XAILPIEAFERABHLUEET A VPC H1ER TEKS
HFE AT EC2 3k, BXREZEER , B FMBRIIAFHHEIA VPC ( Amazon Virtual Private
Cloud X1 ) . &t Al LAELEEF T Terraform B AWS Control Tower Account Factory ( AFT )
B h il BRI 22 K = R ERIA VPC,

« 87 dev-nonprod KIET AWS Ik~ ZBEI THEMEK > NonProd AR HE L, EENTFRIFEFFEH
kP, BXiER , HSFER AWS Service Catalog % Account Factory iKF ( AWS Control
Tower 4% )

E B E FEPRHE

BEBERRLNFAERERBERER AWS IKF BPRERNRE, S SURE N ZM 55 ETE B K
P A BURERBIE (HlE>, WA QA ) BEKS, . SRLVFHMNN EHSH AWS K/ AE
RNNEEHCHER, BE , EREWNMEARKSAEN  EFEZTEAT=ZARE .

1£ AWS Control Tower FEEX VPC i&E 12


https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html
https://docs.aws.amazon.com/controltower/latest/userguide/vpc-concepts.html
https://docs.aws.amazon.com/controltower/latest/userguide/vpc-concepts.html
https://docs.aws.amazon.com/controltower/latest/userguide/configuring-account-factory-with-VPC-settings.html
https://docs.aws.amazon.com/controltower/latest/userguide/configuring-account-factory-with-VPC-settings.html
https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html#deleting-default-vpc
https://docs.aws.amazon.com/controltower/latest/userguide/aft-overview.html
https://docs.aws.amazon.com/controltower/latest/userguide/provision-as-end-user.html

AWS FSEHES EESEEZ AWS Ik

- PEHRSRE : RSBFR AWS Ik AT AWS RS £RF. BRENMBEHRESENRAE,
MEFSTHEAEAZR-—NKS , MT—NIEAREAR T KB REBRSRE , N ATEELFE
—KFEPNS —NIEARFEAEZN, MRRXE , AARESEENXETEARS ETRNIKS
P, BXEZEL , 5SH AWS RS REL (AWS — k5% ),

o BARE  FIEABREINZBHKSF , FELSERAMERBERRE FEEFKF R K,
HRAZANTEARFEARD —NKFE , TUERARERBHEREMRRER. BXFIENESER,
BESHRIE AWS BR (AWS —|&3%E ),

o EHEIGRNER  ETEARKZRSN , BFEEZERNMAEE IAM policy , LABR HiIX K /= 22 R 89 177 6]
NR, BRAFPEEFRFAFENIEAR. ERBRAR , BRI L IAM Identity Center £/
SN FRE |, EEXA A S B9 7 R AR

Kk

En
o

- EEEEEN AWS Control Tower B FXH AWS ZIKF RPN L £ RKESKE ( AWS Control
Tower X#% ) o

- HIEBMANIFICEKEE , BB RAMNEE AWS BiR, BUEARE |, AR, WEH], HREHH
AR EXN RRHITHE. BXEZER , BEREXTFIEHNRESE (AWS —SE X)) .

s FEUKFABS SN IENRE. IRTEABNERBIERSREA , WAIESBEIHERNE, &
ALLRMEERFNIEAR D KTEN AWS IKF ; REE TR EEMRSRT. EXEZER
BSAEREMER ( KRFEREI) X ).
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html#tag-best-practices
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html

AWS FSEHES EESEEZ AWS Ik

BEEZ K 2R IR PR 177 [B] £ BR

AT IEUATER :

« IEXLEEEEET
- BIERRE

- BIERPRB SR

- EENABRR

TEXLAHAEEEM

AWS Well-Architected Framework X2 — R EHzE, HAMSMBREZEEL , UARMIIESRI
WERBFEAEHER, HEAMRANEECHINR |, e &REBRE , HAEM M REKR |, FEETE
FRUHEH B #R,

HTATEREHMBENARRKERLR  REARFHEMNNEREEZSINACG, XEAFEEN AWS
T NSIRIGRNBRNERIATDL, BELARNKE , BEFEER/KENRNEN ,
AERBTFAPTRIEMENNRIR. N THBRFSEE , B AEA AWS Identity and Access
Management Access Analyzer EE A= IAM B &EBRER T HLENR , NI HEEBREMSZR
A PR

ERERLNTHFHLEAENRLE IAM BETUEREE, XEEREANBENIEZ, BANRBREEH
POy BEBCHNRRIGRNEBE. Fli, IRAFHNRERETSIETN IAM 86 , NiZ
APl HIBEESNA AdministratorAccess IEERKBE IAM BEFIEAENER,

— N ENE IAM B EEERS N MTEARARGEDRAR, KR ENRIE | ZERRREF
EWF , RALFEFE AWS B BEE—A IAM BETEEET. ERBRAE , BTUEANRD
RREFE. Wik, BHAEEENSEMBENBLET AM BERER. B%RHEE  F2ER
LR FRH (GitHub ) .

FFRIZE (DevOps ) HIBA , BiF A FEHER , BERZEESMNETT KA B BIARSS ShRE ML A E
FHETREMEZANGFE, ETEFZMEF—MolpEEME. BEEDHM B IR TEXL AT LAY
BHERA. TRMIIFLEUARESHAXNTRIHE , MALKBMEARNESHE, MR DevOps
FARERS SKHE B B ARSS AR IR T 3R |, MK AT UL A Bt A 4B Ath ) 52 A TAERY B iED o
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operating-model.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://github.com/aws-samples/example-permissions-boundary
https://github.com/aws-samples/example-permissions-boundary

AWS FSEHES EESEEZ AWS Ik

BIEMNRE

&7 LATE AWS IAM Identity Center REA N REEE AWS IKF HRINR, — MIUBRER —MER
AIEEBH G —NHZ A IAM policy SFBEN SN AWS K, LB RE DB A AWS K B, IAM
Identity Center 28I —N IAM B , FHIFEHN IAM policy MBI ZAE, BEXEZELR , HSHA
BHEENEE (IAM Identity Center 3X#% )

AWS BB 5l PR RE A B MR RE,

Bign | AT A BI BT RREE
- KENRE

« ARARRRE

- EFRRE

LUTHRERKE AWS CloudFormation iR F . BRBFEALKBENER , HIRFBENLS
FHEBITHE L. B3 CloudFormation RIRNEZEER , ESH 7 MFEREM 1R ( CloudFormation
X)) .

K R AR PR &R

W 55 B BA 55 A BillingAccessPermissionSet && AWS Billing 2% & 3 S EARM 5 NK - FH AWS
Cost Explorer,

BillingAccessPermissionSet:

Type: "AWS::SS0::PermissionSet"

Properties:
Description: Access to Billing and Cost Explorer
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/job-function/Billing"

Name: BillingAccess
SessionDuration: PT8H
RelayStateType: https://console.aws.amazon.com/billing/home

FRARRRE

TF2HBAE A DeveloperAccessPermissionSet i[RI JE4E =K F

DeveloperAccessPermissionSet:

BIEIRE 15


https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsets.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html

AWS FSEHES EESEEZ AWS Ik

Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to provision resources through CloudFormation
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"iam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

"Effect": "Allow",

"Action": [
"cloudformation:ContinueUpdateRollback",
"cloudformation:CreateChangeSet",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:RollbackStack",
"cloudformation:UpdateStack"

15
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app/*",
"Condition": {

"ArnLike": {
"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"
I
"Null": {
"cloudformation:ImportResourceTypes": true

}
},
{
"Effect": "Allow",
"Action": [
"cloudformation:CancelUpdateStack",
"cloudformation:DeleteChangeSet",

FRARRE
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"cloudformation:DetectStackDrift",
"cloudformation:DetectStackResourceDrift",
"cloudformation:ExecuteChangeSet",
"cloudformation:TagResource",
"cloudformation:UntagResource",
"cloudformation:UpdateTerminationProtection"

1,

"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app/*"

},

{
"Effect": "Allow",

"Action": [
"cloudformation:CreateUploadBucket",
"cloudformation:ValidateTemplate",
"cloudformation:EstimateTemplateCost"

1,

"Resource": "*"

}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSServiceCatalogEndUserFullAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSProtonDeveloperAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"
- ISub "arn:${AWS::Partition}:iam::aws:policy/ReadOnlyAccess"

Name: DeveloperAccess

SessionDuration: PT8H

EFRRE

TEAR MR ProductionPermissionSet tFR£=IKF, IXEEEEERHN., XEEFEWIHRNE,

ProductionPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to production accounts
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [
{

EFRRE
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"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"iam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

}
}
.
{
"Effect": "Allow",
"Action": "cloudformation:ContinueUpdateRollback",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app/*",
"Condition": {
"ArnLike": {

"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!

aws:PrincipalAccount}:role/CloudFormationRole"

}
}
},
{
"Effect": "Allow",
"Action": "cloudformation:CancelUpdateStack",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app/*"
}
]
}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/job-function/ViewOnlyAccess"
Name: ProductionAccess
SessionDuration: PT2H

IR 7

HENRER

BRI NEBYRRL R, HNRERR-FHE , REFR, Wid, BEHINERENEE

MR AT IAM RN R, XLEH P REEMITR MR RL R R FRYIRAE,
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AWS s iEiES EAEEEI S AWS JKF
AT LAEEF AWS CloudFormation #E1RE XN BRL R |, AAEER CloudFormation StackSets 48 4z B

BIZANKFH, XEPTLRESE —REECENMNLAPEIMETIIECLER, BXESEEMNHE
B9 , SR AWS CloudFormation StackSets ( CloudFormation 3244 ) .

AR CloudFormation #ARTRE T — /N IAM A& , HAIE T — N HNRL R 1AM policy. &R LAfE
MR E N ERPBRNHLAPHIFMERAK,,

CloudFormationRole:
Type: "AWS::IAM::Role"
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service: !Sub "cloudformation.${AWS::URLSuffix}"
Action: "sts:AssumeRole"
Condition:
StringEquals:
"aws:SourceAccount": !Ref "AWS::AccountId"
Description: !Sub "DO NOT DELETE - Used by CloudFormation. Created by
CloudFormation ${AWS::StackId}"
ManagedPolicyArns:
- ISub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"
PermissionsBoundary: !Ref DeveloperBoundary
RoleName: CloudFormationRole

DeveloperBoundary:
Type: "AWS::IAM::ManagedPolicy"
Properties:
Description: Permission boundary for developers
ManagedPolicyName: PermissionsBoundary
PolicyDocument:
Version: "2012-10-17"
Statement:
- Sid: AllowModifyIamRolesWithBoundary
Effect: Allow
Action:
- "iam:AttachRolePolicy"
- "iam:CreateRole"
- "iam:DeleteRolePolicy"
- "iam:DetachRolePolicy"
- "iam:PutRolePermissionsBoundary"

BB RIL R 19


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html

AWS FSEHES EESEEZ AWS Ik

- "iam:PutRolePolicy"
Resource: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:role/app/*"
Condition:
ArnEquals:
"iam:PermissionsBoundary": !Sub "arn:${AWS::Partition}:iam::
${AWS: :AccountId}:policy/PermissionsBoundary"
- Sid: AllowModifyIamRoles
Effect: Allow
Action:
- "iam:DeleteRole"

- "iam:TagRole"

- "iam:UntagRole"

- "iam:UpdateAssumeRolePolicy"
- "iam:UpdateRole"

- "iam:UpdateRoleDescription"

Resource: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:role/app/*"
- Sid: OverlyPermissiveAllowedServices

Effect: Allow
Action:

- "lambda:*"

- "apigateway:*"

- "events:*"

- "s3:x"

- "logs:*"
Resource: "*"

CloudFormationRole A€, PermissionsBoundary KgAK DeveloperAccess I FREMEIT/E , AR
FLUTR :

- JB1Z ReadOnlyAccess AWS FEERREE , AFPX KZ#H AWS RS #MEH RiLiHRINR.

« AP A LB AWSSupportAccess AWS FE& SRR 17 8] R R B IR0,

- AP B AWSBIllingReadOnlyAccess AWS & K EBEXT AWS Billing 2 HI MR FRARIBE RiEiH R
R

- AP ATLUEN AWSProtonDeveloperAccess AWS & RBEM AWS Proton FTlEFTIRME,
« AP ATLLUEN AWSServiceCatalogEndUserFullAccess AWS £ & K B&E M Service Catalog H 7 & 7=

AR o

o AP O] LUBIE P BA SR BE 30 UE F 1 B E {7 CloudFormation #E AR #Y B 2R,

« AP ALUENE A CloudFormationRole IAM & 612, E#H Ml BRIEM LA app/ FFLkH
CloudFormation 4%,

BB RIL R 20
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- AP A LAEA CloudFormation B2, BEHTZMIBRIA app/ FFLHY IAM B, PermissionsBoundary

|IAM policy A f5 1k A PR A EHNR,

- AP RB@EEFEA CloudFormation & AWS Lambda, Amazon EventBridge, Amazon
CloudWatch, Amazon Simple Storage Service ( Amazon S3 ) #1 Amazon API Gateway %R,

TEERTERRXAF (FIWMFRAR ) MAERASRERHTENNRE, IAM BEMNRNRILFAERR

TP R eIZ R 1AM B

1. FAFP7E |1AM Identity Center R #1T & 430 1E , H & DeveloperAccess IAM B,

2. AP B3 cloudformation:CreateStack #4F , ##&38 CloudFormationRole IAM &£,
3. B3 iam:CreateRole #&4E , H M CloudFormation BIZ#TH IAM B,

4. E IAM A& R A PermissionsBoundary IAM policy,

) AWS Cloud

Management account

s °

User 1AM
Identity Center

Member account

v L
s e
x x

AdministratorAccess
managed policy

DeveloperAccess
permission set

DeveloperAccess CloudFormationRole E

IAM role 1AM role

New IAM role
CloudFormation [

T -
v
x

PermissionsBoundary
|AM policy

CloudFormationRole £ & B [Mf il AdministratorAccess FEE Kl , {EHF PermissionsBoundary
IAM policy , CloudFormationRole A& B M PRZEHZF T PermissionsBoundary %

B, PermissionsBoundary KB f21F iam:CreateRole REMASIABHE , XBRREENANIE

BREF LR,

BB RIL R



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator

AWS FSEHES EESEEZ AWS Ik

EEN AR

B LAEANRE. MRiLEF CloudFormationRole IAM A€ |, [REIZEEEZ S A ZT N EHEHNIR
HE, XEWTHEEELATNAEMEEG RN , HHEBENAR FRENBENZ S HIERE,

BHAUERARSHEXAE , ©0 AWS RFERFNR , KREMER TR, BAU@EKRSFR TR,
mA=mE IAM £k ( AR, AF4AZAR® ) TR, e, AF AWS Proton 1 AWS Service
Catalog WERFHX AR AT EMEHSHER, FRMIR , MEAFD IAM TEIENRR, BXE
ZER , BSHEA IAM B AWS BRSS MEARSHEXAS (1AM XH ) .

B —HMEREXEEREN AT AWS Management Console BI 5 [EfXRENE , & 0] LABRHIXT #2451 & 1Y
HE, ERPMAEAEMZEERE (1aC ) HEAMERIR , a0 AWS CloudFormation, HashiCorp
Terraform = Pulumi, &BAILUBY 1aC EEEM &M , BETRMENEERMAENT , F5I At
HEEERLE , FE0 GitHub REUER.
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https://docs.aws.amazon.com/proton/latest/userguide/Welcome.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://www.terraform.io/
https://www.terraform.io/
https://www.pulumi.com/
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E# VPC

¥ %\ F#E Amazon Virtual Private Cloud ( Amazon VPC ) R VPC 3 & KE T K MEF
VPC, BA LR VPC NEEEHERAFIE IP Fut , £#A A VPC ZRIBHRE, EEN VPC A
DRTR AWS Ik B, b T AR TR AWS Xigith, BXxEZER , HSRMTLE VPC WEiE

# (Amazon VPC X#4 ) . BEELNRINARM VPC BEMNEI , £ FTE VPC ZBEIM I EEE 4
SR AEF B, BUELTSZEEN VPC WERAK VPC HEEEKRENRF, BXEZER , S
¥ VPC X & E#EE1 ( Amazon VPC X8 ) o

MEBBEZANFE, MNRMEFHE , IEREBESMEEFETHIE AWS kP, WAIEEER
FIBIXL VPC ZERMMEERE , EFRATNEFREFHTEMIAE. AT TEER AWS Transit
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