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AR AWS R4 H P HBHEE ?

® Note
Amazon Pinpoint B #EX B THBET RSN AWS REAFEE.

f&Bh AWS RRAAFEEHE | B IBEHEABANRBELEHEABAN , NMRSINAEFNAF, &
11323 Apple #HEX B HRS (APNs), Firebase =HE (FCM), LI #EEHE (ADM) M EEH#HIE,

hY

FH
- BEBERMEHAWS SLAFEEHENA,D ?
- AWS AR EERHIENIIAE

« i5E AWS R R FHEHIE

- XEAM%

EREXRER AWS AR HEEENASE ?

MRERERER AWS RAAFEHEHENAP |, RINBIUEEEUTEY ;
« REB— AWS IKF°

« AWS LR EEHIEAN

- QIEBNARERHEB#IERE

AWS LB FPEEHIARIhEE

B LT HEBARS ER 2 MHRE | UFEERBAREREHNARR

- Firebase =i H B 1&i% () FCM
- FERHEXBHARS (APNs)

BRERER AWS REAFEEHENAPE ? 1
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® Note
YRATLAE FIAPNSs[E iOS &% ( 20 iPhones HiPads ) LAK macOS &% ( i Mac £ic &
BNAM AR ) L8 Safari X HEEFEEHEE,

- BE=HIE
- WO#iE%& M S (ADM)

R AWS &L AP JHE#IE

R ERARBRSHRNENFTEAR , Tie2BEIEFECLI, EEAPL,
WO AERALTARAEERE AWS L HFEHEHIE

AWS R AP EEHEEESFS

ATAEMEE AWS RLRAFEEHIAR RN Web FH, MEESEM AWS K, W ATLAMIG
| AWS 4 A FE R ARSI S AWS Management Consoles

AWS Command Line Interface
EA ST shell FAHTSE AWS RESFHITRE, £ AWS Command Line Interface

Windows, macOS # Linux E#X &, BXxEZEE AWS CLI, 52/ (AWS Command Line
Interface AAFFIERE) - BAILE {(BHSE) FKE AWS BLRAFEEHIEZAWS CLI 5,

AWS SDKs

MRRR—BHRUFRAR , EERERARKEESRKEENAERF , APIsTARETHTTPHIER
B3R, FAWS BEFEHTTPS, RAIRE. HEMEMHER, XEFERMRT BIRNTESHERIY
B, Bl ERH#TMBALSR, ERFRMLABEHEIRBLA, IENREPTRESENANHR, F
XEZEE  FEHATHE AWS EHITHENTE,

X157 A %

AWS RELRAFEEHIEE AWS XiF E46E, BN, IR AEMNNS MK #EL, E80XiEH

AWS £ ZANTAX, XETTHXNYEVEREEREN , EEIFAE, KER, SHEHENS
ENRNMBEEREE—E, XETHXKSATRUFEESHTAMNTRYE | BARERTURARE
R D HER

R AWS R& R FIEE R


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/
https://aws.amazon.com/developer/tools/
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BETREZREE AWS Xil , BSEPVIEE AWS XI5 B9 IK /= AT LA A 89 N BAmazon Web
Services —#k&%&, BXxBRRHE AWS RELAFEEHENAEXEUAR SN XENLFET R
H%I%K , EFSFEHE Amazon Pinpoint AR 55 48 im 15 R B L& T RAPIFIECE AR AWS BRS5 48 i

T Ro Amazon Web Services —RZZEF M T HEB N XBHATANTAXKE , 558 AWS 23K
ERHigHE,

X35 7] A i


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/general/latest/gr/pinpoint.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#pinpoint_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#pinpoint_region
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/about-aws/global-infrastructure/
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wiE— AWS Ik

HEEM AWS AR FEEHIEEENNRARF RS HEBNH , BLMEIRE AWS K EFES

IAMIXBREY, 1X AWS IKF AT LA T AWS £ RGN EHAMBARSS .
ES ]

o SEMFREL AWS K
- SIEEAEEIHRINENAF

SEMEREL AWS K
MBEEH AWS IKF , BB TETBREKRIE -1,
E3E A AWS K

1. $TFhttps://portal.aws.amazon.com/billing/E AR
2. ZEBR®LMNHBAHITERE,

FEEMES , RER—ERE , ERXEAREREMA —TRIESE,

HIGEMET AWS IKF , LR BIZAWS IKFRAF —1 RAFERGRIZKS RHRE AWS
RS MRF. FAREHESREK , FAAFIEERLRANR , A BRERARAFRKKTEER
AP HRRRNES

AWS FMEREERGLBERE—HEIAL TG, EEMRER , EEFATLUBIHZE https:/
aws.amazon.com/ FEFEBRHIKFREFE LN K EIHEBRENKS,

SIZEREELENRBYAF

EME , BRIPENZSE AWS IKF AWS KPR AP AWS IAM Identity Center , /5 A X SI2EEH
P, XEERT 26 root AFHITHEES,

R IREY AWS T 7= 48 A 7

1. &% Root A HH ALK AWS Ik B FERHFithit , UIKFFRIEENSHEFR, AWS
Management Console® T —R £ , i ALK EE,

SEMERER AWS TK 2 4


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
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ERNEARAPEZAENEY , 525 (AWS 2% AFERE) FHLERFR S0 EF,
2. RIEH root AR A BZESMHRIE (MFA),

BXEH , B2 (AFEE) B8 7 AWS Ik root AP (Z6H& ) EAEMMFARE”
IAM,

CIREAERIERNRNAF
1. BRIAMEHH .

BXEE , BSH (AWS IAM Identity Center FAF1§8) S A AWS IAM Identity Center,
2. 1£ IAM Identity Center F , Bl A F R FEEIH B NR,

BXREA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREELEAWS IAM Identity Center F P 17 R4 BR

UERERBRNRNAFSHER

EfAER Ident IAM ity Center AP & FURL , BFEAEERIZ Ident IAM ity Center F P B &%
IR B FER A B RER,

BXEH Ident IAM ity Center AP EFRWA B , HSRAWS BF AFEREPHES AWS iFH
M,

77 14X BR 40 Bic 4 EL At A P
1. % |AM Identity Center 1 , ©3 —ME1E R A &R RN RV SR AERERI N RE

BXRUHA , BSH (AWS IAM Identity Center AP 1ER) PRI OIENRE,
2. BAFPSEI M K RARENZEIBEEREFTHRNR,

BXUH , BHSHE (AWS IAM Identity Center A #5R) A EIRINE

BIZEFEE I RR A 5


https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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AWS LB FEEHIEA]

EiRE AWS AP HEHAEHEB OGN NRARFROSHEEA , 88 ELMRARKN AWS &
LRAPEREZEOENNARFAISEENERE, SRENFKIIR T EERNEEBARE

« BX Apple #IXBHBRS (APN) &1 , iS5 Apple FF & & SIRHEY “M Apple IREUINZ B 4A T 3
43 1D” # “M Apple SREUREFIER",

« BXxTE Firebase & A IREH Firebase =HE (FCM) E3E , {551 Firebase =38 B1&5i%,

- BEXEERIL , #5HEE.

« X Amazon 2% HE (ADM) i |, HSFKEUEIL,



https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-certificate-based-connection-to-apns#Obtain-a-provider-certificate-from-Apple
https://firebase.google.com/docs/cloud-messaging
https://push.baidu.com/
https://developer.amazon.com/docs/adm/obtain-credentials.html
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IR AR B A#IARE

EHEA AWS BAAFHBHEREHIEBA N , B4ALOE—NNARFHEBHEBANE,

(R EES

MR
MARFRAE AWS BAAF MR RBNFRESR. RLARFEFREHTDH Pinpoint
B, EHARRRE,

=4

AWS RARAFEEHIEAEANIAEEEEY , ATHAPNsEMRIETCHEETMBRER, EATLM
EH Apple FF R A BRI PIREVZE B %47,

MRERUEREN , WAWS HRL R FEEHIARER T RN ERIEAPNsH SN LB ARITS
BRI, EREHNEEERN , B ARAPNsEFRFENDEINE R IEHIE B,

SEH#FE , EERATLTE, CRBERE—XBHDT , TANSEEST. £TLUTRAKEY
SEBHATSARNARE. BXESEL B3 Xcode BEIFIAPNSER S ARIES I 558
.

UE$

MIRRIEHEIEBAAPNsSET |, “ AWS L APEEH X AT HITENRIEMNTLSIES., APNSIEH
AR FEFREMADEINE | U EZFLERIE, BT LU Apple FF & A G K P 3RERZ
iE$,

EHE-—FEEH. REXMERN , BXRACE—NES , ARRERMLS AWS REAFH
BHEUZITHEBHN RS, BXESZEE , B2 Xcode FBIHHIAPNSEATLSIEF#1TE

.

TR

EEAEMAEEREZH  SFEEFRNEERFEILE. ARARPEPHNESEE , BSHAWS &L
AP HEHEAT,

(EE LIPS 7


https://help.apple.com/developer-account/#/deva05921840
https://help.apple.com/developer-account/#/deva05921840
https://help.apple.com/developer-account/#/dev82a71386a
https://help.apple.com/developer-account/#/dev82a71386a
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Tz

BRUATHANEZNARFHERAEMHEARE, ExREE  GREERMANRAEFEHET, &
ARG B A AR HERIE.

1. ITFF AWS R R P HEHIXEE A |, Wik A https://console.aws.amazon.com/push-
notifications/,

2. ERSENARERF
3. ENAEFEMNTRANARENEN.
( Wik ) BB ANES RS A Apple HEABHRS (APNs ) .

s

a. XT Apple #iXBEARS (APNs) |, HiEEF “B A"
b. NTRIASHEIERR  FRFEUTE—&ED :
i. WMREERZPEIL , BRESEHN Apple FREBERKFAFPHUTEER, AWS BLAFEE
HEFEREEREESHRIESE,
. B4 1D - DELBNZEEFLEAHN ID,
o WY IIRINFT - P ELAIER I0OS RARFH ID,
« HEIBAFRIREF - D ELAIREY Apple FF R A R IK P HBAKY IDo

- BRRIEF - HEESHRIEFARMNEN Apple FEARKF TEHH .p8 X
o

i. WMREEFUEBFIE , FRUEATER :

o SSLIFP-ZBWTLSIERH.p12 X4,
o MEPHE - MREEMIERSE TEE , BELLH A
o PR - ERECHAMNIEREE,
5 (W& ) RBIHANES RS A Firebase =E B &% (FCM),.
a. XT Firebase =HE & (FCM) , BEERE A,
b. MNFHRIASHRIERE | FEFRUATE—E :
i XNTFTHEELE (#EF) | &F EEXH, RABIERENIRSISONI 4,
i. XNTHBPAZIL , FEBADHAEHAPIENA,
6. (H&k)RBUAESEREABERRIE,



https://console.aws.amazon.com/push-notifications/
https://console.aws.amazon.com/push-notifications/

AWS B E B % Ar s
a. NTEEZRMER, FEEBA.
b. X TFAPIEL , FRAZHAPIZA.
c. NTHH , BRMALNER,

7. (W) RBHA®RSERE A Amazon BREEE.

a. XF Amazon REHE , BEE ‘BR"

b. NFEFID, B ALZNEFR ID,

c. NFEFEH, BRMALZNEFLIES,
8. ERVIENARR.
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IR SUE

BRI T A E R HIERE,

1.

N o o bk~ Db

7 AWS AP EEHIEEFIA , Wik R https://console.aws.amazon.com/push-
notifications/o

BEREESENHIEEIEINNARER,
( ATk ) Xt F Apple #EXBHIBRS (APNs) , BB “B A%

( @i ) 3 F Firebase =HE &% (FCM) , BER “BA”

(5% ) NFEESHE  BER BA.

( A& ) X¥F Amazon ®&HE |

ERREFER.

AR B



https://console.aws.amazon.com/push-notifications/
https://console.aws.amazon.com/push-notifications/
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RIEHEE

AWS L AFHEHZEAPITUREFENRZRIRFRERZHIABEHN, XTI ETENNRE R,
BT LA X LR BIIEIE AWS R4 FEHEHEE R XA HEIXAPIEE AWS SDK,

BRI FERAXETRABET AWS HRAAFPEEHEIFENEMHIEBARS ZIEHEER, B,
AWS R AFEEHIATIFLITRE : Firebase =HE (FCM), Apple #HEBARS (APNs), BE
SHIEFT S #ig % 5E 2 (ADM),

BRER, KRMRENESKBRH , ESRHAB R,

(® Note

L &IET Firebase Cloud Messaging (FCM) fRS KA #EEBHIAT , HHEEA “ AWS AR
SHEHEAPP IR ZRS BFGCM. BT 2018 £ 4 A 10 HELL TAKT=HHEE (GCM)
%, BER , AWS RELAFHEHEAPIEAGIMERS BMRE REBNFCMARS £IXHH

B, UMREEGCMERFERAZAIEENAPIKBHRA M,

GCM (AWS CLI)

R RBIERAFEEBE XX EERIXAGCMHEXEH, AWS CLI Replace ( #i#t ) token f£H
REWHE—SHEM 611e3e3cdd47474c9c1399a50example EFAEH N AR FFRRRT,

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request file://myfile.json \

--region us-west-2

Contents of myfile.json:
{
"Addresses": {
"token": {
"ChannelType" : 'GCM'
}
I
"MessageConfiguration": {
"GCMMessage": {
"Action": "URL",
"Body": "This is a sample message",
"Priority": "normal",



https://docs.aws.amazon.com/pinpoint/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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"SilentPush": True,

"Title": "My sample message",
"TimeTolLive": 30,

"Url": "https://www.example.com"

}

AT RABIERA send-mes sages EAFMEIBEA KIEGCMH#EIEEH, AWS CLI Replace ( &1 )

token FERRE MM —SEM 611e3e3cdd47474c9¢c1399a50example R E B AR FIRR
o

aws pinpoint send-messages \
--application-id 611e3e3cdd47474c9c1399a50example \
--message-request
{
"MessageConfiguration": {
"GCMMessage": {
"RawContent": "{\"notification\": {\n \"title\": \"string\",\n \"body\":
\"string\",\n \"android_channel_id\": \"string\",\n \"body_loc_args\": [\n \"string
\"\n 1,\n \"body_loc_key\": \"string\",\n \"click_action\": \"string\",\n \"color\":
\"string\",\n \"icon\": \"string\",\n \"sound\": \"string\",\n \"tag\": \'"string
\",\n \"title_loc_args\": [\n \"string\"\n 1,\n \"title_loc_key\": \"string\"\n },
\"data\":{\"message\":\"hello in data\"} }",
"TimeTolLive" : 309744
}
.
"Addresses": {
"token": {
"ChannelType":"GCM"
}

} 1

\ --region us-east-1

AR R BifER send-messages B £ X B ERIEFTHFCMVIEEBRAEN
GCM#EIXBH, AWS CLI Replace ( Bi#: ) token ERREFNHE—FHEM
611le3e3cdd47474c9c1399a50example ARG B AEFRRF.

aws pinpoint send-messages \

--application-id 6a2dafd84bec449ea75fb773f4c4lfal \
--message-request



https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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{

"MessageConfiguration": {
"GCMMessage": {
"RawContent": "{\n \"fcmVlMessage\": \n {\n \"message\" :{\n \"notification
\": {\n \"title\": \"string\",\n \"body\": \"string\"\n },\n \"android\": {\n
\"priority\": \"high\",\n \"notification\": {\n \"title\": \"string\",\n \'"body
\": \"string\",\n \"icon\": \"string\",\n \"color\": \"string\",\n \"sound\":
\"string\",\n \"tag\": \"string\",\n \"click_action\": \"string\",\n \"body_loc_key
\": \"string\",\n \"body_loc_args\": [\n \"string\"\n ],\n \"title_loc_key
\": \"string\",\n \"title_loc_args\": [\n \"string\"\n 1,\n \'"channel_id\":
\"string\",\n \"ticker\": \"string\",\n \"sticky\": true,\n \"event_time\":
\"2024-02-06T22:11:55Z\",\n \"local_only\": true,\n \"notification_priority\":
\"PRIORITY_UNSPECIFIED\",\n \"default_sound\": false,\n \"default_vibrate_timings
\": true,\n \"default_light_settings\": false,\n \"vibrate_timings\": [\n \"22s
\"\n 1,\n \"visibility\": \"VISIBILITY_UNSPECIFIED\",\n \"notification_count\": 5,
\n \"light_settings\": {\n \"color\": {\n \"red\": 1,\n \"green\": 2,\n \"blue\":
3,\n \"alpha\": 6\n },\n \"light_on_duration\": \"112s\",\n \"light_off_duration
\": \"1123s\"\n },\n \"image\": \"string\"\n },\n \"data\": {\n \"dataKeyl\":
\"priority message\",\n \"data_key_3\": \"priority message\",\n \"dataKey2\":
\"priority message\",\n \"data_key_5\": \"priority message\"\n },\n \"ttl\":
\"10023.32s\"\n },\n \"apns\": {\n \"payload\": {\n \"aps\": {\n \"alert\": {\n
\"subtitle\": \"string\",\n \"title-loc-args\": [\n \"string\"\n ],\n \"title-loc-
key\": \"string\",\n \"launch-image\": \"string\",\n \"subtitle-loc-key\": \"string
\",\n \"subtitle-loc-args\": [\n \"string\"\n 1,\n \"loc-args\": [\n \"string
\"\n 1,\n \"loc-key\": \"string\",\n \"title\": \"string\",\n \"body\": \"string
\"\n },\n \"thread-id\": \"string\",\n \"category\": \"string\",\n \"content-
available\": 1,\n \"mutable-content\": 1,\n \"target-content-id\": \"string\",\n
\"interruption-level\": \"string\",\n \'"relevance-score\": 25,\n \"filter-criteria
\": \"string\",\n \"stale-date\": 6483,\n \"content-state\": {},\n \"timestamp\":
673634,\n \'"dismissal-date\": 4,\n \"attributes-type\": \"string\",\n \"attributes
\": {},\n \"sound\": \"string\",\n \"badge\": 5\n }\n J\n },\n \"webpush\": {\n
\"notification\": {\n \"permission\": \"granted\",\n \"maxActions\": 2,\n \"actions
\": [\n \"title\"\n ]1,\n \"badge\": \"URL\",\n \"body\": \"Hello\",\n \"data\": {\n
\"hello\": \"hey\"\n },\n \"dir\": \"auto\",\n \"icon\": \"icon\",\n \"image\":
\"image\",\n \"lang\": \"string\",\n \"renotify\": false,\n \"requireInteraction\":
true,\n \"silent\": false,\n \"tag\": \"tag\",\n \"timestamp\": 1707259524964 ,\n
\"title\": \"hello\",\n \"vibrate\": [\n 100,\n 200,\n 300\n J\n },\n \"data\": {\n
\"datal\": \"priority message\",\n \"data2\": \"priority message\",\n \"datal2\":
\"priority message\",\n \"data3\": \"priority message\"\n }\n },\n \"data\": {\n
\"data7\": \"priority message\",\n \"data5\": \"priority message\",\n \"data8\":
\"priority message\",\n \"data9\": \"priority message\"\n }\n }\n \n}\n}",
"TimeTolLive" : 309744

iy
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"Addresses": {
token: {
"ChannelType":"GCM"
}
}
3

\ --region us-east-1

MR ImageUrl field forGCM , pinpoint &5 FiZ FEBRAERN BB M.
#pinpoint.notification.imageUrl , B4 , XHE LB LEGTREA., BEEH
RawContent SR I BIEZALE | FlaRFEN R AERFRSER AWS Amplify,

Safari (AWS CLI)

YRETLAER « AWS RRE AP EEHIR” @R Apple Safari M4EX K258 macOS BN &IEHE,
E[ Safari MWERAIEXELS , BPIEERKEEASR , BEXATEEEERABRPEEHEEH. I
It , A LATE A mazon Pinpoint AP ERFAIET AR EEERA BN HEIZBHER  HEEE
EEDEEFEERREEANS.

(® Note

fEmEfE A Safari web ¥ 258 macOS £ie A BN AN BNAXEER |, SHEMER
MHEN, XEZFiOS %% ( W iPhones M ) FEE X #iPads,

E g Safari web X MEFLIEEE , XIEERKEEERNNE . RBHEEERARMLME aps Ft
KRHPIBE—Nurl-args . E[E Safari web X MEF K AHEBA |, % url-args A RME
M, B2 BETIEENEAREZTUEZN,

AR RBIERZIEEE M S afari MR MBS ZEBA, AWS CLI Replace ( it ) token EAE
ZHIME— S8 611e3e3cdd47474c9c1399a50example A EH N AR FIMRRT,

aws pinpoint send-messages \
--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

'{
"Addresses": {
"token":
{
"ChannelType" :"APNS"
}

}I
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"MessageConfiguration": {
"APNSMessage": {
"RawContent":
"{\"aps\": {\"alert\": { \"title\": \"Title of my message\", \"body\":

\"This is a push notification for the Safari web browser.\"},\"content-available\":
1,\"url-args\": [\"\"1}}"

}
}

)

\ --region us-east-1

Bx Safari HEBHNEZEE |, FS 5 Apple FF A E ML LB E Safari #ix@BH,
APNS (AWS CLI)

AR R BIER A X E BB KK EE RIZAPNSH#HIZEH, AWS CLI Replace ( it ) token £

FiRBWME—SHE |, 611e3e3cdd47474c9c1399a50example EREHNNBARFIRAT , L&
GAME _INVITATION % B M —RRE,

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

{
"Addresses": {
"token":
{
"ChannelType":"APNS"
}
by

"MessageConfiguration": {
"APNSMessage": {

"RawContent": "{\"aps\" : {\"alert\" : {\"title\" : \"Game Request\",
\"subtitle\" : \"Five Card Draw\",\"body\" : \"Bob wants to play poker\"},\"category
\" : \"GAME_INVITATION\"},\"gameID\" : \"12345678\"}"

}

}
3

\ --region us-east-1
JavaScript (Node.js)

{8 A Itk 7~ 65 JavaScript £ Node.js R fER for XA HEIEEH, AWS SDKILRAIBRIZREE L
JavaScript £ Node.js P Z&EHEE T, SDK
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RAIEBREAEEFALZZIENGREENE AFNHEBANMARLRIZEHR. BXESZE
£ , 2% Node.js F %X AR $§R JavaScript FHIIZEZIF, AWS SDK

'use strict';

const AWS = require('aws-sdk');

// The AWS Region that you want to use to send the message. For a list of
// AWS Regions where the API is available
const region = 'us-east-1';

// The title that appears at the top of the push notification.
var title = 'Test message sent from End User Messaging Push.';

// The content of the push notification.
var message = 'This is a sample message sent from End User Messaging Push by using
the '
+ 'AWS SDK for JavaScript in Node.js';

// The application ID that you want to use when you send this

// message. Make sure that the push channel is enabled for the project that
// you choose.

var applicationId = 'ce796be37f32f178af652b26eexample’;

// An object that contains the unique token of the device that you want to send
// the message to, and the push service that you want to use to send the message.
var recipient = {
'token': 'a@blc2d3e4f5g6h7i879k011m2n304p5q6r7s8t9udviw2x3y4z5a6b7c8d8e9f0!’,
'service': 'GCM'

};

// The action that should occur when the recipient taps the message. Possible
// values are OPEN_APP (opens the app or brings it to the foreground),

// DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
// specific URL in the device's web browser.)

var action = 'URL';

// This value is only required if you use the URL action. This variable contains
// the URL that opens in the recipient's web browser.
var url = 'https://www.example.com';

// The priority of the push notification. If the value is 'normal', then the
// delivery of the message is optimized for battery usage on the recipient's
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// device, and could be delayed. If the value is 'high', then the notification is
// sent immediately, and might wake a sleeping device.
var priority = 'normal';

// The amount of time, in seconds, that the push notification service provider
// (such as FCM or APNS) should attempt to deliver the message before dropping
// it. Not all providers allow you specify a TTL value.

var ttl = 30;

// Boolean that specifies whether the notification is sent as a silent
// notification (a notification that doesn't display on the recipient's device).
var silent = false;

function CreateMessageRequest() {
var token = recipient['token'];
var service = recipient['service'];
if (service == 'GCM') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'GCM'
}
},
'MessageConfiguration': {
'GCMMessage': {
'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
};
} else if (service == 'APNS') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'APNS'
}
I

'MessageConfiguration': {
'APNSMessage': {
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'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

}
I
} else if (service == 'BAIDU') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'BAIDU'
}
},
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
I
} else if (service == 'ADM') {
var messageRequest = {
'Addresses’': {
[token]: {
'ChannelType' : 'ADM'
}
},
'MessageConfiguration': {
'ADMMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url
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i

return messageRequest

function ShowOutput(data){
if (data['"MessageResponse"]["Result"][recipient["token"]]["DeliveryStatus"]
== "SUCCESSFUL") {

var status = "Message sent! Response information: ";
} else {
var status = "The message wasn't sent. Response information: ";

}

console.log(status);
console.dir(data, { depth: null });

function SendMessage() {
var token = recipient['token'];
var service = recipient['service'];
var messageRequest = CreateMessageRequest();

// Specify that you're using a shared credentials file, and specify the

// IAM profile to use.

var credentials = new AWS.SharedIniFileCredentials({ profile: 'default' });
AWS.config.credentials = credentials;

// Specify the AWS Region to use.
AWS.config.update({ region: region });

//Create a new Pinpoint object.
var pinpoint = new AWS.Pinpoint();
var params = {
"ApplicationId": applicationId,
"MessageRequest": messageRequest

};

// Try to send the message.
pinpoint.sendMessages(params, function(err, data) {
if (err) console.log(err);
else ShowOutput(data);
1)
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SendMessage()

Python

SZ I RH| , B A AWS SDK for Python (Boto3) KX #EE B A, W RAMRIZIRELRREHEE
T Python (Boto3) 89, SDK

HREAEBRESEEFEARXZEMEXHRIEENE ARPNIARZEANILRFTRZH. BXESHE
£ , 52 Python (Boto3) AP| £ iy Eif, AWS SDK

import json
import boto3
from botocore.exceptions import ClientError

# The AWS Region that you want to use to send the message. For a list of
# AWS Regions where the API is available
region = "us-east-1"

# The title that appears at the top of the push notification.
title = "Test message sent from End User Messaging Push."

# The content of the push notification.
message = ("This is a sample message sent from End User Messaging Push by using the

"AWS SDK for Python (Boto3).")

# The application ID to use when you send this message.

# Make sure that the push channel is enabled for the project or application
# that you choose.

application_id = "ce796be37f32f178af652b26eexample”

# A dictionary that contains the unique token of the device that you want to send
the
# message to, and the push service that you want to use to send the message.
recipient = {
"token": "a@blc2d3e4f5g6h7i8j9k0@11m2n304p5q6r7s8t9u@viw2x3y4z5a6b7c8d8e9f0",
"service": "GCM"

}

# The action that should occur when the recipient taps the message. Possible
# values are OPEN_APP (opens the app or brings it to the foreground),

# DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
# specific URL in the device's web browser.)

20
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action = "URL"

# This value is only required if you use the URL action. This variable contains
# the URL that opens in the recipient's web browser.
url = "https://www.example.com"

# The priority of the push notification. If the value is 'normal', then the

# delivery of the message is optimized for battery usage on the recipient's

# device, and could be delayed. If the value is 'high', then the notification is
# sent immediately, and might wake a sleeping device.

priority = "normal"

# The amount of time, in seconds, that the push notification service provider
# (such as FCM or APNS) should attempt to deliver the message before dropping
# it. Not all providers allow you specify a TTL value.

ttl = 30

# Boolean that specifies whether the notification is sent as a silent
# notification (a notification that doesn't display on the recipient's device).
silent = False

# Set the MessageType based on the values in the recipient variable.
def create_message_request():

token = recipient["token"]
service = recipient["service"]

if service == "GCM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'GCM'

I
'MessageConfiguration': {
'GCMMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url
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}

elif service == "APNS":
message_request = {
'Addresses': {
token: {
'ChannelType': 'APNS'

},
'MessageConfiguration': {
'APNSMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
elif service == "BAIDU":
message_request = {
'Addresses': {
token: {
'ChannelType': 'BAIDU'

I
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url
}

}
elif service == "ADM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'ADM'
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I
'MessageConfiguration': {
'ADMMessage': {

'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url

}

else:
message_request = None

return message_request
# Show a success or failure message, and provide the response from the API.

def show_output(response):
if response['MessageResponse']['Result'][recipient["token"]]['DeliveryStatus']

== "SUCCESSFUL":
status = "Message sent! Response information:\n"
else:
status = "The message wasn't sent. Response information:\n"

print(status, json.dumps(response,indent=4))

# Send the message through the appropriate channel.
def send_message():

token = recipient["token"]
service = recipient["service"]
message_request = create_message_request()

client = boto3.client('pinpoint', region_name=region)

try:
response = client.send_messages(
ApplicationId=application_id,
MessageRequest=message_request
)
except ClientError as e:
print(e.response['Error']['Message'])
else:
show_output(response)
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send_message()
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ARSS @ TFRRS R HIERWIER. FASRAEZRSWEFESHM AWS RS HERXE S BETREY
ERE , FRRHER, EXMHERT , ELHEFRTIANMRENNR, AXEHFASHERMNHEK
RiFE , BEREREH21E.

AWS AR HEHIENES AR
TRRESAG 2

REFIAMEEERSKABENITRENAR, IAMBE R ATERNIBCIZE, ERAMERRS A ®IAM,
EXEZEE B35 (AMAFERE) AWS REFIE A G L6 ZERIE,

/A Warning

EARSACHNRAERSTM « AWS ZREARAFHEHIE" gE. RBHE “AWS RARAFER
Hix REHEMAXESHNTRERSAE,

AWS AR HEHENRSHEXAG
XBRSEXAE B

BSHEXRABR —EEINERS AR, AWS BSRSAIUKARKRENTRENSE, RSHEXA
BHAEEHNP AWS KF |, HERRSME, IAMEER TUEEETREEERSHEXACNNR,

BXREUBRFEERSHERACHEAEE , FEASZESIAMERANAWS RS, ERPERRSE
XABIHEE Yes WK, EREHEUEETZRSNRSHXBEXH,

AWS RLRFEEHOEMN THEFRE IAM 42


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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AWS &R FEBHEENE T SR RA

BIABERT , AFNACTNEIEHIER AWS RAAFEEHARIR, M1t LR AWS
Management Console, AWS Command Line Interface (AWS CLI) S3R#ITES AWS APl, EREF
RAPMHAABERFRRITRENRIR , IAMERE A ATUCIRIAMKRE, R, B R 7 SUFIAMKREEZ
FAGH , ARUURAXERAE,

BT R fE X L RO RBE A R RIAME T S B ISONKRE | FSRIAMA F B89 6 2 IAME
%O

BX AWS LA HEHIAEXWREMGREE (I BSHARRXENBR ) NEAER , FZH
(REBRSE) P “AWS SLAFEEHIANEE, RRAMEZMAE". ARNs

F&

e

- A AWS A RFIEERHIAERA
- AFAFEREMITESHRR

REERIEREK

ETHONRBRERTEATUEENKS PR, HRSHER AWS REAFHREERR, K&
BRFTTRERE AWS IKP A RA. tIZNEBET HHONREN , HEEUTERMEI

- FFIREER AWS RE R A BB RENRNIE — ZEFBAAFNTERER TR  BEANF
ZENLRABIRTNRIVAWS HERK, TINERNRAFTH AWS IKF . BINBWEED E L
MIENRBIK AWS ZEFRERBRE-DBINR. BXESEE , HEH (AMAFER)
KIAWS FEAWS E RS TR E K%,

« NASENRNR-ERIAMKREEIRENRE , AR FHRITESAFONR. At , BTNELER
ERGT AU BEERFRNITHERE , RN RERRTET, BXEANARRIAMBNESEE | 1§
ZH (IAMABF1ER) IAMA Y KB AR,

o i FIAMER BE F B9 S 4 33k — 25 BR 41175 [7) A BR- 48 AT LA7E 3R B 70 378 N 5% 440 LA BR 61X 428 4 RN SR Y 15 1)
PR, Bltn , BAIUEE — N REEF G RIEEPMBE R UMFER KIASSL, MRBEFRIERE
SR ENARNEAR , WA ERARARE TN RS RENTHER AWS RS , filan AWS
CloudFormation, EXEZELR , H2H (IAMAFERE) FHIAMISONER TE | &4,

« £ A 1AM ccess Analyzer BiEEHIIAME B LA RN RN L £ MIhsetE — A IAM ccess
Analyzer 2K IEFTHFIME KRR | UERBEFSIAMEKREEIES (JSON) MIAMEESE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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B, IAMAccess Analyzer 121t 7 100 ZTWRBEREMAIITHWEN , THBEHEZ S MEAMNEK
Bk, BXREZER , BESHE (IAMAFIERE) FH IAMAccess Analyzer REEISIE

- EEZBEHHRIE (MFA)-INRENIZEEZTEIAMAF DR root AF AWS IKF |, BITHFMFAURES R
2, EERMFAARAAAPIRYE , BERBPRNMFAZ G, BXEZEER , BZH (AMAF
) DMEEBEMFAZ R BIAPI R PR

BARPREMZENESERIAM , BZH (AMAFER) IAMARH Z £ &EREK,

5 AWS R AP HEHIEERS A

B AWS XA FHEHIAESE | B4ARE —ARENR, XERBRLAAAFEERFIHNE
EBXAWS RARAFHEHERFNIFHAFE AWS IKF, NMRGBLEXFENRENRENIRHE
TEHORER , FTHMT ZRENKE (AFRA. ) | 68T ERMPEREET.

BT FNIRIT AWS CLI RYAFREZEZEH ENER AWS AP, R , ARFHRSMEII=IRRN
TTHYAPHR AR IR B AY 1R 1R

NERAFNARDATUER AWS BLAFEEHERS A , EEENAWSENdUserMessaging
AWS FEERBMMEISRE, BEXEZELR , B30 (AriERE) R EIAMA P RINEEER,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSEndUserMessaging",
"Effect": "Allow",
"Action": [
"mobiletargeting:CreateApp",
"mobiletargeting:GetApp",
"mobiletargeting:GetApps",
"mobiletargeting:DeleteApp",
"mobiletargeting:GetChannels",
"mobiletargeting:GetApnsChannel”,
"mobiletargeting:GetApnsVoipChannel",
"mobiletargeting:GetApnsVoipSandboxChannel",
"mobiletargeting:GetApnsSandboxChannel",
"mobiletargeting:GetAdmChannel",
"mobiletargeting:GetBaiduChannel",
"mobiletargeting:GetGcmChannel",
"mobiletargeting:UpdateApnsChannel",
"mobiletargeting:UpdateApnsVoipChannel",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"mobiletargeting:UpdateApnsVoipSandboxChannel",
"mobiletargeting:UpdateBaiduChannel",
"mobiletargeting:UpdateGcmChannel",
"mobiletargeting:UpdateAdmChannel"

1,

"Resource": [
]
}
]
}

ARFAFEEMINE SR

L RBIE BRI Z R VFIAMA R EB MBI ER - 5N RERMTE RV REE. LRESEERS

A LHFERAFUREA R TR UIRIEN AWS CLI R, AWS API

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

ET 508 RA
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"iam:ListUsers"

1,

"Resource": "*"

Xt AWS Bx 48 Al 7 0 B HEIE & 40 M 13 [R) 2 1T i FE HEBR

ERAUTEERAEDELMAEEEER AWS HRLAFERHEN AREINERBE , BIRIAM,

A

£

« BERIE “AWS HLAFEEHIE" PHATRIE

« RFIMIAIT iam : PassRole

o BEAFRUANATFRIZN AWS 0K/ “ AWS LR FEERHERE BRIR

REMRE “ AWS R M FEEHEE PIRITRE
MRERBERETR , RPLEARRTENMRE | WEATE R R UA VT RITIZRIE,

LmateojacksonAMAFRZ R EABEHAEETEEMny -example-widget BIRNIFMESBZEE
FIPRET , B HIBAT RHI4E1R. mobiletargeting:GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mobiletargeting:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFKIERE , LAFMEM mobiletargeting: GetWidget
BAEH R my-example-widget &iRo

MBBEERE  BHRRAEBHWAWS EEG, FNEEBRSRHEFZEILEN A,
KL IT iam : PassRole

MRS E —RKEIRHEE | BHEATNMITiZiam: PassRolel®fE , M AMEH G KB LLAF BT
AERS “ AWS AR EHEHX,
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BE AWS RS A ERIIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXEE, it ,
BBMEBF A LSS RSINR.

HENWAFmarymajoreREAREEE “ AWS RAIAMAFEEHER” hHITHRER , 2 HI
TRPlER. BR , BELAEARFSALHR THRRT ARITIHEE. Mary TEBFABLEE
AR S5 HI PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXAERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,
MREEEHE  FHRRENAWS EER, ZHNEERRREMUEZEIENA,
EEAGFERUNBATREZN AWS IKF “ AWS RELRAFHEHIE BRIR

gapltlgE—1ae  UEREMKSPHAFFIEELANARTTUERZABRIGRIEHNRIR, &0
DEEHESEN , TUNEEAG, XN TXEHETHRIRERITEEZEHFIXK (ACLs) WARS , &
158 P 3 L5 SR B 1) AAT1 4R T 1 ) S8 B9 BR AV AR BR

BRTREZER  BSAUTRE .
- ETHRAWS RAAFHRHERE XL , BSRAWS &4 M HEHEN TFFRE
1AM

- ETHRUOMAREXNESHENERENIERAR , F5H (AMAFIERE) B AWS K mEMIAMA
FREFRENR. AWS Ik

- ETHRNMEE=HREXNEHERAIGRNE AWS KF |, HSRIAMAFEREFNEE=51E
HiFRENR. AWS K

- ETHRUOMABIRE FHRIERBIHRNER , FSE (AFER) PWRLINBEHRIENASRE
HIERAXER (BREFHRIE) . IAM

- ETHREAACHNETRRNREHTERFHRINX S , HSRIAMAFEREIAMPH EIKF 57T
i A AR

AWS BRARAFPEEHEZEN SN MLRIIT

ETHRREETRESAUXINEE , FZHAWS RSF “ZEEA XIS HBE" ", RERFEERX
BHEMITR. AWS RS AXx—KREE , BSHAWS SMITHIAWS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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SALAE R T E S A HITRE AWS Attifact, BXESEL , BSHHRMN “THERE FHAWS
Artifact,

BT AWS RS R EAREBR T ENBENERBME, RATNEN B RURE R EENE
Mo AWS R T U T HIRKAEB RIS

« ZEE5EHMREANEE — XEHBEEIMNE TRWIESEM , ARM T EXLEEM E AWS £
BLUZ2MMEAUNERNERFEN SR,

« 1£ Amazon Web Services E#H1THIPAAZ £ 5 &M — AAEBHAR T FLTWMAIER AWS
REZHIPAARFE XU NARERF,

® Note
HIEME AWS RS ABEHIPAARK ., BXEZEE , 2 (HIPAAERERSFZSE) -

« AWS &M HRIRAWS — Lt TEERNERmE s ER TEMENTLMAERX,

- AWS EFEHIEEE —NENAETHREEHREEN, XEERLE TRIPWRESEK , AWS RS
HHEmRHIBESMER (B REEERVESEARMER (NIST), XFFTLRLFEEZERS
(PCIl) FIEBr#RE(LALR (1SO) ) WREHEH,

- EFAWS Config J7F & A A 5 F R BV T4 3R — % AWS Config RS TR RREEE S K
EELFERIBRE, TAENFEMR,

« AWS Security Hub— iX AWS RS IR T ERNHL RSN EEME AWS, Security Hub B3 &
24T EEN AWS BRAREHEHEZEBFERETURENRERK, BXZTIHERSREHHS
& , 21 Security Hub #43#,

« Amazon GuardDuty — BB WEIEEN AWS IKFINER R EFEASRMBEES , 5k AWS AR
S RMNEN TR, RRNBEEIGNEBEREM. GuardDuty AILAEBIZHEEMHEMEER
PCIDSS , flilimEREEHMHERAENABRRMER,

« AWS Audit Manager— X AWS RS A AR BB w1t AWS SEAER , M fai{bXUBS & 38 A K
Y EMFITAFRERNERE,

AWS LA P EEHIAR M

AWS £2IkEfRERE S AWS XiF JAXMEN. AWS X #UZ MBS BNEENTAK ,
XETHXKBEIRIER, SEHENSERRINEERE, FATAHAK , £ LURITNREETARZ
B Wit B ST AR EBNWRARFNREE, SEENENRS/NREROEMIZEMEL , T4
XEEESHTRAYE, FEENATYT B4,
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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BXAWS X M AXNESER , FSHAWS 2 IREM R,

BRT AWS £IRERZEMI , AWS RAFAFEREEERES TR , UBPXIFENBERENE
BER,

AWS RAAFEEHETHNEM LS

ER—RERS , AWS RARAFEEHIESE (Amazon Web Services : T2 ME#R) BEHHE
R AWS 2R E L L BF R

A BAER AWS BE R EVAPIREILE S M4 17 E) AWS L AFEEHE, BRRAAXIEEHE

Z2 (TLS) 1.2 HESEHRAF . BRFELNXZFHEETEOAREENHDENS (), Sl ( Ephemeral
Diffie-HellmanPFS ) = ( Elliptic Cur DHE ve Ephemeral Diffie-Hellman ) . ECDHE X Z¥IR RS
(fnJava 7 REEMRA ) BRIFXLEER,

s, HAERTFRIZS ID MEIAMEZERAXBKNAEFTRZANBERHIITEE, HE , EUUEH
AWS Security Token Service ( AWS STS ) £ R IEAT R £ EIERITERH#ITER,

RISy Ebagin

ER—IIEERS , AWS RLAFPEEHIET (Amazon Web Services : Z2REMAR) AR PHE
REY AWS £ ELZLRBFRI, XEKE AWS EEBMNPTEANZLESNER , MR, 8
i, EFAUEASRLFENKSANERNEZEMEN, XERECEIHMNE = AFEZAIANIL,

ZEREXR

£/ AWS Identity and Access Management (IAM) ik F SRAPIZR HI3T R ER 77 BIXPR , R H 2B,
ERIM BT ROEE, FTAP, BERRESIFEIME ., FIHFRE,

- WEE RENENA (2RFEEAC ) QIR ME2MHAF, TEEH AWS RELEREERIF,
- BFSUAPRTERIEMENZENRE,

- EAIAMBAEREES AT INR,
- EfEIR IAM K,

BEXLEMNESZELR | ESHAWS LA EEHETNZ M, AXNESEEIAM |, BSH
Ident AWS ity and Access B, AXIAMREXEHNEES | HSEIAMBESEE,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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B AWS LR PR HEE

S R4 AWS AR HEHENEMAWSEIR S EZNATSEM., oTHAMNMARER EZ A K E
Do AWSIEMHTLTRIETE  ATUAM AWS LA EEHYE, HEEMBBAEETYNAZIFR
B -

« Amazon 358} CloudWatch¥5#28# AWS BRFEZ1T AWS R AREF. B SUREMRER
BN, IZEENHEGTE , UKk REBRAEIEEN IS ZEIEER B E 5B &S K EUE
¥, flan |, BE LA CloudWatch SRERIEHY Amazon EC2 SEHIMCPUMEAE R Hitigts , HEEE
B EMEFRA. BXEZER , HS Amazon CloudWatch AP #ERE.

« Amazon Lo CloudWatch gs &g 5z, F#EMIAERBLSHEC2EFIME KRN B EX
. CloudTrail CloudWatch BEA LS BEXHFRWEER , HELFESERERBHE, BiE&T
UESEAME#HPRREN AERE. BXEZEEL | EZH Amazon CloudWatch HERF 5
.

 Amazon EventBridge T F£3 AWS RS B3It , HEF MM RESH |, fla0RAREF AT A%ER
TRAFREHR, KB AWS BREHEHJLFEAF EventBridge &% E], &0 LURE &£ A H IR
TREXRINEL , AETEESHCEHEANMRITHEZLERE. BXEZEE , 2 Amazon
EventBridge 15/,

« AWS CloudTrail# 3R B &89 Ik P sl R IEH AWS K & HEVAPIE A MMEXEH |, HF AE41%
fl E| RIS ER Amazon S3 TFi#EE. SR SURBIHRLE A A Mtk P84T 7 8% AWS, K H AR IP
at AR PRI K ER R, BXEZELR , 28 (AWS CloudTrail AFER)

£/ Amazon 153 AWS A& A B #iE CloudWatch

B LAE RS AWS AL FPEEHEIX CloudWatch , B EFRBEIEH HELE R oML F35
FTEIE R, XERITTBELRTF 1540, NEZRERLRIFEER , HEEBEiFiH T HEN Web
MAREFRBRSHHRITER. kA, JREATHENSERENER , HEETMENRENKEEA
RMITRIE, BXEZEER , 5 H Amazon CloudWatch A F 5,

BXREMMEENYIXR , FSRILD# Pinp oint AF 8 CloudWatch/ #9 ¥ #23 I#b Pinpoin to

FRIZE AWS RA A HEHIZEAPIFIL AWS CloudTrail

AWS RLAFHERHIEE AWS CloudTraill— Bl RSZER , ZRFZIEEAF., S AWS RFE
AWS LA EEHIEPEXINIRIENIESR. CloudTrail SFAFFEX AWS 4 Pl B HEE AP
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/pinpoint/latest/userguide/monitoring-metrics.html
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RN B, HROTILIIERE AWS HE AP HEHIEES SR ILAX AWS LB FHE#
EAPHRENRB AR, MRECIRRER , WA LUR CloudTrail B4 42 % 2] Amazon S3 FH |
BIE AWS RARAFERHEENSESH, MREREERE , BMATIE CloudTrail #2&|&# “SH7H
SRR FEERFINEH. EARENEE CloudTrail , B LIEER AWS LR HE#IA R H
AYIESR, RHIERM IP #uk, AR TER, AR EHERARHEMBEFERES.

ETHEZEEL CloudTrail , 555 <AWS CloudTrail AFEE) .

AWS A AP HEHIXE LR CloudTrail

CloudTrail FE& 81K AWS IKF RHEEENIKS LB, 2 AWS &RE R FEEMIERRETED
B, XA EEM AWS BRS CloudTrall B4 —RIZRESHALIERP, EUAERER. ERAM
TEHREAENEHAWS K, BXEZER , BSAEASHAELIZEEE CloudTrail S,

ERZIIFENEE AWS K |, S5 AWS RAAFPEEHENSS | H0ERE, BEAY
CloudTrail ¥ B &34 #ZE| Amazon S3 F#EiE. FURERT , EEF AP AIRRBERICFAR |, IRER
WBEMATFRE AWS XiF, RERIZFEK AWS 2 XHrrEXENESH , AT EEXHEETEBIEEN
Amazon S3 FiEiE. A\, B LB EH M AWS RS , Uit — S o FLEE CloudTrail B EHRUE
NEHERE. BXEZERE , BSETIAE :

- B IRERIDFBLA

« CloudTrail Z##BRSS FEERK

o NUATHRIEEIT S#SNSIEZN CloudTrail

o EWXRBZANMXE CloudTrail B A MEWER B Z4NKF B CloudTrail B &34

FTE AWS RA AP HEHARENHR (RAAPEHE#ZESZE) 12% CloudTrail HF12RE (AWS &
LEAFHEMIXEAPISZE) F, #lfn , AUpdateApnsChannelfGetApnsVoipChanneligESTE
CloudTrail BEX#H 4% H. GetAdmChannel

BIMNEHF B LEKFEHEEAXRERBERNAREE. SOCEREHTEREATAR

- EXRZMEH root 2 AWS Identity and Access Management (IAM) AF & A Ho
- BEREFAACGKERREAFNENZEZIEREHMN,
- BREEHHEM AWS RF A H.

BREZEER , 52 M CloudTrail userldentity T3,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/push/latest/APIReference/
https://docs.aws.amazon.com/push/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS BB K A
TH# AWS LA EEHIZ B EXHRE

BERERE—MEE 6 AFTSHENBEIXHEHEEIEERN Amazon S3 71, CloudTrail B &34
BE—NEENMNAEZRE. BHRAKRKREBEARENEMER , BF/EXFRWIRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRARAPIBANEFHRRE , Htel1FT2REM
HER IR F H I
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FRAEO AWS ImRiFRIRL AP EREHIE (AWS
PrivateLink)

& A LA AWS PrivateLink FEEHIVPCH AWS A A HEME 2 BRI EIEERE, TEFEH
Internet B3, NATIE&ZVPC. #E#EHVPN AWS Direct Connect iE#2 , Bl a]{&i518 AWS RLAFH
BH¥—HPREAKXAFEERZE, BPNSSFIVPCAREENS IP thutBIA5E AWS R4L AP HE

O LUBE 8122 B AWS PrivateLinki2 X HFNZE QR SKBII MG ERE, RIS EEIEQNRSE
AN FRAPRE—NMNrRMEEO, XE2 ﬁ-kﬁm‘fiﬂﬁﬂfﬁﬁﬂ , —REAWS RARAFPEEH
EHRENAOD S,

EXEZEER , S FAWS PrivateLink 18 AWS PrivateLink FBIAWS RS E@Ei5 A,

AWS AP EEHZENEZEM
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"mobiletargeting:CreateApp",
"mobiletargeting:DeleteApp"

1,

"Resource":"*"

}
]
}
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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https://console.aws.amazon.com/servicequotas/home
https://console.aws.amazon.com/servicequotas/home
https://console.aws.amazon.com/servicequotas/home
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