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KXEZER , FEMH ARC FV A AX B HRBME S ETE R

BIFPRARF

R ETRAREBPHNRFRNRRAN. FRFARREIRN Amazon BIRE R (ARN),

NFXEHER , BREEKS PR ARC XIFH AWS BRFIEERR. BXATHTARAXEBHNZX
BRRNESEER , RSAXENRR,

RERR
BEAWS RRAAFHEREARERD , ME - LERFRUXEHEMH. EXTARKBNER
BERENESZEE , BERXENAR.
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

RIRB R

ARC R BUA AT A X B 18 E R ARV B 1o
RS ( TRHEREBRS )

TAXEBHRS., TAXEBH Status TEEUTEZ—
« ACTIVE : TRARX¥BE B3I AL FIEHIRES.
- EXPIRED : TAKX#BEZH ( SBITHTE ),
- CANCELED : AR ®BEHUH,
B R RS

ENARSETRBERNEBREER. RN APPLIED WEBAIHERRNEARFRECHE
HENTARX , AR FEBLE R HE,
HBRE

ENTAXEBERE, shiftType AREEFLTE :
« ZONAL_SHIFT
« ZONAL_AUTOSHIFT
« PRACTICE_RUN
* FIS_EXPERIMENT
EIHAetiAl (2 ERRTE] )

ARXEBHIME (SHE ) , XERBRENN. XTHUARES , ERAALETHAKX
HRBREDNKIREANRS =K (72 /M8t ) o

BT ARERN , BALEEHENEINK , ARC 2FHEERN IR (DR ) . &7
BUE AT X %% |, Sl ERIFREMRER ATAXE, S lBEEEHRE, REN AR X
¥, BES - MIHNK , AEKERE,

EA BN TR K BB — B0 TAKRBETET,

o] A X 5% %6 Y BdiE T AR A 28 6 T AR

EAKNKBREBNIERER , BERRABEBIHIRME, BV R KM M B Ak s vl &
BETH , FREREZSRPEFTENREEATN]. B , NRWaRENS P ERSBEERINEE , KU
RERESWTRMENBHEED, ZERIX—K , BFL T BIRSSHY ThEE a7 2 I E AR A 235 E A 2 (8]
X5, BAR AR Bt AT AR 38t AR 55 B9 B3 TED AR AT TR RV AR & T S
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

BEXRZH AWS BRE—# , ZHFENBBEFEXFXEBVIERNIIE. RARMERGTE , B2
HEAREHXNBE -BERTHL  MBEERESHN TAERETRL. BEERTNEEM R,
BLENEE P T R4 IR |, HRBIEARTRET AR |, ©haERF AL,

—RME  EHERAFEHRTELRNEEERE , FIMERS T OIE, EHRMMERTR. BEERES
AR5 Ry DI RE

BXEBEFE, #HFEARNATAWS WERSUWHERZSTALERNESEE |, 2 Amazon
Builders Library F# “ A AT A XM BSREEM" 183

ARC A A H X ¥ By E M

XNFARARER  SUUNZXRRAREITARER , URETARPZERHNARF. EATA
XEBTREBEAFNZA.

A% ARC W#AEHMERRENTAH , WS ARC Ef.

ARC FHY AT H X ¥ B & EREK
BURANTRERBE ARC PEATARKBIETSTARKRE.
=301

. BEANATT R

. RHIES S A R SR

. AT B RAFES

. BRATETAKAMET RGN SA%E

- EAKEFE AP BEHITREIRE
- RpeEatEE g XEBRBIIRE

BREAXNTIY B

BRECHINFHACELTT BRTUEHT BEBNEE , LENTAXEBEINE AKX
MWFMARE,. N THERENES  #ENBUETNY BRITERE , REEZBHNRE  UEE=
NEIR (HEBRT ) e —BLANEABRESIE,

ENZXEFRRBHTAREEARENENTARKLE , EHNRAEFRATAEBERNEER
LBEBR, ELTHREENNENTRAXBHREMIFITR , FTRELBEERATRAXRE
Ko



https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/application-recovery-controller/pricing/

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

PR &% 7 i 5 8K i SR RHE AV Y )

2 Amazon MAREFIREEHIZR (ARC ) MAEBMNZRZWMH THXPHEBH AN (FIMEATAX
HBYARAXBEZEE ) , ARC AREBNARFRENYIHZ DNS E#H. DNS EFR2SHAAE
MERSBTZZWNVE,

BR , ERCHTEENETFRAIRSKENIHMNVERHER , EREFREMER, NHE
RRERE , BUEREIEF iR 5 S0 IR EEENEE,

RT3 KB R R

BEEAARERE  EHNANTAXBENARFNRE. REFRENENRAMESHREHI
HHMHTITHXER |, AN ZIRAAZEHHNRAEBN RS, DU RERENRENARRF
HREN. EMRECEREARTEOEEEEMARENEHE , EHNHR — PR,

BRAIBUARBRZTRFH SARE

ATAXEBNIERER , SETARFH—NMNER (NARFEIR ) FRENSTREFE. X
BERE , YNERRNARFPHNEREMAESTRARY , HEEXENTAXPEHESRE.

RNBWUEEAMKBRREBEERZER , BFHXITEE BFRH Elastic Load Balancing RS
A A X #Y bytesProcessed %,

BUMNS — IS XGERERFNETRR. IMTENEBET , eTUAEFHARKFLAT
B4R | 3 AT BARRE R AR 2 P MG 422 (B B 2 3 B — RO R MY XUBS

ERABETRE AP BEHTRERE
EEFERERE/LFRBERBRRNEARFRTHEX BB , BATEWER AWS Command
Line Interface 2 APl , A R A geE AT B R ERNXEBVRENTM L FENERE. ATET

£/ AWS EEREFIE |, KU TNERFHEXEB, B2 , 4RE, IRHNREEXEEN , ¥
REHRBREREFNER. AXESER , FERTAXER API SEEM.

R LB 2 XEBRBIIRE

TAREBEMERENTAREE , UBREHRA, EXIERUERSRE , NYERNRAERF
RFEMENTH, XHEBRENNARZFIREERAH T2 TR BRERS,

ARX%#® AP #

TRIMTHITTARER (MNSTHARNARFN —NMTRAXPBERE ) B ATERB ARC API
BIF, ZREBIEER R,

AP| 124k 15


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/Welcome.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

BXRUWAIE AWS Command Line Interface E A& N 7] A X% API BIEWN B |, BSRE AR
AWS CLI & X85,

REFR L £/ ARC #ZHl & £/ ARC API
T X3 BESH B TRAXER. 5 StartZonalShift
EHAAXER HS R EHRREUE AT A XE #2# UpdateZonalShift

B,
P AXH#ER BZ ARC PIVATAX ¥,  iHZH ListZonalShifts
HlHFEERIR BZH XENRIR. &2 ListManagedResourc

es

REFEERIR BZH XENER. &2 GetManagedResource
HUH T A X% FS R EMSREUE A X 2 CancelZonalShift

Bo

A= H AWS CLI # X1zl

AFRETEAXSREONE RS , UWRER AP B4E7E Amazon M ARFIRE #5425 (ARC) HfE
AXEm®BIEE. AWS Command Line Interface X R4 5 EHBEEAR T ENMANE CLI SRINIT
ARAXEE,

&8 ARC FIVATAXEB IR , BAUE - AWS KB HZXFH RN REBLG R EHENTAH
X, MMt EN R RAEFEBHEEEMBITAXIEREET.

FMETAXEBHRENMN , RUXTIREN=ZKANEH, EREFHITUEHRTARER , LURE
¥V B HA Bt [ED 6

BXRERANEZEER AWSCLI, 5ZHAWS CLI 55 E, BXTHAKXER API BENFIRMIEOE
ZEEMEERE | BS T AXER APl BE,

B THAXER
LA LA start-zonal-shift 857 CLI REZ AT AX#%,

aws arc-zonal-shift start-zonal-shift \

£/ CLI BRAEH R B 16


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_StartZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListZonalShifts.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_GetManagedResource.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CancelZonalShift.html
https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/index.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5 \

--away-from usel-azl \

--expires-in 10m \

--comment "Shifting traffic away from usel-azl"

"awayFrom": "usel-azl",

"comment": "Shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T21:37:26-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "ACTIVE",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

REVEE RIR
B LAEA get-managed-resource W H1E CLI FIRBBEXRERRNES.

aws arc-zonal-shift get-managed-resource \
--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5

"appliedWeights": {

"usel-azl1l": 0.0,

"usel-az2": 1.0,

"usel-az6": 1.0
I
"arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1loadbalancer/app/

Testing/5al19403ecd42dc@5",

"autoshifts": [],
"name": "Testing",
"zonalAutoshiftStatus": "DISABLED",
"zonalShifts": [

{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl",
"comment": "Shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T21:37:26-08:00",

fEF CLI B4R R 17
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"resourceldentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
"shiftType": "MANUAL"

}
]
}
HIEFEERR

B LAMEA 1list-managed-resources @R 1E CLI A5 HEKF RHEERR

aws arc-zonal-shift list-managed-resources

"items": [
{
"appliedWeights": {
"usel-az1": 0.0,
"usel-az2": 1.0,
"usel-az6": 1.0
},
"arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1oadbalancer/
app/Testing/5al19403ecd42dc@5",
"autoshifts": [],
"availabilityZones": [

"usel-azl",
"usel-az2",
"usel-az6"

1,

"name": "Testing",

"practiceRunStatus": "DISABLED",

"zonalAutoshiftStatus": "DISABLED",

"zonalShifts": [

{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl1",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

£/ CLI BRAEH R B 18



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

AT A X R
BRI LAMER list-zonal-shifts S % CLI RAIHEK PP THAXER,

0N

aws arc-zonal-shift list-zonal-shifts

{
"items": [
{
"awayFrom": "usel-azl",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceIdentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",

"status": "ACTIVE",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

B AT XER

AN

BAI L E R update-zonal-shift 8B 7 CLI A EH A AR R,

aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38 \
--expires-in 1h \
--comment "Still shifting traffic away from usel-azl"

"awayFrom": "usel-azl1",
"comment": "Still shifting traffic away from usel-azl",

£/ CLI RAEK R
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FRARER

"expiryTime": "2024-12-17T22:29:38-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",
"status": "ACTIVE",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

BUE A X # %
B LAER cancel-zonal-shift @57 CLI FEUE AT AR ¥R,

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38

"awayFrom": "usel-azl",

"comment": "Still shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T22:29:38-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",
"status": "CANCELED",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

X R R IR

Amazon NARFIRERHIER (ARC ) BRIXENATRAXEBMATAXBaHRBERUTRIR

« Amazon EC2 Auto Scaling 44

* Amazon Elastic Kubernetes Service
- ERARECEAEXEAREENNARER ASI9EES
- ERASCEABXIAF SN MNE AFRIDESS

BRMERHGERNNARFABROERNECER , BEAFTHHEMBER,

EEE ARC REATHRXER, THXENHRBME R AT R4

XEFHREIR
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s BRMILTEIRSHEZEME , THENHEBRE. NRREITHAXERBZE , BHITRE
DHRIZERRZE ARC FHRERR, flm , EHPEFRERERNIIR AWS EBEEA , RESEH
A ARFRR T get -managed-resource® 4,

- ENRBREBHTHARER  ZARLANELBEZNSIEBNTAHXM AWS XiF , BREEZER
BEROTAXAENE—XEETARER , A HE#BRENERRENTRE—THAKMXEH,

- BREEFEBRN IAM RXBENRFRHTIARER, BXEZEL , H5H IAM AT AXEBN
BRo

- HMZARERINARFATIIERLE THET RSN , TAXKEBETEER. X2MET
B, BRAEAZIESEL THRET RSN , TAXERTERGEFITAXKEASTRETERS,
RENRERBIE - XEHPHNEMTAX, BXESER , B30 (REARHEEHSEAFER) F
M B9 #T25 F A Route 53 DNS #EH BN (NARFASHESRAFER) PR AZSESE
£/ Route 53 DNS #E# %,

- MRZBANMHEYERGFREXKELTE—BHF , FAWNENEBABXGN AT EHERHTITARER
NEFMEASHESRNERRE  IEERERBESTAREBHITEE,

Amazon EC2 Auto Scaling 42

Amazon EC2 Auto Scaling A8&—4 Amazon EC2 3£f| , HF BV BNEEMNER , XEXHIHK
MABEDHE, B, BT RALEEEBEH Amazon EC2 Auto Scaling ZhEE , IETRREEE
BRAY BER, R¥F Auto Scaling AFHIEHIBEN B3 BE=R Amazon EC2 Auto Scaling BRFHY
BB

¥} Auto Scaling B4 £ X F R &
AT HEZ — B ARER,
Console

NEABAURAXER (#FE )

1. BEREABHERLIE Auto Scaling EFHHATHIRFNENTR , ESIL R 10,

2. EEHMRSERTEL , T ARC TAXER , BEPEEEASEATAXER,

3. XNFEITARETH , BRFEZARETRATE R BRESITRIFE . WRIREN
replace-unhealthy , & F5EERAI A XEBRAH ATAXPETRLMENEOFLEE
¥, WRIREN ignore-unhealthy , & FERA AXEBRSN AT AXPETRITTEN
KOIF 2 ER

4. PERITHEA BN ERGIZE Auto Scaling AT IR,

XRIR Y


https://docs.aws.amazon.com//elasticloadbalancing/latest/network/load-balancer-target-groups.html#r53-dns-failover
https://docs.aws.amazon.com//elasticloadbalancing/latest/application/load-balancer-target-groups.html#r53-dns-failover
https://docs.aws.amazon.com//elasticloadbalancing/latest/application/load-balancer-target-groups.html#r53-dns-failover
https://docs.aws.amazon.com/autoscaling/ec2/userguide/create-asg-launch-template
https://docs.aws.amazon.com/autoscaling/ec2/userguide/create-asg-launch-template

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

AWS CLI

EEHEFALEAXERE (AWS CLI)

¥} --availability-zone-impairment-policy S¥URME create-auto-scaling-group
y p p y g-group

AL
To

--availability-zone-impairment-policy AWML :

« ZonalShiftEnabled— R i& & H true , Auto Scaling f#E B ARC XigifR# £ Auto Scaling
H, WA LAE ARC 218 LED ., BEMAEUEXERE. MRIREN false , Auto Scaling &
M ARC TAR#BHECEIM BT A, YABRATTAREBFIETREERN false,

* ImpairedZoneHealthCheckBehavior— fIRiZE Freplace-unhealthy , WA AXHZEITIRR
TERERFFZ RN AR X, WRIZEHN ignore-unhealthy , & FERERATAXER
RENATAXPETRRTENEHT2EELR,

LTFRBIXNE RN my-asg W BT BABR T WAHAXEE,

aws autoscaling create-auto-scaling-group \

--launch-template LaunchTemplateName=my-launch-template,Version='1"' \

--auto-scaling-group-name my-asg \

--min-size 1 \

--max-size 10 \

--desired-capacity 5 \

--availability-zones us-east-la us-east-1b us-east-1c \

--availability-zone-impairment-policy '{
"ZonalShiftEnabled": true,
"ImpairedZoneHealthCheckBehavior": IgnoreUnhealthy

} 1

Console
NAEARATRARER (254 )

1. £ LITFH Amazon EC2 ##I#& https://console.aws.amazon.com/ec?/ , RGNS E & HiEF
A uto Scaling Gro ups.

2. EREMBHSMEL | EREEEDPOE Auto Scaling BFHEM ., AWS XiF
3. & Auto Scaling A= HI %A,

FEWNEIR 22


https://docs.aws.amazon.com/cli/latest/reference/autoscaling/create-auto-scaling-group.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
https://console.aws.amazon.com/ec2/

Amazon K1 R RE 12 4I8 ( ARC) AR IEE
X PR R E R ST T — M2 B
4, HEERETFEN ARC TAXEBT , £FHEE.
5. BEHEREUSATARER,
6. XNTFETHRARETH , FEEZBESTRATEHBERETRTFE,

« MRETIRAREREN BRZTIORTE , L TERTHXEBRSHARAXPEITR
RAERN KRBT ER,
« MRETHRARETHREN BRESITRANE , LT ERRAAXEBRSHTAXFZ
TR TERN KB W B,
7. EBREH

AWS CLI
EEIEHFHA LEAXERE (AWS CLI)

fF --availability-zone-impairment-policy ¥R NZ| update-auto-scaling-group s
e
T o

--availability-zone-impairment-policy S¥AERWNEIN :

« ZonalShiftEnabled— N8R i& &N TRUE , Auto Scaling A ARC XigifR ¥ EM Auto Scaling
H , WA LITE ARC #2Hla LE3. EFNSEUEXERZ. MRIREN FALSE , Auto Scaling &
M ARC TTAR#BHECEIM Bz Y BH. YAEBATRXER , T HEHIRENRN FALSE,

« ImpairedZoneHealthCheckBehavior— 1R i& & replace-unhealthy , M A AXFIEITRR
TMENZHFER N BEROX G, MRIZEN ignore-unhealthy , & F5ERAHXFER
RAN A AXPZETRRTENEF W ELR,

LT REEEE T BABA T TRAXER,

aws autoscaling update-auto-scaling-group --auto-scaling-group-name my-asg \
--availability-zone-impairment-policy '{
"ZonalShiftEnabled": true,
"ImpairedZoneHealthCheckBehavior": IgnoreUnhealthy
3

ERHARAREYR  B2AEY. ENNEUEAAXER,

XEFHRIR 23


https://docs.aws.amazon.com/cli/latest/reference/autoscaling/update-auto-scaling-group.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

Bah ¥ 4a4E T A X BN TERE

BRERAE-—MEEUATITRXNAZ T BA :

* us-east-1a
* us-east-1b

e us-east-1c

BEEER| us-east-1la PHIHMEH BT AXERE, £ us-east-1la PEITHXERNN , &H

BEATITAH,

- H@@ B — Auto Scaling EETIRABRHFHWATAKX (us-east-1bMus-east-1c ) RFBIFT
EFHNAEER,

« ZIA¥Y B — Auto Scaling AIFH LT BB FIHRBE. Auto Scaling T LEY R REEEMATE
%Q.%O

 SEHIRIF — Auto Scaling S IEKTEE 3h X 15 #5 #8 B 18] ZE3R B 4107 S5 41l i3 72 Y &8 B A1 o

EREZHRIRAXETRARETH BEITRRAREITH

B TIRR T E FAIET AKX (us-east-la . us-east-1b
M us-east-1c ) PERETRIRFERE
Bl B,

BB ITIRRATE us-east-1b # us-east-1lc HERE

TR ENEHIFEER, 7T AXPRYSEHA)
T ERMXFHES) (us-east-1a ) FTEX
Ko

2 A o X B ay s 5Kk
EEFEATARRBRARBNARFNS TN , BUUERN T H&EXK.

- Y5#2 EventBridge BHANEEMT HRFENATAXRAEN, BXRXESZER , BSHAEABIL
Amazon EC2 Auto Scaling. EventBridge

- FREAEIRENYT AXE , BREEEUAXNEXR - MTAREX—HFR.

FEWNEIR 24


https://docs.aws.amazon.com//autoscaling/ec2/userguide/automating-ec2-auto-scaling-with-eventbridge.html
https://docs.aws.amazon.com//autoscaling/ec2/userguide/automating-ec2-auto-scaling-with-eventbridge.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

- RESTRRAREFNBTLEDR 100% KIKHILES REE, HITXHIREZE , Auto Scaling 2FFF
MROERME |, RELEETRRMERN KA,

NTFRMBRES , BIERUCREUEATERE

« BEREZBETRATEENZERTARNSTRIRESTH , AN EREFNEEHHEATEERE
TR MER KB

« FARCHNBEHT BAFERTAXERE. FHXEBTIHRINEE Amazon NARFIRE 2H R
(ARC) A F1E AWS Kl AWS BITAXFERBFRRNRENTAXEBHE, BXEZE
B, B2 ARC PN ATAXAZ ¥E,

NTEACEABEXENERNATGESRNES , RMNEBWURBUATERE :

- ETRAXSEAFERRGE,

- WMRMAEIE Auto Scaling AMAEH I ER L HBFEAXERE , HFLEBUEER Auto Scaling AR X
HiR®. ARG, SEAEVTARKNAREXINGE  BECEX ARIESINTAXER,

- BTEARKEERBHEAZABEXENAZI9ESEN , JESHNTETEHMER , it Auto
Scaling EEHTHAINNKIE, MREEBRESER , WA UBTERPHEIEE AWS EEZGH A
HAEMACreateAutoScalingGroupUpdateAutoScalingGroup, B HMskip-zonal-shift-
validationtrERBEIAX TP AIgEMEAttachTrafficSources,

Amazon Elastic Kubernetes Service

& B Amazon EKS #£4tHh8E , ENNARFEAN TAXKETRR THERZLMES44 L HELH
#, 1 Amazon EKS £8FETIHFEARN  BAERTARERBRAARXAEHES , #—Ph=E
NRAEFAENRERINNAEFRERN,

1£ Amazon Elastic Kubernetes Service A o] A X ##8

AIERUTFE2— B AAR#EE., BXEZEELE |, H55H (Amazon Elastic Kubernetes Service
AP P T ARC ATHKXER,

Console
FEFTH Amazon EKS £B L ERATAKER (2458 )
1. RIFEEMD ARC JEMAY Amazon EKS £ EHAXE,

2. ¥ https://console.aws.amazon.com/eks/home#/ clusters £FTFF Amazon EKS ###1&,

XEFHRIR 25


https://docs.aws.amazon.com//eks/latest/userguide/zone-shift-enable.html#zone-shift-enable-steps
https://console.aws.amazon.com/eks/home#/clusters

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

3. EREHNEH.

4. EEREENEL , &EHRETF.

5. EAAREBT , 2EEHE,

6. N EKS WAKX®® , LEEHRE,
AWS CLI

EEHFH Amazon EKS £ 5 AXETI# (AWS CLI)

WMALTSS

aws eks create-cluster --name my-eks-cluster --role-
arn my-role-arn-to-create-cluster --resources-vpc-config

subnetIds=string,string, securityGroupIds=string,string,endpointPublicAccess=boolean, enc
--zonal-shift-config enabled=true

EEHA Amazon EKS £ I8 A XE)# (AWS CLI)

WMALTGS

aws eks update-cluster-config --name my-eks-cluster --zonal-shift-config
enabled=true

&R BN Amazon EKS S8Rz XE Y% | A UBE B A XE A3t AWS A E# 1T X
¥, A ARC 5 A Amazon EKS £ XEH¥BE , B UEA ARC #H14. CLI HXERE M X1
Bz %30 AP AWS | i XEmRBHE A XiE 8 s ik,

BXEHAUARKBNESEE , B2HE3. EFSEUEATAXER,

EXFEATHXE® B A Amazon EKS WEZE LR |, 1§25 (Amazon Elastic Kubernetes Service A
FIERY M T # Amazon EKS i ARC AT X #%,

Al A X {5 Amazon Elastic Kubernetes Service £ & £
£ Amazon EKS ATAX®%BHE , 2B XEUTER :

- ZRWETAXPHAET QEEEM. SR LE Kubernetes AR BRIFTASRA (pod ) BEBIETT
RRTENTHXPHTR L,
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https://docs.aws.amazon.com//eks/latest/userguide/zone-shift.html
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- MREBFEAVRRET A  NAEETHAXEEFE | FEFHREM Auto Scaling 4 , LLBRFTH
Amazon EKS BIEFHEHT RREZTEENTAXRFE,

« BITRATENTARFHNT RIS WLL  FHEA (pod ) HF2BFHXET [, XN THR
HUAXEBIRRFECH , BEHNREATUALZLHEOINEETERENTAK,

- EndpointSlice #HISFEZ MM AT AX P KEIFFE Pod iw R , FHFRFEMEXATAXHPBER
EndpointSlices, XFHRIAGETRAEFNTAXFNEEEEAH (pod ) AT SR N EBME TR
EWNBiR, HXEEBEUESIIHA , EndpointSlice %284 E # EndpointSlices A ZFEEMER
ATAXPRRR.

BREZER , B5H AWS BEHEEBE,
R i Fr 9 2

X R R R T BR E A T A X%

EENARFASOERPEATARER  LAENARFAESEREEPER ARC JARKHEKE
EX. NARFNHBOERIFECERANCEAEXSNEERERATARER.

KB ARC ERAFTHERATTRAXER 28 , BEBUTEE :

s RENBENTRAXPNBEEARSEREITARER, TENSINTARXBTARKER,

« AWS M ZNERIRHE R BEIEARSET , T3 DNS MR XS 819828 P thit, EFBRTAKX
BBZH , BSAREYINTHAXEE,

- XEHBAERTETHARXEREE,

- HNARFARSESREMEARBERN BN , FREAMNNZAHHEREITAXES, MR
MEREBFAESEREITAXER  WNEAHEERFT2RINER  AREENARFAR
HERRERE,

#& 0] LATE Elastic Load Balancing ###& ( KZEIER T AWS X1 ) 3 ARC #2#| & E s A9
SSHY X HE Y3k,
Console

EABEER LERATRARER (#BHE )

1. FFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 2| &

2. HESMERLHNRAEEET  ERNEEER,

XEFHREIR >7


https://docs.aws.amazon.com//eks/latest/userguide/managed-node-groups.html
https://docs.aws.amazon.com//autoscaling/ec2/userguide/auto-scaling-benefits.html#AutoScalingBehavior.InstanceUsage
https://aws.amazon.com/blogs/containers/amazon-eks-now-supports-amazon-application-recovery-controller/
https://console.aws.amazon.com/ec2/

Amazon SR FIRELHE (ARC) TR AR 155
3. GEENAERFARSEREN.
4. HERM®RIFLE , EREE.
5., HEUAKKAERET , X¥TARC JAREBER" , EEEA,
6. EEREF

AWS CLI
BRI ER LB RAXEYIR (AWS CLI)

AT @RS

aws elbv2 modify-load-balancer-attributes --load-balancer-arn my-alb-arn --
attributes Key=zonal_shift.config.enabled,Value=true

BXEHAUARKBNESEE , B2HE3. EFSEUEATAXER,

&R LAMER keepalive MIREBEEENFLMHE, AXESER  F2H (MABFAHSEHSREA
FIEm) W HTTP B inRIFEEISENE, RIAMERT , NARFABEERRN HTTP ZEFiRR
FREEA S EEIREN 3600 B (BN 1 /06Y ) o BUEREZE  EEENARFRIRERE B R
RIF—2, fl40 300 ¥, HEE HTTP FFRAFEZENGENEN  FERLEEENEBERE
B (XURSPMER ) NMEREFAMATFRNZZEN TTHAXRXEB H 2 BR - MrHE,

TRAREBNMENRAREFABEERESER

EEEABXENSYENNAEFARYES LRI TRAXERN  S¥MAXSELD EFNME
REFGHEALE  HETHAREBZSGE AKX IP it DNS AR,

BXREZER R (NARFABGESRASER) THNAEFASITESRNEK.
W 4% T B 19 Bs

NP ERBIGERERA TRAXER

ERNENBEOERSATARKBESER  YAEMENBIGEREMETEA ARC THRXEBEX
HeEg. MENBERFCRANCEABXESEEN JAXER,

BALERENBLEFREATAXEBNTAXBHE | URFLEMNZ WA T A XPHITER
®Bo TG EER MR W £ 10 B 85 M N AR N 4% BT BRI X85
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#http-client-keep-alive-duration
https://docs.aws.amazon.com//elasticloadbalancing/latest/application/load-balancer-integrations.html#zonal-shift
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ENEERABEXENENMNENHEEREATAXER MR AE8&R0mE B irAMa4aUR 2
BTFEX :

* Cross-zone &3 AAE T4 , & FHIRE Nuse_load_balancer_configuration,
- BXENEBEREARTENESELR , 528 B 54K Cross-zone & F#,

- BFRAMSIA TCP & TLS,
- BXAMBAFGEREMANDNNESZFEE , FZRABHEE,

o HMBANETIRRTERN BIRL LIEETIEE,
- BXRAGEHERELINESER , BERETRRTEN B frAERELLE

- BHRATESREMNARFARSEREN BT,

- BXNNARFASGERENEFRNESERE  BSRCANARF AT ERENNEREY
#ras Y B #ro

B LAE A AWS CLI, 3 Elastic Load Balancing f#4FF #a M4 1 81988y Xt #k, AWS B
FlEYNARFASHYEREME AR BN , XANNEAREESSHTAREE, R
MR RABEFABBEEREITAXRER  IIMNEARSESEHFT2ELIANARFARSIEHSEREBR

Console
ERBStER LEATRAXER (#HE)

1. 3T TF https://console.aws.amazon.com/ec2/ B Amazon EC2 #&IA& .

2. ESMERLHNABEET  ERAEBE:R,
3. GEEMBNBIGERBN.
4. EEMETIFLE , EREE,
5. EUAXKEERESNS , NT ARC TRAXEBER , BiEE A
6. ‘&R
AWS CLI

EENBIGESR LB AXEE#R (AWS CLI)

WALTES
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https://docs.aws.amazon.com//elasticloadbalancing/latest/network/edit-target-group-attributes.html#target-group-cross-zone
https://docs.aws.amazon.com//elasticloadbalancing/latest/network/load-balancer-target-groups.html#target-group-routing-configuration
https://docs.aws.amazon.com//elasticloadbalancing/latest/network/edit-target-group-attributes.html#unhealthy-target-connection-termination
https://docs.aws.amazon.com//elasticloadbalancing/latest/network/application-load-balancer-target.html
https://docs.aws.amazon.com//elasticloadbalancing/latest/network/application-load-balancer-target.html
https://console.aws.amazon.com/ec2/
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aws elbv2 modify-load-balancer-attributes --load-balancer-arn my-nlb-arn --
attributes Key=zonal_shift.config.enabled,Value=true

BREITHXEBNESREE  B2HEY., EFSEUETAXER,

AARXEBIMENERHSERESER

ARC WM RB AT IIERUBR—NESTRARERE , XS TAXERE , TEWTAHK

PR MR EITERSRT SHMAM DNS Rk, MEABSERSZAZIENXEPWEN , FHE
IE#EWGRE |, M Elastic Load Balancing 351X £ B #r Ml 8 XiBEBWER Bir. & TEZARBSHEIR
FREESETRARE, HXEERETRIRFETHXERIEY (REEVE ) B, REERED
SEIZ R X P B AR TEH.

EERABXSASESENMEAHEER ERITTAXEBEE |, HM DNS BRI AX A EE R
IPiit, SXMAAXPERNARTEREL—ERFE , BEEICIIERAXA , MANEENTBERHE
S A X FRY B AR.

AXESEE  WSH (MEAIERASERD) FHREARSERNTARKES
B3, BENSEUETAXER

AHRETEATAKEBHER  QFEHTAKABNIETARKES,

B AR X &R

AP HWSRGEA T HMMAE Amazon RAEFIREEFIR (ARC) 26|48 LB EFF KRBT HXHE
B, BEURESXEATARER  BSH (AHXER API ZEEB) .

BT 7E ARC H Bz KB , & 0 LAE Elastic Load Balancing ##|A& ( EXENXE ) v AR
HIOEEBS I Xk, BXEZELR , S (Elastic Load Balancing AIFF1§F) R X g RE .

BT AXER

1. 1518 https://console.aws.amazon.com/route53recovery/home#/dashboard , $TF ARC 2 &8,
2. ETH Multi-AZ , EEXE RS

3. EUWAREBIEL , EFETARER.,

4

5

RRENRAEMNFHERBHENTRAX,
MNEREPIEFE-INEFEREBHNZIFRR,
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https://docs.aws.amazon.com//elasticloadbalancing/latest/network/zonal-shift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/zonal-shift.html
https://console.aws.amazon.com/route53recovery/home#/dashboard
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6. HERETAXEBIHtES , EFFWATHXEBHIHeE, oHXEBEES A E &
REN 1 THBI=XR (72 /B,

FAETRAREBHRENN, S4FREFIHE , BREUAEFEINTHXER | LURER
RYEI B etE , &KR=X,

7. RAER, NRERE  TUHREEHMTHAXREBURETIR,
8. BEHFZEREARTHIA K BHITAXEBSFREMNZAAREBEE , NBELARFNT

ARE.
9. EEE.
BT EUE AT X

AT PSR T AA7E Amazon MAREFIREEFIZR (ARC ) #5148 LEMEREN TR X
¥, REUETARER, EUREAFXNEATRARER , B30 (AAXER API SEEE)

BRI EHMATRAXER |, LREFNIHTE , A A REHERTRAXEBRNER, ETARERE
Hzal , BRI LABERBURE,

REABUHRE I X B3 |, A BN XS B B A& B AWS FiafXEBs, BETHE
XARAXEIEBPEIRBNESER  FEAAAX B EBNE T ETH THERE,

EMAUAXER

1. 158 https://console.aws.amazon.com/route53recovery/home#t/dashboard , TF ARC #£#l&,
2. ETH MUlti-AZ , EEXERE,

3. EREFNNTAXER AREREMITAXER.

4. WTFREUVAXEBIHE , JLUEERSH AR HIATE,

5. XF Comment (E8 ) , AILERRENE TR MATER,

6. EFEEH.

BUE A X#%

1. 158 https://console.aws.amazon.com/route53recovery/homett/dashboard , TF ARC ###l&,
2. ETAH Multi-AZ , R XERE.

3. ERERCENAARXER  AREFECHATARER,

4. FEEIAMESRXFES | EEEIA,

B3, EFMREUHETAXER 31


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/Welcome.html
https://console.aws.amazon.com/route53recovery/home#/dashboard
https://console.aws.amazon.com/route53recovery/home#/dashboard
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Amazon NARFIXERFIZR (ARC ) FATHX#EBH BEIC KM G

&R AR AWS CloudTrail 1542 Amazon B ARRFIIRE R85 (ARC) PR XERE , Lo wEXH
HE B R R A

£
« 5 AWS CloudTrail 123% 7 X ¥% API A

£ AWS CloudTrail icFZ I AX##% API A A

ARC ATAX# 85 AWS CloudTrail £/ , E&R—1WKRS , TATIEE ARC HHAF. A2
AWS BRSSP KELRYIR4E, CloudTrail Al A XEBNFIE APl BAENESHHEIR, BROBAZIEX
H ARC ## AW ARMNATFIAX#BH ARC APl IRENKBIAER,

MRIEOIZRERIZT , WA LR CloudTrail B4 #EF£4Z15F] Amazon S3 F#EHE ( BETARXEBHNE
). MREFEERER , M{HAE CloudTrail BHEFNERNLIERKFEERNTEHL

£/ CloudTrail WEMER , LA MBEEHX ATARXHERBE ARC ZH THLER, KHEFERD IP it
ft, FHRG., BEREBEAREMEAEE.

ETH#AX CloudTrail NEZ{ER , HZ5 (AWS CloudTrail A~ #E®) https:/
docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html,

CloudTrail F AT HAXEBER

B2 AWS Ik Bt | SFEZIKF E/S A CloudTrail, 3 ARC RARLEATARXEEESN | ZEHN
2% CloudTrail B¢+ , H5HAM AWS RS EH —RRFESHHLIEKP, ETLUE AWS KF
hEE. BENTHENEH. BXEZEER , i35 Working with CloudTrail Event history,

EFZILK AWS IKFHRWNEH (23E ARC FNATRXERBRSEMH ) | Bo/EREKRICR, BIERIERE
3% , CloudTrail Al A & X H1Z 1% E Amazon S3 Fi#EH. TIRER T , EEH AP LIRREERIZRAT ,
WRERIEZRNATFAAEAWS Xig, HRERIZERE AWS 2 XA IEZRAAEXSHNES |, FFAEH
EIEEEIEEM Simple Storage Service ( Amazon S3 ) Ff#8. WAL , B LR B H A AWS RS,
#—% 2 #1E CloudTrail BERRENSHEEHRXETH,. BEXELZEE , BZATINE .

« BIERERICFEBIR
* CloudTrail X358 BRSS M AL

» Configuring Amazon SNS notifications for CloudTrail

o« M\EZEANXEEW CloudTrail BEXX M ZANK - #U CloudTrail B E&EX 4
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

FTE ARC #4EH CloudTrail id% , Amazon NAREFIMRERFIZEFH K BES APl SEZERmPEIFANR
B, Hlfn , 3 StartZonalShift # ListManagedResources 2EHAHE ST CloudTrail B&EX
HHEREKE,

BIMNEHHATRBEBESEXRERBFRNAREGR. BHEETHEBEHEUTRE

- BEREFEHRBAFEIEER AWS Identity and Access Management ( IAM ) BF&EIEAX HH .
- BREFAACGKERREAFNENZEEIELEHN.
- BEREGHEM AWS RFEH.

BXEZER |, B2 CloudTrail userldentity T3,

HEEHNEIERFTEE ARC EHF

CloudTrail AIiL#&TE Event history ( B4 AR IER ) PEFRHEH. EXEZER , H5 M (AWS
CloudTrail BF#8) B A CloudTrail E4 7 %123,

TR AXER A EXHRE

BRIRE—REE , TATEE4EN BEXMHEEREIEEN Amazon S3 7. CloudTrail BE
HIE—NBIZNMNALEKEKE,. —MNEHRTREBEMRERHN—MER , SREBEXFTERNRE,. BREHD
AEFIEtE, HRSBEHFEMES. CloudTraill BEXHFTR LA API BANEFH#RRER , Hike
NFLBREMABEIRNFE R,

THHWRBAERT — CloudTrail BESKE |, ZFBHHA T AAXEBR ListManagedResources
B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",

EERRES L e 33


https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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FRARER

"userName": "EXAMPLENAME"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-11-14T16:01:517",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-11-14T16:14:41Z",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64

exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": null,
"responseElements": null,
"requestID": "VGXG4ZUE7UZTVCMTJGIAF_EXAMPLE",
"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"
"eventCategory": "Management"

}

THHRFERT — CloudTrail BEFKE , ZREBHATRETARERHPREEN

StartZonalShift &4k,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
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arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-11-14T16:01:517",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-11-14T16:10:38Z",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "StartZonalShift",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"errorCode": "ConflictException",

"errorMessage": "There's already an active zonal shift for that resource
identifier: 'arn:aws:testservice:us-west-2:077059137270:testResource/456apples’.
Active zonal shift: 'bac23b74-176e-c073-de8f-484ca508910f'",

"requestParameters": {

"resourceldentifier": "arn:aws:testservice:us-
west-2:077059137270:testResource/456apples”,

"awayFrom": "usw2-az1",

"expiresIn": "2m",

"comment": "HIDDEN_FOR_SECURITY_REASONS"

},

"responseElements": null,

"requestID": "OP40YXZ54HUPMIPGWH_EXAMPLE",

"eventID": "Obcab660-e999-43a5-9008-EXAMPLE",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": "Management"

}
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BT ARC H A X#%#H Identity and Access Management

AWS Identity and Access Management (IAM) AWS fR$5 T #EIEE R T2 iR HIX AWS BRI
MR, IAM BEE R EZFIAUEIT FHRIUE" ( Bk ) AR ( EENR ) F£A ARC RENAR. &
ATLAEA IAM AWS RS , TR AEINTA,

RS

- JAREBUWAE IAM EEER

- 1AM A 7] A KEBINR

- ARC A AXEBET SRR

AAXREBNMAE IAMEE56H

HEER IAM EEX Amazon MARFIREESIZ (ARC ) FARAXEBHHRI A , BNIZ T FEHLE
IAM ThEERT A T AT R X# %,

ALUETRAXEBESERN IAM IhEE

IAM Zh&E AJAREEXE
ET S ORER =3

E T RIRH R -

REHRIE =

REERAE =

ACLs a

ABAC ( R RIPRE ) i

FHERR =3

BEAE &
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IAM Zhgg AJARXEBE
RS REAE =

ELHTH# AWS BSMAS RS IAM RS EA , H206 IAM AFERTHE IAM BE& AR
AWS BE55.

ERAT ARC NET S ORIRK
XBETEHIRE : 2

ETEHNRBETMMESZH (0 IAM AF, AFASAE ) B9 JSON SRR A, XLRE
EHEIRFMASAEMPRA TN BERRRITHBLERE, ETHRNTOERETHHRRE  F3H
(AM BFiEE) FNEATm EEARRE LB E X IAM R,

BEMER IAM ETSHNKRE  BUNEE R TRIELNRENTRUAR A TRIELBRENRSE. B
THRRI7E JSON KRR EAMAAETE , H2H (IAM A #EE) #H IAM JSON KEET&E5I A,

EEE ARC ET BHMKBERA , 521 |dentity-based Amazon R 25 Ik E #2425 (ARC) IR
B& =il

ARC A& T 5IRAY KBS

XFETRRRE : &

ETRIFHREE M N FRAY JSON KM, ETRFHNRENRESE IAM ABEEREM
Amazon S3 FEMBEKE, EXHFETRARNKBHNERES T , RSEERA AUERACIREFHNBFER
R TIA] o

o] X B R RERR1E
XEFREERE: R

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EEATLNF AR RINITER
E , UREFAZRHETHIT,

JSON KHEHY Action TEEARTATERBP AN RIELIFRNRE, ERBPISBREUR TR
ITRERIRERI R,

EEETAXREEN ARC BEIRXK , HSH (RERNSE) HH Amazon Route 53 ] X% E
N HRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
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ARC Aol f KB R R ERFERERTER LT AR

arc-zonal-shift

EERMEUREESTURE  BEAESHENRT. MTHAR :

"Action": [
"arc-zonal-shift:actioni",
"arc-zonal-shift:action2"

]

B AERBESR (*) BESMRME, 0, BEIEELLEE Describe FFKMFIERE , @BUT
BIE -

"Action": "arc-zonal-shift:Describe*"

EERERATURAXEBN ARC 2T BN REHRE , HS0 ARC H A AXEBET 5 R KK
/j__\1§|JO

A X EB IR R R
TEHEBRR . 2

EERWLER AWS JSON REERIEEHEARIBEMF L, BREER , BNEETUNF LR FERITER
&, ARIEMHAZRHETHIT,

Resource JSON KB TEZEEEQHNAREN PRI IR, EAZESXE , HERAHE Amazon
HBEREABF (ARN) BBERR. NTAXEFRERNRWIEE , BERAEERRS ) BERBEONATHER
BRo

"Resource": "*"

EEFRFREBEREGIRKR ARNs , URETLUERSHHERN ARN IEENIRE | B3R (REENS
=Y LTS -

« Amazon Route 53 T i X # B E L IR E

EEEVSXHBEESEANRENRR , B5H (RERNSE) LT ER :
« Amazon Route 53 I I X & B E X K4E
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

EERERATURAXEBH ARC 2T S ONREHN RG] , H30 ARC HATAXEBET 5 ORI KK
=l

o] A X B Y SRR S

XBBETRSHRBERMGFE : B

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREF ARG THIT,

Condition TERBENNFMHEEEFEVMERIT. BALGIRBERAZEZERN (FlW, ST
T ) BEARER , MERBPHFAESERDNEMTE. BEEERE AWS £R&H®E , 51
IAM AR AWS £ B4 £ TXHER.

EERFTRAREBRAENIIR , B30 (RSENSE) FHUATER :

« Amazon Route 53 7] i X #% B & Y 5452

EERVESRMBEESEANRENGR , 50 (RSBENSE) PHUATER !

« Amazon Route 53 ] i X # ¥ E X iR /E
« Amazon Route 53 Al X # B E L RIRER

EEEEATUTRAREEBHN ARC ETHHNRKHN RS, 58 ARC A AXEBET 5 H K
=l

ARC Ay a2 #1513 (ACLs)
X ACLs : &

REFIFIR (ACLs) 2HMLERFTEA (KFKA. AFZA® ) ANBRER, ACLs SETHIRM
REERL , RETAEEA JSON I,

AT ARC WETE MR B EMNERES ( ABAC)
X5 ABAC ( REEH IR ) : BfO X

ETEMEOHRMNRES (ABAC ) R—MEDRE , ZRBETHNIREHEERE LRR. ETTR
FHRZHIINE] IAM KR AWS IR |, RE1R1T ABAC REEUATEZERANGEERIR LHRET
BL AT RETTHRAE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html#amazonroute53applicationrecoverycontroller-zonalshift-resources-for-iam-policies

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

EETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys &4 EBERBNZH TEZPRUFREER.

WRENBRSN TEMERREBIEMAEX=AFMGR , X TZRS , ZENR. MREMRSN
NTEHIRRREISAMEX =GR, WZENBD

BX ABAC WEZER , 5K (IAM A 1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN T RNEZES] (ABAC ) .

ARC Z1EX ABAC ML T &85 2 #F :

« WFE ARC FEMNEH#HTAIAREBHNREERR , TARXEB I ABAC, BXxMBHEI9HH
MR ARFAEIIERITE RIRN ABAC WEZEE. , B2 (Elastic Load Balancing A 15F)
Z Elastic Load Balancing 8 ABAC,

¥ ARC i F Il st A5 E
XEFIGEEAE - B

IS EHE BRI AWS BRNEHIHRINE , A ERESERAKS SRR ACR B IEN,
AWS BWZHBREKIGEHESR , MAREAKPHRZHH. EXEZELE , B85H (AM AFE
) 8 IAM F IR Z S EIEMER IAM B, AWS RS

ARC 955 BRSS £ AR
YRELFRAE (FAS) 2

HEER IAM MK ( AP SAE ) ERITIRER AWS |, BRANEEA . KEEOEFR TR, £
RARLERSE , BURSIMIT—MRE , LEFRABEETRRS FMAS —MRE, EXMERT , &
HIREFRITXH MRENR,

EERE M REREFTERBPHNEMEXRRE , B0 (RSENSE) FHUATER :

« Amazon Route 53 AT A X ##%

ARC MRS A
XERSAR B

R AR -—TURSEE, KRREWTREN IAM A€, IAM BER AT IAM RO, SR
BRESAE, AXESER , 2R (IAM AFERE) FHEIER AWS RSZERIENEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ARC RS HXAE
XERSXERAR : B

BSHAXABR -SRI AXKN AWS BSRFAR. BRSEAUKARKRERTRENEE, RS
EXASHAELZNH AWS K/~ , FRBBRSHAE. IAM EERTUESETREERSKHKAR
YA R

TRAREBTEARSHEXAE,
IAM 7] F KB R

ATRETEXNBRNAEA LD #HNAREFREZEHE (ARC) PHXIEHBINENESEER | 155l
RmMREFEREM AWS RS ( HI30 Elastic Load Balancing ) R#YiZIhEE. BT ## ARC IhEEna s
IAM F—RIREEFER , BFEFEAT ARC F ] XK Identity and Access Management# #Y
=E8,

ARAREBXZRBNARFARIIESR. MEREITEEE. Amazon EC2 Auto Scaling A& 1 Amazon
EKS. AIBAERA IAM &H485F IAM R RBHSEERERXLERR. UATE2ERNSNMNTRXENRIRE
RA&HENRIERA

{
"Condition": {
"StringlLike": {
"arc-zonal-shift:Resourceldentifier": [
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/net/
xu
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/app/
xu
"arn:aws:eks:us-east-1:123456789012:cluster/*"
]
}
},
"Action": [
"arc-zonal-shift:StartZonalShift"
1,
"Resource": "*",
"Effect": "Allow"
}

BREZER , R XHFHNHR,.
BRT IAM B EBFHBHNREEN , LTXT IAM ARNBRWES HERATIRAXES !
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

- BREWEE ARC FEATAXREBAMENNIR, BXESEER , TSR IAXERBES & 7RI
BRAN AT A X B IR AE T B AR o

- BEFED IAM R MBI MRS ITENREN AT 7E ARC XTI PR E AR E SR RIRHETH
AX#%®,

« 7 Elastic Load Balancing 12t £ 7 RINRE AWS HE XK IIEFERAXEEBHNERE, MEEE
F AWS &K REIREX Elastic Load Balancing A RIXER , MITFEE IAM FIREGEAN X5 B IR
BT B S E e X3 B R 7E Elastic Load Balancing ###l & M. EXEZEL , 35
Elastic Load Balancing BJIAWS L& K

ARC Rl fX#&BET &0 8 KR A

RANBERT , ARNARKRACESEHR ARC FHRIHNR, ERTRAFXNERFERRITRERNR
BR , IAM B3 7 A LA IAM SRR,

BT RMAERXLRSE JSON REXHGIEET IAM BHNERE |, E56 (IAM BFiEE) $i8)
2 IAM K (#2H8 ) o

BX ARC EXHMBREMBREE (S FESHRRRENERN ) WFEHAGFE , 525 ( ARNs RFEN
$#£) H Amazon Application Recovery Controller (ARC) FI24E. BRMFZHZ4,

&

- RBHEXE

o« RBI A XA TR R
- Tl TRAXER AP BRE

REERIEREK

ETHENNRBEEENART IR, BRI REKS FH ARC #HiR, XERETEXME
AWS IKF=E KA, tIZREEET S ONRKEN |, HEEULTHEEMRIN

- FaER AWS RERBEH EORKENRNE — EFBEAAFMIEARR TR , EERANTFS
ERAFIRFRRHAWS EE X, SIERBREIRTH AWS IKF, BITEBIEEDE LAY
RGN AWS BEFRERBRE—SHINR, BEXEZER , BE5H (AM AFEmRE) $H
AWS EE RN THEIRBENAWS FEE KR,

o MASENXIR : A IAM REEZEBNRN , BNRFHRITESFAENNR, At , BALE X
ERERHTIUNEBERFRNTWIRE , tHWNRENRREFT, BXRER IAM NAXRBRHNESE
B, BEZH (IAM AFiEmRE) F8 IAM RS FER,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/managed-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

o EF 1AM KRB RY SR AR — SRR RIAPR - 44 AT LA 2] 3% B 77 0 2% 44 SR BR 61 X R 4B R B IR B 15 8 o
Bl | BRI R E R R RIEELAER SSL RIEMBER, WRERSFHEERBIRE AWS R
SSHY (B0 ) FERAY , Tt AT BAGE A S SRR T X AR S5 R AERY T R A FR CloudFormation. BXES
8, FZH (IAM fF#Em) F8 JAM JSON R TE : &t

 f£M IAM Access Analyzer BiF 2 IAM KB , SUAKRNBEHNZEMMINEEMY  IAM Access
Analyzer 2 IFFREE M B KR , LHREHAS IAM KEIES (JSON ) M IAM FH{ESE
B, 1AM Access Analyzer 12 100 ZTURBREM ATIRENREI , UHBBEFIELS BINEEMEN
Kk, BXREZELE , 520 (AM AFER) FHEA IAM Access Analyzer KiiE KB,

- FEEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFRSBRAF , EFEA MFA RS %
i, BEETEA AP REREFEE MFA |, 15 MFA ZH4RMEENEEP, BXRXEZER | FS
5 <IAM AFiEm) FRER MFA &3 API 1A,

BX IAM FHRESSRNESER , F5H (AM AFER) F8 IAM AR 22 SEXEK.

R AR XS A U5 R PR

Ei7 R Amazon R ARFIRERFIZR (ARC ) #HA , BUNER —HREHNR, XLENRLM A
HEHENEFEXEN ARC BRNIFMAEE AWS K, NRABHKENFENRERN=KRHNE
TFEHRMRE , X THMT ZRBNEE (AFPRAR ) | BHENTEEMBEEET.

X FAXFA AWS CLI X AWS API SR, BEFAEREFEZHFHENR, R , AIRFHREH
ZEHMITHY AP RVEME LB VIR AF

EMAFREEPEAREEBNTL2LEINR AWS EE2E & | Fo A TR R

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

Amazon RIFARRFIREZEHIZE (ARC )

FRARER

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "ec2:DescribeAvailabilityZones",
"Resource": "*"
}

Tl TRAXER AP RE

AARXER API EEFREN - M TAREBHEURENAERF.

NERAFPATUEATAXER API BRE , BHNEAFZEMXAN AP RIEBEXI R KR , AT
™
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

]I
"Resource": "*"
}
]
}
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ARC AR A X B3 %%

ERXE AR , EAUREN AWS EEHHEARREXEBNABRFNRRERENTRAKX (AZ) ,
FEPEEMRETHE, AWS HAENHFEERFETRIVESANTAXEZMRE , 25338
. AWS Bz EFItIHRE , BANXEAFREENTRHNNAREFRETFENTAREB L X,

HIEE , ARC FEREENRFEMNETNRL. AWS 2 AWS ENRMVEFEATEFZIEFHTAX
HEHN , ReBEH AR, ERERRT  RAEZIXWH R RIS EBHE,

BEXEER , BEAURKRERN AWS SNARFNERRENTRAXEBLX , ATEASL
I, TAXREIEBEELYIZ!T. ARC A&IETRINATAXER IR ERAEEIEBHE
FREMNTAREBHENZHNNARFRRZEN.,. BYETHAXER , §FEFRNRENTAXER
HE , AIETESEMNRENNARFERESE—IMNTARNER T EEEZT. SAHIT —RE
E1T , HIRMELE R ( 40 SUCCEEDED = FAILED ) |, BiE& TR ARF RS RMEET,

/A Important

EREELIZTHEATARAESEE 2 , BARNEESENARF B RN XENRET
AXHMETrBRNARFRARRE, SEIRBREIETEIN , EFNKRBTEET R,
AXBEFEE (BFEEYET ) MYTHE , BFFFADT BRETH. KB AT 4

(kTS B ) IS RNAREFRE R EZER.

MREER BT BROCEEHHREDY , WBENBWEREADT BNRNEE , UEHE
A AXEXRER T REBHREIEEEZIT,

MRETRERTAXEDERBREESLT ST , BEMAT REABFRRREZE , Wi EY R A
EFEREENTARTAANBERA TEREEZT. ERTHNE , BEITARER , FHFRAREMN
AAREBHE,

ERUARAzHEBE , BUEABEEHMITERFLIESTITARER  RIISHNARFEREMN
JAREBHERREMELEREET. AE , ARC MITHERSA I ST UABBREFLEBINERESR
EBNREHRTEHIER,

NERATAREKRNANEN Y  FRIEREESTEINANGEBEAAREBHE, fil, NARFR
BIGE AR M W L B @ 2R Amazon RRHE T BT ARXBIESR CloudWatch |, AT AR IX L
EHRRERX—R. RERSNEFRESEREENNK , RETURKERACBHNTHAKX , B#
SRR TN, ETHRESER , BESRERHES K SEN R LREGEERE,

X35 B ah sy 45



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

BRI LAE ARC BHIAFAZENRREATRAXBEZ %%, S¥E , £ Amazon EC2 ##|AF , &7
PUEBRNBENABSERRTREATAX B %R, EiFd 7 H N Elastic Load Balancing /5
BRXiEB340# , 255 Elastic Lo ad Balancing AP 8@ # X {RE .

B HRBNEINEZTIARKBRENN, BIExVHR , SZLBHNTAXRER , AWS &F1EF
RERENTRAXEBEE, BFFrNNRARFRESEQIXSEFNRETAX, E4IETH , RE
SMNENRFENATAXPEBHEN 30 784 , ARBEBEXEFPHRETAKX,

&AL Amazon EventBridge BAIEE N IREBEAE X B RMEMEIBNES., BEXEZELR , S
¥ £ Amazon & A X i3 B zh##4 EventBridge.

AKX B3 BN TR TERE

Amazon Application Recovery Controller (ARC) 9 X i3 B zh Y1 ThEE o iF AWS &B7E AWS BEFHE

AR TAXEFWRERN , AREBERROFRENTARERBEHE, Zonal autoshift T REFHIFT
BEUAXFMET BRHFRRMZIT AWS Xif , XENABRFR AN ERE—NTAXKEHNERTER
E1T,

BEHARAXBEHRE , ERERELIEIT , LME ARC EFHRNAEMN —NTRAXERH
%o ARC RABANEAEEXBNAIGTRENENRFERHELSET. BNRENEIETH
IR ZHFAY o

X FBREIEIT , ARC BRIERER, MREINESTRELEZEMBE , WETBTERTLRIRIE
AWM. BREIBTERNESER , BEREIETER.

IZ A LA Amazon EventBridge BRIELE N OB K EEX BN RBENEAIBNES. EXEZER , &
&7 £ Amazon X5 B 31 #4 EventBridge.

AFS

- TAXEFHHEBEN

- fAEt AWS B HE L B3R

- ARC IRt &HE. BaIMERESE1T
« HKIBITHNRERE

- FIBETHNEIERBEA

- ATRAREBHNREER

- ELERRNEDBIEBRETIET
- RESNAHEBHEN
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/zonal-shift.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER
« HKIETER

« FRIERTERF TR B (RA UTC BFiE) )

AXBHBRE N

XA RE—MHREKRE AWS FRNARFARRENTAXEZHENIIEE, AWS HREBEN K
EERFETREENEFANTARESHRN , 231 B3RS, AFENITEREZSNKRENIER , 2
¥& AWS M4, Amazon EC2 H Elastic Load Balancing B %5

BRBAZFFH AWS BIRF 318 A X831,

HEBE-ANXENZD (BER=A) AZs HAHOERLHBENZIT AWS NAERF , ALY R
DX FHSREMN , AWS AIEBELEA B BUIEEXERE  MNMRERETAXPHNESNA
BF. BINRRRERBEZ AZs i XK EMETS , AWS AIUAREHRESR, o AXEHASRER
BREM R ERRBERRNFEN RN ERE.

ARC X#FHBRIRMERINEE , TRHEETARXBRIEASTRANME , XETHRENZZEE 7 A
X#EBHE,

NRFRERTRAXAHEBE , EAFNZHREELTZIT. AWS RAFEMIT—IR 30 2 8HHI%k
IET , WD ERREEYNREREZTENNARSF  MEEEAXEFN —NTAK,

ETAREE—#&  ERERERLT , TAXEIHRBIINRENTHAREBHE, flu, MRH
Ky B9 ER B IR AZs SR BEISKA] , EMBRFIESTRRTE , WABGERRLL T REITHF
RE , BEEBFTEP—Kbl, AZs

ETHAEXTARADHRBNESEE B30 ARC PN TAXHFH#E.,
et AWS JZ 31 M= 1L B 3

HENFREAXE B IR | IR REERESHRERE AWS FRARFHNERREMNTAHKX
BBHE , UEBRERERE,

ARIIX—B#R , zonal autoshift EFH AWS ENHERRERN B FZETREEZWNEFNTAXRE,
AWS B BEIEER , T ERERRNAES VA BN IS NEFNSHRAARXER,

TRAXE®RBHETNEHN AWS KEFWAAATRARMAY RENARFARNEFS MR, X
B EBREIETRIN , EFXNEBTEREY B

AWS HEBEATAXEMRER | FERB IR,

ATAXEHNEBHNIERE 47



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ARC B =8k, BRI MEREIETT

ARC BENRREHE—IREGIIZT , BIKAN 30 28, ARC U ZH., BIHINEESNIRIFNLE
Z&1T. ARC T2t BAER—KFFRERNEDZET, BHEULESEHRELIEIT , UFHEBRIE
BHRENTARXEIERBEHRER S,

YA BITETREARIFEERT B N AR TE , EMERESPR1EHN SUCCESSFUL, B EH M JLiF AT 8E
M4 R : FAILED., INTERRUPTED, CAPACITY_CHECK_FAILED # PENDING, &RENE AT E
ESIBTERED,

EREERRT , ARC MG BTH RS R, flM , IRELEISTHRERABZEBES , W ARC
SHMIZEIETHFEER, BE—MIF , RRAFNEISZTEFARER , ASBEEENAT
BIRETBITHEREA ALARM RS, EXHERT , ARC BRI ETHARELS R,

A, ERERERT , ARC RN RFEB UG IET.
T RIS & FRAY P TR PR LE SRS E 1T, ARC SITUTRE

« MBEHWNFRNEIZTERTHEGU , W ARC 2UINABANGIZTELE R , ALHRIET
—BARNZRBRLE—RFNEIZT. EXHBERT , BALKINERN INTERRUPTED , A=
FAILED, REHURLEIEZTHERBRELSIETHEIB A ALARM RESH , EIETERT S
®EN FAILED,

- MRETREFHNRIFHOEIZTNFERLEAR , W ARC F2BFETIE1T. ARC FHRLEE
HEE  DBEREBNFEE IS MELENR, HRBEMELELRE , ARC 23 FIFRE 314

B1To

LT R LE ARC X3RS 3h AL L > 52 1THY PR LE L SRR

- %7HB AWS Fault Injection Service SRE#H TR , ARC TR MKEL S, MRE ARC ZHET
BT EAN AWS FIS MELATEIRS , Wl ARC FEFFHRETI M. ARC EENES B KA
ERRE , 21 AWS FIS 3]#E, MR AWS FIS JENEEL T A TEsNRAN TR , ARC HERSET
i, HEERBET —RERLHENEI BT 2EWTBE —F4%,

« MRENMXELHE AWS ]/E , ARC FFBARBFEMABES , MBS R ZXEHERES .

HENBTERXETHBER TEMAE , ARC 2BEE—HRZH-—BERIT T —REIE1T. NRH
THEERS ( HIMEEERN AWS FIS SR HFEHBHRBEED ) MRBAFKEET , ARC 2%EZH
FraR4RS |, EEIL S BRI BATT 4R,
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

GIGITHNERERE

HESTEYN , ATEMFRENTHXEL , ARC 2RTRE , RIILEHEMTHAXPRESR
EBENBERZLHFRENTAREBHE, NRXEEBNITREE  WEAIESTHRERBTS
B3, B&IBITRER.

L5, £ ARC GREFIHRBREINRERB 28 , HAAXBHEBTRE , ARC Xt A E R
REHTEERE, MRAPEBERNBTERELRN , WREFSEBEFKNTAX,

X3 189 E AR M Auto Scaling AT BEFEHRE,

NTFRBHERER , FEREARIISABERIENETRARFNENRES A ESIMNTAK
. BAME  FERETHARESTRARFNENNHREEEIMEROFETHAXPREFEGE, T
RERE  YHERESINTARNEERESHMAXEMEY , ZRRD.

IR, RERETEATEREAREN Lambda WA ER , tTEATHRAERFAFITERS
AN XLEEHFRTRREXEREN.

ESER T Auto Scaling BHAMBERE, X TF Auto Scaling A , ZERELRIE Auto Scaling AR E

BEXHAE (AMETAREHFRETRARFNENLELR ) REFENZARENMERE,
BRER B KK

HRERBRAUNRRNTRABRETHEN , £IETHE RN CAPACITY_CHECK_FAILED, Ei¥4T
BARERELAMNWER , F5H ZonalShiftSummary B Comment 2., BEEREIETU AKX
BB Comment FE |, iHHITUATIRIE -

1. {5/ AWS CLI , 3| & E#E A ListZonalShiftsAPI BEMN A I 2T IEEN T RN XERFRE,

FOr fltn , EREIXEHRE , TASITREUATUATARAENSG T

aws arc-zonal-shift start-practice-run
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890"

2. EFIREM ZonalShiftSummary NRHA , REBTREREMAMNAIZTHTHXES,
. ETHERANITARER , BEE Comment FEHPHEER.
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https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListZonalShifts.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

HIBTNEHBEA

EIRE Amazon BA , BRILLERKBEIBXRET BNERE I EventBridge B, BN R
KAFEARFREAXEBzT0% (RN BB ESE EventBridge BA1 ) , LA LUREEH, B H
HEBUREBHN , BUUEATAXATEZEMA , WE ARC BaIWFE Ba1EBNEXEN, FF
E  BURESNEZRES AWS X5 R BHE B IR,

EEERABYEBARERBANSR , BoREASERAEEBIURERT, ETHAEXEA
1R LA Kz g0 n] 1 AP Bl B 8@ AL W AY B %15 2. EventBridge , 185 #7E Amazon £ X5 B 344
EventBridgeo

RAXEBHLER

HéERE , NSANTRAXEBTREL -1 BRERR , RE-RUAXNBRRITXEES., FFE
FHXEBD, BB AWS FIS XK. HEHERATRAREEN , ARC 2BBRLIREE
BT A X BB R A R IRA Mo

o LERH—REMNR , BEANFFEINTARKBLETRMORBRE, B2, HIE , 30
AWS B34 > 2R IEIRTTIRIEE S o

TEHNIMIRRAIEAT ARC REEREITHR :

MR R XERRR KENTTHAXERRR )

AWS FIS 3238 KT K MFETLEFR , BR AWS
FIS SE184E %

AWS FIS 3£38 FHUAXRER AWS FIS SRR EUGH , #E
FRAFHDXFES.

AWS FIS 3£38 X 13} B 3 #4Y AWS FIS SRR FEEUH |, H
MNAXE BB,

AWS FIS 3£538 AWS FIS 3246 BEIE AWS FIS SERSTT3E

B3, BARAEXRIEHEIELT
, & T AWS FIS Bz %13y
=
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Amazon NAEFREEFIZE ( ARC) FERARER

NMANTAXERERR KW o AXEBRR ©£R

3BT FHUARER S TRBECE |, &R MR
B INTERRUPTED , FHfIRM
ATRAX#®%E,

&3B1T AWS FIS 3253 SKIBETRHEVH , £R 8

&5 INTERRUPTED , FHJ$RM
A AWS FIS 3£,

& ETT X135 B 3h i1 S THEEEUE |, &R %
B INTERRUPTED , FfIM
ATRAXEzm®EE,

FHUAXER 3BT KIBTHEER,

FHUARER AWS FIS 3246 AWS FIS ¥ FFEER3 , W
RXREKREHTH |, NKK
TR,

FHUAXER X5 B sh it RENTARX B BRAN
A ACTIVE m3E APPLIED, F
A X EBR .

X5 B sh#R Y AWS FIS 3253 AWS FIS SB[/ ERD , =
FEWMRBIEEHITIES KK,

X 13 B 3 #4Y FHUAXRER REWTARX B #EBRAN
A ACTIVE m3E APPLIED, F
A X BAE 5.

X 13 B 3h i 4Y &3E1T SIBETHEERS , AR
AX BB %,

HANBRERNREXBESNNANITAXEBIRSIZEN APPLIED, FAFRHMERE—1MNEBIRE
A APPLIED, HtIFFE#HITHEBLIREN NOT_APPLIED , E&fR#F ACTIVE RZ
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Amazon R ARS8 (ARC) FRARIER
EIE B RRED B BB LS I=1T
EfLEHNBRRETHENER , BEEATAXRER,

ZRFMRMEENITIRITEREIET. MRBRTEABIEBZNEEEEFELLETEIT , WM
MR 52 RRRBR G T BT E

BERGSIESTEESS |, & AWS FLEATERAFHRRAENTARXKBNESZT, A, BTAAKX
B RBEFRELETEIT , R HEER ARC 2H ARMBREDZTEREN , KRFEESERH XN EIRN
TRAXE?®E, BR , HI8  IREERATHXEHHE AP KBIBREET , AR ERLMAH
NERFERNATAXBZEE,

BXREZER  REREETAX A RBNEAHEATAX B RS,
B R WA A/

NTFEIEBMEIZTUARER  £HA5 ARC BTEFAXEN AR EZHEBNIERENT
AX#BHEE, NRZTRARELERENSTIRRTE" , Amazon Route 53 £FFZEIRIT MAY IP b
M DNS B , NERENZTAXEBEE, ME |, FERST AWS X8 XA EHEIFHNEA
AKX,

£/ Bahtnt , FATAXREHF AWS RELRE RN , ARC 2BUCHETIRRARERE |, #
RIXE Route 53 WIETIRRKRE, AF , REATRAKX IP bR E , IRETRAREL RIFE
NEBTRARE , TRAXSERRAANARFNIERBATEE.

SHER , BRBAFETERAROERINARFRRZTRANETRARE, BEFERME
TRARERENZTRIZTE , ARC IERETRAREDRSRENTARERHE , AR
HEEREDEBHTAREBIFETRIREBXRENER.

I BITER

EXEEHIRF , BAURNGT BEEFRHREHN CloudWatch B : LRERMEZER.

ERER (LIE)

MNTE-—RBENER  DERER , ELFEEE B, ENZRELERER , MEESRX
NHE 30 ZHMGTEITHE , EFRENTAREBH AN ERNARFNETRL.

NTEEITER , BRED —MFESUTHNZMH CloudWatch BHRIEENERER
B G R R IRENAREFRER

AND

AKX BB TERE 52



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

HMARFREX-—NMTRAXMZHARZmEE , BRSLL ALARM RS 1T AL
BREZER  FEARETHX BN EBNREIEFNNEIBITEENERIT D

SZRERERMT ARC HNBREIETAHRENEISTERNES . MREREBRHA
ALARMRZS , ARC BERGIETHIREILSIZITH FAILED £R. MREIEITEK T 30 74
BRI ER |, H B REEN S RBRIIARHEA ALARM RS |, M4 RFIRE SUCCEEDED, 4
ETERBIRETHELERENIREEER,

BELEEER ( Ak )
BHALUEREEE —NEIREKE | AIELEEBR. £— 1 RS NERL T ALARMRZSE |, PHIEE
RFFELELTZITEI LKL, HED—NERLT ALARM RASET |, ELEERASBE LI EZTR
EEBEY , HELEMEEHTHEIIET.

o, EERSIMHRSHARELS , S—IHRSEIREN , KEEFEFLNARFRE
FHEREER , P BEMALEETET. BUE ARC FR NP L BIRK TR LR E,

PR LE B ER M SR VFETER ( 3RA UTC BE] )
B LERME S AV E BN B s ER R ( BIRA UTC BSR4 E B BiFEtE ) B4 T1E1T,

Blan | MBBITRITF 2024 £5 A1 BHITNAREFEH , HBEZBFHFLEL I STEUNEBRE , N
A LSRR IE BERIRE N 2024-05-01,

HE , BREBA=ZRETULESHRERFE, X FXFER , BTLLEXEA UTC B TESE B M
B EIRE I FE LA ER |, 4570 : MON-20:30-21:30 WED-20:30-21:30 FRI-20:30-21:30,

HE , BALLREFER="MNEHREPFETHF 5:00 REN ARC BEHEI=THIBERSER |, LA
HEWIRE, N FXHPER , BRI LUNEA UTC BEIMIATEESE B BT ERE RN AT ER |, 6l
W : WED-12:00-17:00 FRI-12:00-17:00,

AWS X X135 B s #RAaY 7 A

BT, il AWS KRR HEXE (FE (4% ) KENTE ( 7E ) KEEEKEBLAK
S5 B 2 R

£/ Amazon R RAEFIREEFIE (ARC ) WRRAZSHMEIZET, AXESER SR K
Y R

FXx ARC WXEHRURXIBXZIFNRSHaNFHAEER |, F5H (Amazon Web Services — ik
Z) K Amazon MAREFIRERFZE ( ARC ) Im R FMBECH

AWS X1 53


https://docs.aws.amazon.com/general/latest/gr/r53arc.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER
AAXBa#BHMS

TEEAT —NRE, BIERBENDEERTAXFEARLBESNREN , BIEBFREM
AJAREBHE,

Zonal autoshift

@ Practice runs configured @ Practice runs not configured @ Zonal autoshift enabled @ Zonal autoshift disabled

/\ Autoshift started by AWS for the affected AZ

Managed resource

Availability Zone 1 Availability Zone 2 A Availability Zone 3
ALB 1 NLB 1 ALB 2 ALB 1 NLB 1 ALB 2 ALB 1 NLB 1 ALB 2
® 0O ®© ® 0O ®0 ® © ® 0O ® 0O ® © ® 0

LT 2 ARC A X B B IR A .
TRAXBEER

AKX BFRBEFEHTEARENTHRRVRERBEE, XEAIRER ARC FH—IT
ThEE , HNEENE R FEAREBESFNATAXZBRN , E2 AWS B3I B3R, HEE , &
REBAT , REXIXRN TR TRAEKEBHE.
&RIELT
NERBAXEBEH BN , ELFANZHREEXEEHBNEZET. AWS KYBEARIT—
RERS] , KLY 30 o8, BHEARELHFEITET,
HABTUAREHNABRFAIUEER-—INMTARNBER TERET,. B#43E7TH , BIXE
AWS B RARNREMN-—NATRAXEBLEE , ARELAIESTERMERERBE X,
HIETEE
ERASKNETEE , BRUENL ARC HERATAXBH BN ARG A ZTHNESEE (FE
IERT BB FRT R ) o BIEATLAE X AWS 253 B8RY CloudWatch Bk, & LARE AT 43845 5] 51T
BB , AN E XA ERHAVFITER , REEFEKISITHER.

ERATARBEIHE , XN RFERTFLIETRE.
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B LMIBRE S 21T , EXMAEERATAX B R,

HIBTER

HEIES S A, S UREZRFRNNARRFEREE CloudWatch B ( £EEESCIE
CloudWatch ) . IREMNRARFZIEHETHANEME , WEEENERAILPELESLSIZTE
), WAIBUF L EFERITRISRSIETT,
MREEENERIEA ALARM RS , ARC RERFISITHTARER , IEFRNRAERTS
BMNITAREBHE,
BRLNGISTHEEMMRENER . —HRERER , ATESYSTHRERTRNEARE
FRETRR ; Z—HRELLER , EUREREN M EETBITREITFLEEHRTHNEZE
7o ELFB-NERER ; AEBERIE LM,

HIBTER

ARC £ EBREIEITHNER. UTRABNEIBER .
« FAE A ETHAAREBLTESRS ( EE#HITH ) . BEIEZEERATLURE,
- BRI BEIZETHR , ERBRAFEA ALARMIRE |, S BITRR T E 30 2458902 F
=,
- BEHH  EYETERNERFIFELERBERHEA ALARM RS, LI ESTHIHRETTEE
LM, fla , BFREISTIEERNELEBIRE A ALARM RASMERNATZTHE RN
INTERRUPTED, BXHI INTERRUPTED £RMNERMFHAER , BSHE I E1TE R,
- BRM : EEIEITHIE , ERBERF AT ALARM RS
« CAPACITY_CHECK_FAILED : WEAAXMNAREEN AT BEARRNOHEIERLEXRNY,
NEZ£MN
ARC FHENZELMN AR L —MNERENKESIRERB, UHR2E , #XE -8R , R
T-REFRENITARER, FISTTARER (HAWS HEFRE ) HBFHHEE , TrEE
HERENTAXEBHE, i, IRENENRREHTAXER  MZERIEEELTR
HEBEMEBHE , MREERITITAXRER, BXEZSEERE , BSHAAXEBHLER,
BIRARREF
ENHEATAX B BB ERNIFAR , BIRIEMN Amazon BIREM (ARN ) , BARABERIKF
% ARC XM AWS REFANEREATAX B3 #%,
RERIR
MARFARYERLEIE ARC FEMARURTUAX B EB, St ERSAFEEFS
REHITAAX BaE%,
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

RIRB R

ARC HIEE R R B

BN RS
ENARSERRBRNREEBREEN. BEVAHAXBFIEBN , —NRBRAUUEZANEINR
EXEE  4IETTARER,. ERrAENTHARERREBEE, B2, NNA—IN&EB , 1

MR , I—RRE - IMEBXNRRER. RSN APPLIED MEBTHERRNNAEFRED
HRBHENTAK , AR ZREBEBAE R,

HBRE

EXTTRARXEBRE, THRXEBTUNUTREZ—
+ ZONAL_SHIFT

« ZONAL_AUTOSHIFT

+ PRACTICE_RUN

+ FIS_EXPERIMENT

o] A X B 3h B B R IR mE AR A 2 E AR

EAKNKBEBNIERER , BERRABEBIHIRME, BV RE KM H B Ak Al &
BEAR , SFEREZSRTFETENMEEAC)]. B , NRARENH P ERABEmERIEE , X
REBRENATRENBERD, ERIX—K , BHFL T HBRS A A A E 2SI E AR BIREE R 2 A
X5, BAR AR Bt AT AR 38t AR 55 B9 B3 TED Al AT TR RV AR & W] S

—RME  EHERAFEHRTELANEEGRE , FIMERSTOIE, EHRMMERTR. BEERESR
ARSS Ry /DEhRE

BXPBEFE. BHFEUARNAAWS WEBRSUHEESTRAEERNESZEER , 3% Amazon
Builders Library F#Y “fEH o] i X ESREEM" B3,

ARC FETHX BZ % B EMN

NTXEEF SR , £ AWS BEFETRNEFNARFSEFFZRWEEREN , AREFRE
MATAXE AWS BB HZXIFAR. BATRAXBERBTRBEMHATA.

BX ARC HFEAEMEEMEN A , HSH ARC Eft.

BRE AR E AR 56


https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/application-recovery-controller/pricing/

Amazon R ARS8 (ARC) FRARIER
EETAX B RBHNRESRK

7 Amazon RIARRFIREEFIZR (ARC ) FEATAX B EBR , TFEENATHREIKIIES
Tilo

TAXBEIRBEEAMRENRERS  BIRBNEISTIARER,

- f& AWS BI B3R |, AIEESHRAREGEBTARNNARFARAE , NMABEIRE R H,

- BB ETT , ARCRREEFATARER , FELRFITAREBLIIET. AWSHIETKX
BHRBEFABRNTARSEBHTARX K RARESANTEERXEBEX, £3STUHBEBRRE
AXFHFNTAXAOT BT EBNEE , LMELANNARFEBRBER—INATHK,

EEABFHRBNEIETH , BANREIRAIESUEEFC,. TRATAXKEIEBRINER
BLELR S IE1T 28l , BRRRUTER,

ES1}

- BREIEFinS SN iR LIREEZNEE

« AT RENRFEREANHARENER

« EERFREERHI

- BEGETER

« HMELKIETER

PR % P i 5 8 1Y i SR I E AV B[R]

% Amazon S ARFIREEFIZR (ARC ) FRENZEWH AAXPEBHEN (SINEATAKX
HBYITRAXBEYE ) , ARC AREBNARFRENYLERE DNS E#. DNS EfNSSHAR
BEERSHRTZZMNULE, BR , EMCHTEENETFRARSSEMIHMNNTER HE
R, BEREFREMERE, NBRRERE , BUUERSIE S mE5EN R QURGERNE,

MRERANRYAEFAEEERR  WAAER keepalive ITURE B EZMVIFENH, &
WG keepalive B , FESNAREFHRE R E BARERIF—3, Hl0 300 ¥, FEEF
keepalive Bt[HEEYS , FERMEEEME M EIMERE (XATRELFEER ) MERGFHAERS
M Z I AT A X RXEB H 2R 2 - MTHE,

BRANARFAHIEERIRE keepalive RINESEER , F5H (RRABRFAREERAFT
B P HTTP B/ imREE ISR,

RIEEE 57


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#http-client-keep-alive-duration

Amazon RIFARRFIREZEHIZE (ARC ) FERARER
ey BENBRREEHN A RENER

HAWS FREN—NTAXEBR LR TXEERS BN , EENRRR AT HXEE
HREESHNRRBERER, XHEIAMNBSRELE. BXEZELR , 5% Amazon Builders'
Library FH“EAAAXHNESREE BE P,

i, MRENERARFFE 30 MRAKNEFFRERRES  WEE=THXMRE 15 %
Bl BHIAE 45 MRBl, BEXFEM , SREMN—NATRXE AWS BB H AR ( £/ B3 RER
HEIETHE ) |, MRAWS TTUERATAKARRARFNEF imRARIRE 30 3561,

ARC X B IR hEE A H BB RENT AKX AWS WEHHIRE , RN ENNARFH R
EMEY B, TRERAEZ-NATRXNBERTEREEZT. ENRBREATRAXAHEB 2 , &
AWS XEHWFIEERBATAXH RENRREE, RE , NRFEFITAXKE , LUK =R
BNTHXEBHEN , EHNNARFRENEEEET.

ERATHAXEBHTNERAE  BERATAXREIRBHANNARFAREELDIZT. ETHECH
BESSET  URBRENEESIERY R, CAKSBEIRBHITEREIZTAHYE
FEBRRERENEIEITR. ATETARARBNEE  BHNNARFAINEASERBHERET
(] BT 3t 4K 52 5 3 P I 4R A AR 55 o

BXRXARBREFHTAREBNESER , FSHARC FHATAXER,
ERRRREMRE
TAXBEFRBIERATAREEIXENMAERRNREBHTAX., E-ERENRFRI=R
b, ARAXESEBTFRENTAREBHRIETEIEE,
plan , MR AX PR REEERBIRARBEMES , REMBASRAIBMZITRORTE , MK
HEERHE AT RBIRS, MBERXMIER T ARG ESR AWS B B3% , NEFTHRT 2
ERNBEEREANTAX , RARBEEHRELL T RABIT RS, XRARZHFHNITA.
AWS XiF RFrA A AXEBITETT (FEF ) |, Autoshift FLEH—PMATARXESTRLTE
AR RERBIHMTHX,
EEFRXREXFARARNFARGE ( SRMAEFEIENERNFINER ) , BERAFNER.
BESHIBITER
YT ERTRAXEIEBHRTHEAISTELRE—RENER (LSRER ). IE , £
ALABESE R B ER (PHLEER ) o

EZERNRRES BWEER CloudWatch et |, HicEULATILA :

s WFEIETRE  BEPFERE-MERER. NTERER , RINBWERF CloudWatch
BEREENERRINARFIIERRAFREMN T XER H RSN 885 £ RIS at it
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https://aws.amazon.com/builders-library/static-stability-using-availability-zones/

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

AALARMIRZS, fHiltn | A UBER RN BERERRE , ARFEREENEB H ZRER A
ALARM IR, BAEHEELMEIR , N AWS EREzTHIRE FAILED £ 8,

o BANEWUZBREEHAWS TEWERE | ZEFEB SRR MEERSIR (KPIs) £ CloudWatch
BRRE, MR, WA FERAXEEIRRCIBESERUAEZSMARS , UBLEE
GIETARESBNARFEARAEE KPI EXRNBERATEIEI BT, HERTBLT ALARM IR
A, ARC FE TR B RELHLE I BTN EE%TE1T,

s WFEIBREER , WREEREHRE—N (RZD) , WAILUEERERA TR REFTHFE
AWS I F BT ERS , flin , HERRREEXESH,

s WFEINZTER , BEENESINEREETZHTREZF (ARN) , A0 5%TE Amazon FEL
BEIR, CloudWatch&1EER CloudWatch BIRUILARESEIR , XHEER UL AN AREFHM
BERMSNERANKRE | NTALREIRFAALARMRS, RE , EAUREEMNER , RS
RNIENEI BEEREESHEBENSZSNER, BXEZEE , 555 Amazon CloudWatch A
EREHRNE HER,

- BRENEGIBIBER CloudWatch BIREZ/AEBRELI BN E RN TE — X,

AT BITER

ARC £ EBREIBITNE R, MITHEIETE  THERABERSFTERDER., Hu , &
REFERY RREHEERNEE.

LT RABERGIEER

« SUCCEEDED : &4 >a1THiE , TEREHRFA A ALARM RS , 5 BT T EE 30 7 #HY
A B

* FAILED : #4J&1THE , EL—PMEREHRHAAT ALARM RE

- BHH  KDETERNERAIFERERI A ALARM RS, KIE1T 88 H &b R E
W, SEUATILNRERA :

« RIBIUER , RANEZMX AWS FF18 7 Baiif AWS X s izt X HI T ER
1EiRo
. é,\giiﬁZFﬁJ«XéEBﬁ y IEEﬂg Eﬂﬂ“ﬁﬁ’ﬁfﬁﬂ'\]%xﬂﬁﬁﬁﬂlﬁo

« HIBTAUER , RENENTRARFHRREHIEFEFSRENTARXERE  MEIETH
AXEBEFREMNTRAXHPEBHE,

« HKIWELER , RATEBHRINEIEITEREEEN CloudWatch iR,

© KIBITZAUER , RRANGIBTEENHEIEEREA ALARM RES

o KIETRRAMERMS Ko

« KIBETESER , AARETRATENTARBI®RE, BRI AXEBMLLH.



https://docs.aws.amazon.com/wellarchitected/2022-03-31/framework/perf_monitor_instances_post_launch_establish_kpi.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-autoshift.how-it-works.html#ZAShiftPrecedence

Amazon RIFARRFIREZEHIZE (ARC )

FRARER

+ CAPACITY_CHECK_FAILED : AKX AREEMN Az T BARRNGHERELERW.
« FAE  HKIBTRTESRS (EE#HTH ) . BEEREERALUERE,

ATAXB31%E API B1E

TRIETARATAAXBEZEBHN ARC AP| 8#F, BXREAXE BBV AP RFERNRH AWS

CLI, &,

BXRIU{ATE AWS Command Line Interfface R ERER T AX BE1 % API BENTRS , BTSRER

AWS CLI # X35 B s R #4519 R B

Action

BRI ETEE

MERER S BT EE

5 B3 B

FIHE#TAIRAX B RBH
RIR

RENERITITAX B EBH

=R

REHETEE

BERIZEATHXE#E

BERSEAEIERBUREE

il

BERIIET

£/ ARC 2%l &

weH BARRATARKEY
8.

EFSH EE, wEIMBRES
BIEE.

EFSH ARC VAT X B3

|38

o

BESH XEFENRR.

FHSH IFH AR

EFSH EE, wEIMERES

BITEE,

woH RARRATAREY
Eil- 2

ESH BAXEATAXEY
#B.

BSH BHSIETTARKE
Bo

£/ ARC API

#HZ ¥ CreatePracticeRunC
onfiguration

iH2 ¥ DeletePracticeRunC
onfiguration

&5 ListAutoshifts

2 # ListManagedResourc
es

#2 1 GetManagedResource

&2 UpdatePracticeRunC
onfiguration

&2 UpdateZonalAutoshi
ftConfiguration

2 UpdateAutoshiftObs
erverNotificationStatus

2 StartPracticeRun

AP $2&4E

60


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CreatePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CreatePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_DeletePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_DeletePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListAutoshifts.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_GetManagedResource.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdatePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdatePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalAutoshiftConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalAutoshiftConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateAutoshiftObserverNotificationStatus.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateAutoshiftObserverNotificationStatus.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_StartPracticeRun.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

Action 5 ARC #2%|& /8 ARC API
BUBES S 1E1T HS® BUESG 2T XY 53 CancelPracticeRun
B

5 AWS CLI 7 X i3 B zh #2419 7= 451

AUNAERAX BB EERARG , FRAEA API BEE AWS Command Line Interface
Amazon R FAREFIREZHI85 (ARC) REA XIS B BALINAE, XL RFI EERBIEEART BiniE
T CLI R T AXBHEE,

ATAXBE3EBR ARC HH —UiZhEE, A zonal autoshift , AT LA AWS E5E ) HA B R R &5
BUARKSRXENNARFRERE  UEPRERENE, BXTHRTITAXEHEBNRFRNE
ZER  FEAXXENRR,

AAXBFEBEBELIET , ERTLLHRENTHAXEBHE | UHBBRITFENEBENNARE
FRAEE,

BXAAXBFIEY API RENIRNIEOESFENERE  F2RITAXBIES APl B, BX
ERANEZEE AWS CLI, B2 (AWS CLI i 5Z5E)

P
. HRGEARE
- BARBAEYHRE
. BHBREEES
. BUHERRITIS 51T
. BUHERRITH B RS
. RESERE
. BRGIEARE

BIRLKETERE

EeeB B RERAURAX B EBZE , XANZRRUBEIETEE , LENRENEIESTESR
I, B LB A create-practice-run-configuration &% , EB8) CLI R EREIEEY
EITEE,

EARBRCIREGIZTEREN , TEBUTILR

fER CLI RER RHI 61


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CancelPracticeRun.html
https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/index.html

Amazon R AREFIREEFIZR (ARC) FERARER
o WA, BE—RREFRBEHREE N CLOUDWATCH,

- BATEREENRREEERN AWS X5 Bk,

- WIIEEL RBER. ATLUEERIEEMR LEBR.

o ALEIRIEERE /S B AT L/ VR RT ER

BT LA # A create-practice-run-configuration &% , 1§85 CLI 81B4 Y ETH B,

plan , EARRESGIESTEE , IEANTHS :

aws arc-zonal-shift create-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--outcome-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-
MyAppHealthAlarm \
--blocking-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-
BlockWhenALARM \
--blocked-dates 2023-12-01 --blocked-windows Mon:10:00-Mon:10:30

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"
"zonalAutoshiftStatus": "DISABLED",
"practiceRunConfiguration": {
"blockingAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"
}
]
"outcomeAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-MyAppHealthAlarm"
}
1,

"blockedWindows": [
"Mon:10:00-Mon:10:30"

£/ CLI BRAEH R B 62
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1,
"blockedDates": [
"2023-12-01"

BERSERAE®E

BANBYER CLI EMTAX B HRBRERNEREASEABIEY, EEXTHAXEHHEE

A, BB update-zonal-autoshift-configuration &%,

Pl EXRREABHEE  BEANTHT

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="ENABLED"

"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "ENABLED"

BEIREL BT
BT LAE CLI FfEf start-practice-run MBI REBLGIETAARER,

o, EXRREBHEHIDET , BEADNTHT

aws arc-zonal-shift start-practice-run

--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
"awayFrom": "usw2-azl",
{
"awayFrom": "usw2-azl",
"comment": "Practice run started. Shifting traffic away from Availability Zone

usw2-azl.",

£/ CLI BRAEH R B 63



Amazon RIFARRFIREZEHIZE (ARC ) FERARER
}

BUB EEH TSR 11T
I&TILATE CLI A cancel-practice-run S REUHE EEHITHE S ET,

Plan , EXRRBUESRET , BEANTH T

aws arc-zonal-shift cancel-practice-run \
--zonal-shift-id="="arn:aws:testservice::111122223333:ExampleALB123456890"

{
"zonalShiftId": "2222222-3333-444-1111",
"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",
"expiryTime": 2024-11-15T10:35:42+00:00,
"startTime": 2024-11-15T09:35:42+00:00,
"status": "CANCELED",
"comment": "Practice run canceled"
}

HUB EE#RITHN A RS

B LATE CLI BN EUHA N REN AR BB RECEEE# TN B ®#B., EECETAX B3
%%  E#H cancel-zonal-shift command,

aws arc-zonal-shift cancel-zonal-shift --zonal-shift-id
9ac9ecle-1df1-0755-3dc5-8cf573cd9c38

"awayFrom": "usw2-azl",
"comment": "Zonal autoshift started. Shifting traffic away from Availability Zone
usw2-azl.",

"expiryTime": "2024-12-17T22:29:38-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "CANCELED",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
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RBEAS]BITRE

EALAER CLI mERFENEAESTERE , AEFFEMNEELR , 510, 5 ARC TEREFEH
BITH , BRI STHVERSERELE B SIS PELE AT ER . BRBAS)SITEE , 6 M update-

practice-run-configuration @,
ENRBRBEIETEREN , BEEUTILR

o BB, - RIGHERRKE ) CLOUDWATCH,

- BATEREENRREEERN AWS X5 Bk,
- DIIEELERER, WTLUEREEMEER.

o TERIEERE L B EASFE LE AT ER

I TERIFA LE B HASRRE LAY B BRI A E.

plan , BRBEHRRNAIESTEEUEEMNELRY  EEANTHS

aws arc-zonal-shift update-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--blocked-dates 2024-03-01

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"
"zonalAutoshiftStatus": "DISABLED",
"practiceRunConfiguration": {
"blockingAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"
}
]
"outcomeAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-MyAppHealthAlarm"
}
1,
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"blockedWindows": [
"Mon:10:00-Mon:10:30"

1,
"blockedDates": [

"2024-03-01"

M ERER S BT ECE

B DMBRFRNEIESTERE , EAMAENZAREATAXEHHE. RRREERFLAIETR
B, TREATARAFERE. EBEAYIETEDTEBRRMARFTUERE - NMTAXHERTE
BIiE1T.

EEA CLIMIRRESIZ/TEE |, 1§56 update-zonal-autoshift WS EATAXKB®E (W
REE), RE, 7JfEA delete-practice-run-configuration S SHMREIETEE.

B, FANTHTXNAREATAXEHES

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="DISABLED"

"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "DISABLED"

Rig , ERANTHTHERESISTRE !

aws arc-zonal-shift delete-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890"

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "TestResource",
"zonalAutoshiftStatus": "DISABLED"

}
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BERAERATHXBZ%E

A NEE Amazon MARFIRERFIEE (ARC ) HERATAXEEBHN IR, BATHAXBEZH
BiE , BUNEREGIETHRE. BHRELEIET. BUHEEHITHER (314 JE1T) EHAE
EBUEEZEA,

BERARZERTAXBHES

AR SR T W1 Amazon MARFIREERFIZR (ARC ) #H A LEARZEATHX Bz ¥R,
EURESXNFEATAXER  BRTAXEBINTAXEEE APl &8/,

BRXEBEIRE , BEN AWS EEHPRARREEBTRARHNNARFERRRE , UHBBR TR
S e,

BRRZERATHXE#E

1. 1518 https://console.aws.amazon.com/route53recovery/zonalshiftthome#/autoshift , 7 ARC 12
G2 N=1

2. ERRITAXEIEBEET , AR,

3. ERAEXREYS  EERBEATAXRBEZED K RAEERBRIRTHEN.

NRADIEEIETRE  WEATAREH BT A, ERBAIEIREFSATAKA D
% BuERETAKGHES.

AR

- BE. SEIMBEIETRE

- RHAAK B

- BRSIEFTAAKEE

. BESIETTAKES

- BASSMEHEBNREBL

BE. mEIMREDESTERE

AT PSR T MAE Amazon MRAREFREEFIR (ARC ) 258 LRBEHM RS SIETE
B, BEUREAAEATRARER (@RNAGISTRERITENR ) , BFERIAREBATAX B3
%% AP SEEE.
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Amazon R ARS8 (ARC) FRARIER
MREERFEPRBRETZITEE , NZATAXENER, EAET AP RERBRESIE1T
BEzH , XAZEATHAXEEB. EAUEFEATAXEIEBWERTERESLYET. BER,
ENRREATHAXEEE  CEENZAREELEIET.

BELSI21T

1. 15IA] https://console.aws.amazon.com/route53recovery/zonalshift/home#/autoshift , ¥FTFF ARC 2
#a.

2. REREETAXAZER.

3. ERENTAXBIEBEENRTIR.

4. WMREBFTEAWS EEESHRARBEBRHEFBN , FERZAXE BN, AWS Z0 Lk
BRESFRANSKEBEEIETEE LK MABREBIEE,

5. NHEBFERLKIZITRB. X TER , BRILBMITU TR

(%) EPEE-NMERERUERZEIRNETE1T.

( Ak ) AEBRNEDESTEE NSRS ELEER,

BRESER  FEHARETHX BN EBNREIEFNNEISITHEENERT D

6. TE , BEMALMNERIAFNE , BFEILH Y ARC ALRREHETZE1T. B BMES
XA UTC Y,

7. ERMENERE , BIAGCIERBEIAREA,
8. EEBIE,

REHIETRE

1. 15IA] https://console.aws.amazon.com/route53recovery/zonalshift/home#/autoshift , ¥FTFF ARC 2
#AE.

2. ERRUTAXBFIHBEET , BERF.

3. HEREXEYS , ERREEEIETEE.

4. WEHKIBITEHERTER , SHITUT - S TERE

« NTEHR , BRMITUTRE :
o XITFRELEER , BRI — MRS N ERIM RER

- WTHERER  ETNFN— A RS ERIMBRER. ELOBE-MERER , RUET %
B B o (AT 5 R AR
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o X TFRHLERTERAAVFRTER , BA LURINEAY B BAsAtE |, Al AMIBRREFH I AR B A=At
FiR B HIMetEERA UTC BfE,

5. &R

BIERER S EITERE

1. 158 https://console.aws.amazon.com/route53recovery/zonalshiftthome#/autoshift , 77 ARC 12
#AE.

2. ERFEITAXBAFIEBEET , EERFR.

3. HEREXES , EEMRESETEE.

4., HEWINESXNEES , A Delete , RIFEEMIER,

AR, EEHEPHRGEIGSTEECSERARNTAXBS®E, TRAXAIRBTEENR
RELELZ )BT,

BT RAX B %%

EFLEHNERETHATAXENER , LABEATRAX B3,

FILEEHRTHARAXBHHEE

1. 1AIA] https://console.aws.amazon.com/route53recovery/zonalshiftthome#/ , FTFF ARC 12§15
2. EREFCEHNATRAXBZEYE  ARERIETAXER,
3. EWAESXFEED , EEHIA,

BR&IETARAXER

ATRRZRGEE T NAE ARC 2H & LR EFEHIESTUTAREE, BEURESAERTRAXE
BNUTAXERE  FSRAAREBNARAX B3 EE APl SEERE,

ERETAXBFIEBHURLAYIEZTRER , BUTUBHEAIEZTITARER,
BAH&NETAIRAXER

1. 15IA] https://console.aws.amazon.com/route53recovery/zonalshiftthome#/ , 17 ARC 2% &

2. EUARBFIRBART , NRIAEET TAXAFIRBHNENRIF,
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Amazon SR FIRELHE (ARC) TR AR 155
3. ERBEBMAMEL , RBBHEIET,

4. EE-NTHKX , REREIESTRA—FEZE. FISTXFREMNMETHRERHE.

5. &EEED,

HUHE S 21T A A X %%

AT RS RGEE T AAE ARC 2468 LRV T AR®E®, BEURESAEATAREBNATRAXE
R BERAAXEKBNAAX B3 EE APl SEERE,

ERLABUE AT A X% | WA BAEUE B S KBNS SE1T. S BEUEN XE B3 B4 S BN FIR
m AWS FFaH X% 30,

BUBE ST AT A X R

1. 15IA] https://console.aws.amazon.com/route53recovery/zonalshiftthome#/ , FTFF ARC 2%l &
2. BERERUEMNGIETUARER  RARERIUETAXEBHEUELA T ET.
3. EBRINESXFEES , EFEEIA,

ERSZEABHBURERA

B LR EXE B3R , MEE AWS B3 BaRieEN Amazon BAIE EventBridge , fHREM
AREZHNTARE#EBEE L, S4MEZZBBA AWS Xig HE/MNETFEEIET, BLEEME
ATAXEEBEETMBERRTEAXLELMNERN, BEXEZEL , BHSMH £ Amazon £
55 A X35 B zh 2 45 EventBridge,

AP WS R T MMAE Amazon RRAEFIREEFIZR (ARC ) #H A LERABAIRBURER
H, BUREAANEATRARER  FSATAXEBNAIHAX B EE API SEEE,

BERREZEREIHRBAEERA

1. 1518 https://console.aws.amazon.com/route53recovery/zonalshift/home#/ , 3TFF ARC £HI &
2. EFBREARAT  EREAEIRBUAREEA.
3. EBWINIEEDR , EREANKREBEL,
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fE AT BN X8 B 3t AWS FIS

ETI LAE R AWS Fault Injection Service RiIEBMIZ1TRE |, UUFEBEERIIISSH R PS4 | 4l
“OAXA MY  BREPW 78 | 2SN EREREEES 2 AZ RHE , EE R B3R ANE
RE AWS B3 XiE st X £ 4.

B3laws:arc:start-zonal-autoshiftMEREAFEERERTHRAXTAMZSE AWS X1
2|, B3 AWS HEARBESBUNARNRENTESROTAXERHE  HEEEHK
BRI EHE AZs ZTRES,

flan |, A LAER AWS FIS B R ERELDHBFEFHSIENTHAXRE, EXAXERP , ETAXBR
R A DG , IREIRE aws:arc:start-zonal-autoshift 2B A RFEMNEETAKX
BBHE, ERRPENG 25 78R, RESHERBEE , LUERETAX A8 AT E Z & mat an{d
EBEDHEE, SRTRE , REEBER , RiB AZs BAFBREME A, WEIBERT AN

e AXNEREHPTELMRE,

XRETRAXBIEBEIEZTEATE

AWS FIS SRR EXFEHBNEINTEZLET , BEIETHIE , ARC 2FENERREN—
MNTAXEBHE  XREEEREN -2 , UBREVNARFEBEAZITAXWRK, B2, &
AWS FIS Rk H , AWS FIS SERINAIRKENEA B RPN RRME AZ RN Bzt ABE
Br BRI REEUE B 3R,

£ AWS FIS BN XEmBETHE , B ENERTENR. WA, MREECENEN XE RS
AWS FIS , | AWS FIS SRR R,

AWS FIS ETEHINZ £ ¥ &l

AWS FIS ff StartZonalShift, UpdateZonalShiftFl CancelZonalShiftAP| I EE B XE R , %R
24, HixEiERNexpiresInFRIZREN 1 28, XS AWS FIS EHIMENSH ( HlmK
EHRIRRE R ) NALVREERXEREE. £ ARC 2HAaH , FIHREFRNE T AWS FIS-
managed , SERREYTREA 2 HAR (8] H KB IR EPIEEENRFEMBIRE. BXEIETHESER
BSATAREIHEBNSI BTN IERE

HégERE , NSANTRAXEBFREL -1 SRR , RE-RUANBRRRITXEBS., BFE
FHXFEB3, BHBUH AWS FIS Xk, HEHEXATARXEEN , ARC 2BBREHREE
BN ATAXEBRENAREN. AXTHREBAAINESEE , FSRAAHAXEBHLENR.

BHX AWS FIS MERENEZEE , S H (AWS Fault Injection Service AAF1ER) FHIAWS FIS
RERE,
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Amazon NARFIRERFIES (ARC) AATAX BaI BN AEICIKMIERE

I&AILAE A AWS CloudTrail 1 Amazon EventBridge %18 Amazon R FAREFIRE 2 FI85 (ARC) FHY
X BahtIHR , Ao e H A8 B g R (A1 RR

B
« £/ AWS CloudTrail iZ A X E31# 8 APl A BE
- 1£ Amazon Lt/ X B34 EventBridge

5/ AWS CloudTrail ieXATAX B31#%¥ API BA B E

ARC FTRAX Bz %% 5 AWS CloudTrail £ , EER—TRS , TATIEZ ARC HHAF. AEH
AWS BRSSPTREVHVERME. CloudTrail AT AXEBHFIA AP BRAENSHER, BRONARITEK
B ARC 2% 5K AANX AT X #%BE ARC AP RENKBIEA.

MRIEOIZRERIZT , WA LR CloudTrail B4 #EFE4Z15F] Amazon S3 F#EHE ( SR TARXEBHNE
). MREFEERER , M CloudTrail B EFNERNLIERKFEERTEH

£/ CloudTrail WEMER , LA MBEEHX ATARXHERBE ARC ZH THLER, KHFER IP it
ft, HRFG, BEREBEAREMEAEE.

ETH#AX CloudTrail NEZ{ER , HZ5 (AWS CloudTrail A #E®) https:/
docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html,

CloudTrail P AT AX B #BEE

EEAIE AWS KPR | FEIZKF EB A CloudTraile % ARC RRAE AR BZEREDN |, i%E
ZHIFICRE CloudTrail B , HEHM AWS BESEH—RREFESHALIERP, BALUE AWS
K REE, BERNTHRHIBH, BXRESZEE |, 121 Working with CloudTrail Event history,

EFZILK AWS IKFHWEH (B3E ARC PR ITAX B ERBEH ) |, HLIRERRIERK. BYRER
125 , CloudTrail O] B EH1EIXE Amazon S3 FfEfE, FIRERT , EE24H & hEEBRIRICHR
B, WIRERIEFRNATRBEAWS Xig, HRERIERE AWS 2 XPRRZRAMEXBEHRNES, , HFAX
X £ EE RIS ER Simple Storage Service ( Amazon S3 ) &1, WL |, BT LAE B H it AWS R
%, #—F 57 CloudTrail BEFWENSHHBTFEHXERITN. BXEZER , BZHETIAS :

« BIERERICFEBR
* CloudTrail 3589 BRSS M AL

» Configuring Amazon SNS notifications for CloudTrail
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« MZAMX1F$EIW CloudTrail B &AM Z ANk UK CloudTrail B &34

FiE ARC ##EH CloudTrail id% , Amazon NAREFIMRERFIZEFH K BES APl SEZERmPEIFANR
B, Hlfn , 3 StartZonalShift # ListManagedResources 2EHAHE ST CloudTrail B&EX
HHEREKE,

BIMNEHBATREBESERERBFRNARER. SHEETHEHEHEUTRR

- BEREFEHRAFEIEER AWS Identity and Access Management ( IAM ) AP EIE.X HEY.
- BRECEAACERKEAFNIGRNZEEM R EHN,
- EREZEHEM AWS BFAH.

BXEZER , i35 CloudTrail userldentity T3,

HEEHNEILRFTEE ARC EHF

CloudTrail ATLERTE Event history ( EHARIER ) PEERFNEH. BXEZER , FZN (AWS
CloudTrail AF1E®8) B £ CloudTrail =47 %12 %,

THATAX BB AEXHRE

BRERS—MEE , TATEHE4EN B EXHEEREIEEN Amazon S3 7. CloudTrail HEX
HEBE—INRZNBIEKEZB. —NEHRREKREEMAFEN—NMER , BEEXRFTERWIRE, BEN
HEAFIATE, BERSBEFEME S, CloudTrail BEXHFTRH AP AN EFHREBER  Eike
NFSBREMBFERFE R

THEHHNTREIETRT — CloudTrail BERE , Z&KEBHRATHTAXBNEBH
ListManagedResources #4E,

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessionIssuer": {
"type": "Role",
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"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-11-14T16:01:51Z7",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-11-14T16:14:417",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": null,

"responseElements": null,

"requestID": "VGXG4ZUE7UZTVCMTIGIAF_EXAMPLE",

"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": "Management"

}

£ Amazon L A X5 B zh# 44 EventBridge

£/ Amazon EventBridge , AT SR BEEH RN , UEBRENXBEIEBRRASHERE
RSB BFRIRME. AWS flgn , A BUEE — NN | B , A ETHETAX 8 %BE ,
JEiE @ Amazon SNS EB K E 5K Kk B FHRHE A,

& LATE Amazon FREIZM N EventBridge RAEBXB BB, TARBIHBEHIEEEREY
BIREFIEBRNRSER (FlW, ERFIEIETH ), EAUEETAXENER , LEAERER
SEANBRENTAXB BRSNS,

BRTYSEARHEMBH S BEALLEARERBHBUNEERA , SN TERZBVAARX AWS 5
HEREN , EMLRHEBAEN. BIERBAREBNEENESATHXBIEBN R RN RE

EERRES L e 74



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

MNATRAREBHENBINEARS TN, EXEFEATARASEBEEAMARETEABHES
MNEEBH. BXEZER , FZHN BERAAEATRAXEHEE,

ERREBNBHREXFENBUEH , BHEN EventBridge TATRMNEHNSESHERN. B4
AEECEENSHEFHRNEG Y. EX5IATEECENFR , ARHERERNE.

REBABAHRHENH. HEIEFIET EventBridge BT , BEATLFRE#BM ARC RFH, B2 , Al&E
SRS IEEHRAFHER

B >x EventBridge N A BEHEXNER , ESHPWEHMEHES EventBridges

FEANT S HEZEXE B3 B RIR EventBridge

& EventBridgeBl , Al SABIEHMN , X ARC AERRA HEHR EREAERME, Flm , Ea el
BN, B, HEYETHOTAXRBEBENN , mERES FHRH4,

ExEHARRANEHARBEEAEN | FIRFZETEE EventBridge #2514 £/ Enter my ow
nikBl, AFBPERETENEFRANEANE , 2T FRETUEAN A X B HBEHITEE
AMAAHX B EBEHRIRHA.

ENRBREH4eIZAN

$TFF L 5% EventBridge & &l & , Mk} https://console.aws.amazon.com/events/o
TEFRE AWS XiF ERE AP IEANN X , EEXNEBUEERSHXE,

%% Create rule (BI2MN),

B AFNE Name (B ) F“Description (k) ( "k ) -

NFEHEL , REBRIAE , HEIA

BEET—%,

WTFHEEHAELSR , X TEHR , REMIAE , Bl AWS B4,

ERBIEHT , ERRARBCH,

NFROIEH , BAREFIHEES4NE,

© © N o 0o ~ o Ddhd =

TRAX B EBEEHAERH
SHAREENEENSHERERENEGN., EXEIATEECENFR , ARHEFERNE.

AU BB PV B E X S HI5H M EventBridge B9, SIGIE T A TRZKE B3 BURENR
RATALI o
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ENTAXBHERBEMAIBEHNEN , LN detail-type HENTE—IEM

* Autoshift In Progress

* Autoshift Completed

* Practice Run Started

* Practice Run Succeeded

* Practice Run Interrupted

* Practice Run Failed

* FIS Experiment Autoshift In Progress
 FIS Experiment Autoshift Completed
* FIS Experiment Autoshift Canceled
* Manual Shift Started

* Manual Shift Updated

* Manual Shift Canceled

METZE(THMET , 72 additionalFailureInfo FE& , LFATHSHIHHER,

BRI LB /B A B3 AWS RN EREBARERLEMES RN, SREIEBUREBEAE , E
BUYOEH , EERERTAX B EBIEMAEEERERN Autoshift In Progress WX, E&EF
ERENEBUREEBANSR , BFSAERAACHATAXENER,

BXRRH, BERATAXEHEBEHREED

- NEBZEIHRBNAIAX B EBHERMBSE .

EBUTILR
- MREEATEIEBUEERBA , ARC 2 RAREBFHERBEN.

- MREBAREAEIEBUREEAN  WABHEEIEBTESENTARAHEBRENRIR
i, ARC F2RE B3 BB,

"source": [
"aws.arc-zonal-shift"

15
"detail-type": [
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Amazon RIFARRFIREZEHIZE (ARC )

FRARER

"Autoshift In Progress"

}
- NEBFHEHFIETHARARXBEBHERMBSEMH.

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Started"
]
}

« NEZBHEGIZTHITARBEDERBPEREREEN,

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Failed"
]
}
AAX B RBESH T

AV AETUAX BN ERBRENREES,,

AR 2 Autoshift In Progress BENRHIEH  ERT ) EERA'EBxIEREBURERAE 2) &

HARNEFHRBHESNEFREETAXBIEBX—HR

"version": "0Q",

"id": "@05d4d2d5-9c76-bfea-72d2-d4614802adbs",

"detail-type": "Autoshift In Progress",
"source": "aws.arc-zonal-shift",
"account": "111122223333",

"time": "2023-11-16T23:38:147",
"region": "us-east-1",

"resources": [],
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

"detail": {
"version": "0.0.1",
Ildatall: IIII’
"metadata": {
"awayFrom": "usel-az2",

"notes":"AWS has started an autoshift for an impaired Availability Zone.
This notification

is separate from autoshift notifications for resources, if any, that you
have configured for

zonal autoshift. For details, see the Developer Guide."

AR & Autoshift In Progress BEMRHIEH , &R T 1) EEA B EHBUREEHE 2) &
ENEFEBTFEENRRRETAREHNERX—BR

"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Autoshift In Progress",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1)
"detail": {
"version": "0.0.1",
"data": "",
"metadata": {
"awayFrom": "usel-az2",
"notes":""

LR & Practice Run Interrupted I&ERRBIEH

"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adbs",
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Amazon RIFARRFIREZEHIZE (ARC )

FRARER

"detail-type": "Practice Run Interrupted",

"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:147Z",

"region": "us-east-1",
"resources": [

"TEST-EXAMPLE-2023-11-16-23-28-11-5"

15

"detail": {
"version": "0.0.1",
"data": {

"additionalFailureInfo":
entered ALARM state."
1,
"metadata": {

"awayFrom": "usel-az2"

"Practice run interrupted. The blocking alarm

LR & FIS Experiment Autoshift In Progress BR{EMIRGIEH :

"version":
Ilidll:

|l®ll’

"@5d4d2d5-9c76-bfea-72d2-d4614802adb4",

"detail-type": "FIS Experiment Autoshift In Progress",

"source": "aws.arc-zonal-shift",
"account": "111122223333",
"2023-11-16T23:38:142",
"region": "us-east-1",
"resources": [

"time":

"TEST-EXAMPLE-2023-11-16-23-28-11-5"

1,

"detail": {
"version":
"data": ""
"metadata": {

"awayFrom":

"0.0.1",

"usel-az2",

"notes":
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AR RiZManual Shift StartedBEMRHIEH., ERERFLAStartZonalShiftA API &t
K

"version": "Q",
"id": "@05d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Manual Shift Started",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {
"version": "0.0.1",
"data": "",
"metadata": {
"awayFrom": "usel-az2",
"notes":""

i EEH/EEFrM CloudWatch BE4A

£% EventBridge MMEY , AMIEEFSHAN TEHEHRZIAZNEIR. BXATHBRNSIE
EventBridge , 125 EventBridge &l & P A A E45. EAILURINE EventBridge SLNIKY B Rz —
£ Amazon CloudWatch BEH, AT N EHF CloudWatch BEAFMN BN ER |, HFERTESE
A H0 B BA TR

EfF CloudWatch BEARMA BFR , AJRITUATREZ — -

- BIEH EEY
° ﬁ*¥iﬂﬁ H /u\éﬂ

MEEECEAN R ERRFAEETHFHBEEA , Nl EventBridge 2 B N EBIEZBAETH, BR
FA1E EventBridge MM B 59 A KA LAFF L /aws/events, WREEFIAEN Ell.,\éﬁ BEE R
B /aws/events AW AELAST XENETENETHEED, EXEZER , HSH Amazon
CloudWatch i iEm Y BIEERT B &4,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html#eb-console-targets
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

MREERIZESH B 258 CloudWatch BESIESFEA CloudWatch BEAEN B , FHAREBIRE
PR, MNREEAIEEIA B EventBridge SINRMBEEA , MiZEFEANETRRNRELS B ERH,
B2 , MEZEFEH AWS Command Line Interface H SAWS DK RiEEAEE , XM EFHIZAETA
MWETRENEREE, AT REIFKEE T EUAEHEANETRRENREE P E R :

JSON

"Version":"2012-10-17",

"Statement": [
{

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

]I

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

},

"Resource": "arn:aws:logs:us-east-1:222222222222:1o0g-group:/aws/
events/*:*",

"Sid": "TrustEventsToStorelLogEvent"

}

BEEAEARFHAENBEAREETRRN XK, EnETHERNEBNIIAMENNER , EFEA
CloudWatch PutResourcePolicyAPl #4E, R , & A LAE A describe-resource-policiesCLI fR T E
R ERERNA,

NBRFREL4IEMNHIEE CloudWatch B E4A B R

1. FIF LS EventBridge ##|A , Mk Jhttps:/console.aws.amazon.com/events/o
2. %&FEAWS X EREHEF LB,
3. EFRCEAN , AERABXZANNMEEE , SINSHAERITIFHAEBE.
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutResourcePolicy.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/describe-resource-policies.html
https://console.aws.amazon.com/events/

Amazon Ri T2 FFREI2HIE ( ARC ) A& AR
BXH ARC B2 EventBridge MNWEZFEE , BSRAAETTRIENI D

4. £ “ERBR WHEL , EHFECloudWatch#E R &I B 45,

5. MTHXHAFEEFE— CloudWatch BE4A,

EATF ARC R AKX B31¥ B Identity and Access Management

AWS Identity and Access Management (IAM) AWS i35 AIE BN EIE R R R FHIX AWS FIRAV 7R
MR, IAM BEEGZEHTUBI SFHRIE (2% ) MR (EENR ) F£H ARC BEHAR, &
ATLAEA IAM AWS RS , EEX 8N A,

ES

« ARC HATAX BZI B NS IAM EE& &R

- ARCHAAXBEHEBETSHNRK R

- £ ARC HEARS KA GHITXIE B3k

« AWS ARC H X1 Bz R 5 B SR B

ARC PR AX Ba B UM E IAM £&#H

A IAM EEX Amazon BIARFMREREE (ARC ) FAAXEIHBWILRZE , BRZ T #
BRLE IAM ThEEMT A T AX Ba &R,

A5 ARC FH AT AKX BE EBESEAR IAM T8

IAM Zh#E TAR BB R
ET 5 H0RMK 2
BT R RM &
HERAE =
B BR =
R RAER 2
ACLs a
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

IAM Zh&E ATAXBERIE
ABAC ( REEHPHIIRE ) B

EHIE =

BEAE =

RERBEAE =

ELHE T AWS RS UMEXRZE IAM ThEEE S ER | H5H IAM AFEREHNE IAM BL&F A
AWS R%

ERAT ARC NET 57 #YR I
XBETHEHRE : 2

ETEHNRBETMMEZH (N IAM AF, AFASAER ) B9 JSON RRREE A, XLRE
EHER S MASAEMPRA TN BERRNITHERE, ETHRNMTERET HHRRE  FSH
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

BIEEM IAM ET S HKRE , BUNEEARTHELNRENTRAR A THIELREENRS. B
THET1E JSON K EAMNFTETE |, i52H (IAM AF#EmE) ## IAM JSON K TESI A,

EEE ARC ETEMHERETRA , 359 |dentity-based Amazon N AREF IR E #4128 (ARC) FHHIE
B =5l

ARC WE T HIRH KL
IRETFTRROEKE : &

ETRBREHREEM MBI AR JSON KR, ETARNERNROEE IAM BEEEFEKM
Amazon S3 FEERKE, EXRETRENRENRES Y , REEEATUFERACIIRZEENEER
TREVIEE]

ARC HIRREIRIE
TEHRERRE: B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

JSON REEHY Action TEMRT A TERKP AWRIEL L RINRIE, ERBPISREARTFR
ITRERRERV R,

EEETAXBIEBI ARC BIEFR |, HSH (RFTXINSZE) BB Amazon Route 53 7] A X %
BE L HRE,

ARC A AX BE) BH KRR EERIETER LT RIR :

arc-zonal-shift
EEREMEAPEESTIRE  BERESHENRET. WTAR :
"Action": [
"arc-zonal-shift:actioni",

"arc-zonal-shift:action2"

]

B LUERBESR (*) BESMRE, Hln , EIZELLEIE Describe FFKMFIERE , @BUT
B’IE -

"Action": "arc-zonal-shift:Describe*"

EEREATIRAXAFIHBMN ARC ETHHMRKHRA , 528 ARC P AXEHEBET S
12 89 R B =Bl

ARC A A [X B3 B B A9 K i 7 R
XEFRBER : &

EIE R A LAER AWS JSON REERIBEW ARG RMT L, WHRY , BNEAATLIF AR RNITER
&, BAREA ARG TIIT,

Resource JSON R, TERREEMENAREN — NP2 AR, FARESE , FFEHAE Amazon
BERABF (ARN) BBERR. NTFAZERERNRWIRE , BEABES ) ERBONATHMER
o

"Resource": "*"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

EERRRRERETIER ARNs , UG MEREH R RN ARN EERNRE , BS5H (BRSERS
Z) FRUTER :

« Amazon Route 53 Al i X &% E LV IR/E

EEENSKXHBEESEANRENERR , B5H (REBENSE) WU TER :
« Amazon Route 53 7] i X #% B E X B4 52

EERERATIRAXAEIHEBN ARC ETHHRRKHRA , 558 ARC P AXEHEBET S
12 89 KB =Bl

ARC A A X BB BB RV R B SR A48
XEFRHETRSHRESRFR : B

EERWLER AWS JSON REERIEEHEARIBEMF L, BREE , BNEETUNF LR FERITER
&, ARIEMH ARG THIT,

Condition TERBENNFRMEEFVMENIT. BALGIRBERAZEZEN (FlW, FFTHN
T ) WEHRER , MERBPNFHEEERPVERTE, EEEME AWS £2R&ZHRE , F5H
IAM AFEREPHAWS £ 354 £ T XEHA.

EEETAXBNEBEN ARC RUHRNYIER , BSH (RFTENRSE) FHLTES -
« Amazon Route 53 7] i X BRI & 4

EEFVSRMBEESEANRENGR , B0 (RSENSE) PHUTER !

« Amazon Route 53 O] i X ##B E LV IR/E

EERERATIRAXAIHEBMN ARC ETHHHRKHRA , 528 ARC P AXEHEBET S
12 89 R B =Bl

ARC H#y iR #2 %515k (ACLs)
X# ACLs : &

REFIFIR (ACLs) Z2HMERFTEA (KFKA. AFZA® ) BNBRER, ACLs SETHIRHN
REERL , RECAAEEA JSON KB,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

AT ARC WE TR R RIXRIZH ( ABAC )

X# ABAC ( REEFHIIRE ) : BfoXHF

ETEMMIGRMNRIES] (ABAC ) R—HMERER  ZERETHRIGINBEMEREUNER, ErTL
SR EHENE IAM S24RFT AWS BIR |, RFi1%1T ABAC FEBUAFEZEANFRZE SRR LHIFEIT
[ prikag: L=

EHETHREEH R, BEEMFA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys ZHBERBNZH TEPRHEFRZER,

MRENREN TEMERREBIFMBX=AFER , WX T RS , ZENR. NREMRESFNX
N T RBRREZFRAEX=ZAZARE , WZENETD

BEX ABACHESEE , 2R (IAM AF1ERE) RIEH ABAC BINE YR, BEEFIZE ABAC
SEBRNHE , BSH (AM BFER) PNEAETEMNIHRIMNRIZES] (ABAC) .

ARC I TTAX BaI B EE LTI ABAC D i -

« WFEARC FIEMMWEHTATAXEBNREERR , TAX B HBXIF ABAC, BXMEAHII
ERENMNARFASIESREEREN ABAC WEZEER |, 52 (Elastic Load Balancing AAF 1§
) 2 Elastic Load Balancing 2 #J ABAC,

Xf ARC {5 i Il Bt S UE
XEFIGEEUE - B

I EHEPIREX AWS BBENEHIHRMNE , HERELFEARS NI TRACN B3I0IEMN,
AWS BIUZHBERIGEFHES  MAREAKBHRZA. BXEZER , H3H (AM AFE
B B8 IAM ARG 22 EERMER IAM B, AWS RS

ARC MY B RSS AN R
TEHERBELE (FAS) 2

HEBER IAM MK ( AFPSAEe ) EHRIITIRER AWS , BEANEIEA . KRE@AEFR TR, £
RELERSE , BURSIIT—MRE , KRFERABETEABRS HMA S —MRE, EXHERT , &
HIREFRITXH MRIENR,

EERE N REREFTERBPIHEMEXRE , B0 (RSENSE) FHUATER :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

« Amazon Route 53 A X

ARC WIRZ At
YIERESAR B

RFAERHR-—TRSFEE, KRREWTREN IAM A€, |IAM EE R AL IAM PO, SR
BRESAEE, AXESER , 2R (IAM AFERE) FHEIER AWS RS ZERENEE,

ARC HNERSHXAE
XERSKREKAS : 2

BSHAXABR -SRI AXKN AWS BSBRFAR. BRSAUKARRERTRENEE, RS
MXASHIELN D AWS K/ |, HFEARSHAE. IAM EERTUESETEEERSKEKAR
YA BR.

EXOBREE ARC BEHXACHEMAES  BSHEARC FERARSXBACETKEAHY
.

BXREUBFEERSHERACHEAEE , FSHAEEES IAM HEEHANVAWS S5, ERPEXRS
HXABIHPEE Yes R, BEREEUERZRSVRSHEXABNH,

ARC R AKX BEI®%BET 508 K& R4

RIAVERT , BRFANAE&ERESENR ARC BEHNNIR,. ERFAFPNAMERBRRITIRENN
R, IAM EE 7 a A B2 IAM KB,

BT RUNMAERXL RG] JSON REXHEGIEZET IAM BN EE , 56 (IAM AFiERE) Pt
2 IAM KR (2F8 ) .

BXARC EXMREMBRER (I FEEHRRXENEN ) WiIFAFE , FZ2H ( ARNs RFEN
2#) $ K Amazon Application Recovery Controller (ARC) B, FRMEZH .

FA

- RRBEXR

- =l ATRAX B EBESE T RRR
« il : ARC API #21E
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https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

KRB R ESREK

ETEONKBHEEENART AR, RSB EREKS FH ARC #iR, XERETELME
AWS IKF P E R A, IR REET S MR , HEEATERINR

- FFIRER AWS RE R H RO RENRNR — BEFREAAFMITERERR TR , EEANTS
ERLAPIRTFNRHAWS HEREE, SIEMRNREARTH AWS IKF, RMNBUEEYELHN
BRI RAPIEY AWS BEFIEERBKAE—SRINR, BXESEE , B30 (AM BFER) BH
AWS FEE RIS TFEREEAAWS FEE KM,

« NASENR : EEA IAM RERENRE , BREFRATESHENNR. At , EAAER
ERERMGT AUNBERRRNTHRE , RN KENRTFAT, BXER IAM NANRBRNESE
B, #FSHE (AM AFERE) Fr IAM PR R FNER.

o R IAM SREE AR BSR4 — S PR FI T R AXBR : &8 0] LA[E) 58 BE A DN 5 445K BR XS R AE R R IR AV 17 18]
flan | WA LUREREEMRIEEXTMER SSL HEFFEER, MRBRSBEREIZFENHXE
A8, M AEARARRE T RS IEENTFRINER AWS ARS , i CloudFormation, BXE
ZER , B5H (IAM BF1ER) H#Y IAM JSON R TE @ &

- M IAM Access Analyzer BiEZH IAM KB |, SUAKRNEN LS MHMINEENY  IAM Access
Analyzer 2WIFH R AMIM AR , LERKBEFS IAM REIES (JSON ) M IAM &{EX
B2, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEBEIER S BEEMREN
ik, BXEZER , H5H (AM AFEM) FHFEH IAM Access Analyzer BiE KB,

- FRZEHHRIE (MFA-OR AWS KFENZRFE IAM AFSRAS , BEA MFA RS X

2, EEFTRAA AP BEREE MFA | B MFA KR NEEHEKT, BXxBEZER |, 52
# <IAM P8R RBEA MFA 4RI API 1715,

BX IAM AR REIRNESELR , 20 (IAM AFERE) $1 IAM F R £ HEXEK,

I TTRAX BB ST RANR

Ei7 R Amazon R ARFIRERFIZR (ARC) #HlA , BXNER —HREHNR, XLLENRLM A
HHEHENEFEAXEN ARC BRNIFMAEE AWS K, NROBHKENFENRER=RHNE
TFEHRMRE , I THMT ZRRENEE (AFPRAR ) | BHENTEEMBEEET.

NFREA AWS CLI 5t AWS API R, BEFHNEREFEEZHENR, R , _RFHREH
ZIAMITHY API R4EME TE AV IRAE,

BERTREERES , AFSBNEES ARC PN ATAX B ERBRBENBRSEXAG. ETRESE
B, FSHE ARC P ERAIRS KB A B 1T XE B3 1R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

EqQAFREEFFEAXEEHBMNNTEHENERE AWS EBZFE , BRAFKRMECATREHN
REE -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration”,
"arc-zonal-shift:DeletePracticeRunConfiguration”,
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration”,
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"
1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:DescribeAvailabilityZones",
"Resource": "*"

"Effect": "Allow",
"Action": "cloudwatch:DescribeAlarms",
"Resource": "*"
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

Bl : ARC API 1E

ISR LA SR BRI 4R I P AT BAE A ARC AP IREREITX B B BT |, IEEXE B30 , Mmf
RIEFNARFRFERENTAX AWS BBEZTRRREFN AZs TRAX , NHEB B EE4 R
HRERTE. AWS KEERHXLENR , BHMERAFEEEAN APHHEEEN N KR , 00T

o

ERTRERES , AF4MERE ARC XERHBRSHEXASHNR, T REKKEF IS 0EZRSHE
KXABHENNR, ETHEZER , BTSHE ARC REMARSXEAEHTXE B TR,

EFEMA AP RERITITAXBE®EE , BARAF MM TR

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration”,
"arc-zonal-shift:DeletePracticeRunConfiguration”,
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration”,
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"
1,
"Resource": "*"
},
{
"Effect" : "Allow",
"Action" : [
"cloudwatch:DescribeAlarms",
"health:DescribeEvents"
1,
"Resource" : "*"
},
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{
"Effect" : "Allow",

"Action" : [
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift"

1,

"Resource" : "*"

£ ARC R RS} BxA BT XE B3k

Amazon N ARRFIREEHIZE P XE B YRR AWS Identity and Access Management (IAM) i
SHEHXAR, RFHEXAGE —TILEN IAM A6 , BEEFZEIIRS (EARBIHRHR ARC) . IRSHEX
AEHARC IEN , BREZRFEHTREBNKRREBFAEM AWS RSATENFIENR.

RSHEXRABAUERMIRE ARC , AN BT LFHRMBLENNR, ARC EXRSFSHEXABHN
R, BRIFEFSAEN , BNRE ARC AJEFHAR, EXHNRIFBEEEREMURER , MEANR
REETREMMEMEMET 1AM K4,

RAETEEENRESHEXAGHNAXERE TR ZAC®, XAUFRFEN ARC KB B BVA
R, RGBT LTER BRI R IR RRR.

BRXFRSERAGHNEMERSZNEES , HS5HE IAM BEEANAWS RS , A ERSHEXARS]
HERIRE ‘B VRS, EREENEE  EFZRSHBRSAXBENH,

1 PR S#H < A & FE AWSService RoleForZonalAutoshiftPracticeRun
ARC 5 H & N B RS #E5< A BAWSServiceRoleForZonalAutoshiftPracticeRunit 4T LA 184k -

« HEEFREMAN Amazon CloudWatch B & Health Dashboard E4F AR 1745~
- BRETET (FITARES )

EENBEATZBRSHEAXAEHWNE , LEREXME, FENHRZAECHNEES.,
KBRS #E < A R AWSService RoleForZonalAutoshiftPracticeRun

RS HXARFERITE R AWSZonalAutoshiftPracticeRunSLRPolicy,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

AWSServiceRoleForZonalAutoshiftPracticeRun JRSHEXARNEFEUT RS KIBEZAE

* practice-run.arc-zonal-shift.amazonaws.com

EEFHRBANR , H2H (AWS REARKSE) P/
AWSZonalAutoshiftPracticeRunSLRPolicy.

BYMEENR , AW IAM K (AR, ARNAE ) 012, FEIMBRRSHEXAG. BXESE
B, BEZHR (AM AFiERE) R RS HEX A EBRIR,

5 ARC #]ZAWSServiceRoleForZonalAutoshiftPracticeRun RS Hx A &

T E F 03 AWSServiceRoleForZonalAutoshiftPracticeRun lRE XA E . HIRE AWS EE 4
&. = AWS SDK 8|2 E —NMNEISTEER , ARC 2@RREIERSHEAAE®, AWS CLI

MREMBRZBRSHERAR  RAEFTEBXRME , ZUUERAHRREEKFFEFCIELAG, HE
BIEE —NEASZETERER , ARC 2BEANEBRERZSHEXAG,

448 AR AWSServiceRoleForZonalAutoshiftPracticeRunC B IRE X< AR

ARC 7 7 i #8458 AWSServiceRoleForZonalAutoshiftPracticeRun B < A, BIZiZBRESHExA
eE , NEEEXRACEN , ARATEEHEECXAS AZAR, T3 , BWLUER IAM FEAGH
B, BXEZEER , H5H (AM AFERE) PHNERERSHEXAEE®,

HiB& AR AWSServiceRoleForZonalAutoshiftPracticeRunC B IREHEXx A

NMRTBRECAENZTEZERSAXACHNIIETERS , RNEBWERHBRZAG. XHEMIBREED
BEERREFNREASKE, BR , E4TTBERRSEXACHNHR , ARFEFIRERE.

HHEYIRG , &7 LU BRAWSServiceRoleForZonalAutoshiftPracticeRunS RS XN AR, Bx
HIHBIIENESZER |, H5H ARC FH 0 X,

(® Note

MREZEHMEBRA R ARC RS EEERZAR , WRHERERSAETREAK, MRREX
MiER  BERLoH  REEHNZEHMRZAE,

£/ IAM FaMIBRIRSHEXBE

£ IAM #4l& AWS CLI, = AWS API il B& AWSServiceRoleForZonalAutoshiftPracticeRun RS #8
XA, BXEZELE , 535 (AM AFER) PHHBRESHEXA®,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSZonalAutoshiftPracticeRunSLRPolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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E# T AT XE AR ARC RSHEXAE

AR ARC IRFEHEX AT AWS HERMHNES , 55K ARC FIAWS HE R EN K, Bt UE
ARC X #7218 F I E E1T 5 B3) RSS 2,

AWS ARC # [X1F B R IE E R B

AWS RERKEHYEMEEAINI R AWS, AWS RERMEEN TS ELAFIRMANR , LUE
BRBFIRAAF, ANBesENR.

FidE , AWS RERB AT NENBEASRTFRENRNR , BAENTHAE AWS FF
Ao BINBVBIERFETEARINES EERRBKE -SRI NR,

BT EEHR AWS HRERBPE LR, MR AWS B AWS RERBPELHNR , MEHLE
I ZKMATRBRNFEZERASH (AP, 4NABE. ). AWS REARERIIFH API HIME RS T
BABERET AWS BRSS BY API R 4ERT EXT AWS HE XM,

BREZER , F5H (AM AFER) B AWS EE XK.

AWS IEE KB : AWSZonalAutoshiftPracticeRunSLRPolicy

BT RERF AWSZonalAutoshiftPracticeRunSLRPolicy MiNZI B S #Y IAM 354K, 1k SR RE R AN
ERSHEXAE , ZABAT Amazon RARFIIRERSIEE (ARC ) AATAXR B EBIITUTER
£ -

- BEEFRMEMN Amazon CloudWatch 1R #%& F Health Dashboard 4 LA 1745
- BELEIET (GITARER)
- BEBAINETHNEHIEBNAELERE

BREZFER , F5H £ ARC FEA RS FEA ST XE B3Rk,

Xi5 B 3hi i AWS B REEEH

BREZRSTHEBHFEXLEERLR , ARC PXEEREN AWS REXRBENNEHAEE , F5
B, E#HE AWS Amazon NAEFIREZRHIZE (ARC) WIEERMAXILERNEERNAZRR , HiT
B ARC A5/ 10 HE LB RSS E 8 IR,

ARAX B3 EBEH

Amazon N AEFIREEFIZR (ARC ) P AX B HRBZ U TEHLI R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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K& BL &t
BNMGIETERENS RERKE 10

BRI LERESE .
BANGYETEENELLERKE 10

EAIBAE R S B
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https://console.aws.amazon.com/servicequotas/home?region=us-east-1#!/services/arc-region-switch/quotas
https://console.aws.amazon.com/servicequotas/home?region=us-east-1#!/services/arc-region-switch/quotas
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EAABEFRE ARC PN Z XN ARERF

RF B aEIEER Amazon Application Recovery Controller (ARC) F Y 8 FR #2 i Th B 5k £ K BR B 3t )
D, ABBEES N AWS NARRFPIEN AP RMES S AWS X,

ICRTLTERERE , X2 ARC R —T2hEE , ARTRATHRNARFNREREEMFIRE &
#o

ATHHEFBHARTEARFHNREREDGEURCIINRESER SR,
FH3
« ARC ARRYE& 125

- ARC HIFER &
« ARC X ig{#

ARC FRHYEE H 221

ENRENERBIZSINARFEIA AWS X , BRI LUERA Amazon MARFIREEHIZE (ARC)
RRERHEE | XLEH S Amazon Route 53 FRVBRERBENEITIRRARESRK. BHAZEHEHE
HFF R , TCHEFIRREN - PN XEEIARRE S B, REEXMBHBEIER Amazon
Route 53 DNS 12RiRER B HZFHIZTRIARLERTHK. HlN , SENXEHNARRF B A EAYE
FMKERH DNS MEHBIZ R,

AT R AR FIAY TR, AR B B R 12 4B A DA AR P e AT T B R O B DA RE AT R 3
%o

ARC VB HR G A4 21E 7. 2HER, BE2HMRAEFESTRIRE, FRERHAEGH
AEREFHER L, ERAEEIEASE ARC NEFUENRIAEFERL , alLeZECSHE
ENZHIER. BLMEEER  RESRZEHERNEKHAES, ARC SN MEHBRZEN
AWS X1 i LB — N AR E AR

SRR AEHNRARFHSTRIRER , BUANKRHZHCIEZEHAN , FEHIESANREES
LRI £ REFE, BAIUERAR AP B4 (#%E ) ER , EMBHREENAS AR AWS CLI =
HEEMEHRE. AWS EEEZHA

AT ABEBEFN TERE , LRNFAIEZNMER NN NARFEMNEHRE,
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/A Important

ETHRNMEHNTEZSNEABRFAMERITXF , £ EM ARC ENBHRE , F5
5 ARC A% FA 2 B Y &R (3 SR % o

X T B& 2

B FIEE A Amazon Route 53 FVETIRAREREEQRE , XERERE T SMELP R
TUREH T RIR ( H140 Elastic Load Balancing fa#i9#gs ) <Bk#Y DNS id%k, e , Ba LU RE
MN—TMERREEMES —NERE , FERN - MNBAREHRISEFHN off (UELREA—MNET
BORE) K HES—MNEBEHEFRESEFI On (UBEFREAS — N ETKNRE ) . BEXRERE
W , BERTERBEFIEBKEN Route 53 BITRARE , ZIETE ARC BIEMHE A HEHRES
FHEHFAETRABRFIESTRREFEZEHIT.

BRI B FEEMER DNS in B AWS RS 2 AIRITHERE . ERUEMBHEFHRES , SME
EREMRERRT. RNFNAREFIERREREC RN RERTRERE,

BETLHNBEHEHEERZEAN  BREAKAENENKARET2EB T AL, BXESEE
FSH ARmEHeIRZEHAN,

FHLER  WHARHASATREZERRIAKEZITINRRZETRARE, fl , &5 Route 53 B1TIR
RREARE , BEEETUEEEANE R TCP EEF. RAZEFHR—MEFETRAREN L
TR, BE  CLEAERSUEEARE , MIXMREERLNREXRB IR NAREF R
BERK , RERLEBBEIRNNARFER, Sl , - MIENZRD  SEFBEEZRRSM
On B Off B , E2E# Route 53 BITIRIAKRE , ZREES DNS #BERBICFMAXE , LUF
MER K.

N {e] {55 P % E 422

EEMRARFRSHENBHARE | XIUEEE ARC FH—IMERKR. NREZHEENIKIT
A, FERUEARBERHRE/LEICRS, EESERARFRSHEES , HERFRAZ SN
R, liljj%ﬁiﬁ‘aﬁéﬁ‘lﬁﬁ%ﬂ’f"lﬁﬁb{*ﬂﬂ”ﬁ% , A EHi4EI M E#o

BIEERREFIR | LA LAEE DNS 125 , HEEESNSTIRIRESSNMNNARFE/AFERN Route
53 DNS & XxER, Hla , BERFWMNABGES (AIMKEPZIE - ) ZANRERRERE &
ALGIEF AN BEHEFSTRRRE , FFENSHA DNS ICFARER | 540K M5 5 B R I 8
ABIER , AR EE& A AREERENESE,
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BRI LA ARC BB T2 IR Route 53 TR ER DNS 12k ( EAMREEHREFH
DNS iR ) REFEXNAREAREBE IR, EEFEMATH , BSHELUT AWS BEXEFEXHA
FPREWE#XBNES : £ Amazon NARFREEFEE (ARC) MESHEMNARER , 5285
Multi-Region %

HEN AWS X EHEFEANKRHRZHEIHERBN  ATRESRNIR , BARTL2BIRE
VEAREZXE, KEFEERTHIAAEZREARFEETNNAETRER , EABRTESRITA
MEZERRBR. RIFEH DNS RENEMER , I EZEARIAFT/LoHEITER , hAeEEE
KEfE. AXEZER , FERBRAEEBRIETK.

B RIS
SEERAESETRAREEFRRAREML , ARC PHRAZEFEFSTAES, Fim

- BRABRENERET —HNEBEMNARFHERBITRAREBN G E. FEETRERSTRIREN
HEARMRA M TR MEET ( E20 Amazon EC2 SEHIMHUE ) LR EFEART EE,

- BREAEBHNERHET 122, NENFHESZNG , EUUAREBRENRTEHEL THE , HEE
PR B e 422 2R ARG U B B B R MR IR E

- BALUNBRAREEREMNLEEER  UAHLEETETRIREN B LHLE AT~ £ ELE
ER |, B0 R TS Bl i) RAUF R R R A ERIRE.

UTREREZEFHAABERBREN RG], BURS P NAEFEEN T AE AWS,

AL AWS BEBXIEEZEITZN (BEREN ) TRFAXRZFSTHYE AWS RARF. 25 , &8
Al LA Amazon Route 53 & 8 &5 7 & 58 B B 3E H I EIAS,

i, AR - PMNARFRIARENESRSHARENAERFRE , M3 —MIRENEABIR,
HEFREALHARER , EULRAFREENKBAIRAHRE , MRENRAEFNATRAE, EMZR
BEREEZEMNESITRARERSENERKRAERETMNER LS AR R TREER,

MREBERMIRE |, TLUERS —NRMED , BIEZ-EFHXH, FARXMEZE , EHNEIZRTLLE
AL TIESRS . XEWE , AFHREBENMKAIS —NMEFEIR , RASLRASNZ LN ARE
FRIAREBHE , NTIMNBEFIRE.

AWS F T &R &I #Y Xig v] A 4

A% Amazon NAREFIREEHER (ARC ) WXEZFMNERSHASWFMAEE |, 5S5H (Amazon
Web Services — k&%) B8 Amazon R T2 71k & #2524 28 i = A L & .
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https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://docs.aws.amazon.com/general/latest/gr/r53arc.html
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® Note

Amazon R ARRFRERHIZE (ARC ) HHERHEEHRE - ML RIMEE. BER , BUMEXE
ARC AWS CLI i S HIEEXEEE ( BEN --region us-west-2 ) Xif (EEESH ) .
R , BB EMER, BHERSEBRE R EHRIR,

ARC B&H#Z2HIZ — T on/off KIRHL , ATER ARC ETRARENRS , ARATLLREEEE@R
B[V DNS 1I2RMXE |, Hlan , FRENET BRI REE QR HHBERL.

MRNAREFHIRERIER R , SR UENRHRFHRSUAERBRE SR RENERAEEE
ZREIR, BIEASETEN ARC BIEER AP RERTHREBESNEANKRBZEFRSESR , &9
LAk $E ARC EXREME G RPHITREER, BXESEE , B30 £4H ARC API FREVHI & #7 3% i
BERS (HEE) .

ARC EEHPEFBBZHRS , FERANIREKER[ANES. ARC FifHEHIRSE UL EE
fF Amazon EC2 BASIFREYERRF |, LAIRE EEEAEijZE’J&EA%&o AWS &5 , HEER API HIE
ERSFENBREEREN ARC BUREUS BHZFRSH , ERIRERIRAE,

BAILERNEFHRRPHNEA—IRTRE , AEFREBZERE , GI0M off EFH On, A
& , ARC REMEBIEFNINXE,

FBEANERRRFHE 5 WAXAKE - , ZRSFTEI 15 ¥,

ARC BEBIEEARILERAAIEHFINNARFHITERTHENRNES, ARC BREBL TR
RIANEHERFNED=ARK , UPTHRBEZFRSNER, HER , 0 ARC £HBREHES,
B, LARETSZ I ERBEWEE , XMW BRRTFEE,

E R HEFRSEN , FEERUT = MR AR RMAVIRAE

s ANHRAEDFEENTAHSEMRR.
- WEZERN IAM FIE , FEULETENXEES KR EHITHEHRIE,
+ Route 53 TFEEMESITIER ( BIFEERSEHE 100% ATAM SLA)

B R HIA 4

TEUA T X ARC RHVERIZHIZHEERVA M RO, LA ERAVERAZES (ASE —MEFIER )
AT EEER M XEHENXENFANTAXKNRE, EMEHZHRSE , ARC 2F K Amazon
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Route 53 FRVETIRAKRE , ZRESN DNS REEEO I FTRMNETHE, ENBHEFHEENZE
M A BT RITHF ABHBRMNEAZANER,

Route 53

s - -

! Health check Health check Health check

R T L PET T PP PP EEPPPPPPEPPEPRRRS e RETTTETPEPPEPPEES T PP T ETPTPPPPRE
| I 1

Routing controls i i i

Control panel

I |} I
v i v
1
. } .
Routing control 1 m i Routing control 2
REGION 1 : REGION 2
A4
Routing control 3 m Routing control 4 m Routing control 5 Routing control 6
REG1-AZ1 REG1-AZ2 REG2-AZ1 REG2-AZ2
ACTIVE STANDBY

Cluster

0 Cluster endpoint £ Cluster endpoint £ Cluster endpoint £ Cluster endpoint £ Cluster endpoint

AR 2 ARC B IR HIThRERY A ¢,

Cluster
KRR HATINTRXEH[LAERNES , BN EXERS EHRIT AP EA , AEFHRIREEE
RIEHIRS. EFHSERIANEFHER , EUUE—INEFLRES N EHERMEHRES,

B 2
HHEAREEEERF LANEE on/off R , ATEHHEE PIXANEFIHRENKH, EOIE

B2 HIEY , ATBATE Route 53 ARl ARC E1TIRRKE, XH ZE1E ARC BRI B ZHIRE
B, MEEENIRBARE (ERASTRRIRE , BERNAREFK DNS iE% ) -

BREREFHETRIRE
BR 2% 5 Route 53 ARG TRAREMER. BITRARESENNAREFEIABIE DNS i8

FHXREK , FIMAREBILR. HEERRARFRESN , ARC 2EFHENNZTRARE , XLE
REREEGRE , HINMKREBIZ AR,
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25 E AR

EHEARE - AEXKNBEEIREE—E, SUNARS N BHESNS - MESIERAXREK , A5
HEHERGRZEAN , UBRETHREEEQERTZREN, Flm, EUUNSNTARXF
MENREEEREE—MEHES , AERENASIE—MEFERF. RE , BAILURNE
AN (WERN" )  BREFAHRELDE-NTRAX ( ABHEHRT ) L TEIRES , U
R HABANTH R ER.

AR AR I E AR

BIREHET , ARC 22— MRIANERFER. MIAMBRT , BESEH LB FATAR B2 ERF
AIEIRRIAZEFIEAR T, St LeIR B S R H ERREA S B KXV HIEH,

Z2AN
ZEMNZERMERBZHOAN , ATHRREBETLXENERNARFOTAM, Fiw,

BB R MNKOIE T LB “on/off” FFRMEEHEZN  IFERTABERARNER —HHM
BREIR M,

mR ( RRHRR )

ARC F BN EHBEIMER K , THTREMIME KB ZFRES, EHRKINZEF ,
RIfRi% ARC EHIE S MXAmRARITHY , Rt ENIZERZRE MR , BEERS —NMi

Ro &L E)im RUAGRENER BRI IR SRR (FFEk ) |, BT E s B ENRS K AR N A
BFNANER.

B B 928 71 By 4 T A A0 428 %1 TE AR

AR RBEBNAERER |, FERRBEBH GV, RIS RE RNER HE TR B A AL
BETH , IREXEZSPEFTENREEATN]. B , R WaENS P ERBEERIEE , KU
RERENARENBERD, ZRIX-—K , BHL T HBRS A hEE AT 1E 2 S E AR BIEE R [
X, SAR AR E BT BAR 8t AR 355 B9 SR T AR P TR B Y AR = W] Fe

BEXRZHAWS RS —# , 2H FENMBEFESGHEBEZREIE, SARPERGTSE , BERFHEHR
EENHE-BHRTAL , MABEERSHX TRAERTRL. BEEERETAREMRIT , KB
ERMEAHE , SEHERTESATARN , BHRIETAM.

—RME , BHERAFERTERNEEINE , AINERSPEIE, EHMNBERTR. BUEEREHR
RSO IhEE. Rt , RMNBWEETRAMEREZNEL TEABBEERIRE , il , £HHBEE
EFREE R A D A B AT,

NFRBES  EREARMBEEREAT AR
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- BREEEEREIER AP REXEE (FEXM ) X (us-west-2 ) FXFHRERFEE APl,
B LA RIXLE API BRES O SMIBRESE, ERERNBHEZES  UEPNARFTENNARERF
ENRARENRENERESH T ER. AWS EEZFH A RARFRERFHERTRS
AR

- BAEZHBEERE - MEEREMEREN AWS XENTAEH. SNEF &SRR BEES
HRIE-INHSNER, ZEREERHERMBHES, RRE , SERENNABRFERRHR
Brf , AIEARAES (MEEE ) API R, JIHEMERKAZEFRS. BAESHIBEERRES
bzl

HFEAZEHEHEIrEeSETR , BERINNEEITRITE AWS Command Line Interface B3t 17H([&
PN EHFIIRER |, FRABT AP FARAULERBIZEHIRS. BXREZNTRERKBEGE#HT
NIREIRENEEIZSETNNESEL |, B30 ARC PREIZEFINSESE,

BXREETE, EHFTEARNAT AWS WERSUHEZS TR ERNESEER |, 2 Amazon
Builders Library FEY “fE A A i X ESREM" 13,

Amazon N AEFIREEHIZR ( ARC ) FEEBEFINFRICS
FREREARIRBI AL AWS BRENERFEE ( TBIE ) . EAURENRBRIMSMRZE , 81

REHIS—INBAN—NMEENNE. Hlw , BEERHER , {E_I ERET, BH RFERIMEIRE
BRI TR

£ ARC WIEE R4l |, BRI LIARIC AT RIR ¢

- K

- EEIER

« REHN

ARC FRHIPRICREEET API A |, Hlan , BIEH AWS CLI,
AT 2fEH AWS CLIERE RIZH R B ITARICH R B,

aws route53-recovery-control-config --region us-west-2 create-cluster --
cluster-name examplel-cluster --tags Region=PDX, Stage=Prod

aws routeb53-recovery-control-config --region us-west-2 create-control-panel
--control-panel-name examplel-control-panel --cluster-arn arn:aws:route53-
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https://docs.aws.amazon.com/recovery-cluster/latest/api/what-is-recovery-control.html
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https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
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recovery-control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh
--tags Region=PDX, Stage=Prod

BXEZER |, S TagResourceAmazon M AREFIXEE R (ARC) WIREZFIEE APl ZE 1
o

ARC A & H 2 HI 8 E O

XTF ARC HHEEHEG  SFENCRNBIEHINTIRREA. SIEFTUARES N KHE
B, R SMER X LR HRARA N AR F AR B

NTHBYHEERANBESHR , EAUNERREEKSHAE  F—IMEEESMAWS KFHE, A
XEZEE , BSH ARC PUERHNEKS X R

Bx ARC WiFHAEMEEMEN RO , ESE ARC EH
FFEa6EA Amazon NAREFIREEFIZEE (ARC ) PR S XEIRE

EEA Amazon NAEFREZHER (ARC) PR HZFHNNARFHTHRETR , E0 AWS HH
BFLARSIRAERF AWS X, BEFHRER , 8% , FHRENHNNABRFREESNMN XML
BlAR  IHERATUAERESHRAN-—IMRBRBEBE S —MXE. RfF , ST CIZE B2
REMBHNARFRE  EEMNENABEFRAREBIRWBINARER , N AP RIEERM,

® Note
MRENVNABRFEITAXRET  BEEREATAXEBRATAX B3 HRBHITAREBIK
g, TEHRHTEMRENTFEATAREBRATAXBEHBNZZ N T AX T E RSN
ARF. BXEZEE , #2H TAXKEBANTAX B3 #%BE ARC P RENAEF.

NTEEATLER ARC BRHES  ERESHHEMENAERF , BEEZDREFNMRLEREIR
HWNAERF. SMEFARETRAR—N AWS Kifl, FEARFRRRENEXERE -G , B
TUTER  BREAREFNRNREMT ER,

BR R TEBRELIRE , FA1IRME CloudFormation T HashiCorp Terraform 14y , AT #IZZEH#
EMVAMATRETSHNARER. ETHRESEEATEHER , BSHRETINAER,

EHEZEMARBES , BRITUTRE  BRENNARFRENEFREMY .

1. SIZNAREF#ER (NENMTER ) WIRVER , XERFESMNKEPREERNER , LEEXR
EEHRTURREN-IMKERARFZIBE —IMXE, BRENEARFRBHFTEE—ITEIX
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https://docs.aws.amazon.com/recovery-cluster/latest/api/tags-resourcearn.html
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MBELES —NEIANEMEXSEABXR, BEEMEZERDH#THELRE AWS XiF , &
RYMERR D SR T — NI .

2. ANNRRFBERAEHMELENERSHYE. ERLER AWS $EE RS K# B & H 53R

T E A BEFIRITRERARER

£ Amazon NAREFIIREZEHIEE (ARC ) PHREHBES , AIMEERRE AWS XEHIEITHITRA
AREFRIAZ BN RELANEE, KREBEFEH Amazon Route 53 BIEERET DNS 1T,

EBNXFHEERARE (WF—TR) , Bl a5 BEEMEXERK, 85t , BEREAES
S8/ MXEPRIRNNRRFHBMERK, RAE , OFBAEFRMNEBEFSTRIRE , FETLITHMN
XARE, XEZEBEFHNAREFEIA BN RERKEB,

B LLEH PR BEHENIRAS AWS EERGH A UHEEBERE , BRMNBWENRE ARC B1E., AP
= AWS CLI , SREXREA]. APl BEFTKH TG A , HitteiIE a4,

Bl |, BiEA A X E#TREER | SIIM us-west-1 kR EBE| us-east-1 , AJLAFEH update-
routing-control-state APl #B/EfF us-west-1 FR|IZ A Off |, fF us-east-1 FRB[IRNR
On.

EOEBEBEFAHNRENARFNARERCH , FRANEARFRENZSNMNTHXESE , HUE
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RNTEHBETHEBHEFHNIHERE  RIMEBHT —NEBR TicTacToe WRHINARRF. ZHI6EH
CIoudFormatlon BARCRELRE | HEHA T TEHM CloudFormation 2R 1EE A LA B © R IEHR Z 2047
REMEA ARC,

HERGINARRFG , B EAXERRCIE ARC A4 , ARRZNAE AR BZEGEREEREZ
RRARFRRE. S URYEB SN RNNAREFFRERIRE,

ERRERARGIRARZFEH CloudFormation #4R |, 2@ ARC GitHub 174 FE AR Y Bl X 4%
B, A LUEN & AWS CloudFormation B F 8RB CloudFormation B2k T A< EH
CloudFormation R E ZE &,

ARC g HZHHRERE
BYRALTRESRR , 1 ARC FHBHERHMTRENARBB LS,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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- BRENWE, EAFRKN AWS FIERLBRE TR

« NHEEBTH R DNS iEFEFRIEN TTL &

o BR&IZE ik 52 iR SR ISEEN A

« NENINXEERFLIRT LM BREZEE ARN 70 2 5 i s 55

« BYLARE M RIET SOREMEH R HZERES

- EAREAFENEEFE AP KRIHNEMBRAZERS , IR EREH S

WREIWE, EAFHKN AWS FiERE HIRE T 15H

HERERE (DR) 5+ , BEEA R ERNTTERTF AWS MPITIRERS , FREMBE
FEEREK. TH DRESFEE IAM KBEIL , ARRLLZEREFEN MY ERRENELRERE
h, UEERENHTER,. EB)IAM , BAIUERERR SIS | FliFRZAM AWS FiR

IR, X F3F DR ES , RNBWESLERKSHRNR , £HAWS #— Sign-OnFE AWS R
%o

EFEAREEFHBIEEIR APl £ ARC HHITAMEBTS , B LT ARC IAM SKEEH ANEI R HY
BArP, ETHREZEESR , B3 #ldentity-based Amazon N AR FIXE #4125 (ARC) RV R
%o

NHEFEB I KE DNS iBFEFREN TTL &

NTFERBEBIH FARFEZEE R DNS i2%k , LAERLTETRARENICE , ERABIKR
TTL ERSENME. EXMBEAT , BEEEF TTLIREN 60 B 120 ¥.

DNS TTL ( £778tA ) IREL2E1F DNS @SR E —FRIEREFSKNAFBBERMICR. &F
TTL A, ERERFM RSN 2 BHITNE ., MRIZHEMN TTL K%E , DNS #TssEE®
HEEDICENEH , AR TTILIEE T A4 A EME L E#,
BXELELR |, H5 Amazon Route 53 DNS S{ESEEEF AR DNS I8 F%R TTL E.

BR % P i 5 8 1Y s R AR 555 132 Y BT[]

LB ERABBEGMN— RS AWS XiF 5|5 —8F , Amazon NAREFIRE LR
(ARC) AkBaNARFRENYIEIR DNS EH. LEMSBEFAEMERTET IV
5o

BR , ERCHTEENEFFRAIRSMENZIZMNVERHER , EREFRENER, NHE
RREME , BUERFE 7 im 5 SN R RUIRFEZNEE,
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https://aws.amazon.com/single-sign-on/
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MREANRNARFASIEGER , WASER keepalive EUUKE BEENFENE, BXE
ZEE , A (MRABRFASBERASER) F/H HTTP B inRIGEES S E,

MNBERT , NARFAESEERT HTTP B inRISEEN & REIREN 3600 % (B 1/
i) . BWEREKZE 6 SEESHNARFNIRERE B HRRE—3, fi0 300 ¥, EEFEHTTP &
PiRRIFEZENGFEN BN | FZRLEEEMEERTESE (X ARLIFMIER ) MERGFHA
BEFHNZERHTAXRXEB H 2R R - MTFE,

NEN AN XEER LT QMBS ARN 04 X NEYRHD
BIUEN ARC REIEFHRRNAHEAREERSH , KERFIATERN R[N BB

b, EREHRESHEE |, SO EhRIELE AP B4E , A EENETSENBIEEIRER
B ARC API #8146, &a]LAE DescribeClusterAPl #8451 H ARC 8K iHT =,

BE AL — MR I T ROR BT RY ] R 12 IR AS

BEZEFREEENMNXEHER , BREXEREN HERISESTAL, EXTAHATEYYE  EENE
EEREUEE , TUREFEEAMBEMNER. BXE AWS SDK FEARKBRFINEES , &
FHASFHART RBRG , FS 0 LA EFRE 25256 53 R4 AWS SDKs.

EARE AT SENVBIREFE API K5 HMEHEBZERS , M AREAZH A

£/ ARC BIEF¥ ™ API , &EFListRoutingControlsi2/EF KB IR FIFRA | HEFERHZFRS
LEERBHE , AEEUpdateRoutingControlStatel e B T E# B, BUUFERAEREH—
AWS SDK #EH AWS CLI ( iIXERBIFTTR ) S, ARC BUIEEMRFH APl 7] IR H /] S ith
FREHTARER. RIMNBWER AP, MARE AWS BB & P E B HEHRES,

E#EE ARC HXEERIRR— , AMERABEER APl, MRFEIFTA , FRHEER S -1
SRR Ko

MRZEHNE LR BHZFRSER , WA LAEZT ZANRTERANREBRITRYES, BXE
ZER , FHHN BER2ANUEHBERARE.

£/ ARC A KM

£/ ARC BRHRIZFIEHIN A R MER , MENETNAEFHERAREB I HBNARF#X. 5
LEERENIE ARC S SRR IERRRERST -3, F B —BMETAHET. ERZEN
BHIMRIREF ARC 2 B#TIZNR , AFEERRTNIR , MEEREREZ R ERFRUE
BN | X REEIRIER 3 FE1THBI RS LU % A 541,

R{EXE 105
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B E2E AP

ATRENRFIIE T EATLA T Amazon NAEFIREZESIZR ( ARC ) FixiE M E B B 2 H i
AP RAELUR MR 5 SR RY 8 42

BXRUWAEE AWS Command Line Interface R HITE IR E 12 HIEE AP BERNRHI , FSFHER
ARC B2 API 248 =B AWS CLl,

TRIET ATATRAZFIEEN ARC AP 2 1ELUR X R 885,

A EREW £/ ARC Z&l& £/ ARC API

Bl BES £ ARC HAIZEEHE  iESH CreateCluster
4 ¢ o

U 353 BSH £ ARC HEIEZRME S F DescribeCluster
4 4 o

i BREEB¥ BSH £ ARC HAIERMEE  iHS 5 DeleteCluster
I 4H 4 o

Bl ik Ry SR B BSH £ ARC HoIERHEE  H3 M ListClusters
48 4 o

B2 % R Hl BSH £ ARC hR|ERMIE 535 CreateRoutingControl
I 4H 4 o

iR B B2 £ ARC H8l2KHAE  #H23H DescribeRoutingCon
I 4 o trol

BT RS BSH £ ARC HOIEREE  iHZS5 UpdateRoutingControl
I o

il B B E 422 B2 R £ ARC hRIEKMIE 2 5 DeleteRoutingControl
4 4 o

5l i B% B 2 ESH £ ARC REIEKMHIE S8 ListRoutingControls
4 4
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https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol.html
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/8 ARC API

i{H2ZH CreateControlPanel

152 DescribeControlPanel

&2 @ UpdateControlPanel

52 DeleteControlPanel

H2 7 ListControlPanels

&2 CreateSafetyRule

%2 # DescribeSafetyRule

&2 UpdateSafetyRule

&2 # DeleteSafetyRule

B2 ListSafetyRules
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https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel-controlpanelarn.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel-controlpanelarn.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanels.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/safetyrule.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/safetyrule-safetyrulearn.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/safetyrule.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/safetyrule-safetyrulearn.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel-controlpanelarn-safetyrules.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol-routingcontrolarn-associatedroute53healthchecks.html
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https://docs.aws.amazon.com/recovery-cluster/latest/api/resourcepolicy-resourcearn.html
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FREN B& FH 2 HR S BSH REAEHPEEE  ESH GetRoutingControlS
HIARAS AWS BEEREIA, tate

il i 3% AR 2 N/A &2 ListRoutingControls.

B BRSNS BSH RBAEH PR EE B3 H UpdateRoutingContr
FPRTS AWS EBEEFIS. olState

BHME N BEAEFIRES BESR R EHFHEHEE 5389 UpdateRoutingContr
FIRAS AWS EEBEFIA, olStates

FI RS S AWS SDK

AWS BRHFTREH (SDK) TRTHZRITNEREES. SN NRETRIEGHREM AP, REBRHIM
X, EFRAREBERMUAEERESHENARER,

SDK 314 55 R

EAT C++ B AWS SDK FEHT C++ B9 AWS SDK X588 R4l

AWS CLI AWS CLI X#E =¥l

&M TF Go ¥ AWS SDK SEAT Go 9 AWS SDK K58 R4l

EAT Java B9 AWS SDK EHAT Java B AWS SDK X588 R4l

&R T JavaScript B9 AWS SDK &R T JavaScript B9 AWS SDK X#3 7= 45l

& A F Kotlin B AWS SDK & AT Kotlin # AWS SDK X8 =4l

EAT NET # AWS SDK FEATF NET 89 AWS SDK X5 =4l

ERAT PHP 89 AWS SDK EHAT PHP 9 AWS SDK X8 R4l
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https://docs.aws.amazon.com/routing-control/latest/APIReference/API_GetRoutingControlState.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/API_GetRoutingControlState.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/API_ListRoutingControls.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/API_UpdateRoutingControlState.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/API_UpdateRoutingControlState.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/API_UpdateRoutingControlStates.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/API_UpdateRoutingControlStates.html
https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
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SDK 3044 KRB =B

AWS Tools for PowerShell AWS Tools for PowerShell 4X#3 7=l

& A F Python (Boto3) ) AWS SDK i& i F Python (Boto3) K AWS SDK K18 =4l
i& A F Ruby B AWS SDK & AT Ruby B9 AWS SDK %3 R4l

SEAT Rust B AWS SDK @A T Rust 5 AWS SDK %13 =4l

&M T SAP ABAP f§ AWS SDK JEAT SAP ABAP ) AWS SDK X138 =4l
ST Swift ) AWS SDK BAT Swift # AWS SDK X3 R4l

BREETHBRSHRA , FSFANAREFIREZHIZRAKE RH AWS SDKs.

© =HIAEY
RASFEOAE 7 B E AL T ARSI AR R EERRB R,

£ ARC B R4 API #24EH =45 AWS CLI

A NAEFARBEHNEESARG , FEAEA API 24 AWS Command Line Interface 5
Amazon B AREFIREEHIES (ARC) PR HEFIIEER S FERH, XLRG| EERBEEART M
5/ CLI }1TR& 32,

f& B Amazon Application Recovery Controller (ARC) FHIE& % H| |, AT ARSI AWS X =% 7] A
XEFETHARNARFEIAS Rz AL RERERRE,

BRI BRI RN ER TTARNAS | XEANMRSIER. ARC EHE—A2KBENKX
HirR. EHRKRERT —IMSETHN AP, TATRENQREHZHIRS, BXBEHZHIHEESA
HHNESER  BFSRBAEGE .

(® Note
ARC 2—I£IKESE , IXEFEZ/N AWS REHFHHRR. B2 , BYUME KIS ARC CLI i5
SHIEEXERI (HREXM ) X5 ( BMHEESE --region us-west-2), Hla0 , EAIE
REH, EFERMEFNFER region S8,
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https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_5_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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BIEERA , ARC 2N ERE-AXERK, BRNBEMBHZHRE , BL4TE CLI T
PIEEXBLIRTR ( AWS Xif fILiRTTR URL) .

BXEANEZFEE AWSCLI, FZH ( AWS CLI 55 E) . BXRIEBHIES AP BENTIXK | &
SR HES AP IRIEMEE BIRH AP RE,

BATHM OISR  ERABHEFREZEEERVUEBIENAN,
RE R EEIA A

FE-SROUBEH, ARCEHEAINMRRARN—1NE , 73 TENTREN AWS XiE, ARC &
MR XX Lin /B E T , AMRIERBEBIRENS AT BT — Bt

1. IR ER

1a. BB EE, network-type AIEH , ATLLE IPV4 3 DUALSTACK, BRIAER IPV4,

aws routeb3-recovery-control-config create-cluster --cluster-name test --network-type
DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",
"Status": "PENDING",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

BHIRBIZE ARC BRE , EEHAUBEIEPH RS PENDING, ZaJLABE A describe-
cluster EEHHE,

1b. HIRERE

aws route53-recovery-control-config --region us-west-2 \
describe-cluster --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh

"Cluster": {
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"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",

"Name": "test",

"Status": "DEPLOYED",

"Owner": "123456789123",

"NetworkType": "DUALSTACK"

IR N DEPLOYED R |, %88 ARC EXIICIEER K HHPEE—4AUSEXRENRR. B BEY
VA list-clusters 5 HFAEEE,

1c. Sl B EEF .

aws routeb53-recovery-control-config --region us-west-2 list-clusters

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",
"Status": "DEPLOYED",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

1d. EFERNMKER, £IMA IPV4 = DUALSTACK,

aws routeb53-recovery-control-config update-cluster \

--cluster-arn arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234 \
--network-type DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",
"Status": "PENDING",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

{Eﬁ CLI ?;%1?%3_—\{5“ 111



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

2. B2 H ER

EHEREATEE ARC BHAEFINZEDH, HEQEEHN , ARC 2B RERE—IER
DefaultControlPanel BVIZRH|E AR, &AL BN fE R iZ =S E AR

—NMEHERREFET —INEHY, IRENEHERBES —NE8 , WATEGEBIRR , RAEESE
“AEHGOEYE, BuLUETAA list-control-panels EFKF AW ATE R HIER. ENEF
BESFPWESIEMNR , R/ --cluster-arn F&,

2a. B H 2 HIE R

aws route53-recovery-control-config --region us-west-2 \
list-control-panels --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/eba23304-1a51-4674-ae32-b4cf06070bdd

{
"ControlPanels": [
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/1234567dddddd1234567dddddd1234567",
"ClusterArn": "arn:aws:routeb53-recovery-

control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh",
"DefaultControlPanel": true,
"Name": "DefaultControlPanel",
"RoutingControlCount": @,
"Status": "DEPLOYED"

AT LLERE IS A create-control-panel B2 B S EHIEAR.

2b. B2 HE R,

aws route53-recovery-control-config --region us-west-2 create-control-panel \
--control-panel-name NewControlPanel2 \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh
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"ControlPanel": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": false,

"Name": "NewControlPanel2",

"RoutingControlCount": @,

"Status": "PENDING"

BHIRBIE ARC BER , EEBIEIREFIRASH PENDING, EBAILLET A describe-control-
panel EFHE,

2c. #HREZEHIE AR

aws route53-recovery-control-config --region us-west-2 describe-control-panel \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456

"ControlPanel": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": true,

"Name": "DefaultControlPanel",

"RoutingControlCount": 0,

"Status": "DEPLOYED"

3. BIZEE RS

NELCEREEFFAETRHER , BETLUTHCIRRMES, tIREHESN  SLRAEDEER
FEFIFTE S5 M Amazon BIRA T (ARN). &t R LAY BE B4R 35 E 12 FIEARK ARN, BEFRER
ERHERFIENEE.

MRERIEELREER , BHZESFINE B38/2NESEIR DefaultControlPanel,

fEF CLI B4R R 113



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

B3 A create-routing-control B AMIEE,

3a. B HIEH,

aws routeb53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name NewRcl \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

{
"RoutingControl": {
"ControlPanelArn": " arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "PENDING"

BREEFHNCIEEXEEM ARC RIRMAR , RHETUETEAHERRERRBRECIINHE.
3b. HiREE EEHo

aws route53-recovery-control-config --region us-west-2 describe-routing-control \

--routing-control-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

{
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "DEPLOYED"
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B LB A list-routing-controls 5l H G EAR PRV BIEH, HHIER ARN JAED,

3c. 5l BBz

aws routeb53-recovery-control-config --region us-west-2 list-routing-controls \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456

{
"RoutingControls": [
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "Rcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "DEPLOYED"

3,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "Rc2",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",
"Status": "DEPLOYED"

HEMARAZEFRSHUTROS , BIMBRREBART P HAMANERBEES (Rt MRc2) o X
Pl SN EHEEFAERSETNARFN - TARX,

4. plEZ MM

B ER SN EEEGEN , BARSREESANEACIN RN —LRERE , LBZERTING
xR, 1’§lJZIEI9€I7HWA%EE?'“%J%H’FU:FEEIMEO BERUXEREERE , FEQEBHESLZEHAN,

ZEMMNEFFPRE  WSANMTEAN, MFTHEARREANNEE  FSANBHZF CER
2PN,
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LXTﬂﬁFﬁEfﬂTﬁUEI&ﬁE%ﬂﬂlJE’\JT_\1’§U ZANTEHREEALEENRAEDFRNEEES 2 —RER
On., ERIBMN , Eiz1TEH assertion-rule SHM create-safety-rule,

BXHEHN API BEMNFHEER , 3 AssertionRuleAmazon BT F K S 125 4125 69 3% 352 &1
AP| S8/,

4a. BIEBTF AN,

aws routeb53-recovery-control-config --region us-west-2 create-safety-rule \
--assertion-rule '{"Name": "TestAssertionRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx7892zz123yyy456xxx",
"WaitPeriodMs": 5000,
"AssertedControls":
["arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222z123yyy456xxx/routingcontrol/defl23defl23def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/ghi456ghi456ghi"],
"RuleConfig": {"Threshold": 1, "Type": "ATLEAST", "Inverted": false}}'

"Rule": {
"ASSERTION": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/safetyrule/333333444444",
"AssertedControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zz7123yyy456xxx789222123yyy456xxx/routingcontrol /defl23defl123def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zz7123yyy456xxx789222123yyy456xxx/routingcontrol/ghi456ghi456ghi"],
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx7892zz123yyy456xxx",
"Name": "TestAssertionRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 1,
"Type'": "ATLEAST"
},
"Status": "PENDING",
"WaitPeriodMs": 5000
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}

UTEARARMT Q2 AN RE , ZAN RS RPN —4H B RS BREHRA LA “on/off =
TR FFR, XHERIURIEEFHBFREESG , Sl , Ba{LHEITERITARENER. EAF
B, [NEFXRBEE GatingControls ZHIEEMNBES , SREHIH TR WA B HEHET
TargetControls SHIEE,

® Note

O TEMAN 28, BAMEIRIZAES (245 DNS MERBIZFK ) MBAREHES
(FEEH DNS MEHBIEE ) .

EQEAN |, BFZTHEMR gating-rule SHH create-safety-rule,

BXEEMN AP RENFMEE |, 55 GatingRuleAmazon R TR F IR S 2 HI25H9B& RIZHI AP
SEEM.

4b. BIET1EHM,

aws route53-recovery-control-config --region us-west-2 create-safety-rule \
--gating-rule '{"Name": "TestGatingRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx7892zz123yyy456xxx",
"WaitPeriodMs": 5000,
"GatingControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
defl23defl123def"]
"TargetControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
ghi456ghi4s56ghi",
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/1mn7891mn7891mn"],
"RuleConfig": {"Threshold": @, "Type": "OR", "Inverted": false}}'

"Rule": {
"GATING": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/safetyrule/ 444444444 444",
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"GatingControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/defl123defl23def"

1,
"TargetControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789z22123yyy456xxx/routingcontrol/ghi456ghi456ghi”
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/1mn7891mn7891mn"

1,

"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx7892zz123yyy456xxx",
"Name": "TestGatingRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 0,
"Type": "OR"
1,
"Status": "PENDING",

"WaitPeriodMs": 5000

EHARRAEGRE & , SUUEZEANERIGRERREHEE,. 5 HIBBRET,

—NEENLL2HNE , !@Tl«xilifi'—i*ﬁxﬁ LR B REREHEIRS, MRED set-
routing-control-state REER T ECIEZNMAN , BFHRIKLTHFHNRE !

Cannot modify control state for [0123456bbbbbbb0123456bbbbbb01234560123
abcdefgl234567] due to failed rule evaluation
0123456bbbbbbb0123456bbbbbb0123456333333444444

- MRARFREHER ARN S HZS ARN fViEEE, E-MrRFREZHER ARN 5SZEAN
ARN HYZEEEE,

5. tlBETRARE

EFEABHREFXNREBFITRNER , B LT Amazon Route 53 FRIBEZETRARE , HHE1TR
/R$\A§'——7,.,\E’J DNS iEFXREkEHK, N THRE#TRARER , ARC BHEFHSFESTRARERE
KM, XH Route 53 ML EFKMARE, (ETRIAREFCEBVEABRFNEZTRL ; ERER
FEEMBHAREBNG L, )
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i | RREAEFNERE (RERTAX ) . BANF—TMEARBEENNARFNERTE , §5
—MEENFB R T , BIHITREER

ENKVEBREZITIRARE , B BRITUTRAE | filn -

1. £ ARC CLI REN 2 T EERIEH,
2. {8 Route 53 CLI £ Route 53 F A MNEHEHI/2E ARC ETRARE,

3. £ Route 53 CLI 7£ Route 53 ABIEF N LM DNS iexk , HHETRAREES N CFKXEK
kK,

5a. N B IUIR GRS,

aws routeb53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCelll \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

aws route53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCell2 \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

5b. AENEHEFGRESTRARE.

(@ Note
f£ A Amazon Route 53 CLI 812 ARC =T ZE,

aws routeb3 create-health-check --caller-reference RoutingControlCelll \
--health-check-config \
Type=RECOVERY_CONTROL ,RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
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"HealthCheck": {
"Id": TXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX",
"CallerReference": "RoutingControlCelll",
"HealthCheckConfig": {
"Type": "RECOVERY_CONTROL",
"Inverted": false,
"Disabled": false,

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

I
"HealthCheckVersion": 1

aws route53 create-health-check --caller-reference RoutingControlCell2 \
--health-check-config \
Type=RECOVERY_CONTROL , RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
"HealthCheck": {
"TAM: TXXXXXX=XXXX = XXXX =X XXX =XXXXXXXXXXXX",
"CallerReference": "RoutingControlCell2",
"HealthCheckConfig": {
"Type": "RECOVERY_CONTROL",
"Inverted": false,
"Disabled": false,

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

},
"HealthCheckVersion": 1

5c. BIBZM AN KM DNS iL% , AR TRAREESMNMERIEKENR,
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£ Route 53 CLI 7 Route 53 A2 k3% DNS 2%, E/IEid% , HRE (Amazon Route 53
AWS CLI 538 E) PEXERARICEEM DN IHERTIRME, FiEFED , BES 2 TKM DNS
{ELAK Route 53 Biz{TRIRKWER|ERIME N HealthCheckID B ( iHZH 6b ) »

HFEETIE
{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "primary",
"Failover": "PRIMARY",
"TTL": O,
"ResourceRecords": [
{
"Value": "celll.yourdomain.com"
}
1,
"HealthCheckId": "XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"
}
XN TFHB R T
{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "secondary",
"Failover": "SECONDARY",
"TTL": O,
"ResourceRecords": [
{
"Value": "cell2.yourdomain.com"
}
1)

"HealthCheckId": "yyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyyyy"

NE, ENTERRINEBIHEBETE |, ATLURBESER 4b FH CLI RAIF
RoutingControlCelll KIRZASEF N OFF , ¥ RoutingControlCell2 KRS EFH 7 ONo
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55 5 H E & RIS FIRZS AWS CLI

832 Amazon RRAEFIREEFIZR (ARC ) BIR (Hlan , &5, HRhaEHNEHER ) &, BIUE
SHXE , UFIHMEMBHZERS , MERTREEE.

NTECIBNENEE , ARC HLNERE-AFHEL , ANAWS REFE-—MRR. EEA
SHUR R BAZFRSRENHE , BLABEEEP—IMRELET L ( AWS XE MLiET R
URL ) Off, OnZH&MER AWS CLI, RENSEH I HZEFRSE , BRT KEBLRT QU , BL4TIEE
K& T R --regionWAIHT R , AT REIFTR.

BRUEREMAXEER KR, BEWENREEBBEIX SR ULH , ARFERASN N THNERER. &
KEARIAF=AEH R QANRBRA | ESRNAREFIREZH £ A RE AWS SDKs.

BXEANEZFEE AWSCLI, HZ5H ( AWSCLI 55 E) . BXREBHES AP BENSIRAK
EOESEENEE  FSRBHAES AP EE.

/A Important

REZEALATE Amazon Route 53 2§l & L BT EZEFIRAS , ERIMEVEER AWS CLI =
AWS SDK E#FEHEHIAS. ARC B ARC BBHEHIEBIEEREMRRSHITSEME , LLEHR
BREREMBELE THRANERB. BXFEH ARC HITAMEBNESRIL , 551 ARC FiEH
BEHH R EXR,

B BEHR , RBIREN 0ff, XERBEREFTXHKBIZEKBEHNERETK, BB
&1T get-routing-control-state MR RIEHAZEEIRA,

ERENEREENXEMIESR , BiE1T describe-clusters @8 HELEE ClusterEndpoints, &
MNEBClusterEndpoint @FE —MXFAMMEMH LT R, LA LUEA TARIREN FE # 3% B2 61K

7. DescribeCluster@ —BUREZFIEE API #4F, EIER ARC Xigi & & in S AR it B AR IFE

FEh  HEFERBIATERRIIMN B RBF,

1. 5 B B 42
B LAERSE AN ARC BB RE[RE S B B2 6 MR EFRES.

1. JIH SR ERNEHRES, MRTFEERFEMR , list-routing-controls KIREISEFHHH
FrEmmEEl,

aws routeb53-recovery-cluster list-routing-controls --control-panel-arn \
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arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb@123456bbbbbb0123456 \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{
"RoutingControls": [{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"

1,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::023759465626:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::023759465626:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
2zZzzXXXXyyyyl23456",

"RoutingControlName": "RCTwo",

"RoutingControlState": "Off"

2. FRENEE %l
2. FRENEE IR EPIRAS .

aws routeb3-recovery-cluster get-routing-control-state --routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{"RoutingControlArn": "arn:aws:routeb53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
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"RoutingControlName": "RCOne",
"RoutingControlState": "On"

2. EXTEEEREH

ENRERATRAEMNMEHNNERER , HEEHEHRSEH N On, BIIZT update-
routing-control-state T EMEBEERS. (FREINET , MBHZE, )

2a. ERTEEEHEFIRS,

aws routeb53-recovery-cluster update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--routing-control-state On \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{3

WA LUEN — AP AR RN EHZ N HES : update-routing-control-states. (iEREK
Thet , MRIAZE, )

2b. —REHM SN ERBEFRES (HEEH ) .

aws routeb53-recovery-cluster update-routing-control-states \

--update-routing-control-state-entries \

'"[{"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlState": "Off"}, \

{"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",

"RoutingControlState": "On"}]' \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{3
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£ ARC 1 A B R 2 I 4R

F&

* 7 ARC FeIZEmEHIA S

« £ ARC HEFENEMBAEERES
- ABHEFHERZEHN

* ARC XS SRR ESIK /X 5

 ARC A8l 2Bk i &I 4A

AFENRBMAGIRER, BREES, STRRELENZSER , SUMERE Amazon N AR FIRE #2625
(ARC ) S FEg 2,

BRMUE—EH  URELHBRHEFHNATARAESN s ENZHER RE6IERBEHNEZET
RARE , IERTUAERBEHRE NN ETRRIREBIE - R, ERERGIL , Hl
B E DRI

BEE , BOENESINERYR/ IR, BF  SREE-—NEHREERBERAIMEEER , A
EENAERNRERES, A, BAFERRERRHEE AWS Resource Access Manager , LAfE—
NEFRTURERHREHMSNEFAENEM ARC BR AWS K, ET# ARC FHERREE |
BESR ARC PR ERNEKF XiE. BXEMEE , HSH Amazon NRAREFIRE 425 (ARC) &
o

EFEARAEFINARBRTRUER  CEEQERARHSTRARE , AFEENARFPERN
Amazon Route 53 DNS 12 xEk, #NMIF , RIREFRNIERE , —MRENNARFNERTT
B, S—IMEENHPRETE (ANEBNERNM ) .

ENAVEBREEZTRARE , BIITUTHRE .
1. AR s eI 2R RS,

2. A M BRHEEFGBETRIRE.
3. BIEF DNS i ( Bl DNS #HE#BIERK ) , ARESTRIREESMEFXREKERK,

HEBNREMNZNEAN , B UTRFECERHES, EXMHERT , FTERSTREREN
DNS iBXEBHEHMAXEK , RAGRECAENEERHEH. AXESZER , SR NEREET 6
BRe2MN,
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XEFHRITEE ARC 258 LIERAEHAHNS TR, BT HUNME ARC REAREZRHEE
AP| 21 | BS B HEES API B#1E,

£ ARC eI SR
8B ARC 812 —MNEEF S Re it E B RS MR HI R

EHER-ANRNXERS , BUNEXLRIERNIT APHEA | UAEHBTRM— MRS HIZH
RS, —IMEHAUREFRZREZET,

/A Important

FAER , BURNSNEFYR DK, —MEHAUUEETSRARFHNZREER , B8
REERAREENRAEFNREZRS,

BIRER

1. 158 https://console.aws.amazon.com/route53recovery/homett/dashboard , TF ARC ###l&,
IREER,

REAE , RRRMAEENEN.

TR OIEER,

B w0 D

£ ARC &2 8% Fr 2

NRERHNSNBRE TR ERRES, fi, HENNARFNRRI USSR ATREMN |, 8
MU FAEFAREHBE—1NERT , SMNXENEN AWS XETAXBEREL UK. EXMERT , B
NN ETRNFMREL THEE - KBRS,

SRR | FiSERBREENES N R ERT LR,

SIZATEMRHRENKBERE  BUNRSMNEREHSESTIIRERREK , XHER T UR
RBEESNMEXEN DNS BR M RERHT £ K. NREZRETZANENZEHNH 12
BRG], WA E @B ZEH R RNEITRRRE,

IR ER IR B PR

1. 158 https://console.aws.amazon.com/route53recovery/home#t/dashboard , TF ARC ###l1&,
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2. EFEEREBES,
3. ERHEEFNELE , EEFEME K AREEKHRES,

4. RWARRHEHONEN , EAREFNEFNERER  RAGERLECHINIIANRFER , SHEE
RN HIE R, =& G2 ARG ER.

5. MREEFEMOVEFEER , BERET LECIEESERNES , AEHWATRNE .
6. EFEBIEERAZE,
7. BRESRoBNOIEBEHEG,

¥ ARC EIEERMRZEFIZETIRNIRE

BEEAEHESTRIRESEATENRHREN SN ERBEFIXEKER, RE , I8N NETRRKE
&R E Amazon Route 53 DNS 2% ( fIIN A EB DNS i8R ) . A5 , BREEFHREKMNEHIES
BORAS |, MHEIZRER On = off , BN Amazon AR FIREEHIZE (ARC ) FEFEHKE,

(® Note
BEZRBIENBEBRFSTRREE , FEEE M B2 HHEREK,

SR ARFHEITRIREN SR

1. 519 https://console.aws.amazon.com/route53recovery/home#/dashboard , 377 ARC #HI &
R RS,

ERBESTELE  EE-NEHREG.

ERBEFFAGEETEL , ERNESTRIRE,

RMAZITRARENEN , RAEERE,

o & 0N

TR, 812 Route 53 DNS % , AR ENBEHEFSTRARESS MEFKMEXE, flM , RiRE
FELFEAP DNS RAKBIERRKREBRARHSITRIREE XK, ik ARC B £ KHEH E
i REFITRANER | B LEE Route 53 FRIZM N RMEBILT | ERREBICFMEBI KN
®BBILRK, BXEE DNS HEEBIEXRNESER , FEHETRARERE.

BIEFRMERICRA , HENWTAHAR

ERBEARAANT >
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Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Primary

Failover: Primary

TTL: @

Resource Records:

Value: celll.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

HBRRMEBICEEND TR

Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Secondary

Failover: Secondary

TTL: ©

Resource Records:

Value: cell2.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

i, RREZEMBEHRE , RAHATHE, Nt , EFEEFRRKAOBHZERS |, FEKHE
FPRAE RN OFF |, FHBIERHIZFIRAE RN ONo HATILRMERS |, REXMETRARESHEIERE
REERR , MBNEBHIFHEBEIR. AREABBREFINRAEBEITANEBNESER , FSAKE
F ARC API SREUHI SE#T R R IZ RS (H#EE ) o

EERMEA ARC AP| REQIRIRBZFIMBEXZTIRLKREN AWS CLI e 5 RHl , SR EM ARC
R 2 API R 1ERY =B AWS CLI,

£ ARC el E iR
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1518 https://console.aws.amazon.com/route53recovery/home#/dashboard , TF ARC #2&l1&,
prie iz ekt

ERAEANELE  EFRE  AREFRESER.
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 ARC FEFMERMBARFRS
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PHFRNE , EBRARELTHNERABRNRE. ETBEERTHRX AWS XiF , BN 2T EENEIR
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B LR BRI ASTEHERT  FERANEBEESE, HlU , HEEESE LT EFER
B, AU ENEE - Mo ENARRAES  NMEBREREMAL.

IET LAE ARC #2245 ESifEA ARC APl BB HZHIRES. RIMNBWELR APl B HZHR
Do B, ARC EHFEERFREHAME TR API 5E#Lﬁm‘”‘15%1’|5 HIEE AR IR HIRSEY |, X—
REEE , ANBBARSHERSBIENRANAREFREATEE TR ARER, I, £
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« £/ ARC API JREXH S #T38 HIZHIIRES (HEF)
o FREUH B HT A AV ER FRIZHIIRES AWS EEEH A

£/ ARC API SREUH SE R B8 IR HPRZS ( #E%F )

BANEWIEAEE A Amazon Application Recovery Controller (ARC) AP 32 4R IR BN =1 5 £ B8 2= #l4R
D, FERER AWS CLI in S REALTFRNATFEEP —MREIF X AWS TEGHERA ARC AP
BRENKE, BUEA CLI RABFH APIHRE (MARER AWS EEZFIA ) KAERREZEFIR

N
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HinR. MRZRIALTH , IR HEES S —MEFIRS.
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MERBHBHRSHIED  NERBRZEELRZERENA , ANEHFEILLETANTITARSZ
B fEER , AMEEHEF FEH,
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5 F YR 4E AWS SDKs,
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BXREM ARC HITAREBNESEN , 55 M ARC H I8 HIZHIAY &ESNE,
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FREVEK R 2 HPIRAS A 5 IR

1. 15IA] https://console.aws.amazon.com/route53recovery/home#/dashboard , 377 ARC #£H|&,
2. EFEEREBES,
3. MIlRPEFREFHERHAEERHEE,

EH— RSN EHEFRSHSR

1. FTF Amazon Route 53 #8#l& , Bk A https://console.aws.amazon.com/route53recovery/
home,
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A mEE e EZEAN
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EXRRX—K , EFECIRITZBEHEFMENRETT X , F 02 B/RRAES  LEFREREDF
RHNXEAHATAX. RE , BRHLEFHHEIERNENEANEEN BIRRBRZEHNRES |, 8F
ENERAZEFRSRER off. BEAWESH , BRHERENRN On,

EEFA T ORISR BMATT RN MMV KA AWS CLI @85, BZ RPN IEZ AN &
A ARC B H I APl ZRER =B AWS CLI,

BRITEAN AP BEBMNFAFEE , 153 H GatingRuleAmazon R FA T2 Fr Ik & 122 HI 85 #Y 3% H 2
# APl &8/,

EEFE EoEZ2AN

AR LR T A 7E ARC ZH APl ELR 2NN, KitEeIZ2MSANERNEMAN |, SERER
=HEUN. EFEERFFEH,

E TR Amazon B ARFIRE 4185 ( ARC ) RERRE MK HIZE AP BE | BSEKHE
#l API $24E,

BIEZ LMK SR

1. 158 https://console.aws.amazon.com/route53recovery/homett/dashboard , TF ARC ##l&,
2. EEEmEH,

3. HERBEEFTEL , EE—NEHER.

4. HEERHERFAEEREL , EFRRME , RABERRIMEZEAN,

5 EFEENMAMNKEE : SN 1=,

6. EFE—NEN, ARG (k) EREHFRE,
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o NTESHAN , FiEEMSNREES,
o WFIEEMN , FiEEEREREG N B REBES,

X FHEHAN | BITRFRBENREARANREREREEANEE,

® Note

ETHAXEEHSANNESRESR , HS 6 Amazon NAREFIRE R HIZRH R B ES
APl ZE R Rt AssertionRuleRERFE S . ETHAXREENERAVNNESEER | &
25 Amazon N AR FIRE 2 HI2RAYEE iR APl 2 E R ZGatingRule R FHR ALY

1§ =|
[= R ¥e]

8. EEBIE.

HEE S LRESRERZ AN

RS RYE T MAE ARC 2H &P RESIMBRZEMAN, BRENZ2ANRTERNRE
DERAMREMEHFNE. ERTHMAER , EHERAEHRGVEZSHN,

E 7 WME1E Amazon NAREFIIREESIEE (ARC ) REA API R4 , BRI EET AP £1E,

i BR 22 S A0 U Y 25 R

1. 15IA] https://console.aws.amazon.com/route53recovery/home#/dashboard , 377 ARC #£H|&,
2. EFREAIEE,

3. HERHEEFITEL , EFE-—MEEIER,

4, EERHERFAGSEREL , ERERLAN , AEEERBRREE.

BERZEMNEFRKRBERE

AREFRT , U BdEEN TN BFRITHRBRERPER. Fl0, SRR
BAMBEBURITIERE , M —PRSNREHAN AR B IMNE L EE R B IR FRS AR BR
B, EXMIHEEWERT , EUUES - MRS R M N SKE R B 2GRS X N A2 it
ITRBER.

FRwsafety-rules-to-overrideZ#fsupdate-routing-control-states AWS CLI @5
TEMBRAZEIRS (RS IBHREFRE ) &, TAELZ2MN, update-routing-control-
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state N ZSHRIEELEBENRZEHNM Amazon BREZF (ARN) , E B ELES 2R ARN 5|
RREBEANRZSNZEHN,

HREMNE LR BZFERSERN , FiREENTESHELEEMBMAMN ARN, EALIZT ARN , &
FERBEZHFHRS CLI TR EEANBEZSHHEEE.

® Note

mFEEEEFNBHBHTERES RSN | B ETEIET CLl S EHEK H iR

RERNRBEZE-NREHAN , MR E N L22MNFELEEHRAER, BEOEFHTHER
HENANFIRAZMZ LM ARN ( LLES SRR ) , ESIEHFRTRITHK.

EiF 7RI iZSafetyRulesToOverride B 5 API MIFMEF AT EGQREFER , 5
¥ UpdateRoutingControlState,

LT REBEZR 2N AE R B ZEIRSHFAD CLI a7 5 7RG,
BE—IMREAN

aws routeb53-recovery-cluster --region us-west-2 update-routing-control-state \
--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \

--safety-rules-to-override arn:aws:route53-recovery-

control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/
yyyyyyy8888888 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

BEMINREAN

aws routeb3-recovery-cluster --region us-west-2 update-routing-control-state \
--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \

--safety-rules-to-override "arn:aws:route53-recovery-

control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/
yyyyyyy8888888" \
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"arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/
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--endpoint-url https://host-dddddd.us-west-2.example.com/vl

ARC X SEE IV ESIK - 4%
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B fEA AWS Resource Access Manager £ ARC R REEFHRE , B LER —NERKIT
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SZERNBEERES,

BUHERE  TURSAATBORBLN, REATE | CALUGETREN L AAD HA TR
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EHSEH  SXFeRIMERRELAZER, BERXZER—I AWS RAM #R , ATiLEE AWS K~
HERE, BARAEFEEELAENERURRZERENSEE, ERAZEER  BUUCIRHFHEIR
HEFHRBRAMENERERAZ, BEREFHNERRE , B BUEHAAWS RAM #H & , thaBUF
AWS RAM API 45 AWS Command Line Interface s —#2{#H AWS SDKs,

MBERALHALN—F , AWS Organizations HESATHARIHE  NRELBHRFHA
FHSEEHEREFRENNR, 8N , ZE5EE2REMARRERZNEE  HAEESBERRENH
EEBENHENR,

O LAER AWS RAM 24| A RS RMANER | ol UBSFEASH AWS RAM APl BEREZE
BER AWS CLI £8 SDKs,

A AWS RAM Z2#H A X Z BB ENEE
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}mﬁ/\¥$uﬁﬁﬁFﬁ/\?%ﬁﬁﬁ%ﬁ'ﬁ*ﬂﬁﬂo

FABEEN IAM REASZEHEZTZERM route53-recovery-control -
config:PutResourcePolicy, route53-recovery-control-
config:GetResourcePolicy, # route53-recovery-control-
config:DeleteResourcePolicy fXPR, PutResourcePolicy #l DeleteResourcePolicy &

R PRAY IAM #84E, ERBIXLENR AWS RAM B1ER T2 iHBE HZEEF SR

A X AWS Resource Access Manager £ IAM I A XN EZEER |, S HAWS RAM AFIERES
By #0148 AWS Resource Access Manager £ 1AM,

HUBHESRS , ATANERTSEENREE .

- RS EERFN4SEFECEUERAENSERF.

- SEETUASREEEUERAENEFPENRBAZESRES , LEENARF A RHEBHIRA,
- SEETRBECIEAENER R IBH AR

- MRSEEECEERAENERHTNAERR , WRBELTENBRLAZER.

EFCHRAZE AN HREER YN EREZHFEMBR, SLUBEER AWS RAM #2414 5
AWS RAM AP| i#EERE&ER API 24ERSSI L AWS CLI B# SDKs,

FRZEFHAEEBERERBAENREERH AWS RAM
FZ R (AWS RAM AiFEEM) YFHNERERLZ,
EFUHRAESHENHEZER | EH AWS CLI
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Command Line Interface 8 ARC B H#ZH| API BEREF B HIZEHNMIRA AWS SDKs,
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- SEETEESR. BAEHRAEAHRZREFNEMKS 2N 2SR,

- SEETEES, CIRSEREAKSEAZEH T RN A RVRHES , SEBHEFHRS.
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BR¥E E #9753 = fE A R E AR
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ARC HEHNAREREXNESZEFHAXNTEA. X TEFHRFEISEERY , (IBREEEERSH
PR 27 AR AN LA,

AXEMAENEENRY |, ES50 Amazon B AREFRE #2488 (ARC) EM.
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CloudTrail B¢+ , H5HM AWS RS EX —RRFESHFLIEFKP, EALUE AWS K hE
B, BRATEHEHEN. BXEZEL , BZH Working with CloudTrail Event history,

FF AWS KPR EHIFLEIEE (B85 ARCHES ) | BHLERKIER. EXBERIC

% , CloudTrail A B E 151X E Amazon S3 F# i, FIRERT , EEH AP EIERERICKA
WIRBRICE N A FRIEAWS XiF, BRERIZRE AWS 2 XFIEFZAEXEBTNEY |, HFEEXH
X T IEIETER Amazon S3 1. AL , BRAILE B HM AWS RS , #—F 29477 CloudTrail B
EPRENSHHREHARIETH. BXEZER , BZRTIAR :

B 22 B BR id F LR
CloudTrail X FH RS FEK

Configuring Amazon SNS notifications for CloudTrail

MZANXE#EEW CloudTrail B E XXMM ZANK P8 CloudTrail B & X4+

FiE ARC #®4EH CloudTrail i23% , Amazon M AREFIREREFIZFNIRERLSE APl ZE1EM. Amazon
NAEFREEFENMREREFEE API ZE1EE M Amazon N AREFIREEHIEEN B HES

AP| SEZEEFEFMIEHE, Hln , X CreateCluster, UpdateRoutingControlState #
CreateRecoveryGroup EEMNREA X CloudTrail BENXHFEKEKE

BIMNEHBATREBEEERERBFRNARGR. FHEETHEBEHEUTRR !

- BEREFEHBRAFPEIEER AWS Identity and Access Management ( IAM ) AP EIE.X HIY,
- BREEAACGKERKREAFNIENZEEIEAEN,
- BREAHHEM AWS RS K.

BXREZER , 2 H CloudTrail userldentity 7T,

EEHAEIERFTER ARC EH

CloudTrail AJiL&R7E Event history ( SHFARIER ) PEFZMEBH. EEF ARC API BEREH
BAMERF B TNEBHXiFEF B PERBRXEED (BEBRMN ). BXEZELE , BSN (AWS
CloudTrail AF#E/) # £/ CloudTrail &4 $ 12 %,
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https://docs.aws.amazon.com/recovery-cluster/latest/api/
https://docs.aws.amazon.com/recovery-cluster/latest/api/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER
T ARC BEXH#%A

BEE—MEE 6 THTEEHENBEXHEERZRIEERN Amazon S3 F# 4. CloudTrail H&
HEE—NRZNARKEKE. —IMNEBHRTERKEBEMRAN—MER , LEEXFTERORE. BED
HEAFIASE, BERSBEFEMES, CloudTrail BEXHTFTRH AP AN EFHREBER ke
NFRSBREMBFEIRFE R

TEHHRHEERT — CloudTrail BE%E |, Z%BHBTHATEERBIZEHIM CreateCluster #
(=N

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/smithj",
"accountId": "111122223333",
"userName": "smithj"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:417"

},
"eventTime": "2021-06-30TQ4:45:462Z2",
"eventSource": "route53-recovery-control-config.amazonaws.com"
"eventName": "CreateCluster",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {
"ClientToken": "12345abcdef-1234-5678-abcd-12345abcdef",
"ClusterName": "XYZCluster"
},
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"responseElements": {
"Cluster": {

"Arn": "arn:aws:route53-recovery-control::012345678901:cluster/abcl23456-
aall-bb22-cc33-abcl123456",

"ClusterArn": "arn:aws:route53-recovery-control::012345678901:cluster/
abcl23456-aall-bb22-cc33-abcl23456",

"Name": "XYZCluster",

"Status": "PENDING"

I

"requestID": "6090509a-5a97-4be6-8e6a-7d73example",
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"

THENRBFIERT — CloudTrail BEXKE , ZFXB AT HRHEEN
UpdateRoutingControlState &4k,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/admin/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:412Z"
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}
I
"eventTime": "2021-06-30T04:45:467",
"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "UpdateRoutingControl",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {

"RoutingControlName": "XYZRoutingControl3",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb@123456/routingcontrol/
abcdefgl234567"

},
"responseElements": {
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "XYZRoutingControl3",
"Status": "DEPLOYED",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

}
1,
"requestID": "6090509a-5a97-4be6-8eb6a-7d73example”,
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

ARC & B T H#E&I# Identity and Access Management

AWS Identity and Access Management (IAM) AWS RS T #E1EE R L& iR HIX AWS BRI
MR, IAM BEEREZFIAUET FHRIE" (B ) AR ( EENR ) F£A ARC BRFRENAR. &
AILAERA IAM AWS RS |, TEXAENEA.

RS

« Amazon NFAREFRE 4|28 ( ARC ) PRSI NAE IAM &4 H
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« ARC R HZHFINET 5401 KRG
« AWS Amazon NAREFREEFIEE (ARC) H A THRHEEHFHNITEE R

Amazon R FARRFIRE 4|28 ( ARC ) FHEHREZEHMAS IAM 448 FH

EAEA IAM EEX Amazon M ARFIRE 425 ( ARC ) FIEREEIMIGRIZH |, BR% T R
IAM ZhEER A TR B

A5 Amazon R ARFIIRELEIES (ARC ) R ABREILSER IAM ThEe

IAM Zh&E B ER 4R ST 4
ET S ORER =3

E T RIRH R -

REHRIE =
REERAE =

ACLs a

ABAC ( R RIPRE ) i
EABRR =

BEAE ]
BREREAE -

ELHETH AWS BRSNAERZH IAM R &R , 52 H IAM AFERETH S 1AM BLE EH
AWS BR55.

ERAT ARC NET 57 #YR I

XBETHEHIRE : &
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ETHONRBETMMNESM (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRK
ZHAFANASAEMAMES T BLERFNITHLERE, BETHRNTUERETSHNRE , F5H
(AM BFiEE) FEATT EEARRE L BE X IAM &R,

BEMEM IAM ET S HKRE , BUUEEATRELNRENTRUAR A TFHIELRENRS. B
T#EE1E JSON KRE§HERMFFALE , F5H (IAM BF3ERE) HH JAM JSON EEETE5 A,

EEREATIRAEGN ARC ETHHHNEKE RS , BS5H ARC HEEEHNET H O KRR
Blo

B ER 42 4 T B T R R AY SRS

XBETHRROKE : &

ETRIFHREE M N BRAY JSON KM, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FEMBEKE, EXHFETRARNKBHES T , BRSEER AUEACIREFHNEBER
BRI A] o

B A T % FR R I Y SR BR R AF
XIFREEIRIE . R

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUANT AR FERITER
1, AREMH ARG THIT,

JSON ZKEEHY Action TEMA A A THERE R AFRIELILFAHRE, EREPISHREARTR
ITRERIRERI R,

EEERBAEHN ARC BEFIR | BFSHE (RFENSZE) BH Amazon Route 53 1 E 2 &l E L HY
B 4EF Amazon Route 53 RS E£&8TFE LR E,

ARC R B2 HIRY RESREERENERUTIR , EABURTAERAR API

route53-recovery-control-config
route53-recovery-cluster

BEERMEUREESTURE  BEAESHENRT, flm, T :

"Action": [
"route53-recovery-control-config:actionl",
"route53-recovery-control-config:action2"
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]

B LUERBESR (*) BESMRME, Hln , EIEELLEIE Describe FFLMFIERE , @ BUT
BIE -

"Action": "route53-recovery-control-config:Describe*"

EEREATIRAEGN ARC ET HHHNEKE RS , BS5 ARC HEEBEHNET H O KRR
Blo

ARC HY R BB IR
XFFRBER : =

EIE R A LAER AWS JSON REERIBEW ARG RMT L, HHRY , BN EAATLIM AR RRITER
&, BAREAARGETIIT,

Resource JSON R TR EEMHENAREN —IPNHZ AR, FAZRESXE , HFEHAE Amazon
HREW (ARN) EERR. N TAXEFERBERNBENIRE , BEABERAS () BRBONATHMER
Ro

"Resource'": "*"

E (RSENSE) &, LALEBIUTE ARC HXHER :

EERRARRERETIR ARNs , URERMEREH R RN ARN EENRE , TSR (BRSERS
Z) PHUTER :

« Amazon Route 53 k& 12 &IE L KR /E
« Amazon Route 53 ik E E£8FE VYR /E

EEREATIRAEGN ARC ETHHHNERKARS , BS5H ARC HEEEEHNET 5O KRR
Blo

ARC HYSREESRA+52
XBBETRSHRBERMGE : B

EIE R A LAER AWS JSON REERIEEW ARG RMT L. HHRYN , BNEAATLNF AR FRITER
&, BAREA ARG TIIT,
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Condition TERBENNRMHEEFVMENIT. BALGIRERZEZEN (FlW, FFTHN
T ) WEHRER , MERBPNFHEEERPVERTE, EEEHME AWS 2RZHE , F5H
IAM AFEREPHAWS £ 354 £ TXXER.

EEE ARC BHZHFARENIIR  FSHA (REFENSE) FHUTER

« Amazon Route 53 IR E 12 HIH) 44
« Amazon Route 53 k&S B 41

EEENEXHBESEANRENER , B30 (REENSE) dHUTES :
- EEERRIFBKEEIIRK ARNs , S Amazon Route 53 k& 4|E Y EF Amaz on Route
53 K8 £ E N HIRE,

- EBEFZULUERAESNEEREN ARN EEWNRIENSIR | 555 Amazon Route 53 MR E 2 HIE LAY
B 4EM Amazon Route 53 i E & T LR E,

EERERATIRAEHN ARC ET HOHNRKHRS , S5 ARC R HZEHNET HHHRKER
B,

ARC Ay a8 #5 % (ACLs)
X3 ACLs : &

REFIFIR (ACLs) 2HBLERFEA (KFKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , RETCMAEEA JSON REE K,

AT ARC WETEMR B EMNEREZES ( ABAC)
¥ ABAC ( REEFHHARE ) : 8RO

ETEMMIGRMNRIES] (ABAC ) R—HMERER  ZERETHRINGINEMEREUNER, ETL
SHAREHENE IAM S24RFT AWS BIR |, RFi1%1T ABAC FEBUAFEZEANFRZE SRR LHNIREIT
[ prigag: (=

EETHRISEHEER , BEEMFEA aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys RHFRBERBNZUHTEFREFZER,

WRENBRSEN TEMERREBIEMAEX=AFMGR , X TZRS , ZENR. NREMRESN
NTEHSRRREXISAMEX =GR, WZERBD.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

BX ABAC WEZER , 5K (IAM AF1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN TR NS (ABAC ) .

ARC B&HZH 2R ABAC T X !

. RERHEELE ABAC,
. R EBF X ABAC,

Xt ARC {5 i Il Bt S UE
XEFIEEUE - B

IS EHE R IREX AWS BRNEHIBFRINIE , FERESFERAKS SRR ACR B IEN.
AWS BiIZHBERIGFHES K MAREAKBHRZA. BXEZER , H23H (AM AFE
B 8 IAM F IR Z S EIEMER IAM B, AWS RS

ARC KB BRSS E AR
XERRBAKE (FAS) @ 2

HEER IAM K ( AFSAR ) EPHITERER AWS | BEANERA. EROEZHEEFNR, £
RARLERSE , BURSIMIT—MRE , BKEFRABETRRS FMAS —MREF, EXMERT , &
HIREFRITXH MRENR,

EERE N RERETEERBPNEMMEXEF , F2H (RSENSE) FHUTER .

« Amazon Route 53 |k &8 &£ 8
« Amazon Route 53 k& =&l

ARC VRS A&
xERSAE . B

R AR -—TRSEE, RREWTREN IAM A€, IAM EER AT IAM RO, SR
BRESAR, AXESER , 2R (AM AFERE) FHEIER AWS RSZERKIENEE,

ARC MRS HEX AR
XERSHEXAE

BSHERABR—TERSREKN AWS BSA G, RSEAURKARKRENTRENSE, RSHEXA
BERELEN AWS K/ H , ABRSAE. IAM EER T UEEEBTREERSXEKACHNR,
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BT EARSHEXAG,
ARC iR HI E T & 4789 R i R

MANBERT , AFMARXFLEIER ARC HRHNR, BERTRAONAERFEHRITRENIN
PR, IAM B3 7 AT LI IAM KR,

BT RUNMAERXL RG] JSON REXHEGIEZET IAM HHNEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

BX ARC EXMRENERELE (BRENEREENIEN ) WiFHAEER , 5255 ( ARNs RFEX
2#£) F# Amazon Application Recovery Controller (ARC) HI24E., BRMZHE R4

FA

- FMSEIE

TR ARC 4|4 5 E R
 ATRAEFIEEN ARC API #1E

—

« 1P
« 1P

—

R RIEREK

ETHENNRBEEENART AR, HEHMBREKS FH ARC #HiR, XERETEXME
AWS IKF=ERA, tIEREEET S ONRKEN |, HEEULTEENRIN

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBR TR , EEAN TS
FIRAGIRTRRHAWS HE R, ENEMRNRARITR AWS IKF, FRITZVEET E LEHXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEEREW TFRAENAWS FEE KK,

- MASKENXIR : F£EA IAM REEEBENRN , BNRFHRITESFAENNR, At , BALE X
ERERHTIUNEBERFRINTWRE , tHRNRENRREFT, BXRER IAM NAXRBRHNESE
B, B2 (AM AFiEmRE) F8 IAM RS FR,

« fEF IAM RPN K43 — SRS E AR ;480 LA KR IS4 SR BR #IX R R R R T E .
Bl |, AR BRI R RIEESAMER SSL A EFIEER, NERSBRERBIBENSNE
FARY , Tt B BAME R SRR T 30 RS IR AERY T R BR AWS BRSS , #lan CloudFormation, BXE
ZEE , B2 (IAM AF#E®E) 1 IAM JSON KR ITE « &4,

£/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIIEEH : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER L BEEMEN
K, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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- EEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRAF , A MFA URS%E
M, EERIFAA AP REREE MFA |, B MFA 247 NMBEHNEKRIES, BXEZER | H5
F <IAM FF#8r) FHER MFA &3 API 5,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,

R AT ERERZEHIR ARC #2515 U5 R R

E15F Amazon NARFIREZRHEE (ARC) 218 , B4MER —ARKENNR, XERRLHR
FESIHMEEBXEHN ARC BIFRHNFHAEE AWS IKF, RCIEBLEXENHENREANTEHE
THEORER , FTHMT ZRBHZE (AFRAE ) | 68T ERMPEREET.

NFREA AWS CLI 5t AWS API WA, BEFRNEREFEZHENR, R , _IRFHRSEH
SIAMITHY API R4EME TE AV IRAE,

NBRESRXAGFIHEEE AP BERAFNAGMATIMER ARC #H48 , EERNRMAHM N ARC
ReadOnly AWS & XEE, BXEZEL , HSH ARC ARC REAFHIER (IAM AFIERE) +
B9 9 PR IR

EESEFHANRAFREER ARC IEENT2HRNR , FHAFMMMOTRE  URTRAFEE
ARC BRMREHTENR

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-cluster:GetRoutingControlState”,
"route53-recovery-cluster:UpdateRoutingControlState",
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-control-config:CreateCluster”,
"route53-recovery-control-config:CreateControlPanel”,
"route53-recovery-control-config:CreateRoutingControl",
"route53-recovery-control-config:CreateSafetyRule",
"route53-recovery-control-config:DeleteCluster”,
"route53-recovery-control-config:DeleteControlPanel”,
"route53-recovery-control-config:DeleteRoutingControl",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config

"route53-recovery-control-config:

"route53-recovery-control-
config:ListAssociatedRoute53HealthChecks",

"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
:UpdateControlPanel”,
:UpdateRoutingControl"”,
:UpdateSafetyRule"

"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config
1,
"Resource": "*"
},

{
"Effect": "Allow",

"Action": [
"route53:GetHealthCheck",
"route53:CreateHealthCheck",
"route53:DeleteHealthCheck",
"route53:ChangeTagsForResource"

1,

"Resource": "*"

=l AT R mEBIBEER ARC API R1E

:DeleteSafetyRule”,
:DescribeCluster”,
:DescribeControlPanel”,
:DescribeSafetyRule",

DescribeRoutingControl”,

ListClustexs",
ListControlPanels",
ListRoutingControls",
ListSafetyRules",

NERAFATLAER ARC APIHRERZTT ARC BRHIZHIEE , BHMEASFZEEAN API RFEAE

Xt RIAY R , B TFIR
EFEMA AP RERTIRERFEE , EN0 A0TSR

JSON

"Version":"2012-10-17",
"Statement": [

SOMEREER

152



Amazon RIFARRFIREZEHIZE (ARC )

FRARER

{

"Effect": "Allow",
"Action": [

"route53-recovery-control-config

"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-

config:ListAssociatedRoute53HealthChecks",

1,

"Resource":

"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
:UpdateControlPanel”,
:UpdateRoutingControl"”,
:UpdateSafetyRule",
:TagResource",
:UntagResource"

"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config
"route53-recovery-control-config

Mg

:CreateCluster"”,
"route53-recovery-control-config:
:CreateRoutingControl”,
:CreateSafetyRule”,
:DeleteCluster"”,
:DeleteControlPanel”,
:DeleteRoutingControl”,
:DeleteSafetyRule”,
:DescribeCluster”,
:DescribeControlPanel”,
:DescribeSafetyRule",
:DescribeRoutingContxol",
:GetResourcePolicy",

CreateControlPanel",

ListClustexs",
ListControlPanels",
ListRoutingControls",
ListSafetyRules",
ListTagsForResource",

7 ARC RS P EARESERHEER API HUITES , FIANEFH KB EEPRSUERES /R
BATRAER | SR LLRATAREY ARC IAM REEHINE] IAM B P

AllowSafetyRuleOverride H/RERHENBEREBEZELNRERHEFZLMEENZTLMAN,
ETREENEAT , TR EUNRTIEEREREMESABEBER TEYXELT2ERK, F

m, REATRFERERAEBURTRERE , M—AHSNLEANTRELKBINE L

B2
Bﬁai

Xy

HATER A EFIRSERNRE. LRRAVREAEEA AP ENMBHZFHRSHEEERENE

AN, BREZER ,

FHM BERENNUEHBEHRE.
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MREEAFRERERREEFHLKIERERIR API , BEIEBZZSMN |, W77 LA N0 TATREE

B , }4F AllowSafetyRuleOverrides H/REIREN false, EATRERABRREAN |, 5
AllowSafetyRuleOverrides fR{EIREN true,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:ListRoutingControls"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-cluster:UpdateRoutingContxolState"

1,

"Resource": "*",
"Condition": {
"Bool": {
"route53-recovery-cluster:AllowSafetyRulesOverrides": "false"

}

AWS Amazon BB FIREEFIZ] (ARC) P A THRHZEHNITERE

AWS RERKEHYUEMEEAINL R AWS, AWS RERMEEN TS ELRABIRMNR , LUE
BRILFIRAAF, ANBesENR.

FiclE , AWS RERBURTSNENRBERGR FTHRENRNE , BAEMNaHMmE AWS F/ &
M. RMNBUBEIENRETEARMNE - EEHRRRE -SRI NR.
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

BT EEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I3 ZREATXBRNFTEZERASH (AP, ANAE ). AWS BREAREERIFHN API HERS A
LAER#T AWS BRSS BY API R 1ERT E 3 AWS EE R,

BREZER , F5H (AM BFER) B AWS EEA KK,

AWS FEEEXE . AmazonRoute53 RecoveryControlConfigFullAccess

EA LU AmazonRoute53RecoveryControlConfigFullAccess MiANEl IAM 354K, LEREEIZF
3 ARC iR E 3 IR BREN T LG RINR, LR NE F 2R E 2 HIE B R EN T £ RR
B9 IAM A P R E At =48,

A LA B TRERMFT EH M Amazon Route 53 IRIERVIGRIXPR , LAEAF8E% R
BEEHNBESTRARE, a0, SaTREX T — IR 2 TUE/ER 15 84X

PR : route53:GetHealthCheck, route53:CreateHealthCheck, route53:DeleteHealthCheck
# route53:ChangeTagsForResource,

EEFHRBEHNR , 25 (AWS EEXEZSE) RecoveryControlConfigFullAccess Y
AmazonRoute53,

AWS FEEEB . AmazonRoute53 RecoveryControlConfigReadOnlyAccess

& LA AmazonRoute53RecoveryControlConfigReadOnlyAccess MifnZl IAM 3£k, ©E&E
ATEEEERARFINZEANEBENAF, LEER T ARC P iRE 12 HIE & & EH RiEim R R
R, XA AR, BERSM BRIKE 12 H %R

EEFRFRNNR , HSH (AWS BE XS ZE) RecoveryControlConfigReadOnlyAccessH #Y
AmazonRoute53,

AWS FEEEXBE : AmazonRoute53 RecoveryClusterFullAccess

& LA AmazonRoute53RecoveryClusterFullAccess KiNE] IAM £k, LEEREEIRF 3T ARC
PERBEERRENTL2IHRENR, FHREH N EZERNRREBEHRSNTLTHENRN
IAM A = R E 4.

EEFHERBHNR , ESH (AWS BEXMKZSZE) RecoveryClusterFullAccessH HY
AmazonRoute53,

AWS FEEXB : AmazonRoute53 RecoveryClusterReadOnlyAccess

B A LU AmazonRoute53RecoveryClusterReadOnlyAccess KEiNZE] IAM SE4k, tERBEERE T3
ARC FREBHRFEERN RIRFRENE, XLEAFATURERBEFIRE , B EEHTIXLRES.
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ETFHRBHNR , 525 (AWS EE XS E) RecoveryClusterReadOnlyAccessH #Y
AmazonRoute53,

AWS FEEEB : AmazonApplicationRecoveryControllerRegionSwitchPlanExecutionPolicy

BB LA AmazonApplicationRecoveryControllerRegionSwitchPlanExecutionPolicy
MEpnEl IAM SR, LEEREER FHATAITME ARC XD 1T R BR. R E B 0B A FHIT Xk it
X 1AM B,

RRFHRER
ZRBIEUTR :

« arc-region-switch:GetPlan - A E A RXEHIRITRINEEFHAES.
« arc-region-switch:GetPlanExecution - AFF AR REXBFEXFERMITRINTHER.
« arc-region-switch:ListPlanExecutions — R E&F| HAFERITH A A X ITR],

« iam:SimulatePrincipalPolicy — R EMELM T IAM A FTLIRITHRE, LRXER
FIAM &€ | BT EATERITXETRITRIZ RIS ENNBRRERLE

« cloudwatch:DescribeAlarms— AW ZEF AR ZEHX Amazon CloudWatch ZIiREIE B
« cloudwatch:DescribeAlarmHistory— AFZE XA E Amazon CloudWatch BIREY 7 IR

Z1to

« cloudwatch:GetMetricStatistics— RIFZEFE A ZE Amazon CloudWatch FEFREY S iT 3K
.

ETERXKRMK (21 JSON KRB NEHNEMRE ) NEZEER , 52H (AWS REXERKSEE
) 8 AmazonApplicationRecoveryControllerRegionSwitchPlanExecutionPolicy.

BREIRE AWS FEE R E R

BREAZRSTHRBREXLEF LR , ARC REEHEH AWS HEXRBENNFMAEE , FSRERMN
2| AWS Amazon N AEFIREZEHIZR (ARC) WHEE XK. AXRUENEERNENRTR , iH1TH ARC
M LIEFAE LR RSS FEREIF.

B% FR 722 15 B Bir B0
Amazon RIFAT2 R E 4128 (ARC ) FRHIEREIRHI S T AT RS (BT RA ) .

KA [
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Amazon RIFARRFIREZEHIZE (ARC )

FRARER

Sk
5K P i SRR

BAOEHNERERE

51 122 1 T Al B % ER 422 AR 2K

BAOEHNRREHEH (EFrEEHIERS )

B EHIEARN Z 2N B

)X T UpdateRoutingControlStates 5 i i K9 5%
iz HE

BN ERR AT AP B RIRE

ARC FHEYMERE

® Note

BL &t

50

100

300

20

10

Amazon SRR ELHE (ARC) FHER RO EY RTBOFES TR, IERS T
HEEREREES, SXESES , WHH Anazon SABFRELHE ARC) EEHR

BRETHAMEE.

&80 Amazon IREFIRERFIZ (ARC ) FHRERE , BARATHRENNABRFNRRRS
EHERFIRE. £ ARC X AWS RREFHITEEAUERERER  SEREQFRERFXE
HNNARFNES , flil AWS RIREH., FENMMNEREERE, AR, ERLLAREVERN |, TH
LLELHMENNARFRAAEBIEIRNED , MENSBHPRE, REREEH TIHEBRELE

BREXBNARFREFETT BAEEZINRES , MALEBAMEBRE.

RERE
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Amazon R ARS8 (ARC) FRARIER
AENAUNABEICIRREANERNARFNRETIEE ARC P NARFHTEE , LURERFER
ZREEERANEN, RS, BURBSRANMERLENMETE , LME ARC T LA T &K NA
EFHNRMEER.

HEBMEARERE , BUTNEEFRNRERS. RERETHEDEHRZANAERFRAR LR RIFE
BEEFRIAMEITE , aRREFNABFNRE, BRARBNEGESEAT . WREIATTE , &)
BNFEREAERE , FNARFEIABRRE -2

/A Important

REREFERDTRERINABRFRIAEENZTHRERE —H. BT ZEARERE
RIEREFRAREBERE , BT ZKBREREFENTESHHR ABEBNEEME M.

Amazon NMAEFIXREEH R (ARC ) PFHIMERERTA?

® Note
Amazon M ARFIREEHIZR (ARC) P ERBERARENEFABOMES T K. ABEEFAN
BEFEERZRS. BXREZEL , ESH Amazon B AEFIIREZEFIZE (ARC) HERIER
KREAMHEEE,

ARC IV ERTBEARERE (BR—2% ) , FRREDESHHRN AWS IR ERE, RSE

@M, AREAREENRAZRAENFEEBRL. RERETURXEERBALE , IFEERT
DBREMNEAEAHENEERENERNZETIHRS. REMEREATBREETRRNZARENE
B, BEFNHFRERERARERERTNBTENZRSZ D, flW , BN EZTHENARFEX ,
HEREEDT BANK DR ESIEARFEREHEE , NN S - M ETHRTATRANER.

4 ARC B mARERNIEFHFICELN , B UARNERAREANES , BT ENBIEAEEH
EzERENEFETE, HRFACEN , MERERSE R READY, (FIEE , ZMEEFRILA
EHA , SREERTRENRFERENEMRER. )

F—SPRRENRERE , OBRRNABRFNNEL, B MMEABCTENARFHNENHERE 2
UHE RN ETE. ETR, ADNARFTFHNESNRRREGURFRE  AERERESRREX
BRiEXR, &5 BUAHRREMRECTEMERE , IHEERTUREREL (LENWNAEF ) HZF TR
T [EA , IXEHAAKX (A2)] FRBRHHERS,
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

FAEIRZS ( B READY = NOT READY ) ETHMARECENNBERME —RREXEVHANE, BHE
REBME —HFENAN , ARCREFAXLEANRFTITHRFRNRMEER. RIRES READY BURTE
ZHREANNENL TR, IEREANBLITHRR , EEEANLTTREHITHER , BENSEEFSR
REREFERERNESKER,

BEAMRERE , BRUEL AT/ —BEREIRE | £/ EventBridge. # ARC API #
EREEA ARC API 1F, AWS EEZH &R UETRN L TR BEZEFRNMRERS , 28
BABRHNBRERINNARFNRERE R, £8 ARC HHEKSENIIE , AIAERMHIRERN EE
KB BN AWS JKF 895 5 R

BEREREKZNAREREA

ARC ERAMEREFITNARFEA , LBRENEIAFHARNEERENMEEZTRPRS. M
MREXFEFTRNARFN AWS HRFE, BE. AWS BEFMKAKE  XEES TR T
REIACERFHTHERE, RERERDTHARENRENELIT RNEE , I EFERBHT

MR,

UTEBoRETEXRRERETIRRENESHFARFS.
RERENNRARFEIAE

NTWEFMEHER , BLTBEFRIFEBNERATE , IRBCR B H o X RX B R EEBR
B, ARC 28% (Bo%—X ) REENNARRF , WARMATHAXSHXE ENTER S EME T
[

Hlan |, ARC KREWN B ESFE Amazon EC2 LHIEE, Aurora EEIMEARE L LK Amazon EBS
BERD, MBEBEFEIARFIET BEERNAEE , EXICENENZARRNFPHWHERNE , ARC 28
MBFCEEER , MEELUEINE BRIARRE,

/A Important

REREFERHTREVINABRFRAEENZTHRERE —H. EFAEARERE
RETEFREAREBLER , T ZKBREREFENRESHHRRBUEBN EEME M.

EEXEF-ZEAEBESR , ENZREBEUENESTRARERGEKRBERETMER TR AR L THRBH T X
MER  ATREREREFNXERENHITERS. ARC RERLENTRAETS , HLETNEF
W R ER AT A, WA EROESHRERR , FIRENRR AT T M.

BRDSRBESRT (AWS RERATAK ) PNARFARNRERS , LA lERBNNRAERF
HBAERS. Hla , ESEFCEAN , EAEEZFRERSE XETEE A EventBridge, Not
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

readyBXEZER , S £ Amazon LA ARC FHEZERKE EventBridge, ik AL
EHhEEREZERAS AWS EEZEA | REER AP RME (S0 ) REBERE MRS get-recovery-
readiness, BXEZER , B RERKE APl 21E,

MAREN TERE
ARC ERBEREFITNARFEA , LBEKRSNEIAFHERNE ERENMEENETEPRES.

Bl , AT HIFREER , BUTBREARBEEBHNEARE , URBCREEM AT AX R XN XM ES
FE. ARC 284 (B804 —X ) RELENNARRF , UBRFETHAXSXE EWRATR S EHE 0T
B, f5lan , ARC REMNAEIHE Amazon EC2 EHIEE, Aurora BV BEABRE R LK Amazon
EBS XK/, MREEZFREIAPIOMT BERRNAREE , ESicEAMEMEZARBARPHNHERE , ARC
LBRMBFEEER , UMEERT I NE AR HE,

/A Important

REREFRERTRERINARFRIAEENZTHRERE —H. BT ZEARERE
KREREFRAREBLER T ZKBREREENRESHRRRBEBN T EMESFMA.

EEN-ZRAERESR , BN ZRBURENSTRARERGERBEREMNER IR AE L THRHITX
MER  AZRNREREFENXERENHITRS. ARC RERENTAMTS , BHETREH
W EHRBREN TR, W, EREBHLE]E , FIENZREATES TR,

BALKEEEST (AWS RERTAK ) PRARFERENRERS , TS RENAREN
RERE, Hln, BIERCEAN , YEBERRERSERN (R ) BNot ready , BLUWE
40 EventBridge, BXEZER , 555 £ Amazon EF A ARC R EZ BN E EventBridges
FETUEREFRERS AWS EEREE |, HEFEA AP BE ( flI ) KEFRERSget -
recovery-readiness, BXEZEE , BHEM SERE APl R,

8 2H A U 20 1eT 88 XE TRk IR S

® Note
Amazon N AR FIREZEHER (ARC) PR AZRRARENETBROMES T M. AEEF T
BEERERZBS. BXEZES  H5H Amazon NAEFIREZFER (ARC) H&ER
REATRAEEE,
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ARC BERERFESHERERNTE LAN AKX LR E LA KRBAERERS. WFXEFEW
BRERER  ARC #BEZE—AXNNAMN, 20 , ARC B3 Amazon Aurora 58, Auto Scaling
BEASHHEZANE, BEREAN SN —NEREENRFRHITHR , BENSEEFEXRRETE
RN EAE R,

BFERM, REDIMERREANRAN A, ER , EFELEIE Amazon CloudWatch B SI2H#ER
BRRELEEERAVIRS, flm , EALeE BE X CloudWatch B R Y12 Amazon EKS & 28R
5, HOIERMEREURITERHBERS.

B AR IRE AWS EEEF A NEESHHFRENFFERENAN , BAILBEELSME
REENEFAEENEREERENAN, BEAUEUTEHDFEERENAN : ARC PEIBEHN,

HMEREFEA—AANFIT—AREFEN , SBRANNELARNTREMERRENREL R
READY @% NOT READY , *2ERERERMF. A, BEAUBIZHAXEEFERERS, il , &
AUEERRET—HARARNBRERS , tAUEFREAS R T ( B AWS KEHATAX , E4EUR
FMELANRELN ) WRERSHE.

BEANNERESFHBENAZAN | SOMEERRUABERZRS. ANELARERRE
FHEBNEREMERFRULBEREE L. E4AMS , ANMWIEREBOT
- MNREFFREFHNENER , LBBREFSERME,

. MRFERREBAESEME , NFAERREIREN READY,

s MR—ANEBRAFE , MIZERIRE N NOT READY , Htt# T {HAR R READY,

540 : MskClusterState: 8 &E& 4 Amazon MSK & UBRELF ACTIVE R,
« ZRNKRERFEFNAERR , IBREFERM.

- MBEFEFM , WAABRREIREN READY,

- MRBEMARFEFAFERM , IERRHIREN NOT READY,

#5130 : VpcSubnetCount: 8 &EFffE VPC W , LBREIIN FREEMRE,
« Non-critical A : ZMNLRERTREPWIBERRUBRESEHE.
- MREBEEARRFAFE , RERSHEETE. BRITHIVANSERERPITE —NER.

{5140 : ElbV2CheckAzCount: ©EB MM K AETESS , BRESUERES —AMNTHARK, FEE  ZH3N
REMFEIRTS,

FARRAERE 7 =



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

b\, ARC EECH S EREL T #OMER, MRBRERERNFE LT 2 BEMZIFR R RSE
;A (HRUENBRIENEKRE ) FEFTEEZL , ARC 2B RSEEFATRNER. XCGERATR
(RS ) o WTHRE , ENZRENAEFFRPNFNNEE.

R AR ER B R EIRE Amazon EventBridge BA , Hli0 | HEMAERBE IR ERSERR
BRINOT READY., ARG , URNB/E B FICERT , EventBridge £BIEXXBEA |, F A LAREL EiEHE
KRERENVNAREFRERENFTHBFRELRZ, EXEZER , HS5H £ Amazon LA ARC F
HEZER K E EventBridge.

MAERE, RRENMETE DM HETIF

® Note
Amazon N ATEFIREZHIER (ARC) PR ARRARENETBOMNES T M. AEEF T
BEERERZBES. BXEZES  H5H Amazon NAEFREZEHER (ARC) H&ER
REATRAEEE,

RAEREBRASFITRREFHARL., EUUCIRRFER (RN ECERERLER ) , BT ARC
MELAPET (ATRAXHAWS X ) PRFERETSE , MEAUELRERE, BRREEER—4A
MERENFR (MK AEIITESR ) , Bt LRE DNS BARER ( A TREBMERE ) .

—RANNABRFTNENERUZ-IMREENRERE, N TRERERE , SEAIUNHGRTR
DNS B#ARMER (MEALKF ) BRE , REN RN ARELIZ L THESR DNS BIREIR.

FTEERT MRS TR (TAK ) WREARH , S ETHEBE - MENSIIHE (NLB)
RE Y R4 (ASG).
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Amazon M AREFIREEFIER (ARC) FRARER

- . -

| | |

| I |
| v : I - : ! :
| | | | ! |
| I | I I |
| | | [ ! |
! NiLB I : N(B ! | N{B |
: ) : I : ! |
| Liiil 11011 ] | IENEN] LiLll | I LLLLL Liill |
13 = 1 C I3 T = C ) I3 Tt B C
1 Heomd  F o L3 o F ' S i
| TTTTT TTTT1 | LI TTTTT I TTTT1T TTTTT
: EC2 ASG : : EC2 ASG : : EC2 ASG :

EXMERT , BFA=ZANERRIERNBRARENRERSE , AN=TBEHT BLEUBRRTREM
RERE, WU , EUUERRREXNMREANBINRBEERTHRERE T,

BENRFCERETCE BN ETKRIMELARNRERERE, ENFREERELE , 5
BRBRHIREAN ARN EFRREFHENMNFRERKER, EAUENRREQEZRERERHITIE
(=

B, SENEMEANNERZIEREREDMBERER |, TR EEN NLB FFLET
Bl EXFERT , AL AZ 1a B9 ARN XBcE| AZ 1a 8 NLB , f AZ 1b K ARN <ExZ| AZ
1b Y NLB , fF AZ 1c B ARN XEXE| AZ 1c FHINLB., N BT BAGRBARER , BHEX
i, ENEFT RARFREUIEREREN , NENMIERETE,

BEBRRERER |, REMECERERE , ERBIENBNBIZETCE. MECETLLE ARC 7
MELERERERENETEARERLEREDE REBA TR READY 5t NOT READY, HIRTFR
REMETE , ARC T EEMIXLEE,

FEE  EANMNARFRRAREREREFRIR (120 DNS BHXKE ) i, TEARETEERREAR
B, MBERERRR(TEETH)
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

DNS B RAMAERE : FitHEEMRE

@ Note
Amazon M RAEFIREZHI2R (ARC) PREZRARENRTBANES K. AEEF AL

HZFEFERZRS. BXEZRESR , 5§21 Amazon NAEFIREZFIZR (ARC) HEZIEIR
REAHEESE,

B ARC HHY DNS B RRRERE , BAIUFITNARFHREINRERER L. SHRERE
SFEPM N AR FREM Amazon Route 53 BRH R , LA ITEE A A XM E XER KB R

RRENSEHNNARFESN EIAR , XERAMULERTAXS AWS XiEHF , a4 EEM T
HRERE, NMRENEABFZEERRAEBRELER , ARCHREFERHAEREN , UEHN
REFRY , BREEFRMEA TURTREEE.

ARC 2 HIRNNABRFFERE (ARBATRERG LM ) WHENTE , URXEETKRES
BRAARRXERERER, REF , ARC 2RETETNERARFRRACERHERER , WBE
EAIREBEHEGREEITHAXHXEF, fl, IRETHCEREEBEATAXF , MHMERER L
BEERAROEREREEENERREHREIXETRX,

FMAXLEER  LUUBEREFERTER , SMEETHFHFRN B EBNTAXHXE.

B K SFEENNAREFCIZE DNS BERBERERERFEENRERE, BXESZEE , HSM KN
ARC FRYZRHE,

MERENRERE 7R

(® Note
Amazon M RAEFIREEHI2R (ARC) FREZERARENETBANESTH. AEEF AL

SR FEFERAZERS. BXEZER , 53/ Amazon NAEFIREZEFIZR (ARC) £Z1ER
BRETHMEE,

ARC BEREBIRPERARNARFNRFLITY BULBAMEBRE  LEEWLTHNARE
FHNRFERBEHERIFME. THNEARERERSENEREFRARETEENES, BR , £
EAREREFENNARFNEMENEZRRESTRARERGNIIT , MBEREMNERAREEE
RETREFER.
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER
EZSBERATREEFEN , FEFEASTRARENHEMEERBERRAEAKRESET E. BT
MEH , HEERFHITESRENARES, flU , RTRIEZAETENREREIRSH READY
2o RERBEZAEAB LETHNSLERTRHSENRIIFE,

FER , ARC EREREEXEA (HEXIM ) AWS XiEid , EHRERKERR , RERER
BARESENBTERTRE, BXEZER , FSH B E 6 p BEE RN Z I EAR.

AWS XERTHEUARTEZRBRARE

® Note
Amazon N ATEFIREZHIER (ARC) PR ARHEARENETBRMNES T M. AEEFTHU
BEFEEREES. BXESZEERE , 55 Amazon NMAEFIRELFIES (ARC) £ZER
BERHAMEEE,

Bx Amazon NAEFIIREEHEE (ARC ) WXEZFNRFZ KW FAEE , HSH (Amazon
Web Services —fi&xZ&&) B8 Amazon N AR F Ik E R &I850 S M E &,

@ Note

Amazon NARRFIREEHEE (ARC ) FHRMERER — ML IKIIgE, ER , MERERR
MNFEERED (HHN ) Xig , ARENERRENRERES RIRN , BUMERXE ARC
AWS CLI f S HIEEEXERZ ( #HEN--region us-west-2) XiF ({EEESH ) »

MEREHHEF

® Note
Amazon M ARFIREEHIZR (ARC) P ERBERARENEFABOMES T K. ABEEF AN
HEFTEFERZRS. BXEZEL , HS0 Amazon NARBFIREZEHIES (ARC) AEHER
KREAMHEEE,

TERERTTEHEANXERERENENRELAR, FEPNERASIMEAPHRETE (& AWS
Xigkls ) MREE K (BTARYS ) b, XEANER (MAERF ) DEERERS , R8N
B (XKE) IREERE (TAK ) HMERERS,
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Recovery group
D =]
Global resources
Cell Cell
REGION 1 REGION 2
Cell Cell Cell Cell
REG1-AZ1 REG1-AZ2 REG2-AZ1 REG2-AZ2
~ [ | m— | »~ | | | | | | 1~ || |
3¢ 8= >ile o — O e == m {1¢ 8= O
¥ o— + o— + o/— ¥ o—
ASG 1 DDB 1 ASG 2 DDB 2 ASG 3 DDB 3 ASG 4 DDB 4

TR ARC &R EINRERV A K.
BT

BERBENLTNRAEFNEIASIRLNAMER L. SRNRARFERIANFRILETHENRE
AWS BR#TOH. Hla , ENEFETEPARE—LARR , FARTKPITRES —ERR.
BULBELTHREABTNLR  EEARBEARTARIXE., —NETKPAUESN &
T (REERE) NI EEANSINTARK, 8MEEIBAR-—MIMHREREBE
i,

REH

BRaREAER—MIEH, MEARKEBERERREBRERB AN —INR—HNARERF. EHIY
BE LR ICBM AN S N E TR REIRAR, Fl , MREEF —NE us-east-1a F us-east-1b

Z B EHIE Web NARERF ( EF us-east-1b BAMEBINE ) |, MTLE ARC R ZMAREF
RTIANMEAD , eBEWMNETTE : —/ME us-east-1a B, —ME us-east-1b 1, REHZE AL
BEL/EEF , HlI0 Route 53 BTN E,

RN GRRRARF

£ ARC FolEREREAHR , BUUFERARERAFEERIR , 5120 Amazon DynamoDB %,
W& 1839853 DNS BB R. RBEFRIRAFRRIEN Amazon BREAM (ARN ) , Xy F DNS
BFEIR , W2 ARC £ 82 &R 4 KRR A

DNS B &R
DNS EfBRENAREFIEAMEA DNS E8 ( flMiZEmiEame AWS BF ) WAE, &7

LUARRBEE AWS BiR , BMRERZER , ©LHMRE Route 53 BIRIEKHMZ AT E R,
HIERM AWS BIFRY , LA LURBEFMANRHRN , XERBWUALSHERSENAREFNRE
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M, BALE ARC #7 DNS B REIEZRRE , AN ARECUERERE , WERBNA
BRFREEEN. RERELELRYTE DNS BIRRIRHME NN K12 AR/ DNS 58 H R,

wIRE

BRERE—HABHZNETN AWS &R , BFERFEH DNS BHRER. flm , BUEE —NAEE

#851F us-east-1a 1 , B —/ME us-east-1b A, BEREARIIER[NIMERAEER , BRI

BE-NIERNMNBHOERNATRE , ARAZAREAUEMERE, ARC FRFEREELESHRR

WRMEER. BETLURMBMETE , FRREPNRFEEENNARFLIENRE HHEXEK,
N

BMEHN R ARC WAREFH—HAFERHTHFITAN, £ ARC B, XIEREREN TR RER
B-AREAN, SMVBITE - ID M—NER |, HAFERET ARC RERFNE M,

RERE

REREUBNARFPHNERFRE (Hlin—4H Amazon Aurora 3241 ) , ARC HFITERIRE M
Bin. ERBEAREAUSEFIT , fIMBERE,. AWS BASNBEHEKR, Hlin , MREEIT
EHANTHRXE Amazon EC2 Auto Scaling AR RERER , TR ITERNEIR ARN ( B1NED
VFHREAE— ) WEREQNRMERE., RAE , N THEASNESZEY E , ARC 2BFL&EERANEF
HYSEFIR B FIZNE

METE

RAETEMAREREREMTENHRDEH,. RERENCTETURMRER (EIMAEF2
B)SExs (AXERTAK ) . MRFRET ARC 2XKFR , R CHREIMEARE
KRERR A, HE0 , Route 53 EITHRRKER ARC FR—HI2HKRFR , BN EFIRBETENKX
HRAT AR,

F T 4818 & 19 B0 T AR A0 428 1 T Al

@ Note
Amazon S T2 FARE 124158 (ARC) PRI A ERRENRFBAFES TR, NEES T
B EREAEMRE. SXFSER , H5H Amazon BARFRE SIS (ARC) EEHR
KREAMEE,

EAKNKBREBNIERER , BERRABEBIHIRME, BV R KM M B Ak s vl &
BETH , FREREZSRPEFTENREEATN]. B , NRWaRENS P ERSBEERINEE , KU
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RERESNARENBRERD, ZRIARX—K , BHL T HBIRS Y aE £ 25 E AR BR8]
X, SAR AR E BT SR AR 55 Y R T AR AT TR VAR S W FE

BEXZHAWS BFE5—#  2HFTENBEFAXEREREIIE, SARMPEREGASE | B2EHEHR
EENHE-BMRTAL , MEBEERSHX TAERTRL. BIEERETNREmIRIT , KB
EREE4RE , SESERATESATRN , ©HiRET A,

—RME  EHERAFEHTELANEEGR , FIMERS T OIE, EHRMMERTR. BEERESR
AR5 Ry DEhRE

NTFRERE , EAERMBBEEREBE - AP, BMRERE APl, RERENBRERFNUTEE
D (ERERM ) X (us-west-2), AR ERHERMBBEERZ RN , EFERESETAR,

BRVBIEFHE., 25 FEARMM AWS HERSZSUFEESTAMBERNEZER |, 185H Amazon
Builders Library R #Y “f A Al A X B ASIREM” 183,

Amazon NMAEFIXREEHER (ARC ) FHIMERENFFIC

(® Note
Amazon M RAEFIREZLHI2R (ARC) FREZERARENETBANESTH. AEEF AL
BRETFEFERAZERS. EXEZFELR , S0 Amazon NARFIREZHZE (ARC) £&ER
BRETHMEEE,

REREARABMAR AWS RN EREREE ( THE ) . BAURNEBNREMSMRE | 84
REBLE -—IPBAN—NEELNE. Hl , BURENER , EURELES . BWHURERMAIRE
R ML TR

£ ARC |, BAILUFIEREREPH T HIR :

- BRE

- MERE

ARC HHIHRIZRBEET API £/ , Hln |, B FEA AWS CLl,
AT 2fEH AWS CLIEERER ERHITIRICH R B,

aws route53-recovery-readiness --region us-west-2 create-resource-
set --resource-set-name dynamodb_resource_set --resource-set-type
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AWS: :DynamoDB: : Table --resources ReadinessScopes=arn:aws:aws-recovery-
readiness::111122223333:cell/PDXCell,ResourceArn=arn:aws:dynamodb:us-
west-2:111122223333:table/PDX_Table ReadinessScopes=arn:aws:aws-recovery-
readiness::111122223333:cell/IADCell,ResourceArn=arn:aws:dynamodb:us-
east-1:111122223333:table/IAD_Table --tags Stage=Prod

aws route53-recovery-readiness --region us-west-2 create-readiness-
check --readiness-check-name dynamodb_readiness_check --resource-set-name
dynamodb_resource_set --tags Stage=Prod

BEXEZEER , 52 TagResourceAmazon N AR FIXRE #5288 (ARC) WIRE R APl & 15,

ARC HAFiERERNEMN

(® Note
Amazon M RAEFIRE L HI2E (ARC) FREZERARENETBANESTH. AEEF AL
BREFEFEAZERS. EXEZFELR , S0 Amazon NARFIREZHZE (ARC) £&HER
BRETHMEEE,

BANEENBIREREXNT/NITREM,

A% ARC ¥ AENERREN A , ESH ARC Ef.
NENNRAEFREREMRERE

=¥ Amazon Application Recovery Controller (ARC) AT Z/4 AWS XN ARF , EEERE—&
BESAHFRRENARFNEY  UEETUEREXFRERE. AWS AR5 , B LlQIBENARF
MERE  HREBAEHUEMEHRE , #1TAREE. EETLUEE ARC RENNAEFENY
B, XEBWAIURSIRERED,

(® Note
MREHNAEFEAIAXRT , BZRERATRAXEBRTHX B ERBHITRAMEB R
g, TRHTEMRENTERTAXERRAAX B HRBNZ WA ] A X7 5 iR S 5
RERF.

it
=
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ENRENTAXEBEHAFEERRIR , BE ARC 2 A = Elastic Load Balancing 2l
AFFHRXEHR, HE , B LU AWS Command Line Interface 2 AWS SDK 5 X #3)
APl 2B EER. BXESZELR , 51 ARC R AT A X R,

ETHEXRRUEAVNEBEEAINESEL , BSRTHEA Amazon BAEFIRE #HEE
(ARC) HHZXiFIRE.

ARC AR B ER B &R EREK

(® Note
Amazon B AREFIIREZFIEE (ARC) PR ERBAREIRFABRAFES, T K. NBEEF T
HETFEFERZRS. BXESELR , 258 Amazon NARFRE 28 (ARC) £&FER
KEMHAMEE,

BFAVEINIE Amazon B ABEFRERSIZE (ARC ) FRAUTREXRERHAITRERSE,
RINBRERSTEEEH

£ Amazon FIZREMN , EventBridge AEEERBRARERS K ET LT REBA |, Hla0N
FEREADYANOT READY., WEIEH/F , BalLUAEHEREE |, LUREREN N AREFENERIRBTE
HRFHITRBER,

BT LU B EventBridge MM AKX X ZTIMERERSEXNEAN , BFEMEA (HXENRAR
F). B3 (HlmAWS Xif ) R FENRERE.

BEXEZER , B2 £ Amazon £EfFA ARC FIERERKE EventBridge.
MERE API &

® Note
Amazon N AR FIREZFIEE (ARC) PR AR BRRENETBEAMES K. AEEF AU
BEERERZES. BXEZES B2 H Amazon NAEFIREZFER (ARC) H&1ER
REATRAEEE,

TRIMTHIATIRERE (MERE ) N ARC BRAELURAMER R,
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Amazon M AREFIREEFIER (ARC) FRARER

BRUMTE AWS Command Line Interface R i F & WX E fi4E APl RIEM RG] | 55 ER ARC Fi
SR E API BER RHB| AWS CLI,

IR 5 ARC #2%|& /8 ARC API
BB TR ESH £ ARC 0|, EF &2 ¥ CreateCell

BB RS

RENE TS B2 £ ARC PO, B  HFSH GetCell
HIBRIRE A

1 BR 22 T A% &S ¥ £ ARC oI, B &2 ¥ DeleteCell
FOM B Mk S 4A .

BB T N/A %2 # UpdateCell,
B K 7= 9 B T AR FS0 £ ARC eI, §%  H5H ListCells

A BRIRE A,

BIE RS H BZH £ ARCHBlE, E¥% B2 # CreateRecoveryGroup
FAR BRIR B 4H .

FREVIR S A BSR L ARC RO, B3 i5S 1 GetRecoveryGroup
HMERRE A

EdiRE A BZH EARCHBIE, EF  FZH UpdateRecoveryGroup
AR BRI B 4

il BR ik 2 4R BSFE EARC R, B3 i5Z 1 DeleteRecoveryGroup
FMI BRI S 4

5l k&S A BSRE EARC I, &5 53 ListRecoveryGroups
I BRIRE 4

BB RIRE ESH £ ARC FolZMEFH &2 CreateResourceSet
MERE,

REVEREE HSH &£ ARC F ol ZMEH #HZ ¥ GetResourceSet
MERE,
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FRARER

AW

EHARE

T BRB R &R

B 7R &

ERMERE

RERERE

ENRERE

BRI E

SIERERE

51| 4 A

REBIMRERENRES

RERFRERES

KE L TERIRE

REREHANRS

£/ ARC #2#|&

HZH £ ARC HEIEMEH

RERSE,

HZH £ ARC I M E#H

RERSE

FZH £ ARC H I EZ M E

WS £ ARC ®hOIEAEH

MERS,

&5 4 ARC OB AEH

MERE .,

5 £ ARC IR HEH

MERE .,

2 1 ARC IR E

MERE .,

5 £ ARC IR HFH

RERE,

W5 ARC H80 SR

HSH KR ARC IR IR
ES 1 12 ARC IR EIR
ES 1 12 ARC R IR
ES 0 US1E ARC R E IR
N

A
G

o

/8 ARC API

&2 UpdateResourceSet

52 DeleteResourceSet

{55 ¥ ListResourceSets

52 ¥ CreateReadinessChe
ck

#HZ ¥ GetReadinessCheck

&2 UpdateReadinessChe
ck

#H2Z ¥ DeleteReadinessChe
ck

HZ M ListReadinessChecks

iHZ ¥ ListRules

{HZ ¥ GetReadinessCheckS
tatus

#HZ ¥ GetReadinessCheckR
esourceStatus

#H5H GetCellReadinessSu
mmary

&5 # GetRecoveryGroupRe
adinessSummary
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A ARC B ZE API B24EHN KB AWS CLI

® Note
Amazon N ARFIREEHIZR (ARC) P ERBERARENEFABOMES T K. ABEEFAN
BEFEERZRS. BXRESES , ESH Amazon B AEFIREREFIZE (ARC) HERIER
KREAMHEEE,

AFNERENNAREF A , ERMER Amazon MARFIKE 425 (ARC) P AR B RKEL
B , EF APl #4E., AWS Command Line Interface iX R4 EEFRBBEEAR T #ENMNES CLI £/
MEREINEE,

ARC PHIRARELXFITNRAEFEAFHRARTTCERZ, BEANABRFREREMERE , BU4M
£ ARC EnHiREREELHNARFRR , FESENNAEFUENBEARRE—H. K5, &7
LIREMEREUFITXLERR , UAFEPEBRRZANARFBIARE R RFESERIAATE

BIRE - RN EF, EH—BN Simple-Service W ARFEHEEZELR ( HFFEILMIL
B ) X15 (us-east-1) B1T. BEEEZEFEEP ( BEXIM ) X (us-west-2) E—IMNAREFZE AR,
EARGIGH | BIFEERERE , UERNMARFHNXA MR, X¥ , BRI TUBREERS (R
HRM ) KENEABIARERREB G RPEBERTFERRE.

BXEANESESR AWS CLI, H2H (AWS CLI 93 %) . AXME AP RENSIRANEAES
SEMEE | BSERLRS AP B,

ARC HH B THRARHBELR (MATAXHXE ) , AKSIMELAS. REARREERERNE
BRABINNARERF. AXREREARTINESEER  FSAREREAN,

® Note
ARC R—IM X EFZNMNLIFET RN ELEKERS , AWS XiZ BEAHME K ZE ARC CLI &5 g
EXEES (BEN--region us-west-2 ) Xif (BEESH ). Hln , ¢IBMEART
ZREERR,

ERMNWNARFRAF , aEENARTRRNBSINXEEIZ - ETE. RE , Q- NMRED |, &
EERMERENIRE,
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1. BB T
1a. 8|2 us-east-1 B Ti&,

aws routeb53-recovery-readiness --region us-west-2 create-cell \
--cell-name east-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell”,
"CellName": "east-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {3}
}

1b. 813 us-west-1 B T,

aws routeb3-recovery-readiness --region us-west-2 create-cell \
--cell-name west-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-cell",
"CellName": "west-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {3}
}

1c. B , RNBTHNMETE, EULUBETEA list-cells API RBIEEMNREFE.

aws routeb3-recovery-readiness --region us-west-2 list-cells

"Cells": [
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell",
"CellName": "east-cell",
"Cells": [1,
"ParentReadinessScopes": [],
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"Tags": {}
.
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell",
"CellName": "west-cell"
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
}
]
}

2. gl E A

MELHR ARC FIRERMENTIRAR. MEARKBINNAEF. BEEZSRFT , BIIFEIR-MRE
A, NBEIMNNARFHITEE , RERNENCEZENFHD L2 TE,

2a. BIEMRE A,

aws routeb53-recovery-readiness --region us-west-2 create-recovery-group \
--recovery-group-name simple-service-recovery-group \
--cells "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"\
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

{

"Cells": [1],

"RecoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

"Tags": {3}

2b. (A& ) BAILUEN A list-recovery-groups APIRRIFIRELARECEHBIE,

aws routeb3-recovery-readiness --region us-west-2 list-recovery-groups

"RecoveryGroups": [

{
"Cells": [
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"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

1,

"RecoveryGroupArn": "arn:aws:route53-recovery-
readiness::111122223333:recovery-group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

"Tags": {}

NERMNELETNARFER  ZEERNELENER. £ ARC F , BEREZN —HFX RN RIR
£, ARELES2HETHRRENER, RINBREFNRRATHELR , UEBBHEER KR
BEZREFRITRBER.

3. BIERRE

RIZFEAIHY Simple-Service NAREFIEFERFE , A{EA DynamoDB &, T us-east-1 HH —3k
DynamoDB % , £ us-west-2 Pt —5K, BREEXLTERETCE , ATHRIRENERIEEHI £
A,

3a. B2 KB Simple-Service M ARRF R RN ERE,

aws routeb53-recovery-readiness --region us-west-2 create-resource-set \

--resource-set-name ImportantInformationTables \

--resource-set-type AWS::DynamoDB::Table \

--resources

ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/
west-cell"

ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsEastl",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/
east-cell"

"ResourceSetArn": "arn:aws:route53-recovery-readiness::111122223333:resource-set/
sample-resource-set",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{

"ReadinessScopes": [

fEF CLI B4R R 176



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
},
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl1l"
}
1,
"Tags": {3}

3b. (Wi ) BATLUES A list-resource-sets API RBIFRFREFTENER, XFHT
AWS IKFIIFTERIRSE. BIXE | BUUEIRIMNABT LEHUEN —MNRIRE

aws route53-recovery-readiness --region us-west-2 list-resource-sets

{
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
.
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl1l"
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}
1,
"Tags": {}
}
]
H
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
.
{

"ReadinessScopes": [
"arn:aws:route53-recovery-
readiness: :&ExampleAWSAccountNol; :cell/east-cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsEastl1l"
}
1,
"Tags": {}
}
]
}

WE , RMNELeZ T 2aik. MEAMNBIRE , UMEE ARC #Xt Simple-Service B AREFHITE
B, TR, BRI RERERE , LUBRREERERFHTRARER,

4. QIEMERE
RERER—AANNATHNIRENTRETHNENINER. ANBETHSHEFREE, B2

% , AWS: :DynamoDB: : Table, AWS::EC2::Instance EEFRRMHAN, ANEMNBEI N EERE
R, SERE, AE (NRUTAMEER ). R (WRITAMEER ) MRHEE,
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® Note

EEEREREPNATEROAN , ATLAER get-readiness-check-resource-
status APl , W% 5 TR, EEF ARC P EMEMNMGIEK , iHFEH list-rules
RSFEARC PRI REHNELR, ARC BE—HENSMHRFREEZTHWIFEAN ; XLEHMN B
BIREEEE Lo

4a. N'BRE ImportantinformationTables Sl ERMER &,

aws route53-recovery-readiness --region us-west-2 create-readiness-check \
--readiness-check-name ImportantInformationTableCheck --resource-set-name
ImportantInformationTables

{

"ReadinessCheckArn": "arn:aws:route53-recovery-readiness::111122223333:readiness-
check/ImportantInformationTableCheck",

"ReadinessCheckName": "ImportantInformationTableCheck",

"ResourceSet": "ImportantInformationTables",

"Tags": {3}
}

4b. (HiE ) ERIIRBERNBEMERE , 1H21T list-readiness-checks APl, % API £
KPP MERERE,

aws route53-recovery-readiness --region us-west-2 list-readiness-checks

{
"ReadinessChecks": [
{
"ReadinessCheckArn": "arn:aws:route53-recovery-
readiness::111122223333:readiness-check/ImportantInformationTableCheck",
"ReadinessCheckName": "ImportantInformationTableCheck",
"ResourceSet": "ImportantInformationTables",
"Tags": {3}
}
]
}
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5. MIEMAERE

NE , RINEEXNNARFHETTERARNT RERE , ETRALKRRERT . S AEENRH
ERNNARFHREBREITEE  REARERS (—4EF7F ). ENMFREH. Eads (AKX
FXEFNAEREF ) MREARH (BINNARF ) . THRMH TR LASHRBEHRERSH®

PN
T o

5a. EEREREHRS.

aws routeb53-recovery-readiness --region us-west-2 get-readiness-check-status\
--readiness-check-name ImportantInformationTableCheck

"Readiness": "READY",
"Resources": [
{
"LastCheckedTimestamp": "2021-01-07T00:53:392",
"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
},
{
"LastCheckedTimestamp": "2021-01-07T00:53:392",
"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEast2"

]

5b. EERMEAREFENH RV FARERS , LERENFZFANRES,

aws routeb3-recovery-readiness --region us-west-2 get-readiness-check-resource-status \
--readiness-check-name ImportantInformationTableCheck \
--resource-identifier "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"

{"Readiness": "READY",
"Rules": [
{
"LastCheckedTimestamp": "2021-01-07T00:55:417",
"Messages": [],
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"Readiness": "READY",
"RuleId": "DynamoTableStatus"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoCapacity"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoPeakRcuWcu"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsPeakRcuWcu"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsConfig"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsStatus"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsCapacity"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoReplicationLatency"

55:

55:

55:

55:

55:

55:

55:

417",

417",

417",

417",

417",

417",

417",
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},
{
"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",
"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoAutoScalingConfiguration"
},
{
"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",
"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoLimits"
}

5c. ERE R TN B ARMERER.

aws routeb3-recovery-readiness --region us-west-2 get-cell-readiness-summary \

--cell-name west-cell

{
"Readiness": "READY",
"ReadinessChecks": [
{
"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
}
]
}

5d. &fa , EEMEALRF LNARFHTRRRERER.

aws route53-recovery-readiness --region us-west-2 get-recovery-group-readiness-summary

\

--recovery-group-name simple-service-recovery-group

"Readiness": "READY",
"ReadinessChecks": [

{
"Readiness": "READY",
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"ReadinessCheckName": "ImportantTableCheck"

}

ERMRELANMERE

(® Note
Amazon M RAEFIRE2HI2E (ARC) FREZERARENETBRANESTH. AEEF AL
BRETFEFERAZERS. EXEZHFLR , S0 Amazon NARFIREEHEE (ARC) £&ER
BRETHMEEE,

ATHARFRBTMEANBERLENRERE , QFECE. ERNMERXLERR.
£ ARC e, EXMMBERIXEA

(@ Note
Amazon M RAEFIREZHI2E (ARC) PREZRARENERTBANES T K. AEEF AL
BREERFER LRSS, BXEZER , HEH Amazon NAEFREEHEE (ARC) A& EIR
BREHMEEE,

MREHE Amazon NARFIREEFE (ARC ) FRREWNAERF., CEBEHRHBEIMNRZNETHEA
R, XS TRERFRMINEE LR FILHEIAR , R B AN —NETEE S — N E T 1T RN
B, BNMNEKRHBIE N AWS Xigsh o] A XM ERR R RAY Amazon BIRB TR (ARN), B IRATEE
2 Elastic Load Balancing fa819%#85. Bziy BAREMER, RXZ —NMNITAXRXEAHERE T
REeE T e L EHANZARR (AT, B3y £4% ).

BERABRARNARFNEIR. ARC PHREAREARBIEBENRARFREEEZFN I EIEKXMK
HRBIE—1EIF, BER , ERZBFEEEZNESTRARERGERBERBNEB RS @ ERAFHITR
MER  AZRIREREENXERSENITRS.

RERELFITRR , REZRBEFRN —ATENANRBEERERER. IEETSEIRNREA
&, ANARFFHRRRNARC MERE , it ARC AT AHBBRB A KA HRNIREME
o

£}
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER
- BIEMEL
o EXTAMIBRIRE HFH T

tIRIRER

AR L IRULEA T 2 7E ARC 2H AP elBMEAR. BT HBUME Amazon NAREFIREZH RS
(ARC) RERRERLE API BE , BSRBERE APl RF,

BIRMEHN TR

1. 158 https://console.aws.amazon.com/route53recovery/homett/dashboard , TF ARC ###l&,
EERERE,

EMERMENE L , EFME  ARERIREAL.

MAMELANER , REERET—F,

EROEE TR, REEFRNE T,

HABTREH, P MBLEZEES (LMABRT ) 5 —MLARFEA | U T LFM
—/NE R MyApp-us-west-1 B # T,

7. EERMETE , RENE-NETKRFIMER. fl0, MREBEEZER (BXEBMN) FE—
A WA LURMIM—1NEHR MyApp-us-east-2 BIETHE,

8. MREFMBRERLE (KEBERNTRAXHWEZLR ) , FEERE , BERFMRELTE , Rk
A%*A’_\O

9. NNABFRIAMITABEEAENRELEIERE , FEAET—F,
10. EELNIRELR A ARREFCIERRES.

2

BT A BR R &2 4 A & T

R SRYLE T MAE ARC 2 & P EH MM ERRE A FHMIBRE T, ETHEUAE Amazon K
AREFIREZRSER (ARC ) REAMREMSE AP RE , BERNERE AP RE.

ST S BRR 2 4B SR R B TR AV S IR

-_—

1418 https://console.aws.amazon.com/route53recovery/homet#t/dashboard , 3T ARC ###l&,
2. BEERERE,

3. EMEMEREL , EFE—MRELH,

4. ERENRELD  FEERME , ARERFEMELATMERREL.

ERREANRARS =


https://console.aws.amazon.com/route53recovery/home#/dashboard
https://console.aws.amazon.com/route53recovery/home#/dashboard

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

5. wEMEAR , ATLURIMSMERE THRBBRE R T,

o ENMET , BIRERNETHE,
- EMBREBETE , BEEAKRZINRERET | BERBRE T,

£ ARC FEIZNEHRERE

(® Note
Amazon MAREFIMEZRFIEE (ARC) FHERBRAREINRFABRFEFL TR, EEFFL AL
HETFEFRAZRS. BXESELR , 3 W Amazon NARFIRE#EHIEE (ARC) £&ER
KERAMEE,

ATNREHATRERLENTRENRERE , QFE, ERNMERXLERR.
BIENEHFRERLE

AR SERER T WAE ARC BH AT RERERE., BT HUME Amazon NAREFIRE 263
(ARC ) HEAIRERLE APl 1 | BSRMERE API B1E

EFHRERE , EUUREBRERENTRE , UNISB R RNEEXARNRETE,
BIRMEREN SR

1. 1719 https://console.aws.amazon.com/route53recovery/home#/dashboard , 3TFF ARC #£#l&,
2. EBRRERE,

3. EM&NEL , ERUE K ARERRERE,

4. WMABRERENEN , ERERENTREXE , AREET L,

5. ARMERERFMERE. ARERTEHRRNFHEREN —ARR, EFTIEAZ— :

- FRACUERBRREFNARUERERSE.
- BB EIRE,

MRICEFR GBIV RRE , AR REN R R EERI,

6. WNTEBEMAINGRENSNER , B—EHFH MU Amazon BFREBF (ARN) , RFIEEFET—
&,
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® Tip
BX ARC WEMERFEIFFERN ARN XV REIIMEZER | HSHARC A EIR
KA ARN =R,

7. WMREBEE , BFEE ARCREZMERETTENRFREEMFLEANMENRN, REE
1:=2F-F_$o

8. (HWik)EMELEBNT , ARESHREREXRKNMEL , RAEMNBRRIAEN TR EF TN
#IRARN EEBE—NE K (KERTAX ), NMRTCENARFRER , b0 DNS BREFKK
BERELRBER(TERTE).

X—FAREREPNHREE T RETE,

/A Important

REGSRR LN , BAFRINMECE S RERIIREAMETHRIREREEE. W
RRLZLR , RAESERLEERETEIRERLESNEANRREXE , BA
ARC REEEREIREAHETHENRERERS S

9. J\.ﬁ?%—l:_ﬁo
10. REBIATHLNVEE , RAEERUIERERSE,

I BR &R B R B TR

1. 15IA] https://console.aws.amazon.com/route53recovery/home#/dashboard , 377 ARC #£H|&,
2. EBRRBERE.
3. ERRMERE  ARERETEZENER.

BIRNRERRE

BEEAT  EURRARBNTRPURARE  BoTURMORARE, C0TURERR
5, SURMSMB AR, 47 SRR T WA ARC BHATURRBEARE, BT HUALE
Amazon RARFIRERHE (ARC ) FEARERSE AP RfE , BSHRLLE AP R,

BB R REN SR

1. §TF Route 53 ###|& , Mk A https://console.aws.amazon.com/route53recovery/homes
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Amazon SR FIRELHE (ARC) TR AR 155
2. ENAEFRERHRET , EARHERSE.

3. EEBIE.

4. WMARFEENEN K RAEEREQSHERREPHNRFRE,

5

6

RN, R AZRMNERIFENFIRG Amazon BIRE 5 (ARN).
ANTERRE , ERCIBRRE,

R AREN SRR

1. 15IA] https://console.aws.amazon.com/route53recovery/home#/dashboard , 377 ARC #2H|&,
2. EEMERE,

3. ERFRET , EFRE , ARERRE.

4. BEWRITUTEREZ—

- ENHREPBIRER , HIEFHBER,
- EMBRBERRMTR , HERERM , RS AZERN Amazon BIRE (ARN),

5. LBAETURERFNMRETE , MERRREEMETHEXREKER , #ITRERE,
6. EEFF

B2 ARC AR RIS

® Note
Amazon N ATEFIREEHER (ARC) PR AZFHEARENETBROMNES T M. AEEFTHU
BEFEEREES. BXEZFEERE , B5H Amazon NAEFIRELHIES (ARC) £ZER
REATRAEEE,

£ Amazon NRARFIIRERHIER (ARC ) 1, BAILERUTRIEENARFRERR

« RREPHRRIRELER 5

« BANRIFRER 5

- AARXH AWS XERFERRNET ( RARFEIA ) K3
- BEMNNAREFIREAS )

BERMERS 187


https://console.aws.amazon.com/route53recovery/home#/dashboard
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ZAIAR BB XA RSEHBEA , A BTE Route 53 &I A HEA ARC CLI i h IR Ri &R
/&,\Elgg{bo

AR E A

& ] LAE A Amazon EventBridge R ESHIREIAMN , LAEIE ARC RIRHBHEEXHERSHE
fte EXEZER , HZ5H £ Amazon FFH ARC FHERIFREE EventBridge.

£ ARC 2# 5 R ZEHE RS

LTERRNBNMAE AWS EEZH &P GRRE/ME.

1. 1518 https://console.aws.amazon.com/route53recovery/home#/dashboard , ¥FJFF ARC &l &
2. ERBERE,
3. EMENHEHNMREAT , EESMMELR (NAER ) NIREAFTERS.

BETUEERELETRRENARIBRER R

£/ CLI s T G ERMA RS
AHRET AT EETRRINARFMDRHRERSH AWS CLI S5 =6,
FREN LR

ENERE (—HER ) SIRORERBHRE.

aws routeb53-recovery-readiness --region us-west-2 get-readiness-check-
status --readiness-check-name ReadinessCheckName

BEANFROBERR

EEREREDPRIENBRORES , SERENBRBENNRS , FEERERERHNE
JR ARN, i -

aws routeb53-recovery-readiness --region us-west-2 get-readiness-
check-status --readiness-check-name ReadinessCheckName --resource-arn
"arn:aws:dynamodb:us-west-2:111122223333:table/TableName"

BBHRERER
— MR (AIXEHAAKX ) fPRE,
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aws routeb53-recovery-readiness --region us-west-2 get-cell-readiness-
summary --cell-name CellName

R REF R BRI
BINARER (REALARF ) KRS,

aws routeb53-recovery-readiness --region us-west-2 get-recovery-group-
readiness-summary --recovery-group-name RecoveryGroupName

FREX ARC HFRYZRFEW

(@ Note
Amazon M RAEFIREZHI2E (ARC) FREZRARENETBANES T . AEEF AL
BREERFER LRSS, BXEZER , HEH Amazon NAEFREZEHEE (ARC) £&FEIR
S B HMEEE,

MREBUKNINARERF , Amazon MAREFIREZEHIZR ( ARC ) AILATT (G N A F R A MEE B R
B, REMBERIRITNEN , URSNRAEFNRERME, £ ARC PRIBRARNABRFNIRELRE | &
BREATHNSRIRMEXNAREFRENE

MBRBEARNIREL DNS ERRRIEEENRETR , RINEBVUEEE— , LERINEEREFANE
W, HRREEEZEFEER , ARC AR IREEHFNEWN, Hla , tR&EHm A Amazon Route 53 #IR
WEREMERHIEGEHRIENBRER , ARC I URUEEXEREESAMELACR T RIEHEMN L TN

=
4T DNS BF&R , WERMUTILL

« XA BHRRAIRIEE Route 53 RIRIC KM E M ITE =R,
« RAMRELAGE— DNS BHREIR.

- B NENETHEEIE - DNS BARR o

- ERMERED , I DNS BAiRRBER — M RIRE.

LT ESRGEA T A1 DNS BB RU KR MAREGER TR AR FHREEL
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IRENVSR A E AR WA S IR

1. 1518 https://console.aws.amazon.com/route53recovery/home#/dashboard , TF ARC #2&I1&,
2. BEERERE,

3. EMEALAEBBNT K EBEARNABEFNREL.

4, EMELANFAEENHEMBRERE L | ERREUZIRELANREE

5

MREEREIZE DNS BB FERERE , BEIE -1, JME ARC RHEEWEW, £F6IEZ DNS
B R &R

BX DNS BIRBFNESZER , BERRERE L.

6. EJ} DNS BHRARCIBREFER , HRERERE., WARERENEYN , RAENTRERER
B | %% DNS B R IRo

7. WMATRENAEN.
8. WMANAREFNEM 6 T DNS B, HEX ARN Mi2%£E ID.

® Tip
EBEERERX ARN WER |, HSFHARC AR EFRERFM ARN B FHEEXH ARN &
o

MAEREAEEN SRR  AERNTEREYE , RERHMZNBIGEE ARN FEH Route 53
HIR1E R

9. (Wik)H#EMEALABESR , HEH DNS BAIrHRERE—NMETK , LURERETHE,

10. EEBERFE,

1. EREANFAGEENE L , ERRNEHEN, ARCEREHLERT —AR

BEERWIIR. RE , BEAUURERBUARIMAIRITENR , ARENAEFNRER M,
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£ ARC FEIZEK S EN

® Note
Amazon N AR FIREZHER (ARC) PR AZRHRARENETBOMES T M. AEEF T
BEFEEREZES. BXEZEER , B5H Amazon NMAEFIRELFIES (ARC) £ZER
REATRAEEE,

BHRBRARDIHESN AWS IKFH | XESLE THNRAERFNETRALEEE, XthalaES
M DURER A R R KT ERIE R N T 1E Amazon MARFIREZFIZR (ARC ) HPR{LBMERE |
1& AT LAGE P S K P 4%

Cross-account ARC FH RN EMEREINGER S FEH. BIEK/REN , B UEHA — /R AWS
WEREEMTZN AWS IKF AR ER. EESERENTREHENKS R |, BE LR P RIS T
MXLERR. RE , ZFRKFALUANMERKFHFNRRERERSE , HBEEAUMZPRIKS G
KBEBREB .

(® Note

Cross-account ¥ #| &R EEMNRE, BEFEH ARC APl BERRENEABEKFEN. AT
BB, ARMET AWS CLI e 5 R4,

BREENMNNARFE—NKFEXERI (BEBNMN ) XiF (us-west-2) HBERR , 8B —NKFE
XEFREZ (FFRILMILE ) XiF (us-east-1) HEBEER N AR, EBEKFREN , BEY
ARC M —NIKF us-west-2 15 81X A E IR,

Bl | RIZREFELT AWS K .

« US-West IKF™ : 999999999999
« US-East K/ : 11111111111111

£ us-east-1 K/ (111111111111) /B, BATAILUS BB B, H 79 us-west-2 IAM K = Y
(18 ) AFP#EE Amazon BREZ (ARN) : arn:aws:iam: :999999999999: root , M /2 ¥F us-
west-2 Ik (999999999999) 178, BIZEIEING , us-west-2 i {E A us-east-1 HEK ERFMNE

BRER , HUBRENZARESTHRERS,
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BT RBIGER T 4 — NKFIREBK S B, SARESMIBEER ARC FiRMM A AWS
IR EINK P s A EK P 824

® Note

ARC Z—I£ KRS , THZD AWS KEFHNLKETR , BEUAEAXZEH ARC CLI HHH
EEXERI (HEX--region us-west-2) X3 (EMEESE ) .

LLF AWS CLI 55 SR AR e R OI% B B K P 124X :

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \
create-cross-account-authorization --cross-account-authorization
arn:aws:iam: :999999999999:root

BEERZRN , BHATUTERE

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \
delete-cross-account-authorization --cross-account-authorization
arn:aws:iam: :999999999999:root

EE—IMEEKFHEEMELCREEKFBRNHNKS, , B8 list-cross-account-
authorizations %, HIE , BoILEROKRE, WRMENR , B EZEEKFARFER API 2
ERFIE©EIREBEMK S B ( LURMMEZRER ) WAAEKS,

aws routeb3-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \
list-cross-account-authorizations

"CrossAccountAuthorizations": [
"arn:aws:iam: :999999999999:root"
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MEMN, FIRRZEHN ARNS

(@ Note
Amazon R FFARE 4188 (ARC) IV B ERR B ERBRFESF . REES AN
SEEREAZRE. BXESEL , §5H Amazon HARFIREMSISE (ARC) EEHR
KREAAMEE,

AT BREEXRBMEANER, FHHRFREBEURERTRIREN Amazon BIREH ( ARN ) XK
ZERER.

ARC H Y548 AL #58

(® Note
Amazon MAREFIMEZRFIEE (ARC) FHERBRAREINRFABRHFEFFL TR, EEFFL AL
HETFEFRAZRS. BXESELR , 3 W Amazon NARFIRE#EHIE8 (ARC) £&ER
KERAMEE,

ATHET Amazon RARFIREZESIZR (ARC ) XENAMAERRRENMEAN R, EEF ARC
XENERRET|R , S REARC PR FIRFEAM ARN #%3K,

R T LUBE ATEL T RE |, 7 ARC 2516 LHEM API RFEF AN L

- EREBHADEEREAN  FREUTIEGNSRIZE  £8H A LEFEmMENN,
- EfEH API EFEREMN |, BESEListRulesiRE,

£}
* ARC Ry BEHNY
- EEHELEEHRENN

ARC HHI B AN

AFFIHT ARC XEFHNFHPEFREEN —HARENAN,
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER
EXNEANERE , BAUEIABHISHEREMEIRES . B 7 X LIFE NI AER
ZREGETANNITERE , UREX ARC IMfRERERSHEMFMAER , FSHEZEIN L
THERE RS,

MR
ARC £ BLT B2 I & 1T B8R o

Amazon API| Gateway k4~ 1 B ER
« ApiGwV1ApiKeyCount : ZEFTH API Gateway M E , BREA1XEBE API Z4AKEHE,
« ApiGwV1ApiKeySource : ZEFTA AP| Gateway M % , R EA1H API Key Source {E#
Ei8
« ApiGwV1BasePath : R &EFFH API Gateway M Et , TR T4 T E MW EARERE,

« ApiGwV1BinaryMediaTypes : ®&EFi4H& AP| Gateway M EX , TR T 1123 HE /Y =3t # H1Kk
B,

« ApiGwV1CacheClusterEnabled : # &FTA API Gateway MR , R 2205 A=ER& B A
Cache Cluster,

 ApiGwV1CacheClusterSize : ¥ &FfH AP| Gateway M1 B , BBREM11# Cache Cluster
Size fHE., WRE-—MTHWELERKX , WEMFRIZH NOT READY,

« ApiGwV1CacheClusterStatus : ®ZFfH API Gateway B EX , #R Cache Cluster &F
AVAILABLE R%,

- ApiGwV1DisableExecuteApiEndpoint : . &EFfE API Gateway M , BREFEAR T EEHA
Execute API Endpoint,

« ApiGwV1DomainName : ¥ Z&E7H API Gateway M E , R E(EEZIHEBENESR.

« ApiGwV1EndpointConfiguration : 8 &7 AP| Gateway M1 , BRENEET EGHERRE
=z op

« ApiGwV1EndpointDomainNameStatus : #2 &G API Gateway BB , R EANIXRERNEELT
AVAILABLE R7,

« ApiGwV1MethodSettings : K &FTHE API Gateway M Bt , BBRE/1# Method Settings {E#H
E8

- ApiGwV1MutualTlsAuthentication : & FTH API Gateway BBt , BR S8 Mutual TLS
Authentication &R,

« ApiGwV1Policy : EFE API Gateway BB , RS IBEAHE LR APl £ 51K 8.
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ApiGwV1RegionalDomainName : £ &FH API Gateway BBt , TR CA14EE T E & X i
Fo EE  ZANFEMHMRERS,

ApiGwV1ResourceMethodConfigs : K &EFfE AP| Gateway i , BREIEGHELUNERE
REW , BREEXEE.

ApiGwV1SecurityPolicy : # & P& API Gateway B EX , R EA1H Security Policy {E#
E8

ApiGwV1Quotas : R&EFTHE API Gateway 4 , BRE1FFSH Service Quotas EIEHRE ( R
#) o

ApiGwV1UsagePlans : & FfHE API Gateway M ER , BRE1$EZZIEGHBEER Usage
Plans,

Amazon API| Gateway k7 2 B ER

ApiGwV2ApiKeySelectionExpression : K &EFE API Gateway B E , R{REA1#Y API Key
Selection Expression {EHE.

ApiGwV2ApiMappingSelectionExpression : ¥ &EFTHE API Gateway BBt , BR S8 API
Mapping Selection Expression {E#[E,

ApiGwV2CorsConfiguration : £ ZFfH API Gateway B Et , R EA1E G EH CORS HHXH
B,

ApiGwV2DomainName : #&FfH API Gateway M1t , RIS ZZEBMNIEAE.
ApiGwV2DomainNameStatus : ¥ &FfH API Gateway M1 Bt , R B4 F AVAILABLE R7%S.
ApiGwV2EndpointType : ®&FTE API Gateway BB , R E{18 Endpoint Type EMEE.
ApiGwV2Quotas : ®EFHE APl Gateway 4 , R TN S H Service Quotas EERIRE ( IR
&) o

ApiGwV2MutualTIlsAuthentication : 8 ZEFfH APl Gateway M ER , BRE4IH Mutual TLS
Authentication ERE,

ApiGwV2ProtocolType : K &FTE APl Gateway Mt , B8R T8 Protocol Type EHRE.
ApiGwV2RouteConfigs : R &EFHE AP| Gateway M B , BREAEGHERNEEHEXREHHE
EIMELE.

ApiGwV2RouteSelectionExpression : R &EFiH API Gateway Bt Bt , B8R E41H Route
Selection Expression {E#E[E.

ApiGwV2RouteSettings : R &EFTA API Gateway B Et , TR EA1# Default Route
Settings EM[E,

ApiGwV2SecurityPolicy : #&FE API Gateway B EX , IR EA1H Security Policy {E#
E8
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- ApiGwV2StageVariables: K &FfH API Gateway MM B , BRE418 Stage Variables #E5H
Bt B AR [El

« ApiGwV2ThrottlingBurstLimit : #ZFfHE AP| Gateway M1 % , R EA1# Throttling Burst
Limit EMEE,

« ApiGwV2ThrottlingRateLimit : #&FTE API Gateway BBt , R E{1M Throttling Rate
Limit E*ﬁlﬁlo

Amazon Aurora &
* RdsClusterStatus : &S Aurora 8 , AR EIRZSH AVAILABLE 3 BACKING-UP,
 RdsEngineMode : ®&EFTE Aurora 58 , R E/1# Engine Mode EHE,
* RdsEngineVersion : 8 &EFFH Aurora £8 , BREIMN Major Version EME,
* RdsGlobalReplicaLag : ®E& Aurora £8 , #{RH Global Replica Lag/MF 30#.

 RdsNormalizedCapacity : ®EFTH Aurora £8 , BREMELCRELSRRETRABTER
15% LA A,

« RdslnstanceType : ®&EFFHE Aurora £8 , BRI EHERBMEFIEE,

« RdsQuotas : ®&EFTH Aurora £ , BIRE1EH Service Quotas BRI ( RE ) .
By 44

« AsgMinSizeAndMaxSize : REMBE BT BE , BREINNE KRN TRM ERER,

- AsgAZCount : REFME Bz fA , BRETAXHEMERE.

- AsglinstanceTypes : ®REFMB BT BE , BRENEMERHEFIEE, FE . ZANTE@F
IR

- AsglnstanceSizes : REFFE BT B4H , BREMWZFK/NERE.

 AsgNormalizedCapacity : REFTE BT M , BREGENBTELSEREPRABTEN 15%
A,

- AsgQuotas : REFFE Bz H4A , BREAIIRFSH Service Quotas EEMIPRE ( FBRE ) -
CloudWatch 23R

« CloudWatchAlarmState : # 2 CloudWatch 23k L RS NEIRE K4
?ALARME&,INSUFFICIENT_DATA)HE?&O

BEFPRX
- CustomerGatewaylpAddress : REFRBEZEFMx , BRTIIN IP #utt8E,
« CustomerGatewayState: REZEFMx , BRGNP <EL T AVAILABLE R7ZS.
- CustomerGatewayVPNType : ®EFEEZEFMX , BWEREIIM VPN KEMEE,
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DNS target resources

- DnsTargetResourceHostedZoneConfigurationRule : #&FfH DNS B#&R , BRE/IEEE
[E# Amazon Route 53 £ EX ID , # ESNMREXHBFR2RAEN, XX ZAUNFEIERHMER

o

- DnsTargetResourceRecordSetConfigurationRule : £ &FfH DNS B#&R , BRE/IEGHE
WHRRICKEFLEENE (TTL) , FB TTL M FHRETF 300,

- DnsTargetResourceRoutingRule : R EFMNEHIFRRICREXEKN DNS BRRER , BEREN
HRERBEBHRERLEEZN DNS B, EE  ZANFTEIIMERS

- DnsTargetResourceHealthCheckRule : #ZFfE DNS B ®IR , BRETRAREEE LN S
HBRFICFEMEXE  MIFERER. EE  ZANTEMHRERS,
Amazon DynamoDB %

- DynamoConfiguration : #&Ff4H DynamoDB & , BREMNEEHERMNESR. B, RSEFHM
BHREE,

« DynamoTableStatus : & &/ DynamoDB % , BRHIRA N ACTIVE,

« DynamoCapacity : & Ff4H DynamoDB ik , HAREMEEN ERNBEEMNEARTE LB REF R
ABEM 20% LA,

« DynamoPeakRcuWcu : & & DynamoDB & , BRHEBERESHMKREL , MRIEFHERE
NWAE,

« DynamoGsiPeakRcuWecu : & &4 DynamoDB X , BRHEBAKEHMEAREEH MRS
&, MRIEMBEENSE,

 DynamoGsiConfig : REFMEEE LB =R FE5|H DynamoDB *k , BRXLERFEAMERNE
5. BEEFRE,

 DynamoGsiStatus : ®EMBEEF L/ =K FK5IH DynamoDB & , BREF-HEKR5ILT
ACTIVE R%,

« DynamoGsiCapacity : REFRBEEF LR/ =4 FK5|# DynamoDB ik , ARXLERNTEE GSI
ENAEN GSIEARESRBREFRABREN 20% UA,

- DynamoReplicationLatency : REFFEEN £ RHFEM DynamoDB F* , BREIIME HIZER M
&

« DynamoAutoScalingConfiguration : R&EFFERB A T Bal¥ 488 DynamoDB % , BRE(IEHR
HEN&RNEE., RABERBRERNEARE,

- DynamoQuotas : 8 &FfH DynamoDB % , BREN1RFEH Service Quotas EEMRE ( IR
#) o
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Elastic Load Balancing ( £ B2 £ 515 %785 )
* EIbV1CheckAzCount : ®EFNMEHRFGE R  BEENEZI -IMTRAX, E5 AT
FIMHEIRS
 ElbV1Anyinstances: K EMB KM A F TS , BREMNELE -/ EC2 41,

- ElbV1AnylnstancesHealthy: e EFI B LB AT , BREMNEDE—MNMSITEERN EC2 3£
il

« EIbV1Scheme : REMBRK B NS , BRTINXAMEBNAREOESR SR,
« ElbV1HealthCheckThreshold : R EFFE LA IGE SR , BRTIINETIRIREREMEE,
« EIbV1HealthCheckinterval : ®EFME KX HAFE R L BREMNNETRERERREERE.

- ElbV1CrossZoneRoutingEnabled : R EFFEK B AT HESR , BREINEFHBENBEXIE AR
¥J% {8 ( ENABLED =% DISABLED ) .

« ElbV1AccessLogsEnabledAttribute : R EFIEK B AFITESE , BRENWIER BEEHER
( ENABLED 5% DISABLED ) .

« ElbV1ConnectionDrainingEnabledAttribute : K BTGB AFKITE R , BREMNVEZEERE
48/ ( ENABLED = DISABLED ) ,

« ElbV1ConnectionDrainingTimeoutAttribute : REFFEL B AT ITHEEE , BREINNEEERE
EHEMEE .
- ElbV1ldleTimeoutAttribute : R EFMEL B A IIESE , BREMNNZRBENEMERE.

« ElbV1ProvisionedCapacityLcuCount :  EFfETEEH LCU XTF 10 WL EAFITHESE , BR
EIERBRERHRSTEE LCU B 20% A,

- ElbV1ProvisionedCapacityStatus : ® EFNELHATIEHRNTEERIERS , BREETR=Z
DISABLED = PENDING,

Amazon EBS %
« EbsVolumeEncryption : £ &FH EBS & , BRI NZEEMRE ( ENABLED =

DISABLED ) »
- EbsVolumeEncryptionDefault : ®&FTH EBS % , BRE(IMERIANZEAER ( ENABLED %
DISABLED ) »

« EbsVolumelops : ® EFTEEBSE AR EAINER input/output IRVEIXER (IOPS) ME[E.
« EbsVolumeKmsKeyld : ®ZEFFEEBSE LRI ERIA AWS KMS 48 ID #HE,

 EbsVolumeMultiAttach : ®&FFHE EBS & , BREIINZEEZEMER ( ENABLED =
DISABLED ) »

- EbsVolumeQuotas : ®EFfE EBS & , WREAIRFE Service Quotas IR EHIPRE ( FRH ) -
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- EbsVolumeSize : R&EFTAE EBS & , R BN AIERA/NMER,
- EbsVolumeState : R&EFHE EBS % , BRE(IHNBRSHEE,
« EbsVolumeType : &7 EBS & , BREININWEEEMERE,

AWS Lambda B %X

« LambdaMemorySize : ®&EFfH Lambda B , BREMNHVRNFXNEE. NRE-IMAFELR
% , MEMFRIZH NOT READY,

« LambdaFunctionTimeout : ¥ ZFfH Lambda &% , BARE/MWEREHERLE. MRE—IWEL
BA, MEAMFRIZHN NOT READY,

« LambdaFunctionRuntime : #ZFff& Lambda &%k , BEREA1EHEEHEMNIZTEE,

« LambdaFunctionReservedConcurrentExecutions : # & FffH Lambda &% , BWIRE{1EHEGH
[Ef# Reserved Concurrent Executions {BE. MIRE—TMHELRAK , NEMAFRIZH NOT
READY,

« LambdaFunctionDeadLetterConfig : R &EPTH Lambda B ¥ , RE(L£EELHEZEX
Dead Letter Config.

- LambdaFunctionProvisionedConcurrencyConfig : 8 ZFfHE Lambda &% , BREIIHN
Provisioned Concurrency E#RE,

« LambdaFunctionSecurityGroupCount : ¥ &FfH Lambda ¥ , BEREAIM Security
Groups EHM[E,

« LambdaFunctionSubnetldCount : ® &EFH Lambda E&%k , BRE/IH Subnet Ids {EAH[E,

 LambdaFunctionEventSourceMappingMatch : & FfH Lambda B¥ , BREAIZBIFMERE
B Event Source Mapping EMEBITHE.

« LambdaFunctionLimitsRule : #Z P Lambda &% , BERE11FEH Service Quotas EEN
BRER (BRI ) o

R 4 S B9 BRI R A A2 /e S B i i es

« EIbV2CheckAzCount : REBANNE R FTE S K BREMGEZEI —IMNTHKX, FE  ZANF
BB IRA.

- ElbV2TargetGroupsCanServeTraffic : R EFMNNE AR TERNNARFARHSES , BRE
E2LEHE—NMEITEEN Amazon EC2 £41,

« ElbV2State : REBANNEZ AT ERNINAREFAFOESS , BREL T ACTIVE RS,

 ElbV2IpAddressType : EBFAEMEZ A ERNNARFASRIESR , BERTMN IP k3
BAERE .

* ElbV2Scheme : K EFFEM GRS EHRNNARFABGER , BREMNNARMAR.
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- ElbV2Type : REFMEMZAEIIERNNAEFASOESR , BREMNWEEERE,

« EIbV2S3LogsEnabled : REFMEMEZ AT HEERNNARFAETESE , BWREIIHN Amazon
S3 BR%- 2815 B & {&4E ( ENABLED = DISABLED ) »

« ElbV2DeletionProtection : K EFTAEMNEZ A IGEIZMNNARF AEHI9ES , BERTIIAMBRE
&8 ( ENABLED 3 DISABLED ) ,

« ElbV2ldleTimeoutSeconds : REFMEMEAHEEIZANNAREFAEEESE K BREINNZER
AR A EEME

- ElbV2HttpDropinvalidHeaders : ® & B MR EIESRNNARFASIESE , BREMH
HTTP EF LM BEHMEE,

* ElbV2Http2Enabled : R EFFEMERBITERNNARF ABIGESR , BARTIH HTTP2 E4E
@ ( ENABLED & DISABLED ) ,

« EIbV2CrossZoneEnabled : ®EFIERNEZ A EEHRMNARFAEHESE K BREMNEGMEE
9 58 [X 35,51 2 19 %58 ( ENABLED = DISABLED ) »

« ElbV2ProvisionedCapacityLcuCount :  EFFETELEH LCU KT 10 WRZAEITEIRFNNA
BFASESESR K BRENSAREFESMEE LCU B 20% LA,

« EIbV2ProvisionedCapacityEnabled : ®EFREMNZNEIIHR/ NN ARFARGERNTNEES
BRES , BREETZ DISABLED = PENDING,

Amazon MSK £ &
« MskClusterClientSubnet : ®EZM MSK £# , BFRERERANINIRE=EAEFHF M,
« MskClusterinstanceType : REFE MSK £& , BREMEBHEHN Amazon EC2 SEfIZEHE,
- MskClusterSecurityGroups : EMA MSK £# , BREMNEFHENZ 24,

* MskClusterStoragelnfo : R&ETHE MSK &8 , BWRE/IWN EBS RSB X/ ERE. MREE—IH
BB X , NEAMIRIESN NOT READY,

« MskClusterACMCertificate : ®EAE MSK £ , BREAEGHBRMNEF K ZSGESR ARN
=

« MskClusterServerProperties : . &EFTHE MSK £& , BRE{IH Current Broker Software
Info {E*Hlﬁlo

« MskClusterKafkaVersion : 8 &EFTHE MSK £& |, BIRE/IM Kaftka iRZA<+8[E,

« MskClusterEncryptioninTransitinCluster : #&F7H MSK &8 , BARE1IM Encryption In
Transit In Cluster E#RE,

« MskClusterEncryptioninClientBroker : K &FfE MSK &8 , BARTMIM Encryption In
Transit Client Broker {E#ME[E.
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MskClusterEnhancedMonitoring : K &FTHE MSK £& , R E/1# Enhanced Monitoring
EHE.

MskClusterOpenMonitoringIndmx : £ ZFfHE MSK &£& , BART1# Open Monitoring IJMX
Exporter {EAE[E,

MskClusterOpenMonitoringInNode: ¥ &FfHE MSK £& , BRE/18 Open Monitoring Not
Exporter. {EHH[E,

MskClusterLoggingInS3 : REFHE MSK & , BREAIMN Is Logging in S3 {EMERE,

MskClusterLoggingInFirehose : #® & FH MSK &£& , BREMIM Is Logging In Firehose
BEHE,

MskClusterLoggingIinCloudWatch : ®&EFHE MSK &8 , BREAIN Is Logging
Available In CloudwWatch Logs {EE[E,

MskClusterNumberOfBrokerNodes : ®&EffHA MSK £& |, AR E {18 Number of Broker
Nodes B, MEF—NMHWELEK , MEAMFRIZHN NOT READY,

MskClusterState : ®&E&E MSK £& |, BREL F ACTIVE IRE.

MskClusterLimitsRule : #&FH Lambda E# , BREIRFS H Service Quotas EE Y PRER
(BRH ) o

Amazon Route 53 iz{THRRK E

R53HealthCheckType : &8 Route 53 ZITIRIARE , WRHEXERZ CALCULATED , #
BFfEREREREHEE,

R53HealthCheckDisabled : #Z & Route 53 E{TR A ZE , BEETLF DISABLED Ik
Ao

R53HealthCheckStatus : &E& Route 53 ZTIRRKE , BHRHELTF SUCCESS KA.

R53HealthCheckRequestinterval : ¥ &7 Route 53 ETIRAKRE , BREIEEGHERB
Request Interval {E.

R53HealthCheckFailureThreshold : ¥ Z & Route 53 E{TIRAKRE , WRT(IIHEEHEHN
Failure Threshold. {E.

R53HealthCheckEnableSNI : 8 Z&EfHA Route 53 TR E , BERECIIHEEEEHN
Enable SNI. {&.

R53HealthCheckSearchString : 8 Z&Ff4& Route 53 BTIRRAKE , BRENEHEEHEHN
Search String. B

R53HealthCheckRegions : ¥ &EFTH Route 53 Z{TIRRKE , BRENEEMBH AWS XiF
LIECH
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R53HealthCheckMeasureLatency : ®&FTHE Route 53 EITIRARE , BRENHBEAMHEEHN
Measure Latency {B.

R53HealthChecklInsufficientDataHealthStatus : 8 Z&FFE Route 53 ETIRRRKRE , BEREA1E
BEMEE/ Insufficient Data Health Status {E.

R53HealthCheckinverted : #ZFfH Route 53 Z1TIRARE , BREINILSHEER L KREE

R53HealthCheckResourcePath : 8 ZFfH Route 53 SITIRRKRE , BRENHEEHERN
Resource Path {&,

R53HealthCheckCloudWatchAlarm : & FiE Route 53 BITIRIAKE , BRS 2 KK
CloudWatch iR EEHREMWIREMELE,

Amazon SNS iT 5

SnsSubscriptionProtocol : #&FfA SNS iTH , BREe/IHHAER,

SnsSubscriptionSgsLambdaEndpoint : 8 EFFEEE Lambda 5 SQS i S8 SNS iTH , #{R
elE2eTENHR.

SnsSubscriptionNonAwsEndpoint : ﬁﬁﬁﬁﬁﬁﬁéFAWS RS ImRIFEE (FlanssFHp4F ) BY
SNS iTH , WARITRESHEBNLET Ro

SnsSubscriptionPendingConfirmation : 8 & FfHE SNS i1 , BREMNFEINEERE.

SnsSubscriptionDeliveryPolicy : e Z&EFFE AR SNS 1T , HTTP/S MBREMNE “BRRM
B b EHHENE,

SnsSubscriptionRawMessageDelivery : R &EFE SNS T , BR eI RIHEB14L R EHE
G

SnsSubscriptionFilter : & Ff4H SNS 1T , BR eI LRI EHEE.
SnsSubscriptionRedrivePolicy : ®&FTH SNS iT# , BERE(IN EF R BEEMEE,
SnsSubscriptionEndpointEnabled : #®&FTE SNS iTiH# , BRE/INHRERE A NEER.,

SnsSubscriptionLambdaEndpointValid : R &EFFE @& Lambda S SNS iTH , BREMS
EBMM Lambda Iw R,

SnsSubscriptionSgsEndpointValidRule : ®EFIEEA SQS i<k SNS iTH , BRENBEE
AT SQS mRo

SnsSubscriptionQuotas : 8 &EFTA SNS iJ @ , BRENIAFEH Service Quotas BEIEHIREN ( R
#) .

Amazon SNS £

SnsTopicDisplayName : K &FHE SNS £/ , B{RE{ 1 Display Name {EM[E.

AN, FREEM ARNS 202



Amazon Ri T2 FFREI2HIE ( ARC ) A& AR

- SnsTopicDeliveryPolicy : ®EFTEHE HTTPS iTEAFH SNS =& , BRE/IN

EffectiveDeliveryPolicy #[E.

- SnsTopicSubscription : ¥ &FTA SNS £& , BERESMNMMUWITFE AP BHMERE.

- SnsTopicAwsKmsKey : ®EFIHE SNS £&8 , BRAE TBEEHEZE AWS KMS Z4A,

« SnsTopicQuotas : ®&EFAE SNS £ , BRTAIRFSH Service Quotas EIEMIPREN ( BRHI ) -
Amazon SQS BA %

« SgsQueueType : ®EFTHE SQS A%l , BREMEEEMHEH Type B,

- SqgsQueueDelaySeconds : #&EFIH SQS A% , BREMFHEEMHEEM Delay Seconds fE.

+ SgsQueueMaximumMessageSize : ®EFTHE SQS A% , BERTIIFHEEMEH Maximum
Message Size fE.

- SgsQueueMessageRetentionPeriod : K &FTH SQS A% , BREIIHMEEHEREH Message
Retention Period {&.

- SgsQueueReceiveMessageWaitTimeSeconds : . &EFTE SQS A% , BREMNHEEHEHN
Receive Message Wait Time Seconds {E.

- SqgsQueueRedrivePolicyMaxReceiveCount : £ &FfA SQS BA%l , BREMNEEEHEHN
Redrive Policy Max Receive Count fE.

« SgsQueueVisibilityTimeout : £ &FTH SQS BA%I , BREAEEEHEBEMN Visibility
Timeout {Eo

» SqgsQueueContentBasedDeduplication : ¥ &FTE SQS A% , BRTIHBEEHERHN
Content-Based Deduplication {E,

- SgsQueueQuotas : WEFTHE SQS BAFI , BRENIRFSH Service Quotas EXERIPRE ( R
#) o

Amazon VPC
« VpcCidrBlock : ®&PTE VPC , BREMHMEEHER CIDR BRI K/ME,

« VpcCidrBlocksSameProtocolVersion : R &EFE EEHME CIDR RE VPC , BRENIH Internet
TR R A S EMEE,

« VpcCidrBlocksStatelnAssociationSets : 8 &FTHE VPC BIFTE CIDR #xE&E , BERTEIIN
CIDR 3R#B4bF ASSOCIATED R7S.

« Vpclpv6CidrBlocksStatelnAssociationSets : 8 &FTH VPC BFTE CIDR X E , BHRTIIN
CIDR 3R G EHI th 1t 24,

« VpcCidrBlocksInAssociationSets : £ &FiH VPC fFfH CIDR 3RXEE , BRENHEHEBHN
Ko
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VpclpveCidrBlocksInAssociationSets : ®&EPTHE VPC BIFTHE IPv6 CIDR RXEREE , R T
BB KN,

VpcState : ®EFAN VPC , B{RHEL T AVAILABLE RZ,

VpclnstanceTenancy : ®EFE VPC , BREMNFEBEMEREHN Instance Tenancy E.
VpclsDefault : R&EPTE VPC , BREMNEBMHEEHN Is Default. &,

VpcSubnetState : KESA VPC FH , #{RHEL T AVAILABLE IR7.
VpcSubnetAvailablelpAddressCount : &84 VPC ¥ , WREATAMN IP #utH X TFE,
VpcSubnetCount : ®&EFTE VPC ¥M , BARTAIN FREEHERE,

VpcQuotas : EMA VPC ¥ , BEREMIAFSH Service Quotas EEHRE ( BRH ) o

Site-to-Site VPN &%

VpnConnectionsRouteCount : #ZFTH VPN £ , BREMNELE—ZKEH A MEKBKEM
E8

VpnConnectionsEnableAcceleration : #&FFH VPN iE# , B&RE(IR Enable
Accelerations {EHE[E,

VpnConnectionsStaticRoutesOnly : # & & VPN E#Z , R E{1# Static Routes Only.
EHEES

VpnConnectionsCategory : ®&FTH VPN £ , BRTAIHEEIN VPN,

VpnConnectionsCustomerConfiguration : £ &FH VPN iE# , BARTE1IH Customer
Gateway Configuration {E#H[E.

VpnConnectionsCustomerGatewayld : ®E& VPN & , BREEETEFRNX,
VpnConnectionsRoutesState : 8 &EFTAE VPN i£#E , BREI4TF AVAILABLE R7ZS.
VpnConnectionsVgwTelemetryStatus : 2 && VPN iE# , BERE VGW IRAR UP,

VpnConnectionsVgwTelemetrylpAddress : &S/ VPN £ , BEAEEN VGW ENEET
BRI HAER IP #biit,

VpnConnectionsTunnelOptions : ®&EFTA VPN E# , BREIHNRREETMERE,
VpnConnectionsRoutesCidr : # & A VPN E#Z , BRE/1H B 5 CIDR MR,
VpnConnectionsinstanceType : 8 &FffH VPN i&E# , BAREAIN Instance Type #HE,

Site-to-Site VPN M3

VpnGatewayState : R&EFFH VPN Mx , B&RE114 T AVAILABLE R3S
VpnGatewayAsn : £ &FTH VPN W% , BRE/118 ASN MR,
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 VpnGatewayType : R&EFTE VPN R , BEREMINEEMERE,
- VpnGatewayAttachment : ®&EFTE VPN Mk , BRE(INEZEEMEE.

EEFE EEEREAN
BUE L EERSNRFRREIHAMRENAN, AWS EEREFE
HiEHE LEERENNB SR

1. 171 https://console.aws.amazon.com/route53recovery/home#/dashboard , 3TFF ARC #£#l&,
2. EBEBERE,
3. ERFREET , aBFENRFRRBEUEFHENN,

ARC Ay RIRFET A ARN =

(® Note
Amazon NAEFIIREZRHES (ARC) FHERBRARENETBRHES TR WEEFS AL
RETFTEFERAZRS. BXEZFR , S0 Amazon NAEBEFIREEHEE (ARC) £&FEIR
BRETHMEEE,

#£ Amazon BIARRFIREEFIZR (ARC ) FEIEFREN , BUUEEESSERFETHNRIFRE
URETSHENRIRE Amazon BIRE# (ARN). ARC ERSHRFRREXAREN ARN 18K,
ATHHT ARC XEFNRRREURSMERREIRE ARN X,

SAEXBRTRAR. SERHE ARN B, ERAENRFRISEEEERItalicized XA,

(® Note
FER , ARC ZRMAEIR ARN X T ETE TIRSAHFAERNE IR ARN 18X, Fla,
(RSERSE) PETURS R RRIIR S F iR ARN X AT T = ARC x#F ARC
RS Y HAEFT G AWS TKF® ID SEAME LS.,

AWS::ApiGateway::Stage

Amazon API Gateway iR 1 B EZ.
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https://console.aws.amazon.com/route53recovery/home#/dashboard
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com/service-authorization/latest/reference/reference.html
https://docs.aws.amazon.com/service-authorization/latest/reference/reference.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

« ARN #3 : arn:partition:apigateway:region:account:/restapis/api-id/
stages/stage-name

Al : arn:aws:apigateway:us-east-1:111122223333: /restapis/123456789/
stages/ExampleStage

BXEZEER , B5SH APl Gateway Amazon FIRE# (ARN) &,
AWS::ApiGatewayV2::Stage

Amazon API Gateway ixZ< 2 B ER.
« ARN #&3 : arn:partition:apigateway:region:account:/apis/api-id/

stages/stage-name

Al : arn:aws:apigateway:us-east-1:111122223333:/apis/123456789/stages/
ExampleStage
EXEZEER , BS APl Gateway Amazon BEZ# (ARN) 5%,

AWS::CloudWatch::Alarm

I 5% CloudWatch 1R,

« ARN ¥ : arn:partition:cloudwatch:region:account:alarm:alarm-name
Al arn:aws:cloudwatch:us-west-2:111122223333:alarm:test-alarm-1

BXEZEER , H55H Amazon EXHEFRFER CloudWatche
AWS::DynamoDB::Table

Amazon DynamoDB %

 ARN #&3% : arn:partition:dynamodb:region:account:table/table-name
Bl : arn:aws:dynamodb:us-west-2:111122223333:table/BigTable

BXEZEER , 555 DynamoDB &IREMIEE,
AWS::EC2::CustomerGateway

EPRRIREZ,

« ARN #&3= : arn:partition:ec2:region:account:customer-
gateway/CustomerGatewayId

- arn:aws:ec2:us-west-2:111122223333: customer-gateway/vcg-123456789
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https://docs.aws.amazon.com/apigateway/latest/developerguide/arn-format-reference.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/arn-format-reference.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoncloudwatch.html#amazoncloudwatch-resources-for-iam-policies
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/access-control-overview.html#access-control-resources

Amazon RIFARRFIREZEHIZE (ARC ) FERARER
EXEZER |, {52 H Amazon EC2 EX W RIRER,
AWS::EC2::Volume

Amazon EBS %,

« ARN #3 : arn:partition:ec2:region:account:volume/VolumeId

Bl arn:aws:ec2:us-west-2:111122223333:volume/volume-of-cylinder-is-
pi

BXEZEER , B55H APl Gateway Amazon FRE# (ARN) &,
AWS::ElasticLoadBalancing::LoadBalancer

gAY ER.
« ARN #&
RN : arn:partition:elasticloadbalancing:region:account:loadbalancer/LoadBalanc

Al : arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/123456789abcbdeCLB

BREZER , 2 M Elastic Load Balancing %R
AWS::ElasticLoadBalancingV2::LoadBalancer

WA ER N AREF AEYES,
. MERFIIEZH ARN 1%

I : arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName

P& B E S~ - arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdeNLB

- NRAREFAFIGEIRA ARN
RN : arn:partition:elasticloadbalancing:region:account:loadbalancer/
app/LoadBalancerName

B ARFREYEEE R : arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/app/sandbox-alb/123456789acbdeALB

BXEZER , S M Elastic Load Balancing &R
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

AWS::Lambda::Function
—/N AWS Lambda B,
« ARN #3 : arn:partition:lambda:region:account:function:FunctionName
- arn:aws:lambda:us-west-2:111122223333:function:my-function

EXEZEELR |, 558 Lambda BENERME4,
AWS::MSK::Cluster

Amazon MSK &£ &,

« ARN = : arn:partition:kafka:region:account:cluster/ClusterName/UUID

R~ arn:aws:kafka:us-east-1:111122223333:cluster/demo-
cluster-1/123456-1111-2222-3333

BXEZEER , 55 Amazon Managed Streaming for Apache Kafka & X HY & RFEH,
AWS::RDS::DBCluster

Aurora BUIEFE £,
+ ARN #

N :arn:partition:rds:region:account:cluster:DbClusterInstanceName
A arn:aws:rds:us-west-2:111122223333:cluster:database-1

BEXREZER , 52 HE Amazon RDS F £ Amazon BRAF (ARN).
AWS::Route53::HealthCheck

Amazon Route 53 E TR E,
« ARN#&3 : arn:partition:route53:::healthcheck/Id

Rl arn:aws:route53:::healthcheck/123456-1111-2222-3333
AWS::SQS::Queue

Amazon SQS BA%I,

« ARN &3 : arn:partition:sqs:region:account:QueueName
A~ arn:aws:sqs:us-west-2:111122223333:StandardQueue

BXEZEER , 555 Amazon Simple Queue Service & RMEE,
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonmanagedstreamingforapachekafka.html#amazonmanagedstreamingforapachekafka-resources-for-iam-policies
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Tagging.ARN.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-overview-of-managing-access.html#sqs-resource-and-operations

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

AWS::SNS::Topic

Amazon SNS £,

« ARN &3 : arn:partition:sns:region:account:TopicName
Al - arn:aws:sns:us-west-2:111122223333:TopicName

BEXEZEE , 50 Amazon SNS &R ARN #3,
AWS::SNS::Subscription

Amazon SNS 1T 7,

« ARN = : arn:partition:sns:region:account:TopicName:SubscriptionId

Al arn:aws:sns:us-
west-2:111122223333: TopicName:123456789012345567890

AWS::EC2::VPC

EHAE S (VPC).
« ARN 183 : arn:partition:ec2:region:account:vpc/VpcId

- arn:aws:ec2:us-west-2:111122223333:vpc/vpc-123456789

BXEZEER | B5H VPC &R,
AWS::EC2::VPNConnection

LT ARG (VPN) EE,

« ARN ¥ : arn:partition:ec2:region:account:vpn-
connection/VpnConnectionId

T~ arn:aws:ec2:us-west-2:111122223333:vpn-connection/vpn-123456789

BXEZEER , 55 Amazon EC2 EX W HEIREE,
AWS:EC2::VPNGateway

REEVEAML (VPN) MK,
« ARN #&3 : arn:partition:ec2:region:account:vpn-gateway/VpnGatewayId

Al : arn:aws:ec2:us-west-2:111122223333:vpn-gateway/
vgw-123456789acbdefgh
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https://docs.aws.amazon.com/sns/latest/dg/sns-using-identity-based-policies.html#sns-arn-format
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies

Amazon RIFARRFIREZEHIZE (ARC ) FERARER
BXEZER , HS Amazon EC2 E XK EIRKE,

AWS::Route53RecoveryReadiness::DNSTargetResource

ATHRERER DNS B RREEHE DNS idFEHE, 15K, Route 53 F£EX ARN UK M &Y
#7288 ARN = Route 53 i2 &£ ID.

- EEXH ARN #&3% : arn:partition:route53: :account:hostedzone/Id
FEEXRH : arn:aws:route53::111122223333:hostedzone/abcHostedZone

EE  BXERBELEENSRERLERX ARN FIIAKS ID, HFURMEKF ID , X# ARC
FTHRWER, ZEXNHETFETF Amazon Route 53 ERH ARN £ ( £ (REFTWNSE) 1
Route 53 RE R FREXEPEHR ) .

- MZAESE RN ARN 1%
RN : arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName

P& B E 2SR~ - arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdefgh

BREZEER , 52 M Elastic Load Balancing #iF.

Amazon NAEFIREZRHIE (ARC ) FHHREREN AKRIERE R

(® Note
Amazon NMAEFMERFIEE (ARC) FHEZBERRENEETBERHES T K. EEFF AL
HETFEFRAZRS. BXESELR , 38 Amazon NARFREEHIZS (ARC) £&ER
KEMHAMEE,

& LAE A Amazon CloudWatch l Amazon EventBridge £ Amazon R AR F IR E #2485 (ARC) #
BEREZRERARE , Ao MEXABBERFZ, AWS CloudTrail

AEiSF Mk 210


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53.html#amazonroute53-resources-for-iam-policies
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

® Note

TR ERFHATREFEAN | SHBMSNERFEPEEFXZERI (HEHX ) XiFH ARC
CloudWatch ¥E¥r#1 H& AWS CLI, AR AWS CLI , T @R E8EUTSHANENGSIEEE
EFEZ ( HEN ) X1 : --region us-west-2,

£

« 1 ARC A CloudWatch AT S##TEZIFTRARE

- FREZAZRERLE API A AWS CloudTrail

« 1£ Amazon LA ARC R EZE R E EventBridge

£ ARC H CloudWatch A 5@ # T ERBRRE

® Note
Amazon N ATEFIREZHIER (ARC) PR ARRARENETBOMES T M. AEEF T
BEERERZBES. BXEZES  H5H Amazon NAEFIREEFER (ARC) H&ER
REATRAEEE,

IS N AREFIREZEBIER (ARC) SHERR ML SE , CloudWatch ftI&EARZEIR.
CloudWatch R EU—AR/FREEFIIHBIE (HAER ) WEARREXAXERBEINZITER.
ARHEFANBEREZNETE  MERERANZEERNRZRCNE, Fln , SRR EEREERA
BEEN AWS XEHNRE, 0% HELERE M RBRAY a2 TN B 24,

EAMERERRRIERERBERIEZT. S, &I LLE1E CloudWatch BIRRIEIRIEERVIESR , &
ZIEPRE RN WERZ KU R B ERE (Hlam R FEb it R EBA ) o

EXEZEELR , {52 Amazon CloudWatch ¥/,

£

+ ARC #E#5

« ARC EfrrI S it iR

« £ ARC A &%E CloudWatch 1§#r
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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon NAEFREEFIZE ( ARC) FERARER

ARC #E#%

AWS/Route53RecoveryReadiness % 2 HZFE L T 645,

FEHR EA
ReadinessChecks KRR ARC A ENHRERENHE, ZENILUIRRSHBELE , NIT
i Ro

B4y : Count,

REIRE | BFREE,

SitEdE  E—BRNSITHRER Sum.
Dimensions

* READY

* NOT_READY

* NOT_AUTHORIZED
* UNKNOWN

Resources =R ARC LB RBFEHE |, W LURTEE API E X B IRIRR AR E 4
=

¥4y : Count,

MRk . BFEE,

SR E—EANEITBIER Sum.
Dimensions

« ResourceSetType : XERHRRRE | & ARC MW EBREE
RN TRBEHITIFIE

540 - AWS: :CloudWatch: :Alarm
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ARC 1EFRIVS T 8ER

CloudWatch ###E ARC X ERHEEAERHEAITERE., RITHEEERENN A ERNCENIEFR
B, HBERFITHER |, RENBBRIZERBHMEER TR, 4£EEH —FRIEFRMN name/
value BEXJ,

LT REBA eS8 H AM metric/dimension A& Rl :

« EF ARC AERERBRMATHRERERE.
« BF ARC THMEMNAERREXREN TR EL

£ ARC & F CloudWatch f§#r

A LA{E A CloudWatch 124l & & & ARC B CloudWatch ¥§#s AWS CLI, fEiE& AT | XIS
SERANBEZERR,

BAREREHATREANEEXZEED (H#HX ) X8 ARC CloudWatch 548 AWS CLI, AT
AWS CLI , FEXBREUATSBNENmSEEXZERS (BBN ) X4F : --region us-west-2,
f#£F CloudWatch 1%l & &EE IR

1. 3TFF CloudWatch #&l& , Bt Hhttps://console.aws.amazon.com/cloudwatch/o

2. ESMERT , EFER.

3. 1%# Route53 fRecoveryReadiness & ZE[H],

4. (k) EEMBLEEERE NS , BERRFRPEAEEN,

EEFIEN , BFER AWS CLI

FERABLLT list-metrics ar % H 7T SR :
aws cloudwatch list-metrics --namespace AWS/Route53RecoveryReadiness --region us-west-2

BRSNS TR |, FER AWS CLI

£ A LA T get-metric-statisticsin S IREBUE EEMRME BN S ITER. BEE , CloudWatch G/ E—
WEEHEUN —NEIMNIER, BLECERARTINAANEEHSRRSITHIE. EXTUEERRIE
*/-.T‘H{I-EFH Elg |E.I _gﬁgo
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html

Amazon R ARS8 (ARC) FRARIER
UTREIFIHT ARC FEKFE5 T ENRERE ST,
aws cloudwatch get-metric-statistics --namespace AWS/Route53RecoveryReadiness \
--metric-name ReadinessChecks \
--region us-west-2 \
--statistics Sum --period 60 \
--dimensions Name=State,Value=READY \
--start-time 2021-07-03T01:00:00Z --end-time 2021-07-03T01:20:00Z
THRZETHRAHEE
{
"Label": "ReadinessChecks",
"Datapoints": [
{
"Timestamp": "2021-07-08T18:00:00Z",
"Sum": 1.0,
"Unit": "Count"
b
{
"Timestamp": "2021-07-08T18:04:00Z",
"Sum": 1.0,
"Unit": "Count"
3,
{
"Timestamp": "2021-07-08T18:01:00Z",
"Sum": 1.0,
"Unit": "Count"
b
{
"Timestamp": "2021-07-08T18:02:00Z",
"Sum": 1.0,
"Unit": "Count"
3,
{
"Timestamp": "2021-07-08T18:03:00Z",
"Sum": 1.0,
"Unit": "Count"
}
]
}
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

FERIEFERZRERKRZE APl A AWS CloudTrail

(® Note
Amazon MAREFIMEZRFIEE (ARC) FHERBRAREINRFABRHFEFFL TR, EEFF, AL
HETFEFRAZRS. BXESELR , 3 W Amazon NARFIRE#EEIZE (ARC) £&ER
KERAMEE,

5 AWS CloudTrail— Bl RS EK , ZRFSEEAF. A% AWS RS E ARC FHITHEREN IR,
CloudTrail £ ARC HYFFE API ARBERAENH. HIRNAAEEXE ARC #5581 AAMT ARC
AP 2ERREBR A,

WMREQZERRE , MWL CloudTrail B4 EFE&£E M) Amazon S3 FiEME , @8 ARC NEH4,
MBERKABEBRE , BMARTLUE CloudTrail B4IAHW “BS4FFLIER DEEETNEML,

fEFHUNERE B CloudTrail , A LAER ARC XK HIVIER, KHIERM IP bk, #AEH TEXR, A
A HERUAREMIFMAER,

ETHEZ{EE CloudTrail , i5ZRAWS CloudTrail A8/,

ARC £ Ef£ CloudTralil

CloudTrail FE&BIEIKS AWS IKF NEELNIKF EER. ZHESE ARC HRER |, ZEHSEHR
ftt AWS BES5 CloudTrail B4 —RBIZRESHALIEFEHP, BUUAEHER. ERNTHRERENS
 AWS Ik, BXEZER , FSFEM CloudTrail E4H7 £12%.

ERFSZIDFEMN AWS IKFEH (21F ARC EH ) |, BEIZERER, BEEAWT CloudTrail F B EX 4
f£5 %) Amazon S3 F# @, RIANBERT , EEFHAPEIEZRERICHKE |, LRERICFKNATE AWS
Xig, RERICEK AWS 2 XAFEXENES | B EXHEZETEBIEEN Amazon S3 F#EH. It
S, B LIB EE h AWS BRSS |, LU —F 9T AL E CloudTrail BEFINENEHEE. BXESE
B, BZRTINA :

o B3R ERidF LR

 CloudTrail X #H RS FE K

« BEii& Amazon SNS EHI CloudTrail

- BWRBEZMXE CloudTrail BEXHMZWRE ZNKFH CloudTrail BEH
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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

FrB ARC #4F19H CloudTrail AL #MARFMRERGRFNELERZ APIZEEE) . (L5
NARFRERFSRMELFRZMERHEE AP SE15m) M (I i N AREFKE 26255
HiEH API 2Ei5m) ERHIERE (IR NARFIRERSEE API SE1E/) . Hiw, B
FUpdateRoutingControlStatefCreateRecoveryGroupiR{ESTE CloudTrail HEXHHERK
% B, CreateCluster

BIMNEHHATREBESEXRERBFRNAREGR. BOEEABTEHEUTRE !

« BEREFEHRIEBIER AWS Identity and Access Management (IAM) B FEIE % Ho
- BREREAACKRKASAFPNIENZEEIELXEHN,
- BREEHEM AWS RS X H.

BXEZER |, iS5 CloudTrail userldentity T3,

HEEHAEIERFTER ARC EH

CloudTrail AFEESHAFICERHIEERENEH, EEF ARC APl BEREH |, BXAERFA
TREPRY Xk R ey P IE R XEEE (BEBXMN ) . BXESZEE , H5H (AWS CloudTrail A F#5
B B8 “EH CloudTrail E4HAFiEF",

T# ARC BEXH%E

BERERER—MEE  AFSSH4ERNBEXHEHmEEEERN Amazon S3 7%, CloudTrail B &34
BE—NEENMNEEEZE. BHRAKRKREBEMRENEMER , BEEXFRWRE. BEN BB
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHRRE , HIELET2RE
A4 EIRF EHI,

LTRRBIERT — CloudTraill BERE , Z&BERTHAZERKREMNCreateRecoveryGroupi®
{(=H

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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https://docs.aws.amazon.com/recovery-readiness/latest/api/
https://docs.aws.amazon.com/recovery-readiness/latest/api/
https://docs.aws.amazon.com/recovery-cluster/latest/api/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-07-06T17:38:05Z"

}
}
I
"eventTime": "2021-07-06T18:08:03Z7",
"eventSource": "route53-recovery-readiness.amazonaws.com",
"eventName": "CreateRecoveryGroup",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": {

"recoveryGroupName": "MyRecoveryGroup"
1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amzn-requestid, x-amz-apigw-id, date",
"cells": [1,
"recoveryGroupName": "MyRecoveryGroup",
"recoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/MyRecoveryGroup",
"tags'": "xE*M

1,

"requestID": "fd42dcf7-6446-41e9-b408-d096example”,
"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

£ Amazon EfEA ARC R AR BRI E EventBridge

(@ Note
Amazon M RAEFIIREEHI2E (ARC) FRERZFERARENETBANFESTH. AEEF AL
BEFEEAZERS. BXESELR , 5 H Amazon NABFRERHIER (ARC) HEZER
BETHMEEE,

£/ Amazon EventBridge , A SARBESE 4R AN | KRS ET SN AR IREEFIEE (ARC)
FREZBRARERR , RAEBIEAEM AWS [RESH BFrigE, Flm |, BRILUEE—MRN |, HH
HRERSMNRET R AR , BiI @ Amazon SNS =B K E5 K K% B FEp4E A,

(® Note

ARC RIEEEFIP ( HEX ) (us-west- AWS 2) X & HRIERKLE EventBridge &3, B
#ZU EventBridge SHUHTERIERARE , BEZEAED (B3N ) XiZ 4|2 EventBridge
AN,

I&ALATE Amazon HF8IZ2MN EventBridge , AMEXLLT ARC HERERRESHRETE :

- RERERE, ZEHEERERERSETREZNY , fl0 , M\ READY ZJ NOT READY.,

ERHRERBNBIE ARC BH |, HENX EventBridge TR TRMUEBHNR/EEHER. BHNES
EMNEENSEHESEENS . BEX5IATHRELENTFTER , AR{EMEKRNE.

RERBHREEH, EEESTERT , ENJLFRA EventBridge 3 BMARCR Y, B2 , AJRER
HELAER 5P LE S XA IR o

B >x EventBridge I AL BEHEXNER , ESEPHWEHMEHES EventBridges

FARRERBERKRERIR EventBridge
& EventBridgeB , SBELABIBMN |, LUE X ARC HHEZERRER R R HEHREXIANIRE,

E7£ EventBridge ZH &P EAREFIHEMSHER |, BEESERIEF “Enter my ow n” &I, 7
HBYHEENECERANSEHARE  AETBRBHRESHEAETH,
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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com//eventbridge/latest/userguide/eventbridge-and-event-patterns.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

BENRBREHIZAN

1. $TFF Amazon EventBridge ##|& , Mtk https://console.aws.amazon.com/events/o
2. AWS X BEEHRGIBAN , BEFEZEAD (BPIN ) . XRBRESHERNXE,
3. i&#% Create rule (BIZMN),

4. HWAHNE Name (B FR) M“Description (#iR)” ( AL ) o

5. NTFEHEL , REBRAE , BIBIA

6. EET—%,

7. WNTHERSHAESR , X TEHR , REFINE , B AWS B4,

8. ERFIEHT , ERRMARESH,

9. NWTFRHIBH  BARSHAKRESHNE. BXRA, BSZEAT 1,
REBHRERG

EHAEESEEENEHERHRNEGN, EX5|IATEETLENFR , AREEHERNE,

A LU AT R S E S I RS EventBridge Bl , MBI ATA T &1 ARC BIEFMBIRHM
e

UTEHERRMT —LRH , B LE ARC EventBridge /R ER R E IR R IX L RHI,
- EEXRE ARC MERENFIAESEH.

"source": [
"aws.route53-recovery-readiness"”
]
}

« PUARE R THEXRNEHF,

"source": [
"aws.route53-recovery-readiness"”
1,
"detail-type": [
"Route 53 Application Recovery Controller cell readiness status change"

]
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https://console.aws.amazon.com/events/

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

}

« REREE RN MyExampleCell KVSE R THXNEH

"source": [
"aws.route53-recovery-readiness"”
1,
"detail-type": [
"Route 53 Application Recovery Controller cell readiness status change"
1,
"resources": [
"arn:aws:route53-recovery-readiness::111122223333:cell/MyExampleCell"

o UEREMIMREA, ExHMERERSDZEN NOT READY NEVEH,

{
"source": [
"aws.route53-recovery-readiness"”
1)
"detail-type":{
"new-state": {
"readiness-status":[
"NOT_READY"
]
}
}
}

« PUAREMRESL, BAHMERERLN READY BIVRS TN EH,

"source":[
"aws.route53-recovery-readiness"”
1,
"detail":{
"new-state": {
"readiness-status":[

{
"anything-but":"READY"
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

]

TR ARC IRE B RE RS EREHHIRE

"version": "Q",

"account":"111122223333",

"detail-type":"Route 53 Application Recovery Controller recovery group readiness

status change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00:31:54Z2",

"id": "1234a678-1b23-c123-12fd3f456e78",

"region": "us-west-2",

"resources": [
"arn:aws:route53-recovery-readiness::111122223333:recovery-group/BillingApp"

1,
"detail": {
"recovery-group-name": "BillingApp",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
},
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}

TR ARC B TR E RS EREH R

"version": "Q",

"account'":"111122223333",

"detail-type":"Route 53 Application Recovery Controller cell readiness status
change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00:31:54Z",

"id": "1234a678-1b23-c123-12fd3f456e78",

"region": "us-west-2",

"resources":[
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

"arn:aws:route53-recovery-readiness::111122223333:cell/PDXCell"
1,
"detail": {
"cell-name": "PDXCell",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
},
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"

TR ARC AR EBRSERSEHH R

"version": "Q",
"account":"111122223333",
"detail-type":"Route 53 Application Recovery Controller readiness check status
change",
"source":"route53-recovery-readiness.amazonaws.com",
"time":"2020-11-03T00:31:54Z",
"id": "1234a678-1b23-c123-12fd3f456e78",
"region": "us-west-2",
"resources":[
"arn:aws:route53-recovery-readiness::111122223333:readiness-check/
UserTableReadinessCheck"

1,
"detail": {
"readiness-check-name": "UserTableReadinessCheck",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
1,
"new-state": {
"readiness-status'": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}

e EERH/EEFRMY CloudWatch B &4

B2 EventBridge MMEY , HIEERF S ZAN CE N EHKIEE BB AR, BXAHABRNIIEK
EventBridge , 2 EventBridge 2 #|& FH A A B 5. ERILURINE] EventBridge MK B ¥Rz —
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html#eb-console-targets

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

&£ Amazon CloudWatch B&EH, AT N B/ CloudWatch BEARMA BFRMESR | HIEHR T ERIE
ﬂ)ﬂu HTJL)?WJH H II_;\QE.EIJ 1*50

EfF CloudWatch BEARMA BFR , AJBRITUATEREZ — -

° ﬁ'ﬁi%ﬁ' H /I_:\gﬂ
- ERIBEEEA

MBEEECNEAN R ERREAEETHHBEERA , N EventBridge 2B A ESIEZBETH, BR
FAE EventBridge # 0 B #R89 B RH BAFF Sk /aws/events, MRERBRNENHEEALA , HFE , R
BLE /aws/events AW AFRAT 2ERNEDEHIAETHEEFR, BEXELZEE , FZH Amazon
CloudWatch AP 5B I E#T BHE4H,

MR EERAEHE 2 CloudWatch BRAERIE A CloudWatch BEAEN BIR , ERKRERIRE
R, MREAEFEZES A @ EventBridge MINARIMAELE , MiZAXEANET ARV RSB EH,
B2 , REHFEH AWS Command Line Interface = SAWS DK RIEEEBFL , MIAMEFHZAEA
E’JE?J&EE’J%H%O AR RAIRIERE T B4 MIE B SANETRRNRIE D E LR :

JSON

"Version":"2012-10-17",

"Statement": [
{

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

]I

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

},

"Resource": "arn:aws:logs:us-east-1:222222222222:1o0g-group:/aws/

events/*:*",

"Sid": "TrustEventsToStoreLogEvent"

}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group

Amazon RIFARRFIREZEHIZE (ARC ) FERARER
]

BEECERARFHANBEEAREETRENRE, EnETRENEBRNINAMENNR , EFEH
CloudWatch PutResourcePolicyAPI ##4E, AR5 , BAILEA describe-resource-policiesCLI 553k
EENERESEEWNA,

RNRBEHLEMAN HIEE CloudWatch BHEAH B #r

1. #TFF Amazon EventBridge ###l& , Bk 7 https://console.aws.amazon.com/events/o
2. &EFEAWS X ERHEPLIEMANE,
3. ERGEAN K RERABXRZAMNNMEEE , SINBHAERIITIFAGS.

BHXBIERZE M EventBridge MUKW EZEL , B REA LR EZBERRLERR EventBridge,
4. £ “EBBW WHEL , EFCloudWatchfE R &/ B ¥R,
5. MTHXEAHEEFE— CloudWatch BELH,

BT ARC &R EM Identity and Access Management

@ Note
Amazon SIFAREFIRE #2428 (ARC) R ERREY T BEARESF K. REEF T

BEFREER LRSS BREZER , HZ W Amazon NAREFIREZHZE (ARC) ERER
KRETHEEE,

AWS Identity and Access Management (IAM) AWS R3S AIEEBHEIE R 22 iR HIX AWS BIRAV 7R
RPR. IAM EE RZE TR FHRIE" ( BF ) BN ( EENR ) /A ARC BRIRHAR, &
ALERA IAMAWS RS |, TEXNEATA.

AES

« Amazon R FAREFIREZFIE: ( ARC ) A FER EIMM S IAM thE T4

- T ARC HRERENE T SHN KM THI

- EARC HEARSXEKACHITHEZBARE

« AWS ARC I X HEZIBERKRENFEE R
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutResourcePolicy.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/describe-resource-policies.html
https://console.aws.amazon.com/events/
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html

Amazon RIFARRFIREZEHIZE (ARC )

FRARER

Amazon MARFIREZEFIEE (ARC ) FHRERENME IAM tHE T4

EEH IAM BIEXT ARC BYiFRIZ 8] , BR11% T FEHFLE IAM ThEERT A F ARC,

A IAM EEEX Amazon RARFIRERFIZR (ARC ) FHMEAR BN HRINREZ 8 ,

FRTRLE IAM ThEERT A TRER &,
ATATF Amazon NARFIREEHES (ARC ) FHRMEKER IAM IhEE

|IAM Zh&E REREXR
ET S ORER =3
ET RRAY K -
REHRIE =
REERAE =
ACLs a
ABAC ( R RIFRE ) =
EABRR =
BEAE &
BREREAE =

VAL

ELHETHE AWS RS UNMEXRZE IAM ThEEE S ER | H5H IAM AFEREHNE IAM BL& A

AWS AR5
ERTHRERENE T B DKM

XBETHEMHRE : 2

SHMAREE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ETHONRBETMMNESM (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRK
ZHAFANASAEMAMES T BLERFNITHLERE, BETHRNTUERETSHNRE , F5H
(AM BFiEE) FEATT EEARRE L BE X IAM &R,

BEMER IAM ET S HKRE , BUNEE R TRIELNRENTRUR A TRIELBRENRSE. B
THRRI7E JSON KRR EAMAAETE , H2H (IAM B #EE) FH IAM JSON KEET&E5I Ao

EEE ARC ETEMHERERA , 3 5Identity-based Amazon R T2 F R E 24188 (ARC) FHIE
B& =Bl

RAEREHNET R KB

XFETRHRRRE : &

ETRIFHREE M N BRAY JSON KM, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FEMERE, EXHFETRARNKBHERES T , BRSEERA AUEACIREFHNBFER
RAYTIA] o

RER BRI RIIRE
XIFRBEIRIE . =R

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BREHR , BN EETUANT AR FRITER
B, UREF ARG THIT,

JSON HEEH Action TEMA A THEREF AFIIELILFRE, EREPISEREAR TR
ITRERIRERI R,

ELEEMEREN ARC BENIIR , FSH (RSFENSE) M Amazon Route 53 IRERLEE X
RV R,

ARC FATRARERNRKBRFERFENEAUTER :

route53-recovery-readiness

EERMEUREESTURE  BEMAESHENRT. TR :

"Action": [
"route53-recovery-readiness:actionl",
"route53-recovery-readiness:action2"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoveryreadiness-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoveryreadiness-actions-as-permissions

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

]

B LAERBESR (*) BESMRME, Hln , BEIEELLEE Describe FFLMFIERE , @BUT
BRIE -

"Action": "route53-recovery-readiness:Describe*"

EEE ARC ATRERENET S HNRBN RS , FSHAT ARC TRERENE T SR KK
=l

AR BRI KR IR

XBEFREAR : B

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRY , BNEAATLNF AR RRITER
&, BAREA ARG TIIT,

Resource JSON KB TEIEEZRENAREN —IHZ IR, FAZEREK , BEMAE Amazon
RFEEW (ARN ) BERR, NTAGRRENRONEE  BEABERN () EREINATHER
o

"Resource": "*"

EEFATIRAXEBN ARC BE5IXK , i§5H Amazon Route 53 1R E 74 E LEV R E.

EEER ARC ATRERENETEHNRBHNRA , FSHRAAT ARC PRERENE T 5 {747 K
Rl

RAERERNRIERMER

XEFRETRSHRERGR : B

EE R WLER AWS JSON REERIEEEERRIBEMF L, BRER , BN EETUANT AR FERITER
1, AREMAAZKHETHIT,

Condition TERBENNRMEEFVMENIT. BALGIRBERZGEZEN (FlW, FFTHN
T ) WEHRER , MERBPNFHEEERPVERTE, EEEME AWS 2R&ZHE , F5H
IAM AFEREPHAWS £ 354 £ T XHEHA.

EEEMAERER ARC B1E5IR , 5 Amazon Route 53 RE R R SR E
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53recoveryreadiness.html#amazonroute53recoveryreadiness-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53recoveryreadiness.html#amazonroute53recoveryreadiness-policy-keys

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

EEFLTUESRERENRAR - BERANBRENRIR , $2 8 Amazon Route 53 1RE B E LY
BRE

EEE ARC ATRERENET SHNRBN RS , FSRAT ARC PRERENE T 5 DRI KK
=l

EZRERREFAYREFIFI & (ACLs)

¥ ACLs : &

REFIFIR (ACLs) 2HMLERFTEA (K/FKA., AFRAR ) BNBRER, ACLs SETHIRN
REERL , RECAEEA JSON IR,

ATHRERENETEMEN T RNERES (ABAC )
¥ ABAC ( REEPHIIREL ) : BfoXHF

EFEHMTHRREE (ABAC ) 2—RERERN  ZEBETHITENEEREAR. ST
SATEHINE) 1AM SSAF] AWS 308 | SRS 1811 ABAC S A TFE S FE A MIBRE S%R LI AR A T
B A5 TR A

EETHREEEHER  BEEFEAH aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys R BERBNZH TZPRHEFRZIER,

MRENBREN TEMBERREBIFMAX =GR , IX T RS  ZEAR. DREMRSN
NTHDFRREISGMBEX=ZMHE , MZENTD.

BEXABACHEZEE , 2R (IAM AFERE) RWEA ABAC BIUE YR, EEFIRE ABAC
SHRNHEE , B3R (AM AP ER) PHEAETEMNIHRIMNRZES] (ABAC) .

MEFE (MERE ) X ABAC,
E R A It AE
Y EFImAEILE ; 2

IS EHE R IRMEX AWS BRNEHIARNE , A ERESFERAKS SRR AGRBEIEN.
AWS BiIZHBERIGEFHES K MAREAKBHHZRA. BXEZER , H2H (AM BFE
) 8 IAM F IR Z S EIEMER IAM B, AWS RS

ATRERENEIRS AR
TEHERGELE (FAS) : 2
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https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53recoveryreadiness.html#amazonroute53recoveryreadiness-actions-as-permissions
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53recoveryreadiness.html#amazonroute53recoveryreadiness-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

HEER IAM K ( AFSAE ) EPHITERER AWS | BRANERA. KROEEEFNR, £
RELRSE , BURSHIT—MRE , KRERABREFTERS PR S —MRE, EXHERT , &
HMEBHATXHMRELRR,

EEEREAREPHENMRERETERBPHEMEREF , HS5 Amazon Route 53 RE F 4
ATHRAERENRSAG
xEFERSAE . &

REAERHR-—TURSEE, RREWTREN IAM A€, IAM EERATTE IAM R A2, SR
BREESAEE, AXESER , 2R (IAM AFER) FHEIER AWS RSZERKIENEE,

ATHRARENRSHEAXAG
XERSXERAR : B

BSHAXABR -SRI AXKN AWS BSRSAR, RSEAUKARRERTRENEE, RS
MXASHIELN D AWS K/ |, HEARSHAE. IAM EERTUESETREERSKXEKAR
YA R

BXROUEREE ARC RSHEXAGHNIEARFEE , BSHE ARC FEARSKXBEAGHTERERLL
&,

BXREUBRFEERSHERACHEAGEE , FSHAEES IAM HEEHANAWS S5, ERPEXRRS
MXABIHPEE Yes R, REREEUERTZRSNRSHEXABN,

AT ARC HRERERNE T 5 11 K& R B

RIAVERT , BRFANAE&ERESENR ARC BEHNIR,. ERFAFPNAERBRRITIRENN
R, IAM BB 7 a A B2 IAM KB,

BT RMAERXLRE JSON REXHEGIEET IAM HHNERE |, 56 (IAM BFiERE) P8
2 IAM KB (258 ) .

BXARC EXMRENMBRER (I FEEHRREXENEN ) WiIFAFE , F2H ( ARNs RFEN
2#) $ K Amazon Application Recovery Controller (ARC) B #24E, FRMZH 4

£}

- REERESKE

AR EEH SR
 ATRERENRERE AP RE

—

« 1P
]

—
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https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53recoveryreadiness.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

KRB R ESREK

ETENNRBEEENART IR, RSB REKS P ARC HiR, XERETEXE
AWS IKF = ERA, BIZSREBET S MR , HEREATERNEW

- JHHAER AWS RERBH RO RENBENR — BEFHOAFPNITERBER TR , EEAN TS
EIRRAGIRTRRNAWS HE R, ENEMRNRERITR AWS IKF, FITZVEETELEHXS
RN AWS ZEFRERBRAE-DBINR. BXESZEE , BZH (IAM AFERE) F/Y
AWS F£E R THEIREERNAWS HE R

- NASENR : EEMA IAM REERENRE , BREFRITESENNR. it , EAIER
EREFA T AUNBERFRRITHRE , BN RERRFA, BXEM IAM NARBRNESE
B, BZH (AM AFERE) F8 JAM 8y KB ER.

« R 1AM KRS AR Ay S 43 — S PR #I5 RIAX PR ;8 AT LA [5) 5 7 B0 S 44 SR PR I XS RV RN A R BV 15 18] o
flan |, WU LUREREZ M REESTNER SSL KEMAEIER, MERFBEREIBENSRE
AW, MBI AERARERE T IRSFIEENTFRINER AWS ARS , il CloudFormation, BXxE
ZEE , BZHE (AM AF1EE) B IAM JSON FKEE TR &4

« f£M IAM Access Analyzer BiF 2 IAM KBE , SUAFRNBEHNZEMHEMINEEMY  IAM Access
Analyzer 2 IFFREE M B KR , LHREHBAS IAM KEIES (JSON ) M IAM FH{ESE
B, 1AM Access Analyzer 12 100 ZTURBREM AIRENEI , UHBBEFHIELS BINEMEN
K, BXEZELE , 520 (AM AFER) A IAM Access Analyzer K KB,

- FEZESHRIU (MFA)-ZIR AWS IKFZENZRFE IAM AFSRAF |, BEA MFA BIRRE X
i, EEEFHA APIHREREZEE MFA |, B MFA ZERMBEHNKRED, BXESZER |, ES
59 <IAM AP $ER) VR MFA RIF APl 51,

BX IAM FRNREIRNESELR , H2H (AM AFER) #1 IAM AR 2 HEXEK,

R R ERE AR

Ei7R Amazon NAEFREZRHEE (ARC ) £Hl8 , E4AER—HERENNR, XENRLHAR
FESIEMEFBXEHN ARC BRIFNIFMES AWS K, MR LEXENRENREATENE
TEHORERE , W THMT ZRENXE (AFRAR ) | BHaRTERMPEEET.

NFREA AWS CLI 5t AWS API R, BEFHNEREFEEZHENR, R , _RFHREH
ZIAMITHY API R4EME TE AV IRAE,

NBRESRXAFEFEE AP RENAFNBENATUMERAREREZRGE | EE O SHEHNE
#1FNKERNReadONly AWS HEXM, AXESZREE , FHRARLEREREXRBAEN (IAM A
Figr) PREA SRR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ERTRERS , AFL4AEREES ARC FHRAREXBRNBRSHEXAC, ETRESER | 8
ZRE ARC REARSKEABHRTERBRESE,

EEURHANRAFRHERERENRNTEHRMNR , EHHF NN TR

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-readiness:CreateCell",
"route53-recovery-readiness:CreateCrossAccountAuthorization"”,
"route53-recovery-readiness:CreateReadinessCheck",
"route53-recovery-readiness:CreateRecoveryGroup",
"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell",
"route53-recovery-readiness:DeleteCrossAccountAuthorization”,
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
"route53-recovery-readiness:UpdateCell”,
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet"

1,
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"Resource": "*"

76l AT RERENRERE AP 2

NiERAF A LER ARC API kiR ARC BERERGIER (S, tIRIRESA, FHRENMER
E) ,FEHMERFEEERAN AP BEMAX AR , TR,

BERITRLEMRES , AP LAANEES ARC FHREREXRBKNESHEXAG, ETHRESER  F
ZRE ARC HEARSKEABHRTERBRLE,

EMEA AP BERITRERE , FHA/K M T RE

JSON

"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",
"Action": [

"route53-recovery-readiness:
:CreateCrossAccountAuthorization"”,
:CreateReadinessCheck",

"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness

"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness

CreateCell"”,

:CreateRecoveryGroup",
:CreateResourceSet",
:DeleteCell”,
"route53-recovery-readiness:
:DeleteReadinessCheck",
:DeleteRecoveryGroup",
:DeleteResourceSet",
:GetArchitectureRecommendations",
:GetCell",
:GetCellReadinessSummary",
:GetReadinessCheck",
:GetReadinessCheckResourceStatus",
:GetReadinessCheckStatus",
:GetRecoveryGroup",
:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:

DeleteCrossAccountAuthorization"”,

GetResourceSet",

SOMEREER

232



Amazon RIFARRFIREZEHIZE (ARC )

FRARER

"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
:UpdateCell”,
:UpdateReadinessCheck",
:UpdateRecoveryGroup",
:UpdateResourceSet",
:TagResource",
:UntagResource"

"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness
"route53-recovery-readiness

1,

"Resource": "*"

£ ARC FERRSREKABHTHEZBARE

Amazon R AR FIRE #2485 F AWS Identity and Access Management (IAM) fRS <A E, RS
MXABER—TIHEH IAM 6 |, BEHEIIRS (EAXRFFHR ARC) . RFHEXAERH ARC iE
X, BFEZREETHEENRKREBBAAEHAM AWS RESFTENFIENR.

ListCells",
ListCrossAccountAuthorizations"”,
ListReadinessChecks",
ListRecoveryGroups",
ListResourceSets",

ListRules",
ListTagsForResources",

RESERBEMEIRE ARCEBEMES , RNERLFIHRMLENNER, ARC EXLHRSHXA
BHRR , BRIFESAENL , BUNRE ARC TLEFHAG, EXHNNRIFBEERBEMRKE , M
BERREBETEM MEMETEE IAM 3544,

REEEERBRBRSEXACNEXERE , TEMRZAC. XTUFRFEN ARC BIR , AAET
RETCE B BRI B IX LR R R,

BARAXEFERSHERAGNEMESHES ,

FZHE IAM & FEANAWS RS , FERSHEXSES)

RERIRE ‘B WRS. ZRENEE  EFZRSNBSAXB B,

ARC EBLTRSHEXA® , AEFHUHTNA :

- ARC £ #& N Route53 KBRS 1< £ & 177 8] 3 JR M &L i RecoveryReadinessServiceRolePolicy SA 46

BEHEZEMR.

« ARC EANBHHRMEIHENRSHEAABKIKZEEFIEMM A CloudWatch mazon iR
Health Dashboard &4 , HF KB,

SOMEREER

233
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Route53 #YBRS5# < A R RecoveryReadinessServiceRolePolicy

ARC A% Route53 B RS #H < A & 17 7] & R M B & RecoveryReadinessServiceRolePolicy At &
EEER. ATNMBEATZRSHEXRACHNRE , UREXCUE. FENBBRZACHER.

Route53 #YBRS5#< A R RecoveryReadinessServiceRolePolicy

WARS X AR FEFAEE R Route53RecoveryReadinessServiceRolePolicyo

Route53 RecoveryReadinessServiceRolePolicy FRZHX<ABEFEEUTREZRARAZAE :

* route53-recovery-readiness.amazonaws.com

EEFRFBRHNR , HSH (AWS REXBESZE) RecoveryReadinessServiceRolePolicy Y
Route53,

BATMBENR , 2 IAM R4k (AF, AAE ) 212, REIBRESHXAR. BXESE
B, EZH (AM BFERE) PRRSHEAXA SRR,

79 ARC 612 Route53 RecoveryReadinessServiceRolePolicy fRESHEXAE

BT EF 381 Route53 RecoveryReadinessServiceRolePolicy RSHX AR, HRE AWS EER
FlAE. AWS API HERIZERAEZBERRERER A RNE , ARC 2N ERRFSHEXAR, AWS
CLI

MREPRZBSHXBE , ARFTEBROE , KUUEREEREEKFPERCIREAG, L&
BIEE-NERBARESBERS RN , ARC 2BRANERERSHXAR,

/"% ARC #9 Route53 RecoveryReadinessServiceRolePolicy fRSS <A

ARC T A& 4% Route53 RecoveryReadinessServiceRolePolicy FREHXx A&, SIBZREHEXRA
BF, FEEERABREN , ANTUREEEXASIAZAR. A3, BUUER IAM FEACHNH
B, BXEZER , B5H (AM AFEm) FHRERSHEXAE,

Ml EX ARC #9 Route53 RecoveryReadinessServiceRolePolicy fRS5Hx A

NMRTBEECAENZTERSAXACHNIIEDRS , RNBWERHBRZAC. XHEMKBREED
BERNEFHREASKE, BR , #AEBRBSHEAXAGHNER , RETREFIMERE.

BRI Z BRI BB RIUE , &7 LU Bk Route RecoveryReadinessServiceRolePolicy 53 Bk %
HXAR, BXMERENEZEL , BSHARC FHRERE, BXBRKFRINNESZER |, S
F7E ARC A BIZEK - &E1%.
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/Route53RecoveryReadinessServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

® Note

MREZHAMBRA R ARC RS EEEAZAR , WHERRSAETREAK, MRREX
MER  BER/LoH , ARERZEHRBRZAE.

£/ IAM FahMIBRIRS X B E

£ IAM #2#& AWS CLI, = AWS API i Bk Route53 RecoveryReadinessServiceRolePolicy BR S5
HXAt, BXEZER , 35 (AM BFERE) BHlBRESHExAE,

E# T ARC RSHEXABIUHTERBERRE

Bx ARC [REMHEXAE AWS RERBWER , BSH ARC WAWS HERBEHN R, BhalE
ARC X # i FmHE LT[R B3 RSS 12,

AWS ARC H X HERBRRENIEE R

AWS EERBEHMENEENILZ KK AWS, AWS RERBEENTZENLRBBIRENR , UE
BRLUFBANAF, ANBEsENR,

FidE , AWS RERB AT NENBEASRTFRENBRNR , BAENTHAE AWS FF
Ao BINBVWBIERETEARINES EERRBKE -SRI NR,

BT EEHR AWS FEEFRPENWNE, 1R AWS Fi AWS HEEXRPENWNE , NEHLE
MiZXBATR<BNMEZERASH (AP, ANAR ), AWS RETRELEZSIIHN APl RIERS T
LAE R AWS BRSS B9 API 24ERTSEE T AWS IEE RS,

BREZER , F5H (AM AFER) B AWS EE XK.

AWS IEE KB : Route53 RecoveryReadinessServiceRolePolicy

BT BN Route53RecoveryReadinessServiceRolePolicy MiINEI B2 HY IAM SE4&, SR BERF
B N2 FEA A2 Amazon MARFIREEFIES (ARC ) M ARC AR EEHN AWS REFMERN
RESHEXAR, BXEZEELE , BSH £ ARC FEARSABKACHITERBRIELE,

AWS IEEXREE : AmazonRoute53 RecoveryReadinessFullAccess

&AL AmazonRoute53RecoveryReadinessFullAccess MiANE] IAM 324K, LERBER T3
ARC FHMERE ( MERE ) BENTEH AR, FLREHMMEZERERERENTLHRE
BREY 1AM A P FE At E 4,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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EEFHRBHNR , FZ5 (AWS REXEKSZE) RecoveryReadinessFullAccessH #Y
AmazonRoute53,

AWS FEEEE . AmazonRoute53 RecoveryReadinessReadOnlyAccess

B A LU AmazonRoute53RecoveryReadinessReadOnlyAccess MiANEl IAM 34K, HEREEIRF
3t ARC AR IRE A RIEN RRFRINR,. XHNREATEEEERERSINRELARENAF,,
XERPTENE, ERMFIMBRIREMERIR.

EEFHFBRHNR , HSH (AWS REXBESE) RecoveryReadinessReadOnlyAccessH Y
AmazonRoute53,

EH AWS FEEEMUE TR 2B

BRBEZBRFITRREFEXEERRE ARC PRITREAREN AWS RERBEFNNFMAESR , FS
P E# 2 AWS Amazon M AEFREZFIZR (ARC) MIEERK., AXLNEERNBIRT , w1
B9 ARC 345/ 12 H LAY RSS 58K,

MER BB

@ Note
Amazon R T2 FARE 124158 (ARC) PRI A ERRENRFBAFES TR, NEES T
S EREREES. GXESER , 550 Anazon MARFE RIS (ARC) EEHR
RETRAMEE,

Amazon NAEFIXREZEFIZR (ARC ) FHREREZ S T UATEH ( ABIFARE ) .

K& BRER
BAOKFRRE AR 5
FANK R 2 15
BN ETENRER TR 3
BNMREANETHEH 3
BRI EIRY 10
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonRoute53RecoveryReadinessFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonRoute53RecoveryReadinessReadOnlyAccess.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

K& BRER
BMRE AR IREL 10
BIRFEEN TR 6
BAOKS R ERER 200
BIKPNREREHR 200
5K P RAXEL 100

ARC ARy X1t #k

&R LAER ARC HEY Region switch 3KiE AWS IK P MAN AREF HRW AR, ERVREES
BB ERLSESEHABDESETH, KEURERT —REFETNENFERTE , ETUAFHRN
TRERF R , WA BAEA Amazon CloudWatch BiRAR 2R B MITZBRAT R, WRZ AWS X1
B, EESAME A XE TR RIITE RN TR |, SIRATHETR SRR IRTRE S — X, XS
BRENNARFEBEZTINLRFHN AWS KEIHEZETT,

XEIREEITHESSEE  SUURBERENMEFTERRITNEEX LY. MBS EHRS
RAKH TERRE. SMPRBEST—AHSMPITR , REFXFITETRRIAFZT , UEKNA
BFRE. S8MMITROETENES  SINRERIEENAEFNRABEED, N TREEXRN
REM , BB F IR INB BRI R PR OB RKITR .

XSRS IEUATHE :

« Suppor active/passive t Hl active/active ELiE. WREH active/passive ZXIFHEE , M 7] AT
EHEBNMERS ; IREHNARFIREN active/active ZNXIE, , M AJUABFFHIRE,

« Cross-account XiFZBENARFREFEENNARFRIR. SHEAIUEKS X ZXFHTRITR,

* 1R¥EAma CloudWatch zon B AR T RINIT , B HTHEXBH MR, HE , BULEEFIHR
TR ER T

+ Full-featured {4 &4 , ATiLRER 7 HMETE,

- BONVPEBE-MREFE AWS X8, XHEER T URTXERITE  mMEFRBREFANK
o
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XSt AWSTE£HEE. EAXKEMRIIGE , EAUNTETENNRAEFBERRNREFEH
R MAFTHENEFMA 0 TFEFHRERRRENRE

xF Xl

EAXETHR BT ARIIRETZSXEBNARERF AWS X HEESR,

XEtmE ST MEieNE , EUURERENREFTERRITNEEX LI, SMIIBSFEHD
BRAMRN TERE. BNTREST—AHSMTR , KEFRHITETRERIAFZET , LEKEA
BFRE. SMTRLETENES , AR FRIEENABEFHREEER. N TREEADH
RoEtE |, B LUEE AT I RIR eI RKITR

BHEOBEREMITIN , KEUHRBLHTITRITE , SR IAM KR, BREEREITRERE
A&, XERERSTXENMS , AN ECRANEAERERES.

X tliiE 21t B8 M RMATH KRR ERN BME , AthB I 2T R REFESER B 5. B
£ AWS EEEZHENXEREFEHRFESTSRENBANEXRITINITHEECRAREE. BXESE
B, B2 X G ER.

ETHEXAXGNRFENTENESER , HSHAUTH.
X g it X

X it M R XE TR AHNRERR. SR ITISEERENRBENSXENAEF, 1TXIEEES
BEET - RIIXERHTRREBRENARFN TERE | REHRITRAUSUBUESEREEEN
NRAEFRERER , SBEKF AR, AWS X

TRHE-IMREPNTHERBAKR , EETUBERERARBEN AWS XETHERE. BT ITERRE
FRMITIRE BN ZINFIZIT , A EERLERHITEIT,

X Fh active/passive ZXIFHEBRENITR , BRI GE—NTATREEP —PMXEHWIERE ,
RAECER N LI BCE TERE , 8N —1. X TFEREHactive/active FEE BT , &7
DA — NITERBRBEENXE , HUE - NITHEREBXRERAENXE,

AWS X1 2 AWS SEHBBEH OMENEXRMEBENE. NRITME  SIMNXEHREHEXETEERE

B, RHBERINBEN. EAXERE |, BFEE RGN AT 50 E 7 B L X A K% Z £ 7
EXEHITRE,

Xig ik AWS Xif ERRUEBRSHEERMNXEB 2 BHITRE, BEEXERITRN , FEEE
MARFIENXEMEFANIKESE . active/passive Tactive/active,
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flan |, BEJEEX A active/passive ZXIF 5% |, ¥ us-east-1 fEANEERXI |, us-west-2 ERR AKX
B, EMNFE us-east-1 PR ARFHRERBHIRELWRARE , B HTXIETRITRISURE
us-west-2, XfF SR AREFM us-east-1 FHEREIRE] us-west-2 FEIE IR,

Xl T X6 A G QBZ T RIRHEER IAM B & AXERVNR,

BRABNBNZXENARFAES MY , REETZ IR EIRFREEX EITHINIRE, R
TR R EA KSR RIPITREN SRR HRINEREWRBTHIE (REMFLR) , B
BABER - M RITHIT2EZ N FiT .

IVE/}IL*EE*[H:R ;{

IR XERITRE , AFETPRN—I RSN TERE , UELEFEZIT NN NARFRER
TR, ITEIMTERE , EUUFMESHITROLTR, SMTRBL2IITRENIRERE
ﬁlJilﬂiJ‘JEﬁEZRE%ﬁﬂ%EE?"“%UME%E%EEum;o SRRA QX ERMITRAZF IR ATEITERRIRF
BT, BEAIERITX , &3 LA S AN AR FRE BIE EEBUER XERIRFF

BAURPTRAKETERETNIR, EINTRAUNGE - NHSIHTETHRITR , BAIUE
FEIEREFRINFEITHS R, A, REFTROTE , ERIBLERLMLTH (1TRIR ) SFERH
(RIS ) IITH RBITHITIRG

o MHERIT | ITRIBHITTERE. HENHRRREREN , BALERLEN TERERSTHES
I’ LERFIITITX.

o FEMLHERAT | ITRIAIT. SEMBETEREEXNEALENSRNRE, MEXBELAETERTHERE
RIATIREVITN , ELBSBENRITR,

« Post-recovery {17 : ERIMEFETHW ITERE , W ARKRWHEXESHER. Post-recovery i
TR LB RERFIA, Bid Lambda FE%ILH@E}LJLE’#H WIF S HOETTZ AR BRA F 1T R B
TEZEHE, XERITERRIMNXEHLTRERS , AEZZRNXEHET,

&G, BEAUARTREEEKS ®R, B , BY4TILRBCross-account TEFEXIFTRPHIES
BENR, REMEN IAM AEJF , EUNETITERBARITXRFPFMER - TR, ERMN
EBKFRR , ERNSERE , BEEEE—NENHRIEM AWS KK F 7RG BR IAM A6, &
RAMABKFACIEECEGEREPRERANNT ID. EXLEFME IAM ACHNIEAEE , 1§
% Cross-account R BR .

ETHAEXRIFERENESFEER , BERLEXER T TERE. AXSHIITREIBENFARE
B, SREESRK, IVEJEIELX&VI&IJEGE’J R , BSFRMHAITR,
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i+l it

ITRPER—NERE , REREBREFITNMNET , ARERERSTE 30 2HE1T—
Ko THEEBLBIFTNEENRREEN/LNXBIE. TASERIE IAM R, RREENZETT
BE,

MEXE IR EZ T ATREEBITRRHBTHRE , eaERITRIITEES , ZBESNERFENITRF
AEERNHLREE R, BHA BT Amazon EFITXIIT(EE S EventBridge , t A LA A XiF T4
APl EFESE. BXITXITE API WESELR |, S GetPlanEvaluationStatusAmazon Bi f 2 71k
£ 2425 (ARC) WX l# APl £/,

SR BATE T X 4045 B UE AV T R AR R I P E F TR T A4 H LAY R A 1 A (S S M W A R
. RMNBWERMNBEITHTXERITRVANARFRE , 7 BEFEROUKE XS8R T &I TE
RN RE 1T R BE B BIAIZET,

BT XIMITIR S

XS TR AT L BB NI RIMITERSEM PDF RE , UHBPERELEESAMER, XEHRERMT
TERE N HMKERRESHRIERE | SR FANRITRIER, TUEENTFRRS,

HENTHEBE B ERBEN , KEIRFESRITHMTERG IR -1 PDF #R%E , HREAE
BB ER Amazon S3 . MEBESEMTTHER 30 S REMA. S3 FHERER.

BOHREE

- BERSHRNRENEBHNHITHE

o HRIMITRFENEEHT

- FHANRITERER , SESR. SEEHTRARES

o WHRIITHRRHINES

* Amazon CloudWatch B RS MAXBEHRNERF Bidx
« BXRRIHN, FIHHHEENRTHEHAEE

- RFMBLZEDL&K

ESABERKRE  FERIEMTRNEER SR E B IR, SELABRITYANIT IAM BE
BEXENNR , TAFREEAEN Amazon S3 FREBHITRERBRENBMENRIR. BXAE
NRVEZELR , TSR B T HITHRE R,

RTF XYk 240


https://docs.aws.amazon.com/arc-region-switch/latest/api/API_GetPlanEvaluationStatus.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

AN BT AT HRAGE NHERTREERRSH THE K HRE, MRBEEKIEE
Hix , HIANRPRT 2 Amazon S3 FREMREEHEIR , N XE)R SR HAEIRIFHE S UAHBIEERA
Ao

TR ELEFERIEENREEE  SRRIINTACREEAMEN IAM R, MR Region switch
BRNFSMERKDIERRENEERD , WSERES , B ETHFAERNEHLEEXLEES,

X i R A SR A e

XS ESRTRITHRGRIRENEME , BAUETNRITEERZE. KERRENBERE
THRHATFRESRE L |, B U SEERAT E 562 it X 8 45 E R IR S 8 (8] B AR 1T LR

SKERIR S BB RARSE 1T R0 1T ST AP TE TR /Y 5. 1B] LA R SR B B Y 435 2 Amazon CloudWatch BBk & 2
ZERB ATV IEAFIR BT ER.

N T ZFETE I RIBATH A SSFRIRE B E | S50 K YR iR & XE I S CloudWatch B
&, URBEEXRFIMNHIRRARFETRINES. HTITXe , KEREERAXENARRFIZ
TRRERKRAEENEARFMMREIER, AJF , Region switch 2RFEEBRENNARFZETIR
ER , RBEWITRIHRTAFNNE , BN ENARFIREEESTARENSE , RiTEXERIRE T
I8 o

£ 8 X 0# 1T X% 0 CloudWatch Bk 2 81 , HRREEERBN IAM K&, BXEZELR |, 551
CloudWatch N AREFIETIRORINBEER,

AWS [X i3
XEER FARAREL AWS XX EU % AWS GovCloud ( £E ) XiF,

Ax Amazon NAREFIIREEHER (ARC ) WXEXFMNEREHSWFEMAEE |, 551 (Amazon
Web Services —fi&x5&&) B8 Amazon N AR F K E 2 &850 S A E &,

XEEd X I R Y
XEZRE us-east-2  arc-region-switch.us-east-2.api.aws HTTPS
(B
M) arc-region-switch-fips.us-east-2.api.aws HTTPS
EXEZRE us-east-1  arc-region-switch.us-east-1.api.aws HTTPS
(BERE
arc-region-switch-control-plane-fips.us-east- HTTPS
1.api.aws
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eu-south-
HTTPS

RN (7
BEST ) 2

BOM#EX  eu-north-  arc-region-switch.eu-north-1.api.aws
(T 1

REE)

eu-centra  arc-region-switch.eu-central-2.api.aws

HTTPS

BOM (77
i)
L& il-centra HTTPS
(B4 1

x)
arc-region-switch.mx-central-1.api.aws

-2
arc-region-switch.il-central-1.api.aws

HTTPS

=a mx-
HTTPS

(FEB)  central-1
arc-region-switch.me-south-1.api.aws

me-
south-1

7R (B
)
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XEEaH X8 I R Y
FR (M me- arc-region-switch.me-central-1.api.aws HTTPS

BREE ) central-1

A EM sa-east-1  arc-region-switch.sa-east-1.api.aws HTTPS
( ZR

Z)

AWS us-gov- arc-region-switch.us-gov-east-1.api.aws HTTPS
GovCloud east-1

(US- arc-region-switch-fips.us-gov-east-1.api.aws HTTPS
East)

AWS us-gov- arc-region-switch.us-gov-west-1.api.aws HTTPS
GovCloud west-1

(US- arc-region-switch-control-plane-fips.us-gov-w HTTPS

est-1.api.aws
WSt HTTPS

arc-region-switch-fips.us-gov-west-1.api.aws
HTTPS

arc-region-switch-control-plane.us-gov-west-1
.api.aws

Xy # 4 4
LT 2 Amazon NARFIREERHBIZR ( ARC ) H XE 15 IhaE Ay 4A H MBEE.
AL

THRNARFNERREDTRE, EAUUBIHNE - PRSI THERERCELY , EFESEE
IRFZETRATETHHRTR. ARG SEEXSEMEREN , BT, BIRNARFR
BRZTRR RFHXERZTREKNAREFKE.

Fit2)

FIUKIR—FU IR, TERXITRGET , UMD RAEEXRNNARFIRELRR. BFUFX
BRI HIBRE-R,

RFXEF i 245



Amazon RIFARRFIREZEHIZE (ARC ) FERARER
THER

X PRt B E - PRSI ERE. TEREBRHSENTROTRAK , B UIEEX LT
RHATETRIRINFZT , ARREAMRETR —Bo W XBHBERERA. X TEREANRAX
fh active/passive FEM TR , BAUGIE—NMNTATREEF - MXEBHWIERE , SENE—
NRMHWBE THERE , 8IMXKEHE—NEEIERE. XTERER active/active HEBLER
iR, BRI — N ITERERBETENXSE , HOEZ - NITEREXREAZHXE,

WATHR

A LA B 2 EMATIRN KB IT R TERZEFRRMS R, MTRATFEEEFSMINARFIE
R E BB0E XEAYRE,. [ TERBRMPERE , ILCRESHEMSREITFRM , Bl l5—
NRSNHE MBS TR TR,

LHEEN S HEE

SERBUERLMLHE ( ITRIR ) SRR (TR ) MATRETRENHRITR. SEHNHRERREERE
B, WA ERA RN TERERSITHRELSR , MEFFHTITX. SFEHETEREEXRE
RAZENSRANEFE, HEEFABEEXTETIRN , EBELAEXTERBEFHRITRNITH , B
AP BENRITR | EEBURTHITRAIRE,

BEREHIITREFRMBEZITHRKBETRANTRN. ARXEERNFAGEFESSBMHHTR
RENFAERNMBo FHRTHR, BXRESZEE , HSH FMNHTHR,

Active/active F active/passive Bt &

NBEZNMNXBHNAEFOERMEREERMEESE . active/passive M active/active, XiFit]
RENXFXAEMEENNARFRE.
B3 active/passive BLE , A ERNTRINXEHBNARFAIFRNEIR , MEARERER
@ — X,
B active/active BLE , BAURHNEIAFZBRRANTRNXE , BFNEIAREPELLE TR
W&,
T RIAT
HXFRITRINTE , EEREZIEMNBEL A ZHNNARFREZERNREBEZTRAR
FHXEREMYARFIRE. B active/active Bt & , BIE AT LLUSITITRIMITAERA SR X,
BARFETIRAER
B ARFIZE{TIRRE CloudWatch IRZ2ENITRIEENER , ATERSIMNXEBHRNAREFNIZETT

Rk XELIREANARFESTIRRER , RipBHTEE & 0% X5 LSS IR & f5 /Y LRk & B
I8 o
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b % 25

AN EXSRPERAMERREDRENAREF. tIEARRN , BUEE - RS
Amazon CloudWatch B} , #EXNEZHITRIMTHERSZM (FlM U H&e”) . SHE
EESM4N , KEURSEHIMTIIN. RB[ENARFETRAERTE : fR:R[E3ITRIMN
17, MNARFETRLER T B XS IR & 1T X 5T & /a8 RERIRE B E .

Post-recovery TR
MEFTERER—MAIENIERE , ERIMERET , ARKNBXEHMER, XETH
REERANFEHZTEY , HEZHZHRNXEHIZEIT. Post-recovery $1T 5 A &IE — XK
SWITHIREHRIT ID.
Post-recovery TYER T THITIR -
« RDS 8% Cross-Region &I
« BIEX#EE Lambda
- Fahwit
o XL ITL
2 I E AR

Xt F R ER , ST AEE P RERITRHIRITHFRER.

[X 435 £ 46 Y 4 0 42 1 TET AR

EAKNKBEBNIERER , BERRABEBIHIRME, BV ARE KM H B AR s eyl &
BETH , IREREZRPEFTENREEATN]. B L NRWaRENS P ERSBEERINEE , KU
RERESWTRMENBHEED. ERIX—K , BFL T HEIRSSHY ThEE a0 a7 2 I E AR A 235 E A 2 (8]
X5, BAR AR Bt BT AR 38t AR 55 B9 B3 TED AR AT TR RV AR & T Sk

5%% AWS RS —# , Xt IEEmEF FENMBETEXE. SAFMEREASE , BE2EFER
EENHE-BMRTAL , MABEERSHX TRAERTRL. BIEERETNREmRLT , KB
ERMEAHE , SEHERTES TR , EHgRETAM.

—iRME , BHERAFENTERNEEIIE , AINERSHEIE, EHMNMERTR. BIEERREHR
RSB ROINEE. Rt , RMNBNEETAMREZNER TEABREERRE , S0, FEPEHEE
EREUX DR T R B A RS BT

NFXETHR , ERERMBEEREAT SRS
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s XSRS FEEALTERRS ( FFRILILEP ) X7 (us-east-1) AWS GovCloud . US-West ()
X1 (us-gov-west-1) , (XA TRFZEE , BNAEBNEHITN , MARATIRE |, BIHRITITR. X
PR EEFER AP IRENTRAETRS,

o XGYRESN AWS XFHMEIM I WK EER. BN ZERABEERETRERE , RTXET
BRitkl, BXBETERENSIXK , SR XiETHR AP #1E, XEXBYRBEEREESER
;8

Region switch E& M2 H & F# AWS XEBRM T — MY iRs & , CERKEFE AP RERR
TIRERES , RS MER EERENXEHNEFERKMTNARFRETR. MFFATHER
MEREAXFIROMEREENNEZTEEN , FSHARC XA HESE,

BXRBEFE, 2HFEURNAAWS HEBRSUHEESTAMEBEGRNESEE | B2 Amazon
Builders Library F# “ A AT A XHBSREEM 183

73 ARC X {I#FAINFRZ ;

FRESEAKRBREAL AWS FRNBAREE (THRHE) . LTUNEVERFMS ML 54
FEHEE - EAN-—NMEXNE. fiN, @TERFE  ETHEEER . STMURERINERS
B RAIL IR,

# ARC 1 | S E BURIE KSR b B A TR -

]
ARC HtRIZREEEE API £A , #lfn | B FER AWS CLI,

LT RAEERA AWS CLIFE Xig {1 R #t4THR 1209 R

aws arc-region-switch --region us-east-1 create-plan --plan-name example-
plan --tags Region=IAD,Stage=Prod

BXEZER , S TagResourceAmazon R AREFIIRE 2R (ARC) WX Uik APl &=,
ARC H X tIHREY E M
REFELRENXBRITK , BEAZFEENEZA.

AR ARC HFEAEMEEMENTH , ESH ARC Eft.
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https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_TagResource.html
https://aws.amazon.com/application-recovery-controller/pricing/
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ARC 1 XY B £ 5K Bk

BANEWURAUT HERKET Amazon MAREFREZEFIZR ( ARC ) Y XTI HRMBIFIRE F KM
EBHERZ,

ES ]

- BRENHWE, EAFGKN AWS Rifx2 BIRKAIHH

« NHMEHRBPI KA DNS iBFEFREN TTL E

c ARBNAEFREMENEE

- EAREAFEABIERR APIRES HMKREE X XEHTRITHINES
« £/ ARC WA KR

BRENWE, EASFHKN AWS FiEZLBHRETIEH

FEREME (DR) HEF , BEFEA —FEEMN G ERIGE AWS MITRESES , FREMKBML

BRERK. TN DR ESFSEE AM KMEILR , HEESIRSHREEA Y ERRAEREINREE
B, UEEZENHTIHR,. B8 IAM, EAUEFREBRRSIES , SIWiFRBHAM AWS TR
FAXBR. X F3E DR E5 , BMANBWELEFERKRSIHFNR , FAAWS £ — Sign-OnZE AWS bR

%o

NHEEBD I KA DNS IEFERRER TTL E

NFERBEBYE P AIEEEENMN DNS % , LHEZFTETRIRENIZR , FRREN
TTL EREENME, EXMERT , BEEEN TTLIRE N 60 ¥ 120 ¥,

DNS TTL ( £f7rtH ) RESEHUF DNS B —RIEREFS KN EEHERFICR, %R
TTL B , ERERMAI G NERED 2 EBHTRE, MRISFKHN TTL RE , DNS #FER
EBRICFAERH , BN TILEE 7T ENLNEMBEE IR,

EXEZEELR |, 5 Amazon Route 53 DNS F{ESEE N DNS i FiE#F TTL E.
AXBNAEFREMENSE

XM BFRITRERE | IERESEFHEST BRITERF, MREEITIRERXLERITR ,
NXFNRHTRERIERSAENITERE. MREEXBNARFAEEERIUEBEMNHFRIN
R, RINBWEMEARE.

BOEF - EXBRRXTMEHIXENITERE , AETURFIRE, ETHREZELE , B3R
Pilot light B A E : LA On-Demand BRETE AL RAEWRE KA
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https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/best-practices-dns.html
https://aws.amazon.com/blogs/architecture/pilot-light-with-reserved-capacity-how-to-optimize-dr-cost-using-on-demand-capacity-reservations/
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ERARE AT EVBIEE R API RAEF HRMIREE X X RIBNER

EESHE , ERABEER AP RERLENMHITEN KSR, BXxXBYRBETRIEE
B%IR |, FSFEXETER AP,

FNXEH XLz A 6 R HREEARRERPTXEB®RITR . SEaERBRAKETYE
APl #24E , AWSCLI REBEZTEAEP—MNAWS HFF A I ESRENREXRARKEST
API 1, ARC BEEMRFH APl tRE TS,

f£F ARC M AREFIRE

£ ARC XEXRRALEHN AN ARFRE , UBUES — N XE AR 5B N AR F#E AWS X
B, REELSTREIRITYIREFAEP - PMXERDRED-EHEE.

SHERRENENXFIRITIEHRPHEBTRRE -, AR —VHERTHET. BNIZ
ERENIRREFXETNRERTZMNR , FASERRETNE , LERIEIRESEREER
BT, HBIHERR 2 , FEHRTHION G , AFEBB A E,

ARC Xiix#4l DNS #EH B3 Lk Route 53 IIERE
IERENATEHRCEE AN A HFEE XIS R AP 124 60 28/ B R RTO, MRETFE

EREX RTO WM A SERE AWS FIEN API LS |, MRER ARC BEHZEFIS ARC
Region #1# Route 53 E TR EHRITHR,

HIE . 8l2 active/passive Xigi{l# it X

AYEFIESENTE us-east-1 PZTHIR AT BIE active/passive X it X HKE F us-
west-2, RBIBIEATITEN Amazon EC2 =4, FFF## Amazon Aurora Global Database F /A
F DNS By Amazon Route 53,

HEAHED , BRFTRATSR

- DI XYL

- MR TERBRMRITR

- ¥ EC2 Auto Scaling A 1Tk

- MEBHNFIHRAERTR

- WERBELIEME Lambda TR

- ¥3# Amazon Aurora Global Database .17t
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FRARER

- 2 ARC BXH#2HIR
o BATXE IR IT R

TEIRFZAF
FRAHRZH , FRANSEXANXEBEFLREM

- IAM A8, EEELSHNR

- EC2 Auto Scaling &4

- AT4F NEMFERKRN Lambda B
+ Aurora Global Database

+ ARC B H{#ZH

SER 1 CIEXERITX
1. EXEIREHAT , ERORXKERITR.
2. BELTH#ARES

« FEXI : £ us-east-1
- ZAKXE ; &R us-west-2
- IEMNIRERE B (RTO) (A )

- IAM S8 mAITRIHIT IAM S8, It IAM A6 A TFERITHIE PR XE S AWS RS,

3. EESIE.

(AL ) FRETE AWS KN EFRFMEENXETREES !

1. RIEBKFAG .
- ERERRNIKS S, 622 1AM A&,
o BRI RIS E T R4S E BRI R
s AIATFRITABRAMZENEERRE.
« MAFIETERAELZRAMNING D,
2. EEMNURIPEERIR :
- FEREBEAMBITRIE , BEESARNFR
« c@@ ros sAccountRole : BRESE 1 hEIENAEKN ARN
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« externalld : BELE 1 Him ARHEL ID

T E K 987654321 H&RAY EC2 Auto Scaling HITHRIVELE R4 -

"executionBlock": "EC2AutoScaling",
"name": "ASG",

"crossAccountRole": "arn:aws:iam::987654321:role/RegionSwitchCrossAccountRole",
"externalId": "unique-external-id-123",
"autoScalingGroupArn": "arn:aws:autoscaling:us-

west-2:987654321:autoScalingGroup: *:autoScalingGroupName/CrossAccountASG"
}

FRERR :

c ITABKIEEEKF AEBH sts: AssumeRole X R
- BKFAeLTNNERRNEERREENR.
SR ABNEERBANITEE
o WMITHAENIKFER TEEE,
-« JNEBID &t
- BEXBEEBEEKFAGHNESER , B2 M Cross-account EIRMR.

EHATI R, KERFRIEATARR

- HITABTURABEKF AR,
- BRKFASERRENNR,
« S\EF ID EEEREEMETE.

SR 2 BRI TEREMNRITR

1. EXHURITHEAEERES | HENRTERE.

394 90 P8 (X S AR AR A0 B0 TR

#A KBRS THERRER (T3t ) o SFATERTI IR RIIRR TR,
IR RIFHME,

w0 DN
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¥ I0 EC2 Auto Scaling 1Tk

AXRERMITRINEZEL | B2 S% EC2 Auto Scaling BHEHRITIR,

1. BEAMIR , REEFRRIRFET.
2. J&# EC2 Auto Scaling HU{THR , RIFIEFRMMGIE. &7 LUEBILLIRTT 1218 K X BB
B,

3. HEAENET , KiER:

- S|EF : i A“Scale”

- SRR (WK )

« &M T us-east-1 9 Auto Scaling B 4H ARN : us-east-1 F¥REY ASG BJ ARN
. us-west-2 B A@@ uto Scaling &4 ARN : us-west-2 F{REI ASG #9 ARN
- SRXFXEFECRNB DL : B A 100

- FEUEEE  REARIE

- HE (A% )

BXREMITRATER IAM XRNELR , $SHEC2 Auto Scaling #17 X3RRI KB
4. ERERESIR.

ANINF S HEERITIR
BRUENTRNESER , FSRFHFHRIITR

1. EERMISZR.
2. EEREFHREFHHTHRAFEAFMIRITED ., BRLER | ERIUREREZ AT ATRIE,
3. EABEBT, KER:

« HBWEF : i A“Manual approval before setup”

« SRR (W% )

- IAM#tESE  ARFERAERITIIAERANAS®

- Bt (W) . BEE , PUTHEE , BUNERER. BRIHEUE.

BRUEPITRAERN IAM RXROER , FSHAFH FHHITRROIER,
4. ERRESR.
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RS WHEF I EE RIE Lambda TR

BRUPITRNESER | FSHEE IR Lambda HUITHR,

1. EERMIZR.

2. EBREENIRMF Lambda TR , REIERRNNEE. HRFEZBENXEHRRMLEF T
o

3. HEAENET , KER:

- SBE : i A“Display maintenance page”

o ZREIAR (AL )

« AT BUE us-east-1 B Lambda ARN : EBE T us-east-1 FH4ET TUE Lambda E#H ARN
« AT BUE us-west-2 By Lambda ARN : #FEB1E us-west-2 F 4 TWE Lambda BEH ARN
+ 1217 Lambda EREH X : B EBEXEET

o A ( Tk )

- BEEMR (W)

XU ITRIFER IAM AURME S | B2 & £ URME Lambda 4T 5 T HIE K.
4. BERESR.

7NN Aurora £EREIBERITIR

EXERITRNEZEER |, 53 Amazon Aurora Global Database 1Tk,

1. EERMIZR.

2. 1%3#F Aurora Global Database #1173k , REEBARINMEE., RLAfEK Aurora Global
Database {1#t ( FT2ELHE ) . BXEZEER , HSH (Aurora AF1ER) HMITE Aurora
Global Database &£ F ] #2sf k

3. HEAENET , KER:

- SEABF : H#A Aurora switchover

« SRR (L)

* Aurora Global Database #RR#F : Aurora SEEHI &5

« ATFBUE us-east-1 HIEEEE ARN : us-east-1 FHY Aurora 528 ARN
« AT BUE us-west-2 FIEEEE ARN : us-west-2 Y Aurora 58 ARN
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o 1£$F Aurora BUREMIEIN : R YR
o BT (")

BRI ITIRATER IAM XEMEE |, S Aurora Global Database #1173 R I K B o
4. EBRRESR.

NN ARC B B2 1T 3R

BXREMITRIESEER , FTSHARC BHZHHITR,

1. EERMIZR.

2. 1% ARC BREEBIHITR , REEFERMNGEE. WIRNIT DNS HEXKB N REXRBIWD
IZﬁEo

3. HEAEHEF , KiER:

- STRE . B A Toggle DNS
- SRR (%)
« BUE us-east-1 REFARIERERIZH]  EF RN RIRF
- B mABRE,
4. EFRIEEEEH

- A4Sl ARN : #4] us-east-1 I HZEHIA ARN
o BAEHIRES . RBFF
5. BXEEBANBEBEES

- BEER¥EE] ARN : #24] us-west-2 B EEEHIZHIE ARN
- BREHIRAIRAS ¢ ERXH
6. ERRE.
7. BUE us-west-2 FEAR RS | EFRINEBEE
8. IEFBRMEEHIEE

« A4l ARN ; $24] us-west-2 HIERERIZHIHY ARN
o BHEEHRE . EBTE
9. BRIEEANIEE RS
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- BEEIEH ARN : #24] us-east-1 HIEEHIZHIH ARN
o BREIRHPRA 1 BB

10. EERE

1. BERELSR.

BXEHITRIIEN IAM RBERNEE |, FSHARC BHZEH R ITRER RO,
12. ERRE,

SR 3 ATITXI

1. EXEYRITKNEAGETENEG LS , EEFEHRIT,
2. BWARITHAREE :

- EREHENXE,
o EERITRIMITER,
« (FE ) EFRTER
« BINTHRINAT,
3. &EERE.
4., BULERTHFAGERNEHLEFZTINTHFAGFESR. EAUFITIHITHINENINTR ,
SIEFTRETE, SERAETE, FIR ARN M B EHEE

BERXEMESS , BRUBIHITIHY ( EXERENSH ) UBERBXE , REARFRETDR
B R 6 =+ X,

iR BEAERITHHTRE

AHRIFES EN KAPRIT WEE B ERIMRTRE. HFAMEMN , RERGUT HUNTHS
H PDF 3#%,

EERT | BFERATHR

- BIEATIREFMH Amazon S3 FiEH
- EXEY#HRITR EER B ERIRE
o MATIHRIFATEHRE
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FoRFH

EITRAHEH , FRIANEEEZU TR

- FEEEREIL/ERENIEXEIHRITR
« B2 Amazon S3 TFE @IV IR
o BHITRIBHIT IAM AEERE TFIENNR. BXEZELR | ESR BaitMHITIHRENER,

S, 1 AIRERIE Amazon S3 T4

A\

1. 3TF Amazon S3 ##l& , Mt https://console.aws.amazon.com/s3/,
2. &R BB .
3. RHELTEFEAEE

- FHRBEN  MA—NME—NBEN , FlW0 my-region-switch-reports
- BBARIFGRNEE  BRAMBLARIGRNR (#E)
- FHEBARAES  BAMRKES (WhE, BRNUER )

o BUIAINZE : EBFMNER., MREH SSM-KMS |, MiZitXIExecutionRole FHEEXY s3 7 MAIRAIA
CMK B KMS: encrypt #1 kms: GenerateDataKey X bR

4. EE QIBRTFMMN
5. IETH@REN , MEET—FTHER.

E25  BEMNITRPERABIERKRE

1. ITHARERHEAIEE A , Wit Rhttps://console.aws.amazon.com/route53recovery/regionswitch/
home.

2. ERENHEBEEBREHITX.
3. ERESMER , BiE BE, REEE REUTRFEE.
4. ERFREHD , RAUTEE :

- %R BRBERRES”
« Amazon S3 URI : & F R ABREL R 1 HEIEMF#AE S3 URI
- HEEERBNKS, D MAFEBAIEEKS ID

5 &EBRRE.
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6. FFIUXNIMETR. MRABEAEENE , FETYFAGENELERES,

B35 PUTIHTRIHAH TERE

1. EXEAEEREL , EEHIT,.

RESTRITIMT , RRZBENHXEMNITEX.

HRIRITRERE , SMERTEHAEERE.

EUTRIATIRG 882, BERRE LIRS, REEREEERITTHEN 30 T HRTK.
ARERBERETKE |, EETHITRINITIRE LT E PDF,

RNE , FMEEH Amazon S3 FRBIUERBRRE. REBRUTHEERE
i : ExecutionReport-${planVersion.ownerAccountId}-${planName}-
${execution.regionTo}-${event.executionId}-${dateStr}.pdf

o gk~ w b

=59 Fi Sy Ik

- BERSHRNREEBHNHITHE

o HRIPITHRFENBREAT

- HFANMITRBER , SR, TEREOTRARES

o THRIMITIF R AN ES

« Amazon CloudWatch BEHIRSMAEXBEHRAVBERA LidFK
« BRI, FIFHHEENRITHEHAEE

- RiEMBZEDCER

R HEE

MRREERRY , BREUTAR :

- WMREIR  RIEITHABREEFEBN IAM R, BXESEE , B30 Ba T HBITRER

Ro EFTNNIHEES , THEENNRAZ,

 Amazon S3 FERIHEPR : #4R Amazon S3 Fi&#FE H B Al UAES & 1169 1t X#E AT 15 R

BINFEBERET2ELENTABKH T RNR,

- FHRBNZ  NREAFEFEEN KMS RARTEEBNE , FRARITAGENER KMS &

o

A2 . ABERRE
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MEHMBE , FERTIFEREHLEFFHANEIREEIERR Supp AWS ort,
2 1T RDS MEFIERRE

YR FHEFEHE RDS RIHERBENTIRERE THERE. IMREFHNITEIEHREM RDS
BREENBEXSSEFHRIRETE , NTIEAREN RDS BIEERN KRN XBAEHMITFES,

HEAHED , BRFTRATIR

- BWIEMREFHITHEREKMS
- f5F RDS #|2& Cross-Region BIXATHR BB E & TERE
- MITIRE S TERRE

FRFZ M
EFFRAHEH , FRIANEEEZUTRA

s THEBEILERENXI active/passive itX] , EFE$E RDS Promote RiERIAHITHR
- BIIMITECE , BA T HMXEHN RiREIA
« XANMXEHRERB AR

RIE — R REHATHHAT ID

1: BlEME R TERRE

M Region Switch 2| & FiEEiTX , ERERFETHERRE , &8 Config , BPEITRIPITERE
B TEREA KT,

FURBIERE WHEP , EF EEREEFMPIERNIER THIIRHEFEPost-recovery,
BN MS R,

1%# Amazon RDS I8 XiE Bl AR HITR,

EAERD , BRER :

\|

—

o ~ @b

« SBEH WA QEEXERERA
o FBER (i)
« EX1HH RDS HIEERF| ARN : EXIFHAHIEEN ARN NERARERARLSERAERE
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https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListRoute53HealthChecks.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListRoute53HealthChecks.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListRoute53HealthChecks.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListRoute53HealthChecksInRegion.html
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https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListRoute53HealthChecksInRegion.html
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https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_StartPlanExecution.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_StartPlanExecution.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_TagResource.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UpdatePlan.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UpdatePlanExecution.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UpdatePlanExecution.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UpdatePlanExecutionStep.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UpdatePlanExecutionStep.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

1. SIZXERITR, THR—FHERELEEMUNGN , SINEHNNARFIZT AWS X8 NEER
., MBI E - IHSPTHERE.

BRLLER RS MY, ARXEFITMBREESEIRETXIF,
2. AU RBRZ - ITHERE. URTERCRIERE , TRBTERIT.
3. ETEREF , AM—IHBENMSR , BN TREE —MITR

Flan | BRI LURIN—N 5B B EC2 Auto Scaling B#4A 1 B FrXIiF I MAE,

4. BITERERANTERE , TReEERTHMIPSE |, HlIN7E Amazon Route 53 R EiZ TR E,
BIMITHRE 2B ELREENBEFE. BXEZEE |, BHSHE AIHMITHR,

5. EENARFETMNMENARERF AWS X , FHTIT,

BRI LIEE EE £ KRG EARS X E RS EAR P EERRERITIRITHRE.

LTETRET QZUTMNANTEREARE TEREFFMPITRIRHFAESENS R,

&

- SIEXEYIHRITR

- BIEXERITH TERE

« AIIHATIR

- BIEFITX

« AXEENR TR B AR K 2R

« WITXERITRIARE NAERF

ZIK’H':FE’JLEWLE",EE TﬂﬂﬂiE:L AWS Miﬂ?’“%‘]"‘ﬁﬁﬁ itX, TERE., MITRAMER. ERNEAK

2 22 X i 1 #R 11 X
BRI LATE “XEE0# R BT ARER/Y active/active it X : 1T XI=R active/passive it&l. #IZitX|
i, BEEERATAFENMAEBEAREBIRE,

« —fHhactive/passive T ERF W MNNARFEIARFZIFNNXE , REMNRBAREDXE, ETUE
AT XD T R RBCE R 3 X E P R &2,

« —fhactive/active 5 ERFTE AN AREFEIALBIRANXE , FNEIRBELE TEIZUVRE.

52 A X s e 263



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

IR X%t

1. EXEHREG & , EFRER active/passive A2 XFTI# T,
2. REUTHEAREE

o IRIBFE ;WA TR ERMEE T
« Multi-Region 15 3&-1%$#Active/passivesiActive/active, Xfp T EZREFM NN AR FRIARILE
FRANXE , MRENEEHEERXE, S LB HITXE R T RIRBUE # s X /Y El
Ko
- active/passive IR B EFA NN ARFRABEIFANXE, , HAREMNEHIESN X ,
BIEFRIET, RfE , S LB HRITIEERN X142 1T R Sk BUE 3 X 15 A 9 Bl A Active/

passive.
« &R Active/activeRBEFH NN AERFEIAHERRANXE, , HEFNBIATHELET/ED
BWRE.
- TENRAREHEXE : AEHWNARFERETENRARXE, XtF active/active ZE |, ik
BRI 2RI 8 X1,

- IREREER (RTO) : MAFTEN RTO, XEIMFERAECRKRATHE |, STHXERITRIH
TP AT E 5P RTO BRI LEEIR.

- 1AM A AXFETRER - MNATFHATUHRIN IAM A, BXNRNEZEE , BSH AT
ARC X tl#: 89 |dentity and Access Management,

« Amazon CloudWatch ZR-12 & 1E Amazon LRIEM N ARFZTIRNEIR CloudWatch , A
BRENNARFESMERMNETRR. XEYRERXENAREFETIRRER , KihBHE
TE &4 #0 (X 15 LASE I iR & T3 B9 SE R R & B 1E] o

B X RAR I CloudWatch BiR 281 , FRAGHIEBIW IAM Xit, BXESZER,
2 CloudWatch N AERFETRRXRER.

- BRERRSE- ( Wik ) BATMITHESREER. BRAGE , KEURRESRITRINITE
BEER—£HEN PDF ke , HHHEAXEEIEEN Amazon S3 78, #=RME Amazon S3
URI MR/ ZF# B IKS 1D,

ERNTRERABIMEERNBEZR , FRRESHIEERD IAM Kbt BXRREERMNAE
NRNEZER , FSRED T HITRS

« BRE (AR ) F-AHSMRERMB TR,

fFRAXE R 264



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

B2 XE %R iR TERE

YERXEHRITRE , EREENANCIREENARFIRESEN TERE. XTEMTL , 7T
—ANHENTERERTRNARFHMRERRE. E8NTHERED , EUUMNEESHITRNS
B, XERTRENL T EFLEXE TR NARFRERTHEIURE,

ERIEN ITERERERNRTRNARFSBFIRMNATEEREN SR, Hi0
o MREH X ITRIER Factive/active N HAREFIBE , NAEABEQNREHATERE. XEWKE ,

Xt F active/active N R , BELVERNIERE . BEIERENERAIERE.

o WMREHXFHYRITRIER T active/passive NARFIHE , MEE N EEXHM—MNEBXE,
MBEEBRNEBIMNEEALBPBELERE , UEEVWERNIERRE : 8/MKE—1,

B2 Xl it X TERRE

1. EELEBNXEMRITRIP | EENETERE,
2. EBRTITEREED— :

- RAFEXEMEMEBENBIE T/ERE | A% B X 1E 8RR NBE TERE
s NENMXERMHETERE | $IN8MNXBRELIMBIETERE.
3. AEEASNIERERMER.

4. EXRENARFABNIERE. EENITERRESD , ST LURIBITRRE LEHEX IR
NIRERITHZ IR, BNMPUTREBE SURME | HIA0B0E X /Y R A 12 7 i 8 B3 5% B SR B ik
B, AXES - AWS KRN RF, BAILUERIMITRATEITREINFZIT. BXARM
ITHERENBEITROEARESR  BSRBIMHNITIR,

5. RBEEIERNIT/ERBZEEN  BRITUTERE

- MRLEFENFIEXENEMEBNBEIERE  WEE—NEUE THERE,
« MREEBRNFSMHEMHETHERE , WEEFRDHETERE,

X F active/active itXl , A E UBOE TEREMNER TERE.

AN INFATIR

BRI ERSTRIT PN TEREFRRNSR , MHTINMNTRRERNARFHREZB KR,
BARSHRBEWHTROIDEMTANFAESR , FSEAATHHA,

52 A X s e 265



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

HEGZBIUTKNERITXE , KETHRSIMANET—RITRIEE , 2EERERSTE 30 2HIET—
Rt RN, XS FEEEEN TS XERHITTENAXER. XENESMITRE
7 #EE AR EXFREIT I RITEN AT AR R E R,

XM BFRITRERE | IERESEFHET BRITERF, MREETIRERAXLERITR , §iF
B, XS ATERIIEERETFENITERE. IREEXENABRFHAERTERIERTEMNHFRN
R, RMNBWEMERE, EUNER-ERBERXTBRDXENITERE , BITEATUREKRAN, B

THREZER

ESH Pilot light B R E : M{AEA On-Demand BEFM BRIV RHERE KA.

XIS 7 AT AT IR

MATIR

ARC Xigitl#it
KHATIR

NI 55 EC2 Auto
Scaling BHA 1T
®

Amazon EKS &
BT BITIR

Amazon ECS R
S BHITIR

ARC B B2 HlHh
TR

Amazon Aurora
Global Database
HITIR

Aurora FELEY
BHITIR

Aurora ToHRS 28
¥ BT

B ER

BEEEERTHFITR , AT E—
RPTHRFES N NARFHRE,

ERITRIRITH—882 , & Auto
Scaling ¥ EC2 it E &R,

FEITXIMITE T B Amazon EKS &
?é-\:%géﬂ ( pOd ) o

FEitRIITEY B Amazon ECS RS
£%,

AIM—NERRKRER—IHZ 1 ARC
BEZEHERES  RENNAERFR
BEEM@E BAR AWS X,

%t Aurora Global Database # 1Tk &E
TERE.

¥ & Aurora TIECERYSEESRH , EH
BR X ay K518 31 48 Ll

EZXEMESEFRY B Aurora

Serverless £EB R E,

SR HEEL &
BRI HE B F 1R,

EEERUEM XE AP N TR &/ T
EREE L.

N/A

N/A

N/A

11T Aurora Global Database %k %%%
B(TELSBEHBEEXLX)

N/A

N/A

£ A X 3g £ #

266


https://aws.amazon.com/blogs/architecture/pilot-light-with-reserved-capacity-how-to-optimize-dr-cost-using-on-demand-capacity-reservations/

Amazon RIFARRFIREZEHIZE (ARC )

FRARER

MATIR

NI 1 3#h
DocumentDB £
BREEBHILITIR

Il 5% Neptune
SIRERHMITR

Amazon RDS 1
H RE R AT
K4

Amazon RDS 4
3 Cross-Region

B AHATIR
Fah FERIITIR

B NBRE
Lambda 1Tk

Amazon Route
53 BITIRRKE

MATIR

Lambda B4R
BR G IR 1T R

B ER

3 Amazon DocumentDB £ FEE i
TIRE TERRE,

A Amazon Neptune £ EREIEERIT
RE TERRE,

$$ Amazon RDS RiERIZAEFH NI
BARESRH,

ERAMERTEN—ZD , I
Amazon RDS #3E <4l 61 22 15 X 13

RizREIA,

BATFHIER  ERERERITZE
HASBUERIT.

WA FZ1T Lambda BRI B E X
SRS A B EIRE,

BEEERREBHRENMARRFR
BORF 4 B RE @) B89 X8,

WINE AREA Lambda B4R M ST
S

ARC X1t RIITIR

L HEE B

#1117 Amazon DocumentDB & F & &
WEEE (TRS2SBEHEEX) .
$ 1T Amazon Neptune & BEIBEEMW
EEE (TRE2SBEBEEX) .

N/A

N/A

N/A

BRI L E R

N/A

BEIT 1t IR

B KRR HRATIR |, SR AEMFXE®ITR , mHES T NARF ISR EEZENXE

B, X fparent/child X% |

RIRMEBIR Ko

BE

BRLGEER, DEA-BNRERE  EEEMEBELFHSH

SE R XN RIBATIRE |, B LUEREE EE IR IT I THEREZHRITHREXETIHRITR.

£ A X 3g £ #

267



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

/A Important

EEENTRZE , FRRUTNHNITHACERERN IAM X, BXESZER , FSH X
BT T R AT IR R B R BE o

B EXSRITRIRITR , ERANTE :

1. ZREW AR,

2. SRER (AL )  MASREEIR,

3. KEtIRiItR  EBEEEYRIT RN THERBHMITAIITR.
R, BRERESRK.

THERE

£ A X AR T RIIMATIR QI B E parent/child X R R TERE. EEE , HHITRAXISHMR S
FITR, HAERSI TR FIFNAOBE. FITRSAXERKITNAMZEFENEEXE , HEAXAXAES
Rt X +HEEIYRE 5% ( BN active/active 2 active/passive ) o

LR M IER BN HTEN, A RENEHRAFAHEEEN 7T, MRXBRRES
TOHRHERT , R RBFMLEHRTERX | MWEMF IR o IR B SRR TR

FERITRIEE — o IHERE

MREEKFHAZTX  MZTHMIABERXITINKARE  MIXSHRITESEE -FB8S , BT7Z
T RIFT R

I 5% EC2 Auto Scaling B4 H1THR

EC2 Auto Scaling AMITR AW BESXEMEREFY R EC2 K, LW LENEN FTEEEITH
X (REMENH ) NEEBE S L.

BE

£ fLE EC2 Auto Scaling ARITHREY , BEEH A SEWITRISCER MY 45 E X5/ EC2 Auto Scaling
ARN, TEitXITHIE , BN ZEEYT KAAEN S XFH 4 A EC2 Auto Scaling ARN,

52 A X s e 268



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

/A Important

ERERTRZE , FEARITONITACERTERN IAM Xk, BXEZER , BESH
EC2 Auto Scaling $147 X3RRI SE BE o

EfiiiE EC2 Auto Scaling AR ITHR |, HRAUTE :

1. SREM - MAB
SRR (k)  MASROER,
&3 XHE Y EC2 Auto Scaling 48 ARN : i A&t X EANXEH EC2 Auto Scaling AH ARN,

50@ EREXEHEEMTEN A DL | WA Auto Scaling A EREETHRGIHENTER D
b, BAPCE 2R R X,

5. REMEFE  BUTHEZ—FKEEE EC2 Auto Scaling ANAE :

« 24 PRIARENRRNETERE | ERIET A EAE EC2 Auto Scaling AR BEFIEENFIER
BfH, WATIFSFEFMANKA |, BT A EAMEI ( CloudWatch #8545 ) FBAAEH,

nal S

EXER API #F | EETIXS N F4EE sampledMaxInLast24Hours,
BEXEZEE , B2 Amazon EC2 A uto Scaling FiF 8B H R Auto Scaling AR B Y E IR
#llo

« 24 PR EEN R KIZITAE CloudWatch : %% thi& I Al A &% CloudWatch 3 EC2
Auto Scaling IEEMIENR. FRZIEMAIBEE &R , A CloudWatch i8R =8N A,

EXFH YR API | HETIX N F#EE autoscalingMaxInLast24Hours,

EFAIED , AAEN Auto Scaling FHA S ARAEER. BXEZELR , B2 Amazon EC2
A uto Scaling AP ERHHY/E A Auto Scaling A 1845,

6. Ha : W ABR{E,

RE , BRRESR.
THERE

FLiE EC2 Auto Scaling #1TH/E , KR SEIARE —NR Auto Scaling AR —N B 47 Auto
Scaling . MREZ Auto Scaling 44 , MIRITHFEITTRTEHR AN, BRREEXHRZRE
N InService WLHIhEB, EXESZELR , B3 EC2 Auto Scaling ¥4 an B H,

52 A X s e 269


https://docs.aws.amazon.com/autoscaling/ec2/userguide/asg-capacity-limits.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/asg-capacity-limits.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-metrics.html#as-enable-group-metrics
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-lifecycle.html
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arn:aws:iam: :555555555555: user/my-user --type STANDARD

BEXEZEER , 5@ (Amazon EKS AFERE) RWAIEIFRIEKE,
B2 1518 % B KBk
BTk, FHELTUTRAERN AWS CLI i 03 5 X i3 38 #4117 5] 5K 0 A < BX

aws eks associate-access-policy --cluster-name my-cluster --principal-azrn
arn:aws:iam::555555555555:r0le/my-role \
--access-scope type=namespace,namespaces=my-namespacel --policy-arn
arn:aws:eks::aws:cluster-access-policy/AmazonARCRegionSwitchScalingPolicy

BREZEER , 55K (Amazon EKS R HEE) F AV LR KM 5175 7] 5 B KB Ko

FHELES - MRENEHRTRINEZN EKS RREEXLESR , BRXF ML LUET X5
PRBEAT TR

BLE

/A Important
RN EKS BIRY BRI W28 , BABARECEET EBINR. BXEZEE , FEAEE

EKS TR BR. o, FRREERERN IAM KiE, BXESEE , 5 R Amazon
EKS RIRY BINITIR R BIR#E o

BIEE , XKE#RE s X#E LT ReplicaSet &R : apps/vl, ZBEF apps/ivie
FFHITHREE |, WAL TE

SBREWN  WABTR

SBRER (WIE ) - WASROEIR,

MARFEN : MALHN EKS NARFENEM , i myApplication,

Kubernetes BRI : M ANAREFWERME , Hli0 Deployment.

XE#RR : T8N , iﬁﬁ)\ EKS S8 MEE , 315 EKS £8 ARN, RRGAEZEE,

EeHEXgGRERTENE DL M AKRKRXEHAENZTEREA (POD ) HEBD L , HT
BLRUE X

.07.0":“.0-’!\’%
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7. BRUBEL  RADHER—NBERKRE L, BIE 24 MARENBASTER.

XFhBAEBKESEAX EKS IREiERAEA ReplicaCount B, BEXEZELR |, $2H (Amazon
Elastic Kubernetes Service FIF#8F) Y 7 # Amazon EKS 1y ARC A F Eiﬂzo

8. A : W AREKE,

RE  BRERESR.
THERE

FEitRTHE , KERaRFEIE 24 Pt AERELBENXEH X B IRRRRENRAER
B, Rig , CaFEAUTARUTEERERIIENEIA : ceil(percentToMatch * Source

replica count)

MREFRERAREBRTAEE  UKSRSFEFARIARNET REFENETE. ©oFH
HERZRRE , LERNFALEHNT REDBREFRENT RBE,

B

MR A*khpaName FEEF N ZE , Region switch 4 F LA T &40 2 F 18 %MHorizontalPodAutoscaler
AR IEFERATHIE ST R B4/t - {"spec":{"behavior":{"scaleDown":
{"selectPolicy":"Disabled"}}}}

BRMEEBRIETER (S0 GitOps TR ) BEN BT AR FENE RN FRUKRIZFR.

HorizontalPodAutoscaler
RSP ENAE

HXF R E BRI , SN EEEBEN EKS HTRANBRITZIRE., XiFRaSBiEZzitLl
1AM A 2R EE IR EKS S MF| HMEXHME KB KW EENR, XFTRE2Bi IAM A&
BEAEERNIERIZKEREMEXE , NMitXEmEEMENNERI Kubernetes BIRHNITER
., &fF , KE{IHRLBIAEEERN EKS £8 M Kubernetes BIRER B,

A, Xttt eREELR RSN NRENMFELSEMEIREIE ( Kubernetes BIAE ) |, HiERK
PAITX BRI RIFEZTWAESRA (pod ) BE.

Amazon ECS BR&H B ITHR

FERZXEMNEIRN -2 , EUARA ECS RS RIMTRE BHRXEY BEM ECS RS, &
A BE SN F RSN R EBNHNEANXENETET D T,

BE
ERE ECS RS BHITR , AL TE.
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/A Important

EEENTRZE , FREUTYHNITACERERN IAM X, BXESER , F5H
Amazon ECS RS BIITIR R AR EE

1. SBEF : WABR.
SRR (AR )  WMASBEER,
XEER : N TFENXE |, A ECS &8 ARN F ECS RS ARN,

EXRREXESESEMCENBEDL  MARRXBFAENSTESHET S, ACEHEX
o

5. REWERFGZE  BUUT A2 —RE#E Amazon ECS WA E :

« 24 PRIARBENRRNZTEERE | GRIIAT A EHEHN Amazon ECS RS ERETHES
WEE, WETAF2EFMARSE , BT NEAHEMIEDR ( CloudWatch 18#x ) BBAEH,

> w0 D

EXFH YR API # | kTS N FHEE sampledMaxInLast24Hours,

BEXEZEER |, 2 (Amazon Elastic Container Service FF X AR IEE)Y PN BEHT &
Amazon ECS B

- J&id Container Insights 7£ 24 MY ARBEN R RKEZTEE | EFWET A EA Amazon ECS
Container Insights 145, ERAZIETAIEEE AH , {EEA Container Insights IEfR &7 £ &I/ 5%
Ao

EXFH YR API H | HETIX N F#EE autoscalingMaxInLast24Hours,

EFA IR , BAFES A Container Insightse BXEZEER |, 15 Amazon CloudWatch
APiEmHT g ERSEN#E,

6. B : AR E,
RE , BRRES R

THERE

EiTRIPEENTRG , KETREBIARE KR ECS BSM—1NERES. IREZ MRS ,
NMXFIRSIBEEHITROES, KRR XERFEFEEENEEETINAEXEHS. BiREE
EXNHE ECS RS LIRENATRRE,
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¥t F —7Fb active/passive J73% , KIBYIRITE B (BUE ) XiEF ECS REMFAMERE,
THNAERES B ECS RENMEREHTHR. XEYIRAXRITEMEREN XMW

T : ceil(percentToMatch * Source Auto Scaling group capacity) , E# ceil) 2—1
FEASBEREERAANER, WREH ECS REMNIHBAMERES TITE LM ECS RSHHAT
ERE  MTRIHEERIT. IR, KEURT 2% ECS WIRS B E.

WRECSBRSERTNABRFADEN , WXEIRLEHNARFASIERTNRERE  E2E
# ECS RS TR FATEHE.

HXEYIHAT ECS BRFRET , =A@y BEFRXE ECS FEULRAERE, Ri5 , X&)
WS HFEMRXERN ECS lRSAE ECS RSBEBERRE , BREMTITVN T -, SalRKX
BMEFRETANNKREBNRSE , NMIFLREANEEENETHAEREERN TR E,

MREERBR —M active/active 773% , MXE IR ERA St EEEN XSFEAREF, LRIl ,
MREANXFLETERARS , WXSRFER S —MERXKEEARBERCEZY BB .

R R — o BITER R

X RITEEN TR , X ERH ECS RFHITREENNRHITZIRE, XETRAKIE
ECS RFEREBRMFETREXFEMBEMFXE , HHTREUEHRN BHRXEN ECS RFREMN &
RBEERDNEENRXEBRENEER D LLEE, XEMGRATURIEITEN IAM BEREEFHN
ECS BRFHEWNIR, BEXxXBIRBITRITENRBRHNEZFELR , B2 HIdentity-based ARC A [XiF
R KB Rl

A, X4 E ResourceMonitor REERINNENEFEM T ECS REM MBS ZBHIE | H
HREEZITHESHE.

MEAMRELY , KGPRFREESEE , B ERFAPEEXEHEE, RF , BB
EventBridge Si{# f AP| I2/ERIZINISITESL,

ARC B H#ZEHIHITHR

MRESARARFERE T Amazon BARFIIRERHIZE (ARC) BEEHES] , MATLUR ARC B H1E
SISBREECONARERE, BILSE , BAUER— P HZN ARC BHREZBAHRS , BNAR
FREEEMT B i AWS Xifl, ARC BEHZEHIENEA Amazon Route 53 FHIEITIRIAKERE
EMRE , XERERE 7 S BEH I DNS id%,

/A Important
Amazon N AEFIREEFIES (ARC) BEHIEHXE AWS il 5 XA a A,
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BE

EfRERAEGMTR , EFRALTE,

/A Important

ERERTRZE , FRRITINNTACERTERN IAM K, BXESEE , BEH
ARC % B2 I 1T IR R B R B

1. ZREW - MABWN,

2. SRER (AL )  WMASREEIR,

3. TR EES N TERINFHANSNXE , WARBZES ARN Mg B2 N8RS , BF
BEKH

4. BT : W AEN{E,

RE , BRRESRK.

HERITROTHER RIEERARGNABRES , XEEFNDEREEEEARENAERFN AR —
HAWS X, Bl , MRENITRZFNNARFREXE A MXE B, WALNXE A RERS
NTTETRERERES |, Bt X8 B RERS N T B HIEE B IEH,

RE , SERITIHRHIAEEEREXE A i, S2HBTRNTERESRIEENRBERER N T
B, N REsI S 3 XE A,

THERE

BEEE ARC BHEHIHITR , SuLUNNARFRAEENRHET BN AWS X5 | SEXN T —Fb
active/active 57 , AU RIERERBIEEFANXE, IRENITRSEZNITERE , BBAERN
Fir{E A B9 P 8 B BRI I AT IRAY DNS B X BB Ao

PR B IR ITER,
BRI RIS — B0 BITERE

YXE R ENIT R, XY ENRBZEHERTREENNRITZSIARE, KEVRKBIEEE
KRR H R EEEEBBRHR.

XS IiE S RIFITRIN IAM ACEREEFHRIMEFNBEHEFRSAENNR, BXxXETRRIT
RATERBRNESZER , FSHIdentity-based ARC F X1 #2HY SR BE TR o
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EHR IAM RN FRBEFHHRTRAEEEZTEXETE, IREPEA—NRIEARAK , XERE
BREFAFERBNES , ARUBENEREERBYEHRNESEERBE, XER T EITTRIHRIT
HRLESRETE , ENITNEEXENNRRXEE ARC BHEFIHEZRE,

& ARC B H#ZFIF Route 53 BITRIAKRERITIR

X tl#F # Amazon Route 53 EITIRIRKREHNITX IR DNS-based REEERM 7 —F AR
HERFR, B2, HMTHRERTE/EZEN , RtbZXEAMaTH, AWS Xig XA LUER K%
BWEFHNER , BREMNEERE—NMEENXE,

ARC B2 HIRE S E W 5/ DNS-based REEEM 100% AI A SLA, EBIELIES , £HNEE
HAATBE ZEFEEX B AHRBRE, BAEZEHRERTER 100% BRSRBIHILAT£E /R
FR, BHEFNEHIAEINXE , AURERINXEEL. IREESEXBHNARERF , BER
152 P B FR 422 61

EAXEYRAFERRBEG, SUNAEAXESETRKERRBEERD , 5EARMEM Route 53 E1T1R
RRENITIR | TEHBEGH,

EUTRERT , B hEd Xl imngE :

- BEERELRHNHASZH 100% 7T A SLA,
s BHEAAEEFHRERFHNCBNAEFNZESHN,
- BEERERH , LEZEARTUEESENFHEZ B ARERH,

Route 53 TR BT KIRTEB TR HIFE, Health check ILREREALEFE , At
MNAFEBEXEARLEREEH. EATHERT , Route 53 BITRIIKRERITRIAEB T :

- BHNAEFAREBURT & AWS X IEERVEN.
- FAMETHERE-—HIoNWEIREBEED T LUARERER,
« BARLILRZEFZE. Route 53 BITIRIRKEMITRATRAME T BRI H,

REZBHEF —TFHEFN Route 53 BITRIARERITRENBRIANRERBNE , RAERXNFTEREE
VHRSUTEHNR<BNARERRNMEBES,
Amazon Aurora Global Database #1173

& 0] LAfEBY Amazon Aurora Global Database i1T3R N £ ERBBERITEAREB R DR E TER
=
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o RMER - FRARAZEMNTAGHSIRE. FRXMAZE , BB XA MERBE Aurora £
KBEEPHN—NEBBIEEESH, X5 ENNESBSR (RPO) BER—IMARNEMNNWIIEST
B, HEEAEFRTREHER Aurora £ AWS X8 BIEES SR, AXELZELR | EFS
% {Amazon Aurora A1) PHIMITRIFMENHHRE Amazon Aurora Global Database.

o ik - IRELBHARERNITRALRER, B AZATERES | flaRELF ME AT
RNIRERTRE , HHBE Aurora EEUR S XEMNEHMBRSEHL T ERRS. B TISTESERT
FAEMER AR BEFEERSEIREEEHRERS , At RPO N 0 ( FLERBEEX)
BXEZEER , HZH (Amazon Aurora FIF1ER) HHIX Amazon Aurora Global Database #4T
i,

BLE

E & Aurora Global Database #1T#R , FHR AL TE,

/A Important

EEERTRZE , BERITINHITECEELEEN IAM XK, BXEZEE | H5H
Aurora Global Database #1173k R 5K B o

SBRE  MARN,

CSRER ( Wik ) - WMASRIWER,

. Aurora Global Database S£& &% : i A £ RBIBEFEMIR AR

. XBHEE ARN : AP ENMNFEEANER ARN,

. A Aurora BIEFEEEED : REFEZEFVRIABER (BEEX)
. Aurora Global Database S8 & %5 :

R A EEHE,

N OO o B~ WN -

RE  BRERESR.
THERE

B BLE Aurora Global Database #{T#R , B ENARFRESER £ ERBBERITEARED
HN#, MREFEHMN R —Fb active/active F3% , MIXFHEIREREMEEENXIBERNKRE,
el , MREMNGATERARS , WXSTHREFERS —NERXBENRRREEES BB S
ko
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BRI HER SEE R AT IELTEIRIENAT Aurora Global Database KM ¥E , XA RERF
BBEER.

A% Aurora Global Database R3EIRE ( BIBAREBNYR ) WEZEL , 855 (Amazon
Aurora A ¥ER) FHITE Amazon Aurora Global Database A1 F t]# 2% &k K #

FERITRIEE — o N ITHERE

Y XF R RIT RIS |, 2@XEH Aurora HITREBRMRINTZIRE, XFTRATKRIET
NEREIER

- BEHIEEM Aurora £EREFHERE,

« RRXZA B IRXEHPEE Aurora BIEEEH.

- RRBIEESEFN BIRBEEFESHL T AT RBEETRRES,

- RIREFHNBIRERP BB BIRESH

- YRBENSIKERSIZBRARFREN, XTRRIUIEHRACEAMBNEIERE, REREMIT
FRAS, Aurora XHFRFIH T —EBISER .

X #iESRIEITT X IAM BB REEAE Aurora KREBNTIRATENNIR, BXXETIHRNITR
FFENRNEZER , i§ZMIdentity-based ARC H X1 1 #1 #Y K B& R 51,

IEHE 1AM R T Aurora BUTRIEEZITEXREE, MREPEA—NRIEXK , XETHRFIER
EiEAFERNENES , ARUBENEREERFBYEFEANRIEER T, XER T EITRHITH
B LS FRIZTE , BRI ERLENNRKEE Aurora # 52X E,

I 53 DocumentDB £ IRE B ITIR
Amazon DocumentDB £ EEFHNITR AT BN BHENTHEEBITHRIRE TERE.

o RWMER - FRHLFEMNTRIAEYHIRE, FRXMAZE , SR B XEREEBEERHN Amazon
DocumentDB £ FEEF N —NEBIERH ., XA ZENMESBESR (RPO ) BER— 1AV REN
NIEBE, BIEZELEFRTHEX LK Amazon DocumentDB £ /& AWS XI5 &S #HI4EiR

- Pl — R EERATRRZR | fIMREEF MEMITRRHNRERSF , EFMAE Amazon
DocumentDB SEEELL T EERS. AT RS EHTEAEMER I RAEDREESERHER
& B RPO N O ( BBIEEKX ) -
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[

EfiE Amazon DocumentDB £ EREE TR |, B AL T E,

/A Important

EEREWNTRZAE , FEAITINHITEASEFEBN IAM Kk, BXEZEERE , ESH 1L
O DocumentDB £ BRE BN IT X R K BE R,

1. SRER AR

2. SBIER (Wi )  WASBEROER,

3. Amazon DocumentDB £ FEEER AR | AL BERNIRAA,

4, XIEMER ARN : WA TTRIFENMNIHEFANER ARN,

5. A4 Amazon DocumentDB &5 ERI | R BHEREE (BEEX)
6. HBaY : W ABER{E,

R, BRRESRK.

TERE

B BLE Amazon DocumentDB £ R EHNTH , Bl ENARFRESEPNERFEH 1T
SRk, MREFERANE—T active/active Fi% , NIXiFtIRGEREMERENXEERNXK
Ro LBRY , MREAMXELTFEARS , XSG ER S —NERXEEARFERCEEZY B
NE R e

R A HMIELEENRITER ., THNIRESMIT Amazon DocumentDB £ BEHWEXE |, X
ARESSEBIEE X,

EVRJBEEBERERE , FERXFFAREAN DNS iR, EFARERRERETKEEALE
TR R o

FEIH R IHE O R

U XSRS TR, XE Tl AS X8 Amazon DocumentDB #1117 X 3R Fii B FAX PR 3 1T 2
BE, XIBYRaABIIFUTHEREEER :

- BBESEEMIT L% DocumentDB £ BEBFE.
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Amazon KRR FIREHI% (ARC ) R A RIEE
- JRXEHH B R X1 EE Amazon DocumentDB £,

o REBNBIRERL T ITARS

- REBNBIREFPHBAEH,

- EREHLIERERE.

(X 13 Y42 3E AT LA AE it RIH IAM A EE EH Amazon DocumentDB #EEBMIRATENNE., &
RXIBGMRPITRIFERRWEZE L |, FSIdentity-based ARC H [X 3244 19 5% BE TR 45

EHH IAM X PRXTF Amazon DocumentDB TRV IEREITEXEE, MREPEA—NRIUEK
W, KRR EHBFERBNES , HRUEBENEIRE BRI BEHFRNRHEE R,
XA SRR ETTRITHER T SRR | S0iTRIEESEN T ENRREREENS Amazon
DocumentDB # 17X B,

Aurora TIECET BIITIR
K3 BEET R

PR ER , BRXIEHH Aurora RBLESRBEEZTHEFIX TN TFREE , SBENITERER
BULEEF=FRE. Aurora Provisioned Scaling #1THR& Bah Y & B FRS2 B A TEORSEFIZE R , AT
BRENBEEEREZENEAEZ T NEBEFSAREMRES.

TB
. BYRELE : KEYRAERRAZRNT BARKANEEEZ IR  ANTIERTRET 2%
R MR R R R R

- BEROIREA MR EFRAMTEE | U KRS 5 ER SR 6l R %I,

* Cross-family 8t : ZREFRBEBHFXFEATAN , KBBR8 3EFEEFHRSHES vCPU
MAEFENERREANEFRE  RUEELTEECEPEFIRERAMEMET,

{a] Bt 158 FA

HEREHB A , Aurora TIEC B R KBl A4 T A= BERSHEMRE TR,

« Active-passive Aurora £Xk¥IEE . FNHBXEBEZETHRED (EEERE ) WiEEES , £E2KE
AFREZHSARNERTT E.

« Cost-optimized AKX : A TTWEREX , EHEERAREHPETRINES , HEZEEEHERK
BHiE B3 AR,
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Aurora MELEY B S H b5 RAALL ]

WMERBEMATIR , WEYRXE2H , FRAAFIHELAELEHLKBRBFBEENETE.

FE Pros/Cons
1 Aurora B EY BER 283, TAEBEERVIREG | IEBREANES | EXEY
BmBEE R
2 FEEM SEEEFREFMEGER  BEESTREEEZEAR S H
s EEREREEHRAEHEMEMNSH
3 A Bz{t () Lambda/SSM T EHEMXKIZE ; XTWE, MHMEF ;| REXET%
BEFERK ; TEFARETRITM
4 Pre-provisioning ( JA4& T BEXBIEEANE, SIXKEHNRABT —&F ; YT E3h-
e ) WEBRAIRIERIRRMEN

MRECHERELLRIUENBHIBTEY BENXEVRRETRINER LT , Aurora Provisioned
Scaling X3k 2 IE#HIEE,

THERE

2 Aurora Provisioned Scaling #UTRE T RIMATHEIETEY , KEVIRSBUATIRFY B B #3561
P Ee R SE I A SR I B

- MRBEHFEHFEERL FavailableRss , WXFHRSEFHETHAEERE,

- MRBEFRKRGIFFE , W XE YR RIRSSHI B SSHIK7E B iR R 02 %26,

- MR B#REBHIFE , Region switch 2RI ECRERE TRHNER , RELEREHIZER,

« MEFNKRHIETE-—NRIGFAEBHFRD , MKk E KB FREGIATEIRSE,

- MEXFIERTAENRSY , KFEFHKNELEKX , MFR2RTEAT R,

- MREFXEPAEFERRKGIRE | NXERSEEEFHERNES vCPU MR 7Y EASRHIR
B ((ATEIRNSBIRE) o

- XEBRaRRBERES , BEEHE T availableRE , RAEFZLRFIEH ET Ko
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® Note
Xt RgEm Ly B, WRBHREFESLETRATIRERS , MR FHTEMIEI

BE

/A Important

EEENTRZE , FREUTYHNITACERERN IAM X, BXESER , F5H
Aurora TS E 8V H B HAT XR R B RS

ERE Aurora ELEY BIITH , BRALUTE :

- ST|EM  WMABN

- STER (L) - WMASROER,

- EREFRAG WA Aurora £ R EFHNFIRA.

« &% ARNRegion : B AT X EBNXEH Aurora BIEESEEE ARN,
« Xl ARNRegion : i A1t X BN XIEH Aurora #HEER6I ARN,
- HE  AMABRE,

B | EBRESE.
VRIS R SRR

L X R ERN TR |, XETRAX AR Aurora Provisioned Scaling 47 X 3R EL & F X PRt 1T
ZWRE, XFERATRIELUTAEREER !

- ANEH ARN B9 EREF

- EDFE-NEBH,

- HANEXFEHE TIHNEE

- WANEH ARN WEREERBERFE.

- INERHREELRBEENRA,
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X A AT AR UE T XIRY IAM B e REEA Aurora TRELEY BATFENNR. BXXETIHMITRAT
ENRNEZER , S [Aurora Bl ER Y RBHIT XR R B,

IEHH IAM X PRXT F Aurora Provisioned Scaling TR EEEZTEXEE, RHEPEM—NRIE
KW, XEYRFREHAFEEZRBNES , HRRHESENSEIREERABE RN RN EE [,

=B SGY)

 Aurora FiE BT BT X R RBIKRE
« W55 Aurora FAFP i8R AYIE 53 Aurora E3E B SL I3

Aurora TTERSS 879 BHITIR
Kl BEET B

FEXF YRR |, B8 B#R Aurora Serverless 585 H#) ACU ( Aurora RE# (Y ) IR E A sEm K T R
= REFTENIRE, Aurora Serverless Scaling TR SRIBREF W ERERBR Bait&EH @ E
REBNMAEBRNR/DPNRAKACU BE , NTMBRENTHRSJ[HIEEEBETZ RHIREZ XKL
150 T EE AR TER.

FERB
« Usage-based BE1tH : Region switch T2 KFIFHSEE , MRBEREFET X 24 /PRI
FRIEEFARBEHENRRE , NTTBRESGREEN N ERHESENEE,

- Cross-engine-type BfE : TIREBHNRRERTHRSE. CRELERREEE , X 3R AER&&E a1
HRBEHMRNBENTRSFEFNMELN ACU RE,

« Percentage-based ¥ & active-active : NEZN-EFHRMEES T 100% ( B0 200% ) WEHRE D
tb, FEXFEES | RS ARBCREFMNXENEHRE.

AT et £ AR
« Active-passive EALHRFHRZAERER | CNENRXEURKE ACU EZTERSHESR , HEAEER
BWEFREZEIR LT R,

- Active-active #E#H % : RAXEMREMARE , EFUHREE , ERXEXTLEBEHN AT —R
=T 100% KB BE D L.

 Mixed-engine £IK¥IEE : FHRREXEEAMEENES , BLHN B irtb XERATLRS SR — Xi
L BEFNERERGR,
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Aurora THRF R BREB KRS RM Lo

WMERBEMITIR | EFLTERREZBFHITE ACU ERHABHRERFRE , X2—1MEHRE
ZHENEE , LERERMBRER TR 5| ZRER,

%

FE 8= 3=
1 Aurora THRSSE8Y R RIERBREAER B RE LY E ; &km
R ITE , AEBES|E BEfRE 1aC B9 ACU i&

BiE, ETAoLH L}
7%, BEirxlgmss

EX

2 FziET ACU T FEEENTITE
ACU E}E ; BE
& ; A HE

3 A Bz AEENX I HIF 5| B EE
B RB IR
; P

4 Pre-provisioning ( & X BEHEHBIER B#t ; TRFERS

K ACU BRES) B RAME ; ER

RAXEHRRERRIR

MBETHFW, ERAFEABINEET BRAIEES|IZE ACU B E AT , Aurora Serverless
Scaling fE3R 2 E R IEE,

THERE

BL& Aurora Serverless Scaling TR fE , KBRS BWIAEENLBBTEEFE —NREEN—1
BirEE., BNAERBREFHKIEE

- RERTIRS R

- &N ACU =T % 24 PRI REIYREFIZE ACU FIAX
( ServerlessDatabaseCapacity CloudWatch $5%r )

« A ACU =T =% 24 P RRERFRK ACU WIEE
- REEIE :
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Amazon R AREFIREEFIZR (ARC) FERARER
- TFREFHN EC2 RHINFMSEIEMM ACU ( LA GIB AEMMHEHINE | 2)
- JFEBK ACU &RER 256
- RKFERREW (BBE + TRFEH )
« /N ACU = FE BEH) ACU SREMIE 24 M AMBREIW T RS 25 ACU FRENRKE
- &K ACU =256

RiE , KEYMRSNABRBE D ERITERALE :

destination min ACU
destination max ACU

round_to_nearest_0.5(targetPercent x source min ACU)
round_to_nearest_0.5(targetPercent x source max ACU)

MBENEENYNBRECLEIRES TIHEN B , NXENREERRHTEIXNE R TEXKIZS
B, Xt FTafm N NERAE, YEIREHTR Serverless B | ZXHFMHER ZIRIER I TR -

NTED-EFHUR , KEUREAEBEREENXBENRR, NREMXGLTERRS , WXE
R ER S —E XEEANRERITERRE D .

(@ Note

WAT X3RS 4& X Aurora Serverless £ &R/NFIHZE A ACU BEIRE , MR BET EMIRE
ERBIEREMEFLREERILE , WTELSHEERE. BRENEESERENX
LEREERERN , UPHIEEAER,

BE

B & Aurora Serverless Scaling #U1THE , FEEHM A Aurora £2XKEEEN £ BEFMRAFURITI
RITHEET BNEMNXENRIEESEE ARN,

/A Important

EEERTRZE , BERITINHITECEELEEN IAM XK, BXEZEE | H5H
Aurora TIRFZ 22T BT X R RGIZKEE,

Ef & Aurora Serverless Scaling TR , THWAUTE :

1. PREWN - MABWN,
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Amazon R AR FFIRE 24188 ( ARC ) R A RIEE
2. FREIR (k)  MASRINER,

3. Aurora 2IKBIEFEEREN - AABERRIR.

4. X ER ARN : AZEIT RN SN X P ERANBIEESE ARN,

5

BRBESE (Wik) MARNEBERERT RINKERTEN TS . BIAMEN 1000 X T E3)-
EHUN , BEREAESHE (HIW 200% ) REESHRE.

6. Ha : W AER{E,

B | BERESR.
VRIS R ISR

Y X DRIE GBI R | Rt aX8E Aurora Serverless Scaling HU{TIRELE MR BRHITIL
DIXBRE, XFTRTEMETRIEFNXIEPREFTE Aurora Serverless &8 , BRENEEEBHA
AiGE , HiERBIMNXKENHERE, CARINENRREERFNERARERULEMERENIEEL
Ui

X Y1k af AR 1T RIAY 1AM B2 E BB # 1T Aurora Serverless BN EANR., XXt
HRITRFFENBRWEZER |, 55 HAurora ThRF ST BHRITXRRAIKE, MBEEARELK , X
BRI EEEE | BaERFATEEXEEE, HE , B LUBIRER APl BERZER

EATIE - 3=

R B IR

« Aurora TR 257 BT X HRRBIK BE
o EX L% Aurora FAFIERAER Aurora TR ES v2 BRE

I 5% Neptune £ EREEEF TR

Amazon Neptune £IRHFBEMITR L FEN Neptune £ BEIEERTHEEBRURKE TER
2o

o P03 - IREUFHARERNITNALRRERE, ESRZSFERLEZE , fIMNRELP MEMIT
R HIRERF , EFFTA Amazon Neptune EERESCXRBEMEMBISHLTRERS. AT
WE TSR TEMNEMETERC I FHBBEEERSIREELEHRY It RPO R 0 ( Fok&
RBEEKX)

« RUER - ERBITENTRNMENFRE, ERXMIE , ST UXER Amazon Neptune £
BRBBEEPHN - M EBBEEEHNTEXSRERE, XINTENRER]LER (RPO ) BER—
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MNAWREMNIIETE, BEEXEFRTHER LR Amazon Neptune £IKEIEFEE HIZER,
AWS XiF

BE

ERfLE Amazon Neptune £IKEIEFERITIR , BRI AU TE,

/A Important

EEENTRZE , FRRUTNHNITACERERN IAM X, BXESER , F5H 1L
Di#h Neptune £ IREFFHIT XIRKHE R B

. SREWN  MABN

STER (AL ) - MATREER,

Neptune £HRBIFEEEHEMN | WAL RBEEFEMNIRART,
XAV &R ARN : AT XIF BN XEEERARNES ARN.

$E7E Neptune BIEEMIET : REFELHNMEEREFRVBLIHMEERE (BEEL ) . EFHREE
PEHFEELNITHANRE , REEEHEEXBUHRTITINERE (MREELEHFEZELRZE T
BIEH).

6. B : W AER{E,

I O

RE , BBERESR.
THERE

BT EE Amazon Neptune £ER#FEFEMITR , B LUENARFNRESERX £ RBFEERITHE
HB IR,

BEIR TS HEM SEE R AT HE S -

* Graceful — XM TEEREPIEENRE (VRBIHEER ) . MREBERET ViR, WXF
kS @ASwitchoverGlobalCluster , XERABNER 2N EHBERSEEHED
(BBEEX) . MREERE THERD  IXiEka@AFailoverGlobalCluster , XX
BVARERER K MAETESTEHTN (TEEREE) .

« Ungraceful — SR EEE T AHNRE , WIEBFRRBIE
£AllowDataloss=true tbFailoverGlobalClusterfEAXEI# A, Amazon Neptune T
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FEEHEHEAA TN EREFEANFTN IR, XTRSSBBBEEX , FRTHERZH
HY & HIZER o

MREVREZLERITHERKTAHARE , WXETRSE BB EERTHIR ( BIRE R
WMERE )  FEEHTATA , RE T BREHNRERE,

EXAPEAT , Region switch 2B MEREFHRES , EFEREHUNBEAEFEERHNRE
FlavailableR% , HEERXEIE B/ BT ETE,

MRXRHITHERERELEEAE , M| Region switch 2R NEIX— S HIATRIZEE , MELE
BATEAE R,

B X Amazon Neptune £IXBIFEEREMENEZFE L , S H Amazon Neptune AP IERHP W
Amazon Neptune £IXKBIEEFFERAVIRIBEREE,

VRIS R ISR

Y X PRIFE BN IT R |, KGR A3 88 Amazon Neptune ¥ 1T X 3R Bt B F X R 3 1T 2 TR
B, KGR TRIILTARREER :

- BLEFIEEM Amazon Neptune £ BEHEFE.

- BENEE ARN REELREENH A

- REXEH B FRX1FEE Amazon Neptune BIEEEE

- RIFBEEFEEFNBFBEELRL T AT 2IRBEEDRNRE,
« RERNBREHPEHERIEREES,

X35 04k A ARE T RIAY IAM B8R %5 BB Amazon Neptune SBEHBRUIRATERNINR. HXX
HUMRAPITRAENRNESZFES , 53 Identity-based ARC H X IR AV KRB,

E#H IAM X PRXTF Amazon Neptune FUITX W EEEZITEXEE, MEHPEM—NRIELWK ,
XEgRERPFERBNES , ARMABENEIRER RSB EBRNRRE & @ E, XBETL
BARETIRTHERTHSERN , BRI EEXENHRNRREENMS Amazon Neptune 31T
RH,

Amazon RDS £ H RiERIANITX R

Amazon RDS Promote RiEEIZA 1T X AT BE S XFRE T E P Amazon RDS RiERIAEFH I
1 BIEESSH, XEEESBETFZXKEPN REFAEBEANFTOEREEREEE I ZXE,
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER
[

E & Amazon RDS Promote RiER|IAHITHR | HFHRAUTE,

/A Important

EEENTRZE , FREUTYHNITACERERN IAM X, BXESER , F5H
Amazon RDS 11T X3R K& =B,

1. ZREW AR,

2. SREAE (AL )  WMADREVEIR

3. XK RDS #IEESH ARN : F AT X &84 X RikE| AR BHEE R ARN.
4. et ABERHE,

R, RBRERESRK.
THERE

B3 & E Amazon RDS Promote RIEFIZARNITR , BAILENARFMESEP N RIEEREH I
SBREESF, HITITRIE |, Region switch &3 E1EBUE R Xig AR Y RIE R AR F 30 I BB IEE
245,

@ Note
W XIRIX L ¥ active/passive BEE

FREE , AT EZERSEEN DNS LipT QREREFTE, B2 , ARENXRGHTIBNREEREE
HITES, BEZRE  SETEBRENVEIAERFEEN A EBNRS.

ARG, AREHEFFRFERBERFIHUATIRE :

- FREH
- BEZRMOED
« Multi-AZ Bt &
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Eir TR ENRAE

HXF PRI EN TR , XBREXNER Amazon RDS HUITXREENNRHTZIMRE, X
B RIENATARREER

- BEHEER Amazon RDS Bz ESRAIFE.

« FEEXEHARNBEESHRREEA

o RRBEIALLTAARS.

- BEEXPIEEBEENBEXEHEH,

X A AT AR IE 1T RIEY IAM B R B EHE Amazon RDS RIREIFBHATFENNR. BXXE Tk
RATRAFENRNEZE L , 1S [Identity-based ARC 1 XIg 1Y KB =Bl

IEHE IAM BXPBRX F Amazon RDS HITXHWIEEZITEXEE, RHEPEM—NMRIEERK |, XiF
PHFIREHBFEERBENES | AREAESENSREERBEHAERANBHEEFME, XJHRRE
TRIHFTEHRPTHSEREE | ST HEESENHRNREREE Amazon RDS #5 Amazon RDS
HITRE,

Amazon RDS % Cross-Region BIZA#1T3R

Amazon RDS 8% Cross-Region BIAMTR A FEREMRE R REP N Amazon RDS Bz L6l 6l &
EXFHRFREAR, KRITREBEERARRBARUEFELIEXFEFZ2EERA , NMBRENNARE
B AR RE KIS BT %,

BE

Efii i Amazon RDS #|2 Cross-Region BIRRITIR |, HR AL TE,

/A Important

EEERTRZE , FRRITIAMTACEGERN IAM K&, BXEZELR , 55
Amazon RDS #4T X R K #E =45l

1. TREWN - WAB
2. FT|IER (AL )  MATREEIR,

3. KEN@@ FRHHEELH ARN : AT X & X8 AR EEE B B B SR ARN. HUTIRER
IETEEUE Y XS ARRRFE RN el 2B X E R R R A a R B R E.
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Bl A EHE S ARN : i A B T3 RIREI RIS 6] ARN,
5. BaY : W ABENE,

RE , BRERESRK.
THERE

BifE Amazon RDS #3 Cross-Region BIA&#ITIR , BRI AR HMXig o ZRFEX , EARE
EREN—&7. LMTREEEXNIHTHEEXBRFET , LENEUBXFSH,

X R R B INZE active/passive 1TXIF,

FERITHIE |, I ESSHIEFE S B Hirich © E@mBEByRegionSwitch, AJE , FHEIB—NFHH R
BIAXEE , EFEEMNBEEFHEFHUTRE :

« EBIFRRR

- BiEESHA

- BiEETHA

- KMS %4

- VPC &4

« EIA

- HE B HRIEE4 ARN

/A Important

EmBNERFMESTHRE~EFTH, XN ESRIS N EdBAByRegionSwitch AR
B, EFRSUEME RN EHRITERIMER. EAREBEGEN:G , SERELNZEMN
BRAERRERRIFHIZT., F1IEE2FEBIER,

® Note

BHTRENMEST TEREMRIT , ERREXEREREBEAHR. NERDRITHRERS
RERAEREMELEXIE S,

FAXE Y% 292



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

Eir TR ENRAE

HXF PRI SN IR, XBRAEXNERN Amazon RDS HUITXREEMNXBRIHTZSIRE, X
R A RIELTARREIER !

- BEFHEEEXS ARN B AKX ER,
- RBEEFEXMIFETEENXE,
o RBHEEPIL T AT RRES.

Xig ik A AR IF T RIA 1AM B R B E A 02 Amazon RDS RERIARFIENNRE, AxXigik
HWITRFAFENRNEZE R |, 2 #Identity-based ARC # [X i3 {3 1Y 5 B8 7= 41

IE#ERY IAM XBRX T Amazon RDS TR EEEITEXREE, REPEM—NMRIERK , X
IR EHAFERBENES , ARMBENEREERFBEERNRIEERH, XATHRE
THRHATHRRTHSREAE , ENITRELENTRNRRKEE Amazon RDS #5 Amazon RDS
TR B,

FHFHIITR

FHFHPTRILEALUAAES IAM AEXENFHIR. ERAAZACHAS JMERELS
ROVHIT , EREGHECHEFZIR , ETEHELEITTRRNER.

NBRITVWITIERFFEFD T, ERETERENEECETNFIEFRIR , RABEE IAM
AElEEA#HEZTROAR,

BE

EREFHFHHTR , FRAALTE.

/A Important

EEENTRZE , FRRUTNHNITACERERN IAM X, BXESER , F5H F
o) B L RATIR R B R BE o

1. ZREWN - MABWN,

2. FT|IER (AL )  WMAT R

3. IAM FH#tA® : fA IAM B8 ARN , ZASERFHERERTEXEIRITR. IAM BEL
AT IR B BRI o
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4. et T ABERHE,

R, BRERESRK.
THERE

BEBEFHEFAHARNITR , EUUERTHENNABRFMEN -2, N FFHTHR , Xt
ITUATERE -

o HXESTFINITRE , EQEERTHRITHBITRERE N F4LE,
« EAARGERKTRAELNAGHA R B URESIELNITZT R,
« MRMAITHET SROPAT , WEXETRSBSENITITR. DRMBIEL | NXETHRSBUE T RIAY

T,
LR X R I HEHATER
FERITRITE - IR
X33 Y4 7 & SE B T 30 B HEAT SRV AR AT 114k
B E M 1E Lambda H4THR
B E X84 Lambda HUTHR AT EERA Lambda BE @ TR0 B E X HER,
[T

EFE Lambda TR |, FRALUTE,

/A Important

ERERTRZE , FRRITINNITHACERTERN IAM K, BXESEE , BEH B
E X BRAE Lambda #4TR RBIZK

1. S|REN . MAEH.

SRR (ML)  MASROER,

BERERAXENERAN Lambda BEE ARN : EEEE LTS RFAIZITH Lambda BEEH ARN,
JZ1T Lambda BB XS : A TR EEF | EREBEREHPRIZ(T Lambda BB X,

N
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5. Bt fABR{E,
6. ElEfE : MAERAR , WRELERBRXEEY , WEHEZIT Lambda B

RE , BRERESRK.
THERE

« Bl B E R Lambda HUITRES , BREENERTHSRIEEMA Lambda BE , ITRHENX
B - IMEE.

« BB EREIEIT Lambda WX , i, BUEXESERAXE, B2 , MIREEFERAXEHRN
17, ZXEESE A KRBT, BIIFEUSRBERXE,

BRI HEMIER BN TR, ERMBERTEXT | KETHRSBE Lambda TR K.
BRI RIS — o IR A

HXF PRI ENITRIE , XK Lambda ATREEMNRHITZSIRE, XETIHRATEIN
THEAREBLER :
- BEHIEEMN Lambda EEFTE.
« Lambda BB AR REFTZRE , IWRIUEUATHE :
- HEEXRREN 0,
s ELPF-NMHARBWITAR , AIBFEEARTMENH K.

X 11T Lambda BREAVIHIZ1T , SARIEEENSHANMR , MEFHITRERRHBEE. &
Y Lambda B A R HEEFTIHIESTR~EMN,

X #iE 2RIFITRIE IAM AEEFEHE Lambda MITATENNR, BXxXISERRITRIENR
WEZE LR , HSHIdentity-based ARC 7 [XE {14 89 5K BE TR o

IEFR IAM R T Lambda TR EEZTEXEE, MREEPEM—NRIEAK , XSG
REHAFENENES , ARUBENHEREERBYEHANRHEERE, XBR T EITIRT
MBS REITE , BRI EALENNRKREE Lambda 52X E.

Amazon Route 53 iz TR EIRITIR

Amazon Route 53 BT R ER TR I B EEEEARERHANARFRENEEQD RN XE,
H1THR & B2 Amazon Route 53 BITRRKE , AR EM INEI MK F A A Route 53 DNS ik,

52 A X s e 295



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

AT XE IR ITRIEY |, Route 53 BITIRAKRERSSEH , A EREFFRFEEN DNS BEERITERE
[,

/A Important
Route 53 B EXEA4ME XTI TR -5 X+,

BE

A E Route 53 BT EWMITR , FE AL TE,

/A Important

EEENTRZE , FREUTYHNITACERERN IAM XK. BXESER , F5H
Route 53 E1TRRK B HATRRBIKEE

1. BBEW  WMABTH
SRR (AR )  WMASBEER,
#£EKX ID : Route 53 FHERIEHIEE X ID 1 DNS id %o

IEREN  MALEER (HE ) , EEAREERUARAXRNETRIREREEQNARFHN
ME, XFRHZIEFEHRKE Route 53 1I2FE , AR HRBIERENEHESRAFHIHEX
HEWHSMORERFE — N,

5. IBFEMAR (Wik )  IRECEUNE , KEYRTEBHFIEKENSR 4 PRENICHES
PRSI R X8, WA BLERFHREBRERAN. NRITVIERE-ZBE  KRAFTEESE
B, BEAREREFRRFERENITX , FERNENKEMMATAE :

- BRERRF  MALRZKERRFRIZREMValue/Route TRE,
- X MAEEFRRERRFEENIEREXKHXE,

6. ERRFL R,

7. £ Route 53 HEEEZ TR E,

S

XESTHRARTRPELHREXANEBNMCREMREASINXENETRIRE ID. BRE
Route 53 FAKFHHWMENIEREREZTRARE , MEEITTRIHITHE , XS LIER
EEONARFHNRE. EUHYNEFERENSTRARERTFH , BUAERMBERITRNXE
HIEITIRIRRE,
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Route 53 2 TR EIT X R AMEES & o] At DNS FE# B 2 EER

ARC Region Switch Route53 IZ{TIRIAKREHRITRAVNEFHZTRARE , IRENTHEAETE
ERAMNXE , NEMNXE -4, CaBXERBERERAR, BALUES ‘Wi I+ 0 XEik
&l & = ListRoute53HealthChecks APl E& B 1], ARF , BFEXESTIRAKRESZN Route 53
DNS 12 F < Bk

1T Route 53 IZ{TIRIRKRERITRE , EQER/EMEM STOP ( FHEEEXE ) RARERZTIRR
KENRS , LA%HE DNS #E#E ., MANESTRAREIHBSTRARER , EETRARE
RIEA “TREE , RESTRAREIREH “IERE” Route 53 EABITRARERSHXIPELER
ERBHRAEELRRE.

¥} F active/passive : EXFHETRAREFRZTEE ; HIXFFBRSTRRAFE HEEH
Route53 iZ TR KR EHRITRBTHEE BN | XERSLRETI,

X F active/active : FTEETIRVAREHRFIRIZITEE., HYEBEEHAIEREREH Routeb3 iz1TIR
MBRERITRE , ZIERESFEARENETIRARERSIRENTRE, YEBEENXEHWBUE
THERERFERH Routes53 BITIRRRERITIRE | ZT/ERES B EXENETRARERTRE
RIEFE,

NATARX R — TS E A F AV B ALH 2

BAFRANRREEE KN T ENBEERBHLH

1. Route 53 BITIRIT KBRS FHIRRE Route 53 BIFEFEM—H5 , ZBIEFEET N 100% ATA M
Rt

E ¥ Route53 BITIRAREBRSHWRESR —MHIEFLEHZEE, Route53 BIEFTH DA ESERE M |
EH 100% TJAMMiIRIT. B FEFMBT Route53 ETRARERANTIL, XEWKE |, BIfE
FXEHEFHR , ETRARERSERESEK,

2. FILER (FHNEXNEEETER)
STOP #HAX B —FhimHE DNS HEXBHYLE K CERXAELANEEXES : FH Amazon Route

53 BIZXERE N Hl. J5EH Route53 BITRARERITREMAX KN, STOP EXFEFEAR
BXEEN RRAE REAZH{EHEHETRARERS. STOP EATEKH T R X,

T REEREKPHTHERE

« 8l2 Route53 BITHRIRRERITRE |, BT ERESANXIE M XN S0 TEHE
2 HESEEsm A XigtlkiEsl A APl £iX4 8, ListRoute53HealthChecks
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C RE | EAUEHGENSEAAK M DNS BRAXE, —TEFRRRESE X DNS 25
BXB | B— T ASHEBKEM DNS iDRMEEE,

 BEFRRRES XS DNS TREXEE  BTAKREM (H8 ) XEHWER (5 : S3 &
EEFEXHS)  MEWEFRUREHRES.

- BEFRAREERAN — NEEAAREEBE  NERSHETRLRERUANER, NREHA
SRAR , WEERSNETRURETER N TRE, XTI EENRERS,

- EMERERE | B ARSTHKEATRSENE, STRIRELRNIT FEFIETHRE
% . Route53 281 DNS., &AARARKSIRRSEE  FRBTFES,

HEFPRERIMNXEETH , TEHFPEGBEAR (2R AREFH ) MLZHRXEKB xR
(STOP #=x ) &S , FERN—TSE RN DNS #EEBVFH ., SHitabicxH STOP &
3 : £/ Amazon Route 53 722 % #E1k E H1%l,

R RIS — B B AR

L XF R AR ITRIE |, 2XHEHY Route 53 BITIRAREMITREEMNRATZIRE, XiF
MBS TRARERE M MEIMITIRE EFIEER DNS iBF, Rl , KSR
E AWS X 9 DNS iERRERENEAZKENETRARE.

& ARC B H#ZFIH Route 53 BT ERITIR

Xt i Amazon Route 53 TR ERITX R A DNS-based REFERME T —FHRARRE
HERER, B2, ITHRERTEEZEEN , Rt ZXEX4MTH, AWS XiE XA UHERE K%
BWEFHNER , BN EEEE—NMEENXE,

ARC B2 HIR B S E TSR DNS-based REEEM 100% AT A SLA, EBIELES , £NEE
HAATABE ZEFEER B AHRBRE, BEEZHREMRTER 100% BRSRBIHILE L E SR
FR, BHEFNSEHIAEINXE , AURERINXEEL%. IREESEXBHNARERF , BER
158 P B R 42 61

EAXEYRAFERBERG, SUNEAXSTRKERREBEEMD , 5ERMEM Route 53 E1T1R
RARERTIR | TEBEBES,

EUTHERT | BRmEs mEs XEylRE mnE

- BEEREZFNNHEZH 100% ATAM SLA,
- BRNARAZEFIRFRFNRBNRABRFNREAN,
- BEEZREHH , LMEZEARNTAEEENFHESZ A RERKA,
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Route 53 Z TR ERHIT KIRTEB T2 HFE, Health check ILZREREAKRTEFE , FtE
MNAFEBEXEARLEREEH. EATHERT , Route 53 BITRAKRERITRIAEHB T :

- BNRARFATRERRTE AWS X8 EREBEN.
- EARETHERE-BINBEIREBEEERGAJLUAZENER,
« AL RZESFZE. Route 53 BT ERITRAYRAME T B2 H,

RZHEF —FF B Route 53 BITIMARERITHRERNRINRERBNG K RENANETEREER
MHI &S T 4R B AREFRINEBZES,
Lambda B4 RRETHITIR

Lambda EHREBREFHRITRATFEERERED S AREA Lambda B4R, B4R 2
Lambda &R , SAINEHR ( FlaE S# Kinesis, Amazon DynamoDB Streams, I 5 i#h f&] & A 51
BRS- A& A F Apache Kafka VI B3R EREMA ( LS MSK ) ( ILE# MSK ) AritER , HER#E
E1ERXAA Lambda B,

® Note

TR EREMFRMRS ., LRITRAEZIF Lambda %28 , BIRB Amazon S3. Amazon
MR BEANRS TSR E LS FHIGRSERSVWRSHEGHRIIN B,

BLiE
A BURF LR BE B — IR — N BRI G BRI AT —BURME ( B RARER ) .
EEE Lambda E4HRRENITR |, B8R AL TE,

/A Important

ERERTRZE , FRRITINNITACERTERN IAM K, BXESEE , HEH
Lambda ZEHIRBR G AT X IR R B R e

1. ZREWN - MABN,
2. ZFREIR (WL )  MATROER,
3. B ARAEMTRETHREAEREASMHIRMET,
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4. ZUTHERTQ@ BEAZEA Lambda S4RRE ARN activating/deactivatingRegion-1 : HiAE
HIRERET ARN | SUBEREEITRERNIITERMAE. activate/deactivate Region-1

5. B THERTQ@ B ASHEA Lambda E4RARSF ARN activating/deactivatingRegion-2 : i A5
RS ARN | BUEEZINITRENINITIRYE, activate/deactivate Region-2

6. EAY : W ABRE,
7. THRAT  RERRBEIFMH (RIS ) FATHE B L MITIR

RfE , ERRESR,

SHRRE AN T RIAE NN ER - XEd, B2 , BEEBEHN XS SRR TIRE
MXEFEETE,

plan , BEEHES —IMXENERERZXENSEHLE , BRTUATERE

s BEus-west-2BREZHMNEHIRME ARN:. arn:aws:lambda:us-
east-1:123456789012:event-source-mapping:uuid-1

« BEus-east-1NEZAMNEHIRES ARN:. arn:aws:lambda:us-
west-2:123456789012:event-source-mapping:uuid-2

PR T HER SEE HERY UATHE o Ungraceful RN E R ITHIARERZ R MR, HRIREE
NEFRAXEHHRTREN , BEAUAFELRNITR ERTARAPITHRRT ZSR, ETHERR
M|, B RFEEFLILLEFA Region FNEH , RIGHERUE Region BIFF AR, Nt , BFER
JGFig EF A Lambda S4HRREITIR | —MNATESFA Region HEASEHRRSEHR , 5—1H
TERUEXEE B AEHRRE TR,

THERE

Lambda E4RRETHITHR IS AREA Lambda B LW EHRMRE . EitRIHTHERRZXR
i, XiEtl# 48 Lambda UpdateEventSourceMapping APl AXI1EER Lambda B4R ST
TERENRE (BRARER ). AF , KEURSFIESHRMETEER B FFRSH EME S RVIRES
(ERHERAELXMTERE ) , AEBREUTINT -, IRMFDLAFAERES , MXEHRS 7B
ZERFIENTH. HETEMEBNFTEERTHRITROITIEFTHER TETH , &I RIS Lt
BREVIAT,

LRI R TS

HXF RSN TR, KBRS ER Lambda B4 IRIR G 1T X R EL E M N R# 1T ST
B, KETRABIEATHEREER
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Amazon R AR FFIRE 24188 ( ARC ) R A RIEE
- BHRBEEFET ARN FHBANXIZGH,

- FESSHIRBE RN Lambda B,

- EH4RBS ARN WA R KR ITKIFEEN Xz —.

« XFBAKRME : Lambda RBTAZRE (MEBENHRKERRENO0) .

« WFBHRME : Lambda B FEHRS.

X 0k AT ARIE TR IAM BEREEREERESHRMHFFFENNR. BXRXERIITIRAE
MRNEZEE , HSFIdentity-based ARC 1 X {1 AY SR BE R Bl

IE#R IAM RN F Lambda EHFRREMTRNEETEZTEXREE, NREFEM—NRIEXY ,
X REHAFERBNES , FREAKENHBRHEESRBBEBRIRHEER .

B2 F it X!
NFEEFWMESZR | LA UEITFMXFE R ITRIRITRRGZ 71T, BREMRBTHIR
A, BR—NRiFRATREBES N TR

/A Important

IR FitRze , FERAREEFERN IAM K, BXESEE , §560H Xtk
TR R B R B

HTFREMER , FIUIKISAFRITZFNAMBRXE, A, RENFZITHNRER Z

( active/active = active/passive ) %H[E

FEBUT FIr RN RITHMR I A RERF X,

o HRXWMITRAHNAAE FITRIAMEARITIREBITXET |, ZRMITRFEIRICHN ETK.

« MREMFURPREMSTRAN , R TR A E XKD RIAT IR KM

- EXERSTEP |, Rt WP EHNRFIERE (WL E, KRIBEREDR , HECHRE ) FEH=
HEAT IR, TieFIit RSt THANS R,

- BRBIBRER-RRHERNITH  BEERITY , BEFIHRIBSRIT.

« MRFUNEEXBEHRRPHIT , WA THEEREHREEZIT , KSR TMEFITIERITRIE
FREM, NRFITNEES T RINVERBRF , MXERSF AN BRI B389 F1t
o
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Amazon SIFRFIRE2HI% (ARC ) T %A RIEE
c MRFURNERATHREBNBEESHET , WRITKSRFRK , TR :

o FITRIEREAY X B

- HXEVRBEF I RBITRURRER | FITRIEERITERRE
« MRFUKNERT RS FHEAINZER , WRITHERE S FEIHIT,

XTI R 62 A s 85

MREBEXENRFEDRENARRF , WAL KSR ITHIIZ— RS MR RE. MAF2R
FEI8IEREHY CloudWatch B RS B 3T 1A AT KT R 1T X o

7 XY X) 62 Ak K 25

1. GIRIRE  FirFAGERE L |, ERMARET .

2. EEEEMARR,

3. EREHINTHIERRE , RAEEERMMERR.

4. REMEIBJ[HER,

5. &FE— CloudWatch B , AEHZEE 10 4 CloudWatch B R 6 AR i,

HICER SN FM4E , KFTREARBRGS T B BEIMITITR.

3 CloudWatch B3 EEA B AR ZMRT | MRS HIMATITR. AR SRAMETTRIPet , R
FHEELBE , WiTRAEIT , XA EBANERERB S

AT X DR T R R E R

EENARFZRNMRENARE , BFER Amazon NARFIREZEFIZR (ARC) RHITXE Rt
Xlo AWS XiF

- MRENNMARERFRAER active/active 777A%8F , MG ITHIFN TEREXKFRAZHRESE , KL
EENEMEN XEGEELINT BHTHREBERENFENAREFRE.

- MRENNMARERFRAEHM active/passive FERRE , MG ITXIFHN TERERXERZHREXEHH
EEARE  FERBRRESEENREY BRR , ARNAEFREEE R AKX,

EFPMTNARFRE , BT A TRERSTENXSEIRITR,
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% —hikiE 26 A REEN S E Amazon CloudWatch Bk Bai it & 1T , TP BRIITITRI. ERIE
REFITRIE , BAEEATITMMITHAIRSE. BXESZEER , BSH HXERIT I oEM R
%,

AT XD TR

1. R AWS EEEZEFE |, SME AWS X8 ENMRAERFHEN.

2. T Amazon NRAEFIREZRFER (ARC ) & £, EEXEHR , REEEEZITHIT,
3. EERITITH.

4. MRENUXSEFHIFHIR , BRERTHERID R,

EitKTHE , EUUERTHEAGENEH LREERE | ZREFEREERTITXISTT.

e R EXETREFER L EE SR NARFRERE. EXETRESE L, £ENSHE
HXET®RT |, BREATEIZ—

« SIREEFIER

« XEBRHPHMAT

FEE, MREANXEEZE , WEKEFERTELTEE RAENITRISRE. it , RNBWEEE
EEM4HE MR T XERTEAER. XETEFHEREER Y , AN EERS XS RHERE
o

TRIPATSERE |, A T RIAT A 2R TR i FAE R RE L EF /X ITIIHIT AR XE )%
EETHEMITRIBNES.

X 15 £ 46 422 6l TET AR

XS HR BHE — N2 BRI EEAR |, &7 LAE R %2 E AR SROW 2R A A & X g py X SR 1 R IR A
Xigth#id B8 XEHAITEGER , ZEHERNE REHAEF AWS EE2H &1 XS PR IT R
TR,

FEE, MREANXEEZE , WEREFERTELTEE RAENITRISE. it , RNBWEHEE
EEMHE MR T XERTEAER. XEnTEFHEREERYE , RN EERAS XSt HERE
o

FTTF X 3t 46 & BRI | E AR

1. 158 https://console.aws.amazon.com/route53recovery/homett/dashboard , TF ARC ###l&,
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2. EXSHRT , EFEEXREHEER.

FTTF X s o460 (X 330 422 U T AR

1. 1518 https://console.aws.amazon.com/route53recovery/home#/dashboard , TF ARC #&E#1&,

2. EXSRT , G XEEEER.

Cross-account X gt

EXFYIERAp | SR SO E AR 7 B FRAR MBS TR, SHR GRS HE X5t
BXEZEERE , BSHANUTHI.

Cross-account ‘&R

XA FRREEESXEMRITRIMERK, ARG IKF P, SXE®ReSsHhTitRee , e
248 A executionRole, MRITXIFEAWERKEEREZITRIAK-FRAKS, |, U XG5 E6EH
ExecutionRole X A 32 X AccountRole 3R i [8]iX £ R,

X #it T ENTREBEFNUTIEFE : cross AccountRole #l externallD,

« crossAccountRole : ttABAFHRIEREXFHBRITRINIKF FAERNKFAHNER, ZABRE
EXNHKF AN RRHITRENNR , FEEXNRE XS HRITREIK P AR IR#TIRENDR,

« Externalld : XX BKFEEREN STSHIID, EA B EEERENER. eR—INEFHKF
FRE , RANKF 2N EZERA,

HE X1 %)

Xigf1# 5 AWS Resource Access Manager (AWS RAM) £/ , A FEEZBEZITR AWS K,
HEITXE , BEENKFAIREFITFAGE. RTIHINEFITRIOHRITER , X7 EHRARHR
SeE iR T ERMNEH DM RIEM,

EFHREXRFYRPHTERFRE | FE AWS RAMFEIZRRAZ, BRAZEEERNHEEN
KEFAENITRNSEE., SEETNEIES A, CLI 5 AWS SDK EFMMITHEITX,

EE  BAWS K, AR ERELENITN, TERAZEEELHEEZNITR., ESENHLAR AWS
OrganizationsAKVHA B THEITX , BUARFEHLHLAHKE,

BEXNEZEE AWS RAM |, 55 HZFEIKF HZ TR AR ARC Xigitl#,
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SIZJ:‘J'E’:T)H&F /\?—I‘H?,UJ*ngfﬂ ARC ziﬁﬁtﬂﬁ

Amazon N REFIRE #HEF (ARC) 55K AWS Resource Access Manager ARV R RHEE, AWS
RAM 2 —UFEREHE SEHMAHXZRIR AWS IKF BN HZRIRAAIRS AWS Organizations, X F
ARC XiFit#: , ""—IJ«AA;Eﬂi’G)Hﬁl‘HZ'Jo (EFEATRIPEAK S ER , B/ crossAccount £
&, ETHMEZEER , 5 Cross-account &Ro )

5 AWS RAM , A LES S ZE A RERAERAZHRAENAER, ARAEZEEEEASZHRFRUR K
ERRNSE5E, S5ETLLEHE

- BETAEHEALR AWS K WEPHIAE AWS Organizations
- HAMARIHAL R AWS Organizations
- THEANALETE AWS Organizations

BEXNEZEE AWS RAM |, 555 (AWS RAM AAFEE) .

BII7E ARC #{EH AWS Resource Access Manager Bl HEZitX , B —MIEZ4MNTRE
TR —RER AWS K, HEERBRAZITRE |, BEENEM AWS K/ TR AT ST IZ TR
TNRARFRE.

AWS RAM B —I A/ #B) AWS BEF R b HZ R FEMN RS AWS IKF, & AWS RAMBY |, &a] AR
IAM A& F1FH 7 AWS OrganizationstH AT AL {7 (OU) ARERER. AWS RAM 2—f&EF B
FENHAZURINSE,

HEUX , AR ALMEBENIUTRER, TXIREF , EULLRETIH XN ERA DL TER
II3A MM UERBNRARERREMEE ARC WLE, BIKFHZ 1T RIE A LAR{LH SN AERF
HE ARCHER , AEREXRENABRFS A ESNKFMZERAKRPHBERT,

B H#E ARC R TEKFAHE | 7% AWS RAMFRIZRRAZ., BRAZEEENAZENKS,
FAANITINSEE,

AEBRAMALZEREN T FAR MAGER K ZLEN TR

o (fe
_|_
X

- BEATHHUMMRT
+ FFRATHITY
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* /\——ﬁl'l'i?.'JE'J 1E$H$X|3E
o BASIT R
- E#M

HE TR R RFZA

EHZITY , BXAAEBSWITRIFRAEZITR AWS IKF . X ERE &R 5 B R R E 2R 6
J”iﬁF' Tt ;E‘.'%ﬁé%-—f-ﬂ’]l‘l'iz']o
- EEENART AWS Organizations IV H A E T HEZ K] , BYAR A FE AWS Organizationst
Z, BXEZEER , BEZH (AWS RAM AF1ER) M 21F 5 AWS Organizations =,

HEitR

HETRIE , BEEAZZITNNSEETUEFTZITN , WRERFHNANER , WATARITZITR
EHRHZIR , BXLE b}muﬂﬁﬁ LS, HREHAZE— AWS RAM &R , AJit&HE AWS MK/ 3
ERF. RERAENEEERENREUREERENSSE, ERZIHY , BRIV R RAEE

:ﬁJﬁﬁEz‘ﬂﬂﬂﬂuﬁﬁﬁ/\;o gﬁ“ﬂ%ﬁﬂ’]ﬁ/ﬁ/\:ﬁ y j@?\—.“’)\{EFHAWS RAM }rhﬁ'-jjél\ y '&—.“’/{X-j AWS
Command Line Interface = AWS B #4-HF & TEAER AWS RAM API ##1E,

MBERALHPH—F , AWS Organizations HEFATHLARNHTHRE  NEALFHNSEEFBFHRK
BHEHNWHBNE. BN , SEELQREMABTREZNEE , AEEIBEERENAZITVHN
TR BR

O LAEH AWS RAM BHAHZEZHMAENITR , o ABIFEH AWS CLI IR AT EEFEH
AWS RAM API 1k,

EHZERENESE | FER AWS RAM 245
ZH (AWS RAM AiF{EE) FHEIRZFRL=,
HEERENEE , BER AWS CLI

£ create-resource-share i85

RTFHEUTRIAINIR
B AZITRFZEER AWS RAMEAZ T RIAY IAM EAEIRG LT HAMR -

# read and execute plan permissions
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://console.aws.amazon.com/ram
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-create.html
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
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"arc-region-switch:GetPlan",
"arc-region-switch:GetPlanInRegion",
"arc-region-switch:GetPlanExecution",
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:StartPlanExecution",
"arc-region-switch:CancelPlanExecution",
"arc-region-switch:UpdatePlanExecution",
"arc-region-switch:UpdatePlanExecutionStep"

AEHUBFEELRAAATRR. MRGEIEXLRE AWS RAM KR FRRBIATI
2, MLEEHR,

"arc-region-switch:PutResourcePolicy" # Permission only apis
"arc-region-switch:DeleteResourcePolicy" # Permission only apis
"arc-region-switch:GetResourcePolicy" # Permission only apis

B> AWS Resource Access Manager £/ IAM N ERXWEZER , HSHAWS RAM AFiEEF
/9 an1a] AWS Resource Access Manager /8 IAM,

BEASTHIYRELS
AR ZHRE | A TANEATSE5ENAEE -

- ZEELTEBERIMITIRAZEITX.

EFCHAZEHENRZITH , XANEREZHFEMBR, Atk , EaJLIER AWS RAM 25| A 5
¥ AWS RAM API 245 AWS CLI i B F AT ES—E£ (A,

EZECHHAZRIHENREZER | BFEA AWS RAM 2414
#HZH (AWS RAM AAFEmM) PMEMRRRLE,
ERUEAZERENHREEE | 5FH AWS CLI

£ disassociate-resource-share &%

FRIREEZER TR

HEENSSETTLUBELTESE AWS RAMAREERIRFIXZ TR, MATEALUENFER ARC #4l&
F AWS CLEREVE X HEERFENER,
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https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
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—RmE , EFHATHREEHEREELHAEZNRIR , S H AWS Resource Access Manager A /2
EmEs EI’M;.,.,\ :

- ERNHBEE  BUUER AWS RAMEEEMMARZENIERR, AXESZER , FSRTNESR
HER/IER AWS RAM,

- NS EE  BUNUEREEEEAENRERR AWSRAM, BXEZER , BZHATHNEEH
ZR/IRE AWS RAM,

ERFRIEE , B LLBSEETHEE AWS EB24 A SEMA with ARC API BERBERBHREE
£, AWS Command Line Interface

EREFEBELRENITIREERAE

EITRINFEAEERE L AWS B2z E | EFITIRERE
EhESEE , GIHHNAZLEN  CRELAEZIHES LRI,
HE T KW TEMRR

REEHNNR

SEETUNERRHTIUR ( FHRRAEMNAEA EBHRR ) .
SEENNR

HESHMARZERABNITXIE AWS K |, S5ETUERFHMTIZITX (sIR2EIAEERN
R ) o

HEERAZEITXIE AWS RAM , BIAMBERT , Z5EERRENR. BEEFXE RN RRNRS
& , & FRead-only B[R, /E%Fﬁ%@ﬁ%ﬁ’ﬁy\f‘ﬁ? ERATXE IR TR FBEHRTXEIRITRIE
SEEFTERTNNINR, HER , BTEEMR AWS RAM S5EE T UTREMNR

« ApprovePlanExecutionStep
* UpdatePlan

BT 5%

ARC it RINAREREXNEZIUTMAXNEA. X TUHYVREERSEEXRG , tIBREREITR
PR EIRT 2P EEMFARA,

AXFEAENEEMTH , S50 Amazon B AREFIRE 24|88 (ARC) Efte
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https://aws.amazon.com/application-recovery-controller/pricing/
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BL &

EHREI P OIZH AR REIT AT RIS & E#H,
BREETHRITHERNIIER , FSRXEREH.

AT ARC X t1#H Identity and Access Management

AWS Identity and Access Management (IAM) AWS fg$s TJ#EIEE R 22 iR HX AWS &IRAY 78]
MR, IAM EEREZFIAUET FHRIUE" ( Bk ) AR ( EENR ) £A ARC BRFRENAR. &
AILAERA IAM AWS RS |, TR AENEA,

RS

« ARC FHY XN A5 IAM B &

- ldentity-based ARC A X ig 4] # i 5K BE 7= 45

ARC FH Xt & IAM B &
EEH IAM BIEXT ARC BIIFRIZ 8] , BR11% T FRHRLE IAM ThEERT A F ARC,

EER 1AM EEH X Amazon MARFIREEFIZE (ARC ) FRIXETIRHNGRIRER2H , ERZT
FRURLE |IAM ZhEE R A T X &I #R

AT AF Amazon N AREFIIRE RS ( ARC ) FHXIFTIERE IAM ThEE

IAM Zh&E (X 15 B 46 < 4%
|dentity-based BUR =
Resource-based BUR =
RERIE =
R SRA5 =
ACL =

fim

ABAC (SEBEHRIRRE )
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IAM Zh&E X1 £ 46 % 4%
FHERR =
REAE &
Service-linked & B

EL2H T AWS RZFMMAIEXRZEH IAM il A |, 55 H IAM AP ERTNS IAM B A/
AWS BB

|dentity-based X 13 ] # 5K B
XRHETESONXER : 2

Identity-based R E& = &AM MEI F 4 ( Flan IAM AR, ARARAE ) 1 JSON PR KBS XY,
XLERBREASNA S EAMFA4 THBLERFRNTHLERE, BETHRNTCIRET HDARE
ESHE (AM AFER) FHNEAE-EEARRE LB EX IAM R,

BEMERA IAM ET S HKRE , BUEERTRELNRENTRUR A TFHIELRENRS. B
THATI#E JSON REEFEAMNIATE , 56 (IAM AFER) S8 IAM JSON KBS TE 5 A,

EEE ARC ETEMHERETRA , 2359 |dentity-based Amazon N FAREF IR E #4125 (ARC) R
B Al

Resource-based X i3 N #Y K BE

XEFETRFARE : 2

Resource-based K& 2 &M INENRIRAY JSON KRE Y, ETRIRNEEIN RGISFE IAM ABEE
KEEH Amazon S3 BRI, EXRETRENEBHNERSH , REEE A ERSIIREHX
BERBENTA,

(X 13 U 46 49 SR B4R AF
XIFRBEIRIE . =R

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRYN , BNEAATLNF AR RRITER
&, BAREA ARG TIIT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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JSON REEHY Action TR TA TERKP AFRIEL G RINVRE, ERBHFIESREUARTR
ITRERERRR,

ARC A TXE IR REIREERERIERA LT AR :

arc-region-switch
EEEMEAPEESTRE , BEAESRENRT. TR :

"Action": [
"arc-region-switch:actionl",
"arc-region-switch:action2"

]

B LAERBESR (*) BESMRME, Hln , BEIEELLEE Describe FFKMFIERE , @BUT
BRIE -

"Action": "arc-region-switch:Describe*"

EEEATXEYIRN ARC ET SR RHE , ESHIdentity-based ARC A Xt #: H) KB =
i,

(X 13 ) #2 69 3R B B2 R

TEHERTER =

EE R WLAER AWS JSON REEKRIEEHERRIBEMF L, BREHR , BN EETUANT AR FERITER
1, AREMA ARG THIT,

Resource JSON K TR EEEZBHNAREN — I RS IR FNRESXKEK , EEAHE Amazon
RFEER (ARN ) EERR, NTAXGRRENRONEE  BEABERN () EREINATHER
Ro

"Resource": "*"

EEFATXEYRN ARC ET S MR RE , i§5 5 |dentity-based ARC 1 X1 Y] ¥R #Y KA /R
Blo

X 330 ) 460 Y SR B S A 4
XBBETRSHRBERMAE : B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

Condition TERBENNFRHFEEEVMERIT. EASGIRBERAZEZER (FW, ST
T ) WERHRER , MERBPNFEEERPNERTE. EEEME AWS 2R&FHE , F5H
IAM AP EREHPHAWS £ 3% £ T XEA.

EEFATXERN ARC ET S MR RE , i§5 M |dentity-based ARC A X Y] ¥R #Y KA /R
Blo

Xl P ryipE S 5%k (ACL)

X#EFACL: B

EEFIFIR (ACL ) EHIBLEHAE (KFARA, AFRAE ) ARLARK. ACL SETHIRAEK
B3Rl , B EMAEM JSON R RN,

Attribute-based #r X iFFF < KV i/ (8] 32 % (ABAC)
¥ ABAC ( REEHWIHE ) : B

Attribute-based i/ [F]1#2 %l (ABAC) 2 —M&RKRE , ERBMNITENE MR E LR, B LURFIRE
MinEl IAM SR4RF AWS BIR , AF1R1T ABAC REEU AT EZERANRES R IR LIRS U A 3
TR 1F,

EETHRZEE R , BEEFEA aws:ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys R EBERBNRH TEZPRUEFLER,

WRENBRSN TEMERREBISMEX=AFMGR , X T RS , ZENR. NREMRSN
NTEHIRRREXISAMEX =1 &RM4R , WZERNBD.

BEX ABACHEZEE , 2R (IAM AFERE) RWEH ABAC BIUE YR, EEFIZE ABAC
SHRNHE , B3R (AM BFER) PNEAETEMNIHRIMNRES] (ABAC)

RS EHEIE A T XE
XEFIEETEILE : &

ISEHE BRI AWS BREHFENR , HERELFERKS NS RA N B BIEN,
AWS BWEBHRERKIGHER , MAREAKBPIHAZHH, EXEZEE , B55H (AM AFE
) K IAM PR IGER 22 EERER IAM B, AWS RS
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Cross-service X1s 19 = 4% R

XERRBAKE (FAS) @ 2

HIEER IAM MK ( AP SAEe ) ERIITIRER AWS , BEANEZEA. KREEEFR TR, £
RARLERSE , BURSMIT—MRE , KEFRARETRRS FMAS —MRE, EXMERT , &
HIREFRITXH MRENR,

XSmRS A
XBERSAR &

RFAERE—TRSFEE, KRREWTREN IAM A€, IAM EE R ATLTE IAM RO, SR
BREESAEE, BXESER , 2R (AM AFER) FHEIER AWS RS ZERENEE,

Service-linked Xt AR
YEEBSHEXAR B

RFERABR—FMSRFSHEXEKN AWS BSRSAR, ZRSTURBEEMITIRE, Service-
linked BE&EHIMELH , AWS KF HERRSZAE. IAMEBRAIUEEERERERERSKKAE
HI PR,

BXREUBFEERSHAXAGHFAGE , BSAREY S IAM BEERBAWS kS, ERFPE
#Service-linked A& 3YesHBEMNRST ., EERERIUEET ZRFHIRSHX BB,

|dentity-based ARC = [X 15 {111 19 5% B 7= 451

RANBERT , ARNAGKRAEETEHR ARC FHRHNR, ERTRH/NERFRRITRERNR
BR , IAM B 7 A LA IAM SRR,

BT RUNMAERAXL RG] JSON REXHEGIEZET IAM HHNEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

Bx ARC EXHIREMTREHNIFAEFE , SESHRREEMN ARN B | HS5H (RESENS
Z) K Amazon MRAEFRERFIEE (ARC ) BVIRIE, BEMIZHE,

ES}
- TRRITHEEERE
« TEHRNR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

« Read-only R

o PUTIRIXR

« CloudWatch N ARFEITIRANRER
- BRURBITRENR

« Cross-account &R R

« ERITXIRITA SRR

KRB ESREK

Identity-based REERERBE AT UEENIK,FEIR, HEHMBIER ARC BIR. XLIRIERRESE
AWS Ik =4 A, SIESEEET MR |, HEFUTERMEI

- FaER AWS RERBHERORKENRNE — EFBEOAFNIEARR TR , BEARNTS
EAGIRFRIRHWAWS FEE X, SIIEMRBRAFRTA AWS KF, RITBWEEEDEEX
BRI RABIN AWS BERREERkHE —SHINR. BEXEZER , 25 (AM AFER) B
AWS HE R TEIREERAWS FEE R,

o NMARKENIR : F£EA IAM REEEENRN , BNRFHTESFAENNR. At , BAILIE XL
ERERGTUUNBERRINTHRE , EHMARENREFT, EXEA IAM BEANRHNESE
B, #ZH (AM AFER) 98 IAM YRR FIR.

« S IAM KRR AR — SR E1T5 B AR ;48 0] LA [6) 58 B 7 DN 5% 440 SR BR A1 XS R AR R R RV 7 8]
i | WA LUREREEMRIEEXTMER SSL KEFFEER, MRBRSBEREIZFENAXE
Ay, M AEARARRE T RS IEENTFRINER AWS BRS , i CloudFormation, BXE
ZER , B5H (IAM BF1ER) H#Y IAM JSON R TE @ &t

- £/ IAM Access Analyzer BiEZH IAM KB | SUAKRNEN LS MHEMINEENY  IAM Access
Analyzer 2KIFF REEMIM B KR , LUBERRERAS IAM REIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer £ 100 ZTURBEREM ATIRENEI , UHBEBEREIELS BINEEMREN
K, BREZELR , B2 (AM BAF1ER) FREA IAM Access Analyzer KHiiF SR B,

- FEZEHHRIUE (MFA)- IR AWS IKF BN REFE IAM AFSRAF , BEA MFA LIRS X
2, EEEEA AP BENEFEE MFA |, B MFA RERMEIZNERBEP, BXESER , B2
7 <IAM AFiEm) PR MFA R APLIGH,

BX IAM FHRESSRNESER , F5H (AM AFER) F8 IAM AR 22 SEXEK,.
HRIHIT A BEERRE
RXRITRNNITAERENSERRE , JUE ARC 88%21T XEthitxl,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "arc-region-switch.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
SE2TH RN R

LT 1AM SREE R FX PR XE H# API (952 T RIUR -

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "arc-region-switch.amazonaws.com"
}
}
}I
{

"Effect": "Allow",

"Action": [
"arc-region-switch:CreatePlan",
"arc-region-switch:UpdatePlan",
"arc-region-switch:GetPlan",
"arc-region-switch:ListPlans",
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"arc-region-switch:DeletePlan",
"arc-region-switch:GetPlanInRegion",
"arc-region-switch:ListPlansInRegion",
"arc-region-switch:ApprovePlanExecutionStep",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:GetPlanExecution",
"arc-region-switch:StartPlanExecution",
"arc-region-switch:CancelPlanExecution",
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:ListRoute53HealthChecksInRegion"”,
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListTagsForResouxce",
"arc-region-switch:TagResource”,
"arc-region-switch:UntagResource",
"arc-region-switch:UpdatePlanExecution",
"arc-region-switch:UpdatePlanExecutionStep"

1,

"Resource": "*"

Read-only X R
AT 1AM KRB T3 X35 t1 4R B9 Rz 15 R AN PR

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-region-switch:GetPlan",
"arc-region-switch:ListPlans",
"arc-region-switch:GetPlanInRegion",
"arc-region-switch:ListPlansInRegion",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:GetPlanExecution"”,
"arc-region-switch:ListRoute53HealthChecks",
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"arc-region-switch:ListRoute53HealthChecksInRegion",
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListTagsForResouxrce"

1,

"Resource": "*"

}
]
}

PATIR IR

LT ETRERE IAM R | X LB N ERINE XF R IR PO ERTREHRPAENNR,

P

EC2 Auto Scaling 31T X R HIK B
Amazon EKS B&RY BHATR =B K B
Amazon ECS BREH BINTHR R BIKRE
ARC 3% B2 51T IR K BE R

Aurora Global Database 173k Rl SR B

I 53k DocumentDB £ BREFF 1T X IR R B Rl
I 5% Neptune £ IKEFINITX R K R HBI
Amazon RDS 1T X R KB =451

Aurora L E RV BINIT X R R BI K B
Aurora TTRRSS 2 Y BT XHUR B KR

F o B AT SRR B SR R

B E Y I84E Lambda HUTHRRBIF

Route 53 i 1TIRIRIE EHITIR R I SK B
Lambda 4R F H 1T X 3R R HI K /S

X R it R0 AT R R SR R

EC2 Auto Scaling 1T X 3R 7= 51 5% %

LAF 2% EC2 Auto Scaling #4889 X 1 # 1 3 o 78 p0EA 1T 3R B BT A0 AT 7= ) SR B o
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FRARER

JSON

"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"autoscaling:DescribeAutoScalingGroups"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [

"autoscaling:UpdateAutoScalingGxoup"

]I
"Resource": [

"arn:aws:autoscaling:us-
east-1:123456789012:autoScalingGroup:123d456e-123e-1111-abcd-
EXAMPLE22222:autoScalingGroupName/app-asg-primary",

"arn:aws:autoscaling:us-
west-2:123456789012:autoScalingGroup:1234a321-123e-1234-aabb-
EXAMPLE33333:autoScalingGroupName/app-asg-secondaxry"

]

},

{
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricStatistics"

1,

"Resource": "*"

Amazon EKS &R BHRITHRRGIRRE

LUTF % Amazon EKS HiRY & /Y X5 146 T I 5 78 pn 017 3R B 22 B 0 A9 7R Bl SR Mg o

SOMEREER
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"eks:DescribeClustex"
]I
"Resourxce": [
"arn:aws:eks:us-east-1:123456789012:cluster/app-eks-primaxry",
"arn:aws:eks:us-west-2:123456789012:cluster/app-eks-secondary"
]
}I

{
"Effect": "Allow",
"Action": [
"eks:ListAssociatedAccessPolicies"

]I

"Resource": [
"arn:aws:eks:us-east-1:123456789012:access-entry/app-eks-primary/*",
"arn:aws:eks:us-west-2:123456789012:access-entry/app-eks-secondary/*"

EE BRT I IAM RBEH | EEEAM A AmazonArcRegionSwitchScalingPolicy 5 (A SREEHF 1T
WA TABRME Amazon EKS RN TAIFKE . AXESZFEELE , FSH EE EKS RZ AN
R,

Amazon ECS BRE ¥ BHITR R HIZERE
LA 27 Amazon ECS BRY B Y Xig th# i+ X Ao 78 b 17 3R a5 2 f b0 &Y 7= 451 SR B

JSON

"Version":"2012-10-17",
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"Statement": [

{

"Effect": "Allow",

"Action": [
"ecs:DescribeServices",
"ecs:UpdateService"

1,

"Resourxce": [
"arn:aws:ecs:us-east-1:123456789012:service/app-cluster-primary/app-

service",
"arn:aws:ecs:us-west-2:123456789012:service/app-cluster-secondary/app-
sexrvice"

]

}I
{

"Effect": "Allow",

"Action": [
"ecs:DescribeClusters"

1,

"Resourxce": [
"arn:aws:ecs:us-east-1:123456789012:cluster/app-cluster-primary",
"arn:aws:ecs:us-west-2:123456789012:cluster/app-cluster-secondary"

]

}I
{

"Effect": "Allow",

"Action": [
"ecs:ListServices"

1,

"Resource": "*"

},
{
"Effect": "Allow",
"Action": [
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:RegisterScalableTaxrget"
1,
"Resource": "*"
},
{

"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricStatistics"

1,
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"Resource": "*"

ARC B B 42 Hll 0 1T 3R SR B R 451

AR : Amazon ARC BHEZFIHITRERNA TN TAGKNE MRS EHIRE (SCP ) #AFX
LRSS TR T X8

* route53-recovery-control-config: us-west-2

* route53-recovery-cluster: us-west-2, us-east-1, eu-west-1, ap-
southeast-2, ap-northeast-1

LUF R1E ARC B% F 12 %89 XS 146 11 R FR s a0 4T 3R B B o0 & 7 51 SR B o

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"route53-recovery-control-config:DescribeControlPanel"”,
"route53-recovery-control-config:DescribeClustex"

]I

"Resource": [
"arn:aws:route53-recovery-control::123456789012:controlpanel/

abcdl1234abcd1234abcdl1234abcd1234",
"arn:aws:route53-recovery-
control::123456789012:clustexr/4b325d3b-0e28-4dcf-basa-EXAMPLE11111"

]

},
{

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:UpdateRoutingControlStates"

1,
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"Resource": [

"arn:aws:route53-recovery-
control::123456789012:contxrolpanel/1234567890abcdef1234567890abcdef/
routingcontrol/abcdef1234567890",

"arn:aws:route53-recovery-
control::123456789012:contxolpanel/1234567890abcdef1234567890abcdef/
routingcontrol/1234567890abcdef"

]

BAILAER CLI K RERAEGIER ID MEEH ID. BXESER , B0 REBREH LA

Aurora Global Database #1173k 7= SE B
LA 27 Aurora BUHE EE A9 X35 432 11 X)) A 78 Do s 17 3R B RS hnfY TR B SR RE o

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"rds:DescribeGlobalClusters",
"rds:DescribeDBClusters"

]I

"Resource": "*"

}I

{

"Effect": "Allow",

"Action": [
"rds:FailoverGlobalCluster"”,
"rds:SwitchoverGlobalCluster"

]I

"Resource": [
"arn:aws:rds::123456789012:global-cluster:app-global-db",
"arn:aws:rds:us-east-1:123456789012:cluster:app-db-primary",
"arn:aws:rds:us-west-2:123456789012:cluster:app-db-secondary"
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FRARER

}

I 5% DocumentDB £ EREE N 1T X R K BE R A

R E [ Amazon DocumentDB £ EREFFRY X AT T R INIMATIR |, MFEM IS T ROIKEE

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"rds:DescribeGlobalClusters",
"rds:DescribeDBClusters",

"rds:FailoverGlobalCluster",
"rds:SwitchoverGlobalCluster"
1,

"Resource'": "*"

I 53k Neptune £ IREEFFH 1T X IR R BE R B

AR % Amazon Neptune £ EREEEFHY X Y1 1T X R AN OB AT 3R Bt 2 B A0 B9 R 451 SR B

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"neptune:DescribeGlobalClusters"”,
"neptune:DescribeDBClusters",
"neptune:FailoverGlobalCluster",
"neptune:SwitchoverGlobalCluster"

1,

"Resource'": "*"

SOMEREER
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}

Amazon RDS 1T X R K #E R

LT % Amazon RDS R EIZ2 85 5 i X i3 & 4~ 0 22 /9 X35 U146 1t ) Fh S I 4T 3R B ZE B 0 ey 7= 451
%mﬁo

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"rds:DescribeDBInstances",
"rds:PromoteReadReplica",

"rds:CreateDBInstanceReadReplica",
"rds:ModifyDBInstance"
1,

"Resource": "*"

Aurora TRELE MY BI1T X 3R =6l R B
LA 27 Aurora TREL EE &Y R A XS0 # 11X AR it 1T 5 et Z R N Y R 515K BE o

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeGlobalClusters",
"rds:CreateDBInstance",
"rds:ModifyDBInstance"

1,

"Resource": [
"arn:aws:rds:region:account-id:db:instance-name",
"arn:aws:rds:region:account-id:cluster:cluster-name",
"arn:aws:rds::account-id:global-cluster:global-cluster-name"
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]

I
{
"Effect": "Allow",
"Action": [
"rds:DescribeOrderableDBInstanceOptions",
"ec2:DescribeInstanceTypes"
1,
"Resource": "*"
}
]
}
Aurora RS B8 BINIT X3RRI SR B
AR 2 7E Aurora Serverless SE85Y & Y X135 11 X1 A 78 0t 17 3R 65 ZZ R 0 &Y 7 51 SR B o
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeGlobalClusters",
"rds:ModifyDBCluster",
"rds:RebootDBInstance"

1,

"Resource": [
"arn:aws:rds:region:account-id:cluster:cluster-name",
"arn:aws:rds:region:account-id:db:instance-name",
"arn:aws:rds::account-id:global-cluster:global-cluster-name"

]

I
{

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData"

1,

"Resource": "*"

},
{

"Effect": "Allow",
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"Action": [
"ec2:DescribeInstanceTypes"

]I

"Resource": "*"

F o) wHIATIR R B SR
AT RAE F 3 #ERY XELYTHR T X R AN 0T 3R Bt 2 B A0 Y /R 51 SR B

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-region-switch:ApprovePlanExecutionStep"
]I
"Resource": "arn:aws:arc-region-switch::123456789012:plan/sample-
plan:0123abc"
}
]
}

B E X84 Lambda U ATIHR R BI K B
LAF 2# Lambda BRI ERY XIZ G 11 X F 78 0047 3R st 22 B 0 9 7R 51 SR s

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
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"lambda:GetFunction",
"lambda:InvokeFunction"

1,

"Resourxce": [
"arn:aws:lambda:us-east-1:123456789012: function:app-recovery-primary",
"arn:aws:lambda:us-west-2:123456789012: function:app-recovery-secondary"
]
}

Route 53 1T ERITIR R BI KB
LA 27 Route 53 2 TR EH X H1# 11X AR 7 i 47 56 Z B A9 R 51 SR BE o
JSON

{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"route53:ListResourceRecordSets"
]I
"Resource": [
"arn:aws:route53:: :hostedzone/Z1234567890ABCDEFGHI]"
]
}

Lambda 4 RER F 1T X 5R 7R B SR #%
AR 27 Lambda SRR ST R X3 U 36 11 %1 A 7 D04 17 3R 85 22 B hn i 7= 51 SR s
"Version": "2012-10-17",

"Statement": [
{
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"Effect": "Allow",

"Action": [
"lambda:GetEventSourceMapping",
"lambda:UpdateEventSourceMapping"

1,

"Resource": "arn:aws:lambda:region:account-id:event-source-mapping:uuid"

1,
{

"Effect": "Allow",

"Action": [

"lambda:GetFunction"

1,

"Resource": "arn:aws:lambda:region:account-id:function:function-name"

X830 S 46 1t S AT IR TR Bl SR
AR RIEGAT F 1T R B KB SR 1T X AR AN 0 H AT 3R Bt ZE B A0 9 /= 51 SR B

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-region-switch:StartPlanExecution”,
"arc-region-switch:GetPlanExecution",
"arc-region-switch:CancelPlanExecution",
"arc-region-switch:UpdatePlanExecution",
"arc-region-switch:ListPlanExecutions"
1,
"Resource": [
"arn:aws:arc-region-switch::123456789012:plan/child-plan-1/abcdel",
"arn:aws:arc-region-switch::123456789012:plan/child-plan-2/fghij2"
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CloudWatch N AREFZEITIRIRNRER

LU 2 MBI N ARFEITIRR G R CloudWatch B RAISKE | X LKA T 7B E KB IRE it
I8 o

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudwatch:DescribeAlarmHistoxy",
"cloudwatch:DescribeAlaxrms"
]I
"Resource": [
"arn:aws:cloudwatch:us-east-1:123456789012:alarm:app-health-primarxry"”,

"arn:aws:cloudwatch:us-west-2:123456789012:alarm:app-health-secondary"
]

Bah it RHATIRERR

AT R8N KE vl it R ES & B 2h 4 R & it EMT IR R OISR RS . It BUER B[ Amazon S3 BEHR
&, 1A CloudWatch BIREHE AR RRKITRIH Fit R EBHNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-bucket-name/*"
},
{
"Effect": "Allow",
"Action": [
"cloudwatch:DescribeAlarms",
S5 R EE
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"cloudwatch:DescribeAlarmHistory"

1,

"Resource": [
"arn:aws:cloudwatch:us-east-1:123456789012:alarm:app-health-primary"
"arn:aws:cloudwatch:us-west-2:123456789012:alarm:app-health-secondary"

1,

},
{

"Effect": "Allow",

"Action": [

"arc-region-switch:GetPlanExecution",
"arc-region-switch:ListPlanExecutionEvents"

1,

"Resource": [
"arn:aws:arc-region-switch:us-east-1:123456789012:plan/child-plan-1/abcdel",
"arn:aws:arc-region-switch:us-west-2:123456789012:plan/child-plan-2/fghij2"

1,

AEE  WMREN Amazon S3 FREBNBEEZRFIEEZE AWS KMS £ , MIEABH ZZAR
bikms:GenerateDataKey#lkms:EncryptX R,

Cross-account & JRX R

MRFRUTARNKSF , WEREEKFAG. A TREEKS BENEERKE R,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/RegionSwitchExecutionRole"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:Externalld": "UniqueExternalIdl123"
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LTRUNHTABRALEKS SEMRENNR

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::987654321098:ro0le/RegionSwitchCrossAccountRole”,
"Condition": {
"StringEquals": {
"sts:Externalld": "UniqueExternalIdi123"

SERITRINIT B ENR

EORESFERITRANBRNSERE , IFTE-MISANRRE. XGEL , BRANSFLEREITR
B E A BV AT IR VAR

LT R8T AETRIT A SRKE QB ROIRE, BSARMITYPIENBERITRATFNHEME
B, MBSEEITYPERANBERTRIAIFHONR , UERERERREN

JSON

"Version":"2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Action": "iam:SimulatePrincipalPolicy",
"Resource": "arn:aws:iam::123456789012:role/
RegionSwitchExecutionRole"

},
{
"Effect": "Allow",
"Action": [
"arc-region-switch:GetPlan",
"arc-region-switch:GetPlanExecution"”,
"arc-region-switch:ListPlanExecutions"
]I
"Resource": "*"
}

ARC A Xty B iC R MG 12

A AE AL S AL 53k CloudWatch¥E#23E 5 3#h EventBridge M AR IRE #8288 (ARC) AKX
Hlik , LEREVER., S EXABBIERFEIE. AWS CloudTrail

F&

- EAIERXETI# APIEA AWS CloudTrail

- EL 5K ARC A XiEI# EventBridge

A ZXE % APl A AWS CloudTrail

Amazon M AREFMEZEFIES (ARC) XiFitl# 5 AWS CloudTrail —HRESER , ZRSEERF. H
B AWS JRE 1 ARC RERVIRERVIE SR, CloudTrail ¥ ARC MFTE APl BREIR N EH, IR
WAASEXE ARC ZHIAMREAFX ARC API B2ENRBRA,

WMREQIZERE , WA LA CloudTrail B4 EFL&EL M E Amazon S3 &M , @ ARC =4,
MBEAREBRE , BNART LU CloudTrail #4580 “BH4FH LK DEERFINEHL,

fEFHUNERE B CloudTrail , A LAER ARC XK HIVIER, XHIERM IP bk, #AEH TER, A
A HERUAREMIFMAER,
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ETHMEZEE CloudTrail , & # (AWS CloudTrail AFEFE) o

ARC 1§ E1£ CloudTrail

CloudTrail FTES&BIZEKF AWS Ik N EEENIKF EER. HEPE ARC A ER | ZEE2EH
s AWS BR% CloudTrail B4 —RBiCZEEHFLIERR, BOLEREE, EENTHEFELAENE
H AWS Ik, BXxEZEE , BESREMER CloudTrail E4 7 12 3%,

ERFSZI0FEM AWS IKFEH (21E ARC EH ) |, BEIERERER, BEEAWT CloudTrail F A&
f£% %) Amazon S3 F# @, BRIANBERT , EEFHAPEIEZRERICHKN |, LRERICEKNATE AWS

Xig, BRERICFE AWS 2 XAFEXENES | B EXHEETEBIEEN Amazon S3 F#EH. It
N, AL EE Mt AWS RS, U —F 5T F4L 2 CloudTrail BERIWENSESHHERE, BXEZE
B BSRTINA :

o B2 RER10FBR

« CloudTrail S #5#IRSS FERK

« BE& Amazon SNS EHI CloudTrail

o EUKBEZANXIFH CloudTrail B EXHFIZRK B ZANKF B CloudTrail B &4

tE ARC #2/E¥9 A2 % CloudTrail Fi2%E TBD API SZ4k3Zh, Hla0 , A TBDMTBDIRELE
CloudTrail BEX#HHR4EKSHE, TBD

BONEHRASREBEEERERFRNVARAGE. SOEERREHTEHREUTRE

« ERREHRIEHER AWS Identity and Access Management (IAM) A F&EIE4 Ho
- BRECEAACKEERSAFNIGNZEEIELEN.
- BREAHEM AWS RFEH.

BXEZER , i35 CloudTrail userldentity T3,

EEHALIEEPERXEREH

CloudTrail AFEEEHALIERFEERIENEMH. XETR API ERNASHEHMRERLEER
X IRt RIR XE , flan , EeIZ T RISMTITRIAENXE, B2 , &% ARC 2H8HhETHE
£ X RIRERFERZHITR APHRETMIERFEERRERLITE . X TEHERRE , BALESE
EEFRE (FEFRLMILER ) HEH. ETHIL AP EARESNERRE , FSEXE TR AP &
.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER
T#% ARC BEXH%E

BEREE—MEE 6 AFNSEHEN BEGFERIIEIEEN Amazon S3 12##@. CloudTrail BEI
BE—NEENMNEEZRE. BHRKRKRBEMRENEMER , BEEXFERWIRE. BEN BB
B, BERSHBFNFES. CloudTrail BEXHFE2LHE AP BANEFHERRER , Akl fT2kE
A4S EIRF EHI .

TR RBIERT —4 CloudTrail BESRE |, ZFRBERT XFI#AStartPlanExecutioni® k.

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2025-07-06T17:38:05Z2"

}
}
},
"eventTime": "2025-07-06T18:08:03Z",
"eventSource": "arc-region-switch.amazonaws.com",
"eventName": "StartPlanExecution",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.50",
"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": {
"planArn": "arn:aws:arc-region-switch::555555555555:plan/
CloudTrailIntegTestPlan:bbbbb",
"targetRegion": "us-east-1",
"action": "activate" }
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"responseElements": {
"executionId": "us-east-1/dddddddEXAMPLE",
"plan": "arn:aws:arc-region-switch::555555555555:plan/
CloudTrailIntegTestPlan:bbbbb",
"planVersion": "1",
"activateRegion": "us-east-1" 3},
"requestID": "fd42dcf7-6446-41e9-b408-d@96example”,
"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "us-east-l.arc.amazon.aws"

FELS#E ARC A X )k EventBridge

£/ Amazon EventBridge , A LURBEZEHWFINAN | EL TR AEFIREIEFIE (ARC) ik
R XFERER , AEEsIEREAM AWS RSB RRE. Hlan , BLUEE— N, BH X
YPIIRITRIFT R ATE |, BE @ Amazon SNS =B XK E5 K &% B FH4&EH,

&7 LA1E Amazon F 81N EventBridge SRALELLT ARC Xigit#E4 -

o XEIRITRIINIT. ZBEHREXFIRITREEZEIT (EHIT)

o XU RITE, ZEHREXGTRITITEEETH.

ERREBNBIIEE ARC B4 , BEN EventBridge THATRNEBHNEBEEHER, BHNES
ClEENSHEEHENE N, EX5IATHRERENFE , HRRHEMERNE,

REXBHEALEEH. EEEESTHERT , ©N11J1LFEA EventBridge #t MARCR A, B2 , AL
H I ER S PE IE EH RSB ER o

A X EventBridge MM AL BEHERXNEE , BSHRFPHNEHMEH4E EventBridge,

i A s 12 X ¥ 3R EventBridge

f& EventBridgeBy , BRI LAGIEMN | X ARC Jy KiZt1#5R & H B4 ZREAVR4E,
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https://docs.aws.amazon.com//eventbridge/latest/userguide/eventbridge-and-event-patterns.html
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E 7 EventBridge 8 FRAREH A MW SMHEN | BEESE PIEE “Enter my ow n” iETT, 7
EPBENEERANE4AE AT LB XA TRERX KM,

BENRBREHIZAN

1. ITHILS# EventBridge %14 , Mtk J9https://console.aws.amazon.com/events/o
2. AWS Xif} EEHEFCIEMAN , BERLZBRENRAESHNITRINXE.

3. 1%&$® Create rule (BIZMN),

4. HWAHNE Name (B FR) M“Description (#iR)” ( AL ) o

5. WTFEHEL , REBBMIAME , BIBA.

6. EET—F,

7. WTHESHARSIRK , NTEHR , REBINE , Bl AWS B4,

8. ETRHIBHT , EEWMAKBESH,

9. XNFRUIBH , BASERAKUEHRAE. BXTH , BZET -,

X 35t #2482 R B

SHAREENEENSHERERENEGN. EXEIATEECENFR , ARHEHFERNE.

AT LU AT PV SRS H K58 EventBridge e |, SLGIZATA T 41 ARC BREMR RN
e

DTEHEREMT — RG], BETLE ARC HHY EventBridge X i3 t1#2 Ih & A { A 1X L 7R 4,
o M ‘Xt kR mAEE 4 PlanExecution,

"source": [ "aws.arc-region-switch" ],
"detail-type": [ "ARC Region switch Plan Execution" ]
}

o M Xigithie” FikiRFrEE 4 PlanEvaluation,

{

"source": [ "aws.arc-region-switch" ],
"detail-type": [ "ARC Region Switch Plan Evaluation" ]
}
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U R X ITRIAITHY ARC B4 7RA)

{

"version": "Q",

"id": "1111111-bbbb-aaaa-cccc-dddddEXAMPLE", # Random uuid

"detail-type": "ARC Region Switch Plan Execution",

"source": "aws.arc-region-switch",

"account": "111122223333",

"time": "2023-11-16T23:38:147Z",

"region": "us-east-1",

"resources": ["arn:aws:arc-region-switch::111122223333:plan/aaaaakExample"], #
planArn

"detail": {

"version": "0.0.1",

"eventType": "ExecutionStarted",

"executionId": "bbbbbbEXAMPLE",

"executionAction": "activating/deactivating {region}",

"idempotencyKey": "1111111-2222-3333-4444-5555555555", # As there is a possibility
of dual logging
}

AT R RS RIS RE B ITH ARC BHRH

{
"version": "Q",
"id": "1111111-bbbb-aaaa-cccc-dddddEXAMPLE", # Random uuid
"detail-type": "ARC Region Switch Plan Execution",
"source": "aws.arc-region-switch",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": ["arn:aws:arc-region-switch::111122223333:plan/aaaaaExample"], #
planArn
"detail": {
"version": "0.0.1",

"eventType": "StepStarted",

"executionId": "bbbbbbEXAMPLE",

"executionAction": "activating/deactivating {region}",

"idempotencyKey": "1111111-2222-3333-4444-5555555555", # As there is a possibility
of dual logging

"stepDetails" : {

"stepName": "Routing control step",
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"resource":

FERARIER
["arn:aws:route53-recovery-control::111122223333:controlpanel/
abcdefghiEXAMPLE/routingcontrol/jklmnopqrsEXAMPLE"]

}

}

LT R XS0 i R ITHE B S8 ARC EH R

X F X RIT R TG SREBEENSRE -S4, NREEREUEER , WE 24 PIMUE N IZE
HEREH-REHh. ZBEHERRE , T2HNZBEERHESENS,

"version": "Q",

"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4", # Random uuid
"detail-type": "ARC Region Switch Plan Execution",

"source": "aws.arc-region-switch",

"account": "111122223333",

"2023-11-16T23:38:142",

"region": "us-east-1",
"resources":
"detail": {

"time":

["arn:aws:arc-region-switch::111122223333:plan/a2b89be4821bfdld"],
"version":

"9.0.1",
"idempotencyKey": "1111111-2222-3333-4444-5555555555",
"metadata": {

"evaluationTime" :

: "timestamp",
"warning" :

"There is a plan evaluation warning for arn:aws:arc-region-
switch::111122223333:plan/a2b89be4821bfdld. Navigate to the Region switch console to
resolve."

}

i EEH/EEFRM CloudWatch BEA

82 EventBridge #LNIAY , A EF S ZAN TEHEHLIET BB AR, BXTHABRNIEK
EventBridge , 12 EventBridge 2| & F &Y 0] A B #x

IR

o /Bh

Al ORI E] EventBridge FNIEY B ¥Rz —
2 Amazon CloudWatch BE4E ., AT 4B CloudWatch BEARMA EFRHNESR |, FBETEOE
F et B EAEN TR,

E CloudWatch BEERMA B , A BRITUTREZ— -
- SIEFEETA
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html#eb-console-targets
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ﬁ#%fjluﬁ H ll_;\

MBEENEANHERREAEE THNBEEA |, N EventBridge 2 B G2 ZBEFEH, BR
F{E EventBridge M I B ¥x#Y H Fgéﬂu\ﬁpk/aws/eventso MRELZFMENEEL  FEE R
B /aws/events AW AZLAS XENETEHNET R ED, EXESZER , HZ5H Amazon
CloudWatch AP 5@ I E$T HE4H,

MREERIZESH B 258 CloudWatch BESIESFEA CloudWatch AEAEN B , FHAREBWRE
R, MREERAEFIE M EventBridge MARMBEA , MiZAFANETERNRES B EH,
B2 , REAFEHA AWS Command Line Interface 2 S AWS DK RIEE HEA , M AMEFHZAEH
WETRRERE, UTREFKIEETEXAEAEANETRRNKE B E LR

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Sexvice": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

},
"Resource": "arn:aws:logs:us-east-1:222222222222:10g-group:/aws/events/

%okl
© ’

"Sid": "TrustEventsToStoreLogEvent"

BEEERAEHANBSEREETRRNRE, E0ETRERENRBAMAZHNE , EEA
CloudWatch PutResourcePolicyAPI #1E., RE , EAILAERA describe-resource-policies CLI Rk
RELSNEREREEBWNA,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/describe-resource-policies.html
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NERBHEEMN HIEE CloudWatch BEA B #x

1. $TF LS # EventBridge 3 &5 , Mk https://console.aws.amazon.com/events/o

2. 1EFEAWS XiF EEHEAPLIERN,

3. EFRAEMAN , ARRMABXZANNAEER , SINSHRERITXIFHER.
BXRBEMLE M EventBridge MU EZER |, BSRFEH R ERZBEREERIR EventBridge,

4, £ E&ZFEBEH TEL , E#ECloudWatch/ER &Y B #7o

5. MTHhFEEHEEFE— CloudWatch BE4A,

(X i3 £7] 462 e &

Amazon M ARFIREEHIZE ( ARC ) FHYXELI#R 2 LT B &L R,

K& BL &t
BAKFRITRIHE 10

BRI LERESE .

BMTHINRITREE 100
BTN XS RITRIRITREE 25
B-IHNHITRITROKE 20
BMRR R CloudWatch B E 10

BN ITRIH Route 53 ETRAREHITXHRHE 5
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https://console.aws.amazon.com/events/
https://console.aws.amazon.com/servicequotas/home?region=us-east-1#!/services/arc-region-switch/quotas
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R1 A2 P Ik & 12l 2R B K85 /-5 AWS SDKs

LTREROERT MARNARFIREZSIERS AWS BHEFTF R EH (SDK) BB&EM.

RERKEEFNRBER , YTELTXXHET. BALNBERIRET BOMERAENRSEYE , &7
LB HBEXZ RN ETXERRE,

BEXRSAWS DK FRBERMMRABRIINTEIR , HSRGHESES AWS SDK, AFEFEIEEF
KA EBRUREXLHIN SDK A FME S

SRR
- NARFRERSIZENERTRHE AWS SDKs
- NARFREEFIZREANRE AWS SDKs
« 5 AWS SDK GetRoutingControlState B & 1 F
« 5 AWS SDK UpdateRoutingControlState & £ 3

R i 72 /5 1k & #2 | BR KV E A< Rl AWS SDKs

LT RBIE TR T WA Amazon Route 53 N A FIIRE RSN EMMRERSER AWS
SDKSO

=~
- BAERIREZEFIZEEHANERIE AWS SDKs
+ 5 AWS SDK GetRoutingControlState B & 1§ F
« 5 AWS SDK UpdateRoutingControlState & & {5 F

R P 72 e Ak & 422 1) 25 6 FH AV R 4F AWS SDKs

TR ROER T WA ERARITENNARFREREZREE AWS SDKs, SN REIEBEE—1ME
B 888 GitHub , BRI EE PRI BRREMSITRBER A,

UT RN EBEREANRE. BXRZTEYEKR , BHSH Amazon Route 53 N AR FIREREFIZE APl S
Z,

ANl
+ 5 AWS SDK GetRoutingControlState Bt & 5 3
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F&ARIEE
« 5 AWS SDK UpdateRoutingControlState & 5 3
5 AWS SDK GetRoutingControlState &4 fiEF
TR BRAPERINAER GetRoutingControlState,
Java
ERTF Java #9 SDK 2.x
(® Note
RBEELSHEREER GitHub, £ AWS RIEERAIFHEPERTERS , 7 HROMHITIE
BMZE1T.

public static GetRoutingControlStateResponse
getRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlArn) {

// As a best practice, we recommend choosing a random cluster endpoint to
get or

// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.buildex()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region())).build();
return client.getRoutingControlState(
GetRoutingControlStateRequest.buildexr()
.routingControlArn(routingControlArn).build());
} catch (Exception exception) {
System.out.println(exception);

}

return null;
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« BXx API BiF4E R , i3 19 AWS SDK for Java 2.x APl 2 GetRoutingControlState #
;8

Python

&R T Python 8 SDK ( Boto3 )

(® Note
EREEZHKRIEL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNAZHITIR
BEMIZTT.

import boto3

def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def get_routing_control_state(routing_control_arn, cluster_endpoints):

Gets the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to look up.
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:param cluster_endpoints: The list of cluster endpoints to query.
:return: The routing control state response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.get_routing_control_state(
RoutingControlArn=routing_control_arn
)
return response
except Exception as error:
print(error)
raise error

- BX API iF4E S , 2 93& A GetRoutingControlState F Python BIAWS SDK (Boto3)
APl &,

SAP ABAP

ERATF SAP ABAP By SDK

(@ Note
EREZHEREER GitHub, # AWS KB REIFEEFERTERE , THROFZHITIR
BMIZ{T.

CONSTANTS cv_pfl TYPE /awsl/rt_profile_id VALUE 'ZCODE_DEMO'.
DATA lo_exception TYPE REF TO /awsl/cx_rt_generic.

DATA lo_session TYPE REF TO /awsl/cl_rt_session_base.

DATA lo_client TYPE REF TO /awsl/if_z15v.

DATA 1t_endpoints TYPE TABLE OF string.
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DATA 1lv_endpoint TYPE string.
DATA 1lv_region TYPE /awsl/rt_region_id.

" Parse the comma-separated cluster endpoints

" Expected format: "https://endpointl.com|us-west-2,https://endpoint2.com|us-
east-1"

SPLIT iv_cluster_endpoints AT ',' INTO TABLE 1lt_endpoints.

" As a best practice, shuffle cluster endpoints to distribute load

" For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional

" For simplicity, we'll try them in order (shuffling can be added if needed)

" Try each endpoint in order
LOOP AT 1t_endpoints INTO lv_endpoint.
TRY.
" Parse endpoint and region from the format "url|region"
DATA(1lv_pos) = find( val = lv_endpoint sub = "'|' ).
IF lv_pos > 0.
DATA(1lv_url) = substring( val = lv_endpoint len = lv_pos ).
lv_region = substring( val = lv_endpoint off = lv_pos + 1 ).
ELSE.
" If no region specified, use default
lv_url = 1lv_endpoint.
lv_region = 'us-east-1'.
ENDIF.

" Create session for this region
lo_session = /awsl/cl_rt_session_aws=>create( cv_pfl ).

" Create client with the specific endpoint
lo_client = create_recovery_client(
iv_endpoint = 1lv_url
iv_region = lv_region

io_session = lo_session ).

" Try to get the routing control state
oo_result = lo_client->getroutingcontrolstate(
iv_routingcontrolarn = iv_routing_control_arn ).

" If successful, return the result
RETURN.

CATCH /awsl/cx_r5vendpttmpyunavailex INTO DATA(lo_endpoint_ex).
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" This endpoint is temporarily unavailable, try the next one
lo_exception = lo_endpoint_ex.
CONTINUE.

CATCH /awsl/cx_r5vaccessdeniedex
/awsl/cx_r5vinternalserverex
/awsl/cx_r5vresourcenotfoundex
/awsl/cx_r5vthrottlingex
/awsl/cx_r5vvalidationex
/awsl/cx_rt_generic INTO lo_exception.

" For other errors, re-raise immediately
RAISE EXCEPTION lo_exception.
ENDTRY.
ENDLOOP.

" If we get here, all endpoints failed - re-raise the last exception
IF lo_exception IS BOUND.

RAISE EXCEPTION lo_exception.
ENDIF.

- HX API HiFMEER , BSEMGetRoutingControlState T S AP BJAWS SDK ABAP API
&,

BX S AWS DK F R EEENRBRANTEIIX , SR ILES S AWS SDK, AEBELSER
KANMHERARBEREHH SDK AN FEAES

5 AWS SDK UpdateRoutingControlState B & A

UTRBROVER MR UpdateRoutingControlState,
Java

EA T Java B9 SDK 2.x

® Note
EBEEZHERER GitHub, £ AWS KB RHIFEEFERTEERA , THRMMARITIR
BHIZETT.
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public static UpdateRoutingControlStateResponse
updateRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlAzrn,
String routingControlState) {
// As a best practice, we recommend choosing a random cluster endpoint to
get or
// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.builder()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region()))
.build();
return client.updateRoutingControlState(
UpdateRoutingControlStateRequest.builder()

.routingControlArn(routingControlArn).routingControlState(routingControlState).build());
} catch (Exception exception) {
System.out.println(exception);

}

return null;

« BXx API BHiF4E R , iS5 19 AWS SDK for Java 2.x APl 2 #UpdateRoutingControlState &
;8
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Python

& AT Python #9 SDK ( Boto3 )

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

import boto3

def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def update_routing_control_state(
routing_control_arn, cluster_endpoints, routing_control_state

Updates the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to update the
state for.

:param cluster_endpoints: The list of cluster endpoints to try.

:param routing_control_state: The new routing control state.

:return: The routing control update response.
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# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.update_routing_control_state(
RoutingControlArn=routing_control_arn,
RoutingControlState=routing_control_state,
)
return response
except Exception as error:
print(error)

- BX API iF4ELE , 1§25 3& A UpdateRoutingControlState F Python BJAWS SDK
(Boto3) APl £,

SAP ABAP

ERATF SAP ABAP By SDK

(@ Note
EREZHREER GitHub, # AWS KB REIEEEFERTERE , THROFZHITIR
BMIZ{T.

CONSTANTS cv_pfl TYPE /awsl/rt_profile_id VALUE 'ZCODE_DEMO'.
DATA lo_exception TYPE REF TO /awsl/cx_rt_generic.

DATA lo_session TYPE REF TO /awsl/cl_rt_session_base.

DATA lo_client TYPE REF TO /awsl/if_x5v.

DATA 1t_endpoints TYPE TABLE OF string.

DATA lv_endpoint TYPE string.

DATA lv_region TYPE /awsl/rt_region_id.
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" Parse the comma-separated cluster endpoints

" Expected format: "https://endpointl.com|us-west-2,https://endpoint2.com|us-
east-1"

SPLIT iv_cluster_endpoints AT ',' INTO TABLE 1lt_endpoints.

" As a best practice, shuffle cluster endpoints to distribute load

" For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional

" For simplicity, we'll try them in order (shuffling can be added if needed)

" Try each endpoint in order
LOOP AT 1t_endpoints INTO lv_endpoint.
TRY.
" Parse endpoint and region from the format "url|region"
DATA(1lv_pos) = find( val = lv_endpoint sub = "'|' ).
IF lv_pos > 0.
DATA(1lv_url) = substring( val = lv_endpoint len = lv_pos ).
lv_region = substring( val = lv_endpoint off = lv_pos + 1 ).
ELSE.
" If no region specified, use default
lv_url = 1lv_endpoint.
lv_region = 'us-east-1'.
ENDIF.

" Create session for this region
lo_session = /awsl/cl_rt_session_aws=>create( cv_pfl ).

" Create client with the specific endpoint
lo_client = create_recovery_client(
iv_endpoint = 1lv_url
iv_region = lv_region
io_session = lo_session ).

" Try to update the routing control state

oo_result = lo_client->updateroutingcontrolstate(
iv_routingcontrolazrn = iv_routing_control_azrn
iv_routingcontrolstate = iv_routing_control_state
it_safetyrulestooverride = it_safety_rules_override ).

" If successful, return the result
RETURN.

CATCH /awsl/cx_r5vendpttmpyunavailex INTO DATA(lo_endpoint_ex).
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" This endpoint is temporarily unavailable, try the next one
lo_exception = lo_endpoint_ex.
CONTINUE.

CATCH /awsl/cx_r5vaccessdeniedex
/awsl/cx_r5vconflictexception
/awsl/cx_r5vinternalserverex
/awsl/cx_r5vresourcenotfoundex
/awsl/cx_r5vthrottlingex
/awsl/cx_r5vvalidationex
/awsl/cx_rt_generic INTO lo_exception.

" For other errors, re-raise immediately
RAISE EXCEPTION lo_exception.
ENDTRY.
ENDLOOP.

" If we get here, all endpoints failed - re-raise the last exception
IF lo_exception IS BOUND.

RAISE EXCEPTION lo_exception.
ENDIF.

« BX API iF4E S |, 2 93& A UpdateRoutingControlState T S AP ®JAWS SDK ABAP
AP| 3#&,

BX S AWS DK FREEENRB RANTREIIXK , SSRMILES S AWS SDK, AEBEESHER
KAMMHERUARBERTHH SDK AN FEAES
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