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https://aws.amazon.com/lambda/
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
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https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
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https://aws.amazon.com/security/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
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W5 TRIES P 4ET
X1 & #5 X SE B R HIARZA (2025.03)
XERL (FEFREL us-east-1 = =
MAEEB )

EEFRE (B EM us-east-2 = =
)

EZERS ( MAERE us-west-1 = =
LALEB )

EERI ( HEIXM us-west-2 = =
)

WAHX (FRR) ap-northeast-1 = =
TA#X (BER) ap-northeast-2 = =
TA#X (&3X) ap-south-1 = =
0 A X (703 ) ap-southeast-1 = =
TWA#X (FEE ) ap-southeast-2 = =
IEXR (I ) ca-central-1 B =
BN (EXRE) eu-central-1 = =
RN (K= ) eu-south-1 = =
Rt X ( ZBR= ) eu-west-1 = =
Rt X (82 ) eu-west-2 = =
RM (B2 ) eu-west-3 = =
PR X ( HTEE R eu-north-1 B =
)

&5 (4Fhd4Ex ) il-central-1 B =

X AWS XiF



MEEIRIERE AriEE

X4 X5 FEBTRRA RHTHRAS (2025.03)

AWS GovCloud (3%  us-gov-west-1
B )

=
=

fim

TEH AWS X5 17



MESIRIAEE

RAriEmE

BB M

ERB=mZE

(® Note

Zr=mfEAAWS CloudFormation iR M #ix R B EEB, XL CloudFormationt&E R iR 7 2%

FmPEEN AWS BERERE M.,

ES]

TR
BRI AR F IR
1Y Barm
B25  BRER

FRFAF

&

AWS Ik EREEG AFGlE

AWS Ik~ EREERA/ I

B2 Amazon EC2 SSH Z4AXY

RE RS EE

BIEBENEA (( ik )

B2 H% ( GovCloud X IR )
RAENIFIR

FEENIMEPEE LDAPS (A% )

N AR Active Directory 1% B BRZ 1tk F°

CloudFormation ik iR &R PR RIRo

, FEREAEENEISHAAE, £, WEZeMEMTIEEN,

ELEFE VPC (A )

&M AWS K REEERAF

TR


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/imagebuilder
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BBIEERSE (0OS) Linux
RENBRERZRE U &% Linux 2 RHEL8 RHEL9, . =

Windows 10 1 11

HHEBW WMA—NEBZF, HlW0 : <research-
and-engineering-studio-inf
rastructure>

4H AR hR AR BAIMEWM 1.0.0 FF 5.

iR ERNAFEE,

d. HEHRAHTEL , ERENXHEHAR,

i HEWMAENMERABRZE , EE— tar.gz XHRX4 URI, ¥ RES 2EH tar.gz X4
HEZIT D S3 76488 , RARNFHBEEREHIZXHH URI,

i. WMALTEER:

(® Note

AddEnvironmentVariables@AliEH , IR EBTFFEEZEMBENENPEH
BESGMEETE |, WA BSOS EMIER,
MRBIEFIEBhttp_proxyFMhttps_proxyHEELZE , MFEEFHIX
no_proxySEREIESRFIERARERE AR EN, EHITEHE IP it MK
¥ VPC KimT RHVARS .

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at
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http://www.apache.org/licenses/LICENSE-2.0

or in the 'license' file accompanying this file. This file is

distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res_dependencies'
- 'tar -xf res_dependencies.tar.gz'
'cd all_dependencies'
'/bin/bash install.sh'
- name: AddEnvironmentVariables
action: ExecuteBash

BREFE VPC ( Wik ) 25
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4.

a.

onFailure:

Abort

maxAttempts: 3

inp

uts:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res,{{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1},
1}
1},
1},
1},
1},
1},
1},
1}.
1},
1}.
1},
1}.
1},
1}.
1},
1}.

amazonaws.
amazonaws.

.elb.amazonaws.com,s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com, ssm.

amazonaws.
amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, ssmmessages.

.com, kms.

com,secretsmanager.

com, sgs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

>

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

EERCIEAH,
£/2 Image Builder R E S

1.
33
1.
33
1.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, cloudformation.
com, sts.
com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.

com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment
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T 53#h Linux SRLLME
Linux (RHEL)
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I 5% Linux 2 x86, 4£Li§
7l Linux 8 x86 SRLLME 1
Al Linux 9 x86
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o, FERRETR EEE
MITRBER SSM KE,

[root/bootstrap/res_#k #i><
A
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AWS E it iz KIS E

o DEFERE : -2-linux
aws-cli-version
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- JHIEFRE - ZHIBIEN
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AWS K= B 5 R = 51
54,

BRAIEE

- IE#HEE : simple-bo
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AN AR IR

EEZAIEN 1AM £
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Section S8

VPC, FRMEZ£A

R REMIREERE,

6. BIEFHH EC2 Image Builder Ei& :

a.

b.

g.

#RIRGBEE  REERRBEEE.

AEEEERAGEENEL , HAUTRARARET-F .

- EERMM AR

APF%E

B AT BB 5 R R4
1] Amazon S3 1Ff& @AY E
I, MIREEECNERS
4, MR BAGE A BAT S A
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N2 4d -
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TEECERYAEE VPC, it
VPC 2475 ] LA 7] B Bk
R

o AYEALI
« XK : SSH
» Source : Custom
- CIDR X#t : 0.0.0.0/0

o WTFERITX , FREUK , RFORLEFIHE AMI BERE | BEEFI
FUEBRIE TEL 2R ERIARE , RERWAZHEZNE LA, 2R T -5,

EENEGLERE L  EERINTHERE , RAREET -5,

EEMEMEMEERNE L  EREANEGEMRERE K ARRALIENEMENEE

E’g%%o ii?%-lt_io

EEXDRRE WEL , FEEBATRARHITESE

- MHEMBAAEEIEN RES RN TE—XE , X1 RES FEENP EHS 3 Eitig ik
ENKH, FRARSEIAE , HNEMFEA Image Builder [REH X136 2% H EC2R %,

- MREESZMXEEE RES , THUEFRGEFN DB IREHAEBEFMES XHE,

EEENAREAREBEEE,
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7. 1217 EC2 Image Builder Ei& :
a. EERBGEES , RIHEFEEVUENEE
b. &F “BE 6K ARFERE “BITEE,
ZEEAREEE KRN 45 DB — NPT BERIE AMI B,
8. ETAERKH AMI 89 AMI ID , FRFE AT InfrastructureHost AMI S/ % A the section called
‘15 BIIT@R
RiE VPC KixT =

EIE RES HRFELRE , AWS RS FEVRIENAEFN., BXTRE

FARBHRNR , FAFEXNENMRTREEXEDSR,

1.

2.

MRz e RKEE
£,

ERANTAXFEE-INRBEFM,

Tk

AWS BRS5

App Auto Scaling

AWS CloudFormation

Amazon CloudWatch

Amazon CloudWatch B&

Amazon DynamoDB

Amazon EC2

Amazon ECR

Amazon Elastic File System

wmIT R, BEEBAWS RS EAED VPC KigT

RS & R

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

R)

com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region. NFAEF BRI K
region.cloudfor

region. 1%
region.logs

region.dynamodb ( EEM kL imT

region.ec2
region.ecr.api
region.ecr.dkr

region.elasticfilesyste

C LimT QR ME

R R PR AR AR AT IR
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
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AWS BRE

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

AWS Secrets Manager

Amazon #EMREFRSE

I 5% SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.
H@ M*%ﬁﬁ%/\\\o

region.elasticload bal
region. B4
region.fsx
region.kms
region.kinesis-streams
region.lambda

region.s3 ( FREHE RES HEIA0IE

ERESBEPRIXZEFEREZH I Amazon S3 #
AL S, HSMEi5E Amazon FRFERSEDRKE

-+
R

com.amazonaws.

region.secretsManag

com.amazonaws., region.ecs

com.amazonaws., region.email-smtp ( A TFATAXARX
¥ : use-1-az2, use1-az3., usel-az5, usw1-az2, usw2-

az4, apne2-az4, cacl1-az3 # cac1-az4, )

com.amazonaws.

com.amazonaws,.

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

region.sts
region.sns
region.sqs
region.ec2messages
region.ssm

region.ssmmessages
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

MRASIEIAEE RAriEmE

%A VPC Kim T QBN T EEEIRS

EEFXEE VPC LinT RIVBRSER , BAILE VPC MR B FMPIRENRERS . £ Identity
Center 1 AWS S RME , BRUTTIREUBEAARETIETHFEHEMFN KL HNER
RERS 2R,

1. HEENAT RES BEH VPC ABFMF B3I — Linux SE461,

« Linux }% — W 33 Linux 2 /I L7k Linux 3

- %29 — x86

o EFIFKA — t2.micro REBMRA

- 24 — M 0.0.0.0/0 FF#AMIKO 3128 LK TCP
2. EEIXFILLUEERERSES.

a. 3T http EHE,
b. AWMFTEMEXFMIEREZITE :

- .amazonaws.com (EATEARS ) AWS
- .amazoncognito.com ( EA FIL S i# Cognito )
- .awsapps.com ( BF B H L)
- .signin.aws ( AT EHBF D)
« o amazonaws-us-gov.com ( & F Gov Cloud )
c. EEFBEHMER,
d. BUEHRBIHRERSR.
e. EBTFRERSHRETHIKO,
3. EBELNRARUATFHRNERSS,

a. HEEM VPC 24 A , BESEATEMZEENMN VDI =M FRHEBHR.
b. wWERBHRUATFHAEEAEEZEEXIEIETRPLUBHNREIRS LM,
c. XEAT InfVDIs rastructure/ BIFFE FM ( T2 RI BB ) BB&HRINITILER4E,

4. BHAERSR EC2 RPN Z2A , HBREAFTERERSF[MITAIRO L3 IT AW TCP &
%,

EEFHE VPC ( Wi )
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REFE VPC HESH

fEHthe section called “S6 1 %5 : Bai~Em” ,

SHBERUBREUTSH , LERNEEE

S

InfrastructureHostAMI

IsLoadBalancerinternetFacing
LoadBalancerSubnets
InfrastructureHostSubnets
VdiSubnets

ClientIP

HttpProxy
HttpsProxy

NoProxy

EE AWS CloudFormation iR AE LS, &
MR &L E K FAHE VPC F,

TN

55 mh B 2 /Y B R #E AMI ID the section
called “#%& Amazon H1E58R & (AMIs)”,

REN false,

R A BBRM R R R FAAE F M,
R A BBM R R RNAE F M,
R A BBM R R RNAE F M,

BT LUk R 289 VPC CIDR LA YFFTE VPC IP
3k 1T Ao

A~ http://10.1.2.3:123
A~ http://10.1.2.3:123

Bl

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1
0gs.us-east-1.amazonaws.com,logs.us-
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ISR R IR

A

east-1l.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

It CloudFormation &8I 2EXM, Zf&. Ez) B ZFHIUEPH ( PortalDomainName SREHT ), &

HIRR X LENRT RS LR E ™ mo
SERLAEBRE 2 Bl T B 5 8 AR

ERBETE] : KLY 40-90 249

1. %&3F AWS Management Console 3 7£ https://console.aws.amazon.com/cloudformat ion E$TF

AWS CloudFormation #41& .

(@ Note
BREERANRERERAKS

2. HEEHAETEHER.

MREEE AWS GovCloud ( EEFEE ) X #1TEHE , IB7E GovCloud 7 XK~ 3 3181k,

3. HMABRSH :

BIEAEDE IR
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

HR5TRIES B
4 MiIAE iR

DomainName

SubDomain ( GovCloud 1X
fR )

AdminPassword

corp.res.com

BATFEZEZMNE, BRIAMER
ERESISAFPHWLDIFX#4
IR, IREEFERERIA
ArF , BzEREZRERIA
B, EEWXE , FEMHRE
H—NBEILDIFXX . X
FEEERTEZ B FXWEM
T,

NFEEXE , WSHI Ak
H , 18X F GovCloud X

—YBEN.

R B MH SubDomain , N

SHIFLL DomainName 124
WS R EIR. RER Active
Directory 13 & B R Fi5

Zo

BB REEANZER (AP
FZAdmin) . WWAFRENLR
SIS ERTEES B RPOIE
W, 2ETER.

BE  KFERHBAATUR
(1) EXAREFEB, (2) AKXt
B AWS Z4AH ARN,
key/value {"passwor
d":"somepassword"}

AE AN EBAIUR R
A ctive Directory #1588 %
MER,

BIEAEDE IR
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

W5 TR s
S 2RIAE iR
ServiceAccountPassword BT el RS k5 1 218

XS

LDIFS3& &

aws-hpc-recipes/ma
in/recipes/res/res
_demo_env/assets/r
es.ldif

(ReadOnlyUser ). LtIKF
RATES.

BE FBRARATUR
(1) BXAFB (2) KXY
B AWS 2408 ARN,
key/value {"passwor
d":"somepassword"}

AE . AFNEBAIHEE
A ctive Directory f #2158
MER,

£/ SSH & im i E R
Bl

AEE : AWS Systems
Manager &% & 25 7] A
FiE#ES A,

EEHEFRENSISHE
S A LDIF 3X## Amazon
SIBR. BXEZER , #F
égﬁ]LD”:SUQQOﬁoigégﬁl
EEFTE — AN, ZXXHA
EEHBEFHRUES I

EBEFZH , FSRPREM
B res.|dif X4, GitHub
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif

MRSTRIFS A m
el ERIAE iR
ClientlpCidr A1 B IZ MY 1P

ClientPrefixList

EnvironmentName res-[environment
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PortalDomainName

4. WINDBETHAIBEEIRE  RBIEFOIEMERK,

#yk, Hlan | BATLAERR
BHCW IP it , REEH

{X [IPADDRESS]/32 RiF=x
M TiHR,. B UESREG
BEHEAR.

AR5 R AR ES) B
FEETRNBRRR, Bx
R ERMRIIRNEER , 1B
SHERESEENERI
Ko

MmREHPortalDom
ainName 7 , MIKSEHAT
NERZRARINIRE |, UE
AUERRERERATN]. X
EEESHZE RES #HikAIER
WEnvironmentName &3
MTE, MREELEKS P
ELZNRER |, NZHE LT =
HE— 8

3 F GovCloud Z&8 , E%
ALSH, EPHBARERL
REMHRFHOIEDN,
ZJK 77 £ Amazon Route

53 HHEE. MRRMET
XA, MK —NaHiE
BB HFHE L& EF
AWS Secrets Manager.
REEECSNEBMIES ,
NEnvironmentName AJEA
FHSHAMEZE,

BIEAEDE IR
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

MESIRIER ArfEm
F1%5: BaIIiFEm

BREBAT R step-by-stepii BAEL B~ MmN HITBRENIK,

ERERTE : KLY 60 5 &

LA LUE T 1% R H CloudFormation #4x , RAEBHITHE,

WMREEE AWS GovCloud ( EE TSR ) #1THE , BEMALER,

res-stack-f£ A LLERE 0 = mAFTERBRAH. BRIABESE RES FHKRMB BRI, 8w G is%E
Bo

(® Note

AWS CloudFormation #JR&ZM AWS Cloud Development Kit (AWS CDK) (AWS CDK) ¥33&
BN,

% AWS CloudFormation ##x7E AWS FEB THZEEIREIHRE, AWS CloudERB otk 2l , &
RAITUR B SRS

1. &% AWS Management Console #7E https://console.aws.amazon.com/cloudformat ion 3T F
AWS CloudFormation 2% &

2. BIER,

ZE1 AWS GovCloud ( EFEHER ) #E , BRI ELER,

3. BMIABRT , ZEREXRERL (FFRIMILE ) XEE3. BEUEMFEHHERT R AWS
X , FEAEG A S XENERERS.

(® Note
7= m{E A Amazon Cognito fRSS , BB BIHIEFMERSETAH. AWS Xig & A4ME A

Fl Amazon Cognito AWS [XiF Bt 5 &K bk f. BXZFE XXM EHITRAY , F5
FAWS XigrmE RE SR

4. E'SH T ERRFmERNSYAREFTERTER. NRERFTAIASRR , WETR
FESNER B IR AR B9 o H I TR P R BIX E S
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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EnvironmentName
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SSHKey &g x4

ClientIP
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LA® Windows 10 # 11,
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pair,

IP b iEes , ATREE
REMIERE, B LIESE
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IPs SBIFEET R Web Ul
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ActiveDirectoryName
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LDAP E &t

LDAPConnectionURI

ServiceAccountCred
entialsSecretArn

corp.res.com

corp

DC=corp,DC=res,DC=
com

mH EENE. ETEES]
P4 A B,
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LDAP &,
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RMEE—/1NBE ARN , H
& Active Directory
ServiceAccount F P #Y A
BMNEZE , KA NAF key/
value &/ZBXY .

UsersOU AD AR By | HFER
SHAFPER,

GroupSOU AD HATRERSHEAN
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SHRIREB R True.

£ ADJoin False EBSLE Linux EHMAEF
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BREBEBINZE “False’,
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Research and Engineering Studio (RES) ERMEFH~mNFZE , XBRTHRAEHFEETEENER
IREEH,

RES fEFET BHNRAZRHE TR, TEMAMEAFOMAR , RERAELENFMNFHS, Bl
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BIIREIR B, AP ABRZET | 83 o] LA A I AR SN i A B I ER B I B 5o

EFEARMRAN RES BEHENIR , FHITUTERE

1. BIEHERENRE, ESHthe section called “BIERE",

2. FERAFMRAEFHIE RES., S Hthe section called “58 1% . BIIF@"
3. FREBRATEMIIFE, 1§ Hthe section called “Ri A RER",

4. WIFFMEHEC RN B EFIFE,

IR ERRAEFT

FF RESHWAERAEN  FAEEEHLE., BAUEIEHRNEN RES #H AWS
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BRI ARAS, PRE] AIEREAREY FF L R BIRRA &

{530 : "Description": "RES_2024.1"
EHTRERAER , FRIATUTRE

1. EHRTHZREFH AWS CloudFormation #kthe section called “Z£ 1 % : B3~ Mm%

2. ¥ https://console.aws.amazon.com/cloudformat ion £ FF AWS CloudFormation & .

EERAERR 45


https://console.aws.amazon.com/cloudformation/

MEEIRIERE AriEE

TP | W HEREHK. ENZERA<stack-name>,

R EH,

R B EER

¥ F Template source(EHRKIR) , & Upload a template file( L EAE MR H),
RIS IR T RER,

EEEERFEAGE £ &R T2, ELEEFHSH.
EERE#RIET L &R T—%,

10. £ “&&<stack-name>” | & B

© © N o 0 kW
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MESI/IEE AFiEmE
EH & ™ m

YRATLAE A AWS Management Console S 15 AWS 7= i L) Research and Engineering Studio
AWS Command Line Interface. #2470 F zh il BR bt 7= G A1 2 B9 I & b 8] 32 Z 6% BR &5 (Amazon S3) 77
. MRETFHETERBNVEKE , X7 RT 2 B3R < EnvironmentName >-shared-storage-
security-group o

£ AWS Management Console

1. &% AWS CloudFormation 24l &,
2. EMKRTEL | &R RN &K,
3. IEERMIER

£ AWS Command Line Interface

¥§E AWS Command Line Interface (AWS CLI) E NN EFRETH, BXLEHA | 5
3 (AWS CLI FIf#ER) AWS Command Line Interface AR, BN RBEMEXENEER
kP ARECERENEEAKFE , BTUT®HS. AWS CLI

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

1IE 7E /1 B® shared-storage-security-group

/A Warning
BRUABERT , ZFmeRBLEXHRS , B LEBESEAER, NREEFEMRZ S HMKE
HXHRS , NRBEXEREFNAEBREDRFEKAMER. RMNBURZHHBEIRBEE
MoBmEFNERA,

1. E3F AWS Management Console 33T Amazon EFS #%|& , Mk https:/
console.aws.amazon.com/efs/,

2. MIBREZREXMIFTE X REK<RES-stack-name>-shared-storage-security-group. |
E, BANHXENHEREEFTIES S —NRESAREFHIE.

f£F AWS Management Console 47


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
https://console.aws.amazon.com/efs/

MEEIRIERE AriEE

3. &3 AWS Management Console H##TFF Amazon EC2 #£#l& , Mt A https:/
console.aws.amazon.com/ec2/,

4. MBR <RES-stack-name>-shared-storage-security-group.

I ER Amazon S3 FiE 4

WMREREMER AWS CloudFormation ## AR ILBIEEAE X |, Wiz RECE RN RE ™ m o2
Amazon S3 FfH ( A TEMEXEHTHE ) . HETmE , MREFFERZHRE , WTUFI)
BRI S3 FEME, BIRLLT SEMIBR Amazon S3 7M.

1. E3x AWS Management Console ##TFF Amazon S3 #2#|& , Bt https:/
console.aws.amazon.com/s3/.

ESMBERPERTFHER.

¥, % S stack-name 3 ZfE @,

EFES Amazon S3 FEE , RFIERBERE., BUIEZEZB N EHRR.
%EF S3 FiERE , AEERRIER,

o ~ w0 b

EFEAMBR S3 7 AWS CLI , BETHUTHS :

$ aws s3 rb s3://<bucket-name> --force

(® Note
Z--forcem T RBEFHEBTIHRNE,

MR Amazon S3 12 1% 48


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/

FREIRIEE AriEE

BLEfEr

FEEEENRARZARHTHEEES , HHANMAE AWS Fm tE-PEFHNEMAREIETHE
£

FR

- SHEE

- BB FIEE

o BIE ACM iE$

« Amazon CloudWatch H#&
s REAENXN R

» Fi& RES-ready AMIs

BEOERE

MREIRIEZTUFERATARTS SAML 2.0 FREN FHRRMEE. EH Amazon Cognito £
AYAFBER, ATAFPEA Co VDIs gnito AR &BEFITFMIEA Linux , B2, REILS#
Cognito AP MR EERAN S RIREEE RES HitXIEA IAM F4 0, HSREA IAM HHH0RE
B REF (SSO), MREEBCHWAE SAML 20 fEN S HRMEE , BRI N EK[LEF (SSO) BLE
B FHREE,

£

« B S# Cognito A

- EHBRES

- £ IAM B 0B S S EZF (SSO)
- NEREZF (SSO) BELN S IRHR
- FAPREED

RIET S# Cognito AP

MRS IR IER (RES) AFEN Amazon Cognito R E A AHAF B K. XA YFRAF A Amazon
Cognito A BHEFZITFMNIEMET Linux VDIs BT/, BER AT LAER AWS #24E| A5 csv X
HRZMAPS AR, BXHERAFSANEZHEE |, 555 Amazon Cognito FFREEREHRHIM
CSVXHRAFPS AR M, RES X#FEIMNFEAET Amazon Cognito A ith i = B %M SSO,

SHEE 49


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html

MRASIEIAEE RAriEmE

BRI E

ERN RES B R , B RES BREEE N A Amazon Cognito ENAFER , BESNEENE L
Yl fE A Amazon Cognito ER AP B RZH , ZRHE UM “‘HREEE" THIFR. BEATAFBTE
it , BER—TELYRAF 8BEMRE.

B F up/sign XA

MEBATRFAEBEM , WATUAE AP RSN Web RARFEHN URL, EHE , AFR2KI—1P ik
I, tEES “CF2AF ?” EXEEM.

EMRAE

EFEERTRRAF AR ? EIALEAF R E R A A8 B F iR 4R M 255 BL eI K,

FEREMREN - , REFERAF A BT B0 U R R IR LLSE BOE T 2o

MREFATBIM , WAPNETR EMER, B8R MIIE RES 259 Amazon Cognito FELE
AP, (125 Amazon Cognito F X BIEEHPHNUEER SHOIERFK,, )

B3 TR

R B A SSO M Amazon Cognito , M & HIM—MEALL SSO BRMET, XA/ R HIZIEDT
B, e EFREREE SSO B2FAH. RINERT , 1R Z A Amazon Cognito , N A FEE
F Amazon Cognito 31T & 4K,

£9R

- &1 Amazon Cognito HRABZMFEZANEEANFER ; REZNEFH,
« Amazon Cognito MR R FERAMANAF A MEE1EIEE TR B FHR 4,

- MREATE A Active Directory 1 Amazon Cognito , #FERZERNEAFBEE , R ARFESE
FAF#TEHARIL, BEANFEUEHREE%E Amazon Cognito REFEFEZRABREEENAF
Fo

I 337 Cognito &% iE 50


https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html

MEEIRIERE AriEE

« BT RES FX#FETF Amazon Cognito #9 Windows SE413# TE F I & # Cognito # & 4 11E |
VDIs Bt A /¥ Cognito AP BEa1E T Windows HI & KL,

EE7

RES 8/NHER R HEIEE 5K B Amazon Cognito WAFMBEAEFEERESLS. AARET “EER" HMN
AP #ERIREBHE P RIsudoX R, VDIs

B A LA Lambda #2H A FEaEE,
FHEIRLSHE :

1. 3T Lambda #4154,

2. 8% Cognito @4 Lambda, It Lambda BELL TR LE..
{RES_ENVIRONMENT_NAME}_cognito-sync-lambda

3. & Wi,
4. EWHASH By , 2RALAN Wi #d, BHAEXERAETREE,

Cognito BN R £ EEEM

£ 2024.12 frA 250 , BRIAB B 7468 Amazon Cognito Plus itXIZhRE— B0 0 B FIERNIEF. BAll
FEMNEHEISZHMER , MEANEERA RESHEFTERS. BUUREZFTEEHZALINGE , %
SERAANTEZLRERE .

w5 B FEE L
EITHEE

ERZEIREP , IEEE3 B 5 (AD) XK CFN SE# 2 1L/,

XN FE1TRRENEMZEE ARN (5l

i, ServiceAccountCredentialsSecretArnZDomainTLSCertificateSecretArn) , BFH
DEZAPRIMUATHRE |, BE RES RREXEFAENNR

« ¥ : res:EnvironmentName , {& : <your RES environment name>

« # : res:ModuleName , {8 : directoryservice

B B EREL 51


https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html

MRASIEIAEE RAriEmE

TP AR VAR AD BCBE#EFE T —RFE/ ER% ( 8/ et ) BB B3)3KE. AFEERAD
BERARFEEMEE SSO (Hlan , MRAMIIMEIEM AD ) .

PRERKRE , EBERUUNESHEENE Y RESWeb MFHEFS4E AD Bt &

HtRE
Fif g S A

EERAWUER AL M BFARLER ENHEERSNAFHEA. FHikRssUE1E LDAP
Tk ER1E R, TIERFAHMT :

(sAMAccountname=<user>)

BEMN SSSD Z#

EERAUURMITE SSSD S HAMNENBEXFH , LEALEHF| LM SSSD B EX
#[domain_type/DOMAIN_NAME]#% . RES 2 B3I A SSSD BT , EREERXEH LEHMES 3
SSSD RS H R AD RFdE. HX SSSD BB XHMTEER , ESH Linux FMIT, SSSD

SSSD ¥ MEHXM S RES SSSD BERE , W TATR :

« id_providerH RES AZBRE , FBEH.

« AD fHXEE (2
$E1dap_urildap_search_base, ldap_default_bind_dn#l ) ldap_default_authtok2
RIERENEM AD BEEREN , TEHEBR.

AT RAIE A SSSD BEMN XA A :

MAFZEHHFELLRL (R 2025.03 REFRA )
EMBEMEBERE , RIFTE A ctive Directory HBEFFIEF “F3h AD @H” 124 , HFMA AD F

=]
&,

\

BEE I FE#RTH AD B4 |, 7 Ac tive Directory E B 88 i%#F “Z1 AD B %4,

B B EREL 52


https://ldap.com/ldap-filters/
https://ldap.com/ldap-filters/

MEEIRIERE AriEE

#&3&E A LATE Act ive Directory B8R EE AD RIS RSN &M E L rTE,

MAFHZITED (AR 2024.12 F1 2024.12.01)

Active Directory AIZ IR EMNEHEEREM R RIVNEBITEEN XL S HEMHRRFRS
(ECS) £F. ZEZITXIE/NEZET—IX , AL <res-environment-name>-ad-sync-
cluster&EH TH Amazon ECS ###I& PR B EEZ1TH ECS £5,

EFYEIE , FHITUTERE

1. SME| Lambda 25| & H1E KRB N lambda, <res-environment>-scheduled-ad-sync
2. #FF Lambda BRZH # 2 i
3. TEE JSON HHAUTHE :

{
"detail-type": "Scheduled Event"

}

4. RN,

5. % - BH&4H CloudWatch- TEEFIEEEZE1TH AD Sync 58 B & <environment-name>/ad-
sync., BNEESMNERZITH ECS ESHEE, EBRHEFHN , EFHE

(® Note

- MREENR AD SR AD FiERR , RES HBREFEHIEENSEFMEFAS, |, HBBR 8
ERFEFTHEEE LDAP ERZ=HFHAF,

- RES FTERBR user/group EXZ P EATEHN . Eit RES NAFMNKREHRBER |, DIFH
MIB R,

SSO Bt &

RHEADEER , AFSMREERESR (SSO), 78 AD AF 5B X RES 17, SSOBEEM
“BARE THBEFNEOEERNE, AXRESSONESER , BFERHEHEE,

B B EREL 53


https://console.aws.amazon.com/lambda

MEEIRIERE AriEE

£/ IAM F 6 O0IRE R LE R (SSO)

MBIBEEE N B0 OEZEEIEE Active Directory , BMNFHRIE 1 iIREEDH 0., MREBL
&M R OEREER Active Directory BEIEE—i#8 , BMITHLIER 2 : Connect EEEFI F 3 H D

@ Note

MRBEIEE AWS GovCloud ( EEFEEP ) X , 5EEZBE Research and Engineering
Studio #9 AWS GovCloud (US) % Xk~ i&iE SSO,

FBA1:REFGHHDO
/8 A |IAM Identity Center

1. %% AWS |dentity and Access Management #2414

2 ?Tﬁ%ﬁqqlt\o
3. BEEERA.
4. E$F “BRAR" AWS Organizations.
5 EEKE,
(® Note

BREMENXEEREE B ZAMENXEEE.

FIAM S ERSIRE R B
BRAIAM 5HF0E , BEBRUATHEENRESR

1. ESMERKTP , % Settings (1IRE ) -
2. EBHKE T, &R BRE ARER BHREOHKER
3. EREER T, #FELNE R,

4. EET—F,

5. BEFELNERHEBINEACCEPTH A A

A IAM B3 0EE SSO 54


https://console.aws.amazon.com/iam

MEEIRIERE AriEE

6.

BEEEXRH DR,

HRAPMBELARDS D S50

PN ERTERE , FHIA - FZENBEIAEE, F IAM S5 P 0ERIEEEDE R

1.

EHINEES | EEEFEIEXRE.

2. ERBEHEWRST  BET—5.

3. EAPEAT  RABRSHWAR.

4. BB,

5. BET—5.

6. EEENEY  ARLBREFRE.

7. ASNBRTREENS 6., NREKBEXAPRASHEEHE  BEBREAS.
BAA

1. NSRRI AP

2. ERENHBRABERROAS

3. WREAMASHERR.

£ 2 : Connect EHEEI H B/

£ 1AM BB F0RENARERF

1.

© N o g M 0 DN

$TFF IAM Identity Center 2 %14,

EENAER.

EERMNARE.

ERE RIFIRET , &R BEERENNAER
ERARFEET , &EHE SAML 2.0

EET—%,

MALEGCRANE REHRMER,

7 IAM SRR OTHET , £% 1AM H40 50 SAML TBEXHH8EE, E£4A RES [P ERE
IAM S3H0E , BRFFEREXA,

f£R IAM & 3 F/0IRE SSO 55


https://console.aws.amazon.com/singlesignon/

MESIRIEE

RAriEmE

9. E‘NAEFEM T, ALHNNARFER URL, fflf0 <your-portal-domain>/sso0,

10. &£ “ARRF ACSURL” T , M AXRE RES NFHEEME URL, EHFIIXA :

a. EREEE T, &E “EMNRE,
b. &E#E “‘BMHRMRE EITF,
c. ‘EBRBR T, BFKE SAML EE @M,
1. £ “‘RARRF SAML X" T , % A Amazon Cognito URN,
EREBIRE , BRITUTRE

a. HERESTIFH , T “BARE".
b. # “‘BORMHE ETFT , REA/M ID,
c. TR ID RMBILAT AR

urn:amazon:cognito:sp:<user_pool_id>

12. WA S # Cognito URN J5 , IERER,

NN AR EERE R

—

EHGFPOF , THAEUENNARFNFEHAER.

ERRE  RRERRERE SRS,

EEET , @A ${user:email},

BT, &R B AR,

RN INET R MRS

ENAREFNRAFEMHET , WA BT,

£ IAM Identity Center FIAF EINW FRBERAFBMHET , WA${user:email},
ERRT , WA KREE

ERREFER.

© © N o a &> w N
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1. 1E Identity Center F , HRQIBHNNARFHFAIENAF, , RAEEEIEAF.
2. ERESEMARFHRNRAAS,

f£R IAM & 3 F/0IRE SSO

56



FREIRIEE AriEE

3. &E SEAF

# RES HRHIRE IAM F 5 H 0

1. EMIREIRIFE HEF , £ HEEE T, 7 “BAIRE"

2. $I7F ‘BORMHRE R+,
3. H'BERER T, &R 'FE (HEMRE® 31 ),
4. HERBPEBLTER:

1% SAML,

a.
b. E “BRHUEEN T, WAAFRPKREFNEN.
c. EERWATEIEIERESR URL,
d. WAZEHESHN URL £ IAM SHFPNEBNARERF.
e. E“REESHETFHEES T, WA BFH4",
f. EERER,
5. RIFNEAXRERSREERNERH.

NBEQJEF (SSO) BELN F iR HARS

Research and Engineering Studio 51E{T SAML 2.0 B3 2 HEER , URIEAFX RES [/ X
SREMT EEEEN SAML 2.0 S A RUHEERNIES. WREITEFEA IAM 40 |, FSHAE
A IAM B0 ESE R ER (SSO).

(® Note

1 IDP SAML 7S # Active Directory 1 , AP B FHR A itb it A TEL, BFENENH B
MRS5S Active Directory E#ZiEX , HEBREZ AR,

F&

- BELNSHRRERD

- F RES BENEREHN S B RHARD
« EFREFHEPEELEHN S DR
« @id SAML IdP [F]#

7 SSO ELEZM F 13 RIERS 57



MRASIEIAEE

RAriEmE

BB B iR

ARITIRM T A RES Amazon Cognito AAF R HE R E S B IRHEN SR,

1. RES RiZEE —/ AD (AWS #£&E AD S HEtE AD ) , HAF &M AFIAN RES MAMIE,
&N AD EZIENSORFRERUEBHARDTAFL M. FEFLNSMRMUBNY , THNMA
IS AD MBS AP 54, Hla , B3 REAWS IAM Identity Center FB P38 HIEF Active

Directory 18 &R

2. IR B HRER (IdP) 3 RES ELE SAML 2.0 NARF. WEEFELUTSH
- SAML EEm@Mit — &K 1dP Ak @ RS R AL E &% SAML 2.0 Wa RS2 #9 ik,

(® Note
BIE IdP (YRR , SAML EE [ ML AT RE B REAY B
- MARERF URL
- WISHRERS (ACS) Mt
« ACS POST 487 M1t

FR B 11k

1. UEBANEHEERFMNERRES,
2. SME ‘HEEE - “EANRE - ‘BHIREEE
3. %&#E SAML EE @M,

* SAML & URI — RSRMREHE SAML ZARKAERHE— ID,

(® Note
142 1dP BORE , SAML 24 URI & T8 EFI TR :
» ClientID
- MARER SAML A
+ SP 3£tk ID

7 SSO ELEZM F 13 RIERS
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https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html

MEEIRIERE AriEE

BT R A

urn:amazon:cognito:sp:user-pool-id

EETREMN SAML Z4 URI

1. UEBAREHREERFHER RES,
2. SME HEEE - EARE > ‘FHRME,
3. &ERAFMID,
3. KM E| RES My SAML Wi & AU LA T AR fields/claims & E 79 F 7 #Y &8 FER 431k -
- SAML EFH#E ID
« SAML B FHR4F

4. IRIEBE , BH IdP &K1 fields/claims ) SAML #iS#, RES EEXLEFER, RIAMBERT , K%
BB B EEXEFR, NEMSMINERTERE , HSRAATEZREANE,

« AudienceRestriction — & urn:amazon:cognito:sp:user-pool-id. user-pool-
idE N EH Amazon Cognito B 5ty 1D,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« IIR;-i®EInResponseToNhttps://user-pool-domain/saml2/idpresponse, user-
pool-domain&i &Y Amazon Cognito FiFthEYig & .

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="1id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData— i& EBRecipient &M A Fithsaml2/idpresponseKix T a
MInResponseTolR#H SAML iE3K ID,

N SSO B E&H & RME™ 59



MEEIRIERE AriEE

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement— IR T HFRXHITEE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5 WREH SAML MARFEEHE URL FB , BHIREN: . <domain-url>/saml2/logout

IR B A M 41k

1. LIBEEBEAREHREERSMHER RES,
2. SME IEEE - “BEHNIRE - ‘BHIEHEE,
3. EREEE M,

6. MBIEH P EZZX R IULPLUEIT S Amazon Cognito BIEE , E T 5 5% Cognito R IEP H
TH FEDEW AP F,

RINZERIUEPH

1. 7E “Al]” 3T FF Amazon Cognito $#2#]& AWS Management Console
ERIENAP T, BWAPMAZRres-<environment name>-user-pool,
TR BEFER &,

ERESOREBERTY  EREFLRILB.

R
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MRASIEIAEE RAriEmE

5] LAGE G AE B 1ZE Wi 5 £iRE Active Directory IDP relying party trust. ZinAl
B A SAML X,

(® Note
XFEA T Keycloak # IDCo

5. MARFREZTRE , & SAML 2.0 AR THIE XML = URL, REFET—THER
To
¥ RESEBEENFEAEZNEHIREDS
SER RES V8 g B FikiE
1. LEBASEHEER B ESR RES,

2. SME REE - “BARE > ‘FHREE

3. HE'BERER T, RS ETHEZUNREEMUTT ‘EREREE NH,

a. NWTEHHRMARE , HiiEFE SAML,
b. HERMEEHTP , MALN S HREENME— B,

® Note
AATFERAUTER :
» Cognito

* IdentityCenter

c. TETBIEXHFKIFE T , LEAMBIAVETHH L& TR XML SR M 5 IR R AR
URL,

d #E“REMEFEHREESE P, BAXEEemail,
e. ii?%}iEEgEo
4. EFMEFFERENE., IREEEH , IEBAEIER,
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AP INE R BB SR B DR E RS

MREERRUMNINEFRGIE T IFET RES FEH I IAM Identity Center BCiE 7 H 3 124t/ , WA
REEEREHMSMIRMHRE |, fl0 Okta. RES SSO ERAREEREH=/IERESH :

1. REEBH-TEER
2. BRSNS URL-AT A& 2K
3. R E FEREE - LA K

EEUABFENENRERERFHRAEEY  FRITUTRE

1. %3] Amazon Cognito %4,

MEEFIEE AP

HREH P EE AP RER,

EERRAREDFF , ERESSORERRER , AT EREN FHRMHRAE,

BE  CREEEARSEARGEERATE, BEEHMEMRY  FAREE, EEMTHIEX
B, BREBRTHEE.

o & w0 DN

6. WMREEBETEMBE , NEEE DynamoDB R EH<environment name>.cluster-
settings¥*.
a. 37 DynamoDB ##l& , RENSMEFIEE K"

b. B HEFE<environment name>.cluster-settings&xi& , REM “BIE X2 kR
“FEmB",

c. E‘AEFLEAWMB T , BE BE HEWAUTSH :
- BB — key

« #ME — identity-provider.cognito.sso_idp_provider_email_attribute
d. %&EE1T.
7. E‘BREMNEGE T, &FiZxidentity-

provider.cognito.sso_idp_provider_email_attributeZfFEHER “RE" , BRF
B LACE SR 4E Amazon Cognito 5 AT fEY B 2R
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MEEIRIERE AriEE

id SAML IdP [a] &

SAML-tracer — fRAILATE Chrome 3| i85 FEAX M RIEFKRER SAML R H K E SAML #i 5
B, METHESEL , S Chrome M ERAEFH SAML-Tracer,

SAML FF & A TE — Onelogin 124t ° A T 5 SAML mBEFNKE SAML iiSFXEFERMNT
B, BXEZEE , 121 OnelLogin M4 L/ Base 64 Decode + Inflates

Amazon CloudWatch B& — A BAfE “HE” FEE RES CloudWatch BEFRBEHIZRRESLS., &
WEHENFEHERN AN BEE AR res-environment-name/cluster-manager,

Amazon Cognito X4 — 3% SAML 5 Amazon Cognito ERXWEZE L , 51 (LD Cognito
FEEERE) PN SAML BB RMERERINE A i,

NRAPIRERS

1. FEAWS Directory Service ###H & H , NOIBRAMEKRIEFE R,
2. EREXET &R EERFBE,

3. EERPHBMARED,

4. EF BEEEW,

SIEFEA

MREEANREENES , WERREFHRB U/ Web M VDI &85

(@ Note

MREETEZ AWS GovCloud ( ZEFEH ) XE , TEREFH LA EEX AL 2 XK
FHigiE Web MARRFHM VDI FHH,

$TH Route 53 #ZHl A

REECIENEE , AREFRIEIER,

WA “web” tENIEFE M.

%4 CNAME {ER B REH,

£ 1B =R, WAZREYRE FHR AP U R R,
EFEBIZIE R,

o a0 A w N~

NAFREZRD 63


https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/

MEEIRIERE AriEE

7. EH VDC tIEIER , iHKRZE NLB i,

a. 3TFF AWS CloudFormation B 4|4,

b. 1%&# <environment-name>-vdc,
c. EEFFHITH<environmentname>-vdc-external-nlb,
d. M NLB FEH DNS &,

8. #TF Route 53 ##Hl A

9. RIEEMEEHEREIZFE,

10. & “iBRBH TH Avdc,

1. EIEFRXKET , % CNAME,

12. X¥F NLB , &% A DNS,

13. EFEIEFR,

B2 ACM i+

HIAMERT , RES £/ amazonaws.com H 1P MR EEZNARFAEEEHET. EFABACH
g, BEELEHTRMARIERB AWS Certificate Manager (ACM) #9283 SSL/TLS iE$, MREME
A ACM , BRI — AWS BREW , BEENEENSHRMNEZ S Web RS EHZ BN
SSL/TLS &i&,

® Tip
MREBERBABRFERE , NBEEDBENIBRIFHEZPortalDomainName Bt 1£ # #i
AN SRR R 1 0 B A ZBE R

ENEENFHABIUEDR , BT TERE

1. HEEHIAH , TTFFAWS Certificate Manager SAE R A HIF ., MREERE AWS GovCloud ( E£E
IR ) #HITERE , IETEZH GovCloud 7 XK eI ZIE$,

2. BEEBEAHIER, RAEEE “T-F

3. EHE T, A*.PortalDomainNameMiERIEFEPortalDomainName,

4, TE“WIERE T , 1% DNS Bil,

5. &EFEIER,
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6. HIEBFIRAF , TFFEERNIER. SMEBRRSEFRN “FRIE

(® Note
WMREETEERIES | BRIFSIR.

7. BWITUTE®REZ—:
« IR

MENERNIEPWIEBFMEESP , EFRHE Route 53 FHIEIEFRK, IEBHRSHERN
“BEXR

«  GovCloud Zp2 :

MREBERE AWS GovCloud ( XEFESR ) HF , HEH CNAME B4ME, EEls XK
F FERAXEEEAREEXEPUERCR, IEBRHRSNEHRN BEX
8. EHIEHMAMNIFIESR ARN ERSE. ACMCertificateARNforWebApp

Amazon CloudWatch H &

MEREIRITHEZEHERR CloudWatch SREFLEIEUATHEEE. ARMNMRENAR , BZRA TR :

\

CloudWatch B&4 RE

/aws/lambda/ <installation-stack- KA HA
name>-cluster-endpoints

/aws/lambda/ <installation-stack- KA HA
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KA HA

name>-cluster-settings

/aws/lambda/ <installation-stack- KT HA
name>-oauth-credentials

/aws/lambda/ <installation-stack- KRS HA
name>-self-signed-certificate
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CloudWatch BE4 R

/aws/lambda/ <installation-stack- KRS HA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KT HA
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- KRS HA

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> / 31MNAH

cluster-manager

/<installation-stack-name> /vdc/ 31MAH
controller
/<installation-stack-name> /vdc/ 31MAH

dcv-broker

/<installation-stack-name> /vdc/ 31MNAH
dcv-connection-gateway

MREGEFHNAEANEIANREZEE , AT FICloudWatch #4| & HIRBE X HEFH CloudWatch B
SRR B RO B B 1T IR 1R,

RE B EXNERE R

M 2024.04 FFia |, BRI LUEFRES N B E XX PRIB A Rk1E K RES BI2HN A G, B3 £ Boundary &
BHRMUNBRI R ARN , AT BE XN RIERE NN RES AWS CloudFormation Z3 i —EB4% .

IAMPermissionfl 2 fF It S E = | M A EAXEM RES ARRENRILA., UTE RES AGERIEMSE
MIRETIR, BRETTRIERNTANRG R EMAR AR FHRITATERE

"Effect": "Allow",
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"Resource": "*",
"Sid": "ResRequiredActions",
"Action": [

"access-analyzer:*",

"account:GetAccountInformation",

"account:ListRegions",
"acm:*",

"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",

* 11

"codestar-notifications:*",

"codestar:*",
"cognito-identity:*",

RE B EXRRE S
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"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"CUI:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"daX:*",
"detective:*",
"devops-guru:*",
ndlm:*n’

"de:*",

ndrs:*n’

"dynamodb:*",

nebs:*n’
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
nes:*n’

"events:*",
"firehose:*",

"fis:*",

"fms:*",

"forecast:*",

"fox:i*",

ugeo:*u’

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
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"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mq:**",
"neptune-db:*",

"organizations:DescribeOrganization"

"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
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"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

Bl & RES-ready AMIs

f&Bh Res-ready Amazon R&H& (AMIs) ,

AEBENRS R LML EEMKESLH (VDIs)

B RES #k#iIl, AMIsfEA RES-ready AI LA AMIs 48 %8 & FA Fi Bt 55 AR BV VDI SEHIEY B Bh R 18], fE
F EC2 Image Builder , Al LA B 2 4R HF HEM AMIs IRV 3tk . BX Image

Builder WEZEE |

HEFFHR Bl , BIERE R RAR RES,

&2 % Image Builder A1/,

fil & RES-ready AMls
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£

o EZ—NIAM AELLF R RES 5
+ |2 EC2 Image Builder A4

o HZFRH EC2 Image Builder Bit J5
+ Bli& EC2 Image Builder EitiZE#3

« B & Image Builder B&EE

« =17 Image Builder B{&EE

* F£ RES RUEM#TAYER 4 3HEAR

HEZ—N IAM A& LG E RES K&

ZE M | EC2 mage Builder 58] RES ¥ ERS , B4 BIERIE KRB N RES-IY IAM B&
EC2InstanceProfileForimageBuilder, &<l &£ Image Builder R ERAK IAM AGBHEER |, ESH
Imag e Builder Fi P8R BYAWS Identity and Access Management (IAM),

THABER .

‘B3E Amazon EC2 lRFERNMEEXR.
I 5 #SSMManagedinstanceCore 1 EC2InstanceProfileForimageBuilder B3
—f B ENX RES &, , X¥ DynamoDB #1 Amazon S3 ¥ 2 288# RES HMERIH RN PRE R

(HEBRTUREFEENRKNE , AR E S NERERM X, )

1. BRUE-SHINEIEN SRR RE | IAM-> KiK-> SRR
2. MNEREYREIRPIERE JSON,

3. i ERHNBEREFHHMEMBREESSD | us-cast-1FMNTEHBE AWS
X, 1111222233335 AWS IKF ID Fl {RES-EnvironmentName}
RES ( EnvironmentName MRE&EA ) o

AELRFRBUR

JSON

{
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb:us-east-1:111122223333:table/{RES-
EnvironmentName} .cluster-settings"”,
"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"cluster-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-cluster-us-
east-1-111122223333/idea/vdc/xes-xready-install-scrxipt-packages/*",
"arn:aws:s3:::research-engineering-studio-us-east-1/
host_modules/*"

1

}

T T — 27 AR R AR R S 5T BOR R B
ZoEAE , FEAE IAM> A6-> AR,
FOAMERERE T, EEF AWS RS,

£ “BRSS” = AB” THRIFIREC2HIER,

ARG BB, EFEEC2, RGEE “T—%7
BRFEFRE AR RBEN B .

10. & “T—F FAREBVHNAEERATKAEEE,
1. ERENFTACHRIIEFERRRESEUATATHATE

© ® N o o &
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JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

£|Z EC2 Image Builder A #

% (Image Builder AP $EmM) W IHBAEA Image Builder #2515 QA 4.

WALZWAFFRES -

1. NF KB &R WE,

2. NTBBIRERS (0S), FiEEF Linux = Windows,

3. FEHHEBER D, MA—NEENNEN , filllresearch-and-engineering-studio-vdi-
<operating-system>,

4. BWABHNRAES , BASURMNER,

5. EENMXHETF , MAUTENXH, MREEIEMER , BL YAML XX ZEREBR , XR
ARERSFHEIRNER,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at
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#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
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- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
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# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

parameters:

AWSAccountID:
type: string
description: RES Environment AWS Account ID

RESEnvName:
type: string
description: RES Environment Name

RESEnvRegion:
type: string
description: RES Environment Region

RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
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- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- 'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. GIREMALERE , RERFCIEAH

R FYREY EC2 Image Builder Bit 5

EC2 Image Builder BB 5 EX T AECIEZFFTEEGNESNEMBS , UAERNEEXBGNRIE—TIZE
BRMBETmANN —AAAHE., EXTUBRERE S T EEEEREXEN RES AKBIA B R
AMl, BEXRIENESEE , BZHREERIE.

RES XL TRBGRERS

. W% Linux 2 (x86 1 ARM64)
- Ubuntu 22.04.3 (x86)

RHEL 8 (x86) # 9 (x86)
* Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)
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Create a new recipe

2 e

$TFF EC2 Image Builder ##=%|A& , Mtk https://console.aws.amazon.com/imagebuilder,
EERENER T, &RERES.

RO EREE S .

BAME—NEHRATRES,

1% RES XM EME R,
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PRAE S

® Note
BXRufARE SSM REMEE , HZ5H .

e 7E Linux EC2 34| E F 3 &% SSM £,
« £ Windows BRZ250) EC2 324 E Feh R EMHEH SSM KRE,

FNFETF Linux WELH , BFEEBHEENaws-cli-version-2-1inux@EA MR INE
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Windows T EEXMNAH,
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/A Important
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linux®EBAHHF,

(HE ) FNISHEENsimple-boot-test-<linux-or-windows> iz 4A 4 LA IE
AMI REAILE D, XRREREMNEN ., BALUERHEMASEERNNHAH.
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Modify a recipe
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RESEnvReleaseVersion,
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Create a new Image Builder pipeline

$TFF Image Builder %14 , Mt A https://console.aws.amazon.com/imagebuilders
ESMERT , ERERGEE.
%E DEEGEE
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Modify an existing Image Builder pipeline

1. EFRAIEEE , B NFAGEAERAPOIENE S ERFIRE EC2 Image Builder B2 )5,
2. ERREER.
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EEREENAHEGR  YTEHEBGEE, WESETRFERE—MIe , EARRTEAE S+
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2. MBE PER ESTEE
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FAEEREEABRRZIRRERTHEXRNAE-TESH AWS FRAEMREIREITFEEEAR EAtLE
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MEEIRIEZERUTHREHRITEI AWS Secrets Manager. ERIERERE , RES 2831612
%, EERAEYEREN M ANZRENSER A,

FEBT iR 24K RES EEBEREmMA
<envname> -ssoO- IRIE 8 1 B OAuth2 V4

client-secret =P im A

<envhame> -vdc- vdc ClientSecret v

client-secret

<envhame> -vdc- vdc Clientld v
client-id
<envname> - B EZRIEPFAL v

vdc-gateway-
certificate-pr
ivate-key

<envname> - B BEZRIUEH v
vdc-gateway-
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ZHEW 1

certificate-ce

E4RKHY RES EEACAA

=

rtificate

<envname> £ B E SR ClientSec v
-cluster- ret

manager-c

lient-secret

<envname> EHEEES Clientld v
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BIREEXH

EE R W LERE BIREEXH REVEFOEEXF. RE , TR ANAREBRR, BEXHF
iR, REFHEAVNRH R HE E K.

WEN AR
ERBEMAGH , FHRITUTERE

1. EEENEENH,

2. &EBRE, REEE RmE S NRE E XX .
3. REFEREMNR.

4. EEREREEX.
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NHFRE

XHRE 105



WRSIRIEE il
BOXHRS WEL , &R

1. BRMXHRS.
2. EBEMHREE , £R BE RET

a. FXHRSERMEITE F.
b. MIEHBERX4HRE
3. HAMBXHFRL,
4. BREXHRSGE , EUURTRBRSNERUEENHRENFEAES.

ES}
« BAXHRE

HAXMGRE

® Note

ERIMBNHRS , E4AHLEZMEEN VPC MEL—1 RES FM, BELAHEREREE
T&24A , X VDIs BF BRI RXHREHANE

1. & REXHERS
2. MNTHIIRFERE-NAXHRLE, BSRTR , ARNESATRE,

3. WAXHRZEFAER.

(® Note
MIABRT , EEANTEMAETAE RN BEARENHRE , B2BLENE
BT

ERAETE EBEFNXHRELTBT R EEH B RKEREN. /homeXFEEEFX
HRETHATFIERESRANXHRS., WA TRIEFUE BHRERE , BAIR
BEERBEXBNRASFTRETH VDIsTHRI X RS, VDIs FHE M RET N E LR
EHRERXARLE,

4. EEREXR,
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MEEIRIERE AriEE

RIRE

REEERLTERREZRAREFNIBHENIE  NABART —ENEBEME. ERRKE , BRI ER
FHERSHRBEIBIEFERRSHI RS,

ERRBREEREL , &7

1. EEFA S EIZMRBR AR

2. BIERR, EOIERB A , EEEQE - ESHNNROEFHER,
3. EEMAEMANREBRERS,

4. RRARR.

F&

- BIERE

- NARE

BIERR

HRIBREZH , BAHNA Amazon S3 FREBRELENNR. BAXRUBEHERENEER , BSHLE
iR, BRNBWEAFERRAEHNRSRLRBSER. BER , WHUEF#EFBN EHE &M
FTHREARLERE,

@ Note
It Amazon S3 FEBHN AR A/ AETRARTER, LEREIRHAEEFHBN
£ EH.

EEFERRINNIR | BT TRAE

1. M Bucket s Jl &R P IEFRZ L ENFHER,
2. ERENRETF,
3. 7t Bucket policy ( 73K ) T , iHi%&F Edit (w5 ) .
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FREIRIEE AriEE

4. FRUTERNIFEBERED, FXEEERNEECSHE

« 111122223333-> 18y AWS K=

« {RES_ENVIRONMENT_NAME}-> YR RES IREZFR
s us-east-1->I&FTTE AWS HY3# X

« amzn-s3-demo-bucket-> {RHY S3 FFE BB

/A Important

TEHERNRAZRFE AWS, BXxEZEE |, 521 https://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {
"AWS":

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AbortMultipartUpload"”,
"s3:PutObject”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"

EOERR , FHTUTRAE

1. EHRGERR.

A B RIEH Amazon S3 FEEHI A,
MALHENRBEREFEBPIIRE, H/20 october2023/23,
ERER

> 0D

5. HETHHE, £ “RR WHLER R AEBRS, BREN EERITH BN BEEX Z
Bl , RBFTSEN

Bz F PR BR

BIRMERR G , TR ZRBNAZFRR AT BHIE, SEEOFHEBRMIRE , LUFHRRE
RER

RARBESFAFPNE, TE. RE#EKR., NREEXHFNXXEREERERHLXBKE S EIH

g, To8fAralE, NARBN , EaRESKRAREZINELRERE , MBERERRE

ZFHE. NTEEMIEK , REASRSEFRHEHRQERTR, N THELNIEE , IO EER

RFE , EHEERXFREESTHE , eREAUATAECEEREREHMBEHANIIC

3 : RecordName_SnapshotRESVersion_ApplySnapshotID. ApplySnapshotID%& 23R &etEl
8, ATHRNARBHESR=,
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ERENAREFHE , RBESOLEFRRVTAE. FTRUETHREFTTHANRR,. ¥ TERRBAR
MAR  RESRERBAROATAE, MREBRAFRTATH , ©FEIRKBRBERNERR.

MBRFHRE AR XTI TAEAR B HEE |, W AT LAEF CloudWatch BEAHH BE/res-<env-name>/
cluster-manager A T FHAEE. 8N AEEHGE [NARR] 5L, MARRE , B UMthe
section called “REEE" NHEEFHRS.

EEFERRINNR | BT TRE

1. M Bucket s SR FIEFE OBV FHER.

2. EENPREDTF,

3. 7t Bucket policy ( 73K ) T , iHEF Edit (R ) »

4, FUTEQRMBEREREP, FXEEERNIEECHE

« 111122223333-> 1&Hy AWS K=

« {RES_ENVIRONMENT_NAME}-> R RES HREZFR
« us-east-1->I&FTIE AWS BI#s[X

« amzn-s3-demo-bucket-> RHY S3 FEF B

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
}
},

"Principal": "*"

ENARR , BHITUTERE

1. &EENARR

WA T EREH Amazon S3 FHERHI B o
AT RN IREBR B E,

ERR R,

WD

5. HEtH®E, £ REEE RELER “RIET URERE.

Amazon S3 F

MREIRIHEE (RES) X#FHH Amazon S3 FEMERE Linux B REEAMRHE (VDI) X6, RES
EIER ALY S3 FEMEA RES | REKMEME , REHEE , HE HEEE” TH S3 F#EF
IRTF R BRI A 4

S3 FHAFEHIHIRESR T UHEFERANEEA S3 FEMMNIIR, £ S3 FHBESERF , &7
>

1. ERRMFERR S3 FHEMMNEE RES,
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WS IRIEE Tt
2. EFE— S3 FMW , RARERREREHRITUTRE

< REBFME

- BRI
3. HFARRFREFHMBEMHTERAERSMEMN S3 FMEM,

DTRETNBUNAEEN RES Tl B R EE Amazon S3 77 .
£l

- [RE VPC FEH Amazon S3 FER L RE M
« 70 Amazon S3 FH 4

+ Ym%8 Amazon S3 TFHH

- BRI D# S3 F&1H

- BIERE

- B, FHEBIHRXEE

- BhIEFAE VPC IV BB BB

o HRFEHERR

« IE#EA CloudTrail

fRE VPC #BEH Amazon S3 Z#MF LIRSS

MBS EFEE R VPC FEBE Research and Engineering Studio , &% AWS Ik %2 RES f7 , &
BUTSREH lambda ELES

1. BEZIPEWMREIRIEERN AWS IKF M Lambda #2H A,

2. BEERHSMBILB N Lambda B, <RES-EnvironmentName>-vdc-custom-credential-
broker-lambda

3. GEREHM BE AT,
4. HEEM , ZBEHFRTEUNERZED.
£ Edit AR TR ERMBIEEH

« % : AWS_STS_REGIONAL_ENDPOINTS

« {f : regional
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6. EEFF

70 Amazon S3 17 1@
B9 S3 R IEIAN RES 54 , BTN TERE -

1. %&$F Add bucket (RINEAERE)o
2. WMATFMBENEAGEE , flUFEBEEH. ARN FHERES.

/A Important

- BIBETEELXFFRENFHEE ARN, EHINERK,
« 7R ARN A RLEE —MEIR , R RN SN S3 FHEEZARREEIT K,

3. EE—MNBEFHBHEN,

/A Important

- BRBERECABEEXHTHRERENESEE , SR,

4. HE'BREW T , BLREHE IAM £E ARN RESFEBUEITERSIGR. ZEPNEIKS
BT RRSREZEKS B RIFAFEN IAM B,

5. (Wit )NFHEBEEDEXREK , WEAUNERITER, BR , TEF S3 FHBREEITAE NN
B VDI 2iEH. REENESFRBXBREREINSES SEHFER,

6. EERXR.

YR58 Amazon S3 FiE @

1. %&£ S3 FEMmFIKRPIEE—1 S3 FHM.
2. MR REHIEE RE
3. WMALHWER,
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/A Important

- FIB & S3 FHEXERT R FMBERIZT E VA ENKEEMIEH (VDI) 3%
Pl, AEEMBE FEH VDI 2EEZFREBXEE , ZEERTSEHINZME FE

Y VDI 21iF,
- BUETIE & S3 #RBNXERFA ST S3 FRBTHHE , EESBEREAFEED
RER 6

4. EEREFEERE.

BRI D S3 F4E1F

1. & S3 FMFIKRPIEE—1 S3 FEM.
2. MR KEAHIEE BIBR

/A Important

o« SRRLIR T TR RE AR R B BRAT R T B K BXo

- MIBRRIER LI S3 FRBPHHE. ER2MER S3 F#ES RES #IXEK.

- BEREFHBNSBIEN VDI 2BEEZKENFTIEIH ( XY 1 /et ) BT ETRZF
ERPHRNE.

HiERE

1 S3 FEMAME RES i, B LIRS E#EBANBERESHENTENAF . ERNERE
BMRAEL , BALUER R (R) RiEE (RW) B,

HRiz

MRS , Read Only (R)NIRFEEMHHE ARN HFIR ( Amazon BIREF ) BEIMITHRIERE,
flan , MREERAMEA ARN 8 RES RNFEM# 5 X |, arn:aws:s3:: :bucket-name/example-
data/HFitiFE o7 X5WE A MBIE B XEiEX , W VDIs NI1E A FITiE B HEZIM A REEE
B FE&ZEbucket-name FHIBIE., /example-datafiPRT £ BRI ZB R ZANEIE, WREME
¥ ARN FUSEMMEIER , WENFEBFTHSEXBRNEMHE FA,
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ENE

&R Read and Write (R/W)ikd , N{PHLRIEFEE ARN HEIEEFIHMITHIERE |, W EFTR,
WEXEEHMED , ATEERN S FHBIREAEETTENISR. ®kF/5Read and Write (R/
W), “BEMAIR BoFHEANTH , ZHIoRHEIEUTEIMA THEE

- REEENAIR
* /%p
* /%p/%u

A EENBIERE

WMRNo custom prefixiiF “BENEIR" , WEAHITEMAEEXBERENER THRMNE
. XATEFEBABKNEAIE EGXRBANBEANR, flw, IREEZFEANo custom
prefixiZEM ARN arn:aws:s3:::bucket-name 17D XARNE RES , HFIEFE#HIXE
IEH AFIE B MEXE , | VDIs MNIE A M1 E B REaIMA A FREX ZFM# 2 X TR &
EEMNR,

ESNEBRHE L #THIERE

MR /%piktF “BENER , WEHEEPNHBETSEHXENEMENEBERE, Z3pTERTM
BB, Flin , MREBERFEH/%pikEMN ARN arn:aws:s3: : :bucket-name, EHANNE
BRI EMTE/bucket , HFZFEBSIE A MITE B KEER , MITE A FEWEAF A T
BEBEAXH. /bucketiB A HHVAF B EaJABEAF A BAWX M bucket, BR , NRA
FF BEIE B HE3 VDI H#HITEE /bucket , I ETEAF ABANH , RABIERR
MEREN. AR ABAWXHN TR TH S3 F#EF , /ProjectATNAF B REEEMEHIM

B B VDIs FHI X #/ProjectBrtFEEiHAl,

EEINHE. SMRAPR EHTHRIERS

MR /%p/%uikiR ‘BENHER , ME#EFBPFHOBENSZIMEBXEKNEMIEMBENAFE

B, SpTERRIENRE , suRFKAFR. #ln , EEAFEA ARN arn:aws:s3: : :bucket-
name M EMEWERINE RES & |, /%p/Suit P BEH SN, /bucket W F#EEITNE A FIME B
HXB, T1E AFKNAF AAIEEEAXH bucket, SZRINKASpRENZETRE , £IX
HERT , AF BEETEAF AETR A FEANX M /bucket , RABIEHTE FAFRE
B, AFABARNXHMNTEIRTH S3 F##E+P , /ProjectA/UserATiAF B R&E VDIs F£IL
B A RN XH/ProjectA/UserBEf F&ETT A,
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B IK P 7 A 15 R AR

RES ATLAMEAM AWS IKFHERF#E  fIREXLFERBETEINNR. EUTHRS , KF A
Y RES BMER RN B RHER S3 F# 18,

SR 1 EEE RES WK IAM A6 (XFHHAKS A) -

1. BFEEIHR S3 F#EEMN RES K/ (K A) B AWS EXEEEH A,
2. FF IAM 844

a. SmE IAM & ER,
b. ESMBEEF , ELRKE,
3. BIERKRHE

a. IEFROIEREK,
b. %&# JSON ‘I,
c. MEMELLT JSON FBE (amzn-s3-demo-bucket B AWM, B ) S3 FHBHEF)

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"”
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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MESIRIER ArfEm
d. iij:%-lt_io
4. BEFEHOIERE .

a. RHERERMBM (HIW , AccessPolicy“S3”) o
b. ANH0AIE R SRR BURE AR,
c. BEERMHLEERIEEK,

5. ¥ IAM ZHE&

a. SmE IAM & ER.
b. ESMBEES 6 ERAG,
6. BIEAG .

a. EEMEAE,
b. EFEENEERKENERAFAIRE,

c. XEMGLAT JSON REE (1111222233338 AIKF, A KISZBRIKF ID. ENVIRONMENT_NAME
RES HEMHIBus-east-1B MUK RES HEFH AWS XiF )

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS" :
"arn:aws:iam::111122223333:xrole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"

3,
"Action": "sts:AssumeRole"
}

d. iij:%-lt_io
7. MDA PR R M

a. BZEREZACIENKE,
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b. iij:%-lt_io
8. #ric. EENCIZAG .

a. WAAGREM (HIW , AccessRole“S3”) o
b. E“FE|I T, &F FMEE , RAEMAUTENE :

- # : res:Resource
« {8 : s3-bucket-iam-role
c. EEABHERUBRAG,
9. ERESHfHIAM AE :

a. EHECIEN IAM B ARN,

b. B3k RES #Z#&,

c. HEEMSMBERT , & S3 FMHM,

d. BEEFNTFER K RSEABKS, S3 7#M ARN EERE,
e. BEE “BRRE-AE TH K,

—h

£ IAM & ARN ZERHHAAE ARN,
g. & NIEFERE.

SR 2 BRI B RV RERBRE

1. BXIKF BH AWS EEEH A
2. $IFF S3IEZHE

a. SME S3 EFIER,

b. REEEERFHRMNRAFRM.
3. ‘mEEMMARE:

a. EE NR G+, ARG FHERE.

b. WRMUTEHRBEURFERS A RH IAM BEIFEFEBINR (1111222233338 AKF A
BISERRIK P ID Al amzn-s3-demo-bucket S3 FHBH B ) -

JSON
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
},
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}

}

C. ﬁ#:%ﬁﬁo

55 1L FA VPC M BIE

ABIEAPRBENR S S3 FREM RSB/ PR S3 FMETS , LALLM VPC LinT AR
RIFIENFE VPCo LTS RUHAMAN S3 RS IE VPC KiImT R, R /RS R ERIK S
P S3 FHBMUAREMEARBEK,SFEBAKS.

1. TR LD VPC 2% & -

a. BFI AWS BEE4HE,
b. 3TF Amazon VPC #£#|& , WutA https://console.aws.amazon.com/vpc/e
2. A S38IE VPCAHETHTA :

a. EEMSMBERKRD , ERLET R
b. i%4F Create Endpoint ( 812K R ) o
c. XNFERFES , FHEED AWS RF.
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MEEIRIERE AriEE

d. & “BREBW FE&Y , Wi Acom.amazonaws.<region>.s3 ( <region>F#& AWS FREH
X Bk ) HEFE “S37

e. MIIRFIERE S3 RS
3. EBRERMRE :

a. XT VPC, FABRBEAEHPEEKXIRT KK VPC,
b. WFFW , FEFHBEHEAT VDI FRHFANLE TN,

c. XTF “5ADNS B, FRREPIZIET, XAVFHFAE DNS A BT Bk < M 451
Ho

4. FEREEENRHEME

a. HEERET,&E‘BEX.

b. EFRBREEISRT , WMAREHREHNKFRSEKS N ERNERRE, LT 2EERE (amzn-
s3-demo-bucketBIRNIEH S3 F#EM4444555566668F 111122223333 & E 0]
IDs HYFERL AWS IKF ) -

JSON

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"
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}

5. BIBZRTA

a. RULEHIRE.
b. EHGIRIRI
6. RWIELRTR

N O

a. BIEKARTRGE, £ VPCEHEPSEME KKETR o,
b. EFEMEIBNIKR.
C. B_LlIE “W(/I_, 7~E \jg “E.I-ﬁ”o

BREXESTRIRE , BTN E—N Y S3THRMN VPC KirT R, BRRTENKSSEEKS ID
I:FEI‘JﬁIJ?\o

R BERR
MR EFEERETIIAE VDI LHER

MREFHBEEE VDI LR, NAILE/LMERERBFEHIR, BREUTSRRE,
1. &F VDI BZE:

a. BFAWS BEE#EFHA

b. #TF EC2 ##l& H S EIEH,
c. EBRERZW VDI EH,

d. BYLEEEREES VDI
e. BITUT &% :

sudo su
cd ~/bootstrap/logs

EXE | fRULUHREEI S EEK. FRMEABNEAEEFH G Econfigure.log. {time} X H4H
wE,

A BEEE/etc/message AELUIRIME ZiFMER
2. BEEEMNEIENRE CloudWatch Lambda B & :
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RAriEmE

B F AWS ERiE4l A
$TH CloudWatch 5 & H S B BEA,

B&RAEH/aws/lambda/<stack-name>-vdc-custom-credential-broker-

lambda,

&E%_/l\ﬁ.[ﬁﬁﬂ/‘] H /u\éﬂ ;:FTZE H IU\EPj:tEIJFﬁﬁ 'L R o 35(_'*:[‘ H /:I‘:L:\){qa ﬁ;&jj ﬁ% S3 ﬁ{%ﬁ

RGeS B E SRR B B R FAE R

BE B EUEIERIE APl Gateway CloudWatch B :

B F AWS B4l A
$TH CloudWatch #HI & H S EIBEA,

BRHBEH<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

REE-NTHNBEA , HEBEPRKRIMESER, XEBALEFEBEEXME API Gateway

R AR S3 R R Y B E IR AR A1E SR A WE B1AY 1 445 B

MAEARERBEFHEEN IAM A2EE

4.

&F AWS DynamoDB 2% &
IEBERE

EEMSMBERP , EE &K
B, HikE<stack-name>.cluster-settings,

HiERT

%% Explore table items ( X ¥ RIME )
BREER “AHE,

SRS
TR LIRS AT “TRiEEE&R B By
T IR B B N 548K 27 47 A8 T -
- B mARR
o M EE TR
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- {8 : #i Ashared-
storage.<filesystem_id>.s3_bucket.iam_role_arn<filesystem_id>&¥A

FEBUNNHRENE,
5. HITHH#HE

ER BT UERATIERZETHEE.
6. KREHE:

MRZEZEELE , FHREHAEEN IAM &€ ARN EBREZE.
MBIZEZBEARETE :

a. ®EEQEmMAB,
b. WMABEMIFE :

« N¥FXBEM , B Ashared-
storage.<filesystem_id>.s3_bucket.iam_role_arn,

« WRIMEBH IAM &€ ARN,
c. &R “RE LAARIMZME,
7. EHRE3 VDI =4

BEFXH|, VDIs BEREXEFZEIR IAM & ARN A6,

IF#£ B B CloudTrail

ZEFH CloudTrail ##|A& CloudTrail 2K R A |, EIZBAWS CloudTrail AF B
CloudTrail 24| & 6|2 R B P 2 AV 1 BA# T84, CloudTrail B2 id FifE S3 F#EER IAM £
BRIZFEKX S3 FE MM IF R R, X AJLAEEREEISEHI ID |, iZRHIIDEEREEIME A,
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MESIRIER ArfEm
A — |
FERZ™m

AN ARAFPRBEBEREAENMKEEEMAFIMENES.

ES ]

« SSH %A
- ENRE
- HERM|

. SR

SSH 7]
E(FH SSH iFRIELZ2EM , BHITUTEE :

1. M RES ¥#ci%# SSH ifH,
2. RBEELMEBAMSA SSH = PuTTY #7151,

BRI

ERLRmHED (VD) BRAFAFE L AWSEIZEMEE Windows B Linux EE\SHE. AP aJLfEE
ZERAGBEBCEXNW I ENMMARFNER T B3I Amazon EC2 41,

XEBNRERS
RES BRIXIFEANTRERGEHENRE :

« WG5#h Linux 2 (x86 1 ARM64)

» Ubuntu 22.04.03 (x86)

« RHEL 8 (x86) # 9 (x86)

» Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

£}
- BEFHEE
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WS IRIEE Tt
- FEENEE

« BEHEHRERS

- BRENEE

- RRSKEER

- REFEUEE

- ERREAEBEN

JE B HTHY R H
1. MREFRRE ROELSEE
2. MR BHHELEE .

. RAFAXNNEAEE
4. BEBRERZXR,

—RKEELNKRACEENFFR2UANEN , ENKRER/E 10-15 THAERRE. BIINEIRT
FRiZBR &, RES %0 GPU SSHIA ZEMRIEINERF

7 (B S Y R E
BERREMRE , FERREETF , REER Web 5 DCV FF ini#t TEE,
Web connection
BT Web 3 55 85 15 17 R H 2 & & £ WV E#E 5 7%,
1%£4% Connect , Sk 248 BE B LAE B8 % 52515 R &R RH o

DCV connection
B DCV BEFimiG R KRHE A RS HREMRE. EBET DCV iHA |, BT TEE -
1. B DCV REXMHUTEIZ.dcvX ., BEEERS LRE DCV B iR,

2. AXRZEFEUH , HEE? B
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EHENKERD

ERFIKENRS , BHITUTRE

1. EEBRE,

2. ERENEERES. BN ATHIER
« Stop (f£1k)

EFLENSERREZREE , EAUENERSIESFLNLE,

. BR
BH YL,
. &I

KAGRLE, MREEANRIGIFE , VR LS ETRSSHBIERR. BLILZH |, BN
ZRHIER DR RES XHRE,

* Hibernate

PHRERSHREEAEY. EFNEIRER , EVNARRFHRE , BBz EEE T
ERo AEMBXRFIBZEFNRE , BZEMIABESFICBBRAEAES TR, ERIEENKHE
RAXFIRE |, BSR KR TRE .

I E R E

EAUEHEARAN B RE XL FEH.

1. EERROIADZE , AFBILRE
a. BERBE

b. EFRELKEERS.
c. &EEEIL,
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® Note
BT AEAEHNRIESFENREARN,

2. WAKHECFLRE , &F BE REER BEHRE
3. ERXBEEMBERMENREAN,
4. EFRXR.
5. XpIEHE , EERE :
a. ﬁ?%]:;%'f/ﬁo
b. EEELRERE.
C. ﬁ?%%ﬁ]o

1. EBRE,

ZHEEL R

RINERT , ERNEEITREAANFNEABESELE, TUFERENSE M “BE KEHFRM TR
BEOXRFAERENEEHLWBERLZH , T TR, ETHRESZEE , EENMEFRERIAITRIE
Sz . BXVNEAREREREL , UBHRENE, ENEEAEENENETHEX VDI
Autostop WEZEER |, S,

FB
« BENMARMHEEZFE
o EENKRBEHRREIRINITR

BN A REAT &
1. BBRE.
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RAriEmE

2,
3.
4.

%3¢ Schedule,
BEBXNBEZHE,
ERRE

EENMREPIREMRINIT

AJLATE DynamoDB R EFHERIA TR :

1.
2
3

BRCIIBENERIRER : <env-name>.cluster-settings,
pvie= by ()= RN

£ ‘TR T AT AN IHILss

EEs 1

- BHEE = key

« R = Contains

« KA =String

« {E =vdc.dcv_session.schedule

TiEeg 2

- BMEWN = key
« A% = Contains
« X =String

- {E =type

XFERENRE  XEZFERRTREDPBRAEKIATRIE
#lvdc.dcv_session.schedule.<day>.type. BRENRN :
* NO_SCHEDULE

« STOP_ALL_DAY

« START_ALL_DAY

ZHELRE
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https://console.aws.amazon.com/dynamodbv2
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* WORKING_HOURS
 CUSTOM_SCHEDULE
4. BRCUSTOM_SCHEDULEERE , NAFREBENMFBMELIE. At , BERFHRERT
ERALLTEIERR
- BMEEM = key
« YR = Contains
« X =String
« {6 =vdc.dcv_session.schedule
5. #BEHKXANvdc.dcv_session.schedule.<day>.start_up_timeEikEHE X BIEMN R
HHAIMWITIH ., vdc.dcv_session.schedule.<day>.shut_down_timefEH1E & , MIEX Null
FEHFHBRNFHERE , WTFAR
- BB =value
« {& = <The time>
« X =String

ABUERR 24 /DEFEIFRTEMER L XX XX flan |, B4 9 22 09:00, M4 5 /=2 17:00,
WANEEBESEHE RES HEH AWS XI5/ 28 it B [8] 48 XS B o

EE L E R HBs1{E4
EEAUUFREREEN AT FELERLXILERNE VDIs, B4 HEENIRE :

1. ZREN : AL TZRRSECPURIARETHREN 2 ERHER,

2. CPU FAXRRE  ¥EXEARTHHEENSEHIUAEZRNLIE, URFHIZEEN 0, NLFEKEZ
TNz IRES

3. ¥ERE  ZRENE , 2IEFTEIWRES (EFLERLL ),
BRHIT R - SRR AT, M A BURE BT HIRER ZRME LN 2E,

I

XEREE R RERE REA RS| AT T. REBREHRES , 26 EX URFR
B, IQEFEAEFNRE , BFIE, IEXENRHEABHIIHNRE.
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BEE , A FESREARBALEHTESISTOPPED _IDLERS. AP SEEBNAFRRER
ZISTOPPED_IDLEAiE,

HERM

EREREL  SUNBIEEEAENRE. BEEEIRE , RIEREERTMEE , SUELM
EEXEMRE.

HELEFEN , BUUNEEERENR, fl, B[ EESZEENRRERT RRBRINR,

I-H/
OB
o
Al
i

- TRHAERE

HER

EREXER , BEERE.

|

-_—

A

EESENR.
EEAPNNRE . &t IR iE B HetHE,
4. EBRREF.

o

EXANBHNEZEER |, ESHthe section called “TXPRFHE”,
HRHXELH

EHEREAF , BUNEESERAENKEFAEZSIKG, ETLUEE Web XA DCV A, E
HATIER | FREPHRHARITRELFENRE,

AR BE

AR RER RV RET Web PRI KRAE EFS XHRSE. BAUEEREXHRSE LEBRE
RINFIBEAAX. X5 Linux ERIKRERAENXHREHERE. EMEARE LN XAHASBEILRNE
T Web By 58 25 T SXAHHE
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£

- EEXXH
- HBRIC#F
- EEIRGER
- REXH
« BRI HF

L& 304
1. ML

2. BAMBRXM , BELARKE EEB XX,
3. &L (n) N3

A BR S 4

1. EEREMERE X,

2. EBRRE,
3. %R HIBRSTH

HE ST ARETEANXHRMER , REERE BIBRTH
B RR

EEEEENNHMIARK |, AT ERINE “WiRR,
1. BE—INXHHIXHEX,

2. IR CWUE

qE , BU AR ETEMXHFRIAHFR , REIEE W
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® Note
WK FREEAN R, NMREERINER[IERESR , WFEEEMUEBHR,

4 38 AT
SR ATE Web 17 FR 4R B T STAK AR A
1. RREEFOX. BT - EEXHRBEES.

2. BITEHHLEE “RE

& ¥ SLAF

fER “SCHFtEf RSN SR N AR R B, EUUMUTNARFRHTIARE KGR
RS LRV BAE 3.

« FileZilla ( Windows., macOS, Linux)
* WiIinSCP (Windows)
« AWS Transfer for FTP ( YL &i# EFS)
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HUEHEER

R YEH R UMM IE R G SR AAIXS A B R A Y 43 E 8] AR 1T B PR HR BRIV 15 2o

F&

- BARRMEE
« [A& RunBooks
« BHEHE

FARNR :

- BAREENGE
- EANBENEHEEKRR
s EMEASKREMRETE
+ ¥R Amazon EC2 3:f] LB BHEXXHF
+ CloudFormation ##%
s HTRBESHNRGHE , HRBIE Amazon A EC2 uto Scaling 4 &3
- BBYTSH EC2 HH &AM
- ERHEHEN
- EREMENFNENRE
o ATFTLIEREHEN
- 5EZB % (AD) XN ERmTH#SE
+ Windows DCV ifjiz,
« &3 Amazon DCV IRAEE

 [A]& RunBooks

« ZERA
- RBRELXK RES 2RigBEENEE
« AWS CloudFormation #& IZXM , HEREE “ WaitCondition ERFIAMEE. Hix K
o TaskFailed”

« FIheIE AWS CloudFormation 4% f5 o We 21 88, 7 Bif 44 & N
o SEHIEEMBIRSR vde #4254 T HERA
« HTF MBI REEIR , TTEMBRIAIE CloudFormation 4%
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WRETRIAE AP s
- BIEREEE] CIDR REHEIR
+ CloudFormation 22 ¥4 35 H ] 4% 61 22 K W
- BIEASBEIR CER ) #HkKXMK , #E R AdDomainAdminNode CREATE_FAILED
- BHEEAR
« EFERINIT iam : PassRole
o BEAY AWS KA ABE AWS BRIFAIZNARSIEIEES
- BENER , BEVEREERIE
« ZRBRAHI KAEAS HiIR
« 2P %A Active Directory & |, {B7E
- BlESERAFPTAHA
« CloudWatch £FEESR AE P HIE KD RHEIHIR
-
- RBY RES BIE T XHRE , BEEXEEFES VDI EH L
- RBY RES IR T — MRS BEREERE VDI EH L
o RFEEM VDI M read/write £ FF
- PR A 51 R 51
« M RES #1227 Amazon FSx for NetApp ONTAP B & B MAE N EH A
o REBHPIREN KK
- RBREALM , BEERTES AR,
- EMiRiE
- AESIESRERBESEETEENES
- BYELKE
« Windows B\ R EMN B FRIKFRENEER
- EANERIRA IS H CertificateRenewalNode
- UEEITHENRETEBR I ERE
- BRABERED 5 NENKE
« RE Windows EERHAK , HE TR “EEEXA". EHEEIR"
+ VDIs ERFEBERIRE
 VDIs B3 G ABHIRKRE
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FERE A4

Amazon EC2 XH|ERHIAPREE RELIE
BT FEEMA AD/eVDi IR E R API Health Check kM , vdc-controller S245 IE £ fEFR
SRR UNIMINE i, B A2 HIE THSIRS

cluster-manager Amazon CloudWatch H&EE 7R “< user-home-init > IKFER AT A, EEESF
RArELS (ERKFRAFSE)

IR B FZATH Windows REHE TR “CHKk P SHEER, FRAENEER”
external/customer AD Bt E#Y DHCP #£10 [a] @&
Firefox $5i= MOZILLA PKIX_ ERROR_REQUIRED TLS FEATURE_MISSING

« TREMIER

res-xxx-cluster #4£4 F “DELETE_FAILED” IRZ , HF ‘BT L ERR ik, TEF
o il BR

WEBFE

IEE & VDI BE

M Linux EC2 £ T HE

M Windows EC2 A TH BHE

IEfE Y& WaitCondition $5IRHY ECS A&

< BETRHBE

RN S B R H FHRUFERN HIUERIMRE FEIR
BRI A R X TR AEA

« 2024 x EHEA

2024 .x B F[a] &

(2024.12 F1 2024.12.01 ) SEMHT Cognito A/ B EM RER KM

(2024.12.01 REERAX ) FHBEEEET VDI i HIA LR EIRIEPEIR

(2024.12 F 2024.12.01 ) Active Directory F /2 Fo3£i83d SSH EETRLEH

(2024.10) FEFREIREFEBEH RES ¥FEF |, VDI auto stop F#F T VPCs

(2024.10 REZMRA ) TENEFEBESFIRAF3) VDI

(2024.08) & EMiZHE AMI HFE

(2024.08) ERl R AL EEE T A B4 ARN H B E X F18kH read/write Amazon S3 24 1&

(2024.06) = AD A BB SZEEET |, BARBEK 135
(2024.06 RERIRA ) AD S HHABEARRKESE RES
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. (2024.06 RERARA ) CVE-2024-6387. Regre SSHion, #1 Ubuntu F %4 88 RHELY
VDIs

* (2024.04-2024.04.02) $24EHY IAM R ERII R AR IIE VDI KN AE

« (2024.04.02 RE EH/RA ) ap-southeast-2 ( &S ) H# Windows NVIDIA SEHITCEE 5

* (2024.04 1 2024.04.01) RES MiBk %k % GovCloud

* (2024.04-2024.04.02) Linux B\ S EEERF N AL T “RE " RES

« (2024.04.02 REEIA) TEFH “ SAMAccountiE & BB S AEZRHIEHZHH AD A

« (2024.04.02 REEHRA ) BT HEELFHRATR

EAEE A
ABARERE RES FAL TURIIELHELS,

- BANBENSHEERR
s EWEAURINHELTE
 IF4E Amazon EC2 3£l E# B AT
« CloudFormation %
s HTFRBESHNRSHE , HRBE Amazon A EC2 uto Scaling &4 &3
BRI D EC2 B &AM
- ERIEHEN
- ERtEEENNENREE
o REFLIPRFBHEN
- 5EmIE R (AD) BN ERAmTHSE
+ Windows DCV ifig
« & Amazon DCV IRAEEE

¢§FHE§EH&A*HE§##L=E§;EJ?

RENEERRZSHSHE |, THHEEHFFRNERNSE,
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RAriEmE

FEWRE o] LR B RE B

MINBRT , BAMEATVEXRIHEEZE ,

e Linux : /etc/environment

Pl ERBENRAF R

* Windows : C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\environment_variables. json

IR3E Amazon EC2 324 E#Y B E 34

HENXHEFET RES EHEEMAK Amazon EC2 K6l £, SSM 2EEERAA TH KM ENR

B &
BXLEXH,

HEEBEERN vdc-controller FEMIRFESLAI L, AILEUTNERIINARFMEMBE

« /opt/idea/app/logs/application.log
* /root/bootstrap/logs/

 /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log

* /var/log/cloud-init.log

« /var/log/cloud-init-output.log

E Lnux EXLREEL , UTHEEEERANBEH

* /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

# Windows IR ESLAI L, AT MR T BE

* PS C:\\ ProgramData n ice\ dcv\ log

« PS C:\\ n ice\ProgramData\ n ice\ DCVSessionManagerAgent\ log

BERANBENBHEERE
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£ Windows £ |, AT EL TR B — N ARFHN B EICTE

» PS C:\Program Files\ NICE\ DCV\ Server\ bin

£ Windows £ , NICE DCV iE P XA LELU TN EHKE :

« C:\Windows\System32\config\systemprofile\AppData\ Local\ NICE\ dcv\

I 53 CloudWatch HEA

Amazon EC2 1 AWS Lambda it E# R EEIZKEIT S# CloudWatch BEH, EFHWBERBE A
DiEHFEZERENEREANER , tTURHE—BREE,

XEFHANBEUT :

« /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

EREASEN , FAAENNEFZNRRITIHETRSBREREY , WTFATR. X/ HHBLEESE
B R R AH R

?"ERROR" ?"error"

BERENE - ERABREs R RRMBEIEN AR Amazon CloudWatch 32 #|E 4R,

plan , sl —ANhEE AT HEZRFRERNERVEIVUAE , FRENSHE &R, KRG ER
ERMBRNBERRRRARACREZLHES,

DT REMBEMENN TG, EFEALINE , BEEERT , H¥<envname>F<region>EHEEiR
7B RIH B
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{
"widgets": [
{
"type": "log",
"x": 0,
"y oo,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": "<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

FEHIMRAY R B ATRE AN T AR

CloudFormation 4%

BIEIRRHIE 01 2H CloudFormation kB8 SRR BEHXN TR, B4MNHmEES.
NFEM R, TUSHE B4, 7R M wET RIS, LERREEXRHEKRNESR.

RES % :

* <envname>-bootstrap
« <envname>-5£8
« <envname>-1§#5

« <envname>-B FR%

BERANBENBHEERE 139



MREIRIfS e
« <envname>-FP1EHEE
« <envname>-HLZ1FfE

« <envname>-EEFEHES

e <envhame>-vdc

« <envname>-E2F 1

ERINEHR ( MREBEESNBERNEF BREXENSTRERATA , MEER AWS Sttaeit Eili
FRERPRERTIR. )

« <envname>

« <envname>-Ex M

» <envname>-DirectoryService

. <envname>-1Zfi&

+ <envname>-WindowsManagementHost

HTFRESHNWREME , HRBE Amazon A EC2 uto Scaling B4 E3)

IR RES Uls RRBSRER , WERTEELSNARFRGR St EE,

SNERIEHE Amazon EC2 2l BzhH B4 (ASGs) HaE— “E30” MW+ , ATAFRNS=FIH Y
BiEa, MEAFRAENELAIEMERRTERRE , BRETDH EC2 B4AhEFEZIELLE

HSEHl , HEFHX ASG B Auto Scaling Group Activity &I+ , LAEL ¥ EC2 £HIREL TR
RS

WMRE , FEAHIMIER Amazon CloudWatch BEARBERBICHK T TeeRA BB RE N IR,
ESZBIEARIC RN T REH B ASG KIb2 Bl , AT LUMER SSM A FER4 AT A5 ZX R FEEETHE
BINEE , AREZEH LN EEXEURERR,

WMRHEDLEE , ASG 28 A2 E RRULTRENED,

AR D5 EC2 #H &5\

AHLERGETERESTETHREER,

HAR D EC2 4| &AM 140
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ER R EM

& E EC2 AXWIEITH , Amazon BHAEBEFBERSUTHAREL, ERHEHR Amazon EC2
EK RES ERtRE, XHIBMFPMETERR RES IREBR .

EMRYENNELRE

£ Amazon EC2 ##|AH , HEBREETH , EMNEEXELUTUTHAR. EXMERT , EUR
EULdERE, XPEMNEEARUBEENAF. PRNBEMREFNRENRFERNS , TUAERIA
“MyDesktop” , t B] AR F & B & o

A TFLIEPRSH EH

4 Amazon EC2 ###|58 R RELILHIRAIE , EMEERELENREEN. MREFHNEITELTL
IR EMEHEN , BRI RESMHERENEMBEHEN , WABERRIREGERFEERE.

TERERT ELIERNKERA,

552318 % (AD) M ERmsHSE

LT R ldap XS THRG , TUEEMEREN LM AXERTUESR AD BEMEXER. £AMN
M E A SR i BRTE B 2 IR A 3 ARV S

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV iz
£ Windows S@E L , ZAMERAUTHRFIHEHEBEHLF -

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe'list-sessions

Windows DCV iz 141
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Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

&, Amazon DCV RAEE R

Amazon DCV ATE#MIKRE KX, AWS WL 5i# DCV, LA R4l A tn{al e E T 2 &M DCV B HHI i
X,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

7] & RunBooks
T—F3ETREHIAY AR, J04RIA N IX LL ja) 71 LA B 40 a] 3 R (0] B A9 222 1%

o RO
« REAELERES 2FiRBHENEHS
« AWS CloudFormation ¥k 8|22 &M , FERHEE “ WaitCondition S EIkBEE., ik IR
Ao TaskFailed”

& Amazon DCV RARE R 142


https://aws.amazon.com/hpc/dcv/

WRETRIAE AP s
« I8 AWS CloudFormation 4% 5 & W Zl BB F BB 4@ A
« EHIEEREIAS vde R HIEA T HERS
- BT REIR , TTEMBRIFIR CloudFormation itk
- BIEREEE] CIDR REHEIR
+ CloudFormation 22 ¥4 35 H ] 4% 61 22 K W
- BIEASBEIR CER) #HkAKXMK , #E R AdDomainAdminNode CREATE_FAILED
- BHEEAR
« EFERINIT iam : PassRole
o BREAY AWS KA ABE AWS BRIFAIZNARSIEIEE
- BENER , BEVEREERIE
« ZRBRAHI KAEAS HiIR
« 2P %A Active Directory & |, {B7E
- BlESERAFPTAHA
« CloudWatch £FEESR AE P HIE KD RHEIHIR
-
- RBY RES BIE T XHRE , BEEXEEFES VDI EH L
- BBY RES MR T — MRS BEREERE VDI EH L
o RFEEM VDI M read/write £ FF
« FXBRALIE A 50 R4
« M RES #1227 Amazon FSx for NetApp ONTAP B & B MAE N EH A
o REBHPIREN KK
- RBREALM , BEERTES AR,
- EHhigie
- RESIESRENRBESEETEENES
- BYELKE
« Windows B\ R EMN B FRIKFRENEER
- EANERIRA IS H CertificateRenewalNode
o DUHIZE 1T RE I 2 70 3 B B Th i 3

[A]@ RUNBOOKS 143
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WREIBRIHEE

RAriEmE

« RME Windows EEZHAM , HETR EEESKA . EHER
« VDIs FEEBEZRE
« VDIs B3 E# AR IRRES
- ENEEAH
« Amazon EC2 LA EERFHEFREEREL L

« HFFLEMA AD/eVDi 3R E 7R APl Health Check %k , vdc-controller S5l 1E 1€ &34

« RERAERRINTERN , MBS HIE THIIRF

« cluster-manager Amazon CloudWatch HEE R “< user-home-init > P &R AT A, EEEZEFA

FRZ (ERKFRAFE)
« BRI Windows REE TR “EHNKS ERER, FERNENEER"
« external/customer AD FtE#) DHCP &I jB] &
 Firefox 1= MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« TREMIER

o res-xxx-cluster &4 F ‘DELETE_FAILED” XA , BT “BE&TRH T ERIR”

Hix , TEFI

W

- RERE

EZETE VDI B&

« M Linux EC2 EHITHHERE

« M Windows EC2 £6I F# HE

. IEfEWE WaitCondition $5iR# ECS A

< BETRHBE
o REXHHRERN S GRS RN HIVE RIME R FEIR
< RS RRAR TR

RIR[AE
)

s REELERES 2FiREHENEA
« AWS CloudFormation &k 8l2 kM , #.E B E “ WaitCondition B4 E & BUHE

L RTo

TaskFailed”

R 62 AWS CloudFormation 4% /5 ok We ZIl 58, 7 iR 448 38 &N
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RAriEmE

« EBIEEREIRY vde 2 HIBRA T HERS

s HTFERBXIREIR , T EMBRIRE CloudFormation 4%

- SIBHERTIEE CIDR REBEEIR

+ CloudFormation &2 ¥r 15 5 (8] #E4% 61 22 L W

- BIEASBEIR CER ) #HKXMK , #E R AdDomainAdminNode CREATE_FAILED

BEELRE RES 2mIREBENEA

(® Note
FRFM  ERMITXESRZE , BDIFIUEB A PrivateKey AR T71& £ Secrets Manager Z
A,

SHEBIFINE Web B/ i

1. EFMIINBISMER alb B IGEERMITERAVIES

a.
b.
C.
d.

e.

£ AWS 25 &K > A FE EC2> MEBE R T SME RES AR ISES.
BREBWAEIEN AT ER<env-name>-external-alb,

KEEED AR RO TR,

BT AR FHAE S AIRRIA SSL/TLS BRIl 25,

RIFEHER,

2. HEEBRERT

£ DynamoDB-> & 1&-> RRFIEEIRE KR, <env-name>.cluster-settings
RENEIE HZEUERE — B B, “FRFE. &4 @2 FE “external_alb”,
®Ecluster.load_balancers.external_alb.certificates.providedA True,

ERTHY

{fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

X2 Web A REMNBEENLES.
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e. EIFW

{Ecluster.load_balancers.external_alb.certificates.acm_certificate_arn,
XRFMEELDEEREESS (ACM) FHIMESIEP I SR IRE T (ARN),

3. EIHEN Web BFOIZEMNIER Route53 FHEBIEHK , FHIEMINES alb H15k319%288 DNS &
#ro <env-name>-external-alb

4. MBIMBEFREDLRXBET SSO , HEAE RESWeb TR EE > FNEE > B o& x> R
A>REBZFHAPHZUOERANMEER AREREE SSO,

FHEBARE VDIs
1. BEEBHAPRMUTHRE , #F RES RAEFXNBHANIT GetSecret EEHNIR :

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. HERRERT:

a. 7 DynamoDB-> &k#&-> kB EFHRE K. <env-name>.cluster-settings
HEX U FIREME — B BAT. FRE, FE g NE

“dcv_connection_gateway”,

o

c. 1®Evdc.dcv_connection_gateway.certificate.provided} True,

d. E#HM{Evdc.dcv_connection_gateway.certificate.custom_dns_name., X2
VDI R B E IEE .

e. FEHH
fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn. Xz
RIFIEBRBREEAN ARN,

f. FEHFH

fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn., Xz

REFLARNBTNZHL ARN,
3. EHMATRXEMINEIHEMR

a. 7TE AWS ##lA s > Auto Scaling EC2> Aut o Sc aling Groups T3 FF Auto Scaling 4.,

b. %&#5 RES HEX MK auto Scaling B, ZBFEREHRIEH<env-name>-vdc-
gateway-asgo.

c. TEWAERID HEBIFITITEHER,
d. HEFHAEFE>RE>T , EREIER ( QIEIRE ) .

!
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e. MBTRHE ‘SREE.
f. RIBREIH “APBE
g. FHHEFCERTIFICATE_SECRET_ARNFIPRIVATE_KEY_SECRET_ARN. ERAREFIEH (S
$BW2c) MAA (SRR 2d) ABHNBRAEFHXLE, ARNs
h. #4R Auto Scaling A EEL & 8 £ A &RIL B2 B s R ARRZ ( 5k B Auto Scaling AT1H )
4. BHENENREIENMEN Route53 FIEEIER , HEEMMIAE nib 7 ITE /A DNS &

#r: o <env-name>-external-nlb

5. & ILTAEM dev-gateway 3£l : <env-name>-vdc-gatewayREEFFHEHIZ 3.

AWS CloudFormation #8722 &M , HZERHEE “ WaitCondition E W E| K BUE &
iR RS, TaskFailed”

EEEEA , ERER I Amazon CloudWatch H&E4H <stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MRFZA
BENEEL  FREF-NMNTANATE, BEPHNHEREENRHBEXZENBENESELE,

(® Note
BINSBERREZER,

B Ih B2 AWS CloudFormation 3% f5 7k UK 2 8, F B 4438 41
MR I EI22 AWS CloudFormation % G RN B FHB4F&BE , BRIELATHA :
1. WIASB FHR it S8k A EH,

MR FHB it R IEFRTTETAM |, B BRH E#EPE Research and Engineering Studio ¥R
%,
2. 1EEFE Amazon EC2 2| & LUREVEIA LI R IEHE.

WMRAE<envname>HIRE RN L LER Amazon EC2 26l |, RIFHETSEHIER | ML Active
Directory Bt & AJ BE 7 1E [ &R o

REFH a7
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3. MRIEHMET AWS SHRETER A RGZBARAR , FHIAVPC, RBETFHMLABFRUKRE
ftbi E RV S B2 HHERR B2 Y,

MRFMSHTER , WAEEEMBRHENIE RES B, BXELER , BESH HE™ R,
4. MRBEBEHBSWABERIBES m , TEIAMLEH Active Directory SFRHAEL & A8 TEL .

FIARRIZ BRI A Active Directory Z2XEE, FZ1R PRI L Bthe section called “SE4IIE
AR vde FEHIZRL T FEIRAS" Sk MR B 7R

SEGIEEMEER S vde 2 HI28 4k T MRS
Lt BB Bk AT RE Y R R 2 IR TR E BT N A Active Directory,
ERIEFRB , BHITUATRE

1.

Bt

WETH |, £ vde 2HIZBEMNIZ1TRHl L E31 5 SSM &,
2. 1&1T sudo su -o

3. J&1T systemctl status sssd,

MBREBFIETFD., KMFEEEBEPERTER , WRAZEFIFEMA Active Directory,

SSM #Eix A&
EFRIZANEE | FHRITUATERE

KR — M {T3Rfld | EfTcat /root/bootstrap/logs/userdata.loglifERE,
ZABAREE =T REAREZ —.
BAERER 1 : WAKN dap EZFHAEETER
BERE. MREZXREBIUTHBRES , MEHBAZEHITEMA Active Directory,

+ local AD_AUTHORIZATION_ENTRY=
+ [[ -z " 1]
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+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. W6 RES HRHRARETEBBMA T U TSNS HIE,

« directoryservice.ldap_connecti
- HZXBRS .Idap_base

« B 3%k service.users.ou

B3k service.groups.ou

« BHRHRS .sudoers.ou

« B FBR%.computers.ou

« B3RS .name

2. ¥E¥7 DynamoDB XRH M FIBHIR{E, Z&KRMAT DynamoDB 2FIBH “K” TH, REAN

H<stack name>.cluster-settings.

3. EFFKE , MEBRIFFISITHREFINEFFEEEEM vdc-Controller. BB A DynamoDB
RPN ERBIF 6,

BARER 2 : AR ServiceAccount AP EZAEH

WMRIRE H&XInsufficient permissions to modify computer account , MI7TEBZHER AT
1 A ServiceAccount BFRAIRERIEH,
1. & AWS & & H T Secrets Manager.

2. #3* directoryserviceServiceAccountUsername., #IRRZZE<stack name>-
directoryservice-ServiceAccountUsername,

3. {IAEZAUERRAGENE, £ NEE T , &8 RRIEE" A6 REEEF AXAK",

MBZECEH , BHERFEFIFEESITWEFEESR M vdc-controller 361, B3I FRHEGE
F Secrets Manager ® # & #7118 /5 35 #13=
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BARER 3 : i AK ServiceAccount i IEH

MRERBEINvalid credentials , MIEBIZEMHERR AT A B ServiceAccount ZR3 A[REAR EH,

1. 1 AWS 2%l & 3T FF Secrets Manager.

2. #F directoryserviceServiceAccountPassword, MiRNZE<stack name>-
directoryservice-ServiceAccountPassword,

3. TABAUERERMAGEENH, & NBE" T , EE REVNEE" , RFEE MK,
4., MRLSETEBREFHEMANEBIEEIER , WA BTE Active Directory M Secrets
Manager P EEHB,
a. EREDPEERB , iHINIT AWS Managed Microsoft ADLA T IR4E :

i. 3TF AWS #=HI1& HEZE AWS Directory Services
i. RS RES BRMER ID, RBEFRRE,
i. EFREEAFBBE
iv. %A ServiceAccount &,
V. BAFEEL K ARLEE EERWE
b. Z7E Secrets Manager PEEF , BRITUTERE :

i.  ¥TFF AWS #2#1 & HB11E Secrets Manager.

i. #¥FEdirectoryserviceServiceAccountPassword. MiRNZE<stack name>-
directoryservice-ServiceAccountPassword,

ii. IABHAUERFRAGEERNEH, £ NFHE T, & RRINEBE , RFEE AX
7/

iv. ii?%gﬁ?ﬁo
v. A ServiceAccount AFIREFZE , ARFIER “R1E.

5. MRIBEHTME , HMERFRH LI EEZTHEREERM vde-controller X4, Auto
Scaling £ A & #E = 3h ¥ 61

!
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HFHRBN KRR , ToEMBRFE CloudFormation ik

MEBEHRTFHRBREIR (HIW ) MSH<env-name>-vdc CloudFormation3tik il Bk sk
Mvdcdcvhostsecuritygroup , AR R AT HEAIEFIAE RES SIBN FHHRZEEFEHT
Amazon EC2 3£fil, AWS

ERIFE , FERHLLEFRANXM S RE3H Amazon EC2 KB, RfE , &7 LASRE I BRER

%,
RIEINERTE T CIDR SR
BIEIRERT , CIDR REBLHIEIR |, WMABARZASHA [FAILED],

BiRRH

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

RNTBRRZXANEE | FHAERR x.x.0/24 5 x.x.0/32
CloudFormation €I Z2 535 Hi 8] H#E4% 6] 28 2K I

BIEHRES K —RINEFTROUNERE, EELEXE , et BIARERBE , NS B CloudFormation 3
REIBAM,

MEBHILXFEL | EHRAERSRGRE, NE , FUNEEMKE SRR,
BIENIRERR (JETR ) Hk AWK , HE R AdDomainAdminNode CREATE_FAILED

WERERIMEHER BB A MO HBUA T 4EIR |, MATEER A T Amazon EXRPIEFEHNEEIREH B
B1TT EC2 18%h,

REAE T
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

EWERMERR , EHMITU TR

1. E SSMRAEERT , RERFEREBHWARRENMERXRMIEE T B ERF.

2. 1 SSM RunCommand/Automation $#i1T/i £ 1IEx+ , RESH T HXH SSM XHWRITRE S
XBIEZEYE.

3. TEIEM Amazon EC2 R BEXHF , EFEA#MRFIEER , UBEXRfERENRARETEN
B3l

MR FBERBEEIEIEN , FEBHEED 15 D HIEER RES KB EFN

B4 EE R &

BOEFE (SSO) MENERFEANAZSROTHRHTEEE IR ERN. HXIRE SSO BEMEEL
BESH

« the section called “EE A IAM B F % E SSO”
« the section called “}y SSO BB &K F IR

ERASSOEEMNEMREIE , SN TRERSTEDR

£

« EFEBINIT iam : PassRole

o REAF AWS K UAWABES AWS BRFRABRNARSIEIES
- BRHERE , BEVAREEZRRE

- ZHEFAHT KFIAF BHIR

« 2 F %A Active Directory & |, {B7E

- BIBESERAFRTTA

+ CloudWatch B EE S HEP HIVE H KD RFIEIR

SHEERBR 152
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KL AT iam : PassRole

MBHRKRENEIREE | BRETINIT iam: PassRole &1 , MIATMEFENRERUATEG A EED
¢ RES.

K& AWS RS AT RN AREERSIZRS , MARERMNKRSACIRSHXAE, it , &
HMEBR A EEEDRSHNR,

HE A marymajor B IAM A P2 E RSB RES AHITIEREN , SHILT RAIEIR, B2,
RFMHMEERSBERARFHNBRES AIRITIERE, Mary TEBE RN A B%LE B RS HNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , AIEFH Mary BIBUR LA B30 1T iam: PassRole #1E, MREFEEFHE , BHRE
HAWS BEE R, ZNEERRRMUBEZEIEN A

EIE VT AWS IKF SN ABE AWS RIRIFRIFMNARSIREIEE

HA AR - AE | SUEE AN i P R L AN A R TR R A BRI AEHER, BT
SUSEREBER  UURASS, WTSREFRFNERRRHFE (ACLs) BB , BT
{58 PR 0 S B ) A AT 5 1R 0 B RO AR

ETHREZER  BSHRANUTHRER :

- ETHIMUBEERAERN AWS IKFREXRRNIHENR | ESE IAM B ER T EEEEH0
5— AWS K R IAM B P IREFRRR.

- ETHRINMEEZT AWS KFIREXN SN ERRNIGRNIR  ES5E IAM BFRiEEFNEE=H
AWS K 7 3= 4 17 R 4 BR 6

- ETHRIMBENKE SHRIERMAHENIR , HSE IAM AP iR @253 5058 5 48U B
RAEFENER ( BKEEMRIE) .

 ETHEAACNETRERNRBHTERKFHEHNXS | HSE IAM AFERTHN IAM AE5E
FRENEREARE,

O EE R B 153


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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BERWRRE , RAVANREIEFAE

S SSO BB IR , A EE, EWEREME , BREZHEXFAEAEETRE
&%qﬂmnﬁi‘f%ﬁlio

BEEHE , WHITUTERE

1. $TF CloudWatch BEEE &I A,
2. ERAXRAS , REBRAWH/<environment-name>/cluster-manager,
3. I BFAUEBRALERPHEMEE IR,

ERERERE , BHITUTRE

1. 3TFF DynamoDB #Z#l&

2. &ERYP, REB A R<environment-name>.cluster-settings,
3. IFRBHER “NERKDE",

4, RIFHERTD , RAEWAUTEE :

- BHEEN-XE
- WR-88
- ¥ —sso
5. &EEBE1T.
6. HEREMNZFAESF , Wi SSOBREEREEH, MREIFEHE , B sso_enabled ZEANEE
A False,

7. RE RES AP AENEHEE SSO.

SR B RN HI “RAEAF #HiR
MRAFEZHER RES REMPE “RIKXBAF HiR , HEiZA - LI Active Directory #
- MR RES F&BIZAF , MERIESFZALFME A

- FAPWREEARSE RES, RES 8/ MREL—X , AL EWREESHFHAREASTREEET
RELEARM. BMAED , HERANSRIEEC KA A MNE Active Directory |, 1B,

SEHERRB 154


https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb

MEEIRIERE AriEE
- MRAFLEINE RES A :

1. BREMRFEELER, BXEZSER , 2 NELER (SSO) BELHN S HRAHRE,
2. ¥R SAML R SAML = F BB H-EF AR & B FA 7= B B8 F BB 4 ttb 3k o

2~ A F % 0% Active Directory A |, 1B

(® Note
AFEAT RES 2024.10 RERIRAR, HX RES 2024.12 RESRANELR , ESH. W
AFFHETES (A 2024.12 1 2024.12.01 ) HX RES 2025.03 RESRANELR , HS
i, MAFEHRFLRL ((RE 2025.03 RESKRA )

MREE AP RIE Active Directory , {87 RES Fi{lBRDZAF , WEEf A FESE. AD @S5
B Lambda BB B/ NIHIT—IX , ZEEE AD 2B S A RES S8, Art , ERMFAFRFASE ,
T—MNELFIRELEBER, EALUEN Amazon F#EAIIRSFoBEFIRESL,

FHEHRIIRE :

ITH Amazon SQS &l &,

1
2. M “BAF)” ik <environment-name>-cluster-manager-tasks.fifoo
3. ERRIENEWOER.
4. TEBRHIENH , WA -
{ "name": "adsync.sync-from-ad", "payload": {} }
5. EHEBEHAIDH, @A : adsync.sync-from-ad

6. EHEESHEMERIDH , WA -NMEVNFRRFZFHR, HXBLTRE TS HRKET
MATRRE  BNZERGRBE.

SIELENASTAH

MREREER , EHEVERRXE , BEVEXERKRI Active Directory PR FTA , WZAF A
RFEEEAER, RN ERAFtRLE, FRAFSMEDBRIFR -
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https://console.aws.amazon.com/sqs
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CloudWatch S S22 HEH HIE H X/ DR &I4E 1=

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

MR ETE CloudWatch EFHEESR AEPNBILLERIR |, BBXL Idap BERAEEIRE T AZHWAFIERK, E
FRRIEE | BIREEM IDP B Idap EBEREREH,

£l

- RBEX RESHIETXHRE , B FEHERE VDI FH L

- REE RES & T — 1" XH¥RE , BEREEFS VDI 4L

- EFEEM VDI A4 read/write £3TFF

« M RES #1227 Amazon FSx for NetApp ONTAP B 3% B MAE N EH A

TBET RES ®I2 7T XMHRS , BEREERE VDI EH L

NHREHRETF AT IRA , RiEF6ER VDI ENER., RBUTSBRIINHREREUTHRE
RS

Amazon EFS

1. Hi1E Amazon EFS 244,

2. REXHRENRZREN “TA",

3. MEXHRGREN “FA A", #ESF , ARBER3 VDI 4.

T 5# FSx ONTAP

1. 811 Amazon FSx 24l &,
2. BE “REX 2BR “9 A

p=yen 156


https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems

MRASIEIAEE RAriEmE

3. MR WM™/ ‘AU, HEFE , RAEERBZ VDI £4.

BT RES & 7 — 1NXH#R% , BE&BEEE VDI =¥ L

RES ERANXHRENEEMENZTEEMAN , LAV VDI THNEHXHRE, HTXEXHRS
= RES A eIER , Bt RES NEEMXRHZ2AMN,

BEEBRANHRERBENEZEENAFUT AWRE :

. 3RH linux VDC EHE NFS & (#0 : 2049 )
« 3B Windows VDC EHE A/ NEMIRE (3wO : 445)

T EM VDI E£4 read/write EFTFF

ONTAP Z#4EH UNIX, NTFS FfiBEEZ MK, ZEXERET ONTAP A T EI 8RR X R
ER LR A ME X R B s A,

Bt , INBRAEFEHA UNIX 2R, NBTF ONTAP SR , SMB & iR 7] LU [B) 5k iR
(IR RECMSAEBEFETERRIEMTN ), 82 , ONTAP £/ UNIX R , 2B UNIX BEFmS
BEfE A A T EfSSUX LR,

PR AL 22 A 45 7R 45
Xt Linux TERAZAER UNIX XAEH

sudoer AIA R HMAF B ENR, flwn , A TARFRFMEN AN Z/<project-name>H x
#<group-ID>35E 4 read/write fXBR :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

£ Linux M Windows T/EMEHFEA NTFS NN EZE

AUEAREXHRNAZEMKREERLEZNR, flW, FE—NMAFuser_01/—/X 4
Fmyfolder , fRATLUFFull ControlChange., KX PRiIZEReadWAllowEDeny :
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R Linux # Windows B FIRHEMFH1ZE , RIIFEEE SVM LiREZHME | T Linux AP
E5HEEAFAS5E AP &8 NetBIOS H & &N MHx Bk, X2 Linux ] Windows A 2 B # 1T
BRAFAEN, BXSE , BESREMER Amazon for NetApp ONTAP 5 A Z MY TYES 5 FSx

FEM RES 812 7T Amazon FSx for NetApp ONTAP B &% B A EKRIT A

AT, HEM RES #2414 62 Amazon FSx for NetApp ONTAP B , X REGEHEBEFRSMA

H, ENAIER ONTAP XH R4 SVM INAZRWIE , B2 F A SVMs Microsoft Active Directory
HIZRRIL D% FSx #2HA LSRRI TRE. BRYEAENEZIRSE AD FH Amazon FSx RS Ik
Fo SVM BIIMAEG , #% SVMBE > LigT < > SMB DNS % , AIFEH DNS £%; , EAE
BEAEET,

G , EEEIRE DynamoDB X 4%%E SMB DNS EE 4R :

1. B 5% DynamoDB #&lA .
2. & ‘KR, RiFkFE<stack-name>-cluster-settings,
3. “WEREIMB” T , BIF “Thikss” , Row AL T LR
. BYEH-H
. BT
« #ifE-shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. EFBRENREM , RAREERERE. REWA,
5 ERBZREFIN SMB DNS B E X E,
6. IEFREH KM,

A, BREMGREXBKNRESEIZRR Amazon VPC W XHREHEEHPHEBIATRE, £
NHRERF VDI EHIME AT EREMAR SVM MXH4HRER .

HE , B LUER RES Onboard File System ZhEEnE EMA B IE XHERE
T XHRE, RESERE

N FREER o

TRER 158


https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

MESEIRIEE AFiEmE
- REBEVREZR ‘KW
'HQHE}_\_FH%)& E/LIJ.L/_F ‘;i%lﬂs—%o

HREBRIRZS T K

£ RESHEBMHEHL , MERBARSH “AW” , MALUET i AEEHEEEEM Amazon CloudWatch
BERAFEEHRLEFNEBRBEEREA,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

m,\\\rﬁﬁ%)& E/LI\J.L/-.F L:/f_.rl:\s_‘%o

MRMERE R RRORBITENA THHR | FEREFHEERM CloudWatch B &L E F&,
MRFABRITEZSAFENR , FRIUERBREL THRRS.

1. T# metadata.json X#4H BN REVIRES R A ExportStatus 1 “BETER’. BRENKREBIZE
TExportManifestFE, MRERKE LRFERE , MRBATFTERRES , TEESRARRBINEE—
LM,

2. BHRREIRSS , FHARBRSHE RES HEZH ‘BREK . RBUEBIRZZFE 5 F 10 24
EMMBRNEHGF “REEE" TH , BRV"REEKDEE., XFBFRIEZNRELTERRS,

£}
- MBI RERBEERAEETEERNSES
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NS E R ERRAREETEERNEA

NRAFAATHIBRSHEREESESHSELEEZEERB |, N JgeR ~EMIZHE Amazon EC2
LB FETE A R,

BERBIBRNGER , ﬁﬁ'ﬁ%ﬁlt&ﬂ EC2 #H A REBFEMMLUFREL L HEH EC2 LHIH
R Dz sefl, MNRZIXFEMIE , &EF Amazon CloudWatch B EAgELTRER R,

B—MEFERRERGPHNARHEER. WRHE Amazon EC2 24| & LR IINE A AT GERAKE R
FEMEEMNSITERERNSH , NRAATREFERS B,

e ERT EEAA R

MR “EE”&KBR 0, MRRZE Amazon EC2 LA A TLAEFR,

IR Unhealthy B F 2 0, MFER Amazon EC2 EHIMgEEE B, X RERHTZENNARERF
B4 RBRETRRREMH.

MR CER M FTRE ZEHN O, IRTARFENZRERIR. HlU, 2B FHNMALE MR
RBNM AZSHFM, MRHIXFER , MEFE L TRSBEEMXARAFERNERS,

B ELLRE

£

+ Windows B\ RENBERIKFRENEER

o FERNEFEIRIER I CertificateRenewalNode

- URIETHENSRETEBRINERE

- RABERD 5 MNENEE

« RME Windows EEZHEM , HETR EEEXA . EHER
+ VDIs FEEEZRD

+ VDIs B E# ABIRIRES

B EMRE 160
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Windows Bl S HHEZKFRENEER

MRIREEH T RES [T HE3) Windows ERIRE , BEEREZENEERKFRENEER , NRH
Windows VDI AJ8ER K Zh Al A Active Directory.

ER TR , BMILE# EC2 #4145 E#T Windows k6] , RAEEETEMNSISHE, C:\Users
\Administrator\RES\Bootstrap\virtual-desktop-host-windows\BAFFkHI4EIRH

B [Join AD] authorization failed:ZRRNZEHFIKREEMA AD, BEXEAMHNEZFMER | iF
BE BERA R CloudWatch <res-environment-name>/cluster-manager TR EER BT X
X

* Insufficient permissions to modify computer account

o WEIRRTENRS KR EFITENRME AD BEYNE., EEFIZ N HE Active Directory 1%
B ARSIk 7 #8 BA T R AR S5 K 5 PR R AR .
 Invalid Credentials
- BEAD FHRSKSKIEIDIH  IEBLRUNERTLER, EEEAENENRSKFE
if , IB7E Secrets Manager £ &l & P F#EZEBHNEH. BR RES HEN “‘FHEE WEHF A
ctive Directory 3 T # “BREZ MK P EIE 4R ARN” FE A L 240/ ARN EEH TR,

fE A NS R IEIEB L EY CertificateRenewalNode

WMRBEB T I ERE 5 HEEEES Linux BHBZE/451R VDIs , "The connection has been
closed. Transport error"NHEYUENERIBIEPESEE , BT Linux LH pip ZEEREFE
B, SREEBFRF. ILBRE 3 MNAFIE.

Amazon CloudWatch B#& 4 <envname>/vdc/dcv-connection-gatewayARES AR TH
AHHERRREESHER

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195
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MEEIRIERE AriEE

ERRFIE | FHATATRE

1. EZEH AWS kP | BIFEC2, MBEEBNMEH|*-CertificateRenewalNode-* | Ni£&
1EiZ %41,

2. HI{¥ Lambda, BNZEFE —NMEANM Lambda E¥*-CertificateRenewallLambda-* , &
BE Lambda KBARAREBERUTUTHRENRNE :

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. EUAEREI NI EIRIEPHELRER, EERPEE Lambda 18 : BR - B
CertificateRenewalLambda— i3, EABES KMELUTFUATAERHNANE -

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
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print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. 43 *-CertificateRenewalLambda-* Lambda HZKFLE 2 hHED RPN LE 3 PR
ﬁr.,lo Ji?% ﬁl;% % 'ftﬁz.'!EE&l_‘-E}&o

5. EFFMAK Lambda EHE , BFEEMNHLEDF , AREFNR, TEHMERA. XINZL0E—
MIE$H EC2 354 , FATFE#H Secret Manager FRJIE+ F PrivateKey #l1%,

6. #IEIA dev-gateway E£4l : <env-name>-vdc-gatewayfRE %% auto Scaling A B EE—
NSRBI,

LARIZ 1T HY B L SRIE TT 5 B A D 4%

MRKEEERARETEZBEZZERE , NFEETERBTKE Amazon EC2 SRAIHIIEFE |,
# Amazon EC2 Xf| A BEE £ RES %iﬁZ%é{i‘ﬂ:jﬁto EEAMRSURSRET RRERS ,
BRHERERK.

RIfEF Amazon EC2 ZH|ARWEXLFIRBEL LHEFL, WREFLE , BRHEHE. MBRS
Lk, NBABES - RE. SHRFEE , FEREASEERPHNEABEDBIZMATH,

MRZHABHIBANE REEERAL , NATREEEAEEREHHLL
RARD 5 MELLRE
FAFTLUS R KREREBHRINRS 5, ERRATUEATEREARTER , WTFAR

- BIE CRERE
« RFEEAIRTF,
« EE BMABEMNRAFRUAATHNSER AUNERERR , AR ZEESNFIENTE.
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MEEIRIERE AriEE
° ﬁ#%?ﬁEEBEo
o Jl 37 00 E AR IAFTIR B 2 B,

£H Windows EEZIRAN , HER EZEEXE, MR

R Windows RENEERXMAERAEER EEEXRA, EHER", RRWEEEHETHE Windows
Kl E6ZUEHRY DCV RS BRRAFERE,

Amazon CloudWatch H#& 4 <envname>/vdc/dcv-connection-gateway AlRESEARLUATA
ARERIEREESHER

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (0): [s/n: QE9E9C4DE7194B37687DC4D2COF5E94AFQDD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MREEZXMIER , BRHRTRERMER SSM 2EEERITIT 5 Windows KHIREREFHMBRIAT 2
MNEUEBHEF X

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
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-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

REEMOBXLEXH , EENEEZHATRSKI.

MBWFEBRT AE , HEFBHIH Windows SEF~EMHENEIR , BEACIER4HRINEEFER
B4 R AVUE P S 22 B E 2BV FT Windows BEHERR . X TJRES L R AT A T B 3h /8 sh FE M
Windows 4 3#Et%,

VDIs FEEERRS
NMRKEEHEEEREHNLTRERES , WAEHAT S REERN.

EBREREE  BREFEXH LN BEXHHERATESBERIENEIR. ZXXHERE “GRANBEHM
EHEER 9P EMRXELEN BEXHF Amazon CloudWatch B EA 5 &K,

BT RURBNEERR,
- FTfERE AMI ID EEMN RAF#ER | B RES Tx#.

S| S REFEEMAKRETHK , BN Amazon REBE (AMI) SR EMENTBEERTE, =46 ( 4
#n Linux 3541 ) /root/bootstrap/logs/ LR AENH B EERHERNERELE. AMIs M
AWS Marketplace F3KEEY ID AJAEREA T RES fHEEHl, SMEENRUBINCIIREEIX
=

« MBEX AMI B3 Windows R\ R E SR , FETHFEERZA,

BRNBERT , AP BIEMATE Amazon EC2 RBIEFFHETT—IR. WRENABELKEKHI 62
AMI , RJETE AMIEA R4 = R E R R R B 3 5 — N ERRE |, WA P BEM AR T
EENEMRERS LE1T.

EEELAE , FUEERSHEAT O AMI B RBE R SESHI LITF PowerShell HHE D,
REETAT RS

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RENIZEHIOIE— N AMI, BT SMERE AMIEM R G#E  REESFNELRE. &
AR BETNENLTREERSHXRS LETHRNG T, RAEERZNFIMEEENREXE ,
BERMEEHRN AMI B3 % —PMEMKEN , SFERIESEREEZ,
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VDIs B3 fE# A B IRIRE

AREMELE 1 EXHRENERTE POSIX REBRHAFRMET B %o

MRLUTERESE , XA 6L RE Im /Y B2
1. EPE M RES MRAH 2024.01 HE = RA
2. £ 50F RES #iHiA , WEMIREEnableLdapIDMappingATrue,

3. £ RES #& B A EMN EXH RS EE RES 2024.01 ZHIMMRAFER , REEIRE NN
LHIRERMEH, EnableLdapIDMapping False

AR  MBRNHRETFNAF B .

SSM &R EEREN

cd /home.

1s-NHIHEREERFEERNEB R, flfadminl, admin2... &,

MBRE % , sudo rm -r 'dir_name'. FZEMIER ssm-user M ec2-user B,
MEAFEZRESENFHIFE , FHMNAFH DDB & ( clusteradmin BRIk ) Sl BRi% FH P EIERE
Bz AD E%¥-sudo /opt/idea/python/3.9.16/bin/resctl ldap sync-from-ad &
EHEEE Amazon HiE{T, EC2
7. \ RES MIIEBErrordh TIRASH VDI £, WiE VDI £ KH 20 58 /a R B ik EIReady iR

N

BhNo

.O’.U":PS*’!\’.A

RE SR 4R 4

£}

Amazon EC2 £l ERFH AP REZI RELIE
BFFTEMA AD/eVDi #E3R & 7x API Health Check kM , vdc-controller SE45l 1E £ f&3F
RBHAHRIUAITMEBER , MEARSHIE TSRS

cluster-manager Amazon CloudWatch H&E R “< user-home-init > I AR AT A, EEEFHF,
B (HPKFRASS)

2 BEFATH Windows RHE R “CHK P EHER, BEWENEER"
external/customer AD B¢ &/ DHCP 141 5] B

R EA M+ 166
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« Firefox f8i% MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 R ERFHIEPFREERELILE

WMRER IR ELAFIE Amazon EC2 #HaFREETRHNEL L , WERTREEEERX , FHURT
Bzt flrRE, UTRHERRNG ZE,

#N R vdc-controller SEHI7E Amazon EC2 #H|I SR ERESMA LIRS , N RERHE THARITIER

Fizk. B RES %?FE’J&;%HE’%*T , X LEFRZ o] I VE R A B E AR e Amazon EC2 SEHIRY IAM 1 4]

PR HI R B Ry — o W18 vdc-controller IEE{& R} B CloudWatch HEAFR HIMEA TR , MER T
%ﬂEIEE@#T\lE&ﬁHo BAER , ZBAFEAUTRARIR :

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

42 IR Amazon CloudWatch B ZEE BN TR :

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXF@8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

#&E Amazon EC2 &6l LRI HBINEN S L H Y RETE,

BT EMA AD/eVDi 3R & /R API Health Check k& , vdc-controller SE45ll IE 7£ {& 3R

R eVDIi RRHWESTRARERY , EFERRRESH T ERATAR,

EXMERAT , Bl —RBEEREREEREESRCloudWatchBE&, (ERBHNKBEH<env-

name>/cluster-manager, )
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups

MEEIRIERE AriEE

AJRERY A &R :

- MRABFEBEXARInsufficient permissions , EHEREIE res HEKETLA H Y ServiceAccount
RAFREBtEIER,

BHEITRA -

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

« A LAM SecretsManager % & 178 RES ZPEHIEIRHLAY ServiceAccount AF &, £ Secrets
EEBPREENNZS K ARERE RRAXK, IRAFETEE , BEREBUAEHRZEE
B, KIEYFREESIERRM vdc-Controller 354, ¥l FRERS

- MREBEREFAHRBEOAISERERCIZNER , AP B SHServiceAccounty . INRFEEP
2 RES HiEf$iZDisableADJoinS#i& E N False , iHHR ServiceAccount ” FiF BT AD
POl T EIXN R,

- MRFEANAPEER , BEEFEENAInvalid credentials , MR AR BRI AT AE4E IR TR
25,

BHEITRA -

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', 'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

- BT Secr ets Manager 2 & & PG RIF M BB ER |, B0 LUREURE 01 B IRE N A&
B, E&EFH (HlI<env_name>directoryserviceServiceAccountPassword) , ARGk
B RRA A,

- MRFFTFNEZEBALEE , FEARREUEHNEEEZAPNE, LLESTHNEREESEMN vde-
Controller 3265, 245G 68 A BRI B H 4 TRERS

- MRZRWGIEY , TR IEREM Active Directory FII BB ETH, RUMETE Active Directory
FEERD , REEHMZBB, BT LUEE Directory Ser vice & 7 Active Direc tory HE &
PR :

1. EEHENWERID
2. &R B, ‘EERFEE , AREREFEBERF/A ( HII0 ServiceAccount ) MFTEB,
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3. MRFHRENBZBECHINEBRE , BEFH IR Secret Manager Z4A IS ( fl

4l , <env_name>directoryserviceServiceAccountPassword.

4. & IFMETHEBEIERE M vde-Controller 3241, #FSeflfFat FiaERA

wmERAHERRMME N , A A& HIAETRIIRF
WHBAESU T SRAFKS S AD BSRANEABEX, DRENLAE , FREEFEER

Amazon CloudWatch HEEF BEFEELE IR <user-home-init> account not available
yet. waiting for user to be synced* , \HERREZHEZE2Hx,

cluster-manager Amazon CloudWatch H& & 7R “< user-home-init > Ik FIEFR AT, 1E

EFFHPES (HFKFRRAFS )

SQS THEMR T EZHRRAFIKS MICERHA BATLTRER. £RAFRSHEZHANASQEEXHR
SRt , SARIARE,

CEEHRAFKFHNERAERSENEEEAN AD EBEE RES, #lin , 8|2 BI/RES PHER
fEAMServiceAccountCredentialsSecretArtnSHER EH,

IR B FEH Windows REE R “EHKS EWER, FERNENEER"

MRAPTEZEHMERYUERTE , MARKRRZAFEET SSO MUERE , EXN RES BLER AD
RAREEA.

WREAD FEATRAFIKS , SSO BFNZE KN

external/customer AD Bt EH DHCP &I [a] @&

MREEBZH Active D "The connection has been closed. Transport error"
irectory £ RES BHEZ|4Ei1R % BA Windows EEE\RH , & %F dcv-connection-gateway Amazon
CloudWatch BEHRRBBERLUUTHENAS :
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Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

WMRENF AD HIEFIZRA T EHCH VPC 8y DHCP &3 , NFEE :

1. ¥ AmazonProvided DNS 7S NZ AN 532 428 IPs.
2. MG BIRE RN ec2.internal,

B ERT — ARG, WRZBEWREE , Windows SEFE REHEIR , BAIEEZE RES/DCV K
ip-10-0-xx.ec2.internal E#1%,

Firefox f51x MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

HYREER Firefox MR AR , SR HEZIEMAKEN , RARKIBTHERESRE
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING.

FEEE RES Web BRE2518 B 7 TLS + Stapling On , {BEAEITRIEZ AWM ( 4 https:/
support.mozilla, org/en-US/questions/1372483,

YRA] LAz BR LU ok B9 15 BA R RIX AN AL ¢ https://really-simple-ssl.com/mozilla
_pkix_error_required_tls_feature_missing.

PR3 M0 BR

FH3
+ res-xxx-cluster #i&k4bF “DELETE_FAILED” IRAE , HT “ACLTRHLERR Bz , T EF M
B

R BR 170
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https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing

RS TRIfSE A5
- WEBRE

- IEFEFE VDI BE

« M Linux EC2 R6ITEHAE

« M Windows EC2 EHITH BEE

- IEFEYEE WaitCondition £é8i%x#J ECS B&E

res-xxx-cluster #1k4:F “DELETE_FAILED” A& , HTF ‘AL HI L ERIR Hix |
7o 7 F ol Br

WRIETESR “ res-xxx-cluster 4L T “DELETE_FAILED” RSB T EFoMIER , MaT AT T
S E M BR,

WMRIBEFMERAL T “DELETE_FAILED” IR |, BAERFHEEMIBR, ©Iacas® H— N EIARIER
HEAR RIS EAE . R IRMIBR.

B, BIEEMER T AL FAHKRER , BNTRLFILEZRENTRAEE, EXHERT ,
FREMARREN BRENTR , REEE ‘W

OSBRI — M TARAEIR Role: arn:aws:iam::... is Invalid or cannot be

assumed

X BWRGE B BRI PR A A B E R 2 B RN R, ERRXNMEE  FEFABHER. #IE IAM
BHE , FRLLANSHZERZENNARL  XESHE .

o WFAERMEER | FIEBRAWS RS,
« SFFH , iHTE Use cases for other AWS services “#%##” THCloudFormation.

EET—%, BRAIAEE T “AWSCloudFormationFullAccess” M “AdministratorAccess”
MR, BT ENN TR

RJFIR[E CloudFormation 2| & H MRk, BRIBAGUUK  SMAERZAILUNERKR. &5, 8
£ 1AM 2# & H B BREeEZN A G,
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WEB
M EC2 2| & ¥ 5 EC2 X4l

o WRRLLT BB EFEM Linux EC2 =41,
o FREBLLUTN U BB F BRI Windows EC2 3£, SR/F$TFH Windows PowerShell LUZ TR 5

WEEMBHEN B E

1. Cluster-Manager : MA T ERIEFHEERN AL , HHEM MBI FRIEH,
a. BEAHRHFTE CloudWatch H&E<env-name>/cluster-manager,

b. <env-name>-cluster-manager EC2 34|t /root/bootstrap/logs HX FTHFFE A&,
BRIBATFFKEY “M EC2 43844 B 5 EC2 SEfI” ek 3 A U B B R A 241,

2. VDC-Controller : MEAT{ZiE3KEX vdc-Controller B B , FHFEKMMBIZEIES,
a. AEAHPMFTA CloudWatch H&E<env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 324l k/root/bootstrap/logsBEXTHFIE BE,
BRI FF LMY “M EC2 2% A B F EC2 354 s RM R A EFKEN 6,

BRI B BN E 2 —RBERM Linux EC2 3K T8 B EART AR TIRE, BREBEMFERX
Bl #Ro

W& VDI B&E
1R 5I4H R A9 Amazon EC2 SE4

WMRAFEZ 7T HBERXEEYH VDIVDIL , M Amazon EC2 2| & LK HH RSE 6l & ¥R

£, <env-name>-VDI1l-<user name>

£ Linux VDI B&

BB “M EC2 #5515 &K EC2 SLf” 45158 , M Amazon EC2 #2#| & B F M
# Amazon EC2 34, 3REX VDI Amazon EC2 34l £ /root/bootstrap/logs#l/var/log/
dev/EXTHEBERZE.

REAENHTEZ—REEMNEEE 3, RABMBETH. Akt , BARBUTSIRM-1B R
FIREFABE RS , REFE £
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1. RBLUUT ST,/ root/bootstrap/logsBEF T &4l dev B :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. 9% BBT—THhIHNSRTRAS, EETH VDI BE

W& Windows VDI B&E

BRBATIIFL ‘M EC2 #HI B B K EC2 KHI” PEEIZEMHEA , M Amazon EC2 12| & B R MY
Amazon EC2 3£, 3REX VDI EC2 3=l E$env:SystemDrive\Users\Administrator\RES
\Bootstrap\Log\B X THMAEBE.

RMEESNEEZ——FElEER S3, REMNBETH. Akt , TRET - HhIHNSRET
BRE-EHETE VDI B,

FET& VDI B

LD

o

E# VDI EC2 41 IAM A& L1 S3 ihEl,
#% 3 EC2 #2H & FHixE&Em VDI K61,
EERTEEERN IAM A6,

£ ANIEXBR” THISRERY “RRME” 85 | &8 My NsRREE” , R/5iE¥E AmazonS3 FullAccess R
B o

JE 7 A PR LA K ANiZ KRG o
2E , BEEZN VDI EXE ZBTHIHENERTHRALR. ERBHPFERZFEF.

a. M Linux EC2 26l & HEEB T Linuxo.
b. M Windows EC2 =4I T~ % H EERAF Windows,
BiE , REAG®UMEKRAmazonS3FullAccess K,

® Note

FrEA®E VDIs EAMHEBH IAM A <env-name>-vdc-host-role-<region>
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M Linux EC2 24| T & BH&
FIBEMNPTHEEN EC2 R4l , ARETUT S RAEEELEER 3 F6#4 :

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

25, %E S3BElA BT HEEMMNEMN , <environment_name>-cluster-<region>-
<aws_account_number>fAfE T2 Bl L&MW <module_name>_logs.tar.gzX ¥,

M Windows EC2 25l & A%

FEBENPTHAEN EC2 £l , RAESTUAT o HAA BEL&E S3 7614 :

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2iE , #%E S3BElA BT HEBMMNEMN , <environment_name>-cluster-<region>-
<aws_account_number>fAfE T &2 8l L& M <module_name>_logs.zipX .
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IE £ W & WaitCondition &i2#Y ECS B &

1. HISHBAVHERIERE RIF ETF,
2. REJT#8# ResearchAndEngineeringStudio~ Z3#2/F — 15 CreateTaskDef- CreateContainer—
LogGroup , ARFEFEEITIF BHER CloudWatch A&,

3. MZBAERAFIREEHH B Eo

BERINR

E31

. RIS S HIR A S HWITE R HIVE R E B TR
- BTERARERTRER

REFENT & IR R R & 4 B IETE ReY M IUE RIME B FEIR
() &

MREZRBFZHKE LEESHREEN S HRIEERHIENER , WENFBIECTH, X
AR REHBZNAFNER , LA LR IRH Active Directory Service I,

RREITE

1. EBEERFEFEPEBAS MRS K, ZEB,
2. E# S ecrets Manager FH RS Ik P58 |, fEEERE EEW AN RBETE -

« ¥ F Keycloak % : PasswordSecret-... -RESExternal-... -DirectoryService-... Mt iR : $4%k
Active Directory B9 %3

« XF RES : res-ServiceAccountPassword-... fff# #i& : Active Directory Service ik 7 2345
3. RIEC2 BHAHAKILEHEEEEEH, Auto Scaling N B3 % FEFIHNEE,
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https://console.aws.amazon.com/directoryservicev2
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RN ARE KT EER

7] &

WSRAREY keycloak BRS52RAR T , HREFB RS RAT , AW IP RETEL , XTRLSHER
B8 & FP b R RES NP ERRNEEATEZNE , BABATTEETN IR

23 Y

BEEMBRINE BEa R H EFIPE Keycloak itk , FEET Keycloak IREFIEFERS. RBUTH
B 1THRE -

1. & Cloudformation YRR ZTE BRE & EIW N5 keycloak #H< Ay HE
* <env-name>-RESSsoKeycloak-<random characters> ( Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-
* ( Stack2 )

2. MBR#ERK 1, MRRSGRTEMRBMEHERK | FRE B UM EBRBREHEK

HR R 2 T2 MR,

3. 7EIAT & RES SSO Keycloak itk i8R,

4. FERASEHBRHERTLSHERNSHREFIHBIER. BIECIEHER > ERAFRR (FFE) -
EBRIMEER > EEERSHE |, M CloudFormation 2#I &3 T8, FHSCHBR#EZRERNE
AREEFENS R, BLUEISE X CloudFormation 4l A EMTIEEEHES S8 R+ |
FEEM R HERPRBIX LA, BRIVEEN,. key pair MEMSH S RGHLRSBMETE,

5 B , ENRERIUBRERAT . S EEIEHR ApplicationUrl By “%i " &I
#®E,

& & [A] &

« 2024.x EHIFE
« (2024.12 1 2024.12.01 ) JEMF Cognito A F B IE M Fik X kK
« (2024.12.01 RERRA ) £ BHEUHEES VDI N HI TR ERIEPEIR
« (2024.12 #1 2024.12.01 ) Active Directory B F° F3%833 SSH EZFIR L2 EH
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml
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* (2024.10) EREFRFEHEBH RES FFFEH |, VDI auto stop Fli T VPCs

« (202410 REERAX ) TENEFEEEEFIXEF ) VDI

+ (2024.08) A% ERHi%HE AMI #EE

« (2024.08) B\ ST EEHE ERFHE ARN FEE X B BH read/write Amazon S3 174# 1
. (2024.06) I AD HEHTEZ=H , RARBAK

« (2024.06 RE R ) AD @5 HRIBEAK R KELSE RES

. (2024.06 RERARA ) CVE-2024-6387. Regre SSHion, #1 Ubuntu F %4 J8E RHELY
VDIs

« (2024.04-2024.04.02) 12489 IAM BB R A 10F VDI SR A€

« (2024.04.02 RERHRA ) ap-southeast-2 ( &E ) F# Windows NVIDIA SEHIFTEB T

« (2024.04 # 2024.04.01) RES Bk %M GovCloud

* (2024.04-2024.04.02) Linux E# REEEF I AT §EAL T “IRE” RS

+ (2024.04.02 REEMA) TEEL “ SAMAccounttE &” B S EAEFZBREHRFZ/N AD AF
+ (2024.04.02 REERAX ) AT HRIELFHNFAALTN

2024 .x B H 5@

(2024.12 1 2024.12.01 ) EM#F Cognito A 7 B IE NI Frik 3 8 K
R IR

MREZ BT MW EM L FEEF IR TE" B9 AWS Cognito AP . “, il , XFS B4
ix<firstname>.<lastname>@<company>.com, {EH Cognito AF B EE XKW ENRAEXEXT
Ui

R ZHT RES NAFK B TR R BN ERAFE5IEN, ER , £ RES XEFMNEL Linux
RITHR VDIs # , %8 “"HAFEFTRERNAF, LBEEFEERAFBNMERT B FHRHIR
PEEM ., SMEZA R RES Linux LA VDIs,

W RRAE
RES k7 2024.12 1 2024.12.01

RREITE

2024.x B[R & 177



MEEIRIERE AriEE

1. BITUAToS#HT FEpatch.py, cognito_sign_up_email_fix.patchX FhAx 2024.12
AR 2024.12.01 , <output-directory>&#tcognito_sign_up_email_fix.patchAE
TEA TR T KR B Z LK RES B <environment-name>B B #x :

a. iZ*NT &R T RES 2024.12 #1 2024.12.01,
b. *b THIZZEZE AWS CLI v2, Python 3.9.16 E & M4 K Boto3,
c. AERE RES MK M X E E AWS CLI , HEREIHE S3 NRFKRE A RES €N E#HE,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. SMETEAITHAMSTXHNE R, STUATHT SRS :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. NEWNIMBEEFEHERHEEREN, BB Amazon EC2 EEEHI A4 L3RI,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. BIKERZFITLM auto Scaling ARYES |, BIFEFE BN HIAVIRA<RES-
EnvironmentName>-cluster-manager-asgo. ZEFHEHIKINE3.
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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(2024.12.01 RERRA ) £HAEHEEEEES VDI it HI TR IRE B HEIR

HiRHER

FABENTFEE BB/ ERE S F RES Bf , CertificateRenewalNode FoiERIFT VDI 3K
TLS iE$ , $iRWF : /var/log/user-data.log

{

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

Hitt , BYRTE RES MM ML LiEER , (REBE—MER , LEHESE
net::ERR_CERT_DATE_INVALID Exrror code: SSL_ERROR_BAD_CERT_DOMAIN
(ChromeFireFox) = ()o VDIs

3 S0 A9 hir A<
2024.12.01 REBRRA
ZEAE

1. SMZT EC2 4|8, MREFEEBNNEHICertificateRenewalNode- , ML 1EiZSEH,

2. 5% Lambda ##lE&. FTFHFE N Lambda BEEHRRB, -
CertlflcateRenewalLambda—#ﬁ&ﬂﬁ%ﬂ’\]ﬁ./acme.sh --issue --dns dns_aws --
ocsp-must-staple --keylength 4096 HBR--ocsp-must-stapleZH#,

3. &E BB, FHERBERER.

4. EFFfilik Lambda BRI , BT TIRE - 853 N &I+ |, REEETE Wik, TEHAMA
Ao EMIZEB|ZE—MEP EC2 324 , AT E#H Secret Manager FRHVIEH F PrivateKey #1238,
RPAEHE , EZHIFEHLLE,

5. £ IETA dev-gateway E4 : <env-name>-vdc-gatewayREE#F auto Scaling A BB —
ANFEHI,

BRI
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Let's Encrypt $FF 2025 481k OCSP %#. M 2025 F1 A 30 B2 , BRIFEFBRKFZ2HIALTEE
OCSP Must Staple ™ BB IIE+H , B OCSP A&FITMWERNG LM, EEF hitps://letsencrypt.org/
2024/12/05/ending-ocsp/ T MR E Zi¥15.

( 2024.12 F1 2024.12.01 ) Active Directory P Foi281d SSH EZF|E2 4
HiRHER
Active Directory A P #3288 RES 17 M4 RV B E 2 2| 8 2 FHLaT 2 W B PR IE L Y45 1R

HTROHDEZTE , FELFH LE1TH Python NAEFTTEE3 SSSD RS, Rt , BIERSGETH
BAD AP, Rt TEEF,

2 R EY AR
2024.12 1 2024.12.01
ZRRITE

1. MEC2 BRI AEZERL2EHXH,

2. 71f IDEA_CLUSTER_NAME T 4% /etc/environment ¥} Htlenvironment_name=<res-
environment-name>R 1T

3. EXRPILBEITUTEHS :

source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4. RBRES[MFMUNEABRZHEREL2EM.

(2024.10) ZEFREIMEFZPEMN RES TREH |, VDI auto stop FHf 7 VPCs
iR R

£ 2024.10 RES KA , 710 VDIs T VDI auto stop , A EBA1E —EREHA AL FZ=RIRS, ATE
KHIRE - kFeE - 2FEPRELRE,
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https://letsencrypt.org/2024/12/05/ending-ocsp/
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R VPCsEFE M RES 4% B 3R %33 VDI auto stop.

2RI AR A
2024.10
REEFE

RINBAEEMR—MEERFR , ZIEEEFNEEERKRNBRAF, B2 , ERELBEN RES }HiE
VDIs # , AR LAFF{Z1E VPCs,

(2024.10 RERRAX ) TENRAFEEELFHRKEF 3 VDI
IR R

U E BB HIR (g4, g5) ERFHTDE Linux 2-x86_64, RHEL 8-x86_64 = RHEL 9
x86_64 VDI B} , ZRFIRFEFERERS. XERBZEZHIFKZTEREA “BE" RSH A HER,

REXTERBREN X Server FTTEESSH EEBEHIL, MNALATE , RINERWEFE KK
FrHERRVIR B R/NE IR 50GB , AR A BB M ZHREZ R E KRB

5 200 {9 kg A<
B RES hRA< 2024.10 HE R iR,
EBEEHE

1. F# patch.py # g raphic_enhanced_instance_types_fix.pat ch , T EREUL TS H<output-
directory>&B#MANETEHANT MAMANT XK B FLUAK RES B AF : <environment-

name>

a. ZANTPUEA F RES 2024.10,
b. * THIZXEE AWS CLI v2, Python 3.9.16 E & R4 K Boto3.
c. NEPE RES MK M X E E AWS CLI , HBREHE S3 NERFKE A RES RN Z#E .,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch
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4.

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

SMEBITHATHAMMT XAHE FK. ESTUATHTHT :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

IE BRI WY R AR E 2 HI8F ( vde-controller ) 354 |, HETU T e , BRFT R RES R
iﬂ% *’l_\o

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

ERBF<RES-EnvironmentName>-vdc-extF AW BEREAZTEERBFHEML. BRITEWE
HEFEFEMEE IR EADE 50GB B 1F6E 22 H .

(2024.08) # & ERHIRHE AMI B

HiRER

HBBROUAFRA X R HIH YA AMIs £/ EC2 Image Builder #1T/H#&R , WEERSXN , 5+
ERUTHEIREER

A= -

X E

CmdExecution: [ERROR] Command execution has resulted in an error

= B T 3 AP R AV IR BT A E R

2 AT AR A
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2024.08

E#R 7
BRI H EC2 Image Builder &R :
( REMKR AMIs 1 RES KT R |, BIRBUTSRIRE )

1. THEHEMW res-infra-dependencies.tar.gz X,
2. BRBHAZMTELER Amazon REMEG (AMIs) T 5 HHY S B 1TIR4E,

EEFHZ M EC2 Image Builder %R :
( MREE AMIs § RES SSHIMsF R | FERRUATSRIEE )

1. TEEHEMN res-infra-dependencies.tar.gz 34,

S El EC2 Image Builder -~ A4 -~ fith N &% RES MoIZAH AMIs,

FEE ‘WB” > “THRESInstallff 4" HI], - #w A > R TES|HAY S3 LE,

LEHRFN S3 LETEUREANKBIRRNY | BRI ERNE - TR,

> w DN

(2024.08) R AR E L EEH T E B EHETE ARN B E X BT read/write Amazon S3
71 1

iR

EFARFM read/write 8 ARN ( B) ) IBEX IR (MEBMITEBZHMNAFSR )
Bt , Research and Engineering Studio 2024.08 &3:4F S3 B L E I EM SEEM LN
(VDlarn:aws:s3:: :example-bucket) 3£4il L,

AR RBELMHOFEBEESE

- RIREFMHR

- ERABBRERNFMEME ARN ( Blarn:aws:s3:: :example-bucket/example-folder-prefix )
MEENAR (TEEMNIMBENNAFLS ) NIV EFER

- EAREFHENE ARN W/EFER , BEXFAENHIR
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
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HEEREE VDI RHIf5 |, iZ S3 EHBNIEEERBE RETFTLERZEMEE. RE VDI LHNEHBE G
FE  BZEZPHNZETTEEHMNIETTAR, HLFERAKXIREXHEABFAH , Permission
denied, unable to write a filefi5|k%EixR , HAEXHRHNBETFTL LEFHEMNI S3 F#E,

2 M E ARA
2024.08
23 Y

1. ERHEATHIARFANT X ( patch.pyFs3_mount_custom_prefix_fix.patch) ,
BETULT@S , <output-directory>E#AETERANT BAMAT XHHWE FUR
<environment-name> RES EM B :

a. ZANTLUERT RES 2024.08.
b. *THIZAFEZE AWS CLI v2, Python 3.9.16 SE S hA LK Boto3,

c. HEE RES Mk MXIFHELE AWS CLI , HHA{REIHAE Amazon S3 XEXREAH RES ¢
BHE#E,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. SMBTERAITHIAMSTXHHNEF. SBTATHT @R :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. BERIHEHRENELISEIEFIZT ( vde-controller ) 3561 |, BETU TGRS, (EF—FH  &E
fFENVIRONMENT_NAMEZ 21X E N RES HREMEFR. )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

XFFRE VPCIRE , MRBERIXEM , HF L H<RES-EnvironmentName>-
vdc-custom-credential-broker-lambdaBR¥URMENvironment variable®
FRAWS_STS_REGIONAL_ENDPOINTSHI{E. regionali#ZREfEE VPC SE A Amazon
S FHBERRETHRESEER,

4. LAEBHIFLWBIREAIZITIEFE <RES-EnvironmentName>-vdc-ext/g , VDIs EEB N E
R, LERLTEFHIREME read/write 1§ ARN F1BE N BIERH S3 748,

(2024.06) & AD HE M TSR , NARBEAK
18] 28
WS AD AN BB EEZE , N RES 2024.06 R &N A S al A R R,

£ AD EFHiiE , EBFETE RS CloudWatch B& ( FE<environment-name>/cluster-manager H
/m\,ﬂ—r ) 4?}@, J’)\T%lﬁ .

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20%}:(user]|group)$

ZHEIREHAT RES REZHESUTERNAS :

- BRESEIEMASH ASCI $8, BT, WIS (). 9% () MFUZ ()
- FAVEABIES () ERE—TH
- BREEEZ

/

/

2 M H ARA
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2024.06

ZRRITE

1. ETEHNTBARANT 324 ( patch.py 1 g roupname_regex.patch ) , EZ{THA T 5
%, <output-directory>&#H EF MM B X RES HiE<environment -name>MHA

G

a. Z4NT{ERA T RES 2024.06
b. *THIAZEZE AWS CLI v2, Python 3.9.16 iE S ALK Boto3,

HEPE RES I M X ELE AWS CLI , #HREFAE S3 NEERE A RES GIEZH F6#

o

2. S

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

B TEATRIAMST XHNE R, STUATH TSRS :

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. ENENHEERERTESNIN , BETUTHS  BHEALAM Amazon EC2 EB#ZE#HI AL 1L
1Z 354,

INSTANCE_ID=$(aws ec2 describe-instances \

aws

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
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® Note

ZANT AV AD HEMBRNENAEWN ASCI F&., #F. B (). A< (). TR ()
BUREKENT 1530 2H (&) HZERK,

(2024.06 RER/MZA ) AD RFZHREFFA K B REFE| RES
HiRER
R groupOU & UserOU F°[E , AR BT EEHE LS E RES,

ZiAELS AD A AF AT , RES 8|2 Idapsearch i385, YHarIIEs45 1R 1A T userOu S
M =& groupOU ¥, EREZEBRARBEREEAMAF . RBEE UsersOU F groupOU FRIER T F
SHIXMITRH.

2 A9 MR A
FT B RES HR7 2024.06 HE FRA
ERTE
FRRIT SR RFIE
1. ET# patch.py BIZ<# group_member_sync_bug_fix.patch X# , EZ{TL &9 , <output-
directory>E N ETH X4 A B ZMEMELIH RES A : <res_version>
(® Note

« ¥NTRIAZEZE AWS CLI v2, Python 3.9.16 SE S RAIA K Boto3,

« NEPE RES WK MXEEE AWS CLI , FAREHEE S3 MERKEA RES tI2H7F
Mo

o« ZFMNT X RES fRA< 2024.04.02 7 2024.06, fREFEARIZE 2024.04 5
2024.04.01 , MAENA*NT 281 , SRR 5 H B S RRFIRAVIRR K EHRXERAE
#1% 2024.04.02,

« RES W7 : RES 2024.04.02
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T FE8ESEE - 20 24.04.02_group_member_sync_bug_fix.patch
o BIRMRZA : RES 2024.06

T FEgESEE : 202 4.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. SMBITEATHAMIT XHENE R, BITUTHTHS , <environment-name>F R
RES IMEH B :

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. EEWMBHMRMNEHEEREH , HETU TSRS :

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/2024.06_group_member_sync_bug_fix.patch

MRASIEIAEE RAriEmE

(2024.06 X E B/ ) CVE-2024-6387, Regre SSHion, # Ubuntu FH &L £ )FE
RHEL9 VDIs

HiRHE R

B 7 OpenSSH BRS5E5 iR 5 H & 7 regre SSHion B9 CVE-2024-6387, ItiRAFEREZ §HRIEHIZ
BREEEBEEMRSHELPITEERRB , NA A OpenSSH #HITREBENRETRTER

B o

F RES, irEERERESELEINEN SSHH#ARBLREE , E2FVNAZRRENTM, B2, &
TR EABRIA AMI ( T REME ) RHEL9 FFTA RES MRAF A Ubuntu2024 VDIs ( ﬁuiﬁg
MERHE ) FRANER S SR EMEN OpenSSH RN,

XEWREIA RHELY 1 Ubuntu2024 VDIs ATEEHMAIA , EREEZEHREL M.
BXZRABHNESAT AT EXEHRT,

2 a9 kR A<

8 RES KRZ 2024.06 HE RS,

EWRE

Ubuntu RHEL9 MUbuntu#f &% T8 L2 REHOpenSSH4M T . AIMEA T AN R4S EERR
3 A (S

MR AR E24A Ubuntu RHELY 2 Ubuntu VDIs #Jzﬁ]}iixﬁ#iﬂﬂquﬂﬁ%T VDIsii A {THRIE. EfE
*MARE VDIs , FATEWIZE P AT CH FUTURE # VDIs% BA# 1TIR/E, X LR AR T Az T2
LU AEHMNATER VDIs,

ME4MT VDIs
1. BIUTHSRMEAFIEIMAER Ubuntu M : RHEL9 VDIs

a. *NTHIAREZEZE AWS CLI v2,

b. A#E RES WK MXEHEE AWS CLI , HBFREHBE KX S AWS ystems Manager iE1T
T Systems Manager R,

aws ssm send-command \
--document-name "AWS-RunRemoteScript" \
--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \
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--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash

patch_openssh.sh"]}'

2. BALEETHS NELRIEHNARERNEZET, BE “GwALER BIF , BEHHNS
T ID, REWIAFTAESRH IDs #H MK IHEE.

#NT &3k VDIs

1. ETEATHIARMANT X ( patch.py F update_openssh.patch ) , EEITHA T
T, <output-directory>BRANETB XK B FH RES HiE<environment-name>H &
o

® Note

- ZANTUER T RES 2024.06.
o X*NTHIZRZEZE AWS CLI v2), Python 3.9.16 SE & RA LK% Boto3,

« NEFE RES MK MXFHEE AWS CLI BlZ& , HAHREEE S3 NRKEA RES ¢l
BHF#EE,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BIUT#THw

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. HEAUTHSEMBIIEMINRER VDC 2 HIZRLM
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INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

2B RES IR 2024.06 X E S R4 Z#FE4h fut VDIs ure. £ VDIs R4 E T 2024.06 #Y
RES R H &4 future , FE EEA LT RN RES FRAHEF 2024.06, EERAEH

(2024.04-2024.04.02) 1AL IAM RS R AKRKNE VDI 2B A E
XA B B

ENSASELTEAEBHEEMBENNROAEE, XERNETECIZREE , Boundary SEE YLK
PR IAMPermissionil 5tk IE# 0 BL4R1Z 10 H .

2RI AR A

2024.04-2024.04.02

BRI
FERUTSREBBASELTEWRRIALR : VDIs

1. ERHITEIARFANT X ( patch.py # vdi_host_role_permission_boundary.patch ) , 1T
Ta® , Bift<output-directory> NEFH A AR B % :

a. ZANTLGEA T RES 2024.04.02, IR EFERARRA 2024.04 =% 2024.04.01 , AT B3R
RAH XD HARERTEFTN S RFENIMEEFE 2024.04.02,

b. M T BIZARZEE AWS CLI v2), Python 3.9.16 RE &AL K Boto3,

c. IEPE RES Wk MXEE E AWS CLI , HEFRERE S3 NRXEA RES BN F#EM.
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. SMBITEHAITHAMIT XHENE R, BITUTHTEHT , <environment-name>F#RH
RES SRER A :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. BEETUESGSELSNNEFEZERTESEIH , <environment-name>E# RES IMEH
E¥r, B LB Amazon EC2 BB 44 & 13241,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

( 2024.04.02 B E R ) ap-southeast-2 ( &fE ) H#Y Windows NVIDIA 3E6I7F3E /3
)|

XA R

Amazon HlE & (AMIs) A T#E RES HE EERERENELKE (VDIs). B4 AMI #E —/x
BX ID , ZIDE#X MR, £ RES FEEH A T ap-southeast-2 ( 3&fE ) /33 Windows Nvidia 35
filEy AMI ID B BI FIEH,
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ap-south ami-0e190f8939a996caf east-2 ( EfE ) H&EiRYIH T LEXZHIBE EH AMI-
ID, ami-027cf6e7le2e442f4RiBF AMI ID,
APEZAEREIA ami-0e190f8939a996caf AMI BEIEHIEt £IB R T 4R,
An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The

image id ‘[ami-0e190f8939a996caf]’ does not exist

EYHERNIR , 2B ROIEEXH

. £ ap-southeast-2 XiZ & RES,
« £/ Windows-NVIDIA ERIAE 434k (AMI ID) B3h3EHl, ami-0e190f8939a996caf

F M R A
Fif8 RES M7 2024.04.02 R E R ARAEZ 2§00
ZE#E7E
LT EMERTE RES MRS 2024.01.01 £ T T

o AT IREEM A B4
« AMIID : ami-027cf6e71le2e442f4
- BERS : Windows
« GPU #li&m : RiFKR
- &/ FiEZEA/ (GB) : 30
- &N NTF (GB): 4
o AR B E Windows-NVIDIA 3L

(2024.04 %1 2024.04.01) RES B} % GovCloud

A B

£ RES MIBR T#EF T , UnprotectCognitoUserPoollLambda &= A EF#MIBRAY Cognito

PRI BRR3 . Lambda $11TH/E 3, InstallerStateMachine
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BT & ARF GovCloud XiE 2z B HIERIA AWS CLI A& FEZER , itk Lambda
Hupdate_user_pooli@A7EXiE A GovCloud &% M,

EFEZIRMER GovCloud XiFH K RES Bf 2BE| L T 48R

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

BIHRNIR

« X/ GovCloud XiZiZfE RES
- B} RES 1k

2 M AR A

RES kr7 2024.04 1 2024.04.01

ZERE

LT &8RS E RES RA 2024.04 £#4T TR

« #TFF UnprotectCognitoUserPool Lambda
- mAMHIl : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
o EITEFNRE-> $riE-> %&&{ “E1TH" Python 3.11->“RE"
« #TFF CloudFormation,
« MIER RES #4k-> BUHE P “REBZEREFTIR-> “BIBR"

(2024.04-2024.04.02) Linux Bl REEES R A EL T “RE” RS
XA A B

EFHHITRELEEFRBE , Linux EUSEAELSEFERE “EERE" RS
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SBIERE , S AWS ystems Manager T 2IE{TEMZEG S RLEHHN DCV «1F , 3 H vde-
controller CloudWatch B& (EBEAT ) FRRAPELTHEEE : <environment-name>/vdc/
controller CloudWatch

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

2 M H ARA

2024.04-2024.04.02

RER &

EMEFEE EERE RSNELSEE , BIITUTERE
1. MEC2 ##I588d SSH # A REEH,

2. HEXPFIEBITUTHT :

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. FEHFXHER.

BRI ENKEBIEFARE , FHITUTRE

1. ERHATHIARFIANT X ( patch.py # vdi_stuck_in_resuming_status.patch ) , iHETA T &
T, BRAEFHMHHE F - <output-directory>

@ Note

« ZANT SGEA T RES 2024.04.02,
« *NTHIARZEZE AWS CLI v2, Python 3.9.16 RE & MRALA K Boto3,

« HEFE RES WK M X E & AWS CLI , HEREIHAE S3 NREFKEA RES 221 1F
&

OUTPUT_DIRECTORY=<output-directory>
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. SMBITEATHAMIT XHENE R, BITUTHTHS , <environment-name>F R
RES F#E M <aws-region>B MM EE RES HI X1

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. EEHNRBIEHNINEN VDC #HI85%Hl , BEEITUTHT , <environment-name>Eit RES
BB

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERE/A) T3:E L “ SAMAccountit & BHEEXREFZRIEHRERFH
AD A

X /N A]
SSO REZEALTHANNN (FHNAD BFZEAH ) f5 , RES T£RE AD AR, SFEHEES CloudWatch
H& ( £<environment-name>/cluster-manager B&EA T ) £ AD EF A EUT IR :

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~A(?=.{3,20}%)
DAL 1{2) [a-20-9. _1+(?<![_.1)$
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ZEIREHT RES [EZHAESUTERE SAMAccount AF & -

- BRAREENEN ASCI Z&, BF. AR (). FX% (.
AWERARE T IEENE - IRRE—IZEH
- ENREEFNMEENAR/ITRIL (B, . . o )o

A

52 S0 B9 iR A
2024.04.02 R E B RRA
ZEREE

1. ETEHNTBIARANT X4 ( patch.py F s amaccountname_regex.patch ) , HETHA T a8
T, <output-directory>ERNEFBHHE X :

(® Note

« ZANT PUEA T RES 2024.04.02,
« ¥PNTHIAZEZE AWS CLI v2, Python 3.9.16 B E & M4 K Boto3,

« HEFE RES WKk X E & AWS CLI , HHEREIHE S3 NRFKEA RES 22/ 1E
i,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. SMBITEATHAMIT XHEHE R, BITUTHTHS , <environment-name>F#n
RES INEN BT -

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch
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3. EEVMEINENERTERIN , HETUTHS , <environment-name>#i#tH RES K
W& . B ALUE Amazon EC2 B8 4] & & 1324,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REERAE ) BT iHEEL2FHNFBALTR
XA |

HAFPMNRES MM THAANBEELENN , ZANKATES , %ﬁ*&?;ﬂv—ﬁ , XES
BZALTH. SRAPZHER THNBRATREL A |, IIRFKREIATE

Load key '"<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

32 R0 ) A
2024.04.02 R E R4
ZHE 7
BATEWAERA Chrome TEEHR , AR X KBFZ M,

HE , TR ERANHEECE —INHT , ERlIHE----- END PRIVATE KEY----- BB — N
T----- BEGIN PRIVATE KEY----- , SREFH KL ZEA T,

2024.x B[ 8 198



MEEIRIERE AriEE

R X 7= BA

B Amazon EC2 SRfIEHMHTAMNATEERBENNZRRERS ( XWmRS ) WAk, tES TR
IBHEEREEXEFANE, EBa LA AWS Systems Manager Session Manager , © R E&E
RDP &R Tz & & Amazon EC2 36l , 8 R FEE RDP A, MRAFEFNANZERERS T
AJE , M| CALs RMBERRMAR T AIIFLEELWEZRREAS . CALs EEERBHRENZERER
HAFPAEZEZHAEBI ALY |, TUNESH S AWS Bk (HE ) APHE, BEXEHTTRERE
RF TR ENFNEFTIEINER , ESHERNRBREHLID .

BERFERENAXEFHEEHTRMITN, &AXHF : (a) RESE | (b) KK AWS ZHEH ™= mAts
ML, WBER , BRBTEA , UK (c) FREHEXERNT., ARG A 5 8 E &S SR
AWS AWS = mIm RS “REHE" =#4 , FTHTEAEANEBR. BFRREZG , TieRATERE T
AWS & FTEMTES AWS VRS , RAXBEAETHEHEF ZBNEAMIN , B FaXNH
AWS H 1T K,

Research and Engineering Studio AWS 21R#& Apache Bl E £ 1R EA Apache A RZR 2.0 Y%
FIRBIFAH
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81T

BREZER , BZREHEDRH changelog.md X, GitHub

B & B
2025 £ 3 A « RAhRAS 2025.03

MEET —
- ZRAmA.
- HIBRTIE .
o« BAEDHATRR.

EERHNET —

- FEI\RME.

o B () AMIs.

+ Fi& RES-ready AMIs.
- RERE.

- BLE SSH 1R ER.

- EF B FES.

2024 £ 12 H o KAHRA 2024.12

FEET —

- JEF B XES.

- BEXRENR.

o FoiE AR 2R G RN R,
- FEiiE SSH i RHR.

- ZEWS# Cognito AAF.

EERWET —
- RIRILR.
- EEFE VPC (A% ) .

2024 10 A o RIARZA 2024.10 : M TX — X%
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MRASIEIAEE

RAriEmE

B

2024 £ 8 A

2024 £ 6 A

2024 £ 4 B

2024 £ 3 A

2024 £ 2 B
2024 £ 1 A
2023 F 12 B

2023 11 A

B
- HMEBR.
- REHERENH.
- EXIKREREBE.

« RIHRA 2024.08 : T X — X
¥ Amazon S3 FEMREZR Linux EELR
HEMIEHE (VDI) =61, ESHEAmazon S3
FHER,
- BENTENR , —MIEENNERER A
TEENIEACNAMBEEN AR, F5
15%) £ BR 2R B o
- AFER : ¥ BT ZHEHERID.

o RAARZA 2024.06 — Ubuntu 3% , MBFTE
ERR,

- FFiER B SIBERINE

RAIRA 2024.04 — RESH &R AMIs FIT
B B ahiEiR

Hib5R g & X, CloudWatch AERE.
FORERRA

RARRAS 2024.01.01 — EFHY I BER
KR 7S 2024.01

GovCloud BNk MR

B RA
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