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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
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https://aws.amazon.com/security/
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https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html

MEEIRIERE AriEE

A= mP R AWS BRSS Bl E
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NTFhm , BONBUIRS T RSB

* Amazon Virtual Private Cloud

« Amazon EC2

BEFERRESEH , 55K (Service Quotas AFER) PHIERESET . MARFERS RIS
THA , FERRESREHIRS,

AWS CloudFormation Bt &t

& AWS ik & AWS CloudFormation Bt& , EiZ~ meE Bk ROFZ X LR E, BE 7 #
XEEEE | B LUBRBREIE R MNMESTERISBBR "R, BXEZEL | 538 (AWS
CloudFormation FAF#ER) HHIAWS CloudFormation Bt

AKX E RE

ZmERE T RIARAM IR , ZEMIREERR/DNHRENK/NE Amazon EC2 KHIRIZITRE, AT
REAMEEFRRREME | RIMNBVIEEMEH Auto Scaling 4 (ASG) FIEMMIANRERER
Bo FHEMN—DMEBHBMBFHNROTURESNTARX (AZ) WFLL , AREEBEEAERMNIRE
RETHRERYET I

ASG RB I AET T EC2 B4 AT BEEN , Mit A, https://console.aws.amazon.com/ec2/ ASGs
RIANBERT , FRAatZl) , MNEHELL-asqg. BALLRNBR/NMENFIEEER N EEEBNES
MENHE, EREBUNEYLE , ARERREHERRE. EXEZEE ASGs , i5ZH Amazon
Auto Scaling FAF$EE I B A EC2 uto Scaling AR K/,

XEH AWS X5

AEmEANRS BaiAELIAA AWS XiF, BLAEFREIRSERATA AWS X1 #9175 /3 3 L=
mo BRI XX D& AWS RS ATRAY , BSRAWS XEE RS 5%,
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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® Note
%~ mEEHAAWS CloudFormation ik fiE KB E, XL CIoudFormatlonﬁd‘}ﬁm RT AR

FRTYESEN AWS RIENREEM., CloudFormation #ik iR A& 4k iR

, FEEAEREIETISHAAR, Y, WEZeMEMEEEN,

R mHl
£
< RREH

- SIEASEIR
« B1Y BT m

s F2X BRER

TR

E&

AWS Ik SEREERASOIE
£ Amazon EC2 SSH Z4AXY
RE RS EE

BIEAHIE (AT )

I8 E ( GovCloud {XIR )
RANIBEIR

EERNIMEFEE LDAPS (A% )
BEFAE VPC (Al )

AWS Ik EREEG AF el

R AWS K REEERAF

1.

$TFhttps://portal.aws.amazon.com/billing/5E fft o

TR


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://portal.aws.amazon.com/billing/signup
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2. RERFELNEBRE,

HEEME , FHEIBEENRIIEE  EREAREREHA - MRS,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 RAFBERGRZKS RBFRE AWS
RS MRF. ENREREIEK , FRAAFIERERLRANR , A ARERARAFKKTEER
AP HRRBRNES.

#Z Amazon EC2 SSH Z4AX

WMREZAE Amazon EC2 SSH BAX , MFEWRZ - MERAN. AXESER , $ZHILS# EC2
R fEr EC27R AV fiE AL B 8 2 BN

=S AR S B E

BANZRUVIB AT B IAY AR SS ECER -

« W55 VPC
o 8 NAT Fxfysatt 1P it BR8N BN MBI,
o HENTAXE NAT WX \NBNEME -+,

« Amazon EC2
- fF EC2-VPC 14 IPs NEANEIE+

IEHY AWS KPS AWS BRSSERABRIAE S ( ARIHNRE ) o BRIFEZHEHA , BN , SRR
XEEER, SAIBUEREMELES  BEHME—EREFALEEM. FREZER , FEHR A= mF
By AWS ARS5 B Ei o

BIZEANHIIE ( 7k )
ENBWAFTmERABENNEE , MERSBAPRFHNMNIiLL, BEEFEH Amazon Route 53 = H b

REFEMEE , RAEREARNZES AR AWS Certificate Manager. MR EE LA\ H1EE MiE
B, WA AR bR

1. IZRBRIEBATE Route 53 it &, B iZaWE —HFEIASB Fob4.
2. RELWEMITEXE, X2H Route53 BRI 8IEKN.,

a. FTF Route53 24l&,

#12 Amazon EC2 SSH Z4A%d 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console

RS TRIfSE A5
b. MEMESMEZFEREEXE,
c. IARNENFBECENTEEXE 6 AEEFREXH ID,

3. #TFF AWS Certificate Manager A RBU TS RBFFHIEP. BREVTITRBEHRERZHX

o

MERERIER DIHIER" , RERBENIERRE. ZFRMIZETFHLERES

ERERIES ID BT FHER,

Mg T, %$F “7E Route53 RAIEIER", LEBEFERKAZTE+SH.

ERMAR , NMEPBREE 2 EH ARN,

R L

822138 ( GovCloud {XBR )

MREE AWS GovCloud ( EEAEE ) X#HTHE , HEFEANRWRSEIRIEZTNEE L ,
NFEETRXLENE SR,

1. HERIEBEAHFEEFHNEIL DX AWS K- HEEIEH AWS CloudFormation k.

2. M “iE$ CloudFormation " # , & F|Hid FCertificateARNFIPrivateKeySecretARN,

3. 71£ GovCloud 7 Xtk |, fEACertificateARNBIHEME -1 40, I THMWZ4A ARN |, 3+
EZEZHAPRRMAMIZ |, X#H¥vdc-gatewayM AT LAIFRIZRAET -

a. res: ModuleName = virtual-desktop-controller
b. res: EnvironmentName = [JE & #5] ( iX AIBE= res-demo. )

4. 1 GovCloud #' Xtk | fEfAPrivateKeySecretArnfii B {ESIE— %4, I THHNEA
ARN , HEZZHAFRRNHE ML |, X#vdc-gatewayR AT LA RIZEAET

a. res: ModuleName = virtual-desktop-controller

b. res: EnvironmentName = ¥E & 5] ( iIX A[8E2 res-demo, )

RN R IR
Research and Engineering Studio £ &8 &8 AWS Filit 2B T E IR,
- M (VPC, XEFMMMLEFH )

EXE | BFETHTEE RES M8, Active Directory (AD) MEAZE4EZEE M EC2 K4,
- i (L% EFS)
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https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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FRETERLEEEMEN (VDI) FrENXHMHBE,
- HFXBIRS (AWS Directory Service for Microsoft Active Directory)

B ZRF3 RES MEHN AP #HITEHRRILE,
« ‘@& Active Directory lRFZtk P AR B MZBWF B HEBEXN (AFR. F1B)

Research and Engineering Studio £ FIAWS Secrets Managerif RI{RIB N2 | SIERS Mk 2
B,

® Tip
MRBEEHBETRIE | BREXENBERATR , WAER AWS SHeEiTtEE G RE
BRABER. EEENKFPHBRRCUIEANADER , FSRAUATH D
ZE7 AWS GovCloud ( ZEES ) KEE#HITERIE , EFEETHPHLIEEE ( GovCloud
XPR ) BEDSER,

FIENREHEE LDAPS ( Alit )

MREUT R ERIRE R ER LDAPS BE , MATTER AT SRR OIZIUEH HF L E AWS
Managed Microsoft AD (AD) =12 #l8% , LRt AD 1 RES ZRIWIBE(E.

1. BB RNEEAERS R LDAPS AREN SR TRIE, AWS Managed Microsoft ADIIR &

E£ /5 M LDAPS |, NI AT LABEE L F ¥R,
2. WIAETE AD LEE LDAPS f5 , S AD iEH :

a. BIEEKED B ZRSFR
b. LAEER PowerShell §3T7F,
c. i&fTcertmgr.msciTFFERFIRK,
d. BHETHAZEENRIERMANY , RAFITFLES , TFIEBIX,.
e. BEEFIRE (HAERED )5 AD REREBNIES , ARERE MEES , AREE S
s
f. %42 Base-64 A X500 (.C ER) , RIEEE “F—%",
g &EE-INEFR, REEE‘T-%%
3. EUTHEBIZERZE AWS Secrets Manager :

EZHNIREREE LDAPS ( W% )
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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£ Secrets Manager H % Secret B , 7£ secret type ( KA ) T ik Other type of
secrets ( KB 4R ) ¥ PEM &mBBHEIERETE R Plaintext ( BAX ) FE&H,

4. BT BIZ2M ARN HIFEH/ERNDomainTLSCertificateSecretARNS A, £ 15 : Bhif~

—_
m

FECEFAE VPC ( Al )

BB VPC HEBE Research and Engineering Studio T8 %Z 4% , WHERHLANEHAIAEE
Ko BR , FRER RES BEKB T EBEMIFRRZELKBAR, EEME VPC HRE RES , BFEE
FRUT RREMH

EH

% Amazon HLEER1& (AMIs)

- ®E VPC AWT R

- 188 VPC AT BN FIEZIRS

- REFE VPC ZEBSH

% Amazon HEFEE (AMIs)

1. THEHXR, EEREWN VPC F228  RES EMEHEELSE AR EEMIBRINENERT
R xR,

2. SIEEH Amazon S3 RiEHRINBEMAAEESHH IAM &€ , F7 Amazon EC2,

a. fEMA https://console.aws.amazon.com/iam/ TF IAM 2 H| &,
b. M‘AE" hi%&EF BEAE,
c. HEERAESXRAHNHE :

o T AESEMRE T, 1EE AWS RS

o XNF RS S A TR CRABI  EFREC2HER ‘T -5,
d. & “NINR" L, EFEUATNRKRE , REERE “T—F":

« 5% 3 ReadOnlyAccess

* Amazon SSMManaged InstanceCore

» EC2InstanceProfileForimageBuilder
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/

MESIRIER ArfEm
e. RMNABEMNER , REEFUEAE,
3. BIR EC2HBERRAH .

a. ¥TFF EC2 Image Builder #F|& , Wik https://console.aws.amazon.com/imagebuilder,
b. &EEBREFNHRR T, &F “AH" 6 REER “QIEAH,
c. HEREAHTEL ,, WMAUTEFEHAEE :

o XNT AHREY ) RER RE
- ETRARFE  BTEE

S8 AF%B

BBIRERSE (0OS) Linux

RAEANBRERSRAE 53 Linux 2 RHELS |, 2 RHEL9

HYEBF WMA—NEZF, #lW : <research-
and-engineering-studio-inf
rastructure>

4H AR AR HATEWM 1.0.0 FF 5.

iR AIENAF%B,

d. & “GZEAH mEL , & EXXHEAR,

. HEWAENMHEABRZE , EE— tar.gz XHRX4 URI, ¥ RES £EH tar.gz X4
HEZIT D S3 7648 , RARNEFHBEEREHIZXHH URI,

i. WMALTEER :

(® Note

AddEnvironmentVariables@AliEH , IR BTFFEEZEMBENENPEH
BESGMEETE |, WA BSOS EMIER,
MRBIEFIEBhttp_proxyFMhttps_proxyHEZE , MFEEFHIX
no_proxySEREIESRFIERAREREA AR EN, EHITEHIE IP it MK
¥ VPC KimT RHVARS .
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https://console.aws.amazon.com/imagebuilder
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may

not use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#

# or in the 'license' file accompanying this file. This file is

distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the

specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES

software dependencies for infrastructure hosts.
schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

ELEFAE VPC ( Al )
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e.

- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res_dependencies’
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
13
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

>

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

EFROIEA N

1},
1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

com, cloudformation.
com,sts.
com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

ELEFAE VPC ( Al )
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4. BI%E Image Builder BB 5,

a. HEERELREL, WAUTRE:

Section

RIS

EitiE A~

KA E

THEBEH

EEE A

0S

BB SRIR
BR & & 5

H 3h AR A< 22 il 2 T

THEBEFEE

APF%E
MAEZHEN , FlH res-

recipe-linux-x 86,

A=A, BEM
1.0.0 FF %8,

AN DN RE R
EERERR.

T 5#h Linux SRLLME
Linux (RHEL)

REAN (TS HER )

I 5% Linux 2 x86., 4£Li§
7l Linux 8 x86 SRLLME 1
Al Linux 9 x86

15 A B T RO A R R E R 5¢
ZiN

MrEABRRFERINRE
o, FERRETR EEE
MITRBER SSM KE,

[root/bootstrap/res_#k #i><
A

ELEFAE VPC ( Al )
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Section S8 AF%H
4A R 2R HEAH BRHERUTHEA :

M= 4R 4

b. EFBIEES.

5. 62 Image Builder EMiZEWEE,
a. EEREFNAR T, EREMENEE,
b. EFRUEEMIRERE.

c. HUEZEMEMEENEL , WANUTAE

Section S8

— R E =20

iR

IAM & &

AWS E it iz KIS E

o DEFERE : -2-linux
aws-cli-version

- IE#HEE . amazon-cl
oudwatch-agent-linux

- JHIEFRE - ZHIBIEN
Amazon EC2 ¥, EF
& AWS X1 Hria A RN
AWS K= B 5 R = 51
54,

BRAIEE

- IE#HEE : simple-bo
ot-test-linux

APF%E
MWAEZAEN , Bl res-

infra-linux-x 86,
AN AR IR

EEZAIEN 1AM £
==

%% t3.medium.

ELEFAE VPC ( Al )
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d.

Section S8 AF%H
VPC, TRMZEH ER— N AT EBRIG R
158 Amazon S3 FE /Y

EW, MREBEFEECNERZS
4, MR BAGE A BAT S A
Amazon EC2 ##| & BlE —
N2 4d -

- VPC : BT EMIR
MEEER[E— VPC, It
VPC 2475 ] LA 7] B Bk
R

o AYEALI
« XK : SSH
» Source : Custom
- CIDR X#t : 0.0.0.0/0

R REMIREERE,

6. BIEFHH EC2 Image Builder Ei& :

a.

b.

g.

#RIRGBEE  REERRBEEE.
AEEEEFAGEENHEL , WANUNTRABHERET-F

- EERMM AR

o WTFERITX , FREUK , RFORLEFIHE AMI BERE | BEEFI
FUEBRIE TEL 2R ERIARE , RERWAZHEZNE LA, 2R T -5,
£ EMEGLE RELE  ERERNTERRE , REEE T

EEMNEMENREENEL  REEANEEMEERE , ASWALCENEMENTRE
E’g%%o ii?%-lt_io

EENDERBE THL , BZEUTARIHTIER

- MHEMBAAEEIEN RES RN TE—XE , X1 RES FEENP EHS 3 Eitig ik
ENKH, FRARSEIAE , HNEMFEA Image Builder [REH X136 2% H EC2R %,

- MREBEZANXEFIHE RES , JUERVNEFN I A REAENRERNES XS,

BEFEENERFEFOEEE,
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7.

1217 EC2 Image Builder Ei& :

a. ERBEEYT , HIHEEECENEE

b. %R BE REGRER ETE
ZEEAAREEARY 45 H4E —
8.
“B1 5 BIER
RE VPC KRigT =

EIE RES HRFELRE , AWS RS FEVRIENAEFN., BXTRE

B,

NPNETF EEBIE AMI BRI
B TERK AMI B9 AMI ID |, FH IS E A4S InfrastructureHost AMI S 3B %i A the section called

FARBHRNR , FAFEXNENMRTREEXEDSR,
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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MoBmEFNERA,

1. E3F AWS Management Console 33T Amazon EFS #%|& , Mk https:/
console.aws.amazon.com/efs/,

2. MIBREZREXMIFTE X REK<RES-stack-name>-shared-storage-security-group. |
E, BANHXENHEREEFTIES S —NRESAREFHIE.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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https://console.aws.amazon.com/efs/
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3. &3 AWS Management Console H##TFF Amazon EC2 #£#l& , Mt A https:/
console.aws.amazon.com/ec2/,

4. MBR <RES-stack-name>-shared-storage-security-group.

I ER Amazon S3 FiE 4

WMREREMER AWS CloudFormation ## AR ILBIEEAE X |, Wiz RECE RN RE ™ m o2
Amazon S3 FfH ( A TEMEXEHTHE ) . HETmE , MREFFERZHRE , WTUFI)
BRI S3 FEME, BIRLLT SEMIBR Amazon S3 7M.

1. E3x AWS Management Console ##TFF Amazon S3 #2#|& , Bt https:/
console.aws.amazon.com/s3/.

ESMBERPERTFHER.

¥, % S stack-name 3 ZfE @,

EFES Amazon S3 FEE , RFIERBERE., BUIEZEZB N EHRR.
%EF S3 FiERE , AEERRIER,

o ~ w0 b

EFEAMBR S3 7 AWS CLI , BETHUTHS :

$ aws s3 rb s3://<bucket-name> --force

(® Note
Z--forcem T RBEFHEBTIHRNE,

MIB& Amazon S3 & 47
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BLEfEr

FEEEENRARZARHTHEEES , HHANMAE AWS Fm tE-PEFHNEMAREIETHE
£

FR

- SHEE

- BB FIEE

o BIE ACM iE$

« Amazon CloudWatch H#&
s REAENXN R

» Fi& RES-ready AMIs

BEOERE

MREIRIEZTUFERATARTS SAML 2.0 FREN FHRRMEE. EH Amazon Cognito £
AYAFBER, ATAFPEA Co VDIs gnito AR &BEFITFMIEA Linux , B2, REILS#
Cognito AP MR EERAN S RIREEE RES HitXIEA IAM F4 0, HSREA IAM HHH0RE
B REF (SSO), MREEBCHWAE SAML 20 fEN S HRMEE , BRI N EK[LEF (SSO) BLE
B FHREE,

£

« B S# Cognito A

- EHBRES

- £ IAM B 0B S S EZF (SSO)
- NEREZF (SSO) BELN S IRHR
- FAPREED

RIET S# Cognito AP

MRS IR IER (RES) AFEN Amazon Cognito R E A AHAF B K. XA YFRAF A Amazon
Cognito A BHEFZITFMNIEMET Linux VDIs BT/, BER AT LAER AWS #24E| A5 csv X
HRZMAPS AR, BXHERAFSANEZHEE |, 555 Amazon Cognito FFREEREHRHIM
CSVXHRAFPS AR M, RES X#FEIMNFEAET Amazon Cognito A ith i = B %M SSO,

SHEE 48


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
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BRI E

ERN RES B R , B RES BREEE N A Amazon Cognito ENAFER , BESNEENE L
Yl fE A Amazon Cognito ER AP B RZH , ZRHE UM “‘HREEE" THIFR. BEATAFBTE
it , BER—TELYRAF 8BEMRE.

B F up/sign XA

MEBATRFAEBEM , WATUAE AP RSN Web RARFEHN URL, EHE , AFR2KI—1P ik
I, tEES “CF2AF ?” EXEEM.

EMRAE

EFEERTRRAF AR ? EIALEAF R E R A A8 B F iR 4R M 255 BL eI K,

FEREMREN - , REFERAF A BT B0 U R R IR LLSE BOE T 2o

MREFATBIM , WAPNETR EMER, B8R MIIE RES 259 Amazon Cognito FELE
AP, (125 Amazon Cognito F X BIEEHPHNUEER SHOIERFK,, )

B3 TR

R B A SSO M Amazon Cognito , M & HIM—MEALL SSO BRMET, XA/ R HIZIEDT
B, e EFREREE SSO B2FAH. RINERT , 1R Z A Amazon Cognito , N A FEE
F Amazon Cognito 31T & 4K,

£9R

- &1 Amazon Cognito HRABZMFEZANEEANFER ; REZNEFH,
« Amazon Cognito MR R FERAMANAF A MEE1EIEE TR B FHR 4,

- MREATE A Active Directory 1 Amazon Cognito , #FERZERNEAFBEE , R ARFESE
FAF#TEHARIL, BEANFEUEHREE%E Amazon Cognito REFEFEZRABREEENAF
Fo

I 337 Cognito &% iE 49


https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html
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« BT RES FX#FETF Amazon Cognito #9 Windows SE413# TE F I & # Cognito # & 4 11E |
VDIs Bt A /¥ Cognito AP BEa1E T Windows HI & KL,

EE7

RES B/ #HSFEBIEES Amazon Cognito FHAFMFAEEREL. HAET “EEA” HNWA
FPEIRBHEPPWsudoX PR, VDIs

B LA Lambda #2418 FaBaIES.
FHEFIRSIRE :

1. 3TH Lambda 2%l &,

2. 3K Cognito % Lambda, It Lambda BEUATHBRLE..
{RES_ENVIRONMENT_NAME}_cognito-sync-lambda

3. &E MR,
4. ENHABHHDF , ZEREALANNRZRE, SHAEXBRATKEE,

Cognito BN R £ EEEM

£ 2024.12 WeA 2 81 , BRINB A T 4EN Amazon Cognito Plus it %I ZhAE— 2B 89 A FiE 312 . BrAl]
HEMEHAEDBHMER  UMENRELH RES WEFTERS. BUMAREEEENSALTEE , U
SERELANTRERBRE -

SEDBXES
ZITIELE

EREIREP , IBEEE3 B 5 (AD) XK CFN S 3 # 2 1L/,

PRERE , EBERUUESHEENE M RESWeb [MFHEFS4E AD Bt &

EER W LUBE A A /RS M HARER RTURIEER SRS N, HIESRSTER
LDAP ik 2515 %, TIRBRRAIMT
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https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html
https://ldap.com/ldap-filters/
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(sAMAccountname=<user>)

XN FEITRHR R EMZ ARN (5l

|, ServiceAccountCredentialsSecretArnZDomainTLSCertificateSecretArn) , &%
HEFRAP MM THIRZ | LME RES RIS EIFEAERNINR

« # : res:EnvironmentName , {8 : <your RES environment name>

- # : res:ModuleName , {& : directoryservice

1P P SE R VAR AD BCBEHEBFE T —RFE/ &ERE ( 8/0at ) MEB3)3RE. AFEERAD
BERARFEEMEE SSO (Hlan , MRMAMTIHREIEMM AD ) .

WAIFHETEZ ( R 2024.12 RESHRA )

Active Directory AIZ SR ENEHEEREMREENEBIEFHN — AL DM RERS
(ECS) % . IR XIB/PNIZEIT—IR , B E<res-environment-name>-ad-sync-
cluster&# TH Amazon ECS #Z#IAH KB EFEIZITH ECS £,

EFHEPTE , HHITUTRE

1. SMEl Lambda 25| & H1EEREZ N lambda, <res-environment>-scheduled-ad-sync
2. #FF Lambda BRZH 2
3. TEEH#H JSON FHIALTHEA :

{
"detail-type": "Scheduled Event"

}
4. EENR,

5. 7 - BE4A CloudWatch-~ FEFIEEZETH AD Sync £ B E<environment -name>/ad-
sync. BFEIENEEETH ECS FESHEE, EERFN , EFRAE,

(® Note

- WMREER AD S HM AD BiE2R , RES HBREFEMBENSBFMMIAS , HMBR <80
ERFEFBERHE LDAP ERZHFHNAF,

B B EREL 51


https://console.aws.amazon.com/lambda
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- RES TE#BR user/group EEXZ P EATEN . Eik RES NAFMNRERBER |, DIFH
MIB BB,

SSO Eti&

READERER , AFPSMIREERES (SSO), T8 AD AFSHEF RES 177, SSO BEEM
“BARE THBEHNSHEERNE, AXIRE SSONESEE , BZHASHEE.

£ IAM BHFRMgE SR S &R (SSO)

MR A KR & 10 OEZEFFEE Active Directory , EMFRIE 1 . IREE B H L. NMRECEKF
FHHOEREER Active Directory EEE—E , EMIFHR LTI 2 : Connect IEEEIF B H Do

® Note

MREEIE R AWS GovCloud ( EEAH ) X5 , E7EEBE Research and Engineering
Studio #J AWS GovCloud (US) % Xk Fi% & SSO,

TR REFMGHO
/8 A 1AM Identity Center

&% AWS Identity and Access Management 214 .
I BB,

HEEE R

1% “B A" AWS Organizations,

ERYREE

o ~ 0 bh =

® Note
BREFENXBEREE B FAERN XEMEE,

& IAM FH R OEZRIREESE R
/5 A 1AM Identity Center /5 , BERKA THENREDR

A IAM B3 0EE SSO 52


https://console.aws.amazon.com/iam
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1. ESMBERET |, % Settings (1IRE )

2. EHBHXRFE T, &R BE  REER ERXFHREFE
3. E'UEER" T, &EEMNEBEZR,

4. EET—%,

5. EREENESDHEBIAEACCEPTHH A,

6. EEEHRHMDIF.

RRAFMBARDS T S50

PN ERTRE , FHIA-NFZENHEIARE. F IAM 5P 0EERIEEEDER

1. EBUAEES  &F B35S NRE

2. EEERMEMRHT , &ET-F,

3. ®AFHIT  WARRSHAF,

4. EFARD.

5. BET—F,

6. ERENENR, AGERRFEE.

7. AHFIRARFR/ LS. URERIEXAFREALSHNESHE , BEARRERS.
BRAF

1. MRBERGEE AP
2. ERENHBRBENEBRNAS
3. ERBRARAFHRNR,

S, 2 : Connect FEEEI 54 0
£ IAM B MEENRARERF

1. 3TFF IAM Identity Center & &

2. ERRARR.

3. EEBRARMBARR.

4, ERE RERET , EF REEZRENNARR .

f£R IAM & 3 F/0IRE SSO 53


https://console.aws.amazon.com/singlesignon/

MRASIEIAEE RAriEmE

5. ENAEFRET , &#F SAML 2.0,

6. EET—F

7. RWALEREANEREHRMER,

8. T IAM HOFOLTHEET , E4 1AM F4BH 0 SAML THEXHH6EE, E£ERA RESNFERE

IAM B3O | BFEEXA,
9. E‘NAEFEM T, ALHNNARFER URL, i1 <your-portal-domain>/sso,
10. £ “RIFAFEF ACSURL” T , i AR E RES 'NFWEEM URL, EHREX/ :

a. E‘BREEER T, &E “ENRE
b. &EF ‘SMRAMR &I+,
c. EBRBER T, BFKE SAML EE @M,
11. £ “NARRF SAML X" T , # A Amazon Cognito URN,
ENEERE , ERITUTERE

a. HERESTIFH , T “BARE"
b. # “‘BORMHE ETFT , HEA/MID,
c. A/ ID ARMEINTFHRFE

urn:amazon:cognito:sp:<user_pool_id>

12. #Hi A Amazon Cognito URN f§ , &2 R,

AN AREFEERE R

—

ESHHOH , THEZENNARFNIFAER,

ERRE , ARERREBEEMRS,

EEXEET , @A ${user:email}.

£ T, &R B FER L,

LN INET R MERR ST,

ENARFHNAFEBMT , WA BFi4,

7 IAM Identity Center FIRFEIWWFRBEIAFBEHET , HiA${user:email},
ERRT , WA REE

ERREER,

© © N o o h~ w0 b

A IAM B3 0EE SSO 54
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T IAM 5 43 Fh /0 e B A2 7 A 0 A

1. 7 Identity Center 7 , RIRGIZNNARFHFA2ENAS , RBREESEA
2. ERESENRERFHRNRHAS.
3. & IEAS.

¥ RES HMREHIRE IAM &3 0

1. B “IREIRIAEE IHEFR , £ HREE T, {77 “BEANKRE
2. 37 ‘BRI

3. HE'BERER T, i "RFE (HEMRE 3L ),

4. EREFEBEUTEER:

a. 1%&# SAML,
b. & “REEZBN T 6 MARFKEFHNER.
c. IEEWATEIEX KK URL,
d. WALEHEESK URL £ IAM SR 0EBNARRF.
e. HE“RHUBBFHAEYL" T, WA BFEH",
f. EERREXR.
5. RIFNEARERSREERNEREA.

NE KB R (SSO) B ELH F DR

Research and Engineering Studio S4E/f] SAML 2.0 SR HEER , LURIEAF X RES [/ X &
SRIBME T SEEEREN SAML 2.0 SHREEERNIES. WRETEER IAM B4HL0 , ESHE
A IAM BH P 0giE S 2 &% (SS0).

(® Note

£ IDP SAML S M Active Directory 7 , A P B FHR bt AR ITE ., BEEFEN S5
RS Active Directory E#Z#Ek , HEBRF AR,

£}
- REZN S HRHES

N SSO B E&H & RME™ 55



HRETRIEE FIF 15T
- ¥ RES BENEREHN S D RHE

« EFREFHREPEEEN S DR
« @id SAML IdP [

BB B iR

AITIRM T A RES Amazon Cognito AAF R HE R E S B IRHEN SR,

1. RES RiZ&EHE - AD (AWS £E AD BEE AD ) , HAFSMAFHR RES TFAMIE,
&N AD EZIENFORFRERUBHABTAFL M. FEFENSMRMUBNY , THNMA
RSN AD MBS AP 54, fla , B3 REAWS IAM Identity Center A I8 HIEH Active
Directory ¥fE8 5 3R

2. IR B HIRER (IdP) 3 RES EE SAML 2.0 NARF. WEEFELUTSH

» SAML EE[M it — &1 IdP AR E RS IR AR A IE SAML 2.0 W RIHY P4k,

(® Note
BIE IdP B9FRE , SAML EE [ Wit FTse B REAY B 5
« NMAERF URL
- WIS HBEERS (ACS) Wik
+ ACS POST 4fE Mt

FRER M 1k

1. UEBAREHRHEER BHERX RES,

2. SME ‘HEEE - “EANRE - ‘BHIREEE
3. %&#E SAML EE @M,

* SAML & URI — RSRMREHE SAML ZARKAERHE— ID,

(® Note

BAE IdP BIAR[E , SAML Z & URI BB R AIsEBATAE :
% SSO REZH BB RER 56



https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
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» ClientID
- MARER SAML ZA
« SP 3£{K ID

BUTHRAREA A
urn:amazon:cognito:sp:user-pool-id

ETREMN SAML Z4 URI

1. UEBEANEHEERBFMHER RES,
2. SME HMEEER > “EARE" > ‘FHRME
3. EEAFMID,
3. K% E| RES By SAML M E AU LT AR fields/claims RE X A - #9 8 FiB it
« SAML =B #H ID
» SAML EBFHpH4

4. BRIFEEE , B8 IdP 2710 fields/claims | SAML BiE . RES FEEXLFEH, RIAMBERT , K%
BRHEFLAFEERLEFR, NRLANERTEE , BZRUATFEREANE,

« AudienceRestriction — % &} urn:amazon:cognito:sp:user-pool-id, user-pool-
1dE N EH Amazon Cognito B 5ty 1D,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« MR- EInResponseTohttps://user-pool-domain/saml2/idpresponse, user-
pool-domain&ik R IZH Amazon Cognito F FitEIE & .

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"

xmlns:saml2p="urn:oasis:names:tc:SAML:2.0Q:protocol"
A SSO BB M B IRIER 57
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xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

oL

» SubjectConfirmationData— i& BRecipient RIEM A Fittsaml2/idpresponse&im i &
MInResponseTolR#H SAML iE3K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement— IR T AR HITHE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5 WREH SAML MARFEEHE URL FB , BHHIREN: . <domain-url>/saml2/logout

IR B A M 41k

1. UEEANEHREERFMHERRES,
2. SME HREE - “BEARE > ‘FHRME
3. EFEEE M,

6. MRIEH 1dP EZ LRI P LIS Amazon Cognito FIEE , BT I Z# Cognito EZUEH H
TH FEDEE 1dP F,

RINZE R

1. 7E “Al7)” H3TFF Amazon Cognito #2#l& AWS Management Console

2. EBENAFM. BHNAPMNZRres-<environment name>-user-poole

N SSO B E&H & RME™ 58



https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html

MRASIEIAEE RAriEmE

3.
4.

HF BRER R,
EBRESORHBEREY K AREFLRILH,

5] LAGE G AE B 1ZE Wi 5 £iRE Active Directory IDP relying party trust. ZRinAl
BH SAML X,

(® Note
XFEA T Keycloak # IDCo

MARFRETRE , T# SAML 2.0 MAREF THIE XML 5 URL, fRFET—THER

To

R RES BLE N EREN F M iRHEE

SR RES HNE QBEFRIRE

1. LEBASEHEER B ESR RES,
2. SME HREEE - “ENIRE - ‘FHIEMHSE,

3. HE'BERER T, RS ETHZUNREEMUTT “EREREE WH,

d.

X F B3R H7 , i§iEF SAML,
EREBENT , WALN S D REENE—R

® Note
AATFERAUTER :
» Cognito

* IdentityCenter

£ TUBIEXERRT T |, R NAIET & THEE XML X RR A S HRERREN
URL,

#RUEEFHRAREN P, MAXKEemail,

7 SSO ELEZM F 13 RIERS 59



MESIEIEE AFiEm
e. EEBIEI,
4., BEFMHEFEREIEH. NREBILHE K WEHESXF,

FIREF MG R BB B RS

MREERREMNINE TR IR T IEET RES FEFH I IAM Identity Center BLiE N S 3247 , WA
REEEREHMS M IRAE |, flM0 Okta, RES SSO BRAXREERRH=AERESH .

1. REBRBR-EEBR
2. IR AEE URL-AT BB KX
3. RAUE R FHERFE - AT LS R

EEQUABENHENREHERFHAEEY  FRITUTERE

# %) Amazon Cognito ###l1&

MESIEFRER AP,

ERENAFBUEER R EIR,

ERFRERETFH , AERESORMEMER , ARTHELREN 5 R4S

BE , CAEEEARBBEAREEERFTE, EENEUERS  FEREFEE. EERTHEX
B, FIERER TR

o kb w0 bd =

6. WMREREBTEMBE , NEEK DynamoDB R E H<environment name>.cluster-
settings¥o

a. 3T7F DynamoDB #£#l& , RAEMNSMEPEE ‘K",

B HiEE<environment name>.cluster-settings&#& , REM “BIE X2 P EE
“NEmB”,

c. TEHESETHRME T , BE ‘Hit” HWAUTSE
- BHERM —key

- #ME —identity-provider.cognito.sso_idp_provider_email_attribute
d. lij:*l_‘f-.ro
7. EEREMNEM T, &EiZxidentity-

provider.cognito.sso_idp_provider_email_attributeZfFEHER “RE" , BHF
7R LA EL & 7E Amazon Cognito H TRV 58 ol o
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id SAML IdP [a] &

SAML-tracer — ¥RAJ LL#E Chrome X R EFHFEAX N BREFRKERIER SAML ERHKE SAML IS
B, METHEZEELR , 155 Chrome W ERAEFH SAML-Tracer,

SAML FF & A B TE — Onelogin 124t A T ##%5 SAML &RIBENMKLZE SAML #fiE P XIEFERHNT
B, BXEZEER , H2¥ Onelogin M _E# Base 64 Decode + Inflate,

Amazon CloudWatch H& — & A[LAE “A&” H&EF RES CloudWatch HEHRREFHIRRESL. &
WAENTFEHERX NN AE A Rres-environment-name/cluster-manager,

Amazon Cognito ¥4 — B> SAML & Amazon Cognito ERXHNEZEL , 21 (L D# Cognito
FA&EERE) TN SAML BB RMEERME AP i,

NAPIRERD

1. FEAWS Directory Service #ZH &8 H , N OIEHHERIEFE X,
2. EBREXET &R EERFBE,

3. EERPHBEARED,

4. EF BEEEBW,

2l FiEA

MREEANREELEE  WERRE FESB UAZEFH Web M VDI #45

(® Note

MREEILES AWS GovCloud ( XEEH ) X , FEREFH LR EE XA E L 5 XK
FHigiE Web M ARFHM VDI FiE,

#TF Route 53 #ZH &
REELIENEE , AREFRIEIER,
WA “web” ENIEFE M.

%4 CNAME fER B REH,

A

NAFREZRD 61
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https://www.samltool.com/decode.php
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
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5. &EE =, WALEDNRE T4 PRSI eEE,
6. EHEGRICH.
7. EJH VDC BIEIER , HKRZE NLB i,

a. 3TFF AWS CloudFormation BB 4|4,

b. & <environment-name>-vdc,

c. EFBEREFEHFITF<environmentname>-vdc-external-nlb,
d. M NLB #E %l DNS E#F.

8. #TF Route 53 ##Hl A

9. RIEEMEEHEREILFE,

10. £ “iBFREBH FTHAvdc,

1. BIEFRKET , % CNAME,

12. XF NLB , &% A DNS.

13. EFVEIER,

2E ACM iE$

FIABR T , RES A amazonaws.com F1ANEEEENARFARSEST. EFAECH
i, BREEREREIRMNIER B AWS Certificate Manager (ACM) #9223 SSL/TLS iE#, MREME
A ACM , BFKRE—N AWS BIREYN , BEENHENSHES , NBEFHN Web RFENZ
[Bl#Y SSL/TLS &i&.,

® Tip
MREBERBABRFERE , NBEEDBENIRIFHEZPortalDomainNamedt 1E A &
NSRRI 0 E A ZBE R

ENEENFHBIUEDR , BT TERE
1. TEEFHEF , FTFAWS Certificate ManagerSAER A HIEH, MMREEE AWS GovCloud ( £E
IR ) HITERE |, BEEM GovCloud 2 XK - FBIZEIE$,
2. BEEBEAHIUER, REEE “T-F
. EYE9E” T, A*.PortalDomainNameMiERiEFPortalDomainNames
4, ERIERE T , 1%#HF DNS Bil,

BIZ ACM i+ 62


https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/acm/home#/certificates/request

HRSIRIMEE FIF 15T
5. &EFER.
6. HIEBFIRAF , TFFEERVIER, SMEBRVRSEFRN “FRIE

® Note
MREBEFREHER |, BERIFIIR,

7. EBERITUTREZ—
«  EHEE

MENMERNVIEPNIERFAEEF , BEE Route 53 REIRIEHK, IEPWRENERH

«  GovCloud Zp& :

WMREERE AWS GovCloud ( EFEED ) &8 , FEH CNAME ZHME, ErEil o XK
B, FRAXEEEAHREEXSPCERICR, EHRRESNESRN BELER

8. EFIEHANFIED ARN ERSE. ACMCertificateARNforWebApp
Amazon CloudWatch B7&
MRE IR IMEEZHELE CloudWatch TEFHLBENATHEL, BXRIARENAR , BSA TR :

CloudWatch BE4 =&

/aws/lambda/ <installation-stack- KRS HA
name>-cluster-endpoints

/aws/lambda/ <installation-stack- KAIHA
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KT HA

name>-cluster-settings

/aws/lambda/ <installation-stack- KT HA
name>-oauth-credentials

Amazon CloudWatch BH& 63



MEEIRIERE AriEE

CloudWatch BE4 R

/aws/lambda/ <installation-stack- KRS HA
name>-self-signed-certificate

/aws/lambda/ <installation-stack- KA HA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KA HA
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- KT HA

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3MAH
cluster-manager

/<installation-stack-name> /vdc/ 31A
controller
/<installation-stack-name> /vdc/ 31MNAH

dcv-broker

/<installation-stack-name> /vdc/ 3MAH

dcv-connection-gateway

MREGEEHNAEANEIANMREE |, ALl R|CloudWatch 12 &] & HIRBE R HET R CloudWatch H
SRR E R B B TR E,

RE HEMNRL R

M 2024.04 FHi8 , EAIBUEEREIT M N B E ARG 7k RES SIEZN AR, Bid%E Boundary £
WP RENRILFN ARN |, AT LU B E U RIL R E NN RES AWS CloudFormation 3 —Z %

IAMPermissionIl RFF Itk SHEZE | M A EXE{T RES ABIRENRILR ., LT 2 RES BSRIEEFE
MIRESIR, BREITRIEANEANRILREAR AL FIRITUTERE !
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"Effect":
"Resource":

"Allow",

"y n

’

"Sid": "ResRequiredActions",
"Action": [
"access-analyzer:*",

"account:
"account:
"acm:*",

"airflow:
"amplify:

GetAccountInformation",
ListRegions",

’

"amplifybackend:*",
"amplifyuibuilder:*",

"aoss:*",

"apigateway:*",

"appflow:

%N
4

"application-autoscaling:*",

"appmesh:

%N
4

"apprunner:*",

naps:*n’

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",

"bedrock:
"budgets:
nce:*n'

* 1
’

%N
4

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",

RE B EXRRE S
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"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",

"forecast:*",

"fex:i*",

"geo:*",

"glacier:*",

"glue:*",

"grafana:*",

RE B EXRRE S
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"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
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"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

Bl & RES-ready AMIs

& B Res-ready Amazon R4 HR#& (AMIs)

AUEBEE RS SR LML REMUKERSH (VDIs)

B RES K#i1, AMIsfE RES-ready ] LA AMIs 48 %E fiE FA F L K5 AR B9 VDI SR B Bh et |, fF

fil & RES-ready AMls
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F3 EC2 Image Builder , ] LAYIE B © W B R T EDEM AMIs FFTH B H#%. BX Image
Builder WEZ{E L , 25 Image Builder i F 15/,

IRz Bl |, BIERE BT AR RES,

£

« E& IAM ABLLER RES IRE

+ B2 EC2 Image Builder A #

o HEZIFYREY EC2 Image Builder Bt 5
+ BLi& EC2 Image Builder EitiZE1

+ Bti& Image Builder BB EE

+ =17 Image Builder B&E &

« £ RES AR5E A #T B B AF R

HEZ 1AM A& LA RES M8

EM | EC2 mage Builder i8] RES 38R , XM EREHBE N RES-H IAM A&
EC2InstanceProfileForlmageBuilder, B<El&E1E Image Builder R R IAM AGBHEER |, ESH
Imag e Builder Fi F$8R F BYAWS Identity and Access Management (IAM),

THABEE .

« A{Ex X8 Amazon EC2 R
I 5#SSMManagedinstanceCore Hl EC2InstanceProfileForimageBuilder Bl
« BEN RES %XB , 3 DynamoDB #1 Amazon S3 X E%F 2 RES HEH 1A EREEHR,

(WBERAILREF EENRENA WA URE S NRRENE, )

AfERRRME

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": {

"Service": "ec2.amazonaws.com"
3},
"Action": "sts:AssumeRole"
}
]
}
AT B4 BERBUR -
JSON
{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "RESDynamoDBAccess",

"Effect": "Allow",

"Action": "dynamodb:GetItem",

"Resource": "arn:aws:dynamodb:us-east-1:111122223333:table/{RES-

EnvironmentName} .cluster-settings",
"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"clustexr-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-cluster-us-
east-1-111122223333/idea/vdc/xes-xready-install-scrxipt-packages/*",
"arn:aws:s3:::research-engineering-studio-us-east-1/host_modules/

& IAM A& LR RES 3R 70



MEEIRIERE AriEE

#|Z EC2 Image Builder A4

8 (Image Builder A5 FHIRBAMEA Image Builder 2% & I 4A 4.

wAGHAHFRER -

1. XF KRB EEFWE,
2. FWFBGRERS (OS), HIEE Linux 5 Windows.

3. EAHBEW F, MA—NEEUNEN , flilresearch-and-engineering-studio-vdi-
<operating-system>,

4. WAAHNRES | WA RINER,

5. EEXNMXHEF , MAUTENX . MREEIEMER , BL YAML XX ZEHREBR , XR
ARERERH,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
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description: RES Environment AWS Account ID
- RESEnvName:

type: string

description: RES Environment Name
- RESEnvRegion:

type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
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- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

parameters:

- AWSAccountID:
type: string
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description: RES Environment AWS Account ID
- RESEnvName:

type: string

description: RES Environment Name
- RESEnvRegion:

type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- 'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot
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action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

6. GIREMALERE , RERFCIEAH

R FYREY EC2 Image Builder Bit 5

EC2 Image Builder BB 5 EX T AECIEZFFTEENESNEMBS , UAERNEEXBGNRIE-TI2E
BRWMBZE TN —AAAHE., EXTUBRERE S T ENEEREXEN RES FAKBIA B R
AMl, BEXRIENESZEE , BZHREERIE.

RES XL TRBGRERS

. WD Linux 2 (x86 1 ARM64)
- Ubuntu 22.04.3 (x86)

- RHEL 8 (x86) %1 9 (x86)

- Windows 2019, 2022 (x86)

Create a new recipe

1. 3TFF EC2 Image Builder ##|#& , Wit A https://console.aws.amazon.com/imagebuilders
T ERENTR T , &E BHEES

R ERGRE S

A ME— BRI S

%% RES XN EMK K.

£ RPIERE T, MRRMEE SSM RE | FRE., EAFBENTAHEEEENAFKE
PRIAE S

2

(@ Note
BXRUM%ZE SSM RENEE , F5H :

o 1 Linux EC2 32§l E Fzh %% SSM R,
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« # Windows BR55 88 EC2 L6 E FHHREMEH K SSM KE,

7. XNFETF Linux WELS , BT DHEEMaws-cli-version-2-1linux¥E2AH 7R MNE
Bl5H, RES REMAAEAIRMHR DynamoDB £EREEEEMN VDI RN E, AWS CLI
Windows T EEXA 4,

8. AMAEM Linux = Windows S E B2 # EC2 Image Builder A , RS A M4
ENSHE, LTSHENEB A : AWSAccountlD., RESEnv&#:.. RESEnvitXHl
RESEnvReleaseVersion,

/A Important
S F Linux SR8 |, TR FRINIX LG | HERlaws-cli-version-2-
linux¥2B4A 4,

9. (¥E)FMISHEEMNsimple-boot-test-<linux-or-windows>M iR E #LAKE
AMI REAILE D, XRREREMNEN ., BALUERHEMASEERONHAH.

10. MRFE , BEAMBATERD , ANEAEMRAFNAS , REEE QIBES.

Modify a recipe

MREEH | EC2 mage Builder Bt 5 , WAIABEI RN TAGRFERAT -

1. XNFETF Linux WEH , BN TS HEENaws-cli-version-2-1inux¥EA 4R INE
BAH, RES REMAME AR DynamoDB £&iRBE EER VDI iFRINE. AWS CLI
Windows T EEXA 4,

2. WINRE Linux 2% Windows #3582 #Y EC2 Image Builder A |, A5 5 AEAT 24
ENSHE, LTSHENEB A © AWSAccountlD, RESEnv&#., RESEnvithXHl
RESEnvReleaseVersion,

/A Important
XN F Linux 38 | HTURIRFERINX LA S | HERlaws-cli-version-2-
linux®¥B4A 4,

3. WRFTE K6 BEAMBAEHD , RINMEMEMAFENAYN  REEE QIBES.
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BLiE EC2 Image Builder EAtZE 1

& A LA A B AR e B B SR 38 %E Image Builder Sk MM K Image Builder BR&RYIL 53k EC2

ik, S5 RES BAMER , BRI IAR BN EMBNEE , thaUERERIA EMRWE
o

- ZOIRMNEMENEE  FSREEMENEE,
- EFEAUNAEMENEE , EENEMENEE.

EfE Image Builder EfjiZHE , TRMITUATIRE :

1. XFIAMAE , FRALZHEPRENACER IAM &L RES HE,

2. WTFRHIKE , FEFNEED 4 GB BEXFHMEER AMI BHHEE, SR Amazon EC2 4

3. WFVPC, FRMNZEH , EXTATEBRMIGRFBE THAMGE. LT AFHIE RES R
cluster-settings DynamoDB F&# Amazon S3 B EF M.

BLiE Image Builder R&E &

Image Builder REEELE 7T EmiRG, ATHENMNXNAYG, EMENEENS R RE. BN
EEEEBEEN RES-ready AMIs , BRI LIERCIBHEENFEANEEE. BEXEZELR , TS
Image Builder B iEEHHIEZMEH AMI BEEE,

Create a new Image Builder pipeline

1. 3TFF Image Builder ##|& , it 7 https://console.aws.amazon.com/imagebuilder,

2. ESMERKRT , EREGEE

3. ER“HERGEE

4. BEWMAM-WERR, TEHER, HRXRMNMERIEECNEBFAER.

5, RARRL + , &R “EANERIL , AREREDOIENE S ERFIRH EC2 Image
Builder gajj_o —qﬁiﬁfﬁﬂ'ﬂﬁﬁaﬁﬁiﬂﬁn % TEEIZZI_IEEﬁo

6. E‘EMNEGUIERE F, *Eﬁﬁﬁﬁﬂﬁ?#?ﬁl}\jiEEMIﬂEumﬁzo ERZEBERT , BMIATHE
FEMREE T, BXEZEE | 55N Image Builder EEE & EC2 B& TERE,

7. EENEMENEEDR  ERERNEFEMENEE K RARERETLENEMENTRELRE
EC2 Image Builder Eti 28], WIFEHEMERFAEERBTER,
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8. HE‘BUDRIEE ¥, EF “FARSHRINECUES RIRE, WHBRB/LNSEN RES HFE
AWS XiF R, ERARSERIANME , FEMFEA Image Builder B X I Z B &,

9. EFEERAGEFARMEEE,

Modify an existing Image Builder pipeline

1. BEERAIAEE , BERFAEEUER R IZE S ER T RE EC2 Image Builder L5,
2. EBRRFER.

=17 Image Builder B{&E &

ELREENAHESG  LABHEREE. WERETRFERE M, EFBRTERAEESH
AHHBE.

EETEGEE , THRITUTERE

1. MNBBREED , 2BREFIZNEBEE Image Builder B&EE,
2. MBE RGERE EITEE

£ RES R EMHT B R4 3R

1. REBHMthe section called “FRHF A% () AMIs i B SE M ER 4 3% o
2. XF AMIID , & ARE H HREGE AMI ID 1217 Image Builder B EE,
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FEBRAEMABRARZIRERTBAXUNAHR—-SES AWS FRAEMRETEITFEEEAB Etr

EERAEM
.
S

- ZHAEE
o BN AEZE
- SEEE

. RIEEE

ZHEE

MREIRIEEFEAUTRER T4 AWS Secrets Manager. ESIZREHIE | RES 2Bz

#H. EEREEERMANRAENSHE A

ZAB

<envnhame> -SSO-
client-secret

<envhame> -vdc-
client-secret

<envhame> -vdc-
client-id

<envname> -
vdc-gateway-
certificate-pr
ivate-key

<envname> -
vdc-gateway-
certificate-ce
rtificate

iR

MR8 1 &S OAuth2
B H#4A

vdc ClientSecret

vdc Clientld

HHWEERIEBHIA

BHBEERIEPR

E4 KA RES

v

EERAEMA
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FEABT iR 24K RES EERCHEA
<envhame> EHEEE ClientSec v

-cluster- ret
manager-c

lient-secret

<envname> £HEEE Clientld v
-cluster-

manager-c

lient-id

<envname> - HH BEBIEBFAA v

external-

private-key

<envname> - HHBEZEULH v
external-

certificate

<envname> - B EZR BT v
internal-

private-key

<envname> - B BXRIES v

internal-

certificate

<envname> ServiceAccount f 2 v
-director A ME—¥|5I7 (DN) B

yservice- .

ServiceAc

countUserDN

DynamoDB BJ<envname>-cluster-settingsxHF EE L TH#HE ARN {E :
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o
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica
te.certificate_secret_arn

vdc.dcv_connection_gateway.certifica
te.private_key_secret_arn

cluster.load_balancers.internal_alb.
certificates.private_key_secret_arn

directoryservice.root_username_secret_arn
vdc.client_secret

cluster.load_balancers.external_alb.
certificates.certificate_secret_arn

cluster.load_balancers.internal_alb.
certificates.certificate_secret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.
certificates.private_key_secret_arn

cluster-manager.client_secret

S S 92 )

(@ Note

PARLFEHRMNTREI/EZU B <EBE AWS Budgets . AWS GovCloud (US)

KR

HER

HER

HE

HE

HEtx

HE

HEtx
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BATE VOB AWS Cos t Explorer SIETE , ARBEERAE, NMEAELAKETL. MEFETHSI
#15 , FSEEBIMHNEN M R the section called “AWS A= FHF KRS,

5 T EBIRATHARE | GA LG RES M B 57 2o RATE A AWS Budgets, BEEEE
BRI B AR D B S M R AR S,

1. %&3F AWS Management Console ¥} AWS Ik # SR AEE 2% & , Wit Ahtips:/
console.aws.amazon.com/costmanagement/,

2. EBRRADBEIRE,
3. ERH*%FEres:ProjectMres:EnvironmentNametr&,
4. EEBCE.

@ Note
#BES , RES MERZAREE —RiFEF 2 HI,

£ RES BRIFCIEME , BHITUTERE

1. EXREFEH , EEWE,
EFROEME.

EMERET , BREEXL (BR) .
EMERET  GREATME-H#E,
BET—F,

o » 0D

6. HEIFAFET , NENMERMA—IAENNAEERH , WHHEKF PN EETMEX 2T K, B

Wl <EnvironmentName>-<ProjectName>-<BudgetName>,
7. EREWMESI T, MATBENAESH,
8. HEMELET , EEMHEHE AWS RALEE,
9. IEFE PITEIESM
10. £ “|E" T , &8 “RE"
1. £ “F&” T , %# “RES: Project
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® Note
HENESZAREERRNATEZ IR, EBEEMNATARE , BRAUCIEME,

12. & T, EERIME B
13. & NAMESRH , FE A imERHIBmE.
14. iij:%-lt_io

15. ( Ak, ) AINBEREE.

16. EET—F,

17. (k. ) MREETER , BEAMNRENBREERMFENEFE,
18. ®EET—F,

19. EFMERBEHBIAE ‘HMUMESH TRET EBNFRZL,

20. EHRVEME,

oz MECER , EULUNTEEATME, ENMEFEME , HZMthe section called “YrE
B, MREHME 6 ENRENEELEY, IREEIEANNBERE , NZAXIIGFREE
7o

NREFEEUATE  FEORFERENESH, EXBSUTRFETIOHFEE RES FEX
RE , B RBIE UERATE,

SEER

QEEBAFRAAN A FRBE T RENRERNNE, FAEEAF , BUUATAFREETBREH
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JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {
"AWS" :

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"

REREE 101



WREIRIEE FAF 5T
}

EORRR , FHRITUATERAE

1. EFRCIERE,

2. WAZBIEH Amazon S3 FHEREIIE M.

3. RALHZLENMBEEREFMEBTMNEER, B0 october2023/23,
4. HEBREXR,

5. HE+THHME, £ “RR WEHLER R AEBRS, BREN EERITH BN BEEX Z
Bl , RBTSEN

1 F PR BR

SIRRRR G , TR ZRBNAZFRR AT BHIE, SEEOFHBRNMFRE , L UFHRERE
RER

MARBSNAFPKER, TE. BH#HER, NREEXGNXERESHEREXKE G2

g, ToEFAF2E. NARRKRE , caRESXRRIEXNERER , MAEHRERE

ZFHE. NTFEEMNIERK , RBEAFSENHFERUERR, N THELNIEE , fINHLZTER

HEA , EHEERRREESTHER , eHEAUTAECEZESBEREZHRMNBEHNFIE

3% : RecordName_SnapshotRESVersion_ApplySnapshotID. ApplySnapshotID%E i R&atE
8, ATHRNARRBHNEXR=E,

ARENAREFHRE , RBESREFTRVTANE. FTRUEFHREFTTANRR,. ¥ TERRBAR
MAR  RESRERBARNATAE, MREBRFERSATH , ©FEIRSBRBERNERR.

MRFAEREDN TSR B HKE |, N AT LLEF CloudWatch HEAF K HE/res-<env-name>/
cluster-manager A THFHAFEE. S8NAEENE [NARRK] 7L, MARRGE , B LUMthe
section called “RBER" NHEERHIRS,

B[O FERRINMNIR , AT TRAE

1. M Bucket s FI&RPIE R BB ENFHERE.

2. EENRETF,.

3. 1E Bucket policy ( &K ) T , BFEF Edit (HE ) -

4, FUTBARMEFEBERED, HMXLEESRNEECHE

REBEE 102



MEEIRIERE AriEE

e 111122223333-> &89 AWS K&

{RES_ENVIRONMENT NAME}-> {R# RES NEZ
s uUs-east-1->BFr1E AWS B X
« amzn-s3-demo-bucket-> {RH) S3 FEFEW

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
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"Principal": "*"
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« FEM ARN AIBLEE —NEIR , ZEIRSFEMEA S3 FHEBEZARBEIT K,

EF -SRI E BRI R,

w

/A Important

- BRUERECABEEXHTHRERENESEE , E5H.

4. HEBREW T , BULRHE IAM £E ARN RESFEBUHITERSIHR, ZEPNEIKS
TR RRSREIBEIKS B RIFAFEN IAM B,

5. (Wit )NFHEBEEDEXREK , WEAUNERITER, BR , TEF S3 FHEBREIITE NN
B VDI 2iEH. REENESERBXBREEINSES SEHFER.

6. EERERXR.

YR58 Amazon S3 FiE @

1. % S3 FMFIKRPIEE—1 S3 FHM.
2. MR REHIEE RE
3. WMALHER,

/A Important

- FUEE S3 FHBXRASNFHEBERIZINENNEEMKEEMEN (VDI) 3£
Pl, ABEHEME FEH VDI RESZFHBREE , ZFEET 2EHINZIME T /5
ZHH VDI 21iF,

- BUHUIE & S3 #RBNXBRF 2% S3 FRBTHEE , BEASBREASEER
NERE

4. LEREEHEBIRE,

BRI D% S3 7
1. # S3 FHMFIKRPEE—1 S3 FHE,
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2. MR KEAIEE BBR

/A Important

o BT MR RE AR R B BRAT R T B X BX,
- MIRRBEFLEE S3 FRBPHHE. ©R2BER S3 FHMEE RES KX,

- BEREFHBRSEIAEN VDI 2BEEZSENFTIERH ( KXY 1 /et BTTEFRZEF
ERPHRNE.

HiERE
¥ S3 FEWEARMNE RES it , BAILLARRFRABANBERELBRENTBENAS . EHMNFH
BUEL , £ALERRE (R) REE (RW) EX.

R

WMRIEF | Read Only (R)NIBEZMEHE ARN BB ( Amazon BIREZM ) BEIHRITHERE.
Blan | MREEAEA ARN [a RES AFEM# DX |, arn:aws:s3:: :bucket-name/example-
data/H G EFE#EP»XEHE A FBHE B X<BEX , N VDIs N\TIE A LB B st A - REER
B F & Bbucket-name THIBIE, /example-datatt L EHRIZEEZANEIE, MREFME
¥ ARN S EMI eI , MEBENEER N AT ESEHXBRNE A E EA,

RNE

W%Read and Write (R/W)iEAR , ML BRIEFMTE ARN HWEIZAEFIRITHRIERE , W1 LR,
WEXEEEHMED , AFEERAN S FEHERHETEENIR., P /FRead and Write (R/
W), “BEMAIR BoHERATH , ZHIoRHEEUTEIMA TS -

« SREEEMNAR

* /%p

* /%p/%u
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RAEEENBIERE

WMENo custom prefixitiF “‘BENAR , MWEFRHTEMBEEXBERENERL T HMNF
. XATEREMEBXENTMAIE EFEBMMEANR, Fln , mREEFFEHANo custom
prefixifEM ARN arn:aws:s3:::bucket-name H1FME D XA NE RES , HFEFE#HIXE
B A MIE B M5Bk , W VDIs NITE A M E B Rz AP FREN1ZFM#E 5 X LR
BEENR,

EENNNEBEEEH#ITHERE

MR /%pikiE “BENLER , N ﬁ{%ﬁqﬂﬂﬁ%{ﬁ%}ﬁﬂ%ﬁfﬂﬁﬁ/\ﬁmlﬁﬁFm%o Z%pEERTI
BR1E, flin , MREBRFEH/%pEEM ARN arn:aws:s3:: :bucket-name, EHERINNE
R IMFENE/bucket , i ZFHBSIE A FIE B *Eﬁi% , WIE ASRWAF AT
BEAXH. /bucketTiB AHWAF B o AEEAF A BANXH bucket, B2 , IRA
FF B#&EWME B #3530 VDI H#HITEE /bucket , A TREFTEAF ABANXH , EABIERER
NMEREN. AR ABANXHN TSR T S3 F#EF , /ProjectAMNAF B REEEMSEHIM
B B VDIs F#I X #/ProjectBrt = AETS M)

BB A, MRS ERTHRIERE

MR /%p/%uikiF ‘BENHTER , M FHBPFHNBESSZMEBE XKV M ERBENAFR

B, spXERRTMARE , suREKAFB, Hl, EEAMFEA ARN arn:aws:s3:: :bucket-
name M EMEMEAIE RES & |, /%p/Suit P BEH SN, /bucket W FHEEITNE A FIME B
HXxBk, B AHRHAP ATUEEBAXH /bucket, EZRIER%SpRENZSETE , £1X
MERT , AP BEEFREAFR AKEWMEB A PEANXH /bucket , BAEKIEHIE MAF B
B, AP ABEAWNXHU TR TH S3 FEME+ , /ProjectA/UserAfM A B REE VDIs £
B A RERMIIN XY /ProjectA/UserBE F BETG M,

BT P 17 A 15 R AR

RES ATLAMEAM AWS IKFEHERF#E | fIREXLFERBETEINNR. EUTHRD , KA
Y RES IR RN B RHER S3 F# 18,

SR 1 EEE RES WK HEIE IAM A6 (XFHAKS A) -

1. BFEEIHR S3 F#EEMN RES K/ (K A) B AWS EXEEEH A,
2. FF IAM 845

a. SME IAM 2 FIER.
b. ESMEEF , EFREE
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3. BIERE

a. EFVBEE,
b. i%$#® JSON &I+,
c. FAMELAT JSON ZHBE ( amzn-s3-demo-bucket B A B Y S3 FHEBHEH ) -

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}
]
}

d. ﬁ#:zF-F_Z’Fo
4. BEHOIER

a. RMERBEEIER (HIW , AccessPolicy“S3”) .
b. YRINTIIEER AR BERR AIE,
c. BEERMHALEEFEIERK,

5. ¥ IAM ZHIE&

a. B3 IAM ZEIER.
b. ESMBEEF 6 EEAE,
6. BIZAG .
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a. EEVNEAG,
b. EFEBENEEREIENATERMAEEKE,

c. FEMELAT JSON RBE (1111222233338 #RIKF A BISEBRIK P
ID., <ENVIRONMENT_NAME> RES BN HEus-east-1RBFHLUK RES ZFERM AWS X
5/)

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS":
"arn:aws:iam::111122223333:xrole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"

},

"Action": "sts:AssumeRole"

}

d. iij:%-lt_io
7. MDA PR R M

a. BRHEREZACIBRNRRE,
b. iij:%-lt_io
8. #ric. EEMCIEAR .

a. WABBREM (B, AccessRole“S3")
b. E“FW3I T, &HE RNFEL, ARWMANTENE :

- ¥ : res:Resource
- {8 : s3-bucket-iam-role
c. EFACALRUIERAEG,
9. % RES FfEM IAM A&
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a. EHZLEN IAM AT ARN,
b. %&3F RES ###l&,
c. HEEMSMERF , %EF S3 7M.
d. EBRRNEEE  ASEABKS S3 744 ARN EERE,
e. EE‘BRRE-TE THIIx,
f. 7 1AM B ARN ZEHiHAAE ARN,
g. &R RINEERE

SR 2 BRKF B REVEREMEREE

1. BRI B# AWS EE#EH A
2. 17T s3#&FAE

a. SME S3 EFIER.
b. REEERTFHRMNRAFRM.
3. ‘mEEMMARE:

a. EE WNR G+, ARG FHERE .

b. RMATREUARTIKS A PH IAM BEFRIFEBIINR (1111222233338 KT A
HISEBRKF ID Fl amzn-s3-demo-bucket S3 BRI )

JSON

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"

},

"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
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C.

"s3:AboxtMultipartUpload"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

EERRF

55 1L FA VPC M BIE

ABIEAPRBENZ S S3 Bt RSB CIK/ PR S3 FES , LALLM VPC LinT AR
RIFIENFE VPCo LTS RHAMAN S3 BRS IR VPC KT R, ZA& T /RS R ERIK S
PR S3 FHBUAREMEMRAER,SFEBAKS,.

1.

4.

AL S VPC £FIE

a.

b.

Z3RE AWS EEEH A,

$TF Amazon VPC #2#|A& , Wik hitps://console.aws.amazon.com/vpc/o

7 S3 B VPC LimTT A :

a. EEMSMERF  EFLKT R,

b. i%4F Create Endpoint ( 812K R ) o

c. XFHRFXEH , EBWFRES AWS RS,

d. £ “BRESEBH FEBH , i Acom.amazonaws.<region>.s3 ( <region>f#& AWS FT{EHY
X EHR ) HERE “S37%

e. MIIRFIERE S3 RS

BERRIRE :

a. NT VPC, FEREEEPEERLET KM VPC,

b. XFFM , FEFEMFBHEAT VDI FRAFNFLE FM,

c. XF “ERADNS &, EWRAREFIZET, XAVFIFFAE DNS EHLE BT B in < M E 1%
Ho

TEREEEE N RFIHE
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MESIRIER ArfEm
a. ERE T, EFEBEN,
b. EXREBESRTD , WARHFRZHKSFSIEEKRS N E RO RE, A T2RERE (amzn-
s3-demo-bucket B ANIEH S3 FMEM4444555566668 111122223333 MIBEE 15 |q]
IDs BYAERI AWS I F )
JSON
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
""444455556666"
]
}
}
}
]
5 BIRL
a. RMEHR o
b. EFBIBHSR.

6. WIFL

a.
b.

C.

lfe LS

Ll ==

um-l_" W\ :

LR RE , 7 VPC 2HAFSME “BiRT R 85,

IR RN IR R
WA R RENRN A
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BRIXESRRE , BALIGIR—N RV S3HRE VPC KT R, BRRTENKSHEEKS ID
REY R IR o

R BERR
MK EFFEBREDTERE VDI EHEH

MREFHEBEEE VDI LR, NAILE/LMERERBFEHIR, BREUTSRRAE,
1. &F VDI BZE:

a. BFEAWS EEEHA

b. #TFF EC2 #HI&H S EIH,
c. BEERERZM VDI KB,

d. HEEERERES VDL,
e. BITUT &% :

sudo su
cd ~/bootstrap/logs

X2, RALKF G & AER, FAEAKMEEMEEENFEconfigure.log. {time} X HHH
#E,
A, BEEE/etc/message BELUKRMEZHFHMER,

2. BEFEHEMNEIENRE CloudWatch Lambda B :

a. BFAWS BEEin4lA
b. 3#TF CloudWatch #Z#I& H S E HEAH,

c. EXHZEXH/aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambda,

d. REF-NATANASE  AERSPRIMARR. XEATRETERRNRE S3 7H#1\E
REtinr BELEENEERENFHAER.

3. EFHETENEIRIE API Gateway CloudWatch B :

(ay

a. BFAWS EEiR&A
b. 3TF CloudWatch #Z2#I & H S MBI HEA,
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c. ¥EERBAEXYA<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

d KREE—NTAHANA /u\éﬂ HERALZHRKRIMEHR, XEAERGEE BxmE API Gateway
RHRER S3 FREMATER B E R M E KA 0E R 3% A1E 2
NAEARERBEFHEEN IAM AREE

1. %% AWS DynamoDB #2#l&,
2. EERE

a. EEMSMEREF , &F &,
b. THH%EFE<stack-name>.cluster-settings,
3. HERT:

a. 1%&$% Explore table items ( X ¥ XRIME ) .
b. WRDEEF “HFHE
4. AHIEIEES

a. JEFR TIEER BT “iRikEs R B B0
b. FEIREIREN FEH EHAE -

- Bt mAER,
o FRfFEE TR

« & : FiAshared-
storage.<filesystem_id>.s3_bucket.iam_role_arn<filesystem_id>Ei#RN

FEBUNNHRENE,
5. HITHH#E:

ER BT UEATIERZETHEE.
6. KREHE:

MBZEZEEFEE , FRAREHAEBEN IAM € ARN EBREIZE,

MRZFETFFE :
a. EHGRWE,
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MEEIRIERE AriEE

b. WHWAEMIFE :
« WFXREEM , B Ashared-

storage.<filesystem_id>.s3_bucket.iam_role_arn,
o ANINEH IAM B ARN,
c. &EE“REF LURINZIA,
7. E#E3 VDI EH

EFEHl, VDIs BREBXAESZHEIR IAM £ ARN IIAISEH),

IE£ 8 B CloudTrail

E A CloudTrail ##1& CloudTrail 2K HE A , iHRBAWS CloudTrail AFfsE s £ H
CloudTrail # %l & 02 REEPIREMN R A TIRME, CloudTrail B idFi51E S3 FHEH IAM £
ERIDFEN S3 FHBAYTHRINPR, X A] LAEEIEZEISLH) ID |, Z3E4|IDEEERM B KA,

Amazon S3 17 1
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MESIRIER ArfEm
A — |
FERZ™m

AN ARAFPRBEBEREAENMKEEEMAFIMENES.

ES ]

« SSH %A
- ENRE
- HERM|

. SR

SSH 7]
E(FH SSH iFRIELZ2EM , BHITUTEE :

1. M RES ¥#ci%# SSH ifH,
2. RBEELMEBAMSA SSH = PuTTY #7151,

BRI

ERLRmHED (VD) BRAFAFE L AWSEIZEMEE Windows B Linux EE\SHE. AP aJLfEE
ZERAGBEBCEXNW I ENMMARFNER T B3I Amazon EC2 41,

XEBNRERS
RES BRIXIFEANTRERGEHENRE :

« WG5#h Linux 2 (x86 1 ARM64)
» Ubuntu 22.04.03 (x86)

« RHEL 8 (x86) # 9 (x86)

* Windows 2019, 2022 (x86)

£}
- BEFHNEE
- BREHNRE

SSH i#[H] 7



MREIRIEE BAFiEm
« BHEHKRERS

- BRENEE

- REQEERE

« REEUEE

- EXRESREBHEN

JE B AT SR H
1. MREAEE BOELSE
2. R BHHEMSE .

3. WMAFRHMNFAEE.
4. EEEXR,

—KESENKREFEENFTFAF SN, BN KREFE 10-15 DHARERHE. BINEBRT
Fri&MR &, RES 28N GPU SSHIA ZEMXNEIERF
5 R 2R R H
BERREMRE , FERREF , REER Web = DCV FF ini#t TEE,
Web connection
BT Web 3 585 15 17 R H 2 & & £ 0 E R T Eo
« 1%&$F Connect , S48 BE BE SUE #5833 5% ST 27 15 R S RH

DCV connection
B DCV EFmHRKSHETREHKEMRE, EBY DCV iHE , BHHITUTRE :

1. & DCV 2BEXMHUTHRZ.devX ., BFBEERS LRE DCV B i,

2. AXZRFEUH , HEE? B
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MEEIRIERE AriEE

R RERES

ERHKENRES , BRITUATERE

1. EFRE,

2. ERELHEERS. BEONMATHIER
« Stop (f£1k)

EFLENSERREZREE , EALENERSIESFLNLE,

. BR
BH UL,
. &I

KAGRLE, MREEANRIGIFE , WAL ETRSSHBIERER. BLILZH , BN
ZRHIER R RES MRS,

* Hibernate

PHRERSHREEAEY. EFNEIRER , EVNARRFFRE | BB ZREEEE T
ERo AEMBEXRFIBZFNRE , BZEMIABERFICBBRAEAES TR, ERIEENKA
RAXFIRE |, BSRKIRTRE M.

I E R E

EAUEH AR AN B RE XL FEH.

1. EERROIADZE , AFBILRE
a. BERBE

b. EFRELKEERS.
c. &EEEIL,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/hibernating-prerequisites.html

MEEIRIERE AriEE

® Note
BT AEAEHNRIESFENREARN,

2. BWAKRHECFLRE , &F BE REER BEHRE
3. ERXBEEMBERMENREAN,
4. EFRXR.
5. XpIEHE , EERE :
a. ﬁ?%j:;%'f/ﬁo
b. BREEREMREIRE
C. ﬁ?%%ﬁ]o
RRKFEEE

1. EFRME,

ZHEELA R

RABRT , EBREZXEREAR , EREFLRL L2 FZH2-ELTEHRSES. AXVEZR
tfEIE | UBAIEEMEL, ZRRBRHED 15 2 HRRBEFHEEMN CPU EAREKT 15% RE
By, BALURITRIEEN B3 B3 MEILLRE,

1. EFRME,
2. i%&# Schedule,

3. REBRWHEZRH.
4. EBRREF.
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MREIRIEE RAriEmE
FE ¥l R E S E B 31541

EEAMURERENAARFFLNLLERNE VDIs. B 4 HABRENRE :

1. ZZRER WAL T ZRARS ECPURIARE T RERN 2 /&N,

2. CPU FAXRRE ¥ EXEHERTHHEENSEHIUAEZRNLIE, URFHIZEEN O, MXKETFS
FEFERNZER,

3. HERE  ZRENE , 2IEFTEIWRES (EFLERLL ),
BRHIT R  ARIE A IAT , M A BURE BT HIRER ZRME LN 2E,

I

XEREERE RERE REA RS][OETIFT. REBREHMRES , 24 EX URFR
B, MSEREAEFRNRE  BFIE  UAXENHEABININRE,

BEE , 2 EEEEERELR LRI ESISTOPPED _IDLERAS. AFFEBM U B
ZISTOPPED_IDLELiE,

HELRM
EAZAEL , CANENESERINAT, DERIAT , RICREERAAFHE , SUELA
EERETEE,

HELEN , BUUANESEERENR, flm , ElAEEE2SFENAER T RERE AR,

S
A
pias
ok
Al
=]

1. BEREXEFR , EEERE.

2. BEESENR.
3. EEAFANRER. St iRE S BetE,
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MEEIRIERE AriEE

4. EBRREF.

BEXANBRMNEZEELR |, 5 @the section called “IXPRFEHE”,
HRHXELRMH

ERERES K LUNERSEHENKEHERIIKAG, ETUBI M KEZH DCV A, Eit
TIERE  FRBPNEARTRELNEHEHE,

A BT 2e

AR R ER A B Web IR HEIXHRSE. BUUEBRREXHRE LEERGENAMETAX
. BT (Amazon EFS) A FFIE Linux TR, XF Linux F Windows ¥ = , 2 FSx #HEA
F ONTAP WhRA, EFELRE LMW X4SEILRERET Web B X KB EH XHHEE,

ES}

- EEXH
- MBRICHF
- EEWHEX
- REXH
- XY

L& 304
1. MRS,

2. BAMBRXH , BEAREE LA X
3. &E L& (n) XM

i BR S 4
1. mEREMBRE .
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MESIEIEE AFEE
2. EERME,
3. BB BIBRXE,

S, BOANEREGEACHRLHAR , RELE BRI
2L EPS

BEEEEO AR | AUFRIFIE RHK

1. EBXHRTHAR,

2. R WA,

RE , BUNARETEMNHRIIER , REER WE.

(® Note
WK AR AR R . MREERI L RTFRESR , WEEEHPE WK

4 8 AT
SR ATE Web 17 FR 4R B T STASH AR A
1. REREEFOX. BT - EEXHRBEES.

2. BITEMHLEE “REF

& a1 S AF

£/ “XHfEm” ERANBX RN ARFERER X4, BAUMNATNARFRRITER K RER
R B LAY 1 BRAE B ST

+ FileZilla ( Windows, macOS. Linux)

* WinSCP (Windows)

« AWS Transfer for FTP ( \L &# EFS)
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HUEHEER

R YEH R UMM IE R G SR AAIXS A B R A Y 43 E 8] AR 1T B PR HR BRIV 15 2o

F&

- BARRMEE
« [A& RunBooks
« BHEHE

FARNR :

- BAREENGE
- EANBENEHEEKRR
« IR Amazon EC2 £6I B B &304
+ CloudFormation ##%
- HTRBESHNRSEHE , HRMAE Amazon A EC2 uto Scaling B4 Ezh§
- BBYTSH EC2 HH &AM
- ERiEHEN
- ERiEMENAENEE
o RFLIDRSHEMN
- 5E5B % (AD) XN ERmTHSE
+ Windows DCV iz,
« &3 Amazon DCV IRAEE
* [A& RunBooks

« RERH
s BBRELXK RES 2RigBEENEE
« AWS CloudFormation #tk 822 XK , HEREE “ WaitCondition ERFIXBEE. HiR : R
Ao TaskFailed”

« FRIBIZE AWS CloudFormation 4% & & U Zl BB F BB 438 A
o EBIIEERBIRS vde 2 HI85 4 T HERS

- ATEBXNREIR , TTEMBRIFIE CloudFormation ik

- BIERERIBEZE CIDR S HEEIR
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WRETRIAE AP s
+ CloudFormation 22 ¥4 35 H ] 4% 61 22 K W
- BIEASBEIR CER ) #HAXMK , #E R AdDomainAdminNode CREATE_FAILED
- BHEEAR
« EFERINIT iam : PassRole
o BREAF AWS K UANABT AWS BRIRFRABRNARSEIREIEE
- BENER , BEVEREERIE
« ZRBRAHI KAEAS HiIR
« 2P NE Active Directory & |, {B7E
- BlESERAFTAA
« CloudWatch £FEESR AE P HIE KD RHEIHIR
- T
- RBY RESBIETXHRE , BEXERES VDI EHL
« BB RES & 7 — M XH4RS , BERERES VDI FH L
o RFEEM VDI M read/write £ FF
« FXBRALIE A 50 R4
« M RES #1227 Amazon FSx for NetApp ONTAP B & B MAE N EH A
o REBHPIREN KK
- RBREALM , BEERTES AR,
- EiRHE
- AESIESRERBESEETEENES
- BYELKE
- UEEITHENRETEBR I ERE
- BRABERED 5 NENKE
« RME Windows EEZHAM , HETR EEESKA, EHER
« VDIs FEEEZRE
 VDIs B3 G ABHIRKRE
- ENEEAH
« Amazon FC2 Ll &I E I E & RE&IE
- BT EEMA AD/eVDi IR E R API Health Check %k , vdc-controller 354 iE 1£ f& 3R
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MREIRIEE RAriEmE

« RERAERURINTERN , B FTSHIE THIIRF

« cluster-manager Amazon CloudWatch HEE R “< user-home-init > lKFE R AT A, EEEFF
RArELS (ERKFRAFSE)

o EHXBFHATH Windows RHEE TR “CHKF EHER, BRAECHNEER”
 external/customer AD Eti&HY DHCP i%&If 7] &
» Firefox $81% MOZILLA_PKIX_ERROR_REQUIRED TLS FEATURE_MISSING

ER35 ) BR

+ res-xxx-cluster ¥4 F “DELETE_FAILED” IRZA , HTF “AEETHRRLERIR Hix , TZEF
o il BR

- WEBE

« EEFE VDI BE

« M Linux EC2 RHITEHAE

« M Windows EC2 EHI T & B &

« IEfEUEE WaitCondition £51%H ECS B &

ERIRNE
o REXNERREEN S HRIEE RS HIERHMEEFRER
« SERHER keycloak THE/EH

« 2024 x EHEA

2024.x EHIRE

(2024.08) ERl R AL EEE T A B4 A ARN H B E X F18kM read/write Amazon S3 24 1&
(2024.06) ¥ AD AAHTEZEREN , MARBELAK

(2024.04-2024.04.02) 4K 1AM PRI F AR MNZE VDI EHIM AR

(2024.04.02 R E R A ) ap-southeast-2 ( F&JE ) Y Windows NVIDIA EHIF B 5
(2024.04 #1 2024.04.01) RES MiER %M GovCloud

(2024.04-2024.04.02) Linux B\ REEER N AR T “RE" RES

(2024.04.02 R ERIRA) TTiER S “ SAMAccountt &> BHEE AEZRERFHH AD A

(2024.04.02 RERRA ) AT RS2 ENNFBER
(2024.06 RERRRA ) £ AD EIFSHAE |, BER R AKS RES @F
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AR i A

AT EEAKXE RES FMAATUKIEEENEE.

- EANBENSBHEEKRR

« IR Amazon EC2 E6 EH) B A4

+ CloudFormation 4%

- HTRBESHNRSEHE , H R Amazon A EC2 uto Scaling B4 Ezh &
- HAMTSE EC2 EHIEAN

- ERZEAEN

o ERMBEMENMNELRE

o ATFLIPRSHEN

- 55Em1E% (AD) XN EAmSHSE
+ Windows DCV iz
« & Amazon DCV AEE

ERAMBENEHEEFRR
RENEEXRRZTZHE | JEBEERNSEENSE,
R38& Amazon EC2 £ L/ B E T4

HEXHEET RES EEEAM Amazon EC2 £l L, SSM £iEEEIRTAFITHFSEHIHNSIE
REXE S,

EEHEEIEM vde-controller EEMZESEHI L |, aiIAEULATNERIINBAEFMEMBE L,

+ /opt/idea/app/logs/application.log
 /root/bootstrap/logs/

» /var/log/

+ /var/log/sssd/

» /var/log/messages

+ /var/log/user-data.log

* /var/log/cloud-init.log
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+ /var/log/cloud-init-output.log

# Linux EELRE L , LTHAEBESEANBEXH

 /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

# Windows E#IRESSAI L, AIAELTHiutRE BE

* PS C:\\ ProgramData n ice\ dcv\ log
« PS C:\\ nice\ProgramData\ n ice\ DCVSessionManagerAgent\ log

# Windows £, ATATE AT M3k B — £ N AR FRY BRI

* PS C:\Program Files\ NICE\ DCV\ Server\ bin

£ Windows £ , NICE DCV iE P XA LU EU TN EHKE :

» C:\Windows\System32\config\systemprofile\AppData\ Local\ NICE\ dcv\

Amazon CloudWatch BE&4H

Amazon EC2 1 AWS Lambda it E&RREEIEKET 5# CloudWatch BEH, EFRWBERBE A
DEHERERENERERANEER , W REH—KRER.,

XEFHENTERWT ¢

« /aws/lambda/<envname>-/ - lambda related
 /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related

* controller/ - main desktop controller host
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* dcv-session/ - desktop session related

ERERSAR , FRARENNEZRNRHRTHEAERSBEEL , MTFAR. XFRX@HBEIEA
B R R AVH R

?"ERROR" ?"error"

BERENS - ERUEETE ERBNBHIEN AR Amazon CloudWatch 2 HIEH 4R,

plan , sl —ANhEE AT HEZRFRERNERVEIUAE , FRENSHE &R, KRG ER
ERMBRNBERRRRARACREZLHES,

DT REMENENN TG, EFAIIEE , BEEERTT , HF¥<envname>FH<region>EHEEIR
NHERE,

{
"widgets": [
{
"type": "log",
"x": 0,
"y": 0,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, e@message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}
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FEFIMREY B ATRE AN T AR

CloudFormation 4%

MR BIZEHE 02 # CloudFormation kB8 SRR BEHXN TR, B4NHEHES.
NFENER , TUSHE B4, /R M mH R, LERIEXRHEKRNER.

RES #1% :

« <envhame>-bootstrap
« <envname>-%£#

« <envhame>-ig¥R

« <envname>-B FR%E
* <envname>-F 1712 S
. <envname>-#Z1F %

« <envname>-£FEE ]
+ <envhame>-vdc

« <envname>-&2 F 4

ERIRER ( MREEEFBERMEA BRAXENBRIRAA , WA AER AWS Seeit &l
FRERPRERTIR. )

« <envname>

« <envname>-Ex ¥

» <envname>-DirectoryService

. <envname>-7Zfi&

+ <envname>-WindowsManagementHost

HTFRESHNWREHME , HKRBE Amazon A EC2 uto Scaling B4 &3
IR RES Uls RTRBSEER , WERTEELSNARF R4St EE,

BNEA iR Amazon EC2 S5flE 3y B4 (ASGs) #E& — &z W+ , TR TRMSEFIMNY
BiE, MRAFRERERIEMERITELR , FRETVDE EC2 #HEHRERZIELL
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HYSE) | HEFHX ASG B Auto Scaling Group Activity T~ , LABEL D% EC2 KRB TF&E
BRZS.

WMRE , FEAEHMIER Amazon CloudWatch BEARBERBICK T TeERAEBRE N IR,
ESZBIEARIC RN T REH B ASG KiIb2 Bl , AT LUMER SSM A FER4 AT A 5ZX R EEETHE
BINEE , AREZEH LW BEEXEURERR,

MREBBLEE , ASG BH A AR E RRULTRABTNED,

HR Y T5% EC2 1251 &5 74

AT EERSETRRESTETHREER.

EZRAE

& E EC2 AXHWIEITH , Amazon BHEBEFBERSUTHAREL, ERHEH2 Amazon EC2

EK RES ERtRE, XHIBMFPMETERR RES IREB .

HEiZEHENMNELEH

£ Amazon EC2 &A% | YELKEZTH , EMNEERELTFUTAHAR.,. EXHERLT , BlR

HUL BT, XFEHFNERRCERENAF, YEANBHNERFIRENSIERR , ATAREIA
“MyDesktop” , t2 B] AR F & BH A o

A F L IBIRSHIER

4 Amazon EC2 Z#HAE RELLLHNEPI , EMEERELLNREEN. IREFEIELTL
IPRAAHEMBHEN , BRI RESMHERENEMBEHEN , WAERRIRERFBEERE.

TEERT EL KN REEA,

EED B % (AD) B xNERwTHSE

N

LT 2 Idap XS THIRA] , TAEEMBEHEN LMARXLERTUESR AD BREMAXER. £AN
M H A S $ R BRIE B 2 IR R A 3 ARV S 3
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ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

-w <password>
ldapsearch "(&(objectClass=group))" -x -h corp.res.com

-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

-w <password>

Windows DCV iz
£ Windows SE £ , A UEAUTERFIH SHEEBEHLE

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe'list-sessions
Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console

name :windowsl)

&, Amazon DCV RAEE R

Amazon DCV AT EMREAFE. AWS T i# DCV, T REIEBNATEEFZERN DCV BEM AR
R,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
Amazon DCV 2023.0 (rl14852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.

Windows DCV iz 133
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All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

18] B RunBooks

'F_

TR AR HIAYRIE, a0 {ATAR I 1 L ) £ LA K% 4 fe] S 2R (5] B A9 2 o

« RERAZ

RIEBELE RES 2 REBENEHA
AWS CloudFormation kBl 2 kMW , HE REE “ WaitCondition EWREIAMBCEE., fHEix : R
Ao TaskFailed”

FXIh 82 AWS CloudFormation 3% f& A W Z B8 F iR 438 Al

SPIEERIRDR vde EHIZRA T HERS

BT EREXN RE R , TEMBRIFE CloudFormation 3tk
BIEEEEER CIDR REBEIR

CloudFormation Bl Z2¥8 35 HA (B 4k A B K K

BRI ERIR (JER ) HREAW , H.E R AdDomainAdminNode CREATE_FAILED

- SHEERA

B FIANINAT iam : PassRole

BT AWS IKF AN ABET AWS BRI RBENARSIEIEE
BERBERE , ReVREERAE

SHBRNHA KAEA/ FHIR

25 A PR NE) Active Directory # |, {B7E

BIERXENAFTAA

CloudWatch SEBE 8 A A HIE H KD REIHIR

- FfE

REST RESHOIETNHARE , B ¥ERES VDI EHE

B RES ME T —PNXHREK , BERERER VDI EH £

EFEM VDI E4 read/write E3TFF

o X PRALEE A 51 7= 45l

#M RES 812 7 Amazon FSx for NetApp ONTAP B E;& B il A K HV 5 &
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WRESTRIHE A5
o REBHRESH KK
- RBNALM , HBEETRELES ALK,
- EHhigHe
- AFHEREERFEREETIEENES
- BENRE
« DRIETHENREL EBRIIEE
- RABERD S MNENEE
« RME Windows EEZHAM , HETR EEEXA", EFHER
« VDIs FEEERRS
« VDIs B E# ABIRRES
- EYLREAH
» Amazon EC2 KfplEERFHEPREERELLE
« BFFEMA AD/eVDi #E3RE 'R API Health Check kM , vdc-controller SEf5I IE 7E f& ¥R
s WERAMRLUAMIIEN K METSHAET SRS

+ cluster-manager Amazon CloudWatch HEE R “< user-home-init > lKF AR, EEZEH
FRL (EHRKFRAFR)

« ZIHABRNH Windows REE T “BHKFEHER. BEHENEER"

« external/customer AD F@EH) DHCP 3 5] &

 Firefox 1= MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
o IREMIBR

+ res-xxx-cluster %4 F ‘DELETE_FAILED” "% , HTF ‘BTN HTERIR (Fix , TEFI
B

« WERE
« EETFHE VDI BE
« M Linux EC2 RHITHHERE
« M\ Windows EC2 EAI T&H BHE
 IEEYE WaitCondition £5ixfy ECS A&
- JERHIR
- BN EMIREEN S ARIEE R HIE TN EEREIR

=/ =]

S — AL LI 1 [ aull- -
A R T Keyctoak et 1%




FREIRIEE AriEE

\t\
gzg-LIp

F&
« REBEZRE RES ¢ REBENHA

« AWS CloudFormation itk M , H & REE “ WaitCondition B EIXRMEE . iR : RS,
TaskFailed”

« BRINAIE AWS CloudFormation ik f& Ak Yt El &8 F if 438 A1

« SEHIEERBIRS vde 218 T HERS

- HTFEBXNREIR , T EMBRIFE CloudFormation #4%

- BIEHERIEE CIDR SHEIR

+ CloudFormation 822 ¥R 35 H () #E 4% Bl 32 2k W

- BIEATRERE CER ) HEREM , HE T AdDomainAdminNode CREATE_FAILED

BEHELRE RES 2RIREBAENEA

(® Note

FRFZFM  ERITXESTR A, HTFIERH PrivateKey A 7% £ Secrets Manager %
A,

SHEBFME] Web %7 1
1. BB alb 2SN ERGAES

a. 1E AWS #ZH A > ARFE EC2> fAEI9E ST SME RES A ARKSES.
b. BREBEWREAENARIEESE<env-name>-external-alb,
c. REEEINABHERMNITR,
d. EFMHAMLEHEMESIIA SSL/TLS iEHHMITER,
e. RELENER,
2. EEBRERTP:

a. 7& DynamoDB-> F&i&-> AR EIKRFRE K. <env-name>.cluster-settings
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RAriEmE

b. HIEXKEIMEHZBHERE — B @, “FRR", ZH “@8” FM{E “external_alb”,

c. 1i&iEcluster.load_balancers.external_alb.certificates.provided} True.

d. E#HH®

fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

X2 Web AFREINBEELER,
e. EFMW

{fEcluster.load_balancers.external_alb.certificates.acm_certificate_arn,

X RN DB EE R (ACM) FEVHERIEFH R S BR B FR (ARN),

3. EHEN Web HFint|ZMMN Route53 FHEIBIEHK , EEERAIE alb AEHIEERE DNS &

#ro <env-name>-external-alb

4. MRIMBFEHELEET SSO , BEAEHRME RES TP MK “EMRE” > HFHIRHEE > &

REF > “RE" > R RAPEANERHAREHREE SSO.

FHEBAHIE VDIs
1. BIYEBHAPRMUATHIRE , BF RES MAEFXBEHMIT GetSecret BIENNR :

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. HERRERY:

a. 7t DynamoDB-> F&#&-> FRIXEIELEFRE K. <env-name>.cluster-settings
BB BT A HIREMRE — BN B, ‘FHE. FH @ NE

“dcv_connection_gateway”,

o

c. 1®Evdc.dcv_connection_gateway.certificate.provided# True,

d. E#HM{Evdc.dcv_connection_gateway.certificate.custom_dns_name, X2

VDI BRI BENE A
e. BHFH

fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn,

RIFIEBRABTHNZHE ARN,
f. B

fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn,

REFEHLANBTNZHAL ARN,
3. EHATMXEAINGEER

X2

S E
X E

REFH
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a. 1£ AWS # &l A > Auto Scaling EC2> Aut o Sc aling Groups T3#TFF Auto Scaling 4,

b. %5 RES HEX RAIM % auto Scaling A, ZBMHER/HBRIEH<env-name>-vdc-
gateway-asg.

c. HEWAERHD PEIIFITITEHER,

d. HEFHAGE >®RE>T , BREIER ( QIEIRA ) .
e. MTRIE "ERFH

f. RIFREHN “HEEE

g. FHEFECERTIFICATE_SECRET_ARNFIPRIVATE_KEY_SECRET_ARN. FARFIEH (L
R 2.c) MR (SASR2d) RENEZHREFMXLE. ARNs

h. #34R Auto Scaling 4 B EL & )8 £ A &I B 22 MY 5 s EBARRAS ( 5k B Auto Scaling ATTH ) »
4. BEHENEUKELIRNMER Route53 FIBB LK , EHIEMINE nib AEITEEFH DNS &

o <env-name>-external-nlb

5. & ILTAEM dev-gateway 3£l : <env-name>-vdc-gatewayREEFFHEHIZ 3.

AWS CloudFormation #8722 &M , HZERHEE “ WaitCondition E W E| K BUE &
iR RS, TaskFailed”

EEEEE , ERESR I Amazon CloudWatch H&E4H <stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MRFZN
BAENBEEE  BREE—NTANBEEL, BEPHEREENRHEEXZAENESEER.,

(® Note
BINSBEPREZER,

B 81% AWS CloudFormation 34k jg A& WK 2l &8, F Bif 4438 1

R R Zh A1 AWS CloudFormation ¥ /5 AR KB FHR4EE |, BRI TAR -
1. WIABFHR RSB0 A E#,

!

H
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MESEIRIEE RFiERE
MR FHB it R IEFRITETA M |, 1B BR H E#HEPE Research and Engineering Studio ¥k
B,

2. BEEE Amazon EC2 & LUREVEIA LB IEHE,

MR AH<envname> B E RN DL IER Amazon EC2 Sl , AAEHETSEHIER | NIMER Active
Directory i & AJ 8EF £ A&

3. MREEBT AWS BMHREITER HRGBATERR , BHIA VPC, RETFTRMLEFRURE
ik TE Y S B =2 R HERR B I,
MBEMSHAER  NUREEENRHAETRINE RESHIE, BXEZEE |, H5H HE~ %o
4. MREBEABCHNSBERIBBE= M , HHEIAMEH Active Directory ST HAfT & # LB,

FIAERIZESEHIR I A Active Directory Z2XEE, EFZiR AP Bthe section called “SE4IIE
FEfEIR S vde ISR T HMBEIRAS" e fif R R RE

SLI EFE &3S vde 2 HIEe At TR

LR B A RERY R (R R B IR TS 3EIE S A Active Directory,
ERIUEEE , EHITUATERSE

1. &

MBRAFIEED . KMFEEBEREINEIR , WHAZSKBFIFTEMA Active Directory,

SSM #HixB &
BERXANEE , WHATUTRE

EE— N S1TE6ld |, B{Tcat /root/bootstrap/logs/userdata.logllil&ER X,

ZRBARERE =N TRIRARERR 2 —.

!

H
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MESEIRIEE AFiEmE
BAERER 1 : WAKN dap EZFAEETER

BEEHE, MREBZREBELUTHAREE , MHAZEFITEMA Active Directory.

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z ' 1]

+ [[ 0 -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. RIS RES #HARHRARTEBWRMA T U TEIMNSHIE,

* directoryservice.ldap_connecti
- HZXBR .Idap_base

« B3*XMR%.users.ou

« H 3% service.groups.ou

« directoryservice.sudoers

* directoryservice.com

« B MRS .name

2. E¥ DynamoDB RHWFTEHIRE. %KM T DynamoDB ##H &K “R” T REBM N <stack

name>.cluster-settings.

3. EFKE , MBRIHFNSITHIREFINEFFEEEEM vdc-Controller. BB A DynamoDB
RPN FERBEF =6,
BAER 2 : % AR ServiceAccount AF &R IEH

WMRIRE HEXInsufficient permissions to modify computer account , MI7TEBIZEHEAR AT
1 A ServiceAccount BFRAIRERIEH,

1. 1 AWS 2% & 3 FF Secrets Manager.
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2. ¥F directoryserviceServiceAccountUsername, MiRNZR<stack name>-
directoryservice-ServiceAccountUsername,

3. HEHUEEFAGERNE, & NEE T , & BRRYIEE" , R/GEE HXX,

4. MRBZECEH , BHERHNEFRLFIEESTHWEFETESRM vdc-controller 3561, B35 HCEE
F Secrets Manager F i & #1183 30 3=,

BARE 3 : %AW ServiceAccount BB IE#H
WMRERHFEInvalid credentials , MFE 2R #EAR B 4 ABY ServiceAccount ZHB A RER EHE,

1. & AWS #2515 H$TFF Secrets Manager,

2. % directoryserviceServiceAccountPassword. WiRMiZR<stack name>-
directoryservice-ServiceAccountPassword,

3. HAEMAUERFAGERNE, £ NEE T , &F BRRYIEE , RRGEE AX,

4. MRLSETEBRETHEEMANEBREER , WA BLTE Active Directory M Secrets
Manager FEE B,

a. BEAEDEERB , BT AWS Managed Microsoft ADLA TIR4E :

i. 3TF AWS #Z=H|& HEZE AWS Directory Services
i. EFREHN RES BRMBXID, ARERRKE,
i. EEREERAFER
iv. #A ServiceAccount HF &,
v. WAFED K RAREREEFN.
b. ZE7E Secrets Manager FEBHE , THITUTIRE :

i.  ¥TFF AWS &I & HBI1E Secrets Manager.

i. 3% directoryserviceServiceAccountPassword., MR ZR<stack name>-
directoryservice-ServiceAccountPassword,

i. IABHAUERRAEERNEH, £ NBE T , G RRNBE , REER “4X

”
o

iv. ERRE,
v. A ServiceAccount AFIREFZR , ARIER “RTE

5. MRIBEHTME , HMERFRH LI EEZTHEREERM vde-controller X4, Auto
Scaling £ A & #E = 3h #K61

REAE e
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BT RN SRR , T EMBRIRE CloudFormation ik

MEBEHRFHRBREIR (HIW ) MSH<env-name>-vdc CloudFormation3tik il Bk &
Mvdcdcvhostsecuritygroup , MAIgE R AT HEAEFIAE RES SIBN FRHZEEFEHT
Amazon EC2 3£fil, AWS

ERRIAA , FERALIEFRBUXM SRS M Amazon EC2 K6, R , &0 ARSI BRIF

-3

%,

SIZERERIBE CIDR RS HEIR

BIEIFER , CIDR RSB HIEIR , WRAARZS A [FAILED].
BRI

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

AT FERZXANEZ | KN E x.x.0/24 = x.x.0/32,
CloudFormation |32 535 HA 8] 4% 01 2 K K

ABRIMRS N —RIFRIEERE, EREXE , RS HABTERE , A3 CloudFormation
REIE KM,

MEBHILXFEL | EHRAERFRGRE, NE , AUNEEMEKE A6,
BIENZRIR (JETR ) HR KW , IR AdDomainAdminNode CREATE_FAILED

MFERIEHR IR RAMF HIUATHEIR , WWRERMHAT Amazon EXRHIE3NEHEEIEH =N
#1777 EC2 18%h,
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

EWERMERR , EHMITU TR

1. E SSMRAEERT , RERFEREBHWARRENMERXRMIEE T B ERF.

2. 1 SSM RunCommand/Automation $#i1T/i £ 1IEx+ , RESH T HXH SSM XHWRITRE S
XBIEZEYE.

3. TEIEM Amazon EC2 R BEXHF , EFEA#MRFIEER , UBEXRfERENRARETEN
B3l

MR FBERBEEIEIEN , FEBHEED 15 D HIEER RES KB EFN

B4 EE R &

BOEFE (SSO) MENERFEANAZSROTHRHTEEE IR ERN. HXIRE SSO BEMEEL
BESH

« the section called “EE A IAM B F % E SSO”
« the section called “}y SSO BB &K F IR

ERASSOEEMNEMREIE , SN TRERSTEDR

£

« EFEBINIT iam : PassRole

o REAF AWS K UAWABES AWS BRFRABRNARSIEIES
- BRHERE , BEVAREEZRRE

- ZHEFAHT KFIAF BHIR

« 2 F %A Active Directory & |, {B7E

- BIBESERAFRTTA

+ CloudWatch B EE S HEP HIVE H KD RFIEIR
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KL AT iam : PassRole

MBHRKRENEIREE | BRETINIT iam: PassRole &1 , MIATMEFENRERUATEG A EED
¢ RES.

K& AWS RS AT RN AREERSIZRS , MARERMNKRSACIRSHXAE, it , &
HMEBR A EEEDRSHNR,

HE A marymajor B IAM A P2 E RSB RES AHITIEREN , SHILT RAIEIR, B2,
RFMHMEERSBERARFHNBRES AIRITIERE, Mary TEBE RN A B%LE B RS HNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , AIEFH Mary BIBUR LA B30 1T iam: PassRole #1E, MREFEEFHE , BHRE
HAWS BEE R, ZNEERRRMUBEZEIEN A

EIE VT AWS IKF SN ABE AWS RIRIFRIFMNARSIREIEE

HA AR - AE | SUEE AN i P R L AN A R TR R A BRI AEHER, BT
SUSEREBER  UURASS, WTSREFRFNERRRHFE (ACLs) BB , BT
{58 PR 0 S B ) A AT 5 1R 0 B RO AR

ETHREZER  BSHRANUTHRER :

- ETHIMUBEERAERN AWS IKFREXRRNIHENR | ESE IAM B ER T EEEEH0
5— AWS K R IAM B P IREFRRR.

- ETHRINMEEZT AWS KFIREXN SN ERRNIGRNIR  ES5E IAM BFRiEEFNEE=H
AWS K 7 3= 4 17 R 4 BR 6

- ETHRIMBENKE SHRIERMAHENIR , HSE IAM AP iR @253 5058 5 48U B
RAEFENER ( BKEEMRIE) .

 ETHEAACNETRERNRBHTERKFHEHNXS | HSE IAM AFERTHN IAM AE5E
FRENEREARE,

SHEERA 144


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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BERWRRE , RAVANREIEFAE

S SSO BB IR , A EE, EWEREME , BREZHEXFAEAEETRE
&%qﬂmnﬁi‘f%ﬁlio

BEEHE , WHITUTERE

1. $TF CloudWatch BEEE &I A,
2. ERAXRAS , REBRAWH/<environment-name>/cluster-manager,
3. I BFAUEBRALERPHEMEE IR,

ERERERE , BHITUTRE

1. 3TFF DynamoDB #Z#l&

2. &ERYP, REB A R<environment-name>.cluster-settings,
3. IFRBHER “NERKDE",

4, RIFHERTD , RAEWAUTEE :

- BHEEN-XE
- WR-88
- ¥ —sso
5. &EEBE1T.
6. HEREMNZFAESF , Wi SSOBREEREEH, MREIFEHE , B sso_enabled ZEANEE
A False,

7. RE RES AP AENEHEE SSO.

SR B RN HI “RAEAF #HiR
MRAFEZHER RES REMPE “RIKXBAF HiR , HEiZA - LI Active Directory #
- MR RES F&BIZAF , MERIESFZALFME A

- FAPWREEARSE RES, RES 8/ MREL—X , AL EWREESHFHAREASTREEET
RELEARM. BMAED , HERANSRIEEC KA A MNE Active Directory |, 1B,
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https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb

MEEIRIERE AriEE
- MRAFLEINE RES A :

1. BREMRFEELER, BXEZSER , 2 NELER (SSO) BELHN S HRAHRE,
2. ¥R SAML R SAML = F BB H-ER AR & I FA 7= B 88 F BB 4 ttb 3k o

2~ B F % 0%E Active Directory A |, 1B

(® Note

ARFEMAT RES 2024.10 RERIRA, HX RES 2024.12 REBRANEEL , HSH, 0@
FHHETRES (MR 2024.12 REBIRE )

WMREE AP RNE Active Directory , {87 RES FilRRDZAF , WEEfM A HE$. AD @A
B Lambda BREEB/DEHRIT—IX |, ZEEE AD 2B S A RES 38, Art , ERMFAFPSEAE ,
T—1MESERELEBER, BB Amazon MR FIBRZSFEIREE.

FHEPRSIRE :

1.  ¥TFF Amazon SQS #=#l&,

2. M “BAFI” iR <environment-name>-cluster-manager-tasks.fifo,
3. EEREMBLCER.
4. FEBRHFIESCH , WA

{ "name": "adsync.sync-from-ad", "payload": {} }

5. EHEBEHAIDH, @A : adsync.sync-from-ad

6. HHEESHEMERIDH , A -NMEVNFRRFZFHE, HXEBLTLE T ED HRKT
AR ERE , BUZFERFE B,

SIELENASTAH

MREREER , EEVNERXTFE , BERIBALER LI Active Directory FRAFRTA , WZAF T
BEEEERER, RENTRAFAERE, ERAFXAEDERFE X,
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https://console.aws.amazon.com/sqs
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CloudWatch S S22 HEH HIE H X/ DR &I4E 1=

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

MR ETE CloudWatch EFHEESR AEPNBILLERIR |, BBXL Idap BERAEEIRE T AZHWAFIERK, E
FRRIEE | BIREEM IDP B Idap EBEREREH,

£l

- BB RESHBIETXHRE , BEEELRES VDI FH L

- BB RES & T — I XHRE , BEREXES VDI FHE

- EFEEM VDI A4 read/write £3TFF

« M RES #1227 Amazon FSx for NetApp ONTAP B 3% B MAE N EH A

TBET RES ®I2 7T XMHRS , BERELEE VDI EH L

NHREHRETF AT IRA , RiEF6ER VDI ENER., RBUTSBRIINHREREUTHRE
RS

Amazon EFS

1. Hi1E Amazon EFS 244,

2. REXHRENRZREN “TA",

3. MEXHRGREN “FA A", #ESF , ARBER3 VDI 4.

T 5# FSx ONTAP

1. 811 Amazon FSx 24l &,
2. RERARBNATHA,
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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3. MR WM™/ ‘AU, HEFE , RAEERBZ VDI £4.

EEY RES IIE T —1MNNXHRE , Be&BR%ES VDI £HlL

RES ERANXHRENEEMENZTEEMAN , LAV VDI THNEHXHRE, HTXEXHRS
= RES A eIER , Bt RES NEEMXRHZ2AMN,

BEEBRANHRERBENEZEENAFUT AWRE :

. 3RH linux VDC EHE NFS & (#0 : 2049 )
« 3B Windows VDC EHE A/ NEMIRE (3wO : 445)

T EM VDI E£4 read/write EFTFF

ONTAP Z#4EH UNIX, NTFS FfiBEEZ MK, ZEXERET ONTAP A T EI 8RR X R
ER LR A ME X R B s A,

Bt , INBRAEFEHA UNIX 2R, NBTF ONTAP SR , SMB & iR 7] LU [B) 5k iR
(IR RECMSAEBEFETERRIEMTN ), 82 , ONTAP £/ UNIX R , 2B UNIX BEFmS
BEfE A A T EfSSUX LR,

PR AL 22 A 45 7R 45
Xt Linux TERAZAER UNIX XAEH

sudoer AIA R HMAF B ENR, flwn , A TARFRFMEN AN Z/<project-name>H x
#<group-ID>35E 4 read/write fXBR :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

£ Linux M Windows T/EMEHFEA NTFS NN EZE

AUEAREXHRNAZEMKREERLEZNR, flW, FE—NMAFuser_01/—/X 4
Fmyfolder , fRATLUFFull ControlChange., KX PRiIZEReadWAllowEDeny :
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R Linux # Windows B FIRHEMFH1ZE , RIIFEEE SVM LiREZHME | T Linux AP
E5HEEAFAS5E AP &8 NetBIOS H & &N MHx Bk, X2 Linux ] Windows A 2 B # 1T
BRAFAEN, BXSE , BESREMER Amazon for NetApp ONTAP 5 A Z MY TYES 5 FSx

FEM RES 812 7T Amazon FSx for NetApp ONTAP B &% B A EKRIT A

AT, HIEM RES #2414 62 Amazon FSx for NetApp ONTAP B , X REL#THEE , EE
e, EFCIERN ONTAP XH RS SVM AR , SR MA SVMs Microsoft Active
Directory ##Z8RI 5 FSx 28 LT R#ITRE. BEREMENEZIRESE AD #8 Amazon FSx
REIKF . SVM BINMMAESE |, %2 SVM B E > KigT = > SMB DNS &% , REE % DNS & |
HARNEHRELEEE.,

G , EEEIRE DynamoDB X 4%%E SMB DNS EE 4R :

1. B 5% DynamoDB #&lA .
2. & ‘KR, RiFkFE<stack-name>-cluster-settings,
3. “WEREIMB” T , BIF “Thikss” , Row AL T LR
. BYEH-H
. BT
« #ifE-shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. EFBRENREM , RAREERERE. REWA,
5 ERBZREFIN SMB DNS B E X E,
6. IEFREH KM,

A, BREMGREXBKNRESEIZRR Amazon VPC W XHREHEEHPHEBIATRE, £
NHRERF VDI EHIME AT EREMAR SVM MXH4HRER .

HE , B LUER RES Onboard File System ZhEEnE EMA B IE XHERE
T XHRE, RESERE

M IR EE”
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

MESEIRIEE AFiEmE
- REBEVREZR ‘KW
'HQHE}_\_FH%)& E/LIJ.L/_F ‘;i%lﬂs—%o

HREBRIRZS T K

£ RESHEBMHEHL , MERBARSH “AW” , MALUET i AEEHEEEEM Amazon CloudWatch
BERAFEEHRLEFNEBRBEEREA,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

m,\\\rﬁﬁ%)& E/LI\J.L/-.F L:/f_.rl:\s_‘%o

MRMERE R RRORBITENA THHR | FEREFHEERM CloudWatch B &L E F&,
MRFABRITEZSAFENR , FRIUERBREL THRRS.

1. T# metadata.json X#4H BN REVIRES R A ExportStatus 1 “BETER’. BRENKREBIZE
TExportManifestFE, MRERKE LRFERE , MRBATFTERRES , TEESRARRBINEE—
LM,

2. BRREIRSE , FHAERBIRSHE RES hE&H ‘B . ’P?&EE@IJEJJH&%%E 5% 10 58
EMMBSHEFHGR RBER” NE , LEERADCIEZRR. XFEKRCIZRRLTERRS.

£}
- MBI RERBEERAEETEERNSES
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HBIEE BB ASEETEENES

MRAFPFAEHPHNRSFDEREEIERHLSBELEEZFRE |, N JgeR REMIZHE Amazon EC2
L) fFAE (R R,

BERBRRNEER K BEARETLDE EC2 BHIAEHE T—?—TEEHMSF}i’E L IE F#E EC2 S24IER
KT D sefl, MRZIXEEMNIE , &EF Amazon CloudWatch BEAgESBER A,

S—MEERRERSGHNABEER, WRE Amazon EC2 & & LR FINERARIERRE R
FEMEEMNSITEERNSES , WRAARFERSAE,

Eesb &R T EEATAY R

MR “EE"ZBRN 0, MERFREEB Amazon EC2 247 B FAEBER,

R Unhealthy B T2 0, MFER Amazon EC2 EHIAJREIEE BN, XAIRE R T RENRARERF
R RBIZETRAREMRK,

MR CER M TRE ZEHN O, URRARFENFEESR. Sl , 2B FHNLE TFMATEE
RBNN AZSHFM, MRHIXFER , MEFE L TRSBEEMXARAFENERS,

B ELLEE
x
s LEzTHWENESELEBRINEE

RRBERS 5 NELERE

£ H Windows E#ZH AN , HER EEESXA", FRER

VDIs FREERIRE
VDIs /53 3 A IRRS

=

LARIIZE 1T BY RE 0 SR IH TC 55 B R Thi&E 432

MRKEEEZEKRARELEEEZDZERE |, NRFEAEERHTKE Amazon EC2 LA HITHFE |, =
# Amazon EC2 LHIA[EEE /£ RES BRE 2R L HFLL, EEATMRSATREANKE R RMERS |
BEREZELK.
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RIfEF Amazon EC2 ZH|ARWEXLFIRBEL LHEFL, WREFLE , BRHEHE. MBRS
gik, MARMOES —NRH. AFRPEN , FEEAF B FPNEABEBAZNAT A,

MR AMARFMEREERRAE L, WIRRFEFAEEREFHELLE

RABERD 5 MELLRE
AFTUBESNELRERENRARSN 5, ERATUCATERERTER , MTAR :

- Bl RERE

« R IR ER RTIFR,

« £ DCV 2EERF , 2HAMNNREEIR.

« FFBUAPATHRER PREERNAENHE,
« EEREXR

o JRIET U E A IARTIR B BRI,

£ Windows SEELHAR , IR EEEXM, £REE

R Windows RENEZERXMA L RRAEEIR EECKA, FHER, RRWERHET DCV R5H
B IFESE Windows SEf) L &2 UEH A X/ R,

Amazon CloudWatch H#& 4 <envname>/vdc/dcv-connection-gateway AlRESEARLUATA
AR ERIEFREESHER

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9E9C4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }
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Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MRREXFER , BRFRAEERMEM SSM 2EEERFITITE Windows SEHIRYEREF MR T 2
MNEEBHEF G

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

MENEMEBXEXHF , ERNEZEZ AT,

MR FEHRT T , HEFBIH Windows SEEF~EMHERER , BEAVNBRRMEMHRINEER
B A A HYIE P X4 2 B ESSHIHET Windows 2Rk, X ATRES 4 K AT A T 520 B 30 FE 210
Windows X431k o

VDIs FEEERRS
NMRKHEEHEEERAHNLTEERS , WAREHATSHRERERN.

ERERR , BREZASH LN EEHHERTESBHRBNEIR, NXHERE “BANAEM
EHEER 9P EMRXELEN BEXHFR Amazon CloudWatch BEA 5 XK,

BT REBERNEERR,
- FREEFAY AMI ID BIEM A B4 | (B RES T,

SISEBFEEMAKRETK , B Amazon REMEG (AMI) SEEFMENMHARES TE, =4 (6
W Linux 3545l ) /root/bootstrap/logs/ LM BEXHAIREBEERMEXNEREE. AMIs N
AWS Marketplace F3REXHY ID ATREREMA F RES REXAl, EMNEENRNBIACSIIREEEX
.

- MBESX AMI 531 Windows EEHVREKGIRS , FIT A BIERA,
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MIABERT , AP BIEMAE Amazon EC2 KAIEFENEIT—IR. WRENAFELREXICIZ
AMI , RJETE AMIER R AR H 2 R ER LR B 5 — N EUKRE , WA BEART
EERE R E KA £21T,

EEELEE  FUSERSHERTAE AMI NRBELEESES EITHF PowerShell is S & O |
REZITUTHS :

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

REMIZSEHICIE — N AMI, BABUERRTEY AMIEM A #% , RAERIFHNELRE. &
AR BTN ENLTEERSHXRG LETHRNG T , REERZRFIUEEELREXE ,
BERMEEHIRN AMI B35 —PMEMKEN , BFEESERRE,

VDIs B3 a#t AR IRIRAS
AREMFE 1 EXHRENERTE POSIX RRHAFRERMET B %o

MRLUTERESE , XA EER/RE IEHY AR
1. TPFBH RES IRAHF 2024.01 HE S RA,
2. EEBE RES iz HilE] , WE MR EEnableLdapIDMappingiTrue,

3. 7£ RES #& M EBHEIBEN EXNHREGE RES 2024.01 ZHIMRARER , REERENN
LEIHREFFEM, EnableLdapIDMapping False

FRARALSR  MBRNHEREFHNAF B .

1. SSM EIEFHEEREN.

cd /home.

1s-NHIHEREERFEERENE R, flfladminl, admin2... &,

MBRE % , sudo rm -r 'dir_name'. FZEMIER ssm-user M ec2-user B .
MRAFEZXRSEFRE , EMAFH DDB X ( clusteradmin BRFh ) F I BRiZ B F B9 EREE
Bz AD E%¥-sudo /opt/idea/python/3.9.16/bin/resctl ldap sync-from-ad &
SHEEES Amazon Fi&1T, EC2

7. \ RES M E B Errorit TIRARY VDI 3561, IIE VDI EARY 20 2 #EREHEREIReady IR
&

7BNo

2

BHELEE 154



FREIRIEE AriEE

FE R A 4

£

« Amazon EC2 LHIERHEFREEREL L

« BT EEMA AD/eVDi 3R E R API Health Check %k , vdc-controller S5l iE 1£ &R
s REREERUINTIE N , TIEFSHIE TSRS

+ cluster-manager Amazon CloudWatch H#&EE 7R “< user-home-init > I AR T, EEZEHFS
B (ERKFRAFSR)

o X B R Windows REHE R “CHKFEHEZER, FRHALNEER"
 external/customer AD Eti&#) DHCP &I 5] &
» Firefox $51% MOZILLA_PKIX_ ERROR_REQUIRED TLS FEATURE_MISSING

Amazon EC2 £H|EEFHEHFREEREBLILE

WMRER R AELAFIE Amazon EC2 #HaFREERNEL L , NWERATREEEBEERX , FEURT
Bzt flrRE, UTRHRERRNSGZE,

R vdc-controller S5I17E Amazon EC2 HI AR EREEMNAXILRES , NERBE THANZETER
Fi¥. B RES &M HEMAEARE | XL 7] AEM INEEAL IR Amazon EC2 SZHI8Y 1AM 58]
BHIREEH — 2. MR vde-controller IEFE &R H B CloudWatch HEEA R HILA TR , NER A
RERAREWBIRCEA, BEE  ZBRAFTEAUTHARIRIE .

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

LA IR Y Amazon CloudWatch A ZEE BN TR :

An error occurred (AccessDeniedException) when calling the GetSecretValue
operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0
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is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

®&E Amazon EC2 &6l EMHRZIHBINEN S L E 5 RIEITE.,

BF T EMA AD/eVDi 3R & /R API Health Check k& , vdc-controller SE45ll IE 7£ {& ¥R

MR eVDi BRNBITIRRARERY , EFERRRSEHTETRATAR,

EXMHERT , BN —RERRFEEEFEREHEERCloudWatchBE, ( EXRB AW HEH<env-

name>/cluster-manager. )
A BERY [B] &R

- MRAEFBENARInsufficient permissions , HFHERBIE res H AT HH ServiceAccount
AFE#EILER,

HEITRHGI

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

« WA LAM SecretsManager #2158 RES &8E HiBI$IR LAY ServiceAccount AF &, £ Secrets
EEBFPRIENNER , AFER REANEK, MRAFBETER , FEBRREUEHES
B, AL HBINERFEESM vdc BHIZFSEH. /L TFRERS

- MREBEEFAHRRBREOAIZRERCIZNEIR , AP B S5 ServiceAccounty . HNRFEEB
& RES HjEfFiZDisableADJoinSHIZE N False , EHR ServiceAccount “” Fi P BIXFE AD
Rl EIXN R,

- MRGEANAFAEER , BEAEHREENARInvalid credentials , NI AR R0 Al BESE IR SR
23 HA,

BETRHA
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://console.aws.amazon.com/secretsmanager/listsecrets
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{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

- BT Secr ets Manager ## & PG RIF BB ER |, B LUREURE 0l B IRE I AR &
B, E&EFH (HlW<env_name>directoryserviceServiceAccountPassword) , ARGk

B RRAXS,

- MRFATNEBAER  FARRBUAENMEEZATNE, LLELNEHEESRMN vde 2
HIBREBl, FKRAFEAERMBOFGHL TRERS.

- MRRWGIEY , VTR IEEEM Active Directory I RBETH, RUMETE Active Directory
FEEFRE , RAEEHFRL, BRI LUBE Directory Ser vice 2% & 1 Active Direc tory FEE H
PR .

1. IEFENHEF ID
2. %F BE. ‘EERFER , ARERETIEERFE ( Hl0 ServiceAccount “” ) FFHEB,
3. MEFMREMFBEZEINFRIBTE , BEMHHEMM Secret Manager Z4A RV Z1 ( Hl

i , <env_name>directoryserviceServiceAccountPassword.

4. £ IF TR EERRMN vde 2HIBESRA, FRAIRAL TRERS.

URIBAPER BURINTL B B , BIE A2 HIAE TR SIRFP

WRIBEAESEUTENAFKF,S AD REZHEXMREEx, RHINLED @ BEREEHEES
Amazon CloudWatch BE&EAF R EFEL IR <user-home-init> account not available
yet. waiting for user to be synced“ , NAERRZMERE2HEx,

cluster-manager Amazon CloudWatch H& & 7R “< user-home-init > Ik FIEFR AT, 1E

EEFAFRL (HPKFRAFS )

SQS ITHRER TR EAGRAFKSMILEHABALRER. EAFRSHRAZHENAFEZENHR
SRt , SARRABE,

CLZEHRAFPKFHERATEREBNEEFERN AD EHBEE RES, Al , €132 BI/RES I ERT
fEAMServiceAccountCredentialsSecretArnSH{EREHA,
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home
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LHBRIW Windows REL T “EHIKS EHRA, FERNEHEER’

MRAFEEZEFERUERS , WARKRTIZAFEEY SSO A& %A , BEN RES BEM AD
RREERA

WREAD FEATRAFIKS , SSO BZNZE XM

external/customer AD B¢ & H) DHCP &I [a] &

MREEBSH Active D "The connection has been closed. Transport error"
irectory R RES BHEZ|4E1R % B Windows V&R H , & %F dcv-connection-gateway Amazon
CloudWatch BEFREERLUUATARHNAA :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address

information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MREFT AD Hi245I85HTECSH VPC B9 DHCP &1 , NEE .

1. 3F AmazonProvided DNS 75 0%/ /N 5352 41 28 IPs,
2. FHEZ&RE N ec2.internal,

B ERT —ANRfl, MREBREE , Windows RHEFE RMEREIR , BN IEEE RES/DCV &
ip-10-0-xx.ec2.internal £#1% .
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Firefox £5i% MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

S {REM Firefox MR KRR , SR HEZIEMKREN , FTRKBIHREESRE
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING,

FEREZ RES Web fR$E51RE N TLS + Stapling On , (EFEREITRIE&EMN ( S https:/
support.mozilla, org/en-US/questions/1372483,

YRA] SASZ BR LA stk Y 5 B B RIX ANBIRR @ https://really-simple-ssl.com/mozilla
_pkix_error_required_tls_feature_missing.

TR I B
£

* res-xxx-cluster ##%4bF “DELETE_FAILED" IR , BT “BABEXRIFFLZERIKR” Bix , TEF M
B

- WERE

« EET#H VDI BE

« M Linux EC2 EHITHBE

« M Windows EC2 EHIFEH HE

« IE1E UK EE WaitCondition ££ix#) ECS B &

res-xxx-cluster ##%4F “DELETE_FAILED” X% , BT “BTRHTERIR HEix ,
7o & F sl BR

R BEE R “ res-xxx-cluster #4124 F “DELETE_FAILED” RSB T EFIMIER , M A LBRITUT
SR E M BR

INRIEBE IR T ‘DELETE_FAILED” XA , BAZ A FHNEMBR. © e H — NS IAMIER
HEAR RIS IEAE . R RMIRR

ABrt, AMEESRHER T T ELFABER TR , ENUTRSEFIERERENTRIVES . EXHBERLT ,
FRFEAMARREN BRENTR , REIEE B
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https://support.mozilla.org/en-US/questions/1372483
https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing

MRASIEIAEE RAriEmE

RAEEAER — M TARAEIR Role: arn:aws:iam::... is Invalid or cannot be
assumed

X E RS M BRI FTE W B B 1E R 2 BT A BMIER, EMRXNEE  BFEFAGHWNER. BT IAM
BHE K FALRLFHIAHNSEYREEZEMNARG  XESHE .

o WFAERFER | FEFRAWS RS,

« SFAH , IHTE Use cases for other AWS services “i%&##” A CloudFormation.

EET—%, BRAACEF “AWSCloudFormationFullAccess” M “AdministratorAccess”
R, BT ENMO TR

SRAJ5IRE CloudFormation 2% & J M bRk, BHOIBRABLUR , BIEMZTLFEMER, &F , &
1 IAM 125 & FRIBR G ZN B 6,

IWEBHZE
M EC2 24| & %5 EC2 =4I

o WRBLATHBZEFEEM Linux EC2 =41,
o REBLLTR U BB F BRI Windows EC2 3£, RF$TFH Windows PowerShell LLE1TEM G,

WEEMBRHEN AR

1. Cluster-Manager : MAA T ERIEFHEERN AL , HHGEM MBI FRIEH,
a. BEAHHFAE CloudWatch B & <env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 34l £/root/bootstrap/logsBE X THAEAZ,
REBATTFF LM “M EC2 #2414 B F EC2 EHI” A4t BIAY i B8 B R IEH =4,
2. VDC-Controller : MEA T EIREX vdc-Controller 9 B , HIFH K INZIEAiE .
a. BEAHMATAE CloudWatch H&<env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 324 L /root/bootstrap/logsBEXTHFIE BE,
BBARTTFF LMY “M EC2 2% A B F EC2 L) s RM R A EFKEN I,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html

MEEIRIERE AriEE

BRI AEWN T E 2 —RERM Linux EC2 3K T8 B EAT AR TIRE. BRBIHER
BlEFRo

g VDI BE&

iR BI4H R A Amazon EC2 SE45

WMRAFE T HBEXEBFH VDIVDIL , N Amazon EC2 2§ & LAYHE R SSHI & R

£, <env-name>-VDI1l-<user name>

U £E Linux VDI B&

BREBARTIFSL “M EC2 #2415 &5 EC2 £4)” AREEEA1%E , M Amazon EC2 #2#| & & FAM N
# Amazon EC2 324, 3REX VDI Amazon EC2 34l £ /root/bootstrap/logs#l/var/log/
dev/BXTHWRBEBRE,

REBAENFEZ — Rl &R 3, RENBETH, Ak, BARBUTETREMN— 1B
FIREFIERE , RAEEHE £ -
1. RBUT S B /root/bootstrap/logsBFTE#l dev A :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2.0 BBT—THIENTSRETIEHBLR, EETFE VDI BE
I £ Windows VDI B&

BRBATIIFL ‘M EC2 2B &K EC2 SKHI” PEEEMHEA , M Amazon EC2 12| & B R MY
Amazon EC2 3£#l, 3REX VDI EC2 54| E$env:SystemDrive\Users\Administrator\RES
\Bootstrap\Log\B X THFEBX,

RMESHEEZ——FEel]EER S3, REMNBETH. Al , FRET—T LS RET
B1E-Ef&E T & VDI B,

[F#ET& VDI B

1. FE¥T VDI EC2 k6l IAM &L S3 15[Hl,
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w0 N

o

#% 3 EC2 2H & HiE R &M VDI K61,
EECEEERN IAM A&,
T RIR” THREER “NREMR T , &&F “MINXE , AFEiEEFE AmazonS3 FullAccess %
B o
14378 DA PR LA B B0 % SR B
Zha , BRIFEERN VDI KB  RERTHIHNIRTHRAE., EREWWFESRHE .
a. M Linux EC2 £ T8 BE&EATF Linux,
b. M Windows EC2 24 T HEER T Windows.
B, REABIUMBRAmazonS3FullAccessKEE,
® Note

FrEA&E8 VDIs AR IAM A <env-name>-vdc-host-role-<region>

M Linux EC2 SRl & B &

2%

BEMFTEBEN EC2 K6, RBZITU TR SFAAEBELEE s3 7618

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

25, 3 S3 A ERTERMNEMM , <environment_name>-cluster-<region>-
<aws_account_number>fAfE T2 Bl L&MW <module_name>_logs.tar.gz3X .,
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M Windows EC2 2l T B &

FEENPTHEEW EC2 £, RAESTUAT o HAMA BELEE S3 7614

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

25, B3 S3BHE  EBETEBNWEMME , <environment_name>-cluster-<region>-
<aws_account_number>fAE F&H 2 81 L& B <module_name>_logs.zipX#.

IEE Y& WaitCondition ££iRfY ECS A&

1. HRIEDIPBHVHEMRFIEFE “BIR EIF,

2. RIFT8B¥ ResearchAndEngineeringStudio~ £%#F — 1£55 CreateTaskDef- CreateContainer—
LogGroup , RFEEREITF HEM CloudWatch BE&LH,

3. MZBEAPRIREHNEE,

AR

F
« BN ENEHENEPRIEERE BIVERREEFEIR
 SERMHEMK keycloak FRiE/EH
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RO IEXT & IR AR & 0 RIS K ET B IR RIME R FEIR

[A] &

MBEBZABFHRE KBS HIREEN S HRIEERNEAZNMER , NEHZB DS H, X
AEEREHBZNAFNER , A LR IRH Active Directory Service K,

23 e

1. EEERFEFIEPEBAF MRS K ZEB,
2. B S ecrets Manager FHVRS tk P 255 , FHEZE LA AN ZEMHECTE -

« XF Keycloak #t% : PasswordSecret-... -RESExternal-... -DirectoryService-... Fff iR : 55K
Active Directory %343

« XF RES : res-ServiceAccountPassword-... T #iif : Active Directory Service Ik 7 25
3. HREFEC2 #=Hl & HL L EFHEEEESM, Auto Scaling RN K Bz Al & FEFINEBE

ERHERK keycloak T2 4EF
8] &

WRAREY keycloak BRSSERARR T , HIREFE RS , KA IP RETEL , XTRLSFHER

B8 5 Fp BT fREY RES NPHERAEEAT AN , BARBATTEETH MRS,
RRITE

LEERRIE BB H EFIBE Keycloak Htk , T EER Keycloak IRE R EERS. RBUTS
B 1THRE -

1. & Cloudformation YRR iZ7E BRE & EIW N5 keycloak fH< Ay HE
* <env-name>-RESSsoKeycloak-<random characters> ( Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-
* ( Stack2 )

2. MIBRMER 1, MRRGRTERRBMEMER | HRF B SR BREREHERK,
R ER T2 MIBR.
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

MESIRIEE AriEE

3.
4.

1E 4L T8 RES SSO Keycloak HE#%E R

RS ERBRER TEEENSREFIHEB I MR, BLaEeIRERK - FRMER (FHE) -
ERMEER > EAERXH , M CloudFormation #2H| & TEE. /A5 EMERHERMER NS
AREEMENS ., B LUBEEHR CloudFormation ¥4 & LHTIEERHEE ‘S8 £+ ,
HEMERAY AR PR BIX ERMA, BRIVNERW, key pair MEMS WG RiA#RS HAETE,

HEHKRE , BORER AU BERERT . B £ B EF MK ApplicationUrl BY “%i " GE I+
#,E,

& & 5] &

« 2024.x 2 HEHA

« (2024.08) B\ RE T EZEHE AR E#EE ARN B E Y BIBH read/write Amazon S3 174 i@

+ (2024.06) 3 AD HEM TS ZEHRE , NARBANK

* (2024.04-2024.04.02) 2489 IAM RIS R AR INE VDI LI AR

« (2024.04.02 RERRRA ) ap-southeast-2 ( &JE ) FH Windows NVIDIA E6I LB 3

« (2024.04 1 2024.04.01) RES Bk kM GovCloud

* (2024.04-2024.04.02) Linux EEE R EEE SR T8 T “RE" RS

+ (2024.04.02 REEFA) TEEB S “ SAMAccountitE®” B EEAEFZRFIEKRZERFHN AD AP
« (2024.04.02 REEMA ) ATFHRELEHNHFATH

+ (2024.06 RERIRA ) £ AD EFHiE , HEARRA KRS RES BAS

+ (2024.06 REFRA ) CVE-2024-6387, Regre SSHion, # Ubuntu FEZ £ E)E RHEL9

VDIs

2024 .x B H 5@

(2024.08) R\ SR E L EEE T E B EHETE ARN F B E X B4R read/write Amazon S3
71 1

BRI
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml
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£ AR 7 1# read/write # ARN ( Bl ) IBENEIR (M BBMRTMEB EMAMAFE )
B} , Research and Engineering Studio 2024.08 o3& S3 BT E I E N S EMEM RN
(VDlarn:aws:s3:::example-bucket) &4l L,

TR EBEENFEREESHE

. R

- EABTRERNEMS ARN ( Blarn:aws:s3:::example-bucket/example-folder-prefix)
MEENHR (MEBEEMIMBEEMNATE ) Ni/EFEE

- ERAREFHEE ARN /EFER , BREAENHIR

HEEREE VDI RHIf5 |, iZ S3 EHBNIEERHBE RETFLEHRZEMEE. RE VDI LHNEHBE RE
FE  BZEZHNZETTEEHBNIETAR, HEFERALXIREXHEAB XN , Permission
denied, unable to write a filefi5|k%Eix , HAEXHRHNBETL LETIHEMNI S3 F#E.

2RI AR A
2024.08
BT

1. ERHEATHIARFANT X ( patch.pyFs3_mount_custom_prefix_fix.patch) ,
BIETULT@S , <output-directory>E#ANETERANT BAMAT XHHWE FUR
<environment-name> RES B EZ :

a. ZANTHUGERT RES 2024.08,
b. *THIAFEZE AWS CLI v2, Python 3.9.16 SLE S hRA LK Boto3,

c. NEPE RES WK MXEHEE AWS CLI , HBREH A Amazon S3 EXRE AR RES 6
BIE#E,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. SMETERAITHAMSTXHNE R, SBTUATHTHT :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. BELRIEHENELISEIZEFIZS ( vde-controller ) 356l |, BETU TS, (EF—Fh , EEZ
fFENVIRONMENT_NAMEZ £1RE N RES RN B, )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
X FFE VPCiRE , MBEIEEE XM , 5K S N<RES-EnvironmentName>-
vdc-custom-credential-broker-lambdaK ¥R IMEnvironment variable®
MRAWS_STS_REGIONAL_ENDPOINTSHI{E. regionalifFZHfEE VPC #ZE# Amazon
S FHBERARUHTHRESEER,

4. LUZEZHTTAW BIREIZIT<RES-EnvironmentName>-vdc-extlEE S , VDIs EERE N
FHME , UWEBREFTEREFME read/write # ARN F B E X BIEH S3 @@,

(2024.06) & AD HE M TSR , NARBEK
18] 88

R AD AW EBHPIEEH |, N RES 2024.06 575 5% 8 A 5 Bl MR A< B9 1R B8 .
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£ AD RIZHiE , EHEE SR CloudWatch B ( f£<environment-name>/cluster-managerH
SAT )OS TEE

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

ZHEIRBHT RES ESHEUATERNAS !

- ERETEPEMAEN ASCI &, BF. WS (). 9K () MTUL ()
« FAWERWITS () ERNE-—IZH
- ETHERZE

/

/

S M IR
2024.06
BT

1. ETEHANTBIAFNT 324 ( patch.py F g roupname_regex.patch ) , BT T
T, <output-directory>&#HN EF M4 B XM RES HE<environment -name>MH
o

a. ZANT{GERAT RES 2024.06
b. *FTHIZAREE AWS CLI v2, Python 3.9.16 & & R4 LK Boto3,

c. HNEPE RES WK MXIEEE AWS CLI , #HAREHE S3 NEXRE A RES BIEN1F64
o

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. SMBTERAITHRIAMST XHNEF. SBTATHT@E :
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. ENEMNHERESEREERIH , HETUTHS : BBATLUM Amazon EC2 EEEHI A4 1E
Z3KB

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(@ Note

ZAT R AD AEHBENEMAEN ASCI 28, BZF., B¥L (). 92 (). T ()
DEEEKENT1E302H () HEE,

(2024.04-2024.04.02) 249 IAM BRI KM NE VDI RHHAE
XA A B

ELASRASFELEEBMEREMBNNBRIREE, XERANEDE QIZEHE , Boundary S8 EXH
R IAMPermissionill &k IE# 9 Bl 481210 E o

2 AR A

2024.04-2024.04.02

ZERE
FREATSREBEEDBELTENNRLR : VDIs

1. ERHATEIARFIRNT X ( patch.py  vdi_host_role_permission_boundary.patch ) , #Eiz{THA
Tane , Bift<output-directory>NEFR AL F :
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch

FREIRIEE AriEE

a. ZANTPUEA T RES 2024.04.02, MREFERANRMRA 2024.04 = 2024.04.01 , AT EAZ
BN H S 5 R BRRARE T S BRI E R IRE EHE 2024.04.02,

b. M T BIZARZEE AWS CLI v2), Python 3.9.16 RE &AL K Boto3,
c. AEPE RES WK~ M XFEE AWS CLI , HHAREIHE S3 NREKEA RES tIENEF#M.

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. SMBITHEATHIARRMIT XHE F. BT T THS , <environment-name>EirR
RES INEN BT -

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. BEETUGSHELNKEFERSEHETEIRESM , <environment-name>E#H RES IFEH
E#o B A LUBEE Amazon EC2 BIBiE4| A 4K 1324,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

MRASIEIAEE RAriEmE

( 2024.04.02 R E R HRZA ) ap-southeast-2 ( &fE ) H#Y Windows NVIDIA =T %E R
)|

XA R

Amazon Hl25# & (AMIs) AT RES A Ea/ EE R EREMNEINRE (VDIs). 81 AMI #E —1x
Bx ID , ZIDE#X M. £ RES FEEH AT ap-southeast-2 ( F&JE ) H/a3h Windows Nvidia 3£
BiEy AMIID B BTN IEH,

ap-south ami-0e190f8939a996caf east-2 ( EJE ) AEF IR H T HERHIFEEH AMI-
ID, ami-027cf6e7le2e442f4RN A AMI ID,

APRE=RAEHARIA ami-0e190f8939a996caf AMI Ba1EHlat LB R T iR,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

ENZERNSR , SFROIEE XM

« £ ap-southeast-2 XiF & RES,
« £ Windows-NVIDIA ERINE 4 H#EAL (AMI ID) B3h3EHl, ami-0e190f8939a996caf

553210l
Fi8 RES R4S 2024.04.02 S5 F AR A8 32 2§00
REFE
LT E#BIEREE RES IRA 2024.01.01 E# 47 7R -
o AT REEMETH MR

e AMIID : ami-027cf6e7le2e442f4

- BERZ : Windows

« GPU #:&m : =iFiK

. &/ FEZERIKD (GB) : 30

EEE/J\O Wﬁ (GB) 4

o {5 F b ERAF3EAR SIS 3 Windows-NVIDIA =451
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(2024.04 1 2024.04.01) RES #ilBR 2 GovCloud
XA )

£ RES MIBR T/ERFEF , UnprotectCognitoUserPoolLambda &= S S4Bk Cognito A
F A BRRI . Lambda $1THE 3, InstallerStateMachine

BT &R GovCloud XiF 2 BRI BRIA AWS CLI fRAFHEZER , FIt Lambda
Mupdate_user_pool A EXEH GovCloud fFX M,

EFEZRMER GovCloud XiEAH K RES Bf2IBE LT 4ER

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

EPZHRVIR

. EEA GovCloud X2 RES
. HBR RES 4%

3 AR

RES fRZ 2024.04 1 2024.04.01

B E

UTEBEREE RES RAs 2024.04 L3177 i

« #TFF UnprotectCognitoUserPool Lambda
- BB : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
« BEITENRE-> YriE-> %&& “E1TH" Python 3.11->“RTE"
« ITF CloudFormation,
- MR RES #4k-> BUHEH “RE R EKRFRIR-> ‘MR,
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(2024.04-2024.04.02) Linux E\REEE S Y AT gEAL T “IRE” RS
AN B
EFHRURELFEHREZE | Linux ELEETRLEEE “EERE RS,

XBIERE , S AWS ystems Manager T 2IE{TEMZEG SR AEHHN DCV «1F , 3 H vdc-
controller CloudWatch BH& (EAEAT ) FERD LU T AKBEE. | <environment-name>/vdc/
controller CloudWatch

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

2R MWEY IR

2024.04-2024.04.02

ZRITE

EMEFEE EERE RSHEMRE , FRITUTERE

1. M EC2 ##|& & SSH i A BB E4l,
2. TERHIEBTUTHS :
sudo su -
/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/

configure_post_reboot.sh
sudo reboot

3. HFRXHIER.

EpLHOEMKEETEHFNRZ , FRITUTRE

1. ERHATHIARFIRNT X ( patch.py F vdi_stuck_in_resuming_status.patch ) , iEZETA T &
T, BRANETFHRXHME R : <output-directory>

(@ Note

o ZANTLHGEAF RES 2024.04.02,
o XNTHIZRZEZE AWS CLI v2, Python 3.9.16 S{E S hRALL K Boto3,
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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- NEE RES WK~ MXHAE AWS CLI , HHAREHE S3 MRKE A RES tIBHF
8o

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. SMBITEATHAMIT XHENE FK. BT T4 T @S , <environment-name>Eix
RES HrEM<aws-region>BHMEE RES WX :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>
3. EEFMBIHEMIFER VDC HHEIZEES , BETUTHH , <environment-name>&ikA RES
IERNAER

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERRA) T3:ES “ SAMAccounttE B” BB EAXAEZREHREFTH
AD R F

X AR R

2024.x B[ 8 174



MEEIRIERE AriEE

SSO BEEALTHNMT (FNMNAD BEZ AR ) 5, RES LiARZ AD A, EFHEEES CloudWatch
H& ( £<environment-name>/cluster-manager B&EA T ) £ AD BFHIEEZE U T IR -

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
. DA 1{21) [a-20-9. _1+(?<![_.1)$

ZiRIR2HT RES UEZHELUTERMN SAMAccount AF A&

- TRETENEM ASCI F&, BF. AR (). T (.
s FATEAIRRTHEENE - SEE—DFR.
- ENREEFNMEENAR/ETRIL (B, . . o )o

/!

/

oA L) TN
2024.04.02 RE BRRA
BT E

1. ETEHMNTBIARFNT 324 ( patch.py F s amaccountname_regex.patch ) , &7 T an
%, <output-directory>BMANEEKRXHNER :

(® Note

« ZANTIUER T RES 2024.04.02,
o ¥pNTHIZARZEZE AWS CLI v2, Python 3.9.16 ¥ 5 RA LK Boto3,

- HEFE RES WKk MXEE & AWS CLI , HHEREHAE S3 NRFKEA RES 22/ 1F
8,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch
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MRASIEIAEE

e
2. SMBITEAITHAMIT XHENE R, BITUTHTEHS , <environment-name>F#H

RES SRR B

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. EEFRINENERTESRELH , BETUTHS , <environment-name>&# 7 RES HiE
W&, BHALUET Amazon EC2 B R4 & & 1324,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\

--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERRA ) BFiARZ2FVNHFEFATLR
X AN 5] £

HAFMNRES MRS THAANLRELEHN , BANBATER , ZITHTHN 1T, XER
ZHREY. HAFPZHEATHENZRABRELENE |, PRI TER

Load key "<downloaded-ssh-key-path>": error in libcrypto

<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

52 S0 B9 iR A
2024.04.02 RE BRRA
B E

BARWAER Chrome TEES , BALKERAZ N,
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(2024.06 RERMZA ) £ AD @ HE , HAEK GRS RES @S
EIRER
R GroupOU 5 userOU & , FFARAFNLEEBWED E RES,

2HEE AD AR , RES 28] |dapsearch M 885, HaNTIEEFHEIRMMER T userOu 8
M= groupOU ¥, £REZEBRAKREREEMAF . REE UsersOU Hl groupOU FRIEIR T F
SHIAXMITRH.

2 R AR A

WRBEMATE RES MRAS 2024.06 HERIRA

RRTTE

FRRIT SR RFIE

1. ZETE patch.py BIZF] group_member_sync_bug_fix.patch 3X# , EZ{TUA T @+ , <output-

directory>BMNETE XA A1 H ZMEIE4MY RES IRA : <res_version>

(® Note

« ¥NTHIARZEZE AWS CLI v2, Python 3.9.16 RE & MRALA K Boto3,

- NEBE RES Bk M XS ELE AWS CLI , HEREEE S3 NREXEA RES 812K 7F
& o

« ZATIXE#E RES MRAs 2024.04.02 #1 2024.06, WMREFEHZE 2024.04 =
2024.04.01 , MERM AT 281 , ARZEBRPIHHNSRGENIRELETAEREE
#12) 2024.04.02,

« RES W7~ : RES 2024.04.02

T FE8EEE 20 24.04.02_group_member_sync_bug_fix.patch
« RES WA : RES 2024.06

#NT TE8EE - 202 4.06_group_member_sync_bug_fix.patch
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OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. SMBITHEATRIARRMIT XHHE F. BT THTHS , <environment-name>EirR
RES INEN BT -

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. EENRIMEMEREEREH , HETUTHS

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 X E B4 ) CVE-2024-6387, Regre SSHion, # Ubuntu FH &L £ K
RHEL9 VDIs

BRI
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27 OpenSSH MR5 28 iR 5 H & 9 regre SSHion By CVE-2024- 63870 IIRTEERR B A1 T
BRGEEBEZEFRRSF|LINTEERE , NMAEFEA OpenSSH #ITLZEBENREFTRTER

B o

3t F RES ﬁ;ﬁml_%ﬁ‘ RLFHEI SSHHAELEE , E2FHNAZRRANE W, B2 , &
R4 E’J?ﬁl}\ AMI ( I D7 R &G ) RHELO MATA RES ARASHAY Ubuntu2024 VDIs ( ERIREE
R4 ) ﬁ)ﬂﬂ’ﬂm@%%ﬂﬁéﬁ&%ﬁlfﬁﬁ’] OpenSSH kA,
XEWKRZIA RHEL9 # Ubuntu2024 VDIs TJREERIA , EREEEEHRIEBL T,
BXRZABHNESHT AT LEXERE,

5 SN /Y AR A
WRIBE P RES R4S 2024.06 SHE FRA,
B A*

Ubuntu RHEL9 MUbuntu#f &% T8 L2 REHOpenSSH4M T . AIMEA TSNV R4 EERR
3: A (I

MR EEE Ubuntu RHELY 5 Ubuntu VDIs , BATE WAL B T EAM PAT CH EASTING VDIs % B3 i
T18E, B3 KX VDIs , BRATEIIRE P AT CH FUTURE B9 VDIs# BAH1TIR4E, XL BAERT
WML ITHEIAR LU S A EH M A TE8 VDIs,

*NT B7F%E VDIs
1. BIUTHSRMEAFAEIMAER Ubuntu M : RHEL9 VDIs

a. F#NTHIZAEE AWS CLIv2,

b. NEBE RES MIkFFXEFHEE AWS CLI , HEBREEE KiE S AWS ystems Manager 1T
K Systems Manager R,

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'
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2. BALEETHS AELRIEHARERNET, BE ‘@ ALIER" BT+ , BEHHN®E
T ID, RIEHWIAFTARA IDs BERIER.

*NT R3k VDIs

1. ETEANT AT X ( patch.py # update_openssh.patch ) , IBE{TA T a8
+ , <output-directory>&E#¥RAETH MK B FM RES K <environment -name>k &
L/

(® Note

- ZAMNTUEA T RES 2024.06,
« *PNTHIZARZEZE AWS CLI v2), Python 3.9.16 ¥ & R ALK Boto3,

« NEE RES WK~ FMXEE E AWS CLI BIAs , HHRENAE S3 XEFRE A RES t
BHNE#E,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITATHTEHS :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. FEAUTHSEHRBIEMNINEN VDC 2 HIZFEAl

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
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--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important
R A RES IRA 2024.06 X E S R4 X #FE4h fut VDIs ure, E VDIs R4 E T 2024.06 #Y
RES R HEFN future , EE REA A TR RES BMEHARE] 2024.06, EERAER
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R X 7= BA

B Amazon EC2 SRfIEHMHTAMNATEERBENNZRRERS ( XWmRS ) WAk, tES TR
IBHEEREEXEFANE, EBa LA AWS Systems Manager Session Manager , © R E&E
RDP &R Tz & & Amazon EC2 36l , 8 R FEE RDP A, MRAFEFNANZERERS T
AJE , M| CALs RMBERRMAR T AIIFLEELWEZRREAS . CALs EEERBHRENZERER
HAFPAEZEZHAEBI ALY |, TUNESH S AWS Bk (HE ) APHE, BEXEHTTRERE
RF TR ENFNEFTIEINER , ESHERNRBREHLID .

BERFERENAXEFHEEHTRMITN, &AXHF : (a) RESE | (b) KK AWS ZHEH ™= mAts
ML, WBER , BRBTEA , UK (c) FREHEXERNT., ARG A 5 8 E &S SR
AWS AWS = mIm RS “REHE" =#4 , FTHTEAEANEBR. BFRREZG , TieRATERE T
AWS & FTEMTES AWS VRS , RAXBEAETHEHEF ZBNEAMIN , B FaXNH
AWS H 1T K,

Research and Engineering Studio AWS 21R#& Apache Bl E £ 1R EA Apache A RZR 2.0 Y%
FIRBIFAH
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B

2024 £12 A
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2024 £ 8 A

2024 £ 6 A

EK
« RIhRAS 2024.12

MEET —

- JEF B XES.

- BERENR.

o FoiE AR B 2R G RN R,
- Eii& SSH i RHR.

- REINS# Cognito AF.

EERWET —
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