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« (THEER ) FRBEEZMMIAFSRRASRNIASHE. ER (AM AFER) FE
AP AR (258 ) RV ITRAE,

EEOBEEHEMERREESRSAR (2EXRSINUE ) WAERREESRINRE ( resource-
explorer-2:*), IUEARREERETEHA AWS EEFBERR FIX LR,

HREESFAF

RREERAFRERPITUAT —HHSTESH IAM E4£

- BYEANBEERNRREERSKERER. RREESAFEERIINER AWS &R , BEFERAR
RETEEE R4 A3 AWS SDK 5 AWS CLI 2R REIEES Search &1,

RREEREER 7


https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS FRRRE FIF 15T
AELAFTUEAR IAM SREUBE A TR EZ —#ITIERNNR !
- BIREESRX IAM A6, AHA/RRE AWS HE XK.
- —NIAM RRKR , HIEQEEX IAM &, A5iAF U TRENR,

{

"Effect": "Allow",

"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView",

"Resource": "<ARN of the view>"

}

- BALRENENENNRERESZEENAF, , REXBEHRMANEEARES. F
b, EEAMEMMEEXAR, AxAFH IAM XREREHPRFIEA resource-
explorer-2:CreateView BREMNIR, MRUBFZRHENR , W AF R EX A RER NS
2 IAM policy HELE .

BXMAERARERRERAFNES  HSH £ AWS BRARE BRER,
e

FEIRBX AWS IKF FHY— AWS X TR AWS BRIFENEEES , HEREEREY . BR
EERELSTERREERNEMXEPET — IR, HIEE AWS IK/S PRI ERE R , &
REERCEPEMRS. ERENERP , AWS Xifi EMTHFNFERREN AWS X H4EF I
RFEERRS, ENMNXEPNREIREZXHFEZNEMAABBERNRER. AFTREEEAR
5le Rz , N AFRLERUERITEMR,

R RBNERG -
7R ith 3R 5

FERFEEERNEN AWS XiE p#HAE - AR5, RipR5RESHEXE—XEHPH R

=W
REmRs
RREEREEREALF - AWS X8 FHREIEEN AWS K- WREBFRE. REHFRKSI

BUAFRKSPRAEREMTERREERNXENRSIEE. REFRITERAFREXHES
CXEHHNHRRNER. ERENERYT , X us-west-2 BRKFHRERES. NKFEE

] 8



AWS FIRIRZR 2R RFiEmE

REBRFINETERAR , B GBESKSPAAEXENRRNAE. — AWS Ik PR EE
B-IREHER

TRAREERRE , EUUBEEBN AWS X5 FIEREHFRs. BETUHEEXARGRES
FRAK AWS Xig, BXRMMARAR LRSI LUEERIE AWS K/~ HRERREINEER , BHSH
BEYAERSHERIFTEEXHER.

#5|IRESR Amazon FIRE (ARN ) WRIR. B2 , BREENRKREERER L ARN REF E##
ERSIXRENRENHRNR, BEXERE , SN RURANERENXGTHRUNAE , £X
BHRFEHXRARFREESR , HHZKFERSHERS, R5IH ARN ST RAIEE

arn:aws:resource-explorer-2:us-east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9bdc-
abcd11111111

BF

AERATERRS P HNERNIF, ZABRATEXRSIPHRLEERAN , BEEFETATER
MR, AFNTEREARFEESRRS, AR , ERLABLEINERIT , ZNELTFARCIE
ERHFAFTUAERRERPEIWER R

BIEMEE |, B LEEFEFARBREERERPISSHLER R, flm , BULERRIESLBIEE
RRRENFR , RERFRHEQERFZARLANBRNASER, BE<E3RIEHSERAR®T
TERNER  MXESESUNEREETEN TR,

ERTHEAUENIERNER , BUUERANUTEZEZ— 2 BEXR,.
ERGIHEMNER , FAEWAF, BRARASTFMNR
« AWS IAM Identity Center HEY FH = B4R :
BRI PREE, R (AWS IAM Identity Center FIFF#5RE) Al Z N REM R BAF1TIRKE,
- B SORMERE IAM REENAF

YEERATEORERIENAR®, BR (AM AFER) FHE=S5HRUBUERE (ka5
RIIUE ) B HBAREITIRE.

- IAM AF :
- BIEENAFAURANAR, BR (AM AFERE) B3 IAM A el2 A SRR TERE.

« (THEER ) FRBEEZMMNIAFSRRASRNEASFHL. ER (AM AFER) FEA
PARMRER (258 ) PR TRE,



https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS FIRIRZR 2R RFiEmE

RFNR , UAFENAE, AAFPXH Amazon BREF ( ARN ) SRR EEA resource-
explorer-2:GetView # resource-explorer-2:Search &, & , BULUNFFEEE[FEH
ZOEHTERNEIACEARTREESR AR AWS REXK. SultEEETEARERGTITENZ
NMIBE , NTTREIRFREENTETFE, R, BUUBAFRFNSMBEANRE  XEAFREES
BEZNENERPEBENER.

EfARREER®TER , SMNAFBLIARBEDLEA —NAEHNER. WRTERUE , ERFE
EERFEERPHRITER,

NEETENXBAH#ITFE. AERRBEHRIZ AWS XiE AR FEREERES. EHRIKSTERNLN
BRER , CXTERAETEZKFNRER[RINXIAPNARE, REREDEETE AWS X5 #
IERINGE  HPeREF[RINNT K/ ERE AWS X8 6 89FrE 7RI T &4

BRIOACIZABNER  FSH EERAREERUENREREREANR, BxOAEERFRER
MENEER , F2H A AWS RRRZR BER IR,

BB A — Amazon FIRE (ARN ) , BAINENRREF S| HZENREFNENTEDN
FERR, BT ELRENMER ARN EASBEIZ L SRR ERE API 5 AWS CLI #1F.
B# ARN ELLT RABIZELL,

arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-View-
Name/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111

(@ Note

ZSME ARN WREHZE—1H AWS £RH UUID, XBBTHREASTEBIHRER
MHEZMIZNHAE , MXLER S ATRAREREMRNFER RN AERTIEH,

IR

HR2EALERARN AWS FRSSE, RIRA AWS RS EEERRSHWINEERBIZE, ROIEHE
Amazon EC2 3£, Amazon S3 Zf##@= AWS CloudFormation #i%, RLERFERBUETEET,H
. IERFEREBERRTFENEMESHIE , /AN, WRMNEARME— 5| ARIRH Amazon
BREW (ARN) o REBHMEREELEZEFRS., REBEUUETEBNMMEIEERERNEEL T
BE, GlOKEPFHREDE, FAETEENGREZEGHITZEEN , REZFLENEMBSEER,

I
ﬁ
IS


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/aws-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html

AWS FIRIRZR 2R RAriEmE

RREERNEEBNEHEBEKRIEH AWS K/ PEENRR, AREEREASTHERR RN

BHARBERER , ARAEXRXERFENEERERSIF. AR, BULUELEERR N ERENEMAIER
BHRE|,
/A Important

RREERARHBRBLELECREFFBENTRRE, UTHRREFTB T REERR
ARE| , ARBRERFFABREXERFRE,

- FEFEAEZEM Amazon S3 R
« Amazon DynamoDB &I B
« DynamoDB E41&

AWS Management Console FfY 5 —8 %R

B/ AWS BRSS #EY AWS Management Console TREIEIE —MERE: | BALLACRERS AWS
MANEMAET, ZUNERESMEE , AEZRSHEGAPRESEZIMEXTHEHMEE, SE7
NEREENBRAEHIENEEE,

FRRFREESZAUNERABROIFNRIANIESE , E—EBRETUEERERTIELKFNER. &
—BRLBEYFEAEEKRFREEEREIM AWS Xig FHERIAGE, XEETTLIM AWS Management
Console FEATNEHERAR , MALETFRREER. NRBEERNAHRSIRARNKFHORE
BRE| , RELEEEREHFRIXFHARRANE , NE—BRABRERPITLEBERR. Lk
A, EAHRTERNEAXAENERASERER/RSINXEFNRIAANE , TG —ERNIERE
P RIERR

/A Important

SG-RBR2BIEFZHEPFE-IPRBFHREAABES (* ) S8F. XEKRES R
RERVESEMUEERBRFT AN ZFEETEN TR,

BYESHANAE  FAREESFEFHANARERTEH EHRTHER , T2BFIH MBS,
BRI ERRFAERNEARESEFIAEA

BEXG—BERHERREEREXNESEE , S £ AWS Management Console &A% —

AWS Management Console Y4 — % 11


https://console.aws.amazon.com/resource-explorer/home#/explorer

AWS FIRIRZR 2R RAriEmE

ZKFER

BEZkFER  S@ETE N KEBFERE AWS Organizations f AWS X5 #EZ M XN TR,

BRZKFERURNMANGREERSASKFERNESER TSR TEZKFER.

FRRBEEIEMNEREHE

£ AWS BRIRZR BREAZH , BREBEETHUTES.
£

o SEMFREL AWS K

- QIEZEFERIHRINENAF

SEMEREL AWS 0K
MBEEH AWS IKF |, BB TETBREKRIE -1,
EEM AWS K~

1. #TFF https://portal.aws.amazon.com/billing/signup,
2. EBEFELHNHBAHRTERE.

FOEMET , FHER —BHE  EREARERENA - MRS,

HRGEMET AWS K, LR BIZAWS IKFRAF —1 RAFERGRIZKS RBFRE AWS
RS MARF. ENRLHESKEK , FAAFIEERLRANR , A BRERABRAFKKTEER
AP R BRNES

AWS EFMERERELBELE—HWIABFERE, EEMIME , BEATLUBEHZE https://
aws.amazon.com/ FiERERWIKFREEYEINIKF R HEBEHIKF

SIEZEREELRMNRNAF,

AME  BRIPFENZE AWS IKFP AWS IKF R AF AWS IAM Identity Center , /B A SR EE A
P, XEERTSEA root BRRITHERES.
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/

AWS FIRIRZR 2R RAriEmE

R IREY AWS Tk 7= 48 A 7

1. %3 Root A Hi AZK AWS IkF B FapfFihit , UIKFFRIEENSHEF, AWS
Management Consoleft F— £ , i ABH L,

EREERABAFEZAENER , F58 (AWS B AFEm) PRERF BHER,
2. AEMBAFBRZESHRIE (MFA),

BXRUEA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA RE (BHE ),

CIREAERIERNRNAF

1. J3 A IAM Identity Center

BXEE , BSE (AWS IAM Identity Center A 1§8) HEE A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , JAFP R FEEIHRINR,

BXEA IAM Identity Center B & N SRR , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EEAEH 1AM Identity Center A B0 %% , BEERSBELIZE IAM Identity Center i PR &%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o

75 4R BR 40 Bt 4 EL At A P
1. f£ IAM Identity Center 1 , B —PMXRE , ZANREFERE R A RIKAXRAY R AEME,

BXRUHA , ESH (AWS IAM Identity Center AP 1ER) PRI OIENRE,
2. BAFPSEI M K RARNZEIBEEREFTHRENR,

BXUH , BHSHE (AWS IAM Identity Center A $5R) A EIRINE

BIZEFEE I RR A 13


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html

AWS FRRAE Tt
RENEERREER

HiIRENEE 8 AWS BRRRER , BABFRBRILRERSE. 2/F , X IAM BEIABHRITUATE
BERREESRREMEXRNAS ZHER.
R LAME R IR BEME BT EEIE K AR RN INEIA L AP EAIF K S iR E R IFR RS,

BUTHARGEFTRERREES

- RFERE

- BRIRE

/A Important

MREEFREREMER AWS Xig &I fETSREERRERX KRR , WEXR AWS XiF &
BEEERTZEENFEEEEANREXNKESR. AWS K- EEMER AWS RnE 3= IR
EEED AWS Xl , BEXNEFBT2BTFE. AWS 5| AFXEN , BALUERERIR
EEFERFAN “RE MHPERZXENFHITFZXEFHNRFRN LR , B 0ELE
FCreateIndexi®R{ERIEF R HIT I,

(® Note

RERREEREA S ARRERINEE , B FEHA AWS Management Console L #4 — 18
REHTER, BLAFESE BREREPEIRR , BUANRAGEESLEBEXERE
R MBRIANNE, EXFEAER , BSRAUTIR, BEXABRENEZAFERERSE
REH\/ES AWS XiF HERIAE ., BXEZER |, HSHE AWS Management Console H
FRAS%—EXK,

ERARRRENEIRER R EES
IR R RER B ET , WA REEREBFRITA TR -
- RIS AWS K — ol — PR3 AWS K.

- EHMEEENKFRAFRINXFEFRNRS

- EREHBRGIXFHLIE-PRUNAE, LMERBERESRS  REERXREERSIFRIINAER
Ro
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://console.aws.amazon.com/resource-explorer/home#/settings
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_CreateIndex.html

AWS FIRIRZR 2R RAriEmE

RNR

BERITTIIRFFNLSR , ELAEFUTHR :

« 84E : resource-explorer-2:* - FJR : THERR (*)

« ¥&4E . iam:CreateServicelinkedRole - BR : THERER ( *)

AWS Management Console

EFARRREDERIRERREER

1. £ https://console.aws.amazon.com/resource-explorer & 3TFF AWS BIRIRZERES 1BH A
ERFERREESR.
EFERFREERNEL , ERRER
EFE AWS Xif EAEREFREINR
ENHES , ERTERREESE,

EHEREL , SUAERREERIBAZRSIMEESN AWS Xif . ZRNEHERERE
22 3R 5| Mo 2R IAM B EVRES

)
A
=1

ER%EBEl. BNZERES A B MEN X,

o o K~ w0 N

AL REMBEREKITRZRE , BNENA /BRI ASRE T RERTE AT HERRT R,

® Note

R T N ERERRLKE/LTHAHIAERRERP, AMFECWRFEEZEZETIRANN
BIEYETEE R LE R , BEFRERMN TREERE RIS E. SERMAEIAEARM R BI#
REBREINNHEHFIE | HAIREFTERE -t

EESR  EENAFAUEAENN G ZHRMIANRERITERZE , B4 T @R FEAZR
BFTERONR. ARESER , FERARTHNRFEERUE L RRRAFLITER,

AWS CLI

BEBN , FAFEET “AWS CLI ERRE" BRI AEFRERREER. AWS K/ XRENF IR
IR CLI BRET 2B RFEEREF EBFE B NEHITEALR, ESH LK AWS CLIER
FEASARENRRERFREESR , THRBLESTERTERAESE,



https://console.aws.amazon.com/resource-explorer
https://console.aws.amazon.com/resource-explorer
https://console.aws.amazon.com/resource-explorer/home#/search

AWS B IRER3R AR RAriEmE
AR REDRRERFREER

AR BRI I | WA SURAT I TR -

< ERE AWS X £ EFTI RIFER KR B

c RERBN-ITEXERERSZHERS. MBXHM , WATLUEE AWS X FHREEHS. R
SIAWZGIRTERKFHAARERENIE. BXESELE  FEREIEREFREITEE
XEER,

- ERRBUERAIE. ZUEAFELITIF AWS BFN KR[N XS BB REFTRR. BY4M
BR, FEEARANBERREERPHRITERNEMNES , SRFZUEHNR, BXESE
B, BEARTHRAREESFNEA R NRAHTER,

(® Note

BRI LU RIR B RS0 E N B A REEE AWS Management Console EHI % —#E R Ih&E
RENBRERY, EFSIEE B4R REEREERSHZRZSINRANE , FIEA
BNAFPHAFERAZESI MUBEHITER, REBEREIEETNTERESRFLRSIMMRIAAE ,
BWAFERIZETIT A RREES.

/MR
ERITTIIRFFNSR , ELAEFUTRR :

« #1E : resource-explorer-2:* - &R : TRHERR ( *)
« ¥4 : iam:CreateServicelinkedRole - &R : TTHERIE ( *)

AWS Management Console
EFARRREYERETREESR

1. £ https://console.aws.amazon.com/resource-explorer & 3TFF AWS BIRIREKRES B EH A
ERTERREESR.
EFERREESENEL , ERSRREIBE,

XE” THAWS XKEES | GRREEMA XTI RFERNKEER AWS K& , E2MNE
1 E X3 R #T I B ROR 5 87 o

> w0 D



https://console.aws.amazon.com/resource-explorer
https://console.aws.amazon.com/resource-explorer

AWS FIRIRZR 2R RAriEmE

MREERNELKST FIEEN AWS K KEgFFERREE R , N FEREERRERT
BEERFNENXE,

5. WTREHRS , ARRBECERSHERS, NRECEFCERSHERS , WrEHEHMR
SIS HEREI AWS X EFIFZXE. XATAFEFERAAELREXBREIR AWS IK
Fo E# AWS Xif IE2REB/ERLIN. BUBEERAFEABINRANBXE , REZDIE
EIBFE M RIT RER D RIRE R X,

6. ERANNEENUECGET , EERTUERUNE, NALERERE|/ESIRT |, HIER
TR, MREEFEGERAE K HREEFSNULIABEREEERERES AWS X 18
BWER, X , MNLERATUEELEEFEMEREERNAE AWS K 48, &
HAFERARUANNEEXSPNTERERFREEMNEN , BRFERZXEHRADE,

@ Note

YT RAFRFEAZABNRER , REHMNTREAZUE, BRXESEE 1B
SRR TN AR EE R0 E A T B AR R AFITE R,

7. ERHECERREERS.

(@ Note

eI A M EMRCHRE/LSHRAHAERRERP, RMFCHRFRBREZFETIR
NIRRT EERUER  BEFRERN AJREFTEERNNE. TRMTERELEM
REIAHRER/ASINMAREHTE , BTRRFEE NIt

AWS CLI
EfARRREDRERRERTREER

RBEEESERE S IBBEEMNERARRENITES API BEBA. UTRE AWS CLI 65515488
TuMEAERS A2 ARITHENERSTE AWS CLI,

Example S5 1 : BI3EMEMN AWS X5 FRIBZESIXRF B AREES

EEHERRNRERNEN BT AWS X PIETUATHT. AT RABTE AWS X #FEH
REMEER , X2 AWS CLI WEIARE.

$ aws resource-explorer-2 create-index




AWS FIRIRZR 2R RFiEmE

{

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"CreatedAt": "2022-07-27T16:17:12.130000+00:00",

"State": "CREATING"

Example 58 2 & : f¥&5|4 AWS Xifi H RKF RS &5

EHEITUTHS , AWS XiE BHER REESRTAMRSIEHRAZKFAWREERS. ATR
Blon SEMEERI (HFFELMILE ) (us-east-1) PHREEFERSEL

$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type AGGREGATOR

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"LastUpdatedAt": "2022-07-27T16:29:49.231000+00:00",

"State": "UPDATING",

"Type": "AGGREGATOR"

Example 3 3 : 612 AWS X5 B8R SBXR5INNE

HOEREHRREIMN AWS XiF FEBETU TGS, AT RAGTRIRNNE , ERREEREHE
RESEEZNARMER, XNMHAESFFENRSIEESH —BD IR FRAIRE |, HFEFEIR
LRUELREF,

$ aws resource-explorer-2 create-view \
--view-name My-New-View \
--included-properties Name=tags

"View": {
"Filters": {
"FilterString": ""
},
"IncludedProperties": [

{

"Name": '"tags"




AWS FIRIRZR 2R RFiEmE

1,
"LastUpdatedAt": "2022-07-27T16:34:14.960000+00:00",
"Owner": "123456789012",
"Scope": "arn:aws:iam::123456789012:root",
"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-
View/la2b3c4d-5d6e-7f8a-9b0@c-abcd22222222"
}
}

Example 28 4 & . FFHMERE N ERIAME AWS XiF

LT REIREE L - S o2 M EREN XERNRIAAE, SAERSCIEZRIANEERN AWS
Xif e BT T aT.

$ aws resource-explorer-2 associate-default-view \
--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-
View/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-
View/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
}

YT RAFRTFEAZABNRER  REHMNTREAZUE, BXEZEER , BERETH
RFEERNEA R RRAFITER,

BITXERTE , RREERNE AWS K- FHEEXBFET. RREERESNXEHHERN
4 —/ %5 HPEsTZRENRRENFAGEE. HREEFIESNMNEMHXERS|IEHE
EEXSHNREHRRSIF, ZREETE-NAE , ZUBAFKS PREM IAM BEHAFE
IR ERmARSIHXEPERE R,

@ Note
REIXBWEMCHFRSKE/LDHALAERRERT, KRFIENEREEFETIH NN
AR EEATUARER , BEFRERN TREEERNNE, TRMIEIEA RS EH
REBRCIVNHEEFIRE , BAREFERE Nt




AWS FIRIRZR 2R RAriEmE

EERAREESRUSERAR

HEEBRAELN AWS IKF FRIED — AWS XI5 FFFE AWS BIRR%ZRR 25 , BAURFERR
WIT-EEEES, AN AEPNEERES , XEFESTHEBEREE AWS KF MR REREN
TLERREERZERENT AT,

FH

- BREWPLE AWS K FE TR RS ER

- FRZKFER

« EAWS Xif FEARREER ARSI EHNER
o AWS EEMA XK EEEM

- B OIERERRIFAREXHER

« X7 AWS Management Console AR %—# &K
- KERENRREESSKAERNET

« KH—NAWS XiE F R REERS

- XHFE AWS XiE PR REES

s NELPNKFHERFRESER

QEMLE AWS Xif FTE 7 RIREERR

ZLUNBYEEBLXHITERFEERMNRSIREHBLE AWS Xt EFFE AWS BIRIRRR. BE
EMEXFERE| , BEALTT ENSR,

/A Important

RAPAREETERAREERNXBFERER, EETUE-—MXEPRIRREFRS, U
XREMBREPERBR. AREERQNRAREENEERREERRINMEREBXE
EHETERGR/REINXE., AFEEEARFREERRRIVRBERSINXEHHRR.

REXSFHNAREERRS

B LAEA AWS Management Console, £/ AWS Command Line Interface ( AWS CLI ) Fl &S
H7E AWS SDK A API RERKREBLXHEARFEERNRSEL,

REX 20



AWS FIRIRZR 2R RFiEmE

AWS Management Console
EEEMEXEHAERREERNELI

1. EAREERRHATTFEERE.

2. REIBIHIRNEBERLE SR REERRSINXE, RBIIFNERTZRFIZEXE
A ZEE| , ER AWS K WREI:RESI,

3. EEFMEXESTESHREES , FARMERS, MRENMXEBRAILH , WiZKEFS
ERFEER,

AWS CLI
EEEMEXHERFEERNRS

EITATHSUREERLE AWS Xif EFRFEEERNERS.

$ aws resource-explorer-2 list-indexes

{
"Indexes": [
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",
"Region": "us-east-1",
"Type": "AGGREGATOR"
1,
{

"Arn": "arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd22222222",

"Region":"us-west-2",

"Type":"LOCAL"

HFRZKFER

BEZKFEER | S UEK S EREL AWS Organizations AL {7 (OVU) hH EHEZ RS K
Fo

ES}

FREKFER >


https://console.aws.amazon.com/resource-explorer/home#/settings

AWS FRRAE il
< RREH

- BAZK/ER
< B/ RERIRE R

FRFAF
BHEWART B SRS BRIEE  ERRATRE

s WFEEMANXE , FHIAEHEBRKFREHERENA , ANEAEEFEZKFAER,
° ‘@UE%IE%FO

« {Ef aws iam create-service-linked-role --aws-service-name resource-
explorer-2.amazonaws.com EEEAKF P OIERFZHEXAE,

- ER@@ B AR{EIEE AWS Organizations, XHF T SRREERTEER , NI HARFHFAT
BXF HEHER,

s PEERNEERR (HE ). BXEZEER |, EZH (AWS Organizations AF1ERE) A E O
rganizations BESE A AWS RENEREER

- RREERNZEF 1 VHTEERKP R UURFNEREER,
- BRIEXALNEREER S BEEKS PEIZNAMAE S KT ABRBEBER.

BRZKFER
BEAAFHKSARRMNEIOR | BATRATHE :

1. AWS B RIRERSR EEN — NS MK R EE AWS Organizations.

2. EM— A RXEUNBEREEEKE,

. EREEHPOUEREHFRSINXE., ZXEAIEEH XFRE—H AWS Organizations.
4

. BIEBRE T & AWS Organizations AL BV T RN RBNE, EL—THPHREXEPLIEN
-,

5. BRALTNKSHENE,

Z 0K RIR IR B I #E

FEAREREDEEARTFNSNKS P ERARREER.

TR 22


https://docs.aws.amazon.com/resource-explorer/latest/userguide/opt-in-region-considerations
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started-setting-up-prereqs.html#create-an-admin
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_service-linked-roles.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_delegated_admin.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started-setting-up.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-aggregator-region.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-create.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-create.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-share.html

AWS FIRIRZR 2R RAriEmE

® Note

HEBRFASEEEKRKSFRBEMHAR. NWREEANSEEKS  ARREEKRKSPMAR
5, WAMEREREERSISREFHRMES,

1. 7£ Systems Manager 2§ & P SMEI R REE RN IREBIREINEE,

2. EREHNREHRRSIXE. XH , ERATUEBRUTAEERKSPAREXENRR. WREME
ENBEMRKFELEREMXBEE TREHRE , WAANRERRIFEHERNXMHXE,

3. ERLENIKF B, BUURNEMARNKELLALNY (OVU) BRARREESR.

(® Note

B— R HZZ A LLEREZ] 50,000 4~ AWS CloudFormation H#ttk, tNREBH AKBIALNFEHZ
MXE , MRE OU HBI#HT I HLESRE,

4. EEFEGIEZH , EHARRBABE.

£ AWS Xig AR AR REER ARSI BN AR

RAE AWS K/~ HRFFE AWS BIRRRSR i , BE-—IPJZ AWS XE F RS IR T %5, W
REFEATRERENEEET , WHREERLBAHEDEEN AWS IKF FITEE AWS X el
BR5l, AREERRSECSHEERSPHNRSIBEANKIFHREHERS . MREEASHRED
BEIRT , WIEE T ERHEPEIERSIHIXE,

ERHARETFERREESR , BEARETEINTE,
£ AWS X RIT A RREERN |, ZRSHMITUATRE

« EAWS IKF FNE—IMXIBHEHRREERN , RREERIEERN
AWSServiceRoleForResourceExplorer WKF FAIE—IMRFHEXAE. LABRTFREE
EERFEAE M AWS CloudTrail MR IEIRFZERFHINR , AERIMES|BRFA PN ER. REHE
ERFHEMSE - AWS XiF 8, T2IEZRFHEXAC, RREESNEHE RN ATE Hib
XEEAR—MNRSHEXAR,

- BREEREREXHERE| , AEFERAEXZXEHRNFAEE.
- RREERTHANEEXHPNER , FRFERINERXERFNEE RN ZXEB RS H,

FE—NXE 23


https://console.aws.amazon.com/systems-manager/quick-setup/create-configuration?configurationType=AWSQuickSetupType-ResourceExplorer
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html

AWS FIRIRZR 2R RAriEmE

- MREHKFELEHARKEPHRERERS , R FREERLTHFFXERSIPHESEHER
BRRLIP , AXFEXEHER,

RESHBERE , APRTUANEAEHRRNES. NTUEAER —KERaeRABR2IW
X X e — MR TR,

EXEF 2R REERRS

&AILAEF AWS Management Console, 8 AWS Command Line Interface ( AWS CLI ) ARy a &
IE AWS SDK R fER API B1E , EE —/N AWS XiF RA|BRREEERE, BREE—MXFH
BlE—1N&5l,

&/MXER
BERITTIIRFANSR , ELAEFUTNR :

« 884E : resource-explorer-2:* - FJR : THERR (*)

« ¥4E . iam:CreateServicelinkedRole - ®R : THERER ( *)

AWS Management Console
B AWS X R olERREERE S

|, ERREEREENEL.
2. ERBIBHE , HEGERE

3. HEERSIMEL , P LEEEFURRSIUAXFERZXEANA RN AWS X ZHEIE
B, TR EEERTESERREERRSINXE,

4. (WHE ) ERZLES , BUUNRSIEEREREN,
5. “EEERS,

REEERENHNSE REZEEBURTIRY , IRE-NHSMEEXEPCIERS|H
EER , WERIEHEIE,

EXEHPOER R EERRE 24


https://console.aws.amazon.com/resource-explorer/home#/settings

AWS FIRIRZR 2R RFiEmE

® Note
Re|XHERCHRLXE/LSHALANERRERP, AMFIEHNRRBEEZESTH
NI RERTAER , EEFRERNAIREEERNINE, ERMAERE AR
RE|MFMREB[ERSINABESTIE , BAREFEERIE /DT,

T—%-REBZLETREHFES , WHKELAFITFRRERSIEEEFNIRERERS W
RENAFEBEHRTHARER , IFXETHHERFHNEIERRERT , RTEETK.

BR , MREFERAFAREMBARSINXETERRFIR , MELTANZXEFEHF 12N
, AAEHAFRTZUBERBN G RNR, BxNACZAENEA  FEH EE2FREERUE
UREERTRKXER.

AWS CLI

BE AWS X P27 REERRE

NEEHPABRRS|I UL FERZXFEHRFRNEN AWS XiF , ETUTHS. AT REAGHE
EZERI (FFRIEMILER ) (us-east-1) FEMEREESS,

$ aws resource-explorer-2 create-index \
--region us-east-1
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"CreatedAt": "2022-11-01T20:00:59.149Z2",
"State": "CREATING"
}

NEBZERPFERAREERNESMNHAES ST , AANHXERBAE --region S8,
HTRREEREREUARSESHEANITRELRSGIRE , RILER AJEER CREATING , R7/a
AR RT Ko

(® Note
KX M ERECRFLKE/LTHAEANERRERT, AFECHRREEFETIHANN
VA EEAT AR R , BEERERNTREEEERNNE, TRMNIEIEA RS EH
REBREIVNHREFTRE , BAREERE N6t

EXEHPOER R EERRE 25



AWS FIRIRZR 2R RFiEmE

B LUE R iE 1T A SHEE ACTIVE RARREZLTHER.

$ aws resource-explorer-2 get-index \
--region us-east-1
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"CreatedAt": "2022-07-12T18:59:10.503000+00:00",
"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",
"ReplicatingFrom": [],
"State": "ACTIVE",
"Tags": {},
"Type": "LOCAL"

- MREBEZLLETREFRS , WHFKELBHIFBRFERSIEEEFNIREGHRERS W
%ﬁMﬁFE%Eﬁﬁﬁﬁﬁﬁ MHFHFXFPHFRFSHREIERRERT , RREETKo

BR A MELFLEZAFPREEHNREARSINXIGHBRER , NESRNRZXIEGFHEFIZEN
E,%Hﬁﬂﬁ?ﬁ%uul%m@&moE%WHMEuIMw% BSH EBRREERUNE
LUR 18 R R AR o

AWS &£ A XY E 25

EEMAXSEELXBEFESNZEER , AN ESRIELSERMAXETHIKSHE IAM &
7. B IAM RS EENFTABESHENN & 0 BE.

IERILAER AWS FHRRZRER EH S BUERRMAXRE, EXEZEER | BSHE PRI RN ST
AWS X1 LAZR 5| RV R IR

EFIBHITH

EEFRHMANXEZH , FERBUTIN

/A Important

EEERBRHEEREFRINXEH , BWEMBRREHFRISFERE NE MRS, &’
EERIFEIXANMBERSEPER - IMREREKS.

KRTEEMAXSE 26


https://console.aws.amazon.com/resource-explorer

AWS BRIRRES AFiEm
- BORGIHREMER , LREEEZRH, NREEEHEEBRIMA , NEMNEENRE.
o IAM 2 1AM 3F1Z X 13 &R EY 15 R A PR o

- RREERACEAECERERENXEMNERS|I HELEREEEIE, ListIndexes AP HFABERXIEE
5,

- MRENRE[EBSMUTHAXE , WRFEERLFLEMNEERRHENXBEHKE , F1E 24 b
E—J-W/ﬁiilgﬁﬁo

- MRLEFBEREG|/ELIXE , MAMBIERMA S EMBRSERZEE
- MREBRERMAZKE , RREERQEFE ARSI HERBIE.
« NIERMAXBNRSHEMERBFEEARY 24 P EEEN.

BEGERERBREIFAREXFER
2
. XFRAERS

- FARFESIRANKFHREREKS
HREFREIERNF LRG|

RXTREH/RS

AWS BRRZR FEHRENEXRARNESFMHE AWS XiE WA ZREIF , RIREESFEZXE 6!
BNEFZERS, flw, BEEM —D Amazon EC2 SEHIMu FEEES (BEHRMN ) XE., REEE
FREXZARNFACSFEEXEARL (HRBXMN ) KERAHEZREF,

NTXBEENK,BEMAE AWS X8 BFRR , BRI —MXE PRI 2R 5| #HiR N KRR
Gy ELS

ARREIEESETERAREESMENS MM BN A BREINEFEL. XELATUETERE
%E?'E%IE’JEi;Q (HERTLEEREKSHAE AWS X BVRIR ) FelZ0NE.

TEERTREHRRSINITHERENRAE, FLRH AWS K- &, EERHITUTERME

- BEE=/ AWS K13 (us-east-1, us-west-2 fl eu-west-1) KEHEIBREIREX=X
BRABRREESR. BMNXEBITEESHNERRE,

o EETIE sa-east-1 KFAIERS|, AFLEE sa-east-1 FIHTEER , HEZBXHBRREFR
SHRNERMRRERP,

FREXESER 27



AWS BFRAE g

* N us-west-2 KEHFHNKFIERESHERS. SRR REESRNCHBAREERNAMAEHM
KAt REIWEEEFRBRER/EL. XAWE us-west-2 PFRITHEBRIERBME=N
BT B R IREE IR XA R,

LA BB KE A/ RBEHE us-west-2 FIITERXERR  ZXHEEREHKR5. AEREZXKEN
ME R EK - P ATA XEE R

I: us-east-1

eu-west-1 m sa-east-1 |

& 4
@ RREEREL AWS X P4 THABRE , ERFEREAZXEN RS

Fo ZXEHWRE (AFIXETR ) UEEFTIERESHFRIN AWS X
B 5,

it AWS X1 B2 RE:|/ELl. RREERFEMBHEMAE AWS X
WENRRESER T ZXE,

XTREER 28
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Prees BRI B Y AR M BRANE QB TIA AWS Kl Rl AE R R,

MARSRANKFHRE[R S

BRIRIE AWS RIFRERZRR 0, LA LLERE - AWS X HeIEREHFREl, BXEZER 1B
SHRENRERREER, KIRSEREF - MR EIBEANKFHRERRE| ( MREEXR
RERBEXEMY ) o

/A Important

« BE-NAWS KPP PREF-IRERRS, MRZKFEERERRKS , NELMER
H Ry 75 3t 32 5| SR ELA BR o

- MR ERBERER[ESINXEE , BAEF 24 PHTERFE —PREIBANREHER
5lo

AWS Management Console
ERAi RS RANKFHRERES

1. {IFRREERRENH,

2. HERLIHD , EPBERANRSIZFUNERE , REEREEHRRGIKE,
3. HEEX<XEEVM>WRSIRBENFESD , AEREHRE , AREEREFER.

AWS CLI
B REREANKFHRERRE

LT RIS IEERN AWS Xig AR ESIEBMER LOCAL EFH LR AGGREGATOR, &AM
MNEEGEREEEESIMN AWS X3 FiFRRE.

$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type AGGREGATOR \
--region us-east-1

BIEREGRZRE 29


https://console.aws.amazon.com/resource-explorer/home#/settings

AWS FIRIRZR 2R RFiEmE

{

"Arn":"arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"LastUpdatedAt":"2022-07-13T18:41:58.799Z",

"State":"UPDATING",

"Type" : "AGGREGATOR"

ZBELLR S HFRIEIT , H1E State #KIRE N UPDATING WIER TE3. EREBRIERETET
K, AILLUEITUAT o HE State MU FERFPERE ACTIVE, BATNETEERENRSINXIE

FETI T,

$ aws resource-explorer-2 get-index --region us-east-1

{

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"CreatedAt": "2022-10-12T21:31:37.277000+00:00",
"LastUpdatedAt": "2022-10-12T21:31:37.677000+00:00",
"ReplicatingFrom": [

"us-west-2",

"us-east-2",

"us-west-1"

1,
"State": "ACTIVE",

"Tags": {3,
"Type": "AGGREGATOR"

FERERREIFR A ARG
EALERABRIBEN AR, HINLEERRABRIIBI AWS X1 i,

HENRERREIBR I RN , HREERFLENEM AWS XiF EFRE|, ERLBEFIR
FEEES , MMNEXERREAEFNES. EZFSESTHZE , REEXEE RIS
NEEREGRTP,

@ EEEW

- FREBREIBRE , BHEF 24 PR BEFE —REITET A EXBHRERFA N ZK
FHFR ARSI,

LR AERREI 30



AWS FIRIRZR 2R RFiEmE

- BEREGHRRSG , GAHERSTREE 36 MRFEETA , MXREHMXEHNATE TR
FEENaMNZEXEHTHEREGERPHEKR.

« MREHEALCERNERENRAKS |, MR R ATRELKBMNSIKF B RFBER.

FRILUERTE “E B MHE L EFRSIFIRIFEACGetindexBERREFAEEZHRS. REESTER
j& , Z3|F /) Status FERFM UPDATING ZH ACTIVE., BREt , RERBEABXEHNERFTSHEM
EERERD,

AWS Management Console
ENREFRLIBE N AR

1. IARFREERRENHE,

2. ERsIFDF , RFELEERFNEHRSINRESF[REINXEZINERE  RAGERER
#BIRE,

3. EER<XERBM>WRSIRENFEES , BT HRE]  REERREEL

AWS CLI
ENREH/RRIER AR BRG]

UTROIFEENRERRSIBRALMES, BXNELNTEREF/ESIN AWS XiF 1iFA
(8

$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type LOCAL \
--region us-east-1
{
"Arn":"arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b@c-abcd11111111",
"LastUpdatedAt":"2022-07-13T18:41:58.799Z2",
"State":"UPDATING",

"Type":"LOCAL"

BRRABRS] X


https://console.aws.amazon.com/resource-explorer/home#/settings
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_GetIndex.html
https://console.aws.amazon.com/resource-explorer/home#/settings

AWS FIRIRZR 2R RFiEmE

ZREURS HHNIEIT , H1E State WIRE N UPDATING WIER TR3. ERERERBER
B, ATBAEITA T @ B HIE State MU FERHPEHKE ACTIVE, B4AELEEREN RS X
HEITHE T,

$ aws resource-explorer-2 get-index --region us-east-1

{

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"CreatedAt": "2022-10-12T21:31:37.277000+00:00",
"LastUpdatedAt": "2022-10-12T21:31:37.677000+00:00",
"ReplicatingFrom": [

"us-west-2",

"us-east-2",

"us-west-1"

1,
"State": "ACTIVE",

"Tags": {},
"Type": "LOCAL"

X F1E AWS Management Console F{ER S —# &

AWS Management Console 8 M 2H A MHN TS EHE —MMERE, XRMETEME AWS RS #
TS —BENRR, Z—EBRERTESTBUTHRE .

- AWS RS MZhagE SIS WHE,

« AWS X4 H,

- AWS BEMARENE

- K HHRRE — WRERBUT SRHIIT,

EEES—BRERPEELNSNR , EATRTUT SR, ETLUE AWS FRRRE WA
REHHRTIRE NREEAREREDELT  X—BLEDRE.

. BRAE— AWS Kigh FH AWS K 8132 — MR A BRI

- EAFEDERABRIIN AWS K olRBURA,

- ERAMEFEBRES —BREFRRARHEHET A RRAARRTEROE,

XEFREFHASE—ER 32



AWS FIRIRZR 2R RAriEmE

S-HBRHAEAISRE[/ELIN AWS XE FNBRIANALBRITRERE,

MK BRAEX R EE R S K R0

(® Note
MNEKFERERPBERKSNRRRSEE 24 Mt

TP B AERS AWS FIRRRE S0P R E T,

RREERCHE

SAKSHRRERSRN  SREACERACHILEN AWS K TRk~ 0 EREE2H.
EAPERARREERNE K HAE,

24 MR , WLIKF BRI T L HRERRE RS,

FLBREMAREREHEANRE.

P 5L P AR 4R R RS BR
MNARFBBRRAKSE , HREEREE AR GLEEE LR AR FRRHRR.
NRERBROKF REBARBRERAKS | WX LM P 2 51 R FIA 2 0k~ WA I RBR,
HRERBRMEER IS FIETo

BRERERTERERE LK R R,

K EEF

JKFE AWS R EEFEE , ZKFRAEERREERPEFRFRNNR. EEFEKFNEERKSA
UEBURHR.

NTFALRKS, , KAKSRSEALERNKS EEF. IRZKFEEERKS =G AKS Y E
WEEF , MeREXTER. REENKFNERAKS TEERTZKF AR,

BN, FEREFT MR R KR

9T SVES Ikt EA: VA 33



AWS FIRIRZR 2R RAriEmE

90 Xjg , ZKFRHRERNERBE, EMBEKSE , ERREESNRIME. WRKX AR
DHAKFEERF , WEERKS BAFZEAEKS

K 2 2<
KE AWS PR ORI RO T 75 RT3 4 AT -

- RREERFEXAKFERZBE 90 RARBEKFWRIR. 7£ 90 RERL Rt , RIREESR
£k AMIBRZK - B T R IRo

- BENRREREEBE 90 X , £ LAERT A EventBridge MK B & VIR /B &R E Amazon
S FHEF, REXAFREERRERE , YEEFHT A AWK, , RREEESRRSME ZKF,
B9 %R

- MREZKFREREEREEAKS , UAUEBRSOBRIZK, , HERFIERAKF, MRiZ
KEREAKS , MSFHURE FHNEREEREE AKF, P EBRIBRMBER,

- BXESZER , BFSAXAKS,

Mg P 35 338
MRM S ERREREANKS, |, BHLTE 24 PHAERRERDE AN TR
24 PEE , WP RS TAHAERRERT, BXESEL  BSH EBBRHTH.

KA — AWS XiF P RIFREE 2R

HETBEEERE AWS X AR ZFFRN , BB R ERZE RS RNEZXEFRF AWS FiR
WREER KA. HEMTHREN  RREERFFLRABHZXEFRERREMO TR, MREN
KPEEREEHERS , UNERKRREINEHREL , FAERBRRSIPHESFMNREBREIFE
B, AFLERERRERD, ERHERRSIPHABR RS ARER 24 M RENERREHRKS
HXER B RE RFIH K.

(® Note

EME—N AWS XiF Bt , BIREERXE AWS K/ FRlZ—1E R
AWSServiceRoleForResourceExplorer BRZMHEX AR (SLR) , BREERT2BEH
fBREE SLR. MR A ENMNXEHNRREESRRLE , IREERTFTLEBEEARREESS ,
MBI LABER IAM 25 & BIBRLEE SLR. MREHIRRT ZAE , RAREREDE—NAWS X
B HAEAFERREES W REERCEIEFVNERSHEXAE,

K = 2 5% i 34


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html

AWS FIRIRZR 2R RFiEmE

EAILAEF AWS Management Console, 8 AWS Command Line Interface ( AWS CLI ) ARy a &
o FE AWS SDK HfEA API #4ER< A AWS Xif R B IREERR.

MRIERATEMRAKF R REER , ARZRALTALREER , WiZKRARNSKTERES
R ER,

NREFBEXFERF,PH—IRZN AWS XiF FEZRRR , BRTATIBHH SR,

@ Note

MRIEMBRAIIZREI R AWS I~ MRERRKRE| , MATMER 24 Pt e s — N R512
ANZKFHRERRS, ERES —IMRERKRSIZH , AP T EEARREERIITKS
SEERER.

AWS Management Console
B7E AWS X1 IR AR EE IR

1. IFRREERRENH,

2. HERsIES , EHEFEEMERMNZRSIN AWS X FSUMNEIRE , REEEMER,

3. EMKRRSITEL , BINERIERTERRARS. EERIAXSEPREA delete , RfFiE
MRS,

RREERERNAMNBE REEEBURTAYS , IR —IHSMREXBHINER , WE
R BEE,

AWS CLI
FHE AWS X il BR R E E R 35

MREFEBIBFERSFH—IHZN AWS XiF FRRFR , HIETUATH T,

NEELERNRNRSINBNXBEITU TGRS, ELAEEESEMRHRSINXEPZITI S
To AT RAIRTHBRT XEEE (BBRM ) (us-west-2 ) WRIFEEREKSI,

$ aws resource-explorer-2 delete-index \
--arn arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd22222222 \
--region us-west-2

{

KA —N AWS X1 35


https://console.aws.amazon.com/resource-explorer/home#/settings

AWS FIRIRZR 2R RFiEmE

"Arn": "arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd22222222",
"State": "DELETING"

}

HTFRREESRERAURSASHERITE LR ERFE T/E , Ktk afgERBZIRIER
DELETING, WIRARTREAHEBEARTR. BALLBEETUTHSHREEEHR N DELETED
B State KR EFLATHRIE R

$ aws resource-explorer-2 get-index \
--region us-west-2
{

"Arn": "arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",

"CreatedAt": "2022-07-12T18:59:10.503000+00:00",

"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",

"ReplicatingFrom": [],

"State": "DELETED",

"Tags": {3,

"Type": "LOCAL"

XAFTE AWS Xif R RIFEEE SR

MRBREXMA AWS RiRERR , BHITU TSR,

@ Note

HEBEFE—NAWS X FAKF SRR , RREERAEKRFFRR—IER
AWSServiceRoleForResourceExplorer WIRFZHX AR, RREER[R T2 BN BRI RS HEx
A, BREMNXENEREERESGE , NMREHEENRTLBEARREESS , NI LE
A IAM ZHIERRZAR, NREHIRRTZAC  AREREEEL — AWS XiF FE3)
RREEEE N REERLEHMUIERSHEXAR,

KA AWS X8 YR REE R

B LAE A AWS Management Console, £/ AWS Command Line Interface ( AWS CLI ) FEI& S
HTE AWS SDK F{EM APl BERKXARREESS.
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AWS Management Console

MREFEEZHFE AWS IKF HEEMR AWS XiF F B RFER , BHITATIEHHNS R,
EXAMAE AWS X1 PR RREER

1. IFRFREERRENH.
2. ERBIEHHP , EPAESEM AWS XiF ZHMEEE , REEERER.

® Tip
B LUER RS ZDREFIRBITHNEIRE  RE—NPRETEPAEXEHNE IR
E,
3. EMBRFRSITEL , BIAERBBRAMERS, ERIANEKETEA delete , AEIEEMBRE
5l
REEERCETHNBE REFEEBURTIEY , IR— NS ZMEEXGHNER , IE
AREY =
AWS CLI

EXMAA AWS X AR EERR

MREFBBIEFELNKSPHEMT AWS X FBRFER , BETUATHTREREZATE

RREERAENESN AWS XiF HEMESIH ARN

$ aws resource-explorer-2 list-indexes --query Indexes[*].Arn[
"arn:aws:resource-explorer-2:us-east-1:123456789012:index/la2b3c4d-5d6e-7f8a-9b0c-
abcdl1111111",
"arn:aws:resource-explorer-2:us-west-1:123456789012:index/1la2b3c4d-5d6e-7f8a-9b0c-
abcd22222222",
"arn:aws:resource-explorer-2:us-west-2:123456789012:index/la2b3c4d-5d6e-7f8a-9b0c-
abcd33333333"

]

X TFEMAR , STA TSN RZXEF G REERRS.

$ aws resource-explorer-2 delete-index \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
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--region us-east-1
{

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",
"State": "DELETING"
}

HEMBNXHEPEE LT,

HTRREEREFAEUARSAESHERPTRELEE , R aERAZEEN DELETING,
RERTEAEHBERTER. BUUBILETU TR THREEERH DELETED HPRERKE
RATRIEMR.

$ aws resource-explorer-2 get-index \
--region us-east-1
{

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"CreatedAt": "2022-07-12T18:59:10.503000+00:00",

"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",

"ReplicatingFrom": [],

"State": "DELETED",

"Tags": {3},

"Type'": "LOCAL"

NALPNKFHEBRREER

JEid A AWS CloudFormation StackSetss , ] LAE X HEPEB RILA L F H AWS Organizations &
BWFAEKS . EXHERER , BULUEEEESRN AWS XiF FREIEENFTE Bk, R a|EN
AWS BB, HFrEKFHE TE— ML , SR LARA AWS CloudFormation & Organizations Y
ER, IXERSKOBEKFACNOE, SUUEALTEABIEE | IETUHZHEKSE
BB R RATBE QR MBI B FARRALR LN (OU ) HFIIKF, MRENALPBERKS, , N
AWS CloudFormation £ Bz il Br¥E 9 A LRSS B — M PRI PT B RIR. B X StackSets HEZ(E
B, #% (AWS CloudFormation ) HHEA AWS CloudFormation StackSets,

& A LAEFH AWS CloudFormation StackSets FALFHFFEKF P F B HMEE AWS BRFERES |, &
BNEANXEHREIRERS , HESERNGEUE,
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/A Important
MREZBZHAEENXFHRERSRRS| , W ATMARZEKFEEFAEMXEFEIENEN
REsEERs, FRE[VBREIBRIAREF , DAEFSF 24 PRI EEFSE —INRSIEHARZ
KPR HFREEERS,

FRZM

EfEAH AWS CloudFormation StackSets & REEFZABEHLAHNIK, |, BHEWALERE G SN
ERMITUTESRUBSAEERSEEN R HEK

1. WAL EEAMETE. WREALANSHATESKEREN , BT ENEEERFSEENRN
HRE
2. ¥}/ AWS CloudFormation 5 Organizations Z B AJE 1 EMNR. XRFEHLEEKS 6l

BEEAGBH AWS CloudFormation R , 5% 5l AWS CloudFormation &8 & REEF R 5|
A,

WE , B LSIR AR RS IEEN R HERE,

/A Important

BAMIEHLNEIBNK - o @B HERE, AWS CloudFormation 2 —I XE RS , FER
EEERVCIEHERENXEHEFNEEERCEBNHKRE,

NEREERFEHERE
ZLBENARERBARABEA M ERE,
- B MEREBRABRRSINMANE | RFAFEKS FOAAE XS ERTR,

IR ENFEINEEEPERABF/REINVENXE,
« B MHKRECERREINRINAE, iR EIRENBTEHIREHERS

R EREBI RS HRESREFRINXFEZANFFEERAXE, TEERFHELNIKS B
EREAREANXE, WREXEM , NEEH KK,
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LT HHHTXENEHE— M REENR, BXOMAERXLERCIREREN D SRR , TS
% {AWS CloudFormation AF1ER) FMFEARSIETENRCIEHERE

MXEHERERBINENEAR G , EFMEEERNESNKS, (ARANAREN ) EEENXEPHE—
IMRERE , EHUES N XEHEARBIRE],

R~ AWS CloudFormation &1k

T ROERGIZETKFHRSH|RSIMMAAE , ZUEATESERSINKS PEMEXSERE

I

YAML

Description: >-
CFN Stack setting up ResourceExplorer with an Aggregator Index, and a new Default
View.
Resources:
Index:
Type: 'AWS::ResourceExplorer2::Index'
Properties:
Type: AGGREGATOR
Tags:
Purpose: ResourceExplorer CFN Stack
View:
Type: 'AWS::ResourceExplorer2::View'
Properties:
ViewName: DefaultView
IncludedProperties:
- Name: tags
Tags:
Purpose: ResourceExplorer CFN Stack
DependsOn: Index
DefaultViewAssociation:
Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:
ViewArn: !Ref View

JSON

"Description": "CFN Stack setting up ResourceExplorer with an Aggregator Index,
and a new Default View.",
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"Resources": {
"Index": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "AGGREGATOR",

"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
}
.
"View": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {
"ViewName": "DefaultView",
"IncludedProperties": [{
"Name": '"tags"
1,
"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
},
"DependsOn": "Index"
},
"DefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref": "View"
}
}
}

LT ROERESNIEEANXBHRANRT EARGRREINKS 2ANABEKS 2R EREl, BE
BT - MRUAAE  AFRAREZRETERAR. AFSAERARSS[XEHHAERTER , &
B X EERR.

YAML

Description: >-
CFN Stack setting up ResourceExplorer with a Local Index, and a new Default View.
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Resources:
Index:
Type: 'AWS::ResourceExplorer2::Index'
Properties:
Type: LOCAL
Tags:
Purpose: ResourceExplorer CFN Stack
View:
Type: 'AWS::ResourceExplorer2::View'
Properties:
ViewName: DefaultView
IncludedProperties:
- Name: tags
Tags:
Purpose: ResourceExplorer CFN Stack
DependsOn: Index
DefaultViewAssociation:
Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:
ViewArn: !Ref View
JSON
{
"Description": "CFN Stack setting up ResourceExplorer with a Local Index, and a
new Default View.",
"Resources": {
"Index": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "LOCAL",
"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
}
},
"View": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {
"ViewName": "DefaultView",
"IncludedProperties": [{
"Name": "tags"
1,
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"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
I
"DependsOn": "Index"
I
"DefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref": "View"
}
}
}

7~ AWS CloudFormation 18 4x 43
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FEAREESRABEUAREERGRNR

NERERFTRVRE, SN AWS FRERR BRRFEHLAEH —MNE.

NEENREE R 7 LRAREZEHN AR AWS IKF FE SR XE B8 T R R RRY 75 5%,

AEENFERANENES (IAM ARSAF ) TREHEZIE, EFARREESRAINE
R, TARXMEEFRTMEN ARN £ resource-explorer-2:GetView #l resource-
explorer-2:Search #4EH Allow FHRINER,

NEIEREHERN K EERAAUUMEAXEREFMFERRENNERBNBHIE . Sl , &7
BelZ - MESERERBEEXNERNIE, TREEEHMWIE E569 A5 7 SUE A LA E B4R
BERRNBI R,

NER—MXFEERF, AEGEHEFRESE AWS XiF XigF , HERPIUREZXKFEHHI RS
MES. EFREKFINMEXENERIEER , IRXFANTEEREFRINKES. ZXE
BEKFHEEAXENREINEIA,

BREUBNEANENESEE , BSANUATER.

&

- ATRBREERUE

- HEATERNAREERAE

- BFNHREERNEN T ENEAHITER
« EAWS X PiRERINIE

o B ER IR

- AERREERAE

o FERIRE T 2R P M BR AL

XTRREERZNE

AWS BRIRREE EEaNEHNRAREFRS , REEEREIATHEER, SAUERASNERPIER
MRREER AP, IERARAREERZH AN RFERTERENR, AREEREAE API AFERER
REEUREL N AP RHXEXBREAE. ZEBHHERNESRFER T API MZEH &,

MEF#E AWS X 1, UEEXRBEZXKERSINE R,
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HTEERAAMRFERFINBARZIPIENEENHRANR , AT EEEBRRIEAS, R, T
RERBLIBIA - LAERRRNRHVABET.

BMIBEBELIRRBER .
BERNR

B LAEARAER AWS SRR RZEFETUAFERASNME, XREMMNTFEENETSHHN
REMBEMHEN m‘i‘%ﬁﬁﬁfS—ILXFéﬂi?Eﬁﬂlﬁ_IJ«)\E?QJ@AMI?EL\E’M.:.Eo flan | AR T A
[ Production-resources MIAMNKIE , NI ATRECHEFRSHNIEMHTER, A
&, AR F X Pre-production-resources BN TR , UAFFEZARBRAES
TR

MR BZ AN AWSResourceExplorerReadOnlyAccess B AWS EEXRBA T4 , MR F
A EAK P P AR ERITEENGED,

HE , BHEALEECSHNERE , AN NEENUERTFUATNR :

* resource-explorer-2:GetView

* resource-explorer-2:Search

ERMIHMENER , FRAENAF., ARNACRIMNNR :
« AWS IAM Identity Center F#IFFF4 :

BIEMNRES, B (AWS IAM Identity Center AF1EE) # QIENRE MR BA#ITRAE,
- BEEHORUEEE IAM FREENAF -

ﬁUEaﬁﬁiﬂ:%ﬁ}HﬁABﬂEE’Jﬂ@ R (AM AFER) dAE=r 5 REAECERAS (KE
SHRIE ) WHARITERE.

« IAM AP
- BEEWAFTEENAR, &R (AM AFER) 11 IAM B 8IZ2 A R HARITIR
1o

« (THEER ) FREEZMMNIAFSRRASRNEASE, 2R (AM AFER) fEA
PARMRER (258 ) PR TR,

BXREAENEBAXNNBRNESEE , H2H BTN R FREERNEN T RNRAHTER,
[ipvids

VUEATREENED , AFAUNEYZENEREKRKSFNRF, EANESNME , SMIEE
ERRENTERE, flm , S22 - P E , MRAFEREMESHERRN AR , X&
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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FRBEEM M ROF SRR, RE , CTNR— N EROAR , XA FREFETHTE
BEREFRE DR, MREEHTREN FilterString BRBESAMIE , MASESRE
R EHRAXESESH,

NEEATAEEEEERPTEEERARNBLETEEE . MNFRIIRKAIEEERD. RT
BINFIRS | & T AR SR E A E et a2 & Y 102 R AV E AR

EREE

- XESUE - SEERRREESRE AWS X8 R TERN , FRABTEEZXEPHEFHIFRS]

MRR. REBXEFMES|IZPATUAHARIEHN LOCAL , RRAENTEFXZEFNRRNEE.
FEXEXHHITERARREXLERR.

IKPEE - SRR — MR REIRANKFHRERRS, NITHRER , FIEREMBETE
RREERNXEHLFERIEFREHINTERERRINXE, MREEZXEARITER
NXEERFBFZKSPRAEXEN TR, AEERRRIREDERENEERS R , BRE
HER2AFELEENXEHUBRREGF][ES. A RFREWREMS T ZXEHZIRIAN
, AXFHERERXEFERK S RRAE RR.

BRIA

NRAFEAPBEEVNBNBEATZHER  WRFREERINEANZ AWS K& E LRI

B

MRZEHEFAFERNLE , BAFREEEZFEANAR , NERFLRMAERFE.

REEERSEFCNERAAR , TR :

MREER AWS Management Console 71 /5 R IR E B 88 H iR R RIR R B IHREIED , N A0 E E B
XESeZKFHNREERS . RREESRCANEEENREERSIXFHLERIANE,

MREFER AWS Management Console EM R REESRHEFSRREREEDT , MATLLEE NS
EXFAHNKFOIERESERS, WREHITHRE , R REERQXEIERESHRSIXEP 0

AIATLE
MREEREFEIMAREERHEETIMRERRSIXE , WHREERLNENXBHE

# 3R 5| BERIAAE,

WMREFEM AWS CLI L API REEMBEREERR , IR REERFT2EHERNAR, Rz , &
MNFLERFERNENXEFIEERANE,

RANE
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AWS FIRRRE RriEE
SIEZATHRZENRREERIE

FIERRBLACERNE, NEEAHTEESRZIENER T LUR B GRLE TR iFEsR4F, AEE
A SR H HERE B R TR

EF#EES AWS X , REEXRBZXERINERER. NRXRHESREHRE, WHBLKE
K- R ENMKEFNRSINVERER,

ZKFABRESEBEALANKSFERRR, SEBRRZNEAKSHBFEERS, REALANEEK
PHREREERASRECIESKSUE,

AWS #RIRZRZ WMRETE Systems Manager ZH|AH “FBEXNHLBHRFRE" & “‘SRRE” FEEF
THXED N UEARZERRNECIEZRAAE., 25 , EUUNTENAFHUEEETERK
EEHNEMRE,

BA LAE A E AWS SDK Ai=1T AWS CLI 455 AWS Management Console SR ZE M APl BER
BIZNE,

/MR
EZ TR, BXTEFUTHNR :
« #4E : resource-explorer-2:CreateView

BIR  XAIR*A T AEKS PHER—D AWS X5 Pl

AWS Management Console
EolENE

1. IARREEREHFHANIERE , ARERUBRUE,

2. HERIEVETEL 6 EEMF , mAUNBENER.
BMNEKEFTSES 64 NEH , JLLBEFR, BFERR (-) . ZBEHEEARSLAR
- E’g AWS |Xi§‘zo

3. GREAWS X £EFHEURN. ECEMNKFFAAEXKEREERHINE |, ik
AWS X1 @8R 4a8R5IM,

4, (W) EEBEH , EBRENEREREZKFER , R UREKF HHER. K KEHE
RERINTE
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https://console.aws.amazon.com/resource-explorer/home#/views

AWS FRRRE g
REERKFRBEREER S BRI S K, W EYERI,
5. ERRABMEER

- BEFMBERR

TEEREMERHERSE, SURXEKNRSIPHAERRBUTUREERRERP,
- NEE SR EMIE S TR TR

TFRARMESFMAEIRE , EUUEEPEEREFAEHNEERN. AXENTHMIES
HEMMZERFUE |, S HERE,

- RREEEHUEBNERPEIENTERFEME, EPFHREZUNERE , UEAFREER
LREMNERRAR. WREREUBPEERE , WAFRTEERREENER -
RERREHEBERER,

« HE , BALLRFRSHMEIAR, BITREE , RSAA 50 MrER/MEXN, S LR
ERNRBFERITOR , BAILLREENETREEN B FENRES ( ABAC ) ZERRKME —
o, AREZEE , F5MH OUERNRE,

- EERBIEUE,

RHSEEZERTE , SR EERERAMAEIITER,

T—% : AKFANEERTEAFTARRITRRONR. BXEZER , HE5H RTFHER
B R E R R RAHITER,

AWS CLI
EoENE

BEITUTRUEEEN AWS Xigh a2 — M MIE, ATRGCIET —/ME , ZUBRIORES
Amazon EC2 Bk #H< B Stage #M prod EAFIEHEIR.

$ aws resource-explorer-2 create-view \
--region us-west-2 \
--view-name "My-EC2-Prod-Resources" \
--filters FilterString="service:ec2 tag:stage=prod" \
--included-properties Name=tags

"View": {
"Filters": {
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"FilterString": "service:ec2 tag:stage=prod"
1,
"IncludedProperties": [
{
"Name": "tags"
}
1,

"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",
"Owner": "123456789012",
"Scope": "arn:aws:iam::123456789012:root",
"ViewArn": "arn:aws:resource-explorer-2:us-west-2:123456789012:view/My-EC2-
Prod-Resources/la2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"
}

EOREARAE

THHRGZE-ME , ZUEATREALARNRTR, ZBRELTHALANERKRKSRNEREE
AW HAT,

1. 21T aws organizations describe-organization G EAREVZERIEA LR ARN,

2. BITUTHSUNEENALGIENE,

$ aws resource-explorer-2 create-view \
--region us-west-2 \
--view-name entire-org-view \
--scope "arn:aws:organizations::111111111111:organization/o-exampleoxrgid"

{
"View": {
"Filters": {
"FilterString": ""
.
"IncludedProperties": [],
"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",
"Owner": "111111111111",
"Scope": "arn:aws:organizations::111111111111:0rganization/o-
exampleorgid",
"ViewArn": "arn:aws:resource-explorer-2:us-west-2:111111111111:view/
entire-org-view/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
}
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BoRAL B VEOE

UTFROGIET —MIE , ZARTEEZARRVAMERAN TR, LABENTRHRLUTAR
ZOE. ZRELAHALNERKSHEREE R K RIT.

1. 1217 aws organizations describe-organizational-unit SR AIREUEHIHELR
ARN,

2. BITUTHTUNEENALRLLENE,

$ aws resource-explorer-2 create-view \
--region us-west-2 \
--view-name entire-ou-view \
--scope "arn:aws:organizations::222222222222:ou/o-exampleorgid/ou-

exampleouid"
{
"View": {
"Filters": {
"FilterString": ""
},

"IncludedProperties": [],

"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",

"Owner'": '"222222222222",

"Scope": "arn:aws:organizations::222222222222:ou/o-exampleorgid/ou-
exampleouid",

"ViewArn": "arn:aws:resource-explorer-2:us-west-2:222222222222:view/
entire-ou-view/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"

}

}

T—%: AKFPNEARTEAFARRTERONR. BXESZEL  FER RTITAARERE
2R LB BV 15 R AR BR AR TR

RN AREERMNEAYFRNRUAEITER

BARMAR TR AWS RIRRZESE UENHENR , RAETeEAHUERHTER. Ikt , EXNFEE
AR ITE R AWS Identity and Access Management ( IAM ) E&ERE T & BN RREE,

ERHEBANR , EHENRAS, AHAEFMNNR

« AWS IAM Identity Center Y A~ F4A :
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BIENRES, B (AWS IAM Identity Center AFIERE) F QIENRE MR BAMITRKE.
- BEHORERE IAM RIEENAF

HERERTEARERIENAR, BR (AM AFER) FHE=S50RUBEIERE (ka5
RIRIUE ) AV BRRETTIRE,

- IAM AP :
- BIEENAPAUEEN AR, BR (AM AFERE) B3 IAM A el2 A SRR BERTERE.

(THEERER ) RREEZMNZAFSRASANEAFE, BB (AM AFER) fEAs
ANDIARER (#EFIE ) PRHARITERE.

ERBMERR TG EZ—

- ERAUIAN AWS REXRE., RREESRREHRTZSIMENLN AWS RERBEEER. AXmMET
Y AWS RERBIFAEER , FSH AWS NIEERE AWS HIRERZRER.

flan | BATLAEF AWSResourceExplorerReadOnlyAccess REEEIK S HNMAEMNER FEER
PR

- SIZBECHNRERINEIEATE, NRECIEBCHREE , MBS ERIEFHN
Resource TEHFEESNMNEK Amazon BIREF (ARN ) REEFIX 2NN E T AR FER
RN R, flan , WA AERAU T ROIRER FZEANERAZAEHTERNED,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView"

1,

"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/

MyTestView/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111
}
]
}

£/ 1AM 25 5 02N RRE , AFESTEEXENRNERESER. BX IAM XREBNES
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AWS FRRAE il
 |AM FHYREE AR
« AIMABER IAM FH R
« THRRBER T HINER

fi£ F B T AR Y IR AR S5 41 B /Y 177 R X BR

MRECERERANEELZERERRNERNBEARFCUERSNME , NAEEREEFX LB
RNRRFAFEEFTXLERRNEM, BUUEAETEMTFEZES (ABAC ) REENKS HEM
BRHALRZ2FF . ABAC ERANEMEEMMEIZRAE AWS RRITRENEANMEMN=H B RNR
RVFRE

ABAC £ F By IR ERAVFRAE IAM BRI, XLERIEEAKMKFEATRHN Condition JTHk , NHH
H0ETE R 3 B HR 25 B I0 B 32 R0 B R AR S BRAF S SRR ESR et F RVFIF

Bl , BELAZFAREFNARENAE AWS BRAINRE "Environment" =
"Production", NERIABENFRLEFTHRENEATETIXERE , HUR —MAFZFE
REREFENRREERUIE. A5, EFUBENF RN RRRBIS BN A , B ERARHEE
ELF AT ROITTRBRBER B F IR,

{
"Effect": "Allow",
"Action": [ "service:Actionl", "service:Action2" ],
"Resource": "arn:aws:arn-of-a-resource",

"Condition": { "StringEquals": {"aws:ResourceTag/Environment":
"${aws:PrincipalTag/Environment}"} }

}

BIEM RGIHAEYIZ Condition ME , RE LM MBI TERNEMEH Environment SRZ5HNE
BHRAPEENETRMN Environment SREMEEE R |, FAFIZIER, MRXFMEZELRTLEE |, =
EFERVEM—MRZL | BREERFSIEL ZER,

/A Important

ERIIER ABAC SRR XS BIRAYTT ] | A0 E 5T BR X B 00 2 3= 44 0 B3R 89 AR 25 2 17 A8
RIERMRIR, R AIBUR NS M IR AWS EHAHFFENIRE |, NiZAF AR
I 32X AR F R, HREM ABAC HEH | REZ#HEN T2 EE R T ARFMEE
KM MBI EENRE , FEAREREEEA NG RAEE TR INTE S IR FRVIRE

fEFAE T AR A SR AR 253 140 B 69 15 R A PR 52


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS FIRIRZR 2R RAriEmE

BXWMATIERE ABAC KN ESEER , i55H (IAM AFIERE) PR THIER .

« |IAM #iE : BIEIRETE L E AWS FIRH R
o EARZEEX AWS FIRAY R R

HERZFLER ABAC ERIRMESS , &7 LAGE M FT 1A 6 A AR SR42 51 o] BUE R B 7~ AV R E E 2R
MEFTER, AXRUBZEMNREIEE , FSHE TEHAROIRRERE

« REFRSERT X E Y 75 X R
- BFRERZ 02 AR/ RR

£ AWS X FiR ERIARE

AWS BIFIRRER B, LA BE AWS K FELZMIE , HRSNMBERZETRERNERER,
BULESNMXEPF - NMIEREN ZXKEHRIAAE,

BHAFPPTERETHBIEEEFABIMNMERN , REEERBEARAAE. 1 AWS
Management Console THITNIHN S —ERXEXL L2 BIFEATER SR RSINXFHWRIANDERE
KERFHNERERMBETE N TR,

BRELRFETXEPNAEEN ZXBNRIANE, MRS - IMXBEEEFEANNE , BH4HE
AERHEIRAMIAAE XEH a2 120 E &N

® Tip
REEHMERE, B4MEERREFRENE  ABEUNENEPZES HIRFHM
38

& T LAUEE £ A AWS Management Console 7 £ AWS SDK H5iz1T AWS CLI S S EZ MM API 1%
£, FUEREENEXBENERIANE,

AWS Management Console
BREMIAAE

1. ERREERNUEREL  ERERENHXEHNERIADE NN E L RETURE,
2. EEBRE RBEFRANRIAAE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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AWS FIRIRZR 2R RFiEmE

AWS CLI
BREMAAE

EITATHS , FEENURRENAEXSHNRNAE. AT ROFEEANEIRENE us-east-1
XEFHTHAAERRNRAAE, ZOELAFETRETeTHXE,

$ aws resource-explorer-2 associate-default-view \

--region us-east-1 \

--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
}

[a] 9 & AR AR

BRI LA E I ERINFRE |, U E#IToE, HREREFEEN IR , AR N BB EZRF B RE
HALEEFRFER, BXFRiE AWS BRI —MREE , 15 Amazon Web Services —fi§5Z ARHIFRIC
AWS &R,

B A A IR

BAI LB £ AWS Management Console S #E AWS SDK Hiz1T AWS CLI in TS EZE MM API 12
£, MHRERMEEHNEREERIE,

AWS Management Console
EEUEPIRINRE
1E,

¢

il
iy
=

1. {IFRREESENUERE , ARERERICHUNENERUE REFH
2. 7t Tags (#+% ) T , #%&# Manage tags ( EEHRZ ) o
3. EARNKRE , BRAMRE , RAERAGRSHEEMMNTIEE,

o

® Note
18t AT BUB S SRR 50 /Y X SR BRARE

FRCIE 54


https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://console.aws.amazon.com/resource-explorer/home#/views

AWS FIRIRZR 2R RFiEmE

BB Z AL 50 MR E X WAREH IR —NRIRF. B AWS B2 MEENEFIREY
it AR ECER

4. ZRFIERENERE  ERREFER.

AWS CLI
EEAERRIIRE

BITUTHSAEMERNRS, LT REAMEERBRRINTEREMN environment M{E
production HW#r%,

$ aws resource-explorer-2 tag-resource \

--resource-id arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \

--tags environment=production

WMRKY , BIEN ST EE A,

(@ Note
ENIBHBBRIEHRZ , i5FE A untag-resource o

{5 F P 25 422 Il A BR

REN-—PMRBAGRXFETEENTERNREZES (ABAC ) Xif, ABAC RWFEIRIERIR , MM A
HEBELRREE, RE , BALEAFRTUEM S AR K FIRARR,

Bl , ZERUATER. I TFHEF ViewA WRE , BRI LM INAFE environment=prod ( &=
BH)o. B—/ ViewB WREMHIRIE T environment=beta, RFEFNABRAF BIZEEE HRNIER
15, B EAMEBENRENERFCENACNAF,

KRG, BELLRER IAM A€, AFAF 28 AWS Identity and Access Management ( IAM ) PR
B, AEURHERERNAGHAFN environment HRZESHMBIME M environment FrZ
WEMEN , ZRXBT 2R FEAMERITIHRNEZNNER,

fE PRI IR 55
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AWS FRRRE g
XMITENFLET , ERIBH , T%“%E!&?é&?ﬁﬁﬁﬂiﬁlﬂ MLF RN TIR, HR , EREBRER
RICATBE IR (OB ) MEE (IAM BEHAF ) , BEFEIEARMEN T BB EHN
PR o

£ ABAC g+ 5| PR

MHICHRESG , B UERFERAXERERDSEFXNXERENTGR . LT REIRBRIREN IAM
FHMEHNNREEBERARLER environment MELEHITIRIC. TG , B SO T 5 =50 SR B K
BN EE, RiE , ENASHAFAUEREMAFRE environment FrEE ( SHEME|E 4B
environment fRETETE ) FHLE Search,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"
1,
"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:ResourceTag/environment": "${aws:PrincipalTag/environment}"

}

MEFHEFMMEEE environment IRZEEFEE , FHENREA—PEL environment $r¥ |
NEREEERSIELERIFKR,

BXfEA ABAC Z2#ttRFEAFRHRNBRHNEZER , ST LR AWS By ABAC ?

HERFEESRUAE

AWS BRFRSE PHUEFTEFAETRRNERRREFIHRMNR, XLEFES Amazon
S3 FHMREEEALL , FHMBMEHEETHE AT UERZUE, X5 AWS Identity and Access
Management ( IAM ) ET SR MWRBEREHEN L, EF IAM BHNEBEITREAEE, A5HF ,

1£ ABAC K 5| AR 56
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AWS FIRIRZR 2R RFiEmE

HECEEA®, ANAF U RIBPFLIRENRR, Sl TE—XENKBEATRAREESUA ,
WTRFAR :

- ERERFNERKFRBREERKS T, FRAE-RBERERZTHRNR , BaR2XEHM®
REAWELZEAL AR,

« EREKSF , BATENERAXAIRERE, MNAAZKSPHAENETRRNRBETE T
EHMERKSHORE, ER , ZRBAAERAKSFHNIMARFRBERTHRNR, E£RAKSF
MEERESTNERKSFHARAGNASIEET S ONERK, ZRBERTFHAUEA Amazon
FIRAT (ARN) K5 R PR,

ESEHMKFRZME , EL4546H AWS Resource Access Manager ( AWS RAM ) o AWS RAM
FHBETHRFRNRENERYE, EAZ2E , BXTERUTIRABSKFAEE,

EHZUR , BUTANELANERKRKFRBREER. BUUEEESCHERRAK,RS

. AWS RAM £ IR FREERMNE. AWS RAM RIEZIEBECHENEHNEE  FHS
UT&EHD P HERNRBABLCRE, BXIMIXERERNERA , FSH (AWS Resource Access
Manager AF{EmM) FHHEE AWS &R,

EEANZREERATUIERMAS 3 HRENNE  ALEEAR, AR %W (OU ) SEENEMIK
FEEENE. EMNTUEALR, OU HKFHE, SKSMAREFEARS , AWS RAM 2BFR T
FHOEHENARE,

5 AWS IKF H Z 0 BRI R R g

ST RPIEBRT T MAER TR AWS K/ R B4 RN -

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [ "111122223333", "444455556666" ]
},
"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView",
1,
"Resource": "arn:aws:resource-explorer-2:us-
east-1:123456789012:view/policy-name/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111",

5 AWS Tk £ Z0E KR 57
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AWS FIRIRZR 2R RFiEmE

"Condition": {"StringEquals": {"aws:PrincipalOrgID": "0-123456789012"},
"StringNotEquals": {"aws:PrincipalAccount": "123456789012"}
}

}Il

BMNEEKFHANEERUEMXNBEINETEMNNRRER NI AR, ANAFRREERLSE
FAFPTLISRME. K/ 111122223333 5 444455556666 WEIE R A A Z TEN ROIEK, R
B, IR AR o BRAXEKFHRN AR, ANMAF , AFMIERANRRKFS RZEHWMERRTE
#,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView",
"Resource": "arn:aws:resource-explorer-2:us-
east-1:123456789012:view/policy-name/la2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"
}
]
}

LA EET IAM B ORI AERETEEN T RNRZS (ABAC ) RERBHN —H20, EIX
MEXT  EEBRENIERRENAESHHERIC. RE , BUNEREPEEBLERERMELS
MICE LR L RAMES EATHR. BXREENKSFIRCABNEER , TS50 DAERNRE,
BXRETEMENTRNREFHNESER , H2H (AM AFEE) PR+ L2 AWS # ABAC ? M{E
RV EIT AWS FIREY T B AR,

TR E R P M ER A

HETHEEEN AWS BIRFREE B , AR E. BB FEH AWS Management Console
HAE AWS SDK Hiz1T AWS CLI sp R e EH &M API R VERI BRI A,

TR 58
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AWS FIRIRZE 2R

RAriEmE

® Note

BTEMBRYE A REENE AWS X IRAAENAE. EMERUE , SKF0F 120 E4EN R

INLEMIBR. Rt , EALFEZXHIZ1T DisassociateDefaultView API ?9&1’!50

B /MXBR
EETHERE , BU4TEFUTR :
« 4E : resource-explorer-2:DeleteView

RR  ERERAVAEL ARN

AWS Management Console
I BRI

1. ERREEREHANUEREL , EEEMROUEZLHIETIEE,
2. 1%&# Actions , ARFI%EF Delete,
3. EBHIAEED  BAMBER , REIEEMER,

AWS CLI
Z il R

BITUATH S UMBREEIEE Amazon BIREBF (ARN ) BRE,

$ aws resource-explorer-2 delete-view \
--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/1la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
}

DillES s
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£/ AWS FiRER R AR BR AR

B AWS Ik R AWS BRIRRE WEEENRATENAFERKFSFERER. F£H AWS
Management Console 8 AWS Command Line Interface ( AWS CLI ) LB B REER[ER TR,

UTRAREERBRN —EE B,
- BREZRWMLTERIE,

NERRREEEARBEEENEEBLRRNUE, EERREERERZREPEAUE , AF
I IEEME M resource-explorer-2:Search ##EEHE Allow, IXREKXBRERBERWE
PRI E T 5 9 B R R B

MNEALEE - MRESRNS  ATRASRPINIEBLERR. BIEERAFEFRHNTEAE
AAFRNEER TN TEARNLENR , EANERE - MR | itBEARAFREEFSMAITAEX
Y &R
BEXUENESER , F5H EERREERURARHERE RN,

- AREESRERARSFEERBERENHRE,

REEERNRSICSEARFE - ErES e R UF I EZTE XN R FHFERNB AR5 P, &
REER TR EESNE S A RPN EREHFHIRGHRRS

XEHERTEBBRN TR, BERTRE , TaEEE—RIYES BRI ERIZM BRH Nt 3R
SIFMRIZARNES. AREERFEESHATERBBRHABINEEREIEFIKSHNRE
]

HFRBEFM, BRAMG  ARERBRS TEEE 36 117 HECCREARERBENANE
RGHERERT ERELEEY,
- BRERBETRERKEE AWS K8

CFRRREERENS N KABNE S FHERRAPODRNRE . NEESKEMXK  FER

REREEZXERSIFREN TR, H—HNPINRRERRE , CEEAERERSINEFREE , K
XEFEKRFFOREXEFHRTER.

- BXEERFEERTHREHFRE

ZURAFBME AWS Xifl BRHR , EEAMIAEE - IMXEXRTSZKFAHREREE. 81
i REIWEI A BN EFERERRE,
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AWS BFRAE g
Hit , AEREHFRIXFTNUERSERE TS WS HAE AWS XiE R FHNE R,
- ENHESHENBRABAXNEXRBFMFEBERAAK,

BHRBAXEFZFEAZE OR ZEFASEERNY, EAFREERENNRIERAFBHHTHEILES
HEMZE AND ZEFASEEAF, ZRUATRAIER,

test instance service:EC2 region:us-west-2

R RSB INT 5 3X 53 47 4
test OR instance AND service:EC2 AND region:us-west-2

HEHERCENFFRLIRXEAE (RBXM ) XEA Amazon EC2 iR , A EELEUEH
AR (FIIBFR, HRFARE ) M — g\ (WL, KB ) .

(® Note

BTN AND , EAT LA Tt R e R — N ER RN ENBIEER - FERHet. 5l
wm, —PMRFERER—N AWS X8 v —#7, Hit , LTEWFIERELSER.

region:us-east-1 region:us-west-1

HRREFERTAINRNAE S MENE N FESRY , FIM0 tag:. tag.key: M
tag.value:,
- —RERABREFE 1000 MER.

BERDEEASHERREENZERNZNEHTER, EEFZERFARIREAM 1000 M
MRR  BLAEREANCEERREANECEEEFTNEGR , A EEKERSIE 1000 LT,
« WTETURITHEREERE , S1MKFHE - EH.

BOFR & T EBP T AR THERRBUREBATURTHNERRR. AXEANEFHRE , BSH
REEE R E

61
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AWS Management Console
EFARREERERAR

1. EAFRERNEHLE , BXEREEANUE. SRENEERHRINTEPHITIER,

2. ETEWH , HABZRANFESE , MRREEESENER. BXMETREIETNESR ,
BFZR AREERNEBREREELSE,

3. 1Z Enter RREMNER,

REEERETEANSUEPEN Filter MERHNEWHATENRBEER. FREMAX
tHEr  CEESERNANREEIRFERMRSNVE , TERDERANFIFENE RES
REVSH.

4. GEFFRFORAGUSMIZRRRENAYEZHE , EREETUEL LRSS IENAER
AEZRRETRE,

AWS CLI

EEARREERERAR

BITUTHSUEREENRERRR. ZOUBEXAEFEETRETRENXE., UTROEBRES
EXRE ( BZHEBM ) (us-east-2 ) #Ri2H env=production ¥ Amazon EC2 3£4l, &% query-
string SEWAIE T AEEETINER , HSH RREESNERENETESE,

$ aws resource-explorer-2 search \

--region us-east-1 \

--quexry-string "resourcetype:AWS::EC2::Instance tag:env=production"

--view-arn arn:aws:resource-explorer-2:us-east-2:123456789012:view/My-Resources-
View/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

MERLERSFHA csv XM

UL R REREANERSHNESORE (.csv ) X, .csv XHBIFRIAF, RRER, X
., AWS Ik, BMEBUREETHNENMNE—RLZRNG, csv XHAUREBEEREHLFTH
AWS iR , REWERRZBHNIRCEBRS —BUE =&,

1. ERREREANGRT , BBEFHRSHN CSV,
BRLERNERALMANEINIISHER , REREAMETRIFHITSH,

HERERSGHN csv XH 62
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AWS FIRIRZR 2R

RAriEmE

Search criteria

View Info Query Info

v ’ ’ Q. Query keywords, filters and operators

Resources (1000+) info

Export 1000 resources to CSV &

Export visible columns

All AWS Regions v ‘ ‘ All types v ‘ 1
Export all columns
Identifier [ ‘ Resource type Region AWS Account | Tag: SoftwareType
O DeploymentStack- logs:log-group US East (N. Virginia) us-east-1 This account (not tagged)
2. ERRJ|RTRERT , ERITIF csv X, IFEHRFR L ENLE,
FERERSHEN csv XM 63
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RREESFNERENEFESSE

AWS FR#RFz AR THBEEBCH AWS BRFHEINARR AWS K. N THBERIAENTE
YRE , A REEREIXIFAZTEMREENERERFZNTE. BXRERNAER LA TR R
PlEw , FEH AREERERERRH,

(@ Note

B &0 , FfiE AWS Identity and Access Management (IAM) &R ( flinA KA, ) HirZ
KemHlERE,

EHERREERZPH THERE

BEREAKRAERANE, NREOXEABEE-ME , IRFREERFEREERE AWS X8 £
HYRRIARL A

NEREBLFRAIHEEN, EUNCIRTEANAE , S MMBEEHRE —HATEHE R

flan | AT LABE — MXEE A% Environment {E Production FFiEWBRHNUE. RE , &7
PUERREBLSFEHREEXERFENAFRRFZUEBENHENER, @& Alpha =% Beta SRERIFEH
BMNETHEEEEXERENTEAF TR, BXEHEERHEAMENBNES , TR BT
R RE AL E A T R AR SR T R,

BEWFRRIEE
AHSREEXENEE, FRRNIHLEEFNEASEHEL.
E it ;iR

REAMNR , QueryString R—4AHZEE OR CEFBRAEENEABANEXRET. CRAZENE
MRBFEEMRBFOT , WTFBIFAR

ec2 billing test gamma

RREERITELREFIIR

ERERREERTHTERE 64
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ec2 OR billing OR test OR gamma

REEEREERENEGRAETHF , AEEREEZRRACEN AR, 5—IPRSNRIEFTEN
BRBEFSHBRELER 2N, BR , BREERANCTINEIMERE , HEBRERPHHEH#—P@T
o

WMRIEN QueryString SREE—NZEFZHE , NENEHAESH THRENAEIRE T HEE 1000
MR EMER AR EAY & ATFRHN 1000,

® Note

AWS REBER AT MG B BB AR RBFHCEZENBREEENNF , LERMAT
NEFRUEHEXNEGR, Bt , FREHNXAXBFZHHEEEARLNS R ESEERE
MEBMRERL. IREFEEFBUNER , WBWEERAFERS . MEFGTEEZES
AR R HER MR,

Tk SR A

BRI VBT R INEERAREBRFIERNER. EXNEAXRBFTEANR , MEARHEERAFEA
AND EEAFHATIIME. Hla , ZRATHRNEBHEXRBFNANRIERFEKNESR

test instance service:EC2 region:us-west-2
EANEESXAT :

( test OR instance ) AND service:EC2 AND region:us-west-2

TFIRRBE AL LR AND BB ZEAH#TIIE, NRENFRERERETTER , MZREFL28S
EE4RD, R"MIBEANEREES Amazon EC2 XERBENNTEERBI (HBEXM ) AWS XiFi BEE D
DEMAXMMTEP— P RBRENAERR.

® Note

BT AND , SEW BARZh X Re R — N SR FXRERNENEEER — ks, flm,
—MNERRER— AWS XEN—#2. FHit , ATERFFTEEER.

region:us-east-1 region:us-west-1

TSR 65
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LERETER T AR S MENE R IFESA , flH0 tag:. tag.key:

tag.value:,

TRIET AIERREEREREW P EAR AT AIEFMA B

iBvik Y a= ) LEER IR
accountid: AWS IKF HBEREN, BRREESEERDNETEREKFFHENRR,

accountid:123456789012

applicati BEIFIE R EIREEB I R A awsApplication MHERMEARABEMNEIR,
on: BAURNARFEMINARFERIREA ARN #HITE X,

application:MyApplicationName

application:arn:aws:resource-groups: us-east-1
1123456789012 :group/MyApplicationName/1234567
89abced

arn:aws:resource-groups: us-east-1 :123456789012:grou
p/MyApplicationName/123456789abced

(@ Note
EEMLFESAE , BONE LB R RFCHE.

id: BEANRBRPRREA , Bl Amazon BREBH (ARN ) RRo

id:arn:aws:license-manager: us-east-1 :12345678
9012:1icense-configuration:lic-ecbd5574fd92ch
0d312baea26EXAMPLE

region: TR AWS X FRIENE. BRNEFNELERTISHEEEEFHRIR
AWS X1,

region:us-east-1

v S 66
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AWS B IRIRZER RAriEmE

TEIE SRR 15 BA M R 41

(® Note

NRBAXERB ( FHIESRMY , fl0 us-east-1 ) FRIEREIE
region:us-east-1 MEMNEGR. Z2AAHAXHERRRARN , 4
NN RIFEZFHNEABRIXNAEAXRET , KERBE D FETEH
. Bl , L us, east M 1 WENXEER us-east-1 . HEFEH
region: HIER , FEXNAH4HITXTAD .

region:gl region: HERMFHKRIER , BAUERATCRKRERS M ATX AWS XiF B
obal M £ BT E /Y R o

region:global

(@ Note

NRBAXEF global F2IRES region:global MHEMER , E
NFEEFE global’ KK MEIL/HHER. A global EAXBFREA
BREFREEFEEZRFEXBKNXFFREN TR,

resourcet service:type RREPWHEREKE, RREERELRPNIEREXREN
ype: BIRo

resourcetype:ec2:instance

resourcet WIHIER BB BRI BRSNRIR, tagsRE—ZEFNE. TR KR
ype.suppo EERHPIE TR TR,
rts:

resourcetype.supports:tags

service: 5 AWS RS RFEREXEN, AREEREERTNETESEERSFIEIZM
EEARIR.

service:ec?
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AWS BRRRE A
ipvid SIS 4 BA A 7R 5
tag: FRIRA <key>=<value> MWIrZLR/EN. RREESNELERTESERAT
ERNEEERRENRIR.
tag:environment=production
tag:none tag: WIESRHHN —TEFFRIER , RS R ARM T AP I EFSHNEM
BiRo
(® Note
wAa AWS RS EEIFEN R RN ERELBERGNERP.
tag.key: HER, AREERNEERPISEACER (TioENE ) WIREHR
Ro
tag.key:environment
tag.value: HEE, RREESNELERTISEELEE (LXLRAMUM ) HIRZ/H

e EEN

FRo

tag.value:production

BB TR RWEER 2 —FN Z BN — 80 RIESRBFMIFERRM.

EEA

"multiple
word phrase"

HE

‘hyphenate
d-phrase ”

i BA M Rl

RAXNEISZR/F (" ") FRNANENI KBTS FZEERLER, BREERNS
SEBNEIETE, AERRASHE —EBREEINFHEHI R,

MREFFEANEIS , AREERBIT ZRIEF PR EIE D BN ZEHRER
2, ALEEENMERT S EENER , MEENFTE—BRNFFE. RN
ZERERAZENRERAEEE,

"This matches only resources with the whole sentence."

TR EE AT
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AWS FIRIRZR 2R RAriEmE

EEG 5 B8 R 41

This matches resources with any of the words.
"us-east-1" — XICE S XE KRR,
us-east-1 - EEE[IEUs”, “east’s“1"HI IR,
-tag:"enviornment=production"

keyword* RBERAFTE, EREEFHNENARERNEBRRRT (EF * ). AREERN
EERDPIEEE * IR RXATF LN AR, AT ROIEERE AWS XiF
BAFF LI Bus-east,

region:us-east*

/A Important

S-BER2BPEFHERFE - PRBFZNREAANBES (*) 28
. XERES —NERERIEEEMUEERBRFIT AN FRFHM
Pe L Y B R o

BYEWXAE , #RAREERZH AN T RERTE LHTHER ,
T2 B NBEA. EUNERRFFEFNEMREEEFHEA

*
o
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https://console.aws.amazon.com/resource-explorer/home#/explorer

AWS FIRIRZR 2R RFiEmE

EEG 5 B8 R 41
-keyword Not EERf, BUNEHXBFRBERHFNFLREERR (- ) , UREE

RER. AREER2MNGERPHBRE ZzEFEEAXRBFHIFERFZ A TE
MEMRIR. AT RBI&FE Amazon EC2 [REXEXMNATE RRHBRELERZ
Ao

-service:ec?

/A Important
MREFER AWS CLI searchis T H EEH - -query-string Z8E
H-ZEFENE—NFH , USNEAESTH (=) IT2BENZE
FHGSHENEHES . MBERERTZERES , Il CLI 2i2@i%FE
fFE, plwn , TENERFAK.

aws resource-explorer-2 search --query-string "-tag:none
region:us-east-1"

UTESEENERFREM = BERTZERE , FEMBITH,

aws resource-explorer-2 search --query-string ="-tag:none
region:us-east-1"

NMREERERNFHREFIEFANIRT , £ - TMENSBEPNE—
NER, WA AERREZE T, ATERNFHFREER

aws resource-explorer-2 search --query-string "region:u
s-east-1 -tag:none"
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AWS B IRIRZER RAriEmE

EEG 5 B8 R 41
\<special BULUNFHRFHAHTEYL , XEFRFHAMLNELRBETHNAREE , MF
character> ENHEHBTHRER, MREHNXAETEER—MHKEF( * " - 1 =\) ,

EMREZEZFHEM ERST (\) , MERZZHTERFTEEEEMN, U
TRENGBUMAEAIEEFTR (- ) F/F ( "my-key-word" ) WEHEERAX
AXEBF,

A, AR LERRERRNEFTLNREATEN =12 MW XET , TUH
5| SR EEERER.

"my\-key\-word"

ERAFHERMML , BEEBARNMNRMLFRF. F—MRBIIEEREN KL
F,ENMNRMMIRERANFTEHZN.

"some_text\\some_more_text"

@ Note
MENE S EM BN EROFRL | M| Search BREFT XS XBRFRAENRIER , ALK
HYTRIE SRt ATRE R R N BRI XA B R, Sl , RE cat:blue FRRE—MHESR
fr BRREERTEGEBTANTRESRY , AN cat: TRARNEENFERAF 2 —- W
MAZHE , AREERNENZREHERNEEARINERFTHSE , UATCTEASRE
#E ARN N —& 5 %,
WMRHBATE—FME , BEFSIKBIEHEIR

« ZUBETEEEXRITENEE

- BRENPBEARSHIESZHS (tag.key:. tag.value: = tag: )
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AWS FIRIRZR 2R RFiEmE

RREERERE A RA

ULTFRBIERT A AE AWS RIFIRREE REANERERRBENEE.

/A Important
MREFEH AWS CLI search i 5 H BEMW --query-string SHEN - 2EFENE—

N2, WS NERASSFN (=) MTARBENZERFIANSRENSHES T, MREFE
RAZRZH , Nl CLI 2 RBzFHE, fla, TENEAFXK,

aws resource-explorer-2 search --query-string "-tag:none region:us-east-1"
UTEERNERA = BT 2%, HETRBET,

aws resource-explorer-2 search --query-string="-tag:none region:us-east-1"

NMREERERZTRPHFERAENIT , £ - TEASREFHE—DFR , WA ERR
HEERFH. LTERER.

aws resource-explorer-2 search --query-string "region:us-east-1 -tag:none"

B EARIFICHNER

WMREBERKFPEAETEMENILRMNRZES (ABAC) . FRAETHANSE , INBFRHTET
HREN B, WREMEKS FBLEFRAEBRDIRE, LT REAERERZHRERFIEFAIRE
ZCRIREER D B 7 A AR PR B IR o

tag:none HIEFRHNERTRAFIENIRE, B AWS ERFLEFWIRETZ TR IERAHRS |, I
BENMaErESERS.

tag:none

EEITHEER AWS SIZMATE RSERE | BET O RRINE = NMRiERS, EWFHERPNE - T
ZEYHEEAAF RN EREFBEN RO, AWS SR RERZHRLLFR aws Tk,
bt , B LAREE NOT ZEFR (-) 5 tagkey MR —EER , UHEREMHFEBHEHIN aws
FFKHI PR SR TR
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https://aws.amazon.com/identity/attribute-based-access-control/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html

AWS FIRIRZR 2R RFiEmE

tag:none -tag.key:aws*

BRIRCHER

TERFEEELAXEREN DR , ETNNTARERZE NOT EEH (-) MBRERRE -
Fe ik S o

-tag:none

BRRDIFERLSH R IR

E# 5 ABAC XK 2 , BRFEERMAEARATEEERNHENAER. LT ROIEMELRE NOT =
B - BERDHHRE N Department WIRERFIE R IR

-tag.key:Department

ERINSET M TR

HTFEHMEE K BUFEERFMEEEENS LROGZESEEHBEERNER, UTREERE
FIEHBEENN environment WIREMNEIR, B2 , ZEHLHEHEAERENRN prod. integ
% dev WRR. LERPEIANEAERBEEMM—LE , ENZNEINHITREHELE,

/A Important

REEERERFXDANPE , 8 REXTBEHANRAANELSAMAENE, Fl, LT
Rl {ES PROD, prod. PrOd SUEAZMETE, B2 , RENABRFUX S KNERNTE
ANEARE, BWENALAN X NERBEHTIVEL , fINRERNENIREREMMNE, —
B AR BB R E THREN K NETRMSEAVES.

tag.key:environment -tag:environment=prod -tag:environment=integ -tag:environment=dev

£ AWS Xig N FRPERTR

£/ '+ BEAEEFTERER EEMMXNAAEXE, AT REREMAC TN (EVU) KENMAESR
Ro

H
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AWS FIRIRZR 2R RFiEmE

region:eu-*

ERERAR
3 Tegion: FRERMHBHIER global ERERMIAN R R EERNKHTXH AR

region:global

BRUTRHREXGNSEREN R IR

ERAZANEEZAN , BREERBIFINRERINEE AND ZEFEAEGRITERER, UTRAIR
ENLAH# X (EF#E ) XiEF B AND 395 Amazon EC2 SEHIMYFRE &R,

region:ap-east-1 resourcetype:ec2:instance

® Note

BT AND , AT LA Tt R e R — N ERRREKNENBEER —NFERet. flm,
—PNRERRER—N AWS X8 -85, Eitt , A TFTEARFEELESR,

region:us-east-1 region:us-west-1

LERBFNER T A LR A S MENE RN IFESRA | flH0 tag:. tag.key: M

tag.value:,

ERAUEZARIENRIR

AXEIS (") BZRAREFER , MUREBNMREREEINFHIINER. WRFEANEGS , &
REE SRR E SR IZNENEMENLRETENER. flW, ATEREANESISRESRE
"west wing" EEHRER, ZEBHFEH us-west-2 AWS XiF ( IERBFETE west WEMAHE

X35 ) P HEIRE S5 ‘wing”— 17 LBt B 5% B “west” —# 1 &R

"west wing"
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AWS RRHRRET AFiEm
¥ ZERNIEE CloudFormation ¥tk —Zf %0 B ‘&R

LB BT FREN AWS CIoudFormatlon RN —EHor , EME< 83 AN BRI ITIRG. A
T ROEREMER I8 EHERH — ﬁUEE’JFﬁﬁﬁEO

tag:aws:cloudformation:stack-name=my-stack-name

AWS CloudFormation 4% & & 75



AWS FIRIRZR 2R RAriEmE

£ AWS Management Console % —18 %

AWS Management Console =8/ AWS ZH| & MHNTSEHE — M MERE, EBRETATER
AWS R XHMBEEXE , HHLEETE AWS RSEHATTH, MREBIHAMENERERE
BUEERIT B R —ERUEE , TEITLUREIEN AWS Ik HEERIR.

BES—8R , SRS ATUMNEM AWS RS 2HEERAR , MEFLSME AWS BRRRE
2HE,.

® Tip
NREFRHSGS—EBREZTERER , FEIR A /Resources FHRERENR, X&SH
AWS BRIREEBRERTINHEZETFAIRERAERNE R,

£
- RERBERATSH—ER
- FRE—8B%R

/A Important

S-RBR2BIEFZHEPE-IPRBFHREAABES (* ) S8F. XEKRES R
RERVESEMUEERBRFF AN ZFEHETEN TR,

BEERXAE , #RAREERZHANFRERTE LHTHER , T2 HINEER.
BRI ERRFABRINEMAREEEFIAEA

RERBBATE EBXR
EEELWNAWS K FEBBEATA SR, FEERENENTS, AREERAEHTERE
AERWYTRS, S—EROERMT :

« BUAELE—NAWS XiF FFERREER. RARARAREERRINXEAPNE RS EE
TMESE—BRERF,

« BUFELERENXEPCIRREHFRE. EZKERTHERKELEKS PAREMXENER,

RERBRATSH—EBR 76


https://console.aws.amazon.com/resource-explorer/home#/explorer
https://console.aws.amazon.com/resource-explorer/home#/settings

AWS BFRAE g
« BRAHEBEREHRINXETCIRZRNAE, AEFTEEAS —BRKEBREIFRH AP LA
B R IA S B R AR

- BMARAFH IAM E4 2B — AWS Identity and Access Management ( 1AM ) X BRRBE |, %K
BE R T 1T resource-explorer-2:Get*, resource-explorer-2:List*, resource-
explorer-2:Describe*, resource-explorer-2:Search RENNIR, EBAILERAECSHE
E X 1AM policy B FIX LR, XENRESTEEAT IHEERAN AWS EERESF -

* AWSResourceExplorerReadOnlyAccess

* AWSResourceExplorerFullAccess

TRE—#%

EATEERERPIELKFNER , UEEEM AWS BHERHRTE—ER , BUMTRUATS
R

1. EENKF P E—PHZAD AWS XI5 BUE AWS FIRIRERR
2. A — I XEULIEREHFEKE
3. EBEREHESINXiFF ol E - M ERIATE,

FRE—EBR 77


https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-service-register.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-aggregator-region.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views.html

AWS FIRIRZR 2R RAriEmE

£/ AWS Chatbot # & &R

BEiS A AWS Chatbot BRIBS B , BOLBRAMAIE X AWS RS MEHN AWS BRIE
B AWS Chatbot fEHHx AWS XM ENERR , BERENREETEZ SRS HERE
B, AWS Chatbot FARREESRERMNER SR BFEMEWRAEHNER,

BXEZEER |, 55 (AWS Chatbot B G 1EFE) T AL E AWS Chatbot ? .

AWS R [0] &

AWS Chatbot AR FREEFEZNRIEMNRIR. AWS Chatbot EFIXRF B RIXLBRER, 3
RERTHENANEERR , AERFRERER, AWS XiF MREH — S it RHIhEE,

FRFAM
i)l 5 AWS Chatbot B IFABX AR , AR :

- BREEGLTEHIRSHNEKS , BEEE AWS Kifi FELE—NRIATENAE, RIFHE
FRREEREBNENRBEHTOENER, FEHARREESNIRENESTRESER.,

- BIBIENNPRSG E |, ¥ AWSResourceExplorerReadOnlyAccess R B& N INE R STE A RHEFN
HNNAFARF,

- BIFEHEF 2 BUER 2 S A 1F AWSResourceExplorerReadOnlyAccess X R,

= D 2% IR 8] B

BANEREHRBEFARIXERE, FAEXXRERBRNEEBCHER.
@aws What services am I using in Region?

@aws What are the resources in my account with tags?

@aws What lambda functions do I have?

AWS R ] B 78


https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html

AWS FIRIRZR 2R RAriEmE

AWS TR RaR AR M4

AWS + 2 EM =R EM, FNAWS BF , BRNENAERASHELLHBE LUK ERMITENHK
FEHROMMBRYPZR,

ZEMRAWSHEHWHRERE, REHBEREHRNCZHNZEMNZPINRT SN

« THIREM - AWS AR E AWS Cloud H151T AWS RFHIEMIZE. AWS REERHATRS
ERRERS. E=AFRAEHNANBIERMNNZESENERMNE |, FH AWS ST IT I —&
D, ETHERTHRAREESFNEMAMITR , FSHEAMITREE MK AWS RS -

s TPNZREMN - ENREHEEAN AWS RS RE, EEFENEMBRRNT , SREVHIERN
BEM, BRANERNNGERREREN,

BESORS R BY R T M EE A AWS BRIRIRE RS NN AREHREEN, eHATONRERRERE
BUXIEN L L HENMEAMBIR. BENTHBINAERAEM AWS RS URBEUZEANRPERE
BEER.

=S

- BAT AWS BRIRERR NEHNLREE

- AWS BRRESR PHBERE

- AWS BRRZEZR WERMRIE

- AWS BRIRRSE PHBIERE 88

- AWS BRIRZZR PHEMIRHELZ M

BT AWS RIRIRRESE N H O mEEE

AWS Identity and Access Management (IAM) 2 —Il AWS RS , J AR BIEE A R hiEHEX AWS
FBREE. IAM EERAZBHTUES EMRIE (EF ) MIBN (EENR ) FARREESERN
AR, IAM B—IILHFH /N T AR A AR AWS BRS.

FH

N

- ERASMHITEHRIE

- FRAXKEEILR

Identity and Access Management 79


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

AWS %IRRT A5
- RREERNAE IAM EEEH

- AWS BRIRZER ET SO ER A

« AWS Organizations H7%% 75X 55 85 #Y AR 5512 51 38 #% =41

- AWS WHEE XM AWS RIRERESR

- NRREEREARSHEXAE

- BEBR AWS BIRIEZE SR R E

X

/8 AWS Identity and Access Management ( IAM ) B975 X F & 0] LAfE B IR E I 2 TV IRET
Fo
RSEAF - MRAEARFREESERFZKRERES , WENEE RSN ERUMBENZTIENNER. L&

ERESHREERNERTR TR , WAREFEFNNIR. THIMIEETRNREHTEOEE
RERBEEHNR, MRETEHRRFREERTHIEE , FSHE P AWS FRRER RHE.

RESEER - NRLELAAREERFEERAR , LURHEETRFEERRFENTEHRARR,
EREREBECNRSAF MG RBLETRERRDENTR. RS, BLAE IAM BEERRERER
UESRSAFNRR, FEFZNELNEENTH IAMWEXRHS, BETHEXENL MM
IAM ERFEERHREEANESEE , FoRH AREESNMAS IAM £S5 E A,

IAM EER -MBLE IAMEELR , BuFdE TR AERBUEEN RREEIZHNHRNRA
BFHEE, EEFLAUE IAMAFEANEREESRSETEONRE RS , B5H AWS BRIxZRS &
F 55K R RA,

£ & 21T & IR AIE

SORIERERSBEIEEF AWS 7535, BLF4EN AWS IKFRA /. 1AM AP SET 81 IAM
AERTEHRIE (BEFE AWS) .

B AERBEY & A REMNEIENKRE FHEFRE AWS, AWS IAM Identity Center(IAM Identity
Center) AP, BLRNEQIEFREHRIEUREN Google 5 Facebook EiFE 2B & & 14K R,
HBUBKESEMNERN  EEANUGIER IAM BRRET BSHRKERIE, HEFERAKSEHRIEHER
AWS Bt , B R ERZEBEIAR,

BRIFAFER | ELAEF AWS Management Console 3 AWS 7RI, BXERE AWS WES
B8 , B2 (AWS &F AFER) PHIAERE AWS K-,

N 80


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html

AWS BRIRRES AFiEm
MRBLUREFRNTGE AWS |, ) AWS FFREHHFF AT ES (SDK) MES1THRME (CLI) , LMEEH

FHFEIELUNZ S RXEBENER, MRETEHAAWS TR | MXMBITHERESR, BXEAME
MAEBITEBBERNESFER , 20 (IAM BFER) PHEE AWS APLIER,

TeERAAMSMRIESE , BUEEERMHEMRLER, flW , AWS BUAFERZEFHRIE
(MFA) RREKFHN L2, ETHREZEER , 55H (AWS IAM Identity Center P18/ FW 2
ESHRIE M (AM AFIER) FH £ AWS R ERAZESHRIE (MFA).

AWS Ik~ 1R B

B2 AWS IKF B, RAEANR—IXIKS FE AWS RS MBERAEX2 1 ANRNERS

7. WEHBFN AWS IKFRAF |, ERAECIRKS AT AN E FIR it MBRBER , BREZS
7. BABWETEFEARAFRTEEES. RFFRAFKIL , AEAXEFERNITRRAS T
BRATHIES . AXEREURAFEBERNESHTRIIE , FS5H (AM AFER) FHEE
WA EENES,

AP MA

IAM =2 AWS IKF AN EMARBNARFERRERNRN —150. EARNERT , BIUE
RGeS EIE  MARGEZERKHFIL (WEBNEHESR ) WIAMAF, B2, IREF-ERE
MEAZRFERBZIELUR IAM AP , BUERRIGRZRHA, BXESEE , H2H (AM AFE
M) PN TREERHZUENEAZSERLRE RZH.

IAM AR —NMEE—H IAM AP BB, BTeEERBANEHESR, BUUERAXR—IERIZAN
BAFIEENR. MEEXERAF , FAHATUERMHERAFNR, 4l , BagEe—18R
IAMAdmins 4R , R ZA R FRUEE IAM &R,

RPREAeTE. AFE—5EMARINARFXE K MAGSHEILFTECNEMALELE. AFE
BRANKHELE L mMAGRHGNEILE, ETRESER , 558 (AM BFiERE) PHMA 612
IAM AP (MARAE ).

yz|=:)

IAM S22 AWS Ik PEERENRNE M. SELUT IAM AR , BEREARTXEK. BN
BEY®RAES , £ AWS Management Console FE B IAM A&, B LLEA AWS CLI 5 AWS
API BERFEAEEXMUt AR A AR, EXEAAGNEFENESZER , E3H (IAM AFiEm) F
MR IAM A,

BB EIER IAM SEEULTERTRER !

BREDET B DR Y


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html

AWS FIRIRZR 2R RAriEmE

- REAFPTER -ERKESHIENE , FLUEAEGHNACEUNIR, HKESFHHTEHRIE
B, ZEONEACHXBRAER FTHLEARELHNNR. EXEKESSORINBENES , E5H
(AM AFfER) PN E=1rEHREBEAR, WREMEA IAM Identity Center , N EEHK B
NRE, ARFEHSFHEHTEHRIEFTRIABMNAZR , IAM Identity Center FFXREES IAM 1Y
AEHEXEK. BXRNRENER , HS5 (AWS IAM Identity Center AP 15R) FMNIRE.

o 58t IAM PR - IAM AFRABTRA IAM A& |, LENRESHNIBEESHTENR,

« BIKFEE - SR LER IAM e AT FRKSHHEDA (TEESE ) HRENIKS RR
o AERRTERKSFERBRHEESR. BR , X TELE AWS RS , B LU R E N N
BRR(MAREABCENER ). ETHERTEKFFINAGNETRENRBZENES | 1§
Z5 (IAM BiFiEm) F1 IAM BB 5ETRENEBEFATE,

- BRSIEE - FE AWS RS EREM AWS BRS FEVFE. Sl , SEERENRSHHTEAN ,
ZBRSSEE 27 Amazon EC2 HIZ{TNAREFHE Amazon S3 HEEN R, RS AIELERREH
HANEENNR, E£RKRSHEHRERRSHERBERNITIRE,

- BREGRIKE  SEEA IAM AFRSHARE AWS RHITREN |, BFER N EE, EARLR
SE, BARSWMT—NMEE  RABLBREEHMRSHEH S — MR, FAS EREKAR
AWS BRSS BIRR , S8 1ERM AWS BRS , ATHERSRAHER. AEERSKIFTESHM
AWS BRSS RER BT RETARRIERE , T 2K E FAS #HR, EXMBERT , BLHERRIT
XA MREMNR, BXAKH FAS EREPBERFE , BSRERL A 21E

- RFSAG - RFAGERSAREBELNIKF RFRITEEMETN IAM A€, IAM B2 R T
IAM P62, SRAMBRBS AR, BXEZEL , H55 (AM AFIER)Y B6IEE AWS iR
& ERNBENAE,

« BEHEXAE - REHEXACRE AWS RSXBN—MRSAE, RS TUIBERARENITERE
MAEE, REEXABERESN AWS K/ F , HEBZRSHAB. IAM EER AT LEE{E A
BRSHEX A KRR,

- £ Amazon EC2 L E{THNARRF - B LAEA IAM AREEE EC2 X4l Liz1TH X H AWS CLI
= AWS API iR ARG EIE. XL THE EC2 SKflhFRIFRIZEHR. BN AWS A6
DELLE EC2 EPIHEHEINZEFWFIERNARER A , &0 602 — /N 2SS 518 KB E E XX
#, ZHBREXHITEAE , HEEC2 X LETHREFEBRREBGNZILE, BXELERE , B
1 <IAM B8R HiER IAM B3 Amazon EC2 SE4l LT N ARFEFNR,

BETHECER IAM AGER IAM AR , H2H (AM BFfEE) FRAEeE IAM B8 (MAEA
F)o

A5 01T EHRIE 82


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role

AWS BRRRE A
£ A R EE 177 8]

10T B B SR R ALY ANE AWS B TBHR , BURH AWS B TEF, REER AWS FRINR ; £E
S OWAREREKEN , REELEMNWNR, EF4 (AF. BAFHARLE ) RHEFERR , AWS
X LR, RETFHNRBERATERIELER, RSBERKE AWS FEFMEA JSON X
. BX JSON REEXHENEHNMABNESRFER , F5H (IAM AF1EE) FHY JSON REHL,

EERWLER AWS JSON REERIEEHEARIBEMFLARNE. HHMEY , WA EAET X LFIRR
1TRE , UREALAFZHATHIT,

MIANBERT , ARMARXENR, ERTFRAPNAERFRITRENNER , IAWM EER W12
IAM KB, Rfa , EERAATLEAGR IAM KE , FEAFATEEAR,

IAM ZREEE IRENNR , TR FEFERAMR G EZHITRE. Hl0, RIRE—N AV iam:GetRole
BRENKKE, EEZFERNAF UM AWS Management Console, AWS CLI 28 AWS API 3REX A&

B

ET BRI RS

ETHMANREISAMMEISH (W0 IAM AR, BPHEARAR ) 1) JSON RRRHE Y, XKL
BEERAF AT EMMPEG T LR RHITHLERE, ETHNANEETSMHNEE , S
CIAM A F1ER) FAEIBIZE IAM policyo

ETHONRBEASE —SHRNANRRBEHITERKE, ABRRBEERARZ MRS, #4586
o, EEREE ALK MEAWS IKFFHZSMRAS, ANARHMILEKRE, EEXARKEIE AWS
EARBNESERARE, ETHNAERERBNANBRRE CEETIER  F5H (AM AFE
M) PHERERBERNEREME 2 RFITEE,

BT HIRA R

ETRIFHREE M N BRAY JSON KM, ETRIFHRENRESHE IAM ABEEREM
Amazon S3 FEMRE, EXHETRARNKBHERESH , RSEEA AUERCIREFHNBFER
REYTAR. X FTHEEPMMNRBEH TR , RIEEIEEEET X 2R RRATWELEREUAREFLZH
THIT. BLFEETRENRBEHIEETE, THETNEBEKS. AF. A, KEAF® AWS R
%o

ETHRVRBEREN T ZRSFHRNKEKE, ETREETHRNRBEHPERARE IAM B AWS £E
Ko

AWS BRIFRERET TXEFETRRKE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
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AWS B IRHRER R ArfEm
AR FI5] &R (ACL)

REFIFIR (ACL) ZHMLERE (KFKE. AFRAE ) ARGARKF. ACL 5ET HIRAYRE
KL, RETNTEA JSON R KN,

Amazon S3, AWS WAF #l Amazon VPC 2X%# ACL MRS R"bl. ETHEX ACLHMNESEER | 18
2 Amazon Simple Storage Service FF A A R 15@ FHIT5[F) 12555 (ACL) %,

AWS BRIRFREE FX ACL,
Hfth SR EE SR
AWS ZIFFAE, FARAHRMER, XERMRBTLULEER AN RREERTHRARR,

« RRLA - NRLAR-NEREBE, ATREETHORRBEAILIN IAM K& (1AM AP A
2 ) BFHNHRANR, BAUNKRERENRLR. SEERNRRXECET H O RERENRD
RRE, # Principal FEEAFHACHETRAFRNRBEANZINRLRRH, F-TUREPH
EXELF/FEZ AT, AXRNRILANEZER , FZH (AM BFERE) B8 1AM KA RGD
5o

- IRSEFIZFKRE (SCP) - SCP 2 JSON KB |, I5E THLANA L £ (OU) £ AWS Organizations #
HER A BR. AWS Organizations fRS T U D AMEFEBEN DU ERNZ S AWS IKF IKF,
MREHLABA THAERL , MAXMEER LI, B A RS EFHIRE (SCP), SCP BREIK & Ik
FPHRE (BEEN AWS IkFIRAF ) IR, B3k Organizations M SCP WEZEE , TSR

{AWS Organizations AAF{EmM) F# SCP W TIERE,

- 2FERE - 2ERREAEUREFRANACEKESHAF AR RN XEMENSREENESRE
B, FRRENNREEAFRACHETEMNERNSERBHIRE, NREATLSRKEETHREN
KEg, T—MRBANEXNIELFEEZAT. BEXEZERE , BSH (AM AFER) PHNSER
B o

S REERE

HSNMRBEPWRBEA T —MERE , ERORREMERNENERE, ETH AWS NABEES K
SHEBRENREATER , H2H IAM AP ERHPREBITNZE.

REEESENMAE IAM &EE5EH

EERA IAM BN AWS RIFEHRRES Wi ENRZE , BN 7 HBHL AM I SR REERLES
A. EXBTHAREESRMEM AWS RSF W5 IAM —&FA , H25H (AM AFER) v 5
IAM — &2 A AWS BRF,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS FIRIRZR 2R RFiEmE

£}

- RREERETHHNERK
- BERREESHFSHITER
- REESHESEN IAM B

EHA# AWS S —# , AREESRFTENRIEERAERFEFEENARETRE, BRTER , A
FPRRAERKERABNFAGE , AECENEAURHRTER, EQERSIJUER , REBREIIR
FMEMATREERRE , ELMEFEMBNIR,

2B IAM ETSOREE , MHEANKN IAM TARTFXENR. RREESFREATS N EERR AT
MENLERANRE, BALLFENDES SN IAM 4,

REEERETHOERRE

BEERA IAMETEANERRE , SUEERER RN AGTRIELVRENRR , URIEBEAFRIE
X LREN R, BREESRIBEENRE, BEMKGRE, ETHEBE JSON KR ERNT
BExE ,HSH IAM AFERTH IAM JSON ERBETESE,

1

EERWLER AWS JSON REEREEHARILRFTLAAR. MW , BNEE AN ARIR
WATIRME | UREA L &4 THIT,

JSON KMEHY Action TEEARTATERBP AN RIELIFENRE, KRFEEEEXREKN AWS
APl BERIB. B—LHINER , PlIZ B TE APl BENNRNR REF. &8 - LRFEFEERE
PIITS MR, XL IREMRNABKIRIE,

HREEFE2ERFEUR TFHATHERIRENRR,

HRREER P RIRIEEIRERER resource-explorer-2 8%, fli , ERFEAFH TR
TERONRE , FARREES Search API #24FE , ¥ resource-explorer-2:Search #EaEE
EPBIZEANERS, RIEBISMEE Action = NotAction TE, REEERENLT —4AH
CHRE , UERETUERZRSNITHES. XLERESRREES AP BRE—3

BEERMEUFEESTURE , BEAESHENRIT , MTEAMR.

"Action": [
"resource-explorer-2:actionl",
"resource-explorer-2:action2"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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]

IERLMERBESR (* ) BESMEF, i, EIEEL R Describe FFKHIFERAE , BEEUT
B,

"Action": "resource-explorer-2:Describe*"

EERRFEERBRENIIX , ESH (AWS BEENSE) hH AWS HIRRRE E LA RE,

IR
EIER A LAER AWS JSON REERIEEWANBRFTANE, B2 , BADEE AT LARIR
WATHRE | BUREATAKMS THIT.

Resource JSON KB TEZEEEQHNAREN —IPHZ IR, BIHXHEE Resource |
NotResource JTHE., EANZERXRE , HFEHAHE Amazon BEEF (ARN ) BEARR. N FXEFHE
BRERE (MABRRENR ) BIRE |, BT LURITILRE,

FWFAXZFRBRNENRE (WHEHRE )  BEABERS (*) EREANATRERR.
"Resource": "*"

ol

RREESNFTERREBERIE,

RREERVUBERFEALT ARN &=,
arn:${Partition}:resource-explorer-2:${Region}:${Account}:view/${ViewName}/${unique-id}

RREESN ARN X EREUT RHIH,

arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-Search-
View/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111

(® Note
HEH ARN REEE—NE—HRN , ATHRSMBEBRE—HN. XEPTHRRTX
E M ERAY BB 8y 75 R AXBRHY 1AM policy T2 EINR T35 557 5 B E [ % /Y 40 B 89 U3 7]
R, BIMFUEREHRLWE —IFHN, E—HID, ATHER ARN XKZEF2WEEEM,
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BX ARN XM EZEL , S5 Amazon Resource Name (ARN),

O LA PB4 IAM E48 IAM BT B KE , FRFMREIEEN Resource, XHEMAIALLERE
- NERE—HAFAEBEFEENR , HELIZETENAER G B —H KT FiHRNER,

filgn , E@ IAM policy &7 ProductionResourcesView HENNEIE TR |, i LIREUZN
B/ Amazon FIREH (ARN) , ZAIUERARFETHNUENTHEENEANFEAGE , LA
F ListViews BERRREEENUENTE ARN, RE , FHEBEERKFHS , AT RHEIFT
™, MEFREH— M LEE L HRER,

"Effect": "Allow",

"Action": "UpdateView",

"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
ProductionResourcesView/<unique-id>"

EATNBETHEKSNAEAENITRE , BT ARN BHAXE D PEABESF (* ). ATRGIE
BEE AWS X MK A EAER T ERENR.

"Effect": "Allow",
"Action": "Search",
"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/*"

REFREERRE (HW CreateView ) FRANBERFERNITH , RNMUTROFAR , ZRIR
HAEE, EXERBRT , BLTNENRIR ARN ERBEERF (* )

"Effect": "Allow",
"Action": "resource-explorer-2:CreateView"
"Resource": "*"

MREELLERFERWBE , MTLFF CreateView BERGINVEA S HENREIAEME, L
TEREEROIB TR T 0 T EENERR view/ProductionViews/ FHIZME,

"Effect": "Allow",

"Action": "resource-explorer-2:CreateView"
"Resource": "arn:aws:resource-explorer-2:us-
east-1:123456789012:view/ProductionViews/*""

]
SRS AREERIN AR EERUBEEN B ENRN Z — MR FRERRS
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AWS FIRIRZR 2R RFiEmE

E#RIXEMNFEAAREIHEZXEPCIERSIE AWS X TS HREER. 25, BUNE
B EMERERTRILF A EMBERE.

BRI AR5 ATH —TURER 2 HIE T U EBNXEF |20 A,

(@ Note
BIEBUEE | IAM RN AE N ARN AR R MITAE E b E R 1E.

ZEIE— ARN , A SVERRERSEI AT, HREEBRE ARN BERIMT.

arn:${Partition}:resource-explorer-2:${Region}:${Account}:index/${unique-id}

SN TRREEIEZERS| ARN R,

arn:aws:resource-explorer-2:us-east-1:123456789012:index/1la2b3c4d-5d6e-7f8a-9b0dc-
abcd22222222

RERRERRBFERHNSHARRERESHRIE, M0, CreateView BREXI 58 ARN
E# ARN #HTRN , MBEERREERUBNESE &, ERTEERAEERREERRSHNR ,
SERILAER "Resource": "*" RERHEMEIR, R5|IHABMITEF,

qE , BALRERRFHNAEEAREENTREESRTR. Hl , EFEFENRTEEXSHH
REEERRR , BN -—IERSINAEETEEREHENXEA ARN #Eik, FUTRHE
B, ARN REEEKSH us-west-2 KA TERRSIHAE, £ ARN IE=AFRPEEXH ,
BESE-NMNFRPEABER () REEEAERRE,

"Resource": "arn:aws:resource-explorer-2:us-west-2:123456789012:*

BREZEER , F5H (AWS BRSENSE) i AWS BRFRRZE EXWAEIFR. BT HRET IR
LREDEESNIHARN ARN , 5 AWS FRRZER &L IRE,

ESLR

REEERTRUEEAEETRSNEZMHR  EXFEARLELRENE. EERMAE AWS 2REH
2,128 (AM BFERE) $8 AWS £ /&M £ TIE,

EERWLER AWS JSON REERIEEHEARIBEMFLARNE. HHMEY , WA EAET U LHFIRN
1THRE |, UREMALAFZHATHIT,
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AWS FIRIRZR 2R RAriEmE

f£ Condition Jt¥& ( = Condition 3t ) A , AT EBAERMNEH. Condition TEETE
N, BUCIEFERAZRGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
HMTE,

WMREE—MEAPEESZ A Condition THE , HEL Condition TEFEESNME , W AWS
EAZEHE AND EHIFHEN]. IRENENIFHREESZME , M AWS EAZHE OR EERITMSF
fro ERTFEANRZBILIHAEFTENS.

EIEESREN , BT UERASMNETE, i, REEFER IAM BFREFIE IAM BFPr | 8588
NEBRFHERRONER. BEXEZER , H5H (IAM AFE®E) B IAM policy t& : ZE R

V.
X,

AWSXEF2RFHRNBETRSNFMHR. EEEME AWS 2RFM4E , F2H (IAM BF$E
) P AWS £HEMALETXHE,

ELERNERREERTEANZARNIIE , BSH (AWS RERENSE) F AWS RIRIRZREE #Y
R, BETHBETUNMLERENTREASZMR , TSR AWS FHIRERRR E LR IRE,

T~
EEERFREERET HONERBRS , BSH AWS BIRIRRE ET SV REERE.
BIEHREER/REHITRN

BRI LURHRE M N R R EERUE D |, WRFBERPIFEEEINRREE R EETHRSEHBR ,
BEEMFA resource-explorer-2:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys RUHRBERBAIZ G TZPREGEEE . AXNIERREERRENESEE.
FZH DUERNRE, BXRXERREESRTPEAETHRENEN , BEH EHETHREMELCRE
Al X 100 P Y 15 [ X BR o

REEEREN IAM A6

IAM A& 20 AWS IKF FEE4SENRNEA,
Finet LA T RREESS

O ER IR EIEHRITRE G HESR , 5F IAM AeREEEKFAE. BRI EEA AWS Security
Token Service (AWS STS) API #4E ( il AssumeRole B GetFederationToken ) AR BT L2 &
iFo

R E AR I E A Im AT
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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AWS FIRIRZR 2R RAriEmE

BSHAXAG

BRSHEXABRT AWS BFHRHEECRFSHFHNRFUAARETHEE. BSHEXRAREREEN IAM
WKEd, FFZBRSE, IAM EERAUESETRERERSHAXRABHRR.

)

RREEREARSERABERIITEIE, AXRFREERRSEXRACHEAER TSR N
REEREARSHEXAE,

AWS BRIRER ET 50 KK R HG

BRINEIR T , AWS Identity and Access Management ( IAM ) E£4& | fltnAe&, AMAF , RE0E
FERRREERTRINR. ©iETEEH AWS Management Console, AWS Command Line
Interface ( AWS CLI ) 2} AWS API $i1TES . IAM B R X8I IAM policy , BUMER FERFR
DUXNFrENEERFRITREN API 81F, A , EEAMITUTXEREDEAZEXENRN IAM
FE &,

)5

ERMFENR , FRAENAF. AAEFMNE :
« AWS IAM Identity Center Y A~ F4A :

BIEMNRES, B (AWS IAM Identity Center AF1EEE) # QIENRE WA TR,
- BYSHREBE AM FRENAF

YEERATEORERIENAR®, R (AM AFER) FHE=S5HRUMUERE (ka5
RIIUE ) BHBAREITIRE.

- IAM AF :
- HIEENAPATUEEN AR, BR (AM AFERE) B3 IAM A el2 A SRR TRE.

« (THEER ) FRBEEZMNIAFSERASRNEAFE, B8 (AM AFER) PEAS
AP PR (#EHE ) AR BT IR,

ETHRNMAERXL RS JSON K62 IAM ET S 0K , 238 (AM AFER) 91 &
JSON &1+ L 6 2 5K

£}

- ERARFREEREHS

« REFEFRZERT X E B T E R
« BT RIEIRE 0 0 E Y 7 B AR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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« AT EAREFMTESHNR

REERERE
ETEONERBERMARTUUCE, HRASMREKS TR EREERDR. XERETELE

AWS K= FRERAE. SIERREET S OHRME | HEEULTENMEL

« AWS RERBRERZRENRTATAN] - EFRAAFRFMIEARER TR , EH AWS EXR
BRAFZELFERAZERFINR, BALE AWS IKF AREIXEREE, RNBUBEIENESE
TENFERZEN AWS ERFEBRRRKRI—PBPONR. BEXREZER , BSH (AM AFIE
) P AWS HRE XK 3 T/EEREERN AWS FEE XK,

- MAKENR - EFEA IAM policy i BENXRAE , HNRFRITESFAENNR, Ak, BIUEX
ERERHTUIUNBFERFRNITHWIRE , tHWNRENRRTFT, BXRER IAM NANXRBRHNESE
B, BEZH (AM AFER) F8 1AM AR ERBE AR

« fF IAM policy H KISt — 2 BR &5 R A PR — 48 AT LA [0 3% BE 78 B0 5% 44 SR BR I 3 R VE R SR B9 1
@, i, WA URERBERHRIEEXAMER SSL KEFTEER, MRESHEE AWS RS ( 4l
n AWS CloudFormation ) fEA RS IEE , BT UERAZKARBEFXNRSBRIENFREINE, EXE
ZEER , 5 (IAM AF#E®™E) /Y IAM JSON K ITE | &%,

« £/ 1AM Access Analyzer BiF#&#Y IAM policy , LAFRRINPRAY 2 £ M FIHAEM — IAM Access
Analyzer 2KIFFH REMABRKE , B RKERFS IAM policyiEE ( JSON ) F IAM E{ESE
. IAM Access Analyzer 12 100 ZUURBEREM JIRENEN , UHBBHEFELZS BIEEMLBEN
Kbk, BXEZEE , BEZH (IAM AF1ER) B IAM Acess Analyzer FKEEHIIEF,

- Require multi-factor authentication ( MFA ) [EEZEFHRKIE ( MFA ) | - MREMANZFEER
8 AWS Tk A IAM BFRRIBRAF | BEHA MFARIRE R+, EETRMA AP BENE
E MFA |, & MFA 2R MEIZHNREF, BXEZELR , 525 (AM AFER) AN BER
MFA R H APl 1718,

BX IAM FHRESENESER , F5H (AM AFER) F8 IAM AN T2 HEXEK.
ERTREERESE

X T EE AWS RiRRR R B EPERVESL , L MEF - AKRENHNR. WREXECEER
FIENRENRNETENNERE , N TEKFPHES , RREERZH AL EEMBERET,

BT LAMERAE N AWSResourceExplorerReadOnlyAccess B9 AWS B RBEREFFERA T RERE
FEHABIKFPNEANEHRTEENNR, ERFEALNIERTERNONR , #28 &
FXRFREESRUEN G RN REAFHTER MATHRANE S P RH,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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X FAXEA AWS CLI 5 AWS API (5 E4 , BAFBEARFREZEF AR, R , ERIBLERNER T
BEX4FERITH API R4 LB AV R AFRY U5 R X ER

BIEEFRER T X0 B 8 77 B AR

EARGIR  BHLRKS PFHEARTH AWS K- PREREZERAENTRNER. Al , EF

ERET IAM SONKEBIBEACHFERBERREERTERNESL, UTRA IAM policy T34
EAAIERFEAR , HAPHEEAEEN Search-Group #r&E51& R A £ A KWL B AT Bt n#Y 48 [E)
RENET S ITE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"
1,
"Resource": "arn:aws:resource-explorer-2:*:*:view/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Search-Group": "${aws:PrincipalTag/
Search-Group}"}
}
}

B LU IZ R D BLA BIK P R EY IAM E4F, MRTEIRL Search-Group=A HEAZHAEA TR
EEBRMEHTER , NELTFTZMERINFRZ Search-Group=A, MRFR , W EEFFHIEL
|, RHIREHE Search-Group LB Search-group M search-group , BARHEBEHTX DK
NE, BREZER , 21 (IAM AFER) B IAM JSON KB TE | &,

/A Important

E £ AWS Management Console W& —ERERHPEFLN AR , THEMLTENBESTER
AE3REIH AWS XiF HHBRIAMER GetView M Search MR, BFXLERBRHHZEES
ZERAREBFEARESZRIEET SRR E 6T M E 0 E A ER AN E T RIRAR,
NFXMER , BAUERFRIANERENFEHBRER , AR REOHRTFETHREN
RN RHEMAIE , W EBIFTR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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R T RIERE 020 B Ay U5 R AR

EWRFIH | BFRLERAVIRICHNEREIERNTHFEBEITE RS AWS XiF heIBUE, X
b, FEIRETHONNRARFEAEANEHITER,

NELCELHEBRERTUENEANR. SO RGP ERRNE AT EEMEERT Search
RERAOEENREE S, RFEBANEERKRWREENRSINEAFHMMNARE | RFRELIXER
fe. HMIINEIEAS M Allow-Create-View FREME S OIZ N B R XiE M BRI E—N
HENEFTEER , LT RG] 1AM policy 4 E A0 ZMEKIIE R,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": "resource-explorer-2:CreateView",
"Resource": "*",

"Condition": {
"StringNotEquals": {"aws:ResourceTag/Allow-Create-View":
"${aws:PrincipalTag/Allow-Create-View}"}
}
}

AR EFHEFMITE SR

ZORBIGER T BRI |, SV IAM AP EERNEEAS S ONNERMEE R, R
BIEEERS A LRI REREUREEST ANER AWS CLI 5 AWS API FRE R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
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"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS Organizations 1732 R ¥ 25 89 AR 5512 H 3K B R~ 51

AWS HRIERET RS HIKEE (SCP), SCP REMMMBIALF TENER  ATXNZELRN
RBR#HITEE, SCP EATHE AWS Tk &K SCP TR TMAB A, SCP REALTIFT
B EEN KA ANRNESES, SATTARBEEER AWS Ik 8 <74 209 75 745 S HE N,
BXEZEER , i55% AWS Organizations B FP 8B I IR S 32 51 SR B

TEIRFZAF
Ef#f SCP , MABFERITHU TR -

- BRALATNRENE. BEXESFEEL , 55H (AWS Organizations A ERE) FHEALL FH
B YEE,

- BH SCP EZHMALRNER., BEXESEER , E5H (AWS Organizations A #ER) FHEA
MEARREER,

- BIEEBEER SCP, BXBIE SCPHEZER , 52/ (AWS Organizations A #EE) SV 6lE
MEH SCP,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_evaluation.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_type-auth.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_enable-disable.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_enable-disable.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp-create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp-create.html

AWS FIRIRZE 2R

RAriEmE

7~ 151 Bl 55 122 | SR

TR IMAERE TEMM G RIRIZES] ( ABAC ) RIZFIX 7R E E R B EREN T RINR,

BRIEXTIR HIER MY IAM E4E31T T ResourceExplorerAdmin=TRUE #5182 , & NIt RGISRREIE 48 15
B BRI RFTEH P MR resource-explorer-2:Search l resource-explorer-2:GetView

ZHANFARREEREE. BRERFEERTER ABAC WEZE WL , 1§

AR B L B9 15 F X BR o

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:

1,

"Resource": [

i n

:]I

"Condition": {

"StringNotEqualsIgnoreCase": {"aws:PrincipalTag/ResourceExplorerAdmin":

"TRUE"}
3

AssociateDefaultView",
BatchGetView",
CreateIndex",
CreateView",
DeleteIndex",
DeleteView",
DisassociateDefaultView",
GetDefaultView",
GetIndex",

ListIndexes",

ListSupportedResourceTypes",

ListTagsForResource",
ListViews",
TagResource",
UntagResource",
UpdateIndexType",
UpdateView""
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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AWS WYL E RS AWS RIRHREEES

AWS RERBEHYUEMEEAINI R AWS, AWS RERMEEN TS ELABIRMANR , LUE
BRIBFIRAAF, ANBesENR.

FHicE , AWS RERBURFISNENBERFR TFRENRNE , BAEMNAHME AWS FF £
M. BMNBVEBETEXBETENERAZSNES EEERERE-TRINR,

BILEERAWS REFRPENHONE, 1R AWS F# AWS HEFRPENHNE , WEHLE
MiZXBATRBNMEZERASH (AP, ANAR ), AWS RETRELEZSIIHN APl RIERS T
LAEF T AWS RS B9 API 24ERRTEH AWS FEE XIS,

BREZER , F5H (AM BFER) B AWS EEA KK,
BERFNREFNROEIN AWS FHE K

« AdministratorAccess— F X AWS f§ss ME R TR NPR,
« ReadOnlyif [ FR-1R F 3 AWS RS FEIRH 2L RNER,
« ViewOnlyiF AR R-BRFEEFEHRFRENERTHIFELRE AWS RS-

(® Note

ViewOnlyAccess REEHF BN EREEL Get* NRHHITAHRE List AREL , R
EEMNRERE—ME , RER—IMXEFRETE—NESIFM—NERIANE,

AWS RN S T E R I

 AWSResourceExplorerFullAccess

» AWSResourceExplorerReadOnlyAccess

» AWSResourceExplorerServiceRolePolicy

AWS IEEXBE : AWSResourceExplorerFullAccess
IBA LU AWSResourceExplorerFullAccess KBED B E IAM F17,

LERBERTFATTLEREFHRFEESRBRSHNR. ERSEKS FH AWS X pRITTBENE
BERREERMERNAEES.

RERFAE R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AdministratorAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/job-function/ViewOnlyAccess
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TR EEAFNRREERNITAERENNR , BRERTAMXATREESR AWS X, Fik
FelRMBRRERRE, tlR, EFRARRABARER. LRBELIFEFETRFREERNHNR !

« ec2:DescribeRegions - AFRBREERFRIAXEKSPHXENIFMES.
« ram:ListResources - AFRREERIHERABENRRERE,
« ram:GetResourceShares - AR REER NI BEXEHEIELAEZN R RERAZNFMAEE.

« iam:CreateServicelLinkedRole - AR REERELEICEE —NRSIFT AR REERA
BIEMENRSHEXAE,

- organizations:DescribeOrganization - A RREERFHEAEXREHNALNER,

EEFN AWS HERMBHNRHRZA , S HAWSResourceExplorerFullAccess {AWS &K
SEEE) .

AWS IEEXRRE : AWSResourceExplorerReadOnlyAccess

B A LU AWSResourceExplorerReadOnlyAccess KEE DB E| IAM 517,
HREERTFRIENR , N\BRFAFELRERZNR , LRAERIR.
NRIFHAER

ERBAFEALATFRAPHITEREESS Get*, List* M Search BENNIR , AEFEXREREES
AHNBEERENEGE , EFATHPNE#RTER, ARG UHTER, EXBEEETETERR
EEIRNHINIR -

« ec2:DescribeRegions - AFRBREEFFRIAEXEKS PR XENIFMES.

« ram:ListResources - AT RREERINEAFRAMBEBNRRLE,

- ram:GetResourceShares - AR REER RN EXRERHERSEHENFRAZHNFHER,
- organizations:DescribeOrganization - AR REERHRIEXREHALNER,

EEFI AWS HERBHRITRA , S AWSResourceExplorerReadOnlyAccess (AWS 3t
EXBSEERE) -

AWS FEE KB : AWSResourceExplorerServiceRolePolicy

I REH 1T AWSResourceExplorerServiceRolePolicy FANEMEAT IAM Sk, bR BE R BE MY
MERSFSEXAE  LATRREESAREHITRE, BXEZEE , FEoR WA REESEAR
SHXAE,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSResourceExplorerFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSResourceExplorerReadOnlyAccess.html

AWS FIRIRZR 2R RAriEmE

BERERFHRREERERBRENHTRNEEAENNR, HREMNLRSELEIMONZNRE|FER
T4 AWS X %5,

EERI AWS HERBNRIRA , S IAM 2]

AAWSResourceExplorerServiceRolePolicyF i,

AWS IEEXRRE : AWSResourceExplorerOrganizationsAccess
&AL AWSResourceExplorerOrganizationsAccess Z B E IAM 15,

HREORREERRTFEENR , HOHMAR T RIENER AWS BF UZFHERE. AWS
Organizations EE AT EXENREFEEEF AP RENEESKFABER,

RRFHRER
ERBEOEATEERANARRESKFBRHNR :

« ec2:DescribeRegions - AFRREERFFRIAXEKS PHXENIFMES.

« ram:ListResources - AR FREERINEHARFTENRRLE,

- ram:GetResourceShares - AR REER RN EXRERELSEHEINFRAZNFHAER,

- organizations:ListAccounts - AFRREERFRAIHLAHIKS,

« organizations:ListRoots - AT RBREERRAHLANRIKS, .

- organizations:ListOrganizationalUnitsForParent - AR FREERBI R FKHLE A
RARA L FHELREN (OU)

- organizations:ListAccountsForParent - AF R REERFIRFNALHPIE TIEEBIRRS
OU ZH KK,

- organizations:ListDelegatedAdministrators— AFERX KRB AL FIEENE R
EERAM AWS 1k,

« organizations:ListAWSServiceAccessForOrganization— RFEFEMN K R[INFZIFER
MARERNTIR. AWS RS

- organizations:DescribeOrganization- AR REESRREEXRAFKFFIBALRNE
B,

- organizations:EnableAWSServiceAccess— AW RFREXKERE A AWS RS ( BHIEEM AR
%ServicePrincipal ) EMI&E R AWS Organizations,

- organizations:DisableAWSServiceAccess— AMFRFEHMEFEA AWS RS ( HIEENR
% ServicePrincipal ) S# & AWS Organizations,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
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- organizations:RegisterDelegatedAdministrator— A ¥F%&IRX %525 651 E /Y B 5 ik 7 B
BEEBEE AWS IRSHHELAIIEE,

- organizations:DeregisterDelegatedAdministrator— AR VF&E IR KM ERIEER R
AWS Ik fEREEERANZERLEER AWS RS,

+ iam:GetRole - EITRFREERREEXEEACNES , SEABGHKE,. GUID. ARN UEE
RRAAEHAGEERE,

- iam:CreateServicelinkedRole - AR REEFELBEICNESE — R IT HIREE R
PEMENRSHEXAR,

EEFRI AWS HERBNRIRA , BHSH IAM 2]

AAWSResourceExplorerOrganizationsAccessH#,
RN I AWS HE RN ERN

EFAZRSTHEBRERF AWS EEBRAERBETEURXEETEMNHMAER. ARETEAEXNE
HIRE  BEAFREESF AN EICFRE EITHE RSS iR,

BX HR H &
AWSResourceExplore BRREERNERSHXAR 2023 €12 A 12 H
rServiceRolePolicy-E# T & KB T XBR AWSResour

B RAE R H 5 RE ceExplorerServiceR

olePolicy , ZKEEAGTFHR
BN R EFHMERER .

* apprunner:ListVpcC
onnectors

* backup:ListReportP
lans

e emr-serverless:Lis
tApplications

* events:ListEventBu
ses

* geo:ListPlaceIndex
es

* geo:ListTrackers
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerOrganizationsAccess
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BEX

DU B

greengrass:ListCom
ponents

greengrass:ListCom
ponentVersions

iot:ListRoleAliases

iottwinmaker:ListC
omponentTypes

iottwinmaker:ListE
ntities
iottwinmaker:ListS

cenes

kafka:ListConfigur
ations

kms:ListKeys

kinesisanalytics:L
istApplications

lex:ListBots
lex:ListBotAliases
mediapackage-vod:L
istPackagingConfig
urations
mediapackage-vod:L
istPackagingGroups
mq:ListBrokers

personalize:ListDa
tasetGroups

personalize:ListDa
tasets

personalize:ListSc
hemas
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RAriEmE

EK

#oREARE

EH T FEERE

iR
e route53:ListHealth
Checks

e route53:ListHosted
Zones

* secretsmanager:Lis
tSecrets

BIREXESZA/IMT AT AWS
REXRE -

 AWSResourceExplore

rOrganizationsAccess

RBEERERH 7 ELT AWS

RERBUXIESKSER

» AWSResourceExplore
rFullAccess

» AWSResourceExplore
rReadOnlyAccess

B

2023 11 A 14 H

2023 11 A 14 H
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B iR =p:
AWSResourceExplore RREEB[NRSHE<AGBRK  2023F 11 A 14 H

rServiceRolePolicy— E#T T B& AWSResourceExplore

¥3E8X Organizations #1T% rServiceRolePolicy

K =R BE WIT AR |, %K AT RIR
BB X FFE A Organizations
HITZERFER

* organizations:List
AwWSServiceAccessFo
rOrganization

* organizations:Desc
ribeAccount

* organizations:Desc
ribeOrganization

* organizations:List
Accounts

* organizations:List
DelegatedAdministr
ators
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
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RAriEmE

EK

AWSResourceExplore
rServiceRolePolicy— E#1 T
RUZGHMERRE

DU

RREERNERSHXAGRK
B& AWSResourceExplore

rServiceRolePolicy

AT PR | REREEARVEARSS
NUTRRRE RS

accessanalyzer:analyzer
acmpca:certificateauthority
amplify:app
amplify:backendenv
ironment

amplify:branch
amplify:domainassociation
amplifyuibuilder:component
amplifyuibuilder:theme

appintegrations:eventintegr
ation

apprunner:service
appstream:appblock
appstream:application
appstream:fleet
appstream:imagebuilder
appstream:stack
appsync:graphglapi
aps:rulegroupsnamespace
aps:workspace
apigateway:restapi
apigateway:deployment
athena:datacatalog

athena:workgroup

2023 £ 10 A 17 H
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
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BEX

DU B

autoscaling:autoscalinggrou
P
backup:backupplan

batch:computeenvironment
batch:jobqueue
batch:schedulingpolicy
cloudformation:stack
cloudformation:stackset

cloudfront:fieldlevelencryp
tionconfig

cloudfront:fieldlevelencryp
tionprofile

cloudfront:originaccesscont
rol

cloudtrail:trail
codeartifact:domain
codeartifact:repository
codecommit:repository

codeguruprofiler:profilingg
roup

codestarconnection
s:connection

databrew:dataset
databrew:recipe
databrew:ruleset
detective:graph
directoryservices:directory
ec2:carriergateway
ec2:verifiedaccessendpoint

ec2:verifiedaccessgroup

AWS REFKH
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BEX

DU B

ec2:verifiedaccessinstance
ec2:verifiedaccesstrustprov
ider

ecr.repository

elasticache:cachesecuritygr
oup

elasticfilesystem:accesspoi
nt

events:rule
evidently:experiment
evidently:feature
evidently:launch
evidently:project
finspace:environment
firehose:deliverystream

faultinjectionsimulator:exp
erimenttemplate

forecast:datasetgroup
forecast:dataset
frauddetector:detector
frauddetector:entitytype
frauddetector:eventtype
frauddetector:label
frauddetector:outcome
frauddetector:variable
gamelift:alias

globalaccelerator:accelerat
or

globalaccelerator:endpointg
roup

AWS REFKH
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BEX
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globalaccelerator:listener
glue:database

glue:job

glue:table

glue:trigger
greengrass:group
healthlake:fhirdatastore
iam:virtualmfadevice

imagebuilder:compo
nentbuildversion

imagebuilder:component

imagebuilder:containerrecip
e

imagebuilder:distributionco
nfiguration

imagebuilder:image
buildversion

imagebuilder:imagepipeline
imagebuilder:imagerecipe
imagebuilder:image

imagebuilder:infrastructure
configuration

iot:authorizer
iot:;jobtemplate
iot:mitigationaction
iot:provisioningtemplate
iot:securityprofile
iot:thing
iot:topicruledestination

iotanalytics:channel
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BEX

DU B

iotanalytics:dataset
iotanalytics:datastore
iotanalytics:pipeline
iotevents:alarmmodel
iotevents:detectormodel
iotevents:input
iotsitewise:assetmodel
iotsitewise:asset
iotsitewise:gateway
iottwinmaker:workspace
ivs:channel
ivs:streamkey
kafka:cluster
kinesisvideo:stream
lambda:alias
lambda:layerversion
lambda:layer
lookoutmetrics:alert
lookoutvision:project
mediapackage:channel

mediapackage:origi
nendpoint

mediatailor:playbackconfigu
ration

memorydb:acl
memorydb:cluster
memorydb:parametergroup
memorydb:user

mobiletargeting:app
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mobiletargeting:segment
mobiletargeting:template
networkfirewall:firewallpolicy
networkfirewall:firewall

networkmanager:glo
balnetwork

networkmanager:device
networkmanager:link
networkmanager:attachment

networkmanager:cor
enetwork

panorama:package

gldb:journalkinesisstreamsf
orledger

gldb:ledger
rds:bluegreendeployment
refactorspaces:application
refactorspaces:environment
refactorspaces:route
refactorspaces:service
rekognition:project
resiliencehub:app
resiliencehub:resiliencypol
icy

resourcegroups:group
route53:recoverygroup
route53:resourceset
route53:firewalldomain
route53:firewallrulegroup

route53:resolverendpoint

AWS REFKH
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DU B

route53:resolverrule
sagemaker:model

sagemaker:notebook
instance

signer:signingprofile
ssmincidents:responseplan
ssm:inventoryentry
ssm:resourcedatasync
states:activity
timestream:database
wisdom:assistant
wisdom:assistantassociation

wisdom:knowledgebase
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AWSResourceExplore
rServiceRolePolicy— E#1 T
RUZGHMTRIRE

DU

BREESRNRSEXRBEE
& AWSResourceExplore

rServiceRolePolicy

AT PR | ZEREEARVEIRSS
NUTRRRE RS

codebuild:project
codepipeline:pipeline
cognito:identitypool
cognito:userpool
ecr:repository
efs:filesystem
elasticbeanstalk:application

elasticbeanstalk:applicatio
nversion

elasticbeanstalk:environmen
t

iot:policy

iot:topicrule
stepfunctions:statemachine
s3:bucket

2023 8 A1H

AWS REFKH

110


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
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B iR =p:
AWSResourceExplore RREEB[NERSHEXAGBRK 2023F3A7H
rServiceRolePolicy— BE#T T B  B& AWSResourceExplore

KUZFHM R RER rServiceRolePolicy

AT PR | REREEARVEARSS
NUTRRRE RS

» elasticache:cluster

+ elasticache:globalreplicati
ongroup

+ elasticache:parametergroup
+ elasticache:replicationgroup

» elasticache:reserved-instan
ce

+ elasticache:snapshot

+ elasticache:subnetgroup

* elasticache:user

+ elasticache:usergroup

» lambda:code-signing-config

* lambda:event-source-
mapping

* s@s:queue

IR E R BRI T LU AWS 2022 %11 A7 H
EER :

+ AWSResourceExplore

rFullAccess

+ AWSResourceExplore

rReadOnlyAccess

+ AWSResourceExplore

rServiceRolePolicy
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
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B R H HA
REEESEFBRREER TR EESFFRIBERE AWS 2022 11 A7 H
HEFRBNER,

NERREERFEARSHERBE

AWS &RIRZRET A AWS Identity and Access Management (IAM) fRE X AR, REHEXARRE
—fIEREN IAM A8 | EERREEREEMEX. RSHEXACHRREESRMEN , 3 SH
XBSREKREFAAEM AWS RS FRENFTENIR,

BREEXAEFALEERMBEBRREES  RAETLFIRINLENNIR, RREERELER
SHEXAGHNR , RIEZAEL , BNRERREERTURCAZAC, EXHRRENSEEER
RE MRS , AR FRe D BLA M E AL IAM SRR PR 5K RE

BRXEFERSHEXAGNEMESNES , F5H (AM AFER) P05 IAM BEEE R AWS iR
Fo EMBAERBSAXALINRNERS . FRERSEFTZRSNRSHEXAGS NN EE,

RIREERA RS AKX A BNR

HREEERMEAA N AWSServiceRoleForResourceExplorer ERZHXxA®, KABRRRE
BERBRSETFNR , LRAKREEEF AWS K HHBRM AWS CloudTrail B4 , F N IXEFRESIR
5l , AEZHER,

AwWSServiceRoleForResourceExplorer REHERABNETEBTUTRS EANRSRKAAS
& :

¢ resource—explorer—Z.amazonaws.com

% 7 AWSResourceExplorerServiceRolePolicy H A & X BRE/E £ F R R EE RN RiRIARENR , A

KEZZFN AWS BRNBRREHAEL. EEERREER/ISNRSNER , BSEAFERSE

REERERNARRE, AXZABHUURNITHMERENTEIR , BUE IAM BFEHFES
AWSResourceExplorerServiceRolePolicy R#&,

FHR—IAM R4, SRS, AAG, MREEFREER[RERSNE - MXEFIEZRE!0
NECBRSHEXRAE , MRTZESHEMCAFTERRREERREIAZTHNR. BEH IAM F
HEEBRSHERAE , IRITESHEELARBLIRRSAXBEHNER. AXRXEZEER , F5H
(IAM R $Er) VRS HEX A BMNER,

EARSEXAL =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

AWS IRRRE Fir 5
NRBREERVERSHEXAER
BEEFHUNERFZHEXAR., SREPFRBRREERERAWS Management Console , & EHAWS

CLIZ AWS API AWS X5 £k P ARV — N RRE B HPIZTCreatelndexit |, HIRX KEEFL N IRAN
BRFMEXAE,

MEBBRUBRSEXAE  ARFTEBRVEE , WTUAFEAMEBNREEENK-PEHRUIELA
B, H&# A RegisterResourceExplorerfy 8 —MNXEA , BRIREERBRANELERSHEXA
B,

NAREERRFBRSHEAXAE

HREEET A ITFEYREE AWSServiceRoleForResourceExplorer [REHEX AT, EOIERSE
XAGBE K BEELIENACGHEN , BRATEEZSHRASIAZAR, T3 , BUUER IAM i
BENHE, BXEZELS  H2H (AM AFEE) FHEERSHEXAE,

NAREEZR[MERBESHEXAE

BALAGER IAM #2#1A . AWS CLI 5 AWS API SRFZHIBRIRS X B, Hitk , BIERBKRIKF R
N AWS Xig A RREEERRE| , REFTEFIMBRRSERAE,

(® Note

MRELHRERRTRNAREEZBRS EEEAZAE , WRIBRRES KK, MRKREXH
B, MEBERRAEXETRNRERS , REFF/LoHEEEREE.

EEA IAM FHRBRRSEXAR

R IAM 254 , Bl AWS CLI 3 AWS API kil Bk AwSServiceRoleForResourceExplorer R
SHEXAB, BXEZEER , B35 (AM AFERE) RHRIRESHEXAE,

REEERRSEXAGIHFNXE

RREESRYEFERSTANFEXREFRFERRSEXAR, BXEZEER , i85H Amazon Web
Services — &% K AWS RS I KRo

HERR AWS RIRIRFR 2R NRHE

A LTS B W BB S M FIE E 7249 AWS Identity and Access Management #REEERM (1AM )
— i EA T AT RE I BN B &,
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https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_CreateIndex.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_RegisterResourceExplorer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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Createlndex

THHRFIERT —/ CloudTrail B&E%HB |, Z% BB T CreateIndex B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-166EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-

session-166EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/cli-role",

"accountId": "123456789012",
"userName": "cli-role"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-08-23T19:13:59Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-08-23T19:13:597",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "CreateIndex",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",
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"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off

resource-explorer-2.create-index",
"requestParameters": {
"ClientToken": "792ee665-58af-423c-bfdb-d7c9aEXAMPLE"
},
"responseElements": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"State": "CREATING",
"CreatedAt": "2022-08-23T19:13:59.775Z"
},
"requestID": "al93afe9-17ff-4f30-ae@a-73bb@EXAMPLE",
"eventID": "2ec50598-4de6-474d-bd0e-f5c@QEXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

Deletelndex

TEHRFIERT — CloudTrail BE%EB |, Z5% B A Tii#H DeleteIndex #1E.

(@ Note

BREELFIMBRZEXEPNIKSNAERE , M S0 ERE WA EK—

DeleteView B,

command/

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:My-Role-Name",
"arn": "arn:aws:sts::123456789012:assumed-role/My-Admin-Role/My-Delegated-
Role",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AROAEXAMPLEEXAMPLE",

"arn": "arn:aws:iam::123456789012:r0le/My-Admin-Role",
"accountId": "123456789012",
"userName": "My-Admin-Role"

iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-08-23T18:33:06Z2",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-08-23T19:04:067",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "DeleteIndex",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/

resource-explorer-2.delete-index",
"requestParameters": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"
},

"responseElements": {

"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-

ErrorMessage,Date",
"State": "DELETING",
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
.
"requestID": "d7d80bd2-cd2d-47fb-88d6-5133aEXAMPLE",
"eventID": "675eab39-c514-4d32-989d-0ea98EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

UpdatelndexType

LR RBIERT —4 CloudTrail BESE |, Z%BERTHEERSIMER LOCAL IFA N AGGREGATOR

#9 UpdateIndexType 1,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:597",
"mfaAuthenticated": "false"

1,
"eventTime": "2022-08-23T719:21:18Z",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "UpdateIndexType",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.15",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off
resource-explorer-2.update-index-type",
"requestParameters": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"Type": "AGGREGATOR"
1,
"responseElements": {
"Type": "AGGREGATOR",
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"LastUpdatedAt": "2022-08-23T19:21:17.924Z",
"State": "UPDATING"

iy

command/
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"requestID": "al45309d-dfl4-4c2e-a9f6-8ed45EXAMPLE",
"eventID": "ed33ab96-f5c6-4a77-a69a-8585aEXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

BR

THEHRFIERT —/ CloudTrail B&E%H , Z%Bii8H 7T Search 81,

(@ Note

HFZ£ZEE , X Tag, Filters M QueryString SEMFIAE 5| A CloudTrail BRERS
B 9w,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:59Z",
"mfaAuthenticated": "false"
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},

"eventTime": "2022-08-03T16:50:117",

"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "Search",

"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/1@ exe/AMD64 prompt/off command/

resource-explorer-2.search",
"requestParameters": {
"QueryString": "***"
},
"responseElements": null,
"requestID": "22320db5-b194-446f-b9f4-e603bEXAMPLE",
"eventID": "addb3bca-0c4l-46bf-a5e6-42299EXAMPLE",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

CreateView

TEHRGIERT —/ CloudTrail BES%H |, iZ%BiHHT CreateView #4E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
.
"webIdFederationData": {3},
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"attributes": {
"creationDate": "2022-08-23T19:13:597",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2023-01-20T21:54:487",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "CreateView",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/

resource-explorer-2.create-view",
"requestParameters": {
"ViewName": "CTTagsTest",

"Tags": "&xx"
}I
"responseElements": {
"View": {
"Filtexs": "x**",

"IncludedProperties": [],

"LastUpdatedAt": "2023-01-20T21:54:48.079Z",
"Owner": "123456789012",

"Scope": "arn:aws:iam::123456789012:root",

"ViewArn": "arn:aws:resource-explorer-2:us-east-1

CTTest/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
.
"requestID": "b22d8ced-4905-42c4-blaa-ef713EXAMPLE",
"eventID": "f62e339f-1070-41a8-a6ec-12491EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

DeleteView

1123456789012

TEHRBFERT — CloudTrall BE%E |, ZREBERT Y DeleteView iREHTFHHEE AWS XiZ

F#Y DeleteIndex BEM BN FF B ATBER £ EH,

THREREESRASNNRE
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MEEHBRIME R ZXFEHNERIADE |, N REESFEZEUEIZM B ER BRIAM BB <BK,
XfFERK— DisassociateDefaultView B4,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:59Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-09-16T19:33:277",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "DeleteView",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/
resource-explorer-2.delete-view",

"requestParameters": null,

"responseElements": null,

"eventID": "cdl74dle-0a24-4b47-8b67-d024aEXAMPLE",

"readOnly": false,

"resources": [{

TRRREERBEXMH&E 127



AWS FIRIRZR 2R RFiEmE

"accountId": "334026708824",
"type": "AWS::ResourceExplorer2::View",
"ARN": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
CTTest/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
1,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

DisassociateDefaultView

TEHRBFERT — CloudTrall BE%E , Z%RBERT Y DisassociateDefaultView B¥EH
TFUBBRIAME LW DeleteView IREMB I F BN ATEERENEH,

"eventVersion": "1.08",
"userIdentity": {
"accountId": "123456789012",

"invokedBy": "resource-explorer-2.amazonaws.com"
b
"eventTime": "2022-09-16T19:33:26Z7",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "DisassociateDefaultView",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/
resource-explorer-2.disassociate-default-view",

"requestParameters": null,

"responseElements": null,

"eventID": "d8@16cbl-5c23-4ea4-bda2-70bO3EXAMPLE",

"readOnly": false,

"eventType": "AwsServiceEvent",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management"
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£ CloudFormation 22 &R EHE SRR

AWS #RIRZEER 5 AWS CloudFormation 55 , FE R — M A #HEEBEFRE AWS BRHKRS.
LER BB ERBRELNRERCIENERLZN B RMEM IR, BUE - MNERFTEN 2B
AWS % REVHERR , CloudFormation F R EFMARMEEXLRR, BRARHSERS], AERN

AWS X1 #1THBRIAE 2L,

&R CloudFormation Bt , I EE RSN RRR TR ES RELN T REERAR. HBEN
BRFE—IR , REEZN AWS IKF M XEH kR £ TEE AR 8 7 R

£/ AWS CloudFormation ¥ R E #2858 F £ AWS Organizations

& LAEF AWS CloudFormation StackSets f R R EESFBEINALHHIAEKS, ., HEEHRLHH
eI K &K AT , StackSets ATLLBEIRFEN AWS XKl WESIBRERNFHNRAKS , @IEEIEE
HNRER/ES, XA, F58 NELFHNIKFPEREEES,

BEEHEEF CloudFormation E ik

ERNFFREERNERBSMAREMNEZER , LM T #B AWS CloudFormation 1y, EiR2
JSON = YAML B XA H, XLERERETR CloudFormation H#ik FFAER N EIR. WMRE
& JSON = YAML , aJBLfE AWS CloudFormation Designer B#5 B T~ FF 38 A CloudFormation
B, BXEZEER , BSHAWS CloudFormation PRI A L 2 AWS CloudFormation

Designer ? .
BIREIEEE Y 1E CloudFormation FRIZUTERER -

« B - EXFHHUERSIAEZXBTERREERRE. BULLFREIIEEN AWS K/~ BIA iR 5|
XREFwES, BXREZER , BFH £ AWS Xig P E AR REER ARSI LN FER M B 62
RERFACITFEBXEHER :

- UE-tE-NMIE, BTHRERAFIITERNTUE RBELR, SMERBREBLAEE -1
WE, ELARTRAFEREFEANTRNABNNR, BXESER  FSREERREESA
B AR IR R 15 R AR

(@ Note
DREEENXFHRERS| , RAEFTEEZXEHCIENE, WREQERSIMABER
B — MR —25 , BEAWE LA Dependson B , ML T RAERT , LBEE
FRIERS,
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« DefaultViewAssociation — fFHEENME 27 EANEXFHHRINNE. AP APEBEEATERER
EHNMEN  RREERCZHERAERAFRTERAMEREXBENRIAMNE,. BXEZER |, 55
7 AWS Xig iR EERIARE,

TR RGIGEER T AMAER — XA IR - RE| M- E |, FFZAEREN ZEXBNRIAAE,

YAML

Description: >-

Sample CFN Stack setting up Resource Explorer with an aggregator index and a default

view
Resources:
SampleIndex:
Type: 'AWS::ResourceExplorer2::Index'
Properties:
Type: AGGREGATOR
Tags:
Purpose: ResourceExplorer Sample CFN Stack
SampleView:
Type: 'AWS::ResourceExplorer2::View'
Properties:
ViewName: mySampleView
IncludedProperties:
- Name: tags
Tags:

Purpose: ResourceExplorer Sample CFN Stack
DependsOn: SampleIndex
SampleDefaultViewAssociation:
Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:
ViewArn: !Ref SampleView

JSON

"Description": "Sample CFN Stack setting up Resource Explorer with an aggregator
index and a default view ",
"Resources": {
"SampleIndex": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "AGGREGATOR",
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"Tags": {
"Purpose": "ResourceExplorer Sample Stack"

},

"SampleView": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {

"ViewName": "mySampleView",
"IncludedProperties": [
{
"Name": '"tags"
}
1,
"Tags": {
"Purpose": "ResourceExplorer Sample CFN Stack"
}
I
"DependsOn": "SampleIndex"
I
"SampleDefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref'": "SampleView"
}
}
}

BEXEZERE (BRAREERZESIMMUER JSON M YAML BixRHl ) , FZH (AWS

CloudFormation FIF#ER) ## ResourceExplorer2 BiREHSZ,

T A% AWS CloudFormation HEZE &

E T fEHX CloudFormation WEZEE , BSRUTER :

* AWS CloudFormation
« AWS CloudFormation FA g
« AWS CloudFormation s S {THE A FIE®E

T f#HE X AWS CloudFormation WE Z{E 8
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RREERFBHE

NREECEARFEERMTEIRE , FERAT2FHEXEE, ZESHAEENRZEH D PHY
HEER AWS FIRRZR 2R RS

ES]

o —fRPEEER (AR )
- RAREESRRENE SR SHE
- AREESRERABHE

— AR PE R
2

- BRI TRFEERAEE  BRIARTTA e, #5688 RER.
« A ABRFHEFHNE—ERLE IR CloudTrail BEH HI 15 B AL 451X ?

BRI T RREESRAVERE  BREIARTHEN , 28 RETRER.

RUEFE=-"AFATELCEREORREERPRNEMNERE URL, EXERRAT , X& URL FE2EFEHEA
EEEHE AWS X WS, MRETFAXENERE , R REESREHE A TLEENEFEABAN
Xig , HFEBRIAAERARFR DREZRNXE, MEAFPTNHEZXKEHEREESS , WiEdaNER
FERAEELRI (FFRBIEMIEE) (us-east-1) XiF , NREFHATEFR us-east-1, N&%E
HEAXEAET (BBRMN ) (us-west-2),

MRAFRERREAXEXFPEM—MXERRE] , WEREERESERREER,
B B R A R P EE R LT RKE Ik IR

« ListIndexes - BHENAER ; £ *,
« GetIndex ATHEKF PRIZNENZESIH ARN, H 7 B 512 M Bk H 2 #7017 35 5| i 450 E AR
REE  BWEFER *,

SKIN1Z B ARaY s R SR S AT RESR LT L R4 -
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"resource-explorer-2:GetIndex",
"resource-explorer-2:ListIndexes",

1,

"Resource": "*"

}

RNE , B LLE R AWS FEENER AWSResourceExplorerReadOnlyAccess RFFEEEMA
RREERENAF, XERFXEXFENNR , UREFZXHETANEBEAFEAXENRHITEENS
HIAX PR .

N ARFHEFNEGE—ERLEHIED CloudTrail BEHR LI RIEIE

“47ERIx ?

AWS Management Console Y4t — 18 L E EKBEB M AWS Management Console A Y {E 4] 7T [ #
TEE, NIRRREERCHARHEENXBFE—BR , WERTESREEHAAKFPFANER. 8Y
BHRES—BREFEANBH K —BRF2XZHEA resource-explorer-2:ListIndexes
BEXRRELRTIRETUTEAF K, R TR,

S—RERCEASNEBFAFPHRBRERITHEE, MRZAFZENRERAEH I AWS Identity and
Access Management ( IAM ) IXPREBE R FH resource-explorer-2:ListIndexes , MK ERF
KM, ZEBIFERN Access denied BRMEIEH CloudTrail HER,

% CloudTrail BE% B BB T4 -

« EHR : resource-explorer-2.amazonaws.com
o EHEM : ListIndexes
o EIRATE : 403 (THEMIEL )

LR AWS HEE R EBEHA resource-explorer-2:ListIndexes R, MREFGH h{Ef—
N BRATHBBELRRAEMEMERE , W FRERENEIR

» AWSResourceExplorerReadOnlyAccess
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« AWSResourceExplorerFullAccess

» ReadOnlyAccess

» ViewOnlyAccess

REEERRENE SR BB E

FERLGHEER , ISR HANBENRIEEREE AWS BRIRERES (AT s H I [,
£

- HRMAFREERKHBERN , W 7 HEEELEE

- HEREARNEZLZEIEREERE , Y E T “access denied’(EL 15 [6]) JHE

AROFREE[|REFERS , B T HEEELTES

- RIFERRERFRAALBERNBENZTRNONE, EEATUEL@EN IAM 4 (flmAaee, A
HAF ) 28 AWS Identity and Access Management ( IAM ) X BRERBE SR 2 F PR,

ERMFENER , FRAENAF., AASFMNE :
« AWS IAM Identity Center Y~ F4A :

BIENPRES, KRB (AWS IAM Identity Center B 15R) & SIENRE MK BAMITIR/E,
- BIBHRMERE IAM FREENARF

YERERATEARERIENAR, R (AM AFER) FRE=S5HRHUFIERE (Ka
ML ) B EBAR TR,

< IAM AP :
- HIEENAFTUEENAE, BR (AM BFERE) F IAM AF /2SN HBAR TR
.

c (THEER ) FRBEZMMNIAFSIRRASRNIAFE, £#R (AM AFER) fEA
PAMRER (#2518 ) PR ITRE,

ZEB AR FEER AR Resource EFFERM Action.

MERFXENRNRRIZAEESEMEHE Bl |, HBFEIS P it pR&]) |, N ETESHRIE LR IE
BERFEXLEER, BXEEHBEIERAT IAM TENEBNER |, H5H (AM AFERE) &
K EE IAM policy,

RE R
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o MREFZHXT API FREITER (MAER AWS SDK ) , MEWINEE EWX FRHEITESR,

HEFEARN TS EIEREERN , Y F T “access denied”(3EL 17 H]) B S

- FHINEATRHERN IAM TAEFEBINR. BNZ2XIERRRES IAM PELHERE,
R REER R T ZEHHNR, AXERNEZE2FENRNBELSRXANESER , F5H (IAM
RPisE) Ravzsine 22 IR RUR,.

- BISHBERRERA T ERNESNELNHBR. X FAELS , HSHAE SDK 1 L2830
% (IAM BF3ER) FHSRIEERT AWS &R

- BIELHKNZSSDREEH. SXESEL , H20 (AM AFERD FHERENELE
i,

RREERERFBHE

ERLANEE TP EIHNEEEERARREERERA RN ARHANEREIR,
£}

c AMLENBRREERBERERPROZLERIR ?

« AMLENFRRBERERFHENSG —ERERTD ?

s AL ENRFEESRTNE —BERENSBITENER?

- BEEA ARSI REBRER?

AMTABNRREERRRERPROELEFIR ?
REFHRTRTARMBE RERRERD , UTFHREMRTRE :
NRBI KR

£ AWS X FERITHARREESRRE , TREERR 36 MIFTRERNREHFRSINRKRSIMNE
#l, FHEEHMZHER,
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Bk WRABRE T, AEEEHRRE  FART L TERKMERERT. BREEH
HAER,

A RRN KA R A RERE
EHERRRE T HRERBALERLE AWS Ki HET. RERELRT BEXADT SRR
ERBHABRE NRAERRGKARTE | WL O ERRE R KA B AR TR,

ABEETFRNKE , 3t ARRHKATIERABRS|
EREEADERABREWKETHNE , NIKPFHE KSR RHTRR. EEAXBXS
HATEAN | RLOBEENITERM K F R,

WE £ IR T DI AR
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BMBEBUTUAEREFITEMESM , URFEAZAEUENERERPITUNETSWLELE R,
BREEEXRNAFRSEATEZNUBPNIESFAETE, BXMERNESEE , FSHAK
&, BXUENESER , BSHA X TRREERUE,

RN AR R mIRERE

REEERTXBFRELERFRE, EXELEE , FoRLUUEARREERERNTRER
REERHEXEEERSIHAE

MRREIFABARERFEEAZREFOTHXIEFEE , WEREFTIMBNER. BXEZE
B, EZH B IERERREITEEXFER M X THREERNE.

BHAETIERE

HERFREEFZHALEN. IRENAETFTEZENE  IXLFRFF2LEEERT. A
XEZER , BEHOUERNRE

BB RERTHRNERERIEE

ERFEERTEERZBSIMEN, WRZXBEBNETE  BRTERIAENRTR. BXE
ZER  FERAAREESNEREREELSE !

BBRIE N EHCHRIFRMT AR

ENARRTER , 278 30 DHER , WART 28 FEBRERS,
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RFRBERIFHRETLIR R

MRFRREFAZFHRETIER , WETHT2ERERREERDEFF. THRETIERD
RFRRER :

cloudfront
cloudfront
cloudfront
cloudfront
cloudfront
cloudfront

cloudwatch:

:cache-policy
:origin-access-identity
:function
:origin-request-policy
:realtime-log-config

:response-headers-policy

dashboard

docdb:globalcluster

elasticache:globalreplicationgroup

iam:group

lambda:code-signing-config

lambda:event-source-mapping

ssm:windowtarget

ssm:windowtask

rds:auto-backup

rds:global-

cluster

s3:accesspoint

N ABRNERXBETERFGNE—RRERF ?

S—WWERERTES AWS Management Console TTEITIEHEREZF KT, BER , REEZTHRIU
THREETNzZE , BREITHEERESEZERTNERMETEN TR

- KPEHHEP - PMFHLAERERES
- AERE[/RSINXFHLMERIANE,
- REEMA (IAM BENAF ) BLRERERAZANIERTERIVNR,

R ARNARREE N ERH ARG — BRERT ?
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N AEHENAREERFNE —BREN2BITRANER ?

S —HERERAESED AWS Management Console REITNSPHIIE R FHRE, FAS—EEN |, 5
—BRIBCENEERNFREFRBANE—MINRE , BA—DEERF (*). ZBERFESZ B
RERFANL , ECHELFMER,

/A Important

SG-RBR2BIEFNEPE-IPXRBFHREAABES (* ) 28F. XERES R
RERVESEMUEERBRFF AN ZFEETEN TR,

BEERXAE , #RAREERZHANFTRERTE LHTHER , T2 HINEER.
AL ERRFRABINEAREEEFIAEA *

BEEMANRIEERTR?

ERTER , BLAERHMLT A ZBREN X SRR E T TRIURE

* resource-explorer-2:GetView

* resource-explorer-2:Search

XA LB E DB LA SR IAM E AR KB R IR ST LT REIEE AR Ko

{
"Effect": "Allow",
"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"
1,
"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-
View-Name/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
}

AR EY R Amazon BRIR4S (ARN ) BRI SBESR (* ) B9 ARN , SEAETEHT
B& TR,

MREAREFRPEEAE , WAREESFSEIERACREBERMERSNRAAE. MREZEE
AMAMENNR , FEALHNEERR.
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A R RS B R R AR

ES]

« XEHNRSMNRFFRRE

« UREF TR Z N RFERENHIE
- BRAHEMRBAFIFRE

TRIH T ZFE AWS RRRZRPERNARRKE,

@ EX
o REFRERH Amazon BREH (ARN ) FRBRA , XEFHFESHMRREAAZE
AR, REXMERN , RREESUTUFHERRIRG N EMRRER, HXZWHAM
TP RREAIR , F5H SN HMERNFIREE,
- B, KiA0ZE AWS Identity and Access Management (IAM) &R ( SlARRAF ) B4R
EEEATEZR,

- MRENFELERFREMBHRNE  WEFREERRTEZRAEN]. EFF2ERRE
PEIXERR.

XIFRYBRSS MR RRE

LEFH AWS RS

* Amazon API Gateway
* AWS App Runner

« M 53# AppStream 2.0
« AWS AppSync

* Amazon Athena

* AWS Backup

+ AWS Batch

* AWS CloudFormation
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Amazon CloudFront

AWS CloudTrail

Amazon CloudWatch
CloudWatch 1RBi & Amazon

Amazon CloudWatch H&
AWS CodeArtifact

AWS CodeBuild

AWS CodeCommit

Amazon P CodeGuru rofiler
AWS CodePipeline
AWS CodeConnections

Amazon Cognito

Amazon Connect

Amazon Connect Wisdom

Amazon Detective

Amazon DynamoDB
EC2 Image Builder
Amazon ECR Public
AWS Elastic Beanstalk

Amazon ElastiCache

Amazon Elastic Compute Cloud (Amazon EC2)

Amazon Elastic Container Registry

Amazon Elastic Container Service

Amazon Elastic File System

Elastic Load Balancing

AWS Elemental MediaPackage

AWS Elemental MediaTailor

Amazon EMR Serverless

Amazon EventBridge

XEFH RS MR RER
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* AWS Fault Injection Service

* Amazon Forecast

* Amazon Fraud Detector

* Amazon GamelLift

* AWS Global Accelerator
+ AWS Glue

* AWS Glue DataBrew

+ AWS Identity and Access Management

* Amazon Interactive Video Service
* AWS IoT

* AWS loT Analytics

* AWS loT Events

* AWS loT Greengrass Version 1
* AWS loT SiteWise
* AWS loT TwinMaker

+ AWS Key Management Service

* Amazon Kinesis

« Amazon Data Firehose

* Amazon Kinesis Video Streams

« AWS Lambda

« Amazon Lex

* Amazon Location Service

* Amazon Lookout for Metrics

* Amazon Lookout for Vision
 S&R T Apache Flink B9 &3 £ & RS

* Amazon Managed Service for Prometheus

* Amazon Managed Service for Prometheus

* Amazon Managed Streaming for Apache Kafka

+ AWS Migration Hub Refactor Spaces
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* AWS Network Firewall

+ AWS Network Manager
+ 5% OpenSearch BRS
+ AWS Panorama

* Amazon Personalize
+ AWS Private Certificate Authority
« Amazon QLDB

* Amazon Redshift

* Amazon Rekognition

* Amazon Relational Database Service (Amazon RDS)

*» AWS Resilience Hub

* AWS Resource Groups
- AWS BRRESR
* Amazon Route 53

« Amazon Route 53 Recovery f4 4%

* Amazon Route 53 Resolver

* Amazon SageMaker

+ AWS Secrets Manager
+ AWS Service Catalog

* Amazon Simple Notification Service

* Amazon Simple Queue Service

* Amazon Simple Storage Service (Amazon S3)

* AWS Step Functions

* AWS Systems Manager
* AWS Verified Access
+ AWS Wavelength

Amazon API Gateway

* apigateway:restapis

Amazon AP| Gateway
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AWS App Runner

* apprunner:vpcconnector

I 53 AppStream 2.0

* appstream:appblock
* appstream:application
* appstream:fleet

* appstream:stack

AWS AppSync

* appsync:apis

Amazon Athena

* athena:datacatalog

* athena:workgroup

AWS Backup

* backup:backupplan

AWS Batch

* batch:computeenvironment

* batch:jobqueue
* batch:schedulingpolicy

AWS CloudFormation

e cloudformation:stack

AWS App Runner
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 cloudformation:stackset

Amazon CloudFront

* cloudfront
* cloudfront
* cloudfront
* cloudfront
* cloudfront
* cloudfront
* cloudfront
* cloudfront
* cloudfront

e cloudfront

:cache-policy

:distribution

:function
:fieldlevelencryptionconfig
:fieldlevelencryptionprofile
:origin-access-identity
:originaccesscontrol
:origin-request-policy
:realtime-log-config

:response-headers-policy

AWS CloudTrail

* cloudtrail:

trail

Amazon CloudWatch

 cloudwatch:
 cloudwatch:
 cloudwatch:

 cloudwatch:

alarm
dashboard
insight-rule

metric-stream

* evidently:project

CloudWatch 1EBA.E Amazon

« evidently:project/experiment

* evidently:project/feature

* evidently:project/launch

Amazon CloudFront
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Amazon CloudWatch B

* logs:destination

* logs:log-group

AWS CodeArtifact

e codeartifact:domain

* codeartifact:repository

AWS CodeBuild

* codebuild:project

AWS CodeCommit

* codecommit:repository

Amazon P CodeGuru rofiler

* codeguru-profiler:profilingGroup

AWS CodePipeline

* codepipeline:pipeline

AWS CodeConnections

» codestarconnections:connect

Amazon Cognito

* cognito:identitypool

Amazon CloudWatch BH&
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* cognito:userpool

Amazon Connect

* appintegrations:eventintegration

Amazon Connect Wisdom

e wisdom:assistant
« wisdom:association

* wisdom:knowledge-base

Amazon Detective

* detective:graph

Amazon DynamoDB

* dynamodb:table

EC2 Image Builder

* imagebuilder:component

* imagebuilder:containerrecipe

« imagebuilder:distributionconfiguration
* imagebuilder:image

* imagebuilder:imagepipeline

* imagebuilder:imagerecipe

« imagebuilder:infrastructureconfiguration

Amazon ECR Public

* ecrpublic:repository

Amazon Connect
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AWS Elastic Beanstalk

 elasticbeanstalk:application
 elasticbeanstalk:applicationversion
« elasticbeanstalk:configurationtemplate

» elasticbeanstalk:environment

Amazon ElastiCache

* elasticache:cluster

* elasticache:globalreplicationgroup
+ elasticache:parametergroup
 elasticache:replicationgroup

* elasticache:reserved-instance

* elasticache:snapshot

* elasticache:subnetgroup

* elasticache:user

 elasticache:usergroup

Amazon Elastic Compute Cloud (Amazon EC2)

* ec2:capacity-reservation

* ec2:capacity-reservation-fleet

« ec2:client-vpn-endpoint

* ec2:customer-gateway

* ec2:dedicated-host

* ec2:dhcp-options

* ec2:egress-only-internet-gateway
* ec2:elastic-gpu

* ec2:elastic-ip
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* ec2:fleet

* ec2:fpga-image

* ec2:host-reservation

* ec2:image

* ec2:instance

* ec2:instance-event-window

* ec2:internet-gateway

* ec2:ipam

* ec2:ipam-pool

* ec2:ipam-scope

* ec2:ipv4pool-ec?2

* ec2:key-pair
 ec2:launch-template

* ec2:natgateway

* ec2:network-acl

* ec2:network-insights-access-scope
* ec2:network-insights-access-scope-analysis
* ec2:network-insights-analysis
* ec2:network-insights-path

* ec2:network-interface

* ec2:placement-group

* ec2:prefix-list

* ec2:reserved-instances

* ec2:route-table

* ec2:security-group

* ec2:security-group-rule

* ec2:snapshot

* ec2:spot-fleet-request

* ec2:spot-instances-request
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ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

ec2:

subnet

subnet-cidr-reservation
traffic-mirror-filter
traffic-mirror-filter-rule
traffic-mirror-session
traffic-mirror-target
transit-gateway
transit-gateway-attachment
transit-gateway-connect-peer
transit-gateway-multicast-domain
transit-gateway-policy-table
transit-gateway-route-table
transitgatewayroutetableannouncement
volume

vpc

vpc-endpoint

vpc-flow-log
vpc-peering-connection
vpn-connection

vpn-gateway

Amazon Elastic Container Registry

* ecr:repository

Amazon Elastic Container Service

* ecs:cluster

* ecs:container-instance

* ecs:service

Amazon Elastic Container Registry

150



AWS FIRIRZR 2R

RAriEmE

 ecs:task
e ecs:task-definition

 ecs:task-set

Amazon Elastic File System

« efs:filesystem

« efs:accesspoint

Elastic Load Balancing

« elasticloadbalancing:
+ elasticloadbalancing:
« elasticloadbalancing:
« elasticloadbalancing:
* elasticloadbalancing:
« elasticloadbalancing:
+ elasticloadbalancing:
+ elasticloadbalancing:

* elasticloadbalancing:

listener
listener-rule
listener-rule/app
listener/app
listener/net
loadbalancer
loadbalancer/app
loadbalancer/net

targetgroup

AWS Elemental MediaPackage

+ mediapackage:channel

* mediapackage:originendpoint

« mediapackage-vod:packaging-configurations

+ mediapackage-vod:packaging-groups

AWS Elemental MediaTailor

* mediatailor:playbackConfiguration

Amazon Elastic File System
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Amazon EMR Serverless

« emr-serverless:applications

Amazon EventBridge

* events:event-bus

e events:rule

AWS Fault Injection Service

« fis:experimenttemplate

Amazon Forecast

e forcast:dataset

« forcast:dataset-group

Amazon Fraud Detector

« frauddetector:detector
 frauddetector:entity-type
« frauddetector:event-type
« frauddetector:label

« frauddetector:outcome

e frauddetector:variable

Amazon GamelLift

 gamelift:alias
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AWS Global Accelerator

* globalaccelerator:accelerator
* globalaccelerator:accelerator/listener

 globalaccelerator:accelerator/listener/endpoint-group

AWS Glue

* glue:database
* glue:job
* glue:table

* glue:trigger

AWS Glue DataBrew

 databrew:dataset
 databrew:recipe

» databrew:ruleset

AWS ldentity and Access Management

* lam:group
 iam:instance-profile
 iam:oidc-provider

« iam:policy

« iam:role
 iam:saml-provider

« iam:server-certificate
e lam:user

e iam:virtualmfadevice
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Amazon Interactive Video Service

* ivs:channel

* ivs:streamkey

AWS loT

* iot:authorizer

« iot:jobtemplate

* iot:mitigationaction

« iot:policy

* iot:provisioningtemplate
* iot:rolealias

* iot:securityprofile

« iot:thing

« iot:topicrule

AWS loT Analytics

* iotanalytics:channel
* iotanalytics:dataset
« iotanalytics:datastore

« iotanalytics:pipeline

AWS loT Events

« iotevents:alarmModel
» iotevents:detectorModel

+ iotevents:input

Amazon Interactive Video Service
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AWS loT Greengrass Version 1

« greengrass:components

* greengrass:.groups

AWS loT SiteWise

e iotsitewise:asset
« iotsitewise:assetmodel

+ iotsitewise:gateway

AWS loT TwinMaker

« iottwinmaker:workspace
« iottwinmaker:workspace/component-type

« iottwinmaker:workspace/entity

AWS Key Management Service

* kms:key

Amazon Kinesis

* kinesis:stream

Amazon Data Firehose

* kinesisfirehose:deliverystream

Amazon Kinesis Video Streams

* kinesisvideo:stream
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AWS Lambda

* lambda:code-signing-config
* lambda:event-source-mapping

e lambda:function

Amazon Lex

» lex:bot

Amazon Location Service

* geo:place-index

* geo:tracker

Amazon Lookout for Metrics

» lookoutmetrics:Alert

Amazon Lookout for Vision

* lookoutvision:project

& T Apache Flink B9 Gz £ E RS

* kinesisanalytics:application

Amazon Managed Service for Prometheus

« aps:rulegroupsnamespace

* aps:workspace

AWS Lambda
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Amazon Managed Service for Prometheus

* memorydb:cluster
* memorydb:parametergroup

* memorydb:user

Amazon Managed Streaming for Apache Kafka

e kafka:cluster

« kafka:configuration

AWS Migration Hub Refactor Spaces

* refactor-spaces:environment
« refactor-spaces:environment/application
 refactor-spaces:environment/application/route

» refactor-spaces:environment/application/service

AWS Network Firewall

* network-firewall:firewall-policy

AWS Network Manager

* networkmanager:core-network
* networkmanager:device
* networkmanager:global-network

* networkmanager:link

Il % OpenSearch BRSS

* es:domain

Amazon Managed Service for Prometheus
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AWS Panorama

« panorama:package

Amazon Personalize

 personalize:dataset

* personalize:dataset-group

* personalize:schema

AWS Private Certificate Authority

* acmpca:certificateauthority

Amazon QLDB

* qldb:ledger

* qldb:stream

Amazon Redshift

* redshift
* redshift
* redshift
* redshift
* redshift
« redshift
« redshift
* redshift

:cluster
:eventsubscription
:parametergroup
:snapshot
:snapshotcopygrant
:snapshotschedule
:subnetgroup

:usagelimit

Amazon Rekognition

« rekognition:project

AWS Panorama

158



AWS FIRIRZR 2R

RAriEmE

Amazon Relational Database Service (Amazon RDS)

* rds:auto-backup

* rds:cev

* rds:cluster

* rds:cluster-endpoint
* rds:cluster-pg

* rds:cluster-snapshot
« rds:db

* rds:db-proxy

* rds:db-proxy-endpoint
* rds:deployment

* rds:es

* rds:global-cluster

* rds:og

* rds:pg

* rds:ri

* rds:secgrp

* rds:snapshot

* rds:subgrp

AWS Resilience Hub

* resiliencehub:resiliencypolicy

AWS Resource Groups

* resourcegroups:group

AWS R IRERZR SR

* resource-explorer-2:index

Amazon Relational Database Service (Amazon RDS)
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* resource-explorer-2:view

Amazon Route 53

» route53:healthcheck

e route53:hostedzone

Amazon Route 53 Recovery &4

* route53-recover-readiness:recovery-group

 routeb3-recover-readiness:resource-set

Amazon Route 53 Resolver

* route53resolver:firewalldomainlist
« route53resolver:firewallrulegroup
* route53resolver:resolverendpoint

» route53resolver:resolverrule

Amazon SageMaker

* sagemaker:model

* sagemaker:notebookinstance

AWS Secrets Manager

* secretsmanager:secret

AWS Service Catalog

* servicecatalog:applications

* servicecatalog:attribute-groups
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Amazon Simple Notification Service

* sns:topic

Amazon Simple Queue Service

* sgs:queue

Amazon Simple Storage Service (Amazon S3)

* s3:accesspoint
* s3:bucket

* s3:storage-lens

AWS Step Functions

« states:statemachine

« stepfunctions:activity

AWS Systems Manager

* ssm:association

* ssm:automation-execution
* ssm:document

* ssm:maintenancewindow

* ssm:managed-instance

* Ssm:parameter

* ssm:patchbaseline

* ssm:resourcedatasync

* ssm:windowtarget

* ssm:windowtask
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AWS Verified Access

* ec2:verifiedaccessendpoint
* ec2:verifiedaccessgroup
* ec2:verifiedaccessinstance

* ec2:verifiedaccesstrustprovider

AWS Wavelength

* ec2:carriergateway

LAYRIE J5 2\ 17 [B) 32 X F55 Y AR SR BURY Bl R

EBRIABIHREFNEREESIR , B LUMNEMR AWS SDK E A
ZListSupportedResourceTypesi®{E,

flan | BALUET list-supported-resource-types AWS Command Line Interface (AWS CLI) &5 , &0
LA RGP o

$ aws resource-explorer-2 list-supported-resource-types

{
"ResourceTypes": [

{
"ResourceType": "acm-pca:certificate-authority",
"Service": "acm-pca"

1,

{
"ResourceType": "airflow:environment",
"Service": "airflow"

1,

{
"ResourceType": "amplify:branches",
"Service": "amplify"

1,

. truncated for brevity ...
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https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListSupportedResourceTypes.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/resource-explorer-2/list-supported-resource-types.html

AWS B IRIRZER

RAriEmE

BN B R  RRR R

REFRREH Amazon HIREM (ARN ) FRSEIRR , REFZHEEEMRRRBEAZBERAEN,

REXFERN , RREEIR T LU R FFRE N EMRRRE, XFLPE TRPIFRER,

SKPRAEIRRE
ec2:securitygroupegress
ec2:securitygroupingress

elasticloadbalancingv2:load
balancer

docdb:dbcluster
neptune:dbcluster
rds:dbcluster
docdb:dbclusterparametergroup
neptune:dbclusterparametergroup
rds:dbclusterparametergroup
docdb:clustersnapshot
neptune:dbclustersnapshot
rds:clustersnapshot
docdb:dbinstance
neptune:dbinstance
rds:dbinstance
docdb:eventsubscription

neptune:eventsubscription

ERENFRRE

ec2:security-group-rule

elasticloadbalancing:loadba
lancer

rds:cluster

rds:cluster-pg

rds:cluster-snapshot

rds:db

rds:es
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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SKER R R ERENARKE

rds:eventsubscription

docdb:globalcluster rds:global-cluster
rds:globalcluster

neptune:dbparametergroup rds:pg
rds:dbparametergroup

docdb:dbsubnetgroup rds:subgrp
neptune:dbsubnetgroup

rds:dbsubnetgroup
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R E SRR R

&Y AWS KPP = AWS BRSS RN 7 BINRRS. BRIEZ AU , BNENRIE 2 XEEE
By, EATLAESRIEINFE LR | B H fh— LR/ M EE M.

EEER AWS HRFRRR WRH , BT RSEHEFE. ESMERTD , EF AWS RS HEER
REERR,

EERIESHH , ES R Service Quotas AFIERHPMERE NEE . WMRBEEE Service Quotas
WMATA , BEERARESRS R,

LUT BRE 2 R R E E 2RV B IABRER

=R AXERH HNE
AWS X3 FEIR R E 10
BRAFRVRRRH AMINE
BURABRRFER 5
BUBRAFRREEHR 3
REBXEHPNEABRKBRREYR 10000

i X P8 A R AERRER 500
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
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AWS #ZRIxRZEEE 5 AWS SDK —i2{EH

AWS B#HFF R EH (SDK) FRATUSRITHREES . SMRAITRTESHREME AP, KB REIH
X, EFRARESERMUEERESHENARR,

SDK 344

AWS SDK for C++

AWS CLI

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AWS SDK for Rust

HERATF SAP ABAP £ AWS SDK

AWS SDK for Swift

© FEITAE

(BTt

AWS SDK for C++ X8 R4l

AWS CLI X3R5l

AWS SDK for Go X% =45l

AWS SDK for Java 1%%2 ;= 5l

AWS SDK for JavaScript X5 R4l

AWS SDK for Kotlin X2 7= 45l

AWS SDK for .NET X =41

AWS SDK for PHP X% =451

PowerShell X8R4 T &

AWS SDK for Python (Boto3) X3 7~

AWS SDK for Ruby X3 7~ 4l

AWS SDK for Rust X% =4l

FEATF SAP ABAP B9 AWS SDK X3 7=l

AWS SDK for Swift {3 =4l

BAZRFMENAR ? B R I TE RS89 A R R 5 E R R A,

166


https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_4_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol.html#security_iam_awsmanpol_AWSResourceExplorerServiceRolePolicy
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol.html#security_iam_awsmanpol_AWSResourceExplorerServiceRolePolicy
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol.html#security_iam_awsmanpol_AWSResourceExplorerServiceRolePolicy
https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-syntax.html#query-syntax-filters
https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-service-multi-account.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-service-multi-account.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol#security_iam_awsmanpol_updates.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol#security_iam_awsmanpol_updates.html
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol.html
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