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AWS SDK M1 TEZEHm

W2 SDKMTEBESHZRITAERAEEHRT —LLEHINEE,
EFESEEXUTHEINESR

« BE— mAFEAREETEconfigfMcredential s HIMET B RELEERMN AWS SDK T E,
- SHRRIEME— BEENRBIIEEFEATRK AWS HU@#THHEIE. AWS RS

- EESE -FETATEORINREENRELRENSE,

« AWS BRZEITI RS (CRT) FE— JLFFiAE SDK #a AN HEE AWS ERAZ1T8 (CRT) E#EIR,

« AWS SDK M T E 44 BB E AWS BA4 T REH (SDK) MTE ( 2EBIH BN (IoT) SDK )
R HLJR R B 49 4 47 SR s MR A2 161

ARKAWSSDK MITESEZREERENERATZAN SDK T ENERE, RILLRENTMERN
ERERAGEEFERAN SDKHTENIETEIERE. U TR SDKMITE | HbhasAIEmhnmExik
ik

MRBREEFER : KiEFmPEEMXNESE
- M SDKHITE AWS SDK M T E4H BUR

« AWS Cloud Development Kit (AWS CDK) FF  Bti&
REARIEE

« AWS Serverless Application Model FF & A &
EE AWS SDK #1 T B4 BUR

« AWS Toolkit for Eclipse FAFF{5F

« AWS Toolkit for JetBrains Fi F° 85

« AWS Toolkit for Visual Studio i {5/

« AWS Toolkit for Visual Studio Code A {5/

SHRIENF

[

« AWS Command Line Interface f 71558 [}
« AWS SDK for C++ FF X A A }§
« AWS SDK for Go F & AR IEE

« AWS SDK for Java FF XA R ¥5R LkESE

SHRIERF



https://docs.aws.amazon.com/cdk/latest/guide/
https://docs.aws.amazon.com/cdk/latest/guide/
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/
https://docs.aws.amazon.com/AWSToolkitEclipse/latest/GettingStartedGuide/
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/
https://docs.aws.amazon.com/AWSToolkitVS/latest/UserGuide/
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/

AWS BHFRTEGNTE SEES

MBBEEMERA : RIEEEHREEHEXNEBIE
« AWS SDK for JavaScript FF X A R $&F AWS B A= T RS (CRT) B

 AWS SDK for Kotlin

« AWS SDK for NET FFRX A RIEF
« AWS SDK for PHP 7 % A R 157 AWS SDK H T S R A 3% #5 56 FF

AWS SDK M T B4 Bk

« AWS & F Python B SDK (Boto3) Al
« AWS SDK for Ruby F & AR ¥R

« AWS SDK for Rust

« AWS SDK for Swift

« AWS Tools for Windows PowerShell B /1§
3]

FRAREIR

EXAEBHEFEANARFNITEMNELR AWS | ESREETE AWS, EXXENEER |, 55
FAWS RO,

Amazon Q Developer 2 —RET AT ERNERAXNERF , TUUBBEER, WE, T ENRE
AWS NFAREF. AT INREHNEE AWS , HAmazon QIREXIFNEREBINT SHREMN AWS RE |
DERERE, FEETMREENSEMNER. BXESEE , BZHAMTLRE AmazonQFAE? &
Amazon Q F R ERFEEH.

TEENEA

AWS E£/XFF X% (IDE) TESR A VM IDE R AWS REWNFEHNT B, §X<&/ IDE TEE8W
FHAEER , BSHLERPH Toolkit BF R,

AWS IDE T EG g2 WEMFHEFImENEIE | LUER B X fut AWS ure Toolkit lRASHY R IRH
EB., WENBIETUELE AWS TESQNFERAER.

EiFM T HRIEFTE AWS IDE TE QR ERNENHYE , S5 Github 74 FEHRY

commonDefinitions.json X%, aws-toolkit-common

BXRE AWS IDE TEQRENENBENFAFE , BSHAUT AWS TEIH Github FEEH
Y BRI A

FRARBEIR 5


https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/tools/
https://aws.amazon.com/premiumsupport/knowledge-center/
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
https://github.com/aws/aws-toolkit-common/blob/main/telemetry/definitions/commonDefinitions.json
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« AWS Toolkit for Visual Studio
« AWS Toolkit for Visual Studio Code
« AWS Toolkit for JetBrains

AWS TEGRalipH L AWS RS ATRE S REFNN T mEN BT/ BRFW AWS BRFKE
MBEXRENFAEE  FERERNBNRERSHAWS XHE-,

TEEENEH


https://github.com/aws/aws-toolkit-visual-studio/blob/main/Telemetry/vs-telemetry-definitions.json
https://github.com/aws/aws-toolkit-vscode/blob/master/packages/core/src/shared/telemetry/vscodeTelemetry.json
https://github.com/aws/aws-toolkit-jetbrains/blob/main/plugins/core/jetbrains-community/resources/telemetryOverride.json
https://docs.aws.amazon.com/
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[

FHA AWS BHEFRXITEGMEM AWS FFAHETITE ( HlI AWS Command Line Interface (AWS
CLl)) , BAILLE AWS RS API B1TRE, ER , EZHRITIREZR | BXTERRNITERBRE
FrEMERREE SDK KT E,

XEFEEEEUTEM

- A3 API AR FNEIEEE., RFEATNER AWS RFEH|/ARHBER, FALER AWS BIASR
MEMD , HAUKRREZHAXHNRRER. RE , ©WABEERFERITHLRAE,

- HtbmBFAES , BT & AWS CLI 5 SDK ML EER, FERKEBML ( KEBIHBH
AWS BRS5 R ) SR a0l AR R R R I R

B SDKHTEHXZFZIKR , BUUAEAXERBEREHRFENFZIUENREFS . BLEXRERZE
SDK ST EfIMBHY , BU4MSFZT A SDK Y4 |, 48 7 B aEIER %75 %

BR , RZEHBAWS SDK MITEHZHFRAM M EERR (BRTRELS ) NERRE :

o HZ AWS BB ERE L F-HEcredentialsXHconfigfMXH2H AWS SDK T EEEH
PRIENEENZEASRN. FAXEXHE#HENIENNARFIUEANRE. REXH
config M credentials FHRESHENEEX4HEXEK. EASNEREXH , BAUGET
BN REREANATIAENG R, HREA AWS TEFERAGSHMEA SDK @A AWS API &,
RALEEATZRENREXHUARBEERE, HP—MEREXHHIEEN default BENXH
HERPHEEECANIEXHN , NExIEALEEXH. kSEEEPIERTEAUFHERX

EXHFRRIRE,
- REEZE -FERBHUAUEFHEERERGENTIREES, R

BREEEFNSITHNERNEL , TURE S X HHEIT

E-RARE-AAMNTERE ,
BE K.

LEER D R Y H At E

« HEconfigX # Hcredentials 34

« HE# config # credentials BV iE
- RETEXE

- JVM RERE M3 FF
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HE configX M credentials X

HZcredentialsX#F AWS configfi X3 —AERENXH. BEXMHR —HIRBEXNHKWE
Bi%E , B AWS Command Line Interface (AWS CLI), AWS SDK MEM T EfFH, & EEMINEI#&
EXHS , WEEFERAZEEXHHERE SODKTENELFH, XEXHFRHEN , FAXEES
NAPAMINERWEANARR, REDR SDK £,

HZconfig#McredentialsXYHRA XA |, (NEE ASCIl Z£F (UTF-8 4wi3 ) » BIIX
FBEEHN INI XHHER,

B & A
HEXH config M credentials FRRESHENEEXFHEXEK, JUENHHELSMEE
X, BB T RN REREANAT RN RHER,

MBEREEREN®S [default] BEXH , NZEEXHEZEH SDK A TEREEANE. Bt
AL REMMNEE XM , BUNREMABS| AXEREEX S, SMRENXHEHTUREENNAR
FHZsHNEECEATENRENE.

(® Note

[default]RR— M ARWEMNEEXH. MEEXMHZMAwE Ndefault , EENNEA
PREEREXH , MER SDK FANRIAEREX S, T HEMEE X4 REZENERIA
B, MREE[default|BREXHFRETRELERNE , BEREGBEEXHHHTIRE , NE
FABEREEXHRNT2IEEZE,

RECWANIARH

[default]|BEBENHNZANEHBNEEXHUUEETRE—NMXHS, EETRBH , FHAUTER
BXRIEEEHN SODK RTEFABMEEXHIRE, I UERBPEREEXH K NEEFHARIESD
TIERBE N, AWS CLI

BEREBU TRz —REE L INEE :
AWS_PROFILE-SNRZTE

HERRTERENWEEEXHH “BRIN” 8, PiE SDK KB AWS CLI &5+ #0 6 A% & B X4
FRIRE,

Linux/macOS B G STIRENETEN RH

HEconfigX#McredentialsXH 5


https://wikipedia.org/wiki/INI_file
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export AWS_PROFILE="my_default_profile_name";
Windows B G R TIRENETEM RY

setx AWS_PROFILE "my_default_profile_name"

aws.profile-JVM Z&EEH

F JVM EH Kotlin X SDK FI5& A F Java 2.x B9 SDK , fRATBLIEE RSB . aws.profile
SDK tIEBRFEF RN , CRFEATERENGTNRE K RFXREETRBIEEEZ. EAT
Java 1y SDK 1.x "X FIHREE %,

Be B AR AR =

config XHFAAZATH, FR-—IDENRELS , - EFEIETE —MHELTHLE.
config X#REMUTHRI LA -

. BHWAEREIRMA setting-name=value {1 —HBH =,

« ABEAHS TR (#) FAFOERET,

c%ic]

-t

TEMRREMNATREESNT. TEMTUAES ([]) FEANERE. FRESAE—NTHRER
RAEMZTHEENLEN. TUEAFTE, BF, EFFF (-) MTRL (), BFEERZEE.

KA - default

<t

TEMITRH : [default]
[default]RME—FEEpprofile XIFRAFHE E X 4,

TEHNRBINA—NE [default] BEXHHEZR config X, BIRE TregioniRE. ELITZ
EWMMAERE , BEREBRHMY»XEL L , IETHEEXHN —5.

[default]
#Full line comment, this text is ignored.
region = us-east-2

BB E R 6
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KA : profile
TENXIT RO : [profile dev]

profileEWENTR— I wENEESE , ZAUNNENATARNF AR, EEH T #EaH
BEXH , FEAmNEX TEREXHNED.

UTFROIERT —Mconfig@BprofileBEEITME N B BEM X oo, HIITZ/ERIAR
BiRE , BB E MO RENLZH , 2B BEE X4 —85,

[profile foo]
...settings...

RERERECHBREFREA , U TRAIPH s3 RENFRE, BIBFH - PRSI EHRRF
RESHMREK,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

A . sso-session
TEXITRH : [sso-session my-sso]

sso-sessionFAENITWE 7T —HIRE , BFEAIXLIREREBE B X4 AR AWS £ AWS
IAM Identity Center, BXEEE REFREHRIINEZEL , ESH |IAM Identity Center & 351,
BB ETBEXN4EIZE sso-session T, HF sso-session %4 , M sso-session H1
B RE , fl sso-session = <name-of-sso-session-section>,

DUTRRBIEET —MNEEEXH , ZEEXHFERA ‘my-sso” F IS EIRE
“111122223333SampleRole” Ik~ 7 IAM AEER AWS iE, EprofileTH , £/ sso-
session Z4AR ARSI A “my-sso” sso-session i,

[profile dev]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1

BB E R 7



AWS A AT EGNITE SEE™

sso_start_url = https://my-sso-portal.awsapps.com/start

TRA : services

PEMNITRH : [services dev]

(® Note

servicesﬁiﬁﬂ&%ﬁiﬂﬁ“ BEN , HANEBEWINEEN SDK MITERTH, BEEE
WIHRERBERA TEM SDK , 52 5 AWS SDK HEZAM U THRBRSEEN KR,

servicesEPEMNITHRT —EHN AWS RS B REEEENA BT ANIRE, EEXHESEE
FEEHER services 77, HH services %4 , B services ﬂ%%%ﬁ , f5ln services =
<name-of-services-section>,

ZservicesEm it —FHL<SERVICE> = 1T RJLNNT , HH<SERVICE>ZHR AWS RS 1R,
R AWS RS IR ET API R | AT HKserviceIdBR AN TRE , HEMAEFZ/NE, X
services THEFANFERSHFAFBHNIIER , BSRESET RSN SRR, RFIRIR
HZAEHRMENRE , BMEELMKT , FHERNZE

AT RBIEAservicesECRELE iR R , f£H{XA F [ Amazon DynamoDB RS & HEViE K,
f£"local-dynamodb" services¥ A , FfservicesHAR B 5| fprofile¥, ¥r AWS RS
REFZEARdynamodb, Amazon DynamoDB fRS /N1 MEBEFF tidynamodb = . /GEZRAEMA
FHTWBIEEZDITH , HEATZRS

[profile dev]
services = local-dynamodb

[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

BXEEURARBNESES  BSARETHRSHHEA
ANS G

credentialsXHHHNBEEEconfigX4HHMNMEE , E—NFEREEXHH 2 T=2U
Bigprofileffk, EARSZRANEAREXGEREEG, ATREAERT —NMNENNBEE
Ecredential sXHEBH KIS Hfoo,

FAE AR 8
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[fool
...credential settings...

AEUTHEAR NE SBRBNREST EFMEcredential sXH

A : aws_access_key_idaws_secret_access_key, Maws_session_token, REthAILUFIX
B ERERXZconfigXHHd , ERMNBWNEGFXEHBERFESEMcredential s HH, X
B, MAXE , BUUAS N XHRALIMEIR,

TEHRFANE—NE [default] BEENHHER credentials X, BiR

BEaws_access_key_idaws_secret_access_key, #aws_session_token®FiRE,

[default]

aws_access_key_ id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21uX21QoIb3IpZ21uX21QoIb3IpZ21uX21QoIb3IpZVERYLONGSTRI

TitEXH P EFERAmEEEcredentialsX#HIER default ' , WK FIEIRESHNSXHF4E
BAHEEEEconfigXHBHNEMIRESH., WRFNGTEHERLZHEBRFHNE B XHFNEIE ,
T 4% 30F 3244 R B9 R 4R 4R o o

HEY#H config M credentials MU E

HZcredentialsXk AWS configfIXHRANAXXH , HFBEHHFA XTI ESTMAWS TE
WEREFEE, XEXHNTENARMIFES | B SDK RBFEZMREFEZETH AWS CLI s EFIfE
B, flwn , FEE ST EN EHE Amazon # M T E =6 E# T &84,

Y SDK HITEZETH , EQRERXENHHNBAAETANKERE, MRXEXHEFEFE , U
SDK T ELBF R BEAR 4,

RANBRT , XEXHLTEBRNNIXARF  aws , ZXHRA T ERhomeZ A - XX HRH,

BRIERS XA BRIALE R B
Linux  macOS ~/.aws/config

~/.aws/credentials

Windows %USERPROFILE%\.aws\config

HEXHWME 9
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BRERS X4 EBRIAE MBS
%SUSERPROFILE%\.aws\credentials

X B R

~REM TR T AT 8RBT -

. FrIABRAE

- RHEENE/RFARENSBH. £ Windows b~/ , \FEHBFIEEF,
EREEARN  AREUTER

(FFE¥ & ) HOME SEZE
( Windows & ) USERPROFILE fEZ &

« ( Windows ¥ #& ) HOMEDRIVEFIHOMEPATHIRMEZ EHY B EX () $HOMEDRIVE$HOMEPATH
(T, BIE SDKRIE ) BETF SDK RITEN EHREMITHBHEE

METE , MRERBRHLEETHAFNEE R (HIM0 , ~username/ ) , N&FEBREERNAF
BWERHBEF (HIW , /home/username/.aws/config)

ERXEXHFHRIAE

SR SAE R B\ T HE— 5345k % SDK T B MELK L,
ERRREE

ALREN TREER , XL EREHFARAEE SN B ELE -

- config X FEZEXE | AWS_CONFIG_FILE
« credentials X#ifEZE : AWS_SHARED_CREDENTIALS_FILE

Linux/macOS

B LAUBE 7E Linux 2% macOS LETU TS HnSRIEERANE.,

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name

X B BN 10


https://linuxconfig.org/learning-linux-commands-export
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$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
AT LUEE #E Windows EE1TH Fsetx@i &R IEEE AMLE.

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

BEXEANETERBREANESEL , BSRATETE LR,
F£H JVM REE M

SFE JVM EZ1TH Kotlin F AT EGMERA T Java 2.x B SDK , LA LUEE T JVM REE M
FXETHNNEREZHMNRINEERNBENE :

« configX# JVM R4 &% : aws.configFile

+ credentials XHHEZLZE : aws.sharedCredentialsFile

BXIARE JVM REBMMIHEE | S @the section called “HI{AiZE JVM REEM", EAT
Java B SDK 1. X T EXEREE .

HREEXH

HRTEBRUT S —MEEREEERNTIENSE ; BEREMNATR — & B E XA IeRE N AR
WREXH , MREELREM. BXASH SDK XFNHBELXENIIR , FSH HELEIR,

IET A 4 ST

« MREFEAFRREEEERE , NERBEZMHEE AWS config M credentials XHAHMENE
{8,

« MREBEZE AWS CLI R GT LERSHEERE —RE  WeHEREXHHBEHANMREES
BB S AR B



https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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MR EREEE

THNRANTEEMFARAI LA RNAFEEREEE,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRFfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkulWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

REMEXECFREANE , ER Shell 2EERFEFN L/ ZEERENEME, BIE shell
MEMHAPRELE , TETEERARNSEPREETN.

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4ao0AHOgNCAPy. . .truncated...zrkulWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

£ set REFRZXECFREANE , EHHTRIMIKESR , REEINEFZEERE
NEME, FH setx REFMREERER YR TRRAFRENET RS THELRNAAED TR
AMISERERANE, EF EFWESTZHTHELETHEMS T shell.

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401
PS C:\> $Env:AWS_REGION="us-west-2"

MR PowerShell B RF N RENBELE (MAIENRAFR) , MMNREYITSEFLERNE
W{E. EEPE PowerShell MIf TRAFRQINFEFFERRETERERFLE , BEARESERSP
NWRERARFREFHIZER, E , BB FERMNE PowerShell Bt & 3 #k 7 FKHY
FiB PowerShell 2 FREBZEE, BXEFEHRIETESIBEQXFRFCINESZER |, HSH
PowerShell 324,

PUECIR g2 8: Ry = 12


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
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1. RBAFEEFHERAIIAIAM Identity Center B FEE F P 17 R RIS R IMAWS 1AM Identity
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com/start . ZERAEH
IAM Identity Center & xXZiiE

REFRIITF,
IAM Identity Center 18]~ FHRRIESE AR ERMESEEERTRS
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* role-arn- ERAHREUGR EIENAEH ARN,

« profile-arn- HNIEEACRMMRSVE E XK ARN,
* trust-anchor-arn- AFSHRIEMNEEHEN ARN,

%1% : B&E IAM Roles Anywhere 23


https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html

AWS A AT EGNITE SEE™

BN =EE AFRMAERMNIBA. PAIE=1 ARN EEATLAM AWS Management Console Effle M
TPIERT HEZEconfigth , ZXHEE 7T NBF T ERRIMEHEIL,

[profile dev]
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—N AWS RS HE— AWS IKF , — Web #riRI2 &S OIDC = SAML BX& BB RIE, Bx
IAM BENEZ—REER , BZH (AM AFER) 18 1AM A€,

R IAM BARFE  NREZSIZAGHNET , NLUNEY SDK T EEENFRZARE FAHN
R, EMEIX—= , & KA IAM A& = £/ Web 55 OpenlD Connect Bx& & 13 11iF .

KA IAM A&

KRABEER , AWS STS RE —4AIGRZEEIL, XEFITIREE —MEXHRETREBHEFAHE
8., RABSENEMRASIEFEHA AWS CodeCommit 5 AWS MK/~ MK s M AWS CodeBuild #ij8]
B— NP REEFRB Amazon EC2 B9Z D AWS TKF K.

TR RE IAM A&

A\l

BEiRBEEHN SODKHITERRABE , KAXUBRTIMAERANBESAE, IAM ABEAAE ARN
BITH—#RR. BEES—IREBIUEEXR , BERELNKSIAIATEKRS 7. BETHES
5, 55H IAM AP FHFaEE IAM B6,
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https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
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TR 2 EESDKFIE

F SDK T EEENM credential_source = source_profile JREUEILE,
credential_source AF M Amazon ECS &B25. Amazon EC2 Lf|sHHiE T & FIREVEIL,

source_profile ATMNE — MO EXHIREUEIE, source_profile X #FHAGEE | BIEEX#4
WEREN , RAEERARANAERRRAS -1 AR,

HEEREXHTIEELETR , SDK 2B AR X HMERA AWS STS AssumeRole API AH., E
BIRAACKERMNERIREIL , BERE AWS config XHHIEEUATEEE, XX
ZENEZER B RKAACEITIRHEERE 17,

X
[

« role_arn-RBEELSER 1 HLEN IAM BE

« B& source_profile =% credential_source
( AT ) duration_seconds
( Al ) external_id

« (A% )mfa_serial

( AT ) role_session_name

UTRBIERTHE config XEFFMASBETNEE :

role_arn = arn:aws:iam::123456789012:ro0le/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:ro0le/my-role-name
credential_source = Ec2InstanceMetadata

BEXFERAACKIRMEFRENFAGE K BEZAAERYN KASBEIRHE,
EH Web &5 OpenlD Connect Bx& & 7 1 1F

HERIBREFEENR AWS WBHNAEFRIETEF KN Web S ARFR , AWS STS BN AH T
HIEEE (IdP ) HITENRIINBKASAFRE —AI 22 EIE, A7 FHEMEE REEIE Login
with Amazon, Facebook, Google B{E1d OpenlD Connect (OIDC) #A S iRt E ., FRAXMA
%, BRAFTEEECHE M AWS 5 IAM 513,

/A Web 518k OpenID Connect Bx& & 316 iF 25


https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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wnREAE AR Amazon Elastic Kubernetes Service , Nk HEER F B A B NARIBETRN IAM A
B, Kubernetes 12t T mEMN A2 2 & OIDC THEMINEE , ZEIERMEFRAX LS EKIREUGHE
iE, BRI Amazon EKS BLEMEZER , S (Amazon EKS AFER) PHRSIKFH 1AM

A, B2 , NTEMEMNER , BIMNEBWEHRA Amazon EKS B4 517 , BIREEMN SDK Z#H

=
TER1: REFHREMEEN IAM A6

MREFHNL IdP BLBERE F ORI , TUEA IAM SHRMEE | SUFHAEE IdP REEES

AWS, XHEERTERE AWS K FISAER IdP 2 RIZMEF. EF SDK BB R A Web B0 E#1T
SHRIECE , XALEBESMREMEE (IdP) MATHEETH IAM A&, EH#HTIRE , HSH IAM
APEETH B2 Web 545 OpenlD Connect k& B RIFA® (#EHA ).

B2 EBESDKHITE
5 SDK KT EBRENFEARE AWS STS B Web B4 E#HITHHRIE,

YRR B S R iE E TR , SDK £ BEI R &K HFRE AWS STS
AssumeRoleWithWebIdentity API A, EfEA Web 4 EBRERIERQRMEA G EIUE | &7
DEHREZ AWS config MMHHEENTEEE.,. BXAXLEREZENESERE , TR RAAGEIT
RHEEEE T,

- role_arn-REZELRE 1 HEIEN IAM AR
« web_identity_token_file - RB B IdP
( AT ) duration_seconds

( AT ) role_session_name

LLTREER Web BHRRABBHWHEE config XHBEE A :

[profile web-identity]
role_arn=arn:aws:iam::123456789012:ro0le/my-role-name
web_identity_token_file=/path/to/a/token

(® Note
BXNMARFNER , BRIMBIUEA Amazon Cognito. Amazon Cognito %2 &3 iE R 22
FHANEZRTFZSHEFHNRIETHE, R , Amazon Cognito SR ETGEM S HIEME
EBH¥IEE SDK MO TEEH, EifR Amazon Cognito APl , EEER SDK R T EMH

/A Web 518k OpenID Connect Bx& & 316 iF 26


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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¥ HERTE Amazon Cognito fRSEF k. B>x AWS SDK HfER % |, 2@ Amazon
Cognito FF X AR IEEF I KB =6,

BRFFAERASECRKIERHEFRENFAER  FEALERFHN KAAAGFKIERHESE,

AWS 17 [a] 22 4H
RS HAEIT

BATERUCHER SDK T EEENEA IAM Identity Center SR KIE LA A IEKK 2 F 48T [H %
Wilo

BR , EERRE SDK RTEMIGHEIL , H35H £AEREIEHT S BB,

£ A KHFEIUE

/A Warning

NTBRRZENK , EFRETARGROEELKIEN , F2FEH IAM AR#THHRIE , ™
REERASEMRARNEKE BMRIE , 620 AWS IAM Identity Center,

EEBEXEAIHREXE AWS Ik

ERZEHREXRE , BAEIL AWS Organizations 5 IAM Identity Center Bt & £ RE BB AN
FIR AWS Ik, BXEZER , $2H (IAM A/ EE) 1 IAM Z2REXEK,

YRATLATE IAM Identity Center R &IZ A , £ Microsoft Active Directory , EF SAML 2.0 & {312t
7 (IdP) , REFIRAY IdP BIHEXSEIH A, AWS IkFERLMERAREP—fEE  hAFPE#ESE
FHERK, BETLGREFINITZESMRIE (MFA) HERIGRES AWS Ik ##1T1AE. X5 IAM AF
TR, EER—HUURAZNKBAZIE , FETRESEM AWS BRAZ XK,

RADEHRRCE IAM 7

MRETHE AWS |, AL — MR IAM AP, REERAERSTHEFIRER AWS FrRHH RN
B, EF I AILMERAMRFEILE , BRINBUESBREDEFRINER.

NTFUTRM, FaER IAM AP e RBE XK AWS :
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https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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- FREREH AWS SDK RTE , AEADEHIRE AWS RF PHITHE,
- EEITED , ETTZIFAISEEZZRENITTREA, ELMNEMEEHERE.

MRBEEXLRFZHER IAM AF , ERHRIEEZR IAM Identity Center SfF 2K B PR AR E 2
ZAWS Ik i, BXESZELR | BSH AWSTFH ERBKERIT,

BRIAM AFERZARE

ERZERRKR IAM AFEREZESR. 28 (AM AFERE) | BRER TR ZAPNIESHITRAE.
MRENFEESFNMHAETEN IAM AP HRZS , BRGENTHRIZESR,

IAM B p R 2N FEEAITEN LN HE AWS credentialsX#H. B2F IAM BRI
HERELHNRDRH, F2FES IAM AP ERZANEEXHFEIMEARRBERRAP, TR
Ui E git-secrets FAMTEALUFBEBRATETRHRESRRE Git FEEF, BXRESER , F5
B IAM BF4ERE R IAM 53 (AP, AFANAEE ),

ZRE AV AP UFFHER | BSE ERRESIEET S HRIT,
EREREIER TS ORI

BBV SDK T EBRE N FEAFERKSIERFFEREHETR IAM Identity Center 5 HRIE & 17
Wik, B2 , BALEFIMER AWS RN/ RREEN G FEIE, EXERNFIESHE  FEEE
FFELE. ZAUEREXHFREABREILE , HAUNEREREEEMNTMETENE.

ERM AWS 15 1R] 7] P Fp S 3R B 0y 58 H R IE SRR & XA SXAF

1. SIBHAZEEIEXHF,
2. HEZIEXHF , BUENAT SUAFXAR , EXHEARAY G EIEN Lk,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. RTFZXM. X ~/.aws/credentials ENZFETENAR LT RARE L, WRKREER
ENWERENMH , kXHES SDK T EEAM[EIA] B E X H.

4. EFI AWS HEIT A,

5. NTFHRIFEIL , HRBRATHBRELM AWS BRI FHEH IAM BEFIE.
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
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a. XNTHEENEBATHNIER 4, R TEFIHRNBRLLEZENTFEERN IAM 22, 1t
ABHNEZHBERLT PowerUserAccess 3 FF X A o
b. X FEEMNEAFRNISER 7, ERFHEEEXHRNMNBEN AWS X ETHAEFH R
N
6. FMEFMWEIEHMBEHN A credentials X, NREBFEANRdefaultiiEXH , NFFE
EARNEEXHET. EHXHNEUTUTRS,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21luX2IQoIb3IpZ21uX2I1Q0oIb3IpZ21uX2IQoIb3IpZVERYLONC

7. {RTE credentials X,

4 SDK tIZ2RSFE/imeY , ERERXERMFIEFRENRATEMNER, EFHR 5a FEEHN IAM
AENRERE T G EIEN AN E, &KFERBER 12 Mt

EENEIESEE  EESRAT T,
FEAKBEERTH ORI

/A Warning

ANTEEZENK , EAXTARMSALBEEXLHEN , F26H IAM BAPR#TSHRIE , ™
EERASE M RARNEKE BMIIE , 620 AWS IAM Identity Center,

MREFER IAM AFPZEITRE , IFXFEINREFARIESHITE[FEALE AWS
credentialsXHH K IAM AFPIEBHITHEHRIE, EF IAM TBPNEZEHESTE , FRR
I E 2 IAM Identity Center 5% H IS B £ 1E

AREUNERESNIEE

« FAEAKSARFTIENRTR AWS FiR. XL TR 2 RAVIK P U5 7] B3 .
- BOENARFXHPRFEMAGRZALETIEEE . WREXEM , WEFME LEE N HLFH
EHEEMBERT , 2EBINRBEIENXEK.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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s REEIERXBHRKBASEEIEN I,
« HEE , FEERLZE AWS credentialsXHF WA ERE A4 AT X F#,

ARELEERIUENESER

BXMARLEE AWS EHH— RIS, BSHTHEE AWS I FBHANSETBAWS —§S
£, BT EBRTEHRN  EERUTER :

« XF Amazon Elastic Container Service (Amazon ECS) , #H&H TESH IAM &6,
« ¥F1E Amazon EC2 =] L =THR AR , A 1AM B,

SRS Bl AWS K
E&EAH IAM AFER AWS RS, BEEZ— AWS IKFF AWS i+,
1. BIEK,,

EQE AWS kP, BHSEA]  REEXR AWS FHB ? £ (AWS Account Management &
Em) .

2. BIEEEAFP,

FAEA root AFIKF ((ERIBNVDNRIKS ) BRIEEEFEMES. MRUE - NERAFK
o, CIAM B iERE) el E1E A PR,

CIREEAPKP A CRKERFAERE  SHTHBAFKS ACREEKS ERNE R,
XFAANKFEBTESE LERITT R AWS RE LETNARERF AWS. FEHRESSK , EFECRE

EXEFEESHAF., NRESRZAR, BXEZER , B5H (AM AFER) 1R ASENERE

HE 1 QIEER 1AM A

& (IAM AF#EmE) FR6IE IAM AP (55 & ) IRBRERCIE IAM AP, 612 IAM AF
B

o BRABWRIEER “m A PR BRINR” AWS Management Console, XERAILAEE AWS iR
S BERETUMREPETHRBEXNAS |, fli0eE AWS CloudTrail 12 8 B & & X H L&
B| Amazon Simple Storage Service , XE R KBRBRER,
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https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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o £ RENR-NRIED B, &R EEMMKE , A7 BOFAEZAF 2 ENR,

s REBAITHEAIEQHEEFER Amazon S3 REERN R, EmNARFEMRY
Amazon S3 £ HRNER |, HEREM BB F B AmazonS3FullAccess K&,

« U ZIRPEXRRENRLRFFEN AES R,

FIR 2 FREVEWE R 2 4R

1. 4 IAM REANSHERS  EEAS  ARSEEZHLRASK User name,
2. BERFNTAAL, SRRLRIRNE. AR, ERADET  BHERHEZA.

3. XNTFREBBRIBRALE 1, 2% HHTHRME (CLI) = Aibff1D, XFAMNETE R AR FEE
@, 5 AWS CLI IR XxTEE—eEFEA,

4. WTORFEBALSE 2, MATEFIEHERT -5,

5. WNTOIZBLAEASR 3, EFE T .csv XHLMRFIEEET IAM R 7 17 8 2240 M % 17 7 % 4A
By .csv X, HEEFHERRES.

/A Warning
EAEIANZEERRBREXEZTIENE S,

6. i%&#% Done (FEM)-

S 3 EFHHE credentials X

1. BIEHITHHZE AWS credentials X, EEXHTE Linux $ macOS R4 LR ~/.aws/
credentials , £ Windows £ SUSERPROFILE%\.aws\credentials, BXEZEEL | &
SR FIEXXHE,

2. FUTXAERRBMBIAE credentials XHH, FRGID BEMRGIZBERR N LB TEHHN
.csv XHHWE,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. REEXH.

KRAL 5


https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html

AWS HGEF AT EGNIE SEREE
H#E credentials XHAREFEHEEINRELAR. SIEALLREANKRETE K EXNRETENS
M, BESHE AWS HEEH, XR—ANAR | ERMNEBWERRIES IAM Identity Center SR E b
IEEHEUE, FLEFERAKBEILR , Hi2BMHRE credentials 3044 A I BRIX LE4EAE

EAERT Amazon EC2 2618 IAM A&

LRGN B a0 4% & —NEHE Amazon S3 RN FRAY AWS Identity and Access Management A€ |
LUMEEERE ) Amazon EC2 RHIHNARBFHER,

¥tF Amazon Elastic Compute Cloud 3241 , I —N IAM A€ , RAEMZAERFX Amazon EC2
SEHINFEN, BXEZER | HSEERT Linux 24618 Amazon EC2 AP EEH M E A Amazon
EC2 1y IAM & &5EFE AT Windows 32418 Amazon EC2 A 18R M A Amazon EC2 ) IAM
A8,

2 IAM A

BRI F3F Amazon S3 #Y RiIEFEINH IAM A€,

1. &% AWS Management Console , fAGET AT MUEITH 1AM $#2&H & - hitps:/
console.aws.amazon.com/iam/.

ESMBERYD , ERAC  RARERUERAR,

NF ERAMEEM , £ AERERE | &F AWS RF.

f£ Use case ( ERAARHAI ) T , % Amazon EC2 , AAFIEE Next ( T—% ) -

N FRMPR , EMREEFRFES Amazon S3 RikiHRNREIEE , ABERET—H.
RMAABNEN , ARERCEAG, FidFlEH , ARNER3) Amazon EC2 Efiat & AE

Bo

o 0 A~ W b

Bz Amazon EC2 Lf| HIEEEM IAM B

& EE Amazon EC2 #4l& , A IAM A€ 53 Amazon EC2 324,

BB EAT Linux 418 Amazon EC2 AAF 18R = &AF Windows E4IHY Amazon EC2 i F°
58 PHRBAEISEH,

BSHERARYTEN  ERERRAFAEL. £ AV AGSH , ERE2ZHRN AV AE, &
R B,

&R T Amazon EC2 LH6I# IAM & 32


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/launching-instance.html
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® Note
BEECRIFEANERZEAMBZHI I 8EEE %26,

FAL IAM 1 Amazon EC2 iRE , A LU N ARFEEE Amazon EC2 k6l , ©FEEX
Amazon S3 FRS5HYIEREA AR o

ZE#EE| EC2 L4

EEE EC2 X6, LELTRRPINARFERIZES , RARETZEAERF. ERFEE=AT
BRI RHINBRAN LA ; Bl PEM X4+,

BA AR BRSER T Linux E46I89 Amazon EC2 B F¥§RME&E A F Windows E4I#9 Amazon EC2 B F°
IEEPHEEREFRINTIRME, HEEEN | SEASAXE A XS4 R I ENE EEE
A= 451,

MREEANZE AWS TEE  NEF A UERZTEIEEIXRM, AXESZER , BTSREER
NITESNBERFE®E.

£ EC2 4| Liz17 R4
1. 5B TR 3T AE S 35 3 58 48 1 B 42 9 ST,

BROANXHEREBENEFINEER , BSMEA T Linux SKHIH Amazon EC2 AF M &
BT Windows k489 Amazon EC2 A F 1§,

2. BHINAEFARIERSITERREEFRITEN LML RMEE,
3. (Hit)RINAEFEESER IAM AERHANFI,

a. F3FxE| AWS Management Console 3 1TF Amazon EC2 #2#I& ( https://
console.aws.amazon.com/ec2/ ) o

b. EEBEH , RIFHIRER Actions (BR1E). Instance Settings (SE411% &) 1 Attach/Replace
IAM role (i /& IAM £ &)LUE S B 1AM B,

c. BREZETZNARRF , HBEIATERE TR EIR.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html#AccessingInstancesWindowsFileTransfer
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html#AccessingInstancesWindowsFileTransfer
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

AWS A AT EGNITE SEE™

RESE

RUFRTESARBBETIESN APl AWS RS ENATRIIHIT APl HAMEN —LEET
1, BREHRIE, ERTAF, ik, SDK XA T ROBRVRENRIREA TENERNFILE, 4irE
BARSS AR REURIRIAT 2R RENE,

BRBMENATETHRIABREBERENFAESR -

« AWS SDK M T EfvEL UL - BAKIERHEEEZ A SDK PRIARHEL,
« AWS SDK M T EfRE{LIEE - £Z A SDK FsRIE A Zhse AR (L,

RIS & i

RNTLUREBARH#ITIHR AWS RS , SDK AN RIESEA —NEFRE/MNR. AWS RS 6

wm, MREHRAEFEEERRB Amazon EC2 , NEHN R ARFALEIE— Amazon EC2 BEFHN R
REZBRERE, A, BUUFERARSEF®RZ AWS RFEAHER. EAZHSDKF , REFF

PN REATEN , A EXTAREHEAHERNEMNRFUE—IME R, AEATRNEED
B —HMR$ A HiEKR,

RER LR

2RIRE/RE T KEH SDK XFHEEN AWS RSHEA ZHMAITIEE, FIERUAENH LI
fE. FFA SDK A —RIIHR (FRF ) , ElREXLEMR (KR ) , AERI2F/REN
H. UTRREERMTRNSTE !

1. ERBHERFZEFHER S LRENEMERNRESR L THMOTMRE,

- BLERENURESMRERTRE  tUURESEAXNAANSMREHRHITESR. XXTF AWS
CLI =% AWS Tools for PowerShell , EMIEXBEREG ST LAANENRESHHTER. XTF
SDK , EX B AT AR BESLHIE AWS RS B RRNEEXN R REREFAEAN API BHR
ENZSHBHER.

2. {XBR Java/Kotlin : EEFZIREN JVM REEM. MREBREZTE , HMEANNERER iR,
. RELRENETE, WREREZTE , FEANNEREEF R,
4. SDK e &EH S credentialsXHHWiRE, MRERE , MEFEFHEFERAE.
5 ZIREMNHZconfigth, MRHFEZIRE , Nl SDK FEAZRE.
« AWS_PROFILE¥EFEH aws.profile JVM REBHT A FIEE SDK M B E B T4
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6. &/EEA SDKIRRB AR S RV EMRIAE.

® Note

R SDK MITEMREINFEEMAR, i , EL SDK NI EETFHME#NKERS
WM AE, Hlan , AWS SDK for NET & 7 SDK Stor e BN Ef3KR, Bx SDK T B4
ENREHENEZER , BSHEEEEAN SDK RITENESEEE,

G F R EWL S ELAFERAHBRHMA L, Hln , WREBEHZconfigXHFRBETEHREX

#, WREZ SDKFZTEAREHMVEZF , TREKEHEAZEENX 4. XEKE , IRE
fcredentialsXHHRMTIZE , MEFERZEEM A RconfigHFMIRE, WREFEARE
MERERETE K ©f¥BZEcredentialsMconfigHFMIZIRE, &5, £/ EE (AWSCLI
WHITSHR AP 28 ) IRBANREFEZ ZGTHMEEHME,

Config M fFiRIEI&K

TRAFHREATUERE AWS configHFFRDE. SIREEMN , EMAIFTE AWS AR
%, SDK MITEXRAREXIFIMESMRENIMETE, EEENED SDK RITEXEFNIRENHET
B A #SHEEN SDKH T EE®E,

REAW HHER
api_versions ENEEIRE
aws_acces AWS 7 7] 224
s_key_id

aws_secre AWS 77 |7] 224

t_access_key

aws_sessi AWS if 7] % 4A
on_token

ca_bundle EANREIRE
credentia HEZITREE
1_process
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/sdk-store.html
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ignore_co
nfigured_
endpoint_urls

HAREE

RABBFIEREE

Bl EMINE

ERES

RKABEFIERHEE

IMDS FiFiR &

IMDS iRt &

IMDS ZiFig it &

Ui AR

BETRSHNIKI

RABBFIERHAE

BETRISHNIKI

ConfigXHiREFI&K
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et

REBWN
max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

mfa_serial
output

parameter
_validation

region

request_m
in_compre
ssion_siz
e_bytes

retry_mode
role_arn

role_sess
ion_name

s3_disabl
e_multire
gion_acce
ss_points

s3_use_ar
n_region

FAER
ERTH

Amazon EC2 3244 st 3R

Amazon EC2 =4l T #iE

KASEFIRAEE

EANEERE

EAERBERE

AWS X35

BRESR

ERTH
RABBFIREE

KASEFIURMEE

Amazon S3 % X155 8] &

Amazon S3 EA =

ConfigX iR EFI&
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SEES

BEAW

sdk_ua_app_id

source_profile

sso_account_id

Sso_region

Sso_regis

tration_scopes

sso_role_name
sso_start_url

sts_regio
nal_endpoints

use_duals
tack_endpoint

use_fips_
endpoint

web_ident

ity_token_file

FAER
R ID

KA BT RMEE

IAM Identity Center 4

EFREE

IAM Identity Center 4

EUFREE

IAM Identity Center 4

EUFREE

IAM Identity Center 4

EUFREE

IAM Identity Center 4

EUFRHE

AWS STS Xt & imT =

AL FIPS w2

AL H FIPS i 2

RABBEIERHEE

Credentials M iREFI&R

THRBIEMEETUERE AWS credentialsXEH 28, BIIE2LBEMHR

, FEIFFE AWS

fR%. SDK T ERAREX M REMNKTIETE, EEEN%E/ SDK & :RI&?Z%E’J&E%HH\ % 35
BESHEESEN SDK R T EERE,

Credential sX#iREDIX
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SEES

REBR

aws_acces
s_key_id

aws_secre
t_access_key

aws_sessi
on_token

HREZEHIR

FHEE

AWS i [a] Z24R

AWS 177 Z24A

AWS 15 8] 2 A

TRIHETAZH SDK HXFNIMBETE, SlIRLREMEN , FWBIFFE AWS RS, SDKAITE
EAREX MM RENTETE, EEENEN SDKRIEXEHNRENRETE | BSRASEN

SDK I EiER,

REB

AWS_ACCES
S_KEY_ID

AWS_CA_BUNDLE
AWS_CONFIG_FILE

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN_FILE

AWS_CONTA
INER_CRED

FHAEE

AWS i8] 4R

EAERBERE

HEXH config M credentials WUE

REFEIERME

REREIERME

REFEERME

BT EIR
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SEES

RER
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ENTIALS_R
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AWS_DEFAU
LTS_MODE

AWS_DISAB
LE_REQUES
T_COMPRESSION

AWS_EC2_M
ETADATA_D
ISABLED

AWS_EC2_M
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ERVICE_EN
DPOINT

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT_MODE

AWS_EC2_M
ETADATA_V
1_DISABLED

AWS_ENABL
E_ENDPOIN
T_DISCOVERY

B E

)

BreE ERMINE

ERES

IMDS FiFiR &

IMDS ZiFiRftE

IMDS EiFigfit &

IMDS ZiFiR it E

Uit SR H
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RER FAER

AWS_ENDPO BETRSHES
INT_URL

=

AWS_ENDPO BETRSZHER
INT_URL_<
SERVICE>

AWS_TIAM R KABBZIIREE
OLE_ARN

AWS_IAM_R KRAABEIREE
OLE_SESSI
ON_NAME

AWS_IGNOR BETRFHNmS
E_CONFIGU

RED_ENDPO

INT_URLS

AWS_MAX_A B 1TH
TTEMPTS

AWS_METAD Amazon EC2 E4i Tt # iz
ATA_SERVI

CE_NUM_AT

TEMPTS

AWS_METAD Amazon EC2 =4l st #iE
ATA_SERVI
CE_TIMEOUT

AWS_PROFILE HZconfigHlcredentials X4

AWS_REGION AWS Xig
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RER FAER

AWS_REQUE BRESR
ST_MIN_CO

MPRESSION

_SIZE_BYTES

AWS_RETRY_MODE BTN

AWS_S3_DI Amazon S3 %X if R K
SABLE_MUL

TIREGION_

ACCESS_POINTS

AWS_S3_US Amazon S3 AR
E_ARN_REGION

AWS_SDK_U NRARERF ID
A_APP_ID
AWS_SECRE AWS j |8l Z24R

T_ACCESS_KEY

AWS_SESSI AWS f[a] Z24R

ON_TOKEN

AWS_SHARE HE X config M credentials MU E
D_CREDENT

IALS_FILE

AWS_STS_R AWS STS Xig{t &t &
EGIONAL_E

NDPOINTS

AWS_USE_D M HERF FIPS
UALSTACK__

ENDPOINT




AWS BHFRTEGNTE SEES

BREBAWN FHER
AWS_USE_F MHERR R FIPS i =

IPS_ENDPOINT

AWS_WEB_TI KABBEIIRME
DENTITY_T
OKEN_FILE

JVM RGBSR

B LA JVM REE AT AWS SDK for Java f1 AWS SDK for Kotlin ( A JVM BB ). B
XWMAEE JVM REBE MR | 53 Ethe section called “T{Ai& & JVM REEM,

RER FHEE

aws.accessKeyId AWS i [8] 2 A

aws.configFile HEXH config #l credentials WV E
aws.defau el EBRIAE
1tsMode

aws.disab IMDS EiF g {it &
leEc2Meta

dataVl

aws.disab 53R E 48
leRequest

Compression

aws.ec2Me IMDS EiFig it &
tadataSer

viceEndpoint

aws.ec2Me IMDS EiFig it &
tadataSer
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aws.endpointUrl
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aws.ignor
eConfigur

edEndpointUrls

aws.maxAttempts

aws.profile
aws.region

aws.reque
stMinComp
ressionSi
zeBytes

aws.retryMode
aws.roleArn

aws.roleS
essionName

HAREE

Ui RA I

=

BETRSHNIKI

BETRISHNIKI

BETRISHNIKI

EWTH

HZconfigHfcredentials X#

AWS Xig

BRESR

ERTH

RABBFIREAE
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aws.share
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alsFile
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enFile

HAREE

Amazon S3 Z X i5E &

Amazon S3 EA S

AWS 17 7] 4R

AWS 15 8] 2 A

HEXH config M credentials WUE

N FIPS i =

e FIPS im =

NMAERF ID

KASEFIURMEE

JVM REE M FIR

45



AWS B F AT ESHNIE

SEES

AWS SDK f I Efr L EuriREms

TE2EERBECHFAN —BHRINE , AEEWS SOK AP AR T, ZHEZSA SDK #
THRIBE , XM —BMEALRS THERRNEWE. MAREBTUAERBIHESR, BXFAEE

BSHEMEE SDK APl

/A Important

FHIEPRE SDK B FAARMEE  EERH{ENTBHAMELE.,

F&:

- FiFREMEHE

- AWS iR 2 4A

- RAABEIRHS

- BRETREE

« 1AM Identity Center ZiFiR it #&
- IMDS ZiFigft#&

- HEEIFEES

FIERA A

FiE SDK #E —RF R (KR ) HERKRE , LERIIATE AWS RS KX HIERNEREILE. K
IBNELR , BRAEFL, KRGERBEH NN IR EE,

RESA SDK EANEZTHE , BEMBERSHEUTHRE

FIRHEE

AWS 15 [7] % 45

£/ Web 51331 OpenlD Connect Bk

S5 HRIE - AiEAGBTIURMAE

iR
AWS IAM AP Y5 R 2848 ( BIEnAWS_ACCES
S_KEY_ID ., FAWS_SECRET_ACCESS_KEY ).

FERAZNABEDRMEE (IdP) (fI7 , Login with
Amazon, Facebook., Google SfEfIHft OpenID
Connect (OIDC) 3 &/ IdP ) &%, A AWS Security

FOECEIERGEE
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EULRME iR
Token Service (AWS STS) Ay Web 5 4T /1% IAM
AR,
IAM Identity Center iR H MAHIREUEIE AWS IAM Identity Center,
RABBEIEREE BH IAM ﬂ@ﬂ’]ﬂ[‘ﬁﬂﬂ_ﬁﬁlﬂﬁﬂﬂﬁﬁo (KERAENIE

H_.I- 1IE ?)SFEFH 1?( ) )

A EIREE Amazon Elastic Container Service ( Amazon ECS ) #
Amazon Elastic Kubernetes Service ( Amazon EKS ) £

i, ARFIIEREERDNEFHNRRICERARFNEIL,

HESIERESE AENEURME, MASBKRIRE (24 IAM Roles
Anywhere ) FREUERZE,

IMDS EiFiREt & Amazon Elastic Compute Cloud ( Amazon EC2 ) S=fIE
BXHEIE, & IAM 885808/ EC2 EHIHEX<E,
FiZRA EZTHRABRAUERAZACHN IR EIE, &
E&@N Amazon EC2 TEIE RS R,

WTFEFNBINTR , FESHIBREENF . EABPEENREERLA .. BER , &F &
BETE M HEconfigHHMcredentials¥¥, BXREZER , TSR RENL LR,

AWS 177 7] Z24A

/A Warning

NTBRZENK , EFRETARGRGEELLIEN , F2FEA IAM AFR#THHRIE , ™
RERASEMRERARNEKE BMRIE , 620 AWS IAM Identity Center,

AWS IAM FIFR15 R 248 7] H4EER K9 AWS IEF, AWS SDK £BHFIIEHIXE AWS EREZE
APl &R AWS | UEZH TERFETUELZSE, HEMIFREH AWS BRMEHTE. BINARLHE
Faws_session_token , XBEIEF RGN , SHEFBENM. TERWWERAKIIES,

AWS 7 8] 24 47


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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® Note
MRTCERIFIX LIS UES , AWS 0] AWS AIRESEKIEBRHERE , XHEEN TEAER
T2 S TP,

HE AWS credentialsWHRE#EREENHENE K RANCEsNTNAERRRE K2 ,
HEEHZconfigHH SDK FERER D FTH.

ETHAX AWS EFMEAGARANESELR , B2 IAM AP EEHHAWS 22T HHEE
IAM F P B9 175 B 2 4

ER AT BABLEB L hEE

aws_access_key_id-#Z= AWS configX#i% &, aws_access_key_id-H=E AWS
credentials iR B ( #E 5L ), AWS_ACCESS_KEY_ID - IMEZF &, aws.accessKeyId-JVM
REBMH - PR Java/Kotlin

EEENLER—HB2ATRAFHTHARIEN AWS HRIZEH.
aws_secret_access_key-H= AWS configX#i%iE, aws_secret_access_key-
HZ AWS credentialsHiRE ( #EE ), AWS_SECRET_ACCESS_KEY - IMETE,
aws.secretAccessKey-JVM REE M : {XPR Java/Kotlin

EERERIEAF SMNEIE—I58 AWS 24,
aws_session_token-# = AWS configX#i% &, aws_session_token-H£E AWS
credentials XHiRE ( #EHE ), AWS_SESSION_TOKEN - }FEZ &, aws.sessionToken-JVM
REREM - R Java/Kotlin

BE— A AWS 2ESH | ZA AN AT S RRIEN TN —55. SR EERN R
HEREEABFHRENIEN SN 5. REETHRERNELEINTEELTESE,
£ BNBUAKAERENRSTTERBKIEE, SXRLRY , B0 AM PHELBES
B.

BRIAREX LEEN R , TSR EARHKUERTE ORI,

fconfigHicredentialsXHrHiREXLEXNFEEN R

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS BHFRTEGNTE SEES

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux/macOS B R TIRENETEN Y

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWl0gQs8IZZaIv2BXIa2R401gk

Windows B s ST IRENRTEM KA
setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx
AWS_SESSION_TOKEN AQOEXAMPLEH4aoAHOgNCAPy. ..truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

5 AWS SDK RN

LU SDK XA EBEH RN EMIRE, FrEERS BIAMEREEEH, AWS SDK for Java M
AWS SDK for Kotlin Iff — X #F{E JVM REBHIRE.

SDK X ZERESFEE
B
AWS CLI v2 =

TEEBEHEWN config ¥,

i

ERAT C++ 9 SDK

ERATF GoV2(1.x)WISDK £

EAT Go1x (V1)K SDK B EMFAHRE config XHIRE , M/ MELE ST INEL A I
g8, BZH4E,

EATF Java 2.x B9 SDK =]

ERAT Java 1.x B9 SDK B

ER T JavaScript 3.x WE#H =
FEIES

AWS 7 (a1 22 4R
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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SDK X FEXHEZER
=

FEA T JavaScript 2.x B SDK £

&M T Kotlin # SDK 2

BT NET 3.x 8 SDK B TXHHETE,
AT PHP 3.x #§ SDK =

& FF Python (Boto3) Y =

SDK

& T Ruby 3.x B9 SDK =

&M T Rust B SDK =

AT PowerShell B TXHHETE,
RABBEILRMEE

BRiEAESRER—AIRZSEIERGEEREARTTEF RN AWS BIR. XLt EiiE B 5 A 4R
ID, MFRIFRIFHAMEZE DA,

ERELEN SDK RITERKRKAA® , XMECESFRERANEEAR®, IAM BEHA® Amazon
BIRBF (ARN ) HITH—IRIR, ABREE —PMXEABIUGEEXRR, FRZACGHTEXAETER
AWS BRE. B—/. Web S #E AWS Ik, OIDC = SAML Bx& 1%,

R IAM AtlE , IREZINZAGHNEE , WHLUHEN SOKHTEEENEAZAER TN
Ro EERITUERME , EEAUTRE,

BRAHEARLERENES  BERAERTH KASE,
RAAEKIEIRHEERE

ER AT BABLE LD RE -
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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credential_source-#=E AWS configX#ig&E

£ Amazon EC2 3£4l5 Amazon Elastic Container Service 28 £ , IEE SDK 5 T EE A4k
ALUERENRATFRAET role_arn SHIEEN A BN EIL,

RIANE : T

BENE :

« IFIE - I5E SDK RITEMIFIEETE AWS_ACCESS_KEY_ID F1 AWS_SECRET_ACCESS_KEY #&
HREIL,

« Ec@@ 2 InstanceMetadata — IEEHRH A AT EAH T EFFERAKINE EC2 SEAIFLE 4B
IAM £ & RIRBURIE B
« EcsContainer— EEERHF XTI EIH T EREAMINE ECS BEEH 1AM £ EXRREURIES.

THER —BBXHHREETHEE credential_source M source_profile,

£ config MHHIREHTUARAZIEN KB Amazon EC2 KRBl :

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:role/my-role-name

duration_seconds-#= AWS configX#iRE
EEACSENRAFENE (AW RENL) .,
NEBEXHEERAAGN , BRETER,
BRIAE : 3600 # (1 /VEY)

BRE : ZEMEEE 900 % (15 28 ) HBCREBNHZASERFENAE (43200 B 12 Mat )
ZE, BREZER , F5H IAM AFEETH S5 AN SAKERENERE.

£ config XHHIRE LI KB

duration_seconds = 43200

external_id-#Z= AWS configX#iRE
EEE=FRATEEEFKFRRAACHIE—IRRA,

NYBEXHIEERAACEZACHNEERKEE Externalld BN , WIREFERH., ZEM
53 B A B EABRE#EL AssumeRole B/EM Externalld 3,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
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ERIANE : Fo

BHE  BZ0 IAM AFEESRNOAEOE =SB FXNERN AWS FRE 17 8 8 R e 5 A A SR
IDo

£ config XHHigELTH RHI

external_id = unique_value_assigned_by_3rd_party

mfa_serial-}= AWS configX#HiRi&E
EERAFERAACRLAERNSESHRIE (MFA ) RFVRIARFIIS,
KABEN  IRZACHEEIRKESTE MFA SORIENZMA , WD HFET.
RINE @ Fo

BRE . ZETUREHIRE (Sl GAHT12345678 ) FHIE |, b A LARE N MFA REH
Amazon BIREFR (ARN ) . BXEZEE , HSH IAM AF SR i BEZ MFA RIFH API
iE,

£ config XHHigELTA =B

mfa_serial = arn:aws:iam::123456789012:mfa/my-user-name

role_arn-#Z= AWS configX#i%iE, AWS_IAM_ROLE_ARN - S/ E% £ aws.roleArn-JVM R4
B : {XBR Java/Kotlin

EEEATHITEMIE B S4B RIZEN IAM A€K Amazon BREZF (ARN) .
HRINE : o

BERE  ZESTE IAM A0 ARN , 8RR : arn:aws:iam: :account-id:role/role-
name

BeA  BEBTIEEUATREZ — :

« source_profile -#FRE—MEREXH , ATEREFERBEEXHEFRAZBEHNRENE
iF,

« credential_source - fEAHZHFRET 2R EIE S NZE] Amazon EC2 K44I & X #
=% Amazon ECS B2 LBl EiE,

- web_identity_token_file - NEERBZH Web NARFHFHITEMRIEMAFPERALRS
#1214t F 51E{T OpenlD Connect ( OIDC ) A SR E,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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role_session_name-#{Z= AWS configX#fi%i&, AWS_IAM_ROLE_SESSION_NAME - SFEZL £,
aws.roleSessionName-JVM R4 E 4 : 1XBR Java/Kotlin

EEEMMISEXENER. KLEMERESLSEXRBKNSEN AWS CloudTrail BER |, i%

SEREFRENEM,
AMIAE : TiESW. MRARRALE REEEXHRAAASE , MIFEHERKERWN.

ANUE : & AWS CLI 5 AWS API RERIEFHFAAssumeRol el e ( SRiFmREZSE
fAssumeRoleWithWebIdentity#®4E ) B , NRoleSessionNameZEiE ., ZEKHE
ALEENKRAABKHF Amazon BRAF (ARN) W —E85 , HERZEEXHBANREN
CloudTrail B&EZ BN —&2 & o

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

£ config X#HHIRE LI RHBI

role_session_name = my-role-session-name

source_profile-#= AWS configX#iRE

EEHMEEXH  HEEATRABRBEENXHTH role_arn REEENAG, ETH
fAEH Zcredential sk AWS configfMXHHRFERABENH , HSRAEZconfig
Mcredentials3#F.

MREEENREEXHFERRAAABEEXH , NFEZERFRASNAGUTEHET T, & SDK
BEFERIENRENSFE , L2 F1E, AREENEN AWS CLI 3 AWS API & 2iEREIH

BK—/et, HATZEK, BXEZEE , H3H IAM AFREEFHNSEREFNES,
%ﬁi}\ﬁ : %o

BEME : B config M credentials XHEFRENHNEEXHNEMEARNXEFEFER, EAXRE

HBEEXHPIERE role_arn BE,
FeefEE — BB X HFEIEE credential_source # source_profile,

EEREXHPIRE LI R
[profile A]
source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA

[profile B]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONGS

EE—NROIP  ABREXHERABEEXHFNFEILE, HEEESDKFETENSEA AREX
et , SDK RTE2 B EREEN B REXMHNEL , HERATMNRNEEN IAM S2EKIEet
Eif, SDK RTLEE/F AR sts: AssumeRole IRERTRIIRE, RE , BRI EERXLE
IEEHERKFE AWS BIR. EENABLTMMNATFETAIERKEN IAM RXREE |, fliegs
AWS RS, = APl ik,
web_identity_token_file-#Z= AWS configX#i%E, AWS_WEB_IDENTITY_TOKEN_FILE -
INEAZ E, aws .webIdentityTokenFile-JVM REE M : {XBR Java/Kotlin

BE—MNNHORE , ZXHEEH ZEH OAuth 2.0 32## 3 OpenlD Connect ID S 12 1#
ERHN RS

HIRE YA Web S HEBESRIERMEE ( HlW Google. Facebook Ml Amazon % ) #1757
i, SDKHFAXARTEMBUXHNAE , AERKREEA AssumeRoleWithWebIdentity
BERNE®ERN WebIdentityToken S8&i%,

ERIANE : Fo

BRE  WEXTRBENXMHE, BEE-—INHNERE  ZXAHLTNTERSHRMERHRSE
Y OAuth 2.0 15 E = h2 5% OpenlID Connect T h#, XY EREBM N X THZE T B FHMAEX B

4
£,

5 AWS SDK A M

AT SDK X FEAREFHFTRMIIEERRE. FrEEBo HIIMEREIE X, AWS SDK for Java
AWS SDK for Kotlin M — X FEM JVM REBHIRE,

SDK X FEAHEZER
3
AWS CLI v2 =
EAT C++ B9 SDK # credential_source #X#, duration_seconds X%

2 ¥, mfa_serial %,

ZEBRTF GoV2 (1.x) I SDK £
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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AWS BREFRTEBHMNITE

SEES

SDK

FEATF Go1.x (V1) # SDK

FERATF Java 2.x B9 SDK

ERAT Java 1.x B9 SDK

FEH T JavaScript 3.x B4
FEIES

FEH T JavaScript 2.x B SDK

E AT Kotlin B SDK

EATF NET 3.x 89 SDK

FEAT PHP 3.x 8 SDK

& T Python (Boto3) KJ
SDK

EF T Ruby 3.x B9 SDK

FEHAT Rust B SDK

AT+ PowerShell

4 Mt

D AD

fim

fD  AD

fim

BERESER

EFEAHRE config XHIRE , BT B MEE XA INEAT T

BE ; BSHAE,

mfa_serial A X, EAAWS_ROLE_ARN X
EAWS_IAM_ROLE_ARN , fEFIAWS_ROLE_SESSION_N
AME {XEAWS_IAM_ROLE_SESSION_NAME .,

mfa_serial A%XHF. 7%F JVM REE .

credential_source FxXiF,

fEFHAWS_ROLE_ARN {X#AWS_IAM_ROLE_ARN ,
fEFAAWS_ROLE_SESSION_NAME {R#AWS_IAM_R
OLE_SESSION_NAME
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS A AT EGNITE SEE™
R EURMHE

AREIRHENBTFNASINARFRIVEIE. ZEIFRMARERFI Amazon Elastic Container
Service ( Amazon ECS ) #l Amazon Elastic Kubernetes Service ( Amazon EKS ) EFRE M. SDK
=B GET BERMEEMN HTTP iwm KL NE ik,

WMREFEH Amazon ECS , BINEZWNEERES IAM AE2KSHETERE, &

MBS FIHE, BESRF , Amazon ECS £1&E SDK I B A RIKEUEIER
AWS_CONTAINER_CREDENTIALS_RELATIVE_URI #EZE, EREE Amazon ECS LAERALLIhEE |
&2 {(Amazon Elastic Container Service TF X A REFE) FWES IAM A,

WRIEFEH Amazon EKS |, RIEWEEA Amazon EKS RBA SO RAHEZIIRE , E55%
BAXBR, AJFitH , hBMIZIRE, TEAMENTT B, BNASRA (pod) # IAM ACEHE
Kubernetes BRF K~ HEXEx , UEBNABFWIESH, ET#HAEX Amazon EKS B34 51319
E%ER , 55H (Amazon EKS A1) M Amazon EKS BAR4A 5%, BEJS , Amazon
EKS £1&i& SDK M T B RIREVEIEA AWS_CONTAINER_CREDENTIALS_FULL_URI 0
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE SEZE, BXIZFERFE , S Amazon
EKS AFIERFKIZE Amazon EKS Pod B0 | S&EE AWS BEM L LA A mazon EKS Pod
Identity &1t 7 Amazon EKS &£& FNAREFI IAM X R,

ER AT BABL B L 2hEE

AWS_CONTAINER_CREDENTIALS_FULL_URI - SREZE
EETEN HTTP URL In A , fit SDK EERFUENFER. XITEHRMEN
MINE : To
BRE : BHH URL

EE  HRER AWS_CONTAINER_CREDENTIALS_RELATIVE _URI WERIRE , RAEXRIRE
AWS_CONTAINER _CREDENTIALS RELATIVE URI BNZF4{EA,

Linux/macOS BE i S 1TIREHFETEN T :
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
WA

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials
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AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - }MEZE

}EE HTTP URL im = , &t SDK EEREERFEH, ZERMNEIZRIAR Amazon ECS BWENLA
169.254.170.2 k.

HIAE : T
BRE : BRAEIEX URI,
Linux/macOS B s FITIREFREEN A
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - SMEZ 2

BEANANENTE, MRRETIHEZE , SDK FHEAFEEENEE HTTP HR LiRERNF
Ko

RIAE : Fo
BRE : /B,

EE  WRER AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE ERIRE , REEXRKRE
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE BfF&fEHRH,

Linux/macOS B R TIRENETEN RH

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - ;METE
EEEQEANAERNET B AFREX X HFEE.
MINE : To
BRE : ZRFH,

Linux/macOS BT TIRENETZTEN RH

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
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export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

5 AWS SDK A M

LA SDK X EFEARFBHARNINEEFIRE., FIEZ 2 HI/NMERIEEH, AWS SDK for Java
AWS SDK for Kotlin M —Z#FEM JVM REBHIRE,

SDK X BARNEZER
B
AWS CLI v2 =
&R TF C++ 1 SDK =
EAT GoV2(1x) BSDK R
AT Go1x(V1)MSDK £
ERT Java 2.x By SDK 2
EAT Java 1.x 9 SDK T T X Amazon EKS BE54 53 F AWS_CONTAINER_AUTH

% ORIZATION_TOKEN_FILE 0

FEHAT JavaScript 3.x W4t £
FEIES

FERATF JavaScript 2.x B SDK £

EA T Kotlin # SDK =
ERAT NET 3.x 89 SDK =
EAT PHP 3.x # SDK =
& FF Python (Boto3) Y =
SDK

EF T Ruby 3.x B SDK =
EF T Rust B9 SDK =
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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SDK ¥ BEFREZER
£
AT PowerShell =

IAM Identity Center fEUF {2t &

Lt & A HAUEHLH AWS IAM Identity Center i TIREUZRRIB R #£ S & F (SSO) 1h1E AWS RS X
PR o

(® Note
£ AWS SDK API X #4/ | IAM B O EIEREFHEF N SSO FibiRE .

/B A 1AM Identity Center & , B AIEHZE AWS configX N HIREE U E B4, EEXH
FATiE#EZ IAM Identity Center 78], HAF KIhEE IAM Identity Center # 1T RIES | [
FREREISEZAFXBN IAM AEHNEHEI, E7# SDK A M\E B P REUG R HSEAT

AWS RS B3R , S 1 7 ## |IAM Identity Center 5K,

&3 config X#BE & IAM Identity Center EFFP A

« SSO THERHEFEE ( #%E ) -ERKKFHENE,
- ST HRIFOVEE-EABERN/ VN RTE,

EXFAMRESR  SHFET2FIHFEFTER.
EREEENSERFLEME , XFMEH SSO SREMAMEE.
LT H R IEEEEHEX IAM Identity Center R EMEE -

« AWS IAM Identity Center i 1558
« AWS IAM Identity Center |1/ AP| &%

FRF M

BB A IAM Identity Centero BXE A IAM BB LKRIEMFMEES | 55 AWS IAM
Identity Center <FF#ER)Y H8 Al
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AWS BHFRTEGNTE SEES

HEF , HFREAERETPH IAM Identity Center H K1 WA ITIRIE, XLHARMTEENES ,
MIJE A IAM Identity Center EISER A T X ENHE config XHEE.

SSO TR RHEE &

(@ Note

EFANECIRLEE  FSRPHNEHaws configure ssoESEEEHEEXH AWS
CLIo AWS CLI

HEMEMA SSO THRMHEEFEER , B/ AWS SDK & j?,I B LS BHPRIFEBHNRTE , BEERKPHXFEN
B, BXRXSEFENANEKEENBNESER , HZSHAWS IAM Identity Center A P+
MELE AWS TR & 1AM Identity Center %ﬁzr‘%r S EIFEAE,

ZconfigX M sso-sessionF o AT A TIRE SSO FRITHENEETEH 1THE , RAETTLUE
X LT ERIRE AWS FiE, BX config XHEFABRRLBINELFEMEE , BSH LEXHH
i oW

BE L — sso-session o HGHXKIREXH, YIME sso-session FH WK
B sso_region Ml sso_start_url, BE , sso_role_name M EprofileF o ik
Esso_account_id# , X# SDK F&EiER AWS FilE,

(® Note

ERATH SDK M T E R At Bl ELAERAFMBIFTEIL , 26 7% IAM Identity Center
FHRIE,

LA 7RBI4F SDK EE &R IAM Identity Center i, ©i& x50 Rl 5 M,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access
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https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
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B UBEZ NN EEXHEEFA sso-session BE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

HARME SSO St EIHS#FEE sso_account_id M sso_role_name, HREH R ARFR
FEAXEFE AWS S EE5ARIENELE , WFFEELRSE AWS Eif, FEEFHRIEZ—& HTTP
SORIEFR , EEAMNBFEEESTHENRETE, EXMERT , FFE sso_account_id
sso_role_name, BZRNMAERE , AWS i LUBAEECRAEXETIEE THERN

EMEEEEN sso-session B—# 7, SEERE OAuth 2.0 P —F#L% , A TFREINARERX
AFRKFHNBRERR, NARFAUER—NHZMNEE , aNARFSERNIGRSESMETR
FHSEE, XEBEEN T HEEME OIDC FEFIRERBENNNBENEFHERENIFRSHE, &
REZFHFRBEILIN , 2% AWS IAM Identity Center A8/ F 1Y 15 E5EE . AR RGN
sso_registration_scopes IREREH DI HIK /BTG RINER,

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BSHWIFSHERE ~/.aws/sso/cache BEXTHWHE L K YHEETL2EFEEMH.
12 88 89 A o] jal # &
FREZBNAIRFEEFZFEI TR . BAINEWHA SSO SEREFEE,

EFERAESHNTARTEE  SLAEREXFFEEATIRE !

* sso_start_url
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* sso_region
* sso_account_id

* sso_role_name

ATLAERA sso_start_url # sso_region RENEEXHIEERAFIITF, AILER
sso_account_id M sso_role_name &EFRIEENIR.

LR RBNZET config XHHHENKHEE,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

BERRIESHEERE ~/.aws/sso/cache BRTHHME L , XHBET sso_start_url,
IAM Identity Center ZiF iR &R E

ERLLT A AR L IhRE ¢

sso_start_url-*= AWS configX#ig &

EOERTEL LM IAM Identy Center TR TFH URL, &< IAM Identity Center 1AE] [ 1P EZ
E8 , S EAWS IAM Identity Center AP I8 IR AWS HiETF,

ERFINE , BHFF IAM Identity Center #2#|& , EFEH HR , AEHEE AWS RIS URL.
sso_region-HZ AWS config3#Hi&E

Hrp AWS Xi5 2281 1AM SHFROTTFEN ; URREERER IAM B4/ 02 BNERA X
B, XE5ENEINAWS KigiFTx , Al BMTE,

BXRAWS X RERBHWTESIR , 5P H XEL LT RAmazon Web Services —fi#Z %,
EERILE , BT IAM ldentity Center 2#| A , EFZES HR , AREX XiF,

sso_account_id-#Z= AWS configX#ikE

B3d AWS Organizations BRI AWS kP A F BB RIENEE 1D,

EEETAKFHIER , HBIE IAM Identity Center #2418 HFTF AWS K~ RH. BB LLEAWS
IAM Identity Center 1/ APl ZZF{E A ListAccountsAP| F=EE R A, FIER, Hl , B
A “BIERMKF” AWS CLI F&.
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sso_role_name-3*= AWS config X #iZ&E

LUIAM BEEENNRENER , ATELNAFERNNR, ASRELET AWS IkF IEEM
Fsso_account_id., FRABEN , MARAEMN Amazon BREF (ARN)

FREEMA IAM policy MBEEXREKR , FEXL T AFXHSER AWS IKF 89 75 RIRPRE 3

EEE/NTANBRENSIR AWS K/ |, B E] IAM Identity Center 251 & H4TFFAWS Ik~ 17T
H, E#&F AWS KPP REPIHNEBNBRERN. BEALUERA Port AWS IAM Identity Center

al APl Z2E [ ListAccountRolesAPI 7 EER A ANRES K. Flw , ZaLLEA AWS CLI B
JElist-account-roles.

sso_registration_scopes-#Z= AWS configX#Hik &

E )} sso-session RNWTBENESHEIR. SEEERKIT IAM Identity Center FE &
TREENLIET SR, EM IAM Identity Center IREFTHERIFEHNSIE , BAR T
sso:account:access &/VEE. BXXENFRIEEFHFE , HSFEAWS IAM Identity Center
AFPEEYH HREE . hRETERATEZENTARFTEE. FRAXARERTHSESEER
BR#I7E sso:account:access fERESEE A,

5 AWS SDK A M

LA SDK X EFEARFBHRNINEEFIRE. FIEZ 2 HI/NMERIIEEH, AWS SDK for Java
AWS SDK for Kotlin ff — X3 JVM REBHIRE,

SDK S FFREZER
2
AWS CLI v2 53
=
ERATF C++ B SDK ¥
e
BEBHATF GoV2(1.x) I SDK X
e
EAT Go1x (V1)K SDK F EMFAHE config XHIRE , LT/ MELE ST INEL A I
¥ OB BRI,
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
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SDK X FEXHEZER
B

Xt

ERATF Java 2.x B SDK credentials X#AhtXFEREE.

FEHAT Java 1.x By SDK

EH T JavaScript 3.x B4
FEAIEQ

=R T JavaScript 2.x # SDK

& AT Kotlin 8 SDK

EATF NET 3.x 89 SDK

ERAT PHP 3.x B SDK

& FF Python (Boto3) BY
SDK

EH T Ruby 3.x 9 SDK

vl SR SR Ol SN ol (D o (N S0 (R i SR ) s I

EAT Rust B SDK 28 NPRIE B WA A RIFTEE
§J\

BT PowerShell -3
iF
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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https://docs.aws.amazon.com/powershell/latest/userguide/
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IMDS EiFi2 it &

KB TBIERS (IMDS ) REBFXEHRFINEKE , B AEKREEREREEZTHXEM, B
XARABENESEER , HSREEAT Linux 32618 Amazon EC2 AP 18R P RYSEBI T B E R A = 3
# , HEA T Windows EBI# Amazon EC2 AFEm P HISEBI T BIEF A - ##E. Amazon EC2 12

BT UHKGEANA RS, ZR QAN KRG REZTHEE. MRXFWMTHE , M TREHE

—AXZAEREMNEIL. SDK AIUEAR ZR/AREMENERAZIEREEE -—ToNEU, BIA
BRT , ERAXBITHBIERSMRA 2 (IMDSV2) , BIEALETMNERZ LM IMDS R4, WMRHTF
AERWER (HTTP 4140 403, 404, 405) MikM , M4EA IMDSV1 £ EiE.,

FERAUTHERELLIhEE

AWS_EC2_METADATA_DISABLED - fRE% £
RABEBEMEA Amazon EC2 KAl T #ERS ( IMDS ) RIREUEIL,
ZRIAE : falseo

EME :
« true - iBEZEH IMDS XIREUEIL,
« false - £/ IMDS RIREUZEIL,

ec2_metadata_vl_disabled-#*= AWS config3X#fi% &, AWS_EC2_METADATA_V1_DISABLED

-INET B8 aws.disableEc2MetadataVl-JVM RZ&E M : X PR Java/Kotlin

R IMDSV2 HIEE | REFERAEAITHIERSMRA 1 (IMDSV1 ) ER& A B %,

@ Note

#H SDK TX#% IMDSv1 , Rt Xt iRE. AXHMAER , HAK 5 AWS SDK fI3#

ZRIAE : false,

BEME :
« true - iFF IMDSv1 F4EEIR,
« false - ¥ IMDSv1 FA{EEIR,

IMDS £t #&
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-instance-metadata.html
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ec2_metadata_service_endpoint-#E AWS configX#HiRE,
AWS_EC2_METADATA_SERVICE_ENDPOINT - }f3E3 £, aws.ec2MetadataServiceEndpoint-
JVM REEH : {XBR Java/Kotlin

IMDS Hyi Ko

ZRIAE : IR ec2_metadata_service_endpoint_mode &F IPv4 , MERIARR N
http://169.254.169.254, IR ec2_metadata_service_endpoint_mode &F IPv6 ,
NERIANHBR A http://[fd00:ec2::254],

BEXME : MK URI,
ec2_metadata_service_endpoint_mode-#= AWS configX

1% &, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - }FEZ &,
aws.ec2MetadataServiceEndpointMode-JVM R&E M : {XPR Java/Kotlin

IMDS i S EE =,
ERIAE : IPv4,

BXE : IPv4, IPv6,

® Note
IMDS Fil Rt ER FIUIRUEE N -85, BR , REEARRIITHEM L MEREZS ,
FawE IMDS RifiRftE. Hit , IREFELNEFFEALREENEIE , WATMNEE
PRBREMERNEIIRMEESIEAREMEEXH. SE , GEABREIIREEEB 3 KT H
MEHERE T HREIULE , FTOERBHREEEAN IMDS FiERRME., SIERSEFikET
A EEEEZIUERIF,

IMDS FiERy =224

RINBERT , 3 AWS A AT EBRBEEERNEIN , REF AT ESFEAFERA Amazon EC2
SEHITBIERS (IMDS) ki3 AWS ABKIIEH, BidfF AWS_EC2_METADATA_DISABLED IFEZR
EiZEN true , TUBANKITH., XEAUFLEFAKBENMEES) , HIEBEFTUENENRZEME | It
E ML RE21E L Amazon EC2 S5l Tt #33E BRSS »

IMDS 1#=2fit#& 66
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® Note
AWS FTCigiX LR BN , BLE T AMEIER SDK BEFmEB R LA IMDS e FEIE,

£ A Amazon EC2 IMDS &iE
WG EWRETERRTAIERANRERGEUREREBFLEERRETE,
Linux A macOS

£/ Linux 8 macOS WEFILUFERAU TR RELIFMETE -

$ export AWS_EC2_METADATA_DISABLED=true

MREBHLIREES shell RTFEMREESPREFTE , WAL LRGSHMEIEN shell BLE
X#HH , flan .bash_profile. .zsh_profile & .profile,

Windows

5/ Windows WEF O EAL TR IREMFELE -

$ set AWS_EC2_METADATA_DISABLED=true

MREFLERREESZ shell 2EBNMRRERHRFFAE , WANABAUTHS

$ setx AWS_EC2_METADATA_DISABLED=true

@ Note

Z setx T A ZENA T A shell 21F , AU EFEEHMBRNEFHITIT shell = &g
{58 Ao

5 AWS SDK A M

LR SDK XFEAREFHFTRMNIIEERRE., FrE o HIsEREEEH, AWS SDK for Java
AWS SDK for Kotlin M — X 3#E{a JVM REBHIRE,
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et

SDK

AWS CLI v2

ERAT C++ Hy SDK

FEAT Go V2 (1.x) B SDK

FEAT Go1.x (V1) # SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

$EF T JavaScript 3.x B4
FEIES

& A F JavaScript 2.x B SDK

FATF Kotlin B9 SDK

FEHAT NET 3.x B SDK

FEAT PHP 3.x # SDK

& A F Python (Boto3) KJ
SDK

EH T Ruby 3.x B9 SDK

E AT Rust B9 SDK

53
#

=
=
=
=
=
=

=
=

fm fAD Ao

fim

fim

=
=

BERESZER

EFEAHE config XHRE , T B MNEE A INEEIZH

e ; BSHLTE,

JVM REEM : €M com.amazonaws.sdk.disableEc
2MetadataVl M #aws.disableEc2Meta

dataVl ; aws.ec2MetadataServiceEndpo

int Haws.ec2MetadataServiceEndpointMode 53
.

EZ6ERA IMDSv1 EIiR,

BE2fEH IMDSv1 HIR,

IMDS 2
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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SDK X BEAHEZER
2
AT PowerShell = FBuERERBPENEA imdsV1 BB, [Amazon.U

til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true

HRREIERMEE
SDK R4 T —Rbi /B B WAl TR A B 4EM0 15 5%,

IAM Roles Anywhere 2t 7T —fREVEATZITH THEARSREN GEHERH 5 E AWS, EXTiL
FARBLE credential_process , i5Z [ |IAM Roles Anywhere,

/A Warning

THNMAT —TMASERRNELENGE, XAGRARKR , FHLiFEEITE, MRAE, N
MLEGEREMFIRMEE. MREALET , INBREARERENREHKERXK , R
BE config X, BRENEELZLETIENSHEMAHBEFEEBA StdErr , BH SDK
M AWS CLI AR IS RILEER | ARESNHARERENNAFL QT

FERAUTHEERELINEE
credential_process-#{= AWS configX#iRE

BE SDK HTERRBZTHABGT , RERTRRATZH TN HFHRIEFTIE. ZiRERE

E SDK REAMNEF/MTHNEN. 3 SDK BAZHEN , E2FFHER JSON HEEA
stdout. HENREHEMAURERRNEERFES. ZEEELE SOKRTETATHEH#TEHR
IRV ER

(@ Note
HEFTIRHEER RIEREAEE V-85, B2 , AREARIIGHWHMANIMREREZE ,
FoenEREFIERME, Rit , MREFELNEFERALEHRENZIE , NAHANEEF
MIBRE A B RV IR E REAHMEEX M. HE , SHEBTIERMAE & B3 R ABD
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RESERETHAYEL , FUERBHREECANEEZIERMRE. QERSEF RN, AIE
EREEFIXRR,

EEFRILEEFRIRE

ZRENER—IMNFENFE , AP 2D SDK FF X TERREEITHEFRE

BRENMHBREHUTERFAK : A-Z, a-z, 0-9, EFF(-). T¥& (). A< (.). E&
(/). RFMI (\) Mz=g,
- MRBREFFNHEITSENR , BHTERENXGBANES (") EEX,

« MRSWEMNBSHEZTEZEH , WAREIS (") FZARFER, NEEREHIE, TTRS
FMEXT o

s BOEFHEHEESTANETE, FlWN , BFEESE $HOME K SUSERPROFILES,

 FERENHREERN ~ * EUAEETBRERENHE, IRFEELAXHE  MRESXER
¥ PATH MER BREENXHRPERIZERF

LR RBIERT £ Linux/macOS EHIHE config X#HHIZE credential_process,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

TR RBIERT E Windows EHIHE config XHHIRE credential_process.

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

FEUETT R By A R

SDK #ZBEEBNHHIBENARETiZGT , AEMFERERTEIEE, fEENGS , Tt
BIZARER —HEIRRF , #HSUIE STDOUT EERFELLTIEER JSON i,

"Version": 1,
"AccessKeyId": "an AWS access key",

"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
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}

® Note
BEREARN A, Version BHLIIREN 1. BEREEBMZEUNEE , ZETESHE
o

Expiration Z4A= XA RFC3339 AN EE. MRIENHEPFRFHE Expiration &
£, SDK BEZIERTRIFWEKBEIE, BN , FHARNIGHNEIE , HELSEESHIERET
credential_process R XRBIIRFEIL,

® Note
SDK T~ KEABHERIL , T—RTRTRAAGRELE. NRFEET , NLRAENEHRE
R,

AEHEALUREFEBIRER |, SUSRER RS & 4518,
5 AWS SDK &AM

AR SDK X FEAREFFH TR IIEERRE. FrE 8o HIAMEREIE X, AWS SDK for Java
AWS SDK for Kotlin M —X#F{E[ JVM RSB HIRE,

SDK ¥ FAHESZER
=
AWS CLI v2 53
e
ERATF C++ B SDK ¥
e
BEHATF GoV2(1.x) B SDK X
B
EAT Go1x (V1)K SDK F EMFAHRE config XHIRE , LT3 MBS B ST INEL K I
¥ B BRI
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AWS BHFRTEGNTE SEES

SDK EAREZER

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x By SDK

EH T JavaScript 3.x B4
FEAIEQ

=R T JavaScript 2.x # SDK

& AT Kotlin 8 SDK

ERAT PHP 3.x B SDK

& FF Python (Boto3) BY
SDK

EH T Ruby 3.x 9 SDK

EAT Rust B SDK

AT PowerShell

¥
#
53
b=
53
b=
53
b=
53
&
53
&
FERAT NET 3.x 8 SDK -3
&
X
=
X
=
-3
&
53
b=
53
b=
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS $HEFF £ TRARTE sEEm
AWS SDK 1T BE#rAE{IhAE

WAL —HNEINE , AEETS SDK P LUMEEN AR I, HEZ4 SDK #1T4RED
B, XM M TLURS THERRNBWE, MAREHRTUAERBIRES , HFSRENEE SDK
APl T %15,

/A Important
FIFFEIEE (EERXNDENFIELH ) MRIAE SDK #IHK.

FH

- NHEF ID

+ Amazon EC2 EfI i
+ Amazon S3 AR

« Amazon S3 ZXiFifE K
« AWS Xig

« AWS STS XL iHTH |
o A FIPS ik R

« ImREI

- EAERERE

« IMDS & i

« ER1TH

s ERES

- BETRSHIRS

- ERERERIAE

RAER ID

—/NAWS Ik AT S ANE P R ARF AKRIRITEE AWS kS, MARF ID AEFRET —fR
BIBARENARFERART T —HIEBANSE AWS I, AWS SDK MRS T ERARERILE |
MRIFFHERERZEFBEF. W, LETAITEEREBFHES , EALIEESF , AWS Health
Dashboard LAME —#RIR &Y R LE 57 A 12 /7 538 A #E < Bk

ER AT BABL B L hAE
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sdk_ua_app_id-#£= AWS configX#i%E, AWS_SDK_UA_APP_ID - IMETE,
aws .userAgentAppId-JVM REE 4 : {XPR Java/Kotlin

REREIBANARFNE—ZE , AT ABENAEFFNBENRAREF AWS IKF IE

EiEA AWS,
ZRIAE : None
BNE :  BRAKERN S0 MNERE, A FFERAFER,. BEMUTERE

ﬁ . o * N N
- —
N !\ Y $\ LAY &\ AR Y +\ > N 2N Sy > v o

£ config XHHIZELEN R

[default]
sdk_ua_app_id=ABCDEF

Linux/macOS BE ST REHETEN KA

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows By ST RERRTEM KA

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

MBEGENFANSEERHEVNES  BERESENZEHTE L,
5 AWS SDK fEAM

AT SDK X FEAREFHFTRMIIEERRE. FrESBo HIsNMEREIEEE, AWS SDK for Java
AWS SDK for Kotlin M — X EM JVM REBHIRE,

SDK %X BEEREZER
B
AWS CLI v2 B
EATF C++ B SDK B TXHEHEMconfigdt,

NARRF ID

74


https://docs.aws.amazon.com/cli/latest/userguide/
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SDK X FEXHEZER
B

EAT GoV2(1.x) W SDK £

FBEATF Go1x(V1)WSDK &

FEAT Java 2.x By SDK B FEEFEHZconfigXHiRE | TXEHFHRETE,
VAN

EAT Java 1.x By SDK =

ER T JavaScript 3.x WEH =
FEIES

ER T JavaScript 2.x B SDK &

& A T Kotlin # SDK =

FEAT NET 3.x 8 SDK B TXREHETE,
FEAT PHP 3.x # SDK 2

& F Python (Boto3) KJ =

SDK

i&A T Ruby 3.x #J SDK =

EA T Rust 8 SDK =

AT PowerShell )

Amazon EC2 £t iz

Amazon EC2 £l LM T —m A RN ZFI T EITERS (IMDS ) RS, ETHEXMRSHE
ZEE , BSREERT Linux =418 Amazon EC2 AF s ) HI aBEMAFAHE R ERT
Windows =418 Amazon EC2 A 18R /) A aBENAFHE. S HECRE IAM Al
Amazon EC2 Efl L ZREUR , BRIAMER T , SXEHIABERSHEZZRTRETHN,

ER AT BABL B L hAE
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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metadata_service_num_attempts-#£Z= AWS configMHiRE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - }M5ZE

AIZERE T EZRNEF TBERSKERBEN , ERFITZEMERE
ZRIAE : 1

BRE : KFHEFET 1 T,
metadata_service_timeout-#Z= AWS configX#fi%iE, AWS_METADATA_SERVICE_TIMEOUT
- E

FEEMNMES THIBRS L EZHIER | KEBETHRES
ERIAE : 1

BRE: KTHET 1 WHBF,

£ config XHHIREXLEMN A

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS B G STIRENETEN RH

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

Windows Bl s S TIRENNETEN RH

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

5 AWS SDK A M

LA SDK X EFEARFBHARNIHEEFIRE., FIEZ 2 HIANMERIIEEH, AWS SDK for Java
AWS SDK for Kotlin M —Z#FEM JVM REBHIRE
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SDK X FAEHEZER
3
AWS CLI v2 X
b=
@AT C++ 1) SDK T
3
b=
EBEATFT GoV2(1.x) B SDK R
3
=
FEATF Go1x(V1)WSDK F
53
=
EAT Java 2.x By SDK x
53
b=
FEAT Java 1.x B SDK #8 metadata_service_num_attempts r*XF,
ﬁJ\
ER T JavaScript 3.x B HE F
FEAIES -3
b=
EH T JavaScript 2.x B SDK R
-3
b=
ERAT Kotlin 8 SDK x
3
b=
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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SDK EAREZER

3
#

FERTF NET 3.x 8 SDK T

/

-3
=
FERT PHP 3.x B SDK b3
=
& F Python (Boto3) Y 53
SDK S
EFR T Ruby 3.x B SDK 25
-3
=
EAT Rust B SDK =
-3
b=
AT PowerShell S
-3
=

Amazon S3 EA =

Amazon S3 [RFRMEASIEN S Amazon S3 EFEBRENBER AR, BAKL LA UNAK—HE
BANEE K MAREENARF#E. FAAWS HEFATIES  BUUEEHBFZRFFEAEAR
Amazon ERB (ARN) #1T API 124 , MALEBAREEFHEBEN. SNATEENERE , flusk
FAEE GetObject WIEAR ARN NEFHEBHPRENR , SEFEHAEHE PutObject WIEA R ARN
X RARMEF R

ETHEAX Amazon S3 EALN ARN WEZEE |, 5% Amazon S3 AAFEEPHEREA R,

ER AT BABLE LD RE
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html
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s3_use_arn_region-*X= AWS config 1% &, AWS_S3_USE_ARN_REGION - SREFZ £,
aws.s3UseArnRegion-JVM REE M : PR Java/Kotlin, EEEZERBHEEE , FEESHEN
$5E SDK,

iRE#ES SDK BEMEAEA R ARN AWS X N FREEXBLIRT Ro SDK 2BIE AWS X
i ARN BREHEEFim AWS X B E AWS HEN S XEHES , A E&EETRAMNESD
K@M, MRZSRXENL , MEEEARBEENRE K HARKEZTERE,

ZRIAE : false

BWE

+ true— SDK ZEMEL T R AWS XiF B4/ ARN , MAREFHNEE AWS X, fl5 :
MREFIHWEE AWS XI5 2 FIPS AWS X1 , M E4515 ARN fIEE., AWS Xig &N
SHHIEIR.

« false - SDK E#i&in AN AR FinEER AWS X1 .

5 AWS SDK A M

LA SDK X EFEARFBHTRNINEEFIRE. FIEZ 2 HI/NMERIEEH, AWS SDK for Java
AWS SDK for Kotlin # — X & JVM REEHRE.

SDK %X BXHEZER
#
AWS CLI v2 =
&R T C++ 19 SDK =
ERT GoVv2 (1.x) I SDK £
EAT Golx (V1) # SDK R ZEfAHE config XHRE , HHTFFEMELE XA I T
Bt ; BZH A
EA T Java 2.x B9 SDK =
EAT Java 1.x 9 SDK 2 TXEFIVM REBEH.
ER T JavaScript 3.x WEH =

FAIES
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS BHFRTEGNTE SEES

SDK X FEXHEZER
B

FEA T JavaScript 2.x B SDK £

& AT Kotlin B SDK =

BT NET 3.x B SDK = TEENERER ; HENconfigXHERLETHIREE,

&M T PHP 3.x B9 SDK =

& F Python (Boto3) KJ =

SDK

& AT Ruby 3.x #) SDK =

& AT Rust # SDK &

BT PowerShell 2 TEBERERER ; HEWconfigHER X THEEE,

Amazon S3 Z[XigiF [ &

Amazon S3 ZXHIARREMHR T —HERHER , NABFIUERAZKIAKBEZREMT SN AWS
X8 Amazon S3 FEFEHIER. LAMUERSXKEEAJWRZXENARR , FHENXERE
AMEEZRY , REEHEMEEETXENHAER.

ETHMEXZXEEASNESZELR , 1§51 Amazon S3 AFIERE T Amazon S3 FIHIZ XA
o

/AW O

ETHAERZXEEAS Amazon BREH (ARN ) WEZE S | 1§59 Amazon S3 AFiEE+
MERAZXIEFEASRHER,

ETHARCUBRSXHEAINESEE , S Amazon S3 AFEEPNEES XEEA R,

SigVAA BE R A TR B2 BREBE RS LRI, HEsEH SDK BT AWS BFE T R4 (CRT)
B LHKRTURIRE.,

ER AT BABLE L 2D RE -
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
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s3_disable_multiregion_access_points-}= AWS config3
1%i&E, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - }RETE,

aws. s3D15ab1eMu1t1ReglonAccessP01nts JVM REE M : PR Java/Kotlin, EEZEB B
BEfE , FEEERZNSE SDK.

iR EES SDK BEARZRAEXEHFER, MRZREX , WRELEARBEENRE , HRE

HETERE,

ZRiAE : false

BENE :

¢ true - FIEFERABEXITERK,

- false - FRAZXEEARBABXEEKR,
5 AWS SDK &M

LA SDK XFEAREFH TR IIEERRE. FrEEBn HIAMEREIEEB, AWS SDK for Java
AWS SDK for Kotlin M —X#F{E[ JVM RSB HIRE

SDK BEEHNEZER

X
B

AWS CLI v2 53
j;:l:

i

ERAT C++ By SDK

-3
E=
ZEBRTF GoV2 (1x) I SDK X
E=
-

/

SERTF Go 1.x (V1) B SDK

EATF Java 2.x B9 SDK

b3
E=
b3
=
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AWS BHFRTEGNTE SEES

SDK EAREZER

3
#

/

FERAT Java 1.x B SDK T

& A F JavaScript 3.x By E 4
FAIES

/

EA T JavaScript 2.x B SDK R

& AT Kotlin 8 SDK

EATF NET 3.x 8y SDK

& FF Python (Boto3) #Y
SDK

EH T Ruby 3.x B9 SDK

52
X
52
&M T PHP 3.x # SDK b3
52
52
52

FEAT Rust B9 SDK

BT PowerShell 53

53
E=
b3
E=
E=
E=
E=
=
£
=
E=
=

AWS X1

AWS XiF REANZEEFNEENS AWS RS,
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https://docs.aws.amazon.com/powershell/latest/userguide/
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£ AWS X1 |, &I R AWS BRSS KRB EEREREXBNAR . X7 TRIEERYEEE N A
ARFEEENRAFERENNCE. XEREBEED, REMNEYE  ETR ER, AKX
1, ZeEB 0B RIG A BT 2 XEH MR mE TR R

RZBE AWS RS B RBESEEN M E XIigMHxE, BRIESABER AWS RSIRENEFITEE , N
E—1MXEHEENTRRETMESXEHEARFE, HlE , Amazon S3 Fl Amazon EC2 X #FEXiF
g4, FERS (W0 IAM ) REXERR.

AWS —iZE GEBXUTRENEE !

- ETHERBNERCBENXR , AEFUARERKNGIER  FSHAWS RS iK S
- EEEMAXENXENENXENLRT R ZHEI5IER AWS RS, FSRARS L inT S M E#H.

BIRIRS & i

AT LUREEAABITIHR AWS RS , SDK AENMNAAIEGERA—INEFRE/FNIR, AWS RE S
wm, MBEHONEAREFFEEHR Amazon EC2 , NZEM R AREFFEIZE — Amazon EC2 BEF mITR
RKEZRFZKE,

MEEAERNEFIRABEEXE , NEFHNRIAMEABIT A FTregioni BN B AMZEN X, B
2, TURAEMEANEFEFHENRERNREFFHESIXE, UXMARNREXBRELETZEERSHE
FimfEME£BRE, FAREREZEFHNESMLEIREPIEEN , ZXIFEETEMN SDK (FE
FIRM4HSE SDK 53 SDK FIAREBBE ) -

SEAULTHEERELIIEE

region-%= AWS configX#fi% &, AWS_REGION - SfEZEE, aws.region-JVM REE M : XR
Java/Kotlin

FEE AWS #E3R AWS XiF FANERIAE. HXEATFRIEHSEXEN SDK BRZER.
BRINE : T, HAABEELE,
BNE :

- AATAIERSHEMXBAE , BXRIEK , HSHE AWS —FSEHH AWS REHS. f
m, ZEFLET Rus-east-1IREN AWS Xif BRI ( FF LI ) -

« aws-global NRXFART RZAEZFEMN L BLRTRNBRFEELRLHKTR , HlW
AWS Security Token Service (AWS STS) FL & i#h 8] 2 176 Bk %5 (Amazon S3) Service,

£ config XHHIREEN R
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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[default]
region = us-west-2

Linux/macOS B HF{TIRBENRETEN R
export AWS_REGION=us-west-2

Windows BE G B 1TIREHETEN RA :
setx AWS_REGION us-west-2

AREH SDK HE'HRENR , TATENRARFABFRERIUNXE, BXEAEES , BSHENE
E AWS SDK FF & &5/,

5 AWS SDK A M

AT SDK X FEAREFH TR IIEERRE. FRESBo HIAMEREEEE, AWS SDK for Java
AWS SDK for Kotlin M —X#F{E[ JVM RSB HIRE,

SDK ¥ BIEREZER
B

AWS CLI v2 % AWS CLI v2 £ {EA{EAWS_REGION ZHifE A F{EM{E
¥ AWS_DEFAULT_REGION ( BANEEEBUETF ).

AWS CLI v1 X AWS CLIv1 ffEFHAWS_DEFAULT_REGION HitHHI#HEHIR
¥ BTE,

EHT C++ B9 SDK -3
=

EHAT GoV2(1.x) W SDK X
b=

EAT Go1x (V1)K SDK F EMFAHRE config XHIRE , LTI/ MELE ST INEL A I
¥ BBz

EATF Java 2.x B9 SDK x
b=

AWS X1 84


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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SDK EAREZER

FEHATF Java 1.x B9 SDK

& A F JavaScript 3.x By E 4
FAIES

& A F JavaScript 2.x 9 SDK

& AT Kotlin 8 SDK

EATF NET 3.x 89 SDK

EATF PHP 3.x By SDK

& A F Python (Boto3) K
SDK

It SDK fEF & AWS_DEFAULT_REGION MR ERIE
A =N: 0

& T Ruby 3.x #J SDK

EA T Rust B SDK

FAF PowerShell

3

#
b3
#
b3
#
b3
#
X
#
X
#
X
¥
b3
B
b3
#
X
#
X
¥

AWS STS XL &IwTT K

BINER T , AWS Security Token Service (AWS STS) AlEN £ BRS &R , H BB AWS STS #
REBEETNENKIET mShttps://sts.amazonaws.com. £ERERMHFBEZELRE (#BEFEIL
i) Kifl. AWS BIUEAXE AWS STS K AT FRLREMHT K. H% AWS STS L5 KA
EFZELR |, S AWS Security Token Service APl SE & iR &,
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
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fER BT 5 ABCE L I RE

sts_regional_endpoints-3= AWS configX#iZi&, AWS_STS_REGIONAL_ENDPOINTS - ¥k

i::—ﬁ- =

& B E SDK 5 T Ef#E A F5 AWS Security Token Service (AWS STS) B{SH AWS R
£ e

A Yed

ZRIAE : legacy

@ Note

2022 £ 7 A2 E R E T SDK EERAE I IA N regional, K SDK EERRAK
AIRELMIBRILIZEH EAregionalTH. A THAMEERRKNWER , RIMNBWEBRT
REENARFPIFREMAregional,

BXE : (BWWE : regional)

- legacy— XU AWS XiFfEA £ AWS STS Lix T X : ap-northeast-1, . ap-
south-1, . ap-southeast-1, ap-southeast-2, aws-global, ca-central-1., eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, . us-
east-1, us-east-2, us-west-1, Hlus-west-2, sts.amazonaws.comfig Ht X EH
HEAEE BN KRR

. reglonal— SDK ST EAAFE A YaTElE XM AWS STS KixTi =, Hlin , mMRFES

B E N EAus-west-2 , MIXIKYPRE A AER AWS STS Rz EIX l‘i, U Rsts.us-
west-2.amazonaws.com , MAR£Ksts.amazonaws.com&iFET R, BEFALIRER [
2RAHTRREER , BALUFXFHIZRENRN aws-global,

£ config XHHIEEXLEN A

[default]
sts_regional_endpoints = regional

Linux/macOS B s FITIREFREEN A
export AWS_STS_REGIONAL_ENDPOINTS=regional

Windows Bl fF S TIREBINETEMN KA :

AWS STS Kt & i = 86



AWS BHFRTEGNTE SEES

setx AWS_STS_REGIONAL_ENDPOINTS regional

5 AWS SDK A M

LA SDK X EFEARFBHTRNINEEFIRE., FIEZ 2 HISNMERIEEH, AWS SDK for Java
AWS SDK for Kotlin M — X #FHEM JVM REBEHIRE.

SDK X BEARNEZER
2
AWS CLI v2 &8 BRIAEN regional,
EAT C++ B SDK 2 AREFHETEMconfigX#HiRE. SDK Bl regionaliRi&
2 BT,
ERT GoV2 (1.x) B SDK X
b=
EAT Go1x (V1)K SDK F EMFEAHRE config XHIRE , KIS MEE LA INE A I
¥ BBz
ERT Java 2.x ) SDK %
b=
ERAT Java 1.x ) SDK %
E==
FEH T JavaScript 3.x WE 4 X
FEIES =
ER T JavaScript 2.x B SDK X
%
& AT Kotlin # SDK 7N
X
1%
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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SDK ¥ BEFREZER
£
FEHAT NET 3.x B SDK X
=
FERT PHP 3.x B SDK b3
=
& F Python (Boto3) Y 53
SDK #
EFR T Ruby 3.x B SDK 53
=
EAT Rust B SDK -3
b=
AT PowerShell %
=

MR F FIPS i &
FERAUTHERELLINEE -

use_dualstack_endpoint-H= AWS configX#fi%iE, AWS_USE_DUALSTACK_ENDPOINT - ¥
BEETE aws.useDualstackEndpoint-JVM RZE 4 : XBR Java/Kotlin

Fr B SDK R E BB HERIF[AIZFR. EiFH 7HXEF IPv4 F IPv6 umiﬂ’]ﬂﬁﬁiiﬁﬁ, L,
%2 Amazon Simple Storage Service Al P8I E A Amazon S3 MUK IR R XK
EATREXSE,

ZRiA{E : false

B¥ME :

* true - SDK T EFZHEARNHER KRR HMEFR, MRRSN/H AWS KB FEXNRME
BHim R, WE SRR KM

+ false - SDK T EFALERAIHER IR KR HMEFR,

MHERRF FIPS s = 88


https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
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use_fips_endpoint-3= AWS configX#fi&E, AWS_USE_FIPS_ENDPOINT - SREAEE,
aws.useFipsEndpoint-JVM REE M : {XPR Java/Kotlin

FFEgxH SDK A TERBEAE FIPS Wik R KEFER, BRIBESLEIRE (FIPS) REEBA
WHEERENZEN—RILZLER, BUTFNNE, SEXREARFESKRBBATT RS LA
EBSF FIPS 55 55, 54 AWS IHS ARG , FIPS S EARFS FIPS 140-2 89 TLS Fi4FE, @
REAKKRE , A BBHNERSHAFE FIPS LinT R AWS X , Il AWS I ATRER KK, 4
E T RS MR 2 A% AWS Command Line Interface BE & B - -endpoint-ur i,

EFATHRESHMASNEE FIPS KT o AWS X185 , FSHEEREXIM FIPS KT a, B
< Amazon Elastic Compute Cloud fRFix SRV EZFEE. , i5ZH Amazon EC2 API & R XU
% (IPv4 # IPv6 ) U &,

ZRIAME : false

BENE :
« true - SDK I ENEFE FIPS Wik KIZiF K,
« false - SDK L EFFRLEAE FIPS Wik R & XiER,

5 AWS SDK A M

AR SDK X FEAREFH TR IIEERRE. FrEEBn HIAMEREIEEB, AWS SDK for Java
AWS SDK for Kotlin # — X JVM REBEHRE,

SDK ZEAREZEER
AWS CLI v2

EHT C++ B SDK

EAT Go V2 (1.x) B SDK

SEBAF Go 1.x (V1) B SDK

MHERRF FIPS s = 89


https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
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SDK EAREZER

FEHAT Java 2.x B9 SDK

/

FEHAT Java 1.x By SDK T

EH T JavaScript 3.x B4
FEAIEQ

=R T JavaScript 2.x # SDK

& AT Kotlin 8 SDK

EATF NET 3.x 89 SDK

& FF Python (Boto3) BY
SDK

EH T Ruby 3.x 9 SDK

EAT Rust B SDK

52
52
52
X
52
& T PHP 3.x #§ SDK 53
*
*
52
52

AT PowerShell

X

B
b3
E=
E=
=
E=
E=
E=
=
E=
=
E=
=
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS A AT EGNITE SEE™
Ll h
I B=, !

SDK EAmRXIKIFEBRFZHS ( AFHESHHERN URL) , BERDATUREHRE AWS F
EFR URL, X8 , ZHRRBRAULLEIRMNFTHIHR. RERSEEEENHS. HR , BALLE
BITHNBIERERNBESKRSTANRER. RRITHRRE , RBERZiR SR EAaReE,
flan | 3¥F Amazon Timestream , SDK &% HiDescribeEndpointsiERUR R TAMIRSR , RE
FRXER QSRS ERE |, fliiCreateDatabasemCreateTable,

ER AT B AB B L Ih &

endpoint_discovery_enabled-# = AWS configXHiRE,
AWS_ENABLE_ENDPOINT_DISCOVERY - }fEZ £, aws.endpointDiscoveryEnabled-JVM R4
B : XIR Java/Kotlin, EEEERBHEEE , FEEEREHEIFE SDK,

F B =< DynamoDB & im T S &,

£ Timestream REE XML R , £ Amazon DynamoDB 2 &M, Lthik BERIA
Atruem , false BEFBARTRFREFTERK/KXI, BHERIEREKIAStrue , Amazon
DynamoDB &R EIAN. false

BENE
« true-NWFHRALZINEAEMNERS , SDK NEFERLZIHR.
« false - W FiHR AR AENIRS , SDK AR EFIEIR XK S

5 AWS SDK A M

LT SDK XFEAREFH TR IIEERRE., FRE o HIsNEREEEE, AWS SDK for Java
AWS SDK for Kotlin M — X 3#E{W JVM REBHIRE,

SDK X BARESZER
#

AWS CLI v2 £

BEAT C++ B SDK =

EAT GoV2 (1.x) 4 SDK £

)=V &) 91


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs

AWS BHFRTEGNTE SEES

SDK EAREZER

4 Mt

EAT Golx (V1) SDK R EFAHE config XHRE , BAF S MELE X H NI Ih
B BEHLIE

EAF Java 2.x B9 SDK 2 FEAT Java By SDK 2.x AWS_ENDPOINT_DISCO
VERY_ENABLED F{EHEBETZTEEZ .

FERAT Java 1.x B SDK B AXEFIVM RSB,

FEAT JavaScript 3.x N4 R
FERIES

FEHA T JavaScript 2.x ¥ SDK £

& AT Kotlin B SDK =

SEAT NET 3.x #§ SDK =

&R T PHP 3.x #§ SDK =

& FF Python (Boto3) #Y =

SDK

EHA T Ruby 3.x B9 SDK =

& AT Rust # SDK T A& HF Timestream,
o

AT PowerShell

i

EAEERE
SDK X#%— LA TEE SDK BAMANENRE.

ER AT BABLE L 2N RE -
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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api_versions-*ZE AWS configX#i&k &

B AWS B4 2/ AP IRAZFRERE. BIAMBERT , SDK # AWS CLI BEFHAEK
FE T APl FRAR, SIERFERSERN API IRARAEEWER | BELSH D AERF RN

api_versions iXi&,
BINE : Ko ( SDK EAMEH API A, )

BRE : ZR—MRERE , FEE —THSZTHE , BTRR - AWS RSMEERRY API it
R, BETHEAWLE API RAAA |, SR % AWS RS54,

2RI conflgIﬁ:FF I AWS IRSIRE 74 ER APl ARZE, XL APl IRA XA TEIEX
LRENEENHTETHG T, FAEMRSHNGTEERIZRSH APl BYRIIRA

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle-#= AWS configX#ikE, AWS_CA_BUNDLE - SEEE
BEEREY SSUTLS EENEFANBEERREST (FERABN .pem HXXH ) KRR
RINE . E

BYE : EEXERENEANGFR. URFEESRNHE  WRESZHE PATH MEREEE
M XK PERIZEF.

# config XA HIREMER R :

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

Linux/macOS Bl S TIRENETEN KA
export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar0d5.pem
Windows B G TR EREZTEHN RH

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar@5.pem
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output-*£= AWS configXHiRiE
BESEREURHA AWS SDK AWS CLI 1T EFRMERIRE,
ZRIAE : json

BME :

 json- % XA JSON FREMEN,

« yaml - % XA YAML FRFENKR,

« yaml-stream - #HERINLEH XA YAML ZRHENRN, BRIIGERELIE KB HIER
B,

- text - HHXASNMHRFIBFRABRETHERN XX T HAE T ARG ESS (0
grep. sed & awk ) REMA.

« table - HHRARBER , EFAFH +- WEKETKRILE, EBELARCEBRENEE
XHERALHEMERXERZ AR, EMNREFARHFIRBLAER.

parameter_validation-3= AWS configX#i& &

IBE SDK R LEETRTITSHEAZD AWS B A2 282K iFiX LS,
ZRIAE : true
BWE

* true - FRINE, SDKHTERTHTITSHNEFSHRBIE, XBBT SDK A TEBIASHESR
B, AR —LHEIR, SDK HTEALUER AWS RS iR [RARIETE R Z BIEL TR ER.

- false— SDK AT EEF W TITSHREE AWS RFiR[AZA TN EH#ITRIE, AWS BRF
i RATWIUEFT R ERHEL TR ER,

5 AWS SDK WA M

AR SDK X FEAREFHFTRMIIEERRE. FrEEBn HIANMEREIEEBE, AWS SDK for Java
AWS SDK for Kotlin # — X #&F{E{a JVM REEHRE,

SDK ¥ FEAHESZER
2

AWS CLI v2 E8 api_versions AFX#E.
ﬁJ\
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#table-output
https://docs.aws.amazon.com/cli/latest/userguide/

AWS BREFRTEBHMNITE

et

SDK

ERAT C++ 1 SDK

FERAT Go V2 (1.x) B SDK

FEHAT Go1.x (V1)K SDK

EATF Java 2.x B9 SDK

ERAT Java 1.x By SDK

FEH T JavaScript 3.x B4
FEIES

FEH T JavaScript 2.x B SDK

E AT Kotlin B SDK

FERTF NET 3.x 8 SDK

FEHAT PHP 3.x # SDK

vl s I

Dy i s I A, i I i R

BERESER

A%¥ api_versions # parameter_validation o

A% ¥# api_versions #Hl parameter_validation o
EFHAHAE config XHRE , XAF S MELE XA NI Ih

gt ; B HK1E,
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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SDK ¥ BEFREZER
#
& A F Python (Boto3) KJ 52
SDK 73
& F T Ruby 3.x #J SDK b3
b=
EAT Rust B SDK T
-3
b=
AT PowerShell D
53
b=

IMDS & F i

SDK {5 F TH 6] & 1% B9 18 SR Sk 2 e SRl T BB AR S5 AR AR 2 (IMDSV2) & F i, BX IMDSV2 WE ZE
B, BSEEBT Linux =4I89 Amazon EC2 AFEEH A IMDS v28i& B F Windows SE4I#Y
Amazon EC2 AFEEHMEH IMDSv2, IMDS BF i a[iEY SDK KBESRENEF IREEXN R
HITEE,

ERLAT A EBLE L 20 RE -

retries - EFIREEXN KK R
EARMEEROFANEIRREK
MINE : 3

BWE: KF 0 WEF,
port - EFIKELEX RK A

gy oh N
ZRIAE : 80
BME  BFE,
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/configuring-instance-metadata-service.html

AWS B F AT ESHNIE

SEES

token_ttl - B IRELEN KK A
THH TTL.
BRIAE : 21,600 ¥ (6 /BT, D ECRYRKETAE]),
BYE  BF,

endpoint - B IREEN KRR A

IMDS #yi Ko

BRIAE : IR endpoint_mode F T IPv4 , MIBERINESK N http://169.254.169.254, TR

endpoint_mode & F IPv6 , MERIAHR A http://[fd00:ec2::254],

BRE : BB URI

Z SDK X IFLU TR, BEXFMAFE , ESHALNRE SDK KBE,
endpoint_mode - EF B BN KK A

IMDS Hy ik SHE=.

FIAE : IPv4

BEME : IPv4, IPV6
http_open_timeout - EFIREEN KK A ( BMATEEBAITE )

EHFEETTHYH
FMINE 1B

BME: KF 0WHF,
http_read_timeout - EFIREEXNRKA ( BMAIBEEMATRE )

BRE—MNREREV D B
FMINE 1B

BME: KF 0WHF,
http_debug_output - EFIREEXNRKA ( BMARBMTE )

REA T A H R

IMDS % i
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ERIANE : Fo

BME : BREY 1/O % , &1 STDOUT,
backoff - EFIRELEXYRAK R ( B ABERATE )

ERXERZARENYHY , IFFFRENERDEATHREBRA, XSBZRIANEREIREKE,
%ﬁi}\ﬁ . Izl SDK ﬁﬁdE'I"o
EXE : A SDK MR, AUREE , LA RN BENHBWREA,

5 AWS SDK A M

LA SDK X EFEARFBHATRNINEEFIRE. FIEZ 2 HISNMERIIEEH, AWS SDK for Java
AWS SDK for Kotlin M — X #FHEM JVM REBEHIRE.

SDK EAREZEER
AWS CLI v2
ERAT C++ #y SDK A IMDSv2 (REEREBER . iHSH IMDS FEiFiREE,

FERAT Go V2 (1.x) B SDK

EATF Java 2.x B9 SDK

ERAT Java 1.x B9 SDK

X
X
FEATF Go1x(V1)HWSDK X
3
X
X

& AT JavaScript 3.x B4
FEIES

X

B
53
=
E=
E=
E=
=
E=2
=
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS BHFRTEGNTE SEES

SDK X FEXHEZER
B

AT JavaScript 2.x B SDK X%

& AT Kotlin B SDK

FEAT NET 3.x B SDK

EHA T PHP 3.x B SDK

& FF Python (Boto3) Y
SDK

& T Ruby 3.x #J SDK

EAT Rust B SDK

FAF PowerShell

gl N o o S

BiR1TH
FRTNBIEA SDK WALILME AWS RS K HIERTIS B XK+ RENRE,
AT AR BILTIEE -

max_attempts-H= AWS configX#i%E, AWS_MAX_ATTEMPTS - PFEZ £, aws .maxAttempts-
JVM REE M : {XBR Java/Kotlin

BENFERBTHRAZ R,

AE : WRKREEE , WEBRIAEBRRFretry_modeiREMNE :
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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« MRretry_modeRlegacy - FHAKET SDK HWEIAE ( BFEBLEHIEE SDK 8= SDK #
RIBELLT fmax_attemptsERiAE ) o

« MRretry_mode@standard - 2R =X,

« MRretry_modeRadaptive - Z2iIR =X,

BENE : KT 0EF,
retry_mode-HE AWS config3(#i% &, AWS_RETRY_MODE - ¥F 5% & aws.retryMode-JVM %
SiEM : XR Java/Kotlin

EE SDK XA R TEMAERER,
FRIANE : legacy—BRIAME R KB,

BEME
« legacy - BETHEMN SDK ( FEFEIEE SDK s SDK RIRIBE ) .

 standard— ¥ AWS RH#F X TESNREERANE, EEXTE-ARENERER |, #
XEPHERER#A. BRIEmax_attemptsBABEE , BN HEX TRIANBERZHRE N =R,

 adaptive - —MXBMHEHKRN , IFERAERKNINE , BEEIFEFRT R, BHTHER
EXRBHEHN , HFRAESHEITA,

fEstandardfadaptiveEHER 2 B # TIEF
BRIECHEBCHAZEES , BNRMNEBVEFEAstandardEHER, adaptive

(® Note

Zadaptive RN R EEERIE/GIWARS AIREREFRAERKMLEFE K, MRIRFIXH
g, MAMBRR AN ERERAR —NEF K , BA—DPRFEFHRE TRIIEBN THEX R
RAER

Standard H3&E RN
NARRFRAA - £36, NARERREA

1. NIRRT =R
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SEES

Standard

% Fr M ER SABA LIE SDK 72 # M A [H) & 1
T H B R A A 4 3 i MR

KEABIERE—RERZH , RQIMERER,

BEN

2. EPHLARTRENER , HE , KEERM
B, SMEREEHRNRSRREMBLE
P o

% Fr T ER SABR LIE SDK 72 H M A [H) & 1l

RSB BIFRNARSHRARERED K
WOERVEE | BARENAEIR 8 hNAY o] RE 1

A BARBI IR IR E R =R

MBEEREMadaptivetlBX |, MEHNARFHSAESETEZIRHN ST REERTF K, £iX
MERT , RRELTBHA AR , MANNEERESMNER. AWS RS AWS RS AT B Hib4EE K
BR&IER, EFEATLAL T DynamoDB RS 65l. DynamoDB AWS X183 £iF F ik 1IE £ i (7] B 2% 3R R
HER, XERELNRBEEHRN —NRIUELEEMREZRE, MRENRBERAR —NEF R
WRIMER , HAXNEP—IMRHVERZZRSG , EENEREXNTRERFERNBERER, &0
KIBRORITT N B R egion-and-table XY EHE —NEF ik, MREEEAadaptiveBXITIBEIE /N

B, BZRAMARSHEE AWS XH5ER.

ERENRIAT

LR RstandardfadaptiveFHERERNN S RARE

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)
}

ERER W)
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}

UTRXTHREPMALAHENEZFHAEER :
GetSendToken:

THEEXEadaptiveBEHERXTEA. THRERTETATEEIER , NMBFHTRSERERE
R, SDK FFin A BB N PRIERWFERRAE ST A 2T LE,

BEFREEREE—EZE  CRIOATFUATBESERFANEMERLHIER, B2, ERNEIZR
WIMRfE , BF R4S rate-of-request S EIMHNARE, MRKEBIKIIN ML |, SHEREth & HNE
buc

o EHENERRE , SDK AT AR EIERNRERER | UEEFEEMNN AWS BRFEE.
SendHTTPRequest:

RZH AWS SDK A EREEME HTTP FE |, IHEMAILERE HTTP ARNESFAIAE
#, BY K BATTRHER , EEWBERNESEEAER, BTHRNER  EERNTREEFERAE

SN
“JNo

RequestBookkeeping:

MBRERKD , WNEHFEREH. NEadaptiveEHERXT , RAZEE maxsendrate 2RFEUEF
B9 e 57 3 B 1T E T

Retryable:
LS RBTFEUTHARBERSTUEHMA

- HTTP RASRE,
- MIRFIRER IR,
o EEEIR , EXN SDK RN EM4EEIR , EhRKRBIRERSH HTTP R,

BEATEEIR ( HTTP JRZSRES 400, 408, 500, 502, 503 1 504 ) MITFHREEIR ( HTTP RAERE
400, 403, 429, 502, 503 Ml 509 ) MAREHER, SDK ERITARESHRNBIRSPHEMLE
EHEER,

MAX_ATTEMPTS:
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HconfigXHRERIMELEIETE.

HasRetryQuota

LSPREREEREFFFRESHE  NITHRERER. EXEHIBR -l LT A TRKIHER
RIHLEl, XLERIFMKE T SDK , BEGRBTE M in , ANEERBTRS KR, HBERBTEHERE
KWet , TRANERESTESRBER , FEBEREAFITE, ZRERRTERN , FREEHABER.

ExponentialBackoff

MNTAUERNER , FREKNNERERRITEEIRIER, SDK £/ #3589 &l — it Hl 5 e
B ATEEERT WA ER LA WE R E L EERRAT ) ( AN EL ) -

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

HEREES  LTHEER -

b

random number within the range of: @ <= b <=1

r =2

RZ¥ SDK I MAX_BACKOFF = 20 seconds. EZHEMNEE SDK EREIRABHTEIA.
5 AWS SDK M s#&

LT SDK XFEARFFEH TR INEERRE., FrE B0 HIsEREEEE, AWS SDK for Java
AWS SDK for Kotlin M — X #FM JVM REBHIRE .

SDK ¥ BEAREZER
3

AWS CLI v2 =

FEHAT C++ 1 SDK =

ERTF GoV2 (1.x) I SDK £

SERTF Go 1.x (V1) B SDK

7|

ERAT Java 2.x B9 SDK B
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/

AWS A AT EGNITE SEE™

SDK X BEHESER
#
EHA T Java 1.x 9 SDK = JVM RGEM . #FHcom.amazonaws. sdk.maxAttemp

ts fX¥aws.maxAttempts ; M com.amazo
naws.sdk.retryMode &, aws.retryMode

FEA T JavaScript 3.x N4 R

FRAIES

SEAT JavaScript 2.x ) SDK & XBRAFRAH. TRINERERARATERRENE
E M FEEDL

&M T Kotlin /9 SDK 2

EA T NET 3.x # SDK =

AT PHP 3.x 8§ SDK =

& FF Python (Boto3) Y =

SDK

& F T Ruby 3.x #J SDK =

EH T Rust B9 SDK =

AT PowerShell =

HRESA

AWS HEXFERER ARV ERN , SDK MTEAUEHERERNE. AWS RS ERERAE
FEBIRS < ERTm ENERTES , TR B RS ZEBIEAMENERZEMNEI , TR
PHATRSNBERARADPNRE M S B RMIER, #HITEHY , SDK T TELEFIRS M SDK #
XENRIBEE, BR , HEARENRBIIRNEE gzip , BEXRRAELYT R.

MEEWNARFERANRE Amazon , NERES AT 8E45 5B A CloudWatch, CloudWatch 2 —Ii
BEAAMNERS , EUAER, BEHRNEHNEIRERENRERE, XSBEEHRNRSREN—IR
52 CloudWatch#y PutMetricDataAPI 15 3%,

ER AT B ABL B L 20 EE
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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disable_request_compression-#= AWS config X #HiZiE,

AWS_DISABLE_REQUEST_COMPRESSION - ¥ EZ £, aws .disableRequestCompression-JVM
REREM - R Java/Kotlin

FREHXF SDK R TERBFELAXBERZERETRAE
ZRIAE : false

BWE

« true - XMAERESR.

« false - RATREEABERESR,

request_min_compression_size_bytes-} = AWS configXX#
% &, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - INEXLE

E,

aws.requestMinCompressionSizeBytes-JVM R&E M : {XPR Java/Kotlin

RE SDK R TENEFNFEREXHNRNKRND (AFZTRHEM ) . ESR , MEBRBEATES
THEEK, Qi , F2E-ITR , FHTEHZEFEEN. ZESSEE , KTHETZENE
RARDNFRELE

ERIAE : 10240 FH

BME : tF 02 10485760 =1 (ZEER ) 2 ANEHRE,

5 AWS SDK B A M

LA SDK X EFEARFBHTRNINEEFIRE. FIEZ 2 HI/NMERIEEH, AWS SDK for Java
AWS SDK for Kotlin # — X & JVM REEHRE.

SDK ¥ BRAEAFIEZER
1
AWS CLI v2 %
1=
EAT C++ 1 SDK 53
1=
ERTF GoV2 (1.x) I SDK %
1=
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs

AWS BHFRTEGNTE SEES

SDK ¥ BEAREZER
=
FBEATF Go1x(V1)WSDK F
3
%
ERATF Java 2.x B SDK ¥
=
FEAT Java 1.x B9 SDK =
3
=
ER T JavaScript 3.x WE#H# X
FAIES b=
EH T JavaScript 2.x B SDK T
53
b=
EAT Kotlin B SDK -3
&
FERAT NET 3.x 8 SDK -3
b=
EHAT PHP 3.x 8 SDK ¥
%
& F Python (Boto3) KJ 52
SDK S
& AT Ruby 3.x By SDK X
£
FEAT Rust B SDK T
3
%
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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SDK ¥ BEFREZER
£
BT PowerShell -3
b=
BETHRSNIRR

BETRSHER/EERMST —MMED , JERAEN API WEREREEENER , ARFZER
XERBEAIURE T IFRIRR, VPC ImQAME=F A #th AWS FFRHE. FRINEK A 23 AT
AHRRMEFRIR, EAILAN B AWS BRSFHEER R URL.

ER AT BABLE L IhRE -

endpoint_url-#= AWS config3#fi&iE, AWS_ENDPOINT_URL - 3RiE3FF &, aws.endpointUrl-
JVM REEH : IXBR Java/Kotlin

ERETREXHHPEEIFENNMEREEEN , LREFEEATHERSERNKER, Lixte
BEMERENFERS KBS,

BB LAERE AWS config W EANservicesH o P EAMREN BT ERSZIRE B EN LRiR
TRo BX services T FWAHEFEANMERSIAFTEHANIIR , BSRABETHRSNIRS
HFRIRRT o

ZRIAE : none

BWE  2ERAEHAMENLN URL, URL JRUIAREE —MNREAH , ZEAHF8F -1 EZ2H
BRERER,

AWS_ENDPOINT_URL_<SERVICE> - }fEZ £, aws.endpointUrl<ServiceName>-JVM REE
% . {XPBR Java/Kotlin

AWS_ENDPOINT_URL_<SERVICE> , Efi<SERVICE>E#: AWS RS iRE , AT HEERKZIRE
HEMARTR. BXBFETHRSHWAERETENIIR , TSRS ETRS Wi L FREE,

WS ERS K ASESE AWS_ENDPOINT_URL iR EMNEM2BiK R,
2RIAE : none

BHE : S ERRAEEMENN URL, URL AIEREE —MREAH , ZE#ITE I 2N
B
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https://docs.aws.amazon.com/powershell/latest/userguide/
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ignore_configured_endpoint_urls-3= AWS configX 4
% &, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - IREZT £,
aws.ignoreConfiguredEndpointUrls-JVM REE 4 : {XBR Java/Kotlin

RERT2HME BE KRB

BFEE, TieiEENM , BEFEARBYIEIRSEFAHERS LRENFMERN KR, Hlw, £--
endpoint-urlPHFEEBTITSHIHHS URL FBAF P inERBFREAEN. AWS
CLI

ZRINE : false

BXE

« true - SDK RTEFLMHE config XHFHFMETEFEREMA T RERS URL WETE XL
[i=hriasi

« false-SDK HTEFEAHRE config XHHIMRZEH AP RENEM T HRR.

FERARETEXRBAERS
ENFERSHERKBBEIBEN S URL , i5i&E AWS_ENDPOINT _URL 2B ETE,

export AWS_ENDPOINT_URL=http://localhost:4567

EFH NP ELRT R URL WEREH AWS RF BIBE L LIHT R URL ,

P fEFJAWS_ENDPOINT_URL_<SERVICE>¥#EZ &, Amazon DynamoDB

B —serviceld/DynamoDB, X T ULARS , s URL MREE R
AWS_ENDPOINT_URL_DYNAMODB, Utim=4L5 F1E AWS_ENDPOINT_URL A RFIEEN £ Bi%

/AN O

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

B3 —FlF , AWS Elastic Beanstalk H—serviceId/{Elastic Beanstalk. ¥r AWS RS iR
ﬁ%? API & G ZEKserviceIdBBR N TR , HEMEFEAE, N REEATHESH

&, RKIFELTE RN AWS_ENDPOINT_URL_ELASTIC_BEANSTALK. BXEETRESWFIEIRE
XEE’\JEIH% , BZHHRE T RS WK SRR

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

BETERSHHS 108
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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FHARE config XHEBEix S
HEHE config XHH |, endpoint_url AFAREMLE USRI EHI AL,

« endpoint_url E#EE profile HEEEAFEZHAR AT RIHR.

« endpoint_url fRETE services o FHBRFSHIRFEAT , FRHL/LCERTRAZBRF KL
BER, BRERE config XHFHEN services THIFMAER , FSH BE 4R,

LT RBIER services EXREEA T Amazon S3 WEETRESMNES URL A TFEHMFAERS
NEENZER®RA

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

BABRBEMXHTUNZSNRSEERS. LRAIEB\NMAER—BEEXH+H RN Amazon S3 RERS
BEMNLIET 2 URL, AWS Elastic Beanstalk AWS Elastic Beanstalk 5 —serviceId/ Elastic
Beanstalk., #5 AWS RS REFET API RE | FrFrEZEKserviceIdBR N TN |, HF
MEFH/NE, At , RFFRRAFHLEALTN elastic_beanstalk HEFHBRELIR EIZHE%
elastic_beanstalk = . HX services THEFANMERSIMAREBHANIIXR , FSHEE
T RS iR S PR IR,

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

‘“REEE T AIAESANMEXHHRER. Hl , AAEESXHEE RE AT E S E MR ] A A
EfY services X :

[services testing-s3]
s3 =

BETERSHHS 109
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

ERETAGHNZUEEREEXHFPEERS

MRENEEXHEEETACHEIL , MXEFIERES IAM KABBINEN source_profile
SHEEN , WFATEGRFEAFMEEREXHNBRFEE, cerFEAXKEACHNEEN 4. §
m, ERAUTHE config X# :

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

MBEBERE B B HERBHIER Amazon EC2 , Nix LG8 https://profile-b-ec2-
endp01nt aws., MREHRBOHEMERRIZSALEER , NKILBETETEREMTEENEE. %

RIACHBTEEEXHFAPELNLERIRR. EFLBRANEENG B AN , CEEERERE
Iﬁ'— B Hi%E endpoint_url, BX source_profile 1&%%?%’7%%\ , BERARKAAGEITREM
£

& RY 4L SE R

ZUREREN ATLENER , EBRRSRAE-—MIMALER. XN THEAEEN AP BA AWS RS,
ﬁﬁuTllbﬁf RIEFR(E

1. ERBHRIRSELRAE DRENEAE N RESL LT HEMEERE,
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« ¥F AWS CLI , XR--endpoint-url@HTSHEMNE. XT SDK, EXFEATUR AL
FEEBI AWS RS B indEEN R RENS BN,

2. BB ETHRSWRRELZ2RMAE |, 5120 AWS_ENDPOINT_URL_DYNAMODB.

3. AWS_ENDPOINT_URL £ Rin R ETERHENE,

4. % endpoint_url i ERMHMNEBREEHRE config XHM services B FHWRSIFRFZH
To

5 #£= config X#H profile FEZEIEEMN endpoint_url RERMHHWE,

6. X/aEAEMN AWS ARS imR URL TR AR R URL.

5 AWS SDK A M

LA SDK X EFEARFBHTRNINEEFRE. FIEZ 2 HI/NMERIIEEH, AWS SDK for Java
AWS SDK for Kotlin ff — X #FF{A JVM REBHIRE,

SDK ¥ EERESER
#

AWS CLI v2 =

EAT C++ B SDK B

BAT GoV2(1.x)WWSDK £

EAT Go1x (V1)K SDK &

FEATF Java 2.x B SDK B FTEFHZconfigHRE ;| TXHFHMREEE,
%

SEAT Java 1.x B SDK &

FEAT JavaScript 3.x 4 R

FEIES

FEH T JavaScript 2.x ¥ SDK &
& T Kotlin 89 SDK =
FEAT NET 3.x 8 SDK =

BETRFHIHK 111


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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AWS B F AT ESHNIE

SEES

SDK

FEHAT PHP 3.x 8 SDK

& A F Python (Boto3) KJ
SDK

EF T Ruby 3.x B SDK

EA T Rust B SDK

FAF PowerShell

HBET RSN [LARIREF

X BERESER
B

=
=

=
=

fim

7|

fim

BRIAURFEMLERTRPOVIMAFNES , HEH BETRSHNIRS,.
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