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"IntegrationTypes": ["SEND_FINDINGS_TO_SECURITY_HUB"],

"id": "example-corp-network-defender",
"regionsNotSupported": "us-west-1",
"commercialAccountNumber": "111122223333",
"govcloudAccountNumber": "444455556666",
"chinaAccountNumber": "777788889999",

"name": "Example Corp Product",

"description": "Example Corp Product is a managed threat detection service.",
"importType": "BATCH_IMPORT_FINDINGS_FROM_CUSTOMER_ACCOUNT",
"category": "Intrusion Detection Systems (IDS)",
"marketplaceUrl": "marketplace_url",

"configurationUrl": "configuration_url"
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* API Firewall

* Asset Management
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* Backup and Disaster Recovery
* Breach and Attack Simulation
* Bug Bounty Platform

* Certificate Management

* Cloud Access Security Broker

* Cloud Security Posture Managemen
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* Configuration and Patch
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* Configuration Management
Database (CMDB)
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* Database Activity Monitoring
* DDoS Protection
* Deception
* Device Control

* Dynamic Application Security
Testing

* Data Encryption
* Email Gateway
* Encrypted Search

* Endpoint Detection and Response
(EDR)

* Endpoint Forensics
e Forensics Toolkit
* Fraud Detection
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* Micro-Segmentation
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Company: Product Name

Description

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamco laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration
1. Purchase a subscription to this product in the marketplace: Purchase [£}
2. Follow the integration's configuration instructions: Configure [

3. Choose Accept findings below

Status
(® Not accepting findings | Accept findings ‘

MR BB SXLE R TFRER , Security Hub @RI HNEFEGRKEEN 40px , RARER
175 pxo XS EIGMHIRTE Security Hub $#2&| A EMERAN,

TEREABERYTNBRNERSERRESHEIRHT T LR,

A BRa AN 31



AWS Security Hub

EREREREREREREK

S
Nz

® Original size: 175px x 40px

@ EXAMPLE

@ EXAMPLE

Company: Product Name

Description

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor incididunt
ut labore et dolore magna aligua. Ut enim ad minim venlam, quis nostrud exercitation
ullameo laboris nisi ut aliquip ex ea commedo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product in the marketplace: Purchase [
2. Follow the integration’s configuration instructions: Configure [

3. Choose Accept findings below

Status
() Not accepting findings

Accept findings

® Original size: 133px x 75px (reduced to 70px x 40px)

®

EXAMPLE

EXAMPLE

Company: Product Name

Description

Larem Ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor incldidunt
ut labore et dolore magna aligua. Ut enim ad minim veniam, quis nostrud exercitation
ullameo laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product In the marketplace: Purchase [
2. Follow the Integration’s configuration instructions: Configure [

3. Choose Accept findings below

Status
(© Not accepting findings

Accept findings

(® Original size: 275px * 40px (reduced to 175px x 29px)
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@ WIDER EXAMPLE

Company: Product Name

Description

Larem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamee laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product In the marketplace: Purchase [
2. Follow the Integration's configuration Instructions: Cenfigure [

3. Choose Accept findings below

Status
© Not accepting findings

Accept findings
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2. Follow the Integration’s configuration Instructions: Configure [ 2. Follow the Integration’s configuration Instructions: Configure [5
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Accept findings ONot find Accept findings

SIEMEXNBEL RAVREN

iR AT 72 61 R AN B 37 45 RATAWS Security Hub , BEELATEN :
FEREMA(L , BUERF AR H R EUE B,

ERFLENNTINMMEER , HTRELREHMRIAMXK, ATIRFX—R , 4RNE
BUTHE :

s B ENZAEENERIEERR.

- HAINIZE—TERER

o HAIRZABEANREEH,

HAELEREEZINLREEHUHEN , ERAREEXNZIAESE RXETI.
Ffﬁﬁﬁﬁ?ﬁ—T—EQERQTEUAWSSecurlty Found #&= (ASFF), RRFEF k5 Security Hub fE1 EMERYSK

I

E Pt , Security Hub ASFF At £ B RIEFREBEREINENZE,

BERZEMEHRESENEZAELSE RN Security Hub fRAF, ROBELSBMIITNERZLE
B RO RIRM Security Hub k £{E1E,

REBLRIANITR, TERFRBEMERETS,.

Security Hub T2 —MNBEAMW B EEBR IR, &RNiZE Security Hub ZESERIENBAEL R ,
EFANEEBR, MEESEMEELREXEK,

BIEMEH B EL R RN 33



AWS Security Hub SRR S AL SR AU AU A AL
HERERAAHIRMN , FEMERER , MARCBRMNERER,

HRELR (FINTERDBIEFIRARF ) REEAZH , HEE-IMFINERER,
g, KA ENROPAHBZERERATERSEARFEN. BT OB FE#RT ,
Rt 2= EXRENERI, EERS| DMBENMOERE R E#H LXBE M EHFE TOR TR EX
MongoDB i A #4173k Q13 # Y BN R B T

AUEFEENMMNNEAN , FEERAE L,

ERFERBARELERTFTR , FEEEREREREMX,

i, B HERBREKSRERERGRRBNFFRREPMEE, RENBFRETEE D,

FFAE LSRRG E|AWSSecurity Finding &3 (ASFF)

fEF AT AN R4 RS 2] ASFF, BXE N ASFF ZERAXN R FEM R , iHSFAWSSecurity
Finding #& = (ASFF)##IAWS Security HubFl F157.

HAAER
SchemaVersion R4 7 2018-10-08,
ProductArnARN 2AWS Security HubZ Bl 44 R .

IdR Security Hub AIRREIRIMNE, ERERIMAFLARK - , LARRMERAESERTWE
=, BEEHRAESER  FEAMEBMAREFREXERER.

GeneratorIdAI AR — WIS E T USEERMZEE T , 10 S GuardDuty FRM 25
ID , AWS Configid %25 ID = IAM 57 2 #7858 ID,

Title 1 Description
TitleNBEAXRZEMERN—LEE, TitleBEEREANNKERSIH 256 NERF,

FEKNIFMAELRMEIDescription.DescriptionBRERENNKEREIN 1024 NEHF, R
ALEREMRPRIMER. "OIMT :

"Title": "Instance i-12345678901 is vulnerable to CVE-2019-1234",

ASFF BRET N 34


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html

AWS Security Hub ERERERERERERER

"Description": "Instance i-12345678901 is vulnerable to CVE-2019-1234. This
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Security Hub A F 15 74.

RERBRXNE
XLEXFHAE : AWS Security HUbAPN E4EIKFEIRAEALLLE L RIEER R B ERTFE,
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EEUHTREAERFHALEZET —RBNIRE , LMEE Security Hub 55X ?

—ESERFETRERS” BmPEARSEECNIFERBEEK. XAUREEANEERFEMN
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R Z TS E| ASFF, B2 $the section called “ASFF BRET AN,

. EM AT @ Security Hub KIXAFELE RN IBEWRAEL RNEN, BEFBRH RN the section

called “BIEZMEF R EL EH RN,

.RBEPAEIEAEL, Hl0 , AWS CloudFormationBiZA< 7] LUK Z)iX N B 8,

ERENRERF A EFRERERH. 49



AWS Security Hub ERERERERERERER
g. EXEFALATEN™RNEMBEEXAE (RBEAN ) .
h. B ~RE Security Hub EIBABIE K o
i. EXEHESAMNE (WGBS, FRE. RULITH. W, XBXR).

5. RXEMEUHELENRERMAL ? MANFAWSERERKIEE Security Hub MRS ?

= Security Hub FARARRIELFEE. , iHEA<securityhub-partnerseamazon.com>.

EEtAMNBFBREELBER ARN,
6. T AIiZ[E Security Hub &iXBRLERBIH K I 2

Security Hub EMMHBAE TRV EINERNWHE,. Fit , BRBREXETAELTRNMENBEL
%,

fln , —LRAEBRENERIANRAEERETEN 10 27 RE 3 27U LHNEBRE TS RS
(CVSS) 8%,
7. MERKIEE) Security Hub BEBLEREM 3% 2

XERFENSE
- REZEBCEENFAEL RAWSHKF #ABatchImportFindingsoperation.

s BALERNEFPIKF R EXBAELREBatchImportFindingsoperation. {RAILMERARBRIZA R
Bt BXEFETFTRSEN,

BREAMNEAIEREBatchImportFindings , 5 Mthe section called “HY 5 F 4
NIBatchImportFindingsAPI”.

8. IMAR R R I HHEIEF Security Hub XKFIAIRTI R ?

BEKENLERTFARNSGE , AN EEERB TENERLT RNEREN,

flan | —LESEREERT — Python NARRF , ZNMARRF TLMERAWS CloudFormationfif
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Resource: 'arn:aws:securityhub:<region>:<account>:product/mycompany/myproduct’
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{

Action: 'securityhub:BatchImportFindings',

Effect: 'Allow',

Resource: 'arn:aws:securityhub:<region>:*:product-subscription/mycompany/
myproduct'
}

12fFARFmiTH ?

EEREEEENRFTRNAEER , BF (IIRREFIENBEKRKFABHNEHENRE ) XA
VEmilE. EBIRFHATHEX—®RE , IFZEFEAERT. I TMAPIHRITLIIRE | t16E
HEnableImportFindingsForProductAPI #&4E,

FRITFAFRRRER  BRNEFERSRESERHNBAEER, BXEHAES , F5H FH
ESIEIEN

Security Hub A EEK IR A T KRB MY B IR K EE

* BATCH_IMPORT_FINDINGS_FROM_PRODUCT_ACCOUNT

* BATCH_IMPORT_FINDINGS_FROM_CUSTOMER_ACCOUNT

EEERFEARIRED , B LUER — M AR R A K,

5BATCH_IMPORT_FINDINGS_FROM_PRODUCT_ACCOUNT , &R BN~ @ ARN A5 HA K F @
Security Hub KX AELE R,

BEBATCH_IMPORT_FINDINGS_FROM_CUSTOMER_ACCOUNT , B REEMITRENEZEFIKF P KIx1A
BER,

BRIFFEFEETEBAKFHRIMNT —EERAKF, EFRFREAEEQRITRENAKF ? E2F
FRWNEEBEAKFITR , ARRUTUBEMERAKF AN RRELEZPAELR ?
e B e R B ERBEE A K EM N ATE KA K I ENER,

BERMRABNKFHTRITHE. AU APl LUREF RN ER I ERE,
14~ m ARN 24 ?
7= m ARN =2 Security Hub ALK, ATRIXBAELERNVE—RRF. X TF5 Security

Hub ERMNENT R , BHMSWEI -1 R ARN, EEFHm ARN SR EIEL4 Security Hub
NEBNKNLERN—E5. ZB~m ARN WRIVFEMBR. 7f&m ARN EANTER :
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arn:aws:securityhub:[region code]:[account ID]:product/[company
name]/[product name]

IR
arn:aws:securityhub:us-west-2:222222222222:product/generico/secure-pro

SERFIRGET XS EDE Security Hub W EMXEHM™m ARN. K/ ID, KRN~ mBHEENSHENR
FRIXNBFERE, BREHRBIN , BRXEZF2EXRSEM ARN XENEFAEE. XERBL4ME
IR EL RV X,

—NERANEIRRERKS ID AEEST THENKS,TE, K/ ID F2ER. FARKBEN—
B, BRI “RE" K ID. IKF ID EBIEREEN™m ARN 1,

2 Security Hub EHXHFF RS , ©4 B3I ERIREXBAIE XL XA ™ m ARN.

BANKFIELBEEFAET M ARN, EIREIESAH™R ARN 28] , BRI UEALK ARN B2
T &K P iR S AR,
15J8 Security Hub &% 45 3 M iZ £ F B f 4% =X 2

INTE PR A4 RAWSSecurity Find #3 (ASFF), BXEFHAFEL , HZH. AWSSecurity Finding
#%3 (ASFF)HRHIAWS Security Hub i F1ET.

RITNHEER  REAERXTHDWREEESH Y RME ASFF B, BENFE , 4l
fProductFieldsFResource.Details.Other A FEMHBF AT L EETMEN FENHIE.

16 EFEAN ERKIFELHETRIMAA?

BUTFRAELERRIZEEEF K REBA Security Hub KB4 T K.
17 EME ALK E X HL T /5K ?
&2 Security Hub &K ix ¥ = 53K.

1BERAUREREXHAELERE ?

Security Hub R XA i AR RBX I AELS RAWSERS , 01 & # GuardDuty, Amazon
Macie I Amazon Inspector, MREHZE - AF , Security Hub T IERIRR K B T EH XY
HAELER,

MENEZEN LR, BN EMAFIAAXEAET R , T ASFF W R REEFASAELETRNX
EHICE, B2 , ProductArn %M 5K T m i X Th,
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19REHBFEEERNANNES HHRFTL?

—RARARZ A LAH#E 100 MR 240 KBBatchImportFindings. HEBAH LB R ATRES MY &
o, EEILRE,

A DA ER BT EKFHN —HBAELER, B2, MR PNEMIKS RITE Security
Hub , MEAMNMEXIF A M, X= API Gateway E R E R I BR I,

2 Fthe section called “BY A AENBatchImportFindingsAPI”,
0K A UMK VBN BAEERKIEAEHMDG ?

=0, MRERIXVAEEREEHRERNE R ARN AIHENERER D, eRBEZZREERN
ZEIHSE. FER  AARESRRESR , AN ZRXTBNFES R,
XIHT AN ERERBEF TR,

N RALREHMA RN AELE RNEHREED ?

20, MREEFBFEIHEBatchUpdateFindingsAPl #E | A LME R ZREEFELEFE,
WREEEHRES. SIEM, RIERSGURE2EH. B3{LAIEE (SOAR) FAEEM,
22 BELE R ?

Security Hub E EXREFH BHIE 90 RGERTH, HlkzfE , SENMNAELS R FM Security Hub
AEBROpenSearch&E %,

MREFEAHBENERER D EFERERABZERERELH , W& Security Hub H 612
— PN ERE R

Z P A CloudWatchfH A &SRB H Security Hub B5EZ . XEMALAFIEAELERAIZSA
BEFEREN B R,

— %KL , Security Hub ZIWEE 90 RAIB—RFMWRAELR  MAEKEEHRAEL R,
23Security Hub & & T+ L BR#| ?

Security Hub BR#IGetFindingsAPI A , RN KEER I RIE R A EEZEEACloudWatchE 4,

Bk T API Gateway F Lambda 8 AR HIZ AR SN , Security Hub T HNIPRSS. SEKNER
B PSR A E AR

24 WIRBRSS R%F Security Hub BB E S RAVET M HIER SLA XN RIAMBAER AL ?

54


https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchUpdateFindings.html

AWS Security Hub ERERERERERERER

BHRRABBAXNNASRELRNBELERNEN. ZNZEURREERENE DM
H &£ F Security Hubo

25 3N{AT 23k B Security Hub BI4ER ?

EREWLER  BEAUTEZEZ—.

- MIEBRELER#F LBz KIEZICloudWatchE#H, B A BIESEMN CloudWatchHAELE R X
EEFEB (Bl SIEM 2 S3 7 ) E4MAN . IhsEEA T & SGetFindingsAPI #
(=

« ffFCloudWatch B E X EEMNSEH, Security Hub R EFMNEH A TIEBREBENAELE RN
BEREAHANEREUER, HlI , M TFEELEREEE SIEM, ESRE, XFAREE
THERE. XFREFE Security Hub IHITHEBIR DK TEREN —B0. XEHEHMNEENL
B1E,

HRAFEEEEIRER |, CloudWatchE#4 RN IXERERINCIEN, RATNURAXNIHEER
R THECloudWatchift & = AFEE RFE—MoNSEHANM B IR, HIER , LIETRE
RS ER BRI A 4 R K IEFICloudWatchE 4+, B MiZX B4R EEL RXIIT.

EA AR B E IR 1E AP IR4E |, fliNCreateActionTarget , MER N ER B CIETA
B 1E ( BlanfE AAWS CloudFormation ) o #RiE B BAfE A CloudWatchZE4 M N API #4E3RK 622
#HRiCloudWatch5 B E UG EXBRNEHMN ., FEHAWS CloudFormationt&4k , ¥Rt o] LA 612
CloudWatchSE## N 7] Ezh M Security Hub #EVFIE X R EB B ERFENFIERIE R,

26 EERLIRFIRAE (MSSP) B A Security Hub SEMHERHALAER ?
EATE R Security Hub ERBIE P RAFRSH —5
YRRIZA BBRRER Security Hub B A = 3044,

MR MSSP REHIBME |, 1 45E R[E Security Hub KX REL R,

R MSSP R EISR B Security Hub FHRELE R , t1ZE D AHMEAWS CloudFormation i Fi% &
& YK E R CloudWatchSE S AN

273F MSSP APN BW & EK KK Security Hub SEUKHBHAER?
MEBERE APN ZHEEMURE , MATLARR A Security Hub B EMX £, IERIZIRRXF D FAAEHIT
%, R NARBEERE P IITUTRE,
- FAEFEEMN IAM IPRIZE Security Hub,
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- FRARFNAPEENHFTELNEERA , HENEEANM I RGHNE (1SV) BRAREE
#| Security Hub,

- BBEFHITES= M
- BYESREFERNBE
- HEAENIRE,

o HIEIITEF A,

- HWERFE Security Hub EMMEFRAENPRIEA T, XLEXHH Security Hub BRI,

Fo
MRE B E R

&
&

TEEARTT 5 ERHIW5,
28BS EEFEES Security Hub WERBTALER?

Security Hub MEERF=mzBNEREREMRASERFNBRESRNESEL TR BNHE
FREKNREIETET 15 78,

MREFERRHEBEZFFHAWSHEF | fRMIZFAHAWS CloudFormation Al T R{L R AVIE
Ro —EEERFURT —RAER , XX TSESM,
29BHI XM ERRATA?

EAIMR A — NME MR M5 Security Hub Z RIS MR BT A ISR, BIEEAAWS
CloudFormationTemplate

ZXEERTIEBXRREM ASFF NER. B4k , XNZIEEATARBEL RN ASFF &
BERE, MREEEAMUNNEAREN , BEULEERXEELIREEXE,
ZRAFEHMWEERER -
« B Security Hub 5% HY 52 F =4
- REMBAELRNTHE
- BHEREN
- REFNTFRFHHX
- BIEERLE REIKIEE Security Hub Z [BIRYZER
- REEMBAELER
30T ARBEXNE ?

BNEMEN EEHERELAELAR. RRRBBRXHAN | THHES 5 ERPLLN
AARE BT NIRRT,
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Security Hub HCreateInsightAPIl #1E, BAUEEFFKFFLIEZBEXABEENEHN -5
AWS CloudFormationTemplate iX £ L& & RIEZF FHIEHIA £,

31K AT AR AU RAR /N EBHFID 2

BRI, SReEtIRRELRE,
RN ENRARMFA?

#Z @ Security Hub EMEE.
IBERNERNRAREREN —EB5 , MA@ Security Hub EEAIKFIZRBELR ?

FRAEIRENT R ARN FREL R KER Security Hub UK |, FHus-west-2#ERiZt X,
REL RN IFELUKF SBAwsAccountIdASFF §iig, EREUELK - S8 , B8R Security
Hub Mo

FERRNEZEFABBBEESISMIASHEE. FEBFERATAFETR. SERARMNKELKE
i, BERNBNEETRHERAXLERE,

4 L5R A THH EERA R 4LBatchImportFindingsiZf ?
Security Hub 2B MR F W EBatchImportFindings. EEF X EEMMRII, KWHEIR
E5,

35IRARSS TR MR R IRAL IR 2

BRIRS A RAIEEIRGE, S EERER. ERAH. REFNER, biE4mE2Es
Security Hub RIBHLHI&IEH RIRHEIRE S

363 T % LR E A LA IR TP A ?
M4& ACL M= A ER T (R itk AT 2R RAY K A) B &R H#E ping

fAuthorizerConfigurationException2HEXNHEIREIEAwsAccountIdE
ZProductArn.

HEHEBRSER , HEBUTAR
« AwsAccountId@FUEER 12 K,
« ProductArnMEALL T : arn: AWS: Security Hub:<us-west-2 or us-

east-1>: <accountId>: F=ml/<company-id>/<product-id>

P 1D 5 Security Hub FIBAIRHA R~ R ARN R EEMNKS ID FEEX
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GRREZPBE=ZAMXE,

RBERE , FERERNERREIERERBEESRNAR X,
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