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参考

《服务授权参考》提供了每项 AWS 服务支持的操作、资源和条件键的列表。您可以在 AWS Identity 
and Access Management (IAM) 策略中指定操作、资源和条件键来管理对 AWS 资源的访问权限。

内容

• AWS 服务的操作、资源和条件键

• 相关资源

AWS 服务的操作、资源和条件键

每项 AWS 服务都可以定义在 IAM 策略中使用的操作、资源和条件上下文密钥。本主题介绍如何记录
为每项服务提供的元素。

每个主题由各个表组成，而表提供可用操作、资源和条件键的列表。

操作表

操作表列出所有可以在 IAM policy语句的 Action 元素中使用的操作。并非服务定义的所有 API 操作
都可以用作 IAM policy 中的操作。某些服务包括与 API 操作不直接对应的仅限权限的操作。这些操作
以 [仅限权限] 表示。使用此列表可确定哪些操作可用于 IAM policy 中。有关 Action、Resource 或
Condition 元素的更多信息，请参阅 IAM JSON 策略元素参考。操作和描述表列是自描述性的。

• 访问级别列描述如何对操作进行分类（列出、读取、写入、权限管理或标记）。此分类可以帮助您了
解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅了解策略
摘要内的访问级别摘要。

• 资源类型列指示操作是否支持资源级权限。如果该列为空，则操作不支持资源级权限，并且您必须在
策略中指定所有资源（“*”）。如果该列包含一种资源类型，则可以在策略的 Resource 元素中指定
资源 ARN。有关资源的更多信息，请参阅资源类型表中相应的行。一个语句中包括的所有操作和资
源必须相互兼容。如果您指定的资源对操作无效，则任何使用该操作的请求都会失败，并且语句的
Effect 不适用。

必需资源在表中以星号 (*) 表示。如果在使用该操作的语句中指定资源级权限 ARN，则它必须属于该
类型。某些操作支持多种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种
类型而不使用其他类型。

操作、资源和条件键 1

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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• 条件键列包括可以在策略语句的 Condition 元素中指定的键。可能支持将条件键与操作或操作和特
定资源一起使用。请密切注意该键是否与特定资源类型位于同一行中。该表不包括适用于任何操作或
不相关情况的全局条件键。有关全局条件键的更多信息，请参阅AWS 全局条件上下文键。

• 除了操作本身的权限以外，相关操作列还包括成功调用该操作所应该具有的任何其他权限。如果操作
访问多个资源，这可能是必需的。

并非在所有情况下都需要相关操作。有关为用户提供精细权限的更多信息，请参阅各个服务的文档。

资源类型表

资源类型表列出您可以在 Resource 策略元素中指定为 ARN 的所有资源类型。并非可以为每个操作
指定每种资源类型。某些资源类型仅适用于某些操作。如果在语句中指定一种资源类型并且操作不支持
该资源类型，则该语句不允许访问。有关 Resource 元素的更多信息，请参阅 IAM JSON 策略元素：
Resource。

• ARN 列指定，在引用该类型的资源时必须使用的 Amazon Resource Name (ARN) 格式。前缀为 $ 
的部分必须替换为您的方案的实际值。例如，如果在 ARN 中看到 $user-name，您必须将该字符串
替换为实际用户的名称或包含用户名的策略变量。有关的更多信息 ARNs，请参阅 IAM ARNs。

• 条件键列指定条件上下文键，只有在 IAM policy 语句中同时包含该资源和上表中的支持操作时，才
能在该语句中包含这些键。

条件键表

条件键表列出可以在 IAM policy 语句的 Condition 元素中使用的所有条件上下文键。并非可以对每
个操作或资源指定每个键。某些键仅适用于特定类型的操作和资源。有关 Condition 元素的更多信
息，请参阅 IAM JSON 策略元素：Condition。

• 类型列指定条件键的数据类型。该数据类型确定您可以使用哪些条件运算符以将请求中的值与策略语
句中的值进行比较。您必须使用一个适用于数据类型的运算符。如果您使用不正确的运算符，匹配始
终会失败，而策略语句从不适用。

如果 Type (类型) 列指定某种简单类型“…列表”，则可以在策略中使用多个键和值。使用条件集前缀
以及运算符执行此操作。使用 ForAllValues 前缀指定请求中的所有值必须与策略语句中的值匹
配。使用 ForAnyValue 前缀指定请求中至少有一个值与策略语句中的其中一个值匹配。

主题

资源类型表 2

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html#identifiers-arns
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
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• AWS 账户管理的操作、资源和条件键

• AWS Activate 的操作、资源和条件键

• Amazon AI 操作的操作、资源和条件密钥

• Alexa for Business 的操作、资源和条件键

• AmazonMediaImport 的操作、资源和条件键

• AWS Amplify 的操作、资源和条件键

• AWS Amplify 管理员的操作、资源和条件键

• AWS Amplify UI Builder 的操作、资源和条件键

• 适用于 APIs 亚马逊 MSK 集群的 Apache Kafka 的操作、资源和条件密钥

• Amazon API Gateway 的操作、资源和条件键

• AWS App Mesh 的操作、资源和条件键

• AWS App Mesh（预览版）的操作、资源和条件键

• AWS App Runner 的操作、资源和条件键

• AWS App Studio 的操作、资源和条件键

• AWS App2Container 的操作、资源和条件键

• AWS AppConfig 的操作、资源和条件键

• AWS AppFabric 的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 AppFlow

• Amazon 的操作、资源和条件密钥 AppIntegrations

• AWS Application Auto Scaling 的操作、资源和条件键

• AWS Application Cost Profiler 服务的操作、资源和条件键

• Application Discovery Arsenal 的操作、资源和条件键

• AWS Application Discovery Service 的操作、资源和条件键

• AWS Application Migration Service 的操作、资源和条件键

• Amazon 应用程序恢复控制器的操作、资源和条件键-Zonal Shift

• AWS Application Transformation Service 的操作、资源和条件键

• Amazon AppStream 2.0 的操作、资源和条件密钥

• AWS AppSync 的操作、资源和条件键

条件键表 3
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• Amazon ARC 区域切换的操作、资源和条件密钥

• AWS Artifact 的操作、资源和条件键

• Amazon Athena 的操作、资源和条件键

• AWS Audit Manager 的操作、资源和条件键

• Amazon Aurora DSQL 的操作、资源和条件密钥

• AWS Auto Scaling 的操作、资源和条件键

• AWS B2B Data Interchange 的操作、资源和条件键

• AWS Backup 的操作、资源和条件键

• AWS Backup Gateway 的操作、资源和条件键

• B AWS ackup Search 的操作、资源和条件键

• AWS Backup 存储的操作、资源和条件键

• AWS Batch 的操作、资源和条件键

• Amazon Bedrock 的操作、资源和条件键

• Amazon Bedrock Agentcore 的操作、资源和条件密钥

• AWS Billing的操作、资源和条件键

• 成本管理仪表板的操作、资源 AWS Billing 和条件键

• AWS Billing 与成本管理数据导出的操作、资源和条件键

• 和成本管理定价计算器的操作、资源 AWS Billing 和条件键

• 和成本管理推荐操作的操作、资源 AWS Billing 和条件键

• AWS Billing Conductor的操作、资源和条件键

• AWS Billing 控制台的操作、资源和条件键

• Amazon Braket 的操作、资源和条件键

• AWS Budget Service 的操作、资源和条件键

• AWS BugBust 的操作、资源和条件键

• AWS Certificate Manager 的操作、资源和条件键

• AWS Chatbot 的操作、资源和条件键

• Amazon Chime 的操作、资源和条件键

• AWS Clean Rooms 的操作、资源和条件键

• AWS Clean Rooms ML 的操作、资源和条件键

条件键表 4
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• AWS Cloud Control API 的操作、资源和条件键

• Amazon Cloud Directory 的操作、资源和条件键

• AWS Cloud Map 的操作、资源和条件键

• AWS Cloud9 的操作、资源和条件键

• AWS CloudFormation 的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 CloudFront

• Amazon 的操作、资源和条件密钥 CloudFront KeyValueStore

• AWS CloudHSM 的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 CloudSearch

• AWS CloudShell 的操作、资源和条件键

• AWS CloudTrail 的操作、资源和条件键

• AWS CloudTrail 数据的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 CloudWatch

• Amazon App CloudWatch lication Insights 的操作、资源和条件键

• Amazon CloudWatch 应用程序信号的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 CloudWatch 显而易见

• Amazon CloudWatch Internet Monitor 的操作、资源和条件密钥

• Amazon CloudWatch 日志的操作、资源和条件密钥

• Amazon CloudWatch 网络综合监控器的操作、资源和条件密钥

• Amazon CloudWatch 可观察性访问管理器的操作、资源和条件密钥

• Amazon CloudWatch 可观测性管理服务的操作、资源和条件密钥

• AWS CloudWatch RUM 的操作、资源和条件键

• Amazon Sy CloudWatch nthetics 的操作、资源和条件密钥

• AWS CodeArtifact 的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 CodeCatalyst

• AWS CodeCommit 的操作、资源和条件键

• AWS CodeConnections 的操作、资源和条件键

• AWS CodeDeploy 的操作、资源和条件键

• AWS CodeDeploy 安全主机命令服务的操作、资源和条件密钥

条件键表 5
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• Amazon 的操作、资源和条件密钥 CodeGuru

• Amazon P CodeGuru rofiler 的操作、资源和条件密钥

• Amazon CodeGuru Reviewer 的操作、资源和条件密钥

• Amazon Sec CodeGuru urity 的操作、资源和条件密钥

• AWS CodePipeline 的操作、资源和条件键

• AWS CodeStar 的操作、资源和条件键

• C AWS CodeStar onnections 的操作、资源和条件键

• AWS CodeStar 通知的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 CodeWhisperer

• Amazon Cognito Identity 的操作、资源和条件键

• Amazon Cognito Sync 的操作、资源和条件键

• Amazon Cognito User Pools 的操作、资源和条件键

• Amazon Comprehend 的操作、资源和条件键

• Amazon Comprehend Medical 的操作、资源和条件键

• AWS Compute Optimizer 的操作、资源和条件键

• AWS Config 的操作、资源和条件键

• Amazon Connect Cases 的操作、资源和条件键

• Amazon Connect Customer Profiles 的操作、资源和条件键

• Amazon Connect 出站活动的操作、资源和条件密钥

• Amazon Connect Voice ID 的操作、资源和条件键

• AWS Connector Service 的操作、资源和条件键

• AWS Management Console 移动应用程序的操作、资源和条件键

• AWS 整合账单的操作、资源和条件键

• AWS Control Catalog 的操作、资源和条件键

• AWS Control Tower 的操作、资源和条件键

• AWS 成本和使用情况报告的操作、资源和条件键

• AWS Cost Explorer Service 的操作、资源和条件键

• AWS 成本优化中心的操作、资源和条件键

• AWS 客户验证服务的操作、资源和条件键

条件键表 6
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• AWS Data Exchange 的操作、资源和条件键

• Amazon Data Lifecycle Manager 的操作、资源和条件键

• AWS Data Pipeline 的操作、资源和条件键

• AWS Database Migration Service 的操作、资源和条件键

• Database Query Metadata Service 的操作、资源和条件键

• AWS DataSync 的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 DataZone

• AWS Deadline Cloud 的操作、资源和条件键

• AWS DeepComposer 的操作、资源和条件键

• AWS DeepRacer 的操作、资源和条件键

• Amazon Detective 的操作、资源和条件键

• AWS Device Farm 的操作、资源和条件键

• Amazon DevOps Guru 的操作、资源和条件密钥

• AWS 诊断工具的操作、资源和条件键

• AWS Direct Connect 的操作、资源和条件键

• AWS Directory Service 的操作、资源和条件键

• AWS Directory Service Data 的操作、资源和条件键

• Amazon DocumentDB Elastic Clusters 的操作、资源和条件键

• Amazon DynamoDB 的操作、资源和条件键

• Amazon DynamoDB Accelerator (DAX) 的操作、资源和条件键

• Amazon A EC2 uto Scaling 的操作、资源和条件密钥

• Amazon EC2 Image Builder 的操作、资源和条件密钥

• Amazon EC2 Instance Connect 的操作、资源和条件密钥

• Amazon EKS Auth 的操作、资源和条件键

• AWS Elastic Beanstalk 的操作、资源和条件键

• Amazon Elastic Block Store 的操作、资源和条件键

• Amazon Elastic Container Registry 的操作、资源和条件键

• Amazon Elastic Container Registry Public 的操作、资源和条件键

• Amazon Elastic Container Service 的操作、资源和条件键

条件键表 7
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• AWS Elastic Disaster Recovery 的操作、资源和条件键

• Amazon Elastic File System 的操作、资源和条件键

• Amazon Elastic Kubernetes Service 的操作、资源和条件键

• AWS Elastic Load Balancing 的操作、资源和条件键

• AWS  Elastic Load Balancing V2 的操作、资源和条件键

• Amazon Elastic 的操作、资源和条件密钥 MapReduce

• Amazon Elastic Transcoder 的操作、资源和条件键

• Amazon 弹性 VMware 服务的操作、资源和条件密钥

• Amazon 的操作、资源和条件密钥 ElastiCache

• AWS Elemental Appliances and Software 的操作、资源和条件键

• AWS Elemental Appliances and Software 激活服务的操作、资源和条件键

• AWS 元素的动作、资源和条件键 MediaConnect

• AWS 元素的动作、资源和条件键 MediaConvert

• AWS 元素的动作、资源和条件键 MediaLive

• AWS 元素的动作、资源和条件键 MediaPackage

• AWS Elemental MediaPackage V2 的动作、资源和条件键

• AWS Elemental MediaPackage VOD 的操作、资源和条件键

• AWS 元素的动作、资源和条件键 MediaStore

• AWS 元素的动作、资源和条件键 MediaTailor

• AWS Elemental Support Cases 的操作、资源和条件键

• AWS Elemental Support Content 的操作、资源和条件键

• Amazon EMR on EKS (EMR Containers) 的操作、资源和条件键

• Amazon EMR Serverless 的操作、资源和条件键

• AWS 最终用户消息 SMS 和语音 V2 的操作、资源和条件键

• AWS 最终用户消息社交的操作、资源和条件键

• AWS Entity Resolution 的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 EventBridge

• Amazon Pip EventBridge es 的操作、资源和条件密钥

• Amazon EventBridge 计划程序的操作、资源和条件密钥

条件键表 8
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• Amazon EventBridge 架构的操作、资源和条件键

• AWS 错误注入服务的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 FinSpace

• Amazon FinSpace API 的操作、资源和条件密钥

• AWS Firewall Manager 的操作、资源和条件键

• Amazon Forecast 的操作、资源和条件键

• Amazon Fraud Detector 的操作、资源和条件键

• AWS 免费套餐的操作、资源和条件键

• Amazon FreeRTOS 的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 FSx

• Amazon GameLift 服务器的操作、资源和条件密钥

• Amazon GameLift Streams 的操作、资源和条件密钥

• AWS Global Accelerator 的操作、资源和条件键

• AWS Glue 的操作、资源和条件键

• Glue 的操作、资源和条件 AWS 键 DataBrew

• AWS Ground Station 的操作、资源和条件键

• Amazon GroundTruth 标签的操作、资源和条件密钥

• Amazon 的操作、资源和条件密钥 GuardDuty

• Healt AWS h 和 Notifications 的操作、资源 APIs 和条件键

• AWS HealthImaging 的操作、资源和条件键

• AWS HealthLake 的操作、资源和条件键

• AWS HealthOmics 的操作、资源和条件键

• Amazon Honeycode 的操作、资源和条件键

• AWS IAM Access Analyzer 的操作、资源和条件键

• AWS IAM 身份中心的操作、资源和条件密钥

• AWS IAM 身份中心目录的操作、资源和条件密钥

• AWS IAM Identity Center OIDC 服务的操作、资源和条件键

• AWS Identity and Access Management（IAM）的操作、资源和条件键

• AWS Identity And Access Management 的操作、资源和条件键

条件键表 9
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• AWS Identity Store 的操作、资源和条件键

• AWS Identity Store Auth 的操作、资源和条件键

• AWS Identity Sync 的操作、资源和条件键

• AWS Import Export Disk Service 的操作、资源和条件键

• Amazon Inspector 的操作、资源和条件键

• Amazon Inspector2 的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 InspectorScan

• Amazon Interactive Video Service 的操作、资源和条件键

• Amazon Interactive Video Service Chat 的操作、资源和条件键

• AWS Invoicing Service 的操作、资源和条件键

• AWS IoT 1-Click 的操作、资源和条件键

• AWS IoT Analytics 的操作、资源和条件键

• AWS IoT Core Device Advisor 的操作、资源和条件键

• AWS IoT Device Tester 的操作、资源和条件键

• AWS IoT Events 的操作、资源和条件键

• AWS IoT Fleet Hub for Device Management 的操作、资源和条件键

• AWS 物联网的操作、资源和条件键 FleetWise

• AWS IoT Greengrass 的操作、资源和条件键

• AWS IoT Greengrass V2 的操作、资源和条件键

• AWS 物联网任务的操作、资源和条件键 DataPlane

• AWS 物联网托管集成的操作、资源和条件密钥

• AWS 物联网的操作、资源和条件键 SiteWise

• AWS 物联网的操作、资源和条件键 TwinMaker

• AWS IoT Wireless 的操作、资源和条件键

• AWS IQ 的操作、资源和条件键

• AWS IQ Permissions 的操作、资源和条件键

• Amazon Kendra 的操作、资源和条件键

• Amazon Kendra Intelligent Ranking 的操作、资源和条件键

• Amazon Keyspaces（针对 Apache Cassandra）的操作、资源和条件键
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• Amazon Kinesis Analytics 的操作、资源和条件键

• Amazon Kinesis Analytics V2 的操作、资源和条件键

• Amazon Kinesis Data Streams 的操作、资源和条件键

• Amazon Kinesis Firehose 的操作、资源和条件键

• Amazon Kinesis Video Streams 的操作、资源和条件键

• AWS Lake Formation 的操作、资源和条件键

• AWS Lambda 的操作、资源和条件键

• AWS Launch Wizard 的操作、资源和条件键

• Amazon Lex 的操作、资源和条件键

• Amazon Lex V2.的操作、资源和条件键

• AWS License Manager 的操作、资源和条件键

• AWS License Manager Linux Subscriptions Manager 的操作、资源和条件键

• AWS License Manager User Subscriptions 的操作、资源和条件键

• Amazon Lightsail 的操作、资源和条件键

• Amazon Location 的操作、资源和条件键

• Amazon Location Service 地图的操作、资源和条件键

• Amazon Location Service 地点的操作、资源和条件密钥

• Amazon Location Service 路线的操作、资源和条件键

• Amazon Lookout for Equipment 的操作、资源和条件键

• Amazon Lookout for Metrics 的操作、资源和条件键

• Amazon Lookout for Vision 的操作、资源和条件键

• Amazon Machine Learning 的操作、资源和条件键

• Amazon Macie 的操作、资源和条件键

• AWS Mainframe Modernization 应用程序测试的操作、资源和条件键

• 适用于 AWS Mainframe Modernization Service 的操作、资源和条件键

• Amazon Managed Blockchain 的操作、资源和条件键

• Amazon Managed Blockchain 查询的操作、资源和条件键

• Amazon Managed Grafana 的操作、资源和条件键

• Amazon Managed Service for Prometheus 的操作、资源和条件键
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• Amazon Managed Streaming for Apache Kafka 的操作、资源和条件键

• Amazon Managed Streaming for Kafka Connect 的操作、资源和条件键

• Amazon Managed Workflows for Apache Airflow 的操作、资源和条件键

• AWS Marketplace的操作、资源和条件键

• AWS Marketplace Catalog 的操作、资源和条件键

• AWS Marketplace Commerce Analytics Service 的操作、资源和条件键

• AWS Marketplace Deployment Service 的操作、资源和条件键

• AWS Marketplace Discovery 的操作、资源和条件键

• AWS Marketplace Entitlement Service 的操作、资源和条件键

• AWS Marketplace Image Building Service 的操作、资源和条件键

• AWS Marketplace Management Portal 的操作、资源和条件键

• AWS Marketplace Metering Service 的操作、资源和条件键

• AWS Marketplace Private Marketplace 的操作、资源和条件键

• AWS Marketplace Procurement Systems Integration 的操作、资源和条件键

• AWS Marketplace Reporting 的操作、资源和条件键

• AWS Marketplace Seller Reporting 的操作、资源和条件键

• AWS Marketplace Vendor Insights 的操作、资源和条件键

• Amazon Mechanical Turk 的操作、资源和条件键

• Amazon MemoryDB 的操作、资源和条件密钥

• Amazon Message Delivery Service 的操作、资源和条件键

• Amazon Message Gateway Service 的操作、资源和条件键

• AWS Microservice Extractor for .NET 的操作、资源和条件键

• AWS  Migration Acceleration Program Credits 的操作、资源和条件密钥

• AWS Migration Hub 的操作、资源和条件键

• AWS Migration Hub Orchestrator 的操作、资源和条件键

• AWS Migration Hub Refactor Spaces 的操作、资源和条件键

• AWS Migration Hub 策略建议的操作、资源和条件键

• Amazon Mobile Analytics 的操作、资源和条件键

• Amazon Monitron 的操作、资源和条件键
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• Amazon MQ 的操作、资源和条件键

• 用于多方批准的操作、资源和条件密钥

• Amazon Neptune 的操作、资源和条件键

• Amazon Neptune Analytics 的操作、资源和条件键

• AWS Network Firewall 的操作、资源和条件键

• 网络流量监控器的操作、资源和条件密钥

• AWS Network Manager 的操作、资源和条件键

• AWS Network Manager Chat 的操作、资源和条件键

• Amazon Nimble Studio 的操作、资源和条件键

• Amazon One Enterprise 的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 OpenSearch

• Amazon OpenSearch Ingestion 的操作、资源和条件密钥

• Amazon OpenSearch Serverless 的操作、资源和条件密钥

• Amazon OpenSearch 服务的操作、资源和条件密钥

• AWS OpsWorks 的操作、资源和条件键

• AWS OpsWorks 配置管理的操作、资源和条件键

• AWS Organizations 的操作、资源和条件键

• AWS Outposts 的操作、资源和条件键

• AWS Panorama 的操作、资源和条件键

• AWS Parallel Computing Service 的操作、资源和条件键

• AWS 合作伙伴中央账户管理的操作、资源和条件键

• AWS 合作伙伴中心销售的操作、资源和条件密钥

• AWS Payment Cryptography 的操作、资源和条件键

• AWS Payments 的操作、资源和条件键

• AWS Performance Insights 的操作、资源和条件键

• Amazon Personalize 的操作、资源和条件键

• Amazon Pinpoint 的操作、资源和条件键

• Amazon Pinpoint Email Service 的操作、资源和条件键

• Amazon Pinpoint SMS and Voice Service 的操作、资源和条件键
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• Amazon Polly 的操作、资源和条件键

• AWS Price List 的操作、资源和条件键

• 适用于  AWS Private CA Connector for Active Directory 的操作、资源和条件键

• AWS Private CA Connector for SCEP 的操作、资源和条件键

• AWS Private Certificate Authority 的操作、资源和条件键

• AWS PrivateLink 的操作、资源和条件键

• AWS Proton 的操作、资源和条件键

• AWS 采购订单控制台的操作、资源和条件键

• Amazon Q 的操作、资源和条件键

• Amazon Q Business 的操作、资源和条件键

• Amazon Q 企业版 Q 应用的操作、资源和条件键

• Amazon Q 开发者的操作、资源和条件密钥

• Amazon Q in Connect 的操作、资源和条件键

• Amazon QLDB 的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 QuickSight

• Amazon RDS Data API 的操作、资源和条件键

• Amazon RDS IAM Authentication 的操作、资源和条件键

• 适用于 AWS Recycle Bin 的操作、资源和条件键

• Amazon Redshift 的操作、资源和条件键

• Amazon Redshift Data API 的操作、资源和条件键

• Amazon Redshift Serverless 的操作、资源和条件键

• Amazon Rekognition 的操作、资源和条件键

• AWS RePost Private 的操作、资源和条件密钥

• AWS Resilience Hub 的操作、资源和条件键

• AWS Resource Access Manager（RAM）的操作、资源和条件键

• AWS Resource Explorer 的操作、资源和条件键

• Amazon Resource Group Tagging API 的操作、资源和条件键

• AWS Resource Groups 的操作、资源和条件键

• Amazon RHEL 知识库门户的操作、资源和条件键
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• AWS RoboMaker 的操作、资源和条件键

• Amazon Route 53 的操作、资源和条件键

• Amazon Route 53 Domains 的操作、资源和条件键

• Amazon Route 53 Profiles 的操作、资源和条件键

• Amazon Route 53 Recovery 集群的操作、资源和条件键

• Amazon Route 53 Recovery 控制的操作、资源和条件键

• Amazon Route 53 Recovery 就绪性的操作、资源和条件键

• Amazon Route 53 Resolver 的操作、资源和条件键

• Amazon S3 Express 的操作、资源和条件键

• Amazon S3 Glacier 的操作、资源和条件键

• Amazon S3 Object Lambda 的操作、资源和条件键

• Amazon S3 on Outposts 的操作、资源和条件键

• Amazon S3 表格的操作、资源和条件键

• Amazon S3 矢量的操作、资源和条件密钥

• Amazon SageMaker 数据科学助手的操作、资源和条件键

• Amazon SageMaker 地理空间功能的操作、资源和条件密钥

• Amazon SageMaker 的操作、资源和条件密钥 MLflow

• AWS Savings Plans 的操作、资源和条件键

• AWS Secrets Manager 的操作、资源和条件键

• AWS Security Hub 的操作、资源和条件键

• AWS 安全事件响应的操作、资源和条件密钥

• Amazon Security Lake 的操作、资源和条件键

• AWS Server Migration Service 的操作、资源和条件键

• AWS Serverless Application Repository 的操作、资源和条件键

• AWS 服务-Oracle Database@ 的操作、资源和条件键AWS

• AWS Service Catalog 的操作、资源和条件键

• 用于管理 AWS Management Console 用户体验功能的 AWS 服务的操作、资源和条件键。

• 提供托管私有网络的 AWS 服务的操作、资源和条件键

• Service Quotas 的操作、资源和条件键
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• Amazon SES 的操作、资源和条件键

• AWS Shield 的操作、资源和条件键

• AWS Shield 网络安全总监的操作、资源和条件密钥

• AWS Signer 的操作、资源和条件键

• AWS Signin 的操作、资源和条件键

• Amazon Simple Email Service – Mail Manager 的操作、资源和条件键

• Amazon Simple Email Service v2 的操作、资源和条件键

• Amazon Simple Workflow Service 的操作、资源和条件键

• Amazon SimpleDB 的操作、资源和条件键

• AWS SimSpace Weaver 的操作、资源和条件键

• AWS Snow Device Management 的操作、资源和条件密钥

• AWS Snowball 的操作、资源和条件键

• Amazon SNS 的操作、资源和条件键

• AWS SQL Workbench 的操作、资源和条件键

• Amazon SQS 的操作、资源和条件键

• AWS Step Functions 的操作、资源和条件键

• AWS Storage Gateway 的操作、资源和条件键

• AWS Supply Chain 的操作、资源和条件键

• AWS 支持的操作、资源和条件键

• AWS 支持 App in Slack 的操作、资源和条件键

• AWS 支持 控制台的操作、资源和条件键

• AWS 支持 Plans 的操作、资源和条件键

• AWS Sustainability 的操作、资源和条件键

• AWS Systems Manager 的操作、资源和条件键

• AWS Systems Manager for SAP 的操作、资源和条件键

• AWS Systems Manager GUI Connect 的操作、资源和条件键

• AWS Systems Manager Incident Manager 的操作、资源和条件键

• AWS Systems Manager Incident Manager 联系人的操作、资源和条件键

• AWS Systems Manager 快速设置功能的操作、资源和条件键
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• 标签编辑器的操作、资源和条件密钥

• AWS 税务设置的操作、资源和条件键

• AWS Telco Network Builder 的操作、资源和条件键

• Amazon Textract 的操作、资源和条件键

• Amazon Timestream 的操作、资源和条件键

• Amazon Timestream InfluxDB 的操作、资源和条件键

• AWS Tiros 的操作、资源和条件键

• Amazon Transcribe 的操作、资源和条件键

• AWS Transfer Family 的操作、资源和条件键

• AWS 变换的操作、资源和条件键

• Amazon Translate 的操作、资源和条件键

• AWS Trusted Advisor 的操作、资源和条件键

• AWS 用户通知的操作、资源和条件键

• AWS 用户通知联系人的操作、资源和条件键

• AWS User Subscriptions 的操作、资源和条件键

• AWS Verified Access 的操作、资源和条件键

• Amazon Verified Permissions 的操作、资源和条件键

• Amazon VPC Lattice 的操作、资源和条件键

• Amazon VPC Lattice Services 的操作、资源和条件键

• AWS WAF 的操作、资源和条件键

• AWS WAF Regional 的操作、资源和条件键

• AWS WAF V2 的操作、资源和条件键

• AWS Well-Architected Tool 的操作、资源和条件键

• AWS Wickr 的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 WorkDocs

• Amazon 的操作、资源和条件密钥 WorkLink

• Amazon 的操作、资源和条件密钥 WorkMail

• Amazon WorkMail 消息流的操作、资源和条件键

• Amazon 的操作、资源和条件密钥 WorkSpaces
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• Amazon WorkSpaces 应用程序管理器的操作、资源和条件密钥

• AWS WorkSpaces 托管实例的操作、资源和条件密钥

• Amazon WorkSpaces 安全浏览器的操作、资源和条件密钥

• Amazon WorkSpaces 瘦客户机的操作、资源和条件密钥

• AWS X-Ray 的操作、资源和条件键

AWS 账户管理的操作、资源和条件键

AWS 账户管理（服务前缀:account）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 账户管理定义的操作

• AWS 账户管理定义的资源类型

• AWS 账户管理的条件键

AWS 账户管理定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

accountIn 
Organizat 
ion

    AcceptPri 
maryEmail 
Update

授予权限以接受账户的主电子
邮件地址的更新流程

写入

  account:E 
mailTarge 
tDomain

 

 CloseAcco 
unt [仅权限]

授予关闭账户的权限 写入 account    

account    

accountIn 
Organizat 
ion

   

 DeleteAlt 
ernateCon 
tact

授予权限以删除账户的备用联
系人

写入

  account:A 
lternateC 
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ontactTyp 
es

account    

accountIn 
Organizat 
ion

   

 DisableRe 
gion

授予权限以禁用使用区域 写入

  account:T 
argetRegi 
on

 

account    

accountIn 
Organizat 
ion

   

 EnableReg 
ion

授予权限以启用使用区域 写入

  account:T 
argetRegi 
on

 

account     GetAccoun 
tInformation

授予检索账户信息的权限 读取

accountIn 
Organizat 
ion

   

account     GetAltern 
ateContact

授予权限以检索账户的备用联
系人

读取

accountIn 
Organizat 
ion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  account:A 
lternateC 
ontactTyp 
es

 

account     GetContac 
tInformation

授予权限以检索账户的主要联
系人信息

读取

accountIn 
Organizat 
ion

   

 GetPrimar 
yEmail

授予权限以检索账户的主电子
邮件地址

读取 accountIn 
Organizat 
ion

   

account    

accountIn 
Organizat 
ion

   

 GetRegion 
OptStatus

授予获取区域的加入状态的权
限

读取

  account:T 
argetRegi 
on

 

account     ListRegions 授予权限以列出可用区域 列表

accountIn 
Organizat 
ion

   

 PutAccoun 
tName

授予更新账户名称的权限 写入 account    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

accountIn 
Organizat 
ion

   

account    

accountIn 
Organizat 
ion

   

 PutAltern 
ateContact

授予权限以修改账户的备用联
系人

写入

  account:A 
lternateC 
ontactTyp 
es

 

account     PutContac 
tInformation

授予权限以更新账户的主要联
系人信息

写入

accountIn 
Organizat 
ion

   

accountIn 
Organizat 
ion

    StartPrim 
aryEmailU 
pdate

授予权限以启动账户的主电子
邮件地址的更新流程

写入

  account:E 
mailTarge 
tDomain

 

AWS 账户管理定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 account arn:${Partition}:account::${Account} 
:account

 

 accountIn 
Organization

arn:${Partition}:account::${Manageme 
ntAccountId}:account/o-${Organizatio 
nId}/${MemberAccountId}

 

AWS 账户管理的条件键

AWS 账户管理定义了可在 IAM 策略Condition元素中使用的以下条件密钥。您可以使用这些键进一
步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 account:A 
ccountRes 
ourceOrgPaths

按企业中账户的资源路径筛选访问 ArrayOfString

 account:A 
ccountRes 
ourceOrgTags/
${TagKey}

按企业中账户的资源标签筛选访问 字符串

 account:A 
lternateC 
ontactTypes

按备用联系人类型筛选访问 ArrayOfString

 account:E 
mailTarge 
tDomain

按目标电子邮件地址的电子邮件域筛选访问权限 字符串
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条件键 描述 类型

 account:T 
argetRegion

按区域列表筛选访问。启用或禁用此处指定的所有区域 字符串

AWS Activate 的操作、资源和条件键

AWS Activate（服务前缀:activate）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Activate 定义的操作

• AWS Activate 定义的资源类型

• AWS Activate 的条件密钥

AWS Activate 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateForm 授予提交 Activate 申请表的权
限

写入      

 GetAccoun 
tContact

授予获取 AWS 账户 联系信息
的权限

读取      

 GetConten 
tInfo

授予获取 Activate 技术文章和
优惠信息的权限

读取      

 GetCosts 授予获取 AWS 费用信息的权
限

读取      

 GetCredits 授予获取 AWS 信用信息的权
限

读取      

 GetMember 
Info

授予获取 Activate 成员信息的
权限

Read      

 GetProgram 授予获取 Activate 计划的权限 Read      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutMember 
Info

授予创建或更新 Activate 成员
信息的权限

Write      

AWS Activate 定义的资源类型

AWS Activate 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS Activate 的
访问权限，请在策略中指定 "Resource": "*"。

AWS Activate 的条件密钥

Activate 没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的全
局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon AI 操作的操作、资源和条件密钥

Amazon AI Operations（服务前缀:aiops）提供以下特定于服务的资源、操作和条件上下文密钥以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由亚马逊 AI 运营部门定义的操作

• Amazon AI Operations 定义的资源类型

• 亚马逊 AI 运营的条件密钥
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由亚马逊 AI 运营部门定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateInv 
estigation

授予在指定调查组中创建新调
查的权限

写入 investiga 
tion-grou 
p*

  kms:Decry 
pt

kms:Gener 
ateDataKe 
y
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

sts:SetCo 
ntext

 CreateInv 
estigatio 
nEvent

授予在指定调查组中创建新调
查事件的权限

写入 investiga 
tion-grou 
p*

  cloudwatc 
h:Describ 
eAlarmHis 
tory

cloudwatc 
h:Describ 
eAlarms

cloudwatc 
h:GetInsi 
ghtRuleRe 
port

cloudwatc 
h:GetMetr 
icData

kms:Decry 
pt

kms:Gener 
ateDataKe 
y

logs:GetQ 
ueryResul 
ts

sts:SetCo 
ntext
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateInv 
estigatio 
nGroup

授予创建新调查组的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aiops:Tag 
Resource

cloudtrai 
l:Describ 
eTrails

iam:PassR 
ole

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

sso:Creat 
eApplicat 
ion

sso:Delet 
eApplicat 
ion

sso:PutAp 
plication 
AccessSco 
pe

sso:PutAp 
plication 
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Assignmen 
tConfigur 
ation

sso:PutAp 
plication 
Authentic 
ationMeth 
od

sso:PutAp 
plication 
Grant

sso:TagRe 
source
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateInv 
estigatio 
nResource

授予在指定调查组中创建调查
资源的权限

写入 investiga 
tion-grou 
p*

  cloudwatc 
h:Describ 
eAlarmHis 
tory

cloudwatc 
h:Describ 
eAlarms

cloudwatc 
h:GetInsi 
ghtRuleRe 
port

cloudwatc 
h:GetMetr 
icData

kms:Gener 
ateDataKe 
y

logs:GetQ 
ueryResul 
ts

 DeleteInv 
estigation

授予删除指定调查组中调查的
权限

写入 investiga 
tion-grou 
p*

  sts:SetCo 
ntext

 DeleteInv 
estigatio 
nGroup

授予删除指定调查组的权限 写入 investiga 
tion-grou 
p*

  sso:Delet 
eApplicat 
ion

Amazon AI 操作 31

https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_CreateInvestigationResource.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_CreateInvestigationResource.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_CreateInvestigationResource.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_DeleteInvestigation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_DeleteInvestigation.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_DeleteInvestigationGroup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_DeleteInvestigationGroup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_DeleteInvestigationGroup.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteInv 
estigatio 
nGroupPolicy

授予删除附加到调查组的调查
组策略的权限

写入 investiga 
tion-grou 
p*

   

 GetInvest 
igation

授予在指定调查组中检索调查
的权限

读取 investiga 
tion-grou 
p*

   

 GetInvest 
igationEvent

授予在指定调查组中检索调查
事件的权限

读取 investiga 
tion-grou 
p*

  kms:Decry 
pt

 GetInvest 
igationGroup

授予检索指定调查组的权限 读取 investiga 
tion-grou 
p*

   

 GetInvest 
igationGr 
oupPolicy

授予检索附加到调查组的调查
组策略的权限

读取 investiga 
tion-grou 
p*

   

 GetInvest 
igationRe 
source

授予在指定调查组中检索调查
资源的权限

读取 investiga 
tion-grou 
p*

  kms:Decry 
pt

 ListInves 
tigationE 
vents

授予列出指定调查组中所有调
查事件的权限

列表 investiga 
tion-grou 
p*

   

 ListInves 
tigationG 
roups

授予列出提出请求的所有调查
组的权限 AWS 账户

列表      

 ListInves 
tigations

授予列出指定调查组中所有调
查的权限

列表 investiga 
tion-grou 
p*
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_DeleteInvestigationGroupPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_DeleteInvestigationGroupPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_DeleteInvestigationGroupPolicy.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_GetInvestigation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_GetInvestigation.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_GetInvestigationEvent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_GetInvestigationEvent.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_GetInvestigationGroup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_GetInvestigationGroup.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_GetInvestigationGroupPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_GetInvestigationGroupPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_GetInvestigationGroupPolicy.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_GetInvestigationResource.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_GetInvestigationResource.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_GetInvestigationResource.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_ListInvestigationEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_ListInvestigationEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_ListInvestigationEvents.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_ListInvestigationGroups.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_ListInvestigationGroups.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_ListInvestigationGroups.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_ListInvestigations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_ListInvestigations.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予权限以列出指定资源的标
签

列表 investiga 
tion-grou 
p*

   

 PutInvest 
igationGr 
oupPolicy

向附加到调查组 create/update 
的调查组策略授予权限

写入 investiga 
tion-grou 
p*

   

investiga 
tion-grou 
p*

    TagResour 
ce

授予权限以将指定标签添加到
指定资源或进行更新

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

investiga 
tion-grou 
p*

    UntagReso 
urce

授予权限以从指定资源中删除
指定标签

标记

  aws:TagKe 
ys

 

 UpdateInv 
estigation

授予更新指定调查组中调查的
权限

写入 investiga 
tion-grou 
p*

  kms:Decry 
pt

kms:Gener 
ateDataKe 
y

sts:SetCo 
ntext
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_ListTagsForResource.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_ListTagsForResource.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_PutInvestigationGroupPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_PutInvestigationGroupPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_PutInvestigationGroupPolicy.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_TagResource.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_TagResource.html
#amazonaioperations-aws_TagKeys
#amazonaioperations-aws_TagKeys
#amazonaioperations-aws_RequestTag___TagKey_
#amazonaioperations-aws_RequestTag___TagKey_
#amazonaioperations-aws_RequestTag___TagKey_
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_UntagResource.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_UntagResource.html
#amazonaioperations-aws_TagKeys
#amazonaioperations-aws_TagKeys
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_UpdateInvestigation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_UpdateInvestigation.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateInv 
estigatio 
nEvent

授予更新指定调查组中调查事
件的权限

写入 investiga 
tion-grou 
p*

  kms:Decry 
pt

kms:Gener 
ateDataKe 
y

sts:SetCo 
ntext
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_UpdateInvestigationEvent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_UpdateInvestigationEvent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_UpdateInvestigationEvent.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateInv 
estigatio 
nGroup

授予更新指定调查组的权限 写入 investiga 
tion-grou 
p*

  cloudtrai 
l:Describ 
eTrails

iam:PassR 
ole

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

sso:Creat 
eApplicat 
ion

sso:Delet 
eApplicat 
ion

sso:PutAp 
plication 
AccessSco 
pe

sso:PutAp 
plication 
Assignmen 
tConfigur 
ation
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_UpdateInvestigationGroup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_UpdateInvestigationGroup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_UpdateInvestigationGroup.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

sso:PutAp 
plication 
Authentic 
ationMeth 
od

sso:PutAp 
plication 
Grant

sso:TagRe 
source

 ValidateI 
nvestigat 
ionGroup

授予验证指定调查组的权限 读取 investiga 
tion-grou 
p*

   

Amazon AI Operations 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 investigation-
group

arn:${Partition}:aiops:${Region}:${A 
ccount}:investigation-group/${Invest 
igationGroupId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_ValidateInvestigationGroup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_ValidateInvestigationGroup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_ValidateInvestigationGroup.html
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
#amazonaioperations-investigation-group
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_InvestigationGroup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_InvestigationGroup.html
#amazonaioperations-aws_ResourceTag___TagKey_
#amazonaioperations-aws_ResourceTag___TagKey_
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亚马逊 AI 运营的条件密钥

Amazon AI Operations 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Alexa for Business 的操作、资源和条件键

Alexa for Business（服务前缀：a4b）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Alexa for Business 定义的操作

• Alexa for Business 定义的资源类型

• Alexa for Business 的条件键
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/a4b/latest/APIReference/
https://docs.aws.amazon.com/a4b/latest/APIReference/
https://docs.aws.amazon.com/a4b/latest/APIReference/
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Alexa for Business 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ApproveSkill 授予将某项技能与客户所属组
织关联的权限 AWS 账户

写入      

 Associate 
ContactWi 

授予权限，以将联系人与给定
地址簿相关联

Write addressbo 
ok*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ApproveSkill.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateContactWithAddressBook.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateContactWithAddressBook.html
#alexaforbusiness-addressbook
#alexaforbusiness-addressbook
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

thAddress 
Book

contact*    

device*     Associate 
DeviceWit 
hNetworkP 
rofile

授予权限，以将设备与指定的
网络配置文件相关联

Write

networkpr 
ofile*

   

device*     Associate 
DeviceWit 
hRoom

授予权限，以将设备与给定房
间相关联

Write

room*    

room*     Associate 
SkillGrou 
pWithRoom

授予权限，以将技能组与给定
房间相关联

Write

skillgrou 
p*

   

 Associate 
SkillWith 
SkillGroup

授予权限，以将技能与技能组
相关联

Write skillgrou 
p*

   

 Associate 
SkillWith 
Users

授予权限，以使注册的用户可
以使用私有技能，以便在其设
备上启用该技能

Write      

 CompleteR 
egistration [仅
权限]

授予权限，以完成注册 Alexa 
设备的操作

Write      

 CreateAdd 
ressBook

授予权限，以创建具有指定详
细信息的地址簿

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateContactWithAddressBook.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateContactWithAddressBook.html
#alexaforbusiness-contact
#alexaforbusiness-device
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateDeviceWithNetworkProfile.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateDeviceWithNetworkProfile.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateDeviceWithNetworkProfile.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateDeviceWithNetworkProfile.html
#alexaforbusiness-networkprofile
#alexaforbusiness-networkprofile
#alexaforbusiness-device
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateDeviceWithRoom.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateDeviceWithRoom.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateDeviceWithRoom.html
#alexaforbusiness-room
#alexaforbusiness-room
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateSkillGroupWithRoom.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateSkillGroupWithRoom.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateSkillGroupWithRoom.html
#alexaforbusiness-skillgroup
#alexaforbusiness-skillgroup
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateSkillWithSkillGroup.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateSkillWithSkillGroup.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateSkillWithSkillGroup.html
#alexaforbusiness-skillgroup
#alexaforbusiness-skillgroup
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateSkillWithUsers.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateSkillWithUsers.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AssociateSkillWithUsers.html
https://docs.aws.amazon.com/a4b/latest/ag/manage-devices.html
https://docs.aws.amazon.com/a4b/latest/ag/manage-devices.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateAddressBook.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateAddressBook.html
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateBus 
inessRepo 
rtSchedule

授予权限，以创建一个定期计
划，按指定的每日或每周间隔
将使用报告传送到指定的 S3 
位置

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
ferencePr 
ovider

授予在用户下添加新会议提供
者的权限 AWS 账户

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
tact

授予权限，以创建具有指定详
细信息的联系人

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateGat 
ewayGroup

授予权限，以创建具有指定详
细信息的网关组

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateNet 
workProfile

授予权限，以创建具有指定详
细信息的网络配置文件

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateBusinessReportSchedule.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateBusinessReportSchedule.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateBusinessReportSchedule.html
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-aws_TagKeys
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateConferenceProvider.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateConferenceProvider.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateConferenceProvider.html
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-aws_TagKeys
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateContact.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateContact.html
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-aws_TagKeys
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateGatewayGroup.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateGatewayGroup.html
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-aws_TagKeys
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateNetworkProfile.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateNetworkProfile.html
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateProfile 授予权限，以创建新的配置文
件

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

profile*     CreateRoom 授予权限，以创建具有指定详
细信息的房间

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSki 
llGroup

授予权限，以创建具有给定名
称和描述的技能组

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

user*     CreateUser 授予权限，以创建用户 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAdd 
ressBook

授予权限，以按地址簿 ARN 删
除地址簿

Write addressbo 
ok*

   

Alexa for Business 41

https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateProfile.html
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-profile
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateRoom.html
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-aws_TagKeys
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateSkillGroup.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateSkillGroup.html
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-user
https://docs.aws.amazon.com/a4b/latest/APIReference/API_CreateUser.html
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-aws_TagKeys
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteAddressBook.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteAddressBook.html
#alexaforbusiness-addressbook
#alexaforbusiness-addressbook


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteBus 
inessRepo 
rtSchedule

授予权限，以删除具有指定计
划 ARN 的定期报告传送计划

Write schedule*    

 DeleteCon 
ferencePr 
ovider

授予权限，以删除会议提供商 Write conferenc 
eprovider 
*

   

 DeleteCon 
tact

授予权限，以按联系人 ARN 删
除联系人

Write contact*    

 DeleteDev 
ice

授予权限，以从 Alexa For 
Business 中删除设备

Write device*    

 DeleteDev 
iceUsageD 
ata

授予权限，以删除设备之前的
语音输入数据和相关响应数据
的全部历史记录

Write device*    

 DeleteGat 
ewayGroup

授予权限，以删除网关组 Write gatewaygr 
oup*

   

 DeleteNet 
workProfile

授予权限，以按网络配置文件 
ARN 删除网络配置文件

Write networkpr 
ofile*

   

 DeleteProfile 授予权限，以按配置文件 ARN 
删除配置文件

Write profile*    

 DeleteRoom 授予权限，以删除房间 Write room*    

 DeleteRoo 
mSkillPar 
ameter

授予权限，以从技能和房间删
除参数

Write room*    
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https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteBusinessReportSchedule.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteBusinessReportSchedule.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteBusinessReportSchedule.html
#alexaforbusiness-schedule
#alexaforbusiness-schedule
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteConferenceProvider.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteConferenceProvider.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteConferenceProvider.html
#alexaforbusiness-conferenceprovider
#alexaforbusiness-conferenceprovider
#alexaforbusiness-conferenceprovider
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteContact.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteContact.html
#alexaforbusiness-contact
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteDevice.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteDevice.html
#alexaforbusiness-device
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteDeviceUsageData.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteDeviceUsageData.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteDeviceUsageData.html
#alexaforbusiness-device
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteGatewayGroup.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteGatewayGroup.html
#alexaforbusiness-gatewaygroup
#alexaforbusiness-gatewaygroup
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteNetworkProfile.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteNetworkProfile.html
#alexaforbusiness-networkprofile
#alexaforbusiness-networkprofile
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteProfile.html
#alexaforbusiness-profile
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteRoom.html
#alexaforbusiness-room
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteRoomSkillParameter.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteRoomSkillParameter.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteRoomSkillParameter.html
#alexaforbusiness-room


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSki 
llAuthori 
zation

授予权限，以取消第三方帐户
与技能的关联

Write room*    

 DeleteSki 
llGroup

授予权限，以通过技能组 ARN 
删除技能组

Write skillgrou 
p*

   

 DeleteUser 授予权限，以删除用户 Write user*    

addressbo 
ok*

    Disassoci 
ateContac 
tFromAddr 
essBook

授予权限，以取消联系人与给
定地址簿的关联

Write

contact*    

 Disassoci 
ateDevice 
FromRoom

授予权限，以取消设备与当前
房间的关联

Write device*    

 Disassoci 
ateSkillF 
romSkillG 
roup

授予权限，以取消技能与技能
组的关联

Write skillgrou 
p*

   

 Disassoci 
ateSkillF 
romUsers

授予权限，以使注册用户无法
使用私有技能，并禁止他们在
其设备上启用该技能

Write user*    

room*     Disassoci 
ateSkillG 
roupFromR 
oom

授予权限，以取消技能组与给
定房间的关联

Write

skillgrou 
p*

   

 ForgetSma 
rtHomeApp 
liances

授予权限，以忘记与房间关联
的智能家居电器

Write room*    
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https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteSkillAuthorization.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteSkillAuthorization.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteSkillAuthorization.html
#alexaforbusiness-room
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteSkillGroup.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteSkillGroup.html
#alexaforbusiness-skillgroup
#alexaforbusiness-skillgroup
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DeleteUser.html
#alexaforbusiness-user
#alexaforbusiness-addressbook
#alexaforbusiness-addressbook
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateContactFromAddressBook.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateContactFromAddressBook.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateContactFromAddressBook.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateContactFromAddressBook.html
#alexaforbusiness-contact
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateDeviceFromRoom.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateDeviceFromRoom.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateDeviceFromRoom.html
#alexaforbusiness-device
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateSkillFromSkillGroup.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateSkillFromSkillGroup.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateSkillFromSkillGroup.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateSkillFromSkillGroup.html
#alexaforbusiness-skillgroup
#alexaforbusiness-skillgroup
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateSkillFromUsers.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateSkillFromUsers.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateSkillFromUsers.html
#alexaforbusiness-user
#alexaforbusiness-room
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateSkillGroupFromRoom.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateSkillGroupFromRoom.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateSkillGroupFromRoom.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_DisassociateSkillGroupFromRoom.html
#alexaforbusiness-skillgroup
#alexaforbusiness-skillgroup
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ForgetSmartHomeAppliances.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ForgetSmartHomeAppliances.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ForgetSmartHomeAppliances.html
#alexaforbusiness-room


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAddres 
sBook

授予权限，以按地址簿 ARN 获
取地址簿详细信息

Read addressbo 
ok*

   

 GetConfer 
encePrefe 
rence

授予权限，以检索现有会议首
选项

Read      

 GetConfer 
enceProvider

授予权限，以获取特定会议提
供商的详细信息

Read conferenc 
eprovider 
*

   

 GetContact 授予权限，以按联系人 ARN 获
取联系人详细信息

Read contact*    

 GetDevice 授予权限，以获取设备详细信
息

Read device*    

 GetGateway 授予权限，以检索网关的详细
信息

Read gateway*    

 GetGatewa 
yGroup

授予权限，以检索网关组的详
细信息

Read gatewaygr 
oup*

   

 GetInvita 
tionConfi 
guration

授予权限，以检索用户注册邀
请电子邮件模板的配置值

Read      

 GetNetwor 
kProfile

授予权限，以按网络配置文件 
ARN 获取网络配置文件详细信
息

Read networkpr 
ofile*

   

 GetProfile 授予权限，以获取使用配置文
件 ARN 提供的配置文件

Read profile*    
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https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetAddressBook.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetAddressBook.html
#alexaforbusiness-addressbook
#alexaforbusiness-addressbook
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetConferencePreference.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetConferencePreference.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetConferencePreference.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetConferenceProvider.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetConferenceProvider.html
#alexaforbusiness-conferenceprovider
#alexaforbusiness-conferenceprovider
#alexaforbusiness-conferenceprovider
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetContact.html
#alexaforbusiness-contact
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetDevice.html
#alexaforbusiness-device
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetGateway.html
#alexaforbusiness-gateway
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetGatewayGroup.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetGatewayGroup.html
#alexaforbusiness-gatewaygroup
#alexaforbusiness-gatewaygroup
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetInvitationConfiguration.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetInvitationConfiguration.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetInvitationConfiguration.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetNetworkProfile.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetNetworkProfile.html
#alexaforbusiness-networkprofile
#alexaforbusiness-networkprofile
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetProfile.html
#alexaforbusiness-profile


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetRoom 授予权限，以获取房间详细信
息

Read room*    

 GetRoomSk 
illParameter

授予权限，以获取已为技能和
房间设置的现有参数

Read room*    

 GetSkillG 
roup

授予权限，以通过技能组 ARN 
获取技能组详细信息

Read skillgrou 
p*

   

 ListBusin 
essReport 
Schedules

授予权限，以列出用户配置的
计划的详细信息

列表      

 ListConfe 
renceProv 
iders

授予在特定项下列出会议提供
商的权限 AWS 账户

列表      

 ListDevic 
eEvents

授予权限，以列出最多 30 天的
设备事件历史记录，包括设备
连接状态

List device*    

 ListGatew 
ayGroups

授予权限，以列出网关组摘要 List      

 ListGatew 
ays

授予权限，以列出网关摘要 List gatewaygr 
oup*

   

 ListSkills 授予权限，以列出技能 List      

 ListSkill 
sStoreCat 
egories

授予权限，以列出 Alexa 技能
商店中的所有类别

List      
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https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetRoom.html
#alexaforbusiness-room
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetRoomSkillParameter.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetRoomSkillParameter.html
#alexaforbusiness-room
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetSkillGroup.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GetSkillGroup.html
#alexaforbusiness-skillgroup
#alexaforbusiness-skillgroup
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListBusinessReportSchedules.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListBusinessReportSchedules.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListBusinessReportSchedules.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListConferenceProviders.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListConferenceProviders.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListConferenceProviders.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListDeviceEvents.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListDeviceEvents.html
#alexaforbusiness-device
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListGatewayGroups.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListGatewayGroups.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListGateways.html
#alexaforbusiness-gatewaygroup
#alexaforbusiness-gatewaygroup
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListSkills.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListSkillsStoreCategories.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListSkillsStoreCategories.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListSkillsStoreCategories.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSkill 
sStoreSki 
llsByCategory

授予权限，以按类别列出 
Alexa 技能商店中的所有技能

List      

 ListSmart 
HomeAppli 
ances

授予权限，以列出与房间关联
的所有智能家居设备

List room*    

device    

room    

 ListTags 授予权限，以列出资源的所有
标签

Read

user    

 PutConfer 
encePrefe 
rence

授予权限，以在账户级别设置
特定会议提供商的会议首选项

Write      

 PutDevice 
SetupEvents
[仅权限]

授予权限，以发布 Alexa 设备
设置事件

Write      

 PutInvita 
tionConfi 
guration

授予权限，以为用户注册邀请
配置具有指定属性的电子邮件
模板

Write      

 PutRoomSk 
illParameter

授予权限，以放置技能的房间
特定参数

Write room*    

 PutSkillA 
uthorization

授予权限，以将用户的账户与
第三方技能提供商相关联

Write room*    
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https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListSkillsStoreSkillsByCategory.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListSkillsStoreSkillsByCategory.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListSkillsStoreSkillsByCategory.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListSmartHomeAppliances.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListSmartHomeAppliances.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListSmartHomeAppliances.html
#alexaforbusiness-room
#alexaforbusiness-device
#alexaforbusiness-room
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ListTags.html
#alexaforbusiness-user
https://docs.aws.amazon.com/a4b/latest/APIReference/API_PutConferencePreference.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_PutConferencePreference.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_PutConferencePreference.html
https://docs.aws.amazon.com/a4b/latest/ag/manage-devices.html
https://docs.aws.amazon.com/a4b/latest/ag/manage-devices.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_PutInvitationConfiguration.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_PutInvitationConfiguration.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_PutInvitationConfiguration.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_PutRoomSkillParameter.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_PutRoomSkillParameter.html
#alexaforbusiness-room
https://docs.aws.amazon.com/a4b/latest/APIReference/API_PutSkillAuthorization.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_PutSkillAuthorization.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RegisterA 
VSDevice

授予权限，以使用 Alexa Voice 
Service (AVS) 注册由原始设
备制造商 (OEM) 构建的启用了 
Alexa 的设备

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 RegisterD 
evice [仅权限]

授予权限，以注册 Alexa 设备 写入      

 RejectSkill 授予在用户下解除技能与组织
关联的权限 AWS 账户

写入      

 ResolveRo 
om

授予权限，以解析房间信息 Read      

 RevokeInv 
itation

授予权限，以撤销邀请 Write user*    

 SearchAdd 
ressBooks

授予权限，以搜索地址簿并列
出符合一组筛选条件和排序条
件的地址簿

List      

 SearchCon 
tacts

授予权限，以搜索联系人并列
出符合一组筛选条件和排序条
件的联系人

List      

 SearchDev 
ices

授予权限，以搜索设备 List      

 SearchNet 
workProfiles

授予权限，以搜索网络配置文
件，并列出符合一组筛选条件
和排序条件的网络配置文件

List      
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https://docs.aws.amazon.com/a4b/latest/APIReference/API_RegisterAVSDevice.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_RegisterAVSDevice.html
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-aws_TagKeys
https://docs.aws.amazon.com/a4b/latest/ag/manage-devices.html
https://docs.aws.amazon.com/a4b/latest/ag/manage-devices.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_RejectSkill.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ResolveRoom.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ResolveRoom.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_RevokeInvitation.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_RevokeInvitation.html
#alexaforbusiness-user
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchAddressBooks.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchAddressBooks.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchContacts.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchContacts.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchDevices.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchDevices.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchNetworkProfiles.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchNetworkProfiles.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SearchPro 
files

授予权限，以搜索配置文件 List      

 SearchRoo 
ms

授予权限，以搜索房间 List      

 SearchSki 
llGroups

授予权限，以搜索技能组 List      

 SearchUsers 授予权限，以搜索用户 List      

 SendAnnou 
ncement

授予权限，以触发异步流程，
将文本、SSML 或音频公告发
送到按搜索或过滤条件标识的
会议室

Write      

 SendInvit 
ation

授予权限，以向用户发送邀请 Write user*    

 StartDevi 
ceSync

授予权限，以通过清除以前用
户设置的所有信息和设置，将
设备及其账户恢复为已知的默
认设置

Write      

 StartSmar 
tHomeAppl 
ianceDisc 
overy

授予权限，以启动与房间关联
的任何智能家居设备发现

Read room*    

device    

room    

 TagResour 
ce

授予权限，以将元数据标签添
加到资源中

Tagging

user    
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https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchProfiles.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchProfiles.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchRooms.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchRooms.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchSkillGroups.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchSkillGroups.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchUsers.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SendAnnouncement.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SendAnnouncement.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SendInvitation.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SendInvitation.html
#alexaforbusiness-user
https://docs.aws.amazon.com/a4b/latest/APIReference/API_StartDeviceSync.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_StartDeviceSync.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_StartSmartHomeApplianceDiscovery.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_StartSmartHomeApplianceDiscovery.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_StartSmartHomeApplianceDiscovery.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_StartSmartHomeApplianceDiscovery.html
#alexaforbusiness-room
#alexaforbusiness-device
#alexaforbusiness-room
https://docs.aws.amazon.com/a4b/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_TagResource.html
#alexaforbusiness-user
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

device    

room    

 UntagReso 
urce

授予权限，以删除资源中的元
数据标签

Tagging

user    

 UpdateAdd 
ressBook

授予权限，以按地址簿 ARN 更
新地址簿详细信息

Write addressbo 
ok*

   

 UpdateBus 
inessRepo 
rtSchedule

授予权限，以更新具有指定计
划 ARN 的报告传送计划的配置

Write schedule*    

 UpdateCon 
ferencePr 
ovider

授予权限，以更新现有会议提
供商的设置

Write conferenc 
eprovider 
*

   

 UpdateCon 
tact

授予权限，以按联系人 ARN 更
新联系人详细信息

Write contact*    

 UpdateDev 
ice

授予权限，以更新设备名称 Write device*    

 UpdateGat 
eway

授予权限，以更新网关的详细
信息

Write gateway*    

 UpdateGat 
ewayGroup

授予权限，以更新网关组的详
细信息

Write gatewaygr 
oup*
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#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_RequestTag___TagKey_
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-aws_TagKeys
#alexaforbusiness-device
#alexaforbusiness-room
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UntagResource.html
#alexaforbusiness-user
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#alexaforbusiness-addressbook
#alexaforbusiness-addressbook
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateBusinessReportSchedule.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateBusinessReportSchedule.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateBusinessReportSchedule.html
#alexaforbusiness-schedule
#alexaforbusiness-schedule
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateConferenceProvider.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateConferenceProvider.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateConferenceProvider.html
#alexaforbusiness-conferenceprovider
#alexaforbusiness-conferenceprovider
#alexaforbusiness-conferenceprovider
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateContact.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateContact.html
#alexaforbusiness-contact
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateDevice.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateDevice.html
#alexaforbusiness-device
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateGateway.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateGateway.html
#alexaforbusiness-gateway
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateGatewayGroup.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateGatewayGroup.html
#alexaforbusiness-gatewaygroup
#alexaforbusiness-gatewaygroup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateNet 
workProfile

授予权限，以按网络配置文件 
ARN 更新网络配置文件

Write networkpr 
ofile*

   

 UpdatePro 
file

授予权限，以更新现有配置文
件

Write profile*    

 UpdateRoom 授予权限，以更新房间详细信
息

Write room*    

 UpdateSki 
llGroup

授予权限，以通过技能组 ARN 
更新技能组详细信息

Write skillgrou 
p*

   

Alexa for Business 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 profile arn:${Partition}:a4b:${Region}:${Acc 
ount}:profile/${ResourceId}

 

 room arn:${Partition}:a4b:${Region}:${Acc 
ount}:room/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 device arn:${Partition}:a4b:${Region}:${Acc 
ount}:device/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 skillgroup arn:${Partition}:a4b:${Region}:${Acc 
ount}:skill-group/${ResourceId}
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https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateNetworkProfile.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateNetworkProfile.html
#alexaforbusiness-networkprofile
#alexaforbusiness-networkprofile
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateProfile.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateProfile.html
#alexaforbusiness-profile
https://docs.aws.amazon.com/a4b/latest/APIReference/API_UpdateRoom.html
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/a4b/latest/APIReference/API_Profile.html
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#alexaforbusiness-aws_ResourceTag___TagKey_
#alexaforbusiness-aws_ResourceTag___TagKey_
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#alexaforbusiness-aws_ResourceTag___TagKey_
#alexaforbusiness-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SkillGroup.html
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资源类型 ARN 条件键

 user arn:${Partition}:a4b:${Region}:${Acc 
ount}:user/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 addressbook arn:${Partition}:a4b:${Region}:${Acc 
ount}:address-book/${ResourceId}

 

 conferenc 
eprovider

arn:${Partition}:a4b:${Region}:${Acc 
ount}:conference-provider/${Resource 
Id}

 

 contact arn:${Partition}:a4b:${Region}:${Acc 
ount}:contact/${ResourceId}

 

 schedule arn:${Partition}:a4b:${Region}:${Acc 
ount}:schedule/${ResourceId}

 

 networkpr 
ofile

arn:${Partition}:a4b:${Region}:${Acc 
ount}:network-profile/${ResourceId}

 

 gateway arn:${Partition}:a4b:${Region}:${Acc 
ount}:gateway/${ResourceId}

 

 gatewaygr 
oup

arn:${Partition}:a4b:${Region}:${Acc 
ount}:gateway-group/${ResourceId}

 

Alexa for Business 的条件键

Alexa for Business 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 a4b:amazonId 根据请求中的 Amazon Id 筛选操作 字符串
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https://docs.aws.amazon.com/a4b/latest/APIReference/API_UserData.html
#alexaforbusiness-aws_ResourceTag___TagKey_
#alexaforbusiness-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/a4b/latest/APIReference/API_AddressBook.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ConferenceProvider.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_ConferenceProvider.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_Contact.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_BusinessReportSchedule.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_NetworkProfile.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_NetworkProfile.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_Gateway.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GatewayGroup.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_GatewayGroup.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_RegisterAVSDevice.html
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条件键 描述 类型

 a4b:filte 
rs_deviceType

根据请求中的设备类型筛选操作 ArrayOfString

 aws:Reque 
stTag/${TagKey}

根据每个标签的允许值集筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签值筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有必需标签以筛选操作 ArrayOfString

AmazonMediaImport 的操作、资源和条件键

AmazonMediaImport （服务前缀:mediaimport）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AmazonMediaImport 定义的操作

• AmazonMediaImport 定义的资源类型

• AmazonMediaImport 的条件键

AmazonMediaImport 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchDevices.html
https://docs.aws.amazon.com/a4b/latest/APIReference/API_SearchDevices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDat 
abaseBina 
rySnapshot
[仅权限]

授予在客户的亚马逊云科技账
户上创建数据库二进制快照的
权限

写入      

AmazonMediaImport 定义的资源类型

AmazonMediaImport 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 
AmazonMediaImport 的访问权限，请在策略中指定 "Resource": "*"。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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AmazonMediaImport 的条件键

mediaimport 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Amplify 的操作、资源和条件键

AWS Amplify（服务前缀:amplify）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Amplify 定义的操作

• AWS Amplify 定义的资源类型

• AWS Amplify 的条件密钥

AWS Amplify 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
WebACL

授予将 WebACL 与资源关联的
权限

写入 apps*    

apps*     CreateApp 授予创建新 Amplify 应用程序
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateBac 
kendEnvir 
onment

授予为 Amplify 应用程序创建
新后端环境的权限

写入 apps*    

branches*     CreateBra 
nch

授予为 Amplify 应用程序创建
新分支的权限

写入

  aws:Reque 
stTag/${T 
agKey}

 

AWS Amplify 55

reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
#awsamplify-apps
#awsamplify-apps
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
#awsamplify-aws_RequestTag___TagKey_
#awsamplify-aws_RequestTag___TagKey_
#awsamplify-aws_RequestTag___TagKey_
#awsamplify-aws_TagKeys
#awsamplify-aws_TagKeys
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
#awsamplify-apps
#awsamplify-branches
#awsamplify-branches
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
#awsamplify-aws_RequestTag___TagKey_
#awsamplify-aws_RequestTag___TagKey_
#awsamplify-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 CreateDep 
loyment

授予为手动部署应用程序创建
部署的权限。（应用程序未连
接到存储库）

写入 branches*    

 CreateDom 
ainAssoci 
ation

授予在应用程序 DomainAss 
ociation 上创建新内容的权限

写入 domains*    

 CreateWeb 
Hook

授予在应用程序上创建新 
Webhook 的权限

写入 branches*    

 DeleteApp 授予按 appId 删除现有 Amplify 
应用程序的权限

写入 apps*    

 DeleteBac 
kendEnvir 
onment

授予删除 Amplify 应用程序分
支的权限

写入 apps*    

 DeleteBra 
nch

授予删除 Amplify 应用程序分
支的权限

写入 branches*    

 DeleteDom 
ainAssoci 
ation

授予删除权限 DomainAss 
ociation

写入 domains*    

 DeleteJob 授予删除 Amplify 应用程序包
含的 Amplify 分支的作业的权
限

写入 jobs*    

 DeleteWeb 
Hook

授予按 ID 删除 Webhook 的权
限

写入 webhooks*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateWebACL

授予解除 WebACL 与资源的关
联的权限

写入 apps*    

 GenerateA 
ccessLogs

授予通过预签名 URL 生成特定
时间范围的网站访问日志的权
限

写入 apps*    

 GetApp 授予按 appId 检索现有 Amplify 
应用程序的权限

读取 apps*    

 GetArtifa 
ctUrl

授予检索与 artifactId 对应的构
件信息的权限

读取 apps*    

 GetBacken 
dEnvironment

授予检索 Amplify 应用程序后
端环境的权限

读取 apps*    

 GetBranch 授予检索 Amplify 应用程序分
支的权限

读取 branches*    

 GetDomain 
Association

授予检索与 appId 和 
domainName 对应的域信息的
权限

读取 domains*    

 GetJob 授予获取 Amplify 应用程序包
含的分支的作业的权限

读取 jobs*    

 GetWebACL 
ForResource

授予检索与资源关联的 
WebACL 的权限

读取 apps*    

 GetWebHoo 
k

授予检索与 webhookId 对应的 
Webhook 信息的权限

读取 webhooks*    

 ListApps 授予列出现有 Amplify 应用程
序的权限

列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListArtifacts 授予列出具有应用程序、分
支、作业和构件类型的构件的
权限

列表 apps*    

 ListBacke 
ndEnviron 
ments

授予列出 Amplify 应用程序后
端环境的权限

列表 apps*    

 ListBranches 授予列出 Amplify 应用程序分
支的权限

列表 apps*    

 ListDomai 
nAssociations

授予列出具有应用程序的域的
权限

列表 apps*    

 ListJobs 授予列出 Amplify 应用程序包
含的分支的作业的权限

列表 branches*    

 ListResou 
rcesForWe 
bACL

授予列出与 WebACL 关联的资
源的权限

列表      

apps    

branches    

domains    

 ListTagsF 
orResource

授予列出 AWS Amplify 控制台
资源标签的权限

读取

webhooks    

 ListWebHo 
oks

授予列出应用程序上的 
Webhook 的权限

列表 apps*    

 StartDepl 
oyment

授予启动手动部署应用程序的
部署的权限。（应用程序未连
接到存储库）

写入 branches*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartJob 授予为 Amplify 应用程序包含
的分支启动新作业的权限

写入 jobs*    

 StopJob 授予停止正在为 Amplify 应用
程序包含的分支执行的作业的
权限

写入 jobs*    

apps    

branches    

domains    

webhooks    

 TagResour 
ce

授予标记 AWS Amplify 控制台
资源的权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

apps    

branches    

domains    

webhooks    

 UntagReso 
urce

授予从 A AWS mplify 控制台资
源中移除标签的权限

标记

  aws:TagKe 
ys

 

 UpdateApp 授予更新现有 Amplify 应用程
序的权限

写入 apps*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateBra 
nch

授予更新 Amplify 应用程序分
支的权限

写入 branches*    

 UpdateDom 
ainAssoci 
ation

授予在应用程序 DomainAss 
ociation 上更新 a 的权限

写入 domains*    

 UpdateWeb 
Hook

授予更新 Webhook 的权限 写入 webhooks*    

AWS Amplify 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 apps arn:${Partition}:amplify:${Region}:$ 
{Account}:apps/${AppId}

aws:ResourceTag/${ 
TagKey}

 branches arn:${Partition}:amplify:${Region}:$ 
{Account}:apps/${AppId}/branches/${B 
ranchName}

aws:ResourceTag/${ 
TagKey}

 jobs arn:${Partition}:amplify:${Region}:$ 
{Account}:apps/${AppId}/branches/${B 
ranchName}/jobs/${JobId}

 

 domains arn:${Partition}:amplify:${Region}:$ 
{Account}:apps/${AppId}/domains/${Do 
mainName}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 webhooks arn:${Partition}:amplify:${Region}:$ 
{Account}:webhooks/${WebhookId}

aws:ResourceTag/${ 
TagKey}

AWS Amplify 的条件密钥

AWS Amplify 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中标签的键和值筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签键筛选访问 字符串

 aws:TagKeys 按请求中的标签键筛选访问 ArrayOfString

AWS Amplify 管理员的操作、资源和条件键

AWS Amplify Admin（服务前缀:amplifybackend）提供以下特定于服务的资源、操作和条件上下文
密钥，用于 IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Amplify 管理员定义的操作
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• AWS Amplify 管理员定义的资源类型

• AWS Amplify 管理员的条件键

AWS Amplify 管理员定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CloneBack 
end

授予将现有 Amplify 管理员后
端环境克隆到新的 Amplify 管
理员后端环境的权限

Write backend*    

 CreateBac 
kend

授予通过 Amplify appId 创建新
的 Amplify 管理员后端环境的
权限

写入 created-b 
ackend*

   

api*    

backend*    

 CreateBac 
kendAPI

授予通过 appID 为现有 
Amplify 管理后端环境创建 API 
的权限和 backendEnvironment 
Name

写入

environme 
nt*

   

auth*    

backend*    

 CreateBac 
kendAuth

授予通过 AppID 为现有 
Amplify Admin 后端环境创建身
份验证资源的权限 backendEn 
vironmentName

写入

environme 
nt*

   

 CreateBac 
kendConfig

授予通过 Amplify appId 创建新
的 Amplify 管理员后端配置的
权限

写入 config*    

backend*    

environme 
nt*

   

 CreateBac 
kendStorage

授予创建后端存储资源的权限 写入

storage*    

backend*     CreateToken 授予通过 appId 创建 Amplify 
管理员质询令牌的权限

写入

token*    
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https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-environments-backendenvironmentname-clone.html#CloneBackend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-environments-backendenvironmentname-clone.html#CloneBackend
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend.html#CreateBackend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend.html#CreateBackend
#awsamplifyadmin-created-backend
#awsamplifyadmin-created-backend
#awsamplifyadmin-api
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api.html#CreateBackendAPI
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api.html#CreateBackendAPI
#awsamplifyadmin-environment
#awsamplifyadmin-environment
#awsamplifyadmin-auth
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-auth.html#CreateBackendAuth
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-auth.html#CreateBackendAuth
#awsamplifyadmin-environment
#awsamplifyadmin-environment
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-config.html#CreateBackendConfig
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-config.html#CreateBackendConfig
#awsamplifyadmin-config
#awsamplifyadmin-backend
#awsamplifyadmin-environment
#awsamplifyadmin-environment
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-storage.html#CreateBackendStorage
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-storage.html#CreateBackendStorage
#awsamplifyadmin-storage
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-challenge.html#CreateToken
#awsamplifyadmin-token
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

backend*     DeleteBac 
kend

授予通过 AppID 删除现有 
Amplify 管理后端环境的权限 
backendEnvironmentName

写入

environme 
nt*

   

api*    

backend*    

 DeleteBac 
kendAPI

授予通过 AppID 删除现有 
Amplify 管理后端环境的 API 
的权限 backendEnvironment 
Name

写入

environme 
nt*

   

auth*    

backend*    

 DeleteBac 
kendAuth

授予通过 AppID 删除现有 
Amplify 管理后端环境的身份 
验证资源的权限 backendEn 
vironmentName

写入

environme 
nt*

   

backend*    

environme 
nt*

   

 DeleteBac 
kendStorage

授予删除后端存储资源的权限 写入

storage*    

backend*     DeleteToken 授予 appId 删除 Amplify 管理
员质询令牌的权限

写入

token*    

api*    

backend*    

 GenerateB 
ackendAPI 
Models

授予通过 AppID 为现有 
Amplify 管理后端环境的 API 
生成模型的权限 backendEn 
vironmentName

写入

environme 
nt*
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#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-environments-backendenvironmentname-remove.html#DeleteBackend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-environments-backendenvironmentname-remove.html#DeleteBackend
#awsamplifyadmin-environment
#awsamplifyadmin-environment
#awsamplifyadmin-api
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api-backendenvironmentname-remove.html#DeleteBackendAPI
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api-backendenvironmentname-remove.html#DeleteBackendAPI
#awsamplifyadmin-environment
#awsamplifyadmin-environment
#awsamplifyadmin-auth
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-auth-backendenvironmentname-remove.html#DeleteBackendAuth
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-auth-backendenvironmentname-remove.html#DeleteBackendAuth
#awsamplifyadmin-environment
#awsamplifyadmin-environment
#awsamplifyadmin-backend
#awsamplifyadmin-environment
#awsamplifyadmin-environment
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-storage.html#DeleteBackendStorage
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-storage.html#DeleteBackendStorage
#awsamplifyadmin-storage
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-challenge-sessionid-remove.html#DeleteToken
#awsamplifyadmin-token
#awsamplifyadmin-api
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api-backendenvironmentname-generatemodels.html#GenerateBackendAPIModels
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api-backendenvironmentname-generatemodels.html#GenerateBackendAPIModels
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api-backendenvironmentname-generatemodels.html#GenerateBackendAPIModels
#awsamplifyadmin-environment
#awsamplifyadmin-environment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

backend*     GetBackend 授予通过 appID 检索现有 
Amplify 管理后端环境的权限以
及 backendEnvironmentName

读取

environme 
nt*

   

api*    

backend*    

 GetBacken 
dAPI

授予通过 appID 检索现有 
Amplify 管理后端环境的 API 
的权限 backendEnvironment 
Name

读取

environme 
nt*

   

api*    

backend*    

 GetBacken 
dAPIModels

授予通过 AppID 检索现有 
Amplify 管理后端环境的 
API 模型的权限 backendEn 
vironmentName

读取

environme 
nt*

   

auth*    

backend*    

 GetBacken 
dAuth

授予通过 AppID 检索现有 
Amplify 管理后端环境的身份 
验证资源的权限 backendEn 
vironmentName

读取

environme 
nt*

   

backend*     GetBacken 
dJob

授予通过 AppID 检索现有 
Amplify 管理后端环境任务的权
限以及 backendEnvironment 
Name

读取

job*    

backend*     GetBacken 
dStorage

授予检索现有后端存储资源的
权限

读取

environme 
nt*
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#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-details.html#GetBackend
#awsamplifyadmin-environment
#awsamplifyadmin-environment
#awsamplifyadmin-api
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api-backendenvironmentname-details.html#GetBackendAPI
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api-backendenvironmentname-details.html#GetBackendAPI
#awsamplifyadmin-environment
#awsamplifyadmin-environment
#awsamplifyadmin-api
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api-backendenvironmentname-getmodels.html#GetBackendAPIModels
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api-backendenvironmentname-getmodels.html#GetBackendAPIModels
#awsamplifyadmin-environment
#awsamplifyadmin-environment
#awsamplifyadmin-auth
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-auth-backendenvironmentname-details.html#GetBackendAuth
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-auth-backendenvironmentname-details.html#GetBackendAuth
#awsamplifyadmin-environment
#awsamplifyadmin-environment
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-job-backendenvironmentname-jobid.html#GetBackendJob
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-job-backendenvironmentname-jobid.html#GetBackendJob
#awsamplifyadmin-job
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-storage.html#GetBackendStorage
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-storage.html#GetBackendStorage
#awsamplifyadmin-environment
#awsamplifyadmin-environment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

backend*     GetToken 授予通过 appId 检索 Amplify 
管理员质询令牌的权限

读取

token*    

auth*    

backend*    

 ImportBac 
kendAuth

授予通过 AppID 导入 Amplify 
管理后端环境的现有身份验
证资源的权限 backendEn 
vironmentName

写入

environme 
nt*

   

backend*    

environme 
nt*

   

 ImportBac 
kendStorage

授予导入现有后端存储资源的
权限

写入

storage*    

backend*     ListBacke 
ndJobs

授予通过 AppID 检索现有 
Amplify 管理后端环境任务的权
限 backendEnvironmentName

列表

job*    

 ListS3Buc 
kets

授予检索 s3 存储桶的权限 列表     s3:ListAl 
lMyBucket 
s

backend*     RemoveAll 
Backends

授予通过 appId 删除所有现有 
Amplify Admin 后端环境的权限

Write

environme 
nt*

   

 RemoveBac 
kendConfig

授予通过 Amplify appId 删除 
Amplify 管理员后端配置的权限

写入 config*    
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#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-challenge-sessionid.html#GetToken
#awsamplifyadmin-token
#awsamplifyadmin-auth
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-auth-backendenvironmentname.html#ImportBackendAuth
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-auth-backendenvironmentname.html#ImportBackendAuth
#awsamplifyadmin-environment
#awsamplifyadmin-environment
#awsamplifyadmin-backend
#awsamplifyadmin-environment
#awsamplifyadmin-environment
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-storage.html#ImportBackendStorage
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-storage.html#ImportBackendStorage
#awsamplifyadmin-storage
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-job-backendenvironmentname.html#ListBackendJobs
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-job-backendenvironmentname.html#ListBackendJobs
#awsamplifyadmin-job
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-storage.html#ListS3Buckets
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-storage.html#ListS3Buckets
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-remove.html#RemoveAllBackends
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-remove.html#RemoveAllBackends
#awsamplifyadmin-environment
#awsamplifyadmin-environment
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-config-remove.html#RemoveBackendConfig
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-config-remove.html#RemoveBackendConfig
#awsamplifyadmin-config
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

api*    

backend*    

 UpdateBac 
kendAPI

授予通过 appID 更新现有 
Amplify 管理后端环境的 API 
的权限 backendEnvironment 
Name

写入

environme 
nt*

   

auth*    

backend*    

 UpdateBac 
kendAuth

授予通过 AppID 更新现有 
Amplify 管理后端环境的身份 
验证资源的权限和 backendEn 
vironmentName

写入

environme 
nt*

   

 UpdateBac 
kendConfig

授予通过 Amplify appId 更新 
Amplify 管理员后端配置的权限

写入 config*    

backend*     UpdateBac 
kendJob

授予通过 AppID 更新现有 
Amplify 管理后端环境任务的 
权限和 backendEnvironment 
Name

写入

job*    

backend*    

environme 
nt*

   

 UpdateBac 
kendStorage

授予更新后端存储资源的权限 写入

storage*    

AWS Amplify 管理员定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awsamplifyadmin-api
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api-backendenvironmentname.html#UpdateBackendAPI
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api-backendenvironmentname.html#UpdateBackendAPI
#awsamplifyadmin-environment
#awsamplifyadmin-environment
#awsamplifyadmin-auth
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-auth-backendenvironmentname.html#UpdateBackendAuth
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-auth-backendenvironmentname.html#UpdateBackendAuth
#awsamplifyadmin-environment
#awsamplifyadmin-environment
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-config-update.html#UpdateBackendConfig
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-config-update.html#UpdateBackendConfig
#awsamplifyadmin-config
#awsamplifyadmin-backend
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-job-backendenvironmentname-jobid.html#UpdateBackendJob
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-job-backendenvironmentname-jobid.html#UpdateBackendJob
#awsamplifyadmin-job
#awsamplifyadmin-backend
#awsamplifyadmin-environment
#awsamplifyadmin-environment
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-storage.html#UpdateBackendStorage
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-storage.html#UpdateBackendStorage
#awsamplifyadmin-storage
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 created-b 
ackend

arn:${Partition}:amplifybackend:${Re 
gion}:${Account}:/backend/*

 

 backend arn:${Partition}:amplifybackend:${Re 
gion}:${Account}:/backend/${AppId}/*

 

 environment arn:${Partition}:amplifybackend:${Re 
gion}:${Account}:/backend/${AppId}/e 
nvironments/*

 

 api arn:${Partition}:amplifybackend:${Re 
gion}:${Account}:/backend/${AppId}/a 
pi/*

 

 auth arn:${Partition}:amplifybackend:${Re 
gion}:${Account}:/backend/${AppId}/a 
uth/*

 

 job arn:${Partition}:amplifybackend:${Re 
gion}:${Account}:/backend/${AppId}/j 
ob/*

 

 config arn:${Partition}:amplifybackend:${Re 
gion}:${Account}:/backend/${AppId}/c 
onfig/*

 

 token arn:${Partition}:amplifybackend:${Re 
gion}:${Account}:/backend/${AppId}/c 
hallenge/*

 

 storage arn:${Partition}:amplifybackend:${Re 
gion}:${Account}:/backend/${AppId}/s 
torage/*
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https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend.html
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend.html
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend.html
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api-backendenvironmentname-details.html
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-api.html
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-auth.html
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-job-backendenvironmentname.html
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-config.html
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-token.html
https://docs.aws.amazon.com/amplify-admin-ui/latest/APIReference/backend-appid-storage.html


服务授权参考 服务授权参考

AWS Amplify 管理员的条件键

Amplify 管理员没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均
可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Amplify UI Builder 的操作、资源和条件键

AWS Amplify UI Builder（服务前缀:amplifyuibuilder）提供以下特定于服务的资源、操作和条件
上下文密钥，用于 IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Amplify UI Builder 定义的操作

• AWS Amplify UI Builder 定义的资源类型

• AWS Amplify UI Builder 的条件密钥

AWS Amplify UI Builder 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/amplify/latest/userguide/
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/
https://docs.aws.amazon.com/amplify/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html


服务授权参考 服务授权参考

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCom 
ponent

授予创建组件的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

amplify:G 
etApp

amplifyui 
builder:G 
etCompone 
nt

amplifyui 
builder:T 
agResourc 
e

 CreateForm 授予权限以创建表单 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

amplify:G 
etApp

amplifyui 
builder:G 
etForm

amplifyui 
builder:T 
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_CreateComponent.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_CreateComponent.html
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_TagKeys
#awsamplifyuibuilder-aws_TagKeys
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_CreateForm.html
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_TagKeys
#awsamplifyuibuilder-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

agResourc 
e

amplifyui 
builder:U 
ntagResou 
rce

 CreateThe 
me

授予创建主题的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

amplify:G 
etApp

amplifyui 
builder:G 
etTheme

amplifyui 
builder:T 
agResourc 
e

 DeleteCom 
ponent

授予删除组件的权限 写入 Component 
Resource*

  amplify:G 
etApp

amplifyui 
builder:U 
ntagResou 
rce
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https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_CreateTheme.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_CreateTheme.html
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_TagKeys
#awsamplifyuibuilder-aws_TagKeys
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_DeleteComponent.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_DeleteComponent.html
#awsamplifyuibuilder-ComponentResource
#awsamplifyuibuilder-ComponentResource
#awsamplifyuibuilder-ComponentResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteForm 授予权限以删除表单 写入 FormResou 
rce*

  amplify:G 
etApp

amplifyui 
builder:T 
agResourc 
e

amplifyui 
builder:U 
ntagResou 
rce

 DeleteThe 
me

授予删除主题的权限 写入 ThemeReso 
urce*

  amplify:G 
etApp

amplifyui 
builder:U 
ntagResou 
rce

 ExchangeC 
odeForToken

授予将代码交换为令牌的权限 写入      

 ExportCom 
ponents

授予导出组件的权限 读取      

 ExportForms 授予权限以导出表单 读取      

 ExportThe 
mes

授予导出主题的权限 读取      

 GetCodege 
nJob

授予权限以获取现有 codegen 
任务

读取 CodegenJo 
bResource 
*

  amplify:G 
etApp
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https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_DeleteForm.html
#awsamplifyuibuilder-FormResource
#awsamplifyuibuilder-FormResource
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_DeleteTheme.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_DeleteTheme.html
#awsamplifyuibuilder-ThemeResource
#awsamplifyuibuilder-ThemeResource
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ExchangeCodeForToken.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ExchangeCodeForToken.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ExportComponents.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ExportComponents.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ExportForms.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ExportThemes.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ExportThemes.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_GetCodegenJob.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_GetCodegenJob.html
#awsamplifyuibuilder-CodegenJobResource
#awsamplifyuibuilder-CodegenJobResource
#awsamplifyuibuilder-CodegenJobResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCompon 
ent

授予获取现有组件的权限 读取 Component 
Resource*

  amplify:G 
etApp

 GetForm 授予权限以获取现有表单 读取 FormResou 
rce*

  amplify:G 
etApp

 GetMetadata 授予权限以获取现有元数据 读取      

 GetTheme 授予获取现有主题的权限 读取 ThemeReso 
urce*

  amplify:G 
etApp

 ListCodeg 
enJobs

授予权限以列出 codegen 任务 列表     amplify:G 
etApp

 ListCompo 
nents

授予列出组件的权限 列表     amplify:G 
etApp

 ListForms 授予权限以列出表单 列表     amplify:G 
etApp

CodegenJo 
bResource

   

Component 
Resource

   

FormResou 
rce

   

 ListTagsF 
orResource

授予权限以列出指定 Amazon 
资源名称（ARN)的标签

列表

ThemeReso 
urce

   

 ListThemes 授予权限以列出主题 列表     amplify:G 
etApp
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https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_GetComponent.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_GetComponent.html
#awsamplifyuibuilder-ComponentResource
#awsamplifyuibuilder-ComponentResource
#awsamplifyuibuilder-ComponentResource
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_GetForm.html
#awsamplifyuibuilder-FormResource
#awsamplifyuibuilder-FormResource
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_GetMetadata.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_GetTheme.html
#awsamplifyuibuilder-ThemeResource
#awsamplifyuibuilder-ThemeResource
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ListCodegenJobs.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ListCodegenJobs.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ListComponents.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ListComponents.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ListForms.html
#awsamplifyuibuilder-CodegenJobResource
#awsamplifyuibuilder-CodegenJobResource
#awsamplifyuibuilder-CodegenJobResource
#awsamplifyuibuilder-ComponentResource
#awsamplifyuibuilder-ComponentResource
#awsamplifyuibuilder-FormResource
#awsamplifyuibuilder-FormResource
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ListTagsForResource.html
#awsamplifyuibuilder-ThemeResource
#awsamplifyuibuilder-ThemeResource
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ListThemes.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutMetada 
taFlag

授予权限以发送现有元数据 写入      

 RefreshTo 
ken

授予刷新访问令牌的权限 写入      

 ResetMeta 
dataFlag

授予权限以重置现有元数据 写入      

 StartCode 
genJob

授予权限以启动 codegen 任务 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

amplify:G 
etApp

CodegenJo 
bResource

   

Component 
Resource

   

FormResou 
rce

   

ThemeReso 
urce

   

 TagResour 
ce

授予权限以使用标签键和值标
记资源

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_PutMetadataFlag.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_PutMetadataFlag.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_RefreshToken.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_RefreshToken.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ResetMetadataFlag.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_ResetMetadataFlag.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_StartCodegenJob.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_StartCodegenJob.html
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_TagKeys
#awsamplifyuibuilder-aws_TagKeys
#awsamplifyuibuilder-CodegenJobResource
#awsamplifyuibuilder-CodegenJobResource
#awsamplifyuibuilder-CodegenJobResource
#awsamplifyuibuilder-ComponentResource
#awsamplifyuibuilder-ComponentResource
#awsamplifyuibuilder-FormResource
#awsamplifyuibuilder-FormResource
#awsamplifyuibuilder-ThemeResource
#awsamplifyuibuilder-ThemeResource
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_TagResource.html
#awsamplifyuibuilder-aws_TagKeys
#awsamplifyuibuilder-aws_TagKeys
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_RequestTag___TagKey_
#awsamplifyuibuilder-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

CodegenJo 
bResource

   

Component 
Resource

   

FormResou 
rce

   

ThemeReso 
urce

   

 UntagReso 
urce

授予权限以使用指定的 
Amazon 资源名称（ARN）取
消标记资源

标记

  aws:TagKe 
ys

 

 UpdateCom 
ponent

授予更新组件的权限 写入 Component 
Resource*

  amplify:G 
etApp

amplifyui 
builder:T 
agResourc 
e

amplifyui 
builder:U 
ntagResou 
rce
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#awsamplifyuibuilder-CodegenJobResource
#awsamplifyuibuilder-CodegenJobResource
#awsamplifyuibuilder-CodegenJobResource
#awsamplifyuibuilder-ComponentResource
#awsamplifyuibuilder-ComponentResource
#awsamplifyuibuilder-FormResource
#awsamplifyuibuilder-FormResource
#awsamplifyuibuilder-ThemeResource
#awsamplifyuibuilder-ThemeResource
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_UntagResource.html
#awsamplifyuibuilder-aws_TagKeys
#awsamplifyuibuilder-aws_TagKeys
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_UpdateComponent.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_UpdateComponent.html
#awsamplifyuibuilder-ComponentResource
#awsamplifyuibuilder-ComponentResource
#awsamplifyuibuilder-ComponentResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateForm 授予权限以更新表单 写入 FormResou 
rce*

  amplify:G 
etApp

amplifyui 
builder:G 
etForm

amplifyui 
builder:T 
agResourc 
e

amplifyui 
builder:U 
ntagResou 
rce

 UpdateThe 
me

授予更新主题的权限 写入 ThemeReso 
urce*

  amplify:G 
etApp

amplifyui 
builder:G 
etTheme

amplifyui 
builder:T 
agResourc 
e

amplifyui 
builder:U 
ntagResou 
rce
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https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_UpdateForm.html
#awsamplifyuibuilder-FormResource
#awsamplifyuibuilder-FormResource
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_UpdateTheme.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_UpdateTheme.html
#awsamplifyuibuilder-ThemeResource
#awsamplifyuibuilder-ThemeResource


服务授权参考 服务授权参考

AWS Amplify UI Builder 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 CodegenJo 
bResource

arn:${Partition}:amplifyuibuilder:${ 
Region}:${Account}:app/${AppId}/envi 
ronment/${EnvironmentName}/codegen-j 
obs/${Id}

amplifyuibuilder:C 
odegenJobResourceA 
ppId

amplifyuibuilder:C 
odegenJobResourceE 
nvironmentName

amplifyuibuilder:C 
odegenJobResourceI 
d

aws:ResourceTag/${ 
TagKey}

 Component 
Resource

arn:${Partition}:amplifyuibuilder:${ 
Region}:${Account}:app/${AppId}/envi 
ronment/${EnvironmentName}/component 
s/${Id}

amplifyuibuilder:C 
omponentResourceAp 
pId

amplifyuibuilder:C 
omponentResourceEn 
vironmentName

amplifyuibuilder:C 
omponentResourceId

aws:ResourceTag/${ 
TagKey}

 FormResou 
rce

arn:${Partition}:amplifyuibuilder:${ 
Region}:${Account}:app/${AppId}/envi 

amplifyuibuilder:F 
ormResourceAppId
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_CodegenJob.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_CodegenJob.html
#awsamplifyuibuilder-amplifyuibuilder_CodegenJobResourceAppId
#awsamplifyuibuilder-amplifyuibuilder_CodegenJobResourceAppId
#awsamplifyuibuilder-amplifyuibuilder_CodegenJobResourceAppId
#awsamplifyuibuilder-amplifyuibuilder_CodegenJobResourceEnvironmentName
#awsamplifyuibuilder-amplifyuibuilder_CodegenJobResourceEnvironmentName
#awsamplifyuibuilder-amplifyuibuilder_CodegenJobResourceEnvironmentName
#awsamplifyuibuilder-amplifyuibuilder_CodegenJobResourceId
#awsamplifyuibuilder-amplifyuibuilder_CodegenJobResourceId
#awsamplifyuibuilder-amplifyuibuilder_CodegenJobResourceId
#awsamplifyuibuilder-aws_ResourceTag___TagKey_
#awsamplifyuibuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_Component.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_Component.html
#awsamplifyuibuilder-amplifyuibuilder_ComponentResourceAppId
#awsamplifyuibuilder-amplifyuibuilder_ComponentResourceAppId
#awsamplifyuibuilder-amplifyuibuilder_ComponentResourceAppId
#awsamplifyuibuilder-amplifyuibuilder_ComponentResourceEnvironmentName
#awsamplifyuibuilder-amplifyuibuilder_ComponentResourceEnvironmentName
#awsamplifyuibuilder-amplifyuibuilder_ComponentResourceEnvironmentName
#awsamplifyuibuilder-amplifyuibuilder_ComponentResourceId
#awsamplifyuibuilder-amplifyuibuilder_ComponentResourceId
#awsamplifyuibuilder-aws_ResourceTag___TagKey_
#awsamplifyuibuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_Form.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_Form.html
#awsamplifyuibuilder-amplifyuibuilder_FormResourceAppId
#awsamplifyuibuilder-amplifyuibuilder_FormResourceAppId


服务授权参考 服务授权参考

资源类型 ARN 条件键

ronment/${EnvironmentName}/forms/${I 
d}

amplifyuibuilder:F 
ormResourceEnviron 
mentName

amplifyuibuilder:F 
ormResourceId

aws:ResourceTag/${ 
TagKey}

 ThemeReso 
urce

arn:${Partition}:amplifyuibuilder:${ 
Region}:${Account}:app/${AppId}/envi 
ronment/${EnvironmentName}/themes/${ 
Id}

amplifyuibuilder:T 
hemeResourceAppId

amplifyuibuilder:T 
hemeResourceEnviro 
nmentName

amplifyuibuilder:T 
hemeResourceId

aws:ResourceTag/${ 
TagKey}

AWS Amplify UI Builder 的条件密钥

AWS Amplify UI Builder 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 amplifyui 
builder:C 
odegenJob 
ResourceAppId

按应用程序 ID 筛选访问权限 字符串
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#awsamplifyuibuilder-amplifyuibuilder_FormResourceEnvironmentName
#awsamplifyuibuilder-amplifyuibuilder_FormResourceEnvironmentName
#awsamplifyuibuilder-amplifyuibuilder_FormResourceEnvironmentName
#awsamplifyuibuilder-amplifyuibuilder_FormResourceId
#awsamplifyuibuilder-amplifyuibuilder_FormResourceId
#awsamplifyuibuilder-aws_ResourceTag___TagKey_
#awsamplifyuibuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_Theme.html
https://docs.aws.amazon.com/amplifyuibuilder/latest/APIReference/API_Theme.html
#awsamplifyuibuilder-amplifyuibuilder_ThemeResourceAppId
#awsamplifyuibuilder-amplifyuibuilder_ThemeResourceAppId
#awsamplifyuibuilder-amplifyuibuilder_ThemeResourceEnvironmentName
#awsamplifyuibuilder-amplifyuibuilder_ThemeResourceEnvironmentName
#awsamplifyuibuilder-amplifyuibuilder_ThemeResourceEnvironmentName
#awsamplifyuibuilder-amplifyuibuilder_ThemeResourceId
#awsamplifyuibuilder-amplifyuibuilder_ThemeResourceId
#awsamplifyuibuilder-aws_ResourceTag___TagKey_
#awsamplifyuibuilder-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/amplify/latest/APIReference/API_App.html
https://docs.aws.amazon.com/amplify/latest/APIReference/API_App.html
https://docs.aws.amazon.com/amplify/latest/APIReference/API_App.html
https://docs.aws.amazon.com/amplify/latest/APIReference/API_App.html


服务授权参考 服务授权参考

条件键 描述 类型

 amplifyui 
builder:C 
odegenJob 
ResourceE 
nvironmentName

按后端环境名称筛选访问权限 字符串

 amplifyui 
builder:C 
odegenJob 
ResourceId

按 codegen 任务 ID 筛选访问权限 字符串

 amplifyui 
builder:C 
omponentR 
esourceAppId

按应用程序 ID 筛选访问权限 字符串

 amplifyui 
builder:C 
omponentR 
esourceEn 
vironmentName

按后端环境名称筛选访问权限 字符串

 amplifyui 
builder:C 
omponentR 
esourceId

按组件 ID 筛选访问权限 字符串

 amplifyui 
builder:F 
ormResour 
ceAppId

按应用程序 ID 筛选访问权限 字符串
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https://docs.aws.amazon.com/amplify/latest/APIReference/API_BackendEnvironment.html
https://docs.aws.amazon.com/amplify/latest/APIReference/API_BackendEnvironment.html
https://docs.aws.amazon.com/amplify/latest/APIReference/API_BackendEnvironment.html
https://docs.aws.amazon.com/amplify/latest/APIReference/API_BackendEnvironment.html
https://docs.aws.amazon.com/amplify/latest/APIReference/API_BackendEnvironment.html
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条件键 描述 类型

 amplifyui 
builder:F 
ormResour 
ceEnviron 
mentName

按后端环境名称筛选访问权限 字符串

 amplifyui 
builder:F 
ormResourceId

按表单 ID 筛选访问权限 字符串

 amplifyui 
builder:T 
hemeResou 
rceAppId

按应用程序 ID 筛选访问权限 字符串

 amplifyui 
builder:T 
hemeResou 
rceEnviro 
nmentName

按后端环境名称筛选访问权限 字符串

 amplifyui 
builder:T 
hemeResourceId

按主题 ID 筛选访问权限 字符串

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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适用于 APIs 亚马逊 MSK 集群的 Apache Kafka 的操作、资源和条件密钥

Apache Kafka for A APIs mazon MSK 集群（服务前缀:kafka-cluster）提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Apache Kafka 为 APIs 亚马逊 MSK 集群定义的操作

• Apache Kafka 为 APIs 亚马逊 MSK 集群定义的资源类型

• 适用于 APIs 亚马逊 MSK 集群的 Apache Kafka 的条件密钥

Apache Kafka 为 APIs 亚马逊 MSK 集群定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AlterCluster 授予更改集群各个方面的权
限，相当于 Apache Kafka 的 
ALTER CLUSTER ACL

Write cluster*   kafka-clu 
ster:Conn 
ect

kafka-clu 
ster:Desc 
ribeClust 
er

 AlterClus 
terDynami 
cConfigur 
ation

授予更改集群动态配置的权
限，相当于 Apache Kafka 的 
ALTER_CONFIGS CLUSTER 
ACL

Write cluster*   kafka-clu 
ster:Conn 
ect

kafka-clu 
ster:Desc 
ribeClust 
erDynamic 
Configura 
tion

 AlterGroup 授予加入集群上群组的权
限，相当于 Apache Kafka 的 
READ GROUP ACL

Write group*   kafka-clu 
ster:Conn 
ect
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

kafka-clu 
ster:Desc 
ribeGroup

 AlterTopic 授予更改集群上主题的权
限，相当于 Apache Kafka 的 
ALTER TOPIC ACL

Write topic*   kafka-clu 
ster:Conn 
ect

kafka-clu 
ster:Desc 
ribeTopic

 AlterTopi 
cDynamicC 
onfiguration

授予更改集群上主题的动态
配置的权限，相当于 Apache 
Kafka 的 ALTER_CONFIGS 
TOPIC ACL

写入 topic*   kafka-clu 
ster:Conn 
ect

kafka-clu 
ster:Desc 
ribeTopic 
DynamicCo 
nfigurati 
on

 AlterTran 
sactionalId

授予修改集群 IDs 上事务的权
限，相当于 Apache Kafka 的 
WRITE TRANSACTIONAL_ID 
ACL

写入 transacti 
onal-id*

  kafka-clu 
ster:Conn 
ect

kafka-clu 
ster:Desc 
ribeTrans 
actionalId

kafka-clu 
ster:Writ 
eData
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Connect 授予连接和验证集群的权限 写入 cluster*    

 CreateTopic 授予在集群上创建主题的权
限，相当于 Apache Kafka 的
创建 ACL CLUSTER/TOPIC

写入 topic*   kafka-clu 
ster:Conn 
ect

 DeleteGroup 授予删除集群上的群组的权
限，相当于 Apache Kafka 的 
DELETE GROUP ACL

Write group*   kafka-clu 
ster:Conn 
ect

kafka-clu 
ster:Desc 
ribeGroup

 DeleteTopic 授予删除集群上主题的权
限，相当于 Apache Kafka 的 
DELETE TOPIC ACL

Write topic*   kafka-clu 
ster:Conn 
ect

kafka-clu 
ster:Desc 
ribeTopic

 DescribeC 
luster

授予描述集群各个方面的权
限，相当于 Apache Kafka 的 
DESCRIBE CLUSTER ACL

List cluster*   kafka-clu 
ster:Conn 
ect

 DescribeC 
lusterDyn 
amicConfi 
guration

授予描述集群动态配置的权
限，相当于 Apache Kafka 
的 DESCRIBE_CONFIGS 
CLUSTER ACL

List cluster*   kafka-clu 
ster:Conn 
ect

 DescribeG 
roup

授予描述集群上的群组的权
限，相当于 Apache Kafka 的 
DESCRIBE GROUP ACL

List group*   kafka-clu 
ster:Conn 
ect
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeT 
opic

授予描述集群上的主题的权
限，相当于 Apache Kafka 的 
DESCRIBE TOPIC ACL

List topic*   kafka-clu 
ster:Conn 
ect

 DescribeT 
opicDynam 
icConfigu 
ration

授予描述集群上的主题动
态配置的权限，相当于 
Apache Kafka 的 DESCRIBE_ 
CONFIGS TOPIC ACL

列表 topic*   kafka-clu 
ster:Conn 
ect

 DescribeT 
ransactio 
nalId

授予描述集群 IDs 上交易的
权限，相当于 Apache Kafka 
的 DESCRIBE TRANSACTI 
ONAL_ID ACL

列表 transacti 
onal-id*

  kafka-clu 
ster:Conn 
ect

 ReadData 授予从集群上的主题中读取
数据的权限，相当于 Apache 
Kafka 的 READ TOPIC ACL

Read topic*   kafka-clu 
ster:Alte 
rGroup

kafka-clu 
ster:Conn 
ect

kafka-clu 
ster:Desc 
ribeTopic

 WriteData 授予向集群上的主题写入数据
的权限，相当于 Apache Kafka 
的 WRITE TOPIC ACL

Write topic*   kafka-clu 
ster:Conn 
ect

kafka-clu 
ster:Desc 
ribeTopic
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 WriteData 
Idempotently

授予在集群上以幂等方式写入
数据的权限，相当于 Apache 
Kafka 的 IDEMPOTEN 
T_WRITE CLUSTER ACL

写入 cluster*   kafka-clu 
ster:Conn 
ect

kafka-clu 
ster:Writ 
eData

Apache Kafka 为 APIs 亚马逊 MSK 集群定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 cluster arn:${Partition}:kafka:${Region}:${A 
ccount}:cluster/${ClusterName}/${Clu 
sterUuid}

aws:ResourceTag/${ 
TagKey}

 topic arn:${Partition}:kafka:${Region}:${A 
ccount}:topic/${ClusterName}/${Clust 
erUuid}/${TopicName}

 

 group arn:${Partition}:kafka:${Region}:${A 
ccount}:group/${ClusterName}/${Clust 
erUuid}/${GroupName}

 

 transacti 
onal-id

arn:${Partition}:kafka:${Region}:${A 
ccount}:transactional-id/${ClusterNa 
me}/${ClusterUuid}/${TransactionalId 
}
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适用于 APIs 亚马逊 MSK 集群的 Apache Kafka 的条件密钥

Apache Kafka for A APIs mazon MSK 集群定义了以下条件密钥，这些条件密钥可用于 IAM
Condition 策略的元素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细
信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选操作。资源标签上下文
密钥仅适用于群集资源，不适用于主题、群组和交易 IDs

字符串

Amazon API Gateway 的操作、资源和条件键

Amazon API Gateway（服务前缀：execute-api）提供以下服务特定的资源、操作和条件上下文键
以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon API Gateway 定义的操作

• Amazon API Gateway 定义的资源类型

• Amazon API Gateway 的条件键

Amazon API Gateway 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Invalidat 
eCache

用于根据客户端请求使 API 缓
存失效

Write execute-
api-
general*

   

execute-
api-
domain

    Invoke 用于根据客户端请求调用 API 写入

execute-
api-
general
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ManageCon 
nections

ManageConnections 控制对 
@connections API 的访问权限

写入 execute-
api-
general*

   

Amazon API Gateway 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 execute-api-
general

arn:${Partition}:execute-api:${Regio 
n}:${Account}:${ApiId}/${Stage}/${Me 
thod}/${ApiSpecificResourcePath}

execute-api:viaDom 
ainArn

 execute-api-
domain

arn:${Partition}:execute-api:${Regio 
n}:${Account}:/domainnames/${DomainN 
ame} ${DomainIdentifier}

 

Amazon API Gateway 的条件键

Amazon API Gateway 定义了以下条件密钥，这些条件密钥可用于 IAM 策略的Condition元素中。您
可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 execute-a 
pi:viaDomainArn

按调用 API 的域名 ARN 筛选访问权限 字符串
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AWS App Mesh 的操作、资源和条件键

AWS App Mesh（服务前缀:appmesh）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS App Mesh 定义的操作

• AWS App Mesh 定义的资源类型

• AWS App Mesh 的条件键

AWS App Mesh 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

gatewayRo 
ute*

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

  CreateGat 
ewayRoute

授予创建与虚拟网关关联的网
关路由的权限

Write

virtualSe 
rvice

   

mesh*     CreateMesh 授予创建服务网格的权限 Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateRoute 授予创建与虚拟路由器关联的
路由的权限

Write route* aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

virtualNo 
de

   

virtualGa 
teway*

    CreateVir 
tualGateway

授予在服务网格中创建虚拟网
关的权限

Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

virtualNo 
de*

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

  CreateVir 
tualNode

授予在服务网格中创建虚拟节
点的权限

Write

virtualSe 
rvice

   

virtualRo 
uter*

    CreateVir 
tualRouter

授予在服务网格中创建虚拟路
由器的权限

Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

virtualSe 
rvice*

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

virtualNo 
de

   

 CreateVir 
tualService

授予在服务网格中创建虚拟服
务的权限

Write

virtualRo 
uter

   

 DeleteGat 
ewayRoute

授予删除现有网关路由的权限 Write gatewayRo 
ute*

   

 DeleteMesh 授予删除现有服务网格的权限 写入 mesh*    

 DeleteMes 
hPolicy [仅权
限]

授予权限以删除网格的 RAM 
访问控制策略

写入 mesh*    

 DeleteRoute 授予删除现有路由的权限 Write route*    

 DeleteVir 
tualGateway

授予删除现有虚拟网关的权限 Write virtualGa 
teway*

   

 DeleteVir 
tualNode

授予删除现有虚拟节点的权限 Write virtualNo 
de*

   

 DeleteVir 
tualRouter

授予删除现有虚拟路由器的权
限

Write virtualRo 
uter*

   

 DeleteVir 
tualService

授予删除现有虚拟服务的权限 Write virtualSe 
rvice*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeG 
atewayRoute

授予描述现有网关路由的权限 Read gatewayRo 
ute*

   

 DescribeM 
esh

授予描述现有服务网格的权限 Read mesh*    

 DescribeR 
oute

授予描述现有路由的权限 Read route*    

 DescribeV 
irtualGateway

授予描述现有虚拟网关的权限 Read virtualGa 
teway*

   

 DescribeV 
irtualNode

授予描述现有虚拟节点的权限 Read virtualNo 
de*

   

 DescribeV 
irtualRouter

授予描述现有虚拟路由器的权
限

Read virtualRo 
uter*

   

 DescribeV 
irtualService

授予描述现有虚拟服务的权限 读取 virtualSe 
rvice*

   

 GetMeshPo 
licy [仅权限]

授予权限以读取网格的 RAM 
访问控制策略

读取 mesh*    

 ListGatew 
ayRoutes

授予列出服务网格中现有网关
路由的权限

List virtualGa 
teway*

   

 ListMeshes 授予列出现有服务网格的权限 List      

 ListRoutes 授予列出服务网格中现有路由
的权限

List virtualRo 
uter*

   

gatewayRo 
ute

    ListTagsF 
orResource

授予列出 App Mesh 资源标签
的权限

List

mesh    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

route    

virtualGa 
teway

   

virtualNo 
de

   

virtualRo 
uter

   

virtualSe 
rvice

   

 ListVirtu 
alGateways

授予列出服务网格中现有虚拟
网关的权限

List mesh*    

 ListVirtu 
alNodes

授予列出现有虚拟节点的权限 List mesh*    

 ListVirtu 
alRouters

授予列出服务网格中现有虚拟
路由器的权限

List mesh*    

 ListVirtu 
alServices

授予列出服务网格中现有虚拟
服务的权限

列表 mesh*    

 PutMeshPo 
licy [仅权限]

授予权限以定义网格的 RAM 
访问控制策略

写入 mesh*    

virtualGa 
teway

    StreamAgg 
regatedRe 
sources

授予接收 App Mesh 端点流媒
体资源的权限 (VirtualNode/
VirtualGateway)

读取

virtualNo 
de
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#awsappmesh-virtualGateway
#awsappmesh-virtualNode
#awsappmesh-virtualNode
#awsappmesh-virtualRouter
#awsappmesh-virtualRouter
#awsappmesh-virtualService
#awsappmesh-virtualService
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualGateways.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualGateways.html
#awsappmesh-mesh
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualNodes.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualNodes.html
#awsappmesh-mesh
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualRouters.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualRouters.html
#awsappmesh-mesh
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualServices.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualServices.html
#awsappmesh-mesh
https://docs.aws.amazon.com/app-mesh/latest/userguide/sharing.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/sharing.html
#awsappmesh-mesh
#awsappmesh-virtualGateway
#awsappmesh-virtualGateway
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
#awsappmesh-virtualNode
#awsappmesh-virtualNode
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

gatewayRo 
ute

   

mesh    

route    

virtualGa 
teway

   

virtualNo 
de

   

virtualRo 
uter

   

virtualSe 
rvice

   

 TagResour 
ce

授予权限以使用指定的 
resourceArn 为资源贴标签

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

gatewayRo 
ute

   

mesh    

route    

 UntagReso 
urce

授予权限以从资源中删除标签 标记

virtualGa 
teway
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#awsappmesh-gatewayRoute
#awsappmesh-gatewayRoute
#awsappmesh-mesh
#awsappmesh-route
#awsappmesh-virtualGateway
#awsappmesh-virtualGateway
#awsappmesh-virtualNode
#awsappmesh-virtualNode
#awsappmesh-virtualRouter
#awsappmesh-virtualRouter
#awsappmesh-virtualService
#awsappmesh-virtualService
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_TagResource.html
#awsappmesh-aws_TagKeys
#awsappmesh-aws_TagKeys
#awsappmesh-aws_RequestTag___TagKey_
#awsappmesh-aws_RequestTag___TagKey_
#awsappmesh-aws_RequestTag___TagKey_
#awsappmesh-gatewayRoute
#awsappmesh-gatewayRoute
#awsappmesh-mesh
#awsappmesh-route
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UntagResource.html
#awsappmesh-virtualGateway
#awsappmesh-virtualGateway
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

virtualNo 
de

   

virtualRo 
uter

   

virtualSe 
rvice

   

  aws:TagKe 
ys

 

gatewayRo 
ute*

    UpdateGat 
ewayRoute

授予权限以更新指定服务网格
和虚拟网关的现有网关路由

Write

virtualSe 
rvice

   

 UpdateMesh 授予更新现有服务网格的权限 Write mesh*    

route*     UpdateRoute 授予更新指定服务网格和虚拟
路由器的现有路由的权限

Write

virtualNo 
de

   

 UpdateVir 
tualGateway

授予更新指定服务网格中现有
虚拟网关的权限

Write virtualGa 
teway*

   

 UpdateVir 
tualNode

授予更新指定服务网格中现有
虚拟节点的权限

Write virtualNo 
de*

   

 UpdateVir 
tualRouter

授予更新指定服务网格中现有
虚拟路由器的权限

Write virtualRo 
uter*

   

 UpdateVir 
tualService

授予更新指定服务网格中现有
虚拟服务的权限

Write virtualSe 
rvice*
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#awsappmesh-virtualNode
#awsappmesh-virtualNode
#awsappmesh-virtualRouter
#awsappmesh-virtualRouter
#awsappmesh-virtualService
#awsappmesh-virtualService
#awsappmesh-aws_TagKeys
#awsappmesh-aws_TagKeys
#awsappmesh-gatewayRoute
#awsappmesh-gatewayRoute
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateGatewayRoute.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateGatewayRoute.html
#awsappmesh-virtualService
#awsappmesh-virtualService
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateMesh.html
#awsappmesh-mesh
#awsappmesh-route
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateRoute.html
#awsappmesh-virtualNode
#awsappmesh-virtualNode
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualGateway.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualGateway.html
#awsappmesh-virtualGateway
#awsappmesh-virtualGateway
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualNode.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualNode.html
#awsappmesh-virtualNode
#awsappmesh-virtualNode
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualRouter.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualRouter.html
#awsappmesh-virtualRouter
#awsappmesh-virtualRouter
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualService.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualService.html
#awsappmesh-virtualService
#awsappmesh-virtualService


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

virtualNo 
de

   

virtualRo 
uter

   

AWS App Mesh 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 mesh arn:${Partition}:appmesh:${Region}:$ 
{Account}:mesh/${MeshName}

aws:ResourceTag/${ 
TagKey}

 virtualSe 
rvice

arn:${Partition}:appmesh:${Region}:$ 
{Account}:mesh/${MeshName}/virtualSe 
rvice/${VirtualServiceName}

aws:ResourceTag/${ 
TagKey}

 virtualNode arn:${Partition}:appmesh:${Region}:$ 
{Account}:mesh/${MeshName}/virtualNo 
de/${VirtualNodeName}

aws:ResourceTag/${ 
TagKey}

 virtualRouter arn:${Partition}:appmesh:${Region}:$ 
{Account}:mesh/${MeshName}/virtualRo 
uter/${VirtualRouterName}

aws:ResourceTag/${ 
TagKey}

 route arn:${Partition}:appmesh:${Region}:$ 
{Account}:mesh/${MeshName}/virtualRo 

aws:ResourceTag/${ 
TagKey}
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#awsappmesh-virtualNode
#awsappmesh-virtualNode
#awsappmesh-virtualRouter
#awsappmesh-virtualRouter
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/app-mesh/latest/userguide/meshes.html
#awsappmesh-aws_ResourceTag___TagKey_
#awsappmesh-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_services.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_services.html
#awsappmesh-aws_ResourceTag___TagKey_
#awsappmesh-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
#awsappmesh-aws_ResourceTag___TagKey_
#awsappmesh-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_routers.html
#awsappmesh-aws_ResourceTag___TagKey_
#awsappmesh-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
#awsappmesh-aws_ResourceTag___TagKey_
#awsappmesh-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

uter/${VirtualRouterName}/route/${Ro 
uteName}

 virtualGa 
teway

arn:${Partition}:appmesh:${Region}:$ 
{Account}:mesh/${MeshName}/virtualGa 
teway/${VirtualGatewayName}

aws:ResourceTag/${ 
TagKey}

 gatewayRo 
ute

arn:${Partition}:appmesh:${Region}:$ 
{Account}:mesh/${MeshName}/virtualGa 
teway/${VirtualGatewayName}/gatewayR 
oute/${GatewayRouteName}

aws:ResourceTag/${ 
TagKey}

AWS App Mesh 的条件键

AWS App Mesh 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对来筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选操作 ArrayOfString

AWS App Mesh（预览版）的操作、资源和条件键

AWS App Mesh Preview（服务前缀:appmesh-preview）提供以下特定于服务的资源、操作和条件
上下文密钥，供在 IAM 权限策略中使用。

参考：
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https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
#awsappmesh-aws_ResourceTag___TagKey_
#awsappmesh-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
#awsappmesh-aws_ResourceTag___TagKey_
#awsappmesh-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS App Mesh（预览版）定义的操作

• AWS App Mesh（预览版）定义的资源类型

• AWS App Mesh（预览版）的条件键

AWS App Mesh（预览版）定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/app-mesh/latest/userguide/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/
https://docs.aws.amazon.com/app-mesh/latest/userguide/IAM_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

gatewayRo 
ute*

    CreateGat 
ewayRoute

授予创建与虚拟网关关联的网
关路由的权限

Write

virtualSe 
rvice

   

 CreateMesh 授予创建服务网格的权限 Write mesh*    

route*     CreateRoute 授予创建与虚拟路由器关联的
路由的权限

Write

virtualNo 
de

   

 CreateVir 
tualGateway

授予在服务网格中创建虚拟网
关的权限

Write virtualGa 
teway*

   

virtualNo 
de*

    CreateVir 
tualNode

授予在服务网格中创建虚拟节
点的权限

Write

virtualSe 
rvice

   

 CreateVir 
tualRouter

授予在服务网格中创建虚拟路
由器的权限

Write virtualRo 
uter*

   

virtualSe 
rvice*

   

virtualNo 
de

   

 CreateVir 
tualService

授予在服务网格中创建虚拟服
务的权限

Write

virtualRo 
uter
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#awsappmeshpreview-gatewayRoute
#awsappmeshpreview-gatewayRoute
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_CreateGatewayRoute.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_CreateGatewayRoute.html
#awsappmeshpreview-virtualService
#awsappmeshpreview-virtualService
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_CreateMesh.html
#awsappmeshpreview-mesh
#awsappmeshpreview-route
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_CreateRoute.html
#awsappmeshpreview-virtualNode
#awsappmeshpreview-virtualNode
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_CreateVirtualGateway.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_CreateVirtualGateway.html
#awsappmeshpreview-virtualGateway
#awsappmeshpreview-virtualGateway
#awsappmeshpreview-virtualNode
#awsappmeshpreview-virtualNode
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_CreateVirtualNode.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_CreateVirtualNode.html
#awsappmeshpreview-virtualService
#awsappmeshpreview-virtualService
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_CreateVirtualRouter.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_CreateVirtualRouter.html
#awsappmeshpreview-virtualRouter
#awsappmeshpreview-virtualRouter
#awsappmeshpreview-virtualService
#awsappmeshpreview-virtualService
#awsappmeshpreview-virtualNode
#awsappmeshpreview-virtualNode
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_CreateVirtualService.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_CreateVirtualService.html
#awsappmeshpreview-virtualRouter
#awsappmeshpreview-virtualRouter
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteGat 
ewayRoute

授予删除现有网关路由的权限 Write gatewayRo 
ute*

   

 DeleteMesh 授予删除现有服务网格的权限 写入 mesh*    

 DeleteMes 
hPolicy [仅权
限]

授予权限以删除网格的 RAM 
访问控制策略

写入 mesh*    

 DeleteRoute 授予删除现有路由的权限 Write route*    

 DeleteVir 
tualGateway

授予删除现有虚拟网关的权限 Write virtualGa 
teway*

   

 DeleteVir 
tualNode

授予删除现有虚拟节点的权限 Write virtualNo 
de*

   

 DeleteVir 
tualRouter

授予删除现有虚拟路由器的权
限

Write virtualRo 
uter*

   

 DeleteVir 
tualService

授予删除现有虚拟服务的权限 Write virtualSe 
rvice*

   

 DescribeG 
atewayRoute

授予描述现有网关路由的权限 Read gatewayRo 
ute*

   

 DescribeM 
esh

授予描述现有服务网格的权限 Read mesh*    

 DescribeR 
oute

授予描述现有路由的权限 Read route*    

 DescribeV 
irtualGateway

授予描述现有虚拟网关的权限 Read virtualGa 
teway*
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https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DeleteGatewayRoute.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DeleteGatewayRoute.html
#awsappmeshpreview-gatewayRoute
#awsappmeshpreview-gatewayRoute
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DeleteMesh.html
#awsappmeshpreview-mesh
https://docs.aws.amazon.com/app-mesh/latest/userguide/sharing.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/sharing.html
#awsappmeshpreview-mesh
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DeleteRoute.html
#awsappmeshpreview-route
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DeleteVirtualGateway.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DeleteVirtualGateway.html
#awsappmeshpreview-virtualGateway
#awsappmeshpreview-virtualGateway
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DeleteVirtualNode.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DeleteVirtualNode.html
#awsappmeshpreview-virtualNode
#awsappmeshpreview-virtualNode
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DeleteVirtualRouter.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DeleteVirtualRouter.html
#awsappmeshpreview-virtualRouter
#awsappmeshpreview-virtualRouter
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DeleteVirtualService.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DeleteVirtualService.html
#awsappmeshpreview-virtualService
#awsappmeshpreview-virtualService
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeGatewayRoute.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeGatewayRoute.html
#awsappmeshpreview-gatewayRoute
#awsappmeshpreview-gatewayRoute
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeMesh.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeMesh.html
#awsappmeshpreview-mesh
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeRoute.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeRoute.html
#awsappmeshpreview-route
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeVirtualGateway.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeVirtualGateway.html
#awsappmeshpreview-virtualGateway
#awsappmeshpreview-virtualGateway
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeV 
irtualNode

授予描述现有虚拟节点的权限 Read virtualNo 
de*

   

 DescribeV 
irtualRouter

授予描述现有虚拟路由器的权
限

Read virtualRo 
uter*

   

 DescribeV 
irtualService

授予描述现有虚拟服务的权限 读取 virtualSe 
rvice*

   

 GetMeshPo 
licy [仅权限]

授予权限以读取网格的 RAM 
访问控制策略

读取 mesh*    

 ListGatew 
ayRoutes

授予列出服务网格中现有网关
路由的权限

List virtualGa 
teway*

   

 ListMeshes 授予列出现有服务网格的权限 List      

 ListRoutes 授予列出服务网格中现有路由
的权限

List virtualRo 
uter*

   

 ListVirtu 
alGateways

授予列出服务网格中现有虚拟
网关的权限

List mesh*    

 ListVirtu 
alNodes

授予列出现有虚拟节点的权限 List mesh*    

 ListVirtu 
alRouters

授予列出服务网格中现有虚拟
路由器的权限

List mesh*    

 ListVirtu 
alServices

授予列出服务网格中现有虚拟
服务的权限

列表 mesh*    

 PutMeshPo 
licy [仅权限]

授予权限以定义网格的 RAM 
访问控制策略

写入 mesh*    
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https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeVirtualNode.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeVirtualNode.html
#awsappmeshpreview-virtualNode
#awsappmeshpreview-virtualNode
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeVirtualRouter.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeVirtualRouter.html
#awsappmeshpreview-virtualRouter
#awsappmeshpreview-virtualRouter
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeVirtualService.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_DescribeVirtualService.html
#awsappmeshpreview-virtualService
#awsappmeshpreview-virtualService
https://docs.aws.amazon.com/app-mesh/latest/userguide/sharing.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/sharing.html
#awsappmeshpreview-mesh
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListGatewayRoutes.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListGatewayRoutes.html
#awsappmeshpreview-virtualGateway
#awsappmeshpreview-virtualGateway
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListMeshes.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListRoutes.html
#awsappmeshpreview-virtualRouter
#awsappmeshpreview-virtualRouter
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualGateways.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualGateways.html
#awsappmeshpreview-mesh
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualNodes.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualNodes.html
#awsappmeshpreview-mesh
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualRouters.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualRouters.html
#awsappmeshpreview-mesh
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualServices.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_ListVirtualServices.html
#awsappmeshpreview-mesh
https://docs.aws.amazon.com/app-mesh/latest/userguide/sharing.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/sharing.html
#awsappmeshpreview-mesh
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

virtualGa 
teway

    StreamAgg 
regatedRe 
sources

授予接收 App Mesh 端点流媒
体资源的权限 (VirtualNode/
VirtualGateway)

读取

virtualNo 
de

   

gatewayRo 
ute*

    UpdateGat 
ewayRoute

授予更新指定服务网格和虚拟
网关的现有网关路由的权限

Write

virtualSe 
rvice

   

 UpdateMesh 授予更新现有服务网格的权限 Write mesh*    

route*     UpdateRoute 授予更新指定服务网格和虚拟
路由器的现有路由的权限

Write

virtualNo 
de

   

 UpdateVir 
tualGateway

授予更新指定服务网格中现有
虚拟网关的权限

Write virtualGa 
teway*

   

 UpdateVir 
tualNode

授予更新指定服务网格中现有
虚拟节点的权限

Write virtualNo 
de*

   

 UpdateVir 
tualRouter

授予更新指定服务网格中现有
虚拟路由器的权限

Write virtualRo 
uter*

   

virtualSe 
rvice*

   

virtualNo 
de

   

 UpdateVir 
tualService

授予更新指定服务网格中现有
虚拟服务的权限

Write

virtualRo 
uter
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#awsappmeshpreview-virtualGateway
#awsappmeshpreview-virtualGateway
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
#awsappmeshpreview-virtualNode
#awsappmeshpreview-virtualNode
#awsappmeshpreview-gatewayRoute
#awsappmeshpreview-gatewayRoute
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateGatewayRoute.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateGatewayRoute.html
#awsappmeshpreview-virtualService
#awsappmeshpreview-virtualService
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateMesh.html
#awsappmeshpreview-mesh
#awsappmeshpreview-route
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateRoute.html
#awsappmeshpreview-virtualNode
#awsappmeshpreview-virtualNode
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualGateway.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualGateway.html
#awsappmeshpreview-virtualGateway
#awsappmeshpreview-virtualGateway
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualNode.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualNode.html
#awsappmeshpreview-virtualNode
#awsappmeshpreview-virtualNode
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualRouter.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualRouter.html
#awsappmeshpreview-virtualRouter
#awsappmeshpreview-virtualRouter
#awsappmeshpreview-virtualService
#awsappmeshpreview-virtualService
#awsappmeshpreview-virtualNode
#awsappmeshpreview-virtualNode
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualService.html
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_UpdateVirtualService.html
#awsappmeshpreview-virtualRouter
#awsappmeshpreview-virtualRouter
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AWS App Mesh（预览版）定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 mesh arn:${Partition}:appmesh-preview:${R 
egion}:${Account}:mesh/${MeshName}

 

 virtualSe 
rvice

arn:${Partition}:appmesh-preview:${R 
egion}:${Account}:mesh/${MeshName}/v 
irtualService/${VirtualServiceName}

 

 virtualNode arn:${Partition}:appmesh-preview:${R 
egion}:${Account}:mesh/${MeshName}/v 
irtualNode/${VirtualNodeName}

 

 virtualRouter arn:${Partition}:appmesh-preview:${R 
egion}:${Account}:mesh/${MeshName}/v 
irtualRouter/${VirtualRouterName}

 

 route arn:${Partition}:appmesh-preview:${R 
egion}:${Account}:mesh/${MeshName}/v 
irtualRouter/${VirtualRouterName}/ro 
ute/${RouteName}

 

 virtualGa 
teway

arn:${Partition}:appmesh-preview:${R 
egion}:${Account}:mesh/${MeshName}/v 
irtualGateway/${VirtualGatewayName}

 

 gatewayRo 
ute

arn:${Partition}:appmesh-preview:${R 
egion}:${Account}:mesh/${MeshName}/v 
irtualGateway/${VirtualGatewayName}/ 
gatewayRoute/${GatewayRouteName}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/app-mesh/latest/userguide/meshes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_services.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_services.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_routers.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html


服务授权参考 服务授权参考

AWS App Mesh（预览版）的条件键

App Mesh（预览版）没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有
服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS App Runner 的操作、资源和条件键

AWS App Runner（服务前缀:apprunner）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS App Runner 定义的操作

• AWS App Runner 定义的资源类型

• AWS App Runner 的条件键

AWS App Runner 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/api/
$%7BUserGuideDocPage%7Dsecurity-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
CustomDom 
ain

授予将您自己的域名与 App 
Runner 服务的 AWS App 
Runner 子域网址关联的权限

写入 service*    

service*     Associate 
WebAcl [仅权
限]

授予将服务与 AWS WAF Web 
ACL 关联的权限

写入

webacl*    

autoscali 
ngconfigu 
ration*

    CreateAut 
oScalingC 
onfiguration

授予创建 A AWS pp Runner 
自动扩展配置资源的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
nection

授予创建 AWS App Runner 连
接资源的权限

写入 connectio 
n*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/apprunner/latest/api/API_AssociateCustomDomain.html
https://docs.aws.amazon.com/apprunner/latest/api/API_AssociateCustomDomain.html
https://docs.aws.amazon.com/apprunner/latest/api/API_AssociateCustomDomain.html
#awsapprunner-service
#awsapprunner-service
https://docs.aws.amazon.com/apprunner/latest/dg/waf-manage.html
https://docs.aws.amazon.com/apprunner/latest/dg/waf-manage.html
#awsapprunner-webacl
#awsapprunner-autoscalingconfiguration
#awsapprunner-autoscalingconfiguration
#awsapprunner-autoscalingconfiguration
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateAutoScalingConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateAutoScalingConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateAutoScalingConfiguration.html
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_TagKeys
#awsapprunner-aws_TagKeys
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateConnection.html
#awsapprunner-connection
#awsapprunner-connection
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

observabi 
lityconfi 
guration*

    CreateObs 
ervabilit 
yConfigur 
ation

授予创建 AWS App Runner 可
观测性配置资源的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

service*    

autoscali 
ngconfigu 
ration

   

connectio 
n

   

observabi 
lityconfi 
guration

   

 CreateSer 
vice

授予创建 AWS App Runner 服
务资源的权限

写入

vpcconnec 
tor
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#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_TagKeys
#awsapprunner-aws_TagKeys
#awsapprunner-observabilityconfiguration
#awsapprunner-observabilityconfiguration
#awsapprunner-observabilityconfiguration
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateObservabilityConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateObservabilityConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateObservabilityConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateObservabilityConfiguration.html
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_TagKeys
#awsapprunner-aws_TagKeys
#awsapprunner-service
#awsapprunner-autoscalingconfiguration
#awsapprunner-autoscalingconfiguration
#awsapprunner-autoscalingconfiguration
#awsapprunner-connection
#awsapprunner-connection
#awsapprunner-observabilityconfiguration
#awsapprunner-observabilityconfiguration
#awsapprunner-observabilityconfiguration
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
#awsapprunner-vpcconnector
#awsapprunner-vpcconnector
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

apprunner 
:Connecti 
onArn

apprunner 
:AutoScal 
ingConfig 
urationAr 
n

apprunner 
:Observab 
ilityConf 
iguration 
Arn

apprunner 
:VpcConne 
ctorArn

 

 CreateVpc 
Connector

授予创建 AWS App Runner 
VPC 连接器资源的权限

写入 vpcconnec 
tor*
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#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_TagKeys
#awsapprunner-aws_TagKeys
#awsapprunner-apprunner_ConnectionArn
#awsapprunner-apprunner_ConnectionArn
#awsapprunner-apprunner_ConnectionArn
#awsapprunner-apprunner_AutoScalingConfigurationArn
#awsapprunner-apprunner_AutoScalingConfigurationArn
#awsapprunner-apprunner_AutoScalingConfigurationArn
#awsapprunner-apprunner_AutoScalingConfigurationArn
#awsapprunner-apprunner_AutoScalingConfigurationArn
#awsapprunner-apprunner_ObservabilityConfigurationArn
#awsapprunner-apprunner_ObservabilityConfigurationArn
#awsapprunner-apprunner_ObservabilityConfigurationArn
#awsapprunner-apprunner_ObservabilityConfigurationArn
#awsapprunner-apprunner_ObservabilityConfigurationArn
#awsapprunner-apprunner_VpcConnectorArn
#awsapprunner-apprunner_VpcConnectorArn
#awsapprunner-apprunner_VpcConnectorArn
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateVpcConnector.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateVpcConnector.html
#awsapprunner-vpcconnector
#awsapprunner-vpcconnector
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

vpcingres 
sconnecti 
on*

    CreateVpc 
IngressCo 
nnection

授予创建 AWS App Runner 
VpcIngressConnection 资源的
权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

apprunner 
:ServiceA 
rn

apprunner 
:VpcId

apprunner 
:VpcEndpo 
intId

 

 DeleteAut 
oScalingC 
onfiguration

授予删除 AWS App Runner 自
动扩展配置资源的权限

写入 autoscali 
ngconfigu 
ration*

   

 DeleteCon 
nection

授予删除 AWS App Runner 连
接资源的权限

写入 connectio 
n*
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#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_TagKeys
#awsapprunner-aws_TagKeys
#awsapprunner-vpcingressconnection
#awsapprunner-vpcingressconnection
#awsapprunner-vpcingressconnection
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateVpcIngressConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateVpcIngressConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateVpcIngressConnection.html
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_TagKeys
#awsapprunner-aws_TagKeys
#awsapprunner-apprunner_ServiceArn
#awsapprunner-apprunner_ServiceArn
#awsapprunner-apprunner_ServiceArn
#awsapprunner-apprunner_VpcId
#awsapprunner-apprunner_VpcId
#awsapprunner-apprunner_VpcEndpointId
#awsapprunner-apprunner_VpcEndpointId
#awsapprunner-apprunner_VpcEndpointId
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteAutoScalingConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteAutoScalingConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteAutoScalingConfiguration.html
#awsapprunner-autoscalingconfiguration
#awsapprunner-autoscalingconfiguration
#awsapprunner-autoscalingconfiguration
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteConnection.html
#awsapprunner-connection
#awsapprunner-connection
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteObs 
ervabilit 
yConfigur 
ation

授予删除 AWS App Runner 可
观测性配置资源的权限

写入 observabi 
lityconfi 
guration*

   

 DeleteSer 
vice

授予删除 AWS App Runner 服
务资源的权限

写入 service*    

 DeleteVpc 
Connector

授予删除 AWS App Runner 
VPC 连接器资源的权限

写入 vpcconnec 
tor*

   

 DeleteVpc 
IngressCo 
nnection

授予删除 AWS App Runner 
VpcIngressConnection 资源的
权限

写入 vpcingres 
sconnecti 
on*

   

 DescribeA 
utoScalin 
gConfigur 
ation

授予检索 AWS App Runner 自
动扩展配置资源描述的权限

读取 autoscali 
ngconfigu 
ration*

   

 DescribeC 
ustomDoma 
ins

授予检索与 AWS App Runner 
服务关联的自定义域名描述的
权限

读取 service*    

 DescribeO 
bservabil 
ityConfig 
uration

授予检索 AWS App Runner 可
观测性配置资源描述的权限

读取 observabi 
lityconfi 
guration*

   

 DescribeO 
peration

授予权限以检索 AWS App 
Runner 服务上发生的操作的描
述

读取 service*    

 DescribeS 
ervice

授予检索 AWS App Runner 服
务资源描述的权限

读取 service*    
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https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteObservabilityConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteObservabilityConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteObservabilityConfiguration.html
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#awsapprunner-vpcingressconnection
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#awsapprunner-observabilityconfiguration
#awsapprunner-observabilityconfiguration
https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeOperation.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeOperation.html
#awsapprunner-service
https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeService.html
#awsapprunner-service


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeV 
pcConnector

授予检索 AWS App Runner 
VPC 连接器资源描述的权限

读取 vpcconnec 
tor*

   

 DescribeV 
pcIngress 
Connection

授予检索 AWS App Runner 
VpcIngressConnection 资源描
述的权限

读取 vpcingres 
sconnecti 
on*

   

 DescribeW 
ebAclForS 
ervice [仅权
限]

授予获取与 A AWS pp Runner 
服务关联的 AWS WAF Web 
ACL 的权限

读取 service*    

 Disassoci 
ateCustom 
Domain

授予取消自定义域名与 A AWS 
pp Runner 服务的关联的权限

写入 service*    

 Disassoci 
ateWebAcl
 [仅权限]

授予解除服务与 AWS WAF 
Web ACL 关联的权限

写入 service*    

 ListAssoc 
iatedServ 
icesForWe 
bAcl [仅权限]

授予列出与 AWS WAF Web 
ACL 关联的服务的权限

列表 webacl*    

 ListAutoS 
calingCon 
figurations

授予在您的中检索 A AWS pp 
Runner 自动扩展配置列表的权
限 AWS 账户

列表      

 ListConne 
ctions

授予检索你的 AWS App 
Runner 连接列表的权限 AWS 
账户

列表      

AWS 应用程序运行器 112
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListObser 
vabilityC 
onfigurations

授予在你的中检索 A AWS pp 
Runner 可观察性配置列表的权
限 AWS 账户

列表      

 ListOpera 
tions

授予检索 A AWS pp Runner 
服务资源上发生的操作列表的
权限

列表 service*    

 ListServices 授予在你中检索正在运行的 
AWS App Runner 服务列表的
权限 AWS 账户

列表      

 ListServi 
cesForAut 
oScalingC 
onfiguration

授予在你的 AWS App Runner 
自动扩展配置中检索关联 
AppRunner 服务列表的权限 
AWS 账户

列表 autoscali 
ngconfigu 
ration*

   

autoscali 
ngconfigu 
ration

   

connectio 
n

   

observabi 
lityconfi 
guration

   

service    

 ListTagsF 
orResource

授予列出与 AWS App Runner 
资源关联的标签的权限

读取

vpcconnec 
tor
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#awsapprunner-connection
#awsapprunner-observabilityconfiguration
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListVpcCo 
nnectors

授予在您的中检索 A AWS pp 
Runner VPC 连接器列表的权
限 AWS 账户

列表      

 ListVpcIn 
gressConn 
ections

授予在你的 AWS App Runner 
VpcIngressConnections 中检
索列表的权限 AWS 账户

列表      

 PauseServ 
ice

授予暂停活动的 AWS App 
Runner 服务的权限

写入 service*    

 ResumeSer 
vice

授予恢复处于活动状态的 A 
AWS pp Runner 服务的权限

写入 service*    

 StartDepl 
oyment

授予启动对 A AWS pp Runner 
服务的手动部署的权限

写入 service*    

autoscali 
ngconfigu 
ration

   

connectio 
n

   

observabi 
lityconfi 
guration

   

service    

 TagResour 
ce

授予向 AWS App Runner 资源
添加标签或更新标签值的权限

标记

vpcconnec 
tor
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https://docs.aws.amazon.com/apprunner/latest/api/API_ListVpcConnectors.html
https://docs.aws.amazon.com/apprunner/latest/api/API_ListVpcConnectors.html
https://docs.aws.amazon.com/apprunner/latest/api/API_ListVpcConnections.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

vpcingres 
sconnecti 
on

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

autoscali 
ngconfigu 
ration

   

connectio 
n

   

observabi 
lityconfi 
guration

   

service    

vpcconnec 
tor

   

vpcingres 
sconnecti 
on

   

 UntagReso 
urce

授予从 AWS App Runner 资源
中移除标签的权限

标记

  aws:TagKe 
ys
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#awsapprunner-vpcingressconnection
#awsapprunner-vpcingressconnection
#awsapprunner-vpcingressconnection
#awsapprunner-aws_TagKeys
#awsapprunner-aws_TagKeys
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-aws_RequestTag___TagKey_
#awsapprunner-autoscalingconfiguration
#awsapprunner-autoscalingconfiguration
#awsapprunner-autoscalingconfiguration
#awsapprunner-connection
#awsapprunner-connection
#awsapprunner-observabilityconfiguration
#awsapprunner-observabilityconfiguration
#awsapprunner-observabilityconfiguration
#awsapprunner-service
#awsapprunner-vpcconnector
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateDef 
aultAutoS 
calingCon 
figuration

授予将 A AWS pp Runner 自
动缩放配置更新为默认配置的
权限 AWS 账户

写入 autoscali 
ngconfigu 
ration*

   

service*    

autoscali 
ngconfigu 
ration

   

connectio 
n

   

observabi 
lityconfi 
guration

   

 UpdateSer 
vice

授予更新 AWS App Runner 服
务资源的权限

写入

vpcconnec 
tor
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  apprunner 
:Connecti 
onArn

apprunner 
:AutoScal 
ingConfig 
urationAr 
n

apprunner 
:Observab 
ilityConf 
iguration 
Arn

apprunner 
:VpcConne 
ctorArn

 

vpcingres 
sconnecti 
on*

    UpdateVpc 
IngressCo 
nnection

授予更新 AWS App Runner 
VpcIngressConnection 资源的
权限

写入

  apprunner 
:VpcId

apprunner 
:VpcEndpo 
intId
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#awsapprunner-apprunner_ConnectionArn
#awsapprunner-apprunner_ConnectionArn
#awsapprunner-apprunner_ConnectionArn
#awsapprunner-apprunner_AutoScalingConfigurationArn
#awsapprunner-apprunner_AutoScalingConfigurationArn
#awsapprunner-apprunner_AutoScalingConfigurationArn
#awsapprunner-apprunner_AutoScalingConfigurationArn
#awsapprunner-apprunner_AutoScalingConfigurationArn
#awsapprunner-apprunner_ObservabilityConfigurationArn
#awsapprunner-apprunner_ObservabilityConfigurationArn
#awsapprunner-apprunner_ObservabilityConfigurationArn
#awsapprunner-apprunner_ObservabilityConfigurationArn
#awsapprunner-apprunner_ObservabilityConfigurationArn
#awsapprunner-apprunner_VpcConnectorArn
#awsapprunner-apprunner_VpcConnectorArn
#awsapprunner-apprunner_VpcConnectorArn
#awsapprunner-vpcingressconnection
#awsapprunner-vpcingressconnection
#awsapprunner-vpcingressconnection
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateVpcIngressConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateVpcIngressConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateVpcIngressConnection.html
#awsapprunner-apprunner_VpcId
#awsapprunner-apprunner_VpcId
#awsapprunner-apprunner_VpcEndpointId
#awsapprunner-apprunner_VpcEndpointId
#awsapprunner-apprunner_VpcEndpointId


服务授权参考 服务授权参考

AWS App Runner 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 service arn:${Partition}:apprunner:${Region} 
:${Account}:service/${ServiceName}/$ 
{ServiceId}

aws:ResourceTag/${ 
TagKey}

 connection arn:${Partition}:apprunner:${Region} 
:${Account}:connection/${ConnectionN 
ame}/${ConnectionId}

aws:ResourceTag/${ 
TagKey}

 autoscali 
ngconfigu 
ration

arn:${Partition}:apprunner:${Region} 
:${Account}:autoscalingconfiguration 
/${AutoscalingConfigurationName}/${A 
utoscalingConfigurationVersion}/${Au 
toscalingConfigurationId}

aws:ResourceTag/${ 
TagKey}

 observabi 
lityconfi 
guration

arn:${Partition}:apprunner:${Region} 
:${Account}:observabilityconfigurati 
on/${ObservabilityConfigurationName} 
/${ObservabilityConfigurationVersion 
}/${ObservabilityConfigurationId}

aws:ResourceTag/${ 
TagKey}

 vpcconnec 
tor

arn:${Partition}:apprunner:${Region} 
:${Account}:vpcconnector/${VpcConnec 
torName}/${VpcConnectorVersion}/${Vp 
cConnectorId}

aws:ResourceTag/${ 
TagKey}

 vpcingres 
sconnection

arn:${Partition}:apprunner:${Region} 
:${Account}:vpcingressconnection/${V 
pcIngressConnectionName}/${VpcIngres 
sConnectionId}

aws:ResourceTag/${ 
TagKey}
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服务授权参考 服务授权参考

资源类型 ARN 条件键

 webacl arn:${Partition}:wafv2:${Region}:${A 
ccount}:${Scope}/webacl/${Name}/${Id 
}

 

AWS App Runner 的条件键

AWS App Runner 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 apprunner 
:AutoScal 
ingConfig 
urationArn

根据关联资源的 ARN 按 CreateService 和 UpdateService 
操作筛选访问权限 AutoScalingConfiguration

ARN

 apprunner 
:ConnectionArn

根据关联连接资源的 ARN 按 CreateService 和 UpdateSer 
vice 操作筛选访问权限

ARN

 apprunner 
:Observab 
ilityConfiguration 
Arn

根据关联资源的 ARN 按 CreateService 和 UpdateService 
操作筛选访问权限 ObservabilityConfiguration

ARN

 apprunner 
:ServiceArn

根据关联服务资源的 ARN 按 CreateVpcIngressCo 
nnection 操作筛选访问权限

ARN

 apprunner 
:VpcConne 
ctorArn

根据关联资源的 ARN 按 CreateService 和 UpdateService 
操作筛选访问权限 VpcConnector

ARN

 apprunner 
:VpcEndpointId

根据请求中的 VPC 终端节点 CreateVpcIngressCo 
nnection 和 UpdateVpcIngressConnection 操作筛选访问
权限

字符串
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条件键 描述 类型

 apprunner:VpcId 根据请求中的 VPC 按 CreateVpcIngressConnection 和 
UpdateVpcIngressConnection 操作筛选访问权限

字符串

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来按照操作筛选访问权
限

字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对来按操作筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来按操作筛选访问权限 ArrayOfString

AWS App Studio 的操作、资源和条件键

AWS App Studio（服务前缀:appstudio）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS App Studio 定义的操作

• AWS App Studio 定义的资源类型

• AWS App Studio 的条件键

AWS App Studio 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAccoun 
tStatus [仅权
限]

授予权限以描述账户的当前状
态

读取      

 GetEnable 
mentJobSt 
atus [仅权限]

授予权限以获取启用作业的状
态

读取      

 StartEnab 
lementJob [仅
权限]

授予权限以提交启用作业 写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartRoll 
backEnabl 
ementJob [仅
权限]

授予权限以回滚启用作业 写入      

 StartTeam 
Deployment
[仅权限]

授予权限以启动团队部署 写入      

AWS App Studio 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 instance arn:${Partition}:appstudio:${Region}:
${Account}:instance/${InstanceId}

 

 application arn:${Partition}:appstudio:${Region} 
:${Account}:application/${Applicatio 
nId}

 

 connector arn:${Partition}:appstudio:${Region}:
${Account}:connector/${ConnectionId}

 

AWS App Studio 的条件键

App Studio 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。
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AWS App2Container 的操作、资源和条件键

AWS App2Container（服务前缀:a2c）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS App2Container 定义的操作

• AWS App2Container 定义的资源类型

• AWS App2Container 的条件键

AWS App2Container 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetContai 
nerizatio 
nJobDetails

授予获取所有容器化任务详细
信息的权限

读取      

 GetDeploy 
mentJobDe 
tails

授予获取所有部署任务详细信
息的权限

读取      

 StartCont 
ainerizat 
ionJob

授予启动容器化任务的权限 写入      

 StartDepl 
oymentJob

授予启动部署任务的权限 写入      

AWS App2Container 定义的资源类型

AWS App2Container 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许访问 AWS 
App2Container，请在策略中指定 "Resource": "*"。

AWS App2Container 的条件键

App2Container 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均
可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。
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AWS AppConfig 的操作、资源和条件键

AWS AppConfig （服务前缀:appconfig）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS AppConfig 定义的操作

• AWS AppConfig 定义的资源类型

• AWS AppConfig 的条件键

AWS AppConfig 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateApp 
lication

授予创建应用程序的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on*

    CreateCon 
figuratio 
nProfile

授予创建配置文件的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDep 
loymentSt 
rategy

授予创建部署策略的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateEnv 
ironment

授予创建环境的权限 写入 applicati 
on*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateExt 
ension

授予权限以创建扩展程序 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateExt 
ensionAss 
ociation

授予权限以创建扩展程序关联 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on*

    CreateHos 
tedConfig 
urationVe 
rsion

授予权限以创建托管配置版本 Write

configura 
tionprofi 
le*

   

 DeleteApp 
lication

授予删除应用程序的权限 Write applicati 
on*

   

 DeleteCon 
figuratio 
nProfile

授予删除配置文件的权限 Write applicati 
on*
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateExtensionAssociation.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateExtensionAssociation.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateExtensionAssociation.html
#awsappconfig-aws_RequestTag___TagKey_
#awsappconfig-aws_RequestTag___TagKey_
#awsappconfig-aws_RequestTag___TagKey_
#awsappconfig-aws_TagKeys
#awsappconfig-aws_TagKeys
#awsappconfig-application
#awsappconfig-application
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateHostedConfigurationVersion.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateHostedConfigurationVersion.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateHostedConfigurationVersion.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateHostedConfigurationVersion.html
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteApplication.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteApplication.html
#awsappconfig-application
#awsappconfig-application
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteConfigurationProfile.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteConfigurationProfile.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteConfigurationProfile.html
#awsappconfig-application
#awsappconfig-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

configura 
tionprofi 
le*

   

 DeleteDep 
loymentSt 
rategy

授予删除部署策略的权限 Write deploymen 
tstrategy*

   

applicati 
on*

    DeleteEnv 
ironment

授予删除环境的权限 写入

environme 
nt*

   

 DeleteExt 
ension

授予权限以删除扩展程序 写入 extension 
*

   

 DeleteExt 
ensionAss 
ociation

授予权限以删除扩展程序关联 写入 extension 
associati 
on*

   

applicati 
on*

   

configura 
tionprofi 
le*

   

 DeleteHos 
tedConfig 
urationVe 
rsion

授予权限以删除托管配置版本 写入

hostedcon 
figuratio 
nversion*

   

 GetAccoun 
tSettings

授予查看账户 AppConfig 范围
设置的权限

读取      
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#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteDeploymentStrategy.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteDeploymentStrategy.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteDeploymentStrategy.html
#awsappconfig-deploymentstrategy
#awsappconfig-deploymentstrategy
#awsappconfig-application
#awsappconfig-application
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteEnvironment.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteEnvironment.html
#awsappconfig-environment
#awsappconfig-environment
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteExtension.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteExtension.html
#awsappconfig-extension
#awsappconfig-extension
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteExtensionAssociation.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteExtensionAssociation.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteExtensionAssociation.html
#awsappconfig-extensionassociation
#awsappconfig-extensionassociation
#awsappconfig-extensionassociation
#awsappconfig-application
#awsappconfig-application
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteHostedConfigurationVersion.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteHostedConfigurationVersion.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteHostedConfigurationVersion.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteHostedConfigurationVersion.html
#awsappconfig-hostedconfigurationversion
#awsappconfig-hostedconfigurationversion
#awsappconfig-hostedconfigurationversion
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetAccountSettings.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on*

    GetApplic 
ation

授予查看有关应用程序的详细
信息的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

applicati 
on*

   

configura 
tionprofi 
le*

   

environme 
nt*

   

 GetConfig 
uration

授予查看有关配置的详细信息
的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

applicati 
on*

   

configura 
tionprofi 
le*

   

 GetConfig 
urationProfile

授予查看有关配置文件的详细
信息的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetDeploy 
ment

授予查看有关部署的详细信息
的权限

Read applicati 
on*
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#awsappconfig-application
#awsappconfig-application
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetApplication.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetApplication.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-application
#awsappconfig-application
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-environment
#awsappconfig-environment
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetConfiguration.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetConfiguration.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-application
#awsappconfig-application
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetConfigurationProfile.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetConfigurationProfile.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetDeployment.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetDeployment.html
#awsappconfig-application
#awsappconfig-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

deploymen 
t*

   

environme 
nt*

   

  aws:Resou 
rceTag/${ 
TagKey}

 

deploymen 
tstrategy*

    GetDeploy 
mentStrategy

授予查看有关部署策略的详细
信息的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

applicati 
on*

   

environme 
nt*

   

 GetEnviro 
nment

授予查看有关环境的详细信息
的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

extension 
*

    GetExtens 
ion

授予权限以查看有关扩展程序
的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}
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#awsappconfig-deployment
#awsappconfig-deployment
#awsappconfig-environment
#awsappconfig-environment
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-deploymentstrategy
#awsappconfig-deploymentstrategy
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetDeploymentStrategy.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetDeploymentStrategy.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-application
#awsappconfig-application
#awsappconfig-environment
#awsappconfig-environment
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetEnvironment.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetEnvironment.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-extension
#awsappconfig-extension
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetExtension.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetExtension.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

extension 
associati 
on*

    GetExtens 
ionAssoci 
ation

授予权限以查看有关扩展程序
关联的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

applicati 
on*

   

configura 
tionprofi 
le*

   

 GetHosted 
Configura 
tionVersion

授予权限以查看有关托管配置
版本的详细信息

读取

hostedcon 
figuratio 
nversion*

   

configura 
tion*

    GetLatest 
Configuration

授予检索部署的配置的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListAppli 
cations

授予列出您账户中的应用程序
的权限

List      

 ListConfi 
gurationP 
rofiles

授予列出应用程序的配置文件
的权限

List applicati 
on*
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#awsappconfig-extensionassociation
#awsappconfig-extensionassociation
#awsappconfig-extensionassociation
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetExtensionAssociation.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetExtensionAssociation.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetExtensionAssociation.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-application
#awsappconfig-application
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetHostedConfigurationVersion.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetHostedConfigurationVersion.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetHostedConfigurationVersion.html
#awsappconfig-hostedconfigurationversion
#awsappconfig-hostedconfigurationversion
#awsappconfig-hostedconfigurationversion
#awsappconfig-configuration
#awsappconfig-configuration
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListConfigurationProfiles.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListConfigurationProfiles.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListConfigurationProfiles.html
#awsappconfig-application
#awsappconfig-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDeplo 
ymentStra 
tegies

授予列出您账户的部署策略的
权限

List      

applicati 
on*

    ListDeplo 
yments

授予列出环境的部署的权限 List

environme 
nt*

   

 ListEnvir 
onments

授予列出应用程序的环境的权
限

列表 applicati 
on*

   

 ListExten 
sionAssoc 
iations

授予权限以列出您账户中的扩
展程序关联

列表      

 ListExten 
sions

授予权限以列出您账户中的扩
展程序

列表      

applicati 
on*

    ListHoste 
dConfigur 
ationVersions

授予权限以列出配置文件的托
管配置版本

List

configura 
tionprofi 
le*

   

applicati 
on

   

configura 
tionprofile

   

 ListTagsF 
orResource

授予权限以查看指定资源的资
源标签的列表

读取

deploymen 
t
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListDeploymentStrategies.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListDeploymentStrategies.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListDeploymentStrategies.html
#awsappconfig-application
#awsappconfig-application
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListDeployments.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListDeployments.html
#awsappconfig-environment
#awsappconfig-environment
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListEnvironments.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListEnvironments.html
#awsappconfig-application
#awsappconfig-application
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListExtensionAssociations.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListExtensionAssociations.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListExtensionAssociations.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListExtensions.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListExtensions.html
#awsappconfig-application
#awsappconfig-application
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListHostedConfigurationVersions.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListHostedConfigurationVersions.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListHostedConfigurationVersions.html
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-application
#awsappconfig-application
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListTagsForResource.html
#awsappconfig-deployment
#awsappconfig-deployment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

deploymen 
tstrategy

   

environme 
nt

   

extension    

extension 
associati 
on

   

  aws:Resou 
rceTag/${ 
TagKey}

 

configura 
tion*

    StartConf 
iguration 
Session

授予启动配置会话的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

applicati 
on*

   

configura 
tionprofi 
le*

   

deploymen 
tstrategy*

   

 StartDepl 
oyment

授予启动部署的权限 Write

environme 
nt*
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#awsappconfig-deploymentstrategy
#awsappconfig-deploymentstrategy
#awsappconfig-environment
#awsappconfig-environment
#awsappconfig-extension
#awsappconfig-extensionassociation
#awsappconfig-extensionassociation
#awsappconfig-extensionassociation
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-configuration
#awsappconfig-configuration
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-application
#awsappconfig-application
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-deploymentstrategy
#awsappconfig-deploymentstrategy
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StartDeployment.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StartDeployment.html
#awsappconfig-environment
#awsappconfig-environment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on*

   

deploymen 
t*

   

 StopDeplo 
yment

授予停止部署的权限 写入

environme 
nt*

   

applicati 
on

   

configura 
tion

   

configura 
tionprofile

   

deploymen 
t

   

deploymen 
tstrategy

   

environme 
nt

   

 TagResour 
ce

授予标记应用配置资源的权限 标记

extension    
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#awsappconfig-aws_RequestTag___TagKey_
#awsappconfig-aws_RequestTag___TagKey_
#awsappconfig-aws_RequestTag___TagKey_
#awsappconfig-aws_TagKeys
#awsappconfig-aws_TagKeys
#awsappconfig-application
#awsappconfig-application
#awsappconfig-deployment
#awsappconfig-deployment
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StopDeployment.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StopDeployment.html
#awsappconfig-environment
#awsappconfig-environment
#awsappconfig-application
#awsappconfig-application
#awsappconfig-configuration
#awsappconfig-configuration
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-deployment
#awsappconfig-deployment
#awsappconfig-deploymentstrategy
#awsappconfig-deploymentstrategy
#awsappconfig-environment
#awsappconfig-environment
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_TagResource.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_TagResource.html
#awsappconfig-extension


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

extension 
associati 
on

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

applicati 
on

   

configura 
tion

   

configura 
tionprofile

   

deploymen 
t

   

deploymen 
tstrategy

   

environme 
nt

   

 UntagReso 
urce

授予取消标记应用配置资源的
权限

标记

extension    
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#awsappconfig-extensionassociation
#awsappconfig-extensionassociation
#awsappconfig-extensionassociation
#awsappconfig-aws_TagKeys
#awsappconfig-aws_TagKeys
#awsappconfig-aws_RequestTag___TagKey_
#awsappconfig-aws_RequestTag___TagKey_
#awsappconfig-aws_RequestTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-application
#awsappconfig-application
#awsappconfig-configuration
#awsappconfig-configuration
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-deployment
#awsappconfig-deployment
#awsappconfig-deploymentstrategy
#awsappconfig-deploymentstrategy
#awsappconfig-environment
#awsappconfig-environment
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UntagResource.html
#awsappconfig-extension


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

extension 
associati 
on

   

  aws:TagKe 
ys

 

 UpdateAcc 
ountSettings

授予修改账户 AppConfig 范围
设置的权限

写入      

applicati 
on*

    UpdateApp 
lication

授予修改应用程序的权限 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

applicati 
on*

   

configura 
tionprofi 
le*

   

 UpdateCon 
figuratio 
nProfile

授予修改配置文件的权限 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

deploymen 
tstrategy*

    UpdateDep 
loymentSt 
rategy

授予修改部署策略的权限 Write

  aws:Resou 
rceTag/${ 
TagKey}
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#awsappconfig-extensionassociation
#awsappconfig-extensionassociation
#awsappconfig-extensionassociation
#awsappconfig-aws_TagKeys
#awsappconfig-aws_TagKeys
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateAccountSettings.html
#awsappconfig-application
#awsappconfig-application
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateApplication.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-application
#awsappconfig-application
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateConfigurationProfile.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateConfigurationProfile.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateConfigurationProfile.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-deploymentstrategy
#awsappconfig-deploymentstrategy
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateDeploymentStrategy.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateDeploymentStrategy.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateDeploymentStrategy.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on*

   

environme 
nt*

   

 UpdateEnv 
ironment

授予修改环境的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

extension 
*

    UpdateExt 
ension

授予权限以修改扩展程序 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

extension 
associati 
on*

    UpdateExt 
ensionAss 
ociation

授予权限以修改扩展程序关联 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

applicati 
on*

    ValidateC 
onfiguration

授予验证配置的权限 写入

configura 
tionprofi 
le*
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#awsappconfig-application
#awsappconfig-application
#awsappconfig-environment
#awsappconfig-environment
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateEnvironment.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateEnvironment.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-extension
#awsappconfig-extension
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateExtension.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateExtension.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-extensionassociation
#awsappconfig-extensionassociation
#awsappconfig-extensionassociation
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateExtensionAssociation.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateExtensionAssociation.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_UpdateExtensionAssociation.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-application
#awsappconfig-application
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ValidateConfiguration.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ValidateConfiguration.html
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
#awsappconfig-configurationprofile
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AWS AppConfig 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 application arn:${Partition}:appconfig:${Region} 
:${Account}:application/${Applicatio 
nId}

aws:ResourceTag/${ 
TagKey}

 environment arn:${Partition}:appconfig:${Region} 
:${Account}:application/${Applicatio 
nId}/environment/${EnvironmentId}

aws:ResourceTag/${ 
TagKey}

 configura 
tionprofile

arn:${Partition}:appconfig:${Region} 
:${Account}:application/${Applicatio 
nId}/configurationprofile/${Configur 
ationProfileId}

aws:ResourceTag/${ 
TagKey}

 deploymen 
tstrategy

arn:${Partition}:appconfig:${Region} 
:${Account}:deploymentstrategy/${Dep 
loymentStrategyId}

aws:ResourceTag/${ 
TagKey}

 deployment arn:${Partition}:appconfig:${Region} 
:${Account}:application/${Applicatio 
nId}/environment/${EnvironmentId}/de 
ployment/${DeploymentNumber}

aws:ResourceTag/${ 
TagKey}

 hostedcon 
figuratio 
nversion

arn:${Partition}:appconfig:${Region} 
:${Account}:application/${Applicatio 
nId}/configurationprofile/${Configur 
ationProfileId}/hostedconfigurationv 
ersion/${VersionNumber}

 

 configuration arn:${Partition}:appconfig:${Region} 
:${Account}:application/${Applicatio 

aws:ResourceTag/${ 
TagKey}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-namespace.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-environment.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-profile.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-profile.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-deployment-strategy.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-deployment-strategy.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-deploying.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-profile.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-profile.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-profile.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-retrieving-the-configuration.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

nId}/environment/${EnvironmentId}/co 
nfiguration/${ConfigurationProfileId 
}

 extension arn:${Partition}:appconfig:${Region}:
${Account}:extension/${ExtensionId}/
${ExtensionVersionNumber}

aws:ResourceTag/${ 
TagKey}

 extension 
association

arn:${Partition}:appconfig:${Region} 
:${Account}:extensionassociation/${E 
xtensionAssociationId}

aws:ResourceTag/${ 
TagKey}

AWS AppConfig 的条件键

AWS AppConfig 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一
步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据指定标签的允许值集筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

通过分配给资源的标签键值对筛选访问权限 AWS 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

AWS AppFabric 的操作、资源和条件键

AWS AppFabric （服务前缀:appfabric）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：
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https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions.html
https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions.html
#awsappconfig-aws_ResourceTag___TagKey_
#awsappconfig-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/systems-manager/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/systems-manager/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/systems-manager/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/systems-manager/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/systems-manager/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS AppFabric 定义的操作

• AWS AppFabric 定义的资源类型

• AWS AppFabric 的条件键

AWS AppFabric 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/appfabric/latest/adminguide/
https://docs.aws.amazon.com/appfabric/latest/api/
https://docs.aws.amazon.com/appfabric/latest/adminguide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetU 
serAccess 
Tasks

授予多个用户启动用户访问任
务的权限

写入 appbundle 
*

   

appauthor 
ization*

    ConnectAp 
pAuthoriz 
ation

授予权限以连接应用程序授权 写入

appbundle 
*

   

appbundle 
*

    CreateApp 
Authorization

授予权限以为应用程序捆绑包
创建应用程序授权

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateApp 
Bundle

授予权限以在账户中创建应用
程序捆绑包

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

appbundle 
*

    CreateIng 
estion

授予权限以为应用程序捆绑包
创建摄取

写入

  aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/appfabric/latest/api/API_BatchGetUserAccessTasks.html
https://docs.aws.amazon.com/appfabric/latest/api/API_BatchGetUserAccessTasks.html
https://docs.aws.amazon.com/appfabric/latest/api/API_BatchGetUserAccessTasks.html
#awsappfabric-appbundle
#awsappfabric-appbundle
#awsappfabric-appauthorization
#awsappfabric-appauthorization
https://docs.aws.amazon.com/appfabric/latest/api/API_ConnectAppAuthorization.html
https://docs.aws.amazon.com/appfabric/latest/api/API_ConnectAppAuthorization.html
https://docs.aws.amazon.com/appfabric/latest/api/API_ConnectAppAuthorization.html
#awsappfabric-appbundle
#awsappfabric-appbundle
#awsappfabric-appbundle
#awsappfabric-appbundle
https://docs.aws.amazon.com/appfabric/latest/api/API_CreateAppAuthorization.html
https://docs.aws.amazon.com/appfabric/latest/api/API_CreateAppAuthorization.html
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_TagKeys
#awsappfabric-aws_TagKeys
https://docs.aws.amazon.com/appfabric/latest/api/API_CreateAppBundle.html
https://docs.aws.amazon.com/appfabric/latest/api/API_CreateAppBundle.html
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_TagKeys
#awsappfabric-aws_TagKeys
#awsappfabric-appbundle
#awsappfabric-appbundle
https://docs.aws.amazon.com/appfabric/latest/api/API_CreateIngestion.html
https://docs.aws.amazon.com/appfabric/latest/api/API_CreateIngestion.html
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

appbundle 
*

   

ingestion 
*

   

 CreateIng 
estionDes 
tination

授予权限以为应用程序捆绑包
创建摄取目标

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

appauthor 
ization*

    DeleteApp 
Authorization

授予权限以删除应用程序捆绑
包中的应用程序授权

写入

appbundle 
*

   

 DeleteApp 
Bundle

授予权限以删除账户中的应用
程序捆绑包

写入 appbundle 
*

   

appbundle 
*

    DeleteIng 
estion

授予权限以删除应用程序捆绑
包中的摄取

写入

ingestion 
*

   

appbundle 
*

    DeleteIng 
estionDes 
tination

授予删除摄取中目标的权限 写入

ingestion 
*
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#awsappfabric-aws_TagKeys
#awsappfabric-aws_TagKeys
#awsappfabric-appbundle
#awsappfabric-appbundle
#awsappfabric-ingestion
#awsappfabric-ingestion
https://docs.aws.amazon.com/appfabric/latest/api/API_CreateIngestionDestination.html
https://docs.aws.amazon.com/appfabric/latest/api/API_CreateIngestionDestination.html
https://docs.aws.amazon.com/appfabric/latest/api/API_CreateIngestionDestination.html
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_TagKeys
#awsappfabric-aws_TagKeys
#awsappfabric-appauthorization
#awsappfabric-appauthorization
https://docs.aws.amazon.com/appfabric/latest/api/API_DeleteAppAuthorization.html
https://docs.aws.amazon.com/appfabric/latest/api/API_DeleteAppAuthorization.html
#awsappfabric-appbundle
#awsappfabric-appbundle
https://docs.aws.amazon.com/appfabric/latest/api/API_DeleteAppBundle.html
https://docs.aws.amazon.com/appfabric/latest/api/API_DeleteAppBundle.html
#awsappfabric-appbundle
#awsappfabric-appbundle
#awsappfabric-appbundle
#awsappfabric-appbundle
https://docs.aws.amazon.com/appfabric/latest/api/API_DeleteIngestion.html
https://docs.aws.amazon.com/appfabric/latest/api/API_DeleteIngestion.html
#awsappfabric-ingestion
#awsappfabric-ingestion
#awsappfabric-appbundle
#awsappfabric-appbundle
https://docs.aws.amazon.com/appfabric/latest/api/API_DeleteIngestionDestination.html
https://docs.aws.amazon.com/appfabric/latest/api/API_DeleteIngestionDestination.html
https://docs.aws.amazon.com/appfabric/latest/api/API_DeleteIngestionDestination.html
#awsappfabric-ingestion
#awsappfabric-ingestion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ingestion 
destinati 
on*

   

appauthor 
ization*

   

appbundle 
*

   

 GetAppAut 
horization

授予权限以查看有关应用程序
授权的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

appbundle 
*

    GetAppBun 
dle

授予权限以查看有关应用程序
捆绑包的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

appbundle 
*

   

ingestion 
*

   

 GetIngestion 授予查看有关摄取详细信息的
权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetIngest 
ionDestin 
ation

授予查看有关摄取目标详细信
息的权限

读取 appbundle 
*
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#awsappfabric-ingestiondestination
#awsappfabric-ingestiondestination
#awsappfabric-ingestiondestination
#awsappfabric-appauthorization
#awsappfabric-appauthorization
#awsappfabric-appbundle
#awsappfabric-appbundle
https://docs.aws.amazon.com/appfabric/latest/api/API_GetAppAuthorization.html
https://docs.aws.amazon.com/appfabric/latest/api/API_GetAppAuthorization.html
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-appbundle
#awsappfabric-appbundle
https://docs.aws.amazon.com/appfabric/latest/api/API_GetAppBundle.html
https://docs.aws.amazon.com/appfabric/latest/api/API_GetAppBundle.html
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-appbundle
#awsappfabric-appbundle
#awsappfabric-ingestion
#awsappfabric-ingestion
https://docs.aws.amazon.com/appfabric/latest/api/API_GetIngestion.html
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appfabric/latest/api/API_GetIngestionDestination.html
https://docs.aws.amazon.com/appfabric/latest/api/API_GetIngestionDestination.html
https://docs.aws.amazon.com/appfabric/latest/api/API_GetIngestionDestination.html
#awsappfabric-appbundle
#awsappfabric-appbundle
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ingestion 
*

   

ingestion 
destinati 
on*

   

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListAppAu 
thorizations

授予权限以检索应用程序捆绑
包中的应用程序授权列表

列表 appbundle 
*

   

 ListAppBu 
ndles

授予权限以检索账户中的应用
程序捆绑包列表

列表      

appbundle 
*

    ListInges 
tionDesti 
nations

授予检索摄取中目标列表的权
限

列表

ingestion 
*

   

 ListInges 
tions

授予权限以检索应用程序捆绑
包中的摄取列表

列表 appbundle 
*

   

appauthor 
ization

   

appbundle    

 ListTagsF 
orResource

授予列出 AppFabric 资源标签
的权限

读取

ingestion    
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#awsappfabric-ingestion
#awsappfabric-ingestion
#awsappfabric-ingestiondestination
#awsappfabric-ingestiondestination
#awsappfabric-ingestiondestination
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appfabric/latest/api/API_ListAppAuthorizations.html
https://docs.aws.amazon.com/appfabric/latest/api/API_ListAppAuthorizations.html
#awsappfabric-appbundle
#awsappfabric-appbundle
https://docs.aws.amazon.com/appfabric/latest/api/API_ListAppBundles.html
https://docs.aws.amazon.com/appfabric/latest/api/API_ListAppBundles.html
#awsappfabric-appbundle
#awsappfabric-appbundle
https://docs.aws.amazon.com/appfabric/latest/api/API_ListIngestionDestinations.html
https://docs.aws.amazon.com/appfabric/latest/api/API_ListIngestionDestinations.html
https://docs.aws.amazon.com/appfabric/latest/api/API_ListIngestionDestinations.html
#awsappfabric-ingestion
#awsappfabric-ingestion
https://docs.aws.amazon.com/appfabric/latest/api/API_ListIngestions.html
https://docs.aws.amazon.com/appfabric/latest/api/API_ListIngestions.html
#awsappfabric-appbundle
#awsappfabric-appbundle
#awsappfabric-appauthorization
#awsappfabric-appauthorization
#awsappfabric-appbundle
#awsappfabric-appbundle
https://docs.aws.amazon.com/appfabric/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/appfabric/latest/api/API_ListTagsForResource.html
#awsappfabric-ingestion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ingestion 
destinati 
on

   

appbundle 
*

    StartInge 
stion

授予启动摄取的权限 写入

ingestion 
*

   

 StartUser 
AccessTasks

授予启动用户访问任务的权限 写入 appbundle 
*

   

appbundle 
*

    StopInges 
tion

授予停止摄取的权限 写入

ingestion 
*

   

appauthor 
ization

   

appbundle    

ingestion    

 TagResour 
ce

授予标记 AppFabric 资源的权
限

标记

ingestion 
destinati 
on
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#awsappfabric-ingestiondestination
#awsappfabric-ingestiondestination
#awsappfabric-ingestiondestination
#awsappfabric-appbundle
#awsappfabric-appbundle
https://docs.aws.amazon.com/appfabric/latest/api/API_StartIngestion.html
https://docs.aws.amazon.com/appfabric/latest/api/API_StartIngestion.html
#awsappfabric-ingestion
#awsappfabric-ingestion
https://docs.aws.amazon.com/appfabric/latest/api/API_StartUserAccessTasks.html
https://docs.aws.amazon.com/appfabric/latest/api/API_StartUserAccessTasks.html
#awsappfabric-appbundle
#awsappfabric-appbundle
#awsappfabric-appbundle
#awsappfabric-appbundle
https://docs.aws.amazon.com/appfabric/latest/api/API_StopIngestion.html
https://docs.aws.amazon.com/appfabric/latest/api/API_StopIngestion.html
#awsappfabric-ingestion
#awsappfabric-ingestion
#awsappfabric-appauthorization
#awsappfabric-appauthorization
#awsappfabric-appbundle
#awsappfabric-appbundle
#awsappfabric-ingestion
https://docs.aws.amazon.com/appfabric/latest/api/API_TagResource.html
https://docs.aws.amazon.com/appfabric/latest/api/API_TagResource.html
#awsappfabric-ingestiondestination
#awsappfabric-ingestiondestination
#awsappfabric-ingestiondestination
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

appauthor 
ization

   

appbundle    

ingestion    

ingestion 
destinati 
on

   

 UntagReso 
urce

授予取消标记资源的 
AppFabric 权限

标记

  aws:TagKe 
ys

 

appauthor 
ization*

   

appbundle 
*

   

 UpdateApp 
Authorization

授予权限以更新应用程序捆绑
包中的应用程序授权

写入

  aws:Resou 
rceTag/${ 
TagKey}
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#awsappfabric-aws_TagKeys
#awsappfabric-aws_TagKeys
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_RequestTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-appauthorization
#awsappfabric-appauthorization
#awsappfabric-appbundle
#awsappfabric-appbundle
#awsappfabric-ingestion
#awsappfabric-ingestiondestination
#awsappfabric-ingestiondestination
#awsappfabric-ingestiondestination
https://docs.aws.amazon.com/appfabric/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/appfabric/latest/api/API_UntagResource.html
#awsappfabric-aws_TagKeys
#awsappfabric-aws_TagKeys
#awsappfabric-appauthorization
#awsappfabric-appauthorization
#awsappfabric-appbundle
#awsappfabric-appbundle
https://docs.aws.amazon.com/appfabric/latest/api/API_UpdateAppAuthorization.html
https://docs.aws.amazon.com/appfabric/latest/api/API_UpdateAppAuthorization.html
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

appbundle 
*

   

ingestion 
*

   

ingestion 
destinati 
on*

   

 UpdateIng 
estionDes 
tination

授予更新摄取中目标的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

AWS AppFabric 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 appbundle arn:${Partition}:appfabric:${Region} 
:${Account}:appbundle/${AppBundleIde 
ntifier}

aws:ResourceTag/${ 
TagKey}

 appauthor 
ization

arn:${Partition}:appfabric:${Region} 
:${Account}:appbundle/${AppbundleId} 
/appauthorization/${AppAuthorization 
Identifier}

aws:ResourceTag/${ 
TagKey}
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#awsappfabric-appbundle
#awsappfabric-appbundle
#awsappfabric-ingestion
#awsappfabric-ingestion
#awsappfabric-ingestiondestination
#awsappfabric-ingestiondestination
#awsappfabric-ingestiondestination
https://docs.aws.amazon.com/appfabric/latest/api/API_UpdateIngestionDestination.html
https://docs.aws.amazon.com/appfabric/latest/api/API_UpdateIngestionDestination.html
https://docs.aws.amazon.com/appfabric/latest/api/API_UpdateIngestionDestination.html
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/appfabric/latest/api/API_AppBundle.html
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appfabric/latest/api/API_AppAuthorization.html
https://docs.aws.amazon.com/appfabric/latest/api/API_AppAuthorization.html
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 ingestion arn:${Partition}:appfabric:${Region}:
${Account}:appbundle/${AppbundleId}/
ingestion/${IngestionIdentifier}

aws:ResourceTag/${ 
TagKey}

 ingestion 
destination

arn:${Partition}:appfabric:${Region} 
:${Account}:appbundle/${AppbundleId} 
/ingestion/${IngestionIdentifier}/in 
gestiondestination/${IngestionDestin 
ationIdentifier}

aws:ResourceTag/${ 
TagKey}

AWS AppFabric 的条件键

AWS AppFabric 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一
步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon 的操作、资源和条件密钥 AppFlow

Amazon AppFlow （服务前缀:appflow）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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https://docs.aws.amazon.com/appfabric/latest/api/API_Ingestion.html
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appfabric/latest/api/API_IngestionDestination.html
https://docs.aws.amazon.com/appfabric/latest/api/API_IngestionDestination.html
#awsappfabric-aws_ResourceTag___TagKey_
#awsappfabric-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/appflow/latest/userguide/
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 AppFlow

• Amazon 定义的资源类型 AppFlow

• Amazon 的条件密钥 AppFlow

Amazon 定义的操作 AppFlow

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/appflow/1.0/APIReference/Welcome.html
https://docs.aws.amazon.com/appflow/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelFlo 
wExecutions

授予取消正在执行的 Amazon 
AppFlow 流程的权限

写入 flow*    

 CreateCon 
nectorProfile

授予创建用于 Amazon 
AppFlow 流程的登录资料的权 
限

写入      

 CreateFlow 授予创建 Amazon AppFlow 流
程的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCon 
nectorProfile

授予删除在 Amazon 中配置的
登录资料的权限 AppFlow

写入 connector 
profile*

   

flow*     DeleteFlow 授予删除 Amazon AppFlow 流
程的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DescribeC 
onnector

授予描述在 Amazon 中注册的
连接器的权限 AppFlow

读取 connector 
*

   

 DescribeC 
onnectorE 
ntity

授予描述在 Amazon 中配置的
登录配置文件中对象所有字段
的权限 AppFlow

读取 connector 
profile*
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https://docs.aws.amazon.com/appflow/1.0/APIReference/API_CancelFlowExecutions.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_CancelFlowExecutions.html
#amazonappflow-flow
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_CreateConnectorProfile.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_CreateConnectorProfile.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_CreateFlow.html
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_TagKeys
#amazonappflow-aws_TagKeys
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeConnectorProfiles.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeConnectorProfiles.html
#amazonappflow-connectorprofile
#amazonappflow-connectorprofile
#amazonappflow-flow
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DeleteFlow.html
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_TagKeys
#amazonappflow-aws_TagKeys
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeConnector.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeConnector.html
#amazonappflow-connector
#amazonappflow-connector
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeConnectorEntity.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeConnectorEntity.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeConnectorEntity.html
#amazonappflow-connectorprofile
#amazonappflow-connectorprofile
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeC 
onnectorF 
ields [仅权限]

授予描述在 Amazon 中配置的
登录配置文件中对象所有字段
的权限 AppFlow （仅限控制
台）

读取 connector 
profile*

   

 DescribeC 
onnectorP 
rofiles

授予描述在 Amazon 中配置的
所有登录资料的权限 AppFlow

读取      

 DescribeC 
onnectors

授予描述 Amazon 支持的所有
连接器的权限 AppFlow

读取      

 DescribeF 
low

授予描述在 Amazon 中配置的
特定流程的权限 AppFlow

读取 flow*    

 DescribeF 
lowExecution
[仅权限]

授予描述在 Amazon 中配置
的流程的所有流程执行的权限 
AppFlow （仅限控制台）

读取 flow*    

 DescribeF 
lowExecut 
ionRecords

授予描述在 Amazon 中配置
的流程的所有流程执行的权限 
AppFlow

读取 flow*    

 DescribeF 
lows [仅权限]

授予描述在 Amazon 中配置的
所有流程的权限 AppFlow （仅
限控制台）

读取      

 ListConne 
ctorEntities

授予列出在 Amazon 中配置的
登录配置文件的所有对象的权
限 AppFlow

列表 connector 
profile*

   

 ListConne 
ctorFields [仅
权限]

授予列出在 Amazon 中配置的
登录配置文件的所有对象的权
限 AppFlow （仅限控制台）

读取 connector 
profile*
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https://docs.aws.amazon.com/appflow/latest/userguide/identity-access-management.html#appflow-api-actions
https://docs.aws.amazon.com/appflow/latest/userguide/identity-access-management.html#appflow-api-actions
https://docs.aws.amazon.com/appflow/latest/userguide/identity-access-management.html#appflow-api-actions
#amazonappflow-connectorprofile
#amazonappflow-connectorprofile
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeConnectorProfiles.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeConnectorProfiles.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeConnectorProfiles.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeConnectors.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeConnectors.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeFlow.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeFlow.html
#amazonappflow-flow
https://docs.aws.amazon.com/appflow/latest/userguide/identity-access-management.html#appflow-api-actions
https://docs.aws.amazon.com/appflow/latest/userguide/identity-access-management.html#appflow-api-actions
#amazonappflow-flow
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeFlowExecutionRecords.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeFlowExecutionRecords.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_DescribeFlowExecutionRecords.html
#amazonappflow-flow
https://docs.aws.amazon.com/appflow/latest/userguide/identity-access-management.html#appflow-api-actions
https://docs.aws.amazon.com/appflow/latest/userguide/identity-access-management.html#appflow-api-actions
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_ListConnectorEntities.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_ListConnectorEntities.html
#amazonappflow-connectorprofile
#amazonappflow-connectorprofile
https://docs.aws.amazon.com/appflow/latest/userguide/identity-access-management.html#appflow-api-actions
https://docs.aws.amazon.com/appflow/latest/userguide/identity-access-management.html#appflow-api-actions
#amazonappflow-connectorprofile
#amazonappflow-connectorprofile
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListConne 
ctors

授予列出 Amazon 支持的所有
连接器的权限 AppFlow

列表 connector 
*

   

 ListFlows 授予列出在 Amazon 中配置的
所有流程的权限 AppFlow

列表 flow*    

 ListTagsF 
orResource

授予权限以列出流的标签 读取 flow*    

 RegisterC 
onnector

授予注册 Amazon AppFlow 连
接器的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ResetConn 
ectorMeta 
dataCache

授予重置 Amazon AppFlow 存
储在其缓存中的连接器实体的
元数据的权限

写入 connector 
profile*

   

 RunFlow [仅
权限]

授予运行在 Amazon 中配置的
流程的权限 AppFlow （仅限控
制台）

写入 flow*    

 StartFlow 授予激活（针对计划流程和事
件触发流程）或运行（针对按
需流程）在 Amazon 中配置的
流程的权限 AppFlow

写入 flow*    

 StopFlow 授予停用在 Amazon 中配置
的计划或事件触发流程的权限 
AppFlow

写入 flow*    

 TagResour 
ce

授予标记流或连接器的权限 标记 connector    
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https://docs.aws.amazon.com/appflow/1.0/APIReference/API_ListConnectors.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_ListConnectors.html
#amazonappflow-connector
#amazonappflow-connector
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_ListFlows.html
#amazonappflow-flow
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_ListTagsForResource.html
#amazonappflow-flow
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_RegisterConnector.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_RegisterConnector.html
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_TagKeys
#amazonappflow-aws_TagKeys
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_ResetConnectorMetadataCache.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_ResetConnectorMetadataCache.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_ResetConnectorMetadataCache.html
#amazonappflow-connectorprofile
#amazonappflow-connectorprofile
https://docs.aws.amazon.com/appflow/latest/userguide/identity-access-management.html#appflow-api-actions
#amazonappflow-flow
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_StartFlow.html
#amazonappflow-flow
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_StopFlow.html
#amazonappflow-flow
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_TagResource.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_TagResource.html
#amazonappflow-connector
#amazonappflow-connector
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

flow    

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

connector 
*

    UnRegiste 
rConnector

授予在 Amazon 中取消注册连
接器的权限 AppFlow

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

connector    

flow    

 UntagReso 
urce

授予取消标记流或连接器的权
限

标记

  aws:TagKe 
ys

 

 UpdateCon 
nectorProfile

授予更新在 Amazon 中配置的
登录资料的权限 AppFlow

写入 connector 
profile*

   

 UpdateCon 
nectorReg 
istration

授予更新在 Amazon 中配置的
已注册连接器的权限 AppFlow

写入 connector 
*

   

 UpdateFlow 授予更新在 Amazon 中配置的
流程的权限 AppFlow

写入 flow*    

亚马逊 AppFlow 153

#amazonappflow-flow
#amazonappflow-aws_TagKeys
#amazonappflow-aws_TagKeys
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-connector
#amazonappflow-connector
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_UnregisterConnector.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_UnregisterConnector.html
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_RequestTag___TagKey_
#amazonappflow-aws_TagKeys
#amazonappflow-aws_TagKeys
#amazonappflow-connector
#amazonappflow-connector
#amazonappflow-flow
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_UntagResource.html
#amazonappflow-aws_TagKeys
#amazonappflow-aws_TagKeys
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_UpdateConnectorProfile.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_UpdateConnectorProfile.html
#amazonappflow-connectorprofile
#amazonappflow-connectorprofile
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_UpdateConnectorRegistration.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_UpdateConnectorRegistration.html
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_UpdateConnectorRegistration.html
#amazonappflow-connector
#amazonappflow-connector
https://docs.aws.amazon.com/appflow/1.0/APIReference/API_UpdateFlow.html
#amazonappflow-flow


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UseConnec 
torProfile [仅
权限]

授予在 Amazon 中创建流程
时使用连接器配置文件的权限 
AppFlow

写入 connector 
profile*

   

Amazon 定义的资源类型 AppFlow

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 connector 
profile

arn:${Partition}:appflow:${Region}:$ 
{Account}:connectorprofile/${Profile 
Name}

 

 flow arn:${Partition}:appflow:${Region}:$ 
{Account}:flow/${FlowName}

aws:ResourceTag/${ 
TagKey}

 connector arn:${Partition}:appflow:${Region}:$ 
{Account}:connector/${ConnectorLabel 
}

aws:ResourceTag/${ 
TagKey}

Amazon 的条件密钥 AppFlow

Amazon AppFlow 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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API_CreateFlow.html
API_CreateFlow.html
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服务授权参考 服务授权参考

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

Amazon 的操作、资源和条件密钥 AppIntegrations

Amazon AppIntegrations （服务前缀:app-integrations）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 AppIntegrations

• Amazon 定义的资源类型 AppIntegrations

• Amazon 的条件密钥 AppIntegrations

Amazon 定义的操作 AppIntegrations

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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服务授权参考 服务授权参考

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on*

  iam:Attac 
hRolePoli 
cy

iam:Creat 
eServiceL 
inkedRole

iam:PutRo 
lePolicy

 CreateApp 
lication

授予权限以创建新的应用程序 写入

  aws:Reque 
stTag/${T 
agKey}
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reference_policies_actions-resources-contextkeys.html#actions_table
#amazonappintegrations-application
#amazonappintegrations-application
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

applicati 
on*

    CreateApp 
licationA 
ssociation [仅
权限]

授予创建 ApplicationAssocia 
tion

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonappintegrations-aws_TagKeys
#amazonappintegrations-aws_TagKeys
#amazonappintegrations-application
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDat 
aIntegration

授予创建新内容的权限 
DataIntegration

写入 data-inte 
gration*

  appflow:D 
eleteFlow

appflow:D 
escribeCo 
nnectorPr 
ofiles

iam:Attac 
hRolePoli 
cy

iam:Creat 
eServiceL 
inkedRole

iam:PutRo 
lePolicy

kms:Creat 
eGrant

profile:G 
etDomain

profile:G 
etProfile 
ObjectTyp 
e

s3:GetBuc 
ketNotifi 
cation
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https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_CreateDataIntegration.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_CreateDataIntegration.html
#amazonappintegrations-data-integration
#amazonappintegrations-data-integration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3:GetEnc 
ryptionCo 
nfigurati 
on

s3:PutBuc 
ketNotifi 
cation

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonappintegrations-aws_RequestTag___TagKey_
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDat 
aIntegrat 
ionAssoci 
ation

授予创建 DataIntegrationAss 
ociation

写入 data-inte 
gration*

  appflow:C 
reateFlow

appflow:D 
eleteFlow

appflow:D 
escribeCo 
nnectorEn 
tity

appflow:D 
escribeCo 
nnectorPr 
ofiles

appflow:T 
agResourc 
e

appflow:U 
seConnect 
orProfile

profile:C 
reateSnap 
shot

profile:G 
etSnapsho 
t
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDat 
aIntegrat 
ionSchedule

授予创建数据集成计划的权限 写入 data-inte 
gration*

   

event-int 
egration*

  iam:Attac 
hRolePoli 
cy

iam:Creat 
eServiceL 
inkedRole

iam:PutRo 
lePolicy

 CreateEve 
ntIntegration

授予创建新内容的权限 
EventIntegration

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateEve 
ntIntegra 
tionAssoc 
iation [仅权
限]

授予创建 EventIntegrationAs 
sociation

写入 event-int 
egration*

  events:Pu 
tRule

events:Pu 
tTargets
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on*

    DeleteApp 
lication

授予删除应用程序的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteApp 
licationA 
ssociation [仅
权限]

授予删除权限 Applicati 
onAssociation

写入 applicati 
on-associ 
ation*

   

data-inte 
gration*

    DeleteDat 
aIntegration

授予删除权限 DataIntegration 写入

  aws:Resou 
rceTag/${ 
TagKey}
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#amazonappintegrations-aws_RequestTag___TagKey_
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDat 
aIntegrat 
ionAssoci 
ation [仅权限]

授予删除权限 DataInteg 
rationAssociation

写入 data-inte 
gration-a 
ssociatio 
n*

  appflow:C 
reateFlow

appflow:D 
eleteFlow

appflow:D 
escribeCo 
nnectorEn 
tity

appflow:D 
escribeCo 
nnectorPr 
ofiles

appflow:S 
topFlow

appflow:T 
agResourc 
e

appflow:U 
seConnect 
orProfile

event-int 
egration*

    DeleteEve 
ntIntegration

授予删除权限 EventIntegration 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

亚马逊 AppIntegrations 163

https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_DeleteDataIntegration.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_DeleteDataIntegration.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_DeleteDataIntegration.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_DeleteDataIntegration.html
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-event-integration
#amazonappintegrations-event-integration
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_DeleteEventIntegration.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_DeleteEventIntegration.html
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteEve 
ntIntegra 
tionAssoc 
iation [仅权
限]

授予删除权限 EventInte 
grationAssociation

写入 event-int 
egration- 
associati 
on*

  events:De 
leteRule

events:Li 
stTargets 
ByRule

events:Re 
moveTarge 
ts

applicati 
on*

    GetApplic 
ation

授予权限以查看有关应用程序
的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

data-inte 
gration*

    GetDataIn 
tegration

授予查看相关详细信息的权限 
DataIntegrations

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetDataIn 
tegration 
Execution

授予获取有关数据集成执行详
细信息的权限

读取 data-inte 
gration*

   

 GetDataIn 
tegration 
Schedule

授予获取有关数据集成计划详
细信息的权限

读取 data-inte 
gration*

   

 GetEventI 
ntegration

授予查看相关详细信息的权限 
EventIntegrations

读取 event-int 
egration*
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https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_GetDataIntegrationSchedule.html
#amazonappintegrations-data-integration
#amazonappintegrations-data-integration
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_GetEventIntegration.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_GetEventIntegration.html
#amazonappintegrations-event-integration
#amazonappintegrations-event-integration
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListAppli 
cationAss 
ociations

授予上架权限 Applicati 
onAssociations

列表      

 ListAppli 
cations

授予权限以列出应用程序 列表      

 ListDataI 
ntegratio 
nAssociations

授予上架权限 DataInteg 
rationAssociations

列表      

 ListDataI 
ntegratio 
nExecutions

授予列出数据集成执行的权限 列表 data-inte 
gration*

   

 ListDataI 
ntegratio 
nSchedules

授予列出数据集成计划的权限 列表 data-inte 
gration*

   

 ListDataI 
ntegrations

授予上架权限 DataIntegrations 列表      

 ListEvent 
Integrati 
onAssocia 
tions

授予上架权限 EventInte 
grationAssociations

读取      

 ListEvent 
Integrations

授予上架权限 EventInte 
grations

列表      
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#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListApplicationAssociations.html
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https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListApplications.html
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#amazonappintegrations-data-integration
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListDataIntegrationSchedules.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListDataIntegrationSchedules.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListDataIntegrationSchedules.html
#amazonappintegrations-data-integration
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https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListDataIntegrations.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListDataIntegrations.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListEventIntegrationAssociations.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListEventIntegrationAssociations.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListEventIntegrationAssociations.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListEventIntegrationAssociations.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListEventIntegrations.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListEventIntegrations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on

   

data-inte 
gration

   

data-inte 
gration-a 
ssociatio 
n

   

event-int 
egration

   

event-int 
egration- 
associati 
on

   

 ListTagsF 
orResource

授予列出 Amazon AppIntegr 
ation 资源的标签的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 StartData 
Integrati 
onExecution

授予启动数据集成执行的权限 写入 data-inte 
gration*

  profile:C 
reateSegm 
entSnapsh 
ot

profile:C 
reateSnap 
shot

 TagResour 
ce

授予标记 Amazon AppIntegr 
ation 资源的权限

标记 applicati 
on

   

亚马逊 AppIntegrations 166

#amazonappintegrations-application
#amazonappintegrations-application
#amazonappintegrations-data-integration
#amazonappintegrations-data-integration
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-event-integration
#amazonappintegrations-event-integration
#amazonappintegrations-event-integration-association
#amazonappintegrations-event-integration-association
#amazonappintegrations-event-integration-association
#amazonappintegrations-event-integration-association
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ListTagsForResource.html
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_StartDataIntegrationExecution.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_StartDataIntegrationExecution.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_StartDataIntegrationExecution.html
#amazonappintegrations-data-integration
#amazonappintegrations-data-integration
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_TagResource.html
#amazonappintegrations-application
#amazonappintegrations-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on-associ 
ation

   

data-inte 
gration

   

data-inte 
gration-a 
ssociatio 
n

   

event-int 
egration

   

event-int 
egration- 
associati 
on

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 UntagReso 
urce

授予取消标记 Amazon 
AppIntegration 资源的权限

标记 applicati 
on
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#amazonappintegrations-application-association
#amazonappintegrations-application-association
#amazonappintegrations-application-association
#amazonappintegrations-data-integration
#amazonappintegrations-data-integration
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-event-integration
#amazonappintegrations-event-integration
#amazonappintegrations-event-integration-association
#amazonappintegrations-event-integration-association
#amazonappintegrations-event-integration-association
#amazonappintegrations-event-integration-association
#amazonappintegrations-aws_TagKeys
#amazonappintegrations-aws_TagKeys
#amazonappintegrations-aws_RequestTag___TagKey_
#amazonappintegrations-aws_RequestTag___TagKey_
#amazonappintegrations-aws_RequestTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UntagResource.html
#amazonappintegrations-application
#amazonappintegrations-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on-associ 
ation

   

data-inte 
gration

   

data-inte 
gration-a 
ssociatio 
n

   

event-int 
egration

   

event-int 
egration- 
associati 
on

   

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

applicati 
on*

    UpdateApp 
lication

授予权限以修改应用程序 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

亚马逊 AppIntegrations 168

#amazonappintegrations-application-association
#amazonappintegrations-application-association
#amazonappintegrations-application-association
#amazonappintegrations-data-integration
#amazonappintegrations-data-integration
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-event-integration
#amazonappintegrations-event-integration
#amazonappintegrations-event-integration-association
#amazonappintegrations-event-integration-association
#amazonappintegrations-event-integration-association
#amazonappintegrations-event-integration-association
#amazonappintegrations-aws_TagKeys
#amazonappintegrations-aws_TagKeys
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-application
#amazonappintegrations-application
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UpdateApplication.html
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

data-inte 
gration*

    UpdateDat 
aIntegration

授予修改的权限 DataInteg 
ration

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

data-inte 
gration-a 
ssociatio 
n*

  profile:C 
reateSnap 
shot

profile:G 
etSnapsho 
t

 UpdateDat 
aIntegrat 
ionAssoci 
ation

授予修改的权限 DataInteg 
rationAssociation

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateDat 
aIntegrat 
ionSchedule

授予更新数据集成计划的权限 写入 data-inte 
gration*

   

event-int 
egration*

    UpdateEve 
ntIntegration

授予修改的权限 EventInte 
gration

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon 定义的资源类型 AppIntegrations

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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#amazonappintegrations-data-integration
#amazonappintegrations-data-integration
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UpdateDataIntegration.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UpdateDataIntegration.html
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
#amazonappintegrations-data-integration-association
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UpdateDataIntegrationAssociation.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UpdateDataIntegrationAssociation.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UpdateDataIntegrationAssociation.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UpdateDataIntegrationAssociation.html
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UpdateDataIntegrationSchedule.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UpdateDataIntegrationSchedule.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UpdateDataIntegrationSchedule.html
#amazonappintegrations-data-integration
#amazonappintegrations-data-integration
#amazonappintegrations-event-integration
#amazonappintegrations-event-integration
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UpdateEventIntegration.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_UpdateEventIntegration.html
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 event-int 
egration

arn:${Partition}:app-integrations:${ 
Region}:${Account}:event-integration 
/${EventIntegrationName}

aws:ResourceTag/${ 
TagKey}

 event-int 
egration- 
association

arn:${Partition}:app-integrations:${ 
Region}:${Account}:event-integration 
-association/${EventIntegrationName} 
/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 data-inte 
gration

arn:${Partition}:app-integrations:${ 
Region}:${Account}:data-integration/ 
${DataIntegrationId}

aws:ResourceTag/${ 
TagKey}

 data-inte 
gration-a 
ssociation

arn:${Partition}:app-integrations:${ 
Region}:${Account}:data-integration- 
association/${DataIntegrationId}/${R 
esourceId}

aws:ResourceTag/${ 
TagKey}

 application arn:${Partition}:app-integrations:${ 
Region}:${Account}:application/${App 
licationId}

aws:ResourceTag/${ 
TagKey}

 application-
association

arn:${Partition}:app-integrations:${ 
Region}:${Account}:application-assoc 
iation/${ApplicationId}/${Applicatio 
nAssociationId}

aws:ResourceTag/${ 
TagKey}

Amazon 的条件密钥 AppIntegrations

Amazon AppIntegrations 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_EventIntegration.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_EventIntegration.html
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_EventIntegrationAssociation.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_EventIntegrationAssociation.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_EventIntegrationAssociation.html
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_DataIntegrationSummary.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_DataIntegrationSummary.html
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_DataIntegrationAssociationSummary.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_DataIntegrationAssociationSummary.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_DataIntegrationAssociationSummary.html
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ApplicationSummary.html
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ApplicationAssociationSummary.html
https://docs.aws.amazon.com/appintegrations/latest/APIReference/API_ApplicationAssociationSummary.html
#amazonappintegrations-aws_ResourceTag___TagKey_
#amazonappintegrations-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Application Auto Scaling 的操作、资源和条件键

AWS Application Auto Scaling（服务前缀:application-autoscaling）提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Application Auto Scaling 定义的操作

• AWS Application Auto Scaling 定义的资源类型

• AWS Application Auto Scaling 的条件键

AWS Application Auto Scaling 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ScalableT 
arget*

    DeleteSca 
lingPolicy

授予权限以删除扩缩策略 写入

  applicati 
on-
autosc 
aling:ser 
vice-
name 
space

applicati 
on-
autosc 
aling:sca 
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reference_policies_actions-resources-contextkeys.html#actions_table
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https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DeleteScalingPolicy.html
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#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

lable-dim 
ension

ScalableT 
arget*

    DeleteSch 
eduledAction

授予删除计划操作的权限 写入

  applicati 
on-
autosc 
aling:ser 
vice-
name 
space

applicati 
on-
autosc 
aling:sca 
lable-dim 
ension

 

 Deregiste 
rScalable 
Target

授予取消注册可扩展目标的权
限

写入 ScalableT 
arget*
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#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-ScalableTarget
#awsapplicationautoscaling-ScalableTarget
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DeleteScheduledAction.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DeleteScheduledAction.html
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DeregisterScalableTarget.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DeregisterScalableTarget.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DeregisterScalableTarget.html
#awsapplicationautoscaling-ScalableTarget
#awsapplicationautoscaling-ScalableTarget


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  applicati 
on-
autosc 
aling:ser 
vice-
name 
space

applicati 
on-
autosc 
aling:sca 
lable-dim 
ension

 

 DescribeS 
calableTa 
rgets

授予权限以描述指定命名空间
中的一个或多个可扩展目标

读取      

 DescribeS 
calingAct 
ivities

授予权限以描述指定命名空间
中的一组扩缩活动或所有扩缩
活动

读取      

 DescribeS 
calingPolicies

授予权限以描述指定命名空间
中的一组扩缩策略或所有扩缩
策略

读取      

 DescribeS 
cheduledA 
ctions

授予权限以描述指定命名空间
中的一组计划操作或所有计划
操作

读取      

 GetPredic 
tiveScali 
ngForecast

授予权限以检索预测性扩展策
略的预测数据

列表      
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#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DescribeScalableTargets.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DescribeScalableTargets.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DescribeScalableTargets.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DescribeScalingActivities.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DescribeScalingActivities.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DescribeScalingActivities.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DescribeScalingPolicies.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DescribeScalingPolicies.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DescribeScheduledActions.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DescribeScheduledActions.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_DescribeScheduledActions.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_GetPredictiveScalingForecast.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_GetPredictiveScalingForecast.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_GetPredictiveScalingForecast.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予权限以列出可扩展目标的
标签

读取 ScalableT 
arget*

   

ScalableT 
arget*

    PutScalin 
gPolicy

授予权限以为可扩展目标创建
和更新扩缩策略

写入

  applicati 
on-
autosc 
aling:ser 
vice-
name 
space

applicati 
on-
autosc 
aling:sca 
lable-dim 
ension

 

 PutSchedu 
ledAction

授予权限以为可扩展目标创建
和更新计划操作

写入 ScalableT 
arget*
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https://docs.aws.amazon.com/autoscaling/application/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_ListTagsForResource.html
#awsapplicationautoscaling-ScalableTarget
#awsapplicationautoscaling-ScalableTarget
#awsapplicationautoscaling-ScalableTarget
#awsapplicationautoscaling-ScalableTarget
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_PutScalingPolicy.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_PutScalingPolicy.html
#awsapplicationautoscaling-application-autoscaling_service-namespace
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#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_PutScheduledAction.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_PutScheduledAction.html
#awsapplicationautoscaling-ScalableTarget
#awsapplicationautoscaling-ScalableTarget
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  applicati 
on-
autosc 
aling:ser 
vice-
name 
space

applicati 
on-
autosc 
aling:sca 
lable-dim 
ension

 

 RegisterS 
calableTarget

授予在 Application Auto 
Scaling 中注册 AWS 或自定义
资源作为可扩展目标以及更新
用于管理可扩展目标的配置参
数的权限

写入 ScalableT 
arget*

  applicati 
on-
autosc 
aling:Tag 
Resource
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#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
#awsapplicationautoscaling-application-autoscaling_service-namespace
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#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
#awsapplicationautoscaling-application-autoscaling_scalable-dimension
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_RegisterScalableTarget.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_RegisterScalableTarget.html
#awsapplicationautoscaling-ScalableTarget
#awsapplicationautoscaling-ScalableTarget
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

applicati 
on-
autosc 
aling:ser 
vice-
name 
space

applicati 
on-
autosc 
aling:sca 
lable-dim 
ension

 

ScalableT 
arget*

    TagResour 
ce

授予权限以标记可扩展目标 标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以从可扩展目标中删
除标记

标记 ScalableT 
arget*
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https://docs.aws.amazon.com/autoscaling/application/APIReference/API_TagResource.html
#awsapplicationautoscaling-aws_RequestTag___TagKey_
#awsapplicationautoscaling-aws_RequestTag___TagKey_
#awsapplicationautoscaling-aws_RequestTag___TagKey_
#awsapplicationautoscaling-aws_TagKeys
#awsapplicationautoscaling-aws_TagKeys
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/autoscaling/application/APIReference/API_UntagResource.html
#awsapplicationautoscaling-ScalableTarget
#awsapplicationautoscaling-ScalableTarget


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

AWS Application Auto Scaling 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 ScalableT 
arget

arn:${Partition}:application-autosca 
ling:${Region}:${Account}:scalable-t 
arget/${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS Application Auto Scaling 的条件键

AWS Application Auto Scaling 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 application-
autoscaling:sca 
lable-dimension

按请求中传递的可扩展维度筛选访问 字符串

 application-
autoscaling:ser 
vice-namespace

按请求中传递的服务命名空间筛选访问 字符串
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#awsapplicationautoscaling-aws_TagKeys
#awsapplicationautoscaling-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/autoscaling/application/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-resources
https://docs.aws.amazon.com/autoscaling/application/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-resources
#awsapplicationautoscaling-aws_ResourceTag___TagKey_
#awsapplicationautoscaling-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/autoscaling/application/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/autoscaling/application/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/autoscaling/application/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/autoscaling/application/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/autoscaling/application/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/autoscaling/application/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Application Cost Profiler 服务的操作、资源和条件键

AWS Application Cost Profiler 服务（服务前缀:application-cost-profiler）提供以下特定于服
务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Application Cost Profiler 服务定义的操作

• AWS Application Cost Profiler 服务定义的资源类型

• AWS Application Cost Profiler 服务的条件键

AWS Application Cost Profiler 服务定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

AWS 应用程序成本分析器服务 179

https://docs.aws.amazon.com/autoscaling/application/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/autoscaling/application/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/autoscaling/application/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
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https://docs.aws.amazon.com/autoscaling/application/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/autoscaling/application/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/application-cost-profiler/latest/userguide/introduction.html
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/
https://docs.aws.amazon.com/application-cost-profiler/latest/userguide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html


服务授权参考 服务授权参考

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteRep 
ortDefinition

授予使用指定 Application Cost 
Profiler 报告删除配置的权限，
从而有效地禁用报告生成

Write      

 GetReport 
Definition

授予获取具有指定 Application 
Cost Profiler 报告请求的配置
的权限

Read      

 ImportApp 
licationUsage

授予从 S3 导入应用程序使用
情况的权限

Write      

 ListRepor 
tDefinitions

授予获取他们创建的不同 
Application Cost Profiler 器报
告配置列表的权限

Read      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_DeleteReportDefinition.html
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_DeleteReportDefinition.html
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_GetReportDefinition.html
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_GetReportDefinition.html
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_ImportApplicationUsage.html
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_ImportApplicationUsage.html
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_ListReportDefinitions.html
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_ListReportDefinitions.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutReport 
Definition

授予创建 Application Cost 
Profiler 报告配置的权限

Write      

 UpdateRep 
ortDefinition

授予权限以更新现有 Applicati 
on Cost Profiler Report 配置

Write      

AWS Application Cost Profiler 服务定义的资源类型

AWS 应用程序成本分析器服务不支持在 IAM 策略声明的元素Resource中指定资源 ARN。要允许访
问 AWS Application Cost Profiler 服务，请在策略中指定 "Resource": "*"。

AWS Application Cost Profiler 服务的条件键

Application Cost Profiler 没有可在策略语句的 Condition 元素中使用的服务特定的上下文键。有关所
有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Application Discovery Arsenal 的操作、资源和条件键

Application Discovery Arsenal（服务前缀：arsenal）提供以下服务特定的资源、操作和条件上下文
键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Application Discovery Arsenal 定义的操作

• Application Discovery Arsenal 定义的资源类型

• Application Discovery Arsenal 的条件键
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https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_PutReportDefinition.html
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_PutReportDefinition.html
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_UpdateReportDefinition.html
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_UpdateReportDefinition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/
https://docs.aws.amazon.com/application-discovery/latest/userguide/
https://docs.aws.amazon.com/application-discovery/latest/userguide/setting-up.html#setting-up-user-policy
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Application Discovery Arsenal 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RegisterO 
nPremises 
Agent [仅权
限]

授予将 AWS 提供的数据
收集器注册到 Application 
Discovery Service 的权限

写入      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Application Discovery Arsenal 定义的资源类型

Application Discovery Arsenal 不支持在 IAM policy 语句的 Resource 元素中指定资源 ARN。要允许
对 Application Discovery Arsenal 的访问权限，请在策略中指定 "Resource": "*"。

Application Discovery Arsenal 的条件键

Application Discovery Arsenal 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。
有关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Application Discovery Service 的操作、资源和条件键

AWS Application Discovery Service（服务前缀:discovery）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Application Discovery Service 定义的操作

• AWS Application Discovery Service 定义的资源类型

• AWS Application Discovery Service 的条件键

AWS Application Discovery Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/
https://docs.aws.amazon.com/application-discovery/latest/APIReference/
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Configura 
tionItems 
ToApplication

向 AssociateConfigura 
tionItemsToApplication API 授
予权限。 AssociateConfigura 
tionItemsToApplication 将一个
或多个配置项目与应用程序关
联

写入      

 BatchDele 
teAgents

向 BatchDeleteAgents API 授
予权限。 BatchDeleteAgents 
删除一个或多个与您的账户关
联的 agents/data 收款人，每
个收款人均由其代理 ID 识别。
删除数据收集器不会删除先前
收集的数据

写入      

 BatchDele 
teImportData

向 BatchDeleteImportData 
API 授予权限。 BatchDele 

写入      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_AssociateConfigurationItemsToApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_AssociateConfigurationItemsToApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_AssociateConfigurationItemsToApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_AssociateConfigurationItemsToApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_BatchDeleteAgents.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_BatchDeleteAgents.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_BatchDeleteImportData.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_BatchDeleteImportData.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

teImportData 删除一个或多个 
Migration Hub 导入任务，每个
任务都由其导入 ID 标识。每个
导入任务具有一些记录，它们 
可以标识服务器或应用程序

 CreateApp 
lication

向 CreateApplication API 授予
权限。 CreateApplication 创建
具有给定名称和描述的应用程
序

写入      

 CreateTags 向 CreateTags API 授予权限。 
CreateTags 为配置项目创建
一个或多个标签。标签是可帮
助您对 IT 资产进行分类的元数 
据。此 API 接受多个配置项的
列表

标记      

 DeleteApp 
lications

向 DeleteApplications API 授
予权限。 DeleteApplications 
删除应用程序列表及其与配置
项目的关联

写入      

 DeleteTags 向 DeleteTags API 授予权限。 
DeleteTags 删除配置项目与一
个或多个标签之间的关联。此 
API 接受多个配置项的列表

标记   aws:TagKe 
ys

 

 DescribeA 
gents

向 DescribeAgents API 授予权
限。 DescribeAgents 按 ID 列
出代理或连接器，或者如果您
未指定 ID，则列出与您的用户 
agents/Connectors 关联的所有
代理或连接器

读取      
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https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_CreateApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_CreateApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_CreateTags.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DeleteApplications.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DeleteApplications.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DeleteTags.html
#awsapplicationdiscoveryservice-aws_TagKeys
#awsapplicationdiscoveryservice-aws_TagKeys
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeAgents.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeAgents.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeB 
atchDelet 
eConfigur 
ationTask

向 DescribeBatchDelet 
eConfigurationTask API 授予
权限。 DescribeBatchDelet 
eConfigurationTask 返回有关
批量删除任务的属性，以删除
一组配置项目。提供的任务 ID 
应该是从的输出中收到的任务 
ID StartBatchDeleteConfigurati 
onTask

读取      

 DescribeC 
onfigurations

向 DescribeConfigurations 
API 授予权限。 DescribeC 
onfigurations 检索配置项目 
IDs列表的属性。所有提供的
资产类型 IDs 必须相同（服
务器、应用程序、进程或连 
接）。输出字段特定于所选的
资产类型。例如，服务器配置
项的输出包含有关服务器的属
性的列表，例如主机名、操作
系统和网卡数

读取      

 DescribeC 
ontinuous 
Exports

向 DescribeContinuousExports 
API 授予权限。 DescribeC 
ontinuousExports 列出由 
ID 指定的导出。如果您在不
传递任何参数的情况下按原 
DescribeContinuousExports 样
调用，则可以列出与您的用户
关联的所有连续导出

读取      
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https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeBatchDeleteConfigurationTask.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeBatchDeleteConfigurationTask.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeE 
xportConf 
igurations

向 DescribeExportConf 
igurations API 授予权限。 
DescribeExportConfigurations 
检索给定导出过程的状态。您
可以从最多 100 个进程中检索
状态

读取      

 DescribeE 
xportTasks

向 DescribeExportTasks 
API 授予权限。 DescribeE 
xportTasks 检索一个或多个导
出任务的状态。您可以检索最
多 100 个导出任务的状态

读取      

 DescribeI 
mportTasks

向 DescribeImportTasks 
API 授予权限。 DescribeI 
mportTasks 为您的用户返回
一系列导入任务，包括状态
信息、时间 IDs、导入文件的 
Amazon S3 对象 URL 等

列表      

 DescribeT 
ags

向 DescribeTags API 授予权
限。 DescribeTags 检索用特
定标签标记的配置项目列表。
或者检索分配给特定配置项的
所有标签的列表

读取      

 Disassoci 
ateConfig 
urationIt 
emsFromAp 
plication

向 DisassociateConfigurationIt 
emsFromApplication API 授
予权限。 DisassociateConfig 
urationItemsFromApplication 
取消一个或多个配置项目与应
用程序的关联

写入      
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https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeExportConfigurations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ExportCon 
figurations

向 ExportConfigurations API 
授予权限。 ExportConfiguratio 
ns 将所有发现的配置数据导出
到 Amazon S3 存储桶或应用
程序中，以便您能够查看和评
估这些数据。数据包含标签和
标签关联、进程、连接、服务 
器和系统性能

写入      

 GetDiscov 
erySummary

向 GetDiscoverySummary 
API 授予权限。 GetDiscov 
erySummary 检索已发现资产
的简短摘要

读取      

 GetNetwor 
kConnecti 
onGraph

向 GetNetworkConnecti 
onGraph API 授予权限。 
GetNetworkConnectionGraph 
接受其中一个 IP 地址、服务器 
ID 或节点 ID 的输入列表。返
回节点和边缘列表，以帮助客
户可视化网络连接图。此 API 
用于在 MigrationHub 控制台中
可视化网络图功能

读取      

 ListConfi 
gurations

向 ListConfigurations API 授予
权限。 ListConfigurations 根据
您在筛选器中指定的条件检索
配置项目列表。筛选条件确定
关系要求

列表      
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https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_ExportConfigurations.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_ExportConfigurations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListServe 
rNeighbors

向 ListServerNeighbors API 授
予权限。 ListServerNeighbors 
检索与指定服务器相隔一个网
络跳跃的服务器列表

列表      

 StartBatc 
hDeleteCo 
nfigurati 
onTask

向 StartBatchDeleteConfigurati 
onTask API 授予权限。 
StartBatchDeleteConfigurati 
onTask 开始异步批量删除您的
配置项目。所有提供的资产类
型 IDs 必须相同（服务器、应
用程序、进程或连接）。输出
是一个唯一的任务 ID，您可以
用它来查看删除进度

写入      

 StartCont 
inuousExport

向 StartContinuousExport 
API 授予权限。 StartCont 
inuousExport 开始将代理发
现的数据持续流入 Amazon 
Athena

写入     iam:Attac 
hRolePoli 
cy

iam:Creat 
ePolicy

iam:Creat 
eRole

iam:Creat 
eServiceL 
inkedRole

 StartData 
Collectio 
nByAgentIds

向 StartDataCollectio 
nByAgentIds API 授予权限。 
StartDataCollectionByAgentI 
ds 指示指定的代理或连接器开
始收集数据

写入      
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https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_ListServerNeighbors.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_ListServerNeighbors.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartExpo 
rtTask

向 StartExportTask API 授予
权限。 StartExportTask 以指
定格式将有关已发现的配置项
目和关系的配置数据导出到 S3 
存储桶

写入      

 StartImpo 
rtTask

向 StartImportTask API 授予权
限。 StartImportTask 启动导入
任务。Migration Hub 导入功能
允许您直接将本地环境的详细
信息导入其中， AWS 而无需
使用 Discovery Connector 或 
Discovery Agent 等应用程序发
现服务 (ADS) 工具。这样，您
就可以选择通过导入的数据直
接执行迁移评估和规划，包括
能够将设备分组为应用程序并
跟踪其迁移状态

写入     discovery 
:Associat 
eConfigur 
ationItem 
sToApplic 
ation

discovery 
:CreateAp 
plication

discovery 
:CreateTa 
gs

discovery 
:GetDisco 
verySumma 
ry

discovery 
:ListConf 
iguration 
s

s3:GetObj 
ect
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https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_StartExportTask.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_StartExportTask.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StopConti 
nuousExport

向 StopContinuousExport 
API 授予权限。 StopConti 
nuousExport 阻止代理发现的
数据持续流入 Amazon Athena

写入      

 StopDataC 
ollection 
ByAgentIds

向 StopDataCollection 
ByAgentIds API 授予权限。 
StopDataCollectionByAgentIds 
指示指定的代理或连接器停止
收集数据

写入      

 UpdateApp 
lication

向 UpdateApplication API 授予
权限。 UpdateApplication 更新
有关应用程序的元数据

写入      

AWS Application Discovery Service 定义的资源类型

AWS Application Discovery Service 不支持在 IAM 策略Resource声明的元素中指定资源 ARN。要允
许对 AWS Application Discovery Service 的访问权限，请在策略中指定 "Resource": "*"。

Note

要分开访问权限，请创建和使用单独的 AWS 帐户。

AWS Application Discovery Service 的条件键

AWS Application Discovery Service 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您
可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_StopContinuousExport.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_StopContinuousExport.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_StopDataCollectionByAgentIds.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_StopDataCollectionByAgentIds.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_StopDataCollectionByAgentIds.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_UpdateApplication.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Application Migration Service 的操作、资源和条件键

AWS 应用程序迁移服务（服务前缀:mgn）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Application Migration Service 定义的操作

• AWS Application Migration Service 定义的资源类型

• AWS Application Migration Service 的条件键

AWS Application Migration Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/mgn/latest/ug/
https://docs.aws.amazon.com/mgn/latest/APIReference/
https://docs.aws.amazon.com/mgn/latest/ug/security_iam_authentication.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ArchiveAp 
plication

授予权限以存档应用程序 写入 Applicati 
onResourc 
e*

   

 ArchiveWave 授予权限以存档轮次 写入 WaveResou 
rce*

   

Applicati 
onResourc 
e*

    Associate 
Applications

授予权限以将应用程序与轮次
关联

写入

WaveResou 
rce*

   

Applicati 
onResourc 
e*

    Associate 
SourceSer 
vers

授予权限以将源服务器与应用
程序关联

写入

SourceSer 
verResour 
ce*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ArchiveApplication.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ArchiveApplication.html
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ArchiveWave.html
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_AssociateApplications.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_AssociateApplications.html
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_AssociateSourceServers.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_AssociateSourceServers.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_AssociateSourceServers.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchCrea 
teVolumeS 
napshotGr 
oupForMgn
 [仅权限]

授予权限以创建卷快照组 Write SourceSer 
verResour 
ce*

   

 BatchDele 
teSnapsho 
tRequestF 
orMgn [仅权
限]

授予权限以批量删除快照请求 Write      

 ChangeSer 
verLifeCy 
cleState

授予权限以更改源服务器生命
周期状态

写入 SourceSer 
verResour 
ce*

   

 CreateApp 
lication

授予创建应用程序的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
nector

授予创建连接器的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ChangeServerLifeCycleState.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ChangeServerLifeCycleState.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ChangeServerLifeCycleState.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateApplication.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateApplication.html
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateConnector.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateConnector.html
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateLau 
nchConfig 
urationTe 
mplate

授予创建启动配置模板的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateNet 
workMigra 
tionDefinition

授予创建网络迁移定义的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateRep 
licationC 
onfigurat 
ionTemplate

授予权限以创建复制配置模板 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateVce 
nterClien 
tForMgn [仅
权限]

授予创建 vcenter 客户端的权
限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateWave 授予权限以创建轮次 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateLaunchConfigurationTemplate.html
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateNetworkMigrationDefinition.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateNetworkMigrationDefinition.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateNetworkMigrationDefinition.html
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateReplicationConfigurationTemplate.html
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys
https://docs.aws.amazon.com/mgn/latest/APIReference/API_CreateWave.html
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteApp 
lication

授予删除应用程序的权限 写入 Applicati 
onResourc 
e*

   

 DeleteCon 
nector

授予权限以删除连接器 写入 Connector 
Resource*

   

 DeleteJob 授予权限以删除作业 写入 JobResour 
ce*

   

 DeleteLau 
nchConfig 
urationTe 
mplate

授予删除启动配置模板的权限 写入 LaunchCon 
figuratio 
nTemplate 
Resource*

   

 DeleteNet 
workMigra 
tionDefinition

授予删除网络迁移定义的权限 写入 NetworkMi 
grationDe 
finitionR 
esource*

   

 DeleteRep 
licationC 
onfigurat 
ionTemplate

授予权限以删除复制配置模板 Write Replicati 
onConfigu 
rationTem 
plateReso 
urce*

   

 DeleteSou 
rceServer

授予权限以删除源服务器 写入 SourceSer 
verResour 
ce*

   

 DeleteVce 
nterClient

授予删除 vcenter 客户端的权
限

写入 VcenterCl 
ientResou 
rce*
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteApplication.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteApplication.html
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteConnector.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteConnector.html
#awsapplicationmigrationservice-ConnectorResource
#awsapplicationmigrationservice-ConnectorResource
#awsapplicationmigrationservice-ConnectorResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteJob.html
#awsapplicationmigrationservice-JobResource
#awsapplicationmigrationservice-JobResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteLaunchConfigurationTemplate.html
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteNetworkMigrationDefinition.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteNetworkMigrationDefinition.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteNetworkMigrationDefinition.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteReplicationConfigurationTemplate.html
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteSourceServer.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteSourceServer.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteVcenterClient.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteVcenterClient.html
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteWave 授予权限以删除轮次 写入 WaveResou 
rce*

   

 DescribeJ 
obLogItems

授予权限以描述作业日志项目 Read JobResour 
ce*

   

 DescribeJ 
obs

授予权限以描述作业 列表      

 DescribeL 
aunchConf 
iguration 
Templates

授予描述启动配置模板的权限 列表      

 DescribeR 
eplicatio 
nConfigur 
ationTemp 
lates

授予权限以描述复制配置模板 List      

 DescribeR 
eplicatio 
nServerAs 
sociation 
sForMgn [仅
权限]

授予权限以描述复制服务器关
联

Read      

 DescribeS 
napshotRe 
questsFor 
Mgn [仅权限]

授予权限以描述快照请求 Read      

 DescribeS 
ourceServers

授予权限以描述源服务器 列表      
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_DeleteWave.html
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-WaveResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeJobLogItems.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeJobLogItems.html
#awsapplicationmigrationservice-JobResource
#awsapplicationmigrationservice-JobResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeJobs.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeJobs.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeLaunchConfigurationTemplates.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeLaunchConfigurationTemplates.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeLaunchConfigurationTemplates.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeLaunchConfigurationTemplates.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeReplicationConfigurationTemplates.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeReplicationConfigurationTemplates.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeReplicationConfigurationTemplates.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeReplicationConfigurationTemplates.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeReplicationConfigurationTemplates.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeSourceServers.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeSourceServers.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeV 
centerClients

授予描述 vcenter 客户端的权
限

列表      

Applicati 
onResourc 
e*

    Disassoci 
ateApplic 
ations

授予权限以取消应用程序与轮
次的关联

写入

WaveResou 
rce*

   

Applicati 
onResourc 
e*

    Disassoci 
ateSource 
Servers

授予权限以取消源服务器与应
用程序的关联

写入

SourceSer 
verResour 
ce*

   

 Disconnec 
tFromService

授予权限以断开源服务器与服
务的连接

Write SourceSer 
verResour 
ce*

   

 FinalizeC 
utover

授予权限以完成切换 Write SourceSer 
verResour 
ce*

   

 GetAgentC 
ommandFor 
Mgn [仅权限]

授予权限以获取代理命令 Read SourceSer 
verResour 
ce*

   

 GetAgentC 
onfirmedR 
esumeInfo 
ForMgn [仅权
限]

授予权限以获取代理确认的简
历信息

Read SourceSer 
verResour 
ce*

   

AWS 应用程序迁移服务 198

https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeVcenterClients.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DescribeVcenterClients.html
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DisassociateApplications.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DisassociateApplications.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DisassociateApplications.html
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DisassociateSourceServers.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DisassociateSourceServers.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DisassociateSourceServers.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DisconnectFromService.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_DisconnectFromService.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_FinalizeCutover.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_FinalizeCutover.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAgentI 
nstallati 
onAssetsF 
orMgn [仅权
限]

授予权限以获取代理安装资产 Read      

 GetAgentR 
eplicatio 
nInfoForMgn
[仅权限]

授予权限以获取代理复制信息 Read SourceSer 
verResour 
ce*

   

 GetAgentR 
untimeCon 
figuratio 
nForMgn [仅
权限]

授予权限以获取代理运行时配
置

Read SourceSer 
verResour 
ce*

   

 GetAgentS 
napshotCr 
editsForMgn
[仅权限]

授予权限以获取代理快照积分 Read SourceSer 
verResour 
ce*

   

 GetChanne 
lCommands 
ForMgn [仅权
限]

授予权限以获取通道命令 Read      

 GetLaunch 
Configuration

授予权限以获取启动配置 读取 SourceSer 
verResour 
ce*
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https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_GetLaunchConfiguration.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_GetLaunchConfiguration.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetNetwor 
kMigratio 
nDefinition

授予获取网络迁移定义的权限 读取 NetworkMi 
grationDe 
finitionR 
esource*

   

 GetNetwor 
kMigratio 
nMapperSe 
gmentCons 
truct

授予获取网络迁移映射器分段
构造的权限

读取 NetworkMi 
grationDe 
finitionR 
esource*

   

 GetReplic 
ationConf 
iguration

授予权限以获取复制配置 读取 SourceSer 
verResour 
ce*

   

 GetVcente 
rClientCo 
mmandsFor 
Mgn [仅权限]

授予获取 vcenter 客户端命令
的权限

读取 VcenterCl 
ientResou 
rce*
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_GetNetworkMigrationDefinition.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_GetNetworkMigrationDefinition.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_GetNetworkMigrationDefinition.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_GetNetworkMigrationMapperSegmentConstruct.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_GetNetworkMigrationMapperSegmentConstruct.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_GetNetworkMigrationMapperSegmentConstruct.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_GetNetworkMigrationMapperSegmentConstruct.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_GetNetworkMigrationMapperSegmentConstruct.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_GetReplicationConfiguration.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_GetReplicationConfiguration.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_GetReplicationConfiguration.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Initializ 
eService

授予权限以初始化服务 写入     iam:AddRo 
leToInsta 
nceProfil 
e

iam:Creat 
eInstance 
Profile

iam:Creat 
eServiceL 
inkedRole

iam:GetIn 
stancePro 
file

 IssueClie 
ntCertifi 
cateForMgn
[仅权限]

授予颁发客户端证书的权限 写入 SourceSer 
verResour 
ce

   

 ListAppli 
cations

授予权限以列出应用程序摘要 列表      

 ListConne 
ctors

授予权限以列出连接器 读取      

 ListExpor 
tErrors

授予权限以列出导出任务的错
误

列表 ExportRes 
ource*

   

 ListExports 授予权限以列出导出任务 列表      

 ListImpor 
tErrors

授予权限以列出导入任务的错
误

列表 ImportRes 
ource*
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_InitializeService.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_InitializeService.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListConnectors.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListConnectors.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListExportErrors.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListExportErrors.html
#awsapplicationmigrationservice-ExportResource
#awsapplicationmigrationservice-ExportResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListExports.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListImportErrors.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListImportErrors.html
#awsapplicationmigrationservice-ImportResource
#awsapplicationmigrationservice-ImportResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListImports 授予权限以列出导入任务 列表      

 ListManag 
edAccounts

授予列出托管账户的权限 列表      

 ListNetwo 
rkMigrati 
onAnalyses

授予列出网络迁移分析的权限 列表 NetworkMi 
grationDe 
finitionR 
esource*

   

 ListNetwo 
rkMigrati 
onAnalysi 
sResults

授予列出网络迁移分析结果的
权限

列表 NetworkMi 
grationDe 
finitionR 
esource*

   

 ListNetwo 
rkMigrati 
onCodeGen 
erationSe 
gments

授予列出网络迁移代码生成段
的权限

列表 NetworkMi 
grationDe 
finitionR 
esource*

   

 ListNetwo 
rkMigrati 
onCodeGen 
erations

授予列出网络迁移代码世代的
权限

列表 NetworkMi 
grationDe 
finitionR 
esource*

   

 ListNetwo 
rkMigrati 
onDefinitions

授予列出网络迁移定义的权限 列表      

 ListNetwo 
rkMigrati 
onDeploye 
dStacks

授予列出网络迁移部署堆栈的
权限

列表 NetworkMi 
grationDe 
finitionR 
esource*
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListImports.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListManagedAccounts.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListManagedAccounts.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationAnalyses.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationAnalyses.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationAnalyses.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationAnalysisResults.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationAnalysisResults.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationAnalysisResults.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationAnalysisResults.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationCodeGenerationSegments.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationCodeGenerationSegments.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationCodeGenerationSegments.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationCodeGenerationSegments.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationCodeGenerationSegments.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationCodeGenerations.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationCodeGenerations.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationCodeGenerations.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationCodeGenerations.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDefinitions.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDefinitions.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDefinitions.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDeployedStacks.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDeployedStacks.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDeployedStacks.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDeployedStacks.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListNetwo 
rkMigrati 
onDeploye 
dStacksDe 
letions

授予列出网络迁移部署堆栈删
除的权限

列表 NetworkMi 
grationDe 
finitionR 
esource*

   

 ListNetwo 
rkMigrati 
onDeploym 
ents

授予列出网络迁移部署的权限 列表 NetworkMi 
grationDe 
finitionR 
esource*

   

 ListNetwo 
rkMigrati 
onExecutions

授予列出网络迁移执行的权限 列表 NetworkMi 
grationDe 
finitionR 
esource*

   

 ListNetwo 
rkMigrati 
onMapperS 
egmentCon 
structs

授予列出网络迁移映射器分段
结构的权限

列表 NetworkMi 
grationDe 
finitionR 
esource*

   

 ListNetwo 
rkMigrati 
onMapperS 
egments

授予列出网络迁移映射器分段
的权限

列表 NetworkMi 
grationDe 
finitionR 
esource*

   

 ListNetwo 
rkMigrati 
onMappings

授予列出网络迁移映射的权限 列表 NetworkMi 
grationDe 
finitionR 
esource*
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDeployedStacksDeletions.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDeployedStacksDeletions.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDeployedStacksDeletions.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDeployedStacksDeletions.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDeployedStacksDeletions.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDeployments.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDeployments.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDeployments.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationDeployments.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationExecutions.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationExecutions.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationExecutions.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationMapperSegmentConstructs.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationMapperSegmentConstructs.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationMapperSegmentConstructs.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationMapperSegmentConstructs.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationMapperSegmentConstructs.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationMapperSegments.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationMapperSegments.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationMapperSegments.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationMapperSegments.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationMappings.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationMappings.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListNetworkMigrationMappings.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSourc 
eServerAc 
tions

授予权限以列出源服务器操作
文档

列表 SourceSer 
verResour 
ce*

   

 ListTagsF 
orResource

授予权限以列出资源的标签 读取      

 ListTempl 
ateActions

授予权限以列出启动配置模板
操作文档

列表 LaunchCon 
figuratio 
nTemplate 
Resource*

   

 ListWaves 授予权限以列出轮次摘要 列表      

 MarkAsArc 
hived

授予权限以将源服务器标记为
已存档

Write SourceSer 
verResour 
ce*

   

 NotifyAge 
ntAuthent 
icationFo 
rMgn [仅权限]

授予权限以通知代理身份验证 Write SourceSer 
verResour 
ce*

   

 NotifyAge 
ntConnect 
edForMgn [仅
权限]

授予权限以通知代理已连接 Write SourceSer 
verResour 
ce*

   

 NotifyAge 
ntDisconn 
ectedForMgn
[仅权限]

授予权限以通知代理已断开连
接

Write SourceSer 
verResour 
ce*
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListSourceServerActions.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListSourceServerActions.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListSourceServerActions.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListTemplateActions.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListTemplateActions.html
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ListWaves.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_MarkAsArchived.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_MarkAsArchived.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 NotifyAge 
ntReplica 
tionProgr 
essForMgn
 [仅权限]

授予权限以通知代理复制进度 Write SourceSer 
verResour 
ce*

   

 NotifyVce 
nterClien 
tStartedF 
orMgn [仅权
限]

授予通知 vcenter 客户端已启
动的权限

写入 VcenterCl 
ientResou 
rce*

   

 PauseRepl 
ication

授予暂停复制的权限 写入 SourceSer 
verResour 
ce*

   

 PutSource 
ServerAction

授予权限以发送源服务器操作
文档

写入 SourceSer 
verResour 
ce*

   

 PutTempla 
teAction

授予权限以发送启动配置模板
操作文档

写入 LaunchCon 
figuratio 
nTemplate 
Resource*

   

 RegisterA 
gentForMgn
[仅权限]

授予权限以注册代理 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_PauseReplication.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_PauseReplication.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_PutSourceServerAction.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_PutSourceServerAction.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_PutTemplateAction.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_PutTemplateAction.html
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RemoveSou 
rceServer 
Action

授予权限以删除源服务器操作
文档

写入 SourceSer 
verResour 
ce*

   

 RemoveTem 
plateAction

授予权限以删除启动配置模板
操作文档

写入 LaunchCon 
figuratio 
nTemplate 
Resource*

   

 ResumeRep 
lication

授予恢复复制的权限 写入 SourceSer 
verResour 
ce*

   

 RetryData 
Replication

授予权限以重试复制 Write SourceSer 
verResour 
ce*

   

 SendAgent 
LogsForMgn
[仅权限]

授予权限以发送代理日志 Write SourceSer 
verResour 
ce*

   

 SendAgent 
MetricsFo 
rMgn [仅权限]

授予权限以发送代理指标 Write SourceSer 
verResour 
ce*

   

 SendChann 
elCommand 
ResultFor 
Mgn [仅权限]

授予权限以发送通道命令结果 Write      

 SendClien 
tLogsForMgn
[仅权限]

授予权限以发送客户端日志 Write      
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_RemoveSourceServerAction.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_RemoveSourceServerAction.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_RemoveSourceServerAction.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_RemoveTemplateAction.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_RemoveTemplateAction.html
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ResumeReplication.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_ResumeReplication.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_RetryDataReplication.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_RetryDataReplication.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SendClien 
tMetricsF 
orMgn [仅权
限]

授予权限以发送客户端指标 写入      

 SendVcent 
erClientC 
ommandRes 
ultForMgn [仅
权限]

授予发送 vcenter 客户端命令
结果的权限

写入 VcenterCl 
ientResou 
rce*

   

 SendVcent 
erClientL 
ogsForMgn
 [仅权限]

授予发送 vcenter 客户端日志
的权限

写入 VcenterCl 
ientResou 
rce*

   

 SendVcent 
erClientM 
etricsForMgn
[仅权限]

授予发送 vcenter 客户端指标
的权限

写入 VcenterCl 
ientResou 
rce*
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https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartCutover 授予权限以启动切换 写入 SourceSer 
verResour 
ce*

  ec2:Attac 
hVolume

ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eLaunchTe 
mplate

ec2:Creat 
eLaunchTe 
mplateVer 
sion

ec2:Creat 
eSecurity 
Group

ec2:Creat 
eSnapshot

ec2:Creat 
eTags

ec2:Creat 
eVolume

AWS 应用程序迁移服务 208

https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartCutover.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Delet 
eLaunchTe 
mplateVer 
sions

ec2:Delet 
eSnapshot

ec2:Delet 
eVolume

ec2:Descr 
ibeAccoun 
tAttribut 
es

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeImages

ec2:Descr 
ibeInstan 
ceAttribu 
te

ec2:Descr 
ibeInstan 
ceStatus
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeInstan 
ceTypes

ec2:Descr 
ibeInstan 
ces

ec2:Descr 
ibeLaunch 
TemplateV 
ersions

ec2:Descr 
ibeLaunch 
Templates

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSnapsh 
ots

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVolume 
s

ec2:Detac 
hVolume
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Modif 
yInstance 
Attribute

ec2:Modif 
yLaunchTe 
mplate

ec2:Repor 
tInstance 
Status

ec2:Revok 
eSecurity 
GroupEgre 
ss

ec2:RunIn 
stances

ec2:Start 
Instances

ec2:StopI 
nstances

ec2:Termi 
nateInsta 
nces

iam:PassR 
ole
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

mgn:ListT 
agsForRes 
ource

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StartExport 授予权限以启动导出任务 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Descr 
ibeLaunch 
TemplateV 
ersions

mgn:Descr 
ibeSource 
Servers

mgn:GetLa 
unchConfi 
guration

mgn:ListA 
pplicatio 
ns

mgn:ListW 
aves

s3:PutObj 
ect
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#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartExport.html
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartImport 授予权限以创建导入任务 写入     ec2:Creat 
eLaunchTe 
mplateVer 
sion

ec2:Descr 
ibeLaunch 
TemplateV 
ersions

ec2:Modif 
yLaunchTe 
mplate

mgn:Descr 
ibeSource 
Servers

mgn:GetLa 
unchConfi 
guration

mgn:ListA 
pplicatio 
ns

mgn:ListW 
aves

mgn:TagRe 
source

mgn:Updat 
eLaunchCo 
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartImport.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

nfigurati 
on

s3:PutObj 
ect
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartNetw 
orkMigrat 
ionAnalysis

授予启动网络迁移分析的权限 写入 NetworkMi 
grationDe 
finitionR 
esource*

  directcon 
nect:Desc 
ribeConne 
ctions

directcon 
nect:Desc 
ribeDirec 
tConnectG 
atewayAss 
ociations

directcon 
nect:Desc 
ribeDirec 
tConnectG 
atewayAtt 
achments

directcon 
nect:Desc 
ribeDirec 
tConnectG 
ateways

directcon 
nect:Desc 
ribeVirtu 
alGateway 
s

directcon 
nect:Desc 
ribeVirtu 

AWS 应用程序迁移服务 215

https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationAnalysis.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationAnalysis.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationAnalysis.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

alInterfa 
ces

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eNetworkI 
nsightsPa 
th

ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eSecurity 
Group

ec2:Creat 
eTags

ec2:Delet 
eNetworkI 
nsightsAn 
alysis

ec2:Delet 
eNetworkI 
nsightsPa 
th
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Delet 
eNetworkI 
nterface

ec2:Delet 
eSecurity 
Group

ec2:Delet 
eTags

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeCustom 
erGateway 
s

ec2:Descr 
ibeInstan 
ces

ec2:Descr 
ibeIntern 
etGateway 
s

ec2:Descr 
ibeManage 
dPrefixLi 
sts
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeNatGat 
eways

ec2:Descr 
ibeNetwor 
kAcls

ec2:Descr 
ibeNetwor 
kInsights 
Analyses

ec2:Descr 
ibeNetwor 
kInsights 
Paths

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibePrefix 
Lists

ec2:Descr 
ibeRegion 
s

ec2:Descr 
ibeRouteT 
ables

AWS 应用程序迁移服务 218



服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeTransi 
tGatewayA 
ttachment 
s

ec2:Descr 
ibeTransi 
tGatewayC 
onnects

ec2:Descr 
ibeTransi 
tGatewayP 
eeringAtt 
achments

ec2:Descr 
ibeTransi 
tGatewayR 
outeTable 
s

ec2:Descr 
ibeTransi 
tGatewayV 
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

pcAttachm 
ents

ec2:Descr 
ibeTransi 
tGateways

ec2:Descr 
ibeVpcEnd 
pointServ 
iceConfig 
urations

ec2:Descr 
ibeVpcEnd 
points

ec2:Descr 
ibeVpcPee 
ringConne 
ctions

ec2:Descr 
ibeVpcs

ec2:Descr 
ibeVpnCon 
nections

ec2:Descr 
ibeVpnGat 
eways

ec2:GetMa 
nagedPref 
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ixListEnt 
ries

ec2:GetTr 
ansitGate 
wayRouteT 
ablePropa 
gations

ec2:Searc 
hTransitG 
atewayRou 
tes

ec2:Start 
NetworkIn 
sightsAna 
lysis

elasticlo 
adbalanci 
ng:Descri 
beListene 
rs

elasticlo 
adbalanci 
ng:Descri 
beLoadBal 
ancerAttr 
ibutes

elasticlo 
adbalanci 
ng:Descri 

AWS 应用程序迁移服务 221



服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

beLoadBal 
ancers

elasticlo 
adbalanci 
ng:Descri 
beRules

elasticlo 
adbalanci 
ng:Descri 
beTags

elasticlo 
adbalanci 
ng:Descri 
beTargetG 
roupAttri 
butes

elasticlo 
adbalanci 
ng:Descri 
beTargetG 
roups

elasticlo 
adbalanci 
ng:Descri 
beTargetH 
ealth

globalacc 
elerator: 
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ListAccel 
erators

globalacc 
elerator: 
ListCusto 
mRoutingA 
ccelerato 
rs

globalacc 
elerator: 
ListCusto 
mRoutingE 
ndpointGr 
oups

globalacc 
elerator: 
ListCusto 
mRoutingL 
isteners

globalacc 
elerator: 
ListCusto 
mRoutingP 
ortMappin 
gs

globalacc 
elerator: 
ListEndpo 
intGroups
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

globalacc 
elerator: 
ListListe 
ners

network-f 
irewall:D 
escribeFi 
rewall

network-f 
irewall:D 
escribeFi 
rewallPol 
icy

network-f 
irewall:D 
escribeRe 
sourcePol 
icy

network-f 
irewall:D 
escribeRu 
leGroup

network-
firewall:L 
istFirewa 
llPolicies

network-
firewall:L 
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

istFirewa 
lls

network-
firewall:L 
istRuleGr 
oups

tiros:Cre 
ateQuery

tiros:Ext 
endQuery

tiros:Get 
QueryAnsw 
er

tiros:Get 
QueryExpl 
anation

tiros:Get 
QueryExte 
nsionAcco 
unts

 StartNetw 
orkMigrat 
ionCodeGe 
neration

授予启动网络迁移代码生成的
权限

写入 NetworkMi 
grationDe 
finitionR 
esource*
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationCodeGeneration.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationCodeGeneration.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationCodeGeneration.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationCodeGeneration.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartNetw 
orkMigrat 
ionDeploy 
edStacksD 
eletion

授予开始删除网络迁移部署堆
栈的权限

写入 NetworkMi 
grationDe 
finitionR 
esource*

  ec2:Accep 
tTransitG 
atewayVpc 
Attachmen 
t

ec2:Assoc 
iateNatGa 
tewayAddr 
ess

ec2:Assoc 
iateRoute 
Table

ec2:Assoc 
iateSubne 
tCidrBloc 
k

ec2:Assoc 
iateTrans 
itGateway 
RouteTabl 
e

ec2:Assoc 
iateVpcCi 
drBlock

ec2:Attac 
hInternet 
Gateway

AWS 应用程序迁移服务 226

https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationDeployedStacksDeletion.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationDeployedStacksDeletion.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationDeployedStacksDeletion.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationDeployedStacksDeletion.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationDeployedStacksDeletion.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Attac 
hVolume

ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Delet 
eInternet 
Gateway

ec2:Delet 
eLaunchTe 
mplate

ec2:Delet 
eLaunchTe 
mplateVer 
sions

ec2:Delet 
eNatGatew 
ay

ec2:Delet 
eNetworkA 
cl
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Delet 
eNetworkA 
clEntry

ec2:Delet 
eNetworkI 
nsightsAn 
alysis

ec2:Delet 
eNetworkI 
nsightsPa 
th

ec2:Delet 
eNetworkI 
nterface

ec2:Delet 
eRoute

ec2:Delet 
eRouteTab 
le

ec2:Delet 
eSecurity 
Group

ec2:Delet 
eSnapshot

ec2:Delet 
eSubnet
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Delet 
eTransitG 
ateway

ec2:Delet 
eTransitG 
atewayRou 
te

ec2:Delet 
eTransitG 
atewayRou 
teTable

ec2:Delet 
eTransitG 
atewayVpc 
Attachmen 
t

ec2:Delet 
eVolume

ec2:Delet 
eVpc

ec2:Detac 
hInternet 
Gateway

ec2:Detac 
hVolume

ec2:Disab 
leTransit 
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

GatewayRo 
uteTableP 
ropagatio 
n

ec2:Disas 
sociateNa 
tGatewayA 
ddress

ec2:Disas 
sociateRo 
uteTable

ec2:Disas 
sociateTr 
ansitGate 
wayRouteT 
able

ec2:Enabl 
eTransitG 
atewayRou 
teTablePr 
opagation

ec2:Modif 
yInstance 
Attribute

ec2:Modif 
yLaunchTe 
mplate
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Modif 
ySubnetAt 
tribute

ec2:Modif 
yTransitG 
ateway

ec2:Modif 
yTransitG 
atewayVpc 
Attachmen 
t

ec2:Modif 
yVolume

ec2:Modif 
yVpcAttri 
bute

ec2:Rejec 
tTransitG 
atewayVpc 
Attachmen 
t

ec2:Relea 
seAddress

ec2:Repla 
ceNetwork 
AclAssoci 
ation
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Repla 
ceNetwork 
AclEntry

ec2:Repla 
ceRoute

ec2:Repla 
ceTransit 
GatewayRo 
ute

ec2:Revok 
eSecurity 
GroupEgre 
ss

ec2:Revok 
eSecurity 
GroupIngr 
ess

ec2:Searc 
hTransitG 
atewayRou 
tes
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartNetw 
orkMigrat 
ionDeploy 
ment

授予启动网络迁移部署的权限 写入 NetworkMi 
grationDe 
finitionR 
esource*

  ec2:Accep 
tTransitG 
atewayVpc 
Attachmen 
t

ec2:Assoc 
iateNatGa 
tewayAddr 
ess

ec2:Assoc 
iateRoute 
Table

ec2:Assoc 
iateSubne 
tCidrBloc 
k

ec2:Assoc 
iateTrans 
itGateway 
RouteTabl 
e

ec2:Assoc 
iateVpcCi 
drBlock

ec2:Attac 
hInternet 
Gateway
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationDeployment.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationDeployment.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationDeployment.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationDeployment.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Attac 
hVolume

ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eNatGatew 
ay

ec2:Creat 
eNetworkA 
cl

ec2:Creat 
eNetworkA 
clEntry

ec2:Creat 
eNetworkI 
nsightsPa 
th

ec2:Creat 
eNetworkI 
nterface
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Creat 
eRoute

ec2:Creat 
eRouteTab 
le

ec2:Creat 
eSecurity 
Group

ec2:Creat 
eSubnet

ec2:Creat 
eTags

ec2:Creat 
eTransitG 
atewayRou 
te

ec2:Creat 
eTransitG 
atewayRou 
teTable

ec2:Creat 
eTransitG 
atewayVpc 
Attachmen 
t
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Delet 
eInternet 
Gateway

ec2:Delet 
eLaunchTe 
mplate

ec2:Delet 
eLaunchTe 
mplateVer 
sions

ec2:Delet 
eNatGatew 
ay

ec2:Delet 
eNetworkA 
cl

ec2:Delet 
eNetworkA 
clEntry

ec2:Delet 
eNetworkI 
nsightsAn 
alysis

ec2:Delet 
eNetworkI 
nsightsPa 
th

AWS 应用程序迁移服务 236



服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Delet 
eNetworkI 
nterface

ec2:Delet 
eRoute

ec2:Delet 
eRouteTab 
le

ec2:Delet 
eSecurity 
Group

ec2:Delet 
eSnapshot

ec2:Delet 
eSubnet

ec2:Delet 
eTransitG 
ateway

ec2:Delet 
eTransitG 
atewayRou 
te

ec2:Delet 
eTransitG 
atewayRou 
teTable
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Delet 
eTransitG 
atewayVpc 
Attachmen 
t

ec2:Delet 
eVolume

ec2:Delet 
eVpc

ec2:Descr 
ibeAccoun 
tAttribut 
es

ec2:Descr 
ibeAddres 
ses

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeCustom 
erGateway 
s

ec2:Descr 
ibeEgress 
OnlyInter 
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

netGatewa 
ys

ec2:Descr 
ibeHosts

ec2:Descr 
ibeImages

ec2:Descr 
ibeInstan 
ceAttribu 
te

ec2:Descr 
ibeInstan 
ceStatus

ec2:Descr 
ibeInstan 
ceTypes

ec2:Descr 
ibeInstan 
ces

ec2:Descr 
ibeIntern 
etGateway 
s

ec2:Descr 
ibeLaunch 
TemplateV 
ersions
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeLaunch 
Templates

ec2:Descr 
ibeManage 
dPrefixLi 
sts

ec2:Descr 
ibeNatGat 
eways

ec2:Descr 
ibeNetwor 
kAcls

ec2:Descr 
ibeNetwor 
kInsights 
Analyses

ec2:Descr 
ibeNetwor 
kInsights 
Paths

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibePrefix 
Lists
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeRegion 
s

ec2:Descr 
ibeRouteT 
ables

ec2:Descr 
ibeSecuri 
tyGroupRu 
les

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSnapsh 
ots

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeTransi 
tGatewayA 
ttachment 
s

ec2:Descr 
ibeTransi 
tGatewayC 
onnects
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeTransi 
tGatewayP 
eeringAtt 
achments

ec2:Descr 
ibeTransi 
tGatewayR 
outeTable 
s

ec2:Descr 
ibeTransi 
tGatewayV 
pcAttachm 
ents

ec2:Descr 
ibeTransi 
tGateways

ec2:Descr 
ibeVolume 
s

ec2:Descr 
ibeVpcEnd 
pointServ 
iceConfig 
urations

ec2:Descr 
ibeVpcEnd 
points
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeVpcPee 
ringConne 
ctions

ec2:Descr 
ibeVpcs

ec2:Descr 
ibeVpnCon 
nections

ec2:Descr 
ibeVpnGat 
eways

ec2:Detac 
hInternet 
Gateway

ec2:Detac 
hVolume

ec2:Disab 
leTransit 
GatewayRo 
uteTableP 
ropagatio 
n

ec2:Disas 
sociateNa 
tGatewayA 
ddress
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Disas 
sociateRo 
uteTable

ec2:Disas 
sociateTr 
ansitGate 
wayRouteT 
able

ec2:Enabl 
eTransitG 
atewayRou 
teTablePr 
opagation

ec2:GetEb 
sDefaultK 
msKeyId

ec2:GetEb 
sEncrypti 
onByDefau 
lt

ec2:GetMa 
nagedPref 
ixListEnt 
ries

ec2:GetTr 
ansitGate 
wayRouteT 
ableAssoc 
iations
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:GetTr 
ansitGate 
wayRouteT 
ablePropa 
gations

ec2:Modif 
yInstance 
Attribute

ec2:Modif 
yLaunchTe 
mplate

ec2:Modif 
ySubnetAt 
tribute

ec2:Modif 
yTransitG 
ateway

ec2:Modif 
yTransitG 
atewayVpc 
Attachmen 
t

ec2:Modif 
yVolume

ec2:Modif 
yVpcAttri 
bute
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Rejec 
tTransitG 
atewayVpc 
Attachmen 
t

ec2:Relea 
seAddress

ec2:Repla 
ceNetwork 
AclAssoci 
ation

ec2:Repla 
ceNetwork 
AclEntry

ec2:Repla 
ceRoute

ec2:Repla 
ceTransit 
GatewayRo 
ute

ec2:Revok 
eSecurity 
GroupEgre 
ss

ec2:Revok 
eSecurity 
GroupIngr 
ess
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Searc 
hTransitG 
atewayRou 
tes

ec2:Start 
NetworkIn 
sightsAna 
lysis

 StartNetw 
orkMigrat 
ionMapping

授予启动网络迁移映射的权限 写入 NetworkMi 
grationDe 
finitionR 
esource*

   

 StartRepl 
ication

授予启动复制的权限 写入 SourceSer 
verResour 
ce*
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationMapping.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationMapping.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartNetworkMigrationMapping.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartReplication.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartReplication.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartTest 授予权限以启动测试 写入 SourceSer 
verResour 
ce*

  ec2:Attac 
hVolume

ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eLaunchTe 
mplate

ec2:Creat 
eLaunchTe 
mplateVer 
sion

ec2:Creat 
eSecurity 
Group

ec2:Creat 
eSnapshot

ec2:Creat 
eTags

ec2:Creat 
eVolume
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_StartTest.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Delet 
eLaunchTe 
mplateVer 
sions

ec2:Delet 
eSnapshot

ec2:Delet 
eVolume

ec2:Descr 
ibeAccoun 
tAttribut 
es

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeImages

ec2:Descr 
ibeInstan 
ceAttribu 
te

ec2:Descr 
ibeInstan 
ceStatus
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeInstan 
ceTypes

ec2:Descr 
ibeInstan 
ces

ec2:Descr 
ibeLaunch 
TemplateV 
ersions

ec2:Descr 
ibeLaunch 
Templates

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSnapsh 
ots

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVolume 
s

ec2:Detac 
hVolume
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Modif 
yInstance 
Attribute

ec2:Modif 
yLaunchTe 
mplate

ec2:Repor 
tInstance 
Status

ec2:Revok 
eSecurity 
GroupEgre 
ss

ec2:RunIn 
stances

ec2:Start 
Instances

ec2:StopI 
nstances

ec2:Termi 
nateInsta 
nces

iam:PassR 
ole
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

mgn:ListT 
agsForRes 
ource

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StopRepli 
cation

授予权限以停止复制 写入 SourceSer 
verResour 
ce*

   

Applicati 
onResourc 
e

   

Connector 
Resource

   

ExportRes 
ource

   

ImportRes 
ource

   

JobResour 
ce

   

 TagResour 
ce

授予权限以分配资源标签 Tagging

LaunchCon 
figuratio 
nTemplate 
Resource
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#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StopReplication.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_StopReplication.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ConnectorResource
#awsapplicationmigrationservice-ConnectorResource
#awsapplicationmigrationservice-ExportResource
#awsapplicationmigrationservice-ExportResource
#awsapplicationmigrationservice-ImportResource
#awsapplicationmigrationservice-ImportResource
#awsapplicationmigrationservice-JobResource
#awsapplicationmigrationservice-JobResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_TagResource.html
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Replicati 
onConfigu 
rationTem 
plateReso 
urce

   

SourceSer 
verResour 
ce

   

VcenterCl 
ientResou 
rce

   

WaveResou 
rce

   

  aws:Reque 
stTag/${T 
agKey}

mgn:Creat 
eAction

aws:TagKe 
ys
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#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-mgn_CreateAction
#awsapplicationmigrationservice-mgn_CreateAction
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

SourceSer 
verResour 
ce*

  ec2:Delet 
eVolume

ec2:Descr 
ibeInstan 
ces

ec2:Descr 
ibeVolume 
s

ec2:Termi 
nateInsta 
nces

 Terminate 
TargetIns 
tances

授予权限以终止目标实例 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Unarchive 
Application

授予权限以取消存档应用程序 写入 Applicati 
onResourc 
e*

   

 Unarchive 
Wave

授予权限以取消存档轮次 写入 WaveResou 
rce*

   

Applicati 
onResourc 
e

    UntagReso 
urce

授予权限以取消标记资源 Tagging

Connector 
Resource
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#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_TerminateTargetInstances.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_TerminateTargetInstances.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_TerminateTargetInstances.html
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_RequestTag___TagKey_
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UnarchiveApplication.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UnarchiveApplication.html
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UnarchiveWave.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UnarchiveWave.html
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UntagResource.html
#awsapplicationmigrationservice-ConnectorResource
#awsapplicationmigrationservice-ConnectorResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

JobResour 
ce

   

LaunchCon 
figuratio 
nTemplate 
Resource

   

Replicati 
onConfigu 
rationTem 
plateReso 
urce

   

SourceSer 
verResour 
ce

   

VcenterCl 
ientResou 
rce

   

WaveResou 
rce

   

  aws:TagKe 
ys

 

 UpdateAge 
ntBacklog 
ForMgn [仅权
限]

授予权限以更新代理积压 Write SourceSer 
verResour 
ce*
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#awsapplicationmigrationservice-JobResource
#awsapplicationmigrationservice-JobResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-VcenterClientResource
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-aws_TagKeys
#awsapplicationmigrationservice-aws_TagKeys
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAge 
ntConvers 
ionInfoFo 
rMgn [仅权限]

授予权限以更新代理转换信息 Write SourceSer 
verResour 
ce*

   

 UpdateAge 
ntReplica 
tionInfoF 
orMgn [仅权
限]

授予权限以更新代理复制信息 Write SourceSer 
verResour 
ce*

   

 UpdateAge 
ntReplica 
tionProce 
ssStateFo 
rMgn [仅权限]

授予权限以更新代理复制进程
状态

Write SourceSer 
verResour 
ce*

   

 UpdateAge 
ntSourceP 
roperties 
ForMgn [仅权
限]

授予权限以更新代理源属性 写入 SourceSer 
verResour 
ce*

   

 UpdateApp 
lication

授予更新应用程序的权限 写入 Applicati 
onResourc 
e*

   

 UpdateCon 
nector

授予更新连接器的权限 写入 Connector 
Resource*

   

 UpdateLau 
nchConfig 
uration

授予权限以更新启动配置 写入 SourceSer 
verResour 
ce*
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https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateApplication.html
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
#awsapplicationmigrationservice-ApplicationResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateConnector.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateConnector.html
#awsapplicationmigrationservice-ConnectorResource
#awsapplicationmigrationservice-ConnectorResource
#awsapplicationmigrationservice-ConnectorResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateLaunchConfiguration.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateLaunchConfiguration.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateLaunchConfiguration.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateLau 
nchConfig 
urationTe 
mplate

授予权限以更新启动配置 写入 LaunchCon 
figuratio 
nTemplate 
Resource*

   

 UpdateNet 
workMigra 
tionDefinition

授予更新网络迁移定义的权限 写入 NetworkMi 
grationDe 
finitionR 
esource*

   

 UpdateNet 
workMigra 
tionMappe 
rSegment

授予更新网络迁移映射器分段
的权限

写入 NetworkMi 
grationDe 
finitionR 
esource*

   

 UpdateNet 
workMigra 
tionMappe 
rSegmentC 
onstruct

授予更新网络迁移映射器分段
结构的权限

写入 NetworkMi 
grationDe 
finitionR 
esource*

   

 UpdateRep 
licationC 
onfiguration

授予权限以更新复制配置 Write SourceSer 
verResour 
ce*

   

 UpdateRep 
licationC 
onfigurat 
ionTemplate

授予权限以更新复制配置模板 写入 Replicati 
onConfigu 
rationTem 
plateReso 
urce*

   

 UpdateSou 
rceServer

授予更新源服务器的权限 写入 SourceSer 
verResour 
ce*

   

AWS 应用程序迁移服务 257

https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateLaunchConfigurationTemplate.html
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
#awsapplicationmigrationservice-LaunchConfigurationTemplateResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateNetworkMigrationDefinition.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateNetworkMigrationDefinition.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateNetworkMigrationDefinition.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateNetworkMigrationMapperSegment.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateNetworkMigrationMapperSegment.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateNetworkMigrationMapperSegment.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateNetworkMigrationMapperSegment.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateNetworkMigrationMapperSegmentConstruct.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateNetworkMigrationMapperSegmentConstruct.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateNetworkMigrationMapperSegmentConstruct.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateNetworkMigrationMapperSegmentConstruct.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateNetworkMigrationMapperSegmentConstruct.html
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
#awsapplicationmigrationservice-NetworkMigrationDefinitionResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateReplicationConfiguration.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateReplicationConfiguration.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateReplicationConfiguration.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateReplicationConfigurationTemplate.html
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
#awsapplicationmigrationservice-ReplicationConfigurationTemplateResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateSourceServer.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateSourceServer.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSou 
rceServer 
Replicati 
onType

授予更新源服务器复制类型的
权限

写入 SourceSer 
verResour 
ce*

   

 UpdateWave 授予权限以更新轮次 写入 WaveResou 
rce*

   

 VerifyCli 
entRoleFo 
rMgn [仅权限]

授予验证客户端角色的权限 读取      

AWS Application Migration Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 JobResource arn:${Partition}:mgn:${Region}:${Acc 
ount}:job/${JobID}

aws:ResourceTag/${ 
TagKey}

 Replicati 
onConfigu 
rationTem 
plateReso 
urce

arn:${Partition}:mgn:${Region}:${Acc 
ount}:replication-configuration-temp 
late/${ReplicationConfigurationTempl 
ateID}

aws:ResourceTag/${ 
TagKey}

 LaunchCon 
figuratio 

arn:${Partition}:mgn:${Region}:${Acc 
ount}:launch-configuration-template/ 
${LaunchConfigurationTemplateID}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateSourceServerReplicationType.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateSourceServerReplicationType.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateSourceServerReplicationType.html
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateSourceServerReplicationType.html
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
#awsapplicationmigrationservice-SourceServerResource
https://docs.aws.amazon.com/mgn/latest/APIReference/API_UpdateWave.html
#awsapplicationmigrationservice-WaveResource
#awsapplicationmigrationservice-WaveResource
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
https://docs.aws.amazon.com/mgn/latest/ug/mgn-apis.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/mgn/latest/ug/launching-target-servers.html
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mgn/latest/ug/replication-settings-template.html
https://docs.aws.amazon.com/mgn/latest/ug/replication-settings-template.html
https://docs.aws.amazon.com/mgn/latest/ug/replication-settings-template.html
https://docs.aws.amazon.com/mgn/latest/ug/replication-settings-template.html
https://docs.aws.amazon.com/mgn/latest/ug/replication-settings-template.html
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mgn/latest/ug/post-launch-settings.html
https://docs.aws.amazon.com/mgn/latest/ug/post-launch-settings.html
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

nTemplate 
Resource

 VcenterCl 
ientResource

arn:${Partition}:mgn:${Region}:${Acc 
ount}:vcenter-client/${VcenterClient 
ID}

aws:ResourceTag/${ 
TagKey}

 SourceSer 
verResource

arn:${Partition}:mgn:${Region}:${Acc 
ount}:source-server/${SourceServerID 
}

aws:ResourceTag/${ 
TagKey}

 Applicati 
onResource

arn:${Partition}:mgn:${Region}:${Acc 
ount}:application/${ApplicationID}

aws:ResourceTag/${ 
TagKey}

 WaveResou 
rce

arn:${Partition}:mgn:${Region}:${Acc 
ount}:wave/${WaveID}

aws:ResourceTag/${ 
TagKey}

 ImportRes 
ource

arn:${Partition}:mgn:${Region}:${Acc 
ount}:import/${ImportID}

aws:ResourceTag/${ 
TagKey}

 ExportRes 
ource

arn:${Partition}:mgn:${Region}:${Acc 
ount}:export/${ExportID}

aws:ResourceTag/${ 
TagKey}

 Connector 
Resource

arn:${Partition}:mgn:${Region}:${Acc 
ount}:connector/${ConnectorID}

aws:ResourceTag/${ 
TagKey}

 NetworkMi 
grationDe 
finitionR 
esource

arn:${Partition}:mgn:${Region}:${Acc 
ount}:network-migration-definition/$ 
{NetworkMigrationDefinitionID}

aws:ResourceTag/${ 
TagKey}

AWS Application Migration Service 的条件键

AWS 应用程序迁移服务定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/mgn/latest/ug/post-launch-settings.html
https://docs.aws.amazon.com/mgn/latest/ug/post-launch-settings.html
https://docs.aws.amazon.com/mgn/latest/ug/agentless-mgn.html
https://docs.aws.amazon.com/mgn/latest/ug/agentless-mgn.html
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mgn/latest/ug/source-servers.html
https://docs.aws.amazon.com/mgn/latest/ug/source-servers.html
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mgn/latest/ug/applications.html
https://docs.aws.amazon.com/mgn/latest/ug/applications.html
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mgn/latest/ug/waves.html
https://docs.aws.amazon.com/mgn/latest/ug/waves.html
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mgn/latest/ug/imports.html
https://docs.aws.amazon.com/mgn/latest/ug/imports.html
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mgn/latest/ug/exports.html
https://docs.aws.amazon.com/mgn/latest/ug/exports.html
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mgn/latest/ug/connectors.html
https://docs.aws.amazon.com/mgn/latest/ug/connectors.html
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mgn/latest/ug/network-migration-definition.html
https://docs.aws.amazon.com/mgn/latest/ug/network-migration-definition.html
https://docs.aws.amazon.com/mgn/latest/ug/network-migration-definition.html
https://docs.aws.amazon.com/mgn/latest/ug/network-migration-definition.html
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
#awsapplicationmigrationservice-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签/键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问权限 ArrayOfString

 mgn:Creat 
eAction

按资源创建 API 操作的名称筛选访问 字符串

Amazon 应用程序恢复控制器的操作、资源和条件键-Zonal Shift

Amazon Application Recovery Controller-Zonal Shift（服务前缀:arc-zonal-shift）提供以下特定
于服务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon 应用程序恢复控制器定义的操作-区域移动

• 由 Amazon 应用程序恢复控制器定义的资源类型-区域移动

• Amazon 应用程序恢复控制器的条件密钥-区域移动

由 Amazon 应用程序恢复控制器定义的操作-区域移动

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/mgn/latest/ug/supported-iam-actions-tagging.html
https://docs.aws.amazon.com/mgn/latest/ug/supported-iam-actions-tagging.html
https://docs.aws.amazon.com/r53recovery/latest/dg/
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/
https://docs.aws.amazon.com/r53recovery/latest/dg/security-iam.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ALB*    

NLB*    

 CancelPra 
cticeRun

授予取消活跃练习跑的权限 写入

  arc-zonal 
-shift:Re 
sourceIde 
ntifier

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
#amazonapplicationrecoverycontroller-zonalshift-ALB
#amazonapplicationrecoverycontroller-zonalshift-NLB
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CancelPracticeRun.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CancelPracticeRun.html
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

ALB*    

NLB*    

 CancelZon 
alShift

授予权限以取消活动区域移动 写入

  arc-zonal 
-shift:Re 
sourceIde 
ntifier

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 CreatePra 
cticeRunC 
onfiguration

授予创建练习运行配置的权限 写入 ALB*   cloudwatc 
h:Describ 
eAlarms

iam:Creat 
eServiceL 
inkedRole
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#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-ALB
#amazonapplicationrecoverycontroller-zonalshift-NLB
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CancelZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CancelZonalShift.html
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CreatePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CreatePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CreatePracticeRunConfiguration.html
#amazonapplicationrecoverycontroller-zonalshift-ALB


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

NLB*    

  arc-zonal 
-shift:Re 
sourceIde 
ntifier

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

ALB*     DeletePra 
cticeRunC 
onfiguration

授予删除练习运行配置的权限 写入

NLB*    

Amazon Application Recovery Controller - 可用区转移 263

#amazonapplicationrecoverycontroller-zonalshift-NLB
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-ALB
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_DeletePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_DeletePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_DeletePracticeRunConfiguration.html
#amazonapplicationrecoverycontroller-zonalshift-NLB


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  arc-zonal 
-shift:Re 
sourceIde 
ntifier

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 GetAutosh 
iftObserv 
erNotific 
ationStatus

授予权限以获取自动转移观察
器通知状态

读取      

ALB*     GetManage 
dResource

授予权限以获取有关托管资源
的信息

读取

NLB*    
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#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_GetAutoshiftObserverNotificationStatus.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_GetAutoshiftObserverNotificationStatus.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_GetAutoshiftObserverNotificationStatus.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_GetAutoshiftObserverNotificationStatus.html
#amazonapplicationrecoverycontroller-zonalshift-ALB
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_GetManagedResource.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_GetManagedResource.html
#amazonapplicationrecoverycontroller-zonalshift-NLB


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  arc-zonal 
-shift:Re 
sourceIde 
ntifier

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 ListAutos 
hifts

授予列出活动和已完成自动转
移的权限

列表      

 ListManag 
edResources

授予权限以列出托管资源 列表      

 ListZonal 
Shifts

授予权限以列出区域移动 列表      

ALB*     StartPrac 
ticeRun

授予开始练习跑的权限 写入

NLB*    
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#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListAutoshifts.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListAutoshifts.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListZonalShifts.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListZonalShifts.html
#amazonapplicationrecoverycontroller-zonalshift-ALB
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_StartPracticeRun.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_StartPracticeRun.html
#amazonapplicationrecoverycontroller-zonalshift-NLB


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  arc-zonal 
-shift:Re 
sourceIde 
ntifier

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

ALB*     StartZona 
lShift

授予权限以开始区域移动 写入

NLB*    
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#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-ALB
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_StartZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_StartZonalShift.html
#amazonapplicationrecoverycontroller-zonalshift-NLB


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  arc-zonal 
-shift:Re 
sourceIde 
ntifier

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 UpdateAut 
oshiftObs 
erverNoti 
ficationStatus

授予权限以更新自动转移观察
器通知状态

写入      

ALB*   cloudwatc 
h:Describ 
eAlarms

iam:Creat 
eServiceL 
inkedRole

 UpdatePra 
cticeRunC 
onfiguration

授予更新练习运行配置的权限 写入

NLB*    
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#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateAutoshiftObserverNotificationStatus.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateAutoshiftObserverNotificationStatus.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateAutoshiftObserverNotificationStatus.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateAutoshiftObserverNotificationStatus.html
#amazonapplicationrecoverycontroller-zonalshift-ALB
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdatePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdatePracticeRunConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdatePracticeRunConfiguration.html
#amazonapplicationrecoverycontroller-zonalshift-NLB


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  arc-zonal 
-shift:Re 
sourceIde 
ntifier

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

ALB*   iam:Creat 
eServiceL 
inkedRole

 UpdateZon 
alAutoshi 
ftConfigu 
ration

授予更新可用区自动转移状态
的权限

写入

NLB*    
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#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-ALB
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalAutoshiftConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalAutoshiftConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalAutoshiftConfiguration.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalAutoshiftConfiguration.html
#amazonapplicationrecoverycontroller-zonalshift-NLB


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  arc-zonal 
-shift:Re 
sourceIde 
ntifier

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

ALB*     UpdateZon 
alShift

授予权限以更新现有区域移动 写入

NLB*    
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#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-ALB
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalShift.html
#amazonapplicationrecoverycontroller-zonalshift-NLB


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  arc-zonal 
-shift:Re 
sourceIde 
ntifier

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

由 Amazon 应用程序恢复控制器定义的资源类型-区域移动

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 ALB arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:loadbalancer/ 
app/${LoadBalancerName}/${LoadBalanc 
erId}

arc-zonal-shift:Re 
sourceIdentifier

aws:ResourceTag/${ 
TagKey}
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#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.resource-types.html
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

elasticloadbalanci 
ng:ResourceTag/${T 
agKey}

 NLB arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:loadbalancer/ 
net/${LoadBalancerName}/${LoadBalanc 
erId}

arc-zonal-shift:Re 
sourceIdentifier

aws:ResourceTag/${ 
TagKey}

elasticloadbalanci 
ng:ResourceTag/${T 
agKey}

Amazon 应用程序恢复控制器的条件密钥-区域移动

Amazon 应用程序恢复控制器-区域转移定义了以下条件键，这些条件键可用于 IAM 策略
的Condition元素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信
息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 arc-zonal 
-shift:Re 
sourceIdentifier

按托管资源的资源标识符筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与托管资源关联的标签筛选访问 字符串

 elasticlo 
adbalanci 
ng:ResourceTag/
${TagKey}

按与托管资源关联的标签筛选访问 字符串
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#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.resource-types.html
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-arc-zonal-shift_ResourceIdentifier
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-aws_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
#amazonapplicationrecoverycontroller-zonalshift-elasticloadbalancing_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-condition-keys
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-condition-keys
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-condition-keys
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-condition-keys
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-condition-keys
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-condition-keys
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-condition-keys
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AWS Application Transformation Service 的操作、资源和条件键

AWS 应用程序转换服务（服务前缀:application-transformation）提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Application Transformation Service 定义的操作

• AWS Application Transformation Service 定义的资源类型

• AWS Application Transformation Service 的条件键

AWS Application Transformation Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetContai 
nerization

授予获取所有容器化任务详细
信息的权限

读取      

 GetDeploy 
ment

授予获取所有部署任务详细信
息的权限

读取      

 GetGroupi 
ngAssessm 
ent

授予获取分组评估操作详细信
息的权限

读取      

 GetPortin 
gCompatib 
ilityAsse 
ssment

授予获取移植兼容性操作的权
限

读取      

 GetPortin 
gRecommen 
dationAss 
essment

授予获取移植建议评估操作详
细信息的权限

读取      

 GetRuntim 
eAssessment

授予获取运行时系统评估操作
详细信息的权限

读取      

 PutLogData 授予推送日志的权限（仅适用
于客户端）

写入      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/tk-dotnet-refactoring/latest/userguide/what-is-tk-dotnet-refactoring.html
https://docs.aws.amazon.com/tk-dotnet-refactoring/latest/userguide/what-is-tk-dotnet-refactoring.html
https://docs.aws.amazon.com/tk-dotnet-refactoring/latest/userguide/what-is-tk-dotnet-refactoring.html
https://docs.aws.amazon.com/tk-dotnet-refactoring/latest/userguide/what-is-tk-dotnet-refactoring.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutMetric 
Data

授予推送指标数据的权限（仅
适用于客户端）

写入      

 StartCont 
ainerization

授予启动容器化任务的权限 写入      

 StartDepl 
oyment

授予启动部署作业的权限 写入      

 StartGrou 
pingAsses 
sment

授予启动分组评估操作的权限 写入      

 StartPort 
ingCompat 
ibilityAs 
sessment

授予启动移植兼容性操作的权
限

写入      

 StartPort 
ingRecomm 
endationA 
ssessment

授予启动移植建议评估操作的
权限

写入      

 StartRunt 
imeAssess 
ment

授予启动运行时系统评估操作
的权限

写入      

AWS Application Transformation Service 定义的资源类型

AWS 应用程序转换服务不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS 
Application Transformation Service 的访问权限，请在策略中指定 "Resource": "*"。
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https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/tk-dotnet-refactoring/latest/userguide/what-is-tk-dotnet-refactoring.html
https://docs.aws.amazon.com/tk-dotnet-refactoring/latest/userguide/what-is-tk-dotnet-refactoring.html
https://docs.aws.amazon.com/tk-dotnet-refactoring/latest/userguide/what-is-tk-dotnet-refactoring.html
https://docs.aws.amazon.com/tk-dotnet-refactoring/latest/userguide/what-is-tk-dotnet-refactoring.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
https://docs.aws.amazon.com/microservice-extractor/latest/userguide/what-is-microservice-extractor.html
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AWS Application Transformation Service 的条件键

Application Transformation Service 没有可以在策略语句的 Condition 元素中使用的服务特定上下文
键。有关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon AppStream 2.0 的操作、资源和条件密钥

Amazon AppStream 2.0（服务前缀:appstream）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 亚马逊 AppStream 2.0 定义的操作

• 亚马逊 AppStream 2.0 定义的资源类型

• 亚马逊 AppStream 2.0 的条件密钥

亚马逊 AppStream 2.0 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/
https://docs.aws.amazon.com/appstream2/latest/developerguide/
https://docs.aws.amazon.com/appstream2/latest/developerguide/controlling-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

app-
block*

   

app-
block-
builder*

   

 Associate 
AppBlockB 
uilderApp 
Block

授予将指定应用程序块生成器
与应用程序块关联的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

applicati 
on*

   

fleet*    

 Associate 
Applicati 
onFleet

授予将指定的应用程序与机群
关联的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 Associate 
Applicati 

授予权限以将指定的应用程序
与指定的授权关联

写入 stack*    
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reference_policies_actions-resources-contextkeys.html#actions_table
#amazonappstream2.0-app-block
#amazonappstream2.0-app-block
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_AssociateAppBlockBuilderAppBlock.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_AssociateAppBlockBuilderAppBlock.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_AssociateAppBlockBuilderAppBlock.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_AssociateAppBlockBuilderAppBlock.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-application
#amazonappstream2.0-application
#amazonappstream2.0-fleet
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_AssociateApplicationFleet.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_AssociateApplicationFleet.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_AssociateApplicationFleet.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_AssociateApplicationToEntitlement.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_AssociateApplicationToEntitlement.html
#amazonappstream2.0-stack
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

onToEntit 
lement

fleet*    

stack*    

 Associate 
Fleet

授予权限以将指定的队列与指
定的堆栈相关联

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

stack*     BatchAsso 
ciateUser 
Stack

授予权限以将指定的用户与指
定的堆栈相关联 无法将用户
池中的用户分配给具有加入 
Active Directory 域的队列的堆
栈

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

stack*     BatchDisa 
ssociateU 
serStack

授予权限以将指定的用户与指
定的堆栈取消关联

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

image*     CopyImage 授予在同一区域内复制指定图
像或复制到同一区域内的新区
域的权限 AWS 账户

写入

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/appstream2/latest/APIReference/API_AssociateApplicationToEntitlement.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_AssociateApplicationToEntitlement.html
#amazonappstream2.0-fleet
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https://docs.aws.amazon.com/appstream2/latest/APIReference/API_BatchDisassociateUserStack.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_BatchDisassociateUserStack.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-image
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CopyImage.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateApp 
Block

授予创建应用程序块的权限。
应用程序块存储有关包含 S3 
存储桶中应用程序文件的虚拟
硬盘的详细信息。它还存储安
装脚本，其中包含有关如何挂
载虚拟硬盘的详细信息。应用
程序块仅支持 Elastic 机群

写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

app-
block-
builder*

    CreateApp 
BlockBuilder

授予创建应用程序块生成器的
权限。应用程序块生成器是用
于创建应用程序块的虚拟机

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

app-
block-
builder*

    CreateApp 
BlockBuil 
derStream 
ingURL

授予创建 URL 以启动应用程序
块生成器流会话的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 CreateApp 
lication

授予在客户账户中创建应用程
序的权限。应用程序存储有
关如何在流式传输实例上启动
应用程序的详细信息。只有 
Elastic 机群才支持此选项

写入 app-
block*
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https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateAppBlock.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateAppBlock.html
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateAppBlockBuilder.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateAppBlockBuilder.html
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateAppBlockBuilderStreamingURL.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateAppBlockBuilderStreamingURL.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateAppBlockBuilderStreamingURL.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateAppBlockBuilderStreamingURL.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateApplication.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateApplication.html
#amazonappstream2.0-app-block
#amazonappstream2.0-app-block


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 CreateDir 
ectoryConfig

授予在 AppStream 2.0 中创
建 Directory Config 对象的权
限。该对象包括将队列和映像
生成器加入 Microsoft Active 
Directory 域所需的配置信息

写入      

 CreateEnt 
itlement

授予创建授权的权限，以便根
据用户属性控制对应用程序的
访问

写入 stack*    

fleet*    

image    

 CreateFleet 授予权限以创建队列。队列是
一组从中启动应用程序并将其
流式传输到用户的流实例

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateIma 
geBuilder

授予权限以创建映像生成器。
映像生成器是用于创建映像的
虚拟机

Write image*    

亚马逊 AppStream 2.0 279

#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-aws_TagKeys
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateDirectoryConfig.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateDirectoryConfig.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateEntitlement.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateEntitlement.html
#amazonappstream2.0-stack
#amazonappstream2.0-fleet
#amazonappstream2.0-image
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateFleet.html
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-aws_TagKeys
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateImageBuilder.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateImageBuilder.html
#amazonappstream2.0-image


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

image-
builder*

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

image-
builder*

    CreateIma 
geBuilder 
Streaming 
URL

授予权限以创建 URL，以便启
动映像生成器流会话

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

stack*     CreateStack 授予权限以创建堆栈，以便开
始将应用程序流式传输到用
户。堆栈包含关联的队列、用
户访问策略和存储配置

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

fleet*    

stack*    

 CreateStr 
eamingURL

授予创建临时 URL 以为指定用
户启动 AppStream 2.0 直播会
话的权限。流 URL 允许在没有
用户设置的情况下测试应用程 
序流

写入

  aws:Resou 
rceTag/${ 
TagKey}
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#amazonappstream2.0-image-builder
#amazonappstream2.0-image-builder
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-image-builder
#amazonappstream2.0-image-builder
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateImageBuilderStreamingURL.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateImageBuilderStreamingURL.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateImageBuilderStreamingURL.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateImageBuilderStreamingURL.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-stack
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateStack.html
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-fleet
#amazonappstream2.0-stack
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateStreamingURL.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateStreamingURL.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateThe 
meForStack

授予权限以创建自定义品牌主
题，该主题可能包括要向用户
显示的自定义徽标、网站链接
和其他品牌

写入 stack*    

image*     CreateUpd 
atedImage

授予更新客户账户中现有镜像
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 CreateUsa 
geReportS 
ubscription

授予权限以创建使用率报告订
阅。将每天生成使用率报告

Write      

 CreateUser 授予权限以在用户池中创建新
用户

写入      

app-
block*

    DeleteApp 
Block

授予删除指定应用程序块的权
限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteApp 
BlockBuilder

授予删除指定应用程序块生成
器并释放容量的权限

写入 app-
block-
builder*
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https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateThemeForStack.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateThemeForStack.html
#amazonappstream2.0-stack
#amazonappstream2.0-image
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateUpdatedImage.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateUpdatedImage.html
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-aws_TagKeys
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateUsageReportSubscription.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateUsageReportSubscription.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateUsageReportSubscription.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateUser.html
#amazonappstream2.0-app-block
#amazonappstream2.0-app-block
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteAppBlock.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteAppBlock.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteAppBlockBuilder.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteAppBlockBuilder.html
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

applicati 
on*

    DeleteApp 
lication

授予删除指定应用程序的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteDir 
ectoryConfig

授予从 AppStream 2.0 中删
除指定的 Directory Config 对
象的权限。该对象包括将队列
和映像生成器加入 Microsoft 
Active Directory 域所需的配置
信息

写入      

 DeleteEnt 
itlement

授予权限以删除指定授权 写入 stack*    

fleet*     DeleteFleet 授予权限以删除指定的队列 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

image*     DeleteImage 授予权限以删除指定的映像。
在使用映像时，无法删除该映
像

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteIma 
geBuilder

授予权限以删除指定的映像生
成器并释放容量

Write image-
builder*
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#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-application
#amazonappstream2.0-application
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteApplication.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteApplication.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteDirectoryConfig.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteDirectoryConfig.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteEntitlement.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteEntitlement.html
#amazonappstream2.0-stack
#amazonappstream2.0-fleet
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteFleet.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-image
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteImage.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteImageBuilder.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteImageBuilder.html
#amazonappstream2.0-image-builder
#amazonappstream2.0-image-builder


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

image*     DeleteIma 
gePermiss 
ions

授予权限以删除指定私有映像
的权限

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

stack*     DeleteStack 授予权限以删除指定的堆栈。
在删除堆栈后，用户无法再
使用堆栈提供的应用程序流环
境。此外，还会释放为堆栈的
应用程序流会话进行的任何预
留

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteThe 
meForStack

授予权限以删除自定义品牌主
题，该主题可能包括要向用户
显示的自定义徽标、网站链接
和其他品牌

写入 stack*    

 DeleteUsa 
geReportS 
ubscription

授予权限以禁止生成使用率报
告

Write      

 DeleteUser 授予权限以从用户池中删除用
户

写入      

app-
block

    DescribeA 
ppBlockBu 
ilderAppB 
lockAssoc 
iations

授予检索与指定应用程序生成
器或应用程序块相关的关联的
权限

列表

app-
block-
builder
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#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-image
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteImagePermissions.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteImagePermissions.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteImagePermissions.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-stack
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteStack.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteThemeForStack.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteThemeForStack.html
#amazonappstream2.0-stack
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteUsageReportSubscription.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteUsageReportSubscription.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteUsageReportSubscription.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DeleteUser.html
#amazonappstream2.0-app-block
#amazonappstream2.0-app-block
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeAppBlockBuilderAppBlockAssociations.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeAppBlockBuilderAppBlockAssociations.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeAppBlockBuilderAppBlockAssociations.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeAppBlockBuilderAppBlockAssociations.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeAppBlockBuilderAppBlockAssociations.html
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeA 
ppBlockBu 
ilders

授予检索描述一个或多个指定
应用程序块生成器列表的权限
（如果提供了应用程序生成器
名称）。否则，将描述账户中
的所有应用程序块生成器

列表      

 DescribeA 
ppBlocks

授予权限以检索描述一个或多
个指定应用程序块的列表（如
果提供了应用程序块 ARN）。
否则，将描述账户中的所有应 
用程序块

列表      

applicati 
on

    DescribeA 
pplicatio 
nFleetAss 
ociations

授予权限以检索与指定应用程
序或机群关联的关联

列表

fleet    

 DescribeA 
pplications

授予权限以检索描述一个或多
个指定应用程序的列表（如果
提供了应用程序 ARN）。否
则，将描述账户中的所有应用
程序

列表      

 DescribeD 
irectoryC 
onfigs

授予权限以检索描述了 
AppStream 2.0 的一个或多个
指定的 Directory Config 对象
的列表（如果提供了这些对象
的名称）。否则，将描述账户
中的所有 Directory Config 对
象。该对象包括将队列和映像
生成器加入 Microsoft Active 
Directory 域所需的配置信息

列表      
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https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeAppBlockBuilders.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeAppBlockBuilders.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeAppBlockBuilders.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeAppBlocks.html
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#amazonappstream2.0-application
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeApplicationFleetAssociations.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeApplicationFleetAssociations.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeApplicationFleetAssociations.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeApplicationFleetAssociations.html
#amazonappstream2.0-fleet
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeApplications.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeApplications.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeDirectoryConfigs.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeDirectoryConfigs.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeDirectoryConfigs.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeE 
ntitlements

授予权限以检索指定堆栈的一
个或所有授权

列表 stack*    

 DescribeF 
leets

授予权限以检索描述一个或多
个指定队列的列表（如果提供
了队列名称）。否则，将描述
账户中的所有队列

列表      

 DescribeI 
mageBuilders

授予权限以检索描述一个或多
个指定映像生成器的列表（如
果提供了映像生成器名称）。
否则，将描述账户中的所有映
像生成器

列表      

 DescribeI 
magePermi 
ssions

授予检索列表的权限，该列表
描述了在您拥有的私有镜像 
AWS 账户 IDs 上共享的权限

读取 image*    

 DescribeI 
mages

如果提供了图像名称或图像，
则授予检索描述一张或多张指
定图像的列表 ARNs 的权限。
否则，将描述账户中的所有映
像

列表      

fleet*     DescribeS 
essions

授予权限以检索描述指定堆栈
和队列的流会话的列表。如果
为堆栈和队列提供了用户 ID，
则仅描述该用户的流会话

列表

stack*    

 DescribeS 
tacks

授予权限以检索描述一个或多
个指定堆栈的列表（如果提供
了堆栈名称）。否则，将描述
账户中的所有堆栈

列表      
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https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeEntitlements.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeEntitlements.html
#amazonappstream2.0-stack
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeFleets.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeFleets.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeImageBuilders.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeImageBuilders.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeImagePermissions.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeImagePermissions.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeImagePermissions.html
#amazonappstream2.0-image
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeImages.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeImages.html
#amazonappstream2.0-fleet
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeSessions.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeSessions.html
#amazonappstream2.0-stack
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeStacks.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeStacks.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeT 
hemeForSt 
ack

授予权限以获取自定义品牌主
题信息，该信息可能包括要向
用户显示的自定义徽标、网站
链接和其他品牌

读取 stack*    

 DescribeU 
sageRepor 
tSubscrip 
tions

授予权限以检索描述一个或多
个使用率报告订阅的列表

列表      

 DescribeU 
serStackA 
ssociations

授予检索描述 UserStack 
Association 对象的列表的权限

列表 stack    

 DescribeU 
sers

授予权限以检索描述用户池中
的用户的列表

列表      

 DisableUser 授予权限以在用户池中禁用指
定的用户。该操作不会删除用
户

写入      

app-
block*

   

app-
block-
builder*

   

 Disassoci 
ateAppBlo 
ckBuilder 
AppBlock

授予将指定应用程序块生成器
与应用程序块取消关联的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 Disassoci 
ateApplic 
ationFleet

授予权限以将指定的应用程序
与指定的机群取消关联

写入 applicati 
on*
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https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeThemeForStack.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeThemeForStack.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeThemeForStack.html
#amazonappstream2.0-stack
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeUsageReportSubscriptions.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeUsageReportSubscriptions.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeUsageReportSubscriptions.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeUsageReportSubscriptions.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeUserStackAssociations.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeUserStackAssociations.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeUserStackAssociations.html
#amazonappstream2.0-stack
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeUsers.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeUsers.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisableUser.html
#amazonappstream2.0-app-block
#amazonappstream2.0-app-block
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisassociateAppBlockBuilderAppBlock.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisassociateAppBlockBuilderAppBlock.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisassociateAppBlockBuilderAppBlock.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisassociateAppBlockBuilderAppBlock.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisassociateApplicationFleet.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisassociateApplicationFleet.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisassociateApplicationFleet.html
#amazonappstream2.0-application
#amazonappstream2.0-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

fleet*    

  aws:Resou 
rceTag/${ 
TagKey}

 

 Disassoci 
ateApplic 
ationFrom 
Entitlement

授予权限以将指定的应用程序
与指定的授权取消关联

写入 stack*    

fleet*    

stack*    

 Disassoci 
ateFleet

授予权限以将指定的队列与指
定的堆栈取消关联

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 EnableUser 授予权限以在用户池中启用用
户

Write      

 ExpireSes 
sion

授予权限以立即停止指定的流
会话

Write      

 ListAssoc 
iatedFleets

授予权限以检索与指定堆栈关
联的队列名称

Read stack*    

 ListAssoc 
iatedStacks

授予权限以检索与指定队列关
联的堆栈名称

读取 fleet*    

 ListEntit 
ledApplic 
ations

授予权限以检索与指定授权关
联的应用程序

列表 stack*    
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#amazonappstream2.0-fleet
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisassociateApplicationFromEntitlement.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisassociateApplicationFromEntitlement.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisassociateApplicationFromEntitlement.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisassociateApplicationFromEntitlement.html
#amazonappstream2.0-stack
#amazonappstream2.0-fleet
#amazonappstream2.0-stack
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisassociateFleet.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DisassociateFleet.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_EnableUser.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_ExpireSession.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_ExpireSession.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_ListAssociatedFleets.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_ListAssociatedFleets.html
#amazonappstream2.0-stack
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_ListAssociatedStacks.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_ListAssociatedStacks.html
#amazonappstream2.0-fleet
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_ListEntitledApplications.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_ListEntitledApplications.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_ListEntitledApplications.html
#amazonappstream2.0-stack


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予检索指定 AppStream 2.0 
资源的所有标签列表的权限。
可以标记以下资源：映像生成
器、映像、队列和堆栈

读取      

app-
block-
builder*

    StartAppB 
lockBuilder

授予启动指定应用程序块生成
器的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

fleet*     StartFleet 授予权限以启动指定的队列 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

image-
builder*

    StartImag 
eBuilder

授予权限以启动指定的映像生
成器

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

app-
block-
builder*

    StopAppBl 
ockBuilder

授予停止指定应用程序块生成
器的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 StopFleet 授予权限以停止指定的队列 Write fleet*    
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https://docs.aws.amazon.com/appstream2/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_ListTagsForResource.html
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_StartAppBlockBuilder.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_StartAppBlockBuilder.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-fleet
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_StartFleet.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-image-builder
#amazonappstream2.0-image-builder
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_StartImageBuilder.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_StartImageBuilder.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_StopAppBlockBuilder.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_StopAppBlockBuilder.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_StopFleet.html
#amazonappstream2.0-fleet


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

image-
builder*

    StopImage 
Builder

授予权限以停止指定的映像生
成器

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

stack*     Stream 为联合身份用户授予权限以使
用现有凭证登录，并从指定的
堆栈中流式传输应用程序

写入

  appstream 
:userId

 

app-
block

   

app-
block-
builder

   

applicati 
on

   

fleet    

image    

image-
builder

   

 TagResour 
ce

授予为指定 AppStream 2.0 资
源添加或覆盖一个或多个标签
的权限。可以标记以下资源： 
Image builder、映像、机群、
堆栈、应用程序块和应用程序

标记

stack    
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#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-image-builder
#amazonappstream2.0-image-builder
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_StopImageBuilder.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_StopImageBuilder.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-stack
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html#external-identity-providers-embed-inline-policy-for-IAM-role
#amazonappstream2.0-appstream_userId
#amazonappstream2.0-appstream_userId
#amazonappstream2.0-app-block
#amazonappstream2.0-app-block
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-application
#amazonappstream2.0-application
#amazonappstream2.0-fleet
#amazonappstream2.0-image
#amazonappstream2.0-image-builder
#amazonappstream2.0-image-builder
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_TagResource.html
#amazonappstream2.0-stack


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

app-
block

   

app-
block-
builder

   

applicati 
on

   

fleet    

image    

image-
builder

   

stack    

 UntagReso 
urce

授予权限以解除一个或多个标
签与指定 AppStream 2.0 资源
的关联

标记

  aws:TagKe 
ys
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#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_RequestTag___TagKey_
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-app-block
#amazonappstream2.0-app-block
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-application
#amazonappstream2.0-application
#amazonappstream2.0-fleet
#amazonappstream2.0-image
#amazonappstream2.0-image-builder
#amazonappstream2.0-image-builder
#amazonappstream2.0-stack
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UntagResource.html
#amazonappstream2.0-aws_TagKeys
#amazonappstream2.0-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

app-
block-
builder*

    UpdateApp 
BlockBuilder

授予更新指定应用程序块生成
器的权限。应用程序块生成器
是用于创建应用程序块的虚拟
机

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

applicati 
on*

   

app-
block

   

 UpdateApp 
lication

授予权限以更新指定应用程序
的指定字段

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateDir 
ectoryConfig

授予在 AppStream 2.0 中更
新指定的 Directory Config 对
象的权限。该对象包括将队列
和映像生成器加入 Microsoft 
Active Directory 域所需的配置
信息

写入      

 UpdateEnt 
itlement

授予权限以更新指定授权的指
定字段

写入 stack*    

fleet*    

image    

 UpdateFleet 授予权限以更新指定的队列。
在队列处于 STOPPED 状态
时，可以更新队列名称以外的
所有属性

Write

  aws:Resou 
rceTag/${ 
TagKey}
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#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
#amazonappstream2.0-app-block-builder
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateAppBlockBuilder.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateAppBlockBuilder.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-application
#amazonappstream2.0-application
#amazonappstream2.0-app-block
#amazonappstream2.0-app-block
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateApplication.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateDirectoryConfig.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateDirectoryConfig.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateEntitlement.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateEntitlement.html
#amazonappstream2.0-stack
#amazonappstream2.0-fleet
#amazonappstream2.0-image
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateFleet.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

image*     UpdateIma 
gePermiss 
ions

授予权限以添加或更新指定私
有映像的权限

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

stack*     UpdateStack 授予权限以更新指定堆栈的指
定字段

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateThe 
meForStack

授予权限以更新自定义品牌主
题信息，该信息可能包括要向
用户显示的自定义徽标、网站
链接和其他品牌

写入 stack*    

亚马逊 AppStream 2.0 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 fleet arn:${Partition}:appstream:${Region}:
${Account}:fleet/${FleetName}

aws:ResourceTag/${ 
TagKey}

 image arn:${Partition}:appstream:${Region}:
${Account}:image/${ImageName}

aws:ResourceTag/${ 
TagKey}
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#amazonappstream2.0-image
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateImagePermissions.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateImagePermissions.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateImagePermissions.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-stack
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateStack.html
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateThemeForStack.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_UpdateThemeForStack.html
#amazonappstream2.0-stack
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html#what-is-concepts
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html#what-is-concepts
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

 image-bui 
lder

arn:${Partition}:appstream:${Region} 
:${Account}:image-builder/${ImageBui 
lderName}

aws:ResourceTag/${ 
TagKey}

 stack arn:${Partition}:appstream:${Region}:
${Account}:stack/${StackName}

aws:ResourceTag/${ 
TagKey}

 app-block arn:${Partition}:appstream:${Region}:
${Account}:app-block/${AppBlockName}

aws:ResourceTag/${ 
TagKey}

 application arn:${Partition}:appstream:${Region} 
:${Account}:application/${Applicatio 
nName}

aws:ResourceTag/${ 
TagKey}

 app-block-
builder

arn:${Partition}:appstream:${Region} 
:${Account}:app-block-builder/${AppB 
lockBuilderName}

aws:ResourceTag/${ 
TagKey}

亚马逊 AppStream 2.0 的条件密钥

Amazon AppStream 2.0 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 appstream 
:userId

按 AppStream 2.0 用户的 ID 筛选访问权限 字符串

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串
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https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html#what-is-concepts
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html#what-is-concepts
#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html#what-is-concepts
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#amazonappstream2.0-aws_ResourceTag___TagKey_
#amazonappstream2.0-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html#external-identity-providers-embed-inline-policy-for-IAM-role
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html#external-identity-providers-embed-inline-policy-for-IAM-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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条件键 描述 类型

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

AWS AppSync 的操作、资源和条件键

AWS AppSync （服务前缀:appsync）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS AppSync 定义的操作

• AWS AppSync 定义的资源类型

• AWS AppSync 的条件键

AWS AppSync 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AssociateApi 授予将 GraphQL API 附加到中
的自定义域名的权限 AppSync

写入 domain*    

 Associate 
MergedGra 
phqlApi

授予将合并的 API 与源 API 关
联的权限

写入 graphqlap 
i*

   

 Associate 
SourceGra 
phqlApi

授予将源 API 与合并的 API 关
联的权限

写入 graphqlap 
i*

   

 CreateApi 授予创建 API 的权限 写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iam:Creat 
eServiceL 
inkedRole
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/appsync/latest/APIReference/API_AssociateApi.html
#awsappsync-domain
https://docs.aws.amazon.com/appsync/latest/APIReference/API_AssociateMergedGraphqlApi.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_AssociateMergedGraphqlApi.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_AssociateMergedGraphqlApi.html
#awsappsync-graphqlapi
#awsappsync-graphqlapi
https://docs.aws.amazon.com/appsync/latest/APIReference/API_AssociateSourceGraphqlApi.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_AssociateSourceGraphqlApi.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_AssociateSourceGraphqlApi.html
#awsappsync-graphqlapi
#awsappsync-graphqlapi
https://docs.aws.amazon.com/appsync/latest/APIReference/API_CreateApi.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_RequestTag___TagKey_
#awsappsync-aws_RequestTag___TagKey_
#awsappsync-aws_RequestTag___TagKey_
#awsappsync-aws_TagKeys
#awsappsync-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateApi 
Cache

授予在中创建 API 缓存的权限 
AppSync

写入      

 CreateApi 
Key

授予创建唯一密钥以分发到执
行您的 API 的客户端的权限

写入      

channelNa 
mespace*

    CreateCha 
nnelNames 
pace

授予创建频道命名空间的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDat 
aSource

授予创建数据源的权限 写入      

 CreateDom 
ainName

授予在中创建自定义域名的权
限 AppSync

写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/appsync/latest/APIReference/API_CreateApiCache.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_CreateApiCache.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_CreateApiKey.html
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#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_RequestTag___TagKey_
#awsappsync-aws_RequestTag___TagKey_
#awsappsync-aws_RequestTag___TagKey_
#awsappsync-aws_TagKeys
#awsappsync-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateFun 
ction

授予创建新函数的权限 写入      

 CreateGra 
phqlApi

授予创建 GraphQL API 的权
限，这是顶级资源 AppSync

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

appsync:V 
isibility

iam:Creat 
eServiceL 
inkedRole

 CreateRes 
olver

授予权限以创建解析程序。解
析程序可将传入请求转换为数
据源可以理解的格式，并将数
据源的响应转换为 GraphQL

写入      

 CreateType 授予权限以创建类型。 写入      

api*     DeleteApi 授予删除 API 的权限。这还将
清理该 API 下的所有 AppSync 
资源

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteApi 
Cache

授予删除 API 缓存的权限 
AppSync

写入      

 DeleteApi 
Key

授予删除 API 密钥的权限 写入      

 DeleteCha 
nnelNames 
pace

授予删除频道命名空间的权限 写入 channelNa 
mespace*
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https://docs.aws.amazon.com/appsync/latest/APIReference/API_CreateFunction.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_CreateFunction.html
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https://docs.aws.amazon.com/appsync/latest/APIReference/API_DeleteApi.html
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#awsappsync-channelNamespace
#awsappsync-channelNamespace
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteDat 
aSource

授予删除数据源的权限 写入      

domain*     DeleteDom 
ainName

授予在中删除自定义域名的权
限 AppSync

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteFun 
ction

授予权限以删除函数 写入      

graphqlap 
i*

    DeleteGra 
phqlApi

授予权限以删除 GraphQL 
API。这还将清理该 API 下的
所有 AppSync 资源

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteRes 
olver

授予权限以删除解析程序 写入      

 DeleteRes 
ourcePolicy
[仅权限]

授予删除资源策略的权限 写入      

 DeleteType 授予删除类型的权限。 写入      

 Disassoci 
ateApi

授予将 GraphQL API 与中的自
定义域名分离 AppSync

写入 domain*    
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#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/appsync/latest/APIReference/API_DisassociateApi.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_DisassociateApi.html
#awsappsync-domain
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateMerged 
GraphqlApi

授予从源 API 识别的合并 API 
中删除关联的源 API 的权限

写入 mergedApi 
Associati 
on*

   

 Disassoci 
ateSource 
GraphqlApi

授予从合并的 API 识别的合并 
API 中删除关联的源 API 的权
限

写入 sourceApi 
Associati 
on*

   

 EvaluateC 
ode

授予使用运行时和上下文评估
代码的权限

读取      

 EvaluateM 
appingTem 
plate

授予权限以评估模板映射 读取      

 EventConn 
ect

授予连接活动 API 的权限 写入 api*    

 EventPublish 授予将事件发布到频道命名空
间的权限

写入 channelNa 
mespace*

   

 EventSubs 
cribe

授予订阅频道命名空间的权限 写入 channelNa 
mespace*

   

 FlushApiC 
ache

授予刷新 API 缓存的权限 
AppSync

写入      

api*     GetApi 授予检索 API 的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/appsync/latest/APIReference/API_DisassociateMergedGraphqlApi.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_DisassociateMergedGraphqlApi.html
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https://docs.aws.amazon.com/appsync/latest/APIReference/API_EvaluateCode.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_EvaluateMappingTemplate.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_EvaluateMappingTemplate.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_EvaluateMappingTemplate.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-your-event-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-your-event-api.html
#awsappsync-api
https://docs.aws.amazon.com/appsync/latest/devguide/using-your-event-api.html
#awsappsync-channelNamespace
#awsappsync-channelNamespace
https://docs.aws.amazon.com/appsync/latest/devguide/using-your-event-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-your-event-api.html
#awsappsync-channelNamespace
#awsappsync-channelNamespace
https://docs.aws.amazon.com/appsync/latest/APIReference/API_FlushApiCache.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_FlushApiCache.html
#awsappsync-api
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetApi.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetApiAss 
ociation

授予读取自定义域名的权
限-GraphQL API 关联详情 
AppSync

读取 domain*    

 GetApiCac 
he

授予读取有关 API 缓存信息的
权限 AppSync

读取      

channelNa 
mespace*

    GetChanne 
lNamespace

授予检索频道命名空间的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetDataSo 
urce

授予检索数据来源的权限 读取      

 GetDataSo 
urceIntro 
spection

授予检索数据来源自检的权限 读取      

domain*     GetDomain 
Name

授予读取有关自定义域名的信
息的权限 AppSync

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetFunction 授予检索函数的权限 读取      

graphqlap 
i*

    GetGraphq 
lApi

授予检索 GraphQL API 的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetApiAssociation.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetApiAssociation.html
#awsappsync-domain
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetApiCache.html
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#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetFunction.html
#awsappsync-graphqlapi
#awsappsync-graphqlapi
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetGraphqlApi.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetGraphqlApi.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetGraphq 
lApiEnvir 
onmentVar 
iables

授予权限以检索 GraphQL API 
的环境变量

读取      

 GetIntros 
pectionSc 
hema

授予检索 GraphQL API 的自检
架构的权限

读取      

 GetResolver 授予检索解析程序的权限 读取      

 GetResour 
cePolicy [仅
权限]

授予读取资源策略的权限 读取      

 GetSchema 
CreationS 
tatus

授予检索架构创建操作当前状
态的权限

读取      

 GetSource 
ApiAssoci 
ation

授予读取有关合并 API 关联的
源 API 的信息的权限

读取 sourceApi 
Associati 
on*

   

 GetType 授予权限以检索类型 读取      

field*     GraphQL [仅
权限]

授予向 GraphQL API 发送 
GraphQL 查询的权限

写入

graphqlap 
i*

   

 ListApiKeys 授予列出给定 API 的 API 密钥
的权限

列表      
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https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetGraphqlApiEnvironmentVariables.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetGraphqlApiEnvironmentVariables.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetGraphqlApiEnvironmentVariables.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetGraphqlApiEnvironmentVariables.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetIntrospectionSchema.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetIntrospectionSchema.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetIntrospectionSchema.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetResolver.html
https://docs.aws.amazon.com/appsync/latest/devguide/merge-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/merge-api.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetSchemaCreationStatus.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetSchemaCreationStatus.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetSchemaCreationStatus.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetSourceApiAssociation.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetSourceApiAssociation.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetSourceApiAssociation.html
#awsappsync-sourceApiAssociation
#awsappsync-sourceApiAssociation
#awsappsync-sourceApiAssociation
https://docs.aws.amazon.com/appsync/latest/APIReference/API_GetType.html
#awsappsync-field
https://docs.aws.amazon.com/appsync/latest/devguide/security-authz.html#aws-iam-authorization
#awsappsync-graphqlapi
#awsappsync-graphqlapi
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListApiKeys.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListApis 授予上架权限 APIs 列表   aws:Resou 
rceTag/${ 
TagKey}

 

api*     ListChann 
elNamespa 
ces

授予列出频道命名空间的权限 列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListDataS 
ources

授予列出给定 API 的数据源的
权限

列表      

 ListDomai 
nNames

授予枚举自定义域名的权限 
AppSync

列表   aws:Resou 
rceTag/${ 
TagKey}

 

 ListFunctions 授予列出给定 API 的函数的权
限

列表      

 ListGraph 
qlApis

授予列出 GraphQL 的权限 
APIs

列表      

 ListResol 
vers

授予列出给定 API 和类型的解
析程序的权限

列表      

 ListResol 
versByFun 
ction

授予列出与特定函数关联的解
析程序的权限

列表      

 ListSourc 
eApiAssoc 
iations

授予列出与给定合并 API APIs 
关联的源的权限

列表      
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https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListApis.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-api
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListChannelNamespaces.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListChannelNamespaces.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListChannelNamespaces.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListDataSources.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListDataSources.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListDomainNames.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListDomainNames.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListFunctions.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListGraphqlApis.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListGraphqlApis.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListResolvers.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListResolvers.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListResolversByFunction.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListResolversByFunction.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListResolversByFunction.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListSourceApiAssociations.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListSourceApiAssociations.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListSourceApiAssociations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

api    

channelNa 
mespace

   

domain    

graphqlap 
i

   

 ListTagsF 
orResource

授予列出资源标签的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListTypes 授予列出给定 API 类型的权限 列表      

 ListTypes 
ByAssocia 
tion

授予列出给定的合并 API 和源 
API 关联的类型的权限

列表      

 PutGraphq 
lApiEnvir 
onmentVar 
iables

授予权限以更新 GraphQL API 
的环境变量

写入      

 PutResour 
cePolicy [仅
权限]

授予设置资源策略的权限 写入      

 SetWebACL 授予设置 Web ACL 的权限 权限管理      

field*     SourceGra 
phQL [仅权
限]

授予将 GraphQL 查询发送到合
并 API 的源 API 的权限

写入

graphqlap 
i*
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#awsappsync-api
#awsappsync-channelNamespace
#awsappsync-channelNamespace
#awsappsync-domain
#awsappsync-graphqlapi
#awsappsync-graphqlapi
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListTagsForResource.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListTypes.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListTypesByAssociation.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListTypesByAssociation.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_ListTypesByAssociation.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_PutGraphqlApiEnvironmentVariables.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_PutGraphqlApiEnvironmentVariables.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_PutGraphqlApiEnvironmentVariables.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_PutGraphqlApiEnvironmentVariables.html
https://docs.aws.amazon.com/appsync/latest/devguide/merge-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/merge-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/WAF-Integration.html
#awsappsync-field
https://docs.aws.amazon.com/appsync/latest/devguide/using-your-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-your-api.html
#awsappsync-graphqlapi
#awsappsync-graphqlapi
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartData 
SourceInt 
rospection

授予进行数据来源自检的权限 写入      

 StartSche 
maCreation

授予向 GraphQL API 添加新
架构的权限。此操作是异步的- 
GetSchemaCreationStatus 可
以显示何时完成

写入      

 StartSche 
maMerge

授予为给定的合并 API 和关联
的源 API 启动架构合并的权限

写入 sourceApi 
Associati 
on*

   

api    

channelNa 
mespace

   

domain    

graphqlap 
i

   

 TagResour 
ce

授予权限以标记资源 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以取消标记资源 标记 api    
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https://docs.aws.amazon.com/appsync/latest/APIReference/API_StartDataSourceIntrospection.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_StartDataSourceIntrospection.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_StartDataSourceIntrospection.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_StartSchemaCreation.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_StartSchemaCreation.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_StartSchemaMerge.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_StartSchemaMerge.html
#awsappsync-sourceApiAssociation
#awsappsync-sourceApiAssociation
#awsappsync-sourceApiAssociation
#awsappsync-api
#awsappsync-channelNamespace
#awsappsync-channelNamespace
#awsappsync-domain
#awsappsync-graphqlapi
#awsappsync-graphqlapi
https://docs.aws.amazon.com/appsync/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_TagResource.html
#awsappsync-aws_RequestTag___TagKey_
#awsappsync-aws_RequestTag___TagKey_
#awsappsync-aws_RequestTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_TagKeys
#awsappsync-aws_TagKeys
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UntagResource.html
#awsappsync-api
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

channelNa 
mespace

   

domain    

graphqlap 
i

   

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

api*   iam:Creat 
eServiceL 
inkedRole

 UpdateApi 授予更新 API 的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateApi 
Cache

授予更新 API 缓存的权限 
AppSync

写入      

 UpdateApi 
Key

授予更新给定 API 的 API 密钥
的权限

写入      

channelNa 
mespace*

    UpdateCha 
nnelNames 
pace

授予更新频道命名空间的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}
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#awsappsync-channelNamespace
#awsappsync-channelNamespace
#awsappsync-domain
#awsappsync-graphqlapi
#awsappsync-graphqlapi
#awsappsync-aws_TagKeys
#awsappsync-aws_TagKeys
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-api
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateApi.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateApiCache.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateApiCache.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateApiKey.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateApiKey.html
#awsappsync-channelNamespace
#awsappsync-channelNamespace
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateChannelNamespace.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateChannelNamespace.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateChannelNamespace.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateDat 
aSource

授予权限以更新数据源 写入      

domain*     UpdateDom 
ainName

授予在中更新自定义域名的权
限 AppSync

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateFun 
ction

授予更新现有函数对象的权限 写入      

graphqlap 
i*

  iam:Creat 
eServiceL 
inkedRole

 UpdateGra 
phqlApi

授予权限以更新 GraphQL API 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateRes 
olver

授予权限以更新预留程序 写入      

 UpdateSou 
rceApiAss 
ociation

授予更新合并的 API 源 API 关
联的权限

写入 sourceApi 
Associati 
on*

   

 UpdateType 授予权限以更新类型 写入      

AWS AppSync 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateDataSource.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateDataSource.html
#awsappsync-domain
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateDomainName.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateDomainName.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateFunction.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateFunction.html
#awsappsync-graphqlapi
#awsappsync-graphqlapi
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateGraphqlApi.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateGraphqlApi.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateResolver.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateResolver.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateSourceApiAssociation.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateSourceApiAssociation.html
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateSourceApiAssociation.html
#awsappsync-sourceApiAssociation
#awsappsync-sourceApiAssociation
#awsappsync-sourceApiAssociation
https://docs.aws.amazon.com/appsync/latest/APIReference/API_UpdateType.html
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 datasource arn:${Partition}:appsync:${Region}:$ 
{Account}:apis/${GraphQLAPIId}/datas 
ources/${DatasourceName}

 

 domain arn:${Partition}:appsync:${Region}:$ 
{Account}:domainnames/${DomainName}

aws:ResourceTag/${ 
TagKey}

 graphqlapi arn:${Partition}:appsync:${Region}:$ 
{Account}:apis/${GraphQLAPIId}

aws:ResourceTag/${ 
TagKey}

 field arn:${Partition}:appsync:${Region}:$ 
{Account}:apis/${GraphQLAPIId}/types 
/${TypeName}/fields/${FieldName}

 

 type arn:${Partition}:appsync:${Region}:$ 
{Account}:apis/${GraphQLAPIId}/types 
/${TypeName}

 

 function arn:${Partition}:appsync:${Region}:$ 
{Account}:apis/${GraphQLAPIId}/funct 
ions/${FunctionId}

 

 sourceApi 
Association

arn:${Partition}:appsync:${Region}:$ 
{Account}:apis/${MergedGraphQLAPIId} 
/sourceApiAssociations/${Association 
id}

 

 mergedApi 
Association

arn:${Partition}:appsync:${Region}:$ 
{Account}:apis/${SourceGraphQLAPIId} 
/mergedApiAssociations/${Association 
id}

 

 api arn:${Partition}:appsync:${Region}:$ 
{Account}:apis/${ApiId}

aws:ResourceTag/${ 
TagKey}

AWS AppSync 307

reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/appsync/latest/devguide/attaching-a-data-source.html
https://docs.aws.amazon.com/appsync/latest/devguide/custom-domain-name.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appsync/latest/devguide/designing-a-graphql-api.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/appsync/latest/devguide/configuring-resolvers.html
https://docs.aws.amazon.com/appsync/latest/devguide/designing-your-schema.html#adding-a-root-query-type
https://docs.aws.amazon.com/appsync/latest/devguide/pipeline-resolvers.html
https://docs.aws.amazon.com/appsync/latest/devguide/merged-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/merged-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/merged-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/merged-api.html
https://docs.aws.amazon.com/appsync/latest/eventapi/event-api-welcome.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 channelNa 
mespace

arn:${Partition}:appsync:${Region}:$ 
{Account}:apis/${ApiId}/channelNames 
pace/${ChannelNamespaceName}

aws:ResourceTag/${ 
TagKey}

AWS AppSync 的条件键

AWS AppSync 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 appsync:V 
isibility

按 API 的可见性筛选访问权限 字符串

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

Amazon ARC 区域切换的操作、资源和条件密钥

Amazon ARC 区域切换（服务前缀:arc-region-switch）提供以下特定于服务的资源、操作和条件
上下文密钥以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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https://docs.aws.amazon.com/appsync/latest/eventapi/channel-namespaces.html
https://docs.aws.amazon.com/appsync/latest/eventapi/channel-namespaces.html
#awsappsync-aws_ResourceTag___TagKey_
#awsappsync-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
iam-policy-structure.html#amazon-appsync-keys
iam-policy-structure.html#amazon-appsync-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/r53recovery/latest/dg/region-switch.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/Welcome.html
https://docs.aws.amazon.com/r53recovery/latest/dg/security-iam-region-switch.html
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主题

• 由亚马逊 ARC 区域切换定义的操作

• 由 Amazon ARC 区域切换定义的资源类型

• 亚马逊 ARC 区域切换的条件密钥

由亚马逊 ARC 区域切换定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ApprovePl 
anExecuti 
onStep

授予批准计划执行步骤的权限 写入 plan*    

 CancelPla 
nExecution

授予取消计划执行的权限 写入 plan*    

plan*     CreatePlan 授予创建计划的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeletePlan 授予删除计划的权限 写入 plan*    

 DeleteRes 
ourcePolicy
[仅权限]

授予删除计划的 RAM 访问控
制策略的权限

权限管理      

 GetPlan 授予 AWS 区域 使用控制平面
获取所有计划信息的权限

读取 plan*    

 GetPlanEv 
aluationS 
tatus

授予获取计划评估状态的权限 读取 plan*    

 GetPlanEx 
ecution

授予获取计划执行详细信息和
设置信息的权限

读取 plan*    

 GetPlanIn 
Region

授予 AWS 区域 使用区域切换
区域数据平面获取有关特定计
划信息的权限

读取 plan*    
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https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ApprovePlanExecutionStep.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ApprovePlanExecutionStep.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ApprovePlanExecutionStep.html
#amazonarcregionswitch-plan
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_CancelPlanExecution.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_CancelPlanExecution.html
#amazonarcregionswitch-plan
#amazonarcregionswitch-plan
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_CreatePlan.html
#amazonarcregionswitch-aws_RequestTag___TagKey_
#amazonarcregionswitch-aws_RequestTag___TagKey_
#amazonarcregionswitch-aws_RequestTag___TagKey_
#amazonarcregionswitch-aws_TagKeys
#amazonarcregionswitch-aws_TagKeys
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_DeletePlan.html
#amazonarcregionswitch-plan
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-region-switch.region-switch-different-accounts.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-region-switch.region-switch-different-accounts.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_GetPlan.html
#amazonarcregionswitch-plan
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_GetPlanEvaluationStatus.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_GetPlanEvaluationStatus.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_GetPlanEvaluationStatus.html
#amazonarcregionswitch-plan
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_GetPlanExecution.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_GetPlanExecution.html
#amazonarcregionswitch-plan
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_GetPlanInRegion.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_GetPlanInRegion.html
#amazonarcregionswitch-plan
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetResour 
cePolicy [仅
权限]

授予获取计划资源策略的权限 权限管理 plan*    

 ListPlanE 
xecutionE 
vents

授予列出计划执行事件的权限 列表 plan*    

 ListPlanE 
xecutions

授予列出计划执行的权限 列表 plan*    

 ListPlans 授予 AWS 区域 使用控制平面
列出所有计划的权限

列表      

 ListPlans 
InRegion

授予 AWS 区域 使用区域切换
区域数据平面列出特定计划的
权限

列表      

 ListRoute 
53HealthC 
hecks

授予列出 Route 53 运行状况检
查的权限

列表 plan*    

plan*     ListTagsF 
orResource

授予权限以列出资源的标签 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 PutResour 
cePolicy [仅
权限]

授予为计划定义 RAM 访问控
制策略的权限

权限管理      

 StartPlan 
Execution

授予开始执行计划的权限 写入 plan*    
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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-region-switch.region-switch-different-accounts.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-region-switch.region-switch-different-accounts.html
#amazonarcregionswitch-plan
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListPlanExecutionEvents.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListPlanExecutionEvents.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListPlanExecutionEvents.html
#amazonarcregionswitch-plan
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListPlanExecutions.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListPlanExecutions.html
#amazonarcregionswitch-plan
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListPlans.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListPlansInRegion.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListPlansInRegion.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListRoute53HealthChecks.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListRoute53HealthChecks.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListRoute53HealthChecks.html
#amazonarcregionswitch-plan
#amazonarcregionswitch-plan
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_ListTagsForResource.html
#amazonarcregionswitch-aws_ResourceTag___TagKey_
#amazonarcregionswitch-aws_ResourceTag___TagKey_
#amazonarcregionswitch-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-region-switch.region-switch-different-accounts.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-region-switch.region-switch-different-accounts.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_StartPlanExecution.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_StartPlanExecution.html
#amazonarcregionswitch-plan
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

plan*     TagResour 
ce

授予权限以标记资源 标记

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

plan*     UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 UpdatePlan 授予更新计划的权限 写入 plan*    

 UpdatePla 
nExecution

授予更新计划执行的权限 写入 plan*    

 UpdatePla 
nExecutio 
nStep

授予更新计划执行步骤的权限 写入 plan*    

由 Amazon ARC 区域切换定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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#amazonarcregionswitch-plan
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_TagResource.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_TagResource.html
#amazonarcregionswitch-aws_RequestTag___TagKey_
#amazonarcregionswitch-aws_RequestTag___TagKey_
#amazonarcregionswitch-aws_RequestTag___TagKey_
#amazonarcregionswitch-aws_ResourceTag___TagKey_
#amazonarcregionswitch-aws_ResourceTag___TagKey_
#amazonarcregionswitch-aws_ResourceTag___TagKey_
#amazonarcregionswitch-aws_TagKeys
#amazonarcregionswitch-aws_TagKeys
#amazonarcregionswitch-plan
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UntagResource.html
#amazonarcregionswitch-aws_ResourceTag___TagKey_
#amazonarcregionswitch-aws_ResourceTag___TagKey_
#amazonarcregionswitch-aws_ResourceTag___TagKey_
#amazonarcregionswitch-aws_TagKeys
#amazonarcregionswitch-aws_TagKeys
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UpdatePlan.html
#amazonarcregionswitch-plan
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UpdatePlanExecution.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UpdatePlanExecution.html
#amazonarcregionswitch-plan
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UpdatePlanExecutionStep.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UpdatePlanExecutionStep.html
https://docs.aws.amazon.com/arc-region-switch/latest/api/API_UpdatePlanExecutionStep.html
#amazonarcregionswitch-plan
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 plan arn:${Partition}:arc-region-switch:$ 
{Region}:${Account}:plan/${ResourceI 
d}

aws:ResourceTag/${ 
TagKey}

亚马逊 ARC 区域切换的条件密钥

Amazon ARC 区域切换定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按请求中标签的键和值筛选访问 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

AWS Artifact 的操作、资源和条件键

AWS Artifact（服务前缀:artifact）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/r53recovery/latest/dg/plan.html
#amazonarcregionswitch-aws_ResourceTag___TagKey_
#amazonarcregionswitch-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/artifact/latest/ug/
https://docs.aws.amazon.com/artifact/latest/APIReference/Welcome.html
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Artifact 定义的操作

• AWS Artifact 定义的资源类型

• AWS Artifact 的条件键

AWS Artifact 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/artifact/latest/ug/getting-started.html#create-iam-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptAgr 
eement

授予接受客户账户尚未接受的 
AWS 协议的权限

写入 agreement 
*

   

 AcceptNda 
ForAgreem 
ent

授予接受给定协议资源的 NDA 
文档条款的权限

写入 agreement 
*

   

 GetAccoun 
tSettings

授予权限以获取 Artifact 的账户
设置

读取      

 GetAgreem 
ent

授予获取尚未被客户账户接受
的 AWS 协议的权限

读取 agreement 
*

   

 GetCustom 
erAgreement

授予获取已被客户账户接受的 
AWS 协议的权限

读取 customer- 
agreement 
*

   

 GetNdaFor 
Agreement

授予检索给定协议资源的 NDA 
文档的权限

读取 agreement 
*

   

 GetReport 授予权限以下载报告 读取 report*    

 GetReport 
Metadata

授予权限以下载与报告关联的
元数据

读取 report*    

 GetTermFo 
rReport

授予权限以下载与报告关联的
条款

读取 report*    

 ListAgree 
ments

授予列出 AWS 协议的权限 列表      

 ListCusto 
merAgreem 
ents

授予列出客户账户已接受的客
户协议资源的权限

列表      
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https://docs.aws.amazon.com/artifact/latest/APIReference/API_AcceptAgreement.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_AcceptAgreement.html
#awsartifact-agreement
#awsartifact-agreement
https://docs.aws.amazon.com/artifact/latest/APIReference/API_AcceptNdaForAgreement.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_AcceptNdaForAgreement.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_AcceptNdaForAgreement.html
#awsartifact-agreement
#awsartifact-agreement
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetAgreement.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetAgreement.html
#awsartifact-agreement
#awsartifact-agreement
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetCustomerAgreement.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetCustomerAgreement.html
#awsartifact-customer-agreement
#awsartifact-customer-agreement
#awsartifact-customer-agreement
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetNdaForAgreement.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetNdaForAgreement.html
#awsartifact-agreement
#awsartifact-agreement
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetReport.html
#awsartifact-report
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetReportMetadata.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetReportMetadata.html
#awsartifact-report
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetTermForReport.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetTermForReport.html
#awsartifact-report
https://docs.aws.amazon.com/artifact/latest/APIReference/API_ListAgreements.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_ListAgreements.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_ListCustomerAgreements.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_ListCustomerAgreements.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_ListCustomerAgreements.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListReports 授予权限以列出账户中的报告 列表      

 PutAccoun 
tSettings

授予权限以设定 Artifact 的账户
设置

写入      

 Terminate 
Agreement

授予权限以终止客户账户以前
接受的客户协议

写入 customer- 
agreement 
*

   

AWS Artifact 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 customer- 
agreement

arn:${Partition}:artifact::${Account 
}:customer-agreement/*

 

 agreement arn:${Partition}:artifact:::agreemen 
t/*

 

 report arn:${Partition}:artifact:${Region}: 
:report/${ReportId}:${Version}

artifact:ReportCat 
egory

artifact:ReportSeries

AWS Artifact 的条件键

AWS Artifact 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。
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https://docs.aws.amazon.com/artifact/latest/APIReference/API_ListReports.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_PutAccountSettings.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_PutAccountSettings.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_TerminateAgreement.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_TerminateAgreement.html
#awsartifact-customer-agreement
#awsartifact-customer-agreement
#awsartifact-customer-agreement
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/artifact/latest/ug/managing-agreements.html
https://docs.aws.amazon.com/artifact/latest/ug/managing-agreements.html
https://docs.aws.amazon.com/artifact/latest/ug/managing-agreements.html
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
#awsartifact-artifact_ReportCategory
#awsartifact-artifact_ReportCategory
#awsartifact-artifact_ReportSeries
reference_policies_actions-resources-contextkeys.html#context_keys_table
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要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 artifact: 
ReportCategory

按报告所关联的类别筛选访问权限 字符串

 artifact: 
ReportSeries

按报告所关联的系列筛选访问权限 字符串

Amazon Athena 的操作、资源和条件键

Amazon Athena（服务前缀：athena）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权
限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Athena 定义的操作

• Amazon Athena 定义的资源类型

• Amazon Athena 的条件键

Amazon Athena 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/artifact/latest/ug/using-condition-keys.html
https://docs.aws.amazon.com/artifact/latest/ug/using-condition-keys.html
https://docs.aws.amazon.com/artifact/latest/ug/using-condition-keys.html
https://docs.aws.amazon.com/artifact/latest/ug/using-condition-keys.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/APIReference/
https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetN 
amedQuery

授予获取一个或多个命名查询
相关信息的权限

读取 workgroup 
*

   

 BatchGetP 
reparedSt 
atement

授予权限以获取有关一或多个
准备语句的信息

读取 workgroup 
*

   

 BatchGetQ 
ueryExecu 
tion

授予获取一个或多个查询执行
相关信息的权限

读取 workgroup 
*

   

 CancelCap 
acityRese 
rvation

授予权限以取消容量预留 写入 capacity- 
reservati 
on*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/athena/latest/APIReference/API_BatchGetNamedQuery.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_BatchGetNamedQuery.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_BatchGetPreparedStatement.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_BatchGetPreparedStatement.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_BatchGetPreparedStatement.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_BatchGetQueryExecution.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_BatchGetQueryExecution.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_BatchGetQueryExecution.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_CancelCapacityReservation.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_CancelCapacityReservation.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_CancelCapacityReservation.html
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelQue 
ryExecution

授予取消查询执行的权限。
已淘汰。仅适用于使用 1.1.0 
之前版本的 Athena JDBC 驱
动程序的 AWS 服务和主体。 
StopQueryExecution 否则使用

写入 workgroup 
*

   

capacity- 
reservati 
on*

    CreateCap 
acityRese 
rvation

授予权限以创建容量预留 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

datacatal 
og*

    CreateDat 
aCatalog

授予创建数据目录的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateNam 
edQuery

授予创建命名查询的权限 写入 workgroup 
*

   

 CreateNot 
ebook

授予权限以创建笔记本 写入 workgroup 
*
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https://docs.aws.amazon.com/athena/latest/APIReference/API_StopQueryExecution.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_StopQueryExecution.html
#amazonathena-workgroup
#amazonathena-workgroup
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreateCapacityReservation.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreateCapacityReservation.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreateCapacityReservation.html
#amazonathena-aws_RequestTag___TagKey_
#amazonathena-aws_RequestTag___TagKey_
#amazonathena-aws_RequestTag___TagKey_
#amazonathena-aws_TagKeys
#amazonathena-aws_TagKeys
#amazonathena-datacatalog
#amazonathena-datacatalog
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreateDataCatalog.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreateDataCatalog.html
#amazonathena-aws_RequestTag___TagKey_
#amazonathena-aws_RequestTag___TagKey_
#amazonathena-aws_RequestTag___TagKey_
#amazonathena-aws_TagKeys
#amazonathena-aws_TagKeys
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreateNamedQuery.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreateNamedQuery.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreateNotebook.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreateNotebook.html
#amazonathena-workgroup
#amazonathena-workgroup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePre 
paredStat 
ement

授予创建准备语句的权限。 写入 workgroup 
*

   

 CreatePre 
signedNot 
ebookUrl

授予权限以创建预签名笔记本 
URL

写入 workgroup 
*

   

workgroup 
*

    CreateWor 
kGroup

授予创建工作组的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCap 
acityRese 
rvation

授予权限以删除容量预留 写入 capacity- 
reservati 
on*

   

 DeleteDat 
aCatalog

授予删除数据目录的权限 写入 datacatal 
og*

   

 DeleteNam 
edQuery

授予删除指定命名查询的权限 写入 workgroup 
*

   

 DeleteNot 
ebook

授予权限以删除笔记本 写入 workgroup 
*

   

 DeletePre 
paredStat 
ement

授予删除指定的准备语句的权
限。

写入 workgroup 
*
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https://docs.aws.amazon.com/athena/latest/APIReference/API_CreatePreparedStatement.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreatePreparedStatement.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreatePreparedStatement.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreatePresignedNotebookUrl.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreatePresignedNotebookUrl.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreatePresignedNotebookUrl.html
#amazonathena-workgroup
#amazonathena-workgroup
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreateWorkGroup.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_CreateWorkGroup.html
#amazonathena-aws_RequestTag___TagKey_
#amazonathena-aws_RequestTag___TagKey_
#amazonathena-aws_RequestTag___TagKey_
#amazonathena-aws_TagKeys
#amazonathena-aws_TagKeys
https://docs.aws.amazon.com/athena/latest/APIReference/API_DeleteCapacityReservation.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_DeleteCapacityReservation.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_DeleteCapacityReservation.html
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
https://docs.aws.amazon.com/athena/latest/APIReference/API_DeleteDataCatalog.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_DeleteDataCatalog.html
#amazonathena-datacatalog
#amazonathena-datacatalog
https://docs.aws.amazon.com/athena/latest/APIReference/API_DeleteNamedQuery.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_DeleteNamedQuery.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_DeleteNotebook.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_DeleteNotebook.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_DeletePreparedStatement.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_DeletePreparedStatement.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_DeletePreparedStatement.html
#amazonathena-workgroup
#amazonathena-workgroup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteWor 
kGroup

授予删除工作组的权限 写入 workgroup 
*

   

 ExportNot 
ebook

授予权限以导出笔记本 写入 workgroup 
*

   

 GetCalcul 
ationExec 
ution

授予权限以获取计算执行 读取 workgroup 
*

   

 GetCalcul 
ationExec 
utionCode

授予权限以获取计算执行代码 读取 workgroup 
*

   

 GetCalcul 
ationExec 
utionStatus

授予权限以获取计算执行状态 读取 workgroup 
*

   

 GetCapaci 
tyAssignm 
entConfig 
uration

授予获取容量预留的容量分配
信息的权限

读取 capacity- 
reservati 
on*

   

 GetCapaci 
tyReservation

授予权限以获取容量预留 读取 capacity- 
reservati 
on*

   

 GetCatalogs 授予启用对数据库和表的访问
的权限。仅适用于使用 Athena 
JDBC 驱动程序 1.1.0 版的 
AWS 服务托管策略和主体

读取      

 GetDataCa 
talog

授予获取数据目录的权限 读取 datacatal 
og*
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https://docs.aws.amazon.com/athena/latest/APIReference/API_DeleteWorkGroup.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_DeleteWorkGroup.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_ExportNotebook.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ExportNotebook.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCalculationExecution.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCalculationExecution.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCalculationExecution.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCalculationExecutionCode.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCalculationExecutionCode.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCalculationExecutionCode.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCalculationExecutionStatus.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCalculationExecutionStatus.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCalculationExecutionStatus.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCapacityAssignmentConfiguration.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCapacityAssignmentConfiguration.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCapacityAssignmentConfiguration.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCapacityAssignmentConfiguration.html
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCapacityReservation.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetCapacityReservation.html
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
https://docs.aws.amazon.com/athena/latest/ug/connect-with-previous-jdbc.html#jdbc-prev-version-policies
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetDataCatalog.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetDataCatalog.html
#amazonathena-datacatalog
#amazonathena-datacatalog
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDatabase 授予获取给定数据目录的数据
库的权限

读取 datacatal 
og*

   

 GetExecut 
ionEngine

授予启用对指定数据库和表的
访问的权限。仅适用于使用 
Athena JDBC 驱动程序 1.1.0 
版的 AWS 服务托管策略和主
体

读取      

 GetExecut 
ionEngines

授予启用对数据库和表的访问
的权限。仅适用于使用 Athena 
JDBC 驱动程序 1.1.0 版的 
AWS 服务托管策略和主体

读取      

 GetNamedQ 
uery

授予获取指定命名查询相关信
息的权限

读取 workgroup 
*

   

 GetNamesp 
ace

授予启用对指定数据库和表的
访问的权限。仅适用于使用 
Athena JDBC 驱动程序 1.1.0 
版的 AWS 服务托管策略和主
体

读取      

 GetNamesp 
aces

授予启用对数据库和表的访问
的权限。仅适用于使用 Athena 
JDBC 驱动程序 1.1.0 版的 
AWS 服务托管策略和主体

读取      

 GetNotebo 
okMetadata

授予权限以获取笔记本元数据 读取 workgroup 
*

   

 GetPrepar 
edStatement

授予获取指定准备语句相关信
息的权限。

读取 workgroup 
*
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https://docs.aws.amazon.com/athena/latest/APIReference/API_GetDatabase.html
#amazonathena-datacatalog
#amazonathena-datacatalog
https://docs.aws.amazon.com/athena/latest/ug/connect-with-previous-jdbc.html#jdbc-prev-version-policies
https://docs.aws.amazon.com/athena/latest/ug/connect-with-previous-jdbc.html#jdbc-prev-version-policies
https://docs.aws.amazon.com/athena/latest/ug/connect-with-previous-jdbc.html#jdbc-prev-version-policies
https://docs.aws.amazon.com/athena/latest/ug/connect-with-previous-jdbc.html#jdbc-prev-version-policies
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetNamedQuery.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetNamedQuery.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/ug/connect-with-previous-jdbc.html#jdbc-prev-version-policies
https://docs.aws.amazon.com/athena/latest/ug/connect-with-previous-jdbc.html#jdbc-prev-version-policies
https://docs.aws.amazon.com/athena/latest/ug/connect-with-previous-jdbc.html#jdbc-prev-version-policies
https://docs.aws.amazon.com/athena/latest/ug/connect-with-previous-jdbc.html#jdbc-prev-version-policies
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetNotebookMetadata.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetNotebookMetadata.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetPreparedStatement.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetPreparedStatement.html
#amazonathena-workgroup
#amazonathena-workgroup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetQueryE 
xecution

授予获取指定查询执行相关信
息的权限

读取 workgroup 
*

   

 GetQueryE 
xecutions

授予获取查询执行的权限。
已淘汰。仅适用于使用 1.1.0 
之前版本的 Athena JDBC 驱
动程序的 AWS 服务和主体。 
ListQueryExecutions 否则使用

读取      

 GetQueryR 
esults

授予获取查询结果的权限 读取 workgroup 
*

   

 GetQueryR 
esultsStream

授予获取查询结果流的权限 读取 workgroup 
*

   

 GetQueryR 
untimeSta 
tistics

授予权限以获取指定查询执行
的运行时统计数据

读取 workgroup 
*

   

 GetSession 授予权限以获取会话 读取 workgroup 
*

   

 GetSessio 
nStatus

授予权限以获取会话状态 读取 workgroup 
*

   

 GetTable 授予启用对指定表的访问的
权限。仅适用于使用 Athena 
JDBC 驱动程序 1.1.0 版的 
AWS 服务托管策略和主体

读取      

 GetTableM 
etadata

授予获取有关给定数据目录的
表的元数据的权限

读取 datacatal 
og*
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https://docs.aws.amazon.com/athena/latest/APIReference/API_GetQueryExecution.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetQueryExecution.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListQueryExecutions.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListQueryExecutions.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetQueryResults.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetQueryResults.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/ug/jdbc-v3-driver.html#jdbc-v3-driver-download
https://docs.aws.amazon.com/athena/latest/ug/jdbc-v3-driver.html#jdbc-v3-driver-download
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetQueryRuntimeStatistics.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetQueryRuntimeStatistics.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetQueryRuntimeStatistics.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetSession.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetSessionStatus.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetSessionStatus.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/ug/connect-with-previous-jdbc.html#jdbc-prev-version-policies
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetTableMetadata.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetTableMetadata.html
#amazonathena-datacatalog
#amazonathena-datacatalog
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetTables 授予启用对表的访问的权限。
仅适用于使用 Athena JDBC 驱
动程序 1.1.0 版的 AWS 服务托
管策略和主体

读取      

 GetWorkGr 
oup

授予获取工作组的权限 读取 workgroup 
*

   

 ImportNot 
ebook

授予权限以导入笔记本 写入 workgroup 
*

   

 ListAppli 
cationDPU 
Sizes

授予返回列表的权限 Applicati 
onRuntimeIds

列表      

 ListCalcu 
lationExe 
cutions

授予权限以返回计算执行的列
表

列表 workgroup 
*

   

 ListCapac 
ityReserv 
ations

授予返回指定容量预留列表的
权限 AWS 账户

列表      

 ListDataC 
atalogs

授予返回指定数据目录列表的
权限 AWS 账户

列表      

 ListDatab 
ases

授予返回给定数据目录的数据
库列表的权限

列表 datacatal 
og*

   

 ListEngin 
eVersions

授予返回指定的 athena 引擎版
本列表的权限 AWS 账户

读取      

 ListExecu 
tors

授予权限以返回执行程序的列
表

列表      
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https://docs.aws.amazon.com/athena/latest/ug/connect-with-previous-jdbc.html#jdbc-prev-version-policies
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetWorkGroup.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_GetWorkGroup.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_ImportNotebook.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ImportNotebook.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListApplicationDPUSizes.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListApplicationDPUSizes.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListApplicationDPUSizes.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListCalculationExecutions.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListCalculationExecutions.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListCalculationExecutions.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListCapacityReservations.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListCapacityReservations.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListCapacityReservations.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListDataCatalogs.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListDataCatalogs.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListDatabases.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListDatabases.html
#amazonathena-datacatalog
#amazonathena-datacatalog
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListEngineVersions.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListEngineVersions.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListExecutors.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListExecutors.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListNamed 
Queries

授予在 Amazon Athena 中返回
指定查询列表的权限 AWS 账
户

列表 workgroup 
*

   

 ListNoteb 
ookMetadata

授予权限以返回给定工作组的
笔记本列表

列表 workgroup 
*

   

 ListNoteb 
ookSessions

授予权限以返回给定笔记本的
会话列表

列表 workgroup 
*

   

 ListPrepa 
redStatem 
ents

授予返回指定工作组的准备语
句列表的权限。

列表 workgroup 
*

   

 ListQuery 
Executions

授予返回指定查询执行列表的
权限 AWS 账户

读取 workgroup 
*

   

 ListSessions 授予权限以返回给定工作组的
会话列表

列表 workgroup 
*

   

 ListTable 
Metadata

授予返回给定数据目录的数据
库中表元数据列表的权限

读取 datacatal 
og*

   

capacity- 
reservati 
on*

   

datacatal 
og*

   

 ListTagsF 
orResource

授予返回资源标签列表的权限 读取

workgroup 
*

   

 ListWorkG 
roups

授予返回指定工作组列表的权
限 AWS 账户

列表      
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https://docs.aws.amazon.com/athena/latest/APIReference/API_ListNamedQueries.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListNamedQueries.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListNotebookMetadata.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListNotebookMetadata.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListNotebookSessions.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListNotebookSessions.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListPreparedStatements.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListPreparedStatements.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListPreparedStatements.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListQueryExecutions.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListQueryExecutions.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListSessions.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListTableMetadata.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListTableMetadata.html
#amazonathena-datacatalog
#amazonathena-datacatalog
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
#amazonathena-datacatalog
#amazonathena-datacatalog
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListTagsForResource.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListWorkGroups.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_ListWorkGroups.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

capacity- 
reservati 
on*

    PutCapaci 
tyAssignm 
entConfig 
uration

授予将容量预留中的容量分配
给查询的权限

写入

workgroup 
*

   

 RunQuery 授予运行查询的权限。已淘
汰。仅适用于使用 1.1.0 之
前版本的 Athena JDBC 驱动
程序的 AWS 服务和主体。 
StartQueryExecution 否则使用

写入      

 StartCalc 
ulationEx 
ecution

授予权限以开始计算执行 写入 workgroup 
*

   

 StartQuer 
yExecution

授予使用作为字符串提供的 
SQL 查询启动查询执行的权限

写入 workgroup 
*

   

 StartSession 授予权限以开启会话 写入 workgroup 
*

   

 StopCalcu 
lationExe 
cution

授予权限以停止计算执行 写入 workgroup 
*

   

 StopQuery 
Execution

授予停止指定查询执行的权限 写入 workgroup 
*

   

 TagResour 
ce

授予权限以将标签添加到资源 标记 capacity- 
reservati 
on*
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#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
https://docs.aws.amazon.com/athena/latest/APIReference/API_PutCapacityAssignmentConfiguration.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_PutCapacityAssignmentConfiguration.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_PutCapacityAssignmentConfiguration.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_PutCapacityAssignmentConfiguration.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_StartQueryExecution.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_StartCalculationExecution.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_StartCalculationExecution.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_StartCalculationExecution.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_StartQueryExecution.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_StartQueryExecution.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_StartSession.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_StopCalculationExecution.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_StopCalculationExecution.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_StopCalculationExecution.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_StopQueryExecution.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_StopQueryExecution.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_TagResource.html
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

datacatal 
og*

   

workgroup 
*

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Terminate 
Session

授予权限以终止会话 写入 workgroup 
*

   

capacity- 
reservati 
on*

   

datacatal 
og*

   

workgroup 
*

   

 UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys

 

 UpdateCap 
acityRese 
rvation

授予权限以更新容量预留 写入 capacity- 
reservati 
on*

   

 UpdateDat 
aCatalog

授予更新数据目录的权限 写入 datacatal 
og*
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#amazonathena-datacatalog
#amazonathena-datacatalog
#amazonathena-workgroup
#amazonathena-workgroup
#amazonathena-aws_RequestTag___TagKey_
#amazonathena-aws_RequestTag___TagKey_
#amazonathena-aws_RequestTag___TagKey_
#amazonathena-aws_TagKeys
#amazonathena-aws_TagKeys
https://docs.aws.amazon.com/athena/latest/APIReference/API_TerminateSession.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_TerminateSession.html
#amazonathena-workgroup
#amazonathena-workgroup
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
#amazonathena-datacatalog
#amazonathena-datacatalog
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_UntagResource.html
#amazonathena-aws_TagKeys
#amazonathena-aws_TagKeys
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateCapacityReservation.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateCapacityReservation.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateCapacityReservation.html
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
#amazonathena-capacity-reservation
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateDataCatalog.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateDataCatalog.html
#amazonathena-datacatalog
#amazonathena-datacatalog
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateNam 
edQuery

授予更新指定命名查询的权限 写入 workgroup 
*

   

 UpdateNot 
ebook

授予权限以更新笔记本 写入 workgroup 
*

   

 UpdateNot 
ebookMeta 
data

授予权限以更新笔记本元数据 写入 workgroup 
*

   

 UpdatePre 
paredStat 
ement

授予更新准备语句的权限。 写入 workgroup 
*

   

 UpdateWor 
kGroup

授予更新工作组的权限 写入 workgroup 
*

   

Amazon Athena 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 datacatalog arn:${Partition}:athena:${Region}:${ 
Account}:datacatalog/${DataCatalogNa 
me}

aws:ResourceTag/${ 
TagKey}

 workgroup arn:${Partition}:athena:${Region}:${ 
Account}:workgroup/${WorkGroupName}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateNamedQuery.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateNamedQuery.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateNotebook.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateNotebook.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateNotebookMetadata.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateNotebookMetadata.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateNotebookMetadata.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdatePreparedStatement.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdatePreparedStatement.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdatePreparedStatement.html
#amazonathena-workgroup
#amazonathena-workgroup
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateWorkGroup.html
https://docs.aws.amazon.com/athena/latest/APIReference/API_UpdateWorkGroup.html
#amazonathena-workgroup
#amazonathena-workgroup
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/athena/latest/ug/datacatalogs-example-policies.html
#amazonathena-aws_ResourceTag___TagKey_
#amazonathena-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/athena/latest/ug/example-policies-workgroup.html
#amazonathena-aws_ResourceTag___TagKey_
#amazonathena-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 capacity- 
reservation

arn:${Partition}:athena:${Region}:${ 
Account}:capacity-reservation/${Capa 
cityReservationName}

aws:ResourceTag/${ 
TagKey}

Amazon Athena 的条件键

Amazon Athena 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

AWS Audit Manager 的操作、资源和条件键

AWS Audit Manager（服务前缀:auditmanager）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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https://docs.aws.amazon.com/athena/latest/ug/example-policies-capacity-reservations.html
https://docs.aws.amazon.com/athena/latest/ug/example-policies-capacity-reservations.html
#amazonathena-aws_ResourceTag___TagKey_
#amazonathena-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/audit-manager/latest/userguide/
https://docs.aws.amazon.com/audit-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/security-iam.html
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• AWS Audit Manager 定义的操作

• AWS Audit Manager 定义的资源类型

• AWS Audit Manager 的条件键

AWS Audit Manager 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Assessmen 
tReportEv 
idenceFolder

授予在 Audit Manager 中 AWS 
将证据文件夹与评估报告关联
的权限

写入 assessmen 
t*

   

 BatchAsso 
ciateAsse 
ssmentRep 
ortEvidence

授予在 Audit Manager 中将证
据清单与评估报告关联 AWS 
的权限

写入 assessmen 
t*

   

assessmen 
t*

    BatchCrea 
teDelegat 
ionByAsse 
ssment

授予在 Audit Manager 中为评
估创建委 AWS 托的权限

写入

assessmen 
tControlS 
et*

   

assessmen 
t*

    BatchDele 
teDelegat 
ionByAsse 
ssment

授予在 Audit Manager 中删除
评估委 AWS 托的权限

写入

assessmen 
tControlS 
et*

   

 BatchDisa 
ssociateA 
ssessment 
ReportEvi 
dence

授予在 Audit Manager 中取消
证据清单与评估报告的关联的 
AWS 权限

写入 assessmen 
t*

   

 BatchImpo 
rtEvidenc 
eToAssess 
mentControl

授予将证据列表导入 Audit 
Manager 中的评估控件 AWS 
的权限

写入 assessmen 
tControlS 
et*
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_AssociateAssessmentReportEvidenceFolder.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_AssociateAssessmentReportEvidenceFolder.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_AssociateAssessmentReportEvidenceFolder.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_AssociateAssessmentReportEvidenceFolder.html
#awsauditmanager-assessment
#awsauditmanager-assessment
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchAssociateAssessmentReportEvidence.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchAssociateAssessmentReportEvidence.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchAssociateAssessmentReportEvidence.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchAssociateAssessmentReportEvidence.html
#awsauditmanager-assessment
#awsauditmanager-assessment
#awsauditmanager-assessment
#awsauditmanager-assessment
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchCreateDelegationByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchCreateDelegationByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchCreateDelegationByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchCreateDelegationByAssessment.html
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessment
#awsauditmanager-assessment
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchDeleteDelegationByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchDeleteDelegationByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchDeleteDelegationByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchDeleteDelegationByAssessment.html
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchDisassociateAssessmentReportEvidence.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchDisassociateAssessmentReportEvidence.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchDisassociateAssessmentReportEvidence.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchDisassociateAssessmentReportEvidence.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchDisassociateAssessmentReportEvidence.html
#awsauditmanager-assessment
#awsauditmanager-assessment
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchImportEvidenceToAssessmentControl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchImportEvidenceToAssessmentControl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchImportEvidenceToAssessmentControl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchImportEvidenceToAssessmentControl.html
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAss 
essment

授予创建要与 Audit Manager 
一起 AWS 使用的评估的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

control*     CreateAss 
essmentFr 
amework

授予创建框架以在 Audit 
Manager AWS 中使用的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 CreateAss 
essmentRe 
port

授予在 Audit Manager 中 AWS 
创建评估报告的权限

写入 assessmen 
t*
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_TagKeys
#awsauditmanager-aws_TagKeys
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-control
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessmentFramework.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessmentFramework.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessmentFramework.html
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_TagKeys
#awsauditmanager-aws_TagKeys
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessmentReport.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessmentReport.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessmentReport.html
#awsauditmanager-assessment
#awsauditmanager-assessment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
trol

授予创建要在 Audit Manager 
中 AWS 使用的控件的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

assessmen 
t*

    DeleteAss 
essment

授予在 Audit Manager 中删除 
AWS 评估的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

assessmen 
tFramewor 
k*

    DeleteAss 
essmentFr 
amework

授予在 Audit Manager 中删除
评估 AWS 框架的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateControl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateControl.html
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_TagKeys
#awsauditmanager-aws_TagKeys
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-assessment
#awsauditmanager-assessment
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteAssessment.html
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_TagKeys
#awsauditmanager-aws_TagKeys
#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteAssessmentFramework.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteAssessmentFramework.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteAssessmentFramework.html
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_TagKeys
#awsauditmanager-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAss 
essmentFr 
ameworkSh 
are

授予在 Audit Manager 中删除
自定义框架共享请求 AWS 的
权限

写入      

 DeleteAss 
essmentRe 
port

授予在 Audit Manager 中 AWS 
删除评估报告的权限

写入 assessmen 
t*

   

control*     DeleteCon 
trol

授予在 Audit Manager 中删除
控 AWS 件的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Deregiste 
rAccount

授予在 Audit Manager 中注销
账户的 AWS 权限

写入      

 Deregiste 
rOrganiza 
tionAdmin 
Account

授予取消注册 Audit Manager 
委派管理员账户的 AWS 权限

写入      

 Disassoci 
ateAssess 
mentRepor 
tEvidence 
Folder

授予在 Audit Manager 中取消
证据文件夹与评估报告的关联
的 AWS 权限

写入 assessmen 
t*

   

 GetAccoun 
tStatus

授予在 Audit Manager 中 AWS 
获取账户状态的权限

读取      
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteAssessmentFrameworkShare.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteAssessmentFrameworkShare.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteAssessmentFrameworkShare.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteAssessmentFrameworkShare.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteAssessmentReport.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteAssessmentReport.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteAssessmentReport.html
#awsauditmanager-assessment
#awsauditmanager-assessment
#awsauditmanager-control
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteControl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteControl.html
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_TagKeys
#awsauditmanager-aws_TagKeys
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeregisterAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeregisterAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeregisterOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeregisterOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeregisterOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeregisterOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DisassociateAssessmentReportEvidenceFolder.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DisassociateAssessmentReportEvidenceFolder.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DisassociateAssessmentReportEvidenceFolder.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DisassociateAssessmentReportEvidenceFolder.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DisassociateAssessmentReportEvidenceFolder.html
#awsauditmanager-assessment
#awsauditmanager-assessment
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAccountStatus.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAccountStatus.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAssess 
ment

授予在 Audit Manager 中 AWS 
创建评估的权限

读取 assessmen 
t*

   

 GetAssess 
mentFrame 
work

授予在 Audit Manager 中获取
评估 AWS 框架的权限

读取 assessmen 
tFramewor 
k*

   

 GetAssess 
mentRepor 
tUrl

授予在 Audit Manager 中 AWS 
获取评估报告网址的权限

读取 assessmen 
t*

   

 GetChange 
Logs

授予在 Audit Manager 中 AWS 
获取评估变更日志的权限

读取 assessmen 
t*

   

 GetControl 授予在 Audit Manager 中获取
控 AWS 件的权限

读取 control*    

 GetDelega 
tions

授予在 Audit Manager 中获取
所有 AWS 委托的权限

列表      

 GetEvidence 授予从 Audit Manager 获取 
AWS 证据的权限

读取 assessmen 
tControlS 
et*

   

 GetEviden 
ceByEvide 
nceFolder

授予从 Audit Manager 的证据
文件夹中获取所有证据 AWS 
的权限

读取 assessmen 
tControlS 
et*

   

 GetEviden 
ceFileUpl 
oadUrl

授予获取可用于作为手动证据
上传文件的预签名 Amazon S3 
URL 的权限

读取      

 GetEviden 
ceFolder

授予从 Audit Manager 获取证
据 AWS 文件夹的权限

读取 assessmen 
tControlS 
et*
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessment.html
#awsauditmanager-assessment
#awsauditmanager-assessment
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessmentFramework.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessmentFramework.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessmentFramework.html
#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessmentReportUrl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessmentReportUrl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessmentReportUrl.html
#awsauditmanager-assessment
#awsauditmanager-assessment
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetChangeLogs.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetChangeLogs.html
#awsauditmanager-assessment
#awsauditmanager-assessment
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetControl.html
#awsauditmanager-control
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetDelegations.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetDelegations.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidence.html
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceByEvidenceFolder.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceByEvidenceFolder.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceByEvidenceFolder.html
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceFileUploadUrl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceFileUploadUrl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceFileUploadUrl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceFolder.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceFolder.html
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetEviden 
ceFolders 
ByAssessm 
ent

授予在 Audit Manager 中从评
估中 AWS 获取证据文件夹的
权限

读取 assessmen 
t*

   

 GetEviden 
ceFolders 
ByAssessm 
entControl

授予从 Audit Manager 中的评
估控件获取证据文件夹 AWS 
的权限

读取 assessmen 
tControlS 
et*

   

 GetInsights 授予权限以获取所有活动评估
的分析数据

读取      

 GetInsigh 
tsByAsses 
sment

授予权限以获取某个指定活动
评估的分析数据

读取      

 GetOrgani 
zationAdm 
inAccount

授予在 Audit Manager 中获取
委托管理员 AWS 账户的权限

读取      

 GetServic 
esInScope

授予在 Audit Manager 中将服
务纳入评估范围的 AWS 权限

读取      

 GetSettings 授予获取在 Audit Manager 中 
AWS 配置的所有设置的权限

读取      

 ListAsses 
smentCont 
rolInsigh 
tsByContr 
olDomain

授予权限以列出指定控制域和
活动评估中的控件的分析数据

列表      
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceFoldersByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceFoldersByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceFoldersByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceFoldersByAssessment.html
#awsauditmanager-assessment
#awsauditmanager-assessment
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceFoldersByAssessmentControl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceFoldersByAssessmentControl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceFoldersByAssessmentControl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetEvidenceFoldersByAssessmentControl.html
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetInsights.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetInsightsByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetInsightsByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetInsightsByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetServicesInScope.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetServicesInScope.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetSettings.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentControlInsightsByControlDomain.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentControlInsightsByControlDomain.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentControlInsightsByControlDomain.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentControlInsightsByControlDomain.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentControlInsightsByControlDomain.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAsses 
smentFram 
eworkShar 
eRequests

授予在 Audit Manager 中 AWS 
列出所有已发送或已接收的自
定义框架共享请求的权限

列表      

 ListAsses 
smentFram 
eworks

授予在 Audit Manager 中列出
所有评估 AWS 框架的权限

列表      

 ListAsses 
smentRepo 
rts

授予在 Audit Manager 中 AWS 
列出所有评估报告的权限

列表      

 ListAsses 
sments

授予在 Audit Manager 中列出
所有 AWS 评估的权限

列表      

 ListContr 
olDomainI 
nsights

授予权限以列出所有活动评估
中的控制域的分析数据

列表      

 ListContr 
olDomainI 
nsightsBy 
Assessment

授予权限以列出指定活动评估
中的控制域的分析数据

列表      

 ListContr 
olInsight 
sByContro 
lDomain

授予权限以列出所有活动评估
的指定控制域中的控件的分析
数据

列表      

 ListControls 授予在 Audit Manager 中列出
所有控 AWS 件的权限

列表      
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentFrameworkShareRequests.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentFrameworkShareRequests.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentFrameworkShareRequests.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentFrameworkShareRequests.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentFrameworks.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentFrameworks.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentFrameworks.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentReports.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentReports.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentReports.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessments.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessments.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListControlDomainInsights.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListControlDomainInsights.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListControlDomainInsights.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListControlDomainInsightsByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListControlDomainInsightsByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListControlDomainInsightsByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListControlDomainInsightsByAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListControlInsightsByControlDomain.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListControlInsightsByControlDomain.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListControlInsightsByControlDomain.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListControlInsightsByControlDomain.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListControls.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListKeywo 
rdsForDat 
aSource

授予在 Audit Manager 中列出
所有数据源关键 AWS 字的权
限

列表      

 ListNotif 
ications

授予在 Audit Manager 中列出
所有 AWS 通知的权限

列表      

assessmen 
t

    ListTagsF 
orResource

授予列出 Audit Manager AWS 
资源标签的权限

读取

control    

 RegisterA 
ccount

授予在 Audit Manager 中注册 
AWS 账户的权限

写入      

 RegisterO 
rganizati 
onAdminAc 
count

授予在组织内注册账户作为 
Audit Manager 的委托 AWS 管
理员的权限

写入      

 StartAsse 
ssmentFra 
meworkShare

授予在 Audit Manager 中为自
定义框架创建共享请求 AWS 
的权限

写入 assessmen 
tFramewor 
k*

   

assessmen 
t

   

assessmen 
tFramewor 
k

   

 TagResour 
ce

授予标记 Audit M AWS anager 
资源的权限

标记

control    
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListKeywordsForDataSource.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListKeywordsForDataSource.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListKeywordsForDataSource.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListNotifications.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListNotifications.html
#awsauditmanager-assessment
#awsauditmanager-assessment
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListTagsForResource.html
#awsauditmanager-control
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_RegisterAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_RegisterAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_RegisterOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_RegisterOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_RegisterOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_RegisterOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_StartAssessmentFrameworkShare.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_StartAssessmentFrameworkShare.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_StartAssessmentFrameworkShare.html
#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
#awsauditmanager-assessment
#awsauditmanager-assessment
#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_TagResource.html
#awsauditmanager-control
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

assessmen 
t

aws:Resou 
rceTag/${ 
TagKey}

 

assessmen 
tFramewor 
k

aws:Resou 
rceTag/${ 
TagKey}

 

control aws:Resou 
rceTag/${ 
TagKey}

 

 UntagReso 
urce

授予取消标记 Audit Manag 
AWS er 资源的权限

标记

  aws:TagKe 
ys

 

 UpdateAss 
essment

授予在 Audit Manager 中更新 
AWS 评估的权限

写入 assessmen 
t*

   

 UpdateAss 
essmentCo 
ntrol

授予在 Audit Manager 中更新
评估控 AWS 件的权限

写入 assessmen 
tControlS 
et*

   

 UpdateAss 
essmentCo 
ntrolSetS 
tatus

授予更新 Audit Manager 中评
估控制集状态 AWS 的权限

写入 assessmen 
tControlS 
et*
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#awsauditmanager-aws_TagKeys
#awsauditmanager-aws_TagKeys
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-aws_RequestTag___TagKey_
#awsauditmanager-assessment
#awsauditmanager-assessment
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-control
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UntagResource.html
#awsauditmanager-aws_TagKeys
#awsauditmanager-aws_TagKeys
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
#awsauditmanager-assessment
#awsauditmanager-assessment
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentControl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentControl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentControl.html
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentControlSetStatus.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentControlSetStatus.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentControlSetStatus.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentControlSetStatus.html
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
#awsauditmanager-assessmentControlSet
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

assessmen 
tFramewor 
k*

    UpdateAss 
essmentFr 
amework

授予在 Audit Manager 中更新
评估 AWS 框架的权限

写入

control*    

 UpdateAss 
essmentFr 
ameworkSh 
are

授予在 Audit Manager 中更新
自定义框架共享请求 AWS 的
权限

写入 assessmen 
tFramewor 
k*

   

 UpdateAss 
essmentSt 
atus

授予在 Audit Manager 中 AWS 
更新评估状态的权限

写入 assessmen 
t*

   

 UpdateCon 
trol

授予在 Audit Manager 中更新
控 AWS 件的权限

写入 control*    

 UpdateSet 
tings

授予更新 Audit Manager 中 
AWS 设置的权限

写入      

 ValidateA 
ssessment 
ReportInt 
egrity

授予在 Audit Manager 中 AWS 
验证评估报告完整性的权限

读取      

AWS Audit Manager 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentFramework.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentFramework.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentFramework.html
#awsauditmanager-control
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentFrameworkShare.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentFrameworkShare.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentFrameworkShare.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentFrameworkShare.html
#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
#awsauditmanager-assessmentFramework
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentStatus.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentStatus.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentStatus.html
#awsauditmanager-assessment
#awsauditmanager-assessment
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateControl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateControl.html
#awsauditmanager-control
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateSettings.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateSettings.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ValidateAssessmentReportIntegrity.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ValidateAssessmentReportIntegrity.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ValidateAssessmentReportIntegrity.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ValidateAssessmentReportIntegrity.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 assessment arn:${Partition}:auditmanager:${Regi 
on}:${Account}:assessment/${Assessme 
ntId}

aws:ResourceTag/${ 
TagKey}

 assessmen 
tFramework

arn:${Partition}:auditmanager:${Regi 
on}:${Account}:assessmentFramework/$ 
{AssessmentFrameworkId}

aws:ResourceTag/${ 
TagKey}

 assessmen 
tControlSet

arn:${Partition}:auditmanager:${Regi 
on}:${Account}:assessment/${Assessme 
ntId}/controlSet/${ControlSetId}

 

 control arn:${Partition}:auditmanager:${Regi 
on}:${Account}:control/${ControlId}

aws:ResourceTag/${ 
TagKey}

AWS Audit Manager 的条件键

AWS Audit Manager 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_Assessment.html
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_AssessmentFramework.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_AssessmentFramework.html
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_AssessmentControlSet.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_AssessmentControlSet.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_Control.html
#awsauditmanager-aws_ResourceTag___TagKey_
#awsauditmanager-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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Amazon Aurora DSQL 的操作、资源和条件密钥

Amazon Aurora DSQL（服务前缀:dsql）提供以下特定于服务的资源、操作和条件上下文密钥以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon Aurora DSQL 定义的操作

• 由 Amazon Aurora DSQL 定义的资源类型

• Amazon Aurora DSQL 的条件密钥

由 Amazon Aurora DSQL 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Amazon Aurora DSQL 342

https://docs.aws.amazon.com/aurora-dsql/latest/userguide/what-is-aurora-dsql.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddPeerCl 
uster [仅权限]

授予向多区域集群添加对等集
群的权限

写入 Cluster*   dsql:PutM 
ultiRegio 
nProperti 
es

Cluster*   iam:Creat 
eServiceL 
inkedRole

 CreateClu 
ster

授予创建新集群的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

dsql:Witn 
essRegion

 

 DbConnect 授予连接数据库的权限 写入 Cluster*    

 DbConnect 
Admin

授予使用管理员角色连接数据
库的权限。连接任何其他角色
都需要 DbConnect 获得许可

写入 Cluster*    

Amazon Aurora DSQL 343

reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_CreateCluster.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_CreateCluster.html
#amazonauroradsql-Cluster
#amazonauroradsql-Cluster
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_CreateCluster.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_CreateCluster.html
#amazonauroradsql-aws_RequestTag___TagKey_
#amazonauroradsql-aws_RequestTag___TagKey_
#amazonauroradsql-aws_RequestTag___TagKey_
#amazonauroradsql-aws_TagKeys
#amazonauroradsql-aws_TagKeys
#amazonauroradsql-dsql_WitnessRegion
#amazonauroradsql-dsql_WitnessRegion
#amazonauroradsql-dsql_WitnessRegion
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/accessing-sql-clients.html
#amazonauroradsql-Cluster
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/accessing-sql-clients.html
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/accessing-sql-clients.html
#amazonauroradsql-Cluster
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteClu 
ster

授予删除集群及其所有数据的
权限

写入 Cluster*    

 GetBackup 
Job

授予获取 Aurora DSQL 集群备
份任务状态的权限

读取 Cluster*    

 GetCluster 授予获取有关集群信息的权限 读取 Cluster*    

 GetRestor 
eJob

授予获取 Aurora DSQL 集群还
原任务状态的权限

读取 Cluster*    

 GetVpcEnd 
pointServ 
iceName

授予检索集群 VPC 终端节点服
务名称的权限

读取 Cluster*    

 ListClusters 授予检索集群列表的权限 列表      

 ListTagsF 
orResource

授予列出 Aurora DSQL 资源上
所有标签的权限

读取 Cluster*    

 PutMultiR 
egionProp 
erties [仅权
限]

授予更新群集多区域属性的权
限

写入 Cluster*    

Cluster*   dsql:PutM 
ultiRegio 
nProperti 
es

 PutWitnes 
sRegion [仅
权限]

授予配置和更新多区域集群见
证区域的权限

写入

  dsql:Witn 
essRegion
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https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_DeleteCluster.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_DeleteCluster.html
#amazonauroradsql-Cluster
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#amazonauroradsql-Cluster
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https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_ListTagsForResource.html
#amazonauroradsql-Cluster
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_CreateCluster.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_CreateCluster.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_CreateCluster.html
#amazonauroradsql-Cluster
#amazonauroradsql-Cluster
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_CreateCluster.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_CreateCluster.html
#amazonauroradsql-dsql_WitnessRegion
#amazonauroradsql-dsql_WitnessRegion
#amazonauroradsql-dsql_WitnessRegion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RemovePee 
rCluster [仅权
限]

授予从多区域集群中移除对等
集群的权限

写入 Cluster*   dsql:PutM 
ultiRegio 
nProperti 
es

 StartBack 
upJob

授予启动 Aurora DSQL 集群的
备份任务的权限

写入 Cluster*    

 StartRest 
oreJob

授予启动 Aurora DSQL 集群恢
复任务的权限

写入 Cluster*   dsql:Crea 
teCluster

iam:Creat 
eServiceL 
inkedRole

 StopBacku 
pJob

授予停止 Aurora DSQL 集群的
备份任务的权限

写入 Cluster*    

 StopResto 
reJob

授予停止 Aurora DSQL 集群恢
复任务的权限

写入 Cluster*    

Cluster*     TagResour 
ce

授予向 Aurora DSQL 资源添加
标签的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Cluster*     UntagReso 
urce

授予从 Aurora DSQL 资源中移
除标签的权限

标记

  aws:TagKe 
ys
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https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_UpdateCluster.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_UpdateCluster.html
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#amazonauroradsql-Cluster
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#amazonauroradsql-aws_RequestTag___TagKey_
#amazonauroradsql-aws_TagKeys
#amazonauroradsql-aws_TagKeys
#amazonauroradsql-Cluster
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_UntagResource.html
#amazonauroradsql-aws_TagKeys
#amazonauroradsql-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Cluster*     UpdateClu 
ster

授予修改群集属性的权限 写入

  dsql:Witn 
essRegion

 

由 Amazon Aurora DSQL 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Cluster arn:${Partition}:dsql:${Region}:${Ac 
count}:cluster/${Identifier}

aws:ResourceTag/${ 
TagKey}

Amazon Aurora DSQL 的条件密钥

Amazon Aurora DSQL 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串
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#amazonauroradsql-Cluster
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_UpdateCluster.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_UpdateCluster.html
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#amazonauroradsql-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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条件键 描述 类型

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

 dsql:Witn 
essRegion

按多区域集群的见证区域筛选访问权限 字符串

AWS Auto Scaling 的操作、资源和条件键

AWS Auto Scaling（服务前缀:autoscaling-plans）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Auto Scaling 定义的操作

• AWS Auto Scaling 定义的资源类型

• AWS Auto Scaling 的条件键

AWS Auto Scaling 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSca 
lingPlan

创建扩展计划。 Write      

 DeleteSca 
lingPlan

删除指定的扩展计划。 Write      

 DescribeS 
calingPla 
nResources

描述指定的扩展计划中的可扩
展资源。

Read      

 DescribeS 
calingPlans

描述指定的扩展计划或您的所
有扩展计划。

Read      

 GetScalin 
gPlanReso 
urceForec 
astData

检索可扩展资源的预测数据。 Read      

 UpdateSca 
lingPlan

更新扩展计划。 Write      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/autoscaling/plans/APIReference/API_CreateScalingPlan.html
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https://docs.aws.amazon.com/autoscaling/plans/APIReference/API_GetScalingPlanResourceForecastData.html
https://docs.aws.amazon.com/autoscaling/plans/APIReference/API_UpdateScalingPlan.html
https://docs.aws.amazon.com/autoscaling/plans/APIReference/API_UpdateScalingPlan.html
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AWS Auto Scaling 定义的资源类型

AWS Auto Scaling 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS Auto 
Scaling 的访问权限，请在策略中指定 "Resource": "*"。

AWS Auto Scaling 的条件键

Auto Scaling 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS B2B Data Interchange 的操作、资源和条件键

AWS B2B 数据交换（服务前缀:b2bi）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS B2B Data Interchange 定义的操作

• AWS B2B Data Interchange 定义的资源类型

• AWS B2B Data Interchange 的条件键

AWS B2B Data Interchange 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

transform 
er

    CreateCap 
ability

授予创建能力的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

capabilit 
y*

   

profile*    

 CreatePar 
tnership

授予创建合作关系的权限 写入

  aws:TagKe 
ys
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reference_policies_actions-resources-contextkeys.html#actions_table
#awsb2bdatainterchange-transformer
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:Reque 
stTag/${T 
agKey}

 CreateProfile 授予创建配置文件的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateSta 
rterMappi 
ngTemplate

授予生成入门 JSONATA/XSLT 
模板的权限

写入 transform 
er*

   

 CreateTra 
nsformer

授予创建转换的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteCap 
ability

授予删除能力的权限 写入 capabilit 
y*

   

 DeletePar 
tnership

授予删除合作关系的权限 写入 partnersh 
ip*

   

 DeleteProfile 授予删除配置文件的权限 写入 profile*    

 DeleteTra 
nsformer

授予删除转换的权限 写入 transform 
er*

   

 GenerateM 
apping

授予从 Amazon Bedrock 生成
入门 JSONATA/XSLT 映射模
板的权限

写入 transform 
er*

   

AWS B2B 数据交换 351
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#awsb2bdatainterchange-capability
#awsb2bdatainterchange-capability
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_DeletePartnership.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_DeletePartnership.html
#awsb2bdatainterchange-partnership
#awsb2bdatainterchange-partnership
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_DeleteProfile.html
#awsb2bdatainterchange-profile
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_DeleteTransformer.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_DeleteTransformer.html
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-transformer
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_GenerateMapping.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_GenerateMapping.html
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-transformer
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCapabi 
lity

授予获取能力的权限 读取 capabilit 
y*

   

 GetPartne 
rship

授予获取合作关系的权限 读取 partnersh 
ip*

   

 GetProfile 授予获取配置文件的权限 读取 profile*    

 GetTransf 
ormer

授予获取转换的权限 读取 transform 
er*

   

 GetTransf 
ormerJob

授予获取转换作业的权限 读取 transform 
er*

   

 ListCapab 
ilities

授予列出所有能力的权限 列表      

 ListPartn 
erships

授予列出所有合作关系的权限 列表      

 ListProfiles 授予列出所有资料的权限 列表      

capability    

partnersh 
ip

   

profile    

 ListTagsF 
orResource

授予列出 B2Bi 资源的标签的权
限

读取

transform 
er

   

 ListTrans 
formers

授予列出所有转换的权限 列表      
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https://docs.aws.amazon.com/b2bi/latest/APIReference/API_GetCapability.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_GetCapability.html
#awsb2bdatainterchange-capability
#awsb2bdatainterchange-capability
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_GetPartnership.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_GetPartnership.html
#awsb2bdatainterchange-partnership
#awsb2bdatainterchange-partnership
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_GetProfile.html
#awsb2bdatainterchange-profile
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_GetTransformer.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_GetTransformer.html
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-transformer
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_GetTransformerJob.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_GetTransformerJob.html
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-transformer
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_ListCapabilities.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_ListCapabilities.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_ListPartnerships.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_ListPartnerships.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_ListProfiles.html
#awsb2bdatainterchange-capability
#awsb2bdatainterchange-partnership
#awsb2bdatainterchange-partnership
#awsb2bdatainterchange-profile
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_ListTagsForResource.html
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-transformer
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_ListTransformers.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_ListTransformers.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartTran 
sformerJob

授予转换文档的权限 写入 transform 
er*

   

capability    

partnersh 
ip

   

profile    

transform 
er

   

 TagResour 
ce

授予标记 B2Bi 资源的权限 标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 TestConve 
rsion

授予将 a JSON/XML 转换为 
edi 文档的权限

写入 transform 
er*

   

 TestMapping 授予映射示例文件的权限 写入 transform 
er*

   

 TestParsing 授予解析 edi 文档的权限 写入 transform 
er*

   

capability    

partnersh 
ip

   

 UntagReso 
urce

授予取消 B2Bi 资源标记的权限 标记

profile    
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https://docs.aws.amazon.com/b2bi/latest/APIReference/API_StartTransformerJob.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_StartTransformerJob.html
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-capability
#awsb2bdatainterchange-partnership
#awsb2bdatainterchange-partnership
#awsb2bdatainterchange-profile
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-transformer
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_TagResource.html
#awsb2bdatainterchange-aws_TagKeys
#awsb2bdatainterchange-aws_TagKeys
#awsb2bdatainterchange-aws_RequestTag___TagKey_
#awsb2bdatainterchange-aws_RequestTag___TagKey_
#awsb2bdatainterchange-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_TestConversion.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_TestConversion.html
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-transformer
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_TestMapping.html
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-transformer
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_TestParsing.html
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-capability
#awsb2bdatainterchange-partnership
#awsb2bdatainterchange-partnership
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_UntagResource.html
#awsb2bdatainterchange-profile
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

transform 
er

   

  aws:TagKe 
ys

 

capabilit 
y*

    UpdateCap 
ability

授予更新能力的权限 写入

transform 
er

   

partnersh 
ip*

    UpdatePar 
tnership

授予更新合作关系的权限 写入

capability    

 UpdatePro 
file

授予更新配置文件的权限 写入 profile*    

 UpdateTra 
nsformer

授予更新转换的权限 写入 transform 
er*

   

AWS B2B Data Interchange 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 profile arn:${Partition}:b2bi:${Region}:${Ac 
count}:profile/${ResourceId}

aws:ResourceTag/${ 
TagKey}
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#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-aws_TagKeys
#awsb2bdatainterchange-aws_TagKeys
#awsb2bdatainterchange-capability
#awsb2bdatainterchange-capability
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_UpdateCapability.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_UpdateCapability.html
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-partnership
#awsb2bdatainterchange-partnership
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_UpdatePartnership.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_UpdatePartnership.html
#awsb2bdatainterchange-capability
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_UpdateProfile.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_UpdateProfile.html
#awsb2bdatainterchange-profile
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_UpdateTransformer.html
https://docs.aws.amazon.com/b2bi/latest/APIReference/API_UpdateTransformer.html
#awsb2bdatainterchange-transformer
#awsb2bdatainterchange-transformer
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/b2bi/latest/userguide/
#awsb2bdatainterchange-aws_ResourceTag___TagKey_
#awsb2bdatainterchange-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 capability arn:${Partition}:b2bi:${Region}:${Ac 
count}:capability/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 partnership arn:${Partition}:b2bi:${Region}:${Ac 
count}:partnership/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 transformer arn:${Partition}:b2bi:${Region}:${Ac 
count}:transformer/${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS B2B Data Interchange 的条件键

AWS B2B 数据交换定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Backup 的操作、资源和条件键

AWS Backup（服务前缀:backup）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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https://docs.aws.amazon.com/b2bi/latest/userguide/
#awsb2bdatainterchange-aws_ResourceTag___TagKey_
#awsb2bdatainterchange-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/b2bi/latest/userguide/
#awsb2bdatainterchange-aws_ResourceTag___TagKey_
#awsb2bdatainterchange-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/b2bi/latest/userguide/
#awsb2bdatainterchange-aws_ResourceTag___TagKey_
#awsb2bdatainterchange-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/aws-backup/latest/devguide/
https://docs.aws.amazon.com/aws-backup/latest/devguide/
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Backup 定义的操作

• AWS Backup 定义的资源类型

• AWS Backup 的条件键

AWS Backup 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html#authentication
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

backupVau 
lt*

    Associate 
BackupVau 
ltMpaAppr 
ovalTeam

授予将 MPA 审批小组与备份
库关联的权限

写入

  backup:Mp 
aApproval 
TeamArn

 

 CancelLeg 
alHold

授予权限以取消合法保留 写入 legalHold 
*

   

recoveryP 
oint*

    CopyFromB 
ackupVault
[仅权限]

授予权限以从备份文件库复制 Write

  backup:Co 
pyTargets

backup:Co 
pyTargetO 
rgPaths

 

backupVau 
lt*

    CopyIntoB 
ackupVault
[仅权限]

授予权限以复制到备份文件库 Write

  aws:Reque 
stTag/${T 
agKey}

 

backupPla 
n*

    CreateBac 
kupPlan

授予权限以创建新的备份计划 Write

  aws:Reque 
stTag/${T 
agKey}
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#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_AssociateBackupVaultMpaApprovalTeam.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_AssociateBackupVaultMpaApprovalTeam.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_AssociateBackupVaultMpaApprovalTeam.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_AssociateBackupVaultMpaApprovalTeam.html
#awsbackup-backup_MpaApprovalTeamArn
#awsbackup-backup_MpaApprovalTeamArn
#awsbackup-backup_MpaApprovalTeamArn
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CancelLegalHold.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CancelLegalHold.html
#awsbackup-legalHold
#awsbackup-legalHold
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
https://docs.aws.amazon.com/aws-backup/latest/devguide/vaults.html.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vaults.html.html
#awsbackup-backup_CopyTargets
#awsbackup-backup_CopyTargets
#awsbackup-backup_CopyTargets
#awsbackup-backup_CopyTargetOrgPaths
#awsbackup-backup_CopyTargetOrgPaths
#awsbackup-backup_CopyTargetOrgPaths
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/vaults.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vaults.html
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-backupPlan
#awsbackup-backupPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateBackupPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateBackupPlan.html
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 CreateBac 
kupSelection

授予权限以在备份计划中创建
新的资源分配

Write backupPla 
n*

  iam:PassR 
ole

backupVau 
lt*

    CreateBac 
kupVault

授予权限以创建新的备份文件
库

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

framework 
*

    CreateFra 
mework

授予权限以新建框架 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

legalHold 
*

    CreateLeg 
alHold

授予权限以创建新的合法保留 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsbackup-aws_TagKeys
#awsbackup-aws_TagKeys
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateBackupSelection.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateBackupSelection.html
#awsbackup-backupPlan
#awsbackup-backupPlan
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateBackupVault.html
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_TagKeys
#awsbackup-aws_TagKeys
#awsbackup-framework
#awsbackup-framework
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateFramework.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateFramework.html
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_TagKeys
#awsbackup-aws_TagKeys
#awsbackup-legalHold
#awsbackup-legalHold
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateLegalHold.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateLegalHold.html
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_TagKeys
#awsbackup-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

backupVau 
lt*

    CreateLog 
icallyAir 
GappedBac 
kupVault

授予创建新的逻辑间隙备份库
（存储备份的逻辑容器）的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

backup:Mi 
nRetentio 
nDays

backup:Ma 
xRetentio 
nDays

 

reportPla 
n*

    CreateRep 
ortPlan

授予权限以创建新的报告计划 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

backup:Fr 
ameworkAr 
ns

 

 CreateRes 
toreAcces 
sBackupVault

授予创建还原访问备份存储库
的权限

写入 backupVau 
lt*
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#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateLogicallyAirGappedBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateLogicallyAirGappedBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateLogicallyAirGappedBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateLogicallyAirGappedBackupVault.html
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_TagKeys
#awsbackup-aws_TagKeys
#awsbackup-backup_MinRetentionDays
#awsbackup-backup_MinRetentionDays
#awsbackup-backup_MinRetentionDays
#awsbackup-backup_MaxRetentionDays
#awsbackup-backup_MaxRetentionDays
#awsbackup-backup_MaxRetentionDays
#awsbackup-reportPlan
#awsbackup-reportPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateReportPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateReportPlan.html
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_TagKeys
#awsbackup-aws_TagKeys
#awsbackup-backup_FrameworkArns
#awsbackup-backup_FrameworkArns
#awsbackup-backup_FrameworkArns
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateRestoreAccessBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateRestoreAccessBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateRestoreAccessBackupVault.html
#awsbackup-backupVault
#awsbackup-backupVault


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

restoreTe 
stingPlan 
*

    CreateRes 
toreTesti 
ngPlan

授予创建新还原测试计划的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateRes 
toreTesti 
ngSelection

授予在还原测试计划中创建新
资源分配的权限

写入 restoreTe 
stingPlan 
*

  iam:PassR 
ole

 DeleteBac 
kupPlan

授予权限以删除备份计划 Write backupPla 
n*

   

 DeleteBac 
kupSelection

授予权限以从备份计划中删除
资源分配

Write backupPla 
n*

   

 DeleteBac 
kupVault

授予权限以删除备份文件库 Write backupVau 
lt*

   

 DeleteBac 
kupVaultA 
ccessPolicy

授予权限以删除备份文件库访
问策略

权限管理 backupVau 
lt*
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#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_TagKeys
#awsbackup-aws_TagKeys
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateRestoreTestingPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateRestoreTestingPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateRestoreTestingPlan.html
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_TagKeys
#awsbackup-aws_TagKeys
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateRestoreTestingSelection.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateRestoreTestingSelection.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_CreateRestoreTestingSelection.html
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupPlan.html
#awsbackup-backupPlan
#awsbackup-backupPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupSelection.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupSelection.html
#awsbackup-backupPlan
#awsbackup-backupPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupVault.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupVaultAccessPolicy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupVaultAccessPolicy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupVaultAccessPolicy.html
#awsbackup-backupVault
#awsbackup-backupVault


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteBac 
kupVaultL 
ockConfig 
uration

授予权限以从备份文件库中删
除锁定配置

写入 backupVau 
lt*

   

 DeleteBac 
kupVaultN 
otifications

授予权限以从备份文件库中删
除通知

写入 backupVau 
lt*

   

 DeleteBac 
kupVaultS 
haringPolicy
[仅权限]

授予权限以删除备份文件库共
享策略

权限管理 backupVau 
lt*

   

 DeleteFra 
mework

授予权限以删除框架 写入 framework 
*

   

 DeleteRec 
overyPoint

授予权限以从备份文件库中删
除恢复点

写入 recoveryP 
oint*

   

 DeleteRep 
ortPlan

授予权限以删除报告计划 写入 reportPla 
n*

   

 DeleteRes 
toreTesti 
ngPlan

授予删除还原测试计划的权限 写入 restoreTe 
stingPlan 
*

   

 DeleteRes 
toreTesti 
ngSelection

授予从还原测试计划中删除资
源分配的权限

写入 restoreTe 
stingPlan 
*

   

 DescribeB 
ackupJob

授予权限以描述备份作业 Read      
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupVaultLockConfiguration.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupVaultLockConfiguration.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupVaultLockConfiguration.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupVaultLockConfiguration.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupVaultNotifications.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupVaultNotifications.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteBackupVaultNotifications.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/logicallyairgappedvault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/logicallyairgappedvault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/logicallyairgappedvault.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteFramework.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteFramework.html
#awsbackup-framework
#awsbackup-framework
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteRecoveryPoint.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteRecoveryPoint.html
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteReportPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteReportPlan.html
#awsbackup-reportPlan
#awsbackup-reportPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteRestoreTestingPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteRestoreTestingPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteRestoreTestingPlan.html
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteRestoreTestingSelection.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteRestoreTestingSelection.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DeleteRestoreTestingSelection.html
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeBackupJob.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeBackupJob.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeB 
ackupVault

授予权限以使用指定名称描述
新的备份文件库

Read backupVau 
lt*

   

 DescribeC 
opyJob

授予权限以描述复制作业 读取      

 DescribeF 
ramework

授予权限以描述具有指定名称
的框架

读取 framework 
*

   

 DescribeG 
lobalSettings

授予权限以描述全局设置 Read      

 DescribeP 
rotectedR 
esource

授予权限以描述受保护资源 Read      

 DescribeR 
ecoveryPoint

授予权限以描述恢复点 Read recoveryP 
oint*

   

 DescribeR 
egionSettings

授予权限以描述区域设置 读取      

 DescribeR 
eportJob

授予权限以描述报告作业 读取      

 DescribeR 
eportPlan

授予权限以描述具有指定名称
的报告计划

读取 reportPla 
n*

   

 DescribeR 
estoreJob

授予权限以描述还原作业 读取      

 Disassoci 
ateBackup 
VaultMpaA 
pprovalTeam

授予解除 MPA 审批小组与备
份库关联的权限

写入 backupVau 
lt*
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeBackupVault.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeCopyJob.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeCopyJob.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeFramework.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeFramework.html
#awsbackup-framework
#awsbackup-framework
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeGlobalSettings.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeGlobalSettings.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeProtectedResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeProtectedResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeProtectedResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeRecoveryPoint.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeRecoveryPoint.html
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeRegionSettings.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeRegionSettings.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeReportJob.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeReportJob.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeReportPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeReportPlan.html
#awsbackup-reportPlan
#awsbackup-reportPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeRestoreJob.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DescribeRestoreJob.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DisassociateBackupVaultMpaApprovalTeam.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DisassociateBackupVaultMpaApprovalTeam.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DisassociateBackupVaultMpaApprovalTeam.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DisassociateBackupVaultMpaApprovalTeam.html
#awsbackup-backupVault
#awsbackup-backupVault


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateRecove 
ryPoint

授予权限以从备份文件库中取
消恢复点的关联

写入 recoveryP 
oint*

   

 Disassoci 
ateRecove 
ryPointFr 
omParent

授予权限以从父项中取消恢复
点的关联

写入 recoveryP 
oint*

   

 ExportBac 
kupPlanTe 
mplate

授予权限以将备份计划导出为 
JSON

Read      

 GetBackup 
Plan

授予权限以获取备份计划 Read backupPla 
n*

   

 GetBackup 
PlanFromJ 
SON

授予权限以将 JSON 转换为备
份计划

Read      

 GetBackup 
PlanFromT 
emplate

授予权限以将模板转换为备份
计划

Read      

 GetBackup 
Selection

授予权限以获取备份计划资源
分配

Read backupPla 
n*

   

 GetBackup 
VaultAcce 
ssPolicy

授予权限以获取备份文件库访
问策略

Read backupVau 
lt*

   

 GetBackup 
VaultNoti 
fications

授予权限以获取备份文件库通
知

读取 backupVau 
lt*
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DisassociateRecoveryPoint.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DisassociateRecoveryPoint.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DisassociateRecoveryPoint.html
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DisassociateRecoveryPointFromParent.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DisassociateRecoveryPointFromParent.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DisassociateRecoveryPointFromParent.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_DisassociateRecoveryPointFromParent.html
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ExportBackupPlanTemplate.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ExportBackupPlanTemplate.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ExportBackupPlanTemplate.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupPlan.html
#awsbackup-backupPlan
#awsbackup-backupPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupPlanFromJSON.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupPlanFromJSON.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupPlanFromJSON.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupPlanFromTemplate.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupPlanFromTemplate.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupPlanFromTemplate.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupSelection.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupSelection.html
#awsbackup-backupPlan
#awsbackup-backupPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupVaultAccessPolicy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupVaultAccessPolicy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupVaultAccessPolicy.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupVaultNotifications.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupVaultNotifications.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetBackupVaultNotifications.html
#awsbackup-backupVault
#awsbackup-backupVault


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetBackup 
VaultShar 
ingPolicy [仅
权限]

授予权限以获取备份文件库共
享策略

读取 backupVau 
lt*

   

 GetLegalH 
old

授予权限以获取合法保留 读取 legalHold 
*

   

 GetRecove 
ryPointIn 
dexDetails

授予获取恢复点索引详细信息
的权限

读取 recoveryP 
oint*

   

 GetRecove 
ryPointRe 
storeMeta 
data

授予权限以获取恢复点还原元
数据

读取 recoveryP 
oint*

   

 GetRestor 
eJobMetad 
ata

授予获取还原作业所关联还原
元数据的权限

读取      

 GetRestor 
eTestingI 
nferredMe 
tadata

授予获取还原测试所生成的推
断元数据的权限

读取      

 GetRestor 
eTestingPlan

授予获取还原测试计划的权限 读取 restoreTe 
stingPlan 
*

   

 GetRestor 
eTestingS 
election

授予获取还原测试计划资源分
配的权限

读取 restoreTe 
stingPlan 
*
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https://docs.aws.amazon.com/aws-backup/latest/devguide/logicallyairgappedvault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/logicallyairgappedvault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/logicallyairgappedvault.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetLegalHold.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetLegalHold.html
#awsbackup-legalHold
#awsbackup-legalHold
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRecoveryPointIndexDetails.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRecoveryPointIndexDetails.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRecoveryPointIndexDetails.html
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRecoveryPointRestoreMetadata.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRecoveryPointRestoreMetadata.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRecoveryPointRestoreMetadata.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRecoveryPointRestoreMetadata.html
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRestoreJobMetadata.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRestoreJobMetadata.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRestoreJobMetadata.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRestoreTestingInferredMetadata.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRestoreTestingInferredMetadata.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRestoreTestingInferredMetadata.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRestoreTestingInferredMetadata.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRestoreTestingPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRestoreTestingPlan.html
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRestoreTestingSelection.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRestoreTestingSelection.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetRestoreTestingSelection.html
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSuppor 
tedResour 
ceTypes

授予权限以获取支持的资源类
型

读取      

 ListBacku 
pJobSumma 
ries

授予列出备份作业摘要的权限 列表      

 ListBacku 
pJobs

授予权限以列出备份作业 列表      

 ListBacku 
pPlanTemp 
lates

授予列出 Backup 提供的 AWS 
备份计划模板的权限

列表      

 ListBacku 
pPlanVers 
ions

授予权限以列出备份计划版本 列表 backupPla 
n*

   

 ListBacku 
pPlans

授予权限以列出备份计划 列表      

 ListBacku 
pSelections

授予权限以列出特定备份计划
的资源分配

列表 backupPla 
n*

   

 ListBacku 
pVaults

授予权限以列出备份文件库 列表      

 ListCopyJ 
obSummaries

授予列出复制作业摘要的权限 列表      

 ListCopyJ 
obs

授予权限以列出复制作业 列表      
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetSupportedResourceTypes.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetSupportedResourceTypes.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_GetSupportedResourceTypes.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupJobSummaries.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupJobSummaries.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupJobSummaries.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupJobs.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupJobs.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupPlanTemplates.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupPlanTemplates.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupPlanTemplates.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupPlanVersions.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupPlanVersions.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupPlanVersions.html
#awsbackup-backupPlan
#awsbackup-backupPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupPlans.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupPlans.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupSelections.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupSelections.html
#awsbackup-backupPlan
#awsbackup-backupPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupVaults.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListBackupVaults.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListCopyJobSummaries.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListCopyJobSummaries.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListCopyJobs.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListCopyJobs.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListFrame 
works

授予权限以列出框架 列表      

 ListIndex 
edRecover 
yPoints

授予获取列表索引恢复点的权
限

列表      

 ListIndex 
edRecover 
yPointsFo 
rSearch [仅权
限]

授予列出已编入索引的恢复点
以进行搜索的权限

权限管理      

 ListLegal 
Holds

授予权限以列出合法保留 列表      

 ListProte 
ctedResou 
rces

授予通过 B AWS ackup 列出
受保护资源的权限

列表      

 ListProte 
ctedResou 
rcesByBac 
kupVault

授予权限以列出备份文件库内
受保护的资源

列表 backupVau 
lt*

   

 ListRecov 
eryPoints 
ByBackupV 
ault

授予权限以列出备份文件库中
的恢复点

列表 backupVau 
lt*

   

 ListRecov 
eryPoints 
ByLegalHold

授予权限以按合法保留列出恢
复点

列表 legalHold 
*
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListFrameworks.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListFrameworks.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListIndexedRecoveryPoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListIndexedRecoveryPoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListIndexedRecoveryPoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListIndexedRecoveryPointsForSearch.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListIndexedRecoveryPointsForSearch.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListIndexedRecoveryPointsForSearch.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListIndexedRecoveryPointsForSearch.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListLegalHolds.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListLegalHolds.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListProtectedResources.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListProtectedResources.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListProtectedResources.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListProtectedResourcesByBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListProtectedResourcesByBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListProtectedResourcesByBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListProtectedResourcesByBackupVault.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRecoveryPointsByBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRecoveryPointsByBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRecoveryPointsByBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRecoveryPointsByBackupVault.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRecoveryPointsByLegalHold.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRecoveryPointsByLegalHold.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRecoveryPointsByLegalHold.html
#awsbackup-legalHold
#awsbackup-legalHold


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRecov 
eryPoints 
ByResource

授予权限以列出资源恢复点 列表      

 ListRepor 
tJobs

授予列出报告作业的权限。 列表      

 ListRepor 
tPlans

授予列出报告计划的权限。 列表      

 ListResto 
reAccessB 
ackupVaults

授予列出与备份库关联的还原
访问权限的备份存储库的权限

列表 backupVau 
lt*

   

 ListResto 
reJobSumm 
aries

授予列出还原作业摘要的权限 列表      

 ListResto 
reJobs

授予列出还原作业的权限 列表      

 ListResto 
reJobsByP 
rotectedR 
esource

授予列出受保护资源的还原作
业的权限

列表      

 ListResto 
reTesting 
Plans

授予列出还原测试计划的权限 列表      

 ListResto 
reTesting 
Selections

授予列出特定还原测试计划的
资源分配的权限

列表 restoreTe 
stingPlan 
*
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRecoveryPointsByResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRecoveryPointsByResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRecoveryPointsByResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListReportJobs.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListReportJobs.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListReportPlans.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListReportPlans.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreAccessBackupVaults.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreAccessBackupVaults.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreAccessBackupVaults.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreJobSummaries.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreJobSummaries.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreJobSummaries.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreJobs.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreJobs.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreJobsByProtectedResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreJobsByProtectedResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreJobsByProtectedResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreJobsByProtectedResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreTestingPlans.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreTestingPlans.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreTestingPlans.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreTestingSelections.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreTestingSelections.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListRestoreTestingSelections.html
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

backupPla 
n

   

backupVau 
lt

   

framework    

legalHold    

recoveryP 
oint

   

reportPla 
n

   

 ListTags 授予权限以列出资源的标签 Read

restoreTe 
stingPlan

   

 PutBackup 
VaultAcce 
ssPolicy

授予权限以将访问策略添加到
备份文件库中

权限管理 backupVau 
lt*

   

 PutBackup 
VaultLock 
Configuration

授予权限以向备份文件库添加
锁定配置

写入 backupVau 
lt*
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#awsbackup-backupPlan
#awsbackup-backupPlan
#awsbackup-backupVault
#awsbackup-backupVault
#awsbackup-framework
#awsbackup-framework
#awsbackup-legalHold
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
#awsbackup-reportPlan
#awsbackup-reportPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListTags.html
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_PutBackupVaultAccessPolicy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_PutBackupVaultAccessPolicy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_PutBackupVaultAccessPolicy.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_PutBackupVaultLockConfiguration.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_PutBackupVaultLockConfiguration.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_PutBackupVaultLockConfiguration.html
#awsbackup-backupVault
#awsbackup-backupVault


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  backup:Ch 
angeableF 
orDays

backup:Mi 
nRetentio 
nDays

backup:Ma 
xRetentio 
nDays

 

 PutBackup 
VaultNoti 
fications

授予权限以将 SNS 主题添加到
备份文件库中

写入 backupVau 
lt*

   

 PutBackup 
VaultShar 
ingPolicy [仅
权限]

授予权限以将共享策略添加到
备份文件库中

权限管理 backupVau 
lt*

   

 PutRestor 
eValidati 
onResult

授予放置还原验证结果的权限 写入      

 RevokeRes 
toreAcces 
sBackupVault

授予撤消还原访问备份存储库
的权限

写入 backupVau 
lt*

   

 SearchRec 
overyPoint
[仅权限]

授予搜索恢复点的权限 权限管理 recoveryP 
oint*

   

 StartBack 
upJob

授予权限以启动新的备份作业 Write backupVau 
lt*

  iam:PassR 
ole
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#awsbackup-backup_ChangeableForDays
#awsbackup-backup_ChangeableForDays
#awsbackup-backup_ChangeableForDays
#awsbackup-backup_MinRetentionDays
#awsbackup-backup_MinRetentionDays
#awsbackup-backup_MinRetentionDays
#awsbackup-backup_MaxRetentionDays
#awsbackup-backup_MaxRetentionDays
#awsbackup-backup_MaxRetentionDays
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_PutBackupVaultNotifications.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_PutBackupVaultNotifications.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_PutBackupVaultNotifications.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/logicallyairgappedvault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/logicallyairgappedvault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/logicallyairgappedvault.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_PutRestoreValidationResult.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_PutRestoreValidationResult.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_PutRestoreValidationResult.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_RevokeRestoreAccessBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_RevokeRestoreAccessBackupVault.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_RevokeRestoreAccessBackupVault.html
#awsbackup-backupVault
#awsbackup-backupVault
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_SearchRecoveryPoint.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_SearchRecoveryPoint.html
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_StartBackupJob.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_StartBackupJob.html
#awsbackup-backupVault
#awsbackup-backupVault


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartCopy 
Job

授予权限以将备份从源备份文
件库复制到目标备份文件库

写入 recoveryP 
oint*

  iam:PassR 
ole

 StartRepo 
rtJob

授予权限以启动新的报告作业 写入 reportPla 
n*

   

 StartRest 
oreJob

授予权限以启动新的还原作业 Write recoveryP 
oint*

  iam:PassR 
ole

 StopBacku 
pJob

授予权限以停止备份作业 Write      

backupPla 
n

   

backupVau 
lt

   

framework    

legalHold    

recoveryP 
oint

   

reportPla 
n

   

 TagResour 
ce

授予权限以标记资源 Tagging

restoreTe 
stingPlan
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_StartCopyJob.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_StartCopyJob.html
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_StartReportJob.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_StartReportJob.html
#awsbackup-reportPlan
#awsbackup-reportPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_StartRestoreJob.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_StartRestoreJob.html
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_StopBackupJob.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_StopBackupJob.html
#awsbackup-backupPlan
#awsbackup-backupPlan
#awsbackup-backupVault
#awsbackup-backupVault
#awsbackup-framework
#awsbackup-framework
#awsbackup-legalHold
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
#awsbackup-reportPlan
#awsbackup-reportPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_TagResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_TagResource.html
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

backupPla 
n

   

backupVau 
lt

   

framework    

legalHold    

recoveryP 
oint

   

reportPla 
n

   

restoreTe 
stingPlan

   

 UntagReso 
urce

授予权限以取消标记资源 Tagging

  aws:TagKe 
ys

 

 UpdateBac 
kupPlan

授予权限以更新备份计划 写入 backupPla 
n*

   

 UpdateFra 
mework

授予更新框架的权限 写入 framework 
*
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#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_RequestTag___TagKey_
#awsbackup-aws_TagKeys
#awsbackup-aws_TagKeys
#awsbackup-backupPlan
#awsbackup-backupPlan
#awsbackup-backupVault
#awsbackup-backupVault
#awsbackup-framework
#awsbackup-framework
#awsbackup-legalHold
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
#awsbackup-reportPlan
#awsbackup-reportPlan
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UntagResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UntagResource.html
#awsbackup-aws_TagKeys
#awsbackup-aws_TagKeys
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateBackupPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateBackupPlan.html
#awsbackup-backupPlan
#awsbackup-backupPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateFramework.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateFramework.html
#awsbackup-framework
#awsbackup-framework


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateGlo 
balSettings

授予更新 AWS 账户当前全局
设置的权限

写入      

recoveryP 
oint*

    UpdateRec 
overyPoin 
tIndexSet 
tings

授予更新恢复点索引设置的权
限

写入

  backup:In 
dex

 

 UpdateRec 
overyPoin 
tLifecycle

授予权限以更新恢复点生命周
期

Write recoveryP 
oint*

   

 UpdateReg 
ionSettings

授予权限以更新区域当前选择
加入服务设置

写入      

reportPla 
n*

    UpdateRep 
ortPlan

授予权限以更新报告计划 写入

  backup:Fr 
ameworkAr 
ns

 

 UpdateRes 
toreTesti 
ngPlan

授予更新还原测试计划的权限 写入 restoreTe 
stingPlan 
*

   

 UpdateRes 
toreTesti 
ngSelection

授予更新还原测试计划中的资
源分配的权限

写入 restoreTe 
stingPlan 
*

  iam:PassR 
ole
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateGlobalSettings.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateGlobalSettings.html
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRecoveryPointIndexSettings.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRecoveryPointIndexSettings.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRecoveryPointIndexSettings.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRecoveryPointIndexSettings.html
#awsbackup-backup_Index
#awsbackup-backup_Index
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRecoveryPointLifecycle.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRecoveryPointLifecycle.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRecoveryPointLifecycle.html
#awsbackup-recoveryPoint
#awsbackup-recoveryPoint
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRegionSettings.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRegionSettings.html
#awsbackup-reportPlan
#awsbackup-reportPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateReportPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateReportPlan.html
#awsbackup-backup_FrameworkArns
#awsbackup-backup_FrameworkArns
#awsbackup-backup_FrameworkArns
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRestoreTestingPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRestoreTestingPlan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRestoreTestingPlan.html
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRestoreTestingSelection.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRestoreTestingSelection.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_UpdateRestoreTestingSelection.html
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan
#awsbackup-restoreTestingPlan


服务授权参考 服务授权参考

AWS Backup 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 backupVault arn:${Partition}:backup:${Region}:${ 
Account}:backup-vault:${BackupVaultN 
ame}

aws:ResourceTag/${ 
TagKey}

 backupPlan arn:${Partition}:backup:${Region}:${ 
Account}:backup-plan:${BackupPlanId}

aws:ResourceTag/${ 
TagKey}

 recoveryP 
oint

arn:${Partition}:${Vendor}:${Region} 
:*:${ResourceType}:${RecoveryPointId 
}

aws:ResourceTag/${ 
TagKey}

 framework arn:${Partition}:backup:${Region}:${ 
Account}:framework:${FrameworkName}- 
${FrameworkId}

aws:ResourceTag/${ 
TagKey}

 reportPlan arn:${Partition}:backup:${Region}:${ 
Account}:report-plan:${ReportPlanNam 
e}-${ReportPlanId}

aws:ResourceTag/${ 
TagKey}

 legalHold arn:${Partition}:backup:${Region}:${ 
Account}:legal-hold:${LegalHoldId}

aws:ResourceTag/${ 
TagKey}

 restoreTe 
stingPlan

arn:${Partition}:backup:${Region}:${ 
Account}:restore-testing-plan:${Rest 
oreTestingPlanName}-${RestoreTesting 
PlanId}

aws:ResourceTag/${ 
TagKey}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/aws-backup/latest/devguide/vaults.html
#awsbackup-aws_ResourceTag___TagKey_
#awsbackup-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-backup/latest/devguide/about-backup-plans.html
#awsbackup-aws_ResourceTag___TagKey_
#awsbackup-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-backup/latest/devguide/recovery-points.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/recovery-points.html
#awsbackup-aws_ResourceTag___TagKey_
#awsbackup-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-backup/latest/devguide/working-with-audit-frameworks.html
#awsbackup-aws_ResourceTag___TagKey_
#awsbackup-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-backup/latest/devguide/create-report-plan-api.html
#awsbackup-aws_ResourceTag___TagKey_
#awsbackup-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-backup/latest/devguide/legalhold.html
#awsbackup-aws_ResourceTag___TagKey_
#awsbackup-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-backup/latest/devguide/restore-testing.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restore-testing.html
#awsbackup-aws_ResourceTag___TagKey_
#awsbackup-aws_ResourceTag___TagKey_
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AWS Backup 的条件键

AWS Backup 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一步细
化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

 backup:Ch 
angeableF 
orDays

按 ChangeableForDays 参数值筛选访问权限 数值

 backup:Co 
pyTargetO 
rgPaths

按组织单位筛选访问 ArrayOfString

 backup:Co 
pyTargets

按备份库的 ARN 筛选访问权限 ArrayOfARN

 backup:Fr 
ameworkArns

筛选框架访问权限 ARNs ArrayOfARN

 backup:Index 按索引参数的值筛选访问权限 字符串

 backup:Ma 
xRetentionDays

按 MaxRetentionDays 参数值筛选访问权限 数值

 backup:Mi 
nRetentionDays

按 MinRetentionDays 参数值筛选访问权限 数值
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https://docs.aws.amazon.com/aws-backup/latest/devguide/access-control.html#amazon-backup-keys
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条件键 描述 类型

 backup:Mp 
aApproval 
TeamArn

筛选 MPA 批准小组 ARN 对备份库的访问权限 ARN

AWS Backup Gateway 的操作、资源和条件键

AWS Backup Gateway（服务前缀:backup-gateway）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Backup Gateway 定义的操作

• AWS Backup Gateway 定义的资源类型

• AWS Backup Gateway 的条件键

AWS Backup Gateway 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

gateway*     Associate 
GatewayTo 
Server

授予权限 Associate 
GatewayToServer

写入

hyperviso 
r*

   

 Backup 授予 Backup 的权限 写入 virtualma 
chine*

   

 CreateGat 
eway

授予权限 CreateGateway 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteGat 
eway

授予权限 DeleteGateway 写入 gateway*    

 DeleteHyp 
ervisor

授予权限 DeleteHypervisor 写入 hyperviso 
r*
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reference_policies_actions-resources-contextkeys.html#actions_table
#awsbackupgateway-gateway
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_AssociateGatewayToServer.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_AssociateGatewayToServer.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_AssociateGatewayToServer.html
#awsbackupgateway-hypervisor
#awsbackupgateway-hypervisor
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_StartBackupJob.html
#awsbackupgateway-virtualmachine
#awsbackupgateway-virtualmachine
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_CreateGateway.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_CreateGateway.html
#awsbackupgateway-aws_RequestTag___TagKey_
#awsbackupgateway-aws_RequestTag___TagKey_
#awsbackupgateway-aws_RequestTag___TagKey_
#awsbackupgateway-aws_TagKeys
#awsbackupgateway-aws_TagKeys
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_DeleteGateway.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_DeleteGateway.html
#awsbackupgateway-gateway
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_DeleteHypervisor.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_DeleteHypervisor.html
#awsbackupgateway-hypervisor
#awsbackupgateway-hypervisor
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateGatewa 
yFromServer

授予权限 DisassociateGatewa 
yFromServer

写入 gateway*    

 GetBandwi 
dthRateLi 
mitSchedule

授予权限 GetBandwidthRateLi 
mitSchedule

读取 gateway*    

 GetGateway 授予权限 GetGateway 读取 gateway*    

 GetHyperv 
isor

授予权限 GetHypervisor 读取 hyperviso 
r*

   

 GetHyperv 
isorPrope 
rtyMappings

授予权限 GetHypervisorPrope 
rtyMappings

读取 hyperviso 
r*

   

 GetVirtua 
lMachine

授予权限 GetVirtualMachine 读取 virtualma 
chine*

   

 ImportHyp 
ervisorCo 
nfiguration

授予权限 ImportHypervisorCo 
nfiguration

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListGatew 
ays

授予权限 ListGateways 读取      

 ListHyper 
visors

授予权限 ListHypervisors 读取      

 ListTagsF 
orResource

授予权限 ListTagsForResourc 
e

读取 gateway    
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_DisassociateGatewayFromServer.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_DisassociateGatewayFromServer.html
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_GetHypervisorPropertyMappings.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_GetHypervisorPropertyMappings.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_GetHypervisorPropertyMappings.html
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#awsbackupgateway-hypervisor
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_GetVirtualMachine.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_GetVirtualMachine.html
#awsbackupgateway-virtualmachine
#awsbackupgateway-virtualmachine
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_ImportHypervisorConfiguration.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_ImportHypervisorConfiguration.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_ImportHypervisorConfiguration.html
#awsbackupgateway-aws_RequestTag___TagKey_
#awsbackupgateway-aws_RequestTag___TagKey_
#awsbackupgateway-aws_RequestTag___TagKey_
#awsbackupgateway-aws_TagKeys
#awsbackupgateway-aws_TagKeys
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_ListGateways.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_ListGateways.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_ListHypervisors.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_ListHypervisors.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_ListTagsForResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_ListTagsForResource.html
#awsbackupgateway-gateway
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

hyperviso 
r

   

virtualma 
chine

   

 ListVirtu 
alMachines

授予权限 ListVirtualMachines 读取      

 PutBandwi 
dthRateLi 
mitSchedule

授予权限 PutBandwidthRateLi 
mitSchedule

写入 gateway*    

 PutHyperv 
isorPrope 
rtyMappings

授予权限 PutHypervisorPrope 
rtyMappings

写入 hyperviso 
r*

  iam:PassR 
ole

 PutMainte 
nanceStar 
tTime

授予权限 PutMaintenanceStar 
tTime

写入 gateway*    

 Restore 授予 Restore 的权限 写入 hyperviso 
r*

   

 StartVirt 
ualMachin 
esMetadat 
aSync

授予权限 StartVirtualMachin 
esMetadataSync

写入 hyperviso 
r*

  iam:PassR 
ole

gateway     TagResour 
ce

授予权限 TagResource 标记

hyperviso 
r
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_PutMaintenanceStartTime.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_PutMaintenanceStartTime.html
#awsbackupgateway-gateway
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_StartRestoreJob.html
#awsbackupgateway-hypervisor
#awsbackupgateway-hypervisor
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_StartVirtualMachinesMetadataSync.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_StartVirtualMachinesMetadataSync.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_StartVirtualMachinesMetadataSync.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_StartVirtualMachinesMetadataSync.html
#awsbackupgateway-hypervisor
#awsbackupgateway-hypervisor
#awsbackupgateway-gateway
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_TagResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_TagResource.html
#awsbackupgateway-hypervisor
#awsbackupgateway-hypervisor
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

virtualma 
chine

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 TestHyper 
visorConf 
iguration

授予权限 TestHypervisorConf 
iguration

写入 gateway*    

gateway    

hyperviso 
r

   

virtualma 
chine

   

 UntagReso 
urce

授予权限 UntagResource 标记

  aws:TagKe 
ys

 

 UpdateGat 
ewayInfor 
mation

授予权限 UpdateGatewayInfor 
mation

写入 gateway*    

 UpdateGat 
ewaySoftw 
areNow

授予权限 UpdateGat 
ewaySoftwareNow

写入 gateway*    

 UpdateHyp 
ervisor

授予权限 UpdateHypervisor 写入 gateway*    
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#awsbackupgateway-virtualmachine
#awsbackupgateway-virtualmachine
#awsbackupgateway-aws_RequestTag___TagKey_
#awsbackupgateway-aws_RequestTag___TagKey_
#awsbackupgateway-aws_RequestTag___TagKey_
#awsbackupgateway-aws_TagKeys
#awsbackupgateway-aws_TagKeys
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_TestHypervisorConfiguration.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_TestHypervisorConfiguration.html
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#awsbackupgateway-gateway
#awsbackupgateway-gateway
#awsbackupgateway-hypervisor
#awsbackupgateway-hypervisor
#awsbackupgateway-virtualmachine
#awsbackupgateway-virtualmachine
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_UntagResource.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_UntagResource.html
#awsbackupgateway-aws_TagKeys
#awsbackupgateway-aws_TagKeys
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_UpdateGatewayInformation.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_UpdateGatewayInformation.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_UpdateGatewayInformation.html
#awsbackupgateway-gateway
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_UpdateGatewaySoftwareNow.html
#awsbackupgateway-gateway
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_UpdateHypervisor.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_UpdateHypervisor.html
#awsbackupgateway-gateway
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AWS Backup Gateway 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 gateway arn:${Partition}:backup-gateway:${Re 
gion}:${Account}:gateway/${GatewayId 
}

aws:ResourceTag/${ 
TagKey}

 hypervisor arn:${Partition}:backup-gateway:${Re 
gion}:${Account}:hypervisor/${Hyperv 
isorId}

aws:ResourceTag/${ 
TagKey}

 virtualma 
chine

arn:${Partition}:backup-gateway:${Re 
gion}:${Account}:vm/${Virtualmachine 
Id}

aws:ResourceTag/${ 
TagKey}

AWS Backup Gateway 的条件键

AWS Backup Gateway 定义了以下可以在 IAM 策略Condition元素中使用的条件密钥。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString
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reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_Gateway.html
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_Hypervisor.html
#awsbackupgateway-aws_ResourceTag___TagKey_
#awsbackupgateway-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_VirtualMachine.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/API_BGW_VirtualMachine.html
#awsbackupgateway-aws_ResourceTag___TagKey_
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B AWS ackup Search 的操作、资源和条件键

AWS Backup Search（服务前缀:backup-search）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Backup Search 定义的操作

• 由 AWS Backup Search 定义的资源类型

• Back AWS up 搜索的条件键

AWS Backup Search 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSearch 
Job

授予获取搜索工作详细信息的
权限

读取 searchJob 
*

   

 GetSearch 
ResultExp 
ortJob

授予获取搜索结果导出任务详
细信息的权限

读取 searchExp 
ortJob*

   

 ListSearc 
hJobBackups

授予在搜索作业范围内列出备
份的权限

读取 searchJob 
*

   

 ListSearc 
hJobResults

授予列出搜索作业结果的权限 读取 searchJob 
*

   

 ListSearc 
hJobs

授予列出搜索职位的权限 列表      

 ListSearc 
hResultEx 
portJobs

授予列出搜索结果导出任务的
权限

列表      

searchExp 
ortJob

    ListTagsF 
orResource

授予权限以列出资源的标签 读取

searchJob    
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https://docs.aws.amazon.com/aws-backup/latest/devguide/API_ListTagsForResource.html
#awsbackupsearch-searchJob
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartSear 
chJob

授予创建搜索作业的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

searchJob 
*

  iam:PassR 
ole

 StartSear 
chResultE 
xportJob

授予为现有搜索作业启动导出
任务的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StopSearc 
hJob

授予停止正在进行的搜索作业
的权限

写入 searchJob 
*

   

searchExp 
ortJob

   

searchJob    

 TagResour 
ce

授予权限以标记资源 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

searchExp 
ortJob

   

searchJob    

 UntagReso 
urce

授予权限以取消标记资源 标记

  aws:TagKe 
ys

 

由 AWS Backup Search 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 searchJob arn:${Partition}:backup-search:${Reg 
ion}:${Account}:search-job/${Resourc 
eId}

aws:ResourceTag/${ 
TagKey}

 searchExp 
ortJob

arn:${Partition}:backup-search:${Reg 
ion}:${Account}:search-export-job/${ 
ResourceId}

aws:ResourceTag/${ 
TagKey}

Back AWS up 搜索的条件键

AWS Backup Search 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

AWS Backup 存储的操作、资源和条件键

AWS Backup Storage（服务前缀:backup-storage）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Backup 存储定义的操作

• AWS Backup 存储定义的资源类型

• AWS Backup 存储的条件键

AWS Backup 存储定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CommitBac 
kupJob [仅权
限]

授予权限以提交备份作业 写入      

 DeleteObj 
ects [仅权限]

授予权限以删除对象 写入      

 DescribeB 
ackupJob [仅
权限]

授予权限以描述备份作业 写入      

 GetBaseBa 
ckup [仅权限]

授予权限以获取基础备份 写入      

 GetChunk
[仅权限]

授予权限以为还原作业从恢复
点获取数据

写入      

AWS Backup 存储空间 386

reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-data-transfer.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-data-transfer.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-data-transfer.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-data-transfer.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-data-transfer.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-data-transfer.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-data-transfer.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-data-transfer.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-data-transfer.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetIncrem 
entalBase 
Backup [仅权
限]

授予权限以获取增量基础备份 写入      

 GetObject 
Metadata [仅
权限]

授予权限以为还原作业从恢复
点获取元数据

写入      

 ListChunks
[仅权限]

授予权限以为还原作业从恢复
点列出数据

写入      

 ListObjects
[仅权限]

授予权限以为还原作业从恢复
点列出数据

写入      

 MountCaps 
ule [仅权限]

将 KMS 密钥与备份文件库关 
联

写入      

 NotifyObj 
ectComplete
[仅权限]

授予权限以将备份作业的已上
传数据标记为已完成

写入      

 PutChunk
[仅权限]

授予将数据上传到 AWS 备份
管理的恢复点以执行备份作业
的权限

写入      

 PutObject
 [仅权限]

授予权限以发送对象 写入      

 StartObject
[仅权限]

授予将数据上传到 AWS 备份
管理的恢复点以执行备份作业
的权限

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateObj 
ectComplete
[仅权限]

授予权限以更新对象完成 写入      

AWS Backup 存储定义的资源类型

AWS Backup 存储不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS Backup 
存储的访问权限，请在策略中指定 "Resource": "*"。

AWS Backup 存储的条件键

Backup 存储没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用
的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Batch 的操作、资源和条件键

AWS Batch（服务前缀:batch）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Batch 定义的操作

• AWS Batch 定义的资源类型

• AWS Batch 的条件键
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https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-data-transfer.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-data-transfer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/batch/latest/userguide/
https://docs.aws.amazon.com/batch/latest/APIReference/
https://docs.aws.amazon.com/batch/latest/userguide/IAM_policies.html
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AWS Batch 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelJob 授予取消您账户中 B AWS atch 
作业队列中任务的权限

写入 job*    

 CreateCom 
puteEnvir 
onment

授予在您的账户中创建 AWS 
Batch 计算环境的权限

写入 compute-
e 
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/batch/latest/APIReference/API_CancelJob.html
#awsbatch-job
https://docs.aws.amazon.com/batch/latest/APIReference/API_CreateComputeEnvironment.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_CreateComputeEnvironment.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_CreateComputeEnvironment.html
#awsbatch-compute-environment
#awsbatch-compute-environment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

nvironmen 
t*

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

consumabl 
e-resourc 
e*

    CreateCon 
sumableRe 
source

授予在您的账户中创建 AWS 
Batch 可消耗资源的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

job-
queue*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

compute-
e 
nvironmen 
t

   

 CreateJob 
Queue

授予在您的账户中创建 AWS 
Batch 作业队列的权限

写入

schedulin 
g-policy
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#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_TagKeys
#awsbatch-aws_TagKeys
#awsbatch-consumable-resource
#awsbatch-consumable-resource
#awsbatch-consumable-resource
https://docs.aws.amazon.com/batch/latest/APIReference/API_CreateConsumableResource.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_CreateConsumableResource.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_CreateConsumableResource.html
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_TagKeys
#awsbatch-aws_TagKeys
#awsbatch-job-queue
#awsbatch-job-queue
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_TagKeys
#awsbatch-aws_TagKeys
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
https://docs.aws.amazon.com/batch/latest/APIReference/API_CreateJobQueue.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_CreateJobQueue.html
#awsbatch-scheduling-policy
#awsbatch-scheduling-policy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

service-e 
nvironmen 
t

   

schedulin 
g-policy*

    CreateSch 
edulingPolicy

授予在您的账户中创建 AWS 
Batch 计划策略的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

service-e 
nvironmen 
t*

  iam:Creat 
eServiceL 
inkedRole

 CreateSer 
viceEnvir 
onment

授予在您的账户中创建 AWS 
Batch 服务环境的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCom 
puteEnvir 
onment

授予删除您账户中的 AWS 
Batch 计算环境的权限

写入 compute-
e 
nvironmen 
t*

   

 DeleteCon 
sumableRe 
source

授予删除您账户中 AWS Batch 
可消耗资源的权限

写入 consumabl 
e-resourc 
e*
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#awsbatch-service-environment
#awsbatch-service-environment
#awsbatch-service-environment
#awsbatch-scheduling-policy
#awsbatch-scheduling-policy
https://docs.aws.amazon.com/batch/latest/APIReference/API_CreateSchedulingPolicy.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_CreateSchedulingPolicy.html
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_TagKeys
#awsbatch-aws_TagKeys
#awsbatch-service-environment
#awsbatch-service-environment
#awsbatch-service-environment
https://docs.aws.amazon.com/batch/latest/APIReference/API_CreateServiceEnvironment.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_CreateServiceEnvironment.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_CreateServiceEnvironment.html
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_TagKeys
#awsbatch-aws_TagKeys
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeleteComputeEnvironment.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeleteComputeEnvironment.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeleteComputeEnvironment.html
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeleteConsumableResource.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeleteConsumableResource.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeleteConsumableResource.html
#awsbatch-consumable-resource
#awsbatch-consumable-resource
#awsbatch-consumable-resource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteJob 
Queue

授予删除您账户中的 AWS 
Batch 作业队列的权限

写入 job-
queue*

   

 DeleteSch 
edulingPolicy

授予删除您账户中的 AWS 
Batch 计划策略的权限

写入 schedulin 
g-policy*

   

 DeleteSer 
viceEnvir 
onment

授予删除您账户中的 AWS 
Batch 服务环境的权限

写入 service-e 
nvironmen 
t*

   

 Deregiste 
rJobDefinition

授予在您的账户中注销 AWS 
Batch 作业定义的权限

写入 job-defin 
ition-rev 
ision*

   

 DescribeC 
omputeEnv 
ironments

授予描述您账户中一个或多个 
AWS Batch 计算环境的权限

读取      

 DescribeC 
onsumable 
Resource

授予描述您账户中一个或多个 
AWS Batch 可消耗资源的权限

读取 consumabl 
e-resourc 
e*

   

 DescribeJ 
obDefinitions

授予描述账户中一个或多个 B 
AWS atch 作业定义的权限

读取      

 DescribeJ 
obQueues

授予描述您账户中一个或多个 
AWS Batch 作业队列的权限

读取      

 DescribeJ 
obs

授予描述您账户中的 B AWS 
atch 任务列表的权限

读取      

 DescribeS 
cheduling 
Policies

授予描述您账户中一个或多个 
AWS Batch 调度策略的权限

读取      
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https://docs.aws.amazon.com/batch/latest/APIReference/API_DeleteJobQueue.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeleteJobQueue.html
#awsbatch-job-queue
#awsbatch-job-queue
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeleteSchedulingPolicy.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeleteSchedulingPolicy.html
#awsbatch-scheduling-policy
#awsbatch-scheduling-policy
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeleteServiceEnvironment.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeleteServiceEnvironment.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeleteServiceEnvironment.html
#awsbatch-service-environment
#awsbatch-service-environment
#awsbatch-service-environment
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeregisterJobDefinition.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DeregisterJobDefinition.html
#awsbatch-job-definition-revision
#awsbatch-job-definition-revision
#awsbatch-job-definition-revision
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeComputeEnvironments.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeComputeEnvironments.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeComputeEnvironments.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeConsumableResource.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeConsumableResource.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeConsumableResource.html
#awsbatch-consumable-resource
#awsbatch-consumable-resource
#awsbatch-consumable-resource
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeJobDefinitions.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeJobDefinitions.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeJobQueues.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeJobQueues.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeJobs.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeJobs.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeSchedulingPolicies.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeSchedulingPolicies.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeSchedulingPolicies.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
erviceEnv 
ironments

授予描述您账户中一个或多个 
AWS Batch 服务环境的权限

读取      

 DescribeS 
erviceJob

授予描述您账户中的 AWS 
Batch 服务任务的权限

读取      

 GetJobQue 
ueSnapshot

授予在您的账户中获取 B AWS 
atch 作业队列快照的权限

读取 job-
queue*

   

 ListConsu 
mableReso 
urces

授予在您的账户中列 AWS 出 
Batch 可消耗资源的权限

列表      

 ListJobs 授予在您的账户中列出指定 B 
AWS atch 作业队列的任务的
权限

列表      

 ListJobsB 
yConsumab 
leResource

授予列出需要账户中特定消耗
资源的 B AWS atch 任务的权
限

列表 consumabl 
e-resourc 
e*

   

 ListSched 
ulingPolicies

授予在您的账户中列 AWS 出 
Batch 计划策略的权限

读取      

 ListServi 
ceJobs

授予列出您账户中指定 B AWS 
atch 作业队列的服务任务的权
限

列表      

 ListTagsF 
orResource

授予在您的账户中列出 AWS 
Batch 资源标签的权限

读取 compute-
e 
nvironmen 
t
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https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeServiceEnvironments.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeServiceEnvironments.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeServiceEnvironments.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeServiceJob.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_DescribeServiceJob.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_GetJobQueueSnapshot.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_GetJobQueueSnapshot.html
#awsbatch-job-queue
#awsbatch-job-queue
https://docs.aws.amazon.com/batch/latest/APIReference/API_ListConsumableResources.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_ListConsumableResources.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_ListConsumableResources.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_ListJobs.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_ListJobsByConsumableResource.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_ListJobsByConsumableResource.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_ListJobsByConsumableResource.html
#awsbatch-consumable-resource
#awsbatch-consumable-resource
#awsbatch-consumable-resource
https://docs.aws.amazon.com/batch/latest/APIReference/API_ListSchedulingPolicies.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_ListSchedulingPolicies.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_ListServiceJobs.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_ListServiceJobs.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_ListTagsForResource.html
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

consumabl 
e-resourc 
e

   

job    

job-defin 
ition-rev 
ision

   

job-
queue

   

schedulin 
g-policy

   

service-e 
nvironmen 
t

   

service-j 
ob

   

job-defin 
ition*

    RegisterJ 
obDefinition

授予在您的账户中注册 AWS 
Batch 作业定义的权限

写入

consumabl 
e-resourc 
e
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#awsbatch-consumable-resource
#awsbatch-consumable-resource
#awsbatch-consumable-resource
#awsbatch-job
#awsbatch-job-definition-revision
#awsbatch-job-definition-revision
#awsbatch-job-definition-revision
#awsbatch-job-queue
#awsbatch-job-queue
#awsbatch-scheduling-policy
#awsbatch-scheduling-policy
#awsbatch-service-environment
#awsbatch-service-environment
#awsbatch-service-environment
#awsbatch-service-job
#awsbatch-service-job
#awsbatch-job-definition
#awsbatch-job-definition
https://docs.aws.amazon.com/batch/latest/APIReference/API_RegisterJobDefinition.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_RegisterJobDefinition.html
#awsbatch-consumable-resource
#awsbatch-consumable-resource
#awsbatch-consumable-resource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  batch:Use 
r

batch:Pri 
vileged

batch:Ima 
ge

batch:Log 
Driver

batch:AWS 
LogsGroup

batch:AWS 
LogsRegio 
n

batch:AWS 
LogsStrea 
mPrefix

batch:AWS 
LogsCreat 
eGroup

batch:EKS 
ServiceAc 
countName

batch:EKS 
Image

batch:EKS 
RunAsUser
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#awsbatch-batch_User
#awsbatch-batch_User
#awsbatch-batch_Privileged
#awsbatch-batch_Privileged
#awsbatch-batch_Image
#awsbatch-batch_Image
#awsbatch-batch_LogDriver
#awsbatch-batch_LogDriver
#awsbatch-batch_AWSLogsGroup
#awsbatch-batch_AWSLogsGroup
#awsbatch-batch_AWSLogsGroup
#awsbatch-batch_AWSLogsRegion
#awsbatch-batch_AWSLogsRegion
#awsbatch-batch_AWSLogsRegion
#awsbatch-batch_AWSLogsStreamPrefix
#awsbatch-batch_AWSLogsStreamPrefix
#awsbatch-batch_AWSLogsStreamPrefix
#awsbatch-batch_AWSLogsCreateGroup
#awsbatch-batch_AWSLogsCreateGroup
#awsbatch-batch_AWSLogsCreateGroup
#awsbatch-batch_EKSServiceAccountName
#awsbatch-batch_EKSServiceAccountName
#awsbatch-batch_EKSServiceAccountName
#awsbatch-batch_EKSServiceAccountName
#awsbatch-batch_EKSImage
#awsbatch-batch_EKSImage
#awsbatch-batch_EKSRunAsUser
#awsbatch-batch_EKSRunAsUser
#awsbatch-batch_EKSRunAsUser
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

batch:EKS 
RunAsGrou 
p

batch:EKS 
Privilege 
d

batch:EKS 
Namespace

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 SubmitJob 授予根据您账户中的任务定义
提交 B AWS atch 作业的权限

写入 job* batch:Sha 
reIdentif 
ier

batch:EKS 
Image

batch:EKS 
Namespace

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsbatch-batch_EKSRunAsGroup
#awsbatch-batch_EKSRunAsGroup
#awsbatch-batch_EKSRunAsGroup
#awsbatch-batch_EKSPrivileged
#awsbatch-batch_EKSPrivileged
#awsbatch-batch_EKSPrivileged
#awsbatch-batch_EKSNamespace
#awsbatch-batch_EKSNamespace
#awsbatch-batch_EKSNamespace
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_TagKeys
#awsbatch-aws_TagKeys
https://docs.aws.amazon.com/batch/latest/APIReference/API_SubmitJob.html
#awsbatch-job
#awsbatch-batch_ShareIdentifier
#awsbatch-batch_ShareIdentifier
#awsbatch-batch_ShareIdentifier
#awsbatch-batch_EKSImage
#awsbatch-batch_EKSImage
#awsbatch-batch_EKSNamespace
#awsbatch-batch_EKSNamespace
#awsbatch-batch_EKSNamespace
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_TagKeys
#awsbatch-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

job-defin 
ition*

   

job-
queue*

   

consumabl 
e-resourc 
e

   

job-
queue*

    SubmitSer 
viceJob

授予提交 B AWS atch 服务作
业的权限

写入

service-j 
ob*

batch:Sha 
reIdentif 
ier

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

compute-
e 
nvironmen 
t

   

consumabl 
e-resourc 
e

   

 TagResour 
ce

授予在您的账户中为 AWS 
Batch 资源添加标签的权限

标记

job    
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#awsbatch-job-definition
#awsbatch-job-definition
#awsbatch-job-queue
#awsbatch-job-queue
#awsbatch-consumable-resource
#awsbatch-consumable-resource
#awsbatch-consumable-resource
#awsbatch-job-queue
#awsbatch-job-queue
https://docs.aws.amazon.com/batch/latest/APIReference/API_SubmitServiceJob.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_SubmitServiceJob.html
#awsbatch-service-job
#awsbatch-service-job
#awsbatch-batch_ShareIdentifier
#awsbatch-batch_ShareIdentifier
#awsbatch-batch_ShareIdentifier
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_TagKeys
#awsbatch-aws_TagKeys
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-consumable-resource
#awsbatch-consumable-resource
#awsbatch-consumable-resource
https://docs.aws.amazon.com/batch/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_TagResource.html
#awsbatch-job
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

job-defin 
ition-rev 
ision

   

job-
queue

   

schedulin 
g-policy

   

service-e 
nvironmen 
t

   

service-j 
ob

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Terminate 
Job

授予终止您账户中 B AWS atch 
作业队列中任务的权限

写入 job*    

 Terminate 
ServiceJob

授予终止您账户中 B AWS atch 
作业队列中的服务作业的权限

写入 service-j 
ob*

   

 UntagReso 
urce

授予在您的账户中取消标记 
AWS Batch 资源的权限

标记 compute-
e 
nvironmen 
t

   

AWS Batch 398

#awsbatch-job-definition-revision
#awsbatch-job-definition-revision
#awsbatch-job-definition-revision
#awsbatch-job-queue
#awsbatch-job-queue
#awsbatch-scheduling-policy
#awsbatch-scheduling-policy
#awsbatch-service-environment
#awsbatch-service-environment
#awsbatch-service-environment
#awsbatch-service-job
#awsbatch-service-job
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_RequestTag___TagKey_
#awsbatch-aws_TagKeys
#awsbatch-aws_TagKeys
https://docs.aws.amazon.com/batch/latest/APIReference/API_TerminateJob.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_TerminateJob.html
#awsbatch-job
https://docs.aws.amazon.com/batch/latest/APIReference/API_TerminateServiceJob.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_TerminateServiceJob.html
#awsbatch-service-job
#awsbatch-service-job
https://docs.aws.amazon.com/batch/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_UntagResource.html
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

consumabl 
e-resourc 
e

   

job    

job-defin 
ition-rev 
ision

   

job-
queue

   

schedulin 
g-policy

   

service-e 
nvironmen 
t

   

service-j 
ob

   

  aws:TagKe 
ys

 

 UpdateCom 
puteEnvir 
onment

授予更新您账户中的 AWS 
Batch 计算环境的权限

写入 compute-
e 
nvironmen 
t*

   

 UpdateCon 
sumableRe 
source

授予更新您账户中 AWS Batch 
可消耗资源的权限

写入 consumabl 
e-resourc 
e*
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#awsbatch-consumable-resource
#awsbatch-consumable-resource
#awsbatch-consumable-resource
#awsbatch-job
#awsbatch-job-definition-revision
#awsbatch-job-definition-revision
#awsbatch-job-definition-revision
#awsbatch-job-queue
#awsbatch-job-queue
#awsbatch-scheduling-policy
#awsbatch-scheduling-policy
#awsbatch-service-environment
#awsbatch-service-environment
#awsbatch-service-environment
#awsbatch-service-job
#awsbatch-service-job
#awsbatch-aws_TagKeys
#awsbatch-aws_TagKeys
https://docs.aws.amazon.com/batch/latest/APIReference/API_UpdateComputeEnvironment.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_UpdateComputeEnvironment.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_UpdateComputeEnvironment.html
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
https://docs.aws.amazon.com/batch/latest/APIReference/API_UpdateConsumableResource.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_UpdateConsumableResource.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_UpdateConsumableResource.html
#awsbatch-consumable-resource
#awsbatch-consumable-resource
#awsbatch-consumable-resource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

job-
queue*

   

compute-
e 
nvironmen 
t

   

 UpdateJob 
Queue

授予更新您账户中的 AWS 
Batch 作业队列的权限

写入

schedulin 
g-policy

   

 UpdateSch 
edulingPolicy

授予更新您账户中的 AWS 
Batch 计划策略的权限

写入 schedulin 
g-policy*

   

 UpdateSer 
viceEnvir 
onment

授予更新您账户中的 AWS 
Batch 服务环境的权限

写入 service-e 
nvironmen 
t*

   

AWS Batch 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 compute-e 
nvironment

arn:${Partition}:batch:${Region}:${A 
ccount}:compute-environment/${Comput 
eEnvironmentName}

aws:ResourceTag/${ 
TagKey}

 job-queue arn:${Partition}:batch:${Region}:${A 
ccount}:job-queue/${JobQueueName}

aws:ResourceTag/${ 
TagKey}
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#awsbatch-job-queue
#awsbatch-job-queue
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
#awsbatch-compute-environment
https://docs.aws.amazon.com/batch/latest/APIReference/API_UpdateJobQueue.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_UpdateJobQueue.html
#awsbatch-scheduling-policy
#awsbatch-scheduling-policy
https://docs.aws.amazon.com/batch/latest/APIReference/API_UpdateSchedulingPolicy.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_UpdateSchedulingPolicy.html
#awsbatch-scheduling-policy
#awsbatch-scheduling-policy
https://docs.aws.amazon.com/batch/latest/APIReference/API_UpdateServiceEnvironment.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_UpdateServiceEnvironment.html
https://docs.aws.amazon.com/batch/latest/APIReference/API_UpdateServiceEnvironment.html
#awsbatch-service-environment
#awsbatch-service-environment
#awsbatch-service-environment
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/batch/latest/userguide/compute_environments.html
https://docs.aws.amazon.com/batch/latest/userguide/compute_environments.html
#awsbatch-aws_ResourceTag___TagKey_
#awsbatch-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/batch/latest/userguide/job_queues.html
#awsbatch-aws_ResourceTag___TagKey_
#awsbatch-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 job-definition arn:${Partition}:batch:${Region}:${A 
ccount}:job-definition/${JobDefiniti 
onName}

 

 job-defin 
ition-revision

arn:${Partition}:batch:${Region}:${A 
ccount}:job-definition/${JobDefiniti 
onName}:${Revision}

aws:ResourceTag/${ 
TagKey}

 job arn:${Partition}:batch:${Region}:${A 
ccount}:job/${JobId}

aws:ResourceTag/${ 
TagKey}

 scheduling-
policy

arn:${Partition}:batch:${Region}:${A 
ccount}:scheduling-policy/${Scheduli 
ngPolicyName}

aws:ResourceTag/${ 
TagKey}

 service-e 
nvironment

arn:${Partition}:batch:${Region}:${A 
ccount}:service-environment/${Servic 
eEnvironmentName}

aws:ResourceTag/${ 
TagKey}

 service-job arn:${Partition}:batch:${Region}:${A 
ccount}:service-job/${JobId}

aws:ResourceTag/${ 
TagKey}

 consumable-
resource

arn:${Partition}:batch:${Region}:${A 
ccount}:consumable-resource/${Consum 
ableResourceName}

aws:ResourceTag/${ 
TagKey}

AWS Batch 的条件键

AWS Batch 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一步细
化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/batch/latest/userguide/job_definitions.html
https://docs.aws.amazon.com/batch/latest/userguide/job_definitions.html
https://docs.aws.amazon.com/batch/latest/userguide/job_definitions.html
#awsbatch-aws_ResourceTag___TagKey_
#awsbatch-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/batch/latest/userguide/jobs.html
#awsbatch-aws_ResourceTag___TagKey_
#awsbatch-aws_ResourceTag___TagKey_
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#awsbatch-aws_ResourceTag___TagKey_
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#awsbatch-aws_ResourceTag___TagKey_
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#awsbatch-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/batch/latest/userguide/resource-aware-scheduling.html
https://docs.aws.amazon.com/batch/latest/userguide/resource-aware-scheduling.html
#awsbatch-aws_ResourceTag___TagKey_
#awsbatch-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 batch:AWS 
LogsCreat 
eGroup

根据指定的日志记录驱动程序，筛选访问权限，以确定是
否将为日志创建 awslog 组

布尔型

 batch:AWS 
LogsGroup

根据日志所在的 awslog 组筛选访问权限 字符串

 batch:AWS 
LogsRegion

根据日志发送到的区域筛选访问权限 字符串

 batch:AWS 
LogsStrea 
mPrefix

根据 awslog 日志流前缀筛选访问权限 字符串

 batch:EKS 
Image

按用于启动 Amazon EKS 任务容器的映像筛选访问权限 字符串

 batch:EKS 
Namespace

按用于为 Amazon EKS 作业运行 pod 的集群的命名空间
筛选访问权限

字符串

 batch:EKS 
Privileged

按指定的特权参数值筛选访问权限，该参数值可确定是否
为此容器提供了对 Amazon EKS 任务主机容器实例的提升
权限（类似于根用户）

布尔型

 batch:EKS 
RunAsGroup

按用于启动 Amazon EKS 任务中容器的指定组数字 
ID（gid）筛选访问权限

数值
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsbatch.html#awsbatch-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsbatch.html#awsbatch-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsbatch.html#awsbatch-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsbatch.html#awsbatch-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsbatch.html#awsbatch-policy-keys
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条件键 描述 类型

 batch:EKS 
RunAsUser

按用于启动 Amazon EKS 任务中容器的指定用户数字 
ID（uid）筛选访问权限

数值

 batch:EKS 
ServiceAc 
countName

按用于运行 Amazon EKS 任务容器组（pod）的服务账户
名称筛选访问权限

字符串

 batch:Image 按用于启动容器的映像筛选访问权限 字符串

 batch:LogDriver 根据用于容器的日志驱动程序筛选访问权限 字符串

 batch:Privileged 根据指定的特权参数值筛选访问权限，该参数值可确定是
否为此容器提供了对主机容器实例的提升权限（类似于根
用户）

布尔型

 batch:Sha 
reIdentifier

根据提交任务内使用的 shareIdentifier 筛选访问权限 字符串

 batch:User 根据容器内使用的用户名或数字 UID 筛选访问权限 字符串

Amazon Bedrock 的操作、资源和条件键

Amazon Bedrock（服务前缀：bedrock）提供以下服务特定的资源、操作和条件上下文键以在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Bedrock 定义的操作

• Amazon Bedrock 定义的资源类型

• Amazon Bedrock 的条件键
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Amazon Bedrock 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AllowVend 
edLogDeli 
veryForRe 
source [仅权
限]

授予权限以为知识库配置发布
的日志传输

权限管理 knowledge 
-base
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

guardrail*     ApplyGuar 
drail

授予权限以应用护栏 读取

guardrail-
profile

   

 Associate 
AgentColl 
aborator

授予将其他现有代理作为协作
者与现有代理关联的权限

写入 agent*    

agent*     Associate 
AgentKnow 
ledgeBase

授予将知识库与代理关联的权
限

写入

knowledge 
-base*

   

 Associate 
ThirdPart 
yKnowledg 
eBase [仅权
限]

授予使用第三方平台存储知识
数据的权限

写入   bedrock:T 
hirdParty 
Knowledge 
BaseCrede 
ntialsSec 
retArn

 

 BatchDele 
teEvaluat 
ionJob

授予权限以批量删除 Bedrock 
评估作业列表

写入 evaluatio 
n-job*

   

 CallWithB 
earerToken

授予使用不记名令牌的权限 读取      

 CancelAut 
omatedRea 
soningPol 
icyBuildW 
orkflow

授予取消自动推理策略的生成
工作流程的权限

写入 automated 
-reasonin 
g-policy*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAgent 授予创建指向 DRAFT 代理版
本的新代理和测试代理别名的
权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

agent*     CreateAge 
ntActionG 
roup

授予在现有代理中创建新操作
组的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

agent*     CreateAge 
ntAlias

授予为代理创建新别名的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateAut 
omatedRea 
soningPolicy

授予创建新的自动推理策略的
权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAut 
omatedRea 
soningPol 
icyTestCase

授予为自动推理策略创建测试
用例的权限

写入 automated 
-reasonin 
g-policy*

   

automated 
-reasonin 
g-policy*

    CreateAut 
omatedRea 
soningPol 
icyVersion

授予创建新的自动推理策略版
本的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateBlu 
eprint

授予为数据自动化的自定义输
出创建蓝图的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateBlu 
eprintVersion

授予为现有蓝图创建新版本的
权限

写入 blueprint*    

 CreateCus 
tomModel

授予在 Bedrock 中创建自定义
模型的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

custom-
model*

    CreateCus 
tomModelD 
eployment

授予为自定义模型创建自定义
模型部署的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

blueprint     CreateDat 
aAutomati 
onProject

授予创建数据自动化项目的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDat 
aSource

授予创建数据源的权限 写入 knowledge 
-base*

   

custom-
model*

   

default-p 
rompt-rou 
ter*

   

foundatio 
n-model*

   

 CreateEva 
luationJob

授予为评估基础模型或自定义
模型创建作业的权限

写入

prompt-ro 
uter*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateFlow 授予权限以创建提示流 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

flow*     CreateFlo 
wAlias

授予权限以创建提示流别名 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateFlo 
wVersion

授予权限以创建提示流的不可
变版本

写入 flow*    

 CreateFou 
ndationMo 
delAgreem 
ent

授予创建新的基础模型协议的
权限

写入      

 CreateGua 
rdrail

授予创建新防护机制的权限 写入 automated 
-reasonin 
g-policy
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

automated 
-reasonin 
g-policy- 
version

   

guardrail-
profile

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateGua 
rdrailVersion

授予创建新防护机制版本的权
限

写入 guardrail*    

applicati 
on-infere 
nce-profi 
le*

   

foundatio 
n-model*

   

inference 
-profile*

   

 CreateInf 
erenceProfile

授予创建推理配置文件的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateInv 
ocation

授予在现有会话中创建新调用
的权限

写入 session*    

 CreateKno 
wledgeBase

授予权限以创建知识库 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateMar 
ketplaceM 
odelEndpoint

授予创建商城模型端点的权限 写入      

custom-
model*

    CreateMod 
elCopyJob

授予权限以创建作业，以跨区
域或跨账户复制自定义模型

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

custom-
model*

    CreateMod 
elCustomi 
zationJob

授予权限以创建任务，以使用
您的自定义训练数据自定义模
型

写入

foundatio 
n-model*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

custom-
model*

   

foundatio 
n-model*

   

 CreateMod 
elEvaluat 
ionJob

授予为评估基础模型或自定义
模型创建作业的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateMod 
elImportJob

授予权限以创建作业，将模型
导入 Bedrock

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

custom-
model*

    CreateMod 
elInvocat 
ionJob

授予创建新模型调用作业的权
限

写入

foundatio 
n-model*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

model-
inv 
ocation-j 
ob*

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePro 
mpt

授予权限以创建提示 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on-infere 
nce-profi 
le*

   

foundatio 
n-model*

   

 CreatePro 
mptRouter

授予创建自定义提示路由器的
权限

写入

inference 
-profile*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

prompt*     CreatePro 
mptVersion

授予权限以创建提示版本 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

custom-
model*

   

foundatio 
n-model*

   

 CreatePro 
visionedM 
odelThrou 
ghput

授予创建新的预置模型吞吐量
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSes 
sion

授予创建新会话的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_CreateSession.html
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_TagKeys
#amazonbedrock-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAgent 授予删除您之前创建的代理的
权限

写入 agent*    

 DeleteAge 
ntActionG 
roup

授予删除您之前创建的操作组
的权限

写入 agent*    

 DeleteAge 
ntAlias

授予删除您之前创建 AgentAlia 
s 的的权限

写入 agent-ali 
as*

   

 DeleteAge 
ntMemory

授予权限以删除别名的现有内
存

写入 agent-ali 
as*

   

 DeleteAge 
ntVersion

授予删除您之前创建的代理版
本的权限

写入 agent*    

automated 
-reasonin 
g-policy*

    DeleteAut 
omatedRea 
soningPolicy

授予删除自动推理策略或其版
本的权限

写入

automated 
-reasonin 
g-policy- 
version*

   

 DeleteAut 
omatedRea 
soningPol 
icyBuildW 
orkflow

授予删除自动推理策略的生成
工作流程的权限

写入 automated 
-reasonin 
g-policy*

   

 DeleteAut 
omatedRea 
soningPol 
icyTestCase

授予删除自动推理策略的测试
用例的权限

写入 automated 
-reasonin 
g-policy*
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https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteAgent.html
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteAgentActionGroup.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteAgentActionGroup.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteAgentActionGroup.html
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteAgentAlias.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteAgentAlias.html
#amazonbedrock-agent-alias
#amazonbedrock-agent-alias
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_DeleteAgentMemory.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_DeleteAgentMemory.html
#amazonbedrock-agent-alias
#amazonbedrock-agent-alias
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteAgentVersion.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteAgentVersion.html
#amazonbedrock-agent
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteBlu 
eprint

授予删除数据自动化蓝图的权
限

写入 blueprint*    

 DeleteCus 
tomModel

授予权限以删除您之前创建的
自定义模型

写入 custom-
model*

   

 DeleteCus 
tomModelD 
eployment

授予删除您之前创建的自定义
模型部署的权限

写入 custom-
model-
deplo 
yment*

   

 DeleteDat 
aAutomati 
onProject

授予删除数据自动化项目的权
限

写入 data-auto 
mation-pr 
oject*

   

 DeleteDat 
aSource

授予删除数据源的权限 写入 knowledge 
-base*

   

 DeleteFlow 授予权限以删除提示流 写入 flow*    

 DeleteFlo 
wAlias

授予权限以删除提示流别名 写入 flow-alia 
s*

   

 DeleteFlo 
wVersion

授予权限以删除提示流版本 写入 flow*    

 DeleteFou 
ndationMo 
delAgreem 
ent

授予删除先前创建的基础模型
协议的权限

写入      

 DeleteGua 
rdrail

授予删除防护机制或其版本的
权限

写入 guardrail*    
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https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_DeleteBlueprint.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_DeleteBlueprint.html
#amazonbedrock-blueprint
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteCustomModel.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteCustomModel.html
#amazonbedrock-custom-model
#amazonbedrock-custom-model
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteCustomModelDeployment.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteCustomModelDeployment.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteCustomModelDeployment.html
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_DeleteDataAutomationProject.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_DeleteDataAutomationProject.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_DeleteDataAutomationProject.html
#amazonbedrock-data-automation-project
#amazonbedrock-data-automation-project
#amazonbedrock-data-automation-project
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteDataSource.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteDataSource.html
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteFlow.html
#amazonbedrock-flow
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteFlowAlias.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteFlowAlias.html
#amazonbedrock-flow-alias
#amazonbedrock-flow-alias
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteFlowVersion.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteFlowVersion.html
#amazonbedrock-flow
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-guardrail


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteImp 
ortedModel

授予权限以删除先前创建的 
Bedrock 导入模型

写入 imported- 
model*

   

 DeleteInf 
erenceProfile

授予删除推理配置文件的权限 写入 applicati 
on-infere 
nce-profi 
le*

   

 DeleteKno 
wledgeBase

授予权限以删除知识库 写入 knowledge 
-base*

   

 DeleteKno 
wledgeBas 
eDocuments

授予从知识库中删除文档的权
限

写入 knowledge 
-base*

   

 DeleteMar 
ketplaceM 
odelAgree 
ment

授予取消订阅支持 AWS 基石
市场的市场模式的权限

写入      

 DeleteMar 
ketplaceM 
odelEndpoint

授予删除商城模型端点的权限 写入 bedrock-
m 
arketplac 
e-model-
endpoint*

   

 DeleteMod 
elInvocat 
ionLoggin 
gConfigur 
ation

授予删除现有调用日志记录配
置的权限

写入      

 DeletePro 
mpt

授予权限以删除提示或其版本 写入 prompt*    
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https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteImportedModel.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteImportedModel.html
#amazonbedrock-imported-model
#amazonbedrock-imported-model
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteInferenceProfile.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteInferenceProfile.html
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteKnowledgeBase.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteKnowledgeBase.html
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteKnowledgeBaseDocuments.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteKnowledgeBaseDocuments.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeleteKnowledgeBaseDocuments.html
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
API_DeleteMarketplaceModelEndpoint
API_DeleteMarketplaceModelEndpoint
API_DeleteMarketplaceModelEndpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteModelInvocationLoggingConfiguration.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteModelInvocationLoggingConfiguration.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteModelInvocationLoggingConfiguration.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteModelInvocationLoggingConfiguration.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteModelInvocationLoggingConfiguration.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeletePrompt.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DeletePrompt.html
#amazonbedrock-prompt


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

prompt-
version*

   

 DeletePro 
mptRouter

授予删除自定义提示路由器的
权限

写入 prompt-ro 
uter*

   

 DeletePro 
visionedM 
odelThrou 
ghput

授予删除先前创建的预置模型
吞吐量的权限

写入 provision 
ed-
model*

   

 DeleteRes 
ourcePolicy
[仅权限]

删除之前创建的 Bedrock 资源
策略

写入 custom-
model*

   

 DeleteSes 
sion

授予删除之前创建的会话的权
限

写入 session*    

 Deregiste 
rMarketpl 
aceModelE 
ndpoint

授予取消注册商城模型端点
的权限，使其无法在 Bedrock 
Marketplace 中使用

写入 bedrock-
m 
arketplac 
e-model-
endpoint*

   

 DetectGen 
eratedCon 
tent

授予权限以检测所提供的内容
是否是使用 Amazon Bedrock 
生成

读取 foundatio 
n-model*

   

 Disassoci 
ateAgentC 
ollaborator

授予取消与您之前关联的合作
者的关联权限

写入 agent*    
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#amazonbedrock-prompt-version
#amazonbedrock-prompt-version
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeletePromptRouter.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeletePromptRouter.html
#amazonbedrock-prompt-router
#amazonbedrock-prompt-router
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteProvisionedModelThroughput.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteProvisionedModelThroughput.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteProvisionedModelThroughput.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteProvisionedModelThroughput.html
#amazonbedrock-provisioned-model
#amazonbedrock-provisioned-model
#amazonbedrock-provisioned-model
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_DeleteResourcePolicy.html
#amazonbedrock-custom-model
#amazonbedrock-custom-model
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_DeleteSession.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_DeleteSession.html
#amazonbedrock-session
API_DeregisterMarketplaceModelEndpoint
API_DeregisterMarketplaceModelEndpoint
API_DeregisterMarketplaceModelEndpoint
API_DeregisterMarketplaceModelEndpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-foundation-model
#amazonbedrock-foundation-model
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DisassociateAgentCollaborator.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DisassociateAgentCollaborator.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DisassociateAgentCollaborator.html
#amazonbedrock-agent


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

agent*     Disassoci 
ateAgentK 
nowledgeB 
ase

授予解除知识库与代理关联的
权限

写入

knowledge 
-base*

   

 EndSession 授予结束之前创建的会话的权
限

写入 session*    

automated 
-reasonin 
g-policy*

    ExportAut 
omatedRea 
soningPol 
icyVersion

授予检索自动推理策略版本工
件的权限

读取

automated 
-reasonin 
g-policy- 
version*

   

 GenerateQ 
uery

授予生成与用户输入关联的查
询的权限

读取      

 GetAgent 授予检索现有代理的权限 读取 agent*    

 GetAgentA 
ctionGroup

授予检索现有操作组的权限 读取 agent*    

 GetAgentA 
lias

授予检索现有别名的权限 读取 agent-ali 
as*

   

 GetAgentC 
ollaborator

授予检索现有合作者的权限 读取 agent*    

agent*     GetAgentK 
nowledgeB 
ase

授予描述与代理关联的知识库
的权限

读取

knowledge 
-base*
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#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DisassociateAgentKnowledgeBase.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DisassociateAgentKnowledgeBase.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DisassociateAgentKnowledgeBase.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_DisassociateAgentKnowledgeBase.html
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_EndSession.html
#amazonbedrock-session
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_GetAgent.html
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_GetAgentActionGroup.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_GetAgentActionGroup.html
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_GetAgentAlias.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_GetAgentAlias.html
#amazonbedrock-agent-alias
#amazonbedrock-agent-alias
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_GetAgentCollaborator.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_GetAgentCollaborator.html
#amazonbedrock-agent
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_GetAgentKnowledgeBase.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_GetAgentKnowledgeBase.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_GetAgentKnowledgeBase.html
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAgentM 
emory

授予权限以检索别名的现有内
存

读取 agent-ali 
as*

   

 GetAgentV 
ersion

授予检索现有代理版本的权限 读取 agent*    

 GetAsyncI 
nvoke

授予权限以获取与您已提交的
异步调用关联的属性

读取 async-inv 
oke*

   

automated 
-reasonin 
g-policy*

    GetAutoma 
tedReason 
ingPolicy

授予检索自动推理策略或其版
本的权限

读取

automated 
-reasonin 
g-policy- 
version*

   

 GetAutoma 
tedReason 
ingPolicy 
Annotations

授予为自动推理策略检索构建
工作流程注释的权限

读取 automated 
-reasonin 
g-policy*

   

 GetAutoma 
tedReason 
ingPolicy 
BuildWork 
flow

授予检索自动推理策略的生成
工作流程的权限

读取 automated 
-reasonin 
g-policy*
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https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_GetAgentMemory.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_GetAgentMemory.html
#amazonbedrock-agent-alias
#amazonbedrock-agent-alias
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_GetAgentVersion.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_GetAgentVersion.html
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_GetAsyncInvoke.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_GetAsyncInvoke.html
#amazonbedrock-async-invoke
#amazonbedrock-async-invoke
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAutoma 
tedReason 
ingPolicy 
BuildWork 
flowResul 
tAssets

授予为自动推理策略的生成工
作流程检索资产的权限

读取 automated 
-reasonin 
g-policy*

   

 GetAutoma 
tedReason 
ingPolicy 
NextScenario

授予为自动推理策略的生成工
作流程检索下一个未经审核生
成的场景的权限

读取 automated 
-reasonin 
g-policy*

   

 GetAutoma 
tedReason 
ingPolicy 
TestCase

授予检索自动推理策略测试用
例的权限

读取 automated 
-reasonin 
g-policy*

   

 GetAutoma 
tedReason 
ingPolicy 
TestResult

授予检索自动推理策略测试用
例结果的权限

读取 automated 
-reasonin 
g-policy*

   

 GetBlueprint 授予检索现有数据自动化蓝图
的权限

读取 blueprint*    

 GetBluepr 
intRecomm 
endation [仅
权限]

授予检索蓝图推荐的权限 读取      

 GetCustom 
Model

授予权限以获取与您创建的 
Bedrock 自定义模型相关的属 
性

读取 custom-
model*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCustom 
ModelDepl 
oyment

授予获取与自定义模型部署关
联的属性的权限。使用此操作
获取自定义模型部署的状态

读取 custom-
model-
deplo 
yment*

   

 GetDataAu 
tomationP 
roject

授予检索现有数据自动化项目
的权限

读取 data-auto 
mation-pr 
oject*

   

 GetDataAu 
tomationS 
tatus

授予检索数据自动化调用任务
状态的权限

读取 data-auto 
mation-in 
vocation- 
job*

   

 GetDataSo 
urce

授予检索现有数据源的权限 读取 knowledge 
-base*

   

 GetEvalua 
tionJob

授予权限以获取与评估作业关
联的属性。使用此操作可获取
评估作业的状态

读取 evaluatio 
n-job*

   

flow*    

flow-alia 
s*

   

 GetExecut 
ionFlowSn 
apshot

授予检索流程执行的流程定义
的权限

读取

flow-exec 
ution*

   

 GetFlow 授予权限以检索现有提示流 读取 flow*    

 GetFlowAlias 授予权限以检索提示流的现有
别名

读取 flow-alia 
s*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

flow*    

flow-alia 
s*

   

 GetFlowEx 
ecution

授予检索流程别名的现有执行
的权限

读取

flow-exec 
ution*

   

 GetFlowVe 
rsion

授予权限以检索提示流的现有
版本

读取 flow*    

 GetFounda 
tionModel

授予获取与 Bedrock 基础模型
关联的属性的权限

读取 foundatio 
n-model*

   

 GetFounda 
tionModel 
Availability

授予获取基础模型可用性的权
限

读取      

 GetGuardrail 授予检索防护机制或其版本的
权限

读取 guardrail*    

 GetImport 
edModel

授予权限以获取与 Bedrock 导
入模型关联的属性

读取 imported- 
model*

   

applicati 
on-infere 
nce-profi 
le*

    GetInfere 
nceProfile

授予权限以获取与推理配置文
件关联的属性

读取

inference 
-profile*

   

 GetIngest 
ionJob

授予检索现有提取作业的权限 读取 knowledge 
-base*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetInvoca 
tionStep

授予从会话中获取调用步骤的
权限

读取 session*    

 GetKnowle 
dgeBase

授予检索现有知识库的权限 读取 knowledge 
-base*

   

 GetKnowle 
dgeBaseDo 
cuments

授予获取知识库中文档详细信
息的权限

读取 knowledge 
-base*

   

 GetMarket 
placeMode 
lEndpoint

授予获取商城模型端点属性的
权限

读取 bedrock-
m 
arketplac 
e-model-
endpoint*

   

 GetModelC 
opyJob

授予权限以获取与模型复制作
业关联的属性。使用此操作可
获取模型复制作业的状态

读取 model-
copy-job*

   

 GetModelC 
ustomizat 
ionJob

授予权限以获取与模型自定义
任务关联的属性。使用此操作
可获取模型自定义任务的状态

读取 model-
cus 
tomizatio 
n-job*

   

 GetModelE 
valuationJob

授予获取与模型评估作业关联
的属性的权限。使用此操作可
获取模型评估作业的状态

读取 model-
eva 
luation-j 
ob*

   

 GetModelI 
mportJob

授予权限以获取与模型导入作
业关联的属性，用于获取模型
导入作业的状态

读取 model-
import-
job*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetModelI 
nvocationJob

授予检索模型调用作业的权限 读取 model-
inv 
ocation-j 
ob*

   

 GetModelI 
nvocation 
LoggingCo 
nfiguration

授予检索现有调用日志记录配
置的权限

读取      

prompt*     GetPrompt 授予权限以检索现有提示或其
版本

读取

prompt-
version*

   

default-p 
rompt-rou 
ter*

    GetPrompt 
Router

授予获取与提示路由器关联的
属性的权限

读取

prompt-ro 
uter*

   

 GetProvis 
ionedMode 
lThroughput

授予检索预置模型吞吐量的权
限

读取 provision 
ed-
model*

   

 GetResour 
cePolicy [仅
权限]

获取 Bedrock 资源的资源策略
文档

读取 custom-
model*

   

 GetSession 授予检索现有会话的权限 读取 session*    

 GetUseCas 
eForModel 
Access

授予检索模型访问用例的权限 读取      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 IngestKno 
wledgeBas 
eDocuments

授予直接将文档提取到知识库
的权限

写入 knowledge 
-base*

   

 InvokeAgent 授予向 Bedrock 的代理别名发
送用户输入（仅文本）的权限

读取 agent-ali 
as*

   

automated 
-reasonin 
g-policy*

    InvokeAut 
omatedRea 
soningPolicy
[仅权限]

授予调用自动推理策略的权限 读取

automated 
-reasonin 
g-policy- 
version*

   

 InvokeBlu 
eprintRec 
ommendati 
onAsync [仅
权限]

授予异步调用蓝图推荐的权限 写入 data-auto 
mation-pr 
ofile*

   

 InvokeBui 
lder [仅权限]

授予权限以使用对话生成器，
该生成器有助于构建支持的 
Bedrock 资源

写入      

blueprint*    

data-auto 
mation-pr 
ofile*

   

 InvokeDat 
aAutomati 
onAsync

授予调用 Bedrock 数据自动化
作业的权限

写入

data-auto 
mation-pr 
oject*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 InvokeFlow 授予权限以通过用户输入调用
提示流

读取 flow-alia 
s*

   

 InvokeInl 
ineAgent

授予向 Bedrock 的内联代理发
送用户输入（纯文本）的权限

读取   bedrock:I 
nlineAgen 
tName

 

applicati 
on-infere 
nce-profi 
le*

   

async-inv 
oke*

   

bedrock-
m 
arketplac 
e-model-
endpoint*

   

 InvokeModel 授予权限以使用请求正文中
提供的输入，调用指定的 
Bedrock 模型来运行推理

读取

custom-
model-
deplo 
yment*
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#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_TagKeys
#amazonbedrock-aws_TagKeys
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#amazonbedrock-custom-model-deployment
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

default-p 
rompt-rou 
ter*

   

foundatio 
n-model*

   

imported- 
model*

   

inference 
-profile*

   

prompt-ro 
uter*

   

provision 
ed-
model*
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#amazonbedrock-default-prompt-router
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#amazonbedrock-foundation-model
#amazonbedrock-imported-model
#amazonbedrock-imported-model
#amazonbedrock-inference-profile
#amazonbedrock-inference-profile
#amazonbedrock-prompt-router
#amazonbedrock-prompt-router
#amazonbedrock-provisioned-model
#amazonbedrock-provisioned-model
#amazonbedrock-provisioned-model


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  bedrock:I 
nferenceP 
rofileArn

bedrock:P 
romptRout 
erArn

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

bedrock:G 
uardrailI 
dentifier

 

applicati 
on-infere 
nce-profi 
le*

   

bedrock-
m 
arketplac 
e-model-
endpoint*

   

 InvokeMod 
elWithRes 
ponseStream

授予权限以使用带流式响应的
请求正文中提供的输入，调用
指定的 Bedrock 模型来运行推
理

读取

custom-
model-
deplo 
yment*
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#amazonbedrock-bedrock_InferenceProfileArn
#amazonbedrock-bedrock_InferenceProfileArn
#amazonbedrock-bedrock_InferenceProfileArn
#amazonbedrock-bedrock_PromptRouterArn
#amazonbedrock-bedrock_PromptRouterArn
#amazonbedrock-bedrock_PromptRouterArn
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_TagKeys
#amazonbedrock-aws_TagKeys
#amazonbedrock-bedrock_GuardrailIdentifier
#amazonbedrock-bedrock_GuardrailIdentifier
#amazonbedrock-bedrock_GuardrailIdentifier
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_runtime_InvokeModelWithResponseStream.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_runtime_InvokeModelWithResponseStream.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_runtime_InvokeModelWithResponseStream.html
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

default-p 
rompt-rou 
ter*

   

foundatio 
n-model*

   

imported- 
model*

   

inference 
-profile*

   

prompt-ro 
uter*

   

provision 
ed-
model*

   

  bedrock:I 
nferenceP 
rofileArn

bedrock:P 
romptRout 
erArn

bedrock:G 
uardrailI 
dentifier

 

 ListAgent 
ActionGroups

授予在代理中列出操作组的权
限

列表 agent*    
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#amazonbedrock-default-prompt-router
#amazonbedrock-default-prompt-router
#amazonbedrock-default-prompt-router
#amazonbedrock-foundation-model
#amazonbedrock-foundation-model
#amazonbedrock-imported-model
#amazonbedrock-imported-model
#amazonbedrock-inference-profile
#amazonbedrock-inference-profile
#amazonbedrock-prompt-router
#amazonbedrock-prompt-router
#amazonbedrock-provisioned-model
#amazonbedrock-provisioned-model
#amazonbedrock-provisioned-model
#amazonbedrock-bedrock_InferenceProfileArn
#amazonbedrock-bedrock_InferenceProfileArn
#amazonbedrock-bedrock_InferenceProfileArn
#amazonbedrock-bedrock_PromptRouterArn
#amazonbedrock-bedrock_PromptRouterArn
#amazonbedrock-bedrock_PromptRouterArn
#amazonbedrock-bedrock_GuardrailIdentifier
#amazonbedrock-bedrock_GuardrailIdentifier
#amazonbedrock-bedrock_GuardrailIdentifier
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListAgentActionGroups.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListAgentActionGroups.html
#amazonbedrock-agent


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAgent 
Aliases

授予列出代理的别名的权限 列表 agent*    

 ListAgent 
Collaborators

授予列出代理合作者的权限 列表 agent*    

 ListAgent 
Knowledge 
Bases

授予列出与代理关联的知识库
的权限

列表 agent*    

 ListAgent 
Versions

授予列出代理的现有版本的权
限

列表 agent*    

 ListAgents 授予列出现有代理的权限 列表      

 ListAsync 
Invokes

授予获取您已提交的异步调用
列表的权限

列表      

 ListAutom 
atedReaso 
ningPolicies

授予列出自动推理策略或其版
本的权限

列表 automated 
-reasonin 
g-policy

   

 ListAutom 
atedReaso 
ningPolic 
yBuildWor 
kflows

授予列出自动推理策略的构建
工作流程的权限

列表 automated 
-reasonin 
g-policy*

   

 ListAutom 
atedReaso 
ningPolic 
yTestCases

授予列出自动推理策略测试用
例的权限

列表 automated 
-reasonin 
g-policy*
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https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListAgentAliases.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListAgentAliases.html
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListAgentCollaborators.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListAgentCollaborators.html
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListAgentKnowledgeBases.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListAgentKnowledgeBases.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListAgentKnowledgeBases.html
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListAgentVersions.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListAgentVersions.html
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListAgents.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListAsyncInvokes.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListAsyncInvokes.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAutom 
atedReaso 
ningPolic 
yTestResults

授予列出自动推理策略测试结
果的权限

列表 automated 
-reasonin 
g-policy*

   

 ListBluep 
rints

授予列出现有数据自动化蓝图
的权限

列表 data-auto 
mation-pr 
oject

   

 ListCusto 
mModelDep 
loyments

授予获取您已提交的自定义模
型部署列表的权限

列表      

 ListCusto 
mModels

授予权限以获取您创建的 
Bedrock 自定义模型的列表

列表      

 ListDataA 
utomation 
Projects

授予列出现有数据自动化项目
的权限

列表 blueprint    

 ListDataS 
ources

授予列出知识库中的现有数据
源的权限

列表 knowledge 
-base*

   

 ListEvalu 
ationJobs

授予权限以获取您已提交的评
估作业的列表

列表      

 ListFlowA 
liases

授予权限以列出提示流的现有
别名

列表 flow*    

flow*     ListFlowE 
xecutionE 
vents

授予检索流程执行事件的权限 列表

flow-alia 
s*
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https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_ListBlueprints.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_ListBlueprints.html
#amazonbedrock-data-automation-project
#amazonbedrock-data-automation-project
#amazonbedrock-data-automation-project
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListCustomModelDeployments.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListCustomModelDeployments.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListCustomModelDeployments.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListCustomModels.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListCustomModels.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_ListDataAutomationProjects.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_ListDataAutomationProjects.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_ListDataAutomationProjects.html
#amazonbedrock-blueprint
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListDataSources.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListDataSources.html
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListEvaluationJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListEvaluationJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListFlowAliases.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListFlowAliases.html
#amazonbedrock-flow
#amazonbedrock-flow
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_ListFlowExecutionEvents.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_ListFlowExecutionEvents.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_ListFlowExecutionEvents.html
#amazonbedrock-flow-alias
#amazonbedrock-flow-alias


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

flow-exec 
ution*

   

flow*     ListFlowE 
xecutions

授予列出流程执行情况或流程
别名的权限

列表

flow-alias    

 ListFlowV 
ersions

授予权限以列出提示流的现有
版本

列表 flow*    

 ListFlows 授予权限以列出现有提示流 列表      

 ListFound 
ationMode 
lAgreemen 
tOffers

授予获取基础模型协议优惠列
表的权限

列表      

 ListFound 
ationModels

授予权限以列出您可以使用的 
Bedrock 基础模型

列表      

 ListGuard 
rails

授予列出防护机制或其版本的
权限

列表 guardrail    

 ListImpor 
tedModels

授予权限以获取 Bedrock 导入
模型的列表

列表      

 ListInfer 
enceProfiles

授予权限以列出您可以使用的
推理配置文件

列表      

 ListInges 
tionJobs

授予列出数据源的提取作业的
权限

列表 knowledge 
-base*

   

 ListInvoc 
ationSteps

授予从会话中获取调用步骤列
表的权限

列表 session*    
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#amazonbedrock-flow-execution
#amazonbedrock-flow-execution
#amazonbedrock-flow
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_ListFlowExecutions.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_ListFlowExecutions.html
#amazonbedrock-flow-alias
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListFlowVersions.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListFlowVersions.html
#amazonbedrock-flow
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListFlows.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListFoundationModels.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListFoundationModels.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-guardrail
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListImportedModels.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListImportedModels.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListInferenceProfiles.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListInferenceProfiles.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListIngestionJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListIngestionJobs.html
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_ListInvocationSteps.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_ListInvocationSteps.html
#amazonbedrock-session


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListInvoc 
ations

授予在会话中列出调用的权限 列表 session*    

 ListKnowl 
edgeBaseD 
ocuments

授予在知识库中列出文档的权
限

列表 knowledge 
-base*

   

 ListKnowl 
edgeBases

授予列出现有知识库的权限 列表      

 ListMarke 
tplaceMod 
elEndpoints

授予发布您可以使用的商城模
型终端节点的权限

读取      

 ListModel 
CopyJobs

授予权限以获取您已提交的模
型复制作业的列表

列表      

 ListModel 
Customiza 
tionJobs

授予权限以获取您已提交的模
型自定义任务的列表

列表      

 ListModel 
Evaluatio 
nJobs

授予获取已提交模型评估作业
的列表的权限

列表      

 ListModel 
ImportJobs

授予权限以获取模型导入作业
的列表

列表      

 ListModel 
Invocatio 
nJobs

授予列出您之前创建的模型调
用作业的权限

列表      

 ListPromp 
tRouters

授予列出你可以使用的提示路
由器的权限

列表      
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https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_ListInvocations.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_ListInvocations.html
#amazonbedrock-session
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListKnowledgeBaseDocuments.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListKnowledgeBaseDocuments.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListKnowledgeBaseDocuments.html
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListKnowledgeBases.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListKnowledgeBases.html
API_ListMarketplaceModelEndpoints
API_ListMarketplaceModelEndpoints
API_ListMarketplaceModelEndpoints
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListModelCopyJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListModelCopyJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListModelCustomizationJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListModelCustomizationJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListModelCustomizationJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListModelEvaluationJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListModelEvaluationJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListModelEvaluationJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListModelImportJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListModelImportJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListModelInvocationJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListModelInvocationJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListModelInvocationJobs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListPromptRouters.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListPromptRouters.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPrompts 授予权限以列出现有提示 列表 prompt    

 ListProvi 
sionedMod 
elThrough 
puts

授予列出先前创建的预置模型
吞吐量的权限

列表      

 ListSessions 授予列出现有会话的权限 列表      

agent*    

agent-ali 
as*

   

applicati 
on-infere 
nce-profi 
le*

   

async-inv 
oke*

   

automated 
-reasonin 
g-policy*

   

automated 
-reasonin 
g-policy- 
version*

   

blueprint*    

 ListTagsF 
orResource

授予权限以列出 Bedrock 资源
的标签

读取

custom-
model*
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https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_ListPrompts.html
#amazonbedrock-prompt
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListProvisionedModelThroughputs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListProvisionedModelThroughputs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListProvisionedModelThroughputs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListProvisionedModelThroughputs.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_ListSessions.html
#amazonbedrock-agent
#amazonbedrock-agent-alias
#amazonbedrock-agent-alias
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
#amazonbedrock-async-invoke
#amazonbedrock-async-invoke
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-blueprint
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListTagsForResource.html
#amazonbedrock-custom-model
#amazonbedrock-custom-model


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

custom-
model-
deplo 
yment*

   

data-auto 
mation-in 
vocation- 
job*

   

data-auto 
mation-pr 
oject*

   

evaluatio 
n-job*

   

flow*    

flow-alia 
s*

   

guardrail*    

imported- 
model*

   

knowledge 
-base*

   

model-
copy-job*
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#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
#amazonbedrock-data-automation-invocation-job
#amazonbedrock-data-automation-invocation-job
#amazonbedrock-data-automation-invocation-job
#amazonbedrock-data-automation-invocation-job
#amazonbedrock-data-automation-project
#amazonbedrock-data-automation-project
#amazonbedrock-data-automation-project
#amazonbedrock-evaluation-job
#amazonbedrock-evaluation-job
#amazonbedrock-flow
#amazonbedrock-flow-alias
#amazonbedrock-flow-alias
#amazonbedrock-guardrail
#amazonbedrock-imported-model
#amazonbedrock-imported-model
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
#amazonbedrock-model-copy-job
#amazonbedrock-model-copy-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

model-
cus 
tomizatio 
n-job*

   

model-
eva 
luation-j 
ob*

   

model-
import-
job*

   

model-
inv 
ocation-j 
ob*

   

prompt*    

prompt-ro 
uter*

   

prompt-
version*

   

provision 
ed-
model*

   

session*    

 OptimizeP 
rompt

授予使用用户输入优化提示的
权限

读取      
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#amazonbedrock-model-customization-job
#amazonbedrock-model-customization-job
#amazonbedrock-model-customization-job
#amazonbedrock-model-customization-job
#amazonbedrock-model-evaluation-job
#amazonbedrock-model-evaluation-job
#amazonbedrock-model-evaluation-job
#amazonbedrock-model-evaluation-job
#amazonbedrock-model-import-job
#amazonbedrock-model-import-job
#amazonbedrock-model-import-job
#amazonbedrock-model-invocation-job
#amazonbedrock-model-invocation-job
#amazonbedrock-model-invocation-job
#amazonbedrock-model-invocation-job
#amazonbedrock-prompt
#amazonbedrock-prompt-router
#amazonbedrock-prompt-router
#amazonbedrock-prompt-version
#amazonbedrock-prompt-version
#amazonbedrock-provisioned-model
#amazonbedrock-provisioned-model
#amazonbedrock-provisioned-model
#amazonbedrock-session
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_OptimizePrompt.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_OptimizePrompt.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PrepareAg 
ent

授予准备现有代理以接收运行
时系统请求的权限

写入 agent*    

 PrepareFlow 授予权限以应用提示流的最新
更改，以便这些更改在运行时
反映出来

写入 flow*    

 PutFounda 
tionModel 
Entitlement

授予授权访问基础模型的权限 写入      

 PutInvoca 
tionStep

授予在会话中将调用步骤置于
调用中的调用中的权限

写入 session*    

 PutModelI 
nvocation 
LoggingCo 
nfiguration

授予创建现有调用日志记录配
置的权限

写入      

custom-
model*

    PutResour 
cePolicy [仅
权限]

为 Bedrock 资源添加资源策略 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 PutUseCas 
eForModel 
Access

授予放置模型访问用例的权限 写入      
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https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_PrepareAgent.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_PrepareAgent.html
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_PrepareFlow.html
#amazonbedrock-flow
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_PutInvocationStep.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_PutInvocationStep.html
#amazonbedrock-session
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_PutModelInvocationLoggingConfiguration.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_PutModelInvocationLoggingConfiguration.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_PutModelInvocationLoggingConfiguration.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_PutModelInvocationLoggingConfiguration.html
#amazonbedrock-custom-model
#amazonbedrock-custom-model
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_PutResourcePolicy.html
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_TagKeys
#amazonbedrock-aws_TagKeys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonbedrock.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RegisterM 
arketplac 
eModelEnd 
point

授予将 sagemaker 端点注册为
市场模型端点的权限

写入 bedrock-
m 
arketplac 
e-model-
endpoint*

   

prompt*     RenderPro 
mpt [仅权限]

授予呈现现有提示或其版本的
权限

读取

prompt-
version*

   

 Rerank 授予根据用户输入对文档进行
排名的权限

写入      

 Retrieve 授予从知识库检索摄入的数据
的权限

读取 knowledge 
-base*

   

 RetrieveA 
ndGenerate

授予发送用户输入以执行检索
和生成的权限

写入      

 StartAuto 
matedReas 
oningPoli 
cyBuildWo 
rkflow

授予启动自动推理策略构建工
作流程的权限

写入 automated 
-reasonin 
g-policy*

   

 StartAuto 
matedReas 
oningPoli 
cyTestWor 
kflow

授予启动自动推理策略测试工
作流程的权限

写入 automated 
-reasonin 
g-policy*

   

 StartFlow 
Execution

授予开始执行流程别名的权限 写入 flow*    
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API_RegisterMarketplaceModelEndpoint
API_RegisterMarketplaceModelEndpoint
API_RegisterMarketplaceModelEndpoint
API_RegisterMarketplaceModelEndpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-bedrock-marketplace-model-endpoint
#amazonbedrock-prompt
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-prompt-version
#amazonbedrock-prompt-version
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_StartFlowExecution.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_StartFlowExecution.html
#amazonbedrock-flow


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

flow-alia 
s*

   

 StartInge 
stionJob

授予启动提取作业的权限 写入 knowledge 
-base*

   

 StopEvalu 
ationJob

授予权限以停止正在进行的评
估作业

写入 evaluatio 
n-job*

   

flow*    

flow-alia 
s*

   

 StopFlowE 
xecution

授予停止执行流程别名的权限 写入

flow-exec 
ution*

   

 StopInges 
tionJob

授予权限以停止提取作业 写入 knowledge 
-base*

   

 StopModel 
Customiza 
tionJob

授予权限以在进行中停止 
Bedrock 模型自定义任务

写入 model-
cus 
tomizatio 
n-job*

   

 StopModel 
InvocationJob

授予停止您之前启动的模型调
用作业的权限

写入 model-
inv 
ocation-j 
ob*

   

agent     TagResour 
ce

授予权限以标记 Bedrock 资源 标记

agent-ali 
as
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#amazonbedrock-flow-alias
#amazonbedrock-flow-alias
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_StartIngestionJob.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_StartIngestionJob.html
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_StopEvaluationJob.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_StopEvaluationJob.html
#amazonbedrock-evaluation-job
#amazonbedrock-evaluation-job
#amazonbedrock-flow
#amazonbedrock-flow-alias
#amazonbedrock-flow-alias
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_StopFlowExecution.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent-runtime_StopFlowExecution.html
#amazonbedrock-flow-execution
#amazonbedrock-flow-execution
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_StopIngestionJob.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_StopIngestionJob.html
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_StopModelCustomizationJob.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_StopModelCustomizationJob.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_StopModelCustomizationJob.html
#amazonbedrock-model-customization-job
#amazonbedrock-model-customization-job
#amazonbedrock-model-customization-job
#amazonbedrock-model-customization-job
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_StopModelInvocationJob.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_StopModelInvocationJob.html
#amazonbedrock-model-invocation-job
#amazonbedrock-model-invocation-job
#amazonbedrock-model-invocation-job
#amazonbedrock-model-invocation-job
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_TagResource.html
#amazonbedrock-agent-alias
#amazonbedrock-agent-alias


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on-infere 
nce-profi 
le

   

async-inv 
oke

   

automated 
-reasonin 
g-policy

   

automated 
-reasonin 
g-policy- 
version

   

blueprint    

custom-
model

   

custom-
model-
deplo 
yment

   

data-auto 
mation-in 
vocation- 
job

   

data-auto 
mation-pr 
oject
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#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
#amazonbedrock-async-invoke
#amazonbedrock-async-invoke
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-blueprint
#amazonbedrock-custom-model
#amazonbedrock-custom-model
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
#amazonbedrock-data-automation-invocation-job
#amazonbedrock-data-automation-invocation-job
#amazonbedrock-data-automation-invocation-job
#amazonbedrock-data-automation-invocation-job
#amazonbedrock-data-automation-project
#amazonbedrock-data-automation-project
#amazonbedrock-data-automation-project


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

evaluatio 
n-job

   

flow    

flow-alias    

guardrail    

imported- 
model

   

knowledge 
-base

   

model-
copy-job

   

model-
cus 
tomizatio 
n-job

   

model-
eva 
luation-j 
ob

   

model-
import-
job
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#amazonbedrock-evaluation-job
#amazonbedrock-evaluation-job
#amazonbedrock-flow
#amazonbedrock-flow-alias
#amazonbedrock-guardrail
#amazonbedrock-imported-model
#amazonbedrock-imported-model
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
#amazonbedrock-model-copy-job
#amazonbedrock-model-copy-job
#amazonbedrock-model-customization-job
#amazonbedrock-model-customization-job
#amazonbedrock-model-customization-job
#amazonbedrock-model-customization-job
#amazonbedrock-model-evaluation-job
#amazonbedrock-model-evaluation-job
#amazonbedrock-model-evaluation-job
#amazonbedrock-model-evaluation-job
#amazonbedrock-model-import-job
#amazonbedrock-model-import-job
#amazonbedrock-model-import-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

model-
inv 
ocation-j 
ob

   

prompt    

prompt-ro 
uter

   

prompt-
version

   

provision 
ed-model

   

session    

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

agent    

agent-ali 
as

   

 UntagReso 
urce

授予权限以取消标记 Bedrock 
资源

标记

applicati 
on-infere 
nce-profi 
le
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#amazonbedrock-model-invocation-job
#amazonbedrock-model-invocation-job
#amazonbedrock-model-invocation-job
#amazonbedrock-model-invocation-job
#amazonbedrock-prompt
#amazonbedrock-prompt-router
#amazonbedrock-prompt-router
#amazonbedrock-prompt-version
#amazonbedrock-prompt-version
#amazonbedrock-provisioned-model
#amazonbedrock-provisioned-model
#amazonbedrock-session
#amazonbedrock-aws_TagKeys
#amazonbedrock-aws_TagKeys
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-aws_RequestTag___TagKey_
#amazonbedrock-agent
#amazonbedrock-agent-alias
#amazonbedrock-agent-alias
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_UntagResource.html
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile
#amazonbedrock-application-inference-profile


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

async-inv 
oke

   

automated 
-reasonin 
g-policy

   

automated 
-reasonin 
g-policy- 
version

   

blueprint    

custom-
model

   

custom-
model-
deplo 
yment

   

data-auto 
mation-in 
vocation- 
job

   

data-auto 
mation-pr 
oject

   

evaluatio 
n-job

   

flow    
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#amazonbedrock-async-invoke
#amazonbedrock-async-invoke
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-automated-reasoning-policy-version
#amazonbedrock-blueprint
#amazonbedrock-custom-model
#amazonbedrock-custom-model
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
#amazonbedrock-custom-model-deployment
#amazonbedrock-data-automation-invocation-job
#amazonbedrock-data-automation-invocation-job
#amazonbedrock-data-automation-invocation-job
#amazonbedrock-data-automation-invocation-job
#amazonbedrock-data-automation-project
#amazonbedrock-data-automation-project
#amazonbedrock-data-automation-project
#amazonbedrock-evaluation-job
#amazonbedrock-evaluation-job
#amazonbedrock-flow


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

flow-alias    

guardrail    

imported- 
model

   

knowledge 
-base

   

model-
copy-job

   

model-
cus 
tomizatio 
n-job

   

model-
eva 
luation-j 
ob

   

model-
import-
job

   

model-
inv 
ocation-j 
ob

   

prompt    
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#amazonbedrock-flow-alias
#amazonbedrock-guardrail
#amazonbedrock-imported-model
#amazonbedrock-imported-model
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
#amazonbedrock-model-copy-job
#amazonbedrock-model-copy-job
#amazonbedrock-model-customization-job
#amazonbedrock-model-customization-job
#amazonbedrock-model-customization-job
#amazonbedrock-model-customization-job
#amazonbedrock-model-evaluation-job
#amazonbedrock-model-evaluation-job
#amazonbedrock-model-evaluation-job
#amazonbedrock-model-evaluation-job
#amazonbedrock-model-import-job
#amazonbedrock-model-import-job
#amazonbedrock-model-import-job
#amazonbedrock-model-invocation-job
#amazonbedrock-model-invocation-job
#amazonbedrock-model-invocation-job
#amazonbedrock-model-invocation-job
#amazonbedrock-prompt


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

prompt-ro 
uter

   

prompt-
version

   

provision 
ed-model

   

session    

  aws:TagKe 
ys

 

 UpdateAgent 授予更新现有代理的权限 写入 agent*    

 UpdateAge 
ntActionG 
roup

授予更新现有操作组的权限 写入 agent*    

 UpdateAge 
ntAlias

授予更新现有别名的权限 写入 agent-ali 
as*

   

 UpdateAge 
ntCollabo 
rator

授予更新现有合作者的权限 写入 agent*    

agent*     UpdateAge 
ntKnowled 
geBase

授予更新与代理关联的知识库
的权限

写入

knowledge 
-base*

   

 UpdateAut 
omatedRea 
soningPolicy

授予更新自动推理策略的权限 写入 automated 
-reasonin 
g-policy*
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#amazonbedrock-prompt-router
#amazonbedrock-prompt-router
#amazonbedrock-prompt-version
#amazonbedrock-prompt-version
#amazonbedrock-provisioned-model
#amazonbedrock-provisioned-model
#amazonbedrock-session
#amazonbedrock-aws_TagKeys
#amazonbedrock-aws_TagKeys
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_UpdateAgent.html
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_UpdateAgentActionGroup.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_UpdateAgentActionGroup.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_UpdateAgentActionGroup.html
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_UpdateAgentAlias.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_UpdateAgentAlias.html
#amazonbedrock-agent-alias
#amazonbedrock-agent-alias
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_UpdateAgentCollaborator.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_UpdateAgentCollaborator.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_UpdateAgentCollaborator.html
#amazonbedrock-agent
#amazonbedrock-agent
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_UpdateAgentKnowledgeBase.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_UpdateAgentKnowledgeBase.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_agent_UpdateAgentKnowledgeBase.html
#amazonbedrock-knowledge-base
#amazonbedrock-knowledge-base
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/welcome.html
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAut 
omatedRea 
soningPol 
icyAnnota 
tions

授予更新自动推理策略构建工
作流程注释的权限

写入 automated 
-reasonin 
g-policy*

   

 UpdateAut 
omatedRea 
soningPol 
icyTestCase

授予更新自动推理策略测试用
例的权限

写入 automated 
-reasonin 
g-policy*

   

 UpdateBlu 
eprint

授予更新数据自动化蓝图的权
限

写入 blueprint*    

data-auto 
mation-pr 
oject*

    UpdateDat 
aAutomati 
onProject

授予更新数据自动化项目的权
限

写入

blueprint    

 UpdateDat 
aSource

授予权限以更新数据源 写入 knowledge 
-base*

   

 UpdateFlow 授予权限以更新提示流 写入 flow*    

 UpdateFlo 
wAlias

授予权限以更新提示流别名的
配置

写入 flow-alia 
s*

   

guardrail*     UpdateGua 
rdrail

授予更新防护机制的权限 写入

automated 
-reasonin 
g-policy
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#amazonbedrock-automated-reasoning-policy
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#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
#amazonbedrock-automated-reasoning-policy
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_UpdateBlueprint.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_UpdateBlueprint.html
#amazonbedrock-blueprint
#amazonbedrock-data-automation-project
#amazonbedrock-data-automation-project
#amazonbedrock-data-automation-project
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_UpdateDataAutomationProject.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_UpdateDataAutomationProject.html
https://docs.aws.amazon.com/bedrock/latest/APIReference/API_data-automation_UpdateDataAutomationProject.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

automated 
-reasonin 
g-policy- 
version

   

guardrail-
profile

   

 UpdateKno 
wledgeBase

授予更新知识库的权限 写入 knowledge 
-base*

   

 UpdateMar 
ketplaceM 
odelEndpoint

授予更新商城模型端点的权限 写入 bedrock-
m 
arketplac 
e-model-
endpoint*

   

 UpdatePro 
mpt

授予权限以更新提示 写入 prompt*    

custom-
model*

   

foundatio 
n-model*

   

 UpdatePro 
visionedM 
odelThrou 
ghput

授予更新先前创建的预置模型
吞吐量的权限

写入

provision 
ed-
model*

   

 UpdateSes 
sion

授予更新现有会话的权限 写入 session*    

 ValidateF 
lowDefinition

授予验证提示流定义的权限 读取      
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Amazon Bedrock 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 foundation-
model

arn:${Partition}:bedrock:${Region}:: 
foundation-model/${ResourceId}

 

 async-invoke arn:${Partition}:bedrock:${Region}:$ 
{Account}:async-invoke/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 inference-
profile

arn:${Partition}:bedrock:${Region}:$ 
{Account}:inference-profile/${Resour 
ceId}

 

 default-p 
rompt-router

arn:${Partition}:bedrock:${Region}:$ 
{Account}:default-prompt-router/${Re 
sourceId}

 

 prompt-ro 
uter

arn:${Partition}:bedrock:${Region}:$ 
{Account}:prompt-router/${ResourceId 
}

 

 application-
inference-
profile

arn:${Partition}:bedrock:${Region}:$ 
{Account}:application-inference-prof 
ile/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 custom-mo 
del

arn:${Partition}:bedrock:${Region}:$ 
{Account}:custom-model/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 provisioned-
model

arn:${Partition}:bedrock:${Region}:$ 
{Account}:provisioned-model/${Resour 
ceId}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 model-cus 
tomization-
job

arn:${Partition}:bedrock:${Region}:$ 
{Account}:model-customization-job/${ 
ResourceId}

aws:ResourceTag/${ 
TagKey}

 agent arn:${Partition}:bedrock:${Region}:$ 
{Account}:agent/${AgentId}

aws:ResourceTag/${ 
TagKey}

 agent-alias arn:${Partition}:bedrock:${Region}:$ 
{Account}:agent-alias/${AgentId}/${A 
gentAliasId}

aws:ResourceTag/${ 
TagKey}

 knowledge-
base

arn:${Partition}:bedrock:${Region}:$ 
{Account}:knowledge-base/${Knowledge 
BaseId}

aws:ResourceTag/${ 
TagKey}

 model-eva 
luation-job

arn:${Partition}:bedrock:${Region}:$ 
{Account}:model-evaluation-job/${Res 
ourceId}

aws:ResourceTag/${ 
TagKey}

 evaluation-
job

arn:${Partition}:bedrock:${Region}:$ 
{Account}:evaluation-job/${ResourceI 
d}

aws:ResourceTag/${ 
TagKey}

 model-inv 
ocation-job

arn:${Partition}:bedrock:${Region}:$ 
{Account}:model-invocation-job/${Job 
Identifier}

aws:ResourceTag/${ 
TagKey}

 guardrail arn:${Partition}:bedrock:${Region}:$ 
{Account}:guardrail/${GuardrailId}

aws:ResourceTag/${ 
TagKey}

 guardrail-
profile

arn:${Partition}:bedrock:${Region}:$ 
{Account}:guardrail-profile/${Resour 
ceId}

 

 automated 
-reasoning-
policy

arn:${Partition}:bedrock:${Region}:$ 
{Account}:automated-reasoning-policy 
/${AutomatedReasoningPolicyId}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 automated 
-reasoning-
policy-version

arn:${Partition}:bedrock:${Region}:$ 
{Account}:automated-reasoning-policy 
/${AutomatedReasoningPolicyId}:${Aut 
omatedReasoningPolicyVersion}

aws:ResourceTag/${ 
TagKey}

 flow arn:${Partition}:bedrock:${Region}:$ 
{Account}:flow/${FlowId}

aws:ResourceTag/${ 
TagKey}

 flow-alias arn:${Partition}:bedrock:${Region}:$ 
{Account}:flow/${FlowId}/alias/${Flo 
wAliasId}

aws:ResourceTag/${ 
TagKey}

 flow-exec 
ution

arn:${Partition}:bedrock:${Region}:$ 
{Account}:flow/${FlowId}/alias/${Flo 
wAliasId}/execution/${FlowExecutionI 
d}

 

 model-copy-
job

arn:${Partition}:bedrock:${Region}:$ 
{Account}:model-copy-job/${ResourceI 
d}

aws:ResourceTag/${ 
TagKey}

 prompt arn:${Partition}:bedrock:${Region}:$ 
{Account}:prompt/${PromptId}

aws:ResourceTag/${ 
TagKey}

 prompt-ve 
rsion

arn:${Partition}:bedrock:${Region}:$ 
{Account}:prompt/${PromptId}:${Promp 
tVersion}

aws:ResourceTag/${ 
TagKey}

 model-imp 
ort-job

arn:${Partition}:bedrock:${Region}:$ 
{Account}:model-import-job/${Resourc 
eId}

aws:ResourceTag/${ 
TagKey}

 imported- 
model

arn:${Partition}:bedrock:${Region}:$ 
{Account}:imported-model/${ResourceI 
d}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 bedrock-
marketplac 
e-model-e 
ndpoint

arn:${Partition}:bedrock:${Region}:$ 
{Account}:marketplace/model-endpoint 
/all-access

 

 data-auto 
mation-pr 
oject

arn:${Partition}:bedrock:${Region}:$ 
{Account}:data-automation-project/${ 
ProjectId}

aws:ResourceTag/${ 
TagKey}

 blueprint arn:${Partition}:bedrock:${Region}:$ 
{Account}:blueprint/${BlueprintId}

aws:ResourceTag/${ 
TagKey}

 data-auto 
mation-in 
vocation-job

arn:${Partition}:bedrock:${Region}:$ 
{Account}:data-automation-invocation 
/${JobId}

aws:ResourceTag/${ 
TagKey}

 data-auto 
mation-profile

arn:${Partition}:bedrock:${Region}:$ 
{Account}:data-automation-profile/${ 
ProfileId}

 

 session arn:${Partition}:bedrock:${Region}:$ 
{Account}:session/${SessionId}

aws:ResourceTag/${ 
TagKey}

 custom-mo 
del-deplo 
yment

arn:${Partition}:bedrock:${Region}:$ 
{Account}:custom-model/${ResourceId}

aws:ResourceTag/${ 
TagKey}

Amazon Bedrock 的条件键

Amazon Bedrock 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据每个必需标签的允许值集，筛选对创建请求的访问权
限

字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签值，筛选对操作的访问权限 字符串

 aws:TagKeys 根据在请求中是否具有必需标签，筛选对创建请求的访问
权限

ArrayOfString

 bedrock:G 
uardrailIdentifier

按 GuardrailIdentifier 包含者 GuardrailArn 或 Guardrail 
Arn:筛选访问权限 NumericVersion

ARN

 bedrock:I 
nferenceP 
rofileArn

按指定的推理配置文件筛选访问权限 ARN

 bedrock:I 
nlineAgentName

按内联代理名称筛选访问权限，这将用于 InvokeInl 
ineAgent API 名称

字符串

 bedrock:P 
romptRouterArn

按指定的提示路由器筛选访问权限 ARN

 bedrock:T 
hirdParty 
Knowledge 
BaseCrede 
ntialsSecretArn

按包含第三方平台凭证的 secretArn 筛选访问权限 ARN

Amazon Bedrock Agentcore 的操作、资源和条件密钥

Amazon Bedrock Agentcore（服务前缀:bedrock-agentcore）提供以下特定于服务的资源、操作和
条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon Bedrock Agentcore 定义的操作

• 由 Amazon Bedrock Agentcore 定义的资源类型

• 亚马逊 Bedrock Agentcore 的条件密钥

由 Amazon Bedrock Agentcore 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AllowVend 
edLogDeli 
veryForRe 
source [仅权
限]

授予为资源配置附带遥测的权
限

权限管理 memory*    

 ConnectBr 
owserAuto 
mationStr 
eam

授予连接浏览器自动化流的权
限

读取      

 ConnectBr 
owserLive 
ViewStream

授予连接浏览器实时视图流的
权限

读取      

 CreateAge 
ntRuntime

授予创建新代理运行时的权限 写入     iam:PassR 
ole

 CreateAge 
ntRuntime 
Endpoint

授予创建新的代理运行时端点
的权限

写入      

apikeycre 
dentialpr 
ovider*

    CreateApi 
KeyCreden 
tialProvider

授予创建新 API 密钥凭证提供
程序的权限

写入

token-
vault*

   

 CreateBro 
wser

授予创建新的自定义浏览器的
权限

写入      

 CreateCod 
eInterpreter

授予创建新的自定义代码解释
器的权限

写入      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

memory*     CreateEvent 授予创建活动的权限 写入

  bedrock-
a 
gentcore: 
sessionId

bedrock-
a 
gentcore: 
actorId

 

 CreateGat 
eway

授予创建新网关的权限 写入     iam:PassR 
ole

 CreateGat 
ewayTarget

授予在现有网关中创建新目标
的权限

写入 gateway*    

 CreateMem 
ory

授予创建内存资源的权限 写入     iam:PassR 
ole

oauth2cre 
dentialpr 
ovider*

    CreateOau 
th2Creden 
tialProvider

授予创建新的凭据提供者以使
用协议访问外部资源的权限 
OAuth2

写入

token-
vault*

   

workload- 
identity*

    CreateWor 
kloadIdentity

授予创建新工作负载身份的权
限

写入

workload- 
identity- 
directory*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAge 
ntRuntime

授予删除代理运行时的权限 写入 runtime*    

runtime*     DeleteAge 
ntRuntime 
Endpoint

授予删除代理运行时端点的权
限

写入

runtime-e 
ndpoint*

   

apikeycre 
dentialpr 
ovider*

    DeleteApi 
KeyCreden 
tialProvider

授予删除已注册的 API 密钥凭
据提供者的权限

写入

token-
vault*

   

 DeleteBro 
wser

授予删除自定义浏览器的权限 写入 browser-
custom*

   

 DeleteCod 
eInterpreter

授予删除自定义代码解释器的
权限

写入 code-inte 
rpreter-c 
ustom*

   

memory*     DeleteEvent 授予删除事件的权限 写入

  bedrock-
a 
gentcore: 
sessionId

bedrock-
a 
gentcore: 
actorId
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteGat 
eway

授予删除现有网关的权限 写入 gateway*    

 DeleteGat 
ewayTarget

授予删除现有网关目标的权限 写入 gateway*    

 DeleteMem 
ory

授予删除内存资源的权限 写入 memory*    

 DeleteMem 
oryRecord

授予删除记忆记录的权限 写入 memory*    

oauth2cre 
dentialpr 
ovider*

    DeleteOau 
th2Creden 
tialProvider

授予删除已注册 OAuth2 凭证
提供者的权限

写入

token-
vault*

   

workload- 
identity*

    DeleteWor 
kloadIdentity

授予删除已注册工作负载身份
的权限

写入

workload- 
identity- 
directory*

   

 GetAgentR 
untime

授予获取代理运行时详细信息
的权限

读取 runtime*    

runtime*     GetAgentR 
untimeEnd 
point

授予获取代理运行时端点详细
信息的权限

读取

runtime-e 
ndpoint*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

apikeycre 
dentialpr 
ovider*

    GetApiKey 
Credentia 
lProvider

授予按名称获取已注册的 API 
密钥凭证提供程序的权限

读取

token-
vault*

   

 GetBrowser 授予获取浏览器详细信息的权
限

读取 browser-
custom*

   

browser*     GetBrowse 
rSession

授予获取浏览器会话详细信息
的权限

读取

browser-
custom*

   

 GetCodeIn 
terpreter

授予获取代码解释器详细信息
的权限

读取 code-inte 
rpreter-c 
ustom*

   

code-inte 
rpreter*

    GetCodeIn 
terpreter 
Session

授予获取代码解释器会话详细
信息的权限

读取

code-inte 
rpreter-c 
ustom*

   

 GetEvent 授予获取事件的权限 读取 memory*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  bedrock-
a 
gentcore: 
sessionId

bedrock-
a 
gentcore: 
actorId

 

 GetGateway 授予检索现有网关的权限 读取 gateway*    

 GetGatewa 
yTarget

授予检索现有网关目标的权限 读取 gateway*    

 GetMemory 授予获取内存资源详细信息的
权限

读取 memory*    

 GetMemory 
Record

授予获取记忆记录的权限 读取 memory*    

oauth2cre 
dentialpr 
ovider*

    GetOauth2 
Credentia 
lProvider

授予按其名称获取已注册 
OAuth2 凭证提供商的权限

读取

token-
vault*

   

apikeycre 
dentialpr 
ovider*

    GetResour 
ceApiKey

授予检索与 Api 密钥凭据提供
程序关联的 API 密钥的权限

读取

token-
vault*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workload- 
identity*

   

workload- 
identity- 
directory*

   

oauth2cre 
dentialpr 
ovider*

   

token-
vault*

   

workload- 
identity*

   

 GetResour 
ceOauth2T 
oken

授予通过 OAuth2 2LO 或 3LO 
流程检索访问令牌的权限，以
访问外部资源

读取

workload- 
identity- 
directory*

   

 GetTokenV 
ault

授予获取当前配置（包括加密
设置）的权限 TokenVault

读取 token-
vault*

   

workload- 
identity*

    GetWorklo 
adAccessT 
oken

为不代表用户执行的代理工作
负载授予检索工作负载访问令
牌的权限

写入

workload- 
identity- 
directory*

   

 GetWorklo 
adAccessT 
okenForJWT

授予为代表使用 JWT 令牌的用
户执行的代理工作负载检索工
作负载访问令牌的权限

写入 workload- 
identity*
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#amazonbedrockagentcore-workload-identity
#amazonbedrockagentcore-workload-identity


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workload- 
identity- 
directory*

   

workload- 
identity*

    GetWorklo 
adAccessT 
okenForUs 
erId

授予权限以检索代表具有用户 
ID 的用户行事的代理工作负载
的工作负载访问令牌

写入

workload- 
identity- 
directory*

   

workload- 
identity*

    GetWorklo 
adIdentity

授予获取特定工作负载身份详
细信息的权限，包括其名称和
允许的 OAuth2 返回值 URLs

读取

workload- 
identity- 
directory*

   

runtime*     InvokeAge 
ntRuntime

授予调用代理运行时端点的权
限

写入

runtime-e 
ndpoint*

   

code-inte 
rpreter*

    InvokeCod 
eInterpreter

授予调用代码解释器会话的权
限

写入

code-inte 
rpreter-c 
ustom*

   

 ListActors 授予列出演员的权限 列表 memory*    

 ListAgent 
RuntimeEn 
dpoints

授予列出代理运行时端点的权
限

列表      
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#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-workload-identity
#amazonbedrockagentcore-workload-identity
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_GetWorkloadAccessTokenForUserId.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_GetWorkloadAccessTokenForUserId.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_GetWorkloadAccessTokenForUserId.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_GetWorkloadAccessTokenForUserId.html
#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-workload-identity
#amazonbedrockagentcore-workload-identity
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_GetWorkloadIdentity.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_GetWorkloadIdentity.html
#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-runtime
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
#amazonbedrockagentcore-runtime-endpoint
#amazonbedrockagentcore-runtime-endpoint
#amazonbedrockagentcore-code-interpreter
#amazonbedrockagentcore-code-interpreter
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
#amazonbedrockagentcore-code-interpreter-custom
#amazonbedrockagentcore-code-interpreter-custom
#amazonbedrockagentcore-code-interpreter-custom
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListActors.html
#amazonbedrockagentcore-memory
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAgent 
RuntimeVe 
rsions

授予列出代理运行时版本的权
限

列表      

 ListAgent 
Runtimes

授予列出代理运行时的权限 列表      

apikeycre 
dentialpr 
ovider*

    ListApiKe 
yCredenti 
alProviders

授予在令牌库中列出所有 API 
密钥凭证提供者的权限

读取

token-
vault*

   

 ListBrows 
erSessions

授予列出浏览器会话的权限 列表      

 ListBrowsers 授予列出浏览器的权限 列表      

code-inte 
rpreter*

    ListCodeI 
nterprete 
rSessions

授予列出代码解释器会话的权
限

列表

code-inte 
rpreter-c 
ustom*

   

 ListCodeI 
nterpreters

授予列出代码解释器的权限 列表      

 ListEvents 授予列出事件的权限 列表 memory*    
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https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
#amazonbedrockagentcore-apikeycredentialprovider
#amazonbedrockagentcore-apikeycredentialprovider
#amazonbedrockagentcore-apikeycredentialprovider
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListApiKeyCredentialProviders.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListApiKeyCredentialProviders.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListApiKeyCredentialProviders.html
#amazonbedrockagentcore-token-vault
#amazonbedrockagentcore-token-vault
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
#amazonbedrockagentcore-code-interpreter
#amazonbedrockagentcore-code-interpreter
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
#amazonbedrockagentcore-code-interpreter-custom
#amazonbedrockagentcore-code-interpreter-custom
#amazonbedrockagentcore-code-interpreter-custom
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListEvents.html
#amazonbedrockagentcore-memory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  bedrock-
a 
gentcore: 
sessionId

bedrock-
a 
gentcore: 
actorId

 

 ListGatew 
ayTargets

授予列出现有网关目标的权限 列表 gateway*    

 ListGatew 
ays

授予列出现有网关的权限 列表      

 ListMemor 
ies

授予列出内存资源的权限 列表      

memory*     ListMemor 
yRecords

授予列出内存记录的权限 列表

  bedrock-
a 
gentcore: 
namespace

bedrock-
a 
gentcore: 
strategyI 
d

 

 ListOauth 
2Credenti 
alProviders

授予列出令牌库中所有 OAuth2 
凭证提供者的权限

读取 oauth2cre 
dentialpr 
ovider*
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#amazonbedrockagentcore-bedrock-agentcore_sessionId
#amazonbedrockagentcore-bedrock-agentcore_sessionId
#amazonbedrockagentcore-bedrock-agentcore_sessionId
#amazonbedrockagentcore-bedrock-agentcore_sessionId
#amazonbedrockagentcore-bedrock-agentcore_actorId
#amazonbedrockagentcore-bedrock-agentcore_actorId
#amazonbedrockagentcore-bedrock-agentcore_actorId
#amazonbedrockagentcore-bedrock-agentcore_actorId
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListGatewayTargets.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListGatewayTargets.html
#amazonbedrockagentcore-gateway
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListMemories.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListMemories.html
#amazonbedrockagentcore-memory
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListMemoryRecords.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListMemoryRecords.html
#amazonbedrockagentcore-bedrock-agentcore_namespace
#amazonbedrockagentcore-bedrock-agentcore_namespace
#amazonbedrockagentcore-bedrock-agentcore_namespace
#amazonbedrockagentcore-bedrock-agentcore_namespace
#amazonbedrockagentcore-bedrock-agentcore_namespace
#amazonbedrockagentcore-bedrock-agentcore_strategyId
#amazonbedrockagentcore-bedrock-agentcore_strategyId
#amazonbedrockagentcore-bedrock-agentcore_strategyId
#amazonbedrockagentcore-bedrock-agentcore_strategyId
#amazonbedrockagentcore-bedrock-agentcore_strategyId
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListOauth2CredentialProviders.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListOauth2CredentialProviders.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListOauth2CredentialProviders.html
#amazonbedrockagentcore-oauth2credentialprovider
#amazonbedrockagentcore-oauth2credentialprovider
#amazonbedrockagentcore-oauth2credentialprovider


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

token-
vault*

   

memory*     ListSessions 授予列出会话的权限 列表

  bedrock-
a 
gentcore: 
actorId

 

workload- 
identity*

    ListWorkl 
oadIdentities

授予列出调用者所有工作负载
身份的权限 AWS 账户

读取

workload- 
identity- 
directory*

   

memory*     RetrieveM 
emoryReco 
rds

授予通过语义查询检索内存记
录的权限

列表

  bedrock-
a 
gentcore: 
namespace

bedrock-
a 
gentcore: 
strategyI 
d

 

 SetTokenV 
aultCMK

授予将客户托管密钥 (CMK) 或
服务托管密钥与特定密钥关联
的权限 TokenVault

读取 token-
vault*
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#amazonbedrockagentcore-token-vault
#amazonbedrockagentcore-token-vault
#amazonbedrockagentcore-memory
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListSessions.html
#amazonbedrockagentcore-bedrock-agentcore_actorId
#amazonbedrockagentcore-bedrock-agentcore_actorId
#amazonbedrockagentcore-bedrock-agentcore_actorId
#amazonbedrockagentcore-bedrock-agentcore_actorId
#amazonbedrockagentcore-workload-identity
#amazonbedrockagentcore-workload-identity
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListWorkloadIdentities.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_ListWorkloadIdentities.html
#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-memory
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_RetrieveMemoryRecords.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_RetrieveMemoryRecords.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_RetrieveMemoryRecords.html
#amazonbedrockagentcore-bedrock-agentcore_namespace
#amazonbedrockagentcore-bedrock-agentcore_namespace
#amazonbedrockagentcore-bedrock-agentcore_namespace
#amazonbedrockagentcore-bedrock-agentcore_namespace
#amazonbedrockagentcore-bedrock-agentcore_namespace
#amazonbedrockagentcore-bedrock-agentcore_strategyId
#amazonbedrockagentcore-bedrock-agentcore_strategyId
#amazonbedrockagentcore-bedrock-agentcore_strategyId
#amazonbedrockagentcore-bedrock-agentcore_strategyId
#amazonbedrockagentcore-bedrock-agentcore_strategyId
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_SetTokenVaultCMK.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_SetTokenVaultCMK.html
#amazonbedrockagentcore-token-vault
#amazonbedrockagentcore-token-vault


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

browser*     StartBrow 
serSession

授予启动新浏览器会话的权限 写入

browser-
custom*

   

code-inte 
rpreter*

    StartCode 
Interpret 
erSession

授予启动新的代码解释器会话
的权限

写入

code-inte 
rpreter-c 
ustom*

   

browser*     StopBrows 
erSession

授予停止浏览器会话的权限 写入

browser-
custom*

   

code-inte 
rpreter*

    StopCodeI 
nterprete 
rSession

授予停止代码解释器会话的权
限

写入

code-inte 
rpreter-c 
ustom*

   

 Synchroni 
zeGateway 
Targets [仅权
限]

授予在网关上启用搜索的权限 权限管理 gateway*    

 UpdateAge 
ntRuntime

授予更新代理运行时的权限 写入 runtime*   iam:PassR 
ole

 UpdateAge 
ntRuntime 
Endpoint

授予更新代理运行时端点的权
限

写入 runtime*    
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#amazonbedrockagentcore-browser
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
#amazonbedrockagentcore-browser-custom
#amazonbedrockagentcore-browser-custom
#amazonbedrockagentcore-code-interpreter
#amazonbedrockagentcore-code-interpreter
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
#amazonbedrockagentcore-code-interpreter-custom
#amazonbedrockagentcore-code-interpreter-custom
#amazonbedrockagentcore-code-interpreter-custom
#amazonbedrockagentcore-browser
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
#amazonbedrockagentcore-browser-custom
#amazonbedrockagentcore-browser-custom
#amazonbedrockagentcore-code-interpreter
#amazonbedrockagentcore-code-interpreter
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
#amazonbedrockagentcore-code-interpreter-custom
#amazonbedrockagentcore-code-interpreter-custom
#amazonbedrockagentcore-code-interpreter-custom
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/welcome.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/welcome.html
#amazonbedrockagentcore-gateway
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
#amazonbedrockagentcore-runtime
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
#amazonbedrockagentcore-runtime


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

runtime-e 
ndpoint*

   

apikeycre 
dentialpr 
ovider*

    UpdateApi 
KeyCreden 
tialProvider

授予更新现有 API 密钥凭据提
供程序的权限

写入

token-
vault*

   

browser*     UpdateBro 
wserStream

授予更新浏览器会话流状态的
权限

写入

browser-
custom*

   

 UpdateGat 
eway

授予更新现有网关的权限 写入 gateway*   iam:PassR 
ole

 UpdateGat 
ewayTarget

授予更新现有网关目标的权限 写入 gateway*    

 UpdateMem 
ory

授予更新内存资源的权限 写入 memory*   iam:PassR 
ole

oauth2cre 
dentialpr 
ovider*

    UpdateOau 
th2Creden 
tialProvider

授予更新现有 OAuth2 凭证提
供者的权限

写入

token-
vault*

   

 UpdateWor 
kloadIdentity

授予更新现有工作负载标识元
数据的权限

写入 workload- 
identity*
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#amazonbedrockagentcore-runtime-endpoint
#amazonbedrockagentcore-runtime-endpoint
#amazonbedrockagentcore-apikeycredentialprovider
#amazonbedrockagentcore-apikeycredentialprovider
#amazonbedrockagentcore-apikeycredentialprovider
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateApiKeyCredentialProvider.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateApiKeyCredentialProvider.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateApiKeyCredentialProvider.html
#amazonbedrockagentcore-token-vault
#amazonbedrockagentcore-token-vault
#amazonbedrockagentcore-browser
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/
#amazonbedrockagentcore-browser-custom
#amazonbedrockagentcore-browser-custom
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateGateway.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateGateway.html
#amazonbedrockagentcore-gateway
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateGatewayTarget.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateGatewayTarget.html
#amazonbedrockagentcore-gateway
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateMemory.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateMemory.html
#amazonbedrockagentcore-memory
#amazonbedrockagentcore-oauth2credentialprovider
#amazonbedrockagentcore-oauth2credentialprovider
#amazonbedrockagentcore-oauth2credentialprovider
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateOauth2CredentialProvider.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateOauth2CredentialProvider.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateOauth2CredentialProvider.html
#amazonbedrockagentcore-token-vault
#amazonbedrockagentcore-token-vault
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateWorkloadIdentity.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/API_UpdateWorkloadIdentity.html
#amazonbedrockagentcore-workload-identity
#amazonbedrockagentcore-workload-identity


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workload- 
identity- 
directory*

   

由 Amazon Bedrock Agentcore 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 memory arn:${Partition}:bedrock-agentcore:$ 
{Region}:${Account}:memory/${MemoryI 
d}

 

 gateway arn:${Partition}:bedrock-agentcore:$ 
{Region}:${Account}:gateway/${Gatewa 
yId}

 

 workload- 
identity

arn:${Partition}:bedrock-agentcore:$ 
{Region}:${Account}:workload-identit 
y-directory/${DirectoryId}/workload- 
identity/${WorkloadIdentityName}

 

 oauth2cre 
dentialpr 
ovider

arn:${Partition}:bedrock-agentcore:$ 
{Region}:${Account}:token-vault/${To 
kenVaultId}/oauth2credentialprovider 
/${Name}
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#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-workload-identity-directory
#amazonbedrockagentcore-workload-identity-directory
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/memory.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/gateway.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/workloadIdentity.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/workloadIdentity.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/oauth2credentialprovider.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/oauth2credentialprovider.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/oauth2credentialprovider.html


服务授权参考 服务授权参考

资源类型 ARN 条件键

 apikeycre 
dentialpr 
ovider

arn:${Partition}:bedrock-agentcore:$ 
{Region}:${Account}:token-vault/${To 
kenVaultId}/apikeycredentialprovider 
/${Name}

 

 runtime arn:${Partition}:bedrock-agentcore:$ 
{Region}:${Account}:runtime/${Runtim 
eId}

 

 runtime-e 
ndpoint

arn:${Partition}:bedrock-agentcore:$ 
{Region}:${Account}:runtime/${Runtim 
eId}/runtime-endpoint/${Name}

 

 code-inte 
rpreter-c 
ustom

arn:${Partition}:bedrock-agentcore:$ 
{Region}:${Account}:code-interpreter 
-custom/${CodeInterpreterId}

 

 code-inte 
rpreter

arn:${Partition}:bedrock-agentcore:$ 
{Region}:aws:code-interpreter/${Code 
InterpreterId}

 

 browser-c 
ustom

arn:${Partition}:bedrock-agentcore:$ 
{Region}:${Account}:browser-custom/$ 
{BrowserId}

 

 browser arn:${Partition}:bedrock-agentcore:$ 
{Region}:aws:browser/${BrowserId}

 

 workload- 
identity- 
directory

arn:${Partition}:bedrock-agentcore:$ 
{Region}:${Account}:workload-identit 
y-directory/${DirectoryId}

 

 token-vault arn:${Partition}:bedrock-agentcore:$ 
{Region}:${Account}:token-vault/${To 
kenVaultId}
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https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/apikeycredentialprovider.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/apikeycredentialprovider.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/apikeycredentialprovider.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/runtime.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/runtimeEndpoint.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/runtimeEndpoint.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/codeInterpreter.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/codeInterpreter.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/codeInterpreter.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/codeInterpreter.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/codeInterpreter.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/browser.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/browser.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/browser.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/workloadIdentityDirectory.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/workloadIdentityDirectory.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/workloadIdentityDirectory.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/tokenVault.html
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亚马逊 Bedrock Agentcore 的条件密钥

Amazon Bedrock Agentcore 定义了以下可用于 IAM 策略Condition元素的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 bedrock-a 
gentcore:actorId

按演员 ID 筛选访问权限 字符串

 bedrock-a 
gentcore: 
namespace

按命名空间筛选访问权限 字符串

 bedrock-a 
gentcore: 
sessionId

按会话 ID 筛选访问权限 字符串

 bedrock-a 
gentcore: 
strategyId

按内存策略 ID 筛选访问权限 字符串

AWS Billing的操作、资源和条件键

AWS Billing （服务前缀:billing）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Billing定义的操作
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/#condition-keys-actorId
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/#condition-keys-actorId
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/#condition-keys-namespace
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/#condition-keys-namespace
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/#condition-keys-namespace
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/#condition-keys-sessionId
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/#condition-keys-sessionId
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/#condition-keys-sessionId
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/#condition-keys-strategyId
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/#condition-keys-strategyId
https://docs.aws.amazon.com/bedrock-agentcore/latest/APIReference/#condition-keys-strategyId
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_Operations_AWS_Billing.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/security-iam.html
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• AWS Billing定义的资源类型

• AWS Billing的条件键

AWS Billing定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateBil 
lingView

授予创建账单视图的权限 写入 billingvi 
ew*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_CreateBillingView.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_CreateBillingView.html
#awsbilling-billingview
#awsbilling-billingview
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

billingvi 
ew*

    DeleteBil 
lingView

授予删除账单视图的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

billingvi 
ew*

    DeleteRes 
ourcePolicy
[仅权限]

授予删除账单视图资源策略的
权限

权限管理

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetBillin 
gData [仅权
限]

授予对账单信息执行查询的权
限

读取      

 GetBillin 
gDetails [仅权
限]

授予查看详细行项目账单信息
的权限

读取      

 GetBillin 
gNotifications
[仅权限]

授予查看与您的账户账单信息 
AWS 相关的通知的权限

读取      
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#awsbilling-aws_RequestTag___TagKey_
#awsbilling-aws_RequestTag___TagKey_
#awsbilling-aws_RequestTag___TagKey_
#awsbilling-aws_TagKeys
#awsbilling-aws_TagKeys
#awsbilling-billingview
#awsbilling-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_DeleteBillingView.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_DeleteBillingView.html
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-billingview
#awsbilling-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_DeleteResourcePolicy.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_DeleteResourcePolicy.html
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetBillin 
gPreferences
[仅权限]

授予查看账单首选项的权限，
例如预留实例、实惠配套和服
务抵扣金共享

读取      

billingvi 
ew*

    GetBillin 
gView

授予获取指定账单视图元数据
的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetBillin 
gViewData
 [仅权限]

授予获取指定账单视图的成本
和使用情况数据的权限

读取 billingvi 
ew*

   

 GetContra 
ctInformation
[仅权限]

授予查看账户合同信息的权
限，包括合同编号、最终用户
组织名称、采购订单号，以及
账户是否用于为公共部门客户
提供服务

读取      

 GetCredits
[仅权限]

授予查看已兑换的服务抵扣金
的权限

读取      

 GetIAMAcc 
essPrefer 
ence [仅权限]

授予检索“允许 IAM 访问”账单
首选项的状态的权限

读取      

billingvi 
ew*

    GetResour 
cePolicy

授予权限以获取资源策略指定
的账单视图

权限管理

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
#awsbilling-billingview
#awsbilling-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_GetBillingView.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_GetBillingView.html
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/
#awsbilling-billingview
#awsbilling-billingview
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
#awsbilling-billingview
#awsbilling-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_GetResourcePolicy.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_GetResourcePolicy.html
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSeller 
OfRecord [仅
权限]

授予检索账户的默认记录卖家
的权限

读取      

 ListBilli 
ngViews

授予获取所有可用账单视图列
表的权限

读取      

billingvi 
ew*

    ListSourc 
eViewsFor 
BillingView

授予获取指定账单视图的源视
图列表的权限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

billingvi 
ew*

    ListTagsF 
orResource

授予获取指定账单视图的标签
列表的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 PutContra 
ctInformation
[仅权限]

授予设置账户合同信息、最终
用户组织名称，以及账户是否
用于为公共部门客户提供服务
的权限

写入      

billingvi 
ew*

    PutResour 
cePolicy [仅
权限]

授予制定账单视图资源政策的
权限

权限管理

  aws:Resou 
rceTag/${ 
TagKey}

 

 RedeemCre 
dits [仅权限]

授予兑换积分的 AWS 权限 写入      
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_ListBillingViews.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_ListBillingViews.html
#awsbilling-billingview
#awsbilling-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_ListSourceViewsForBillingView.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_ListSourceViewsForBillingView.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_ListSourceViewsForBillingView.html
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-billingview
#awsbilling-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_ListTagsForResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_ListTagsForResource.html
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
#awsbilling-billingview
#awsbilling-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_PutResourcePolicy.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_PutResourcePolicy.html
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

billingvi 
ew*

    TagResour 
ce

授予向指定账单视图添加标签
的权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

billingvi 
ew*

    UntagReso 
urce

授予从指定账单视图中移除标
签的权限

标记

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateBil 
lingPrefe 
rences [仅权
限]

授予更新账单首选项的权限，
例如预留实例、实惠配套和服
务抵扣金共享

写入      

billingvi 
ew*

    UpdateBil 
lingView

授予更新账单视图的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}
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#awsbilling-billingview
#awsbilling-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_TagResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_TagResource.html
#awsbilling-aws_TagKeys
#awsbilling-aws_TagKeys
#awsbilling-aws_RequestTag___TagKey_
#awsbilling-aws_RequestTag___TagKey_
#awsbilling-aws_RequestTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-billingview
#awsbilling-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_UntagResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_UntagResource.html
#awsbilling-aws_TagKeys
#awsbilling-aws_TagKeys
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
#awsbilling-billingview
#awsbilling-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_UpdateBillingView.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_billing_UpdateBillingView.html
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
#awsbilling-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateIAM 
AccessPre 
ference [仅权
限]

授予更新“允许 IAM 访问”账单
首选项的权限

写入      

AWS Billing定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 billingview arn:${Partition}:billing::${Account} 
:billingview/${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS Billing的条件键

AWS Billing 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一步细
化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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条件键 描述 类型

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

成本管理仪表板的操作、资源 AWS Billing 和条件键

AWS Billing 和成本管理控制面板（服务前缀:bcm-dashboards）提供了以下特定于服务的资源、操
作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由成本管理仪表板定义的操作 AWS Billing 和成本管理控制面板

• 由 AWS Billing 和成本管理控制面板定义的资源类型

• AWS Billing 和成本管理仪表板的条件密钥

由成本管理仪表板定义的操作 AWS Billing 和成本管理控制面板

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDas 
hboard

授予创建仪表板的权限 写入      

 DeleteDas 
hboard

授予权限以删除控制面板 写入      

 GetDashbo 
ard

授予获取仪表板信息的权限 读取      

 GetResour 
cePolicy

授予获取仪表板资源策略的权
限

读取      

 ListDashb 
oards

授予列出用户所有仪表板相关
信息的权限

读取      

 ListTagsF 
orResource

授予列出资源所有标签的权限 读取      

 TagResour 
ce

授予为资源创建标签的权限 写入      

 UntagReso 
urce

授予删除资源标签的权限 写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateDas 
hboard

授予更新现有仪表板的权限 写入      

由 AWS Billing 和成本管理控制面板定义的资源类型

AWS Billing 而且成本管理控制面板不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允
许访问成本管理控制面板，请在策略"Resource": "*"中指定。 AWS Billing

AWS Billing 和成本管理仪表板的条件密钥

Billing and Cost Management Dashboards 没有可在政策声明Condition元素中使用的特定于服务的
上下文密钥。有关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Billing 与成本管理数据导出的操作、资源和条件键

AWS Billing 成本管理数据导出（服务前缀:bcm-data-exports）提供了以下特定于服务的资源、操
作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Billing 与成本管理数据导出定义的操作

• AWS Billing 与成本管理数据导出定义的资源类型

• AWS Billing 与成本管理数据导出的条件键
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AWS Billing 与成本管理数据导出定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

table*     CreateExport 授予创建导出的权限 写入

  aws:Reque 
stTag/${T 
agKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

export*     DeleteExport 授予删除导出的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

export*     GetExecut 
ion

授予获取导出执行的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

export*     GetExport 授予获取导出的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetTable 授予获取表详细信息的权限 读取 table*    

export*     ListExecu 
tions

授予获取导出的全部执行的权
限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListExports 授予列出所有导出的权限 列表      

 ListTables 授予列出可用表的权限 列表      

 ListTagsF 
orResource

授予权限以列出资源的标签 读取 export*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

export*     TagResour 
ce

授予权限以标记资源 Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

export*     UntagReso 
urce

授予权限以取消标记资源 标记

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

export*    

table*    

 UpdateExp 
ort

授予更新导出的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}
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AWS Billing 与成本管理数据导出定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 export arn:${Partition}:bcm-data-exports:${ 
Region}:${Account}:export/${Identifi 
er}

aws:ResourceTag/${ 
TagKey}

 table arn:${Partition}:bcm-data-exports:${ 
Region}:${Account}:table/${Identifie 
r}

 

AWS Billing 与成本管理数据导出的条件键

AWS Billing 成本管理数据导出定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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和成本管理定价计算器的操作、资源 AWS Billing 和条件键

AWS Billing 成本管理定价计算器（服务前缀:bcm-pricing-calculator）提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Billing 和成本管理定价计算器定义的操作

• 由 AWS Billing 和成本管理定价计算器定义的资源类型

• AWS Billing 和成本管理定价计算器的条件键

由 AWS Billing 和成本管理定价计算器定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/cost-management/latest/userguide/pricing-calculator.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_Operations_AWS_Billing_and_Cost_Management_Pricing_Calculator.html
https://docs.aws.amazon.com/cost-management/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html


服务授权参考 服务授权参考

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateBil 
lEstimate

授予创建新账单估算的权限。
成功估算账单会产生费用

写入 bill-scen 
ario

   

 CreateBil 
lScenario

授予创建新账单场景的权限 写入      

 CreateBil 
lScenario 
Commitmen 
tModification

授予在指定账单方案中创建新
承诺或删除现有承诺的权限

写入 bill-scen 
ario*

   

 CreateBil 
lScenario 
UsageModi 
fication

授予在指定账单场景中创建用
法的权限

写入 bill-scen 
ario*

   

 CreateWor 
kloadEsti 
mate

授予创建新的工作负载估算值
的权限

写入      

 CreateWor 
kloadEsti 
mateUsage

授予在指定工作负载估计值中
创建使用量的权限

写入 workload- 
estimate*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_CreateBillEstimate.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_CreateBillEstimate.html
#awsbillingandcostmanagementpricingcalculator-bill-scenario
#awsbillingandcostmanagementpricingcalculator-bill-scenario
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_CreateBillScenario.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_CreateBillScenario.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchCreateBillScenarioCommitmentModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchCreateBillScenarioCommitmentModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchCreateBillScenarioCommitmentModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchCreateBillScenarioCommitmentModification.html
#awsbillingandcostmanagementpricingcalculator-bill-scenario
#awsbillingandcostmanagementpricingcalculator-bill-scenario
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchCreateBillScenarioUsageModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchCreateBillScenarioUsageModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchCreateBillScenarioUsageModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchCreateBillScenarioUsageModification.html
#awsbillingandcostmanagementpricingcalculator-bill-scenario
#awsbillingandcostmanagementpricingcalculator-bill-scenario
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_CreateWorkloadEstimate.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_CreateWorkloadEstimate.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_CreateWorkloadEstimate.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchCreateWorkloadEstimateUsage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchCreateWorkloadEstimateUsage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchCreateWorkloadEstimateUsage.html
#awsbillingandcostmanagementpricingcalculator-workload-estimate
#awsbillingandcostmanagementpricingcalculator-workload-estimate


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteBil 
lEstimate

授予删除账单估值的权限 写入 bill-esti 
mate*

   

 DeleteBil 
lScenario

授予删除账单方案的权限 写入 bill-scen 
ario*

   

 DeleteBil 
lScenario 
Commitmen 
tModification

授予从指定账单方案中删除新
添加的承付款的权限

写入 bill-scen 
ario*

   

 DeleteBil 
lScenario 
UsageModi 
fication

授予从指定账单方案中删除新
添加的使用量的权限

写入 bill-scen 
ario*

   

 DeleteWor 
kloadEsti 
mate

授予删除指定工作负载估计值
的权限

写入 workload- 
estimate*

   

 DeleteWor 
kloadEsti 
mateUsage

授予从指定工作负载估计值中
删除新添加的使用量的权限

写入 workload- 
estimate*

   

 GetBillEs 
timate

授予检索账单估算详细信息的
权限，包括预估费用

读取 bill-esti 
mate*

   

 GetBillSc 
enario

授予检索与账单情景相关的信
息的权限

读取 bill-scen 
ario*

   

 GetPrefer 
ences

授予权限以检索账户的适用费
率类型偏好

读取      

 GetWorklo 
adEstimate

授予检索与工作量估算相关的
信息的权限

读取 workload- 
estimate*
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https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_DeleteBillEstimate.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_DeleteBillEstimate.html
#awsbillingandcostmanagementpricingcalculator-bill-estimate
#awsbillingandcostmanagementpricingcalculator-bill-estimate
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_DeleteBillScenario.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_DeleteBillScenario.html
#awsbillingandcostmanagementpricingcalculator-bill-scenario
#awsbillingandcostmanagementpricingcalculator-bill-scenario
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchDeleteBillScenarioCommitmentModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchDeleteBillScenarioCommitmentModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchDeleteBillScenarioCommitmentModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchDeleteBillScenarioCommitmentModification.html
#awsbillingandcostmanagementpricingcalculator-bill-scenario
#awsbillingandcostmanagementpricingcalculator-bill-scenario
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchDeleteBillScenarioUsageModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchDeleteBillScenarioUsageModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchDeleteBillScenarioUsageModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchDeleteBillScenarioUsageModification.html
#awsbillingandcostmanagementpricingcalculator-bill-scenario
#awsbillingandcostmanagementpricingcalculator-bill-scenario
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_DeleteWorkloadEstimate.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_DeleteWorkloadEstimate.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_DeleteWorkloadEstimate.html
#awsbillingandcostmanagementpricingcalculator-workload-estimate
#awsbillingandcostmanagementpricingcalculator-workload-estimate
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchDeleteWorkloadEstimateUsage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchDeleteWorkloadEstimateUsage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchDeleteWorkloadEstimateUsage.html
#awsbillingandcostmanagementpricingcalculator-workload-estimate
#awsbillingandcostmanagementpricingcalculator-workload-estimate
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_GetBillEstimate.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_GetBillEstimate.html
#awsbillingandcostmanagementpricingcalculator-bill-estimate
#awsbillingandcostmanagementpricingcalculator-bill-estimate
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_GetBillScenario.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_GetBillScenario.html
#awsbillingandcostmanagementpricingcalculator-bill-scenario
#awsbillingandcostmanagementpricingcalculator-bill-scenario
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_GetPreferences.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_GetPreferences.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_GetWorkloadEstimate.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_GetWorkloadEstimate.html
#awsbillingandcostmanagementpricingcalculator-workload-estimate
#awsbillingandcostmanagementpricingcalculator-workload-estimate


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListBillE 
stimateCo 
mmitments

授予列出与指定账单估算值关
联的承付款的权限

列表 bill-esti 
mate*

   

 ListBillE 
stimateIn 
putCommit 
mentModif 
ications

授予列出指定账单估算中已添
加或已删除的承付款的权限

列表 bill-esti 
mate*

   

 ListBillE 
stimateIn 
putUsageM 
odifications

授予列出指定账单估算中已添
加或修改的用法的权限

列表 bill-esti 
mate*

   

 ListBillE 
stimateLi 
neItems

授予列出指定账单估算结果行
项目的权限

列表 bill-esti 
mate*

   

 ListBillE 
stimates

授予列出账单估算值的权限 列表      

 ListBillS 
cenarioCo 
mmitmentM 
odifications

授予列出账单情景中包含的承
付款的权限

列表 bill-scen 
ario*

   

 ListBillS 
cenarioUs 
ageModifi 
cations

授予列出指定账单场景的使用
行的权限

列表 bill-scen 
ario*

   

 ListBillS 
cenarios

授予列出账单方案的权限 列表      
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https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateCommitments.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateCommitments.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateCommitments.html
#awsbillingandcostmanagementpricingcalculator-bill-estimate
#awsbillingandcostmanagementpricingcalculator-bill-estimate
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateInputCommitmentModifications.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateInputCommitmentModifications.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateInputCommitmentModifications.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateInputCommitmentModifications.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateInputCommitmentModifications.html
#awsbillingandcostmanagementpricingcalculator-bill-estimate
#awsbillingandcostmanagementpricingcalculator-bill-estimate
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateInputUsageModifications.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateInputUsageModifications.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateInputUsageModifications.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateInputUsageModifications.html
#awsbillingandcostmanagementpricingcalculator-bill-estimate
#awsbillingandcostmanagementpricingcalculator-bill-estimate
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateLineItems.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateLineItems.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimateLineItems.html
#awsbillingandcostmanagementpricingcalculator-bill-estimate
#awsbillingandcostmanagementpricingcalculator-bill-estimate
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimates.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillEstimates.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillScenarioCommitmentModifications.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillScenarioCommitmentModifications.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillScenarioCommitmentModifications.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillScenarioCommitmentModifications.html
#awsbillingandcostmanagementpricingcalculator-bill-scenario
#awsbillingandcostmanagementpricingcalculator-bill-scenario
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillScenarioUsageModifications.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillScenarioUsageModifications.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillScenarioUsageModifications.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillScenarioUsageModifications.html
#awsbillingandcostmanagementpricingcalculator-bill-scenario
#awsbillingandcostmanagementpricingcalculator-bill-scenario
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillScenarios.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListBillScenarios.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予返回资源标签列表的权限 标记      

 ListWorkl 
oadEstima 
teUsage

授予列出指定工作负载估计值
的使用行的权限

列表 workload- 
estimate*

   

 ListWorkl 
oadEstimates

授予列出工作量估算值的权限 列表      

 TagResour 
ce

授予权限以将标签添加到资源 Tagging   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以从资源中删除标签 标记   aws:TagKe 
ys

 

 UpdateBil 
lEstimate

授予更新账单预估名称和到期
日期时间的权限

写入 bill-esti 
mate*

   

 UpdateBil 
lScenario

授予更新指定账单场景的名称
和到期日期时间的权限

写入 bill-scen 
ario*

   

 UpdateBil 
lScenario 
Commitmen 
tModification

授予在指定账单方案中更新承
诺组的权限

写入 bill-scen 
ario*

   

 UpdateBil 
lScenario 
UsageModi 
fication

授予在指定账单场景中更新使
用量、使用时长和使用组的权
限

写入 bill-scen 
ario*
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https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListTagsForResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListTagsForResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListWorkloadEstimateUsage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListWorkloadEstimateUsage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListWorkloadEstimateUsage.html
#awsbillingandcostmanagementpricingcalculator-workload-estimate
#awsbillingandcostmanagementpricingcalculator-workload-estimate
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListWorkloadEstimates.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_ListWorkloadEstimates.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_TagResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_TagResource.html
#awsbillingandcostmanagementpricingcalculator-aws_RequestTag___TagKey_
#awsbillingandcostmanagementpricingcalculator-aws_RequestTag___TagKey_
#awsbillingandcostmanagementpricingcalculator-aws_RequestTag___TagKey_
#awsbillingandcostmanagementpricingcalculator-aws_TagKeys
#awsbillingandcostmanagementpricingcalculator-aws_TagKeys
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_UntagResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_UntagResource.html
#awsbillingandcostmanagementpricingcalculator-aws_TagKeys
#awsbillingandcostmanagementpricingcalculator-aws_TagKeys
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_UpdateBillEstimate.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_UpdateBillEstimate.html
#awsbillingandcostmanagementpricingcalculator-bill-estimate
#awsbillingandcostmanagementpricingcalculator-bill-estimate
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_UpdateBillScenario.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_UpdateBillScenario.html
#awsbillingandcostmanagementpricingcalculator-bill-scenario
#awsbillingandcostmanagementpricingcalculator-bill-scenario
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchUpdateBillScenarioCommitmentModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchUpdateBillScenarioCommitmentModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchUpdateBillScenarioCommitmentModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchUpdateBillScenarioCommitmentModification.html
#awsbillingandcostmanagementpricingcalculator-bill-scenario
#awsbillingandcostmanagementpricingcalculator-bill-scenario
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchUpdateBillScenarioUsageModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchUpdateBillScenarioUsageModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchUpdateBillScenarioUsageModification.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchUpdateBillScenarioUsageModification.html
#awsbillingandcostmanagementpricingcalculator-bill-scenario
#awsbillingandcostmanagementpricingcalculator-bill-scenario


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePre 
ferences

授予更新账户费率类型首选项
的权限

写入      

 UpdateWor 
kloadEsti 
mate

授予更新指定工作负载估计值
的名称和到期日期时间的权限

写入 workload- 
estimate*

   

 UpdateWor 
kloadEsti 
mateUsage

授予根据使用量 ID 更新指定工
作负载估计值中的使用量和使 
用量组的权限

写入 workload- 
estimate*

   

由 AWS Billing 和成本管理定价计算器定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 bill-estimate arn:${Partition}:bcm-pricing-calcula 
tor:${Region}:${Account}:bill-estima 
te/${BillEstimateId}

 

 bill-scenario arn:${Partition}:bcm-pricing-calcula 
tor:${Region}:${Account}:bill-scenar 
io/${BillScenarioId}

 

 workload- 
estimate

arn:${Partition}:bcm-pricing-calcula 
tor:${Region}:${Account}:workload-es 
timate/${WorkloadEstimateId}
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https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_UpdatePreferences.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_UpdatePreferences.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_UpdateWorkloadEstimate.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_UpdateWorkloadEstimate.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_UpdateWorkloadEstimate.html
#awsbillingandcostmanagementpricingcalculator-workload-estimate
#awsbillingandcostmanagementpricingcalculator-workload-estimate
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchUpdateWorkloadEstimateUsage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchUpdateWorkloadEstimateUsage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AWSBCMPricingCalculator_BatchUpdateWorkloadEstimateUsage.html
#awsbillingandcostmanagementpricingcalculator-workload-estimate
#awsbillingandcostmanagementpricingcalculator-workload-estimate
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/cost-management/latest/userguide/pc-bill-estimate.html
https://docs.aws.amazon.com/cost-management/latest/userguide/pc-bill-scenario.html
https://docs.aws.amazon.com/cost-management/latest/userguide/pc-workload-estimate.html
https://docs.aws.amazon.com/cost-management/latest/userguide/pc-workload-estimate.html
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AWS Billing 和成本管理定价计算器的条件键

AWS Billing 成本管理定价计算器定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

和成本管理推荐操作的操作、资源 AWS Billing 和条件键

AWS Billing 成本管理推荐的操作（服务前缀:bcm-recommended-actions）提供了以下特定于服务
的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 “成本管理” 定义的操作 AWS Billing 和建议的操作

• 由 AWS Billing 成本管理推荐操作定义的资源类型

• AWS Billing 和成本管理建议操作的条件关键字
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reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/cost-management/latest/userguide/view-billing-dashboard.html#recommended-actions-widget
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_Operations_AWS_Billing_and_Cost_Management_Recommended_Actions.html
https://docs.aws.amazon.com/cost-management/latest/userguide/billing-permissions-ref.html#allows-recommended-actions-access
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由 “成本管理” 定义的操作 AWS Billing 和建议的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRecom 
mendedAct 
ions

授予列出所有建议操作的权限 列表      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_BillingAndCostManagementRecommendedActions_ListRecommendedActions.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_BillingAndCostManagementRecommendedActions_ListRecommendedActions.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_BillingAndCostManagementRecommendedActions_ListRecommendedActions.html
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由 AWS Billing 成本管理推荐操作定义的资源类型

AWS Billing 而且，成本管理建议的操作不支持在 IAM 政策声明的Resource元素中指定资源 ARN。
要允许访问 AWS Billing 和成本管理建议的操作，请在您的策略"Resource": "*"中指定。

AWS Billing 和成本管理建议操作的条件关键字

BillingAndCostManagementRecommendedActions 没有可在策略声明Condition元素中使用的特定
于服务的上下文密钥。有关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密
钥。

AWS Billing Conductor的操作、资源和条件键

AWS Billing Conductor （服务前缀:billingconductor）提供以下特定于服务的资源、操作和条件
上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Billing Conductor定义的操作

• AWS Billing Conductor定义的资源类型

• AWS Billing Conductor的条件键

AWS Billing Conductor定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/billingconductor/latest/userguide/
https://docs.aws.amazon.com/billingconductor/latest/APIReference/
https://docs.aws.amazon.com/billingconductor/latest/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Accounts

授予将 1 至 30 个账户与账单
组关联的权限

写入 billinggr 
oup*

   

pricingpl 
an*

    Associate 
PricingRules

授予关联定价规则的权限 写入

pricingru 
le*

   

 BatchAsso 
ciateReso 
urcesToCu 
stomLineItem

授予批量将资源与百分比自定
义行项目关联的权限

写入 customlin 
eitem*

   

 BatchDisa 
ssociateR 

授予批量将资源与百分比自定
义行项目解除关联的权限

写入 customlin 
eitem*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_AssociateAccounts.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_AssociateAccounts.html
#awsbillingconductor-billinggroup
#awsbillingconductor-billinggroup
#awsbillingconductor-pricingplan
#awsbillingconductor-pricingplan
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_AssociatePricingRules.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_AssociatePricingRules.html
#awsbillingconductor-pricingrule
#awsbillingconductor-pricingrule
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_BatchAssociateResourcesToCustomLineItem.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_BatchAssociateResourcesToCustomLineItem.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_BatchAssociateResourcesToCustomLineItem.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_BatchAssociateResourcesToCustomLineItem.html
#awsbillingconductor-customlineitem
#awsbillingconductor-customlineitem
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_BatchDisassociateResourcesFromCustomLineItem.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_BatchDisassociateResourcesFromCustomLineItem.html
#awsbillingconductor-customlineitem
#awsbillingconductor-customlineitem


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

esourcesF 
romCustom 
LineItem

pricingpl 
an*

    CreateBil 
lingGroup

授予创建账单组的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

billinggr 
oup*

    CreateCus 
tomLineItem

授予创建自定义行项目的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

pricingru 
le*

    CreatePri 
cingPlan

授予创建定价计划的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_BatchDisassociateResourcesFromCustomLineItem.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_BatchDisassociateResourcesFromCustomLineItem.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_BatchDisassociateResourcesFromCustomLineItem.html
#awsbillingconductor-pricingplan
#awsbillingconductor-pricingplan
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_CreateBillingGroup.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_CreateBillingGroup.html
#awsbillingconductor-aws_TagKeys
#awsbillingconductor-aws_TagKeys
#awsbillingconductor-aws_RequestTag___TagKey_
#awsbillingconductor-aws_RequestTag___TagKey_
#awsbillingconductor-aws_RequestTag___TagKey_
#awsbillingconductor-billinggroup
#awsbillingconductor-billinggroup
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_CreateCustomLineItem.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_CreateCustomLineItem.html
#awsbillingconductor-aws_TagKeys
#awsbillingconductor-aws_TagKeys
#awsbillingconductor-aws_RequestTag___TagKey_
#awsbillingconductor-aws_RequestTag___TagKey_
#awsbillingconductor-aws_RequestTag___TagKey_
#awsbillingconductor-pricingrule
#awsbillingconductor-pricingrule
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_CreatePricingPlan.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_CreatePricingPlan.html
#awsbillingconductor-aws_TagKeys
#awsbillingconductor-aws_TagKeys
#awsbillingconductor-aws_RequestTag___TagKey_
#awsbillingconductor-aws_RequestTag___TagKey_
#awsbillingconductor-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePri 
cingRule

授予创建定价规则的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteBil 
lingGroup

授予删除账单组的权限 写入 billinggr 
oup*

   

 DeleteCus 
tomLineItem

授予删除自定义行项目的权限 写入 customlin 
eitem*

   

 DeletePri 
cingPlan

授予删除定价计划的权限 写入 pricingpl 
an*

   

 DeletePri 
cingRule

授予删除定价规则的权限 写入 pricingru 
le*

   

 Disassoci 
ateAccounts

授予将 1 至 30 个账户与账单
组分离的权限

写入 billinggr 
oup*

   

pricingpl 
an*

    Disassoci 
atePricin 
gRules

授予解除关联定价规则的权限 写入

pricingru 
le*

   

 GetBillin 
gGroupCos 
tReport

授予查看指定账单组的账单组
成本报告的权限

读取 billinggr 
oup*

   

 ListAccou 
ntAssocia 
tions

授予权限以列示给定账单周期
内付款人账户的关联账户，同
时提供关联账户所属的账单组

列表      
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https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_CreatePricingRule.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_CreatePricingRule.html
#awsbillingconductor-aws_TagKeys
#awsbillingconductor-aws_TagKeys
#awsbillingconductor-aws_RequestTag___TagKey_
#awsbillingconductor-aws_RequestTag___TagKey_
#awsbillingconductor-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_DeleteBillingGroup.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_DeleteBillingGroup.html
#awsbillingconductor-billinggroup
#awsbillingconductor-billinggroup
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_DeleteCustomLineItem.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_DeleteCustomLineItem.html
#awsbillingconductor-customlineitem
#awsbillingconductor-customlineitem
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_DeletePricingPlan.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_DeletePricingPlan.html
#awsbillingconductor-pricingplan
#awsbillingconductor-pricingplan
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_DeletePricingRule.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_DeletePricingRule.html
#awsbillingconductor-pricingrule
#awsbillingconductor-pricingrule
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_DisassociateAccounts.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_DisassociateAccounts.html
#awsbillingconductor-billinggroup
#awsbillingconductor-billinggroup
#awsbillingconductor-pricingplan
#awsbillingconductor-pricingplan
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_DisassociatePricingRules.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_DisassociatePricingRules.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_DisassociatePricingRules.html
#awsbillingconductor-pricingrule
#awsbillingconductor-pricingrule
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_GetBillingGroupCostReport.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_GetBillingGroupCostReport.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_GetBillingGroupCostReport.html
#awsbillingconductor-billinggroup
#awsbillingconductor-billinggroup
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_ListAccountAssociations.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_ListAccountAssociations.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference/API_ListAccountAssociations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListBilli 
ngGroupCo 
stReports

授予查看账单组成本报告的权
限

读取      

 ListBilli 
ngGroups

授予查看账单组详细信息的权
限

读取      

 ListCusto 
mLineItem 
Versions

授予权限以查看自定义行项目
版本

读取 customlin 
eitem*

   

 ListCusto 
mLineItems

授予查看自定义行项目详细信
息的权限

读取      

 ListPrici 
ngPlans

授予查看定价计划详细信息的
权限

读取      

 ListPrici 
ngPlansAs 
sociatedW 
ithPricingRule

授予列示与定价规则关联的定
价计划的权限

列表 pricingru 
le*

   

 ListPrici 
ngRules

授予查看定价规则详细信息的
权限

读取      

 ListPrici 
ngRulesAs 
sociatedT 
oPricingPlan

授予列示与定价计划关联的定
价规则的权限

列表 pricingpl 
an*

   

 ListResou 
rcesAssoc 
iatedToCu 
stomLineItem

授予列示与百分比自定义行项
目关联的资源的权限

列表 customlin 
eitem*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

billinggr 
oup

   

customlin 
eitem

   

pricingpl 
an

   

pricingru 
le

   

 ListTagsF 
orResource

授予列出资源标签的权限 读取

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

billinggr 
oup

   

customlin 
eitem

   

pricingpl 
an

   

 TagResour 
ce

授予权限以标记资源 Tagging

pricingru 
le
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

billinggr 
oup

   

customlin 
eitem

   

pricingpl 
an

   

pricingru 
le

   

 UntagReso 
urce

授予权限以取消标记资源 标记

  aws:TagKe 
ys

 

 UpdateBil 
lingGroup

授予更新账单组的权限 写入 billinggr 
oup*

   

 UpdateCus 
tomLineItem

授予更新自定义行项目的权限 写入 customlin 
eitem*

   

 UpdatePri 
cingPlan

授予更新定价计划的权限 写入 pricingpl 
an*

   

 UpdatePri 
cingRule

授予更新定价规则的权限 写入 pricingru 
le*
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AWS Billing Conductor定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 billinggroup arn:${Partition}:billingconductor::$ 
{Account}:billinggroup/${BillingGrou 
pId}

aws:ResourceTag/${ 
TagKey}

 pricingplan arn:${Partition}:billingconductor::$ 
{Account}:pricingplan/${PricingPlanI 
d}

aws:ResourceTag/${ 
TagKey}

 pricingrule arn:${Partition}:billingconductor::$ 
{Account}:pricingrule/${PricingRuleI 
d}

aws:ResourceTag/${ 
TagKey}

 customlin 
eitem

arn:${Partition}:billingconductor::$ 
{Account}:customlineitem/${CustomLin 
eItemId}

aws:ResourceTag/${ 
TagKey}

AWS Billing Conductor的条件键

AWS Billing Conductor 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Billing 控制台的操作、资源和条件键

AWS Billing 控制台（服务前缀:aws-portal）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Billing 控制台定义的操作

• 由 AWS Billing 控制台定义的资源类型

• AWS Billing 控制台的条件键

由 AWS Billing 控制台定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetConsol 
eActionSe 
tEnforced [仅
权限]

授予权限以查看是否使用现有
或精细的 IAM 操作来控制对账
单、成本管理和账户控制台的
授权

读取      

 ModifyAcc 
ount [仅权限]

允许或拒绝 IAM 用户修改账户
设置的权限

写入      

 ModifyBilling
[仅权限]

允许或拒绝 IAM 用户修改账单
设置的权限

写入      

 ModifyPay 
mentMethods
[仅权限]

允许或拒绝 IAM 用户修改付款
方式的权限

写入      

 UpdateCon 
soleActio 
nSetEnforced
[仅权限]

授予权限以更改是使用现有还
是精细的 IAM 操作来控制对账
单、成本管理和账户控制台的
授权

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ViewAccount
[仅权限]

允许或拒绝 IAM 用户查看账户
设置的权限

读取      

 ViewBilling
[仅权限]

允许或拒绝 IAM 用户在控制台
中查看账单页面的权限

读取      

 ViewPayme 
ntMethods
 [仅权限]

允许或拒绝 IAM 用户查看付款
方式的权限

读取      

 ViewUsage
 [仅权限]

允许或拒绝 IAM 用户查看 
AWS 使用情况报告的权限

读取      

由 AWS Billing 控制台定义的资源类型

AWS Billing 控制台不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS Billing 
控制台的访问权限，请在策略中指定 "Resource": "*"。

AWS Billing 控制台的条件键

账单控制台没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的
全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Braket 的操作、资源和条件键

Amazon Braket（服务前缀：braket）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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主题

• Amazon Braket 定义的操作

• Amazon Braket 定义的资源类型

• Amazon Braket 的条件键

Amazon Braket 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptUse 
rAgreement
[仅权限]

授予接受 Amazon Braket 用户
协议的权限

写入      

 CancelJob 授予取消作业的权限 写入 job*    

 CancelQua 
ntumTask

授予权限以取消量子任务 写入 quantum-
task*

   

 CreateJob 授予权限以创建作业 写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 CreateQua 
ntumTask

授予权限以创建量子任务 写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 GetDevice 授予权限以检索有关 Amazon 
Braket 中可用设备的信息

读取      

 GetJob 授予权限以检索任务 读取 job*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetQuantu 
mTask

授予权限以检索量子任务 读取 quantum-
task*

   

 GetServic 
eLinkedRo 
leStatus [仅权
限]

授予检查是否已创建 Amazon 
Braket 服务相关角色的权限

读取      

 GetUserAg 
reementSt 
atus [仅权限]

授予检查账户是否已接受 
Amazon Braket 用户协议的权
限

读取      

job     ListTagsF 
orResource

授予权限以列出已应用于量子
任务资源或任务的标签

读取

quantum-
task

   

 SearchDev 
ices

授予权限以搜索在 Amazon 
Braket 中可用的设备

读取      

 SearchJobs 授予权限以搜索任务 读取      

 SearchQua 
ntumTasks

授予权限以搜索量子任务 读取      

job     TagResour 
ce

授予以将一个或多个标签添加
到量子任务或混合作业的权限

标记

quantum-
task
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

job    

quantum-
task

   

 UntagReso 
urce

授予从量子任务资源或任务中
删除一个或多个标签的权限 一
个标签由一个键值对组成

Tagging

  aws:TagKe 
ys

 

Amazon Braket 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 quantum-t 
ask

arn:${Partition}:braket:${Region}:${ 
Account}:quantum-task/${RandomId}

aws:ResourceTag/${ 
TagKey}

 job arn:${Partition}:braket:${Region}:${ 
Account}:job/${JobName}

aws:ResourceTag/${ 
TagKey}
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Amazon Braket 的条件键

Amazon Braket 定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

AWS Budget Service 的操作、资源和条件键

AWS Budget Service（服务前缀:budgets）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Budget Service 定义的操作

• AWS Budget Service 定义的资源类型

• AWS Budget Service 的条件键
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AWS Budget Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

Note

此表中的操作不是 APIs，而是授予访问权限预算 AWS 账单与成本管理 APIs 的权限。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

budgetAct 
ion*

  iam:PassR 
ole

 CreateBud 
getAction

授予权限以配置响应，该响应
在预算超出特定的预算阈值
后执行。创建带有标签的预
算操作还需要 “预算：TagRe 
source” 权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteBud 
getAction

授予权限以删除与特定预算关
联的操作

写入 budgetAct 
ion*

   

 DescribeB 
udgetAction

授予权限以检索与预算关联的
特定预算操作的详细信息

读取 budgetAct 
ion*

   

 DescribeB 
udgetActi 
onHistories

授予权限以检索与特定预算操
作关联的预算操作状态的历史
视图 这些状态包括“待机”、“待
定”和“已执行”等状态

读取 budgetAct 
ion*

   

 DescribeB 
udgetActi 
onsForAcc 
ount

授予权限以检索与您的账户关
联的所有预算操作的详细信息

读取      

 DescribeB 
udgetActi 
onsForBud 
get

授予权限以检索与预算关联的
所有预算操作的详细信息

读取 budget*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ExecuteBu 
dgetAction

授予权限以启动待定的预算操
作以及撤销先前执行的预算操
作

写入 budgetAct 
ion*

   

budget     ListTagsF 
orResource

授予权限以查看预算或预算操
作的资源标签

读取

budgetAct 
ion

   

 ModifyBud 
get

授予权限以创建和修改预算，
以及编辑预算详细信息。创建
带有标签的预算还需要 “预算：
TagResource” 权限

写入 budget*   iam:Creat 
eServiceL 
inkedRole

budget    

budgetAct 
ion

   

 TagResour 
ce

授予权限以将资源标签应用于
预算或预算操作。还需要创建
带标签的预算或预算操作

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

budget    

budgetAct 
ion

   

 UntagReso 
urce

授予权限以从预算或预算操作
中删除标签

标记

  aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateBud 
getAction

授予权限以更新与预算关联的
特定预算操作的详细信息

写入 budgetAct 
ion*

  iam:PassR 
ole

 ViewBudget 授予权限以查看预算和预算详
细信息

读取 budget*   billing:G 
etBilling 
ViewData

AWS Budget Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 budget arn:${Partition}:budgets::${Account} 
:budget/${BudgetName}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

 budgetAction arn:${Partition}:budgets::${Account} 
:budget/${BudgetName}/action/${Actio 
nId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys
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AWS Budget Service 的条件键

AWS 预算服务定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选访问 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选访问 ArrayOfString

AWS BugBust 的操作、资源和条件键

AWS BugBust （服务前缀:bugbust）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS BugBust 定义的操作

• AWS BugBust 定义的资源类型

• AWS BugBust 的条件键
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AWS BugBust 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateEvent
[仅权限]

授予创建 BugBust 活动的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:Creat 
eServiceL 
inkedRole
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Event*     EvaluateP 
rofilingG 
roups [仅权
限]

授予评估已签入的分析组的权
限

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

Event*     GetEvent [仅
权限]

授予查看事件相关客户详细信
息的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

Event*     GetJoinEv 
entStatus [仅
权限]

授予查看 BugBust 玩家尝试加
入 BugBust 赛事状态的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

Event*     JoinEvent
 [仅权限]

授予加入事件的权限 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListBugs [仅
权限]

授予查看导入到事件中以供玩
家处理的错误的权限

Read Event*   codeguru- 
reviewer: 
DescribeC 
odeReview

codeguru- 
reviewer: 
ListRecom 
mendation 
s
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

Event*     ListEvent 
Participants
[仅权限]

授予查看事件参与者的权限 Read

  aws:Resou 
rceTag/${ 
TagKey}

 

Event*     ListEvent 
Scores [仅权
限]

授予查看事件玩家分数的权限 Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListEvents
[仅权限]

授予列出 BugBust 事件的权限 列表   aws:Resou 
rceTag/${ 
TagKey}

 

Event*     ListProfi 
lingGroups
[仅权限]

授予查看导入到事件中以供玩
家处理的分析组的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

Event*     ListPullR 
equests [仅权
限]

授予查看玩家用于提交对在事
件中申领的错误的修复的拉取
请求的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListTagsF 
orResource
[仅权限]

授予权限以列出 Bugbust 资源
标签

Read Event*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

Event*     TagResour 
ce [仅权限]

授予权限以标记 Bugbust 资源 Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Event*     UntagReso 
urce [仅权限]

授予权限以取消 Bugbust 资源
标记

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateEvent
[仅权限]

授予更新 BugBust 事件的权限 写入 Event*   codeguru- 
profiler: 
DescribeP 
rofilingG 
roup

codeguru- 
profiler: 
ListProfi 
lingGroup 
s

codeguru- 
reviewer: 
DescribeC 
odeReview

codeguru- 
reviewer: 
ListCodeR 
eviews

codeguru- 
reviewer: 
ListRecom 
mendation 
s

codeguru- 
reviewer: 
TagResour 
ce
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

codeguru- 
reviewer: 
UnTagReso 
urce

  aws:Resou 
rceTag/${ 
TagKey}

 

Event*   codeguru- 
reviewer: 
ListRecom 
mendation 
s

 UpdateWor 
kItem [仅权
限]

授予将工作项更新为已申领或
未申领状态（错误或分析组）
的权限

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

Event*   codeguru- 
reviewer: 
ListRecom 
mendation 
s

 UpdateWor 
kItemAdmin
[仅权限]

授予更新活动工作项的权限
（错误或分析组）

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

AWS BugBust 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Event arn:${Partition}:bugbust:${Region}:$ 
{Account}:events/${EventId}

aws:ResourceTag/${ 
TagKey}

AWS BugBust 的条件键

AWS BugBust 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选访问 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选访问 ArrayOfString

AWS Certificate Manager 的操作、资源和条件键

AWS Certifice Manager（服务前缀:acm）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

AWS 证书 Manager 519

reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/codeguru/latest/bugbust-ug/event-managing.html
#awsbugbust-aws_ResourceTag___TagKey_
#awsbugbust-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/APIReference/
https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html


服务授权参考 服务授权参考

主题

• AWS Certificate Manager 定义的操作

• AWS Certificate Manager 定义的资源类型

• AWS Certificate Manager 的条件键

AWS Certificate Manager 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

certifica 
te*

    AddTagsTo 
Certificate

授予权限以将一个或多个标签
添加到证书中

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCer 
tificate

授予权限以删除证书及其关联
的私有密钥

Write certifica 
te*

   

 DescribeC 
ertificate

授予权限以检索证书及其元数
据

读取 certifica 
te*

   

certifica 
te*

    ExportCer 
tificate

授予导出可在任何地方使用的
可导出证书的权限

读取

  acm:Domai 
nNames

 

 GetAccoun 
tConfigur 
ation

授予从 Certifice Manager 
AWS 检索账户级别配置的权限

读取      

 GetCertif 
icate

授予权限以检索证书 ARN 的证
书和证书链

读取 certifica 
te*

   

certifica 
te*

    ImportCer 
tificate

授予将第三方证书导入到 
Certifice Manager (ACM) 的权
限 AWS

写入

  aws:Reque 
stTag/${T 
agKey}
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#awscertificatemanager-certificate
#awscertificatemanager-certificate
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
#awscertificatemanager-aws_RequestTag___TagKey_
#awscertificatemanager-aws_RequestTag___TagKey_
#awscertificatemanager-aws_RequestTag___TagKey_
#awscertificatemanager-aws_TagKeys
#awscertificatemanager-aws_TagKeys
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
#awscertificatemanager-certificate
#awscertificatemanager-certificate
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
#awscertificatemanager-certificate
#awscertificatemanager-certificate
#awscertificatemanager-certificate
#awscertificatemanager-certificate
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
#awscertificatemanager-acm_DomainNames
#awscertificatemanager-acm_DomainNames
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
#awscertificatemanager-certificate
#awscertificatemanager-certificate
#awscertificatemanager-certificate
#awscertificatemanager-certificate
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
#awscertificatemanager-aws_RequestTag___TagKey_
#awscertificatemanager-aws_RequestTag___TagKey_
#awscertificatemanager-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 ListCerti 
ficates

授予检索每个 ARN 的证书列表 
ARNs 和域名的权限

列表      

 ListTagsF 
orCertificate

授予权限以列出与证书关联的
标签

读取 certifica 
te*

   

 PutAccoun 
tConfigur 
ation

授予在 Certifice Manager 中更
新账户级别 AWS 配置的权限

写入      

certifica 
te*

    RemoveTag 
sFromCert 
ificate

授予权限以从证书删除一个或
多个标签

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 RenewCert 
ificate

授予权限以续订符合条件的私
有证书

Write certifica 
te*
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#awscertificatemanager-aws_TagKeys
#awscertificatemanager-aws_TagKeys
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
#awscertificatemanager-certificate
#awscertificatemanager-certificate
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
#awscertificatemanager-certificate
#awscertificatemanager-certificate
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
#awscertificatemanager-aws_RequestTag___TagKey_
#awscertificatemanager-aws_RequestTag___TagKey_
#awscertificatemanager-aws_RequestTag___TagKey_
#awscertificatemanager-aws_TagKeys
#awscertificatemanager-aws_TagKeys
https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
#awscertificatemanager-certificate
#awscertificatemanager-certificate
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RequestCe 
rtificate

授予权限以申请公有或私有证
书

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

acm:Domai 
nNames

acm:Certi 
ficateTra 
nsparency 
Logging

acm:Valid 
ationMeth 
od

acm:KeyAl 
gorithm

acm:Certi 
ficateAut 
hority

acm:Expor 
t

 

 ResendVal 
idationEmail

授予权限以重新发送电子邮件
以请求验证域所有权

写入 certifica 
te*

   

 RevokeCer 
tificate

授予撤销可导出证书的权限 写入 certifica 
te*
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
#awscertificatemanager-aws_RequestTag___TagKey_
#awscertificatemanager-aws_RequestTag___TagKey_
#awscertificatemanager-aws_RequestTag___TagKey_
#awscertificatemanager-aws_TagKeys
#awscertificatemanager-aws_TagKeys
#awscertificatemanager-acm_DomainNames
#awscertificatemanager-acm_DomainNames
#awscertificatemanager-acm_CertificateTransparencyLogging
#awscertificatemanager-acm_CertificateTransparencyLogging
#awscertificatemanager-acm_CertificateTransparencyLogging
#awscertificatemanager-acm_CertificateTransparencyLogging
#awscertificatemanager-acm_ValidationMethod
#awscertificatemanager-acm_ValidationMethod
#awscertificatemanager-acm_ValidationMethod
#awscertificatemanager-acm_KeyAlgorithm
#awscertificatemanager-acm_KeyAlgorithm
#awscertificatemanager-acm_CertificateAuthority
#awscertificatemanager-acm_CertificateAuthority
#awscertificatemanager-acm_CertificateAuthority
#awscertificatemanager-acm_Export
#awscertificatemanager-acm_Export
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
#awscertificatemanager-certificate
#awscertificatemanager-certificate
https://docs.aws.amazon.com/acm/latest/APIReference/API_RevokeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RevokeCertificate.html
#awscertificatemanager-certificate
#awscertificatemanager-certificate
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  acm:Domai 
nNames

 

 UpdateCer 
tificateO 
ptions

授予权限以更新证书配置 使用
此选项指定是选择加入还是退
出证书透明度日志记录

写入 certifica 
te*

   

AWS Certificate Manager 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 certificate arn:${Partition}:acm:${Region}:${Acc 
ount}:certificate/${CertificateId}

aws:ResourceTag/${ 
TagKey}

AWS Certificate Manager 的条件键

AWS Certifice Manager 定义了以下可以在 IAM 策略Condition元素中使用的条件密钥。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 acm:Certi 
ficateAuthority

按请求中的 certificateAuthority 筛选访问权限。可用于限
制可以从哪些证书颁发机构颁发证书

字符串

 acm:Certi 
ficateTra 

按请求中的 certificateTransparencyLogging 选项筛选访问
权限。如果请求中没有密钥，则默认为“ENABLED”

字符串
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#awscertificatemanager-acm_DomainNames
#awscertificatemanager-acm_DomainNames
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
#awscertificatemanager-certificate
#awscertificatemanager-certificate
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-acm-cert
#awscertificatemanager-aws_ResourceTag___TagKey_
#awscertificatemanager-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html
https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html
https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html
https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html
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条件键 描述 类型

nsparency 
Logging

 acm:Domai 
nNames

按请求中的 domainNames 筛选访问权限 此密钥可用于限
制证书请求中可以包含哪些域

ArrayOfString

 acm:Export 通过请求中的导出选项筛选访问权限。可用于限制可导出
的证书的创建

字符串

 acm:KeyAl 
gorithm

按请求中的 keyAlgorithm 筛选访问权限 字符串

 acm:Valid 
ationMethod

按请求中的 validationMethod 筛选访问权限 如果请求中没
有密钥，则默认为“EMAIL”

字符串

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

AWS Chatbot 的操作、资源和条件键

AWS Chatbot（服务前缀:chatbot）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

AWS Chatbot 525

https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html
https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html
https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html
https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html
https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html
https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html
https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html
https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html
https://docs.aws.amazon.com/acm/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/security_iam_service-with-iam-id-based-policies.html
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• AWS Chatbot 定义的操作

• AWS Chatbot 定义的资源类型

• AWS Chatbot 的条件键

AWS Chatbot 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

AWS Chatbot 526

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ChatbotCo 
nfigurati 
on*

   

custom-
action*

   

 Associate 
ToConfigu 
ration

授予将资源与配置关联的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 CreateChi 
meWebhook 
Configuration

授予创建 Chat AWS bot 
Chime Webhook 配置的权限

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateCus 
tomAction

授予创建自定义操作的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateMic 
rosoftTea 
msChannel 
Configuration

授予创建 AWS 聊天机器人 
Microsoft Teams 频道配置的权
限

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateSla 
ckChannel 
Configuration

授予创建 AWS Chatbot Slack 
频道配置的权限

写入   aws:TagKe 
ys
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#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-custom-action
#awschatbot-custom-action
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_AssociateToConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_AssociateToConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_AssociateToConfiguration.html
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_CreateChimeWebhookConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_CreateChimeWebhookConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_CreateChimeWebhookConfiguration.html
#awschatbot-aws_TagKeys
#awschatbot-aws_TagKeys
#awschatbot-aws_RequestTag___TagKey_
#awschatbot-aws_RequestTag___TagKey_
#awschatbot-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_CreateCustomAction.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_CreateCustomAction.html
#awschatbot-aws_TagKeys
#awschatbot-aws_TagKeys
#awschatbot-aws_RequestTag___TagKey_
#awschatbot-aws_RequestTag___TagKey_
#awschatbot-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_CreateMicrosoftTeamsChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_CreateMicrosoftTeamsChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_CreateMicrosoftTeamsChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_CreateMicrosoftTeamsChannelConfiguration.html
#awschatbot-aws_TagKeys
#awschatbot-aws_TagKeys
#awschatbot-aws_RequestTag___TagKey_
#awschatbot-aws_RequestTag___TagKey_
#awschatbot-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_CreateSlackChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_CreateSlackChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_CreateSlackChannelConfiguration.html
#awschatbot-aws_TagKeys
#awschatbot-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:Reque 
stTag/${T 
agKey}

ChatbotCo 
nfigurati 
on*

    DeleteChi 
meWebhook 
Configuration

授予删除 Chat AWS bot 
Chime Webhook 配置的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

custom-
action*

    DeleteCus 
tomAction

授予权限以删除自定义操作 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

ChatbotCo 
nfigurati 
on*

    DeleteMic 
rosoftTea 
msChannel 
Configuration

授予删除 AWS 聊天机器人 
Microsoft Teams 频道配置的权
限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteMic 
rosoftTea 
msConfigu 
redTeam

授予删除在 Chatbot 中配置
有 AWS Chatbot 的 Microsoft 
Teams 的权限 AWS 账户

写入      
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#awschatbot-aws_RequestTag___TagKey_
#awschatbot-aws_RequestTag___TagKey_
#awschatbot-aws_RequestTag___TagKey_
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteChimeWebhookConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteChimeWebhookConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteChimeWebhookConfiguration.html
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-custom-action
#awschatbot-custom-action
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteCustomAction.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteCustomAction.html
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteMicrosoftTeamsChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteMicrosoftTeamsChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteMicrosoftTeamsChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteMicrosoftTeamsChannelConfiguration.html
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteMicrosoftTeamsConfiguredTeam.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteMicrosoftTeamsConfiguredTeam.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteMicrosoftTeamsConfiguredTeam.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteMicrosoftTeamsConfiguredTeam.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteMic 
rosoftTea 
msUserIde 
ntity

授予删除 AWS 聊天机器人 
Microsoft Teams 用户身份的权
限

写入      

ChatbotCo 
nfigurati 
on*

    DeleteSla 
ckChannel 
Configuration

授予删除 AWS Chatbot Slack 
频道配置的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteSla 
ckUserIde 
ntity

授予删除 AWS Chatbot Slack 
用户身份的权限

写入      

 DeleteSla 
ckWorkspa 
ceAuthori 
zation

授予删除与聊天 AWS 机器人
关联的 Slack 工作空间授权的
权限 AWS 账户

写入      

 DescribeC 
himeWebho 
okConfigu 
rations

授予列出账户中所有 AWS 
Chatbot Chime Webhook 配置
的权限 AWS

读取      

 DescribeS 
lackChann 
elConfigu 
rations

授予在 Chatbot Slack 频道中
列出所有 AWS Chatbot Slack 
频道配置的权限 AWS 账户

读取      
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https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteMicrosoftTeamsUserIdentity.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteMicrosoftTeamsUserIdentity.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteMicrosoftTeamsUserIdentity.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteMicrosoftTeamsUserIdentity.html
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteSlackChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteSlackChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteSlackChannelConfiguration.html
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteSlackUserIdentity.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteSlackUserIdentity.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteSlackUserIdentity.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteSlackWorkspaceAuthorization.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteSlackWorkspaceAuthorization.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteSlackWorkspaceAuthorization.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DeleteSlackWorkspaceAuthorization.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeChimeWebhookConfigurations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeChimeWebhookConfigurations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeChimeWebhookConfigurations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeChimeWebhookConfigurations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeSlackChannelConfigurations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeSlackChannelConfigurations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeSlackChannelConfigurations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeSlackChannelConfigurations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
lackChannels

授予列出 Slack 工作区中与已
注册聊天机器人服务的 AWS 
账户关联的所有公共 Slack 频
道的权限 AWS

读取      

 DescribeS 
lackUserI 
dentities

授予描述 AWS Chatbot Slack 
用户身份的权限

读取      

 DescribeS 
lackWorks 
paces

授予列出所有已授权 Slack 工
作空间的权限，这些工作空间
与已登录 Chatbot 服务的 AWS 
账户相关联 AWS

读取      

ChatbotCo 
nfigurati 
on*

   

custom-
action*

   

 Disassoci 
ateFromCo 
nfiguration

授予取消资源与配置关联的权
限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetAccoun 
tPreferences

授予检索 AWS Chatbot 账户偏
好的权限

读取      

custom-
action*

    GetCustom 
Action

授予获取自定义操作的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeSlackUserIdentities.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeSlackUserIdentities.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeSlackUserIdentities.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeSlackWorkspaces.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeSlackWorkspaces.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DescribeSlackWorkspaces.html
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-custom-action
#awschatbot-custom-action
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DisassociateFromConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DisassociateFromConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_DisassociateFromConfiguration.html
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_GetAccountPreferences.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_GetAccountPreferences.html
#awschatbot-custom-action
#awschatbot-custom-action
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_GetCustomAction.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_GetCustomAction.html
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetMicros 
oftTeamsC 
hannelCon 
figuration

授予获取单个 AWS Chatbot 
Microsoft Teams 频道配置的权
限 AWS 账户

读取   aws:Resou 
rceTag/${ 
TagKey}

 

 GetMicros 
oftTeamsO 
authParam 
eters

授予生成 OAuth 参数以请
求 AWS Chatbot 服务使用 
Microsoft Teams OAuth 代码
的权限

读取      

 GetSlackO 
authParam 
eters

授予生成 OAuth 参数以请求 
Chat AWS bot 服务使用 Slack 
OAuth 代码的权限

读取      

 ListAssoc 
iations

授予列出与配置关联的资源的
权限

读取 ChatbotCo 
nfigurati 
on*

   

 ListCusto 
mActions

授予列出自定义操作的权限 列表      

 ListMicro 
softTeams 
ChannelCo 
nfigurations

授予在中列出所有 AWS 
Chatbot Microsoft Teams 频道
配置的权限 AWS 账户

读取      

 ListMicro 
softTeams 
Configure 
dTeams

授予列出与已注册聊天机器人 
AWS 服务的 AWS 账户关联的
所有 Microsoft Teams 的权限

读取      

 ListMicro 
softTeams 
UserIdentities

授予描述 AWS 聊天机器人 
Microsoft Teams 用户身份的权
限

读取      
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https://docs.aws.amazon.com/chatbot/latest/APIReference/API_GetMicrosoftTeamsChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_GetMicrosoftTeamsChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_GetMicrosoftTeamsChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_GetMicrosoftTeamsChannelConfiguration.html
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListAssociations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListAssociations.html
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListCustomActions.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListCustomActions.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListMicrosoftTeamsChannelConfigurations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListMicrosoftTeamsChannelConfigurations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListMicrosoftTeamsChannelConfigurations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListMicrosoftTeamsChannelConfigurations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListMicrosoftTeamsConfiguredTeams.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListMicrosoftTeamsConfiguredTeams.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListMicrosoftTeamsConfiguredTeams.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListMicrosoftTeamsConfiguredTeams.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListMicrosoftTeamsUserIdentities.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListMicrosoftTeamsUserIdentities.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListMicrosoftTeamsUserIdentities.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予列出与 AWS Chatbot 频道
配置关联的所有标签的权限

读取      

 RedeemMic 
rosoftTea 
msOauthCo 
de

授予向 Microsoft 兑换先前生成
的参数 APIs、获取供 AWS 聊
天机器人服务使用的 OAuth 代
币的权限

写入      

 RedeemSla 
ckOauthCode

授予使用 Slack API 兑换先前
生成的参数的权限，以及获取
供 AWS 聊天机器人服务使用 
的 OAuth 代币的权限

写入      

ChatbotCo 
nfigurati 
on

   

custom-
action

   

 TagResour 
ce

授予在 AWS Chatbot 频道配置
中创建标签的权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

ChatbotCo 
nfigurati 
on

    UntagReso 
urce

授予在 AWS Chatbot 频道配置
中移除标签的权限

标记

custom-
action
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https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_Operations.html
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-custom-action
#awschatbot-custom-action
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_TagResource.html
#awschatbot-aws_TagKeys
#awschatbot-aws_TagKeys
#awschatbot-aws_RequestTag___TagKey_
#awschatbot-aws_RequestTag___TagKey_
#awschatbot-aws_RequestTag___TagKey_
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UntagResource.html
#awschatbot-custom-action
#awschatbot-custom-action
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

 UpdateAcc 
ountPrefe 
rences

授予更新 AWS Chatbot 账户偏
好的权限

写入      

ChatbotCo 
nfigurati 
on*

    UpdateChi 
meWebhook 
Configuration

授予更新 Chat AWS bot 
Chime Webhook 配置的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

custom-
action*

    UpdateCus 
tomAction

授予更新自定义操作的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

ChatbotCo 
nfigurati 
on*

    UpdateMic 
rosoftTea 
msChannel 
Configuration

授予更新 AWS 聊天机器人 
Microsoft Teams 频道配置的权
限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateSla 
ckChannel 
Configuration

授予更新 AWS Chatbot Slack 
频道配置的权限

写入 ChatbotCo 
nfigurati 
on*

   

AWS Chatbot 533

#awschatbot-aws_TagKeys
#awschatbot-aws_TagKeys
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateAccountPreferences.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateAccountPreferences.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateAccountPreferences.html
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateChimeWebhookConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateChimeWebhookConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateChimeWebhookConfiguration.html
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-custom-action
#awschatbot-custom-action
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateCustomAction.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateCustomAction.html
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateMicrosoftTeamsChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateMicrosoftTeamsChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateMicrosoftTeamsChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateMicrosoftTeamsChannelConfiguration.html
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateSlackChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateSlackChannelConfiguration.html
https://docs.aws.amazon.com/chatbot/latest/APIReference/API_UpdateSlackChannelConfiguration.html
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
#awschatbot-ChatbotConfiguration
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

AWS Chatbot 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 ChatbotCo 
nfiguration

arn:${Partition}:chatbot::${Account} 
:chat-configuration/${ConfigurationT 
ype}/${ChatbotConfigurationName}

aws:ResourceTag/${ 
TagKey}

 custom-ac 
tion

arn:${Partition}:chatbot::${Account} 
:custom-action/${ActionName}

aws:ResourceTag/${ 
TagKey}

AWS Chatbot 的条件键

AWS Chatbot 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串
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#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
#awschatbot-aws_ResourceTag___TagKey_
#awschatbot-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Chime 的操作、资源和条件键

Amazon Chime（服务前缀：chime）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Chime 定义的操作

• Amazon Chime 定义的资源类型

• Amazon Chime 的条件键

Amazon Chime 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/chime/latest/ug/what-is-chime.html
https://docs.aws.amazon.com/chime/latest/APIReference/
https://docs.aws.amazon.com/chime/latest/ag/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptDel 
egate

授予接受委托人邀请的权限，
以便与其他账户共享一个 
Amazon Chime 账户的管理权
限 AWS

写入      

 ActivateU 
sers

授予权限以激活 Amazon 
Chime 企业账户中的用户

Write      

 AddDomain 授予权限以将域添加到您的 
Amazon Chime 账户中

Write      

 AddOrUpda 
teGroups

授予权限以添加与您的 
Amazon Chime 企业账户关联
的新 Active Directory 或 Okta 
用户组，或者更新现有的关联 
Active Directory 或 Okta 用户
组

写入      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/manage-access.html
https://docs.aws.amazon.com/chime/latest/ag/manage-access.html
https://docs.aws.amazon.com/chime/latest/ag/claim-domain.html
https://docs.aws.amazon.com/chime/latest/ag/manage-chime-account.html
https://docs.aws.amazon.com/chime/latest/ag/manage-chime-account.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

channel*    

 Associate 
ChannelFlow

授予将流程与通道关联的权限 写入

channel-f 
low*

   

 Associate 
PhoneNumb 
erWithUser

授予权限以将电话号码与 
Amazon Chime 用户相关联

Write      

 Associate 
PhoneNumb 
ersWithVo 
iceConnector

授予权限以将多个电话号
码与 Amazon Chime Voice 
Connector 相关联

Write voice-con 
nector*

   

 Associate 
PhoneNumb 
ersWithVo 
iceConnec 
torGroup

授予权限以将多个电话号
码与 Amazon Chime Voice 
Connector 组相关联

写入      

 Associate 
SigninDel 
egateGrou 
psWithAcc 
ount

授予将指定的登录委托组与指
定的 Amazon Chime 账户关联
的权限

写入      
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#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
#amazonchime-channel
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_AssociateChannelFlow.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_AssociateChannelFlow.html
#amazonchime-channel-flow
#amazonchime-channel-flow
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumberWithUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumberWithUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumberWithUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumbersWithVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumbersWithVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumbersWithVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumbersWithVoiceConnector.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumbersWithVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumbersWithVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumbersWithVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumbersWithVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumbersWithVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociateSigninDelegateGroupsWithAccount.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociateSigninDelegateGroupsWithAccount.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociateSigninDelegateGroupsWithAccount.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociateSigninDelegateGroupsWithAccount.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociateSigninDelegateGroupsWithAccount.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
VoiceConn 
ectorConnect
[仅权限]

授予将指定的 Amazon 
Connect 实例与 Amazon 
Chime 语音连接器关联的权限

写入      

 Authorize 
Directory

授予权限以便为 Amazon 
Chime 企业账户授权 Active 
Directory

Write      

 BatchCrea 
teAttendee

授予权限以便为活动的 
Amazon Chime SDK 会议创建
多位新与会者

写入 meeting*    

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 BatchCrea 
teChannel 
Membership

授予权限以向频道添加多个用
户和自动程序

写入

channel*    

 BatchCrea 
teRoomMem 
bership

授予权限以批量添加会议室成
员

Write      

 BatchDele 
tePhoneNu 
mber

授予权限以将最多 50 个电话号
码移动到删除队列中

Write      

 BatchSusp 
endUser

授予权限以从团队或企业 LWA 
Amazon Chime 账户中暂停最
多 50 个用户

Write      
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonconnect.html#amazonconnect-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonconnect.html#amazonconnect-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonconnect.html#amazonconnect-actions-as-permissions
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchCreateAttendee.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchCreateAttendee.html
#amazonchime-meeting
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_BatchCreateChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_BatchCreateChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_BatchCreateChannelMembership.html
#amazonchime-channel
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchCreateRoomMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchCreateRoomMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchCreateRoomMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchDeletePhoneNumber.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchDeletePhoneNumber.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchDeletePhoneNumber.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchSuspendUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchSuspendUser.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchUnsu 
spendUser

授予权限以从指定的 Amazon 
Chime 企业 LWA 账户中取消
暂停最多 50 个以前暂停的用户

写入      

 BatchUpda 
teAttende 
eCapabili 
tiesExcept

授予更新权限， ExcludedA 
ttendeeIds 表中列出的功能 
AttendeeCapabilities 除外

写入 meeting*    

 BatchUpda 
tePhoneNu 
mber

授予更新 UpdatePho 
neNumberRequestItem 对象内
最多 50 个电话号码的电话号码
详细信息的权限

写入      

 BatchUpda 
teUser

授予指定的 Amazon Chime 
账户中最多 20 个用户更新 
UpdateUserRequestItem 对象
内用户详细信息的权限

写入      

 ChannelFl 
owCallback

授予在通道上回调消息的权限 写入 channel*    

 Connect 授予为应用程序实例用户建立
与消息收发会话终端节点之间
的 Web 套接字连接的权限

Write app-insta 
nce-user*

   

 ConnectDi 
rectory

授予权限以将 Active Directory 
连接到您的 Amazon Chime 企
业账户

写入     ds:Connec 
tDirectory

 CreateAcc 
ount

授予在管理员账户下创建 
Amazon Chime 账户的权限 
AWS 账户

写入      
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https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchUnsuspendUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchUnsuspendUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_BatchUpdateAttendeeCapabilitiesExcept.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_BatchUpdateAttendeeCapabilitiesExcept.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_BatchUpdateAttendeeCapabilitiesExcept.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_BatchUpdateAttendeeCapabilitiesExcept.html
#amazonchime-meeting
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchUpdatePhoneNumber.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchUpdatePhoneNumber.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchUpdatePhoneNumber.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchUpdateUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchUpdateUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelFlowCallback.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelFlowCallback.html
#amazonchime-channel
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_Connect.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime/latest/ag/active_directory.html
https://docs.aws.amazon.com/chime/latest/ag/active_directory.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateAccount.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateAccount.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateApi 
Key

授予权限以便为您的 Amazon 
Chime 账户和 Okta 配置创建
新的 SCIM 访问密钥

写入      

 CreateApp 
Instance

授予在 AWS 账户 （仅在 
identity-chime 上支持基于标
签的访问控制）中创建应用 
程序实例的权限。 <region>. 
amazonaws.com 端点）

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

app-insta 
nce*

   

app-insta 
nce-bot*

   

 CreateApp 
InstanceA 
dmin

授予将用户或机器人提升为 
AppInstanceAdmin

写入

app-insta 
nce-user*

   

 CreateApp 
InstanceBot

授予在 AppInstance （仅在 
identity-chime 上支持基于标签
的访问控制）中创建机器人的
权限。 <region>.amazonaws 
.com 端点）

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateApp 
InstanceUser

授予在 AppInstance （仅在 
identity-chime 上支持基于标
签的访问控制）中创建用户的
权限。 <region>.amazonaws 
.com 端点）

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html
https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_CreateAppInstance.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_CreateAppInstance.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-app-instance
#amazonchime-app-instance
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_CreateAppInstanceAdmin.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_CreateAppInstanceAdmin.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_CreateAppInstanceAdmin.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_CreateAppInstanceBot.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_CreateAppInstanceBot.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_CreateAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_CreateAppInstanceUser.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAtt 
endee

授予权限以便为活动的 
Amazon Chime SDK 会议创建
一位新与会者

Write meeting*    

 CreateBot 授予权限以便为 Amazon 
Chime 企业账户创建机器人

写入      

 CreateCDR 
Bucket

授予权限以创建新的呼叫详细
信息记录 S3 存储桶

写入     s3:Create 
Bucket

s3:ListAl 
lMyBucket 
s

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 CreateCha 
nnel

授予在中为应用程序实例创建
频道的权限 AWS 账户 （消息
提示音仅支持基于标签的访问
控制。 <region>.amazonaws 
.com 端点）

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 CreateCha 
nnelBan

授予权限以禁止用户或自动程
序进入某个通道

写入

channel*    
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https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateAttendee.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateAttendee.html
#amazonchime-meeting
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateBot.html
https://docs.aws.amazon.com/chime/latest/ag/manage-access.html
https://docs.aws.amazon.com/chime/latest/ag/manage-access.html
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannel.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannel.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelBan.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelBan.html
#amazonchime-channel
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

app-insta 
nce*

    CreateCha 
nnelFlow

授予在中为应用程序实例创
建渠道流的权限 AWS 账户 
（消息提示音仅支持基于标
签的访问控制。 <region>. 
amazonaws.com 端点）

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 CreateCha 
nnelMembe 
rship

授予权限以将用户或自动程序
添加到某个通道

写入

channel*    

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 CreateCha 
nnelModer 
ator

授予创建监管人的权限 写入

channel*    

 CreateCon 
nectAnaly 
ticsConnector
[仅权限]

授予在中创建 Amazon 
Connect Analytics Connector 
的权限 AWS 账户 （仅支持语
音提示音基于标签的访问控制 
。 <region>.amazonaws.com 
端点）

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

chime:Cre 
ateVoiceC 
onnector
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#amazonchime-app-instance
#amazonchime-app-instance
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelFlow.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelFlow.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelMembership.html
#amazonchime-channel
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelModerator.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelModerator.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelModerator.html
#amazonchime-channel
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceConnector.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
nectCallT 
ransferCo 
nnector [仅权
限]

授予在中创建 Amazon 
Connect 呼叫转接连接器的权 
限 AWS 账户 （仅支持语音
提示音基于标签的访问控制。 
<region>.amazonaws.com 端
点）

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

chime:Cre 
ateVoiceC 
onnector

 CreateMed 
iaCapture 
Pipeline

授予创建媒体捕获管道的权
限（仅支持基于 media-pip 
elines-chime标签的访问控制。 
<region>.amazonaws.com 端
点）

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

s3:GetBuc 
ketPolicy

 CreateMed 
iaConcate 
nationPip 
eline

授予创建媒体连接管道的权限
（仅支持基于标签的访问控
制。 media-pipelines-chime 
<region>.amazonaws.com 端
点）

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

s3:GetBuc 
ketPolicy

media-
insights-
pipeline-
con 
figuratio 
n*

  chime:Tag 
Resource

kinesisvi 
deo:Descr 
ibeStream

 CreateMed 
iaInsight 
sPipeline

授予创建媒体见解管道的权
限（仅支持基于 media-pip 
elines-chime标签的访问控制。 
<region>.amazonaws.com 端
点）

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceConnector.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaCapturePipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaCapturePipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaCapturePipeline.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaConcatenationPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaConcatenationPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaConcatenationPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaConcatenationPipeline.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaInsightsPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaInsightsPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaInsightsPipeline.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateMed 
iaInsight 
sPipeline 
Configuration

授予创建媒体见解管道配置
的权限（仅支持基于 media-
pipelines-chime标签的访问控 
制）。 <region>.amazonaws 
.com 端点）

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

chime:Tag 
Resource

iam:PassR 
ole

kinesis:D 
escribeSt 
ream

s3:ListBu 
cket

 CreateMed 
iaLiveCon 
nectorPip 
eline

授予创建媒体直播连接器管道
的权限（仅支持基于 media-pip 
elines-chime标签的访问控制。 
<region>.amazonaws.com 端
点）

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaInsightsPipelineConfiguration.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaLiveConnectorPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaLiveConnectorPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaLiveConnectorPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaLiveConnectorPipeline.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateMed 
iaPipelin 
eKinesisV 
ideoStrea 
mPool

授予创建 kinesis 视频流池的
权限（仅支持基于标签的访问 
控制。 media-pipelines-chime 
<region>.amazonaws.com 端
点）

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

kinesis:D 
escribeSt 
ream

kinesisvi 
deo:Creat 
eStream

kinesisvi 
deo:GetDa 
taEndpoin 
t

kinesisvi 
deo:ListS 
treams

 CreateMed 
iaStreamP 
ipeline

授予创建媒体流管道的权
限（仅支持基于 media-pip 
elines-chime标签的访问控制。 
<region>.amazonaws.com 端
点）

写入 media-
pipeline-
kinesis-
video-
stream- 
pool*

  kinesisvi 
deo:Descr 
ibeStream

kinesisvi 
deo:GetDa 
taEndpoin 
t

kinesisvi 
deo:PutMe 
dia
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaPipelineKinesisVideoStreamPool.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaStreamPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaStreamPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaStreamPipeline.html
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateMee 
ting

授予权限以在指定媒体区域中
创建无初始与会者的新会议
（只有 meetings-chime.<re 
gion>.amazonaws.com 端点支
持基于标签的访问控制）

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateMee 
tingDialOut

授予拨打电话号码加入指定的 
Amazon Chime SDK 会议的权
限

写入 meeting*    

 CreateMee 
tingWithA 
ttendees

授予权限以在指定媒体区域中
创建具有一组与会者的新会议
（只有 meetings-chime.<re 
gion>.amazonaws.com 端点支
持基于标签的访问控制）

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePho 
neNumberO 
rder

授予权限以创建与运营商签订
的电话号码订单

Write      

 CreatePro 
xySession

授予权限以便为指定的 
Amazon Chime Voice 
Connector 创建代理会话

Write voice-con 
nector*

   

 CreateRoom 授予权限以创建会议室 Write      
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#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateMeeting.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateMeeting.html
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateMeetingDialOut.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateMeetingDialOut.html
#amazonchime-meeting
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateMeetingWithAttendees.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateMeetingWithAttendees.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateMeetingWithAttendees.html
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreatePhoneNumberOrder.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreatePhoneNumberOrder.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreatePhoneNumberOrder.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateProxySession.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateProxySession.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateRoom.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRoo 
mMembersh 
ip

授予权限以添加会议室成员 写入      

 CreateSip 
MediaAppl 
ication

授予在中创建 Amazon Chime 
SIP 媒体应用程序的权限 AWS 
账户 （语音提示仅支持基于
标签的访问控制。 <region>. 
amazonaws.com 端点）

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateSip 
MediaAppl 
icationCall

授予在管理员下为 Amazon 
Chime SIP 媒体应用程序创建
出站呼叫的权限 AWS 账户

写入 sip-
media-
applicat 
ion*

   

 CreateSip 
Rule

授予在管理员权限下创建 
Amazon Chime SIP 规则的权
限 AWS 账户

写入 sip-
media-
applicat 
ion

   

 CreateUser 授予在指定的 Amazon Chime 
账户下创建用户的权限

写入      
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https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateRoomMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateRoomMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateRoomMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateSipMediaApplication.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateSipMediaApplication.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateSipMediaApplication.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateSipMediaApplicationCall.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateSipMediaApplicationCall.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateSipMediaApplicationCall.html
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateSipRule.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateSipRule.html
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateUser.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateVoi 
ceConnector

授予在中创建语音连接器的权
限 AWS 账户 （仅支持语音
提示音基于标签的访问控制。 
<region>.amazonaws.com 端
点）

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

chime:Cre 
ateConnec 
tAnalytic 
sConnecto 
r

chime:Cre 
ateConnec 
tCallTran 
sferConne 
ctor

 CreateVoi 
ceConnect 
orGroup

授予在管理员下创建 Amazon 
Chime 语音连接器组的权限 
AWS 账户

写入 voice-con 
nector

   

 CreateVoi 
ceProfile

授予权限以创建语音配置文件 写入      

 CreateVoi 
ceProfile 
Domain

授予权限以创建语音配置文件
域（只有 voice-chime.<regio 
n>.amazonaws.com 端点支持
基于标签的访问控制）

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

chime:Tag 
Resource

kms:Creat 
eGrant

kms:Descr 
ibeKey

 DeleteAcc 
ount

授予权限以删除指定的 
Amazon Chime 账户

写入      

 DeleteAcc 
ountOpenI 
dConfig

授予从您的 Amazon Chime 账
户中删除 OpenIdConfig 属性
的权限

写入      
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceConnector.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateVoiceConnectorGroup.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceProfile.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceProfile.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceProfileDomain.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceProfileDomain.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceProfileDomain.html
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteAccount.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteAccount.html
https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html
https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html
https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteApi 
Key

授予权限以删除与您的 
Amazon Chime 账户和 Okta 
配置关联的指定 SCIM 访问密
钥

写入      

 DeleteApp 
Instance

授予删除权限 AppInstance 写入 app-insta 
nce*

   

app-insta 
nce*

   

app-insta 
nce-bot*

   

 DeleteApp 
InstanceA 
dmin

授予将用户或机器人 
AppInstanceAdmin 降级的权限

写入

app-insta 
nce-user*

   

 DeleteApp 
InstanceBot

授予删除权限 AppInstanceBot 写入 app-insta 
nce-bot*

   

 DeleteApp 
InstanceS 
treamingC 
onfigurations

授予禁用应用程序实例的数据
流式传输的权限

写入 app-insta 
nce*

   

 DeleteApp 
InstanceUser

授予删除权限 AppInstan 
ceUser

写入 app-insta 
nce-user*

   

 DeleteAtt 
endee

授予权限以从 Amazon Chime 
SDK 会议中删除指定与会者

Write meeting*    

 DeleteCDR 
Bucket

授予权限以从您的 Amazon 
Chime 账户中删除呼叫详细信
息记录 S3 存储桶

Write     s3:Delete 
Bucket
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https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html
https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeleteAppInstance.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeleteAppInstance.html
#amazonchime-app-instance
#amazonchime-app-instance
#amazonchime-app-instance
#amazonchime-app-instance
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeleteAppInstanceAdmin.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeleteAppInstanceAdmin.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeleteAppInstanceAdmin.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeleteAppInstanceBot.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeleteAppInstanceBot.html
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_DeleteAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_DeleteAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_DeleteAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_DeleteAppInstanceStreamingConfigurations.html
#amazonchime-app-instance
#amazonchime-app-instance
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeleteAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeleteAppInstanceUser.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteAttendee.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteAttendee.html
#amazonchime-meeting
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 DeleteCha 
nnel

授予权限以删除通道 写入

channel*    

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 DeleteCha 
nnelBan

授予权限以从通道的禁止列表
中删除用户或自动程序

写入

channel*    

 DeleteCha 
nnelFlow

授予删除通道流的权限 写入 channel*    

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 DeleteCha 
nnelMembe 
rship

授予从通道中删除成员的权限 Write

channel*    

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 DeleteCha 
nnelMessage

授予删除通道消息的权限 Write

channel*    
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#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannel.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannel.html
#amazonchime-channel
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelBan.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelBan.html
#amazonchime-channel
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelFlow.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelFlow.html
#amazonchime-channel
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelMembership.html
#amazonchime-channel
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelMessage.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelMessage.html
#amazonchime-channel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 DeleteCha 
nnelModer 
ator

授予删除通道监管人的权限 写入

channel*    

 DeleteDel 
egate

授予从您的 Amazon Chime 账
户中删除委托 AWS 账户 管理
的权限

写入      

 DeleteDom 
ain

授予权限以从您的 Amazon 
Chime 账户中删除域

Write      

 DeleteEve 
ntsConfig 
uration

授予权限以删除机器人用于接
收传出事件的事件配置

Write      

 DeleteGro 
ups

授予权限以从您的 Amazon 
Chime 企业账户中删除 Active 
Directory 或 Okta 用户组

Write      

 DeleteMed 
iaCapture 
Pipeline

授予删除媒体捕获管道的权限 写入 media-
pipeline*

   

 DeleteMed 
iaInsight 
sPipeline 
Configuration

授予权限以删除媒体洞察管道
配置

写入 media-
insights-
pipeline-
con 
figuratio 
n*

  chime:Lis 
tVoiceCon 
nectors
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#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelModerator.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelModerator.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelModerator.html
#amazonchime-channel
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/claim-domain.html
https://docs.aws.amazon.com/chime/latest/ag/claim-domain.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteEventsConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteEventsConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteEventsConfiguration.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaCapturePipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaCapturePipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaCapturePipeline.html
#amazonchime-media-pipeline
#amazonchime-media-pipeline
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaInsightsPipelineConfiguration.html
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteMed 
iaPipeline

授予删除媒体管道的权限 写入 media-
pipeline*

   

 DeleteMed 
iaPipelin 
eKinesisV 
ideoStrea 
mPool

授予权限以删除 Kinesis 视频
流池

写入 media-
pipeline-
kinesis-
video-
stream- 
pool*

   

 DeleteMee 
ting

授予权限以删除指定的 
Amazon Chime SDK 会议

写入 meeting*    

 DeleteMes 
sagingStr 
eamingCon 
figurations

授予删除数据流配置的权限 
AppInstance

写入 app-insta 
nce*

   

 DeletePho 
neNumber

授予权限以将电话号码移动到
删除队列中

Write      

 DeletePro 
xySession

授予权限以删除指定的 
Amazon Chime Voice 
Connector 的代理会话

Write voice-con 
nector*

   

 DeleteRoom 授予权限以删除会议室 Write      

 DeleteRoo 
mMembersh 
ip

授予权限以删除会议室成员 写入      

 DeleteSip 
MediaAppl 
ication

授予在管理员权限下删除 
Amazon Chime SIP 媒体应用
程序的权限 AWS 账户

写入 sip-
media-
applicat 
ion*
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaPipeline.html
#amazonchime-media-pipeline
#amazonchime-media-pipeline
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaPipelineKinesisVideoStreamPool.html
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteMeeting.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteMeeting.html
#amazonchime-meeting
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteMessagingStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteMessagingStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteMessagingStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteMessagingStreamingConfigurations.html
#amazonchime-app-instance
#amazonchime-app-instance
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeletePhoneNumber.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeletePhoneNumber.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteProxySession.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteProxySession.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteRoom.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteRoomMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteRoomMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteRoomMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteSipMediaApplication.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteSipMediaApplication.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteSipMediaApplication.html
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSip 
Rule

授予在管理员权限下删除 
Amazon Chime SIP 规则的权
限 AWS 账户

写入      

 DeleteVoi 
ceConnector

授予权限以删除指定的 
Amazon Chime Voice 
Connector

Write voice-con 
nector*

  logs:Crea 
teLogDeli 
very

logs:Dele 
teLogDeli 
very

logs:GetL 
ogDeliver 
y

logs:List 
LogDelive 
ries

 DeleteVoi 
ceConnect 
orEmergen 
cyCalling 
Configuration

授予权限以删除指定 Amazon 
Chime Voice Connector 的紧
急呼叫配置

写入 voice-con 
nector*

   

 DeleteVoi 
ceConnect 
orExterna 
lSystemsC 
onfiguration

授予删除与指定 Amazon 
Chime 语音连接器连接的外部
系统配置的权限

写入 voice-con 
nector*
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https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteSipRule.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteSipRule.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnector.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorEmergencyCallingConfiguration.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorExternalSystemsConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorExternalSystemsConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorExternalSystemsConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorExternalSystemsConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorExternalSystemsConfiguration.html
#amazonchime-voice-connector
#amazonchime-voice-connector


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteVoi 
ceConnect 
orGroup

授予权限以删除指定的 
Amazon Chime Voice 
Connector 组

Write      

 DeleteVoi 
ceConnect 
orOrigination

授予权限以删除指定 Amazon 
Chime Voice Connector 的发
起设置

Write voice-con 
nector*

   

 DeleteVoi 
ceConnect 
orProxy

授予权限以删除指定 Amazon 
Chime Voice Connector 的代
理配置

Write voice-con 
nector*

   

 DeleteVoi 
ceConnect 
orStreami 
ngConfigu 
ration

授予权限以删除指定 Amazon 
Chime Voice Connector 的流
式处理配置

Write voice-con 
nector*

   

 DeleteVoi 
ceConnect 
orTermination

授予权限以删除指定 Amazon 
Chime Voice Connector 的终
止设置

Write voice-con 
nector*

   

 DeleteVoi 
ceConnect 
orTermina 
tionCrede 
ntials

授予权限以删除指定 Amazon 
Chime Voice Connector 的 
SIP 终止凭证

写入 voice-con 
nector*

   

 DeleteVoi 
ceProfile

授予权限以删除语音配置文件 写入 voice-pro 
file*

   

 DeleteVoi 
ceProfile 
Domain

授予权限以删除语音配置文件
域

写入 voice-pro 
file-doma 
in*
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https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorOrigination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorOrigination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorOrigination.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorProxy.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorProxy.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorProxy.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorStreamingConfiguration.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorTermination.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorTerminationCredentials.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceProfile.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceProfile.html
#amazonchime-voice-profile
#amazonchime-voice-profile
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceProfileDomain.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceProfileDomain.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceProfileDomain.html
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Deregiste 
rAppInsta 
nceUserEn 
dpoint

授予权限为应用程序实例用户
取消注册终端节点

写入 app-insta 
nce-user*

   

 DescribeA 
ppInstance

授予获取完整详细信息的权限 
AppInstance

读取 app-insta 
nce*

   

app-insta 
nce*

   

app-insta 
nce-bot*

   

 DescribeA 
ppInstanc 
eAdmin

授予获取完整详细信息的权限 
AppInstanceAdmin

读取

app-insta 
nce-user*

   

 DescribeA 
ppInstanc 
eBot

授予获取完整详细信息的权限 
AppInstanceBot

读取 app-insta 
nce-bot*

   

 DescribeA 
ppInstanc 
eUser

授予获取完整详细信息的权限 
AppInstanceUser

读取 app-insta 
nce-user*

   

 DescribeA 
ppInstanc 
eUserEndp 
oint

授予权限以描述为应用程序实
例用户注册的终端节点

读取 app-insta 
nce-user*

   

app-insta 
nce-bot*

    DescribeC 
hannel

授予获取通道的完整详细信息
的权限

Read

app-insta 
nce-user*
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeregisterAppInstanceUserEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeregisterAppInstanceUserEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeregisterAppInstanceUserEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeregisterAppInstanceUserEndpoint.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstance.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstance.html
#amazonchime-app-instance
#amazonchime-app-instance
#amazonchime-app-instance
#amazonchime-app-instance
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceAdmin.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceAdmin.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceAdmin.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceBot.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceBot.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceBot.html
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceUser.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceUserEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceUserEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceUserEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceUserEndpoint.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannel.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannel.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

channel*    

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 DescribeC 
hannelBan

授予获取通道禁止的完整详细
信息的权限

读取

channel*    

 DescribeC 
hannelFlow

授予获取通道流完整详细信息
的权限

读取 channel-f 
low*

   

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 DescribeC 
hannelMem 
bership

授予获取通道成员资格的完整
详细信息的权限

读取

channel*    

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 DescribeC 
hannelMem 
bershipFo 
rAppInsta 
nceUser

授予权限以基于指定用户或自
动程序的成员资格获取通道的
详细信息

读取

channel*    

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 DescribeC 
hannelMod 
eratedByA 
ppInstanc 
eUser

授予权限以获取由指定用户或
自动程序监管的通道的完整详
细信息

读取

channel*    
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#amazonchime-channel
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelBan.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelBan.html
#amazonchime-channel
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelFlow.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelFlow.html
#amazonchime-channel-flow
#amazonchime-channel-flow
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelMembership.html
#amazonchime-channel
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelMembershipForAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelMembershipForAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelMembershipForAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelMembershipForAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelMembershipForAppInstanceUser.html
#amazonchime-channel
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelModeratedByAppInstanceUser.html
#amazonchime-channel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 DescribeC 
hannelMod 
erator

授予获取单曲完整详细信息的
权限 ChannelModerator

读取

channel*    

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

channel*    

 Disassoci 
ateChanne 
lFlow

授予将流程与通道解除关联的
权限

写入

channel-f 
low*

   

 Disassoci 
atePhoneN 
umberFrom 
User

授予权限以将主预置号码与指
定的 Amazon Chime 用户取消
关联

Write      

 Disassoci 
atePhoneN 
umbersFro 
mVoiceCon 
nector

授予权限以将多个电话号码与
指定的 Amazon Chime Voice 
Connector 取消关联

Write voice-con 
nector*

   

 Disassoci 
atePhoneN 
umbersFro 
mVoiceCon 
nectorGroup

授予权限以将多个电话号码与
指定的 Amazon Chime Voice 
Connector 组取消关联

写入      
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#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelModerator.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelModerator.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelModerator.html
#amazonchime-channel
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
#amazonchime-channel
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DisassociateChannelFlow.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DisassociateChannelFlow.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DisassociateChannelFlow.html
#amazonchime-channel-flow
#amazonchime-channel-flow
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumberFromUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumberFromUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumberFromUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumberFromUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnector.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnectorGroup.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateSignin 
DelegateG 
roupsFrom 
Account

授予取消指定的登录委托组与
指定的 Amazon Chime 账户之
间的关联的权限

写入      

 Disassoci 
ateVoiceC 
onnectorC 
onnect [仅权
限]

授予将 Amazon Connect 实
例与指定的 Amazon Chime 
Voice Connector 断开关联的权
限

写入      

 Disconnec 
tDirectory

授予权限以将 Active Directory 
与您的 Amazon Chime 企业账
户断开连接

Write      

 GetAccount 授予权限以获取指定 Amazon 
Chime 账户的详细信息

Read      

 GetAccoun 
tResource

授予权限以获取与您的 
Amazon Chime 账户关联的账
户资源的详细信息

Read      

 GetAccoun 
tSettings

授予权限以获取指定 Amazon 
Chime 账户 ID 的账户设置

读取      

 GetAccoun 
tWithOpen 
IdConfig

授予获取您的 Amazon Chime 
账户的账户详情和 OpenIdCon 
fig 属性的权限

读取      

 GetAppIns 
tanceRete 
ntionSettings

授予获取应用程序实例的保留
设置的权限

Read app-insta 
nce*
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https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociateSigninDelegateGroupsFromAccount.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociateSigninDelegateGroupsFromAccount.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociateSigninDelegateGroupsFromAccount.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociateSigninDelegateGroupsFromAccount.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociateSigninDelegateGroupsFromAccount.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonconnect.html#amazonconnect-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonconnect.html#amazonconnect-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonconnect.html#amazonconnect-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonconnect.html#amazonconnect-actions-as-permissions
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetAccount.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html
https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html
https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_GetAppInstanceRetentionSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_GetAppInstanceRetentionSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_GetAppInstanceRetentionSettings.html
#amazonchime-app-instance
#amazonchime-app-instance


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAppIns 
tanceStre 
amingConf 
igurations

授予获取应用程序实例的流式
传输配置的权限

Read app-insta 
nce*

   

 GetAttendee 授予权限以获取指定会议 ID 和
与会者 ID 的与会者详细信息

Read meeting*    

 GetBot 授予权限以检索指定机器人的
详细信息

Read      

 GetCDRBuc 
ket

授予权限以获取与您的 
Amazon Chime 账户关联的呼
叫详细信息记录 S3 存储桶的
详细信息

读取     s3:GetBuc 
ketAcl

s3:GetBuc 
ketLocati 
on

s3:GetBuc 
ketLoggin 
g

s3:GetBuc 
ketVersio 
ning

s3:GetBuc 
ketWebsit 
e

app-insta 
nce-bot*

    GetChanne 
lMembersh 
ipPreferences

授予获取通道成员资格的首选
项的权限

读取

app-insta 
nce-user*
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_GetAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_GetAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_GetAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_GetAppInstanceStreamingConfigurations.html
#amazonchime-app-instance
#amazonchime-app-instance
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetAttendee.html
#amazonchime-meeting
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetBot.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetChannelMembershipPreferences.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetChannelMembershipPreferences.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetChannelMembershipPreferences.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

channel*    

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 GetChanne 
lMessage

授予获取通道消息的完整详细
信息的权限

读取

channel*    

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 GetChanne 
lMessageS 
tatus

授予获取通道消息状态的权限 读取

channel*    

 GetDomain 授予权限以获取与您的 
Amazon Chime 账户关联的域
的域详细信息

Read      

 GetEvents 
Configuration

授予权限以检索机器人用于接
收传出事件的事件配置的详细
信息

读取      

 GetGlobal 
Settings

授予获取与 Amazon Chime 相
关的全局设置的权限 AWS 账
户

读取      

 GetMediaC 
apturePip 
eline

授予获取现有媒体捕获管道的
权限

读取 media-
pipeline*
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#amazonchime-channel
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetChannelMessage.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetChannelMessage.html
#amazonchime-channel
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetChannelMessageStatus.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetChannelMessageStatus.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetChannelMessageStatus.html
#amazonchime-channel
https://docs.aws.amazon.com/chime/latest/ag/claim-domain.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetEventsConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetEventsConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetGlobalSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetGlobalSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaCapturePipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaCapturePipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaCapturePipeline.html
#amazonchime-media-pipeline
#amazonchime-media-pipeline


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetMediaI 
nsightsPi 
pelineCon 
figuration

授予权限以获取媒体洞察管道
配置

读取 media-
insights-
pipeline-
con 
figuratio 
n*

   

 GetMediaP 
ipeline

授予获取现有媒体管道的权限 读取 media-
pipeline*

   

 GetMediaP 
ipelineKi 
nesisVide 
oStreamPool

授予获取现有媒体管道的权限 读取 media-
pipeline-
kinesis-
video-
stream- 
pool*

   

 GetMeeting 授予权限以获取指定会议 ID 的
会议记录

Read meeting*    

 GetMeetin 
gDetail

授予权限以获取会议的参加
者、连接和其他详细信息

Read      

 GetMessag 
ingSessio 
nEndpoint

授予获取消息收发会话的终端
节点的权限

读取      

 GetMessag 
ingStream 
ingConfig 
urations

授予获取数据流配置的权限 
AppInstance

读取 app-insta 
nce*

   

 GetPhoneN 
umber

授予权限以获取指定电话号码
的详细信息

Read      
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaInsightsPipelineConfiguration.html
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaPipeline.html
#amazonchime-media-pipeline
#amazonchime-media-pipeline
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaPipelineKinesisVideoStreamPool.html
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetMeeting.html
#amazonchime-meeting
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingSessionEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingSessionEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingSessionEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingStreamingConfigurations.html
#amazonchime-app-instance
#amazonchime-app-instance
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetPhoneNumber.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetPhoneNumber.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetPhoneN 
umberOrder

授予权限以获取指定电话号码
订单的详细信息

读取      

 GetPhoneN 
umberSett 
ings

授予获取与 Amazon Chime 相
关的电话号码设置的权限 AWS 
账户

读取      

 GetProxyS 
ession

授予权限以获取指定的 
Amazon Chime Voice 
Connector 的指定代理会话详
细信息

读取 voice-con 
nector*

   

 GetRetent 
ionSettings

授予权限以检索指定 Amazon 
Chime 账户的保留设置

读取      

 GetRoom 授予权限以检索会议室 读取      

 GetSipMed 
iaApplication

授予在管理员下获取 Amazon 
Chime SIP 媒体应用程序详细
信息的权限 AWS 账户

读取 sip-
media-
applicat 
ion*

   

 GetSipMed 
iaApplica 
tionAlexa 
SkillConf 
iguration

授予在管理员下获取 Amazon 
Chime SIP 媒体应用程序的 
Alexa 技能配置设置的权限 
AWS 账户

读取 sip-
media-
applicat 
ion*

   

 GetSipMed 
iaApplica 
tionLoggi 
ngConfigu 
ration

授予在管理员下获取 Amazon 
Chime SIP 媒体应用程序的日
志配置设置的权限 AWS 账户

读取 sip-
media-
applicat 
ion*
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https://docs.aws.amazon.com/chime/latest/APIReference/API_GetPhoneNumberOrder.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetPhoneNumberOrder.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetPhoneNumberSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetPhoneNumberSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetPhoneNumberSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetProxySession.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetProxySession.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetRetentionSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetRetentionSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetRoom.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetSipMediaApplication.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetSipMediaApplication.html
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetSipMediaApplicationAlexaSkillConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetSipMediaApplicationAlexaSkillConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetSipMediaApplicationAlexaSkillConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetSipMediaApplicationAlexaSkillConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetSipMediaApplicationAlexaSkillConfiguration.html
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetSipMediaApplicationLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetSipMediaApplicationLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetSipMediaApplicationLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetSipMediaApplicationLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetSipMediaApplicationLoggingConfiguration.html
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSipRule 授予在管理员下获取 Amazon 
Chime SIP 规则详细信息的权
限 AWS 账户

读取      

media-
pipeline

    GetSpeake 
rSearchTask

授予在指定的 Amazon Chime 
资源上执行发言者搜索任务的
权限

读取

voice-con 
nector

   

 GetTeleph 
onyLimits

授予获取电话限制的权限 AWS 
账户

读取      

 GetUser 授予权限以获取指定用户 ID 的
详细信息

Read      

 GetUserAc 
tivityRep 
ortData

授予权限以获取用户详细信息
页面上的用户活动摘要

Read      

 GetUserBy 
Email

授予权限以根据 Amazon 
Chime 企业或团队账户中的 
电子邮件地址获取 Amazon 
Chime 用户的用户详细信息

Read      

 GetUserSe 
ttings

授予权限以获取与指定 
Amazon Chime 用户相关的用
户设置

Read      

 GetVoiceC 
onnector

授予权限以获取指定 Amazon 
Chime Voice Connector 的详
细信息

Read voice-con 
nector*
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https://docs.aws.amazon.com/chime/latest/APIReference/API_GetSipRule.html
#amazonchime-media-pipeline
#amazonchime-media-pipeline
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetSpeakerSearchTask.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetSpeakerSearchTask.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/ag/phone-numbers.html
https://docs.aws.amazon.com/chime/latest/ag/phone-numbers.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetUser.html
https://docs.aws.amazon.com/chime/latest/ag/user-details.html
https://docs.aws.amazon.com/chime/latest/ag/user-details.html
https://docs.aws.amazon.com/chime/latest/ag/user-details.html
https://docs.aws.amazon.com/chime/latest/ag/user-details.html
https://docs.aws.amazon.com/chime/latest/ag/user-details.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetUserSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetUserSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnector.html
#amazonchime-voice-connector
#amazonchime-voice-connector


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetVoiceC 
onnectorE 
mergencyC 
allingCon 
figuration

授予权限以获取指定 Amazon 
Chime Voice Connector 的紧
急呼叫配置详细信息

读取 voice-con 
nector*

   

 GetVoiceC 
onnectorE 
xternalSy 
stemsConf 
iguration

授予获取与指定 Amazon 
Chime 语音连接器连接的外部
系统配置的权限

读取 voice-con 
nector*

   

 GetVoiceC 
onnectorG 
roup

授予权限以获取指定 Amazon 
Chime Voice Connector 组的
详细信息

Read      

 GetVoiceC 
onnectorL 
oggingCon 
figuration

授予权限以获取指定 Amazon 
Chime Voice Connector 的日
志记录配置详细信息

Read voice-con 
nector*

   

 GetVoiceC 
onnectorO 
rigination

授予权限以获取指定 Amazon 
Chime Voice Connector 的发
起设置详细信息

Read voice-con 
nector*

   

 GetVoiceC 
onnectorP 
roxy

授予权限以获取指定的 
Amazon Chime Voice 
Connector 的代理配置详细信
息

Read voice-con 
nector*

   

 GetVoiceC 
onnectorS 
treamingC 
onfiguration

授予权限以获取指定 Amazon 
Chime Voice Connector 的流
式处理配置详细信息

Read voice-con 
nector*
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https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorEmergencyCallingConfiguration.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorExternalSystemsConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorExternalSystemsConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorExternalSystemsConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorExternalSystemsConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorExternalSystemsConfiguration.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorLoggingConfiguration.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorOrigination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorOrigination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorOrigination.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorProxy.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorProxy.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorProxy.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorStreamingConfiguration.html
#amazonchime-voice-connector
#amazonchime-voice-connector


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetVoiceC 
onnectorT 
ermination

授予权限以获取指定 Amazon 
Chime Voice Connector 的终
止设置详细信息

Read voice-con 
nector*

   

 GetVoiceC 
onnectorT 
erminatio 
nHealth

授予权限以获取指定 Amazon 
Chime Voice Connector 的终
止运行状况详细信息

读取 voice-con 
nector*

   

 GetVoiceP 
rofile

授予权限以获取语音配置文件 读取 voice-pro 
file*

   

 GetVoiceP 
rofileDomain

授予权限以获取语音配置文件
域

读取 voice-pro 
file-doma 
in*

   

media-
pipeline

    GetVoiceT 
oneAnalys 
isTask

授予在指定的 Amazon Chime 
资源上执行语音语调分析任务
的权限

读取

voice-con 
nector

   

 InviteDel 
egate

授予发送邀请以接受 Amazon 
Ch AWS 账户 ime 账户授权请
求的权限

写入      

 InviteUsers 授予权限以最多邀请 50 个用户
使用指定的 Amazon Chime 账
户

Write      

 InviteUse 
rsFromPro 
vider

授予权限以邀请来自第三方提
供商的用户访问您的 Amazon 
Chime 账户

Write      
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https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorTermination.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorTerminationHealth.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorTerminationHealth.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorTerminationHealth.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorTerminationHealth.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceProfile.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceProfile.html
#amazonchime-voice-profile
#amazonchime-voice-profile
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceProfileDomain.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceProfileDomain.html
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain
#amazonchime-media-pipeline
#amazonchime-media-pipeline
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetVoiceToneAnalysisTask.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetVoiceToneAnalysisTask.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetVoiceToneAnalysisTask.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_InviteUsers.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAccou 
ntUsageRe 
portData

授予权限以列出 Amazon 
Chime 账户使用率报告数据

列表      

 ListAccounts 授予在管理员账户下发布 
Amazon Chime 账户的权限 
AWS 账户

列表      

 ListApiKeys 授予权限以列出为您的 
Amazon Chime 账户和 Okta 
配置定义的 SCIM 访问密钥

List      

app-insta 
nce*

   

app-insta 
nce-bot*

   

 ListAppIn 
stanceAdm 
ins

授予在应用程序实例中列出管
理员的权限

列表

app-insta 
nce-user*

   

 ListAppIn 
stanceBots

授予列出在单个应用程序实例
下 AppInstanceBots 创建的所
有内容的权限

列表 app-insta 
nce-bot*

   

 ListAppIn 
stanceUse 
rEndpoints

授予权限以列出为应用程序实
例用户注册的终端节点

列表 app-insta 
nce-user*

   

 ListAppIn 
stanceUsers

授予列出在单个应用程序实例
下 AppInstanceUsers 创建的
所有内容的权限

列表 app-insta 
nce-user*
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https://docs.aws.amazon.com/chime/latest/ag/view-reports.html
https://docs.aws.amazon.com/chime/latest/ag/view-reports.html
https://docs.aws.amazon.com/chime/latest/ag/view-reports.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListAccounts.html
https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html
#amazonchime-app-instance
#amazonchime-app-instance
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstanceAdmins.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstanceAdmins.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstanceAdmins.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstanceBots.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstanceBots.html
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstanceUserEndpoints.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstanceUserEndpoints.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstanceUserEndpoints.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstanceUsers.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstanceUsers.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAppIn 
stances

授予列出在单个应用程序下创
建的所有 Amazon Chime 应用
程序实例的权限 AWS 账户

列表 app-insta 
nce*

   

 ListAtten 
deeTags

授予权限以列出应用于 
Amazon Chime SDK 与会者资
源的标签

List meeting*    

 ListAtten 
dees

授予权限以列出指定 Amazon 
Chime SDK 会议的最多 100 
位与会者

列表 meeting*    

 ListAvail 
ableVoice 
Connector 
Regions

授予权限以列出可在 AWS 区
域 其中创建 Amazon Chime 
SDK 语音连接器的可用内容

列表      

 ListBots 授予权限以列出与管理员的 
Amazon Chime 企业账户关联
的机器人

List      

 ListCDRBu 
cket

授予权限以列出呼叫详细信息
记录 S3 存储桶

列表     s3:ListAl 
lMyBucket 
s

s3:ListBu 
cket

 ListCalli 
ngRegions

授予列出管理员可用的呼叫区
域的权限 AWS 账户

列表      

 ListChann 
elBans

授予权限以列出被禁止使用特
定通道的所有用户和自动程序

列表 app-insta 
nce-bot*
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstances.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstances.html
#amazonchime-app-instance
#amazonchime-app-instance
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListAttendeeTags.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListAttendeeTags.html
#amazonchime-meeting
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListAttendees.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListAttendees.html
#amazonchime-meeting
API_ListAvailableVoiceConnectorRegions.html
API_ListAvailableVoiceConnectorRegions.html
API_ListAvailableVoiceConnectorRegions.html
API_ListAvailableVoiceConnectorRegions.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListBots.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/phone-numbers.html
https://docs.aws.amazon.com/chime/latest/ag/phone-numbers.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelBans.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelBans.html
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

app-insta 
nce-user*

   

channel*    

 ListChann 
elFlows

授予列出在单个 Chime 下
创建的所有频道流的权限 
AppInstance

列表 channel-f 
low*

   

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 ListChann 
elMembers 
hips

授予列出某个通道中所有通道
成员资格的权限

列表

channel*    

app-insta 
nce-bot*

    ListChann 
elMembers 
hipsForAp 
pInstance 
User

授予权限以列出特定用户或自
动程序所属的所有通道

列表

app-insta 
nce-user*

   

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 ListChann 
elMessages

授予权限以列出某个通道中的
所有消息

读取

channel*    

 ListChann 
elModerators

授予权限以列出某个通道的所
有监管人

列表 app-insta 
nce-bot*
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#amazonchime-app-instance-user
#amazonchime-app-instance-user
#amazonchime-channel
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelFlows.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelFlows.html
#amazonchime-channel-flow
#amazonchime-channel-flow
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMemberships.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMemberships.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMemberships.html
#amazonchime-channel
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMembershipsForAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMembershipsForAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMembershipsForAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMembershipsForAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMembershipsForAppInstanceUser.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMessages.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMessages.html
#amazonchime-channel
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelModerators.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelModerators.html
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

app-insta 
nce-user*

   

channel*    

app-insta 
nce-bot*

    ListChannels 授予列出在单个 Chime 下创建
的所有频道的权限 AppInstan 
ce

列表

app-insta 
nce-user*

   

 ListChann 
elsAssoci 
atedWithC 
hannelFlow

授予列出与单个 Chime 
Chance Flow 关联的所有通道
的权限

列表 channel-f 
low*

   

app-insta 
nce-bot*

    ListChann 
elsModera 
tedByAppI 
nstanceUser

授予权限以列出由某个用户或
自动程序监管的所有通道

列表

app-insta 
nce-user*

   

 ListDeleg 
ates

授予权限以列出与您的 
Amazon Chime 账户关联的账
户委派信息

列表      

 ListDirec 
tories

授予列出您的 Directory 
Service 中托管的活动目录的权
限 AWS 账户

列表      

 ListDomains 授予权限以列出与您的 
Amazon Chime 账户关联的域

List      
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#amazonchime-app-instance-user
#amazonchime-app-instance-user
#amazonchime-channel
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannels.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelsAssociatedWithChannelFlow.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelsAssociatedWithChannelFlow.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelsAssociatedWithChannelFlow.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelsAssociatedWithChannelFlow.html
#amazonchime-channel-flow
#amazonchime-channel-flow
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelsModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelsModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelsModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelsModeratedByAppInstanceUser.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/claim-domain.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListGroups 授予权限以列出与您的 
Amazon Chime 企业账户关联
的 Active Directory 或 Okta 用
户组

List      

 ListMedia 
CapturePi 
pelines

授予列出媒体捕获管道的权限 列表      

 ListMedia 
InsightsP 
ipelineCo 
nfigurations

授予权限以列出所有媒体洞察
管道配置

列表      

 ListMedia 
PipelineK 
inesisVid 
eoStreamP 
ools

授予列出媒体管道的权限 列表      

 ListMedia 
Pipelines

授予列出媒体管道的权限 列表      

 ListMeeti 
ngEvents

授予权限以列出指定会议发生
的所有事件

列表      

 ListMeeti 
ngTags

授予权限以列出应用于 
Amazon Chime SDK 会议资源
的标签

列表 meeting*    

 ListMeetings 授予权限以列出最多 100 场活
动的 Amazon Chime SDK 会
议

List      
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https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaCapturePipelines.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaCapturePipelines.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaCapturePipelines.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaInsightsPipelineConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaInsightsPipelineConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaInsightsPipelineConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaInsightsPipelineConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaPipelineKinesisVideoStreamPools.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaPipelineKinesisVideoStreamPools.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaPipelineKinesisVideoStreamPools.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaPipelineKinesisVideoStreamPools.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaPipelineKinesisVideoStreamPools.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaPipelines.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaPipelines.html
https://docs.aws.amazon.com/chime/latest/ag/view-reports.html
https://docs.aws.amazon.com/chime/latest/ag/view-reports.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListMeetingTags.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListMeetingTags.html
#amazonchime-meeting
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListMeetings.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListMeeti 
ngsReport 
Data

授予权限以列出在指定日期范
围内结束的会议

列表      

 ListPhone 
NumberOrd 
ers

授予在管理员下列出电话号码
订单的权限 AWS 账户

列表      

 ListPhone 
Numbers

授予在管理员名下列出电话号
码的权限 AWS 账户

列表      

 ListProxy 
Sessions

授予权限以列出指定的 
Amazon Chime Voice 
Connector 的代理会话

List voice-con 
nector*

   

 ListRoomM 
emberships

授予权限以列出所有会议室成
员

List      

 ListRooms 授予权限以列出会议室 列表      

 ListSipMe 
diaApplic 
ations

授予在管理员下列出所有 
Amazon Chime SIP 媒体应用
程序的权限 AWS 账户

列表      

 ListSipRules 允许在管理员的权限下列出所
有 Amazon Chime SIP 规则 
AWS 账户

列表 sip-
media-
applicat 
ion

   

app-insta 
nce-bot*

    ListSubCh 
annels

授予列出单个频道 SubChanne 
ls 下所有内容的权限

列表

app-insta 
nce-user*

   

Amazon Chime 571

https://docs.aws.amazon.com/chime/latest/ag/view-reports.html
https://docs.aws.amazon.com/chime/latest/ag/view-reports.html
https://docs.aws.amazon.com/chime/latest/ag/view-reports.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListPhoneNumberOrders.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListPhoneNumberOrders.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListPhoneNumberOrders.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListPhoneNumbers.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListPhoneNumbers.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListProxySessions.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListProxySessions.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListRoomMemberships.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListRoomMemberships.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListRooms.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListSipMediaApplications.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListSipMediaApplications.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListSipMediaApplications.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListSipRules.html
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListSubChannels.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListSubChannels.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

channel*    

 ListSuppo 
rtedPhone 
NumberCou 
ntries

授予列出支持的电话号码国家/
地区的权限 AWS 账户

列表      

app-insta 
nce

   

app-insta 
nce-bot

   

app-insta 
nce-user

   

channel    

channel-f 
low

   

media-
insights-
pipeline-
con 
figuration

   

 ListTagsF 
orResource

授予列出应用于 Amazon 
Chime 资源的标签的权限

读取

media-
pipeline

   

Amazon Chime 572

#amazonchime-channel
API_ListSupportedPhoneNumberCountries.html
API_ListSupportedPhoneNumberCountries.html
API_ListSupportedPhoneNumberCountries.html
API_ListSupportedPhoneNumberCountries.html
#amazonchime-app-instance
#amazonchime-app-instance
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
#amazonchime-channel
#amazonchime-channel-flow
#amazonchime-channel-flow
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListTagsForResource.html
#amazonchime-media-pipeline
#amazonchime-media-pipeline


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

media-
pipeline-
kinesis-
video-
stream- 
pool

   

meeting    

sip-
media-
applicat 
ion

   

voice-con 
nector

   

voice-pro 
file-doma 
in

   

 ListUsers 授予权限以列出属于指定 
Amazon Chime 账户的用户

列表      

 ListVoice 
Connector 
Groups

授予在管理员名下列出 
Amazon Chime 语音连接器群
组的权限 AWS 账户

列表      

 ListVoice 
Connector 
Terminati 
onCredentials

授予权限以列出指定 Amazon 
Chime Voice Connector 的 
SIP 终止凭证

列表 voice-con 
nector*

   

Amazon Chime 573

#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-meeting
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-voice-connector
#amazonchime-voice-connector
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListUsers.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListVoiceConnectorGroups.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListVoiceConnectorGroups.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListVoiceConnectorGroups.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListVoiceConnectorTerminationCredentials.html
#amazonchime-voice-connector
#amazonchime-voice-connector


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListVoice 
Connectors

授予在管理员名下列出 
Amazon Chime 语音连接器的
权限 AWS 账户

列表      

 ListVoice 
ProfileDo 
mains

授予权限以列出语音配置文件
域

列表      

 ListVoice 
Profiles

授予权限以列出语音配置文件 列表 voice-pro 
file-doma 
in*

   

 LogoutUser 授予权限以将指定用户从当前
登录到的所有设备中注销

Write      

 PutAppIns 
tanceRete 
ntionSettings

授予为应用程序实例启用数据
保留的权限

Write app-insta 
nce*

   

 PutAppIns 
tanceStre 
amingConf 
igurations

授予为应用程序实例配置数据
流式传输的权限

写入 app-insta 
nce*

   

 PutAppIns 
tanceUser 
Expiratio 
nSettings

授予设置过期设置的权限 
AppInstanceUser

写入 app-insta 
nce-user*

   

app-insta 
nce-user*

    PutChanne 
lExpirati 
onSettings

授予权限以配置通道的过期设
置

写入

channel*    

Amazon Chime 574

https://docs.aws.amazon.com/chime/latest/APIReference/API_ListVoiceConnectors.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListVoiceConnectors.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_ListVoiceProfileDomains.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_ListVoiceProfileDomains.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_ListVoiceProfileDomains.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_ListVoiceProfiles.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_ListVoiceProfiles.html
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain
https://docs.aws.amazon.com/chime/latest/APIReference/API_LogoutUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_PutAppInstanceRetentionSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_PutAppInstanceRetentionSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_PutAppInstanceRetentionSettings.html
#amazonchime-app-instance
#amazonchime-app-instance
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_PutAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_PutAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_PutAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_PutAppInstanceStreamingConfigurations.html
#amazonchime-app-instance
#amazonchime-app-instance
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_PutAppInstanceUserExpirationSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_PutAppInstanceUserExpirationSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_PutAppInstanceUserExpirationSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_PutAppInstanceUserExpirationSettings.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_PutChannelExpirationSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_PutChannelExpirationSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_PutChannelExpirationSettings.html
#amazonchime-channel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 PutChanne 
lMembersh 
ipPreferences

授予权限以放置通道成员资格
的首选项

写入

channel*    

 PutEvents 
Configuration

授予权限以更新机器人用于接
收传出事件的事件配置的详细
信息

写入      

 PutMessag 
ingStream 
ingConfig 
urations

授予放置数据流配置的权限 
AppInstance

写入 app-insta 
nce*

   

 PutRetent 
ionSettings

授予权限以创建或更新指定 
Amazon Chime 账户的保留设
置

写入      

 PutSipMed 
iaApplica 
tionAlexa 
SkillConf 
iguration

授予在管理员下更新 Amazon 
Chime SIP 媒体应用程序的 
Alexa 技能配置设置的权限 
AWS 账户

写入 sip-
media-
applicat 
ion*

   

 PutSipMed 
iaApplica 
tionLoggi 
ngConfigu 
ration

授予在管理员下更新 Amazon 
Chime SIP 媒体应用程序的日
志配置设置的权限 AWS 账户

写入 sip-
media-
applicat 
ion*

   

Amazon Chime 575

#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_PutChannelMembershipPreferences.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_PutChannelMembershipPreferences.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_PutChannelMembershipPreferences.html
#amazonchime-channel
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutEventsConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutEventsConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_PutMessagingStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_PutMessagingStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_PutMessagingStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_PutMessagingStreamingConfigurations.html
#amazonchime-app-instance
#amazonchime-app-instance
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutRetentionSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutRetentionSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_PutSipMediaApplicationAlexaSkillConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_PutSipMediaApplicationAlexaSkillConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_PutSipMediaApplicationAlexaSkillConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_PutSipMediaApplicationAlexaSkillConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_PutSipMediaApplicationAlexaSkillConfiguration.html
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutSipMediaApplicationLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutSipMediaApplicationLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutSipMediaApplicationLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutSipMediaApplicationLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutSipMediaApplicationLoggingConfiguration.html
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutVoiceC 
onnectorE 
mergencyC 
allingCon 
figuration

授予权限以添加指定 Amazon 
Chime Voice Connector 的紧
急呼叫配置

写入 voice-con 
nector*

   

 PutVoiceC 
onnectorE 
xternalSy 
stemsConf 
iguration

授予更新与指定 Amazon 
Chime 语音连接器连接的外部
系统配置的权限

写入 voice-con 
nector*

   

Amazon Chime 576

https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorEmergencyCallingConfiguration.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_PutVoiceConnectorExternalSystemsConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_PutVoiceConnectorExternalSystemsConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_PutVoiceConnectorExternalSystemsConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_PutVoiceConnectorExternalSystemsConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_PutVoiceConnectorExternalSystemsConfiguration.html
#amazonchime-voice-connector
#amazonchime-voice-connector


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutVoiceC 
onnectorL 
oggingCon 
figuration

授予权限以添加指定 Amazon 
Chime Voice Connector 的日
志记录配置

Write voice-con 
nector*

  logs:Crea 
teLogDeli 
very

logs:Crea 
teLogGrou 
p

logs:Dele 
teLogDeli 
very

logs:Desc 
ribeLogGr 
oups

logs:GetL 
ogDeliver 
y

logs:List 
LogDelive 
ries

 PutVoiceC 
onnectorO 
rigination

授予权限以更新指定 Amazon 
Chime Voice Connector 的发
起设置

Write voice-con 
nector*

   

 PutVoiceC 
onnectorP 
roxy

授予权限以添加指定的 
Amazon Chime Voice 
Connector 的代理配置

Write voice-con 
nector*

   

Amazon Chime 577

https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorLoggingConfiguration.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorOrigination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorOrigination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorOrigination.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorProxy.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorProxy.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorProxy.html
#amazonchime-voice-connector
#amazonchime-voice-connector


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

voice-con 
nector*

  chime:Get 
MediaInsi 
ghtsPipel 
ineConfig 
uration

 PutVoiceC 
onnectorS 
treamingC 
onfiguration

授予权限以添加指定 Amazon 
Chime Voice Connector 的流
式处理配置

Write

media-
insights-
pipeline-
con 
figuration

   

 PutVoiceC 
onnectorT 
ermination

授予权限以更新指定 Amazon 
Chime Voice Connector 的终
止设置

Write voice-con 
nector*

   

 PutVoiceC 
onnectorT 
erminatio 
nCredentials

授予权限以添加指定 Amazon 
Chime Voice Connector 的 
SIP 终止凭证

Write voice-con 
nector*

   

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 RedactCha 
nnelMessage

授予编辑消息内容的权限 写入

channel*    

 RedactCon 
versation 
Message

授予权限以编辑指定的 Chime 
对话消息

写入      

 RedactRoo 
mMessage

授予权限以编辑指定的 Chime 
房间消息

写入      

Amazon Chime 578

#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorStreamingConfiguration.html
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorTermination.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutVoiceConnectorTerminationCredentials.html
#amazonchime-voice-connector
#amazonchime-voice-connector
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_RedactChannelMessage.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_RedactChannelMessage.html
#amazonchime-channel
https://docs.aws.amazon.com/chime/latest/APIReference/API_RedactConversationMessage.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_RedactConversationMessage.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_RedactConversationMessage.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_RedactRoomMessage.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_RedactRoomMessage.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Regenerat 
eSecurity 
Token

授予权限以便为指定的机器人
重新生成安全令牌

写入      

 RegisterA 
ppInstanc 
eUserEndp 
oint

授予权限为应用程序实例用户
注册终端节点

写入 app-insta 
nce-user*

  mobiletar 
geting:Ge 
tApp

 RenameAcc 
ount

授予权限以修改您的 Amazon 
Chime 企业或团队账户的账户
名称

Write      

 RenewDele 
gate

授予权限以续订与 Amazon 
Chime 账户关联的委派请求

Write      

 ResetAcco 
untResource

授予权限以重置 Amazon 
Chime 账户中的账户资源

Write      

 ResetPers 
onalPIN

授予权限以重置 Amazon 
Chime 账户中的指定用户的个
人会议 PIN

Write      

 RestorePh 
oneNumber

授予权限以将指定电话号码从
删除队列恢复到电话号码清单
中

Write      

 RetrieveD 
ataExports

授予权限以下载包含所有用户
附件（作为“请求附件”操作的一
部分返回）的链接的文件

读取      

 SearchAva 
ilablePho 
neNumbers

授予权限以搜索可以从运营商
订购的电话号码

读取      

Amazon Chime 579

https://docs.aws.amazon.com/chime/latest/APIReference/API_RegenerateSecurityToken.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_RegenerateSecurityToken.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_RegenerateSecurityToken.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_RegisterAppInstanceUserEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_RegisterAppInstanceUserEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_RegisterAppInstanceUserEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_RegisterAppInstanceUserEndpoint.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime/latest/ag/rename-account.html
https://docs.aws.amazon.com/chime/latest/ag/rename-account.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ResetPersonalPIN.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ResetPersonalPIN.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_RestorePhoneNumber.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_RestorePhoneNumber.html
https://docs.aws.amazon.com/chime/latest/ag/request-attachments.html
https://docs.aws.amazon.com/chime/latest/ag/request-attachments.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_SearchAvailablePhoneNumbers.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_SearchAvailablePhoneNumbers.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_SearchAvailablePhoneNumbers.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

app-insta 
nce-bot*

    SearchCha 
nnels

授予搜索 AppInstanceUser 所
属频道的权限，或在频道中搜
索所属频道 AppInstance 的权
限 AppInstaceAdmin

列表

app-insta 
nce-user*

   

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 SendChann 
elMessage

授予向成员所属的特定通道发
送消息的权限

Write

channel*    

 StartData 
Export

授予权限以提交“请求附件”请求 写入      

 StartMeet 
ingTransc 
ription

授予权限以开始转录会议 写入      

media-
pipeline

    StartSpea 
kerSearch 
Task

授予在指定的 Amazon Chime 
资源上启动发言者搜索任务的
权限

写入

voice-con 
nector

   

media-
pipeline

    StartVoic 
eToneAnal 
ysisTask

授予在指定的 Amazon Chime 
资源上启动语音语调分析任务
的权限

写入

voice-con 
nector

   

Amazon Chime 580

#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_SearchChannels.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_SearchChannels.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_SendChannelMessage.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_SendChannelMessage.html
#amazonchime-channel
https://docs.aws.amazon.com/chime/latest/ag/request-attachments.html
https://docs.aws.amazon.com/chime/latest/ag/request-attachments.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_StartMeetingTranscription.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_StartMeetingTranscription.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_StartMeetingTranscription.html
#amazonchime-media-pipeline
#amazonchime-media-pipeline
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_StartSpeakerSearchTask.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_StartSpeakerSearchTask.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_StartSpeakerSearchTask.html
#amazonchime-voice-connector
#amazonchime-voice-connector
#amazonchime-media-pipeline
#amazonchime-media-pipeline
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_StartVoiceToneAnalysisTask.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_StartVoiceToneAnalysisTask.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_StartVoiceToneAnalysisTask.html
#amazonchime-voice-connector
#amazonchime-voice-connector


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StopMeeti 
ngTranscr 
iption

授予权限以停止会议转录 写入      

media-
pipeline

    StopSpeak 
erSearchT 
ask

授予在指定的 Amazon Chime 
资源上停止发言者搜索任务的
权限

写入

voice-con 
nector

   

media-
pipeline

    StopVoice 
ToneAnaly 
sisTask

授予在指定的 Amazon Chime 
资源上停止语音语调分析任务
的权限

写入

voice-con 
nector

   

 SubmitSup 
portRequest

授予权限以提交客户服务支持
请求

Write      

 SuspendUs 
ers

授予权限以从 Amazon Chime 
企业账户中暂停用户

Write      

 TagAttendee 授予权限以将指定标签应用于
指定的 Amazon Chime SDK 
与会者

标记 meeting*    

 TagMeeting 授予权限以将指定标签应用于
指定的 Amazon Chime SDK 
会议

标记 meeting*    

Amazon Chime 581

https://docs.aws.amazon.com/chime/latest/APIReference/API_StopMeetingTranscription.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_StopMeetingTranscription.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_StopMeetingTranscription.html
#amazonchime-media-pipeline
#amazonchime-media-pipeline
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_StopSpeakerSearchTask.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_StopSpeakerSearchTask.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_StopSpeakerSearchTask.html
#amazonchime-voice-connector
#amazonchime-voice-connector
#amazonchime-media-pipeline
#amazonchime-media-pipeline
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_StopVoiceToneAnalysisTask.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_StopVoiceToneAnalysisTask.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_StopVoiceToneAnalysisTask.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/ag/chime-getting-admin-support.html
https://docs.aws.amazon.com/chime/latest/ag/chime-getting-admin-support.html
https://docs.aws.amazon.com/chime/latest/ag/manage-access.html
https://docs.aws.amazon.com/chime/latest/ag/manage-access.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_TagAttendee.html
#amazonchime-meeting
https://docs.aws.amazon.com/chime/latest/APIReference/API_TagMeeting.html
#amazonchime-meeting


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

app-insta 
nce

   

app-insta 
nce-bot

   

app-insta 
nce-user

   

channel    

channel-f 
low

   

media-
insights-
pipeline-
con 
figuration

   

 TagResour 
ce

授予权限以将指定标签应用
于指定资源（只有 *-chime.< 
region>.amazonaws.com 端点
支持基于标签的访问控制）

标记

media-
pipeline

   

Amazon Chime 582

#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-app-instance
#amazonchime-app-instance
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
#amazonchime-channel
#amazonchime-channel-flow
#amazonchime-channel-flow
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
https://docs.aws.amazon.com/chime/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_TagResource.html
#amazonchime-media-pipeline
#amazonchime-media-pipeline


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

media-
pipeline-
kinesis-
video-
stream- 
pool

   

meeting    

sip-
media-
applicat 
ion

   

voice-con 
nector

   

voice-pro 
file-doma 
in

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 Unauthori 
zeDirectory

授予权限以从 Amazon Chime 
企业账户中取消授权 Active 
Directory

写入      

Amazon Chime 583

#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-meeting
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-voice-connector
#amazonchime-voice-connector
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_RequestTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UntagAtte 
ndee

授予权限以从指定的 Amazon 
Chime SDK 与会者取消标记指
定的标签

标记 meeting*    

 UntagMeet 
ing

授予权限以从指定的 Amazon 
Chime SDK 会议取消标记指定
的标签

标记 meeting*    

app-insta 
nce

   

app-insta 
nce-bot

   

app-insta 
nce-user

   

channel    

channel-f 
low

   

media-
insights-
pipeline-
con 
figuration

   

 UntagReso 
urce

授予权限以从指定资源中取消
标记指定标签（只有 *-chime.< 
region>.amazonaws.com 端点
支持基于标签的访问控制）

标记

media-
pipeline

   

Amazon Chime 584

https://docs.aws.amazon.com/chime/latest/APIReference/API_UntagAttendee.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UntagAttendee.html
#amazonchime-meeting
https://docs.aws.amazon.com/chime/latest/APIReference/API_UntagMeeting.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UntagMeeting.html
#amazonchime-meeting
#amazonchime-app-instance
#amazonchime-app-instance
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
#amazonchime-channel
#amazonchime-channel-flow
#amazonchime-channel-flow
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
https://docs.aws.amazon.com/chime/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UntagResource.html
#amazonchime-media-pipeline
#amazonchime-media-pipeline


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

media-
pipeline-
kinesis-
video-
stream- 
pool

   

meeting    

sip-
media-
applicat 
ion

   

voice-con 
nector

   

voice-pro 
file-doma 
in

   

  aws:TagKe 
ys

 

 UpdateAcc 
ount

授予权限以更新指定 Amazon 
Chime 账户的账户详细信息

写入      

 UpdateAcc 
ountOpenI 
dConfig

授予更新您的 Amazon Chime 
账户 OpenIdConfig 属性的权
限

写入      

 UpdateAcc 
ountResou 
rce

授予权限以更新您的 Amazon 
Chime 账户中的账户资源

Write      

Amazon Chime 585

#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-meeting
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-voice-connector
#amazonchime-voice-connector
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain
#amazonchime-aws_TagKeys
#amazonchime-aws_TagKeys
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateAccount.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateAccount.html
https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html
https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html
https://docs.aws.amazon.com/chime/latest/ag/okta_sso.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAcc 
ountSettings

授予权限以更新指定 Amazon 
Chime 账户的设置

写入      

 UpdateApp 
Instance

授予更新 AppInstance 元数据
的权限

写入 app-insta 
nce*

   

 UpdateApp 
InstanceBot

授予更新详细信息的权限 
AppInstanceBot

写入 app-insta 
nce-bot*

   

 UpdateApp 
InstanceUser

授予更新详细信息的权限 
AppInstanceUser

写入 app-insta 
nce-user*

   

 UpdateApp 
InstanceU 
serEndpoint

授予权限以更新为应用程序实
例用户注册的终端节点

写入 app-insta 
nce-user*

   

 UpdateAtt 
endeeCapa 
bilities

授予所需更新功能的权限 写入 meeting*    

 UpdateBot 授予权限以更新指定机器人的
状态

Write      

 UpdateCDR 
Settings

授予权限以更新呼叫详细信息
记录 S3 存储桶

Write     s3:Create 
Bucket

s3:Delete 
Bucket

s3:ListAl 
lMyBucket 
s

 UpdateCha 
nnel

授予更新通道的属性的权限 写入 app-insta 
nce-bot*

   

Amazon Chime 586

https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_UpdateAppInstance.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_UpdateAppInstance.html
#amazonchime-app-instance
#amazonchime-app-instance
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_UpdateAppInstanceBot.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_UpdateAppInstanceBot.html
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_UpdateAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_UpdateAppInstanceUser.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_UpdateAppInstanceUserEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_UpdateAppInstanceUserEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_UpdateAppInstanceUserEndpoint.html
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_UpdateAttendeeCapabilities.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_UpdateAttendeeCapabilities.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_UpdateAttendeeCapabilities.html
#amazonchime-meeting
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateBot.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_UpdateChannel.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_UpdateChannel.html
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

app-insta 
nce-user*

   

channel*    

 UpdateCha 
nnelFlow

授予更新通道流的权限 写入 channel-f 
low*

   

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 UpdateCha 
nnelMessage

授予更新消息内容的权限 Write

channel*    

app-insta 
nce-bot*

   

app-insta 
nce-user*

   

 UpdateCha 
nnelReadM 
arker

授予将时间戳设置为用户上次
在通道中阅读消息的时间点的
权限

写入

channel*    

 UpdateGlo 
balSettings

授予更新与 Amazon Chime 相
关的全局设置的权限 AWS 账
户

写入      
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#amazonchime-app-instance-user
#amazonchime-app-instance-user
#amazonchime-channel
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_UpdateChannelFlow.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_UpdateChannelFlow.html
#amazonchime-channel-flow
#amazonchime-channel-flow
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_UpdateChannelMessage.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_UpdateChannelMessage.html
#amazonchime-channel
#amazonchime-app-instance-bot
#amazonchime-app-instance-bot
#amazonchime-app-instance-user
#amazonchime-app-instance-user
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_UpdateChannelReadMarker.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_UpdateChannelReadMarker.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_UpdateChannelReadMarker.html
#amazonchime-channel
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateGlobalSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateGlobalSettings.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateMed 
iaInsight 
sPipeline 
Configuration

授予权限以更新媒体洞察管道
配置的状态

写入 media-
insights-
pipeline-
con 
figuratio 
n*

  chime:Lis 
tVoiceCon 
nectors

iam:PassR 
ole

kinesis:D 
escribeSt 
ream

s3:ListBu 
cket

 UpdateMed 
iaInsight 
sPipeline 
Status

授予权限以更新媒体洞察管道
的状态

写入 media-
pipeline*

   

 UpdateMed 
iaPipelin 
eKinesisV 
ideoStrea 
mPool

授予权限以更新 Kinesis 视频
流池

写入 media-
pipeline-
kinesis-
video-
stream- 
pool*

   

 UpdatePho 
neNumber

授予权限以更新指定电话号码
的电话号码详细信息

写入      

 UpdatePho 
neNumberS 
ettings

授予更新与 Amazon Chime 相
关的电话号码设置的权限 AWS 
账户

写入      
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_UpdateMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_UpdateMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_UpdateMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_UpdateMediaInsightsPipelineConfiguration.html
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
#amazonchime-media-insights-pipeline-configuration
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_UpdateMediaInsightsPipelineStatus.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_UpdateMediaInsightsPipelineStatus.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_UpdateMediaInsightsPipelineStatus.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_UpdateMediaInsightsPipelineStatus.html
#amazonchime-media-pipeline
#amazonchime-media-pipeline
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_UpdateMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_UpdateMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_UpdateMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_UpdateMediaPipelineKinesisVideoStreamPool.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_UpdateMediaPipelineKinesisVideoStreamPool.html
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
#amazonchime-media-pipeline-kinesis-video-stream-pool
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdatePhoneNumber.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdatePhoneNumber.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdatePhoneNumberSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdatePhoneNumberSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdatePhoneNumberSettings.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePro 
xySession

授予权限以更新指定的 
Amazon Chime Voice 
Connector 的代理会话

Write voice-con 
nector*

   

 UpdateRoom 授予权限以更新会议室 Write      

 UpdateRoo 
mMembersh 
ip

授予权限以更新会议室成员资
格角色

写入      

 UpdateSip 
MediaAppl 
ication

授予在管理员权限下更新 
Amazon Chime SIP 媒体应用
程序属性的权限 AWS 账户

写入 sip-
media-
applicat 
ion*

   

 UpdateSip 
MediaAppl 
icationCall

授予在管理员下更新 Amazon 
Chime SIP 媒体应用程序调用
的权限 AWS 账户

写入 sip-
media-
applicat 
ion*

   

 UpdateSip 
Rule

授予根据管理员权限更新 
Amazon Chime SIP 规则属性
的权限 AWS 账户

写入 sip-
media-
applicat 
ion

   

 UpdateSup 
portedLic 
enses

授予权限以更新适用于您的 
Amazon Chime 账户中的用户
的支持的许可证套餐

Write      

 UpdateUser 授予权限以更新指定用户 ID 的
用户详细信息

Write      

 UpdateUse 
rLicenses

授予权限以更新您的 Amazon 
Chime 用户的许可证

Write      
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https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateProxySession.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateProxySession.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateRoom.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateRoomMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateRoomMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateRoomMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateSipMediaApplication.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateSipMediaApplication.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateSipMediaApplication.html
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateSipMediaApplicationCall.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateSipMediaApplicationCall.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateSipMediaApplicationCall.html
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateSipRule.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateSipRule.html
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
#amazonchime-sip-media-application
https://docs.aws.amazon.com/chime/latest/ag/manage-access.html
https://docs.aws.amazon.com/chime/latest/ag/manage-access.html
https://docs.aws.amazon.com/chime/latest/ag/manage-access.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateUser.html
https://docs.aws.amazon.com/chime/latest/ag/manage-access.html
https://docs.aws.amazon.com/chime/latest/ag/manage-access.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateUse 
rSettings

授予权限以更新与指定 
Amazon Chime 用户相关的用
户设置

Write      

 UpdateVoi 
ceConnector

授予权限以更新指定 Amazon 
Chime Voice Connector 
的 Amazon Chime Voice 
Connector 详细信息

Write voice-con 
nector*

   

 UpdateVoi 
ceConnect 
orGroup

授予权限以更新指定 Amazon 
Chime Voice Connector 组
的 Amazon Chime Voice 
Connector 组详细信息

写入 voice-con 
nector

   

 UpdateVoi 
ceProfile

授予权限以更新语音配置文件 写入 voice-pro 
file*

   

 UpdateVoi 
ceProfile 
Domain

授予权限以更新语音配置文件
域

写入 voice-pro 
file-doma 
in*

   

 ValidateA 
ccountRes 
ource

授予权限以验证您的 Amazon 
Chime 账户中的账户资源

读取      

 ValidateE 
911Address

授予验证使用 Amazon Chime 
Voice Connector 拨打 911 电
话时使用的地址的权限

读取      

Amazon Chime 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从

Amazon Chime 590

https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateUserSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateUserSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateVoiceConnector.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateVoiceConnectorGroup.html
#amazonchime-voice-connector
#amazonchime-voice-connector
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_UpdateVoiceProfile.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_UpdateVoiceProfile.html
#amazonchime-voice-profile
#amazonchime-voice-profile
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_UpdateVoiceProfileDomain.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_UpdateVoiceProfileDomain.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_UpdateVoiceProfileDomain.html
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain
#amazonchime-voice-profile-domain
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/ag/control-access.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ValidateE911Address.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ValidateE911Address.html
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 meeting arn:${Partition}:chime::${AccountId} 
:meeting/${MeetingId}

aws:ResourceTag/${ 
TagKey}

 app-instance arn:${Partition}:chime:${Region}:${A 
ccountId}:app-instance/${AppInstance 
Id}

aws:ResourceTag/${ 
TagKey}

 app-insta 
nce-user

arn:${Partition}:chime:${Region}:${A 
ccountId}:app-instance/${AppInstance 
Id}/user/${AppInstanceUserId}

aws:ResourceTag/${ 
TagKey}

 app-insta 
nce-bot

arn:${Partition}:chime:${Region}:${A 
ccountId}:app-instance/${AppInstance 
Id}/bot/${AppInstanceBotId}

aws:ResourceTag/${ 
TagKey}

 channel arn:${Partition}:chime:${Region}:${A 
ccountId}:app-instance/${AppInstance 
Id}/channel/${ChannelId}

aws:ResourceTag/${ 
TagKey}

 channel-flow arn:${Partition}:chime:${Region}:${A 
ccountId}:app-instance/${AppInstance 
Id}/channel-flow/${ChannelFlowId}

aws:ResourceTag/${ 
TagKey}

 media-pip 
eline

arn:${Partition}:chime:${Region}:${A 
ccountId}:media-pipeline/${MediaPipe 
lineId}

aws:ResourceTag/${ 
TagKey}

 media-ins 
ights-pip 
eline-con 
figuration

arn:${Partition}:chime:${Region}:${A 
ccountId}:media-insights-pipeline-co 
nfiguration/${ConfigurationName}

aws:ResourceTag/${ 
TagKey}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/chime/latest/APIReference/API_Meeting.html
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_AppInstance.html
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_AppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_AppInstanceUser.html
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_AppInstanceBot.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_AppInstanceBot.html
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_Channel.html
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelFlow.html
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_MediaPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_MediaPipeline.html
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_MediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_MediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_MediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_MediaInsightsPipelineConfiguration.html
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 media-pip 
eline-kinesis-
video-stream- 
pool

arn:${Partition}:chime:${Region}:${A 
ccountId}:media-pipeline-kinesis-vid 
eo-stream-pool/${PoolName}

aws:ResourceTag/${ 
TagKey}

 voice-profile-
domain

arn:${Partition}:chime:${Region}:${A 
ccountId}:voice-profile-domain/${Voi 
ceProfileDomainId}

aws:ResourceTag/${ 
TagKey}

 voice-profile arn:${Partition}:chime:${Region}:${A 
ccountId}:voice-profile/${VoiceProfi 
leId}

 

 voice-con 
nector

arn:${Partition}:chime:${Region}:${A 
ccountId}:vc/${VoiceConnectorId}

aws:ResourceTag/${ 
TagKey}

 sip-media-
application

arn:${Partition}:chime:${Region}:${A 
ccountId}:sma/${SipMediaApplicationI 
d}

aws:ResourceTag/${ 
TagKey}

Amazon Chime 的条件键

Amazon Chime 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中标签的键和值筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_KinesisVideoStreamPoolConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_KinesisVideoStreamPoolConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_KinesisVideoStreamPoolConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_KinesisVideoStreamPoolConfiguration.html
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceProfileDomain.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceProfileDomain.html
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceProfile.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_VoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_VoiceConnector.html
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_SipMediaApplication.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_SipMediaApplication.html
#amazonchime-aws_ResourceTag___TagKey_
#amazonchime-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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条件键 描述 类型

 aws:TagKeys 按请求中的标签键筛选访问 ArrayOfString

AWS Clean Rooms 的操作、资源和条件键

AWS Clean Rooms（服务前缀:cleanrooms）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Clean Rooms 定义的操作

• AWS Clean Rooms 定义的资源类型

• AWS Clean Rooms 的条件键

由 AWS Clean Rooms 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/clean-rooms/latest/userguide/what-is.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/Welcome.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

analysist 
emplate*

  cleanroom 
s:GetColl 
aboration 
AnalysisT 
emplate

 BatchGetC 
ollaborat 
ionAnalys 
isTemplate

授予权限以查看与协作相关的 
analysisTemplates 的详细信息

读取

collabora 
tion*

   

collabora 
tion*

  cleanroom 
s:GetSche 
ma

configure 
dtableass 
ociation

   

 BatchGetS 
chema

授予查看架构详细信息的权限 读取

idmapping 
table
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reference_policies_actions-resources-contextkeys.html#actions_table
#awscleanrooms-analysistemplate
#awscleanrooms-analysistemplate
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_BatchGetCollaborationAnalysisTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_BatchGetCollaborationAnalysisTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_BatchGetCollaborationAnalysisTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_BatchGetCollaborationAnalysisTemplate.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration
#awscleanrooms-collaboration
#awscleanrooms-collaboration
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_BatchGetSchema.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_BatchGetSchema.html
#awscleanrooms-idmappingtable
#awscleanrooms-idmappingtable
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

collabora 
tion*

  cleanroom 
s:GetSche 
ma

configure 
dtableass 
ociation

   

 BatchGetS 
chemaAnal 
ysisRule

授予权限以查看与架构关联的
分析规则

读取

idmapping 
table

   

analysist 
emplate*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

  CreateAna 
lysisTemplate

授予创建新分析模板的权限 写入

membershi 
p*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys
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#awscleanrooms-collaboration
#awscleanrooms-collaboration
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_BatchGetSchemaAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_BatchGetSchemaAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_BatchGetSchemaAnalysisRule.html
#awscleanrooms-idmappingtable
#awscleanrooms-idmappingtable
#awscleanrooms-analysistemplate
#awscleanrooms-analysistemplate
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateAnalysisTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateAnalysisTemplate.html
#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCol 
laboration

授予创建新协作、共享数据协
作环境的权限

写入 collabora 
tion*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 CreateCon 
figuredAu 
dienceMod 
elAssociation

授予通过创建新关联将 
Cleanrooms ML 配置的受众模
型与协作关联的权限

写入 configure 
daudience 
modelasso 
ciation*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

cleanroom 
s-
ml:GetC 
onfigured 
AudienceM 
odel

cleanroom 
s-
ml:GetC 
onfigured 
AudienceM 
odelPolic 
y

cleanroom 
s-
ml:PutC 
onfigured 
AudienceM 
odelPolic 
y
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateCollaboration.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateCollaboration.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredAudienceModelAssociation.html
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

membershi 
p*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys
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#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
figuredTable

授予创建新配置表的权限 写入 configure 
dtable*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

athena:Ge 
tTableMet 
adata

glue:Batc 
hGetParti 
tion

glue:GetD 
atabase

glue:GetD 
atabases

glue:GetP 
artition

glue:GetP 
artitions

glue:GetS 
chemaVers 
ion

glue:GetT 
able

glue:GetT 
ables

 CreateCon 
figuredTa 
bleAnalys 
isRule

授予为配置表创建分析规则的
权限

写入 configure 
dtable*
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTable.html
#awscleanrooms-configuredtable
#awscleanrooms-configuredtable
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTableAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTableAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTableAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTableAnalysisRule.html
#awscleanrooms-configuredtable
#awscleanrooms-configuredtable


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

configure 
dtable*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

iam:PassR 
ole

configure 
dtableass 
ociation*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 CreateCon 
figuredTa 
bleAssoci 
ation

授予通过创建新关联将配置表
与协作关联的权限

写入

membershi 
p*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys
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#awscleanrooms-configuredtable
#awscleanrooms-configuredtable
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTableAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTableAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTableAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTableAssociation.html
#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
figuredTa 
bleAssoci 
ationAnal 
ysisRule

授予权限以为配置表关联创建
分析规则

写入 configure 
dtableass 
ociation*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

idmapping 
table*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

entityres 
olution:A 
ddPolicyS 
tatement

entityres 
olution:G 
etIdMappi 
ngWorkflo 
w

 CreateIdM 
appingTable

授予权限以通过创建新的 ID 映
射表将 ID 映射工作流程与协作 
关联

写入

membershi 
p*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateConfiguredTableAssociationAnalysisRule.html
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
#awscleanrooms-idmappingtable
#awscleanrooms-idmappingtable
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateIdMappingTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateIdMappingTable.html
#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

idnamespa 
ceassocia 
tion*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

entityres 
olution:A 
ddPolicyS 
tatement

entityres 
olution:G 
etIdNames 
pace

 CreateIdN 
amespaceA 
ssociation

授予通过创建新关联将 AWS 
实体解析 ID 命名空间与协作关
联的权限

写入

membershi 
p*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys
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#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateIdNamespaceAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateIdNamespaceAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateIdNamespaceAssociation.html
#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateMem 
bership

授予通过创建成员资格来加入
协作的权限

写入 collabora 
tion*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

iam:PassR 
ole

logs:Crea 
teLogDeli 
very

logs:Crea 
teLogGrou 
p

logs:Dele 
teLogDeli 
very

logs:Desc 
ribeLogGr 
oups

logs:Desc 
ribeResou 
rcePolici 
es

logs:GetL 
ogDeliver 
y

logs:List 
LogDelive 
ries

logs:PutR 
esourcePo 
licy
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateMembership.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreateMembership.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

logs:Upda 
teLogDeli 
very

s3:GetBuc 
ketLocati 
on

membershi 
p*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 CreatePri 
vacyBudge 
tTemplate

授予创建新隐私预算模板的权
限

写入 membershi 
p*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys
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#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreatePrivacyBudgetTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreatePrivacyBudgetTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_CreatePrivacyBudgetTemplate.html
#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

privacybu 
dgettempl 
ate*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 DeleteAna 
lysisTemplate

授予删除现有分析模板的权限 写入 analysist 
emplate*
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#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteAnalysisTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteAnalysisTemplate.html
#awscleanrooms-analysistemplate
#awscleanrooms-analysistemplate


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteCol 
laboration

授予删除现有协作的权限 写入 collabora 
tion*

  cleanroom 
s-ml:Dele 
teConfigu 
redAudien 
ceModelPo 
licy

cleanroom 
s-
ml:GetC 
onfigured 
AudienceM 
odelPolic 
y

cleanroom 
s-
ml:PutC 
onfigured 
AudienceM 
odelPolic 
y
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteCollaboration.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteCollaboration.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteCon 
figuredAu 
dienceMod 
elAssociation

授予删除现有已配置受众模型
关联的权限

写入 configure 
daudience 
modelasso 
ciation*

  cleanroom 
s-ml:Dele 
teConfigu 
redAudien 
ceModelPo 
licy

cleanroom 
s-
ml:GetC 
onfigured 
AudienceM 
odelPolic 
y

cleanroom 
s-
ml:PutC 
onfigured 
AudienceM 
odelPolic 
y

 DeleteCon 
figuredTable

授予删除配置表的权限 写入 configure 
dtable*

   

 DeleteCon 
figuredTa 
bleAnalys 
isRule

授予删除现有分析规则的权限 写入 configure 
dtable*
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredAudienceModelAssociation.html
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTable.html
#awscleanrooms-configuredtable
#awscleanrooms-configuredtable
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTableAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTableAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTableAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTableAnalysisRule.html
#awscleanrooms-configuredtable
#awscleanrooms-configuredtable


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteCon 
figuredTa 
bleAssoci 
ation

授予从协作中移除配置表关联
的权限

写入 configure 
dtableass 
ociation*

   

 DeleteCon 
figuredTa 
bleAssoci 
ationAnal 
ysisRule

授予权限以删除现有配置表关
联分析规则

写入 configure 
dtableass 
ociation*

   

idmapping 
table*

  entityres 
olution:D 
eletePoli 
cyStateme 
nt

 DeleteIdM 
appingTable

授予权限以从协作中移除 ID 映
射表

写入

membershi 
p*

   

idnamespa 
ceassocia 
tion*

  entityres 
olution:D 
eletePoli 
cyStateme 
nt

 DeleteIdN 
amespaceA 
ssociation

授予权限以从协作中移除 ID 命
名空间关联

写入

membershi 
p*
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTableAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTableAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTableAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTableAssociation.html
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteConfiguredTableAssociationAnalysisRule.html
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-idmappingtable
#awscleanrooms-idmappingtable
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteIdMappingTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteIdMappingTable.html
#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteIdNamespaceAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteIdNamespaceAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteIdNamespaceAssociation.html
#awscleanrooms-membership
#awscleanrooms-membership


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteMem 
ber

授予从协作中删除成员的权限 写入 collabora 
tion*

  cleanroom 
s-ml:Dele 
teConfigu 
redAudien 
ceModelPo 
licy

cleanroom 
s-
ml:GetC 
onfigured 
AudienceM 
odelPolic 
y

cleanroom 
s-
ml:PutC 
onfigured 
AudienceM 
odelPolic 
y

 DeleteMem 
bership

授予通过删除成员资格退出协
作的权限

写入 membershi 
p*

   

 DeletePri 
vacyBudge 
tTemplate

授予删除现有隐私预算模板的
权限

写入 privacybu 
dgettempl 
ate*

   

 GetAnalys 
isTemplate

授予查看分析模板详细信息的
权限

读取 analysist 
emplate*
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteMember.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteMember.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteMembership.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeleteMembership.html
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeletePrivacyBudgetTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeletePrivacyBudgetTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_DeletePrivacyBudgetTemplate.html
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetAnalysisTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetAnalysisTemplate.html
#awscleanrooms-analysistemplate
#awscleanrooms-analysistemplate


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCollab 
oration

授予查看协作详细信息的权限 读取 collabora 
tion*

   

analysist 
emplate*

    GetCollab 
orationAn 
alysisTem 
plate

授予查看协作内分析模板详细
信息的权限

读取

collabora 
tion*

   

collabora 
tion*

    GetCollab 
orationCo 
nfiguredA 
udienceMo 
delAssoci 
ation

授予查看协作内已配置受众模
型关联详细信息的权限

读取

configure 
daudience 
modelasso 
ciation*

   

collabora 
tion*

    GetCollab 
orationId 
Namespace 
Association

授予权限以获取协作内 ID 命名
空间关联

读取

idnamespa 
ceassocia 
tion*

   

collabora 
tion*

    GetCollab 
orationPr 
ivacyBudg 
etTemplate

授予查看协作内隐私预算模板
详细信息的权限

读取

privacybu 
dgettempl 
ate*

   

 GetConfig 
uredAudie 
nceModelA 
ssociation

授予查看已配置受众模型关联
详细信息的权限

读取 configure 
daudience 
modelasso 
ciation*
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaboration.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaboration.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration
#awscleanrooms-analysistemplate
#awscleanrooms-analysistemplate
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationAnalysisTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationAnalysisTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationAnalysisTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationAnalysisTemplate.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration
#awscleanrooms-collaboration
#awscleanrooms-collaboration
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationConfiguredAudienceModelAssociation.html
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-collaboration
#awscleanrooms-collaboration
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationIdNamespaceAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationIdNamespaceAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationIdNamespaceAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationIdNamespaceAssociation.html
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
#awscleanrooms-collaboration
#awscleanrooms-collaboration
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationPrivacyBudgetTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationPrivacyBudgetTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationPrivacyBudgetTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetCollaborationPrivacyBudgetTemplate.html
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredAudienceModelAssociation.html
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetConfig 
uredTable

授予查看配置表详细信息的权
限

读取 configure 
dtable*

   

 GetConfig 
uredTable 
AnalysisRule

授予查看配置表的分析规则的
权限

读取 configure 
dtable*

   

 GetConfig 
uredTable 
Association

授予查看配置表关联的详细信
息的权限

读取 configure 
dtableass 
ociation*

   

 GetConfig 
uredTable 
Associati 
onAnalysi 
sRule

授予权限以查看配置表关联的
分析规则

读取 configure 
dtableass 
ociation*

   

idmapping 
table*

    GetIdMapp 
ingTable

授予权限以查看 ID 映射表的详
细信息

读取

membershi 
p*

   

idnamespa 
ceassocia 
tion*

  entityres 
olution:G 
etIdNames 
pace

 GetIdName 
spaceAsso 
ciation

授予权限以查看 ID 命名空间关
联的详细信息

读取

membershi 
p*

   

 GetMember 
ship

授予查看有关成员资格详细信
息的权限

读取 membershi 
p*
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredTable.html
#awscleanrooms-configuredtable
#awscleanrooms-configuredtable
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredTableAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredTableAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredTableAnalysisRule.html
#awscleanrooms-configuredtable
#awscleanrooms-configuredtable
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredTableAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredTableAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredTableAssociation.html
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetConfiguredTableAssociationAnalysisRule.html
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-idmappingtable
#awscleanrooms-idmappingtable
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetIdMappingTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetIdMappingTable.html
#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetIdNamespaceAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetIdNamespaceAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetIdNamespaceAssociation.html
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetMembership.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetMembership.html
#awscleanrooms-membership
#awscleanrooms-membership


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetPrivac 
yBudgetTe 
mplate

授予查看隐私预算模板详细信
息的权限

读取 privacybu 
dgettempl 
ate*

   

 GetProtec 
tedJob

授予查看受保护作业的权限 读取 membershi 
p*

   

 GetProtec 
tedQuery

授予查看受保护查询的权限 读取 membershi 
p*

   

collabora 
tion*

    GetSchema 授予查看架构详细信息的权限 读取

configure 
dtableass 
ociation*

   

collabora 
tion*

  cleanroom 
s:GetSche 
ma

 GetSchema 
AnalysisRule

授予查看与架构关联的分析规
则的权限

读取

configure 
dtableass 
ociation*

   

analysist 
emplate*

    ListAnaly 
sisTemplates

授予列出可用分析模板的权限 列表

membershi 
p*

   

 ListColla 
borationA 
nalysisTe 
mplates

授予列出协作内可用分析模板
的权限

列表 collabora 
tion*
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetPrivacyBudgetTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetPrivacyBudgetTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetPrivacyBudgetTemplate.html
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetProtectedJob.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetProtectedJob.html
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetProtectedQuery.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetProtectedQuery.html
#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-collaboration
#awscleanrooms-collaboration
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetSchema.html
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-collaboration
#awscleanrooms-collaboration
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetSchemaAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_GetSchemaAnalysisRule.html
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-analysistemplate
#awscleanrooms-analysistemplate
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListAnalysisTemplates.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListAnalysisTemplates.html
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationAnalysisTemplates.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationAnalysisTemplates.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationAnalysisTemplates.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationAnalysisTemplates.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListColla 
borationC 
onfigured 
AudienceM 
odelAssoc 
iations

授予查看协作内可用的已配置
受众模型关联的权限

列表 collabora 
tion*

   

 ListColla 
borationI 
dNamespac 
eAssociations

授予权限以列出协作内的 ID 命
名空间

列表 collabora 
tion*

   

 ListColla 
borationP 
rivacyBud 
getTemplates

授予列出协作内可用的隐私预
算模板的权限

列表 collabora 
tion*

   

 ListColla 
borationP 
rivacyBud 
gets

授予列出协作内的隐私预算的
权限

列表 collabora 
tion*

   

 ListColla 
borations

授予列出可用协作的权限 列表      

configure 
daudience 
modelasso 
ciation*

    ListConfi 
guredAudi 
enceModel 
Associations

授予列出成员资格的可用已配
置受众模型关联的权限

列表

membershi 
p*
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationConfiguredAudienceModelAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationConfiguredAudienceModelAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationConfiguredAudienceModelAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationConfiguredAudienceModelAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationConfiguredAudienceModelAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationConfiguredAudienceModelAssociations.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationIdNamespaceAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationIdNamespaceAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationIdNamespaceAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationIdNamespaceAssociations.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationPrivacyBudgetTemplates.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationPrivacyBudgetTemplates.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationPrivacyBudgetTemplates.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationPrivacyBudgetTemplates.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationPrivacyBudgets.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationPrivacyBudgets.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationPrivacyBudgets.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborationPrivacyBudgets.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListCollaborations.html
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListConfiguredAudienceModelAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListConfiguredAudienceModelAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListConfiguredAudienceModelAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListConfiguredAudienceModelAssociations.html
#awscleanrooms-membership
#awscleanrooms-membership


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

configure 
dtableass 
ociation*

    ListConfi 
guredTabl 
eAssociations

授予列出成员资格的可用配置
表关联的权限

列表

membershi 
p*

   

 ListConfi 
guredTables

授予列出可用配置表的权限 列表      

idmapping 
table*

    ListIdMap 
pingTables

授予权限以列出成员资格的可
用 ID 映射表

列表

membershi 
p*

   

idnamespa 
ceassocia 
tion*

    ListIdNam 
espaceAss 
ociations

授予权限以列出成员资格的实
体解析数据关联

列表

membershi 
p*

   

 ListMembers 授予列出协作成员的权限 列表 collabora 
tion*

   

 ListMembe 
rships

授予列出可用成员资格的权限 列表      

membershi 
p*

    ListPriva 
cyBudgetT 
emplates

授予列出可用的隐私预算模板
的权限

列表

privacybu 
dgettempl 
ate*
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#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListConfiguredTableAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListConfiguredTableAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListConfiguredTableAssociations.html
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListConfiguredTables.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListConfiguredTables.html
#awscleanrooms-idmappingtable
#awscleanrooms-idmappingtable
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListIdMappingTables.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListIdMappingTables.html
#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListIdNamespaceAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListIdNamespaceAssociations.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListIdNamespaceAssociations.html
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListMembers.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListMemberships.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListMemberships.html
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListPrivacyBudgetTemplates.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListPrivacyBudgetTemplates.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListPrivacyBudgetTemplates.html
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPriva 
cyBudgets

授予列出可用的隐私预算的权
限

列表 membershi 
p*

   

 ListProte 
ctedJobs

授予列出受保护作业的权限 列表 membershi 
p*

   

 ListProte 
ctedQueries

授予列出受保护查询的权限 列表 membershi 
p*

   

 ListSchemas 授予查看可用协作架构的权限 列表 collabora 
tion*

   

analysist 
emplate

   

collabora 
tion

   

configure 
daudience 
modelasso 
ciation

   

configure 
dtable

   

configure 
dtableass 
ociation

   

 ListTagsF 
orResource

授予权限以列出资源的标签 List

membershi 
p
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListPrivacyBudgets.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListPrivacyBudgets.html
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListProtectedJobs.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListProtectedJobs.html
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListProtectedQueries.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListProtectedQueries.html
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListSchemas.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration
#awscleanrooms-analysistemplate
#awscleanrooms-analysistemplate
#awscleanrooms-collaboration
#awscleanrooms-collaboration
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredtable
#awscleanrooms-configuredtable
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_ListTagsForResource.html
#awscleanrooms-membership
#awscleanrooms-membership


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

privacybu 
dgettempl 
ate

   

 PassColla 
boration [仅权
限]

授予在 Clean Rooms ML 自定
义模型上下文中访问协作的权
限

读取 collabora 
tion*

   

 PassMembe 
rship [仅权限]

授予在 Clean Rooms ML 自定
义模型上下文中访问成员资格
的权限

读取 membershi 
p*

   

idmapping 
table*

  entityres 
olution:G 
etIdMappi 
ngWorkflo 
w

 PopulateI 
dMappingT 
able

授予在 AWS 实体解析中启动 
Id Mapping Job 的权限，以便
在洁净室协作中生成 ID 映射结
果。

写入

membershi 
p*

   

 PreviewPr 
ivacyImpact

授予预览隐私预算模板设置的
权限

读取 membershi 
p*

   

 StartProt 
ectedJob

授予启动受保护作业的权限 写入 membershi 
p*

  cleanroom 
s:GetColl 
aboration 
AnalysisT 
emplate

cleanroom 
s:GetSche 
ma
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#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
https://docs.aws.amazon.com/clean-rooms/latest/userguide/ml-behaviors-byom.html#ml-behaviors-byom-membership-collaboration-access
https://docs.aws.amazon.com/clean-rooms/latest/userguide/ml-behaviors-byom.html#ml-behaviors-byom-membership-collaboration-access
#awscleanrooms-collaboration
#awscleanrooms-collaboration
https://docs.aws.amazon.com/clean-rooms/latest/userguide/ml-behaviors-byom.html#ml-behaviors-byom-membership-collaboration-access
https://docs.aws.amazon.com/clean-rooms/latest/userguide/ml-behaviors-byom.html#ml-behaviors-byom-membership-collaboration-access
#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-idmappingtable
#awscleanrooms-idmappingtable
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_PopulateIdMappingTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_PopulateIdMappingTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_PopulateIdMappingTable.html
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_PreviewPrivacyImpact.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_PreviewPrivacyImpact.html
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_StartProtectedJob.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_StartProtectedJob.html
#awscleanrooms-membership
#awscleanrooms-membership


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

analysist 
emplate

   

configure 
dtableass 
ociation

   

membershi 
p*

  cleanroom 
s:GetColl 
aboration 
AnalysisT 
emplate

cleanroom 
s:GetSche 
ma

s3:GetBuc 
ketLocati 
on

s3:ListBu 
cket

s3:PutObj 
ect

analysist 
emplate

   

 StartProt 
ectedQuery

授予启动受保护查询的权限 写入

configure 
dtableass 
ociation
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#awscleanrooms-analysistemplate
#awscleanrooms-analysistemplate
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-analysistemplate
#awscleanrooms-analysistemplate
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_StartProtectedQuery.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_StartProtectedQuery.html
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

idmapping 
table

   

analysist 
emplate

   

collabora 
tion

   

configure 
daudience 
modelasso 
ciation

   

configure 
dtable

   

configure 
dtableass 
ociation

   

idmapping 
table

   

idnamespa 
ceassocia 
tion

   

membershi 
p

   

 TagResour 
ce

授予权限以标记资源 Tagging

privacybu 
dgettempl 
ate
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#awscleanrooms-idmappingtable
#awscleanrooms-idmappingtable
#awscleanrooms-analysistemplate
#awscleanrooms-analysistemplate
#awscleanrooms-collaboration
#awscleanrooms-collaboration
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredtable
#awscleanrooms-configuredtable
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-idmappingtable
#awscleanrooms-idmappingtable
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_TagResource.html
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

analysist 
emplate

   

collabora 
tion

   

configure 
daudience 
modelasso 
ciation

   

configure 
dtable

   

configure 
dtableass 
ociation

   

idmapping 
table

   

idnamespa 
ceassocia 
tion

   

 UntagReso 
urce

授予权限以取消标记资源 标记

membershi 
p

   

AWS 干净的房间 618

#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-aws_RequestTag___TagKey_
#awscleanrooms-analysistemplate
#awscleanrooms-analysistemplate
#awscleanrooms-collaboration
#awscleanrooms-collaboration
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredtable
#awscleanrooms-configuredtable
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-idmappingtable
#awscleanrooms-idmappingtable
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UntagResource.html
#awscleanrooms-membership
#awscleanrooms-membership


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

privacybu 
dgettempl 
ate

   

  aws:TagKe 
ys

 

 UpdateAna 
lysisTemplate

授予更新分析模板详细信息的
权限

写入 analysist 
emplate*

   

 UpdateCol 
laboration

授予更新协作详细信息的权限 写入 collabora 
tion*

   

 UpdateCon 
figuredAu 
dienceMod 
elAssociation

授予更新已配置受众模型关联
的权限

写入 configure 
daudience 
modelasso 
ciation*
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#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
#awscleanrooms-aws_TagKeys
#awscleanrooms-aws_TagKeys
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateAnalysisTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateAnalysisTemplate.html
#awscleanrooms-analysistemplate
#awscleanrooms-analysistemplate
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateCollaboration.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateCollaboration.html
#awscleanrooms-collaboration
#awscleanrooms-collaboration
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredAudienceModelAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredAudienceModelAssociation.html
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation
#awscleanrooms-configuredaudiencemodelassociation


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCon 
figuredTable

授予更新现有配置表的权限 写入 configure 
dtable*

  athena:Ge 
tTableMet 
adata

cleanroom 
s:UpdateC 
onfigured 
TableAllo 
wedColumn 
s

cleanroom 
s:UpdateC 
onfigured 
TableRefe 
rence

glue:Batc 
hGetParti 
tion

glue:GetD 
atabase

glue:GetD 
atabases

glue:GetP 
artition

glue:GetP 
artitions
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTable.html
#awscleanrooms-configuredtable
#awscleanrooms-configuredtable


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

glue:GetS 
chemaVers 
ion

glue:GetT 
able

glue:GetT 
ables

 UpdateCon 
figuredTa 
bleAllowe 
dColumns [仅
权限]

授予更新现有已配置表中允许
的列的权限

写入 configure 
dtable*

   

 UpdateCon 
figuredTa 
bleAnalys 
isRule

授予更新配置表的分析规则的
权限

写入 configure 
dtable*

   

 UpdateCon 
figuredTa 
bleAssoci 
ation

授予更新配置表关联的权限 写入 configure 
dtableass 
ociation*

  iam:PassR 
ole

 UpdateCon 
figuredTa 
bleAssoci 
ationAnal 
ysisRule

授予权限以更新配置表关联的
分析规则

写入 configure 
dtableass 
ociation*
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTable.html
#awscleanrooms-configuredtable
#awscleanrooms-configuredtable
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTableAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTableAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTableAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTableAnalysisRule.html
#awscleanrooms-configuredtable
#awscleanrooms-configuredtable
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTableAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTableAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTableAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTableAssociation.html
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTableAssociationAnalysisRule.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTableAssociationAnalysisRule.html
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation
#awscleanrooms-configuredtableassociation


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCon 
figuredTa 
bleReference
[仅权限]

授予更新现有已配置表的表引
用的权限

写入 configure 
dtable*

   

idmapping 
table*

    UpdateIdM 
appingTable

授予权限以更新 ID 映射表 写入

membershi 
p*

   

idnamespa 
ceassocia 
tion*

  entityres 
olution:G 
etIdNames 
pace

 UpdateIdN 
amespaceA 
ssociation

授予权限以更新实体解析输入
关联

写入

membershi 
p*
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateConfiguredTable.html
#awscleanrooms-configuredtable
#awscleanrooms-configuredtable
#awscleanrooms-idmappingtable
#awscleanrooms-idmappingtable
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateIdMappingTable.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateIdMappingTable.html
#awscleanrooms-membership
#awscleanrooms-membership
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
#awscleanrooms-idnamespaceassociation
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateIdNamespaceAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateIdNamespaceAssociation.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateIdNamespaceAssociation.html
#awscleanrooms-membership
#awscleanrooms-membership


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateMem 
bership

授予更新成员资格详细信息的
权限

写入 membershi 
p*

  iam:PassR 
ole

logs:Crea 
teLogDeli 
very

logs:Crea 
teLogGrou 
p

logs:Dele 
teLogDeli 
very

logs:Desc 
ribeLogGr 
oups

logs:Desc 
ribeResou 
rcePolici 
es

logs:GetL 
ogDeliver 
y

logs:List 
LogDelive 
ries

logs:PutR 
esourcePo 
licy
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

logs:Upda 
teLogDeli 
very

s3:GetBuc 
ketLocati 
on

 UpdatePri 
vacyBudge 
tTemplate

授予更新隐私预算模板详细信
息的权限

写入 privacybu 
dgettempl 
ate*

   

 UpdatePro 
tectedJob

授予更新受保护作业的权限 写入 membershi 
p*

   

 UpdatePro 
tectedQuery

授予更新受保护查询的权限 写入 membershi 
p*

   

AWS Clean Rooms 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 analysist 
emplate

arn:${Partition}:cleanrooms:${Region 
}:${Account}:membership/${Membership 
Id}/analysistemplate/${AnalysisTempl 
ateId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdatePrivacyBudgetTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdatePrivacyBudgetTemplate.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdatePrivacyBudgetTemplate.html
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
#awscleanrooms-privacybudgettemplate
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateProtectedJob.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateProtectedJob.html
#awscleanrooms-membership
#awscleanrooms-membership
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateProtectedQuery.html
https://docs.aws.amazon.com/clean-rooms/latest/apireference/API_UpdateProtectedQuery.html
#awscleanrooms-membership
#awscleanrooms-membership
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 collaboration arn:${Partition}:cleanrooms:${Region 
}:${Account}:collaboration/${Collabo 
rationId}

aws:ResourceTag/${ 
TagKey}

 configure 
daudience 
modelasso 
ciation

arn:${Partition}:cleanrooms:${Region 
}:${Account}:membership/${Membership 
Id}/configuredaudiencemodelassociati 
on/${ConfiguredAudienceModelAssociat 
ionId}

aws:ResourceTag/${ 
TagKey}

 configure 
dtable

arn:${Partition}:cleanrooms:${Region 
}:${Account}:configuredtable/${Confi 
guredTableId}

aws:ResourceTag/${ 
TagKey}

 configure 
dtableass 
ociation

arn:${Partition}:cleanrooms:${Region 
}:${Account}:membership/${Membership 
Id}/configuredtableassociation/${Con 
figuredTableAssociationId}

aws:ResourceTag/${ 
TagKey}

 idmapping 
table

arn:${Partition}:cleanrooms:${Region 
}:${Account}:membership/${Membership 
Id}/idmappingtable/${IdMappingTableI 
d}

aws:ResourceTag/${ 
TagKey}

 idnamespa 
ceassociation

arn:${Partition}:cleanrooms:${Region 
}:${Account}:membership/${Membership 
Id}/idnamespaceassociation/${IdNames 
paceAssociationId}

aws:ResourceTag/${ 
TagKey}

 membership arn:${Partition}:cleanrooms:${Region 
}:${Account}:membership/${Membership 
Id}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 privacybu 
dgettemplate

arn:${Partition}:cleanrooms:${Region 
}:${Account}:membership/${Membership 
Id}/privacybudgettemplate/${PrivacyB 
udgetTemplateId}

aws:ResourceTag/${ 
TagKey}

AWS Clean Rooms 的条件键

AWS Clean Rooms 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素中。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Clean Rooms ML 的操作、资源和条件键

AWS Clean Rooms ML（服务前缀:cleanrooms-ml）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/security-iam.html
#awscleanrooms-aws_ResourceTag___TagKey_
#awscleanrooms-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/clean-rooms/latest/userguide/
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/
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• AWS Clean Rooms ML 定义的操作

• AWS Clean Rooms ML 定义的资源类型

• AWS Clean Rooms ML 的条件键

AWS Clean Rooms ML 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

TrainedMo 
del*

    CancelTra 
inedModel

授予取消训练过的模型的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

TrainedMo 
delInfere 
nceJob*

    CancelTra 
inedModel 
InferenceJob

授予取消经过训练的模型推理
作业的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

trainingd 
ataset*

    CreateAud 
ienceModel

授予创建受众模型的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
figuredAu 
dienceModel

授予创建已配置受众模型的权
限

写入 audiencem 
odel*
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#awscleanroomsml-TrainedModel
#awscleanroomsml-TrainedModel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CancelTrainedModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CancelTrainedModel.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-TrainedModelInferenceJob
#awscleanroomsml-TrainedModelInferenceJob
#awscleanroomsml-TrainedModelInferenceJob
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CancelTrainedModelInferenceJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CancelTrainedModelInferenceJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CancelTrainedModelInferenceJob.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-trainingdataset
#awscleanroomsml-trainingdataset
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateAudienceModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateAudienceModel.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateConfiguredAudienceModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateConfiguredAudienceModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateConfiguredAudienceModel.html
#awscleanroomsml-audiencemodel
#awscleanroomsml-audiencemodel
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
figuredMo 
delAlgorithm

授予创建已配置模型算法的权
限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Configure 
dModelAlg 
orithm*

    CreateCon 
figuredMo 
delAlgori 
thmAssoci 
ation

授予创建已配置模型算法关联
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateMLI 
nputChannel

授予创建 ML 输入频道的权限 写入 Configure 
dModelAlg 
orithmAss 
ociation*
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#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateConfiguredModelAlgorithm.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateConfiguredModelAlgorithm.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateConfiguredModelAlgorithm.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
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#awscleanroomsml-aws_TagKeys
#awscleanroomsml-ConfiguredModelAlgorithm
#awscleanroomsml-ConfiguredModelAlgorithm
#awscleanroomsml-ConfiguredModelAlgorithm
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateConfiguredModelAlgorithmAssociation.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateMLInputChannel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateMLInputChannel.html
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Configure 
dModelAlg 
orithmAss 
ociation*

    CreateTra 
inedModel

授予创建经过训练的模型的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateTra 
iningDataset

授予创建训练数据集或种子受
众的权限。在 Clean Rooms 
ML 中， TrainingDataset 是指
向 Glue 表的元数据，该表只能
在 AudienceModel 创建过程中
读取

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAud 
ienceGene 
rationJob

授予删除指定的受众生成作
业，并移除与该作业关联的所
有数据的权限

写入 audienceg 
eneration 
job*
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#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateTrainedModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateTrainedModel.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateTrainingDataset.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_CreateTrainingDataset.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteAudienceGenerationJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteAudienceGenerationJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteAudienceGenerationJob.html
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

audiencem 
odel*

    DeleteAud 
ienceModel

授予删除指定的受众生成作
业，并移除与该作业关联的所
有数据的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

configure 
daudience 
model*

    DeleteCon 
figuredAu 
dienceModel

授予删除指定的已配置受众模
型的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCon 
figuredAu 
dienceMod 
elPolicy

授予删除指定的已配置受众模
型策略的权限

写入 configure 
daudience 
model*
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#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-audiencemodel
#awscleanroomsml-audiencemodel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteAudienceModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteAudienceModel.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
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#awscleanroomsml-aws_TagKeys
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#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredAudienceModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredAudienceModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredAudienceModel.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredAudienceModelPolicy.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredAudienceModelPolicy.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredAudienceModelPolicy.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredAudienceModelPolicy.html
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Configure 
dModelAlg 
orithm*

    DeleteCon 
figuredMo 
delAlgorithm

授予删除已配置模型算法的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Configure 
dModelAlg 
orithmAss 
ociation*

    DeleteCon 
figuredMo 
delAlgori 
thmAssoci 
ation

授予删除已配置的模型算法关
联的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-ConfiguredModelAlgorithm
#awscleanroomsml-ConfiguredModelAlgorithm
#awscleanroomsml-ConfiguredModelAlgorithm
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredModelAlgorithm.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredModelAlgorithm.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredModelAlgorithm.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteConfiguredModelAlgorithmAssociation.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteMLC 
onfiguration

授予删除 ML 配置的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

MLInputCh 
annel*

    DeleteMLI 
nputChann 
elData

授予删除与 ML 输入频道关联
的所有数据的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

TrainedMo 
del*

    DeleteTra 
inedModel 
Output

授予删除与训练模型关联的所
有输出的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteTra 
iningDataset

授予删除训练数据集的权限 写入 trainingd 
ataset*
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https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteMLConfiguration.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteMLConfiguration.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-MLInputChannel
#awscleanroomsml-MLInputChannel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteMLInputChannelData.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteMLInputChannelData.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteMLInputChannelData.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-TrainedModel
#awscleanroomsml-TrainedModel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteTrainedModelOutput.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteTrainedModelOutput.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteTrainedModelOutput.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteTrainingDataset.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_DeleteTrainingDataset.html
#awscleanroomsml-trainingdataset
#awscleanroomsml-trainingdataset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

audienceg 
eneration 
job*

    GetAudien 
ceGenerat 
ionJob

授予返回受众生成作业信息的
权限

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

audiencem 
odel*

    GetAudien 
ceModel

授予返回受众模型信息的权限 读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 GetCollab 
orationCo 
nfiguredM 
odelAlgor 
ithmAssoc 
iation

授予返回由协作中任何成员创
建的已配置模型算法关联信息
的权限

读取 Configure 
dModelAlg 
orithmAss 
ociation*
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#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetAudienceGenerationJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetAudienceGenerationJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetAudienceGenerationJob.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-audiencemodel
#awscleanroomsml-audiencemodel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetAudienceModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetAudienceModel.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetCollaborationConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetCollaborationConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetCollaborationConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetCollaborationConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetCollaborationConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetCollaborationConfiguredModelAlgorithmAssociation.html
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cleanroom 
s-ml:Coll 
aboration 
Id

 

MLInputCh 
annel*

    GetCollab 
orationML 
InputChannel

授予返回协作中任何成员创建
的 ML 输入频道相关信息的权
限

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cleanroom 
s-ml:Coll 
aboration 
Id

 

 GetCollab 
orationTr 
ainedModel

授予返回由协作中任何成员创
建的训练模型的相关信息的权
限

读取 TrainedMo 
del*

   

AWS 无尘室机器学习 635

#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-MLInputChannel
#awscleanroomsml-MLInputChannel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetCollaborationMLInputChannel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetCollaborationMLInputChannel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetCollaborationMLInputChannel.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetCollaborationTrainedModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetCollaborationTrainedModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetCollaborationTrainedModel.html
#awscleanroomsml-TrainedModel
#awscleanroomsml-TrainedModel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cleanroom 
s-ml:Coll 
aboration 
Id

 

configure 
daudience 
model*

    GetConfig 
uredAudie 
nceModel

授予返回已配置受众模型信息
的权限

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

configure 
daudience 
model*

    GetConfig 
uredAudie 
nceModelP 
olicy

授予返回已配置受众模型策略
信息的权限

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredAudienceModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredAudienceModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredAudienceModel.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredAudienceModelPolicy.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredAudienceModelPolicy.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredAudienceModelPolicy.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredAudienceModelPolicy.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Configure 
dModelAlg 
orithm*

    GetConfig 
uredModel 
Algorithm

授予返回有关已配置模型算法
的信息的权限

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Configure 
dModelAlg 
orithmAss 
ociation*

    GetConfig 
uredModel 
Algorithm 
Association

授予返回有关已配置模型算法
关联信息的权限

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 GetMLConf 
iguration

授予返回有关 ML 配置信息的
权限

读取   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 GetMLInpu 
tChannel

授予返回有关 ML 输入频道信
息的权限

读取 MLInputCh 
annel*
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#awscleanroomsml-ConfiguredModelAlgorithm
#awscleanroomsml-ConfiguredModelAlgorithm
#awscleanroomsml-ConfiguredModelAlgorithm
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredModelAlgorithm.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredModelAlgorithm.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredModelAlgorithm.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredModelAlgorithmAssociation.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetConfiguredModelAlgorithmAssociation.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetMLConfiguration.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetMLConfiguration.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetMLInputChannel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetMLInputChannel.html
#awscleanroomsml-MLInputChannel
#awscleanroomsml-MLInputChannel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

TrainedMo 
del*

    GetTraine 
dModel

授予返回训练模型相关信息的
权限

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

TrainedMo 
delInfere 
nceJob*

    GetTraine 
dModelInf 
erenceJob

授予返回有关经过训练的模型
推理作业信息的权限

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 GetTraini 
ngDataset

授予返回训练数据集信息的权
限

读取 trainingd 
ataset*
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#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-TrainedModel
#awscleanroomsml-TrainedModel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetTrainedModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetTrainedModel.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-TrainedModelInferenceJob
#awscleanroomsml-TrainedModelInferenceJob
#awscleanroomsml-TrainedModelInferenceJob
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetTrainedModelInferenceJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetTrainedModelInferenceJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetTrainedModelInferenceJob.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetTrainingDataset.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_GetTrainingDataset.html
#awscleanroomsml-trainingdataset
#awscleanroomsml-trainingdataset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

audienceg 
eneration 
job

    ListAudie 
nceExport 
Jobs

授予返回受众导出作业列表的
权限

列表

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

configure 
daudience 
model

    ListAudie 
nceGenera 
tionJobs

授予返回受众生成作业列表的
权限

列表

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListAudie 
nceModels

授予返回受众模型列表的权限 列表      

AWS 无尘室机器学习 639

#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListAudienceExportJobs.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListAudienceExportJobs.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListAudienceExportJobs.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListAudienceGenerationJobs.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListAudienceGenerationJobs.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListAudienceGenerationJobs.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListAudienceModels.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListAudienceModels.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListColla 
borationC 
onfigured 
ModelAlgo 
rithmAsso 
ciations

授予返回由协作中任何成员创
建的已配置模型算法列表的权
限

列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cleanroom 
s-ml:Coll 
aboration 
Id

 

 ListColla 
borationM 
LInputCha 
nnels

授予返回协作中任何成员创建
的 ML 输入频道列表的权限

列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cleanroom 
s-ml:Coll 
aboration 
Id

 

 ListColla 
borationT 
rainedMod 
elExportJobs

授予返回由协作中任何成员启
动的经过训练的模型导出任务
列表的权限

列表 TrainedMo 
del*
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https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationConfiguredModelAlgorithmAssociations.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationConfiguredModelAlgorithmAssociations.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationConfiguredModelAlgorithmAssociations.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationConfiguredModelAlgorithmAssociations.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationConfiguredModelAlgorithmAssociations.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationConfiguredModelAlgorithmAssociations.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationMLInputChannels.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationMLInputChannels.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationMLInputChannels.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationMLInputChannels.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationTrainedModelExportJobs.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationTrainedModelExportJobs.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationTrainedModelExportJobs.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationTrainedModelExportJobs.html
#awscleanroomsml-TrainedModel
#awscleanroomsml-TrainedModel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cleanroom 
s-ml:Coll 
aboration 
Id

 

 ListColla 
borationT 
rainedMod 
elInferen 
ceJobs

授予返回由协作中任何成员启
动的经过训练的模型推理作业
列表的权限

列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cleanroom 
s-ml:Coll 
aboration 
Id

 

 ListColla 
borationT 
rainedModels

授予返回由协作中任何成员创
建的经过训练的模型列表的权
限

列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cleanroom 
s-ml:Coll 
aboration 
Id
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#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationTrainedModelInferenceJobs.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationTrainedModelInferenceJobs.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationTrainedModelInferenceJobs.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationTrainedModelInferenceJobs.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationTrainedModelInferenceJobs.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationTrainedModels.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationTrainedModels.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListCollaborationTrainedModels.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListConfi 
guredAudi 
enceModels

授予返回已配置受众模型列表
的权限

列表      

 ListConfi 
guredMode 
lAlgorith 
mAssociat 
ions

授予返回已配置模型算法关联
列表的权限

列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListConfi 
guredMode 
lAlgorithms

授予返回已配置模型算法列表
的权限

列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListMLInp 
utChannels

授予返回 ML 输入频道列表的
权限

列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

audienceg 
eneration 
job

   

audiencem 
odel

   

 ListTagsF 
orResource

授予返回所提供资源的标签列
表的权限

列表

configure 
daudience 
model
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https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListConfiguredAudienceModels.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListConfiguredAudienceModels.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListConfiguredAudienceModels.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListConfiguredModelAlgorithmAssociations.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListConfiguredModelAlgorithmAssociations.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListConfiguredModelAlgorithmAssociations.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListConfiguredModelAlgorithmAssociations.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListConfiguredModelAlgorithmAssociations.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListConfiguredModelAlgorithms.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListConfiguredModelAlgorithms.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListConfiguredModelAlgorithms.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListMLInputChannels.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListMLInputChannels.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencemodel
#awscleanroomsml-audiencemodel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListTagsForResource.html
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

trainingd 
ataset

   

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 ListTrain 
edModelIn 
ferenceJobs

授予返回经过训练的模型推理
作业列表的权限

列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListTrain 
edModelVe 
rsions

授予返回经过训练的模型版本
列表的权限

列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListTrain 
edModels

授予返回经过训练的模型列表
的权限

列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListTrain 
ingDatasets

授予返回训练数据集列表的权
限

列表      
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#awscleanroomsml-trainingdataset
#awscleanroomsml-trainingdataset
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_ResourceTag___TagKey_
#awscleanroomsml-aws_ResourceTag___TagKey_
#awscleanroomsml-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListTrainedModelInferenceJobs.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListTrainedModelInferenceJobs.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListTrainedModelInferenceJobs.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListTrainedModelVersions.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListTrainedModelVersions.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListTrainedModelVersions.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListTrainedModels.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListTrainedModels.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListTrainingDatasets.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_ListTrainingDatasets.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutConfig 
uredAudie 
nceModelP 
olicy

授予创建或更新已配置受众模
型的资源策略的权限

权限管理 configure 
daudience 
model*

   

 PutMLConf 
iguration

授予放置 ML 配置的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

audienceg 
eneration 
job*

    StartAudi 
enceExpor 
tJob

授予在生成受众后导出指定大
小受众的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StartAudi 
enceGener 
ationJob

授予启动受众生成作业的权限 写入 configure 
daudience 
model*
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https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_PutConfiguredAudienceModelPolicy.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_PutConfiguredAudienceModelPolicy.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_PutConfiguredAudienceModelPolicy.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_PutConfiguredAudienceModelPolicy.html
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_PutMLConfiguration.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_PutMLConfiguration.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_StartAudienceExportJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_StartAudienceExportJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_StartAudienceExportJob.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_StartAudienceGenerationJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_StartAudienceGenerationJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_StartAudienceGenerationJob.html
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cleanroom 
s-ml:Coll 
aboration 
Id

 

TrainedMo 
del*

    StartTrai 
nedModelE 
xportJob

授予启动经过训练的模型导出
任务的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Configure 
dModelAlg 
orithmAss 
ociation*

   

MLInputCh 
annel*

   

 StartTrai 
nedModelI 
nferenceJob

授予启动经过训练的模型推理
作业的权限

写入

TrainedMo 
del*
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#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-cleanrooms-ml_CollaborationId
#awscleanroomsml-TrainedModel
#awscleanroomsml-TrainedModel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_StartTrainedModelExportJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_StartTrainedModelExportJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_StartTrainedModelExportJob.html
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-MLInputChannel
#awscleanroomsml-MLInputChannel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_StartTrainedModelInferenceJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_StartTrainedModelInferenceJob.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_StartTrainedModelInferenceJob.html
#awscleanroomsml-TrainedModel
#awscleanroomsml-TrainedModel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Configure 
dModelAlg 
orithm

   

Configure 
dModelAlg 
orithmAss 
ociation

   

MLInputCh 
annel

   

TrainedMo 
del

   

TrainedMo 
delInfere 
nceJob

   

audienceg 
eneration 
job

   

 TagResour 
ce

授予标记特定资源的权限 标记

audiencem 
odel
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#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-ConfiguredModelAlgorithm
#awscleanroomsml-ConfiguredModelAlgorithm
#awscleanroomsml-ConfiguredModelAlgorithm
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-MLInputChannel
#awscleanroomsml-MLInputChannel
#awscleanroomsml-TrainedModel
#awscleanroomsml-TrainedModel
#awscleanroomsml-TrainedModelInferenceJob
#awscleanroomsml-TrainedModelInferenceJob
#awscleanroomsml-TrainedModelInferenceJob
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_TagResource.html
#awscleanroomsml-audiencemodel
#awscleanroomsml-audiencemodel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

configure 
daudience 
model

   

trainingd 
ataset

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

Configure 
dModelAlg 
orithm

   

Configure 
dModelAlg 
orithmAss 
ociation

   

MLInputCh 
annel

   

 UnTagReso 
urce

授予取消标记特定资源的权限 标记

TrainedMo 
del
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#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-trainingdataset
#awscleanroomsml-trainingdataset
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_RequestTag___TagKey_
#awscleanroomsml-aws_ResourceTag___TagKey_
#awscleanroomsml-aws_ResourceTag___TagKey_
#awscleanroomsml-aws_ResourceTag___TagKey_
#awscleanroomsml-ConfiguredModelAlgorithm
#awscleanroomsml-ConfiguredModelAlgorithm
#awscleanroomsml-ConfiguredModelAlgorithm
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-ConfiguredModelAlgorithmAssociation
#awscleanroomsml-MLInputChannel
#awscleanroomsml-MLInputChannel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_UntagResource.html
#awscleanroomsml-TrainedModel
#awscleanroomsml-TrainedModel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

TrainedMo 
delInfere 
nceJob

   

audienceg 
eneration 
job

   

audiencem 
odel

   

configure 
daudience 
model

   

trainingd 
ataset

   

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

configure 
daudience 
model*

    UpdateCon 
figuredAu 
dienceModel

授予更新已配置受众模型的权
限。

写入

audiencem 
odel
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#awscleanroomsml-TrainedModelInferenceJob
#awscleanroomsml-TrainedModelInferenceJob
#awscleanroomsml-TrainedModelInferenceJob
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencegenerationjob
#awscleanroomsml-audiencemodel
#awscleanroomsml-audiencemodel
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-trainingdataset
#awscleanroomsml-trainingdataset
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_TagKeys
#awscleanroomsml-aws_ResourceTag___TagKey_
#awscleanroomsml-aws_ResourceTag___TagKey_
#awscleanroomsml-aws_ResourceTag___TagKey_
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
#awscleanroomsml-configuredaudiencemodel
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_UpdateConfiguredAudienceModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_UpdateConfiguredAudienceModel.html
https://docs.aws.amazon.com/cleanrooms-ml/latest/APIReference/API_UpdateConfiguredAudienceModel.html
#awscleanroomsml-audiencemodel
#awscleanroomsml-audiencemodel
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

AWS Clean Rooms ML 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 trainingd 
ataset

arn:${Partition}:cleanrooms-ml:${Reg 
ion}:${Account}:training-dataset/${R 
esourceId}

aws:ResourceTag/${ 
TagKey}

 audiencem 
odel

arn:${Partition}:cleanrooms-ml:${Reg 
ion}:${Account}:audience-model/${Res 
ourceId}

aws:ResourceTag/${ 
TagKey}

 configure 
daudience 
model

arn:${Partition}:cleanrooms-ml:${Reg 
ion}:${Account}:configured-audience- 
model/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 audienceg 
enerationjob

arn:${Partition}:cleanrooms-ml:${Reg 
ion}:${Account}:audience-generation- 
job/${ResourceId}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 Configure 
dModelAlg 
orithm

arn:${Partition}:cleanrooms-ml:${Reg 
ion}:${Account}:configured-model-alg 
orithm/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Configure 
dModelAlg 
orithmAss 
ociation

arn:${Partition}:cleanrooms-ml:${Reg 
ion}:${Account}:membership/${Members 
hipId}/configured-model-algorithm-as 
sociation/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 MLInputCh 
annel

arn:${Partition}:cleanrooms-ml:${Reg 
ion}:${Account}:membership/${Members 
hipId}/ml-input-channel/${ResourceId 
}

aws:ResourceTag/${ 
TagKey}

 TrainedMo 
del

arn:${Partition}:cleanrooms-ml:${Reg 
ion}:${Account}:membership/${Members 
hipId}/trained-model/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 TrainedMo 
delInfere 
nceJob

arn:${Partition}:cleanrooms-ml:${Reg 
ion}:${Account}:membership/${Members 
hipId}/trained-model-inference-job/$ 
{ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS Clean Rooms ML 的条件键

AWS Clean Rooms ML 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 cleanrooms-
ml:Collaboration 
Id

按清洁室协作 ID 筛选访问权限 字符串

AWS Cloud Control API 的操作、资源和条件键

AWS Cloud Control API（服务前缀:cloudformation）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Cloud Control API 定义的操作

• AWS Cloud Control API 定义的资源类型

• AWS Cloud Control API 的条件键

AWS Cloud Control API 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelRes 
ourceRequ 
est

授予权限以取消账户中的资源
请求

写入      

 CreateRes 
ource

授予权限以在账户中创建资源 写入      

 DeleteRes 
ource

授予权限以在账户中删除资源 写入      

 GetResource 授予权限以在账户中获取资源 读取      
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https://docs.aws.amazon.com/cloudcontrolapi/latest/APIReference/API_CancelResourceRequest.html
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https://docs.aws.amazon.com/cloudcontrolapi/latest/APIReference/API_CreateResource.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetResour 
ceRequest 
Status

授予权限以获取账户中的资源
请求

读取      

 ListResou 
rceRequests

授予权限以列出账户中的资源
请求

读取      

 ListResou 
rces

授予权限以在账户中列出资源 读取      

 UpdateRes 
ource

授予权限以在账户中更新资源 写入      

AWS Cloud Control API 定义的资源类型

AWS Cloud 控制 API 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS 
Cloud Control API 的访问权限，请在策略中指定 "Resource": "*"。

AWS Cloud Control API 的条件键

Cloud Control API 没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务
均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Cloud Directory 的操作、资源和条件键

Amazon Cloud Directory（服务前缀：clouddirectory）提供以下服务特定的资源、操作和条件上
下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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主题

• Amazon Cloud Directory 定义的操作

• Amazon Cloud Directory 定义的资源类型

• Amazon Cloud Directory 的条件键

Amazon Cloud Directory 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddFacetT 
oObject

授予权限以将新的 Facet 添加
到对象

写入 directory*    

directory*     ApplySche 
ma

授予权限以将已发布的输入架
构复制到与已发布架构具有相
同名称和版本的目录中

写入

published 
Schema*

   

 AttachObject 授予权限以将一个现有对象附
加到另一个现有对象

写入 directory*    

 AttachPolicy 授予权限以将策略对象附加到
任何其他对象

写入 directory*    

 AttachToI 
ndex

授予权限以将指定对象附加到
指定索引

写入 directory*    

 AttachTyp 
edLink

授予将键入链接 b/w 附加源和
目标对象引用的权限

写入 directory*    

 BatchRead 授予权限以执行一个批处理中
的所有读取操作。内部的每个
单独操作都 BatchRead 需要明
确授予权限

读取 directory*    

 BatchWrite 授予权限以执行一个批处理中
的所有写入操作。内部的每个
单独操作都 BatchWrite 需要明
确授予权限

写入 directory*    

 CreateDir 
ectory

授予权限以将已发布架构复制
到目录中，以便创建目录

写入 published 
Schema*

   

 CreateFacet 授予权限以在架构中创建新 
Facet

写入 appliedSc 
hema*
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#amazonclouddirectory-appliedSchema
#amazonclouddirectory-appliedSchema
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

developme 
ntSchema*

   

 CreateIndex 授予权限以创建索引对象 写入 directory*    

 CreateObject 授予权限以在目录中创建目标 写入 directory*    

 CreateSch 
ema

授予权限以在开发状态中创建
新架构

写入      

appliedSc 
hema*

    CreateTyp 
edLinkFacet

授予权限以在架构中创建新 
Typed Link 分面

写入

developme 
ntSchema*

   

 DeleteDir 
ectory

授予权限以删除目录。只能删
除被禁用的目录

写入 directory*    

 DeleteFacet 授予权限以删除给定 Facet。
与该分面关联的所有属性和规
则均会被删除

写入 developme 
ntSchema*

   

 DeleteObject 授予权限以删除一个对象及其
关联的属性

写入 directory*    

developme 
ntSchema*

    DeleteSch 
ema

授予权限以删除给定架构 写入

published 
Schema*

   

 DeleteTyp 
edLinkFacet

授予删除给定 TypedLink Facet 
的权限。与该分面关联的所有
属性和规则均会被删除

写入 developme 
ntSchema*
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#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DeleteObject.html
#amazonclouddirectory-directory
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DeleteSchema.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DeleteSchema.html
#amazonclouddirectory-publishedSchema
#amazonclouddirectory-publishedSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DeleteTypedLinkFacet.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DeleteTypedLinkFacet.html
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DetachFro 
mIndex

授予权限以从指定索引分离指
定对象

写入 directory*    

 DetachObj 
ect

授予权限以将给定的对象与其
父级对象分离

写入 directory*    

 DetachPolicy 授予权限以从对象分离策略 写入 directory*    

 DetachTyp 
edLink

授予在给定源和目标对象引用
下分离 b/w 给定键入链接的权
限

写入 directory*    

 DisableDi 
rectory

授予权限以禁用指定目录 写入 directory*    

 EnableDir 
ectory

授予权限以启用指定目录 写入 directory*    

 GetApplie 
dSchemaVe 
rsion

授予权限以返回当前应用的架
构版本 ARN 的权限，包括正在
使用的次要版本

读取 appliedSc 
hema*

   

 GetDirectory 授予权限以检索有关目录的元
数据

读取 directory*    

appliedSc 
hema*

   

developme 
ntSchema*

   

 GetFacet 授予获取 Facet 详细信息的权
限，例如分面名称、属性、规
则或 ObjectType

读取

published 
Schema*
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https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DetachFromIndex.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DetachFromIndex.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DetachObject.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DetachObject.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DetachPolicy.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DetachTypedLink.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DetachTypedLink.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DisableDirectory.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_DisableDirectory.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_EnableDirectory.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_EnableDirectory.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetAppliedSchemaVersion.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetAppliedSchemaVersion.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetAppliedSchemaVersion.html
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-appliedSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetDirectory.html
#amazonclouddirectory-directory
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetFacet.html
#amazonclouddirectory-publishedSchema
#amazonclouddirectory-publishedSchema


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetLinkAt 
tributes

授予权限以检索与类型化链接
关联的属性

读取 directory*    

 GetObject 
Attributes

授予权限以检索与对象关联的
分面中的属性

读取 directory*    

 GetObject 
Information

授予权限以检索对象的元数据 读取 directory*    

appliedSc 
hema*

   

developme 
ntSchema*

   

 GetSchema 
AsJson

授予权限以检索架构的 JSON 
表示

读取

published 
Schema*

   

appliedSc 
hema*

   

developme 
ntSchema*

   

 GetTypedL 
inkFacetI 
nformation

授予权限以返回与给定的类型
化链接分面关联的身份属性顺
序信息

读取

published 
Schema*

   

 ListAppli 
edSchemaA 
rns

授予权限以列出应用于目录的
架构

列表 directory*    

 ListAttac 
hedIndices

授予权限以列出附加到对象的
索引

读取 directory*    
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https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetLinkAttributes.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetLinkAttributes.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetObjectAttributes.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetObjectAttributes.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetObjectInformation.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetObjectInformation.html
#amazonclouddirectory-directory
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetSchemaAsJson.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetSchemaAsJson.html
#amazonclouddirectory-publishedSchema
#amazonclouddirectory-publishedSchema
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetTypedLinkFacetInformation.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetTypedLinkFacetInformation.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_GetTypedLinkFacetInformation.html
#amazonclouddirectory-publishedSchema
#amazonclouddirectory-publishedSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListAppliedSchemaArns.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListAppliedSchemaArns.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListAppliedSchemaArns.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListAttachedIndices.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListAttachedIndices.html
#amazonclouddirectory-directory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDevel 
opmentSch 
emaArns

授予检索处于开发状态 ARNs 
的架构的权限

列表      

 ListDirec 
tories

授予权限以列出账户中创建的
目录

列表      

appliedSc 
hema*

   

developme 
ntSchema*

   

 ListFacet 
Attributes

授予权限以检索附加到分面的
属性

读取

published 
Schema*

   

appliedSc 
hema*

   

developme 
ntSchema*

   

 ListFacet 
Names

授予权限以检索存在于架构中
的分面名称

读取

published 
Schema*

   

 ListIncom 
ingTypedL 
inks

授予返回给定对象所有传入内
容的分页列表 TypedLinks 的权
限

读取 directory*    

 ListIndex 授予权限以列出附加到指定索
引的对象

读取 directory*    
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https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListDevelopmentSchemaArns.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListDevelopmentSchemaArns.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListDevelopmentSchemaArns.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListDirectories.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListDirectories.html
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListFacetAttributes.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListFacetAttributes.html
#amazonclouddirectory-publishedSchema
#amazonclouddirectory-publishedSchema
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListFacetNames.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListFacetNames.html
#amazonclouddirectory-publishedSchema
#amazonclouddirectory-publishedSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListIncomingTypedLinks.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListIncomingTypedLinks.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListIncomingTypedLinks.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListIndex.html
#amazonclouddirectory-directory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListManag 
edSchemaA 
rns

授予权限以列出每个托管
式架构的主要版本系列。如
果将主要版本 ARN 提供为 
SchemaArn，则将改为列出该
系列中的次要版本修订版

列表      

 ListObjec 
tAttributes

授予权限以列出与一个对象关
联的所有属性

读取 directory*    

 ListObjec 
tChildren

授予权限以返回与给定对象关
联的子对象分页列表

读取 directory*    

 ListObjec 
tParentPaths

授予权限以检索任意对象类型
（例如节点、叶节点、策略节
点和索引节点对象）的所有可
用父级路径

读取 directory*    

 ListObjec 
tParents

授予权限以按分页形式列出与
给定对象关联的父级对象

读取 directory*    

 ListObjec 
tPolicies

授予权限以按分页形式返回一
个对象附加的策略

读取 directory*    

 ListOutgo 
ingTypedL 
inks

授予返回给定对象所有传出内
容的分页列表 TypedLinks 的权
限

读取 directory*    

 ListPolic 
yAttachments

授予退还所有与 ObjectIde 
ntifiers 给定政策关联的内容的
权限

读取 directory*    

 ListPubli 
shedSchem 
aArns

授予检索已发布架构的权限 
ARNs

列表      
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https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListManagedSchemaArns.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListManagedSchemaArns.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListManagedSchemaArns.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListObjectAttributes.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListObjectAttributes.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListObjectChildren.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListObjectChildren.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListObjectParentPaths.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListObjectParentPaths.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListObjectParents.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListObjectParents.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListObjectPolicies.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListObjectPolicies.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListOutgoingTypedLinks.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListOutgoingTypedLinks.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListOutgoingTypedLinks.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListPolicyAttachments.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListPolicyAttachments.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListPublishedSchemaArns.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListPublishedSchemaArns.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListPublishedSchemaArns.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予权限以返回资源的标签 读取 directory*    

appliedSc 
hema*

   

developme 
ntSchema*

   

 ListTyped 
LinkFacet 
Attributes

授予权限以返回与类型化链接
分面关联的属性的分页列表

读取

published 
Schema*

   

appliedSc 
hema*

   

developme 
ntSchema*

   

 ListTyped 
LinkFacet 
Names

授予权限以返回架构中存在的
类型化链接分面名称的分页列
表

读取

published 
Schema*

   

 LookupPol 
icy

授予权限以列出从目录的根到
指定对象的所有策略

读取 directory*    

 PublishSc 
hema

授予权限以发布带有版本的开
发架构

写入 developme 
ntSchema*

   

 PutSchema 
FromJson

授予权限以更新使用 JSON 上
传的架构。仅适用于开发架构

写入      

 RemoveFac 
etFromObject

授予权限以从指定对象中删除
指定分面

写入 directory*    

 TagResour 
ce

授予权限以将标签添加到资源
中

Tagging directory*    
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https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListTagsForResource.html
#amazonclouddirectory-directory
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListTypedLinkFacetAttributes.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListTypedLinkFacetAttributes.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListTypedLinkFacetAttributes.html
#amazonclouddirectory-publishedSchema
#amazonclouddirectory-publishedSchema
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListTypedLinkFacetNames.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListTypedLinkFacetNames.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_ListTypedLinkFacetNames.html
#amazonclouddirectory-publishedSchema
#amazonclouddirectory-publishedSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_LookupPolicy.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_LookupPolicy.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_PublishSchema.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_PublishSchema.html
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_PutSchemaFromJson.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_PutSchemaFromJson.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_RemoveFacetFromObject.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_RemoveFacetFromObject.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_TagResource.html
#amazonclouddirectory-directory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UntagReso 
urce

授予权限以从资源中删除标签 标记 directory*    

appliedSc 
hema*

    UpdateFacet 授予对add/update/delete现有
属性、规则或 Face ObjectTyp 
e t 的权限

写入

developme 
ntSchema*

   

 UpdateLin 
kAttributes

授予权限以更新给定的类型化
链接属性。要更新的属性不得
影响键入链接的身份，如其所
定义 IdentityAttributeOrder

写入 directory*    

 UpdateObj 
ectAttributes

授予权限以更新给定对象的属
性

写入 directory*    

 UpdateSch 
ema

授予权限以使用新名称更新架
构名称

写入 developme 
ntSchema*

   

 UpdateTyp 
edLinkFacet

授予对 TypedLink Facet 的
add/update/delete现有属性、
规则、身份属性顺序的权限

写入 developme 
ntSchema*

   

directory*     UpgradeAp 
pliedSchema

授予使用中的架构更新就
地升级单个目录 Published 
SchemaArn 的权限。 
MinorVersion向后兼容的次要
版本更新可立即供目录中所有
对象的读取器使用

写入

published 
Schema*

   

 UpgradePu 
blishedSc 
hema

授予使用当前内容在新的次要
版本修订下升级已发布架构的
权限 DevelopmentSchemaArn

写入 developme 
ntSchema*
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https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UntagResource.html
#amazonclouddirectory-directory
#amazonclouddirectory-appliedSchema
#amazonclouddirectory-appliedSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpdateFacet.html
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpdateLinkAttributes.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpdateLinkAttributes.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpdateObjectAttributes.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpdateObjectAttributes.html
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpdateSchema.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpdateSchema.html
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpdateTypedLinkFacet.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpdateTypedLinkFacet.html
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-directory
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpgradeAppliedSchema.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpgradeAppliedSchema.html
#amazonclouddirectory-publishedSchema
#amazonclouddirectory-publishedSchema
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpgradePublishedSchema.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpgradePublishedSchema.html
https://docs.aws.amazon.com/directoryservice/latest/APIReference/API_UpgradePublishedSchema.html
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema
#amazonclouddirectory-developmentSchema


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

published 
Schema*

   

Amazon Cloud Directory 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 appliedSc 
hema

arn:${Partition}:clouddirectory:${Re 
gion}:${Account}:directory/${Directo 
ryId}/schema/${SchemaName}/${Version 
}

 

 developme 
ntSchema

arn:${Partition}:clouddirectory:${Re 
gion}:${Account}:schema/development/ 
${SchemaName}

 

 directory arn:${Partition}:clouddirectory:${Re 
gion}:${Account}:directory/${Directo 
ryId}

 

 published 
Schema

arn:${Partition}:clouddirectory:${Re 
gion}:${Account}:schema/published/${ 
SchemaName}/${Version}

 

Amazon Cloud Directory 的条件键

Cloud Directory 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务
均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。
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#amazonclouddirectory-publishedSchema
#amazonclouddirectory-publishedSchema
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/cd_key_concepts.html#whatisdirectory
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/cd_key_concepts.html#whatisdirectory
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/cd_key_concepts.html#whatisdirectory
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/cd_key_concepts.html#whatisdirectory
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/cd_key_concepts.html#whatisdirectory
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/cd_key_concepts.html#whatisdirectory
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/cd_key_concepts.html#whatisdirectory
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html


服务授权参考 服务授权参考

AWS Cloud Map 的操作、资源和条件键

AWS Cloud Map（服务前缀:servicediscovery）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Cloud Map 定义的操作

• AWS Cloud Map 定义的资源类型

• AWS Cloud Map 的条件键

AWS Cloud Map 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/cloud-map/latest/dg/what-is-cloud-map.html
https://docs.aws.amazon.com/cloud-map/latest/api/Welcome.html
https://docs.aws.amazon.com/cloud-map/latest/dg/auth-and-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateHtt 
pNamespace

授予创建 HTTP 命名空间的权
限

Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreatePri 
vateDnsNa 
mespace

授予根据 DNS 创建私有命名空
间（仅在指定的 Amazon VPC 
内才可见）的权限

Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreatePub 
licDnsNam 
espace

授予根据 DNS 创建公有命名空
间（在 Internet 上可见）的权
限

Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

namespace 
*

    CreateSer 
vice

授予创建服务的权限 Write

service*    
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateHttpNamespace.html
#awscloudmap-aws_TagKeys
#awscloudmap-aws_TagKeys
#awscloudmap-aws_RequestTag___TagKey_
#awscloudmap-aws_RequestTag___TagKey_
#awscloudmap-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePrivateDnsNamespace.html
#awscloudmap-aws_TagKeys
#awscloudmap-aws_TagKeys
#awscloudmap-aws_RequestTag___TagKey_
#awscloudmap-aws_RequestTag___TagKey_
#awscloudmap-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
#awscloudmap-aws_TagKeys
#awscloudmap-aws_TagKeys
#awscloudmap-aws_RequestTag___TagKey_
#awscloudmap-aws_RequestTag___TagKey_
#awscloudmap-aws_RequestTag___TagKey_
#awscloudmap-namespace
#awscloudmap-namespace
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateService.html
#awscloudmap-service
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  servicedi 
scovery:N 
amespaceA 
rn

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteNam 
espace

授予删除指定命名空间的权限 写入 namespace 
*

   

 DeleteRes 
ourcePolicy
[仅权限]

授予删除命名空间的 RAM 访
问控制策略的权限

写入 namespace 
*

   

service*     DeleteSer 
vice

授予删除指定服务的权限 写入

  servicedi 
scovery:S 
erviceCre 
atedByAcc 
ount

 

service*     DeleteSer 
viceAttributes

授予从服务中删除指定属性的
权限

写入

  servicedi 
scovery:S 
erviceCre 
atedByAcc 
ount
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#awscloudmap-servicediscovery_NamespaceArn
#awscloudmap-servicediscovery_NamespaceArn
#awscloudmap-servicediscovery_NamespaceArn
#awscloudmap-servicediscovery_NamespaceArn
#awscloudmap-aws_TagKeys
#awscloudmap-aws_TagKeys
#awscloudmap-aws_RequestTag___TagKey_
#awscloudmap-aws_RequestTag___TagKey_
#awscloudmap-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteNamespace.html
#awscloudmap-namespace
#awscloudmap-namespace
https://docs.aws.amazon.com/cloud-map/latest/dg/sharing-namespaces.html
https://docs.aws.amazon.com/cloud-map/latest/dg/sharing-namespaces.html
#awscloudmap-namespace
#awscloudmap-namespace
#awscloudmap-service
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteService.html
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-service
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteServiceAttributes.html
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

service*     Deregiste 
rInstance

授予删除 Amazon Route 53 为
指定实例创建的记录和运行状
况检查的权限（如果有）

Write

  servicedi 
scovery:S 
erviceArn

servicedi 
scovery:S 
erviceCre 
atedByAcc 
ount

 

namespace 
*

   

service*    

 DiscoverI 
nstances

授予为指定命名空间和服务发
现注册实例的权限

读取

  servicedi 
scovery:N 
amespaceN 
ame

servicedi 
scovery:S 
erviceNam 
e

 

namespace 
*

    DiscoverI 
nstancesR 
evision

授予为指定的命名空间和服务
发现实例修订的权限

读取

service*    
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#awscloudmap-service
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeregisterInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeregisterInstance.html
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-namespace
#awscloudmap-namespace
#awscloudmap-service
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
#awscloudmap-servicediscovery_NamespaceName
#awscloudmap-servicediscovery_NamespaceName
#awscloudmap-servicediscovery_NamespaceName
#awscloudmap-servicediscovery_NamespaceName
#awscloudmap-servicediscovery_ServiceName
#awscloudmap-servicediscovery_ServiceName
#awscloudmap-servicediscovery_ServiceName
#awscloudmap-servicediscovery_ServiceName
#awscloudmap-namespace
#awscloudmap-namespace
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstancesRevision.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstancesRevision.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstancesRevision.html
#awscloudmap-service
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  servicedi 
scovery:N 
amespaceN 
ame

servicedi 
scovery:S 
erviceNam 
e

 

service*     GetInstance 授予获取有关指定实例的信息
的权限

Read

  servicedi 
scovery:S 
erviceArn

 

service*     GetInstan 
cesHealth 
Status

授予获取一个或多个实例的当
前运行状况（正常、不正常或
未知）的权限

Read

  servicedi 
scovery:S 
erviceArn

 

 GetNamesp 
ace

授予获取有关命名空间信息的
权限

Read namespace 
*

   

namespace 
*

    GetOperat 
ion

授予获取有关指定操作信息的
权限

读取

service    

 GetResour 
cePolicy [仅
权限]

授予读取命名空间的 RAM 访
问控制策略的权限

读取 namespace 
*

   

 GetService 授予获取指定服务设置的权限 读取 service*    
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#awscloudmap-servicediscovery_NamespaceName
#awscloudmap-servicediscovery_NamespaceName
#awscloudmap-servicediscovery_NamespaceName
#awscloudmap-servicediscovery_NamespaceName
#awscloudmap-servicediscovery_ServiceName
#awscloudmap-servicediscovery_ServiceName
#awscloudmap-servicediscovery_ServiceName
#awscloudmap-servicediscovery_ServiceName
#awscloudmap-service
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstance.html
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-service
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstancesHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstancesHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstancesHealthStatus.html
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceArn
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetNamespace.html
#awscloudmap-namespace
#awscloudmap-namespace
#awscloudmap-namespace
#awscloudmap-namespace
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetOperation.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetOperation.html
#awscloudmap-service
https://docs.aws.amazon.com/cloud-map/latest/dg/sharing-namespaces.html
https://docs.aws.amazon.com/cloud-map/latest/dg/sharing-namespaces.html
#awscloudmap-namespace
#awscloudmap-namespace
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetService.html
#awscloudmap-service
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetServic 
eAttributes

授予获取指定服务属性的权限 读取 service*    

service*     ListInstances 授予权限，以获取在指定服务
中注册的实例的相关摘要信息

读取

  servicedi 
scovery:S 
erviceArn

 

 ListNames 
paces

授予获取有关命名空间信息的
权限

读取      

 ListOpera 
tions

授予列出与指定条件匹配的操
作的权限

List      

 ListServices 授予获取与指定筛选条件匹配
的所有服务的设置的权限

读取      

 ListTagsF 
orResource

授予为指定资源列出标签的权
限

读取      

 PutResour 
cePolicy [仅
权限]

授予为命名空间定义 RAM 访
问控制策略的权限

写入 namespace 
*

   

 RegisterI 
nstance

授予根据指定服务中的设置注
册实例的权限

Write service*    
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https://docs.aws.amazon.com/cloud-map/latest/api/API_GetServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetServiceAttributes.html
#awscloudmap-service
#awscloudmap-service
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListInstances.html
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceArn
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListNamespaces.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListNamespaces.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListOperations.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListOperations.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListServices.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloud-map/latest/dg/sharing-namespaces.html
https://docs.aws.amazon.com/cloud-map/latest/dg/sharing-namespaces.html
#awscloudmap-namespace
#awscloudmap-namespace
https://docs.aws.amazon.com/cloud-map/latest/api/API_RegisterInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_RegisterInstance.html
#awscloudmap-service
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  servicedi 
scovery:S 
erviceArn

servicedi 
scovery:S 
erviceCre 
atedByAcc 
ount

 

 TagResour 
ce

授予将一个或多个标签添加到
指定资源的权限

Tagging   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 UntagReso 
urce

授予从指定资源中删除一个或
多个标签的权限

标记   aws:TagKe 
ys

 

 UpdateHtt 
pNamespace

授予权限以更新 HTTP 命名空
间的设置

写入 namespace 
*

   

service*     UpdateIns 
tanceCust 
omHealthS 
tatus

授予权限以更新具有自定义运
行状况检查的实例的当前健康
状态

写入

  servicedi 
scovery:S 
erviceArn

servicedi 
scovery:S 
erviceCre 
atedByAcc 
ount
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#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
https://docs.aws.amazon.com/cloud-map/latest/api/API_TagResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_TagResource.html
#awscloudmap-aws_TagKeys
#awscloudmap-aws_TagKeys
#awscloudmap-aws_RequestTag___TagKey_
#awscloudmap-aws_RequestTag___TagKey_
#awscloudmap-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/cloud-map/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UntagResource.html
#awscloudmap-aws_TagKeys
#awscloudmap-aws_TagKeys
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateHttpNamespace.html
#awscloudmap-namespace
#awscloudmap-namespace
#awscloudmap-service
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceArn
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePri 
vateDnsNa 
mespace

授予权限以更新私有 DNS 命名
空间的设置

写入 namespace 
*

   

 UpdatePub 
licDnsNam 
espace

授予权限以更新公有 DNS 命名
空间的设置

写入 namespace 
*

   

service*     UpdateSer 
vice

授予更新指定服务中设置的权
限

写入

  servicedi 
scovery:S 
erviceCre 
atedByAcc 
ount

 

service*     UpdateSer 
viceAttributes

授予更新指定服务中属性的权
限

写入

  servicedi 
scovery:S 
erviceCre 
atedByAcc 
ount

 

AWS Cloud Map 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePrivateDnsNamespace.html
#awscloudmap-namespace
#awscloudmap-namespace
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePublicDnsNamespace.html
#awscloudmap-namespace
#awscloudmap-namespace
#awscloudmap-service
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateService.html
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-service
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateServiceAttributes.html
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
#awscloudmap-servicediscovery_ServiceCreatedByAccount
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 namespace arn:${Partition}:servicediscovery:${ 
Region}:${Account}:namespace/${Names 
paceId}

aws:ResourceTag/${ 
TagKey}

 service arn:${Partition}:servicediscovery:${ 
Region}:${Account}:service/${Service 
Id}

aws:ResourceTag/${ 
TagKey}

AWS Cloud Map 的条件键

AWS Cloud Map 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一
步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选操作 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选操作 ArrayOfString

 servicedi 
scovery:N 
amespaceArn

通过为相关命名空间指定 Amazon Resource Name (ARN) 
来筛选访问权限

ARN

 servicedi 
scovery:N 
amespaceName

通过指定相关命名空间的名称来筛选访问权限 字符串
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https://docs.aws.amazon.com/cloud-map/latest/dg/API_Namespace.html
#awscloudmap-aws_ResourceTag___TagKey_
#awscloudmap-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/cloud-map/latest/dg/API_Service.html
#awscloudmap-aws_ResourceTag___TagKey_
#awscloudmap-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/cloud-map/latest/dg/access-control-overview.html#specifying-conditions
https://docs.aws.amazon.com/cloud-map/latest/dg/access-control-overview.html#specifying-conditions
https://docs.aws.amazon.com/cloud-map/latest/dg/access-control-overview.html#specifying-conditions
https://docs.aws.amazon.com/cloud-map/latest/dg/access-control-overview.html#specifying-conditions
https://docs.aws.amazon.com/cloud-map/latest/dg/access-control-overview.html#specifying-conditions
https://docs.aws.amazon.com/cloud-map/latest/dg/access-control-overview.html#specifying-conditions
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条件键 描述 类型

 servicedi 
scovery:S 
erviceArn

通过为相关服务指定 Amazon Resource Name (ARN) 来
筛选访问权限

ARN

 servicedi 
scovery:S 
erviceCre 
atedByAccount

通过指定相关服务创建者的账户 ID 来筛选访问权限 字符串

 servicedi 
scovery:S 
erviceName

通过指定相关服务的名称来筛选访问权限 字符串

AWS Cloud9 的操作、资源和条件键

AWS Cloud9（服务前缀:cloud9）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权
限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Cloud9 定义的操作

• AWS Cloud9 定义的资源类型

• AWS Cloud9 的条件键

AWS Cloud9 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/cloud-map/latest/dg/access-control-overview.html#specifying-conditions
https://docs.aws.amazon.com/cloud-map/latest/dg/access-control-overview.html#specifying-conditions
https://docs.aws.amazon.com/cloud-map/latest/dg/access-control-overview.html#specifying-conditions
https://docs.aws.amazon.com/cloud-map/latest/dg/access-control-overview.html#specifying-conditions
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https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ActivateE 
C2Remote
[仅权限]

授予启动您的 AWS Cloud9 
IDE 所连接的亚马逊 EC2 实例
的权限

写入 environme 
nt*

   

 CreateEnv 
ironmentEC2

授予创建 AWS Cloud9 开发
环境、启动亚马逊弹性计算云 
(Amazon EC2) 实例，然后在
该实例上托管环境的权限

写入   cloud9:En 
vironment 
Name

cloud9:In 
stanceTyp 
e

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_CreateEnvironmentEC2.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_CreateEnvironmentEC2.html
#awscloud9-cloud9_EnvironmentName
#awscloud9-cloud9_EnvironmentName
#awscloud9-cloud9_EnvironmentName
#awscloud9-cloud9_InstanceType
#awscloud9-cloud9_InstanceType
#awscloud9-cloud9_InstanceType
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cloud9:Su 
bnetId

cloud9:Us 
erArn

cloud9:Ow 
nerArn

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iam:Creat 
eServiceL 
inkedRole

environme 
nt*

    CreateEnv 
ironmentM 
embership

授予向 AWS Cloud9 开发环境
添加环境成员的权限

写入

  cloud9:Us 
erArn

cloud9:En 
vironment 
Id

cloud9:Pe 
rmissions
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#awscloud9-cloud9_SubnetId
#awscloud9-cloud9_SubnetId
#awscloud9-cloud9_UserArn
#awscloud9-cloud9_UserArn
#awscloud9-cloud9_OwnerArn
#awscloud9-cloud9_OwnerArn
#awscloud9-aws_RequestTag___TagKey_
#awscloud9-aws_RequestTag___TagKey_
#awscloud9-aws_RequestTag___TagKey_
#awscloud9-aws_TagKeys
#awscloud9-aws_TagKeys
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_CreateEnvironmentMembership.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_CreateEnvironmentMembership.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_CreateEnvironmentMembership.html
#awscloud9-cloud9_UserArn
#awscloud9-cloud9_UserArn
#awscloud9-cloud9_EnvironmentId
#awscloud9-cloud9_EnvironmentId
#awscloud9-cloud9_EnvironmentId
#awscloud9-cloud9_Permissions
#awscloud9-cloud9_Permissions
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateEnv 
ironmentSSH
[仅权限]

授予创建 AWS Cloud9 SSH 开
发环境的权限

写入   cloud9:En 
vironment 
Name

cloud9:Ow 
nerArn

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateEnv 
ironmentT 
oken [仅权限]

授予权限以创建允许在 AWS 
Cloud9 IDE 和用户环境之间建
立连接的身份验证令牌

读取 environme 
nt*

   

 DeleteEnv 
ironment

授予删除 AWS Cloud9 开发
环境的权限。如果环境托管在
亚马逊弹性计算云 (Amazon 
EC2) 实例上，也会终止该实例

写入 environme 
nt*

  iam:Creat 
eServiceL 
inkedRole

environme 
nt*

    DeleteEnv 
ironmentM 
embership

授予从 AWS Cloud9 开发环境
中删除环境成员的权限

写入

  cloud9:Us 
erArn

cloud9:En 
vironment 
Id
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https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
#awscloud9-cloud9_EnvironmentName
#awscloud9-cloud9_EnvironmentName
#awscloud9-cloud9_EnvironmentName
#awscloud9-cloud9_OwnerArn
#awscloud9-cloud9_OwnerArn
#awscloud9-aws_RequestTag___TagKey_
#awscloud9-aws_RequestTag___TagKey_
#awscloud9-aws_RequestTag___TagKey_
#awscloud9-aws_TagKeys
#awscloud9-aws_TagKeys
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DeleteEnvironment.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DeleteEnvironment.html
#awscloud9-environment
#awscloud9-environment
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DeleteEnvironmentMembership.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DeleteEnvironmentMembership.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DeleteEnvironmentMembership.html
#awscloud9-cloud9_UserArn
#awscloud9-cloud9_UserArn
#awscloud9-cloud9_EnvironmentId
#awscloud9-cloud9_EnvironmentId
#awscloud9-cloud9_EnvironmentId
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeE 
C2Remote
[仅权限]

授予权限以获取有关 EC2 开发
环境连接的详细信息，包括主
机、用户和端口

读取 environme 
nt*

   

environme 
nt*

    DescribeE 
nvironmen 
tMembersh 
ips

授予获取有关 AWS Cloud9 开
发环境的环境成员信息的权限

读取

  cloud9:Us 
erArn

cloud9:En 
vironment 
Id

 

 DescribeE 
nvironmen 
tStatus

授予获取 AWS Cloud9 开发环
境状态信息的权限

读取 environme 
nt*

   

 DescribeE 
nvironments

授予获取有关 AWS Cloud9 开
发环境信息的权限

读取 environme 
nt*

   

 DescribeS 
SHRemote
[仅权限]

授予获取有关 SSH 开发环境
（包括主机、用户和端口）连
接详细信息的权限

读取 environme 
nt*

   

 GetEnviro 
nmentConfig
[仅权限]

授予获取用于初始化 AWS 
Cloud9 IDE 的配置信息的权限

读取 environme 
nt*

   

 GetEnviro 
nmentSett 
ings [仅权限]

授予获取指定开发环境的 AWS 
Cloud9 IDE 设置的权限

读取 environme 
nt*
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https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
#awscloud9-environment
#awscloud9-environment
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DescribeEnvironmentMemberships.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DescribeEnvironmentMemberships.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DescribeEnvironmentMemberships.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DescribeEnvironmentMemberships.html
#awscloud9-cloud9_UserArn
#awscloud9-cloud9_UserArn
#awscloud9-cloud9_EnvironmentId
#awscloud9-cloud9_EnvironmentId
#awscloud9-cloud9_EnvironmentId
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DescribeEnvironmentStatus.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DescribeEnvironmentStatus.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DescribeEnvironmentStatus.html
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DescribeEnvironments.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_DescribeEnvironments.html
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
#awscloud9-environment
#awscloud9-environment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetMember 
shipSettings
[仅权限]

授予获取指定环境成员的 AWS 
Cloud9 IDE 设置的权限

读取 environme 
nt*

   

 GetMigrat 
ionExperi 
ences [仅权
限]

授予权限以使 cloud9 用户获得
迁移体验

读取      

 GetUserPu 
blicKey [仅权
限]

授予获取用户的 SSH 公钥的权
限， AWS Cloud9 使用该密钥
连接到 SSH 开发环境

读取   cloud9:Us 
erArn

 

 GetUserSe 
ttings [仅权
限]

授予获取指定用户的 AWS 
Cloud9 IDE 设置的权限

读取      

 ListEnvir 
onments

授予获取 AWS Cloud9 开发环
境标识符列表的权限

读取      

 ListTagsF 
orResource

授予权限以列出 cloud9 环境的
标签

读取 environme 
nt*

   

 ModifyTem 
poraryCre 
dentialsO 
nEnvironm 
entEC2 [仅权
限]

授予在 AWS Cloud9 集成开发
环境 (IDE) 使用的亚马逊 EC2 
实例上设置 AWS 托管临时凭
证的权限

写入 environme 
nt*

   

 TagResour 
ce

授予权限以将标签添加到 
Cloud9 环境中

标记 environme 
nt*
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https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
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https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
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https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
#awscloud9-cloud9_UserArn
#awscloud9-cloud9_UserArn
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_ListEnvironments.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_ListEnvironments.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_ListTagsForResource.html
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_TagResource.html
#awscloud9-environment
#awscloud9-environment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

environme 
nt*

    UntagReso 
urce

授予权限以移除 cloud9 环境的
标签

标记

  aws:TagKe 
ys

 

 UpdateEnv 
ironment

授予更改现有 AWS Cloud9 开
发环境设置的权限

写入 environme 
nt*

   

environme 
nt*

    UpdateEnv 
ironmentM 
embership

授予更改 AWS Cloud9 开发环
境现有环境成员设置的权限

写入

  cloud9:Us 
erArn

cloud9:En 
vironment 
Id

cloud9:Pe 
rmissions

 

 UpdateEnv 
ironmentS 
ettings [仅权
限]

授予更新指定开发环境的 AWS 
Cloud9 IDE 设置的权限

写入 environme 
nt*
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#awscloud9-aws_RequestTag___TagKey_
#awscloud9-aws_RequestTag___TagKey_
#awscloud9-aws_RequestTag___TagKey_
#awscloud9-aws_TagKeys
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#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_UntagResource.html
#awscloud9-aws_TagKeys
#awscloud9-aws_TagKeys
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_UpdateEnvironment.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_UpdateEnvironment.html
#awscloud9-environment
#awscloud9-environment
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_UpdateEnvironmentMembership.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_UpdateEnvironmentMembership.html
https://docs.aws.amazon.com/cloud9/latest/APIReference/API_UpdateEnvironmentMembership.html
#awscloud9-cloud9_UserArn
#awscloud9-cloud9_UserArn
#awscloud9-cloud9_EnvironmentId
#awscloud9-cloud9_EnvironmentId
#awscloud9-cloud9_EnvironmentId
#awscloud9-cloud9_Permissions
#awscloud9-cloud9_Permissions
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
#awscloud9-environment
#awscloud9-environment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateMem 
bershipSe 
ttings [仅权
限]

授予更新指定环境成员的 AWS 
Cloud9 IDE 设置的权限

写入 environme 
nt*

   

 UpdateSSH 
Remote [仅权
限]

授予更新有关 SSH 开发环境
（包括主机、用户和端口）连
接详细信息的权限

写入 environme 
nt*

   

 UpdateUse 
rSettings [仅
权限]

授予更新 Clou AWS d9 用户特
定于 IDE 的设置的权限

写入      

AWS Cloud9 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 environment arn:${Partition}:cloud9:${Region}:${ 
Account}:environment:${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS Cloud9 的条件键

AWS Cloud9 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
#awscloud9-environment
#awscloud9-environment
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html#auth-and-access-control-ref-matrix
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscloud9.html%23%23awscloud9-environment
#awscloud9-aws_ResourceTag___TagKey_
#awscloud9-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 cloud9:En 
vironmentId

按 AWS Cloud9 环境 ID 筛选访问权限 字符串

 cloud9:En 
vironmentName

按照 AWS Cloud9 环境名称筛选访问权限 字符串

 cloud9:In 
stanceType

按照 AWS Cloud9 环境的 Amazon 实例的实例类型筛选访
问权限 EC2

字符串

 cloud9:Ow 
nerArn

按指定的用户 ARN 筛选访问权限 ARN

 cloud9:Pe 
rmissions

按照 AWS Cloud9 权限的类型筛选访问权限 字符串

 cloud9:SubnetId 按将在其中创建 AWS Cloud9 环境的子网 ID 筛选访问权
限

字符串

 cloud9:UserArn 按指定的用户 ARN 筛选访问 ARN

AWS CloudFormation 的操作、资源和条件键

AWS CloudFormation （服务前缀:cloudformation）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscloud9.html%23%23awscloud9-cloud9_EnvironmentId
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscloud9.html%23%23awscloud9-cloud9_EnvironmentId
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscloud9.html%23%23awscloud9-cloud9_EnvironmentName
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscloud9.html%23%23awscloud9-cloud9_EnvironmentName
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscloud9.html%23%23awscloud9-cloud9_InstanceType
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscloud9.html%23%23awscloud9-cloud9_InstanceType
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscloud9.html%23%23awscloud9-cloud9_OwnerArn
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscloud9.html%23%23awscloud9-cloud9_OwnerArn
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscloud9.html%23%23awscloud9-cloud9_Permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscloud9.html%23%23awscloud9-cloud9_Permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscloud9.html%23%23awscloud9-cloud9_SubnetId
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscloud9.html%23%23awscloud9-cloud9_UserArn
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS CloudFormation 定义的操作

• AWS CloudFormation 定义的资源类型

• AWS CloudFormation 的条件键

AWS CloudFormation 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ActivateO 
rganizati 
onsAccess

授予在和 Organizations 
StackSets 之间激活可信访
问的权限。激活 StackSets 
和 Organizations 之间的可信
访问权限后，管理账户有权 
StackSets 为您的组织创建和
管理

写入      

 ActivateType 授予权限以激活公有第三方扩
展，使其可用于堆栈模板

写入      

 BatchDesc 
ribeTypeC 
onfigurations

授予返回指定 CloudFormation 
扩展程序配置数据的权限

读取      

 CancelUpd 
ateStack

授予权限以取消指定堆栈更新 Write stack*    

stack*     ContinueU 
pdateRoll 
back

授予继续将处于 UPDATE_RO 
LLBACK_FAILED 状态的
堆栈回滚到 UPDATE_RO 
LLBACK_COMPLETE 状态的
权限

Write

  cloudform 
ation:Rol 
eArn

 

stack*     CreateCha 
ngeSet

授予为堆栈创建更改列表的权
限

写入

  cloudform 
ation:Cha 
ngeSetNam 
e

cloudform 
ation:Res 
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ActivateOrganizationsAccess.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ActivateOrganizationsAccess.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ActivateOrganizationsAccess.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ActivateType.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_BatchDescribeTypeConfigurations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_BatchDescribeTypeConfigurations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_BatchDescribeTypeConfigurations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CancelUpdateStack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CancelUpdateStack.html
#awscloudformation-stack
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ContinueUpdateRollback.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ContinueUpdateRollback.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ContinueUpdateRollback.html
#awscloudformation-cloudformation_RoleArn
#awscloudformation-cloudformation_RoleArn
#awscloudformation-cloudformation_RoleArn
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CreateChangeSet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CreateChangeSet.html
#awscloudformation-cloudformation_ChangeSetName
#awscloudformation-cloudformation_ChangeSetName
#awscloudformation-cloudformation_ChangeSetName
#awscloudformation-cloudformation_ChangeSetName
#awscloudformation-cloudformation_ResourceTypes
#awscloudformation-cloudformation_ResourceTypes
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ourceType 
s

cloudform 
ation:Imp 
ortResour 
ceTypes

cloudform 
ation:Rol 
eArn

cloudform 
ation:Sta 
ckPolicyU 
rl

cloudform 
ation:Tem 
plateUrl

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 CreateGen 
eratedTem 
plate

授予使用尚未管理的现有资源
创建模板的权限 CloudForm 
ation

写入      

 CreateStack 授予依照模板中的指定创建堆
栈的权限

Write stack*    
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#awscloudformation-cloudformation_ResourceTypes
#awscloudformation-cloudformation_ResourceTypes
#awscloudformation-cloudformation_ImportResourceTypes
#awscloudformation-cloudformation_ImportResourceTypes
#awscloudformation-cloudformation_ImportResourceTypes
#awscloudformation-cloudformation_ImportResourceTypes
#awscloudformation-cloudformation_RoleArn
#awscloudformation-cloudformation_RoleArn
#awscloudformation-cloudformation_RoleArn
#awscloudformation-cloudformation_StackPolicyUrl
#awscloudformation-cloudformation_StackPolicyUrl
#awscloudformation-cloudformation_StackPolicyUrl
#awscloudformation-cloudformation_StackPolicyUrl
#awscloudformation-cloudformation_TemplateUrl
#awscloudformation-cloudformation_TemplateUrl
#awscloudformation-cloudformation_TemplateUrl
#awscloudformation-aws_RequestTag___TagKey_
#awscloudformation-aws_RequestTag___TagKey_
#awscloudformation-aws_RequestTag___TagKey_
#awscloudformation-aws_TagKeys
#awscloudformation-aws_TagKeys
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CreateGeneratedTemplate.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CreateGeneratedTemplate.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CreateGeneratedTemplate.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CreateStack.html
#awscloudformation-stack
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  cloudform 
ation:Res 
ourceType 
s

cloudform 
ation:Rol 
eArn

cloudform 
ation:Sta 
ckPolicyU 
rl

cloudform 
ation:Tem 
plateUrl

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

stackset*    

stackset- 
target

   

 CreateSta 
ckInstances

授予在指定区域内为指定账户
创建堆栈实例的权限

写入

type    

AWS CloudFormation 685

#awscloudformation-cloudformation_ResourceTypes
#awscloudformation-cloudformation_ResourceTypes
#awscloudformation-cloudformation_ResourceTypes
#awscloudformation-cloudformation_ResourceTypes
#awscloudformation-cloudformation_RoleArn
#awscloudformation-cloudformation_RoleArn
#awscloudformation-cloudformation_RoleArn
#awscloudformation-cloudformation_StackPolicyUrl
#awscloudformation-cloudformation_StackPolicyUrl
#awscloudformation-cloudformation_StackPolicyUrl
#awscloudformation-cloudformation_StackPolicyUrl
#awscloudformation-cloudformation_TemplateUrl
#awscloudformation-cloudformation_TemplateUrl
#awscloudformation-cloudformation_TemplateUrl
#awscloudformation-aws_RequestTag___TagKey_
#awscloudformation-aws_RequestTag___TagKey_
#awscloudformation-aws_RequestTag___TagKey_
#awscloudformation-aws_TagKeys
#awscloudformation-aws_TagKeys
#awscloudformation-stackset
#awscloudformation-stackset-target
#awscloudformation-stackset-target
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CreateStackInstances.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CreateStackInstances.html
#awscloudformation-type
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

cloudform 
ation:Tar 
getRegion

 

 CreateSta 
ckRefactor

授予创建堆栈重构的权限 写入 stack*    

 CreateSta 
ckSet

授予依照模板中的指定创建堆
栈集的权限

Write   cloudform 
ation:Rol 
eArn

cloudform 
ation:Tem 
plateUrl

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateUpl 
oadBucket
 [仅权限]

授予将模板上传到 Amazon 
S3 存储桶的权限。仅供 AWS 
CloudFormation 控制台使用，
未记录在 API 参考中

写入      
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#awscloudformation-aws_TagKeys
#awscloudformation-aws_TagKeys
#awscloudformation-cloudformation_TargetRegion
#awscloudformation-cloudformation_TargetRegion
#awscloudformation-cloudformation_TargetRegion
#awscloudformation-cloudformation_TargetRegion
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CreateStackRefactor.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CreateStackRefactor.html
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CreateStackSet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CreateStackSet.html
#awscloudformation-cloudformation_RoleArn
#awscloudformation-cloudformation_RoleArn
#awscloudformation-cloudformation_RoleArn
#awscloudformation-cloudformation_TemplateUrl
#awscloudformation-cloudformation_TemplateUrl
#awscloudformation-cloudformation_TemplateUrl
#awscloudformation-aws_RequestTag___TagKey_
#awscloudformation-aws_RequestTag___TagKey_
#awscloudformation-aws_RequestTag___TagKey_
#awscloudformation-aws_TagKeys
#awscloudformation-aws_TagKeys
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Deactivat 
eOrganiza 
tionsAccess

授予在和 Organizations 之间
停用可信访问权限 StackSets 
的权限。如果停用可信访问权
限，则该管理账户无权为您的
组织创建和管理服务托管服务 
StackSets

写入      

 Deactivat 
eType

授予权限以停用先前在此账户
和区域中激活的公有扩展

写入      

stack*     DeleteCha 
ngeSet

授予删除指定更改集的权限。
删除更改集可确保没有人执行
错误的更改集

写入

  cloudform 
ation:Cha 
ngeSetNam 
e

 

 DeleteGen 
eratedTem 
plate

授予权限以删除生成的模板 写入      

stack*     DeleteStack 授予删除指定堆栈的权限 Write

  cloudform 
ation:Rol 
eArn

 

stackset*    

stackset- 
target

   

 DeleteSta 
ckInstances

授予在指定区域内删除指定账
户的堆栈实例的权限

Write

type    
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeactivateOrganizationsAccess.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeactivateOrganizationsAccess.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeactivateOrganizationsAccess.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeactivateType.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeactivateType.html
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeleteChangeSet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeleteChangeSet.html
#awscloudformation-cloudformation_ChangeSetName
#awscloudformation-cloudformation_ChangeSetName
#awscloudformation-cloudformation_ChangeSetName
#awscloudformation-cloudformation_ChangeSetName
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeleteGeneratedTemplate.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeleteGeneratedTemplate.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeleteGeneratedTemplate.html
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeleteStack.html
#awscloudformation-cloudformation_RoleArn
#awscloudformation-cloudformation_RoleArn
#awscloudformation-cloudformation_RoleArn
#awscloudformation-stackset
#awscloudformation-stackset-target
#awscloudformation-stackset-target
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeleteStackInstances.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeleteStackInstances.html
#awscloudformation-type
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  cloudform 
ation:Tar 
getRegion

 

 DeleteSta 
ckSet

授予删除指定堆栈集的权限 写入 stackset*    

 Deregiste 
rType

授予取消注册现有 CloudForm 
ation 类型或类型版本的权限

写入      

 DescribeA 
ccountLimits

授予权限以检索您的账户 AWS 
CloudFormation 限额

读取      

stack*     DescribeC 
hangeSet

授予返回指定更改集的描述的
权限

读取

  cloudform 
ation:Cha 
ngeSetNam 
e

 

stack*     DescribeC 
hangeSetH 
ooks

授予返回指定更改集的 Hook 
调用信息的权限

读取

  cloudform 
ation:Cha 
ngeSetNam 
e

 

 DescribeG 
eneratedT 
emplate

授予权限以描述生成的模板 输
出包括有关生成模板的创建进
度的详细信息

读取      

 DescribeO 
rganizati 
onsAccess

授予返回有关账户 Organizat 
ionAccess 状态信息的权限

读取      
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#awscloudformation-cloudformation_TargetRegion
#awscloudformation-cloudformation_TargetRegion
#awscloudformation-cloudformation_TargetRegion
#awscloudformation-cloudformation_TargetRegion
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeleteStackSet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeleteStackSet.html
#awscloudformation-stackset
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeregisterType.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeGeneratedTemplate.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeOrganizationsAccess.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeOrganizationsAccess.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeOrganizationsAccess.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeP 
ublisher

授予返回 CloudFormation 扩展
发布者相关信息的权限

读取      

 DescribeR 
esourceScan

授予权限以描述资源扫描的详
细信息

读取      

 DescribeS 
tackDrift 
Detection 
Status

授予返回有关堆栈偏差检测操
作的信息的权限

Read      

 DescribeS 
tackEvents

授予为指定堆栈返回所有与堆
栈相关事件的权限

读取 stack*    

 DescribeS 
tackInstance

授予返回与指定堆栈集 AWS 
账户、和区域关联的堆栈实例
的权限

读取 stackset*    

 DescribeS 
tackRefactor

授予返回指定堆栈重构描述的
权限

读取 stack*    

 DescribeS 
tackResource

授予返回指定堆栈中指定资源
描述的权限

Read stack*    

 DescribeS 
tackResou 
rceDrifts

授予返回已针对指定堆栈中的
偏差进行检查的资源偏差信息
的权限

读取 stack*    

 DescribeS 
tackResou 
rces

授予返回正在运行的堆栈和已
删除堆栈的 AWS 资源描述的
权限

读取 stack*    

 DescribeS 
tackSet

授予返回指定堆栈集描述的权
限

Read stackset*    
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribePublisher.html
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#awscloudformation-stackset
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#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeStackResource.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeStackResource.html
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeStackResourceDrifts.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeStackResourceDrifts.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeStackResourceDrifts.html
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeStackResources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeStackResources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeStackResources.html
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeStackSet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeStackSet.html
#awscloudformation-stackset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
tackSetOp 
eration

授予返回指定堆栈集操作描述
的权限

读取 stackset*    

 DescribeS 
tacks

授予返回指定堆栈描述的权
限，以及与操作结合使用时返
回所有堆栈的描述的 ListStack 
s 权限

列表 stack   cloudform 
ation:Lis 
tStacks

 DescribeT 
ype

授予返回有关所请求 
CloudFormation 类型信息的权
限

读取      

 DescribeT 
ypeRegist 
ration

授予返回有关 CloudFormation 
类型注册过程信息的权限

读取      

 DetectSta 
ckDrift

授予权限，以检测堆栈的实际
配置是否与预期配置（在堆栈
模板以及指定为模板参数的任
何值中定义）不同或出现偏差

Read stack*    

 DetectSta 
ckResourc 
eDrift

授予权限，以返回有关资源的
实际配置是否与预期配置（在
堆栈模板以及指定为模板参数
的任何值中定义）不同或出现
偏差的信息

Read stack*    

 DetectSta 
ckSetDrift

授予权限，使用户能够检测堆
栈集以及属于该堆栈集的堆栈
实例上的偏差

Read stackset*    
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeStackSetOperation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DescribeStackSetOperation.html
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#awscloudformation-stackset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 EstimateT 
emplateCost

授予返回模板每月估计成本的
权限

Read   cloudform 
ation:Tem 
plateUrl

 

stack*     ExecuteCh 
angeSet

授予创建指定更改集时使用提
供的输入信息更新堆栈的权限

写入

  cloudform 
ation:Cha 
ngeSetNam 
e

 

 ExecuteSt 
ackRefactor

授予使用创建指定堆栈重构时
提供的输入信息执行堆栈重构
的权限

写入 stack*    

 GetGenera 
tedTemplate

授予权限以检索生成的模板 读取      

 GetStackP 
olicy

授予为指定堆栈返回堆栈策略
的权限

Read stack*    

 GetTemplate 授予为指定堆栈返回模板正文
的权限

Read stack*    

stack    

stackset    

 GetTempla 
teSummary

授予返回有关新模板或现有模
板信息的权限

读取

  cloudform 
ation:Tem 
plateUrl

 

 ImportSta 
cksToStac 
kSet

授予允许用户将现有堆栈导入
到新堆栈或现有堆栈集的权限

写入 stackset*    

AWS CloudFormation 691

https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_EstimateTemplateCost.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_EstimateTemplateCost.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ExecuteChangeSet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ExecuteChangeSet.html
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#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_GetTemplate.html
#awscloudformation-stack
#awscloudformation-stack
#awscloudformation-stackset
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_GetTemplateSummary.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_GetTemplateSummary.html
#awscloudformation-cloudformation_TemplateUrl
#awscloudformation-cloudformation_TemplateUrl
#awscloudformation-cloudformation_TemplateUrl
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ImportStacksToStackSet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ImportStacksToStackSet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ImportStacksToStackSet.html
#awscloudformation-stackset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListChang 
eSets

授予权限以返回堆栈的每个活
动更改集的 ID 和状态。例如， 
AWS CloudFormation 列出处
于 CREATE_IN_PROGRESS 
或 CREATE_PENDING 状态的
更改集

列表 stack*    

 ListExports 授予权限，以列出您在其中调
用此操作的账户和区域中的所
有已导出输出值

列表      

 ListGener 
atedTempl 
ates

授予权限以列出您在该区域生
成的模板

列表      

stack     ListHookR 
esults

授予返回指定目标的 Hook 调
用结果信息的权限

列表

  cloudform 
ation:Cha 
ngeSetNam 
e

 

 ListImports 授予列出导出输出值的所有堆
栈的权限

列表      

 ListResou 
rceScanRe 
latedReso 
urces

授予权限以列出资源扫描中资
源列表的相关资源。该响应表
明每个返回的资源是否已由管
理 CloudFormation

列表      

 ListResou 
rceScanRe 
sources

授予权限以列出资源扫描中的
资源。可以按资源标识符、资
源类型前缀、标签键和标签值
筛选结果

列表      
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListChangeSets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListChangeSets.html
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListExports.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListGeneratedTemplates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListGeneratedTemplates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListGeneratedTemplates.html
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListHookResults.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListHookResults.html
#awscloudformation-cloudformation_ChangeSetName
#awscloudformation-cloudformation_ChangeSetName
#awscloudformation-cloudformation_ChangeSetName
#awscloudformation-cloudformation_ChangeSetName
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListImports.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListResourceScanRelatedResources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListResourceScanRelatedResources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListResourceScanRelatedResources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListResourceScanRelatedResources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListResourceScanResources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListResourceScanResources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListResourceScanResources.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListResou 
rceScans

授予权限以从最新到最旧列出
资源扫描。默认情况下，它将
返回最多 10 次资源扫描

列表      

 ListStack 
InstanceR 
esourceDrifts

授予返回已针对指定堆栈实例
中偏差进行检查的资源偏差信
息的权限

列表 stackset*    

 ListStack 
Instances

授予权限，以返回与指定堆栈
集关联的相关堆栈实例的摘要
信息

列表 stackset*    

 ListStack 
RefactorA 
ctions

授予返回指定堆栈重构操作列
表的权限

列表 stack*    

 ListStack 
Refactors

授予返回每个活动堆栈重构的 
ID 和状态的权限

列表 stack*    

 ListStack 
Resources

授予返回指定堆栈中所有资源
描述的权限

列表 stack*    

 ListStack 
SetAutoDe 
ploymentT 
argets

授予返回有关 StackSet 自动部
署目标的摘要信息的权限

列表 stackset*    

 ListStack 
SetOperat 
ionResults

授予返回有关堆栈集操作结果
的摘要信息的权限

List stackset*    

 ListStack 
SetOperat 
ions

授予返回有关堆栈集上执行操
作的摘要信息的权限

List stackset*    
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListResourceScans.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListResourceScans.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackInstanceResourceDrifts.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackInstanceResourceDrifts.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackInstanceResourceDrifts.html
#awscloudformation-stackset
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSets.html
#awscloudformation-stackset
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackRefactorActions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackRefactorActions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackRefactorActions.html
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackRefactors.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackRefactors.html
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackResources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackResources.html
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSetAutoDeploymentTargets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSetAutoDeploymentTargets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSetAutoDeploymentTargets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSetAutoDeploymentTargets.html
#awscloudformation-stackset
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSetOperationResults.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSetOperationResults.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSetOperationResults.html
#awscloudformation-stackset
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSetOperations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSetOperations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSetOperations.html
#awscloudformation-stackset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListStack 
Sets

授予返回与用户关联的堆栈集
的摘要信息的权限

列表      

 ListStacks 授予返回状态与指定值 
StackStatusFilter匹配的堆栈摘
要信息的权限。与 DescribeS 
tacks 操作相结合，授予列出堆
栈描述的权限

列表      

 ListTypeR 
egistrations

授予列出 CloudFormation 类型
注册尝试次数的权限

列表      

 ListTypeV 
ersions

授予列出特定 CloudFormation 
类型版本的权限

列表      

 ListTypes 授予列出可用 CloudFormation 
类型的权限

列表      

 PublishType 授予将指定扩展作为该区域的
公共扩展发布到 CloudForm 
ation 注册表的权限

写入      

 RecordHan 
dlerProgress

授予权限以记录处理程序进度 写入 stack*    

 RegisterP 
ublisher

授予在注册 CloudFormation 表
中将账户注册为公共扩展发布
者的权限

写入      

 RegisterT 
ype

授予注册新 CloudFormation 类
型的权限

写入      

 RollbackS 
tack

授予将堆栈回滚到最后一个稳
定状态的权限

写入 stack*    
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStackSets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListStacks.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListTypeRegistrations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListTypeRegistrations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListTypeVersions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListTypeVersions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_ListTypes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_PublishType.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_RecordHandlerProgress.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_RecordHandlerProgress.html
#awscloudformation-stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_RegisterPublisher.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_RegisterPublisher.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_RegisterType.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_RegisterType.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_RollbackStack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_RollbackStack.html
#awscloudformation-stack


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  cloudform 
ation:Rol 
eArn

 

stack*     SetStackP 
olicy

授予为指定堆栈设置堆栈策略
的权限

权限管理

  cloudform 
ation:Sta 
ckPolicyU 
rl

 

 SetTypeCo 
nfiguration

授予在给定账户和区域中为已
注册的 CloudFormation 扩展程
序设置配置数据的权限

写入      

 SetTypeDe 
faultVersion

授予权限以设置某一 
CloudFormation 类型的哪个版
本适用于 CloudFormation 操作

写入      

 SignalRes 
ource

授予向指定资源发送包含成功
或失败状态信号的权限

写入 stack*    

 StartReso 
urceScan

授予权限以开始扫描该账户在
该区域的资源

写入      

 StopStack 
SetOperation

授予停止对堆栈集及其关联堆
栈实例的进行中操作的权限

Write stackset*    

changeset    

stack    

 TagResour 
ce

授予标记 CloudFormation 资源
的权限

标记

stackset    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

cloudform 
ation:Cre 
ateAction

 

 TestType 授予测试已注册扩展程序
的权限，以确保其满足在 
CloudFormation 注册表中发布
的所有必要要求

写入      

changeset    

stack    

stackset    

 UntagReso 
urce

授予权限以取消标记 
CloudFormation 资源

标记

  aws:TagKe 
ys

cloudform 
ation:Cre 
ateAction

 

 UpdateGen 
eratedTem 
plate

授予权限以更新生成的模板 这
可用于更改名称、添加和删
除资源、刷新资源以及更改 
DeletionPolicy 和 UpdateRep 
lacePolicy 设置

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

stack*     UpdateStack 授予依照模板中的指定更新堆
栈的权限

Write

  cloudform 
ation:Res 
ourceType 
s

cloudform 
ation:Rol 
eArn

cloudform 
ation:Sta 
ckPolicyU 
rl

cloudform 
ation:Tem 
plateUrl

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

stackset*    

stackset- 
target

   

 UpdateSta 
ckInstances

授予在指定区域内为指定账户
的堆栈实例更新参数值的权
限。

Write

type    

AWS CloudFormation 697

#awscloudformation-stack
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#awscloudformation-aws_RequestTag___TagKey_
#awscloudformation-aws_RequestTag___TagKey_
#awscloudformation-aws_TagKeys
#awscloudformation-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  cloudform 
ation:Tar 
getRegion

 

stackset*    

stackset- 
target

   

type    

 UpdateSta 
ckSet

授予依照模板中的指定更新堆
栈集的权限

Write

  cloudform 
ation:Rol 
eArn

cloudform 
ation:Tem 
plateUrl

cloudform 
ation:Tar 
getRegion

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateTer 
minationP 
rotection

授予为指定堆栈更新终止保护
的权限

Write stack*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ValidateT 
emplate

授予验证指定模板的权限 读取   cloudform 
ation:Tem 
plateUrl

 

AWS CloudFormation 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 changeset arn:${Partition}:cloudformation:${Re 
gion}:${Account}:changeSet/${ChangeS 
etName}/${Id}

aws:ResourceTag/${ 
TagKey}

 stack arn:${Partition}:cloudformation:${Re 
gion}:${Account}:stack/${StackName}/ 
${Id}

aws:ResourceTag/${ 
TagKey}

 stackset arn:${Partition}:cloudformation:${Re 
gion}:${Account}:stackset/${StackSet 
Name}:${Id}

aws:ResourceTag/${ 
TagKey}

 stackset- 
target

arn:${Partition}:cloudformation:${Re 
gion}:${Account}:stackset-target/${S 
tackSetTarget}

 

 type arn:${Partition}:cloudformation:${Re 
gion}:${Account}:type/resource/${Typ 
e}
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资源类型 ARN 条件键

 generated 
template

arn:${Partition}:cloudformation:${Re 
gion}:${Account}:generatedTemplate/$ 
{Id}

 

 resources 
can

arn:${Partition}:cloudformation:${Re 
gion}:${Account}:resourceScan/${Id}

 

AWS CloudFormation 的条件键

AWS CloudFormation 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 cloudform 
ation:Cha 
ngeSetName

按 AWS CloudFormation 更改集名称筛选访问权限。用于
控制 IAM 用户可执行或删除的更改集

字符串

 cloudform 
ation:Cre 
ateAction

按资源变更的 API 操作的名称筛选访问权限。用于控制哪
些 APIs IAM 用户可以使用在堆栈或堆栈集上添加或删除
标签

字符串

 cloudform 
ation:Imp 

按模板资源类型筛选访问权限，例如 AWS::EC2: 
Instance。用于控制 IAM 用户希望将资源导入堆栈时可以
使用的资源类型

字符串
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条件键 描述 类型

ortResour 
ceTypes

 cloudform 
ation:Res 
ourceTypes

按模板资源类型筛选访问权限，例如 AWS::EC2: 
Instance。用于控制 IAM 用户在创建或更新堆栈时可以使
用的资源类型

ArrayOfString

 cloudform 
ation:RoleArn

按 IAM 服务角色的 ARN 筛选访问权限。用于控制 IAM 用
户在处理堆栈或更改集时可使用的服务角色

ARN

 cloudform 
ation:Sta 
ckPolicyUrl

按 Amazon S3 堆栈策略 URL 筛选访问权限。用于控制在
创建或更新堆栈操作期间 IAM 用户可将哪些堆栈策略关联
到堆栈

字符串

 cloudform 
ation:Tar 
getRegion

按堆栈集目标区域筛选访问权限。用于控制 IAM 用户在创
建或更新堆栈集时可以使用的区域

ArrayOfString

 cloudform 
ation:Tem 
plateUrl

按 Amazon S3 模板 URL 筛选访问权限。用于控制 IAM 用
户在创建或更新堆栈时可以使用的模板

字符串

Amazon 的操作、资源和条件密钥 CloudFront

Amazon CloudFront （服务前缀:cloudfront）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 CloudFront
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• Amazon 定义的资源类型 CloudFront

• Amazon 的条件密钥 CloudFront

Amazon 定义的操作 CloudFront

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AllowVend 
edLogDeli 

授予为分发配置供给日志传输
的权限

权限管理 distribut 
ion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

veryForRe 
source [仅权
限]

 Associate 
Alias

授予将别名关联到 CloudFront 
分配的权限

写入 distribut 
ion*

   

 Associate 
Distribut 
ionTenant 
WebACL

授予将分发租户与 AWS WAF 
Web ACL 关联的权限

写入 distribut 
ion-tenan 
t*

   

 Associate 
Distribut 
ionWebACL

授予将分配与 AWS WAF Web 
ACL 关联的权限

写入 distribut 
ion*

   

 CopyDistr 
ibution

授予复制现有分发和创建新 
Web 分发的权限

写入 distribut 
ion*

  cloudfron 
t:CopyDis 
tribution

cloudfron 
t:CreateD 
istribution

cloudfron 
t:GetDist 
ribution

 CreateAny 
castIpList

授予创建 Anycast 静态 IP 列表
的权限

写入 anycast-i 
p-list*
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-V2-service-specific
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-V2-service-specific
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_AssociateAlias.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_AssociateAlias.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_AssociateDistributionTenantWebACL.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_AssociateDistributionTenantWebACL.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_AssociateDistributionTenantWebACL.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_AssociateDistributionTenantWebACL.html
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_AssociateDistributionWebACL.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_AssociateDistributionWebACL.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_AssociateDistributionWebACL.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CopyDistribution.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CopyDistribution.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateAnycastIpList.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateAnycastIpList.html
#amazoncloudfront-anycast-ip-list
#amazoncloudfront-anycast-ip-list


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCac 
hePolicy

授予向添加新缓存策略的权限 
CloudFront

写入 cache-
policy*

   

 CreateClo 
udFrontOr 
iginAcces 
sIdentity

授予创建新 CloudFront 源访问
身份的权限

写入 origin-ac 
cess-iden 
tity*

   

 CreateCon 
nectionGroup

授予创建连接组的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
tinuousDe 
ploymentP 
olicy

授予向添加新的持续部署策略
的权限 CloudFront

写入 continuou 
s-
deploym 
ent-polic 
y*

   

 CreateDis 
tribution

授予权限以创建新 Web 分配 写入 distribut 
ion*

  cloudfron 
t:CreateC 
onnection 
Group
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#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_TagKeys
#amazoncloudfront-aws_TagKeys
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateCachePolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateCachePolicy.html
#amazoncloudfront-cache-policy
#amazoncloudfront-cache-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateCloudFrontOriginAccessIdentity.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateCloudFrontOriginAccessIdentity.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateCloudFrontOriginAccessIdentity.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateCloudFrontOriginAccessIdentity.html
#amazoncloudfront-origin-access-identity
#amazoncloudfront-origin-access-identity
#amazoncloudfront-origin-access-identity
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateConnectionGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateConnectionGroup.html
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_TagKeys
#amazoncloudfront-aws_TagKeys
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateContinuousDeploymentPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateContinuousDeploymentPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateContinuousDeploymentPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateContinuousDeploymentPolicy.html
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateDistribution.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateDistribution.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDis 
tribution 
Tenant

授予创建分发租户的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateFie 
ldLevelEn 
cryptionC 
onfig

授予权限以创建新的字段级加
密配置

Write      

 CreateFie 
ldLevelEn 
cryptionP 
rofile

授予权限以创建字段级加密配
置文件

写入      

 CreateFun 
ction

授予创建 CloudFront 函数的权
限

写入 function*    

 CreateInv 
alidation

授予权限以创建新的失效批处
理请求

写入 distribut 
ion*

   

 CreateInv 
alidation 
ForDistri 
butionTenant

授予为分发租户创建失效的权
限

写入 distribut 
ion-tenan 
t*

   

 CreateKey 
Group

授予向其添加新密钥组的权限 
CloudFront

写入      

 CreateKey 
ValueStore

授予创建 CloudFront 
KeyValueStore

写入 key-value 
-store*
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https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateDistributionTenant.html
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_TagKeys
#amazoncloudfront-aws_TagKeys
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateFieldLevelEncryptionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateFieldLevelEncryptionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateFieldLevelEncryptionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateFieldLevelEncryptionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateFieldLevelEncryptionProfile.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateFieldLevelEncryptionProfile.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateFieldLevelEncryptionProfile.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateFieldLevelEncryptionProfile.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateFunction.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateFunction.html
#amazoncloudfront-function
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateInvalidation.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateInvalidation.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateInvalidationForDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateInvalidationForDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateInvalidationForDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateInvalidationForDistributionTenant.html
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateKeyGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateKeyGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateKeyValueStore.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateKeyValueStore.html
#amazoncloudfront-key-value-store
#amazoncloudfront-key-value-store


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateMon 
itoringSu 
bscription

授予为指定 CloudFront 分配启
用其他 CloudWatch 指标的权
限。额外指标会产生额外费用

写入      

 CreateOri 
ginAccess 
Control

授予权限以创建新的源访问控
制

写入      

 CreateOri 
ginReques 
tPolicy

授予向添加新的起源请求策略
的权限 CloudFront

写入 origin-re 
quest-pol 
icy*

   

 CreatePub 
licKey

授予向添加新公钥的权限 
CloudFront

写入      

 CreateRea 
ltimeLogC 
onfig

授予权限以创建实时日志配置 写入 realtime- 
log-confi 
g*

   

 CreateRes 
ponseHead 
ersPolicy

授予向添加新的响应标头策略
的权限 CloudFront

写入 response- 
headers-
policy*

   

 CreateSav 
ingsPlan [仅
权限]

授予权限以创建新的 Savings 
Plan

写入      

 CreateStr 
eamingDis 
tribution

授予权限以创建新 RTMP 分配 Write streaming 
-distribu 
tion*

   

 CreateStr 
eamingDis 
tribution 
WithTags

授予权限以创建带标签的新 
RTMP 分配

写入 streaming 
-distribu 
tion*
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https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateMonitoringSubscription.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateMonitoringSubscription.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateMonitoringSubscription.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateOriginAccessControl.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateOriginAccessControl.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateOriginAccessControl.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateOriginRequestPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateOriginRequestPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateOriginRequestPolicy.html
#amazoncloudfront-origin-request-policy
#amazoncloudfront-origin-request-policy
#amazoncloudfront-origin-request-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreatePublicKey.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreatePublicKey.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateRealtimeLogConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateRealtimeLogConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateRealtimeLogConfig.html
#amazoncloudfront-realtime-log-config
#amazoncloudfront-realtime-log-config
#amazoncloudfront-realtime-log-config
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateResponseHeadersPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateResponseHeadersPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateResponseHeadersPolicy.html
#amazoncloudfront-response-headers-policy
#amazoncloudfront-response-headers-policy
#amazoncloudfront-response-headers-policy
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cf-api-permissions-ref.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cf-api-permissions-ref.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateStreamingDistribution.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateStreamingDistribution.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateStreamingDistribution.html
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateStreamingDistributionWithTags.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateStreamingDistributionWithTags.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateStreamingDistributionWithTags.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateStreamingDistributionWithTags.html
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateVpc 
Origin

授予创建 VPC 源的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAny 
castIpList

授予删除 Anycast 静态 IP 列表
的权限

写入 anycast-i 
p-list*

   

 DeleteCac 
hePolicy

授予权限以删除缓存策略 写入 cache-
policy*

   

 DeleteClo 
udFrontOr 
iginAcces 
sIdentity

授予删除 CloudFront 源访问身
份的权限

写入 origin-ac 
cess-iden 
tity*

   

 DeleteCon 
nectionGroup

授予删除连接组的权限 写入 connectio 
n-group*

   

 DeleteCon 
tinuousDe 
ploymentP 
olicy

授予删除持续部署策略的权限 写入 continuou 
s-
deploym 
ent-polic 
y*
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#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_TagKeys
#amazoncloudfront-aws_TagKeys
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateVpcOrigin.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateVpcOrigin.html
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_TagKeys
#amazoncloudfront-aws_TagKeys
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteAnycastIpList.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteAnycastIpList.html
#amazoncloudfront-anycast-ip-list
#amazoncloudfront-anycast-ip-list
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteCachePolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteCachePolicy.html
#amazoncloudfront-cache-policy
#amazoncloudfront-cache-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteCloudFrontOriginAccessIdentity.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteCloudFrontOriginAccessIdentity.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteCloudFrontOriginAccessIdentity.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteCloudFrontOriginAccessIdentity.html
#amazoncloudfront-origin-access-identity
#amazoncloudfront-origin-access-identity
#amazoncloudfront-origin-access-identity
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteConnectionGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteConnectionGroup.html
#amazoncloudfront-connection-group
#amazoncloudfront-connection-group
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteContinuousDeploymentPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteContinuousDeploymentPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteContinuousDeploymentPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteContinuousDeploymentPolicy.html
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDis 
tribution

授予权限以删除 Web 分配 写入 distribut 
ion*

   

 DeleteDis 
tribution 
Tenant

授予删除分发租户的权限 写入 distribut 
ion-tenan 
t*

   

 DeleteFie 
ldLevelEn 
cryptionC 
onfig

授予权限以删除字段级加密配
置

Write field-lev 
el-encryp 
tion-conf 
ig*

   

 DeleteFie 
ldLevelEn 
cryptionP 
rofile

授予权限以删除字段级加密配
置文件

写入 field-lev 
el-encryp 
tion-prof 
ile*

   

 DeleteFun 
ction

授予删除 CloudFront 函数的权
限

写入 function*    

 DeleteKey 
Group

授予权限以删除密钥组 写入      

 DeleteKey 
ValueStore

授予删除权限 CloudFront 
KeyValueStore

写入 key-value 
-store*

   

 DeleteMon 
itoringSu 
bscription

授予禁用指定 CloudFront 分布
的其他 CloudWatch 指标的权
限

写入      

 DeleteOri 
ginAccess 
Control

授予权限以删除源访问控制 写入 origin-ac 
cess-cont 
rol*
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https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteDistribution.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteDistribution.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteDistributionTenant.html
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteFieldLevelEncryptionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteFieldLevelEncryptionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteFieldLevelEncryptionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteFieldLevelEncryptionConfig.html
#amazoncloudfront-field-level-encryption-config
#amazoncloudfront-field-level-encryption-config
#amazoncloudfront-field-level-encryption-config
#amazoncloudfront-field-level-encryption-config
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteFieldLevelEncryptionProfile.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteFieldLevelEncryptionProfile.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteFieldLevelEncryptionProfile.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteFieldLevelEncryptionProfile.html
#amazoncloudfront-field-level-encryption-profile
#amazoncloudfront-field-level-encryption-profile
#amazoncloudfront-field-level-encryption-profile
#amazoncloudfront-field-level-encryption-profile
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteFunction.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteFunction.html
#amazoncloudfront-function
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteKeyGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteKeyGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteKeyValueStore.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteKeyValueStore.html
#amazoncloudfront-key-value-store
#amazoncloudfront-key-value-store
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteMonitoringSubscription.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteMonitoringSubscription.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteMonitoringSubscription.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteOriginAccessControl.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteOriginAccessControl.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteOriginAccessControl.html
#amazoncloudfront-origin-access-control
#amazoncloudfront-origin-access-control
#amazoncloudfront-origin-access-control


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteOri 
ginReques 
tPolicy

授予权限以删除源请求策略 写入 origin-re 
quest-pol 
icy*

   

 DeletePub 
licKey

授予从中删除公钥的权限 
CloudFront

写入      

 DeleteRea 
ltimeLogC 
onfig

授予权限以删除实时日志配置 写入 realtime- 
log-confi 
g*

   

 DeleteRes 
ponseHead 
ersPolicy

授予权限以删除响应标头策略 写入 response- 
headers-
policy*

   

 DeleteStr 
eamingDis 
tribution

授予权限以删除 RTMP 分配 写入 streaming 
-distribu 
tion*

   

 DeleteVpc 
Origin

授予删除 VPC 源的权限 写入 vpcorigin 
*

   

 DescribeF 
unction

授予获取 CloudFront 函数摘要
的权限

读取 function*    

 DescribeK 
eyValueStore

授予获取 CloudFront 
KeyValueStore 摘要的权限

读取 key-value 
-store*

   

 Disassoci 
ateDistri 
butionTen 
antWebACL

授予取消分发租户与 AWS 
WAF Web ACL 关联的权限

写入 distribut 
ion-tenan 
t*
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https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteOriginRequestPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteOriginRequestPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteOriginRequestPolicy.html
#amazoncloudfront-origin-request-policy
#amazoncloudfront-origin-request-policy
#amazoncloudfront-origin-request-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeletePublicKey.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeletePublicKey.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteRealtimeLogConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteRealtimeLogConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteRealtimeLogConfig.html
#amazoncloudfront-realtime-log-config
#amazoncloudfront-realtime-log-config
#amazoncloudfront-realtime-log-config
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteResponseHeadersPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteResponseHeadersPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteResponseHeadersPolicy.html
#amazoncloudfront-response-headers-policy
#amazoncloudfront-response-headers-policy
#amazoncloudfront-response-headers-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteStreamingDistribution.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteStreamingDistribution.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteStreamingDistribution.html
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteVpcOrigin.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DeleteVpcOrigin.html
#amazoncloudfront-vpcorigin
#amazoncloudfront-vpcorigin
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DescribeFunction.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DescribeFunction.html
#amazoncloudfront-function
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DescribeKeyValueStore.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DescribeKeyValueStore.html
#amazoncloudfront-key-value-store
#amazoncloudfront-key-value-store
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DisassociateDistributionTenantWebACL.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DisassociateDistributionTenantWebACL.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DisassociateDistributionTenantWebACL.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DisassociateDistributionTenantWebACL.html
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateDistri 
butionWeb 
ACL

授予取消分配与 AWS WAF 
Web ACL 关联的权限

写入 distribut 
ion*

   

 GetAnycas 
tIpList

授予获取 Anycast 静态 IP 列表
的权限

读取 anycast-i 
p-list*

   

 GetCacheP 
olicy

授予权限以获取缓存策略 Read cache-
policy*

   

 GetCacheP 
olicyConfig

授予权限以获取缓存策略配置 读取 cache-
policy*

   

 GetCloudF 
rontOrigi 
nAccessId 
entity

授予获取有关 CloudFront 源访
问身份信息的权限

读取 origin-ac 
cess-iden 
tity*

   

 GetCloudF 
rontOrigi 
nAccessId 
entityConfig

授予权限以获取有关 
CloudFront 来源访问标识 
(OAI) 配置信息

读取 origin-ac 
cess-iden 
tity*

   

 GetConnec 
tionGroup

授予获取有关连接组信息的权
限

读取 connectio 
n-group*

   

 GetConnec 
tionGroup 
ByRouting 
Endpoint

授予通过指定路由终端节点获
取有关连接组信息的权限

读取 connectio 
n-group*
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https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DisassociateDistributionWebACL.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DisassociateDistributionWebACL.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DisassociateDistributionWebACL.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_DisassociateDistributionWebACL.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetAnycastIpList.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetAnycastIpList.html
#amazoncloudfront-anycast-ip-list
#amazoncloudfront-anycast-ip-list
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetCachePolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetCachePolicy.html
#amazoncloudfront-cache-policy
#amazoncloudfront-cache-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetCachePolicyConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetCachePolicyConfig.html
#amazoncloudfront-cache-policy
#amazoncloudfront-cache-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetCloudFrontOriginAccessIdentity.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetCloudFrontOriginAccessIdentity.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetCloudFrontOriginAccessIdentity.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetCloudFrontOriginAccessIdentity.html
#amazoncloudfront-origin-access-identity
#amazoncloudfront-origin-access-identity
#amazoncloudfront-origin-access-identity
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetCloudFrontOriginAccessIdentityConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetCloudFrontOriginAccessIdentityConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetCloudFrontOriginAccessIdentityConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetCloudFrontOriginAccessIdentityConfig.html
#amazoncloudfront-origin-access-identity
#amazoncloudfront-origin-access-identity
#amazoncloudfront-origin-access-identity
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetConnectionGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetConnectionGroup.html
#amazoncloudfront-connection-group
#amazoncloudfront-connection-group
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetConnectionGroupByRoutingEndpoint.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetConnectionGroupByRoutingEndpoint.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetConnectionGroupByRoutingEndpoint.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetConnectionGroupByRoutingEndpoint.html
#amazoncloudfront-connection-group
#amazoncloudfront-connection-group


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetContin 
uousDeplo 
ymentPolicy

授予获取持续部署策略的权限 读取 continuou 
s-
deploym 
ent-polic 
y*

   

 GetContin 
uousDeplo 
ymentPoli 
cyConfig

授予获取持续部署策略配置的
权限

读取 continuou 
s-
deploym 
ent-polic 
y*

   

 GetDistri 
bution

授予权限以获取有关 Web 分配
信息

Read distribut 
ion*

   

 GetDistri 
butionConfig

授予权限以获取有关分配的配
置信息

读取 distribut 
ion*

   

 GetDistri 
butionTenant

授予获取有关分发租户信息的
权限

读取 distribut 
ion-tenan 
t*

   

 GetDistri 
butionTen 
antByDomain

授予按关联域获取有关分发租
户信息的权限

读取 distribut 
ion-tenan 
t*

   

 GetFieldL 
evelEncry 
ption

授予权限以获取字段级加密配
置信息

Read field-lev 
el-encryp 
tion-conf 
ig*
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https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetContinuousDeploymentPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetContinuousDeploymentPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetContinuousDeploymentPolicy.html
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetContinuousDeploymentPolicyConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetContinuousDeploymentPolicyConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetContinuousDeploymentPolicyConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetContinuousDeploymentPolicyConfig.html
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetDistribution.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetDistribution.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetDistributionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetDistributionConfig.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetDistributionTenant.html
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetDistributionTenantByDomain.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetDistributionTenantByDomain.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetDistributionTenantByDomain.html
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFieldLevelEncryption.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFieldLevelEncryption.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFieldLevelEncryption.html
#amazoncloudfront-field-level-encryption-config
#amazoncloudfront-field-level-encryption-config
#amazoncloudfront-field-level-encryption-config
#amazoncloudfront-field-level-encryption-config


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetFieldL 
evelEncry 
ptionConfig

授予权限以获取字段级加密配
置信息

Read field-lev 
el-encryp 
tion-conf 
ig*

   

 GetFieldL 
evelEncry 
ptionProfile

授予权限以获取字段级加密配
置信息

Read field-lev 
el-encryp 
tion-prof 
ile*

   

 GetFieldL 
evelEncry 
ptionProf 
ileConfig

授予权限以获取字段级加密配
置文件配置信息

读取 field-lev 
el-encryp 
tion-prof 
ile*

   

 GetFunction 授予获取 CloudFront 函数代码
的权限

读取 function*    

 GetInvali 
dation

授予权限以获取有关失效的信
息

读取 distribut 
ion*

   

 GetInvali 
dationFor 
Distribut 
ionTenant

授予获取有关分发租户失效信
息的权限

读取 distribut 
ion-tenan 
t*

   

 GetKeyGro 
up

授予权限以获取密钥组 Read      

 GetKeyGro 
upConfig

授予权限以获取密钥组配置 读取      

 GetManage 
dCertific 
ateDetails

授予获取 CloudFront 托管证书
详细信息的权限

读取 distribut 
ion-tenan 
t*
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https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFieldLevelEncryptionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFieldLevelEncryptionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFieldLevelEncryptionConfig.html
#amazoncloudfront-field-level-encryption-config
#amazoncloudfront-field-level-encryption-config
#amazoncloudfront-field-level-encryption-config
#amazoncloudfront-field-level-encryption-config
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFieldLevelEncryptionProfile.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFieldLevelEncryptionProfile.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFieldLevelEncryptionProfile.html
#amazoncloudfront-field-level-encryption-profile
#amazoncloudfront-field-level-encryption-profile
#amazoncloudfront-field-level-encryption-profile
#amazoncloudfront-field-level-encryption-profile
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFieldLevelEncryptionProfileConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFieldLevelEncryptionProfileConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFieldLevelEncryptionProfileConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFieldLevelEncryptionProfileConfig.html
#amazoncloudfront-field-level-encryption-profile
#amazoncloudfront-field-level-encryption-profile
#amazoncloudfront-field-level-encryption-profile
#amazoncloudfront-field-level-encryption-profile
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetFunction.html
#amazoncloudfront-function
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetInvalidation.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetInvalidation.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetInvalidationForDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetInvalidationForDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetInvalidationForDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetInvalidationForDistributionTenant.html
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetKeyGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetKeyGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetKeyGroupConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetKeyGroupConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetManagedCertificateDetails.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetManagedCertificateDetails.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetManagedCertificateDetails.html
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetMonito 
ringSubsc 
ription

授予权限以获取有关是否为指
定 CloudFront 分配启用了其他 
CloudWatch 指标的信息

读取      

 GetOrigin 
AccessCon 
trol

授予权限以获取源访问控制 读取 origin-ac 
cess-cont 
rol*

   

 GetOrigin 
AccessCon 
trolConfig

授予权限以获取源访问控制配
置

读取 origin-ac 
cess-cont 
rol*

   

 GetOrigin 
RequestPo 
licy

授予权限以获取源请求策略 Read origin-re 
quest-pol 
icy*

   

 GetOrigin 
RequestPo 
licyConfig

授予权限以获取源请求策略配
置

Read origin-re 
quest-pol 
icy*

   

 GetPublic 
Key

授予权限以获取公有密钥信息 Read      

 GetPublic 
KeyConfig

授予权限以获取公有密钥配置
信息

Read      

 GetRealti 
meLogConfig

授予权限以获取实时日志配置 读取 realtime- 
log-confi 
g*

   

 GetRespon 
seHeaders 
Policy

授予权限以获取响应标头策略 读取 response- 
headers-
policy*
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https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetMonitoringSubscription.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetMonitoringSubscription.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetMonitoringSubscription.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetOriginAccessControl.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetOriginAccessControl.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetOriginAccessControl.html
#amazoncloudfront-origin-access-control
#amazoncloudfront-origin-access-control
#amazoncloudfront-origin-access-control
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetOriginAccessControlConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetOriginAccessControlConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetOriginAccessControlConfig.html
#amazoncloudfront-origin-access-control
#amazoncloudfront-origin-access-control
#amazoncloudfront-origin-access-control
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetOriginRequestPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetOriginRequestPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetOriginRequestPolicy.html
#amazoncloudfront-origin-request-policy
#amazoncloudfront-origin-request-policy
#amazoncloudfront-origin-request-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetOriginRequestPolicyConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetOriginRequestPolicyConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetOriginRequestPolicyConfig.html
#amazoncloudfront-origin-request-policy
#amazoncloudfront-origin-request-policy
#amazoncloudfront-origin-request-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetPublicKey.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetPublicKey.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetPublicKeyConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetPublicKeyConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetRealtimeLogConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetRealtimeLogConfig.html
#amazoncloudfront-realtime-log-config
#amazoncloudfront-realtime-log-config
#amazoncloudfront-realtime-log-config
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetResponseHeadersPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetResponseHeadersPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetResponseHeadersPolicy.html
#amazoncloudfront-response-headers-policy
#amazoncloudfront-response-headers-policy
#amazoncloudfront-response-headers-policy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetRespon 
seHeaders 
PolicyConfig

授予权限以获取响应标头策略
配置

读取 response- 
headers-
policy*

   

 GetSaving 
sPlan [仅权
限]

授予权限以获取 Savings Plan 读取      

 GetStream 
ingDistri 
bution

授予权限以获取有关 RTMP 分
配信息

Read streaming 
-distribu 
tion*

   

 GetStream 
ingDistri 
butionConfig

授予权限以获取有关串流分配
的配置信息

读取 streaming 
-distribu 
tion*

   

 GetVpcOri 
gin

授予获取有关 VPC 源信息的权
限

读取 vpcorigin 
*

   

 ListAnyca 
stIpLists

授予列出你的 Anycast 静态 IP 
列表的权限

列表      

 ListCache 
Policies

授予列出为此账户创建的所有
缓存策略 CloudFront 的权限

列表      

 ListCloud 
FrontOrig 
inAccessI 
dentities

授予列出您的 CloudFront 源站
访问身份的权限

列表      

 ListConfl 
ictingAliases

授予列出与给定别名冲突的所
有别名的权限 CloudFront

列表 distribut 
ion*

   

 ListConne 
ctionGroups

授予列出您中的连接组的权限 
AWS 账户

列表      

亚马逊 CloudFront 714

https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetResponseHeadersPolicyConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetResponseHeadersPolicyConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetResponseHeadersPolicyConfig.html
#amazoncloudfront-response-headers-policy
#amazoncloudfront-response-headers-policy
#amazoncloudfront-response-headers-policy
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cf-api-permissions-ref.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cf-api-permissions-ref.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetStreamingDistribution.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetStreamingDistribution.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetStreamingDistribution.html
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetStreamingDistributionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetStreamingDistributionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetStreamingDistributionConfig.html
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetVpcOrigin.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_GetVpcOrigin.html
#amazoncloudfront-vpcorigin
#amazoncloudfront-vpcorigin
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListAnycastIpLists.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListAnycastIpLists.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListCachePolicies.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListCachePolicies.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListCloudFrontOriginAccessIdentities.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListCloudFrontOriginAccessIdentities.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListCloudFrontOriginAccessIdentities.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListCloudFrontOriginAccessIdentities.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListConflictingAliases.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListConflictingAliases.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListConnectionGroups.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListConnectionGroups.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListConti 
nuousDepl 
oymentPol 
icies

授予列出账户中所有持续部署
策略的权限

列表      

 ListDistr 
ibutionTe 
nants

授予列出您的分发租户的权限 
AWS 账户

列表      

 ListDistr 
ibutionTe 
nantsByCu 
stomization

授予按您指定的自定义项列出
分发租户的权限

列表      

 ListDistr 
ibutions

授予列出与您关联的分配的权
限 AWS 账户

列表      

 ListDistr 
ibutionsB 
yAnycastI 
pListId

授予权限以列出您账户中与指
定内容关联的分配 AnycastIp 
ListId

列表      

 ListDistr 
ibutionsB 
yCachePol 
icyId

IDs 为具有与指定缓存策略关
联的缓存行为的分配授予列出
分配的权限

列表      

 ListDistr 
ibutionsB 
yConnecti 
onMode

授予按指定连接模式列出分配
的权限

列表      
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https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListContinuousDeploymentPolicies.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListContinuousDeploymentPolicies.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListContinuousDeploymentPolicies.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListContinuousDeploymentPolicies.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionTenants.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionTenants.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionTenants.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionTenantsByCustomization.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionTenantsByCustomization.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionTenantsByCustomization.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionTenantsByCustomization.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributions.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributions.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByAnycastIpListId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByAnycastIpListId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByAnycastIpListId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByAnycastIpListId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByCachePolicyId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByCachePolicyId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByCachePolicyId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByCachePolicyId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByConnectionMode.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByConnectionMode.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByConnectionMode.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByConnectionMode.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDistr 
ibutionsB 
yKeyGroup

IDs 为具有与指定密钥组关联
的缓存行为的分配授予列出分
配的权限

列表      

 ListDistr 
ibutionsB 
yLambdaFu 
nction [仅权
限]

授予权限以列出与 Lambda 函
数关联的分配

列表      

 ListDistr 
ibutionsB 
yOriginRe 
questPolicyId

IDs 为具有与指定源请求策略
关联的缓存行为的分配授予列
出分配的权限

列表      

 ListDistr 
ibutionsB 
yRealtime 
LogConfig

授予权限以获取具有与指定的
实时日志配置关联的缓存行为
的分配列表

列表      

 ListDistr 
ibutionsB 
yResponse 
HeadersPo 
licyId

授予权限以列出具有与指定响
应标头策略关联的缓存行为的
分配 IDs 的分配

列表      

 ListDistr 
ibutionsB 
yVpcOriginId

授予列 IDs 出与指定 VPC 来源
关联的分配的权限

列表      

 ListDistr 
ibutionsB 
yWebACLId

授予使用给定 AWS WAF Web 
ACL 列出 AWS 账户 与您关联
的分配的权限

列表      
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https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByKeyGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByKeyGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByKeyGroup.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cf-api-permissions-ref.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cf-api-permissions-ref.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cf-api-permissions-ref.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cf-api-permissions-ref.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByOriginRequestPolicyId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByOriginRequestPolicyId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByOriginRequestPolicyId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByOriginRequestPolicyId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByRealtimeLogConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByRealtimeLogConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByRealtimeLogConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByRealtimeLogConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByResponseHeadersPolicyId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByResponseHeadersPolicyId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByResponseHeadersPolicyId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByResponseHeadersPolicyId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByResponseHeadersPolicyId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByVpcOriginId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByVpcOriginId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByVpcOriginId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByWebACLId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByWebACLId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByWebACLId.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

distribut 
ion

    ListDomai 
nConflicts

授予列出指定域的域冲突的权
限

列表

distribut 
ion-tenan 
t

   

 ListField 
LevelEncr 
yptionConfigs

授予列出为此账户创建的所有
字段级加密配置 CloudFront 的
权限

列表      

 ListField 
LevelEncr 
yptionProfiles

授予列出 CloudFront 为此账户
创建的所有字段级加密配置文
件的权限

列表      

 ListFunctions 授予获取 CloudFront 函数列表
的权限

列表      

 ListInval 
idations

授予权限以列出失效批处理 列表 distribut 
ion*

   

 ListInval 
idationsF 
orDistrib 
utionTenant

授予列出分发租户的失效信息
的权限

列表 distribut 
ion-tenan 
t*

   

 ListKeyGr 
oups

授予列出为此账户创建的所有
密钥组 CloudFront 的权限

列表      

 ListKeyVa 
lueStores

授予获取以下列表的权限 
CloudFront KeyValueStores

列表      

 ListOrigi 
nAccessCo 
ntrols

授予权限以列出账户中的所有
源访问控制

列表      
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#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDomainConflicts.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDomainConflicts.html
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListFieldLevelEncryptionConfigs.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListFieldLevelEncryptionConfigs.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListFieldLevelEncryptionConfigs.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListFieldLevelEncryptionProfiles.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListFieldLevelEncryptionProfiles.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListFieldLevelEncryptionProfiles.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListFunctions.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListInvalidations.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListInvalidations.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListInvalidationsForDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListInvalidationsForDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListInvalidationsForDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListInvalidationsForDistributionTenant.html
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListKeyGroups.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListKeyGroups.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListKeyValueStores.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListKeyValueStores.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListOriginAccessControls.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListOriginAccessControls.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListOriginAccessControls.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListOrigi 
nRequestP 
olicies

授予列出已为此账户创建的所
有源请求策略 CloudFront 的权
限

列表      

 ListPubli 
cKeys

授予列出已为此账户添加的所
有公钥 CloudFront 的权限

列表      

 ListRateC 
ards [仅权限]

授予列出账户 CloudFront 价目
表的权限

列表      

 ListRealt 
imeLogCon 
figs

授予权限以获取实时日志配置
列表

列表      

 ListRespo 
nseHeader 
sPolicies

授予列出为此账户创建的所有
响应标头策略 CloudFront 的权
限

列表      

 ListSavin 
gsPlans [仅权
限]

授予权限以列出账户中的 
Savings Plan

列表      

 ListStrea 
mingDistr 
ibutions

授予权限以列出 RTMP 分配 列表      

anycast-i 
p-list

   

connectio 
n-group

   

 ListTagsF 
orResource

授予列出 CloudFront 资源标签
的权限

读取

distribut 
ion
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https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListOriginRequestPolicies.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListOriginRequestPolicies.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListOriginRequestPolicies.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListPublicKeys.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListPublicKeys.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cf-api-permissions-ref.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cf-api-permissions-ref.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListRealtimeLogConfigs.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListRealtimeLogConfigs.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListRealtimeLogConfigs.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListResponseHeadersPolicies.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListResponseHeadersPolicies.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListResponseHeadersPolicies.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cf-api-permissions-ref.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cf-api-permissions-ref.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListStreamingDistributions.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListStreamingDistributions.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListStreamingDistributions.html
#amazoncloudfront-anycast-ip-list
#amazoncloudfront-anycast-ip-list
#amazoncloudfront-connection-group
#amazoncloudfront-connection-group
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListTagsForResource.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

distribut 
ion-tenan 
t

   

vpcorigin    

 ListUsages
[仅权限]

授予列出 CloudFront 使用情况
的权限

列表      

 ListVpcOr 
igins

授予列出 VPC 来源的权限 列表      

 PublishFu 
nction

授予发布 CloudFront 函数的权
限

写入 function*    

anycast-i 
p-list

   

connectio 
n-group

   

distribut 
ion

   

distribut 
ion-tenan 
t

   

streaming 
-distribu 
tion

   

 TagResour 
ce

授予向 CloudFront 资源添加标
签的权限

标记

vpcorigin    
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#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-vpcorigin
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cf-api-permissions-ref.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListVpcOrigins.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListVpcOrigins.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_PublishFunction.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_PublishFunction.html
#amazoncloudfront-function
#amazoncloudfront-anycast-ip-list
#amazoncloudfront-anycast-ip-list
#amazoncloudfront-connection-group
#amazoncloudfront-connection-group
#amazoncloudfront-distribution
#amazoncloudfront-distribution
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_TagResource.html
#amazoncloudfront-vpcorigin


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 TestFunction 授予测试 CloudFront 函数的权
限

写入 function*    

anycast-i 
p-list

   

connectio 
n-group

   

distribut 
ion

   

distribut 
ion-tenan 
t

   

streaming 
-distribu 
tion

   

vpcorigin    

 UntagReso 
urce

授予从 CloudFront 资源中移除
标签的权限

标记

  aws:TagKe 
ys

 

 UpdateCac 
hePolicy

授予权限以更新缓存策略 写入 cache-
policy*
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#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_RequestTag___TagKey_
#amazoncloudfront-aws_TagKeys
#amazoncloudfront-aws_TagKeys
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_TestFunction.html
#amazoncloudfront-function
#amazoncloudfront-anycast-ip-list
#amazoncloudfront-anycast-ip-list
#amazoncloudfront-connection-group
#amazoncloudfront-connection-group
#amazoncloudfront-distribution
#amazoncloudfront-distribution
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution
#amazoncloudfront-streaming-distribution
#amazoncloudfront-vpcorigin
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UntagResource.html
#amazoncloudfront-aws_TagKeys
#amazoncloudfront-aws_TagKeys
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateCachePolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateCachePolicy.html
#amazoncloudfront-cache-policy
#amazoncloudfront-cache-policy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateClo 
udFrontOr 
iginAcces 
sIdentity

授予设置 CloudFront 源访问身
份配置的权限

写入 origin-ac 
cess-iden 
tity*

   

 UpdateCon 
nectionGroup

授予更新连接组的权限 写入 connectio 
n-group*

   

 UpdateCon 
tinuousDe 
ploymentP 
olicy

授予更新持续部署策略的权限 写入 continuou 
s-
deploym 
ent-polic 
y*

   

 UpdateDis 
tribution

授予权限以更新 Web 分配的配
置

写入 distribut 
ion*

   

 UpdateDis 
tribution 
Tenant

授予更新分发租户的权限 写入 distribut 
ion-tenan 
t*

   

 UpdateDis 
tribution 
WithStagi 
ngConfig

授予权限以将暂存 Web 分配的
配置复制到其相应的主 Web 分
配

写入 distribut 
ion*

   

distribut 
ion

    UpdateDom 
ainAssoci 
ation

授予更新域名关联的权限 写入

distribut 
ion-tenan 
t
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https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateCloudFrontOriginAccessIdentity.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateCloudFrontOriginAccessIdentity.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateCloudFrontOriginAccessIdentity.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateCloudFrontOriginAccessIdentity.html
#amazoncloudfront-origin-access-identity
#amazoncloudfront-origin-access-identity
#amazoncloudfront-origin-access-identity
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateConnectionGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateConnectionGroup.html
#amazoncloudfront-connection-group
#amazoncloudfront-connection-group
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateContinuousDeploymentPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateContinuousDeploymentPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateContinuousDeploymentPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateContinuousDeploymentPolicy.html
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
#amazoncloudfront-continuous-deployment-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDistribution.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDistribution.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDistributionTenant.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDistributionTenant.html
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDistributionWithStagingConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDistributionWithStagingConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDistributionWithStagingConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDistributionWithStagingConfig.html
#amazoncloudfront-distribution
#amazoncloudfront-distribution
#amazoncloudfront-distribution
#amazoncloudfront-distribution
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDomainAssociation.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDomainAssociation.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDomainAssociation.html
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant
#amazoncloudfront-distribution-tenant


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateFie 
ldLevelEn 
cryptionC 
onfig

授予权限以更新字段级加密配
置

Write      

 UpdateFie 
ldLevelEn 
cryptionP 
rofile

授予权限以更新字段级加密配
置文件

写入 field-lev 
el-encryp 
tion-prof 
ile*

   

 UpdateFun 
ction

授予更新 CloudFront 函数的权
限

写入 function*    

 UpdateKey 
Group

授予权限以更新密钥组 写入      

 UpdateKey 
ValueStore

授予更新权限 CloudFront 
KeyValueStore

写入 key-value 
-store*

   

 UpdateOri 
ginAccess 
Control

授予权限以更新源访问控制 写入 origin-ac 
cess-cont 
rol*

   

 UpdateOri 
ginReques 
tPolicy

授予权限以更新源请求策略 Write origin-re 
quest-pol 
icy*

   

 UpdatePub 
licKey

授予权限以更新公有密钥信息 Write      

 UpdateRea 
ltimeLogC 
onfig

授予权限以更新实时日志配置 写入 realtime- 
log-confi 
g*
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https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateFieldLevelEncryptionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateFieldLevelEncryptionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateFieldLevelEncryptionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateFieldLevelEncryptionConfig.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateFieldLevelEncryptionProfile.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateFieldLevelEncryptionProfile.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateFieldLevelEncryptionProfile.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateFieldLevelEncryptionProfile.html
#amazoncloudfront-field-level-encryption-profile
#amazoncloudfront-field-level-encryption-profile
#amazoncloudfront-field-level-encryption-profile
#amazoncloudfront-field-level-encryption-profile
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateFunction.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateFunction.html
#amazoncloudfront-function
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateKeyGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateKeyGroup.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateKeyValueStore.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateKeyValueStore.html
#amazoncloudfront-key-value-store
#amazoncloudfront-key-value-store
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateOriginAccessControl.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateOriginAccessControl.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateOriginAccessControl.html
#amazoncloudfront-origin-access-control
#amazoncloudfront-origin-access-control
#amazoncloudfront-origin-access-control
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateOriginRequestPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateOriginRequestPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateOriginRequestPolicy.html
#amazoncloudfront-origin-request-policy
#amazoncloudfront-origin-request-policy
#amazoncloudfront-origin-request-policy
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdatePublicKey.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdatePublicKey.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateRealtimeLogConfig.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRes 
ponseHead 
ersPolicy

授予权限以更新响应标头策略 写入 response- 
headers-
policy*

   

 UpdateSav 
ingsPlan [仅
权限]

授予权限以更新 Savings Plan 写入      

 UpdateStr 
eamingDis 
tribution

授予权限以更新 RTMP 分配的
配置

写入 streaming 
-distribu 
tion*

   

 UpdateVpc 
Origin

授予更新 VPC 来源的权限 写入 vpcorigin 
*

   

 VerifyDns 
Configuration

授予验证指定域的 DNS 配置的
权限

读取 distribut 
ion-tenan 
t

   

Amazon 定义的资源类型 CloudFront

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 distribution arn:${Partition}:cloudfront::${Accou 
nt}:distribution/${DistributionId}

aws:ResourceTag/${ 
TagKey}
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#amazoncloudfront-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 streaming-
distribution

arn:${Partition}:cloudfront::${Accou 
nt}:streaming-distribution/${Distrib 
utionId}

aws:ResourceTag/${ 
TagKey}

 origin-ac 
cess-identity

arn:${Partition}:cloudfront::${Accou 
nt}:origin-access-identity/${Id}

 

 field-level-
encryption-
config

arn:${Partition}:cloudfront::${Accou 
nt}:field-level-encryption-config/${ 
Id}

 

 field-level-
encryption-
profile

arn:${Partition}:cloudfront::${Accou 
nt}:field-level-encryption-profile/$ 
{Id}

 

 cache-policy arn:${Partition}:cloudfront::${Accou 
nt}:cache-policy/${Id}

 

 origin-re 
quest-policy

arn:${Partition}:cloudfront::${Accou 
nt}:origin-request-policy/${Id}

 

 realtime-log-
config

arn:${Partition}:cloudfront::${Accou 
nt}:realtime-log-config/${Name}

 

 function arn:${Partition}:cloudfront::${Accou 
nt}:function/${Name}

 

 key-value-
store

arn:${Partition}:cloudfront::${Accou 
nt}:key-value-store/${Name}

 

 response- 
headers-p 
olicy

arn:${Partition}:cloudfront::${Accou 
nt}:response-headers-policy/${Id}

 

 origin-ac 
cess-control

arn:${Partition}:cloudfront::${Accou 
nt}:origin-access-control/${Id}
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资源类型 ARN 条件键

 continuous-
deployment-
policy

arn:${Partition}:cloudfront::${Accou 
nt}:continuous-deployment-policy/${I 
d}

 

 anycast-ip-
list

arn:${Partition}:cloudfront::${Accou 
nt}:anycast-ip-list/${Id}

aws:ResourceTag/${ 
TagKey}

 vpcorigin arn:${Partition}:cloudfront::${Accou 
nt}:vpcorigin/${Id}

aws:ResourceTag/${ 
TagKey}

 distribution-
tenant

arn:${Partition}:cloudfront::${Accou 
nt}:distribution-tenant/${Id}

aws:ResourceTag/${ 
TagKey}

 connection-
group

arn:${Partition}:cloudfront::${Accou 
nt}:connection-group/${Id}

aws:ResourceTag/${ 
TagKey}

Amazon 的条件密钥 CloudFront

Amazon CloudFront 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString
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Amazon 的操作、资源和条件密钥 CloudFront KeyValueStore

Amazon CloudFront KeyValueStore （服务前缀:cloudfront-keyvaluestore）提供以下特定于服
务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 CloudFront KeyValueStore

• Amazon 定义的资源类型 CloudFront KeyValueStore

• Amazon 的条件密钥 CloudFront KeyValueStore

Amazon 定义的操作 CloudFront KeyValueStore

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

亚马逊 CloudFront KeyValueStore 726

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
https://docs.aws.amazon.com/cloudfront/latest/APIReference/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html


服务授权参考 服务授权参考

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteKey 授予删除键所指定键值对的权
限

写入 key-value 
-store*

   

 DescribeK 
eyValueStore

授予返回键值存储元数据信息
的权限

读取 key-value 
-store*

   

 GetKey 授予返回键值对的权限 读取 key-value 
-store*

   

 ListKeys 授予返回键值对列表的权限 列表 key-value 
-store*

   

 PutKey 授予创建新键值对或替换现有
键的值的权限

写入 key-value 
-store*

   

 UpdateKeys 授予在单个 all-or-nothing操作
中放置或删除多个键值对的权
限

写入 key-value 
-store*

   

Amazon 定义的资源类型 CloudFront KeyValueStore

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 key-value-
store

arn:${Partition}:cloudfront::${Accou 
nt}:key-value-store/${ResourceId}

 

Amazon 的条件密钥 CloudFront KeyValueStore

CloudFront KeyValueStore 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有
关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS CloudHSM 的操作、资源和条件键

AWS CloudHSM（服务前缀cloudhsm:）提供以下特定于服务的资源、操作和条件上下文密钥，用于 
IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS CloudHSM 定义的操作

• AWS CloudHSM 定义的资源类型

• AWS CloudHSM 的条件键

AWS CloudHSM 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

AWS CloudHSM 728

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/kvs-with-functions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/kvs-with-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/
https://docs.aws.amazon.com/cloudhsm/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html


服务授权参考 服务授权参考

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

backup*   cloudhsm: 
CopyBacku 
pToRegion

cloudhsm: 
TagResour 
ce

cloudhsm: 
UntagReso 
urce

 CopyBacku 
pToRegion

授予在指定区域创建备份副本
的权限

写入

  aws:Reque 
stTag/${T 
agKey}
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#awscloudhsm-aws_RequestTag___TagKey_
#awscloudhsm-aws_RequestTag___TagKey_
#awscloudhsm-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateClu 
ster

授予创建新 AWS CloudHSM 
集群的权限

写入 backup   cloudhsm: 
TagResour 
ce

ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eSecurity 
Group

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Revok 
eSecurity 
GroupEgre 
ss

iam:Creat 
eServiceL 
inkedRole
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https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_CreateCluster.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_CreateCluster.html
#awscloudhsm-backup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awscloudhsm-aws_RequestTag___TagKey_
#awscloudhsm-aws_RequestTag___TagKey_
#awscloudhsm-aws_RequestTag___TagKey_
#awscloudhsm-aws_TagKeys
#awscloudhsm-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateHsm 授予在指定的 C AWS 
loudHSM 集群中创建新硬件安 
全模块 (HSM) 的权限

写入 cluster*   ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eSecurity 
Group

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s
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https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_CreateHsm.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Revok 
eSecurity 
GroupEgre 
ss

 DeleteBac 
kup

授予删除指定的 CloudHSM 备
份的权限

写入 backup*    

 DeleteClu 
ster

授予删除指定 AWS CloudHSM 
集群的权限

写入 cluster*   ec2:Delet 
eNetworkI 
nterface

ec2:Delet 
eSecurity 
Group

 DeleteHsm 授予删除指定的 HSM 的权限 写入     ec2:Delet 
eNetworkI 
nterface

 DeleteRes 
ourcePolicy

授予权限以删除附加到 
CloudHSM 资源的策略

写入 backup*    

 DescribeB 
ackups

授予获取有关 AWS CloudHSM 
集群备份信息的权限

读取      

 DescribeC 
lusters

授予获取有关 AWS CloudHSM 
集群信息的权限

读取      

 GetResour 
cePolicy

授予获取与 AWS CloudHSM 
资源关联的策略相关信息的权
限

读取 backup*    

 Initializ 
eCluster

授予申领 AWS CloudHSM 集
群的权限

写入 cluster*    
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https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_DeleteBackup.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_DeleteBackup.html
#awscloudhsm-backup
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_DeleteCluster.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_DeleteCluster.html
#awscloudhsm-cluster
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_DeleteHsm.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_DeleteResourcePolicy.html
#awscloudhsm-backup
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_DescribeBackups.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_DescribeBackups.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_GetResourcePolicy.html
#awscloudhsm-backup
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_InitializeCluster.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_InitializeCluster.html
#awscloudhsm-cluster
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

backup     ListTags 授予获取指定 AWS CloudHSM 
集群的标签列表的权限

读取

cluster    

 ModifyBac 
kupAttributes

授予修改 AWS CloudHSM 备
份属性的权限

写入 backup*    

 ModifyClu 
ster

授予修改 AWS CloudHSM 集
群的权限

写入 cluster*   ec2:Descr 
ibeSubnet 
s

 PutResour 
cePolicy

授予将策略附加到 AWS 
CloudHSM 资源的权限

写入 backup*    

 RestoreBa 
ckup

授予还原指定的 CloudHSM 备
份的权限

写入 backup*    

backup    

cluster    

 TagResour 
ce

授予为指定 Clou AWS dHSM 
集群添加或覆盖一个或多个标
签的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

backup    

cluster    

 UntagReso 
urce

授予从指定的 AWS CloudHSM 
集群中删除一个或多个指定标
签的权限

标记

  aws:TagKe 
ys
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#awscloudhsm-backup
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_ListTags.html
#awscloudhsm-cluster
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_ModifyBackupAttributes.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_ModifyBackupAttributes.html
#awscloudhsm-backup
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_ModifyCluster.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_ModifyCluster.html
#awscloudhsm-cluster
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_PutResourcePolicy.html
#awscloudhsm-backup
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_RestoreBackup.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_RestoreBackup.html
#awscloudhsm-backup
#awscloudhsm-backup
#awscloudhsm-cluster
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_TagResource.html
#awscloudhsm-aws_RequestTag___TagKey_
#awscloudhsm-aws_RequestTag___TagKey_
#awscloudhsm-aws_RequestTag___TagKey_
#awscloudhsm-aws_TagKeys
#awscloudhsm-aws_TagKeys
#awscloudhsm-backup
#awscloudhsm-cluster
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cloudhsm/latest/APIReference/API_UntagResource.html
#awscloudhsm-aws_TagKeys
#awscloudhsm-aws_TagKeys
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AWS CloudHSM 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 backup arn:${Partition}:cloudhsm:${Region}: 
${Account}:backup/${CloudHsmBackupIn 
stanceName}

aws:ResourceTag/${ 
TagKey}

 cluster arn:${Partition}:cloudhsm:${Region}: 
${Account}:cluster/${CloudHsmCluster 
InstanceName}

aws:ResourceTag/${ 
TagKey}

AWS CloudHSM 的条件键

AWS CloudHSM 定义了以下可以在 IAM 策略元素Condition中使用的条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/cloudhsm/latest/userguide/backups.html
#awscloudhsm-aws_ResourceTag___TagKey_
#awscloudhsm-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/cloudhsm/latest/userguide/clusters.html
#awscloudhsm-aws_ResourceTag___TagKey_
#awscloudhsm-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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Amazon 的操作、资源和条件密钥 CloudSearch

Amazon CloudSearch （服务前缀:cloudsearch）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 CloudSearch

• Amazon 定义的资源类型 CloudSearch

• Amazon 的条件密钥 CloudSearch

Amazon 定义的操作 CloudSearch

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/cloudsearch/latest/developerguide/
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/api-ref.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/access_permissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddTags 将资源标签附加到 Amazon 
CloudSearch 域名

标记 domain*    

 BuildSugg 
esters

为搜索建议编制索引 写入 domain*    

 CreateDom 
ain

创建新的搜索域 写入 domain*    

 DefineAna 
lysisScheme

配置可应用于文本或文本数组
字段以定义特定于语言的文本
处理选项的分析方案

写入 domain*    

 DefineExp 
ression

为搜索域配置表达式 写入 domain*    

 DefineInd 
exField

为搜索 IndexField 域配置一个 写入 domain*    

 DefineSug 
gester

为域配置建议索引 写入 domain*    

 DeleteAna 
lysisScheme

删除分析方案 写入 domain*    
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_AddTags.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_BuildSuggesters.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_BuildSuggesters.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_CreateDomain.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_CreateDomain.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DefineAnalysisScheme.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DefineAnalysisScheme.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DefineExpression.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DefineExpression.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DefineIndexField.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DefineIndexField.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DefineSuggester.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DefineSuggester.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DeleteAnalysisScheme.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DeleteAnalysisScheme.html
#amazoncloudsearch-domain
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDom 
ain

永久删除搜索域及其所有数据 写入 domain*    

 DeleteExp 
ression

从搜索域中删除表达式 写入 domain*    

 DeleteInd 
exField

IndexField 从搜索域中移除 写入 domain*    

 DeleteSug 
gester

删除建议索引 写入 domain*    

 DescribeA 
nalysisSc 
hemes

获取为域配置的分析方案 读取 domain*    

 DescribeA 
vailabili 
tyOptions

获取为域配置的可用性选项 读取 domain*    

 DescribeD 
omainEndp 
ointOptions

获取为域配置的域端点选项 读取 domain*    

 DescribeD 
omains

获取有关此账户所拥有的搜索
域的信息

列表 domain*    

 DescribeE 
xpressions

获取为搜索域配置的表达式 读取 domain*    

 DescribeI 
ndexFields

获取有关为搜索域配置的索引
字段的信息

读取 domain*    
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https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DeleteDomain.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DeleteDomain.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DeleteExpression.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DeleteExpression.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DeleteIndexField.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DeleteIndexField.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DeleteSuggester.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DeleteSuggester.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeAnalysisSchemes.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeAnalysisSchemes.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeAnalysisSchemes.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeAvailabilityOptions.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeAvailabilityOptions.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeAvailabilityOptions.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeDomainEndpointOptions.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeDomainEndpointOptions.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeDomainEndpointOptions.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeDomains.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeDomains.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeExpressions.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeExpressions.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeIndexFields.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeIndexFields.html
#amazoncloudsearch-domain
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
calingPar 
ameters

获取为域配置的扩展参数 读取 domain*    

 DescribeS 
erviceAcc 
essPolicies

获取有关控制域文档和搜索端
点访问权限的访问策略的信息

读取 domain*    

 DescribeS 
uggesters

获取为域配置的建议索引 读取 domain*    

 IndexDocu 
ments

告诉搜索域开始使用最新的索
引选项为其文档编制索引

写入 domain*    

 ListDomai 
nNames

列出账户所拥有的所有搜索域 列表 domain*    

 ListTags 显示 Amazon CloudSearch 域
名的所有资源标签

读取 domain*    

 RemoveTag 
s

从 Amazon ES 域中删除指定
的资源标签

标记 domain*    

 UpdateAva 
ilability 
Options

为域配置可用性选项 写入 domain*    

 UpdateDom 
ainEndpoi 
ntOptions

为域配置域端点选项 写入 domain*    

 UpdateSca 
lingParam 
eters

为域配置扩展参数 写入 domain*    
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https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeScalingParameters.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeScalingParameters.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeScalingParameters.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeServiceAccessPolicies.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeServiceAccessPolicies.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeServiceAccessPolicies.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeSuggesters.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_DescribeSuggesters.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_IndexDocuments.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_IndexDocuments.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_ListDomainNames.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_ListDomainNames.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_ListTags.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_RemoveTags.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_RemoveTags.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_UpdateAvailabilityOptions.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_UpdateAvailabilityOptions.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_UpdateAvailabilityOptions.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_UpdateDomainEndpointOptions.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_UpdateDomainEndpointOptions.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_UpdateDomainEndpointOptions.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_UpdateScalingParameters.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_UpdateScalingParameters.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_UpdateScalingParameters.html
#amazoncloudsearch-domain
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSer 
viceAcces 
sPolicies

配置控制域的文档和搜索端点
访问权限的访问规则

权限管理 domain*    

 document
[仅权限]

允许访问文档服务操作 写入 domain    

 search [仅权
限]

允许访问搜索操作 读取 domain    

 suggest [仅
权限]

允许访问建议操作 读取 domain    

Amazon 定义的资源类型 CloudSearch

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

Note

有关在 IAM 政策 ARNs 中使用亚马逊 CloudSearch 资源的信息，请参阅亚马逊 CloudSearch
开发者指南 CloudSearch ARNs中的亚马逊。

资源类型 ARN 条件键

 domain arn:${Partition}:cloudsearch:${Regio 
n}:${Account}:domain/${DomainName}
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https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_UpdateServiceAccessPolicies.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_UpdateServiceAccessPolicies.html
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/API_UpdateServiceAccessPolicies.html
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/configuring-access.html#cloudsearch-actions
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/configuring-access.html#cloudsearch-actions
#amazoncloudsearch-domain
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/configuring-access.html#cloudsearch-actions
#amazoncloudsearch-domain
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/configuring-access.html#cloudsearch-arns
https://docs.aws.amazon.com/cloudsearch/latest/developerguide/creating-domains.html
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Amazon 的条件密钥 CloudSearch

CloudSearch 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务均
可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS CloudShell 的操作、资源和条件键

AWS CloudShell （服务前缀:cloudshell）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS CloudShell 定义的操作

• AWS CloudShell 定义的资源类型

• AWS CloudShell 的条件键

AWS CloudShell 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ApproveCo 
mmand [仅权
限]

授予批准其他 AWS 服务发送
的命令的权限

读取 Environme 
nt*

   

 CreateEnv 
ironment [仅
权限]

授予创建 CloudShell 环境的权
限

写入   cloudshel 
l:Securit 
yGroupIds

cloudshel 
l:SubnetI 
ds

cloudshel 
l:VpcIds

 

 CreateSes 
sion [仅权限]

授予从连接到 CloudShell 环
境的权限 AWS Management 
Console

写入 Environme 
nt*

   

 DeleteEnv 
ironment [仅
权限]

授予删除 CloudShell 环境的权
限

写入 Environme 
nt*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#ApproveCommand
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#ApproveCommand
#awscloudshell-Environment
#awscloudshell-Environment
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#CreateEnvironment
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#CreateEnvironment
#awscloudshell-cloudshell_SecurityGroupIds
#awscloudshell-cloudshell_SecurityGroupIds
#awscloudshell-cloudshell_SecurityGroupIds
#awscloudshell-cloudshell_SecurityGroupIds
#awscloudshell-cloudshell_SubnetIds
#awscloudshell-cloudshell_SubnetIds
#awscloudshell-cloudshell_SubnetIds
#awscloudshell-cloudshell_VpcIds
#awscloudshell-cloudshell_VpcIds
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#CreateSession
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#CreateSession
#awscloudshell-Environment
#awscloudshell-Environment
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#DeleteEnvironment
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#DeleteEnvironment
#awscloudshell-Environment
#awscloudshell-Environment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeE 
nvironments
[仅权限]

授予权限以返回现有用户环境
的描述

列表      

 GetEnviro 
nmentStatus
[仅权限]

授予读取 CloudShell 环境状态
的权限

读取 Environme 
nt*

   

 GetFileDo 
wnloadUrls
[仅权限]

授予从 CloudShell 环境下载文
件的权限

写入 Environme 
nt*

   

 GetFileUp 
loadUrls [仅
权限]

授予将文件上传到 CloudShell 
环境的权限

写入 Environme 
nt*

   

 PutCreden 
tials [仅权限]

授予将控制台凭据转发到环境
的权限

Write Environme 
nt*

   

 StartEnvi 
ronment [仅
权限]

授予启动已停止 CloudShell 环
境的权限

写入 Environme 
nt*

   

 StopEnvir 
onment [仅权
限]

授予停止运行 CloudShell 环境
的权限

写入 Environme 
nt*

   

AWS CloudShell 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#DescribeEnvironments
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#DescribeEnvironments
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#GetEnvironmentStatus
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#GetEnvironmentStatus
#awscloudshell-Environment
#awscloudshell-Environment
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#GetFileDownloadUrls
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#GetFileDownloadUrls
#awscloudshell-Environment
#awscloudshell-Environment
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#GetFileUploadUrls
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#GetFileUploadUrls
#awscloudshell-Environment
#awscloudshell-Environment
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#PutCredentials
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#PutCredentials
#awscloudshell-Environment
#awscloudshell-Environment
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#StartEnvironment
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#StartEnvironment
#awscloudshell-Environment
#awscloudshell-Environment
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#StopEnvironment
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#StopEnvironment
#awscloudshell-Environment
#awscloudshell-Environment
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 Environment arn:${Partition}:cloudshell:${Region 
}:${Account}:environment/${Environme 
ntId}

 

AWS CloudShell 的条件键

AWS CloudShell 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一
步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 cloudshel 
l:Securit 
yGroupIds

按安全组 ID 筛选访问权限。在 CreateEnvironment 操作
期间可用

ArrayOfString

 cloudshel 
l:SubnetIds

按子网 ID 筛选访问权限。在 CreateEnvironment 操作期
间可用

ArrayOfString

 cloudshel 
l:VpcIds

按 VPC ID 筛选访问权限。在 CreateEnvironment 操作期
间可用

ArrayOfString

AWS CloudTrail 的操作、资源和条件键

AWS CloudTrail （服务前缀:cloudtrail）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html#Environment
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/aws-cloudshell-vpc-permissions-1.html#vpc-condition-keys-examples-1
https://docs.aws.amazon.com/cloudshell/latest/userguide/aws-cloudshell-vpc-permissions-1.html#vpc-condition-keys-examples-1
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https://docs.aws.amazon.com/cloudshell/latest/userguide/aws-cloudshell-vpc-permissions-1.html#vpc-condition-keys-examples-1
https://docs.aws.amazon.com/cloudshell/latest/userguide/aws-cloudshell-vpc-permissions-1.html#vpc-condition-keys-examples-1
https://docs.aws.amazon.com/cloudshell/latest/userguide/aws-cloudshell-vpc-permissions-1.html#vpc-condition-keys-examples-1
https://docs.aws.amazon.com/cloudshell/latest/userguide/aws-cloudshell-vpc-permissions-1.html#vpc-condition-keys-examples-1
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/security_iam_service-with-iam.html
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主题

• AWS CloudTrail 定义的操作

• AWS CloudTrail 定义的资源类型

• AWS CloudTrail 的条件键

AWS CloudTrail 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

channel    

dashboard    

eventdata 
store

   

trail    

 AddTags 授予向跟踪、事件数据存储、
频道或仪表板添加一个或多个
标签的权限，上限为 50

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CancelQuery 授予权限以取消正在运行的查
询

写入 eventdata 
store*

   

channel*   cloudtrai 
l:AddTags

eventdata 
store*

   

 CreateCha 
nnel

授予权限以创建通道 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDas 
hboard

授予创建仪表板的权限 写入 dashboard 
*

  cloudtrai 
l:AddTags
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#awscloudtrail-channel
#awscloudtrail-dashboard
#awscloudtrail-dashboard
#awscloudtrail-eventdatastore
#awscloudtrail-eventdatastore
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https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AddTags.html
#awscloudtrail-aws_RequestTag___TagKey_
#awscloudtrail-aws_RequestTag___TagKey_
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#awscloudtrail-aws_TagKeys
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https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_CreateDashboard.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cloudtrai 
l:StartDa 
shboardRe 
fresh

cloudtrai 
l:StartQu 
ery

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awscloudtrail-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

eventdata 
store*

  cloudtrai 
l:AddTags

iam:Creat 
eServiceL 
inkedRole

iam:GetRo 
le

kms:Decry 
pt

kms:Gener 
ateDataKe 
y

organizat 
ions:List 
AWSServic 
eAccessFo 
rOrganiza 
tion

 CreateEve 
ntDataStore

授予权限以创建事件数据存储 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSer 
viceLinke 
dChannel [仅
权限]

授予创建服务相关通道的权
限，该通道指定向服务传送日
志数据的设置 AWS

写入 channel*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

trail*   cloudtrai 
l:AddTags

iam:Creat 
eServiceL 
inkedRole

iam:GetRo 
le

organizat 
ions:List 
AWSServic 
eAccessFo 
rOrganiza 
tion

 CreateTrail 授予权限以创建跟踪，它指定
将日志数据传送到 Amazon S3 
存储桶的设置

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCha 
nnel

授予权限以删除通道 写入 channel*    

 DeleteDas 
hboard

授予权限以删除控制面板 写入 dashboard 
*

   

 DeleteEve 
ntDataStore

授予权限以删除事件数据存储 写入 eventdata 
store*

   

 DeleteRes 
ourcePolicy

授予从提供的资源中删除资源
策略的权限

写入 channel    
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#awscloudtrail-trail
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dashboard    

eventdata 
store

   

 DeleteSer 
viceLinke 
dChannel [仅
权限]

授予删除服务相关通道的权限 写入 channel*    

 DeleteTrail 授予权限以删除跟踪 写入 trail*    

 Deregiste 
rOrganiza 
tionDeleg 
atedAdmin

授予将 Organization AWS s 成
员账户注销为委托管理员的权
限

写入     organizat 
ions:Dere 
gisterDel 
egatedAdm 
inistrator

organizat 
ions:List 
AWSServic 
eAccessFo 
rOrganiza 
tion

 DescribeQ 
uery

授予权限以列出查询的详细信
息

读取 eventdata 
store*

   

 DescribeT 
rails

授予权限以列出与您的账户的
当前区域关联的跟踪的设置

读取      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DisableFe 
deration

授予使用 Glue 数据目录禁用事
件数据存储数据 AWS 联合的
权限

写入 eventdata 
store*

  glue:Dele 
teDatabas 
e

glue:Dele 
teTable

glue:Pass 
Connectio 
n

lakeforma 
tion:Dere 
gisterRes 
ource

lakeforma 
tion:Regi 
sterResou 
rce
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 EnableFed 
eration

授予使用 Glue 数据目录启用事
件数据存储数据 AWS 联合的
权限

写入 eventdata 
store*

  glue:Crea 
teDatabas 
e

glue:Crea 
teTable

iam:GetRo 
le

iam:PassR 
ole

lakeforma 
tion:Dere 
gisterRes 
ource

lakeforma 
tion:Regi 
sterResou 
rce

 GenerateQ 
uery

授予使用 La CloudTrail ke 查
询生成器为指定事件数据存储
生成查询的权限

写入 eventdata 
store*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GenerateQ 
ueryResul 
tsSummary
 [仅权限]

授予使用 CloudTrail 自然语言
生成器为指定查询生成结果摘
要的权限

读取 eventdata 
store*

  cloudtrai 
l:GetQuer 
yResults

kms:Decry 
pt

kms:Gener 
ateDataKe 
y

 GetChannel 授予返回有关特定通道的信息
的权限

读取 channel*    

 GetDashbo 
ard

授予列出仪表板设置的权限 读取 dashboard 
*

   

 GetEventC 
onfiguration

授予列出为事件数据存储配置
的事件配置的权限

读取 eventdata 
store*

   

 GetEventD 
ataStore

授予权限以列出事件数据存储
的设置

读取 eventdata 
store*

   

 GetEventD 
ataStoreData

授予使用 Glue 数据目录从事件
数据存储中 AWS 获取数据的
权限

读取 eventdata 
store*

  kms:Decry 
pt

kms:Gener 
ateDataKe 
y

 GetEventS 
electors

授予权限以列出为跟踪配置的
事件选择器的设置

读取 trail*    

 GetImport 授予返回有关特定导入的信息
的权限

读取      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

eventdata 
store

    GetInsigh 
tSelectors

授予列出为跟踪或事件数据存
储配置的 CloudTrail Insights 
选择器的权限

读取

trail    

 GetQueryR 
esults

授予权限以提取完整查询的结
果

读取 eventdata 
store*

  kms:Decry 
pt

kms:Gener 
ateDataKe 
y

channel    

dashboard    

 GetResour 
cePolicy

授予获取附加到提供的资源中
资源策略的权限

读取

eventdata 
store

   

 GetServic 
eLinkedCh 
annel [仅权
限]

授予列出服务相关通道设置的
权限

读取 channel*    

 GetTrail 授予权限以列出跟踪设置 Read trail*    

 GetTrailS 
tatus

授予权限以检索有关指定跟踪
的信息的 JSON 格式列表

读取 trail*    

 ListChannels 授予列出当前账户中的通道及
其来源名称的权限

列表      

 ListDashb 
oards

授予列出与您账户当前区域关
联的仪表板的权限

列表      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEvent 
DataStores

授予权限以列出与您账户的当
前区域关联的事件数据存储

列表      

 ListImpor 
tFailures

授予返回指定导入的失败列表
的权限

读取      

 ListImports 授予返回所有导入信息的权
限，或者返回由 ImportStatus 
或目的地选择的一组导入信息
的权限

列表      

 ListPubli 
cKeys

授予权限以列出使用私有密钥
对指定时间范围的跟踪摘要文
件进行签名的公有密钥

读取      

 ListQueries 授予权限以列出与事件数据存
储关联的查询

列表 eventdata 
store*

   

 ListServi 
ceLinkedC 
hannels [仅权
限]

授予列出与指定账户的当前区
域关联的服务相关通道的权限

列表      

channel    

dashboard    

eventdata 
store

   

 ListTags 授予列出当前区域中跟踪、事
件数据存储、频道或仪表板标
签的权限

读取

trail    

 ListTrails 授予权限以列出与您账户的当
前区域关联的跟踪

列表      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 LookupEve 
nts

授予权限以查找和检索由您账
户中创建、更新或删除资源 
CloudTrail 所捕获的 API 活动
事件的指标数据

读取      

 PutEventC 
onfiguration

授予为事件数据存储创建和更
新事件配置的权限

写入 eventdata 
store*

  iam:Creat 
eServiceL 
inkedRole

iam:GetRo 
le

 PutEventS 
electors

授予权限以便为跟踪创建和更
新事件选择器

写入 trail*    

eventdata 
store

    PutInsigh 
tSelectors

授予为跟踪或事件数据存储创
建和更新 CloudTrail Insights 
选择器的权限

写入

trail    

channel    

dashboard    

 PutResour 
cePolicy

授予将资源策略附加到提供的
资源的权限

写入

eventdata 
store
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RegisterO 
rganizati 
onDelegat 
edAdmin

授予将 Organizat AWS ions 成
员账户注册为委托管理员的权
限

写入     iam:Creat 
eServiceL 
inkedRole

iam:GetRo 
le

organizat 
ions:List 
AWSServic 
eAccessFo 
rOrganiza 
tion

organizat 
ions:Regi 
sterDeleg 
atedAdmin 
istrator

channel    

dashboard    

eventdata 
store

   

trail    

 RemoveTag 
s

授予从跟踪、事件数据存储、
频道或仪表板中移除标签的权
限

标记

  aws:TagKe 
ys

 

 RestoreEv 
entDataStore

授予权限以恢复事件数据存储 写入 eventdata 
store*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SearchSam 
pleQueries

授予对 La CloudTrail ke 示例
查询执行语义搜索的权限

读取      

 StartDash 
boardRefresh

授予在指定仪表板上开始刷新
的权限

写入 dashboard 
*

  cloudtrai 
l:StartQu 
ery

 StartEven 
tDataStor 
eIngestion

授予权限以开始在事件数据存
储上提取

写入 eventdata 
store*

   

 StartImport 授予开始将记录的跟踪事件从
源 S3 桶导入到目标事件数据
存储的权限

写入      

 StartLogging 授予开始记录 AWS API 调用
和跟踪日志文件传输的权限

写入 trail*    

 StartQuery 授予权限以启动指定事件数据
存储的新查询

写入 eventdata 
store*

  kms:Decry 
pt

kms:Gener 
ateDataKe 
y

 StopEvent 
DataStore 
Ingestion

授予权限以停止在事件数据存
储上提取

写入 eventdata 
store*

   

 StopImport 授予停止指定导入的权限 写入      

 StopLogging 授予停止记录 AWS API 调用
和跟踪日志文件传输的权限

写入 trail*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCha 
nnel

授予权限以更新通道 写入 channel*    

 UpdateDas 
hboard

授予权限以更新控制面板 写入 dashboard 
*

  cloudtrai 
l:StartDa 
shboardRe 
fresh

cloudtrai 
l:StartQu 
ery

 UpdateEve 
ntDataStore

授予权限以更新事件数据存储 写入 eventdata 
store*

  iam:Creat 
eServiceL 
inkedRole

iam:GetRo 
le

kms:Decry 
pt

kms:Gener 
ateDataKe 
y

organizat 
ions:List 
AWSServic 
eAccessFo 
rOrganiza 
tion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSer 
viceLinke 
dChannel [仅
权限]

授予更新服务相关通道设置的
权限，以便将日志数据传送到
服务 AWS

写入 channel*    

 UpdateTrail 授予权限以更新指定日志文件
传送的设置

写入 trail*   iam:Creat 
eServiceL 
inkedRole

iam:GetRo 
le

organizat 
ions:List 
AWSServic 
eAccessFo 
rOrganiza 
tion

AWS CloudTrail 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

Note

对于控制 CloudTrail 操作访问权限的策略，资源元素始终设置为 “*”。有关在 IAM 策略 ARNs 
中使用资源的信息，请参阅AWS CloudTrail 用户指南中的如何 AWS CloudTrail 使用 IAM。
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资源类型 ARN 条件键

 trail arn:${Partition}:cloudtrail:${Region 
}:${Account}:trail/${TrailName}

aws:ResourceTag/${ 
TagKey}

 eventdata 
store

arn:${Partition}:cloudtrail:${Region 
}:${Account}:eventdatastore/${EventD 
ataStoreId}

aws:ResourceTag/${ 
TagKey}

 channel arn:${Partition}:cloudtrail:${Region 
}:${Account}:channel/${ChannelId}

aws:ResourceTag/${ 
TagKey}

 dashboard arn:${Partition}:cloudtrail:${Region 
}:${Account}:dashboard/${DashboardNa 
me}

aws:ResourceTag/${ 
TagKey}

AWS CloudTrail 的条件键

AWS CloudTrail 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一
步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签筛选访问 字符串

 aws:TagKeys 按请求中的标签键筛选访问 ArrayOfString
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AWS CloudTrail 数据的操作、资源和条件键

AWS CloudTrail 数据（服务前缀:cloudtrail-data）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS CloudTrail 数据定义的操作

• AWS CloudTrail 数据定义的资源类型

• AWS CloudTrail 数据的条件键

由 AWS CloudTrail 数据定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

AWS CloudTrail 数据 763

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtraildata/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html


服务授权参考 服务授权参考

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutAuditE 
vents

授予将您的应用程序事件提取
到 Lake 的权限 CloudTrail

写入 channel*    

AWS CloudTrail 数据定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

Note

对于控制 CloudTrail 操作访问权限的策略，资源元素始终设置为 “*”。有关在 IAM 策略 ARNs 
中使用资源的信息，请参阅AWS CloudTrail 用户指南中的如何 AWS CloudTrail 使用 IAM。

资源类型 ARN 条件键

 channel arn:${Partition}:cloudtrail:${Region 
}:${Account}:channel/${ChannelId}

aws:ResourceTag/${ 
TagKey}
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AWS CloudTrail 数据的条件键

AWS CloudTrail 数据定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中标签的键和值筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据在请求中是否具有标签键值对以筛选操作 字符串

 aws:TagKeys 按请求中的标签键筛选访问 ArrayOfString

Amazon 的操作、资源和条件密钥 CloudWatch

Amazon CloudWatch （服务前缀:cloudwatch）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 CloudWatch

• Amazon 定义的资源类型 CloudWatch

• Amazon 的条件密钥 CloudWatch
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Amazon 定义的操作 CloudWatch

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetS 
erviceLev 
elIndicat 
orReport

授予批量获取服务级别指标报
告的权限

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetS 
erviceLev 
elObjecti 
veBudgetR 
eport

授予批量检索服务级别目标预
算报告的权限

读取 slo*    

 CreateSer 
viceLevel 
Objective

授予创建服务级别目标的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAla 
rms

授予权限以删除警报的集合 Write alarm*    

 DeleteAno 
malyDetector

授予权限以从您的账户中删除
指定的异常检测模型

写入      

 DeleteDas 
hboards

授予删除您指定的所有 
CloudWatch 仪表板的权限

写入 dashboard 
*

   

 DeleteIns 
ightRules

授予权限以删除洞察规则的集
合

写入 insight-r 
ule*

   

 DeleteMet 
ricStream

授予删除您指定的 CloudWatc 
h 指标流的权限

写入 metric-st 
ream*

   

 DeleteSer 
viceLevel 
Objective

授予删除服务级别目标的权限 写入 slo*    

 DescribeA 
larmHistory

授予权限以检索指定警报的历
史记录

Read alarm*    
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-aws_TagKeys
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteAlarms.html
#amazoncloudwatch-alarm
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteAnomalyDetector.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteAnomalyDetector.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteDashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteDashboards.html
#amazoncloudwatch-dashboard
#amazoncloudwatch-dashboard
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteInsightRules.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteInsightRules.html
#amazoncloudwatch-insight-rule
#amazoncloudwatch-insight-rule
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteMetricStream.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteMetricStream.html
#amazoncloudwatch-metric-stream
#amazoncloudwatch-metric-stream
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
#amazoncloudwatch-slo
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarmHistory.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarmHistory.html
#amazoncloudwatch-alarm


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeA 
larms

授予权限以描述用户的账户当
前拥有的所有警报。

Read alarm*    

 DescribeA 
larmsForM 
etric

授予权限以描述在指定的指标
上配置且当前由用户的账户拥
有的所有警报。

Read      

 DescribeA 
nomalyDet 
ectors

授予权限以列出已在您的账户
中创建的异常检测模型

Read      

 DescribeI 
nsightRules

授予权限以描述用户账户当前
拥有的所有洞察规则

Read      

 DisableAl 
armActions

授予权限以禁用针对警报集合
的操作

Write alarm*    

 DisableIn 
sightRules

授予权限以禁用洞察规则的集
合

Write insight-r 
ule*

   

 EnableAla 
rmActions

授予权限以启用针对警报集合
的操作

Write alarm*    

 EnableIns 
ightRules

授予权限以启用洞察规则的集
合

写入 insight-r 
ule*

   

 EnableTop 
ologyDisc 
overy

授予启用 CloudWatch 拓扑发
现的权限

写入      

 GenerateQ 
uery

授予根据自然语言提示生
成 Metrics Insights 或 Logs 
Insights 查询字符串的权限

读取      
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarms.html
#amazoncloudwatch-alarm
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarmsForMetric.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarmsForMetric.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarmsForMetric.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAnomalyDetectors.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAnomalyDetectors.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAnomalyDetectors.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeInsightRules.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeInsightRules.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
#amazoncloudwatch-alarm
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableInsightRules.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableInsightRules.html
#amazoncloudwatch-insight-rule
#amazoncloudwatch-insight-rule
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
#amazoncloudwatch-alarm
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableInsightRules.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableInsightRules.html
#amazoncloudwatch-insight-rule
#amazoncloudwatch-insight-rule
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-metrics-insights-query-assist.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-metrics-insights-query-assist.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GenerateQ 
ueryResul 
tsSummary

授予使用生成式 AI 以自然语言
生成 CloudWatch LogInsights 
查询结果摘要的权限

读取      

 GetDashbo 
ard

授予显示您指定的 CloudWatc 
h 仪表板详细信息的权限

读取 dashboard 
*

   

 GetInsigh 
tRuleReport

授予权限以针对给定洞察规
则，返回在一段时间内前 N 个
唯一贡献因素的报告

读取 insight-r 
ule*

   

 GetMetric 
Data

授予检索批量 CloudWatch 指
标数据和对检索到的数据执行
指标数学运算的权限

读取      

 GetMetric 
Statistics

授予权限以检索指定指标的统
计信息

读取      

 GetMetric 
Stream

授予返回 CloudWatch 指标流
详细信息的权限

读取 metric-st 
ream*

   

 GetMetric 
WidgetImage

授予权限以检索指标小部件的
快照

读取      

 GetService 授予检索服务相关信息的权限 读取 service*    

 GetServic 
eData [仅权
限]

授予检索服务数据的权限 读取 service*    

 GetServic 
eLevelObj 
ective

授予检索服务级别目标信息的
权限

读取 slo*    
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CloudWatchLogs-Insights-Query-Results-Summary.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CloudWatchLogs-Insights-Query-Results-Summary.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CloudWatchLogs-Insights-Query-Results-Summary.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetDashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetDashboard.html
#amazoncloudwatch-dashboard
#amazoncloudwatch-dashboard
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetInsightRuleReport.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetInsightRuleReport.html
#amazoncloudwatch-insight-rule
#amazoncloudwatch-insight-rule
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricStream.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricStream.html
#amazoncloudwatch-metric-stream
#amazoncloudwatch-metric-stream
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricWidgetImage.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricWidgetImage.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
#amazoncloudwatch-service
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/permissions-reference-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/permissions-reference-cw.html
#amazoncloudwatch-service
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
#amazoncloudwatch-slo


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetTopolo 
gyDiscove 
ryStatus [仅
权限]

授予检索 CloudWatch 拓扑发
现状态的权限

读取      

 GetTopolo 
gyMap

授予检索 CloudWatch 拓扑图
的权限

读取      

 Link [仅权限] 授予与监控账户共享 
CloudWatch 资源的权限

写入      

 ListDashb 
oards

授予返回您账户中所有 
CloudWatch 仪表板列表的权
限

列表      

 ListEntit 
iesForMetric
[仅权限]

授予权限以检索所有发出给定
指标的实体

列表      

 ListManag 
edInsight 
Rules

授予列出给定资源 ARN 的可用
托管式洞察规则的权限

读取   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cloudwatc 
h:request 
ManagedRe 
sourceARN 
s

 

 ListMetri 
cStreams

授予返回您账户中所有 
CloudWatch 指标流列表的权
限

列表      
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/permissions-reference-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/permissions-reference-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/permissions-reference-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account-Setup.html#CloudWatch-Unified-Cross-Account-Setup-permissions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListDashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListDashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/permissions-reference-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/permissions-reference-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListManagedInsightRules.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListManagedInsightRules.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListManagedInsightRules.html
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-cloudwatch_requestManagedResourceARNs
#amazoncloudwatch-cloudwatch_requestManagedResourceARNs
#amazoncloudwatch-cloudwatch_requestManagedResourceARNs
#amazoncloudwatch-cloudwatch_requestManagedResourceARNs
#amazoncloudwatch-cloudwatch_requestManagedResourceARNs
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListMetricStreams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListMetricStreams.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListMetrics 授予权限以检索为 AWS 账户 
所有者存储的有效指标列表

列表      

 ListServi 
ceLevelOb 
jectives

授予列出服务级别目标的权限 列表      

 ListServices 授予列出服务的权限 列表      

alarm    

insight-r 
ule

   

授予列出 Amazon CloudWatch 
资源标签的权限

列表

slo    

方案：CloudWatch-Alarm   alarm*    

方案：CloudWatch-Insight 
Rule

  insight-r 
ule*

   

 ListTagsF 
orResource

方案：CloudWatch-Service 
LevelObjective

  slo*    

 PutAnomal 
yDetector

授予为指标创建或更新异常检
测模型的 CloudWatch 权限

写入      

 PutCompos 
iteAlarm

授予权限以创建或更新复合警
报

写入 alarm*    
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
#amazoncloudwatch-alarm
#amazoncloudwatch-insight-rule
#amazoncloudwatch-insight-rule
#amazoncloudwatch-slo
#amazoncloudwatch-alarm
#amazoncloudwatch-insight-rule
#amazoncloudwatch-insight-rule
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListTagsForResource.html
#amazoncloudwatch-slo
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutAnomalyDetector.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutAnomalyDetector.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutCompositeAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutCompositeAlarm.html
#amazoncloudwatch-alarm


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cloudwatc 
h:AlarmAc 
tions

 

 PutDashbo 
ard

授予创建 CloudWatch 仪表板
或更新现有仪表板（如果已存
在）的权限

写入 dashboard 
*

   

insight-r 
ule*

    PutInsigh 
tRule

授予权限以创建新洞察规则或
替换现有洞察规则

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cloudwatc 
h:request 
InsightRu 
leLogGrou 
ps
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#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-cloudwatch_AlarmActions
#amazoncloudwatch-cloudwatch_AlarmActions
#amazoncloudwatch-cloudwatch_AlarmActions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutDashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutDashboard.html
#amazoncloudwatch-dashboard
#amazoncloudwatch-dashboard
#amazoncloudwatch-insight-rule
#amazoncloudwatch-insight-rule
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutInsightRule.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutInsightRule.html
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-cloudwatch_requestInsightRuleLogGroups
#amazoncloudwatch-cloudwatch_requestInsightRuleLogGroups
#amazoncloudwatch-cloudwatch_requestInsightRuleLogGroups
#amazoncloudwatch-cloudwatch_requestInsightRuleLogGroups
#amazoncloudwatch-cloudwatch_requestInsightRuleLogGroups


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutManage 
dInsightRules

授予创建托管式洞察规则的权
限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cloudwatc 
h:request 
ManagedRe 
sourceARN 
s

 

alarm*     PutMetric 
Alarm

授予创建或更新警报并将其与
指定的 Amazon CloudWatch 
指标关联的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cloudwatc 
h:AlarmAc 
tions

 

 PutMetric 
Data

授予向 Amazon 发布指标数据
点的权限 CloudWatch

写入   cloudwatc 
h:namespa 
ce

 

 PutMetric 
Stream

授予创建 CloudWatch 指标流
或更新现有指标流（如果已存
在）的权限

写入 metric-st 
ream*
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutManagedInsightRules.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutManagedInsightRules.html
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-cloudwatch_requestManagedResourceARNs
#amazoncloudwatch-cloudwatch_requestManagedResourceARNs
#amazoncloudwatch-cloudwatch_requestManagedResourceARNs
#amazoncloudwatch-cloudwatch_requestManagedResourceARNs
#amazoncloudwatch-cloudwatch_requestManagedResourceARNs
#amazoncloudwatch-alarm
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-cloudwatch_AlarmActions
#amazoncloudwatch-cloudwatch_AlarmActions
#amazoncloudwatch-cloudwatch_AlarmActions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
#amazoncloudwatch-cloudwatch_namespace
#amazoncloudwatch-cloudwatch_namespace
#amazoncloudwatch-cloudwatch_namespace
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricStream.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricStream.html
#amazoncloudwatch-metric-stream
#amazoncloudwatch-metric-stream


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 SetAlarmS 
tate

授予权限以出于测试目的临时
设置警报的状态

写入 alarm*    

 StartMetr 
icStreams

授予启动您指定的所有 
CloudWatch 指标流的权限

写入 metric-st 
ream*

   

 StopMetri 
cStreams

授予停止您指定的所有 
CloudWatch 指标流的权限

写入 metric-st 
ream*

   

alarm    

insight-r 
ule

   

slo    

授予向 Amazon CloudWatch 
资源添加标签的权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

方案：CloudWatch-Alarm   alarm*    

 TagResour 
ce

方案：CloudWatch-Insight 
Rule

  insight-r 
ule*
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#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-aws_TagKeys
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_SetAlarmState.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_SetAlarmState.html
#amazoncloudwatch-alarm
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_StartMetricStreams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_StartMetricStreams.html
#amazoncloudwatch-metric-stream
#amazoncloudwatch-metric-stream
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_StopMetricStreams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_StopMetricStreams.html
#amazoncloudwatch-metric-stream
#amazoncloudwatch-metric-stream
#amazoncloudwatch-alarm
#amazoncloudwatch-insight-rule
#amazoncloudwatch-insight-rule
#amazoncloudwatch-slo
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-aws_RequestTag___TagKey_
#amazoncloudwatch-alarm
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_TagResource.html
#amazoncloudwatch-insight-rule
#amazoncloudwatch-insight-rule


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

方案：CloudWatch-Service 
LevelObjective

  slo*    

alarm    

insight-r 
ule

   

slo    

授予从 Amazon CloudWatch 
资源中移除标签的权限

标记

  aws:TagKe 
ys

 

方案：CloudWatch-Alarm   alarm*    

方案：CloudWatch-Insight 
Rule

  insight-r 
ule*

   

 UntagReso 
urce

方案：CloudWatch-Service 
LevelObjective

  slo*    

 UpdateSer 
viceLevel 
Objective

授予更新服务级别目标的权限 写入 slo*    

Amazon 定义的资源类型 CloudWatch

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#amazoncloudwatch-slo
#amazoncloudwatch-alarm
#amazoncloudwatch-insight-rule
#amazoncloudwatch-insight-rule
#amazoncloudwatch-slo
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-aws_TagKeys
#amazoncloudwatch-alarm
#amazoncloudwatch-insight-rule
#amazoncloudwatch-insight-rule
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_UntagResource.html
#amazoncloudwatch-slo
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html#ApplicationSignals-PreviewSDK
#amazoncloudwatch-slo
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 alarm arn:${Partition}:cloudwatch:${Region 
}:${Account}:alarm:${AlarmName}

aws:ResourceTag/${ 
TagKey}

 dashboard arn:${Partition}:cloudwatch::${Accou 
nt}:dashboard/${DashboardName}

 

 insight-rule arn:${Partition}:cloudwatch:${Region 
}:${Account}:insight-rule/${InsightR 
uleName}

aws:ResourceTag/${ 
TagKey}

 metric-st 
ream

arn:${Partition}:cloudwatch:${Region 
}:${Account}:metric-stream/${MetricS 
treamName}

aws:ResourceTag/${ 
TagKey}

 slo arn:${Partition}:cloudwatch:${Region 
}:${Account}:slo/${SloName}

aws:ResourceTag/${ 
TagKey}

 service arn:${Partition}:cloudwatch:${Region 
}:${Account}:service/${ServiceName}- 
${UniqueAttributesHex}

aws:ResourceTag/${ 
TagKey}

Amazon 的条件密钥 CloudWatch

Amazon CloudWatch 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据每个标签的允许值集筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签值筛选操作 字符串
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
#amazoncloudwatch-aws_ResourceTag___TagKey_
#amazoncloudwatch-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
#amazoncloudwatch-aws_ResourceTag___TagKey_
#amazoncloudwatch-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
#amazoncloudwatch-aws_ResourceTag___TagKey_
#amazoncloudwatch-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
#amazoncloudwatch-aws_ResourceTag___TagKey_
#amazoncloudwatch-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
#amazoncloudwatch-aws_ResourceTag___TagKey_
#amazoncloudwatch-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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条件键 描述 类型

 aws:TagKeys 根据在请求中是否具有必需标签以筛选操作 ArrayOfString

 cloudwatc 
h:AlarmActions

根据定义的警报操作筛选操作 ArrayOfString

 cloudwatc 
h:namespace

根据是否存在可选命名空间值来筛选操作 字符串

 cloudwatc 
h:request 
InsightRu 
leLogGroups

根据 Insight 规则中指定的日志组筛选操作 ArrayOfString

 cloudwatc 
h:request 
ManagedRe 
sourceARNs

按托管智能分析规则中 ARNs 指定的资源筛选访问权限 ArrayOfARN

Amazon App CloudWatch lication Insights 的操作、资源和条件键

Amazon App CloudWatch lication Insights（服务前缀:applicationinsights）提供以下特定于服
务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon CloudWatch 应用程序见解定义的操作

• 由 Amazon CloudWatch 应用程序见解定义的资源类型

• Amazon CloudWatch 应用程序见解的条件密钥
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-cw-condition-keys-alarm-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-cw-condition-keys-alarm-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-cw-condition-keys-namespace.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-cw-condition-keys-namespace.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-cw-condition-keys-contributor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-cw-condition-keys-contributor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-cw-condition-keys-contributor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-cw-condition-keys-contributor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-cw-condition-keys-contributor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-cw-condition-keys-contributor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-cw-condition-keys-contributor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-cw-condition-keys-contributor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-application-insights.html
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由 Amazon CloudWatch 应用程序见解定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddWorklo 
ad

授予添加工作负载的权限 写入      

 CreateApp 
lication

授予从资源组创建应用程序的
权限

Write      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_AddWorkload.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_AddWorkload.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_CreateApplication.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_CreateApplication.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCom 
ponent

授予从一组资源创建组件的权
限

Write      

 CreateLog 
Pattern

授予创建日志模式的权限 Write      

 DeleteApp 
lication

授予删除应用程序的权限 Write      

 DeleteCom 
ponent

授予删除组件的权限 Write      

 DeleteLog 
Pattern

授予删除日志模式的权限 Write      

 DescribeA 
pplication

授予描述应用程序的权限 Read      

 DescribeC 
omponent

授予描述组件的权限 Read      

 DescribeC 
omponentC 
onfiguration

授予描述组件配置的权限 Read      

 DescribeC 
omponentC 
onfigurat 
ionRecomm 
endation

授予描述推荐的应用程序组件
配置的权限

Read      

 DescribeL 
ogPattern

授予描述日志模式的权限 Read      

Amazon CloudWatch 应用程序洞察 779

https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_CreateComponent.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_CreateComponent.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_CreateLogPattern.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_CreateLogPattern.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DeleteApplication.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DeleteApplication.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DeleteComponent.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DeleteComponent.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DeleteLogPattern.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DeleteLogPattern.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeApplication.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeApplication.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeComponent.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeComponent.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeComponentConfiguration.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeComponentConfiguration.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeComponentConfiguration.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeComponentConfigurationRecommendation.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeComponentConfigurationRecommendation.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeComponentConfigurationRecommendation.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeComponentConfigurationRecommendation.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeComponentConfigurationRecommendation.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeLogPattern.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeLogPattern.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeO 
bservation

授予描述观察的权限 Read      

 DescribeP 
roblem

授予描述问题的权限 Read      

 DescribeP 
roblemObs 
ervations

授予描述问题中观察的权限 读取      

 DescribeW 
orkload

授予描述工作负载的权限 读取      

 Link [仅权限] 授予与监控账户共享 Applicati 
on Insights 资源的权限

写入      

 ListAppli 
cations

授予列出所有应用程序的权限 List      

 ListCompo 
nents

授予列出应用程序组件的权限 List      

 ListConfi 
gurationH 
istory

授予列出配置历史记录的权限 List      

 ListLogPa 
tternSets

授予列出应用程序的日志模式
集的权限

List      

 ListLogPa 
tterns

授予列出日志模式的权限 List      

 ListProblems 授予列出应用程序中问题的权
限

List      
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https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeObservation.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeObservation.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeProblem.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeProblem.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeProblemObservations.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeProblemObservations.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeProblemObservations.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeWorkload.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_DescribeWorkload.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account-Setup.html#CloudWatch-Unified-Cross-Account-Setup-permissions
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListComponents.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListComponents.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListConfigurationHistory.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListConfigurationHistory.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListConfigurationHistory.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListLogPatternSets.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListLogPatternSets.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListLogPatterns.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListLogPatterns.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListProblems.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予列出资源标签的权限 读取      

 ListWorkl 
oads

授予列出工作负载的权限 列表      

 RemoveWor 
kload

授予移除工作负载的权限 写入      

 TagResour 
ce

授予权限以标记资源 Tagging   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以取消标记资源 Tagging   aws:TagKe 
ys

 

 UpdateApp 
lication

授予更新应用程序的权限 Write      

 UpdateCom 
ponent

授予更新组件的权限 Write      

 UpdateCom 
ponentCon 
figuration

授予更新组件配置的权限 Write      

 UpdateLog 
Pattern

授予更新日志模式的权限 写入      

 UpdatePro 
blem

授予更新问题的权限 写入      
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https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListWorkloads.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_ListWorkloads.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_RemoveWorkload.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_RemoveWorkload.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_TagResource.html
#amazoncloudwatchapplicationinsights-aws_RequestTag___TagKey_
#amazoncloudwatchapplicationinsights-aws_RequestTag___TagKey_
#amazoncloudwatchapplicationinsights-aws_RequestTag___TagKey_
#amazoncloudwatchapplicationinsights-aws_TagKeys
#amazoncloudwatchapplicationinsights-aws_TagKeys
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UntagResource.html
#amazoncloudwatchapplicationinsights-aws_TagKeys
#amazoncloudwatchapplicationinsights-aws_TagKeys
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UpdateComponent.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UpdateComponent.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UpdateComponentConfiguration.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UpdateComponentConfiguration.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UpdateComponentConfiguration.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UpdateLogPattern.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UpdateLogPattern.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UpdateProblem.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UpdateProblem.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateWor 
kload

授予更新工作负载的权限 写入      

由 Amazon CloudWatch 应用程序见解定义的资源类型

Amazon App CloudWatch lication Insights 不支持在 IAM 政策声明的Resource元素中指定资源 
ARN。要允许访问 Amazon App CloudWatch lication Insights，请在您的政策"Resource": "*"中指
定。

Amazon CloudWatch 应用程序见解的条件密钥

Amazon App CloudWatch lication Insights 定义了以下条件键，这些条件键可用于 IAM 策略
的Condition元素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信
息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

Amazon CloudWatch 应用程序信号的操作、资源和条件键

Amazon App CloudWatch lication Signals（服务前缀:application-signals）提供以下特定于服
务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：
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https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UpdateWorkload.html
https://docs.aws.amazon.com/cloudwatch/latest/APIReference/API_UpdateWorkload.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon CloudWatch 应用程序信号定义的操作

• 由 Amazon CloudWatch 应用程序信号定义的资源类型

• Amazon CloudWatch 应用程序信号的条件密钥

由 Amazon CloudWatch 应用程序信号定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetS 
erviceLev 
elObjecti 
veBudgetR 
eport

授予批量检索服务级别目标预
算报告的权限

读取 slo*    

 BatchUpda 
teExclusi 
onWindows

授予在 Amazon 上添加或移除
排除窗口的权限 CloudWatch 
SLOs

写入 slo*    

 CreateSer 
viceLevel 
Objective

授予创建服务级别目标的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteSer 
viceLevel 
Objective

授予删除服务级别目标的权限 写入 slo*    

 GetService 授予检索服务相关信息的权限 读取      

 GetServic 
eLevelObj 
ective

授予检索服务级别目标信息的
权限

读取 slo*    

 Link [仅权限] 授予与监控账户共享应用程序
信号资源的权限

写入      

 ListObser 
vedEntities

授予列出与其他实体关联的实
体的权限

列表      
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https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_BatchGetServiceLevelObjectiveBudgetReport.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_BatchGetServiceLevelObjectiveBudgetReport.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_BatchGetServiceLevelObjectiveBudgetReport.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_BatchGetServiceLevelObjectiveBudgetReport.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_BatchGetServiceLevelObjectiveBudgetReport.html
#amazoncloudwatchapplicationsignals-slo
API_BatchUpdateExclusionWindows.html
API_BatchUpdateExclusionWindows.html
API_BatchUpdateExclusionWindows.html
#amazoncloudwatchapplicationsignals-slo
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_CreateServiceLevelObjective.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_CreateServiceLevelObjective.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_CreateServiceLevelObjective.html
#amazoncloudwatchapplicationsignals-aws_RequestTag___TagKey_
#amazoncloudwatchapplicationsignals-aws_RequestTag___TagKey_
#amazoncloudwatchapplicationsignals-aws_RequestTag___TagKey_
#amazoncloudwatchapplicationsignals-aws_TagKeys
#amazoncloudwatchapplicationsignals-aws_TagKeys
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_DeleteServiceLevelObjective.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_DeleteServiceLevelObjective.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_DeleteServiceLevelObjective.html
#amazoncloudwatchapplicationsignals-slo
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_GetService.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_GetServiceLevelObjective.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_GetServiceLevelObjective.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_GetServiceLevelObjective.html
#amazoncloudwatchapplicationsignals-slo
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account-Setup.html#CloudWatch-Unified-Cross-Account-Setup-permissions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Application_Signals_Permissions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Application_Signals_Permissions.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListServi 
ceDepende 
ncies

授予权限以列出服务依赖项 读取      

 ListServi 
ceDepende 
nts

授予权限以列出服务依赖项 读取      

 ListServi 
ceLevelOb 
jectiveEx 
clusionWi 
ndows

授予列出 Amazon CloudWatch 
SLO 排除窗口的权限

列表 slo*    

 ListServi 
ceLevelOb 
jectives

授予列出服务级别目标的权限 列表      

 ListServi 
ceOperations

授予权限以列出服务操作 读取      

 ListServices 授予列出服务的权限 列表      

 ListTagsF 
orResource

授予列出 Amazon CloudWatch 
SLO 标签的权限

读取 slo*    

 StartDisc 
overy

授予启用 CloudWatch 发现的
权限

写入      

 TagResour 
ce

授予向 Amazon CloudWatch 
SLO 添加标签的权限

标记 slo*    
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https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListServiceDependencies.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListServiceDependencies.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListServiceDependencies.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListServiceDependents.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListServiceDependents.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListServiceDependents.html
API_ListServiceLevelObjectiveExclusionWindows.html
API_ListServiceLevelObjectiveExclusionWindows.html
API_ListServiceLevelObjectiveExclusionWindows.html
API_ListServiceLevelObjectiveExclusionWindows.html
API_ListServiceLevelObjectiveExclusionWindows.html
#amazoncloudwatchapplicationsignals-slo
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListServiceLevelObjectives.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListServiceLevelObjectives.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListServiceLevelObjectives.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListServiceOperations.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListServiceOperations.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListServices.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_ListTagsForResource.html
#amazoncloudwatchapplicationsignals-slo
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_StartDiscovery.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_StartDiscovery.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_TagResource.html
#amazoncloudwatchapplicationsignals-slo
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

slo*     UntagReso 
urce

向 Amazon CloudWatch SLO 
授予取消标签的权限

标记

  aws:TagKe 
ys

 

 UpdateSer 
viceLevel 
Objective

授予更新服务级别目标的权限 写入 slo*    

由 Amazon CloudWatch 应用程序信号定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 slo arn:${Partition}:application-signals:
${Region}:${Account}:slo/${SloName}

aws:ResourceTag/${ 
TagKey}

Amazon CloudWatch 应用程序信号的条件密钥

Amazon App CloudWatch lication Signals 定义了以下条件键，这些条件键可用于 IAM 策略
的Condition元素中。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信
息，请参阅条件键表。
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#amazoncloudwatchapplicationsignals-aws_RequestTag___TagKey_
#amazoncloudwatchapplicationsignals-aws_RequestTag___TagKey_
#amazoncloudwatchapplicationsignals-aws_RequestTag___TagKey_
#amazoncloudwatchapplicationsignals-aws_TagKeys
#amazoncloudwatchapplicationsignals-aws_TagKeys
#amazoncloudwatchapplicationsignals-slo
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_UntagResource.html
#amazoncloudwatchapplicationsignals-aws_TagKeys
#amazoncloudwatchapplicationsignals-aws_TagKeys
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_UpdateServiceLevelObjective.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_UpdateServiceLevelObjective.html
https://docs.aws.amazon.com/applicationsignals/latest/APIReference/API_UpdateServiceLevelObjective.html
#amazoncloudwatchapplicationsignals-slo
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-ServiceLevelObjectives.html
#amazoncloudwatchapplicationsignals-aws_ResourceTag___TagKey_
#amazoncloudwatchapplicationsignals-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
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要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

Amazon 的操作、资源和条件密钥 CloudWatch 显而易见

Amazon CloudWatch Evidently（服务前缀:evidently）提供了以下特定于服务的资源、操作和条件
上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• CloudWatch 显然由 Amazon 定义的操作

• CloudWatch 显然由 Amazon 定义的资源类型

• CloudWatch 很明显 Amazon 的条件密钥

CloudWatch 显然由 Amazon 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchEval 
uateFeature

授予权限以发送批处理的评估
功能请求

写入 Feature*    

 CreateExp 
eriment

授予权限以创建实验 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_BatchEvaluateFeature.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_BatchEvaluateFeature.html
#amazoncloudwatchevidently-Feature
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_CreateExperiment.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_CreateExperiment.html
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_TagKeys
#amazoncloudwatchevidently-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateFea 
ture

授予权限以创建功能 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLau 
nch

授予权限以创建启动 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePro 
ject

授予权限以创建项目 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iam:Creat 
eServiceL 
inkedRole

iam:GetRo 
le

 CreateSeg 
ment

授予创建分段的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteExp 
eriment

授予权限以删除实验 写入 Experimen 
t*

   

 DeleteFea 
ture

授予权限以删除功能 写入 Feature*    
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https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_CreateFeature.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_CreateFeature.html
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_TagKeys
#amazoncloudwatchevidently-aws_TagKeys
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_CreateLaunch.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_CreateLaunch.html
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_TagKeys
#amazoncloudwatchevidently-aws_TagKeys
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_CreateProject.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_CreateProject.html
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_TagKeys
#amazoncloudwatchevidently-aws_TagKeys
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_CreateSegment.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_CreateSegment.html
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_TagKeys
#amazoncloudwatchevidently-aws_TagKeys
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_DeleteExperiment.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_DeleteExperiment.html
#amazoncloudwatchevidently-Experiment
#amazoncloudwatchevidently-Experiment
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_DeleteFeature.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_DeleteFeature.html
#amazoncloudwatchevidently-Feature
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteLau 
nch

授予权限以删除启动 写入 Launch*    

 DeletePro 
ject

授予权限以删除项目 写入 Project*    

 DeleteSeg 
ment

授予删除分段的权限 写入 Segment*    

 EvaluateF 
eature

授予权限以发送批评估功能请
求

写入 Feature*    

 GetExperi 
ment

授予权限以获取实验详细信息 读取 Experimen 
t*

   

 GetExperi 
mentResults

授予权限以获取实验结果 读取 Experimen 
t*

   

 GetFeature 授予权限以获取功能详细信息 读取 Feature*    

 GetLaunch 授予权限以获取启动详细信息 读取 Launch*    

 GetProject 授予权限以获取项目详细信息 读取 Project*    

 GetSegment 授予获取分段详细信息的权限 读取 Segment*    

 ListExper 
iments

授予权限以列出实验 读取      

 ListFeatures 授予权限以列出功能 读取      

 ListLaunches 授予权限以列出启动 读取      

 ListProjects 授予权限以列出项目 读取      
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https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_DeleteLaunch.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_DeleteLaunch.html
#amazoncloudwatchevidently-Launch
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_DeleteProject.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_DeleteProject.html
#amazoncloudwatchevidently-Project
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_DeleteSegment.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_DeleteSegment.html
#amazoncloudwatchevidently-Segment
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_EvaluateFeature.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_EvaluateFeature.html
#amazoncloudwatchevidently-Feature
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_GetExperiment.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_GetExperiment.html
#amazoncloudwatchevidently-Experiment
#amazoncloudwatchevidently-Experiment
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_GetExperimentResults.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_GetExperimentResults.html
#amazoncloudwatchevidently-Experiment
#amazoncloudwatchevidently-Experiment
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_GetFeature.html
#amazoncloudwatchevidently-Feature
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_GetLaunch.html
#amazoncloudwatchevidently-Launch
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_GetProject.html
#amazoncloudwatchevidently-Project
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_GetSegment.html
#amazoncloudwatchevidently-Segment
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_ListExperiments.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_ListExperiments.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_ListFeatures.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_ListLaunches.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_ListProjects.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSegme 
ntReferences

授予列出引用分段的资源的权
限

读取      

 ListSegme 
nts

授予列出分段的权限 读取      

 ListTagsF 
orResource

授予列出资源的标签的权限 读取      

 PutProjec 
tEvents

授予权限以发送性能事件 写入 Project*    

 StartExpe 
riment

授予开始实验的权限 写入 Experimen 
t*

   

 StartLaunch 授予开始启动的权限 写入 Launch*    

 StopExper 
iment

授予停止实验的权限 写入 Experimen 
t*

   

 StopLaunch 授予停止启动的权限 写入 Launch*    

Experimen 
t

   

Feature    

Launch    

Project    

 TagResour 
ce

授予标记资源的权限 标记

Segment    
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https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_ListSegmentReferences.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_ListSegmentReferences.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_ListSegments.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_ListSegments.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_PutProjectEvents.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_PutProjectEvents.html
#amazoncloudwatchevidently-Project
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_StartExperiment.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_StartExperiment.html
#amazoncloudwatchevidently-Experiment
#amazoncloudwatchevidently-Experiment
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_StartLaunch.html
#amazoncloudwatchevidently-Launch
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_StopExperiment.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_StopExperiment.html
#amazoncloudwatchevidently-Experiment
#amazoncloudwatchevidently-Experiment
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_StopLaunch.html
#amazoncloudwatchevidently-Launch
#amazoncloudwatchevidently-Experiment
#amazoncloudwatchevidently-Experiment
#amazoncloudwatchevidently-Feature
#amazoncloudwatchevidently-Launch
#amazoncloudwatchevidently-Project
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_TagResource.html
#amazoncloudwatchevidently-Segment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 TestSegme 
ntPattern

授予测试分段模式的权限 读取      

Experimen 
t

   

Feature    

Launch    

Project    

Segment    

 UntagReso 
urce

授予取消标记资源的权限 标记

  aws:TagKe 
ys

 

 UpdateExp 
eriment

授予更新实验的权限 写入 Experimen 
t*

   

 UpdateFea 
ture

授予更新功能的权限 写入 Feature*    

 UpdateLau 
nch

授予更新启动的权限 写入 Launch*    
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#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_RequestTag___TagKey_
#amazoncloudwatchevidently-aws_TagKeys
#amazoncloudwatchevidently-aws_TagKeys
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_TestSegmentPattern.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_TestSegmentPattern.html
#amazoncloudwatchevidently-Experiment
#amazoncloudwatchevidently-Experiment
#amazoncloudwatchevidently-Feature
#amazoncloudwatchevidently-Launch
#amazoncloudwatchevidently-Project
#amazoncloudwatchevidently-Segment
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_UntagResource.html
#amazoncloudwatchevidently-aws_TagKeys
#amazoncloudwatchevidently-aws_TagKeys
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_UpdateExperiment.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_UpdateExperiment.html
#amazoncloudwatchevidently-Experiment
#amazoncloudwatchevidently-Experiment
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_UpdateFeature.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_UpdateFeature.html
#amazoncloudwatchevidently-Feature
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_UpdateLaunch.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_UpdateLaunch.html
#amazoncloudwatchevidently-Launch
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePro 
ject

授予更新项目的权限 写入 Project*   iam:Creat 
eServiceL 
inkedRole

iam:GetRo 
le

 UpdatePro 
jectDataD 
elivery

授予更新项目数据交付的权限 写入 Project*    

CloudWatch 显然由 Amazon 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Project arn:${Partition}:evidently:${Region}:
${Account}:project/${ProjectName}

aws:ResourceTag/${ 
TagKey}

 Feature arn:${Partition}:evidently:${Region} 
:${Account}:project/${ProjectName}/f 
eature/${FeatureName}

aws:ResourceTag/${ 
TagKey}

 Experiment arn:${Partition}:evidently:${Region} 
:${Account}:project/${ProjectName}/e 
xperiment/${ExperimentName}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_UpdateProject.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_UpdateProject.html
#amazoncloudwatchevidently-Project
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_UpdateProjectDataDelivery.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_UpdateProjectDataDelivery.html
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_UpdateProjectDataDelivery.html
#amazoncloudwatchevidently-Project
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_Project.html
#amazoncloudwatchevidently-aws_ResourceTag___TagKey_
#amazoncloudwatchevidently-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_Feature.html
#amazoncloudwatchevidently-aws_ResourceTag___TagKey_
#amazoncloudwatchevidently-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_Experiment.html
#amazoncloudwatchevidently-aws_ResourceTag___TagKey_
#amazoncloudwatchevidently-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

 Launch arn:${Partition}:evidently:${Region} 
:${Account}:project/${ProjectName}/l 
aunch/${LaunchName}

aws:ResourceTag/${ 
TagKey}

 Segment arn:${Partition}:evidently:${Region}:
${Account}:segment/${SegmentName}

aws:ResourceTag/${ 
TagKey}

CloudWatch 很明显 Amazon 的条件密钥

Amazon CloudWatch 显然定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按代表 IAM 主体传递请求的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按代表 IAM 主体进行请求的资源的相关标签筛选访问权限 字符串

 aws:TagKeys 按代表 IAM 主体在请求中传递的标签键筛选访问权限 ArrayOfString

Amazon CloudWatch Internet Monitor 的操作、资源和条件密钥

Amazon CloudWatch Internet Monitor（服务前缀:internetmonitor）提供以下特定于服务的资源、
操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_Launch.html
#amazoncloudwatchevidently-aws_ResourceTag___TagKey_
#amazoncloudwatchevidently-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_Segment.html
#amazoncloudwatchevidently-aws_ResourceTag___TagKey_
#amazoncloudwatchevidently-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html
https://docs.aws.amazon.com/internet-monitor/latest/api/Welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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主题

• Amazon CloudWatch 互联网监控器定义的操作

• Amazon CloudWatch 互联网监控器定义的资源类型

• Amazon CloudWatch 互联网监视器的条件密钥

Amazon CloudWatch 互联网监控器定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Monitor*     CreateMon 
itor

授予创建监视器的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteMon 
itor

授予删除监视器的权限 写入 Monitor*    

 GetHealth 
Event

授予获取有关指定监视器的运
行状况事件的信息的权限

读取 Monitor*    

 GetIntern 
etEvent

授予权限以获取有关指定互联
网事件的信息

读取 InternetE 
vent*

   

 GetMonitor 授予获取有关监视器的信息的
权限

读取 Monitor*    

 GetQueryR 
esults

授予获取监视器数据查询的结
果的权限

读取 Monitor*    

 GetQueryS 
tatus

授予获取监视器数据查询的状
态的权限

读取 Monitor*    

 Link [仅权限] 授予权限以与监控账户共享 
Internet Monitor 资源

写入      

 ListHealt 
hEvents

授予列出监视器的所有运行状
况事件的权限

列表 Monitor*    

 ListInter 
netEvents

授予权限以列出所有互联网事
件

列表      
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#amazoncloudwatchinternetmonitor-Monitor
https://docs.aws.amazon.com/internet-monitor/latest/api/API_CreateMonitor.html
https://docs.aws.amazon.com/internet-monitor/latest/api/API_CreateMonitor.html
#amazoncloudwatchinternetmonitor-aws_RequestTag___TagKey_
#amazoncloudwatchinternetmonitor-aws_RequestTag___TagKey_
#amazoncloudwatchinternetmonitor-aws_RequestTag___TagKey_
#amazoncloudwatchinternetmonitor-aws_TagKeys
#amazoncloudwatchinternetmonitor-aws_TagKeys
https://docs.aws.amazon.com/internet-monitor/latest/api/API_DeleteMonitor.html
https://docs.aws.amazon.com/internet-monitor/latest/api/API_DeleteMonitor.html
#amazoncloudwatchinternetmonitor-Monitor
https://docs.aws.amazon.com/internet-monitor/latest/api/API_GetHealthEvent.html
https://docs.aws.amazon.com/internet-monitor/latest/api/API_GetHealthEvent.html
#amazoncloudwatchinternetmonitor-Monitor
https://docs.aws.amazon.com/internet-monitor/latest/api/API_GetInternetEvent.html
https://docs.aws.amazon.com/internet-monitor/latest/api/API_GetInternetEvent.html
#amazoncloudwatchinternetmonitor-InternetEvent
#amazoncloudwatchinternetmonitor-InternetEvent
https://docs.aws.amazon.com/internet-monitor/latest/api/API_GetMonitor.html
#amazoncloudwatchinternetmonitor-Monitor
https://docs.aws.amazon.com/internet-monitor/latest/api/API_GetQueryResults.html
https://docs.aws.amazon.com/internet-monitor/latest/api/API_GetQueryResults.html
#amazoncloudwatchinternetmonitor-Monitor
https://docs.aws.amazon.com/internet-monitor/latest/api/API_GetQueryStatus.html
https://docs.aws.amazon.com/internet-monitor/latest/api/API_GetQueryStatus.html
#amazoncloudwatchinternetmonitor-Monitor
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account-Setup.html#CloudWatch-Unified-Cross-Account-Setup-permissions
https://docs.aws.amazon.com/internet-monitor/latest/api/API_ListHealthEvents.html
https://docs.aws.amazon.com/internet-monitor/latest/api/API_ListHealthEvents.html
#amazoncloudwatchinternetmonitor-Monitor
https://docs.aws.amazon.com/internet-monitor/latest/api/API_ListInternetEvents.html
https://docs.aws.amazon.com/internet-monitor/latest/api/API_ListInternetEvents.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListMonitors 授予列出账户中的所有监视器
及其状态的权限

列表      

 ListTagsF 
orResource

授予列出资源标签的权限 读取 Monitor*    

 StartQuery 授予启动监视器的数据查询的
权限

读取 Monitor*    

 StopQuery 授予停止监视器的数据查询的
权限

读取 Monitor*    

Monitor*     TagResour 
ce

授予权限以将标签添加到资源
中

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Monitor*     UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys

 

 UpdateMon 
itor

授予更新监视器的权限 写入 Monitor*    

Amazon CloudWatch 互联网监控器定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/internet-monitor/latest/api/API_ListMonitors.html
https://docs.aws.amazon.com/internet-monitor/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/internet-monitor/latest/api/API_ListTagsForResource.html
#amazoncloudwatchinternetmonitor-Monitor
https://docs.aws.amazon.com/internet-monitor/latest/api/API_StartQuery.html
#amazoncloudwatchinternetmonitor-Monitor
https://docs.aws.amazon.com/internet-monitor/latest/api/API_StopQuery.html
#amazoncloudwatchinternetmonitor-Monitor
#amazoncloudwatchinternetmonitor-Monitor
https://docs.aws.amazon.com/internet-monitor/latest/api/API_TagResource.html
https://docs.aws.amazon.com/internet-monitor/latest/api/API_TagResource.html
#amazoncloudwatchinternetmonitor-aws_RequestTag___TagKey_
#amazoncloudwatchinternetmonitor-aws_RequestTag___TagKey_
#amazoncloudwatchinternetmonitor-aws_RequestTag___TagKey_
#amazoncloudwatchinternetmonitor-aws_TagKeys
#amazoncloudwatchinternetmonitor-aws_TagKeys
#amazoncloudwatchinternetmonitor-Monitor
https://docs.aws.amazon.com/internet-monitor/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/internet-monitor/latest/api/API_UntagResource.html
#amazoncloudwatchinternetmonitor-aws_TagKeys
#amazoncloudwatchinternetmonitor-aws_TagKeys
https://docs.aws.amazon.com/internet-monitor/latest/api/API_UpdateMonitor.html
https://docs.aws.amazon.com/internet-monitor/latest/api/API_UpdateMonitor.html
#amazoncloudwatchinternetmonitor-Monitor
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 HealthEvent arn:${Partition}:internetmonitor:${R 
egion}:${Account}:monitor/${MonitorN 
ame}/health-event/${EventId}

aws:ResourceTag/${ 
TagKey}

 Monitor arn:${Partition}:internetmonitor:${R 
egion}:${Account}:monitor/${MonitorN 
ame}

aws:ResourceTag/${ 
TagKey}

 InternetE 
vent

arn:${Partition}:internetmonitor::${ 
Account}:internet-event/${InternetEv 
entId}

 

Amazon CloudWatch 互联网监视器的条件密钥

Amazon CloudWatch Internet Monitor 定义了以下条件键，这些条件键可用于 IAM 策略
的Condition元素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信
息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString

Amazon CloudWatch 日志的操作、资源和条件密钥

Ama CloudWatch zon Logs（服务前缀:logs）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-IM-components.html
#amazoncloudwatchinternetmonitor-aws_ResourceTag___TagKey_
#amazoncloudwatchinternetmonitor-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-IM-components.html
#amazoncloudwatchinternetmonitor-aws_ResourceTag___TagKey_
#amazoncloudwatchinternetmonitor-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-IM-components.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-IM-components.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon CloudWatch 日志定义的操作

• 由 Amazon CloudWatch 日志定义的资源类型

• Amazon CloudWatch 日志的条件密钥

由 Amazon CloudWatch 日志定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
KmsKey

授予将指定的 AWS 密钥管理
服务 (AWS KMS) 客户主密钥 
(CMK) 与指定日志组关联的权
限

写入 log-group 
*

   

 CancelExp 
ortTask

授予权限，如果导出任务处
于 PENDING（待处理）或 
RUNNING（正在运行）状态，
则取消该任务

写入      

delivery*    

delivery- 
destinati 
on*

   

delivery- 
source*

   

 CreateDel 
ivery

授予创建将传输源连接到传输
目标的传输的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateExp 
ortTask

授予创建权限 ExportTask ，允
许您高效地将数据从日志组导
出到 Amazon S3 存储桶

写入 log-group 
*

   

 CreateLog 
AnomalyDe 
tector

授予创建日志异常检测器的权
限

写入 log-group 
*

   

Amazon CloudWatch 日志 800

reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_AssociateKmsKey.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_AssociateKmsKey.html
#amazoncloudwatchlogs-log-group
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateDelivery.html
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#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateExportTask.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateExportTask.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogAnomalyDetector.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogAnomalyDetector.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogAnomalyDetector.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateLog 
Delivery [仅权
限]

授予权限以创建日志传送 写入      

log-group 
*

    CreateLog 
Group

授予权限以创建具有指定名称
的新日志组

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateLog 
Stream

授予权限以创建具有指定名称
的新日志流

写入 log-strea 
m*

   

 DeleteAcc 
ountPolicy

授予删除账户策略的权限 写入      

 DeleteDat 
aProtecti 
onPolicy

授予权限以删除附加到日志组
的数据保护策略

写入 log-group 
*

   

 DeleteDel 
ivery

授予删除传输的权限 写入 delivery*    
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#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteAccountPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDataProtectionPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDataProtectionPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDataProtectionPolicy.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDelivery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDelivery.html
#amazoncloudwatchlogs-delivery
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDel 
iveryDest 
ination

授予删除所有关联的传输后删
除传输目标的权限

写入 delivery- 
destinati 
on*

   

 DeleteDel 
iveryDest 
inationPolicy

授予删除与传输目标关联的传
输目标策略的权限

写入 delivery- 
destinati 
on*

   

 DeleteDel 
iverySource

授予删除所有关联的传输后删
除传输源的权限

写入 delivery- 
destinati 
on*

   

 DeleteDes 
tination

授予权限以删除具有指定名称
的目标

写入 destinati 
on*

   

 DeleteInd 
exPolicy

授予删除附加到日志组的索引
策略的权限

写入      

 DeleteInt 
egration

授予删除集成的权限 写入      

 DeleteLog 
AnomalyDe 
tector

授予删除日志异常探测器的权
限

写入 anomaly-
detector*

   

 DeleteLog 
Delivery [仅权
限]

授予权限以删除指定日志传送
的日志传送信息

写入      

 DeleteLog 
Group

授予权限以删除具有指定名称
的日志组

写入 log-group 
*

   

 DeleteLog 
Stream

授予权限以删除日志流 写入 log-strea 
m*
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDeliveryDestination.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDeliveryDestination.html
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#amazoncloudwatchlogs-destination
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteIndexPolicy.html
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteIntegration.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteLogAnomalyDetector.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteLogAnomalyDetector.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteLogAnomalyDetector.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteLogGroup.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteLogStream.html
#amazoncloudwatchlogs-log-stream
#amazoncloudwatchlogs-log-stream
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteMet 
ricFilter

授予权限以删除与指定日志组
关联的指标筛选条件

写入 log-group 
*

   

 DeleteQue 
ryDefinition

授予删除已保存的 L 
CloudWatch ogs Insights 查询
定义的权限

写入      

 DeleteRes 
ourcePolicy

授予权限以从此账户删除资源
策略

权限管理      

 DeleteRet 
entionPolicy

授予权限以删除指定日志组的
保留策略

写入 log-group 
*

   

 DeleteSub 
scriptionFilter

授予权限以删除与指定日志组
关联的订阅筛选条件

写入 log-group 
*

   

 DeleteTra 
nsformer

授予删除与指定日志组关联的
转换器的权限

写入 log-group 
*

   

 DescribeA 
ccountPol 
icies

授予检索账户政策的权限 列表      

 DescribeC 
onfigurat 
ionTemplates

授予权限以检索可用日志类型
的配置模板列表

列表      

 DescribeD 
eliveries

授予检索账户中的传输列表的
权限

列表      

 DescribeD 
eliveryDe 
stinations

授予检索账户中的传输目标列
表的权限

列表      
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteMetricFilter.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteMetricFilter.html
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteRetentionPolicy.html
#amazoncloudwatchlogs-log-group
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#amazoncloudwatchlogs-log-group
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeAccountPolicies.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeAccountPolicies.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeConfigurationTemplates.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeConfigurationTemplates.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeConfigurationTemplates.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDeliveries.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDeliveries.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDeliveryDestinations.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDeliveryDestinations.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDeliveryDestinations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeD 
eliverySo 
urces

授予检索账户中的传输源列表
的权限

列表      

 DescribeD 
estinations

授予返回与提出请求相关的所
有目的地的权限 AWS 账户

列表      

 DescribeE 
xportTasks

授予返回与提出请求相关的所
有导出任务的权限 AWS 账户

列表      

 DescribeF 
ieldIndexes

授予返回与日志组关联的所有
索引属性的权限

列表      

 DescribeI 
ndexPolicies

授予返回与日志组关联的所有
索引策略的权限

列表      

 DescribeL 
ogGroups

授予返回与发出请求关联的所
有日志组的权限 AWS 账户

列表      

 DescribeL 
ogStreams

授予权限以返回与指定日志组
关联的所有日志流

列表 log-group 
*

   

 DescribeM 
etricFilters

授予权限以返回与指定日志组
关联的所有指标筛选条件

列表 log-group 
*

   

 DescribeQ 
ueries

授予返回此账户中已计划、
正在执行或最近执行的 L 
CloudWatch ogs Insights 查询
列表的权限

列表      

 DescribeQ 
ueryDefin 
itions

授予返回已保存的 Lo 
CloudWatch gs Insights 查询
定义的分页列表的权限

列表      
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDestinations.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDestinations.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeExportTasks.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeExportTasks.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeFieldIndexes.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeFieldIndexes.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeIndexPolicies.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeIndexPolicies.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeLogGroups.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeLogGroups.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeLogStreams.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeLogStreams.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeMetricFilters.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeMetricFilters.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeQueries.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeQueries.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeQueryDefinitions.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeQueryDefinitions.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeQueryDefinitions.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
esourcePo 
licies

授予权限以返回此账户中的所
有资源策略

列表      

 DescribeS 
ubscripti 
onFilters

授予权限以返回与指定日志组
关联的所有订阅筛选条件

列表 log-group 
*

   

 Disassoci 
ateKmsKey

授予权限以解除关联的 AWS 
密钥管理服务 (AWS KMS) 客
户主密钥 (CMK) 与指定日志组
的关联

写入 log-group 
*

   

 FilterLog 
Events

授予权限以从指定日志组中检
索日志事件，可以选择通过筛
选条件模式进行筛选

读取 log-group 
*

   

 GetDataPr 
otectionPolicy

授予权限以检索附加到日志组
的数据保护策略

读取 log-group 
*

   

 GetDelivery 授予检索单个传输的权限 读取 delivery*    

 GetDelive 
ryDestination

授予检索单个传输目标的权限 读取 delivery- 
destinati 
on*

   

 GetDelive 
ryDestina 
tionPolicy

授予检索附加到传输目标的传
输目标策略的权限

读取 delivery- 
destinati 
on*

   

 GetDelive 
rySource

授予检索单个传输源的权限 读取 delivery- 
source*

   

 GetIntegr 
ation

授予检索单个集成的权限 读取      

Amazon CloudWatch 日志 805

https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeResourcePolicies.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeResourcePolicies.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeResourcePolicies.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeSubscriptionFilters.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeSubscriptionFilters.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeSubscriptionFilters.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DisassociateKmsKey.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DisassociateKmsKey.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_FilterLogEvents.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_FilterLogEvents.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetDataProtectionPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetDataProtectionPolicy.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetDelivery.html
#amazoncloudwatchlogs-delivery
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetDeliveryDestination.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetDeliveryDestination.html
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetDeliveryDestinationPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetDeliveryDestinationPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetDeliveryDestinationPolicy.html
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetDeliverySource.html
#amazoncloudwatchlogs-delivery-source
#amazoncloudwatchlogs-delivery-source
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetIntegration.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetIntegration.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetLogAno 
malyDetector

授予获取日志异常检测器的权
限

读取 anomaly-
detector*

   

 GetLogDel 
ivery [仅权限]

授予权限以获取指定日志传送
的日志传送信息

读取      

 GetLogEve 
nts

授予权限以从指定日志流中检
索日志事件

读取 log-strea 
m*

   

 GetLogGro 
upFields

授予权限以返回指定日志组中
的日志事件包含的字段列表，
以及包含每个字段的日志事件
的百分比

读取 log-group 
*

   

 GetLogRec 
ord

授予权限以检索单个日志事件
的所有字段和值

读取 log-group 
*

   

 GetQueryR 
esults

授予权限以返回指定查询的结
果

读取 log-group 
*

   

 GetTransf 
ormer

授予返回与指定日志组关联的
转换器的权限

读取 log-group 
*

   

 Link [仅权限] 授予与监控账户共享 
CloudWatch 资源的权限

写入      

 ListAnoma 
lies

授予列出在 AWS 账户 提出请
求时检测到的所有异常的权限

列表 anomaly-
detector

   

 ListEntit 
iesForLog 
Group [仅权
限]

授予检索与日志组关联的所有
实体的权限

列表      
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogAnomalyDetector.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogAnomalyDetector.html
#amazoncloudwatchlogs-anomaly-detector
#amazoncloudwatchlogs-anomaly-detector
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogEvents.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogEvents.html
#amazoncloudwatchlogs-log-stream
#amazoncloudwatchlogs-log-stream
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogGroupFields.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogGroupFields.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogRecord.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogRecord.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetQueryResults.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetQueryResults.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetTransformer.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetTransformer.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account-Setup.html#CloudWatch-Unified-Cross-Account-Setup-permissions
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListAnomalies.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListAnomalies.html
#amazoncloudwatchlogs-anomaly-detector
#amazoncloudwatchlogs-anomaly-detector
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/permissions-reference-cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/permissions-reference-cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/permissions-reference-cwl.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListInteg 
rations

授予列出与 AWS 账户 提出请
求相关的所有集成的权限

列表      

 ListLogAn 
omalyDete 
ctors

授予返回与 AWS 账户 发出请
求关联的所有异常检测器的权
限

列表 anomaly-
detector

   

 ListLogDe 
liveries [仅权
限]

授予列出指定账户日志源的所
有 and/or 日志传输的权限

列表      

 ListLogGr 
oups

授予返回与发出请求关联的所
有日志组的权限 AWS 账户

列表      

 ListLogGr 
oupsForEntity
[仅权限]

授予检索与实体关联的所有日
志组的权限

列表      

 ListLogGr 
oupsForQu 
ery

授予返回与指定查询关联的所
有日志组的权限

列表      

anomaly-
detector

   

delivery    

delivery- 
destinati 
on

   

 ListTagsF 
orResource

授予权限以列出指定资源的标
签

列表

delivery- 
source
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListIntegrations.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListIntegrations.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListLogAnomalyDetectors.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListLogAnomalyDetectors.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListLogAnomalyDetectors.html
#amazoncloudwatchlogs-anomaly-detector
#amazoncloudwatchlogs-anomaly-detector
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListLogGroups.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListLogGroups.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/permissions-reference-cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/permissions-reference-cwl.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListLogGroupsForQuery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListLogGroupsForQuery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListLogGroupsForQuery.html
#amazoncloudwatchlogs-anomaly-detector
#amazoncloudwatchlogs-anomaly-detector
#amazoncloudwatchlogs-delivery
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListTagsForResource.html
#amazoncloudwatchlogs-delivery-source
#amazoncloudwatchlogs-delivery-source


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

destinati 
on

   

log-group    

 ListTagsL 
ogGroup

授予权限以列出指定日志组的
标签

列表 log-group 
*

   

 PutAccoun 
tPolicy

授予附加账户政策的权限 写入      

 PutDataPr 
otectionPolicy

授予权限以附加数据保护策
略，以检测和编辑日志事件中
的敏感信息

写入 log-group 
*

   

delivery- 
destinati 
on*

    PutDelive 
ryDestination

向配送目的地授予权限 create/
update

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

logs:Deli 
veryDesti 
nationRes 
ourceArn

 

 PutDelive 
ryDestina 
tionPolicy

授予将传输目标策略附加到传
输目标的权限

写入 delivery- 
destinati 
on*
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#amazoncloudwatchlogs-destination
#amazoncloudwatchlogs-destination
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListTagsLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_ListTagsLogGroup.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutAccountPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutAccountPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDataProtectionPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDataProtectionPolicy.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestination.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestination.html
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-logs_DeliveryDestinationResourceArn
#amazoncloudwatchlogs-logs_DeliveryDestinationResourceArn
#amazoncloudwatchlogs-logs_DeliveryDestinationResourceArn
#amazoncloudwatchlogs-logs_DeliveryDestinationResourceArn
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestinationPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestinationPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestinationPolicy.html
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

delivery- 
source*

    PutDelive 
rySource

向传送源授予权限 create/up 
date

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

logs:LogG 
enerating 
ResourceA 
rns

 

destinati 
on*

  iam:PassR 
ole

 PutDestin 
ation

授予权限以创建或更新目标 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 PutDestin 
ationPolicy

授予权限以创建或更新与现有
目标关联的访问策略

写入 destinati 
on*

   

 PutIndexP 
olicy

授予在日志组级别附加索引策
略以优化搜索和查询的权限

写入      

 PutIntegr 
ation

授予在 cloudwatch 日志和开放
搜索之间创建集成的权限

写入      
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#amazoncloudwatchlogs-delivery-source
#amazoncloudwatchlogs-delivery-source
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliverySource.html
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-logs_LogGeneratingResourceArns
#amazoncloudwatchlogs-logs_LogGeneratingResourceArns
#amazoncloudwatchlogs-logs_LogGeneratingResourceArns
#amazoncloudwatchlogs-logs_LogGeneratingResourceArns
#amazoncloudwatchlogs-destination
#amazoncloudwatchlogs-destination
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDestination.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDestination.html
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDestinationPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDestinationPolicy.html
#amazoncloudwatchlogs-destination
#amazoncloudwatchlogs-destination
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutIndexPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutIndexPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutIntegration.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutIntegration.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutLogEve 
nts

授予权限以将一批日志事件上
传到指定的日志流

写入 log-strea 
m*

   

 PutMetric 
Filter

授予权限以创建或更新指标筛
选条件并将其与指定日志组关
联

写入 log-group 
*

   

 PutQueryD 
efinition

授予权限以创建或更新查询定
义

写入      

 PutResour 
cePolicy

授予创建或更新资源策略的权
限，允许其他 AWS 服务将日
志事件存入此账户

权限管理      

 PutRetent 
ionPolicy

授予权限以设置指定日志组的
保留

写入 log-group 
*

   

log-group 
*

  iam:PassR 
ole

 PutSubscr 
iptionFilter

授予权限以创建或更新订阅筛
选器并将其与指定日志组关联

写入

destinati 
on

   

 PutTransf 
ormer

授予创建或更新转换器并将其
与指定日志组关联的权限

写入 log-group 
*

   

 StartLiveTail 授予在 CloudWatch 日志中启
动 Live Tail 会话的权限

读取 log-group 
*

   

 StartQuery 授予使用 Logs Insights 计划对
日志组进行 CloudWatch 查询
的权限

读取 log-group 
*

   

 StopLiveTail
[仅权限]

授予停止正在执行的 Live Tail 
会话的权限

读取      
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
#amazoncloudwatchlogs-log-stream
#amazoncloudwatchlogs-log-stream
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutMetricFilter.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutMetricFilter.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutQueryDefinition.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutQueryDefinition.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutRetentionPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutRetentionPolicy.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutSubscriptionFilter.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutSubscriptionFilter.html
#amazoncloudwatchlogs-destination
#amazoncloudwatchlogs-destination
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutTransformer.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutTransformer.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_StartLiveTail.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_StartQuery.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CloudWatchLogs_LiveTail.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StopQuery 授予停止正在进行的 
CloudWatch Logs Insights 查
询的权限

读取      

log-group 
*

    TagLogGro 
up

授予权限以为指定日志组添加
或更新指定的标签

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

anomaly-
detector

   

delivery    

delivery- 
destinati 
on

   

delivery- 
source

   

destinati 
on

   

 TagResour 
ce

授予权限以将指定标签添加到
指定资源或进行更新

标记

log-group    
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_StopQuery.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_TagLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_TagLogGroup.html
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-anomaly-detector
#amazoncloudwatchlogs-anomaly-detector
#amazoncloudwatchlogs-delivery
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-source
#amazoncloudwatchlogs-delivery-source
#amazoncloudwatchlogs-destination
#amazoncloudwatchlogs-destination
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_TagResource.html
#amazoncloudwatchlogs-log-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 TestMetri 
cFilter

授予权限以针对日志事件消息
示例测试指标筛选条件的筛选
条件模式

读取      

 TestTrans 
former

授予根据日志事件消息样本测
试转换器的权限

读取      

 Unmask [仅
权限]

授予权限以获取已通过数据保
护策略编辑的未屏蔽日志事件

读取 log-group 
*

   

log-group 
*

    UntagLogG 
roup

授予权限以删除指定日志组的
指定标签

标记

  aws:TagKe 
ys

 

anomaly-
detector

   

delivery    

delivery- 
destinati 
on

   

 UntagReso 
urce

授予权限以从指定资源中删除
指定标签

标记

delivery- 
source
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#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_TestMetricFilter.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_TestMetricFilter.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_TestTransformer.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_TestTransformer.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-log-group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UntagLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UntagLogGroup.html
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-anomaly-detector
#amazoncloudwatchlogs-anomaly-detector
#amazoncloudwatchlogs-delivery
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UntagResource.html
#amazoncloudwatchlogs-delivery-source
#amazoncloudwatchlogs-delivery-source
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

destinati 
on

   

log-group    

  aws:TagKe 
ys

 

 UpdateAno 
maly

授予更新日志异常检测器所报
告异常的权限

写入 anomaly-
detector*

   

delivery*    

delivery- 
destinati 
on*

   

delivery- 
source*

   

 UpdateDel 
iveryConf 
iguration

授予权限以更新与交付相关的
配置

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 UpdateLog 
AnomalyDe 
tector

授予更新日志异常检测器的权
限

写入 anomaly-
detector*

   

 UpdateLog 
Delivery [仅权
限]

授予权限以更新指定日志传送
的日志传送信息

写入      
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#amazoncloudwatchlogs-destination
#amazoncloudwatchlogs-destination
#amazoncloudwatchlogs-log-group
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_TagKeys
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UpdateAnomaly.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UpdateAnomaly.html
#amazoncloudwatchlogs-anomaly-detector
#amazoncloudwatchlogs-anomaly-detector
#amazoncloudwatchlogs-delivery
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-destination
#amazoncloudwatchlogs-delivery-source
#amazoncloudwatchlogs-delivery-source
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UpdateDeliveryConfiguration.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UpdateDeliveryConfiguration.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UpdateDeliveryConfiguration.html
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_TagKeys
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
#amazoncloudwatchlogs-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UpdateLogAnomalyDetector.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UpdateLogAnomalyDetector.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UpdateLogAnomalyDetector.html
#amazoncloudwatchlogs-anomaly-detector
#amazoncloudwatchlogs-anomaly-detector
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
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由 Amazon CloudWatch 日志定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 log-group arn:${Partition}:logs:${Region}:${Ac 
count}:log-group:${LogGroupName}

aws:ResourceTag/${ 
TagKey}

 log-stream arn:${Partition}:logs:${Region}:${Ac 
count}:log-group:${LogGroupName}:log 
-stream:${LogStreamName}

aws:ResourceTag/${ 
TagKey}

 destination arn:${Partition}:logs:${Region}:${Ac 
count}:destination:${DestinationName 
}

aws:ResourceTag/${ 
TagKey}

 delivery- 
source

arn:${Partition}:logs:${Region}:${Ac 
count}:delivery-source:${DeliverySou 
rceName}

aws:ResourceTag/${ 
TagKey}

 delivery arn:${Partition}:logs:${Region}:${Ac 
count}:delivery:${DeliveryName}

aws:ResourceTag/${ 
TagKey}

 delivery- 
destination

arn:${Partition}:logs:${Region}:${Ac 
count}:delivery-destination:${Delive 
ryDestinationName}

aws:ResourceTag/${ 
TagKey}

 anomaly-d 
etector

arn:${Partition}:logs:${Region}:${Ac 
count}:anomaly-detector:${DetectorId 
}

aws:ResourceTag/${ 
TagKey}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_LogGroup.html
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_LogStream.html
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_Destination.html
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeliverySource.html
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_Delivery.html
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeliveryDestination.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeliveryDestination.html
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_AnomalyDetector.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_AnomalyDetector.html
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
#amazoncloudwatchlogs-aws_ResourceTag___TagKey_
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Amazon CloudWatch 日志的条件密钥

A CloudWatch mazon Logs 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 logs:Deli 
veryDesti 
nationRes 
ourceArn

按请求中传递的日志目标 ARN 筛选访问权限 ARN

 logs:LogG 
enerating 
ResourceArns

按请求中 ARNs 传递的日志生成资源筛选访问权限 ArrayOfARN

Amazon CloudWatch 网络综合监控器的操作、资源和条件密钥

Amazon CloudWatch 网络合成监视器（服务前缀:networkmonitor）提供以下特定于服务的资源、
操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-identity-based-access-control-cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-identity-based-access-control-cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-identity-based-access-control-cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-identity-based-access-control-cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-identity-based-access-control-cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-identity-based-access-control-cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-identity-based-access-control-cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/what-is-network-monitor.html
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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主题

• Amazon CloudWatch 网络综合监控器定义的操作

• 由 Amazon CloudWatch 网络综合监控器定义的资源类型

• Amazon CloudWatch 网络综合监视器的条件密钥

Amazon CloudWatch 网络综合监控器定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

Amazon CloudWatch 网络综合监视器 816

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateMon 
itor

授予创建监视器的权限 写入 monitor*    

 CreateProbe 授予创建探测器的权限 写入      

 DeleteMon 
itor

授予删除监视器的权限 写入 monitor*    

 DeleteProbe 授予删除探测器的权限 写入 probe*    

 GetMonitor 授予获取有关监视器的信息的
权限

读取 monitor*    

 GetProbe 授予获取有关探测器的信息的
权限

读取 probe*    

 ListMonitors 授予列出账户中的所有监视器
及其状态的权限

列表      

monitor     ListTagsF 
orResource

授予列出资源标签的权限 读取

probe    

monitor     TagResour 
ce

授予权限以将标签添加到资源
中

Tagging

probe    

monitor    

probe    

 UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys

 

 UpdateMon 
itor

授予更新监视器的权限 写入 monitor*    
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https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_CreateMonitor.html
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_CreateMonitor.html
#amazoncloudwatchnetworksyntheticmonitor-monitor
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_CreateProbe.html
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_DeleteMonitor.html
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_DeleteMonitor.html
#amazoncloudwatchnetworksyntheticmonitor-monitor
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_DeleteProbe.html
#amazoncloudwatchnetworksyntheticmonitor-probe
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_GetMonitor.html
#amazoncloudwatchnetworksyntheticmonitor-monitor
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_GetProbe.html
#amazoncloudwatchnetworksyntheticmonitor-probe
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_ListMonitors.html
#amazoncloudwatchnetworksyntheticmonitor-monitor
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_ListTagsForResource.html
#amazoncloudwatchnetworksyntheticmonitor-probe
#amazoncloudwatchnetworksyntheticmonitor-monitor
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_TagResource.html
#amazoncloudwatchnetworksyntheticmonitor-probe
#amazoncloudwatchnetworksyntheticmonitor-monitor
#amazoncloudwatchnetworksyntheticmonitor-probe
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_UntagResource.html
#amazoncloudwatchnetworksyntheticmonitor-aws_TagKeys
#amazoncloudwatchnetworksyntheticmonitor-aws_TagKeys
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_UpdateMonitor.html
https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_UpdateMonitor.html
#amazoncloudwatchnetworksyntheticmonitor-monitor
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateProbe 授予更新探测器的权限 写入 probe*    

由 Amazon CloudWatch 网络综合监控器定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 monitor arn:${Partition}:networkmonitor:${Re 
gion}:${Account}:monitor/${MonitorNa 
me}

aws:ResourceTag/${ 
TagKey}

 probe arn:${Partition}:networkmonitor:${Re 
gion}:${Account}:probe/${ProbeId}

aws:ResourceTag/${ 
TagKey}

Amazon CloudWatch 网络综合监视器的条件密钥

Amazon CloudWatch 网络综合监控器定义了以下条件密钥，这些条件键可用于 IAM 策略
的Condition元素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信
息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串
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https://docs.aws.amazon.com/networkmonitor/latest/APIReference/API_UpdateProbe.html
#amazoncloudwatchnetworksyntheticmonitor-probe
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/nw-monitor-working-with.html
#amazoncloudwatchnetworksyntheticmonitor-aws_ResourceTag___TagKey_
#amazoncloudwatchnetworksyntheticmonitor-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/nw-monitor-working-with.html
#amazoncloudwatchnetworksyntheticmonitor-aws_ResourceTag___TagKey_
#amazoncloudwatchnetworksyntheticmonitor-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString

Amazon CloudWatch 可观察性访问管理器的操作、资源和条件密钥

Amazon O CloudWatch bservability Access Manager（服务前缀:oam）提供以下特定于服务的资源、
操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon CloudWatch 可观察性访问管理器定义的操作

• 由 Amazon CloudWatch 可观察性访问管理器定义的资源类型

• Amazon CloudWatch 可观察性访问管理器的条件密钥

Amazon CloudWatch 可观察性访问管理器定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Sink*   oam:TagRe 
source

 CreateLink 授予权限以在监控账户和源账
户之间创建链接，以进行跨账
户监控

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

oam:Resou 
rceTypes

 

 CreateSink 授予权限以在账户中创建接收
器，以便该账户可用作跨账户
监控的监控账户

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

oam:TagRe 
source
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Link*     DeleteLink 授予权限以在监控账户和源账
户之间删除链接，以进行跨账
户监控

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Sink*     DeleteSink 授予权限以删除监控账户中跨
账户监控接收器

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Link*     GetLink 授予权限以检索有关一个跨账
户监控链接的完整信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

Sink*     GetSink 授予权限以检索有关一个跨账
户监控接收器的完整信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

Sink*     GetSinkPo 
licy

授予权限以检索跨账户监控接
收器的 IAM policy 的信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

Sink*     ListAttac 
hedLinks

授予权限以检索为跨账户监控
接收器链接的链接列表

读取

  aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListLinks 授予检索此账户 ARNs 中跨账
户监控链接的权限

读取      

 ListSinks 授予检索此账户 ARNs 中跨账
户监控接收器的权限

读取      

Link     ListTagsF 
orResource

授予列出资源标签的权限 读取

Sink    

Sink*     PutSinkPo 
licy

授予权限以创建或更新跨账户
监控接收器的 IAM policy

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Link    

Sink    

 TagResour 
ce

授予权限以标记资源 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Link    

Sink    

 UntagReso 
urce

授予权限以取消标记资源 标记

  aws:TagKe 
ys

 

 UpdateLink 授予权限以更新监控账户和源
账户之间的现有链接

写入 Link*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

oam:Resou 
rceTypes

 

由 Amazon CloudWatch 可观察性访问管理器定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Link arn:${Partition}:oam:${Region}:${Acc 
ount}:link/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Sink arn:${Partition}:oam:${Region}:${Acc 
ount}:sink/${ResourceId}

aws:ResourceTag/${ 
TagKey}

Amazon CloudWatch 可观察性访问管理器的条件密钥

Amazon O CloudWatch bservability Access Manager 定义了以下可用于 IAM 策略Condition元素的
条件键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件
键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 oam:Resou 
rceTypes

按请求中的资源类型筛选访问权限 ArrayOfString

Amazon CloudWatch 可观测性管理服务的操作、资源和条件密钥

Amazon CloudWatch Observability 管理服务（服务前缀:observabilityadmin）提供以下特定于服
务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon CloudWatch 可观测性管理服务定义的操作

• 由 Amazon CloudWatch 可观测性管理服务定义的资源类型

• Amazon CloudWatch 可观测性管理服务的条件密钥

由 Amazon CloudWatch 可观测性管理服务定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

telemetry 
-rule*

    CreateTel 
emetryRule

授予使用账户指定名称创建新
遥测规则的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

organizat 
ion-telem 
etry-rule*

    CreateTel 
emetryRul 
eForOrgan 
ization

授予使用该组织指定名称创建
新的组织遥测规则的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteTel 
emetryRule

授予删除具有指定帐户名称的
遥测规则的权限

写入 telemetry 
-rule*

   

 DeleteTel 
emetryRul 
eForOrgan 
ization

授予删除具有指定名称的组织
遥测规则的权限

写入 organizat 
ion-telem 
etry-rule*

   

 GetTeleme 
tryEvalua 
tionStatus

授予检索账户的 Telemetry 
Config 功能状态的权限

读取      

 GetTeleme 
tryEvalua 
tionStatu 
sForOrgan 
ization

授予检索组织的 Telemetry 
Config 功能状态的权限

读取      

 GetTeleme 
tryRule

授予检索账户指定遥测规则的
权限

读取      

 GetTeleme 
tryRuleFo 
rOrganization

授予检索该组织的指定组织遥
测规则的权限

读取      
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https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_CreateTelemetryRuleForOrganization.html
#amazoncloudwatchobservabilityadminservice-aws_TagKeys
#amazoncloudwatchobservabilityadminservice-aws_TagKeys
#amazoncloudwatchobservabilityadminservice-aws_RequestTag___TagKey_
#amazoncloudwatchobservabilityadminservice-aws_RequestTag___TagKey_
#amazoncloudwatchobservabilityadminservice-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_DeleteTelemetryRule.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_DeleteTelemetryRule.html
#amazoncloudwatchobservabilityadminservice-telemetry-rule
#amazoncloudwatchobservabilityadminservice-telemetry-rule
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_DeleteTelemetryRuleForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_DeleteTelemetryRuleForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_DeleteTelemetryRuleForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_DeleteTelemetryRuleForOrganization.html
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_GetTelemetryEvaluationStatus.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_GetTelemetryEvaluationStatus.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_GetTelemetryEvaluationStatus.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_GetTelemetryEvaluationStatusForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_GetTelemetryEvaluationStatusForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_GetTelemetryEvaluationStatusForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_GetTelemetryEvaluationStatusForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_GetTelemetryEvaluationStatusForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_GetTelemetryRule.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_GetTelemetryRule.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_GetTelemetryRuleForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_GetTelemetryRuleForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_GetTelemetryRuleForOrganization.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListResou 
rceTelemetry

授予检索与账户关联资源的遥
测配置的权限

读取      

 ListResou 
rceTeleme 
tryForOrg 
anization

授予检索与组织中账户关联的
资源的遥测配置的权限

读取      

organizat 
ion-telem 
etry-rule

    ListTagsF 
orResource

授予权限以列出指定资源的标
签

列表

telemetry 
-rule

   

 ListTelem 
etryRules

授予列出账户遥测规则的权限 列表      

 ListTelem 
etryRules 
ForOrgani 
zation

授予列出组织遥测规则的权限 列表      

 StartTele 
metryEval 
uation

授予账户启动 Telemetry 
Config 功能的权限

写入      

 StartTele 
metryEval 
uationFor 
Organization

授予为组织启动 Telemetry 
Config 功能的权限

写入      

 StopTelem 
etryEvalu 
ation

授予停止账户的 Telemetry 
Config 功能的权限

写入      
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https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListResourceTelemetry.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListResourceTelemetry.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListResourceTelemetryForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListResourceTelemetryForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListResourceTelemetryForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListResourceTelemetryForOrganization.html
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListTagsForResource.html
#amazoncloudwatchobservabilityadminservice-telemetry-rule
#amazoncloudwatchobservabilityadminservice-telemetry-rule
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListTelemetryRules.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListTelemetryRules.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListTelemetryRulesForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListTelemetryRulesForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListTelemetryRulesForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_ListTelemetryRulesForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StartTelemetryEvaluation.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StartTelemetryEvaluation.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StartTelemetryEvaluation.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StartTelemetryEvaluationForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StartTelemetryEvaluationForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StartTelemetryEvaluationForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StartTelemetryEvaluationForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StopTelemetryEvaluation.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StopTelemetryEvaluation.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StopTelemetryEvaluation.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StopTelem 
etryEvalu 
ationForO 
rganization

授予停止组织的 Telemetry 
Config 功能的权限

写入      

organizat 
ion-telem 
etry-rule

   

telemetry 
-rule

   

 TagResour 
ce

授予权限以将指定标签添加到
指定资源或进行更新

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

organizat 
ion-telem 
etry-rule

   

telemetry 
-rule

   

 UntagReso 
urce

授予权限以从指定资源中删除
指定标签

标记

  aws:TagKe 
ys

 

 UpdateTel 
emetryRule

授予更新账户指定遥测规则的
权限

写入 telemetry 
-rule*
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https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StopTelemetryEvaluationForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StopTelemetryEvaluationForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StopTelemetryEvaluationForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_StopTelemetryEvaluationForOrganization.html
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
#amazoncloudwatchobservabilityadminservice-telemetry-rule
#amazoncloudwatchobservabilityadminservice-telemetry-rule
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_TagResource.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_TagResource.html
#amazoncloudwatchobservabilityadminservice-aws_TagKeys
#amazoncloudwatchobservabilityadminservice-aws_TagKeys
#amazoncloudwatchobservabilityadminservice-aws_RequestTag___TagKey_
#amazoncloudwatchobservabilityadminservice-aws_RequestTag___TagKey_
#amazoncloudwatchobservabilityadminservice-aws_RequestTag___TagKey_
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
#amazoncloudwatchobservabilityadminservice-telemetry-rule
#amazoncloudwatchobservabilityadminservice-telemetry-rule
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_UntagResource.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_UntagResource.html
#amazoncloudwatchobservabilityadminservice-aws_TagKeys
#amazoncloudwatchobservabilityadminservice-aws_TagKeys
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_UpdateTelemetryRule.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_UpdateTelemetryRule.html
#amazoncloudwatchobservabilityadminservice-telemetry-rule
#amazoncloudwatchobservabilityadminservice-telemetry-rule
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateTel 
emetryRul 
eForOrgan 
ization

授予检索该组织的指定组织遥
测规则的权限

写入 organizat 
ion-telem 
etry-rule*

   

由 Amazon CloudWatch 可观测性管理服务定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 telemetry-
rule

arn:${Partition}:observabilityadmin: 
${Region}:${Account}:telemetry-rule: 
${TelemetryRuleName}

aws:ResourceTag/${ 
TagKey}

 organization-
telemetry-rule

arn:${Partition}:observabilityadmin: 
${Region}:${Account}:organization-te 
lemetry-rule:${TelemetryRuleName}

aws:ResourceTag/${ 
TagKey}

Amazon CloudWatch 可观测性管理服务的条件密钥

Amazon CloudWatch 可观察性管理服务定义了以下条件键，这些条件键可用于 IAM 策略
的Condition元素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信
息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_UpdateTelemetryRuleForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_UpdateTelemetryRuleForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_UpdateTelemetryRuleForOrganization.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_UpdateTelemetryRuleForOrganization.html
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
#amazoncloudwatchobservabilityadminservice-organization-telemetry-rule
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_TelemetryRule.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_TelemetryRule.html
#amazoncloudwatchobservabilityadminservice-aws_ResourceTag___TagKey_
#amazoncloudwatchobservabilityadminservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_OrganizationTelemetryRule.html
https://docs.aws.amazon.com/cloudwatch/latest/observabilityadmin/API_OrganizationTelemetryRule.html
#amazoncloudwatchobservabilityadminservice-aws_ResourceTag___TagKey_
#amazoncloudwatchobservabilityadminservice-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS CloudWatch RUM 的操作、资源和条件键

AWS CloudWatch RUM（服务前缀:rum）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS CloudWatch RUM 定义的操作

• AWS CloudWatch RUM 定义的资源类型

• AWS CloudWatch RUM 的条件密钥

由 AWS CloudWatch RUM 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchCrea 
teRumMetr 
icDefinitions

授予创建 Rum 指标定义的权限 写入 AppMonito 
rResource 
*

   

 BatchDele 
teRumMetr 
icDefinitions

授予删除 Rum 指标定义的权限 写入 AppMonito 
rResource 
*

   

 BatchGetR 
umMetricD 
efinitions

授予获取 Rum 指标定义的权限 读取 AppMonito 
rResource 
*

   

 CreateApp 
Monitor

授予创建 appMonitor 元数据的
权限

写入 AppMonito 
rResource 
*

  iam:Creat 
eServiceL 
inkedRole
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_BatchCreateRumMetricDefinitions.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_BatchCreateRumMetricDefinitions.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_BatchCreateRumMetricDefinitions.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_BatchDeleteRumMetricDefinitions.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_BatchDeleteRumMetricDefinitions.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_BatchDeleteRumMetricDefinitions.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_BatchGetRumMetricDefinitions.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_BatchGetRumMetricDefinitions.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_BatchGetRumMetricDefinitions.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_CreateAppMonitor.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_CreateAppMonitor.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iam:GetRo 
le

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteApp 
Monitor

授予删除 appMonitor 元数据的
权限

写入 AppMonito 
rResource 
*

   

 DeleteRes 
ourcePolicy

授予删除附加到应用程序监视
器的资源策略的权限

写入 AppMonito 
rResource 
*

   

 DeleteRum 
MetricsDe 
stination

授予删除 Rum 指标目标的权限 写入 AppMonito 
rResource 
*

   

 GetAppMon 
itor

授予获取 appMonitor 元数据的
权限

读取 AppMonito 
rResource 
*

   

 GetAppMon 
itorData

授予获取 appMonitor 数据的权
限

读取 AppMonito 
rResource 
*

   

 GetResour 
cePolicy

授予检索附加到应用程序监视
器的资源策略的权限

读取 AppMonito 
rResource 
*
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#awscloudwatchrum-aws_RequestTag___TagKey_
#awscloudwatchrum-aws_RequestTag___TagKey_
#awscloudwatchrum-aws_RequestTag___TagKey_
#awscloudwatchrum-aws_TagKeys
#awscloudwatchrum-aws_TagKeys
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_DeleteAppMonitor.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_DeleteAppMonitor.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_DeleteResourcePolicy.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_DeleteRumMetricsDestination.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_DeleteRumMetricsDestination.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_DeleteRumMetricsDestination.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_GetAppMonitor.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_GetAppMonitor.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_GetAppMonitorData.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_GetAppMonitorData.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_GetResourcePolicy.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAppMo 
nitors

授予列出 appMonitors 元数据
的权限

列表      

 ListRumMe 
tricsDest 
inations

授予列出 Rum 指标目标的权限 读取 AppMonito 
rResource 
*

   

 ListTagsF 
orResource

授予列出资源的标签的权限 读取      

 PutResour 
cePolicy

授予将资源策略附加到应用程
序监视器的权限

写入 AppMonito 
rResource 
*

   

 PutRumEve 
nts

授予放置 appmonitor 的 RUM 
事件的权限

写入 AppMonito 
rResource 
*

   

 PutRumMet 
ricsDesti 
nation

授予放置 Rum 指标目标的权限 写入 AppMonito 
rResource 
*

   

AppMonito 
rResource 
*

    TagResour 
ce

授予标记资源的权限 标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_ListAppMonitors.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_ListAppMonitors.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_ListRumMetricsDestinations.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_ListRumMetricsDestinations.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_ListRumMetricsDestinations.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_PutResourcePolicy.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_PutRumEvents.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_PutRumEvents.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_PutRumMetricsDestination.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_PutRumMetricsDestination.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_PutRumMetricsDestination.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_TagResource.html
#awscloudwatchrum-aws_RequestTag___TagKey_
#awscloudwatchrum-aws_RequestTag___TagKey_
#awscloudwatchrum-aws_RequestTag___TagKey_
#awscloudwatchrum-aws_TagKeys
#awscloudwatchrum-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

AppMonito 
rResource 
*

    UntagReso 
urce

授予取消标记资源的权限 标记

  aws:TagKe 
ys

 

 UpdateApp 
Monitor

授予更新 appmonitor 元数据的
权限

写入 AppMonito 
rResource 
*

  iam:Creat 
eServiceL 
inkedRole

iam:GetRo 
le

 UpdateRum 
MetricDef 
inition

授予更新 Rum 指标定义的权限 写入 AppMonito 
rResource 
*

   

AWS CloudWatch RUM 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 AppMonito 
rResource

arn:${Partition}:rum:${Region}:${Acc 
ount}:appmonitor/${Name}

aws:ResourceTag/${ 
TagKey}
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#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_UntagResource.html
#awscloudwatchrum-aws_TagKeys
#awscloudwatchrum-aws_TagKeys
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_UpdateAppMonitor.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_UpdateAppMonitor.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_UpdateRumMetricDefinition.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_UpdateRumMetricDefinition.html
https://docs.aws.amazon.com/cloudwatchrum/latest/APIReference/API_UpdateRumMetricDefinition.html
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
#awscloudwatchrum-AppMonitorResource
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_AppMonitor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/API_AppMonitor.html
#awscloudwatchrum-aws_ResourceTag___TagKey_
#awscloudwatchrum-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

AWS CloudWatch RUM 的条件密钥

AWS CloudWatch RUM 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按代表 IAM 主体传递请求的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按代表 IAM 主体进行请求的资源的相关标签筛选访问权限 字符串

 aws:TagKeys 按代表 IAM 主体在请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Sy CloudWatch nthetics 的操作、资源和条件密钥

Ama CloudWatch zon Synthetics（服务前缀:synthetics）提供以下特定于服务的资源、操作和条件
上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon S CloudWatch ynthetics 定义的操作

• 由 Amazon S CloudWatch ynthetics 定义的资源类型

• Amazon Sy CloudWatch nthetics 的条件密钥
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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由 Amazon S CloudWatch ynthetics 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

group*     Associate 
Resource

授予权限以将资源与组相关联 写入

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
#amazoncloudwatchsynthetics-group
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_AssociateResource.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_AssociateResource.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 CreateCan 
ary

授予权限以创建 Canary 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateGroup 授予权限以创建组 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

canary*     DeleteCan 
ary

授予权限以删除 Canary。Am 
azon Synthetics 会删除除 
Lambda 函数和警报（如果您 
创建了 CloudWatch 警报）之
外的所有资源

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

group*     DeleteGroup 授予权限以删除组 写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys
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#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_CreateCanary.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_CreateCanary.html
#amazoncloudwatchsynthetics-aws_RequestTag___TagKey_
#amazoncloudwatchsynthetics-aws_RequestTag___TagKey_
#amazoncloudwatchsynthetics-aws_RequestTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_CreateGroup.html
#amazoncloudwatchsynthetics-aws_RequestTag___TagKey_
#amazoncloudwatchsynthetics-aws_RequestTag___TagKey_
#amazoncloudwatchsynthetics-aws_RequestTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-canary
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_DeleteCanary.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_DeleteCanary.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-group
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_DeleteGroup.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeC 
anaries

授予权限以列出所有 Canary 
信息

Read   synthetic 
s:Names

 

 DescribeC 
anariesLa 
stRun

授予权限以列出有关与所有 
Canary 关联的最后一次测试运
行的信息

Read   synthetic 
s:Names

 

 DescribeR 
untimeVer 
sions

授予列出有关 Synthetics 
Canary 运行时版本信息的权限

读取      

group*     Disassoci 
ateResource

授予权限以取消资源与组的关
联

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

canary*     GetCanary 授予权限以查看 Canary 详细
信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 GetCanary 
Runs

授予权限以列出有关所有与 
Canary 关联的测试运行的信息

读取 canary*    
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https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_DescribeCanaries.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_DescribeCanaries.html
#amazoncloudwatchsynthetics-synthetics_Names
#amazoncloudwatchsynthetics-synthetics_Names
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_DescribeCanariesLastRun.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_DescribeCanariesLastRun.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_DescribeCanariesLastRun.html
#amazoncloudwatchsynthetics-synthetics_Names
#amazoncloudwatchsynthetics-synthetics_Names
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_DescribeRuntimeVersions.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_DescribeRuntimeVersions.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_DescribeRuntimeVersions.html
#amazoncloudwatchsynthetics-group
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_DisassociateResource.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_DisassociateResource.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-canary
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_GetCanary.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_GetCanaryRuns.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_GetCanaryRuns.html
#amazoncloudwatchsynthetics-canary
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

group*     GetGroup 授予权限以查看组详细信息 读取

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

canary*     ListAssoc 
iatedGroups

授予权限以列出有关 Canary 
关联组的信息

列表

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

group*     ListGroup 
Resources

授予权限以列出有关组中的 
Canary 的信息

列表

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 ListGroups 授予权限以列出所有组的信息 列表      
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#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-group
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_GetGroup.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-canary
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_ListAssociatedGroups.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_ListAssociatedGroups.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-group
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_ListGroupResources.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_ListGroupResources.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_ListGroups.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

canary     ListTagsF 
orResource

授予权限以列出与资源关联的
所有标签和值

读取

group    

canary*     StartCanary 授予启动金丝雀的权限，以
便 Amazon Sy CloudWatch 
nthetics 开始监控网站

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

canary*     StartCana 
ryDryRun

授予启动金丝雀试运行
的权限，这样 Amazon S 
CloudWatch ynthetics 就可以
使用提供的参数执行金丝雀的
测试执行

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

canary*     StopCanary 授予权限以停止 Canary 写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

canary     TagResour 
ce

授予权限以将一个或多个标签
添加到资源中

Tagging

group    
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#amazoncloudwatchsynthetics-canary
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_ListTagsForResource.html
#amazoncloudwatchsynthetics-group
#amazoncloudwatchsynthetics-canary
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_StartCanary.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-canary
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_StartCanaryDryRun.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_StartCanaryDryRun.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-canary
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_StopCanary.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-canary
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_TagResource.html
#amazoncloudwatchsynthetics-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

canary    

group    

 UntagReso 
urce

授予从资源删除一个或多个标
签的权限

标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

canary*     UpdateCan 
ary

授予权限以更新 Canary 写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

由 Amazon S CloudWatch ynthetics 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#amazoncloudwatchsynthetics-aws_RequestTag___TagKey_
#amazoncloudwatchsynthetics-aws_RequestTag___TagKey_
#amazoncloudwatchsynthetics-aws_RequestTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-canary
#amazoncloudwatchsynthetics-group
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_UntagResource.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-canary
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_UpdateCanary.html
https://docs.aws.amazon.com/AmazonSynthetics/latest/APIReference/API_UpdateCanary.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_TagKeys
#amazoncloudwatchsynthetics-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 canary arn:${Partition}:synthetics:${Region 
}:${Account}:canary:${CanaryName}

aws:ResourceTag/${ 
TagKey}

 group arn:${Partition}:synthetics:${Region 
}:${Account}:group:${GroupId}

aws:ResourceTag/${ 
TagKey}

Amazon Sy CloudWatch nthetics 的条件密钥

Ama CloudWatch zon Synthetics 定义了以下条件密钥，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选访问 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选访问 ArrayOfString

 synthetic 
s:Names

根据 Canary 的名称筛选访问权限 ArrayOfString

AWS CodeArtifact 的操作、资源和条件键

AWS CodeArtifact （服务前缀:codeartifact）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Groups.html
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
#amazoncloudwatchsynthetics-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_Restricted.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_Restricted.html
https://docs.aws.amazon.com/codeartifact/latest/ug/
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS CodeArtifact 定义的操作

• AWS CodeArtifact 定义的资源类型

• AWS CodeArtifact 的条件键

AWS CodeArtifact 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/codeartifact/latest/APIReference/
https://docs.aws.amazon.com/codeartifact/latest/ug/auth-and-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
ExternalC 
onnection

授予向存储库添加外部连接的
权限

Write repositor 
y*

   

 Associate 
WithDowns 
treamRepo 
sitory

授予将现有存储库作为上游存
储库与另一个存储库关联的权
限

写入 repositor 
y*

   

package*     CopyPacka 
geVersions

授予将程序包版本从一个存储
库复制到同一域中的另一个存
储库的权限

写入

repositor 
y*

   

 CreateDom 
ain

授予创建新域的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePac 
kageGroup

授予权限以创建软件包组 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateRep 
ository

授予创建新存储库的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_AssociateExternalConnection.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_AssociateExternalConnection.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_AssociateExternalConnection.html
#awscodeartifact-repository
#awscodeartifact-repository
https://docs.aws.amazon.com/codeartifact/latest/ug/repos-upstream.html
https://docs.aws.amazon.com/codeartifact/latest/ug/repos-upstream.html
https://docs.aws.amazon.com/codeartifact/latest/ug/repos-upstream.html
https://docs.aws.amazon.com/codeartifact/latest/ug/repos-upstream.html
#awscodeartifact-repository
#awscodeartifact-repository
#awscodeartifact-package
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_CopyPackageVersions.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_CopyPackageVersions.html
#awscodeartifact-repository
#awscodeartifact-repository
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_CreateDomain.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_CreateDomain.html
#awscodeartifact-aws_RequestTag___TagKey_
#awscodeartifact-aws_RequestTag___TagKey_
#awscodeartifact-aws_RequestTag___TagKey_
#awscodeartifact-aws_TagKeys
#awscodeartifact-aws_TagKeys
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_CreatePackageGroup.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_CreatePackageGroup.html
#awscodeartifact-aws_RequestTag___TagKey_
#awscodeartifact-aws_RequestTag___TagKey_
#awscodeartifact-aws_RequestTag___TagKey_
#awscodeartifact-aws_TagKeys
#awscodeartifact-aws_TagKeys
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_CreateRepository.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_CreateRepository.html
#awscodeartifact-aws_RequestTag___TagKey_
#awscodeartifact-aws_RequestTag___TagKey_
#awscodeartifact-aws_RequestTag___TagKey_
#awscodeartifact-aws_TagKeys
#awscodeartifact-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDom 
ain

授予权限以删除域 Write domain*    

 DeleteDom 
ainPermis 
sionsPolicy

授予删除域上的资源策略集的
权限

权限管理 domain*    

 DeletePac 
kage

授予删除软件包的权限 写入 package*    

 DeletePac 
kageGroup

授予权限以删除软件包组 写入 package-
group*

   

 DeletePac 
kageVersions

授予删除程序包版本的权限 Write package*    

 DeleteRep 
ository

授予删除存储库的权限 Write repositor 
y*

   

 DeleteRep 
ositoryPe 
rmissions 
Policy

授予删除存储库上的资源策略
集的权限

Permissio 
ns 
managemen 
t

repositor 
y*

   

 DescribeD 
omain

授予返回有关域的信息的权限 读取 domain*    

 DescribeP 
ackage

授予权限以检索有关程序包的
信息

读取 package*    

 DescribeP 
ackageGroup

授予权限以返回有关软件包组
的详细信息

读取 package-
group*
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https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeleteDomain.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeleteDomain.html
#awscodeartifact-domain
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeleteDomainPermissionsPolicy.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeleteDomainPermissionsPolicy.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeleteDomainPermissionsPolicy.html
#awscodeartifact-domain
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeletePackage.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeletePackage.html
#awscodeartifact-package
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeletePackageGroup.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeletePackageGroup.html
#awscodeartifact-package-group
#awscodeartifact-package-group
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeletePackageVersions.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeletePackageVersions.html
#awscodeartifact-package
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeleteRepository.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeleteRepository.html
#awscodeartifact-repository
#awscodeartifact-repository
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeleteRepositoryPermissionsPolicy.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeleteRepositoryPermissionsPolicy.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeleteRepositoryPermissionsPolicy.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DeleteRepositoryPermissionsPolicy.html
#awscodeartifact-repository
#awscodeartifact-repository
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DescribeDomain.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DescribeDomain.html
#awscodeartifact-domain
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DescribePackage.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DescribePackage.html
#awscodeartifact-package
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DescribePackageGroup.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DescribePackageGroup.html
#awscodeartifact-package-group
#awscodeartifact-package-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeP 
ackageVer 
sion

授予返回有关程序包版本的信
息的权限

Read package*    

 DescribeR 
epository

授予返回有关存储库的详细信
息的权限

Read repositor 
y*

   

 Disassoci 
ateExtern 
alConnection

授予取消外部连接与存储库的
关联的权限

Write repositor 
y*

   

 DisposePa 
ckageVers 
ions

授予将程序包版本的状态设置
为“已释放”并删除其资产的权限

写入 package*    

 GetAssoci 
atedPacka 
geGroup

授予权限以返回软件包的关联
软件包组

读取 package-
group*

   

 GetAuthor 
izationToken

授予生成临时身份验证令牌以
访问域中的存储库的权限

Read domain*    

 GetDomain 
Permissio 
nsPolicy

授予返回域的资源策略的权限 Read domain*    

 GetPackag 
eVersionA 
sset

授予返回属于程序包版本一部
分的资产（或文件）的权限

Read package*    

 GetPackag 
eVersionR 
eadme

授予返回程序包版本的自述文
件的权限

Read package*    
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https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DescribePackageVersion.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DescribePackageVersion.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DescribePackageVersion.html
#awscodeartifact-package
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DescribeRepository.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DescribeRepository.html
#awscodeartifact-repository
#awscodeartifact-repository
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DisassociateExternalConnection.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DisassociateExternalConnection.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DisassociateExternalConnection.html
#awscodeartifact-repository
#awscodeartifact-repository
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DisposePackageVersions.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DisposePackageVersions.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_DisposePackageVersions.html
#awscodeartifact-package
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetAssociatedPackageGroup.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetAssociatedPackageGroup.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetAssociatedPackageGroup.html
#awscodeartifact-package-group
#awscodeartifact-package-group
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetAuthorizationToken.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetAuthorizationToken.html
#awscodeartifact-domain
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetDomainPermissionsPolicy.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetDomainPermissionsPolicy.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetDomainPermissionsPolicy.html
#awscodeartifact-domain
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetPackageVersionAsset.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetPackageVersionAsset.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetPackageVersionAsset.html
#awscodeartifact-package
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetPackageVersionReadme.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetPackageVersionReadme.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetPackageVersionReadme.html
#awscodeartifact-package
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetReposi 
toryEndpoint

授予返回存储库的终端节点的
权限

Read repositor 
y*

   

 GetReposi 
toryPermi 
ssionsPolicy

授予返回存储库的资源策略的
权限

读取 repositor 
y*

   

 ListAllow 
edReposit 
oriesForG 
roup

授予权限以列出软件包组允许
的存储库

列表 package-
group*

   

 ListAssoc 
iatedPack 
ages

授予权限以列出与软件包组关
联的软件包

列表 package-
group*

   

 ListDomains 授予列出当前用户域名的权限 
AWS 账户

列表      

 ListPacka 
geGroups

授予权限以列出域中的软件包
组

列表 domain*    

 ListPacka 
geVersion 
Assets

授予列出程序包版本的资产的
权限

List package*    

 ListPacka 
geVersion 
Dependenc 
ies

授予列出程序包版本的直接依
赖项的权限

List package*    

 ListPacka 
geVersions

授予列出程序包的版本的权限 List package*    
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https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetRepositoryEndpoint.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetRepositoryEndpoint.html
#awscodeartifact-repository
#awscodeartifact-repository
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetRepositoryPermissionsPolicy.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetRepositoryPermissionsPolicy.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_GetRepositoryPermissionsPolicy.html
#awscodeartifact-repository
#awscodeartifact-repository
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListRepositoriesInDomain.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListRepositoriesInDomain.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListRepositoriesInDomain.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListRepositoriesInDomain.html
#awscodeartifact-package-group
#awscodeartifact-package-group
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListAssociatedPackages.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListAssociatedPackages.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListAssociatedPackages.html
#awscodeartifact-package-group
#awscodeartifact-package-group
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListDomains.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListPackageGroups.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListPackageGroups.html
#awscodeartifact-domain
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListPackageVersionAssets.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListPackageVersionAssets.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListPackageVersionAssets.html
#awscodeartifact-package
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListPackageVersionDependencies.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListPackageVersionDependencies.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListPackageVersionDependencies.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListPackageVersionDependencies.html
#awscodeartifact-package
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListPackageVersions.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListPackageVersions.html
#awscodeartifact-package
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPacka 
ges

授予列出存储库中的程序包的
权限

List repositor 
y*

   

 ListRepos 
itories

授予列出由调用账户管理的存
储库的权限

List      

 ListRepos 
itoriesIn 
Domain

授予列出域中的存储库的权限 列表 domain*    

 ListSubPa 
ckageGroups

授予权限以列出父软件包组的
子软件包组

列表 package-
group*

   

domain    

package-
group

   

 ListTagsF 
orResource

授予列出 CodeArtifact 资源标
签的权限

列表

repositor 
y

   

 PublishPa 
ckageVersion

授予将资产和元数据发布到存
储库终端节点的权限

Write package*    

 PutDomain 
Permissio 
nsPolicy

授予将资源策略附加到域的权
限

Write domain*    

 PutPackag 
eMetadata

授予使用存储库终端节点添
加、修改或删除程序包元数据
的权限

写入 package*    

 PutPackag 
eOriginCo 
nfiguration

授予权限以便为程序包设置源
配置

写入 package*    
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https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListPackages.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListPackages.html
#awscodeartifact-repository
#awscodeartifact-repository
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListRepositories.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListRepositories.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListRepositoriesInDomain.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListRepositoriesInDomain.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListRepositoriesInDomain.html
#awscodeartifact-domain
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListSubPackageGroups.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListSubPackageGroups.html
#awscodeartifact-package-group
#awscodeartifact-package-group
#awscodeartifact-domain
#awscodeartifact-package-group
#awscodeartifact-package-group
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_ListTagsForResource.html
#awscodeartifact-repository
#awscodeartifact-repository
https://docs.aws.amazon.com/codeartifact/latest/ug/repo-policies.html
https://docs.aws.amazon.com/codeartifact/latest/ug/repo-policies.html
#awscodeartifact-package
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_PutDomainPermissionsPolicy.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_PutDomainPermissionsPolicy.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_PutDomainPermissionsPolicy.html
#awscodeartifact-domain
https://docs.aws.amazon.com/codeartifact/latest/ug/repo-policies.html
https://docs.aws.amazon.com/codeartifact/latest/ug/repo-policies.html
#awscodeartifact-package
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_PutPackageOriginConfiguration.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_PutPackageOriginConfiguration.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_PutPackageOriginConfiguration.html
#awscodeartifact-package
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutReposi 
toryPermi 
ssionsPolicy

授予将资源策略附加到存储库
的权限

Write repositor 
y*

   

 ReadFromR 
epository

授予从存储库终端节点返回程
序包资产和元数据的权限

读取 repositor 
y*

   

domain    

package-
group

   

repositor 
y

   

 TagResour 
ce

授予标记 CodeArtifact 资源的
权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

domain    

package-
group

   

repositor 
y

   

 UntagReso 
urce

授予从 CodeArtifact 资源中移
除标签的权限

标记

  aws:TagKe 
ys

 

 UpdatePac 
kageGroup

授予权限以修改软件包组的属
性

写入 package-
group*
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https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_PutRepositoryPermissionsPolicy.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_PutRepositoryPermissionsPolicy.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_PutRepositoryPermissionsPolicy.html
#awscodeartifact-repository
#awscodeartifact-repository
https://docs.aws.amazon.com/codeartifact/latest/ug/repo-policies.html
https://docs.aws.amazon.com/codeartifact/latest/ug/repo-policies.html
#awscodeartifact-repository
#awscodeartifact-repository
#awscodeartifact-domain
#awscodeartifact-package-group
#awscodeartifact-package-group
#awscodeartifact-repository
#awscodeartifact-repository
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_TagResource.html
#awscodeartifact-aws_RequestTag___TagKey_
#awscodeartifact-aws_RequestTag___TagKey_
#awscodeartifact-aws_RequestTag___TagKey_
#awscodeartifact-aws_TagKeys
#awscodeartifact-aws_TagKeys
#awscodeartifact-domain
#awscodeartifact-package-group
#awscodeartifact-package-group
#awscodeartifact-repository
#awscodeartifact-repository
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_UntagResource.html
#awscodeartifact-aws_TagKeys
#awscodeartifact-aws_TagKeys
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_UpdatePackageGroup.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_UpdatePackageGroup.html
#awscodeartifact-package-group
#awscodeartifact-package-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePac 
kageGroup 
OriginCon 
figuration

授予权限以修改软件包组的软
件包源配置

写入 package-
group*

   

 UpdatePac 
kageVersi 
onsStatus

授予修改程序包的一个或多个
版本的状态的权限

Write package*    

 UpdateRep 
ository

授予修改存储库的属性的权限 写入 repositor 
y*

   

AWS CodeArtifact 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

Note

软件包组资源的 ARN 必须使用编码的软件包组模式。

资源类型 ARN 条件键

 domain arn:${Partition}:codeartifact:${Regi 
on}:${Account}:domain/${DomainName}

aws:ResourceTag/${ 
TagKey}

 repository arn:${Partition}:codeartifact:${Regi 
on}:${Account}:repository/${DomainNa 
me}/${RepositoryName}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_UpdatePackageGroupOriginConfiguration.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_UpdatePackageGroupOriginConfiguration.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_UpdatePackageGroupOriginConfiguration.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_UpdatePackageGroupOriginConfiguration.html
#awscodeartifact-package-group
#awscodeartifact-package-group
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_UpdatePackageVersionsStatus.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_UpdatePackageVersionsStatus.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_UpdatePackageVersionsStatus.html
#awscodeartifact-package
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_UpdateRepository.html
https://docs.aws.amazon.com/codeartifact/latest/APIReference/API_UpdateRepository.html
#awscodeartifact-repository
#awscodeartifact-repository
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/codeartifact/latest/ug/domains.html
#awscodeartifact-aws_ResourceTag___TagKey_
#awscodeartifact-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codeartifact/latest/ug/repos.html
#awscodeartifact-aws_ResourceTag___TagKey_
#awscodeartifact-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 package-g 
roup

arn:${Partition}:codeartifact:${Regi 
on}:${Account}:package-group/${Domai 
nName}${EncodedPackageGroupPattern}

aws:ResourceTag/${ 
TagKey}

 package arn:${Partition}:codeartifact:${Regi 
on}:${Account}:package/${DomainName} 
/${RepositoryName}/${PackageFormat}/ 
${PackageNamespace}/${PackageName}

 

AWS CodeArtifact 的条件键

AWS CodeArtifact 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

Amazon 的操作、资源和条件密钥 CodeCatalyst

Amazon CodeCatalyst （服务前缀:codecatalyst）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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https://docs.aws.amazon.com/codeartifact/latest/ug/package-groups.html
https://docs.aws.amazon.com/codeartifact/latest/ug/package-groups.html
#awscodeartifact-aws_ResourceTag___TagKey_
#awscodeartifact-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codeartifact/latest/ug/packages.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/codecatalyst/latest/userguide/
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 CodeCatalyst

• Amazon 定义的资源类型 CodeCatalyst

• Amazon 的条件密钥 CodeCatalyst

Amazon 定义的操作 CodeCatalyst

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/codecatalyst/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptCon 
nection [仅权
限]

授予接受将此账户关联到 
Amazon CodeCatalyst 空间的
请求的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

connectio 
ns*

  iam:PassR 
ole

 Associate 
IamRoleTo 
Connection
[仅权限]

授予将 IAM 角色与连接相关联
的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

identity- 
center-ap 
plication 
s*

    Associate 
IdentityC 
enterAppl 
icationTo 
Space [仅权
限]

授予将 IAM 身份中心应用程序
与 Amazon CodeCatalyst 空间
关联的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

identity- 
center-ap 
plication 
s*

    Associate 
IdentityT 
oIdentity 
CenterApp 
lication [仅权
限]

授予将身份与 Amazon 
CodeCatalyst 空间的 IAM 身份
中心应用程序关联的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 BatchAsso 
ciateIden 
titiesToI 

授予将多个身份与 Amazon 
CodeCatalyst 空间的 IAM 身份
中心应用程序关联的权限

写入 identity- 
center-ap 

    

Amazon CodeCatalyst 853

https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-connections
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-connections
#amazoncodecatalyst-aws_RequestTag___TagKey_
#amazoncodecatalyst-aws_RequestTag___TagKey_
#amazoncodecatalyst-aws_RequestTag___TagKey_
#amazoncodecatalyst-aws_TagKeys
#amazoncodecatalyst-aws_TagKeys
#amazoncodecatalyst-connections
#amazoncodecatalyst-connections
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-connections
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-connections
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-connections
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

plication 
s*

dentityCe 
nterAppli 
cation [仅权
限]   aws:Resou 

rceTag/${ 
TagKey}

 

identity- 
center-ap 
plication 
s*

    BatchDisa 
ssociateI 
dentities 
FromIdent 
ityCenter 
Application
[仅权限]

授予权限以解除多个身份与 
Amazon CodeCatalyst 空间的 
IAM 身份中心应用程序的关联

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 CreateIde 
ntityCent 
erApplication
[仅权限]

授予创建 IAM Identity Center 
应用程序的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSpace
[仅权限]

授予创建 Amazon CodeCatal 
yst 空间的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSpa 
ceAdminRo 
leAssignment
[仅权限]

授予为给定的 Amazon 
CodeCatalyst 空间和 IAM 
Identity Center 应用程序创建
管理员角色分配的权限

写入 identity- 
center-ap 
plication 
s*
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#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
#amazoncodecatalyst-aws_RequestTag___TagKey_
#amazoncodecatalyst-aws_RequestTag___TagKey_
#amazoncodecatalyst-aws_RequestTag___TagKey_
#amazoncodecatalyst-aws_TagKeys
#amazoncodecatalyst-aws_TagKeys
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
#amazoncodecatalyst-aws_RequestTag___TagKey_
#amazoncodecatalyst-aws_RequestTag___TagKey_
#amazoncodecatalyst-aws_RequestTag___TagKey_
#amazoncodecatalyst-aws_TagKeys
#amazoncodecatalyst-aws_TagKeys
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

connectio 
ns*

    DeleteCon 
nection [仅权
限]

授予权限以删除连接 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

identity- 
center-ap 
plication 
s*

    DeleteIde 
ntityCent 
erApplication
[仅权限]

授予删除 IAM Identity Center 
应用程序的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

connectio 
ns*

    Disassoci 
ateIamRol 
eFromConn 
ection [仅权
限]

授予取消 IAM 角色与连接关联
的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

identity- 
center-ap 
plication 
s*

    Disassoci 
ateIdenti 
tyCenterA 
pplicatio 
nFromSpace
[仅权限]

授予将 IAM 身份中心应用程序
与 Amazon CodeCatalyst 空间
解除关联的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

identity- 
center-ap 
plication 
s*

    Disassoci 
ateIdenti 
tyFromIde 
ntityCent 
erApplication
[仅权限]

授予权限以解除身份与 
Amazon CodeCatalyst 空间的 
IAM 身份中心应用程序的关联

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

connectio 
ns*

    GetBillin 
gAuthoriz 
ation [仅权限]

授予描述连接账单授权的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

connectio 
ns*

    GetConnec 
tion [仅权限]

授予获取连接的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

identity- 
center-ap 
plication 
s*

    GetIdenti 
tyCenterA 
pplication [仅
权限]

授予获取有关 IAM Identity 
Center 应用程序的信息的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetPendin 
gConnection
[仅权限]

授予权限以获取将此账户关联
到 Amazon CodeCatalyst 空间
的待处理请求

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListConne 
ctions [仅权
限]

授予列出非待处理的连接的权
限

列表      

connectio 
ns*

    ListIamRo 
lesForCon 
nection [仅权
限]

授予列出与连接关联的 IAM 角
色的权限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListIdent 
ityCenter 
Applications
[仅权限]

授予查看账户中所有 IAM 
Identity Center 应用程序的列
表的权限

列表      

 ListIdent 
ityCenter 
Applicati 
onsForSpace
[仅权限]

授予按照 Amazon CodeCatal 
yst 空间查看 IAM 身份中心应
用程序列表的权限

列表      

identity- 
center-ap 
plication 
s*

    ListSpace 
sForIdent 
ityCenter 
Application
[仅权限]

授予通过 IAM 身份中心应用程
序查看 Amazon CodeCatalyst 
空间列表的权限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListTagsF 
orResource
[仅权限]

授予列出 Amazon CodeCatal 
yst 资源标签的权限

读取 connectio 
ns

   

Amazon CodeCatalyst 857

https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-connections
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-connections
#amazoncodecatalyst-connections
#amazoncodecatalyst-connections
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-connections
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-connections
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-connections
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
#amazoncodecatalyst-identity-center-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-applications
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
#amazoncodecatalyst-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-connections
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html#permissions-reference-connections
#amazoncodecatalyst-connections
#amazoncodecatalyst-connections


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

identity- 
center-ap 
plications

   

  aws:Resou 
rceTag/${ 
TagKey}

 

connectio 
ns*

    PutBillin 
gAuthoriz 
ation [仅权限]

授予创建或更新连接账单授权
的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 RejectCon 
nection [仅权
限]

授予拒绝将此账户关联到 
Amazon CodeCatalyst 空间的
请求的权限

写入      

identity- 
center-ap 
plication 
s*

    Synchroni 
zeIdentit 
yCenterAp 
plication [仅
权限]

授予将 IAM Identity Center 应
用程序与备用身份存储同步的
权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

connectio 
ns

    TagResour 
ce [仅权限]

授予标记 Amazon CodeCatal 
yst 资源的权限

标记

identity- 
center-ap 
plications
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

connectio 
ns

   

identity- 
center-ap 
plications

   

 UntagReso 
urce [仅权限]

授予取消标记 Amazon 
CodeCatalyst 资源的权限

标记

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

identity- 
center-ap 
plication 
s*

    UpdateIde 
ntityCent 
erApplication
[仅权限]

授予更新 IAM Identity Center 
应用程序的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}
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Amazon 定义的资源类型 CodeCatalyst

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 connections arn:${Partition}:codecatalyst:${Regi 
on}:${Account}:/connections/${Connec 
tionId}

aws:ResourceTag/${ 
TagKey}

 identity- 
center-ap 
plications

arn:${Partition}:codecatalyst:${Regi 
on}:${Account}:/identity-center-appl 
ications/${IdentityCenterApplication 
Id}

aws:ResourceTag/${ 
TagKey}

 space arn:${Partition}:codecatalyst:::spac 
e/${SpaceId}

 

 project arn:${Partition}:codecatalyst:::spac 
e/${SpaceId}/project/${ProjectId}

 

Amazon 的条件密钥 CodeCatalyst

Amazon CodeCatalyst 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中标签的键和值筛选访问 字符串
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:TagKeys 按请求中的标签键筛选访问 ArrayOfString

AWS CodeCommit 的操作、资源和条件键

AWS CodeCommit （服务前缀:codecommit）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS CodeCommit 定义的操作

• AWS CodeCommit 定义的资源类型

• AWS CodeCommit 的条件键

AWS CodeCommit 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
ApprovalR 
uleTempla 
teWithRep 
ository

授予权限以将批准规则模板与
存储库关联

Write repositor 
y*

   

 BatchAsso 
ciateAppr 
ovalRuleT 
emplateWi 
thReposit 
ories

授予权限以在单个操作中将一
个批准规则模板与多个存储库
关联

Write repositor 
y*

   

 BatchDesc 
ribeMerge 
Conflicts

授予权限以获取有关在尝试使
用三向合并或压缩合并选项合
并两个提交时发生的多个合并
冲突的信息

Read repositor 
y*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_AssociateApprovalRuleTemplateWithRepository.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_AssociateApprovalRuleTemplateWithRepository.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_AssociateApprovalRuleTemplateWithRepository.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_AssociateApprovalRuleTemplateWithRepository.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_AssociateApprovalRuleTemplateWithRepository.html
#awscodecommit-repository
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchAssociateApprovalRuleTemplateWithRepositories.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchAssociateApprovalRuleTemplateWithRepositories.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchAssociateApprovalRuleTemplateWithRepositories.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchAssociateApprovalRuleTemplateWithRepositories.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchAssociateApprovalRuleTemplateWithRepositories.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchAssociateApprovalRuleTemplateWithRepositories.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchDescribeMergeConflicts.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchDescribeMergeConflicts.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchDescribeMergeConflicts.html
#awscodecommit-repository
#awscodecommit-repository
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchDisa 
ssociateA 
pprovalRu 
leTemplat 
eFromRepo 
sitories

授予权限以在单个操作中删除
一个批准规则模板与多个存储
库之间的关联

写入 repositor 
y*

   

 BatchGetC 
ommits

授予返回 AWS CodeCommit 
仓库中一个或多个提交信息的
权限

读取 repositor 
y*

   

 BatchGetP 
ullRequests
[仅权限]

授予返回 AWS CodeCommit 
仓库中一个或多个拉取请求信
息的权限

读取 repositor 
y*

   

 BatchGetR 
epositories

授予权限以获取有关多个存储
库的信息

Read repositor 
y*

   

 CancelUpl 
oadArchive
[仅权限]

授予取消将档案上传到管道的
权限 AWS CodePipeline

读取 repositor 
y*

   

 CreateApp 
rovalRule 
Template

授予权限以创建批准规则模
板，该模板将在拉取请求中自
动创建与模板中定义的条件匹
配的批准规则；不授予为单个
拉取请求创建批准规则的权限

写入      

repositor 
y*

    CreateBra 
nch

授予使用此 API 在 AWS 
CodeCommit 仓库中创建分支
的权限；不控制 Git 创建分支
操作

写入

  codecommi 
t:Referen 
ces
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchDisassociateApprovalRuleTemplateFromRepositories.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchDisassociateApprovalRuleTemplateFromRepositories.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchDisassociateApprovalRuleTemplateFromRepositories.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchDisassociateApprovalRuleTemplateFromRepositories.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchDisassociateApprovalRuleTemplateFromRepositories.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchDisassociateApprovalRuleTemplateFromRepositories.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchGetCommits.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchGetCommits.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html#aa-pr
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html#aa-pr
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchGetRepositories.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_BatchGetRepositories.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html#aa-acp
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html#aa-acp
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreateApprovalRuleTemplate.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreateApprovalRuleTemplate.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreateApprovalRuleTemplate.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreateBranch.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreateBranch.html
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

repositor 
y*

    CreateCom 
mit

授予添加、复制、移动或更新 
AWS CodeCommit 存储库中分
支中的单个或多个文件的权限 
，以及为指定分支中的更改生
成提交信息的权限

写入

  codecommi 
t:Referen 
ces

 

 CreatePul 
lRequest

授予权限以在指定的存储库中
创建拉取请求

Write repositor 
y*

   

 CreatePul 
lRequestA 
pprovalRule

授予权限以创建特定于单个拉
取请求的批准规则；不授予创
建批准规则模板的权限

写入 repositor 
y*

   

repositor 
y*

    CreateRep 
ository

授予创建 AWS CodeCommit 
仓库的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

repositor 
y*

    CreateUnr 
eferenced 
MergeComm 
it

授予权限以创建未引用的提
交，其中包含使用三向或压
缩合并选项合并两个提交的结
果；不控制 Git 合并操作

Write

  codecommi 
t:Referen 
ces

 

 DeleteApp 
rovalRule 
Template

授予权限以删除批准规则模板 写入      
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#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreateCommit.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreateCommit.html
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreatePullRequest.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreatePullRequest.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreatePullRequestApprovalRule.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreatePullRequestApprovalRule.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreatePullRequestApprovalRule.html
#awscodecommit-repository
#awscodecommit-repository
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreateRepository.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreateRepository.html
#awscodecommit-aws_RequestTag___TagKey_
#awscodecommit-aws_RequestTag___TagKey_
#awscodecommit-aws_RequestTag___TagKey_
#awscodecommit-aws_TagKeys
#awscodecommit-aws_TagKeys
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreateUnreferencedMergeCommit.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreateUnreferencedMergeCommit.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreateUnreferencedMergeCommit.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_CreateUnreferencedMergeCommit.html
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DeleteApprovalRuleTemplate.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DeleteApprovalRuleTemplate.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DeleteApprovalRuleTemplate.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

repositor 
y*

    DeleteBra 
nch

授予使用此 API 删除 AWS 
CodeCommit 仓库中分支的权
限；不控制 Git 删除分支操作

写入

  codecommi 
t:Referen 
ces

 

 DeleteCom 
mentContent

授予权限以删除对存储库中的
更改、文件或提交进行的评论
内容

Write repositor 
y*

   

repositor 
y*

    DeleteFile 授予权限以从指定的分支中删
除指定的文件

Write

  codecommi 
t:Referen 
ces

 

 DeletePul 
lRequestA 
pprovalRule

授予权限以删除为拉取请求创
建的批准规则（如果该规则不
是由批准规则模板创建）

写入 repositor 
y*

   

 DeleteRep 
ository

授予删除 AWS CodeCommit 
仓库的权限

写入 repositor 
y*

   

 DescribeM 
ergeConflicts

授予权限以获取有关在尝试使
用三向或压缩合并选项合并两
个提交时发生的特定合并冲突
的信息

Read repositor 
y*

   

 DescribeP 
ullReques 
tEvents

授予权限以返回有关一个或多
个拉取请求事件的信息

Read repositor 
y*
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#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DeleteBranch.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DeleteBranch.html
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DeleteCommentContent.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DeleteCommentContent.html
#awscodecommit-repository
#awscodecommit-repository
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DeleteFile.html
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DeletePullRequestApprovalRule.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DeletePullRequestApprovalRule.html
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#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DeleteRepository.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DeleteRepository.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DescribeMergeConflicts.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DescribeMergeConflicts.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DescribePullRequestEvents.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DescribePullRequestEvents.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DescribePullRequestEvents.html
#awscodecommit-repository
#awscodecommit-repository
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateApprov 
alRuleTem 
plateFrom 
Repository

授予权限以删除批准规则模板
与存储库之间关联

Write repositor 
y*

   

 EvaluateP 
ullReques 
tApproval 
Rules

授予权限以根据拉取请求的当
前批准状态和批准规则要求评
估拉取请求是否可合并

Read repositor 
y*

   

 GetApprov 
alRuleTem 
plate

授予权限以返回有关批准规则
模板的信息

读取      

 GetBlob 授予从控制台查看 AWS 
CodeCommit 存储库中单
个文件的编码内容的 AWS 
CodeCommit 权限

读取 repositor 
y*

   

 GetBranch 授予使用此 API 获取 AWS 
CodeCommit 仓库中分支详细
信息的权限；不控制 Git 分支
操作

读取 repositor 
y*

   

 GetCommen 
t

授予权限以获取对存储库中的
更改、文件或提交进行的评论
内容

Read repositor 
y*

   

 GetCommen 
tReactions

授予权限以获取对评论的反应 Read repositor 
y*
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DisassociateApprovalRuleTemplateFromRepository.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_DisassociateApprovalRuleTemplateFromRepository.html
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#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetBranch.html
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetComment.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetComment.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetCommentReactions.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetCommentReactions.html
#awscodecommit-repository
#awscodecommit-repository
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCommen 
tsForComp 
aredCommit

授予权限以获取有关对两次提
交的比较结果进行的评论的信
息

Read repositor 
y*

   

 GetCommen 
tsForPull 
Request

授予权限以获取对拉取请求进
行的评论

Read repositor 
y*

   

 GetCommit 授予权限以使用该 API 返回有
关提交的信息，包括提交消息
和提交者信息；不控制 Git 日
志操作

Read repositor 
y*

   

 GetCommit 
History [仅权
限]

授予权限以获取有关存储库中
的提交历史记录的信息

Read repositor 
y*

   

 GetCommit 
sFromMerg 
eBase [仅权
限]

授予权限以获取有关潜在合并
上下文中的两次提交之间差异
的信息

Read repositor 
y*

   

 GetDiffer 
ences

授予权限以查看有关有效提交
说明符（例如分支、标签、HE 
AD、提交 ID 或其他完全限定
的引用）之间差异的信息

Read repositor 
y*

   

 GetFile 授予权限以返回指定文件及其
元数据的 Base-64 编码内容

Read repositor 
y*

   

 GetFolder 授予权限以返回存储库中的指
定文件夹的内容

Read repositor 
y*
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetCommentsForComparedCommit.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetCommentsForComparedCommit.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetCommentsForComparedCommit.html
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetCommentsForPullRequest.html
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#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetDifferences.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetDifferences.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetFile.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetFolder.html
#awscodecommit-repository
#awscodecommit-repository
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

repositor 
y*

    GetMergeC 
ommit

授予权限以获取有关创建合并
提交的拉取请求合并选项之
一创建的合并提交的信息。并
非所有合并选项都创建合并提
交。该权限不控制 Git 合并操
作

读取

  codecommi 
t:Referen 
ces

 

 GetMergeC 
onflicts

授予获取仓库中拉取请求提交
前和提交 IDs 后合并冲突信息
的权限

读取 repositor 
y*

   

 GetMergeO 
ptions

授予权限以获取有关可用于合
并两个提交的拉取请求合并选
项的信息；不控制 Git 合并操
作

Read repositor 
y*

   

 GetObject 
Identifier [仅
权限]

授予权限以将 Blob、树和提交 
解析为其标识符

Read repositor 
y*

   

 GetPullRe 
quest

授予权限以获取有关指定存储
库中的拉取请求的信息

Read repositor 
y*

   

 GetPullRe 
questAppr 
ovalStates

授予权限以在输入的拉取请求
上检索当前的批准

Read repositor 
y*

   

 GetPullRe 
questOver 
rideState

授予权限以检索给定拉取请求
的当前覆盖状态

Read repositor 
y*

   

 GetRefere 
nces [仅权限]

授予获取 AWS CodeCommit 
仓库中引用详细信息的权限；
不控制 Git 引用操作

读取 repositor 
y*
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#awscodecommit-repository
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetPullRequestApprovalStates.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetPullRequestApprovalStates.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetPullRequestOverrideState.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetPullRequestOverrideState.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetPullRequestOverrideState.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html#aa-code
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html#aa-code
#awscodecommit-repository
#awscodecommit-repository


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetReposi 
tory

授予获取 AWS CodeCommit 
仓库信息的权限

读取 repositor 
y*

   

 GetReposi 
toryTriggers

授予权限以获取有关为存储库
配置的触发器的信息

Read repositor 
y*

   

 GetTree [仅
权限]

授予从 AWS CodeCommit 控
制台查看 AWS CodeCommit 
存储库中指定树内容的权限

读取 repositor 
y*

   

 GetUpload 
ArchiveStatus
[仅权限]

授予权限以获取有关上传到
管道的档案的状态信息 AWS 
CodePipeline

读取 repositor 
y*

   

 GitPull [仅权
限]

授予将信息从 AWS 
CodeCommit 存储库提取到本
地存储库的权限

读取 repositor 
y*

   

repositor 
y*

    GitPush [仅
权限]

授予将信息从本地存储库推送
到存储库的 AWS CodeCommi 
t 权限

写入

  codecommi 
t:Referen 
ces

 

 ListAppro 
valRuleTe 
mplates

授予在中列出所有批准规则模
板 AWS 区域 的权限 AWS 账
户

列表      

 ListAssoc 
iatedAppr 
ovalRuleT 
emplatesF 
orRepository

授予权限以列出与存储库关联
的批准规则模板

列表 repositor 
y*
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetRepository.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetRepository.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetRepositoryTriggers.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_GetRepositoryTriggers.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html#aa-code
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html#aa-acp
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html#aa-acp
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html#aa-git
#awscodecommit-repository
#awscodecommit-repository
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html#aa-git
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListApprovalRuleTemplates.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListApprovalRuleTemplates.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListApprovalRuleTemplates.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListAssociatedApprovalRuleTemplatesForRepository.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListAssociatedApprovalRuleTemplatesForRepository.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListAssociatedApprovalRuleTemplatesForRepository.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListAssociatedApprovalRuleTemplatesForRepository.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListAssociatedApprovalRuleTemplatesForRepository.html
#awscodecommit-repository
#awscodecommit-repository


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListBranches 授予使用此 API 列出 AWS 
CodeCommit 仓库分支的权
限；不控制 Git 分支操作

列表 repositor 
y*

   

 ListFileC 
ommitHistory

授予列出对指定文件的提交和
更改的权限

列表 repositor 
y*

   

 ListPullR 
equests

授予权限以列出指定存储库的
拉取请求

列表 repositor 
y*

   

 ListRepos 
itories

授予您列出当前区域中 AWS 
CodeCommit 仓库信息的权限 
AWS 账户

列表      

 ListRepos 
itoriesFo 
rApproval 
RuleTempl 
ate

授予权限以列出与批准规则模
板关联的存储库

列表      

 ListTagsF 
orResource

授予列出附加到资源 ARN 的 
CodeCommit 资源的权限

列表 repositor 
y

   

repositor 
y*

    MergeBran 
chesByFas 
tForward

授予权限以使用快进合并选项
将两个提交合并到指定的目标
分支中

Write

  codecommi 
t:Referen 
ces

 

 MergeBran 
chesBySqu 
ash

授予权限以使用压缩合并选项
将两个提交合并到指定的目标
分支中

Write repositor 
y*
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListBranches.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListFileCommitHistory.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListFileCommitHistory.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListPullRequests.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListPullRequests.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListRepositories.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListRepositories.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListRepositoriesForApprovalRuleTemplate.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListRepositoriesForApprovalRuleTemplate.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListRepositoriesForApprovalRuleTemplate.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListRepositoriesForApprovalRuleTemplate.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListRepositoriesForApprovalRuleTemplate.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_ListTagsForResource.html
#awscodecommit-repository
#awscodecommit-repository
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_MergeBranchesByFastForward.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_MergeBranchesByFastForward.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_MergeBranchesByFastForward.html
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_MergeBranchesBySquash.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_MergeBranchesBySquash.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_MergeBranchesBySquash.html
#awscodecommit-repository
#awscodecommit-repository


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  codecommi 
t:Referen 
ces

 

repositor 
y*

    MergeBran 
chesByThr 
eeWay

授予权限以使用三向合并选项
将两个提交合并到指定的目标
分支中

Write

  codecommi 
t:Referen 
ces

 

repositor 
y*

    MergePull 
RequestBy 
FastForward

授予权限以关闭拉取请求，并
尝试使用快进合并选项将其合
并到指定提交中的该拉取请求
的指定目标分支中

Write

  codecommi 
t:Referen 
ces

 

repositor 
y*

    MergePull 
RequestBy 
Squash

授予权限以关闭拉取请求，并
尝试使用压缩合并选项将其合
并到指定提交中的该拉取请求
的指定目标分支中

Write

  codecommi 
t:Referen 
ces

 

repositor 
y*

    MergePull 
RequestBy 
ThreeWay

授予权限以关闭拉取请求，并
尝试使用三向合并选项将其合
并到指定提交中的该拉取请求
的指定目标分支中

Write

  codecommi 
t:Referen 
ces
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#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_MergeBranchesByThreeWay.html
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_MergePullRequestBySquash.html
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#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
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#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_MergePullRequestByThreeWay.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_MergePullRequestByThreeWay.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_MergePullRequestByThreeWay.html
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 OverrideP 
ullReques 
tApproval 
Rules

授予权限以覆盖某个拉取请求
的所有批准规则，包括由模板
创建的批准规则

Write repositor 
y*

   

 PostComme 
ntForComp 
aredCommit

授予权限以对两个提交之间的
比较结果发布评论

Write repositor 
y*

   

 PostComme 
ntForPull 
Request

授予权限以对拉取请求发布评
论

Write repositor 
y*

   

 PostComme 
ntReply

授予权限以发布评论，以便回
复对提交之间的比较结果或拉
取请求进行的评论

Write repositor 
y*

   

 PutCommen 
tReaction

授予权限以对评论发布反应 写入 repositor 
y*

   

repositor 
y*

    PutFile 授予在 AWS CodeCommit 存
储库分支中添加或更新文件的
权限，并为指定分支中的新增 
文件生成提交权限

写入

  codecommi 
t:Referen 
ces

 

 PutReposi 
toryTriggers

授予权限以创建、更新或删除
存储库的触发器

写入 repositor 
y*

   

 TagResour 
ce

授予将资源标签附加到 
CodeCommit 资源 ARN 的权
限

标记 repositor 
y
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_OverridePullRequestApprovalRules.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_OverridePullRequestApprovalRules.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_OverridePullRequestApprovalRules.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_OverridePullRequestApprovalRules.html
#awscodecommit-repository
#awscodecommit-repository
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_PostCommentForPullRequest.html
#awscodecommit-repository
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#awscodecommit-repository
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_PutFile.html
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
#awscodecommit-codecommit_References
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_PutRepositoryTriggers.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_PutRepositoryTriggers.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_TagResource.html
#awscodecommit-repository
#awscodecommit-repository


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 TestRepos 
itoryTriggers

授予权限以将信息发送到触发
器目标，以便测试存储库触发
器的功能

写入 repositor 
y*

   

repositor 
y

    UntagReso 
urce

授予取消资源标签与资源 ARN 
关联的 CodeCommit 权限

标记

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateApp 
rovalRule 
TemplateC 
ontent

授予权限以更新批准规则模板
内容；不授予更新专为拉取请
求创建的批准规则内容的权限

Write      

 UpdateApp 
rovalRule 
TemplateD 
escription

授予权限以更新批准规则模板
的描述

Write      
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#awscodecommit-aws_ResourceTag___TagKey_
#awscodecommit-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_UpdateApprovalRuleTemplateDescription.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_UpdateApprovalRuleTemplateDescription.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_UpdateApprovalRuleTemplateDescription.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateApp 
rovalRule 
TemplateN 
ame

授予权限以更新批准规则模板
的名称

Write      

 UpdateCom 
ment

授予权限以在身份与用于创建
评论的身份匹配时更新评论内
容

写入 repositor 
y*

   

 UpdateDef 
aultBranch

授予更改 AWS CodeCommit 
仓库中默认分支的权限

写入 repositor 
y*

   

 UpdatePul 
lRequestA 
pprovalRu 
leContent

授予权限以更新为特定拉取请
求创建的批准规则内容；不授
予更新使用批准规则模板为规
则创建的批准规则内容的权限

Write repositor 
y*

   

 UpdatePul 
lRequestA 
pprovalState

授予权限以更新拉取请求的批
准状态

Write repositor 
y*

   

 UpdatePul 
lRequestD 
escription

授予权限以更新拉取请求描述 Write repositor 
y*

   

 UpdatePul 
lRequestS 
tatus

授予权限以更新拉取请求状态 Write repositor 
y*

   

 UpdatePul 
lRequestTitle

授予权限以更新推送请求标题 写入 repositor 
y*

   

 UpdateRep 
ositoryDe 
scription

授予更改 AWS CodeCommit 
仓库描述的权限

写入 repositor 
y*
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_UpdateApprovalRuleTemplateName.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_UpdateApprovalRuleTemplateName.html
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_UpdateRepositoryDescription.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_UpdateRepositoryDescription.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRep 
ositoryEn 
cryptionKey

授予更改用于加密和解密存储
库的 AWS KMS 加密密钥的权
限 AWS CodeCommit

写入 repositor 
y*

   

 UpdateRep 
ositoryName

授予更改 AWS CodeCommit 
仓库名称的权限

写入 repositor 
y*

   

 UploadArc 
hive [仅权限]

向的服务角色授予将仓库变更
上传 AWS CodePipeline 到管
道的权限

写入 repositor 
y*

   

AWS CodeCommit 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 repository arn:${Partition}:codecommit:${Region 
}:${Account}:${RepositoryName}

aws:ResourceTag/${ 
TagKey}

AWS CodeCommit 的条件键

AWS CodeCommit 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/codecommit/latest/APIReference/API_UpdateRepositoryEncryptionKey.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_UpdateRepositoryEncryptionKey.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_UpdateRepositoryEncryptionKey.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_UpdateRepositoryName.html
https://docs.aws.amazon.com/codecommit/latest/APIReference/API_UpdateRepositoryName.html
#awscodecommit-repository
#awscodecommit-repository
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html#aa-acp
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-permissions-reference.html#aa-acp
#awscodecommit-repository
#awscodecommit-repository
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control.html#arn-formats
#awscodecommit-aws_ResourceTag___TagKey_
#awscodecommit-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 codecommi 
t:References

通过 Git 对指定 AWS CodeCommit 操作的引用筛选访问 
权限

字符串

AWS CodeConnections 的操作、资源和条件键

AWS CodeConnections （服务前缀:codeconnections）提供以下特定于服务的资源、操作和条件
上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS CodeConnections 定义的操作

• AWS CodeConnections 定义的资源类型

• AWS CodeConnections 的条件键

AWS CodeConnections 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-conditional-branch.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-conditional-branch.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
nection

授予权限以创建连接资源 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

codeconne 
ctions:Pr 
oviderTyp 
e
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_CreateConnection.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_CreateConnection.html
#awscodeconnections-aws_RequestTag___TagKey_
#awscodeconnections-aws_RequestTag___TagKey_
#awscodeconnections-aws_RequestTag___TagKey_
#awscodeconnections-aws_TagKeys
#awscodeconnections-aws_TagKeys
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateHost 授予权限以创建主机资源 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

codeconne 
ctions:Pr 
oviderTyp 
e

codeconne 
ctions:Vp 
cId

 

Connectio 
n*

  codeconne 
ctions:Pa 
ssConnect 
ion

codeconne 
ctions:Us 
eConnecti 
on

 CreateRep 
ositoryLink

授予创建存储库链接的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_CreateHost.html
#awscodeconnections-aws_RequestTag___TagKey_
#awscodeconnections-aws_RequestTag___TagKey_
#awscodeconnections-aws_RequestTag___TagKey_
#awscodeconnections-aws_TagKeys
#awscodeconnections-aws_TagKeys
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_VpcId
#awscodeconnections-codeconnections_VpcId
#awscodeconnections-codeconnections_VpcId
#awscodeconnections-Connection
#awscodeconnections-Connection
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_CreateRepositoryLink.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_CreateRepositoryLink.html
#awscodeconnections-aws_RequestTag___TagKey_
#awscodeconnections-aws_RequestTag___TagKey_
#awscodeconnections-aws_RequestTag___TagKey_
#awscodeconnections-aws_TagKeys
#awscodeconnections-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Repositor 
yLink*

  codeconne 
ctions:Pa 
ssReposit 
ory

iam:PassR 
ole

 CreateSyn 
cConfigur 
ation

授予权限以创建配置同步配置 写入

  codeconne 
ctions:Br 
anch

 

 DeleteCon 
nection

授予权限以删除连接资源 Write Connectio 
n*

   

 DeleteHost 授予权限以删除主机资源 写入 Host*    

 DeleteRep 
ositoryLink

授予删除存储库链接的权限 写入 Repositor 
yLink*

   

 DeleteSyn 
cConfigur 
ation

授予删除同步配置的权限 写入      

 GetConnec 
tion

授予权限以获取有关连接资源
的详细信息

读取 Connectio 
n*

   

 GetConnec 
tionToken [仅
权限]

授予权限以获取连接令牌以调
用提供程序操作

读取 Connectio 
n*

   

 GetHost 授予权限以获取有关主机资源
的详细信息

Read Host*    
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#awscodeconnections-RepositoryLink
#awscodeconnections-RepositoryLink
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_CreateSyncConfiguration.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_CreateSyncConfiguration.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_CreateSyncConfiguration.html
#awscodeconnections-codeconnections_Branch
#awscodeconnections-codeconnections_Branch
#awscodeconnections-codeconnections_Branch
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_DeleteConnection.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_DeleteConnection.html
#awscodeconnections-Connection
#awscodeconnections-Connection
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_DeleteHost.html
#awscodeconnections-Host
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_DeleteRepositoryLink.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_DeleteRepositoryLink.html
#awscodeconnections-RepositoryLink
#awscodeconnections-RepositoryLink
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_DeleteSyncConfiguration.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_DeleteSyncConfiguration.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_DeleteSyncConfiguration.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetConnection.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetConnection.html
#awscodeconnections-Connection
#awscodeconnections-Connection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-getconnectiontoken
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-getconnectiontoken
#awscodeconnections-Connection
#awscodeconnections-Connection
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetHost.html
#awscodeconnections-Host
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetIndivi 
dualAcces 
sToken [仅权
限]

授予权限以将第三方（如 
Bitbucket 应用程序安装）与连 
接关联

Read   codeconne 
ctions:Pr 
oviderTyp 
e

codeconne 
ctions:St 
artOAuthH 
andshake

 GetInstal 
lationUrl [仅
权限]

授予权限以将第三方（如 
Bitbucket 应用程序安装）与连 
接关联

读取   codeconne 
ctions:Pr 
oviderTyp 
e

 

 GetReposi 
toryLink

授予描述存储库链接的权限 读取 Repositor 
yLink*

   

Repositor 
yLink*

    GetReposi 
torySyncS 
tatus

授予权限以获取存储库的最新
同步状态

读取

  codeconne 
ctions:Br 
anch

 

 GetResour 
ceSyncStatus

授予获取资源（cfn 堆栈或其他
资源）的最新同步状态的权限

读取      

 GetSyncBl 
ockerSumm 
ary

授予描述资源（cfn 堆栈或其他
资源）上的服务同步阻止器的 
权限

读取      

 GetSyncCo 
nfiguration

授予描述同步配置的权限 读取      

 ListConne 
ctions

授予权限以列出连接资源 List Connectio 
n*
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https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetRepositoryLink.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetRepositoryLink.html
#awscodeconnections-RepositoryLink
#awscodeconnections-RepositoryLink
#awscodeconnections-RepositoryLink
#awscodeconnections-RepositoryLink
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetRepositorySyncStatus.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetRepositorySyncStatus.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetRepositorySyncStatus.html
#awscodeconnections-codeconnections_Branch
#awscodeconnections-codeconnections_Branch
#awscodeconnections-codeconnections_Branch
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetResourceSyncStatus.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetResourceSyncStatus.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetSyncBlockerSummary.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetSyncBlockerSummary.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetSyncBlockerSummary.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetSyncConfiguration.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetSyncConfiguration.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListConnections.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListConnections.html
#awscodeconnections-Connection
#awscodeconnections-Connection
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  codeconne 
ctions:Pr 
oviderTyp 
eFilter

 

 ListHosts 授予权限以列出主机资源 List   codeconne 
ctions:Pr 
oviderTyp 
eFilter

 

 ListInsta 
llationTargets
[仅权限]

授予权限以将第三方（如 
Bitbucket 应用程序安装）与连 
接关联

列表     codeconne 
ctions:Ge 
tIndividu 
alAccessT 
oken

codeconne 
ctions:St 
artOAuthH 
andshake

 ListRepos 
itoryLinks

授予列出存储库链接的权限 列表      

 ListRepos 
itorySync 
Definitions

授予列出存储库同步定义的权
限

列表      

 ListSyncC 
onfigurations

授予列出存储库链接的同步配
置的权限

列表      

Connectio 
n

    ListTagsF 
orResource

授予获取用于管理资源的键值
对集的权限

列表

Host    
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#awscodeconnections-codeconnections_ProviderTypeFilter
#awscodeconnections-codeconnections_ProviderTypeFilter
#awscodeconnections-codeconnections_ProviderTypeFilter
#awscodeconnections-codeconnections_ProviderTypeFilter
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListHosts.html
#awscodeconnections-codeconnections_ProviderTypeFilter
#awscodeconnections-codeconnections_ProviderTypeFilter
#awscodeconnections-codeconnections_ProviderTypeFilter
#awscodeconnections-codeconnections_ProviderTypeFilter
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListRepositoryLinks.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListRepositoryLinks.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListRepositorySyncDefinitions.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListRepositorySyncDefinitions.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListRepositorySyncDefinitions.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListSyncConfigurations.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListSyncConfigurations.html
#awscodeconnections-Connection
#awscodeconnections-Connection
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListTagsForResource.html
#awscodeconnections-Host
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Repositor 
yLink

   

Connectio 
n*

    PassConne 
ction [仅权限]

授予将连接资源传递给接受连
接 ARN 作为输入的 AWS 服务
的权限，例如 codepipeline：
CreatePipeline

读取

  codeconne 
ctions:Pa 
ssedToSer 
vice

 

Repositor 
yLink*

    PassRepos 
itory [仅权限]

授予将存储库链接资源传递给
接受 RepositoryLinkId 作为输
入的 AWS 服务的权限，例如 
codecnectionnections：Create 
SyncConfiguration

读取

  codeconne 
ctions:Pa 
ssedToSer 
vice

 

 RegisterA 
ppCode [仅权
限]

授予将第三方服务器（例如 
GitHub 企业服务器实例）与主
机关联的权限

读取   codeconne 
ctions:Ho 
stArn

 

 StartAppR 
egistrati 
onHandshake
[仅权限]

授予将第三方服务器（例如 
GitHub 企业服务器实例）与主
机关联的权限

读取   codeconne 
ctions:Ho 
stArn

 

 StartOAut 
hHandshake
[仅权限]

授予权限以将第三方（如 
Bitbucket 应用程序安装）与连 
接关联

读取   codeconne 
ctions:Pr 
oviderTyp 
e

 

 TagResour 
ce

授予添加或修改给定资源标签
的权限

标记 Connectio 
n
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#awscodeconnections-RepositoryLink
#awscodeconnections-RepositoryLink
#awscodeconnections-Connection
#awscodeconnections-Connection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passconnection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passconnection
#awscodeconnections-codeconnections_PassedToService
#awscodeconnections-codeconnections_PassedToService
#awscodeconnections-codeconnections_PassedToService
#awscodeconnections-codeconnections_PassedToService
#awscodeconnections-RepositoryLink
#awscodeconnections-RepositoryLink
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passrepository
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passrepository
#awscodeconnections-codeconnections_PassedToService
#awscodeconnections-codeconnections_PassedToService
#awscodeconnections-codeconnections_PassedToService
#awscodeconnections-codeconnections_PassedToService
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#connections-permissions-actions-host-registration
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#connections-permissions-actions-host-registration
#awscodeconnections-codeconnections_HostArn
#awscodeconnections-codeconnections_HostArn
#awscodeconnections-codeconnections_HostArn
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#connections-permissions-actions-host-registration
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#connections-permissions-actions-host-registration
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#connections-permissions-actions-host-registration
#awscodeconnections-codeconnections_HostArn
#awscodeconnections-codeconnections_HostArn
#awscodeconnections-codeconnections_HostArn
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
#awscodeconnections-codeconnections_ProviderType
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_TagResource.html
#awscodeconnections-Connection
#awscodeconnections-Connection
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Host    

Repositor 
yLink

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Connectio 
n

   

Host    

Repositor 
yLink

   

 UntagReso 
urce

授予从 AWS 资源中移除标签
的权限

标记

  aws:TagKe 
ys
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#awscodeconnections-Host
#awscodeconnections-RepositoryLink
#awscodeconnections-RepositoryLink
#awscodeconnections-aws_TagKeys
#awscodeconnections-aws_TagKeys
#awscodeconnections-aws_RequestTag___TagKey_
#awscodeconnections-aws_RequestTag___TagKey_
#awscodeconnections-aws_RequestTag___TagKey_
#awscodeconnections-Connection
#awscodeconnections-Connection
#awscodeconnections-Host
#awscodeconnections-RepositoryLink
#awscodeconnections-RepositoryLink
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UntagResource.html
#awscodeconnections-aws_TagKeys
#awscodeconnections-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Connectio 
n*

  codeconne 
ctions:Ge 
tIndividu 
alAccessT 
oken

codeconne 
ctions:Ge 
tInstalla 
tionUrl

codeconne 
ctions:Li 
stInstall 
ationTarg 
ets

codeconne 
ctions:St 
artOAuthH 
andshake

 UpdateCon 
nectionIn 
stallation

授予通过安装 Connections 应
用程序更新 CodeStar 连接资
源的权限

写入

  codeconne 
ctions:In 
stallatio 
nId

 

Host*     UpdateHost 授予创建主机资源的权限 写入

  codeconne 
ctions:Vp 
cId
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#awscodeconnections-Connection
#awscodeconnections-Connection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
#awscodeconnections-codeconnections_InstallationId
#awscodeconnections-codeconnections_InstallationId
#awscodeconnections-codeconnections_InstallationId
#awscodeconnections-codeconnections_InstallationId
#awscodeconnections-Host
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UpdateHost.html
#awscodeconnections-codeconnections_VpcId
#awscodeconnections-codeconnections_VpcId
#awscodeconnections-codeconnections_VpcId
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRep 
ositoryLink

授予更新存储库链接的权限 写入 Repositor 
yLink*

   

 UpdateSyn 
cBlocker

授予更新资源（cfn 堆栈或其他
资源）的同步阻止器的权限

写入      

 UpdateSyn 
cConfigur 
ation

授予更新同步配置的权限 写入   codeconne 
ctions:Br 
anch

 

 UseConnec 
tion [仅权限]

授予权限以使用连接资源调用
提供程序操作

读取 Connectio 
n*
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https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UpdateRepositoryLink.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UpdateRepositoryLink.html
#awscodeconnections-RepositoryLink
#awscodeconnections-RepositoryLink
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UpdateSyncBlocker.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UpdateSyncBlocker.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UpdateSyncConfiguration.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UpdateSyncConfiguration.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UpdateSyncConfiguration.html
#awscodeconnections-codeconnections_Branch
#awscodeconnections-codeconnections_Branch
#awscodeconnections-codeconnections_Branch
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
#awscodeconnections-Connection
#awscodeconnections-Connection
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  codeconne 
ctions:Br 
anchName

codeconne 
ctions:Fu 
llReposit 
oryId

codeconne 
ctions:Ow 
nerId

codeconne 
ctions:Pr 
oviderAct 
ion

codeconne 
ctions:Pr 
oviderPer 
missionsR 
equired

codeconne 
ctions:Re 
positoryN 
ame

 

AWS CodeConnections 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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#awscodeconnections-codeconnections_BranchName
#awscodeconnections-codeconnections_BranchName
#awscodeconnections-codeconnections_BranchName
#awscodeconnections-codeconnections_FullRepositoryId
#awscodeconnections-codeconnections_FullRepositoryId
#awscodeconnections-codeconnections_FullRepositoryId
#awscodeconnections-codeconnections_FullRepositoryId
#awscodeconnections-codeconnections_OwnerId
#awscodeconnections-codeconnections_OwnerId
#awscodeconnections-codeconnections_OwnerId
#awscodeconnections-codeconnections_ProviderAction
#awscodeconnections-codeconnections_ProviderAction
#awscodeconnections-codeconnections_ProviderAction
#awscodeconnections-codeconnections_ProviderAction
#awscodeconnections-codeconnections_ProviderPermissionsRequired
#awscodeconnections-codeconnections_ProviderPermissionsRequired
#awscodeconnections-codeconnections_ProviderPermissionsRequired
#awscodeconnections-codeconnections_ProviderPermissionsRequired
#awscodeconnections-codeconnections_ProviderPermissionsRequired
#awscodeconnections-codeconnections_RepositoryName
#awscodeconnections-codeconnections_RepositoryName
#awscodeconnections-codeconnections_RepositoryName
#awscodeconnections-codeconnections_RepositoryName
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Connection arn:${Partition}:codeconnections:${R 
egion}:${Account}:connection/${Conne 
ctionId}

aws:ResourceTag/${ 
TagKey}

 Host arn:${Partition}:codeconnections:${R 
egion}:${Account}:host/${HostId}

aws:ResourceTag/${ 
TagKey}

 Repositor 
yLink

arn:${Partition}:codeconnections:${R 
egion}:${Account}:repository-link/${ 
RepositoryLinkId}

aws:ResourceTag/${ 
TagKey}

AWS CodeConnections 的条件键

AWS CodeConnections 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 codeconne 
ctions:Branch

按请求中传递的分支名称来筛选访问权限 字符串
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections.html
#awscodeconnections-aws_ResourceTag___TagKey_
#awscodeconnections-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-hosts.html
#awscodeconnections-aws_ResourceTag___TagKey_
#awscodeconnections-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/dtconsole/latest/userguide/repositorylinks.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/repositorylinks.html
#awscodeconnections-aws_ResourceTag___TagKey_
#awscodeconnections-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
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条件键 描述 类型

 codeconne 
ctions:Br 
anchName

按请求中传递的分支名称来筛选访问权限。仅适用于访问
特定存储库分支的 UseConnection 请求

字符串

 codeconne 
ctions:Fu 
llRepositoryId

按请求中传递的存储库来筛选访问权限。仅适用于访问特
定存储库的 UseConnection 请求

字符串

 codeconne 
ctions:HostArn

根据与请求中使用的连接关联的主机资源来筛选访问权限 ARN

 codeconne 
ctions:Installatio 
nId

按用于更新连接的第三方 ID（例如的 Bitbucket 应用程序
安装 ID CodeConnections）筛选访问权限。允许您限制哪
些第三方应用程序安装可用于建立连接

字符串

 codeconne 
ctions:OwnerId

按第三方存储库的所有者来筛选访问权限。仅适用于访问
特定用户拥有的存储库的 UseConnection 请求

字符串

 codeconne 
ctions:Pa 
ssedToService

筛选允许委托人向其传递连接的服务的访问权限或 
RepositoryLink

字符串

 codeconne 
ctions:Pr 
oviderAction

按 UseConnection 请求中的提供者操作筛选访问权限，例
如 ListRepositories。有关所有有效值，请参阅文档

字符串

 codeconne 
ctions:Pr 
oviderPer 
missionsR 
equired

根据 UseConnection 请求中提供者操作的写入权限筛选访
问权限。有效类型包括 read_only 和 read_write

字符串

 codeconne 
ctions:Pr 
oviderType

按请求中传递的第三方提供程序的类型来筛选访问权限 字符串
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https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passconnection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passconnection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passconnection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-managing
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-managing
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-managing
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条件键 描述 类型

 codeconne 
ctions:Pr 
oviderTypeFilter

按用于筛选结果的第三方提供程序的类型来筛选访问权限 字符串

 codeconne 
ctions:Re 
positoryName

按请求中传递的存储库名称来筛选访问权限。仅适用于访
问特定用户拥有的存储库的 UseConnection 请求

字符串

 codeconne 
ctions:VpcId

按请求中 VpcId 传入的过滤访问权限 字符串

AWS CodeDeploy 的操作、资源和条件键

AWS CodeDeploy （服务前缀:codedeploy）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS CodeDeploy 定义的操作

• AWS CodeDeploy 定义的资源类型

• AWS CodeDeploy 的条件键

AWS CodeDeploy 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-managing
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-managing
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-managing
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/codedeploy/latest/userguide/
https://docs.aws.amazon.com/codedeploy/latest/APIReference/
https://docs.aws.amazon.com/codedeploy/latest/userguide/auth-and-access-control.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddTagsTo 
OnPremise 
sInstances

授予权限以向一个或多个本地
部署实例添加标签

标记 instance*    

 BatchGetA 
pplicatio 
nRevisions

授予权限以获取有关一个或多
个应用程序修订的信息

读取 applicati 
on*

   

 BatchGetA 
pplications

授予权限以获取有关与 IAM 用
户关联的多个应用程序的信息

读取 applicati 
on*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_AddTagsToOnPremisesInstances.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_AddTagsToOnPremisesInstances.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_AddTagsToOnPremisesInstances.html
#awscodedeploy-instance
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetApplicationRevisions.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetApplicationRevisions.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetApplicationRevisions.html
#awscodedeploy-application
#awscodedeploy-application
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetApplications.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetApplications.html
#awscodedeploy-application
#awscodedeploy-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetD 
eployment 
Groups

授予权限以获取有关一个或多
个部署组的信息

读取 deploymen 
tgroup*

   

 BatchGetD 
eployment 
Instances

授予权限以获取有关属于部署
组的一个或多个实例的信息

读取 deploymen 
tgroup*

   

 BatchGetD 
eployment 
Targets

授予权限以返回与部署关联
的一个或多个目标的数组。
此方法适用于所有计算类型 
，应使用该方法代替已弃
用的 BatchGetDeployment 
Instances方法。可以返回的最 
大目标数量为 25

读取      

 BatchGetD 
eployments

授予权限以获取有关与 IAM 用
户关联的多个部署的信息

读取 deploymen 
tgroup*

   

 BatchGetO 
nPremises 
Instances

授予权限以获取有关一个或多
个本地实例的信息

读取 instance*    

 ContinueD 
eployment

授予权限以启动将来自原始环
境中的实例的流量重新路由到
替换环境中的实例的过程，而
无需等待指定的等待时间过去

写入      

 CreateApp 
lication

授予权限以创建与 IAM 用户关
联的应用程序

写入 applicati 
on*
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https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetDeploymentGroups.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetDeploymentGroups.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetDeploymentGroups.html
#awscodedeploy-deploymentgroup
#awscodedeploy-deploymentgroup
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetDeploymentInstances.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetDeploymentInstances.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetDeploymentInstances.html
#awscodedeploy-deploymentgroup
#awscodedeploy-deploymentgroup
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetDeploymentTargets.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetDeploymentTargets.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetDeploymentTargets.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetDeployments.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetDeployments.html
#awscodedeploy-deploymentgroup
#awscodedeploy-deploymentgroup
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetOnPremisesInstances.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetOnPremisesInstances.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_BatchGetOnPremisesInstances.html
#awscodedeploy-instance
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_ContinueDeployment.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_ContinueDeployment.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_CreateApplication.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_CreateApplication.html
#awscodedeploy-application
#awscodedeploy-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateClo 
udFormati 
onDeploym 
ent [仅权限]

授予创建 CloudFormation 
部署以合作管理堆栈更新的 
CloudFormation 权限

写入      

 CreateDep 
loyment

授予权限以创建与 IAM 用户关
联的应用程序部署

写入 deploymen 
tgroup*

   

 CreateDep 
loymentCo 
nfig

授予权限以创建与 IAM 用户关
联的自定义部署配置

写入 deploymen 
tconfig*

   

deploymen 
tgroup*

    CreateDep 
loymentGr 
oup

授予权限以创建与 IAM 用户关
联的应用程序部署组

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteApp 
lication

授予权限以删除与 IAM 用户关
联的应用程序

写入 applicati 
on*

   

 DeleteDep 
loymentCo 
nfig

授予权限以删除与 IAM 用户关
联的自定义部署配置

写入 deploymen 
tconfig*
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#awscodedeploy-aws_RequestTag___TagKey_
#awscodedeploy-aws_RequestTag___TagKey_
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#awscodedeploy-deploymentconfig
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#awscodedeploy-deploymentgroup
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https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_CreateDeploymentGroup.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_CreateDeploymentGroup.html
#awscodedeploy-aws_RequestTag___TagKey_
#awscodedeploy-aws_RequestTag___TagKey_
#awscodedeploy-aws_RequestTag___TagKey_
#awscodedeploy-aws_TagKeys
#awscodedeploy-aws_TagKeys
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteApplication.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteApplication.html
#awscodedeploy-application
#awscodedeploy-application
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteDeploymentConfig.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteDeploymentConfig.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteDeploymentConfig.html
#awscodedeploy-deploymentconfig
#awscodedeploy-deploymentconfig


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDep 
loymentGr 
oup

授予权限以删除与 IAM 用户关
联的应用程序部署组

写入 deploymen 
tgroup*

   

 DeleteGit 
HubAccoun 
tToken

授予删除 GitHub 账户连接的权
限

写入      

 DeleteRes 
ourcesByE 
xternalId

授予权限以删除与给定外部 ID 
关联的资源

写入      

 Deregiste 
rOnPremis 
esInstance

授予权限以注销本地部署的实
例

写入 instance*    

 GetApplic 
ation

授予权限以获取有关与 IAM 用
户关联的单个应用程序的信息

列表 applicati 
on*

   

 GetApplic 
ationRevision

授予权限以获取有关与 IAM 用
户关联的应用程序的单个应用
程序修订的信息

列表 applicati 
on*

   

 GetDeploy 
ment

授予权限以获取有关与 IAM 用
户关联的应用程序的部署组的
单个部署的信息

列表 deploymen 
tgroup*

   

 GetDeploy 
mentConfig

授予权限以获取有关与 IAM 用
户关联的单个部署配置的信息

列表 deploymen 
tconfig*

   

 GetDeploy 
mentGroup

授予权限以获取有关与 IAM 用
户关联的应用程序的单个部署
组的信息

列表 deploymen 
tgroup*
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https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteDeploymentGroup.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteDeploymentGroup.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteDeploymentGroup.html
#awscodedeploy-deploymentgroup
#awscodedeploy-deploymentgroup
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteGitHubAccountToken.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteGitHubAccountToken.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteGitHubAccountToken.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteResourcesByExternalId.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteResourcesByExternalId.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeleteResourcesByExternalId.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeregisterOnPremisesInstance.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeregisterOnPremisesInstance.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_DeregisterOnPremisesInstance.html
#awscodedeploy-instance
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_GetApplication.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_GetApplication.html
#awscodedeploy-application
#awscodedeploy-application
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_GetApplicationRevision.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_GetApplicationRevision.html
#awscodedeploy-application
#awscodedeploy-application
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_GetDeployment.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_GetDeployment.html
#awscodedeploy-deploymentgroup
#awscodedeploy-deploymentgroup
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_GetDeploymentConfig.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_GetDeploymentConfig.html
#awscodedeploy-deploymentconfig
#awscodedeploy-deploymentconfig
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_GetDeploymentGroup.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_GetDeploymentGroup.html
#awscodedeploy-deploymentgroup
#awscodedeploy-deploymentgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDeploy 
mentInstance

授予权限以获取有关部署中与 
IAM 用户关联的单个实例的信
息

列表 deploymen 
tgroup*

   

 GetDeploy 
mentTarget

授予权限以返回有关部署目标
的信息

读取      

 GetOnPrem 
isesInstance

授予权限以获取有关单个本地
部署实例的信息

列表 instance*    

 ListAppli 
cationRev 
isions

授予权限以获取有关与 IAM 用
户关联的应用程序的所有应用
程序修订的信息

列表 applicati 
on*

   

 ListAppli 
cations

授予权限以获取有关与 IAM 用
户关联的所有应用程序的信息

列表      

 ListDeplo 
ymentConfigs

授予权限以获取有关与 IAM 用
户关联的所有部署配置的信息

列表      

 ListDeplo 
ymentGroups

授予权限以获取有关与 IAM 用
户关联的应用程序的所有部署
组的信息

列表 applicati 
on*

   

 ListDeplo 
ymentInst 
ances

授予权限以获取有关部署中与 
IAM 用户关联的所有实例的信
息

列表 deploymen 
tgroup*

   

 ListDeplo 
ymentTargets

授予返回与部署关联 IDs 的目
标数组的权限

列表      

 ListDeplo 
yments

授予权限以获取有关与 IAM 用
户关联的部署组的所有部署的
信息，或获取与 IAM 用户关联
的所有部署

列表 deploymen 
tgroup*
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https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_ListDeploymentInstances.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_ListDeploymentInstances.html
#awscodedeploy-deploymentgroup
#awscodedeploy-deploymentgroup
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_ListDeploymentTargets.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_ListDeploymentTargets.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_ListDeployments.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_ListDeployments.html
#awscodedeploy-deploymentgroup
#awscodedeploy-deploymentgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListGitHu 
bAccountT 
okenNames

授予列出 GitHub 账户存储连接
名称的权限

列表      

 ListOnPre 
misesInst 
ances

授予权限以获取一个或多个本
地实例名称的列表

列表      

applicati 
on

    ListTagsF 
orResource

授予权限以返回由指定 ARN 标
识的资源的标签列表。标签用
于对您的 CodeDeploy 资源进
行组织和分类

列表

deploymen 
tgroup

   

 PutLifecy 
cleEventH 
ookExecut 
ionStatus

授予权限以通知与 IAM 用户关
联的部署的生命周期事件挂钩
执行状态

写入      

 RegisterA 
pplicatio 
nRevision

授予权限以注册有关与 IAM 用
户关联的应用程序的应用程序
修订的信息

写入 applicati 
on*

   

 RegisterO 
nPremises 
Instance

授予权限以注册本地部署的实
例

写入 instance*    

 RemoveTag 
sFromOnPr 
emisesIns 
tances

授予权限以从一个或多个本地
部署实例移除标签

标记 instance*    
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https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_RegisterApplicationRevision.html
#awscodedeploy-application
#awscodedeploy-application
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_RegisterOnPremisesInstance.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_RegisterOnPremisesInstance.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_RegisterOnPremisesInstance.html
#awscodedeploy-instance
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_RemoveTagsFromOnPremisesInstances.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_RemoveTagsFromOnPremisesInstances.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_RemoveTagsFromOnPremisesInstances.html
https://docs.aws.amazon.com/codedeploy/latest/APIReference/API_RemoveTagsFromOnPremisesInstances.html
#awscodedeploy-instance


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SkipWaitT 
imeForIns 
tanceTerm 
ination

授予权限以覆盖任何指定的等
待时间，并在流量路由完成后
立即开始终止实例。此操作仅
适用于蓝-绿部署

写入      

 StopDeplo 
yment

授予停止部署的权限 写入      

applicati 
on

   

deploymen 
tgroup

   

 TagResour 
ce

授予将输入 Tags 参数中的标
签列表与输入参数标识的资源 
关联的 ResourceArn 权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on

   

deploymen 
tgroup

   

 UntagReso 
urce

授予权限以从一系列标签中
取消与资源的关联。资源由 
ResourceArn 输入参数标识。
标签由输入参数中的密钥列表
标 TagKeys 识

标记

  aws:TagKe 
ys

 

 UpdateApp 
lication

授予更新应用程序的权限 写入 applicati 
on*
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#awscodedeploy-application
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateDep 
loymentGr 
oup

授予权限以更改有关与 IAM 用
户关联的应用程序的单个部署
组的信息

写入 deploymen 
tgroup*

   

AWS CodeDeploy 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 application arn:${Partition}:codedeploy:${Region 
}:${Account}:application:${Applicati 
onName}

aws:ResourceTag/${ 
TagKey}

 deploymen 
tconfig

arn:${Partition}:codedeploy:${Region 
}:${Account}:deploymentconfig:${Depl 
oymentConfigurationName}

 

 deploymen 
tgroup

arn:${Partition}:codedeploy:${Region 
}:${Account}:deploymentgroup:${Appli 
cationName}/${DeploymentGroupName}

aws:ResourceTag/${ 
TagKey}

 instance arn:${Partition}:codedeploy:${Region 
}:${Account}:instance:${InstanceName 
}

 

AWS CodeDeploy 的条件键

AWS CodeDeploy 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。
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服务授权参考 服务授权参考

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对以筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键以筛选操作 ArrayOfString

AWS CodeDeploy 安全主机命令服务的操作、资源和条件密钥

AWS CodeDeploy secure host 命令服务（服务前缀:codedeploy-commands-secure）提供以下特
定于服务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS CodeDeploy 安全主机命令服务定义的操作

• 由 AWS CodeDeploy 安全主机命令服务定义的资源类型

• AWS CodeDeploy 安全主机命令服务的条件密钥

由 AWS CodeDeploy 安全主机命令服务定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

AWS CodeDeploy 安全主机命令服务 898

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDeploy 
mentSpeci 
fication

授予获取部署规范的权限 读取      

 PollHostC 
ommand

授予请求主机代理命令的权限 读取      

 PutHostCo 
mmandAckn 
owledgement

授予权限以将主机代理命令标
记为已确认

写入      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutHostCo 
mmandComp 
lete

授予权限以将主机代理命令标
记为已完成

写入      

由 AWS CodeDeploy 安全主机命令服务定义的资源类型

AWS CodeDeploy 安全主机命令服务不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允
许访问 AWS CodeDeploy 安全主机命令服务，请在策略"Resource": "*"中指定。

AWS CodeDeploy 安全主机命令服务的条件密钥

CodeDeploy Commands Secure 没有可在策略声明Condition元素中使用的特定于服务的上下文密
钥。有关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon 的操作、资源和条件密钥 CodeGuru

Amazon CodeGuru （服务前缀:codeguru）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 CodeGuru

• Amazon 定义的资源类型 CodeGuru

• Amazon 的条件密钥 CodeGuru
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https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html#vpc-codedeploy-agent-configuration
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/
https://docs.aws.amazon.com/codeguru/latest/profiler-api/
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/security_iam_service-with-iam.html
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Amazon 定义的操作 CodeGuru

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCodeGu 
ruFreeTri 
alSummary
 [仅权限]

授予获取 CodeGuru 服务免费
试用摘要（包括到期日期）的
权限

读取      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetCodeGuruFreeTrialSummary.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetCodeGuruFreeTrialSummary.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetCodeGuruFreeTrialSummary.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetCodeGuruFreeTrialSummary.html
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Amazon 定义的资源类型 CodeGuru

Amazon CodeGuru 不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许访问亚马逊 
CodeGuru，请在您的政策"Resource": "*"中指定。

Amazon 的条件密钥 CodeGuru

CodeGuru 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon P CodeGuru rofiler 的操作、资源和条件密钥

Amazon CodeGuru Profiler（服务前缀:codeguru-profiler）提供以下特定于服务的资源、操作和
条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon P CodeGuru rofiler 定义的操作

• 由 Amazon CodeGuru Profiler 定义的资源类型

• Amazon P CodeGuru rofiler 的条件密钥

由 Amazon P CodeGuru rofiler 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/
https://docs.aws.amazon.com/codeguru/latest/profiler-api/
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/auth-and-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddNotifi 
cationCha 
nnels

授予在现有 AWS SNS 主题 
ARNs 中添加最多 2 个主题以
发布通知的权限

写入 Profiling 
Group*

   

 BatchGetF 
rameMetri 
cData

授予权限以获取分析组的帧指
标数据

列表 Profiling 
Group*

   

 Configure 
Agent

授予权限以向编排服务注册和
检索代理使用的分析配置信息

写入 Profiling 
Group*

   

 CreatePro 
filingGroup

授予创建分析组的权限 Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_AddNotificationChannels.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_AddNotificationChannels.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_AddNotificationChannels.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_BatchGetFrameMetricData.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_BatchGetFrameMetricData.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_BatchGetFrameMetricData.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_ConfigureAgent.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_ConfigureAgent.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_CreateProfilingGroup.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_CreateProfilingGroup.html
#amazoncodeguruprofiler-aws_TagKeys
#amazoncodeguruprofiler-aws_TagKeys
#amazoncodeguruprofiler-aws_RequestTag___TagKey_
#amazoncodeguruprofiler-aws_RequestTag___TagKey_
#amazoncodeguruprofiler-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeletePro 
filingGroup

授予删除分析组的权限 Write Profiling 
Group*

   

 DescribeP 
rofilingGroup

授予描述分析组的权限 Read Profiling 
Group*

   

 GetFindin 
gsReportA 
ccountSum 
mary

授予获取账户中每个分析组的
最近建议摘要的权限

Read      

 GetNotifi 
cationCon 
figuration

授予权限以获取通知配置 读取 Profiling 
Group*

   

 GetPolicy 授予权限以获取与指定分析组
相关联的资源策略

读取 Profiling 
Group*

   

 GetProfile 授予获取特定分析组的聚合配
置文件的权限

Read Profiling 
Group*

   

 GetRecomm 
endations

授予权限以获取建议 Read Profiling 
Group*

   

 ListFindi 
ngsReports

授予权限以列出特定分析组的
可用建议报告

List Profiling 
Group*

   

 ListProfi 
leTimes

授予权限以列出特定分析组的
可用聚合配置文件的开始时间

List Profiling 
Group*

   

 ListProfi 
lingGroups

授予权限以在账户中列出分析
组

List      

 ListTagsF 
orResource

授予权限以列出分析组的标签 列表 Profiling 
Group*
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https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_DeleteProfilingGroup.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_DeleteProfilingGroup.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_DescribeProfilingGroup.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_DescribeProfilingGroup.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetFindingsReportAccountSummary.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetFindingsReportAccountSummary.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetFindingsReportAccountSummary.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetFindingsReportAccountSummary.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetNotificationConfiguration.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetNotificationConfiguration.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetNotificationConfiguration.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetPolicy.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetProfile.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetRecommendations.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_GetRecommendations.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_ListFindingsReports.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_ListFindingsReports.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_ListProfileTimes.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_ListProfileTimes.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_ListProfilingGroups.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_ListProfilingGroups.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_ListTagsForResource.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_ListTagsForResource.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PostAgent 
Profile

授予权限以提交由属于特定分
析组的代理收集的用于聚合的
配置文件

写入 Profiling 
Group*

   

 PutPermis 
sion

授予权限以更新与指定分析组
相关联的资源策略中操作组允
许的委托人列表

权限管理 Profiling 
Group*

   

 RemoveNot 
ification 
Channel

授予从通知配置中删除已配置
的 SNStopic arn 的权限

写入 Profiling 
Group*

   

 RemovePer 
mission

授予权限以从与指定分析组相
关联的资源策略中删除指定操
作组的权限

权限管理 Profiling 
Group*

   

 SubmitFee 
dback

授予权限以针对有用或非有用
异常提交用户反馈

Write Profiling 
Group*

   

Profiling 
Group*

    TagResour 
ce

授予权限以向分析组添加或覆
盖标签

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Profiling 
Group*

    UntagReso 
urce

授予权限以从分析组中删除标
签

Tagging

  aws:TagKe 
ys
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https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_PostAgentProfile.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_PostAgentProfile.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_PutPermission.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_PutPermission.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_RemoveNotificationChannel.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_RemoveNotificationChannel.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_RemoveNotificationChannel.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_RemovePermission.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_RemovePermission.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_SubmitFeedback.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_SubmitFeedback.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_TagResource.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_TagResource.html
#amazoncodeguruprofiler-aws_TagKeys
#amazoncodeguruprofiler-aws_TagKeys
#amazoncodeguruprofiler-aws_RequestTag___TagKey_
#amazoncodeguruprofiler-aws_RequestTag___TagKey_
#amazoncodeguruprofiler-aws_RequestTag___TagKey_
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_UntagResource.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_UntagResource.html
#amazoncodeguruprofiler-aws_TagKeys
#amazoncodeguruprofiler-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePro 
filingGroup

授予权限以更新特定分析组 写入 Profiling 
Group*

   

由 Amazon CodeGuru Profiler 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Profiling 
Group

arn:${Partition}:codeguru-profiler:$ 
{Region}:${Account}:profilingGroup/$ 
{ProfilingGroupName}

aws:ResourceTag/${ 
TagKey}

Amazon P CodeGuru rofiler 的条件密钥

Amazon CodeGuru Profiler 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您
可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString
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https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_UpdateProfilingGroup.html
https://docs.aws.amazon.com/codeguru/latest/profiler-api/API_UpdateProfilingGroup.html
#amazoncodeguruprofiler-ProfilingGroup
#amazoncodeguruprofiler-ProfilingGroup
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/working-with-profiling-groups.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/working-with-profiling-groups.html
#amazoncodeguruprofiler-aws_ResourceTag___TagKey_
#amazoncodeguruprofiler-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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Amazon CodeGuru Reviewer 的操作、资源和条件密钥

Amazon CodeGuru Reviewer（服务前缀:codeguru-reviewer）提供以下特定于服务的资源、操作
和条件上下文密钥以用于 IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon CodeGuru Reviewer 定义的操作

• 由 Amazon CodeGuru Reviewer 定义的资源类型

• Amazon CodeGuru Reviewer 的条件密钥

由 Amazon CodeGuru Reviewer 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/Welcome.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/auth-and-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Repository

授予将仓库与 Amazon 
CodeGuru Reviewer 关联的权
限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

codecommi 
t:GetRepo 
sitory

codecommi 
t:ListRep 
ositories

codecommi 
t:TagReso 
urce

codestar- 
connectio 
ns:PassCo 
nnection

events:Pu 
tRule

events:Pu 
tTargets

iam:Creat 
eServiceL 
inkedRole
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_AssociateRepository.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_AssociateRepository.html
#amazoncodegurureviewer-aws_RequestTag___TagKey_
#amazoncodegurureviewer-aws_RequestTag___TagKey_
#amazoncodegurureviewer-aws_RequestTag___TagKey_
#amazoncodegurureviewer-aws_TagKeys
#amazoncodegurureviewer-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3:Create 
Bucket

s3:ListBu 
cket

s3:PutBuc 
ketPolicy

s3:PutLif 
ecycleCon 
figuration

associati 
on*

  s3:GetObj 
ect

 CreateCod 
eReview

授予权限以创建代码审查 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 CreateCon 
nectionToken
[仅权限]

授予权限来为第三方提供商执
行基于 Web 的 oauth 握手

Read      

associati 
on*

    DescribeC 
odeReview

授予权限以描述代码审查 Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeR 
ecommenda 
tionFeedback

授予权限以描述有关代码审查
的建议反馈

Read associati 
on*
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#amazoncodegurureviewer-association
#amazoncodegurureviewer-association
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_CreateCodeReview.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_CreateCodeReview.html
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/Welcome.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/Welcome.html
#amazoncodegurureviewer-association
#amazoncodegurureviewer-association
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_DescribeCodeReview.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_DescribeCodeReview.html
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_DescribeRecommendationFeedback.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_DescribeRecommendationFeedback.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_DescribeRecommendationFeedback.html
#amazoncodegurureviewer-association
#amazoncodegurureviewer-association
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

associati 
on*

    DescribeR 
epository 
Association

授予权限以描述存储库关联 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

associati 
on*

  codecommi 
t:UntagRe 
source

events:De 
leteRule

events:Re 
moveTarge 
ts

 Disassoci 
ateRepository

授予解除仓库与 Amazon 
CodeGuru Reviewer 关联的权
限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetMetric 
sData [仅权
限]

授予权限以在控制台中查看拉
取请求指标

Read      

 ListCodeR 
eviews

授予权限以列出代码审查摘要 List      
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#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-association
#amazoncodegurureviewer-association
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_DescribeRepositoryAssociation.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_DescribeRepositoryAssociation.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_DescribeRepositoryAssociation.html
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-association
#amazoncodegurureviewer-association
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_DisassociateRepository.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_DisassociateRepository.html
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/Welcome.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/Welcome.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_ListCodeReviews.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_ListCodeReviews.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

associati 
on*

    ListRecom 
mendation 
Feedback

授予权限以列出有关代码审查
的建议反馈摘要

List

  aws:Resou 
rceTag/${ 
TagKey}

 

associati 
on*

    ListRecom 
mendations

授予列出有关代码审查的建议
摘要的权限。

List

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListRepos 
itoryAsso 
ciations

授予权限以列出存储库关联摘
要

List      

associati 
on*

    ListTagsF 
orResource

授予权限以列出附加到关联存
储库 ARN 的资源

List

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListThird 
PartyRepo 
sitories [仅权
限]

授予权限以在控制台中列出第
三方提供商存储库

Read      

 PutRecomm 
endationF 
eedback

授予权限以对有关代码审查的
建议提出反馈

Write associati 
on*
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#amazoncodegurureviewer-association
#amazoncodegurureviewer-association
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_ListRecommendationFeedback.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_ListRecommendationFeedback.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_ListRecommendationFeedback.html
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-association
#amazoncodegurureviewer-association
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_ListRecommendations.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_ListRecommendations.html
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_ListRepositoryAssociations.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_ListRepositoryAssociations.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_ListRepositoryAssociations.html
#amazoncodegurureviewer-association
#amazoncodegurureviewer-association
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_ListTagsForResource.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_ListTagsForResource.html
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/Welcome.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/Welcome.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/Welcome.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_PutRecommendationFeedback.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_PutRecommendationFeedback.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_PutRecommendationFeedback.html
#amazoncodegurureviewer-association
#amazoncodegurureviewer-association
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

associati 
on*

    TagResour 
ce

授予权限以将资源标签附加到
关联存储库 ARN

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

associati 
on*

    UnTagReso 
urce

授予权限以取消资源标签与关
联存储库 ARN 的关联

标记

  aws:TagKe 
ys

 

由 Amazon CodeGuru Reviewer 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 association arn:${Partition}:codeguru-reviewer:$ 
{Region}:${Account}:association:${Re 
sourceId}

aws:ResourceTag/${ 
TagKey}
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#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
#amazoncodegurureviewer-association
#amazoncodegurureviewer-association
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_TagResource.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_TagResource.html
#amazoncodegurureviewer-aws_RequestTag___TagKey_
#amazoncodegurureviewer-aws_RequestTag___TagKey_
#amazoncodegurureviewer-aws_RequestTag___TagKey_
#amazoncodegurureviewer-aws_TagKeys
#amazoncodegurureviewer-aws_TagKeys
#amazoncodegurureviewer-association
#amazoncodegurureviewer-association
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_UntagResource.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-api/API_UntagResource.html
#amazoncodegurureviewer-aws_TagKeys
#amazoncodegurureviewer-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/working-with-repositories.html
#amazoncodegurureviewer-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 codereview arn:${Partition}:codeguru-reviewer:$ 
{Region}:${Account}:association:${Re 
sourceId}:codereview:${CodeReviewId}

 

Amazon CodeGuru Reviewer 的条件密钥

Amazon CodeGuru Reviewer 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问权限 ArrayOfString

Amazon Sec CodeGuru urity 的操作、资源和条件密钥

Amazon Sec CodeGuru urity（服务前缀:codeguru-security）提供以下特定于服务的资源、操作
和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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• Amazon CodeGuru 安全部门定义的操作

• 由 Amazon CodeGuru 安全部门定义的资源类型

• Amazon Sec CodeGuru urity 的条件密钥

Amazon CodeGuru 安全部门定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetF 
indings

授予批量检索 Sec CodeGuru 
urity 生成的特定发现结果的权
限

读取 ScanName*    

ScanName*     CreateScan 授予创建 CodeGuru 安全扫描
的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateUpl 
oadUrl

授予权限以生成用于上传代码
存档的预签名 url

写入 ScanName*    

 DeleteSca 
nsByCateg 
ory [仅权限]

授予按给定类别从 “ CodeGuru 
安全” 中删除所有扫描和相关结
果的权限

写入      

 GetAccoun 
tConfigur 
ation

授予检索账户级别配置的权限 读取      

 GetFindings 授予检索 Sec CodeGuru urity 
生成的扫描结果的权限

列表 ScanName*    

 GetMetric 
sSummary

授予检索 Security 生成的 
AWS 账户级别指标摘要的 
CodeGuru 权限

读取      

 GetScan 授予检索 CodeGuru 安全扫描
元数据的权限

读取 ScanName*    
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https://docs.aws.amazon.com/codeguru/latest/security-api/API_BatchGetFindings.html
https://docs.aws.amazon.com/codeguru/latest/security-api/API_BatchGetFindings.html
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#amazoncodegurusecurity-ScanName
https://docs.aws.amazon.com/codeguru/latest/security-api/API_CreateScan.html
#amazoncodegurusecurity-aws_TagKeys
#amazoncodegurusecurity-aws_TagKeys
#amazoncodegurusecurity-aws_RequestTag___TagKey_
#amazoncodegurusecurity-aws_RequestTag___TagKey_
#amazoncodegurusecurity-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/codeguru/latest/security-api/API_CreateUploadUrl.html
https://docs.aws.amazon.com/codeguru/latest/security-api/API_CreateUploadUrl.html
#amazoncodegurusecurity-ScanName
#amazoncodegurusecurity-ScanName
$%7BAuthZDocPage%7D
$%7BAuthZDocPage%7D
$%7BAuthZDocPage%7D
https://docs.aws.amazon.com/codeguru/latest/security-api/API_GetAccountConfiguration.html
https://docs.aws.amazon.com/codeguru/latest/security-api/API_GetAccountConfiguration.html
https://docs.aws.amazon.com/codeguru/latest/security-api/API_GetAccountConfiguration.html
https://docs.aws.amazon.com/codeguru/latest/security-api/API_GetFindings.html
#amazoncodegurusecurity-ScanName
#amazoncodegurusecurity-ScanName
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https://docs.aws.amazon.com/codeguru/latest/security-api/API_GetScan.html
#amazoncodegurusecurity-ScanName
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListFindings
[仅权限]

授予检索 CodeGuru 安全部门
生成的发现结果的权限

列表      

 ListFindi 
ngsMetrics

授予权限以检索日期范围内账
户级调查发现指标的列表

列表      

 ListScans 授予检索 CodeGuru 安全扫描
元数据列表的权限

列表      

ScanName*     ListTagsF 
orResource

授予权限以检索扫描名称 ARN 
的标签列表

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

ScanName*     TagResour 
ce

授予权限以将标签添加到扫描
名称 ARN

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

ScanName*     UntagReso 
urce

授予权限以从扫描名称 ARN 中
删除标签

标记

  aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAcc 
ountConfi 
guration

授予权限以更新账户级别配置 写入      

由 Amazon CodeGuru 安全部门定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 ScanName arn:${Partition}:codeguru-security:$ 
{Region}:${Account}:scans/${ScanName 
}

aws:ResourceTag/${ 
TagKey}

Amazon Sec CodeGuru urity 的条件密钥

Amazon Sec CodeGuru urity 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串
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条件键 描述 类型

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS CodePipeline 的操作、资源和条件键

AWS CodePipeline （服务前缀:codepipeline）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS CodePipeline 定义的操作

• AWS CodePipeline 定义的资源类型

• AWS CodePipeline 的条件键

AWS CodePipeline 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Acknowled 
geJob

授予查看有关指定作业的信息
以及作业工作线程是否已收到
该作业的权限

Write      

 Acknowled 
geThirdPa 
rtyJob

授予确认作业工作线程是否已
收到指定作业的权限（仅限合
作伙伴操作）

写入      

actiontyp 
e*

    CreateCus 
tomAction 
Type

授予创建自定义操作的权限，
您可以在与您的关联的管道中
使用该操作 AWS 账户

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

pipeline*     CreatePip 
eline

授予权限以创建唯一命名管道 写入

  aws:Reque 
stTag/${T 
agKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 DeleteCus 
tomAction 
Type

授予权限以删除自定义操作 Write actiontyp 
e*

   

 DeletePip 
eline

授予删除指定管道的权限 Write pipeline*    

 DeleteWeb 
hook

授予删除指定 Webhook 的权
限

Write webhook*    

 Deregiste 
rWebhookW 
ithThirdParty

授予删除在其配置中指定了第
三方的 Webhook 的注册权限

Write webhook*    

 DisableSt 
ageTransition

授予阻止修订过渡到管道中的
下一个阶段的权限

Write stage*    

 EnableSta 
geTransition

授予允许修订过渡到管道中的
下一阶段的权限

写入 stage*    

 GetAction 
Type

授予权限以查看有关操作类型
的信息

读取      

 GetJobDet 
ails

授予权限以查看任务相关信息
（仅自定义操作）

Read      

 GetPipeline 授予检索管道结构相关信息的
权限

Read pipeline*    

AWS CodePipeline 920

#awscodepipeline-aws_TagKeys
#awscodepipeline-aws_TagKeys
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_DeleteCustomActionType.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_DeleteCustomActionType.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_DeleteCustomActionType.html
#awscodepipeline-actiontype
#awscodepipeline-actiontype
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_DeletePipeline.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_DeletePipeline.html
#awscodepipeline-pipeline
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_DeleteWebhook.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_DeleteWebhook.html
#awscodepipeline-webhook
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_DeregisterWebhookWithThirdParty.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_DeregisterWebhookWithThirdParty.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_DeregisterWebhookWithThirdParty.html
#awscodepipeline-webhook
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_DisableStageTransition.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_DisableStageTransition.html
#awscodepipeline-stage
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_EnableStageTransition.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_EnableStageTransition.html
#awscodepipeline-stage
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_GetActionType.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_GetActionType.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_GetJobDetails.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_GetJobDetails.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_GetPipeline.html
#awscodepipeline-pipeline
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetPipeli 
neExecution

授予查看管道执行信息的权
限，这些信息包括有关构件的
详细信息、管道执行 ID 以及管
道的名称、版本和状态。

Read pipeline*    

 GetPipeli 
neState

授予查看管道阶段和操作的当
前状态信息的权限

Read pipeline*    

 GetThirdP 
artyJobDe 
tails

授予查看第三方操作的作业详
细信息的权限（仅限合作伙伴
操作）

Read      

 ListActio 
nExecutions

授予列出管道中发生的操作执
行的权限

Read pipeline*    

 ListActio 
nTypes

授予列出账户中管道的所有可
用操作类型摘要的权限

读取      

 ListDeplo 
yActionEx 
ecutionTa 
rgets

授予列出管道中已执行的部署
操作的部署详细信息的权限

读取 pipeline*    

 ListPipel 
ineExecut 
ions

授予列出管道的最近执行摘要
的权限

列表 pipeline*    

 ListPipelines 授予列出与您关联的所有管道
摘要的权限 AWS 账户

列表      

 ListRuleE 
xecutions

授予权限以列出管道中发生的
规则执行

读取 pipeline*    

 ListRuleT 
ypes

授予权限以列出账户中管道的
所有可用规则类型摘要

读取      
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https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_GetPipelineExecution.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_GetPipelineExecution.html
#awscodepipeline-pipeline
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_GetPipelineState.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_GetPipelineState.html
#awscodepipeline-pipeline
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_GetThirdPartyJobDetails.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_GetThirdPartyJobDetails.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_GetThirdPartyJobDetails.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListActionExecutions.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListActionExecutions.html
#awscodepipeline-pipeline
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https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListActionTypes.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListDeployActionExecutionTargets.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListDeployActionExecutionTargets.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListDeployActionExecutionTargets.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListDeployActionExecutionTargets.html
#awscodepipeline-pipeline
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListPipelineExecutions.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListPipelineExecutions.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListPipelineExecutions.html
#awscodepipeline-pipeline
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListPipelines.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListRuleExecutions.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListRuleExecutions.html
#awscodepipeline-pipeline
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListRuleTypes.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListRuleTypes.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

actiontyp 
e

   

pipeline    

 ListTagsF 
orResource

授予列出 CodePipeline 资源标
签的权限

读取

webhook    

 ListWebho 
oks

授予列出与你关联的所有 
webhook 的权限 AWS 账户

列表 webhook*    

 OverrideS 
tageCondition

授予权限以通过重写阶段条件
来恢复管道执行

写入 stage*    

 PollForJobs 授予权限以查看有关任何 
CodePipeline 要处理的任务的
信息

写入 actiontyp 
e*

   

 PollForTh 
irdPartyJobs

授予确定是否存在任何可供作
业工作线程执行操作的第三方
作业的权限（仅限合作伙伴操
作）

Write      

 PutAction 
Revision

授予编辑管道中操作的权限 写入 action*    

 PutApprov 
alResult

授予对手动批准请求作出回应
（已批准或已拒绝）的权限 
CodePipeline

写入 action*    

 PutJobFai 
lureResult

授予表示作业工作线程返回给
管道的作业失败的权限（仅限
自定义操作）

Write      
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#awscodepipeline-actiontype
#awscodepipeline-actiontype
#awscodepipeline-pipeline
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_ListTagsForResource.html
#awscodepipeline-webhook
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#awscodepipeline-webhook
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#awscodepipeline-actiontype
#awscodepipeline-actiontype
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https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PollForThirdPartyJobs.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutActionRevision.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutActionRevision.html
#awscodepipeline-action
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutApprovalResult.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutApprovalResult.html
#awscodepipeline-action
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutJobFailureResult.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutJobFailureResult.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutJobSuc 
cessResult

授予表示作业工作线程返回给
管道的作业成功的权限（仅限
自定义操作）

Write      

 PutThirdP 
artyJobFa 
ilureResult

授予表示作业工作线程返回给
管道的第三方作业失败的权限
（仅限合作伙伴操作）

Write      

 PutThirdP 
artyJobSu 
ccessResult

授予表示作业工作线程返回给
管道的第三方作业成功的权限
（仅限合作伙伴操作）

Write      

pipeline*    

webhook*    

 PutWebhook 授予权限以创建或更新 
Webhook

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 RegisterW 
ebhookWit 
hThirdParty

授予权限以注册在其配置中指
定了第三方的 Webhook

Write webhook*    

 RetryStag 
eExecution

授予通过重试阶段中最后一个
失败的操作来恢复管道执行的
权限

写入 stage*    

 RollbackS 
tage

授予权限以将阶段回滚到之前
的成功执行

写入 stage*    
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https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutJobSuccessResult.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutJobSuccessResult.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutThirdPartyJobFailureResult.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutThirdPartyJobFailureResult.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutThirdPartyJobFailureResult.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutThirdPartyJobSuccessResult.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutThirdPartyJobSuccessResult.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutThirdPartyJobSuccessResult.html
#awscodepipeline-pipeline
#awscodepipeline-webhook
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_PutWebhook.html
#awscodepipeline-aws_RequestTag___TagKey_
#awscodepipeline-aws_RequestTag___TagKey_
#awscodepipeline-aws_RequestTag___TagKey_
#awscodepipeline-aws_TagKeys
#awscodepipeline-aws_TagKeys
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_RegisterWebhookWithThirdParty.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_RegisterWebhookWithThirdParty.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_RegisterWebhookWithThirdParty.html
#awscodepipeline-webhook
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_RetryStageExecution.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_RetryStageExecution.html
#awscodepipeline-stage
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_RollbackStage.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_RollbackStage.html
#awscodepipeline-stage
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartPipe 
lineExecution

授予通过管道运行最新修订的
权限

Write pipeline*    

 StopPipel 
ineExecution

授予停止正在进行的管道执行
的权限

写入 pipeline*    

actiontyp 
e

   

pipeline    

webhook    

 TagResour 
ce

授予标记 CodePipeline 资源的
权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

actiontyp 
e

   

pipeline    

webhook    

 UntagReso 
urce

授予从 CodePipeline 资源中移
除标签的权限

标记

  aws:TagKe 
ys

 

 UpdateAct 
ionType

授予权限以更新操作类型 写入 actiontyp 
e*

   

 UpdatePip 
eline

授予权限以通过更改管道结构
来更新管道

写入 pipeline*    
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https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_StartPipelineExecution.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_StartPipelineExecution.html
#awscodepipeline-pipeline
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_StopPipelineExecution.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_StopPipelineExecution.html
#awscodepipeline-pipeline
#awscodepipeline-actiontype
#awscodepipeline-actiontype
#awscodepipeline-pipeline
#awscodepipeline-webhook
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_TagResource.html
#awscodepipeline-aws_RequestTag___TagKey_
#awscodepipeline-aws_RequestTag___TagKey_
#awscodepipeline-aws_RequestTag___TagKey_
#awscodepipeline-aws_TagKeys
#awscodepipeline-aws_TagKeys
#awscodepipeline-actiontype
#awscodepipeline-actiontype
#awscodepipeline-pipeline
#awscodepipeline-webhook
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_UntagResource.html
#awscodepipeline-aws_TagKeys
#awscodepipeline-aws_TagKeys
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_UpdateActionType.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_UpdateActionType.html
#awscodepipeline-actiontype
#awscodepipeline-actiontype
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_UpdatePipeline.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_UpdatePipeline.html
#awscodepipeline-pipeline
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AWS CodePipeline 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 action arn:${Partition}:codepipeline:${Regi 
on}:${Account}:${PipelineName}/${Sta 
geName}/${ActionName}

aws:ResourceTag/${ 
TagKey}

 actiontype arn:${Partition}:codepipeline:${Regi 
on}:${Account}:actiontype:${Owner}/$ 
{Category}/${Provider}/${Version}

aws:ResourceTag/${ 
TagKey}

 pipeline arn:${Partition}:codepipeline:${Regi 
on}:${Account}:${PipelineName}

aws:ResourceTag/${ 
TagKey}

 stage arn:${Partition}:codepipeline:${Regi 
on}:${Account}:${PipelineName}/${Sta 
geName}

aws:ResourceTag/${ 
TagKey}

 webhook arn:${Partition}:codepipeline:${Regi 
on}:${Account}:webhook:${WebhookName 
}

aws:ResourceTag/${ 
TagKey}

AWS CodePipeline 的条件键

AWS CodePipeline 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/codepipeline/latest/userguide/iam-access-control-identity-based.html#ACP_ARN_Format
#awscodepipeline-aws_ResourceTag___TagKey_
#awscodepipeline-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codepipeline/latest/userguide/iam-access-control-identity-based.html#ACP_ARN_Format
#awscodepipeline-aws_ResourceTag___TagKey_
#awscodepipeline-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codepipeline/latest/userguide/iam-access-control-identity-based.html#ACP_ARN_Format
#awscodepipeline-aws_ResourceTag___TagKey_
#awscodepipeline-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codepipeline/latest/userguide/iam-access-control-identity-based.html#ACP_ARN_Format
#awscodepipeline-aws_ResourceTag___TagKey_
#awscodepipeline-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codepipeline/latest/userguide/iam-access-control-identity-based.html#ACP_ARN_Format
#awscodepipeline-aws_ResourceTag___TagKey_
#awscodepipeline-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对以筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键以筛选操作 ArrayOfString

AWS CodeStar 的操作、资源和条件键

AWS CodeStar （服务前缀:codestar）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS CodeStar 定义的操作

• AWS CodeStar 定义的资源类型

• AWS CodeStar 的条件键

AWS CodeStar 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/codestar/latest/userguide/
https://docs.aws.amazon.com/codestar/latest/APIReference/
https://docs.aws.amazon.com/codestar/latest/userguide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
TeamMembe 
r

授予将用户添加到 AWS 
CodeStar 项目团队的权限

权限管理 project*    

 CreatePro 
ject

授予权限以创建具有最小结
构、客户策略且没有资源的项
目

权限管理   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateUse 
rProfile

授予权限，以为包含用户首选
项、显示名称和电子邮件的用
户创建配置文件。

写入 user*    
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/codestar/latest/APIReference/API_AssociateTeamMember.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_AssociateTeamMember.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_AssociateTeamMember.html
#awscodestar-project
https://docs.aws.amazon.com/codestar/latest/APIReference/API_CreateProject.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_CreateProject.html
#awscodestar-aws_RequestTag___TagKey_
#awscodestar-aws_RequestTag___TagKey_
#awscodestar-aws_RequestTag___TagKey_
#awscodestar-aws_TagKeys
#awscodestar-aws_TagKeys
https://docs.aws.amazon.com/codestar/latest/APIReference/API_CreateUserProfile.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_CreateUserProfile.html
#awscodestar-user
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteExt 
endedAccess 
[仅权限]

授予扩展删除权限 APIs 写入 project*    

 DeletePro 
ject

授予权限以删除项目（包括项
目资源）。不会删除与项目关
联的用户，但确实会删除允许
访问项目的 IAM 角色

权限管理 project*    

 DeleteUse 
rProfile

授予删除中的用户个人资料的
权限 AWS CodeStar，包括与
该个人资料关联的所有个人偏
好数据，例如显示名称和电子
邮件地址。此操作不会删除该
用户的历史记录，例如，该用
户所做提交的历史记录

写入 user*    

 DescribeP 
roject

授予权限以描述项目及其资源 读取 project*    

 DescribeU 
serProfile

授予在所有项目中描述用户 
AWS CodeStar 和用户属性的
权限

读取      

 Disassoci 
ateTeamMe 
mber

授予权限以从项目中删除用
户。若从项目中删除用户，该
用户的允许访问项目及其资源
的 IAM policy 也会被删除

权限管理 project*    

 GetExtend 
edAccess [仅
权限]

授予扩展读取权限 APIs 读取 project*    
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#awscodestar-project
https://docs.aws.amazon.com/codestar/latest/APIReference/API_DeleteProject.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_DeleteProject.html
#awscodestar-project
https://docs.aws.amazon.com/codestar/latest/APIReference/API_DeleteUserProfile.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_DeleteUserProfile.html
#awscodestar-user
https://docs.aws.amazon.com/codestar/latest/APIReference/API_DescribeProject.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_DescribeProject.html
#awscodestar-project
https://docs.aws.amazon.com/codestar/latest/APIReference/API_DescribeUserProfile.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_DescribeUserProfile.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_DisassociateTeamMember.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_DisassociateTeamMember.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_DisassociateTeamMember.html
#awscodestar-project
#awscodestar-project
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListProjects 授予列出与您的 CodeStar 关
联的所有项目的权限 AWS 账
户

列表      

 ListResou 
rces

授予列出与项目关联的所有资
源的权限 CodeStar

列表 project*    

 ListTagsF 
orProject

授予列出与项目关联的标签的
权限 CodeStar

列表 project*    

 ListTeamM 
embers

授予权限以列出与项目关联的
所有团队成员

列表 project*    

 ListUserP 
rofiles

授予列出用户个人资料的权限 
AWS CodeStar

列表      

 PutExtend 
edAccess [仅
权限]

授予扩展写入权限 APIs 写入 project*    

project*     TagProject 授予向项目添加标签的权限 
CodeStar

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

project*     UntagProject 授予从项目中移除标签的权限 
CodeStar

标记

  aws:TagKe 
ys
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https://docs.aws.amazon.com/codestar/latest/APIReference/API_ListProjects.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_ListResources.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_ListResources.html
#awscodestar-project
https://docs.aws.amazon.com/codestar/latest/APIReference/API_ListTagsForProject.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_ListTagsForProject.html
#awscodestar-project
https://docs.aws.amazon.com/codestar/latest/APIReference/API_ListTeamMembers.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_ListTeamMembers.html
#awscodestar-project
https://docs.aws.amazon.com/codestar/latest/APIReference/API_ListUserProfiles.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_ListUserProfiles.html
#awscodestar-project
#awscodestar-project
https://docs.aws.amazon.com/codestar/latest/APIReference/API_TagProject.html
#awscodestar-aws_RequestTag___TagKey_
#awscodestar-aws_RequestTag___TagKey_
#awscodestar-aws_RequestTag___TagKey_
#awscodestar-aws_TagKeys
#awscodestar-aws_TagKeys
#awscodestar-project
https://docs.aws.amazon.com/codestar/latest/APIReference/API_UntagProject.html
#awscodestar-aws_TagKeys
#awscodestar-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePro 
ject

授予更新中项目的权限 
CodeStar

写入 project*    

 UpdateTea 
mMember

授予更新 CodeStar 项目内团
队成员属性的权限

权限管理 project*    

 UpdateUse 
rProfile

授予权限，以为包含用户首选
项、显示名称和电子邮件的用
户更新配置文件。

写入 user*    

 VerifySer 
viceRole

授予验证客户账户中是否存在 
AWS CodeStar 服务角色的权
限

列表      

AWS CodeStar 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 project arn:${Partition}:codestar:${Region}: 
${Account}:project/${ProjectId}

aws:ResourceTag/${ 
TagKey}

 user arn:${Partition}:iam::${Account}:use 
r/${AwsUserName}

iam:ResourceTag/${ 
TagKey}

AWS CodeStar 的条件键

AWS CodeStar 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。
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https://docs.aws.amazon.com/codestar/latest/APIReference/API_UpdateProject.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_UpdateProject.html
#awscodestar-project
https://docs.aws.amazon.com/codestar/latest/APIReference/API_UpdateTeamMember.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_UpdateTeamMember.html
#awscodestar-project
https://docs.aws.amazon.com/codestar/latest/APIReference/API_UpdateUserProfile.html
https://docs.aws.amazon.com/codestar/latest/APIReference/API_UpdateUserProfile.html
#awscodestar-user
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/codestar/latest/userguide/working-with-projects.html
#awscodestar-aws_ResourceTag___TagKey_
#awscodestar-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/codestar/latest/userguide/working-with-user-info.html
#awscodestar-iam_ResourceTag___TagKey_
#awscodestar-iam_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
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要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据每个标签的允许值集，按请求筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签值，按操作筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有必需标签，按请求筛选访问权限 ArrayOfString

 iam:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签值，按操作筛选访问权限 字符串

C AWS CodeStar onnections 的操作、资源和条件键

AWS CodeStar Connections（服务前缀:codestar-connections）提供以下特定于服务的资源、操
作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 “ AWS CodeStar 连接” 定义的操作

• 由 “ AWS CodeStar 连接” 定义的资源类型

• AWS CodeStar 连接的条件键
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html
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由 “ AWS CodeStar 连接” 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
nection

授予权限以创建连接资源 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_CreateConnection.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_CreateConnection.html
#awscodestarconnections-aws_RequestTag___TagKey_
#awscodestarconnections-aws_RequestTag___TagKey_
#awscodestarconnections-aws_RequestTag___TagKey_
#awscodestarconnections-aws_TagKeys
#awscodestarconnections-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

codestar- 
connectio 
ns:Provid 
erType

 CreateHost 授予权限以创建主机资源 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

codestar- 
connectio 
ns:Provid 
erType

codestar- 
connectio 
ns:VpcId

 

 CreateRep 
ositoryLink

授予创建存储库链接的权限 写入 Connectio 
n*

  codestar- 
connectio 
ns:PassCo 
nnection

codestar- 
connectio 
ns:UseCon 
nection
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#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_CreateHost.html
#awscodestarconnections-aws_RequestTag___TagKey_
#awscodestarconnections-aws_RequestTag___TagKey_
#awscodestarconnections-aws_RequestTag___TagKey_
#awscodestarconnections-aws_TagKeys
#awscodestarconnections-aws_TagKeys
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_VpcId
#awscodestarconnections-codestar-connections_VpcId
#awscodestarconnections-codestar-connections_VpcId
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_CreateRepositoryLink.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_CreateRepositoryLink.html
#awscodestarconnections-Connection
#awscodestarconnections-Connection
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Repositor 
yLink*

  codestar- 
connectio 
ns:PassRe 
pository

iam:PassR 
ole

 CreateSyn 
cConfigur 
ation

授予权限以创建配置同步配置 写入

  codestar- 
connectio 
ns:Branch

 

 DeleteCon 
nection

授予权限以删除连接资源 Write Connectio 
n*

   

 DeleteHost 授予权限以删除主机资源 写入 Host*    

 DeleteRep 
ositoryLink

授予删除存储库链接的权限 写入 Repositor 
yLink*

   

 DeleteSyn 
cConfigur 
ation

授予删除同步配置的权限 写入      

 GetConnec 
tion

授予权限以获取有关连接资源
的详细信息

读取 Connectio 
n*
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#awscodestarconnections-aws_RequestTag___TagKey_
#awscodestarconnections-aws_RequestTag___TagKey_
#awscodestarconnections-aws_RequestTag___TagKey_
#awscodestarconnections-aws_TagKeys
#awscodestarconnections-aws_TagKeys
#awscodestarconnections-RepositoryLink
#awscodestarconnections-RepositoryLink
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_CreateSyncConfiguration.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_CreateSyncConfiguration.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_CreateSyncConfiguration.html
#awscodestarconnections-codestar-connections_Branch
#awscodestarconnections-codestar-connections_Branch
#awscodestarconnections-codestar-connections_Branch
#awscodestarconnections-codestar-connections_Branch
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_DeleteConnection.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_DeleteConnection.html
#awscodestarconnections-Connection
#awscodestarconnections-Connection
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_DeleteHost.html
#awscodestarconnections-Host
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_DeleteRepositoryLink.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_DeleteRepositoryLink.html
#awscodestarconnections-RepositoryLink
#awscodestarconnections-RepositoryLink
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_DeleteSyncConfiguration.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_DeleteSyncConfiguration.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_DeleteSyncConfiguration.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetConnection.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetConnection.html
#awscodestarconnections-Connection
#awscodestarconnections-Connection
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetConnec 
tionToken [仅
权限]

授予权限以获取连接令牌以调
用提供程序操作

读取 Connectio 
n*

   

 GetHost 授予权限以获取有关主机资源
的详细信息

Read Host*    

 GetIndivi 
dualAcces 
sToken [仅权
限]

授予权限以将第三方（如 
Bitbucket 应用程序安装）与连 
接关联

Read   codestar- 
connectio 
ns:Provid 
erType

codestar- 
connectio 
ns:StartO 
AuthHands 
hake

 GetInstal 
lationUrl [仅
权限]

授予权限以将第三方（如 
Bitbucket 应用程序安装）与连 
接关联

读取   codestar- 
connectio 
ns:Provid 
erType

 

 GetReposi 
toryLink

授予描述存储库链接的权限 读取 Repositor 
yLink*

   

Repositor 
yLink*

    GetReposi 
torySyncS 
tatus

授予权限以获取存储库的最新
同步状态

读取

  codestar- 
connectio 
ns:Branch

 

 GetResour 
ceSyncStatus

授予获取资源（cfn 堆栈或其他
资源）的最新同步状态的权限

读取      

 GetSyncBl 
ockerSumm 
ary

授予描述资源（cfn 堆栈或其他
资源）上的服务同步阻止器的 
权限

读取      
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https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-getconnectiontoken
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-getconnectiontoken
#awscodestarconnections-Connection
#awscodestarconnections-Connection
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetHost.html
#awscodestarconnections-Host
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetRepositoryLink.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetRepositoryLink.html
#awscodestarconnections-RepositoryLink
#awscodestarconnections-RepositoryLink
#awscodestarconnections-RepositoryLink
#awscodestarconnections-RepositoryLink
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetRepositorySyncStatus.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetRepositorySyncStatus.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetRepositorySyncStatus.html
#awscodestarconnections-codestar-connections_Branch
#awscodestarconnections-codestar-connections_Branch
#awscodestarconnections-codestar-connections_Branch
#awscodestarconnections-codestar-connections_Branch
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetResourceSyncStatus.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetResourceSyncStatus.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetSyncBlockerSummary.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetSyncBlockerSummary.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetSyncBlockerSummary.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSyncCo 
nfiguration

授予描述同步配置的权限 读取      

Connectio 
n*

    ListConne 
ctions

授予权限以列出连接资源 List

  codestar- 
connectio 
ns:Provid 
erTypeFil 
ter

 

 ListHosts 授予权限以列出主机资源 List   codestar- 
connectio 
ns:Provid 
erTypeFil 
ter

 

 ListInsta 
llationTargets
[仅权限]

授予权限以将第三方（如 
Bitbucket 应用程序安装）与连 
接关联

列表     codestar- 
connectio 
ns:GetInd 
ividualAc 
cessToken

codestar- 
connectio 
ns:StartO 
AuthHands 
hake

 ListRepos 
itoryLinks

授予列出存储库链接的权限 列表      
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https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetSyncConfiguration.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_GetSyncConfiguration.html
#awscodestarconnections-Connection
#awscodestarconnections-Connection
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_ListConnections.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_ListConnections.html
#awscodestarconnections-codestar-connections_ProviderTypeFilter
#awscodestarconnections-codestar-connections_ProviderTypeFilter
#awscodestarconnections-codestar-connections_ProviderTypeFilter
#awscodestarconnections-codestar-connections_ProviderTypeFilter
#awscodestarconnections-codestar-connections_ProviderTypeFilter
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_ListHosts.html
#awscodestarconnections-codestar-connections_ProviderTypeFilter
#awscodestarconnections-codestar-connections_ProviderTypeFilter
#awscodestarconnections-codestar-connections_ProviderTypeFilter
#awscodestarconnections-codestar-connections_ProviderTypeFilter
#awscodestarconnections-codestar-connections_ProviderTypeFilter
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_ListRepositoryLinks.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_ListRepositoryLinks.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRepos 
itorySync 
Definitions

授予列出存储库同步定义的权
限

列表      

 ListSyncC 
onfigurations

授予列出存储库链接的同步配
置的权限

列表      

Connectio 
n

   

Host    

 ListTagsF 
orResource

授予获取用于管理资源的键值
对集的权限

列表

Repositor 
yLink

   

Connectio 
n*

    PassConne 
ction [仅权限]

授予将连接资源传递给接受连
接 ARN 作为输入的 AWS 服务
的权限，例如 codepipeline：
CreatePipeline

读取

  codestar- 
connectio 
ns:Passed 
ToService

 

Repositor 
yLink*

    PassRepos 
itory [仅权限]

授予将存储库链接资源传递给
接受 RepositoryLinkId 作为输
入的 AWS 服务的权限，例如 
codestar-connections：Create 
SyncConfiguration

读取

  codestar- 
connectio 
ns:Passed 
ToService

 

 RegisterA 
ppCode [仅权
限]

授予将第三方服务器（例如 
GitHub 企业服务器实例）与主
机关联的权限

读取   codestar- 
connectio 
ns:HostAr 
n
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https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_ListRepositorySyncDefinitions.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_ListRepositorySyncDefinitions.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_ListRepositorySyncDefinitions.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_ListSyncConfigurations.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_ListSyncConfigurations.html
#awscodestarconnections-Connection
#awscodestarconnections-Connection
#awscodestarconnections-Host
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_ListTagsForResource.html
#awscodestarconnections-RepositoryLink
#awscodestarconnections-RepositoryLink
#awscodestarconnections-Connection
#awscodestarconnections-Connection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passconnection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passconnection
#awscodestarconnections-codestar-connections_PassedToService
#awscodestarconnections-codestar-connections_PassedToService
#awscodestarconnections-codestar-connections_PassedToService
#awscodestarconnections-codestar-connections_PassedToService
#awscodestarconnections-codestar-connections_PassedToService
#awscodestarconnections-RepositoryLink
#awscodestarconnections-RepositoryLink
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passrepository
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passrepository
#awscodestarconnections-codestar-connections_PassedToService
#awscodestarconnections-codestar-connections_PassedToService
#awscodestarconnections-codestar-connections_PassedToService
#awscodestarconnections-codestar-connections_PassedToService
#awscodestarconnections-codestar-connections_PassedToService
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#connections-permissions-actions-host-registration
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#connections-permissions-actions-host-registration
#awscodestarconnections-codestar-connections_HostArn
#awscodestarconnections-codestar-connections_HostArn
#awscodestarconnections-codestar-connections_HostArn
#awscodestarconnections-codestar-connections_HostArn
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartAppR 
egistrati 
onHandshake
[仅权限]

授予将第三方服务器（例如 
GitHub 企业服务器实例）与主
机关联的权限

读取   codestar- 
connectio 
ns:HostAr 
n

 

 StartOAut 
hHandshake
[仅权限]

授予权限以将第三方（如 
Bitbucket 应用程序安装）与连 
接关联

读取   codestar- 
connectio 
ns:Provid 
erType

 

Connectio 
n

   

Host    

Repositor 
yLink

   

 TagResour 
ce

授予添加或修改给定资源标签
的权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Connectio 
n

   

Host    

Repositor 
yLink

   

 UntagReso 
urce

授予从 AWS 资源中移除标签
的权限

标记

  aws:TagKe 
ys
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https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#connections-permissions-actions-host-registration
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#connections-permissions-actions-host-registration
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#connections-permissions-actions-host-registration
#awscodestarconnections-codestar-connections_HostArn
#awscodestarconnections-codestar-connections_HostArn
#awscodestarconnections-codestar-connections_HostArn
#awscodestarconnections-codestar-connections_HostArn
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-codestar-connections_ProviderType
#awscodestarconnections-Connection
#awscodestarconnections-Connection
#awscodestarconnections-Host
#awscodestarconnections-RepositoryLink
#awscodestarconnections-RepositoryLink
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_TagResource.html
#awscodestarconnections-aws_TagKeys
#awscodestarconnections-aws_TagKeys
#awscodestarconnections-aws_RequestTag___TagKey_
#awscodestarconnections-aws_RequestTag___TagKey_
#awscodestarconnections-aws_RequestTag___TagKey_
#awscodestarconnections-Connection
#awscodestarconnections-Connection
#awscodestarconnections-Host
#awscodestarconnections-RepositoryLink
#awscodestarconnections-RepositoryLink
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_UntagResource.html
#awscodestarconnections-aws_TagKeys
#awscodestarconnections-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Connectio 
n*

  codestar- 
connectio 
ns:GetInd 
ividualAc 
cessToken

codestar- 
connectio 
ns:GetIns 
tallation 
Url

codestar- 
connectio 
ns:ListIn 
stallatio 
nTargets

codestar- 
connectio 
ns:StartO 
AuthHands 
hake

 UpdateCon 
nectionIn 
stallation

授予通过安装 Connections 应
用程序更新 CodeStar 连接资
源的权限

写入

  codestar- 
connectio 
ns:Instal 
lationId

 

Host*     UpdateHost 授予创建主机资源的权限 写入

  codestar- 
connectio 
ns:VpcId
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#awscodestarconnections-Connection
#awscodestarconnections-Connection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
#awscodestarconnections-codestar-connections_InstallationId
#awscodestarconnections-codestar-connections_InstallationId
#awscodestarconnections-codestar-connections_InstallationId
#awscodestarconnections-codestar-connections_InstallationId
#awscodestarconnections-Host
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_UpdateHost.html
#awscodestarconnections-codestar-connections_VpcId
#awscodestarconnections-codestar-connections_VpcId
#awscodestarconnections-codestar-connections_VpcId


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRep 
ositoryLink

授予更新存储库链接的权限 写入 Repositor 
yLink*

   

 UpdateSyn 
cBlocker

授予更新资源（cfn 堆栈或其他
资源）的同步阻止器的权限

写入      

 UpdateSyn 
cConfigur 
ation

授予更新同步配置的权限 写入   codestar- 
connectio 
ns:Branch

 

 UseConnec 
tion [仅权限]

授予权限以使用连接资源调用
提供程序操作

读取 Connectio 
n*
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https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_UpdateRepositoryLink.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_UpdateRepositoryLink.html
#awscodestarconnections-RepositoryLink
#awscodestarconnections-RepositoryLink
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_UpdateSyncBlocker.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_UpdateSyncBlocker.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_UpdateSyncConfiguration.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_UpdateSyncConfiguration.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/API_UpdateSyncConfiguration.html
#awscodestarconnections-codestar-connections_Branch
#awscodestarconnections-codestar-connections_Branch
#awscodestarconnections-codestar-connections_Branch
#awscodestarconnections-codestar-connections_Branch
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
#awscodestarconnections-Connection
#awscodestarconnections-Connection


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  codestar- 
connectio 
ns:Branch 
Name

codestar- 
connectio 
ns:FullRe 
positoryId

codestar- 
connectio 
ns:OwnerI 
d

codestar- 
connectio 
ns:Provid 
erAction

codestar- 
connectio 
ns:Provid 
erPermiss 
ionsRequi 
red

codestar- 
connectio 
ns:Reposi 
toryName
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#awscodestarconnections-codestar-connections_BranchName
#awscodestarconnections-codestar-connections_BranchName
#awscodestarconnections-codestar-connections_BranchName
#awscodestarconnections-codestar-connections_BranchName
#awscodestarconnections-codestar-connections_FullRepositoryId
#awscodestarconnections-codestar-connections_FullRepositoryId
#awscodestarconnections-codestar-connections_FullRepositoryId
#awscodestarconnections-codestar-connections_FullRepositoryId
#awscodestarconnections-codestar-connections_OwnerId
#awscodestarconnections-codestar-connections_OwnerId
#awscodestarconnections-codestar-connections_OwnerId
#awscodestarconnections-codestar-connections_OwnerId
#awscodestarconnections-codestar-connections_ProviderAction
#awscodestarconnections-codestar-connections_ProviderAction
#awscodestarconnections-codestar-connections_ProviderAction
#awscodestarconnections-codestar-connections_ProviderAction
#awscodestarconnections-codestar-connections_ProviderPermissionsRequired
#awscodestarconnections-codestar-connections_ProviderPermissionsRequired
#awscodestarconnections-codestar-connections_ProviderPermissionsRequired
#awscodestarconnections-codestar-connections_ProviderPermissionsRequired
#awscodestarconnections-codestar-connections_ProviderPermissionsRequired
#awscodestarconnections-codestar-connections_ProviderPermissionsRequired
#awscodestarconnections-codestar-connections_RepositoryName
#awscodestarconnections-codestar-connections_RepositoryName
#awscodestarconnections-codestar-connections_RepositoryName
#awscodestarconnections-codestar-connections_RepositoryName


服务授权参考 服务授权参考

由 “ AWS CodeStar 连接” 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Connection arn:${Partition}:codestar-connection 
s:${Region}:${Account}:connection/${ 
ConnectionId}

aws:ResourceTag/${ 
TagKey}

 Host arn:${Partition}:codestar-connection 
s:${Region}:${Account}:host/${HostId 
}

aws:ResourceTag/${ 
TagKey}

 Repositor 
yLink

arn:${Partition}:codestar-connection 
s:${Region}:${Account}:repository-li 
nk/${RepositoryLinkId}

aws:ResourceTag/${ 
TagKey}

AWS CodeStar 连接的条件键

AWS CodeStar Connections 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections.html
#awscodestarconnections-aws_ResourceTag___TagKey_
#awscodestarconnections-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-hosts.html
#awscodestarconnections-aws_ResourceTag___TagKey_
#awscodestarconnections-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/dtconsole/latest/userguide/repositorylinks.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/repositorylinks.html
#awscodestarconnections-aws_ResourceTag___TagKey_
#awscodestarconnections-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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条件键 描述 类型

 codestar- 
connectio 
ns:Branch

按请求中传递的分支名称来筛选访问权限 字符串

 codestar- 
connectio 
ns:BranchName

按请求中传递的分支名称来筛选访问权限。仅适用于访问
特定存储库分支的 UseConnection 请求

字符串

 codestar- 
connectio 
ns:FullRe 
positoryId

按请求中传递的存储库来筛选访问权限。仅适用于访问特
定存储库的 UseConnection 请求

字符串

 codestar- 
connectio 
ns:HostArn

根据与请求中使用的连接关联的主机资源来筛选访问权限 ARN

 codestar- 
connectio 
ns:InstallationId

按用于更新 CodeStar 连接的第三方 ID（例如 Connectio 
ns 的 Bitbucket App 安装 ID）筛选访问权限。允许您限制
哪些第三方应用程序安装可用于建立连接

字符串

 codestar- 
connectio 
ns:OwnerId

按第三方存储库的所有者来筛选访问权限。仅适用于访问
特定用户拥有的存储库的 UseConnection 请求

字符串

 codestar- 
connectio 
ns:Passed 
ToService

筛选允许委托人向其传递连接的服务的访问权限或 
RepositoryLink

字符串

 codestar- 
connectio 
ns:Provid 
erAction

按 UseConnection 请求中的提供者操作筛选访问权限，例
如 ListRepositories。有关所有有效值，请参阅文档

字符串
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https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-handshake
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passconnection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passconnection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passconnection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-passconnection
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
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条件键 描述 类型

 codestar- 
connectio 
ns:Provid 
erPermiss 
ionsRequired

根据 UseConnection 请求中提供者操作的写入权限筛选访
问权限。有效类型包括 read_only 和 read_write

字符串

 codestar- 
connectio 
ns:ProviderType

按请求中传递的第三方提供程序的类型来筛选访问权限 字符串

 codestar- 
connectio 
ns:Provid 
erTypeFilter

按用于筛选结果的第三方提供程序的类型来筛选访问权限 字符串

 codestar- 
connectio 
ns:Reposi 
toryName

按请求中传递的存储库名称来筛选访问权限。仅适用于访
问特定用户拥有的存储库的 UseConnection 请求

字符串

 codestar- 
connectio 
ns:VpcId

按请求中 VpcId 传入的过滤访问权限 字符串

AWS CodeStar 通知的操作、资源和条件键

AWS CodeStar 通知（服务前缀:codestar-notifications）提供以下特定于服务的资源、操作和
条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-managing
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-managing
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-managing
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-managing
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-managing
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-managing
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-managing
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-use
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/codestar-notifications/latest/userguide/welcome.html
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/codestar-notifications/latest/userguide/security.html
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主题

• 由 AWS CodeStar 通知定义的操作

• 由 AWS CodeStar 通知定义的资源类型

• AWS CodeStar 通知的条件键

由 AWS CodeStar 通知定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

notificat 
ionrule*

    CreateNot 
ificationRule

授予权限以便为资源创建通知
规则

Write

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

codestar- 
notificat 
ions:Noti 
fications 
ForResour 
ce

 

notificat 
ionrule*

    DeleteNot 
ificationRule

授予权限以删除资源的通知规
则

Write

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

AWS CodeStar 通知 946

#awscodestarnotifications-notificationrule
#awscodestarnotifications-notificationrule
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_CreateNotificationRule.html
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_CreateNotificationRule.html
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-notificationrule
#awscodestarnotifications-notificationrule
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_DeleteNotificationRule.html
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_DeleteNotificationRule.html
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

codestar- 
notificat 
ions:Noti 
fications 
ForResour 
ce

 DeleteTarget 授予权限以删除通知规则的目
标

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

notificat 
ionrule*

    DescribeN 
otificati 
onRule

授予权限以获取有关通知规则
的信息

Read

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

codestar- 
notificat 
ions:Noti 
fications 
ForResour 
ce
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#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_DeleteTarget.html
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-notificationrule
#awscodestarnotifications-notificationrule
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_DescribeNotificationRule.html
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_DescribeNotificationRule.html
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_DescribeNotificationRule.html
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEvent 
Types

授予权限以列出通知事件类型 列表      

 ListNotif 
icationRules

授予在中列出通知规则的权限 
AWS 账户

列表      

notificat 
ionrule*

    ListTagsF 
orResource

授予权限以列出附加到通知规
则资源 ARN 的标签

列表

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListTargets 授予列出通知规则目标的权限 
AWS 账户

列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Subscribe 授予权限以在通知规则和 
Amazon SNS 主题之间创建关
联

Write notificat 
ionrule*
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https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_ListEventTypes.html
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_ListEventTypes.html
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_ListNotificationRules.html
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_ListNotificationRules.html
#awscodestarnotifications-notificationrule
#awscodestarnotifications-notificationrule
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_ListTagsForResource.html
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-aws_TagKeys
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_ListTargets.html
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-aws_TagKeys
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_Subscribe.html
#awscodestarnotifications-notificationrule
#awscodestarnotifications-notificationrule


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

codestar- 
notificat 
ions:Noti 
fications 
ForResour 
ce

 

notificat 
ionrule*

    TagResour 
ce

授予权限以将资源标签附加到
通知规则资源 ARN

Tagging

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Unsubscribe 授予权限以删除通知规则与 
Amazon SNS 主题之间的关联

Write notificat 
ionrule*
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#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-notificationrule
#awscodestarnotifications-notificationrule
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_TagResource.html
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-aws_TagKeys
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_Unsubscribe.html
#awscodestarnotifications-notificationrule
#awscodestarnotifications-notificationrule
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

codestar- 
notificat 
ions:Noti 
fications 
ForResour 
ce

 

notificat 
ionrule*

    UntagReso 
urce

授予权限以将资源标签与通知
规则资源 ARN 取消关联

Tagging

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 UpdateNot 
ificationRule

授予权限以更改资源的通知规
则

写入 notificat 
ionrule*
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#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-notificationrule
#awscodestarnotifications-notificationrule
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_UntagResource.html
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-aws_TagKeys
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_UpdateNotificationRule.html
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/API_UpdateNotificationRule.html
#awscodestarnotifications-notificationrule
#awscodestarnotifications-notificationrule
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

codestar- 
notificat 
ions:Noti 
fications 
ForResour 
ce

 

由 AWS CodeStar 通知定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 notificat 
ionrule

arn:${Partition}:codestar-notificati 
ons:${Region}:${Account}:notificatio 
nrule/${NotificationRuleId}

aws:ResourceTag/${ 
TagKey}
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#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_RequestTag___TagKey_
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-aws_TagKeys
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
#awscodestarnotifications-codestar-notifications_NotificationsForResource
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/codestar-notifications/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/codestar-notifications/latest/userguide/security_iam_service-with-iam.html
#awscodestarnotifications-aws_ResourceTag___TagKey_
#awscodestarnotifications-aws_ResourceTag___TagKey_
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AWS CodeStar 通知的条件键

AWS CodeStar 通知定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对以筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键以筛选操作 ArrayOfString

 codestar- 
notifications:Noti 
fications 
ForResource

根据已配置通知的资源的 ARN 筛选访问权限 ARN

Amazon 的操作、资源和条件密钥 CodeWhisperer

Amazon CodeWhisperer （服务前缀:codewhisperer）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 CodeWhisperer

• Amazon 定义的资源类型 CodeWhisperer
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• Amazon 的条件密钥 CodeWhisperer

Amazon 定义的操作 CodeWhisperer

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AllowVend 
edLogDeli 
veryForRe 

授予为 CodeWhisperer 自定义
资源配置供给日志传输的权限

权限管理 customiza 
tion*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

source [仅权
限]

  aws:Resou 
rceTag/${ 
TagKey}

 

customiza 
tion*

    Associate 
Customiza 
tionPermi 
ssion [仅权限]

授予在 AssociateCustomiza 
tionPermission 上调用的权限 
CodeWhisperer

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

customiza 
tion*

    CreateCus 
tomization [仅
权限]

授予在 CreateCustomization 
上调用的权限 CodeWhisperer

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

profile*     CreateProfile
[仅权限]

授予在 CreateProfile 上调用的
权限 CodeWhisperer

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteCus 
tomization [仅
权限]

授予在 DeleteCustomization 
上调用的权限 CodeWhisperer

写入 customiza 
tion*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

profile*     DeleteProfile
[仅权限]

授予在 DeleteProfile 上调用的
权限 CodeWhisperer

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

customiza 
tion*

    Disassoci 
ateCustom 
izationPe 
rmission [仅
权限]

授予在 DisassociateCustom 
izationPermission 上调用的权
限 CodeWhisperer

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 GenerateR 
ecommenda 
tions [仅权限]

授予在 GenerateRecommenda 
tions 上调用的权限 
CodeWhisperer

读取      

customiza 
tion*

    GetCustom 
ization [仅权
限]

授予在 GetCustomization 上调
用的权限 CodeWhisperer

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

customiza 
tion*

    ListCusto 
mizationP 
ermissions
[仅权限]

授予在 ListCustomizationP 
ermissions 上调用的权限 
CodeWhisperer

列表

  aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

customiza 
tion*

    ListCusto 
mizationV 
ersions [仅权
限]

授予在 ListCustomizationV 
ersions 上调用的权限 
CodeWhisperer

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListCusto 
mizations [仅
权限]

授予在 ListCustomizations 上
调用的权限 CodeWhisperer

列表 customiza 
tion*

   

 ListProfiles
[仅权限]

授予在 ListProfiles 上调用的权
限 CodeWhisperer

列表      

customiza 
tion

   

profile    

 ListTagsF 
orResource
[仅权限]

授予在 ListTagsForResource 
上调用的权限 CodeWhisperer

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

customiza 
tion

    TagResour 
ce [仅权限]

授予在 TagResource 上调用的
权限 CodeWhisperer

标记

profile    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

customiza 
tion

   

profile    

 UntagReso 
urce [仅权限]

授予在 UntagResource 上调用
的权限 CodeWhisperer

标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

customiza 
tion*

    UpdateCus 
tomization [仅
权限]

授予在 UpdateCustomization 
上调用的权限 CodeWhisperer

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

profile*     UpdatePro 
file [仅权限]

授予在 UpdateProfile 上调用的
权限 CodeWhisperer

写入

  aws:Resou 
rceTag/${ 
TagKey}
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Amazon 定义的资源类型 CodeWhisperer

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 profile arn:${Partition}:codewhisperer:${Reg 
ion}:${Account}:profile/${Identifier 
}

aws:ResourceTag/${ 
TagKey}

 customiza 
tion

arn:${Partition}:codewhisperer:${Reg 
ion}:${Account}:customization/${Iden 
tifier}

aws:ResourceTag/${ 
TagKey}

Amazon 的条件密钥 CodeWhisperer

Amazon CodeWhisperer 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与 CodeWhisperer 资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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Amazon Cognito Identity 的操作、资源和条件键

Amazon Cognito Identity（服务前缀：cognito-identity）提供以下服务特定的资源、操作和条件
上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Cognito Identity 定义的操作

• Amazon Cognito Identity 定义的资源类型

• Amazon Cognito Identity 的条件键

Amazon Cognito Identity 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateIde 
ntityPool

授予权限以创建新的身份池 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteIde 
ntities

授予权限以从身份池中删除身
份。您可以指定希望删除的 
1-60 个身份的列表

Write      

 DeleteIde 
ntityPool

授予权限以删除用户池。将池
删除后，用户将无法使用该池
进行身份验证

Write identityp 
ool*

   

 DescribeI 
dentity

授予权限以返回与给定身份相
关的元数据，包括创建身份的
时间以及所有相关的关联登录
名

Read      

 DescribeI 
dentityPool

授予权限以获得特定身份池的
详细信息，包括池名称、ID 描
述、创建日期和当前用户数量

Read identityp 
ool*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCreden 
tialsForI 
dentity

授予权限以返回所提供身份 ID 
的凭证

Read      

 GetId 授予权限以生成（或检
索）Cognito ID 提供多个登录
名将创建隐式关联的账户

写入      

 GetIdenti 
tyPoolAna 
lytics

授予获取有关所有身份池身份
提供商当前身份总数的分析数
据的权限 (IdPs)

读取 identityp 
ool*

   

 GetIdenti 
tyPoolDai 
lyAnalytics

授予获取有关所有身份池身份
提供商的新身份数量和总身份
的分析数据的权限 (IdPs)

读取 identityp 
ool*

   

 GetIdenti 
tyPoolRoles

授予权限以获取身份池的角色 读取 identityp 
ool*

   

 GetIdenti 
tyProvide 
rDailyAna 
lytics

授予获取有关一个身份池身份
提供商的新身份数量和总身份
的分析数据的权限 (IdPs)

读取 identityp 
ool*

   

 GetOpenId 
Token

授予权限以使用已知 Cognito 
ID 获取 OpenID 令牌

读取      

 GetOpenId 
TokenForD 
eveloperI 
dentity

向通过后端身份验证流程进行
身份验证的用户授予注册（或
检索）Cognito IdentityId 和 
OpenID Connect 令牌的权限

读取 identityp 
ool*

   

 GetPrinci 
palTagAtt 
ributeMap

授予权限以获取身份池和提供
商的委托人标签

Read identityp 
ool*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListIdentities 授予权限以在身份池中列出身
份

List identityp 
ool*

   

 ListIdent 
ityPools

授予权限以列出为您的账户注
册的所有 Cognito 身份池

List      

 ListTagsF 
orResource

授予权限以列出分配给 
Amazon Cognito 身份池的标签

读取 identityp 
ool

   

 LookupDev 
eloperIdentity

授予权限以 IdentityId 检索与
现有身份 DeveloperUserIdent 
ifiers 关联的 Developer 
UserIdentifier 或与之关联 
IdentityId 的列表

读取 identityp 
ool*

   

 MergeDeve 
loperIden 
tities

授予权限以合并两个不同的用
户 IdentityIds、存在于同一个 
身份池中并由同一个开发者提
供商标识的用户

写入 identityp 
ool*

   

 SetIdenti 
tyPoolRoles

授予权限以设置身份池的角
色 这些角色用于发出号召性用 
GetCredentialsForIdentity 语

写入      

 SetPrinci 
palTagAtt 
ributeMap

授予权限以设置身份池和提供
商的委托人标签 这些标签用
于发出号召性用 GetOpenId 
Token 语

写入      

 TagResour 
ce

授予权限以将一组标签分配给 
Amazon Cognito 身份池

标记 identityp 
ool
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UnlinkDev 
eloperIdentity

授予取消与现有身份关联 
DeveloperUserIdentifier 的权
限

写入 identityp 
ool*

   

 UnlinkIde 
ntity

授予权限以将联合身份与现有
账户取消关联

Write      

identityp 
ool

    UntagReso 
urce

授予权限以从 Amazon Cognito 
身份池中删除指定的标签

Tagging

  aws:TagKe 
ys

 

 UpdateIde 
ntityPool

授予权限以更新身份池 Write identityp 
ool*

   

Amazon Cognito Identity 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 identitypool arn:${Partition}:cognito-identity:${ 
Region}:${Account}:identitypool/${Id 
entityPoolId}

aws:ResourceTag/${ 
TagKey}

Amazon Cognito Identity 的条件键

Amazon Cognito Identity 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对以筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中包含的键筛选访问 ArrayOfString

Amazon Cognito Sync 的操作、资源和条件键

Amazon Cognito Sync（服务前缀：cognito-sync）提供以下服务特定的资源、操作和条件上下文
键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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• Amazon Cognito Sync 定义的操作

• Amazon Cognito Sync 定义的资源类型

• Amazon Cognito Sync 的条件键

Amazon Cognito Sync 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BulkPublish 授予权限以针对已配置流的一
个身份池的所有现有数据集启
动批量发布

写入 identityp 
ool*

   

 DeleteDat 
aset

授予删除特定数据集的权限 写入 dataset*    

 DescribeD 
ataset

授予权限以根据身份和数据集
名称获取该数据集的元数据

读取 dataset*    

 DescribeI 
dentityPo 
olUsage

授予权限以获取特定身份池的
使用详情（例如，数据存储）

读取 identityp 
ool*

   

 DescribeI 
dentityUsage

授予权限以获取某一身份的使
用情况信息，包括数据集的数
量和数据使用情况

读取 identity*    

 GetBulkPu 
blishDetails

授予获取身份池上次 BulkPubli 
sh 操作状态的权限

读取 identityp 
ool*

   

 GetCognit 
oEvents

授予权限以获取与某一身份池
关联的事件及相应的 Lambda 
函数

读取 identityp 
ool*

   

 GetIdenti 
tyPoolCon 
figuration

授予权限以获取某一身份池的
配置设置

读取 identityp 
ool*

   

 ListDatasets 授予权限以列出某一身份的数
据集

列表 dataset*    

 ListIdent 
ityPoolUsage

授予权限以获取向 Cognito 注
册的身份池列表

读取 identityp 
ool*
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#amazoncognitosync-identitypool
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_DescribeIdentityUsage.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_DescribeIdentityUsage.html
#amazoncognitosync-identity
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_GetBulkPublishDetails.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_GetBulkPublishDetails.html
#amazoncognitosync-identitypool
#amazoncognitosync-identitypool
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_GetCognitoEvents.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_GetCognitoEvents.html
#amazoncognitosync-identitypool
#amazoncognitosync-identitypool
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_GetIdentityPoolConfiguration.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_GetIdentityPoolConfiguration.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_GetIdentityPoolConfiguration.html
#amazoncognitosync-identitypool
#amazoncognitosync-identitypool
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_ListDatasets.html
#amazoncognitosync-dataset
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_ListIdentityPoolUsage.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_ListIdentityPoolUsage.html
#amazoncognitosync-identitypool
#amazoncognitosync-identitypool
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRecords 授予权限以获取分页记录，也
可选择获取某一数据集和身份
在特定同步计数之后更改的分
页记录

读取 dataset*    

 QueryReco 
rds [仅权限]

授予权限以查询记录 读取      

 RegisterD 
evice

授予权限以注册设备，以接收
推送同步通知

写入 identity*    

 SetCognit 
oEvents

授予为身份池的给定事件类型
设置 AWS Lambda 函数的权
限

写入 identityp 
ool*

   

 SetDatase 
tConfigur 
ation [仅权限]

授予权限以配置数据集 写入 dataset*    

 SetIdenti 
tyPoolCon 
figuration

授予权限以设置推送同步的必
要配置

写入 identityp 
ool*

   

 Subscribe 
ToDataset

授予权限以订阅通知，另一台
设备修改数据集时接收通知

写入 dataset*    

 Unsubscri 
beFromDat 
aset

授予权限以取消订阅，另一台
设备修改数据集时不再接收通
知

写入 dataset*    

 UpdateRec 
ords

授予权限以发布记录的更新，
以及某一数据集和用户添加和
删除的记录

写入 dataset*    
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https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_ListRecords.html
#amazoncognitosync-dataset
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_RegisterDevice.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_RegisterDevice.html
#amazoncognitosync-identity
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_SetCognitoEvents.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_SetCognitoEvents.html
#amazoncognitosync-identitypool
#amazoncognitosync-identitypool
#amazoncognitosync-dataset
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_SetIdentityPoolConfiguration.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_SetIdentityPoolConfiguration.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_SetIdentityPoolConfiguration.html
#amazoncognitosync-identitypool
#amazoncognitosync-identitypool
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_SubscribeToDataset.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_SubscribeToDataset.html
#amazoncognitosync-dataset
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_UnsubscribeFromDataset.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_UnsubscribeFromDataset.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_UnsubscribeFromDataset.html
#amazoncognitosync-dataset
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_UpdateRecords.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/API_UpdateRecords.html
#amazoncognitosync-dataset
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Amazon Cognito Sync 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 dataset arn:${Partition}:cognito-sync:${Regi 
on}:${Account}:identitypool/${Identi 
tyPoolId}/identity/${IdentityId}/dat 
aset/${DatasetName}

 

 identity arn:${Partition}:cognito-sync:${Regi 
on}:${Account}:identitypool/${Identi 
tyPoolId}/identity/${IdentityId}

 

 identitypool arn:${Partition}:cognito-sync:${Regi 
on}:${Account}:identitypool/${Identi 
tyPoolId}

 

Amazon Cognito Sync 的条件键

Cognito Sync 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均
可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Cognito User Pools 的操作、资源和条件键

Amazon Cognito User Pools（服务前缀：cognito-idp）提供以下服务特定的资源、操作和条件上
下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/cognito/latest/developerguide/synchronizing-data.html#understanding-datasets
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html#authenticated-and-unauthenticated-identities
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/cognito/latest/developerguide/
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/
https://docs.aws.amazon.com/cognito/latest/developerguide/security_iam_service-with-iam.html
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主题

• Amazon Cognito User Pools 定义的操作

• Amazon Cognito User Pools 定义的资源类型

• Amazon Cognito User Pools 的条件键

Amazon Cognito User Pools 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddCustom 
Attributes

授予权限以将用户属性添加到
用户池架构

写入 userpool*    

 AdminAddU 
serToGroup

授予权限以将任何用户添加到
任何组

写入 userpool*    

 AdminConf 
irmSignUp

授予权限以在没有确认码的情
况下确认任何用户注册

写入 userpool*    

 AdminCrea 
teUser

授予权限以创建新用户并通过
电子邮件或 SMS 发送欢迎消
息

写入 userpool*    

 AdminDele 
teUser

授予权限以删除任何用户 写入 userpool*    

 AdminDele 
teUserAtt 
ributes

授予权限以删除任何用户的属
性

写入 userpool*    

 AdminDisa 
bleProvid 
erForUser

授予权限以取消任何用户池用
户与第三方身份提供者 (IdP) 
用户的关联

写入 userpool*    

 AdminDisa 
bleUser

授予权限以停用任何用户 写入 userpool*    

 AdminEnab 
leUser

授予权限以激活任何用户 写入 userpool*    

 AdminForg 
etDevice

授予权限以注销任何用户设备 写入 userpool*    

 AdminGetD 
evice

授予权限以获取有关任何用户
设备的信息

读取 userpool*    
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https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AddCustomAttributes.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AddCustomAttributes.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminAddUserToGroup.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminAddUserToGroup.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminConfirmSignUp.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminConfirmSignUp.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminCreateUser.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminCreateUser.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminDeleteUser.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminDeleteUser.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminDeleteUserAttributes.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminDeleteUserAttributes.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminDeleteUserAttributes.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminDisableProviderForUser.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminDisableProviderForUser.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminDisableProviderForUser.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminDisableUser.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminDisableUser.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminEnableUser.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminEnableUser.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminForgetDevice.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminForgetDevice.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminGetDevice.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminGetDevice.html
#amazoncognitouserpools-userpool
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AdminGetU 
ser

授予权限以按用户名查找任何
用户

读取 userpool*    

 AdminInit 
iateAuth

授予权限以对任何用户进行身
份验证

写入 userpool*    

 AdminLink 
ProviderF 
orUser

授予权限以将任何用户池用户
与第三方 IdP 用户相关联

写入 userpool*    

 AdminList 
Devices

授予权限以列出任何用户的记
忆设备

列表 userpool*    

 AdminList 
GroupsFor 
User

授予权限以列出任何用户所属
的组

列表 userpool*    

 AdminList 
UserAuthE 
vents

授予权限以列出任何用户的登
录事件

读取 userpool*    

 AdminRemo 
veUserFro 
mGroup

授予权限以从任何组删除任何
用户

写入 userpool*    

 AdminRese 
tUserPass 
word

授予权限以重置任何用户的密
码

写入 userpool*    

 AdminResp 
ondToAuth 
Challenge

授予权限以便在对任何用户进
行身份验证期间响应身份验证
质询

写入 userpool*    
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https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminGetUser.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminGetUser.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminInitiateAuth.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminInitiateAuth.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminLinkProviderForUser.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminLinkProviderForUser.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminLinkProviderForUser.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminListDevices.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminListDevices.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminListGroupsForUser.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminListGroupsForUser.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminListGroupsForUser.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminListUserAuthEvents.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminListUserAuthEvents.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminListUserAuthEvents.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminRemoveUserFromGroup.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminRemoveUserFromGroup.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminRemoveUserFromGroup.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminResetUserPassword.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminResetUserPassword.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminResetUserPassword.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminRespondToAuthChallenge.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminRespondToAuthChallenge.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminRespondToAuthChallenge.html
#amazoncognitouserpools-userpool
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AdminSetU 
serMFAPre 
ference

授予权限以设置任何用户的首
选 MFA 方法

写入 userpool*    

 AdminSetU 
serPassword

授予权限以设置任何用户的密
码

写入 userpool*    

 AdminSetU 
serSettings

授予权限以为任何用户设定用
户设置

写入 userpool*    

 AdminUpda 
teAuthEve 
ntFeedback

授予权限以便为任何用户的身
份验证事件更新高级安全反馈

写入 userpool*    

 AdminUpda 
teDeviceS 
tatus

授予权限以更新任何用户的记
忆设备状态

写入 userpool*    

 AdminUpda 
teUserAtt 
ributes

授予权限以更新任何用户的标
准或自定义属性

写入 userpool*    

 AdminUser 
GlobalSig 
nOut

授予权限以从所有会话中注销
任何用户

写入 userpool*    

 Associate 
SoftwareT 
oken

授予权限以返回为用户生成的
唯一共享私有密钥代码

写入      

userpool*     Associate 
WebACL [仅
权限]

授予将用户池与 AWS WAF 
Web ACL 关联的权限

写入

webacl*    
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https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminSetUserMFAPreference.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminSetUserMFAPreference.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminSetUserMFAPreference.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminSetUserPassword.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminSetUserPassword.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminSetUserSettings.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminSetUserSettings.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminUpdateAuthEventFeedback.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminUpdateAuthEventFeedback.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminUpdateAuthEventFeedback.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminUpdateDeviceStatus.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminUpdateDeviceStatus.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminUpdateDeviceStatus.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminUpdateUserAttributes.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminUpdateUserAttributes.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminUpdateUserAttributes.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminUserGlobalSignOut.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminUserGlobalSignOut.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AdminUserGlobalSignOut.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AssociateSoftwareToken.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AssociateSoftwareToken.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_AssociateSoftwareToken.html
#amazoncognitouserpools-userpool
$%7BUserGuideDocPage%7Duser-pool-waf.html
$%7BUserGuideDocPage%7Duser-pool-waf.html
#amazoncognitouserpools-webacl


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ChangePas 
sword

授予权限以更改用户群体中指
定用户的密码

写入      

 ConfirmDe 
vice

授予权限以确认对设备的跟
踪。此 API 调用是开始设备跟
踪的调用

写入      

 ConfirmFo 
rgotPassword

授予权限以允许用户输入确认
代码以重置忘记的密码

写入      

 ConfirmSi 
gnUp

授予权限以确认用户的注册并
处理以前用户的现有别名

写入      

 CreateGroup 授予权限以创建新的用户池组 写入 userpool*    

 CreateIde 
ntityProvider

授予权限以将身份提供者添加
到用户池

写入 userpool*    

 CreateMan 
agedLogin 
Branding

授予为托管登录创建品牌设置
并将其与应用程序客户端关联
的权限

写入 userpool*    

 CreateRes 
ourceServer

授予为 OAuth 2.0 资源服务器
创建和配置作用域的权限

写入 userpool*    

 CreateUse 
rImportJob

授予权限以创建用户 CSV 导入
任务

写入 userpool*    
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https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ChangePassword.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ChangePassword.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ConfirmDevice.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ConfirmDevice.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ConfirmForgotPassword.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ConfirmForgotPassword.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ConfirmSignUp.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ConfirmSignUp.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateGroup.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateIdentityProvider.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateIdentityProvider.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateManagedLoginBranding.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateManagedLoginBranding.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateManagedLoginBranding.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateResourceServer.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateResourceServer.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateUserImportJob.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateUserImportJob.html
#amazoncognitouserpools-userpool


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateUse 
rPool

授予权限以为用户池创建和设
置密码策略

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 CreateUse 
rPoolClient

授予权限以创建用户池应用程
序客户端

写入 userpool*    

 CreateUse 
rPoolDomain

授予权限以添加用户池域 写入 userpool*    

 DeleteGroup 授予权限以删除任何空用户池
组

写入 userpool*    

 DeleteIde 
ntityProvider

授予权限以从用户池中删除任
何身份提供者

写入 userpool*    

 DeleteMan 
agedLogin 
Branding

授予删除任何应用程序客户端
的托管登录品牌样式的权限

写入 userpool*    

 DeleteRes 
ourceServer

授予从用户池中删除任何 
OAuth 2.0 资源服务器的权限

写入 userpool*    

 DeleteUser 授予权限以允许用户删除自己 写入      

 DeleteUse 
rAttributes

授予权限以删除用户的属性 写入      
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https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateUserPool.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateUserPool.html
#amazoncognitouserpools-aws_RequestTag___TagKey_
#amazoncognitouserpools-aws_RequestTag___TagKey_
#amazoncognitouserpools-aws_RequestTag___TagKey_
#amazoncognitouserpools-aws_TagKeys
#amazoncognitouserpools-aws_TagKeys
#amazoncognitouserpools-aws_ResourceTag___TagKey_
#amazoncognitouserpools-aws_ResourceTag___TagKey_
#amazoncognitouserpools-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateUserPoolClient.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateUserPoolClient.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateUserPoolDomain.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_CreateUserPoolDomain.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteGroup.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteIdentityProvider.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteIdentityProvider.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteManagedLoginBranding.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteManagedLoginBranding.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteManagedLoginBranding.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteResourceServer.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteResourceServer.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteUser.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteUserAttributes.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteUserAttributes.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteUse 
rPool

授予权限以删除用户池 写入 userpool*    

 DeleteUse 
rPoolClient

授予权限以删除任何用户池应
用程序客户端

写入 userpool*    

 DeleteUse 
rPoolDomain

授予权限以删除任何用户池域 写入 userpool*    

 DescribeI 
dentityPr 
ovider

授予权限以描述任何用户池身
份提供者

读取 userpool*    

 DescribeM 
anagedLog 
inBranding

授予获取有关托管登录品牌风
格的详细信息的权限

读取 userpool*    

 DescribeM 
anagedLog 
inBrandin 
gByClient

授予获取有关与 appclient 关联
的托管登录品牌风格的详细信
息的权限

读取 userpool*    

 DescribeR 
esourceSe 
rver

授予描述任何 OAuth 2.0 资源
服务器的权限

读取 userpool*    

 DescribeR 
iskConfig 
uration

授予权限以描述用户池和应用
程序客户端的风险配置设置

读取 userpool*    

 DescribeU 
serImportJob

授予权限以描述任何用户导入
任务

读取 userpool*    

 DescribeU 
serPool

授予权限以描述用户池 读取 userpool*    
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https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteUserPool.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteUserPool.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteUserPoolClient.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteUserPoolClient.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteUserPoolDomain.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DeleteUserPoolDomain.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeIdentityProvider.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeIdentityProvider.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeIdentityProvider.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeManagedLoginBranding.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeManagedLoginBranding.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeManagedLoginBranding.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeManagedLoginBrandingByClient.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeManagedLoginBrandingByClient.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeManagedLoginBrandingByClient.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeManagedLoginBrandingByClient.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeResourceServer.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeResourceServer.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeResourceServer.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeRiskConfiguration.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeRiskConfiguration.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeRiskConfiguration.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeUserImportJob.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeUserImportJob.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeUserPool.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeUserPool.html
#amazoncognitouserpools-userpool


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeU 
serPoolClient

授予权限以描述任何用户池应
用程序客户端

读取 userpool*    

 DescribeU 
serPoolDo 
main

授予权限以描述任何用户池域 读取      

 Disassoci 
ateWebACL
 [仅权限]

授予取消用户池与 AWS WAF 
Web ACL 关联的权限

写入 userpool*    

 ForgetDev 
ice

授予权限以忘记指定设备 写入      

 ForgotPas 
sword

授予权限以向最终用户发送消
息，其中包含更改用户密码所
需的确认代码

写入      

 GetCSVHea 
der

授予权限为用户导入 .csv 文件
生成标头

读取 userpool*    

 GetDevice 授予权限以获取设备 读取      

 GetGroup 授予权限以描述用户池组 读取 userpool*    

 GetIdenti 
tyProvide 
rByIdentifier

授予权限以将用户池 IdP 标识
符与 IdP 名称相关联

读取 userpool*    

 GetLogDel 
iveryConf 
iguration

授予权限以获取用户群体的详
细活动日志配置

读取 userpool*    

 GetSignin 
gCertificate

授予权限以为用户池查找签名
证书

读取 userpool*    
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https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeUserPoolClient.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeUserPoolClient.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeUserPoolDomain.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeUserPoolDomain.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeUserPoolDomain.html
$%7BUserGuideDocPage%7Duser-pool-waf.html
$%7BUserGuideDocPage%7Duser-pool-waf.html
$%7BUserGuideDocPage%7Duser-pool-waf.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ForgetDevice.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ForgetDevice.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ForgotPassword.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ForgotPassword.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetCSVHeader.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetCSVHeader.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetDevice.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetGroup.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetIdentityProviderByIdentifier.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetIdentityProviderByIdentifier.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetIdentityProviderByIdentifier.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetLogDeliveryConfiguration.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetLogDeliveryConfiguration.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetLogDeliveryConfiguration.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetSigningCertificate.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetSigningCertificate.html
#amazoncognitouserpools-userpool


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetTokens 
FromRefre 
shToken

授予使用刷新令牌更新用户令
牌的权限

写入      

 GetUICust 
omization

授予权限以获取任何应用程序
客户端的托管 UI 的 UI 自定义
信息

读取 userpool*    

 GetUser 授予权限以获取用户的用户属
性和元数据

读取      

 GetUserAt 
tributeVe 
rificationCode

授予权限以获取指定属性名称
的用户属性验证码

读取      

 GetUserPo 
olMfaConfig

授予权限以查找用户池 MFA 配
置

读取 userpool*    

 GetWebACL 
ForResource
[仅权限]

授予获取与 Amazon Cognito 
用户池关联的 AWS WAF 网络 
ACL 的权限

读取 userpool*    

 GlobalSig 
nOut

授予权限以从所有设备中注销
用户

写入      

 InitiateAuth 授予权限以启动身份验证流程 写入      

 ListDevices 授予权限以列出设备 列表      

 ListGroups 授予权限以列出用户池中的所
有组

列表 userpool*    

 ListIdent 
ityProviders

授予权限以列出用户池中的所
有身份提供者

列表 userpool*    
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https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetTokensFromRefreshToken.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetTokensFromRefreshToken.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetTokensFromRefreshToken.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetUICustomization.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetUICustomization.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetUser.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetUserAttributeVerificationCode.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetUserAttributeVerificationCode.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetUserAttributeVerificationCode.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetUserPoolMfaConfig.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GetUserPoolMfaConfig.html
#amazoncognitouserpools-userpool
$%7BUserGuideDocPage%7Duser-pool-waf.html
$%7BUserGuideDocPage%7Duser-pool-waf.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GlobalSignOut.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_GlobalSignOut.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_InitiateAuth.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListDevices.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListGroups.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListIdentityProviders.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListIdentityProviders.html
#amazoncognitouserpools-userpool


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListResou 
rceServers

授予权限以列出用户池中的所
有资源服务器

列表 userpool*    

 ListResou 
rcesForWe 
bACL [仅权
限]

授予列出与 AWS WAF Web 
ACL 关联的用户池的权限

列表 webacl*    

 ListTagsF 
orResource

授予权限以列出分配给 
Amazon Cognito 用户池的标签

列表 userpool    

 ListUserI 
mportJobs

授予权限以列出所有用户导入
任务

列表 userpool*    

 ListUserP 
oolClients

授予权限以列出用户池中的所
有应用程序客户端

列表 userpool*    

 ListUserP 
ools

授予权限以列出所有用户池 列表      

 ListUsers 授予权限以列出所有用户池用
户

列表 userpool*    

 ListUsers 
InGroup

授予权限以列出任何组中的用
户

列表 userpool*    

 ResendCon 
firmation 
Code

授予权限以向用户群体中的指
定用户重新发送确认（用于确
认注册）

写入      

 RespondTo 
AuthChall 
enge

授予权限以响应身份验证质询 写入      
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https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListResourceServers.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListResourceServers.html
#amazoncognitouserpools-userpool
$%7BUserGuideDocPage%7Duser-pool-waf.html
$%7BUserGuideDocPage%7Duser-pool-waf.html
$%7BUserGuideDocPage%7Duser-pool-waf.html
#amazoncognitouserpools-webacl
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListTagsForResource.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListUserImportJobs.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListUserImportJobs.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListUserPoolClients.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListUserPoolClients.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListUserPools.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListUserPools.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListUsers.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListUsersInGroup.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ListUsersInGroup.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ResendConfirmationCode.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ResendConfirmationCode.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_ResendConfirmationCode.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_RespondToAuthChallenge.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_RespondToAuthChallenge.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_RespondToAuthChallenge.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RevokeTok 
en

授予权限以撤销指定刷新令牌
生成的所有访问令牌

写入      

 SetLogDel 
iveryConf 
iguration

授予权限以设置或修改用户群
体的详细活动日志配置

写入 userpool*    

 SetRiskCo 
nfiguration

授予权限以为用户池和应用程
序客户端设置风险配置

写入 userpool*    

 SetUICust 
omization

授予权限以自定义任何应用程
序客户端的托管 UI

写入 userpool*    

 SetUserMF 
APreference

授予权限以设置用户群体中的
用户的 MFA 首选项

写入      

 SetUserPo 
olMfaConfig

授予权限以设置用户池 MFA 配
置

写入 userpool*    

 SetUserSe 
ttings

授予权限以设置用户设置，如
多重身份验证（MFA）

写入      

 SignUp 授予权限以在指定的用户群体
中注册用户，并创建用户名、
密码和用户属性

写入      

 StartUser 
ImportJob

授予权限以启动任何用户导入
任务

写入 userpool*    

 StopUserI 
mportJob

授予权限以停止任何用户导入
任务

写入 userpool*    

 TagResour 
ce

授予权限以标记用户池 标记 userpool    
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https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_RevokeToken.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_RevokeToken.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SetLogDeliveryConfiguration.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SetLogDeliveryConfiguration.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SetLogDeliveryConfiguration.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SetRiskConfiguration.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SetRiskConfiguration.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SetUICustomization.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SetUICustomization.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SetUserMFAPreference.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SetUserMFAPreference.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SetUserPoolMfaConfig.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SetUserPoolMfaConfig.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SetUserSettings.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SetUserSettings.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_SignUp.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_StartUserImportJob.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_StartUserImportJob.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_StopUserImportJob.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_StopUserImportJob.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_TagResource.html
#amazoncognitouserpools-userpool
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

userpool     UntagReso 
urce

授予权限以取消标记用户池 标记

  aws:TagKe 
ys

 

 UpdateAut 
hEventFee 
dback

授予权限以更新用户身份验证
事件的反馈

写入 userpool*    

 UpdateDev 
iceStatus

授予权限以更新设备状态 写入      

 UpdateGro 
up

授予权限以更新任何组的配置 写入 userpool*    

 UpdateIde 
ntityProvider

授予权限以更新任何用户池 
IdP 的配置

写入 userpool*    

 UpdateMan 
agedLogin 
Branding

授予更新托管登录的品牌设置
的权限

写入 userpool*    

 UpdateRes 
ourceServer

授予更新任何 OAuth 2.0 资源
服务器配置的权限

写入 userpool*    

 UpdateUse 
rAttributes

授予权限以允许用户更新特定
属性（每次一个）

写入      
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#amazoncognitouserpools-aws_RequestTag___TagKey_
#amazoncognitouserpools-aws_RequestTag___TagKey_
#amazoncognitouserpools-aws_RequestTag___TagKey_
#amazoncognitouserpools-aws_TagKeys
#amazoncognitouserpools-aws_TagKeys
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UntagResource.html
#amazoncognitouserpools-aws_TagKeys
#amazoncognitouserpools-aws_TagKeys
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateAuthEventFeedback.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateAuthEventFeedback.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateAuthEventFeedback.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateDeviceStatus.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateDeviceStatus.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateGroup.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateGroup.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateIdentityProvider.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateIdentityProvider.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateManagedLoginBranding.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateManagedLoginBranding.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateManagedLoginBranding.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateResourceServer.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateResourceServer.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateUserAttributes.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateUserAttributes.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

userpool*     UpdateUse 
rPool

授予权限以更新用户池配置 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateUse 
rPoolClient

授予权限以更新任何用户池客
户端

写入 userpool*    

 UpdateUse 
rPoolDomain

授予权限以替换任何自定义域
的证书

写入 userpool*    

 VerifySof 
twareToken

授予权限以注册用户输入的 
TOTP 代码，并将用户的软件
令牌 MFA 状态标记为“已验证 
”（如果成功）

写入      

 VerifyUse 
rAttribute

授予权限以使用一次性验证码
来验证用户属性

写入      

Amazon Cognito User Pools 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 userpool arn:${Partition}:cognito-idp:${Regio 
n}:${Account}:userpool/${UserPoolId}

aws:ResourceTag/${ 
TagKey}
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#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateUserPool.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateUserPool.html
#amazoncognitouserpools-aws_RequestTag___TagKey_
#amazoncognitouserpools-aws_RequestTag___TagKey_
#amazoncognitouserpools-aws_RequestTag___TagKey_
#amazoncognitouserpools-aws_TagKeys
#amazoncognitouserpools-aws_TagKeys
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateUserPoolClient.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateUserPoolClient.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateUserPoolDomain.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_UpdateUserPoolDomain.html
#amazoncognitouserpools-userpool
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_VerifySoftwareToken.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_VerifySoftwareToken.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_VerifyUserAttribute.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_VerifyUserAttribute.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
#amazoncognitouserpools-aws_ResourceTag___TagKey_
#amazoncognitouserpools-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 webacl arn:${Partition}:wafv2:${Region}:${A 
ccount}:${Scope}/webacl/${Name}/${Id 
}

 

Amazon Cognito User Pools 的条件键

Amazon Cognito User Pools 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中包含的键筛选访问 ArrayOfString

Amazon Comprehend 的操作、资源和条件键

Amazon Comprehend（服务前缀：comprehend）提供以下服务特定的资源、操作和条件上下文键以
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-waf.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/comprehend/latest/dg/
https://docs.aws.amazon.com/comprehend/latest/APIReference/welcome.html
https://docs.aws.amazon.com/comprehend/latest/dg/auth-and-access-control.html
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• Amazon Comprehend 定义的操作

• Amazon Comprehend 定义的资源类型

• Amazon Comprehend 的条件键

Amazon Comprehend 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchDete 
ctDominan 
tLanguage

授予权限以检测文本文档列表
中存在的一种或多种语言

Read      

 BatchDete 
ctEntities

授予权限以在给定文本文
档列表中检测指定的实体
（“People”、“Places”、“Loc 
ations”等）

Read      

 BatchDete 
ctKeyPhrases

授予权限以在文本文档列表中
检测最能指示内容的短语

Read      

 BatchDete 
ctSentiment

授予权限以检测文档列表中
的文本的感情色彩（Positi 
ve、Negative、Neutral 或 
Mixed）

Read      

 BatchDete 
ctSyntax

授予权限以检测文本文档列表
中语法信息（例如词性、标
记）

读取      

 BatchDete 
ctTargete 
dSentiment

授予权限以检测与给定文本文
档列表中的特定实体（如品牌
或产品）关联的情绪

读取      

 ClassifyD 
ocument

授予权限以创建一个新的文档
分类请求，以使用之前创建和
训练的自定义模型和终端节点
来实时分析单个文档

读取 document- 
classifier-
endpoint*

   

 ContainsP 
iiEntities

授予权限以对给定文档中的个
人身份信息进行实时分类

读取      

 CreateDat 
aset

授予权限以在飞轮中创建新的
数据集

写入 flywheel*    
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https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectDominantLanguage.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectDominantLanguage.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectDominantLanguage.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectEntities.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectEntities.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectKeyPhrases.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectKeyPhrases.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectSentiment.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectSentiment.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectSyntax.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectSyntax.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectTargetedSentiment.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectTargetedSentiment.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_BatchDetectTargetedSentiment.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ClassifyDocument.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ClassifyDocument.html
#amazoncomprehend-document-classifier-endpoint
#amazoncomprehend-document-classifier-endpoint
#amazoncomprehend-document-classifier-endpoint
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ContainsPiiEntities.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ContainsPiiEntities.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_CreateDataset.html
#amazoncomprehend-flywheel
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDoc 
umentClas 
sifier

授予权限以创建可用于对文档
进行分类的新文档分类器

Write document- 
classifier*
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#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_CreateDocumentClassifier.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_CreateDocumentClassifier.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_CreateDocumentClassifier.html
#amazoncomprehend-document-classifier
#amazoncomprehend-document-classifier
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

comprehen 
d:VolumeK 
msKey

comprehen 
d:ModelKm 
sKey

comprehen 
d:OutputK 
msKey

comprehen 
d:VpcSecu 
rityGroup 
Ids

comprehen 
d:VpcSubn 
ets

 

 CreateEnd 
point

授予权限以便为之前训练的自
定义模型的同步推理创建模型
特定的终端节点

Write document- 
classifier*
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#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_ModelKmsKey
#amazoncomprehend-comprehend_ModelKmsKey
#amazoncomprehend-comprehend_ModelKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_CreateEndpoint.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_CreateEndpoint.html
#amazoncomprehend-document-classifier
#amazoncomprehend-document-classifier


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

document- 
classifier-
endpoint*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

entity-re 
cognizer*

   

entity-re 
cognizer- 
endpoint*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

flywheel    

 CreateEnt 
ityRecognizer

授予权限以使用提交的文件创
建实体识别器

写入 entity-re 
cognizer*
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#amazoncomprehend-document-classifier-endpoint
#amazoncomprehend-document-classifier-endpoint
#amazoncomprehend-document-classifier-endpoint
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-entity-recognizer
#amazoncomprehend-entity-recognizer
#amazoncomprehend-entity-recognizer-endpoint
#amazoncomprehend-entity-recognizer-endpoint
#amazoncomprehend-entity-recognizer-endpoint
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-flywheel
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_CreateEntityRecognizer.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_CreateEntityRecognizer.html
#amazoncomprehend-entity-recognizer
#amazoncomprehend-entity-recognizer


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

comprehen 
d:VolumeK 
msKey

comprehen 
d:ModelKm 
sKey

comprehen 
d:VpcSecu 
rityGroup 
Ids

comprehen 
d:VpcSubn 
ets
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#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_ModelKmsKey
#amazoncomprehend-comprehend_ModelKmsKey
#amazoncomprehend-comprehend_ModelKmsKey
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

flywheel* aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

comprehen 
d:VolumeK 
msKey

comprehen 
d:ModelKm 
sKey

comprehen 
d:DataLak 
eKmsKey

comprehen 
d:VpcSecu 
rityGroup 
Ids

comprehen 
d:VpcSubn 
ets

 

document- 
classifier

   

 CreateFly 
wheel

授予权限以创建可用于训练模
型版本的新飞轮

写入

entity-re 
cognizer
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#amazoncomprehend-flywheel
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_ModelKmsKey
#amazoncomprehend-comprehend_ModelKmsKey
#amazoncomprehend-comprehend_ModelKmsKey
#amazoncomprehend-comprehend_DataLakeKmsKey
#amazoncomprehend-comprehend_DataLakeKmsKey
#amazoncomprehend-comprehend_DataLakeKmsKey
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-document-classifier
#amazoncomprehend-document-classifier
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_CreateFlywheel.html
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#amazoncomprehend-entity-recognizer
#amazoncomprehend-entity-recognizer


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDoc 
umentClas 
sifier

授予权限以删除先前创建的文
档分类器

Write document- 
classifier*

   

document- 
classifier-
endpoint*

    DeleteEnd 
point

授予权限以删除之前训练的自
定义模型的模型特定的终端节
点 必须删除所有终端节点才能
删除模型

Write

entity-re 
cognizer- 
endpoint*

   

 DeleteEnt 
ityRecognizer

授予权限以删除已提交的实体
识别器

写入 entity-re 
cognizer*

   

 DeleteFly 
wheel

授予权限以删除飞轮 写入 flywheel*    

document- 
classifier*

    DeleteRes 
ourcePolicy

授予移除资源的策略的权限 写入

entity-re 
cognizer*

   

 DescribeD 
ataset

授予权限以获取与数据集关联
的属性

读取 flywheel- 
dataset*

   

 DescribeD 
ocumentCl 
assificat 
ionJob

授予权限以获取与文档分类作
业关联的属性

Read document- 
classific 
ation-job*

   

 DescribeD 
ocumentCl 
assifier

授予权限以获取与文档分类器
关联的属性

Read document- 
classifier*
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https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DeleteDocumentClassifier.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DeleteDocumentClassifier.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DeleteDocumentClassifier.html
#amazoncomprehend-document-classifier
#amazoncomprehend-document-classifier
#amazoncomprehend-document-classifier-endpoint
#amazoncomprehend-document-classifier-endpoint
#amazoncomprehend-document-classifier-endpoint
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DeleteEndpoint.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DeleteEndpoint.html
#amazoncomprehend-entity-recognizer-endpoint
#amazoncomprehend-entity-recognizer-endpoint
#amazoncomprehend-entity-recognizer-endpoint
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DeleteEntityRecognizer.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DeleteEntityRecognizer.html
#amazoncomprehend-entity-recognizer
#amazoncomprehend-entity-recognizer
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DeleteFlywheel.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DeleteFlywheel.html
#amazoncomprehend-flywheel
#amazoncomprehend-document-classifier
#amazoncomprehend-document-classifier
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DeleteResourcePolicy.html
#amazoncomprehend-entity-recognizer
#amazoncomprehend-entity-recognizer
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeDataset.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeDataset.html
#amazoncomprehend-flywheel-dataset
#amazoncomprehend-flywheel-dataset
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeDocumentClassificationJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeDocumentClassificationJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeDocumentClassificationJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeDocumentClassificationJob.html
#amazoncomprehend-document-classification-job
#amazoncomprehend-document-classification-job
#amazoncomprehend-document-classification-job
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeDocumentClassifier.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeDocumentClassifier.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeDocumentClassifier.html
#amazoncomprehend-document-classifier
#amazoncomprehend-document-classifier


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeD 
ominantLa 
nguageDet 
ectionJob

授予权限以获取与主导语言检
测作业关联的属性

Read dominant- 
language- 
detection 
-job*

   

document- 
classifier-
endpoint*

    DescribeE 
ndpoint

授予权限以获取与特定终端节
点关联的属性 使用此操作获取
终端节点的状态

Read

entity-re 
cognizer- 
endpoint*

   

 DescribeE 
ntitiesDe 
tectionJob

授予权限以获取与实体检测作
业关联的属性

Read entities- 
detection 
-job*

   

 DescribeE 
ntityReco 
gnizer

授予权限以提供有关实体识别
器的详细信息，包括状态、包
含训练数据的 S3 存储桶、识
别器元数据、指标等

Read entity-re 
cognizer*

   

 DescribeE 
ventsDete 
ctionJob

授予获取与事件检测作业关联
的属性的权限

读取 events-
de 
tection-j 
ob*

   

 DescribeF 
lywheel

授予权限以获取与飞轮关联的
属性

读取 flywheel*    

 DescribeF 
lywheelIt 
eration

授予权限以获取与飞轮的飞轮
迭代关联的属性

读取 flywheel*    
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https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeDominantLanguageDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeDominantLanguageDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeDominantLanguageDetectionJob.html
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#amazoncomprehend-document-classifier-endpoint
#amazoncomprehend-document-classifier-endpoint
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeEndpoint.html
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https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeEntityRecognizer.html
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#amazoncomprehend-entity-recognizer
#amazoncomprehend-entity-recognizer
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeEventsDetectionJob.html
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#amazoncomprehend-events-detection-job
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https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeFlywheel.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeFlywheel.html
#amazoncomprehend-flywheel
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeFlywheelIteration.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeFlywheelIteration.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeFlywheelIteration.html
#amazoncomprehend-flywheel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  comprehen 
d:Flywhee 
lIteratio 
nId

 

 DescribeK 
eyPhrases 
DetectionJob

授予权限以获取与关键短语检
测作业关联的属性

Read key-
phrases-
detect 
ion-job*

   

 DescribeP 
iiEntitie 
sDetectio 
nJob

授予权限以获取与 PII 实体检
测作业关联的属性

读取 pii-entit 
ies-detec 
tion-job*

   

document- 
classifier*

    DescribeR 
esourcePo 
licy

授予读取附加的资源策略的权
限

读取

entity-re 
cognizer*

   

 DescribeS 
entimentD 
etectionJob

授予权限以获取与情绪检测作
业关联的属性

读取 sentiment 
-detectio 
n-job*

   

 DescribeT 
argetedSe 
ntimentDe 
tectionJob

授予权限以获取与目标情绪检
测任务关联的属性

读取 targeted- 
sentiment 
-detectio 
n-job*

   

 DescribeT 
opicsDete 
ctionJob

授予权限以获取与主题检测作
业关联的属性

Read topics-de 
tection-j 
ob*
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#amazoncomprehend-comprehend_FlywheelIterationId
#amazoncomprehend-comprehend_FlywheelIterationId
#amazoncomprehend-comprehend_FlywheelIterationId
#amazoncomprehend-comprehend_FlywheelIterationId
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeKeyPhrasesDetectionJob.html
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https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribePiiEntitiesDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribePiiEntitiesDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribePiiEntitiesDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribePiiEntitiesDetectionJob.html
#amazoncomprehend-pii-entities-detection-job
#amazoncomprehend-pii-entities-detection-job
#amazoncomprehend-pii-entities-detection-job
#amazoncomprehend-document-classifier
#amazoncomprehend-document-classifier
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeResourcePolicy.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeResourcePolicy.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeResourcePolicy.html
#amazoncomprehend-entity-recognizer
#amazoncomprehend-entity-recognizer
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeSentimentDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeSentimentDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeSentimentDetectionJob.html
#amazoncomprehend-sentiment-detection-job
#amazoncomprehend-sentiment-detection-job
#amazoncomprehend-sentiment-detection-job
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeTargetedSentimentDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeTargetedSentimentDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeTargetedSentimentDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeTargetedSentimentDetectionJob.html
#amazoncomprehend-targeted-sentiment-detection-job
#amazoncomprehend-targeted-sentiment-detection-job
#amazoncomprehend-targeted-sentiment-detection-job
#amazoncomprehend-targeted-sentiment-detection-job
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeTopicsDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeTopicsDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DescribeTopicsDetectionJob.html
#amazoncomprehend-topics-detection-job
#amazoncomprehend-topics-detection-job
#amazoncomprehend-topics-detection-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DetectDom 
inantLang 
uage

授予权限以检测文本中存在的
一种或多种语言

Read      

 DetectEnt 
ities

授予权限以在给定文本文档
中检测指定的实体（“Peopl 
e”、“Places”、“Locations”等）

Read entity-re 
cognizer- 
endpoint

   

 DetectKey 
Phrases

授予权限以在文本中检测最能
指示内容的短语

Read      

 DetectPii 
Entities

授予权限以在给定文本文档中
检测个人身份信息实体（“Na 
me”、“SSN”、“PIN”等）

Read      

 DetectSen 
timent

授予权限以检测文档中文
本的感情色彩（Positive、 
Negative、Neutral 或 Mixed）

Read      

 DetectSyn 
tax

授予权限以检测文本文档中语
法信息（例如词性、标记）

读取      

 DetectTar 
getedSent 
iment

授予权限以检测与文档中特定
实体（例如品牌或产品）关联
的情绪

读取      

 DetectTox 
icContent

授予检测给定文本段列表中有
毒内容的权限

读取      

document- 
classifier*

    ImportModel 授予导入经训练的 Comprehen 
d 模型的权限

写入

entity-re 
cognizer*

   

Amazon Comprehend 993

https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectDominantLanguage.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectDominantLanguage.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectDominantLanguage.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectEntities.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectEntities.html
#amazoncomprehend-entity-recognizer-endpoint
#amazoncomprehend-entity-recognizer-endpoint
#amazoncomprehend-entity-recognizer-endpoint
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectKeyPhrases.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectKeyPhrases.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectPiiEntities.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectPiiEntities.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectSentiment.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectSentiment.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectSyntax.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectSyntax.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectTargetedSentiment.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectTargetedSentiment.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectTargetedSentiment.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectToxicContent.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_DetectToxicContent.html
#amazoncomprehend-document-classifier
#amazoncomprehend-document-classifier
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ImportModel.html
#amazoncomprehend-entity-recognizer
#amazoncomprehend-entity-recognizer


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

comprehen 
d:ModelKm 
sKey

 

 ListDatasets 授予权限以获取与飞轮关联的
数据集列表

读取 flywheel*    

 ListDocum 
entClassi 
ficationJobs

授予权限以获取提交的文档分
类作业列表

读取      

 ListDocum 
entClassi 
fierSumma 
ries

授予权限以获取已创建的文档
分类器摘要的列表

读取      

 ListDocum 
entClassifiers

授予权限以获取已创建的文档
分类器列表

读取      

 ListDomin 
antLangua 
geDetecti 
onJobs

授予权限以获取提交的主导语
言检测作业列表

读取      

 ListEndpo 
ints

授予权限以获取已创建的所有
现有终端节点的列表

读取      

Amazon Comprehend 994

#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-comprehend_ModelKmsKey
#amazoncomprehend-comprehend_ModelKmsKey
#amazoncomprehend-comprehend_ModelKmsKey
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDatasets.html
#amazoncomprehend-flywheel
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDocumentClassificationJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDocumentClassificationJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDocumentClassificationJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDocumentClassifierSummaries.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDocumentClassifierSummaries.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDocumentClassifierSummaries.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDocumentClassifierSummaries.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDocumentClassifiers.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDocumentClassifiers.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDominantLanguageDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDominantLanguageDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDominantLanguageDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListDominantLanguageDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListEndpoints.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListEndpoints.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEntit 
iesDetect 
ionJobs

授予权限以获取提交的实体检
测作业列表

读取      

 ListEntit 
yRecogniz 
erSummaries

授予权限以获取已创建的实体
识别程序摘要的列表

读取      

 ListEntit 
yRecognizers

授予权限以获取创建的所有实
体识别器的属性列表，包括当
前训练的识别器

读取      

 ListEvent 
sDetectio 
nJobs

授予权限以获取已提交的事件
检测任务列表

读取      

 ListFlywh 
eelIterat 
ionHistory

授予权限以获取与飞轮关联的
迭代列表

读取 flywheel*    

 ListFlywh 
eels

授予权限以获取已创建的飞轮
列表

读取      

 ListKeyPh 
rasesDete 
ctionJobs

授予权限以获取提交的关键短
语检测作业列表

读取      

 ListPiiEn 
titiesDet 
ectionJobs

授予权限以获取已提交的 PII 
实体检测作业列表

读取      

 ListSenti 
mentDetec 
tionJobs

授予权限以获取已提交的情绪
检测作业列表

读取      
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https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListEntitiesDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListEntitiesDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListEntitiesDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListEntityRecognizerSummaries.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListEntityRecognizerSummaries.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListEntityRecognizerSummaries.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListEntityRecognizers.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListEntityRecognizers.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListEventsDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListEventsDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListEventsDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListFlywheelIterationHistory.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListFlywheelIterationHistory.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListFlywheelIterationHistory.html
#amazoncomprehend-flywheel
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListFlywheels.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListFlywheels.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListKeyPhrasesDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListKeyPhrasesDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListKeyPhrasesDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListPiiEntitiesDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListPiiEntitiesDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListPiiEntitiesDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListSentimentDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListSentimentDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListSentimentDetectionJobs.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

document- 
classific 
ation-job

   

document- 
classifier

   

document- 
classifier-
endpoint

   

dominant- 
language- 
detection 
-job

   

entities- 
detection 
-job

   

entity-re 
cognizer

   

entity-re 
cognizer- 
endpoint

   

events-
de 
tection-j 
ob

   

 ListTagsF 
orResource

授予权限以列出资源的标签 读取

flywheel    

Amazon Comprehend 996

#amazoncomprehend-document-classification-job
#amazoncomprehend-document-classification-job
#amazoncomprehend-document-classification-job
#amazoncomprehend-document-classifier
#amazoncomprehend-document-classifier
#amazoncomprehend-document-classifier-endpoint
#amazoncomprehend-document-classifier-endpoint
#amazoncomprehend-document-classifier-endpoint
#amazoncomprehend-dominant-language-detection-job
#amazoncomprehend-dominant-language-detection-job
#amazoncomprehend-dominant-language-detection-job
#amazoncomprehend-dominant-language-detection-job
#amazoncomprehend-entities-detection-job
#amazoncomprehend-entities-detection-job
#amazoncomprehend-entities-detection-job
#amazoncomprehend-entity-recognizer
#amazoncomprehend-entity-recognizer
#amazoncomprehend-entity-recognizer-endpoint
#amazoncomprehend-entity-recognizer-endpoint
#amazoncomprehend-entity-recognizer-endpoint
#amazoncomprehend-events-detection-job
#amazoncomprehend-events-detection-job
#amazoncomprehend-events-detection-job
#amazoncomprehend-events-detection-job
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListTagsForResource.html
#amazoncomprehend-flywheel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

flywheel- 
dataset

   

key-
phrases-
detect 
ion-job

   

pii-entit 
ies-detec 
tion-job

   

sentiment 
-detectio 
n-job

   

targeted- 
sentiment 
-detectio 
n-job

   

topics-de 
tection-j 
ob

   

 ListTarge 
tedSentim 
entDetect 
ionJobs

授予权限以获取已提交的目标
情绪检测任务列表

读取      

 ListTopic 
sDetectio 
nJobs

授予权限以获取已提交的主题
检测作业列表

读取      

Amazon Comprehend 997

#amazoncomprehend-flywheel-dataset
#amazoncomprehend-flywheel-dataset
#amazoncomprehend-key-phrases-detection-job
#amazoncomprehend-key-phrases-detection-job
#amazoncomprehend-key-phrases-detection-job
#amazoncomprehend-key-phrases-detection-job
#amazoncomprehend-pii-entities-detection-job
#amazoncomprehend-pii-entities-detection-job
#amazoncomprehend-pii-entities-detection-job
#amazoncomprehend-sentiment-detection-job
#amazoncomprehend-sentiment-detection-job
#amazoncomprehend-sentiment-detection-job
#amazoncomprehend-targeted-sentiment-detection-job
#amazoncomprehend-targeted-sentiment-detection-job
#amazoncomprehend-targeted-sentiment-detection-job
#amazoncomprehend-targeted-sentiment-detection-job
#amazoncomprehend-topics-detection-job
#amazoncomprehend-topics-detection-job
#amazoncomprehend-topics-detection-job
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListTargetedSentimentDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListTargetedSentimentDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListTargetedSentimentDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListTargetedSentimentDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListTopicsDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListTopicsDetectionJobs.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_ListTopicsDetectionJobs.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

document- 
classifier*

    PutResour 
cePolicy

授予将策略附加到资源的权限 写入

entity-re 
cognizer*

   

document- 
classific 
ation-job*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

comprehen 
d:VolumeK 
msKey

comprehen 
d:OutputK 
msKey

comprehen 
d:VpcSecu 
rityGroup 
Ids

comprehen 
d:VpcSubn 
ets

 

document- 
classifier

   

 StartDocu 
mentClass 
ificationJob

授予权限以启动异步文档分类
作业

Write

flywheel    

Amazon Comprehend 998

#amazoncomprehend-document-classifier
#amazoncomprehend-document-classifier
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_PutResourcePolicy.html
#amazoncomprehend-entity-recognizer
#amazoncomprehend-entity-recognizer
#amazoncomprehend-document-classification-job
#amazoncomprehend-document-classification-job
#amazoncomprehend-document-classification-job
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-document-classifier
#amazoncomprehend-document-classifier
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartDocumentClassificationJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartDocumentClassificationJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartDocumentClassificationJob.html
#amazoncomprehend-flywheel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dominant- 
language- 
detection 
-job*

    StartDomi 
nantLangu 
ageDetect 
ionJob

授予权限以便为一组文档启动
异步主导语言检测作业

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

comprehen 
d:VolumeK 
msKey

comprehen 
d:OutputK 
msKey

comprehen 
d:VpcSecu 
rityGroup 
Ids

comprehen 
d:VpcSubn 
ets

 

Amazon Comprehend 999

#amazoncomprehend-dominant-language-detection-job
#amazoncomprehend-dominant-language-detection-job
#amazoncomprehend-dominant-language-detection-job
#amazoncomprehend-dominant-language-detection-job
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartDominantLanguageDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartDominantLanguageDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartDominantLanguageDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartDominantLanguageDetectionJob.html
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

entities- 
detection 
-job*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

comprehen 
d:VolumeK 
msKey

comprehen 
d:OutputK 
msKey

comprehen 
d:VpcSecu 
rityGroup 
Ids

comprehen 
d:VpcSubn 
ets

 

entity-re 
cognizer

   

 StartEnti 
tiesDetec 
tionJob

授予权限以便为一组文档启动
异步实体检测作业

Write

flywheel    

 StartEven 
tsDetecti 
onJob

授予为一组文档启动异步事件
检测作业的权限

写入 events-
de 
tection-j 
ob*

   

Amazon Comprehend 1000

#amazoncomprehend-entities-detection-job
#amazoncomprehend-entities-detection-job
#amazoncomprehend-entities-detection-job
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-entity-recognizer
#amazoncomprehend-entity-recognizer
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartEntitiesDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartEntitiesDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartEntitiesDetectionJob.html
#amazoncomprehend-flywheel
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartEventsDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartEventsDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartEventsDetectionJob.html
#amazoncomprehend-events-detection-job
#amazoncomprehend-events-detection-job
#amazoncomprehend-events-detection-job
#amazoncomprehend-events-detection-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

comprehen 
d:OutputK 
msKey

 

 StartFlyw 
heelIteration

授予权限以启动飞轮的飞轮迭
代

写入 flywheel*    

 StartKeyP 
hrasesDet 
ectionJob

授予权限以便为一组文档启动
异步关键短语检测作业

Write key-
phrases-
detect 
ion-job*

   

Amazon Comprehend 1001

#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartFlywheelIteration.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartFlywheelIteration.html
#amazoncomprehend-flywheel
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartKeyPhrasesDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartKeyPhrasesDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartKeyPhrasesDetectionJob.html
#amazoncomprehend-key-phrases-detection-job
#amazoncomprehend-key-phrases-detection-job
#amazoncomprehend-key-phrases-detection-job
#amazoncomprehend-key-phrases-detection-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

comprehen 
d:VolumeK 
msKey

comprehen 
d:OutputK 
msKey

comprehen 
d:VpcSecu 
rityGroup 
Ids

comprehen 
d:VpcSubn 
ets

 

 StartPiiE 
ntitiesDe 
tectionJob

授予权限以便为一组文档启动
异步 PII 实体检测作业

Write pii-entit 
ies-detec 
tion-job*

   

Amazon Comprehend 1002

#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSecurityGroupIds
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets
#amazoncomprehend-comprehend_VpcSubnets
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartPiiEntitiesDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartPiiEntitiesDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartPiiEntitiesDetectionJob.html
#amazoncomprehend-pii-entities-detection-job
#amazoncomprehend-pii-entities-detection-job
#amazoncomprehend-pii-entities-detection-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

comprehen 
d:OutputK 
msKey

 

 StartSent 
imentDete 
ctionJob

授予权限以便为一组文档启动
异步情感检测作业

写入 sentiment 
-detectio 
n-job*

   

Amazon Comprehend 1003

#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartSentimentDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartSentimentDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartSentimentDetectionJob.html
#amazoncomprehend-sentiment-detection-job
#amazoncomprehend-sentiment-detection-job
#amazoncomprehend-sentiment-detection-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

comprehen 
d:VolumeK 
msKey

comprehen 
d:OutputK 
msKey

comprehen 
d:VpcSecu 
rityGroup 
Ids

comprehen 
d:VpcSubn 
ets

 

 StartTarg 
etedSenti 
mentDetec 
tionJob

授予权限以便为一组文档启动
异步目标情感检测任务

写入 targeted- 
sentiment 
-detectio 
n-job*

   

Amazon Comprehend 1004

#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_RequestTag___TagKey_
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-aws_TagKeys
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_VolumeKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
#amazoncomprehend-comprehend_OutputKmsKey
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

comprehen 
d:VolumeK 
msKey

comprehen 
d:OutputK 
msKey

comprehen 
d:VpcSecu 
rityGroup 
Ids

comprehen 
d:VpcSubn 
ets

 

 StartTopi 
csDetecti 
onJob

授予权限以启动异步任务来检
测文档集合中最常见的主题以
及与每个主题关联的短语

Write topics-de 
tection-j 
ob*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

comprehen 
d:VolumeK 
msKey

comprehen 
d:OutputK 
msKey

comprehen 
d:VpcSecu 
rityGroup 
Ids

comprehen 
d:VpcSubn 
ets

 

 StopDomin 
antLangua 
geDetecti 
onJob

授予权限以停止主导语言检测
作业

Write dominant- 
language- 
detection 
-job*

   

 StopEntit 
iesDetect 
ionJob

授予权限以停止实体检测作业 Write entities- 
detection 
-job*
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#amazoncomprehend-entities-detection-job
#amazoncomprehend-entities-detection-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StopEvent 
sDetectio 
nJob

授予停止事件检测作业的权限 Write events-
de 
tection-j 
ob*

   

 StopKeyPh 
rasesDete 
ctionJob

授予权限以停止关键短语检测
作业

Write key-
phrases-
detect 
ion-job*

   

 StopPiiEn 
titiesDet 
ectionJob

授予权限以停止 PII 实体检测
作业

Write pii-entit 
ies-detec 
tion-job*

   

 StopSenti 
mentDetec 
tionJob

授予权限以停止情绪检测作业 写入 sentiment 
-detectio 
n-job*

   

 StopTarge 
tedSentim 
entDetect 
ionJob

授予权限以停止目标情绪检测
任务

写入 targeted- 
sentiment 
-detectio 
n-job*

   

 StopTrain 
ingDocume 
ntClassifier

授予权限以停止先前创建的文
档分类器训练作业

Write document- 
classifier*

   

 StopTrain 
ingEntity 
Recognizer

授予权限以停止先前创建的实
体识别器训练作业

Write entity-re 
cognizer*

   

 TagResour 
ce

授予权限以使用给定的键值对
标记资源

Tagging document- 
classific 
ation-job
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

document- 
classifier

   

document- 
classifier-
endpoint

   

dominant- 
language- 
detection 
-job

   

entities- 
detection 
-job

   

entity-re 
cognizer

   

entity-re 
cognizer- 
endpoint

   

events-
de 
tection-j 
ob

   

flywheel    

flywheel- 
dataset
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

key-
phrases-
detect 
ion-job

   

pii-entit 
ies-detec 
tion-job

   

sentiment 
-detectio 
n-job

   

targeted- 
sentiment 
-detectio 
n-job

   

topics-de 
tection-j 
ob

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

document- 
classific 
ation-job

    UntagReso 
urce

授予权限以取消标记具有给定
键的资源

Tagging

document- 
classifier

   

Amazon Comprehend 1009

#amazoncomprehend-key-phrases-detection-job
#amazoncomprehend-key-phrases-detection-job
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

document- 
classifier-
endpoint

   

dominant- 
language- 
detection 
-job

   

entities- 
detection 
-job

   

entity-re 
cognizer

   

entity-re 
cognizer- 
endpoint

   

events-
de 
tection-j 
ob

   

flywheel    

flywheel- 
dataset

   

key-
phrases-
detect 
ion-job
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

pii-entit 
ies-detec 
tion-job

   

sentiment 
-detectio 
n-job

   

targeted- 
sentiment 
-detectio 
n-job

   

topics-de 
tection-j 
ob

   

  aws:TagKe 
ys

 

document- 
classifier-
endpoint*

   

entity-re 
cognizer- 
endpoint*

   

 UpdateEnd 
point

授予权限以更新有关指定终端
节点的信息

写入

flywheel    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

flywheel* comprehen 
d:VolumeK 
msKey

comprehen 
d:ModelKm 
sKey

comprehen 
d:VpcSecu 
rityGroup 
Ids

comprehen 
d:VpcSubn 
ets

 

document- 
classifier

   

 UpdateFly 
wheel

授予权限以更新飞轮的配置 写入

entity-re 
cognizer

   

Amazon Comprehend 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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服务授权参考 服务授权参考

资源类型 ARN 条件键

 targeted- 
sentiment-
detection-job

arn:${Partition}:comprehend:${Region 
}:${Account}:targeted-sentiment-dete 
ction-job/${JobId}

aws:ResourceTag/${ 
TagKey}

 document- 
classifier

arn:${Partition}:comprehend:${Region 
}:${Account}:document-classifier/${D 
ocumentClassifierName}

aws:ResourceTag/${ 
TagKey}

 document- 
classifier-
endpoint

arn:${Partition}:comprehend:${Region 
}:${Account}:document-classifier-end 
point/${DocumentClassifierEndpointNa 
me}

aws:ResourceTag/${ 
TagKey}

 entity-re 
cognizer

arn:${Partition}:comprehend:${Region 
}:${Account}:entity-recognizer/${Ent 
ityRecognizerName}

aws:ResourceTag/${ 
TagKey}

 entity-re 
cognizer- 
endpoint

arn:${Partition}:comprehend:${Region 
}:${Account}:entity-recognizer-endpo 
int/${EntityRecognizerEndpointName}

aws:ResourceTag/${ 
TagKey}

 dominant- 
language- 
detection-job

arn:${Partition}:comprehend:${Region 
}:${Account}:dominant-language-detec 
tion-job/${JobId}

aws:ResourceTag/${ 
TagKey}

 entities- 
detection-job

arn:${Partition}:comprehend:${Region 
}:${Account}:entities-detection-job/ 
${JobId}

aws:ResourceTag/${ 
TagKey}

 pii-entities-
detection-job

arn:${Partition}:comprehend:${Region 
}:${Account}:pii-entities-detection- 
job/${JobId}

aws:ResourceTag/${ 
TagKey}

 events-de 
tection-job

arn:${Partition}:comprehend:${Region 
}:${Account}:events-detection-job/${ 
JobId}

aws:ResourceTag/${ 
TagKey}
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#amazoncomprehend-aws_ResourceTag___TagKey_
#amazoncomprehend-aws_ResourceTag___TagKey_
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#amazoncomprehend-aws_ResourceTag___TagKey_
#amazoncomprehend-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 key-phrases-
detection-job

arn:${Partition}:comprehend:${Region 
}:${Account}:key-phrases-detection-j 
ob/${JobId}

aws:ResourceTag/${ 
TagKey}

 sentiment-
detection-job

arn:${Partition}:comprehend:${Region 
}:${Account}:sentiment-detection-job 
/${JobId}

aws:ResourceTag/${ 
TagKey}

 topics-de 
tection-job

arn:${Partition}:comprehend:${Region 
}:${Account}:topics-detection-job/${ 
JobId}

aws:ResourceTag/${ 
TagKey}

 document- 
classification-
job

arn:${Partition}:comprehend:${Region 
}:${Account}:document-classification 
-job/${JobId}

aws:ResourceTag/${ 
TagKey}

 flywheel arn:${Partition}:comprehend:${Region 
}:${Account}:flywheel/${FlywheelName 
}

aws:ResourceTag/${ 
TagKey}

 flywheel- 
dataset

arn:${Partition}:comprehend:${Region 
}:${Account}:flywheel/${FlywheelName 
}/dataset/${DatasetName}

aws:ResourceTag/${ 
TagKey}

Amazon Comprehend 的条件键

Amazon Comprehend 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

通过要求资源创建请求中存在标签值来筛选访问权限 字符串
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https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartKeyPhrasesDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartKeyPhrasesDetectionJob.html
#amazoncomprehend-aws_ResourceTag___TagKey_
#amazoncomprehend-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartSentimentDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartSentimentDetectionJob.html
#amazoncomprehend-aws_ResourceTag___TagKey_
#amazoncomprehend-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartTopicsDetectionJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartTopicsDetectionJob.html
#amazoncomprehend-aws_ResourceTag___TagKey_
#amazoncomprehend-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartDocumentClassificationJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartDocumentClassificationJob.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_StartDocumentClassificationJob.html
#amazoncomprehend-aws_ResourceTag___TagKey_
#amazoncomprehend-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_CreateFlywheel.html
#amazoncomprehend-aws_ResourceTag___TagKey_
#amazoncomprehend-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_CreateDataset.html
#amazoncomprehend-aws_ResourceTag___TagKey_
#amazoncomprehend-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-globally-available
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-globally-available
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

通过要求提供与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 通过要求请求中必需具有强制性标签来筛选访问权限 ArrayOfString

 comprehen 
d:DataLak 
eKmsKey

按请求中与飞轮资源关联的 DataLake Kms 密钥筛选访问
权限

ARN

 comprehen 
d:Flywhee 
lIterationId

按飞轮的特定迭代 ID 筛选访问 字符串

 comprehen 
d:ModelKmsKey

按与请求中的资源关联的模型 KMS 密钥筛选访问 ARN

 comprehen 
d:OutputKmsKey

按与请求中的资源关联的输出 KMS 密钥筛选访问 ARN

 comprehen 
d:VolumeK 
msKey

按与请求中的资源关联的卷 KMS 密钥筛选访问 ARN

 comprehen 
d:VpcSecu 
rityGroupIds

按与请求中的资源关联的所有 VPC 安全组 ID 的列表筛选
访问

ArrayOfString

 comprehen 
d:VpcSubnets

按与请求中的资源关联的所有 VPC 子网的列表筛选访问 ArrayOfString

Amazon Comprehend Medical 的操作、资源和条件键

Amazon Comprehend Medical（服务前缀：comprehendmedical）提供以下服务特定的资源、操作
和条件上下文键以在 IAM 权限策略中使用。

参考：
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-globally-available
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-globally-available
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-globally-available
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-globally-available
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazoncomprehend.html#amazoncomprehend-policy-keys
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Comprehend Medical 定义的操作

• Amazon Comprehend Medical 定义的资源类型

• Amazon Comprehend Medical 的条件键

Amazon Comprehend Medical 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/comprehend-medical/latest/dev/
https://docs.aws.amazon.com/comprehend-medical/latest/api/Welcome.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/auth-and-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeE 
ntitiesDe 
tectionV2Job

授予权限以描述您提交的医疗
实体检测作业的属性

Read      

 DescribeI 
CD10CMInf 
erenceJob

授予权限以描述您提交的 
ICD-10-CM 链接作业的属性

Read      

 DescribeP 
HIDetecti 
onJob

授予权限以描述您提交的 PHI 
实体检测作业的属性

读取      

 DescribeR 
xNormInfe 
renceJob

授予描述您已提交的 RxNorm 
关联任务属性的权限

读取      

 DescribeS 
NOMEDCTIn 
ferenceJob

授予描述您提交的 SNOMED-
CT 链接作业的属性的权限

读取      

 DetectEnt 
itiesV2

授予权限以检测指定医疗实体
及其在给定文本文档中的关系
和特性

Read      

 DetectPHI 授予权限以检测给定文本文档
中受保护的健康信息 (PHI) 实
体

Read      

 InferICD1 
0CM

授予权限以检测给定文本文档
中的医疗状况实体并将其链接
到 ICD-10-CM 代码

读取      

 InferRxNorm 允许在给定文本文档中检测药
物实体并将其链接到美国国家

读取      
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https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribeEntitiesDetectionV2Job.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribeEntitiesDetectionV2Job.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribeEntitiesDetectionV2Job.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribeICD10CMInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribeICD10CMInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribeICD10CMInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribePHIDetectionJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribePHIDetectionJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribePHIDetectionJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribeRxNormInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribeRxNormInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribeRxNormInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribeSNOMEDCTInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribeSNOMEDCTInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DescribeSNOMEDCTInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DetectEntitiesV2.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DetectEntitiesV2.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_DetectPHI.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_InferICD10CM.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_InferICD10CM.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_InferRxNorm.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

医学 RxNorm 图书馆数据库中
的 RxCUI 概念标识符

 InferSNOM 
EDCT

授予检测给定文档文档中的
医疗情况、异常和测试、处
理和程序实体并将其链接到 
SNOMED-CT 代码的权限

读取      

 ListEntit 
iesDetect 
ionV2Jobs

授予权限以列出提交的医疗实
体检测作业

Read      

 ListICD10 
CMInferen 
ceJobs

授予权限以列出您提交的 
ICD-10-CM 链接作业

Read      

 ListPHIDe 
tectionJobs

授予权限以列出提交的 PHI 实
体检测作业

读取      

 ListRxNor 
mInferenc 
eJobs

授予列出您已提交的 RxNorm 
关联任务的权限

读取      

 ListSNOME 
DCTInfere 
nceJobs

授予列出您提交的 SNOMED-
CT 链接作业的权限

读取      

 StartEnti 
tiesDetec 
tionV2Job

授予权限以便为一组文档启动
异步医疗实体检测作业

Write      

 StartICD1 
0CMInfere 
nceJob

授予权限以便为一组文档启动
异步 ICD-10-CM 链接作业

Write      
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https://docs.aws.amazon.com/comprehend-medical/latest/api/API_InferSNOMEDCT.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_InferSNOMEDCT.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListEntitiesDetectionV2Jobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListEntitiesDetectionV2Jobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListEntitiesDetectionV2Jobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListICD10CMInferenceJobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListICD10CMInferenceJobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListICD10CMInferenceJobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListPHIDetectionJobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListPHIDetectionJobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListRxNormInferenceJobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListRxNormInferenceJobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListRxNormInferenceJobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListSNOMEDCTInferenceJobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListSNOMEDCTInferenceJobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_ListSNOMEDCTInferenceJobs.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartEntitiesDetectionV2Job.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartEntitiesDetectionV2Job.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartEntitiesDetectionV2Job.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartICD10CMInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartICD10CMInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartICD10CMInferenceJob.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartPHID 
etectionJob

授予权限以便为一组文档启动
异步 PHI 实体检测作业

写入      

 StartRxNo 
rmInferen 
ceJob

授予启动文档集合异步 
RxNorm 链接作业的权限

写入      

 StartSNOM 
EDCTInfer 
enceJob

授予在一组文档中启动异步 
SNOMED-CT 链接作业的权限

写入      

 StopEntit 
iesDetect 
ionV2Job

授予权限以停止医疗实体检测
作业

Write      

 StopICD10 
CMInferen 
ceJob

授予权限以停止 ICD-10-CM 链
接作业

Write      

 StopPHIDe 
tectionJob

授予权限以停止 PHI 实体检测
作业

写入      

 StopRxNor 
mInferenc 
eJob

授予停止 RxNorm 关联作业的
权限

写入      

 StopSNOME 
DCTInfere 
nceJob

授予停止 SNOMED-CT 链接作
业的权限

写入      

Amazon Comprehend Medical 定义的资源类型

Amazon Comprehend Medical 不支持在 IAM policy 语句的 Resource 元素中指定资源 ARN。要允许
对 Amazon Comprehend Medical 的访问权限，请在策略中指定 "Resource": "*"。
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https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartPHIDetectionJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartPHIDetectionJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartRxNormInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartRxNormInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartRxNormInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartSNOMEDCTInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartSNOMEDCTInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StartSNOMEDCTInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopEntitiesDetectionV2Job.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopEntitiesDetectionV2Job.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopEntitiesDetectionV2Job.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopICD10CMInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopICD10CMInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopICD10CMInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopPHIDetectionJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopPHIDetectionJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopRxNormInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopRxNormInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopRxNormInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopSNOMEDCTInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopSNOMEDCTInferenceJob.html
https://docs.aws.amazon.com/comprehend-medical/latest/api/API_StopSNOMEDCTInferenceJob.html
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Amazon Comprehend Medical 的条件键

Amazon Comprehend Medical 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

AWS Compute Optimizer 的操作、资源和条件键

AWS Compute Optimizer（服务前缀:compute-optimizer）提供以下特定于服务的资源、操作和条
件上下文密钥，用于 IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Compute Optimizer 定义的操作

• AWS Compute Optimizer 定义的资源类型

• AWS Compute Optimizer 的条件键

AWS Compute Optimizer 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteRec 
ommendati 
onPrefere 
nces

授予权限以删除建议首选项 写入   compute-
optimizer: 
ResourceT 
ype

autoscali 
ng:Descri 
beAutoSca 
lingGroup 
s

ec2:Descr 
ibeInstan 
ces

rds:Descr 
ibeDBClus 
ters
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_DeleteRecommendationPreferences.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_DeleteRecommendationPreferences.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_DeleteRecommendationPreferences.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_DeleteRecommendationPreferences.html
#awscomputeoptimizer-compute-optimizer_ResourceType
#awscomputeoptimizer-compute-optimizer_ResourceType
#awscomputeoptimizer-compute-optimizer_ResourceType
#awscomputeoptimizer-compute-optimizer_ResourceType
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rds:Descr 
ibeDBInst 
ances

 DescribeR 
ecommenda 
tionExpor 
tJobs

授予查看建议导出作业的状态
的权限

列表      

 ExportAut 
oScalingG 
roupRecom 
mendations

授予将所提供账户的 AutoScali 
ng 群组推荐导出到 S3 的权限

写入     autoscali 
ng:Descri 
beAutoSca 
lingGroup 
s

compute-
optimizer: 
GetAutoSc 
alingGrou 
pRecommen 
dations

 ExportEBS 
VolumeRec 
ommendati 
ons

授予为提供的账户将 EBS 卷建
议导出到 S3 的权限

写入     compute-
optimizer: 
GetEBSVol 
umeRecomm 
endations

ec2:Descr 
ibeVolume 
s
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https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_ExportAutoScalingGroupRecommendations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ExportEC2 
InstanceR 
ecommenda 
tions

授予将所提供账户的 EC2 实例
建议导出到 S3 的权限

写入     compute-
optimizer: 
GetEC2Ins 
tanceReco 
mmendatio 
ns

ec2:Descr 
ibeInstan 
ces

 ExportECS 
ServiceRe 
commendat 
ions

授予为提供的账户将 ECS 服务
建议导出到 S3 的权限

写入     compute-
optimizer: 
GetECSSer 
viceRecom 
mendation 
s

ecs:ListC 
lusters

ecs:ListS 
ervices

 ExportIdl 
eRecommen 
dations

授予将所提供账户的闲置推荐
导出到 S3 的权限

写入     compute-
optimizer: 
GetIdleRe 
commendat 
ions
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https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_ExportEC2InstanceRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_ExportEC2InstanceRecommendations.html
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https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_ExportIdleRecommendations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ExportLam 
bdaFuncti 
onRecomme 
ndations

授予为提供的账户将 Lambda 
函数建议导出到 S3 的权限

写入     compute-
optimizer: 
GetLambda 
FunctionR 
ecommenda 
tions

lambda:Li 
stFunctio 
ns

lambda:Li 
stProvisi 
onedConcu 
rrencyCon 
figs

 ExportLic 
enseRecom 
mendations

授予为提供的账户将许可证建
议导出到 S3 的权限

写入     compute-
optimizer: 
GetLicens 
eRecommen 
dations

ec2:Descr 
ibeInstan 
ces
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ExportRDS 
DatabaseR 
ecommenda 
tions

授予权限以为提供的账户将 
RDS 建议导出到 S3

写入     compute-
optimizer: 
GetRDSDat 
abaseReco 
mmendatio 
ns

rds:Descr 
ibeDBClus 
ters

rds:Descr 
ibeDBInst 
ances

 GetAutoSc 
alingGrou 
pRecommen 
dations

授予获取所提供 AutoScaling 
群组推荐的权限

列表     autoscali 
ng:Descri 
beAutoSca 
lingGroup 
s

 GetEBSVol 
umeRecomm 
endations

授予为提供的 EBS 卷获取建议
的权限

列表     ec2:Descr 
ibeVolume 
s

 GetEC2Ins 
tanceReco 
mmendations

授予获取所提供 EC2 实例推荐
的权限

列表     ec2:Descr 
ibeInstan 
ces

 GetEC2Rec 
ommendati 
onProject 
edMetrics

授予获取指定实例的建议投影
指标的权限

列表     ec2:Descr 
ibeInstan 
ces
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https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_ExportRDSDatabaseRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_ExportRDSDatabaseRecommendations.html
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https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetEC2InstanceRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetEC2RecommendationProjectedMetrics.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetEC2RecommendationProjectedMetrics.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetEC2RecommendationProjectedMetrics.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetEC2RecommendationProjectedMetrics.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetECSSer 
viceRecom 
mendation 
Projected 
Metrics

授予获取指定 ECS 服务的建议
预测指标的权限

列表      

 GetECSSer 
viceRecom 
mendations

授予为提供的 ECS 服务获取建
议的权限

列表     ecs:ListC 
lusters

ecs:ListS 
ervices
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https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetECSServiceRecommendationProjectedMetrics.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetECSServiceRecommendationProjectedMetrics.html
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https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetECSServiceRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetECSServiceRecommendations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetEffect 
iveRecomm 
endationP 
references

授予获取有效的建议首选项的
权限

读取   compute-
optimizer: 
ResourceT 
ype

autoscali 
ng:Descri 
beAutoSca 
lingGroup 
s

autoscali 
ng:Descri 
beAutoSca 
lingInsta 
nces

ec2:Descr 
ibeInstan 
ces

rds:Descr 
ibeDBClus 
ters

rds:Descr 
ibeDBInst 
ances

 GetEnroll 
mentStatus

授予为指定账户获取注册状态
的权限

列表      

 GetEnroll 
mentStatu 
sesForOrg 
anization

授予权限以获取组织成员账户
的注册状态

列表      
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https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetEffectiveRecommendationPreferences.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetEffectiveRecommendationPreferences.html
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https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetEffectiveRecommendationPreferences.html
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https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetEnrollmentStatusesForOrganization.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetIdleRe 
commendat 
ions

授予获取指定账户闲置推荐的
权限

列表      

 GetLambda 
FunctionR 
ecommenda 
tions

授予为提供的 Lambda 函数获
取建议的权限

列表     lambda:Li 
stFunctio 
ns

lambda:Li 
stProvisi 
onedConcu 
rrencyCon 
figs

 GetLicens 
eRecommen 
dations

授予为指定账户获取许可证建
议的权限

列表     ec2:Descr 
ibeInstan 
ces

 GetRDSDat 
abaseReco 
mmendatio 
nProjecte 
dMetrics

授予获取指定实例的建议投影
指标的权限

列表     rds:Descr 
ibeDBClus 
ters

rds:Descr 
ibeDBInst 
ances

 GetRDSDat 
abaseReco 
mmendations

授予权限以为指定账户获取 
RDS 建议

列表     rds:Descr 
ibeDBClus 
ters

rds:Descr 
ibeDBInst 
ances
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https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetIdleRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetIdleRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetIdleRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetLambdaFunctionRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetLambdaFunctionRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetLambdaFunctionRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetLambdaFunctionRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetLicenseRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetLicenseRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetLicenseRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRDSDatabaseRecommendationProjectedMetrics.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRDSDatabaseRecommendationProjectedMetrics.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRDSDatabaseRecommendationProjectedMetrics.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRDSDatabaseRecommendationProjectedMetrics.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRDSDatabaseRecommendationProjectedMetrics.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRDSDatabaseRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRDSDatabaseRecommendations.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRDSDatabaseRecommendations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetRecomm 
endationP 
references

授予权限以获取建议首选项 读取   compute-
optimizer: 
ResourceT 
ype

 

 GetRecomm 
endationS 
ummaries

授予为指定账户获取建议摘要
的权限

列表      

 PutRecomm 
endationP 
references

授予权限以放置建议首选项 写入   compute-
optimizer: 
ResourceT 
ype

autoscali 
ng:Descri 
beAutoSca 
lingGroup 
s

autoscali 
ng:Descri 
beAutoSca 
lingInsta 
nces

ec2:Descr 
ibeInstan 
ces

rds:Descr 
ibeDBClus 
ters

rds:Descr 
ibeDBInst 
ances
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https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRecommendationPreferences.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRecommendationPreferences.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRecommendationPreferences.html
#awscomputeoptimizer-compute-optimizer_ResourceType
#awscomputeoptimizer-compute-optimizer_ResourceType
#awscomputeoptimizer-compute-optimizer_ResourceType
#awscomputeoptimizer-compute-optimizer_ResourceType
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRecommendationSummaries.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRecommendationSummaries.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_GetRecommendationSummaries.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_PutRecommendationPreferences.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_PutRecommendationPreferences.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_PutRecommendationPreferences.html
#awscomputeoptimizer-compute-optimizer_ResourceType
#awscomputeoptimizer-compute-optimizer_ResourceType
#awscomputeoptimizer-compute-optimizer_ResourceType
#awscomputeoptimizer-compute-optimizer_ResourceType
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateEnr 
ollmentStatus

授予更新注册状态的权限 Write      

AWS Compute Optimizer 定义的资源类型

AWS Compute Optimizer 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许访问 
AWS Compute Optimizer，请在策略中指定 "Resource": "*"。

AWS Compute Optimizer 的条件键

AWS Compute Optimizer 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 compute-
optimizer: 
ResourceType

按资源类型筛选访问权限 字符串

AWS Config 的操作、资源和条件键

AWS Config（服务前缀:config）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权
限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_UpdateEnrollmentStatus.html
https://docs.aws.amazon.com/compute-optimizer/latest/APIReference/API_UpdateEnrollmentStatus.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/compute-optimizer/latest/ug/security-iam.html
https://docs.aws.amazon.com/compute-optimizer/latest/ug/security-iam.html
https://docs.aws.amazon.com/compute-optimizer/latest/ug/security-iam.html
https://docs.aws.amazon.com/config/latest/developerguide/
https://docs.aws.amazon.com/config/latest/APIReference/
https://docs.aws.amazon.com/config/latest/developerguide/example-policies.html
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• AWS Config 定义的操作

• AWS Config 定义的资源类型

• AWS Config 的条件键

AWS Config 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

AWS Config 1031

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
ResourceT 
ypes

授予将所有指定资源类型添加
到 of 配置记录器的权限，并
在录制时包括这些资源类型 
RecordingGroup

写入 Configura 
tionRecor 
der*

   

 BatchGetA 
ggregateR 
esourceCo 
nfig

授予返回您的 C AWS onfig 聚
合器中存在的资源的当前配置
项目的权限

读取 Configura 
tionAggre 
gator*

   

 BatchGetR 
esourceCo 
nfig

授予为一个或多个请求资源返
回当前配置的权限

Read      

 DeleteAgg 
regationA 
uthorization

授予在指定区域中删除向指定
配置聚合器账户授予的授权的
权限

写入 Aggregati 
onAuthori 
zation*

   

 DeleteCon 
figRule

授予删除指定的 AWS Config 
规则及其所有评估结果的权限

写入 ConfigRul 
e*

   

 DeleteCon 
figuratio 
nAggregator

授予删除指定的配置聚合器以
及与聚合器关联的聚合数据的
权限

写入 Configura 
tionAggre 
gator*

   

 DeleteCon 
figuratio 
nRecorder

授予删除客户托管配置记录器
的权限

写入 Configura 
tionRecor 
der*

   

 DeleteCon 
formanceP 
ack

授予删除指定一致性包以及
该一致性包中的所有 AWS 
Config 规则和所有评估结果的
权限

写入 Conforman 
cePack*
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https://docs.aws.amazon.com/config/latest/APIReference/API_AssociateResourceTypes.html
https://docs.aws.amazon.com/config/latest/APIReference/API_AssociateResourceTypes.html
https://docs.aws.amazon.com/config/latest/APIReference/API_AssociateResourceTypes.html
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
https://docs.aws.amazon.com/config/latest/APIReference/API_BatchGetAggregateResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_BatchGetAggregateResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_BatchGetAggregateResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_BatchGetAggregateResourceConfig.html
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
https://docs.aws.amazon.com/config/latest/APIReference/API_BatchGetResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_BatchGetResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_BatchGetResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteAggregationAuthorization.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteAggregationAuthorization.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteAggregationAuthorization.html
#awsconfig-AggregationAuthorization
#awsconfig-AggregationAuthorization
#awsconfig-AggregationAuthorization
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteConfigRule.html
#awsconfig-ConfigRule
#awsconfig-ConfigRule
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteConfigurationAggregator.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteConfigurationAggregator.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteConfigurationAggregator.html
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteConfigurationRecorder.html
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteConformancePack.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteConformancePack.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteConformancePack.html
#awsconfig-ConformancePack
#awsconfig-ConformancePack
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDel 
iveryChannel

授予删除配送通道的权限 Write      

 DeleteEva 
luationRe 
sults

授予删除指定 Config 规则的评
估结果的权限

Write ConfigRul 
e*

   

 DeleteOrg 
anization 
ConfigRule

授予从该组织的所有成员账户
中删除指定的组织 Config 规则
及其所有评估结果的权限

Write Organizat 
ionConfig 
Rule*

   

 DeleteOrg 
anization 
Conforman 
cePack

授予从该组织的所有成员账户
中删除指定的组织一致性包及
其所有评估结果的权限

Write Organizat 
ionConfor 
mancePack 
*

   

 DeletePen 
dingAggre 
gationReq 
uest

授予在指定区域中删除指定聚
合器账户的待处理授权请求的
权限

Write      

 DeleteRem 
ediationC 
onfiguration

授予删除修复配置的权限 写入 Remediati 
onConfigu 
ration*

   

 DeleteRem 
ediationE 
xceptions

授予删除特定 C AWS onfig 规
则中特定资源密钥的一个或多
个修正例外情况的权限

写入      

 DeleteRes 
ourceConfig

授予为已删除的自定义资源记
录配置状态的权限

Write      

 DeleteRet 
entionCon 
figuration

授予删除保留配置的权限 写入      
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https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteDeliveryChannel.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteDeliveryChannel.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteEvaluationResults.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteEvaluationResults.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteEvaluationResults.html
#awsconfig-ConfigRule
#awsconfig-ConfigRule
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteOrganizationConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteOrganizationConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteOrganizationConfigRule.html
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteOrganizationConformancePack.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteOrganizationConformancePack.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteOrganizationConformancePack.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteOrganizationConformancePack.html
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
https://docs.aws.amazon.com/config/latest/APIReference/API_DeletePendingAggregationRequest.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeletePendingAggregationRequest.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeletePendingAggregationRequest.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeletePendingAggregationRequest.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteRemediationConfiguration.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteRemediationConfiguration.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteRemediationConfiguration.html
#awsconfig-RemediationConfiguration
#awsconfig-RemediationConfiguration
#awsconfig-RemediationConfiguration
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteRemediationExceptions.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteRemediationExceptions.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteRemediationExceptions.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteRetentionConfiguration.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteRetentionConfiguration.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteRetentionConfiguration.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Configura 
tionRecor 
der*

    DeleteSer 
viceLinke 
dConfigur 
ationReco 
rder

授予删除与服务相关的配置记
录器的权限

写入

  config:Co 
nfigurati 
onRecorde 
rServiceP 
rincipal

 

 DeleteSto 
redQuery

授予删除中存储的查询 AWS 
账户 的权限 AWS 区域

写入 StoredQue 
ry*

   

 DeliverCo 
nfigSnapshot

授予在指定的传输通道中计划
将配置快照传输至 Amazon S3 
存储桶的权限

Read      

 DescribeA 
ggregateC 
ompliance 
ByConfigR 
ules

授予返回合规和不合规规则列
表，以及合规和不合规规则的
资源数的权限

Read Configura 
tionAggre 
gator*

   

 DescribeA 
ggregateC 
ompliance 
ByConform 
ancePacks

授予返回合规和不合规一致性
包列表以及每个一致性包中合
规、不合规和总规则计数的权
限

Read Configura 
tionAggre 
gator*

   

 DescribeA 
ggregatio 
nAuthoriz 
ations

授予返回授予各种聚合器账户
和区域的授权列表的权限

列表      
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#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteServiceLinkedConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteServiceLinkedConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteServiceLinkedConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteServiceLinkedConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteServiceLinkedConfigurationRecorder.html
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteStoredQuery.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeleteStoredQuery.html
#awsconfig-StoredQuery
#awsconfig-StoredQuery
https://docs.aws.amazon.com/config/latest/APIReference/API_DeliverConfigSnapshot.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DeliverConfigSnapshot.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregateComplianceByConfigRules.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregateComplianceByConfigRules.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregateComplianceByConfigRules.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregateComplianceByConfigRules.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregateComplianceByConfigRules.html
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregateComplianceByConformancePacks.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregateComplianceByConformancePacks.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregateComplianceByConformancePacks.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregateComplianceByConformancePacks.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregateComplianceByConformancePacks.html
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregationAuthorizations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregationAuthorizations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregationAuthorizations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeAggregationAuthorizations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeC 
ompliance 
ByConfigRule

授予权限以指示指定的 AWS 
Config 规则是否合规

读取      

 DescribeC 
ompliance 
ByResource

授予指明指定 AWS 资源是否
合规的权限

读取      

 DescribeC 
onfigRule 
Evaluatio 
nStatus

授予返回每条 AWS 托管 
Config 规则状态信息的权限

读取      

 DescribeC 
onfigRules

授予返回有关您的 AWS 
Config 规则详细信息的权限

列表      

 DescribeC 
onfigurat 
ionAggreg 
atorSourc 
esStatus

授予返回聚合器中源状态信息
的权限

Read Configura 
tionAggre 
gator*

   

 DescribeC 
onfigurat 
ionAggreg 
ators

授予返回一个或多个配置聚合
器详细信息的权限

List      

 DescribeC 
onfigurat 
ionRecord 
erStatus

授予返回指定配置记录器的当
前状态的权限

Read Configura 
tionRecor 
der*
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https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeComplianceByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeComplianceByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeComplianceByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeComplianceByResource.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeComplianceByResource.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeComplianceByResource.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigRuleEvaluationStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigRuleEvaluationStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigRuleEvaluationStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigRuleEvaluationStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigRules.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigRules.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationAggregatorSourcesStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationAggregatorSourcesStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationAggregatorSourcesStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationAggregatorSourcesStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationAggregatorSourcesStatus.html
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationAggregators.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationAggregators.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationAggregators.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationAggregators.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationRecorderStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationRecorderStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationRecorderStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationRecorderStatus.html
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  config:Co 
nfigurati 
onRecorde 
rServiceP 
rincipal

 

Configura 
tionRecor 
der*

    DescribeC 
onfigurat 
ionRecorders

授予返回一个或多个指定配置
记录器名称的权限

读取

  config:Co 
nfigurati 
onRecorde 
rServiceP 
rincipal

 

 DescribeC 
onformanc 
ePackComp 
liance

授予返回该一致性包中每个规
则的合规性信息的权限

Read Conforman 
cePack*

   

 DescribeC 
onformanc 
ePackStatus

授予提供一个或多个一致性包
部署状态的权限

Read      

 DescribeC 
onformanc 
ePacks

授予返回一个或多个一致性包
的列表的权限

List      

 DescribeD 
eliveryCh 
annelStatus

授予返回指定传输通道的当前
状态的权限

Read      
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#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationRecorders.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationRecorders.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationRecorders.html
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConformancePackCompliance.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConformancePackCompliance.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConformancePackCompliance.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConformancePackCompliance.html
#awsconfig-ConformancePack
#awsconfig-ConformancePack
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConformancePackStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConformancePackStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConformancePackStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConformancePacks.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConformancePacks.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConformancePacks.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeDeliveryChannelStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeDeliveryChannelStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeDeliveryChannelStatus.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeD 
eliveryCh 
annels

授予返回有关指定传输通道的
详细信息的权限

List      

 DescribeO 
rganizati 
onConfigR 
uleStatuses

授予为组织提供组织 Config 规
则部署状态的权限

Read      

 DescribeO 
rganizati 
onConfigR 
ules

授予返回组织 Config 规则列表
的权限

List      

 DescribeO 
rganizati 
onConform 
ancePackS 
tatuses

授予为组织提供组织一致性包
部署状态的权限

Read      

 DescribeO 
rganizati 
onConform 
ancePacks

授予返回组织一致性包列表的
权限

List      

 DescribeP 
endingAgg 
regationR 
equests

授予返回所有待处理聚合请求
列表的权限

List      

 DescribeR 
emediatio 
nConfigur 
ations

授予返回一个或多个修复配置
详细信息的权限

List Remediati 
onConfigu 
ration*
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https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeDeliveryChannels.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeDeliveryChannels.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeDeliveryChannels.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConfigRuleStatuses.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConfigRuleStatuses.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConfigRuleStatuses.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConfigRuleStatuses.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConfigRules.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConfigRules.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConfigRules.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConfigRules.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConformancePackStatuses.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConformancePackStatuses.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConformancePackStatuses.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConformancePackStatuses.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConformancePackStatuses.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConformancePacks.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConformancePacks.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConformancePacks.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeOrganizationConformancePacks.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribePendingAggregationRequests.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribePendingAggregationRequests.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribePendingAggregationRequests.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribePendingAggregationRequests.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRemediationConfigurations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRemediationConfigurations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRemediationConfigurations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRemediationConfigurations.html
#awsconfig-RemediationConfiguration
#awsconfig-RemediationConfiguration
#awsconfig-RemediationConfiguration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
emediatio 
nExceptions

授予返回一个或多个修复异常
详细信息的权限

List      

 DescribeR 
emediatio 
nExecutio 
nStatus

授予提供一组资源的修复执行
的详细视图（包括状态、时间
戳以及失败步骤的任何错误消
息）的权限

Read Remediati 
onConfigu 
ration*

   

 DescribeR 
etentionC 
onfigurations

授予返回一个或多个保留配置
详细信息的权限

列表      

 Disassoci 
ateResour 
ceTypes

授予从配置记录器中删除所
有指定资源类型的权限，并
在录制时排除这些资源类型 
RecordingGroup

写入 Configura 
tionRecor 
der*

   

 GetAggreg 
ateCompli 
anceDetai 
lsByConfi 
gRule

授予权限以返回规则中特定资
源的指定 AWS Config 规则的
评估结果

读取 Configura 
tionAggre 
gator*

   

 GetAggreg 
ateConfig 
RuleCompl 
ianceSumm 
ary

授予返回聚合器中一个或多个
账户和区域的合规和不合规规
则数的权限

Read Configura 
tionAggre 
gator*
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https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRemediationExceptions.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRemediationExceptions.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRemediationExceptions.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRemediationExecutionStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRemediationExecutionStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRemediationExecutionStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRemediationExecutionStatus.html
#awsconfig-RemediationConfiguration
#awsconfig-RemediationConfiguration
#awsconfig-RemediationConfiguration
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRetentionConfigurations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRetentionConfigurations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeRetentionConfigurations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DisassociateResourceTypes.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DisassociateResourceTypes.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DisassociateResourceTypes.html
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateComplianceDetailsByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateComplianceDetailsByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateComplianceDetailsByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateComplianceDetailsByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateComplianceDetailsByConfigRule.html
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateConfigRuleComplianceSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateConfigRuleComplianceSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateConfigRuleComplianceSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateConfigRuleComplianceSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateConfigRuleComplianceSummary.html
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAggreg 
ateConfor 
mancePack 
Complianc 
eSummary

授予返回聚合器中一个或多个
账户和区域的合规和不合规一
致性包数量的权限

读取 Configura 
tionAggre 
gator*

   

 GetAggreg 
ateDiscov 
eredResou 
rceCounts

授予返回 C AWS onfig 聚合器
中存在的跨账户和区域的资源
计数的权限

读取 Configura 
tionAggre 
gator*

   

 GetAggreg 
ateResour 
ceConfig

授予返回在特定源账户和区域
中为特定资源聚合的配置项的
权限

读取 Configura 
tionAggre 
gator*

   

 GetCompli 
anceDetai 
lsByConfi 
gRule

授予返回指定 AWS Config 规
则的评估结果的权限

读取 ConfigRul 
e*

   

 GetCompli 
anceDetai 
lsByResource

授予返回指定 AWS 资源的评
估结果的权限

读取      

 GetCompli 
anceSumma 
ryByConfi 
gRule

授予返回合规和不合规的 AWS 
Config 规则数量的权限，每条
规则最多 25 个

读取      

 GetCompli 
anceSumma 
ryByResou 
rceType

授予返回合规和不合规的资源
数量的权限

读取      
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https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateConformancePackComplianceSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateConformancePackComplianceSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateConformancePackComplianceSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateConformancePackComplianceSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateConformancePackComplianceSummary.html
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateDiscoveredResourceCounts.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateDiscoveredResourceCounts.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateDiscoveredResourceCounts.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateDiscoveredResourceCounts.html
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetAggregateResourceConfig.html
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceDetailsByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceDetailsByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceDetailsByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceDetailsByConfigRule.html
#awsconfig-ConfigRule
#awsconfig-ConfigRule
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceDetailsByResource.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceDetailsByResource.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceDetailsByResource.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceSummaryByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceSummaryByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceSummaryByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceSummaryByConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceSummaryByResourceType.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceSummaryByResourceType.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceSummaryByResourceType.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetComplianceSummaryByResourceType.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetConfor 
mancePack 
Complianc 
eDetails

授予返回一致性包监控的所有 
AWS 资源的合规包合规性详细
信息的权限

读取 Conforman 
cePack*

   

 GetConfor 
mancePack 
Complianc 
eSummary

授予为一个或多个一致性包提
供合规性摘要的权限

读取 Conforman 
cePack*

   

 GetCustom 
RulePolicy

授予返回包含 C AWS onfig 自
定义策略规则逻辑的策略定义
的权限

读取 ConfigRul 
e*

   

 GetDiscov 
eredResou 
rceCounts

授予权限以返回 Config 在此区
域中为您记录的资源类型、每
种资源类型的数量以及 AWS 
Config 记录的资源总数 AWS 
账户

读取      

 GetOrgani 
zationCon 
figRuleDe 
tailedStatus

授予返回给定组织 Config 规则
的组织内每个成员账户的详细
状态的权限

Read Organizat 
ionConfig 
Rule*

   

 GetOrgani 
zationCon 
formanceP 
ackDetail 
edStatus

授予返回给定组织一致性包的
组织内每个成员账户的详细状
态的权限

读取 Organizat 
ionConfor 
mancePack 
*
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https://docs.aws.amazon.com/config/latest/APIReference/API_GetConformancePackComplianceDetails.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetConformancePackComplianceDetails.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetConformancePackComplianceDetails.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetConformancePackComplianceDetails.html
#awsconfig-ConformancePack
#awsconfig-ConformancePack
https://docs.aws.amazon.com/config/latest/APIReference/API_GetConformancePackComplianceSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetConformancePackComplianceSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetConformancePackComplianceSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetConformancePackComplianceSummary.html
#awsconfig-ConformancePack
#awsconfig-ConformancePack
https://docs.aws.amazon.com/config/latest/APIReference/API_GetCustomRulePolicy.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetCustomRulePolicy.html
#awsconfig-ConfigRule
#awsconfig-ConfigRule
https://docs.aws.amazon.com/config/latest/APIReference/API_GetDiscoveredResourceCounts.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetDiscoveredResourceCounts.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetDiscoveredResourceCounts.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetOrganizationConfigRuleDetailedStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetOrganizationConfigRuleDetailedStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetOrganizationConfigRuleDetailedStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetOrganizationConfigRuleDetailedStatus.html
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule
https://docs.aws.amazon.com/config/latest/APIReference/API_GetOrganizationConformancePackDetailedStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetOrganizationConformancePackDetailedStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetOrganizationConformancePackDetailedStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetOrganizationConformancePackDetailedStatus.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetOrganizationConformancePackDetailedStatus.html
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetOrgani 
zationCus 
tomRulePo 
licy

授予返回包含组织逻辑的策
略定义的权限 AWS Config 
Custom Policy 规则规则

读取 Organizat 
ionConfig 
Rule*

   

 GetResour 
ceConfigH 
istory

授予返回指定资源的配置项目
列表的权限

读取      

 GetResour 
ceEvaluat 
ionSummary

授予返回特定资源评估 ID 的资
源评估摘要的权限

读取      

 GetStored 
Query

授予返回特定存储查询详细信
息的权限

Read StoredQue 
ry*

   

 ListAggre 
gateDisco 
veredReso 
urces

授予接受资源类型，并返回在
不同账户和区域中为特定资源
类型聚合的资源标识符列表的
权限

列表 Configura 
tionAggre 
gator*

   

 ListConfi 
gurationR 
ecorders

授予列出配置记录器摘要 AWS 
账户 的权限 AWS 区域

列表      

 ListConfo 
rmancePac 
kComplian 
ceScores

授予权限以返回一致性包中合
规规则-资源组合的百分比，该 
百分比与可能的规则-资源组合
总数之比

列表      

 ListDisco 
veredReso 
urces

授予接受资源类型，并返回该
类型资源的资源标识符列表的
权限

列表      
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https://docs.aws.amazon.com/config/latest/APIReference/API_GetOrganizationCustomRulePolicy.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetOrganizationCustomRulePolicy.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetOrganizationCustomRulePolicy.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetOrganizationCustomRulePolicy.html
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule
https://docs.aws.amazon.com/config/latest/APIReference/API_GetResourceConfigHistory.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetResourceConfigHistory.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetResourceConfigHistory.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetResourceEvaluationSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetResourceEvaluationSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetResourceEvaluationSummary.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetStoredQuery.html
https://docs.aws.amazon.com/config/latest/APIReference/API_GetStoredQuery.html
#awsconfig-StoredQuery
#awsconfig-StoredQuery
https://docs.aws.amazon.com/config/latest/APIReference/API_ListAggregateDiscoveredResources.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListAggregateDiscoveredResources.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListAggregateDiscoveredResources.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListAggregateDiscoveredResources.html
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
https://docs.aws.amazon.com/config/latest/APIReference/API_ListConfigurationRecorders.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListConfigurationRecorders.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListConfigurationRecorders.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListConformancePackComplianceScores.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListConformancePackComplianceScores.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListConformancePackComplianceScores.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListConformancePackComplianceScores.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListDiscoveredResources.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListDiscoveredResources.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListDiscoveredResources.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListResou 
rceEvalua 
tions

授予列出资源评估摘要 AWS 
账户 的权限 AWS 区域

列表      

 ListStore 
dQueries

授予在中列出存储的查询 AWS 
账户 的权限 AWS 区域

列表      

Aggregati 
onAuthori 
zation

   

ConfigRul 
e

   

Configura 
tionAggre 
gator

   

Configura 
tionRecor 
der

   

Conforman 
cePack

   

Organizat 
ionConfig 
Rule

   

Organizat 
ionConfor 
mancePack

   

 ListTagsF 
orResource

授予列出 AWS Config 资源标
签的权限

读取

StoredQue 
ry
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https://docs.aws.amazon.com/config/latest/APIReference/API_ListResourceEvaluations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListResourceEvaluations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListResourceEvaluations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListStoredQueries.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListStoredQueries.html
#awsconfig-AggregationAuthorization
#awsconfig-AggregationAuthorization
#awsconfig-AggregationAuthorization
#awsconfig-ConfigRule
#awsconfig-ConfigRule
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConformancePack
#awsconfig-ConformancePack
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
https://docs.aws.amazon.com/config/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListTagsForResource.html
#awsconfig-StoredQuery
#awsconfig-StoredQuery


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Aggregati 
onAuthori 
zation*

    PutAggreg 
ationAuth 
orization

授予授权聚合器账户和区域从
源账户和区域中收集数据的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

ConfigRul 
e*

    PutConfig 
Rule

授予添加或更新用于评估您的 
AWS 资源是否符合所需 AWS 
配置的 Config 规则的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 PutConfig 
urationAg 
gregator

授予使用所选源账户和区域创
建和更新配置聚合器的权限

写入 Configura 
tionAggre 
gator*

  iam:PassR 
ole

organizat 
ions:Enab 
leAWSServ 
iceAccess

organizat 
ions:List 
Delegated 
Administr 
ators
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#awsconfig-AggregationAuthorization
#awsconfig-AggregationAuthorization
#awsconfig-AggregationAuthorization
https://docs.aws.amazon.com/config/latest/APIReference/API_PutAggregationAuthorization.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutAggregationAuthorization.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutAggregationAuthorization.html
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_TagKeys
#awsconfig-aws_TagKeys
#awsconfig-ConfigRule
#awsconfig-ConfigRule
https://docs.aws.amazon.com/config/latest/APIReference/API_PutConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutConfigRule.html
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_TagKeys
#awsconfig-aws_TagKeys
https://docs.aws.amazon.com/config/latest/APIReference/API_PutConfigurationAggregator.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutConfigurationAggregator.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutConfigurationAggregator.html
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Configura 
tionRecor 
der*

  iam:PassR 
ole

 PutConfig 
urationRe 
corder

授予创建或更新客户管理的配
置记录器以记录所选资源配置
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 PutConfor 
mancePack

授予创建或更新一致性包的权
限

Write Conforman 
cePack*

  iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole

s3:GetObj 
ect

s3:ListBu 
cket

ssm:GetDo 
cument
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#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_TagKeys
#awsconfig-aws_TagKeys
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
https://docs.aws.amazon.com/config/latest/APIReference/API_PutConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutConfigurationRecorder.html
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_TagKeys
#awsconfig-aws_TagKeys
https://docs.aws.amazon.com/config/latest/APIReference/API_PutConformancePack.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutConformancePack.html
#awsconfig-ConformancePack
#awsconfig-ConformancePack


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutDelive 
ryChannel

授予创建传输通道对象，以将
配置信息传输到 Amazon S3 
存储桶和 Amazon SNS 主题的
权限

写入      

 PutEvalua 
tions

授予 AWS Lambda 函数用于
向 Config 提供评估结果的权限 
AWS

写入      

 PutExtern 
alEvaluation

授予向 AWS Config 传送评估
结果的权限

写入 ConfigRul 
e*

   

 PutOrgani 
zationCon 
figRule

授予为整个组织添加或更新组
织配置规则的权限，以评估您
的 AWS 资源是否符合所需的 
配置

写入 Organizat 
ionConfig 
Rule*

  iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole

organizat 
ions:Enab 
leAWSServ 
iceAccess

organizat 
ions:List 
Delegated 
Administr 
ators
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https://docs.aws.amazon.com/config/latest/APIReference/API_PutDeliveryChannel.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutDeliveryChannel.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutEvaluations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutEvaluations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutExternalEvaluation.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutExternalEvaluation.html
#awsconfig-ConfigRule
#awsconfig-ConfigRule
https://docs.aws.amazon.com/config/latest/APIReference/API_PutOrganizationConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutOrganizationConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutOrganizationConfigRule.html
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutOrgani 
zationCon 
formanceP 
ack

向整个组织授予添加或更新组
织合规包的权限，以评估您的 
AWS 资源是否符合所需的配置

写入 Organizat 
ionConfor 
mancePack 
*

  iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole

organizat 
ions:Enab 
leAWSServ 
iceAccess

organizat 
ions:List 
Delegated 
Administr 
ators

s3:GetObj 
ect

 PutRemedi 
ationConf 
igurations

授予使用具有所选目标或操作
的特定 AWS Config 规则添加
或更新修正配置的权限

写入 Remediati 
onConfigu 
ration*

  iam:PassR 
ole

 PutRemedi 
ationExce 
ptions

授予为特定 AWS Config 规则
添加或更新特定资源的修正例
外情况的权限

写入      

 PutResour 
ceConfig

授予为请求中提供的资源记录
配置状态的权限

写入      
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https://docs.aws.amazon.com/config/latest/APIReference/API_PutOrganizationConformancePack.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutOrganizationConformancePack.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutOrganizationConformancePack.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutOrganizationConformancePack.html
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
https://docs.aws.amazon.com/config/latest/APIReference/API_PutRemediationConfigurations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutRemediationConfigurations.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutRemediationConfigurations.html
#awsconfig-RemediationConfiguration
#awsconfig-RemediationConfiguration
#awsconfig-RemediationConfiguration
https://docs.aws.amazon.com/config/latest/APIReference/API_PutRemediationExceptions.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutRemediationExceptions.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutRemediationExceptions.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutResourceConfig.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutRetent 
ionConfig 
uration

授予创建和更新保留配置的
权限，其中包含有关 AWS 
Config 存储您的历史信息的保
留期（天数）的详细信息

写入      

 PutServic 
eLinkedCo 
nfigurati 
onRecorder

授予创建新的服务相关配置记
录器的权限，以记录关联服务
范围内的资源配置

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

config:Co 
nfigurati 
onRecorde 
rServiceP 
rincipal

iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole

StoredQue 
ry*

    PutStored 
Query

授予保存新查询或更新现有已
保存查询的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 SelectAgg 
regateRes 
ourceConfig

授予接受结构化查询语言 
(SQL) SELECT 命令和聚合器
的权限，以查询多个账户和地
区的 AWS 资源配置状态、执
行相应的搜索并返回与属性匹
配的资源配置

读取 Configura 
tionAggre 
gator*
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https://docs.aws.amazon.com/config/latest/APIReference/API_PutRetentionConfiguration.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutRetentionConfiguration.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutRetentionConfiguration.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutServiceLinkedConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutServiceLinkedConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutServiceLinkedConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutServiceLinkedConfigurationRecorder.html
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_TagKeys
#awsconfig-aws_TagKeys
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-config_ConfigurationRecorderServicePrincipal
#awsconfig-StoredQuery
#awsconfig-StoredQuery
https://docs.aws.amazon.com/config/latest/APIReference/API_PutStoredQuery.html
https://docs.aws.amazon.com/config/latest/APIReference/API_PutStoredQuery.html
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_TagKeys
#awsconfig-aws_TagKeys
https://docs.aws.amazon.com/config/latest/APIReference/API_SelectAggregateResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_SelectAggregateResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_SelectAggregateResourceConfig.html
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SelectRes 
ourceConfig

授予权限，以接受结构化查询
语言 (SQL) SELECT 命令，执
行相应的搜索，然后返回与属
性匹配的资源配置

Read      

 StartConf 
igRulesEv 
aluation

授予根据指定的 Config 规则评
估资源的权限

写入 ConfigRul 
e*

   

 StartConf 
iguration 
Recorder

向客户托管的配置记录器授予
权限，允许其开始记录您选择
记录在您的 AWS 资源中的配
置 AWS 账户

写入 Configura 
tionRecor 
der*

   

 StartReme 
diationEx 
ecution

授予针对上次已知的修复 AWS 
配置对指定的 Config 规则运行
按需修复的权限

写入     iam:PassR 
ole

 StartReso 
urceEvalu 
ation

授予根据您账户中的 AWS 
Config 规则评估您的资源详细
信息的权限

写入     cloudform 
ation:Des 
cribeType

 StopConfi 
gurationR 
ecorder

向客户托管的配置记录器授予
权限，允许其停止记录您选择
记录在您的 AWS 资源中的配
置 AWS 账户

写入 Configura 
tionRecor 
der*

   

Aggregati 
onAuthori 
zation

    TagResour 
ce

授予使用指定 resourceArn 将
指定标签关联到资源的权限

Tagging

ConfigRul 
e

   

AWS Config 1048

https://docs.aws.amazon.com/config/latest/APIReference/API_SelectResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_SelectResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StartConfigRulesEvaluation.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StartConfigRulesEvaluation.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StartConfigRulesEvaluation.html
#awsconfig-ConfigRule
#awsconfig-ConfigRule
https://docs.aws.amazon.com/config/latest/APIReference/API_StartConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StartConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StartConfigurationRecorder.html
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
https://docs.aws.amazon.com/config/latest/APIReference/API_StartRemediationExecution.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StartRemediationExecution.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StartRemediationExecution.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StartResourceEvaluation.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StartResourceEvaluation.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StartResourceEvaluation.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StopConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StopConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StopConfigurationRecorder.html
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-AggregationAuthorization
#awsconfig-AggregationAuthorization
#awsconfig-AggregationAuthorization
https://docs.aws.amazon.com/config/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/config/latest/APIReference/API_TagResource.html
#awsconfig-ConfigRule
#awsconfig-ConfigRule


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Configura 
tionAggre 
gator

   

Configura 
tionRecor 
der

   

Conforman 
cePack

   

Organizat 
ionConfig 
Rule

   

Organizat 
ionConfor 
mancePack

   

StoredQue 
ry

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Aggregati 
onAuthori 
zation

    UntagReso 
urce

授予从资源中删除一个或多个
标签的权限

Tagging

ConfigRul 
e
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#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConformancePack
#awsconfig-ConformancePack
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-StoredQuery
#awsconfig-StoredQuery
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_RequestTag___TagKey_
#awsconfig-aws_TagKeys
#awsconfig-aws_TagKeys
#awsconfig-AggregationAuthorization
#awsconfig-AggregationAuthorization
#awsconfig-AggregationAuthorization
https://docs.aws.amazon.com/config/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/config/latest/APIReference/API_UntagResource.html
#awsconfig-ConfigRule
#awsconfig-ConfigRule


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Configura 
tionAggre 
gator

   

Configura 
tionRecor 
der

   

Conforman 
cePack

   

Organizat 
ionConfig 
Rule

   

Organizat 
ionConfor 
mancePack

   

StoredQue 
ry

   

  aws:TagKe 
ys

 

AWS Config 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationAggregator
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConfigurationRecorder
#awsconfig-ConformancePack
#awsconfig-ConformancePack
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConfigRule
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-OrganizationConformancePack
#awsconfig-StoredQuery
#awsconfig-StoredQuery
#awsconfig-aws_TagKeys
#awsconfig-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table


服务授权参考 服务授权参考

资源类型 ARN 条件键

 Aggregati 
onAuthori 
zation

arn:${Partition}:config:${Region}:${ 
Account}:aggregation-authorization/$ 
{AggregatorAccount}/${AggregatorRegi 
on}

aws:ResourceTag/${ 
TagKey}

 Configura 
tionAggre 
gator

arn:${Partition}:config:${Region}:${ 
Account}:config-aggregator/${Aggrega 
torId}

aws:ResourceTag/${ 
TagKey}

 ConfigRule arn:${Partition}:config:${Region}:${ 
Account}:config-rule/${ConfigRuleId}

aws:ResourceTag/${ 
TagKey}

 Conforman 
cePack

arn:${Partition}:config:${Region}:${ 
Account}:conformance-pack/${Conforma 
ncePackName}/${ConformancePackId}

aws:ResourceTag/${ 
TagKey}

 Organizat 
ionConfig 
Rule

arn:${Partition}:config:${Region}:${ 
Account}:organization-config-rule/${ 
OrganizationConfigRuleId}

aws:ResourceTag/${ 
TagKey}

 Organizat 
ionConfor 
mancePack

arn:${Partition}:config:${Region}:${ 
Account}:organization-conformance-pa 
ck/${OrganizationConformancePackId}

aws:ResourceTag/${ 
TagKey}

 Remediati 
onConfigu 
ration

arn:${Partition}:config:${Region}:${ 
Account}:remediation-configuration/$ 
{RemediationConfigurationId}

 

 StoredQuery arn:${Partition}:config:${Region}:${ 
Account}:stored-query/${StoredQueryN 
ame}/${StoredQueryId}

aws:ResourceTag/${ 
TagKey}

 Configura 
tionRecorder

arn:${Partition}:config:${Region}:${ 
Account}:configuration-recorder/${Re 
corderName}/${RecorderId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/config/latest/APIReference/API_AggregationAuthorization.html
https://docs.aws.amazon.com/config/latest/APIReference/API_AggregationAuthorization.html
https://docs.aws.amazon.com/config/latest/APIReference/API_AggregationAuthorization.html
#awsconfig-aws_ResourceTag___TagKey_
#awsconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/config/latest/APIReference/API_ConfigurationAggregator.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ConfigurationAggregator.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ConfigurationAggregator.html
#awsconfig-aws_ResourceTag___TagKey_
#awsconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/config/latest/APIReference/API_ConfigRule.html
#awsconfig-aws_ResourceTag___TagKey_
#awsconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/config/latest/APIReference/API_ConformancePackDetail.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ConformancePackDetail.html
#awsconfig-aws_ResourceTag___TagKey_
#awsconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/config/latest/APIReference/API_OrganizationConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_OrganizationConfigRule.html
https://docs.aws.amazon.com/config/latest/APIReference/API_OrganizationConfigRule.html
#awsconfig-aws_ResourceTag___TagKey_
#awsconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/config/latest/APIReference/API_OrganizationConformancePack.html
https://docs.aws.amazon.com/config/latest/APIReference/API_OrganizationConformancePack.html
https://docs.aws.amazon.com/config/latest/APIReference/API_OrganizationConformancePack.html
#awsconfig-aws_ResourceTag___TagKey_
#awsconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/config/latest/APIReference/API_RemediationConfiguration.html
https://docs.aws.amazon.com/config/latest/APIReference/API_RemediationConfiguration.html
https://docs.aws.amazon.com/config/latest/APIReference/API_RemediationConfiguration.html
https://docs.aws.amazon.com/config/latest/APIReference/API_StoredQuery.html
#awsconfig-aws_ResourceTag___TagKey_
#awsconfig-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/config/latest/APIReference/API_ConfigurationRecorder.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ConfigurationRecorder.html
#awsconfig-aws_ResourceTag___TagKey_
#awsconfig-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

AWS Config 的条件键

AWS Config 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

 config:Co 
nfigurati 
onRecorde 
rServicePrincipal

按配置记录器的服务主体筛选访问权限 字符串

Amazon Connect Cases 的操作、资源和条件键

Amazon Connect Cases（服务前缀：cases）提供了以下特定于服务的资源、操作和条件上下文键，
以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Connect Cases 定义的操作

• Amazon Connect Cases 定义的资源类型
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/config/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/config/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/config/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/config/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/connect/latest/adminguide/cases.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/connect/latest/adminguide/assign-security-profile-cases.html
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• Amazon Connect Cases 的条件键

Amazon Connect Cases 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

CaseRule*     BatchGetC 
aseRule

授予在案例域中检索案例规则
相关信息的权限

读取

Domain*    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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#amazonconnectcases-CaseRule
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https://docs.aws.amazon.com/cases/latest/APIReference/API_BatchGetCaseRule.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_BatchGetCaseRule.html
#amazonconnectcases-Domain
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Domain*     BatchGetF 
ield

授予权限以检索有关案例域中
的字段的信息

读取

Field*    

Domain*     BatchPutF 
ieldOptions

授予权限以更新案例域中的字
段选项

写入

Field*    

Case*    

Domain*    

Field*    

Template*    

 CreateCase 授予权限以在案例域中创建案
例

写入

  connect:U 
serArn

 

CaseRule*     CreateCas 
eRule

授予在案例域中创建案例规则
的权限

写入

Domain*    

 CreateDom 
ain

授予权限以创建新案例域 写入      

Domain*     CreateField 授予权限以在案例域中创建字
段

写入

Field*    

Domain*     CreateLay 
out

授予权限以在案例域中创建布
局

写入

Layout*    

Case*     CreateRel 
atedItem

授予权限以在案例域中创建与
案例关联的相关项

写入

Domain*    
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#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_BatchGetField.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_BatchGetField.html
#amazonconnectcases-Field
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_BatchPutFieldOptions.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_BatchPutFieldOptions.html
#amazonconnectcases-Field
#amazonconnectcases-Case
#amazonconnectcases-Domain
#amazonconnectcases-Field
#amazonconnectcases-Template
#amazonconnectcases-Template
https://docs.aws.amazon.com/cases/latest/APIReference/API_CreateCase.html
#amazonconnectcases-connect_UserArn
#amazonconnectcases-connect_UserArn
#amazonconnectcases-CaseRule
#amazonconnectcases-CaseRule
https://docs.aws.amazon.com/cases/latest/APIReference/API_CreateCaseRule.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_CreateCaseRule.html
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_CreateDomain.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_CreateDomain.html
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_CreateField.html
#amazonconnectcases-Field
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_CreateLayout.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_CreateLayout.html
#amazonconnectcases-Layout
#amazonconnectcases-Case
https://docs.aws.amazon.com/cases/latest/APIReference/API_CreateRelatedItem.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_CreateRelatedItem.html
#amazonconnectcases-Domain
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

RelatedIt 
em*

   

  connect:U 
serArn

 

Domain*    

Layout*    

 CreateTem 
plate

授予权限以在案例域中创建模
板

写入

Template*    

Case*     DeleteCase 授予删除案例域中案例的权限 写入

Domain*    

CaseRule*     DeleteCas 
eRule

授予删除案例域中案例规则的
权限

写入

Domain*    

 DeleteDom 
ain

授予权限以删除域 写入 Domain*    

Domain*     DeleteField 授予权限以删除案例域中的字
段

写入

Field*    

Domain*     DeleteLayout 授予权限以删除案例域中的布
局

写入

Layout*    

Case*    

Domain*    

 DeleteRel 
atedItem

授予在案例域中删除与案例关
联的相关项目的权限

写入

RelatedIt 
em*
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#amazonconnectcases-RelatedItem
#amazonconnectcases-RelatedItem
#amazonconnectcases-connect_UserArn
#amazonconnectcases-connect_UserArn
#amazonconnectcases-Domain
#amazonconnectcases-Layout
https://docs.aws.amazon.com/cases/latest/APIReference/API_CreateTemplate.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_CreateTemplate.html
#amazonconnectcases-Template
#amazonconnectcases-Template
#amazonconnectcases-Case
https://docs.aws.amazon.com/cases/latest/APIReference/API_DeleteCase.html
#amazonconnectcases-Domain
#amazonconnectcases-CaseRule
#amazonconnectcases-CaseRule
https://docs.aws.amazon.com/cases/latest/APIReference/API_DeleteCaseRule.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_DeleteCaseRule.html
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_DeleteDomain.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_DeleteDomain.html
#amazonconnectcases-Domain
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_DeleteField.html
#amazonconnectcases-Field
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_DeleteLayout.html
#amazonconnectcases-Layout
#amazonconnectcases-Case
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_DeleteRelatedItem.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_DeleteRelatedItem.html
#amazonconnectcases-RelatedItem
#amazonconnectcases-RelatedItem
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Domain*     DeleteTem 
plate

授予权限以删除案例域中的模
板

写入

Template*    

Case*    

Domain*    

 GetCase 授予权限以检索有关案例域中
的案例的信息

读取

Field*    

Case*     GetCaseAu 
ditEvents

授予权限以查看案例审计历史
记录

读取

Domain*    

 GetCaseEv 
entConfig 
uration

授予权限以检索有关案例域中
的案例事件配置的信息

读取 Domain*    

 GetDomain 授予权限以检索有关案例域的
信息

读取 Domain*    

Domain*     GetLayout 授予权限以检索有关案例域中
的布局的信息

读取

Layout*    

Domain*     GetTemplate 授予权限以检索有关案例域中
的模板的信息

读取

Template*    

 ListCaseR 
ules

授予在案例域中列出案例规则
的权限

列表 Domain*    

 ListCases 
ForContact

授予权限以列出案例域中特定
联系人的案例

列表 Domain*    

 ListDomains 授予列出 aws 账户中所有域的
权限

列表      
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#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_DeleteTemplate.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_DeleteTemplate.html
#amazonconnectcases-Template
#amazonconnectcases-Template
#amazonconnectcases-Case
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_GetCase.html
#amazonconnectcases-Field
#amazonconnectcases-Case
https://docs.aws.amazon.com/cases/latest/APIReference/API_GetCaseAuditEvents.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_GetCaseAuditEvents.html
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_GetCaseEventConfiguration.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_GetCaseEventConfiguration.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_GetCaseEventConfiguration.html
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_GetDomain.html
#amazonconnectcases-Domain
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_GetLayout.html
#amazonconnectcases-Layout
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_GetTemplate.html
#amazonconnectcases-Template
#amazonconnectcases-Template
https://docs.aws.amazon.com/cases/latest/APIReference/API_ListCaseRules.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_ListCaseRules.html
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_ListCasesForContact.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_ListCasesForContact.html
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_ListDomains.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Domain*     ListField 
Options

授予权限以列出案例域中单选
字段的字段选项

列表

Field*    

 ListFields 授予权限以列出案例域中的字
段

列表 Domain*    

 ListLayouts 授予列出案例域中的布局的权
限

列表 Domain*    

 ListTagsF 
orResource

授予权限以列出指定资源的标
签

读取      

 ListTempl 
ates

授予权限以列出案例域中的模
板

列表 Domain*    

 PutCaseEv 
entConfig 
uration

授予权限以在案例域中插入或
更新案例事件配置

写入 Domain*    

 SearchCas 
es

授予权限以在案例域中搜索案
例

读取 Domain*    

Case*     SearchRel 
atedItems

授予权限以在案例域中搜索与
案例关联的相关项

读取

Domain*    

Case    

CaseRule    

Domain    

Field    

 TagResour 
ce

授予权限以将指定标签添加到
指定资源

标记

Layout    
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https://docs.aws.amazon.com/cases/latest/APIReference/API_ListFieldOptions.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_ListFieldOptions.html
#amazonconnectcases-Field
https://docs.aws.amazon.com/cases/latest/APIReference/API_ListFields.html
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_ListLayouts.html
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_ListTemplates.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_ListTemplates.html
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_PutCaseEventConfiguration.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_PutCaseEventConfiguration.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_PutCaseEventConfiguration.html
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_SearchCases.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_SearchCases.html
#amazonconnectcases-Domain
#amazonconnectcases-Case
https://docs.aws.amazon.com/cases/latest/APIReference/API_SearchRelatedItems.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_SearchRelatedItems.html
#amazonconnectcases-Domain
#amazonconnectcases-Case
#amazonconnectcases-CaseRule
#amazonconnectcases-Domain
#amazonconnectcases-Field
https://docs.aws.amazon.com/cases/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_TagResource.html
#amazonconnectcases-Layout
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

RelatedIt 
em

   

Template    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Case    

CaseRule    

Domain    

Field    

Layout    

RelatedIt 
em

   

Template    

 UntagReso 
urce

授予权限以从指定资源中删除
指定标签

标记

  aws:TagKe 
ys

 

Case*    

Domain*    

 UpdateCase 授予权限以更新案例域中的案
例字段值

写入

Field*    
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#amazonconnectcases-RelatedItem
#amazonconnectcases-RelatedItem
#amazonconnectcases-Template
#amazonconnectcases-aws_RequestTag___TagKey_
#amazonconnectcases-aws_RequestTag___TagKey_
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#amazonconnectcases-Domain
#amazonconnectcases-Field
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#amazonconnectcases-RelatedItem
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#amazonconnectcases-Template
https://docs.aws.amazon.com/cases/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_UntagResource.html
#amazonconnectcases-aws_TagKeys
#amazonconnectcases-aws_TagKeys
#amazonconnectcases-Case
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_UpdateCase.html
#amazonconnectcases-Field
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  connect:U 
serArn

 

CaseRule*     UpdateCas 
eRule

授予更新案例域中案例规则的
权限

写入

Domain*    

Domain*     UpdateField 授予权限以更新案例域中的字
段

写入

Field*    

Domain*     UpdateLay 
out

授予权限以更新案例域中的布
局

写入

Layout*    

Domain*     UpdateTem 
plate

授予权限以更新案例域中的模
板

写入

Template*    

Amazon Connect Cases 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Case arn:${Partition}:cases:${Region}:${A 
ccount}:domain/${DomainId}/case/${Ca 
seId}

aws:ResourceTag/${ 
TagKey}

 Domain arn:${Partition}:cases:${Region}:${A 
ccount}:domain/${DomainId}

aws:ResourceTag/${ 
TagKey}
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#amazonconnectcases-connect_UserArn
#amazonconnectcases-connect_UserArn
#amazonconnectcases-CaseRule
#amazonconnectcases-CaseRule
https://docs.aws.amazon.com/cases/latest/APIReference/API_UpdateCaseRule.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_UpdateCaseRule.html
#amazonconnectcases-Domain
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_UpdateField.html
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https://docs.aws.amazon.com/cases/latest/APIReference/API_UpdateLayout.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_UpdateLayout.html
#amazonconnectcases-Layout
#amazonconnectcases-Domain
https://docs.aws.amazon.com/cases/latest/APIReference/API_UpdateTemplate.html
https://docs.aws.amazon.com/cases/latest/APIReference/API_UpdateTemplate.html
#amazonconnectcases-Template
#amazonconnectcases-Template
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/connect/latest/adminguide/cases.html
#amazonconnectcases-aws_ResourceTag___TagKey_
#amazonconnectcases-aws_ResourceTag___TagKey_
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#amazonconnectcases-aws_ResourceTag___TagKey_
#amazonconnectcases-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 Field arn:${Partition}:cases:${Region}:${A 
ccount}:domain/${DomainId}/field/${F 
ieldId}

aws:ResourceTag/${ 
TagKey}

 Layout arn:${Partition}:cases:${Region}:${A 
ccount}:domain/${DomainId}/layout/${ 
LayoutId}

aws:ResourceTag/${ 
TagKey}

 RelatedItem arn:${Partition}:cases:${Region}:${A 
ccount}:domain/${DomainId}/case/${Ca 
seId}/related-item/${RelatedItemId}

aws:ResourceTag/${ 
TagKey}

 Template arn:${Partition}:cases:${Region}:${A 
ccount}:domain/${DomainId}/template/ 
${TemplateId}

aws:ResourceTag/${ 
TagKey}

 CaseRule arn:${Partition}:cases:${Region}:${A 
ccount}:domain/${DomainId}/case-rule 
/${CaseRuleId}

aws:ResourceTag/${ 
TagKey}

Amazon Connect Cases 的条件键

Amazon Connect Cases 定义了以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串
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https://docs.aws.amazon.com/connect/latest/adminguide/case-fields.html
#amazonconnectcases-aws_ResourceTag___TagKey_
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条件键 描述 类型

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 connect:U 
serArn

按连接筛选访问权限 UserArn ARN

Amazon Connect Customer Profiles 的操作、资源和条件键

Amazon Connect Customer Profiles（服务前缀：profile）提供以下特定于服务的资源、操作和条
件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Connect Customer Profiles 定义的操作

• Amazon Connect Customer Profiles 定义的资源类型

• Amazon Connect Customer Profiles 的条件键

Amazon Connect Customer Profiles 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddProfil 
eKey

授予添加配置文件密钥的权限 写入 domains*    

calculate 
d-attribu 
tes*

    BatchGetC 
alculated 
Attribute 
ForProfile

授予权限以检索域中特定配置
文件的已计算属性

读取

domains*    

 BatchGetP 
rofile

授予权限以获取域中的配置文
件

读取 domains*    

calculate 
d-attribu 
tes*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

  CreateCal 
culatedAt 
tributeDe 
finition

授予权限以在域中创建已计算
属性定义

写入

domains*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDom 
ain

授予创建域的权限 写入 domains* aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iam:Creat 
eServiceL 
inkedRole

domains*     CreateDom 
ainLayout

授予在网域中创建布局的权限 写入

layouts* aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

domains*   iam:PutRo 
lePolicy

kinesis:D 
escribeSt 
reamSumma 
ry

 CreateEve 
ntStream

授予权限以将事件流放入域中 写入

event-str 
eams*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateEve 
ntTrigger

授予在域中创建事件触发器的
权限

写入 domains*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

event-tri 
ggers*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

domains*     CreateInt 
egrationW 
orkflow

授予在域中创建集成工作流的
权限

写入

integrati 
ons*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateProfile 授予在域中创建配置文件的权
限

写入 domains*    

domains*     CreateSeg 
mentDefin 
ition

授予权限以在域中创建分段定
义

写入

segment-
definition 
s*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSeg 
mentEstimate

授予权限以在域中创建分段估
计

写入 domains*    

domains*     CreateSeg 
mentSnaps 
hot

授予权限以在域中创建分段快
照

写入

segment-
definition 
s*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSna 
pshot [仅权
限]

授予权限以在域中创建快照 写入 domains*    

 CreateUpl 
oadJob

授予在网域中创建上传任务的
权限

写入 domains*    

calculate 
d-attribu 
tes*

    DeleteCal 
culatedAt 
tributeDe 
finition

授予权限以删除域中的已计算
属性定义

写入

domains*    

 DeleteDom 
ain

授予权限以删除域 写入 domains*    

domains*     DeleteDom 
ainLayout

授予删除网域中布局的权限 写入

layouts*    

domains*   iam:Delet 
eRolePoli 
cy

 DeleteEve 
ntStream

授予权限以删除域中的事件流 写入

event-str 
eams*

   

domains*     DeleteEve 
ntTrigger

授予删除网域中事件触发器的
权限

写入

event-tri 
ggers*

   

domains*     DeleteInt 
egration

授予删除域中集成的权限 Write

integrati 
ons*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteProfile 授予删除配置文件的权限 Write domains*    

 DeletePro 
fileKey

授予删除配置文件密钥的权限 Write domains*    

domains*     DeletePro 
fileObject

授予删除配置文件对象的权限 Write

object-ty 
pes*

   

domains*     DeletePro 
fileObjec 
tType

授予删除域中特定配置文件对
象类型的权限

写入

object-ty 
pes*

   

domains*     DeleteSeg 
mentDefin 
ition

授予权限以删除域中的分段定
义

写入

segment-
definition 
s*

   

 DeleteWor 
kflow

授予在域中删除工作流的权限 写入 domains*    

 DetectPro 
fileObjec 
tType

授予自动检测对象类型的权限 读取 domains*    

 GetAutoMe 
rgingPreview

授予权限以获取域中的自动合
并预览

读取 domains*    

calculate 
d-attribu 
tes*

    GetCalcul 
atedAttri 
buteDefinition

授予权限以在域中获取已计算
属性定义

读取

domains*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

calculate 
d-attribu 
tes*

    GetCalcul 
atedAttri 
buteForPr 
ofile

授予权限以检索域中特定配置
文件的已计算属性

读取

domains*    

 GetDomain 授予在账户中获取特定域的权
限

读取 domains*    

domains*     GetDomain 
Layout

授予在网域中获取布局的权限 读取

layouts*    

domains*   kinesis:D 
escribeSt 
reamSumma 
ry

 GetEventS 
tream

授予权限以获取域中的特定事
件流

读取

event-str 
eams*

   

domains*     GetEventT 
rigger

授予在域中获取事件触发器的
权限

读取

event-tri 
ggers*

   

 GetIdenti 
tyResolut 
ionJob

授予权限以获取域中的身份解
析任务

读取 domains*    

domains*     GetIntegr 
ation

授予在域中获取特定集成的权
限

读取

integrati 
ons*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetMatches 授予权限以获取域中的配置文
件匹配

列表 domains*    

domains*     GetProfil 
eObjectType

授予权限以在域中获取特定配
置文件对象类型

Read

object-ty 
pes*

   

 GetProfil 
eObjectTy 
peTemplate

授予获取特定对象类型模板的
权限

读取      

domains*     GetSegmen 
tDefinition

授予权限以获取域中的分段定
义

读取

segment-
definition 
s*

   

 GetSegmen 
tEstimate

授予权限以获取域中的分段估
计

读取 domains*    

domains*     GetSegmen 
tMembership

授予权限以确定给定配置文件
是否属于域中某个分段的一部
分

读取

segment-
definition 
s*

   

domains*     GetSegmen 
tSnapshot

授予权限以获取域中的分段快
照

读取

segment-
definition 
s*

   

 GetSimila 
rProfiles

授予权限以获取域中的所有相
似配置文件

列表 domains*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSnapshot
[仅权限]

授予权限以获取域中的快照 读取 domains*    

 GetUpload 
Job

授予获取网域中上传任务详细
信息的权限

读取 domains*    

 GetUpload 
JobPath

授予获取用于上传任务文件的
预签名 URL 的权限

读取 domains*    

 GetWorkflow 授予获取某一域中的工作流详
细信息的权限

读取 domains*    

 GetWorkfl 
owSteps

授予获取某一域中的工作流步
骤详细信息的权限

读取 domains*    

 ListAccou 
ntIntegrations

授予列出账户中所有集成的权
限

列表      

 ListCalcu 
latedAttr 
ibuteDefi 
nitions

授予权限以列出域中的所有已
计算属性定义

列表 domains*    

 ListCalcu 
latedAttr 
ibutesFor 
Profile

授予权限以列出域中特定配置
文件的所有已计算属性

列表 domains*    

 ListDomai 
nLayouts

授予列出网域中所有布局的权
限

列表 domains*    

 ListDomains 授予列出账户中所有域的权限 列表      

 ListEvent 
Streams

授予权限以列出特定域中的所
有事件流

列表 domains*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEvent 
Triggers

授予列出域中所有事件触发器
的权限

列表 domains*    

 ListIdent 
ityResolu 
tionJobs

授予权限以列出域中的身份解
析任务

列表 domains*    

 ListInteg 
rations

授予列出特定域中所有集成的
权限

列表 domains*    

domains*     ListObjec 
tTypeAttr 
ibutes

授予权限以列出域中特定对象
类型的所有属性

列表

object-ty 
pes*

   

 ListProfi 
leAttribu 
teValues

授予权限以列出域中配置文件
属性的所有值

列表 domains*    

 ListProfi 
leObjectT 
ypeTempla 
tes

授予列出帐户中所有配置文件
对象类型模板的权限

List      

 ListProfi 
leObjectT 
ypes

授予列出域中所有配置文件对
象类型的权限

List domains*    

domains*     ListProfi 
leObjects

授予列出配置文件的所有配置
文件对象的权限

列表

object-ty 
pes*

   

 ListRuleB 
asedMatches

授予权限以列出域中所有基于
规则的匹配结果

列表 domains*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSegme 
ntDefinitions

授予权限以列出域中的所有分
段定义

列表 domains*    

calculate 
d-attribu 
tes

   

domains    

event-str 
eams

   

event-tri 
ggers

   

integrati 
ons

   

layouts    

object-ty 
pes

   

 ListTagsF 
orResource

授予权限以列出资源的标签 读取

segment-
definition 
s

   

 ListUploa 
dJobs

授予列出网域中所有上传任务
的权限

列表 domains*    

 ListWorkf 
lows

授予列出特定域中的所有工作
流的权限

列表 domains*    

 MergeProf 
iles

授予权限以合并域中的配置文
件

写入 domains*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

domains*     PutIntegr 
ation

授予权限以将集成放入域 Write

integrati 
ons*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

domains*     PutProfil 
eObject

授予为配置文件放置对象的权
限

Write

object-ty 
pes*

   

domains*     PutProfil 
eObjectType

授予在域中放置特定配置文件
对象类型的权限

Write

object-ty 
pes*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 SearchPro 
files

授予在域中搜索配置文件的权
限

读取 domains*    

 StartUplo 
adJob

授予在网域中开始上传任务的
权限

写入 domains*    

 StopUploa 
dJob

授予停止域中上传任务的权限 写入 domains*    

 TagResour 
ce

授予向资源添加标签的权限 Tagging calculate 
d-attribu 
tes

   

Amazon Connect Customer Profiles 1072

#amazonconnectcustomerprofiles-domains
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_PutIntegration.html
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_PutIntegration.html
#amazonconnectcustomerprofiles-integrations
#amazonconnectcustomerprofiles-integrations
#amazonconnectcustomerprofiles-aws_RequestTag___TagKey_
#amazonconnectcustomerprofiles-aws_RequestTag___TagKey_
#amazonconnectcustomerprofiles-aws_RequestTag___TagKey_
#amazonconnectcustomerprofiles-aws_TagKeys
#amazonconnectcustomerprofiles-aws_TagKeys
#amazonconnectcustomerprofiles-domains
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_PutProfileObject.html
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_PutProfileObject.html
#amazonconnectcustomerprofiles-object-types
#amazonconnectcustomerprofiles-object-types
#amazonconnectcustomerprofiles-domains
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_PutProfileObjectType.html
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_PutProfileObjectType.html
#amazonconnectcustomerprofiles-object-types
#amazonconnectcustomerprofiles-object-types
#amazonconnectcustomerprofiles-aws_RequestTag___TagKey_
#amazonconnectcustomerprofiles-aws_RequestTag___TagKey_
#amazonconnectcustomerprofiles-aws_RequestTag___TagKey_
#amazonconnectcustomerprofiles-aws_TagKeys
#amazonconnectcustomerprofiles-aws_TagKeys
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_SearchProfiles.html
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_SearchProfiles.html
#amazonconnectcustomerprofiles-domains
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_StartUploadJob.html
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_StartUploadJob.html
#amazonconnectcustomerprofiles-domains
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_StopUploadJob.html
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_StopUploadJob.html
#amazonconnectcustomerprofiles-domains
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/customerprofiles/latest/APIReference/API_TagResource.html
#amazonconnectcustomerprofiles-calculated-attributes
#amazonconnectcustomerprofiles-calculated-attributes
#amazonconnectcustomerprofiles-calculated-attributes


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

domains    

event-str 
eams

   

event-tri 
ggers

   

integrati 
ons

   

layouts    

object-ty 
pes

   

segment-
definition 
s

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

calculate 
d-attribu 
tes

   

domains    

 UntagReso 
urce

授予权限以从资源中删除标签 标记

event-str 
eams
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

event-tri 
ggers

   

integrati 
ons

   

layouts    

object-ty 
pes

   

segment-
definition 
s

   

  aws:TagKe 
ys

 

calculate 
d-attribu 
tes*

    UpdateCal 
culatedAt 
tributeDe 
finition

授予权限以更新域中的已计算
属性定义

写入

domains*    

 UpdateDom 
ain

授予权限以更新域 写入 domains*   iam:Creat 
eServiceL 
inkedRole

domains*     UpdateDom 
ainLayout

授予更新网域中布局的权限 写入

layouts*    

domains*     UpdateEve 
ntTrigger

授予更新域中事件触发器的权
限

写入

event-tri 
ggers*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePro 
file

授予更新域中配置文件的权限 Write domains*    

Amazon Connect Customer Profiles 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 domains arn:${Partition}:profile:${Region}:$ 
{Account}:domains/${DomainName}

aws:ResourceTag/${ 
TagKey}

 object-types arn:${Partition}:profile:${Region}:$ 
{Account}:domains/${DomainName}/obje 
ct-types/${ObjectTypeName}

aws:ResourceTag/${ 
TagKey}

 integrations arn:${Partition}:profile:${Region}:$ 
{Account}:domains/${DomainName}/inte 
grations/${Uri}

aws:ResourceTag/${ 
TagKey}

 event-str 
eams

arn:${Partition}:profile:${Region}:$ 
{Account}:domains/${DomainName}/even 
t-streams/${EventStreamName}

aws:ResourceTag/${ 
TagKey}

 calculated-
attributes

arn:${Partition}:profile:${Region}:$ 
{Account}:domains/${DomainName}/calc 
ulated-attributes/${CalculatedAttrib 
uteName}

aws:ResourceTag/${ 
TagKey}

 segment-d 
efinitions

arn:${Partition}:profile:${Region}:$ 
{Account}:domains/${DomainName}/segm 

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

ent-definitions/${SegmentDefinitionN 
ame}

 event-tri 
ggers

arn:${Partition}:profile:${Region}:$ 
{Account}:domains/${DomainName}/even 
t-triggers/${EventTriggerName}

aws:ResourceTag/${ 
TagKey}

 layouts arn:${Partition}:profile:${Region}:$ 
{Account}:domains/${DomainName}/layo 
uts/${LayoutDefinitionName}

aws:ResourceTag/${ 
TagKey}

Amazon Connect Customer Profiles 的条件键

Amazon Connect Customer Profiles 定义了以下可以在 IAM policy 的 Condition 元素中使用的条件
键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按用户向 Customer Profiles 服务发出的请求中包含的键筛
选访问

字符串

 aws:Resou 
rceTag/${ 
TagKey}

按标签键值对筛选访问 字符串

 aws:TagKeys 按用户向 Customer Profiles 服务发出的请求中包含的所有
标签键名称的列表筛选访问

ArrayOfString

Amazon Connect 出站活动的操作、资源和条件密钥

Amazon Connect 出站活动（服务前缀:connect-campaigns）提供以下特定于服务的资源、操作和
条件上下文密钥，供在 IAM 权限策略中使用。
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon Connect 出站活动定义的操作

• 由 Amazon Connect 出站活动定义的资源类型

• Amazon Connect 出站活动的条件密钥

由 Amazon Connect 出站活动定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

campaign*     CreateCam 
paign

授予权限以创建活动 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteCam 
paign

授予删除活动的权限 写入 campaign*    

 DeleteCam 
paignChan 
nelSubtyp 
eConfig

授予删除广告系列的频道子类
型配置的权限

写入 campaign*    

 DeleteCam 
paignComm 
unication 
Limits

授予删除活动通信限制配置的
权限

写入 campaign*    

 DeleteCam 
paignComm 
unication 
Time

授予删除活动通信时间配置的
权限

写入 campaign*    

 DeleteCon 
nectInsta 
nceConfig

授予移除 Amazon Connect 实
例配置信息的权限

写入      

 DeleteCon 
nectInsta 

授予移除 Amazon Connect 实
例集成信息的权限

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

nceIntegr 
ation

 DeleteIns 
tanceOnbo 
ardingJob

授予移除 Amazon Connect 实
例引导作业的权限

写入      

campaign*     DescribeC 
ampaign

授予描述特定活动的权限 读取

  aws:Reque 
stTag/${T 
agKey}

 

campaign*     GetCampai 
gnState

授予获取活动状态的权限 读取

  aws:Reque 
stTag/${T 
agKey}

 

campaign*     GetCampai 
gnStateBatch

授予获取活动状态的权限 读取

  aws:Reque 
stTag/${T 
agKey}

 

 GetConnec 
tInstance 
Config

授予获取 Amazon Connect 实
例配置信息的权限

读取      

 GetInstan 
ceCommuni 
cationLimits

授予获取 Amazon Connect 实
例的通信限制配置的权限

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetInstan 
ceOnboard 
ingJobStatus

授予获取 Amazon Connect 实
例引导作业状态的权限

读取      

 ListCampa 
igns

授予提供所有活动摘要的权限 列表   aws:Reque 
stTag/${T 
agKey}

 

 ListConne 
ctInstanc 
eIntegrations

授予提供与 Amazon Connect 
实例的所有集成摘要的权限

列表      

campaign     ListTagsF 
orResource

授予权限以列出资源的标签 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 PauseCamp 
aign

授予暂停活动的权限 写入 campaign*    

 PutConnec 
tInstance 
Integration

授予对 Amazon Connect 实例
进行集成配置的权限

写入      

 PutDialRe 
questBatch

授予权限以便为指定的活动创
建拨号请求

写入 campaign*    

 PutInstan 
ceCommuni 
cationLimits

授予对 Amazon Connect 实例
进行通信限制配置的权限

写入      

 PutOutbou 
ndRequest 
Batch

授予权限以便为指定的活动创
建拨号请求

写入 campaign*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutProfil 
eOutbound 
RequestBa 
tch

授予为指定活动创建个人资料
出站请求的权限

写入 campaign*    

 ResumeCam 
paign

授予恢复活动的权限 写入 campaign*    

 StartCamp 
aign

授予开启活动的权限 写入 campaign*    

 StartInst 
anceOnboa 
rdingJob

授予启动 Amazon Connect 实
例引导作业的权限

写入      

 StopCampa 
ign

授予停止活动的权限 写入 campaign*    

campaign*     TagResour 
ce

授予权限以标记资源 Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

campaign*     UntagReso 
urce

授予权限以取消标记资源 标记

  aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCam 
paignChan 
nelSubtyp 
eConfig

授予更新广告系列频道子类型
配置的权限

写入 campaign*    

 UpdateCam 
paignComm 
unication 
Limits

授予更新活动通信限制配置的
权限

写入 campaign*    

 UpdateCam 
paignComm 
unication 
Time

授予更新活动沟通时间配置的
权限

写入 campaign*    

 UpdateCam 
paignDial 
erConfig

授予更新活动拨号者配置的权
限

写入 campaign*    

 UpdateCam 
paignFlow 
Association

授予更新活动流程关联的权限 写入 campaign*    

 UpdateCam 
paignName

授予更新活动名称的权限 写入 campaign*    

 UpdateCam 
paignOutb 
oundCallC 
onfig

授予更新活动出站调用配置的
权限

写入 campaign*    

 UpdateCam 
paignSche 
dule

授予更新活动时间表的权限 写入 campaign*    
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#amazonconnectoutboundcampaigns-campaign
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
#amazonconnectoutboundcampaigns-campaign
#amazonconnectoutboundcampaigns-campaign
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
#amazonconnectoutboundcampaigns-campaign
#amazonconnectoutboundcampaigns-campaign
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
#amazonconnectoutboundcampaigns-campaign
#amazonconnectoutboundcampaigns-campaign
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
#amazonconnectoutboundcampaigns-campaign
#amazonconnectoutboundcampaigns-campaign
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCam 
paignSource

授予更新活动来源的权限 写入 campaign*    

由 Amazon Connect 出站活动定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 campaign arn:${Partition}:connect-campaigns:$ 
{Region}:${Account}:campaign/${Campa 
ignId}

aws:ResourceTag/${ 
TagKey}

Amazon Connect 出站活动的条件密钥

Amazon Connect 出站活动定义了以下条件键，这些条件键可用于 IAM 政策的Condition元素。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来按照操作筛选访问权
限

字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对来按操作筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来按操作筛选访问权限 ArrayOfString
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https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
#amazonconnectoutboundcampaigns-campaign
#amazonconnectoutboundcampaigns-campaign
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/connect/latest/adminguide/enable-outbound-campaigns.html
#amazonconnectoutboundcampaigns-aws_ResourceTag___TagKey_
#amazonconnectoutboundcampaigns-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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Amazon Connect Voice ID 的操作、资源和条件键

Amazon Connect Voice ID（服务前缀：voiceid）提供以下服务特定的资源、操作和条件上下文键以
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Connect Voice ID 定义的操作

• Amazon Connect Voice ID 定义的资源类型

• Amazon Connect Voice ID 的条件键

Amazon Connect Voice ID 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/connect/latest/adminguide/
https://docs.aws.amazon.com/voiceid/latest/APIReference/
https://docs.aws.amazon.com/console/connect/security/access-control/
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Fraudster

授予权限以将欺诈者与监视列
表关联

写入 domain*    

 CreateDom 
ain

授予权限以创建域 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateWat 
chlist

授予权限以创建监视列表 写入 domain*    

 DeleteDom 
ain

授予权限以删除域 写入 domain*    

 DeleteFra 
udster

授予权限以删除欺诈者 写入 domain*    

 DeleteSpe 
aker

授予权限以删除发言者 写入 domain*    

 DeleteWat 
chlist

授予权限以删除监视列表 写入 domain*    
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_AssociateFraudster.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_AssociateFraudster.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_CreateDomain.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_CreateDomain.html
#amazonconnectvoiceid-aws_RequestTag___TagKey_
#amazonconnectvoiceid-aws_RequestTag___TagKey_
#amazonconnectvoiceid-aws_RequestTag___TagKey_
#amazonconnectvoiceid-aws_TagKeys
#amazonconnectvoiceid-aws_TagKeys
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_CreateWatchlist.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_CreateWatchlist.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DeleteDomain.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DeleteDomain.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DeleteFraudster.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DeleteFraudster.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DeleteSpeaker.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DeleteSpeaker.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DeleteWatchlist.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DeleteWatchlist.html
#amazonconnectvoiceid-domain
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeC 
ompliance 
Consent [仅
权限]

授予权限以描述合规性同意 读取      

 DescribeD 
omain

授予权限以描述域 读取 domain*    

 DescribeF 
raudster

授予权限以描述欺诈者 读取 domain*    

 DescribeF 
raudsterR 
egistrati 
onJob

授予权限以描述欺诈者注册任
务

读取 domain*    

 DescribeS 
peaker

授予权限以描述发言者 读取 domain*    

 DescribeS 
peakerEnr 
ollmentJob

授予权限以描述发言者注册任
务

读取 domain*    

 DescribeW 
atchlist

授予权限以描述监视列表 读取 domain*    

 Disassoci 
ateFraudster

授予权限以将欺诈者与监视列
表取消关联

写入 domain*    

 EvaluateS 
ession

授予权限以评估会话 写入 domain*    

 ListDomains 授予权限以列出账户域 列表      
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https://docs.aws.amazon.com/connect/latest/adminguide/enable-voiceid.html#enable-voiceid-step1
https://docs.aws.amazon.com/connect/latest/adminguide/enable-voiceid.html#enable-voiceid-step1
https://docs.aws.amazon.com/connect/latest/adminguide/enable-voiceid.html#enable-voiceid-step1
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DescribeDomain.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DescribeDomain.html
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https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DescribeFraudsterRegistrationJob.html
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https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DescribeSpeakerEnrollmentJob.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DescribeWatchlist.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DescribeWatchlist.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DisassociateFraudster.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_DisassociateFraudster.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_EvaluateSession.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_EvaluateSession.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_ListDomains.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListFraud 
sterRegis 
trationJobs

授予权限以列出域的欺诈者注
册任务

列表 domain*    

 ListFraud 
sters

授予权限以列出域或监视列表
的欺诈者

列表 domain*    

 ListSpeak 
erEnrollm 
entJobs

授予权限以列出域的发言者注
册任务

列表 domain*    

 ListSpeakers 授予权限以列出域的发言者 列表 domain*    

 ListTagsF 
orResource

授予权限以列出 Voice ID 资源
的标签

读取 domain    

 ListWatch 
lists

授予权限以列出域的监视列表 列表 domain*    

 OptOutSpe 
aker

授予权限以选择退出发言者 写入 domain*    

 RegisterC 
ompliance 
Consent [仅
权限]

授予权限以注册合规性同意 写入      

 StartFrau 
dsterRegi 
strationJob

授予权限以开启欺诈者注册任
务

写入 domain*    

 StartSpea 
kerEnroll 
mentJob

授予权限以开启发言者注册任
务

写入 domain*    
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https://docs.aws.amazon.com/voiceid/latest/APIReference/API_ListFraudsterRegistrationJobs.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_ListFraudsterRegistrationJobs.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_ListFraudsterRegistrationJobs.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_ListFraudsters.html
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https://docs.aws.amazon.com/voiceid/latest/APIReference/API_ListSpeakers.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_ListTagsForResource.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_ListWatchlists.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_ListWatchlists.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_OptOutSpeaker.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_OptOutSpeaker.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/connect/latest/adminguide/enable-voiceid.html#enable-voiceid-step1
https://docs.aws.amazon.com/connect/latest/adminguide/enable-voiceid.html#enable-voiceid-step1
https://docs.aws.amazon.com/connect/latest/adminguide/enable-voiceid.html#enable-voiceid-step1
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_StartFraudsterRegistrationJob.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_StartFraudsterRegistrationJob.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_StartFraudsterRegistrationJob.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_StartSpeakerEnrollmentJob.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_StartSpeakerEnrollmentJob.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_StartSpeakerEnrollmentJob.html
#amazonconnectvoiceid-domain
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

domain     TagResour 
ce

授予权限以为 Voice ID 资源贴
标签

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

domain     UntagReso 
urce

授予权限以从 Voice ID 资源中
删除标签

标记

  aws:TagKe 
ys

 

 UpdateDom 
ain

授予权限以更新域 写入 domain*    

 UpdateWat 
chlist

授予权限以更新监视列表 写入 domain*    

Amazon Connect Voice ID 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 domain arn:${Partition}:voiceid:${Region}:$ 
{Account}:domain/${DomainId}

aws:ResourceTag/${ 
TagKey}
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#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_TagResource.html
#amazonconnectvoiceid-aws_RequestTag___TagKey_
#amazonconnectvoiceid-aws_RequestTag___TagKey_
#amazonconnectvoiceid-aws_RequestTag___TagKey_
#amazonconnectvoiceid-aws_TagKeys
#amazonconnectvoiceid-aws_TagKeys
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_UntagResource.html
#amazonconnectvoiceid-aws_TagKeys
#amazonconnectvoiceid-aws_TagKeys
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_UpdateDomain.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_UpdateDomain.html
#amazonconnectvoiceid-domain
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_UpdateWatchlist.html
https://docs.aws.amazon.com/voiceid/latest/APIReference/API_UpdateWatchlist.html
#amazonconnectvoiceid-domain
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/connect/latest/adminguide/enable-voiceid.html#voiceid-domain
#amazonconnectvoiceid-aws_ResourceTag___TagKey_
#amazonconnectvoiceid-aws_ResourceTag___TagKey_
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Amazon Connect Voice ID 的条件键

Amazon Connect Voice ID 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Connector Service 的操作、资源和条件键

AWS 连接器服务（服务前缀:awsconnector）提供以下特定于服务的资源、操作和条件上下文密
钥，以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Connector Service 定义的操作

• AWS Connector Service 定义的资源类型

• AWS Connector Service 的条件键
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/server-migration-service/latest/userguide/SMS_setup.html
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AWS Connector Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetConnec 
torHealth [仅
权限]

检索从服务器迁移连接器发布
的所有运行状况指标。

Read      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RegisterC 
onnector [仅
权限]

向 AWS 连接器服务注册 AWS 
连接器。

写入      

 ValidateC 
onnectorId
[仅权限]

验证在连接器服务中注册的服
务器迁移 AWS 连接器 ID。

读取      

AWS Connector Service 定义的资源类型

AWS 连接器服务不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS 
Connector Service 的访问权限，请在策略中指定 "Resource": "*"。

AWS Connector Service 的条件键

Connector Service 没有可在策略声明的 Condition 元素中使用的服务特定上下文键。有关所有服务
均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Management Console 移动应用程序的操作、资源和条件键

AWS Management Console 移动应用程序（服务前缀:consoleapp）提供以下特定于服务的资源、操
作和条件上下文密钥，以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Management Console 移动应用程序定义的操作

• AWS Management Console 移动应用程序定义的资源类型

• AWS Management Console 移动应用程序的条件键
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AWS Management Console 移动应用程序定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDevice 
Identity

授予权限以检索 Console 移动
应用程序设备的设备身份

读取 DeviceIde 
ntity*

   

 ListDevic 
eIdentities

授予权限以检索设备身份列表 列表      

AWS Management Console 移动应用程序 1092

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/consolemobileapp/latest/userguide/permissions-policies.html
https://docs.aws.amazon.com/consolemobileapp/latest/userguide/permissions-policies.html
#awsconsolemobileapp-DeviceIdentity
#awsconsolemobileapp-DeviceIdentity
https://docs.aws.amazon.com/consolemobileapp/latest/userguide/permissions-policies.html
https://docs.aws.amazon.com/consolemobileapp/latest/userguide/permissions-policies.html


服务授权参考 服务授权参考

AWS Management Console 移动应用程序定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 DeviceIde 
ntity

arn:${Partition}:consoleapp::${Accou 
nt}:device/${DeviceId}/identity/${Id 
entityId}

 

AWS Management Console 移动应用程序的条件键

Console 移动应用程序没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服
务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS 整合账单的操作、资源和条件键

AWS 整合账单（服务前缀:consolidatedbilling）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 整合账单定义的操作

• AWS 整合账单定义的资源类型

• AWS 整合账单的条件键
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AWS 整合账单定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAccoun 
tBillingRole
[仅权限]

授予获取账户角色（付款人、
关联角色、常规）的权限

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListLinke 
dAccounts
 [仅权限]

授予获取 member/linked 账户
列表的权限

列表      

AWS 整合账单定义的资源类型

AWS 整合账单不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许访问 AWS 整合账
单，请在策略中指定 "Resource": "*"。

AWS 整合账单的条件键

整合账单没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的全
局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Control Catalog 的操作、资源和条件键

AWS 控制目录（服务前缀:controlcatalog）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Control Catalog 定义的操作

• AWS Control Catalog 定义的资源类型

• AWS Control Catalog 的条件键
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AWS Control Catalog 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetControl 授予权限以返回有关特定控件
的详细信息

读取 control*    

 ListCommo 
nControls

授予从控件目录中返回常用控
件分页列表的 AWS 权限

列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListContr 
olMappings

授予从控件目录返回控件映射
分页列表的 AWS 权限

列表      

 ListControls 授予返回控件目录库中所有可
用控件的分页列表的 AWS 权
限

列表 control*    

 ListDomains 授予从 AWS 控制目录中返回
分页的域名列表的权限

列表      

 ListObjec 
tives

授予从 AWS 控制目录中返回
分页目标列表的权限

列表      

AWS Control Catalog 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 common-co 
ntrol

arn:${Partition}:controlcatalog:::co 
mmon-control/${CommonControlId}

 

 control arn:${Partition}:controlcatalog:::co 
ntrol/${ControlId}

 

 domain arn:${Partition}:controlcatalog:::do 
main/${DomainId}

 

 objective arn:${Partition}:controlcatalog:::ob 
jective/${ObjectiveId}
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#awscontrolcatalog-control
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/API_ListDomains.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/API_ListObjectives.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/API_ListObjectives.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/API_CommonControlSummary.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/API_CommonControlSummary.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/API_ControlSummary.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/API_DomainSummary.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/API_ObjectiveSummary.html
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AWS Control Catalog 的条件键

Control Catalog 没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均
可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Control Tower 的操作、资源和条件键

AWS Control Tower（服务前缀:controltower）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Control Tower 定义的操作

• AWS Control Tower 定义的资源类型

• AWS Control Tower 的条件键

AWS Control Tower 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/controltower/latest/userguide/
https://docs.aws.amazon.com/controltower/latest/APIReference/
https://docs.aws.amazon.com/controltower/latest/userguide/auth-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateLan 
dingZone

授予创建登录区的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

controlto 
wer:TagRe 
source

 CreateMan 
agedAccount
[仅权限]

授予创建由 Control Tower 
AWS 管理的账户的权限

写入      

 DeleteLan 
dingZone

授予删除 Cont AWS rol Tower 
着陆区的权限

写入 LandingZo 
ne*

   

 Deregiste 
rManagedA 
ccount [仅权
限]

授予从 Cont AWS rol Tower 注
销通过账户工厂创建的账户的
权限

写入      

 Deregiste 
rOrganiza 

授予从 Control Tower AWS 管
理层注销组织单位的权限

写入      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/controltower/latest/APIReference/API_CreateLandingZone.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_CreateLandingZone.html
#awscontroltower-aws_RequestTag___TagKey_
#awscontroltower-aws_RequestTag___TagKey_
#awscontroltower-aws_RequestTag___TagKey_
#awscontroltower-aws_TagKeys
#awscontroltower-aws_TagKeys
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_DeleteLandingZone.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_DeleteLandingZone.html
#awscontroltower-LandingZone
#awscontroltower-LandingZone
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

tionalUnit [仅
权限]

 DescribeA 
ccountFac 
toryConfig [仅
权限]

授予描述当前 Account Factory 
配置的权限

读取      

 DescribeC 
oreService
[仅权限]

授予在 Cont AWS rol Tower 中
描述由核心账户管理的资源的
权限

读取      

 DescribeG 
uardrail [仅权
限]

授予描述防护机制的权限 读取      

 DescribeG 
uardrailF 
orTarget [仅
权限]

授予描述组织单位防护机制的
权限

读取      

 DescribeL 
andingZon 
eConfigur 
ation [仅权限]

授予权限以描述当前登录区配
置

读取      

 DescribeM 
anagedAcc 
ount [仅权限]

授予描述通过 Account Factory 
创建的账户的权限

读取      

 DescribeM 
anagedOrg 
anization 
alUnit [仅权
限]

授予描述由 Control Tower 
管理的 Organizati AWS ons 
AWS 组织单位的权限

读取      
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https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#what-shared
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#what-shared
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/step-two.html
https://docs.aws.amazon.com/controltower/latest/userguide/step-two.html
https://docs.aws.amazon.com/controltower/latest/userguide/step-two.html
https://docs.aws.amazon.com/controltower/latest/userguide/step-two.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
egisterOr 
ganizatio 
nalUnitOp 
eration [仅权
限]

授予权限以描述“注册组织部
门”操作

读取      

 DescribeS 
ingleSignOn
[仅权限]

授予描述当前 Cont AWS rol 
Tower IAM 身份中心配置的权
限

读取      

 DisableBa 
seline

授予权限以对目标禁用基线 写入 EnabledBa 
seline*

   

 DisableCo 
ntrol

授予从组织单位移除控件的权
限

写入 EnabledCo 
ntrol*

   

 DisableGu 
ardrail [仅权
限]

授予禁用组织单位防护机制的
权限

写入      

 EnableBas 
eline

授予权限以对目标启用基线 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

controlto 
wer:TagRe 
source

 EnableCon 
trol

授予激活组织单位控件的权限 写入 EnabledCo 
ntrol

  controlto 
wer:TagRe 
source
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https://docs.aws.amazon.com/controltower/latest/userguide/about-extending-governance.html
https://docs.aws.amazon.com/controltower/latest/userguide/about-extending-governance.html
https://docs.aws.amazon.com/controltower/latest/userguide/about-extending-governance.html
https://docs.aws.amazon.com/controltower/latest/userguide/about-extending-governance.html
https://docs.aws.amazon.com/controltower/latest/userguide/about-extending-governance.html
https://docs.aws.amazon.com/controltower/latest/userguide/sso.html
https://docs.aws.amazon.com/controltower/latest/userguide/sso.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_DisableBaseline.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_DisableBaseline.html
#awscontroltower-EnabledBaseline
#awscontroltower-EnabledBaseline
https://docs.aws.amazon.com/controltower/latest/APIReference/API_DisableControl.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_DisableControl.html
#awscontroltower-EnabledControl
#awscontroltower-EnabledControl
https://docs.aws.amazon.com/controltower/latest/userguide/enable-controls-on-ou.html
https://docs.aws.amazon.com/controltower/latest/userguide/enable-controls-on-ou.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_EnableBaseline.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_EnableBaseline.html
#awscontroltower-aws_RequestTag___TagKey_
#awscontroltower-aws_RequestTag___TagKey_
#awscontroltower-aws_RequestTag___TagKey_
#awscontroltower-aws_TagKeys
#awscontroltower-aws_TagKeys
https://docs.aws.amazon.com/controltower/latest/APIReference/API_EnableControl.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_EnableControl.html
#awscontroltower-EnabledControl
#awscontroltower-EnabledControl
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 EnableGua 
rdrail [仅权限]

向组织单位授予启用防护机制
的权限

写入      

 GetAccoun 
tInfo [仅权限]

授予权限以描述账户电子邮件
并验证它是否存在

读取      

 GetAvaila 
bleUpdates
[仅权限]

授予列出当前 Cont AWS rol 
Tower 部署的可用更新的权限

读取      

 GetBaseline 授予权限以获取基线详细信息 读取 Baseline*    

 GetBaseli 
neOperation

授予权限以获取特定基线操作
的当前状态

读取      

 GetContro 
lOperation

授予获取特定 EnabledControl 
或 DisableControl 操作当前状
态的权限

读取      

 GetEnable 
dBaseline

授予权限以获取已启用的基线 读取 EnabledBa 
seline*

   

 GetEnable 
dControl

授予从组织单位获取启用控件
的权限

读取 EnabledCo 
ntrol*
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#awscontroltower-aws_RequestTag___TagKey_
#awscontroltower-aws_RequestTag___TagKey_
#awscontroltower-aws_RequestTag___TagKey_
#awscontroltower-aws_TagKeys
#awscontroltower-aws_TagKeys
https://docs.aws.amazon.com/controltower/latest/userguide/enable-controls-on-ou.html
https://docs.aws.amazon.com/controltower/latest/userguide/enable-controls-on-ou.html
https://docs.aws.amazon.com/controltower/latest/userguide/accounts.html
https://docs.aws.amazon.com/controltower/latest/userguide/accounts.html
https://docs.aws.amazon.com/controltower/latest/userguide/configuration-updates.html
https://docs.aws.amazon.com/controltower/latest/userguide/configuration-updates.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetBaseline.html
#awscontroltower-Baseline
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetBaselineOperation.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetBaselineOperation.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetControlOperation.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetControlOperation.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetEnabledBaseline.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetEnabledBaseline.html
#awscontroltower-EnabledBaseline
#awscontroltower-EnabledBaseline
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetEnabledControl.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetEnabledControl.html
#awscontroltower-EnabledControl
#awscontroltower-EnabledControl
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetGuardr 
ailCompli 
anceStatus
[仅权限]

授予获取防护机制当前合规状
态的权限

读取      

 GetHomeRe 
gion [仅权限]

授予获取 Cont AWS rol Tower 
设置的主区域的权限

读取      

 GetLandin 
gZone

授予获取登录区设置的当前状
态的权限

读取 LandingZo 
ne*

   

 GetLandin 
gZoneDrif 
tStatus

授予权限以获取当前登录区偏
差状态

读取      

 GetLandin 
gZoneOper 
ation

授予获取特定登录区操作的当
前状态的权限

读取      

 GetLandin 
gZoneStatus
[仅权限]

授予获取登录区设置的当前状
态的权限

读取      

 ListBaselines 授予权限以列出基线 列表      

 ListContr 
olOperations

授予权限以列出所有控件操作 列表      

 ListDirec 
toryGroups
[仅权限]

授予列出通过 IAM Identity 
Center 提供的当前目录组

列表      

 ListDrift 
Details

授予在 Control Tower 中 AWS 
列出漂移事件的权限

读取      
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https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#region-how
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#region-how
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetLandingZone.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetLandingZone.html
#awscontroltower-LandingZone
#awscontroltower-LandingZone
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetLandingZoneOperation.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetLandingZoneOperation.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetLandingZoneOperation.html
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html#step-two
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html#step-two
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListBaselines.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListControlOperations.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListControlOperations.html
https://docs.aws.amazon.com/controltower/latest/userguide/sso.html
https://docs.aws.amazon.com/controltower/latest/userguide/sso.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEnabl 
edBaselines

授予权限以列出已启用的基线 列表      

 ListEnabl 
edControls

授予在指定组织单位中列出所
有已启用控件的权限

列表      

 ListEnabl 
edGuardrails
[仅权限]

授予列出当前启用的防护机制
的权限

列表      

 ListExten 
dGovernan 
cePrechec 
kDetails [仅权
限]

授予权限以列出组织部门的预
检查详细信息

列表      

 ListExter 
nalConfig 
RuleCompl 
iance

授予列出外部 AWS Config 规
则合规性的权限

读取      

 ListGuard 
railViolations
[仅权限]

授予列出现有防护机制违反行
为的权限

列表      

 ListGuard 
rails [仅权限]

授予列出所有可用防护机制的
权限

列表      

 ListGuard 
railsForT 
arget [仅权限]

授予列出组织单位的防护机制
及其当前状态的权限

列表      

 ListLandi 
ngZoneOpe 
rations

授予权限以列出所有登录区操
作

列表      
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https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListEnabledBaselines.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListEnabledBaselines.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListEnabledControls.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListEnabledControls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/about-extending-governance.html
https://docs.aws.amazon.com/controltower/latest/userguide/about-extending-governance.html
https://docs.aws.amazon.com/controltower/latest/userguide/about-extending-governance.html
https://docs.aws.amazon.com/controltower/latest/userguide/about-extending-governance.html
https://docs.aws.amazon.com/controltower/latest/userguide/review-compliance.html
https://docs.aws.amazon.com/controltower/latest/userguide/review-compliance.html
https://docs.aws.amazon.com/controltower/latest/userguide/review-compliance.html
https://docs.aws.amazon.com/controltower/latest/userguide/review-compliance.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListLandingZoneOperations.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListLandingZoneOperations.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListLandingZoneOperations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListLandi 
ngZones

授予列出所有登录区的权限 列表      

 ListManag 
edAccounts
[仅权限]

授予列出通过 Cont AWS rol 
Tower 管理的账户的权限

列表      

 ListManag 
edAccount 
sForGuardrail
[仅权限]

授予列出应用指定防护机制的
托管账户的权限

列表      

 ListManag 
edAccount 
sForParent
[仅权限]

授予在组织单位下列出托管账
户的权限

列表      

 ListManag 
edOrganiz 
ationalUnits
[仅权限]

授予列出由 Cont AWS rol 
Tower 管理的组织单位的权限

列表      

 ListManag 
edOrganiz 
ationalUn 
itsForGua 
rdrail [仅权限]

授予列出应用指定防护机制的
托管组织单位的权限

列表      

EnabledBa 
seline

    ListTagsF 
orResource

授予列出资源标签的权限 读取

EnabledCo 
ntrol
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https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListLandingZones.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListLandingZones.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
#awscontroltower-EnabledBaseline
#awscontroltower-EnabledBaseline
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ListTagsForResource.html
#awscontroltower-EnabledControl
#awscontroltower-EnabledControl
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

LandingZo 
ne

   

 ManageOrg 
anization 
alUnit [仅权
限]

授予设置由 Control Tower 
AWS 管理的组织单位的权限

写入      

 PerformPr 
eLaunchCh 
ecks [仅权限]

授予权限以在帐户中执行验证 读取      

 ResetEnab 
ledBaseline

授予权限以重置已启用的基线 写入 EnabledBa 
seline*

   

 ResetEnab 
ledControl

授予重置组织单位已启用的控
件的权限

写入 EnabledCo 
ntrol*

   

 ResetLand 
ingZone

授予重置登录区的权限 写入 LandingZo 
ne*

   

 SetupLand 
ingZone [仅权
限]

授予设置或更新 Cont AWS rol 
Tower 着陆区的权限

写入      

EnabledBa 
seline

   

EnabledCo 
ntrol

   

 TagResour 
ce

授予权限以将标签添加到资源
中

Tagging

LandingZo 
ne
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#awscontroltower-LandingZone
#awscontroltower-LandingZone
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-prereqs.html
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-prereqs.html
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-prereqs.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ResetEnabledBaseline.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ResetEnabledBaseline.html
#awscontroltower-EnabledBaseline
#awscontroltower-EnabledBaseline
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ResetEnabledControl.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ResetEnabledControl.html
#awscontroltower-EnabledControl
#awscontroltower-EnabledControl
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ResetLandingZone.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_ResetLandingZone.html
#awscontroltower-LandingZone
#awscontroltower-LandingZone
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html#step-two
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html#step-two
#awscontroltower-EnabledBaseline
#awscontroltower-EnabledBaseline
#awscontroltower-EnabledControl
#awscontroltower-EnabledControl
https://docs.aws.amazon.com/controltower/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_TagResource.html
#awscontroltower-LandingZone
#awscontroltower-LandingZone


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

EnabledBa 
seline

   

EnabledCo 
ntrol

   

LandingZo 
ne

   

 UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys

 

 UpdateAcc 
ountFacto 
ryConfig [仅
权限]

授予更新 Account Factory 配
置的权限

写入      

 UpdateEna 
bledBaseline

授予权限以更新已启用的基线 写入 EnabledBa 
seline*

   

 UpdateEna 
bledControl

授予为组织单位更新已启用控
件的权限

写入 EnabledCo 
ntrol*

   

 UpdateLan 
dingZone

授予更新登录区的权限 写入 LandingZo 
ne*
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#awscontroltower-aws_RequestTag___TagKey_
#awscontroltower-aws_RequestTag___TagKey_
#awscontroltower-aws_RequestTag___TagKey_
#awscontroltower-aws_TagKeys
#awscontroltower-aws_TagKeys
#awscontroltower-EnabledBaseline
#awscontroltower-EnabledBaseline
#awscontroltower-EnabledControl
#awscontroltower-EnabledControl
#awscontroltower-LandingZone
#awscontroltower-LandingZone
https://docs.aws.amazon.com/controltower/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_UntagResource.html
#awscontroltower-aws_TagKeys
#awscontroltower-aws_TagKeys
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_UpdateEnabledBaseline.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_UpdateEnabledBaseline.html
#awscontroltower-EnabledBaseline
#awscontroltower-EnabledBaseline
https://docs.aws.amazon.com/controltower/latest/APIReference/API_UpdateEnabledControl.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_UpdateEnabledControl.html
#awscontroltower-EnabledControl
#awscontroltower-EnabledControl
https://docs.aws.amazon.com/controltower/latest/APIReference/API_UpdateLandingZone.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_UpdateLandingZone.html
#awscontroltower-LandingZone
#awscontroltower-LandingZone
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AWS Control Tower 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 EnabledCo 
ntrol

arn:${Partition}:controltower:${Regi 
on}:${Account}:enabledcontrol/${Enab 
ledControlId}

aws:ResourceTag/${ 
TagKey}

 Baseline arn:${Partition}:controltower:${Regi 
on}::baseline/${BaselineId}

 

 EnabledBa 
seline

arn:${Partition}:controltower:${Regi 
on}:${Account}:enabledbaseline/${Ena 
bledBaselineId}

aws:ResourceTag/${ 
TagKey}

 LandingZone arn:${Partition}:controltower:${Regi 
on}:${Account}:landingzone/${Landing 
ZoneId}

aws:ResourceTag/${ 
TagKey}

AWS Control Tower 的条件键

AWS Control Tower 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/controltower/latest/APIReference/API_EnableControl.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_EnableControl.html
#awscontroltower-aws_ResourceTag___TagKey_
#awscontroltower-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/controltower/latest/APIReference/API_GetBaseline.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_EnableBaseline.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_EnableBaseline.html
#awscontroltower-aws_ResourceTag___TagKey_
#awscontroltower-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/controltower/latest/APIReference/API_CreateLandingZone.html
#awscontroltower-aws_ResourceTag___TagKey_
#awscontroltower-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS 成本和使用情况报告的操作、资源和条件键

AWS 成本和使用情况报告（服务前缀:cur）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 成本和使用情况报告定义的操作

• AWS 成本和使用情况报告定义的资源类型

• AWS 成本和使用情况报告的条件键

AWS 成本和使用情况报告定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/cur/latest/userguide/
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/
https://docs.aws.amazon.com/cur/latest/userguide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteRep 
ortDefinition

授予删除成本和使用情况报告
定义的权限

写入 cur*    

 DescribeR 
eportDefi 
nitions

授予获取成本和使用情况报告
定义的权限

读取      

 GetClassi 
cReport [仅权
限]

授予获取账单 CSV 报告的权限 读取      

 GetClassi 
cReportPr 
eferences [仅
权限]

授予获取使用情况报告的经典
报告启用状态的权限

读取      

 GetUsageR 
eport [仅权限]

授予获取使用情况报告工作流
程的 AWS 服务、使用类型和

读取      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_DeleteReportDefinition.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_DeleteReportDefinition.html
#awscostandusagereport-cur
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_DescribeReportDefinitions.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_DescribeReportDefinitions.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_DescribeReportDefinitions.html
https://docs.aws.amazon.com/cur/latest/userguide/security.html#user-permissions
https://docs.aws.amazon.com/cur/latest/userguide/security.html#user-permissions
https://docs.aws.amazon.com/cur/latest/userguide/security.html#user-permissions
https://docs.aws.amazon.com/cur/latest/userguide/security.html#user-permissions
https://docs.aws.amazon.com/cur/latest/userguide/security.html#user-permissions
https://docs.aws.amazon.com/cur/latest/userguide/security.html#user-permissions
https://docs.aws.amazon.com/cur/latest/userguide/security.html#user-permissions
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

操作列表的权限。同时允许或
拒绝下载使用情况报告

cur*     ListTagsF 
orResource

授予权限以列出资源的标签 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ModifyRep 
ortDefinition

授予修改成本和使用情况报告
定义的权限

写入 cur*    

 PutClassi 
cReportPr 
eferences [仅
权限]

授予启用经典报告的权限 写入      

 PutReport 
Definition

授予编写成本和使用情况报告
定义的权限

写入 cur* aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 TagResour 
ce

授予权限以标记资源 Tagging cur*    
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#awscostandusagereport-cur
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_ListTagsForResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_ListTagsForResource.html
#awscostandusagereport-aws_ResourceTag___TagKey_
#awscostandusagereport-aws_ResourceTag___TagKey_
#awscostandusagereport-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_ModifyReportDefinition.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_ModifyReportDefinition.html
#awscostandusagereport-cur
https://docs.aws.amazon.com/cur/latest/userguide/security.html#user-permissions
https://docs.aws.amazon.com/cur/latest/userguide/security.html#user-permissions
https://docs.aws.amazon.com/cur/latest/userguide/security.html#user-permissions
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_PutReportDefinition.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_PutReportDefinition.html
#awscostandusagereport-cur
#awscostandusagereport-aws_TagKeys
#awscostandusagereport-aws_TagKeys
#awscostandusagereport-aws_RequestTag___TagKey_
#awscostandusagereport-aws_RequestTag___TagKey_
#awscostandusagereport-aws_RequestTag___TagKey_
#awscostandusagereport-aws_ResourceTag___TagKey_
#awscostandusagereport-aws_ResourceTag___TagKey_
#awscostandusagereport-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_TagResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_TagResource.html
#awscostandusagereport-cur
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

cur*     UntagReso 
urce

授予权限以取消标记资源 Tagging

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 ValidateR 
eportDest 
ination [仅权
限]

授予验证是否存在具有适当 
CUR 传递权限的 s3 桶的权限

读取      

AWS 成本和使用情况报告定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awscostandusagereport-aws_TagKeys
#awscostandusagereport-aws_TagKeys
#awscostandusagereport-aws_RequestTag___TagKey_
#awscostandusagereport-aws_RequestTag___TagKey_
#awscostandusagereport-aws_RequestTag___TagKey_
#awscostandusagereport-aws_ResourceTag___TagKey_
#awscostandusagereport-aws_ResourceTag___TagKey_
#awscostandusagereport-aws_ResourceTag___TagKey_
#awscostandusagereport-cur
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_UntagResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_cur_UntagResource.html
#awscostandusagereport-aws_TagKeys
#awscostandusagereport-aws_TagKeys
#awscostandusagereport-aws_ResourceTag___TagKey_
#awscostandusagereport-aws_ResourceTag___TagKey_
#awscostandusagereport-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/cur/latest/userguide/security.html#user-permissions
https://docs.aws.amazon.com/cur/latest/userguide/security.html#user-permissions
https://docs.aws.amazon.com/cur/latest/userguide/security.html#user-permissions
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 cur arn:${Partition}:cur:${Region}:${Acc 
ount}:definition/${ReportName}

 

AWS 成本和使用情况报告的条件键

AWS 成本和使用情况报告定义了以下可用于 IAM 策略Condition元素的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Cost Explorer Service 的操作、资源和条件键

AWS Cost Explorer 服务（服务前缀:ce）提供以下特定于服务的资源、操作和条件上下文密钥，用于 
IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Cost Explorer Service 定义的操作
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https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-explorer-what-is.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_Operations_AWS_Cost_Explorer_Service.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-explorer-access.html
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• AWS Cost Explorer Service 定义的资源类型

• AWS Cost Explorer Service 的条件键

AWS Cost Explorer Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAno 
malyMonitor

授予权限以创建新的异常监控 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateAno 
malySubsc 
ription

授予权限以创建新的异常订阅 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCos 
tCategory 
Definition

授予权限以创建具有请求的名
称和规则的新成本类别

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateNot 
ification 
Subscription
[仅权限]

授予创建预留到期提醒的权限 Write      

 CreateRep 
ort [仅权限]

授予创建 Cost Explorer 报告的
权限

Write      

anomalymo 
nitor*

    DeleteAno 
malyMonitor

授予权限以删除异常监控 Write

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CreateAnomalyMonitor.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CreateAnomalyMonitor.html
#awscostexplorerservice-aws_RequestTag___TagKey_
#awscostexplorerservice-aws_RequestTag___TagKey_
#awscostexplorerservice-aws_RequestTag___TagKey_
#awscostexplorerservice-aws_TagKeys
#awscostexplorerservice-aws_TagKeys
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CreateAnomalySubscription.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CreateAnomalySubscription.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CreateAnomalySubscription.html
#awscostexplorerservice-aws_RequestTag___TagKey_
#awscostexplorerservice-aws_RequestTag___TagKey_
#awscostexplorerservice-aws_RequestTag___TagKey_
#awscostexplorerservice-aws_TagKeys
#awscostexplorerservice-aws_TagKeys
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CreateCostCategoryDefinition.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CreateCostCategoryDefinition.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CreateCostCategoryDefinition.html
#awscostexplorerservice-aws_RequestTag___TagKey_
#awscostexplorerservice-aws_RequestTag___TagKey_
#awscostexplorerservice-aws_RequestTag___TagKey_
#awscostexplorerservice-aws_TagKeys
#awscostexplorerservice-aws_TagKeys
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
#awscostexplorerservice-anomalymonitor
#awscostexplorerservice-anomalymonitor
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_DeleteAnomalyMonitor.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_DeleteAnomalyMonitor.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

anomalysu 
bscriptio 
n*

    DeleteAno 
malySubsc 
ription

授予权限以删除异常订阅 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

costcateg 
ory*

    DeleteCos 
tCategory 
Definition

授予权限以删除成本类别 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteNot 
ification 
Subscription
[仅权限]

授予删除预留到期提醒的权限 Write      

 DeleteReport
[仅权限]

授予删除 Cost Explorer 报告的
权限

Write      

costcateg 
ory*

    DescribeC 
ostCatego 
ryDefinition

授予权限以检索成本类别的名
称、ARN、规则、定义和生效 
日期等描述

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeN 
otificati 
onSubscri 
ption [仅权限]

授予查看预留到期提醒的权限 Read      
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#awscostexplorerservice-anomalysubscription
#awscostexplorerservice-anomalysubscription
#awscostexplorerservice-anomalysubscription
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_DeleteAnomalySubscription.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_DeleteAnomalySubscription.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_DeleteAnomalySubscription.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-costcategory
#awscostexplorerservice-costcategory
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_DeleteCostCategoryDefinition.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_DeleteCostCategoryDefinition.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_DeleteCostCategoryDefinition.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
#awscostexplorerservice-costcategory
#awscostexplorerservice-costcategory
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_DescribeCostCategoryDefinition.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_DescribeCostCategoryDefinition.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_DescribeCostCategoryDefinition.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
eport [仅权限]

授予查看 Cost Explorer 报告页
面的权限

Read      

anomalymo 
nitor*

    GetAnomal 
ies

授予权限以检索异常 Read

  aws:Resou 
rceTag/${ 
TagKey}

 

anomalymo 
nitor*

    GetAnomal 
yMonitors

授予权限以查询异常监控 Read

  aws:Resou 
rceTag/${ 
TagKey}

 

anomalysu 
bscriptio 
n*

    GetAnomal 
ySubscrip 
tions

授予权限以查询异常订阅 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetApprox 
imateUsag 
eRecords

授予权限以检索选定资源、级
别和每小时粒度首选项的大致
使用记录计数（源自上个月的
使用情况）

读取      

 GetCommit 
mentPurch 
aseAnalysis

授予检索您账户的承诺购买分
析的权限

读取      
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
#awscostexplorerservice-anomalymonitor
#awscostexplorerservice-anomalymonitor
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetAnomalies.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetAnomalies.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-anomalymonitor
#awscostexplorerservice-anomalymonitor
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetAnomalyMonitors.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetAnomalyMonitors.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-anomalysubscription
#awscostexplorerservice-anomalysubscription
#awscostexplorerservice-anomalysubscription
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetAnomalySubscriptions.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetAnomalySubscriptions.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetAnomalySubscriptions.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCommitmentPurchaseAnalysis.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCommitmentPurchaseAnalysis.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCommitmentPurchaseAnalysis.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetConsol 
eActionSe 
tEnforced [仅
权限]

授予权限以查看是否使用现有
或精细的 IAM 操作来控制对账
单、成本管理和账户控制台的
授权

读取      

billingvi 
ew

    GetCostAn 
dUsage

授予权限以检索您的账户的成
本和使用率指标

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

billingvi 
ew

    GetCostAn 
dUsageCom 
parisons

授予权限以检索您账户的成本
和使用情况对比

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

billingvi 
ew

    GetCostAn 
dUsageWit 
hResources

授予权限以检索您的账户资源
的成本和使用率指标

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

billingvi 
ew

    GetCostCa 
tegories

授予查询指定时间段内 Cost 
Catagory 名称和值的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

AWS Cost Explorer 服务 1118

https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
#awscostexplorerservice-billingview
#awscostexplorerservice-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostAndUsage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostAndUsage.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-billingview
#awscostexplorerservice-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostAndUsageComparisons.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostAndUsageComparisons.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostAndUsageComparisons.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-billingview
#awscostexplorerservice-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostAndUsageWithResources.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostAndUsageWithResources.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostAndUsageWithResources.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-billingview
#awscostexplorerservice-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostCategories.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostCategories.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

billingvi 
ew

    GetCostCo 
mparisonD 
rivers

授予检索账户成本动因的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

billingvi 
ew

    GetCostFo 
recast

授予权限以检索预测时间段的
成本预测

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

billingvi 
ew

    GetDimens 
ionValues

授予权限以检索筛选条件在一
段时间内的所有可用筛选条件
值

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetPrefer 
ences [仅权
限]

授予查看“Cost Explorer 首选
项”页面的权限

Read      

 GetReserv 
ationCove 
rage

授予权限以检索您的账户的预
留范围

Read      

 GetReserv 
ationPurc 
haseRecom 
mendation

授予权限以检索您的账户的预
留建议

Read      

AWS Cost Explorer 服务 1119

#awscostexplorerservice-billingview
#awscostexplorerservice-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostComparisonDrivers.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostComparisonDrivers.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostComparisonDrivers.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-billingview
#awscostexplorerservice-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostForecast.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetCostForecast.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-billingview
#awscostexplorerservice-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetDimensionValues.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetDimensionValues.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetReservationCoverage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetReservationCoverage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetReservationCoverage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetReservationPurchaseRecommendation.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetReservationPurchaseRecommendation.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetReservationPurchaseRecommendation.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetReservationPurchaseRecommendation.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetReserv 
ationUtil 
ization

授予权限以检索您的账户的预
留利用率

Read      

 GetRights 
izingReco 
mmendation

授予权限以检索您的账户的合
理调整大小建议

读取      

 GetSaving 
sPlanPurc 
haseRecom 
mendation 
Details

授予权限以检索账户的实惠配
套建议详细信息

读取      

 GetSaving 
sPlansCov 
erage

授予权限以检索您账户的 
Savings Plans 覆盖范围

Read      

 GetSaving 
sPlansPur 
chaseReco 
mmendation

授予权限以检索您账户的 
Savings Plans 建议

Read      

 GetSaving 
sPlansUti 
lization

授予权限以检索您账户的 
Savings Plans 利用率

Read      

 GetSaving 
sPlansUti 
lizationDetails

授予权限以检索您账户的 
Savings Plans 利用率详细信息

Read      

 GetTags 授予权限以查询指定时间段的
标签

Read billingvi 
ew
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https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetReservationUtilization.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetReservationUtilization.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetReservationUtilization.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetRightsizingRecommendation.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetRightsizingRecommendation.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetRightsizingRecommendation.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlanPurchaseRecommendationDetails.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlanPurchaseRecommendationDetails.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlanPurchaseRecommendationDetails.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlanPurchaseRecommendationDetails.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlanPurchaseRecommendationDetails.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlansCoverage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlansCoverage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlansCoverage.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlansPurchaseRecommendation.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlansPurchaseRecommendation.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlansPurchaseRecommendation.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlansPurchaseRecommendation.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlansUtilization.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlansUtilization.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlansUtilization.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlansUtilizationDetails.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlansUtilizationDetails.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetSavingsPlansUtilizationDetails.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetTags.html
#awscostexplorerservice-billingview
#awscostexplorerservice-billingview


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

billingvi 
ew

    GetUsageF 
orecast

授予权限以检索预测时间段的
使用情况预测

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListCommi 
tmentPurc 
haseAnaly 
ses

授予检索历史承诺购买分析列
表的权限

列表      

 ListCostA 
llocation 
TagBackfi 
llHistory

授予权限以列出成本分配标签
回填历史记录

列表      

 ListCostA 
llocationTags

授予列出成本分配标签的权限 列表      

 ListCostC 
ategoryDe 
finitions

授予权限以检索所有 Cost 
Categories 的名称、ARN 和生
效日期

列表      

 ListSavin 
gsPlansPu 
rchaseRec 
ommendati 
onGeneration

授予权限以检索您的历史建议
生成列表

列表      

AWS Cost Explorer 服务 1121

#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-billingview
#awscostexplorerservice-billingview
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetUsageForecast.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_GetUsageForecast.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListCommitmentPurchaseAnalyses.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListCommitmentPurchaseAnalyses.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListCommitmentPurchaseAnalyses.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListCommitmentPurchaseAnalyses.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListCostAllocationTagBackfillHistory.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListCostAllocationTagBackfillHistory.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListCostAllocationTagBackfillHistory.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListCostAllocationTagBackfillHistory.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListCostAllocationTags.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListCostAllocationTags.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListCostCategoryDefinitions.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListCostCategoryDefinitions.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListCostCategoryDefinitions.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListSavingsPlansPurchaseRecommendationGeneration.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListSavingsPlansPurchaseRecommendationGeneration.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListSavingsPlansPurchaseRecommendationGeneration.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListSavingsPlansPurchaseRecommendationGeneration.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListSavingsPlansPurchaseRecommendationGeneration.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

anomalymo 
nitor

   

anomalysu 
bscription

   

costcateg 
ory

   

 ListTagsF 
orResource

授予列示 Cost Explorer 资源标
签的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ProvideAn 
omalyFeed 
back

授予权限以提供对检测到的异
常的反馈

写入      

 StartComm 
itmentPur 
chaseAnal 
ysis

授予请求承诺购买分析的权限 写入      

 StartCost 
Allocatio 
nTagBackfill

授予权限以请求成本分配标签
回填

写入      

 StartSavi 
ngsPlansP 
urchaseRe 
commendat 
ionGenera 
tion

授予权限以请求 Savings Plans 
建议生成

写入      

 TagResour 
ce

授予标记 Cost Explorer 资源的
权限

标记 anomalymo 
nitor
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#awscostexplorerservice-anomalymonitor
#awscostexplorerservice-anomalymonitor
#awscostexplorerservice-anomalysubscription
#awscostexplorerservice-anomalysubscription
#awscostexplorerservice-costcategory
#awscostexplorerservice-costcategory
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ListTagsForResource.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ProvideAnomalyFeedback.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ProvideAnomalyFeedback.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_ProvideAnomalyFeedback.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_StartCommitmentPurchaseAnalysis.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_StartCommitmentPurchaseAnalysis.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_StartCommitmentPurchaseAnalysis.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_StartCommitmentPurchaseAnalysis.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_StartCostAllocationTagBackfill.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_StartCostAllocationTagBackfill.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_StartCostAllocationTagBackfill.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_StartSavingsPlansPurchaseRecommendationGeneration.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_StartSavingsPlansPurchaseRecommendationGeneration.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_StartSavingsPlansPurchaseRecommendationGeneration.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_StartSavingsPlansPurchaseRecommendationGeneration.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_StartSavingsPlansPurchaseRecommendationGeneration.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_StartSavingsPlansPurchaseRecommendationGeneration.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_TagResource.html
#awscostexplorerservice-anomalymonitor
#awscostexplorerservice-anomalymonitor


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

anomalysu 
bscription

   

costcateg 
ory

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

anomalymo 
nitor

   

anomalysu 
bscription

   

costcateg 
ory

   

 UntagReso 
urce

授予从 Cost Explorer 资源中删
除标签的权限

标记

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateAno 
malyMonitor

授予权限以更新现有异常监控 Write anomalymo 
nitor*
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#awscostexplorerservice-anomalysubscription
#awscostexplorerservice-anomalysubscription
#awscostexplorerservice-costcategory
#awscostexplorerservice-costcategory
#awscostexplorerservice-aws_TagKeys
#awscostexplorerservice-aws_TagKeys
#awscostexplorerservice-aws_RequestTag___TagKey_
#awscostexplorerservice-aws_RequestTag___TagKey_
#awscostexplorerservice-aws_RequestTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-anomalymonitor
#awscostexplorerservice-anomalymonitor
#awscostexplorerservice-anomalysubscription
#awscostexplorerservice-anomalysubscription
#awscostexplorerservice-costcategory
#awscostexplorerservice-costcategory
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_UntagResource.html
#awscostexplorerservice-aws_TagKeys
#awscostexplorerservice-aws_TagKeys
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_UpdateAnomalyMonitor.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_UpdateAnomalyMonitor.html
#awscostexplorerservice-anomalymonitor
#awscostexplorerservice-anomalymonitor


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

anomalysu 
bscriptio 
n*

    UpdateAno 
malySubsc 
ription

授予权限以更新现有异常订阅 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateCon 
soleActio 
nSetEnforced
[仅权限]

授予权限以更改是使用现有还
是精细的 IAM 操作来控制对账
单、成本管理和账户控制台的
授权

写入      

 UpdateCos 
tAllocati 
onTagsStatus

授予更新现有成本分配标签状
态的权限

写入      

costcateg 
ory*

    UpdateCos 
tCategory 
Definition

授予权限以更新现有成本类别 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateNot 
ification 
Subscription
[仅权限]

授予更新预留到期提醒的权限 Write      

AWS Cost Explorer 服务 1124

#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-anomalysubscription
#awscostexplorerservice-anomalysubscription
#awscostexplorerservice-anomalysubscription
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_UpdateAnomalySubscription.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_UpdateAnomalySubscription.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_UpdateAnomalySubscription.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_UpdateCostAllocationTagsStatus.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_UpdateCostAllocationTagsStatus.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_UpdateCostAllocationTagsStatus.html
#awscostexplorerservice-costcategory
#awscostexplorerservice-costcategory
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_UpdateCostCategoryDefinition.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_UpdateCostCategoryDefinition.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_UpdateCostCategoryDefinition.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePre 
ferences [仅
权限]

授予编辑“Cost Explorer 首选
项”页的权限

Write      

 UpdateRep 
ort [仅权限]

授予更新 Cost Explorer 报告的
权限

Write      

AWS Cost Explorer Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 anomalysu 
bscription

arn:${Partition}:ce::${Account}:anom 
alysubscription/${Identifier}

aws:ResourceTag/${ 
TagKey}

 anomalymo 
nitor

arn:${Partition}:ce::${Account}:anom 
alymonitor/${Identifier}

aws:ResourceTag/${ 
TagKey}

 costcategory arn:${Partition}:ce::${Account}:cost 
category/${Identifier}

aws:ResourceTag/${ 
TagKey}

 billingview arn:${Partition}:billing::${Account} 
:billingview/${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS Cost Explorer Service 的条件键

AWS Cost Explorer 服务定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AnomalySubscription.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AnomalySubscription.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AnomalyMonitor.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_AnomalyMonitor.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostCategory.html
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
#awscostexplorerservice-aws_ResourceTag___TagKey_
#awscostexplorerservice-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
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要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS 成本优化中心的操作、资源和条件键

AWS 成本优化中心（服务前缀:cost-optimization-hub）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 成本优化中心定义的操作

• AWS 成本优化中心定义的资源类型

• AWS 成本优化中心的条件键

AWS 成本优化中心定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/cost-management/latest/userguide/cost-optimization-hub.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/
https://docs.aws.amazon.com/cost-management/latest/userguide/security-iam.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetPrefer 
ences

授予获取首选项的权限 读取      

 GetRecomm 
endation

授予获取建议的资源配置和估
计成本影响的权限

读取      

 ListEnrol 
lmentStat 
uses

授予列出指定账户或管理账户
下所有成员的注册状态的权限

列表      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_GetPreferences.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_GetPreferences.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_GetRecommendation.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_GetRecommendation.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_ListEnrollmentStatuses.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_ListEnrollmentStatuses.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_ListEnrollmentStatuses.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRecom 
mendation 
Summaries

授予分组列出建议摘要的权限 列表     cost-opti 
mization- 
hub:GetRe 
commendat 
ion

 ListRecom 
mendations

授予列出建议摘要视图的权限 列表     cost-opti 
mization- 
hub:GetRe 
commendat 
ion

 UpdateEnr 
ollmentStatus

授予更新注册状态的权限 写入      

 UpdatePre 
ferences

授予更新首选项的权限 写入      

AWS 成本优化中心定义的资源类型

AWS 成本优化中心不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许访问 AWS 成本
优化中心，请在策略中指定 "Resource": "*"。

AWS 成本优化中心的条件键

成本优化中心没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS 客户验证服务的操作、资源和条件键

AWS 客户验证服务（服务前缀:customer-verification）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：
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https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_ListRecommendationSummaries.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_ListRecommendationSummaries.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_ListRecommendationSummaries.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_ListRecommendations.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_ListRecommendations.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_UpdateEnrollmentStatus.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_UpdateEnrollmentStatus.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_UpdatePreferences.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_CostOptimizationHub_UpdatePreferences.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 客户验证服务定义的操作

• AWS 客户验证服务定义的资源类型

• AWS 客户验证服务的条件键

AWS 客户验证服务定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCus 
tomerVeri 
ficationD 
etails [仅权限]

授予权限以创建客户验证数据 写入      

 CreateUpl 
oadUrls [仅权
限]

授予创建上传的权限 URLs 写入      

 GetCustom 
erVerific 
ationDetails
[仅权限]

授予权限以获取客户验证数据 读取      

 GetCustom 
erVerific 
ationEligibility
[仅权限]

授予权限以获取客户验证资格 读取      

 UpdateCus 
tomerVeri 
ficationD 
etails [仅权限]

授予权限以更新客户验证数据 写入      

AWS 客户验证服务定义的资源类型

AWS 客户验证服务不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许访问 AWS 客户
验证服务，请在策略中指定 "Resource": "*"。

AWS 客户验证服务的条件键

客户验证服务没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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AWS Data Exchange 的操作、资源和条件键

AWS Data Exchange（服务前缀:dataexchange）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Data Exchange 定义的操作

• AWS Data Exchange 定义的资源类型

• AWS Data Exchange 的条件键

AWS Data Exchange 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/data-exchange/latest/userguide/
https://docs.aws.amazon.com/data-exchange/latest/apireference/welcome.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/auth-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptDat 
aGrant

授予权限以接受数据授权 写入 data-gran 
ts*

   

 CancelJob 授予取消作业的权限 写入 jobs*    

 CreateAsset
[仅权限]

授予权限以创建资产（例如，
在任务中）

写入 revisions 
*

   

data-gran 
ts*

  dataexcha 
nge:Publi 
shToDataG 
rant

 CreateDat 
aGrant

授予权限以创建数据授权 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

data-sets 
*

    CreateDat 
aSet

授予权限以创建数据集 写入

  aws:Reque 
stTag/${T 
agKey}
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_AcceptDataGrant.html
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_AcceptDataGrant.html
#awsdataexchange-data-grants
#awsdataexchange-data-grants
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_CancelJob.html
#awsdataexchange-jobs
https://docs.aws.amazon.com/data-exchange/latest/userguide/api-permissions-ref.html
#awsdataexchange-revisions
#awsdataexchange-revisions
#awsdataexchange-data-grants
#awsdataexchange-data-grants
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_CreateDataGrant.html
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_CreateDataGrant.html
#awsdataexchange-aws_RequestTag___TagKey_
#awsdataexchange-aws_RequestTag___TagKey_
#awsdataexchange-aws_RequestTag___TagKey_
#awsdataexchange-aws_TagKeys
#awsdataexchange-aws_TagKeys
#awsdataexchange-data-sets
#awsdataexchange-data-sets
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_CreateDataSet.html
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_CreateDataSet.html
#awsdataexchange-aws_RequestTag___TagKey_
#awsdataexchange-aws_RequestTag___TagKey_
#awsdataexchange-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

event-act 
ions*

    CreateEve 
ntAction

授予权限以创建事件操作 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

jobs*     CreateJob 授予权限以创建导入或导出资
产的任务

写入

  dataexcha 
nge:JobTy 
pe

 

data-sets 
*

    CreateRev 
ision

授予权限以创建修订 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAsset 授予权限以删除资产 写入 assets*    

 DeleteDat 
aGrant

授予权限以删除数据授权 写入 data-gran 
ts*

   

 DeleteDat 
aSet

授予权限以删除数据集 写入 data-sets 
*
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#awsdataexchange-aws_TagKeys
#awsdataexchange-aws_TagKeys
#awsdataexchange-event-actions
#awsdataexchange-event-actions
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_CreateEventAction.html
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_CreateEventAction.html
#awsdataexchange-aws_RequestTag___TagKey_
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https://docs.aws.amazon.com/data-exchange/latest/apireference/API_CreateJob.html
#awsdataexchange-dataexchange_JobType
#awsdataexchange-dataexchange_JobType
#awsdataexchange-dataexchange_JobType
#awsdataexchange-data-sets
#awsdataexchange-data-sets
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_CreateRevision.html
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_CreateRevision.html
#awsdataexchange-aws_RequestTag___TagKey_
#awsdataexchange-aws_RequestTag___TagKey_
#awsdataexchange-aws_RequestTag___TagKey_
#awsdataexchange-aws_TagKeys
#awsdataexchange-aws_TagKeys
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_DeleteAsset.html
#awsdataexchange-assets
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_DeleteDataGrant.html
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_DeleteDataGrant.html
#awsdataexchange-data-grants
#awsdataexchange-data-grants
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_DeleteDataSet.html
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_DeleteDataSet.html
#awsdataexchange-data-sets
#awsdataexchange-data-sets
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

entitled- 
data-sets 
*

   

 DeleteEve 
ntAction

授予权限以删除事件操作 写入 event-act 
ions*

   

 DeleteRev 
ision

授予权限以删除修订 写入 revisions 
*

   

assets*     GetAsset 授予权限以获取有关资产的信
息和导出该资产（例如，在任
务中）

读取

entitled- 
assets*

   

 GetDataGr 
ant

授予权限以获取收据授权 读取 data-gran 
ts*

   

data-sets 
*

    GetDataSet 授予权限以获取有关数据集的
信息

读取

entitled- 
data-sets 
*

   

 GetEventA 
ction

授予权限以获取事件操作 读取 event-act 
ions*

   

 GetJob 授予权限以获取有关任务的信
息

读取 jobs*    

 GetReceiv 
edDataGrant

授予权限以获取已接收的数据
授权

读取 data-gran 
ts*
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#awsdataexchange-entitled-data-sets
#awsdataexchange-entitled-data-sets
#awsdataexchange-entitled-data-sets
https://docs.aws.amazon.com/data-exchange/latest/apireference/API_DeleteEventAction.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

entitled- 
revisions 
*

    GetRevision 授予权限以获取有关修订的信
息

读取

revisions 
*

   

 ListDataG 
rants

授予权限以列出账户的数据授
权

列表      

data-sets 
*

    ListDataS 
etRevisions

授予权限以列出数据集的修订 列表

entitled- 
data-sets 
*

   

 ListDataSets 授予权限以列出账户的数据集 列表      

 ListEvent 
Actions

授予权限以列出账户的事件操
作

列表      

 ListJobs 授予权限以列出账户的任务 列表      

 ListRecei 
vedDataGr 
ants

授予权限以列出账户已接收的
数据授权

列表      

entitled- 
revisions 
*

    ListRevis 
ionAssets

授予权限以获取修订的资产列
表

列表

revisions 
*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

data-gran 
ts

   

data-sets    

event-act 
ions

   

 ListTagsF 
orResource

授予权限以列出与指定资源关
联的标签

列表

revisions    

 PublishDa 
taSet [仅权限]

授予权限以向产品发布数据集 写入 data-sets 
*

   

data-sets 
*

    PublishTo 
DataGrant [仅
权限]

授予权限以向收据授权发布数
据集

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 RevokeRev 
ision

授予撤销订阅者对修订的访问
权限

写入 revisions 
*

   

assets*     SendApiAs 
set

授予权限以向 API 资产发送请
求

写入

entitled- 
assets*

   

 SendDataS 
etNotification

授予向数据集订阅用户发送通
知的权限

写入 data-sets 
*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartJob 授予权限以启动任务 写入 jobs*   dataexcha 
nge:Creat 
eAsset

dataexcha 
nge:Delet 
eDataSet

dataexcha 
nge:GetAs 
set

dataexcha 
nge:GetDa 
taSet

dataexcha 
nge:GetRe 
vision

dataexcha 
nge:Publi 
shDataSet

redshift: 
Authorize 
DataShare

data-gran 
ts

   

data-sets    

 TagResour 
ce

授予权限以将一个或多个标签
添加到指定的资源中

Tagging

event-act 
ions
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

revisions    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

data-gran 
ts

   

data-sets    

event-act 
ions

   

revisions    

 UntagReso 
urce

授予权限以从指定的资源中删
除一个或多个标签

标记

  aws:TagKe 
ys

 

 UpdateAsset 授予权限以获取有关资产的更
新信息

写入 assets*    

 UpdateDat 
aSet

授予权限以更新有关数据集的
信息

写入 data-sets 
*

   

 UpdateEve 
ntAction

授予权限以更新事件操作信息 写入 event-act 
ions*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRev 
ision

授予权限以更新有关修订的信
息

写入 revisions 
*

  dataexcha 
nge:Publi 
shDataSet

dataexcha 
nge:Publi 
shToDataG 
rant

AWS Data Exchange 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 jobs arn:${Partition}:dataexchange:${Regi 
on}:${Account}:jobs/${JobId}

dataexchange:JobTy 
pe

 data-sets arn:${Partition}:dataexchange:${Regi 
on}:${Account}:data-sets/${DataSetId 
}

aws:ResourceTag/${ 
TagKey}

 entitled-data-
sets

arn:${Partition}:dataexchange:${Regi 
on}::data-sets/${DataSetId}

 

 revisions arn:${Partition}:dataexchange:${Regi 
on}:${Account}:data-sets/${DataSetId 
}/revisions/${RevisionId}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 entitled- 
revisions

arn:${Partition}:dataexchange:${Regi 
on}::data-sets/${DataSetId}/revision 
s/${RevisionId}

 

 assets arn:${Partition}:dataexchange:${Regi 
on}:${Account}:data-sets/${DataSetId 
}/revisions/${RevisionId}/assets/${A 
ssetId}

 

 entitled- 
assets

arn:${Partition}:dataexchange:${Regi 
on}::data-sets/${DataSetId}/revision 
s/${RevisionId}/assets/${AssetId}

 

 event-act 
ions

arn:${Partition}:dataexchange:${Regi 
on}:${Account}:event-actions/${Event 
ActionId}

aws:ResourceTag/${ 
TagKey}

 data-grants arn:${Partition}:dataexchange:${Regi 
on}:${Account}:data-grants/${DataGra 
ntId}

aws:ResourceTag/${ 
TagKey}

AWS Data Exchange 的条件键

AWS Data Exchange 定义了以下条件密钥，这些条件键可用于 IAM 策略的Condition元素中。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按创建请求中每个必需标签的允许值集，筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串
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条件键 描述 类型

 aws:TagKeys 按创建请求中是否具有必需标签来筛选访问 ArrayOfString

 dataexcha 
nge:JobType

按指定的任务类型筛选访问 字符串

Amazon Data Lifecycle Manager 的操作、资源和条件键

Amazon Data Lifecycle Manager（服务前缀：dlm）提供以下服务特定的资源、操作和条件上下文键
以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Data Lifecycle Manager 定义的操作

• Amazon Data Lifecycle Manager 定义的资源类型

• Amazon Data Lifecycle Manager 的条件键

Amazon Data Lifecycle Manager 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateLif 
ecyclePolicy

授予权限以创建数据生命周
期策略来管理计划的 Amazon 
EBS 快照创建和保留。您最多
可以具有 100 个策略

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteLif 
ecyclePolicy

授予权限以删除现有的数据生
命周期策略。此外，该操作还
会停止创建和删除策略指定的
快照。现有快照不受影响

写入 policy*    

 GetLifecy 
clePolicies

授予权限以返回数据生命周期
策略的摘要描述列表

列表      

 GetLifecy 
clePolicy

授予权限以返回单个数据生命
周期策略的完整描述

读取 policy*    

 ListTagsF 
orResource

授予权限以列出与资源关联的
标签

读取 policy*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

policy*     TagResour 
ce

授予权限以添加或更新资源的
标签

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

policy*     UntagReso 
urce

授予权限以删除与资源关联的
标签

标记

  aws:TagKe 
ys

 

 UpdateLif 
ecyclePolicy

授予权限以更新现有的数据生
命周期策略

写入 policy*    

Amazon Data Lifecycle Manager 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 policy arn:${Partition}:dlm:${Region}:${Acc 
ount}:policy/${ResourceName}

aws:ResourceTag/${ 
TagKey}

Amazon Data Lifecycle Manager 的条件键

Amazon Data Lifecycle Manager 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您
可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。
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#amazondatalifecyclemanager-policy
https://docs.aws.amazon.com/dlm/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/dlm/latest/APIReference/API_TagResource.html
#amazondatalifecyclemanager-aws_RequestTag___TagKey_
#amazondatalifecyclemanager-aws_RequestTag___TagKey_
#amazondatalifecyclemanager-aws_RequestTag___TagKey_
#amazondatalifecyclemanager-aws_TagKeys
#amazondatalifecyclemanager-aws_TagKeys
#amazondatalifecyclemanager-policy
https://docs.aws.amazon.com/dlm/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/dlm/latest/APIReference/API_UntagResource.html
#amazondatalifecyclemanager-aws_TagKeys
#amazondatalifecyclemanager-aws_TagKeys
https://docs.aws.amazon.com/dlm/latest/APIReference/API_UpdateLifecyclePolicy.html
https://docs.aws.amazon.com/dlm/latest/APIReference/API_UpdateLifecyclePolicy.html
#amazondatalifecyclemanager-policy
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/dlm/latest/APIReference/API_LifecyclePolicy.html
#amazondatalifecyclemanager-aws_ResourceTag___TagKey_
#amazondatalifecyclemanager-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
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要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Data Pipeline 的操作、资源和条件键

AWS Data Pipeline（服务前缀:datapipeline）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Data Pipeline 定义的操作

• AWS Data Pipeline 定义的资源类型

• AWS Data Pipeline 的条件键

AWS Data Pipeline 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

AWS Data Pipeline 1144

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/datapipeline/latest/DeveloperGuide/
https://docs.aws.amazon.com/datapipeline/latest/APIReference/
https://docs.aws.amazon.com/datapipeline/latest/DeveloperGuide/dp-control-access.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

pipeline*     ActivateP 
ipeline

授予权限以验证指定的管道并
开始处理管道任务。如果管道
未通过验证，激活失败

写入

  datapipel 
ine:Pipel 
ineCreato 
r

datapipel 
ine:Tag/$ 
{TagKey}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
#awsdatapipeline-pipeline
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_ActivatePipeline.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_ActivatePipeline.html
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

datapipel 
ine:worke 
rGroup

pipeline*     AddTags 授予权限以为指定管道添加或
修改标签

标记

  datapipel 
ine:Pipel 
ineCreato 
r

datapipel 
ine:Tag/$ 
{TagKey}

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreatePip 
eline

授予权限以创建新的空管道 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

datapipel 
ine:Tag/$ 
{TagKey}

datapipel 
ine:AddTa 
gs

 Deactivat 
ePipeline

授予权限以停用指定的正在运
行的管道

写入 pipeline*    
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#awsdatapipeline-datapipeline_workerGroup
#awsdatapipeline-datapipeline_workerGroup
#awsdatapipeline-datapipeline_workerGroup
#awsdatapipeline-pipeline
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_AddTags.html
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-aws_TagKeys
#awsdatapipeline-aws_TagKeys
#awsdatapipeline-aws_RequestTag___TagKey_
#awsdatapipeline-aws_RequestTag___TagKey_
#awsdatapipeline-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_CreatePipeline.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_CreatePipeline.html
#awsdatapipeline-aws_RequestTag___TagKey_
#awsdatapipeline-aws_RequestTag___TagKey_
#awsdatapipeline-aws_RequestTag___TagKey_
#awsdatapipeline-aws_TagKeys
#awsdatapipeline-aws_TagKeys
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_DeactivatePipeline.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_DeactivatePipeline.html
#awsdatapipeline-pipeline
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  datapipel 
ine:Pipel 
ineCreato 
r

datapipel 
ine:Tag/$ 
{TagKey}

datapipel 
ine:worke 
rGroup

 

pipeline*     DeletePip 
eline

授予权限以删除管道、其管道
定义及其运行历史记录

写入

  datapipel 
ine:Pipel 
ineCreato 
r

datapipel 
ine:Tag/$ 
{TagKey}

 

pipeline*     DescribeO 
bjects

授予权限以获取与管道关联的
一组对象的对象定义

读取

  datapipel 
ine:Pipel 
ineCreato 
r

datapipel 
ine:Tag/$ 
{TagKey}
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#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
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#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
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#awsdatapipeline-datapipeline_workerGroup
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#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-pipeline
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_DescribeObjects.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_DescribeObjects.html
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#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

pipeline*     DescribeP 
ipelines

授予权限以检索有关一个或多
个管道的元数据

读取

  datapipel 
ine:Pipel 
ineCreato 
r

datapipel 
ine:Tag/$ 
{TagKey}

 

pipeline*     EvaluateE 
xpression

授予任务运行者在指定对象
的上下文中调用 EvaluateE 
xpression和评估字符串的权限

读取

  datapipel 
ine:Pipel 
ineCreato 
r

datapipel 
ine:Tag/$ 
{TagKey}

 

 GetAccoun 
tLimits [仅权
限]

授予呼叫权限 GetAccoun 
tLimits

列表      

 GetPipeli 
neDefinition

授予权限以获取指定管道的定
义

读取 pipeline*    
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https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_DescribePipelines.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_DescribePipelines.html
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-pipeline
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_EvaluateExpression.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_EvaluateExpression.html
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_GetAccountLimits.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_GetAccountLimits.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_GetPipelineDefinition.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_GetPipelineDefinition.html
#awsdatapipeline-pipeline
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  datapipel 
ine:Pipel 
ineCreato 
r

datapipel 
ine:Tag/$ 
{TagKey}

datapipel 
ine:worke 
rGroup

 

 ListPipelines 授予权限以为您有权限访问的
所有活跃管道列出管道标识符

列表      

 PollForTask 向任务运行者授予调用权限 
PollForTask，允许他们从 D 
AWS ata Pipeline 接收要执行
的任务

写入   datapipel 
ine:worke 
rGroup

 

 PutAccoun 
tLimits [仅权
限]

授予呼叫权限 PutAccoun 
tLimits

写入      

 PutPipeli 
neDefinition

授予权限以将任务、时间表和
前提条件添加到指定的管道

写入 pipeline*    
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#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_workerGroup
#awsdatapipeline-datapipeline_workerGroup
#awsdatapipeline-datapipeline_workerGroup
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_ListPipelines.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_PollForTask.html
#awsdatapipeline-datapipeline_workerGroup
#awsdatapipeline-datapipeline_workerGroup
#awsdatapipeline-datapipeline_workerGroup
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_PutAccountLimits.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_PutAccountLimits.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_PutPipelineDefinition.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_PutPipelineDefinition.html
#awsdatapipeline-pipeline
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  datapipel 
ine:Pipel 
ineCreato 
r

datapipel 
ine:Tag/$ 
{TagKey}

datapipel 
ine:worke 
rGroup

 

pipeline*     QueryObje 
cts

授予权限以查询指定的管道，
以找出与指定的一组条件相匹
配的对象的名称

读取

  datapipel 
ine:Pipel 
ineCreato 
r

datapipel 
ine:Tag/$ 
{TagKey}

 

 RemoveTag 
s

授予权限以从指定的管道中删
除现有标签

标记 pipeline*    
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#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_workerGroup
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#awsdatapipeline-pipeline
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_QueryObjects.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_QueryObjects.html
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_RemoveTags.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_RemoveTags.html
#awsdatapipeline-pipeline
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  datapipel 
ine:Pipel 
ineCreato 
r

datapipel 
ine:Tag/$ 
{TagKey}

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 ReportTas 
kProgress

授予任务运行者在被分配
任务时进行呼叫 ReportTas 
kProgress的权限，以确认任务 
已完成任务

写入 pipeline*    

 ReportTas 
kRunnerHe 
artbeat

允许任务运行者 ReportTas 
kRunnerHeartbeat 每 15 分钟
致电一次，以表明他们正在运
行

写入      

 SetStatus 授予权限以请求在指定的管道
中更新指定的物理或逻辑管道
对象的状态

写入 pipeline*    

AWS Data Pipeline 1151

#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_PipelineCreator
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-datapipeline_Tag___TagKey_
#awsdatapipeline-aws_TagKeys
#awsdatapipeline-aws_TagKeys
#awsdatapipeline-aws_RequestTag___TagKey_
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#awsdatapipeline-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_ReportTaskProgress.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_ReportTaskProgress.html
#awsdatapipeline-pipeline
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_ReportTaskRunnerHeartbeat.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_ReportTaskRunnerHeartbeat.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_ReportTaskRunnerHeartbeat.html
https://docs.aws.amazon.com/datapipeline/latest/APIReference/API_SetStatus.html
#awsdatapipeline-pipeline
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  datapipel 
ine:Pipel 
ineCreato 
r

datapipel 
ine:Tag/$ 
{TagKey}

 

 SetTaskSt 
atus

授予任务运行者调 SetTaskSt 
atus 用通知 AWS Data 
Pipeline 任务已完成并提供有 
关最终状态信息的权限

写入 pipeline*    

pipeline*     ValidateP 
ipelineDe 
finition

授予权限以验证指定的管道定
义，从而确保定义的格式正确
并且可以运行而无错误

读取

  datapipel 
ine:Pipel 
ineCreato 
r

datapipel 
ine:Tag/$ 
{TagKey}

datapipel 
ine:worke 
rGroup

 

AWS Data Pipeline 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 pipeline arn:${Partition}:datapipeline:${Regi 
on}:${Account}:pipeline/${PipelineId 
}

aws:ResourceTag/${ 
TagKey}

AWS Data Pipeline 的条件键

AWS Data Pipeline 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 datapipel 
ine:Pipel 
ineCreator

按创建管道的 IAM 用户筛选访问 ArrayOfString

 datapipel 
ine:Tag/$ 
{TagKey}

按可附加到资源的客户指定 key/value 对筛选访问权限 字符串

 datapipel 
ine:workerGroup

按任务运行程序检索其工作的工件组的名称筛选访问 ArrayOfString
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AWS Database Migration Service 的操作、资源和条件键

AWS Database Migration Service（服务前缀:dms）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Database Migration Service 定义的操作

• AWS Database Migration Service 定义的资源类型

• AWS Database Migration Service 的条件键

AWS Database Migration Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Certifica 
te

   

DataMigra 
tion

   

DataProvi 
der

   

Endpoint    

EventSubs 
cription

   

InstanceP 
rofile

   

Migration 
Project

   

Replicati 
onConfig

   

 AddTagsTo 
Resource

授予向 DMS 资源（包括复制
实例、终端节点、安全组和迁
移任务）添加元数据标签的权
限

Tagging

Replicati 
onInstanc 
e
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Replicati 
onSubnetG 
roup

   

Replicati 
onTask

   

Replicati 
onTaskAss 
essmentRu 
n

   

Replicati 
onTaskInd 
ividualAs 
sessment

   

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

dms:req-
tag/
${TagK 
ey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ApplyPend 
ingMainte 
nanceAction

授予将待处理的维护操作应用
于资源（例如，应用于复制实
例）的权限

写入 Replicati 
onInstanc 
e*

   

 Associate 
Extension 
Pack

授予权限以关联扩展包 写入 Migration 
Project*

   

 BatchStar 
tRecommen 
dations

授予权限以开始分析最多 20 个
源数据库，从而为每个源数据
库推荐目标引擎

写入      

 CancelRep 
licationT 
askAssess 
mentRun

授予取消单个迁移前评估运行
的权限

写入 Replicati 
onTaskAss 
essmentRu 
n*

   

Migration 
Project*

  iam:PassR 
ole

 CreateDat 
aMigration

授予使用提供的设置创建数据
库迁移的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

dms:req-
tag/
${TagK 
ey}
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#awsdatabasemigrationservice-aws_RequestTag___TagKey_
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#awsdatabasemigrationservice-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDat 
aProvider

授予权限以使用提供的设置创
建数据提供程序

写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

dms:req-
tag/
${TagK 
ey}

iam:PassR 
ole

 CreateEnd 
point

授予使用提供的设置创建终端
节点的权限

写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

dms:req-
tag/
${TagK 
ey}

iam:PassR 
ole

AWS 数据库迁移服务 1158

https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateDataProvider.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateDataProvider.html
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#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
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#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
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#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateEve 
ntSubscri 
ption

授予创建 AWS DMS 事件通知
订阅的权限

写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

dms:req-
tag/
${TagK 
ey}

 

 CreateFle 
etAdvisor 
Collector

授予使用指定参数创建 Fleet 
Advisor 收集器的权限

写入     iam:PassR 
ole

 CreateIns 
tanceProfile

授予权限以使用提供的设置创
建实例配置文件

写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

dms:req-
tag/
${TagK 
ey}

iam:PassR 
ole
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https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateEventSubscription.html
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#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateFleetAdvisorCollector.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateFleetAdvisorCollector.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateFleetAdvisorCollector.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateInstanceProfile.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateInstanceProfile.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

DataProvi 
der*

  iam:PassR 
ole

InstanceP 
rofile*

   

 CreateMig 
rationProject

授予权限以使用提供的设置创
建迁移项目

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

dms:req-
tag/
${TagK 
ey}

 

 CreateRep 
licationConfig

授予使用提供的设置创建复制
配置的权限

写入 Endpoint*    
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#awsdatabasemigrationservice-aws_RequestTag___TagKey_
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#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-Endpoint
#awsdatabasemigrationservice-Endpoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

dms:req-
tag/
${TagK 
ey}

 

 CreateRep 
licationI 
nstance

授予使用指定参数创建复制实
例的权限

写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

dms:req-
tag/
${TagK 
ey}

iam:PassR 
ole
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#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateReplicationInstance.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateReplicationInstance.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateReplicationInstance.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRep 
licationS 
ubnetGroup

根据 VPC 中的子网列表，授予 
创建复制子网组 IDs 的权限

写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

dms:req-
tag/
${TagK 
ey}

 

Endpoint*     CreateRep 
licationTask

授予使用指定参数创建复制任
务的权限

Write

Replicati 
onInstanc 
e*
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https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateReplicationSubnetGroup.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateReplicationSubnetGroup.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateReplicationSubnetGroup.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-Endpoint
#awsdatabasemigrationservice-Endpoint
https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateReplicationTask.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_CreateReplicationTask.html
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

dms:req-
tag/
${TagK 
ey}

 

 DeleteCer 
tificate

授予删除指定证书的权限 Write Certifica 
te*

   

Endpoint*     DeleteCon 
nection

授予删除复制实例和终端节点
之间的指定连接的权限

写入

Replicati 
onInstanc 
e*

   

 DeleteDat 
aMigration

授予删除指定的数据库迁移的
权限

写入 DataMigra 
tion*

   

 DeleteDat 
aProvider

授予权限以删除指定的数据提
供程序

写入 DataProvi 
der*

   

 DeleteEnd 
point

授予删除指定终端节点的权限 写入 Endpoint*    
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#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
#awsdatabasemigrationservice-dms_req-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteCertificate.html
#awsdatabasemigrationservice-Certificate
#awsdatabasemigrationservice-Certificate
#awsdatabasemigrationservice-Endpoint
#awsdatabasemigrationservice-Endpoint
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteConnection.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteConnection.html
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-DataMigration
#awsdatabasemigrationservice-DataMigration
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteDataProvider.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteDataProvider.html
#awsdatabasemigrationservice-DataProvider
#awsdatabasemigrationservice-DataProvider
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteEndpoint.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteEndpoint.html
#awsdatabasemigrationservice-Endpoint
#awsdatabasemigrationservice-Endpoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteEve 
ntSubscri 
ption

授予删除 AWS DMS 活动订阅
的权限

写入 EventSubs 
cription*

   

 DeleteFle 
etAdvisor 
Collector

授予删除指定 Fleet Advisor 收
集器的权限

写入      

 DeleteFle 
etAdvisor 
Databases

授予删除指定 Fleet Advisor 数
据库的权限

写入      

 DeleteIns 
tanceProfile

授予权限以删除指定的实例配
置文件

写入 InstanceP 
rofile*

   

 DeleteMig 
rationProject

授予权限以删除指定的迁移项
目

写入 Migration 
Project*

   

 DeleteRep 
licationConfig

授予删除指定的复制配置的权
限

写入 Replicati 
onConfig*

   

 DeleteRep 
licationI 
nstance

授予删除指定复制实例的权限 Write Replicati 
onInstanc 
e*

   

 DeleteRep 
licationS 
ubnetGroup

授予删除子网组的权限 Write Replicati 
onSubnetG 
roup*

   

 DeleteRep 
licationTask

授予删除指定复制任务的权限 Write Replicati 
onTask*
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https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteEventSubscription.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteEventSubscription.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteEventSubscription.html
#awsdatabasemigrationservice-EventSubscription
#awsdatabasemigrationservice-EventSubscription
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteFleetAdvisorCollector.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteFleetAdvisorCollector.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteFleetAdvisorCollector.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteFleetAdvisorDatabases.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteFleetAdvisorDatabases.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteFleetAdvisorDatabases.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteInstanceProfile.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteInstanceProfile.html
#awsdatabasemigrationservice-InstanceProfile
#awsdatabasemigrationservice-InstanceProfile
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteMigrationProject.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteMigrationProject.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteReplicationInstance.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteReplicationInstance.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteReplicationInstance.html
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteReplicationSubnetGroup.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteReplicationSubnetGroup.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteReplicationSubnetGroup.html
#awsdatabasemigrationservice-ReplicationSubnetGroup
#awsdatabasemigrationservice-ReplicationSubnetGroup
#awsdatabasemigrationservice-ReplicationSubnetGroup
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteReplicationTask.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteReplicationTask.html
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteRep 
licationT 
askAssess 
mentRun

授予删除单个迁移前评估运行
记录的权限

写入 Replicati 
onTaskAss 
essmentRu 
n*

   

 DescribeA 
ccountAtt 
ributes

授予列出客户账户所有 AWS 
DMS 属性的权限

读取      

Replicati 
onInstanc 
e

    DescribeA 
pplicable 
Individua 
lAssessments

授予列出可为新迁移前评估运
行指定的单个评估的权限

Read

Replicati 
onTask

   

 DescribeC 
ertificates

授予提供证书描述的权限 Read      

 DescribeC 
onnections

授予描述在复制实例与终端节
点之间已建立的连接状态的权
限

读取      

 DescribeC 
onversion 
Configuration

授予返回有关 DMS 架构转换
项目配置信息的权限

读取 Migration 
Project*

   

 DescribeD 
ataMigrations

授予返回指定区域中您账户的
数据库迁移信息的权限

读取      

 DescribeE 
ndpointSe 
ttings

授予在为特定数据库引擎创建
终端节点时返回可能的终端节
点设置的权限

读取      
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https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteReplicationTaskAssessmentRun.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteReplicationTaskAssessmentRun.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteReplicationTaskAssessmentRun.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DeleteReplicationTaskAssessmentRun.html
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeAccountAttributes.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeAccountAttributes.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeAccountAttributes.html
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeApplicableIndividualAssessments.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeApplicableIndividualAssessments.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeApplicableIndividualAssessments.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeApplicableIndividualAssessments.html
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeCertificates.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeCertificates.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeConnections.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeConnections.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeConversionConfiguration.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeConversionConfiguration.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeConversionConfiguration.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEndpointSettings.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEndpointSettings.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEndpointSettings.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeE 
ndpointTypes

授予返回有关可用终端节点类
型的信息的权限

Read      

 DescribeE 
ndpoints

授予返回有关当前区域账户终
端节点信息的权限

读取      

 DescribeE 
ngineVers 
ions

授予权限以返回 DMS 复制实
例可用版本的相关信息

读取      

 DescribeE 
ventCateg 
ories

授予列出所有事件源类型的类
别（或如果指定，则列出指定
源类型的类别）的权限

Read      

 DescribeE 
ventSubsc 
riptions

授予列出客户账户的所有订阅
描述的权限

Read      

 DescribeE 
vents

授予列出给定源标识符和源类
型事件的权限

读取      

 DescribeF 
leetAdvis 
orCollectors

授予根据筛选条件设置返回账
户中 Fleet Advisor 收集器分页
列表的权限

读取      

 DescribeF 
leetAdvis 
orDatabases

授予根据筛选条件设置返回账
户中 Fleet Advisor 数据库分页
列表的权限

读取      

 DescribeF 
leetAdvis 
orLsaAnal 
ysis

授予返回由 Fleet Advisor 收集
器生成的大规模评估 (LSA) 分
析描述的分页列表的权限

读取      
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https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEndpointTypes.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEndpointTypes.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEndpoints.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEndpoints.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEngineVersions.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEngineVersions.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEngineVersions.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEventCategories.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEventCategories.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEventCategories.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEventSubscriptions.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEventSubscriptions.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEventSubscriptions.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorCollectors.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorCollectors.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorCollectors.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorDatabases.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorDatabases.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorDatabases.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorLsaAnalysis.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorLsaAnalysis.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorLsaAnalysis.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorLsaAnalysis.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeF 
leetAdvis 
orSchemaO 
bjectSumm 
ary

授予返回 Fleet Advisor 收集器
根据筛选条件设置发现的架构
描述的分页列表的权限

读取      

 DescribeF 
leetAdvis 
orSchemas

授予返回 Fleet Advisor 收集器
根据筛选条件设置发现的架构
分页列表的权限

读取      

 DescribeM 
etadataMo 
delImports

授予返回有关启动迁移项目元
数据模型导入操作信息的权限

读取 Migration 
Project*

   

 DescribeO 
rderableR 
eplicatio 
nInstances

授予返回有关可在指定区域内
创建的复制实例类型信息的权
限

读取      

 DescribeP 
endingMai 
ntenanceA 
ctions

授予返回待处理维护操作相关
信息的权限

读取      

 DescribeR 
ecommenda 
tionLimit 
ations

授予返回目标 AWS 引擎推荐
的限制描述的分页列表的权限

读取      

 DescribeR 
ecommenda 
tions

授予权限以返回源数据库的目
标引擎推荐说明的分页列表

读取      
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https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorSchemaObjectSummary.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorSchemaObjectSummary.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorSchemaObjectSummary.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorSchemaObjectSummary.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorSchemaObjectSummary.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorSchemas.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorSchemas.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorSchemas.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeMetadataModelImports.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeMetadataModelImports.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeMetadataModelImports.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeOrderableReplicationInstances.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeOrderableReplicationInstances.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeOrderableReplicationInstances.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeOrderableReplicationInstances.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribePendingMaintenanceActions.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribePendingMaintenanceActions.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribePendingMaintenanceActions.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribePendingMaintenanceActions.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorLsaAnalysis.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorLsaAnalysis.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorLsaAnalysis.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeFleetAdvisorLsaAnalysis.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeRecommendations.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeRecommendations.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeRecommendations.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
efreshSch 
emasStatus

授予返回 RefreshSchemas 操
作状态的权限

读取 Endpoint*    

 DescribeR 
eplicatio 
nConfigs

授予描述复制配置的权限 读取      

Replicati 
onInstanc 
e*

    DescribeR 
eplicatio 
nInstance 
TaskLogs

授予返回有关指定任务的任务
日志信息的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 DescribeR 
eplicatio 
nInstances

授予返回有关当前区域中账户
的复制实例信息的权限

Read      

 DescribeR 
eplicatio 
nSubnetGr 
oups

授予返回有关复制子网组信息
的权限

读取      

 DescribeR 
eplicatio 
nTableSta 
tistics

授予描述复制表统计信息的权
限

读取 Replicati 
onConfig*
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https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeRefreshSchemasStatus.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeRefreshSchemasStatus.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeRefreshSchemasStatus.html
#awsdatabasemigrationservice-Endpoint
#awsdatabasemigrationservice-Endpoint
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationInstanceTaskLogs.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationInstanceTaskLogs.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationInstanceTaskLogs.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationInstanceTaskLogs.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-aws_TagKeys
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationInstances.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationInstances.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationInstances.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationSubnetGroups.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationSubnetGroups.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationSubnetGroups.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationSubnetGroups.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
eplicatio 
nTaskAsse 
ssmentRes 
ults

授予从 Amazon S3 返回最新
任务评估结果的权限

Read Replicati 
onTask

   

Replicati 
onInstanc 
e

   

Replicati 
onTask

   

 DescribeR 
eplicatio 
nTaskAsse 
ssmentRuns

授予根据过滤器设置返回迁移
前评估运行的分页列表的权限

Read

Replicati 
onTaskAss 
essmentRu 
n

   

Replicati 
onTask

    DescribeR 
eplicatio 
nTaskIndi 
vidualAss 
essments

授予根据筛选条件设置返回单
个评估的分页列表的权限

Read

Replicati 
onTaskAss 
essmentRu 
n

   

 DescribeR 
eplicatio 
nTasks

授予返回有关您账户在当前区
域的复制任务信息的权限

读取      

 DescribeR 
eplications

授予描述复制的权限 读取      

 DescribeS 
chemas

授予返回有关指定终端节点的
架构信息的权限

Read Endpoint*    

AWS 数据库迁移服务 1169

https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskAssessmentResults.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskAssessmentResults.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskAssessmentResults.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskAssessmentResults.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskAssessmentResults.html
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskAssessmentRuns.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskAssessmentRuns.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskAssessmentRuns.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskAssessmentRuns.html
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskIndividualAssessments.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskIndividualAssessments.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskIndividualAssessments.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskIndividualAssessments.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTaskIndividualAssessments.html
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTasks.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTasks.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeReplicationTasks.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeSchemas.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeSchemas.html
#awsdatabasemigrationservice-Endpoint
#awsdatabasemigrationservice-Endpoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeT 
ableStatistics

授予返回有关数据库迁移任务
的表统计数据（包括表名称、
插入的行、更新的行和删除的
行）的权限

读取 Replicati 
onTask*

   

 ExportMet 
adataMode 
lAssessment

授予权限以导出指定的元数据
模型评估

写入 Migration 
Project

   

 ImportCer 
tificate

授予上传指定证书的权限 写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListDataP 
roviders

授予列出数据提供者的 AWS 
DMS 属性的权限

读取      

 ListExten 
sionPacks

授予列出扩展 AWS 包的 DMS 
属性的权限

读取 Migration 
Project

   

 ListInsta 
nceProfiles

授予列出实例配置 AWS 文件
的 DMS 属性的权限

读取 InstanceP 
rofile

   

 ListMetad 
ataModelA 
ssessment 
ActionItems
[仅权限]

授予列出元数据模型评估措施
项的 AWS DMS 属性的权限。
注意。尽管需要执行此操作 
StartMetadataModelImport，
但后者目前并未授权上述架构
转换操作

读取 Migration 
Project

  dms:Start 
MetadataM 
odelImpor 
t
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https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeTableStatistics.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeTableStatistics.html
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask
https://docs.aws.amazon.com/dms/latest/APIReference/API_ExportMetadataModelAssessment.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ExportMetadataModelAssessment.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ExportMetadataModelAssessment.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
https://docs.aws.amazon.com/dms/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ImportCertificate.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-aws_TagKeys
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeDataProviders.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeDataProviders.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeExtensionPackAssociations.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeExtensionPackAssociations.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeInstanceProfiles.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeInstanceProfiles.html
#awsdatabasemigrationservice-InstanceProfile
#awsdatabasemigrationservice-InstanceProfile
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListMetad 
ataModelA 
ssessments

授予列出元数据模型评估的 
AWS DMS 属性的权限

读取 Migration 
Project

   

 ListMetad 
ataModelC 
onversions

授予列出元数据模型转换的 
AWS DMS 属性的权限

读取 Migration 
Project

   

 ListMetad 
ataModelE 
xports

授予列出元数据模型导出的 
AWS DMS 属性的权限

读取 Migration 
Project

   

DataProvi 
der

  dms:Descr 
ibeConver 
sionConfi 
guration

InstanceP 
rofile

   

 ListMigra 
tionProjects

授予列出迁移项目的 AWS 
DMS 属性的权限。注意。 
尽管此操作需要 DescribeM 
igrationProjects 和 DescribeC 
onversionConfiguration，但这
两个必需的操作目前都未授权
上述架构转换操作

读取

Migration 
Project

   

Certifica 
te

   

DataMigra 
tion

   

DataProvi 
der

   

 ListTagsF 
orResource

授予列出 AWS DMS 资源所有
标签的权限

读取

Endpoint    

AWS 数据库迁移服务 1171

https://docs.aws.amazon.com/dms/latest/APIReference/API_ListMetadataModelExports.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ListMetadataModelExports.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ListMetadataModelExports.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeMetadataModelConversions.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeMetadataModelConversions.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_DescribeMetadataModelConversions.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-DataProvider
#awsdatabasemigrationservice-DataProvider
#awsdatabasemigrationservice-InstanceProfile
#awsdatabasemigrationservice-InstanceProfile
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-Certificate
#awsdatabasemigrationservice-Certificate
#awsdatabasemigrationservice-DataMigration
#awsdatabasemigrationservice-DataMigration
#awsdatabasemigrationservice-DataProvider
#awsdatabasemigrationservice-DataProvider
https://docs.aws.amazon.com/dms/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ListTagsForResource.html
#awsdatabasemigrationservice-Endpoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

EventSubs 
cription

   

InstanceP 
rofile

   

Migration 
Project

   

Replicati 
onConfig

   

Replicati 
onInstanc 
e

   

Replicati 
onSubnetG 
roup

   

Replicati 
onTask

   

Replicati 
onTaskAss 
essmentRu 
n

   

Replicati 
onTaskInd 
ividualAs 
sessment

   

 ModifyDat 
aMigration

授予修改指定的数据库迁移的
权限

写入 DataMigra 
tion*

  iam:PassR 
ole
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#awsdatabasemigrationservice-EventSubscription
#awsdatabasemigrationservice-EventSubscription
#awsdatabasemigrationservice-InstanceProfile
#awsdatabasemigrationservice-InstanceProfile
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationSubnetGroup
#awsdatabasemigrationservice-ReplicationSubnetGroup
#awsdatabasemigrationservice-ReplicationSubnetGroup
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskIndividualAssessment
#awsdatabasemigrationservice-ReplicationTaskIndividualAssessment
#awsdatabasemigrationservice-ReplicationTaskIndividualAssessment
#awsdatabasemigrationservice-ReplicationTaskIndividualAssessment
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-DataMigration
#awsdatabasemigrationservice-DataMigration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Endpoint*   iam:PassR 
ole

 ModifyEnd 
point

授予权限以修改指定端点 写入

Certifica 
te

   

 ModifyEve 
ntSubscri 
ption

授予修改现有 AWS DMS 事件
通知订阅的权限

写入      

 ModifyFle 
etAdvisor 
Collector [仅
权限]

授予修改指定 Fleet Advisor 收
集器的名称和描述的权限

写入      

 ModifyFle 
etAdvisor 
Collector 
Statuses [仅
权限]

授予修改指定 Fleet Advisor 收
集器状态的权限

写入      

 ModifyRep 
licationConfig

授予修改指定的复制配置的权
限

写入 Replicati 
onConfig*

   

 ModifyRep 
licationI 
nstance

授予修改复制实例以应用新设
置的权限

Write Replicati 
onInstanc 
e*

   

 ModifyRep 
licationS 
ubnetGroup

授予修改指定复制子网组设置
的权限

Write      

 ModifyRep 
licationTask

授予修改指定复制任务的权限 Write Replicati 
onTask*
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#awsdatabasemigrationservice-Endpoint
#awsdatabasemigrationservice-Endpoint
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyEndpoint.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyEndpoint.html
#awsdatabasemigrationservice-Certificate
#awsdatabasemigrationservice-Certificate
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyEventSubscription.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyEventSubscription.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyEventSubscription.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyReplicationInstance.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyReplicationInstance.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyReplicationInstance.html
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyReplicationSubnetGroup.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyReplicationSubnetGroup.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyReplicationSubnetGroup.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyReplicationTask.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyReplicationTask.html
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Replicati 
onInstanc 
e*

    MoveRepli 
cationTask

授予将指定复制任务移动到其
他复制实例的权限

Write

Replicati 
onTask*

   

 RebootRep 
licationI 
nstance

授予重启复制实例的权限。重
启将导致暂时中断，直到复制
实例再次变为可用

Write Replicati 
onInstanc 
e*

   

Endpoint*     RefreshSc 
hemas

授予为指定终端节点填充架构
的权限

写入

Replicati 
onInstanc 
e*

   

 ReloadRep 
licationTables

授予使用复制源重新加载目标
数据库表的权限

写入 Replicati 
onConfig*

   

 ReloadTab 
les

授予使用源数据重新加载目标
数据库表的权限

Write Replicati 
onTask*

   

Certifica 
te

   

DataMigra 
tion

   

DataProvi 
der

   

 RemoveTag 
sFromReso 
urce

授予从 DMS 资源中删除元数
据标签的权限

标记

Endpoint    
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#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
https://docs.aws.amazon.com/dms/latest/APIReference/API_MoveReplicationTask.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_MoveReplicationTask.html
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask
https://docs.aws.amazon.com/dms/latest/APIReference/API_RebootReplicationInstance.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_RebootReplicationInstance.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_RebootReplicationInstance.html
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-Endpoint
#awsdatabasemigrationservice-Endpoint
https://docs.aws.amazon.com/dms/latest/APIReference/API_RefreshSchemas.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_RefreshSchemas.html
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig
https://docs.aws.amazon.com/dms/latest/APIReference/API_ReloadTables.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ReloadTables.html
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-Certificate
#awsdatabasemigrationservice-Certificate
#awsdatabasemigrationservice-DataMigration
#awsdatabasemigrationservice-DataMigration
#awsdatabasemigrationservice-DataProvider
#awsdatabasemigrationservice-DataProvider
https://docs.aws.amazon.com/dms/latest/APIReference/API_RemoveTagsFromResource.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_RemoveTagsFromResource.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_RemoveTagsFromResource.html
#awsdatabasemigrationservice-Endpoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

EventSubs 
cription

   

InstanceP 
rofile

   

Migration 
Project

   

Replicati 
onConfig

   

Replicati 
onInstanc 
e

   

Replicati 
onSubnetG 
roup

   

Replicati 
onTask

   

Replicati 
onTaskAss 
essmentRu 
n

   

Replicati 
onTaskInd 
ividualAs 
sessment
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#awsdatabasemigrationservice-EventSubscription
#awsdatabasemigrationservice-EventSubscription
#awsdatabasemigrationservice-InstanceProfile
#awsdatabasemigrationservice-InstanceProfile
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationSubnetGroup
#awsdatabasemigrationservice-ReplicationSubnetGroup
#awsdatabasemigrationservice-ReplicationSubnetGroup
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskAssessmentRun
#awsdatabasemigrationservice-ReplicationTaskIndividualAssessment
#awsdatabasemigrationservice-ReplicationTaskIndividualAssessment
#awsdatabasemigrationservice-ReplicationTaskIndividualAssessment
#awsdatabasemigrationservice-ReplicationTaskIndividualAssessment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 RunFleetA 
dvisorLsa 
Analysis

授予对账户中的每个 Fleet 
Advisor 收集器进行大规模评估 
(LSA) 分析的权限

写入      

 StartData 
Migration

授予启动数据库迁移的权限 写入 DataMigra 
tion*

   

 StartMeta 
dataModel 
Assessment

授予权限以启动元数据模型的
新评估

写入 Migration 
Project*

   

 StartMeta 
dataModel 
Conversion

授予权限以启动元数据模型的
新转换

写入 Migration 
Project*

   

 StartMeta 
dataModel 
ExportAsS 
cripts

授予权限以将元数据模型的新
导出作为脚本启动

写入 Migration 
Project*

   

 StartMeta 
dataModel 
ExportToT 
arget

授予权限以将元数据模型的新
导出启动到目标

写入 Migration 
Project*
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#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_RequestTag___TagKey_
#awsdatabasemigrationservice-aws_TagKeys
#awsdatabasemigrationservice-aws_TagKeys
https://docs.aws.amazon.com/dms/latest/APIReference/API_RunFleetAdvisorLsaAnalysis.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_RunFleetAdvisorLsaAnalysis.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_RunFleetAdvisorLsaAnalysis.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-DataMigration
#awsdatabasemigrationservice-DataMigration
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelAssessment.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelAssessment.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelAssessment.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelConversion.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelConversion.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelConversion.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelExportAsScript.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelExportAsScript.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelExportAsScript.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelExportAsScript.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelExportToTarget.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelExportToTarget.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelExportToTarget.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelExportToTarget.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartMeta 
dataModel 
Import

授予权限以启动元数据模型的
新导入

写入 Migration 
Project*

   

 StartReco 
mmendations

授予权限以启动对源数据库的
分析，从而提供目标引擎的建
议

写入      

 StartRepl 
ication

授予启动复制的权限 写入 Replicati 
onConfig*

   

 StartRepl 
icationTask

授予启动复制任务的权限 Write Replicati 
onTask*

   

 StartRepl 
icationTa 
skAssessm 
ent

授予为源数据库中的不支持的
数据类型启动复制任务评估的
权限

Write Replicati 
onTask*

   

 StartRepl 
icationTa 
skAssessm 
entRun

授予为迁移任务的一个或多个
单独评估启动新的迁移前评估
运行的权限

写入 Replicati 
onTask*

  iam:PassR 
ole

 StopDataM 
igration

授予停止数据库迁移的权限 写入 DataMigra 
tion*

   

 StopRepli 
cation

授予停止复制的权限 写入 Replicati 
onConfig*

   

 StopRepli 
cationTask

授予停止复制任务的权限 Write Replicati 
onTask*

   

 TestConne 
ction

授予测试复制实例和终端节点
之间连接的权限

读取 Endpoint*    
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https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelImport.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelImport.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartMetadataModelImport.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartRecommendations.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartRecommendations.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartReplicationTask.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartReplicationTask.html
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartReplicationTaskAssessment.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartReplicationTaskAssessment.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartReplicationTaskAssessment.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartReplicationTaskAssessment.html
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartReplicationTaskAssessmentRun.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartReplicationTaskAssessmentRun.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartReplicationTaskAssessmentRun.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StartReplicationTaskAssessmentRun.html
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-DataMigration
#awsdatabasemigrationservice-DataMigration
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig
#awsdatabasemigrationservice-ReplicationConfig
https://docs.aws.amazon.com/dms/latest/APIReference/API_StopReplicationTask.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_StopReplicationTask.html
#awsdatabasemigrationservice-ReplicationTask
#awsdatabasemigrationservice-ReplicationTask
https://docs.aws.amazon.com/dms/latest/APIReference/API_TestConnection.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_TestConnection.html
#awsdatabasemigrationservice-Endpoint
#awsdatabasemigrationservice-Endpoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Replicati 
onInstanc 
e*

   

 UpdateCon 
versionCo 
nfiguration

授予权限以更新转换配置 写入 Migration 
Project*

   

 UpdateDat 
aProvider

授予权限以更新指定的数据提
供程序

写入 DataProvi 
der*

   

 UpdateIns 
tanceProfile

授予权限以更新指定的实例配
置文件

写入 InstanceP 
rofile*

   

 UpdateMig 
rationProject

授予权限以更新指定的迁移项
目

写入 Migration 
Project*

   

 UpdateSub 
scription 
sToEventB 
ridge

授予将 DMS 订阅迁移到 
Eventbridge 的权限

写入      

 UploadFil 
eMetadata 
List [仅权限]

授予将文件上传到 Amazon S3 
桶的权限

写入      

AWS Database Migration Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
#awsdatabasemigrationservice-ReplicationInstance
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyConversionConfiguration.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyConversionConfiguration.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyConversionConfiguration.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyDataProvider.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyDataProvider.html
#awsdatabasemigrationservice-DataProvider
#awsdatabasemigrationservice-DataProvider
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyInstanceProfile.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyInstanceProfile.html
#awsdatabasemigrationservice-InstanceProfile
#awsdatabasemigrationservice-InstanceProfile
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyMigrationProject.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ModifyMigrationProject.html
#awsdatabasemigrationservice-MigrationProject
#awsdatabasemigrationservice-MigrationProject
https://docs.aws.amazon.com/dms/latest/APIReference/API_UpdateSubscriptionsToEventBridge.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_UpdateSubscriptionsToEventBridge.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_UpdateSubscriptionsToEventBridge.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_UpdateSubscriptionsToEventBridge.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table


服务授权参考 服务授权参考

资源类型 ARN 条件键

 Certificate arn:${Partition}:dms:${Region}:${Acc 
ount}:cert:*

aws:ResourceTag/${ 
TagKey}

dms:cert-tag/${Tag 
Key}

 DataProvider arn:${Partition}:dms:${Region}:${Acc 
ount}:data-provider:*

aws:ResourceTag/${ 
TagKey}

dms:data-provider- 
tag/${TagKey}

 DataMigra 
tion

arn:${Partition}:dms:${Region}:${Acc 
ount}:data-migration:*

aws:ResourceTag/${ 
TagKey}

dms:data-migration-
tag/${TagKey}

 Endpoint arn:${Partition}:dms:${Region}:${Acc 
ount}:endpoint:*

aws:ResourceTag/${ 
TagKey}

dms:endpoint-tag/$ 
{TagKey}

 EventSubs 
cription

arn:${Partition}:dms:${Region}:${Acc 
ount}:es:*

aws:ResourceTag/${ 
TagKey}

dms:es-tag/${TagKey}

 InstanceP 
rofile

arn:${Partition}:dms:${Region}:${Acc 
ount}:instance-profile:*

aws:ResourceTag/${ 
TagKey}

dms:instance-profile-
tag/${TagKey}

 Migration 
Project

arn:${Partition}:dms:${Region}:${Acc 
ount}:migration-project:*

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/dms/latest/APIReference/API_Certificate.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-dms_cert-tag___TagKey_
#awsdatabasemigrationservice-dms_cert-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-dms_data-provider-tag___TagKey_
#awsdatabasemigrationservice-dms_data-provider-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-dms_data-migration-tag___TagKey_
#awsdatabasemigrationservice-dms_data-migration-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/API_Endpoint.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-dms_endpoint-tag___TagKey_
#awsdatabasemigrationservice-dms_endpoint-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/API_EventSubscription.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_EventSubscription.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-dms_es-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-dms_instance-profile-tag___TagKey_
#awsdatabasemigrationservice-dms_instance-profile-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

dms:migration-project-
tag/${TagKey}

 Replicati 
onConfig

arn:${Partition}:dms:${Region}:${Acc 
ount}:replication-config:*

aws:ResourceTag/${ 
TagKey}

dms:replication-co 
nfig-tag/${TagKey}

 Replicati 
onInstance

arn:${Partition}:dms:${Region}:${Acc 
ount}:rep:*

aws:ResourceTag/${ 
TagKey}

dms:rep-tag/${TagK 
ey}

 Replicati 
onSubnetG 
roup

arn:${Partition}:dms:${Region}:${Acc 
ount}:subgrp:*

aws:ResourceTag/${ 
TagKey}

dms:subgrp-tag/${T 
agKey}

 Replicati 
onTask

arn:${Partition}:dms:${Region}:${Acc 
ount}:task:*

aws:ResourceTag/${ 
TagKey}

dms:task-tag/${Tag 
Key}

 Replicati 
onTaskAss 
essmentRun

arn:${Partition}:dms:${Region}:${Acc 
ount}:assessment-run:*

aws:ResourceTag/${ 
TagKey}

dms:assessment-run-
tag/${TagKey}
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#awsdatabasemigrationservice-dms_migration-project-tag___TagKey_
#awsdatabasemigrationservice-dms_migration-project-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/dms/latest/APIReference/Welcome.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-dms_replication-config-tag___TagKey_
#awsdatabasemigrationservice-dms_replication-config-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/API_ReplicationInstance.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ReplicationInstance.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-dms_rep-tag___TagKey_
#awsdatabasemigrationservice-dms_rep-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/API_ReplicationSubnetGroup.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ReplicationSubnetGroup.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ReplicationSubnetGroup.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-dms_subgrp-tag___TagKey_
#awsdatabasemigrationservice-dms_subgrp-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/API_ReplicationTask.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ReplicationTask.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-dms_task-tag___TagKey_
#awsdatabasemigrationservice-dms_task-tag___TagKey_
https://docs.aws.amazon.com/dms/latest/APIReference/API_ReplicationTaskAssessmentRun.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ReplicationTaskAssessmentRun.html
https://docs.aws.amazon.com/dms/latest/APIReference/API_ReplicationTaskAssessmentRun.html
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-aws_ResourceTag___TagKey_
#awsdatabasemigrationservice-dms_assessment-run-tag___TagKey_
#awsdatabasemigrationservice-dms_assessment-run-tag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

 Replicati 
onTaskInd 
ividualAs 
sessment

arn:${Partition}:dms:${Region}:${Acc 
ount}:individual-assessment:*

aws:ResourceTag/${ 
TagKey}

dms:individual-ass 
essment-tag/${TagK 
ey}

AWS Database Migration Service 的条件键

AWS Database Migration Service 定义了以下可用于 IAM 策略Condition元素的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按是否存在附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 dms:asses 
sment-run-tag/
${TagKey}

根据请求中是否存在标签键值对来筛选访问权限 
AssessmentRun

字符串

 dms:cert-tag/
${TagKey}

根据在 Certificate 请求中是否具有标签键值对来筛选访问
权限

字符串

 dms:data- 
migration-tag/
${TagKey}

根据请求中是否存在标签键值对来筛选访问权限 
DataMigration

字符串
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条件键 描述 类型

 dms:data- 
provider-tag/
${TagKey}

根据请求中是否存在标签键值对来筛选访问权限 DataProvi 
der

字符串

 dms:endpoint-
tag/${TagKey}

根据在 Endpoint 请求中是否具有标签键值对来筛选访问权 
限

字符串

 dms:es-tag/
${TagKey}

根据请求中是否存在标签键值对来筛选访问权限 
EventSubscription

字符串

 dms:individual-
assessment-tag/
${TagKey}

根据请求中是否存在标签键值对来筛选访问权限 Individua 
lAssessment

字符串

 dms:instance-
profile-tag/${ 
TagKey}

根据请求中是否存在标签键值对来筛选访问权限 
InstanceProfile

字符串

 dms:migration-
project-tag/$ 
{TagKey}

根据请求中是否存在标签键值对来筛选访问权限 Migration 
Project

字符串

 dms:rep-tag/
${TagKey}

根据请求中是否存在标签键值对来筛选访问权限 Replicati 
onInstance

字符串

 dms:replication-
config-tag/ 
${TagKey}

根据请求中是否存在标签键值对来筛选访问权限 Replicati 
onConfig

字符串

 dms:req-tag/
${TagKey}

根据在给定请求中是否具有标签键值对来筛选访问权限 字符串

 dms:subgrp-tag/
${TagKey}

根据请求中是否存在标签键值对来筛选访问权限 Replicati 
onSubnetGroup

字符串

 dms:task-tag/
${TagKey}

根据请求中是否存在标签键值对来筛选访问权限 Replicati 
onTask

字符串
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Database Query Metadata Service 的操作、资源和条件键

Database Query Metadata Service（服务前缀：dbqms）提供可在 IAM 权限策略中使用的以下服务特
定资源、操作和条件上下文键。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Database Query Metadata Service 定义的操作

• Database Query Metadata Service 定义的资源类型

• Database Query Metadata Service 的条件键

Database Query Metadata Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateFav 
oriteQuery

授予权限以创建新的收藏夹查
询

Write      

 CreateQue 
ryHistory

授予权限以将查询添加到历史
记录

Write      

 CreateTab 授予权限以创建新的查询选项
卡

Write      

 DeleteFav 
oriteQueries

授予权限以删除保存的查询 Write      

 DeleteQue 
ryHistory

授予权限以删除历史查询 Write      

 DeleteTab 授予权限以删除查询选项卡 Write      

 DescribeF 
avoriteQu 
eries

授予权限以列出保存的查询和
关联元数据

List      

 DescribeQ 
ueryHistory

授予权限以列出运行的查询历
史记录

List      

 DescribeT 
abs

授予权限以列出查询选项卡和
关联元数据

List      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetQueryS 
tring

授予权限以通过 ID 检索常用或
历史查询字符串

Read      

 UpdateFav 
oriteQuery

授予权限以更新保存的查询和
描述

Write      

 UpdateQue 
ryHistory

授予权限以更新查询历史记录 Write      

 UpdateTab 授予权限以更新查询选项卡 Write      

Database Query Metadata Service 定义的资源类型

Database Query Metadata Service 不支持在 IAM policy 语句的 Resource 元素中指定资源 ARN。要
允许对 Database Query Metadata Service 的访问权限，请在策略中指定 "Resource": "*"。

Database Query Metadata Service 的条件键

DBQMS 没有可在策略声明的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的全
局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS DataSync 的操作、资源和条件键

AWS DataSync （服务前缀:datasync）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS DataSync 定义的操作
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• AWS DataSync 定义的资源类型

• AWS DataSync 的条件键

AWS DataSync 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddStorag 
eSystem

授予创建存储系统的权限 写入 agent*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

taskexecu 
tion*

    CancelTas 
kExecution

授予取消执行同步任务的权限 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 CreateAgent 授予以下权限：激活在主机上
部署的代理

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLoc 
ationAzur 
eBlob

授予为 Microsoft Azure Blob 
Storage 容器创建端点的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_ResourceTag___TagKey_
#awsdatasync-aws_ResourceTag___TagKey_
#awsdatasync-aws_ResourceTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys
#awsdatasync-taskexecution
#awsdatasync-taskexecution
https://docs.aws.amazon.com/datasync/latest/userguide/API_CancelTaskExecution.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CancelTaskExecution.html
#awsdatasync-aws_ResourceTag___TagKey_
#awsdatasync-aws_ResourceTag___TagKey_
#awsdatasync-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateAgent.html
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationAzureBlob.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationAzureBlob.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationAzureBlob.html
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateLoc 
ationEfs

授予为 Amazon EFS 文件系统
创建终端节点的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLoc 
ationFsxL 
ustre

授予为 Amazon FSx Lustre 创
建端点的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLoc 
ationFsxO 
ntap

授予为亚马逊 ONTAP 创建终
端节点 FSx 的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLoc 
ationFsxO 
penZfs

授予为亚马逊创建适用于 
OpenZFS 的终端节点 FSx 的
权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLoc 
ationFsxW 
indows

授予为亚马逊 FSx Windows 文
件服务器文件系统创建终端节
点的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationEfs.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationEfs.html
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationFsxLustre.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationFsxLustre.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationFsxLustre.html
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationFsxOntap.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationFsxOntap.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationFsxOntap.html
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationFsxOpenZfs.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationFsxOpenZfs.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationFsxOpenZfs.html
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationFsxWindows.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationFsxWindows.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationFsxWindows.html
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateLoc 
ationHdfs

授予为 Amazon Hdfs 创建端点
的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLoc 
ationNfs

授予为 NFS 文件系统创建终端
节点的权限

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLoc 
ationObje 
ctStorage

授予为自行管理的对象存储桶
创建终端节点的权限

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLoc 
ationS3

授予为 Amazon S3 存储桶创
建终端节点的权限

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLoc 
ationSmb

授予为 SMB 文件系统创建终
端节点的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationHdfs.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationHdfs.html
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationNfs.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationNfs.html
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationObjectStorage.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationObjectStorage.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationObjectStorage.html
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationS3.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationS3.html
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationSmb.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateLocationSmb.html
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

location*    

agent    

 CreateTask 授予创建同步任务的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAgent 授予删除代理的权限 写入 agent*    

 DeleteLoc 
ation

授予删除使用的地点的权限 
AWS DataSync

写入 location*    

 DeleteTask 授予删除同步任务的权限 Write task*    

 DescribeA 
gent

授予以下权限：查看有关同步
代理的元数据，例如名称、网
络接口以及状态（即，代理是
否正在运行）。

读取 agent*    

 DescribeD 
iscoveryJob

授予描述有关发现作业的元数
据的权限

读取 discovery 
job*

   

 DescribeL 
ocationAz 
ureBlob

授予查看元数据的权限，例如
有关 Azure Blob Storage 同步
位置的路径信息

读取 location*    

 DescribeL 
ocationEfs

授予查看元数据的权限，例如
有关 Amazon EFS 同步位置的
路径信息

读取 location*    
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#awsdatasync-location
#awsdatasync-agent
https://docs.aws.amazon.com/datasync/latest/userguide/API_CreateTask.html
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_TagKeys
#awsdatasync-aws_TagKeys
https://docs.aws.amazon.com/datasync/latest/userguide/API_DeleteAgent.html
#awsdatasync-agent
https://docs.aws.amazon.com/datasync/latest/userguide/API_DeleteLocation.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DeleteLocation.html
#awsdatasync-location
https://docs.aws.amazon.com/datasync/latest/userguide/API_DeleteTask.html
#awsdatasync-task
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeAgent.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeAgent.html
#awsdatasync-agent
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeDiscoveryJob.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeDiscoveryJob.html
#awsdatasync-discoveryjob
#awsdatasync-discoveryjob
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationAzureBlob.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationAzureBlob.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationAzureBlob.html
#awsdatasync-location
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationEfs.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationEfs.html
#awsdatasync-location


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeL 
ocationFs 
xLustre

授予查看元数据的权限，例如
有关 Amazon FSx Lustre 同步
位置的路径信息

读取 location*    

 DescribeL 
ocationFs 
xOntap

授予查看元数据的权限，例如
有关 Amazon for ONTAP 同步 
FSx 位置的路径信息

读取 location*    

 DescribeL 
ocationFs 
xOpenZfs

授予查看元数据的权限，例如
有关 Amazon FSx OpenZFS 
同步位置的路径信息

读取 location*    

 DescribeL 
ocationFs 
xWindows

授予查看元数据的权限，例如
有关亚马逊 FSx Windows 同步
位置的路径信息

读取 location*    

 DescribeL 
ocationHdfs

授予查看元数据的权限，例如
有关 Amazon HDFS 同步位置
的路径信息

读取 location*    

 DescribeL 
ocationNfs

授予以下权限：查看有关 NFS 
同步位置的元数据，例如路径
信息

Read location*    

 DescribeL 
ocationOb 
jectStorage

授予以下权限：查看有关自行
管理的对象存储服务器位置的
元数据

Read location*    

 DescribeL 
ocationS3

授予以下权限：查看有关 
Amazon S3 存储桶同步位置的
元数据，例如存储桶名称

Read location*    

 DescribeL 
ocationSmb

授予以下权限：查看有关 SMB 
同步位置的元数据，例如路径
信息

读取 location*    
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https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationFsxLustre.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationFsxLustre.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationFsxLustre.html
#awsdatasync-location
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationFsxOntap.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationFsxOntap.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationFsxOntap.html
#awsdatasync-location
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationFsxOpenZfs.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationFsxOpenZfs.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationFsxOpenZfs.html
#awsdatasync-location
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationFsxWindows.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationFsxWindows.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationFsxWindows.html
#awsdatasync-location
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationHdfs.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationHdfs.html
#awsdatasync-location
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationNfs.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationNfs.html
#awsdatasync-location
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationObjectStorage.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationObjectStorage.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationObjectStorage.html
#awsdatasync-location
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationS3.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationS3.html
#awsdatasync-location
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationSmb.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeLocationSmb.html
#awsdatasync-location


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
torageSystem

授予查看有关存储系统的元数
据的权限

读取 storagesy 
stem*

   

 DescribeS 
torageSys 
temResour 
ceMetrics

授予描述发现作业收集的资源
指标的权限

列表 discovery 
job*

   

 DescribeS 
torageSys 
temResour 
ces

授予描述发现作业识别的资源
的权限

列表 discovery 
job*

   

 DescribeT 
ask

授予以下权限：查看有关同步
任务的元数据

Read task*    

taskexecu 
tion*

    DescribeT 
askExecution

授予以下权限：查看有关正在
执行的同步任务的元数据

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GenerateR 
ecommenda 
tions

授予为发现作业识别的资源生
成建议的权限

写入 discovery 
job*

   

 ListAgents 授予列出请求 AWS 账户 中指
定区域内由拥有的代理的权限

列表      

 ListDisco 
veryJobs

授予列出发现作业的权限 列表      

 ListLocations 授予列出源和目标同步位置的
权限

列表      
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https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeStorageSystem.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeStorageSystem.html
#awsdatasync-storagesystem
#awsdatasync-storagesystem
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeStorageSystemResourceMetrics.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeStorageSystemResourceMetrics.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeStorageSystemResourceMetrics.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeStorageSystemResourceMetrics.html
#awsdatasync-discoveryjob
#awsdatasync-discoveryjob
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeStorageSystemResources.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeStorageSystemResources.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeStorageSystemResources.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeStorageSystemResources.html
#awsdatasync-discoveryjob
#awsdatasync-discoveryjob
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeTask.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeTask.html
#awsdatasync-task
#awsdatasync-taskexecution
#awsdatasync-taskexecution
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeTaskExecution.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_DescribeTaskExecution.html
#awsdatasync-aws_ResourceTag___TagKey_
#awsdatasync-aws_ResourceTag___TagKey_
#awsdatasync-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/datasync/latest/userguide/API_GenerateRecommendations.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_GenerateRecommendations.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_GenerateRecommendations.html
#awsdatasync-discoveryjob
#awsdatasync-discoveryjob
https://docs.aws.amazon.com/datasync/latest/userguide/API_ListAgents.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_ListDiscoveryJobs.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_ListDiscoveryJobs.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_ListLocations.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListStora 
geSystems

授予列出存储系统的权限 列表      

agent    

discovery 
job

   

location    

storagesy 
stem

   

task    

 ListTagsF 
orResource

授予以下权限：列出已添加到
指定资源的标签

Read

taskexecu 
tion

   

 ListTaskE 
xecutions

授予以下权限：列出已执行的
同步任务

List   aws:Resou 
rceTag/${ 
TagKey}

 

 ListTasks 授予列出所有同步任务的权限 列表      

 RemoveSto 
rageSystem

授予删除存储系统的权限 写入 storagesy 
stem*

   

 StartDisc 
overyJob

授予为存储系统启动发现作业
的权限

写入 storagesy 
stem*

   

 StartTask 
Execution

授予以下权限：启动同步任务
的特定调用

写入 task*    
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https://docs.aws.amazon.com/datasync/latest/userguide/API_ListStorageSystems.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_ListStorageSystems.html
#awsdatasync-agent
#awsdatasync-discoveryjob
#awsdatasync-discoveryjob
#awsdatasync-location
#awsdatasync-storagesystem
#awsdatasync-storagesystem
#awsdatasync-task
https://docs.aws.amazon.com/datasync/latest/userguide/API_ListTagsForResource.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_ListTagsForResource.html
#awsdatasync-taskexecution
#awsdatasync-taskexecution
https://docs.aws.amazon.com/datasync/latest/userguide/API_ListTaskExecutions.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_ListTaskExecutions.html
#awsdatasync-aws_ResourceTag___TagKey_
#awsdatasync-aws_ResourceTag___TagKey_
#awsdatasync-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/datasync/latest/userguide/API_ListTasks.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_RemoveStorageSystem.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_RemoveStorageSystem.html
#awsdatasync-storagesystem
#awsdatasync-storagesystem
https://docs.aws.amazon.com/datasync/latest/userguide/API_StartDiscoveryJob.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_StartDiscoveryJob.html
#awsdatasync-storagesystem
#awsdatasync-storagesystem
https://docs.aws.amazon.com/datasync/latest/userguide/API_StartTaskExecution.html
https://docs.aws.amazon.com/datasync/latest/userguide/API_StartTaskExecution.html
#awsdatasync-task


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 StopDisco 
veryJob

授予停止发现作业的权限 写入 discovery 
job*

   

agent    

discovery 
job

   

location    

storagesy 
stem

   

task    

taskexecu 
tion

   

 TagResour 
ce

授予将键值对应用于资源的权
限 AWS

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_RequestTag___TagKey_
#awsdatasync-aws_ResourceTag___TagKey_
#awsdatasync-aws_ResourceTag___TagKey_
#awsdatasync-aws_ResourceTag___TagKey_
#awsdatasync-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

agent    

discovery 
job

   

location    

storagesy 
stem

   

task    

taskexecu 
tion

   

 UntagReso 
urce

授予从指定资源中删除一个或
多个标签的权限

标记

  aws:TagKe 
ys

 

 UpdateAgent 授予更新代理名称的权限 写入 agent*    

 UpdateDis 
coveryJob

授予权限以更新发现作业 写入 discovery 
job*

   

 UpdateLoc 
ationAzur 
eBlob

授予权限以更新 Azure Blob 
Storage 同步位置

写入 location*    

 UpdateLoc 
ationEfs

授予更新 EFS 同步位置的权限 写入 location*    

 UpdateLoc 
ationFsxL 
ustre

授予更新 FSx Lustre 同步位置
的权限

写入 location*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateLoc 
ationFsxO 
ntap

授予更新 FSx ONTAP 同步位
置的权限

写入 location*    

 UpdateLoc 
ationFsxO 
penZfs

授予更新 FSx OpenZFS 同步
位置的权限

写入 location*    

 UpdateLoc 
ationFsxW 
indows

授予更新 FSx Windows 同步位
置的权限

写入 location*    

 UpdateLoc 
ationHdfs

授予权限以更新 HDFS 同步位
置

写入 location*    

 UpdateLoc 
ationNfs

授予权限以更新 NFS 同步位置 写入 location*    

 UpdateLoc 
ationObje 
ctStorage

授予权限以更新自托管对象存
储服务器的位置

写入 location*    

 UpdateLoc 
ationS3

授予更新 S3 同步位置的权限 写入 location*    

 UpdateLoc 
ationSmb

授予权限以更新 SMB 同步位
置

写入 location*    

 UpdateSto 
rageSystem

授予更新存储系统的权限 写入 storagesy 
stem*

   

 UpdateTask 授予以下权限：更新与同步任
务关联的元数据

Write task*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

taskexecu 
tion*

    UpdateTas 
kExecution

授予以下权限：更新同步任务
的执行情况

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

AWS DataSync 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 agent arn:${Partition}:datasync:${Region}: 
${AccountId}:agent/${AgentId}

aws:ResourceTag/${ 
TagKey}

 location arn:${Partition}:datasync:${Region}: 
${AccountId}:location/${LocationId}

aws:ResourceTag/${ 
TagKey}

 task arn:${Partition}:datasync:${Region}: 
${AccountId}:task/${TaskId}

aws:ResourceTag/${ 
TagKey}

 taskexecu 
tion

arn:${Partition}:datasync:${Region}: 
${AccountId}:task/${TaskId}/executio 
n/${ExecutionId}

aws:ResourceTag/${ 
TagKey}

 storagesy 
stem

arn:${Partition}:datasync:${Region}: 
${AccountId}:system/${StorageSystemI 
d}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 discoveryjob arn:${Partition}:datasync:${Region}: 
${AccountId}:system/${StorageSystemI 
d}/job/${DiscoveryJobId}

aws:ResourceTag/${ 
TagKey}

AWS DataSync 的条件键

AWS DataSync 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString

Amazon 的操作、资源和条件密钥 DataZone

Amazon DataZone （服务前缀:datazone）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 DataZone
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• Amazon 定义的资源类型 DataZone

• Amazon 的条件密钥 DataZone

Amazon 定义的操作 DataZone

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptPre 
dictions

授予接受预测的权限 写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptSub 
scription 
Request

授予批准数据资产订阅请求的
权限

写入      

 AddEntity 
Owner

授予向域单位之类的实体添加
所有者

写入      

 AddPolicy 
Grant

授予权限以添加策略授权 权限管理      

 Associate 
Environme 
ntRole

授予权限以在默认服务蓝图环
境中关联角色

写入      

 Associate 
GovernedT 
erms

授予将受监管条款与资产关联
的权限

写入      

 BatchDele 
teLinkedT 
ypes [仅权限]

授予从 Amazon DataZone 域
中移除关联类型商品的权限

写入 domain*    

 BatchPutL 
inkedTypes
[仅权限]

授予将关联类型商品放入 
Amazon DataZone 域名的权限

写入 domain*    

 CancelMet 
adataGene 
rationRun

授予权限以取消元数据生成运
行

写入      

 CancelSub 
scription

授予撤消或取消订阅已批准的
数据资产订阅的权限

写入      

 CreateAcc 
ountPool

授予创建账户池的权限 写入      

Amazon DataZone 1200

$%7BAPIReferenceDocPage%7DAPI_AcceptSubscriptionRequest.html
$%7BAPIReferenceDocPage%7DAPI_AcceptSubscriptionRequest.html
$%7BAPIReferenceDocPage%7DAPI_AcceptSubscriptionRequest.html
$%7BAPIReferenceDocPage%7DAPI_AddEntityOwner.html
$%7BAPIReferenceDocPage%7DAPI_AddEntityOwner.html
$%7BAPIReferenceDocPage%7DAPI_AddPolicyGrant.html
$%7BAPIReferenceDocPage%7DAPI_AddPolicyGrant.html
$%7BAPIReferenceDocPage%7DAPI_AssociateEnvironmentRole.html
$%7BAPIReferenceDocPage%7DAPI_AssociateEnvironmentRole.html
$%7BAPIReferenceDocPage%7DAPI_AssociateEnvironmentRole.html
$%7BAPIReferenceDocPage%7DAPI_AssociateGovernedTerms.html
$%7BAPIReferenceDocPage%7DAPI_AssociateGovernedTerms.html
$%7BAPIReferenceDocPage%7DAPI_AssociateGovernedTerms.html
$%7BAPIReferenceDocPage%7DAPI_BatchDeleteLinkedTypes.html
$%7BAPIReferenceDocPage%7DAPI_BatchDeleteLinkedTypes.html
$%7BAPIReferenceDocPage%7DAPI_BatchDeleteLinkedTypes.html
#amazondatazone-domain
$%7BAPIReferenceDocPage%7DAPI_BatchPutLinkedTypes.html
$%7BAPIReferenceDocPage%7DAPI_BatchPutLinkedTypes.html
#amazondatazone-domain
$%7BAPIReferenceDocPage%7DAPI_CancelMetadataGenerationRun.html
$%7BAPIReferenceDocPage%7DAPI_CancelMetadataGenerationRun.html
$%7BAPIReferenceDocPage%7DAPI_CancelMetadataGenerationRun.html
$%7BAPIReferenceDocPage%7DAPI_CancelSubscription.html
$%7BAPIReferenceDocPage%7DAPI_CancelSubscription.html
$%7BAPIReferenceDocPage%7DAPI_CreateAccountPool.html
$%7BAPIReferenceDocPage%7DAPI_CreateAccountPool.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAsset 授予创建资产的权限 写入      

 CreateAss 
etFilter

授予权限以创建资产筛选条件 写入      

 CreateAss 
etRevision

授予创建资产新修订版的权限 写入      

 CreateAss 
etType

授予创建资产类型的权限 写入      

 CreateCon 
nection

授予创建连接的权限 写入      

 CreateDat 
aProduct

授予权限以创建数据产品 写入      

 CreateDat 
aProductR 
evision

授予权限以创建数据产品修订 写入      

 CreateDat 
aSource

授予创建新内容的权限 
DataSource

写入      

 CreateDom 
ain

授予配置域名的权限，该域是
包含其他 Amazon DataZone 
资源的顶级实体

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDom 
ainUnit

授予权限以创建域单位 写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateEnv 
ironment

授予创建用于发布和订阅数据
的已配置资源集合的权限

写入      

 CreateEnv 
ironmentA 
ction

授予权限以在默认服务蓝图环
境中创建环境操作

写入      

 CreateEnv 
ironmentB 
lueprint [仅权
限]

授予创建自定义环境蓝图的权
限，该蓝图允许用户将环境添
加到其项目中

写入      

 CreateEnv 
ironmentP 
rofile

授予从蓝图创建模板的权限，
该模板可用于创建环境

写入      

 CreateFor 
mType

授予创建表单类型或其新修订
版的权限

写入      

 CreateGlo 
ssary

授予创建业务词汇表的权限 写入      

 CreateGlo 
ssaryTerm

授予创建词汇表术语的权限 写入      

 CreateGro 
upProfile

授予为 IAM 身份中心 
DataZone 群组创建群组资料的 
权限

写入      

 CreateLis 
tingChang 
eSet

授予创建列表更改集的权限 写入      

 CreatePro 
ject

授予创建项目以使您的团队能
够发布和订阅数据的权限

写入      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePro 
jectMembe 
rship

授予将用户添加到项目的权限 写入      

 CreatePro 
jectProfile

授予权限以创建项目配置文件 写入      

 CreateRule 授予创建规则的权限 写入      

 CreateSub 
scription 
Grant

授予在订阅目标上为已批准的
订阅创建授予的权限

写入      

 CreateSub 
scription 
Request

授予创建数据资产订阅请求的
权限

写入      

 CreateSub 
scription 
Target

授予为项目中的环境创建订阅
目标的权限

写入      

 CreateUse 
rProfile

授予在客户 IAM Identity 
Center 中为现有用户创建用户
配置文件的权限

写入      

 DeleteAcc 
ountPool

授予删除账户池的权限 写入      

 DeleteAsset 授予权限以删除资产 写入      

 DeleteAss 
etFilter

授予权限以删除资产筛选条件 写入      

 DeleteAss 
etType

授予删除资产类型的权限 写入      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteCon 
nection

授予删除连接的权限 写入      

 DeleteDat 
aProduct

授予权限以删除数据产品 写入      

 DeleteDat 
aSource

授予更新现有内容的权限 
DataSource

写入      

 DeleteDom 
ain

授予删除预置域的权限 写入 domain*    

 DeleteDom 
ainSharin 
gPolicy [仅权
限]

授予删除 DataZone 域资源策
略的权限

权限管理      

 DeleteDom 
ainUnit

授予权限以删除现有域单位 写入      

 DeleteEnv 
ironment

授予删除环境的权限 写入      

 DeleteEnv 
ironmentA 
ction

授予权限以删除默认服务蓝图
环境中的环境操作

写入      

 DeleteEnv 
ironmentB 
lueprint [仅权
限]

授予删除环境蓝图的权限 写入      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteEnv 
ironmentB 
lueprintC 
onfiguration

授予删除环境蓝图配置的权限 写入      

 DeleteEnv 
ironmentP 
rofile

授予删除环境配置文件的权限 写入      

 DeleteFor 
mType

授予删除表单类型的权限 写入      

 DeleteGlo 
ssary

授予删除业务词汇表的权限 写入      

 DeleteGlo 
ssaryTerm

授予删除词汇表术语的权限 写入      

 DeleteListing 授予删除列表的权限 写入      

 DeletePro 
ject

授予删除使您的团队能够发布
和订阅数据的项目的权限

写入      

 DeletePro 
jectMembe 
rship

授予从项目中删除用户的权限 写入      

 DeletePro 
jectProfile

授予权限以删除项目配置文件 写入      

 DeleteRule 授予删除规则的权限 写入      

 DeleteSub 
scription 
Grant

授予从订阅目标删除订阅授予
的权限

写入      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSub 
scription 
Request

授予删除数据资产的挂起订阅
请求的权限

写入      

 DeleteSub 
scription 
Target

授予从项目中的环境中删除订
阅目标的权限

写入      

 DeleteTim 
eSeriesDa 
taPoints

授予删除现有内容的权限 
TimeSeriesDataPoints

写入      

 Disassoci 
ateEnviro 
nmentRole

授予权限以在默认服务蓝图环
境中取消角色的关联

写入      

 Disassoci 
ateGovern 
edTerms

授予解除受管辖条款与资产关
联的权限

写入      

 GetAccoun 
tPool

授予获取账户池详细信息的权
限

读取      

 GetAsset 授予检索资产的权限 读取      

 GetAssetF 
ilter

授予权限以获取资产筛选条件 读取      

 GetAssetT 
ype

授予获取资产类型的权限 读取      

 GetConnec 
tion

授予获取连接的权限 读取      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDataPr 
oduct

授予权限以获取数据产品 读取      

 GetDataSo 
urce

授予 DataZone 使用其标识符 
DataSource 在 Amazon 中获
取现有产品的权限

读取      

 GetDataSo 
urceRun

DataZone 使用其标识符授予
在 Amazon 中获取 DataSourc 
e 运行任务的权限

读取      

 GetDomain 授予检索域相关信息的权限 读取 domain*    

 GetDomain 
Execution 
RoleCrede 
ntials [仅权限]

授予使用需要访问域执行角色
凭据的功能的权限

读取      

 GetDomain 
SharingPolicy
[仅权限]

授予检索 DataZone 域资源策
略的权限

读取      

 GetDomain 
Unit

授予权限以获取现有域单位 读取      

 GetEnviro 
nment

授予获取环境详细信息的权限 读取      

 GetEnviro 
nmentAction

授予权限以获取默认服务蓝图
环境中的环境操作

读取      

 GetEnviro 
nmentActi 
onLink [仅权
限]

授予获取环境操作链接的权限 读取      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetEnviro 
nmentBlue 
print

授予获取环境蓝图详细信息的
权限

读取      

 GetEnviro 
nmentBlue 
printConf 
iguration

授予获取环境蓝图配置的权限 读取      

 GetEnviro 
nmentCred 
entials

授予获取代入环境用户角色的
短期凭证的权限

读取      

 GetEnviro 
nmentProfile

授予获取环境配置文件详细信
息的权限

读取      

 GetFormTy 
pe

授予获取表单类型的权限 读取      

 GetGlossary 授予获取业务词汇表的权限 读取      

 GetGlossa 
ryTerm

授予获取词汇表术语的权限 读取      

 GetGroupP 
rofile

授予检索现有 DataZone 群组
资料的权限

读取      

 GetIamPor 
talLoginUrl

向 IAM 委托人授予登录 
DataZone 门户的权限

权限管理      

 GetJobRun 授予任务运行权限 读取      

 GetLineag 
eEvent

授予获取世系事件的权限 读取      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetLineag 
eNode

授予权限以获取世系节点 读取      

 GetListing 授予获取列表的权限 读取      

 GetMetada 
taGenerat 
ionRun

授予获取元数据生成运行的权
限

读取      

 GetProject 授予获取项目详细信息的权限 读取      

 GetProjec 
tProfile

授予权限以获取项目配置文件
详细信息

读取      

 GetRule 授予获取规则的权限 读取      

 GetSubscr 
iption

授予检索订阅的权限 读取      

 GetSubscr 
iptionEli 
gibility [仅权
限]

授予获取订阅资格的权限 读取      

 GetSubscr 
iptionGrant

授予检索订阅授予的权限 读取      

 GetSubscr 
iptionReq 
uestDetails

授予拒绝数据资产订阅请求的
权限

读取      

 GetSubscr 
iptionTarget

授予检索订阅目标详细信息的
权限

读取      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetTimeSe 
riesDataPoint

授予 DataZone 使用其标识
符获取 Amazon TimeSerie 
sDataPoints 中现有商品的权限

读取      

 GetUpdate 
Eligibility

授予获取项目构造更新资格状
态的权限

读取      

 GetUserPr 
ofile

授予检索 DataZone 域中现有
用户的用户个人资料的权限

读取      

 ListAccou 
ntEnviron 
ments

授予在 AWS 账户中所有域中
列出环境的权限

列表      

 ListAccou 
ntPools

授予列出账户池的权限 列表      

 ListAccou 
ntsInAcco 
untPool

授予在账户池中列出账户的权
限

列表      

 ListAsset 
Filters

授予权限以列出资产筛选条件 列表      

 ListAsset 
Revisions

授予列出资产修订的权限 列表      

 ListConne 
ctions

授予列出连接的权限 列表      

 ListDataP 
roductRev 
isions

授予权限以列出数据产品修订 列表      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDataS 
ourceRunA 
ctivities

授予在 Asset 上列出 
DataSource 运行作业活动的权
限

列表      

 ListDataS 
ourceRuns

授予列出 DataSource 运行任
务的权限

列表      

 ListDataS 
ources

授予列出现有商品的权限 
DataSources

列表      

 ListDomai 
nUnitsFor 
Parent

授予权限以列出给定父域单位
的子域单位

列表      

 ListDomains 授予检索所有域的权限 列表      

 ListEntit 
yOwners

授予权限以列出域单位等实体
的所有者

列表      

 ListEnvir 
onmentAct 
ions

授予权限以列出默认服务蓝图
环境中的环境操作

列表      

 ListEnvir 
onmentBlu 
eprintCon 
figuratio 
nSummaries
[仅权限]

授予权限以列出环境蓝图配置
摘要

列表      

 ListEnvir 
onmentBlu 
eprintCon 
figurations

授予列出环境蓝图配置的权限 列表      

Amazon DataZone 1211

$%7BAPIReferenceDocPage%7DAPI_ListDataSourceRunActivities.html
$%7BAPIReferenceDocPage%7DAPI_ListDataSourceRunActivities.html
$%7BAPIReferenceDocPage%7DAPI_ListDataSourceRunActivities.html
$%7BAPIReferenceDocPage%7DAPI_ListDataSourceRuns.html
$%7BAPIReferenceDocPage%7DAPI_ListDataSourceRuns.html
$%7BAPIReferenceDocPage%7DAPI_ListDataSources.html
$%7BAPIReferenceDocPage%7DAPI_ListDataSources.html
$%7BAPIReferenceDocPage%7DAPI_ListDomainUnitsForParent.html
$%7BAPIReferenceDocPage%7DAPI_ListDomainUnitsForParent.html
$%7BAPIReferenceDocPage%7DAPI_ListDomainUnitsForParent.html
$%7BAPIReferenceDocPage%7DAPI_ListDomains.html
$%7BAPIReferenceDocPage%7DAPI_ListEntityOwners.html
$%7BAPIReferenceDocPage%7DAPI_ListEntityOwners.html
$%7BAPIReferenceDocPage%7DAPI_ListEnvironmentActions.html
$%7BAPIReferenceDocPage%7DAPI_ListEnvironmentActions.html
$%7BAPIReferenceDocPage%7DAPI_ListEnvironmentActions.html
$%7BAPIReferenceDocPage%7DAPI_ListEnvironmentBlueprintConfigurationSummaries.html
$%7BAPIReferenceDocPage%7DAPI_ListEnvironmentBlueprintConfigurationSummaries.html
$%7BAPIReferenceDocPage%7DAPI_ListEnvironmentBlueprintConfigurationSummaries.html
$%7BAPIReferenceDocPage%7DAPI_ListEnvironmentBlueprintConfigurationSummaries.html
$%7BAPIReferenceDocPage%7DAPI_ListEnvironmentBlueprintConfigurationSummaries.html
$%7BAPIReferenceDocPage%7DAPI_ListEnvironmentBlueprintConfigurations.html
$%7BAPIReferenceDocPage%7DAPI_ListEnvironmentBlueprintConfigurations.html
$%7BAPIReferenceDocPage%7DAPI_ListEnvironmentBlueprintConfigurations.html
$%7BAPIReferenceDocPage%7DAPI_ListEnvironmentBlueprintConfigurations.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEnvir 
onmentBlu 
eprints

授予列出环境蓝图的域的权限 列表      

 ListEnvir 
onmentPro 
files

授予列出环境配置文件的域的
权限

列表      

 ListEnvir 
onments

授予在域中显示环境的权限 列表      

 ListGroup 
sForUser

授予列出 DataZone 用户个人
资料所属的所有 DataZone 群
组个人资料的权限

列表      

 ListJobRuns 授予列出任务运行的权限 列表      

 ListLinea 
geEvents

授予列出世系事件的权限 列表      

 ListLinea 
geNodeHis 
tory

授予权限以列出世系节点的历
史版本

列表      

 ListLinke 
dTypes [仅权
限]

授予发布与 Amazon DataZone 
域名关联的链接类型商品的权
限

列表 domain*    

 ListMetad 
ataGenera 
tionRuns

授予列出元数据生成运行的权
限

列表      

 ListNotif 
ications

授予列出 DataZone 用户的通
知和事件的权限

列表      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPolic 
yGrants

授予权限以列出策略授权 列表      

 ListProje 
ctMembers 
hips

授予列出项目成员的权限 列表      

 ListProje 
ctProfiles

授予权限以列出项目配置文件 列表      

 ListProjects 授予权限以列出项目 列表      

 ListRules 授予列出规则的权限 列表      

 ListSubsc 
riptionGrants

授予列出已订阅主体的订阅授
予的权限

列表      

 ListSubsc 
riptionRe 
quests

授予列出订阅请求的权限 列表      

 ListSubsc 
riptionTargets

授予列出订阅目标的权限 列表      

 ListSubsc 
riptions

授予列出订阅的权限 列表      

 ListTagsF 
orResource

授予权限以检索与资源关联的
所有标签

读取 domain    

 ListTimeS 
eriesData 
Points

授予列出现有商品的权限 
TimeSeriesDataPoints

列表      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListWareh 
ouseMetad 
ata [仅权限]

授予列出可用 Manager 密钥的
权限

列表      

 PostLinea 
geEvent

授予权限以发布世系事件 写入      

 PostTimeS 
eriesData 
Points

授予发布新内容的权限 
TimeSeriesDataPoints

写入      

 Provision 
Domain [仅权
限]

授予使用默认项目设置预置域
的权限

写入      

 PutDomain 
SharingPolicy
[仅权限]

授予为 DataZone 域添加资源
策略的权限

权限管理      

 PutEnviro 
nmentBlue 
printConf 
iguration

授予放置环境蓝图配置的权限 写入      

 RefreshTo 
ken [仅权限]

授予刷新令牌的权限 写入      

 RejectPre 
dictions

授予拒绝预测的权限 写入      

 RejectSub 
scription 
Request

授予拒绝数据资产订阅请求的
权限

写入      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RemoveEnt 
ityOwner

授予权限以移除域单位等实体
的现有所有者

写入      

 RemovePol 
icyGrant

授予权限以移除策略授权 权限管理      

 RevokeSub 
scription

授予撤消订阅的权限 权限管理      

 Search 授予搜索 DataZone 实体的权
限

列表      

 SearchGro 
upProfiles

授予搜索 DataZone 群组资料
和 IAM 身份中心群组的权限

列表      

 SearchLis 
tings

授予搜索列表的权限 列表      

 SearchRules
[仅权限]

授予搜索规则的权限 列表      

 SearchTypes 授予在域中搜索资产类型和表
单类型等类型的权限

列表      

 SearchUse 
rProfiles

授予搜索 DataZone 用户个人
资料、IAM 身份中心用户和 I 
DataZone AM 委托人资料的权
限

列表      

 SsoLogin [仅
权限]

授予使用 SSO 登录的权限 写入      

 SsoLogout
 [仅权限]

授予以 SSO 用户身份注销的权
限

写入      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartAcco 
untBootst 
rapAction [仅
权限]

授予对域名启动账户引导操作
的权限

写入      

 StartData 
SourceRun

授予启动 DataSource 运行作
业的权限

写入      

 StartMeta 
dataGener 
ationRun

授予启动元数据生成运行的权
限

写入      

 StopMetad 
ataGenera 
tionRun

授予停止元数据生成运行的权
限

写入      

domain*     TagResour 
ce

授予权限以添加或更新资源的
标签

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

domain*     UntagReso 
urce

授予权限以删除与资源关联的
标签

标记

  aws:TagKe 
ys

 

 UpdateAcc 
ountPool

授予更新账户池的权限 写入      

 UpdateAss 
etFilter

授予权限以更新资产筛选条件 写入      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCon 
nection

授予更新连接的权限 写入      

 UpdateDat 
aSource

授予更新现有内容的权限 
DataSource

写入      

 UpdateDat 
aSourceRu 
nActivities [仅
权限]

授予权限以更新数据来源运行
活动

写入      

 UpdateDom 
ain

授予更新域的信息的权限 写入 domain*    

 UpdateDom 
ainUnit

授予权限以更新现有域单位 写入      

 UpdateEnv 
ironment

授予更新环境设置的权限 写入      

 UpdateEnv 
ironmentA 
ction

授予权限以更新默认服务蓝图
环境中的环境操作

写入      

 UpdateEnv 
ironmentB 
lueprint [仅权
限]

授予更新环境蓝图设置的权限 写入      

 UpdateEnv 
ironmentC 
onfiguration
[仅权限]

授予更新环境配置的权限 写入      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateEnv 
ironmentD 
eployment 
Status [仅权
限]

授予更新环境部署状态的权限 写入      

 UpdateEnv 
ironmentP 
rofile

授予更新 EnvironmentProfile 
配置的权限

写入      

 UpdateGlo 
ssary

授予更新业务词汇表的权限 写入      

 UpdateGlo 
ssaryTerm

授予更新词汇表术语的权限 写入      

 UpdateGro 
upProfile

授予更新 DataZone 群组资料
的权限

写入      

 UpdatePro 
ject

授予更新使您的团队能够发布
和订阅数据的项目的权限

写入      

 UpdatePro 
jectProfile

授予权限以更新项目配置文件 写入      

 UpdateRule 授予更新规则的权限 写入      

 UpdateSub 
scription 
GrantStatus

授予更新自定义授予的订阅授
予状态的权限

写入      

 UpdateSub 
scription 
Request

授予更新数据资产订阅请求的
业务原因的权限

写入      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSub 
scription 
Target

授予更新订阅目标的权限 写入      

 UpdateUse 
rProfile

授予更新 DataZone 用户个人
资料的权限

写入      

 ValidateP 
assRole [仅权
限]

授予验证传递角色的权限 写入      

Amazon 定义的资源类型 DataZone

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 domain arn:${Partition}:datazone:${Region}: 
${Account}:domain/${DomainId}

aws:ResourceTag/${ 
TagKey}

Amazon 的条件密钥 DataZone

Amazon DataZone 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 datazone: 
domainId

根据请求中传递的域 ID 筛选访问权限 字符串

 datazone: 
projectId

根据请求中传递的项目 ID 筛选访问权限 字符串

 datazone:userId 根据请求中传递的用户 ID 筛选访问权限 字符串

AWS Deadline Cloud 的操作、资源和条件键

AWS Deadline Cloud（服务前缀:deadline）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Deadline Cloud 定义的操作

• AWS Deadline Cloud 定义的资源类型

• AWS Deadline Cloud 的条件键
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AWS Deadline Cloud 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
MemberToF 
arm

授予权限以将成员与场关联 权限管理 farm*   identitys 
tore:Desc 
ribeGroup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

identitys 
tore:Desc 
ribeUser

identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

  deadline: 
Associate 
dMembersh 
ipLevel

deadline: 
Membershi 
pLevel

 

 Associate 
MemberToF 
leet

授予权限以将成员与实例集关
联

权限管理 fleet*   identitys 
tore:Desc 
ribeGroup

identitys 
tore:Desc 
ribeUser

identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  deadline: 
Associate 
dMembersh 
ipLevel

deadline: 
Membershi 
pLevel

 

job*   identitys 
tore:Desc 
ribeGroup

identitys 
tore:Desc 
ribeUser

identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 Associate 
MemberToJ 
ob

授予权限以将成员与作业关联 权限管理

  deadline: 
Associate 
dMembersh 
ipLevel

deadline: 
Membershi 
pLevel
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

queue*   identitys 
tore:Desc 
ribeGroup

identitys 
tore:Desc 
ribeUser

identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 Associate 
MemberToQ 
ueue

授予权限以将成员与队列关联 权限管理

  deadline: 
Associate 
dMembersh 
ipLevel

deadline: 
Membershi 
pLevel

 

 AssumeFle 
etRoleFor 
Read

授予权限以担任只读访问权限
的实例集角色

写入 fleet*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 AssumeFle 
etRoleFor 
Worker

授予权限以担任工作人员的实
例集角色

写入 worker*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AssumeQue 
ueRoleFor 
Read

授予权限以担任只读访问权限
的队列角色

写入 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 AssumeQue 
ueRoleFor 
User

授予权限以担任用户的队列角
色

写入 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

queue*     AssumeQue 
ueRoleFor 
Worker

授予权限以担任工作人员的队
列角色

写入

worker*    

 BatchGetJ 
obEntity

授予权限以获取工作人员的作
业实体

读取 worker*    

 CopyJobTe 
mplate

授予权限以将作业模板复制到 
Amazon S3 存储桶

写入 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

s3:PutObj 
ect

 CreateBud 
get

授予权限以创建存储桶 写入 budget*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

farm*   deadline: 
TagResour 
ce

 CreateFarm 授予权限以创建场 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateFleet 授予权限以创建机群 写入 fleet*   deadline: 
TagResour 
ce

ec2:Creat 
eVpcEndpo 
int

iam:PassR 
ole

identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

logs:Crea 
teLogGrou 
p

vpc-latti 
ce:GetRes 
ourceConf 
iguration

vpc-latti 
ce:GetRes 
ourceGate 
way
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateJob 授予权限以创建作业 写入 job*   deadline: 
GetJobTem 
plate

identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 CreateLic 
enseEndpoint

授予权限以为授权软件或产品
创建许可证端点

写入 license-e 
ndpoint*

  deadline: 
TagResour 
ce

ec2:Creat 
eTags

ec2:Creat 
eVpcEndpo 
int

ec2:Descr 
ibeVpcEnd 
points
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLimit 授予为服务器场创建限制的权
限

写入 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateMon 
itor

授予创建监视器的权限 写入 monitor*   deadline: 
TagResour 
ce

iam:PassR 
ole

sso:Creat 
eApplicat 
ion

sso:Delet 
eApplicat 
ion

sso:PutAp 
plication 
Assignmen 
tConfigur 
ation

sso:PutAp 
plication 
Authentic 
ationMeth 
od

sso:PutAp 
plication 
Grant
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

queue*   deadline: 
TagResour 
ce

iam:PassR 
ole

identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

logs:Crea 
teLogGrou 
p

s3:ListBu 
cket

 CreateQue 
ue

授予权限以创建队列 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateQue 
ueEnviron 
ment

授予权限以创建队列环境 写入 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

fleet*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 CreateQue 
ueFleetAs 
sociation

授予权限以创建队列实例集关
联

写入

queue*    

farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 CreateQue 
ueLimitAs 
sociation

授予创建队列限制关联的权限 写入

queue*    

 CreateSto 
rageProfile

授予权限以为场创建存储配置
文件

写入 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember
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https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_CreateQueueEnvironment.html
#awsdeadlinecloud-queue
#awsdeadlinecloud-fleet
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_CreateQueueFleetAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_CreateQueueFleetAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_CreateQueueFleetAssociation.html
#awsdeadlinecloud-queue
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_CreateQueueLimitAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_CreateQueueLimitAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_CreateQueueLimitAssociation.html
#awsdeadlinecloud-queue
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_CreateStorageProfile.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_CreateStorageProfile.html
#awsdeadlinecloud-farm


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

worker*   deadline: 
ListTagsF 
orResourc 
e

deadline: 
TagResour 
ce

 CreateWor 
ker

授予创建工件的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteBud 
get

授予权限以删除预算 写入 budget*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 DeleteFarm 授予权限以删除场 写入 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 DeleteFleet 授予删除机群的权限 写入 fleet*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

AWS 截止日期云 1233

#awsdeadlinecloud-worker
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_CreateWorker.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_CreateWorker.html
#awsdeadlinecloud-aws_RequestTag___TagKey_
#awsdeadlinecloud-aws_RequestTag___TagKey_
#awsdeadlinecloud-aws_RequestTag___TagKey_
#awsdeadlinecloud-aws_TagKeys
#awsdeadlinecloud-aws_TagKeys
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteBudget.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteBudget.html
#awsdeadlinecloud-budget
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteFarm.html
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteFleet.html
#awsdeadlinecloud-fleet


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteLic 
enseEndpoint

授予权限以删除许可证端点 写入 license-e 
ndpoint*

  ec2:Delet 
eVpcEndpo 
ints

ec2:Descr 
ibeVpcEnd 
points

 DeleteLimit 授予删除限制的权限 写入 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 DeleteMet 
eredProduct

授予权限以删除计量产品 写入 metered-
product*

   

 DeleteMon 
itor

授予删除监视器的权限 写入 monitor*   sso:Delet 
eApplicat 
ion

 DeleteQueue 授予权限以删除队列 写入 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 DeleteQue 
ueEnviron 
ment

授予权限以删除队列环境 写入 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember
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https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteLicenseEndpoint.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteLicenseEndpoint.html
#awsdeadlinecloud-license-endpoint
#awsdeadlinecloud-license-endpoint
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteLimit.html
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteMeteredProduct.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteMeteredProduct.html
#awsdeadlinecloud-metered-product
#awsdeadlinecloud-metered-product
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteMonitor.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteMonitor.html
#awsdeadlinecloud-monitor
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteQueue.html
#awsdeadlinecloud-queue
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteQueueEnvironment.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteQueueEnvironment.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteQueueEnvironment.html
#awsdeadlinecloud-queue


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

fleet*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 DeleteQue 
ueFleetAs 
sociation

授予权限以删除队列实例集关
联

写入

queue*    

farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 DeleteQue 
ueLimitAs 
sociation

授予删除队列限制关联的权限 写入

queue*    

 DeleteSto 
rageProfile

授予权限以删除存储配置文件 写入 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 DeleteWor 
ker

授予删除工件的权限 写入 worker*    

 Disassoci 
ateMember 
FromFarm

授予权限以取消成员与场的关
联

权限管理 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember
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#awsdeadlinecloud-fleet
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteQueueFleetAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteQueueFleetAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteQueueFleetAssociation.html
#awsdeadlinecloud-queue
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteQueueLimitAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteQueueLimitAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteQueueLimitAssociation.html
#awsdeadlinecloud-queue
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteStorageProfile.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteStorageProfile.html
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteWorker.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DeleteWorker.html
#awsdeadlinecloud-worker
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DisassociateMemberFromFarm.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DisassociateMemberFromFarm.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DisassociateMemberFromFarm.html
#awsdeadlinecloud-farm


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  deadline: 
Associate 
dMembersh 
ipLevel

 

fleet*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 Disassoci 
ateMember 
FromFleet

授予权限以取消成员与实例集
的关联

权限管理

  deadline: 
Associate 
dMembersh 
ipLevel

 

job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 Disassoci 
ateMember 
FromJob

授予权限以取消成员与作业的
关联

权限管理

  deadline: 
Associate 
dMembersh 
ipLevel

 

 Disassoci 
ateMember 
FromQueue

授予权限以取消成员与队列的
关联

权限管理 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember
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#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-fleet
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DisassociateMemberFromFleet.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DisassociateMemberFromFleet.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DisassociateMemberFromFleet.html
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-job
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DisassociateMemberFromJob.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DisassociateMemberFromJob.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DisassociateMemberFromJob.html
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DisassociateMemberFromQueue.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DisassociateMemberFromQueue.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_DisassociateMemberFromQueue.html
#awsdeadlinecloud-queue


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  deadline: 
Associate 
dMembersh 
ipLevel

 

 GetApplic 
ationVersion

授予权限以获取应用程序的最
新版本

读取 monitor*    

 GetBudget 授予权限以获取预算 读取 budget*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 GetFarm 授予权限以获取场 读取 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 GetFleet 授予权限以获取实例集 读取 fleet*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 GetJob 授予权限以获取作业 读取 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 GetJobTem 
plate [仅权限]

授予权限以读取作业模板 读取 job*    
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#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
#awsdeadlinecloud-deadline_AssociatedMembershipLevel
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetApplicationVersion.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetApplicationVersion.html
#awsdeadlinecloud-monitor
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetBudget.html
#awsdeadlinecloud-budget
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetFarm.html
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetFleet.html
#awsdeadlinecloud-fleet
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetJob.html
#awsdeadlinecloud-job
#awsdeadlinecloud-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetLicens 
eEndpoint

授予权限以获取许可证端点 读取 license-e 
ndpoint*

   

 GetLimit 授予获得限制的权限 读取 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 GetMonitor 授予权限以获取监视器 读取 monitor*    

 GetQueue 授予权限以获取队列 读取 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 GetQueueE 
nvironment

授予权限以获取队列环境详细
信息

读取 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

fleet*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 GetQueueF 
leetAssoc 
iation

授予权限以获取队列实例集关
联

读取

queue*    
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https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetLicenseEndpoint.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetLicenseEndpoint.html
#awsdeadlinecloud-license-endpoint
#awsdeadlinecloud-license-endpoint
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetLimit.html
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetMonitor.html
#awsdeadlinecloud-monitor
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetQueue.html
#awsdeadlinecloud-queue
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetQueueEnvironment.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetQueueEnvironment.html
#awsdeadlinecloud-queue
#awsdeadlinecloud-fleet
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetQueueFleetAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetQueueFleetAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetQueueFleetAssociation.html
#awsdeadlinecloud-queue


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 GetQueueL 
imitAssoc 
iation

授予获取队列限制关联的权限 读取

queue*    

 GetSession 授予权限以获取作业的会话 读取 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 GetSessio 
nAction

授予权限以获取作业的会话操
作

读取 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

farm   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

fleet    

 GetSessio 
nsStatist 
icsAggreg 
ation

授予权限以获取会话的所有收
集统计数据

读取

queue    
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#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetQueueLimitAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetQueueLimitAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetQueueLimitAssociation.html
#awsdeadlinecloud-queue
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetSession.html
#awsdeadlinecloud-job
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetSessionAction.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetSessionAction.html
#awsdeadlinecloud-job
#awsdeadlinecloud-farm
#awsdeadlinecloud-fleet
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetSessionsStatisticsAggregation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetSessionsStatisticsAggregation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetSessionsStatisticsAggregation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetSessionsStatisticsAggregation.html
#awsdeadlinecloud-queue


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetStep 授予权限以获取作业中的步骤 读取 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 GetStorag 
eProfile

授予权限以获取存储配置文件 读取 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 GetStorag 
eProfileF 
orQueue

授予权限以获取队列的存储配
置文件

读取 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 GetTask 授予权限以获取作业任务 读取 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 GetWorker 授予获取工件的权限 读取 worker*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 ListAvail 
ableMeter 
edProducts

授予权限以列出许可证端点中
的所有可用计量产品

列表      

AWS 截止日期云 1240

https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetStep.html
#awsdeadlinecloud-job
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetStorageProfile.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetStorageProfile.html
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetStorageProfileForQueue.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetStorageProfileForQueue.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetStorageProfileForQueue.html
#awsdeadlinecloud-queue
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetTask.html
#awsdeadlinecloud-job
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_GetWorker.html
#awsdeadlinecloud-worker
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListAvailableMeteredProducts.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListAvailableMeteredProducts.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListAvailableMeteredProducts.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListBudgets 授予权限以列出场的所有预算 列表 budget*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 ListFarmM 
embers

授予权限以列出场的所有成员 列表 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

farm*   identitys 
tore:Desc 
ribeGroup

identitys 
tore:Desc 
ribeUser

identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 ListFarms 授予权限以列出所有场 列表

  deadline: 
Principal 
Id

deadline: 
Requester 
Principal 
Id
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https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListBudgets.html
#awsdeadlinecloud-budget
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListFarmMembers.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListFarmMembers.html
#awsdeadlinecloud-farm
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListFarms.html
#awsdeadlinecloud-deadline_PrincipalId
#awsdeadlinecloud-deadline_PrincipalId
#awsdeadlinecloud-deadline_PrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListFleet 
Members

授予权限以列出实例集的所有
成员

列表 fleet*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

fleet*   identitys 
tore:Desc 
ribeGroup

identitys 
tore:Desc 
ribeUser

identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 ListFleets 授予列出所有机群的权限 列表

  deadline: 
Principal 
Id

deadline: 
Requester 
Principal 
Id

 

 ListJobMe 
mbers

授予权限以列出作业的所有成
员

列表 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember
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https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListFleetMembers.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListFleetMembers.html
#awsdeadlinecloud-fleet
#awsdeadlinecloud-fleet
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListFleets.html
#awsdeadlinecloud-deadline_PrincipalId
#awsdeadlinecloud-deadline_PrincipalId
#awsdeadlinecloud-deadline_PrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListJobMembers.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListJobMembers.html
#awsdeadlinecloud-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListJobPa 
rameterDe 
finitions

授予权限以获取作业模板中的
作业参数定义

列表 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

job*   identitys 
tore:Desc 
ribeGroup

identitys 
tore:Desc 
ribeUser

identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 ListJobs 授予权限以列出队列中的所有
作业

列表

  deadline: 
Principal 
Id

deadline: 
Requester 
Principal 
Id

 

 ListLicen 
seEndpoints

授予权限以列出所有许可证端
点

列表 license-e 
ndpoint*
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https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListJobParameterDefinitions.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListJobParameterDefinitions.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListJobParameterDefinitions.html
#awsdeadlinecloud-job
#awsdeadlinecloud-job
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListJobs.html
#awsdeadlinecloud-deadline_PrincipalId
#awsdeadlinecloud-deadline_PrincipalId
#awsdeadlinecloud-deadline_PrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListLicenseEndpoints.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListLicenseEndpoints.html
#awsdeadlinecloud-license-endpoint
#awsdeadlinecloud-license-endpoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListLimits 授予列出服务器场中所有限制
的权限

列表 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 ListMeter 
edProducts

授予权限以列出许可证端点中
的所有计量产品

列表 metered-
product*

   

 ListMonitors 授予权限以列出所有监视器 列表 monitor*    

 ListQueue 
Environments

授予权限以列出队列关联的所
有队列环境

列表 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

fleet*    

 ListQueue 
FleetAsso 
ciations

授予权限以列出所有队列实例
集关联

列表

queue*    

farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 ListQueue 
LimitAsso 
ciations

授予列出所有队列限制关联的
权限

列表

queue*    

AWS 截止日期云 1244

https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListLimits.html
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListMeteredProducts.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListMeteredProducts.html
#awsdeadlinecloud-metered-product
#awsdeadlinecloud-metered-product
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListMonitors.html
#awsdeadlinecloud-monitor
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListQueueEnvironments.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListQueueEnvironments.html
#awsdeadlinecloud-queue
#awsdeadlinecloud-farm
#awsdeadlinecloud-fleet
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListQueueFleetAssociations.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListQueueFleetAssociations.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListQueueFleetAssociations.html
#awsdeadlinecloud-queue
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListQueueLimitAssociations.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListQueueLimitAssociations.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListQueueLimitAssociations.html
#awsdeadlinecloud-queue


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListQueue 
Members

授予权限以列出队列中的所有
成员

列表 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

queue*   identitys 
tore:Desc 
ribeGroup

identitys 
tore:Desc 
ribeUser

identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 ListQueues 授予权限以列出场中的所有队
列

列表

  deadline: 
Principal 
Id

deadline: 
Requester 
Principal 
Id

 

 ListSessi 
onActions

授予权限以列出作业的所有会
话操作

列表 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

AWS 截止日期云 1245

https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListQueueMembers.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListQueueMembers.html
#awsdeadlinecloud-queue
#awsdeadlinecloud-queue
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListQueues.html
#awsdeadlinecloud-deadline_PrincipalId
#awsdeadlinecloud-deadline_PrincipalId
#awsdeadlinecloud-deadline_PrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
#awsdeadlinecloud-deadline_RequesterPrincipalId
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListSessionActions.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListSessionActions.html
#awsdeadlinecloud-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSessions 授予权限以列出作业的所有会
话

列表 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 ListSessi 
onsForWor 
ker

授予权限以列出工作人员的所
有会话

列表 worker*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 ListStepC 
onsumers

授予权限以列出作业步骤的步
骤使用者

列表 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 ListStepD 
ependencies

授予权限以列出作业步骤的依
赖项

列表 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 ListSteps 授予权限以列出作业的所有步
骤

列表 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

AWS 截止日期云 1246

https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListSessions.html
#awsdeadlinecloud-job
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListSessionsForWorker.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListSessionsForWorker.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListSessionsForWorker.html
#awsdeadlinecloud-worker
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListStepConsumers.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListStepConsumers.html
#awsdeadlinecloud-job
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListStepDependencies.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListStepDependencies.html
#awsdeadlinecloud-job
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListSteps.html
#awsdeadlinecloud-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListStora 
geProfiles

授予权限以列出场中的所有存
储配置文件

列表 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 ListStora 
geProfile 
sForQueue

授予权限以列出队列中的所有
存储配置文件

列表 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

farm    

fleet    

license-e 
ndpoint

   

monitor    

queue    

worker    

 ListTagsF 
orResource

授予权限以列出指定 Deadline 
Cloud 资源的所有标签

列表

  deadline: 
CalledAct 
ion

 

 ListTasks 授予权限以列出作业的所有任
务

列表 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

AWS 截止日期云 1247

https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListStorageProfiles.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListStorageProfiles.html
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListStorageProfilesForQueue.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListStorageProfilesForQueue.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListStorageProfilesForQueue.html
#awsdeadlinecloud-queue
#awsdeadlinecloud-farm
#awsdeadlinecloud-fleet
#awsdeadlinecloud-license-endpoint
#awsdeadlinecloud-license-endpoint
#awsdeadlinecloud-monitor
#awsdeadlinecloud-queue
#awsdeadlinecloud-worker
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListTagsForResource.html
#awsdeadlinecloud-deadline_CalledAction
#awsdeadlinecloud-deadline_CalledAction
#awsdeadlinecloud-deadline_CalledAction
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListTasks.html
#awsdeadlinecloud-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListWorkers 授予权限以列出实例集中的所
有工作人员

列表 worker*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 PutMetere 
dProduct

授予权限以将计量产品添加到
许可证端点

写入 metered-
product*

   

 SearchJobs 授予权限以在多个队列中搜索
作业

列表 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

job   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 SearchSteps 授予权限以搜索单个作业中的
步骤或者搜索多个队列的步骤

列表

queue    

job   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 SearchTasks 授予权限以搜索单个作业中的
任务或者搜索多个队列的任务

列表

queue    

AWS 截止日期云 1248

https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_ListWorkers.html
#awsdeadlinecloud-worker
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_PutMeteredProduct.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_PutMeteredProduct.html
#awsdeadlinecloud-metered-product
#awsdeadlinecloud-metered-product
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_SearchJobs.html
#awsdeadlinecloud-queue
#awsdeadlinecloud-job
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_SearchSteps.html
#awsdeadlinecloud-queue
#awsdeadlinecloud-job
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_SearchTasks.html
#awsdeadlinecloud-queue


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SearchWor 
kers

授予权限以在多个实例集中搜
索工作人员

列表 fleet*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

fleet   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 StartSess 
ionsStati 
sticsAggr 
egation

授予权限以获取会话的所有收
集统计数据

读取

queue    

farm    

fleet    

license-e 
ndpoint

   

monitor    

queue    

 TagResour 
ce

授予权限以便为指定的 
Deadline Cloud 资源添加或覆
盖一个或多个标签

标记

worker    

AWS 截止日期云 1249

https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_SearchWorkers.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_SearchWorkers.html
#awsdeadlinecloud-fleet
#awsdeadlinecloud-fleet
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_StartSessionsStatisticsAggregation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_StartSessionsStatisticsAggregation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_StartSessionsStatisticsAggregation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_StartSessionsStatisticsAggregation.html
#awsdeadlinecloud-queue
#awsdeadlinecloud-farm
#awsdeadlinecloud-fleet
#awsdeadlinecloud-license-endpoint
#awsdeadlinecloud-license-endpoint
#awsdeadlinecloud-monitor
#awsdeadlinecloud-queue
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_TagResource.html
#awsdeadlinecloud-worker


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

deadline: 
CalledAct 
ion

 

farm    

fleet    

license-e 
ndpoint

   

monitor    

queue    

worker    

 UntagReso 
urce

授予权限以将一个或多个标签
与指定的 Deadline Cloud 资源
取消关联

标记

  aws:TagKe 
ys

 

 UpdateBud 
get

授予权限以更新预算 写入 budget*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

AWS 截止日期云 1250

#awsdeadlinecloud-aws_RequestTag___TagKey_
#awsdeadlinecloud-aws_RequestTag___TagKey_
#awsdeadlinecloud-aws_RequestTag___TagKey_
#awsdeadlinecloud-aws_TagKeys
#awsdeadlinecloud-aws_TagKeys
#awsdeadlinecloud-deadline_CalledAction
#awsdeadlinecloud-deadline_CalledAction
#awsdeadlinecloud-deadline_CalledAction
#awsdeadlinecloud-farm
#awsdeadlinecloud-fleet
#awsdeadlinecloud-license-endpoint
#awsdeadlinecloud-license-endpoint
#awsdeadlinecloud-monitor
#awsdeadlinecloud-queue
#awsdeadlinecloud-worker
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UntagResource.html
#awsdeadlinecloud-aws_TagKeys
#awsdeadlinecloud-aws_TagKeys
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateBudget.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateBudget.html
#awsdeadlinecloud-budget


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateFarm 授予权限以更新场 写入 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 UpdateFleet 授予权限以更新实例集 写入 fleet*   ec2:Creat 
eVpcEndpo 
int

iam:PassR 
ole

identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

vpc-latti 
ce:GetRes 
ourceConf 
iguration

vpc-latti 
ce:GetRes 
ourceGate 
way

 UpdateJob 授予权限以更新作业 写入 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

AWS 截止日期云 1251

https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateFarm.html
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateFleet.html
#awsdeadlinecloud-fleet
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateJob.html
#awsdeadlinecloud-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateLimit 授予更新服务器场限制的权限 写入 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 UpdateMon 
itor

授予更新监视器的权限 写入 monitor*   iam:PassR 
ole

sso:PutAp 
plication 
Grant

sso:Updat 
eApplicat 
ion

 UpdateQue 
ue

授予权限以更新队列 写入 queue*   iam:PassR 
ole

identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 UpdateQue 
ueEnviron 
ment

授予权限以更新队列环境 写入 queue*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

AWS 截止日期云 1252

https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateLimit.html
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateMonitor.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateMonitor.html
#awsdeadlinecloud-monitor
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateQueue.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateQueue.html
#awsdeadlinecloud-queue
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateQueueEnvironment.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateQueueEnvironment.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateQueueEnvironment.html
#awsdeadlinecloud-queue


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

fleet*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 UpdateQue 
ueFleetAs 
sociation

授予权限以更新队列实例集关
联

写入

queue*    

farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 UpdateQue 
ueLimitAs 
sociation

授予更新队列限制关联的权限 写入

queue*    

 UpdateSes 
sion

授予权限以更新作业的会话 写入 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 UpdateStep 授予权限以更新作业的步骤 写入 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 UpdateSto 
rageProfile

授予权限以为场更新存储配置
文件

写入 farm*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

AWS 截止日期云 1253

#awsdeadlinecloud-fleet
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateQueueFleetAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateQueueFleetAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateQueueFleetAssociation.html
#awsdeadlinecloud-queue
#awsdeadlinecloud-farm
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateQueueLimitAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateQueueLimitAssociation.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateQueueLimitAssociation.html
#awsdeadlinecloud-queue
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateSession.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateSession.html
#awsdeadlinecloud-job
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateStep.html
#awsdeadlinecloud-job
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateStorageProfile.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateStorageProfile.html
#awsdeadlinecloud-farm


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateTask 授予权限以更新任务 写入 job*   identitys 
tore:List 
GroupMemb 
ershipsFo 
rMember

 UpdateWor 
ker

授予权限以更新工件 写入 worker*   logs:Crea 
teLogStre 
am

 UpdateWor 
kerSchedule

授予权限以更新工作人员的计
划

写入 worker*   logs:Crea 
teLogStre 
am

AWS Deadline Cloud 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 budget arn:${Partition}:deadline:${Region}: 
${Account}:farm/${FarmId}/budget/${B 
udgetId}

deadline:FarmMembe 
rshipLevels

 farm arn:${Partition}:deadline:${Region}: 
${Account}:farm/${FarmId}

aws:ResourceTag/${ 
TagKey}

deadline:FarmMembe 
rshipLevels

AWS 截止日期云 1254

https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateTask.html
#awsdeadlinecloud-job
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateWorker.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateWorker.html
#awsdeadlinecloud-worker
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateWorkerSchedule.html
https://docs.aws.amazon.com/deadline-cloud/latest/APIReference/API_UpdateWorkerSchedule.html
#awsdeadlinecloud-worker
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/deadline-cloud/latest/userguide/manage-costs.html
#awsdeadlinecloud-deadline_FarmMembershipLevels
#awsdeadlinecloud-deadline_FarmMembershipLevels
https://docs.aws.amazon.com/deadline-cloud/latest/userguide/farms.html
#awsdeadlinecloud-aws_ResourceTag___TagKey_
#awsdeadlinecloud-aws_ResourceTag___TagKey_
#awsdeadlinecloud-deadline_FarmMembershipLevels
#awsdeadlinecloud-deadline_FarmMembershipLevels


服务授权参考 服务授权参考

资源类型 ARN 条件键

 fleet arn:${Partition}:deadline:${Region}: 
${Account}:farm/${FarmId}/fleet/${Fl 
eetId}

aws:ResourceTag/${ 
TagKey}

deadline:FarmMembe 
rshipLevels

deadline:FleetMemb 
ershipLevels

 job arn:${Partition}:deadline:${Region}: 
${Account}:farm/${FarmId}/queue/${Qu 
eueId}/job/${JobId}

deadline:FarmMembe 
rshipLevels

deadline:JobMember 
shipLevels

deadline:QueueMemb 
ershipLevels

 license-e 
ndpoint

arn:${Partition}:deadline:${Region}: 
${Account}:license-endpoint/${Licens 
eEndpointId}

aws:ResourceTag/${ 
TagKey}

 metered-p 
roduct

arn:${Partition}:deadline:${Region}: 
${Account}:license-endpoint/${Licens 
eEndpointId}/metered-product/${Produ 
ctId}

 

 monitor arn:${Partition}:deadline:${Region}: 
${Account}:monitor/${MonitorId}

aws:ResourceTag/${ 
TagKey}

 queue arn:${Partition}:deadline:${Region}: 
${Account}:farm/${FarmId}/queue/${Qu 
eueId}

aws:ResourceTag/${ 
TagKey}

deadline:FarmMembe 
rshipLevels

deadline:QueueMemb 
ershipLevels

AWS 截止日期云 1255

https://docs.aws.amazon.com/deadline-cloud/latest/userguide/manage-fleets.html
#awsdeadlinecloud-aws_ResourceTag___TagKey_
#awsdeadlinecloud-aws_ResourceTag___TagKey_
#awsdeadlinecloud-deadline_FarmMembershipLevels
#awsdeadlinecloud-deadline_FarmMembershipLevels
#awsdeadlinecloud-deadline_FleetMembershipLevels
#awsdeadlinecloud-deadline_FleetMembershipLevels
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资源类型 ARN 条件键

 worker arn:${Partition}:deadline:${Region}: 
${Account}:farm/${FarmId}/fleet/${Fl 
eetId}/worker/${WorkerId}

aws:ResourceTag/${ 
TagKey}

deadline:FarmMembe 
rshipLevels

deadline:FleetMemb 
ershipLevels

AWS Deadline Cloud 的条件键

AWS Deadline Cloud 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 deadline: 
Associate 
dMembersh 
ipLevel

按请求中提供的主体的关联成员资格级别筛选访问权限 字符串

 deadline: 
CalledAction

按请求中允许的操作筛选访问权限 字符串

AWS 截止日期云 1256

https://docs.aws.amazon.com/deadline-cloud/latest/userguide/security-iam.html
#awsdeadlinecloud-aws_ResourceTag___TagKey_
#awsdeadlinecloud-aws_ResourceTag___TagKey_
#awsdeadlinecloud-deadline_FarmMembershipLevels
#awsdeadlinecloud-deadline_FarmMembershipLevels
#awsdeadlinecloud-deadline_FleetMembershipLevels
#awsdeadlinecloud-deadline_FleetMembershipLevels
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/deadline-cloud/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/deadline-cloud/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/deadline-cloud/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/deadline-cloud/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/deadline-cloud/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/deadline-cloud/latest/userguide/security-iam-service-with-iam.html


服务授权参考 服务授权参考

条件键 描述 类型

 deadline: 
FarmMembe 
rshipLevels

按场的成员资格级别筛选访问权限 ArrayOfString

 deadline: 
FleetMemb 
ershipLevels

按实例集的成员资格级别筛选访问权限 ArrayOfString

 deadline: 
JobMember 
shipLevels

按作业的成员资格级别筛选访问权限 ArrayOfString

 deadline: 
Membershi 
pLevel

按请求中传递的成员资格级别筛选访问权限 字符串

 deadline: 
PrincipalId

根据请求中提供的主体 ID 筛选访问权限 字符串

 deadline: 
QueueMemb 
ershipLevels

按队列的成员资格级别筛选访问权限 ArrayOfString

 deadline: 
Requester 
PrincipalId

按调用 Deadline Cloud API 的用户筛选访问权限 字符串

AWS DeepComposer 的操作、资源和条件键

AWS DeepComposer （服务前缀:deepcomposer）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS DeepComposer 定义的操作

• AWS DeepComposer 定义的资源类型

• AWS DeepComposer 的条件键

AWS DeepComposer 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Coupon [仅权
限]

授予将 DeepComposer 优惠券
（或 DSN）与请求发件人关联
的账户关联的权限

写入      

 CreateAudio
[仅权限]

授予权限以通过将 MIDI 构成转
换为 wav 或 mp3 文件来创建
音频文件

Write audio*    

compositi 
on*

    CreateCom 
position [仅权
限]

授予创建多轨 MIDI 构成的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

model*     CreateModel
[仅权限]

授予启动生成模型 creating/ 
training 的权限，该模型能够根
据用户提供的钢琴旋律进行推
断，从而创建多轨 midi 作品

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCom 
position [仅权
限]

授予删除构成的权限 Write compositi 
on*

   

 DeleteModel 授予删除模型的权限 Write model*    

 GetCompos 
ition [仅权限]

授予获取有关构成信息的权限 Read compositi 
on*

   

AWS DeepComposer 1259

https://docs.aws.amazon.com/deepcomposer/latest/devguide/what-it-is-keyboard.html
https://docs.aws.amazon.com/deepcomposer/latest/devguide/what-it-is-keyboard.html
https://docs.aws.amazon.com/deepcomposer/latest/devguide/get-started-learn-from-pre-trained-models.html
#awsdeepcomposer-audio
#awsdeepcomposer-composition
#awsdeepcomposer-composition
https://docs.aws.amazon.com/deepcomposer/latest/devguide/get-started-learn-from-pre-trained-models.html
https://docs.aws.amazon.com/deepcomposer/latest/devguide/get-started-learn-from-pre-trained-models.html
#awsdeepcomposer-aws_RequestTag___TagKey_
#awsdeepcomposer-aws_RequestTag___TagKey_
#awsdeepcomposer-aws_RequestTag___TagKey_
#awsdeepcomposer-aws_TagKeys
#awsdeepcomposer-aws_TagKeys
#awsdeepcomposer-model
https://docs.aws.amazon.com/deepcomposer/latest/devguide/get-started-custom-model.html
#awsdeepcomposer-aws_RequestTag___TagKey_
#awsdeepcomposer-aws_RequestTag___TagKey_
#awsdeepcomposer-aws_RequestTag___TagKey_
#awsdeepcomposer-aws_TagKeys
#awsdeepcomposer-aws_TagKeys
https://docs.aws.amazon.com/deepcomposer/latest/devguide/get-started-learn-from-pre-trained-models.html
https://docs.aws.amazon.com/deepcomposer/latest/devguide/get-started-learn-from-pre-trained-models.html
#awsdeepcomposer-composition
#awsdeepcomposer-composition
https://docs.aws.amazon.com/deepcomposer/latest/devguide/get-started-custom-model.html
#awsdeepcomposer-model
https://docs.aws.amazon.com/deepcomposer/latest/devguide/get-started-learn-from-pre-trained-models.html
https://docs.aws.amazon.com/deepcomposer/latest/devguide/get-started-learn-from-pre-trained-models.html
#awsdeepcomposer-composition
#awsdeepcomposer-composition


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

model*     GetModel [仅
权限]

授予获取有关模型信息的权限 Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetSample 
Model [仅权
限]

授予获取有关样 DeepCompo 
ser 本/预训练模型信息的权限

读取 model*    

 ListCompo 
sitions [仅权
限]

授予列出请求发件人拥有的所
有构成的列表的权限

List compositi 
on*

   

 ListModels
[仅权限]

授予列出请求发件人拥有的所
有模型的权限

List model*    

 ListSampl 
eModels [仅
权限]

授予列出服务提供的所有
样本/预训练模型的权限 
DeepComposer

列表 model*    

compositi 
on

   

model    

 ListTagsF 
orResource

授予权限以列出资源的标签 List

  aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTrain 
ingTopics [仅
权限]

授予列出模型所有训练选项或
主题 creating/training 的权限

列表 model*    

compositi 
on

   

model    

 TagResour 
ce

授予权限以标记资源 Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

compositi 
on

   

model    

 UntagReso 
urce

授予权限以取消标记资源 Tagging

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateCom 
position [仅权
限]

授予修改与构成相关联的可变
属性的权限

Write compositi 
on*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateMod 
el [仅权限]

授予修改与模型相关联的可变
属性的权限

写入 model*    

AWS DeepComposer 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 model arn:${Partition}:deepcomposer:${Regi 
on}:${Account}:model/${ModelId}

aws:ResourceTag/${ 
TagKey}

 composition arn:${Partition}:deepcomposer:${Regi 
on}:${Account}:composition/${Composi 
tionId}

aws:ResourceTag/${ 
TagKey}

 audio arn:${Partition}:deepcomposer:${Regi 
on}:${Account}:audio/${AudioId}

 

AWS DeepComposer 的条件键

AWS DeepComposer 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来按照操作筛选访问权
限

字符串
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对来按操作筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来按操作筛选访问权限 ArrayOfString

AWS DeepRacer 的操作、资源和条件键

AWS DeepRacer （服务前缀:deepracer）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS DeepRacer 定义的操作

• AWS DeepRacer 定义的资源类型

• AWS DeepRacer 的条件键

AWS DeepRacer 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/deepracer/latest/developerguide/what-is-deepracer.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/what-is-deepracer.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-understand-required-permissions-and-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

leaderboa 
rd*

    AddLeader 
boardAcce 
ssPermission
[仅权限]

授予权限以添加私有排行榜的
访问权限

Write

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 AdminDesc 
ribeAccou 
ntKey [仅权
限]

授予权限以检索用户当前分配
给其账户的 KMS 密钥的信息

读取   deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r
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reference_policies_actions-resources-contextkeys.html#actions_table
#awsdeepracer-leaderboard
#awsdeepracer-leaderboard
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-manage-community-races.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-manage-community-races.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-manage-community-races.html
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-describe-account-key.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-describe-account-key.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-describe-account-key.html
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AdminGetA 
ccountConfig
[仅权限]

授予权限以获取此账户的当前
管理员多用户配置

读取      

 AdminList 
Associate 
dResources
[仅权限]

授予列出所有深度用户及其在
此帐户下创建的关联资源的权
限

读取      

 AdminList 
Associate 
dUsers [仅权
限]

授予列出与此帐户关联的所有
用户的用户数据的权限

读取      

 AdminMana 
geUser [仅权
限]

授予权限以管理与此账户关联
的用户

写入      

 AdminSetA 
ccountConfig
[仅权限]

授予权限以便为此账户设置配
置选项

写入      

 AdminUpda 
teAccountKey
[仅权限]

授予更新分配给用户账户的 
KMS 密钥的权限

写入   deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 CloneRein 
forcement 
LearningM 
odel [仅权限]

授予克隆现有 DeepRacer 模型
的权限

写入 reinforce 
ment_lear 
ning_mode 
l*
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https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-set-account-config.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-set-account-config.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-list-associated-resources.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-list-associated-resources.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-list-associated-resources.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-list-associated-users.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-list-associated-users.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-list-associated-users.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-manage-user.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-manage-user.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-set-account-config.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-set-account-config.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-update-account-key.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-update-account-key.html
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-console-train-evaluate-models.html#deepracer-clone-trained-model
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-console-train-evaluate-models.html#deepracer-clone-trained-model
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-console-train-evaluate-models.html#deepracer-clone-trained-model
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-console-train-evaluate-models.html#deepracer-clone-trained-model
#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

track*    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 CreateCar
 [仅权限]

授予在车库中创建 DeepRacer 
汽车的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r
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#awsdeepracer-track
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_TagKeys
#awsdeepracer-aws_TagKeys
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-choose-race-type.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-choose-race-type.html
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_TagKeys
#awsdeepracer-aws_TagKeys
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateLea 
derboard [仅
权限]

授予权限以创建排行榜 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

leaderboa 
rd*

    CreateLea 
derboardA 
ccessToken
[仅权限]

授予权限以创建私有排行榜的
访问令牌

Write

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

leaderboa 
rd*

    CreateLea 
derboardS 
ubmission [仅
权限]

授予提交 DeepRacer 模型以供
排行榜评估的权限

写入

reinforce 
ment_lear 
ning_mode 
l*
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https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-create-community-race.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-create-community-race.html
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_TagKeys
#awsdeepracer-aws_TagKeys
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-leaderboard
#awsdeepracer-leaderboard
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-manage-community-races.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-manage-community-races.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-manage-community-races.html
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-leaderboard
#awsdeepracer-leaderboard
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-submit-model-to-leaderboard.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-submit-model-to-leaderboard.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-submit-model-to-leaderboard.html
#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

track*     CreateRei 
nforcemen 
tLearning 
Model [仅权
限]

授予为以下对象创建 ra 强化学
习模型的权限 DeepRacer

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 DeleteLea 
derboard [仅
权限]

授予权限以删除排行榜 Write leaderboa 
rd*
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#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_TagKeys
#awsdeepracer-aws_TagKeys
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-track
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-get-started-training-model.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-get-started-training-model.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-get-started-training-model.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-get-started-training-model.html
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_TagKeys
#awsdeepracer-aws_TagKeys
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-manage-community-races.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-manage-community-races.html
#awsdeepracer-leaderboard
#awsdeepracer-leaderboard
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

reinforce 
ment_lear 
ning_mode 
l*

    DeleteModel
[仅权限]

授予删除 DeepRacer 模型的权
限

写入

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

leaderboa 
rd*

    EditLeade 
rboard [仅权
限]

授予权限以编辑排行榜 Write

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r
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#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-get-started-training-model.html
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-leaderboard
#awsdeepracer-leaderboard
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-manage-community-races.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-manage-community-races.html
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAccoun 
tConfig [仅权
限]

授予权限以获取此账户的当前
多用户配置

读取   deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 GetAlias [仅
权限]

授予检索用户别名的权限，以
便向排行榜提交 DeepRacer 模
型

读取   deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

reinforce 
ment_lear 
ning_mode 
l*

    GetAssetUrl
[仅权限]

授予下载现有 DeepRacer 模型
的构件的权限

读取

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 GetCar [仅权
限]

授予从 DeepRacer 车库取回特
定汽车的权限

读取 car*    
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https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-set-account-config.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-admin-set-account-config.html
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-submit-model-to-leaderboard.html
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-console-train-evaluate-models.html
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-choose-race-type.html
#awsdeepracer-car
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 GetCars [仅
权限]

授予查看您车库中所有 
DeepRacer 汽车的权限

读取   deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

evaluatio 
n_job*

    GetEvalua 
tion [仅权限]

授予检索有关现有 DeepRacer 
模型评估任务信息的权限

读取

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 GetLatest 
UserSubmi 
ssion [仅权限]

授予权限以检索有关用户最新
提交的 DeepRacer 模型在排行
榜上的表现的信息

读取 leaderboa 
rd*
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#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-choose-race-type.html
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-deepracer_MultiUser
#awsdeepracer-evaluation_job
#awsdeepracer-evaluation_job
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-get-started-test-in-simulator.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-get-started-test-in-simulator.html
#awsdeepracer-deepracer_UserToken
#awsdeepracer-deepracer_UserToken
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

leaderboa 
rd*

    GetLeader 
board [仅权
限]

授予权限以检索有关排行榜的
信息。

Read

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

reinforce 
ment_lear 
ning_mode 
l*

    GetModel [仅
权限]

授予检索现有 DeepRacer 模型
信息的权限

读取

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 GetPrivat 
eLeaderbo 
ard [仅权限]

授予权限以检索有关私人排行
榜的信息

Read leaderboa 
rd*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

leaderboa 
rd*

    GetRanked 
UserSubmi 
ssion [仅权限]

授予权限以检索排行榜上的用
户 DeepRacer 模型的表现信息

读取

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 GetTrack [仅
权限]

授予检索 DeepRacer 曲目信息
的权限

读取 track*    

training_ 
job*

    GetTraini 
ngJob [仅权
限]

授予检索有关现有 DeepRacer 
模型训练作业信息的权限

读取

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ImportModel
[仅权限]

授予导入强化学习模型的权限 
DeepRacer

写入   deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

reinforce 
ment_lear 
ning_mode 
l*

    ListEvalu 
ations [仅权
限]

授予列出 DeepRacer 模特评估
任务的权限

读取

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

leaderboa 
rd*

    ListLeade 
rboardEva 
luations [仅权
限]

授予列出用户对排行榜的所有
排行榜评估作业的权限

读取

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r
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https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-submit-model-to-leaderboard.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

leaderboa 
rd*

    ListLeade 
rboardSub 
missions [仅
权限]

授予在排行榜上列出用户提交
的所有 DeepRacer 模型的权限

读取

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 ListLeade 
rboards [仅权
限]

授予权限以列出所有可用的排
行榜

Read   deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 ListModels
[仅权限]

授予列出所有现有 DeepRacer 
模型的权限

读取   deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 ListPriva 
teLeaderb 
oardParti 
cipants [仅权
限]

授予权限以检索有关私有排行
榜的参与者信息

Read leaderboa 
rd*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 ListPriva 
teLeaderb 
oards [仅权
限]

授予权限以列出所有可用的私
有排行榜

Read   deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 ListSubsc 
ribedPriv 
ateLeader 
boards [仅权
限]

授予权限以列出所有已订阅的
私有排行榜

读取   deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

car    

evaluatio 
n_job

   

leaderboa 
rd

   

 ListTagsF 
orResource

授予权限以列出资源的标签 读取

leaderboa 
rd_evalua 
tion_job
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

reinforce 
ment_lear 
ning_mode 
l

   

training_ 
job

   

  aws:Resou 
rceTag/${ 
TagKey}

deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 ListTracks
[仅权限]

授予列出所有 DeepRacer 曲目
的权限

读取      

reinforce 
ment_lear 
ning_mode 
l*

    ListTrain 
ingJobs [仅权
限]

授予列出 DeepRacer 模特训练
作业的权限

读取

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 MigrateMo 
dels [仅权限]

授予迁移以前的强化学习模型
的权限 DeepRacer

写入      

leaderboa 
rd

    PerformLe 
aderboard 
Operation [仅
权限]

授予执行操作属性中提到的排
行榜操作的权限

写入

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

leaderboa 
rd*

    RemoveLea 
derboardA 
ccessPerm 
ission [仅权
限]

授予权限以删除私有排行榜的
访问权限

Write

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 SetAlias [仅
权限]

授予权限以设置用户别名，以
便向排行榜提交 DeepRacer 模
型

写入   deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

reinforce 
ment_lear 
ning_mode 
l*

   

track*    

 StartEval 
uation [仅权
限]

授予在模拟环境中评估 
DeepRacer 模型的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

evaluatio 
n_job*

    StopEvalu 
ation [仅权限]

授予停止 DeepRacer 模型评估
的权限

写入

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

reinforce 
ment_lear 
ning_mode 
l*

    StopTrain 
ingReinfo 
rcementLe 
arningModel
[仅权限]

授予停止训练 DeepRacer 模型
的权限

写入

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

car    

evaluatio 
n_job

   

leaderboa 
rd

   

leaderboa 
rd_evalua 
tion_job

   

reinforce 
ment_lear 
ning_mode 
l

   

 TagResour 
ce

授予权限以标记资源 Tagging

training_ 
job
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https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-tagging.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-tagging.html
#awsdeepracer-training_job
#awsdeepracer-training_job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

 TestRewar 
dFunction [仅
权限]

授予权限以测试奖励函数的正
确性

写入      

car    

evaluatio 
n_job

   

leaderboa 
rd

   

 UntagReso 
urce

授予权限以取消标记资源 Tagging

leaderboa 
rd_evalua 
tion_job
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#awsdeepracer-aws_TagKeys
#awsdeepracer-aws_TagKeys
#awsdeepracer-aws_RequestTag___TagKey_
#awsdeepracer-aws_RequestTag___TagKey_
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#awsdeepracer-leaderboard_evaluation_job
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

reinforce 
ment_lear 
ning_mode 
l

   

training_ 
job

   

  aws:TagKe 
ys

deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

car*     UpdateCar
 [仅权限]

授予更新车库中 DeepRacer 汽
车的权限

写入

  deepracer 
:UserToke 
n

deepracer 
:MultiUse 
r

 

AWS DeepRacer 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
#awsdeepracer-reinforcement_learning_model
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 car arn:${Partition}:deepracer:${Region}:
${Account}:car/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 evaluatio 
n_job

arn:${Partition}:deepracer:${Region} 
:${Account}:evaluation_job/${Resourc 
eId}

aws:ResourceTag/${ 
TagKey}

 leaderboard arn:${Partition}:deepracer:${Region} 
::leaderboard/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 leaderboa 
rd_evalua 
tion_job

arn:${Partition}:deepracer:${Region} 
:${Account}:leaderboard_evaluation_j 
ob/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 reinforce 
ment_lear 
ning_model

arn:${Partition}:deepracer:${Region} 
:${Account}:model/reinforcement_lear 
ning/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 track arn:${Partition}:deepracer:${Region} 
::track/${ResourceId}

 

 training_job arn:${Partition}:deepracer:${Region}:
${Account}:training_job/${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS DeepRacer 的条件键

AWS DeepRacer 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一
步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-choose-race-type.html
#awsdeepracer-aws_ResourceTag___TagKey_
#awsdeepracer-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-get-started-test-in-simulator.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-get-started-test-in-simulator.html
#awsdeepracer-aws_ResourceTag___TagKey_
#awsdeepracer-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-submit-model-to-leaderboard.html
#awsdeepracer-aws_ResourceTag___TagKey_
#awsdeepracer-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-submit-model-to-leaderboard.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-submit-model-to-leaderboard.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-submit-model-to-leaderboard.html
#awsdeepracer-aws_ResourceTag___TagKey_
#awsdeepracer-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-get-started-training-model.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-get-started-training-model.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-get-started-training-model.html
#awsdeepracer-aws_ResourceTag___TagKey_
#awsdeepracer-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-console-train-evaluate-models.html
https://docs.aws.amazon.com/deepracer/latest/developerguide/deepracer-get-started-training-model.html
#awsdeepracer-aws_ResourceTag___TagKey_
#awsdeepracer-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString

 deepracer 
:MultiUser

按多用户标志筛选访问 布尔型

 deepracer 
:UserToken

按请求中的用户令牌筛选访问 字符串

Amazon Detective 的操作、资源和条件键

Amazon Detective（服务前缀：detective）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Detective 定义的操作

• Amazon Detective 定义的资源类型

• Amazon Detective 的条件键
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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https://docs.aws.amazon.com/detective/latest/APIReference/
https://docs.aws.amazon.com/detective/latest/adminguide/security_iam_service-with-iam.html
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Amazon Detective 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptInv 
itation

授予权限以接受成为行为图成
员的邀请

写入 Graph*    

 BatchGetG 
raphMembe 
rDatasources

授予权限以在此账户管理的行
为图中检索指定成员账户的数
据源包历史记录

读取 Graph*    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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#amazondetective-Graph
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetM 
embership 
Datasources

授予权限以检索指定图表的调
用方账户数据源包历史记录

读取      

 CreateGraph 授予权限以创建行为图并开始
聚合安全信息

Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

detective 
:TagResou 
rce

 CreateMem 
bers

授予权限，以便在一个或多个
账户管理的行为图中请求账户
的成员资格

Write Graph*    

 DeleteGraph 授予权限以删除行为图并停止
聚合安全信息

Write Graph*    

 DeleteMem 
bers

授予权限以从此账户管理的行
为图中删除成员账户

写入 Graph*    

 DescribeO 
rganizati 
onConfigu 
ration

授予查看与 Amazon Detective 
与 Organizations 集成相关的
当前配置的 AWS 权限

读取 Graph*   organizat 
ions:Desc 
ribeOrgan 
ization

 DisableOr 
ganizatio 
nAdminAcc 
ount

授予权限以删除组织的 
Amazon Detective 委托管理员
账户

写入     organizat 
ions:Desc 
ribeOrgan 
ization
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateMember 
ship

授予权限以删除此账户与行为
图的关联

写入 Graph*    

 EnableOrg 
anization 
AdminAcco 
unt

授予权限以指定组织的 
Amazon Detective 委托管理员
账户

写入     iam:Creat 
eServiceL 
inkedRole

organizat 
ions:Desc 
ribeOrgan 
ization

organizat 
ions:Enab 
leAWSServ 
iceAccess

organizat 
ions:Regi 
sterDeleg 
atedAdmin 
istrator

 GetFreeTr 
ialEligibility
[仅权限]

授予权限以检索行为图的免费
试用期资格

Read Graph*    

 GetGraphI 
ngestState
[仅权限]

授予权限以检索行为图的数据
摄取状态

读取 Graph*    

 GetInvest 
igation

授予获取调查状态和元数据的
权限

读取 Graph*    
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https://docs.aws.amazon.com/detective/latest/APIReference/API_DisassociateMembership.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_DisassociateMembership.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetMembers 授予权限以检索行为图中指定
成员的详细信息

Read Graph*    

 GetPricin 
gInformation
[仅权限]

授予权限以检索有关 Amazon 
Detective 定价的信息

Read      

 GetUsageI 
nformation
[仅权限]

授予权限以列出行为图的使用
情况信息

读取 Graph*    

 InvokeAss 
istant [仅权
限]

授予调用 Detective 助手的权
限

读取 Graph*    

 ListDatas 
ourcePack 
ages

授予权限，以列出图表的数据
源包摄取状态和时间戳，从而
了解此账户管理的行为图中最
近的状态变更

列表 Graph*    

 ListGraphs 授予权限以列出此账户管理的
行为图

列表      

 ListHighD 
egreeEntities
[仅权限]

授予权限以检索无法由 
Detective 存储关系的大量实体

列表 Graph*    

 ListIndicators 授予列出调查指标的权限 列表 Graph*    

 ListInves 
tigations

授予列出行为图的调查的权限 列表 Graph*    

 ListInvit 
ations

授予权限以检索此账户已受邀
加入的行为图的详细信息

List      
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https://docs.aws.amazon.com/detective/latest/APIReference/API_GetMembers.html
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https://docs.aws.amazon.com/detective/latest/APIReference/API_ListIndicators.html
#amazondetective-Graph
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListInvestigations.html
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#amazondetective-Graph
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https://docs.aws.amazon.com/detective/latest/APIReference/API_ListInvitations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListMembers 授予权限以检索行为图所有成
员的详细信息

列表 Graph*    

 ListOrgan 
izationAd 
minAccount

授予权限以查看组织的当前 
Amazon Detective 委托管理员
账户

列表     organizat 
ions:Desc 
ribeOrgan 
ization

Graph*     ListTagsF 
orResource

授予权限以列出分配给行为图
的标签值

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 RejectInv 
itation

授予权限以拒绝成为行为图成
员的邀请

Write Graph*    

 SearchGra 
ph [仅权限]

授予权限以搜索存储在行为图
中的数据

读取 Graph*    

 StartInve 
stigation

授予启动调查的权限 写入 Graph*    

 StartMoni 
toringMember

授予权限以开始对状态为 
ACCEPTED_BUT_DISABLED 
的成员账户执行数据摄取操作

写入 Graph*    

 TagResour 
ce

授予权限以将标签值分配给行
为图

Tagging Graph*    
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https://docs.aws.amazon.com/detective/latest/APIReference/API_ListMembers.html
#amazondetective-Graph
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListOrganizationAdminAccounts.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListOrganizationAdminAccounts.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListOrganizationAdminAccounts.html
#amazondetective-Graph
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListTagsForResource.html
#amazondetective-aws_ResourceTag___TagKey_
#amazondetective-aws_ResourceTag___TagKey_
#amazondetective-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/detective/latest/APIReference/API_RejectInvitation.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_RejectInvitation.html
#amazondetective-Graph
https://docs.aws.amazon.com/detective/latest/userguide/detective-search.html
https://docs.aws.amazon.com/detective/latest/userguide/detective-search.html
#amazondetective-Graph
https://docs.aws.amazon.com/detective/latest/APIReference/API_StartInvestigation.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_StartInvestigation.html
#amazondetective-Graph
https://docs.aws.amazon.com/detective/latest/APIReference/API_StartMonitoringMember.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_StartMonitoringMember.html
#amazondetective-Graph
https://docs.aws.amazon.com/detective/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_TagResource.html
#amazondetective-Graph
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

Graph*     UntagReso 
urce

授予权限以从行为图中删除标
签值

标记

  aws:TagKe 
ys

 

 UpdateDat 
asourcePa 
ckages

授予权限，以在此账户管理的
行为图中启用或禁用一个或多
个数据源包

写入 Graph*    

 UpdateInv 
estigatio 
nState

授予更新调查状态和元数据的
权限

写入 Graph*    

 UpdateOrg 
anization 
Configuration

授予更新与 Amazon Detective 
与 Organizations 集成相关的
当前配置的 AWS 权限

写入 Graph*   organizat 
ions:Desc 
ribeOrgan 
ization

Amazon Detective 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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#amazondetective-aws_TagKeys
#amazondetective-aws_TagKeys
#amazondetective-aws_RequestTag___TagKey_
#amazondetective-aws_RequestTag___TagKey_
#amazondetective-aws_RequestTag___TagKey_
#amazondetective-aws_ResourceTag___TagKey_
#amazondetective-aws_ResourceTag___TagKey_
#amazondetective-aws_ResourceTag___TagKey_
#amazondetective-Graph
https://docs.aws.amazon.com/detective/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_UntagResource.html
#amazondetective-aws_TagKeys
#amazondetective-aws_TagKeys
https://docs.aws.amazon.com/detective/latest/APIReference/API_UpdateDatasourcePackages.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_UpdateDatasourcePackages.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_UpdateDatasourcePackages.html
#amazondetective-Graph
https://docs.aws.amazon.com/detective/latest/APIReference/API_UpdateInvestigationState.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_UpdateInvestigationState.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_UpdateInvestigationState.html
#amazondetective-Graph
https://docs.aws.amazon.com/detective/latest/APIReference/API_UpdateOrganizationConfiguration.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_UpdateOrganizationConfiguration.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_UpdateOrganizationConfiguration.html
#amazondetective-Graph
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Graph arn:${Partition}:detective:${Region}:
${Account}:graph:${ResourceId}

aws:ResourceTag/${ 
TagKey}

Amazon Detective 的条件键

Amazon Detective 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

通过指定请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

通过指定与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 通过指定请求中传递的标签键筛选访问权限 ArrayOfString

AWS Device Farm 的操作、资源和条件键

AWS Device Farm（服务前缀:devicefarm）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/detective/latest/adminguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-resources
#amazondetective-aws_ResourceTag___TagKey_
#amazondetective-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/devicefarm/latest/developerguide/welcome.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/devicefarm/latest/developerguide/permissions.html
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主题

• AWS Device Farm 定义的操作

• AWS Device Farm 定义的资源类型

• AWS Device Farm 的条件键

AWS Device Farm 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDev 
icePool

授予权限以在项目中创建设备
池

Write project*    

 CreateIns 
tanceProfile

授予权限以创建设备实例配置
文件

Write      

 CreateNet 
workProfile

授予权限以在项目中创建网络
配置文件

Write project*    

 CreatePro 
ject

授予权限以创建项目以进行移
动测试

写入     ec2:Creat 
eNetworkI 
nterface

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

iam:Creat 
eServiceL 
inkedRole

device*    

project*    

 CreateRem 
oteAccess 
Session

授予权限以启动到设备实例的
远程访问会话

Write

deviceins 
tance
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https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateDevicePool.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateDevicePool.html
#awsdevicefarm-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateInstanceProfile.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateInstanceProfile.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateNetworkProfile.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateNetworkProfile.html
#awsdevicefarm-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateProject.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateProject.html
#awsdevicefarm-device
#awsdevicefarm-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateRemoteAccessSession.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateRemoteAccessSession.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateRemoteAccessSession.html
#awsdevicefarm-deviceinstance
#awsdevicefarm-deviceinstance
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

upload    

 CreateTes 
tGridProject

授予创建项目以进行桌面测试
的权限

Write     ec2:Creat 
eNetworkI 
nterface

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

iam:Creat 
eServiceL 
inkedRole

 CreateTes 
tGridUrl

授予生成新的预签名 URL（用
于访问我们的测试网格服务） 
的权限

Write testgrid- 
project*

   

 CreateUpl 
oad

授予权限以在项目中上传新的
文件或应用程序

Write project*    

 CreateVPC 
EConfigur 
ation

授予权限以创建 Amazon 
Virtual Private Cloud (VPC) 终
端节点配置

Write      

 DeleteDev 
icePool

授予权限以删除用户生成的设
备池

Write devicepoo 
l*
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#awsdevicefarm-upload
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateTestGridProject.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateTestGridProject.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateTestGridUrl.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateTestGridUrl.html
#awsdevicefarm-testgrid-project
#awsdevicefarm-testgrid-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateUpload.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateUpload.html
#awsdevicefarm-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateVPCEConfiguration.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateVPCEConfiguration.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_CreateVPCEConfiguration.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteDevicePool.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteDevicePool.html
#awsdevicefarm-devicepool
#awsdevicefarm-devicepool
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteIns 
tanceProfile

授予权限以删除用户生成的实
例配置文件

Write instancep 
rofile*

   

 DeleteNet 
workProfile

授予权限以删除用户生成的网
络配置文件

Write networkpr 
ofile*

   

 DeletePro 
ject

授予删除移动测试项目的权限 Write project*    

 DeleteRem 
oteAccess 
Session

授予权限以删除完成的远程访
问会话及其结果

Write session*    

 DeleteRun 授予权限以删除运行 Write run*    

 DeleteTes 
tGridProject

授予删除桌面测试项目的权限 Write testgrid- 
project*

   

 DeleteUpl 
oad

授予权限以删除用户上传的文
件

Write upload*    

 DeleteVPC 
EConfigur 
ation

授予权限以删除 Amazon 
Virtual Private Cloud (VPC) 终
端节点配置

写入 vpceconfi 
guration*

   

 GetAccoun 
tSettings

授予权限以检索该账户购买的
不计量的 iOS and/or 不计量的 
Android 设备数量

读取      

 GetDevice 授予权限以检索唯一设备类型
信息

Read device*    

 GetDevice 
Instance

授予权限以检索设备实例信息 Read deviceins 
tance*
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https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteInstanceProfile.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteInstanceProfile.html
#awsdevicefarm-instanceprofile
#awsdevicefarm-instanceprofile
https://docs.aws.amazon.com/devicefarm/latest/APIReference/DeleteNetworkProfile.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/DeleteNetworkProfile.html
#awsdevicefarm-networkprofile
#awsdevicefarm-networkprofile
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteProject.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteProject.html
#awsdevicefarm-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteRemoteAccessSession.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteRemoteAccessSession.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteRemoteAccessSession.html
#awsdevicefarm-session
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteRun.html
#awsdevicefarm-run
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteTestGridProject.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteTestGridProject.html
#awsdevicefarm-testgrid-project
#awsdevicefarm-testgrid-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteUpload.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteUpload.html
#awsdevicefarm-upload
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteVPCEConfiguration.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteVPCEConfiguration.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeleteVPCEConfiguration.html
#awsdevicefarm-vpceconfiguration
#awsdevicefarm-vpceconfiguration
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetDevice.html
#awsdevicefarm-device
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetDeviceInstance.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetDeviceInstance.html
#awsdevicefarm-deviceinstance
#awsdevicefarm-deviceinstance
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDevice 
Pool

授予权限以检索设备池信息 读取 devicepoo 
l*

   

devicepoo 
l*

    GetDevice 
PoolCompa 
tibility

授予检索有关测试 and/or 应用
程序与设备池兼容性的信息的
权限

读取

upload    

 GetInstan 
ceProfile

授予权限以检索实例配置文件
信息

Read instancep 
rofile*

   

 GetJob 授予权限以检索作业信息 Read job*    

 GetNetwor 
kProfile

授予权限以检索网络配置文件
信息

读取 networkpr 
ofile*

   

 GetOfferi 
ngStatus

授予权限以检索某人购买的所
有产品的当前状态和未来状态 
AWS 账户

读取      

 GetProject 授予检索有关移动测试项目的
信息的权限

Read project*    

 GetRemote 
AccessSes 
sion

授予权限以检索指向当前运行
的远程访问会话的链接

Read session*    

 GetRun 授予权限以检索运行信息 Read run*    

 GetSuite 授予权限以检索测试套件信息 Read suite*    

 GetTest 授予权限以检索测试用例信息 Read test*    

 GetTestGr 
idProject

授予检索有关桌面测试项目的
信息的权限

Read testgrid- 
project*
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https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetDevicePool.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetDevicePool.html
#awsdevicefarm-devicepool
#awsdevicefarm-devicepool
#awsdevicefarm-devicepool
#awsdevicefarm-devicepool
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetDevicePoolCompatibility.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetDevicePoolCompatibility.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetDevicePoolCompatibility.html
#awsdevicefarm-upload
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetInstanceProfile.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetInstanceProfile.html
#awsdevicefarm-instanceprofile
#awsdevicefarm-instanceprofile
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetJob.html
#awsdevicefarm-job
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetNetworkProfile.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetNetworkProfile.html
#awsdevicefarm-networkprofile
#awsdevicefarm-networkprofile
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetOfferingStatus.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetOfferingStatus.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetProject.html
#awsdevicefarm-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetRemoteAccessSession.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetRemoteAccessSession.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetRemoteAccessSession.html
#awsdevicefarm-session
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetRun.html
#awsdevicefarm-run
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetSuite.html
#awsdevicefarm-suite
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetTest.html
#awsdevicefarm-test
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetTestGridProject.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetTestGridProject.html
#awsdevicefarm-testgrid-project
#awsdevicefarm-testgrid-project


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

testgrid- 
project

    GetTestGr 
idSession

授予检索测试网格会话的信息
的权限

Read

testgrid- 
session

   

 GetUpload 授予权限以检索上传的文件信
息

Read upload*    

 GetVPCECo 
nfiguration

授予权限以检索 Amazon 
Virtual Private Cloud (VPC) 终
端节点配置信息

Read vpceconfi 
guration*

   

session*     InstallTo 
RemoteAcc 
essSession

授予权限以在远程访问会话中
将应用程序安装到设备上

Write

upload*    

job    

run    

suite    

 ListArtifacts 授予权限以列出项目中的构件 List

test    

 ListDevic 
eInstances

授予权限以列出设备实例信息 List      

 ListDevic 
ePools

授予权限以列出设备池信息 List project*    

 ListDevices 授予权限以列出唯一设备类型
信息

List      

 ListInsta 
nceProfiles

授予权限以列出设备实例配置
文件信息

List      
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#awsdevicefarm-testgrid-project
#awsdevicefarm-testgrid-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetTestGridSession.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetTestGridSession.html
#awsdevicefarm-testgrid-session
#awsdevicefarm-testgrid-session
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetUpload.html
#awsdevicefarm-upload
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetVPCEConfiguration.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_GetVPCEConfiguration.html
#awsdevicefarm-vpceconfiguration
#awsdevicefarm-vpceconfiguration
#awsdevicefarm-session
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_InstallToRemoteAccessSession.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_InstallToRemoteAccessSession.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_InstallToRemoteAccessSession.html
#awsdevicefarm-upload
#awsdevicefarm-job
#awsdevicefarm-run
#awsdevicefarm-suite
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListArtifacts.html
#awsdevicefarm-test
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListDeviceInstances.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListDeviceInstances.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListDevicePools.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListDevicePools.html
#awsdevicefarm-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListDevices.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListInstanceProfiles.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListInstanceProfiles.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListJobs 授予权限以列出运行中的作业
信息

List run*    

 ListNetwo 
rkProfiles

授予权限以列出项目中的网络
配置文件信息

List project*    

 ListOffer 
ingPromot 
ions

授予权限以列出产品促销活动 列表      

 ListOffer 
ingTransa 
ctions

授予列出所有历史购买、续订
和系统续订交易的权限 AWS 
账户

列表      

 ListOfferings 授予权限以列出用户可通过 
API 管理的产品

列表      

 ListProjects 授予列出移动测试项目信息的
权限 AWS 账户

列表      

 ListRemot 
eAccessSe 
ssions

授予权限以列出当前运行的远
程访问会话信息

List project*    

 ListRuns 授予权限以列出项目中的运行
信息

List project*    

 ListSamples 授予权限以列出项目中的样本
信息

List job*    

 ListSuites 授予权限以列出作业中的测试
套件信息

List job*    

 ListTagsF 
orResource

授予权限以列出资源的标签 列表 device    
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https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListJobs.html
#awsdevicefarm-run
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListNetworkProfiles.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListNetworkProfiles.html
#awsdevicefarm-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListOfferingPromotions.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListOfferingPromotions.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListOfferingPromotions.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListOfferingTransactions.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListOfferingTransactions.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListOfferingTransactions.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListOfferings.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListProjects.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListRemoteAccessSessions.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListRemoteAccessSessions.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListRemoteAccessSessions.html
#awsdevicefarm-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListRuns.html
#awsdevicefarm-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListSamples.html
#awsdevicefarm-job
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListSuites.html
#awsdevicefarm-job
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListTagsForResource.html
#awsdevicefarm-device


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

deviceins 
tance

   

devicepoo 
l

   

instancep 
rofile

   

networkpr 
ofile

   

project    

run    

session    

testgrid- 
project

   

testgrid- 
session

   

vpceconfi 
guration

   

 ListTestG 
ridProjects

授予列出桌面测试项目信息的
权限 AWS 账户

列表      

 ListTestG 
ridSessio 
nActions

授予列出在测试网格会话期间
执行的会话操作的权限

List testgrid- 
session*
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#awsdevicefarm-deviceinstance
#awsdevicefarm-deviceinstance
#awsdevicefarm-devicepool
#awsdevicefarm-devicepool
#awsdevicefarm-instanceprofile
#awsdevicefarm-instanceprofile
#awsdevicefarm-networkprofile
#awsdevicefarm-networkprofile
#awsdevicefarm-project
#awsdevicefarm-run
#awsdevicefarm-session
#awsdevicefarm-testgrid-project
#awsdevicefarm-testgrid-project
#awsdevicefarm-testgrid-session
#awsdevicefarm-testgrid-session
#awsdevicefarm-vpceconfiguration
#awsdevicefarm-vpceconfiguration
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListTestGridProjects.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListTestGridProjects.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListTestGridSessionActions.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListTestGridSessionActions.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListTestGridSessionActions.html
#awsdevicefarm-testgrid-session
#awsdevicefarm-testgrid-session


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTestG 
ridSessio 
nArtifacts

授予列出由测试网格会话生成
的构件的权限

List testgrid- 
session*

   

 ListTestG 
ridSessions

授予列出测试网格项目中会话
的权限

List testgrid- 
project*

   

 ListTests 授予权限以列出测试套件中的
测试信息

List suite*    

 ListUniqu 
eProblems

授予权限以列出运行中的唯一
问题信息

List run*    

 ListUploads 授予权限以列出项目中的上传
信息

List project*    

 ListVPCEC 
onfigurations

授予权限以列出 Amazon 
Virtual Private Cloud (VPC) 终
端节点配置信息

列表      

 PurchaseO 
ffering

授予为某人购买产品的权限 
AWS 账户

写入      

 RenewOffe 
ring

授予权限以设置要为产品续订
的设备数

Write      

project*    

devicepoo 
l

   

 ScheduleR 
un

授予权限以计划运行 Write

upload    
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https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListTestGridSessionArtifacts.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListTestGridSessionArtifacts.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListTestGridSessionArtifacts.html
#awsdevicefarm-testgrid-session
#awsdevicefarm-testgrid-session
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListTestGridSessions.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListTestGridSessions.html
#awsdevicefarm-testgrid-project
#awsdevicefarm-testgrid-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListTests.html
#awsdevicefarm-suite
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListUniqueProblems.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListUniqueProblems.html
#awsdevicefarm-run
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListUploads.html
#awsdevicefarm-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListVPCEConfigurations.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ListVPCEConfigurations.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_PurchaseOffering.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_PurchaseOffering.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_RenewOffering.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_RenewOffering.html
#awsdevicefarm-project
#awsdevicefarm-devicepool
#awsdevicefarm-devicepool
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ScheduleRun.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_ScheduleRun.html
#awsdevicefarm-upload


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

方案：Device Pool as filter   devicepoo 
l*

project*

upload

   

方案：Device Selection 
Configuration as filter

  project*

upload

   

 StopJob 授予权限以终止运行的作业 Write job*    

 StopRemot 
eAccessSe 
ssion

授予权限以终止运行的远程访
问会话

Write session*    

 StopRun 授予权限以终止运行的测试运
行

Write run*    

device    

deviceins 
tance

   

devicepoo 
l

   

instancep 
rofile

   

networkpr 
ofile

   

 TagResour 
ce

授予权限以将标签添加到资源
中

Tagging

project    
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#awsdevicefarm-devicepool
#awsdevicefarm-devicepool
#awsdevicefarm-project
#awsdevicefarm-upload
#awsdevicefarm-project
#awsdevicefarm-upload
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_StopJob.html
#awsdevicefarm-job
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_StopRemoteAccessSession.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_StopRemoteAccessSession.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_StopRemoteAccessSession.html
#awsdevicefarm-session
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_StopRun.html
#awsdevicefarm-run
#awsdevicefarm-device
#awsdevicefarm-deviceinstance
#awsdevicefarm-deviceinstance
#awsdevicefarm-devicepool
#awsdevicefarm-devicepool
#awsdevicefarm-instanceprofile
#awsdevicefarm-instanceprofile
#awsdevicefarm-networkprofile
#awsdevicefarm-networkprofile
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_TagResource.html
#awsdevicefarm-project


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

run    

session    

testgrid- 
project

   

testgrid- 
session

   

vpceconfi 
guration

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

device    

deviceins 
tance

   

devicepoo 
l

   

instancep 
rofile

   

networkpr 
ofile

   

 UntagReso 
urce

授予权限以从资源中删除标签 Tagging

project    
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#awsdevicefarm-run
#awsdevicefarm-session
#awsdevicefarm-testgrid-project
#awsdevicefarm-testgrid-project
#awsdevicefarm-testgrid-session
#awsdevicefarm-testgrid-session
#awsdevicefarm-vpceconfiguration
#awsdevicefarm-vpceconfiguration
#awsdevicefarm-aws_RequestTag___TagKey_
#awsdevicefarm-aws_RequestTag___TagKey_
#awsdevicefarm-aws_RequestTag___TagKey_
#awsdevicefarm-aws_TagKeys
#awsdevicefarm-aws_TagKeys
#awsdevicefarm-device
#awsdevicefarm-deviceinstance
#awsdevicefarm-deviceinstance
#awsdevicefarm-devicepool
#awsdevicefarm-devicepool
#awsdevicefarm-instanceprofile
#awsdevicefarm-instanceprofile
#awsdevicefarm-networkprofile
#awsdevicefarm-networkprofile
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UntagResource.html
#awsdevicefarm-project


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

run    

session    

testgrid- 
project

   

testgrid- 
session

   

vpceconfi 
guration

   

  aws:TagKe 
ys

 

deviceins 
tance*

    UpdateDev 
iceInstance

授予权限以修改现有的设备实
例

Write

instancep 
rofile

   

 UpdateDev 
icePool

授予权限以修改现有的设备池 Write devicepoo 
l*

   

 UpdateIns 
tanceProfile

授予权限以修改现有的实例配
置文件

Write instancep 
rofile*

   

 UpdateNet 
workProfile

授予权限以修改现有的网络配
置文件

Write networkpr 
ofile*

   

AWS Device Farm 1303

#awsdevicefarm-run
#awsdevicefarm-session
#awsdevicefarm-testgrid-project
#awsdevicefarm-testgrid-project
#awsdevicefarm-testgrid-session
#awsdevicefarm-testgrid-session
#awsdevicefarm-vpceconfiguration
#awsdevicefarm-vpceconfiguration
#awsdevicefarm-aws_TagKeys
#awsdevicefarm-aws_TagKeys
#awsdevicefarm-deviceinstance
#awsdevicefarm-deviceinstance
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateDeviceInstance.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateDeviceInstance.html
#awsdevicefarm-instanceprofile
#awsdevicefarm-instanceprofile
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateDevicePool.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateDevicePool.html
#awsdevicefarm-devicepool
#awsdevicefarm-devicepool
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateInstanceProfile.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateInstanceProfile.html
#awsdevicefarm-instanceprofile
#awsdevicefarm-instanceprofile
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateNetworkProfile.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateNetworkProfile.html
#awsdevicefarm-networkprofile
#awsdevicefarm-networkprofile


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePro 
ject

授予修改现有移动测试项目的
权限

Write project*   ec2:Creat 
eNetworkI 
nterface

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

iam:Creat 
eServiceL 
inkedRole
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https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateProject.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateProject.html
#awsdevicefarm-project


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateTes 
tGridProject

授予修改现有桌面测试项目的
权限

Write testgrid- 
project*

  ec2:Creat 
eNetworkI 
nterface

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

iam:Creat 
eServiceL 
inkedRole

 UpdateUpl 
oad

授予权限以修改现有的上传 Write upload*    

 UpdateVPC 
EConfigur 
ation

授予权限以修改现有的 
Amazon Virtual Private Cloud 
(VPC) 终端节点配置

Write vpceconfi 
guration*

   

AWS Device Farm 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateTestGridProject.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateTestGridProject.html
#awsdevicefarm-testgrid-project
#awsdevicefarm-testgrid-project
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateUpload.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateUpload.html
#awsdevicefarm-upload
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateVPCEConfiguration.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateVPCEConfiguration.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_UpdateVPCEConfiguration.html
#awsdevicefarm-vpceconfiguration
#awsdevicefarm-vpceconfiguration
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table


服务授权参考 服务授权参考

资源类型 ARN 条件键

 project arn:${Partition}:devicefarm:${Region 
}:${Account}:project:${ResourceId}

aws:ResourceTag/${ 
TagKey}

 run arn:${Partition}:devicefarm:${Region 
}:${Account}:run:${ResourceId}

aws:ResourceTag/${ 
TagKey}

 job arn:${Partition}:devicefarm:${Region 
}:${Account}:job:${ResourceId}

 

 suite arn:${Partition}:devicefarm:${Region 
}:${Account}:suite:${ResourceId}

 

 test arn:${Partition}:devicefarm:${Region 
}:${Account}:test:${ResourceId}

 

 upload arn:${Partition}:devicefarm:${Region 
}:${Account}:upload:${ResourceId}

 

 artifact arn:${Partition}:devicefarm:${Region 
}:${Account}:artifact:${ResourceId}

 

 sample arn:${Partition}:devicefarm:${Region 
}:${Account}:sample:${ResourceId}

 

 networkpr 
ofile

arn:${Partition}:devicefarm:${Region 
}:${Account}:networkprofile:${Resour 
ceId}

aws:ResourceTag/${ 
TagKey}

 deviceins 
tance

arn:${Partition}:devicefarm:${Region 
}::deviceinstance:${ResourceId}

aws:ResourceTag/${ 
TagKey}

 session arn:${Partition}:devicefarm:${Region 
}:${Account}:session:${ResourceId}

aws:ResourceTag/${ 
TagKey}

 devicepool arn:${Partition}:devicefarm:${Region 
}:${Account}:devicepool:${ResourceId 
}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_Project.html
#awsdevicefarm-aws_ResourceTag___TagKey_
#awsdevicefarm-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_Run.html
#awsdevicefarm-aws_ResourceTag___TagKey_
#awsdevicefarm-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_Job.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_Suite.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_Test.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_Upload.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_Artifact.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_Sample.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_NetworkProfile.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_NetworkProfile.html
#awsdevicefarm-aws_ResourceTag___TagKey_
#awsdevicefarm-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeviceInstance.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DeviceInstance.html
#awsdevicefarm-aws_ResourceTag___TagKey_
#awsdevicefarm-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_RemoteAccessSession.html
#awsdevicefarm-aws_ResourceTag___TagKey_
#awsdevicefarm-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_DevicePool.html
#awsdevicefarm-aws_ResourceTag___TagKey_
#awsdevicefarm-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

 device arn:${Partition}:devicefarm:${Region 
}::device:${ResourceId}

aws:ResourceTag/${ 
TagKey}

 instancep 
rofile

arn:${Partition}:devicefarm:${Region 
}:${Account}:instanceprofile:${Resou 
rceId}

aws:ResourceTag/${ 
TagKey}

 vpceconfi 
guration

arn:${Partition}:devicefarm:${Region 
}:${Account}:vpceconfiguration:${Res 
ourceId}

aws:ResourceTag/${ 
TagKey}

 testgrid- 
project

arn:${Partition}:devicefarm:${Region 
}:${Account}:testgrid-project:${Reso 
urceId}

aws:ResourceTag/${ 
TagKey}

 testgrid- 
session

arn:${Partition}:devicefarm:${Region 
}:${Account}:testgrid-session:${Reso 
urceId}

aws:ResourceTag/${ 
TagKey}

AWS Device Farm 的条件键

AWS Device Farm 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据每个标签的允许值集筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签值筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有必需标签以筛选操作 ArrayOfString
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https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_Device.html
#awsdevicefarm-aws_ResourceTag___TagKey_
#awsdevicefarm-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_InstanceProfile.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_InstanceProfile.html
#awsdevicefarm-aws_ResourceTag___TagKey_
#awsdevicefarm-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_VPCEConfiguration.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_VPCEConfiguration.html
#awsdevicefarm-aws_ResourceTag___TagKey_
#awsdevicefarm-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_TestGridProject.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_TestGridProject.html
#awsdevicefarm-aws_ResourceTag___TagKey_
#awsdevicefarm-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_TestGridSession.html
https://docs.aws.amazon.com/devicefarm/latest/APIReference/API_TestGridSession.html
#awsdevicefarm-aws_ResourceTag___TagKey_
#awsdevicefarm-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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Amazon DevOps Guru 的操作、资源和条件密钥

Amazon DevOps Guru（服务前缀:devops-guru）提供以下特定于服务的资源、操作和条件上下文密
钥以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon DevOps Guru 定义的操作

• 由 Amazon DevOps Guru 定义的资源类型

• Amazon DevOps Guru 的条件密钥

由 Amazon DevOps Guru 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/devops-guru/latest/userguide/
https://docs.aws.amazon.com/devops-guru/latest/APIReference/
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddNotifi 
cationCha 
nnel

授予向 DevOps Guru 添加通知
渠道的权限

写入 topic*   sns:GetTo 
picAttrib 
utes

sns:SetTo 
picAttrib 
utes

 DeleteInsight 授予删除账户中指定见解的权
限

写入      

 DescribeA 
ccountHealth

授予权限以查看您的操作运行
状况 AWS 账户

读取      

 DescribeA 
ccountOve 
rview

授予在您的时间范围内查看操
作运行状况的权限 AWS 账户

读取      

 DescribeA 
nomaly

授予列出指定异常情况的详细
信息的权限

读取      

 DescribeE 
ventSourc 
esConfig

授予为 DevOps Guru 检索事件
源详细信息的权限

读取      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_AddNotificationChannel.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_AddNotificationChannel.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_AddNotificationChannel.html
#amazondevopsguru-topic
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DeleteInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeAccountHealth.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeAccountHealth.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeAccountOverview.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeAccountOverview.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeAccountOverview.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeAnomaly.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeAnomaly.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeEventSourcesConfig.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeEventSourcesConfig.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeEventSourcesConfig.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeF 
eedback

授予查看指定见解的反馈详细
信息的权限

Read      

 DescribeI 
nsight

授予列出指定见解的详细信息
的权限

读取      

 DescribeO 
rganizati 
onHealth

授予查看企业中操作运行状况
的权限

读取      

 DescribeO 
rganizati 
onOverview

授予查看企业中某个时间范围
内操作运行状况的权限

读取      

 DescribeO 
rganizati 
onResourc 
eCollecti 
onHealth

授予权限以查看组织中每个 
AWS CloudFormation 堆栈
或在 DevOps Guru 中指定的 
AWS 服务或账户的运行状况

读取      

 DescribeR 
esourceCo 
llectionHealth

授予权限以查看 DevOps 
Guru 中指定的每个 AWS 
CloudFormation 堆栈的操作生
命值

读取      

 DescribeS 
erviceInt 
egration

授予查看可与 DevOps Guru 集
成的服务的集成状态的权限

读取      

 GetCostEs 
timation

授予列出服务资源成本估算的
权限

读取      

 GetResour 
ceCollection

授予列出 DevOps Guru 配置为
使用的 AWS CloudFormation 
堆栈的权限

读取      
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https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeFeedback.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeFeedback.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeOrganizationHealth.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeOrganizationHealth.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeOrganizationHealth.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeOrganizationOverview.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeOrganizationOverview.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeOrganizationOverview.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeOrganizationResourceCollectionHealth.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeOrganizationResourceCollectionHealth.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeOrganizationResourceCollectionHealth.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeOrganizationResourceCollectionHealth.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeOrganizationResourceCollectionHealth.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeResourceCollectionHealth.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeResourceCollectionHealth.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeResourceCollectionHealth.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeServiceIntegration.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeServiceIntegration.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeServiceIntegration.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_GetCostEstimation.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_GetCostEstimation.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_GetResourceCollection.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_GetResourceCollection.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAnoma 
liesForInsight

授予列出账户中给定见解的异
常情况的权限

列表   devops-
gu 
ru:Servic 
eNames

 

 ListAnoma 
lousLogGr 
oups

授予列出账户中给定见解的日
志异常情况的权限

列表      

 ListEvents 授予列出由 DevOps Guru 评估
的资源事件的权限

列表      

 ListInsights 授予列出账户中的见解的权限 列表      

 ListMonit 
oredResou 
rces

授予在您的账户中列出 
DevOps Guru 监控的资源的权
限

列表      

 ListNotif 
icationCh 
annels

授予在您的账户中列出为 
DevOps Guru 配置的通知渠道
的权限

列表      

 ListOrgan 
izationIn 
sights

授予列出企业中的见解的权限 列表      

 ListRecom 
mendations

授予列出指定见解的推荐的权
限

列表      

 PutFeedback 授予向 DevOps Guru 提交反馈
的权限

写入      
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https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListAnomaliesForInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListAnomaliesForInsight.html
#amazondevopsguru-devops-guru_ServiceNames
#amazondevopsguru-devops-guru_ServiceNames
#amazondevopsguru-devops-guru_ServiceNames
#amazondevopsguru-devops-guru_ServiceNames
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListAnomalousLogGroups.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListAnomalousLogGroups.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListAnomalousLogGroups.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListEvents.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListMonitoredResources.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListMonitoredResources.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListMonitoredResources.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListNotificationChannels.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListNotificationChannels.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListNotificationChannels.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListOrganizationInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListOrganizationInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListOrganizationInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListRecommendations.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListRecommendations.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_PutFeedback.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RemoveNot 
ification 
Channel

授予从 DevOps Guru 移除通知
频道的权限

写入 topic*   sns:GetTo 
picAttrib 
utes

sns:SetTo 
picAttrib 
utes

 SearchIns 
ights

授予在账户中搜索见解的权限 列表   devops-
gu 
ru:Servic 
eNames

 

 SearchOrg 
anization 
Insights

授予在企业中搜索见解的权限 列表      

 StartCost 
Estimation

授予开始创建每月成本估算的
权限

读取      

 UpdateEve 
ntSources 
Config

授予为 DevOps Guru 更新事件
源的权限

写入      

 UpdateRes 
ourceColl 
ection

授予更新堆栈列表的权限，这
些 AWS CloudFormation 堆栈
用于指定 G AWS uru 分析您账
户中的哪些资源 DevOps

写入      

 UpdateSer 
viceInteg 
ration

授予启用或禁用与 DevOps 
Guru 集成的服务的权限

写入      
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https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_RemoveNotificationChannel.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_RemoveNotificationChannel.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_RemoveNotificationChannel.html
#amazondevopsguru-topic
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_SearchInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_SearchInsights.html
#amazondevopsguru-devops-guru_ServiceNames
#amazondevopsguru-devops-guru_ServiceNames
#amazondevopsguru-devops-guru_ServiceNames
#amazondevopsguru-devops-guru_ServiceNames
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_SearchOrganizationInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_SearchOrganizationInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_SearchOrganizationInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_StartCostEstimation.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_StartCostEstimation.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_UpdateEventSourcesConfig.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_UpdateEventSourcesConfig.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_UpdateEventSourcesConfig.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_UpdateResourceCollection.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_UpdateResourceCollection.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_UpdateResourceCollection.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_UpdateServiceIntegration.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_UpdateServiceIntegration.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_UpdateServiceIntegration.html
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由 Amazon DevOps Guru 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 topic arn:${Partition}:sns:${Region}:${Acc 
ount}:${TopicName}

 

Amazon DevOps Guru 的条件密钥

Amazon DevOps Guru 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 devops-gu 
ru:ServiceNames

通过 API 筛选访问权限以限制对给定 AWS 服务名称的访
问

ArrayOfString

AWS 诊断工具的操作、资源和条件键

AWS 诊断工具（服务前缀:ts）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

AWS 诊断工具 1313

reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/devops-guru/latest/userguide/setting-up.html#setting-up-notifications
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ServiceCollection.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ServiceCollection.html
https://docs.aws.amazon.com/diagnostic-tools/
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/
https://docs.aws.amazon.com/ts/latest/diagnostic-tools/security-iam.html


服务授权参考 服务授权参考

• AWS 诊断工具定义的操作

• AWS 诊断工具定义的资源类型

• AWS 诊断工具的条件键

AWS 诊断工具定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetExecut 
ion

授予在 AWS 诊断工具中获取
有关特定执行的详细信息的权
限

读取 execution 
*

   

 GetExecut 
ionOutput

授予在 AWS 诊断工具中获取
有关特定执行输出的详细信息
的权限

读取 execution 
*

   

 GetTool 授予在 AWS 诊断工具中获取
有关特定工具的详细信息的权
限

读取 tool*    

 ListExecu 
tions

授予在 AWS 诊断工具中列出
所有可用执行的权限

列表      

execution 
*

    ListTagsF 
orResource

授予列出 AWS 诊断工具资源
标签的权限

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListTools 授予列出 AWS 诊断工具中所
有可用工具的权限

列表      

 StartExec 
ution

授予在 AWS 诊断工具中启动
特定工具的执行工作流程的权
限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iam:PassR 
ole
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https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_GetExecution.html
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_GetExecution.html
#awsdiagnostictools-execution
#awsdiagnostictools-execution
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_GetExecutionOutput.html
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_GetExecutionOutput.html
#awsdiagnostictools-execution
#awsdiagnostictools-execution
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_GetTool.html
#awsdiagnostictools-tool
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_ListExecutions.html
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_ListExecutions.html
#awsdiagnostictools-execution
#awsdiagnostictools-execution
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_ListTagsForResource.html
#awsdiagnostictools-aws_RequestTag___TagKey_
#awsdiagnostictools-aws_RequestTag___TagKey_
#awsdiagnostictools-aws_RequestTag___TagKey_
#awsdiagnostictools-aws_TagKeys
#awsdiagnostictools-aws_TagKeys
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_ListTools.html
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_StartExecution.html
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_StartExecution.html
#awsdiagnostictools-aws_RequestTag___TagKey_
#awsdiagnostictools-aws_RequestTag___TagKey_
#awsdiagnostictools-aws_RequestTag___TagKey_
#awsdiagnostictools-aws_TagKeys
#awsdiagnostictools-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

execution 
*

    TagResour 
ce

授予标记 AWS 诊断工具资源
的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

execution 
*

    UntagReso 
urce

授予取消标记 AWS 诊断工具
资源的权限

标记

  aws:TagKe 
ys

 

AWS 诊断工具定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 execution arn:${Partition}:ts::${Account}:exec 
ution/${UserId}/${ToolId}/${Executio 
nId}

aws:ResourceTag/${ 
TagKey}

 tool arn:${Partition}:ts::aws:tool/${Tool 
Id}
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#awsdiagnostictools-execution
#awsdiagnostictools-execution
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_TagResource.html
#awsdiagnostictools-aws_RequestTag___TagKey_
#awsdiagnostictools-aws_RequestTag___TagKey_
#awsdiagnostictools-aws_RequestTag___TagKey_
#awsdiagnostictools-aws_TagKeys
#awsdiagnostictools-aws_TagKeys
#awsdiagnostictools-execution
#awsdiagnostictools-execution
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_UntagResource.html
#awsdiagnostictools-aws_TagKeys
#awsdiagnostictools-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_Execution.html
#awsdiagnostictools-aws_ResourceTag___TagKey_
#awsdiagnostictools-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/diagnostic-tools/latest/APIReference/API_Tool.html
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AWS 诊断工具的条件键

AWS 诊断工具定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

AWS Direct Connect 的操作、资源和条件键

AWS Direct Connect（服务前缀:directconnect）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Direct Connect 定义的操作

• AWS Direct Connect 定义的资源类型

• AWS Direct Connect 的条件键
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/directconnect/latest/UserGuide/
https://docs.aws.amazon.com/directconnect/latest/APIReference/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/security-iam.html
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AWS Direct Connect 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptDir 
ectConnec 
tGatewayA 
ssociatio 
nProposal

授予权限以接受提议请求以
将虚拟私有网关连接到 Direct 
Connect 网关

写入 dx-
gateway*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AcceptDirectConnectGatewayAssociationProposal.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AcceptDirectConnectGatewayAssociationProposal.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AcceptDirectConnectGatewayAssociationProposal.html
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https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AcceptDirectConnectGatewayAssociationProposal.html
#awsdirectconnect-dx-gateway
#awsdirectconnect-dx-gateway
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AllocateC 
onnection 
OnInterco 
nnect

授予权限以在互连上创建托管
连接

写入 dxcon*    

dxcon    

dxlag    

 AllocateH 
ostedConn 
ection

授予在 Di AWS rect Connect 
合作伙伴的网络和特定 AWS 
的 Direct Connect 位置之间创
建新的托管连接的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dxcon    

dxlag    

 AllocateP 
rivateVir 
tualInterface

授予权限以预置将由不同客户
拥有的私有虚拟接口

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dxcon     AllocateP 
ublicVirt 
ualInterface

授予权限以预置将由不同客户
拥有的公有虚拟接口

写入

dxlag    
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https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocateConnectionOnInterconnect.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocateConnectionOnInterconnect.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocateConnectionOnInterconnect.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocateConnectionOnInterconnect.html
#awsdirectconnect-dxcon
#awsdirectconnect-dxcon
#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocateHostedConnection.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocateHostedConnection.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocateHostedConnection.html
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-dxcon
#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocatePrivateVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocatePrivateVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocatePrivateVirtualInterface.html
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocatePublicVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocatePublicVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocatePublicVirtualInterface.html
#awsdirectconnect-dxlag
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dxcon    

dxlag    

 AllocateT 
ransitVir 
tualInterface

授予权限以预置将由不同客户
拥有的中转虚拟接口

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dxcon*     Associate 
Connectio 
nWithLag

授予将连接与 LAG 关联的权限 写入

dxlag*    

dxcon*    

dxcon    

 Associate 
HostedCon 
nection

授予权限以将托管的连接及其
虚拟接口与链路聚合组 (LAG) 
或互连相关联

写入

dxlag    

dxcon     Associate 
MacSecKey

授予将 MAC 安全 (MACsec) 
连接密钥名称 (CKN) /连接关联
密钥 (CAK) 对与 Di AWS rect 
Connect 专用连接关联的权限

写入

dxlag    

dxvif*     Associate 
VirtualIn 
terface

授予权限以将虚拟接口与指定
的链路聚合组 (LAG) 或连接相
关联

写入

dxcon    
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#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-dxcon
#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocateTransitVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocateTransitVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocateTransitVirtualInterface.html
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AssociateConnectionWithLag.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AssociateConnectionWithLag.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AssociateConnectionWithLag.html
#awsdirectconnect-dxlag
#awsdirectconnect-dxcon
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AssociateHostedConnection.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AssociateHostedConnection.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AssociateHostedConnection.html
#awsdirectconnect-dxlag
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AssociateMacSecKey.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AssociateMacSecKey.html
#awsdirectconnect-dxlag
#awsdirectconnect-dxvif
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AssociateVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AssociateVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AssociateVirtualInterface.html
#awsdirectconnect-dxcon
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dxlag    

 ConfirmCo 
nnection

授予权限以确认在互连上创建
托管连接

写入 dxcon*    

 ConfirmCu 
stomerAgr 
eement

授予权限以在创建连接或链路
聚合组 (LAG) 时确认协议条款

写入      

 ConfirmPr 
ivateVirt 
ualInterface

授予权限以接受其他客户创建
的私有虚拟接口的所有权

写入 dxvif*    

 ConfirmPu 
blicVirtu 
alInterface

授予权限以接受其他客户创建
的公有虚拟接口的所有权

写入 dxvif*    

 ConfirmTr 
ansitVirt 
ualInterface

授予权限以接受其他客户创建
的中转虚拟接口的所有权

写入 dxvif*    

 CreateBGP 
Peer

授予权限以在指定的虚拟接口
上创建 BGP 对等体

写入 dxvif*    

dxlag     CreateCon 
nection

授予在客户网络和特定的 Di 
AWS rect Connect 位置之间创
建新连接的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmConnection.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmConnection.html
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmCustomerAgreement.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmCustomerAgreement.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmCustomerAgreement.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmPrivateVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmPrivateVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmPrivateVirtualInterface.html
#awsdirectconnect-dxvif
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmPublicVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmPublicVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmPublicVirtualInterface.html
#awsdirectconnect-dxvif
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmTransitVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmTransitVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmTransitVirtualInterface.html
#awsdirectconnect-dxvif
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateBGPPeer.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateBGPPeer.html
#awsdirectconnect-dxvif
#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateConnection.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateConnection.html
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDir 
ectConnec 
tGateway

授予权限以创建一个 Direct 
Connect 网关，它是可用于连 
接一组虚拟接口和虚拟专用网
关的中间对象

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDir 
ectConnec 
tGatewayA 
ssociation

授予权限以在 Direct Connect 
网关和虚拟私有网关之间创建
关联

写入 dx-
gateway*

   

 CreateDir 
ectConnec 
tGatewayA 
ssociatio 
nProposal

授予创建提议以将指定的虚
拟私有网关与指定的 Direct 
Connect 网关相关联的权限

写入 dx-
gateway*

   

dxlag     CreateInt 
erconnect

授予在 Direct Connect 合作
伙伴的网络和特定 AWS 的 Di 
AWS rect Connect 位置之间创
建新互连的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dxcon     CreateLag 授予在客户网络和特定 Dire 
AWS ct Connect 位置之间使用
指定数量的捆绑物理连接创建
链路聚合组 (LAG) 的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGateway.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGateway.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGateway.html
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-aws_TagKeys
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGatewayAssociation.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGatewayAssociation.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGatewayAssociation.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGatewayAssociation.html
#awsdirectconnect-dx-gateway
#awsdirectconnect-dx-gateway
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGatewayAssociationProposal.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGatewayAssociationProposal.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGatewayAssociationProposal.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGatewayAssociationProposal.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGatewayAssociationProposal.html
#awsdirectconnect-dx-gateway
#awsdirectconnect-dx-gateway
#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateInterconnect.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateInterconnect.html
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateLag.html
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dxcon    

dxlag    

 CreatePri 
vateVirtu 
alInterface

授予权限以创建新的私有虚拟
接口

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dxcon    

dxlag    

 CreatePub 
licVirtua 
lInterface

授予权限以创建新的公有虚拟
接口

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dxcon    

dxlag    

 CreateTra 
nsitVirtu 
alInterface

授予权限以创建新的中转虚拟
接口

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteBGP 
Peer

授予权限以删除具有指定客户
地址和 ASN 的指定虚拟接口上
的指定 BGP 对等体

写入 dxvif*    
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#awsdirectconnect-dxcon
#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreatePrivateVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreatePrivateVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreatePrivateVirtualInterface.html
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-dxcon
#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreatePublicVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreatePublicVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreatePublicVirtualInterface.html
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-dxcon
#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateTransitVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateTransitVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateTransitVirtualInterface.html
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_RequestTag___TagKey_
#awsdirectconnect-aws_TagKeys
#awsdirectconnect-aws_TagKeys
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteBGPPeer.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteBGPPeer.html
#awsdirectconnect-dxvif


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteCon 
nection

授予权限以删除连接 写入 dxcon*    

 DeleteDir 
ectConnec 
tGateway

授予删除指定 Direct Connect 
网关的权限

写入 dx-
gateway*

   

 DeleteDir 
ectConnec 
tGatewayA 
ssociation

授予权限以删除指定的 Direct 
Connect 网关和虚拟私有网关 
之间的关联

写入 dx-
gateway*

   

 DeleteDir 
ectConnec 
tGatewayA 
ssociatio 
nProposal

授予权限以删除指定的 Direct 
Connect 网关和虚拟私有网关 
之间的关联提议请求

写入      

 DeleteInt 
erconnect

授予删除指定互连的权限 写入 dxcon*    

 DeleteLag 授予删除指定的链接聚合组 
(LAG) 的权限

写入 dxlag*    

 DeleteVir 
tualInterface

授予删除虚拟接口的权限 写入 dxvif*    

 DescribeC 
onnectionLoa

授予权限以描述连接的 LOA-
CFA

读取 dxcon*    

 DescribeC 
onnections

授予权限以描述此区域中的所
有连接

读取 dxcon    
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https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteConnection.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteConnection.html
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteDirectConnectGateway.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteDirectConnectGateway.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteDirectConnectGateway.html
#awsdirectconnect-dx-gateway
#awsdirectconnect-dx-gateway
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteDirectConnectGatewayAssociation.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteDirectConnectGatewayAssociation.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteDirectConnectGatewayAssociation.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteDirectConnectGatewayAssociation.html
#awsdirectconnect-dx-gateway
#awsdirectconnect-dx-gateway
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteDirectConnectGatewayAssociationProposal.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteDirectConnectGatewayAssociationProposal.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteDirectConnectGatewayAssociationProposal.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteDirectConnectGatewayAssociationProposal.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteDirectConnectGatewayAssociationProposal.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteInterconnect.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteInterconnect.html
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteLag.html
#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteVirtualInterface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteVirtualInterface.html
#awsdirectconnect-dxvif
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeConnectionLoa.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeConnectionLoa.html
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeConnections.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeConnections.html
#awsdirectconnect-dxcon


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeC 
onnection 
sOnInterc 
onnect

授予权限以描述给定互连中已
预置的连接的列表。

读取 dxcon*    

 DescribeC 
ustomerMe 
tadata

授予查看客户协议列表的权
限，以及其签署状态以及客户
是 NNIPartner V2 还是非合作
伙伴 NNIPartner

读取      

 DescribeD 
irectConn 
ectGatewa 
yAssociat 
ionProposals

授予权限以描述虚拟私有网关
和 Direct Connect 网关之间的
连接的一个或多个关联提议。

读取 dx-
gateway

   

 DescribeD 
irectConn 
ectGatewa 
yAssociations

授予权限以描述 Direct 
Connect 网关和虚拟私有网关 
之间的关联

读取 dx-
gateway

   

 DescribeD 
irectConn 
ectGatewa 
yAttachments

授予权限以描述 Direct 
Connect 网关和虚拟接口之间 
的连接

读取 dx-
gateway

   

 DescribeD 
irectConn 
ectGateways

授予权限以描述所有 Direct 
Connect 网关，或仅描述指定 
的 Direct Connect 网关

读取 dx-
gateway

   

dxcon     DescribeH 
ostedConn 
ections

授予权限以描述已在指定互连
或链路聚合组上预置的托管连
接

读取

dxlag    
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https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeConnectionsOnInterconnect.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeConnectionsOnInterconnect.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeConnectionsOnInterconnect.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeConnectionsOnInterconnect.html
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeCustomerMetadata.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeCustomerMetadata.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeCustomerMetadata.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGatewayAssociationProposals.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGatewayAssociationProposals.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGatewayAssociationProposals.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGatewayAssociationProposals.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGatewayAssociationProposals.html
#awsdirectconnect-dx-gateway
#awsdirectconnect-dx-gateway
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGatewayAssociations.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGatewayAssociations.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGatewayAssociations.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGatewayAssociations.html
#awsdirectconnect-dx-gateway
#awsdirectconnect-dx-gateway
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGatewayAttachments.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGatewayAttachments.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGatewayAttachments.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGatewayAttachments.html
#awsdirectconnect-dx-gateway
#awsdirectconnect-dx-gateway
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGateways.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGateways.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeDirectConnectGateways.html
#awsdirectconnect-dx-gateway
#awsdirectconnect-dx-gateway
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeHostedConnections.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeHostedConnections.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeHostedConnections.html
#awsdirectconnect-dxlag


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeI 
nterconne 
ctLoa

授予权限以描述互连的 LOA-
CFA

读取 dxcon*    

 DescribeI 
nterconnects

授予描述所拥有的互连列表的
权限 AWS 账户

读取 dxcon    

 DescribeL 
ags

授予权限以描述所有的链接聚
合组 (LAG) 或指定的 LAG

读取 dxlag    

dxcon     DescribeLoa 授予权限以描述连接、互连
或链路聚合组 (LAG) 的 LOA-
CFA

读取

dxlag    

 DescribeL 
ocations

授予描述当前 AWS 区域中 Di 
AWS rect Connect 位置列表的
权限

读取      

 DescribeR 
outerConf 
iguration

授予权限以描述虚拟接口路由
器的详细信息

读取 dxvif*    

dx-
gateway

   

dxcon    

dxlag    

 DescribeT 
ags

授予描述与指定 Di AWS rect 
Connect 资源关联的标签的权 
限

读取

dxvif    

 DescribeV 
irtualGat 
eways

授予描述拥有的虚拟专用网关
列表的权限 AWS 账户

读取      
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https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeInterconnectLoa.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeInterconnectLoa.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeInterconnectLoa.html
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeInterconnects.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeInterconnects.html
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeLags.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeLags.html
#awsdirectconnect-dxlag
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeLoa.html
#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeLocations.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeLocations.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeRouterConfiguration.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeRouterConfiguration.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeRouterConfiguration.html
#awsdirectconnect-dxvif
#awsdirectconnect-dx-gateway
#awsdirectconnect-dx-gateway
#awsdirectconnect-dxcon
#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeTags.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeTags.html
#awsdirectconnect-dxvif
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeVirtualGateways.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeVirtualGateways.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeVirtualGateways.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dxcon    

dxlag    

 DescribeV 
irtualInt 
erfaces

授予描述所有虚拟接口的权限 
AWS 账户

读取

dxvif    

dxcon*     Disassoci 
ateConnec 
tionFromLag

授予权限以取消连接与链路聚
合组 (LAG) 的关联

写入

dxlag*    

dxcon     Disassoci 
ateMacSec 
Key

授予移除 MAC 安全 (MACsec) 
安全密钥和 Di AWS rect 
Connect 专用连接之间关联的 
权限

写入

dxlag    

 ListVirtu 
alInterfa 
ceTestHistory

授予权限以列出虚拟接口故障
转移测试历史记录

列表 dxvif*    

 StartBgpF 
ailoverTest

授予权限以启动虚拟接口故障
转移测试，此测试通过将 BGP 
对等会话置于“关闭”状态，验证
您的配置是否符合弹性要求。
然后，您可以发送流量以便验
证是否出现中断情况

写入 dxvif*    

 StopBgpFa 
iloverTest

授予权限以停止虚拟接口故障
转移测试

写入 dxvif*    

dx-
gateway

   

dxcon    

 TagResour 
ce

授予向指定的 Di AWS rect 
Connect 资源添加指定标签的 
权限。每个资源最多可以有 50 
个标签

标记

dxlag    
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#awsdirectconnect-dxcon
#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeVirtualInterfaces.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeVirtualInterfaces.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeVirtualInterfaces.html
#awsdirectconnect-dxvif
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DisassociateConnectionFromLag.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DisassociateConnectionFromLag.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DisassociateConnectionFromLag.html
#awsdirectconnect-dxlag
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DisassociateMacSecKey.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DisassociateMacSecKey.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DisassociateMacSecKey.html
#awsdirectconnect-dxlag
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ListVirtualInterfaceTestHistory.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ListVirtualInterfaceTestHistory.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ListVirtualInterfaceTestHistory.html
#awsdirectconnect-dxvif
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_StartBgpFailoverTest.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_StartBgpFailoverTest.html
#awsdirectconnect-dxvif
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_StopBgpFailoverTest.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_StopBgpFailoverTest.html
#awsdirectconnect-dxvif
#awsdirectconnect-dx-gateway
#awsdirectconnect-dx-gateway
#awsdirectconnect-dxcon
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_TagResource.html
#awsdirectconnect-dxlag


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dxvif    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dx-
gateway

   

dxcon    

dxlag    

dxvif    

 UntagReso 
urce

授予从指定的 Di AWS rect 
Connect 资源中移除一个或多 
个标签的权限

标记

  aws:TagKe 
ys

 

 UpdateCon 
nection

授予更新 Di AWS rect 
Connect 专用连接配置的权限 
。您可以更新连接的以下参
数：连接名称或连接的 MAC 
Security (MACsec) 加密模式

写入 dxcon*    

 UpdateDir 
ectConnec 
tGateway

授予权限以更新 Direct 
Connect 网关的名称

写入 dx-
gateway*

   

 UpdateDir 
ectConnec 
tGatewayA 
ssociation

授予权限以更新 Direct 
Connect 网关关联的指定属性

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateLag 授予权限以更新指定链路聚合
组 (LAG) 的属性

写入 dxlag*    

 UpdateVir 
tualInter 
faceAttributes

授予权限以更新指定虚拟私有
接口的指定属性

写入 dxvif*    

AWS Direct Connect 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 dxcon arn:${Partition}:directconnect:${Reg 
ion}:${Account}:dxcon/${ConnectionId 
}

aws:ResourceTag/${ 
TagKey}

 dxlag arn:${Partition}:directconnect:${Reg 
ion}:${Account}:dxlag/${LagId}

aws:ResourceTag/${ 
TagKey}

 dxvif arn:${Partition}:directconnect:${Reg 
ion}:${Account}:dxvif/${VirtualInter 
faceId}

aws:ResourceTag/${ 
TagKey}

 dx-gateway arn:${Partition}:directconnect::${Ac 
count}:dx-gateway/${DirectConnectGat 
ewayId}

aws:ResourceTag/${ 
TagKey}
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AWS Direct Connect 的条件键

AWS Direct Connect 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来按照操作筛选访问权
限

字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对来按操作筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来按操作筛选访问权限 ArrayOfString

AWS Directory Service 的操作、资源和条件键

AWS Directory Service（服务前缀:ds）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Directory Service 定义的操作

• AWS Directory Service 定义的资源类型

• AWS Directory Service 的条件键
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/welcome.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/iam_auth_access.html
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AWS Directory Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptSha 
redDirectory

授予接受从目录所有者账户中
发送的目录共享请求的权限

写入 directory*    

 AccessDSD 
ata [仅权限]

授予权限以使用 Directory 
Service Data API 访问目录数
据

权限管理 directory*    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddIpRoutes 授予添加 CIDR地址块以便在 
Amazon Web Services 上的 
Microsoft AD 之间正确路由流
量的权限

写入 directory*   ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Descr 
ibeSecuri 
tyGroups
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_AddIpRoutes.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddRegion 授予在指定目录的指定区域中
添加两个域控制器的权限

写入 directory*   ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eSecurity 
Group

ec2:Creat 
eTags

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

directory*   ec2:Creat 
eTags

 AddTagsTo 
Resource

授予为指定的 Amazon 
Directory Services 目录添加或
覆盖一个或多个标签的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Authorize 
Application
[仅权限]

授予授权您的 AWS 目录应用
程序的权限

写入 directory*    

 CancelSch 
emaExtens 
ion

授予取消至 Microsoft AD 目录
的正在进行的架构扩展的权限

写入 directory*    

 CheckAlias
[仅权限]

授予验证别名是否可供使用的
权限

读取      

AWS 目录 Service 1334
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ConnectDi 
rectory

授予创建 AD Connector 以连
接到本地目录的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eSecurity 
Group

ec2:Creat 
eTags

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

 CreateAlias 授予为目录创建别名并将别名
分配至目录的权限

写入 directory*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCom 
puter

授予在指定目录中创建计算机
帐户并将该计算机加入该目录
的权限

写入 directory*    

 CreateCon 
ditionalF 
orwarder

授予创建与您的 AWS 目录关
联的条件转发器的权限

写入 directory*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDir 
ectory

授予创建 Simple AD 目录的权
限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eSecurity 
Group

ec2:Creat 
eTags

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_CreateDirectory.html
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#awsdirectoryservice-aws_TagKeys
#awsdirectoryservice-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateHyb 
ridAD

授予创建混合托管 AD 目录的
权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eNetworkI 
nterfaceP 
ermission

ec2:Creat 
eSecurity 
Group

ec2:Creat 
eTags

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeVpcs

iam:Creat 
eServiceL 
inkedRole

iam:GetRo 
le

secretsma 
nager:Des 
cribeSecr 
et

secretsma 
nager:Get 
SecretVal 
ue

ssm:GetCo 
mmandInvo 
cation

ssm:GetCo 
nnectionS 
tatus

ssm:ListC 
ommands

ssm:SendC 
ommand
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateIde 
ntityPool 
Directory [仅
权限]

授予在 AWS 云中创建 
IdentityPool 目录的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLog 
Subscription

授予创建订阅的权限，以便将
实时 Directory Service 域控制
器安全 CloudWatch 日志转发
到您的指定日志组 AWS 账户

写入 directory*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateMic 
rosoftAD

授予在 AWS 云端创建 
Microsoft 广告的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eSecurity 
Group

ec2:Creat 
eTags

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSna 
pshot

授予在 AWS 云中创建 Simple 
AD 或 Microsoft AD 目录快照
的权限

写入 directory*    

 CreateTrust 授予权限以启动在 AWS 云 
AWS 端的 Microsoft AD 与外
部域之间建立信任关系的侧面

写入 directory*    

 DeleteADA 
ssessment

授予删除目录评估的权限 写入      

 DeleteCon 
ditionalF 
orwarder

授予删除已为您的 AWS 目录
设置的条件转发器的权限

写入 directory*    
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeleteConditionalForwarder.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeleteConditionalForwarder.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeleteConditionalForwarder.html
#awsdirectoryservice-directory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDir 
ectory

授予删除 D AWS irectory 
Service 目录的权限

写入 directory*   ec2:Delet 
eNetworkI 
nterface

ec2:Delet 
eSecurity 
Group

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Revok 
eSecurity 
GroupEgre 
ss

ec2:Revok 
eSecurity 
GroupIngr 
ess

 DeleteLog 
Subscription

授予删除指定日志订阅的权限 写入 directory*    

 DeleteSna 
pshot

授予删除目录快照的权限 写入 directory*    

 DeleteTrust 授予删除 AWS 云中你的 
Microsoft AD 与外部域之间现
有信任关系的权限

写入 directory*    

 Deregiste 
rCertificate

授予从系统中删除在安全的 
DAP 连接中注册的证书的权限

写入 directory*    
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeleteDirectory.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeleteDirectory.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeleteLogSubscription.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeleteLogSubscription.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeleteSnapshot.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeleteSnapshot.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeleteTrust.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeregisterCertificate.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeregisterCertificate.html
#awsdirectoryservice-directory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Deregiste 
rEventTopic

授予以发布商身份删除至指定 
SNS 主题的指定目录的权限

写入 directory*    

 DescribeA 
DAssessment

授予描述目录评估的权限 读取      

 DescribeC 
ertificate

授予显示在安全的 LDAP 连接
中注册的证书相关信息的权限

读取 directory*    

 DescribeC 
lientAuth 
enticatio 
nSettings

授予检索指定目录（如已指
定）中的客户端身份验证类型
相关信息的权限。如未指定类
型，则会检索与指定目录支持
的所有客户端身份验证类型相
关的信息。当前， SmartCard 
仅支持

读取 directory*    

 DescribeC 
onditiona 
lForwarders

授予获取此账户的条件转发服
务器相关信息的权限

读取 directory*    

 DescribeD 
irectories

授予获取属于此账户的目录相
关信息的权限

列表      

 DescribeD 
irectoryD 
ataAccess

授予权限以描述指定目录的 
Directory Service Data API 状
态

读取 directory*    

 DescribeD 
omainCont 
rollers

授予提供有关目录中的任何域
控制器信息的权限

读取 directory*    

 DescribeE 
ventTopics

授予获取哪些 SNS 主题从指定
目录接收状态消息相关信息的 
权限

读取 directory*    
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeregisterEventTopic.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DeregisterEventTopic.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeADAssessment.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeADAssessment.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeCertificate.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeCertificate.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeClientAuthenticationSettings.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeClientAuthenticationSettings.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeClientAuthenticationSettings.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeClientAuthenticationSettings.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeConditionalForwarders.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeConditionalForwarders.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeConditionalForwarders.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeDirectories.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeDirectories.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeDirectoryDataAccess.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeDirectoryDataAccess.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeDirectoryDataAccess.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeDomainControllers.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeDomainControllers.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeDomainControllers.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeEventTopics.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeEventTopics.html
#awsdirectoryservice-directory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeH 
ybridADUp 
date

授予描述指定混合目录更新的
权限

读取 directory*    

 DescribeL 
DAPSSetti 
ngs

授予描述指定目录的 LDAP 安
全性状态的权限

读取 directory*    

 DescribeR 
egions

授予提供为多区域复制配置的
区域相关信息的权限

读取 directory*    

 DescribeS 
ettings

授予检索有关指定目录可配置
设置的信息的权限

读取 directory*    

 DescribeS 
haredDire 
ctories

授予返回账户中的共享目录的
权限

读取 directory*    

 DescribeS 
napshots

授予获取属于此账户的目录快
照相关信息的权限

读取      

 DescribeT 
rusts

授予获取此账户的信任关系的
相关信息的权限

读取      

 DescribeU 
pdateDire 
ctory

授予权限以描述特定更新类型
的目录更新

读取 directory*    

 DisableCl 
ientAuthe 
ntication

授予禁用指定目录的替代客户
端身份验证方法的权限

写入 directory*    

 DisableDi 
rectoryDa 
taAccess

授予权限以禁用指定目录的 
Directory Service Data API

写入 directory*    

AWS 目录 Service 1345

https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeHybridADUpdate.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeHybridADUpdate.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeHybridADUpdate.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeLDAPSSettings.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeLDAPSSettings.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeLDAPSSettings.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeRegions.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeRegions.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeSettings.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeSettings.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeSharedDirectories.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeSharedDirectories.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeSharedDirectories.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeSnapshots.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeSnapshots.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeTrusts.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeTrusts.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeUpdateDirectory.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeUpdateDirectory.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DescribeUpdateDirectory.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DisableClientAuthentication.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DisableClientAuthentication.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DisableClientAuthentication.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DisableDirectoryDataAccess.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DisableDirectoryDataAccess.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DisableDirectoryDataAccess.html
#awsdirectoryservice-directory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DisableLD 
APS

授予停用指定目录的 LDAP 安
全调用的权限

写入 directory*    

 DisableRa 
dius

授予针对 AD Connector 目录
禁用远程身份验证拨入用户服
务 (RADIUS) 服务器的多重验
证 (MFA) 的权限

写入 directory*    

 DisableRo 
leAccess [仅
权限]

授予禁用 AWS 目录中身份 
AWS Management Console 访
问权限的权限

写入 directory*    

 DisableSso 授予禁用目录的 Single Sign-
On 的权限

写入 directory*    

 EnableCli 
entAuthen 
tication

授予启用指定目录的替代客户
端身份验证方法的权限

写入 directory*    

 EnableDir 
ectoryDat 
aAccess

授予权限以启用指定目录的 
Directory Service Data API

写入 directory*    

 EnableLDA 
PS

授予激活特定目录的开关以始
终使用 LDAP 安全调用的权限

写入 directory*    

 EnableRad 
ius

授予针对 AD Connector 目录
启用远程身份验证拨入用户服
务 (RADIUS) 服务器的多重验
证 (MFA) 的权限

写入 directory*    

 EnableRol 
eAccess [仅
权限]

授予权限以允许 AWS 
Management Console 访问您
的 “ AWS 目录” 中的身份

写入 directory*   iam:PassR 
ole
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DisableLDAPS.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DisableLDAPS.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DisableRadius.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DisableRadius.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_DisableSso.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_EnableClientAuthentication.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_EnableClientAuthentication.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_EnableClientAuthentication.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_EnableDirectoryDataAccess.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_EnableDirectoryDataAccess.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_EnableDirectoryDataAccess.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_EnableLDAPS.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_EnableLDAPS.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_EnableRadius.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_EnableRadius.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
#awsdirectoryservice-directory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 EnableSso 授予启用目录的 Single Sign-
On 的权限

写入 directory*    

 GetAuthor 
izedAppli 
cationDetails
[仅权限]

授予检索目录上的授权应用程
序详细信息的权限

读取 directory*    

 GetDirect 
oryLimits

授予获取当前区域的目录限制
信息的权限

读取      

 GetSnapsh 
otLimits

授予获取目录的手动快照限制
的权限

读取 directory*    

 ListADAss 
essments

授予列出目录评估的权限 列表      

 ListAutho 
rizedAppl 
ications [仅权
限]

授予获取目录授权的 AWS 应
用程序的权限

读取 directory*    

 ListCerti 
ficates

授予列出在指定目录的安全 
LDAP 连接中注册的所有证书
的权限

列表 directory*    

 ListIpRoutes 授予列出您为目录添加的地址
块的权限

读取 directory*    

 ListLogSu 
bscriptions

授予列出活动日志订阅的权限 
AWS 账户

读取      

 ListSchem 
aExtensions

授予列出应用于 Microsoft AD 
目录的所有架构扩展的权限

列表 directory*    
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_EnableSso.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_GetDirectoryLimits.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_GetDirectoryLimits.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_GetSnapshotLimits.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_GetSnapshotLimits.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ListADAssessments.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ListADAssessments.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ListCertificates.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ListCertificates.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ListIpRoutes.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ListLogSubscriptions.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ListLogSubscriptions.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ListSchemaExtensions.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ListSchemaExtensions.html
#awsdirectoryservice-directory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予列出 Amazon Directory 
Services 目录上的所有标签的 
权限

读取 directory*    

 RegisterC 
ertificate

授予在安全的 LDAP 连接中注
册证书的权限

写入 directory*    

 RegisterE 
ventTopic

授予将目录与 SNS 主题关联的
权限

写入 directory*   sns:GetTo 
picAttrib 
utes

 RejectSha 
redDirectory

授予拒绝从目录所有者账户中
发送的目录共享请求的权限

写入 directory*    

 RemoveIpR 
outes

授予从目录中删除 IP 地址块的
权限

写入 directory*    

 RemoveReg 
ion

授予停止所有复制并从指定区
域中删除域控制器的权限。使
用此操作无法删除主区域

写入 directory*    

directory*   ec2:Delet 
eTags

 RemoveTag 
sFromReso 
urce

授予从 Amazon Directory 
Services 目录中删除标签的权 
限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ResetUser 
Password

授予重置你的 AWS 托管 
Microsoft AD 或 Simple AD 目
录中任何用户的密码的权限

写入 directory*    
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ListTagsForResource.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ListTagsForResource.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RegisterCertificate.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RegisterCertificate.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RegisterEventTopic.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RegisterEventTopic.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RejectSharedDirectory.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RejectSharedDirectory.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RemoveIpRoutes.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RemoveIpRoutes.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RemoveRegion.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RemoveRegion.html
#awsdirectoryservice-directory
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RemoveTagsFromResource.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RemoveTagsFromResource.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RemoveTagsFromResource.html
#awsdirectoryservice-aws_RequestTag___TagKey_
#awsdirectoryservice-aws_RequestTag___TagKey_
#awsdirectoryservice-aws_RequestTag___TagKey_
#awsdirectoryservice-aws_TagKeys
#awsdirectoryservice-aws_TagKeys
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ResetUserPassword.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ResetUserPassword.html
#awsdirectoryservice-directory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RestoreFr 
omSnapshot

授予使用现有目录快照恢复目
录的权限

写入 directory*    

 ShareDire 
ctory

授予与另一个 AWS 账户 （目
录使用者）共享您 AWS 账户 
（目录所有者）中指定目录的
权限。通过此操作，您可以从
任何一个 Amazon VPC 中使用
您的目录，也可以从任何 AWS 
账户 一个 Amazon VPC 中使
用您的目录 AWS 区域

写入 directory*    
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RestoreFromSnapshot.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_RestoreFromSnapshot.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ShareDirectory.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ShareDirectory.html
#awsdirectoryservice-directory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartADAs 
sessment

授予开始目录评估的权限 写入     ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eNetworkI 
nterfaceP 
ermission

ec2:Creat 
eSecurity 
Group

ec2:Delet 
eNetworkI 
nterface

ec2:Delet 
eSecurity 
Group

ec2:Descr 
ibeNetwor 
kInterfac 
es
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_StartADAssessment.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_StartADAssessment.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

ssm:GetCo 
mmandInvo 
cation

ssm:GetCo 
nnectionS 
tatus

ssm:ListC 
ommands

ssm:SendC 
ommand

 StartSche 
maExtension

授予将架构扩展应用于 
Microsoft AD 目录的权限

写入 directory*    

 Unauthori 
zeApplication
[仅权限]

授予从您的 AWS 目录中取消
对应用程序的授权的权限

写入 directory*    

 UnshareDi 
rectory

授予停止目录所有者与使用者
账户之间的目录共享的权限

写入 directory*    

 UpdateAut 
horizedAp 
plication [仅
权限]

授予更新您的 AWS 目录的授
权应用程序的权限

写入 directory*    
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_StartSchemaExtension.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_StartSchemaExtension.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UnshareDirectory.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UnshareDirectory.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
#awsdirectoryservice-directory
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCon 
ditionalF 
orwarder

授予更新已为您的 AWS 目录
设置的条件转发器的权限

写入 directory*    

 UpdateDir 
ectory [仅权
限]

授予权限以更新指定目录的配
置（例如服务账户凭证或 DNS 
服务器 IP 地址）

写入 directory*    

 UpdateDir 
ectorySetup

授予权限以更新特定更新类型
的目录

写入 directory*    
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateConditionalForwarder.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateConditionalForwarder.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateConditionalForwarder.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateDirectorySetup.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateDirectorySetup.html
#awsdirectoryservice-directory
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateHyb 
ridAD

授予更新指定混合目录配置的
权限

写入 directory*   ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eNetworkI 
nterfaceP 
ermission

ec2:Creat 
eSecurity 
Group

ec2:Creat 
eTags

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateHybridAD.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateHybridAD.html
#awsdirectoryservice-directory
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeVpcs

secretsma 
nager:Des 
cribeSecr 
et

secretsma 
nager:Get 
SecretVal 
ue

ssm:GetCo 
mmandInvo 
cation

ssm:GetCo 
nnectionS 
tatus

ssm:ListC 
ommands

ssm:SendC 
ommand
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateNum 
berOfDoma 
inControllers

授予在目录中添加或删除域控
制器的权限 根据当前值和新值
（通过该 API 调用提供）之间
的差异，将添加或删除域控制
器。在更新了请求数量的域控
制器后，最多可能需要 45 分钟
才能完全激活任何新的域控制
器。在此期间，您无法发出其
他更新请求

写入 directory*    

 UpdateRad 
ius

授予更新 AD Connector 目录
的远程身份验证拨入用户服务 
(RADIUS) 服务器信息的权限

写入 directory*    

 UpdateSet 
tings

授予更新指定目录的可配置设
置的权限

写入 directory*    

 UpdateTrust 授予更新已在你的 AWS 托管 
Microsoft AD 目录和本地活动
目录之间建立的信任的权限

写入 directory*    

 VerifyTrust 授予权限以验证你在 AWS 云
端的 Microsoft AD 与外部域之
间的信任关系

读取 directory*    

AWS Directory Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateNumberOfDomainControllers.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateNumberOfDomainControllers.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateNumberOfDomainControllers.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateRadius.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateRadius.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateSettings.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateSettings.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_UpdateTrust.html
#awsdirectoryservice-directory
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_VerifyTrust.html
#awsdirectoryservice-directory
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 directory arn:${Partition}:ds:${Region}:${Acco 
unt}:directory/${DirectoryId}

aws:ResourceTag/${ 
TagKey}

AWS Directory Service 的条件键

AWS Directory Service 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按对 AWS DS 的请求值筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按正在处理的 AWS DS 资源筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Directory Service Data 的操作、资源和条件键

AWS Directory Service Data（服务前缀:ds-data）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Directory Service Data 定义的操作
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https://docs.aws.amazon.com/directoryservice/latest/devguide/welcome.html
#awsdirectoryservice-aws_ResourceTag___TagKey_
#awsdirectoryservice-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_Tag.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_Tag.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_Tag.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_Tag.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_Tag.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_Tag.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/Welcome.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_AuthNAccess.html
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• AWS Directory Service Data 定义的资源类型

• AWS Directory Service Data 的条件键

AWS Directory Service Data 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddGroupM 
ember

授予权限以向目录上的组添加
成员

写入 directory*   ds:Access 
DSData
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_AddGroupMember.html
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_AddGroupMember.html
#awsdirectoryservicedata-directory
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ds-data:S 
AMAccount 
Name

ds-
data:M 
emberName

ds-data:R 
ealm

ds-
data:M 
emberReal 
m

ds-data:I 
dentifier

 

directory*   ds:Access 
DSData

 CreateGroup 授予权限以在目录上创建组 写入

  ds-data:S 
AMAccount 
Name

ds-data:I 
dentifier

ds-data:R 
ealm

 

 CreateUser 授予权限以在目录上创建用户 写入 directory*   ds:Access 
DSData
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#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_MemberName
#awsdirectoryservicedata-ds-data_MemberName
#awsdirectoryservicedata-ds-data_MemberName
#awsdirectoryservicedata-ds-data_MemberName
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_MemberRealm
#awsdirectoryservicedata-ds-data_MemberRealm
#awsdirectoryservicedata-ds-data_MemberRealm
#awsdirectoryservicedata-ds-data_MemberRealm
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-directory
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_CreateGroup.html
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_CreateUser.html
#awsdirectoryservicedata-directory
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ds-data:S 
AMAccount 
Name

ds-data:I 
dentifier

ds-data:R 
ealm

 

directory*   ds:Access 
DSData

 DeleteGroup 授予权限以删除目录上的组 写入

  ds-data:S 
AMAccount 
Name

ds-data:I 
dentifier

ds-data:R 
ealm

 

directory*   ds:Access 
DSData

 DeleteUser 授予权限以删除目录上的用户 写入

  ds-data:S 
AMAccount 
Name

ds-data:I 
dentifier

ds-data:R 
ealm
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#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-directory
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_DeleteGroup.html
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-directory
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_DeleteUser.html
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

directory*   ds:Access 
DSData

 DescribeG 
roup

授予权限以描述目录上的组 读取

  ds-data:S 
AMAccount 
Name

ds-data:I 
dentifier

ds-data:R 
ealm

 

directory*   ds:Access 
DSData

 DescribeU 
ser

授予权限以描述目录上的用户 读取

  ds-data:S 
AMAccount 
Name

ds-data:I 
dentifier

ds-data:R 
ealm

 

 DisableUser 授予权限以禁用目录上的用户 写入 directory*   ds:Access 
DSData
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#awsdirectoryservicedata-directory
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_DescribeGroup.html
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_DescribeGroup.html
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-directory
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_DescribeUser.html
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_DescribeUser.html
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_DisableUser.html
#awsdirectoryservicedata-directory
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ds-data:S 
AMAccount 
Name

ds-data:I 
dentifier

ds-data:R 
ealm

 

directory*   ds:Access 
DSData

 ListGroup 
Members

授予权限以列出目录上组中的
成员

列表

  ds-data:S 
AMAccount 
Name

ds-data:R 
ealm

ds-
data:M 
emberReal 
m

ds-data:I 
dentifier

 

directory*   ds:Access 
DSData

 ListGroups 授予权限以列出目录上的组 列表

  ds-data:R 
ealm
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#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-directory
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_ListGroupMembers.html
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_ListGroupMembers.html
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_MemberRealm
#awsdirectoryservicedata-ds-data_MemberRealm
#awsdirectoryservicedata-ds-data_MemberRealm
#awsdirectoryservicedata-ds-data_MemberRealm
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-directory
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_ListGroups.html
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

directory*   ds:Access 
DSData

 ListGroup 
sForMember

授予权限以列出目录上成员所
属的组

列表

  ds-data:S 
AMAccount 
Name

ds-data:R 
ealm

ds-
data:M 
emberReal 
m

ds-data:I 
dentifier

 

directory*   ds:Access 
DSData

 ListUsers 授予权限以列出目录上的用户 列表

  ds-data:R 
ealm

 

 RemoveGro 
upMember

授予权限以从组中移除成员 写入 directory*   ds:Access 
DSData
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https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_ListGroupsForMember.html
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_ListGroupsForMember.html
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_MemberRealm
#awsdirectoryservicedata-ds-data_MemberRealm
#awsdirectoryservicedata-ds-data_MemberRealm
#awsdirectoryservicedata-ds-data_MemberRealm
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-directory
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_ListUsers.html
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_RemoveGroupMember.html
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_RemoveGroupMember.html
#awsdirectoryservicedata-directory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ds-data:S 
AMAccount 
Name

ds-
data:M 
emberName

ds-data:R 
ealm

ds-
data:M 
emberReal 
m

ds-data:I 
dentifier

 

directory*   ds-data:D 
escribeGr 
oup

ds:Access 
DSData

 SearchGro 
ups

授予权限以在目录上搜索组 读取

  ds-data:R 
ealm

 

 SearchUsers 授予权限以在目录上搜索用户 读取 directory*   ds-data:D 
escribeUs 
er

ds:Access 
DSData
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#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_MemberName
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ds-data:R 
ealm

 

directory*   ds:Access 
DSData

 UpdateGro 
up

授予权限以更新目录上的组 写入

  ds-data:S 
AMAccount 
Name

ds-data:I 
dentifier

ds-data:R 
ealm

 

directory*   ds:Access 
DSData

 UpdateUser 授予权限以更新目录上的用户 写入

  ds-data:S 
AMAccount 
Name

ds-data:I 
dentifier

ds-data:R 
ealm

 

AWS Directory Service Data 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

AWS Directory 服务数据 1364

#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-directory
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_UpdateGroup.html
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_UpdateGroup.html
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-directory
https://docs.aws.amazon.com/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_UpdateUser.html
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_SAMAccountName
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Identifier
#awsdirectoryservicedata-ds-data_Realm
#awsdirectoryservicedata-ds-data_Realm
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table


服务授权参考 服务授权参考

资源类型 ARN 条件键

 directory arn:${Partition}:ds:${Region}:${Acco 
unt}:directory/${DirectoryId}

aws:ResourceTag/${ 
TagKey}

AWS Directory Service Data 的条件键

AWS Directory Service Data 定义了以下可用于 IAM 策略Condition元素的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按正在处理的 AWS DS 资源筛选访问权限 字符串

 ds-data:I 
dentifier

按请求中提供的标识符的类型（即 SAM 账户名）筛选访
问权限

字符串

 ds-data:M 
emberName

按请求 MemberName 输入中包含的目录 SAM 账户名筛选
访问权限

字符串

 ds-data:M 
emberRealm

按请求 MemberRealm 输入中包含的目录领域名称筛选访
问权限

字符串

 ds-data:Realm 按请求的目录领域名称筛选访问权限 字符串

 ds-data:S 
AMAccount 
Name

按请求的 “名称” 输入中包含的目录 SAM 账户 
SAMAccount名筛选访问权限

字符串

Amazon DocumentDB Elastic Clusters 的操作、资源和条件键

Amazon DocumentDB Elastic Clusters（服务前缀：docdb-elastic）提供可在 IAM 权限策略中使
用的以下服务特定资源、操作和条件上下文键。
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon DocumentDB Elastic Clusters 定义的操作

• Amazon DocumentDB Elastic Clusters 定义的资源类型

• Amazon DocumentDB Elastic Clusters 的条件键

Amazon DocumentDB Elastic Clusters 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster*     ApplyPend 
ingMainte 
nanceAction

授予对 Amazon docdb-Elastic 
集群应用待处理维护操作的权
限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster-s 
napshot*

  docdb-
ela 
stic:Crea 
teCluster 
Snapshot

kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

 CopyClust 
erSnapshot

授予权限以复制新 Amazon 
DocDB-Elastic 集群快照

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Amazon DocumentDB Elastic Clusters 1367

reference_policies_actions-resources-contextkeys.html#actions_table
#amazondocumentdbelasticclusters-cluster
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:Resou 
rceTag/${ 
TagKey}

Amazon DocumentDB Elastic Clusters 1368

#amazondocumentdbelasticclusters-aws_ResourceTag___TagKey_
#amazondocumentdbelasticclusters-aws_ResourceTag___TagKey_
#amazondocumentdbelasticclusters-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateClu 
ster

授予权限以创建新 Amazon 
DocDB-Elastic 集群

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Creat 
eVpcEndpo 
int

ec2:Delet 
eVpcEndpo 
ints

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcAtt 
ribute

ec2:Descr 
ibeVpcEnd 
points

ec2:Descr 
ibeVpcs

ec2:Modif 
yVpcEndpo 
int
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iam:Creat 
eServiceL 
inkedRole

kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

secretsma 
nager:Des 
cribeSecr 
et

secretsma 
nager:Get 
ResourceP 
olicy

secretsma 
nager:Get 
SecretVal 
ue

secretsma 
nager:Lis 
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

tSecretVe 
rsionIds

secretsma 
nager:Lis 
tSecrets
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateClu 
sterSnapshot

授予权限以创建新 Amazon 
DocDB-Elastic 集群快照

写入 cluster*   ec2:Creat 
eVpcEndpo 
int

ec2:Delet 
eVpcEndpo 
ints

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcAtt 
ribute

ec2:Descr 
ibeVpcEnd 
points

ec2:Descr 
ibeVpcs

ec2:Modif 
yVpcEndpo 
int
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iam:Creat 
eServiceL 
inkedRole

kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

secretsma 
nager:Des 
cribeSecr 
et

secretsma 
nager:Get 
ResourceP 
olicy

secretsma 
nager:Get 
SecretVal 
ue

secretsma 
nager:Lis 

Amazon DocumentDB Elastic Clusters 1373



服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

tSecretVe 
rsionIds

secretsma 
nager:Lis 
tSecrets

cluster-s 
napshot*

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster*   ec2:Delet 
eVpcEndpo 
ints

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcAtt 
ribute

ec2:Descr 
ibeVpcEnd 
points

ec2:Descr 
ibeVpcs

ec2:Modif 
yVpcEndpo 
int

 DeleteClu 
ster

授予权限以删除集群 写入

  aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster-s 
napshot*

  ec2:Delet 
eVpcEndpo 
ints

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcAtt 
ribute

ec2:Descr 
ibeVpcEnd 
points

ec2:Descr 
ibeVpcs

ec2:Modif 
yVpcEndpo 
int

 DeleteClu 
sterSnapshot

授予权限以删除集群快照 写入

  aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster*     GetCluster 授予权限以查看有关集群的详
细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster-s 
napshot*

    GetCluste 
rSnapshot

授予权限以查看有关集群快照
的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster*     GetPendin 
gMaintena 
nceAction

授予权限以查看有关 Amazon 
docdb-Elastic 集群上待处理的
维护操作的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListClust 
erSnapshots

授予权限以列出您的账户中的
集群快照

列表      

 ListClusters 授予权限以列出您的账户中的
集群

列表      

 ListPendi 
ngMainten 
anceActions

授予列出有关任何 Amazon 
docdb-Elastic 集群上待处理维
护操作的详细信息的权限

列表   aws:Resou 
rceTag/${ 
TagKey}

 

cluster     ListTagsF 
orResource

授予权限以列出 DocumentDB 
Elastic 资源的标签

列表

cluster-s 
napshot
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RestoreCl 
usterFrom 
Snapshot

授予权限以从 Amazon 
DocDB-Elastic 集群快照还原
集群

写入 cluster*   docdb-
ela 
stic:Crea 
teCluster

ec2:Creat 
eVpcEndpo 
int

ec2:Delet 
eVpcEndpo 
ints

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcAtt 
ribute

ec2:Descr 
ibeVpcEnd 
points
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeVpcs

ec2:Modif 
yVpcEndpo 
int

iam:Creat 
eServiceL 
inkedRole

kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

secretsma 
nager:Des 
cribeSecr 
et

secretsma 
nager:Get 
ResourceP 
olicy

secretsma 
nager:Get 
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

SecretVal 
ue

secretsma 
nager:Lis 
tSecretVe 
rsionIds

secretsma 
nager:Lis 
tSecrets

cluster-s 
napshot*

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

cluster*     StartCluster 授予权限以启动已停止的 
Amazon DocDB-Elastic 集群

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 StopCluster 授予权限以停止现有的 
Amazon DocDB-Elastic 集群

写入 cluster*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster    

cluster-s 
napshot

   

 TagResour 
ce

授予权限以标记 DocumentDB 
Elastic 资源

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

cluster    

cluster-s 
napshot

   

 UntagReso 
urce

授予权限以取消标记 
DocumentDB Elastic 资源

标记

  aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateClu 
ster

授予权限以修改集群 写入 cluster*   ec2:Creat 
eVpcEndpo 
int

ec2:Delet 
eVpcEndpo 
ints

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcAtt 
ribute

ec2:Descr 
ibeVpcEnd 
points

ec2:Descr 
ibeVpcs

ec2:Modif 
yVpcEndpo 
int
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

secretsma 
nager:Des 
cribeSecr 
et

secretsma 
nager:Get 
ResourceP 
olicy

secretsma 
nager:Get 
SecretVal 
ue

secretsma 
nager:Lis 
tSecretVe 
rsionIds
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

secretsma 
nager:Lis 
tSecrets

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon DocumentDB Elastic Clusters 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 cluster arn:${Partition}:docdb-elastic:${Reg 
ion}:${Account}:cluster/${ResourceId 
}

aws:ResourceTag/${ 
TagKey}

 cluster-s 
napshot

arn:${Partition}:docdb-elastic:${Reg 
ion}:${Account}:cluster-snapshot/${R 
esourceId}

aws:ResourceTag/${ 
TagKey}

Amazon DocumentDB Elastic Clusters 的条件键

Amazon DocumentDB Elastic Clusters 定义以下可以在 IAM policy 的 Condition 元素中使用的条件
键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对集筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对集筛选访问权限 字符串

 aws:TagKeys 按照请求中的标签键集筛选访问权限 ArrayOfString

Amazon DynamoDB 的操作、资源和条件键

Amazon DynamoDB（服务前缀：dynamodb）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon DynamoDB 定义的操作

• Amazon DynamoDB 定义的资源类型

• Amazon DynamoDB 的条件键

Amazon DynamoDB 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

table*     BatchGetI 
tem

授予权限以从一个或多个表中
返回一个或多个项目的属性

读取

  dynamodb: 
Attributes

dynamodb: 
LeadingKe 
ys

dynamodb: 
ReturnCon 
sumedCapa 
city

dynamodb: 
Select
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

table*     BatchWrit 
eItem

授予权限以将多个项目放入一
个或多个表中或将其删除

写入

  dynamodb: 
Attributes

dynamodb: 
LeadingKe 
ys

dynamodb: 
ReturnCon 
sumedCapa 
city

 

table*     Condition 
CheckItem

授予 ConditionCheckItem 操作
权限，检查具有给定主键的项
目是否存在一组属性

读取

  dynamodb: 
Attributes

dynamodb: 
LeadingKe 
ys

dynamodb: 
ReturnCon 
sumedCapa 
city

dynamodb: 
ReturnVal 
ues

 

 CreateBac 
kup

授予权限以创建现有表的备份 写入 table*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

global-ta 
ble*

    CreateGlo 
balTable

授予权限以从现有表创建全局
表

写入

table*    

 CreateGlo 
balTableW 
itness [仅权
限]

授予向全局表添加见证人的权
限

写入 table*    

table*     CreateTable 授予 CreateTable 操作权限，
为您的账户添加新表

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateTab 
leReplica [仅
权限]

授予权限以添加新的副本表 写入 table*    

 DeleteBac 
kup

授予权限以删除现有表的备份 写入 backup*    

 DeleteGlo 
balTableW 
itness [仅权
限]

授予从全局表中移除见证人的
权限

写入 table*    

 DeleteItem 授予按主键删除表中单个项目
的权限

写入 table*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  dynamodb: 
Attributes

dynamodb: 
Enclosing 
Operation

dynamodb: 
LeadingKe 
ys

dynamodb: 
ReturnCon 
sumedCapa 
city

dynamodb: 
ReturnVal 
ues

 

stream*     DeleteRes 
ourcePolicy

授予权限以删除附加到资源中
的资源策略

权限管理

table*    

 DeleteTable 向删除表及其所有项目的 
DeleteTable 操作授予权限

写入 table*    

 DeleteTab 
leReplica [仅
权限]

授予权限以删除副本表及其所
有项目

写入 table*    

 DescribeB 
ackup

授予权限以描述现有表的备份 读取 backup*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeC 
ontinuous 
Backups

授予权限以检查指定表上的备
份还原设置的状态

读取 table*    

table*     DescribeC 
ontributo 
rInsights

授予权限以描述给定表或全
局二级索引的 Contributor 
Insights 状态和相关详细信息

读取

index    

 DescribeE 
ndpoints

授予返回区域端点信息的权限 读取      

 DescribeE 
xport

授予权限以描述现有表的导出 读取 export*    

 DescribeG 
lobalTable

授予返回指定全局表相关信息
的权限

读取 global-ta 
ble*

   

 DescribeG 
lobalTabl 
eSettings

授予返回指定全局表相关设置
信息的权限

读取 global-ta 
ble*

   

 DescribeI 
mport

授予描述某个现有导入的权限 读取 import*    

 DescribeK 
inesisStr 
eamingDes 
tination

授予权限以授予描述给定表的 
Kinesis 流式传输状态和相关详
细信息的权限

读取 table*    

 DescribeL 
imits

授予返回您在某个区域的当前
预配置容量限制的权限，包括
整个区域以及您在 AWS 账户 
该区域创建的任何 DynamoDB 
表的当前预配置容量限制

读取      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
eservedCa 
pacity [仅权
限]

授予权限以描述一个或多个购
买的预留容量

读取      

 DescribeR 
eservedCa 
pacityOff 
erings [仅权
限]

授予权限以描述可供购买的预
留容量产品

读取      

 DescribeS 
tream

授予权限以返回有关流的信
息，包括流的当前状态、其 
Amazon Resource Name 
(ARN)、其分片的构成及其相
应的 DynamoDB 表

读取 stream*    

 DescribeT 
able

授予权限以返回有关表的信息 读取 table*    

 DescribeT 
ableRepli 
caAutoSca 
ling

授予权限以描述全局表的所有
副本之间的弹性伸缩设置

读取 table*    

 DescribeT 
imeToLive

授予权限以给出指定表的存活
时间 (TTL) 状态的描述

读取 table*    

 DisableKi 
nesisStre 
amingDest 
ination

授予权限以授予停止从 
DynamoDB 表到 Kinesis 数据
流的复制的权限

写入 table*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 EnableKin 
esisStrea 
mingDesti 
nation

授予权限以授予在启用工作流
期间选择的时间戳启动将表数
据复制到指定 Kinesis 数据流
的权限

写入 table*    

 ExportTab 
leToPoint 
InTime

授予权限以启动将 DynamoDB 
表到 S3 的导出过程

写入 table*    

 GetAbacSt 
atus [仅权限]

授予查看账户基于属性的访问
控制状态的权限

读取      

table*     GetItem 授予 GetItem 操作权限，该操
作返回具有给定主键的项目的
一组属性

读取

  dynamodb: 
Attributes

dynamodb: 
Enclosing 
Operation

dynamodb: 
LeadingKe 
ys

dynamodb: 
ReturnCon 
sumedCapa 
city

dynamodb: 
Select

 

 GetRecords 授予权限以检索给定分片中的
流记录

读取 stream*    
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#amazondynamodb-dynamodb_ReturnConsumedCapacity
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_streams_GetRecords.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

stream*     GetResour 
cePolicy

授予权限以查看资源的资源策
略

读取

table*    

 GetShardI 
terator

授予返回分片迭代器的权限 读取 stream*    

 ImportTable 授予将某个导入从 S3 启动到
某个 DynamoDB 表的权限

写入 table*    

 ListBackups 授予权限以列出与账户和终端
节点关联的备份

列表      

 ListContr 
ibutorInsights

授予列出与当前账户和终端节
点关联的所有表和全局二级索
引的权限 ContributorInsight 
sSummary

列表      

 ListExports 授予权限以列出与账户和终端
节点关联的导出

列表      

 ListGloba 
lTables

授予权限以列出在指定区域中
具有副本的所有全局表

列表      

 ListImports 授予列出与账户和端点关联的
导入的权限

列表      

 ListStreams 授予返回与当前账户和端点 
ARNs 关联的直播数组的权限

读取      

 ListTables 授予权限以返回与当前账户和
终端节点关联的表名称的数组

列表      

 ListTagsO 
fResource

授予权限以列出 Amazon 
DynamoDB 资源上的所有标签

读取 table*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

table*     PartiQLDe 
lete

授予按主键删除表中单个项目
的权限

Write

  dynamodb: 
Attributes

dynamodb: 
Enclosing 
Operation

dynamodb: 
LeadingKe 
ys

dynamodb: 
ReturnVal 
ues

 

table*     PartiQLInsert 授予在表中不存在具有相同主
键的项目时创建新项目的权限

Write

  dynamodb: 
Attributes

dynamodb: 
Enclosing 
Operation

dynamodb: 
LeadingKe 
ys

 

table*     PartiQLSe 
lect

授予读取表或索引中项目的一
组属性的权限

Read

index    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  dynamodb: 
Attributes

dynamodb: 
Enclosing 
Operation

dynamodb: 
FullTable 
Scan

dynamodb: 
LeadingKe 
ys

dynamodb: 
Select

 

table*     PartiQLUp 
date

授予编辑现有项目属性的权限 写入

  dynamodb: 
Attributes

dynamodb: 
Enclosing 
Operation

dynamodb: 
LeadingKe 
ys

dynamodb: 
ReturnVal 
ues
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PurchaseR 
eservedCa 
pacityOff 
erings [仅权
限]

授予权限以购买预留容量用于
您的账户

写入      

table*     PutItem 授予权限以创建新项目，或将
旧项目替换为新项目

写入

  dynamodb: 
Attributes

dynamodb: 
Enclosing 
Operation

dynamodb: 
LeadingKe 
ys

dynamodb: 
ReturnCon 
sumedCapa 
city

dynamodb: 
ReturnVal 
ues

 

stream*     PutResour 
cePolicy

授予权限以将资源策略附加到
资源

权限管理

table*    

table*     Query 授予权限以使用表的主键或二
级索引直接访问该表或索引中
的项目

读取

index    

Amazon DynamoDB 1397

https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/iam-policy-prevent-purchase-reserved-capacity.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/iam-policy-prevent-purchase-reserved-capacity.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/iam-policy-prevent-purchase-reserved-capacity.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/iam-policy-prevent-purchase-reserved-capacity.html
#amazondynamodb-table
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  dynamodb: 
Attributes

dynamodb: 
LeadingKe 
ys

dynamodb: 
ReturnCon 
sumedCapa 
city

dynamodb: 
ReturnVal 
ues

dynamodb: 
Select

 

 RestoreTa 
bleFromAw 
sBackup [仅
权限]

授予从 B AWS ackup 上的恢
复点创建新表的权限

写入 table*    
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#amazondynamodb-dynamodb_Attributes
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#amazondynamodb-dynamodb_ReturnConsumedCapacity
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

backup*   dynamodb: 
BatchWrit 
eItem

dynamodb: 
DeleteIte 
m

dynamodb: 
GetItem

dynamodb: 
PutItem

dynamodb: 
Query

dynamodb: 
Scan

dynamodb: 
UpdateIte 
m

 RestoreTa 
bleFromBa 
ckup

授予权限以从现有备份中创建
新表

写入

table*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RestoreTa 
bleToPoin 
tInTime

授予权限以将表还原到某个时
间点

写入 table*   dynamodb: 
BatchWrit 
eItem

dynamodb: 
DeleteIte 
m

dynamodb: 
GetItem

dynamodb: 
PutItem

dynamodb: 
Query

dynamodb: 
Scan

dynamodb: 
UpdateIte 
m

table*     Scan 授予权限以通过访问表或者二
级索引中的每个项目，返回一
个或多个项目和项目属性

读取

index    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  dynamodb: 
Attributes

dynamodb: 
ReturnCon 
sumedCapa 
city

dynamodb: 
ReturnVal 
ues

dynamodb: 
Select

 

 StartAwsB 
ackupJob [仅
权限]

授予在启用高级功能的情况下
在 Bac AWS kup 上创建备份
的权限

写入 table*    

table*     TagResour 
ce

授予权限以将一组标签与 
Amazon DynamoDB 资源关联

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

table*     UntagReso 
urce

授予权限从 Amazon 
DynamoDB 资源中删除标签的
关联

标记

  aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAba 
cStatus [仅权
限]

授予更新账户基于属性的访问
控制状态的权限

权限管理      

 UpdateCon 
tinuousBa 
ckups

授予权限以启用或禁用连续备
份

写入 table*    

table*     UpdateCon 
tributorI 
nsights

授予权限以更新特定表或全
局二级索引的 Contributor 
Insights 状态

写入

index    

global-ta 
ble*

    UpdateGlo 
balTable

授予权限以在指定的全局表中
添加或删除副本

写入

table*    

global-ta 
ble*

    UpdateGlo 
balTableS 
ettings

授予更新指定全局表的设置的
权限

写入

table*    

global-ta 
ble*

    UpdateGlo 
balTableV 
ersion [仅权
限]

授予更新指定全局表的版本的
权限

写入

table    

 UpdateItem 授予权限以编辑现有项目的属
性，或者将新项目添加到表中
（如果它不存在）

写入 table*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  dynamodb: 
Attributes

dynamodb: 
Enclosing 
Operation

dynamodb: 
LeadingKe 
ys

dynamodb: 
ReturnCon 
sumedCapa 
city

dynamodb: 
ReturnVal 
ues

 

 UpdateKin 
esisStrea 
mingDesti 
nation

授予权限以更新指定 Kinesis 
数据流的数据复制配置

写入 table*    

 UpdateTable 授予权限以修改给定表的预置
吞吐量设置、全局二级索引或 
DynamoDB Streams 设置

写入 table*    

 UpdateTab 
leReplica 
AutoScaling

授予权限以更新副本表上的自
动伸缩设置

写入 table*    

 UpdateTim 
eToLive

授予权限以为指定表启用或禁
用 TTL

写入 table*    
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Amazon DynamoDB 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 index arn:${Partition}:dynamodb:${Region}: 
${Account}:table/${TableName}/index/ 
${IndexName}

aws:ResourceTag/${ 
TagKey}

 stream arn:${Partition}:dynamodb:${Region}: 
${Account}:table/${TableName}/stream 
/${StreamLabel}

 

 table arn:${Partition}:dynamodb:${Region}: 
${Account}:table/${TableName}

aws:ResourceTag/${ 
TagKey}

 backup arn:${Partition}:dynamodb:${Region}: 
${Account}:table/${TableName}/backup 
/${BackupName}

 

 export arn:${Partition}:dynamodb:${Region}: 
${Account}:table/${TableName}/export 
/${ExportName}

 

 global-table arn:${Partition}:dynamodb::${Account 
}:global-table/${GlobalTableName}

 

 import arn:${Partition}:dynamodb:${Region}: 
${Account}:table/${TableName}/import 
/${ImportName}
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Amazon DynamoDB 的条件键

Amazon DynamoDB 定义了以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

Note

有关如何使用上下文键通过 IAM policy 优化 DynamoDB 访问的信息，请参阅《Amazon 
DynamoDB 开发人员指南》中的使用 IAM policy 条件实现精细访问控制。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 dynamodb: 
Attributes

通过表的属性（字段或列）名称筛选访问权限 ArrayOfString

 dynamodb: 
Enclosing 
Operation

通过屏蔽事务 APIs 调用来过滤访问权限并允许非交易 
APIs 调用，反之亦然

字符串

 dynamodb: 
FullTableScan

通过阻止全表扫描筛选访问权限 布尔型

 dynamodb: 
LeadingKeys

根据表的分区键筛选访问权限 ArrayOfString

Amazon DynamoDB 1405

reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/ql-iam.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/ql-iam.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys


服务授权参考 服务授权参考

条件键 描述 类型

 dynamodb: 
ReturnCon 
sumedCapacity

按请求的 ReturnConsumedCapacity 参数筛选访问权限。 
包含“TOTAL”或“NONE”

字符串

 dynamodb: 
ReturnValues

按请求 ReturnValues 参数筛选访问权限。包含下列项之
一：“ALL_OLD”、“UPDATED_OLD”、“ALL_NEW”、“UP 
DATED_NEW”或“NONE”

字符串

 dynamodb: 
Select

根据 Query 或 Scan 请求的 Select 参数筛选访问权限 字符串

Amazon DynamoDB Accelerator (DAX) 的操作、资源和条件键

Amazon DynamoDB Accelerator (DAX)（服务前缀：dax）提供以下服务特定的资源、操作和条件上
下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon DynamoDB Accelerator (DAX) 定义的操作

• Amazon DynamoDB Accelerator (DAX) 定义的资源类型

• Amazon DynamoDB Accelerator (DAX) 的条件键

Amazon DynamoDB Accelerator (DAX) 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

Amazon DynamoDB Accelerator (DAX) 1406

https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/specifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAX.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/access_permissions.html


服务授权参考 服务授权参考

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetI 
tem

授予权限以从一个或多个表中
返回一个或多个项目的属性

读取 applicati 
on*

   

 BatchWrit 
eItem

授予权限以将多个项目放入一
个或多个表中或将其删除

写入 applicati 
on*

   

 Condition 
CheckItem

向使用给定主键检查项目是
否存在一组属性的 Condition 
CheckItem 操作授予权限

读取 applicati 
on*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateClu 
ster

授予权限以创建 DAX 集群 写入 applicati 
on*

  dax:Creat 
eParamete 
rGroup

dax:Creat 
eSubnetGr 
oup

ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

iam:GetRo 
le
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#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iam:PassR 
ole

 CreatePar 
ameterGroup

授予权限以创建参数组 写入      

 CreateSub 
netGroup

授予权限以创建子网组 写入      

 DecreaseR 
eplicatio 
nFactor

授予权限以从 DAX 集群删除一
个或多个节点

写入 applicati 
on*

   

 DeleteClu 
ster

授予权限以删除以前预配置的 
DAX 集群

写入 applicati 
on*

   

applicati 
on*

    DeleteItem 授予按主键删除表中单个项目
的权限

写入

  dax:Enclo 
singOpera 
tion

 

 DeletePar 
ameterGroup

授予权限以删除指定的参数组 写入      

 DeleteSub 
netGroup

授予权限以删除子网组 写入      

 DescribeC 
lusters

授予权限以返回有关所有预置 
DAX 集群的信息

列表 applicati 
on

   

 DescribeD 
efaultPar 
ameters

授予权限以返回 DAX 的默认系
统参数信息

列表      

Amazon DynamoDB Accelerator (DAX) 1409

https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_CreateParameterGroup.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_CreateParameterGroup.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_CreateSubnetGroup.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_CreateSubnetGroup.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DecreaseReplicationFactor.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DecreaseReplicationFactor.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DecreaseReplicationFactor.html
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DeleteCluster.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DeleteCluster.html
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DeleteItem.html
#amazondynamodbacceleratordax-dax_EnclosingOperation
#amazondynamodbacceleratordax-dax_EnclosingOperation
#amazondynamodbacceleratordax-dax_EnclosingOperation
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DeleteParameterGroup.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DeleteParameterGroup.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DeleteSubnetGroup.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DeleteSubnetGroup.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeClusters.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeClusters.html
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeDefaultParameters.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeDefaultParameters.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeDefaultParameters.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeE 
vents

授予权限以返回与 DAX 集群和
参数组相关的事件

列表      

 DescribeP 
arameterG 
roups

授予权限以返回参数组描述列
表

列表      

 DescribeP 
arameters

授予权限以返回特定参数组的
详细参数列表

读取      

 DescribeS 
ubnetGroups

授予权限以返回子网组描述列
表

列表      

applicati 
on*

    GetItem 授予 GetItem 操作权限，该操
作返回具有给定主键的项目的
一组属性

读取

  dax:Enclo 
singOpera 
tion

 

 IncreaseR 
eplicatio 
nFactor

授予权限以将一个或多个节点
添加到 DAX 集群

写入 applicati 
on*

   

 ListTags 授予权限以返回 DAX 集群所有
标签的列表

读取 applicati 
on*

   

applicati 
on*

    PutItem 授予权限以创建新项目，或将
旧项目替换为新项目

写入

  dax:Enclo 
singOpera 
tion
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeEvents.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeEvents.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeParameterGroups.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeParameterGroups.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeParameterGroups.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeParameters.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeParameters.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeSubnetGroups.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_DescribeSubnetGroups.html
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_GetItem.html
#amazondynamodbacceleratordax-dax_EnclosingOperation
#amazondynamodbacceleratordax-dax_EnclosingOperation
#amazondynamodbacceleratordax-dax_EnclosingOperation
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_IncreaseReplicationFactor.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_IncreaseReplicationFactor.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_IncreaseReplicationFactor.html
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_ListTags.html
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
#amazondynamodbacceleratordax-dax_EnclosingOperation
#amazondynamodbacceleratordax-dax_EnclosingOperation
#amazondynamodbacceleratordax-dax_EnclosingOperation
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Query 授予权限以使用表的主键或二
级索引直接访问该表或索引中
的项目

读取 applicati 
on*

   

 RebootNode 授予权限以重启 DAX 集群的单
个节点

写入 applicati 
on*

   

 Scan 授予权限以通过访问表或者二
级索引中的每个项目，返回一
个或多个项目和项目属性

读取 applicati 
on*

   

 TagResour 
ce

授予权限以将一组标签与 DAX 
资源关联

标记 applicati 
on*

   

 UntagReso 
urce

授予权限以从 DAX 资源中删除
标签的关联

标记 applicati 
on*

   

 UpdateClu 
ster

授予权限以修改 DAX 集群的设
置

写入 applicati 
on*

   

applicati 
on*

    UpdateItem 授予权限以编辑现有项目的属
性，或者将新项目添加到表中
（如果它不存在）

写入

  dax:Enclo 
singOpera 
tion

 

 UpdatePar 
ameterGroup

授予权限以修改参数组的参数 写入      

 UpdateSub 
netGroup

授予权限以修改现有子网组 写入      
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_Query.html
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_RebootNode.html
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_Scan.html
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_TagResource.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_TagResource.html
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_UntagResource.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_UntagResource.html
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_UpdateCluster.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_UpdateCluster.html
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
#amazondynamodbacceleratordax-application
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
#amazondynamodbacceleratordax-dax_EnclosingOperation
#amazondynamodbacceleratordax-dax_EnclosingOperation
#amazondynamodbacceleratordax-dax_EnclosingOperation
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_UpdateParameterGroup.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_UpdateParameterGroup.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_UpdateSubnetGroup.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_dax_UpdateSubnetGroup.html
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Amazon DynamoDB Accelerator (DAX) 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 application arn:${Partition}:dax:${Region}:${Acc 
ount}:cache/${ClusterName}

 

Amazon DynamoDB Accelerator (DAX) 的条件键

Amazon DynamoDB Accelerator (DAX) 定义以下可以在 IAM policy 的 Condition 元素中使用的条件
键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 dax:Enclo 
singOperation

用于阻止交易 APIs 呼叫并允许非交易 APIs 调用，反之亦
然

字符串

Amazon A EC2 uto Scaling 的操作、资源和条件密钥

Amazon A EC2 uto Scaling（服务前缀:autoscaling）提供以下特定于服务的资源、操作和条件上下
文密钥以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAX.access-control.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAX.access-control.htmlspecifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAX.access-control.htmlspecifying-conditions.html#FGAC_DDB.ConditionKeys
https://docs.aws.amazon.com/autoscaling/latest/userguide/
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/
https://docs.aws.amazon.com/autoscaling/latest/userguide/IAM.html
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• 由 Amazon A EC2 uto Scaling 定义的操作

• 由 Amazon A EC2 uto Scaling 定义的资源类型

• Amazon A EC2 uto Scaling 的条件密钥

由 Amazon A EC2 uto Scaling 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AttachIns 
tances

授予将一个或多个 EC2 实例附
加到指定的 Auto Scaling 组的
权限

写入 autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

  AttachLoa 
dBalancer 
TargetGroups

授予将一个或多个目标组附加
到指定的 Auto Scaling 组的权
限

Write

  autoscali 
ng:Target 
GroupARNs

 

 AttachLoa 
dBalancers

授予将一个或多个负载均衡器
附加到指定的 Auto Scaling 组
的权限

写入 autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_AttachInstances.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_AttachInstances.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_AttachLoadBalancerTargetGroups.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_AttachLoadBalancerTargetGroups.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_AttachLoadBalancerTargetGroups.html
#amazonec2autoscaling-autoscaling_TargetGroupARNs
#amazonec2autoscaling-autoscaling_TargetGroupARNs
#amazonec2autoscaling-autoscaling_TargetGroupARNs
#amazonec2autoscaling-autoscaling_TargetGroupARNs
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_AttachLoadBalancers.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_AttachLoadBalancers.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  autoscali 
ng:LoadBa 
lancerNam 
es

 

autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

  AttachTra 
fficSources

授予将一个或多个流量源附加
到附加自动扩缩组的权限

写入

  autoscali 
ng:Traffi 
cSourceId 
entifiers

 

 BatchDele 
teSchedul 
edAction

授予删除指定的计划操作的权
限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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#amazonec2autoscaling-autoscaling_LoadBalancerNames
#amazonec2autoscaling-autoscaling_LoadBalancerNames
#amazonec2autoscaling-autoscaling_LoadBalancerNames
#amazonec2autoscaling-autoscaling_LoadBalancerNames
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_AttachTrafficSources.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_AttachTrafficSources.html
#amazonec2autoscaling-autoscaling_TrafficSourceIdentifiers
#amazonec2autoscaling-autoscaling_TrafficSourceIdentifiers
#amazonec2autoscaling-autoscaling_TrafficSourceIdentifiers
#amazonec2autoscaling-autoscaling_TrafficSourceIdentifiers
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_BatchDeleteScheduledAction.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_BatchDeleteScheduledAction.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_BatchDeleteScheduledAction.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchPutS 
cheduledU 
pdateGrou 
pAction

授予为 Auto Scaling 组创建或
更新多个计划扩展操作的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 CancelIns 
tanceRefresh

授予权限以取消正在进行的实
例刷新操作

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 CompleteL 
ifecycleAction

授予使用指定结果完成指定令
牌或实例的生命周期操作的权
限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_BatchPutScheduledUpdateGroupAction.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_BatchPutScheduledUpdateGroupAction.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_BatchPutScheduledUpdateGroupAction.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_BatchPutScheduledUpdateGroupAction.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_CancelInstanceRefresh.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_CancelInstanceRefresh.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_CompleteLifecycleAction.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_CompleteLifecycleAction.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAut 
oScalingG 
roup

授予使用指定名称和属性创建 
Auto Scaling 组的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole
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https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_CreateAutoScalingGroup.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_CreateAutoScalingGroup.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_CreateAutoScalingGroup.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  autoscali 
ng:Capaci 
tyReserva 
tionIds

autoscali 
ng:Capaci 
tyReserva 
tionResou 
rceGroupA 
rns

autoscali 
ng:Instan 
ceTypes

autoscali 
ng:Launch 
Configura 
tionName

autoscali 
ng:Launch 
TemplateV 
ersionSpe 
cified

autoscali 
ng:LoadBa 
lancerNam 
es
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#amazonec2autoscaling-autoscaling_CapacityReservationIds
#amazonec2autoscaling-autoscaling_CapacityReservationIds
#amazonec2autoscaling-autoscaling_CapacityReservationIds
#amazonec2autoscaling-autoscaling_CapacityReservationIds
#amazonec2autoscaling-autoscaling_CapacityReservationResourceGroupArns
#amazonec2autoscaling-autoscaling_CapacityReservationResourceGroupArns
#amazonec2autoscaling-autoscaling_CapacityReservationResourceGroupArns
#amazonec2autoscaling-autoscaling_CapacityReservationResourceGroupArns
#amazonec2autoscaling-autoscaling_CapacityReservationResourceGroupArns
#amazonec2autoscaling-autoscaling_CapacityReservationResourceGroupArns
#amazonec2autoscaling-autoscaling_InstanceTypes
#amazonec2autoscaling-autoscaling_InstanceTypes
#amazonec2autoscaling-autoscaling_InstanceTypes
#amazonec2autoscaling-autoscaling_LaunchConfigurationName
#amazonec2autoscaling-autoscaling_LaunchConfigurationName
#amazonec2autoscaling-autoscaling_LaunchConfigurationName
#amazonec2autoscaling-autoscaling_LaunchConfigurationName
#amazonec2autoscaling-autoscaling_LaunchTemplateVersionSpecified
#amazonec2autoscaling-autoscaling_LaunchTemplateVersionSpecified
#amazonec2autoscaling-autoscaling_LaunchTemplateVersionSpecified
#amazonec2autoscaling-autoscaling_LaunchTemplateVersionSpecified
#amazonec2autoscaling-autoscaling_LaunchTemplateVersionSpecified
#amazonec2autoscaling-autoscaling_LoadBalancerNames
#amazonec2autoscaling-autoscaling_LoadBalancerNames
#amazonec2autoscaling-autoscaling_LoadBalancerNames
#amazonec2autoscaling-autoscaling_LoadBalancerNames


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

autoscali 
ng:MaxSiz 
e

autoscali 
ng:MinSiz 
e

autoscali 
ng:Target 
GroupARNs

autoscali 
ng:Traffi 
cSourceId 
entifiers

autoscali 
ng:VPCZon 
eIdentifi 
ers

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 CreateLau 
nchConfig 
uration

授予创建启动配置的权限 Write launchCon 
figuratio 
n*
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#amazonec2autoscaling-autoscaling_MaxSize
#amazonec2autoscaling-autoscaling_MaxSize
#amazonec2autoscaling-autoscaling_MaxSize
#amazonec2autoscaling-autoscaling_MinSize
#amazonec2autoscaling-autoscaling_MinSize
#amazonec2autoscaling-autoscaling_MinSize
#amazonec2autoscaling-autoscaling_TargetGroupARNs
#amazonec2autoscaling-autoscaling_TargetGroupARNs
#amazonec2autoscaling-autoscaling_TargetGroupARNs
#amazonec2autoscaling-autoscaling_TargetGroupARNs
#amazonec2autoscaling-autoscaling_TrafficSourceIdentifiers
#amazonec2autoscaling-autoscaling_TrafficSourceIdentifiers
#amazonec2autoscaling-autoscaling_TrafficSourceIdentifiers
#amazonec2autoscaling-autoscaling_TrafficSourceIdentifiers
#amazonec2autoscaling-autoscaling_VPCZoneIdentifiers
#amazonec2autoscaling-autoscaling_VPCZoneIdentifiers
#amazonec2autoscaling-autoscaling_VPCZoneIdentifiers
#amazonec2autoscaling-autoscaling_VPCZoneIdentifiers
#amazonec2autoscaling-aws_RequestTag___TagKey_
#amazonec2autoscaling-aws_RequestTag___TagKey_
#amazonec2autoscaling-aws_RequestTag___TagKey_
#amazonec2autoscaling-aws_TagKeys
#amazonec2autoscaling-aws_TagKeys
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_CreateLaunchConfiguration.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_CreateLaunchConfiguration.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_CreateLaunchConfiguration.html
#amazonec2autoscaling-launchConfiguration
#amazonec2autoscaling-launchConfiguration
#amazonec2autoscaling-launchConfiguration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  autoscali 
ng:ImageI 
d

autoscali 
ng:Instan 
ceType

autoscali 
ng:SpotPr 
ice

autoscali 
ng:Metada 
taHttpTok 
ens

autoscali 
ng:Metada 
taHttpPut 
ResponseH 
opLimit

autoscali 
ng:Metada 
taHttpEnd 
point
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#amazonec2autoscaling-autoscaling_ImageId
#amazonec2autoscaling-autoscaling_ImageId
#amazonec2autoscaling-autoscaling_ImageId
#amazonec2autoscaling-autoscaling_InstanceType
#amazonec2autoscaling-autoscaling_InstanceType
#amazonec2autoscaling-autoscaling_InstanceType
#amazonec2autoscaling-autoscaling_SpotPrice
#amazonec2autoscaling-autoscaling_SpotPrice
#amazonec2autoscaling-autoscaling_SpotPrice
#amazonec2autoscaling-autoscaling_MetadataHttpTokens
#amazonec2autoscaling-autoscaling_MetadataHttpTokens
#amazonec2autoscaling-autoscaling_MetadataHttpTokens
#amazonec2autoscaling-autoscaling_MetadataHttpTokens
#amazonec2autoscaling-autoscaling_MetadataHttpPutResponseHopLimit
#amazonec2autoscaling-autoscaling_MetadataHttpPutResponseHopLimit
#amazonec2autoscaling-autoscaling_MetadataHttpPutResponseHopLimit
#amazonec2autoscaling-autoscaling_MetadataHttpPutResponseHopLimit
#amazonec2autoscaling-autoscaling_MetadataHttpPutResponseHopLimit
#amazonec2autoscaling-autoscaling_MetadataHttpEndpoint
#amazonec2autoscaling-autoscaling_MetadataHttpEndpoint
#amazonec2autoscaling-autoscaling_MetadataHttpEndpoint
#amazonec2autoscaling-autoscaling_MetadataHttpEndpoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

  CreateOrU 
pdateTags

授予创建或更新与指定 Auto 
Scaling 组关联的标签的权限

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAut 
oScalingG 
roup

授予删除指定 Auto Scaling 组
的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteLau 
nchConfig 
uration

授予删除指定启动配置的权限 Write launchCon 
figuratio 
n*
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#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_CreateOrUpdateTags.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_CreateOrUpdateTags.html
#amazonec2autoscaling-aws_RequestTag___TagKey_
#amazonec2autoscaling-aws_RequestTag___TagKey_
#amazonec2autoscaling-aws_RequestTag___TagKey_
#amazonec2autoscaling-aws_TagKeys
#amazonec2autoscaling-aws_TagKeys
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteAutoScalingGroup.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteAutoScalingGroup.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteAutoScalingGroup.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteLaunchConfiguration.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteLaunchConfiguration.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteLaunchConfiguration.html
#amazonec2autoscaling-launchConfiguration
#amazonec2autoscaling-launchConfiguration
#amazonec2autoscaling-launchConfiguration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteLif 
ecycleHook

授予删除指定生命周期挂钩的
权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteNot 
ification 
Configuration

授予删除指定通知的权限 Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 DeletePolicy 授予删除指定 Auto Scaling 策
略的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteLifecycleHook.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteLifecycleHook.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteNotificationConfiguration.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteNotificationConfiguration.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteNotificationConfiguration.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeletePolicy.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSch 
eduledAction

授予删除指定计划操作的权限 Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

  DeleteTags 授予删除指定标签的权限 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteScheduledAction.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteScheduledAction.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteTags.html
#amazonec2autoscaling-aws_RequestTag___TagKey_
#amazonec2autoscaling-aws_RequestTag___TagKey_
#amazonec2autoscaling-aws_RequestTag___TagKey_
#amazonec2autoscaling-aws_TagKeys
#amazonec2autoscaling-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteWar 
mPool

授予删除与 Auto Scaling 组关
联的热资源池的权限

写入 autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeA 
ccountLimits

授予描述您的当前 Auto 
Scaling 资源限制的权限 AWS 
账户

列表      

 DescribeA 
djustment 
Types

授予描述政策调整类型的权
限，以便与一起使用 PutScalin 
gPolicy

列表      

 DescribeA 
utoScalin 
gGroups

授予描述一个或多个 Auto 
Scaling 组的权限。如果未提供
名称列表，则调用将描述所有 
Auto Scaling 组

List      

 DescribeA 
utoScalin 
gInstances

授予描述一个或多个 Auto 
Scaling 实例的权限。如果未提
供列表，则调用将描述所有实
例

List      

 DescribeA 
utoScalin 
gNotifica 
tionTypes

授予描述 Auto Scaling 支持的
通知类型的权限

List      
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https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteWarmPool.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DeleteWarmPool.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAccountLimits.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAccountLimits.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAdjustmentTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAdjustmentTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAdjustmentTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAutoScalingGroups.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAutoScalingGroups.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAutoScalingGroups.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAutoScalingInstances.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAutoScalingInstances.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAutoScalingInstances.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAutoScalingNotificationTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAutoScalingNotificationTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAutoScalingNotificationTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeAutoScalingNotificationTypes.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeI 
nstanceRe 
freshes

授予权限以描述 Auto Scaling 
组的一个或多个实例刷新

List      

 DescribeL 
aunchConf 
igurations

授予描述一个或多个启动配置
的权限。如果您省略了名称列
表，则调用将描述所有启动配
置

List      

 DescribeL 
ifecycleH 
ookTypes

授予描述可用的生命周期挂钩
类型的权限

List      

 DescribeL 
ifecycleHooks

授予描述指定 Auto Scaling 组
的生命周期挂钩的权限

List      

 DescribeL 
oadBalanc 
erTargetG 
roups

授予描述指定 Auto Scaling 组
的目标组的权限

List      

 DescribeL 
oadBalancers

授予描述指定 Auto Scaling 组
的负载均衡器的权限

列表      

 DescribeM 
etricColl 
ectionTypes

授予描述 Auto Scaling 可用 
CloudWatch 指标的权限

列表      

 DescribeN 
otificati 
onConfigu 
rations

授予描述与指定 Auto Scaling 
组关联的通知操作的权限

List      

 DescribeP 
olicies

授予描述指定 Auto Scaling 组
的策略的权限

List      
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https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeInstanceRefreshes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeInstanceRefreshes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeInstanceRefreshes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLaunchConfigurations.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLaunchConfigurations.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLaunchConfigurations.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLifecycleHookTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLifecycleHookTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLifecycleHookTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLifecycleHooks.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLifecycleHooks.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLoadBalancerTargetGroups.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLoadBalancerTargetGroups.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLoadBalancerTargetGroups.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLoadBalancerTargetGroups.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLoadBalancers.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeLoadBalancers.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeMetricCollectionTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeMetricCollectionTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeMetricCollectionTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeNotificationConfigurations.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeNotificationConfigurations.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeNotificationConfigurations.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeNotificationConfigurations.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribePolicies.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribePolicies.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
calingAct 
ivities

授予描述指定 Auto Scaling 组
的一个或多个扩缩活动的权限

列表      

 DescribeS 
calingPro 
cessTypes

授予描述与 ResumeProcesses 
和一起使用的扩展过程类型的
权限 SuspendProcesses

列表      

 DescribeS 
cheduledA 
ctions

授予描述已为您的 Auto 
Scaling 组计划但尚未运行的操
作的权限

List      

 DescribeT 
ags

授予描述指定标签的权限 Read      

 DescribeT 
erminatio 
nPolicyTypes

授予描述 Auto Scaling 支持的
终止策略的权限

列表      

 DescribeT 
rafficSources

授予描述指定 Auto Scaling 组
的目标组的权限

列表      

 DescribeW 
armPool

授予描述与 Auto Scaling 组关
联的热资源池的权限

List      

 DetachIns 
tances

授予从指定 Auto Scaling 组删
除一个或多个实例的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeScalingActivities.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeScalingActivities.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeScalingActivities.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeScalingProcessTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeScalingProcessTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeScalingProcessTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeScheduledActions.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeScheduledActions.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeScheduledActions.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeTags.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeTags.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeTerminationPolicyTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeTerminationPolicyTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeTerminationPolicyTypes.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeTrafficSources.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeTrafficSources.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeWarmPool.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DescribeWarmPool.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DetachInstances.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DetachInstances.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

  DetachLoa 
dBalancer 
TargetGroups

授予从指定 Auto Scaling 组分
离一个或多个目标组的权限

Write

  autoscali 
ng:Target 
GroupARNs

 

autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

  DetachLoa 
dBalancers

授予从指定 Auto Scaling 组删
除一个或多个负载均衡器的权
限

写入

  autoscali 
ng:LoadBa 
lancerNam 
es
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#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DetachLoadBalancerTargetGroups.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DetachLoadBalancerTargetGroups.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DetachLoadBalancerTargetGroups.html
#amazonec2autoscaling-autoscaling_TargetGroupARNs
#amazonec2autoscaling-autoscaling_TargetGroupARNs
#amazonec2autoscaling-autoscaling_TargetGroupARNs
#amazonec2autoscaling-autoscaling_TargetGroupARNs
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DetachLoadBalancers.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DetachLoadBalancers.html
#amazonec2autoscaling-autoscaling_LoadBalancerNames
#amazonec2autoscaling-autoscaling_LoadBalancerNames
#amazonec2autoscaling-autoscaling_LoadBalancerNames
#amazonec2autoscaling-autoscaling_LoadBalancerNames


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

  DetachTra 
fficSources

授予将一个或多个流量源从自
动扩缩组分离的权限

写入

  autoscali 
ng:Traffi 
cSourceId 
entifiers

 

 DisableMe 
tricsColl 
ection

授予禁用对指定 Auto Scaling 
组的指定指标的监控的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 EnableMet 
ricsCollection

授予启用对指定 Auto Scaling 
组的指定指标的监控的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DetachTrafficSources.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DetachTrafficSources.html
#amazonec2autoscaling-autoscaling_TrafficSourceIdentifiers
#amazonec2autoscaling-autoscaling_TrafficSourceIdentifiers
#amazonec2autoscaling-autoscaling_TrafficSourceIdentifiers
#amazonec2autoscaling-autoscaling_TrafficSourceIdentifiers
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DisableMetricsCollection.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DisableMetricsCollection.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_DisableMetricsCollection.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_EnableMetricsCollection.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_EnableMetricsCollection.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 EnterStan 
dby

授予将指定实例移动到备用模
式的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 ExecutePo 
licy

授予执行指定策略的权限 Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 ExitStandby 授予将指定实例移出备用模式
的权限

写入 autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 GetPredic 
tiveScali 
ngForecast

授予权限以检索预测性扩展策
略的预测数据

列表      
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https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_EnterStandby.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_EnterStandby.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_ExecutePolicy.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_ExecutePolicy.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_ExitStandby.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_GetPredictiveScalingForecast.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_GetPredictiveScalingForecast.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_GetPredictiveScalingForecast.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutLifecy 
cleHook

授予权限以为指定 Auto 
Scaling 组创建或更新生命周期
钩子

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 PutNotifi 
cationCon 
figuration

授予配置 Auto Scaling 组以在
发生指定事件时发送通知的权
限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 PutScalin 
gPolicy

授予为 Auto Scaling 组创建或
更新策略的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_PutLifecycleHook.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_PutLifecycleHook.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_PutNotificationConfiguration.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_PutNotificationConfiguration.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_PutNotificationConfiguration.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_PutScalingPolicy.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_PutScalingPolicy.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

  PutSchedu 
ledUpdate 
GroupAction

授予为 Auto Scaling 组创建或
更新计划的扩展操作的权限

Write

  autoscali 
ng:MaxSiz 
e

autoscali 
ng:MinSiz 
e

 

 PutWarmPo 
ol

授予创建或更新与指定 Auto 
Scaling 组关联的暖资源池的权
限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_PutScheduledUpdateGroupAction.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_PutScheduledUpdateGroupAction.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_PutScheduledUpdateGroupAction.html
#amazonec2autoscaling-autoscaling_MaxSize
#amazonec2autoscaling-autoscaling_MaxSize
#amazonec2autoscaling-autoscaling_MaxSize
#amazonec2autoscaling-autoscaling_MinSize
#amazonec2autoscaling-autoscaling_MinSize
#amazonec2autoscaling-autoscaling_MinSize
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_PutWarmPool.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_PutWarmPool.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RecordLif 
ecycleAct 
ionHeartbeat

授予记录与指定令牌或实例关
联的生命周期操作的检测信号
的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 ResumePro 
cesses

授予恢复指定 Auto Scaling 组
的指定已暂停 Auto Scaling 流
程或所有已暂停流程的权限

写入 autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 RollbackI 
nstanceRe 
fresh

授予回滚正在进行的实例刷新
操作的权限

写入 autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_RecordLifecycleActionHeartbeat.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_RecordLifecycleActionHeartbeat.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_RecordLifecycleActionHeartbeat.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_ResumeProcesses.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_ResumeProcesses.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_RollbackInstanceRefresh.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_RollbackInstanceRefresh.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_RollbackInstanceRefresh.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SetDesire 
dCapacity

授予设置指定 Auto Scaling 组
的大小的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 SetInstan 
ceHealth

授予查看指定实例的运行状态
的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 SetInstan 
ceProtection

授予更新指定实例的实例保护
设置的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_SetDesiredCapacity.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_SetDesiredCapacity.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_SetInstanceHealth.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_SetInstanceHealth.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_SetInstanceProtection.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_SetInstanceProtection.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartInst 
anceRefresh

授予权限以启动新实例刷新操
作

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 SuspendPr 
ocesses

授予暂停指定 Auto Scaling 组
的指定 Auto Scaling 流程或所
有流程的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 Terminate 
InstanceI 
nAutoScal 
ingGroup

授予终止指定实例及选择性地
调整所需组大小的权限

Write autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_StartInstanceRefresh.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_StartInstanceRefresh.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_SuspendProcesses.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_SuspendProcesses.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_TerminateInstanceInAutoScalingGroup.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_TerminateInstanceInAutoScalingGroup.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_TerminateInstanceInAutoScalingGroup.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_TerminateInstanceInAutoScalingGroup.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAut 
oScalingG 
roup

授予更新指定 Auto Scaling 组
的配置的权限

写入 autoScali 
ngGroup*

autoscali 
ng:Resour 
ceTag/
${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

iam:PassR 
ole

Amazon A EC2 uto Scaling 1435

https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_UpdateAutoScalingGroup.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_UpdateAutoScalingGroup.html
https://docs.aws.amazon.com/AutoScaling/latest/APIReference/API_UpdateAutoScalingGroup.html
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoScalingGroup
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  autoscali 
ng:Capaci 
tyReserva 
tionIds

autoscali 
ng:Capaci 
tyReserva 
tionResou 
rceGroupA 
rns

autoscali 
ng:Instan 
ceTypes

autoscali 
ng:Launch 
Configura 
tionName

autoscali 
ng:Launch 
TemplateV 
ersionSpe 
cified

autoscali 
ng:MaxSiz 
e

autoscali 
ng:MinSiz 
e

 

Amazon A EC2 uto Scaling 1436

#amazonec2autoscaling-autoscaling_CapacityReservationIds
#amazonec2autoscaling-autoscaling_CapacityReservationIds
#amazonec2autoscaling-autoscaling_CapacityReservationIds
#amazonec2autoscaling-autoscaling_CapacityReservationIds
#amazonec2autoscaling-autoscaling_CapacityReservationResourceGroupArns
#amazonec2autoscaling-autoscaling_CapacityReservationResourceGroupArns
#amazonec2autoscaling-autoscaling_CapacityReservationResourceGroupArns
#amazonec2autoscaling-autoscaling_CapacityReservationResourceGroupArns
#amazonec2autoscaling-autoscaling_CapacityReservationResourceGroupArns
#amazonec2autoscaling-autoscaling_CapacityReservationResourceGroupArns
#amazonec2autoscaling-autoscaling_InstanceTypes
#amazonec2autoscaling-autoscaling_InstanceTypes
#amazonec2autoscaling-autoscaling_InstanceTypes
#amazonec2autoscaling-autoscaling_LaunchConfigurationName
#amazonec2autoscaling-autoscaling_LaunchConfigurationName
#amazonec2autoscaling-autoscaling_LaunchConfigurationName
#amazonec2autoscaling-autoscaling_LaunchConfigurationName
#amazonec2autoscaling-autoscaling_LaunchTemplateVersionSpecified
#amazonec2autoscaling-autoscaling_LaunchTemplateVersionSpecified
#amazonec2autoscaling-autoscaling_LaunchTemplateVersionSpecified
#amazonec2autoscaling-autoscaling_LaunchTemplateVersionSpecified
#amazonec2autoscaling-autoscaling_LaunchTemplateVersionSpecified
#amazonec2autoscaling-autoscaling_MaxSize
#amazonec2autoscaling-autoscaling_MaxSize
#amazonec2autoscaling-autoscaling_MaxSize
#amazonec2autoscaling-autoscaling_MinSize
#amazonec2autoscaling-autoscaling_MinSize
#amazonec2autoscaling-autoscaling_MinSize


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

autoscali 
ng:VPCZon 
eIdentifi 
ers

由 Amazon A EC2 uto Scaling 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 autoScali 
ngGroup

arn:${Partition}:autoscaling:${Regio 
n}:${Account}:autoScalingGroup:${Gro 
upId}:autoScalingGroupName/${GroupFr 
iendlyName}

autoscaling:Resour 
ceTag/${TagKey}

aws:ResourceTag/${ 
TagKey}

 launchCon 
figuration

arn:${Partition}:autoscaling:${Regio 
n}:${Account}:launchConfiguration:${ 
Id}:launchConfigurationName/${Launch 
ConfigurationName}

 

Amazon A EC2 uto Scaling 的条件密钥

Amazon A EC2 uto Scaling 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素中。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。
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#amazonec2autoscaling-autoscaling_VPCZoneIdentifiers
#amazonec2autoscaling-autoscaling_VPCZoneIdentifiers
#amazonec2autoscaling-autoscaling_VPCZoneIdentifiers
#amazonec2autoscaling-autoscaling_VPCZoneIdentifiers
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-resources
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-resources
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-autoscaling_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
#amazonec2autoscaling-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-resources
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-resources
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html


服务授权参考 服务授权参考

条件键 描述 类型

 autoscali 
ng:Capaci 
tyReservationIds

根据容量预留筛选访问权限 IDs ArrayOfString

 autoscali 
ng:Capaci 
tyReserva 
tionResou 
rceGroupArns

根据容量预留资源组的 ARN 筛选访问权限 ArrayOfString

 autoscali 
ng:ImageId

根据启动配置的 AMI ID 筛选访问权限 字符串

 autoscali 
ng:InstanceType

根据启动配置的实例类型筛选访问权限 字符串

 autoscali 
ng:Instan 
ceTypes

根据作为混合实例策略启动模板替代的实例类型筛选访问
权限。使用其来限定可以在策略中明确定义哪些实例类型

字符串

 autoscali 
ng:Launch 
Configura 
tionName

根据启动配置的名称筛选访问权限 字符串

 autoscali 
ng:Launch 
TemplateV 
ersionSpecified

根据用户是可以指定启动模板的任何版本，还是只能指
定“最新”或“原定设置”版本来筛选访问权限

Bool

 autoscali 
ng:LoadBa 
lancerNames

根据负载均衡器的名称筛选访问权限 ArrayOfString

 autoscali 
ng:MaxSize

根据请求中的最大扩缩大小筛选访问权限 数值
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https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys


服务授权参考 服务授权参考

条件键 描述 类型

 autoscali 
ng:Metada 
taHttpEndpoint

根据是否为实例元数据服务启用 HTTP 终端节点来筛选访
问权限

字符串

 autoscali 
ng:Metada 
taHttpPut 
ResponseH 
opLimit

根据调用实例元数据服务时允许的跃点数筛选访问权限 数值

 autoscali 
ng:Metada 
taHttpTokens

根据调用实例元数据服务时是否需要令牌（可选或必需）
筛选访问权限

字符串

 autoscali 
ng:MinSize

根据请求中的最小扩缩大小筛选访问权限 数值

 autoscali 
ng:ResourceTag/
${TagKey}

根据与资源关联的标签筛选访问 字符串

 autoscali 
ng:SpotPrice

根据启动配置的 Spot 实例的价格筛选访问权限 数值

 autoscali 
ng:Target 
GroupARNs

根据目标组的 ARN 筛选访问权限 ArrayOfARN

 autoscali 
ng:Traffi 
cSourceId 
entifiers

根据流量源的标识符筛选访问权限 ArrayOfString

 autoscali 
ng:VPCZon 
eIdentifiers

根据 VPC 区域的标识符筛选访问权限 ArrayOfString
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https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
https://docs.aws.amazon.com/autoscaling/latest/userguide/control-access-using-iam.html#policy-auto-scaling-condition-keys
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选访问 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选访问 ArrayOfString

Amazon EC2 Image Builder 的操作、资源和条件密钥

Amazon EC2 Image Builder（服务前缀:imagebuilder）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon EC2 Image Builder 定义的操作

• 由 Amazon EC2 Image Builder 定义的资源类型

• Amazon EC2 Image Builder 的条件密钥

由 Amazon EC2 Image Builder 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelIma 
geCreation

授予权限以取消映像创建 写入 image*    

 CancelLif 
ecycleExe 
cution

授予取消生命周期执行的权限 写入 lifecycle 
Execution 
*

   

 CreateCom 
ponent

授予权限以创建新组件 Write component 
*

  imagebuil 
der:TagRe 
source

kms:Encry 
pt
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CancelImageCreation.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CancelImageCreation.html
#amazonec2imagebuilder-image
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CancelLifecycleExecution.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CancelLifecycleExecution.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CancelLifecycleExecution.html
#amazonec2imagebuilder-lifecycleExecution
#amazonec2imagebuilder-lifecycleExecution
#amazonec2imagebuilder-lifecycleExecution
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateComponent.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateComponent.html
#amazonec2imagebuilder-component
#amazonec2imagebuilder-component
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

kms:Gener 
ateDataKe 
y

kms:Gener 
ateDataKe 
yWithoutP 
laintext

s3:GetObj 
ect

s3:ListBu 
cket

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
tainerRecipe

授予权限以创建新的容器配方 Write container 
Recipe*

  ec2:Descr 
ibeImages

ecr:Descr 
ibeImages

ecr:Descr 
ibeReposi 
tories

imagebuil 
der:GetCo 
mponent

imagebuil 
der:GetIm 
age

imagebuil 
der:TagRe 
source

kms:Encry 
pt

kms:Gener 
ateDataKe 
y

kms:Gener 
ateDataKe 
yWithoutP 
laintext
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateContainerRecipe.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateContainerRecipe.html
#amazonec2imagebuilder-containerRecipe
#amazonec2imagebuilder-containerRecipe
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3:GetObj 
ect

s3:ListBu 
cket

ssm:GetPa 
rameter

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

distribut 
ionConfig 
uration*

  ec2:Creat 
eLaunchTe 
mplateVer 
sion

ec2:Descr 
ibeLaunch 
Templates

ec2:Modif 
yLaunchTe 
mplate

imagebuil 
der:TagRe 
source

s3:ListBu 
cket

ssm:GetPa 
rameter

 CreateDis 
tribution 
Configuration

授予权限以创建新的分配配置 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateDistributionConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateDistributionConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateDistributionConfiguration.html
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateImage 授予权限以创建新的映像 Write image*   ecr:Batch 
GetReposi 
toryScann 
ingConfig 
uration

ecr:Descr 
ibeReposi 
tories

iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole

imagebuil 
der:GetCo 
ntainerRe 
cipe

imagebuil 
der:GetDi 
stributio 
nConfigur 
ation

imagebuil 
der:GetIm 
ageRecipe

imagebuil 
der:GetIn 
frastruct 
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateImage.html
#amazonec2imagebuilder-image
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ureConfig 
uration

imagebuil 
der:GetWo 
rkflow

imagebuil 
der:TagRe 
source

inspector 
2:BatchGe 
tAccountS 
tatus

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateIma 
gePipeline

授予权限以创建新的映像管道 Write imagePipe 
line*

  ecr:Batch 
GetReposi 
toryScann 
ingConfig 
uration

ecr:Descr 
ibeReposi 
tories

iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole

imagebuil 
der:GetCo 
ntainerRe 
cipe

imagebuil 
der:GetDi 
stributio 
nConfigur 
ation

imagebuil 
der:GetIm 
ageRecipe

imagebuil 
der:GetIn 
frastruct 
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateImagePipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateImagePipeline.html
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-imagePipeline
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ureConfig 
uration

imagebuil 
der:GetWo 
rkflow

imagebuil 
der:TagRe 
source

inspector 
2:BatchGe 
tAccountS 
tatus

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

imageReci 
pe*

  ec2:Descr 
ibeImages

imagebuil 
der:GetCo 
mponent

imagebuil 
der:GetIm 
age

imagebuil 
der:TagRe 
source

ssm:GetPa 
rameter

 CreateIma 
geRecipe

授予权限以创建新的映像配方 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonec2imagebuilder-imageRecipe
#amazonec2imagebuilder-imageRecipe
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateImageRecipe.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateImageRecipe.html
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateInf 
rastructu 
reConfigu 
ration

授予权限以创建新的基础设施
配置

写入 infrastru 
ctureConf 
iguration*

  ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeHosts

iam:PassR 
ole

imagebuil 
der:TagRe 
source

resource- 
groups:Ge 
tGroup

sns:Publi 
sh
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateInfrastructureConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateInfrastructureConfiguration.html
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

imagebuil 
der:Creat 
edResourc 
eTagKeys

imagebuil 
der:Creat 
edResourc 
eTag/
${Ta 
gKey}

imagebuil 
der:Ec2Me 
tadataHtt 
pTokens

imagebuil 
der:Statu 
sTopicArn

 

 CreateLif 
ecyclePolicy

授予创建新生命周期策略的权
限

写入 lifecycle 
Policy*

  iam:PassR 
ole

imagebuil 
der:TagRe 
source
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#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-imagebuilder_CreatedResourceTagKeys
#amazonec2imagebuilder-imagebuilder_CreatedResourceTagKeys
#amazonec2imagebuilder-imagebuilder_CreatedResourceTagKeys
#amazonec2imagebuilder-imagebuilder_CreatedResourceTagKeys
#amazonec2imagebuilder-imagebuilder_CreatedResourceTag___TagKey_
#amazonec2imagebuilder-imagebuilder_CreatedResourceTag___TagKey_
#amazonec2imagebuilder-imagebuilder_CreatedResourceTag___TagKey_
#amazonec2imagebuilder-imagebuilder_CreatedResourceTag___TagKey_
#amazonec2imagebuilder-imagebuilder_CreatedResourceTag___TagKey_
#amazonec2imagebuilder-imagebuilder_CreatedResourceTag___TagKey_
#amazonec2imagebuilder-imagebuilder_Ec2MetadataHttpTokens
#amazonec2imagebuilder-imagebuilder_Ec2MetadataHttpTokens
#amazonec2imagebuilder-imagebuilder_Ec2MetadataHttpTokens
#amazonec2imagebuilder-imagebuilder_Ec2MetadataHttpTokens
#amazonec2imagebuilder-imagebuilder_StatusTopicArn
#amazonec2imagebuilder-imagebuilder_StatusTopicArn
#amazonec2imagebuilder-imagebuilder_StatusTopicArn
#amazonec2imagebuilder-imagebuilder_StatusTopicArn
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateLifecyclePolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateLifecyclePolicy.html
#amazonec2imagebuilder-lifecyclePolicy
#amazonec2imagebuilder-lifecyclePolicy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

imagebuil 
der:Lifec 
yclePolic 
yResource 
Type

 

 CreateWor 
kflow

授予创建新工作流的权限 写入 workflow*   imagebuil 
der:TagRe 
source

kms:Encry 
pt

kms:Gener 
ateDataKe 
y

kms:Gener 
ateDataKe 
yWithoutP 
laintext

s3:GetObj 
ect

s3:ListBu 
cket
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#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-imagebuilder_LifecyclePolicyResourceType
#amazonec2imagebuilder-imagebuilder_LifecyclePolicyResourceType
#amazonec2imagebuilder-imagebuilder_LifecyclePolicyResourceType
#amazonec2imagebuilder-imagebuilder_LifecyclePolicyResourceType
#amazonec2imagebuilder-imagebuilder_LifecyclePolicyResourceType
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateWorkflow.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateWorkflow.html
#amazonec2imagebuilder-workflow
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCom 
ponent

授予删除组件的权限 Write component 
*

   

 DeleteCon 
tainerRecipe

授予删除容器配方的权限 Write container 
Recipe*

   

 DeleteDis 
tribution 
Configuration

授予权限以删除分配配置 Write distribut 
ionConfig 
uration*

   

 DeleteImage 授予权限以删除映像 Write image*    

 DeleteIma 
gePipeline

授予权限以删除映像管道 Write imagePipe 
line*

   

 DeleteIma 
geRecipe

授予权限以删除映像配方 Write imageReci 
pe*

   

 DeleteInf 
rastructu 
reConfigu 
ration

授予权限以删除基础设施配置 写入 infrastru 
ctureConf 
iguration*

   

 DeleteLif 
ecyclePolicy

授予删除生命周期策略的权限 写入 lifecycle 
Policy*

   

 DeleteWor 
kflow

授予权限以删除工作流程 写入 workflow*    
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#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteComponent.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteComponent.html
#amazonec2imagebuilder-component
#amazonec2imagebuilder-component
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteContainerRecipe.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteContainerRecipe.html
#amazonec2imagebuilder-containerRecipe
#amazonec2imagebuilder-containerRecipe
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteDistributionConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteDistributionConfiguration.html
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteImage.html
#amazonec2imagebuilder-image
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteImagePipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteImagePipeline.html
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-imagePipeline
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteImageRecipe.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteImageRecipe.html
#amazonec2imagebuilder-imageRecipe
#amazonec2imagebuilder-imageRecipe
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteInfrastructureConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteInfrastructureConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteInfrastructureConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteInfrastructureConfiguration.html
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteLifecyclePolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteLifecyclePolicy.html
#amazonec2imagebuilder-lifecyclePolicy
#amazonec2imagebuilder-lifecyclePolicy
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteWorkflow.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DeleteWorkflow.html
#amazonec2imagebuilder-workflow


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCompon 
ent

授予权限以查看有关组件的详
细信息

Read component 
*

  kms:Decry 
pt

 GetCompon 
entPolicy

授予权限以查看与组件关联的
资源策略

Read component 
*

   

 GetContai 
nerRecipe

授予权限以查看有关容器配方
的详细信息

Read container 
Recipe*

   

 GetContai 
nerRecipe 
Policy

授予权限以查看与容器配方关
联的资源策略

Read container 
Recipe*

   

 GetDistri 
butionCon 
figuration

授予权限以查看有关分配配置
的详细信息

Read distribut 
ionConfig 
uration*

   

 GetImage 授予权限以查看有关映像的详
细信息

Read image*    

 GetImageP 
ipeline

授予权限以查看有关映像管道
的详细信息

Read imagePipe 
line*

   

 GetImageP 
olicy

授予权限以查看与映像关联的
资源策略

Read image*    

 GetImageR 
ecipe

授予权限以查看有关映像配方
的详细信息

Read imageReci 
pe*

   

 GetImageR 
ecipePolicy

授予权限以查看与映像配方关
联的资源策略

Read imageReci 
pe*

   

 GetInfras 
tructureC 
onfiguration

授予权限以查看有关基础设施
配置的详细信息

读取 infrastru 
ctureConf 
iguration*
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetComponent.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetComponent.html
#amazonec2imagebuilder-component
#amazonec2imagebuilder-component
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetComponentPolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetComponentPolicy.html
#amazonec2imagebuilder-component
#amazonec2imagebuilder-component
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetContainerRecipe.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetContainerRecipe.html
#amazonec2imagebuilder-containerRecipe
#amazonec2imagebuilder-containerRecipe
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetContainerRecipePolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetContainerRecipePolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetContainerRecipePolicy.html
#amazonec2imagebuilder-containerRecipe
#amazonec2imagebuilder-containerRecipe
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetDistributionConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetDistributionConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetDistributionConfiguration.html
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetImage.html
#amazonec2imagebuilder-image
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetImagePipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetImagePipeline.html
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-imagePipeline
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetImagePolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetImagePolicy.html
#amazonec2imagebuilder-image
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetImageRecipe.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetImageRecipe.html
#amazonec2imagebuilder-imageRecipe
#amazonec2imagebuilder-imageRecipe
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetImageRecipePolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetImageRecipePolicy.html
#amazonec2imagebuilder-imageRecipe
#amazonec2imagebuilder-imageRecipe
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetInfrastructureConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetInfrastructureConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetInfrastructureConfiguration.html
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetLifecy 
cleExecution

授予查看生命周期执行详细信
息的权限

读取 lifecycle 
Execution 
*

   

 GetLifecy 
clePolicy

授予查看生命周期策略详细信
息的权限

读取 lifecycle 
Policy*

   

 GetMarket 
placeReso 
urce

授予检索 Marketplace 提供的
资源的权限

读取 component 
*

   

 GetWorkflow 授予查看工作流详细信息的权
限

读取 workflow*   kms:Decry 
pt

 GetWorkfl 
owExecution

授予查看工作流程执行详细信
息的权限

读取 workflowE 
xecution*

   

 GetWorkfl 
owStepExe 
cution

授予查看工作流程步骤执行详
细信息的权限

读取 workflowS 
tepExecut 
ion*

  kms:Decry 
pt
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetLifecycleExecution.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetLifecycleExecution.html
#amazonec2imagebuilder-lifecycleExecution
#amazonec2imagebuilder-lifecycleExecution
#amazonec2imagebuilder-lifecycleExecution
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetLifecyclePolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetLifecyclePolicy.html
#amazonec2imagebuilder-lifecyclePolicy
#amazonec2imagebuilder-lifecyclePolicy
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetMarketplaceResource.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetMarketplaceResource.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetMarketplaceResource.html
#amazonec2imagebuilder-component
#amazonec2imagebuilder-component
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetWorkflow.html
#amazonec2imagebuilder-workflow
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetWorkflowExecution.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetWorkflowExecution.html
#amazonec2imagebuilder-workflowExecution
#amazonec2imagebuilder-workflowExecution
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetWorkflowStepExecution.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetWorkflowStepExecution.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_GetWorkflowStepExecution.html
#amazonec2imagebuilder-workflowStepExecution
#amazonec2imagebuilder-workflowStepExecution
#amazonec2imagebuilder-workflowStepExecution


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

component 
*

  imagebuil 
der:TagRe 
source

kms:Encry 
pt

kms:Gener 
ateDataKe 
y

kms:Gener 
ateDataKe 
yWithoutP 
laintext

s3:GetObj 
ect

s3:ListBu 
cket

 ImportCom 
ponent

授予权限以导入新组件 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonec2imagebuilder-component
#amazonec2imagebuilder-component
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ImportComponent.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ImportComponent.html
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

imageVers 
ion*

  iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole

imagebuil 
der:GetIn 
frastruct 
ureConfig 
uration

imagebuil 
der:GetWo 
rkflow

imagebuil 
der:TagRe 
source

s3:GetObj 
ect

s3:ListBu 
cket

 ImportDis 
kImage

授予导入磁盘映像的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonec2imagebuilder-imageVersion
#amazonec2imagebuilder-imageVersion
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ImportDiskImage.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ImportDiskImage.html
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

imageVers 
ion*

  ec2:Descr 
ibeImages

ec2:Descr 
ibeImport 
ImageTask 
s

iam:Creat 
eServiceL 
inkedRole

imagebuil 
der:TagRe 
source

 ImportVmI 
mage

授予导入镜像的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListCompo 
nentBuild 
Versions

授予权限以列出您账户中的组
件内部版本

List allCompon 
entBuildV 
ersions*

   

 ListCompo 
nents

授予权限以列出您的账户拥有
或与之共享的组件版本

List      

 ListConta 
inerRecipes

授予权限以列出您账户拥有或
与之共享的容器配方

List      
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#amazonec2imagebuilder-imageVersion
#amazonec2imagebuilder-imageVersion
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ImportVmImage.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ImportVmImage.html
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListComponentBuildVersions.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListComponentBuildVersions.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListComponentBuildVersions.html
#amazonec2imagebuilder-allComponentBuildVersions
#amazonec2imagebuilder-allComponentBuildVersions
#amazonec2imagebuilder-allComponentBuildVersions
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListComponents.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListComponents.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListContainerRecipes.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListContainerRecipes.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDistr 
ibutionCo 
nfigurations

授予权限以列出您账户中的分
配配置

List      

 ListImage 
BuildVersions

授予权限以列出您账户中的映
像内部版本

列表 allImageB 
uildVersi 
ons*

   

 ListImage 
Packages

授予权限以返回指定映像上安
装的软件包列表

列表 image*    

 ListImage 
PipelineI 
mages

授予权限以返回由指定管道创
建的映像的列表

列表 imagePipe 
line*

   

 ListImage 
Pipelines

授予权限以列出您账户中的映
像管道

List      

 ListImage 
Recipes

授予权限以列出您账户拥有或
与之共享的映像配方

列表      

image     ListImage 
ScanFindi 
ngAggrega 
tions

授予权限以列出您账户中的映
像扫描结果的聚合

列表

imagePipe 
line

   

image   inspector 
2:ListFin 
dings

 ListImage 
ScanFindings

授予权限以列出您账户中的映
像的扫描结果

列表

imagePipe 
line

   

 ListImages 授予权限以列出您账户拥有或
与之共享的映像版本

List      
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListDistributionConfigurations.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListDistributionConfigurations.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListDistributionConfigurations.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImageBuildVersions.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImageBuildVersions.html
#amazonec2imagebuilder-allImageBuildVersions
#amazonec2imagebuilder-allImageBuildVersions
#amazonec2imagebuilder-allImageBuildVersions
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImagePackages.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImagePackages.html
#amazonec2imagebuilder-image
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImagePipelineImages.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImagePipelineImages.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImagePipelineImages.html
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-imagePipeline
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImagePipelines.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImagePipelines.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImageRecipes.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImageRecipes.html
#amazonec2imagebuilder-image
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImageScanFindingAggregations.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImageScanFindingAggregations.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImageScanFindingAggregations.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImageScanFindingAggregations.html
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-image
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImageScanFindings.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImageScanFindings.html
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-imagePipeline
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListImages.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListInfra 
structure 
Configura 
tions

授予权限以列出您账户中的基
础设施配置

列表      

 ListLifec 
ycleExecu 
tionResou 
rces

授予列出指定生命周期执行的
资源的权限

列表 lifecycle 
Execution 
*

   

image     ListLifec 
ycleExecu 
tions

授予列出指定资源的生命周期
执行的权限

列表

lifecycle 
Policy

   

 ListLifec 
yclePolicies

授予列出您账户中的生命周期
策略的权限

列表      

component    

container 
Recipe

   

distribut 
ionConfig 
uration

   

image    

imagePipe 
line

   

 ListTagsF 
orResource

授予权限以列出 Image Builder 
资源的标签

读取

imageReci 
pe
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListInfrastructureConfigurations.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListInfrastructureConfigurations.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListInfrastructureConfigurations.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListInfrastructureConfigurations.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListLifecycleExecutionResources.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListLifecycleExecutionResources.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListLifecycleExecutionResources.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListLifecycleExecutionResources.html
#amazonec2imagebuilder-lifecycleExecution
#amazonec2imagebuilder-lifecycleExecution
#amazonec2imagebuilder-lifecycleExecution
#amazonec2imagebuilder-image
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListLifecycleExecutions.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListLifecycleExecutions.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListLifecycleExecutions.html
#amazonec2imagebuilder-lifecyclePolicy
#amazonec2imagebuilder-lifecyclePolicy
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListLifecyclePolicies.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListLifecyclePolicies.html
#amazonec2imagebuilder-component
#amazonec2imagebuilder-component
#amazonec2imagebuilder-containerRecipe
#amazonec2imagebuilder-containerRecipe
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-image
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-imagePipeline
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListTagsForResource.html
#amazonec2imagebuilder-imageRecipe
#amazonec2imagebuilder-imageRecipe


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

infrastru 
ctureConf 
iguration

   

lifecycle 
Policy

   

workflow    

 ListWaiti 
ngWorkflo 
wSteps

授予列出调用方账户的等待工
作流步骤的权限

列表      

 ListWorkf 
lowBuildV 
ersions

授予列出您账户中的工作流内
部版本的权限

列表 allWorkfl 
owBuildVe 
rsions*

   

 ListWorkf 
lowExecut 
ions

授予权限以列出指定映像的工
作流程执行情况

列表 image*    

 ListWorkf 
lowStepEx 
ecutions

授予权限以列出指定工作流程
的步骤执行情况

列表 workflowE 
xecution*

  kms:Decry 
pt

 ListWorkf 
lows

授予列出您账户拥有或与之共
享的工作流版本的权限

列表      

 PutCompon 
entPolicy

授予权限以设置与组件关联的
资源策略

Permissio 
ns 
managemen 
t

component 
*
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#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-lifecyclePolicy
#amazonec2imagebuilder-lifecyclePolicy
#amazonec2imagebuilder-workflow
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWaitingWorkflowSteps.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWaitingWorkflowSteps.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWaitingWorkflowSteps.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWorkflowBuildVersions.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWorkflowBuildVersions.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWorkflowBuildVersions.html
#amazonec2imagebuilder-allWorkflowBuildVersions
#amazonec2imagebuilder-allWorkflowBuildVersions
#amazonec2imagebuilder-allWorkflowBuildVersions
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWorkflowExecutions.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWorkflowExecutions.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWorkflowExecutions.html
#amazonec2imagebuilder-image
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWorkflowStepExecutions.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWorkflowStepExecutions.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWorkflowStepExecutions.html
#amazonec2imagebuilder-workflowExecution
#amazonec2imagebuilder-workflowExecution
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWorkflows.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ListWorkflows.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_PutComponentPolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_PutComponentPolicy.html
#amazonec2imagebuilder-component
#amazonec2imagebuilder-component


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutContai 
nerRecipe 
Policy

授予权限以设置与容器配方关
联的资源策略

Permissio 
ns 
managemen 
t

container 
Recipe*

   

 PutImageP 
olicy

授予权限以设置与映像关联的
资源策略

Permissio 
ns 
managemen 
t

image*    

 PutImageR 
ecipePolicy

授予权限以设置与映像配方关
联的资源策略

权限管理 imageReci 
pe*

   

image*     SendWorkf 
lowStepAc 
tion

授予将操作发送到工作流步骤
的权限

写入

workflowS 
tepExecut 
ion*

   

 StartImag 
ePipeline 
Execution

授予权限以从管道创建新的映
像

写入 imagePipe 
line*

  iam:Creat 
eServiceL 
inkedRole

imagebuil 
der:GetIm 
agePipeli 
ne

 StartReso 
urceState 
Update

授予启动指定资源的状态更新
的权限

写入 image*    

 TagResour 
ce

授予权限以标记 Image Builder 
资源

Tagging component    
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_PutContainerRecipePolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_PutContainerRecipePolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_PutContainerRecipePolicy.html
#amazonec2imagebuilder-containerRecipe
#amazonec2imagebuilder-containerRecipe
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_PutImagePolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_PutImagePolicy.html
#amazonec2imagebuilder-image
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_PutImageRecipePolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_PutImageRecipePolicy.html
#amazonec2imagebuilder-imageRecipe
#amazonec2imagebuilder-imageRecipe
#amazonec2imagebuilder-image
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_SendWorkflowStepAction.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_SendWorkflowStepAction.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_SendWorkflowStepAction.html
#amazonec2imagebuilder-workflowStepExecution
#amazonec2imagebuilder-workflowStepExecution
#amazonec2imagebuilder-workflowStepExecution
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_StartImagePipelineExecution.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_StartImagePipelineExecution.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_StartImagePipelineExecution.html
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-imagePipeline
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_StartResourceStateUpdate.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_StartResourceStateUpdate.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_StartResourceStateUpdate.html
#amazonec2imagebuilder-image
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_TagResource.html
#amazonec2imagebuilder-component
#amazonec2imagebuilder-component


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

container 
Recipe

   

distribut 
ionConfig 
uration

   

image    

imagePipe 
line

   

imageReci 
pe

   

infrastru 
ctureConf 
iguration

   

lifecycle 
Policy

   

workflow    

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

component     UntagReso 
urce

授予权限以取消标记 Image 
Builder 资源

Tagging

container 
Recipe
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#amazonec2imagebuilder-containerRecipe
#amazonec2imagebuilder-containerRecipe
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-image
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-imageRecipe
#amazonec2imagebuilder-imageRecipe
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-lifecyclePolicy
#amazonec2imagebuilder-lifecyclePolicy
#amazonec2imagebuilder-workflow
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-aws_RequestTag___TagKey_
#amazonec2imagebuilder-component
#amazonec2imagebuilder-component
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_UntagResource.html
#amazonec2imagebuilder-containerRecipe
#amazonec2imagebuilder-containerRecipe


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

distribut 
ionConfig 
uration

   

image    

imagePipe 
line

   

imageReci 
pe

   

infrastru 
ctureConf 
iguration

   

lifecycle 
Policy

   

workflow    

  aws:TagKe 
ys
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#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-image
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-imageRecipe
#amazonec2imagebuilder-imageRecipe
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-lifecyclePolicy
#amazonec2imagebuilder-lifecyclePolicy
#amazonec2imagebuilder-workflow
#amazonec2imagebuilder-aws_TagKeys
#amazonec2imagebuilder-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateDis 
tribution 
Configuration

授予权限以更新现有分配配置 Write distribut 
ionConfig 
uration*

  ec2:Creat 
eLaunchTe 
mplateVer 
sion

ec2:Descr 
ibeLaunch 
Templates

ec2:Modif 
yLaunchTe 
mplate

s3:ListBu 
cket

ssm:GetPa 
rameter
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_UpdateDistributionConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_UpdateDistributionConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_UpdateDistributionConfiguration.html
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration
#amazonec2imagebuilder-distributionConfiguration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateIma 
gePipeline

授予权限以更新现有映像管道 Write imagePipe 
line*

  ecr:Batch 
GetReposi 
toryScann 
ingConfig 
uration

ecr:Descr 
ibeReposi 
tories

iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole

imagebuil 
der:GetCo 
ntainerRe 
cipe

imagebuil 
der:GetDi 
stributio 
nConfigur 
ation

imagebuil 
der:GetIm 
ageRecipe

imagebuil 
der:GetIn 
frastruct 
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_UpdateImagePipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_UpdateImagePipeline.html
#amazonec2imagebuilder-imagePipeline
#amazonec2imagebuilder-imagePipeline


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ureConfig 
uration

imagebuil 
der:GetWo 
rkflow

inspector 
2:BatchGe 
tAccountS 
tatus

 UpdateInf 
rastructu 
reConfigu 
ration

授予权限以更新现有基础设施
配置

写入 infrastru 
ctureConf 
iguration*

  ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeHosts

iam:PassR 
ole

resource- 
groups:Ge 
tGroup

sns:Publi 
sh
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_UpdateInfrastructureConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_UpdateInfrastructureConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_UpdateInfrastructureConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_UpdateInfrastructureConfiguration.html
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration
#amazonec2imagebuilder-infrastructureConfiguration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  imagebuil 
der:Creat 
edResourc 
eTagKeys

imagebuil 
der:Creat 
edResourc 
eTag/
${Ta 
gKey}

imagebuil 
der:Ec2Me 
tadataHtt 
pTokens

imagebuil 
der:Statu 
sTopicArn

 

lifecycle 
Policy*

  iam:PassR 
ole

 UpdateLif 
ecyclePolicy

授予更新现有生命周期策略的
权限

写入

  imagebuil 
der:Lifec 
yclePolic 
yResource 
Type

 

由 Amazon EC2 Image Builder 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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#amazonec2imagebuilder-imagebuilder_CreatedResourceTagKeys
#amazonec2imagebuilder-imagebuilder_CreatedResourceTagKeys
#amazonec2imagebuilder-imagebuilder_CreatedResourceTagKeys
#amazonec2imagebuilder-imagebuilder_CreatedResourceTagKeys
#amazonec2imagebuilder-imagebuilder_CreatedResourceTag___TagKey_
#amazonec2imagebuilder-imagebuilder_CreatedResourceTag___TagKey_
#amazonec2imagebuilder-imagebuilder_CreatedResourceTag___TagKey_
#amazonec2imagebuilder-imagebuilder_CreatedResourceTag___TagKey_
#amazonec2imagebuilder-imagebuilder_CreatedResourceTag___TagKey_
#amazonec2imagebuilder-imagebuilder_CreatedResourceTag___TagKey_
#amazonec2imagebuilder-imagebuilder_Ec2MetadataHttpTokens
#amazonec2imagebuilder-imagebuilder_Ec2MetadataHttpTokens
#amazonec2imagebuilder-imagebuilder_Ec2MetadataHttpTokens
#amazonec2imagebuilder-imagebuilder_Ec2MetadataHttpTokens
#amazonec2imagebuilder-imagebuilder_StatusTopicArn
#amazonec2imagebuilder-imagebuilder_StatusTopicArn
#amazonec2imagebuilder-imagebuilder_StatusTopicArn
#amazonec2imagebuilder-imagebuilder_StatusTopicArn
#amazonec2imagebuilder-lifecyclePolicy
#amazonec2imagebuilder-lifecyclePolicy
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_UpdateLifecyclePolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_UpdateLifecyclePolicy.html
#amazonec2imagebuilder-imagebuilder_LifecyclePolicyResourceType
#amazonec2imagebuilder-imagebuilder_LifecyclePolicyResourceType
#amazonec2imagebuilder-imagebuilder_LifecyclePolicyResourceType
#amazonec2imagebuilder-imagebuilder_LifecyclePolicyResourceType
#amazonec2imagebuilder-imagebuilder_LifecyclePolicyResourceType


服务授权参考 服务授权参考

而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 component arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:component/${Component 
Name}/${ComponentVersion}/${Componen 
tBuildVersion}

aws:ResourceTag/${ 
TagKey}

 distribut 
ionConfig 
uration

arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:distribution-configur 
ation/${DistributionConfigurationNam 
e}

aws:ResourceTag/${ 
TagKey}

 image arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:image/${ImageName}/${ 
ImageVersion}/${ImageBuildVersion}

aws:ResourceTag/${ 
TagKey}

 imageVers 
ion

arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:image/${ImageName}/${ 
ImageVersion}

aws:ResourceTag/${ 
TagKey}

 imageRecipe arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:image-recipe/${ImageR 
ecipeName}/${ImageRecipeVersion}

aws:ResourceTag/${ 
TagKey}

 container 
Recipe

arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:container-recipe/${Co 
ntainerRecipeName}/${ContainerRecipe 
Version}

aws:ResourceTag/${ 
TagKey}

 imagePipe 
line

arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:image-pipeline/${Imag 
ePipelineName}

aws:ResourceTag/${ 
TagKey}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_Component.html
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DistributionConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DistributionConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_DistributionConfiguration.html
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_Image.html
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ImageVersion.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ImageVersion.html
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ImageRecipe.html
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ContainerRecipe.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ContainerRecipe.html
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ImagePipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_ImagePipeline.html
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
#amazonec2imagebuilder-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

 infrastru 
ctureConf 
iguration

arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:infrastructure-config 
uration/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 lifecycle 
Execution

arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:lifecycle-execution/$ 
{LifecycleExecutionId}

 

 lifecycle 
Policy

arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:lifecycle-policy/${Li 
fecyclePolicyName}

aws:ResourceTag/${ 
TagKey}

 workflow arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:workflow/${WorkflowTy 
pe}/${WorkflowName}/${WorkflowVersio 
n}/${WorkflowBuildVersion}

aws:ResourceTag/${ 
TagKey}

 workflowE 
xecution

arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:workflow-execution/${ 
WorkflowExecutionId}

 

 workflowS 
tepExecution

arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:workflow-step-executi 
on/${WorkflowStepExecutionId}

 

 allCompon 
entBuildV 
ersions

arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:component/${Component 
Name}/${ComponentVersion}/*

 

 allImageB 
uildVersions

arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:image/${ImageName}/${ 
ImageVersion}/*
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_InfrastructureConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_InfrastructureConfiguration.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_InfrastructureConfiguration.html
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_LifecycleExecution.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_LifecycleExecution.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_LifecyclePolicy.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_LifecyclePolicy.html
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_Workflow.html
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
#amazonec2imagebuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_WorkflowExecutionMetadata.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_WorkflowExecutionMetadata.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_WorkflowStepMetadata.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_WorkflowStepMetadata.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_Component.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_Component.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_Component.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_Image.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_Image.html


服务授权参考 服务授权参考

资源类型 ARN 条件键

 allWorkfl 
owBuildVe 
rsions

arn:${Partition}:imagebuilder:${Regi 
on}:${Account}:workflow/${WorkflowTy 
pe}/${WorkflowName}/${WorkflowVersio 
n}/*

 

Amazon EC2 Image Builder 的条件密钥

Amazon I EC2 mage Builder 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您
可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 imagebuil 
der:Creat 
edResourceTag/
${TagKey}

根据附加到 Image Builder 所创建的资源的标签键值对来
筛选访问

字符串

 imagebuil 
der:Creat 
edResourc 
eTagKeys

根据在请求中是否具有标签键来筛选访问 ArrayOfString

 imagebuil 
der:Ec2Me 

根据请求中指定的 EC2 实例元数据 HTTP 令牌要求筛选访
问权限

字符串
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https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_Workflow.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_Workflow.html
https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_Workflow.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-createdresourcetag
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-createdresourcetag
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-createdresourcetag
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-createdresourcetag
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-createdresourcetagkeys
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-createdresourcetagkeys
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-createdresourcetagkeys
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-createdresourcetagkeys
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-ec2metadatatokens
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-ec2metadatatokens


服务授权参考 服务授权参考

条件键 描述 类型

tadataHtt 
pTokens

 imagebuil 
der:Lifec 
yclePolic 
yResourceType

按请求中指定的生命周期策略资源类型筛选访问权限 字符串

 imagebuil 
der:Statu 
sTopicArn

按将发送终端状态通知的请求中的 SNS Topic Arn 筛选访
问权限

ARN

Amazon EC2 Instance Connect 的操作、资源和条件密钥

Ama EC2 zon Instance Connect（服务前缀:ec2-instance-connect）提供以下特定于服务的资
源、操作和条件上下文密钥以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Instance Connec EC2 t 定义的操作

• 由 Amazon Instance Connect EC2 定义的资源类型

• Amazon Instance Connec EC2 t 的条件键

Amazon Instance Connec EC2 t 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-ec2metadatatokens
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-ec2metadatatokens
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-lifecyclepolicyresourcetype
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-lifecyclepolicyresourcetype
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-lifecyclepolicyresourcetype
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-lifecyclepolicyresourcetype
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-statustopicarn
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-statustopicarn
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security_iam_service-with-iam.html#image-builder-security-statustopicarn
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://docs.aws.amazon.com/ec2-instance-connect/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-iam.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

instance- 
connect-
endpoint*

    OpenTunnel 授予使用 EC2 Instance 
Connect 终端节点与 EC2 实例
建立 SSH 连接的权限

写入

instance- 
connect-
endpoint

aws:Resou 
rceTag/${ 
TagKey}

ec2:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
#amazonec2instanceconnect-instance-connect-endpoint
#amazonec2instanceconnect-instance-connect-endpoint
#amazonec2instanceconnect-instance-connect-endpoint
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/permissions-for-ec2-instance-connect-endpoint.html#iam-OpenTunnel
#amazonec2instanceconnect-instance-connect-endpoint
#amazonec2instanceconnect-instance-connect-endpoint
#amazonec2instanceconnect-instance-connect-endpoint
#amazonec2instanceconnect-aws_ResourceTag___TagKey_
#amazonec2instanceconnect-aws_ResourceTag___TagKey_
#amazonec2instanceconnect-aws_ResourceTag___TagKey_
#amazonec2instanceconnect-ec2_ResourceTag___TagKey_
#amazonec2instanceconnect-ec2_ResourceTag___TagKey_
#amazonec2instanceconnect-ec2_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2-insta 
nce-
conne 
ct:remote 
Port

ec2-insta 
nce-
conne 
ct:privat 
eIpAddres 
s

ec2-insta 
nce-
conne 
ct:MaxTun 
nelDurati 
on

instance*     SendSSHPu 
blicKey

授予将 SSH 公钥推送到指定 
EC2 实例以用于标准 SSH 的
权限

写入

  ec2:osuse 
r

 

 SendSeria 
lConsoleS 
SHPublicKey

授予将 SSH 公钥推送到指定 
EC2 实例以用于串行控制台 
SSH 的权限

写入 instance*    

由 Amazon Instance Connect EC2 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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#amazonec2instanceconnect-ec2-instance-connect_remotePort
#amazonec2instanceconnect-ec2-instance-connect_remotePort
#amazonec2instanceconnect-ec2-instance-connect_remotePort
#amazonec2instanceconnect-ec2-instance-connect_remotePort
#amazonec2instanceconnect-ec2-instance-connect_remotePort
#amazonec2instanceconnect-ec2-instance-connect_privateIpAddress
#amazonec2instanceconnect-ec2-instance-connect_privateIpAddress
#amazonec2instanceconnect-ec2-instance-connect_privateIpAddress
#amazonec2instanceconnect-ec2-instance-connect_privateIpAddress
#amazonec2instanceconnect-ec2-instance-connect_privateIpAddress
#amazonec2instanceconnect-ec2-instance-connect_privateIpAddress
#amazonec2instanceconnect-ec2-instance-connect_MaxTunnelDuration
#amazonec2instanceconnect-ec2-instance-connect_MaxTunnelDuration
#amazonec2instanceconnect-ec2-instance-connect_MaxTunnelDuration
#amazonec2instanceconnect-ec2-instance-connect_MaxTunnelDuration
#amazonec2instanceconnect-ec2-instance-connect_MaxTunnelDuration
#amazonec2instanceconnect-ec2-instance-connect_MaxTunnelDuration
#amazonec2instanceconnect-instance
https://docs.aws.amazon.com/ec2-instance-connect/latest/APIReference/API_SendSSHPublicKey.html
https://docs.aws.amazon.com/ec2-instance-connect/latest/APIReference/API_SendSSHPublicKey.html
#amazonec2instanceconnect-ec2_osuser
#amazonec2instanceconnect-ec2_osuser
https://docs.aws.amazon.com/ec2-instance-connect/latest/APIReference/API_SendSerialConsoleSSHPublicKey.html
https://docs.aws.amazon.com/ec2-instance-connect/latest/APIReference/API_SendSerialConsoleSSHPublicKey.html
https://docs.aws.amazon.com/ec2-instance-connect/latest/APIReference/API_SendSerialConsoleSSHPublicKey.html
#amazonec2instanceconnect-instance
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 instance arn:${Partition}:ec2:${Region}:${Acc 
ount}:instance/${InstanceId}

aws:ResourceTag/${ 
TagKey}

ec2:ResourceTag/${ 
TagKey}

 instance- 
connect-e 
ndpoint

arn:${Partition}:ec2:${Region}:${Acc 
ount}:instance-connect-endpoint/${In 
stanceConnectEndpointId}

aws:ResourceTag/${ 
TagKey}

ec2:ResourceTag/${ 
TagKey}

Amazon Instance Connec EC2 t 的条件键

Ama EC2 zon Instance Connect 定义了以下条件密钥，这些条件键可用于 IAM 策略的Condition元
素中。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 ec2-instance-
connect:maxTun 
nelDuration

按与实例关联的最大会话持续时间筛选访问权限 数值

 ec2-instance-
connect:privat 
eIpAddress

按与实例关联的私有 IP 地址筛选访问权限 IPAddress
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-policy-structure.html#EC2_ARN_Format
#amazonec2instanceconnect-aws_ResourceTag___TagKey_
#amazonec2instanceconnect-aws_ResourceTag___TagKey_
#amazonec2instanceconnect-ec2_ResourceTag___TagKey_
#amazonec2instanceconnect-ec2_ResourceTag___TagKey_
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/permissions-for-ec2-instance-connect-endpoint.html#iam-CreateInstanceConnectEndpoint
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/permissions-for-ec2-instance-connect-endpoint.html#iam-CreateInstanceConnectEndpoint
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/permissions-for-ec2-instance-connect-endpoint.html#iam-CreateInstanceConnectEndpoint
#amazonec2instanceconnect-aws_ResourceTag___TagKey_
#amazonec2instanceconnect-aws_ResourceTag___TagKey_
#amazonec2instanceconnect-ec2_ResourceTag___TagKey_
#amazonec2instanceconnect-ec2_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/permissions-for-ec2-instance-connect-endpoint.html#iam-OpenTunnel
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/permissions-for-ec2-instance-connect-endpoint.html#iam-OpenTunnel
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/permissions-for-ec2-instance-connect-endpoint.html#iam-OpenTunnel
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/permissions-for-ec2-instance-connect-endpoint.html#iam-OpenTunnel
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/permissions-for-ec2-instance-connect-endpoint.html#iam-OpenTunnel
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/permissions-for-ec2-instance-connect-endpoint.html#iam-OpenTunnel
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条件键 描述 类型

 ec2-instance-
connect:remote 
Port

按与实例关联的端口号筛选访问权限 数值

 ec2:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 ec2:osuser 通过指定用于启动实例的 AMI 的默认用户名来筛选访问 字符串

Amazon EKS Auth 的操作、资源和条件键

Amazon EKS Auth（服务前缀：eks-auth）提供了以下可在 IAM 权限策略中使用的服务特定资源、
操作和条件上下文键。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon EKS Auth 定义的操作

• Amazon EKS Auth 定义的资源类型

• Amazon EKS Auth 的条件键

Amazon EKS Auth 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/permissions-for-ec2-instance-connect-endpoint.html#iam-OpenTunnel
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/permissions-for-ec2-instance-connect-endpoint.html#iam-OpenTunnel
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/permissions-for-ec2-instance-connect-endpoint.html#iam-OpenTunnel
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/ec2-instance-connect/latest/APIReference/API_SendSSHPublicKey.html
https://docs.aws.amazon.com/eks/latest/userguide/
https://docs.aws.amazon.com/eks/latest/APIReference/
https://docs.aws.amazon.com/eks/latest/userguide/security-iam.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AssumeRol 
eForPodId 
entity

授予将 Kubernetes 服务账号令
牌交换为临时证书的权限 AWS

读取 cluster*    

Amazon EKS Auth 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/eks/latest/APIReference/API_auth_AssumeRoleForPodIdentity.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_auth_AssumeRoleForPodIdentity.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_auth_AssumeRoleForPodIdentity.html
#amazoneksauth-cluster
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 cluster arn:${Partition}:eks:${Region}:${Acc 
ount}:cluster/${ClusterName}

aws:ResourceTag/${ 
TagKey}

Amazon EKS Auth 的条件键

Amazon EKS Auth 定义了以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按标签键值对筛选访问 字符串

AWS Elastic Beanstalk 的操作、资源和条件键

AWS Elastic Beanstalk（服务elasticbeanstalk前缀:）提供以下特定于服务的资源、操作和条件
上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Elastic Beanstalk 定义的操作

• AWS Elastic Beanstalk 定义的资源类型

• AWS Elastic Beanstalk 的条件键
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https://docs.aws.amazon.com/eks/latest/userguide/clusters.html
#amazoneksauth-aws_ResourceTag___TagKey_
#amazoneksauth-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/access_permissions.html
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AWS Elastic Beanstalk 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AbortEnvi 
ronmentUp 
date

授予权限以取消正在进行的环
境配置更新或应用程序版本部
署

写入 environme 
nt*

elasticbe 
anstalk:I 
nApplicat 
ion
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_AbortEnvironmentUpdate.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_AbortEnvironmentUpdate.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_AbortEnvironmentUpdate.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
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#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on

   

applicati 
onversion

   

configura 
tiontempl 
ate

   

environme 
nt

   

platform    

 AddTags 授予权限以将标签添加到 
Elastic Beanstalk 资源并更新
标签值

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ApplyEnvi 
ronmentMa 
nagedAction

授予权限以立即应用计划的托
管操作

写入 environme 
nt*

elasticbe 
anstalk:I 
nApplicat 
ion

 

 Associate 
Environme 
ntOperati 
onsRole

授予权限以将操作角色与环境
关联

写入 environme 
nt*

   

 CheckDNSA 
vailability

授予权限以检查别名记录可用
性

读取      
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#awselasticbeanstalk-application
#awselasticbeanstalk-application
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-platform
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_UpdateTagsForResource.html
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_TagKeys
#awselasticbeanstalk-aws_TagKeys
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_ApplyEnvironmentManagedAction.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_ApplyEnvironmentManagedAction.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_ApplyEnvironmentManagedAction.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_AssociateEnvironmentOperationsRole.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_AssociateEnvironmentOperationsRole.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_AssociateEnvironmentOperationsRole.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_AssociateEnvironmentOperationsRole.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CheckDNSAvailability.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CheckDNSAvailability.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on*

    ComposeEn 
vironments

授予权限以创建或更新一组环
境，每个环境运行单个应用程
序的单独组件

写入

applicati 
onversion 
*

elasticbe 
anstalk:I 
nApplicat 
ion

 

applicati 
on*

    CreateApp 
lication

授予权限以创建新的应用程序 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on*

    CreateApp 
licationV 
ersion

授予权限以便为应用程序创建
应用程序版本

写入

applicati 
onversion 
*

elasticbe 
anstalk:I 
nApplicat 
ion

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awselasticbeanstalk-application
#awselasticbeanstalk-application
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_ComposeEnvironments.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_ComposeEnvironments.html
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-application
#awselasticbeanstalk-application
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreateApplication.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreateApplication.html
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_TagKeys
#awselasticbeanstalk-aws_TagKeys
#awselasticbeanstalk-application
#awselasticbeanstalk-application
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreateApplicationVersion.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreateApplicationVersion.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreateApplicationVersion.html
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_TagKeys
#awselasticbeanstalk-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
figuratio 
nTemplate

授予权限以创建配置模板 写入 configura 
tiontempl 
ate*

elasticbe 
anstalk:I 
nApplicat 
ion
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https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreateConfigurationTemplate.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreateConfigurationTemplate.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreateConfigurationTemplate.html
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  elasticbe 
anstalk:F 
romApplic 
ation

elasticbe 
anstalk:F 
romApplic 
ationVers 
ion

elasticbe 
anstalk:F 
romConfig 
urationTe 
mplate

elasticbe 
anstalk:F 
romEnviro 
nment

elasticbe 
anstalk:F 
romSoluti 
onStack

elasticbe 
anstalk:F 
romPlatfo 
rm
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#awselasticbeanstalk-elasticbeanstalk_FromApplication
#awselasticbeanstalk-elasticbeanstalk_FromApplication
#awselasticbeanstalk-elasticbeanstalk_FromApplication
#awselasticbeanstalk-elasticbeanstalk_FromApplication
#awselasticbeanstalk-elasticbeanstalk_FromApplicationVersion
#awselasticbeanstalk-elasticbeanstalk_FromApplicationVersion
#awselasticbeanstalk-elasticbeanstalk_FromApplicationVersion
#awselasticbeanstalk-elasticbeanstalk_FromApplicationVersion
#awselasticbeanstalk-elasticbeanstalk_FromApplicationVersion
#awselasticbeanstalk-elasticbeanstalk_FromConfigurationTemplate
#awselasticbeanstalk-elasticbeanstalk_FromConfigurationTemplate
#awselasticbeanstalk-elasticbeanstalk_FromConfigurationTemplate
#awselasticbeanstalk-elasticbeanstalk_FromConfigurationTemplate
#awselasticbeanstalk-elasticbeanstalk_FromConfigurationTemplate
#awselasticbeanstalk-elasticbeanstalk_FromEnvironment
#awselasticbeanstalk-elasticbeanstalk_FromEnvironment
#awselasticbeanstalk-elasticbeanstalk_FromEnvironment
#awselasticbeanstalk-elasticbeanstalk_FromEnvironment
#awselasticbeanstalk-elasticbeanstalk_FromSolutionStack
#awselasticbeanstalk-elasticbeanstalk_FromSolutionStack
#awselasticbeanstalk-elasticbeanstalk_FromSolutionStack
#awselasticbeanstalk-elasticbeanstalk_FromSolutionStack
#awselasticbeanstalk-elasticbeanstalk_FromPlatform
#awselasticbeanstalk-elasticbeanstalk_FromPlatform
#awselasticbeanstalk-elasticbeanstalk_FromPlatform
#awselasticbeanstalk-elasticbeanstalk_FromPlatform


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 CreateEnv 
ironment

授予权限以便为应用程序启动
环境

写入 environme 
nt*

elasticbe 
anstalk:I 
nApplicat 
ion
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#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_TagKeys
#awselasticbeanstalk-aws_TagKeys
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreateEnvironment.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreateEnvironment.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  elasticbe 
anstalk:F 
romApplic 
ationVers 
ion

elasticbe 
anstalk:F 
romConfig 
urationTe 
mplate

elasticbe 
anstalk:F 
romSoluti 
onStack

elasticbe 
anstalk:F 
romPlatfo 
rm

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePla 
tformVersion

授予权限以创建自定义平台的
新版本

写入 platform*    
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#awselasticbeanstalk-elasticbeanstalk_FromApplicationVersion
#awselasticbeanstalk-elasticbeanstalk_FromApplicationVersion
#awselasticbeanstalk-elasticbeanstalk_FromApplicationVersion
#awselasticbeanstalk-elasticbeanstalk_FromApplicationVersion
#awselasticbeanstalk-elasticbeanstalk_FromApplicationVersion
#awselasticbeanstalk-elasticbeanstalk_FromConfigurationTemplate
#awselasticbeanstalk-elasticbeanstalk_FromConfigurationTemplate
#awselasticbeanstalk-elasticbeanstalk_FromConfigurationTemplate
#awselasticbeanstalk-elasticbeanstalk_FromConfigurationTemplate
#awselasticbeanstalk-elasticbeanstalk_FromConfigurationTemplate
#awselasticbeanstalk-elasticbeanstalk_FromSolutionStack
#awselasticbeanstalk-elasticbeanstalk_FromSolutionStack
#awselasticbeanstalk-elasticbeanstalk_FromSolutionStack
#awselasticbeanstalk-elasticbeanstalk_FromSolutionStack
#awselasticbeanstalk-elasticbeanstalk_FromPlatform
#awselasticbeanstalk-elasticbeanstalk_FromPlatform
#awselasticbeanstalk-elasticbeanstalk_FromPlatform
#awselasticbeanstalk-elasticbeanstalk_FromPlatform
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_TagKeys
#awselasticbeanstalk-aws_TagKeys
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreatePlatformVersion.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreatePlatformVersion.html
#awselasticbeanstalk-platform


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSto 
rageLocation

授予权限以便为账户创建 
Amazon S3 存储位置

写入      

 DeleteApp 
lication

授予权限以删除应用程序以及
所有关联的版本和配置

写入 applicati 
on*

   

 DeleteApp 
licationV 
ersion

授予权限以从应用程序中删除
应用程序版本

写入 applicati 
onversion 
*

elasticbe 
anstalk:I 
nApplicat 
ion

 

 DeleteCon 
figuratio 
nTemplate

授予权限以删除配置模板 写入 configura 
tiontempl 
ate*

elasticbe 
anstalk:I 
nApplicat 
ion

 

 DeleteEnv 
ironmentC 
onfiguration

授予权限以删除与运行的环境
关联的草稿配置

写入 environme 
nt*

elasticbe 
anstalk:I 
nApplicat 
ion

 

 DeletePla 
tformVersion

授予权限以删除自定义平台的
版本

写入 platform*    

 DescribeA 
ccountAtt 
ributes

授予权限以检索账户属性列
表，包括资源配额

读取      
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#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_RequestTag___TagKey_
#awselasticbeanstalk-aws_TagKeys
#awselasticbeanstalk-aws_TagKeys
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreateStorageLocation.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_CreateStorageLocation.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DeleteApplication.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DeleteApplication.html
#awselasticbeanstalk-application
#awselasticbeanstalk-application
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DeleteApplicationVersion.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DeleteApplicationVersion.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DeleteApplicationVersion.html
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DeleteConfigurationTemplate.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DeleteConfigurationTemplate.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DeleteConfigurationTemplate.html
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DeleteEnvironmentConfiguration.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DeleteEnvironmentConfiguration.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DeleteEnvironmentConfiguration.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DeletePlatformVersion.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DeletePlatformVersion.html
#awselasticbeanstalk-platform
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeAccountAttributes.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeAccountAttributes.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeAccountAttributes.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeA 
pplicatio 
nVersions

授予检索存储在 Elasti AWS c 
Beanstalk 存储桶中的应用程序 
版本列表的权限

列表 applicati 
onversion

elasticbe 
anstalk:I 
nApplicat 
ion

 

 DescribeA 
pplications

授予权限以检索现有应用程序
的描述

列表 applicati 
on

   

configura 
tiontempl 
ate

elasticbe 
anstalk:I 
nApplicat 
ion

 

environme 
nt

elasticbe 
anstalk:I 
nApplicat 
ion

 

 DescribeC 
onfigurat 
ionOptions

授予权限以检索环境配置选项
描述

读取

solutions 
tack

   

configura 
tiontempl 
ate

elasticbe 
anstalk:I 
nApplicat 
ion

  DescribeC 
onfigurat 
ionSettings

授予权限以检索配置集设置描
述

读取

environme 
nt

elasticbe 
anstalk:I 
nApplicat 
ion

 

 DescribeE 
nvironmen 
tHealth

授予权限以检索有关环境总体
运行状况的信息

读取 environme 
nt
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https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeApplicationVersions.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeApplicationVersions.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeApplicationVersions.html
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeApplications.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeApplications.html
#awselasticbeanstalk-application
#awselasticbeanstalk-application
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeConfigurationOptions.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeConfigurationOptions.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeConfigurationOptions.html
#awselasticbeanstalk-solutionstack
#awselasticbeanstalk-solutionstack
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeConfigurationSettings.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeConfigurationSettings.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeConfigurationSettings.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentHealth.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentHealth.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentHealth.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeE 
nvironmen 
tManagedA 
ctionHistory

授予权限以检索环境的完成和
失败托管操作列表

读取 environme 
nt

elasticbe 
anstalk:I 
nApplicat 
ion

 

 DescribeE 
nvironmen 
tManagedA 
ctions

授予权限以检索环境即将执行
和正在执行的托管操作列表

读取 environme 
nt

elasticbe 
anstalk:I 
nApplicat 
ion

 

 DescribeE 
nvironmen 
tResources

授予检索环境 AWS 资源列表
的权限

读取 environme 
nt

elasticbe 
anstalk:I 
nApplicat 
ion

 

 DescribeE 
nvironments

授予权限以检索现有环境的描
述

列表 environme 
nt

elasticbe 
anstalk:I 
nApplicat 
ion

 

applicati 
on

   

applicati 
onversion

elasticbe 
anstalk:I 
nApplicat 
ion

 

 DescribeE 
vents

授予权限以检索与一组条件匹
配的事件描述列表

读取

configura 
tiontempl 
ate

elasticbe 
anstalk:I 
nApplicat 
ion
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https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentManagedActionHistory.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentManagedActionHistory.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentManagedActionHistory.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentManagedActionHistory.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentManagedActions.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentManagedActions.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentManagedActions.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentManagedActions.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentResources.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentResources.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironmentResources.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironments.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEnvironments.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-application
#awselasticbeanstalk-application
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEvents.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_DescribeEvents.html
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

environme 
nt

elasticbe 
anstalk:I 
nApplicat 
ion

 

 DescribeI 
nstancesH 
ealth

授予权限以检索有关环境实例
运行状况的更多详细信息

读取 environme 
nt

   

 DescribeP 
latformVe 
rsion

授予权限以检索托管平台版本
描述

读取 platform    

 Disassoci 
ateEnviro 
nmentOper 
ationsRole

授予权限以取消操作角色与环
境的关联

写入 environme 
nt*

   

 ListAvail 
ableSolut 
ionStacks

授予权限以检索可用的解决方
案堆栈名称列表

列表 solutions 
tack

   

 ListPlatf 
ormBranches

授予权限以检索可用平台分支
列表

列表      

 ListPlatf 
ormVersions

授予权限以检索可用的平台列
表

列表 platform    

applicati 
on

    ListTagsF 
orResource

授予权限以检索 Elastic 
Beanstalk 资源的标签列表

读取

applicati 
onversion
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#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
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https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_ListAvailableSolutionStacks.html
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#awselasticbeanstalk-solutionstack
#awselasticbeanstalk-solutionstack
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_ListPlatformBranches.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_ListPlatformBranches.html
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https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_ListTagsForResource.html
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion
#awselasticbeanstalk-applicationversion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

configura 
tiontempl 
ate

   

environme 
nt

   

platform    

applicati 
on*

    PutInstan 
ceStatistics

授予权限以提交实例统计数据
来改进运行状况

写入

environme 
nt*

   

 RebuildEn 
vironment

授予删除和重新创建环境的所
有 AWS 资源以及强制重启的 
权限

写入 environme 
nt*

elasticbe 
anstalk:I 
nApplicat 
ion

 

applicati 
on

   

applicati 
onversion

   

configura 
tiontempl 
ate

   

environme 
nt

   

 RemoveTag 
s

授予权限以从 Elastic 
Beanstalk 资源中删除标签

标记

platform    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

 RequestEn 
vironmentInfo

授予权限以启动编译部署的环
境信息的请求

读取 environme 
nt*

elasticbe 
anstalk:I 
nApplicat 
ion

 

 RestartAp 
pServer

授予请求环境以重启在每个 
Amazon EC2 实例上运行的应
用程序容器服务器的权限

写入 environme 
nt*

elasticbe 
anstalk:I 
nApplicat 
ion

 

 RetrieveE 
nvironmen 
tInfo

授予从 RequestEnvironment 
Info 请求中检索已编译信息的
权限

读取 environme 
nt*

elasticbe 
anstalk:I 
nApplicat 
ion

 

environme 
nt*

elasticbe 
anstalk:I 
nApplicat 
ion

  SwapEnvir 
onmentCNA 
MEs

授予交换两个环境 CNAMEs 的
权限

写入

  elasticbe 
anstalk:F 
romEnviro 
nment

 

 Terminate 
Environment

授予权限以终止环境 写入 environme 
nt*

elasticbe 
anstalk:I 
nApplicat 
ion
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#awselasticbeanstalk-aws_TagKeys
#awselasticbeanstalk-aws_TagKeys
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_RequestEnvironmentInfo.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_RequestEnvironmentInfo.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_RestartAppServer.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_RestartAppServer.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_RetrieveEnvironmentInfo.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_RetrieveEnvironmentInfo.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_RetrieveEnvironmentInfo.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_SwapEnvironmentCNAMEs.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_SwapEnvironmentCNAMEs.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_SwapEnvironmentCNAMEs.html
#awselasticbeanstalk-elasticbeanstalk_FromEnvironment
#awselasticbeanstalk-elasticbeanstalk_FromEnvironment
#awselasticbeanstalk-elasticbeanstalk_FromEnvironment
#awselasticbeanstalk-elasticbeanstalk_FromEnvironment
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_TerminateEnvironment.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_TerminateEnvironment.html
#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateApp 
lication

授予权限以使用指定的属性更
新应用程序

写入 applicati 
on*

   

 UpdateApp 
licationR 
esourceLi 
fecycle

授予权限以更新与应用程序关
联的应用程序版本生命周期策
略

写入 applicati 
on*

   

 UpdateApp 
licationV 
ersion

授予权限以使用指定的属性更
新应用程序版本

写入 applicati 
onversion 
*

elasticbe 
anstalk:I 
nApplicat 
ion

 

 UpdateCon 
figuratio 
nTemplate

授予权限以使用指定的属性或
配置选项值更新配置模板

写入 configura 
tiontempl 
ate*

elasticbe 
anstalk:I 
nApplicat 
ion
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https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_UpdateApplication.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_UpdateApplication.html
#awselasticbeanstalk-application
#awselasticbeanstalk-application
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_UpdateApplicationResourceLifecycle.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_UpdateApplicationResourceLifecycle.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_UpdateApplicationResourceLifecycle.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_UpdateApplicationResourceLifecycle.html
#awselasticbeanstalk-application
#awselasticbeanstalk-application
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https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_UpdateApplicationVersion.html
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#awselasticbeanstalk-applicationversion
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#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_UpdateConfigurationTemplate.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_UpdateConfigurationTemplate.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/api/API_UpdateConfigurationTemplate.html
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-configurationtemplate
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  elasticbe 
anstalk:F 
romApplic 
ation

elasticbe 
anstalk:F 
romApplic 
ationVers 
ion

elasticbe 
anstalk:F 
romConfig 
urationTe 
mplate

elasticbe 
anstalk:F 
romEnviro 
nment

elasticbe 
anstalk:F 
romSoluti 
onStack

elasticbe 
anstalk:F 
romPlatfo 
rm
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#awselasticbeanstalk-elasticbeanstalk_FromApplication
#awselasticbeanstalk-elasticbeanstalk_FromApplication
#awselasticbeanstalk-elasticbeanstalk_FromApplication
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

environme 
nt*

elasticbe 
anstalk:I 
nApplicat 
ion

  UpdateEnv 
ironment

授予更新环境的权限 写入

  elasticbe 
anstalk:F 
romApplic 
ationVers 
ion

elasticbe 
anstalk:F 
romConfig 
urationTe 
mplate

elasticbe 
anstalk:F 
romSoluti 
onStack

elasticbe 
anstalk:F 
romPlatfo 
rm

 

applicati 
on

    UpdateTag 
sForResou 
rce

不授予更新标签的权限。要授
予向 Elastic Beanstalk 资源添
加标签、移除标签和更新标签
值的权限，请指定 elasticbe 
anstalk: 和 elasticbeanstalk: 
和 elasticbeanstalk：AddTags 
RemoveTags

标记

applicati 
onversion
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#awselasticbeanstalk-environment
#awselasticbeanstalk-environment
#awselasticbeanstalk-elasticbeanstalk_InApplication
#awselasticbeanstalk-elasticbeanstalk_InApplication
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

configura 
tiontempl 
ate

   

environme 
nt

   

platform    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

configura 
tiontempl 
ate

elasticbe 
anstalk:I 
nApplicat 
ion

  ValidateC 
onfigurat 
ionSettings

授予权限以检查配置模板或环
境的一组配置设置的有效性

读取

environme 
nt

elasticbe 
anstalk:I 
nApplicat 
ion

 

AWS Elastic Beanstalk 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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服务授权参考 服务授权参考

资源类型 ARN 条件键

 application arn:${Partition}:elasticbeanstalk:${ 
Region}:${Account}:application/${App 
licationName}

aws:ResourceTag/${ 
TagKey}

 applicati 
onversion

arn:${Partition}:elasticbeanstalk:${ 
Region}:${Account}:applicationversio 
n/${ApplicationName}/${VersionLabel}

aws:ResourceTag/${ 
TagKey}

elasticbeanstalk:I 
nApplication

 configura 
tiontemplate

arn:${Partition}:elasticbeanstalk:${ 
Region}:${Account}:configurationtemp 
late/${ApplicationName}/${TemplateNa 
me}

aws:ResourceTag/${ 
TagKey}

elasticbeanstalk:I 
nApplication

 environment arn:${Partition}:elasticbeanstalk:${ 
Region}:${Account}:environment/${App 
licationName}/${EnvironmentName}

aws:ResourceTag/${ 
TagKey}

elasticbeanstalk:I 
nApplication

 solutionstack arn:${Partition}:elasticbeanstalk:${ 
Region}::solutionstack/${SolutionSta 
ckName}

 

 platform arn:${Partition}:elasticbeanstalk:${ 
Region}::platform/${PlatformNameWith 
Version}

 

AWS Elastic Beanstalk 的条件键

AWS Elastic Beanstalk 定义了以下可以在 IAM 策略元素Condition中使用的条件键。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html


服务授权参考 服务授权参考

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对以筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键以筛选操作 ArrayOfString

 elasticbe 
anstalk:F 
romApplication

将应用程序作为输入参数的依赖项或限制以筛选访问 ARN

 elasticbe 
anstalk:F 
romApplic 
ationVersion

将应用程序版本作为输入参数的依赖项或限制以筛选访问 ARN

 elasticbe 
anstalk:F 
romConfig 
urationTemplate

将配置模板作为输入参数的依赖项或限制以筛选访问 ARN

 elasticbe 
anstalk:F 
romEnvironment

将环境作为输入参数的依赖项或限制以筛选访问 ARN

 elasticbe 
anstalk:F 
romPlatform

将平台作为输入参数的依赖项或限制以筛选访问 ARN

 elasticbe 
anstalk:F 
romSoluti 
onStack

将解决方案堆栈作为输入参数的依赖项或限制以筛选访问 ARN
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条件键 描述 类型

 elasticbe 
anstalk:I 
nApplication

按包含运行操作的资源的应用程序筛选访问 ARN

Amazon Elastic Block Store 的操作、资源和条件键

Amazon Elastic Block Store（服务前缀：ebs）提供可在 IAM 权限策略中使用的以下服务特定资源、
操作和条件上下文键。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Elastic Block Store 定义的操作

• Amazon Elastic Block Store 定义的资源类型

• Amazon Elastic Block Store 的条件键

Amazon Elastic Block Store 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

snapshot*     CompleteS 
napshot

授予权限以在将所有必需的数
据块写入快照后密封和完成快
照

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

snapshot*     GetSnapsh 
otBlock

授予权限以在 Amazon Elastic 
Block Store (EBS) 快照中返回
块数据

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

snapshot*     ListChang 
edBlocks

授予列出相同血统的两个 
Amazon Elastic Block Store 
(EBS) 快照之间不同的区块的
权限 volume/snapshot

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListSnaps 
hotBlocks

授予权限以列出 Amazon 
Elastic Block Store (EBS) 快照
中的数据块

读取 snapshot*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

snapshot*     PutSnapsh 
otBlock

授予向 StartSnapshot 操作创
建的快照写入数据块的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

snapshot     StartSnap 
shot

授予权限以创建新的 EBS 快照 写入

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

ebs:Descr 
iption

ebs:Paren 
tSnapshot

ebs:Volum 
eSize
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Amazon Elastic Block Store 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 snapshot arn:${Partition}:ec2:${Region}::snap 
shot/${SnapshotId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

ebs:Description

ebs:ParentSnapshot

ebs:VolumeSize

Amazon Elastic Block Store 的条件键

Amazon Elastic Block Store 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串
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条件键 描述 类型

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

 ebs:Description 根据正在创建的快照的描述筛选访问 字符串

 ebs:Paren 
tSnapshot

按父快照的 ARN 筛选访问 ARN

 ebs:VolumeSize 按正在创建的快照的卷的大小（以 GiB 为单位）筛选访问 数值

Amazon Elastic Container Registry 的操作、资源和条件键

Amazon Elastic Container Registry（服务前缀：ecr）提供以下服务特定的资源、操作和条件上下文
键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Elastic Container Registry 定义的操作

• Amazon Elastic Container Registry 定义的资源类型

• Amazon Elastic Container Registry 的条件键

Amazon Elastic Container Registry 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchChec 
kLayerAva 
ilability

授予权限以检查指定注册表和
存储库中多个图像图层的可用
性

Read repositor 
y*

   

 BatchDele 
teImage

授予权限以删除指定存储库中
的指定图像列表

Write repositor 
y*

   

 BatchGetI 
mage

授予权限以获取指定存储库中
指定图像的详细信息

读取 repositor 
y*

   

 BatchGetR 
epository 
ScanningC 
onfiguration

授予权限以检索存储库列表的
存储库扫描配置

读取 repositor 
y*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchImpo 
rtUpstrea 
mImage [仅权
限]

授予权限以从上游注册表检索
镜像并将其导入到您的私有注
册表

写入 repositor 
y*

   

 CompleteL 
ayerUpload

授予权限以通知 Amazon ECR 
用于指定注册表、存储库名称
和上传 ID 的图像图层上传已完 
成

写入 repositor 
y*

   

 CreatePul 
lThroughC 
acheRule

授予创建新的推送缓存规则的
权限

写入     iam:Creat 
eServiceL 
inkedRole

repositor 
y*

  ecr:TagRe 
source

 CreateRep 
ository

授予权限以创建图像存储库 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_CreatePullThroughCacheRule.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_CreateRepository.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_CreateRepository.html
#amazonelasticcontainerregistry-aws_RequestTag___TagKey_
#amazonelasticcontainerregistry-aws_RequestTag___TagKey_
#amazonelasticcontainerregistry-aws_RequestTag___TagKey_
#amazonelasticcontainerregistry-aws_TagKeys
#amazonelasticcontainerregistry-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRep 
ositoryCr 
eationTem 
plate

授予创建存储库创建模板的权
限

写入     ecr:Creat 
eReposito 
ry

ecr:PutLi 
fecyclePo 
licy

ecr:SetRe 
positoryP 
olicy

iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole

 DeleteLif 
ecyclePolicy

授予权限以删除指定的生命周
期策略

写入 repositor 
y*

   

 DeletePul 
lThroughC 
acheRule

授予删除推送缓存规则的权限 写入      

 DeleteReg 
istryPolicy

授予删除注册表策略的权限 权限管理      

 DeleteRep 
ository

授予权限以删除现有图像存储
库

写入 repositor 
y*
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https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_CreateRepositoryCreationTemplate.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_CreateRepositoryCreationTemplate.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_CreateRepositoryCreationTemplate.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_CreateRepositoryCreationTemplate.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeleteLifecyclePolicy.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeleteLifecyclePolicy.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeletePullThroughCacheRule.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeletePullThroughCacheRule.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeletePullThroughCacheRule.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeleteRegistryPolicy.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeleteRegistryPolicy.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeleteRepository.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeleteRepository.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteRep 
ositoryCr 
eationTem 
plate

授予删除存储库创建模板的权
限

写入      

 DeleteRep 
ositoryPolicy

授予权限以从指定存储库中删
除存储库策略

权限管理 repositor 
y*

   

 DescribeI 
mageRepli 
cationStatus

授予权限以检索注册表中的镜
像的复制状态，包括复制失败
时的失败原因

读取 repositor 
y*

   

 DescribeI 
mageScanF 
indings

授予权限以描述指定图像的图
像扫描结果

Read repositor 
y*

   

 DescribeI 
mages

授予权限以获取有关存储库
中图像的元数据，包括图像大
小、图像标签和创建日期

列表 repositor 
y*

   

 DescribeP 
ullThroug 
hCacheRules

授予描述推送缓存规则的权限 列表      

 DescribeR 
egistry

授予权限以描述注册表设置 Read      

 DescribeR 
epositories

授予权限以描述注册表中的图
像存储库

读取 repositor 
y*

   

 DescribeR 
epository 
CreationT 
emplates

授予描述存储库创建模板的权
限

读取      
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https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeleteRepositoryCreationTemplate.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeleteRepositoryCreationTemplate.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeleteRepositoryCreationTemplate.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeleteRepositoryCreationTemplate.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeleteRepositoryPolicy.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DeleteRepositoryPolicy.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeImageReplicationStatus.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeImageReplicationStatus.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeImageReplicationStatus.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeImageScanFindings.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeImageScanFindings.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeImageScanFindings.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeImages.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeImages.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribePullThroughCacheRules.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribePullThroughCacheRules.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribePullThroughCacheRules.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeRegistry.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeRegistry.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeRepositories.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeRepositories.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeRepositoryCreationTemplates.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeRepositoryCreationTemplates.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeRepositoryCreationTemplates.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeRepositoryCreationTemplates.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAccoun 
tSetting

授予权限以检索账户设置 读取   ecr:Accou 
ntSetting

 

 GetAuthor 
izationToken

授予权限以检索 12 小时内对指
定注册表有效的令牌

Read      

 GetDownlo 
adUrlForL 
ayer

授予权限以检索与图像图层对
应的下载 URL

读取 repositor 
y*

   

 GetImageC 
opyStatus [仅
权限]

授予检索图像副本状态的权限 读取 repositor 
y*

   

 GetLifecy 
clePolicy

授予权限以检索指定的生命周
期策略

Read repositor 
y*

   

 GetLifecy 
clePolicy 
Preview

授予权限以检索指定的生命周
期策略预览请求的结果

Read repositor 
y*

   

 GetRegist 
ryPolicy

授予检索注册表策略的权限 读取      

 GetRegist 
ryScannin 
gConfigur 
ation

授予权限以检索注册表扫描配
置

读取      

 GetReposi 
toryPolicy

授予权限以检索指定存储库的
存储库策略

Read repositor 
y*

   

 InitiateL 
ayerUpload

授予权限以通知 Amazon ECR 
您打算上传图像图层

写入 repositor 
y*
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https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetAccountSetting.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetAccountSetting.html
#amazonelasticcontainerregistry-ecr_AccountSetting
#amazonelasticcontainerregistry-ecr_AccountSetting
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetAuthorizationToken.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetAuthorizationToken.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetDownloadUrlForLayer.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetDownloadUrlForLayer.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetDownloadUrlForLayer.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/userguide/pull-through-cache.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/pull-through-cache.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetLifecyclePolicy.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetLifecyclePolicy.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetLifecyclePolicyPreview.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetLifecyclePolicyPreview.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetLifecyclePolicyPreview.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetRegistryPolicy.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetRegistryPolicy.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetRegistryScanningConfiguration.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetRegistryScanningConfiguration.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetRegistryScanningConfiguration.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetRegistryScanningConfiguration.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetRepositoryPolicy.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetRepositoryPolicy.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_InitiateLayerUpload.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_InitiateLayerUpload.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListImages 授予列出给定仓库所有图像 
IDs 的权限

列表 repositor 
y*

   

repositor 
y*

    ListTagsF 
orResource

授予权限以列出 Amazon ECR 
资源标签

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 PutAccoun 
tSetting

授予权限以更新账户设置 写入   ecr:Accou 
ntSetting

 

 PutImage 授予权限以创建或更新与图像
关联的图像清单

Write repositor 
y*

   

 PutImageS 
canningCo 
nfiguration

授予权限以更新存储库的图像
扫描配置

Write repositor 
y*

   

 PutImageT 
agMutability

授予权限以更新存储库的图像
标签可变性设置

Write repositor 
y*

   

 PutLifecy 
clePolicy

授予权限以创建或更新生命周
期策略

Write repositor 
y*

   

 PutRegist 
ryPolicy

授予更新注册表策略的权限 权限管理      
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https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_ListImages.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_ListTagsForResource.html
#amazonelasticcontainerregistry-aws_RequestTag___TagKey_
#amazonelasticcontainerregistry-aws_RequestTag___TagKey_
#amazonelasticcontainerregistry-aws_RequestTag___TagKey_
#amazonelasticcontainerregistry-aws_TagKeys
#amazonelasticcontainerregistry-aws_TagKeys
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutAccountSetting.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutAccountSetting.html
#amazonelasticcontainerregistry-ecr_AccountSetting
#amazonelasticcontainerregistry-ecr_AccountSetting
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutImage.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutImageScanningConfiguration.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutImageScanningConfiguration.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutImageScanningConfiguration.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutImageTagMutability.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutImageTagMutability.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutLifecyclePolicy.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutLifecyclePolicy.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutRegistryPolicy.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutRegistryPolicy.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutRegist 
ryScannin 
gConfigur 
ation

授予权限以更新注册表扫描配
置

写入      

 PutReplic 
ationConf 
iguration

授予更新注册表的复制配置的
权限

写入     iam:Creat 
eServiceL 
inkedRole

 Replicate 
Image [仅权
限]

授予将映像复制到目标注册表
的权限

Write repositor 
y*

   

 SetReposi 
toryPolicy

授予权限以在指定存储库上应
用存储库策略来控制访问权限

Permissio 
ns 
managemen 
t

repositor 
y*

   

 StartImag 
eScan

授予权限以启动图像扫描 Write repositor 
y*

   

 StartLife 
cyclePoli 
cyPreview

授予权限以启动指定生命周期
策略的预览

Write repositor 
y*

   

repositor 
y*

    TagResour 
ce

授予权限以标记 Amazon ECR 
资源

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutRegistryScanningConfiguration.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutRegistryScanningConfiguration.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutRegistryScanningConfiguration.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutRegistryScanningConfiguration.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutReplicationConfiguration.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutReplicationConfiguration.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_PutReplicationConfiguration.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-permissions.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-permissions.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_SetRepositoryPolicy.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_SetRepositoryPolicy.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_StartImageScan.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_StartImageScan.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_StartLifecyclePolicyPreview.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_StartLifecyclePolicyPreview.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_StartLifecyclePolicyPreview.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_TagResource.html
#amazonelasticcontainerregistry-aws_RequestTag___TagKey_
#amazonelasticcontainerregistry-aws_RequestTag___TagKey_
#amazonelasticcontainerregistry-aws_RequestTag___TagKey_
#amazonelasticcontainerregistry-aws_TagKeys
#amazonelasticcontainerregistry-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

repositor 
y*

    UntagReso 
urce

授予权限以取消标记 Amazon 
ECR 资源

标记

  aws:TagKe 
ys

 

 UpdatePul 
lThroughC 
acheRule

授予更新直通式缓存规则的权
限

写入      

 UpdateRep 
ositoryCr 
eationTem 
plate

授予权限以更新存储库创建模
板

写入     ecr:Creat 
eReposito 
ry

ecr:PutLi 
fecyclePo 
licy

ecr:SetRe 
positoryP 
olicy

iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole

 UploadLay 
erPart

授予权限以将图像图层部分上
传到 Amazon ECR

写入 repositor 
y*

   

 ValidateP 
ullThroug 
hCacheRule

授予验证直通式缓存规则的权
限

读取      
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#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UntagResource.html
#amazonelasticcontainerregistry-aws_TagKeys
#amazonelasticcontainerregistry-aws_TagKeys
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UpdatePullThroughCacheRule.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UpdatePullThroughCacheRule.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UpdatePullThroughCacheRule.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UpdateRepositoryCreationTemplate.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UpdateRepositoryCreationTemplate.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UpdateRepositoryCreationTemplate.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UpdateRepositoryCreationTemplate.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UploadLayerPart.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UploadLayerPart.html
#amazonelasticcontainerregistry-repository
#amazonelasticcontainerregistry-repository
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_ValidatePullThroughCacheRule.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_ValidatePullThroughCacheRule.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_ValidatePullThroughCacheRule.html
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Amazon Elastic Container Registry 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 repository arn:${Partition}:ecr:${Region}:${Acc 
ount}:repository/${RepositoryName}

aws:ResourceTag/${ 
TagKey}

ecr:ResourceTag/${ 
TagKey}

Amazon Elastic Container Registry 的条件键

Amazon Elastic Container Registry 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

 ecr:Accou 
ntSetting

按 ECR 账户设置名称筛选访问权限 字符串
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Repositories.html
#amazonelasticcontainerregistry-aws_ResourceTag___TagKey_
#amazonelasticcontainerregistry-aws_ResourceTag___TagKey_
#amazonelasticcontainerregistry-ecr_ResourceTag___TagKey_
#amazonelasticcontainerregistry-ecr_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AmazonECR/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECR/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
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条件键 描述 类型

 ecr:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

Amazon Elastic Container Registry Public 的操作、资源和条件键

Amazon Elastic Container Registry Public（服务前缀：ecr-public）提供以下特定于服务的资源、
操作和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Elastic Container Registry Public 定义的操作

• Amazon Elastic Container Registry Public 定义的资源类型

• Amazon Elastic Container Registry Public 的条件键

Amazon Elastic Container Registry Public 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECR/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECR/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECR/latest/userguide/
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/ECR-Public_IAM_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchChec 
kLayerAva 
ilability

授予权限以检查指定注册表和
存储库中多个图像图层的可用
性

Read repositor 
y*

   

 BatchDele 
teImage

授予权限以删除指定存储库中
的指定图像列表

Write repositor 
y*

   

 CompleteL 
ayerUpload

授予权限以通知 Amazon ECR 
用于指定注册表、存储库名称
和上传 ID 的图像图层上传已完 
成

Write repositor 
y*

   

repositor 
y*

  ecr-publi 
c:TagReso 
urce

 CreateRep 
ository

授予权限以创建图像存储库 Write

  aws:Reque 
stTag/${T 
agKey}
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_BatchCheckLayerAvailability.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_BatchCheckLayerAvailability.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_BatchCheckLayerAvailability.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_BatchDeleteImage.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_BatchDeleteImage.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_CompleteLayerUpload.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_CompleteLayerUpload.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_CreateRepository.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_CreateRepository.html
#amazonelasticcontainerregistrypublic-aws_RequestTag___TagKey_
#amazonelasticcontainerregistrypublic-aws_RequestTag___TagKey_
#amazonelasticcontainerregistrypublic-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 DeleteRep 
ository

授予权限以删除现有图像存储
库

Write repositor 
y*

   

 DeleteRep 
ositoryPolicy

授予权限以从指定存储库中删
除存储库策略

Write repositor 
y*

   

 DescribeI 
mageTags

授予描述给定存储库的所有映
像标签的权限

List repositor 
y*

   

 DescribeI 
mages

授予权限以获取有关存储库
中图像的元数据，包括图像大
小、图像标签和创建日期

Read repositor 
y*

   

 DescribeR 
egistries

授予检索与注册表关联的目录
数据的权限

List registry*    

 DescribeR 
epositories

授予权限以描述注册表中的图
像存储库

List repositor 
y

   

 GetAuthor 
izationToken

授予权限以检索 12 小时内对指
定注册表有效的令牌

Read      

 GetRegist 
ryCatalog 
Data

授予检索与注册表关联的目录
数据的权限

Read registry*    

 GetReposi 
toryCatal 
ogData

授予检索与存储库关联的目录
数据的权限

Read repositor 
y*

   

 GetReposi 
toryPolicy

授予权限以检索指定存储库的
存储库策略

Read repositor 
y*
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#amazonelasticcontainerregistrypublic-aws_TagKeys
#amazonelasticcontainerregistrypublic-aws_TagKeys
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_DeleteRepository.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_DeleteRepository.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_DeleteRepositoryPolicy.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_DeleteRepositoryPolicy.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_DescribeImageTags.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_DescribeImageTags.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_DescribeImages.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_DescribeImages.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_DescribeRegistries.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_DescribeRegistries.html
#amazonelasticcontainerregistrypublic-registry
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_DescribeRepositories.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_DescribeRepositories.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_GetAuthorizationToken.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_GetAuthorizationToken.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_GetRegistryCatalogData.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_GetRegistryCatalogData.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_GetRegistryCatalogData.html
#amazonelasticcontainerregistrypublic-registry
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_GetRepositoryCatalogData.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_GetRepositoryCatalogData.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_GetRepositoryCatalogData.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_GetRepositoryPolicy.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_GetRepositoryPolicy.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 InitiateL 
ayerUpload

授予权限以通知 Amazon ECR 
您打算上传图像图层

Write repositor 
y*

   

 ListTagsF 
orResource

授予权限以列出 Amazon ECR 
资源标签

Read repositor 
y*

   

 PutImage 授予权限以创建或更新与图像
关联的图像清单

Write repositor 
y*

   

 PutRegist 
ryCatalog 
Data

授予创建及更新与注册表关联
的目录数据的权限

Write registry*    

 PutReposi 
toryCatal 
ogData

授予更新与存储库关联的目录
数据的权限

Write repositor 
y*

   

 SetReposi 
toryPolicy

授予权限以在指定存储库上应
用存储库策略来控制访问权限

Permissio 
ns 
managemen 
t

repositor 
y*

   

repositor 
y*

    TagResour 
ce

授予权限以标记 Amazon ECR 
资源

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以取消标记 Amazon 
ECR 资源

Tagging repositor 
y*
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https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_InitiateLayerUpload.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_InitiateLayerUpload.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_ListTagsForResource.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_PutImage.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_PutRegistryCatalogData.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_PutRegistryCatalogData.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_PutRegistryCatalogData.html
#amazonelasticcontainerregistrypublic-registry
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_PutRepositoryCatalogData.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_PutRepositoryCatalogData.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_PutRepositoryCatalogData.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_SetRepositoryPolicy.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_SetRepositoryPolicy.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_TagResource.html
#amazonelasticcontainerregistrypublic-aws_RequestTag___TagKey_
#amazonelasticcontainerregistrypublic-aws_RequestTag___TagKey_
#amazonelasticcontainerregistrypublic-aws_RequestTag___TagKey_
#amazonelasticcontainerregistrypublic-aws_TagKeys
#amazonelasticcontainerregistrypublic-aws_TagKeys
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_UntagResource.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

 UploadLay 
erPart

授予将图像图层部分上传到 
Amazon ECR Public 的权限

Write repositor 
y*

   

Amazon Elastic Container Registry Public 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 repository arn:${Partition}:ecr-public::${Accou 
nt}:repository/${RepositoryName}

aws:ResourceTag/${ 
TagKey}

ecr-public:Resourc 
eTag/${TagKey}

 registry arn:${Partition}:ecr-public::${Accou 
nt}:registry/${RegistryId}

 

Amazon Elastic Container Registry Public 的条件键

Amazon Elastic Container Registry Public 定义以下可以在 IAM policy 的 Condition 元素中使用的条
件键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。
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#amazonelasticcontainerregistrypublic-aws_TagKeys
#amazonelasticcontainerregistrypublic-aws_TagKeys
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_UploadLayerPart.html
https://docs.aws.amazon.com/AmazonECRPublic/latest/APIReference/API_UploadLayerPart.html
#amazonelasticcontainerregistrypublic-repository
#amazonelasticcontainerregistrypublic-repository
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonECR/latest/userguide/iam-policy-structure.html#ECR-Public_ARN_Format
#amazonelasticcontainerregistrypublic-aws_ResourceTag___TagKey_
#amazonelasticcontainerregistrypublic-aws_ResourceTag___TagKey_
#amazonelasticcontainerregistrypublic-ecr-public_ResourceTag___TagKey_
#amazonelasticcontainerregistrypublic-ecr-public_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonECR/latest/userguide/iam-policy-structure.html#ECR-Public_ARN_Format
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据每个标签的允许值集筛选创建请求 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签值筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有必需标签以筛选创建请求 ArrayOfString

 ecr-publi 
c:ResourceTag/
${TagKey}

根据与资源关联的标签值筛选操作 字符串

Amazon Elastic Container Service 的操作、资源和条件键

Amazon Elastic Container Service（服务前缀：ecs）提供以下服务特定的资源、操作和条件上下文键
以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Elastic Container Service 定义的操作

• Amazon Elastic Container Service 定义的资源类型

• Amazon Elastic Container Service 的条件键

Amazon Elastic Container Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AmazonECR/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECR/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECR/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCap 
acityProvider

授予创建新容量提供程序的权
限。容量提供程序与 Amazon 
ECS 集群关联，在容量提供程
序策略中用于协助集群的自动
扩展

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateClu 
ster

授予创建新 Amazon ECS 集群
的权限

Write cluster* aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_CreateCapacityProvider.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_CreateCapacityProvider.html
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ecs:capac 
ity-provi 
der

ecs:farga 
te-
epheme 
ral-stora 
ge-kms-
key

 

 CreateSer 
vice

授予通过创建服务从指定任务
定义运行和维护所需数量的任
务的权限

Write service* ecs:clust 
er

aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ecs:capac 
ity-provi 
der

ecs:task- 
definition

ecs:enabl 
e-ebs-vol 
umes

ecs:enabl 
e-
execute-
command

ecs:enabl 
e-service 
-connect

ecs:names 
pace

ecs:enabl 
e-vpc-lat 
tice
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#amazonelasticcontainerservice-ecs_namespace
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#amazonelasticcontainerservice-ecs_enable-vpc-lattice
#amazonelasticcontainerservice-ecs_enable-vpc-lattice


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ecs:enabl 
e-ecs-
man 
aged-
tags

ecs:propa 
gate-tags

ecs:auto- 
assign-
public-ip

ecs:subne 
t

ecs:task- 
cpu

ecs:task- 
memory
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#amazonelasticcontainerservice-ecs_enable-ecs-managed-tags
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#amazonelasticcontainerservice-ecs_task-memory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateTas 
kSet

授予创建新 Amazon ECS 任务
集的权限

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ecs:clust 
er

ecs:capac 
ity-provi 
der

ecs:servi 
ce

ecs:task- 
definition

 

 DeleteAcc 
ountSetting

授权限以予修改账户的指定 
IAM 用户、IAM 角色或根用户
的资源的 ARN 和资源 ID 格
式。您可以指定是否为创建的
新资源禁用新的 ARN 和资源 
ID 格式。

Write   ecs:accou 
nt-setting

 

 DeleteAtt 
ributes

授予从 Amazon ECS 资源中删
除一个或多个自定义属性的权
限

Write container 
-instance 
*

   

Amazon Elastic Container Service 1523
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#amazonelasticcontainerservice-container-instance


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

 

capacity- 
provider*

    DeleteCap 
acityProvider

授予删除指定容量提供程序的
权限

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteClu 
ster

授予权限以删除指定的集群 Write cluster* aws:Resou 
rceTag/${ 
TagKey}

 

service*     DeleteSer 
vice

授予删除集群内的指定服务的
权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

 

task-defi 
nition*

    DeleteTas 
kDefinitions

授予按系列和修订删除指定任
务定义的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteTas 
kSet

授予权限以删除指定的任务集 Write task-set*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

ecs:servi 
ce

 

 Deregiste 
rContaine 
rInstance

授予从指定的集群取消注册 
Amazon ECS 容器实例的权限

Write cluster* aws:Resou 
rceTag/${ 
TagKey}

 

 Deregiste 
rTaskDefi 
nition

授予按系列和修订取消注册指
定任务定义的权限

Write      

capacity- 
provider*

    DescribeC 
apacityPr 
oviders

授予描述一个或多个 Amazon 
ECS 容量提供商的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeC 
lusters

授予权限以描述一个或多个集
群

Read cluster* aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeC 
ontainerI 
nstances

授予描述 Amazon ECS 容器实
例的权限

读取 container 
-instance 
*

   

Amazon Elastic Container Service 1525

#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_service
#amazonelasticcontainerservice-ecs_service
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DeregisterContainerInstance.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DeregisterContainerInstance.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DeregisterContainerInstance.html
#amazonelasticcontainerservice-cluster
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DeregisterTaskDefinition.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DeregisterTaskDefinition.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DeregisterTaskDefinition.html
#amazonelasticcontainerservice-capacity-provider
#amazonelasticcontainerservice-capacity-provider
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeCapacityProviders.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeCapacityProviders.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeCapacityProviders.html
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeClusters.html
#amazonelasticcontainerservice-cluster
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeContainerInstances.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeContainerInstances.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeContainerInstances.html
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-container-instance


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

 

service* ecs:clust 
er

aws:Resou 
rceTag/${ 
TagKey}

  DescribeS 
erviceDep 
loyments

授予描述您的一个或多个服务
部署的权限

读取

service-d 
eployment 
*

ecs:clust 
er

ecs:servi 
ce

aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeS 
erviceRev 
isions

授予描述您的一个或多个服务
修订的权限

读取 service* ecs:clust 
er

aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

service-r 
evision*

ecs:clust 
er

ecs:servi 
ce

aws:Resou 
rceTag/${ 
TagKey}

 

service*     DescribeS 
ervices

授予描述集群中运行的指定服
务的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

 

 DescribeT 
askDefinition

授予描述任务定义的权限。您
可以指定系列和修订以查找有
关特定任务定义的信息，也可
以只指定系列以查找该系列中
最新的有效修订

Read      

 DescribeT 
askSets

授予描述 Amazon ECS 任务集
的权限

Read task-set*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

ecs:servi 
ce

 

task*     DescribeT 
asks

授予权限以描述指定任务。 Read

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

 

 DiscoverP 
ollEndpoint

授予获得 Amazon ECS 代理的
终端节点以轮询更新的权限

Write      

cluster*     ExecuteCo 
mmand

授予在 Amazon ECS 容器上远
程运行命令的权限

写入

task*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

ecs:conta 
iner-
name

ecs:task

 

task*     GetTaskPr 
otection

授予检索 Amazon ECS 服务中
任务的保护状态的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

 

 ListAccou 
ntSettings

授予权限以列出指定委托人的 
Amazon ECS 资源的账户设置

Read      

 ListAttributes 授予权限以列出指定目标类型
和集群中的 Amazon ECS 资源
的属性

List cluster* aws:Resou 
rceTag/${ 
TagKey}

 

 ListClusters 授予获取现有集群列表的权限 List      

 ListConta 
inerInstances

授予获取指定集群中容器实例
列表的权限

列表 cluster* aws:Resou 
rceTag/${ 
TagKey}
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#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListClusters.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListContainerInstances.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListContainerInstances.html
#amazonelasticcontainerservice-cluster
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListServi 
ceDeploym 
ents

授予获取指定服务的服务部署
列表的权限

列表 service* aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

 

 ListServices 授予获取在指定集群中运行的
服务列表的权限

列表   ecs:clust 
er

 

 ListServi 
cesByName 
space

授予获取在指定 AWS Cloud 
地图命名空间中运行的服务列
表的权限

列表   ecs:names 
pace

 

capacity- 
provider

   

cluster    

container 
-instance

   

service    

task    

task-defi 
nition

   

task-set    

 ListTagsF 
orResource

授予获取指定资源的标签列表
的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon Elastic Container Service 1530

https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListServiceDeployments.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListServiceDeployments.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListServiceDeployments.html
#amazonelasticcontainerservice-service
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_cluster
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListServices.html
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_cluster
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListServicesByNamespace.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListServicesByNamespace.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListServicesByNamespace.html
#amazonelasticcontainerservice-ecs_namespace
#amazonelasticcontainerservice-ecs_namespace
#amazonelasticcontainerservice-capacity-provider
#amazonelasticcontainerservice-capacity-provider
#amazonelasticcontainerservice-cluster
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-service
#amazonelasticcontainerservice-task
#amazonelasticcontainerservice-task-definition
#amazonelasticcontainerservice-task-definition
#amazonelasticcontainerservice-task-set
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListTagsForResource.html
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTaskD 
efinition 
Families

授予权限以获取注册到您的账
户的任务定义系列的列表（其
中可能包括不再具有任何有效
任务定义的任务定义系列）。

List      

 ListTaskD 
efinitions

授予获取注册到您的账户的任
务定义列表的权限。

List      

container 
-instance 
*

    ListTasks 授予获取指定集群的任务列表
的权限

List

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

 

container 
-instance 
*

    Poll [仅权限] 向代理授予连接 Amazon ECS 
服务以报告状态和获取命令的
权限

Write

  ecs:clust 
er

 

 PutAccoun 
tSetting

授权限以予修改账户的指定 
IAM 用户、IAM 角色或根用户
的资源的 ARN 和资源 ID 格
式。您可以指定是否为创建的
新资源启用新的 ARN 和资源 
ID 格式。需要启用该设置才能
使用新的 Amazon ECS 功能，
如资源标记

Write   ecs:accou 
nt-setting
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https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListTaskDefinitionFamilies.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListTaskDefinitionFamilies.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListTaskDefinitionFamilies.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListTaskDefinitions.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListTaskDefinitions.html
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-container-instance
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ListTasks.html
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-container-instance
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_cluster
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_PutAccountSetting.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_PutAccountSetting.html
#amazonelasticcontainerservice-ecs_account-setting
#amazonelasticcontainerservice-ecs_account-setting


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutAccoun 
tSettingD 
efault

授予权限以修改账户中的所有 
IAM 用户（未设置单独的账户
设置）的资源类型的 ARN 和
资源 ID 格式。需要启用该设置
才能使用新的 Amazon ECS 功
能，如资源标记

Write   ecs:accou 
nt-setting

 

container 
-instance 
*

    PutAttributes 授予在 Amazon ECS 资源上创
建或更新属性的权限

Write

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

 

cluster* aws:Resou 
rceTag/${ 
TagKey}

  PutCluste 
rCapacity 
Providers

授予修改集群的可用容量提供
程序和默认的容量提供程序策
略的权限

写入

  ecs:capac 
ity-provi 
der

 

 RegisterC 
ontainerI 
nstance

授予将 EC2 实例注册到指定集
群的权限

写入 cluster* aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_PutAccountSettingDefault.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_PutAccountSettingDefault.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_PutAccountSettingDefault.html
#amazonelasticcontainerservice-ecs_account-setting
#amazonelasticcontainerservice-ecs_account-setting
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-container-instance
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_PutAttributes.html
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-cluster
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_PutClusterCapacityProviders.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_PutClusterCapacityProviders.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_PutClusterCapacityProviders.html
#amazonelasticcontainerservice-ecs_capacity-provider
#amazonelasticcontainerservice-ecs_capacity-provider
#amazonelasticcontainerservice-ecs_capacity-provider
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_RegisterContainerInstance.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_RegisterContainerInstance.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_RegisterContainerInstance.html
#amazonelasticcontainerservice-cluster
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

task-defi 
nition*

aws:Resou 
rceTag/${ 
TagKey}

  RegisterT 
askDefinition

授予从提供的系列和 container 
Definitions 注册新的任务定义
的权限。

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ecs:compu 
te-
compat 
ibility

ecs:privi 
leged

ecs:task- 
cpu

ecs:task- 
memory

 

 RunTask 授予使用随机放置和默认的 
Amazon ECS 计划程序启动任
务的权限

Write task-defi 
nition*

  iam:PassR 
ole
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#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_TagKeys
#amazonelasticcontainerservice-aws_TagKeys
#amazonelasticcontainerservice-task-definition
#amazonelasticcontainerservice-task-definition
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_RegisterTaskDefinition.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_RegisterTaskDefinition.html
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_TagKeys
#amazonelasticcontainerservice-aws_TagKeys
#amazonelasticcontainerservice-ecs_compute-compatibility
#amazonelasticcontainerservice-ecs_compute-compatibility
#amazonelasticcontainerservice-ecs_compute-compatibility
#amazonelasticcontainerservice-ecs_compute-compatibility
#amazonelasticcontainerservice-ecs_privileged
#amazonelasticcontainerservice-ecs_privileged
#amazonelasticcontainerservice-ecs_task-cpu
#amazonelasticcontainerservice-ecs_task-cpu
#amazonelasticcontainerservice-ecs_task-memory
#amazonelasticcontainerservice-ecs_task-memory
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_RunTask.html
#amazonelasticcontainerservice-task-definition
#amazonelasticcontainerservice-task-definition


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ecs:clust 
er

ecs:capac 
ity-provi 
der

ecs:enabl 
e-ebs-vol 
umes

ecs:enabl 
e-
execute-
command

 

 StartTask 授予从指定的一个或多个容器
实例上的指定任务定义启动新
任务的权限

Write task-defi 
nition*

  iam:PassR 
ole

Amazon Elastic Container Service 1534

#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_TagKeys
#amazonelasticcontainerservice-aws_TagKeys
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_capacity-provider
#amazonelasticcontainerservice-ecs_capacity-provider
#amazonelasticcontainerservice-ecs_capacity-provider
#amazonelasticcontainerservice-ecs_enable-ebs-volumes
#amazonelasticcontainerservice-ecs_enable-ebs-volumes
#amazonelasticcontainerservice-ecs_enable-ebs-volumes
#amazonelasticcontainerservice-ecs_enable-execute-command
#amazonelasticcontainerservice-ecs_enable-execute-command
#amazonelasticcontainerservice-ecs_enable-execute-command
#amazonelasticcontainerservice-ecs_enable-execute-command
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_StartTask.html
#amazonelasticcontainerservice-task-definition
#amazonelasticcontainerservice-task-definition


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ecs:clust 
er

ecs:conta 
iner-inst 
ances

ecs:enabl 
e-ebs-vol 
umes

ecs:enabl 
e-
execute-
command

 

container 
-instance 
*

    StartTele 
metrySession

授予权限以启动遥测会话 写入

  ecs:clust 
er
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#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_TagKeys
#amazonelasticcontainerservice-aws_TagKeys
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_container-instances
#amazonelasticcontainerservice-ecs_container-instances
#amazonelasticcontainerservice-ecs_container-instances
#amazonelasticcontainerservice-ecs_enable-ebs-volumes
#amazonelasticcontainerservice-ecs_enable-ebs-volumes
#amazonelasticcontainerservice-ecs_enable-ebs-volumes
#amazonelasticcontainerservice-ecs_enable-execute-command
#amazonelasticcontainerservice-ecs_enable-execute-command
#amazonelasticcontainerservice-ecs_enable-execute-command
#amazonelasticcontainerservice-ecs_enable-execute-command
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-container-instance
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html#enable_cloudwatch
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html#enable_cloudwatch
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

service* ecs:clust 
er

aws:Resou 
rceTag/${ 
TagKey}

  StopServi 
ceDeploym 
ent

授予停止正在进行的服务部署
的权限

写入

service-d 
eployment 
*

ecs:clust 
er

ecs:servi 
ce

aws:Resou 
rceTag/${ 
TagKey}

 

task*     StopTask 授予权限以停止正在运行的任
务

Write

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

 

 SubmitAtt 
achmentSt 
ateChanges

授予发送附件更改状态的确认
的权限

Write cluster* aws:Resou 
rceTag/${ 
TagKey}

 

 SubmitCon 
tainerSta 
teChange

授予发送容器更改状态的确认
的权限

Write cluster* aws:Resou 
rceTag/${ 
TagKey}

 

Amazon Elastic Container Service 1536

#amazonelasticcontainerservice-service
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_StopServiceDeployment.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_StopServiceDeployment.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_StopServiceDeployment.html
#amazonelasticcontainerservice-service-deployment
#amazonelasticcontainerservice-service-deployment
#amazonelasticcontainerservice-service-deployment
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_service
#amazonelasticcontainerservice-ecs_service
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-task
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_StopTask.html
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_cluster
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_SubmitAttachmentStateChanges.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_SubmitAttachmentStateChanges.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_SubmitAttachmentStateChanges.html
#amazonelasticcontainerservice-cluster
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_SubmitContainerStateChange.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_SubmitContainerStateChange.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_SubmitContainerStateChange.html
#amazonelasticcontainerservice-cluster
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SubmitTas 
kStateCha 
nge

授予发送任务更改状态的确认
的权限

Write cluster* aws:Resou 
rceTag/${ 
TagKey}

 

capacity- 
provider

   

cluster    

container 
-instance

   

service    

task    

task-defi 
nition

   

task-set    

 TagResour 
ce

授予标记指定资源的权限 Tagging

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

ecs:Creat 
eAction
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https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_SubmitTaskStateChange.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_SubmitTaskStateChange.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_SubmitTaskStateChange.html
#amazonelasticcontainerservice-cluster
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-capacity-provider
#amazonelasticcontainerservice-capacity-provider
#amazonelasticcontainerservice-cluster
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-service
#amazonelasticcontainerservice-task
#amazonelasticcontainerservice-task-definition
#amazonelasticcontainerservice-task-definition
#amazonelasticcontainerservice-task-set
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_TagResource.html
#amazonelasticcontainerservice-aws_TagKeys
#amazonelasticcontainerservice-aws_TagKeys
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-aws_RequestTag___TagKey_
#amazonelasticcontainerservice-ecs_CreateAction
#amazonelasticcontainerservice-ecs_CreateAction


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

capacity- 
provider

   

cluster    

container 
-instance

   

service    

task    

task-defi 
nition

   

task-set    

 UntagReso 
urce

授予取消标记指定资源的权限 Tagging

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

capacity- 
provider*

    UpdateCap 
acityProvider

授予更新指定容量提供程序的
权限

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateClu 
ster

授予修改要用于集群的配置或
设置的权限

Write cluster* aws:Resou 
rceTag/${ 
TagKey}
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#amazonelasticcontainerservice-capacity-provider
#amazonelasticcontainerservice-capacity-provider
#amazonelasticcontainerservice-cluster
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-container-instance
#amazonelasticcontainerservice-service
#amazonelasticcontainerservice-task
#amazonelasticcontainerservice-task-definition
#amazonelasticcontainerservice-task-definition
#amazonelasticcontainerservice-task-set
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_UntagResource.html
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_TagKeys
#amazonelasticcontainerservice-aws_TagKeys
#amazonelasticcontainerservice-capacity-provider
#amazonelasticcontainerservice-capacity-provider
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_UpdateCapacityProvider.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_UpdateCapacityProvider.html
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_UpdateCluster.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_UpdateCluster.html
#amazonelasticcontainerservice-cluster
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ecs:farga 
te-
epheme 
ral-stora 
ge-kms-
key

 

 UpdateClu 
sterSettings

授予修改设置以用于集群的权
限

Write cluster* aws:Resou 
rceTag/${ 
TagKey}

 

container 
-instance 
*

    UpdateCon 
tainerAgent

授予更新指定容器实例上的 
Amazon ECS 容器代理的权限

Write

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

 

container 
-instance 
*

    UpdateCon 
tainerIns 
tancesState

授予用户修改 Amazon ECS 容
器实例的状态的权限

Write

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSer 
vice

授予权限以修改服务的参数 Write service* ecs:clust 
er

aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ecs:capac 
ity-provi 
der

ecs:enabl 
e-ebs-vol 
umes

ecs:enabl 
e-
execute-
command

ecs:enabl 
e-service 
-connect

ecs:names 
pace

ecs:task- 
definition

ecs:enabl 
e-vpc-lat 
tice

ecs:enabl 
e-ecs-
man 
aged-
tags

ecs:propa 
gate-tags
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ecs:auto- 
assign-
public-ip

ecs:subne 
t

ecs:task- 
cpu

ecs:task- 
memory

service*     UpdateSer 
vicePrima 
ryTaskSet

授予修改服务中使用的主任务
集的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

 

task*     UpdateTas 
kProtection

授予修改任务的保护状态的权
限

写入

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

 

 UpdateTas 
kSet

授予更新指定任务集的权限 Write task-set*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

ecs:clust 
er

ecs:servi 
ce

 

Amazon Elastic Container Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 cluster arn:${Partition}:ecs:${Region}:${Acc 
ount}:cluster/${ClusterName}

aws:ResourceTag/${ 
TagKey}

ecs:ResourceTag/${ 
TagKey}

 container-
instance

arn:${Partition}:ecs:${Region}:${Acc 
ount}:container-instance/${ClusterNa 
me}/${ContainerInstanceId}

aws:ResourceTag/${ 
TagKey}

ecs:ResourceTag/${ 
TagKey}

 service arn:${Partition}:ecs:${Region}:${Acc 
ount}:service/${ClusterName}/${Servi 
ceName}

aws:ResourceTag/${ 
TagKey}

Amazon Elastic Container Service 1543

#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_cluster
#amazonelasticcontainerservice-ecs_service
#amazonelasticcontainerservice-ecs_service
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/clusters.html
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-ecs_ResourceTag___TagKey_
#amazonelasticcontainerservice-ecs_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-capacity.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-capacity.html
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-ecs_ResourceTag___TagKey_
#amazonelasticcontainerservice-ecs_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_services.html
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
#amazonelasticcontainerservice-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

ecs:ResourceTag/${ 
TagKey}

 service-d 
eployment

arn:${Partition}:ecs:${Region}:${Acc 
ount}:service-deployment/${ClusterNa 
me}/${ServiceName}/${ServiceDeployme 
ntId}

aws:ResourceTag/${ 
TagKey}

ecs:cluster

ecs:service

 service-r 
evision

arn:${Partition}:ecs:${Region}:${Acc 
ount}:service-revision/${ClusterName 
}/${ServiceName}/${ServiceRevisionId 
}

aws:ResourceTag/${ 
TagKey}

ecs:cluster

ecs:service

 task arn:${Partition}:ecs:${Region}:${Acc 
ount}:task/${ClusterName}/${TaskId}

aws:ResourceTag/${ 
TagKey}

ecs:ResourceTag/${ 
TagKey}

 task-defi 
nition

arn:${Partition}:ecs:${Region}:${Acc 
ount}:task-definition/${TaskDefiniti 
onFamilyName}:${TaskDefinitionRevisi 
onNumber}

aws:ResourceTag/${ 
TagKey}

ecs:ResourceTag/${ 
TagKey}

 capacity- 
provider

arn:${Partition}:ecs:${Region}:${Acc 
ount}:capacity-provider/${CapacityPr 
oviderName}

aws:ResourceTag/${ 
TagKey}

ecs:ResourceTag/${ 
TagKey}
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服务授权参考 服务授权参考

资源类型 ARN 条件键

 task-set arn:${Partition}:ecs:${Region}:${Acc 
ount}:task-set/${ClusterName}/${Serv 
iceName}/${TaskSetId}

aws:ResourceTag/${ 
TagKey}

ecs:ResourceTag/${ 
TagKey}

Amazon Elastic Container Service 的条件键

Amazon Elastic Container Service 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 ecs:Creat 
eAction

按资源创建 API 操作的名称筛选访问 字符串

 ecs:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

 ecs:account-
setting

按 Amazon ECS 账户设置名称筛选访问权限 字符串

 ecs:auto-assign-
public-ip

根据您的 Amazon ECS 任务或使用 awsvpc 网络模式的 
Amazon ECS 服务的公有 IP 分配配置筛选访问权限

布尔型
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条件键 描述 类型

 ecs:capacity-
provider

按 Amazon ECS 容量提供程序的 ARN 筛选访问权限 ArrayOfARN

 ecs:cluster 按 Amazon ECS 集群的 ARN 筛选访问 ARN

 ecs:compute-
compatibility

按请求中提供的必填兼容性字段筛选访问权限 ArrayOfString

 ecs:container-
instances

按 Amazon ECS 容器实例的 ARN 筛选访问权限 ARN

 ecs:container-
name

按 ECS 任务定义中定义的 Amazon ECS 容器名称筛选访
问权限

字符串

 ecs:enable-ebs-
volumes

按 ECS 任务或服务的 Amazon ECS 托管 Amazon EBS 卷
功能筛选访问权限

字符串

 ecs:enable-ecs-
managed-tags

通过您的 Amazon ECS 任务或 Amazon ECS 服务的启用
ECSManaged标签配置筛选访问权限

布尔型

 ecs:enabl 
e-execute-
command

按 Amazon ECS 任务或 Amazon ECS 服务的执行命令功
能筛选访问权限

字符串

 ecs:enable-
service-connect

按服务连接配置中的启用字段值筛选访问权限 字符串

 ecs:enable-vpc-
lattice

通过 Amazon ECS 服务的 VPC 格子功能筛选访问权限 字符串

 ecs:fargate-
ephemeral-stora 
ge-kms-key

按请求中提供的 AWS KMS 密钥 ID 筛选访问权限 字符串

 ecs:namespace 按照 Service Connect 配置中定义 AWS Cloud 的地图命名
空间的 ARN 筛选访问权限

ARN

 ecs:privileged 按请求中提供的特权字段筛选访问权限 字符串
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
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条件键 描述 类型

 ecs:propagate-
tags

根据您的 Amazon ECS 任务或 Amazon ECS 服务的标签
传播配置筛选访问权限

字符串

 ecs:service 按 Amazon ECS 服务的 ARN 筛选访问权限 ARN

 ecs:subnet 根据您的 Amazon ECS 任务或使用 awsvpc 网络模式的 
Amazon ECS 服务的子网配置筛选访问权限

ArrayOfString

 ecs:task 按 Amazon ECS 任务的 ARN 筛选访问权限 ARN

 ecs:task-cpu 按请求中提供的任务 cpu 筛选访问权限，以 1024 = 1 
vCPU 的整数表示

数值

 ecs:task- 
definition

按 Amazon ECS 任务定义的 ARN 筛选访问权限 ARN

 ecs:task- 
memory

按请求中提供的任务内存过滤访问权限，以表示 MiB 的整
数形式

数值

AWS Elastic Disaster Recovery 的操作、资源和条件键

AWS Elastic 灾难恢复（服务前缀:drs）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Elastic Disaster Recovery 定义的操作

• AWS Elastic Disaster Recovery 定义的资源类型

• AWS Elastic Disaster Recovery 的条件键
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/drs/latest/userguide/
https://docs.aws.amazon.com/drs/latest/APIReference/
https://docs.aws.amazon.com/drs/latest/userguide/security_iam_authentication.html
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由 AWS Elastic Disaster Recovery 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
FailbackC 
lientToRe 
coveryIns 
tanceForDrs
[仅权限]

授予将故障恢复客户端关联到
恢复实例的权限

写入 RecoveryI 
nstanceRe 
source*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
SourceNet 
workStack

授予将 CloudFormation 堆栈与
源网络关联的权限

写入 SourceNet 
workResou 
rce*

  cloudform 
ation:Des 
cribeStac 
kResource

cloudform 
ation:Des 
cribeStac 
ks

drs:GetLa 
unchConfi 
guration

ec2:Creat 
eLaunchTe 
mplateVer 
sion

ec2:Descr 
ibeLaunch 
TemplateV 
ersions

ec2:Descr 
ibeLaunch 
Templates

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s
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https://docs.aws.amazon.com/drs/latest/APIReference/API_AssociateSourceNetworkStack.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_AssociateSourceNetworkStack.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_AssociateSourceNetworkStack.html
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeVpcs

ec2:Modif 
yLaunchTe 
mplate

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

RecoveryI 
nstanceRe 
source*

    BatchCrea 
teVolumeS 
napshotGr 
oupForDrs
 [仅权限]

授予权限以批量创建卷快照组 写入

SourceSer 
verResour 
ce*

   

 BatchDele 
teSnapsho 
tRequestF 
orDrs [仅权
限]

授予权限以批量删除快照请求 写入      

 CreateCon 
vertedSna 
pshotForDrs
[仅权限]

授予创建转换快照的权限 写入 SourceSer 
verResour 
ce*
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#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateExt 
endedSour 
ceServer

授予扩展源服务器的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

drs:Descr 
ibeSource 
Servers

drs:GetRe 
plication 
Configura 
tion

 CreateLau 
nchConfig 
urationTe 
mplate

授予创建启动配置模板的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

SourceSer 
verResour 
ce*

    CreateRec 
overyInst 
anceForDrs
[仅权限]

授予权限以创建恢复实例 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
https://docs.aws.amazon.com/drs/latest/APIReference/API_CreateExtendedSourceServer.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_CreateExtendedSourceServer.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_CreateExtendedSourceServer.html
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
https://docs.aws.amazon.com/drs/latest/APIReference/API_CreateLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_CreateLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_CreateLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_CreateLaunchConfigurationTemplate.html
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRep 
licationC 
onfigurat 
ionTemplate

授予权限以创建复制配置模板 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Creat 
eSecurity 
Group

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:GetEb 
sDefaultK 
msKeyId

ec2:GetEb 
sEncrypti 
onByDefau 
lt

kms:Creat 
eGrant

kms:Descr 
ibeKey

 CreateSou 
rceNetwork

授予权限以创建源网络 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Descr 
ibeInstan 
ces

ec2:Descr 
ibeVpcs
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https://docs.aws.amazon.com/drs/latest/APIReference/API_CreateReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_CreateReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_CreateReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_CreateReplicationConfigurationTemplate.html
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
https://docs.aws.amazon.com/drs/latest/APIReference/API_CreateSourceNetwork.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_CreateSourceNetwork.html
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSou 
rceServer 
ForDrs [仅权
限]

授予权限以创建源服务器 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteJob 授予权限以删除作业 写入 JobResour 
ce*

   

LaunchCon 
figuratio 
nTemplate 
Resource

    DeleteLau 
nchAction

授予删除启动版本的权限 写入

SourceSer 
verResour 
ce

   

 DeleteLau 
nchConfig 
urationTe 
mplate

授予删除启动配置模板的权限 写入 LaunchCon 
figuratio 
nTemplate 
Resource*

   

 DeleteRec 
overyInst 
ance

授予权限以删除恢复实例 写入 RecoveryI 
nstanceRe 
source*

   

 DeleteRep 
licationC 
onfigurat 
ionTemplate

授予权限以删除复制配置模板 写入 Replicati 
onConfigu 
rationTem 
plateReso 
urce*
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https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteJob.html
#awselasticdisasterrecovery-JobResource
#awselasticdisasterrecovery-JobResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteLaunchAction.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteLaunchAction.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteLaunchConfigurationTemplate.html
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteRecoveryInstance.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteRecoveryInstance.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteRecoveryInstance.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteReplicationConfigurationTemplate.html
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSou 
rceNetwork

授予权限以删除源网络 写入 SourceNet 
workResou 
rce*

   

 DeleteSou 
rceServer

授予权限以删除源服务器 Write SourceSer 
verResour 
ce*

   

 DescribeJ 
obLogItems

授予权限以描述作业日志项目 Read JobResour 
ce*

   

 DescribeJ 
obs

授予权限以描述作业 读取      

 DescribeL 
aunchConf 
iguration 
Templates

授予描述启动配置模板的权限 读取      

 DescribeR 
ecoveryIn 
stances

授予权限以描述恢复实例 读取     drs:Descr 
ibeSource 
Servers

ec2:Descr 
ibeInstan 
ces

 DescribeR 
ecoverySn 
apshots

授予权限以描述恢复快照 读取 SourceSer 
verResour 
ce*
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https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteSourceNetwork.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteSourceNetwork.html
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteSourceServer.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DeleteSourceServer.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeJobLogItems.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeJobLogItems.html
#awselasticdisasterrecovery-JobResource
#awselasticdisasterrecovery-JobResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeJobs.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeJobs.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeLaunchConfigurationTemplates.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeLaunchConfigurationTemplates.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeLaunchConfigurationTemplates.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeLaunchConfigurationTemplates.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeRecoveryInstances.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeRecoveryInstances.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeRecoveryInstances.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeRecoverySnapshots.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeRecoverySnapshots.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeRecoverySnapshots.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
eplicatio 
nConfigur 
ationTemp 
lates

授予权限以描述复制配置模板 读取      

 DescribeR 
eplicatio 
nServerAs 
sociation 
sForDrs [仅权
限]

授予权限以描述复制服务器关
联

Read      

 DescribeS 
napshotRe 
questsForDrs
[仅权限]

授予权限以描述快照请求 读取      

 DescribeS 
ourceNetw 
orks

授予权限以描述源网络 读取      

 DescribeS 
ourceServers

授予权限以描述源服务器 读取      

 Disconnec 
tRecovery 
Instance

授予权限以断开恢复实例的连
接

写入 RecoveryI 
nstanceRe 
source*

   

 Disconnec 
tSourceSe 
rver

授予权限以断开源服务器的连
接

写入 SourceSer 
verResour 
ce*
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https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeReplicationConfigurationTemplates.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeReplicationConfigurationTemplates.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeReplicationConfigurationTemplates.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeReplicationConfigurationTemplates.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeReplicationConfigurationTemplates.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeSourceNetworks.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeSourceNetworks.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeSourceNetworks.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeSourceServers.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DescribeSourceServers.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DisconnectRecoveryInstance.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DisconnectRecoveryInstance.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DisconnectRecoveryInstance.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_DisconnectSourceServer.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DisconnectSourceServer.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_DisconnectSourceServer.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

SourceNet 
workResou 
rce*

  s3:GetBuc 
ketLocati 
on

s3:GetObj 
ect

s3:PutObj 
ect

 ExportSou 
rceNetwor 
kCfnTempl 
ate

授予导出包含源网络资源的 
CloudFormation 模板的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

RecoveryI 
nstanceRe 
source*

    GetAgentC 
ommandFor 
Drs [仅权限]

授予权限以获取代理命令 Read

SourceSer 
verResour 
ce*

   

RecoveryI 
nstanceRe 
source*

    GetAgentC 
onfirmedR 
esumeInfo 
ForDrs [仅权
限]

授予权限以获取代理确认的简
历信息

Read

SourceSer 
verResour 
ce*
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#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_ExportSourceNetworkCfnTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_ExportSourceNetworkCfnTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_ExportSourceNetworkCfnTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_ExportSourceNetworkCfnTemplate.html
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAgentI 
nstallati 
onAssetsF 
orDrs [仅权
限]

授予权限以获取代理安装资产 Read      

RecoveryI 
nstanceRe 
source*

    GetAgentR 
eplicatio 
nInfoForDrs
[仅权限]

授予权限以获取代理复制信息 Read

SourceSer 
verResour 
ce*

   

RecoveryI 
nstanceRe 
source*

    GetAgentR 
untimeCon 
figuratio 
nForDrs [仅权
限]

授予权限以获取代理运行时配
置

Read

SourceSer 
verResour 
ce*

   

RecoveryI 
nstanceRe 
source*

    GetAgentS 
napshotCr 
editsForDrs
[仅权限]

授予权限以获取代理快照积分 读取

SourceSer 
verResour 
ce*

   

 GetChanne 
lCommands 
ForDrs [仅权
限]

授予权限以获取通道命令 读取      
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https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetFailba 
ckCommand 
ForDrs [仅权
限]

授予权限以获取故障恢复命令 读取 RecoveryI 
nstanceRe 
source*

   

 GetFailba 
ckLaunchR 
equestedF 
orDrs [仅权
限]

授予权限以获取请求的故障恢
复启动

读取 RecoveryI 
nstanceRe 
source*

   

 GetFailba 
ckReplica 
tionConfi 
guration

授予权限以获取故障恢复复制
配置

读取 RecoveryI 
nstanceRe 
source*

   

 GetLaunch 
Configuration

授予权限以获取启动配置 Read SourceSer 
verResour 
ce*

   

 GetReplic 
ationConf 
iguration

授予权限以获取复制配置 读取 SourceSer 
verResour 
ce*

   

 GetSugges 
tedFailba 
ckClientD 
eviceMapp 
ingForDrs [仅
权限]

授予权限以获取建议的故障恢
复客户端设备映射

读取 RecoveryI 
nstanceRe 
source*
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https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_GetFailbackReplicationConfiguration.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_GetFailbackReplicationConfiguration.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_GetFailbackReplicationConfiguration.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_GetFailbackReplicationConfiguration.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_GetLaunchConfiguration.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_GetLaunchConfiguration.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_GetReplicationConfiguration.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_GetReplicationConfiguration.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_GetReplicationConfiguration.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Initializ 
eService

授予权限以初始化服务 写入     iam:AddRo 
leToInsta 
nceProfil 
e

iam:Creat 
eInstance 
Profile

iam:Creat 
eServiceL 
inkedRole

iam:GetIn 
stancePro 
file

RecoveryI 
nstanceRe 
source*

    IssueAgen 
tCertific 
ateForDrs [仅
权限]

授予权限以颁发代理证书 写入

SourceSer 
verResour 
ce*

   

 ListExten 
sibleSour 
ceServers

授予列出可扩展源服务器的权
限

读取     drs:Descr 
ibeSource 
Servers

 ListLaunc 
hActions

授予列出启动版本的权限 读取 LaunchCon 
figuratio 
nTemplate 
Resource
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https://docs.aws.amazon.com/drs/latest/APIReference/API_InitializeService.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_InitializeService.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_ListExtensibleSourceServers.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_ListExtensibleSourceServers.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_ListExtensibleSourceServers.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_ListLaunchActions.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_ListLaunchActions.html
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

SourceSer 
verResour 
ce

   

 ListStagi 
ngAccounts

授予列出生产前调试账户的权
限

读取      

 ListTagsF 
orResource

授予权限以列出资源的标签 读取      

RecoveryI 
nstanceRe 
source*

    NotifyAge 
ntAuthent 
icationForDrs
[仅权限]

授予权限以通知代理身份验证 Write

SourceSer 
verResour 
ce*

   

RecoveryI 
nstanceRe 
source*

    NotifyAge 
ntConnect 
edForDrs [仅
权限]

授予权限以通知代理已连接 Write

SourceSer 
verResour 
ce*

   

RecoveryI 
nstanceRe 
source*

    NotifyAge 
ntDisconn 
ectedForDrs
[仅权限]

授予权限以通知代理已断开连
接

Write

SourceSer 
verResour 
ce*
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#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_ListStagingAccounts.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_ListStagingAccounts.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_ListTagsForResource.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

RecoveryI 
nstanceRe 
source*

    NotifyAge 
ntReplica 
tionProgr 
essForDrs [仅
权限]

授予权限以通知代理复制进度 Write

SourceSer 
verResour 
ce*

   

 NotifyCon 
sistencyA 
ttainedForDrs
[仅权限]

授予权限以通知达到一致性 写入 RecoveryI 
nstanceRe 
source*

   

 NotifyRep 
licationS 
erverAuth 
enticatio 
nForDrs [仅权
限]

授予权限以通知复制服务器身
份验证

写入 RecoveryI 
nstanceRe 
source*

   

 NotifyVol 
umeEventF 
orDrs [仅权
限]

授予通知复制程序卷事件的权
限

写入 SourceSer 
verResour 
ce*

   

LaunchCon 
figuratio 
nTemplate 
Resource

  ssm:Descr 
ibeDocume 
nt

 PutLaunch 
Action

授予放置启动版本的权限 写入

SourceSer 
verResour 
ce
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#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_PutLaunchAction.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_PutLaunchAction.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RetryData 
Replication

授予权限以重试数据复制 写入 SourceSer 
verResour 
ce*

   

RecoveryI 
nstanceRe 
source*

  drs:Descr 
ibeReplic 
ationConf 
iguration 
Templates

drs:Descr 
ibeSource 
Servers

ec2:Descr 
ibeInstan 
ces

 ReverseRe 
plication

授予权限以撤销复制 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

RecoveryI 
nstanceRe 
source*

    SendAgent 
LogsForDrs
[仅权限]

授予权限以发送代理日志 Write

SourceSer 
verResour 
ce*
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https://docs.aws.amazon.com/drs/latest/APIReference/API_RetryDataReplication.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_RetryDataReplication.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_ReverseReplication.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_ReverseReplication.html
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

RecoveryI 
nstanceRe 
source*

    SendAgent 
MetricsFo 
rDrs [仅权限]

授予权限以发送代理指标 Write

SourceSer 
verResour 
ce*

   

 SendChann 
elCommand 
ResultForDrs
[仅权限]

授予权限以发送通道命令结果 Write      

 SendClien 
tLogsForDrs
[仅权限]

授予权限以发送客户端日志 Write      

 SendClien 
tMetricsF 
orDrs [仅权
限]

授予权限以发送客户端指标 写入      

 SendVolum 
eStatsForDrs
[仅权限]

授予发送卷吞吐量统计信息的
权限

写入 SourceSer 
verResour 
ce*

   

 StartFail 
backLaunch

授予开始故障恢复启动的权限 写入 RecoveryI 
nstanceRe 
source*
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#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_StartFailbackLaunch.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_StartFailbackLaunch.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartReco 
very

授予权限以启动恢复 写入 SourceSer 
verResour 
ce*

  drs:Creat 
eRecovery 
InstanceF 
orDrs

drs:ListT 
agsForRes 
ource

ec2:Attac 
hVolume

ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eLaunchTe 
mplate

ec2:Creat 
eLaunchTe 
mplateVer 
sion

ec2:Creat 
eSnapshot
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https://docs.aws.amazon.com/drs/latest/APIReference/API_StartRecovery.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_StartRecovery.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Creat 
eTags

ec2:Creat 
eVolume

ec2:Delet 
eLaunchTe 
mplateVer 
sions

ec2:Delet 
eSnapshot

ec2:Delet 
eVolume

ec2:Descr 
ibeAccoun 
tAttribut 
es

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeImages

ec2:Descr 
ibeInstan 
ceAttribu 
te
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeInstan 
ceStatus

ec2:Descr 
ibeInstan 
ceTypes

ec2:Descr 
ibeInstan 
ces

ec2:Descr 
ibeLaunch 
TemplateV 
ersions

ec2:Descr 
ibeLaunch 
Templates

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSnapsh 
ots

ec2:Descr 
ibeSubnet 
s
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeVolume 
s

ec2:Detac 
hVolume

ec2:Modif 
yInstance 
Attribute

ec2:Modif 
yLaunchTe 
mplate

ec2:Revok 
eSecurity 
GroupEgre 
ss

ec2:RunIn 
stances

ec2:Start 
Instances

ec2:StopI 
nstances

ec2:Termi 
nateInsta 
nces

iam:PassR 
ole
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StartRepl 
ication

授予启动复制的权限 写入 SourceSer 
verResour 
ce*
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#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
https://docs.aws.amazon.com/drs/latest/APIReference/API_StartReplication.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_StartReplication.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartSour 
ceNetwork 
Recovery

授予权限以启动网络恢复 写入 SourceNet 
workResou 
rce*

  cloudform 
ation:Cre 
ateStack

cloudform 
ation:Des 
cribeStac 
kResource

cloudform 
ation:Des 
cribeStac 
ks

cloudform 
ation:Upd 
ateStack

drs:GetLa 
unchConfi 
guration

ec2:Creat 
eLaunchTe 
mplateVer 
sion

ec2:Descr 
ibeLaunch 
TemplateV 
ersions

ec2:Descr 
ibeLaunch 
Templates
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https://docs.aws.amazon.com/drs/latest/APIReference/API_StartSourceNetworkRecovery.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_StartSourceNetworkRecovery.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_StartSourceNetworkRecovery.html
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

ec2:Modif 
yLaunchTe 
mplate

s3:GetObj 
ect

s3:PutObj 
ect

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StartSour 
ceNetwork 
Replication

授予权限以启动网络复制 写入 SourceNet 
workResou 
rce*

   

 StopFailback 授予权限以停止故障恢复 写入 RecoveryI 
nstanceRe 
source*
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#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
https://docs.aws.amazon.com/drs/latest/APIReference/API_StartSourceNetworkReplication.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_StartSourceNetworkReplication.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_StartSourceNetworkReplication.html
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_StopFailback.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StopRepli 
cation

授予权限以停止复制 写入 SourceSer 
verResour 
ce*

   

 StopSourc 
eNetworkR 
eplication

授予权限以停止网络复制 写入 SourceNet 
workResou 
rce*

   

JobResour 
ce

   

LaunchCon 
figuratio 
nTemplate 
Resource

   

RecoveryI 
nstanceRe 
source

   

Replicati 
onConfigu 
rationTem 
plateReso 
urce

   

SourceNet 
workResou 
rce

   

 TagResour 
ce

授予权限以分配资源标签 标记

SourceSer 
verResour 
ce
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https://docs.aws.amazon.com/drs/latest/APIReference/API_StopReplication.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_StopReplication.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_StopSourceNetworkReplication.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_StopSourceNetworkReplication.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_StopSourceNetworkReplication.html
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-JobResource
#awselasticdisasterrecovery-JobResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_TagResource.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

drs:Creat 
eAction

 

RecoveryI 
nstanceRe 
source*

  drs:Descr 
ibeSource 
Servers

ec2:Delet 
eVolume

ec2:Descr 
ibeInstan 
ces

ec2:Descr 
ibeVolume 
s

ec2:Termi 
nateInsta 
nces

 Terminate 
RecoveryI 
nstances

授予权限以终止恢复实例 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-drs_CreateAction
#awselasticdisasterrecovery-drs_CreateAction
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_TerminateRecoveryInstances.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_TerminateRecoveryInstances.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_TerminateRecoveryInstances.html
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_RequestTag___TagKey_
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

JobResour 
ce

   

LaunchCon 
figuratio 
nTemplate 
Resource

   

RecoveryI 
nstanceRe 
source

   

Replicati 
onConfigu 
rationTem 
plateReso 
urce

   

SourceNet 
workResou 
rce

   

SourceSer 
verResour 
ce

   

 UntagReso 
urce

授予权限以取消标记资源 Tagging

  aws:TagKe 
ys

 

 UpdateAge 
ntBacklog 
ForDrs [仅权
限]

授予权限以更新代理积压 Write RecoveryI 
nstanceRe 
source*
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#awselasticdisasterrecovery-JobResource
#awselasticdisasterrecovery-JobResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceNetworkResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UntagResource.html
#awselasticdisasterrecovery-aws_TagKeys
#awselasticdisasterrecovery-aws_TagKeys
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

SourceSer 
verResour 
ce*

   

RecoveryI 
nstanceRe 
source*

    UpdateAge 
ntConvers 
ionInfoForDrs
[仅权限]

授予权限以更新代理转换信息 Write

SourceSer 
verResour 
ce*

   

RecoveryI 
nstanceRe 
source*

    UpdateAge 
ntReplica 
tionInfoF 
orDrs [仅权
限]

授予权限以更新代理复制信息 Write

SourceSer 
verResour 
ce*

   

RecoveryI 
nstanceRe 
source*

    UpdateAge 
ntReplica 
tionProce 
ssStateFo 
rDrs [仅权限]

授予权限以更新代理复制进程
状态

Write

SourceSer 
verResour 
ce*

   

RecoveryI 
nstanceRe 
source*

    UpdateAge 
ntSourceP 
roperties 
ForDrs [仅权
限]

授予权限以更新代理源属性 写入

SourceSer 
verResour 
ce*
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#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateFai 
lbackClie 
ntDeviceM 
appingForDrs
[仅权限]

授予权限以更新故障恢复客户
端设备映射

写入 RecoveryI 
nstanceRe 
source*

   

 UpdateFai 
lbackClie 
ntLastSee 
nForDrs [仅权
限]

授予权限以更新上次看到的故
障恢复客户端

写入 RecoveryI 
nstanceRe 
source*

   

 UpdateFai 
lbackRepl 
icationCo 
nfiguration

授予权限以更新故障恢复复制
配置

写入 RecoveryI 
nstanceRe 
source*

   

 UpdateLau 
nchConfig 
uration

授予权限以更新启动配置 写入 SourceSer 
verResour 
ce*

  ec2:Descr 
ibeInstan 
ces

 UpdateLau 
nchConfig 
urationTe 
mplate

授予权限以更新启动配置 写入 LaunchCon 
figuratio 
nTemplate 
Resource*

   

 UpdateRep 
licationC 
ertificat 
eForDrs [仅权
限]

授予权限以更新复制证书 写入 RecoveryI 
nstanceRe 
source*
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https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateFailbackReplicationConfiguration.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateFailbackReplicationConfiguration.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateFailbackReplicationConfiguration.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateFailbackReplicationConfiguration.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateLaunchConfiguration.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateLaunchConfiguration.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateLaunchConfiguration.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateLaunchConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateLaunchConfigurationTemplate.html
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
#awselasticdisasterrecovery-LaunchConfigurationTemplateResource
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-apis.html
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
#awselasticdisasterrecovery-RecoveryInstanceResource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRep 
licationC 
onfiguration

授予权限以更新复制配置 Write SourceSer 
verResour 
ce*

  ec2:Creat 
eSecurity 
Group

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:GetEb 
sDefaultK 
msKeyId

ec2:GetEb 
sEncrypti 
onByDefau 
lt

kms:Creat 
eGrant

kms:Descr 
ibeKey
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https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateReplicationConfiguration.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateReplicationConfiguration.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateReplicationConfiguration.html
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
#awselasticdisasterrecovery-SourceServerResource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRep 
licationC 
onfigurat 
ionTemplate

授予权限以更新复制配置模板 写入 Replicati 
onConfigu 
rationTem 
plateReso 
urce*

  ec2:Creat 
eSecurity 
Group

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:GetEb 
sDefaultK 
msKeyId

ec2:GetEb 
sEncrypti 
onByDefau 
lt

kms:Creat 
eGrant

kms:Descr 
ibeKey

AWS Elastic Disaster Recovery 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateReplicationConfigurationTemplate.html
https://docs.aws.amazon.com/drs/latest/APIReference/API_UpdateReplicationConfigurationTemplate.html
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
#awselasticdisasterrecovery-ReplicationConfigurationTemplateResource
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 JobResource arn:${Partition}:drs:${Region}:${Acc 
ount}:job/${JobID}

aws:ResourceTag/${ 
TagKey}

 RecoveryI 
nstanceRe 
source

arn:${Partition}:drs:${Region}:${Acc 
ount}:recovery-instance/${RecoveryIn 
stanceID}

aws:ResourceTag/${ 
TagKey}

drs:EC2InstanceARN

 Replicati 
onConfigu 
rationTem 
plateReso 
urce

arn:${Partition}:drs:${Region}:${Acc 
ount}:replication-configuration-temp 
late/${ReplicationConfigurationTempl 
ateID}

aws:ResourceTag/${ 
TagKey}

 LaunchCon 
figuratio 
nTemplate 
Resource

arn:${Partition}:drs:${Region}:${Acc 
ount}:launch-configuration-template/ 
${LaunchConfigurationTemplateID}

aws:ResourceTag/${ 
TagKey}

 SourceSer 
verResource

arn:${Partition}:drs:${Region}:${Acc 
ount}:source-server/${SourceServerID 
}

aws:ResourceTag/${ 
TagKey}

 SourceNet 
workResou 
rce

arn:${Partition}:drs:${Region}:${Acc 
ount}:source-network/${SourceNetwork 
ID}

aws:ResourceTag/${ 
TagKey}

AWS Elastic Disaster Recovery 的条件键

AWS Elastic 灾难恢复定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/drs/latest/userguide/failback-overview.html
#awselasticdisasterrecovery-aws_ResourceTag___TagKey_
#awselasticdisasterrecovery-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/drs/latest/userguide/recovery-instances.html
https://docs.aws.amazon.com/drs/latest/userguide/recovery-instances.html
https://docs.aws.amazon.com/drs/latest/userguide/recovery-instances.html
#awselasticdisasterrecovery-aws_ResourceTag___TagKey_
#awselasticdisasterrecovery-aws_ResourceTag___TagKey_
#awselasticdisasterrecovery-drs_EC2InstanceARN
https://docs.aws.amazon.com/drs/latest/userguide/replication-settings-template.html
https://docs.aws.amazon.com/drs/latest/userguide/replication-settings-template.html
https://docs.aws.amazon.com/drs/latest/userguide/replication-settings-template.html
https://docs.aws.amazon.com/drs/latest/userguide/replication-settings-template.html
https://docs.aws.amazon.com/drs/latest/userguide/replication-settings-template.html
#awselasticdisasterrecovery-aws_ResourceTag___TagKey_
#awselasticdisasterrecovery-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/drs/latest/userguide/default-drs-launch-settings.html
https://docs.aws.amazon.com/drs/latest/userguide/default-drs-launch-settings.html
https://docs.aws.amazon.com/drs/latest/userguide/default-drs-launch-settings.html
https://docs.aws.amazon.com/drs/latest/userguide/default-drs-launch-settings.html
#awselasticdisasterrecovery-aws_ResourceTag___TagKey_
#awselasticdisasterrecovery-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/drs/latest/userguide/source-servers.html
https://docs.aws.amazon.com/drs/latest/userguide/source-servers.html
#awselasticdisasterrecovery-aws_ResourceTag___TagKey_
#awselasticdisasterrecovery-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/drs/latest/userguide/source-networks.html
https://docs.aws.amazon.com/drs/latest/userguide/source-networks.html
https://docs.aws.amazon.com/drs/latest/userguide/source-networks.html
#awselasticdisasterrecovery-aws_ResourceTag___TagKey_
#awselasticdisasterrecovery-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 drs:Creat 
eAction

按资源创建 API 操作的名称筛选访问 字符串

 drs:EC2In 
stanceARN

按请求来源的 EC2 实例筛选访问权限 ARN

Amazon Elastic File System 的操作、资源和条件键

Amazon Elastic File System（服务前缀：elasticfilesystem）提供以下服务特定的资源、操作和
条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Elastic File System 定义的操作

• Amazon Elastic File System 定义的资源类型

• Amazon Elastic File System 的条件键
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/drs/latest/userguide/supported-iam-actions-tagging.html
https://docs.aws.amazon.com/drs/latest/userguide/supported-iam-actions-tagging.html
https://docs.aws.amazon.com/drs/latest/userguide/security_iam_authentication.html
https://docs.aws.amazon.com/drs/latest/userguide/security_iam_authentication.html
https://docs.aws.amazon.com/efs/latest/ug/
https://docs.aws.amazon.com/efs/latest/ug/api-reference.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html


服务授权参考 服务授权参考

Amazon Elastic File System 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Backup [仅权
限]

授予为现有文件系统启动备份
作业的权限

Write file-syst 
em*

   

 ClientMount
[仅权限]

授予允许 NFS 客户端对文件系
统进行读取访问的权限

Read file-syst 
em*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/efs/latest/ug/efs-backup-solutions.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/efs-client-authorization.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  elasticfi 
lesystem: 
AccessPoi 
ntArn

elasticfi 
lesystem: 
AccessedV 
iaMountTa 
rget

 

file-syst 
em*

    ClientRoo 
tAccess [仅权
限]

授予允许 NFS 客户端对文件系
统进行根访问的权限

Write

  elasticfi 
lesystem: 
AccessPoi 
ntArn

elasticfi 
lesystem: 
AccessedV 
iaMountTa 
rget

 

 ClientWrite
[仅权限]

授予允许 NFS 客户端对文件系
统进行写入访问的权限

Write file-syst 
em*
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#amazonelasticfilesystem-elasticfilesystem_AccessPointArn
#amazonelasticfilesystem-elasticfilesystem_AccessPointArn
#amazonelasticfilesystem-elasticfilesystem_AccessPointArn
#amazonelasticfilesystem-elasticfilesystem_AccessPointArn
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/efs-client-authorization.html
https://docs.aws.amazon.com/efs/latest/ug/efs-client-authorization.html
#amazonelasticfilesystem-elasticfilesystem_AccessPointArn
#amazonelasticfilesystem-elasticfilesystem_AccessPointArn
#amazonelasticfilesystem-elasticfilesystem_AccessPointArn
#amazonelasticfilesystem-elasticfilesystem_AccessPointArn
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
https://docs.aws.amazon.com/efs/latest/ug/efs-client-authorization.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  elasticfi 
lesystem: 
AccessPoi 
ntArn

elasticfi 
lesystem: 
AccessedV 
iaMountTa 
rget

 

file-syst 
em*

  elasticfi 
lesystem: 
TagResour 
ce

 CreateAcc 
essPoint

授予为指定文件系统创建访问
点的权限

Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateFil 
eSystem

授予创建新的空文件系统的权
限

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

elasticfi 
lesystem: 
Encrypted

elasticfi 
lesystem: 
TagResour 
ce
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#amazonelasticfilesystem-elasticfilesystem_AccessPointArn
#amazonelasticfilesystem-elasticfilesystem_AccessPointArn
#amazonelasticfilesystem-elasticfilesystem_AccessPointArn
#amazonelasticfilesystem-elasticfilesystem_AccessPointArn
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-elasticfilesystem_AccessedViaMountTarget
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/API_CreateAccessPoint.html
https://docs.aws.amazon.com/efs/latest/ug/API_CreateAccessPoint.html
#amazonelasticfilesystem-aws_TagKeys
#amazonelasticfilesystem-aws_TagKeys
#amazonelasticfilesystem-aws_RequestTag___TagKey_
#amazonelasticfilesystem-aws_RequestTag___TagKey_
#amazonelasticfilesystem-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/efs/latest/ug/API_CreateFileSystem.html
https://docs.aws.amazon.com/efs/latest/ug/API_CreateFileSystem.html
#amazonelasticfilesystem-aws_RequestTag___TagKey_
#amazonelasticfilesystem-aws_RequestTag___TagKey_
#amazonelasticfilesystem-aws_RequestTag___TagKey_
#amazonelasticfilesystem-aws_TagKeys
#amazonelasticfilesystem-aws_TagKeys
#amazonelasticfilesystem-elasticfilesystem_Encrypted
#amazonelasticfilesystem-elasticfilesystem_Encrypted
#amazonelasticfilesystem-elasticfilesystem_Encrypted
#amazonelasticfilesystem-elasticfilesystem_Encrypted
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateMou 
ntTarget

授予为文件系统创建挂载目标
的权限

写入 file-syst 
em*

   

 CreateRep 
licationC 
onfiguration

授予权限以创建新的复制配置 写入 file-syst 
em*

   

file-syst 
em*

    CreateTags 授予创建或覆盖与文件系统关
联的标签的权限；已弃用，请
参阅 TagResource

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAcc 
essPoint

授予删除指定访问点的权限 Write access-
point*

   

 DeleteFil 
eSystem

授予删除文件系统的权限，永
久终止访问其内容

Write file-syst 
em*

   

 DeleteFil 
eSystemPo 
licy

授予权限以删除文件系统的资
源级策略

权限管理 file-syst 
em*

   

 DeleteMou 
ntTarget

授予权限以删除指定挂载目标 写入 file-syst 
em*

   

 DeleteRep 
licationC 
onfiguration

授予权限以删除复制配置 写入 file-syst 
em*
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https://docs.aws.amazon.com/efs/latest/ug/API_CreateMountTarget.html
https://docs.aws.amazon.com/efs/latest/ug/API_CreateMountTarget.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/API_CreateReplicationConfiguration.html
https://docs.aws.amazon.com/efs/latest/ug/API_CreateReplicationConfiguration.html
https://docs.aws.amazon.com/efs/latest/ug/API_CreateReplicationConfiguration.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/API_CreateTags.html
#amazonelasticfilesystem-aws_RequestTag___TagKey_
#amazonelasticfilesystem-aws_RequestTag___TagKey_
#amazonelasticfilesystem-aws_RequestTag___TagKey_
#amazonelasticfilesystem-aws_TagKeys
#amazonelasticfilesystem-aws_TagKeys
https://docs.aws.amazon.com/efs/latest/ug/API_DeleteAccessPoint.html
https://docs.aws.amazon.com/efs/latest/ug/API_DeleteAccessPoint.html
#amazonelasticfilesystem-access-point
#amazonelasticfilesystem-access-point
https://docs.aws.amazon.com/efs/latest/ug/API_DeleteFileSystem.html
https://docs.aws.amazon.com/efs/latest/ug/API_DeleteFileSystem.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/API_DeleteFileSystemPolicy.html
https://docs.aws.amazon.com/efs/latest/ug/API_DeleteFileSystemPolicy.html
https://docs.aws.amazon.com/efs/latest/ug/API_DeleteFileSystemPolicy.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/API_DeleteMountTarget.html
https://docs.aws.amazon.com/efs/latest/ug/API_DeleteMountTarget.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/API_DeleteReplicationConfiguration.html
https://docs.aws.amazon.com/efs/latest/ug/API_DeleteReplicationConfiguration.html
https://docs.aws.amazon.com/efs/latest/ug/API_DeleteReplicationConfiguration.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

file-syst 
em*

    DeleteTags 授予从文件系统中删除指定标
签的权限；已弃用，请参阅 
UntagResource

标记

  aws:TagKe 
ys

 

access-
point

    DescribeA 
ccessPoints

授予查看 Amazon EFS 接入点
描述的权限

List

file-syst 
em

   

 DescribeA 
ccountPre 
ferences

授予查看对账户有效的账户首
选项的权限

列表      

 DescribeB 
ackupPolicy

授予查看 Amazon EFS 文件系
统 BackupPolicy 对象的权限

读取 file-syst 
em*

   

 DescribeF 
ileSystem 
Policy

授予查看 Amazon EFS 文件系
统的资源级策略的权限

读取 file-syst 
em

   

 DescribeF 
ileSystems

授予权限以查看由文件系统
指定的 Amazon EFS 文件系
统的描述 CreationToken 或 
FileSystemId；或查看调用方 
AWS 账户 在被调用的终端节
点 AWS 所在区域内拥有的所 
有文件系统的描述

列表 file-syst 
em

   

 DescribeL 
ifecycleC 
onfiguration

授予查看 Amazon EFS 文件系
统 LifecycleConfiguration 对象
的权限

读取 file-syst 
em*
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#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/API_DeleteTags.html
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https://docs.aws.amazon.com/efs/latest/ug/API_DescribeBackupPolicy.html
#amazonelasticfilesystem-file-system
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https://docs.aws.amazon.com/efs/latest/ug/API_DescribeFileSystemPolicy.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeFileSystemPolicy.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeFileSystemPolicy.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeFileSystems.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeFileSystems.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeLifecycleConfiguration.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeLifecycleConfiguration.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeLifecycleConfiguration.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeM 
ountTarge 
tSecurity 
Groups

授予查看挂载目标的有效安全
组的权限

Read file-syst 
em*

   

file-syst 
em*

    DescribeM 
ountTargets

授予查看文件系统所有或特定
挂载目标的描述的权限

读取

access-
point

   

 DescribeR 
eplicatio 
nConfigur 
ations

授予权限以查看由指定的 
Amazon EFS 复制配置的描述 
FileSystemId；或查看调用者 
AWS 账户 在被调用的终端节
点 AWS 所在区域内拥有的所 
有复制配置的描述

列表 file-syst 
em

   

 DescribeT 
ags

授予查看与文件系统关联的标
签的权限

Read file-syst 
em*

   

access-
point

    ListTagsF 
orResource

授予查看与指定 Amazon EFS 
资源关联的标签的权限

Read

file-syst 
em

   

 ModifyMou 
ntTargetS 
ecurityGr 
oups

授予修改挂载目标的一组有效
安全组的权限

Write file-syst 
em*

   

 PutAccoun 
tPreferences

授予设置账户的账户首选项的
权限

写入      
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https://docs.aws.amazon.com/efs/latest/ug/API_DescribeMountTargetSecurityGroups.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeMountTargetSecurityGroups.html
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https://docs.aws.amazon.com/efs/latest/ug/API_DescribeReplicationConfigurations.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeReplicationConfigurations.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeReplicationConfigurations.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeReplicationConfigurations.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeTags.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeTags.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-access-point
#amazonelasticfilesystem-access-point
https://docs.aws.amazon.com/efs/latest/ug/API_ListTagsForResource.html
https://docs.aws.amazon.com/efs/latest/ug/API_ListTagsForResource.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/API_ModifyMountTargetSecurityGroups.html
https://docs.aws.amazon.com/efs/latest/ug/API_ModifyMountTargetSecurityGroups.html
https://docs.aws.amazon.com/efs/latest/ug/API_ModifyMountTargetSecurityGroups.html
https://docs.aws.amazon.com/efs/latest/ug/API_ModifyMountTargetSecurityGroups.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/API_PutAccountPreferences.html
https://docs.aws.amazon.com/efs/latest/ug/API_PutAccountPreferences.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutBackup 
Policy

授予通过创建新 BackupPolicy 
对象启用或禁用 Backup 自动 
AWS 备份的权限

写入 file-syst 
em*

   

 PutFileSy 
stemPolicy

授予权限以应用资源级策略，
该策略定义了指定文件系统中
给定参与者允许或拒绝的操作

权限管理 file-syst 
em*

   

 PutLifecy 
cleConfig 
uration

通过创建新 LifecycleConfigura 
tion 对象授予启用生命周期管
理的权限

写入 file-syst 
em*

   

 Replicati 
onRead [仅权
限]

授予读取文件系统数据以进行
复制的权限

读取 file-syst 
em*

   

 Replicati 
onWrite [仅权
限]

授予将数据复制到文件系统的
权限

写入 file-syst 
em*

   

 Restore [仅
权限]

授予启动文件系统备份的还原
作业的权限

Write file-syst 
em*

   

access-
point

    TagResour 
ce

授予创建或覆盖与指定 
Amazon EFS 资源关联的标签
的权限

Tagging

file-syst 
em
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https://docs.aws.amazon.com/efs/latest/ug/API_PutBackupPolicy.html
https://docs.aws.amazon.com/efs/latest/ug/API_PutBackupPolicy.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/API_PutFileSystemPolicy.html
https://docs.aws.amazon.com/efs/latest/ug/API_PutFileSystemPolicy.html
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#amazonelasticfilesystem-file-system
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https://docs.aws.amazon.com/efs/latest/ug/efs-replication.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/efs-replication.html
https://docs.aws.amazon.com/efs/latest/ug/efs-replication.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
https://docs.aws.amazon.com/efs/latest/ug/efs-backup-solutions.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-access-point
#amazonelasticfilesystem-access-point
https://docs.aws.amazon.com/efs/latest/ug/API_TagResource.html
https://docs.aws.amazon.com/efs/latest/ug/API_TagResource.html
#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

elasticfi 
lesystem: 
CreateAct 
ion

 

access-
point

   

file-syst 
em

   

 UntagReso 
urce

授予从 Amazon EFS 资源删除
指定标签的权限

Tagging

  aws:TagKe 
ys

 

 UpdateFil 
eSystem

授予更新现有文件系统的吞吐
量模式或预置吞吐量的权限

写入 file-syst 
em*

   

 UpdateFil 
eSystemPr 
otection

授予更新现有文件系统的文件
系统保护的权限

写入 file-syst 
em*

   

Amazon Elastic File System 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#amazonelasticfilesystem-elasticfilesystem_CreateAction
#amazonelasticfilesystem-access-point
#amazonelasticfilesystem-access-point
#amazonelasticfilesystem-file-system
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#amazonelasticfilesystem-file-system
#amazonelasticfilesystem-file-system
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 file-system arn:${Partition}:elasticfilesystem:$ 
{Region}:${Account}:file-system/${Fi 
leSystemId}

aws:ResourceTag/${ 
TagKey}

 access-point arn:${Partition}:elasticfilesystem:$ 
{Region}:${Account}:access-point/${A 
ccessPointId}

aws:ResourceTag/${ 
TagKey}

Amazon Elastic File System 的条件键

Amazon Elastic File System 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

 elasticfi 
lesystem: 
AccessPointArn

按用于挂载文件系统的访问点的 ARN 筛选访问 ARN

 elasticfi 
lesystem: 
AccessedV 
iaMountTarget

按是否通过挂载目标访问文件系统筛选访问 布尔型
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https://docs.aws.amazon.com/efs/latest/ug/creating-using-create-fs.html
#amazonelasticfilesystem-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/efs/latest/ug/mounting-fs.html
https://docs.aws.amazon.com/efs/latest/ug/mounting-fs.html
https://docs.aws.amazon.com/efs/latest/ug/mounting-fs.html
https://docs.aws.amazon.com/efs/latest/ug/mounting-fs.html
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条件键 描述 类型

 elasticfi 
lesystem: 
CreateAction

按资源创建 API 操作的名称筛选访问 字符串

 elasticfi 
lesystem: 
Encrypted

按用户是否只能创建加密还是未加密的文件系统来筛选访
问

布尔型

Amazon Elastic Kubernetes Service 的操作、资源和条件键

Amazon Elastic Kubernetes Service（服务前缀：eks）提供以下服务特定的资源、操作和条件上下文
键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Elastic Kubernetes Service 定义的操作

• Amazon Elastic Kubernetes Service 定义的资源类型

• Amazon Elastic Kubernetes Service 的条件键

Amazon Elastic Kubernetes Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AccessKub 
ernetesApi
[仅权限]

授予通过 EKS 控制台查看 
Kubernetes 对象的权限 AWS

读取 cluster*    

access-
entry*

    Associate 
AccessPolicy

授予将 Amazon EKS 访问策略
与 Amazon EKS 访问条目关联
的权限

写入

  eks:polic 
yArn

eks:names 
paces

eks:acces 
sScope
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Encryptio 
nConfig

授予权限以将加密配置关联到
集群

Write cluster*    

cluster*     Associate 
IdentityP 
roviderConfig

授予权限以将身份提供商配置
关联到集群

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

eks:clien 
tId

eks:issue 
rUrl

 

 CreateAcc 
essEntry

授予创建 Amazon EKS 访问条
目的权限

写入 cluster*    
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https://docs.aws.amazon.com/eks/latest/APIReference/API_CreateAccessEntry.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_CreateAccessEntry.html
#amazonelastickubernetesservice-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

eks:princ 
ipalArn

eks:kuber 
netesGrou 
ps

eks:usern 
ame

eks:acces 
sEntryTyp 
e

 

cluster*    

podidenti 
tyassocia 
tion

   

 CreateAddon 授予权限以创建 Amazon EKS 
附加组件

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-eks_principalArn
#amazonelastickubernetesservice-eks_principalArn
#amazonelastickubernetesservice-eks_kubernetesGroups
#amazonelastickubernetesservice-eks_kubernetesGroups
#amazonelastickubernetesservice-eks_kubernetesGroups
#amazonelastickubernetesservice-eks_username
#amazonelastickubernetesservice-eks_username
#amazonelastickubernetesservice-eks_accessEntryType
#amazonelastickubernetesservice-eks_accessEntryType
#amazonelastickubernetesservice-eks_accessEntryType
#amazonelastickubernetesservice-cluster
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
https://docs.aws.amazon.com/eks/latest/APIReference/API_CreateAddon.html
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateClu 
ster

授予权限以创建 Amazon EKS 
集群

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

eks:boots 
trapClust 
erCreator 
AdminPerm 
issions

eks:boots 
trapSelfM 
anagedAdd 
ons

eks:authe 
ntication 
Mode

eks:suppo 
rtType

eks:compu 
teConfigE 
nabled

eks:elast 
icLoadBal 
ancingEna 
bled
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https://docs.aws.amazon.com/eks/latest/APIReference/API_CreateCluster.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_CreateCluster.html
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-eks_bootstrapClusterCreatorAdminPermissions
#amazonelastickubernetesservice-eks_bootstrapClusterCreatorAdminPermissions
#amazonelastickubernetesservice-eks_bootstrapClusterCreatorAdminPermissions
#amazonelastickubernetesservice-eks_bootstrapClusterCreatorAdminPermissions
#amazonelastickubernetesservice-eks_bootstrapClusterCreatorAdminPermissions
#amazonelastickubernetesservice-eks_bootstrapSelfManagedAddons
#amazonelastickubernetesservice-eks_bootstrapSelfManagedAddons
#amazonelastickubernetesservice-eks_bootstrapSelfManagedAddons
#amazonelastickubernetesservice-eks_bootstrapSelfManagedAddons
#amazonelastickubernetesservice-eks_authenticationMode
#amazonelastickubernetesservice-eks_authenticationMode
#amazonelastickubernetesservice-eks_authenticationMode
#amazonelastickubernetesservice-eks_supportType
#amazonelastickubernetesservice-eks_supportType
#amazonelastickubernetesservice-eks_computeConfigEnabled
#amazonelastickubernetesservice-eks_computeConfigEnabled
#amazonelastickubernetesservice-eks_computeConfigEnabled
#amazonelastickubernetesservice-eks_elasticLoadBalancingEnabled
#amazonelastickubernetesservice-eks_elasticLoadBalancingEnabled
#amazonelastickubernetesservice-eks_elasticLoadBalancingEnabled
#amazonelastickubernetesservice-eks_elasticLoadBalancingEnabled


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

eks:block 
StorageEn 
abled

 CreateEks 
AnywhereS 
ubscription

授予创建 EKS Anywhere 订阅
的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

cluster*     CreateFar 
gateProfile

授予创建 AWS Fargate 个人资
料的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

cluster*     CreateNod 
egroup

授予权限以创建 Amazon EKS 
节点组

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePod 
IdentityA 
ssociation

授予创建 EKS 容器组身份关联
的权限

写入 cluster*    
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#amazonelastickubernetesservice-eks_blockStorageEnabled
#amazonelastickubernetesservice-eks_blockStorageEnabled
#amazonelastickubernetesservice-eks_blockStorageEnabled
https://docs.aws.amazon.com/eks/latest/APIReference/API_CreateEksAnywhereSubscription.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_CreateEksAnywhereSubscription.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_CreateEksAnywhereSubscription.html
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-cluster
https://docs.aws.amazon.com/eks/latest/APIReference/API_CreateFargateProfile.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_CreateFargateProfile.html
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-cluster
https://docs.aws.amazon.com/eks/latest/APIReference/API_CreateNodegroup.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_CreateNodegroup.html
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-aws_TagKeys
https://docs.aws.amazon.com/eks/latest/APIReference/API_CreatePodIdentityAssociation.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_CreatePodIdentityAssociation.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_CreatePodIdentityAssociation.html
#amazonelastickubernetesservice-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAcc 
essEntry

授予删除 Amazon EKS 访问条
目的权限

写入 access-
entry*

   

addon*     DeleteAddon 授予权限以删除 Amazon EKS 
附加组件

Write

podidenti 
tyassocia 
tion

   

 DeleteClu 
ster

授予权限以删除 Amazon EKS 
集群

写入 cluster*    

 DeleteEks 
AnywhereS 
ubscription

授予描述 EKS Anywhere 订阅
的权限

写入 eks-
anywh 
ere-
subsc 
ription*

   

 DeleteFar 
gateProfile

授予删除 AWS Fargate 个人资
料的权限

写入 fargatepr 
ofile*

   

 DeleteNod 
egroup

授予权限以删除 Amazon EKS 
节点组

写入 nodegroup 
*

   

 DeletePod 
IdentityA 
ssociation

授予删除 EKS 容器组身份关联
的权限

写入 podidenti 
tyassocia 
tion*
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#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-aws_TagKeys
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeleteAccessEntry.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeleteAccessEntry.html
#amazonelastickubernetesservice-access-entry
#amazonelastickubernetesservice-access-entry
#amazonelastickubernetesservice-addon
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeleteAddon.html
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeleteCluster.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeleteCluster.html
#amazonelastickubernetesservice-cluster
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeleteEksAnywhereSubscription.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeleteEksAnywhereSubscription.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeleteEksAnywhereSubscription.html
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeleteFargateProfile.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeleteFargateProfile.html
#amazonelastickubernetesservice-fargateprofile
#amazonelastickubernetesservice-fargateprofile
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeleteNodegroup.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeleteNodegroup.html
#amazonelastickubernetesservice-nodegroup
#amazonelastickubernetesservice-nodegroup
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeletePodIdentityAssociation.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeletePodIdentityAssociation.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeletePodIdentityAssociation.html
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Deregiste 
rCluster

授予取消注册外部集群的权限 写入 cluster*    

 DescribeA 
ccessEntry

授予描述 Amazon EKS 访问条
目的权限

读取 access-
entry*

   

 DescribeA 
ddon

授予权限以检索有关 Amazon 
EKS 附加组件的描述性信息

读取 addon*    

 DescribeA 
ddonConfi 
guration

授予列出有关 Amazon EKS 附
加组件的配置选项的权限

读取      

 DescribeA 
ddonVersions

授予权限以检索有关 Amazon 
EKS Add-ons 支持的附加组件
的描述性版本信息

Read      

 DescribeC 
luster

授予权限以检索有关 Amazon 
EKS 集群的描述性信息

读取 cluster*    

 DescribeC 
lusterVer 
sions

授予权限以检索有关 Amazon 
EKS 集群支持的 Kubernetes 
版本的描述性信息

读取      

 DescribeE 
ksAnywher 
eSubscription

授予描述 EKS Anywhere 订阅
的权限

读取 eks-
anywh 
ere-
subsc 
ription*

   

 DescribeF 
argateProfile

授予检索与集群关联的 Far 
AWS gate 配置文件的描述性
信息的权限

读取 fargatepr 
ofile*
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https://docs.aws.amazon.com/eks/latest/APIReference/API_DeregisterCluster.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DeregisterCluster.html
#amazonelastickubernetesservice-cluster
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeAccessEntry.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeAccessEntry.html
#amazonelastickubernetesservice-access-entry
#amazonelastickubernetesservice-access-entry
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeAddon.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeAddon.html
#amazonelastickubernetesservice-addon
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeAddonConfiguration.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeAddonConfiguration.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeAddonConfiguration.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeAddonVersions.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeAddonVersions.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeCluster.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeCluster.html
#amazonelastickubernetesservice-cluster
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeClusterVersions.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeClusterVersions.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeClusterVersions.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeEksAnywhereSubscription.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeEksAnywhereSubscription.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeEksAnywhereSubscription.html
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeFargateProfile.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeFargateProfile.html
#amazonelastickubernetesservice-fargateprofile
#amazonelastickubernetesservice-fargateprofile


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeI 
dentityPr 
oviderConfig

授予权限以检索与集群关联的 
Idp config 的相关描述性信息

读取 identityp 
roviderco 
nfig*

   

 DescribeI 
nsight

授予检索指定集群中检测到的
见解的描述性信息的权限

读取 cluster*    

 DescribeN 
odegroup

授予权限以检索有关 Amazon 
EKS 节点组的描述性信息

读取 nodegroup 
*

   

 DescribeP 
odIdentit 
yAssociation

授予描述 EKS 容器组身份关联
的权限

读取 podidenti 
tyassocia 
tion*

   

cluster*    

addon    

 DescribeU 
pdate

授予权限以检索给定 Amazon 
EKS cluster/nodegroup/add 
的给定更新（在指定或默认区
域）

读取

nodegroup    

access-
entry*

    Disassoci 
ateAccess 
Policy

授予将 Amazon EKS 访问策略
与 Amazon EKS 访问条目取消
关联的权限

写入

  eks:polic 
yArn

eks:names 
paces

eks:acces 
sScope
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https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeIdentityProviderConfig.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeIdentityProviderConfig.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeIdentityProviderConfig.html
#amazonelastickubernetesservice-identityproviderconfig
#amazonelastickubernetesservice-identityproviderconfig
#amazonelastickubernetesservice-identityproviderconfig
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeInsight.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeInsight.html
#amazonelastickubernetesservice-cluster
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
#amazonelastickubernetesservice-nodegroup
#amazonelastickubernetesservice-nodegroup
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribePodIdentityAssociation.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribePodIdentityAssociation.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribePodIdentityAssociation.html
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-cluster
#amazonelastickubernetesservice-addon
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeUpdate.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeUpdate.html
#amazonelastickubernetesservice-nodegroup
#amazonelastickubernetesservice-nodegroup
#amazonelastickubernetesservice-access-entry
#amazonelastickubernetesservice-access-entry
https://docs.aws.amazon.com/eks/latest/APIReference/API_DisassociateAccessPolicy.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DisassociateAccessPolicy.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DisassociateAccessPolicy.html
#amazonelastickubernetesservice-eks_policyArn
#amazonelastickubernetesservice-eks_policyArn
#amazonelastickubernetesservice-eks_namespaces
#amazonelastickubernetesservice-eks_namespaces
#amazonelastickubernetesservice-eks_accessScope
#amazonelastickubernetesservice-eks_accessScope


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateIdenti 
tyProvide 
rConfig

授予权限以删除关联的 Idp 
config

写入 identityp 
roviderco 
nfig*

   

 ListAcces 
sEntries

授予列出所有 Amazon EKS 访
问条目的权限

列表 cluster*    

 ListAcces 
sPolicies

授予列出 Amazon EKS 访问策
略的权限

列表      

 ListAddons 授予在您的 AWS 账户 （指定
或默认区域）列出给定集群的 
Amazon EKS 插件的权限

列表 cluster*    

 ListAssoc 
iatedAcce 
ssPolicies

授予列出关联访问策略与 
Amazon EKS 访问条目的权限

列表 access-
entry*

   

 ListClusters 授予列出您的 AWS 账户 （指
定或默认区域）中的 Amazon 
EKS 集群的权限

列表      

 ListDashb 
oardData

授予列出仪表板数据的权
限。Amazon EKS 控制面板汇
总了有关跨多个账户和区域的 
集群资源的信息。控制面板包
含有关 EC2 实例和 EKS 集群
版本的信息

读取 dashboard 
*
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https://docs.aws.amazon.com/eks/latest/APIReference/API_DisassociateIdentityProviderConfig.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DisassociateIdentityProviderConfig.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DisassociateIdentityProviderConfig.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DisassociateIdentityProviderConfig.html
#amazonelastickubernetesservice-identityproviderconfig
#amazonelastickubernetesservice-identityproviderconfig
#amazonelastickubernetesservice-identityproviderconfig
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListAccessEntries.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListAccessEntries.html
#amazonelastickubernetesservice-cluster
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListAccessPolicies.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListAccessPolicies.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListAddons.html
#amazonelastickubernetesservice-cluster
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListAssociatedAccessPolicies.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListAssociatedAccessPolicies.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListAssociatedAccessPolicies.html
#amazonelastickubernetesservice-access-entry
#amazonelastickubernetesservice-access-entry
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListClusters.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListDashboardData.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListDashboardData.html
#amazonelastickubernetesservice-dashboard
#amazonelastickubernetesservice-dashboard


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDashb 
oardResou 
rces

授予列出仪表板资源的权
限。Amazon EKS 控制面板汇
总了有关跨多个账户和区域的 
集群资源的信息。控制面板包
含有关 EC2 实例和 EKS 集群
版本的信息

读取 dashboard 
*

   

 ListEksAn 
ywhereSub 
scriptions

授予列出 EKS Anywhere 订阅
的权限

列表      

 ListFarga 
teProfiles

授予列出您 AWS 账户 （在指
定或默认区域）中与给定集群
关联的 AWS Fargate 配置文件
的权限

列表 cluster*    

 ListIdent 
ityProvid 
erConfigs

授予列出您 AWS 账户 （在指
定或默认区域）中与给定集群
关联的 Idp 配置的权限

列表 cluster*    

 ListInsights 授予列出指定集群的所有检测
见解的权限

列表 cluster*    

 ListNodeg 
roups

授予权限以列出您的 AWS 账
户 （在指定或默认区域）连接
到给定集群的 Amazon EKS 节
点组

列表 cluster*    

 ListPodId 
entityAss 
ociations

授予列出 EKS 容器组身份关联
的权限

列表 cluster*    

addon     ListTagsF 
orResource

授予列出指定资源的标签的权
限

读取

cluster    
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https://docs.aws.amazon.com/eks/latest/APIReference/API_ListDashboardResources.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListDashboardResources.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListDashboardResources.html
#amazonelastickubernetesservice-dashboard
#amazonelastickubernetesservice-dashboard
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListEksAnywhereSubscriptions.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListEksAnywhereSubscriptions.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListEksAnywhereSubscriptions.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListFargateProfiles.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListFargateProfiles.html
#amazonelastickubernetesservice-cluster
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListIdentityProviderConfigs.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListIdentityProviderConfigs.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListIdentityProviderConfigs.html
#amazonelastickubernetesservice-cluster
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListInsights.html
#amazonelastickubernetesservice-cluster
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListNodegroups.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListNodegroups.html
#amazonelastickubernetesservice-cluster
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListPodIdentityAssociations.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListPodIdentityAssociations.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListPodIdentityAssociations.html
#amazonelastickubernetesservice-cluster
#amazonelastickubernetesservice-addon
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListTagsForResource.html
#amazonelastickubernetesservice-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dashboard    

eks-
anywh 
ere-
subsc 
ription

   

fargatepr 
ofile

   

identityp 
roviderco 
nfig

   

nodegroup    

cluster*    

addon    

 ListUpdates 授予列出给定 Amazon EKS 
cluster/nodegroup/add 更新的
权限（在指定或默认区域）

列表

nodegroup    

 RegisterC 
luster

授予注册外部集群的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

access-
entry

   

addon    

 TagResour 
ce

授予标记指定资源的权限 Tagging

cluster    
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#amazonelastickubernetesservice-dashboard
#amazonelastickubernetesservice-dashboard
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-fargateprofile
#amazonelastickubernetesservice-fargateprofile
#amazonelastickubernetesservice-identityproviderconfig
#amazonelastickubernetesservice-identityproviderconfig
#amazonelastickubernetesservice-identityproviderconfig
#amazonelastickubernetesservice-nodegroup
#amazonelastickubernetesservice-nodegroup
#amazonelastickubernetesservice-cluster
#amazonelastickubernetesservice-addon
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListUpdates.html
#amazonelastickubernetesservice-nodegroup
#amazonelastickubernetesservice-nodegroup
https://docs.aws.amazon.com/eks/latest/APIReference/API_RegisterCluster.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_RegisterCluster.html
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-access-entry
#amazonelastickubernetesservice-access-entry
#amazonelastickubernetesservice-addon
https://docs.aws.amazon.com/eks/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_TagResource.html
#amazonelastickubernetesservice-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dashboard    

eks-
anywh 
ere-
subsc 
ription

   

fargatepr 
ofile

   

identityp 
roviderco 
nfig

   

nodegroup    

podidenti 
tyassocia 
tion

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

access-
entry

   

addon    

 UntagReso 
urce

授予取消标记指定资源的权限 标记

cluster    
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#amazonelastickubernetesservice-dashboard
#amazonelastickubernetesservice-dashboard
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-fargateprofile
#amazonelastickubernetesservice-fargateprofile
#amazonelastickubernetesservice-identityproviderconfig
#amazonelastickubernetesservice-identityproviderconfig
#amazonelastickubernetesservice-identityproviderconfig
#amazonelastickubernetesservice-nodegroup
#amazonelastickubernetesservice-nodegroup
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_RequestTag___TagKey_
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-access-entry
#amazonelastickubernetesservice-access-entry
#amazonelastickubernetesservice-addon
https://docs.aws.amazon.com/eks/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_UntagResource.html
#amazonelastickubernetesservice-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dashboard    

eks-
anywh 
ere-
subsc 
ription

   

fargatepr 
ofile

   

identityp 
roviderco 
nfig

   

nodegroup    

podidenti 
tyassocia 
tion

   

  aws:TagKe 
ys

 

 UpdateAcc 
essEntry

授予更新 Amazon EKS 访问条
目的权限

写入 access-
entry*

   

addon*     UpdateAdd 
on

授予权限以更新 Amazon EKS 
附加组件配置，例如 VPC-CNI 
版本

Write

podidenti 
tyassocia 
tion

   

 UpdateClu 
sterConfig

Write cluster*    
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#amazonelastickubernetesservice-dashboard
#amazonelastickubernetesservice-dashboard
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-fargateprofile
#amazonelastickubernetesservice-fargateprofile
#amazonelastickubernetesservice-identityproviderconfig
#amazonelastickubernetesservice-identityproviderconfig
#amazonelastickubernetesservice-identityproviderconfig
#amazonelastickubernetesservice-nodegroup
#amazonelastickubernetesservice-nodegroup
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-aws_TagKeys
#amazonelastickubernetesservice-aws_TagKeys
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateAccessEntry.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateAccessEntry.html
#amazonelastickubernetesservice-access-entry
#amazonelastickubernetesservice-access-entry
#amazonelastickubernetesservice-addon
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateAddon.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateAddon.html
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateClusterConfig.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateClusterConfig.html
#amazonelastickubernetesservice-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

授予权限以更新 Amazon EKS 
集群配置（例如，API 服务器
终端节点访问）

  eks:authe 
ntication 
Mode

eks:suppo 
rtType

eks:compu 
teConfigE 
nabled

eks:elast 
icLoadBal 
ancingEna 
bled

eks:block 
StorageEn 
abled

 

 UpdateClu 
sterVersion

授予权限以更新 Amazon EKS 
集群的 Kubernetes 版本

写入 cluster*    

 UpdateEks 
AnywhereS 
ubscription

授予更新 EKS Anywhere 订阅
的权限

写入 eks-
anywh 
ere-
subsc 
ription*

   

 UpdateNod 
egroupConfig

授予更新 Amazon EKS 节点组
配置（例如：min/max/desired
容量或标签）的权限

写入 nodegroup 
*
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#amazonelastickubernetesservice-eks_authenticationMode
#amazonelastickubernetesservice-eks_authenticationMode
#amazonelastickubernetesservice-eks_authenticationMode
#amazonelastickubernetesservice-eks_supportType
#amazonelastickubernetesservice-eks_supportType
#amazonelastickubernetesservice-eks_computeConfigEnabled
#amazonelastickubernetesservice-eks_computeConfigEnabled
#amazonelastickubernetesservice-eks_computeConfigEnabled
#amazonelastickubernetesservice-eks_elasticLoadBalancingEnabled
#amazonelastickubernetesservice-eks_elasticLoadBalancingEnabled
#amazonelastickubernetesservice-eks_elasticLoadBalancingEnabled
#amazonelastickubernetesservice-eks_elasticLoadBalancingEnabled
#amazonelastickubernetesservice-eks_blockStorageEnabled
#amazonelastickubernetesservice-eks_blockStorageEnabled
#amazonelastickubernetesservice-eks_blockStorageEnabled
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateClusterVersion.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateClusterVersion.html
#amazonelastickubernetesservice-cluster
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateEksAnywhereSubscription.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateEksAnywhereSubscription.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateEksAnywhereSubscription.html
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
#amazonelastickubernetesservice-eks-anywhere-subscription
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateNodegroupConfig.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateNodegroupConfig.html
#amazonelastickubernetesservice-nodegroup
#amazonelastickubernetesservice-nodegroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateNod 
egroupVer 
sion

授予权限以更新 Amazon EKS 
节点组的 Kubernetes 版本

写入 nodegroup 
*

   

 UpdatePod 
IdentityA 
ssociation

授予更新 EKS 容器组身份关联
的权限

写入 podidenti 
tyassocia 
tion*

   

Amazon Elastic Kubernetes Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 cluster arn:${Partition}:eks:${Region}:${Acc 
ount}:cluster/${ClusterName}

aws:ResourceTag/${ 
TagKey}

 nodegroup arn:${Partition}:eks:${Region}:${Acc 
ount}:nodegroup/${ClusterName}/${Nod 
egroupName}/${UUID}

aws:ResourceTag/${ 
TagKey}

 addon arn:${Partition}:eks:${Region}:${Acc 
ount}:addon/${ClusterName}/${AddonNa 
me}/${UUID}

aws:ResourceTag/${ 
TagKey}

 fargateprofile arn:${Partition}:eks:${Region}:${Acc 
ount}:fargateprofile/${ClusterName}/ 
${FargateProfileName}/${UUID}

aws:ResourceTag/${ 
TagKey}

 identityp 
roviderconfig

arn:${Partition}:eks:${Region}:${Acc 
ount}:identityproviderconfig/${Clust 

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateNodegroupVersion.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateNodegroupVersion.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdateNodegroupVersion.html
#amazonelastickubernetesservice-nodegroup
#amazonelastickubernetesservice-nodegroup
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdatePodIdentityAssociation.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdatePodIdentityAssociation.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_UpdatePodIdentityAssociation.html
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
#amazonelastickubernetesservice-podidentityassociation
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/eks/latest/userguide/clusters.html
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/eks/latest/userguide/managed-node-groups.html
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/eks/latest/userguide/eks-add-ons.html
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

erName}/${IdentityProviderType}/${Id 
entityProviderConfigName}/${UUID}

 eks-anywh 
ere-subsc 
ription

arn:${Partition}:eks:${Region}:${Acc 
ount}:eks-anywhere-subscription/${UU 
ID}

aws:ResourceTag/${ 
TagKey}

 podidenti 
tyassociation

arn:${Partition}:eks:${Region}:${Acc 
ount}:podidentityassociation/${Clust 
erName}/${UUID}

aws:ResourceTag/${ 
TagKey}

 access-entry arn:${Partition}:eks:${Region}:${Acc 
ount}:access-entry/${ClusterName}/${ 
IamIdentityType}/${IamIdentityAccoun 
tID}/${IamIdentityName}/${UUID}

aws:ResourceTag/${ 
TagKey}

eks:accessEntryType

eks:clusterName

eks:kubernetesGrou 
ps

eks:principalArn

eks:username

 access-po 
licy

arn:${Partition}:eks::aws:cluster-ac 
cess-policy/${AccessPolicyName}

 

 dashboard arn:${Partition}:eks:${Region}:${Acc 
ount}:dashboard/${DashboardName}

aws:ResourceTag/${ 
TagKey}

Amazon Elastic Kubernetes Service 的条件键

Amazon Elastic Kubernetes Service 定义以下可以在 IAM policy 的 Condition 元素中使用的条件
键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。
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https://anywhere.eks.amazonaws.com/docs/clustermgmt/support/cluster-license/
https://anywhere.eks.amazonaws.com/docs/clustermgmt/support/cluster-license/
https://anywhere.eks.amazonaws.com/docs/clustermgmt/support/cluster-license/
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
#amazonelastickubernetesservice-eks_accessEntryType
#amazonelastickubernetesservice-eks_clusterName
#amazonelastickubernetesservice-eks_kubernetesGroups
#amazonelastickubernetesservice-eks_kubernetesGroups
#amazonelastickubernetesservice-eks_principalArn
#amazonelastickubernetesservice-eks_username
https://docs.aws.amazon.com/eks/latest/userguide/access-policies.html
https://docs.aws.amazon.com/eks/latest/userguide/access-policies.html
https://docs.aws.amazon.com/eks/latest/userguide/cluster-dashboard.html
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
#amazonelastickubernetesservice-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html


服务授权参考 服务授权参考

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按用户向 EKS 服务发出的请求中包含的键筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按标签键值对筛选访问 字符串

 aws:TagKeys 按用户向 EKS 服务发出的请求中包含的所有标签键名称的
列表筛选访问

ArrayOfString

 eks:acces 
sEntryType

按用户向 EKS 服务发出的访问条目请求中所包含的访问条
目类型筛选访问权限

字符串

 eks:acces 
sScope

按用户向 EKS 服务发出的关联/取消关联访问策略请求中
包含的 accessScope 筛选访问权限

字符串

 eks:authe 
nticationMode

按创建/更新集群请求中所包含的身份验证模式筛选访问权
限

字符串

 eks:block 
StorageEnabled

在创建/更新集群请求中按启用块存储的参数筛选访问权限 布尔型

 eks:boots 
trapClust 
erCreator 
AdminPerm 
issions

按创建集群请求中的 bootstrapClusterCreatorAdmi 
nPermissions 当前用户筛选访问权限

布尔型

 eks:boots 
trapSelfM 
anagedAddons

按创建集群请求中存在的 bootstrapSelfManaged插件筛选
访问权限

布尔型

 eks:clientId 筛选用户向 EKS 服务发出的 C associateIdentityProvider 
onfig 请求中存在的 ClientId 的访问权限

字符串

 eks:clust 
erName

按用户向 EKS 服务发出的访问条目请求中所包含的 
clusterName 筛选访问权限

字符串
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https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/eks/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies


服务授权参考 服务授权参考

条件键 描述 类型

 eks:compu 
teConfigEnabled

在创建/更新集群请求中按启用计算配置的参数筛选访问权
限

布尔型

 eks:elast 
icLoadBal 
ancingEnabled

在创建/更新集群请求中按启用弹性负载平衡的参数筛选访
问权限

布尔型

 eks:issuerUrl 按用户向 EKS 服务发出的 Confi associateIdentityProvider 
g 请求中存在的 issuerUrl 筛选访问权限

字符串

 eks:kuber 
netesGroups

按用户向 EKS 服务发出的访问条目请求中所包含的 
kubernetesGroups 筛选访问权限

ArrayOfString

 eks:names 
paces

按用户向 EKS 服务发出的关联/取消关联访问策略请求中
包含的 namespaces 筛选访问权限

ArrayOfString

 eks:policyArn 按用户向 EKS 服务发出的访问条目请求中所包含的 
policyArn 筛选访问权限

ARN

 eks:principalArn 按用户向 EKS 服务发出的访问条目请求中所包含的 
principalArn 筛选访问权限

ARN

 eks:supportType 按创建/更新集群请求中所包含的 supportType 筛选访问权
限

字符串

 eks:username 按用户向 EKS 服务发出的访问条目请求中所包含的 
Kubernetes 用户名筛选访问权限

字符串

AWS Elastic Load Balancing 的操作、资源和条件键

AWS Elastic Load Balancing（服务前缀:elasticloadbalancing）提供以下特定于服务的资源、操
作和条件上下文密钥，用于 IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Elastic Load Balancing 定义的操作

• AWS Elastic Load Balancing 定义的资源类型

• AWS Elastic Load Balancing 的条件键

AWS Elastic Load Balancing 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

loadbalan 
cer*

    AddTags 授予将指定标签添加到指定负
载均衡器的权限。每个负载均
衡器最多可以有 10 个标签

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

elasticlo 
adbalanci 
ng:Create 
Action

 

loadbalan 
cer*

    ApplySecu 
rityGroup 
sToLoadBa 
lancer

授予将一个或多个安全组关联
到某个虚拟私有云（VPC）中 
的负载均衡器的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
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#awselasticloadbalancing-loadbalancer
#awselasticloadbalancing-loadbalancer
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_AddTags.html
#awselasticloadbalancing-aws_RequestTag___TagKey_
#awselasticloadbalancing-aws_RequestTag___TagKey_
#awselasticloadbalancing-aws_RequestTag___TagKey_
#awselasticloadbalancing-aws_TagKeys
#awselasticloadbalancing-aws_TagKeys
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_CreateAction
#awselasticloadbalancing-elasticloadbalancing_CreateAction
#awselasticloadbalancing-elasticloadbalancing_CreateAction
#awselasticloadbalancing-elasticloadbalancing_CreateAction
#awselasticloadbalancing-loadbalancer
#awselasticloadbalancing-loadbalancer
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_ApplySecurityGroupsToLoadBalancer.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_ApplySecurityGroupsToLoadBalancer.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_ApplySecurityGroupsToLoadBalancer.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_ApplySecurityGroupsToLoadBalancer.html
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ng:Resour 
ceTag/
${T 
agKey}

elasticlo 
adbalanci 
ng:Securi 
tyGroup

loadbalan 
cer*

    AttachLoa 
dBalancer 
ToSubnets

授予向指定负载均衡器的已配
置子网集中添加一个或多个子
网的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

elasticlo 
adbalanci 
ng:Subnet

 

 Configure 
HealthCheck

授予指定运行状况检查设置以
在评估后端实例的运行状况时
使用的权限

写入 loadbalan 
cer*
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#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_SecurityGroup
#awselasticloadbalancing-elasticloadbalancing_SecurityGroup
#awselasticloadbalancing-elasticloadbalancing_SecurityGroup
#awselasticloadbalancing-elasticloadbalancing_SecurityGroup
#awselasticloadbalancing-loadbalancer
#awselasticloadbalancing-loadbalancer
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_AttachLoadBalancerToSubnets.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_AttachLoadBalancerToSubnets.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_AttachLoadBalancerToSubnets.html
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_Subnet
#awselasticloadbalancing-elasticloadbalancing_Subnet
#awselasticloadbalancing-elasticloadbalancing_Subnet
#awselasticloadbalancing-elasticloadbalancing_Subnet
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_ConfigureHealthCheck.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_ConfigureHealthCheck.html
#awselasticloadbalancing-loadbalancer
#awselasticloadbalancing-loadbalancer
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

loadbalan 
cer*

    CreateApp 
CookieSti 
ckinessPolicy

授予生成一个粘滞策略，并将
其粘滞会话生命周期设置为遵
循应用程序所生成 Cookie 的生
命周期的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 CreateLBC 
ookieStic 
kinessPolicy

授予生成一个粘滞策略，并将
其粘滞会话生命周期设置由浏
览器（用户代理）的生命周期
控制，或者在指定期限后到期
的权限

写入 loadbalan 
cer*
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#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-loadbalancer
#awselasticloadbalancing-loadbalancer
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#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_CreateLBCookieStickinessPolicy.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_CreateLBCookieStickinessPolicy.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_CreateLBCookieStickinessPolicy.html
#awselasticloadbalancing-loadbalancer
#awselasticloadbalancing-loadbalancer
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 CreateLoa 
dBalancer

授予权限以创建负载均衡器 写入 loadbalan 
cer

  elasticlo 
adbalanci 
ng:AddTag 
s
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#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_CreateLoadBalancer.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_CreateLoadBalancer.html
#awselasticloadbalancing-loadbalancer
#awselasticloadbalancing-loadbalancer
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

elasticlo 
adbalanci 
ng:Securi 
tyGroup

elasticlo 
adbalanci 
ng:Subnet

elasticlo 
adbalanci 
ng:Scheme

elasticlo 
adbalanci 
ng:Listen 

  

AWS Elastic Load Balancing 1614

#awselasticloadbalancing-aws_RequestTag___TagKey_
#awselasticloadbalancing-aws_RequestTag___TagKey_
#awselasticloadbalancing-aws_RequestTag___TagKey_
#awselasticloadbalancing-aws_TagKeys
#awselasticloadbalancing-aws_TagKeys
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_SecurityGroup
#awselasticloadbalancing-elasticloadbalancing_SecurityGroup
#awselasticloadbalancing-elasticloadbalancing_SecurityGroup
#awselasticloadbalancing-elasticloadbalancing_SecurityGroup
#awselasticloadbalancing-elasticloadbalancing_Subnet
#awselasticloadbalancing-elasticloadbalancing_Subnet
#awselasticloadbalancing-elasticloadbalancing_Subnet
#awselasticloadbalancing-elasticloadbalancing_Subnet
#awselasticloadbalancing-elasticloadbalancing_Scheme
#awselasticloadbalancing-elasticloadbalancing_Scheme
#awselasticloadbalancing-elasticloadbalancing_Scheme
#awselasticloadbalancing-elasticloadbalancing_Scheme
#awselasticloadbalancing-elasticloadbalancing_ListenerProtocol
#awselasticloadbalancing-elasticloadbalancing_ListenerProtocol
#awselasticloadbalancing-elasticloadbalancing_ListenerProtocol
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

erProtoco 
l

loadbalan 
cer*

    CreateLoa 
dBalancer 
Listeners

授予为指定负载均衡器创建一
个或多个侦听器的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

elasticlo 
adbalanci 
ng:Listen 
erProtoco 
l

 

 CreateLoa 
dBalancer 
Policy

授予使用指定属性为指定负载
均衡器创建一个策略的权限

写入 loadbalan 
cer*
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#awselasticloadbalancing-elasticloadbalancing_ListenerProtocol
#awselasticloadbalancing-elasticloadbalancing_ListenerProtocol
#awselasticloadbalancing-loadbalancer
#awselasticloadbalancing-loadbalancer
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_CreateLoadBalancerListeners.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_CreateLoadBalancerListeners.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_CreateLoadBalancerListeners.html
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ListenerProtocol
#awselasticloadbalancing-elasticloadbalancing_ListenerProtocol
#awselasticloadbalancing-elasticloadbalancing_ListenerProtocol
#awselasticloadbalancing-elasticloadbalancing_ListenerProtocol
#awselasticloadbalancing-elasticloadbalancing_ListenerProtocol
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_CreateLoadBalancerPolicy.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_CreateLoadBalancerPolicy.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_CreateLoadBalancerPolicy.html
#awselasticloadbalancing-loadbalancer
#awselasticloadbalancing-loadbalancer


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

elasticlo 
adbalanci 
ng:Securi 
tyPolicy

 

loadbalan 
cer*

    DeleteLoa 
dBalancer

授予删除指定负载均衡器的权
限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 DeleteLoa 
dBalancer 
Listeners

授予从指定负载均衡器中删除
指定侦听器的权限

写入 loadbalan 
cer*
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#awselasticloadbalancing-elasticloadbalancing_SecurityPolicy
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

loadbalan 
cer*

    DeleteLoa 
dBalancer 
Policy

授予从指定负载均衡器中删除
指定策略的权限 不得为任何侦
听器启用此策略

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 Deregiste 
rInstance 
sFromLoad 
Balancer

授予从指定负载均衡器中注销
指定实例的权限

写入 loadbalan 
cer*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 DescribeI 
nstanceHe 
alth

授予描述指定实例中与指定负
载均衡器有关的状态的权限

读取      

 DescribeL 
oadBalanc 
erAttributes

授予描述指定负载均衡器的属
性的权限

读取      

 DescribeL 
oadBalanc 
erPolicies

授予描述指定策略的权限 读取      

 DescribeL 
oadBalanc 
erPolicyT 
ypes

授予描述指定负载均衡器的策
略类型的权限

读取      

 DescribeL 
oadBalancers

授予描述指定的负载均衡器的
权限。如果未指定负载均衡
器，则该调用将描述您的所有
负载均衡器

列表      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeT 
ags

授予描述与指定负载均衡器关
联的标签的权限

读取      

loadbalan 
cer*

    DetachLoa 
dBalancer 
FromSubnets

授予从负载均衡器的已配置子
网集中移除指定子网的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

loadbalan 
cer*

    DisableAv 
ailabilit 
yZonesFor 
LoadBalancer

授予从指定负载均衡器的可用
区集中移除指定可用区的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 EnableAva 
ilability 
ZonesForL 
oadBalancer

授予将指定可用区添加至指定
负载均衡器的可用区集中的权
限

写入 loadbalan 
cer*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

loadbalan 
cer*

    ModifyLoa 
dBalancer 
Attributes

授予修改指定负载均衡器的属
性的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 RegisterI 
nstancesW 
ithLoadBa 
lancer

授予将指定实例添加到指定负
载均衡器的权限

写入 loadbalan 
cer*

   

AWS Elastic Load Balancing 1620

#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-loadbalancer
#awselasticloadbalancing-loadbalancer
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_ModifyLoadBalancerAttributes.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_ModifyLoadBalancerAttributes.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_ModifyLoadBalancerAttributes.html
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-aws_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancing-elasticloadbalancing_ResourceTag___TagKey_
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_RegisterInstancesWithLoadBalancer.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_RegisterInstancesWithLoadBalancer.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_RegisterInstancesWithLoadBalancer.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/API_RegisterInstancesWithLoadBalancer.html
#awselasticloadbalancing-loadbalancer
#awselasticloadbalancing-loadbalancer


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

loadbalan 
cer*

    RemoveTag 
s

授予从指定负载均衡器中移除
一个或多个标签的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

loadbalan 
cer*

    SetLoadBa 
lancerLis 
tenerSSLC 
ertificate

授予设置可终止指定侦听器的 
SSL 连接的证书的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

loadbalan 
cer*

    SetLoadBa 
lancerPol 
iciesForB 
ackendServer

授予替换与指定端口关联的策
略集，以便后端服务器用一组
新策略在此端口上侦听的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 SetLoadBa 
lancerPol 
iciesOfLi 
stener

授予将指定负载均衡器端口的
当前策略集替换为指定策略集
的权限

写入 loadbalan 
cer*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

elasticlo 
adbalanci 
ng:Securi 
tyPolicy

 

AWS Elastic Load Balancing 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 loadbalancer arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:loadbalancer/ 
${LoadBalancerName}

aws:ResourceTag/${ 
TagKey}

elasticloadbalanci 
ng:ResourceTag/${T 
agKey}
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服务授权参考 服务授权参考

AWS Elastic Load Balancing 的条件键

AWS Elastic Load Balancing 定义了以下可用于 IAM 策略Condition元素的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

 elasticlo 
adbalanci 
ng:CreateAction

按资源创建 API 操作的名称筛选访问 字符串

 elasticlo 
adbalanci 
ng:Listen 
erProtocol

按请求中允许的侦听器协议筛选访问权限 ArrayOfString

 elasticlo 
adbalanci 
ng:ResourceTag/

按附加到资源的标签键值对的前言字符串筛选访问 字符串

 elasticlo 
adbalanci 
ng:ResourceTag/
${TagKey}

按附加到资源的标签键值对的前言字符串筛选访问 字符串

 elasticlo 
adbalanci 
ng:Scheme

按请求中允许的负载均衡器方案筛选访问权限 字符串
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条件键 描述 类型

 elasticlo 
adbalanci 
ng:Securi 
tyGroup

筛选请求中允许的安全组 IDs 的访问权限 ArrayOfString

 elasticlo 
adbalanci 
ng:SecurityPolicy

按请求中允许的 SSL 安全策略筛选访问权限 ArrayOfString

 elasticlo 
adbalanci 
ng:Subnet

按请求中允许 IDs 的子网筛选访问权限 ArrayOfString

AWS  Elastic Load Balancing V2 的操作、资源和条件键

AWS Elastic Load Balancing V2（服务前缀:elasticloadbalancing）提供了以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS  Elastic Load Balancing V2 定义的操作

• AWS  Elastic Load Balancing V2 定义的资源类型

• AWS  Elastic Load Balancing V2 的条件键

AWS  Elastic Load Balancing V2 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

listener/ 
app*

   

listener/ 
net*

   

 AddListen 
erCertificates

授予将指定证书添加至指定安
全侦听器的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ng:Resour 
ceTag/
${T 
agKey}

listener- 
rule/app

   

listener- 
rule/net

   

listener/ 
app

   

listener/ 
gwy

   

listener/ 
net

   

loadbalan 
cer/app/

   

loadbalan 
cer/gwy/

   

loadbalan 
cer/net/

   

targetgro 
up

   

 AddTags 授予将指定标签添加到指定负
载均衡器的权限。每个负载均
衡器最多可以有 10 个标签

标记

truststore    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

elasticlo 
adbalanci 
ng:Create 
Action

 

 AddTrustS 
toreRevoc 
ations

授予向信任存储添加撤销的权
限

写入 truststor 
e*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

loadbalan 
cer/app/

  elasticlo 
adbalanci 
ng:AddTag 
s

loadbalan 
cer/gwy/

   

 CreateLis 
tener

授予为指定应用程序负载均衡
器创建侦听器的权限

写入

loadbalan 
cer/net/
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

elasticlo 
adbalanci 
ng:Securi 
tyPolicy

elasticlo 
adbalanci 
ng:Listen 
erProtoco 
l

 

 CreateLoa 
dBalancer

授予权限以创建负载均衡器 写入 loadbalan 
cer/app/

  elasticlo 
adbalanci 
ng:AddTag 
s
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

loadbalan 
cer/gwy/

   

loadbalan 
cer/net/

   

AWS Elastic Load Balancing 版本 1631

#awselasticloadbalancingv2-loadbalancer_gwy_
#awselasticloadbalancingv2-loadbalancer_gwy_
#awselasticloadbalancingv2-loadbalancer_net_
#awselasticloadbalancingv2-loadbalancer_net_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

elasticlo 
adbalanci 
ng:Securi 
tyGroup

elasticlo 
adbalanci 
ng:Subnet

elasticlo 
adbalanci 
ng:Scheme
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

listener/ 
app*

  elasticlo 
adbalanci 
ng:AddTag 
s

listener/ 
net*

   

 CreateRule 授予为指定探测器创建规则的
权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 CreateTar 
getGroup

授予创建目标组的权限 写入 targetgro 
up*

  elasticlo 
adbalanci 
ng:AddTag 
s
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 CreateTru 
stStore

授予创建信任存储的权限 写入 truststore   elasticlo 
adbalanci 
ng:AddTag 
s
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

listener/ 
app*

   

listener/ 
gwy*

   

 DeleteLis 
tener

授予删除指定侦听器的权限 写入

listener/ 
net*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

loadbalan 
cer/app/

   

loadbalan 
cer/gwy/

   

loadbalan 
cer/net/

   

 DeleteLoa 
dBalancer

授予删除指定负载均衡器的权
限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 DeleteRule 授予删除指定规则的权限 写入 listener- 
rule/app*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

listener- 
rule/net*

   

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

truststor 
e*

    DeleteSha 
redTrustS 
toreAssoc 
iation

授予权限以删除指定共享信任
存储关联

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 DeleteTar 
getGroup

授予删除指定目标组的权限 写入 targetgro 
up*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

truststor 
e*

    DeleteTru 
stStore

授予删除指定信任存储的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 Deregiste 
rTargets

授予从指定目标组注销指定目
标的权限

写入 targetgro 
up*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 DescribeA 
ccountLimits

授予描述 Elastic Load 
Balancing 资源限制的权限 
AWS 账户

读取      

 DescribeC 
apacityRe 
servation

授予描述负载均衡器容量预留
的权限

读取      

 DescribeL 
istenerAt 
tributes

授予权限以描述指定侦听器的
属性

读取      

 DescribeL 
istenerCe 
rtificates

授予描述指定安全侦听器的证
书的权限

读取      

 DescribeL 
isteners

授予描述指定侦听器或指定应
用程序负载均衡器的侦听器的
权限

读取      

 DescribeL 
oadBalanc 
erAttributes

授予描述指定负载均衡器的属
性的权限

读取      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeL 
oadBalancers

授予描述指定的负载均衡器的
权限。如果未指定负载均衡
器，则该调用将描述您的所有
负载均衡器

读取      

 DescribeR 
ules

授予描述指定规则或指定侦听
器的规则的权限

读取      

 DescribeS 
SLPolicies

授予描述指定策略或用于 SSL 
协商的所有策略的权限

读取      

 DescribeT 
ags

授予描述与指定资源关联的标
签的权限

读取      

 DescribeT 
argetGrou 
pAttributes

授予描述指定目标组的属性的
权限

读取      

 DescribeT 
argetGroups

授予描述指定目标组或您的所
有目标组的权限

读取      

 DescribeT 
argetHealth

授予描述指定目标或您的所有
目标的运行状况的权限

读取      

 DescribeT 
rustStore 
Associations

授予描述信任存储的关联的权
限

读取      

 DescribeT 
rustStore 
Revocations

授予描述指定信任存储撤销或
与信任存储相关的所有撤销的
权限

读取      

 DescribeT 
rustStores

授予描述指定信任存储或您的
所有信任存储的权限

读取      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

truststore     GetResour 
cePolicy

授予权限以检索与资源关联的
资源策略

读取

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

truststor 
e*

    GetTrustS 
toreCaCer 
tificates 
Bundle

授予检索信任存储 CA 证书捆
绑包的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 GetTrustS 
toreRevoc 
ationContent

授予检索信任存储撤销内容的
权限

读取 truststor 
e*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

loadbalan 
cer/app/

   

loadbalan 
cer/gwy/

   

loadbalan 
cer/net/

   

 ModifyCap 
acityRese 
rvation

授予修改负载均衡器容量预留
的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 ModifyIpP 
ools

授予修改负载均衡器的 IP 池的
权限

写入 loadbalan 
cer/app/
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

listener/ 
app*

   

listener/ 
gwy*

   

 ModifyLis 
tener

授予修改指定侦听器的指定属
性的权限

写入

listener/ 
net*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

elasticlo 
adbalanci 
ng:Securi 
tyPolicy

elasticlo 
adbalanci 
ng:Listen 
erProtoco 
l

 

listener/ 
app*

   

listener/ 
gwy*

   

 ModifyLis 
tenerAttr 
ibutes

授予权限以修改指定侦听器的
属性

写入

listener/ 
net*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

loadbalan 
cer/app/

   

loadbalan 
cer/gwy/

   

loadbalan 
cer/net/

   

 ModifyLoa 
dBalancer 
Attributes

授予修改指定负载均衡器的属
性的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 ModifyRule 授予修改指定规则的权限 写入 listener- 
rule/app*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

listener- 
rule/net*

   

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

targetgro 
up*

    ModifyTar 
getGroup

授予修改在评估指定目标组中
目标的运行状况时所使用运行
状况检查的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 ModifyTar 
getGroupA 
ttributes

授予修改指定目标值的指定属
性的权限

写入 targetgro 
up*

   

AWS Elastic Load Balancing 版本 1646

#awselasticloadbalancingv2-listener-rule_net
#awselasticloadbalancingv2-listener-rule_net
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-targetgroup
#awselasticloadbalancingv2-targetgroup
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_ModifyTargetGroup.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_ModifyTargetGroup.html
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_ModifyTargetGroupAttributes.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_ModifyTargetGroupAttributes.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_ModifyTargetGroupAttributes.html
#awselasticloadbalancingv2-targetgroup
#awselasticloadbalancingv2-targetgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

truststor 
e*

    ModifyTru 
stStore

授予修改指定信任存储的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 RegisterT 
argets

授予将指定目标注册到指定目
标组的权限

写入 targetgro 
up*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

listener/ 
app*

   

listener/ 
net*

   

 RemoveLis 
tenerCert 
ificates

授予移除指定安全侦听器的指
定证书的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

listener- 
rule/app

    RemoveTag 
s

授予从指定负载均衡器中移除
一个或多个标签的权限

标记

listener- 
rule/net
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

listener/ 
app

   

listener/ 
gwy

   

listener/ 
net

   

loadbalan 
cer/app/

   

loadbalan 
cer/gwy/

   

loadbalan 
cer/net/

   

targetgro 
up

   

truststore    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

truststor 
e*

    RemoveTru 
stStoreRe 
vocations

授予从信任存储中移除撤销的
权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

 SetIpAddr 
essType

授予设置指定负载均衡器的子
网所使用 IP 地址类型的权限

写入 loadbalan 
cer/app/
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

loadbalan 
cer/gwy/

   

loadbalan 
cer/net/

   

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

 

listener- 
rule/app*

    SetRulePr 
iorities

授予设置指定规则的优先级的
权限

写入

listener- 
rule/net*

   

loadbalan 
cer/app/

    SetSecuri 
tyGroups

授予将指定安全组关联到指定
负载均衡器的权限

写入

loadbalan 
cer/net/
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

elasticlo 
adbalanci 
ng:Securi 
tyGroup

 

loadbalan 
cer/app/

   

loadbalan 
cer/gwy/

   

 SetSubnets 授予为指定负载均衡器的指定
子网启用可用区的权限

写入

loadbalan 
cer/net/
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#awselasticloadbalancingv2-loadbalancer_gwy_
#awselasticloadbalancingv2-loadbalancer_gwy_
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_SetSubnets.html
#awselasticloadbalancingv2-loadbalancer_net_
#awselasticloadbalancingv2-loadbalancer_net_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

elasticlo 
adbalanci 
ng:Resour 
ceTag/
${T 
agKey}

elasticlo 
adbalanci 
ng:Subnet

 

 SetWebAcl
 [仅权限]

授予向 WAF 授 WebAcl 予权
限的权限

写入      

AWS  Elastic Load Balancing V2 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 listener/gwy arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:listener/gwy/ 
${LoadBalancerName}/${LoadBalancerId 
}/${ListenerId}

aws:ResourceTag/${ 
TagKey}

elasticloadbalanci 
ng:ResourceTag/${T 
agKey}

AWS Elastic Load Balancing 版本 1653

#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
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#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
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#awselasticloadbalancingv2-elasticloadbalancing_Subnet
#awselasticloadbalancingv2-elasticloadbalancing_Subnet
#awselasticloadbalancingv2-elasticloadbalancing_Subnet
#awselasticloadbalancingv2-elasticloadbalancing_Subnet
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_SetWebAcl.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_SetWebAcl.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/gateway-listeners.html
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
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资源类型 ARN 条件键

 listener/app arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:listener/app/ 
${LoadBalancerName}/${LoadBalancerId 
}/${ListenerId}

aws:ResourceTag/${ 
TagKey}

elasticloadbalanci 
ng:ResourceTag/${T 
agKey}

 listener-rule/
app

arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:listener-rule 
/app/${LoadBalancerName}/${LoadBalan 
cerId}/${ListenerId}/${ListenerRuleI 
d}

aws:ResourceTag/${ 
TagKey}

elasticloadbalanci 
ng:ResourceTag/${T 
agKey}

 listener/net arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:listener/net/ 
${LoadBalancerName}/${LoadBalancerId 
}/${ListenerId}

aws:ResourceTag/${ 
TagKey}

elasticloadbalanci 
ng:ResourceTag/${T 
agKey}

 listener-rule/
net

arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:listener-rule 
/net/${LoadBalancerName}/${LoadBalan 
cerId}/${ListenerId}/${ListenerRuleI 
d}

aws:ResourceTag/${ 
TagKey}

elasticloadbalanci 
ng:ResourceTag/${T 
agKey}

 loadbalan 
cer/gwy/

arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:loadbalancer/ 
gwy/${LoadBalancerName}/${LoadBalanc 
erId}

aws:ResourceTag/${ 
TagKey}

elasticloadbalanci 
ng:ResourceTag/${T 
agKey}
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#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/listener-update-rules.html
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/gateway-load-balancers.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/gateway-load-balancers.html
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-aws_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
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资源类型 ARN 条件键

 loadbalan 
cer/app/

arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:loadbalancer/ 
app/${LoadBalancerName}/${LoadBalanc 
erId}

aws:ResourceTag/${ 
TagKey}

elasticloadbalanci 
ng:ResourceTag/${T 
agKey}

 loadbalan 
cer/net/

arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:loadbalancer/ 
net/${LoadBalancerName}/${LoadBalanc 
erId}

aws:ResourceTag/${ 
TagKey}

elasticloadbalanci 
ng:ResourceTag/${T 
agKey}

 targetgroup arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:targetgroup/$ 
{TargetGroupName}/${TargetGroupId}

aws:ResourceTag/${ 
TagKey}

elasticloadbalanci 
ng:ResourceTag/${T 
agKey}

 truststore arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:truststore/${ 
TrustStoreName}/${TrustStoreId}

aws:ResourceTag/${ 
TagKey}

elasticloadbalanci 
ng:ResourceTag/${T 
agKey}

AWS  Elastic Load Balancing V2 的条件键

AWS Elastic Load Balancing V2 定义了以下可用于 IAM 策略Condition元素的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。
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#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
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#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
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#awselasticloadbalancingv2-elasticloadbalancing_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

 elasticlo 
adbalanci 
ng:CreateAction

按资源创建 API 操作的名称筛选访问 字符串

 elasticlo 
adbalanci 
ng:Listen 
erProtocol

按请求中允许的侦听器协议筛选访问权限 字符串

 elasticlo 
adbalanci 
ng:ResourceTag/
${TagKey}

按附加到资源的标签键值对的前言字符串筛选访问 字符串

 elasticlo 
adbalanci 
ng:Scheme

按请求中允许的负载均衡器方案筛选访问权限 字符串

 elasticlo 
adbalanci 
ng:Securi 
tyGroup

筛选请求中允许的安全组 IDs 的访问权限 ArrayOfString

 elasticlo 
adbalanci 
ng:SecurityPolicy

按请求中允许的 SSL 安全策略筛选访问权限 ArrayOfString
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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条件键 描述 类型

 elasticlo 
adbalanci 
ng:Subnet

按请求中允许 IDs 的子网筛选访问权限 ArrayOfString

Amazon Elastic 的操作、资源和条件密钥 MapReduce

Amazon Elastic MapReduce （服务前缀:elasticmapreduce）提供以下特定于服务的资源、操作和
条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Elastic 定义的操作 MapReduce

• 由 Amazon Elastic 定义的资源类型 MapReduce

• 亚马逊 Elastic 的条件密钥 MapReduce

Amazon Elastic 定义的操作 MapReduce

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

Note

该 DescribeJobFlows API 已被弃用，最终将被删除。我们建议您 ListBootstrapActions 改用 
ListClusters DescribeCluster ListSteps、、 ListInstanceGroups 和

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AccessAll 
EventLogs

授予在永久应用程序历史服务
器中查看所有事件日志的权限

写入 cluster*    

 AddInstan 
ceFleet

授予权限以将实例机群添加到
运行的集群中

写入 cluster*    

 AddInstan 
ceGroups

授予权限以将实例组添加到运
行的集群中

写入 cluster*    

cluster*     AddJobFlo 
wSteps

授予权限以将新步骤添加到运
行的集群中

写入

  elasticma 
preduce:E 
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/APIReference/API_AddInstanceFleet.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_AddInstanceFleet.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/APIReference/API_AddInstanceGroups.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_AddInstanceGroups.html
#amazonelasticmapreduce-cluster
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/APIReference/API_AddJobFlowSteps.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_AddJobFlowSteps.html
#amazonelasticmapreduce-elasticmapreduce_ExecutionRoleArn
#amazonelasticmapreduce-elasticmapreduce_ExecutionRoleArn
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

xecutionR 
oleArn

cluster    

editor    

notebook- 
execution

   

studio    

 AddTags 授予权限以将标签添加到 
Amazon EMR 资源中

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

elasticma 
preduce:R 
equestTag 
/
${TagKey 
}

 

 AttachEditor
[仅权限]

授予权限以将 EMR 笔记本连
接到计算引擎

写入 editor*    

 CancelSteps 授予权限以取消运行的集群中
的一个或多个待处理步骤

写入 cluster*    

 CreateEditor
[仅权限]

授予创建 EMR 笔记本的权限 写入 cluster    
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#amazonelasticmapreduce-elasticmapreduce_ExecutionRoleArn
#amazonelasticmapreduce-elasticmapreduce_ExecutionRoleArn
#amazonelasticmapreduce-cluster
#amazonelasticmapreduce-editor
#amazonelasticmapreduce-notebook-execution
#amazonelasticmapreduce-notebook-execution
#amazonelasticmapreduce-studio
https://docs.aws.amazon.com/emr/latest/APIReference/API_AddTags.html
#amazonelasticmapreduce-aws_RequestTag___TagKey_
#amazonelasticmapreduce-aws_RequestTag___TagKey_
#amazonelasticmapreduce-aws_RequestTag___TagKey_
#amazonelasticmapreduce-aws_TagKeys
#amazonelasticmapreduce-aws_TagKeys
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
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#amazonelasticmapreduce-cluster
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

elasticma 
preduce:R 
equestTag 
/
${TagKey 
}

 

 CreatePer 
sistentAppUI

授予创建永久性应用程序历史
记录服务器的权限

写入 cluster*    

 CreateRep 
ository [仅权
限]

授予创建 EMR 笔记本存储库
的权限

写入      

 CreateSec 
urityConf 
iguration

授予权限以创建安全配置 写入      
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#amazonelasticmapreduce-aws_RequestTag___TagKey_
#amazonelasticmapreduce-aws_RequestTag___TagKey_
#amazonelasticmapreduce-aws_RequestTag___TagKey_
#amazonelasticmapreduce-aws_TagKeys
#amazonelasticmapreduce-aws_TagKeys
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor
https://docs.aws.amazon.com/emr/latest/APIReference/API_CreateSecurityConfiguration.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_CreateSecurityConfiguration.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_CreateSecurityConfiguration.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateStudio 授予创建 EMR Studio 的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

elasticma 
preduce:R 
equestTag 
/
${TagKey 
}

 

 CreateStu 
dioPresig 
nedUrl

授予使用 IAM 身份验证模式启
动 EMR Studio 的权限

写入 studio*    

 CreateStu 
dioSessio 
nMapping

授予创建 EMR Studio 会话映
射的权限

写入 studio*    

 DeleteEditor
[仅权限]

授予删除 EMR 笔记本的权限 写入 editor*    

 DeleteRep 
ository [仅权
限]

授予删除 EMR 笔记本存储库
的权限

写入      

 DeleteSec 
urityConf 
iguration

授予权限以删除安全配置 写入      

 DeleteStudio 授予删除 EMR Studio 的权限 写入 studio*    
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
#amazonelasticmapreduce-aws_RequestTag___TagKey_
#amazonelasticmapreduce-aws_RequestTag___TagKey_
#amazonelasticmapreduce-aws_RequestTag___TagKey_
#amazonelasticmapreduce-aws_TagKeys
#amazonelasticmapreduce-aws_TagKeys
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
#amazonelasticmapreduce-elasticmapreduce_RequestTag___TagKey_
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
#amazonelasticmapreduce-studio
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
#amazonelasticmapreduce-studio
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-deleting
#amazonelasticmapreduce-editor
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor
https://docs.aws.amazon.com/emr/latest/APIReference/API_DeleteSecurityConfiguration.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_DeleteSecurityConfiguration.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_DeleteSecurityConfiguration.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
#amazonelasticmapreduce-studio


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteStu 
dioSessio 
nMapping

授予删除 EMR Studio 会话映
射的权限

写入 studio*    

 DeleteWor 
kspaceAcc 
ess [仅权限]

授予权限以阻止身份打开协作
工作区

权限管理 editor*    

 DescribeC 
luster

授予权限以获取有关集群的详
细信息，包括状态、硬件和软
件配置、VPC 设置等

读取 cluster*    

 DescribeE 
ditor [仅权限]

授予权限以查看有关笔记本
的信息，包括状态、用户、角
色、标签、位置等

读取 editor*    

 DescribeJ 
obFlows

授予描述集群详细信息（作
业流）的权限。此 API 已弃
用，最终将被删除。我们建
议您 ListBootstrapActions 改
用 ListClusters DescribeC 
luster ListSteps、、 ListInsta 
nceGroups 和

读取 cluster*    

 DescribeN 
otebookEx 
ecution

授予查看有关笔记本执行的信
息的权限

读取 notebook- 
execution 
*

   

 DescribeP 
ersistent 
AppUI

授予描述永久性应用程序历史
记录服务器的权限

读取 cluster*    
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
#amazonelasticmapreduce-studio
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-working-with.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-working-with.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-working-with.html
#amazonelasticmapreduce-editor
https://docs.aws.amazon.com/emr/latest/APIReference/API_DescribeCluster.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_DescribeCluster.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-working-with.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-working-with.html
#amazonelasticmapreduce-editor
https://docs.aws.amazon.com/emr/latest/APIReference/API_DescribeJobFlows.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_DescribeJobFlows.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-headless.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-headless.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-headless.html
#amazonelasticmapreduce-notebook-execution
#amazonelasticmapreduce-notebook-execution
#amazonelasticmapreduce-notebook-execution
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
#amazonelasticmapreduce-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
eleaseLabel

授予查看有关 EMR 版本的信
息的权限，例如支持哪些应用
程序

读取      

 DescribeR 
epository [仅
权限]

授予描述 EMR 笔记本存储库
的权限

读取      

 DescribeS 
ecurityCo 
nfiguration

授予权限以获取安全配置的详
细信息

读取      

 DescribeS 
tep

授予权限以获取有关集群步骤
的详细信息

读取 cluster*    

 DescribeS 
tudio

授予查看有关 EMR Studio 的
信息的权限

读取 studio*    

 DetachEditor
[仅权限]

授予从计算引擎分离 EMR 笔
记本的权限

写入 editor*    

 GetAutoTe 
rmination 
Policy

授予检索与集群关联的自动终
止策略的权限

读取 cluster*    

 GetBlockP 
ublicAcce 
ssConfigu 
ration

授予检索该地区的 EMR 屏蔽
公共访问配置 AWS 账户 的权
限

读取      
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https://docs.aws.amazon.com/emr/latest/APIReference/API_DescribeReleaseLabel.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_DescribeReleaseLabel.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor
https://docs.aws.amazon.com/emr/latest/APIReference/API_DescribeSecurityConfiguration.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_DescribeSecurityConfiguration.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_DescribeSecurityConfiguration.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_DescribeStep.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_DescribeStep.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
#amazonelasticmapreduce-studio
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-working-with.html
#amazonelasticmapreduce-editor
https://docs.aws.amazon.com/emr/latest/APIReference/API_GetAutoTerminationPolicy.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_GetAutoTerminationPolicy.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_GetAutoTerminationPolicy.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/APIReference/API_GetBlockPublicAccessConfiguration.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_GetBlockPublicAccessConfiguration.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_GetBlockPublicAccessConfiguration.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_GetBlockPublicAccessConfiguration.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster*     GetCluste 
rSessionC 
redentials

授予为启用细粒度访问控制的 
EMR 集群检索与给定执行 IAM 
角色相关联的 HTTP 基本凭证
的权限

写入

  elasticma 
preduce:E 
xecutionR 
oleArn

 

 GetManage 
dScalingP 
olicy

授予检索与集群关联的托管扩
缩策略的权限

读取 cluster*    

 GetOnClus 
terAppUIP 
resignedURL

授予获取集群上运行的应用程
序历史记录服务器的预签名 
URL 的权限

写入 cluster*    

cluster*     GetPersis 
tentAppUI 
Presigned 
URL

授予获取永久应用程序历史记
录服务器的预签名 URL 的权限

写入

  elasticma 
preduce:E 
xecutionR 
oleArn

 

 GetStudio 
SessionMa 
pping

授予查看有关 EMR Studio 会
话映射的信息的权限

读取 studio*    

 LinkRepos 
itory [仅权限]

授予将 EMR 笔记本存储库与 
EMR Notebooks 链接的权限

写入      

 ListBoots 
trapActions

授予权限以获取有关与集群关
联的引导操作的详细信息

读取 cluster*    

 ListClusters 授予获取可访问集群状态的权
限

列表      
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#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-steps-runtime-roles.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-steps-runtime-roles.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-steps-runtime-roles.html
#amazonelasticmapreduce-elasticmapreduce_ExecutionRoleArn
#amazonelasticmapreduce-elasticmapreduce_ExecutionRoleArn
#amazonelasticmapreduce-elasticmapreduce_ExecutionRoleArn
#amazonelasticmapreduce-elasticmapreduce_ExecutionRoleArn
https://docs.aws.amazon.com/emr/latest/APIReference/API_GetManagedScalingPolicy.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_GetManagedScalingPolicy.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_GetManagedScalingPolicy.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
#amazonelasticmapreduce-cluster
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html
#amazonelasticmapreduce-elasticmapreduce_ExecutionRoleArn
#amazonelasticmapreduce-elasticmapreduce_ExecutionRoleArn
#amazonelasticmapreduce-elasticmapreduce_ExecutionRoleArn
#amazonelasticmapreduce-elasticmapreduce_ExecutionRoleArn
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
#amazonelasticmapreduce-studio
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListBootstrapActions.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListBootstrapActions.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListClusters.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEditors
[仅权限]

授予列出可访问 EMR 
Notebooks 的摘要信息的权限

列表      

 ListInsta 
nceFleets

授予权限以获取集群中的实例
机群的详细信息

读取 cluster*    

 ListInsta 
nceGroups

授予权限以获取集群中的实例
组的详细信息

读取 cluster*    

 ListInstances 授予获取有关集群中 Amazon 
EC2 实例详细信息的权限

读取 cluster*    

 ListNoteb 
ookExecut 
ions

授予列出笔记本执行摘要信息
的权限

列表      

 ListRelea 
seLabels

授予列出和筛选当前区域中可
用 EMR 版本的权限

列表      

 ListRepos 
itories [仅权
限]

授予列出现有 EMR 笔记本存
储库的权限

列表      

 ListSecur 
ityConfig 
urations

授予权限以按名称列出该账户
中的可用安全配置以及创建日
期和时间

列表      

 ListSteps 授予列出与集群关联的步骤的
权限

读取 cluster*    

 ListStudi 
oSessionM 
appings

授予列出有关 EMR Studio 会
话映射的摘要信息的权限

列表      

亚马逊弹性 MapReduce 1665

https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-working-with.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListInstanceFleets.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListInstanceFleets.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListInstanceGroups.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListInstanceGroups.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListInstances.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-headless.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-headless.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-headless.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListReleaseLabels.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListReleaseLabels.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListSecurityConfigurations.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListSecurityConfigurations.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListSecurityConfigurations.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListSteps.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListStudios 授予列出有关 EMR Studios 摘
要信息的权限

列表      

 ListSuppo 
rtedInsta 
nceTypes

授予列出 Amazon EMR 版本
支持的亚马逊 EC2 实例类型的
权限

列表      

 ListWorks 
paceAcces 
sIdentities [仅
权限]

授予权限以列出被授予对工作
区访问权限的身份

列表 editor*    

 ModifyClu 
ster

授予更改集群设置的权限，例
如可为集群同时执行的步骤数

写入 cluster*    

 ModifyIns 
tanceFleet

授予权限以更改实例机群的目
标按需容量和目标 Spot 容量

写入 cluster*    

 ModifyIns 
tanceGroups

授予更改实例组的 EC2 实例数
量和配置的权限

写入 cluster    

editor*     OpenEdito 
rInConsole
[仅权限]

授予权限以从控制台中启
动 EMR 笔记本的 Jupyter 
notebook 编辑器

写入

cluster    

 PutAutoSc 
alingPolicy

授予权限以便为核心实例组或
任务实例组创建或更新弹性伸
缩策略

写入 cluster*    

 PutAutoTe 
rmination 
Policy

授予权限以创建或更新与集群
关联的自动终止策略

写入 cluster*    
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListSupportedInstanceTypes.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListSupportedInstanceTypes.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListSupportedInstanceTypes.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-working-with.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-working-with.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-working-with.html
#amazonelasticmapreduce-editor
https://docs.aws.amazon.com/emr/latest/APIReference/API_ModifyCluster.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ModifyCluster.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/APIReference/API_ModifyInstanceFleet.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ModifyInstanceFleet.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/APIReference/API_ModifyInstanceGroups.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ModifyInstanceGroups.html
#amazonelasticmapreduce-cluster
#amazonelasticmapreduce-editor
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/APIReference/API_PutAutoScalingPolicy.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_PutAutoScalingPolicy.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/APIReference/API_PutAutoTerminationPolicy.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_PutAutoTerminationPolicy.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_PutAutoTerminationPolicy.html
#amazonelasticmapreduce-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutBlockP 
ublicAcce 
ssConfigu 
ration

授予权限以创建或更新该区
域的 EMR 屏蔽公共访问配置 
AWS 账户

权限管理      

 PutManage 
dScalingP 
olicy

授予权限以创建或更新与集群
关联的托管扩缩策略

写入 cluster*    

 PutWorksp 
aceAccess
 [仅权限]

授予权限以允许身份打开协作
工作区

权限管理 editor*    

 RemoveAut 
oScalingP 
olicy

授予从实例组中删除弹性伸缩
策略的权限

写入 cluster*    

 RemoveAut 
oTerminat 
ionPolicy

授予删除与集群关联的自动终
止策略的权限

写入 cluster*    

 RemoveMan 
agedScali 
ngPolicy

授予删除与集群关联的托管扩
缩策略的权限

写入 cluster*    

cluster    

editor    

notebook- 
execution

   

 RemoveTag 
s

授予从 Amazon EMR 资源中
删除标签的权限

标记

studio    
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https://docs.aws.amazon.com/emr/latest/APIReference/API_PutBlockPublicAccessConfiguration.html
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#amazonelasticmapreduce-cluster
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#amazonelasticmapreduce-notebook-execution
https://docs.aws.amazon.com/emr/latest/APIReference/API_RemoveTags.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_RemoveTags.html
#amazonelasticmapreduce-studio
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

 RunJobFlow 授予创建和启动集群（任务
流）的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

elasticma 
preduce:R 
equestTag 
/
${TagKey 
}

iam:PassR 
ole

 SetKeepJo 
bFlowAliv 
eWhenNoSt 
eps

授予权限以在集群执行步骤后
添加和移除自动终止

写入 cluster*    

 SetTermin 
ationProt 
ection

授予权限以便为集群添加和删
除终止保护

写入 cluster*    

 SetUnheal 
thyNodeRe 
placement

授予权限以为集群启用或禁用
运行状况不佳的节点替换

写入 cluster*    
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#amazonelasticmapreduce-aws_TagKeys
#amazonelasticmapreduce-aws_TagKeys
https://docs.aws.amazon.com/emr/latest/APIReference/API_RunJobFlow.html
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https://docs.aws.amazon.com/emr/latest/APIReference/API_SetKeepJobFlowAliveWhenNoSteps.html
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https://docs.aws.amazon.com/emr/latest/APIReference/API_SetTerminationProtection.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_SetTerminationProtection.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_SetTerminationProtection.html
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/APIReference/API_SetUnhealthyNodeReplacement.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_SetUnhealthyNodeReplacement.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_SetUnhealthyNodeReplacement.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SetVisibl 
eToAllUsers

授予权限以设置是否所有 
AWS 身份和访问管理 (IAM) 
Access Management 用户
都可以查看集群。 AWS 账
户 此 API 已被弃用，您的
集群可能对账户中的所有用
户都可见。要使用 IAM 策略
限制集群访问权限，请参阅 
Amazon EMR 的 Ident AWS 
ity and Access 管理 (https:// 
docs.aws.amazon.com/emr/lat 
est/ManagementGuide/emr-
plan-access-iam .html)

写入 cluster*    

editor*     StartEditor
[仅权限]

授予启动 EMR 笔记本的权限 写入

cluster    

cluster*     StartNote 
bookExecu 
tion

授予启动 EMR 笔记本执行的
权限

写入

editor*    
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https://docs.aws.amazon.com/emr/latest/APIReference/API_SetVisibleToAllUsers.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_SetVisibleToAllUsers.html
#amazonelasticmapreduce-cluster
#amazonelasticmapreduce-editor
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-working-with.html
#amazonelasticmapreduce-cluster
#amazonelasticmapreduce-cluster
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-headless.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-headless.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-headless.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

elasticma 
preduce:R 
equestTag 
/
${TagKey 
}

 

 StopEditor
[仅权限]

授予关闭 EMR 笔记本的权限 写入 editor*    

 StopNoteb 
ookExecution

授予停止笔记本执行的权限 写入 notebook- 
execution 
*

   

 Terminate 
JobFlows

授予终止集群（任务流）的权
限

写入 cluster*    

 UnlinkRep 
ository [仅权
限]

授予取消 EMR 笔记本存储库
与 EMR Notebooks 链接的权
限

写入      

 UpdateEditor
[仅权限]

授予权限以更新 EMR 
Notebooks

写入 editor*    

 UpdateRep 
ository [仅权
限]

授予更新 EMR 笔记本存储库
的权限

写入      
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks.html#emr-managed-notebooks-editor


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateStu 
dio

授予更新有关 EMR Studio 的
信息的权限

写入 studio*    

 UpdateStu 
dioSessio 
nMapping

授予更新 EMR Studio 会话映
射的权限

写入 studio*    

 ViewEvent 
sFromAllC 
lustersIn 
Console [仅
权限]

授予权限以使用 EMR 控制台
查看所有集群中的事件

列表      

由 Amazon Elastic 定义的资源类型 MapReduce

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 cluster arn:${Partition}:elasticmapreduce:${ 
Region}:${Account}:cluster/${Cluster 
Id}

aws:ResourceTag/${ 
TagKey}

elasticmapreduce:R 
esourceTag/${TagKe 
y}

 editor arn:${Partition}:elasticmapreduce:${ 
Region}:${Account}:editor/${EditorId 
}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio.html
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#amazonelasticmapreduce-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

elasticmapreduce:R 
esourceTag/${TagKe 
y}

 notebook- 
execution

arn:${Partition}:elasticmapreduce:${ 
Region}:${Account}:notebook-executio 
n/${NotebookExecutionId}

aws:ResourceTag/${ 
TagKey}

elasticmapreduce:R 
esourceTag/${TagKe 
y}

 studio arn:${Partition}:elasticmapreduce:${ 
Region}:${Account}:studio/${StudioId 
}

aws:ResourceTag/${ 
TagKey}

elasticmapreduce:R 
esourceTag/${TagKe 
y}

亚马逊 Elastic 的条件密钥 MapReduce

Amazon Elastic MapReduce 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按是否随操作一起提供标签和值对筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与 Amazon EMR 资源关联的标签和值对筛选访问权限 字符串

 aws:TagKeys 按是否随操作一起提供标签键筛选访问权限，而不管标签
值如何

ArrayOfString
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-access-iam.html#emr-fine-grained-cluster-access
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条件键 描述 类型

 elasticma 
preduce:E 
xecutionRoleArn

按是否随操作一起提供执行角色 ARN 筛选访问权限 ARN

 elasticma 
preduce:R 
equestTag/
${TagKey}

按是否随操作一起提供标签和值对筛选访问权限 字符串

 elasticma 
preduce:R 
esourceTag/
${TagKey}

按与 Amazon EMR 资源关联的标签和值对筛选访问权限 字符串

Amazon Elastic Transcoder 的操作、资源和条件键

Amazon Elastic Transcoder（服务前缀：elastictranscoder）提供以下服务特定的资源、操作和
条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Elastic Transcoder 定义的操作

• Amazon Elastic Transcoder 定义的资源类型

• Amazon Elastic Transcoder 的条件键
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https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/access-control.html
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Amazon Elastic Transcoder 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelJob 取消 Elastic Transcoder 尚未
开始处理的任务

Write job*    

pipeline*     CreateJob 创建作业 Write

preset*    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePip 
eline

创建管道 Write      

 CreatePreset 创建预设 Write      

 DeletePip 
eline

删除管道 Write pipeline*    

 DeletePreset 删除预设 Write preset*    

 ListJobsB 
yPipeline

获取您分配给管道的任务的列
表

List pipeline*    

 ListJobsB 
yStatus

获取有关所有与当前 AWS 账
户 任务关联且具有指定状态的
作业的信息

列表      

 ListPipelines 获取与当前管道相关的管道列
表 AWS 账户

列表      

 ListPresets 获取与当前预设关联的所有预
设的列表 AWS 账户

列表      

 ReadJob 获取有关任务的详细信息 Read job*    

 ReadPipel 
ine

获取有关管道的详细信息 Read pipeline*    

 ReadPreset 获取有关预设的详细信息 Read preset*    

 TestRole 测试管道的设置以确保 Elastic 
Transcoder 可以创建和处理任
务

Write      

 UpdatePip 
eline

更新管道的设置 Write pipeline*    
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https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/create-pipeline.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/create-pipeline.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/create-preset.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/delete-pipeline.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/delete-pipeline.html
#amazonelastictranscoder-pipeline
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/delete-preset.html
#amazonelastictranscoder-preset
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/list-jobs-by-pipeline.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/list-jobs-by-pipeline.html
#amazonelastictranscoder-pipeline
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/list-jobs-by-status.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/list-jobs-by-status.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/list-pipelines.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/list-presets.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/get-job.html
#amazonelastictranscoder-job
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/get-pipeline.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/get-pipeline.html
#amazonelastictranscoder-pipeline
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/get-preset.html
#amazonelastictranscoder-preset
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/test-pipeline-role.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/update-pipeline.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/update-pipeline.html
#amazonelastictranscoder-pipeline
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePip 
elineNoti 
fications

仅更新管道的 Amazon Simple 
Notification Service (Amazon 
SNS) 通知

Write pipeline*    

 UpdatePip 
elineStatus

暂停或重新激活管道，以便管
道停止或重新开始处理任务，
更新管道的状态

Write pipeline*    

Amazon Elastic Transcoder 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 job arn:${Partition}:elastictranscoder:$ 
{Region}:${Account}:job/${JobId}

 

 pipeline arn:${Partition}:elastictranscoder:$ 
{Region}:${Account}:pipeline/${Pipel 
ineId}

 

 preset arn:${Partition}:elastictranscoder:$ 
{Region}:${Account}:preset/${PresetI 
d}

 

Amazon Elastic Transcoder 的条件键

Elastic Transcoder 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服
务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/update-pipeline-notifications.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/update-pipeline-notifications.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/update-pipeline-notifications.html
#amazonelastictranscoder-pipeline
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/update-pipeline-status.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/update-pipeline-status.html
#amazonelastictranscoder-pipeline
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/operations-jobs.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/operations-pipelines.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/operations-presets.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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Amazon 弹性 VMware 服务的操作、资源和条件密钥

Amazon Elastic Service（ VMware 服务前缀:evs）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon 弹性 VMware 服务定义的操作

• 由 Amazon 弹性 VMware 服务定义的资源类型

• Amazon 弹性 VMware 服务的条件密钥

由 Amazon 弹性 VMware 服务定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/evs/latest/userguide/
https://docs.aws.amazon.com/evs/latest/APIReference/
https://docs.aws.amazon.com/evs/latest/userguide/security-iam.html#security-iam-access-manage
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateEnv 
ironment

授予创建 Amazon EVS 环境的
权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateEnv 
ironmentHost

授予向 Amazon EVS 环境添加
主机的权限

写入 environme 
nt*

   

 DeleteEnv 
ironment

授予删除 Amazon EVS 环境的
权限

写入 environme 
nt*

   

 DeleteEnv 
ironmentHost

授予从 Amazon EVS 环境中删
除主机的权限

写入 environme 
nt*

   

 GetEnviro 
nment

授予获取 Amazon EVS 环境的
权限

读取 environme 
nt*

   

 ListEnvir 
onmentHosts

授予检索与 Amazon EVS 环境
关联的主机列表的权限

列表 environme 
nt*

   

 ListEnvir 
onmentVlans

授予检索 Amazon EVS 环境列
表的权限 VLANs

列表 environme 
nt*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/evs/latest/APIReference/API_CreateEnvironment.html
https://docs.aws.amazon.com/evs/latest/APIReference/API_CreateEnvironment.html
#amazonelasticvmwareservice-aws_RequestTag___TagKey_
#amazonelasticvmwareservice-aws_RequestTag___TagKey_
#amazonelasticvmwareservice-aws_RequestTag___TagKey_
#amazonelasticvmwareservice-aws_TagKeys
#amazonelasticvmwareservice-aws_TagKeys
https://docs.aws.amazon.com/evs/latest/APIReference/API_CreateEnvironmentHost.html
https://docs.aws.amazon.com/evs/latest/APIReference/API_CreateEnvironmentHost.html
#amazonelasticvmwareservice-environment
#amazonelasticvmwareservice-environment
https://docs.aws.amazon.com/evs/latest/APIReference/API_DeleteEnvironment.html
https://docs.aws.amazon.com/evs/latest/APIReference/API_DeleteEnvironment.html
#amazonelasticvmwareservice-environment
#amazonelasticvmwareservice-environment
https://docs.aws.amazon.com/evs/latest/APIReference/API_DeleteEnvironmentHost.html
https://docs.aws.amazon.com/evs/latest/APIReference/API_DeleteEnvironmentHost.html
#amazonelasticvmwareservice-environment
#amazonelasticvmwareservice-environment
https://docs.aws.amazon.com/evs/latest/APIReference/API_GetEnvironment.html
https://docs.aws.amazon.com/evs/latest/APIReference/API_GetEnvironment.html
#amazonelasticvmwareservice-environment
#amazonelasticvmwareservice-environment
https://docs.aws.amazon.com/evs/latest/APIReference/API_ListEnvironmentHosts.html
https://docs.aws.amazon.com/evs/latest/APIReference/API_ListEnvironmentHosts.html
#amazonelasticvmwareservice-environment
#amazonelasticvmwareservice-environment
https://docs.aws.amazon.com/evs/latest/APIReference/API_ListEnvironmentVlans.html
https://docs.aws.amazon.com/evs/latest/APIReference/API_ListEnvironmentVlans.html
#amazonelasticvmwareservice-environment
#amazonelasticvmwareservice-environment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEnvir 
onments

授予在账户中检索 Amazon 
EVS 环境列表的权限

列表      

 ListTagsF 
orResource

授予权限以列出指定资源 ARN 
的所有标签

读取 environme 
nt

   

environme 
nt*

    TagResour 
ce

授予权限以标记指定资源 ARN 标记

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

environme 
nt*

    UntagReso 
urce

授予权限以从指定的资源 ARN 
中删除所有标签

标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

由 Amazon 弹性 VMware 服务定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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https://docs.aws.amazon.com/evs/latest/APIReference/API_ListEnvironments.html
https://docs.aws.amazon.com/evs/latest/APIReference/API_ListEnvironments.html
https://docs.aws.amazon.com/evs/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/evs/latest/APIReference/API_ListTagsForResource.html
#amazonelasticvmwareservice-environment
#amazonelasticvmwareservice-environment
#amazonelasticvmwareservice-environment
#amazonelasticvmwareservice-environment
https://docs.aws.amazon.com/evs/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/evs/latest/APIReference/API_TagResource.html
#amazonelasticvmwareservice-aws_RequestTag___TagKey_
#amazonelasticvmwareservice-aws_RequestTag___TagKey_
#amazonelasticvmwareservice-aws_RequestTag___TagKey_
#amazonelasticvmwareservice-aws_ResourceTag___TagKey_
#amazonelasticvmwareservice-aws_ResourceTag___TagKey_
#amazonelasticvmwareservice-aws_ResourceTag___TagKey_
#amazonelasticvmwareservice-aws_TagKeys
#amazonelasticvmwareservice-aws_TagKeys
#amazonelasticvmwareservice-environment
#amazonelasticvmwareservice-environment
https://docs.aws.amazon.com/evs/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/evs/latest/APIReference/API_UntagResource.html
#amazonelasticvmwareservice-aws_ResourceTag___TagKey_
#amazonelasticvmwareservice-aws_ResourceTag___TagKey_
#amazonelasticvmwareservice-aws_ResourceTag___TagKey_
#amazonelasticvmwareservice-aws_TagKeys
#amazonelasticvmwareservice-aws_TagKeys
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 environment arn:${Partition}:evs:${Region}:${Acc 
ount}:environment/${EnvironmentIdent 
ifier}

aws:ResourceTag/${ 
TagKey}

Amazon 弹性 VMware 服务的条件密钥

Amazon Elastic S VMware ervice 定义了以下可用于 IAM 策略Condition元素的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

Amazon 的操作、资源和条件密钥 ElastiCache

Amazon ElastiCache （服务前缀:elasticache）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/evs/latest/userguide/concepts.html#concepts-evs-virt-env
#amazonelasticvmwareservice-aws_ResourceTag___TagKey_
#amazonelasticvmwareservice-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/evs/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/evs/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/evs/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/evs/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/evs/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/evs/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies
https://docs.aws.amazon.com/elasticache/index.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_Operations.html
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 ElastiCache

• Amazon 定义的资源类型 ElastiCache

• Amazon 的条件密钥 ElastiCache

Amazon 定义的操作 ElastiCache

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/IAM.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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Note

在 IAM 中创建 ElastiCache 策略时，必须为资源块使用 “*” 通配符。有关在 IAM 策略中使用以
下 ElastiCache API 操作的信息，请参阅 A mazon ElastiCache 用户指南中的ElastiCache 操作
和 IAM。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster    

parameter 
group

   

replicati 
ongroup

   

reserved- 
instance

   

securityg 
roup

   

serverles 
scache

   

serverles 
scachesna 
pshot

   

snapshot    

subnetgro 
up

   

 AddTagsTo 
Resource

授予向 ElastiCache 资源添加
标签的权限

标记

user    
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https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/UsingIAM.html#UsingIAM.ElastiCacheActions
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/UsingIAM.html#UsingIAM.ElastiCacheActions
#amazonelasticache-cluster
#amazonelasticache-parametergroup
#amazonelasticache-parametergroup
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
#amazonelasticache-reserved-instance
#amazonelasticache-reserved-instance
#amazonelasticache-securitygroup
#amazonelasticache-securitygroup
#amazonelasticache-serverlesscache
#amazonelasticache-serverlesscache
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-snapshot
#amazonelasticache-subnetgroup
#amazonelasticache-subnetgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_AddTagsToResource.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_AddTagsToResource.html
#amazonelasticache-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

usergroup    

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

securityg 
roup*

  ec2:Autho 
rizeSecur 
ityGroupI 
ngress

 Authorize 
CacheSecu 
rityGroup 
Ingress

授予在 EC2 安全组上授权 
ElastiCache 安全组的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}
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#amazonelasticache-usergroup
#amazonelasticache-usergroup
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-securitygroup
#amazonelasticache-securitygroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_AuthorizeCacheSecurityGroupIngress.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_AuthorizeCacheSecurityGroupIngress.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_AuthorizeCacheSecurityGroupIngress.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_AuthorizeCacheSecurityGroupIngress.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster   ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

s3:GetObj 
ect

replicati 
ongroup

   

 BatchAppl 
yUpdateAc 
tion

授予将 ElastiCache 服务更新
应用于群集和复制组组的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster     BatchStop 
UpdateAction

授予阻止在一组集群上执行 
ElastiCache 服务更新的权限

写入

replicati 
ongroup

   

Amazon ElastiCache 1684

#amazonelasticache-cluster
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_BatchApplyUpdateAction.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_BatchApplyUpdateAction.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_BatchApplyUpdateAction.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-cluster
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_BatchStopUpdateAction.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_BatchStopUpdateAction.html
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster    

replicati 
ongroup

   

 CompleteM 
igration

授予完成将数据从亚马逊 EC2 
上托管的 Redis 在线迁移到 
ElastiCache

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

user*    

replicati 
ongroup

   

serverles 
scache

   

 Connect 授予以指定 ElastiCache 用户
身份连接到 ElastiCache 复制
组或 ElastiCache 无服务器缓
存的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 CopyServe 
rlessCach 
eSnapshot

授予复制现有无服务器缓存快
照的权限

写入 serverles 
scachesna 
pshot*

aws:Resou 
rceTag/${ 
TagKey}

elasticac 
he:KmsKey 
Id

elasticac 
he:AddTag 
sToResour 
ce

Amazon ElastiCache 1685

#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-cluster
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CompleteMigration.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CompleteMigration.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-user
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
#amazonelasticache-serverlesscache
#amazonelasticache-serverlesscache
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/auth-iam.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CopyServerlessCacheSnapshot.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CopyServerlessCacheSnapshot.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CopyServerlessCacheSnapshot.html
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

snapshot*   elasticac 
he:AddTag 
sToResour 
ce

s3:Delete 
Object

s3:GetBuc 
ketAcl

s3:PutObj 
ect

 CopySnaps 
hot

授予权限以复制现有快照 Write

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

elasticac 
he:KmsKey 
Id
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#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
#amazonelasticache-snapshot
#amazonelasticache-snapshot
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CopySnapshot.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CopySnapshot.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCac 
heCluster

授予权限以创建缓存集群 Write parameter 
group*

  ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

elasticac 
he:AddTag 
sToResour 
ce

s3:GetObj 
ect
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https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateCacheCluster.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateCacheCluster.html
#amazonelasticache-parametergroup
#amazonelasticache-parametergroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

elasticac 
he:CacheN 
odeType

elasticac 
he:Engine 
Version

elasticac 
he:Engine 
Type

elasticac 
he:MultiA 
ZEnabled

elasticac 
he:AuthTo 
kenEnable 
d

elasticac 
he:Snapsh 
otRetenti 
onLimit

elasticac 
he:CacheP 
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#amazonelasticache-cluster
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

arameterG 
roupName

replicati 
ongroup

elasticac 
he:CacheN 
odeType

elasticac 
he:Engine 
Version

elasticac 
he:Engine 
Type

elasticac 
he:MultiA 
ZEnabled

elasticac 
he:AuthTo 
kenEnable 
d

elasticac 
he:Snapsh 
otRetenti 
onLimit

elasticac 
he:CacheP 
arameterG 
roupName
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#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

securityg 
roup

   

snapshot    

subnetgro 
up

   

  aws:Resou 
rceTag/${ 
TagKey}

 

parameter 
group*

  elasticac 
he:AddTag 
sToResour 
ce

 CreateCac 
heParamet 
erGroup

授予权限以创建参数组 Write

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

elasticac 
he:CacheP 
arameterG 
roupName
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#amazonelasticache-securitygroup
#amazonelasticache-securitygroup
#amazonelasticache-snapshot
#amazonelasticache-subnetgroup
#amazonelasticache-subnetgroup
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-parametergroup
#amazonelasticache-parametergroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateCacheParameterGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateCacheParameterGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateCacheParameterGroup.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

securityg 
roup*

  elasticac 
he:AddTag 
sToResour 
ce

 CreateCac 
heSecurit 
yGroup

授予权限以创建缓存安全组 Write

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

subnetgro 
up*

  elasticac 
he:AddTag 
sToResour 
ce

 CreateCac 
heSubnetG 
roup

授予权限以创建缓存子网组 Write

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateGlo 
balReplic 
ationGroup

授予权限以创建全局复制组 Write globalrep 
licationg 
roup*

   

Amazon ElastiCache 1691

#amazonelasticache-securitygroup
#amazonelasticache-securitygroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateCacheSecurityGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateCacheSecurityGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateCacheSecurityGroup.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
#amazonelasticache-subnetgroup
#amazonelasticache-subnetgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateCacheSubnetGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateCacheSubnetGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateCacheSubnetGroup.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateGlobalReplicationGroup.html
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

replicati 
ongroup*

   

  aws:Resou 
rceTag/${ 
TagKey}

 

 CreateRep 
licationGroup

授予权限以创建复制组 写入 parameter 
group*

  ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

elasticac 
he:AddTag 
sToResour 
ce

s3:GetObj 
ect

Amazon ElastiCache 1692

#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateReplicationGroup.html
#amazonelasticache-parametergroup
#amazonelasticache-parametergroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster    

Amazon ElastiCache 1693

#amazonelasticache-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

globalrep 
licationg 
roup

elasticac 
he:NumNod 
eGroups

elasticac 
he:CacheN 
odeType

elasticac 
he:Replic 
asPerNode 
Group

elasticac 
he:Engine 
Version

elasticac 
he:Engine 
Type

elasticac 
he:AtRest 
Encryptio 
nEnabled

elasticac 
he:Transi 
tEncrypti 
onEnabled

elasticac 
he:Automa 
ticFailov 
erEnabled

 

Amazon ElastiCache 1694

#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_AtRestEncryptionEnabled
#amazonelasticache-elasticache_AtRestEncryptionEnabled
#amazonelasticache-elasticache_AtRestEncryptionEnabled
#amazonelasticache-elasticache_AtRestEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

elasticac 
he:MultiA 
ZEnabled

elasticac 
he:Cluste 
rModeEnab 
led

elasticac 
he:AuthTo 
kenEnable 
d

elasticac 
he:Snapsh 
otRetenti 
onLimit

elasticac 
he:KmsKey 
Id

elasticac 
he:CacheP 
arameterG 
roupName

Amazon ElastiCache 1695

#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

replicati 
ongroup

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

elasticac 
he:NumNod 
eGroups

elasticac 
he:CacheN 
odeType

elasticac 
he:Replic 
asPerNode 
Group

elasticac 
he:Engine 
Version

elasticac 
he:Engine 
Type

elasticac 
he:AtRest 
Encryptio 
nEnabled

elasticac 
he:Transi 
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#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_AtRestEncryptionEnabled
#amazonelasticache-elasticache_AtRestEncryptionEnabled
#amazonelasticache-elasticache_AtRestEncryptionEnabled
#amazonelasticache-elasticache_AtRestEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

tEncrypti 
onEnabled

elasticac 
he:Automa 
ticFailov 
erEnabled

elasticac 
he:MultiA 
ZEnabled

elasticac 
he:Cluste 
rModeEnab 
led

elasticac 
he:AuthTo 
kenEnable 
d

elasticac 
he:Snapsh 
otRetenti 
onLimit

elasticac 
he:KmsKey 
Id

elasticac 
he:CacheP 
arameterG 
roupName

Amazon ElastiCache 1697

#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

securityg 
roup

   

snapshot    

subnetgro 
up

   

usergroup    

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon ElastiCache 1698

#amazonelasticache-securitygroup
#amazonelasticache-securitygroup
#amazonelasticache-snapshot
#amazonelasticache-subnetgroup
#amazonelasticache-subnetgroup
#amazonelasticache-usergroup
#amazonelasticache-usergroup
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSer 
verlessCache

授予创建无服务器缓存的权限 写入 serverles 
scache*

aws:Resou 
rceTag/${ 
TagKey}

elasticac 
he:Engine 
Type

elasticac 
he:Engine 
Version

elasticac 
he:Snapsh 
otRetenti 
onLimit

elasticac 
he:KmsKey 
Id

elasticac 
he:Minimu 
mDataStor 
age

elasticac 
he:Maximu 
mDataStor 
age

elasticac 
he:DataSt 
orageUnit

ec2:Creat 
eTags

ec2:Creat 
eVpcEndpo 
int

ec2:Delet 
eVpcEndpo 
ints

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeTags

ec2:Descr 
ibeVpcEnd 
points

ec2:Descr 
ibeVpcs

elasticac 
he:AddTag 
sToResour 
ce

Amazon ElastiCache 1699

https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateServerlessCache.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateServerlessCache.html
#amazonelasticache-serverlesscache
#amazonelasticache-serverlesscache
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_MinimumDataStorage
#amazonelasticache-elasticache_MinimumDataStorage
#amazonelasticache-elasticache_MinimumDataStorage
#amazonelasticache-elasticache_MinimumDataStorage
#amazonelasticache-elasticache_MaximumDataStorage
#amazonelasticache-elasticache_MaximumDataStorage
#amazonelasticache-elasticache_MaximumDataStorage
#amazonelasticache-elasticache_MaximumDataStorage
#amazonelasticache-elasticache_DataStorageUnit
#amazonelasticache-elasticache_DataStorageUnit
#amazonelasticache-elasticache_DataStorageUnit
#amazonelasticache-elasticache_DataStorageUnit


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

elasticac 
he:Minimu 
mECPUPerS 
econd

elasticac 
he:Maximu 
mECPUPerS 
econd

s3:GetObj 
ect

serverles 
scachesna 
pshot

aws:Resou 
rceTag/${ 
TagKey}

 

snapshot aws:Resou 
rceTag/${ 
TagKey}

 

usergroup aws:Resou 
rceTag/${ 
TagKey}

 

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSer 
verlessCa 
cheSnapshot

授予在特定时刻创建无服务器
缓存副本的权限

写入 serverles 
scache*

aws:Resou 
rceTag/${ 
TagKey}

elasticac 
he:AddTag 
sToResour 
ce

Amazon ElastiCache 1700

#amazonelasticache-elasticache_MinimumECPUPerSecond
#amazonelasticache-elasticache_MinimumECPUPerSecond
#amazonelasticache-elasticache_MinimumECPUPerSecond
#amazonelasticache-elasticache_MinimumECPUPerSecond
#amazonelasticache-elasticache_MaximumECPUPerSecond
#amazonelasticache-elasticache_MaximumECPUPerSecond
#amazonelasticache-elasticache_MaximumECPUPerSecond
#amazonelasticache-elasticache_MaximumECPUPerSecond
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-snapshot
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-usergroup
#amazonelasticache-usergroup
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateServerlessCacheSnapshot.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateServerlessCacheSnapshot.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateServerlessCacheSnapshot.html
#amazonelasticache-serverlesscache
#amazonelasticache-serverlesscache
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

serverles 
scachesna 
pshot*

aws:Resou 
rceTag/${ 
TagKey}

elasticac 
he:KmsKey 
Id

 

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

snapshot* aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

elasticac 
he:KmsKey 
Id

elasticac 
he:AddTag 
sToResour 
ce

s3:Delete 
Object

s3:GetBuc 
ketAcl

s3:PutObj 
ect

cluster    

 CreateSna 
pshot

授予权限以在特定时刻及时创
建整个 Redis 集群的副本

写入

replicati 
ongroup

   

Amazon ElastiCache 1701

#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
#amazonelasticache-snapshot
#amazonelasticache-snapshot
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-cluster
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateSnapshot.html
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

user*   elasticac 
he:AddTag 
sToResour 
ce

 CreateUser 授予权限以创建 Redis 的用
户。Redis 6.0 及更高版本支持
用户

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

elasticac 
he:UserAu 
thenticat 
ionMode

 

 CreateUse 
rGroup

授予权限以创建 Redis 的用户
组。Redis 6.0 及更高版本支持
组

写入 user*   elasticac 
he:AddTag 
sToResour 
ce

Amazon ElastiCache 1702

#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-user
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateUser.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
#amazonelasticache-elasticache_UserAuthenticationMode
#amazonelasticache-elasticache_UserAuthenticationMode
#amazonelasticache-elasticache_UserAuthenticationMode
#amazonelasticache-elasticache_UserAuthenticationMode
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateUserGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateUserGroup.html
#amazonelasticache-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

usergroup 
*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

  aws:Resou 
rceTag/${ 
TagKey}

 

globalrep 
licationg 
roup*

    DecreaseN 
odeGroups 
InGlobalR 
eplicatio 
nGroup

授予权限以减少全局复制组中
节点组的数量

Write

  elasticac 
he:NumNod 
eGroups

 

Amazon ElastiCache 1703

#amazonelasticache-usergroup
#amazonelasticache-usergroup
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DecreaseNodeGroupsInGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DecreaseNodeGroupsInGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DecreaseNodeGroupsInGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DecreaseNodeGroupsInGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DecreaseNodeGroupsInGlobalReplicationGroup.html
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_NumNodeGroups


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

replicati 
ongroup*

  ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

 DecreaseR 
eplicaCount

授予权限以减少 Redis（已禁
用集群模式）复制组中的副本
数量或 Redis（已启用集群模
式）复制组中一个或多个节点
组（分区）中的副本节点数量

Write

  aws:Resou 
rceTag/${ 
TagKey}

elasticac 
he:Replic 
asPerNode 
Group

 

Amazon ElastiCache 1704

#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DecreaseReplicaCount.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DecreaseReplicaCount.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster* aws:Resou 
rceTag/${ 
TagKey}

ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

 DeleteCac 
heCluster

授予权限以删除以前预配置的
集群

Write

snapshot    

parameter 
group*

    DeleteCac 
heParamet 
erGroup

授予权限以删除指定缓存参数
组

Write

  aws:Resou 
rceTag/${ 
TagKey}

elasticac 
he:CacheP 
arameterG 
roupName

 

Amazon ElastiCache 1705

#amazonelasticache-cluster
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteCacheCluster.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteCacheCluster.html
#amazonelasticache-snapshot
#amazonelasticache-parametergroup
#amazonelasticache-parametergroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteCacheParameterGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteCacheParameterGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteCacheParameterGroup.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

securityg 
roup*

    DeleteCac 
heSecurit 
yGroup

授予权限以删除缓存安全组 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

subnetgro 
up*

  ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

 DeleteCac 
heSubnetG 
roup

授予权限以删除缓存子网组 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteGlo 
balReplic 
ationGroup

授予权限以删除现有全局复制
组

Write globalrep 
licationg 
roup*

   

Amazon ElastiCache 1706

#amazonelasticache-securitygroup
#amazonelasticache-securitygroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteCacheSecurityGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteCacheSecurityGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteCacheSecurityGroup.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-subnetgroup
#amazonelasticache-subnetgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteCacheSubnetGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteCacheSubnetGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteCacheSubnetGroup.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteGlobalReplicationGroup.html
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

replicati 
ongroup*

aws:Resou 
rceTag/${ 
TagKey}

ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

 DeleteRep 
licationGroup

授予权限以删除现有复制组 写入

snapshot    

serverles 
scache*

aws:Resou 
rceTag/${ 
TagKey}

ec2:Descr 
ibeTags

 DeleteSer 
verlessCache

授予删除无服务器缓存的权限 写入

serverles 
scachesna 
pshot

   

 DeleteSer 
verlessCa 
cheSnapshot

授予删除无服务器缓存快照的
权限

写入 serverles 
scachesna 
pshot*

aws:Resou 
rceTag/${ 
TagKey}

 

Amazon ElastiCache 1707

#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteReplicationGroup.html
#amazonelasticache-snapshot
#amazonelasticache-serverlesscache
#amazonelasticache-serverlesscache
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteServerlessCache.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteServerlessCache.html
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteServerlessCacheSnapshot.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteServerlessCacheSnapshot.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteServerlessCacheSnapshot.html
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

snapshot*     DeleteSna 
pshot

授予权限以删除现有快照 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

user*     DeleteUser 授予权限以删除现有用户，从
而将其从分配给它的所有用户
组和复制组中删除

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

usergroup 
*

    DeleteUse 
rGroup

授予权限以删除现有用户组 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster*     DescribeC 
acheClusters

授予权限以列出有关预置缓存
集群的信息

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeC 
acheEngin 
eVersions

授予列出可用缓存引擎及其版
本的权限

列表      

parameter 
group*

    DescribeC 
acheParam 
eterGroups

授予权限以列出缓存参数组描
述

List

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon ElastiCache 1708

#amazonelasticache-snapshot
#amazonelasticache-snapshot
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteSnapshot.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteSnapshot.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-user
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteUser.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-usergroup
#amazonelasticache-usergroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteUserGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DeleteUserGroup.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-cluster
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheClusters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheClusters.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheEngineVersions.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheEngineVersions.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheEngineVersions.html
#amazonelasticache-parametergroup
#amazonelasticache-parametergroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheParameterGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheParameterGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheParameterGroups.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

parameter 
group*

    DescribeC 
acheParam 
eters

授予权限以检索特定缓存参数
组的详细参数列表

List

  aws:Resou 
rceTag/${ 
TagKey}

 

securityg 
roup*

    DescribeC 
acheSecur 
ityGroups

授予权限以列出缓存安全组描
述

List

  aws:Resou 
rceTag/${ 
TagKey}

 

subnetgro 
up*

    DescribeC 
acheSubne 
tGroups

授予权限以列出缓存子网组描
述

List

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeE 
ngineDefa 
ultParame 
ters

授予权限以检索指定缓存引擎
的默认引擎和系统参数信息

List      

 DescribeE 
vents

授予权限以列出与集群、缓存
安全组和缓存参数组相关的事
件

List      

 DescribeG 
lobalRepl 
icationGroups

授予权限以列出有关全局复制
组的信息

List globalrep 
licationg 
roup*
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#amazonelasticache-parametergroup
#amazonelasticache-parametergroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheParameters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheParameters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheParameters.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-securitygroup
#amazonelasticache-securitygroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheSecurityGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheSecurityGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheSecurityGroups.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-subnetgroup
#amazonelasticache-subnetgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheSubnetGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheSubnetGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheSubnetGroups.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeEngineDefaultParameters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeEngineDefaultParameters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeEngineDefaultParameters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeEngineDefaultParameters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeGlobalReplicationGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeGlobalReplicationGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeGlobalReplicationGroups.html
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

replicati 
ongroup*

    DescribeR 
eplicatio 
nGroups

授予权限以列出有关预置复制
组的信息

List

  aws:Resou 
rceTag/${ 
TagKey}

 

reserved- 
instance*

    DescribeR 
eservedCa 
cheNodes

授予权限以列出有关购买的预
留缓存节点的信息

List

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeR 
eservedCa 
cheNodesO 
fferings

授予权限以获取可用的预留缓
存节点产品

列表      

serverles 
scachesna 
pshot*

aws:Resou 
rceTag/${ 
TagKey}

  DescribeS 
erverless 
CacheSnap 
shots

授予列出无服务器缓存快照信
息的权限

列表

serverles 
scache

aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeS 
erverless 
Caches

授予列出无服务器缓存的权限 列表 serverles 
scache*

aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeS 
erviceUpd 
ates

授予权限以列出服务更新详细
信息

List      
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#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReplicationGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReplicationGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReplicationGroups.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-reserved-instance
#amazonelasticache-reserved-instance
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReservedCacheNodes.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReservedCacheNodes.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReservedCacheNodes.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReservedCacheNodesOfferings.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReservedCacheNodesOfferings.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReservedCacheNodesOfferings.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReservedCacheNodesOfferings.html
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeServerlessCacheSnapshots.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeServerlessCacheSnapshots.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeServerlessCacheSnapshots.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeServerlessCacheSnapshots.html
#amazonelasticache-serverlesscache
#amazonelasticache-serverlesscache
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeServerlessCaches.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeServerlessCaches.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeServerlessCaches.html
#amazonelasticache-serverlesscache
#amazonelasticache-serverlesscache
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeServiceUpdates.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeServiceUpdates.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeServiceUpdates.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

snapshot*     DescribeS 
napshots

授予权限以列出有关集群或复
制组快照的信息

List

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster    

replicati 
ongroup

   

 DescribeU 
pdateActions

授予权限以列出一组集群或复
制组的更新操作详细信息

List

  aws:Resou 
rceTag/${ 
TagKey}

 

usergroup 
*

    DescribeU 
serGroups

授予权限以列出有关 Redis 用
户组的信息

List

  aws:Resou 
rceTag/${ 
TagKey}

 

user*     DescribeU 
sers

授予权限以列出有关 Redis 用
户的信息

List

  aws:Resou 
rceTag/${ 
TagKey}

 

 Disassoci 
ateGlobal 
Replicati 
onGroup

授予权限以从全局复制组中删
除辅助复制组

写入 globalrep 
licationg 
roup*
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#amazonelasticache-snapshot
#amazonelasticache-snapshot
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeSnapshots.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeSnapshots.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-cluster
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeUpdateActions.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeUpdateActions.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-usergroup
#amazonelasticache-usergroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeUserGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeUserGroups.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-user
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeUsers.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeUsers.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DisassociateGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DisassociateGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DisassociateGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DisassociateGlobalReplicationGroup.html
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ExportSer 
verlessCa 
cheSnapshot

授予在指定时刻将无服务器缓
存副本导出到 S3 存储桶的权
限

写入 serverles 
scachesna 
pshot*

aws:Resou 
rceTag/${ 
TagKey}

s3:Delete 
Object

s3:ListAl 
lMyBucket 
s

s3:PutObj 
ect

 FailoverG 
lobalRepl 
icationGroup

授予权限以将主区域故障转移
到全局复制组的选定辅助区域

Write globalrep 
licationg 
roup*

   

globalrep 
licationg 
roup*

    IncreaseN 
odeGroups 
InGlobalR 
eplicatio 
nGroup

授予权限以增加全局复制组中
节点组的数量

Write

  elasticac 
he:NumNod 
eGroups
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https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ExportServerlessCacheSnapshot.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ExportServerlessCacheSnapshot.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ExportServerlessCacheSnapshot.html
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_FailoverGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_FailoverGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_FailoverGlobalReplicationGroup.html
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_IncreaseNodeGroupsInGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_IncreaseNodeGroupsInGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_IncreaseNodeGroupsInGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_IncreaseNodeGroupsInGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_IncreaseNodeGroupsInGlobalReplicationGroup.html
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_NumNodeGroups


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

replicati 
ongroup*

  ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

 IncreaseR 
eplicaCount

授予权限以增加 Redis（已禁
用集群模式）复制组中的副本
数量或 Redis（已启用集群模
式）复制组中一个或多个节点
组（分区）中的副本节点数量

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticac 
he:Replic 
asPerNode 
Group

 

replicati 
ongroup*

    Interrupt 
ClusterAz 
Power [仅权
限]

授予测试 ElastiCache 资源可
用区电源中断的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}
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#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_IncreaseReplicaCount.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_IncreaseReplicaCount.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#elasticache-actions-reference
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#elasticache-actions-reference
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#elasticache-actions-reference
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster    

replicati 
ongroup

   

 ListAllow 
edNodeTyp 
eModifica 
tions

授予权限以列出可用于扩展特
定 Redis 集群或复制组的可用 
节点类型

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster    

parameter 
group

   

replicati 
ongroup

   

reserved- 
instance

   

securityg 
roup

   

serverles 
scache

   

serverles 
scachesna 
pshot

   

snapshot    

subnetgro 
up

   

 ListTagsF 
orResource

授予列出 ElastiCache 资源标
签的权限

读取

user    

Amazon ElastiCache 1714

#amazonelasticache-cluster
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ListAllowedNodeTypeModifications.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ListAllowedNodeTypeModifications.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ListAllowedNodeTypeModifications.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ListAllowedNodeTypeModifications.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-cluster
#amazonelasticache-parametergroup
#amazonelasticache-parametergroup
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
#amazonelasticache-reserved-instance
#amazonelasticache-reserved-instance
#amazonelasticache-securitygroup
#amazonelasticache-securitygroup
#amazonelasticache-serverlesscache
#amazonelasticache-serverlesscache
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-snapshot
#amazonelasticache-subnetgroup
#amazonelasticache-subnetgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ListTagsForResource.html
#amazonelasticache-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

usergroup    

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster* elasticac 
he:CacheN 
odeType

elasticac 
he:Engine 
Version

elasticac 
he:MultiA 
ZEnabled

elasticac 
he:AuthTo 
kenEnable 
d

elasticac 
he:Snapsh 
otRetenti 
onLimit

elasticac 
he:CacheP 
arameterG 
roupName

  ModifyCac 
heCluster

授予权限以修改集群的设置 Write

parameter 
group
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#amazonelasticache-usergroup
#amazonelasticache-usergroup
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-cluster
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyCacheCluster.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyCacheCluster.html
#amazonelasticache-parametergroup
#amazonelasticache-parametergroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

securityg 
roup

   

  aws:Resou 
rceTag/${ 
TagKey}

 

parameter 
group*

    ModifyCac 
heParamet 
erGroup

授予权限以修改缓存参数组的
参数

Write

  aws:Resou 
rceTag/${ 
TagKey}

elasticac 
he:CacheP 
arameterG 
roupName

 

subnetgro 
up*

    ModifyCac 
heSubnetG 
roup

授予权限以修改现有缓存子网
组

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 ModifyGlo 
balReplic 
ationGroup

授予权限以修改全局复制组的
设置

Write globalrep 
licationg 
roup*
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#amazonelasticache-securitygroup
#amazonelasticache-securitygroup
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-parametergroup
#amazonelasticache-parametergroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyCacheParameterGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyCacheParameterGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyCacheParameterGroup.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-subnetgroup
#amazonelasticache-subnetgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyCacheSubnetGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyCacheSubnetGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyCacheSubnetGroup.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyGlobalReplicationGroup.html
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  elasticac 
he:CacheN 
odeType

elasticac 
he:Engine 
Version

elasticac 
he:Automa 
ticFailov 
erEnabled
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#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ModifyRep 
licationGroup

授予权限以修改复制组的设置 Write replicati 
ongroup*

elasticac 
he:CacheN 
odeType

elasticac 
he:Engine 
Version

elasticac 
he:Automa 
ticFailov 
erEnabled

elasticac 
he:MultiA 
ZEnabled

elasticac 
he:AuthTo 
kenEnable 
d

elasticac 
he:Snapsh 
otRetenti 
onLimit

elasticac 
he:CacheP 
arameterG 
roupName

elasticac 
he:Transi 
tEncrypti 

ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs
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https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyReplicationGroup.html
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

onEnabled

elasticac 
he:Cluste 
rModeEnab 
led

parameter 
group

   

securityg 
roup

   

usergroup    

  aws:Resou 
rceTag/${ 
TagKey}
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#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-parametergroup
#amazonelasticache-parametergroup
#amazonelasticache-securitygroup
#amazonelasticache-securitygroup
#amazonelasticache-usergroup
#amazonelasticache-usergroup
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

replicati 
ongroup*

  ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

 ModifyRep 
licationG 
roupShard 
Configuration

授予权限以在复制组现有分区
之间添加分区、删除分区或重
新平衡密钥空间

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticac 
he:NumNod 
eGroups
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#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyReplicationGroupShardConfiguration.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyReplicationGroupShardConfiguration.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyReplicationGroupShardConfiguration.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyReplicationGroupShardConfiguration.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_NumNodeGroups


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ModifySer 
verlessCache

授予修改无服务器缓存参数的
权限

写入 serverles 
scache*

aws:Resou 
rceTag/${ 
TagKey}

elasticac 
he:Engine 
Version

elasticac 
he:Snapsh 
otRetenti 
onLimit

elasticac 
he:Minimu 
mDataStor 
age

elasticac 
he:Maximu 
mDataStor 
age

elasticac 
he:DataSt 
orageUnit

elasticac 
he:Minimu 
mECPUPerS 
econd

elasticac 
he:Maximu 

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeTags
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https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyServerlessCache.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyServerlessCache.html
#amazonelasticache-serverlesscache
#amazonelasticache-serverlesscache
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_MinimumDataStorage
#amazonelasticache-elasticache_MinimumDataStorage
#amazonelasticache-elasticache_MinimumDataStorage
#amazonelasticache-elasticache_MinimumDataStorage
#amazonelasticache-elasticache_MaximumDataStorage
#amazonelasticache-elasticache_MaximumDataStorage
#amazonelasticache-elasticache_MaximumDataStorage
#amazonelasticache-elasticache_MaximumDataStorage
#amazonelasticache-elasticache_DataStorageUnit
#amazonelasticache-elasticache_DataStorageUnit
#amazonelasticache-elasticache_DataStorageUnit
#amazonelasticache-elasticache_DataStorageUnit
#amazonelasticache-elasticache_MinimumECPUPerSecond
#amazonelasticache-elasticache_MinimumECPUPerSecond
#amazonelasticache-elasticache_MinimumECPUPerSecond
#amazonelasticache-elasticache_MinimumECPUPerSecond
#amazonelasticache-elasticache_MaximumECPUPerSecond
#amazonelasticache-elasticache_MaximumECPUPerSecond


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

mECPUPerS 
econd

usergroup aws:Resou 
rceTag/${ 
TagKey}

 

user*     ModifyUser 授予更改 Redis 用户密码 and/
or 访问字符串的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticac 
he:UserAu 
thenticat 
ionMode

 

user*    

usergroup 
*

   

 ModifyUse 
rGroup

授予权限以更改属于用户组的
用户列表

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 PurchaseR 
eservedCa 
cheNodesO 
ffering

授予权限以购买预留缓存节点
产品

Write reserved- 
instance*

  elasticac 
he:AddTag 
sToResour 
ce

Amazon ElastiCache 1722

#amazonelasticache-elasticache_MaximumECPUPerSecond
#amazonelasticache-elasticache_MaximumECPUPerSecond
#amazonelasticache-usergroup
#amazonelasticache-usergroup
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-user
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyUser.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-elasticache_UserAuthenticationMode
#amazonelasticache-elasticache_UserAuthenticationMode
#amazonelasticache-elasticache_UserAuthenticationMode
#amazonelasticache-elasticache_UserAuthenticationMode
#amazonelasticache-user
#amazonelasticache-usergroup
#amazonelasticache-usergroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyUserGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ModifyUserGroup.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_PurchaseReservedCacheNodesOffering.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_PurchaseReservedCacheNodesOffering.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_PurchaseReservedCacheNodesOffering.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_PurchaseReservedCacheNodesOffering.html
#amazonelasticache-reserved-instance
#amazonelasticache-reserved-instance


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Rebalance 
SlotsInGl 
obalRepli 
cationGroup

授予权限以执行密钥空间重新
平衡操作，以重新分发插槽并
确保在全局复制组中的现有分
区之间进行密钥的统一分配

Write globalrep 
licationg 
roup*

   

cluster*     RebootCac 
heCluster

授予权限以重新启动预置缓存
集群或复制组中的部分或全部
缓存节点（已禁用集群模式）

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster    

parameter 
group

   

replicati 
ongroup

   

reserved- 
instance

   

 RemoveTag 
sFromReso 
urce

授予从 ElastiCache 资源中移
除标签的权限

标记

securityg 
roup
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#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_RebalanceSlotsInGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_RebalanceSlotsInGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_RebalanceSlotsInGlobalReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_RebalanceSlotsInGlobalReplicationGroup.html
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-globalreplicationgroup
#amazonelasticache-cluster
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_RebootCacheCluster.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_RebootCacheCluster.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-cluster
#amazonelasticache-parametergroup
#amazonelasticache-parametergroup
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
#amazonelasticache-reserved-instance
#amazonelasticache-reserved-instance
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_RemoveTagsFromResource.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_RemoveTagsFromResource.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_RemoveTagsFromResource.html
#amazonelasticache-securitygroup
#amazonelasticache-securitygroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

serverles 
scache

   

serverles 
scachesna 
pshot

   

snapshot    

subnetgro 
up

   

user    

usergroup    

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

parameter 
group*

    ResetCach 
eParamete 
rGroup

授予权限以将缓存参数组的参
数改回其默认值

写入

  aws:Resou 
rceTag/${ 
TagKey}

elasticac 
he:CacheP 
arameterG 
roupName
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#amazonelasticache-serverlesscache
#amazonelasticache-serverlesscache
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-serverlesscachesnapshot
#amazonelasticache-snapshot
#amazonelasticache-subnetgroup
#amazonelasticache-subnetgroup
#amazonelasticache-user
#amazonelasticache-usergroup
#amazonelasticache-usergroup
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_TagKeys
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-parametergroup
#amazonelasticache-parametergroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ResetCacheParameterGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ResetCacheParameterGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_ResetCacheParameterGroup.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

securityg 
roup*

    RevokeCac 
heSecurit 
yGroupIng 
ress

授予从安全组中移除 EC2 安全
组入口的 ElastiCache 权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

replicati 
ongroup*

    StartMigr 
ation

授予开始将数据从亚马逊上托
管的 Redis 迁移 EC2 到 Redis 
ElastiCache 的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 TestFailover 授予权限以测试复制组中的指
定节点组上的自动故障转移

写入 replicati 
ongroup*

  ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs
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#amazonelasticache-securitygroup
#amazonelasticache-securitygroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_RevokeCacheSecurityGroupIngress.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_RevokeCacheSecurityGroupIngress.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_RevokeCacheSecurityGroupIngress.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_RevokeCacheSecurityGroupIngress.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_StartMigration.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_StartMigration.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_TestFailover.html
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

replicati 
ongroup*

    TestMigra 
tion

授予测试从亚马逊托管的 
Redis 到 Redis 的数据迁 EC2 
移 ElastiCache 的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon 定义的资源类型 ElastiCache

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 parameter 
group

arn:${Partition}:elasticache:${Regio 
n}:${Account}:parametergroup:${Cache 
ParameterGroupName}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

elasticache:CacheP 
arameterGroupName

 securityg 
roup

arn:${Partition}:elasticache:${Regio 
n}:${Account}:securitygroup:${CacheS 
ecurityGroupName}

aws:RequestTag/${T 
agKey}
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#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-replicationgroup
#amazonelasticache-replicationgroup
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_TestMigration.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_TestMigration.html
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.Components.html#WhatIs.Components.ParameterGroups
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.Components.html#WhatIs.Components.ParameterGroups
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.Components.html#WhatIs.Components.SecurityGroups
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.Components.html#WhatIs.Components.SecurityGroups
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

 subnetgroup arn:${Partition}:elasticache:${Regio 
n}:${Account}:subnetgroup:${CacheSub 
netGroupName}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys
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#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_TagKeys
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.Components.html#WhatIs.Components.SubnetGroups
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_TagKeys


服务授权参考 服务授权参考

资源类型 ARN 条件键

 replicati 
ongroup

arn:${Partition}:elasticache:${Regio 
n}:${Account}:replicationgroup:${Rep 
licationGroupId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

elasticache:AtRest 
EncryptionEnabled

elasticache:AuthTo 
kenEnabled

elasticache:Automa 
ticFailoverEnabled

elasticache:CacheN 
odeType

elasticache:CacheP 
arameterGroupName

elasticache:Cluste 
rModeEnabled

elasticache:Engine 
Type

elasticache:Engine 
Version

elasticache:KmsKeyId

elasticache:MultiA 
ZEnabled

elasticache:NumNod 
eGroups
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.Components.html#WhatIs.Components.ReplicationGroups
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.Components.html#WhatIs.Components.ReplicationGroups
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-elasticache_AtRestEncryptionEnabled
#amazonelasticache-elasticache_AtRestEncryptionEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_NumNodeGroups


服务授权参考 服务授权参考

资源类型 ARN 条件键

elasticache:Replic 
asPerNodeGroup

elasticache:Snapsh 
otRetentionLimit

elasticache:Transi 
tEncryptionEnabled

 cluster arn:${Partition}:elasticache:${Regio 
n}:${Account}:cluster:${CacheCluster 
Id}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

elasticache:AuthTo 
kenEnabled

elasticache:CacheN 
odeType

elasticache:CacheP 
arameterGroupName

elasticache:Engine 
Type

elasticache:Engine 
Version

elasticache:MultiA 
ZEnabled

elasticache:Snapsh 
otRetentionLimit
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#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.Components.html#WhatIs.Components.Clusters
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit


服务授权参考 服务授权参考

资源类型 ARN 条件键

 reserved- 
instance

arn:${Partition}:elasticache:${Regio 
n}:${Account}:reserved-instance:${Re 
servedCacheNodeId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

 snapshot arn:${Partition}:elasticache:${Regio 
n}:${Account}:snapshot:${SnapshotNam 
e}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

elasticache:KmsKeyId
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/reserved-nodes.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/reserved-nodes.html
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_TagKeys
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.Components.html#WhatIs.Components.Snapshots
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-elasticache_KmsKeyId


服务授权参考 服务授权参考

资源类型 ARN 条件键

 globalrep 
licationgroup

arn:${Partition}:elasticache::${Acco 
unt}:globalreplicationgroup:${Global 
ReplicationGroupId}

elasticache:AtRest 
EncryptionEnabled

elasticache:AuthTo 
kenEnabled

elasticache:Automa 
ticFailoverEnabled

elasticache:CacheN 
odeType

elasticache:CacheP 
arameterGroupName

elasticache:Cluste 
rModeEnabled

elasticache:Engine 
Type

elasticache:Engine 
Version

elasticache:KmsKeyId

elasticache:MultiA 
ZEnabled

elasticache:NumNod 
eGroups

elasticache:Replic 
asPerNodeGroup

elasticache:Snapsh 
otRetentionLimit
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
#amazonelasticache-elasticache_AtRestEncryptionEnabled
#amazonelasticache-elasticache_AtRestEncryptionEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AuthTokenEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_AutomaticFailoverEnabled
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheNodeType
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_CacheParameterGroupName
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_ClusterModeEnabled
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_MultiAZEnabled
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_NumNodeGroups
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_ReplicasPerNodeGroup
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit


服务授权参考 服务授权参考

资源类型 ARN 条件键

elasticache:Transi 
tEncryptionEnabled

 user arn:${Partition}:elasticache:${Regio 
n}:${Account}:user:${UserId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

elasticache:UserAu 
thenticationMode

 usergroup arn:${Partition}:elasticache:${Regio 
n}:${Account}:usergroup:${UserGroupI 
d}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys
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#amazonelasticache-elasticache_TransitEncryptionEnabled
#amazonelasticache-elasticache_TransitEncryptionEnabled
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Clusters.RBAC.html
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-elasticache_UserAuthenticationMode
#amazonelasticache-elasticache_UserAuthenticationMode
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Clusters.RBAC.html
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_TagKeys


服务授权参考 服务授权参考

资源类型 ARN 条件键

 serverles 
scache

arn:${Partition}:elasticache:${Regio 
n}:${Account}:serverlesscache:${Serv 
erlessCacheName}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

elasticache:DataSt 
orageUnit

elasticache:Engine 
Type

elasticache:Engine 
Version

elasticache:KmsKeyId

elasticache:Maximu 
mDataStorage

elasticache:Maximu 
mECPUPerSecond

elasticache:Minimu 
mDataStorage

elasticache:Minimu 
mECPUPerSecond

elasticache:Snapsh 
otRetentionLimit
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-elasticache_DataStorageUnit
#amazonelasticache-elasticache_DataStorageUnit
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineType
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_EngineVersion
#amazonelasticache-elasticache_KmsKeyId
#amazonelasticache-elasticache_MaximumDataStorage
#amazonelasticache-elasticache_MaximumDataStorage
#amazonelasticache-elasticache_MaximumECPUPerSecond
#amazonelasticache-elasticache_MaximumECPUPerSecond
#amazonelasticache-elasticache_MinimumDataStorage
#amazonelasticache-elasticache_MinimumDataStorage
#amazonelasticache-elasticache_MinimumECPUPerSecond
#amazonelasticache-elasticache_MinimumECPUPerSecond
#amazonelasticache-elasticache_SnapshotRetentionLimit
#amazonelasticache-elasticache_SnapshotRetentionLimit


服务授权参考 服务授权参考

资源类型 ARN 条件键

 serverles 
scachesna 
pshot

arn:${Partition}:elasticache:${Regio 
n}:${Account}:serverlesscachesnapsho 
t:${ServerlessCacheSnapshotName}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

elasticache:KmsKeyId

Amazon 的条件密钥 ElastiCache

Amazon ElastiCache 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

Note

要使用字符串类型的条件键构造条件元素，请使用不区分大小写的条件运算符 
StringEqualsIgnoreCase 或 StringNotEqualsIgnoreCase 将键与字符串值进行比较。
有关 IAM 策略中控制访问权限的条件的信息 ElastiCache，请参阅 A mazon ElastiCache 用户
指南中的ElastiCache 密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选操作 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选操作 ArrayOfString
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_RequestTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_ResourceTag___TagKey_
#amazonelasticache-aws_TagKeys
#amazonelasticache-elasticache_KmsKeyId
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/UsingIAM.html#UsingIAM.Keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys


服务授权参考 服务授权参考

条件键 描述 类型

 elasticac 
he:AtRest 
Encryptio 
nEnabled

按请求中存在的 AtRestEncryptionEnabled 参数过滤访问
权限，如果参数不存在，则按默认 false 值过滤访问权限

布尔型

 elasticac 
he:AuthTo 
kenEnabled

通过请求中是否存在非空 AuthToken 参数来筛选访问权限 布尔型

 elasticac 
he:Automa 
ticFailov 
erEnabled

按请求中的 AutomaticFailoverEnabled 参数筛选访问权限 布尔型

 elasticac 
he:CacheN 
odeType

按请求中存在的 cacheNodeType 参数筛选访问权限。此
密钥可用于限制在集群创建或扩展操作中使用哪些缓存节
点类型

字符串

 elasticac 
he:CacheP 
arameterG 
roupName

按请求中的 CacheParameterGroupName 参数筛选访问权
限

字符串

 elasticac 
he:Cluste 
rModeEnabled

按请求中存在的集群模式参数筛选访问。单节点组（分
区）创建的默认值为 false

布尔型

 elasticac 
he:DataSt 
orageUnit

按以下方式筛选访问权限 CacheUsageLimits。 DataStora 
ge.Unit 参数在 CreateServerlessCache 和 ModifySer 
verlessCache 请求中

字符串

 elasticac 
he:EngineType

按创建请求中存在的引擎类型筛选访问。对于创建复制
组，如果参数不存在，则使用默认引擎“redis”作为键

字符串

 elasticac 
he:Engine 
Version

按创建或集群修改请求中存在的 engineVersion 参数筛选
访问

字符串
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条件键 描述 类型

 elasticac 
he:KmsKeyId

按 KMS 密钥的密钥 ID 筛选访问权限 字符串

 elasticac 
he:Maximu 
mDataStorage

按以下方式筛选访问权限 CacheUsageLimits。 DataStora 
ge.and 请求中的 CreateServerlessCache 最大参数 
ModifyServerlessCache

数值

 elasticac 
he:Maximu 
mECPUPerS 
econd

按以下方式筛选访问权限 CacheUsageLimits。 
ECPUPerSecond.Maximum 参数在和请求中 CreateSer 
verlessCache ModifyServerlessCache

数值

 elasticac 
he:Minimu 
mDataStorage

按以下方式筛选访问权限 CacheUsageLimits。 DataStora 
ge.and 请求中的最 CreateServerlessCache 小 ModifySer 
verlessCache 参数

数值

 elasticac 
he:Minimu 
mECPUPerS 
econd

按以下方式筛选访问权限 CacheUsageLimits。 
ECPUPerSecond.minimum 参数在和请求中 CreateSer 
verlessCache ModifyServerlessCache

数值

 elasticac 
he:MultiA 
ZEnabled

按 AZMode 参数、多AZEnabled 参数或集群或复制组可以
放置的可用区数量筛选访问权限

布尔型

 elasticac 
he:NumNod 
eGroups

按请求中指定的 NumNodeGroups 或 NodeGroupCount 
参数筛选访问权限。此密钥可用于限制创建或扩展操作后
集群可以拥有的节点组（分区）的数量

数值

 elasticac 
he:Replic 
asPerNode 
Group

按创建或扩展请求中指定的每个节点组（分区）的副本数
筛选访问

数值

 elasticac 
he:Snapsh 
otRetentionLimit

按请求中的 SnapshotRetentionLimit 参数筛选访问权限 数值
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条件键 描述 类型

 elasticac 
he:Transi 
tEncrypti 
onEnabled

按请求中存在的 TransitEncryptionEnabled 参数筛选访问
权限。在创建复制组时，如果参数不存在，则使用默认
值“false”作为键

布尔型

 elasticac 
he:UserAu 
thenticationMode

按请求中的 UserAuthenticationMode 参数筛选访问权限 字符串

AWS Elemental Appliances and Software 的操作、资源和条件键

AWS Elemental Appliances and Software（服务前缀:elemental-appliances-software）提供
以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Elemental Appliances and Software 定义的操作

• AWS Elemental Appliances and Software 定义的资源类型

• AWS Elemental Appliances and Software 的条件键

AWS Elemental Appliances and Software 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

AWS 元素设备和软件 1737

https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/IAM.ConditionKeys.html#IAM.SpecifyingConditions
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/IAM.ConditionKeys.html#IAM.SpecifyingConditions
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/IAM.ConditionKeys.html#IAM.SpecifyingConditions
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/IAM.ConditionKeys.html#IAM.SpecifyingConditions
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/IAM.ConditionKeys.html#IAM.SpecifyingConditions
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/IAM.ConditionKeys.html#IAM.SpecifyingConditions
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/IAM.ConditionKeys.html#IAM.SpecifyingConditions
https://docs.aws.amazon.com/elemental-appliances-software/latest/ug/
https://docs.aws.amazon.com/elemental-appliances-software/latest/ug/
https://docs.aws.amazon.com/elemental-appliances-software/latest/ug/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html


服务授权参考 服务授权参考

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CompleteU 
pload [仅权
限]

授予权限以完成报价或订单附
件上传

写入      

 CreateOrd 
erV1 [仅权限]

授予创建订单的权限 写入      

 CreateQuote
[仅权限]

授予权限以创建报价 写入 quote*    

 GetAvsCor 
rectAddress
[仅权限]

授予权限以验证地址 读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetBillin 
gAddresses
[仅权限]

授予在 AWS 账户中列出账单
地址的权限

读取      

 GetDelive 
ryAddress 
esV2 [仅权限]

授予在 AWS 账户中列出配送
地址的权限

读取      

 GetOrder [仅
权限]

授予权限以描述订单 读取      

 GetOrdersV2
[仅权限]

授予在 AWS 账户中列出订单
的权限

读取      

 GetQuote [仅
权限]

授予描述报价的权限 读取 quote*    

 GetTaxes [仅
权限]

授予权限以计算订单税费 读取      

 ListQuotes
[仅权限]

授予在 AWS 账户中列出报价
的权限

列表      

 StartUpload
[仅权限]

授予权限以开始报价或订单附
件上传

写入      

 SubmitOrd 
erV1 [仅权限]

授予权限以提交订单 写入      

 UpdateQuo 
te [仅权限]

授予修改报价的权限 写入 quote*    
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AWS Elemental Appliances and Software 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 quote arn:${Partition}:elemental-appliance 
s-software:${Region}:${Account}:quot 
e/${ResourceId}

 

AWS Elemental Appliances and Software 的条件键

Elemental Appliances and Software 没有可在策略语句的 Condition 元素中使用的服务特定上下文
键。有关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Elemental Appliances and Software 激活服务的操作、资源和条件键

AWS Elemental Appliances 和软件激活服务（服务前缀:elemental-activations）提供以下特定
于服务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Elemental Appliances and Software 激活服务定义的操作

• AWS Elemental Appliances and Software 激活服务定义的资源类型

• AWS Elemental Appliances and Software 激活服务的条件键
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AWS Elemental Appliances and Software 激活服务定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CompleteA 
ccountReg 
istration [仅权
限]

授予完成注册客户账户以购买 
AWS Elemental 设备和软件的
过程的权限

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CompleteF 
ileUpload [仅
权限]

授予权限以完成上传 AWS 
Elemental 设备和软件购买的
软件文件的过程

写入      

 ConfirmAc 
count [仅权
限]

授予权限以确认资产所有权 写入      

 DownloadK 
ickstart [仅权
限]

授予下载用于购买 AWS 元素
设备和软件的 kickstart 文件的
权限

读取      

 DownloadS 
oftware [仅权
限]

授予下载用于购买 AWS 元素
设备和软件的软件文件的权限

读取      

 GenerateL 
icense [仅权
限]

授予为购买 AWS Elemental 设
备和软件生成软件许可证的权
限

写入      

 GenerateL 
icenses [仅权
限]

授予为 AWS 基本设备和软件
购买生成软件许可证的权限

写入      

 GetArtifa 
ctGroupSo 
ftwareVer 
sions [仅权限]

授予权限以描述构件组的软件
版本

读取      

 GetAsset [仅
权限]

授予权限以描述资产 读取      

 GetAssets
 [仅权限]

授予权限以描述与请求账户关
联的资产

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetProduc 
tAdvisories
[仅权限]

授予权限以获取所有产品建议 读取      

 GetSoftwa 
reVersions
[仅权限]

授予权限以描述可用软件版本 读取      

 StartFile 
Upload [仅权
限]

授予开始上传用于购买 AWS 
元素设备和软件的软件文件的
权限

写入      

AWS Elemental Appliances and Software 激活服务定义的资源类型

AWS Elemental 设备和软件激活服务不支持在 IAM 策略声明的元素Resource中指定资源 ARN。要允
许访问 AWS Elemental Appliances and Software Activation Service，请在策略中指定 "Resource": 
"*"。

AWS Elemental Appliances and Software 激活服务的条件键

Elemental Activations 没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服
务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS 元素的动作、资源和条件键 MediaConnect

AWS Elemental MediaConnect （服务前缀:mediaconnect）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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主题

• 由 AWS Elemental 定义的动作 MediaConnect

• 由 AWS Elemental 定义的资源类型 MediaConnect

• AWS 元素的条件键 MediaConnect

由 AWS Elemental 定义的动作 MediaConnect

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddBridge 
Outputs

授予权限以将输出添加到现有
网桥

写入 Bridge*    

 AddBridge 
Sources

授予权限以将源添加到现有网
桥

写入 Bridge*    

 AddFlowMe 
diaStreams

授予将媒体流添加到任何流中
的权限

Write      

 AddFlowOu 
tputs

授予将输出添加到任何流中的
权限

Write      

 AddFlowSo 
urces

授予将源添加到任何流中的权
限

Write      

 AddFlowVp 
cInterfaces

授予向任何流中添加 VPC 接口
的权限

写入      

 CreateBridge 授予权限以创建网桥 写入      

 CreateFlow 授予创建流的权限 写入      

 CreateGat 
eway

授予权限以创建网关 写入      

 DeleteBridge 授予权限以删除网桥 写入 Bridge*    

 DeleteFlow 授予删除流的权限 写入      

 DeleteGat 
eway

授予权限以删除网关 写入 Gateway*    

 Deregiste 
rGatewayI 
nstance

授予权限以注销网关实例 写入 GatewayIn 
stance*
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https://docs.aws.amazon.com/mediaconnect/latest/api/API_CreateGateway.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DeleteBridge.html
#awselementalmediaconnect-Bridge
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DeleteFlow.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DeleteGateway.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DeleteGateway.html
#awselementalmediaconnect-Gateway
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DeregisterGatewayInstance.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DeregisterGatewayInstance.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DeregisterGatewayInstance.html
#awselementalmediaconnect-GatewayInstance
#awselementalmediaconnect-GatewayInstance
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeB 
ridge

授予权限以显示网桥详细信息 读取 Bridge*    

 DescribeF 
low

授予显示流详细信息的权限，
包括流 ARN、名称和可用区以
及有关源、输出和授权的详细
信息

读取      

 DescribeF 
lowSource 
Metadata

授予权限以查看有关流程的源
传输流和程序的信息

读取      

 DescribeF 
lowSource 
Thumbnail

授予权限以查看流程源缩略图 读取      

 DescribeG 
ateway

授予权限以显示网关详细信
息，包括网关 ARN、名称和 
CIDR 区，以及有关网络的详
细信息

读取 Gateway*    

 DescribeG 
atewayIns 
tance

授予权限以显示网关实例的详
细信息

读取 GatewayIn 
stance*

   

 DescribeO 
ffering

授予显示产品详细信息的权限 Read      

 DescribeR 
eservation

授予显示预留详细信息的权限 读取      

 DiscoverG 
atewayPol 
lEndpoint

授予权限以发现网关轮询端点 写入      
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https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeBridge.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeBridge.html
#awselementalmediaconnect-Bridge
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeFlow.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeFlow.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeFlowSourceMetadata.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeFlowSourceMetadata.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeFlowSourceMetadata.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeFlowSourceThumbnail.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeFlowSourceThumbnail.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeFlowSourceThumbnail.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeGateway.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeGateway.html
#awselementalmediaconnect-Gateway
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeGatewayInstance.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeGatewayInstance.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeGatewayInstance.html
#awselementalmediaconnect-GatewayInstance
#awselementalmediaconnect-GatewayInstance
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeOffering.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeOffering.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeReservation.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DescribeReservation.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DiscoverGatewayPollEndpoint.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DiscoverGatewayPollEndpoint.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_DiscoverGatewayPollEndpoint.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GrantFlow 
Entitlements

授予在任何流上提供授权的权
限

写入      

 ListBridges 授予权限以显示与该账户关
联的网关列表，以及指定的 
ARN（可选）

列表 Bridge*    

 ListEntit 
lements

授予显示为账户提供的所有授
权的列表的权限

List      

 ListFlows 授予显示与该账户关联的流的
列表的权限

列表      

 ListGatew 
ayInstances

授予权限以显示与该网关关联
的网关列表。

列表 GatewayIn 
stance*

   

 ListGatew 
ays

授予权限以显示与该账户关联
的网关列表。

列表      

 ListOfferings 授予显示当前账户可用的所有
产品列表的权限 AWS 区域

列表      

 ListReser 
vations

授予显示该账户当前已购买的
所有预订列表的权限 AWS 区
域

列表      

 ListTagsF 
orResource

授予显示与资源关联的所有标
签列表的权限

读取      

 PollGateway 授予权限以轮询网关 写入      

 PurchaseO 
ffering

授予购买产品的权限 写入      
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https://docs.aws.amazon.com/mediaconnect/latest/api/API_GrantFlowEntitlements.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_GrantFlowEntitlements.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_ListBridges.html
#awselementalmediaconnect-Bridge
https://docs.aws.amazon.com/mediaconnect/latest/api/API_ListEntitlements.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_ListEntitlements.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_ListFlows.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_ListGatewayInstances.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_ListGatewayInstances.html
#awselementalmediaconnect-GatewayInstance
#awselementalmediaconnect-GatewayInstance
https://docs.aws.amazon.com/mediaconnect/latest/api/API_ListGateways.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_ListGateways.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_ListOfferings.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_ListReservations.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_ListReservations.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_PollGateway.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_PurchaseOffering.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_PurchaseOffering.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RemoveBri 
dgeOutput

授予权限以删除现有网桥的输
出

写入 Bridge*    

 RemoveBri 
dgeSource

授予权限以删除现有网桥的源 写入 Bridge*    

 RemoveFlo 
wMediaStr 
eam

授予从任何流中删除媒体流的
权限

Write      

 RemoveFlo 
wOutput

授予从任何流中删除输出的权
限

Write      

 RemoveFlo 
wSource

授予从任何流中删除源的权限 Write      

 RemoveFlo 
wVpcInter 
face

授予从任何流中删除 VPC 接口
的权限

Write      

 RevokeFlo 
wEntitlement

授予撤销任何流上的授权的权
限

Write      

 StartFlow 授予启动流的权限 Write      

 StopFlow 授予停止流的权限 写入      

 SubmitGat 
ewayState 
Change

授予权限以提交网关状态更改 写入      

 TagResour 
ce

授予将标签与资源关联的权限 Tagging      
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https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveBridgeOutput.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveBridgeOutput.html
#awselementalmediaconnect-Bridge
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveBridgeSource.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveBridgeSource.html
#awselementalmediaconnect-Bridge
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveFlowMediaStream.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveFlowMediaStream.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveFlowMediaStream.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveFlowOutput.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveFlowOutput.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveFlowSource.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveFlowSource.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveFlowVpcInterface.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveFlowVpcInterface.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RemoveFlowVpcInterface.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RevokeFlowEntitlement.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_RevokeFlowEntitlement.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_StartFlow.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_StopFlow.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_SubmitGatewayStateChange.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_SubmitGatewayStateChange.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_SubmitGatewayStateChange.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_TagResource.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_TagResource.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UntagReso 
urce

授予从资源中删除标签的权限 标记      

 UpdateBri 
dge

授予权限以更新网桥 写入 Bridge*    

 UpdateBri 
dgeOutput

授予权限以更新现有网桥的输
出

写入 Bridge*    

 UpdateBri 
dgeSource

授予权限以更新现有网桥的源 写入 Bridge*    

 UpdateBri 
dgeState

授予权限以更新现有网桥的状
态

写入 Bridge*    

 UpdateFlow 授予更新流的权限 Write      

 UpdateFlo 
wEntitlement

授予更新任何流上的授权的权
限

Write      

 UpdateFlo 
wMediaStr 
eam

授予更新任何流上的媒体流的
权限

Write      

 UpdateFlo 
wOutput

授予更新任何流上的输出的权
限

Write      

 UpdateFlo 
wSource

授予更新任何流的源的权限 写入      

 UpdateGat 
ewayInstance

授予权限以更新现有网关实例
的配置

写入 GatewayIn 
stance*
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https://docs.aws.amazon.com/mediaconnect/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateBridge.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateBridge.html
#awselementalmediaconnect-Bridge
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateBridgeOutput.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateBridgeOutput.html
#awselementalmediaconnect-Bridge
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateBridgeSource.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateBridgeSource.html
#awselementalmediaconnect-Bridge
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateBridgeState.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateBridgeState.html
#awselementalmediaconnect-Bridge
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateFlow.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateFlowEntitlement.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateFlowEntitlement.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateFlowMediaStream.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateFlowMediaStream.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateFlowMediaStream.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateFlowOutput.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateFlowOutput.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateFlowSource.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateFlowSource.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateGatewayInstance.html
https://docs.aws.amazon.com/mediaconnect/latest/api/API_UpdateGatewayInstance.html
#awselementalmediaconnect-GatewayInstance
#awselementalmediaconnect-GatewayInstance
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由 AWS Elemental 定义的资源类型 MediaConnect

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Entitlement arn:${Partition}:mediaconnect:${Regi 
on}:${Account}:entitlement:${FlowId} 
:${EntitlementName}

 

 Flow arn:${Partition}:mediaconnect:${Regi 
on}:${Account}:flow:${FlowId}:${Flow 
Name}

 

 Output arn:${Partition}:mediaconnect:${Regi 
on}:${Account}:output:${OutputId}:${ 
OutputName}

 

 Source arn:${Partition}:mediaconnect:${Regi 
on}:${Account}:source:${SourceId}:${ 
SourceName}

 

 Gateway arn:${Partition}:mediaconnect:${Regi 
on}:${Account}:gateway:${GatewayId}: 
${GatewayName}

 

 Bridge arn:${Partition}:mediaconnect:${Regi 
on}:${Account}:bridge:${FlowId}:${Fl 
owName}

 

 GatewayIn 
stance

arn:${Partition}:mediaconnect:${Regi 
on}:${Account}:gateway:${GatewayId}: 
${GatewayName}:instance:${InstanceId 
}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/mediaconnect/latest/ug/entitlements.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/flows.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/outputs.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/sources.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/gateway.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/gateway-components-bridges.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/gateway-components-instances.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/gateway-components-instances.html
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AWS 元素的条件键 MediaConnect

MediaConnect 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务
均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS 元素的动作、资源和条件键 MediaConvert

AWS Elemental MediaConvert （服务前缀:mediaconvert）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Elemental 定义的动作 MediaConvert

• 由 AWS Elemental 定义的资源类型 MediaConvert

• AWS 元素的条件键 MediaConvert

由 AWS Elemental 定义的动作 MediaConvert

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/mediaconvert/latest/ug/
https://docs.aws.amazon.com/mediaconvert/latest/apireference/
https://docs.aws.amazon.com/mediaconvert/latest/ug/iam-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Certificate

授予将 AWS 证书管理器 
(ACM) 亚马逊资源名称 (ARN) 
与 Elemental 关联的权限 AWS 
MediaConvert

写入      

 CancelJob 授予取消队列中正在等待的 
AWS 元素 MediaConvert 任务
的权限

写入 Job*    

JobTempla 
te

   

Preset    

Queue    

 CreateJob 授予创建和提交 AWS 元素 
MediaConvert 任务的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/mediaconvert/latest/apireference/certificates.html
https://docs.aws.amazon.com/mediaconvert/latest/apireference/certificates.html
https://docs.aws.amazon.com/mediaconvert/latest/apireference/jobs-id.html
#awselementalmediaconvert-Job
#awselementalmediaconvert-JobTemplate
#awselementalmediaconvert-JobTemplate
#awselementalmediaconvert-Preset
#awselementalmediaconvert-Queue
https://docs.aws.amazon.com/mediaconvert/latest/apireference/jobs.html
#awselementalmediaconvert-aws_RequestTag___TagKey_
#awselementalmediaconvert-aws_RequestTag___TagKey_
#awselementalmediaconvert-aws_RequestTag___TagKey_
#awselementalmediaconvert-aws_TagKeys
#awselementalmediaconvert-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

mediaconv 
ert:HttpI 
nputsAllo 
wed

mediaconv 
ert:Https 
InputsAll 
owed

mediaconv 
ert:S3Inp 
utsAllowe 
d

Preset    

Queue    

 CreateJob 
Template

授予创建 AWS Elemental 
MediaConvert 自定义作业模板
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awselementalmediaconvert-mediaconvert_HttpInputsAllowed
#awselementalmediaconvert-mediaconvert_HttpInputsAllowed
#awselementalmediaconvert-mediaconvert_HttpInputsAllowed
#awselementalmediaconvert-mediaconvert_HttpInputsAllowed
#awselementalmediaconvert-mediaconvert_HttpsInputsAllowed
#awselementalmediaconvert-mediaconvert_HttpsInputsAllowed
#awselementalmediaconvert-mediaconvert_HttpsInputsAllowed
#awselementalmediaconvert-mediaconvert_HttpsInputsAllowed
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePreset 授予创建 AWS Elemental 
MediaConvert 自定义输出预设
的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 CreateQue 
ue

授予创建 AWS 元素 
MediaConvert 任务队列的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteJob 
Template

授予删除 AWS Elemental 
MediaConvert 自定义作业模板
的权限

写入 JobTempla 
te*

   

 DeletePolicy 授予删除 AWS 元素 
MediaConvert 策略的权限

写入      

 DeletePreset 授予删除 AWS Elemental 
MediaConvert 自定义输出预设
的权限

写入 Preset*    

 DeleteQueue 授予删除 AWS 元素 
MediaConvert 任务队列的权限

写入 Queue*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeE 
ndpoints

通过发送账户特定端点的请
求，授予订阅 AWS Elemental 
MediaConvert 服务的权限。必
须将所有转码请求发送到服务
返回的端点

列表      

 Disassoci 
ateCertificate

授予移除 Certifice Manager 
(ACM) AWS 证书的亚马逊资
源名称 (ARN) 与 Elemental 
资源之间关联的权限 AWS 
MediaConvert

写入      

 GetJob 授予获得 AWS 元素 
MediaConvert 任务的权限

读取 Job*    

 GetJobTem 
plate

授予获取 AWS 元素 
MediaConvert 作业模板的权限

读取 JobTempla 
te*

   

 GetPolicy 授予获取 AWS 元素 
MediaConvert 策略的权限

读取      

 GetPreset 授予获取 AWS 元素 
MediaConvert 输出预设的权限

读取 Preset*    

 GetQueue 授予获取 AWS 元素 
MediaConvert 任务队列的权限

读取 Queue*    

 ListJobTe 
mplates

授予列出 AWS Elemental 
MediaConvert 作业模板的权限

列表      

 ListJobs 授予列出 AWS 元素 
MediaConvert 任务的权限

列表 Queue    

 ListPresets 授予列出 AWS 元素 
MediaConvert 输出预设的权限

列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListQueues 授予列出 AWS Elemental 
MediaConvert 任务队列的权限

列表      

Job    

JobTempla 
te

   

Preset    

 ListTagsF 
orResource

授予检索队 MediaConvert 
列、预设或作业模板标签的权
限

读取

Queue    

 ListVersions 授予列出 AWS Elemental 
MediaConvert 作业引擎版本的
权限

列表      

 Probe 授予探查文件的权限 读取      

 PutPolicy 授予放置 AWS 元素 
MediaConvert 策略的权限

写入      

 SearchJobs 授予搜索 AWS 元素 
MediaConvert 任务的权限

列表 Queue    

Job    

JobTempla 
te

   

Preset    

 TagResour 
ce

授予向 MediaConvert 队列、
预设或作业模板添加标签的权
限

标记

Queue    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Job    

JobTempla 
te

   

Preset    

Queue    

 UntagReso 
urce

授予从 MediaConvert 队列、
预设或作业模板中移除标签的
权限

标记

  aws:TagKe 
ys

 

JobTempla 
te*

   

Preset    

 UpdateJob 
Template

授予更新 AWS Elemental 
MediaConvert 自定义作业模板
的权限

写入

Queue    

 UpdatePre 
set

授予更新 AWS Elemental 
MediaConvert 自定义输出预设
的权限

写入 Preset*    

 UpdateQue 
ue

授予更新 AWS 元素 
MediaConvert 任务队列的权限

写入 Queue*    
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由 AWS Elemental 定义的资源类型 MediaConvert

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Job arn:${Partition}:mediaconvert:${Regi 
on}:${Account}:jobs/${JobId}

aws:ResourceTag/${ 
TagKey}

 Queue arn:${Partition}:mediaconvert:${Regi 
on}:${Account}:queues/${QueueName}

aws:ResourceTag/${ 
TagKey}

 Preset arn:${Partition}:mediaconvert:${Regi 
on}:${Account}:presets/${PresetName}

aws:ResourceTag/${ 
TagKey}

 JobTemplate arn:${Partition}:mediaconvert:${Regi 
on}:${Account}:jobTemplates/${JobTem 
plateName}

aws:ResourceTag/${ 
TagKey}

 Certifica 
teAssociation

arn:${Partition}:mediaconvert:${Regi 
on}:${Account}:certificates/${Certif 
icateArn}

 

AWS 元素的条件键 MediaConvert

AWS Elemental MediaConvert 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString

 mediaconv 
ert:HttpInputsAllo 
wed

通过账户中存在的 HTTP 输入策略筛选访问权限 布尔型

 mediaconv 
ert:HttpsInputsAll 
owed

通过账户中存在的 HTTPS 输入策略筛选访问权限 布尔型

 mediaconv 
ert:S3Inp 
utsAllowed

通过账户中存在的 S3 输入策略筛选访问权限 布尔型

AWS 元素的动作、资源和条件键 MediaLive

AWS Elemental MediaLive （服务前缀:medialive）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Elemental 定义的动作 MediaLive

• 由 AWS Elemental 定义的资源类型 MediaLive

• AWS 元素的条件键 MediaLive
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由 AWS Elemental 定义的动作 MediaLive

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptInp 
utDeviceT 
ransfer

授予接受输入设备传输的权限 Write input-dev 
ice*

   

 BatchDelete 授予删除通道、输入、输入安
全组和多路传输的权限

Write      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchStart 授予启动通道和多路传输的权
限

Write      

 BatchStop 授予停止通道和多路传输的权
限

Write      

 BatchUpda 
teSchedule

授予在通道的计划中添加和删
除操作的权限

Write channel*    

 CancelInp 
utDeviceT 
ransfer

授予取消输入设备传输的权限 写入 input-dev 
ice*

   

 ClaimDevice 授予申请输入设备的权限 写入 input-dev 
ice*

   

channel*    

input*    

 CreateCha 
nnel

授予权限以创建通道 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

channel-
p 
lacement- 
group*

    CreateCha 
nnelPlace 
mentGroup

授予权限以创建集群 写入

cluster*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

cloudwatc 
h-alarm-t 
emplate*

   

cloudwatc 
h-alarm-t 
emplate-
group*

   

 CreateClo 
udWatchAl 
armTemplate

授予权限以创建 CloudWatch 
警报模板

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

cloudwatc 
h-alarm-t 
emplate-
group*

    CreateClo 
udWatchAl 
armTempla 
teGroup

授予权限以创建 CloudWatch 
警报模板组

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster*     CreateClu 
ster

授予权限以创建集群 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

eventbrid 
ge-rule-t 
emplate*

   

eventbrid 
ge-rule-t 
emplate-
group*

   

 CreateEve 
ntBridgeR 
uleTemplate

授予权限以创建 EventBridge 
规则模板

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateEve 
ntBridgeR 
uleTempla 
teGroup

授予权限以创建 EventBridge 
规则模板组

写入 eventbrid 
ge-rule-t 
emplate-
group*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

input*    

input-sec 
urity-gro 
up*

   

 CreateInput 授予权限以创建输入 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

input-sec 
urity-gro 
up*

    CreateInp 
utSecurit 
yGroup

授予权限以创建输入安全组 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateMul 
tiplex

授予权限以创建多路传输 Write multiplex*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateMul 
tiplexProgram

授予权限以创建多路复用程序 写入 multiplex*    

network*     CreateNet 
work

授予权限以创建网络 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

cluster*    

node*    

 CreateNode 授予权限以创建节点 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateNod 
eRegistra 
tionScript

授予权限以创建节点注册脚本 写入 cluster*    

 CreatePar 
tnerInput

授予权限以创建合作伙伴输入 写入 input*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

sdi-sourc 
e*

    CreateSdi 
Source

授予创建 SDI 源的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

signal-
map*

    CreateSig 
nalMap

授予权限以创建信号映射 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

channel     CreateTags 授予为频道、输入、输入安全
组、多路复用器、预留、节
点、网络、集群、信道放置
组、信号地图、SDI 源、模板
组和模板创建标签的权限

标记

channel-
p 
lacement- 
group
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cloudwatc 
h-alarm-t 
emplate

   

cloudwatc 
h-alarm-t 
emplate-
group

   

cluster    

eventbrid 
ge-rule-t 
emplate

   

eventbrid 
ge-rule-t 
emplate-
group

   

input    

input-sec 
urity-gro 
up

   

multiplex    

network    

node    

reservati 
on
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

sdi-sourc 
e

   

signal-
map

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteCha 
nnel

授予权限以删除通道 写入 channel*    

 DeleteCha 
nnelPlace 
mentGroup

授予权限以删除集群 写入 channel-
p 
lacement- 
group*

   

 DeleteClo 
udWatchAl 
armTemplate

授予权限以删除 CloudWatch 
警报模板

写入 cloudwatc 
h-alarm-t 
emplate*

   

 DeleteClo 
udWatchAl 
armTempla 
teGroup

授予权限以删除 CloudWatch 
警报模板组

写入 cloudwatc 
h-alarm-t 
emplate-
group*

   

 DeleteClu 
ster

授予权限以删除集群 写入 cluster*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteEve 
ntBridgeR 
uleTemplate

授予权限以删除 EventBridge 
规则模板

写入 eventbrid 
ge-rule-t 
emplate*

   

 DeleteEve 
ntBridgeR 
uleTempla 
teGroup

授予权限以删除 EventBridge 
规则模板组

写入 eventbrid 
ge-rule-t 
emplate-
group*

   

 DeleteInput 授予权限以删除输入 Write input*    

 DeleteInp 
utSecurit 
yGroup

授予权限以删除输入安全组 Write input-sec 
urity-gro 
up*

   

 DeleteMul 
tiplex

授予权限以删除多路传输 Write multiplex*    

 DeleteMul 
tiplexProgram

授予权限以删除多路复用程序 写入 multiplex*    

 DeleteNet 
work

授予权限以删除网络 写入 network*    

 DeleteNode 授予权限以删除节点 写入 node*    

 DeleteRes 
ervation

授予权限以删除过期的预留 Write reservati 
on*

   

 DeleteSch 
edule

授予删除通道所有计划操作的
权限

写入 channel*    

 DeleteSdi 
Source

授予删除 SDI 源的权限 写入 sdi-sourc 
e*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSig 
nalMap

授予权限以删除信号映射 写入 signal-
map*

   

channel    

channel-
p 
lacement- 
group

   

cloudwatc 
h-alarm-t 
emplate

   

cloudwatc 
h-alarm-t 
emplate-
group

   

cluster    

eventbrid 
ge-rule-t 
emplate

   

eventbrid 
ge-rule-t 
emplate-
group

   

input    

 DeleteTags 授予从频道、输入、输入安全
组、多路复用器、预留、节
点、集群、网络、频道放置
组、SDI 源、信号地图、模板 
组和模板中删除标签的权限

标记

input-sec 
urity-gro 
up
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https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-signal-maps-delete.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-signal-maps-delete.html
#awselementalmedialive-signal-map
#awselementalmedialive-signal-map
#awselementalmedialive-channel
#awselementalmedialive-channel-placement-group
#awselementalmedialive-channel-placement-group
#awselementalmedialive-channel-placement-group
#awselementalmedialive-channel-placement-group
#awselementalmedialive-cloudwatch-alarm-template
#awselementalmedialive-cloudwatch-alarm-template
#awselementalmedialive-cloudwatch-alarm-template
#awselementalmedialive-cloudwatch-alarm-template-group
#awselementalmedialive-cloudwatch-alarm-template-group
#awselementalmedialive-cloudwatch-alarm-template-group
#awselementalmedialive-cloudwatch-alarm-template-group
#awselementalmedialive-cluster
#awselementalmedialive-eventbridge-rule-template
#awselementalmedialive-eventbridge-rule-template
#awselementalmedialive-eventbridge-rule-template
#awselementalmedialive-eventbridge-rule-template-group
#awselementalmedialive-eventbridge-rule-template-group
#awselementalmedialive-eventbridge-rule-template-group
#awselementalmedialive-eventbridge-rule-template-group
#awselementalmedialive-input
https://docs.aws.amazon.com/medialive/latest/ug/tagging.html
#awselementalmedialive-input-security-group
#awselementalmedialive-input-security-group
#awselementalmedialive-input-security-group


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

multiplex    

network    

node    

reservati 
on

   

sdi-sourc 
e

   

signal-
map

   

  aws:TagKe 
ys

 

 DescribeA 
ccountCon 
figuration

授予权限以查看客户的账户配
置

读取      

 DescribeC 
hannel

授予权限以获取有关通道的详
细信息

读取 channel*    

 DescribeC 
hannelPla 
cementGroup

授予权限以描述通道位置组 读取 channel-
p 
lacement- 
group*

   

 DescribeC 
luster

授予权限以描述集群 读取 cluster*    

 DescribeI 
nput

授予权限以描述输入 Read input*    
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#awselementalmedialive-multiplex
#awselementalmedialive-network
#awselementalmedialive-node
#awselementalmedialive-reservation
#awselementalmedialive-reservation
#awselementalmedialive-sdi-source
#awselementalmedialive-sdi-source
#awselementalmedialive-signal-map
#awselementalmedialive-signal-map
#awselementalmedialive-aws_TagKeys
#awselementalmedialive-aws_TagKeys
https://docs.aws.amazon.com/medialive/latest/ug/starting-stopping-deleting-a-channel.html
https://docs.aws.amazon.com/medialive/latest/ug/starting-stopping-deleting-a-channel.html
https://docs.aws.amazon.com/medialive/latest/ug/starting-stopping-deleting-a-channel.html
https://docs.aws.amazon.com/medialive/latest/ug/viewing-channel-configuration.html
https://docs.aws.amazon.com/medialive/latest/ug/viewing-channel-configuration.html
#awselementalmedialive-channel
https://docs.aws.amazon.com/medialive/latest/ug/emla-setup-cl-create.html
https://docs.aws.amazon.com/medialive/latest/ug/emla-setup-cl-create.html
https://docs.aws.amazon.com/medialive/latest/ug/emla-setup-cl-create.html
#awselementalmedialive-channel-placement-group
#awselementalmedialive-channel-placement-group
#awselementalmedialive-channel-placement-group
#awselementalmedialive-channel-placement-group
https://docs.aws.amazon.com/medialive/latest/ug/emla-setup-cl-create.html
https://docs.aws.amazon.com/medialive/latest/ug/emla-setup-cl-create.html
#awselementalmedialive-cluster
https://docs.aws.amazon.com/medialive/latest/ug/edit-input.html
https://docs.aws.amazon.com/medialive/latest/ug/edit-input.html
#awselementalmedialive-input


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeI 
nputDevice

授予权限以描述输入设备 Read input-dev 
ice*

   

 DescribeI 
nputDevic 
eThumbnail

授予权限以描述输入设备缩略
图

Read input-dev 
ice*

   

 DescribeI 
nputSecur 
ityGroup

授予权限以描述输入安全组 Read input-sec 
urity-gro 
up*

   

 DescribeM 
ultiplex

授予权限以描述多路传输 Read multiplex*    

 DescribeM 
ultiplexP 
rogram

授予权限以描述多路复用程序 读取 multiplex*    

 DescribeN 
etwork

授予权限以描述网络 读取 network*    

 DescribeN 
ode

授予权限以描述节点 读取 node*    

 DescribeO 
ffering

授予权限以获取有关预留产品
的详细信息

Read offering*    

 DescribeR 
eservation

授予权限以获取有关预留的详
细信息

Read reservati 
on*

   

 DescribeS 
chedule

授予查看在通道上计划的操作
列表的权限

读取 channel*    

 DescribeS 
diSource

授予描述 SDI 来源的权限 读取 sdi-sourc 
e*
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https://docs.aws.amazon.com/medialive/latest/ug/device-edit.html
https://docs.aws.amazon.com/medialive/latest/ug/device-edit.html
#awselementalmedialive-input-device
#awselementalmedialive-input-device
https://docs.aws.amazon.com/medialive/latest/ug/device-edit.html
https://docs.aws.amazon.com/medialive/latest/ug/device-edit.html
https://docs.aws.amazon.com/medialive/latest/ug/device-edit.html
#awselementalmedialive-input-device
#awselementalmedialive-input-device
https://docs.aws.amazon.com/medialive/latest/ug/edit-input-security-group.html
https://docs.aws.amazon.com/medialive/latest/ug/edit-input-security-group.html
https://docs.aws.amazon.com/medialive/latest/ug/edit-input-security-group.html
#awselementalmedialive-input-security-group
#awselementalmedialive-input-security-group
#awselementalmedialive-input-security-group
https://docs.aws.amazon.com/medialive/latest/ug/edit-multiplex-program-channel.html
https://docs.aws.amazon.com/medialive/latest/ug/edit-multiplex-program-channel.html
#awselementalmedialive-multiplex
https://docs.aws.amazon.com/medialive/latest/ug/monitoring-multiplex-console.html
https://docs.aws.amazon.com/medialive/latest/ug/monitoring-multiplex-console.html
https://docs.aws.amazon.com/medialive/latest/ug/monitoring-multiplex-console.html
#awselementalmedialive-multiplex
https://docs.aws.amazon.com/medialive/latest/ug/emla-setup-cl-networks.html
https://docs.aws.amazon.com/medialive/latest/ug/emla-setup-cl-networks.html
#awselementalmedialive-network
https://docs.aws.amazon.com/medialive/latest/ug/emla-setup-cl-nodes-create.html
https://docs.aws.amazon.com/medialive/latest/ug/emla-setup-cl-nodes-create.html
#awselementalmedialive-node
https://docs.aws.amazon.com/medialive/latest/ug/purchasing-reservations.html
https://docs.aws.amazon.com/medialive/latest/ug/purchasing-reservations.html
#awselementalmedialive-offering
https://docs.aws.amazon.com/medialive/latest/ug/view-reservations.html
https://docs.aws.amazon.com/medialive/latest/ug/view-reservations.html
#awselementalmedialive-reservation
#awselementalmedialive-reservation
https://docs.aws.amazon.com/medialive/latest/ug/schedule-using-console-view.html
https://docs.aws.amazon.com/medialive/latest/ug/schedule-using-console-view.html
#awselementalmedialive-channel
https://docs.aws.amazon.com/medialive/latest/ug/emla-setup-cl-create.html
https://docs.aws.amazon.com/medialive/latest/ug/emla-setup-cl-create.html
#awselementalmedialive-sdi-source
#awselementalmedialive-sdi-source


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeT 
humbnails

授予权限以查看渠道的缩略图 读取 channel*    

 GetCloudW 
atchAlarm 
Template

授予权限以获取 CloudWatch 
警报模板

读取 cloudwatc 
h-alarm-t 
emplate*

   

 GetCloudW 
atchAlarm 
TemplateG 
roup

授予权限以获取 CloudWatch 
警报模板组

读取 cloudwatc 
h-alarm-t 
emplate-
group*

   

 GetEventB 
ridgeRule 
Template

授予权限以获取 EventBridge 
规则模板

读取 eventbrid 
ge-rule-t 
emplate*

   

 GetEventB 
ridgeRule 
TemplateG 
roup

授予权限以获取 EventBridge 
规则模板组

读取 eventbrid 
ge-rule-t 
emplate-
group*

   

 GetSignal 
Map

授予权限以获取信号映射 读取 signal-
map*

   

 ListChann 
elPlaceme 
ntGroups

授予权限以列出通道位置组 列表      

 ListChannels 授予权限以列出通道 列表      

 ListCloud 
WatchAlar 
mTemplate 
Groups

授予权限以列出 CloudWatch 
警报模板组

列表      
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https://docs.aws.amazon.com/medialive/latest/ug/starting-stopping-deleting-a-channel.html
https://docs.aws.amazon.com/medialive/latest/ug/starting-stopping-deleting-a-channel.html
#awselementalmedialive-channel
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html
#awselementalmedialive-cloudwatch-alarm-template
#awselementalmedialive-cloudwatch-alarm-template
#awselementalmedialive-cloudwatch-alarm-template
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html
#awselementalmedialive-cloudwatch-alarm-template-group
#awselementalmedialive-cloudwatch-alarm-template-group
#awselementalmedialive-cloudwatch-alarm-template-group
#awselementalmedialive-cloudwatch-alarm-template-group
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
#awselementalmedialive-eventbridge-rule-template
#awselementalmedialive-eventbridge-rule-template
#awselementalmedialive-eventbridge-rule-template
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
#awselementalmedialive-eventbridge-rule-template-group
#awselementalmedialive-eventbridge-rule-template-group
#awselementalmedialive-eventbridge-rule-template-group
#awselementalmedialive-eventbridge-rule-template-group
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-signal-maps-view.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-signal-maps-view.html
#awselementalmedialive-signal-map
#awselementalmedialive-signal-map
https://docs.aws.amazon.com/medialive/latest/ug/setup-emla.html
https://docs.aws.amazon.com/medialive/latest/ug/setup-emla.html
https://docs.aws.amazon.com/medialive/latest/ug/setup-emla.html
https://docs.aws.amazon.com/medialive/latest/ug/viewing-channel-configuration.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListCloud 
WatchAlar 
mTemplates

授予权限以列出 CloudWatch 
警报模板

列表      

 ListClusters 授予权限以列出集群 列表      

 ListEvent 
BridgeRul 
eTemplate 
Groups

授予权限以列出 EventBridge 
规则模板组

列表      

 ListEvent 
BridgeRul 
eTemplates

授予权限以列出 EventBridge 
规则模板

列表      

 ListInput 
DeviceTra 
nsfers

授予列出输入设备传输的权限 List      

 ListInput 
Devices

授予权限以列出输入设备 List      

 ListInput 
SecurityG 
roups

授予权限以列出输入安全组 List      

 ListInputs 授予权限以列出输入 List      

 ListMulti 
plexPrograms

授予权限以列出多路复用程序 List      

 ListMulti 
plexes

授予权限以列出多路传输 列表      

 ListNetworks 授予权限以列出网络 列表      
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https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms.html
https://docs.aws.amazon.com/medialive/latest/ug/setup-emla.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications.html
https://docs.aws.amazon.com/medialive/latest/ug/eml-devices.html
https://docs.aws.amazon.com/medialive/latest/ug/eml-devices.html
https://docs.aws.amazon.com/medialive/latest/ug/eml-devices.html
https://docs.aws.amazon.com/medialive/latest/ug/device-edit.html
https://docs.aws.amazon.com/medialive/latest/ug/device-edit.html
https://docs.aws.amazon.com/medialive/latest/ug/edit-input-security-group.html
https://docs.aws.amazon.com/medialive/latest/ug/edit-input-security-group.html
https://docs.aws.amazon.com/medialive/latest/ug/edit-input-security-group.html
https://docs.aws.amazon.com/medialive/latest/ug/edit-input.html
https://docs.aws.amazon.com/medialive/latest/ug/monitoring-multiplex-console.html
https://docs.aws.amazon.com/medialive/latest/ug/monitoring-multiplex-console.html
https://docs.aws.amazon.com/medialive/latest/ug/edit-multiplex-program-channel.html
https://docs.aws.amazon.com/medialive/latest/ug/edit-multiplex-program-channel.html
https://docs.aws.amazon.com/medialive/latest/ug/setup-emla.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListNodes 授予权限以列出节点 列表      

 ListOfferings 授予权限以列出预留产品 List      

 ListReser 
vations

授予权限以列出预留 列表      

 ListSdiSo 
urces

授予列出 SDI 来源的权限 列表      

 ListSigna 
lMaps

授予权限以列出信号映射 列表      

channel    

channel-
p 
lacement- 
group

   

cloudwatc 
h-alarm-t 
emplate

   

cloudwatc 
h-alarm-t 
emplate-
group

   

cluster    

 ListTagsF 
orResource

授予列出频道、输入、输入安
全组、多路复用器、预留、
节点、集群、网络、频道放置
组、SDI 源、信号地图、模板 
组和模板标签的权限

列表

eventbrid 
ge-rule-t 
emplate
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https://docs.aws.amazon.com/medialive/latest/ug/setup-emla.html
https://docs.aws.amazon.com/medialive/latest/ug/purchasing-reservations.html
https://docs.aws.amazon.com/medialive/latest/ug/view-reservations.html
https://docs.aws.amazon.com/medialive/latest/ug/view-reservations.html
https://docs.aws.amazon.com/medialive/latest/ug/setup-emla.html
https://docs.aws.amazon.com/medialive/latest/ug/setup-emla.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-signal-maps-view.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-signal-maps-view.html
#awselementalmedialive-channel
#awselementalmedialive-channel-placement-group
#awselementalmedialive-channel-placement-group
#awselementalmedialive-channel-placement-group
#awselementalmedialive-channel-placement-group
#awselementalmedialive-cloudwatch-alarm-template
#awselementalmedialive-cloudwatch-alarm-template
#awselementalmedialive-cloudwatch-alarm-template
#awselementalmedialive-cloudwatch-alarm-template-group
#awselementalmedialive-cloudwatch-alarm-template-group
#awselementalmedialive-cloudwatch-alarm-template-group
#awselementalmedialive-cloudwatch-alarm-template-group
#awselementalmedialive-cluster
https://docs.aws.amazon.com/medialive/latest/ug/tagging.html
https://docs.aws.amazon.com/medialive/latest/ug/tagging.html
#awselementalmedialive-eventbridge-rule-template
#awselementalmedialive-eventbridge-rule-template
#awselementalmedialive-eventbridge-rule-template


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

eventbrid 
ge-rule-t 
emplate-
group

   

input    

input-sec 
urity-gro 
up

   

multiplex    

network    

node    

reservati 
on

   

sdi-sourc 
e

   

signal-
map

   

 ListVersions 授予列出可用版本的权限 
MediaLive

列表      

 PollAnywh 
ere

向节点授予轮询集群的权限 写入      

offering*     PurchaseO 
ffering

授予权限以购买预留产品 写入

reservati 
on*

   

AWS 元素 MediaLive 1776

#awselementalmedialive-eventbridge-rule-template-group
#awselementalmedialive-eventbridge-rule-template-group
#awselementalmedialive-eventbridge-rule-template-group
#awselementalmedialive-eventbridge-rule-template-group
#awselementalmedialive-input
#awselementalmedialive-input-security-group
#awselementalmedialive-input-security-group
#awselementalmedialive-input-security-group
#awselementalmedialive-multiplex
#awselementalmedialive-network
#awselementalmedialive-node
#awselementalmedialive-reservation
#awselementalmedialive-reservation
#awselementalmedialive-sdi-source
#awselementalmedialive-sdi-source
#awselementalmedialive-signal-map
#awselementalmedialive-signal-map
https://docs.aws.amazon.com/medialive/latest/ug/medialive-versions.html
https://docs.aws.amazon.com/medialive/latest/ug/about-emla.html
https://docs.aws.amazon.com/medialive/latest/ug/about-emla.html
#awselementalmedialive-offering
https://docs.aws.amazon.com/medialive/latest/ug/purchasing-reservations.html
https://docs.aws.amazon.com/medialive/latest/ug/purchasing-reservations.html
#awselementalmedialive-reservation
#awselementalmedialive-reservation


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 RebootInp 
utDevice

授予重启输入设备的权限 写入 input-dev 
ice*

   

 RejectInp 
utDeviceT 
ransfer

授予拒绝输入设备传输的权限 写入 input-dev 
ice*

   

 RestartCh 
annelPipe 
lines

授予权限以在运行的通道上重
新启动管道

写入 channel*    

 StartChannel 授予权限以启动通道 写入 channel*    

 StartDele 
teMonitor 
Deployment

授予权限以开始删除信号映射
的监控器

写入 signal-
map*

   

 StartInpu 
tDevice

授予启动连接到 MediaConn 
ect 流程的输入设备的权限

写入 input-dev 
ice*

   

 StartInpu 
tDeviceMa 
intenance 
Window

授予为输入设备启动维护时段
的权限

写入 input-dev 
ice*

   

 StartMoni 
torDeploy 
ment

授予权限以启动信号映射监控
器部署

写入 signal-
map*
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#awselementalmedialive-aws_RequestTag___TagKey_
#awselementalmedialive-aws_RequestTag___TagKey_
#awselementalmedialive-aws_RequestTag___TagKey_
#awselementalmedialive-aws_TagKeys
#awselementalmedialive-aws_TagKeys
https://docs.aws.amazon.com/medialive/latest/ug/eml-devices.html
https://docs.aws.amazon.com/medialive/latest/ug/eml-devices.html
#awselementalmedialive-input-device
#awselementalmedialive-input-device
https://docs.aws.amazon.com/medialive/latest/ug/eml-devices.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartMult 
iplex

授予权限以启动多路传输 写入 multiplex*    

 StartUpda 
teSignalMap

授予权限以启动信号映射更新 写入 signal-
map*

   

 StopChannel 授予权限以停止通道 写入 channel*    

 StopInput 
Device

授予停止连接至 MediaConn 
ect 流程的输入设备的权限

写入 input-dev 
ice*

   

 StopMulti 
plex

授予权限以停止多路传输 写入 multiplex*    

 SubmitAny 
whereStat 
eChange

向节点授予向集群提交状态更
改的权限

写入      

 TransferI 
nputDevice

授予传输输入设备的权限 写入 input-dev 
ice*

   

 UpdateAcc 
ountConfi 
guration

授予权限以更新客户的账户配
置

写入      

 UpdateCha 
nnel

授予权限以更新通道 Write channel*    

 UpdateCha 
nnelClass

授予权限以更新通道类 写入 channel*    

 UpdateCha 
nnelPlace 
mentGroup

授予权限以更新节点 写入 channel-
p 
lacement- 
group*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

cloudwatc 
h-alarm-t 
emplate*

    UpdateClo 
udWatchAl 
armTemplate

授予权限以更新 CloudWatch 
警报模板

写入

cloudwatc 
h-alarm-t 
emplate-
group*

   

 UpdateClo 
udWatchAl 
armTempla 
teGroup

授予权限以更新 CloudWatch 
警报模板组

写入 cloudwatc 
h-alarm-t 
emplate-
group*

   

cluster*     UpdateClu 
ster

授予权限以更新集群 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateEve 
ntBridgeR 
uleTemplate

授予权限以更新 EventBridge 
规则模板

写入 eventbrid 
ge-rule-t 
emplate*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

eventbrid 
ge-rule-t 
emplate-
group*

   

 UpdateEve 
ntBridgeR 
uleTempla 
teGroup

授予权限以更新 EventBridge 
规则模板组

写入 eventbrid 
ge-rule-t 
emplate-
group*

   

 UpdateInput 授予权限以更新输入 Write input*    

 UpdateInp 
utDevice

授予权限以更新输入设备 Write input-dev 
ice*

   

input-sec 
urity-gro 
up*

    UpdateInp 
utSecurit 
yGroup

授予权限以更新输入安全组 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateMul 
tiplex

授予权限以更新多路传输 Write multiplex*    

 UpdateMul 
tiplexProgram

授予权限以更新多路复用程序 写入 multiplex*    

 UpdateNet 
work

授予权限以更新节点的状态 写入 network*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

node*     UpdateNode 授予权限以更新节点 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

node*     UpdateNod 
eState

授予权限以更新节点的状态 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateRes 
ervation

授予权限以更新预留 写入 reservati 
on*

   

 UpdateSdi 
Source

授予更新 sdi 源状态的权限 写入 sdi-sourc 
e*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

由 AWS Elemental 定义的资源类型 MediaLive

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 channel arn:${Partition}:medialive:${Region}:
${Account}:channel:${ChannelId}

aws:ResourceTag/${ 
TagKey}

 input arn:${Partition}:medialive:${Region}:
${Account}:input:${InputId}

aws:ResourceTag/${ 
TagKey}

 input-device arn:${Partition}:medialive:${Region}:
${Account}:inputDevice:${DeviceId}

 

 input-sec 
urity-group

arn:${Partition}:medialive:${Region} 
:${Account}:inputSecurityGroup:${Inp 
utSecurityGroupId}

aws:ResourceTag/${ 
TagKey}

 multiplex arn:${Partition}:medialive:${Region}:
${Account}:multiplex:${MultiplexId}

aws:ResourceTag/${ 
TagKey}
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服务授权参考 服务授权参考

资源类型 ARN 条件键

 reservation arn:${Partition}:medialive:${Region} 
:${Account}:reservation:${Reservatio 
nId}

aws:ResourceTag/${ 
TagKey}

 offering arn:${Partition}:medialive:${Region}:
${Account}:offering:${OfferingId}

 

 signal-map arn:${Partition}:medialive:${Region}:
${Account}:signal-map:${SignalMapId}

aws:ResourceTag/${ 
TagKey}

 cloudwatc 
h-alarm-t 
emplate-g 
roup

arn:${Partition}:medialive:${Region} 
:${Account}:cloudwatch-alarm-templat 
e-group:${CloudWatchAlarmTemplateGro 
upId}

aws:ResourceTag/${ 
TagKey}

 cloudwatc 
h-alarm-t 
emplate

arn:${Partition}:medialive:${Region}:
${Account}:cloudwatch-alarm-template:
${CloudWatchAlarmTemplateId}

aws:ResourceTag/${ 
TagKey}

 eventbridge-
rule-template-
group

arn:${Partition}:medialive:${Region} 
:${Account}:eventbridge-rule-templat 
e-group:${EventBridgeRuleTemplateGro 
upId}

aws:ResourceTag/${ 
TagKey}

 eventbridge-
rule-template

arn:${Partition}:medialive:${Region}:
${Account}:eventbridge-rule-template:
${EventBridgeRuleTemplateId}

aws:ResourceTag/${ 
TagKey}

 cluster arn:${Partition}:medialive:${Region}:
${Account}:cluster:${ClusterId}

aws:ResourceTag/${ 
TagKey}

 node arn:${Partition}:medialive:${Region} 
:${Account}:node:${ClusterId}/${Node 
Id}

aws:ResourceTag/${ 
TagKey}

 network arn:${Partition}:medialive:${Region}:
${Account}:network:${NetworkId}

aws:ResourceTag/${ 
TagKey}

AWS 元素 MediaLive 1783

https://docs.aws.amazon.com/medialive/latest/ug/reservations.html
#awselementalmedialive-aws_ResourceTag___TagKey_
#awselementalmedialive-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/medialive/latest/ug/input-output-reservations.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-signal-maps-create.html
#awselementalmedialive-aws_ResourceTag___TagKey_
#awselementalmedialive-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms-templates-create.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms-templates-create.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms-templates-create.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms-templates-create.html
#awselementalmedialive-aws_ResourceTag___TagKey_
#awselementalmedialive-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms-templates-create.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms-templates-create.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-alarms-templates-create.html
#awselementalmedialive-aws_ResourceTag___TagKey_
#awselementalmedialive-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications-template-create.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications-template-create.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications-template-create.html
#awselementalmedialive-aws_ResourceTag___TagKey_
#awselementalmedialive-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications-template-create.html
https://docs.aws.amazon.com/medialive/latest/ug/monitor-with-workflow-monitor-configure-notifications-template-create.html
#awselementalmedialive-aws_ResourceTag___TagKey_
#awselementalmedialive-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/medialive/latest/ug/setup-emla.html
#awselementalmedialive-aws_ResourceTag___TagKey_
#awselementalmedialive-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/medialive/latest/ug/setup-emla.html
#awselementalmedialive-aws_ResourceTag___TagKey_
#awselementalmedialive-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/medialive/latest/ug/setup-emla.html
#awselementalmedialive-aws_ResourceTag___TagKey_
#awselementalmedialive-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

 channel-p 
lacement- 
group

arn:${Partition}:medialive:${Region} 
:${Account}:channelPlacementGroup:${ 
ClusterId}/${ChannelPlacementGroupId 
}

aws:ResourceTag/${ 
TagKey}

 sdi-source arn:${Partition}:medialive:${Region}:
${Account}:sdiSource:${SdiSourceId}

aws:ResourceTag/${ 
TagKey}

AWS 元素的条件键 MediaLive

AWS Elemental MediaLive 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS 元素的动作、资源和条件键 MediaPackage

AWS Elemental MediaPackage （服务前缀:mediapackage）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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https://docs.aws.amazon.com/medialive/latest/ug/setup-emla.html
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Elemental 定义的动作 MediaPackage

• 由 AWS Elemental 定义的资源类型 MediaPackage

• AWS 元素的条件键 MediaPackage

由 AWS Elemental 定义的动作 MediaPackage

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Configure 
Logs

授予配置频道访问日志的权限 写入 channels*   iam:Creat 
eServiceL 
inkedRole

 CreateCha 
nnel

授予在 AWS Elemental 中创建
频道的权限 MediaPackage

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateHar 
vestJob

授予在 AWS Elemental 中创
建收获任务的权限 MediaPack 
age

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateOri 
ginEndpoint

授予在 AWS Elemental 中创
建终端节点的权限 MediaPack 
age

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCha 
nnel

授予在 Elemental 中 AWS 删
除频道的权限 MediaPackage

写入 channels*    

 DeleteOri 
ginEndpoint

授予在 AWS Elemental 中删
除终端节点的权限 MediaPack 
age

写入 origin_en 
dpoints*

   

 DescribeC 
hannel

授予在 AWS Elemental 中查
看频道详情的权限 MediaPack 
age

读取 channels*    
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https://docs.aws.amazon.com/mediapackage/latest/apireference/channels-id-configure_logs.html#channels-id-configure_logsput
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#awselementalmediapackage-aws_TagKeys
https://docs.aws.amazon.com/mediapackage/latest/apireference/channels-id.html#channels-iddelete
https://docs.aws.amazon.com/mediapackage/latest/apireference/channels-id.html#channels-iddelete
#awselementalmediapackage-channels
#awselementalmediapackage-channels
https://docs.aws.amazon.com/mediapackage/latest/apireference/origin_endpoints-id.html#origin_endpoints-iddelete
https://docs.aws.amazon.com/mediapackage/latest/apireference/origin_endpoints-id.html#origin_endpoints-iddelete
#awselementalmediapackage-origin_endpoints
#awselementalmediapackage-origin_endpoints
https://docs.aws.amazon.com/mediapackage/latest/apireference/channels-id.html#channels-idget
https://docs.aws.amazon.com/mediapackage/latest/apireference/channels-id.html#channels-idget
#awselementalmediapackage-channels
#awselementalmediapackage-channels
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeH 
arvestJob

授予在 AWS Elemental 中
查看收获任务详情的权限 
MediaPackage

读取 harvest_j 
obs*

   

 DescribeO 
riginEndpoint

授予在 AWS Elemental 中查
看终端节点详细信息的权限 
MediaPackage

读取 origin_en 
dpoints*

   

 ListChannels 授予在 AWS Elemental 中查
看频道列表的权限 MediaPack 
age

读取      

 ListHarve 
stJobs

授予在 AWS Elemental 中
查看收获任务列表的权限 
MediaPackage

读取      

 ListOrigi 
nEndpoints

授予在 AWS Elemental 中
查看终端节点列表的权限 
MediaPackage

读取      

channels    

harvest_j 
obs

   

 ListTagsF 
orResource

授予列出分配给频道的标签的
权限或 OriginEndpoint

读取

origin_en 
dpoints

   

 RotateCha 
nnelCrede 
ntials

授予在 AWS Elemental 中轮换
第一个 IngestEndpoint 频道凭
证的权限 MediaPackage

写入 channels*    

 RotateIng 
estEndpoi 
ntCredentials

授予在 AWS Elemental 中轮换
频道 IngestEndpoint 凭证的权
限 MediaPackage

写入 channels*    
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https://docs.aws.amazon.com/mediapackage/latest/apireference/harvest_jobs-id.html#harvest_jobs-idget
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https://docs.aws.amazon.com/mediapackage/latest/apireference/tags-resource-arn.html#tags-resource-arnget
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https://docs.aws.amazon.com/mediapackage/latest/apireference/channels-id-credentials.html#channels-id-credentialsput
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#awselementalmediapackage-channels
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https://docs.aws.amazon.com/mediapackage/latest/apireference/channels-id-ingest_endpoints-ingest_endpoint_id-credentials.html#channels-id-ingest_endpoints-ingest_endpoint_id-credentialsput
https://docs.aws.amazon.com/mediapackage/latest/apireference/channels-id-ingest_endpoints-ingest_endpoint_id-credentials.html#channels-id-ingest_endpoints-ingest_endpoint_id-credentialsput
https://docs.aws.amazon.com/mediapackage/latest/apireference/channels-id-ingest_endpoints-ingest_endpoint_id-credentials.html#channels-id-ingest_endpoints-ingest_endpoint_id-credentialsput
#awselementalmediapackage-channels
#awselementalmediapackage-channels
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

channels    

harvest_j 
obs

   

origin_en 
dpoints

   

 TagResour 
ce

授予标记 MediaPackage 资源
的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

channels    

harvest_j 
obs

   

origin_en 
dpoints

   

 UntagReso 
urce

授予删除频道标签的权限或 
OriginEndpoint

标记

  aws:TagKe 
ys

 

 UpdateCha 
nnel

授予在 AWS Elemental 中修改
频道的权限 MediaPackage

写入 channels*    

 UpdateOri 
ginEndpoint

授予在 AWS Elemental 中修
改终端节点的权限 MediaPack 
age

写入 origin_en 
dpoints*
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#awselementalmediapackage-channels
#awselementalmediapackage-harvest_jobs
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#awselementalmediapackage-origin_endpoints
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由 AWS Elemental 定义的资源类型 MediaPackage

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 channels arn:${Partition}:mediapackage:${Regi 
on}:${Account}:channels/${ChannelIde 
ntifier}

aws:ResourceTag/${ 
TagKey}

 origin_en 
dpoints

arn:${Partition}:mediapackage:${Regi 
on}:${Account}:origin_endpoints/${Or 
iginEndpointIdentifier}

aws:ResourceTag/${ 
TagKey}

 harvest_jobs arn:${Partition}:mediapackage:${Regi 
on}:${Account}:harvest_jobs/${Harves 
tJobIdentifier}

aws:ResourceTag/${ 
TagKey}

AWS 元素的条件键 MediaPackage

AWS Elemental MediaPackage 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按 MediaPackage 请求的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按标签筛选 MediaPackage 资源的访问权限 字符串

 aws:TagKeys 按 MediaPackage 资源或请求的标签键筛选访问权限 ArrayOfString
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reference_policies_actions-resources-contextkeys.html#resources_table
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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AWS Elemental MediaPackage V2 的动作、资源和条件键

AWS Elemen MediaPackage tal V2（服务前缀:mediapackagev2）提供以下特定于服务的资源、操
作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Elemental MediaPackage V2 定义的动作

• 由 AWS Elemental MediaPackage V2 定义的资源类型

• AWS 元素 MediaPackage V2 的条件键

由 AWS Elemental MediaPackage V2 定义的动作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Channel*    

ChannelGr 
oup*

   

HarvestJo 
b*

   

 CancelHar 
vestJob

授予取消收获任务的权限 写入

OriginEnd 
point*

   

Channel*    

ChannelGr 
oup*

   

 CreateCha 
nnel

授予在通道组中创建通道的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCha 
nnelGroup

授予创建通道组的权限 写入 ChannelGr 
oup*
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reference_policies_actions-resources-contextkeys.html#actions_table
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-HarvestJob
#awselementalmediapackagev2-HarvestJob
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_CancelHarvestJob.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_CancelHarvestJob.html
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_CreateChannel.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_CreateChannel.html
#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_TagKeys
#awselementalmediapackagev2-aws_TagKeys
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_CreateChannelGroup.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_CreateChannelGroup.html
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Channel*    

ChannelGr 
oup*

   

HarvestJo 
b*

   

OriginEnd 
point*

   

 CreateHar 
vestJob

授予创建收获任务的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Channel*    

ChannelGr 
oup*

   

 CreateOri 
ginEndpoint

授予为通道创建源端点的权限 写入

OriginEnd 
point*
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#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_TagKeys
#awselementalmediapackagev2-aws_TagKeys
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-HarvestJob
#awselementalmediapackagev2-HarvestJob
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_CreateHarvestJob.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_CreateHarvestJob.html
#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_TagKeys
#awselementalmediapackagev2-aws_TagKeys
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_CreateOriginEndpoint.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_CreateOriginEndpoint.html
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Channel*     DeleteCha 
nnel

授予在通道组中删除通道的权
限

写入

ChannelGr 
oup*

   

 DeleteCha 
nnelGroup

授予删除通道组的权限 写入 ChannelGr 
oup*

   

Channel*    

ChannelGr 
oup*

   

 DeleteCha 
nnelPolicy

授予从通道中删除资源策略的
权限

写入

ChannelPo 
licy*

   

Channel*    

ChannelGr 
oup*

   

 DeleteOri 
ginEndpoint

授予删除通道的源端点的权限 写入

OriginEnd 
point*

   

Channel*     DeleteOri 
ginEndpoi 
ntPolicy

授予从源端点删除资源策略的
权限

写入

ChannelGr 
oup*
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#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_TagKeys
#awselementalmediapackagev2-aws_TagKeys
#awselementalmediapackagev2-Channel
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_DeleteChannel.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_DeleteChannel.html
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_DeleteChannelGroup.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_DeleteChannelGroup.html
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_DeleteChannelPolicy.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_DeleteChannelPolicy.html
#awselementalmediapackagev2-ChannelPolicy
#awselementalmediapackagev2-ChannelPolicy
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_DeleteOriginEndpoint.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_DeleteOriginEndpoint.html
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-Channel
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_DeleteOriginEndpointPolicy.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_DeleteOriginEndpointPolicy.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_DeleteOriginEndpointPolicy.html
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

OriginEnd 
point*

   

OriginEnd 
pointPoli 
cy*

   

Channel*     GetChannel 授予在通道组中检索通道详细
信息的权限

读取

ChannelGr 
oup*

   

 GetChanne 
lGroup

授予检索通道组的详细信息的
权限

读取 ChannelGr 
oup*

   

Channel*    

ChannelGr 
oup*

   

 GetChanne 
lPolicy

授予检索通道的资源策略的权
限

读取

ChannelPo 
licy*

   

Channel*    

ChannelGr 
oup*

   

HarvestJo 
b*

   

 GetHarves 
tJob

授予检索收获任务详细信息的
权限

读取

OriginEnd 
point*

   

 GetHeadOb 
ject

授予向提出 GetHeadObject 请
求的权限 MediaPackage

读取 OriginEnd 
point*
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#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpointPolicy
#awselementalmediapackagev2-OriginEndpointPolicy
#awselementalmediapackagev2-OriginEndpointPolicy
#awselementalmediapackagev2-Channel
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_GetChannel.html
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_GetChannelGroup.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_GetChannelGroup.html
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_GetChannelPolicy.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_GetChannelPolicy.html
#awselementalmediapackagev2-ChannelPolicy
#awselementalmediapackagev2-ChannelPolicy
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-HarvestJob
#awselementalmediapackagev2-HarvestJob
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_GetHarvestJob.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_GetHarvestJob.html
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
https://docs.aws.amazon.com/mediapackage/latest/userguide/dataplane-apis.html
https://docs.aws.amazon.com/mediapackage/latest/userguide/dataplane-apis.html
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetObject 授予向提出 GetObject 请求的
权限 MediaPackage

读取 OriginEnd 
point*

   

Channel*    

ChannelGr 
oup*

   

 GetOrigin 
Endpoint

授予检索源端点详细信息的权
限

读取

OriginEnd 
point*

   

Channel*    

ChannelGr 
oup*

   

OriginEnd 
point*

   

 GetOrigin 
EndpointP 
olicy

授予检索源端点的资源策略详
细信息的权限

读取

OriginEnd 
pointPoli 
cy*

   

 HarvestOb 
ject

授予向提出 HarvestObject 请
求的权限 MediaPackage

读取 OriginEnd 
point*

   

 ListChann 
elGroups

授予列出 aws 帐户的所有通道
组的权限

列表      

 ListChannels 授予列出通道组中所有通道的
权限

列表 ChannelGr 
oup*

   

 ListHarve 
stJobs

授予列出频道组、频道、源端
点中所有采集任务的权限

列表 ChannelGr 
oup*
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https://docs.aws.amazon.com/mediapackage/latest/userguide/dataplane-apis.html
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_GetOriginEndpoint.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_GetOriginEndpoint.html
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_GetOriginEndpointPolicy.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_GetOriginEndpointPolicy.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_GetOriginEndpointPolicy.html
#awselementalmediapackagev2-OriginEndpointPolicy
#awselementalmediapackagev2-OriginEndpointPolicy
#awselementalmediapackagev2-OriginEndpointPolicy
https://docs.aws.amazon.com/mediapackage/latest/userguide/dataplane-apis.html
https://docs.aws.amazon.com/mediapackage/latest/userguide/dataplane-apis.html
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ListChannelGroups.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ListChannelGroups.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ListChannels.html
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ListHarvestJobs.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ListHarvestJobs.html
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Channel*     ListOrigi 
nEndpoints

授予列出通道所有源端点的权
限

列表

ChannelGr 
oup*

   

Channel    

ChannelGr 
oup

   

HarvestJo 
b

   

 ListTagsF 
orResource

授予列出指定资源的标签的权
限

读取

OriginEnd 
point

   

Channel*    

ChannelGr 
oup*

   

 PutChanne 
lPolicy

授予附加通道的资源策略的权
限

写入

ChannelPo 
licy*

   

 PutObject 授予向提出 PutObject 请求的
权限 MediaPackage

写入 Channel*    

Channel*    

ChannelGr 
oup*

   

 PutOrigin 
EndpointP 
olicy

授予将资源策略附加到源端点
的权限

写入

OriginEnd 
point*
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#awselementalmediapackagev2-Channel
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ListOriginEndpoints.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ListOriginEndpoints.html
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-HarvestJob
#awselementalmediapackagev2-HarvestJob
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ListTagsForResource.html
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_PutChannelPolicy.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_PutChannelPolicy.html
#awselementalmediapackagev2-ChannelPolicy
#awselementalmediapackagev2-ChannelPolicy
https://docs.aws.amazon.com/mediapackage/latest/userguide/dataplane-apis.html
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_PutOriginEndpointPolicy.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_PutOriginEndpointPolicy.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_PutOriginEndpointPolicy.html
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

OriginEnd 
pointPoli 
cy*

   

Channel*     ResetChan 
nelState

授予重置频道的权限 写入

ChannelGr 
oup*

   

Channel*    

ChannelGr 
oup*

   

 ResetOrig 
inEndpoin 
tState

授予重置源端点的权限 写入

OriginEnd 
point*

   

Channel    

ChannelGr 
oup

   

HarvestJo 
b

   

OriginEnd 
point

   

 TagResour 
ce

授予将指定标签添加到指定资
源的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awselementalmediapackagev2-OriginEndpointPolicy
#awselementalmediapackagev2-OriginEndpointPolicy
#awselementalmediapackagev2-OriginEndpointPolicy
#awselementalmediapackagev2-Channel
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ResetChannelState.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ResetChannelState.html
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ResetOriginEndpointState.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ResetOriginEndpointState.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_ResetOriginEndpointState.html
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-HarvestJob
#awselementalmediapackagev2-HarvestJob
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_TagResource.html
#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_RequestTag___TagKey_
#awselementalmediapackagev2-aws_TagKeys
#awselementalmediapackagev2-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Channel    

ChannelGr 
oup

   

HarvestJo 
b

   

OriginEnd 
point

   

 UntagReso 
urce

授予权限以从指定资源中删除
指定标签

标记

  aws:TagKe 
ys

 

Channel*     UpdateCha 
nnel

授予在通道组中更新通道的权
限

写入

ChannelGr 
oup*

   

 UpdateCha 
nnelGroup

授予更新通道组的权限 写入 ChannelGr 
oup*

   

Channel*    

ChannelGr 
oup*

   

 UpdateOri 
ginEndpoint

授予更新通道的源端点的权限 写入

OriginEnd 
point*

   

由 AWS Elemental MediaPackage V2 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-HarvestJob
#awselementalmediapackagev2-HarvestJob
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_UntagResource.html
#awselementalmediapackagev2-aws_TagKeys
#awselementalmediapackagev2-aws_TagKeys
#awselementalmediapackagev2-Channel
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_UpdateChannel.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_UpdateChannel.html
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_UpdateChannelGroup.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_UpdateChannelGroup.html
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-Channel
#awselementalmediapackagev2-ChannelGroup
#awselementalmediapackagev2-ChannelGroup
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_UpdateOriginEndpoint.html
https://docs.aws.amazon.com/mediapackage/latest/APIReference/API_UpdateOriginEndpoint.html
#awselementalmediapackagev2-OriginEndpoint
#awselementalmediapackagev2-OriginEndpoint


服务授权参考 服务授权参考

而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 ChannelGr 
oup

arn:${Partition}:mediapackagev2:${Re 
gion}:${Account}:channelGroup/${Chan 
nelGroupName}

aws:ResourceTag/${ 
TagKey}

 ChannelPo 
licy

arn:${Partition}:mediapackagev2:${Re 
gion}:${Account}:channelGroup/${Chan 
nelGroupName}/channel/${ChannelName}

 

 Channel arn:${Partition}:mediapackagev2:${Re 
gion}:${Account}:channelGroup/${Chan 
nelGroupName}/channel/${ChannelName}

aws:ResourceTag/${ 
TagKey}

 OriginEnd 
pointPolicy

arn:${Partition}:mediapackagev2:${Re 
gion}:${Account}:channelGroup/${Chan 
nelGroupName}/channel/${ChannelName} 
/originEndpoint/${OriginEndpointName 
}

 

 OriginEnd 
point

arn:${Partition}:mediapackagev2:${Re 
gion}:${Account}:channelGroup/${Chan 
nelGroupName}/channel/${ChannelName} 
/originEndpoint/${OriginEndpointName 
}

aws:ResourceTag/${ 
TagKey}

 HarvestJob arn:${Partition}:mediapackagev2:${Re 
gion}:${Account}:channelGroup/${Chan 
nelGroupName}/channel/${ChannelName} 
/originEndpoint/${OriginEndpointName 
}/harvestJob/${HarvestJobName}

aws:ResourceTag/${ 
TagKey}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/mediapackage/latest/userguide/channel-groups.html
https://docs.aws.amazon.com/mediapackage/latest/userguide/channel-groups.html
#awselementalmediapackagev2-aws_ResourceTag___TagKey_
#awselementalmediapackagev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mediapackage/latest/userguide/API_GetChannelPolicy.html
https://docs.aws.amazon.com/mediapackage/latest/userguide/API_GetChannelPolicy.html
https://docs.aws.amazon.com/mediapackage/latest/userguide/channels.html
#awselementalmediapackagev2-aws_ResourceTag___TagKey_
#awselementalmediapackagev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mediapackage/latest/userguide/API_GetOriginEndpointPolicy.html
https://docs.aws.amazon.com/mediapackage/latest/userguide/API_GetOriginEndpointPolicy.html
https://docs.aws.amazon.com/mediapackage/latest/userguide/endpoints.html
https://docs.aws.amazon.com/mediapackage/latest/userguide/endpoints.html
#awselementalmediapackagev2-aws_ResourceTag___TagKey_
#awselementalmediapackagev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mediapackage/latest/userguide/API_HarvestJobListConfiguration.html
#awselementalmediapackagev2-aws_ResourceTag___TagKey_
#awselementalmediapackagev2-aws_ResourceTag___TagKey_
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AWS 元素 MediaPackage V2 的条件键

AWS Elemen MediaPackage tal V2 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素中。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Elemental MediaPackage VOD 的操作、资源和条件键

AWS Elemen MediaPackage tal VOD（服务前缀:mediapackage-vod）提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Elemental MediaPackage VOD 定义的动作

• 由 AWS Elemental MediaPackage VOD 定义的资源类型

• AWS Elemental VOD MediaPackage 的条件键
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reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/mediapackage/latest/ug/what-is.html
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/welcome.html
https://docs.aws.amazon.com/mediapackage/latest/ug/setting-up.html#setting-up-create-iam-user
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由 AWS Elemental MediaPackage VOD 定义的动作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Configure 
Logs

授予为配置出口访问日志的权
限 PackagingGroup

写入 packaging 
-groups*

  iam:Creat 
eServiceL 
inkedRole
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_groups-id-configure_logs.html#packaging_groups-id-configure_logsput
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_groups-id-configure_logs.html#packaging_groups-id-configure_logsput
#awselementalmediapackagevod-packaging-groups
#awselementalmediapackagevod-packaging-groups
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAsset 授予在 AWS Elemental 中创建
资产的权限 MediaPackage

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePac 
kagingCon 
figuration

授予在 AWS Elemental 中创
建打包配置的权限 MediaPack 
age

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePac 
kagingGroup

授予在 AWS Elemental 中创
建包装群组的权限 MediaPack 
age

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAsset 授予在 Elemental 中 AWS 删
除资产的权限 MediaPackage

写入 assets*    

 DeletePac 
kagingCon 
figuration

授予在 AWS Elemental 中删
除打包配置的权限 MediaPack 
age

写入 packaging 
-configur 
ations*

   

 DeletePac 
kagingGroup

授予在 AWS Elemental 中删
除包装群组的权限 MediaPack 
age

写入 packaging 
-groups*

   

 DescribeA 
sset

授予在 AWS Elemental 中
查看资产详细信息的权限 
MediaPackage

读取 assets*    
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https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/assets.html#assetspost
#awselementalmediapackagevod-aws_RequestTag___TagKey_
#awselementalmediapackagevod-aws_RequestTag___TagKey_
#awselementalmediapackagevod-aws_RequestTag___TagKey_
#awselementalmediapackagevod-aws_TagKeys
#awselementalmediapackagevod-aws_TagKeys
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_configurations.html#packaging_configurationspost
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_configurations.html#packaging_configurationspost
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_configurations.html#packaging_configurationspost
#awselementalmediapackagevod-aws_RequestTag___TagKey_
#awselementalmediapackagevod-aws_RequestTag___TagKey_
#awselementalmediapackagevod-aws_RequestTag___TagKey_
#awselementalmediapackagevod-aws_TagKeys
#awselementalmediapackagevod-aws_TagKeys
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_groups.html#packaging_groupspost
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_groups.html#packaging_groupspost
#awselementalmediapackagevod-aws_RequestTag___TagKey_
#awselementalmediapackagevod-aws_RequestTag___TagKey_
#awselementalmediapackagevod-aws_RequestTag___TagKey_
#awselementalmediapackagevod-aws_TagKeys
#awselementalmediapackagevod-aws_TagKeys
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/assets-id.html#assets-iddelete
#awselementalmediapackagevod-assets
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_configurations-id.html#packaging_configurations-iddelete
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_configurations-id.html#packaging_configurations-iddelete
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_configurations-id.html#packaging_configurations-iddelete
#awselementalmediapackagevod-packaging-configurations
#awselementalmediapackagevod-packaging-configurations
#awselementalmediapackagevod-packaging-configurations
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_groups-id.html#packaging_groups-iddelete
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_groups-id.html#packaging_groups-iddelete
#awselementalmediapackagevod-packaging-groups
#awselementalmediapackagevod-packaging-groups
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/assets-id.html#assets-idget
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/assets-id.html#assets-idget
#awselementalmediapackagevod-assets
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeP 
ackagingC 
onfiguration

授予在 AWS Elemental 中查
看打包配置详细信息的权限 
MediaPackage

读取 packaging 
-configur 
ations*

   

 DescribeP 
ackagingG 
roup

授予在 AWS Elemental 中
查看包装组详细信息的权限 
MediaPackage

读取 packaging 
-groups*

   

 ListAssets 授予在 AWS Elemental 中查
看资产列表的权限 MediaPack 
age

列表      

 ListPacka 
gingConfi 
gurations

授予在 AWS Elemental 中
查看打包配置列表的权限 
MediaPackage

列表      

 ListPacka 
gingGroups

授予在 AWS Elemental 中查看
包装组列表的权限 MediaPack 
age

列表      

assets    

packaging 
-configur 
ations

   

 ListTagsF 
orResource

授予列出分配给 Packaging 
Group PackagingConfigura 
tion、或资产的标签的权限

读取

packaging 
-groups

   

assets     TagResour 
ce

授予向 PackagingGroup 
PackagingConfiguration、或资
产分配标签的权限

标记

packaging 
-configur 
ations
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https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_configurations-id.html#packaging_configurations-idget
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_configurations-id.html#packaging_configurations-idget
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_configurations-id.html#packaging_configurations-idget
#awselementalmediapackagevod-packaging-configurations
#awselementalmediapackagevod-packaging-configurations
#awselementalmediapackagevod-packaging-configurations
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_groups-id.html#packaging_groups-idget
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_groups-id.html#packaging_groups-idget
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_groups-id.html#packaging_groups-idget
#awselementalmediapackagevod-packaging-groups
#awselementalmediapackagevod-packaging-groups
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/assets.html#assetsget
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_configurations.html#packaging_configurationsget
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_configurations.html#packaging_configurationsget
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_configurations.html#packaging_configurationsget
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_groups.html#packaging_groupsget
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_groups.html#packaging_groupsget
#awselementalmediapackagevod-assets
#awselementalmediapackagevod-packaging-configurations
#awselementalmediapackagevod-packaging-configurations
#awselementalmediapackagevod-packaging-configurations
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/tags-resource-arn.html#tags-resource-arnget
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/tags-resource-arn.html#tags-resource-arnget
#awselementalmediapackagevod-packaging-groups
#awselementalmediapackagevod-packaging-groups
#awselementalmediapackagevod-assets
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/tags-resource-arn.html#tags-resource-arnpost
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/tags-resource-arn.html#tags-resource-arnpost
#awselementalmediapackagevod-packaging-configurations
#awselementalmediapackagevod-packaging-configurations
#awselementalmediapackagevod-packaging-configurations
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

packaging 
-groups

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

assets    

packaging 
-configur 
ations

   

packaging 
-groups

   

 UntagReso 
urce

授予从 PackagingGroup 
PackagingConfiguration、或资
产中删除标签的权限

标记

  aws:TagKe 
ys

 

 UpdatePac 
kagingGroup

授予在 AWS Elemental 中更
新包装群组的权限 MediaPack 
age

写入 packaging 
-groups*

   

由 AWS Elemental MediaPackage VOD 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awselementalmediapackagevod-packaging-groups
#awselementalmediapackagevod-packaging-groups
#awselementalmediapackagevod-aws_RequestTag___TagKey_
#awselementalmediapackagevod-aws_RequestTag___TagKey_
#awselementalmediapackagevod-aws_RequestTag___TagKey_
#awselementalmediapackagevod-aws_TagKeys
#awselementalmediapackagevod-aws_TagKeys
#awselementalmediapackagevod-assets
#awselementalmediapackagevod-packaging-configurations
#awselementalmediapackagevod-packaging-configurations
#awselementalmediapackagevod-packaging-configurations
#awselementalmediapackagevod-packaging-groups
#awselementalmediapackagevod-packaging-groups
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/tags-resource-arn.html#tags-resource-arndelete
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/tags-resource-arn.html#tags-resource-arndelete
#awselementalmediapackagevod-aws_TagKeys
#awselementalmediapackagevod-aws_TagKeys
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_groups-id.html#packaging_groups-idput
https://docs.aws.amazon.com/mediapackage-vod/latest/apireference/packaging_groups-id.html#packaging_groups-idput
#awselementalmediapackagevod-packaging-groups
#awselementalmediapackagevod-packaging-groups
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 assets arn:${Partition}:mediapackage-vod:${ 
Region}:${Account}:assets/${AssetIde 
ntifier}

aws:ResourceTag/${ 
TagKey}

 packaging 
-configur 
ations

arn:${Partition}:mediapackage-vod:${ 
Region}:${Account}:packaging-configu 
rations/${PackagingConfigurationIden 
tifier}

aws:ResourceTag/${ 
TagKey}

 packaging-
groups

arn:${Partition}:mediapackage-vod:${ 
Region}:${Account}:packaging-groups/ 
${PackagingGroupIdentifier}

aws:ResourceTag/${ 
TagKey}

AWS Elemental VOD MediaPackage 的条件键

AWS Elemen MediaPackage tal VOD 定义了以下条件键，这些条件键可用于 IAM 策略
的Condition元素中。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信
息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对以筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键以筛选操作 ArrayOfString
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https://docs.aws.amazon.com/mediapackage/latest/ug/asset.html
#awselementalmediapackagevod-aws_ResourceTag___TagKey_
#awselementalmediapackagevod-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mediapackage/latest/ug/pkg-cfig.html
https://docs.aws.amazon.com/mediapackage/latest/ug/pkg-cfig.html
https://docs.aws.amazon.com/mediapackage/latest/ug/pkg-cfig.html
#awselementalmediapackagevod-aws_ResourceTag___TagKey_
#awselementalmediapackagevod-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mediapackage/latest/ug/pkg-group.html
https://docs.aws.amazon.com/mediapackage/latest/ug/pkg-group.html
#awselementalmediapackagevod-aws_ResourceTag___TagKey_
#awselementalmediapackagevod-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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AWS 元素的动作、资源和条件键 MediaStore

AWS Elemental MediaStore （服务前缀:mediastore）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Elemental 定义的动作 MediaStore

• 由 AWS Elemental 定义的资源类型 MediaStore

• AWS 元素的条件键 MediaStore

由 AWS Elemental 定义的动作 MediaStore

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/mediastore/latest/ug/what-is.html
https://docs.aws.amazon.com/mediastore/latest/apireference/
https://docs.aws.amazon.com/mediastore/latest/ug/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
tainer

授予创建容器的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteCon 
tainer

授予删除容器的权限 写入 container 
*

   

 DeleteCon 
tainerPolicy

授予权限以删除容器的访问策
略

权限管理 container 
*

   

 DeleteCor 
sPolicy

授予权限以删除容器的 CORS 
策略

写入 container 
*

   

 DeleteLif 
ecyclePolicy

授予权限以删除容器的生命周
期策略

写入 container 
*

   

 DeleteMet 
ricPolicy

授予权限以删除容器的指标策
略

写入 container 
*

   

 DeleteObject 授予删除对象的权限 写入 object*    

 DescribeC 
ontainer

授予检索容器详细信息的权限 列表 container 
*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/mediastore/latest/apireference/API_CreateContainer.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_CreateContainer.html
#awselementalmediastore-aws_TagKeys
#awselementalmediastore-aws_TagKeys
#awselementalmediastore-aws_RequestTag___TagKey_
#awselementalmediastore-aws_RequestTag___TagKey_
#awselementalmediastore-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteContainer.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteContainer.html
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteContainerPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteContainerPolicy.html
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteCorsPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteCorsPolicy.html
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteLifecyclePolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteLifecyclePolicy.html
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteMetricPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteMetricPolicy.html
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_objstore_DeleteObject.html
#awselementalmediastore-object
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DescribeContainer.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DescribeContainer.html
#awselementalmediastore-container
#awselementalmediastore-container
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeO 
bject

授予权限以检索对象的元数据 列表 object*    

 GetContai 
nerPolicy

授予权限以检索容器的访问策
略

读取 container 
*

   

 GetCorsPo 
licy

授予权限以检索容器的 CORS 
策略

读取 container 
*

   

 GetLifecy 
clePolicy

授予权限以检索分配给容器的
生命周期策略

读取 container 
*

   

 GetMetric 
Policy

授予权限以检索分配给容器的
指标策略

读取 container 
*

   

 GetObject 授予权限以检索对象 读取 object*    

 ListConta 
iners

授予权限以检索当前账户中的
容器列表

列表      

 ListItems 授予权限以检索存储在文件夹
中的对象和子文件夹的列表

列表 folder    

 ListTagsF 
orResource

授予权限以列出容器上的标签 读取 container    

 PutContai 
nerPolicy

授予权限以创建或替换容器的
访问策略

权限管理 container 
*

   

 PutCorsPo 
licy

授予权限以添加或修改容器的 
CORS 策略

写入 container 
*

   

 PutLifecy 
clePolicy

授予权限以添加或修改分配给
容器的生命周期策略

写入 container 
*
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https://docs.aws.amazon.com/mediastore/latest/apireference/API_objstore_DescribeObject.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_objstore_DescribeObject.html
#awselementalmediastore-object
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetContainerPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetContainerPolicy.html
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetCorsPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetCorsPolicy.html
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetLifecyclePolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetLifecyclePolicy.html
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetMetricPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetMetricPolicy.html
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_objstore_GetObject.html
#awselementalmediastore-object
https://docs.aws.amazon.com/mediastore/latest/apireference/API_ListContainers.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_ListContainers.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_objstore_ListItems.html
#awselementalmediastore-folder
https://docs.aws.amazon.com/mediastore/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_ListTagsForResource.html
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutContainerPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutContainerPolicy.html
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutCorsPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutCorsPolicy.html
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutLifecyclePolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutLifecyclePolicy.html
#awselementalmediastore-container
#awselementalmediastore-container
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutMetric 
Policy

授予权限以添加或修改分配给
容器的指标策略

写入 container 
*

   

 PutObject 授予上传对象的权限 写入 object*    

 StartAcce 
ssLogging

授予权限以启动容器上的访问
日志记录

写入 container 
*

  iam:PassR 
ole

 StopAcces 
sLogging

授予权限以停止容器上的访问
日志记录

写入 container 
*

   

container     TagResour 
ce

授予权限以将标签添加至容器 标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

container     UntagReso 
urce

授予权限以从容器中删除标签 标记

  aws:TagKe 
ys

 

由 AWS Elemental 定义的资源类型 MediaStore

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutMetricPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutMetricPolicy.html
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_objstore_PutObject.html
#awselementalmediastore-object
https://docs.aws.amazon.com/mediastore/latest/apireference/API_StartAccessLogging.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_StartAccessLogging.html
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_StopAccessLogging.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_StopAccessLogging.html
#awselementalmediastore-container
#awselementalmediastore-container
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_TagResource.html
#awselementalmediastore-aws_TagKeys
#awselementalmediastore-aws_TagKeys
#awselementalmediastore-aws_RequestTag___TagKey_
#awselementalmediastore-aws_RequestTag___TagKey_
#awselementalmediastore-aws_RequestTag___TagKey_
#awselementalmediastore-container
https://docs.aws.amazon.com/mediastore/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_UntagResource.html
#awselementalmediastore-aws_TagKeys
#awselementalmediastore-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 container arn:${Partition}:mediastore:${Region 
}:${Account}:container/${ContainerNa 
me}

aws:ResourceTag/${ 
TagKey}

 object arn:${Partition}:mediastore:${Region 
}:${Account}:container/${ContainerNa 
me}/${ObjectPath}

 

 folder arn:${Partition}:mediastore:${Region 
}:${Account}:container/${ContainerNa 
me}/${FolderPath}

 

AWS 元素的条件键 MediaStore

AWS Elemental MediaStore 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS 元素的动作、资源和条件键 MediaTailor

AWS Elemental MediaTailor （服务前缀:mediatailor）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。
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https://docs.aws.amazon.com/mediastore/latest/ug/containers.html
#awselementalmediastore-aws_ResourceTag___TagKey_
#awselementalmediastore-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mediastore/latest/ug/objects.html
https://docs.aws.amazon.com/mediastore/latest/ug/folders.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Elemental 定义的动作 MediaTailor

• 由 AWS Elemental 定义的资源类型 MediaTailor

• AWS 元素的条件键 MediaTailor

由 AWS Elemental 定义的动作 MediaTailor

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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https://docs.aws.amazon.com/mediatailor/latest/ug/
https://docs.aws.amazon.com/mediatailor/latest/apireference/
https://docs.aws.amazon.com/mediatailor/latest/ug/setting-up-non-admin-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Configure 
LogsForCh 
annel

授予配置具有指定通道名称的
通道日志的权限

写入 channel*    

 Configure 
LogsForPl 
aybackCon 
figuration

授予配置播放配置日志的权限 写入 playbackC 
onfigurat 
ion*

  iam:Creat 
eServiceL 
inkedRole

 CreateCha 
nnel

授予权限以新建通道 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLiv 
eSource

授予在源位置上创建具有指定
源位置名称的新实时源的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePre 
fetchSche 
dule

授予使用指定播放配置名称为
播放配置创建预取计划的权限

写入 playbackC 
onfigurat 
ion*

   

 CreatePro 
gram

授予权限以在频道上创建新程
序

写入      

 CreateSou 
rceLocation

授予权限以创建新的来源位置 写入   aws:Reque 
stTag/${T 
agKey}
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/mediatailor/latest/apireference/configurelogs-channel.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/configurelogs-channel.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/configurelogs-channel.html
#awselementalmediatailor-channel
https://docs.aws.amazon.com/mediatailor/latest/apireference/configurelogs-playbackconfiguration.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/configurelogs-playbackconfiguration.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/configurelogs-playbackconfiguration.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/configurelogs-playbackconfiguration.html
#awselementalmediatailor-playbackConfiguration
#awselementalmediatailor-playbackConfiguration
#awselementalmediatailor-playbackConfiguration
https://docs.aws.amazon.com/mediatailor/latest/apireference/channel-channelname.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/channel-channelname.html
#awselementalmediatailor-aws_RequestTag___TagKey_
#awselementalmediatailor-aws_RequestTag___TagKey_
#awselementalmediatailor-aws_RequestTag___TagKey_
#awselementalmediatailor-aws_TagKeys
#awselementalmediatailor-aws_TagKeys
https://docs.aws.amazon.com/mediatailor/latest/apireference/sourcelocation-sourcelocationname-livesource-livesourcename.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/sourcelocation-sourcelocationname-livesource-livesourcename.html
#awselementalmediatailor-aws_RequestTag___TagKey_
#awselementalmediatailor-aws_RequestTag___TagKey_
#awselementalmediatailor-aws_RequestTag___TagKey_
#awselementalmediatailor-aws_TagKeys
#awselementalmediatailor-aws_TagKeys
https://docs.aws.amazon.com/mediatailor/latest/apireference/prefetchschedule-playbackconfigurationname-name.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/prefetchschedule-playbackconfigurationname-name.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/prefetchschedule-playbackconfigurationname-name.html
#awselementalmediatailor-playbackConfiguration
#awselementalmediatailor-playbackConfiguration
#awselementalmediatailor-playbackConfiguration
https://docs.aws.amazon.com/mediatailor/latest/apireference/channel-channelname-program-programname.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/channel-channelname-program-programname.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/sourcelocation-sourcelocationname.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/sourcelocation-sourcelocationname.html
#awselementalmediatailor-aws_RequestTag___TagKey_
#awselementalmediatailor-aws_RequestTag___TagKey_
#awselementalmediatailor-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 CreateVod 
Source

授予在源位置上创建具有指定
源位置名称的新 VOD 源的权
限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCha 
nnel

授予权限以删除具有指定名称
的渠道

写入 channel*    

 DeleteCha 
nnelPolicy

授予删除具有指定频道名称的
渠道上的 IAM policy 的权限

权限管理 channel*    

 DeleteLiv 
eSource

授予删除具有指定源位置名称
的源位置上带有指定实时源名
称的实时源的权限

写入 liveSourc 
e*

   

 DeletePla 
ybackConf 
iguration

授予删除指定播放配置的权限 写入 playbackC 
onfigurat 
ion*

   

playbackC 
onfigurat 
ion*

    DeletePre 
fetchSche 
dule

授予删除播放配置中包含指定
预取计划名称的预取计划的权
限

写入

prefetchS 
chedule*

   

 DeletePro 
gram

授予删除具有指定频道名称的
频道上具有指定程序名称的程
序的权限

写入 program*    
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#awselementalmediatailor-aws_TagKeys
#awselementalmediatailor-aws_TagKeys
https://docs.aws.amazon.com/mediatailor/latest/apireference/sourcelocation-sourcelocationname-vodsource-vodsourcename.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/sourcelocation-sourcelocationname-vodsource-vodsourcename.html
#awselementalmediatailor-aws_RequestTag___TagKey_
#awselementalmediatailor-aws_RequestTag___TagKey_
#awselementalmediatailor-aws_RequestTag___TagKey_
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSou 
rceLocation

授予权限以删除具有指定源位
置名称的源位置

写入 sourceLoc 
ation*

   

 DeleteVod 
Source

授予删除具有指定源位置名称
的源位置上具有指定 VOD 源
名称的 VOD 源的权限

写入 vodSource 
*

   

 DescribeC 
hannel

授予权限以检索指定通道名称
的通道

读取 channel*    

 DescribeL 
iveSource

授予权限以检索具有指定源位
置名称的源位置上具备指定实
时源名称的实时源

读取 liveSourc 
e*

   

 DescribeP 
rogram

授予在频道上检索具有指定频
道名称的指定程序名称的程序
的权限

读取 program*    

 DescribeS 
ourceLoca 
tion

授予权限以检索具有指定源位
置名称的源位置

读取 sourceLoc 
ation*

   

 DescribeV 
odSource

授予检索具有指定源位置名称
的源位置上具有指定 VOD 源
名称的 VOD 源的权限

读取 vodSource 
*

   

 GetChanne 
lPolicy

授予读取具有指定频道名称的
渠道上的 IAM policy 的权限

读取 channel*    

 GetChanne 
lSchedule

授予检索频道上具有指定频道
名称的节目计划的权限

读取 channel*    

 GetPlayba 
ckConfigu 
ration

授予权限以检索指定名称的配
置

读取 playbackC 
onfigurat 
ion*
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https://docs.aws.amazon.com/mediatailor/latest/apireference/channel-channelname-policy.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/channel-channelname-policy.html
#awselementalmediatailor-channel
https://docs.aws.amazon.com/mediatailor/latest/apireference/channel-channelname-schedule.html
https://docs.aws.amazon.com/mediatailor/latest/apireference/channel-channelname-schedule.html
#awselementalmediatailor-channel
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https://docs.aws.amazon.com/mediatailor/latest/apireference/playbackconfiguration-name.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

playbackC 
onfigurat 
ion*

    GetPrefet 
chSchedule

授予检索播放配置中包含指定
预取计划名称的预取计划的权
限

读取

prefetchS 
chedule*

   

 ListAlerts 授予权限以检索资源警报列表 读取      

 ListChannels 授予检索现有通道列表的权限 读取      

 ListLiveS 
ources

授予权限以检索源位置上具有
指定源位置名称的现有实时源
列表

读取      

 ListPlayb 
ackConfig 
urations

授予权限以检索可用的配置列
表

列表      

 ListPrefe 
tchSchedules

授予检索播放配置中的预取计
划列表的权限

列表 playbackC 
onfigurat 
ion*

   

 ListSourc 
eLocations

授予权限以检索现有源位置列
表

读取      

channel    

liveSourc 
e

   

 ListTagsF 
orResource

授予列出向指定播放配置资源
分配的标签的权限

读取

playbackC 
onfigurat 
ion
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#awselementalmediatailor-playbackConfiguration
#awselementalmediatailor-playbackConfiguration
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https://docs.aws.amazon.com/mediatailor/latest/apireference/sourcelocations.html
#awselementalmediatailor-channel
#awselementalmediatailor-liveSource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

sourceLoc 
ation

   

vodSource    

 ListVodSo 
urces

授予检索源位置上具有指定源
位置名称的现有 VOD 源列表
的权限

读取      

 PutChanne 
lPolicy

授予在具有指定频道名称的频
道上设置 IAM policy 的权限

权限管理 channel*    

 PutPlayba 
ckConfigu 
ration

授予权限以添加新的配置 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StartChannel 授予启动具有指定频道名称的
频道的权限

写入 channel*    

 StopChannel 授予停止具有指定频道名称的
频道的权限

写入 channel*    

channel    

liveSourc 
e

   

 TagResour 
ce

授予向指定播放配置资源添加
标签的权限

标记

playbackC 
onfigurat 
ion
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https://docs.aws.amazon.com/mediatailor/latest/apireference/tags-resourcearn.html
#awselementalmediatailor-playbackConfiguration
#awselementalmediatailor-playbackConfiguration
#awselementalmediatailor-playbackConfiguration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

sourceLoc 
ation

   

vodSource    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

channel    

liveSourc 
e

   

playbackC 
onfigurat 
ion

   

sourceLoc 
ation

   

vodSource    

 UntagReso 
urce

授予从指定的播放配置资源中
删除标签的权限

标记

  aws:TagKe 
ys

 

 UpdateCha 
nnel

授予权限以更新通道名称 写入 channel*    

 UpdateLiv 
eSource

授予权限以使用指定源位置名
称在源位置上使用指定的实时
源名称更新实时源

写入 liveSourc 
e*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePro 
gram

授予更新具有指定通道名称的
通道上具有指定程序名称的程
序的权限

写入 program*    

 UpdateSou 
rceLocation

授予权限以更新具有指定源位
置名称的权限

写入 sourceLoc 
ation*

   

 UpdateVod 
Source

授予使用指定源位置名称在源
位置上使用指定的 VOD 源名
称更新 VOD 源的权限

写入 vodSource 
*

   

由 AWS Elemental 定义的资源类型 MediaTailor

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 playbackC 
onfiguration

arn:${Partition}:mediatailor:${Regio 
n}:${Account}:playbackConfiguration/ 
${ResourceId}

aws:ResourceTag/${ 
TagKey}

 prefetchS 
chedule

arn:${Partition}:mediatailor:${Regio 
n}:${Account}:prefetchSchedule/${Res 
ourceId}

 

 channel arn:${Partition}:mediatailor:${Regio 
n}:${Account}:channel/${ChannelName}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 program arn:${Partition}:mediatailor:${Regio 
n}:${Account}:program/${ChannelName} 
/${ProgramName}

 

 sourceLoc 
ation

arn:${Partition}:mediatailor:${Regio 
n}:${Account}:sourceLocation/${Sourc 
eLocationName}

aws:ResourceTag/${ 
TagKey}

 vodSource arn:${Partition}:mediatailor:${Regio 
n}:${Account}:vodSource/${SourceLoca 
tionName}/${VodSourceName}

aws:ResourceTag/${ 
TagKey}

 liveSource arn:${Partition}:mediatailor:${Regio 
n}:${Account}:liveSource/${SourceLoc 
ationName}/${LiveSourceName}

aws:ResourceTag/${ 
TagKey}

AWS 元素的条件键 MediaTailor

AWS Elemental MediaTailor 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString
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AWS Elemental Support Cases 的操作、资源和条件键

AWS Elemental Support Cases（服务前缀:elemental-support-cases）提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Elemental Support Cases 定义的操作

• AWS Elemental Support Cases 定义的资源类型

• AWS Elemental Support Cases 的条件键

AWS Elemental Support Cases 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddCaseCo 
mment [仅权
限]

授予向支持案例添加评论的权
限

写入 case*    

 CheckCase 
Permission
[仅权限]

授予验证调用者是否具有执行
支持案例操作权限的权限

写入      

 CompleteM 
ultipartUpload
[仅权限]

授予权限以完成将多部分文件
上传到支持案例

写入 case*    

 CreateCase
[仅权限]

授予创建支持案例的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateS3C 
LIUploadC 
ommand [仅
权限]

授予创建 cli 命令的权限，以允
许将文件上传到支持案例

写入 case*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateS3D 
ownloadUrl
[仅权限]

授予从支持案例中下载文件的
权限

写入 case*    

 GetCase [仅
权限]

授予在账户中描述支持案例的
权限

读取 case*    

 GetCasePe 
rmission [仅
权限]

授予验证调用者是否具有执行
支持案例操作权限的权限

读取      

 GetCases
[仅权限]

授予在账户中列出支持案例的
权限

读取      

 GetUICache
[仅权限]

授予检索缓存的案例用户数据
的权限，以便在控制台中使用

读取      

 ListTagsF 
orCase [仅权
限]

授予在支持案例上列出标签的
权限

读取 case*    

 StartMult 
ipartUpload
[仅权限]

授予开始向支持案例上传分段
文件的权限

写入 case*    

case*     TagCase [仅
权限]

授予在支持案例上添加标签的
权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 UntagCase
 [仅权限]

授予在支持案例上删除标签的
权限

标记 case*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

 UpdateCase
[仅权限]

授予更新支持案例的权限 写入 case*    

 UpdateCas 
eStatus [仅权
限]

授予更新支持案例状态的权限 写入 case*    

 UpdateMul 
tipartUpload
[仅权限]

授予更新上传到支持案例的分
段文件的权限

写入 case*    

AWS Elemental Support Cases 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 case arn:${Partition}:elemental-support-c 
ases::${Account}:case/${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS Elemental Support Cases 的条件键

AWS Elemental Support Cases 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Elemental Support Content 的操作、资源和条件键

AWS Elemental Support Content（服务前缀:elemental-support-content）提供以下特定于服务
的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Elemental Support Content 定义的操作

• AWS Elemental Support Content 定义的资源类型

• AWS Elemental Support Content 的条件键

AWS Elemental Support Content 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Query [仅权
限]

授予搜索支持内容的权限 读取      

AWS Elemental Support Content 定义的资源类型

AWS Elemental Support Content 不支持在 IAM 政策声明Resource的元素中指定资源 ARN。要允许
访问 AWS Elemental Support Content，请在策略中指定 "Resource": "*"。

AWS Elemental Support Content 的条件键

Elemental Support Content 没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关
所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。
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Amazon EMR on EKS (EMR Containers) 的操作、资源和条件键

Amazon EMR on EKS (EMR Containers)（服务前缀：emr-containers）提供以下服务特定的资
源、操作和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon EMR on EKS (EMR Containers) 定义的操作

• 由 Amazon EMR on EKS (EMR Containers) 定义的资源类型

• Amazon EMR on EKS (EMR Containers) 的条件键

由 Amazon EMR on EKS (EMR Containers) 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelJob 
Run

授予取消作业运行的权限 写入 jobRun*    

 CreateCer 
tificate

授予调用 CreateCertificate 方
法以接受并返回签名证书的权
限 CertificateSigningRequest

写入      

 CreateJob 
Template

授予创建作业模板的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

virtualCl 
uster*

    CreateMan 
agedEndpoint

授予创建托管终端节点的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

emr-
conta 
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iners:Exe 
cutionRol 
eArn

 CreateSec 
urityConf 
iguration

授予权限以创建安全配置 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateVir 
tualCluster

授予创建虚拟集群的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteJob 
Template

授予删除作业模板的权限 写入 jobTempla 
te*

   

 DeleteMan 
agedEndpoint

授予删除托管终端节点的权限 Write managedEn 
dpoint*

   

 DeleteVir 
tualCluster

授予删除虚拟集群的权限 Write virtualCl 
uster*

   

 DescribeJ 
obRun

授予描述作业运行的权限 读取 jobRun*    

 DescribeJ 
obTemplate

授予描述作业模板的权限 读取 jobTempla 
te*

   

 DescribeM 
anagedEnd 
point

授予描述托管终端节点的权限 读取 managedEn 
dpoint*
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#amazonemroneksemrcontainers-emr-containers_ExecutionRoleArn
#amazonemroneksemrcontainers-emr-containers_ExecutionRoleArn
#amazonemroneksemrcontainers-emr-containers_ExecutionRoleArn
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_CreateSecurityConfiguration.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_CreateSecurityConfiguration.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_CreateSecurityConfiguration.html
#amazonemroneksemrcontainers-aws_RequestTag___TagKey_
#amazonemroneksemrcontainers-aws_RequestTag___TagKey_
#amazonemroneksemrcontainers-aws_RequestTag___TagKey_
#amazonemroneksemrcontainers-aws_TagKeys
#amazonemroneksemrcontainers-aws_TagKeys
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_CreateVirtualCluster.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_CreateVirtualCluster.html
#amazonemroneksemrcontainers-aws_RequestTag___TagKey_
#amazonemroneksemrcontainers-aws_RequestTag___TagKey_
#amazonemroneksemrcontainers-aws_RequestTag___TagKey_
#amazonemroneksemrcontainers-aws_TagKeys
#amazonemroneksemrcontainers-aws_TagKeys
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DeleteJobTemplate.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DeleteJobTemplate.html
#amazonemroneksemrcontainers-jobTemplate
#amazonemroneksemrcontainers-jobTemplate
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DeleteManagedEndpoint.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DeleteManagedEndpoint.html
#amazonemroneksemrcontainers-managedEndpoint
#amazonemroneksemrcontainers-managedEndpoint
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DeleteVirtualCluster.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DeleteVirtualCluster.html
#amazonemroneksemrcontainers-virtualCluster
#amazonemroneksemrcontainers-virtualCluster
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DescribeJobRun.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DescribeJobRun.html
#amazonemroneksemrcontainers-jobRun
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DescribeJobTemplate.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DescribeJobTemplate.html
#amazonemroneksemrcontainers-jobTemplate
#amazonemroneksemrcontainers-jobTemplate
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DescribeManagedEndpoint.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DescribeManagedEndpoint.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DescribeManagedEndpoint.html
#amazonemroneksemrcontainers-managedEndpoint
#amazonemroneksemrcontainers-managedEndpoint
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
ecurityCo 
nfiguration

授予权限以描述安全配置 读取 securityC 
onfigurat 
ion*

   

 DescribeV 
irtualCluster

授予描述虚拟集群的权限 读取 virtualCl 
uster*

   

 GetManage 
dEndpoint 
SessionCr 
edentials

授予权限以生成用于连接到托
管端点的会话令牌

写入 managedEn 
dpoint*

   

 ListJobRuns 授予列出与虚拟集群关联的作
业运行的权限

列表 virtualCl 
uster*

   

 ListJobTe 
mplates

授予列出作业模板的权限 列表      

 ListManag 
edEndpoints

授予列出与虚拟集群关联的托
管终端节点的权限

列表 virtualCl 
uster*

   

 ListSecur 
ityConfig 
urations

授予权限以列出安全配置 列表      

jobRun    

jobTempla 
te

   

 ListTagsF 
orResource

授予列出指定资源的标签的权
限

List

managedEn 
dpoint
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https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DescribeSecurityConfiguration.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DescribeSecurityConfiguration.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DescribeSecurityConfiguration.html
#amazonemroneksemrcontainers-securityConfiguration
#amazonemroneksemrcontainers-securityConfiguration
#amazonemroneksemrcontainers-securityConfiguration
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DescribeVirtualCluster.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_DescribeVirtualCluster.html
#amazonemroneksemrcontainers-virtualCluster
#amazonemroneksemrcontainers-virtualCluster
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_GetManagedEndpointSessionCredentials.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_GetManagedEndpointSessionCredentials.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_GetManagedEndpointSessionCredentials.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_GetManagedEndpointSessionCredentials.html
#amazonemroneksemrcontainers-managedEndpoint
#amazonemroneksemrcontainers-managedEndpoint
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_ListJobRuns.html
#amazonemroneksemrcontainers-virtualCluster
#amazonemroneksemrcontainers-virtualCluster
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_ListJobTemplates.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_ListJobTemplates.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_ListManagedEndpoints.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_ListManagedEndpoints.html
#amazonemroneksemrcontainers-virtualCluster
#amazonemroneksemrcontainers-virtualCluster
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_ListSecurityConfigurations.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_ListSecurityConfigurations.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_ListSecurityConfigurations.html
#amazonemroneksemrcontainers-jobRun
#amazonemroneksemrcontainers-jobTemplate
#amazonemroneksemrcontainers-jobTemplate
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_ListTagsForResource.html
#amazonemroneksemrcontainers-managedEndpoint
#amazonemroneksemrcontainers-managedEndpoint
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

securityC 
onfigurat 
ion

   

virtualCl 
uster

   

 ListVirtu 
alClusters

授予列出虚拟集群的权限 List      

virtualCl 
uster*

    StartJobRun 授予启动作业运行的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

emr-
conta 
iners:Exe 
cutionRol 
eArn

emr-
conta 
iners:Job 
TemplateA 
rn

 

 TagResour 
ce

授予标记指定资源的权限 Tagging jobRun    
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#amazonemroneksemrcontainers-securityConfiguration
#amazonemroneksemrcontainers-securityConfiguration
#amazonemroneksemrcontainers-securityConfiguration
#amazonemroneksemrcontainers-virtualCluster
#amazonemroneksemrcontainers-virtualCluster
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_ListVirtualClusters.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_ListVirtualClusters.html
#amazonemroneksemrcontainers-virtualCluster
#amazonemroneksemrcontainers-virtualCluster
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_StartJobRun.html
#amazonemroneksemrcontainers-aws_RequestTag___TagKey_
#amazonemroneksemrcontainers-aws_RequestTag___TagKey_
#amazonemroneksemrcontainers-aws_RequestTag___TagKey_
#amazonemroneksemrcontainers-aws_TagKeys
#amazonemroneksemrcontainers-aws_TagKeys
#amazonemroneksemrcontainers-emr-containers_ExecutionRoleArn
#amazonemroneksemrcontainers-emr-containers_ExecutionRoleArn
#amazonemroneksemrcontainers-emr-containers_ExecutionRoleArn
#amazonemroneksemrcontainers-emr-containers_ExecutionRoleArn
#amazonemroneksemrcontainers-emr-containers_ExecutionRoleArn
#amazonemroneksemrcontainers-emr-containers_JobTemplateArn
#amazonemroneksemrcontainers-emr-containers_JobTemplateArn
#amazonemroneksemrcontainers-emr-containers_JobTemplateArn
#amazonemroneksemrcontainers-emr-containers_JobTemplateArn
#amazonemroneksemrcontainers-emr-containers_JobTemplateArn
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_TagResource.html
#amazonemroneksemrcontainers-jobRun
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

jobTempla 
te

   

managedEn 
dpoint

   

securityC 
onfigurat 
ion

   

virtualCl 
uster

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

jobRun    

jobTempla 
te

   

managedEn 
dpoint

   

securityC 
onfigurat 
ion

   

 UntagReso 
urce

授予取消标记指定资源的权限 Tagging

virtualCl 
uster
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#amazonemroneksemrcontainers-jobTemplate
#amazonemroneksemrcontainers-jobTemplate
#amazonemroneksemrcontainers-managedEndpoint
#amazonemroneksemrcontainers-managedEndpoint
#amazonemroneksemrcontainers-securityConfiguration
#amazonemroneksemrcontainers-securityConfiguration
#amazonemroneksemrcontainers-securityConfiguration
#amazonemroneksemrcontainers-virtualCluster
#amazonemroneksemrcontainers-virtualCluster
#amazonemroneksemrcontainers-aws_RequestTag___TagKey_
#amazonemroneksemrcontainers-aws_RequestTag___TagKey_
#amazonemroneksemrcontainers-aws_RequestTag___TagKey_
#amazonemroneksemrcontainers-aws_TagKeys
#amazonemroneksemrcontainers-aws_TagKeys
#amazonemroneksemrcontainers-jobRun
#amazonemroneksemrcontainers-jobTemplate
#amazonemroneksemrcontainers-jobTemplate
#amazonemroneksemrcontainers-managedEndpoint
#amazonemroneksemrcontainers-managedEndpoint
#amazonemroneksemrcontainers-securityConfiguration
#amazonemroneksemrcontainers-securityConfiguration
#amazonemroneksemrcontainers-securityConfiguration
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/emr-on-eks/latest/APIReference/API_UntagResource.html
#amazonemroneksemrcontainers-virtualCluster
#amazonemroneksemrcontainers-virtualCluster
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

由 Amazon EMR on EKS (EMR Containers) 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 virtualCluster arn:${Partition}:emr-containers:${Re 
gion}:${Account}:/virtualclusters/${ 
VirtualClusterId}

aws:ResourceTag/${ 
TagKey}

 jobRun arn:${Partition}:emr-containers:${Re 
gion}:${Account}:/virtualclusters/${ 
VirtualClusterId}/jobruns/${JobRunId 
}

aws:ResourceTag/${ 
TagKey}

 jobTemplate arn:${Partition}:emr-containers:${Re 
gion}:${Account}:/jobtemplates/${Job 
TemplateId}

aws:ResourceTag/${ 
TagKey}

 managedEn 
dpoint

arn:${Partition}:emr-containers:${Re 
gion}:${Account}:/virtualclusters/${ 
VirtualClusterId}/endpoints/${Endpoi 
ntId}

aws:ResourceTag/${ 
TagKey}

 securityC 
onfiguration

arn:${Partition}:emr-containers:${Re 
gion}:${Account}:/securityconfigurat 
ions/${SecurityConfigurationId}

aws:ResourceTag/${ 
TagKey}
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#amazonemroneksemrcontainers-aws_TagKeys
#amazonemroneksemrcontainers-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/virtual-cluster.html
#amazonemroneksemrcontainers-aws_ResourceTag___TagKey_
#amazonemroneksemrcontainers-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/job-runs.html
#amazonemroneksemrcontainers-aws_ResourceTag___TagKey_
#amazonemroneksemrcontainers-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/job-templates.html
#amazonemroneksemrcontainers-aws_ResourceTag___TagKey_
#amazonemroneksemrcontainers-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-create-eks-cluster.html#emr-studio-create-managed-endpoint
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-create-eks-cluster.html#emr-studio-create-managed-endpoint
#amazonemroneksemrcontainers-aws_ResourceTag___TagKey_
#amazonemroneksemrcontainers-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security_iam_fgac-lf-enable.html#security_iam_fgac-lf-security-config
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security_iam_fgac-lf-enable.html#security_iam_fgac-lf-security-config
#amazonemroneksemrcontainers-aws_ResourceTag___TagKey_
#amazonemroneksemrcontainers-aws_ResourceTag___TagKey_
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Amazon EMR on EKS (EMR Containers) 的条件键

Amazon EMR on EKS（EMR 容器）定义以下可在 IAM policy 的 Condition 元素中使用的条件键。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问权限 ArrayOfString

 emr-conta 
iners:Exe 
cutionRoleArn

根据在请求中是否具有执行角色 arn 来筛选访问权限 ARN

 emr-conta 
iners:Job 
TemplateArn

根据在请求中是否具有作业模板来筛选访问权限 ARN

Amazon EMR Serverless 的操作、资源和条件键

Amazon EMR Serverless（服务前缀：emr-serverless）提供以下服务特定的资源、操作和条件上
下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/iam-execution-role.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/iam-execution-role.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/iam-execution-role.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/iam-job-template.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/iam-job-template.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/iam-job-template.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/security-iam.html
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• Amazon EMR Serverless 定义的操作

• Amazon EMR Serverless 定义的资源类型

• Amazon EMR Serverless 的条件键

Amazon EMR Serverless 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AccessInt 
eractiveE 
ndpoints [仅
权限]

授予在应用程序上执行交互式
工作负载的权限

写入 applicati 
on*

  iam:PassR 
ole

 AccessLiv 
yEndpoints
[仅权限]

授予权限以在 EMR Serverless 
Application 启用的 Livy 端点上
执行交互式工作负载

写入 applicati 
on*

  iam:PassR 
ole

 AccessSys 
temProfil 
eLogs [仅权
限]

授予访问系统配置文件日志的
权限

写入 jobRun*    

 CancelJob 
Run

授予取消作业运行的权限 写入 jobRun*    

 CreateApp 
lication

授予创建应用程序的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteApp 
lication

授予删除应用程序的权限 写入 applicati 
on*

   

 GetApplic 
ation

授予获取应用程序的权限 读取 applicati 
on*

   

 GetDashbo 
ardForJob 
Run

授予获取任务运行控制面板的
权限

读取 jobRun*    

 GetJobRun 授予获取任务运行的权限 读取 jobRun*    
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https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/interactive-workloads.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/interactive-workloads.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/interactive-workloads.html
#amazonemrserverless-application
#amazonemrserverless-application
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/interactive-workloads-livy-endpoints.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/interactive-workloads-livy-endpoints.html
#amazonemrserverless-application
#amazonemrserverless-application
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/logging-monitoring.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/logging-monitoring.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/logging-monitoring.html
#amazonemrserverless-jobRun
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_CancelJobRun.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_CancelJobRun.html
#amazonemrserverless-jobRun
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_CreateApplication.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_CreateApplication.html
#amazonemrserverless-aws_RequestTag___TagKey_
#amazonemrserverless-aws_RequestTag___TagKey_
#amazonemrserverless-aws_RequestTag___TagKey_
#amazonemrserverless-aws_TagKeys
#amazonemrserverless-aws_TagKeys
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_DeleteApplication.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_DeleteApplication.html
#amazonemrserverless-application
#amazonemrserverless-application
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_GetApplication.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_GetApplication.html
#amazonemrserverless-application
#amazonemrserverless-application
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_GetDashboardForJobRun.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_GetDashboardForJobRun.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_GetDashboardForJobRun.html
#amazonemrserverless-jobRun
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_GetJobRun.html
#amazonemrserverless-jobRun
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAppli 
cations

授予列出应用程序的权限 列表      

 ListJobRu 
nAttempts

授予权限以列出与作业运行关
联的作业运行尝试

列表 jobRun*    

 ListJobRuns 授予列出与应用程序关联的任
务运行的权限

列表 applicati 
on*

   

applicati 
on

    ListTagsF 
orResource

授予列出指定资源的标签的权
限

读取

jobRun    

 StartAppl 
ication

授予启动应用程序的权限 写入 applicati 
on*

   

applicati 
on*

  iam:PassR 
ole

 StartJobRun 授予启动作业运行的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StopAppli 
cation

授予停止应用程序的权限 写入 applicati 
on*

   

applicati 
on

    TagResour 
ce

授予标记指定资源的权限 Tagging

jobRun    
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https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_ListJobRunAttempts.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_ListJobRunAttempts.html
#amazonemrserverless-jobRun
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_ListJobRuns.html
#amazonemrserverless-application
#amazonemrserverless-application
#amazonemrserverless-application
#amazonemrserverless-application
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_ListTagsForResource.html
#amazonemrserverless-jobRun
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_StartApplication.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_StartApplication.html
#amazonemrserverless-application
#amazonemrserverless-application
#amazonemrserverless-application
#amazonemrserverless-application
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_StartJobRun.html
#amazonemrserverless-aws_RequestTag___TagKey_
#amazonemrserverless-aws_RequestTag___TagKey_
#amazonemrserverless-aws_RequestTag___TagKey_
#amazonemrserverless-aws_TagKeys
#amazonemrserverless-aws_TagKeys
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_StopApplication.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_StopApplication.html
#amazonemrserverless-application
#amazonemrserverless-application
#amazonemrserverless-application
#amazonemrserverless-application
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_TagResource.html
#amazonemrserverless-jobRun
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on

   

jobRun    

 UntagReso 
urce

授予取消标记指定资源的权限 标记

  aws:TagKe 
ys

 

 UpdateApp 
lication

授予更新应用程序的权限 写入 applicati 
on*

   

Amazon EMR Serverless 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 application arn:${Partition}:emr-serverless:${Re 
gion}:${Account}:/applications/${App 
licationId}

aws:ResourceTag/${ 
TagKey}

 jobRun arn:${Partition}:emr-serverless:${Re 
gion}:${Account}:/applications/${App 
licationId}/jobruns/${JobRunId}

aws:ResourceTag/${ 
TagKey}
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#amazonemrserverless-aws_RequestTag___TagKey_
#amazonemrserverless-aws_RequestTag___TagKey_
#amazonemrserverless-aws_RequestTag___TagKey_
#amazonemrserverless-aws_TagKeys
#amazonemrserverless-aws_TagKeys
#amazonemrserverless-application
#amazonemrserverless-application
#amazonemrserverless-jobRun
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_UntagResource.html
#amazonemrserverless-aws_TagKeys
#amazonemrserverless-aws_TagKeys
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_UpdateApplication.html
#amazonemrserverless-application
#amazonemrserverless-application
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/emr-serverless.html
#amazonemrserverless-aws_ResourceTag___TagKey_
#amazonemrserverless-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/emr-serverless.html
#amazonemrserverless-aws_ResourceTag___TagKey_
#amazonemrserverless-aws_ResourceTag___TagKey_
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Amazon EMR Serverless 的条件键

Amazon EMR Serverless 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

AWS 最终用户消息 SMS 和语音 V2 的操作、资源和条件键

AWS 最终用户消息 SMS and Voice V2（服务前缀:sms-voice）提供以下特定于服务的资源、操作和
条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS 最终用户消息、短信和语音 V2 定义的操作

• 由 AWS 最终用户消息、短信和语音 V2 定义的资源类型

• AWS 最终用户消息、短信和语音 V2 的条件键
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/pinpoint/latest/userguide/welcome.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/Welcome.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-iam.html
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由 AWS 最终用户消息、短信和语音 V2 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Pool*    

PhoneNumb 
er

   

 Associate 
Originati 
onIdentity

授予权限以将发起电话号码或
发件人 ID 关联到池

写入

SenderId    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
#awsendusermessagingsmsandvoicev2-Pool
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_AssociateOriginationIdentity.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_AssociateOriginationIdentity.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_AssociateOriginationIdentity.html
#awsendusermessagingsmsandvoicev2-SenderId
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Configura 
tionSet*

    Associate 
ProtectCo 
nfiguration

授予权限以将保护配置与配置
集关联

写入

ProtectCo 
nfigurati 
on*

   

 CreateCon 
figurationSet

授予创建配置集的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

sms-
voice 
:TagResou 
rce

 CreateEve 
ntDestination

授予权限以在配置集内创建事
件目标

写入 Configura 
tionSet*

  iam:PassR 
ole

 CreateOpt 
OutList

授予权限以创建退出列表 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

sms-
voice 
:TagResou 
rce

PhoneNumb 
er

  sms-
voice 
:TagResou 
rce

 CreatePool 授予权限以创建池 写入

SenderId    
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#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_AssociateProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_AssociateProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_AssociateProtectConfiguration.html
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateConfigurationSet.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateConfigurationSet.html
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_TagKeys
#awsendusermessagingsmsandvoicev2-aws_TagKeys
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateEventDestination.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateEventDestination.html
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateOptOutList.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateOptOutList.html
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_TagKeys
#awsendusermessagingsmsandvoicev2-aws_TagKeys
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreatePool.html
#awsendusermessagingsmsandvoicev2-SenderId
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePro 
tectConfi 
guration

授予权限以创建保护配置 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

sms-
voice 
:TagResou 
rce

 CreateReg 
istration

授予创建注册的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

sms-
voice 
:TagResou 
rce

Registrat 
ion*

    CreateReg 
istration 
Association

授予将注册关联到某个电话号
码或其他注册的权限

写入

PhoneNumb 
er

   

 CreateReg 
istration 
Attachment

授予创建注册附件的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

sms-
voice 
:TagResou 
rce
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#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_TagKeys
#awsendusermessagingsmsandvoicev2-aws_TagKeys
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateProtectConfiguration.html
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_TagKeys
#awsendusermessagingsmsandvoicev2-aws_TagKeys
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateRegistration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateRegistration.html
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_TagKeys
#awsendusermessagingsmsandvoicev2-aws_TagKeys
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateRegistrationAssociation.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateRegistrationAssociation.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateRegistrationAssociation.html
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateRegistrationAttachment.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateRegistrationAttachment.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateRegistrationAttachment.html
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_TagKeys
#awsendusermessagingsmsandvoicev2-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateReg 
istration 
Version

授予创建注册版本的权限 写入 Registrat 
ion*

   

 CreateVer 
ifiedDest 
inationNu 
mber

授予创建已验证目标号码的权
限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

sms-
voice 
:TagResou 
rce

 DeleteAcc 
ountDefau 
ltProtect 
Configuration

授予权限以删除账户默认保护
配置

写入      

 DeleteCon 
figurationSet

授予权限以删除配置集 写入 Configura 
tionSet*

   

 DeleteDef 
aultMessa 
geType

授予权限以删除配置集的默认
消息类型

写入 Configura 
tionSet*

   

 DeleteDef 
aultSenderId

授予权限以删除配置集的默认
发件人 ID

写入 Configura 
tionSet*

   

 DeleteEve 
ntDestination

授予权限以在配置集内删除事
件目标

写入 Configura 
tionSet*

   

PhoneNumb 
er

    DeleteKey 
word

授予权限以删除池或发起电话
号码的关键字

写入

Pool    
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https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateRegistrationVersion.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateRegistrationVersion.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateRegistrationVersion.html
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateVerifiedDestinationNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateVerifiedDestinationNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateVerifiedDestinationNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateVerifiedDestinationNumber.html
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_TagKeys
#awsendusermessagingsmsandvoicev2-aws_TagKeys
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteAccountDefaultProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteAccountDefaultProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteAccountDefaultProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteAccountDefaultProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteConfigurationSet.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteConfigurationSet.html
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteDefaultMessageType.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteDefaultMessageType.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteDefaultMessageType.html
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteDefaultSenderId.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteDefaultSenderId.html
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteEventDestination.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteEventDestination.html
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteKeyword.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteKeyword.html
#awsendusermessagingsmsandvoicev2-Pool


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteMed 
iaMessage 
SpendLimi 
tOverride

授予权限以删除账户媒体消息
收发每月支出限额的覆盖

写入      

 DeleteOpt 
OutList

授予权限以删除退出列表 写入 OptOutLis 
t*

   

 DeleteOpt 
edOutNumb 
er

授予权限以从退出列表中删除
目标电话号码

写入 OptOutLis 
t*

   

 DeletePool 授予权限以删除池 写入 Pool*    

 DeletePro 
tectConfi 
guration

授予权限以删除保护配置 写入 ProtectCo 
nfigurati 
on*

   

 DeletePro 
tectConfi 
gurationR 
uleSetNum 
berOverride

授予删除保护配置的电话号码
覆盖的权限

写入 ProtectCo 
nfigurati 
on*

   

 DeleteReg 
istration

授予删除注册的权限 写入 Registrat 
ion*

   

 DeleteReg 
istration 
Attachment

授予删除注册附件的权限 写入 Registrat 
ionAttach 
ment*

   

 DeleteReg 
istration 
FieldValue

授予删除可选注册字段值的权
限

写入 Registrat 
ion*
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https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteMediaMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteMediaMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteMediaMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteMediaMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteOptOutList.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteOptOutList.html
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-OptOutList
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteOptedOutNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteOptedOutNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteOptedOutNumber.html
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-OptOutList
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeletePool.html
#awsendusermessagingsmsandvoicev2-Pool
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteProtectConfiguration.html
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteProtectConfigurationRuleSetNumberOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteProtectConfigurationRuleSetNumberOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteProtectConfigurationRuleSetNumberOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteProtectConfigurationRuleSetNumberOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteProtectConfigurationRuleSetNumberOverride.html
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteRegistration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteRegistration.html
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteRegistrationAttachment.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteRegistrationAttachment.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteRegistrationAttachment.html
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteRegistrationFieldValue.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteRegistrationFieldValue.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteRegistrationFieldValue.html
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

OptOutLis 
t

   

PhoneNumb 
er

   

Pool    

 DeleteRes 
ourcePolicy

授予权限以删除资源策略 权限管理

SenderId    

 DeleteTex 
tMessageS 
pendLimit 
Override

授予权限以删除账户文本消息
收发每月支出限额的覆盖

写入      

 DeleteVer 
ifiedDest 
inationNu 
mber

授予删除已验证目标号码的权
限

写入 VerifiedD 
estinatio 
nNumber*

   

 DeleteVoi 
ceMessage 
SpendLimi 
tOverride

授予权限以删除账户语音消息
收发每月支出限额的覆盖

写入      

 DescribeA 
ccountAtt 
ributes

授予权限以描述账户的属性 读取      

 DescribeA 
ccountLimits

授予权限以描述账户中的服务
配额

读取      

 DescribeC 
onfigurat 
ionSets

授予权限以描述账户中的配置
集

读取 Configura 
tionSet
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#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-Pool
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteResourcePolicy.html
#awsendusermessagingsmsandvoicev2-SenderId
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteTextMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteTextMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteTextMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteTextMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteVerifiedDestinationNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteVerifiedDestinationNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteVerifiedDestinationNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteVerifiedDestinationNumber.html
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteVoiceMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteVoiceMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteVoiceMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DeleteVoiceMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeAccountAttributes.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeAccountAttributes.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeAccountAttributes.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeAccountLimits.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeAccountLimits.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeConfigurationSets.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeConfigurationSets.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeConfigurationSets.html
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

PhoneNumb 
er

    DescribeK 
eywords

授予权限以描述池或发起电话
号码的关键字

读取

Pool    

 DescribeO 
ptOutLists

授予权限以描述账户中的退出
列表

读取 OptOutLis 
t

   

 DescribeO 
ptedOutNu 
mbers

授予权限以描述退出列表中的
目标电话号码

读取 OptOutLis 
t*

   

 DescribeP 
honeNumbe 
rs

授予权限以描述账户中的发起
电话号码

读取 PhoneNumb 
er

   

 DescribeP 
ools

授予权限以描述账户中的池 读取 Pool    

 DescribeP 
rotectCon 
figurations

授予权限以描述账户中的保护
配置

读取 ProtectCo 
nfigurati 
on

   

 DescribeR 
egistrati 
onAttachm 
ents

授予描述账户中的注册附件的
权限

读取 Registrat 
ionAttach 
ment

   

 DescribeR 
egistrati 
onFieldDe 
finitions

授予描述给定注册类型的字段
定义的权限

读取      
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#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeKeywords.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeKeywords.html
#awsendusermessagingsmsandvoicev2-Pool
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeOptOutLists.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeOptOutLists.html
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-OptOutList
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeOptedOutNumbers.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeOptedOutNumbers.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeOptedOutNumbers.html
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-OptOutList
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribePhoneNumbers.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribePhoneNumbers.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribePhoneNumbers.html
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribePools.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribePools.html
#awsendusermessagingsmsandvoicev2-Pool
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeProtectConfigurations.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeProtectConfigurations.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeProtectConfigurations.html
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribePools.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribePools.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribePools.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribePools.html
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationFieldDefinitions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationFieldDefinitions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationFieldDefinitions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationFieldDefinitions.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
egistrati 
onFieldVa 
lues

授予描述给定注册的字段值的
权限

读取 Registrat 
ion*

   

 DescribeR 
egistrati 
onSection 
Definitions

授予描述给定注册类型的分节
定义的权限

读取      

 DescribeR 
egistrati 
onTypeDef 
initions

授予描述服务支持的注册类型
的权限

读取      

 DescribeR 
egistrati 
onVersions

授予描述给定注册的版本的权
限

读取 Registrat 
ion*

   

 DescribeR 
egistrations

授予描述账户中的注册的权限 读取 Registrat 
ion

   

 DescribeS 
enderIds

授予描述您账户 IDs 中发件人
的权限

读取 SenderId    

 DescribeS 
pendLimits

授予权限以描述账户的每月支
出限额

读取      

 DescribeV 
erifiedDe 
stination 
Numbers

授予描述账户中的已验证目标
号码的权限

读取 VerifiedD 
estinatio 
nNumber

   

授予权限以将发起电话号码或
发件人 ID 与池解除关联

写入 Pool*    
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https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationFieldValues.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationFieldValues.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationFieldValues.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationFieldValues.html
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationSectionDefinitions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationSectionDefinitions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationSectionDefinitions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationSectionDefinitions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationTypeDefinitions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationTypeDefinitions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationTypeDefinitions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationTypeDefinitions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationVersions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationVersions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationVersions.html
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrations.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrations.html
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeSenderIds.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeSenderIds.html
#awsendusermessagingsmsandvoicev2-SenderId
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeSpendLimits.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeSpendLimits.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeVerifiedDestinationNumbers.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeVerifiedDestinationNumbers.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeVerifiedDestinationNumbers.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeVerifiedDestinationNumbers.html
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-Pool


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

PhoneNumb 
er

    Disassoci 
ateOrigin 
ationIdentity

SenderId    

Configura 
tionSet*

    Disassoci 
ateProtec 
tConfigur 
ation

授予权限以取消保护配置与配
置集的关联

写入

ProtectCo 
nfigurati 
on*

   

 DiscardRe 
gistratio 
nVersion

授予废弃给定注册的最新版本
的权限

写入 Registrat 
ion*

   

 GetProtec 
tConfigur 
ationCoun 
tryRuleSet

授予权限以获取保护配置的国
家/地区规则集

读取 ProtectCo 
nfigurati 
on*

   

OptOutLis 
t

   

PhoneNumb 
er

   

Pool    

 GetResour 
cePolicy

授予获取资源策略的权限 读取

SenderId    

 ListPoolO 
riginatio 
nIdentities

授予列出与地址池 IDs 关联的
所有发起电话号码和发件人的
权限

读取 Pool*    
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#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DisassociateOriginationIdentity.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DisassociateOriginationIdentity.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DisassociateOriginationIdentity.html
#awsendusermessagingsmsandvoicev2-SenderId
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DisassociateProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DisassociateProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DisassociateProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DisassociateProtectConfiguration.html
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DiscardRegistrationVersion.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DiscardRegistrationVersion.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DiscardRegistrationVersion.html
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_GetProtectConfigurationCountryRuleSet.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_GetProtectConfigurationCountryRuleSet.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_GetProtectConfigurationCountryRuleSet.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_GetProtectConfigurationCountryRuleSet.html
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-Pool
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_GetResourcePolicy.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_GetResourcePolicy.html
#awsendusermessagingsmsandvoicev2-SenderId
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ListPoolOriginationIdentities.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ListPoolOriginationIdentities.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ListPoolOriginationIdentities.html
#awsendusermessagingsmsandvoicev2-Pool


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListProte 
ctConfigu 
rationRul 
eSetNumbe 
rOverrides

授予列出保护配置的所有电话
号码替代项的权限

读取 ProtectCo 
nfigurati 
on*

   

 ListRegis 
trationAs 
sociations

授予列出与注册关联的所有资
源的权限

读取 Registrat 
ion*

   

Configura 
tionSet

   

OptOutLis 
t

   

PhoneNumb 
er

   

Pool    

ProtectCo 
nfigurati 
on

   

Registrat 
ion

   

Registrat 
ionAttach 
ment

   

 ListTagsF 
orResource

授予列出资源标签的权限 读取

SenderId    
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https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ListProtectConfigurationRuleSetNumberOverrides.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ListProtectConfigurationRuleSetNumberOverrides.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ListProtectConfigurationRuleSetNumberOverrides.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ListProtectConfigurationRuleSetNumberOverrides.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ListProtectConfigurationRuleSetNumberOverrides.html
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ListRegistrationAssociations.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ListRegistrationAssociations.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ListRegistrationAssociations.html
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-Pool
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ListTagsForResource.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ListTagsForResource.html
#awsendusermessagingsmsandvoicev2-SenderId


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

VerifiedD 
estinatio 
nNumber

   

PhoneNumb 
er

    PutKeyword 授予权限以创建或更新池或发
起电话号码的关键字

写入

Pool    

 PutMessag 
eFeedback

授予对短信、语音或媒体消息
进行反馈的权限

写入 Message*    

 PutOptedO 
utNumber

授予权限以将目标电话号码放
入退出列表中

写入 OptOutLis 
t*

   

 PutProtec 
tConfigur 
ationRule 
SetNumber 
Override

授予权限以覆盖保护配置的电
话号码

写入 ProtectCo 
nfigurati 
on*

   

 PutRegist 
rationFie 
ldValue

授予放置注册字段值的权限 写入 Registrat 
ion*

   

OptOutLis 
t

   

PhoneNumb 
er

   

Pool    

 PutResour 
cePolicy

授予设置资源策略的权限 权限管理

SenderId    
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#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutKeyword.html
#awsendusermessagingsmsandvoicev2-Pool
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutMessageFeedback.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutMessageFeedback.html
#awsendusermessagingsmsandvoicev2-Message
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutOptedOutNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutOptedOutNumber.html
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-OptOutList
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutProtectConfigurationRuleSetNumberOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutProtectConfigurationRuleSetNumberOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutProtectConfigurationRuleSetNumberOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutProtectConfigurationRuleSetNumberOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutProtectConfigurationRuleSetNumberOverride.html
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutRegistrationFieldValue.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutRegistrationFieldValue.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutRegistrationFieldValue.html
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-Pool
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutResourcePolicy.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutResourcePolicy.html
#awsendusermessagingsmsandvoicev2-SenderId


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ReleasePh 
oneNumber

授予权限以发布发起电话号码 写入 PhoneNumb 
er*

   

 ReleaseSe 
nderId

授予释放发件人 ID 的权限 写入 SenderId*    

Pool   sms-
voice 
:Associat 
eOriginat 
ionIdenti 
ty

sms-
voice 
:TagResou 
rce

 RequestPh 
oneNumber

授予权限以请求发起电话号码 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 RequestSe 
nderId

授予请求未注册发件人 ID 的权
限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

sms-
voice 
:TagResou 
rce
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https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ReleasePhoneNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ReleasePhoneNumber.html
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ReleaseSenderId.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_ReleaseSenderId.html
#awsendusermessagingsmsandvoicev2-SenderId
#awsendusermessagingsmsandvoicev2-SenderId
#awsendusermessagingsmsandvoicev2-Pool
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_RequestPhoneNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_RequestPhoneNumber.html
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_TagKeys
#awsendusermessagingsmsandvoicev2-aws_TagKeys
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_RequestSenderId.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_RequestSenderId.html
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_TagKeys
#awsendusermessagingsmsandvoicev2-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

PhoneNumb 
er

  sms-
voice 
:SendText 
Message

sms-
voice 
:SendVoic 
eMessage

Pool    

 SendDesti 
nationNum 
berVerifi 
cationCode

授予向目标电话号码发送包含
验证码的短信或语音消息的权
限

写入

SenderId    

PhoneNumb 
er

    SendMedia 
Message

授予权限以向目标电话号码发
送媒体消息

写入

Pool    

PhoneNumb 
er

   

Pool    

 SendTextM 
essage

授予权限以向目标电话号码发
送文本消息

写入

SenderId    

PhoneNumb 
er

    SendVoice 
Message

授予权限以向目标电话号码发
送语音消息

写入

Pool    

 SetAccoun 
tDefaultP 
rotectCon 
figuration

授予权限以为账户设置默认保
护配置

写入 ProtectCo 
nfigurati 
on*
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#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-Pool
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SendDestinationNumberVerificationCode.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SendDestinationNumberVerificationCode.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SendDestinationNumberVerificationCode.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SendDestinationNumberVerificationCode.html
#awsendusermessagingsmsandvoicev2-SenderId
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SendMediaMessage.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SendMediaMessage.html
#awsendusermessagingsmsandvoicev2-Pool
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-Pool
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SendTextMessage.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SendTextMessage.html
#awsendusermessagingsmsandvoicev2-SenderId
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SendVoiceMessage.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SendVoiceMessage.html
#awsendusermessagingsmsandvoicev2-Pool
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetAccountDefaultProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetAccountDefaultProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetAccountDefaultProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetAccountDefaultProtectConfiguration.html
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SetDefaul 
tMessageF 
eedbackEn 
abled

授予为配置集设置默认消息反
馈的权限

写入 Configura 
tionSet*

   

 SetDefaul 
tMessageT 
ype

授予权限以设置配置集的默认
消息类型

写入 Configura 
tionSet*

   

 SetDefaul 
tSenderId

授予权限以设置配置集的默认
发件人 ID

写入 Configura 
tionSet*

   

 SetMediaM 
essageSpe 
ndLimitOv 
erride

授予权限以设置账户媒体消息
收发每月支出限额的覆盖

写入      

 SetTextMe 
ssageSpen 
dLimitOve 
rride

授予权限以设置账户文本消息
收发每月支出限额的覆盖

写入      

 SetVoiceM 
essageSpe 
ndLimitOv 
erride

授予权限以设置账户语音消息
收发每月支出限额的覆盖

写入      

 SubmitReg 
istration 
Version

授予提交给定注册的最新版本
的权限

写入 Registrat 
ion*

   

 TagResour 
ce

授予权限以将标签添加到资源
中

Tagging Configura 
tionSet
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https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetDefaultMessageFeedbackEnabled.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetDefaultMessageFeedbackEnabled.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetDefaultMessageFeedbackEnabled.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetDefaultMessageFeedbackEnabled.html
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetDefaultMessageType.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetDefaultMessageType.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetDefaultMessageType.html
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetDefaultSenderId.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetDefaultSenderId.html
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetMediaMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetMediaMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetMediaMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetMediaMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetTextMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetTextMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetTextMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetTextMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetVoiceMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetVoiceMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetVoiceMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SetVoiceMessageSpendLimitOverride.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SubmitRegistrationVersion.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SubmitRegistrationVersion.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_SubmitRegistrationVersion.html
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_TagResource.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_TagResource.html
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

OptOutLis 
t

   

PhoneNumb 
er

   

Pool    

ProtectCo 
nfigurati 
on

   

Registrat 
ion

   

Registrat 
ionAttach 
ment

   

SenderId    

VerifiedD 
estinatio 
nNumber

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以从资源中删除标签 标记 Configura 
tionSet
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#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-Pool
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
#awsendusermessagingsmsandvoicev2-SenderId
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_RequestTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_TagKeys
#awsendusermessagingsmsandvoicev2-aws_TagKeys
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UntagResource.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UntagResource.html
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

OptOutLis 
t

   

PhoneNumb 
er

   

Pool    

ProtectCo 
nfigurati 
on

   

Registrat 
ion

   

Registrat 
ionAttach 
ment

   

SenderId    

VerifiedD 
estinatio 
nNumber

   

  aws:TagKe 
ys

 

 UpdateEve 
ntDestination

授予权限以在配置集内更新事
件目标

写入 Configura 
tionSet*

  iam:PassR 
ole

 UpdatePho 
neNumber

授予权限以更新发起电话号码
的配置

写入 PhoneNumb 
er*

  iam:PassR 
ole
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#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-OptOutList
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-Pool
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-Registration
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
#awsendusermessagingsmsandvoicev2-RegistrationAttachment
#awsendusermessagingsmsandvoicev2-SenderId
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-aws_TagKeys
#awsendusermessagingsmsandvoicev2-aws_TagKeys
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdateEventDestination.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdateEventDestination.html
#awsendusermessagingsmsandvoicev2-ConfigurationSet
#awsendusermessagingsmsandvoicev2-ConfigurationSet
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdatePhoneNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdatePhoneNumber.html
#awsendusermessagingsmsandvoicev2-PhoneNumber
#awsendusermessagingsmsandvoicev2-PhoneNumber
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePool 授予权限以更新池的配置 写入 Pool*   iam:PassR 
ole

 UpdatePro 
tectConfi 
guration

授予权限以更新保护配置 写入 ProtectCo 
nfigurati 
on*

   

 UpdatePro 
tectConfi 
gurationC 
ountryRul 
eSet

授予权限以更新用于保护配置
的国家/地区规则集

写入 ProtectCo 
nfigurati 
on*

   

 UpdateSen 
derId

授予更新发件人 ID 配置的权限 写入 SenderId*    

 VerifyDes 
tinationN 
umber

授予验证目标电话号码的权限 写入 VerifiedD 
estinatio 
nNumber*

   

由 AWS 最终用户消息、短信和语音 V2 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Configura 
tionSet

arn:${Partition}:sms-voice:${Region} 
:${Account}:configuration-set/${Conf 
igurationSetName}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdatePool.html
#awsendusermessagingsmsandvoicev2-Pool
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdateProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdateProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdateProtectConfiguration.html
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdateProtectConfigurationCountryRuleSet.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdateProtectConfigurationCountryRuleSet.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdateProtectConfigurationCountryRuleSet.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdateProtectConfigurationCountryRuleSet.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdateProtectConfigurationCountryRuleSet.html
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
#awsendusermessagingsmsandvoicev2-ProtectConfiguration
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdateSenderId.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_UpdateSenderId.html
#awsendusermessagingsmsandvoicev2-SenderId
#awsendusermessagingsmsandvoicev2-SenderId
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_VerifyDestinationNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_VerifyDestinationNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_VerifyDestinationNumber.html
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
#awsendusermessagingsmsandvoicev2-VerifiedDestinationNumber
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateConfigurationSet.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateConfigurationSet.html
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 OptOutList arn:${Partition}:sms-voice:${Region} 
:${Account}:opt-out-list/${OptOutLis 
tName}

aws:ResourceTag/${ 
TagKey}

 PhoneNumb 
er

arn:${Partition}:sms-voice:${Region} 
:${Account}:phone-number/${PhoneNumb 
erId}

aws:ResourceTag/${ 
TagKey}

 Pool arn:${Partition}:sms-voice:${Region}:
${Account}:pool/${PoolId}

aws:ResourceTag/${ 
TagKey}

 ProtectCo 
nfiguration

arn:${Partition}:sms-voice:${Region} 
:${Account}:protect-configuration/${ 
ProtectConfigurationId}

aws:ResourceTag/${ 
TagKey}

 SenderId arn:${Partition}:sms-voice:${Region} 
:${Account}:sender-id/${SenderId}/${ 
IsoCountryCode}

aws:ResourceTag/${ 
TagKey}

 Registration arn:${Partition}:sms-voice:${Region} 
:${Account}:registration/${Registrat 
ionId}

aws:ResourceTag/${ 
TagKey}

 Registrat 
ionAttach 
ment

arn:${Partition}:sms-voice:${Region} 
:${Account}:registration-attachment/ 
${RegistrationAttachmentId}

aws:ResourceTag/${ 
TagKey}

 VerifiedD 
estinatio 
nNumber

arn:${Partition}:sms-voice:${Region} 
:${Account}:verified-destination-num 
ber/${VerifiedDestinationNumberId}

aws:ResourceTag/${ 
TagKey}

 Message arn:${Partition}:sms-voice:${Region}:
${Account}:message/${MessageId}
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https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateOptOutList.html
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_RequestPhoneNumber.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_RequestPhoneNumber.html
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreatePool.html
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateProtectConfiguration.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_CreateProtectConfiguration.html
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeSenderIds.html
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrations.html
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationAttachments.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationAttachments.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeRegistrationAttachments.html
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeVerifiedDestinationNumbers.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeVerifiedDestinationNumbers.html
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_DescribeVerifiedDestinationNumbers.html
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
#awsendusermessagingsmsandvoicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference_smsvoicev2/API_PutMessageFeedback.html
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AWS 最终用户消息、短信和语音 V2 的条件键

AWS 最终用户消息 SMS 和语音 V2 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS 最终用户消息社交的操作、资源和条件键

AWS End User Messaging Social（服务前缀:social-messaging）提供以下特定于服务的资源、操
作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 最终用户消息社交定义的操作

• AWS 最终用户消息社交定义的资源类型

• AWS 最终用户消息社交的条件键
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/social-messaging/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/social-messaging/latest/userguide/security-iam.html
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AWS 最终用户消息社交定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
WhatsAppB 
usinessAc 
count

授予将 WhatsApp 企业账户与
您的账户关联的权限 AWS 账
户

写入   aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_AssociateWhatsAppBusinessAccount.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_AssociateWhatsAppBusinessAccount.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_AssociateWhatsAppBusinessAccount.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_AssociateWhatsAppBusinessAccount.html
#awsendusermessagingsocial-aws_RequestTag___TagKey_
#awsendusermessagingsocial-aws_RequestTag___TagKey_
#awsendusermessagingsocial-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 CreateWha 
tsAppMess 
ageTemplate

授予创建 WhatsApp 消息模板
的权限

写入      

 CreateWha 
tsAppMess 
ageTempla 
teFromLib 
rary

授予从 Meta 的模板库中创建 
WhatsApp 消息模板的权限

写入      

 CreateWha 
tsAppMess 
ageTempla 
teMedia

授予为 WhatsApp 消息模板创
建媒体的权限

写入      

 DeleteWha 
tsAppMess 
ageMedia

授予从中删除媒体对象的权限 
WhatsApp

写入 phone-
number-
id*

   

 DeleteWha 
tsAppMess 
ageTemplate

授予删除 WhatsApp 消息模板
的权限

写入      

 Disassoci 
ateWhatsA 
ppBusines 
sAccount

授予解除 WhatsApp 企业账户
与您的关联的权限 AWS 账户

写入 waba*    
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#awsendusermessagingsocial-aws_ResourceTag___TagKey_
#awsendusermessagingsocial-aws_ResourceTag___TagKey_
#awsendusermessagingsocial-aws_ResourceTag___TagKey_
#awsendusermessagingsocial-aws_TagKeys
#awsendusermessagingsocial-aws_TagKeys
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplate.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplate.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplate.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplateFromLibrary.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplateFromLibrary.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplateFromLibrary.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplateFromLibrary.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplateFromLibrary.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplateMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplateMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplateMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplateMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageTemplate.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageTemplate.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageTemplate.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DisassociateWhatsAppBusinessAccount.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DisassociateWhatsAppBusinessAccount.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DisassociateWhatsAppBusinessAccount.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DisassociateWhatsAppBusinessAccount.html
#awsendusermessagingsocial-waba
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetLinked 
WhatsAppB 
usinessAc 
count

授予查看 WhatsApp 企业账户
详细信息的权限

读取 waba*    

 GetLinked 
WhatsAppB 
usinessAc 
countPhon 
eNumber

授予权限以查看电话号码的详
细信息

读取 phone-
number-
id*

   

 GetWhatsA 
ppMessage 
Media

授予从中获取媒体对象的权限 
WhatsApp

写入 phone-
number-
id*

   

 GetWhatsA 
ppMessage 
Template

授予获取 WhatsApp 消息模板
详细信息的权限

读取      

 ListLinke 
dWhatsApp 
BusinessA 
ccounts

授予查看您所有 WhatsApp 企
业账户的权限

列表      

phone-
number-
id

    ListTagsF 
orResource

授予权限以列出资源的标签 读取

waba    

 ListWhats 
AppMessag 
eTemplates

授予列出 WhatsApp 消息模板
的权限

列表      
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https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetLinkedWhatsAppBusinessAccount.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetLinkedWhatsAppBusinessAccount.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetLinkedWhatsAppBusinessAccount.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetLinkedWhatsAppBusinessAccount.html
#awsendusermessagingsocial-waba
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetLinkedWhatsAppBusinessAccountPhoneNumber.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetLinkedWhatsAppBusinessAccountPhoneNumber.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetLinkedWhatsAppBusinessAccountPhoneNumber.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetLinkedWhatsAppBusinessAccountPhoneNumber.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetLinkedWhatsAppBusinessAccountPhoneNumber.html
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageMedia.html
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageTemplate.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageTemplate.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageTemplate.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_ListLinkedWhatsAppBusinessAccounts.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_ListLinkedWhatsAppBusinessAccounts.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_ListLinkedWhatsAppBusinessAccounts.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_ListLinkedWhatsAppBusinessAccounts.html
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_ListTagsForResource.html
#awsendusermessagingsocial-waba
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_ListWhatsAppMessageTemplates.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_ListWhatsAppMessageTemplates.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_ListWhatsAppMessageTemplates.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListWhats 
AppTempla 
teLibrary

授予列出 Meta 模板库中可用
模板的权限

列表      

 PostWhats 
AppMessag 
eMedia

授予将媒体对象上传到的权限 
WhatsApp

写入 phone-
number-
id*

   

 PutWhatsA 
ppBusines 
sAccountE 
ventDesti 
nations

授予更新 WhatsApp 企业账户
活动目的地的权限

写入 waba*    

 SendWhats 
AppMessage

授予通过发送消息的权限 
WhatsApp

写入 phone-
number-
id*

   

phone-
number-
id

   

waba    

 TagResour 
ce

授予权限以将标签添加到资源 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

AWS 最终用户消息社交 1861

https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_ListWhatsAppTemplateLibrary.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_ListWhatsAppTemplateLibrary.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_ListWhatsAppTemplateLibrary.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PutWhatsAppBusinessAccountEventDestinations.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PutWhatsAppBusinessAccountEventDestinations.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PutWhatsAppBusinessAccountEventDestinations.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PutWhatsAppBusinessAccountEventDestinations.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PutWhatsAppBusinessAccountEventDestinations.html
#awsendusermessagingsocial-waba
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_SendWhatsAppMessage.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_SendWhatsAppMessage.html
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-waba
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_TagResource.html
#awsendusermessagingsocial-aws_RequestTag___TagKey_
#awsendusermessagingsocial-aws_RequestTag___TagKey_
#awsendusermessagingsocial-aws_RequestTag___TagKey_
#awsendusermessagingsocial-aws_ResourceTag___TagKey_
#awsendusermessagingsocial-aws_ResourceTag___TagKey_
#awsendusermessagingsocial-aws_ResourceTag___TagKey_
#awsendusermessagingsocial-aws_TagKeys
#awsendusermessagingsocial-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

phone-
number-
id

   

waba    

 UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 UpdateWha 
tsAppMess 
ageTemplate

授予更新 WhatsApp 消息模板
的权限

写入      

AWS 最终用户消息社交定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 phone-num 
ber-id

arn:${Partition}:social-messaging:${ 
Region}:${Account}:phone-number-id/$ 
{OriginationPhoneNumberId}

aws:ResourceTag/${ 
TagKey}

 waba arn:${Partition}:social-messaging:${ 
Region}:${Account}:waba/${WabaId}

aws:ResourceTag/${ 
TagKey}

AWS 最终用户消息社交 1862

#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-phone-number-id
#awsendusermessagingsocial-waba
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_UntagResource.html
#awsendusermessagingsocial-aws_ResourceTag___TagKey_
#awsendusermessagingsocial-aws_ResourceTag___TagKey_
#awsendusermessagingsocial-aws_ResourceTag___TagKey_
#awsendusermessagingsocial-aws_TagKeys
#awsendusermessagingsocial-aws_TagKeys
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_UpdateWhatsAppMessageTemplate.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_UpdateWhatsAppMessageTemplate.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_UpdateWhatsAppMessageTemplate.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_WhatsAppPhoneNumberDetail.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_WhatsAppPhoneNumberDetail.html
#awsendusermessagingsocial-aws_ResourceTag___TagKey_
#awsendusermessagingsocial-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_LinkedWhatsAppBusinessAccountSummary.html
#awsendusermessagingsocial-aws_ResourceTag___TagKey_
#awsendusermessagingsocial-aws_ResourceTag___TagKey_
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AWS 最终用户消息社交的条件键

AWS 最终用户消息社交定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看所有服务均可用的全局条件键，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Entity Resolution 的操作、资源和条件键

AWS 实体解析（服务前缀:entityresolution）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Entity Resolution 定义的操作

• AWS Entity Resolution 定义的资源类型

• AWS Entity Resolution 的条件键

AWS 实体分辨率 1863

reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/entityresolution/latest/userguide/
https://docs.aws.amazon.com/entityresolution/latest/apireference/
https://docs.aws.amazon.com/entityresolution/latest/userguide/what-is-service.html
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由 AWS Entity Resolution 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddPolicy 
Statement

授予权限以授予 AWS 服务或
其他账户使用 AWS 实体解析
资源的权限

权限管理      

 BatchDele 
teUniqueId

授予权限以批量删除唯一 ID 写入 MatchingW 
orkflow*

   

AWS 实体分辨率 1864

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_AddPolicyStatement.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_AddPolicyStatement.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_BatchDeleteUniqueId.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_BatchDeleteUniqueId.html
#awsentityresolution-MatchingWorkflow
#awsentityresolution-MatchingWorkflow
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateIdM 
appingWor 
kflow

授予权限以创建 idmapping 工
作流程

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateIdN 
amespace

授予创建 IdNamespace 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateMat 
chingWork 
flow

授予权限以创建匹配的工作流
程

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSch 
emaMapping

授予权限以创建架构映射 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteIdM 
appingWor 
kflow

授予权限以删除 idmapping 工
作流程

写入 IdMapping 
Workflow*

   

 DeleteIdN 
amespace

授予删除权限 IdNamespace 写入 IdNamespa 
ce*

   

AWS 实体分辨率 1865

https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateIdMappingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateIdMappingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateIdMappingWorkflow.html
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_TagKeys
#awsentityresolution-aws_TagKeys
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateIdNamespace.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateIdNamespace.html
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_TagKeys
#awsentityresolution-aws_TagKeys
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateMatchingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateMatchingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateMatchingWorkflow.html
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_TagKeys
#awsentityresolution-aws_TagKeys
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateSchemaMapping.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateSchemaMapping.html
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_TagKeys
#awsentityresolution-aws_TagKeys
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_DeleteIdMappingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_DeleteIdMappingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_DeleteIdMappingWorkflow.html
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_DeleteIdNamespace.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_DeleteIdNamespace.html
#awsentityresolution-IdNamespace
#awsentityresolution-IdNamespace
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteMat 
chingWork 
flow

授予权限以删除匹配的工作流
程

写入 MatchingW 
orkflow*

   

 DeletePol 
icyStatement

授予删除权限，授予 AWS 服
务或其他账户使用 AWS 实体
解析资源的权限

权限管理      

 DeleteSch 
emaMapping

授予权限以删除架构映射 写入 SchemaMap 
ping*

   

 GenerateM 
atchId

授予生成匹配 ID 的权限 写入 MatchingW 
orkflow*

   

 GetIdMapp 
ingJob

授予权限以获取 idmapping 作
业

读取 IdMapping 
Workflow*

   

 GetIdMapp 
ingWorkflow

授予权限以获取 idmapping 工
作流程

读取 IdMapping 
Workflow*

   

 GetIdName 
space

授予获取 IdNamespace 读取 IdNamespa 
ce*

   

 GetMatchId 授予权限以获取匹配 ID 读取 MatchingW 
orkflow*

   

 GetMatchi 
ngJob

授予权限以获取匹配的作业 读取 MatchingW 
orkflow*

   

 GetMatchi 
ngWorkflow

授予权限以获取匹配的工作流
程

读取 MatchingW 
orkflow*

   

 GetPolicy 授予获取 AWS 实体解析资源
的资源策略的权限

读取      

AWS 实体分辨率 1866

https://docs.aws.amazon.com/entityresolution/latest/apireference/API_DeleteMatchingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_DeleteMatchingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_DeleteMatchingWorkflow.html
#awsentityresolution-MatchingWorkflow
#awsentityresolution-MatchingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_DeletePolicyStatement.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_DeletePolicyStatement.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_DeleteSchemaMapping.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_DeleteSchemaMapping.html
#awsentityresolution-SchemaMapping
#awsentityresolution-SchemaMapping
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GenerateMatchId.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GenerateMatchId.html
#awsentityresolution-MatchingWorkflow
#awsentityresolution-MatchingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetIdMappingJob.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetIdMappingJob.html
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetIdMappingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetIdMappingWorkflow.html
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetIdNamespace.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetIdNamespace.html
#awsentityresolution-IdNamespace
#awsentityresolution-IdNamespace
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetMatchId.html
#awsentityresolution-MatchingWorkflow
#awsentityresolution-MatchingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetMatchingJob.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetMatchingJob.html
#awsentityresolution-MatchingWorkflow
#awsentityresolution-MatchingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetMatchingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetMatchingWorkflow.html
#awsentityresolution-MatchingWorkflow
#awsentityresolution-MatchingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetPolicy.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetProvid 
erService

授予权限以获取提供程序服务 读取 ProviderS 
ervice*

   

 GetSchema 
Mapping

授予权限以获取架构映射 读取 SchemaMap 
ping*

   

 ListIdMap 
pingJobs

授予权限以列出 idmapping 作
业

列表 IdMapping 
Workflow*

   

 ListIdMap 
pingWorkf 
lows

授予权限以列出 idmapping 工
作流

列表      

 ListIdNam 
espaces

授予上架权限 IdNamespaces 列表      

 ListMatch 
ingJobs

授予权限以列出匹配的作业 列表 MatchingW 
orkflow*

   

 ListMatch 
ingWorkflows

授予权限以列出匹配的工作流
程

列表      

 ListProvi 
derServices

授予权限以列出提供程序服务 列表      

 ListSchem 
aMappings

授予权限以列出架构映射 列表      

 ListTagsF 
orResource

授予权限以列出资源的标签 读取      

 PutPolicy 授予为 AWS 实体解析资源制
定资源策略的权限

权限管理      

AWS 实体分辨率 1867

https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetProviderService.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetProviderService.html
#awsentityresolution-ProviderService
#awsentityresolution-ProviderService
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetSchemaMapping.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetSchemaMapping.html
#awsentityresolution-SchemaMapping
#awsentityresolution-SchemaMapping
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListIdMappingJobs.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListIdMappingJobs.html
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListIdMappingWorkflows.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListIdMappingWorkflows.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListIdMappingWorkflows.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListIdNamespaces.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListIdNamespaces.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListMatchingJobs.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListMatchingJobs.html
#awsentityresolution-MatchingWorkflow
#awsentityresolution-MatchingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListMatchingWorkflows.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListMatchingWorkflows.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListProviderServices.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListProviderServices.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListSchemaMappings.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListSchemaMappings.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_PutPolicy.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartIdMa 
ppingJob

授予权限以启动 idmapping 作
业

写入 IdMapping 
Workflow*

   

 StartMatc 
hingJob

授予权限以启动匹配的作业 写入 MatchingW 
orkflow*

   

IdMapping 
Workflow

   

IdNamespa 
ce

   

MatchingW 
orkflow

   

ProviderS 
ervice

   

SchemaMap 
ping

   

 TagResour 
ce

授予向资源添加标签的权限 标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

IdMapping 
Workflow

    UntagReso 
urce

授予权限以取消标记资源 标记

IdNamespa 
ce
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https://docs.aws.amazon.com/entityresolution/latest/apireference/API_StartIdMappingJob.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_StartIdMappingJob.html
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_StartMatchingJob.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_StartMatchingJob.html
#awsentityresolution-MatchingWorkflow
#awsentityresolution-MatchingWorkflow
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdNamespace
#awsentityresolution-IdNamespace
#awsentityresolution-MatchingWorkflow
#awsentityresolution-MatchingWorkflow
#awsentityresolution-ProviderService
#awsentityresolution-ProviderService
#awsentityresolution-SchemaMapping
#awsentityresolution-SchemaMapping
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_TagResource.html
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_RequestTag___TagKey_
#awsentityresolution-aws_TagKeys
#awsentityresolution-aws_TagKeys
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UntagResource.html
#awsentityresolution-IdNamespace
#awsentityresolution-IdNamespace
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

MatchingW 
orkflow

   

ProviderS 
ervice

   

SchemaMap 
ping

   

  aws:TagKe 
ys

 

 UpdateIdM 
appingWor 
kflow

授予权限以更新 idmapping 工
作流程

写入 IdMapping 
Workflow*

   

 UpdateIdN 
amespace

授予更新权限 IdNamespace 写入 IdNamespa 
ce*

   

 UpdateMat 
chingWork 
flow

授予权限以更新匹配的工作流
程

写入 MatchingW 
orkflow*

   

 UpdateSch 
emaMapping

授予权限以更新架构映射 写入 SchemaMap 
ping*

   

 UseIdName 
space

授予权限以授予 AWS 服
务或其他账户在工作流程 
IdNamespace 中使用的权限

权限管理      

 UseWorkflow 授予权限以授予 AWS 服务
或其他账户在服务或其他账
户中使用工作流程的权限 
IdNamespace

权限管理      
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#awsentityresolution-MatchingWorkflow
#awsentityresolution-MatchingWorkflow
#awsentityresolution-ProviderService
#awsentityresolution-ProviderService
#awsentityresolution-SchemaMapping
#awsentityresolution-SchemaMapping
#awsentityresolution-aws_TagKeys
#awsentityresolution-aws_TagKeys
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UpdateIdMappingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UpdateIdMappingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UpdateIdMappingWorkflow.html
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
#awsentityresolution-IdMappingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UpdateIdNamespace.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UpdateIdNamespace.html
#awsentityresolution-IdNamespace
#awsentityresolution-IdNamespace
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UpdateMatchingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UpdateMatchingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UpdateMatchingWorkflow.html
#awsentityresolution-MatchingWorkflow
#awsentityresolution-MatchingWorkflow
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UpdateSchemaMapping.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UpdateSchemaMapping.html
#awsentityresolution-SchemaMapping
#awsentityresolution-SchemaMapping
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UseIdNamespace.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UseIdNamespace.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_UseWorkflow.html
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AWS Entity Resolution 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 MatchingW 
orkflow

arn:${Partition}:entityresolution:${ 
Region}:${Account}:matchingworkflow/ 
${WorkflowName}

aws:ResourceTag/${ 
TagKey}

 SchemaMap 
ping

arn:${Partition}:entityresolution:${ 
Region}:${Account}:schemamapping/${S 
chemaName}

aws:ResourceTag/${ 
TagKey}

 IdMapping 
Workflow

arn:${Partition}:entityresolution:${ 
Region}:${Account}:idmappingworkflow 
/${WorkflowName}

aws:ResourceTag/${ 
TagKey}

 ProviderS 
ervice

arn:${Partition}:entityresolution:${ 
Region}:${Account}:providerservice/$ 
{ProviderName}/${ProviderServiceName 
}

aws:ResourceTag/${ 
TagKey}

 IdNamespa 
ce

arn:${Partition}:entityresolution:${ 
Region}:${Account}:idnamespace/${IdN 
amespaceName}

aws:ResourceTag/${ 
TagKey}

AWS Entity Resolution 的条件键

AWS 实体解析定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/entityresolution/latest/userguide/
https://docs.aws.amazon.com/entityresolution/latest/userguide/
#awsentityresolution-aws_ResourceTag___TagKey_
#awsentityresolution-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/entityresolution/latest/userguide/
https://docs.aws.amazon.com/entityresolution/latest/userguide/
#awsentityresolution-aws_ResourceTag___TagKey_
#awsentityresolution-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/entityresolution/latest/userguide/
https://docs.aws.amazon.com/entityresolution/latest/userguide/
#awsentityresolution-aws_ResourceTag___TagKey_
#awsentityresolution-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/entityresolution/latest/userguide/
https://docs.aws.amazon.com/entityresolution/latest/userguide/
#awsentityresolution-aws_ResourceTag___TagKey_
#awsentityresolution-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/entityresolution/latest/userguide/
https://docs.aws.amazon.com/entityresolution/latest/userguide/
#awsentityresolution-aws_ResourceTag___TagKey_
#awsentityresolution-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html


服务授权参考 服务授权参考

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按用户向 Entity Resolution 服务发出的请求中包含的键筛
选访问权限

字符串

 aws:Resou 
rceTag/${ 
TagKey}

按标签键值对筛选访问 字符串

 aws:TagKeys 按用户向 Entity Resolution 服务发出的请求中包含的所有
标签键名称的列表筛选访问权限

ArrayOfString

Amazon 的操作、资源和条件密钥 EventBridge

Amazon EventBridge （服务前缀:events）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 EventBridge

• Amazon 定义的资源类型 EventBridge

• Amazon 的条件密钥 EventBridge

Amazon 定义的操作 EventBridge

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-permissions.html#iam-contextkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-permissions.html#iam-contextkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-permissions.html#iam-contextkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-permissions.html#iam-contextkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-permissions.html#iam-contextkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-permissions.html#iam-contextkeys
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/APIReference/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-iam.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ActivateE 
ventSource

授予激活合作伙伴事件源的权
限

写入 event-
source*

   

 AllowVend 
edLogDeli 
veryForRe 
source [仅权
限]

授予为以下各项配置供给日志
传输的权限 EventBridge

写入 event-
bus*

   

 CancelRep 
lay

授予取消重播的权限 Write replay*    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_ActivateEventSource.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_ActivateEventSource.html
#amazoneventbridge-event-source
#amazoneventbridge-event-source
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-bus-logs.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-bus-logs.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-bus-logs.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-bus-logs.html
#amazoneventbridge-event-bus
#amazoneventbridge-event-bus
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CancelReplay.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CancelReplay.html
#amazoneventbridge-replay
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

api-desti 
nation*

    CreateApi 
Destination

授予创建新 api 目标的权限 Write

connectio 
n*

   

archive*    

event-
bus*

   

alias    

 CreateArc 
hive

授予创建新存档的权限 Write

key    

 CreateCon 
nection

授予创建新连接的权限 写入 connectio 
n*

   

endpoint*     CreateEnd 
point

授予权限以创建终端节点 写入

  events:Ev 
entBusArn

 

event-
bus*

    CreateEve 
ntBus

授予创建事件总线的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePar 
tnerEvent 
Source

授予创建合作伙伴事件源的权
限

Write event-
source*
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#amazoneventbridge-api-destination
#amazoneventbridge-api-destination
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CreateApiDestination.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CreateApiDestination.html
#amazoneventbridge-connection
#amazoneventbridge-connection
#amazoneventbridge-archive
#amazoneventbridge-event-bus
#amazoneventbridge-event-bus
#amazoneventbridge-alias
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CreateArchive.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CreateArchive.html
#amazoneventbridge-key
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CreateConnection.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CreateConnection.html
#amazoneventbridge-connection
#amazoneventbridge-connection
#amazoneventbridge-endpoint
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CreateEndpoint.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CreateEndpoint.html
#amazoneventbridge-events_EventBusArn
#amazoneventbridge-events_EventBusArn
#amazoneventbridge-events_EventBusArn
#amazoneventbridge-event-bus
#amazoneventbridge-event-bus
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CreateEventBus.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CreateEventBus.html
#amazoneventbridge-aws_RequestTag___TagKey_
#amazoneventbridge-aws_RequestTag___TagKey_
#amazoneventbridge-aws_RequestTag___TagKey_
#amazoneventbridge-aws_TagKeys
#amazoneventbridge-aws_TagKeys
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CreatePartnerEventSource.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CreatePartnerEventSource.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_CreatePartnerEventSource.html
#amazoneventbridge-event-source
#amazoneventbridge-event-source
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Deactivat 
eEventSou 
rce

授予停用事件源的权限 Write event-
source*

   

 Deauthori 
zeConnection

授予取消连接授权的权限，删
除其存储的授权密钥

Write connectio 
n*

   

 DeleteApi 
Destination

授予删除 api 目标的权限 Write api-desti 
nation*

   

 DeleteArc 
hive

授予删除存档的权限 Write archive*    

 DeleteCon 
nection

授予权限以删除连接 写入 connectio 
n*

   

 DeleteEnd 
point

授予权限以删除终端节点 写入 endpoint*    

 DeleteEve 
ntBus

授予删除事件总线的权限 Write event-
bus*

   

 DeletePar 
tnerEvent 
Source

授予删除合作伙伴事件源的权
限

Write event-
source*

   

rule-on-
custom-
event-
bus

    DeleteRule 授予删除规则的权限 Write

rule-on-d 
efault-ev 
ent-bus
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https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeactivateEventSource.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeactivateEventSource.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeactivateEventSource.html
#amazoneventbridge-event-source
#amazoneventbridge-event-source
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeauthorizeConnection.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeauthorizeConnection.html
#amazoneventbridge-connection
#amazoneventbridge-connection
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeleteApiDestination.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeleteApiDestination.html
#amazoneventbridge-api-destination
#amazoneventbridge-api-destination
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeleteArchive.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeleteArchive.html
#amazoneventbridge-archive
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeleteConnection.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeleteConnection.html
#amazoneventbridge-connection
#amazoneventbridge-connection
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeleteEndpoint.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeleteEndpoint.html
#amazoneventbridge-endpoint
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeleteEventBus.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeleteEventBus.html
#amazoneventbridge-event-bus
#amazoneventbridge-event-bus
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeletePartnerEventSource.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeletePartnerEventSource.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeletePartnerEventSource.html
#amazoneventbridge-event-source
#amazoneventbridge-event-source
#amazoneventbridge-rule-on-custom-event-bus
#amazoneventbridge-rule-on-custom-event-bus
#amazoneventbridge-rule-on-custom-event-bus
#amazoneventbridge-rule-on-custom-event-bus
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_DeleteRule.html
#amazoneventbridge-rule-on-default-event-bus
#amazoneventbridge-rule-on-default-event-bus
#amazoneventbridge-rule-on-default-event-bus
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  events:cr 
eatorAcco 
unt

events:Ma 
nagedBy

 

api-desti 
nation*

    DescribeA 
piDestination

授予检索 api 目标详细信息的
权限

Read

connectio 
n*

   

 DescribeA 
rchive

授予检索存档详细信息的权限 Read archive*    

 DescribeC 
onnection

授予检索连接详细信息的权限 读取 connectio 
n*

   

 DescribeE 
ndpoint

授予权限以检索有关终端节点
的详细信息

读取 endpoint*    

 DescribeE 
ventBus

授予检索事件总线详细信息的
权限

Read event-
bus

   

 DescribeE 
ventSource

授予检索事件源详细信息的权
限

Read event-
source*

   

 DescribeP 
artnerEve 
ntSource

授予检索合作伙伴事件源详细
信息的权限

Read event-
source*

   

 DescribeR 
eplay

授予检索重播详细信息的权限 Read replay*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rule-on-
custom-
event-
bus

   

rule-on-d 
efault-ev 
ent-bus

   

 DescribeR 
ule

授予检索规则详细信息的权限 Read

  events:cr 
eatorAcco 
unt

 

rule-on-
custom-
event-
bus

   

rule-on-d 
efault-ev 
ent-bus

   

 DisableRule 授予禁用规则的权限 写入

  events:cr 
eatorAcco 
unt

events:Ma 
nagedBy

 

 EnableRule 授予启用规则的权限 写入 rule-on-
custom-
event-
bus
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rule-on-d 
efault-ev 
ent-bus

   

  events:cr 
eatorAcco 
unt

events:Ma 
nagedBy

 

 InvokeApi 
Destination
[仅权限]

授予调用 api 目标的权限 Write api-desti 
nation*

   

 ListApiDe 
stinations

授予检索 api 目标列表的权限 List      

 ListArchives 授予检索存档列表的权限 List      

 ListConne 
ctions

授予权限以检索连接列表 列表      

 ListEndpo 
ints

授予检索终端节点列表的权限 列表      

 ListEvent 
Buses

授予检索账户中事件总线列表
的权限

列表      

 ListEvent 
Sources

授予检索与此账户共享的事件
源列表的权限

列表      

 ListPartn 
erEventSo 
urceAccounts

授予检索与事件源 AWS 账户 
IDs 关联的列表的权限

列表 event-
source*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPartn 
erEventSo 
urces

授予检索合作伙伴事件源列表
的权限

List      

 ListReplays 授予检索重播列表的权限 List      

 ListRuleN 
amesByTar 
get

授予检索与目标关联的规则名
称列表的权限

列表      

 ListRules 授予在账户中检索亚马逊 
EventBridge 规则列表的权限

列表      

event-
bus

   

rule-on-
custom-
event-
bus

   

rule-on-d 
efault-ev 
ent-bus

   

 ListTagsF 
orResource

授予检索与 Amazon EventBrid 
ge 资源关联的标签列表的权限

列表

  events:cr 
eatorAcco 
unt

 

 ListTarge 
tsByRule

授予检索针对规则定义的目标
列表的权限

列表 rule-on-
custom-
event-
bus
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rule-on-d 
efault-ev 
ent-bus

   

  events:cr 
eatorAcco 
unt

 

event-
bus*

    PutEvents 授予向 Amazon 发送自定义事
件的权限 EventBridge

写入

  events:de 
tail-type

events:so 
urce

events:ev 
entBusInv 
ocation

 

 PutPartne 
rEvents

授予向 Amazon 发送自定义事
件的权限 EventBridge

写入      

 PutPermis 
sion

授予使用该 PutPermission 操
作的权限向其他人授予将事件
放 AWS 账户 到您的默认事件
总线的权限

权限管理      

 PutRule 授予权限以创建或更新规则 写入 rule-on-
custom-
event-
bus
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rule-on-d 
efault-ev 
ent-bus
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  events:de 
tail.user 
Identity. 
principal 
Id

events:de 
tail-type

events:so 
urce

events:de 
tail.serv 
ice

events:de 
tail.even 
tTypeCode

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

events:cr 
eatorAcco 
unt

events:Ma 
nagedBy

 

Amazon EventBridge 1881

#amazoneventbridge-events_detail.userIdentity.principalId
#amazoneventbridge-events_detail.userIdentity.principalId
#amazoneventbridge-events_detail.userIdentity.principalId
#amazoneventbridge-events_detail.userIdentity.principalId
#amazoneventbridge-events_detail.userIdentity.principalId
#amazoneventbridge-events_detail-type
#amazoneventbridge-events_detail-type
#amazoneventbridge-events_source
#amazoneventbridge-events_source
#amazoneventbridge-events_detail.service
#amazoneventbridge-events_detail.service
#amazoneventbridge-events_detail.service
#amazoneventbridge-events_detail.eventTypeCode
#amazoneventbridge-events_detail.eventTypeCode
#amazoneventbridge-events_detail.eventTypeCode
#amazoneventbridge-events_detail.eventTypeCode
#amazoneventbridge-aws_RequestTag___TagKey_
#amazoneventbridge-aws_RequestTag___TagKey_
#amazoneventbridge-aws_RequestTag___TagKey_
#amazoneventbridge-aws_TagKeys
#amazoneventbridge-aws_TagKeys
#amazoneventbridge-events_creatorAccount
#amazoneventbridge-events_creatorAccount
#amazoneventbridge-events_creatorAccount
#amazoneventbridge-events_ManagedBy
#amazoneventbridge-events_ManagedBy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rule-on-
custom-
event-
bus

   

rule-on-d 
efault-ev 
ent-bus

   

 PutTargets 授予权限以向规则添加目标 写入

  events:Ta 
rgetArn

events:cr 
eatorAcco 
unt

events:Ma 
nagedBy

 

 RemovePer 
mission

授予撤销他人将事件放 AWS 
账户 到您的默认事件总线的权
限的权限

权限管理      

rule-on-
custom-
event-
bus

    RemoveTar 
gets

授予将目标从规则中删除的权
限

写入

rule-on-d 
efault-ev 
ent-bus
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  events:cr 
eatorAcco 
unt

events:Ma 
nagedBy

 

 RetrieveC 
onnection 
Credentials
[仅权限]

授予检索来自连接的凭证的权
限

写入 connectio 
n*

   

archive*    

event-
bus*

   

 StartReplay 授予启动存档重播的权限 写入

replay*    

event-
bus

   

rule-on-
custom-
event-
bus

   

 TagResour 
ce

授予向 Amazon EventBridge 
资源添加标签的权限

标记

rule-on-d 
efault-ev 
ent-bus
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

events:cr 
eatorAcco 
unt

 

 TestEvent 
Pattern

授予测试事件模式是否与提供
的事件匹配的权限

读取      

event-
bus

   

rule-on-
custom-
event-
bus

   

rule-on-d 
efault-ev 
ent-bus

   

 UntagReso 
urce

授予从 Amazon EventBridge 
资源中移除标签的权限

标记

  aws:TagKe 
ys

events:cr 
eatorAcco 
unt

 

 UpdateApi 
Destination

授予更新 api 目标的权限 Write api-desti 
nation*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

archive*    

alias    

 UpdateArc 
hive

授予更新存档的权限 Write

key    

 UpdateCon 
nection

授予权限以更新连接 写入 connectio 
n*

   

endpoint*     UpdateEnd 
point

授予权限以更新终端节点 写入

  events:Ev 
entBusArn

 

 UpdateEve 
ntBus

授予权限以更新事件总线 写入 event-
bus*

   

Amazon 定义的资源类型 EventBridge

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 event-source arn:${Partition}:events:${Region}::e 
vent-source/${EventSourceName}

 

 event-bus arn:${Partition}:events:${Region}:${ 
Account}:event-bus/${EventBusName}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_UpdateConnection.html
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#amazoneventbridge-connection
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https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_UpdateEndpoint.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_UpdateEndpoint.html
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#amazoneventbridge-events_EventBusArn
#amazoneventbridge-events_EventBusArn
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_UpdateEventBus.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_UpdateEventBus.html
#amazoneventbridge-event-bus
#amazoneventbridge-event-bus
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-manage-iam-access.html#eventbridge-arn-format
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-manage-iam-access.html#eventbridge-arn-format
#amazoneventbridge-aws_ResourceTag___TagKey_
#amazoneventbridge-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 rule-on-d 
efault-event-
bus

arn:${Partition}:events:${Region}:${ 
Account}:rule/${RuleName}

aws:ResourceTag/${ 
TagKey}

 rule-on-c 
ustom-event-
bus

arn:${Partition}:events:${Region}:${ 
Account}:rule/${EventBusName}/${Rule 
Name}

aws:ResourceTag/${ 
TagKey}

 archive arn:${Partition}:events:${Region}:${ 
Account}:archive/${ArchiveName}

 

 replay arn:${Partition}:events:${Region}:${ 
Account}:replay/${ReplayName}

 

 connection arn:${Partition}:events:${Region}:${ 
Account}:connection/${ConnectionName 
}

 

 api-desti 
nation

arn:${Partition}:events:${Region}:${ 
Account}:api-destination/${ApiDestin 
ationName}

 

 endpoint arn:${Partition}:events:${Region}:${ 
Account}:endpoint/${EndpointName}

 

 create-sn 
apshot

arn:${Partition}:events:${Region}:${ 
Account}:target/create-snapshot

 

 reboot-in 
stance

arn:${Partition}:events:${Region}:${ 
Account}:target/reboot-instance

 

 stop-inst 
ance

arn:${Partition}:events:${Region}:${ 
Account}:target/stop-instance

 

 terminate-
instance

arn:${Partition}:events:${Region}:${ 
Account}:target/terminate-instance
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资源类型 ARN 条件键

 alias arn:${Partition}:kms:${Region}:${Acc 
ount}:alias/${Alias}

 

 key arn:${Partition}:kms:${Region}:${Acc 
ount}:key/${KeyId}

 

Amazon 的条件密钥 EventBridge

Amazon EventBridge 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据每个标签的允许值集筛选对事件总线和规则操作的访
问权限

字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签值筛选对事件总线和规则操作的访
问权限

字符串

 aws:TagKeys 按请求中的标签筛选对事件总线和规则操作的访问权限 ArrayOfString

 events:Ev 
entBusArn

按可与终端节点关联的事件总线的 ARN 筛选访问权限和操
作 CreateEndpoint UpdateEndpoint

ArrayOfARN

 events:Ma 
nagedBy

按 AWS 服务筛选访问权限。如果规则是由 AWS 服务代表
您创建的，则该值为创建该规则的服务的主体名称

字符串

 events:Ta 
rgetArn

按目标的 ARN 筛选访问权限，该目标可以应用于操作规 
则。 PutTargets targetArn 不包括 DeadLetterConfigArn

ArrayOfARN

 events:cr 
eatorAccount

根据创建规则的账户筛选对规则操作的访问权限 字符串
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条件键 描述 类型

 events:detail-
type

按事件的详细信息类型的文字字符串筛选访问权限和操作 
PutEvents PutRule

字符串

 events:de 
tail.even 
tTypeCode

按字面字符串筛选访问权限以获取详细信息。 eventType 
Code 事件字段变为 PutRule 操作

字符串

 events:de 
tail.service

按事件的 detail.service 字段的文字字符串筛选对操作的访
问权限 PutRule

字符串

 events:de 
tail.userIdentity. 
principalId

按事件的 detail.useridentity.principalid 字段的文字字符串
筛选对操作的访问权限 PutRule

字符串

 events:ev 
entBusInvocation

根据事件是通过 API 还是跨账户总线调用生成的，将访问
权限筛选为操作 PutEvents

字符串

 events:source 筛选生成事件的 AWS 服务或 AWS 合作伙伴事件源对 
PutEvents 和 PutRule 操作的访问权限。匹配事件的 
source 字段的文字字符串

ArrayOfString

Amazon Pip EventBridge es 的操作、资源和条件密钥

Amazon Pip EventBridge es（服务前缀:pipes）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon Pip EventBridge es 定义的操作

• 由 Amazon P EventBridge ipes 定义的资源类型
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• Amazon P EventBridge ipes 的条件密钥

由 Amazon Pip EventBridge es 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePipe 授予权限以创建管道 写入 pipe*   iam:PassR 
ole
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

pipe*     DeletePipe 授予权限以删除管道 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

pipe*     DescribeP 
ipe

授予权限以描述管道 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListPipes 授予权限以在账户中列出所有
管道

列表      

pipe*     ListTagsF 
orResource

授予列出资源标签的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 StartPipe 授予权限以启动管道 写入 pipe*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

pipe*     StopPipe 授予权限以停止管道 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

pipe*     TagResour 
ce

授予权限以将标签添加到资源
中

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

pipe*     UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 UpdatePipe 授予权限以更新管道 写入 pipe*   iam:PassR 
ole
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

由 Amazon P EventBridge ipes 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 pipe arn:${Partition}:pipes:${Region}:${A 
ccount}:pipe/${Name}

aws:ResourceTag/${ 
TagKey}

Amazon P EventBridge ipes 的条件密钥

Amazon Pip EventBridge es 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString
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Amazon EventBridge 计划程序的操作、资源和条件密钥

Amazon EventBridge Scheduler（服务前缀:scheduler）提供以下特定于服务的资源、操作和条件上
下文密钥，用于 IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon EventBridge 计划程序定义的操作

• 由 Amazon EventBridge 计划程序定义的资源类型

• Amazon EventBridge 计划程序的条件密钥

由 Amazon EventBridge 计划程序定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

schedule*   iam:PassR 
ole

 CreateSch 
edule

授予创建 Amazon EventBridge 
日程安排的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

schedule- 
group*

    CreateSch 
eduleGroup

授予创建 Amazon 日 
EventBridge 程安排组的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

schedule*     DeleteSch 
edule

授予删除 Amazon EventBridge 
日程安排的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteSch 
eduleGroup

授予删除 Amazon 日 
EventBridge 程安排组的权限

写入 schedule- 
group*

  scheduler 
:DeleteSc 
hedule
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

schedule*     GetSchedule 授予查看有关 Amazon 
EventBridge 日程安排详情的
权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

schedule- 
group*

    GetSchedu 
leGroup

授予查看有关 Amazon 
EventBridge 日程安排组详情
的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListSched 
uleGroups

授予在您的账户中列出 
Amazon EventBridge 日程安排
群组的权限

列表      

 ListSched 
ules

授予在您的账户中列出 
Amazon EventBridge 日程安排
的权限

列表      

schedule- 
group

    ListTagsF 
orResource

授予列出 Amazon EventBridge 
日程安排器资源的标签的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 TagResour 
ce

授予标记 Amazon EventBridge 
计划程序资源的权限

标记 schedule- 
group*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

schedule- 
group*

    UntagReso 
urce

授予取消标记 Amazon 
EventBridge 计划程序资源的
权限

标记

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

schedule*   iam:PassR 
ole

 UpdateSch 
edule

授予修改 Amazon EventBridge 
日程安排的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

由 Amazon EventBridge 计划程序定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 schedule- 
group

arn:${Partition}:scheduler:${Region} 
:${Account}:schedule-group/${GroupNa 
me}

aws:ResourceTag/${ 
TagKey}

 schedule arn:${Partition}:scheduler:${Region} 
:${Account}:schedule/${GroupName}/${ 
ScheduleName}

 

Amazon EventBridge 计划程序的条件密钥

Amazon EventBridge Scheduler 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString

Amazon EventBridge 架构的操作、资源和条件键

Amazon EventBridge Schemas（服务前缀:schemas）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon EventBridge 架构定义的操作

• 由 Amazon EventBridge 架构定义的资源类型

• Amazon EventBridge 架构的条件密钥

由 Amazon EventBridge 架构定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDis 
coverer

授予权限以创建事件架构发现
程序。创建后，您的事件将自
动映射到对应的架构文档

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

registry*     CreateReg 
istry

授予权限以在账户中创建新架
构注册表

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

schema*     CreateSch 
ema

授予权限以在账户中创建新架
构

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteDis 
coverer

授予权限以在账户中删除发现
程序

写入 discovere 
r*

   

 DeleteReg 
istry

授予权限以删除账户中现有的
注册表

写入 registry*    

 DeleteRes 
ourcePolicy

授予权限以删除附加到给定注
册表的、基于资源的策略

写入 registry*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSch 
ema

授予权限以删除账户中现有的
架构

写入 schema*    

 DeleteSch 
emaVersion

授予权限以删除您账户中架构
的特定版本

写入 schema*    

 DescribeC 
odeBinding

授予权限以检索您账户中为特
定架构生成的代码的元数据

读取 schema*    

 DescribeD 
iscoverer

授予权限以在账户中检索发现
程序元数据

读取 discovere 
r*

   

 DescribeR 
egistry

授予权限以描述账户中现有的
注册表元数据

读取 registry*    

 DescribeS 
chema

授予权限以检索账户中现有的
架构

读取 schema*    

registry*     ExportSch 
ema

授予以 OpenAPI 3 格式导出 
AWS 注册表或已发现架构进行
格式化的权限 JSONSchema

读取

schema*    

 GetCodeBi 
ndingSource

授予权限以检索您账户中为特
定架构生成的代码的元数据

读取 schema*    

 GetDiscov 
eredSchema

授予权限以检索示例事件提供
的列表的架构

读取      

 GetResour 
cePolicy

授予权限以检索附加到给定注
册表的、基于资源的策略

读取 registry*    

 ListDisco 
verers

授予权限以在账户中列出所有
发现程序

列表 discovere 
r*
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https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname.html#DeleteSchema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname.html#DeleteSchema
#amazoneventbridgeschemas-schema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname-version-schemaversion.html#DeleteSchemaVersion
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname-version-schemaversion.html#DeleteSchemaVersion
#amazoneventbridgeschemas-schema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname-language-language.html#DescribeCodeBinding
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname-language-language.html#DescribeCodeBinding
#amazoneventbridgeschemas-schema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-discoverers-id-discovererid.html#DescribeDiscoverer
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-discoverers-id-discovererid.html#DescribeDiscoverer
#amazoneventbridgeschemas-discoverer
#amazoneventbridgeschemas-discoverer
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname.html#DescribeRegistry
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname.html#DescribeRegistry
#amazoneventbridgeschemas-registry
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname.html#DescribeSchema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname.html#DescribeSchema
#amazoneventbridgeschemas-schema
#amazoneventbridgeschemas-registry
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-policy.html#ExportSchema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-policy.html#ExportSchema
#amazoneventbridgeschemas-schema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname-language-language-source.html#GetCodeBindingSource
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname-language-language-source.html#GetCodeBindingSource
#amazoneventbridgeschemas-schema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-discover.html#GetDiscoveredSchema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-discover.html#GetDiscoveredSchema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-policy.html#GetResourcePolicy
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-policy.html#GetResourcePolicy
#amazoneventbridgeschemas-registry
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-discoverers.html#ListDiscoverers
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-discoverers.html#ListDiscoverers
#amazoneventbridgeschemas-discoverer
#amazoneventbridgeschemas-discoverer
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRegis 
tries

授予权限以在账户中列出所有
注册表

列表 registry*    

 ListSchem 
aVersions

授予列出架构的所有版本的权
限

列表 schema*    

 ListSchemas 授予列出所有架构的权限 列表 schema*    

discovere 
r

   

registry    

 ListTagsF 
orResource

授予权限以列出资源的标签 读取

schema    

 PutCodeBi 
nding

授予权限以为您的账户中的特
定架构生成代码

写入 schema*    

 PutResour 
cePolicy

授予权限以将基于资源的策略
附加到给定注册表

写入 registry*    

 SearchSch 
emas

授予权限以根据您账户中的指
定关键字搜索架构

列表 schema*    

 StartDisc 
overer

授予权限以启动指定的发现程
序。一旦启动，发现程序会自
动将已发布事件的架构注册到
在您账户中配置的源

写入 discovere 
r*

   

 StopDisco 
verer

授予权限以停止指定的发现程
序。一旦停止，发现程序不再
将已发布事件的架构注册到在
您账户中配置的源

写入 discovere 
r*
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https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries.html#ListRegistries
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries.html#ListRegistries
#amazoneventbridgeschemas-registry
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname-versions.html#ListSchemaVersions
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname-versions.html#ListSchemaVersions
#amazoneventbridgeschemas-schema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas.html#ListSchemas
#amazoneventbridgeschemas-schema
#amazoneventbridgeschemas-discoverer
#amazoneventbridgeschemas-discoverer
#amazoneventbridgeschemas-registry
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/tags-resource-arn.html#ListTagsForResource
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/tags-resource-arn.html#ListTagsForResource
#amazoneventbridgeschemas-schema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname-language-language.html#PutCodeBinding
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname-language-language.html#PutCodeBinding
#amazoneventbridgeschemas-schema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-policy.html#PutResourcePolicy
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-policy.html#PutResourcePolicy
#amazoneventbridgeschemas-registry
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-search.html#SearchSchemas
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-search.html#SearchSchemas
#amazoneventbridgeschemas-schema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-discoverers-id-discovererid.html#StartDiscoverer
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-discoverers-id-discovererid.html#StartDiscoverer
#amazoneventbridgeschemas-discoverer
#amazoneventbridgeschemas-discoverer
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-discoverers-id-discovererid.html#StopDiscoverer
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-discoverers-id-discovererid.html#StopDiscoverer
#amazoneventbridgeschemas-discoverer
#amazoneventbridgeschemas-discoverer
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

discovere 
r

   

registry    

schema    

 TagResour 
ce

授予权限以标记资源 标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

discovere 
r

   

registry    

schema    

 UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys

 

 UpdateDis 
coverer

授予权限以更新账户中现有的
发现程序

写入 discovere 
r*

   

 UpdateReg 
istry

授予权限以更新账户中现有的
注册表元数据

写入 registry*    

 UpdateSch 
ema

授予权限以更新账户中现有的
架构

写入 schema*    
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#amazoneventbridgeschemas-discoverer
#amazoneventbridgeschemas-discoverer
#amazoneventbridgeschemas-registry
#amazoneventbridgeschemas-schema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/tags-resource-arn.html#TagResource
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/tags-resource-arn.html#TagResource
#amazoneventbridgeschemas-aws_TagKeys
#amazoneventbridgeschemas-aws_TagKeys
#amazoneventbridgeschemas-aws_RequestTag___TagKey_
#amazoneventbridgeschemas-aws_RequestTag___TagKey_
#amazoneventbridgeschemas-aws_RequestTag___TagKey_
#amazoneventbridgeschemas-discoverer
#amazoneventbridgeschemas-discoverer
#amazoneventbridgeschemas-registry
#amazoneventbridgeschemas-schema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/tags-resource-arn.html#UntagResource
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/tags-resource-arn.html#UntagResource
#amazoneventbridgeschemas-aws_TagKeys
#amazoneventbridgeschemas-aws_TagKeys
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-discoverers-id-discovererid.html#UpdateDiscoverer
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-discoverers-id-discovererid.html#UpdateDiscoverer
#amazoneventbridgeschemas-discoverer
#amazoneventbridgeschemas-discoverer
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname.html#UpdateRegistry
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname.html#UpdateRegistry
#amazoneventbridgeschemas-registry
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname.html#UpdateSchema
https://docs.aws.amazon.com/eventbridge/latest/schema-reference/v1-registries-name-registryname-schemas-name-schemaname.html#UpdateSchema
#amazoneventbridgeschemas-schema
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由 Amazon EventBridge 架构定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 discoverer arn:${Partition}:schemas:${Region}:$ 
{Account}:discoverer/${DiscovererId}

aws:ResourceTag/${ 
TagKey}

 registry arn:${Partition}:schemas:${Region}:$ 
{Account}:registry/${RegistryName}

aws:ResourceTag/${ 
TagKey}

 schema arn:${Partition}:schemas:${Region}:$ 
{Account}:schema/${RegistryName}/${S 
chemaName}

aws:ResourceTag/${ 
TagKey}

Amazon EventBridge 架构的条件密钥

Amazon EventBridge Schemas 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-schema.html
#amazoneventbridgeschemas-aws_ResourceTag___TagKey_
#amazoneventbridgeschemas-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-schema.html
#amazoneventbridgeschemas-aws_ResourceTag___TagKey_
#amazoneventbridgeschemas-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-schema.html
#amazoneventbridgeschemas-aws_ResourceTag___TagKey_
#amazoneventbridgeschemas-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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AWS 错误注入服务的操作、资源和条件键

AWS 故障注入服务（服务前缀:fis）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 错误注入服务定义的操作

• AWS 错误注入服务定义的资源类型

• AWS 错误注入服务的条件键

AWS 错误注入服务定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/APIReference/
https://docs.aws.amazon.com/fis/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

action*    

experimen 
t-templat 
e*

   

 CreateExp 
erimentTe 
mplate

授予创建 AWS FIS 实验模板的
权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateTar 
getAccoun 
tConfigur 
ation

授予创建 AWS FIS 目标账户配
置的权限

写入 experimen 
t-templat 
e*

   

 DeleteExp 
erimentTe 
mplate

授予删除 AWS FIS 实验模板的
权限

写入 experimen 
t-templat 
e*

   

 DeleteTar 
getAccoun 

授予删除 AWS FIS 目标账户配
置的权限

写入 experimen 
t-templat 
e*
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reference_policies_actions-resources-contextkeys.html#actions_table
#awsfaultinjectionservice-action
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
https://docs.aws.amazon.com/fis/latest/APIReference/API_CreateExperimentTemplate.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_CreateExperimentTemplate.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_CreateExperimentTemplate.html
#awsfaultinjectionservice-aws_RequestTag___TagKey_
#awsfaultinjectionservice-aws_RequestTag___TagKey_
#awsfaultinjectionservice-aws_RequestTag___TagKey_
#awsfaultinjectionservice-aws_TagKeys
#awsfaultinjectionservice-aws_TagKeys
https://docs.aws.amazon.com/fis/latest/APIReference/API_CreateTargetAccountConfiguration.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_CreateTargetAccountConfiguration.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_CreateTargetAccountConfiguration.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_CreateTargetAccountConfiguration.html
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
https://docs.aws.amazon.com/fis/latest/APIReference/API_DeleteExperimentTemplate.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_DeleteExperimentTemplate.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_DeleteExperimentTemplate.html
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
https://docs.aws.amazon.com/fis/latest/APIReference/API_DeleteTargetAccountConfiguration.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_DeleteTargetAccountConfiguration.html
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

tConfigur 
ation

action*     GetAction 授予检索 AWS FIS 操作的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

experimen 
t*

    GetExperi 
ment

授予检索 AWS FIS 实验的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetExperi 
mentTarge 
tAccountC 
onfiguration

授予检索 AWS FIS 实验的 FIS 
目标账户配置的 AWS 权限

读取 experimen 
t*

   

experimen 
t-templat 
e*

    GetExperi 
mentTempl 
ate

授予检索 AWS FIS 实验模板的
权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetSafety 
Lever

授予权限以获取有关安全杠杆
的信息

读取 safety-le 
ver*

   

 GetTarget 
AccountCo 
nfiguration

授予检索 AWS FIS 实验模板的 
FI AWS S 目标账户配置的权限

读取 experimen 
t-templat 
e*
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https://docs.aws.amazon.com/fis/latest/APIReference/API_DeleteTargetAccountConfiguration.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_DeleteTargetAccountConfiguration.html
#awsfaultinjectionservice-action
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetAction.html
#awsfaultinjectionservice-aws_ResourceTag___TagKey_
#awsfaultinjectionservice-aws_ResourceTag___TagKey_
#awsfaultinjectionservice-aws_ResourceTag___TagKey_
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetExperiment.html
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#awsfaultinjectionservice-aws_ResourceTag___TagKey_
#awsfaultinjectionservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetExperimentTargetAccountConfiguration.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetExperimentTargetAccountConfiguration.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetExperimentTargetAccountConfiguration.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetExperimentTargetAccountConfiguration.html
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetExperimentTemplate.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetExperimentTemplate.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetExperimentTemplate.html
#awsfaultinjectionservice-aws_ResourceTag___TagKey_
#awsfaultinjectionservice-aws_ResourceTag___TagKey_
#awsfaultinjectionservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetSafetyLever.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetSafetyLever.html
#awsfaultinjectionservice-safety-lever
#awsfaultinjectionservice-safety-lever
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetTargetAccountConfiguration.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetTargetAccountConfiguration.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetTargetAccountConfiguration.html
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetTarget 
ResourceT 
ype

授予获取有关指定资源类型信
息的权限

读取      

experimen 
t*

    InjectApi 
InternalError
[仅权限]

授予对 FIS 实验中提供的 AWS 
服务注入 API 内部错误的权限

写入

  fis:Servi 
ce

fis:Opera 
tions

fis:Perce 
ntage

fis:Targe 
ts

 

experimen 
t*

    InjectApi 
ThrottleError
[仅权限]

授予对 FIS 实验中提供的 AWS 
服务注入 API 限制错误的权限

写入

  fis:Servi 
ce

fis:Opera 
tions

fis:Perce 
ntage

fis:Targe 
ts
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https://docs.aws.amazon.com/fis/latest/APIReference/API_GetTargetResourceType.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetTargetResourceType.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_GetTargetResourceType.html
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#fis-actions-reference-fis
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#fis-actions-reference-fis
#awsfaultinjectionservice-fis_Service
#awsfaultinjectionservice-fis_Service
#awsfaultinjectionservice-fis_Operations
#awsfaultinjectionservice-fis_Operations
#awsfaultinjectionservice-fis_Percentage
#awsfaultinjectionservice-fis_Percentage
#awsfaultinjectionservice-fis_Targets
#awsfaultinjectionservice-fis_Targets
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#fis-actions-reference-fis
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#fis-actions-reference-fis
#awsfaultinjectionservice-fis_Service
#awsfaultinjectionservice-fis_Service
#awsfaultinjectionservice-fis_Operations
#awsfaultinjectionservice-fis_Operations
#awsfaultinjectionservice-fis_Percentage
#awsfaultinjectionservice-fis_Percentage
#awsfaultinjectionservice-fis_Targets
#awsfaultinjectionservice-fis_Targets
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

experimen 
t*

    InjectApi 
Unavailab 
leError [仅权
限]

授予对 FIS 实验中提供的 AWS 
服务注入 API 不可用错误的权
限

写入

  fis:Servi 
ce

fis:Opera 
tions

fis:Perce 
ntage

fis:Targe 
ts

 

 ListActions 授予列出所有可用 AWS FIS 操
作的权限

列表      

 ListExper 
imentReso 
lvedTargets

授予列出 FIS 实验已解析目标 
AWS 的权限

列表 experimen 
t*

   

 ListExper 
imentTarg 
etAccount 
Configura 
tions

授予列出 FIS 实验目标账户配
置 AWS 的权限

列表 experimen 
t*

   

 ListExper 
imentTemp 
lates

授予列出所有可用 AWS 的 FIS 
实验模板的权限

列表      

 ListExper 
iments

授予列出所有可用 AWS 的 FIS 
实验的权限

列表      
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#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#fis-actions-reference-fis
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#fis-actions-reference-fis
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#fis-actions-reference-fis
#awsfaultinjectionservice-fis_Service
#awsfaultinjectionservice-fis_Service
#awsfaultinjectionservice-fis_Operations
#awsfaultinjectionservice-fis_Operations
#awsfaultinjectionservice-fis_Percentage
#awsfaultinjectionservice-fis_Percentage
#awsfaultinjectionservice-fis_Targets
#awsfaultinjectionservice-fis_Targets
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListActions.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListExperimentResolvedTargets.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListExperimentResolvedTargets.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListExperimentResolvedTargets.html
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListExperimentTargetAccountConfigurations.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListExperimentTargetAccountConfigurations.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListExperimentTargetAccountConfigurations.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListExperimentTargetAccountConfigurations.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListExperimentTargetAccountConfigurations.html
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListExperimentTemplates.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListExperimentTemplates.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListExperimentTemplates.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListExperiments.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListExperiments.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

action    

experimen 
t

   

 ListTagsF 
orResource

授予列出 AWS FIS 资源标签的
权限

读取

experimen 
t-templat 
e

   

 ListTarge 
tAccountC 
onfigurations

授予列出 AWS FIS 实验模板目
标账户配置的权限

列表 experimen 
t-templat 
e*

   

 ListTarge 
tResource 
Types

授予列出资源类型的权限 列表      

experimen 
t*

  iam:Creat 
eServiceL 
inkedRole

experimen 
t-templat 
e*

   

 StartExpe 
riment

授予运行 AWS FIS 实验的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StopExper 
iment

授予停止 AWS FIS 实验的权限 写入 experimen 
t*
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#awsfaultinjectionservice-action
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListTagsForResource.html
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListTargetAccountConfigurations.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListTargetAccountConfigurations.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListTargetAccountConfigurations.html
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListTargetResourceTypes.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListTargetResourceTypes.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_ListTargetResourceTypes.html
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
https://docs.aws.amazon.com/fis/latest/APIReference/API_StartExperiment.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_StartExperiment.html
#awsfaultinjectionservice-aws_RequestTag___TagKey_
#awsfaultinjectionservice-aws_RequestTag___TagKey_
#awsfaultinjectionservice-aws_RequestTag___TagKey_
#awsfaultinjectionservice-aws_TagKeys
#awsfaultinjectionservice-aws_TagKeys
https://docs.aws.amazon.com/fis/latest/APIReference/API_StopExperiment.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_StopExperiment.html
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

action    

experimen 
t

   

experimen 
t-templat 
e

   

 TagResour 
ce

授予标记 AWS FIS 资源的权限 标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

action    

experimen 
t

   

experimen 
t-templat 
e

   

 UntagReso 
urce

授予取消标记 AWS FIS 资源的
权限

标记

  aws:TagKe 
ys

 

experimen 
t-templat 
e*

    UpdateExp 
erimentTe 
mplate

授予更新指定的 AWS FIS 实验
模板的权限

写入

action    
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#awsfaultinjectionservice-action
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
https://docs.aws.amazon.com/fis/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_TagResource.html
#awsfaultinjectionservice-aws_TagKeys
#awsfaultinjectionservice-aws_TagKeys
#awsfaultinjectionservice-aws_RequestTag___TagKey_
#awsfaultinjectionservice-aws_RequestTag___TagKey_
#awsfaultinjectionservice-aws_RequestTag___TagKey_
#awsfaultinjectionservice-action
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
https://docs.aws.amazon.com/fis/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_UntagResource.html
#awsfaultinjectionservice-aws_TagKeys
#awsfaultinjectionservice-aws_TagKeys
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
https://docs.aws.amazon.com/fis/latest/APIReference/API_UpdateExperimentTemplate.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_UpdateExperimentTemplate.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_UpdateExperimentTemplate.html
#awsfaultinjectionservice-action
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateSaf 
etyLeverState

授予权限以更新安全杠杆的状
态

写入 safety-le 
ver*

   

 UpdateTar 
getAccoun 
tConfigur 
ation

授予更新 AWS FIS 目标账户配
置的权限

写入 experimen 
t-templat 
e*

   

AWS 错误注入服务定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 action arn:${Partition}:fis:${Region}:${Acc 
ount}:action/${Id}

aws:ResourceTag/${ 
TagKey}

 experiment arn:${Partition}:fis:${Region}:${Acc 
ount}:experiment/${Id}

aws:ResourceTag/${ 
TagKey}

 experiment-
template

arn:${Partition}:fis:${Region}:${Acc 
ount}:experiment-template/${Id}

aws:ResourceTag/${ 
TagKey}
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#awsfaultinjectionservice-aws_RequestTag___TagKey_
#awsfaultinjectionservice-aws_RequestTag___TagKey_
#awsfaultinjectionservice-aws_RequestTag___TagKey_
#awsfaultinjectionservice-aws_TagKeys
#awsfaultinjectionservice-aws_TagKeys
https://docs.aws.amazon.com/fis/latest/APIReference/API_UpdateSafetyLeverState.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_UpdateSafetyLeverState.html
#awsfaultinjectionservice-safety-lever
#awsfaultinjectionservice-safety-lever
https://docs.aws.amazon.com/fis/latest/APIReference/API_UpdateTargetAccountConfiguration.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_UpdateTargetAccountConfiguration.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_UpdateTargetAccountConfiguration.html
https://docs.aws.amazon.com/fis/latest/APIReference/API_UpdateTargetAccountConfiguration.html
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
#awsfaultinjectionservice-experiment-template
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/fis/latest/userguide/actions.html
#awsfaultinjectionservice-aws_ResourceTag___TagKey_
#awsfaultinjectionservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fis/latest/userguide/experiments.html
#awsfaultinjectionservice-aws_ResourceTag___TagKey_
#awsfaultinjectionservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fis/latest/userguide/working-with-templates.html
https://docs.aws.amazon.com/fis/latest/userguide/working-with-templates.html
#awsfaultinjectionservice-aws_ResourceTag___TagKey_
#awsfaultinjectionservice-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 safety-lever arn:${Partition}:fis:${Region}:${Acc 
ount}:safety-lever/${Id}

 

AWS 错误注入服务的条件键

AWS 故障注入服务定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

 fis:Operations 按受 AWS FIS 操作影响的 AWS 服务上的操作列表筛选访
问权限

ArrayOfString

 fis:Percentage 按受 AWS FIS 操作影响的呼叫百分比筛选访问权限 数值

 fis:Service 筛选受 AWS FIS 操作影响的 AWS 服务的访问权限 字符串

 fis:Targets 按照 AWS FIS 操作所针对 ARNs 的资源列表筛选访问权
限

ArrayOfString

Amazon 的操作、资源和条件密钥 FinSpace

Amazon FinSpace （服务前缀:finspace）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。
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https://docs.aws.amazon.com/fis/latest/userguide/safety-lever.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/fis/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/fis/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/fis/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/fis/latest/userguide/security_iam_service-with-iam.html
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 FinSpace

• Amazon 定义的资源类型 FinSpace

• Amazon 的条件密钥 FinSpace

Amazon 定义的操作 FinSpace

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
https://docs.aws.amazon.com/finspace/latest/management-api/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ConnectKx 
Cluster [仅权
限]

授予权限以连接到 kdb 集群 写入 kxCluster 
*

   

environme 
nt*

    CreateEnv 
ironment

授予创建 FinSpace 环境的权
限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateKxC 
hangeset

授予权限以创建 kdb 数据库变
更集

写入 kxDatabas 
e*

   

kxCluster 
*

  ec2:Descr 
ibeSubnet 
s

finspace: 
MountKxDa 
tabase

 CreateKxC 
luster

授予权限以在托管 kdb 环境中
创建集群

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/finspace/latest/userguide/interacting-with-kdb-clusters.html
https://docs.aws.amazon.com/finspace/latest/userguide/interacting-with-kdb-clusters.html
#amazonfinspace-kxCluster
#amazonfinspace-kxCluster
#amazonfinspace-environment
#amazonfinspace-environment
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateEnvironment.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateEnvironment.html
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxChangeset.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxChangeset.html
#amazonfinspace-kxDatabase
#amazonfinspace-kxDatabase
#amazonfinspace-kxCluster
#amazonfinspace-kxCluster
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxCluster.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxCluster.html
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

kxDatabas 
e*

    CreateKxD 
atabase

授予权限以在托管 kdb 环境中
创建 kdb 数据库

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

kxDatavie 
w*

    CreateKxD 
ataview

授予在托管 kdb 环境中创建数
据视图的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateKxE 
nvironment

授予权限以创建托管 kdb 环境 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateKxS 
calingGroup

授予在托管 kdb 环境中创建扩
缩组的权限

写入 kxScaling 
Group*
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#amazonfinspace-kxDatabase
#amazonfinspace-kxDatabase
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxDatabase.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxDatabase.html
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-kxDataview
#amazonfinspace-kxDataview
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxDataview.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxDataview.html
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxEnvironment.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxEnvironment.html
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxScalingGroup.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxScalingGroup.html
#amazonfinspace-kxScalingGroup
#amazonfinspace-kxScalingGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

kxEnviron 
ment*

    CreateKxU 
ser

授予权限以创建托管 kdb 环境
中的用户

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

kxVolume*     CreateKxV 
olume

授予在托管 kdb 环境中创建卷
的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

environme 
nt*

    CreateUser 授予创建 FinSpace 用户的权
限

写入

user*    

Amazon FinSpace 1916

#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-kxEnvironment
#amazonfinspace-kxEnvironment
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxUser.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxUser.html
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-kxVolume
#amazonfinspace-kxVolume
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxVolume.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_CreateKxVolume.html
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-environment
#amazonfinspace-environment
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
#amazonfinspace-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteEnv 
ironment

授予删除 FinSpace 环境的权
限

写入 environme 
nt*

   

 DeleteKxC 
luster

授予权限以删除 kdb 集群 写入 kxCluster 
*

   

 DeleteKxC 
lusterNode

授予权限以从 kdb 集群中删除
节点

写入 kxCluster 
*

   

 DeleteKxD 
atabase

授予权限以删除 kdb 数据库 写入 kxDatabas 
e*

   

 DeleteKxD 
ataview

授予在托管 kdb 环境中删除数
据视图的权限

写入 kxDatavie 
w*

   

 DeleteKxE 
nvironment

授予权限以删除托管 kdb 环境 写入 kxEnviron 
ment*

   

 DeleteKxS 
calingGroup

授予在托管 kdb 环境中删除扩
缩组的权限

写入 kxScaling 
Group*

   

 DeleteKxU 
ser

授予权限以删除 kdb 用户 写入 kxUser*    

 DeleteKxV 
olume

授予在托管 kdb 环境中删除卷
的权限

写入 kxVolume*    
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#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteEnvironment.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteEnvironment.html
#amazonfinspace-environment
#amazonfinspace-environment
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxCluster.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxCluster.html
#amazonfinspace-kxCluster
#amazonfinspace-kxCluster
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxClusterNode.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxClusterNode.html
#amazonfinspace-kxCluster
#amazonfinspace-kxCluster
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxDatabase.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxDatabase.html
#amazonfinspace-kxDatabase
#amazonfinspace-kxDatabase
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxDataview.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxDataview.html
#amazonfinspace-kxDataview
#amazonfinspace-kxDataview
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxEnvironment.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxEnvironment.html
#amazonfinspace-kxEnvironment
#amazonfinspace-kxEnvironment
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxScalingGroup.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxScalingGroup.html
#amazonfinspace-kxScalingGroup
#amazonfinspace-kxScalingGroup
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxUser.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxUser.html
#amazonfinspace-kxUser
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxVolume.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_DeleteKxVolume.html
#amazonfinspace-kxVolume
#amazonfinspace-kxVolume


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetEnviro 
nment

授予描述 FinSpace 环境的权
限

读取 environme 
nt*

   

 GetKxChan 
geset

授予权限以描述 kdb 数据库变
更集

读取 kxDatabas 
e*

   

 GetKxClus 
ter

授予权限以描述托管 kdb 环境
中的集群

读取 kxCluster 
*

   

 GetKxConn 
ectionString

授予权限以检索 kdb 集群的连
接字符串

读取 kxCluster 
*

  finspace: 
ConnectKx 
Cluster

 GetKxData 
base

授予权限以描述 kdb 数据库 读取 kxDatabas 
e*

   

 GetKxData 
view

授予描述托管 kdb 环境中的数
据视图的权限

读取 kxDatavie 
w*

   

 GetKxEnvi 
ronment

授予权限以描述托管 kdb 环境 读取 kxEnviron 
ment*

   

 GetKxScal 
ingGroup

授予描述托管 kdb 环境中的扩
缩组的权限

读取 kxScaling 
Group*

   

 GetKxUser 授予权限以描述 kdb 用户 读取 kxUser*    

 GetKxVolu 
me

授予描述托管 kdb 环境中的卷
的权限

读取 kxVolume*    

 GetLoadSa 
mpleDataS 
etGroupIn 
toEnviron 
mentStatus

授予权限以请求示例数据包的
加载状态

读取 environme 
nt*
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https://docs.aws.amazon.com/finspace/latest/management-api/API_GetEnvironment.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetEnvironment.html
#amazonfinspace-environment
#amazonfinspace-environment
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxChangeset.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxChangeset.html
#amazonfinspace-kxDatabase
#amazonfinspace-kxDatabase
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxCluster.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxCluster.html
#amazonfinspace-kxCluster
#amazonfinspace-kxCluster
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxConnectionString.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxConnectionString.html
#amazonfinspace-kxCluster
#amazonfinspace-kxCluster
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxDatabase.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxDatabase.html
#amazonfinspace-kxDatabase
#amazonfinspace-kxDatabase
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxDataview.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxDataview.html
#amazonfinspace-kxDataview
#amazonfinspace-kxDataview
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxEnvironment.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxEnvironment.html
#amazonfinspace-kxEnvironment
#amazonfinspace-kxEnvironment
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxScalingGroup.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxScalingGroup.html
#amazonfinspace-kxScalingGroup
#amazonfinspace-kxScalingGroup
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxUser.html
#amazonfinspace-kxUser
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxVolume.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_GetKxVolume.html
#amazonfinspace-kxVolume
#amazonfinspace-kxVolume
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
#amazonfinspace-environment
#amazonfinspace-environment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

environme 
nt*

    GetUser 授予描述 FinSpace 用户的权
限

读取

user*    

 ListEnvir 
onments

授予列出 FinSpace 环境的权
限 AWS 账户

列表 environme 
nt*

   

 ListKxCha 
ngesets

授予权限以列出 kdb 数据库的
变更集

列表 kxDatabas 
e*

   

 ListKxClu 
sterNodes

授予权限以列出托管 kdb 环境
中的集群节点

列表 kxCluster 
*

   

 ListKxClu 
sters

授予权限以列出托管 kdb 环境
中的集群

列表 kxEnviron 
ment*

   

 ListKxDat 
abases

授予权限以列出托管 kdb 环境
中的 kdb 数据库

列表 kxEnviron 
ment*

   

 ListKxDat 
aviews

授予列出数据库中的数据视图
的权限

列表 kxDatabas 
e*

   

 ListKxEnv 
ironments

授予权限以列出托管 kdb 环境 列表      

 ListKxSca 
lingGroups

授予列出托管 kdb 环境中的扩
缩组的权限

列表 kxEnviron 
ment*

   

 ListKxUsers 授予权限以列出托管 kdb 环境
中的用户

列表 kxEnviron 
ment*

   

 ListKxVol 
umes

授予列出托管 kdb 环境中的卷
的权限

列表 kxEnviron 
ment*
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#amazonfinspace-environment
#amazonfinspace-environment
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
#amazonfinspace-user
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListEnvironments.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListEnvironments.html
#amazonfinspace-environment
#amazonfinspace-environment
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxChangesets.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxChangesets.html
#amazonfinspace-kxDatabase
#amazonfinspace-kxDatabase
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxClusterNodes.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxClusterNodes.html
#amazonfinspace-kxCluster
#amazonfinspace-kxCluster
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxClusters.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxClusters.html
#amazonfinspace-kxEnvironment
#amazonfinspace-kxEnvironment
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxDatabases.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxDatabases.html
#amazonfinspace-kxEnvironment
#amazonfinspace-kxEnvironment
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxDataviews.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxDataviews.html
#amazonfinspace-kxDatabase
#amazonfinspace-kxDatabase
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxEnvironments.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxEnvironments.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxScalingGroups.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxScalingGroups.html
#amazonfinspace-kxEnvironment
#amazonfinspace-kxEnvironment
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxUsers.html
#amazonfinspace-kxEnvironment
#amazonfinspace-kxEnvironment
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxVolumes.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListKxVolumes.html
#amazonfinspace-kxEnvironment
#amazonfinspace-kxEnvironment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

environme 
nt*

   

kxCluster 
*

   

kxDatabas 
e*

   

kxDatavie 
w*

   

kxEnviron 
ment*

   

kxScaling 
Group*

   

kxUser*    

 ListTagsF 
orResource

授予返回资源标签列表的权限 列表

kxVolume*    

environme 
nt*

    ListUsers 授予在环境中列出 FinSpace 
用户的权限

列表

user*    

 LoadSampl 
eDataSetG 
roupIntoE 
nvironment

授予将示例数据包加载到您的 
FinSpace 环境的权限

写入 environme 
nt*

   

 MountKxDa 
tabase [仅权
限]

授予权限以将数据库挂载到 
kdb 集群

写入 kxDatabas 
e*
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#amazonfinspace-environment
#amazonfinspace-environment
#amazonfinspace-kxCluster
#amazonfinspace-kxCluster
#amazonfinspace-kxDatabase
#amazonfinspace-kxDatabase
#amazonfinspace-kxDataview
#amazonfinspace-kxDataview
#amazonfinspace-kxEnvironment
#amazonfinspace-kxEnvironment
#amazonfinspace-kxScalingGroup
#amazonfinspace-kxScalingGroup
#amazonfinspace-kxUser
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListTagsForResource.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_ListTagsForResource.html
#amazonfinspace-kxVolume
#amazonfinspace-kxVolume
#amazonfinspace-environment
#amazonfinspace-environment
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
#amazonfinspace-user
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
#amazonfinspace-environment
#amazonfinspace-environment
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-managed-kdb-db.html
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-managed-kdb-db.html
#amazonfinspace-kxDatabase
#amazonfinspace-kxDatabase


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

environme 
nt*

    ResetUser 
Password

授予重置 FinSpace 用户密码
的权限

写入

user*    

environme 
nt

   

kxCluster    

kxDatabas 
e

   

kxDatavie 
w

   

kxEnviron 
ment

   

kxScaling 
Group

   

kxUser    

kxVolume    

 TagResour 
ce

授予权限以标记资源 Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 UntagReso 
urce

授予权限以取消标记资源 标记 environme 
nt
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#amazonfinspace-environment
#amazonfinspace-environment
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
#amazonfinspace-user
#amazonfinspace-environment
#amazonfinspace-environment
#amazonfinspace-kxCluster
#amazonfinspace-kxDatabase
#amazonfinspace-kxDatabase
#amazonfinspace-kxDataview
#amazonfinspace-kxDataview
#amazonfinspace-kxEnvironment
#amazonfinspace-kxEnvironment
#amazonfinspace-kxScalingGroup
#amazonfinspace-kxScalingGroup
#amazonfinspace-kxUser
#amazonfinspace-kxVolume
https://docs.aws.amazon.com/finspace/latest/management-api/API_TagResource.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_TagResource.html
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
#amazonfinspace-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/finspace/latest/management-api/API_UntagResource.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UntagResource.html
#amazonfinspace-environment
#amazonfinspace-environment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

kxCluster    

kxDatabas 
e

   

kxDatavie 
w

   

kxEnviron 
ment

   

kxScaling 
Group

   

kxUser    

kxVolume    

  aws:TagKe 
ys

 

 UpdateEnv 
ironment

授予更新 FinSpace 环境的权
限

写入 environme 
nt*

   

 UpdateKxC 
lusterCod 
eConfigur 
ation

授予在托管 kdb 环境中更新集
群的代码配置的权限

写入 kxCluster 
*

   

 UpdateKxC 
lusterDat 
abases

授予权限以在托管 kdb 环境中
更新集群的数据库

写入 kxCluster 
*

   

 UpdateKxD 
atabase

授予权限以更新 kdb 数据库 写入 kxDatabas 
e*
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#amazonfinspace-kxCluster
#amazonfinspace-kxDatabase
#amazonfinspace-kxDatabase
#amazonfinspace-kxDataview
#amazonfinspace-kxDataview
#amazonfinspace-kxEnvironment
#amazonfinspace-kxEnvironment
#amazonfinspace-kxScalingGroup
#amazonfinspace-kxScalingGroup
#amazonfinspace-kxUser
#amazonfinspace-kxVolume
#amazonfinspace-aws_TagKeys
#amazonfinspace-aws_TagKeys
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateEnvironment.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateEnvironment.html
#amazonfinspace-environment
#amazonfinspace-environment
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxClusterCodeConfiguration.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxClusterCodeConfiguration.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxClusterCodeConfiguration.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxClusterCodeConfiguration.html
#amazonfinspace-kxCluster
#amazonfinspace-kxCluster
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxClusterDatabases.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxClusterDatabases.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxClusterDatabases.html
#amazonfinspace-kxCluster
#amazonfinspace-kxCluster
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxDatabase.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxDatabase.html
#amazonfinspace-kxDatabase
#amazonfinspace-kxDatabase
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateKxD 
ataview

授予更新托管 kdb 环境中的数
据视图的权限

写入 kxDatavie 
w*

   

 UpdateKxE 
nvironment

授予权限以更新托管 kdb 环境 写入 kxEnviron 
ment*

   

 UpdateKxE 
nvironmen 
tNetwork

授予权限以更新托管 kdb 环境
的网络

写入 kxEnviron 
ment*

   

 UpdateKxU 
ser

授予权限以更新 kdb 用户 写入 kxUser*    

 UpdateKxV 
olume

授予更新托管 kdb 环境中的卷
的权限

写入 kxVolume*    

environme 
nt*

    UpdateUser 授予更新 FinSpace 用户的权
限

写入

user*    

Amazon 定义的资源类型 FinSpace

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 environment arn:${Partition}:finspace:${Region}: 
${Account}:environment/${Environment 
Id}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxDataview.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxDataview.html
#amazonfinspace-kxDataview
#amazonfinspace-kxDataview
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxEnvironment.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxEnvironment.html
#amazonfinspace-kxEnvironment
#amazonfinspace-kxEnvironment
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxEnvironmentNetwork.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxEnvironmentNetwork.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxEnvironmentNetwork.html
#amazonfinspace-kxEnvironment
#amazonfinspace-kxEnvironment
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxUser.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxUser.html
#amazonfinspace-kxUser
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxVolume.html
https://docs.aws.amazon.com/finspace/latest/management-api/API_UpdateKxVolume.html
#amazonfinspace-kxVolume
#amazonfinspace-kxVolume
#amazonfinspace-environment
#amazonfinspace-environment
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
#amazonfinspace-user
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-example-policies.html
#amazonfinspace-aws_ResourceTag___TagKey_
#amazonfinspace-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 user arn:${Partition}:finspace:${Region}: 
${Account}:user/${UserId}

aws:ResourceTag/${ 
TagKey}

 kxEnviron 
ment

arn:${Partition}:finspace:${Region}: 
${Account}:kxEnvironment/${Environme 
ntId}

aws:ResourceTag/${ 
TagKey}

 kxUser arn:${Partition}:finspace:${Region}: 
${Account}:kxEnvironment/${Environme 
ntId}/kxUser/${UserName}

aws:ResourceTag/${ 
TagKey}

 kxCluster arn:${Partition}:finspace:${Region}: 
${Account}:kxEnvironment/${Environme 
ntId}/kxCluster/${KxCluster}

aws:ResourceTag/${ 
TagKey}

 kxDatabase arn:${Partition}:finspace:${Region}: 
${Account}:kxEnvironment/${Environme 
ntId}/kxDatabase/${KxDatabase}

aws:ResourceTag/${ 
TagKey}

 kxScaling 
Group

arn:${Partition}:finspace:${Region}: 
${Account}:kxEnvironment/${Environme 
ntId}/kxScalingGroup/${KxScalingGrou 
p}

aws:ResourceTag/${ 
TagKey}

 kxDataview arn:${Partition}:finspace:${Region}: 
${Account}:kxEnvironment/${Environme 
ntId}/kxDatabase/${KxDatabase}/kxDat 
aview/${KxDataview}

aws:ResourceTag/${ 
TagKey}

 kxVolume arn:${Partition}:finspace:${Region}: 
${Account}:kxEnvironment/${Environme 
ntId}/kxVolume/${KxVolume}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/finspace/latest/userguide/finspace-example-policies.html
#amazonfinspace-aws_ResourceTag___TagKey_
#amazonfinspace-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-example-policies.html
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-example-policies.html
#amazonfinspace-aws_ResourceTag___TagKey_
#amazonfinspace-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-example-policies.html
#amazonfinspace-aws_ResourceTag___TagKey_
#amazonfinspace-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-example-policies.html
#amazonfinspace-aws_ResourceTag___TagKey_
#amazonfinspace-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-example-policies.html
#amazonfinspace-aws_ResourceTag___TagKey_
#amazonfinspace-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-example-policies.html
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-example-policies.html
#amazonfinspace-aws_ResourceTag___TagKey_
#amazonfinspace-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-example-policies.html
#amazonfinspace-aws_ResourceTag___TagKey_
#amazonfinspace-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-example-policies.html
#amazonfinspace-aws_ResourceTag___TagKey_
#amazonfinspace-aws_ResourceTag___TagKey_
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Amazon 的条件密钥 FinSpace

Amazon FinSpace 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

Amazon FinSpace API 的操作、资源和条件密钥

Amazon FinSpace API（服务前缀:finspace-api）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由亚马逊 FinSpace API 定义的操作

• 由亚马逊 FinSpace API 定义的资源类型

• 亚马逊 FinSpace API 的条件密钥
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
https://docs.aws.amazon.com/finspace/latest/data-api/
https://docs.aws.amazon.com/finspace/latest/userguide/temporary-credentials.html
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由亚马逊 FinSpace API 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetProgra 
mmaticAcc 
essCreden 
tials

授予检索 FinSpace 编程访问
凭证的权限

读取 credentia 
l*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/finspace/latest/data-api/API_GetProgrammaticAccessCredentials.html
https://docs.aws.amazon.com/finspace/latest/data-api/API_GetProgrammaticAccessCredentials.html
https://docs.aws.amazon.com/finspace/latest/data-api/API_GetProgrammaticAccessCredentials.html
https://docs.aws.amazon.com/finspace/latest/data-api/API_GetProgrammaticAccessCredentials.html
#amazonfinspaceapi-credential
#amazonfinspaceapi-credential
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由亚马逊 FinSpace API 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 credential arn:${Partition}:finspace-api:${Regi 
on}:${Account}:/credentials/programm 
atic

 

亚马逊 FinSpace API 的条件密钥

FinSpace API 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务均
可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Firewall Manager 的操作、资源和条件键

AWS Firewall Manager（服务前缀:fms）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Firewall Manager 定义的操作

• AWS Firewall Manager 定义的资源类型

• AWS Firewall Manager 的条件键
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-example-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/
https://docs.aws.amazon.com/waf/latest/developerguide/fms-auth-and-access-control.html
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AWS Firewall Manager 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
AdminAcco 
unt

授予设置 Fi AWS rewall 
Manager 管理员帐户的权限并 
在所有组织帐户中启用该服务

写入      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_AssociateAdminAccount.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_AssociateAdminAccount.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_AssociateAdminAccount.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
ThirdPart 
yFirewall

授予权限以将 Firewall 
Manager 管理员设置为第三方 
防火墙服务的租户管理员

写入      

 BatchAsso 
ciateReso 
urce

授予将资源与 Fi AWS rewall 
Manager 资源集关联的权限

写入 resource- 
set*

   

 BatchDisa 
ssociateR 
esource

授予取消资源与 Fi AWS rewall 
Manager 资源集关联的权限

写入 resource- 
set*

   

 DeleteApp 
sList

授予永久删除 Fi AWS rewall 
Manager 应用程序列表的权限

写入 applicati 
ons-list*

   

 DeleteNot 
ification 
Channel

授予删除与 IAM 角色的 Fi 
AWS rewall Manager 关联和
亚马逊简单通知服务 (SNS) 
Simple Notification Service 主
题的权限，该主题用于向 FM 
管理员通报组织中的重大 FM 
事件和错误

写入      

policy*     DeletePolicy 授予永久删除 Fi AWS rewall 
Manager 策略的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeletePro 
tocolsList

授予永久删除 Fi AWS rewall 
Manager 协议列表的权限

写入 protocols 
-list*

   

 DeleteRes 
ourceSet

授予永久删除 Fi AWS rewall 
Manager 资源集的权限

写入 resource- 
set*
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https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_AssociateThirdPartyFirewall.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_AssociateThirdPartyFirewall.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_AssociateThirdPartyFirewall.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_BatchAssociateResource.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_BatchAssociateResource.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_BatchAssociateResource.html
#awsfirewallmanager-resource-set
#awsfirewallmanager-resource-set
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_BatchDisassociateResource.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_BatchDisassociateResource.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_BatchDisassociateResource.html
#awsfirewallmanager-resource-set
#awsfirewallmanager-resource-set
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DeleteAppsList.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DeleteAppsList.html
#awsfirewallmanager-applications-list
#awsfirewallmanager-applications-list
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DeleteNotificationChannel.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DeleteNotificationChannel.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DeleteNotificationChannel.html
#awsfirewallmanager-policy
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DeletePolicy.html
#awsfirewallmanager-aws_ResourceTag___TagKey_
#awsfirewallmanager-aws_ResourceTag___TagKey_
#awsfirewallmanager-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DeleteProtocolsList.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DeleteProtocolsList.html
#awsfirewallmanager-protocols-list
#awsfirewallmanager-protocols-list
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DeleteResourceSet.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DeleteResourceSet.html
#awsfirewallmanager-resource-set
#awsfirewallmanager-resource-set


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 Disassoci 
ateAdminA 
ccount

授予取消关联已设置为 Fi AWS 
rewall Manager 管理员帐户的
帐户的权限，并在所有组织帐
户中禁用该服务

写入      

 Disassoci 
ateThirdP 
artyFirewall

授予权限以将 Firewall 
Manager 管理员与第三方防火 
墙租户解除关联

写入      

 GetAdminA 
ccount

授予以 AWS 防火墙管理器管
理员身份返回与 AWS Firewall 
Manager 关联的 Organizati 
AWS ons 帐户的权限

读取      

 GetAdminS 
cope

授予返回与指定账户的管理范
围相关的信息

读取      

 GetAppsList 授予返回有关指定 Fi AWS 
rewall Manager 应用程序列表
信息的权限

读取 applicati 
ons-list*

   

 GetCompli 
anceDetail

授予检索有关指定成员账户的
详细合规性信息的权限。详细
信息包括符合和违反指定策略
的资源

读取 policy*    

AWS Firewal Manager 1930

#awsfirewallmanager-aws_ResourceTag___TagKey_
#awsfirewallmanager-aws_ResourceTag___TagKey_
#awsfirewallmanager-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DisassociateAdminAccount.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DisassociateAdminAccount.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DisassociateAdminAccount.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DisassociateThirdPartyFirewall.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DisassociateThirdPartyFirewall.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_DisassociateThirdPartyFirewall.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetAdminAccount.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetAdminAccount.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetAdminScope.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetAdminScope.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetAppsList.html
#awsfirewallmanager-applications-list
#awsfirewallmanager-applications-list
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetComplianceDetail.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetComplianceDetail.html
#awsfirewallmanager-policy
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetNotifi 
cationCha 
nnel

授予权限以检索有关用于记
录 Firewall Manager AWS 
SNS 日志的亚马逊简单通知服
务 (SNS) Simple Notification 
Service 主题的信息

读取      

 GetPolicy 授予检索有关指定 Fi AWS 
rewall Manager 策略信息的权
限

读取 policy*    

 GetProtec 
tionStatus

授予在可能发生 DDo S 攻击时
检索策略级攻击摘要信息的权
限

读取 policy*    

 GetProtoc 
olsList

授予返回有关指定 Fi AWS 
rewall Manager 协议列表信息
的权限

读取 protocols 
-list*

   

 GetResour 
ceSet

授予检索有关指定 Fi AWS 
rewall Manager 资源集信息的
权限

读取 resource- 
set*

   

 GetThirdP 
artyFirew 
allAssoci 
ationStatus

授予权限以检索第三方防火墙
供应商租户 Firewall Manager 
管理员账户的引导状态

读取      

 GetViolat 
ionDetails

授予根据指定的 Fi AWS rewall 
Manager 策略检索资源违例的 
权限，以及 AWS 账户

读取 policy*    
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https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetNotificationChannel.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetNotificationChannel.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetNotificationChannel.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetPolicy.html
#awsfirewallmanager-policy
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetProtectionStatus.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetProtectionStatus.html
#awsfirewallmanager-policy
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetProtocolsList.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetProtocolsList.html
#awsfirewallmanager-protocols-list
#awsfirewallmanager-protocols-list
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetResourceSet.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetResourceSet.html
#awsfirewallmanager-resource-set
#awsfirewallmanager-resource-set
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetThirdPartyFirewallAssociationStatus.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetThirdPartyFirewallAssociationStatus.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetThirdPartyFirewallAssociationStatus.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetThirdPartyFirewallAssociationStatus.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetViolationDetails.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_GetViolationDetails.html
#awsfirewallmanager-policy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAdmin 
AccountsF 
orOrganiz 
ation

授予返回对象的权限，该 
AdminAccounts 对象列出了组
织内通过以下方式加入防火墙
管理器的防火墙管理器管理员 
AssociateAdminAccount

列表      

 ListAdmin 
sManaging 
Account

授予列出管理指定 Organizat 
ions 成员账户 AWS 的账户的
权限

列表      

 ListAppsLists 授予返回 AppsListD 
ataSummary 对象数组的权限

列表      

 ListCompl 
ianceStatus

授予在响应中检索 PolicyCom 
plianceStatus 对象数组的权
限。 PolicyComplianceStatus 
用于获取特定策略保护哪些成
员账户的摘要

列表 policy*    

 ListDisco 
veredReso 
urces

授予权限以检索组织账户中可
用于与资源集关联的资源数组

列表      

 ListMembe 
rAccounts

授予检索成员账户 ID 数组的权
限（如果调用者是 FMS 管理员
账户）

列表      

 ListPolicies 授予在响应中检索 PolicySum 
mary 对象数组的权限

列表      

 ListProto 
colsLists

授予返回 ProtocolsListDataS 
ummary 对象数组的权限

列表      
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https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListAdminAccountsForOrganization.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListAdminAccountsForOrganization.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListAdminAccountsForOrganization.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListAdminAccountsForOrganization.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListAdminsManagingAccount.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListAdminsManagingAccount.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListAdminsManagingAccount.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListAppsLists.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListComplianceStatus.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListComplianceStatus.html
#awsfirewallmanager-policy
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListDiscoveredResources.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListDiscoveredResources.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListDiscoveredResources.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListMemberAccounts.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListMemberAccounts.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListPolicies.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListProtocolsLists.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListProtocolsLists.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListResou 
rceSetRes 
ources

授予权限以检索当前与资源集
关联的资源数组

列表 resource- 
set*

   

 ListResou 
rceSets

授予检索 ResourceS 
etSummary 对象数组的权限

列表      

 ListTagsF 
orResource

授予列出给定资源标签的权限 读取 policy*    

 ListThird 
PartyFire 
wallFirew 
allPolicies

授予检索与第三方防火墙管理
员账户关联的所有第三方防火
墙策略列表的权限

列表      

 PutAdminA 
ccount

授予创建或更新 Firewall 
Manager 管理员账户的权限

写入      

applicati 
ons-list*

    PutAppsList 授予创建 Fi AWS rewall 
Manager 应用程序列表的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 PutNotifi 
cationCha 
nnel

授予指定 IAM 角色和 Amazon 
简单通知服务 (SNS) Simple 
Notification Service 主题的权
限，Fi AWS rewall Manager 
(FM) 可以使用这些主题向 FM 
管理员通报组织内的重大 FM 
事件和错误

写入      
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https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListResourceSetResources.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListResourceSetResources.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListResourceSetResources.html
#awsfirewallmanager-resource-set
#awsfirewallmanager-resource-set
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListResourceSets.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListResourceSets.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListTagsForResource.html
#awsfirewallmanager-policy
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListThirdPartyFirewallFirewallPolicies.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListThirdPartyFirewallFirewallPolicies.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListThirdPartyFirewallFirewallPolicies.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ListThirdPartyFirewallFirewallPolicies.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutAdminAccount.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutAdminAccount.html
#awsfirewallmanager-applications-list
#awsfirewallmanager-applications-list
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutAppsList.html
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_TagKeys
#awsfirewallmanager-aws_TagKeys
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutNotificationChannel.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutNotificationChannel.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutNotificationChannel.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

policy*     PutPolicy 授予创建 Firewal AWS l 
Manager 策略的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

protocols 
-list*

    PutProtoc 
olsList

授予创建 Fi AWS rewall 
Manager 协议列表的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

resource- 
set*

    PutResour 
ceSet

授予创建 Fi AWS rewall 
Manager 资源集的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
ons-list

   

policy    

 TagResour 
ce

授予将标签添加到给定资源的
权限

Tagging

protocols 
-list
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#awsfirewallmanager-policy
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutPolicy.html
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_TagKeys
#awsfirewallmanager-aws_TagKeys
#awsfirewallmanager-protocols-list
#awsfirewallmanager-protocols-list
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutProtocolsList.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutProtocolsList.html
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_TagKeys
#awsfirewallmanager-aws_TagKeys
#awsfirewallmanager-resource-set
#awsfirewallmanager-resource-set
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutResourceSet.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutResourceSet.html
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_TagKeys
#awsfirewallmanager-aws_TagKeys
#awsfirewallmanager-applications-list
#awsfirewallmanager-applications-list
#awsfirewallmanager-policy
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_TagResource.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_TagResource.html
#awsfirewallmanager-protocols-list
#awsfirewallmanager-protocols-list
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

resource- 
set

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
ons-list

   

policy    

protocols 
-list

   

resource- 
set

   

 UntagReso 
urce

授予从给定资源中删除标签的
权限

Tagging

  aws:TagKe 
ys

 

AWS Firewall Manager 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awsfirewallmanager-resource-set
#awsfirewallmanager-resource-set
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_RequestTag___TagKey_
#awsfirewallmanager-aws_TagKeys
#awsfirewallmanager-aws_TagKeys
#awsfirewallmanager-applications-list
#awsfirewallmanager-applications-list
#awsfirewallmanager-policy
#awsfirewallmanager-protocols-list
#awsfirewallmanager-protocols-list
#awsfirewallmanager-resource-set
#awsfirewallmanager-resource-set
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_UntagResource.html
#awsfirewallmanager-aws_TagKeys
#awsfirewallmanager-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 policy arn:${Partition}:fms:${Region}:${Acc 
ount}:policy/${Id}

aws:ResourceTag/${ 
TagKey}

 applications-
list

arn:${Partition}:fms:${Region}:${Acc 
ount}:applications-list/${Id}

aws:ResourceTag/${ 
TagKey}

 protocols-list arn:${Partition}:fms:${Region}:${Acc 
ount}:protocols-list/${Id}

aws:ResourceTag/${ 
TagKey}

 resource-set arn:${Partition}:fms:${Region}:${Acc 
ount}:resource-set/${Id}

aws:ResourceTag/${ 
TagKey}

AWS Firewall Manager 的条件键

AWS Firewall Manager 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

Amazon Forecast 的操作、资源和条件键

Amazon Forecast（服务前缀：forecast）提供以下服务特定的资源、操作和条件上下文键以在 IAM 
权限策略中使用。

参考：

Amazon Forecast 1936

https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_Policy.html
#awsfirewallmanager-aws_ResourceTag___TagKey_
#awsfirewallmanager-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_AppsListData.html
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_AppsListData.html
#awsfirewallmanager-aws_ResourceTag___TagKey_
#awsfirewallmanager-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ProtocolsListData.html
#awsfirewallmanager-aws_ResourceTag___TagKey_
#awsfirewallmanager-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_ResourceSet.html
#awsfirewallmanager-aws_ResourceTag___TagKey_
#awsfirewallmanager-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Forecast 定义的操作

• Amazon Forecast 定义的资源类型

• Amazon Forecast 的条件键

Amazon Forecast 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
https://docs.aws.amazon.com/forecast/latest/dg/api-reference.html
https://docs.aws.amazon.com/forecast/latest/dg/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAut 
oPredictor

授予创建自动预测器的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dataset*     CreateDat 
aset

授予创建数据集的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

datasetGr 
oup*

    CreateDat 
asetGroup

授予创建数据集组的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

datasetIm 
portJob*

    CreateDat 
asetImpor 
tJob

授予创建数据集导入作业的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/forecast/latest/dg/API_CreateAutoPredictor.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateAutoPredictor.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-dataset
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateDataset.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateDataset.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-datasetGroup
#amazonforecast-datasetGroup
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateDatasetGroup.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateDatasetGroup.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-datasetImportJob
#amazonforecast-datasetImportJob
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateDatasetImportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateDatasetImportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateDatasetImportJob.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

forecast*     CreateExp 
lainability

授予创建可解释性的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

explainab 
ility*

    CreateExp 
lainabili 
tyExport

授予权限以使用可解释性资源
创建可解释性导出

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

predictor*     CreateFor 
ecast

授予创建预测的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

predictor*     CreateFor 
ecastEndp 
oint [仅权限]

授予使用预测器资源创建端点
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonforecast-forecast
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateExplainability.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateExplainability.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-explainability
#amazonforecast-explainability
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateExplainabilityExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateExplainabilityExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateExplainabilityExport.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-predictor
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateForecast.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateForecast.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-predictor
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

forecast*     CreateFor 
ecastExpo 
rtJob

授予使用预测资源创建预测导
出作业的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

predictor*     CreateMon 
itor

授予使用预测器资源创建监视
器的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

datasetGr 
oup*

    CreatePre 
dictor

授予创建预测器的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

predictor*     CreatePre 
dictorBac 
ktestExpo 
rtJob

授予使用预测器创建预测器回
溯测试导出作业的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonforecast-forecast
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateForecastExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateForecastExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateForecastExportJob.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-predictor
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateMonitor.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateMonitor.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-datasetGroup
#amazonforecast-datasetGroup
https://docs.aws.amazon.com/forecast/latest/dg/API_CreatePredictor.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreatePredictor.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-predictor
https://docs.aws.amazon.com/forecast/latest/dg/API_CreatePredictorBacktestExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreatePredictorBacktestExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreatePredictorBacktestExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreatePredictorBacktestExportJob.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

forecast*     CreateWha 
tIfAnalysis

授予创建假设分析的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

whatIfAna 
lysis*

    CreateWha 
tIfForecast

授予创建假设预测的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

whatIfFor 
ecast*

    CreateWha 
tIfForeca 
stExport

授予使用假设预测资源创建假
设预测导出的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteDat 
aset

授予删除数据库的权限 Write dataset*    

 DeleteDat 
asetGroup

授予删除数据集组的权限 Write datasetGr 
oup*
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#amazonforecast-forecast
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateWhatIfAnalysis.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateWhatIfAnalysis.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-whatIfAnalysis
#amazonforecast-whatIfAnalysis
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateWhatIfForecast.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateWhatIfForecast.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-whatIfForecast
#amazonforecast-whatIfForecast
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateWhatIfForecastExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateWhatIfForecastExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateWhatIfForecastExport.html
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteDataset.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteDataset.html
#amazonforecast-dataset
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteDatasetGroup.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteDatasetGroup.html
#amazonforecast-datasetGroup
#amazonforecast-datasetGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDat 
asetImpor 
tJob

授予删除数据集导入作业的权
限

写入 datasetIm 
portJob*

   

 DeleteExp 
lainability

授予删除可解释性的权限 写入 explainab 
ility*

   

 DeleteExp 
lainabili 
tyExport

授予删除可解释性导出的权限 写入 explainab 
ilityExpo 
rt*

   

 DeleteFor 
ecast

授予删除预测的权限 写入 forecast*    

 DeleteFor 
ecastEndp 
oint [仅权限]

授予删除端点资源的权限 写入 endpoint*    

 DeleteFor 
ecastExpo 
rtJob

授予删除预测导出作业的权限 写入 forecastE 
xport*

   

 DeleteMon 
itor

授予删除监视器资源的权限 写入 monitor*    

 DeletePre 
dictor

授予删除预测器的权限 Write predictor*    

 DeletePre 
dictorBac 
ktestExpo 
rtJob

授予删除预测器回溯测试导出
作业的权限

Write predictor 
BacktestE 
xportJob*

   

 DeleteRes 
ourceTree

授予删除资源及其子资源的权
限

写入 dataset*    
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https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteDatasetImportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteDatasetImportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteDatasetImportJob.html
#amazonforecast-datasetImportJob
#amazonforecast-datasetImportJob
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteExplainability.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteExplainability.html
#amazonforecast-explainability
#amazonforecast-explainability
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteExplainabilityExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteExplainabilityExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteExplainabilityExport.html
#amazonforecast-explainabilityExport
#amazonforecast-explainabilityExport
#amazonforecast-explainabilityExport
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteForecast.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteForecast.html
#amazonforecast-forecast
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
#amazonforecast-endpoint
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteForecastExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteForecastExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteForecastExportJob.html
#amazonforecast-forecastExport
#amazonforecast-forecastExport
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteMonitor.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteMonitor.html
#amazonforecast-monitor
https://docs.aws.amazon.com/forecast/latest/dg/API_DeletePredictor.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeletePredictor.html
#amazonforecast-predictor
https://docs.aws.amazon.com/forecast/latest/dg/API_DeletePredictorBacktestExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeletePredictorBacktestExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeletePredictorBacktestExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeletePredictorBacktestExportJob.html
#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteResourceTree.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteResourceTree.html
#amazonforecast-dataset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

datasetGr 
oup*

   

datasetIm 
portJob*

   

endpoint*    

explainab 
ility*

   

explainab 
ilityExpo 
rt*

   

forecast*    

forecastE 
xport*

   

monitor*    

predictor*    

predictor 
BacktestE 
xportJob*

   

whatIfAna 
lysis*

   

whatIfFor 
ecast*
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#amazonforecast-datasetGroup
#amazonforecast-datasetGroup
#amazonforecast-datasetImportJob
#amazonforecast-datasetImportJob
#amazonforecast-endpoint
#amazonforecast-explainability
#amazonforecast-explainability
#amazonforecast-explainabilityExport
#amazonforecast-explainabilityExport
#amazonforecast-explainabilityExport
#amazonforecast-forecast
#amazonforecast-forecastExport
#amazonforecast-forecastExport
#amazonforecast-monitor
#amazonforecast-predictor
#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
#amazonforecast-whatIfAnalysis
#amazonforecast-whatIfAnalysis
#amazonforecast-whatIfForecast
#amazonforecast-whatIfForecast


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

whatIfFor 
ecastExpo 
rt*

   

 DeleteWha 
tIfAnalysis

授予删除假设分析的权限 写入 whatIfAna 
lysis*

   

 DeleteWha 
tIfForecast

授予删除假设预测的权限 写入 whatIfFor 
ecast*

   

 DeleteWha 
tIfForeca 
stExport

授予删除假设预测导出的权限 写入 whatIfFor 
ecastExpo 
rt*

   

 DescribeA 
utoPredictor

授予描述自动预测器的权限 读取 predictor*    

 DescribeD 
ataset

授予描述数据集的权限 Read dataset*    

 DescribeD 
atasetGroup

授予描述数据集组的权限 Read datasetGr 
oup*

   

 DescribeD 
atasetImp 
ortJob

授予描述数据集导入作业的权
限

读取 datasetIm 
portJob*

   

 DescribeE 
xplainability

授予描述可解释性的权限 读取 explainab 
ility*

   

 DescribeE 
xplainabi 
lityExport

授予描述可解释性导出的权限 读取 explainab 
ilityExpo 
rt*
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#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteWhatIfAnalysis.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteWhatIfAnalysis.html
#amazonforecast-whatIfAnalysis
#amazonforecast-whatIfAnalysis
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteWhatIfForecast.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteWhatIfForecast.html
#amazonforecast-whatIfForecast
#amazonforecast-whatIfForecast
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteWhatIfForecastExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteWhatIfForecastExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DeleteWhatIfForecastExport.html
#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeAutoPredictor.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeAutoPredictor.html
#amazonforecast-predictor
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeDataset.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeDataset.html
#amazonforecast-dataset
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeDatasetGroup.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeDatasetGroup.html
#amazonforecast-datasetGroup
#amazonforecast-datasetGroup
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeDatasetImportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeDatasetImportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeDatasetImportJob.html
#amazonforecast-datasetImportJob
#amazonforecast-datasetImportJob
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeExplainability.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeExplainability.html
#amazonforecast-explainability
#amazonforecast-explainability
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeExplainabilityExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeExplainabilityExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeExplainabilityExport.html
#amazonforecast-explainabilityExport
#amazonforecast-explainabilityExport
#amazonforecast-explainabilityExport


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeF 
orecast

授予描述预测的权限 读取 forecast*    

 DescribeF 
orecastEn 
dpoint [仅权
限]

授予描述端点资源的权限 读取 endpoint*    

 DescribeF 
orecastEx 
portJob

授予描述预测导出作业的权限 读取 forecastE 
xport*

   

 DescribeM 
onitor

授予描述监视器资源的权限 读取 monitor*    

 DescribeP 
redictor

授予描述预测器的权限 Read predictor*    

 DescribeP 
redictorB 
acktestEx 
portJob

授予描述预测器回溯测试导出
作业的权限

读取 predictor 
BacktestE 
xportJob*

   

 DescribeW 
hatIfAnalysis

授予描述假设分析的权限 读取 whatIfAna 
lysis*

   

 DescribeW 
hatIfForecast

授予描述假设预测的权限 读取 whatIfFor 
ecast*

   

 DescribeW 
hatIfFore 
castExport

授予描述假设预测导出的权限 读取 whatIfFor 
ecastExpo 
rt*

   

 GetAccura 
cyMetrics

授予获取预测器准确性指标的
权限

读取 predictor*    
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https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeForecast.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeForecast.html
#amazonforecast-forecast
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
#amazonforecast-endpoint
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeForecastExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeForecastExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeForecastExportJob.html
#amazonforecast-forecastExport
#amazonforecast-forecastExport
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeMonitor.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeMonitor.html
#amazonforecast-monitor
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribePredictor.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribePredictor.html
#amazonforecast-predictor
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribePredictorBacktestExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribePredictorBacktestExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribePredictorBacktestExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribePredictorBacktestExportJob.html
#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeWhatIfAnalysis.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeWhatIfAnalysis.html
#amazonforecast-whatIfAnalysis
#amazonforecast-whatIfAnalysis
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeWhatIfForecast.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeWhatIfForecast.html
#amazonforecast-whatIfForecast
#amazonforecast-whatIfForecast
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeWhatIfForecastExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeWhatIfForecastExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_DescribeWhatIfForecastExport.html
#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
https://docs.aws.amazon.com/forecast/latest/dg/API_GetAccuracyMetrics.html
https://docs.aws.amazon.com/forecast/latest/dg/API_GetAccuracyMetrics.html
#amazonforecast-predictor


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetRecent 
ForecastC 
ontext [仅权
限]

授予获取端点时间序列的预测
上下文的权限

读取 endpoint*    

 InvokeFor 
ecastEndp 
oint [仅权限]

授予调用端点以获取时间序列
预测的权限

读取 endpoint*    

 ListDatas 
etGroups

授予列出所有数据集组的权限 读取      

 ListDatas 
etImportJobs

授予列出所有数据集导入作业
的权限

读取      

 ListDatasets 授予列出所有数据集的权限 读取      

 ListExpla 
inabilities

授予列出所有可解释性的权限 读取      

 ListExpla 
inability 
Exports

授予列出所有可解释性导出的
权限

读取      

 ListForec 
astExport 
Jobs

授予列出所有预测导出作业的
权限

读取      

 ListForec 
asts

授予列出所有预测的权限 读取      

 ListMonit 
orEvaluations

授予列出监视器的所有监视器
评估结果的权限

读取 monitor*    
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https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
#amazonforecast-endpoint
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
#amazonforecast-endpoint
https://docs.aws.amazon.com/forecast/latest/dg/API_ListDatasetGroups.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListDatasetGroups.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListDatasetImportJobs.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListDatasetImportJobs.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListDatasets.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListExplainabilities.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListExplainabilities.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListExplainabilityExports.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListExplainabilityExports.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListExplainabilityExports.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListForecastExportJobs.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListForecastExportJobs.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListForecastExportJobs.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListForecasts.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListForecasts.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListMonitorEvaluations.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListMonitorEvaluations.html
#amazonforecast-monitor


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListMonitors 授予列出所有监视器资源的权
限

读取      

 ListPredi 
ctorBackt 
estExport 
Jobs

授予列出所有预测器回溯测试
导出作业的权限

读取      

 ListPredi 
ctors

授予列出所有预测器的权限 读取      

dataset    

datasetGr 
oup

   

datasetIm 
portJob

   

endpoint    

explainab 
ility

   

explainab 
ilityExport

   

forecast    

forecastE 
xport

   

monitor    

 ListTagsF 
orResource

授予列出 Amazon Forecast 资
源的标签的权限

读取

predictor    
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https://docs.aws.amazon.com/forecast/latest/dg/API_ListMonitors.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListPredictorBacktestExportJobs.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListPredictorBacktestExportJobs.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListPredictorBacktestExportJobs.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListPredictorBacktestExportJobs.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListPredictors.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListPredictors.html
#amazonforecast-dataset
#amazonforecast-datasetGroup
#amazonforecast-datasetGroup
#amazonforecast-datasetImportJob
#amazonforecast-datasetImportJob
#amazonforecast-endpoint
#amazonforecast-explainability
#amazonforecast-explainability
#amazonforecast-explainabilityExport
#amazonforecast-explainabilityExport
#amazonforecast-forecast
#amazonforecast-forecastExport
#amazonforecast-forecastExport
#amazonforecast-monitor
https://docs.aws.amazon.com/forecast/latest/dg/API_ListTagsForResource.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListTagsForResource.html
#amazonforecast-predictor


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

predictor 
BacktestE 
xportJob

   

whatIfAna 
lysis

   

whatIfFor 
ecast

   

whatIfFor 
ecastExpo 
rt

   

 ListWhatI 
fAnalyses

授予列出所有假设分析的权限 读取      

 ListWhatI 
fForecast 
Exports

授予列出所有假设预测导出的
权限

读取      

 ListWhatI 
fForecasts

授予列出所有假设预测的权限 读取      

 QueryFore 
cast

授予检索单个项目的预测的权
限

读取 forecast*    

 QueryWhat 
IfForecast

授予检索单个项目的假设预测
的权限

读取 whatIfFor 
ecast*

   

 ResumeRes 
ource

授予恢复 Amazon Forecast 资
源作业的权限

写入 monitor*    
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#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
#amazonforecast-whatIfAnalysis
#amazonforecast-whatIfAnalysis
#amazonforecast-whatIfForecast
#amazonforecast-whatIfForecast
#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
https://docs.aws.amazon.com/forecast/latest/dg/API_ListWhatIfAnalyses.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListWhatIfAnalyses.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListWhatIfForecastExports.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListWhatIfForecastExports.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListWhatIfForecastExports.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListWhatIfForecasts.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ListWhatIfForecasts.html
https://docs.aws.amazon.com/forecast/latest/dg/API_forecastquery_QueryForecast.html
https://docs.aws.amazon.com/forecast/latest/dg/API_forecastquery_QueryForecast.html
#amazonforecast-forecast
https://docs.aws.amazon.com/forecast/latest/dg/API_forecastquery_QueryWhatIfForecast.html
https://docs.aws.amazon.com/forecast/latest/dg/API_forecastquery_QueryWhatIfForecast.html
#amazonforecast-whatIfForecast
#amazonforecast-whatIfForecast
https://docs.aws.amazon.com/forecast/latest/dg/API_ResumeResource.html
https://docs.aws.amazon.com/forecast/latest/dg/API_ResumeResource.html
#amazonforecast-monitor


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

datasetIm 
portJob*

   

endpoint*    

explainab 
ility*

   

explainab 
ilityExpo 
rt*

   

forecast*    

forecastE 
xport*

   

monitor*    

predictor*    

predictor 
BacktestE 
xportJob*

   

 StopResou 
rce

授予停止 Amazon Forecast 资
源作业的权限

Write

whatIfAna 
lysis*
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#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-datasetImportJob
#amazonforecast-datasetImportJob
#amazonforecast-endpoint
#amazonforecast-explainability
#amazonforecast-explainability
#amazonforecast-explainabilityExport
#amazonforecast-explainabilityExport
#amazonforecast-explainabilityExport
#amazonforecast-forecast
#amazonforecast-forecastExport
#amazonforecast-forecastExport
#amazonforecast-monitor
#amazonforecast-predictor
#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
https://docs.aws.amazon.com/forecast/latest/dg/API_StopResource.html
https://docs.aws.amazon.com/forecast/latest/dg/API_StopResource.html
#amazonforecast-whatIfAnalysis
#amazonforecast-whatIfAnalysis


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

whatIfFor 
ecast*

   

whatIfFor 
ecastExpo 
rt*

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dataset    

datasetGr 
oup

   

datasetIm 
portJob

   

endpoint    

explainab 
ility

   

explainab 
ilityExport

   

forecast    

forecastE 
xport

   

 TagResour 
ce

授予将指定标签关联到资源的
权限

Tagging

monitor    
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#amazonforecast-whatIfForecast
#amazonforecast-whatIfForecast
#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-dataset
#amazonforecast-datasetGroup
#amazonforecast-datasetGroup
#amazonforecast-datasetImportJob
#amazonforecast-datasetImportJob
#amazonforecast-endpoint
#amazonforecast-explainability
#amazonforecast-explainability
#amazonforecast-explainabilityExport
#amazonforecast-explainabilityExport
#amazonforecast-forecast
#amazonforecast-forecastExport
#amazonforecast-forecastExport
https://docs.aws.amazon.com/forecast/latest/dg/API_TagResource.html
https://docs.aws.amazon.com/forecast/latest/dg/API_TagResource.html
#amazonforecast-monitor


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

predictor    

predictor 
BacktestE 
xportJob

   

whatIfAna 
lysis

   

whatIfFor 
ecast

   

whatIfFor 
ecastExpo 
rt

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dataset    

datasetGr 
oup

   

datasetIm 
portJob

   

endpoint    

 UntagReso 
urce

授予删除为资源指定的标签的
权限

Tagging

explainab 
ility
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#amazonforecast-predictor
#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
#amazonforecast-whatIfAnalysis
#amazonforecast-whatIfAnalysis
#amazonforecast-whatIfForecast
#amazonforecast-whatIfForecast
#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_RequestTag___TagKey_
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-dataset
#amazonforecast-datasetGroup
#amazonforecast-datasetGroup
#amazonforecast-datasetImportJob
#amazonforecast-datasetImportJob
#amazonforecast-endpoint
https://docs.aws.amazon.com/forecast/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com/forecast/latest/dg/API_UntagResource.html
#amazonforecast-explainability
#amazonforecast-explainability


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

explainab 
ilityExport

   

forecast    

forecastE 
xport

   

monitor    

predictor    

predictor 
BacktestE 
xportJob

   

whatIfAna 
lysis

   

whatIfFor 
ecast

   

whatIfFor 
ecastExpo 
rt

   

  aws:TagKe 
ys

 

dataset*     UpdateDat 
asetGroup

授予更新数据集组的权限 Write

datasetGr 
oup*
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#amazonforecast-explainabilityExport
#amazonforecast-explainabilityExport
#amazonforecast-forecast
#amazonforecast-forecastExport
#amazonforecast-forecastExport
#amazonforecast-monitor
#amazonforecast-predictor
#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
#amazonforecast-predictorBacktestExportJob
#amazonforecast-whatIfAnalysis
#amazonforecast-whatIfAnalysis
#amazonforecast-whatIfForecast
#amazonforecast-whatIfForecast
#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
#amazonforecast-whatIfForecastExport
#amazonforecast-aws_TagKeys
#amazonforecast-aws_TagKeys
#amazonforecast-dataset
https://docs.aws.amazon.com/forecast/latest/dg/API_UpdateDatasetGroup.html
https://docs.aws.amazon.com/forecast/latest/dg/API_UpdateDatasetGroup.html
#amazonforecast-datasetGroup
#amazonforecast-datasetGroup


服务授权参考 服务授权参考

Amazon Forecast 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 dataset arn:${Partition}:forecast:${Region}: 
${Account}:dataset/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 datasetGr 
oup

arn:${Partition}:forecast:${Region}: 
${Account}:dataset-group/${ResourceI 
d}

aws:ResourceTag/${ 
TagKey}

 datasetIm 
portJob

arn:${Partition}:forecast:${Region}: 
${Account}:dataset-import-job/${Reso 
urceId}

aws:ResourceTag/${ 
TagKey}

 algorithm arn:${Partition}:forecast:::algorith 
m/${ResourceId}

 

 predictor arn:${Partition}:forecast:${Region}: 
${Account}:predictor/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 predictor 
BacktestE 
xportJob

arn:${Partition}:forecast:${Region}: 
${Account}:predictor-backtest-export 
-job/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 forecast arn:${Partition}:forecast:${Region}: 
${Account}:forecast/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 forecastE 
xport

arn:${Partition}:forecast:${Region}: 
${Account}:forecast-export-job/${Res 
ourceId}

aws:ResourceTag/${ 
TagKey}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateDataset.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateDatasetGroup.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateDatasetGroup.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateDatasetImportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateDatasetImportJob.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/forecast/latest/dg/aws-forecast-choosing-recipes.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreatePredictor.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/forecast/latest/dg/API_CreatePredictorBacktestExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreatePredictorBacktestExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreatePredictorBacktestExportJob.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateForecast.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateForecastExportJob.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateForecastExportJob.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

 explainability arn:${Partition}:forecast:${Region}: 
${Account}:explainability/${Resource 
Id}

aws:ResourceTag/${ 
TagKey}

 explainab 
ilityExport

arn:${Partition}:forecast:${Region}: 
${Account}:explainability-export/${R 
esourceId}

aws:ResourceTag/${ 
TagKey}

 monitor arn:${Partition}:forecast:${Region}: 
${Account}:monitor/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 whatIfAna 
lysis

arn:${Partition}:forecast:${Region}: 
${Account}:what-if-analysis/${Resour 
ceId}

aws:ResourceTag/${ 
TagKey}

 whatIfFor 
ecast

arn:${Partition}:forecast:${Region}: 
${Account}:what-if-forecast/${Resour 
ceId}

aws:ResourceTag/${ 
TagKey}

 whatIfFor 
ecastExport

arn:${Partition}:forecast:${Region}: 
${Account}:what-if-forecast-export/$ 
{ResourceId}

aws:ResourceTag/${ 
TagKey}

 endpoint arn:${Partition}:forecast:${Region}: 
${Account}:forecast-endpoint/${Resou 
rceId}

aws:ResourceTag/${ 
TagKey}

Amazon Forecast 的条件键

Amazon Forecast 定义了以下条件键，可用于 IAM policy 的 Condition 元素。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/forecast/latest/dg/API_CreateExplainability.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateExplainabilityExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateExplainabilityExport.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateMonitor.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateWhatIfAnalysis.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateWhatIfAnalysis.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateWhatIfForecast.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateWhatIfForecast.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateWhatIfForecastExport.html
https://docs.aws.amazon.com/forecast/latest/dg/API_CreateWhatIfForecastExport.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/forecast/latest/dg/what-is-forecast.html
#amazonforecast-aws_ResourceTag___TagKey_
#amazonforecast-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html


服务授权参考 服务授权参考

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Fraud Detector 的操作、资源和条件键

Amazon Fraud Detector（服务前缀：frauddetector）提供以下服务特定的资源、操作和条件上下
文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Fraud Detector 定义的操作

• Amazon Fraud Detector 定义的资源类型

• Amazon Fraud Detector 的条件键

Amazon Fraud Detector 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchCrea 
teVariable

授予创建一批变量的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 BatchGetV 
ariable

授予获取一批变量的权限 列表 variable*    

 CancelBat 
chImportJob

授予取消指定的批量导入任务
的权限

写入 batch-
import*

   

 CancelBat 
chPredict 
ionJob

授予取消指定的批量预测作业
的权限

写入 batch-pre 
diction*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

batch-
import*

   

event-typ 
e*

   

 CreateBat 
chImportJob

授予创建批量导入任务的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

batch-pre 
diction*

   

detector*    

detector- 
version*

   

event-typ 
e*

   

 CreateBat 
chPredict 
ionJob

授予创建批量预测作业的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

detector*     CreateDet 
ectorVersion

授予创建探测器版本的权限。
探测器版本一开始处于 DRAFT 
状态

写入

external- 
model
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

model-
version

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateList 授予创建列表的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

event-typ 
e*

   

model*    

 CreateModel 授予使用指定模型类型创建模
型的权限

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateMod 
elVersion

授予使用指定模型类型和模型 
ID 创建模型版本的权限

Write model*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

detector*     CreateRule 授予创建用于指定探测器的规
则的权限

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateVar 
iable

授予创建变量的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteBat 
chImportJob

授予删除批量导入任务的权限 写入 batch-
import*

   

 DeleteBat 
chPredict 
ionJob

授予删除批量预测作业的权限 Write batch-pre 
diction*

   

 DeleteDet 
ector

授予删除探测器的权限。在删
除某个探测器之前，您必须先
删除与该探测器关联的所有探
测器版本和规则版本

Write detector*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDet 
ectorVersion

授予删除探测器版本的权限。
无法删除处于 ACTIVE 状态的
探测器版本

Write detector- 
version*

   

 DeleteEnt 
ityType

授予删除实体类型的权限。无
法删除事件类型中包含的实体
类型

Write entity-ty 
pe*

   

 DeleteEvent 授予删除指定事件的权限 Write event-typ 
e*

   

 DeleteEve 
ntType

授予删除事件类型的权限。无
法删除探测器或模型中使用的
事件类型

写入 event-typ 
e*

   

 DeleteEve 
ntsByEven 
tType

授予删除指定事件类型事件的
权限

写入 event-typ 
e*

   

 DeleteExt 
ernalModel

授予从 Amazon Fraud 
Detector 中移除 SageMaker 
模型的权限。如果 Amazon 
SageMaker 型号与探测器版本
无关，则可以将其移除

写入 external- 
model*

   

 DeleteLabel 授予删除标签的权限。无法删
除 Amazon Fraud Detector 中
事件类型所包含的标签。无法
删除分配给事件 ID 的标签。必
须先删除相关的事件 ID

写入 label*    

 DeleteList 授予删除列表的权限 写入 list*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteModel 授予删除模型的权限。您可以
删除 Amazon Fraud Detector 
中的模型和模型版本，前提是
它们未与探测器版本关联

Write model*    

 DeleteMod 
elVersion

授予删除模型版本的权限。
您可以删除 Amazon Fraud 
Detector 中的模型和模型版本 
，前提是它们未与探测器版本
关联

Write model-
version*

   

 DeleteOut 
come

授予删除结果的权限。无法删
除规则版本中使用的结果

Write outcome*    

 DeleteRule 授予删除规则的权限。如
果某个规则由 ACTIVE 或 
INACTIVE 探测器版本使用，
则无法将其删除

Write rule*    

 DeleteVar 
iable

授予删除变量的权限。无法删
除 Amazon Fraud Detector 中
事件类型所包含的变量

Write variable*    

 DescribeD 
etector

授予获取指定探测器的所有版
本的权限

Read detector*    

 DescribeM 
odelVersions

授予获取指定模型类型或指定
模型类型及模型 ID 的所有模型
版本的权限。您还可以获取单 
个指定模型版本的详细信息

读取 model-
version
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetBatchI 
mportJobV 
alidation 
Report [仅权
限]

授予权限以获取特定批量导入
任务的数据验证报告

读取 batch-
import*

   

 GetBatchI 
mportJobs

如果您指定了任务 ID，则授予
获取所有批量导入任务或特定
任务的权限

列表 batch-
import

   

 GetBatchP 
redictionJobs

如果您指定了作业 ID，则授
予获取所有批量预测作业或
特定作业的权限。这是一个
分页的 API。如果您提供空的 
maxResults，则此操作每页最 
多检索 50 条记录。如果您提
供 maxResults，则值必须介于 
1 到 50 之间。要获得下一页的
结果，请在请求中 GetBatchP 
redictionJobsResponse 提供分
页令牌。空分页标记从开头提
取记录

列表 batch-pre 
diction

   

 GetDelete 
EventsByE 
ventTypeS 
tatus

授予获取特定事件类型 
DeleteEventsByEventType 
API 执行状态的权限

读取 event-typ 
e*

   

 GetDetect 
orVersion

授予获取特定探测器版本的权
限

读取 detector- 
version*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDetectors 如果指定了 DetectorID，则
授予获取所有探测器或单个
探测器的权限。这是一个分 
页的 API。如果您提供空的 
maxResults，则此操作每页最 
多检索 10 条记录。如果您提
供 maxResults，则值必须介于 
5 到 10 之间。要获得下一页的
结果，请在请求中 GetDetect 
orsResponse 提供分页令牌。
空分页标记从开头提取记录

List detector    

 GetEntity 
Types

如果指定了名称，则授予
获取所有实体类型或特定实
体类型的权限。这是一个分
页的 API。如果您提供空的 
maxResults，则此操作每页最 
多检索 10 条记录。如果您提
供 maxResults，则值必须介于 
5 到 10 之间。要获得下一页 
的结果，请在请求中 GetEntity 
TypesResponse 提供分页令
牌。空分页标记从开头提取记 
录

列表 entity-ty 
pe

   

 GetEvent 授予获取指定事件详细信息的
权限

读取 event-typ 
e*

   

detector*     GetEventP 
rediction

授予根据探测器版本评估事件
的权限。如果未提供版本 ID，
则使用探测器的（ACTIVE）版
本

读取

detector- 
version*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

event-typ 
e*

   

detector*    

detector- 
version*

   

 GetEventP 
rediction 
Metadata

授予权限以获取特定预测的更
多详细信息

读取

event-typ 
e*

   

 GetEventT 
ypes

如果提供了名称，则授予
获取所有事件类型或特定事
件类型的权限。这是一个分
页的 API。如果您提供空的 
maxResults，则此操作每页最 
多检索 10 条记录。如果您提
供 maxResults，则值必须介于 
5 到 10 之间。要获得下一页的
结果，请在请求中 GetEventT 
ypesResponse 提供分页令
牌。空分页标记从开头提取记 
录

列表 event-typ 
e
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetExtern 
alModels

授予获取已导入服务中的一个
或多个 Amazon SageMaker 
模特详情的权限。这是一个
分页的 API。如果您提供空的 
maxResults，则此操作每页最 
多检索 10 条记录。如果您提
供 maxResults，则值必须介于 
5 到 10 之间。要获得下一页的
结果，请在请求中 GetExtern 
alModelsResult 提供分页令
牌。空分页标记从开头提取记 
录

List external- 
model

   

 GetKMSEnc 
ryptionKey

如果已指定 Key Managemen 
t Service (KMS) 客户主密钥 
(CMK) 以用于加密 Amazon 
Fraud Detector 中的内容，则
授予获取加密密钥的权限

Read      

 GetLabels 如果提供了名称，则授予获取
所有标签或特定标签的权限。
这是一个分页的 API。如果您
提供空的 maxResults，则此操
作每页最多检索 50 条记录。
如果您提供 maxResults，则值
必须介于 10 到 50 之间。要获
得下一页的结果，请在请求中 
GetGetLabelsResponse 提供
分页令牌。空分页标记从开头
提取记录

列表 label    

 GetListEl 
ements

授予获取列表元素的权限 读取 list*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

list     GetListsM 
etadata

授予获取列表元数据的权限 列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetModelV 
ersion

授予获取指定模型版本详细信
息的权限

读取 model-
version*

   

 GetModels 授予获取对一个或多个模型的
权限。 AWS 账户 如果未提供
模型类型且未提供模型 ID，则
获取该的所有模型。如果指定
了模型类型但未提供模型 ID，
则获取 AWS 账户 和模型类型
的所有模型。如果指定了（模 
型类型，模型 ID）元组，则获
取特定模型

List model    

 GetOutcom 
es

授予获取一个或多个结果的权
限。这是一个分页的 API。如
果您提供空的 maxResults，
则此操作每页最多检索 100 条
记录。如果您提供 maxResult 
s，则值必须介于 50 到 100 之
间。要获得下一页的结果，请
在请求中 GetOutcomesResult 
提供分页令牌。空分页标记从
开头提取记录

List outcome    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetRules 如果未指定 ruleId 和 ruleVersi 
on，则授予获取探测器的所有
规则（分页）的权限。获取检 
测器和 ruleId 的所有规则（如
果存在，则分页）。如果同时
指定了 ruleId 和 ruleVersion，
则获取特定规则

List rule    

 GetVariables 授予获取所有变量或特定变
量的权限。这是一个分页的 
API。如果提供空 maxSizePer
页面，则每页最多检索 100 条
记录。如果您提供 maxSizePe 
r页面，则该值必须介于 50 
和 100 之间。要获得下一页 
结果，请在请求中 GetVariab 
lesResult 提供分页令牌。空分 
页标记从开头提取记录

列表 variable    

detector    

detector- 
version

   

 ListEvent 
Predictions

授予权限以获取过去的预测列
表

列表

event-typ 
e

   

batch-
import

   

batch-pre 
diction

   

 ListTagsF 
orResource

授予列出与资源关联的所有标
签的权限。这是一个分页的 
API。要获取下一页结果，请在
您的请求中提供响应中的分页
标记。空分页标记从开头提取
记录

读取

detector    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

detector- 
version

   

entity-ty 
pe

   

event-typ 
e

   

external- 
model

   

label    

list    

model    

model-
version

   

outcome    

rule    

variable    

detector*     PutDetector 授予创建或更新探测器的权限 Write

event-typ 
e*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

entity-ty 
pe*

    PutEntity 
Type

授予创建或更新实体类型的权
限。实体表示正在执行事件
的对象。作为欺诈预测的一部
分，您可以传递实体 ID 来指示
执行该事件的特定实体。实体
类型对实体进行分类。示例分
类包括客户、卖家或账户

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

event-typ 
e*

    PutEventT 
ype

授予创建或更新事件类型的权
限。事件是对欺诈风险进行评
估的业务活动。使用 Amazon 
Fraud Detector，您可以为事
件生成欺诈预测。事件类型
定义发送到 Amazon Fraud 
Detector 的事件的结构。这
包括作为事件一部分发送的
变量、执行事件的实体（如客
户）以及对事件进行分类的标
签。示例事件类型包括在线付
款交易、账户注册和身份验证

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

event-typ 
e*

   

external- 
model*

   

 PutExtern 
alModel

授予创建或更新 Amazon 
SageMaker 模型终端节点的
权限。您还可以使用此操作更
新模型终端节点的配置，包括 
IAM 角色和映射 and/or 的变量

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 PutKMSEnc 
ryptionKey

授予指定用于加密 Amazon 
Fraud Detector 中内容的 Key 
Management Service (KMS) 
客户主密钥 (CMK) 的权限

Write      

label*     PutLabel 授予创建或更新标签的权限。
标签将事件归类为欺诈事件或
合法事件。标签与事件类型相
关联，用于在 Amazon Fraud 
Detector 中训练受监督的机器 
学习模型

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

outcome*     PutOutcome 授予创建或更新结果的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

event-typ 
e*

    SendEvent 授予发送事件的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

batch-
import

   

batch-pre 
diction

   

detector    

detector- 
version

   

entity-ty 
pe

   

event-typ 
e

   

external- 
model

   

label    

list    

 TagResour 
ce

授予将标签分配给资源的权限 Tagging

model    

Amazon Fraud Detector 1971

#amazonfrauddetector-event-type
#amazonfrauddetector-event-type
https://docs.aws.amazon.com/frauddetector/latest/api/API_SendEvent.html
#amazonfrauddetector-aws_RequestTag___TagKey_
#amazonfrauddetector-aws_RequestTag___TagKey_
#amazonfrauddetector-aws_RequestTag___TagKey_
#amazonfrauddetector-aws_TagKeys
#amazonfrauddetector-aws_TagKeys
#amazonfrauddetector-batch-import
#amazonfrauddetector-batch-import
#amazonfrauddetector-batch-prediction
#amazonfrauddetector-batch-prediction
#amazonfrauddetector-detector
#amazonfrauddetector-detector-version
#amazonfrauddetector-detector-version
#amazonfrauddetector-entity-type
#amazonfrauddetector-entity-type
#amazonfrauddetector-event-type
#amazonfrauddetector-event-type
#amazonfrauddetector-external-model
#amazonfrauddetector-external-model
#amazonfrauddetector-label
#amazonfrauddetector-list
https://docs.aws.amazon.com/frauddetector/latest/api/API_TagResource.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_TagResource.html
#amazonfrauddetector-model


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

model-
version

   

outcome    

rule    

variable    

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

batch-
import

   

batch-pre 
diction

   

detector    

detector- 
version

   

entity-ty 
pe

   

event-typ 
e

   

 UntagReso 
urce

授予权限以从资源中删除标签 Tagging

external- 
model
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

label    

list    

model    

model-
version

   

outcome    

rule    

variable    

  aws:TagKe 
ys

 

detector*    

external- 
model

   

 UpdateDet 
ectorVersion

授予更新探测器版本的权限。
您可以更新的探测器版本属
性包括模型、外部模型终端节
点、规则、规则执行模式和描
述。您只能更新处于 DRAFT 
状态的探测器版本

Write

model-
version

   

 UpdateDet 
ectorVers 
ionMetadata

授予更新探测器版本描述的权
限。您可以更新任何探测器
版本（DRAFT、ACTIVE 或 
INACTIVE）的元数据

写入 detector- 
version*
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#amazonfrauddetector-label
#amazonfrauddetector-list
#amazonfrauddetector-model
#amazonfrauddetector-model-version
#amazonfrauddetector-model-version
#amazonfrauddetector-outcome
#amazonfrauddetector-rule
#amazonfrauddetector-variable
#amazonfrauddetector-aws_TagKeys
#amazonfrauddetector-aws_TagKeys
#amazonfrauddetector-detector
#amazonfrauddetector-external-model
#amazonfrauddetector-external-model
https://docs.aws.amazon.com/frauddetector/latest/api/API_UpdateDetectorVersion.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_UpdateDetectorVersion.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateDet 
ectorVers 
ionStatus

授予权限以更新探测器版本
状态。您可以使用以下方式
进行晋升或降级 UpdateDet 
ectorVersionStatus：草稿至活
跃、活跃至非活跃以及非活跃 
至活跃

写入 detector- 
version*

   

event-typ 
e*

    UpdateEve 
ntLabel

授予更新现有事件记录标签值
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

list*     UpdateList 授予更新列表的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateMod 
el

授予更新模型的权限。您可以
使用此操作更新描述属性

Write model*    
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https://docs.aws.amazon.com/frauddetector/latest/api/API_UpdateDetectorVersionStatus.html
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#amazonfrauddetector-event-type
#amazonfrauddetector-event-type
https://docs.aws.amazon.com/frauddetector/latest/api/API_UpdateEventLabel.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_UpdateEventLabel.html
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https://docs.aws.amazon.com/frauddetector/latest/api/API_UpdateModel.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

model*     UpdateMod 
elVersion

授予更新模型版本的权限。更
新模型版本将使用更新的训练
数据重新训练现有模型版本，
并生成模型的新次要版本。您
可以使用此操作更新训练数据
集位置和数据访问角色属性。
此操作创建并训练模型的新次
要版本，例如版本 1.01、1.02 
、1.03

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateMod 
elVersion 
Status

授予更新模型版本状态的权限 Write model-
version*

   

 UpdateRul 
eMetadata

授予更新规则元数据的权限。
可以更新描述属性

Write rule*    

rule*     UpdateRul 
eVersion

授予更新导致新规则版本的规
则版本的权限。更新生成新规
则版本（版本 1、2、3……）
的规则版本

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateVar 
iable

授予更新变量的权限 Write variable*    

Amazon Fraud Detector 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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https://docs.aws.amazon.com/frauddetector/latest/api/API_UpdateModelVersion.html
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https://docs.aws.amazon.com/frauddetector/latest/api/API_UpdateRuleMetadata.html
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https://docs.aws.amazon.com/frauddetector/latest/api/API_UpdateRuleVersion.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_UpdateRuleVersion.html
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#amazonfrauddetector-aws_RequestTag___TagKey_
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https://docs.aws.amazon.com/frauddetector/latest/api/API_UpdateVariable.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_UpdateVariable.html
#amazonfrauddetector-variable
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 batch-pre 
diction

arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:batch-prediction/${R 
esourcePath}

aws:ResourceTag/${ 
TagKey}

 detector arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:detector/${ResourceP 
ath}

aws:ResourceTag/${ 
TagKey}

 detector- 
version

arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:detector-version/${R 
esourcePath}

aws:ResourceTag/${ 
TagKey}

 entity-type arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:entity-type/${Resour 
cePath}

aws:ResourceTag/${ 
TagKey}

 external- 
model

arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:external-model/${Res 
ourcePath}

aws:ResourceTag/${ 
TagKey}

 event-type arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:event-type/${Resourc 
ePath}

aws:ResourceTag/${ 
TagKey}

 label arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:label/${ResourcePath 
}

aws:ResourceTag/${ 
TagKey}

 model arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:model/${ResourcePath 
}

aws:ResourceTag/${ 
TagKey}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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#amazonfrauddetector-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonfrauddetector.html#amazonfrauddetector-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonfrauddetector.html#amazonfrauddetector-resources-for-iam-policies
#amazonfrauddetector-aws_ResourceTag___TagKey_
#amazonfrauddetector-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonfrauddetector.html#amazonfrauddetector-resources-for-iam-policies
#amazonfrauddetector-aws_ResourceTag___TagKey_
#amazonfrauddetector-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonfrauddetector.html#amazonfrauddetector-resources-for-iam-policies
#amazonfrauddetector-aws_ResourceTag___TagKey_
#amazonfrauddetector-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonfrauddetector.html#amazonfrauddetector-resources-for-iam-policies
#amazonfrauddetector-aws_ResourceTag___TagKey_
#amazonfrauddetector-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 model-ver 
sion

arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:model-version/${Reso 
urcePath}

aws:ResourceTag/${ 
TagKey}

 outcome arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:outcome/${ResourcePa 
th}

aws:ResourceTag/${ 
TagKey}

 rule arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:rule/${ResourcePath}

aws:ResourceTag/${ 
TagKey}

 variable arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:variable/${ResourceP 
ath}

aws:ResourceTag/${ 
TagKey}

 batch-import arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:batch-import/${Resou 
rcePath}

aws:ResourceTag/${ 
TagKey}

 list arn:${Partition}:frauddetector:${Reg 
ion}:${Account}:list/${ResourcePath}

aws:ResourceTag/${ 
TagKey}

Amazon Fraud Detector 的条件键

Amazon Fraud Detector 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选操作 字符串
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选操作 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选操作 ArrayOfString

AWS 免费套餐的操作、资源和条件键

AWS 免费套餐（服务前缀:freetier）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 免费套餐定义的操作

• AWS 免费套餐定义的资源类型

• AWS 免费套餐的条件键

AWS 免费套餐定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAccoun 
tActivity

授予获取特定活动记录的权限 读取      

 GetAccoun 
tPlanState

授予获取与免费套餐相关的账
户计划状态的所有信息的权限

读取      

 GetFreeTi 
erAlertPr 
eference [仅
权限]

授予权限以获取免费套餐提醒
首选项（通过电子邮件地址）

读取      

 GetFreeTi 
erUsage

授予权限以获取免费套餐使用
限制和 MTD 使用状态

读取      

 ListAccou 
ntActivities

授予列出可用活动的权限 列表      

 PutFreeTi 
erAlertPr 

授予权限以设置免费套餐提醒
首选项（通过电子邮件地址）

写入      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_freetier_GetAccountActivity.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

eference [仅
权限]

 UpgradeAc 
countPlan

授予触发账户套餐升级的权限 写入      

AWS 免费套餐定义的资源类型

AWS 免费套餐不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许访问 AWS 免费套
餐，请在策略中指定 "Resource": "*"。

AWS 免费套餐的条件键

免费套餐没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的
全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon FreeRTOS 的操作、资源和条件键

Amazon FreeRTOS（服务前缀：freertos）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon FreeRTOS 定义的操作

• Amazon FreeRTOS 定义的资源类型

• Amazon FreeRTOS 的条件键
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/tracking-free-tier-usage.html
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Amazon FreeRTOS 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

configura 
tion*

    CreateSof 
twareConf 
iguration

授予创建软件配置的权限 写入

  aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
#amazonfreertos-configuration
#amazonfreertos-configuration
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
#amazonfreertos-aws_RequestTag___TagKey_
#amazonfreertos-aws_RequestTag___TagKey_
#amazonfreertos-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 CreateSub 
scription

授予创建 FreeRTOS 扩展维护
计划 (EMP) 订阅的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteSof 
twareConf 
iguration

授予删除软件配置的权限 写入 configura 
tion*

   

 DescribeH 
ardwarePl 
atform

授予描述硬件平台的权限 读取      

 DescribeS 
oftwareCo 
nfiguration

授予描述软件配置的权限 读取 configura 
tion*

   

 DescribeS 
ubscription

授予描述 FreeRTOS 扩展维护
计划 (EMP) 订阅的权限

读取 subscript 
ion*

   

 GetEmpPat 
chUrl

授予权限以获取 FreeRTOS 扩
展维护计划 (EMP) 下的软件补
丁发布、补丁差异和发布说明 
的 URL

读取      

 GetSoftwa 
reURL

授予获取 Amazon FreeRTOS 
软件下载 URL 的权限

读取      
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#amazonfreertos-aws_TagKeys
#amazonfreertos-aws_TagKeys
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
#amazonfreertos-aws_RequestTag___TagKey_
#amazonfreertos-aws_RequestTag___TagKey_
#amazonfreertos-aws_RequestTag___TagKey_
#amazonfreertos-aws_TagKeys
#amazonfreertos-aws_TagKeys
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
#amazonfreertos-configuration
#amazonfreertos-configuration
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
#amazonfreertos-configuration
#amazonfreertos-configuration
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
#amazonfreertos-subscription
#amazonfreertos-subscription
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSoftwa 
reURLForC 
onfiguration

授予根据配置获取 Amazon 
FreeRTOS 软件下载 URL 的权
限

读取      

 GetSubscr 
iptionBil 
lingAmount

授予获取 FreeRTOS 扩展维护
计划 (EMP) 订阅计费金额的权
限

读取      

 ListFreeR 
TOSVersions

授予列出 AmazonFree RTOS 
版本的权限

列表      

 ListHardw 
arePlatforms

授予列出硬件平台的权限 列表      

 ListHardw 
areVendors

授予列出硬件供应商的权限 列表      

 ListSoftw 
areConfig 
urations

授予列出软件配置的权限 列表      

 ListSoftw 
arePatches

授予列出 FreeRTOS 扩展维护
计划 (EMP) 订阅软件补丁的权
限

列表      

 ListSubsc 
riptionEmails

授予列出 FreeRTOS 扩展维护
计划 (EMP) 订阅电子邮件的权
限

列表      

 ListSubsc 
riptions

授予列出 FreeRTOS 扩展维护
计划 (EMP) 订阅的权限

列表      

 UpdateEma 
ilRecipients

授予更新 FreeRTOS 扩展维护
计划 (EMP) 订阅电子邮件地址
列表的权限

写入      
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https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSof 
twareConf 
iguration

授予更新软件配置的权限 写入 configura 
tion*

   

 VerifyEmail 授予验证 FreeRTOS 扩展维护
计划 (EMP) 电子邮件的权限

写入      

Amazon FreeRTOS 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 configuration arn:${Partition}:freertos:${Region}: 
${Account}:configuration/${Configura 
tionName}

aws:ResourceTag/${ 
TagKey}

 subscription arn:${Partition}:freertos:${Region}: 
${Account}:subscription/${Subscripti 
onID}

aws:ResourceTag/${ 
TagKey}

Amazon FreeRTOS 的条件键

Amazon FreeRTOS 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
#amazonfreertos-configuration
#amazonfreertos-configuration
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ocw.html
#amazonfreertos-aws_ResourceTag___TagKey_
#amazonfreertos-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-getting-started-emp.html
#amazonfreertos-aws_ResourceTag___TagKey_
#amazonfreertos-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按用户向 Amazon FreeRTOS 发出的请求中包含的标签键
筛选访问权限

字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到 Amazon FreeRTOS 资源的标签键组件筛选访问
权限

字符串

 aws:TagKeys 按与请求中的资源关联的所有标签键名称的列表筛选访问 ArrayOfString

Amazon 的操作、资源和条件密钥 FSx

Amazon FSx （服务前缀:fsx）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 FSx

• Amazon 定义的资源类型 FSx

• Amazon 的条件密钥 FSx

Amazon 定义的操作 FSx

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/APIReference/welcome.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/access-control-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
FileGateway
[仅权限]

授予将文件网关实例与 
Amazon for Window FSx s 文
件服务器文件系统关联的权限

写入 file-syst 
em*

   

 Associate 
FileSyste 
mAliases

授予将 DNS 别名与 Windows 
版亚马逊文件服务器文件系统
关联 FSx 的权限

写入 file-syst 
em*

   

 BypassSna 
plockEnte 
rpriseRet 
ention [仅权
限]

授予允许删除包含 WORM（一
次写入，多次读取）且保留期
处于活动状态的 ONTAP En 
SnapLock terprise 卷的权限 
FSx

权限管理 volume*    
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/what-is-file-fsxw.html
#amazonfsx-file-system
#amazonfsx-file-system
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AssociateFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AssociateFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AssociateFileSystemAliases.html
#amazonfsx-file-system
#amazonfsx-file-system
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/snaplock-enterprise.html#bypass-enterprise
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/snaplock-enterprise.html#bypass-enterprise
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/snaplock-enterprise.html#bypass-enterprise
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/snaplock-enterprise.html#bypass-enterprise
#amazonfsx-volume
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelDat 
aReposito 
ryTask

授予取消数据存储库任务的权
限

Write task*    

backup*   fsx:TagRe 
source

 CopyBackup 授予复制备份的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

snapshot*     CopySnaps 
hotAndUpd 
ateVolume

授予使用来自其他 Amazon for 
OpenZFS 文件系统的快照来更 
新现有卷 FSx 的权限

写入

volume*    

 CreateAnd 
AttachS3A 
ccessPoint

授予创建 S3 接入点并将其附
加到 FSx 文件系统的权限

写入 volume   s3:Create 
AccessPoi 
nt

s3:GetAcc 
essPoint

s3:PutAcc 
essPointP 
olicy

backup*   fsx:TagRe 
source

 CreateBac 
kup

授予对 Amazon FSx 文件系统
或亚马逊 FSx 卷创建新备份的
权限

写入

file-syst 
em
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_CancelDataRepositoryTask.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CancelDataRepositoryTask.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CancelDataRepositoryTask.html
#amazonfsx-task
#amazonfsx-backup
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CopyBackup.html
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
#amazonfsx-snapshot
#amazonfsx-snapshot
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CopySnapshotAndUpdateVolume.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CopySnapshotAndUpdateVolume.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CopySnapshotAndUpdateVolume.html
#amazonfsx-volume
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateAndAttachS3AccessPoint.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateAndAttachS3AccessPoint.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateAndAttachS3AccessPoint.html
#amazonfsx-volume
#amazonfsx-backup
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateBackup.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateBackup.html
#amazonfsx-file-system
#amazonfsx-file-system
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

volume    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

associati 
on*

  fsx:TagRe 
source

file-syst 
em*

   

 CreateDat 
aReposito 
ryAssociation

授予为 Amazon for Lustre 文
件系统创建新的数据存储库关
联 FSx 的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

file-syst 
em*

  fsx:TagRe 
source

task*    

 CreateDat 
aReposito 
ryTask

授予为 Amazon for Lustre 文
件系统创建新数据存储库任务 
FSx 的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Amazon FSx 1988

#amazonfsx-volume
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
#amazonfsx-association
#amazonfsx-association
#amazonfsx-file-system
#amazonfsx-file-system
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateDataRepositoryAssociation.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateDataRepositoryAssociation.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateDataRepositoryAssociation.html
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
#amazonfsx-file-system
#amazonfsx-file-system
#amazonfsx-task
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateDataRepositoryTask.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateDataRepositoryTask.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateDataRepositoryTask.html
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateFil 
eCache

授予创建新的空 Amazon 文件
缓存的权限

写入 file-cach 
e*

  ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

ec2:GetSe 
curityGro 
upsForVpc

fsx:Creat 
eDataRepo 
sitoryAss 
ociation

fsx:TagRe 
source

logs:Crea 
teLogGrou 
p

logs:Crea 
teLogStre 
am

logs:PutL 
ogEvents
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileCache.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileCache.html
#amazonfsx-file-cache
#amazonfsx-file-cache


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3:ListBu 
cket

associati 
on

fsx:NfsDa 
taReposit 
oryEncryp 
tionInTra 
nsitEnabl 
ed

fsx:NfsDa 
taReposit 
oryAuthen 
ticationE 
nabled

 

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateFil 
eSystem

授予创建新的、空的 Amazon 
FSx 文件系统的权限

写入 file-syst 
em*

  ec2:GetSe 
curityGro 
upsForVpc

fsx:TagRe 
source
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#amazonfsx-association
#amazonfsx-association
#amazonfsx-fsx_NfsDataRepositoryEncryptionInTransitEnabled
#amazonfsx-fsx_NfsDataRepositoryEncryptionInTransitEnabled
#amazonfsx-fsx_NfsDataRepositoryEncryptionInTransitEnabled
#amazonfsx-fsx_NfsDataRepositoryEncryptionInTransitEnabled
#amazonfsx-fsx_NfsDataRepositoryEncryptionInTransitEnabled
#amazonfsx-fsx_NfsDataRepositoryEncryptionInTransitEnabled
#amazonfsx-fsx_NfsDataRepositoryAuthenticationEnabled
#amazonfsx-fsx_NfsDataRepositoryAuthenticationEnabled
#amazonfsx-fsx_NfsDataRepositoryAuthenticationEnabled
#amazonfsx-fsx_NfsDataRepositoryAuthenticationEnabled
#amazonfsx-fsx_NfsDataRepositoryAuthenticationEnabled
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
#amazonfsx-file-system
#amazonfsx-file-system


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

backup*   ec2:GetSe 
curityGro 
upsForVpc

fsx:TagRe 
source

file-syst 
em*

   

 CreateFil 
eSystemFr 
omBackup

授予使用现有备份创建新 
Amazon FSx 文件系统的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

snapshot*   fsx:TagRe 
source

volume*    

 CreateSna 
pshot

授予权限以在卷上创建新快照 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
#amazonfsx-backup
#amazonfsx-file-system
#amazonfsx-file-system
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystemFromBackup.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystemFromBackup.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystemFromBackup.html
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
#amazonfsx-snapshot
#amazonfsx-snapshot
#amazonfsx-volume
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateSnapshot.html
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

file-syst 
em*

  fsx:TagRe 
source

storage-v 
irtual-ma 
chine*

   

 CreateSto 
rageVirtu 
alMachine

授予在 Amazon FSx for Ontap 
文件系统中创建新存储虚拟机
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

volume*   fsx:TagRe 
source

snapshot    

 CreateVol 
ume

授予权限以新建卷 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

fsx:Stora 
geVirtual 
MachineId

fsx:Paren 
tVolumeId

 

 CreateVol 
umeFromBa 
ckup

授予权限以创建新的备份卷 写入 backup*   fsx:TagRe 
source
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#amazonfsx-file-system
#amazonfsx-file-system
#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateStorageVirtualMachine.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateStorageVirtualMachine.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateStorageVirtualMachine.html
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
#amazonfsx-volume
#amazonfsx-snapshot
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateVolume.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateVolume.html
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_ParentVolumeId
#amazonfsx-fsx_ParentVolumeId
#amazonfsx-fsx_ParentVolumeId
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateVolumeFromBackup.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateVolumeFromBackup.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateVolumeFromBackup.html
#amazonfsx-backup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

storage-v 
irtual-ma 
chine*

   

volume*    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

fsx:Stora 
geVirtual 
MachineId

 

 DeleteBac 
kup

授予权限以删除备份，从而删
除其内容。在删除后，备份不
再存在并且其数据不再可用

写入 backup*    

 DeleteDat 
aReposito 
ryAssociation

授予权限以删除数据存储库关
联

写入 associati 
on*

   

file-cach 
e*

  fsx:Delet 
eDataRepo 
sitoryAss 
ociation

 DeleteFil 
eCache

授予删除文件缓存、删除其内
容的权限

写入

associati 
on
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#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine
#amazonfsx-volume
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_StorageVirtualMachineId
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteBackup.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteBackup.html
#amazonfsx-backup
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteDataRepositoryAssociation.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteDataRepositoryAssociation.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteDataRepositoryAssociation.html
#amazonfsx-association
#amazonfsx-association
#amazonfsx-file-cache
#amazonfsx-file-cache
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteFileCache.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteFileCache.html
#amazonfsx-association
#amazonfsx-association


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

file-syst 
em*

  fsx:Creat 
eBackup

fsx:TagRe 
source

backup    

 DeleteFil 
eSystem

授予删除文件系统，从而删除
其内容以及文件系统的任何现
有自动备份的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteRes 
ourcePolicy
[仅权限]

需要通过 Resource Acc AWS 
ess Manager (RAM) 管理 FSx 
卷的跨账户共享。 PutResour 
cePolicy 而且 GetResour 
cePolicy 也是必需的

权限管理 volume*    

 DeleteSna 
pshot

授予权限以删除卷上的快照 写入 snapshot*    

 DeleteSto 
rageVirtu 
alMachine

授予删除存储虚拟机以删除其
内容的权限

写入 storage-v 
irtual-ma 
chine*
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#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
#amazonfsx-file-system
#amazonfsx-file-system
#amazonfsx-backup
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteFileSystem.html
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/on-demand-replication.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/on-demand-replication.html
#amazonfsx-volume
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteSnapshot.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteSnapshot.html
#amazonfsx-snapshot
#amazonfsx-snapshot
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteStorageVirtualMachine.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteStorageVirtualMachine.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteStorageVirtualMachine.html
#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

volume*   fsx:TagRe 
source

backup    

 DeleteVol 
ume

授予删除卷以及删除其内容和
卷的任何现有自动备份的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

fsx:Stora 
geVirtual 
MachineId

fsx:Paren 
tVolumeId

 

 DescribeA 
ssociated 
FileGateways
[仅权限]

授予描述与 Amazon for 
Windows 文件服务器文件系统 
关联的文件网关实例 FSx 的权
限

读取 file-syst 
em*

   

 DescribeB 
ackups

授予在您调用的终端节点 AWS 
账户 中返回您拥有的所有备份
描述 AWS 区域 的权限

读取      

 DescribeD 
ataReposi 
toryAssoc 
iations

授予在你正在调用的终端节点 
AWS 账户 中返回你拥有的所
有数据存储库关联描述 AWS 
区域 的权限

读取      
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#amazonfsx-volume
#amazonfsx-backup
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteVolume.html
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_ParentVolumeId
#amazonfsx-fsx_ParentVolumeId
#amazonfsx-fsx_ParentVolumeId
https://docs.aws.amazon.com/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/what-is-file-fsxw.html
#amazonfsx-file-system
#amazonfsx-file-system
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeBackups.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeBackups.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeDataRepositoryAssociations.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeDataRepositoryAssociations.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeDataRepositoryAssociations.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeDataRepositoryAssociations.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeD 
ataReposi 
toryTasks

授予在你正在调用的终端节点 
AWS 账户 中返回你拥有的所
有数据存储库任务描述 AWS 
区域 的权限

读取      

 DescribeF 
ileCaches

授予在你正在调用的终端节点 
AWS 账户 中返回你拥有的所
有文件缓存描述 AWS 区域 的
权限

读取      

 DescribeF 
ileSystem 
Aliases

授予返回您的 Amazon for 
Windows 文件服务器文件系统 
所拥有 FSx 的所有 DNS 别名
的描述的权限

读取 file-syst 
em*

   

 DescribeF 
ileSystems

授予在你正在调用的终端节点 
AWS 账户 中返回你拥有的所
有文件系统的描述 AWS 区域 
的权限

读取      

 DescribeS 
3AccessPo 
intAttach 
ments

授予返回 S3 接入点附件描述
的权限

读取      

 DescribeS 
haredVpcC 
onfiguration

授予返回您的账户中是否允许
从参与者账户更新 FSx 路由表
的描述的权限

读取      

 DescribeS 
napshots

授予在你正在调用的终端节点 
AWS 账户 中返回你拥有的所
有快照 AWS 区域 的描述的权
限

读取      
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeDataRepositoryTasks.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeDataRepositoryTasks.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeDataRepositoryTasks.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileCaches.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileCaches.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
#amazonfsx-file-system
#amazonfsx-file-system
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeS3AccessPointAttachments.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeS3AccessPointAttachments.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeS3AccessPointAttachments.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeS3AccessPointAttachments.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeSharedVpcConfiguration.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeSharedVpcConfiguration.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeSharedVpcConfiguration.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeSnapshots.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeSnapshots.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
torageVir 
tualMachines

授予在您调用的终端节点 AWS 
账户 中返回您拥有的所有存储
虚拟机的描述 AWS 区域 的权
限

读取      

 DescribeV 
olumes

授予在你正在调用的终端节点 
AWS 账户 中返回你拥有的所
有卷描述 AWS 区域 的权限

读取      

 DetachAnd 
DeleteS3A 
ccessPoint

授予将 S3 接入点与 Amazon 
FSx 文件系统分离，并删除 S3 
接入点的权限

写入 volume   s3:Delete 
AccessPoi 
nt

 Disassoci 
ateFileGa 
teway [仅权
限]

授予取消文件网关实例与 
Amazon for Windows 文件服
务器文件系统的关联 FSx 的权
限

写入 file-syst 
em*

   

 Disassoci 
ateFileSy 
stemAliases

授予取消文件系统别名与 
Amazon for Windows 文件服
务器文件系统的关联 FSx 的权
限

写入 file-syst 
em*

   

 GetResour 
cePolicy [仅
权限]

需要通过 Resource Acc AWS 
ess Manager (RAM) 管理 FSx 
卷的跨账户共享。 PutResour 
cePolicy 而且 DeleteRes 
ourcePolicy 也是必需的

权限管理 volume*    

associati 
on

   

backup    

 ListTagsF 
orResource

授予列出 Amazon FSx 资源标
签的权限

读取

file-cache    
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeStorageVirtualMachines.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeStorageVirtualMachines.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeStorageVirtualMachines.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeVolumes.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeVolumes.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DetachAndDeleteS3AccessPoint.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DetachAndDeleteS3AccessPoint.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DetachAndDeleteS3AccessPoint.html
#amazonfsx-volume
https://docs.aws.amazon.com/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/what-is-file-fsxw.html
#amazonfsx-file-system
#amazonfsx-file-system
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DisassociateFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DisassociateFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DisassociateFileSystemAliases.html
#amazonfsx-file-system
#amazonfsx-file-system
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/on-demand-replication.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/on-demand-replication.html
#amazonfsx-volume
#amazonfsx-association
#amazonfsx-association
#amazonfsx-backup
https://docs.aws.amazon.com/fsx/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_ListTagsForResource.html
#amazonfsx-file-cache
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

file-syst 
em

   

snapshot    

storage-v 
irtual-ma 
chine

   

task    

volume    

 ManageBac 
kupPrinci 
palAssoci 
ations [仅权
限]

授予通过 AWS Backup 管理备
份主体关联的权限

权限管理 backup*    

 PutResour 
cePolicy [仅
权限]

需要通过 Resource Acc AWS 
ess Manager (RAM) 管理 FSx 
卷的跨账户共享。 DeleteRes 
ourcePolicy 而且 GetResour 
cePolicy 也是必需的

权限管理 volume*    

 ReleaseFi 
leSystemN 
fsV3Locks

授予解除文件系统 NFS V3 锁
的权限

写入 file-syst 
em*

   

snapshot*     RestoreVo 
lumeFromS 
napshot

授予从快照恢复卷状态的权限 写入

volume*    

Amazon FSx 1998

#amazonfsx-file-system
#amazonfsx-file-system
#amazonfsx-snapshot
#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine
#amazonfsx-task
#amazonfsx-volume
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CopyBackup.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CopyBackup.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CopyBackup.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CopyBackup.html
#amazonfsx-backup
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/on-demand-replication.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/on-demand-replication.html
#amazonfsx-volume
https://docs.aws.amazon.com/fsx/latest/APIReference/API_ReleaseFileSystemNfsV3Locks.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_ReleaseFileSystemNfsV3Locks.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_ReleaseFileSystemNfsV3Locks.html
#amazonfsx-file-system
#amazonfsx-file-system
#amazonfsx-snapshot
#amazonfsx-snapshot
https://docs.aws.amazon.com/fsx/latest/APIReference/API_RestoreVolumeFromSnapshot.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_RestoreVolumeFromSnapshot.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_RestoreVolumeFromSnapshot.html
#amazonfsx-volume
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartMisc 
onfigured 
StateReco 
very

授予权限以启动配置错误的状
态恢复

写入 file-syst 
em*

   

associati 
on

   

backup    

file-cache    

file-syst 
em

   

snapshot    

storage-v 
irtual-ma 
chine

   

task    

volume    

 TagResour 
ce

授予标记 Amazon FSx 资源的
权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

associati 
on

    UntagReso 
urce

授予从 Amazon FSx 资源中移
除标签的权限

标记

backup    

Amazon FSx 1999

https://docs.aws.amazon.com/fsx/latest/APIReference/API_StartMisconfiguredStateRecovery.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_StartMisconfiguredStateRecovery.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_StartMisconfiguredStateRecovery.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_StartMisconfiguredStateRecovery.html
#amazonfsx-file-system
#amazonfsx-file-system
#amazonfsx-association
#amazonfsx-association
#amazonfsx-backup
#amazonfsx-file-cache
#amazonfsx-file-system
#amazonfsx-file-system
#amazonfsx-snapshot
#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine
#amazonfsx-task
#amazonfsx-volume
https://docs.aws.amazon.com/fsx/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_TagResource.html
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-aws_RequestTag___TagKey_
#amazonfsx-association
#amazonfsx-association
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UntagResource.html
#amazonfsx-backup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

file-cache    

file-syst 
em

   

snapshot    

storage-v 
irtual-ma 
chine

   

task    

volume    

  aws:TagKe 
ys

 

 UpdateDat 
aReposito 
ryAssociation

授予权限以更新数据存储库关
联配置

写入 associati 
on*

   

 UpdateFil 
eCache

授予更新文件缓存配置的权限 写入 file-cach 
e*

   

 UpdateFil 
eSystem

授予权限以更新文件系统的配
置

写入 file-syst 
em*

   

 UpdateSha 
redVpcCon 
figuration

授予权限以启用或禁用您账户
中参与者账户的 FSx 路由表更
新

写入      

 UpdateSna 
pshot

授予权限以更新快照配置 写入 snapshot*    

Amazon FSx 2000

#amazonfsx-file-cache
#amazonfsx-file-system
#amazonfsx-file-system
#amazonfsx-snapshot
#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine
#amazonfsx-task
#amazonfsx-volume
#amazonfsx-aws_TagKeys
#amazonfsx-aws_TagKeys
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateDataRepositoryAssociation.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateDataRepositoryAssociation.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateDataRepositoryAssociation.html
#amazonfsx-association
#amazonfsx-association
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileCache.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileCache.html
#amazonfsx-file-cache
#amazonfsx-file-cache
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html
#amazonfsx-file-system
#amazonfsx-file-system
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateSharedVpcConfiguration.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateSharedVpcConfiguration.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateSharedVpcConfiguration.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateSnapshot.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateSnapshot.html
#amazonfsx-snapshot
#amazonfsx-snapshot
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSto 
rageVirtu 
alMachine

授予权限以更新存储虚拟机配
置

写入 storage-v 
irtual-ma 
chine*

   

volume*     UpdateVol 
ume

授予权限以更新卷配置 写入

  fsx:Stora 
geVirtual 
MachineId

fsx:Paren 
tVolumeId

 

Amazon 定义的资源类型 FSx

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

Note

FSx 适用于 Windows 的亚马逊文件服务器、Lustre 和 Ontap 共享一些相同的资源类型，每种
资源类型的 ARN 格式相同。

资源类型 ARN 条件键

 file-system arn:${Partition}:fsx:${Region}:${Acc 
ount}:file-system/${FileSystemId}

aws:ResourceTag/${ 
TagKey}

 file-cache arn:${Partition}:fsx:${Region}:${Acc 
ount}:file-cache/${FileCacheId}

aws:ResourceTag/${ 
TagKey}

Amazon FSx 2001

https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateStorageVirtualMachine.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateStorageVirtualMachine.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateStorageVirtualMachine.html
#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine
#amazonfsx-storage-virtual-machine
#amazonfsx-volume
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateVolume.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateVolume.html
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_StorageVirtualMachineId
#amazonfsx-fsx_ParentVolumeId
#amazonfsx-fsx_ParentVolumeId
#amazonfsx-fsx_ParentVolumeId
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/access-control-overview.html#access-control-resources
#amazonfsx-aws_ResourceTag___TagKey_
#amazonfsx-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fsx/latest/FileCacheGuide/security-iam.html
#amazonfsx-aws_ResourceTag___TagKey_
#amazonfsx-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 backup arn:${Partition}:fsx:${Region}:${Acc 
ount}:backup/${BackupId}

aws:ResourceTag/${ 
TagKey}

 storage-
virtual-ma 
chine

arn:${Partition}:fsx:${Region}:${Acc 
ount}:storage-virtual-machine/${File 
SystemId}/${StorageVirtualMachineId}

aws:ResourceTag/${ 
TagKey}

 task arn:${Partition}:fsx:${Region}:${Acc 
ount}:task/${TaskId}

aws:ResourceTag/${ 
TagKey}

 association arn:${Partition}:fsx:${Region}:${Acc 
ount}:association/${FileSystemIdOrFi 
leCacheId}/${DataRepositoryAssociati 
onId}

aws:ResourceTag/${ 
TagKey}

 volume arn:${Partition}:fsx:${Region}:${Acc 
ount}:volume/${FileSystemId}/${Volum 
eId}

aws:ResourceTag/${ 
TagKey}

 snapshot arn:${Partition}:fsx:${Region}:${Acc 
ount}:snapshot/${VolumeId}/${Snapsho 
tId}

aws:ResourceTag/${ 
TagKey}

Amazon 的条件密钥 FSx

Amazon FSx 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一步细
化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

Amazon FSx 2002

https://docs.aws.amazon.com/fsx/latest/WindowsGuide/access-control-overview.html#access-control-resources
#amazonfsx-aws_ResourceTag___TagKey_
#amazonfsx-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam.html
#amazonfsx-aws_ResourceTag___TagKey_
#amazonfsx-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fsx/latest/LustreGuide/access-control-overview.html#access-control-resources
#amazonfsx-aws_ResourceTag___TagKey_
#amazonfsx-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fsx/latest/LustreGuide/access-control-overview.html#access-control-resources
#amazonfsx-aws_ResourceTag___TagKey_
#amazonfsx-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam.html
#amazonfsx-aws_ResourceTag___TagKey_
#amazonfsx-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/access-control-overview.html#access-control-resources
#amazonfsx-aws_ResourceTag___TagKey_
#amazonfsx-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 fsx:IsBac 
kupCopyDe 
stination

根据备份是否为 CopyBackup 操作的目标备份来筛选访问
权限

布尔型

 fsx:IsBac 
kupCopySource

根据备份是否为 CopyBackup 操作的源备份来筛选访问权
限

布尔型

 fsx:NfsDa 
taReposit 
oryAuthen 
ticationEnabled

按支持身份验证的 NFS 数据存储库筛选访问 布尔型

 fsx:NfsDa 
taReposit 
oryEncryp 
tionInTra 
nsitEnabled

按支持的 NFS 数据存储库筛选访问权限 encryption-in-tran 
sit

布尔型

 fsx:Paren 
tVolumeId

按包含父级卷筛选访问权限，以便改变卷操作 字符串

 fsx:Stora 
geVirtual 
MachineId

筛选包含存储虚拟机对卷的访问权限，以便改变卷操作 字符串

Amazon GameLift 服务器的操作、资源和条件密钥

Amazon GameLift Servers（服务前缀:gamelift）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

亚马逊 GameLift 服务器 2003

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html#copy-backups
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html#copy-backups
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html#copy-backups
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html#copy-backups
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html#copy-backups
https://docs.aws.amazon.com/fsx/latest/FileCacheGuide/encryption-in-transit.html
https://docs.aws.amazon.com/fsx/latest/FileCacheGuide/encryption-in-transit.html
https://docs.aws.amazon.com/fsx/latest/FileCacheGuide/encryption-in-transit.html
https://docs.aws.amazon.com/fsx/latest/FileCacheGuide/encryption-in-transit.html
https://docs.aws.amazon.com/fsx/latest/FileCacheGuide/encryption-in-transit.html
https://docs.aws.amazon.com/fsx/latest/FileCacheGuide/encryption-in-transit.html
https://docs.aws.amazon.com/fsx/latest/FileCacheGuide/encryption-in-transit.html
https://docs.aws.amazon.com/fsx/latest/FileCacheGuide/encryption-in-transit.html
https://docs.aws.amazon.com/fsx/latest/FileCacheGuide/encryption-in-transit.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon GameLift 服务器定义的操作

• 由 Amazon GameLift 服务器定义的资源类型

• Amazon GameLift 服务器的条件密钥

由 Amazon GameLift 服务器定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

亚马逊 GameLift 服务器 2004

https://docs.aws.amazon.com/gameliftservers/latest/developerguide/gamelift-intro.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/
https://docs.aws.amazon.com/gameliftservers/latest/developerguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html


服务授权参考 服务授权参考

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptMatch 授予注册玩家接受或拒绝提议
的 FlexMatch 比赛的权限

写入      

 ClaimGame 
Server

授予权限以查找并保留游戏服
务器来托管新的游戏会话

Write gameServe 
rGroup*

   

 CreateAlias 授予权限以为队组定义新别名 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

gamelift: 
TagResour 
ce

 CreateBuild 授予权限以使用存储在 
Amazon S3 存储桶中的文件创
建新的游戏生成包

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

gamelift: 
TagResour 
ce

iam:PassR 
ole

s3:GetObj 
ect

 CreateCon 
tainerFleet

授予创建新的计算资源容器队
列以运行游戏服务器的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeRegion 
s

亚马逊 GameLift 服务器 2005

reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_AcceptMatch.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ClaimGameServer.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ClaimGameServer.html
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameServerGroup
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_CreateAlias.html
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_TagKeys
#amazongameliftservers-aws_TagKeys
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_CreateBuild.html
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_TagKeys
#amazongameliftservers-aws_TagKeys
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_CreateContainerFleet.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_CreateContainerFleet.html
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_TagKeys
#amazongameliftservers-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

gamelift: 
TagResour 
ce

iam:PassR 
ole

 CreateCon 
tainerGro 
upDefinition

授予使用存储在 Amazon ECR 
存储库中的图像创建新的容器
组定义的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ecr:Batch 
GetImage

ecr:Descr 
ibeImages

ecr:GetAu 
thorizati 
onToken

ecr:GetDo 
wnloadUrl 
ForLayer

gamelift: 
TagResour 
ce
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#amazongameliftservers-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateFleet 授予权限以创建新的计算资源
队组来运行您的游戏服务器

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeRegion 
s

gamelift: 
TagResour 
ce

iam:PassR 
ole

container 
Fleet

  ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeRegion 
s

 CreateFle 
etLocations

授予权限以为队组指定其他位
置

Write

fleet    

亚马逊 GameLift 服务器 2007

https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_CreateFleet.html
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_TagKeys
#amazongameliftservers-aws_TagKeys
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_CreateFleetLocations.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_CreateFleetLocations.html
#amazongameliftservers-fleet


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateGam 
eServerGr 
oup

授予权限以创建新的游戏服
务器组，设置相应的 Auto 
Scaling 组并启动实例以托管游
戏服务器

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

autoscali 
ng:Create 
AutoScali 
ngGroup

autoscali 
ng:Descri 
beAutoSca 
lingGroup 
s

autoscali 
ng:PutLif 
ecycleHoo 
k

autoscali 
ng:PutSca 
lingPolicy

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeSubnet 
s

events:Pu 
tRule

events:Pu 
tTargets
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

gamelift: 
TagResour 
ce

iam:PassR 
ole

 CreateGam 
eSession

授予权限以在指定队组上启动
新的游戏会话

Write      

 CreateGam 
eSessionQ 
ueue

授予权限以设置新队组来处理
游戏会话放置请求

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

gamelift: 
TagResour 
ce

 CreateLoc 
ation

授予权限以为实例集定义新位
置

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

gamelift: 
TagResour 
ce

 CreateMat 
chmakingC 
onfiguration

授予创建新 FlexMatch 媒人的
权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

gamelift: 
TagResour 
ce
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#amazongameliftservers-aws_RequestTag___TagKey_
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#amazongameliftservers-aws_TagKeys
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateMat 
chmakingR 
uleSet

授予权限以创建新的配对规则
集 FlexMatch

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

gamelift: 
TagResour 
ce

 CreatePla 
yerSession

授予权限以为一个玩家保留可
用的游戏会话位置

Write      

 CreatePla 
yerSessions

授予权限以为多个玩家保留可
用的游戏会话位置

Write      

 CreateScript 授予创建新的 Realtime 
Servers 脚本的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

gamelift: 
TagResour 
ce

iam:PassR 
ole

s3:GetObj 
ect
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#amazongameliftservers-aws_RequestTag___TagKey_
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#amazongameliftservers-aws_TagKeys
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https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_CreatePlayerSession.html
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#amazongameliftservers-aws_TagKeys
#amazongameliftservers-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateVpc 
PeeringAu 
thorization

授予 GameLift 允许在 
GameLift 队列 VPC 与另一个 
VPC 上的 VPC 之间创建或删
除对等连接的权限 AWS 账户

写入     ec2:Accep 
tVpcPeeri 
ngConnect 
ion

ec2:Autho 
rizeSecur 
ityGroupE 
gress

ec2:Autho 
rizeSecur 
ityGroupI 
ngress

ec2:Creat 
eRoute

ec2:Delet 
eRoute

ec2:Descr 
ibeRouteT 
ables

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Revok 
eSecurity 
GroupEgre 
ss
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Revok 
eSecurity 
GroupIngr 
ess

 CreateVpc 
PeeringCo 
nnection

授予在您的 GameLift 队列 
VPC 与其他账户上的 VPC 之
间建立对等连接的权限

写入      

 DeleteAlias 授予权限以删除别名 Write alias*    

 DeleteBuild 授予权限以删除游戏生成包 写入 build*    

 DeleteCon 
tainerFleet

授予删除集装箱舰队的权限 写入 container 
Fleet*

   

 DeleteCon 
tainerGro 
upDefinition

授予删除容器组定义的权限 写入 container 
GroupDefi 
nition*

   

 DeleteFleet 授予权限以删除空队组 Write fleet*    

container 
Fleet

    DeleteFle 
etLocations

授予权限以删除队组位置 Write

fleet    
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https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_CreateVpcPeeringConnection.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteGam 
eServerGr 
oup

授予权限以永久删除游戏服务
器组并终止相应 Auto Scaling 
组的 FleetIQ 活动

Write gameServe 
rGroup*

  autoscali 
ng:Delete 
AutoScali 
ngGroup

autoscali 
ng:Descri 
beAutoSca 
lingGroup 
s

autoscali 
ng:ExitSt 
andby

autoscali 
ng:Resume 
Processes

autoscali 
ng:SetIns 
tanceProt 
ection

autoscali 
ng:Update 
AutoScali 
ngGroup

 DeleteGam 
eSessionQ 
ueue

授予权限以删除现有游戏会话
队列

写入 gameSessi 
onQueue*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteLoc 
ation

授予权限以删除位置 写入 location*    

 DeleteMat 
chmakingC 
onfiguration

授予删除现有 FlexMatch 媒人
的权限

写入 matchmaki 
ngConfigu 
ration*

   

 DeleteMat 
chmakingR 
uleSet

授予删除现有 FlexMatch 配对
规则集的权限

写入 matchmaki 
ngRuleSet 
*

   

container 
Fleet

    DeleteSca 
lingPolicy

授予权限以删除一组自动伸缩
规则

Write

fleet    

 DeleteScript 授予权限以删除 Realtime 
Servers 脚本

Write script*    

 DeleteVpc 
PeeringAu 
thorization

授予权限以取消 VPC 对等授权 写入      

 DeleteVpc 
PeeringCo 
nnection

授予移除之间的对等连接的权
限 VPCs

写入      

 Deregiste 
rCompute

授予权限以对实例集取消注册
计算

写入 fleet*    

 Deregiste 
rGameServer

授予权限以从游戏服务器组中
删除游戏服务器

Write gameServe 
rGroup*

   

 DescribeA 
lias

授予权限以检索别名属性 Read alias*    

亚马逊 GameLift 服务器 2014
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeB 
uild

授予权限以检索游戏生成包属
性

读取 build*    

container 
Fleet

    DescribeC 
ompute

授予检索队列中计算信息的权
限

读取

fleet    

 DescribeC 
ontainerFleet

授予检索现有集装箱舰队属性
的权限

读取 container 
Fleet*

   

 DescribeC 
ontainerG 
roupDefinition

授予检索现有容器组定义属性
的权限

读取 container 
GroupDefi 
nition*

   

 DescribeE 
C2Instanc 
eLimits

授予检索 EC2 实例类型允许的
最大使用量和当前使用量的权
限

读取      

 DescribeF 
leetAttributes

授予权限以检索队组的常规属
性，包括状态

读取      

 DescribeF 
leetCapacity

授予检索托管舰队当前容量设
置的权限

读取      

 DescribeF 
leetDeplo 
yment

授予检索现有舰队部署属性的
权限

读取 container 
Fleet*

   

container 
Fleet

    DescribeF 
leetEvents

授予权限以从队组的事件日志
中检索条目

Read

fleet    
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https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeEC2InstanceLimits.html
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https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetAttributes.html
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https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetDeployment.html
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetEvents.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

container 
Fleet

    DescribeF 
leetLocat 
ionAttributes

授予权限以检索队组位置的常
规属性，包括状态

Read

fleet    

container 
Fleet

    DescribeF 
leetLocat 
ionCapacity

授予权限以检索队组位置的当
前容量设置

Read

fleet    

 DescribeF 
leetLocat 
ionUtilization

授予权限以检索队组位置的利
用率统计信息

Read fleet*    

 DescribeF 
leetPortS 
ettings

授予权限以检索队组的入站连
接权限

Read fleet*    

 DescribeF 
leetUtilization

授予权限以检索队组的利用率
统计信息

Read      

 DescribeG 
ameServer

授予权限以检索游戏服务器的
属性

Read gameServe 
rGroup*

   

 DescribeG 
ameServer 
Group

授予权限以检索游戏服务器组
的属性

读取 gameServe 
rGroup*

   

 DescribeG 
ameServer 
Instances

授予检索游戏服务器组中 EC2 
实例状态的权限

读取 gameServe 
rGroup*

   

 DescribeG 
ameSessio 
nDetails

授予权限以检索队组中游戏会
话的属性，包括保护策略

Read      
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#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetLocationAttributes.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetLocationAttributes.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetLocationAttributes.html
#amazongameliftservers-fleet
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetLocationCapacity.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetLocationCapacity.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetLocationCapacity.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetLocationUtilization.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetLocationUtilization.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetLocationUtilization.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetPortSettings.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetPortSettings.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetPortSettings.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetUtilization.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeFleetUtilization.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameServer.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameServer.html
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameServerGroup
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameServerGroup.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameServerGroup.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameServerGroup.html
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameServerGroup
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameServerInstances.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameServerInstances.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameServerInstances.html
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameServerGroup
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameSessionDetails.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameSessionDetails.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameSessionDetails.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeG 
ameSessio 
nPlacement

授予权限以检索游戏会话放置
请求的详细信息

Read      

 DescribeG 
ameSessio 
nQueues

授予权限以检索游戏会话队列
的属性

Read      

 DescribeG 
ameSessions

授予权限以检索队组中游戏会
话的属性

读取      

container 
Fleet

    DescribeI 
nstances

授予检索托管队列中实例信息
的权限

读取

fleet    

 DescribeM 
atchmaking

授予权限以检索对战门票的详
细信息

读取      

 DescribeM 
atchmakin 
gConfigur 
ations

授予 FlexMatch 媒人检索房产
的权限

读取      

 DescribeM 
atchmakin 
gRuleSets

授予检索 FlexMatch 配对规则
集属性的权限

读取      

 DescribeP 
layerSess 
ions

授予权限以检索游戏会话中玩
家会话的属性

Read      

 DescribeR 
untimeCon 
figuration

授予权限以检索队组的当前运
行配置

Read fleet*    
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https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameSessionPlacement.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameSessionPlacement.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameSessionPlacement.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameSessionQueues.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameSessionQueues.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameSessionQueues.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameSessions.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeGameSessions.html
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeInstances.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeInstances.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeMatchmaking.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeMatchmaking.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeMatchmakingConfigurations.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeMatchmakingConfigurations.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeMatchmakingConfigurations.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeMatchmakingConfigurations.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeMatchmakingRuleSets.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeMatchmakingRuleSets.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeMatchmakingRuleSets.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribePlayerSessions.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribePlayerSessions.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribePlayerSessions.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeRuntimeConfiguration.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeRuntimeConfiguration.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeRuntimeConfiguration.html
#amazongameliftservers-fleet


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

container 
Fleet

    DescribeS 
calingPolicies

授予权限以检索应用于队组的
所有伸缩策略

Read

fleet    

 DescribeS 
cript

授予权限以检索 Realtime 
Servers 脚本的属性

Read script*    

 DescribeV 
pcPeering 
Authoriza 
tions

授予权限以检索有效的 VPC 对
等授权

Read      

 DescribeV 
pcPeering 
Connections

授予权限以检索活动或待处理 
VPC 对等连接的详细信息

读取      

container 
Fleet

    GetComput 
eAccess

授予检索证书的权限，以远程
访问托管队列中的计算机

读取

fleet    

container 
Fleet

    GetComput 
eAuthToken

授予检索身份验证令牌的权
限，该令牌允许计算机上的进
程向 Amazon GameLift 服务发
送请求

读取

fleet    

 GetGameSe 
ssionLogUrl

授予权限以检索游戏会话的存
储日志位置

Read      

 GetInstan 
ceAccess

授予权限以请求远程访问指定
队组实例

Read fleet*    

 ListAliases 授予权限以检索当前区域中定
义的所有别名

List      
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#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeScalingPolicies.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeScalingPolicies.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeScript.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeScript.html
#amazongameliftservers-script
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeVpcPeeringAuthorizations.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeVpcPeeringAuthorizations.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeVpcPeeringAuthorizations.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeVpcPeeringAuthorizations.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeVpcPeeringConnections.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeVpcPeeringConnections.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_DescribeVpcPeeringConnections.html
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_GetComputeAccess.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_GetComputeAccess.html
#amazongameliftservers-fleet
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_GetComputeAuthToken.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_GetComputeAuthToken.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_GetGameSessionLogUrl.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_GetGameSessionLogUrl.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_GetInstanceAccess.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_GetInstanceAccess.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListAliases.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListBuilds 授予权限以检索当前区域中的
所有游戏生成包

列表      

container 
Fleet

    ListCompute 授予权限以检索当前区域中的
所有计算资源

列表

fleet    

 ListConta 
inerFleets

授予检索当前区域中所有现有
集装箱舰队属性的权限

列表      

 ListConta 
inerGroup 
Definitio 
nVersions

授予检索现有容器组定义所有
版本属性的权限

列表 container 
GroupDefi 
nition*

   

 ListConta 
inerGroup 
Definitions

授予检索当前区域中所有现有
容器组定义属性的权限

列表      

 ListFleet 
Deployments

授予检索当前区域中所有现有
舰队部署属性的权限

列表      

 ListFleets 授予检索当前区域内所有舰队 
IDs 的舰队列表的权限

列表      

 ListGameS 
erverGroups

授予权限以检索当前区域中定
义的所有游戏服务器组

List      

 ListGameS 
ervers

授予权限以检索当前在游戏服
务器组中运行的所有游戏服务
器

列表 gameServe 
rGroup*

   

 ListLocations 授予权限以检索此账户中的所
有位置

列表      
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https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListBuilds.html
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListCompute.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListContainerFleets.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListContainerFleets.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListContainerGroupDefinitionVersions.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListContainerGroupDefinitionVersions.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListContainerGroupDefinitionVersions.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListContainerGroupDefinitionVersions.html
#amazongameliftservers-containerGroupDefinition
#amazongameliftservers-containerGroupDefinition
#amazongameliftservers-containerGroupDefinition
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListContainerGroupDefinitions.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListContainerGroupDefinitions.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListContainerGroupDefinitions.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListFleetDeployments.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListFleetDeployments.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListFleets.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListGameServerGroups.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListGameServerGroups.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListGameServers.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListGameServers.html
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameServerGroup
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListLocations.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListScripts 授予权限以检索当前区域中所
有 Realtime Servers 脚本的属
性

列表      

alias    

build    

container 
Fleet

   

container 
GroupDefi 
nition

   

fleet    

gameServe 
rGroup

   

gameSessi 
onQueue

   

location    

matchmaki 
ngConfigu 
ration

   

matchmaki 
ngRuleSet

   

 ListTagsF 
orResource

授予检索 GameLift 资源标签的
权限

读取

script    

 PutScalin 
gPolicy

授予权限以创建或更新队组自
动伸缩策略

写入 container 
Fleet
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https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListScripts.html
#amazongameliftservers-alias
#amazongameliftservers-build
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
#amazongameliftservers-containerGroupDefinition
#amazongameliftservers-containerGroupDefinition
#amazongameliftservers-containerGroupDefinition
#amazongameliftservers-fleet
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameSessionQueue
#amazongameliftservers-gameSessionQueue
#amazongameliftservers-location
#amazongameliftservers-matchmakingConfiguration
#amazongameliftservers-matchmakingConfiguration
#amazongameliftservers-matchmakingConfiguration
#amazongameliftservers-matchmakingRuleSet
#amazongameliftservers-matchmakingRuleSet
#amazongameliftservers-matchmakingRuleSet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ListTagsForResource.html
#amazongameliftservers-script
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_PutScalingPolicy.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_PutScalingPolicy.html
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

fleet    

 RegisterC 
ompute

授予权限以对实例集注册计算 写入 fleet*    

 RegisterG 
ameServer

允许在新游戏服务器 GameLift 
准备好托管游戏时通知 FleetiQ

写入 gameServe 
rGroup*

   

 RequestUp 
loadCrede 
ntials

授予权限以检索在上传新游戏
生成包时使用的全新上传凭证

Read build*    

 ResolveAlias 授予权限以检索与别名关联的
队组 ID

Read alias*    

 ResumeGam 
eServerGr 
oup

授予权限以恢复游戏服务器组
的暂停 FleetIQ 活动

Write gameServe 
rGroup*

   

 SearchGam 
eSessions

授予权限以检索匹配一组搜索
标准的游戏会话

读取      

container 
Fleet

    StartFlee 
tActions

使用 StopFleetActions () 授予
在队列暂停后恢复其自动缩放
活动的权限

写入

fleet    

 StartGame 
SessionPl 
acement

授予权限以向游戏会话队列发
送游戏会话放置请求

写入 gameSessi 
onQueue*

   

 StartMatc 
hBackfill

授予请求 FlexMatch 配对以填
补现有游戏会话中可用玩家位
置的权限

写入      
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#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_RegisterCompute.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_RegisterCompute.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_RegisterGameServer.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_RegisterGameServer.html
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameServerGroup
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_RequestUploadCredentials.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_RequestUploadCredentials.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_RequestUploadCredentials.html
#amazongameliftservers-build
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ResolveAlias.html
#amazongameliftservers-alias
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ResumeGameServerGroup.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ResumeGameServerGroup.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ResumeGameServerGroup.html
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameServerGroup
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_SearchGameSessions.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_SearchGameSessions.html
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StartFleetActions.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StartFleetActions.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StartGameSessionPlacement.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StartGameSessionPlacement.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StartGameSessionPlacement.html
#amazongameliftservers-gameSessionQueue
#amazongameliftservers-gameSessionQueue
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StartMatchBackfill.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StartMatchBackfill.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartMatc 
hmaking

授予为一个或一组玩家请求 
FlexMatch 配对并启动游戏会
话放置的权限

写入      

container 
Fleet

    StopFleet 
Actions

授予权限以暂停队组的自动伸
缩活动

Write

fleet    

 StopGameS 
essionPla 
cement

授予权限以取消正在进行的游
戏会话放置请求

Write      

 StopMatch 
making

授予权限以取消正在进行的对
战匹配或对战回填请求

Write      

 SuspendGa 
meServerG 
roup

授予权限以暂时停止游戏服务
器组的 FleetIQ 活动

写入 gameServe 
rGroup*

   

alias    

build    

container 
Fleet

   

container 
GroupDefi 
nition

   

fleet    

 TagResour 
ce

授予标记 GameLift 资源的权限 标记

gameServe 
rGroup
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https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StartMatchmaking.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StartMatchmaking.html
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StopFleetActions.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StopFleetActions.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StopGameSessionPlacement.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StopGameSessionPlacement.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StopGameSessionPlacement.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StopMatchmaking.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_StopMatchmaking.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_SuspendGameServerGroup.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_SuspendGameServerGroup.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_SuspendGameServerGroup.html
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameServerGroup
#amazongameliftservers-alias
#amazongameliftservers-build
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
#amazongameliftservers-containerGroupDefinition
#amazongameliftservers-containerGroupDefinition
#amazongameliftservers-containerGroupDefinition
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_TagResource.html
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameServerGroup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

gameSessi 
onQueue

   

location    

matchmaki 
ngConfigu 
ration

   

matchmaki 
ngRuleSet

   

script    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Terminate 
GameSessi 
on

授予关闭现有游戏会话的权限 写入      

alias    

build    

container 
Fleet

   

 UntagReso 
urce

授予取消标记资源的 GameLift 
权限

标记

container 
GroupDefi 
nition
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#amazongameliftservers-gameSessionQueue
#amazongameliftservers-gameSessionQueue
#amazongameliftservers-location
#amazongameliftservers-matchmakingConfiguration
#amazongameliftservers-matchmakingConfiguration
#amazongameliftservers-matchmakingConfiguration
#amazongameliftservers-matchmakingRuleSet
#amazongameliftservers-matchmakingRuleSet
#amazongameliftservers-matchmakingRuleSet
#amazongameliftservers-script
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_RequestTag___TagKey_
#amazongameliftservers-aws_TagKeys
#amazongameliftservers-aws_TagKeys
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_TerminateGameSession.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_TerminateGameSession.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_TerminateGameSession.html
#amazongameliftservers-alias
#amazongameliftservers-build
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UntagResource.html
#amazongameliftservers-containerGroupDefinition
#amazongameliftservers-containerGroupDefinition
#amazongameliftservers-containerGroupDefinition
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

fleet    

gameServe 
rGroup

   

gameSessi 
onQueue

   

location    

matchmaki 
ngConfigu 
ration

   

matchmaki 
ngRuleSet

   

script    

  aws:TagKe 
ys

 

 UpdateAlias 授予权限以更新现有别名的属
性

Write alias*    

 UpdateBuild 授予权限以更新现有生成包的
元数据

写入 build*    

 UpdateCon 
tainerFleet

授予更新现有集装箱舰队的权
限

写入 container 
Fleet*
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#amazongameliftservers-fleet
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameSessionQueue
#amazongameliftservers-gameSessionQueue
#amazongameliftservers-location
#amazongameliftservers-matchmakingConfiguration
#amazongameliftservers-matchmakingConfiguration
#amazongameliftservers-matchmakingConfiguration
#amazongameliftservers-matchmakingRuleSet
#amazongameliftservers-matchmakingRuleSet
#amazongameliftservers-matchmakingRuleSet
#amazongameliftservers-script
#amazongameliftservers-aws_TagKeys
#amazongameliftservers-aws_TagKeys
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateAlias.html
#amazongameliftservers-alias
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateBuild.html
#amazongameliftservers-build
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateContainerFleet.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateContainerFleet.html
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCon 
tainerGro 
upDefinition

授予更新现有容器组定义属性
的权限

写入 container 
GroupDefi 
nition*

  ecr:Batch 
GetImage

ecr:Descr 
ibeImages

ecr:GetAu 
thorizati 
onToken

ecr:GetDo 
wnloadUrl 
ForLayer

 UpdateFle 
etAttributes

授予权限以更新现有队组的常
规属性

写入 fleet*    

container 
Fleet

    UpdateFle 
etCapacity

授予调整托管队列容量设置的
权限

写入

fleet    

 UpdateFle 
etPortSet 
tings

授予权限以调整队组的端口设
置

Write fleet*    

 UpdateGam 
eServer

授予权限以更改游戏服务器属
性、运行状况或利用率状态

Write gameServe 
rGroup*

   

 UpdateGam 
eServerGr 
oup

授予权限以更新游戏服务器组
的属性，包括允许的实例类型

Write gameServe 
rGroup*

  iam:PassR 
ole

 UpdateGam 
eSession

授予权限以更新现有游戏会话
的属性

Write      
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https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateContainerGroupDefinition.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateContainerGroupDefinition.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateContainerGroupDefinition.html
#amazongameliftservers-containerGroupDefinition
#amazongameliftservers-containerGroupDefinition
#amazongameliftservers-containerGroupDefinition
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateFleetAttributes.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateFleetAttributes.html
#amazongameliftservers-fleet
#amazongameliftservers-containerFleet
#amazongameliftservers-containerFleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateFleetCapacity.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateFleetCapacity.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateFleetPortSettings.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateFleetPortSettings.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateFleetPortSettings.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateGameServer.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateGameServer.html
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameServerGroup
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateGameServerGroup.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateGameServerGroup.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateGameServerGroup.html
#amazongameliftservers-gameServerGroup
#amazongameliftservers-gameServerGroup
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateGameSession.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateGameSession.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateGam 
eSessionQ 
ueue

授予权限以更新现有游戏会话
队列的属性

写入 gameSessi 
onQueue*

   

 UpdateMat 
chmakingC 
onfiguration

授予更新现有 FlexMatch 配对
配置属性的权限

写入 matchmaki 
ngConfigu 
ration*

   

 UpdateRun 
timeConfi 
guration

授予权限以更新如何在现有队
组的实例上配置服务器进程

Write fleet*    

 UpdateScript 授予权限以更新现有 Realtime 
Servers 脚本的元数据和内容

写入 script*   iam:PassR 
ole

s3:GetObj 
ect

 ValidateM 
atchmakin 
gRuleSet

授予验证 FlexMatch 配对规则
集语法的权限

读取      

由 Amazon GameLift 服务器定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 alias arn:${Partition}:gamelift:${Region}: 
:alias/${AliasId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateGameSessionQueue.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateGameSessionQueue.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateGameSessionQueue.html
#amazongameliftservers-gameSessionQueue
#amazongameliftservers-gameSessionQueue
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateMatchmakingConfiguration.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateMatchmakingConfiguration.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateMatchmakingConfiguration.html
#amazongameliftservers-matchmakingConfiguration
#amazongameliftservers-matchmakingConfiguration
#amazongameliftservers-matchmakingConfiguration
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateRuntimeConfiguration.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateRuntimeConfiguration.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateRuntimeConfiguration.html
#amazongameliftservers-fleet
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_UpdateScript.html
#amazongameliftservers-script
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ValidateMatchmakingRuleSet.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ValidateMatchmakingRuleSet.html
https://docs.aws.amazon.com/gameliftservers/latest/apireference/API_ValidateMatchmakingRuleSet.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/gameliftservers/latest/developerguide/gamelift-console-aliases.html
#amazongameliftservers-aws_ResourceTag___TagKey_
#amazongameliftservers-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 build arn:${Partition}:gamelift:${Region}: 
${Account}:build/${BuildId}

aws:ResourceTag/${ 
TagKey}

 container 
GroupDefi 
nition

arn:${Partition}:gamelift:${Region}: 
${Account}:containergroupdefinition/ 
${Name}

aws:ResourceTag/${ 
TagKey}

 container 
Fleet

arn:${Partition}:gamelift:${Region}: 
${Account}:containerfleet/${FleetId}

aws:ResourceTag/${ 
TagKey}

 fleet arn:${Partition}:gamelift:${Region}: 
${Account}:fleet/${FleetId}

aws:ResourceTag/${ 
TagKey}

 gameServe 
rGroup

arn:${Partition}:gamelift:${Region}: 
${Account}:gameservergroup/${GameSer 
verGroupName}

aws:ResourceTag/${ 
TagKey}

 gameSessi 
onQueue

arn:${Partition}:gamelift:${Region}: 
${Account}:gamesessionqueue/${GameSe 
ssionQueueName}

aws:ResourceTag/${ 
TagKey}

 location arn:${Partition}:gamelift:${Region}: 
${Account}:location/${LocationId}

aws:ResourceTag/${ 
TagKey}

 matchmaki 
ngConfigu 
ration

arn:${Partition}:gamelift:${Region}: 
${Account}:matchmakingconfiguration/ 
${MatchmakingConfigurationName}

aws:ResourceTag/${ 
TagKey}

 matchmaki 
ngRuleSet

arn:${Partition}:gamelift:${Region}: 
${Account}:matchmakingruleset/${Matc 
hmakingRuleSetName}

aws:ResourceTag/${ 
TagKey}

 script arn:${Partition}:gamelift:${Region}: 
${Account}:script/${ScriptId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/gameliftservers/latest/developerguide/gamelift-console-builds.html
#amazongameliftservers-aws_ResourceTag___TagKey_
#amazongameliftservers-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/gameliftservers/latest/developerguide/containers-intro.html
https://docs.aws.amazon.com/gameliftservers/latest/developerguide/containers-intro.html
https://docs.aws.amazon.com/gameliftservers/latest/developerguide/containers-intro.html
#amazongameliftservers-aws_ResourceTag___TagKey_
#amazongameliftservers-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/gameliftservers/latest/developerguide/containers-intro.html
https://docs.aws.amazon.com/gameliftservers/latest/developerguide/containers-intro.html
#amazongameliftservers-aws_ResourceTag___TagKey_
#amazongameliftservers-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/gameliftservers/latest/developerguide/gamelift-console-fleets.html
#amazongameliftservers-aws_ResourceTag___TagKey_
#amazongameliftservers-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/gameliftservers/latest/fleetiqguide/gsg-integrate-gameservergroup.html
https://docs.aws.amazon.com/gameliftservers/latest/fleetiqguide/gsg-integrate-gameservergroup.html
#amazongameliftservers-aws_ResourceTag___TagKey_
#amazongameliftservers-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/gameliftservers/latest/developerguide/queues-console.html
https://docs.aws.amazon.com/gameliftservers/latest/developerguide/queues-console.html
#amazongameliftservers-aws_ResourceTag___TagKey_
#amazongameliftservers-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/gameliftservers/latest/developerguide/fleets-creating-anywhere.html#fleet-anywhere-location
#amazongameliftservers-aws_ResourceTag___TagKey_
#amazongameliftservers-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/gameliftservers/latest/flexmatchguide/match-create-configuration.html
https://docs.aws.amazon.com/gameliftservers/latest/flexmatchguide/match-create-configuration.html
https://docs.aws.amazon.com/gameliftservers/latest/flexmatchguide/match-create-configuration.html
#amazongameliftservers-aws_ResourceTag___TagKey_
#amazongameliftservers-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/gameliftservers/latest/flexmatchguide/match-rulesets.html
https://docs.aws.amazon.com/gameliftservers/latest/flexmatchguide/match-rulesets.html
#amazongameliftservers-aws_ResourceTag___TagKey_
#amazongameliftservers-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/gameliftservers/latest/developerguide/gamelift-console-scripts.html
#amazongameliftservers-aws_ResourceTag___TagKey_
#amazongameliftservers-aws_ResourceTag___TagKey_
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Amazon GameLift 服务器的条件密钥

Amazon GameLift Servers 定义了以下条件密钥，这些条件键可用于 IAM 策略的Condition元素中。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon GameLift Streams 的操作、资源和条件密钥

Amazon GameLift Streams（服务前缀:gameliftstreams）提供以下特定于服务的资源、操作和条
件上下文密钥以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon GameLift Streams 定义的操作

• 由 Amazon GameLift Streams 定义的资源类型

• Amazon GameLift Streams 的条件密钥
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/gameliftstreams/latest/developerguide/
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/
https://docs.aws.amazon.com/gameliftstreams/latest/developerguide/security_iam_service-with-iam.html
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Amazon GameLift Streams 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddStream 
GroupLoca 
tions

授予连接 StreamGroup 远程位
置的权限

写入 stream 
group*

  ec2:Descr 
ibeRegion 
s

 Associate 
Applications

授予将应用程序关联到的权限 
StreamGroup

写入 applicati 
on*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_AddStreamGroupLocations.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_AddStreamGroupLocations.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_AddStreamGroupLocations.html
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_AssociateApplications.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_AssociateApplications.html
#amazongameliftstreams-application
#amazongameliftstreams-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

stream 
group*

   

 CreateApp 
lication

授予创建应用程序的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

gamelifts 
treams:Ta 
gResource

s3:GetObj 
ect

s3:ListBu 
cket

 CreateStr 
eamGroup

授予创建 StreamGroup 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

gamelifts 
treams:Ta 
gResource

 CreateStr 
eamSessio 
nConnection

授予创建直播会话连接的权限 写入 stream 
group*

   

 DeleteApp 
lication

授予删除应用程序的权限 写入 applicati 
on*

   

 DeleteStr 
eamGroup

授予删除权限 StreamGroup 写入 stream 
group*

   

applicati 
on*

    Disassoci 
ateApplic 
ations

授予取消应用程序与 a 关联的
权限 StreamGroup

写入

stream 
group*
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#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_CreateApplication.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_CreateApplication.html
#amazongameliftstreams-aws_RequestTag___TagKey_
#amazongameliftstreams-aws_RequestTag___TagKey_
#amazongameliftstreams-aws_RequestTag___TagKey_
#amazongameliftstreams-aws_TagKeys
#amazongameliftstreams-aws_TagKeys
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_CreateStreamGroup.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_CreateStreamGroup.html
#amazongameliftstreams-aws_RequestTag___TagKey_
#amazongameliftstreams-aws_RequestTag___TagKey_
#amazongameliftstreams-aws_RequestTag___TagKey_
#amazongameliftstreams-aws_TagKeys
#amazongameliftstreams-aws_TagKeys
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_CreateStreamSessionConnection.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_CreateStreamSessionConnection.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_CreateStreamSessionConnection.html
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_DeleteApplication.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_DeleteApplication.html
#amazongameliftstreams-application
#amazongameliftstreams-application
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_DeleteStreamGroup.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_DeleteStreamGroup.html
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
#amazongameliftstreams-application
#amazongameliftstreams-application
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_DisassociateApplications.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_DisassociateApplications.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_DisassociateApplications.html
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ExportStr 
eamSessio 
nFiles

授予导出应用程序生成的直播
会话文件的权限

写入 stream 
group*

  s3:PutObj 
ect

 GetApplic 
ation

授予权限以获取应用程序 读取 applicati 
on*

   

 GetStream 
Group

授予获取 “权限” StreamGroup 读取 stream 
group*

   

 GetStream 
Session

授予获取直播会话的权限 读取 stream 
group*

   

 ListAppli 
cations

授予列出应用程序的权限 列表      

 ListStrea 
mGroups

授予上架权限 StreamGroups 列表      

 ListStrea 
mSessions

授予列出直播会话的权限 读取 stream 
group*

   

 ListStrea 
mSessions 
ByAccount

授予列出直播会话的权限 读取      

applicati 
on

    ListTagsF 
orResource

授予权限以列出资源的标签 读取

stream 
group

   

 RemoveStr 
eamGroupL 
ocations

授予分离 StreamGroup 远程位
置的权限

写入 stream 
group*
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https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ExportStreamSessionFiles.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ExportStreamSessionFiles.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ExportStreamSessionFiles.html
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_GetApplication.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_GetApplication.html
#amazongameliftstreams-application
#amazongameliftstreams-application
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_GetStreamGroup.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_GetStreamGroup.html
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_GetStreamSession.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_GetStreamSession.html
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ListApplications.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ListApplications.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ListStreamGroups.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ListStreamGroups.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ListStreamSessions.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ListStreamSessions.html
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ListStreamSessionsByAccount.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ListStreamSessionsByAccount.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ListStreamSessionsByAccount.html
#amazongameliftstreams-application
#amazongameliftstreams-application
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_ListTagsForResource.html
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_RemoveStreamGroupLocations.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_RemoveStreamGroupLocations.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_RemoveStreamGroupLocations.html
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartStre 
amSession

授予创建直播会话的权限 写入 stream 
group*

   

applicati 
on

   

stream 
group

   

 TagResour 
ce

授予权限以标记资源 标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Terminate 
StreamSes 
sion

授予终止直播会话的权限 写入 stream 
group*

   

applicati 
on

   

stream 
group

   

 UntagReso 
urce

授予权限以取消标记资源 Tagging

  aws:TagKe 
ys

 

 UpdateApp 
lication

授予更新应用程序的权限 写入 applicati 
on*

   

 UpdateStr 
eamGroup

授予更新权限 StreamGroup 写入 stream 
group*

   

Amazon GameLift 直播 2032

https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_StartStreamSession.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_StartStreamSession.html
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
#amazongameliftstreams-application
#amazongameliftstreams-application
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_TagResource.html
#amazongameliftstreams-aws_RequestTag___TagKey_
#amazongameliftstreams-aws_RequestTag___TagKey_
#amazongameliftstreams-aws_RequestTag___TagKey_
#amazongameliftstreams-aws_TagKeys
#amazongameliftstreams-aws_TagKeys
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_TerminateStreamSession.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_TerminateStreamSession.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_TerminateStreamSession.html
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
#amazongameliftstreams-application
#amazongameliftstreams-application
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_UntagResource.html
#amazongameliftstreams-aws_TagKeys
#amazongameliftstreams-aws_TagKeys
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_UpdateApplication.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_UpdateApplication.html
#amazongameliftstreams-application
#amazongameliftstreams-application
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_UpdateStreamGroup.html
https://docs.aws.amazon.com/gameliftstreams/latest/apireference/API_UpdateStreamGroup.html
#amazongameliftstreams-streamgroup
#amazongameliftstreams-streamgroup
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由 Amazon GameLift Streams 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 application arn:${Partition}:gameliftstreams:${R 
egion}:${Account}:application/${Appl 
icationId}

aws:ResourceTag/${ 
TagKey}

 stream group arn:${Partition}:gameliftstreams:${R 
egion}:${Account}:streamgroup/${Stre 
amGroupId}

aws:ResourceTag/${ 
TagKey}

Amazon GameLift Streams 的条件密钥

Amazon GameLift Streams 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您
可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/gameliftstreams/latest/developerguide/applications.html
#amazongameliftstreams-aws_ResourceTag___TagKey_
#amazongameliftstreams-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/gameliftstreams/latest/developerguide/stream-groups.html
#amazongameliftstreams-aws_ResourceTag___TagKey_
#amazongameliftstreams-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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AWS Global Accelerator 的操作、资源和条件键

AWS Global Accelerator（服务前缀:globalaccelerator）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Global Accelerator 定义的操作

• AWS Global Accelerator 定义的资源类型

• AWS Global Accelerator 的条件键

AWS Global Accelerator 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/Welcome.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/auth-and-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddCustom 
RoutingEn 
dpoints

授予将 Virtual Private Cloud 
(VPC) 子网终端节点添加到自
定义路由加速器终端节点组的
权限

写入 endpointg 
roup*

   

 AddEndpoi 
nts

授予将端点添加到标准加速器
端点组的权限

写入 endpointg 
roup*

  globalacc 
elerator: 
UpdateEnd 
pointGrou 
p

 Advertise 
ByoipCidr

授予通过自带自己的 IP IPv4 
地址 (BYOIP) 来公布已配置用
于加速器的地址范围的权限

写入      

 AllowCust 
omRouting 
Traffic

授予允许将用户流量自定义路
由到特定 VPC 子网中的私有目
标 IP:PORT 的权限

写入 endpointg 
roup*

   

 CreateAcc 
elerator

授予创建标准加速器的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/global-accelerator/latest/api/API_AddCustomRoutingEndpoints.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_AddCustomRoutingEndpoints.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_AddCustomRoutingEndpoints.html
#awsglobalaccelerator-endpointgroup
#awsglobalaccelerator-endpointgroup
https://docs.aws.amazon.com/global-accelerator/latest/api/API_AddEndpoints.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_AddEndpoints.html
#awsglobalaccelerator-endpointgroup
#awsglobalaccelerator-endpointgroup
https://docs.aws.amazon.com/global-accelerator/latest/api/API_AdvertiseByoipCidr.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_AdvertiseByoipCidr.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_AllowCustomRoutingTraffic.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_AllowCustomRoutingTraffic.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_AllowCustomRoutingTraffic.html
#awsglobalaccelerator-endpointgroup
#awsglobalaccelerator-endpointgroup
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateAccelerator.html
#awsglobalaccelerator-aws_RequestTag___TagKey_
#awsglobalaccelerator-aws_RequestTag___TagKey_
#awsglobalaccelerator-aws_RequestTag___TagKey_
#awsglobalaccelerator-aws_TagKeys
#awsglobalaccelerator-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCro 
ssAccount 
Attachment

授予创建 CrossAccountAttach 
ment

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCus 
tomRoutin 
gAccelerator

授予创建自定义路由加速器的
权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCus 
tomRoutin 
gEndpoint 
Group

授予为自定义路由加速器的指
定侦听器创建终端节点组的权
限

写入 listener*    

 CreateCus 
tomRoutin 
gListener

授予创建侦听器（处理从客户
端到自定义路由加速器的入站
连接）的权限

写入 accelerat 
or*

   

 CreateEnd 
pointGroup

授予将终端节点组添加到标准
加速器侦听器的权限

写入 listener*    

 CreateLis 
tener

授予将侦听器添加到标准加速
器的权限

写入 accelerat 
or*

   

 DeleteAcc 
elerator

授予删除标准加速器的权限 写入 accelerat 
or*

   

 DeleteCro 
ssAccount 
Attachment

授予删除权限 CrossAcco 
untAttachment

写入 attachmen 
t*
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCrossAccountAttachment.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCrossAccountAttachment.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCrossAccountAttachment.html
#awsglobalaccelerator-aws_RequestTag___TagKey_
#awsglobalaccelerator-aws_RequestTag___TagKey_
#awsglobalaccelerator-aws_RequestTag___TagKey_
#awsglobalaccelerator-aws_TagKeys
#awsglobalaccelerator-aws_TagKeys
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingAccelerator.html
#awsglobalaccelerator-aws_RequestTag___TagKey_
#awsglobalaccelerator-aws_RequestTag___TagKey_
#awsglobalaccelerator-aws_RequestTag___TagKey_
#awsglobalaccelerator-aws_TagKeys
#awsglobalaccelerator-aws_TagKeys
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingEndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingEndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingEndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingEndpointGroup.html
#awsglobalaccelerator-listener
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingListener.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingListener.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingListener.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateEndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateEndpointGroup.html
#awsglobalaccelerator-listener
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateListener.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateListener.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteAccelerator.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCrossAccountAttachment.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCrossAccountAttachment.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCrossAccountAttachment.html
#awsglobalaccelerator-attachment
#awsglobalaccelerator-attachment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteCus 
tomRoutin 
gAccelerator

授予删除自定义路由加速器的
权限

写入 accelerat 
or*

   

 DeleteCus 
tomRoutin 
gEndpoint 
Group

授予从自定义路由加速器侦听
器中删除终端节点组的权限

写入 endpointg 
roup*

   

 DeleteCus 
tomRoutin 
gListener

授予删除自定义路由加速器侦
听器的权限

写入 listener*    

 DeleteEnd 
pointGroup

授予删除与标准加速器侦听器
关联的终端节点组的权限

写入 endpointg 
roup*

   

 DeleteLis 
tener

授予从标准加速器中删除侦听
器的权限

写入 listener*    

 DenyCusto 
mRoutingT 
raffic

授予禁止将用户流量自定义路
由到特定 VPC 子网中的私有目
标 IP:PORT 的权限

写入 endpointg 
roup*

   

 Deprovisi 
onByoipCidr

授予释放通过自带 IP 地址
（BYOIP）预置用于加速器的
指定地址范围的权限

写入      

 DescribeA 
ccelerator

授予描述标准加速器的权限 读取 accelerat 
or*

   

 DescribeA 
ccelerato 
rAttributes

授予描述标准加速器属性的权
限

读取 accelerat 
or*
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCustomRoutingAccelerator.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCustomRoutingEndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCustomRoutingEndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCustomRoutingEndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCustomRoutingEndpointGroup.html
#awsglobalaccelerator-endpointgroup
#awsglobalaccelerator-endpointgroup
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCustomRoutingListener.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCustomRoutingListener.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCustomRoutingListener.html
#awsglobalaccelerator-listener
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteEndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteEndpointGroup.html
#awsglobalaccelerator-endpointgroup
#awsglobalaccelerator-endpointgroup
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteListener.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteListener.html
#awsglobalaccelerator-listener
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DenyCustomRoutingTraffic.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DenyCustomRoutingTraffic.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DenyCustomRoutingTraffic.html
#awsglobalaccelerator-endpointgroup
#awsglobalaccelerator-endpointgroup
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeprovisionByoipCidr.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeprovisionByoipCidr.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeAccelerator.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeAcceleratorAttributes.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeAcceleratorAttributes.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeAcceleratorAttributes.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeC 
rossAccou 
ntAttachment

授予描述的权限 CrossAcco 
untAttachment

读取 attachmen 
t*

   

 DescribeC 
ustomRout 
ingAccele 
rator

授予描述自定义路由加速器的
权限

读取 accelerat 
or*

   

 DescribeC 
ustomRout 
ingAccele 
ratorAttr 
ibutes

授予描述自定义路由加速器属
性的权限

读取 accelerat 
or*

   

 DescribeC 
ustomRout 
ingEndpoi 
ntGroup

授予描述自定义路由加速器的
终端节点组的权限

读取 endpointg 
roup*

   

 DescribeC 
ustomRout 
ingListener

授予描述自定义路由加速器的
侦听器的权限

读取 listener*    

 DescribeE 
ndpointGroup

授予描述标准加速器终端节点
组的权限

读取 endpointg 
roup*

   

 DescribeL 
istener

授予描述标准加速器侦听器的
权限

读取 listener*    

 ListAccel 
erators

授予列出所有标准加速器的权
限

列表      

 ListByoip 
Cidrs

授予列出 BYOIP cidrs 的权限 列表      
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCrossAccountAttachment.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCrossAccountAttachment.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCrossAccountAttachment.html
#awsglobalaccelerator-attachment
#awsglobalaccelerator-attachment
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingAccelerator.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingAcceleratorAttributes.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingAcceleratorAttributes.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingAcceleratorAttributes.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingAcceleratorAttributes.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingAcceleratorAttributes.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingEndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingEndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingEndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingEndpointGroup.html
#awsglobalaccelerator-endpointgroup
#awsglobalaccelerator-endpointgroup
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingListener.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingListener.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingListener.html
#awsglobalaccelerator-listener
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeEndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeEndpointGroup.html
#awsglobalaccelerator-endpointgroup
#awsglobalaccelerator-endpointgroup
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeListener.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeListener.html
#awsglobalaccelerator-listener
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListAccelerators.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListAccelerators.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListByoipCidrs.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListByoipCidrs.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListCross 
AccountAt 
tachments

授予列出所有内容的权限 
CrossAccountAttachments

列表      

 ListCross 
AccountRe 
sourceAcc 
ounts

授予列出以 CrossAcco 
untAttachments 列表来电者为
委托人的账户的权限

列表      

 ListCross 
AccountRe 
sources

授予列出调用者可用的所有 
CrossAccountAttachment 资源
的权限

列表      

 ListCusto 
mRoutingA 
ccelerators

授予列出自定义路由加速器的
权限 AWS 账户

列表      

 ListCusto 
mRoutingE 
ndpointGr 
oups

授予列出与自定义路由加速器
的侦听器关联的终端节点组的
权限

列表 listener*    

 ListCusto 
mRoutingL 
isteners

授予列出自定义路由加速器的
侦听器的权限

列表 accelerat 
or*

   

 ListCusto 
mRoutingP 
ortMappings

授予列出自定义路由加速器的
端口映射的权限

列表 accelerat 
or*
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCrossAccountAttachments.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCrossAccountAttachments.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCrossAccountAttachments.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCrossAccountResourceAccounts.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCrossAccountResourceAccounts.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCrossAccountResourceAccounts.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCrossAccountResourceAccounts.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCrossAccountResources.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCrossAccountResources.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCrossAccountResources.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingAccelerators.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingAccelerators.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingAccelerators.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingEndpointGroups.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingEndpointGroups.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingEndpointGroups.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingEndpointGroups.html
#awsglobalaccelerator-listener
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingListeners.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingListeners.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingListeners.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingPortMappings.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingPortMappings.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingPortMappings.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListCusto 
mRoutingP 
ortMappin 
gsByDesti 
nation

授予列出子网中特定终端节点 
IP 地址（目标地址）的端口映
射的权限

列表      

 ListEndpo 
intGroups

授予列出与标准加速器侦听器
关联的所有终端节点组的权限

列表 listener*    

 ListListeners 授予列出与标准加速器关联的
所有侦听器的权限

列表 accelerat 
or*

   

accelerat 
or

    ListTagsF 
orResource

授予列出 globalaccelerator 资
源标签的权限

读取

attachmen 
t

   

 Provision 
ByoipCidr

授予通过自带 IP 地址
（BYOIP）预置地址范围以供
加速器使用的权限

写入      

 RemoveCus 
tomRoutin 
gEndpoints

授予从自定义路由加速器终端
节点组中删除 Virtual Private 
Cloud (VPC) 子网终端节点的
权限

写入 endpointg 
roup*

   

 RemoveEnd 
points

授予将端点从标准加速器端点
组中删除的权限

写入 endpointg 
roup*

  globalacc 
elerator: 
UpdateEnd 
pointGrou 
p

 TagResour 
ce

授予向 globalaccelerator 资源
添加标签的权限

标记 accelerat 
or
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingPortMappingsByDestination.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingPortMappingsByDestination.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingPortMappingsByDestination.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingPortMappingsByDestination.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingPortMappingsByDestination.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListEndpointGroups.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListEndpointGroups.html
#awsglobalaccelerator-listener
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListListeners.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListTagsForResource.html
#awsglobalaccelerator-attachment
#awsglobalaccelerator-attachment
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ProvisionByoipCidr.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ProvisionByoipCidr.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_RemoveCustomRoutingEndpoints.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_RemoveCustomRoutingEndpoints.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_RemoveCustomRoutingEndpoints.html
#awsglobalaccelerator-endpointgroup
#awsglobalaccelerator-endpointgroup
https://docs.aws.amazon.com/global-accelerator/latest/api/API_RemoveEndpoints.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_RemoveEndpoints.html
#awsglobalaccelerator-endpointgroup
#awsglobalaccelerator-endpointgroup
https://docs.aws.amazon.com/global-accelerator/latest/api/API_TagResource.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_TagResource.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

attachmen 
t

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

accelerat 
or

   

attachmen 
t

   

 UntagReso 
urce

授予权限以从 globalacc 
elerator 资源中删除标签

标记

  aws:TagKe 
ys

 

 UpdateAcc 
elerator

授予更新标准加速器的权限 写入 accelerat 
or*

   

 UpdateAcc 
eleratorA 
ttributes

授予更新标准加速器属性的权
限

写入 accelerat 
or*

   

 UpdateCro 
ssAccount 
Attachment

授予更新权限 CrossAcco 
untAttachment

写入 attachmen 
t*

   

 UpdateCus 
tomRoutin 
gAccelerator

授予更新自定义路由加速器的
权限

写入 accelerat 
or*
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#awsglobalaccelerator-attachment
#awsglobalaccelerator-attachment
#awsglobalaccelerator-aws_RequestTag___TagKey_
#awsglobalaccelerator-aws_RequestTag___TagKey_
#awsglobalaccelerator-aws_RequestTag___TagKey_
#awsglobalaccelerator-aws_TagKeys
#awsglobalaccelerator-aws_TagKeys
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-attachment
#awsglobalaccelerator-attachment
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UntagResource.html
#awsglobalaccelerator-aws_TagKeys
#awsglobalaccelerator-aws_TagKeys
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateAccelerator.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateAcceleratorAttributes.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateAcceleratorAttributes.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateAcceleratorAttributes.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCrossAccountAttachment.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCrossAccountAttachment.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCrossAccountAttachment.html
#awsglobalaccelerator-attachment
#awsglobalaccelerator-attachment
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCustomRoutingAccelerator.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCus 
tomRoutin 
gAccelera 
torAttributes

授予更新自定义路由加速器属
性的权限

写入 accelerat 
or*

   

 UpdateCus 
tomRoutin 
gListener

授予更新自定义路由加速器的
侦听器的权限

写入 listener*    

 UpdateEnd 
pointGroup

授予在标准加速器侦听器上更
新终端节点组的权限

写入 endpointg 
roup*

   

 UpdateLis 
tener

授予在标准加速器上更新侦听
器的权限

写入 listener*    

 WithdrawB 
yoipCidr

授予停止宣传 BYOIP 地址 
IPv4 的权限

写入      

AWS Global Accelerator 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 accelerator arn:${Partition}:globalaccelerator:: 
${Account}:accelerator/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 listener arn:${Partition}:globalaccelerator:: 
${Account}:accelerator/${ResourceId} 
/listener/${ListenerId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCustomRoutingAcceleratorAttributes.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCustomRoutingAcceleratorAttributes.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCustomRoutingAcceleratorAttributes.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCustomRoutingAcceleratorAttributes.html
#awsglobalaccelerator-accelerator
#awsglobalaccelerator-accelerator
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCustomRoutingListener.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCustomRoutingListener.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCustomRoutingListener.html
#awsglobalaccelerator-listener
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateEndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateEndpointGroup.html
#awsglobalaccelerator-endpointgroup
#awsglobalaccelerator-endpointgroup
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateListener.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateListener.html
#awsglobalaccelerator-listener
https://docs.aws.amazon.com/global-accelerator/latest/api/API_WithdrawByoipCidr.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_WithdrawByoipCidr.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/global-accelerator/latest/api/API_Accelerator.html
#awsglobalaccelerator-aws_ResourceTag___TagKey_
#awsglobalaccelerator-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/global-accelerator/latest/api/API_Listener.html
#awsglobalaccelerator-aws_ResourceTag___TagKey_
#awsglobalaccelerator-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 endpointg 
roup

arn:${Partition}:globalaccelerator:: 
${Account}:accelerator/${ResourceId} 
/listener/${ListenerId}/endpoint-gro 
up/${EndpointGroupId}

aws:ResourceTag/${ 
TagKey}

 attachment arn:${Partition}:globalaccelerator:: 
${Account}:attachment/${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS Global Accelerator 的条件键

AWS Global Accelerator 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

AWS Glue 的操作、资源和条件键

AWS Glue（服务前缀:glue）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限策
略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_EndpointGroup.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_EndpointGroup.html
#awsglobalaccelerator-aws_ResourceTag___TagKey_
#awsglobalaccelerator-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CrossAccountAttachment.html
#awsglobalaccelerator-aws_ResourceTag___TagKey_
#awsglobalaccelerator-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/glue/latest/dg/
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api.html
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Glue 定义的操作

• AWS Glue 定义的资源类型

• AWS Glue 的条件键

AWS Glue 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/glue/latest/dg/authentication-and-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Authorize 
InboundIn 
tegration [仅
权限]

向 Glue 授予持续验证目标 Arn 
是否可以接收从源 ARN 复制的
数据的权限

写入 integrati 
on*

   

database*    

rootcatal 
og*

   

table*    

 BatchCrea 
tePartition

授予权限以创建一个或多个分
区

Write

catalog    

connectio 
n*

    BatchDele 
teConnection

授予权限以删除一个或多个连
接

Write

rootcatal 
og*

   

database*    

rootcatal 
og*

   

table*    

 BatchDele 
tePartition

授予权限以删除一个或多个分
区

Write

catalog    

database*    

rootcatal 
og*

   

 BatchDele 
teTable

授予权限以删除一个或多个表 Write

table*    
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aws-glue-api-integrations.html
aws-glue-api-integrations.html
aws-glue-api-integrations.html
#awsglue-integration
#awsglue-integration
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-BatchCreatePartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-BatchCreatePartition
#awsglue-catalog
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-BatchDeleteConnection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-BatchDeleteConnection
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-BatchDeletePartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-BatchDeletePartition
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-BatchDeleteTable
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-BatchDeleteTable
#awsglue-table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

catalog    

database*    

rootcatal 
og*

   

table*    

 BatchDele 
teTableVe 
rsion

授予权限以删除表的一个或多
个版本

写入

catalog    

 BatchGetB 
lueprints

授予权限以检索一个或多个蓝
图

读取 blueprint*    

 BatchGetC 
rawlers

授予权限以检索一个或多个爬
网程序

读取 crawler*    

 BatchGetC 
ustomEnti 
tyTypes

授予权限以检索一个或多个自
定义实体类型

读取      

 BatchGetD 
evEndpoints

授予权限以检索一个或多个开
发终端节点

Read devendpoi 
nt*

   

 BatchGetJ 
obs

授予权限以检索一个或多个作
业

Read job*    

database*    

rootcatal 
og*

   

table*    

 BatchGetP 
artition

授予权限以检索一个或多个分
区

读取

catalog    
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#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-DeleteTableVersion
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-DeleteTableVersion
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-DeleteTableVersion
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-BatchGetBlueprints
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-BatchGetBlueprints
#awsglue-blueprint
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-BatchGetCrawlers
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-BatchGetCrawlers
#awsglue-crawler
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-sensitive-data-api.html#aws-glue-api-sensitive-data-api-BatchGetCustomEntityTypes
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-sensitive-data-api.html#aws-glue-api-sensitive-data-api-BatchGetCustomEntityTypes
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-sensitive-data-api.html#aws-glue-api-sensitive-data-api-BatchGetCustomEntityTypes
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-BatchGetDevEndpoints
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-BatchGetDevEndpoints
#awsglue-devendpoint
#awsglue-devendpoint
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-BatchGetJobs
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-BatchGetJobs
#awsglue-job
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-BatchGetPartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-BatchGetPartition
#awsglue-catalog
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetS 
tageFiles

授予权限以批量获取 SparkUI 
的阶段文件

权限管理      

database*   glue:GetT 
able

rootcatal 
og*

   

 BatchGetT 
ableOptimizer

授予返回指定的表优化器配置
的权限

读取

table*    

 BatchGetT 
riggers

授予权限以检索一个或多个触
发器

Read trigger*    

 BatchGetW 
orkflows

授予权限以检索一个或多个工
作流程

Read workflow*    

 BatchStop 
JobRun

授予权限以停止作业的一个或
多个作业运行

写入 job*    

database*    

rootcatal 
og*

   

table*    

 BatchUpda 
tePartition

授予权限以更新一个或多个分
区

写入

catalog    

 CancelDat 
aQualityR 
uleRecomm 
endationRun

授予权限以停止正在运行的数
据质量规则建议运行

写入 dataQuali 
tyRuleset 
*

   

AWS Glue 2047

https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-table-optimizers.html#aws-glue-api-table-optimizers-BatchGetTableOptimizer
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-table-optimizers.html#aws-glue-api-table-optimizers-BatchGetTableOptimizer
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-trigger.html#aws-glue-api-jobs-trigger-BatchGetTriggers
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-trigger.html#aws-glue-api-jobs-trigger-BatchGetTriggers
#awsglue-trigger
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-BatchGetWorkflows
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-BatchGetWorkflows
#awsglue-workflow
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-runs.html#aws-glue-api-jobs-runs-BatchStopStartJobRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-runs.html#aws-glue-api-jobs-runs-BatchStopStartJobRun
#awsglue-job
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-BatchUpdatePartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-BatchUpdatePartition
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-CancelDataQualityRuleRecommendationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-CancelDataQualityRuleRecommendationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-CancelDataQualityRuleRecommendationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-CancelDataQualityRuleRecommendationRun
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelDat 
aQualityR 
ulesetEva 
luationRun

授予权限以停止正在运行的数
据质量规则集评估运行

写入 dataQuali 
tyRuleset 
*

   

 CancelMLT 
askRun

授予权限以停止正在运行的 ML 
任务运行

写入 mlTransfo 
rm*

   

 CancelSta 
tement

授予权限以取消交互式会话中
的语句

写入 session*    

 CheckSche 
maVersion 
Validity

授予检索架构版本有效性检查
的权限

读取      

blueprint*     CreateBlu 
eprint

授予权限以创建蓝图 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

catalog*     CreateCat 
alog

授予创建目录的权限 写入

rootcatal 
og*

   

 CreateCla 
ssifier

授予权限以创建分类器 写入      
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-CancelDataQualityRulesetEvaluationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-CancelDataQualityRulesetEvaluationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-CancelDataQualityRulesetEvaluationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-CancelDataQualityRulesetEvaluationRun
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-CancelMLTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-CancelMLTaskRun
#awsglue-mlTransform
#awsglue-mlTransform
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-interactive-sessions-CancelStatement
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-interactive-sessions-CancelStatement
#awsglue-session
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-CheckSchemaVersionValidity
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-CheckSchemaVersionValidity
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-CheckSchemaVersionValidity
#awsglue-blueprint
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-CreateBlueprint
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-CreateBlueprint
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog.html
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog.html
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-classifiers.html#aws-glue-api-crawler-classifiers-CreateClassifier
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-classifiers.html#aws-glue-api-crawler-classifiers-CreateClassifier
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

database*    

rootcatal 
og*

   

 CreateCol 
umnStatis 
ticsTaskS 
ettings

授予为列统计任务创建设置的
权限

写入

table*    

rootcatal 
og*

    CreateCon 
nection

授予权限以创建连接 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCra 
wler

授予权限以创建爬网程序 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCus 
tomEntity 
Type

授予权限以创建自定义实体类
型

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-CreateColumnStatisticsTaskSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-CreateColumnStatisticsTaskSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-CreateColumnStatisticsTaskSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-CreateColumnStatisticsTaskSettings
#awsglue-table
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-CreateConnection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-CreateConnection
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-CreateCrawler
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-CreateCrawler
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-sensitive-data-api.html#aws-glue-api-sensitive-data-api-CreateCustomEntityType
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-sensitive-data-api.html#aws-glue-api-sensitive-data-api-CreateCustomEntityType
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-sensitive-data-api.html#aws-glue-api-sensitive-data-api-CreateCustomEntityType
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDat 
aQualityR 
uleset

授予权限以创建数据质量规则
集

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

database*    

rootcatal 
og*

   

 CreateDat 
abase

授予权限以创建数据库 Write

catalog    

 CreateDev 
Endpoint

授予权限以创建开发终端节点 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateGlu 
eIdentity 
CenterCon 
figuration

授予将 Glue 与身份中心连接的
权限

写入      

 CreateInb 
oundInteg 
ration [仅权
限]

向源委托人授予权限，允许其
创建入站集成，以便将数据从
源复制到目标

写入      

AWS Glue 2050

https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-CreateDataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-CreateDataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-CreateDataQualityRuleset
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-databases.html#aws-glue-api-catalog-databases-CreateDatabase
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-databases.html#aws-glue-api-catalog-databases-CreateDatabase
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-CreateDevEndpoint
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-CreateDevEndpoint
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
aws-glue-api-integrations.html
aws-glue-api-integrations.html
aws-glue-api-integrations.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

catalog*   kms:Creat 
eGrant

kms:Descr 
ibeKey

connectio 
n*

   

database*    

integrati 
on*

   

 CreateInt 
egration

授予创建集成的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

catalog*    

connectio 
n*

   

 CreateInt 
egrationR 
esourcePr 
operty

授予创建集成资源属性的权限 写入

database*    

catalog*    

connectio 
n*

   

 CreateInt 
egrationT 
ablePrope 
rties

授予创建集成表属性的权限 写入

database*    

 CreateJob 授予权限以创建作业 Write job*    
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#awsglue-catalog
#awsglue-connection
#awsglue-connection
#awsglue-database
#awsglue-database
#awsglue-integration
#awsglue-integration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-CreateIntegration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-CreateIntegration
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
#awsglue-catalog
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-CreateIntegrationResourceProperty
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-CreateIntegrationResourceProperty
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-CreateIntegrationResourceProperty
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-CreateIntegrationResourceProperty
#awsglue-database
#awsglue-database
#awsglue-catalog
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-CreateIntegrationTableProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-CreateIntegrationTableProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-CreateIntegrationTableProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-CreateIntegrationTableProperties
#awsglue-database
#awsglue-database
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-CreateJob
#awsglue-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

glue:VpcI 
ds

glue:Subn 
etIds

glue:Secu 
rityGroup 
Ids

 

 CreateMLT 
ransform

授予权限以创建 ML 转换 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

database*    

rootcatal 
og*

   

table*    

 CreatePar 
tition

授予权限以创建分区 写入

catalog    

 CreatePar 
titionIndex

授予权限以在现有表中创建指
定的分区索引

写入 database*    

AWS Glue 2052

#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
#awsglue-glue_VpcIds
#awsglue-glue_VpcIds
#awsglue-glue_SubnetIds
#awsglue-glue_SubnetIds
#awsglue-glue_SecurityGroupIds
#awsglue-glue_SecurityGroupIds
#awsglue-glue_SecurityGroupIds
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-CreateMLTransform
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-CreateMLTransform
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-CreatePartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-CreatePartition
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-CreatePartitionIndex
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-CreatePartitionIndex
#awsglue-database
#awsglue-database


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rootcatal 
og*

   

table*    

catalog    

registry*     CreateReg 
istry

授予创建新架构注册表的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

registry*    

schema*    

 CreateSch 
ema

授予创建新架构容器的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateScript 授予权限以创建脚本 Write      

 CreateSec 
urityConf 
iguration

授予权限以创建安全配置 写入      

 CreateSes 
sion

授予创建交互式会话的权限 写入 session*    
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#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
#awsglue-catalog
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-CreateRegistry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-CreateRegistry
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
#awsglue-registry
#awsglue-schema
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-CreateSchema
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-CreateSchema
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-etl-script-generation.html#aws-glue-api-etl-script-generation-CreateScript
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-CreateSecurityConfiguration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-CreateSecurityConfiguration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-CreateSecurityConfiguration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-api-interactive-sessions-CreateSession
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-api-interactive-sessions-CreateSession
#awsglue-session


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

glue:VpcI 
ds

glue:Subn 
etIds

glue:Secu 
rityGroup 
Ids

 

database*    

rootcatal 
og*

   

table*    

 CreateTable 授予权限以创建表 写入

catalog    

database*   glue:GetT 
able

rootcatal 
og*

   

 CreateTab 
leOptimizer

授予对特定函数创建新表优化
器的权限。压缩是目前唯一支
持的优化器类型

写入

table*    

 CreateTri 
gger

授予权限以创建触发器 写入 trigger*    
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#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
#awsglue-glue_VpcIds
#awsglue-glue_VpcIds
#awsglue-glue_SubnetIds
#awsglue-glue_SubnetIds
#awsglue-glue_SecurityGroupIds
#awsglue-glue_SecurityGroupIds
#awsglue-glue_SecurityGroupIds
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-CreateTable
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-table-optimizers.html#aws-glue-api-table-optimizers-CreateTableOptimizer
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-table-optimizers.html#aws-glue-api-table-optimizers-CreateTableOptimizer
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-trigger.html#aws-glue-api-jobs-trigger-CreateTrigger
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-trigger.html#aws-glue-api-jobs-trigger-CreateTrigger
#awsglue-trigger


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

usageProf 
ile*

    CreateUsa 
geProfile

授予权限以创建使用情况配置
文件

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

database*    

rootcatal 
og*

   

 CreateUse 
rDefinedF 
unction

授予权限以创建函数定义 Write

catalog    

workflow*     CreateWor 
kflow

授予权限以创建工作流程 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteBlu 
eprint

授予权限以删除蓝图 写入 blueprint*    

AWS Glue 2055

#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
#awsglue-usageProfile
#awsglue-usageProfile
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-usage-profiles.html#aws-glue-api-usage-profiles-CreateUsageProfile
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-usage-profiles.html#aws-glue-api-usage-profiles-CreateUsageProfile
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-CreateUserDefinedFunction
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-CreateUserDefinedFunction
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-CreateUserDefinedFunction
#awsglue-catalog
#awsglue-workflow
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-CreateWorkflow
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-CreateWorkflow
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-DeleteBlueprint
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-DeleteBlueprint
#awsglue-blueprint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rootcatal 
og*

    DeleteCat 
alog

授予删除目录的权限 写入

catalog    

 DeleteCla 
ssifier

授予权限以删除分类器 写入      

database*    

rootcatal 
og*

   

table*    

 DeleteCol 
umnStatis 
ticsForPa 
rtition

授予权限以删除列的分区列统
计数据信息

写入

catalog    

database*    

rootcatal 
og*

   

table*    

 DeleteCol 
umnStatis 
ticsForTable

授予删除列的表统计信息的权
限

写入

catalog    

database*    

rootcatal 
og*

   

 DeleteCol 
umnStatis 
ticsTaskS 
ettings

授予删除列统计任务设置的权
限

写入

table*    

 DeleteCon 
nection

授予权限以删除连接 Write connectio 
n*
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#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog.html
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog.html
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-classifiers.html#aws-glue-api-crawler-classifiers-DeleteClassifier
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-classifiers.html#aws-glue-api-crawler-classifiers-DeleteClassifier
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-DeleteColumnStatisticsForPartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-DeleteColumnStatisticsForPartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-DeleteColumnStatisticsForPartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-DeleteColumnStatisticsForPartition
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-DeleteColumnStatisticsForTable
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-DeleteColumnStatisticsForTable
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-DeleteColumnStatisticsForTable
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-DeleteColumnStatisticsTaskSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-DeleteColumnStatisticsTaskSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-DeleteColumnStatisticsTaskSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-DeleteColumnStatisticsTaskSettings
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-DeleteConnection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-DeleteConnection
#awsglue-connection
#awsglue-connection


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rootcatal 
og*

   

 DeleteCra 
wler

授予权限以删除爬网程序 写入 crawler*    

 DeleteCus 
tomEntity 
Type

授予权限以删除自定义实体类
型

写入      

 DeleteDat 
aQualityR 
uleset

授予权限以删除数据质量规则
集

写入 dataQuali 
tyRuleset 
*

   

database*    

rootcatal 
og*

   

table*    

userdefin 
edfunctio 
n*

   

 DeleteDat 
abase

授予权限以删除数据库 Write

catalog    

 DeleteDev 
Endpoint

授予权限以删除开发终端节点 写入 devendpoi 
nt*

   

 DeleteGlu 
eIdentity 
CenterCon 
figuration

授予将 Glue 与身份中心断开连
接的权限

写入      
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#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-DeleteCrawler
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-DeleteCrawler
#awsglue-crawler
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-sensitive-data-api.html#aws-glue-api-sensitive-data-api-DeleteCustomEntityType
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-sensitive-data-api.html#aws-glue-api-sensitive-data-api-DeleteCustomEntityType
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-sensitive-data-api.html#aws-glue-api-sensitive-data-api-DeleteCustomEntityType
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-DeleteDataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-DeleteDataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-DeleteDataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
#awsglue-userdefinedfunction
#awsglue-userdefinedfunction
#awsglue-userdefinedfunction
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-databases.html#aws-glue-api-catalog-databases-DeleteDatabase
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-databases.html#aws-glue-api-catalog-databases-DeleteDatabase
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-DeleteDevEndpoint
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-DeleteDevEndpoint
#awsglue-devendpoint
#awsglue-devendpoint
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

integrati 
on*

    DeleteInt 
egration

授予删除集成的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

catalog*    

connectio 
n*

   

 DeleteInt 
egrationT 
ablePrope 
rties

授予删除集成表属性的权限 写入

database*    

 DeleteJob 授予权限以删除作业 Write job*    

 DeleteMLT 
ransform

授予权限以删除 ML 转换 Write mlTransfo 
rm*

   

database*    

rootcatal 
og*

   

table*    

 DeletePar 
tition

授予权限以删除分区 写入

catalog    

database*    

rootcatal 
og*

   

table*    

 DeletePar 
titionIndex

授予权限以从现有表中删除指
定的分区索引

写入

catalog    
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#awsglue-integration
#awsglue-integration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-DeleteIntegration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-DeleteIntegration
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
#awsglue-catalog
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-DeleteIntegrationTableProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-DeleteIntegrationTableProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-DeleteIntegrationTableProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-DeleteIntegrationTableProperties
#awsglue-database
#awsglue-database
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-DeleteJob
#awsglue-job
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-DeleteMLTransform
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-DeleteMLTransform
#awsglue-mlTransform
#awsglue-mlTransform
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-DeletePartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-DeletePartition
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-DeletePartitionIndex
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-DeletePartitionIndex
#awsglue-catalog


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteReg 
istry

授予删除架构注册表的权限 Write registry*    

 DeleteRes 
ourcePolicy

授予权限以删除资源策略 Permissio 
ns 
managemen 
t

rootcatal 
og*

   

registry*     DeleteSch 
ema

授予删除架构容器的权限 Write

schema*    

registry*     DeleteSch 
emaVersions

授予删除一系列架构版本的权
限

Write

schema*    

 DeleteSec 
urityConf 
iguration

授予权限以删除安全配置 写入      

 DeleteSes 
sion

授予在停止交互式会话后删除
交互式会话的权限（如果尚未
停止）

写入 session*    

database*    

rootcatal 
og*

   

table*    

 DeleteTable 授予权限以删除表 写入

catalog    

 DeleteTab 
leOptimizer

授予删除表的一个优化器以及
所有相关元数据的权限。将不
再对该表执行优化

写入 database*   glue:GetT 
able
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-DeleteRegistry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-DeleteRegistry
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-DeleteResourcePolicy
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-DeleteResourcePolicy
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-DeleteSchema
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-DeleteSchema
#awsglue-schema
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-DeleteSchemaVersions
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-DeleteSchemaVersions
#awsglue-schema
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-DeleteSecurityConfiguration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-DeleteSecurityConfiguration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-DeleteSecurityConfiguration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-interactive-sessions-DeleteSession
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-interactive-sessions-DeleteSession
#awsglue-session
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-DeleteTable
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-table-optimizers.html#aws-glue-api-table-optimizers-DeleteTableOptimizer
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-table-optimizers.html#aws-glue-api-table-optimizers-DeleteTableOptimizer
#awsglue-database
#awsglue-database


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rootcatal 
og*

   

table*    

database*    

rootcatal 
og*

   

table*    

 DeleteTab 
leVersion

授予权限以删除表版本 Write

catalog    

 DeleteTri 
gger

授予权限以删除触发器 写入 trigger*    

 DeleteUsa 
geProfile

授予权限以删除用户配置文件 写入 usageProf 
ile*

   

database*    

rootcatal 
og*

   

userdefin 
edfunctio 
n*

   

 DeleteUse 
rDefinedF 
unction

授予权限以删除函数定义 Write

catalog    

 DeleteWor 
kflow

授予权限以删除工作流程 写入 workflow*    

 Deregiste 
rDataPreview

授予权限以终止 Glue Studio 
笔记本会话

权限管理      
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#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-DeleteTableVersion
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-DeleteTableVersion
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-trigger.html#aws-glue-api-jobs-trigger-DeleteTrigger
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-trigger.html#aws-glue-api-jobs-trigger-DeleteTrigger
#awsglue-trigger
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-usage-profiles.html#aws-glue-api-usage-profiles-DeleteUsageProfile
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-usage-profiles.html#aws-glue-api-usage-profiles-DeleteUsageProfile
#awsglue-usageProfile
#awsglue-usageProfile
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-userdefinedfunction
#awsglue-userdefinedfunction
#awsglue-userdefinedfunction
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-DeleteUserDefinedFunction
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-DeleteUserDefinedFunction
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-DeleteUserDefinedFunction
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-DeleteWorkflow
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-DeleteWorkflow
#awsglue-workflow
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeC 
onnection 
Type

授予权限以在 Glue Studio 中
描述连接

权限管理      

connectio 
n*

    DescribeE 
ntity

授予权限以在 Glue Studio 中
描述实体

权限管理

rootcatal 
og*

   

 DescribeI 
nboundInt 
egrations

授予列出入站集成的权限 列表      

integrati 
on*

    DescribeI 
ntegrations

授予描述零 ETL 集成的权限 列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetBlueprint 授予权限以检索蓝图 读取 blueprint*    

 GetBluepr 
intRun

授予权限以检索蓝图运行 读取 blueprint*    

 GetBluepr 
intRuns

授予权限以检索蓝图的所有运
行

读取 blueprint*    

rootcatal 
og*

    GetCatalog 授予检索目录的权限 读取

catalog    
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https://docs.aws.amazon.com/glue/latest/dg/glue-connections.html#connection-type-permissions-operations
https://docs.aws.amazon.com/glue/latest/dg/glue-connections.html#connection-type-permissions-operations
https://docs.aws.amazon.com/glue/latest/dg/glue-connections.html#connection-type-permissions-operations
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/glue-connections.html#connection-type-permissions-operations
https://docs.aws.amazon.com/glue/latest/dg/glue-connections.html#connection-type-permissions-operations
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-DescribeInboundIntegrations
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-DescribeInboundIntegrations
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-DescribeInboundIntegrations
#awsglue-integration
#awsglue-integration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-DescribeIntegrations
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-DescribeIntegrations
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-GetBlueprint
#awsglue-blueprint
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-GetBlueprintRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-GetBlueprintRun
#awsglue-blueprint
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-GetBlueprintRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-GetBlueprintRuns
#awsglue-blueprint
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog.html
#awsglue-catalog


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  glue:Enab 
ledForRed 
shiftAuto 
Discovery

 

 GetCatalo 
gImportSt 
atus

授予权限以检索目录导入状态 读取 rootcatal 
og*

   

rootcatal 
og*

   

catalog    

 GetCatalogs 授予检索所有目录的权限 读取

  glue:Enab 
ledForRed 
shiftAuto 
Discovery

 

 GetClassifier 授予权限以检索分类器 Read      

 GetClassi 
fiers

授予权限以列出所有分类器 读取      

database*    

rootcatal 
og*

   

table*    

 GetColumn 
Statistic 
sForPartition

授予检索列分区统计信息的权
限

读取

catalog    

 GetColumn 
Statistic 
sForTable

授予检索列的表统计信息的权
限

读取 database*    
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#awsglue-glue_EnabledForRedshiftAutoDiscovery
#awsglue-glue_EnabledForRedshiftAutoDiscovery
#awsglue-glue_EnabledForRedshiftAutoDiscovery
#awsglue-glue_EnabledForRedshiftAutoDiscovery
#awsglue-glue_EnabledForRedshiftAutoDiscovery
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-migration.html#aws-glue-api-catalog-migration-GetCatalogImportStatus
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-migration.html#aws-glue-api-catalog-migration-GetCatalogImportStatus
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-migration.html#aws-glue-api-catalog-migration-GetCatalogImportStatus
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog.html
#awsglue-glue_EnabledForRedshiftAutoDiscovery
#awsglue-glue_EnabledForRedshiftAutoDiscovery
#awsglue-glue_EnabledForRedshiftAutoDiscovery
#awsglue-glue_EnabledForRedshiftAutoDiscovery
#awsglue-glue_EnabledForRedshiftAutoDiscovery
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-classifiers.html#aws-glue-api-crawler-classifiers-GetClassifier
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-classifiers.html#aws-glue-api-crawler-classifiers-GetClassifiers
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-classifiers.html#aws-glue-api-crawler-classifiers-GetClassifiers
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-GetColumnStatisticsForPartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-GetColumnStatisticsForPartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-GetColumnStatisticsForPartition
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-GetColumnStatisticsForTable
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-GetColumnStatisticsForTable
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-GetColumnStatisticsForTable
#awsglue-database
#awsglue-database


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rootcatal 
og*

   

table*    

catalog    

 GetColumn 
Statistic 
sTaskRun

授予根据运行 ID 检索表的列统
计运行信息的权限

读取      

 GetColumn 
Statistic 
sTaskRuns

授予根据运行 ID 检索表的列统
计运行信息的权限

读取      

 GetColumn 
Statistic 
sTaskSett 
ings

授予检索列统计任务设置的权
限

读取      

 GetComple 
tion

授予从 AWS Q 获取在 Glue 中
为完成请求生成响应的权限

读取 completio 
n*

   

connectio 
n*

    GetConnec 
tion

授予权限以检索连接 Read

rootcatal 
og*

   

connectio 
n*

    GetConnec 
tions

授予权限以检索连接列表 Read

rootcatal 
og*
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#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-GetColumnStatisticsTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-GetColumnStatisticsTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-GetColumnStatisticsTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-GetColumnStatisticsTaskRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-GetColumnStatisticsTaskRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-GetColumnStatisticsTaskRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-GetColumnStatisticsTaskSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-GetColumnStatisticsTaskSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-GetColumnStatisticsTaskSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-GetColumnStatisticsTaskSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api.html#
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api.html#
#awsglue-completion
#awsglue-completion
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-GetConnection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-GetConnection
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-GetConnections
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-GetConnections
#awsglue-rootcatalog
#awsglue-rootcatalog


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCrawler 授予权限以检索爬网程序 Read crawler*    

 GetCrawle 
rMetrics

授予权限以检索有关爬网程序
的指标

Read      

 GetCrawlers 授予权限以检索所有爬网程序 读取      

 GetCustom 
EntityType

授予权限以读取自定义实体类
型

读取      

 GetDashbo 
ardUrl

授予生成用于访问 spark live 
用户界面的预签名网址的权限

读取 session*    

 GetDataCa 
talogEncr 
yptionSet 
tings

授予权限以检索目录加密设置 读取 rootcatal 
og*

   

 GetDataPr 
eviewStat 
ement

授予权限以获取数据预览语句 权限管理      

dataQuali 
tyRuleset 
*

    GetDataQu 
alityModel

授予权限以检索统计数据的预
测模型的训练状态

读取

job*    

dataQuali 
tyRuleset 
*

    GetDataQu 
alityMode 
lResult

授予权限以从最新模型中检索
统计数据的预测

读取

job*    
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-GetCrawler
#awsglue-crawler
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-GetCrawlerMetrics
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-GetCrawlerMetrics
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-GetCrawlers
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-sensitive-data-api.html#aws-glue-api-sensitive-data-api-GetCustomEntityType
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-sensitive-data-api.html#aws-glue-api-sensitive-data-api-GetCustomEntityType
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html
#awsglue-session
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetDataCatalogEncryptionSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetDataCatalogEncryptionSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetDataCatalogEncryptionSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetDataCatalogEncryptionSettings
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityModel
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityModel
#awsglue-job
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityModelResult
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityModelResult
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityModelResult
#awsglue-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDataQu 
alityResult

授予权限以检索数据质量结果 读取 dataQuali 
tyRuleset 
*

   

 GetDataQu 
alityRule 
Recommend 
ationRun

授予权限以检索数据质量规则
建议运行

读取 dataQuali 
tyRuleset 
*

   

 GetDataQu 
alityRuleset

授予权限以检索数据质量规则
集

读取 dataQuali 
tyRuleset 
*

   

 GetDataQu 
alityRule 
setEvalua 
tionRun

授予权限以检索数据质量规则
建议运行

读取 dataQuali 
tyRuleset 
*

   

database*    

rootcatal 
og*

   

 GetDatabase 授予权限以检索数据库 Read

catalog    

database*    

rootcatal 
og*

   

 GetDataba 
ses

授予权限以检索所有数据库 Read

catalog    

 GetDatafl 
owGraph

授予权限以将脚本转换为有向
无环图 (DAG)

Read      
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityResult
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityResult
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityRuleRecommendationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityRuleRecommendationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityRuleRecommendationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityRuleRecommendationRun
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityRulesetEvaluationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityRulesetEvaluationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityRulesetEvaluationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-GetDataQualityRulesetEvaluationRun
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-databases.html#aws-glue-api-catalog-databases-GetDatabase
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-databases.html#aws-glue-api-catalog-databases-GetDatabases
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-databases.html#aws-glue-api-catalog-databases-GetDatabases
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-etl-script-generation.html#aws-glue-api-etl-script-generation-GetDataflowGraph
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-etl-script-generation.html#aws-glue-api-etl-script-generation-GetDataflowGraph


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDevEnd 
point

授予权限以检索开发终端节点 Read devendpoi 
nt*

   

 GetDevEnd 
points

授予权限以检索所有开发终端
节点

读取      

catalog*     GetEntity 
Records

授予在胶水中预览实体记录的
权限

读取

connectio 
n

   

 GetEnviro 
nment

授予权限以获取 SparkUI 的环
境详细信息

权限管理      

 GetExecut 
ors

授予权限以获取 SparkUI 的执
行程序

权限管理      

 GetExecut 
orsThreads

授予权限以获取 SparkUI 的执
行程序线程

权限管理      

 GetGenera 
tedCode

将有向无环图 (DAG) 转换为代
码

读取      

 GetGlueId 
entityCen 
terConfig 
uration

授予检索托管 Idc 应用程序的
权限

读取      

catalog*    

connectio 
n*

   

 GetIntegr 
ationReso 
urceProperty

授予检索集成资源属性的权限 读取

database*    
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-GetDevEndpoint
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-GetDevEndpoint
#awsglue-devendpoint
#awsglue-devendpoint
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-GetDevEndpoints
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-GetDevEndpoints
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/glue-connections.html#connection-type-permissions-operations
https://docs.aws.amazon.com/glue/latest/dg/glue-connections.html#connection-type-permissions-operations
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-etl-script-generation.html#aws-glue-api-etl-script-generation-GetGeneratedCode
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-etl-script-generation.html#aws-glue-api-etl-script-generation-GetGeneratedCode
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
#awsglue-catalog
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-GetIntegrationResourceProperty
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-GetIntegrationResourceProperty
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-GetIntegrationResourceProperty
#awsglue-database
#awsglue-database


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

catalog*    

connectio 
n*

   

 GetIntegr 
ationTabl 
eProperties

授予检索集成表属性的权限 读取

database*    

 GetJob 授予权限以检索作业 Read job*    

 GetJobBoo 
kmark

授予权限以检索作业书签 Read      

 GetJobRun 授予权限以检索作业运行 Read job*    

 GetJobRuns 授予权限以检索作业的所有作
业运行

读取 job*    

 GetJobUpg 
radeAnalysis

授予检索任务升级分析的权限 读取 job*    

 GetJobs 授予权限以检索所有当前作业 读取      

 GetLogPar 
singStatus

授予权限以获取 SparkUI 的日
志解析状态

权限管理      

 GetMLTask 
Run

授予权限以检索 ML 任务运行 Read mlTransfo 
rm*

   

 GetMLTask 
Runs

授予权限以检索所有 ML 任务
运行

List mlTransfo 
rm*

   

 GetMLTran 
sform

授予权限以检索 ML 转换 Read mlTransfo 
rm*

   

 GetMLTran 
sforms

授予权限以检索所有 ML 转换 List mlTransfo 
rm*
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#awsglue-catalog
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-GetIntegrationTableProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-GetIntegrationTableProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-GetIntegrationTableProperties
#awsglue-database
#awsglue-database
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-GetJob
#awsglue-job
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-runs.html#aws-glue-api-jobs-job-GetJobBookmark
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-runs.html#aws-glue-api-jobs-job-GetJobBookmark
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-runs.html#aws-glue-api-jobs-runs-GetJobRun
#awsglue-job
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-runs.html#aws-glue-api-jobs-runs-GetJobRuns
#awsglue-job
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-upgrade-analysis.html#aws-glue-api-upgrade-analysis-GetJobUpgradeAnalysis
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-upgrade-analysis.html#aws-glue-api-upgrade-analysis-GetJobUpgradeAnalysis
#awsglue-job
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-GetJobs
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-GetMLTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-GetMLTaskRun
#awsglue-mlTransform
#awsglue-mlTransform
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-GetMLTaskRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-GetMLTaskRuns
#awsglue-mlTransform
#awsglue-mlTransform
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-GetMLTransform
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-GetMLTransform
#awsglue-mlTransform
#awsglue-mlTransform
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-GetMLTransforms
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-GetMLTransforms
#awsglue-mlTransform
#awsglue-mlTransform


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetMapping 授予权限以创建映射 读取      

 GetNotebo 
okInstanc 
eStatus

授予权限以检索 Glue Studio 
笔记本会话状态

权限管理      

database*    

rootcatal 
og*

   

table*    

 GetPartition 授予权限以检索分区 读取

catalog    

database*    

rootcatal 
og*

   

table*    

 GetPartit 
ionIndexes

授予检索表的分区索引的权限 读取

catalog    

database*    

rootcatal 
og*

   

table*    

 GetPartitions 授予权限以检索表的分区 Read

catalog    

 GetPlan 授予权限以检索脚本映射 读取      

 GetQueries 授予权限以获取 SparkUI 的查
询

权限管理      
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-etl-script-generation.html#aws-glue-api-etl-script-generation-GetMapping
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-GetPartition
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-GetPartitionIndexes
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-GetPartitionIndexes
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-GetPartitions
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-etl-script-generation.html#aws-glue-api-etl-script-generation-GetPlan
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetQuery 授予权限以获取 SparkUI 的特
定查询

权限管理      

 GetRecipe 
Action

授予权限以获取数据准备配方
语句的结果

权限管理      

 GetRegistry 授予检索架构注册表的权限 Read registry*    

 GetResour 
cePolicies

授予检索资源策略的权限 Read rootcatal 
og*

   

 GetResour 
cePolicy

授予权限以检索资源策略 Read rootcatal 
og*

   

registry*     GetSchema 授予检索架构容器的权限 Read

schema*    

registry*     GetSchema 
ByDefinition

授予基于架构定义检索架构版
本的权限

Read

schema*    

registry     GetSchema 
Version

授予检索架构版本的权限 Read

schema    

registry*     GetSchema 
VersionsDiff

授予对比架构注册表中两个架
构版本的权限

Read

schema*    

 GetSecuri 
tyConfigu 
ration

授予权限以检索安全配置 Read      
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https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/ug/setting-up.html#getting-started-min-privs
https://docs.aws.amazon.com/glue/latest/ug/setting-up.html#getting-started-min-privs
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-GetRegistry
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetResourcePolicies
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetResourcePolicies
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetResourcePolicy
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetResourcePolicy
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-GetSchema
#awsglue-schema
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-GetSchemaByDefinition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-GetSchemaByDefinition
#awsglue-schema
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-GetSchemaVersion
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-GetSchemaVersion
#awsglue-schema
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-GetSchemaVersionsDiff
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-GetSchemaVersionsDiff
#awsglue-schema
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetSecurityConfiguration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetSecurityConfiguration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetSecurityConfiguration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSecuri 
tyConfigu 
rations

授予权限以检索一个或多个安
全配置

读取      

 GetSession 授予检索交互式会话的权限 读取 session*    

 GetStage 授予权限以获取 SparkUI 的阶
段

权限管理      

 GetStageA 
ttempt

授予权限以获取 SparkUI 的阶
段尝试

权限管理      

 GetStageA 
ttemptTas 
kList

授予权限以获取 SparkUI 的阶
段尝试任务列表

权限管理      

 GetStageA 
ttemptTas 
kSummary

授予权限以获取 SparkUI 的阶
段尝试任务摘要

权限管理      

 GetStageF 
iles

授予权限以获取 SparkUI 的阶
段文件

权限管理      

 GetStages 授予权限以获取 SparkUI 的阶
段

权限管理      

 GetStatem 
ent

授予权限以检索交互式会话中
语句的相关结果和信息

读取 session*    

 GetStorage 授予权限以获取 SparkUI 的存
储详细信息

权限管理      

 GetStorag 
eUnit

授予权限以获取 SparkUI 的存
储单位详细信息

权限管理      
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetSecurityConfigurations
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetSecurityConfigurations
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-GetSecurityConfigurations
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-interactive-sessions-GetSession
#awsglue-session
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-interactive-sessions-GetStatement
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-interactive-sessions-GetStatement
#awsglue-session
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

database*    

rootcatal 
og*

   

table*    

 GetTable 授予权限以检索表 读取

catalog    

database*   glue:GetT 
able

rootcatal 
og*

   

 GetTableO 
ptimizer

授予返回与指定表关联的所有
优化器的配置的权限

读取

table*    

database*    

rootcatal 
og*

   

table*    

 GetTableV 
ersion

授予权限以检索表版本 Read

catalog    

database*    

rootcatal 
og*

   

table*    

 GetTableV 
ersions

授予权限以检索表版本列表 Read

catalog    

 GetTables 授予权限以检索数据库中的表 Read database*    
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#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-GetTable
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-table-optimizers.html#aws-glue-api-table-optimizers-GetTableOptimizer
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-table-optimizers.html#aws-glue-api-table-optimizers-GetTableOptimizer
#awsglue-table
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-GetTableVersion
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-GetTableVersion
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-GetTableVersions
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-GetTableVersions
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-GetTables
#awsglue-database
#awsglue-database


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rootcatal 
og*

   

table*    

catalog    

blueprint    

crawler    

customEnt 
ityType

   

devendpoi 
nt

   

job    

trigger    

usageProf 
ile

   

 GetTags 授予权限以检索与资源关联的
所有标签

Read

workflow    

 GetTrigger 授予权限以检索触发器 Read trigger*    

 GetTriggers 授予权限以检索与作业关联的
触发器

读取      

 GetUsageP 
rofile

授予权限以检索使用情况配置
文件

读取 usageProf 
ile*

   

 GetUserDe 
finedFunction

授予权限以检索函数定义 读取 database*    
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#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
#awsglue-catalog
#awsglue-blueprint
#awsglue-crawler
#awsglue-customEntityType
#awsglue-customEntityType
#awsglue-devendpoint
#awsglue-devendpoint
#awsglue-job
#awsglue-trigger
#awsglue-usageProfile
#awsglue-usageProfile
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-tags.html#aws-glue-api-tags-UntagResource
#awsglue-workflow
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-trigger.html#aws-glue-api-jobs-trigger-GetTrigger
#awsglue-trigger
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-trigger.html#aws-glue-api-jobs-trigger-GetTriggers
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-usage-profiles.html#aws-glue-api-usage-profiles-GetUsageProfile
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-usage-profiles.html#aws-glue-api-usage-profiles-GetUsageProfile
#awsglue-usageProfile
#awsglue-usageProfile
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-GetUserDefinedFunction
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-GetUserDefinedFunction
#awsglue-database
#awsglue-database


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rootcatal 
og*

   

userdefin 
edfunctio 
n*

   

catalog    

database*    

rootcatal 
og*

   

userdefin 
edfunctio 
n*

   

 GetUserDe 
finedFunc 
tions

授予权限以检索多个函数定义 Read

catalog    

 GetWorkflow 授予权限以检索工作流程 Read workflow*    

 GetWorkfl 
owRun

授予权限以检索工作流程运行 Read workflow*    

 GetWorkfl 
owRunProp 
erties

授予权限以检索工作流程运行
属性

Read workflow*    

 GetWorkfl 
owRuns

授予权限以检索工作流程的所
有运行

读取 workflow*    

 GlueNoteb 
ookAuthorize

授予权限以访问 Glue Studio 
笔记本

权限管理      
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#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-userdefinedfunction
#awsglue-userdefinedfunction
#awsglue-userdefinedfunction
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-userdefinedfunction
#awsglue-userdefinedfunction
#awsglue-userdefinedfunction
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-GetUserDefinedFunctions
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-GetUserDefinedFunctions
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-GetUserDefinedFunctions
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-GetWorkflow
#awsglue-workflow
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-GetWorkflowRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-GetWorkflowRun
#awsglue-workflow
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-GetWorkflowRunProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-GetWorkflowRunProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-GetWorkflowRunProperties
#awsglue-workflow
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-GetWorkflowRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-GetWorkflowRuns
#awsglue-workflow
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GlueNoteb 
ookRefres 
hCredentials

授予权限以刷新 Glue Studio 
笔记本凭证

权限管理      

 ImportCat 
alogToGlue

授予将 Athena 数据目录导入 
Glue 的权限 AWS

写入 rootcatal 
og*

   

 ListBluep 
rints

授予权限以检索所有蓝图 列表      

 ListColum 
nStatisti 
csTaskRuns

授予列出已为账户执行的所有
列统计信息运行 ID 的权限

读取      

 ListConne 
ctionTypes

授予权限以在 Glue Studio 中
列出连接类型

权限管理      

 ListCrawlers 授予权限以检索所有爬网程序 列表      

 ListCrawls 授予权限以检索爬网程序的爬
取运行历史

列表 crawler*    

 ListCusto 
mEntityTypes

授予权限以检索所有自定义实
体类型

列表      

 ListDataQ 
ualityResults

授予权限以检索所有数据质量
结果

列表 dataQuali 
tyRuleset 
*

   

 ListDataQ 
ualityRul 
eRecommen 
dationRuns

授予权限以检索所有数据质量
规则建议运行

列表 dataQuali 
tyRuleset 
*
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https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-migration.html#aws-glue-api-catalog-migration-ImportCatalogToGlue
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-migration.html#aws-glue-api-catalog-migration-ImportCatalogToGlue
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-ListBlueprints
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-ListBlueprints
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-ListColumnStatisticsTaskRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-ListColumnStatisticsTaskRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-ListColumnStatisticsTaskRuns
https://docs.aws.amazon.com/glue/latest/dg/glue-connections.html#connection-type-permissions-operations
https://docs.aws.amazon.com/glue/latest/dg/glue-connections.html#connection-type-permissions-operations
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-ListCrawlers
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-ListCrawls
#awsglue-crawler
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-sensitive-data-api.html#aws-glue-api-sensitive-data-api-ListGetCustomEntityTypes
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-sensitive-data-api.html#aws-glue-api-sensitive-data-api-ListGetCustomEntityTypes
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-ListDataQualityResults
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-ListDataQualityResults
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-ListDataQualityRuleRecommendationRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-ListDataQualityRuleRecommendationRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-ListDataQualityRuleRecommendationRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-ListDataQualityRuleRecommendationRuns
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDataQ 
ualityRul 
esetEvalu 
ationRuns

授予权限以检索所有数据质量
规则建议运行

列表 dataQuali 
tyRuleset 
*

   

 ListDataQ 
ualityRul 
esets

授予权限以检索数据质量规则
集列表

列表 dataQuali 
tyRuleset 
*

   

 ListDevEn 
dpoints

授予权限以检索所有开发终端
节点

列表      

connectio 
n*

    ListEntities 授予权限以在 Glue Studio 中
列出实体

权限管理

rootcatal 
og*

   

 ListJobUp 
gradeAnal 
yses

授予列出任务升级分析的权限 列表 job*    

 ListJobs 授予权限以检索所有当前作业 List      

 ListMLTra 
nsforms

授予权限以检索所有 ML 转换 List mlTransfo 
rm*

   

 ListRegis 
tries

授予检索架构注册表列表的权
限

List      

registry*     ListSchem 
aVersions

授予检索架构版本列表的权限 List

schema*    

 ListSchemas 授予检索架构容器列表的权限 列表 registry    
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-ListDataQualityRulesetEvaluationRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-ListDataQualityRulesetEvaluationRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-ListDataQualityRulesetEvaluationRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-ListDataQualityRulesetEvaluationRuns
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-ListDataQualityRulesets
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-ListDataQualityRulesets
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-ListDataQualityRulesets
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-ListDevEndpoints
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-ListDevEndpoints
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/glue-connections.html#connection-type-permissions-operations
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-upgrade-analysis.html#aws-glue-api-upgrade-analysis-ListJobUpgradeAnalyses
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-upgrade-analysis.html#aws-glue-api-upgrade-analysis-ListJobUpgradeAnalyses
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-upgrade-analysis.html#aws-glue-api-upgrade-analysis-ListJobUpgradeAnalyses
#awsglue-job
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-ListJobs
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-ListMLTransforms
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-ListMLTransforms
#awsglue-mlTransform
#awsglue-mlTransform
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-ListRegistries
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-ListRegistries
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-ListSchemaVersions
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-ListSchemaVersions
#awsglue-schema
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-ListSchemas
#awsglue-registry


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSessions 授予检索交互式会话列表的权
限

列表      

 ListState 
ments

授予检索交互式会话中语句列
表的权限

列表 session*    

database*   glue:GetT 
able

rootcatal 
og*

   

 ListTable 
Optimizer 
Runs

授予列出特定表的以前优化器
运行的历史记录的权限

列表

table*    

 ListTriggers 授予权限以检索所有触发器 列表      

 ListUsage 
Profiles

授予权限以检索使用情况配置
文件列表

列表      

 ListWorkf 
lows

授予权限以检索所有工作流程 列表      

integrati 
on*

    ModifyInt 
egration

授予修改零 ETL 集成的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 NotifyEvent 授予向事件驱动工作流通知事
件的权限

写入 workflow*    

 PassConne 
ction [仅权限]

授予在输入中传递需要粘合连
接名称 APIs 的权限

写入 connectio 
n*
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-interactive-sessions-ListSessions
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-interactive-sessions-ListStatements
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-interactive-sessions-ListStatements
#awsglue-session
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-table-optimizers.html#aws-glue-api-table-optimizers-ListTableOptimizerRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-table-optimizers.html#aws-glue-api-table-optimizers-ListTableOptimizerRuns
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-table-optimizers.html#aws-glue-api-table-optimizers-ListTableOptimizerRuns
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-trigger.html#aws-glue-api-jobs-trigger-ListTriggers
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-usage-profiles.html#aws-glue-api-usage-profiles-ListUsageProfiles
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-usage-profiles.html#aws-glue-api-usage-profiles-ListUsageProfiles
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-ListWorkflows
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-ListWorkflows
#awsglue-integration
#awsglue-integration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-ModifyIntegration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-ModifyIntegration
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/starting-workflow-eventbridge.html
#awsglue-workflow
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-CreateConnection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-CreateConnection
#awsglue-connection
#awsglue-connection


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PublishDa 
taQuality [仅
权限]

授予权限以发布数据质量结果 写入 dataQuali 
tyRuleset 
*

   

 PutDataCa 
talogEncr 
yptionSet 
tings

授予权限以更新目录加密设置 写入 rootcatal 
og*

   

dataQuali 
tyRuleset 
*

    PutDataQu 
alityProf 
ileAnnotation

授予权限以对配置文件的所有
数据点进行注释

写入

job*    

dataQuali 
tyRuleset 
*

    PutDataQu 
alityStat 
isticAnno 
tation

授予权限以对特定数据质量统
计数据随时间变化的数据点进
行注释

写入

job*    

 PutResour 
cePolicy

授予权限以更新资源策略 Permissio 
ns 
managemen 
t

rootcatal 
og*

   

registry     PutSchema 
VersionMe 
tadata

授予向架构版本添加元数据的
权限

Write

schema    

 PutWorkfl 
owRunProp 
erties

授予权限以更新工作流程运行
属性

Write workflow*    

AWS Glue 2077

https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-PutDataCatalogEncryptionSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-PutDataCatalogEncryptionSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-PutDataCatalogEncryptionSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-PutDataCatalogEncryptionSettings
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-PutDataQualityProfileAnnotation
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-PutDataQualityProfileAnnotation
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-PutDataQualityProfileAnnotation
#awsglue-job
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-BatchPutDataQualityStatisticAnnotation
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-BatchPutDataQualityStatisticAnnotation
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-BatchPutDataQualityStatisticAnnotation
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-BatchPutDataQualityStatisticAnnotation
#awsglue-job
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-PutResourcePolicy
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-security.html#aws-glue-api-jobs-security-PutResourcePolicy
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-PutSchemaVersionMetadata
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-PutSchemaVersionMetadata
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-PutSchemaVersionMetadata
#awsglue-schema
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-PutWorkflowRunProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-PutWorkflowRunProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-PutWorkflowRunProperties
#awsglue-workflow


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

registry     QuerySche 
maVersion 
Metadata

授予获取架构版本元数据的权
限

列表

schema    

connectio 
n*

    RefreshOA 
uth2Tokens

授予权限以在任务执行期间刷
新 oauth2 令牌以进行连接

权限管理

rootcatal 
og*

   

registry*     RegisterS 
chemaVers 
ion

授予创建新架构版本的权限 Write

schema*    

registry     RemoveSch 
emaVersio 
nMetadata

授予从架构版本中删除元数据
的权限

写入

schema    

 RequestLo 
gParsing

授予权限以请求 SparkUI 的日
志解析

权限管理      

 ResetJobB 
ookmark

授予权限以重置作业书签 Write      

 ResumeWor 
kflowRun

授予权限以恢复工作流程运行 写入 workflow*    

 RunDataPr 
eviewStat 
ement

授予权限以运行数据预览语句 权限管理      

 RunStatem 
ent

授予权限以运行交互式会话中
的代码或语句

写入 session*    
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#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-QuerySchemaVersionMetadata
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-QuerySchemaVersionMetadata
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-QuerySchemaVersionMetadata
#awsglue-schema
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/glue-connections.html#connection-type-permissions-operations
https://docs.aws.amazon.com/glue/latest/dg/glue-connections.html#connection-type-permissions-operations
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-RegisterSchemaVersion
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-RegisterSchemaVersion
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-RegisterSchemaVersion
#awsglue-schema
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-RemoveSchemaVersionMetadata
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-RemoveSchemaVersionMetadata
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-RemoveSchemaVersionMetadata
#awsglue-schema
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui.html
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-runs.html#aws-glue-api-jobs-runs-ResetJobBookmark
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-runs.html#aws-glue-api-jobs-runs-ResetJobBookmark
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-ResumeWorkflowRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-ResumeWorkflowRun
#awsglue-workflow
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-interactive-sessions-RunStatement
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-interactive-sessions-RunStatement
#awsglue-session


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

database*    

rootcatal 
og*

   

table*    

 SearchTab 
les

授予权限以检索目录中的表 读取

catalog    

 SendFeedb 
ack

授予在 AWS Q 中提供有关 
glue 完成体验的反馈的权限

写入      

 SendRecip 
eAction

授予权限以在数据预览中执行
数据准备配方语句

权限管理      

 StartBlue 
printRun

授予权限以开始运行蓝图 写入 blueprint*    

database*   glue:GetS 
ecurityCo 
nfigurati 
on

glue:GetT 
able

rootcatal 
og*

   

 StartColu 
mnStatist 
icsTaskRun

授予启动运行以生成表的列统
计信息的权限

写入

table*    

database*     StartColu 
mnStatist 
icsTaskRu 
nSchedule

授予启动列统计任务运行计划
的权限

写入

rootcatal 
og*
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#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-SearchTables
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-SearchTables
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api.html#
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api.html#
https://docs.aws.amazon.com/glue/latest/ug/setting-up.html#getting-started-min-privs
https://docs.aws.amazon.com/glue/latest/ug/setting-up.html#getting-started-min-privs
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-StartBlueprintRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-StartBlueprintRun
#awsglue-blueprint
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StartColumnStatisticsTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StartColumnStatisticsTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StartColumnStatisticsTaskRun
#awsglue-table
#awsglue-database
#awsglue-database
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StartColumnStatisticsTaskRunSchedule
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StartColumnStatisticsTaskRunSchedule
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StartColumnStatisticsTaskRunSchedule
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StartColumnStatisticsTaskRunSchedule
#awsglue-rootcatalog
#awsglue-rootcatalog


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

table*    

 StartComp 
letion

授予在 Glue for AWS Q 体验
中创建完成请求的权限

写入      

 StartCrawler 授予权限以启动爬网程序 Write crawler*    

 StartCraw 
lerSchedule

授予权限以将爬网程序的计划
状态更改为 SCHEDULED

写入      

 StartData 
QualityRu 
leRecomme 
ndationRun

授予权限以开始数据质量规则
建议运行

写入 dataQuali 
tyRuleset 
*

   

 StartData 
QualityRu 
lesetEval 
uationRun

授予权限以开始数据质量规则
建议运行

写入 dataQuali 
tyRuleset 
*

   

 StartExpo 
rtLabelsT 
askRun

授予权限以启动导出标签 ML 
任务运行

Write mlTransfo 
rm*

   

 StartImpo 
rtLabelsT 
askRun

授予权限以启动导入标签 ML 
任务运行

Write mlTransfo 
rm*

   

 StartJobRun 授予权限以开始运行作业 写入 job*    

 StartJobU 
pgradeAna 
lysis

授予开始为作业运行升级分析
的权限

写入 job*    

AWS Glue 2080

#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api.html#
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api.html#
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-StartCrawler
#awsglue-crawler
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-scheduler.html#aws-glue-api-crawler-scheduler-StartCrawlerSchedule
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-scheduler.html#aws-glue-api-crawler-scheduler-StartCrawlerSchedule
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-StartDataQualityRuleRecommendationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-StartDataQualityRuleRecommendationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-StartDataQualityRuleRecommendationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-StartDataQualityRuleRecommendationRun
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-StartDataQualityRulesetEvaluationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-StartDataQualityRulesetEvaluationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-StartDataQualityRulesetEvaluationRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-StartDataQualityRulesetEvaluationRun
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-StartExportLabelsTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-StartExportLabelsTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-StartExportLabelsTaskRun
#awsglue-mlTransform
#awsglue-mlTransform
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-StartImportLabelsTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-StartImportLabelsTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-StartImportLabelsTaskRun
#awsglue-mlTransform
#awsglue-mlTransform
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-runs.html#aws-glue-api-jobs-runs-StartJobRun
#awsglue-job
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-upgrade-analysis.html#aws-glue-api-upgrade-analysis-StartJobUpgradeAnalysis
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-upgrade-analysis.html#aws-glue-api-upgrade-analysis-StartJobUpgradeAnalysis
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-upgrade-analysis.html#aws-glue-api-upgrade-analysis-StartJobUpgradeAnalysis
#awsglue-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartMLEv 
aluationT 
askRun

授予权限以启动评估 ML 任务
运行

Write mlTransfo 
rm*

   

 StartMLLa 
belingSet 
Generatio 
nTaskRun

授予权限以启动标签集生成 ML 
任务运行

写入 mlTransfo 
rm*

   

 StartNote 
book

授予权限以开始 Glue Studio 
笔记本

权限管理      

 StartTrigger 授予权限以启动触发器 Write trigger*    

 StartWork 
flowRun

授予权限以开始运行工作流程 写入 workflow*    

database*    

rootcatal 
og*

   

 StopColum 
nStatisti 
csTaskRun

授予停止列统计信息运行的执
行的权限

写入

table*    

database*    

rootcatal 
og*

   

 StopColum 
nStatisti 
csTaskRun 
Schedule

授予停止列统计任务运行计划
的权限

写入

table*    

 StopCrawler 授予权限以停止运行的爬网程
序

Write crawler*    
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-StartMLEvaluationTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-StartMLEvaluationTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-StartMLEvaluationTaskRun
#awsglue-mlTransform
#awsglue-mlTransform
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-StartMLLabelingSetGenerationTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-StartMLLabelingSetGenerationTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-StartMLLabelingSetGenerationTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-StartMLLabelingSetGenerationTaskRun
#awsglue-mlTransform
#awsglue-mlTransform
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-trigger.html#aws-glue-api-jobs-trigger-StartTrigger
#awsglue-trigger
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-StartWorkflowRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-StartWorkflowRun
#awsglue-workflow
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StopColumnStatisticsTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StopColumnStatisticsTaskRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StopColumnStatisticsTaskRun
#awsglue-table
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StopColumnStatisticsTaskRunSchedule
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StopColumnStatisticsTaskRunSchedule
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StopColumnStatisticsTaskRunSchedule
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-StopColumnStatisticsTaskRunSchedule
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-StopCrawler
#awsglue-crawler


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StopCrawl 
erSchedule

授予权限以将爬网程序的计
划状态设置为 NOT_SCHED 
ULED

写入      

 StopJobUp 
gradeAnal 
ysis

授予停止正在进行的任务升级
分析的权限

写入 job*    

 StopSession 授予停止交互式会话的权限 写入 session*    

 StopTrigger 授予权限以停止触发器 Write trigger*    

 StopWorkf 
lowRun

授予权限以停止工作流程运行 Write workflow*    

blueprint    

connectio 
n

   

crawler    

customEnt 
ityType

   

dataQuali 
tyRuleset

   

devendpoi 
nt

   

integrati 
on

   

 TagResour 
ce

授予权限以将标签添加到资源
中

标记

job    
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-scheduler.html#aws-glue-api-crawler-scheduler-StopCrawlerSchedule
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-scheduler.html#aws-glue-api-crawler-scheduler-StopCrawlerSchedule
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-upgrade-analysis.html#aws-glue-api-upgrade-analysis-StopJobUpgradeAnalysis
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-upgrade-analysis.html#aws-glue-api-upgrade-analysis-StopJobUpgradeAnalysis
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-upgrade-analysis.html#aws-glue-api-upgrade-analysis-StopJobUpgradeAnalysis
#awsglue-job
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-interactive-sessions.html#aws-glue-interactive-sessions-StopSession
#awsglue-session
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-trigger.html#aws-glue-api-jobs-trigger-StopTrigger
#awsglue-trigger
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-StopWorkflowRun
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-StopWorkflowRun
#awsglue-workflow
#awsglue-blueprint
#awsglue-connection
#awsglue-connection
#awsglue-crawler
#awsglue-customEntityType
#awsglue-customEntityType
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-devendpoint
#awsglue-devendpoint
#awsglue-integration
#awsglue-integration
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-tags.html#aws-glue-api-tags-TagResource
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-tags.html#aws-glue-api-tags-TagResource
#awsglue-job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

mlTransfo 
rm

   

registry    

schema    

session    

trigger    

usageProf 
ile

   

workflow    

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 Terminate 
Notebook

授予权限以终止 Glue Studio 
笔记本

权限管理      

 TestConne 
ction

授予在 Glue Studio 中测试连
接的权限

权限管理      

blueprint    

connectio 
n

   

 UntagReso 
urce

授予权限以删除与资源关联的
标签

标记

crawler    
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#awsglue-mlTransform
#awsglue-mlTransform
#awsglue-registry
#awsglue-schema
#awsglue-session
#awsglue-trigger
#awsglue-usageProfile
#awsglue-usageProfile
#awsglue-workflow
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
#awsglue-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html#create-notebook-permissions-operations
https://docs.aws.amazon.com/glue/latest/dg/console-test-connections.html
https://docs.aws.amazon.com/glue/latest/dg/console-test-connections.html
#awsglue-blueprint
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-tags.html#aws-glue-api-tags-UntagResource
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-tags.html#aws-glue-api-tags-UntagResource
#awsglue-crawler


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

customEnt 
ityType

   

dataQuali 
tyRuleset

   

devendpoi 
nt

   

integrati 
on

   

job    

mlTransfo 
rm

   

registry    

schema    

session    

trigger    

usageProf 
ile

   

workflow    

  aws:TagKe 
ys

 

 UpdateBlu 
eprint

授予权限以更新蓝图 写入 blueprint*    
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#awsglue-customEntityType
#awsglue-customEntityType
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-devendpoint
#awsglue-devendpoint
#awsglue-integration
#awsglue-integration
#awsglue-job
#awsglue-mlTransform
#awsglue-mlTransform
#awsglue-registry
#awsglue-schema
#awsglue-session
#awsglue-trigger
#awsglue-usageProfile
#awsglue-usageProfile
#awsglue-workflow
#awsglue-aws_TagKeys
#awsglue-aws_TagKeys
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-UpdateBlueprint
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-UpdateBlueprint
#awsglue-blueprint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rootcatal 
og*

    UpdateCat 
alog

授予更新目录的权限 写入

catalog    

 UpdateCla 
ssifier

授予权限以更新分类器 写入      

database*    

rootcatal 
og*

   

table*    

 UpdateCol 
umnStatis 
ticsForPa 
rtition

授予更新列分区统计信息的权
限

写入

catalog    

database*    

rootcatal 
og*

   

table*    

 UpdateCol 
umnStatis 
ticsForTable

授予更新列的表统计信息的权
限

写入

catalog    

database*    

rootcatal 
og*

   

 UpdateCol 
umnStatis 
ticsTaskS 
ettings

授予更新列统计任务设置的权
限

写入

table*    

 UpdateCon 
nection

授予权限以更新连接 Write connectio 
n*
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#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog.html
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog.html
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-classifiers.html#aws-glue-api-crawler-classifiers-UpdateClassifier
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-classifiers.html#aws-glue-api-crawler-classifiers-UpdateClassifier
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-UpdateColumnStatisticsForPartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-UpdateColumnStatisticsForPartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-UpdateColumnStatisticsForPartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-UpdateColumnStatisticsForPartition
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-UpdateColumnStatisticsForTable
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-UpdateColumnStatisticsForTable
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-UpdateColumnStatisticsForTable
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-UpdateColumnStatisticsTaskSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-UpdateColumnStatisticsTaskSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-UpdateColumnStatisticsTaskSettings
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-column-statistics.html#aws-glue-api-crawler-column-statistics-UpdateColumnStatisticsTaskSettings
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-UpdateConnection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-connections.html#aws-glue-api-catalog-connections-UpdateConnection
#awsglue-connection
#awsglue-connection


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rootcatal 
og*

   

 UpdateCra 
wler

授予权限以更新爬网程序 Write crawler*    

 UpdateCra 
wlerSchedule

授予权限以更新爬网程序的计
划

写入      

 UpdateDat 
aQualityR 
uleset

授予权限以更新数据质量规则
集

写入 dataQuali 
tyRuleset 
*

   

database*    

rootcatal 
og*

   

 UpdateDat 
abase

授予权限以更新数据库 Write

catalog    

 UpdateDev 
Endpoint

授予权限以更新开发终端节点 写入 devendpoi 
nt*

   

 UpdateGlu 
eIdentity 
CenterCon 
figuration

授予更新托管 Idc 应用程序的
权限

写入      

catalog*    

connectio 
n*

   

 UpdateInt 
egrationR 
esourcePr 
operty

授予更新集成资源属性的权限 写入

database*    
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#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-UpdateCrawler
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-crawling.html#aws-glue-api-crawler-crawling-UpdateCrawler
#awsglue-crawler
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-scheduler.html#aws-glue-api-crawler-scheduler-UpdateCrawlerSchedule
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-crawler-scheduler.html#aws-glue-api-crawler-scheduler-UpdateCrawlerSchedule
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-UpdateDataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-UpdateDataQualityRuleset
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-data-quality-api.html#aws-glue-api-data-quality-api-UpdateDataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-dataQualityRuleset
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-databases.html#aws-glue-api-catalog-databases-UpdateDatabase
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-databases.html#aws-glue-api-catalog-databases-UpdateDatabase
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-UpdateDevEndpoint
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-dev-endpoint.html#aws-glue-api-dev-endpoint-UpdateDevEndpoint
#awsglue-devendpoint
#awsglue-devendpoint
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
https://docs.aws.amazon.com/glue/latest/dg/security-trusted-identity-propagation-getting-started.html#security-trusted-identity-propagation-connecting
#awsglue-catalog
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-UpdateIntegrationResourceProperty
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-UpdateIntegrationResourceProperty
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-UpdateIntegrationResourceProperty
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-UpdateIntegrationResourceProperty
#awsglue-database
#awsglue-database


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

catalog*    

connectio 
n*

   

 UpdateInt 
egrationT 
ablePrope 
rties

授予更新集成表属性的权限 写入

database*    

job*     UpdateJob 授予权限以更新作业 写入

  glue:VpcI 
ds

glue:Subn 
etIds

glue:Secu 
rityGroup 
Ids

 

 UpdateJob 
FromSourc 
eControl

授予从来源控制提供程序更新
作业的权限

写入 job*    

 UpdateMLT 
ransform

授予权限以更新 ML 转换 Write mlTransfo 
rm*

   

database*    

rootcatal 
og*

   

table*    

 UpdatePar 
tition

授予权限以更新分区 Write

catalog    
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#awsglue-catalog
#awsglue-connection
#awsglue-connection
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-UpdateIntegrationTableProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-UpdateIntegrationTableProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-UpdateIntegrationTableProperties
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-integrations.html#aws-glue-api-integrations-UpdateIntegrationTableProperties
#awsglue-database
#awsglue-database
#awsglue-job
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-UpdateJob
#awsglue-glue_VpcIds
#awsglue-glue_VpcIds
#awsglue-glue_SubnetIds
#awsglue-glue_SubnetIds
#awsglue-glue_SecurityGroupIds
#awsglue-glue_SecurityGroupIds
#awsglue-glue_SecurityGroupIds
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-UpdateJobFromSourceControl
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-UpdateJobFromSourceControl
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-UpdateJobFromSourceControl
#awsglue-job
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-UpdateMLTransform
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html#aws-glue-api-machine-learning-api-UpdateMLTransform
#awsglue-mlTransform
#awsglue-mlTransform
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-UpdatePartition
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-partitions.html#aws-glue-api-catalog-partitions-UpdatePartition
#awsglue-catalog


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateReg 
istry

授予更新架构注册表的权限 Write registry*    

registry*     UpdateSch 
ema

授予更新架构容器的权限 写入

schema*    

 UpdateSou 
rceContro 
lFromJob

授予从作业更新来源控制提供
程序的权限

写入 job*    

database*    

rootcatal 
og*

   

table*    

 UpdateTable 授予权限以更新表 写入

catalog    

database*   glue:GetT 
able

rootcatal 
og*

   

 UpdateTab 
leOptimizer

授予更新现有表优化器的配置
的权限

写入

table*    

 UpdateTri 
gger

授予权限以更新触发器 写入 trigger*    

 UpdateUsa 
geProfile

授予权限以更新配置文件 写入 usageProf 
ile*
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-UpdateRegistry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-UpdateRegistry
#awsglue-registry
#awsglue-registry
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-UpdateSchema
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-schema-registry-api.html#aws-glue-api-schema-registry-api-UpdateSchema
#awsglue-schema
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-UpdateSourceControlFromJob
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-UpdateSourceControlFromJob
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html#aws-glue-api-jobs-job-UpdateSourceControlFromJob
#awsglue-job
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-UpdateTable
#awsglue-catalog
#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-table-optimizers.html#aws-glue-api-table-optimizers-UpdateTableOptimizer
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-table-optimizers.html#aws-glue-api-table-optimizers-UpdateTableOptimizer
#awsglue-table
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-trigger.html#aws-glue-api-jobs-trigger-UpdateTrigger
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-trigger.html#aws-glue-api-jobs-trigger-UpdateTrigger
#awsglue-trigger
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-usage-profiles.html#aws-glue-api-usage-profiles-UpdateUsageProfile
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-usage-profiles.html#aws-glue-api-usage-profiles-UpdateUsageProfile
#awsglue-usageProfile
#awsglue-usageProfile
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

database*    

rootcatal 
og*

   

userdefin 
edfunctio 
n*

   

 UpdateUse 
rDefinedF 
unction

授予权限以更新函数定义 Write

catalog    

 UpdateWor 
kflow

授予权限以更新工作流程 写入 workflow*    

 UpgradeJob 授予将任务升级到最新版本的
权限

写入 job*    

 UseGlueSt 
udio

授予使用 Glue Studio 和访问
其内部内容的权限 APIs

权限管理      

 UseMLTran 
sforms [仅权
限]

授予权限以从 Glue ETL 脚本
中使用 ML 转换

Write mlTransfo 
rm*

   

AWS Glue 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awsglue-database
#awsglue-database
#awsglue-rootcatalog
#awsglue-rootcatalog
#awsglue-userdefinedfunction
#awsglue-userdefinedfunction
#awsglue-userdefinedfunction
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-UpdateUserDefinedFunction
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-UpdateUserDefinedFunction
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-catalog-functions.html#aws-glue-api-catalog-functions-UpdateUserDefinedFunction
#awsglue-catalog
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-UpdateWorkflow
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-workflow.html#aws-glue-api-workflow-UpdateWorkflow
#awsglue-workflow
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-upgrade-analysis.html#aws-glue-api-upgrade-analysis-UpgradeJob
#awsglue-job
https://docs.aws.amazon.com/glue/latest/ug/setting-up.html#getting-started-min-privs
https://docs.aws.amazon.com/glue/latest/ug/setting-up.html#getting-started-min-privs
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-machine-learning-api.html
#awsglue-mlTransform
#awsglue-mlTransform
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 rootcatalog arn:${Partition}:glue:${Region}:${Ac 
count}:catalog

 

 catalog arn:${Partition}:glue:${Region}:${Ac 
count}:catalog/${CatalogName}

 

 database arn:${Partition}:glue:${Region}:${Ac 
count}:database/${DatabaseName}

 

 table arn:${Partition}:glue:${Region}:${Ac 
count}:table/${DatabaseName}/${Table 
Name}

 

 tableversion arn:${Partition}:glue:${Region}:${Ac 
count}:tableVersion/${DatabaseName}/ 
${TableName}/${TableVersionName}

 

 connection arn:${Partition}:glue:${Region}:${Ac 
count}:connection/${ConnectionName}

aws:ResourceTag/${ 
TagKey}

 userdefin 
edfunction

arn:${Partition}:glue:${Region}:${Ac 
count}:userDefinedFunction/${Databas 
eName}/${UserDefinedFunctionName}

 

 devendpoint arn:${Partition}:glue:${Region}:${Ac 
count}:devEndpoint/${DevEndpointName 
}

aws:ResourceTag/${ 
TagKey}

 job arn:${Partition}:glue:${Region}:${Ac 
count}:job/${JobName}

aws:ResourceTag/${ 
TagKey}

 trigger arn:${Partition}:glue:${Region}:${Ac 
count}:trigger/${TriggerName}

aws:ResourceTag/${ 
TagKey}

 crawler arn:${Partition}:glue:${Region}:${Ac 
count}:crawler/${CrawlerName}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 workflow arn:${Partition}:glue:${Region}:${Ac 
count}:workflow/${WorkflowName}

aws:ResourceTag/${ 
TagKey}

 blueprint arn:${Partition}:glue:${Region}:${Ac 
count}:blueprint/${BlueprintName}

aws:ResourceTag/${ 
TagKey}

 mlTransform arn:${Partition}:glue:${Region}:${Ac 
count}:mlTransform/${TransformId}

aws:ResourceTag/${ 
TagKey}

 registry arn:${Partition}:glue:${Region}:${Ac 
count}:registry/${RegistryName}

aws:ResourceTag/${ 
TagKey}

 schema arn:${Partition}:glue:${Region}:${Ac 
count}:schema/${SchemaName}

aws:ResourceTag/${ 
TagKey}

 session arn:${Partition}:glue:${Region}:${Ac 
count}:session/${SessionId}

aws:ResourceTag/${ 
TagKey}

 usageProfile arn:${Partition}:glue:${Region}:${Ac 
count}:usageProfile/${UsageProfileId 
}

aws:ResourceTag/${ 
TagKey}

 dataQuali 
tyRuleset

arn:${Partition}:glue:${Region}:${Ac 
count}:dataQualityRuleset/${RulesetN 
ame}

aws:ResourceTag/${ 
TagKey}

 customEnt 
ityType

arn:${Partition}:glue:${Region}:${Ac 
count}:customEntityType/${CustomEnti 
tyTypeId}

aws:ResourceTag/${ 
TagKey}

 completion arn:${Partition}:glue:${Region}:${Ac 
count}:completion/${CompletionId}

 

 integration arn:${Partition}:glue:${Region}:${Ac 
count}:integration:${IntegrationId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
#awsglue-aws_ResourceTag___TagKey_
#awsglue-aws_ResourceTag___TagKey_
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AWS Glue 的条件键

AWS Glue 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一步细化
应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 glue:Cred 
entialIss 
uingService

按发出请求凭据的服务筛选访问权限 字符串

 glue:Enab 
ledForRed 
shiftAuto 
Discovery

根据是否存在为角色的基于身份的策略配置的密钥来筛选
访问权限

布尔型

 glue:Role 
AssumedBy

通过担任客户角色从中获取请求凭据的服务筛选访问权限 字符串

 glue:Secu 
rityGroupIds

按为 Glue 作业配置的安全组的 ID 筛选访问 ArrayOfString

 glue:SubnetIds 根据为 Glue 作业配置的子网 ID 过滤访问 ArrayOfString

 glue:VpcIds 根据为 Glue 作业配置的 VPC ID 过滤访问 ArrayOfString
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/glue/latest/dg/using-identity-based-policies.html#glue-identity-based-policy-condition-keys
https://docs.aws.amazon.com/glue/latest/dg/using-identity-based-policies.html#glue-identity-based-policy-condition-keys
https://docs.aws.amazon.com/glue/latest/dg/using-identity-based-policies.html#glue-identity-based-policy-condition-keys
https://docs.aws.amazon.com/glue/latest/dg/using-identity-based-policies.html#glue-identity-based-policy-condition-keys
https://docs.aws.amazon.com/glue/latest/dg/using-identity-based-policies.html#glue-identity-based-policy-condition-keys
https://docs.aws.amazon.com/glue/latest/dg/using-identity-based-policies.html#glue-identity-based-policy-condition-keys
https://docs.aws.amazon.com/glue/latest/dg/using-identity-based-policies.html#glue-identity-based-policy-condition-keys
https://docs.aws.amazon.com/glue/latest/dg/using-identity-based-policies.html#glue-identity-based-policy-condition-keys
https://docs.aws.amazon.com/glue/latest/dg/using-identity-based-policies.html#glue-identity-based-policy-condition-keys
https://docs.aws.amazon.com/glue/latest/dg/using-identity-based-policies.html#glue-identity-based-policy-condition-keys
https://docs.aws.amazon.com/glue/latest/dg/using-identity-based-policies.html#glue-identity-based-policy-condition-keys
https://docs.aws.amazon.com/glue/latest/dg/using-identity-based-policies.html#glue-identity-based-policy-condition-keys
https://docs.aws.amazon.com/glue/latest/dg/using-identity-based-policies.html#glue-identity-based-policy-condition-keys
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Glue 的操作、资源和条件 AWS 键 DataBrew

AWS Glue DataBrew （服务前缀:databrew）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Glue 定义的动作 DataBrew

• 由 AWS Glue 定义的资源类型 DataBrew

• AWS Glue 的条件键 DataBrew

AWS Glue 定义的动作 DataBrew

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/databrew/latest/dg/
https://docs.aws.amazon.com/databrew/latest/dg/api-reference.html
https://docs.aws.amazon.com/databrew/latest/dg/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchDele 
teRecipeV 
ersion

授予删除一个或多个配方版本
的权限

Write Recipe*    

 CreateDat 
aset

授予创建数据集的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 CreatePro 
fileJob

授予创建配置文件作业的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/databrew/latest/dg/API_BatchDeleteRecipeVersion.html
https://docs.aws.amazon.com/databrew/latest/dg/API_BatchDeleteRecipeVersion.html
https://docs.aws.amazon.com/databrew/latest/dg/API_BatchDeleteRecipeVersion.html
#awsgluedatabrew-Recipe
https://docs.aws.amazon.com/databrew/latest/dg/API_CreateDataset.html
https://docs.aws.amazon.com/databrew/latest/dg/API_CreateDataset.html
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/databrew/latest/dg/API_CreateProfileJob.html
https://docs.aws.amazon.com/databrew/latest/dg/API_CreateProfileJob.html
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePro 
ject

授予权限以创建项目 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 CreateRec 
ipe

授予创建配方的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 CreateRec 
ipeJob

授予创建配方作业的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/databrew/latest/dg/API_CreateProject.html
https://docs.aws.amazon.com/databrew/latest/dg/API_CreateProject.html
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/databrew/latest/dg/API_CreateRecipe.html
https://docs.aws.amazon.com/databrew/latest/dg/API_CreateRecipe.html
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/databrew/latest/dg/API_CreateRecipeJob.html
https://docs.aws.amazon.com/databrew/latest/dg/API_CreateRecipeJob.html
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRul 
eset

授予权限以创建规则集 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 CreateSch 
edule

授予创建计划的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteDat 
aset

授予删除数据库的权限 Write Dataset*    

 DeleteJob 授予权限以删除作业 Write Job*    

 DeletePro 
ject

授予权限以删除项目 Write Project*    

 DeleteRec 
ipeVersion

授予删除配方版本的权限 写入 Recipe*    

 DeleteRul 
eset

授予删除规则集的权限 写入 Ruleset*    
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https://docs.aws.amazon.com/databrew/latest/dg/API_CreateRuleset.html
https://docs.aws.amazon.com/databrew/latest/dg/API_CreateRuleset.html
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/databrew/latest/dg/API_CreateSchedule.html
https://docs.aws.amazon.com/databrew/latest/dg/API_CreateSchedule.html
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/databrew/latest/dg/API_DeleteDataset.html
https://docs.aws.amazon.com/databrew/latest/dg/API_DeleteDataset.html
#awsgluedatabrew-Dataset
https://docs.aws.amazon.com/databrew/latest/dg/API_DeleteJob.html
#awsgluedatabrew-Job
https://docs.aws.amazon.com/databrew/latest/dg/API_DeleteProject.html
https://docs.aws.amazon.com/databrew/latest/dg/API_DeleteProject.html
#awsgluedatabrew-Project
https://docs.aws.amazon.com/databrew/latest/dg/API_DeleteRecipeVersion.html
https://docs.aws.amazon.com/databrew/latest/dg/API_DeleteRecipeVersion.html
#awsgluedatabrew-Recipe
https://docs.aws.amazon.com/databrew/latest/dg/API_DeleteRuleset.html
https://docs.aws.amazon.com/databrew/latest/dg/API_DeleteRuleset.html
#awsgluedatabrew-Ruleset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSch 
edule

授予删除计划的权限 Write Schedule*    

 DescribeD 
ataset

授予查看有关数据集详细信息
的权限

Read Dataset*    

 DescribeJob 授予查看有关作业详细信息的
权限

Read Job*    

 DescribeJ 
obRun

授予权限以查看给定作业的作
业运行详细信息

Read Job*    

 DescribeP 
roject

授予查看有关项目详细信息的
权限

Read Project*    

 DescribeR 
ecipe

授予查看有关配方详细信息的
权限

读取 Recipe*    

 DescribeR 
uleset

授予查看有关规则集详细信息
的权限

读取 Ruleset*    

 DescribeS 
chedule

授予查看有关计划详细信息的
权限

Read Schedule*    

 ListDatasets 授予列出账户中的数据集的权
限

Read      

 ListJobRuns 授予列出给定作业的作业运行
的权限

Read Job*    

 ListJobs 授予列出账户中的作业的权限 Read      

 ListProjects 授予列出账户中的项目的权限 Read      

 ListRecip 
eVersions

授予列出配方中的版本的权限 Read Recipe*    
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https://docs.aws.amazon.com/databrew/latest/dg/API_DeleteSchedule.html
https://docs.aws.amazon.com/databrew/latest/dg/API_DeleteSchedule.html
#awsgluedatabrew-Schedule
#awsgluedatabrew-Schedule
https://docs.aws.amazon.com/databrew/latest/dg/API_DescribeDataset.html
https://docs.aws.amazon.com/databrew/latest/dg/API_DescribeDataset.html
#awsgluedatabrew-Dataset
https://docs.aws.amazon.com/databrew/latest/dg/API_DescribeJob.html
#awsgluedatabrew-Job
https://docs.aws.amazon.com/databrew/latest/dg/API_DescribeJobRun.html
https://docs.aws.amazon.com/databrew/latest/dg/API_DescribeJobRun.html
#awsgluedatabrew-Job
https://docs.aws.amazon.com/databrew/latest/dg/API_DescribeProject.html
https://docs.aws.amazon.com/databrew/latest/dg/API_DescribeProject.html
#awsgluedatabrew-Project
https://docs.aws.amazon.com/databrew/latest/dg/API_DescribeRecipe.html
https://docs.aws.amazon.com/databrew/latest/dg/API_DescribeRecipe.html
#awsgluedatabrew-Recipe
https://docs.aws.amazon.com/databrew/latest/dg/API_DescribeRuleset.html
https://docs.aws.amazon.com/databrew/latest/dg/API_DescribeRuleset.html
#awsgluedatabrew-Ruleset
https://docs.aws.amazon.com/databrew/latest/dg/API_DescribeSchedule.html
https://docs.aws.amazon.com/databrew/latest/dg/API_DescribeSchedule.html
#awsgluedatabrew-Schedule
#awsgluedatabrew-Schedule
https://docs.aws.amazon.com/databrew/latest/dg/API_ListDatasets.html
https://docs.aws.amazon.com/databrew/latest/dg/API_ListJobRuns.html
#awsgluedatabrew-Job
https://docs.aws.amazon.com/databrew/latest/dg/API_ListJobs.html
https://docs.aws.amazon.com/databrew/latest/dg/API_ListProjects.html
https://docs.aws.amazon.com/databrew/latest/dg/API_ListRecipeVersions.html
https://docs.aws.amazon.com/databrew/latest/dg/API_ListRecipeVersions.html
#awsgluedatabrew-Recipe


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRecipes 授予列出账户中的配方的权限 读取      

 ListRulesets 授予列出账户中的规则集的权
限

读取      

 ListSched 
ules

授予列出账户中的计划的权限 Read      

Dataset    

Job    

Project    

Recipe    

Ruleset    

 ListTagsF 
orResource

授予检索与资源关联的标签的
权限

Read

Schedule    

 PublishRe 
cipe

授予发布配方主版本的权限 Write Recipe*    

 SendProje 
ctSession 
Action

授予向项目的交互式会话提交
操作的权限

Write Project*    

 StartJobRun 授予权限以开始运行作业 Write Job*    

 StartProj 
ectSession

授予启动项目交互式会话的权
限

Write Project*    

 StopJobRun 授予停止作业运行的权限 Write Job*    

Dataset     TagResour 
ce

授予权限以将标签添加到资源
中

Tagging

Job    
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https://docs.aws.amazon.com/databrew/latest/dg/API_ListRecipes.html
https://docs.aws.amazon.com/databrew/latest/dg/API_ListRulesets.html
https://docs.aws.amazon.com/databrew/latest/dg/API_ListSchedules.html
https://docs.aws.amazon.com/databrew/latest/dg/API_ListSchedules.html
#awsgluedatabrew-Dataset
#awsgluedatabrew-Job
#awsgluedatabrew-Project
#awsgluedatabrew-Recipe
#awsgluedatabrew-Ruleset
https://docs.aws.amazon.com/databrew/latest/dg/API_ListTagsForResource.html
https://docs.aws.amazon.com/databrew/latest/dg/API_ListTagsForResource.html
#awsgluedatabrew-Schedule
https://docs.aws.amazon.com/databrew/latest/dg/API_PublishRecipe.html
https://docs.aws.amazon.com/databrew/latest/dg/API_PublishRecipe.html
#awsgluedatabrew-Recipe
https://docs.aws.amazon.com/databrew/latest/dg/API_SendProjectSessionAction.html
https://docs.aws.amazon.com/databrew/latest/dg/API_SendProjectSessionAction.html
https://docs.aws.amazon.com/databrew/latest/dg/API_SendProjectSessionAction.html
#awsgluedatabrew-Project
https://docs.aws.amazon.com/databrew/latest/dg/API_StartJobRun.html
#awsgluedatabrew-Job
https://docs.aws.amazon.com/databrew/latest/dg/API_StartProjectSession.html
https://docs.aws.amazon.com/databrew/latest/dg/API_StartProjectSession.html
#awsgluedatabrew-Project
https://docs.aws.amazon.com/databrew/latest/dg/API_StopJobRun.html
#awsgluedatabrew-Job
#awsgluedatabrew-Dataset
https://docs.aws.amazon.com/databrew/latest/dg/API_TagResource.html
https://docs.aws.amazon.com/databrew/latest/dg/API_TagResource.html
#awsgluedatabrew-Job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Project    

Recipe    

Ruleset    

Schedule    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Dataset    

Job    

Project    

Recipe    

Ruleset    

Schedule    

 UntagReso 
urce

授予权限以删除与资源关联的
标签

Tagging

  aws:TagKe 
ys

 

 UpdateDat 
aset

授予修改数据集的权限 Write Dataset*    

 UpdatePro 
fileJob

授予修改配置文件作业的权限 Write Job*    
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#awsgluedatabrew-Project
#awsgluedatabrew-Recipe
#awsgluedatabrew-Ruleset
#awsgluedatabrew-Schedule
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_RequestTag___TagKey_
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-Dataset
#awsgluedatabrew-Job
#awsgluedatabrew-Project
#awsgluedatabrew-Recipe
#awsgluedatabrew-Ruleset
#awsgluedatabrew-Schedule
https://docs.aws.amazon.com/databrew/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com/databrew/latest/dg/API_UntagResource.html
#awsgluedatabrew-aws_TagKeys
#awsgluedatabrew-aws_TagKeys
https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateDataset.html
https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateDataset.html
#awsgluedatabrew-Dataset
https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateProfileJob.html
https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateProfileJob.html
#awsgluedatabrew-Job


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePro 
ject

授予修改项目的权限 Write Project*    

 UpdateRec 
ipe

授予修改配方的权限 Write Recipe*    

 UpdateRec 
ipeJob

授予修改配方作业的权限 写入 Job*    

 UpdateRul 
eset

授予修改规则集的权限 写入 Ruleset*    

 UpdateSch 
edule

授予修改计划的权限 写入 Schedule*    

由 AWS Glue 定义的资源类型 DataBrew

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Project arn:${Partition}:databrew:${Region}: 
${Account}:project/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Dataset arn:${Partition}:databrew:${Region}: 
${Account}:dataset/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Ruleset arn:${Partition}:databrew:${Region}: 
${Account}:ruleset/${ResourceId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateProject.html
https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateProject.html
#awsgluedatabrew-Project
https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateRecipe.html
https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateRecipe.html
#awsgluedatabrew-Recipe
https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateRecipeJob.html
https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateRecipeJob.html
#awsgluedatabrew-Job
https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateRuleset.html
https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateRuleset.html
#awsgluedatabrew-Ruleset
https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateSchedule.html
https://docs.aws.amazon.com/databrew/latest/dg/API_UpdateSchedule.html
#awsgluedatabrew-Schedule
#awsgluedatabrew-Schedule
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/databrew/latest/dg/projects.html
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/databrew/latest/dg/datasets.html
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/databrew/latest/dg/rulesets.html
#awsgluedatabrew-aws_ResourceTag___TagKey_
#awsgluedatabrew-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 Recipe arn:${Partition}:databrew:${Region}: 
${Account}:recipe/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Job arn:${Partition}:databrew:${Region}: 
${Account}:job/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Schedule arn:${Partition}:databrew:${Region}: 
${Account}:schedule/${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS Glue 的条件键 DataBrew

AWS Glu DataBrew e 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Ground Station 的操作、资源和条件键

AWS Ground Station（服务前缀:groundstation）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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https://docs.aws.amazon.com/databrew/latest/dg/recipes.html
#awsgluedatabrew-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/ground-station/latest/ug/what-is-aws-ground-station.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/Welcome.html


服务授权参考 服务授权参考

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Ground Station 定义的操作

• AWS Ground Station 定义的资源类型

• AWS Ground Station 的条件键

AWS Ground Station 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelCon 
tact

授予权限，取消联络 Write Contact*    

 CreateConfig 授予权限以创建配置 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDat 
aflowEndp 
ointGroup

授予权限以创建数据流终端节
点组

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateEph 
emeris

授予创建星历项目的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateMis 
sionProfile

授予权限以创建任务配置文件 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteConfig 授予权限以删除配置 Write Config*    
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CancelContact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CancelContact.html
#awsgroundstation-Contact
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateConfig.html
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_TagKeys
#awsgroundstation-aws_TagKeys
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_TagKeys
#awsgroundstation-aws_TagKeys
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_TagKeys
#awsgroundstation-aws_TagKeys
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateMissionProfile.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateMissionProfile.html
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_TagKeys
#awsgroundstation-aws_TagKeys
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteConfig.html
#awsgroundstation-Config


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDat 
aflowEndp 
ointGroup

授予权限以删除数据流终端节
点组

写入 DataflowE 
ndpointGr 
oup*

   

 DeleteEph 
emeris

授予删除星历项目的权限 写入 Ephemeris 
Item*

   

 DeleteMis 
sionProfile

授予权限以删除任务配置文件 Write MissionPr 
ofile*

   

 DescribeC 
ontact

授予权限，描述联络 读取 Contact*    

 DescribeE 
phemeris

授予描述星历项目的权限 读取 Ephemeris 
Item*

   

 GetAgentC 
onfiguration

授予权限以获取代理的配置 读取 Agent*    

 GetConfig 授予权限以返回配置 Read Config*    

 GetDatafl 
owEndpoin 
tGroup

授予权限以返回数据流终端节
点组

Read DataflowE 
ndpointGr 
oup*

   

 GetMinute 
Usage

授予权限以返回分钟使用量 Read      

 GetMissio 
nProfile

授予权限以检索任务配置文件 Read MissionPr 
ofile*

   

 GetSatellite 授予权限以返回有关卫星的信
息

Read Satellite*    
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteDataflowEndpointGroup.html
#awsgroundstation-DataflowEndpointGroup
#awsgroundstation-DataflowEndpointGroup
#awsgroundstation-DataflowEndpointGroup
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteEphemeris.html
#awsgroundstation-EphemerisItem
#awsgroundstation-EphemerisItem
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteMissionProfile.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteMissionProfile.html
#awsgroundstation-MissionProfile
#awsgroundstation-MissionProfile
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
#awsgroundstation-Contact
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
#awsgroundstation-EphemerisItem
#awsgroundstation-EphemerisItem
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetAgentConfiguration.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetAgentConfiguration.html
#awsgroundstation-Agent
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetConfig.html
#awsgroundstation-Config
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetDataflowEndpointGroup.html
#awsgroundstation-DataflowEndpointGroup
#awsgroundstation-DataflowEndpointGroup
#awsgroundstation-DataflowEndpointGroup
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetMinuteUsage.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetMinuteUsage.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetMissionProfile.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetMissionProfile.html
#awsgroundstation-MissionProfile
#awsgroundstation-MissionProfile
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
#awsgroundstation-Satellite


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListConfigs 授予权限以返回过去的配置列
表

List      

 ListContacts 授予权限，返回联络列表 List      

 ListDataf 
lowEndpoi 
ntGroups

授予权限以列出数据流终端节
点组

列表      

 ListEphem 
erides

授予列出所有星历的权限 列表      

 ListGroun 
dStations

授予权限以列出地面站 List      

 ListMissi 
onProfiles

授予权限以返回任务配置文件
列表

List      

 ListSatellites 授予权限以列出卫星 List      

Config    

Contact    

DataflowE 
ndpointGr 
oup

   

 ListTagsF 
orResource

授予权限以列出资源的标签 读取

MissionPr 
ofile

   

 RegisterA 
gent

授予权限以注册代理 写入      
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListConfigs.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListContacts.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListDataflowEndpointGroups.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListDataflowEndpointGroups.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListDataflowEndpointGroups.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListGroundStations.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListGroundStations.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListMissionProfiles.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListMissionProfiles.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
#awsgroundstation-Config
#awsgroundstation-Contact
#awsgroundstation-DataflowEndpointGroup
#awsgroundstation-DataflowEndpointGroup
#awsgroundstation-DataflowEndpointGroup
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListTagsForResource.html
#awsgroundstation-MissionProfile
#awsgroundstation-MissionProfile
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_RegisterAgent.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_RegisterAgent.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ReserveCo 
ntact

授予权限，保留联络 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Config    

Contact    

DataflowE 
ndpointGr 
oup

   

Ephemeris 
Item

   

MissionPr 
ofile

   

 TagResour 
ce

授予权限以分配资源标签 标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Config    

Contact    

 UntagReso 
urce

授予权限以取消分配资源标签 标记

DataflowE 
ndpointGr 
oup
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_TagKeys
#awsgroundstation-aws_TagKeys
#awsgroundstation-Config
#awsgroundstation-Contact
#awsgroundstation-DataflowEndpointGroup
#awsgroundstation-DataflowEndpointGroup
#awsgroundstation-DataflowEndpointGroup
#awsgroundstation-EphemerisItem
#awsgroundstation-EphemerisItem
#awsgroundstation-MissionProfile
#awsgroundstation-MissionProfile
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_TagResource.html
#awsgroundstation-aws_TagKeys
#awsgroundstation-aws_TagKeys
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-aws_RequestTag___TagKey_
#awsgroundstation-Config
#awsgroundstation-Contact
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UntagResource.html
#awsgroundstation-DataflowEndpointGroup
#awsgroundstation-DataflowEndpointGroup
#awsgroundstation-DataflowEndpointGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Ephemeris 
Item

   

MissionPr 
ofile

   

  aws:TagKe 
ys

 

 UpdateAge 
ntStatus

授予权限以更新代理的状态 写入 Agent*    

 UpdateCon 
fig

授予权限以更新配置 写入 Config*    

 UpdateEph 
emeris

授予更新星历项目的权限 写入 Ephemeris 
Item*

   

 UpdateMis 
sionProfile

授予权限以更新任务配置文件 Write MissionPr 
ofile*

   

AWS Ground Station 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Config arn:${Partition}:groundstation:${Reg 
ion}:${Account}:config/${ConfigType} 
/${ConfigId}

aws:ResourceTag/${ 
TagKey}
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#awsgroundstation-EphemerisItem
#awsgroundstation-EphemerisItem
#awsgroundstation-MissionProfile
#awsgroundstation-MissionProfile
#awsgroundstation-aws_TagKeys
#awsgroundstation-aws_TagKeys
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateAgentStatus.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateAgentStatus.html
#awsgroundstation-Agent
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateConfig.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateConfig.html
#awsgroundstation-Config
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateEphemeris.html
#awsgroundstation-EphemerisItem
#awsgroundstation-EphemerisItem
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateMissionProfile.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateMissionProfile.html
#awsgroundstation-MissionProfile
#awsgroundstation-MissionProfile
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ConfigListItem.html
#awsgroundstation-aws_ResourceTag___TagKey_
#awsgroundstation-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

groundstation:Conf 
igId

groundstation:Conf 
igType

 Contact arn:${Partition}:groundstation:${Reg 
ion}:${Account}:contact/${ContactId}

aws:ResourceTag/${ 
TagKey}

groundstation:Cont 
actId

 DataflowE 
ndpointGroup

arn:${Partition}:groundstation:${Reg 
ion}:${Account}:dataflow-endpoint-gr 
oup/${DataflowEndpointGroupId}

aws:ResourceTag/${ 
TagKey}

groundstation:Data 
flowEndpointGroupId

 Ephemeris 
Item

arn:${Partition}:groundstation:${Reg 
ion}:${Account}:ephemeris/${Ephemeri 
sId}

aws:ResourceTag/${ 
TagKey}

groundstation:Ephe 
merisId

 GroundSta 
tionResource

arn:${Partition}:groundstation:${Reg 
ion}:${Account}:groundstation:${Grou 
ndStationId}

groundstation:Grou 
ndStationId

 MissionPr 
ofile

arn:${Partition}:groundstation:${Reg 
ion}:${Account}:mission-profile/${Mi 
ssionProfileId}

aws:ResourceTag/${ 
TagKey}

groundstation:Miss 
ionProfileId

 Satellite arn:${Partition}:groundstation:${Reg 
ion}:${Account}:satellite/${Satellit 
eId}

groundstation:Sate 
lliteId
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#awsgroundstation-groundstation_ConfigId
#awsgroundstation-groundstation_ConfigId
#awsgroundstation-groundstation_ConfigType
#awsgroundstation-groundstation_ConfigType
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ContactData.html
#awsgroundstation-aws_ResourceTag___TagKey_
#awsgroundstation-aws_ResourceTag___TagKey_
#awsgroundstation-groundstation_ContactId
#awsgroundstation-groundstation_ContactId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
#awsgroundstation-aws_ResourceTag___TagKey_
#awsgroundstation-aws_ResourceTag___TagKey_
#awsgroundstation-groundstation_DataflowEndpointGroupId
#awsgroundstation-groundstation_DataflowEndpointGroupId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_EphemerisItem.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_EphemerisItem.html
#awsgroundstation-aws_ResourceTag___TagKey_
#awsgroundstation-aws_ResourceTag___TagKey_
#awsgroundstation-groundstation_EphemerisId
#awsgroundstation-groundstation_EphemerisId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GroundStationData.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GroundStationData.html
#awsgroundstation-groundstation_GroundStationId
#awsgroundstation-groundstation_GroundStationId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_MissionProfileListItem.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_MissionProfileListItem.html
#awsgroundstation-aws_ResourceTag___TagKey_
#awsgroundstation-aws_ResourceTag___TagKey_
#awsgroundstation-groundstation_MissionProfileId
#awsgroundstation-groundstation_MissionProfileId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_SatelliteListItem.html
#awsgroundstation-groundstation_SatelliteId
#awsgroundstation-groundstation_SatelliteId


服务授权参考 服务授权参考

资源类型 ARN 条件键

 Agent arn:${Partition}:groundstation:${Reg 
ion}:${Account}:agent/${AgentId}

groundstation:AgentId

AWS Ground Station 的条件键

AWS Ground Station 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 groundsta 
tion:AgentId

按代理的 ID 筛选访问权限 字符串

 groundsta 
tion:ConfigId

按配置 ID 筛选访问 字符串

 groundsta 
tion:ConfigType

按配置类型筛选访问 字符串

 groundsta 
tion:ContactId

按联系人 ID 筛选访问 字符串

 groundsta 
tion:Data 

按数据流终端节点组 ID 筛选访问 字符串
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AgentDetails.html
#awsgroundstation-groundstation_AgentId
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_RegisterAgent.html#groundstation-RegisterAgent-response-agentId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_RegisterAgent.html#groundstation-RegisterAgent-response-agentId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateConfig.html#groundstation-CreateConfig-response-configId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateConfig.html#groundstation-CreateConfig-response-configId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateConfig.html#groundstation-CreateConfig-response-configType
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateConfig.html#groundstation-CreateConfig-response-configType
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html#groundstation-ReserveContact-response-contactId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html#groundstation-ReserveContact-response-contactId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html#groundstation-CreateDataflowEndpointGroup-response-dataflowEndpointGroupId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html#groundstation-CreateDataflowEndpointGroup-response-dataflowEndpointGroupId
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条件键 描述 类型

flowEndpo 
intGroupId

 groundsta 
tion:EphemerisId

按星历 ID 筛选访问权限 字符串

 groundsta 
tion:Grou 
ndStationId

按 Ground Station ID 筛选访问 字符串

 groundsta 
tion:MissionProfil 
eId

按任务配置文件 ID 筛选访问 字符串

 groundsta 
tion:SatelliteId

按卫星 ID 筛选访问 字符串

Amazon GroundTruth 标签的操作、资源和条件密钥

Ama GroundTruth zon Labeling（服务前缀:groundtruthlabeling）提供以下特定于服务的资源、
操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 亚马逊 GroundTruth 贴标定义的操作

• 由 Amazon GroundTruth Labeling 定义的资源类型

• Amazon GroundTruth 贴标的条件密钥
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html#groundstation-CreateDataflowEndpointGroup-response-dataflowEndpointGroupId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html#groundstation-CreateDataflowEndpointGroup-response-dataflowEndpointGroupId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html#groundstation-CreateEphemeris-response-ephemerisId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html#groundstation-CreateEphemeris-response-ephemerisId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GroundStationData.html#groundstation-Type-GroundStationData-groundStationId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GroundStationData.html#groundstation-Type-GroundStationData-groundStationId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GroundStationData.html#groundstation-Type-GroundStationData-groundStationId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateMissionProfile.html#groundstation-CreateMissionProfile-response-missionProfileId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateMissionProfile.html#groundstation-CreateMissionProfile-response-missionProfileId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateMissionProfile.html#groundstation-CreateMissionProfile-response-missionProfileId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_SatelliteListItem.html#groundstation-Type-SatelliteListItem-satelliteId
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_SatelliteListItem.html#groundstation-Type-SatelliteListItem-satelliteId
https://docs.aws.amazon.com/sagemaker/latest/dg/whatis.html
https://docs.aws.amazon.com/sagemaker/latest/dg/sms-data-input.html
https://docs.aws.amazon.com/sagemaker/latest/dg/security-iam.html
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亚马逊 GroundTruth 贴标定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
PatchToMa 
nifestJob [仅
权限]

授予将修补程序文件与清单文
件关联以更新清单文件的权限

Write      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateBatch
[仅权限]

授予创建 GT Batch 的权限 写入      

 CreateInt 
akeForm [仅
权限]

授予权限以创建接收表单 写入      

 CreatePro 
ject [仅权限]

授予创建 GT 项目的权限 写入      

 CreateWor 
kflowDefi 
nition [仅权
限]

授予创建 GT 工作流程定义的
权限

写入      

 DescribeC 
onsoleJob [仅
权限]

授予获取 GroundTruthLabelin 
g 任务状态的权限

读取      

 GenerateL 
IDARPrevi 
ewTaskCon 
figJob [仅权
限]

授予权限以生成 LiDAR 预览任
务

写入      

 GetBatch [仅
权限]

授予获取 GT Batch 的权限 读取      

 GetIntake 
FormStatus
[仅权限]

授予权限以获取接收表单 读取      

 ListBatches
[仅权限]

授予上架 GT 批次的权限 读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDatas 
etObjects [仅
权限]

授予在清单文件中列出数据集
对象的权限

Read      

 ListProjects
[仅权限]

授予列出 GT 项目的权限 读取      

 RunFilter 
OrSampleD 
atasetJob [仅
权限]

授予使用 S3 选择筛选清单文
件中的记录的权限。根据随机
采样获取样本条目

Write      

 RunGenera 
teManifes 
tByCrawli 
ngJob [仅权
限]

授予列出 S3 前缀和从该位置
的对象创建清单文件的权限

写入      

 RunGenera 
teManifes 
tMetricsJob
[仅权限]

授予权限以通过清单中的对象
生成指标

写入      

 UpdateBatch
[仅权限]

授予更新 GT Batch 的权限 写入      

由 Amazon GroundTruth Labeling 定义的资源类型

Ama GroundTruth zon Labeling 不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许访
问亚马逊 GroundTruth 标签，请在您的政策"Resource": "*"中指定。
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Amazon GroundTruth 贴标的条件密钥

GroundTruth 标签中没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有
服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon 的操作、资源和条件密钥 GuardDuty

Amazon GuardDuty （服务前缀:guardduty）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 GuardDuty

• Amazon 定义的资源类型 GuardDuty

• Amazon 的条件密钥 GuardDuty

Amazon 定义的操作 GuardDuty

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptAdm 
inistrato 
rInvitation

授予接受成为 GuardDuty 成员
账户的邀请的权限

写入      

 AcceptInv 
itation

授予接受成为 GuardDuty 成员
账户的邀请的权限

写入      

 ArchiveFi 
ndings

授予存档 GuardDuty 调查结果
的权限

写入      

 CreateDet 
ector

授予权限以创建检测器 写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys
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#amazonguardduty-aws_ResourceTag___TagKey_
#amazonguardduty-aws_ResourceTag___TagKey_
#amazonguardduty-aws_TagKeys
#amazonguardduty-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

filter*     CreateFilter 授予创建 GuardDuty 过滤器的
权限。筛选条件定义用于筛选
结果的结果属性和条件

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateIPSet 授予创建 IPSet 写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

iam:Delet 
eRolePoli 
cy

iam:PutRo 
lePolicy

 CreateMal 
wareProte 
ctionPlan

授予权限以创建新恶意软件防
护计划

写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 CreateMem 
bers

授予创建 GuardDuty 成员账户
的权限，其中用于创建成员的
账户变为 GuardDuty 管理员账
户

写入      
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#amazonguardduty-filter
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePub 
lishingDe 
stination

授予权限以创建发布目标 Write     s3:GetObj 
ect

s3:ListBu 
cket

 CreateSam 
pleFindings

授予权限以创建示例结果 写入      

 CreateThr 
eatEntitySet

授予创建权限 GuardDuty 
ThreatEntitySets，其中 
ThreatEntitySet 包含用于生成
发现结果的已知恶意 IP 地址 
and/or 域 GuardDuty

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

s3:GetObj 
ect

 CreateThr 
eatIntelSet

授予创建权限 GuardDuty 
ThreatIntelSets，其中 
ThreatIntelSet 包含用于生成
发现结果的已知恶意 IP 地址 
GuardDuty

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateTru 
stedEntitySet

授予创建 TrustedEntitySet 写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

s3:GetObj 
ect
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https://docs.aws.amazon.com/guardduty/latest/APIReference/API_CreatePublishingDestination.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_CreatePublishingDestination.html
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#amazonguardduty-aws_ResourceTag___TagKey_
#amazonguardduty-aws_ResourceTag___TagKey_
#amazonguardduty-aws_ResourceTag___TagKey_
#amazonguardduty-aws_TagKeys
#amazonguardduty-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeclineIn 
vitations

授予拒绝邀请成为 GuardDuty 
成员账户的权限

写入      

 DeleteDet 
ector

授予删除探 GuardDuty 测器的
权限

写入 detector*    

 DeleteFilter 授予删除 GuardDuty 过滤器的
权限

写入 filter*    

 DeleteIPSet 授予删除权限 GuardDuty 
IPSets

写入 ipset*    

 DeleteInv 
itations

授予删除成为 GuardDuty 成员
账户的邀请的权限

写入      

 DeleteMal 
wareProte 
ctionPlan

授予权限以删除恶意软件防护
计划

写入 malwarepr 
otectionp 
lan*

   

 DeleteMem 
bers

授予删除 GuardDuty 成员账户
的权限

写入      

 DeletePub 
lishingDe 
stination

授予权限以删除发布目标 写入 publishin 
gDestinat 
ion*

   

 DeleteThr 
eatEntitySet

授予删除权限 GuardDuty 
ThreatEntitySets

写入 threatent 
ityset*

   

 DeleteThr 
eatIntelSet

授予删除权限 GuardDuty 
ThreatIntelSets

写入 threatint 
elset*

   

 DeleteTru 
stedEntitySet

授予删除权限 GuardDuty 
TrustedEntitySets

写入 trusteden 
tityset*
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https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteIPSet.html
#amazonguardduty-ipset
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteInvitations.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteInvitations.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteMalwareProtectionPlan.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteMalwareProtectionPlan.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteMalwareProtectionPlan.html
#amazonguardduty-malwareprotectionplan
#amazonguardduty-malwareprotectionplan
#amazonguardduty-malwareprotectionplan
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteMembers.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteMembers.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeletePublishingDestination.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeletePublishingDestination.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeletePublishingDestination.html
#amazonguardduty-publishingDestination
#amazonguardduty-publishingDestination
#amazonguardduty-publishingDestination
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteThreatEntitySet.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteThreatEntitySet.html
#amazonguardduty-threatentityset
#amazonguardduty-threatentityset
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteThreatIntelSet.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteThreatIntelSet.html
#amazonguardduty-threatintelset
#amazonguardduty-threatintelset
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteTrustedEntitySet.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DeleteTrustedEntitySet.html
#amazonguardduty-trustedentityset
#amazonguardduty-trustedentityset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeM 
alwareScans

授予权限以检索有关恶意软件
扫描的详细信息

读取      

 DescribeO 
rganizati 
onConfigu 
ration

授予权限以检索与 GuardDuty 
探测器关联的委派管理员的详
细信息

读取      

 DescribeP 
ublishing 
Destination

授予权限以检索有关发布目标
的详细信息

读取 publishin 
gDestinat 
ion*

   

 DisableOr 
ganizatio 
nAdminAcc 
ount

授予禁用组织委托管理员的权
限 GuardDuty

写入      

 Disassoci 
ateFromAd 
ministrat 
orAccount

授予取消 GuardDuty 成员账户
与其 GuardDuty 管理员账户关
联的权限

写入      

 Disassoci 
ateFromMa 
sterAccount

授予取消 GuardDuty 成员账户
与其 GuardDuty 管理员账户关
联的权限

写入      

 Disassoci 
ateMembers

授予取消 GuardDuty 成员账户
与其管理员 GuardDuty 账户关
联的权限

写入      

 EnableOrg 
anization 
AdminAcco 
unt

授予允许组织委托管理员执行
以下操作的权限 GuardDuty

写入      
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https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DescribeMalwareScans.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DescribeMalwareScans.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DescribeOrganizationConfiguration.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DescribeOrganizationConfiguration.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DescribeOrganizationConfiguration.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DescribeOrganizationConfiguration.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DescribePublishingDestination.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DescribePublishingDestination.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DescribePublishingDestination.html
#amazonguardduty-publishingDestination
#amazonguardduty-publishingDestination
#amazonguardduty-publishingDestination
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DisableOrganizationAdminAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DisableOrganizationAdminAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DisableOrganizationAdminAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DisableOrganizationAdminAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DisassociateFromAdministratorAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DisassociateFromAdministratorAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DisassociateFromAdministratorAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DisassociateFromAdministratorAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DisassociateFromMasterAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DisassociateFromMasterAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DisassociateFromMasterAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DisassociateMembers.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_DisassociateMembers.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_EnableOrganizationAdminAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_EnableOrganizationAdminAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_EnableOrganizationAdminAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_EnableOrganizationAdminAccount.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAdmini 
stratorAc 
count

授予检索与成员账户关联的 
GuardDuty 管理员账户详细信
息的权限

读取      

 GetCovera 
geStatistics

授予列出某地区指定 
GuardDuty 账户的 Amazon 
GuardDuty 覆盖率统计数据的
权限

读取 detector*    

 GetDetector 授予检索 GuardDuty 探测器的
权限

读取 detector*    

 GetFilter 授予检索 GuardDuty 过滤器的
权限

读取 filter*    

 GetFindings 授予检索 GuardDuty 结果的权
限

读取      

 GetFindin 
gsStatistics

授予检索 GuardDuty 查找结果
统计信息列表的权限

读取      

 GetIPSet 授予检索权限 GuardDuty 
IPSets

读取 ipset*    

 GetInvita 
tionsCount

授予权限以检索发送到指定账
户的所有 GuardDuty 邀请的数
量，其中不包括已接受的邀请

读取      

 GetMalwar 
eProtecti 
onPlan

授予权限以检索恶意软件防护
计划详细信息

读取 malwarepr 
otectionp 
lan*

   

 GetMalwar 
eScanSett 
ings

授予权限以检索恶意软件扫描
设置

读取      
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https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetAdministratorAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetAdministratorAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetAdministratorAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetCoverageStatistics.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetCoverageStatistics.html
#amazonguardduty-detector
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetDetector.html
#amazonguardduty-detector
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetFilter.html
#amazonguardduty-filter
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetFindings.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetFindingsStatistics.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetFindingsStatistics.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetIPSet.html
#amazonguardduty-ipset
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetInvitationsCount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetInvitationsCount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetMalwareProtectionPlan.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetMalwareProtectionPlan.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetMalwareProtectionPlan.html
#amazonguardduty-malwareprotectionplan
#amazonguardduty-malwareprotectionplan
#amazonguardduty-malwareprotectionplan
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetMalwareScanSettings.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetMalwareScanSettings.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetMalwareScanSettings.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetMaster 
Account

授予检索与成员账户关联的 
GuardDuty 管理员账户详细信
息的权限

读取      

 GetMember 
Detectors

授予权限以描述为成员账户检
测器启用的数据源

读取      

 GetMembers 授予权限以检索与管理员账户
关联的成员账户

读取      

 GetOrgani 
zationSta 
tistics

授予检索某地区成员账户的 
GuardDuty 保护计划覆盖范围
统计数据的权限

读取      

 GetRemain 
ingFreeTr 
ialDays

授予提供免费试用期内使用的
每个数据来源的剩余天数的权
限

读取      

 GetThreat 
EntitySet

授予检索权限 GuardDuty 
ThreatEntitySets

读取 threatent 
ityset*

   

 GetThreat 
IntelSet

授予检索权限 GuardDuty 
ThreatIntelSets

读取 threatint 
elset*

   

 GetTruste 
dEntitySet

授予检索权限 GuardDuty 
TrustedEntitySets

读取 trusteden 
tityset*

   

 GetUsageS 
tatistics

允许列出指定探测器 ID 在过去 
30 天内的 Amazon GuardDuty 
使用统计数据

读取      

 InviteMem 
bers

授予邀请其他 AWS 账户启用 
GuardDuty 和成为 GuardDuty 
成员账户的权限

写入      
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https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetMasterAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetMasterAccount.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetMemberDetectors.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetMemberDetectors.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetMembers.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetOrganizationStatistics.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetOrganizationStatistics.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetOrganizationStatistics.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetRemainingFreeTrialDays.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetRemainingFreeTrialDays.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetRemainingFreeTrialDays.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetThreatEntitySet.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetThreatEntitySet.html
#amazonguardduty-threatentityset
#amazonguardduty-threatentityset
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetThreatIntelSet.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetThreatIntelSet.html
#amazonguardduty-threatintelset
#amazonguardduty-threatintelset
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetTrustedEntitySet.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetTrustedEntitySet.html
#amazonguardduty-trustedentityset
#amazonguardduty-trustedentityset
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetUsageStatistics.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_GetUsageStatistics.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_InviteMembers.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_InviteMembers.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListCoverage 授予权限以列出某个区域内给
定账户的所有资源详细信息

列表 detector*    

 ListDetectors 授予检索 GuardDuty 探测器列
表的权限

列表      

 ListFilters 授予检索 GuardDuty 筛选器列
表的权限

列表      

 ListFindings 授予检索 GuardDuty 发现结果
列表的权限

列表      

 ListIPSets 授予检索列表的权限 
GuardDuty IPSets

列表      

 ListInvit 
ations

授予权限以检索已发送给的所
有 GuardDuty 成员资格邀请的
列表 AWS 账户

列表      

 ListMalwa 
reProtect 
ionPlans

授予权限以检索恶意软件防护
计划列表

列表      

 ListMembers 授予检索与管理员账户关联的 
GuardDuty 成员账户列表的权
限

列表      

 ListOrgan 
izationAd 
minAccounts

授予列出有关组织委托管理员
的详细信息的权限 GuardDuty

列表      

 ListPubli 
shingDest 
inations

授予权限以检索发布目标的列
表

列表      

Amazon GuardDuty 2122

https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListCoverage.html
#amazonguardduty-detector
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListDetectors.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListFilters.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListFindings.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListIPSets.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListInvitations.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListInvitations.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListMalwareProtectionPlans.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListMalwareProtectionPlans.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListMalwareProtectionPlans.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListMembers.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListOrganizationAdminAccounts.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListOrganizationAdminAccounts.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListOrganizationAdminAccounts.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListPublishingDestinations.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListPublishingDestinations.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListPublishingDestinations.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

detector    

filter    

ipset    

malwarepr 
otectionp 
lan

   

threatent 
ityset

   

threatint 
elset

   

 ListTagsF 
orResource

授予检索与 GuardDuty 资源关
联的标签列表的权限

读取

trusteden 
tityset

   

 ListThrea 
tEntitySets

授予检索列表的权限 
GuardDuty ThreatEntitySets

列表      

 ListThrea 
tIntelSets

授予检索列表的权限 
GuardDuty ThreatIntelSets

列表      

 ListTrust 
edEntitySets

授予检索列表的权限 
GuardDuty TrustedEntitySets

列表      

 SendSecur 
ityTelemetry

授予为区域内特定 GuardDuty 
账户发送安全遥测数据的权限

写入      

 StartMalw 
areScan

授予权限以发起新的恶意软件
扫描

写入      

Amazon GuardDuty 2123

#amazonguardduty-detector
#amazonguardduty-filter
#amazonguardduty-ipset
#amazonguardduty-malwareprotectionplan
#amazonguardduty-malwareprotectionplan
#amazonguardduty-malwareprotectionplan
#amazonguardduty-threatentityset
#amazonguardduty-threatentityset
#amazonguardduty-threatintelset
#amazonguardduty-threatintelset
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListTagsForResource.html
#amazonguardduty-trustedentityset
#amazonguardduty-trustedentityset
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListThreatEntitySets.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListThreatEntitySets.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListThreatIntelSets.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListThreatIntelSets.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListTrustedEntitySets.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListTrustedEntitySets.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_SendSecurityTelemetry.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_SendSecurityTelemetry.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_StartMalwareScan.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_StartMalwareScan.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartMoni 
toringMem 
bers

向 GuardDuty 管理员账户授予
权限以监控来自 GuardDuty 成
员账户的调查结果

写入      

 StopMonit 
oringMemb 
ers

授予权限以禁用成员账户的监
控结果

写入      

detector    

filter    

ipset    

malwarepr 
otectionp 
lan

   

threatent 
ityset

   

threatint 
elset

   

trusteden 
tityset

   

 TagResour 
ce

授予向 GuardDuty 资源添加标
签的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/guardduty/latest/APIReference/API_StartMonitoringMembers.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_StartMonitoringMembers.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_StartMonitoringMembers.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_StopMonitoringMembers.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_StopMonitoringMembers.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_StopMonitoringMembers.html
#amazonguardduty-detector
#amazonguardduty-filter
#amazonguardduty-ipset
#amazonguardduty-malwareprotectionplan
#amazonguardduty-malwareprotectionplan
#amazonguardduty-malwareprotectionplan
#amazonguardduty-threatentityset
#amazonguardduty-threatentityset
#amazonguardduty-threatintelset
#amazonguardduty-threatintelset
#amazonguardduty-trustedentityset
#amazonguardduty-trustedentityset
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_TagResource.html
#amazonguardduty-aws_RequestTag___TagKey_
#amazonguardduty-aws_RequestTag___TagKey_
#amazonguardduty-aws_RequestTag___TagKey_
#amazonguardduty-aws_TagKeys
#amazonguardduty-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Unarchive 
Findings

授予取消存档结果的 
GuardDuty 权限

写入      

detector    

filter    

ipset    

malwarepr 
otectionp 
lan

   

threatent 
ityset

   

threatint 
elset

   

trusteden 
tityset

   

 UntagReso 
urce

授予从 GuardDuty 资源中移除
标签的权限

标记

  aws:TagKe 
ys

 

 UpdateDet 
ector

授予更新探 GuardDuty 测器的
权限

写入 detector*    

 UpdateFilter 授予更新 GuardDuty 过滤器的
权限

写入 filter*    

 UpdateFin 
dingsFeed 
back

授予更新调查结果反馈的权
限，以将 GuardDuty 调查结果
标记为有用或无用

写入      

Amazon GuardDuty 2125

https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UnarchiveFindings.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UnarchiveFindings.html
#amazonguardduty-detector
#amazonguardduty-filter
#amazonguardduty-ipset
#amazonguardduty-malwareprotectionplan
#amazonguardduty-malwareprotectionplan
#amazonguardduty-malwareprotectionplan
#amazonguardduty-threatentityset
#amazonguardduty-threatentityset
#amazonguardduty-threatintelset
#amazonguardduty-threatintelset
#amazonguardduty-trustedentityset
#amazonguardduty-trustedentityset
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UntagResource.html
#amazonguardduty-aws_TagKeys
#amazonguardduty-aws_TagKeys
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateDetector.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateDetector.html
#amazonguardduty-detector
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateFilter.html
#amazonguardduty-filter
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateFindingsFeedback.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateFindingsFeedback.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateFindingsFeedback.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateIPSet 授予更新权限 GuardDuty 
IPSets

写入 ipset*   iam:Delet 
eRolePoli 
cy

iam:PutRo 
lePolicy

 UpdateMal 
wareProte 
ctionPlan

授予权限以更新恶意软件防护
计划

写入 malwarepr 
otectionp 
lan*

   

 UpdateMal 
wareScanS 
ettings

授予权限以更新恶意软件扫描
设置

写入      

 UpdateMem 
berDetectors

授予权限以更新为成员账户检
测器启用的数据源

写入      

 UpdateOrg 
anization 
Configuration

授予更新与 GuardDuty 探测器
关联的委派管理员配置的权限

写入      

 UpdatePub 
lishingDe 
stination

授予权限以更新发布目标 写入 publishin 
gDestinat 
ion*

  s3:GetObj 
ect

s3:ListBu 
cket

 UpdateThr 
eatEntitySet

授予更新权限 GuardDuty 
ThreatEntitySets

写入 threatent 
ityset*

  s3:GetObj 
ect
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https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateIPSet.html
#amazonguardduty-ipset
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateMalwareProtectionPlan.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateMalwareProtectionPlan.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateMalwareProtectionPlan.html
#amazonguardduty-malwareprotectionplan
#amazonguardduty-malwareprotectionplan
#amazonguardduty-malwareprotectionplan
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateMalwareScanSettings.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateMalwareScanSettings.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateMalwareScanSettings.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateMemberDetectors.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateMemberDetectors.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateOrganizationConfiguration.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateOrganizationConfiguration.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateOrganizationConfiguration.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdatePublishingDestination.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdatePublishingDestination.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdatePublishingDestination.html
#amazonguardduty-publishingDestination
#amazonguardduty-publishingDestination
#amazonguardduty-publishingDestination
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateThreatEntitySet.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateThreatEntitySet.html
#amazonguardduty-threatentityset
#amazonguardduty-threatentityset
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateThr 
eatIntelSet

授予更新权限 GuardDuty 
ThreatIntelSets

写入 threatint 
elset*

  iam:Delet 
eRolePoli 
cy

iam:PutRo 
lePolicy

 UpdateTru 
stedEntitySet

授予更新权限 GuardDuty 
TrustedEntitySets

写入 trusteden 
tityset*

  s3:GetObj 
ect

Amazon 定义的资源类型 GuardDuty

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 detector arn:${Partition}:guardduty:${Region}:
${Account}:detector/${DetectorId}

aws:ResourceTag/${ 
TagKey}

 filter arn:${Partition}:guardduty:${Region} 
:${Account}:detector/${DetectorId}/f 
ilter/${FilterName}

aws:ResourceTag/${ 
TagKey}

 ipset arn:${Partition}:guardduty:${Region} 
:${Account}:detector/${DetectorId}/i 
pset/${IPSetId}

aws:ResourceTag/${ 
TagKey}

 threatintelset arn:${Partition}:guardduty:${Region} 
:${Account}:detector/${DetectorId}/t 
hreatintelset/${ThreatIntelSetId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateThreatIntelSet.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateThreatIntelSet.html
#amazonguardduty-threatintelset
#amazonguardduty-threatintelset
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateTrustedEntitySet.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_UpdateTrustedEntitySet.html
#amazonguardduty-trustedentityset
#amazonguardduty-trustedentityset
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_managing_access.html#guardduty-resources
#amazonguardduty-aws_ResourceTag___TagKey_
#amazonguardduty-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_managing_access.html#guardduty-resources
#amazonguardduty-aws_ResourceTag___TagKey_
#amazonguardduty-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_managing_access.html#guardduty-resources
#amazonguardduty-aws_ResourceTag___TagKey_
#amazonguardduty-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_managing_access.html#guardduty-resources
#amazonguardduty-aws_ResourceTag___TagKey_
#amazonguardduty-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 trusteden 
tityset

arn:${Partition}:guardduty:${Region} 
:${Account}:detector/${DetectorId}/t 
rustedentityset/${TrustedEntitySetId 
}

aws:ResourceTag/${ 
TagKey}

 threatent 
ityset

arn:${Partition}:guardduty:${Region} 
:${Account}:detector/${DetectorId}/t 
hreatentityset/${ThreatEntitySetId}

aws:ResourceTag/${ 
TagKey}

 publishin 
gDestination

arn:${Partition}:guardduty:${Region} 
:${Account}:detector/${DetectorId}/p 
ublishingDestination/${PublishingDes 
tinationId}

 

 malwarepr 
otectionplan

arn:${Partition}:guardduty:${Region} 
:${Account}:malware-protection-plan/ 
${MalwareProtectionPlanId}

aws:ResourceTag/${ 
TagKey}

Amazon 的条件密钥 GuardDuty

Amazon GuardDuty 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_managing_access.html#guardduty-resources
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_managing_access.html#guardduty-resources
#amazonguardduty-aws_ResourceTag___TagKey_
#amazonguardduty-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_managing_access.html#guardduty-resources
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_managing_access.html#guardduty-resources
#amazonguardduty-aws_ResourceTag___TagKey_
#amazonguardduty-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_managing_access.html#guardduty-resources
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_managing_access.html#guardduty-resources
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_managing_access.html#guardduty-resources
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_managing_access.html#guardduty-resources
#amazonguardduty-aws_ResourceTag___TagKey_
#amazonguardduty-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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Healt AWS h 和 Notifications 的操作、资源 APIs 和条件键

AWS Heal APIs th and Notifications（服务前缀:health）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 “Healt AWS h” APIs 和 “通知” 定义的操作

• 由 “Healt AWS h” APIs 和 “通知” 定义的资源类型

• Healt AWS h APIs 和通知的条件键

由 “Healt AWS h” APIs 和 “通知” 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/health/latest/ug/
https://docs.aws.amazon.com/health/latest/APIReference/
https://docs.aws.amazon.com/health/latest/ug/controlling-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeA 
ffectedAc 
countsFor 
Organization

授予检索组织中受指定事件影
响的账户列表的权限

读取     organizat 
ions:List 
Accounts

event*     DescribeA 
ffectedEn 
tities

授予检索受指定事件影响的实
体列表的权限

读取

  health:ev 
entTypeCo 
de

health:se 
rvice

 

 DescribeA 
ffectedEn 
titiesFor 
Organization

授予检索组织中受指定事件和
账户影响的实体列表的权限

读取     organizat 
ions:List 
Accounts

 DescribeE 
ntityAggr 
egates

授予检索受每种指定事件影响
的实体数量的权限

读取      

 DescribeE 
ntityAggr 

授予检索受组织中的每种指定
事件影响的实体数量的权限

读取     organizat 
ions:List 
Accounts
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedAccountsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedAccountsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedAccountsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedAccountsForOrganization.html
#awshealthapisandnotifications-event
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
#awshealthapisandnotifications-health_eventTypeCode
#awshealthapisandnotifications-health_eventTypeCode
#awshealthapisandnotifications-health_eventTypeCode
#awshealthapisandnotifications-health_service
#awshealthapisandnotifications-health_service
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEntityAggregates.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEntityAggregates.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEntityAggregates.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEntityAggregatesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEntityAggregatesForOrganization.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

egatesFor 
Organization

 DescribeE 
ventAggre 
gates

授予检索每种事件类型（问
题、计划的更改和账户通知）
的事件数的权限

读取      

event*     DescribeE 
ventDetails

授予检索与一个或多个指定事
件相关的详细信息的权限

读取

  health:ev 
entTypeCo 
de

health:se 
rvice

 

 DescribeE 
ventDetai 
lsForOrga 
nization

授予检索与组织中提供账户的
一个或多个指定事件相关的详
细信息的权限

读取     organizat 
ions:List 
Accounts

 DescribeE 
ventTypes

授予检索符合指定筛选条件的
事件类型的权限

读取      

 DescribeE 
vents

授予检索与符合指定筛选条件
的事件相关的信息的权限

读取      

 DescribeE 
ventsForO 
rganization

授予检索与符合组织的指定筛
选条件的事件相关的信息的权
限

读取     organizat 
ions:List 
Accounts
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEntityAggregatesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEntityAggregatesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventAggregates.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventAggregates.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventAggregates.html
#awshealthapisandnotifications-event
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
#awshealthapisandnotifications-health_eventTypeCode
#awshealthapisandnotifications-health_eventTypeCode
#awshealthapisandnotifications-health_eventTypeCode
#awshealthapisandnotifications-health_service
#awshealthapisandnotifications-health_service
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventTypes.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventTypes.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeH 
ealthServ 
iceStatus 
ForOrgani 
zation

授予检索启用或禁用组织视图
功能的状态的权限

读取     organizat 
ions:List 
Accounts

 DisableHe 
althServi 
ceAccessF 
orOrganiz 
ation

授予禁用组织视图功能的权限 权限管理     organizat 
ions:Disa 
bleAWSSer 
viceAcces 
s

organizat 
ions:List 
Accounts

 EnableHea 
lthServic 
eAccessFo 
rOrganization

授予启用组织视图功能的权限 权限管理     iam:Creat 
eServiceL 
inkedRole

organizat 
ions:Enab 
leAWSServ 
iceAccess

organizat 
ions:List 
Accounts

由 “Healt AWS h” APIs 和 “通知” 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 event arn:${Partition}:health:*::event/${S 
ervice}/${EventTypeCode}/*

 

Healt AWS h APIs 和通知的条件键

AWS Heal APIs th and Notifications 定义了以下可用于 IAM 策略Condition元素的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 health:ev 
entTypeCode

按事件类型筛选访问权限 字符串

 health:service 按受影响的服务筛选访问权限 字符串

AWS HealthImaging 的操作、资源和条件键

AWS HealthImaging （服务前缀:medical-imaging）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS HealthImaging 定义的操作

• AWS HealthImaging 定义的资源类型
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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• AWS HealthImaging 的条件键

AWS HealthImaging 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

datastore 
*

    CopyImage 
Set

授予权限以复制映像集 写入

imageset*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDat 
astore

授予权限以创建数据存储以采
集映像数据

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteDat 
astore

授予权限以删除数据存储 写入 datastore 
*

   

datastore 
*

    DeleteIma 
geSet

授予权限以删除映像集 写入

imageset*    

 GetDICOMB 
ulkdata

授予以二进制格式获取 dicom 
批量数据的权限

读取 datastore 
*

   

 GetDICOMI 
mportJob

授予权限以获取导入作业的属
性

读取 datastore 
*

   

 GetDICOMI 
nstance

授予权限以获取 DCM 格式的 
dicom 实例

读取 datastore 
*

   

 GetDICOMI 
nstanceFr 
ames

授予权限以按客户要求的格式
获取 dicom 实例帧

读取 datastore 
*

   

 GetDICOMI 
nstanceMe 
tadata

授予权限以获取 DICOM JSON 
格式的 dicom 实例元数据

读取 datastore 
*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDICOMS 
eriesMeta 
data

授予以 DICOM JSON 格式检
索属于给定 DICOM 系列的所
有 DICOM 实例的元数据的权
限

读取 datastore 
*

   

 GetDatast 
ore

授予权限以获取数据存储属性 读取 datastore 
*

   

datastore 
*

    GetImageF 
rame

授予权限以获取映像帧属性 读取

imageset*    

datastore 
*

    GetImageSet 授予权限以获取映像集属性 读取

imageset*    

datastore 
*

    GetImageS 
etMetadata

授予权限以获取映像集元数据
属性

读取

imageset*    

 ListDICOM 
ImportJobs

授予权限以列出数据存储的导
入作业

列表 datastore 
*

   

 ListDatas 
tores

授予权限以列出数据存储 列表      

datastore 
*

    ListImage 
SetVersions

授予权限以列出映像集的版本 列表

imageset*    

 ListTagsF 
orResource

授予权限以列出医疗成像资源
的标签

列表 datastore    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

imageset    

 SearchDIC 
OMInstances

授予搜索以 DICOM JSON 格
式返回数据的 dicom 实例的权
限

读取 datastore 
*

   

 SearchDIC 
OMSeries

授予搜索以 DICOM JSON 格
式返回数据的 dicom 系列的权
限

读取 datastore 
*

   

 SearchDIC 
OMStudies

授予搜索以 DICOM JSON 格
式返回数据的 dicom 研究的权
限

读取 datastore 
*

   

 SearchIma 
geSets

授予权限以搜索映像集 读取 datastore 
*

   

 StartDICO 
MImportJob

授予权限以启动 DICOM 导入
作业

写入 datastore 
*

   

 StoreDICOM 授予存储以 DICOM JSON 格
式返回结果的 dicom 实例的权
限

写入 datastore 
*

   

 StoreDICO 
MStudy

授予存储以 DICOM JSON 格
式返回结果的 dicom 研究的权
限

写入 datastore 
*

   

datastore     TagResour 
ce

授予权限以将标签添加到医疗
成像资源

标记

imageset    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

datastore    

imageset    

 UntagReso 
urce

授予权限以从医疗成像资源中
删除标签

标记

  aws:TagKe 
ys

 

datastore 
*

    UpdateIma 
geSetMeta 
data

授予权限以更新映像集元数据
属性

写入

imageset*    

AWS HealthImaging 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 datastore arn:${Partition}:medical-imaging:${R 
egion}:${Account}:datastore/${Datast 
oreId}

aws:ResourceTag/${ 
TagKey}

 imageset arn:${Partition}:medical-imaging:${R 
egion}:${Account}:datastore/${Datast 
oreId}/imageset/${ImageSetId}

aws:ResourceTag/${ 
TagKey}

AWS HealthImaging 的条件键

AWS HealthImaging 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

AWS HealthLake 的操作、资源和条件键

AWS HealthLake （服务前缀:healthlake）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS HealthLake 定义的操作

• AWS HealthLake 定义的资源类型

• AWS HealthLake 的条件键

AWS HealthLake 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelFHI 
RExportJo 
bWithDelete

授予权限以通过“删除”取消正在
进行的 FHIR 导出作业

写入 datastore 
*

   

 CreateFHI 
RDatastore

授予权限以创建能够提取和导
出 FHIR 数据的数据存储

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateRes 
ource

授予创建资源的权限 Write datastore 
*

   

 DeleteFHI 
RDatastore

授予删除数据存储的权限 Write datastore 
*

   

 DeleteRes 
ource

授予删除资源的权限 Write datastore 
*

   

 DescribeF 
HIRDatastore

授予权限以获取与 FHIR 数据
存储关联的属性，包括数据存
储 ID、数据存储 ARN、数据存
储名称、数据存储状态、创建
时间、数据存储类型版本和数
据存储终端节点

Read datastore 
*

   

 DescribeF 
HIRExport 
Job

授予权限以显示 FHIR 导出作
业的属性，包括数据存储的 
ID、ARN、名称和状态

读取 datastore 
*

   

 DescribeF 
HIRExport 
JobWithGet

授予权限以通过“获取”显示 
FHIR 导出作业的属性，包括数

读取 datastore 
*
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https://docs.aws.amazon.com/healthlake/latest/devguide/export-datastore-rest.html
https://docs.aws.amazon.com/healthlake/latest/devguide/export-datastore-rest.html
#awshealthlake-datastore
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

据存储的 ID、ARN、名称和状
态

 DescribeF 
HIRImportJob

授予权限以显示 FHIR 导入作
业的属性，包括数据存储的 
ID、ARN、名称和状态

Read datastore 
*

   

 GetCapabi 
lities

授予权限以获取 FHIR 数据存
储功能

读取 datastore 
*

   

 GetExport 
edFile

授予访问通过 Get 启动的 
FHIR 导出任务导出文件的权限

读取 datastore 
*

   

 GetHistor 
yByResour 
ceId

授予读取资源历史记录的权限 读取 datastore 
*

   

 ListFHIRD 
atastores

授予权限以列出用户账户中的
所有 FHIR 数据存储（无论数
据存储状态如何）

列表      

 ListFHIRE 
xportJobs

授予权限以获取指定数据存储
的导出作业列表

List datastore 
*

   

 ListFHIRI 
mportJobs

授予权限以获取指定数据存储
的导入作业列表

List datastore 
*

   

 ListTagsF 
orResource

授予权限以获取指定数据存储
的标签列表

列表 datastore    

 ProcessBu 
ndle

授予捆绑多个资源操作的权限 写入 datastore 
*

   

 ReadResou 
rce

授予读取资源的权限 读取 datastore 
*

   

AWS HealthLake 2142

https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRImportJob.html
#awshealthlake-datastore
#awshealthlake-datastore
https://docs.aws.amazon.com/healthlake/latest/devguide/crud-healthlake.html
https://docs.aws.amazon.com/healthlake/latest/devguide/crud-healthlake.html
#awshealthlake-datastore
#awshealthlake-datastore
https://docs.aws.amazon.com/healthlake/latest/devguide/export-datastore-rest.html
https://docs.aws.amazon.com/healthlake/latest/devguide/export-datastore-rest.html
#awshealthlake-datastore
#awshealthlake-datastore
https://docs.aws.amazon.com/healthlake/latest/devguide/crud-healthlake.html
https://docs.aws.amazon.com/healthlake/latest/devguide/crud-healthlake.html
https://docs.aws.amazon.com/healthlake/latest/devguide/crud-healthlake.html
#awshealthlake-datastore
#awshealthlake-datastore
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRDatastores.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRDatastores.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRExportJobs.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRExportJobs.html
#awshealthlake-datastore
#awshealthlake-datastore
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRImportJobs.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SearchEve 
rything

授予权限以搜索与患者相关的
所有资源

读取 datastore 
*

   

 SearchWit 
hGet

授予使用 GET 方法搜索资源的
权限

Read datastore 
*

   

 SearchWit 
hPost

授予使用 POST 方法搜索资源
的权限

Read datastore 
*

   

 StartFHIR 
ExportJob

授予开始 FHIR 导出作业的权
限

写入 datastore 
*

   

 StartFHIR 
ExportJob 
WithGet

授予使用 Get 开始 FHIR 导出
任务的权限

写入 datastore 
*

   

 StartFHIR 
ExportJob 
WithPost

授予权限以通过“发布”开始 
FHIR 导出作业

写入 datastore 
*

   

 StartFHIR 
ImportJob

授予开始 FHIR 导入作业的权
限

Write datastore 
*

   

datastore     TagResour 
ce

授予权限以将标签添加到数据
存储中

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

datastore     UntagReso 
urce

授予权限以删除与数据存储关
联的标签

Tagging

  aws:TagKe 
ys

 

 UpdateRes 
ource

授予更新资源的权限 写入 datastore 
*

   

 VersionRe 
adResource

授予读取资源版本的权限 读取 datastore 
*

   

AWS HealthLake 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 datastore arn:${Partition}:healthlake:${Region 
}:${Account}:datastore/fhir/${Datast 
oreId}

aws:ResourceTag/${ 
TagKey}

AWS HealthLake 的条件键

AWS HealthLake 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一
步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按是否存在附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

AWS HealthOmics 的操作、资源和条件键

AWS HealthOmics （服务前缀:omics）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS HealthOmics 定义的操作

• AWS HealthOmics 定义的资源类型

• AWS HealthOmics 的条件键

AWS HealthOmics 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AbortMult 
ipartRead 
SetUpload

授予权限以中止分段读取集上
传

写入 sequenceS 
tore*

   

 AcceptShare 授予权限以接受共享 写入      

 BatchDele 
teReadSet

授予权限以批量删除给定序列
存储中的读取集

写入 sequenceS 
tore*

   

 CancelAnn 
otationIm 
portJob

授予权限以取消注释导入作业 写入      

 CancelRun 授予权限以取消工作流运行和
停止所有工作流任务

写入 run*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelVar 
iantImportJob

授予权限以取消变体导入作业 写入      

 CompleteM 
ultipartR 
eadSetUpl 
oad

授予权限以完成分段读取集上
传

写入 sequenceS 
tore*

   

 CreateAnn 
otationStore

授予权限以创建注释存储 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Annotatio 
nStore*

    CreateAnn 
otationSt 
oreVersion

授予权限以在注释存储中创建
版本

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateMul 
tipartRea 
dSetUpload

授予权限以创建分段读取集上
传

写入 sequenceS 
tore*

   

 CreateRef 
erenceStore

授予权限以创建参考存储 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/omics/latest/api/API_CreateAnnotationStoreVersion.html
https://docs.aws.amazon.com/omics/latest/api/API_CreateAnnotationStoreVersion.html
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_TagKeys
#awshealthomics-aws_TagKeys
https://docs.aws.amazon.com/omics/latest/api/API_CreateMultipartReadSetUpload.html
https://docs.aws.amazon.com/omics/latest/api/API_CreateMultipartReadSetUpload.html
https://docs.aws.amazon.com/omics/latest/api/API_CreateMultipartReadSetUpload.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_CreateReferenceStore.html
https://docs.aws.amazon.com/omics/latest/api/API_CreateReferenceStore.html
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_TagKeys
#awshealthomics-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRun 
Cache

授予创建新工作流程运行缓存
的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateRun 
Group

授予权限以创建新的工作流运
行组

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSeq 
uenceStore

授予权限以创建序列存储 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateShare 授予权限以创建共享 写入      

 CreateVar 
iantStore

授予权限以创建变体存储 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

AWS HealthOmics 2148

https://docs.aws.amazon.com/omics/latest/api/API_CreateRunCache.html
https://docs.aws.amazon.com/omics/latest/api/API_CreateRunCache.html
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_TagKeys
#awshealthomics-aws_TagKeys
https://docs.aws.amazon.com/omics/latest/api/API_CreateRunGroup.html
https://docs.aws.amazon.com/omics/latest/api/API_CreateRunGroup.html
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_TagKeys
#awshealthomics-aws_TagKeys
https://docs.aws.amazon.com/omics/latest/api/API_CreateSequenceStore.html
https://docs.aws.amazon.com/omics/latest/api/API_CreateSequenceStore.html
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_TagKeys
#awshealthomics-aws_TagKeys
https://docs.aws.amazon.com/omics/latest/api/API_CreateShare.html
https://docs.aws.amazon.com/omics/latest/api/API_CreateVariantStore.html
https://docs.aws.amazon.com/omics/latest/api/API_CreateVariantStore.html
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_TagKeys
#awshealthomics-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateWor 
kflow

授予权限以使用工作流定义和
工作流参数模板创建新工作流

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

workflow*     CreateWor 
kflowVersion

授予使用工作流定义和工作流
参数模板创建新工作流程版本
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAnn 
otationStore

授予权限以删除注释存储 写入 Annotatio 
nStore*

   

Annotatio 
nStore*

    DeleteAnn 
otationSt 
oreVersions

授予权限以在注释存储中删除
版本

写入

Annotatio 
nStoreVer 
sion*

   

reference 
*

    DeleteRef 
erence

授予权限以删除给定参考存储
中的参考

写入

reference 
Store*

   

 DeleteRef 
erenceStore

授予权限以删除参考存储 写入 reference 
Store*
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https://docs.aws.amazon.com/omics/latest/api/API_CreateWorkflow.html
https://docs.aws.amazon.com/omics/latest/api/API_CreateWorkflow.html
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_TagKeys
#awshealthomics-aws_TagKeys
#awshealthomics-workflow
https://docs.aws.amazon.com/omics/latest/api/API_CreateWorkflowVersion.html
https://docs.aws.amazon.com/omics/latest/api/API_CreateWorkflowVersion.html
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_TagKeys
#awshealthomics-aws_TagKeys
https://docs.aws.amazon.com/omics/latest/api/API_DeleteAnnotationStore.html
https://docs.aws.amazon.com/omics/latest/api/API_DeleteAnnotationStore.html
#awshealthomics-AnnotationStore
#awshealthomics-AnnotationStore
#awshealthomics-AnnotationStore
#awshealthomics-AnnotationStore
https://docs.aws.amazon.com/omics/latest/api/API_DeleteAnnotationStoreVersions.html
https://docs.aws.amazon.com/omics/latest/api/API_DeleteAnnotationStoreVersions.html
https://docs.aws.amazon.com/omics/latest/api/API_DeleteAnnotationStoreVersions.html
#awshealthomics-AnnotationStoreVersion
#awshealthomics-AnnotationStoreVersion
#awshealthomics-AnnotationStoreVersion
#awshealthomics-reference
#awshealthomics-reference
https://docs.aws.amazon.com/omics/latest/api/API_DeleteReference.html
https://docs.aws.amazon.com/omics/latest/api/API_DeleteReference.html
#awshealthomics-referenceStore
#awshealthomics-referenceStore
https://docs.aws.amazon.com/omics/latest/api/API_DeleteReferenceStore.html
https://docs.aws.amazon.com/omics/latest/api/API_DeleteReferenceStore.html
#awshealthomics-referenceStore
#awshealthomics-referenceStore


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteRun 授予权限以删除工作流运行 写入 run*    

 DeleteRun 
Cache

授予删除工作流程运行缓存的
权限

写入 runCache*    

 DeleteRun 
Group

授予权限以删除工作流运行组 写入 runGroup*    

 DeleteS3A 
ccessPolicy

授予删除给定商店访问策略的
权限

写入 sequenceS 
tore*

   

 DeleteSeq 
uenceStore

授予权限以删除序列存储 写入 sequenceS 
tore*

   

 DeleteShare 授予权限以删除共享 写入      

 DeleteVar 
iantStore

授予权限以删除变体存储 写入 VariantSt 
ore*

   

 DeleteWor 
kflow

授予权限以删除工作流程 写入 workflow*    

WorkflowV 
ersion*

    DeleteWor 
kflowVersion

授予删除工作流程版本的权限 写入

workflow*    

 GetAnnota 
tionImportJob

授予权限以获取注释导入作业
的状态

读取      

 GetAnnota 
tionStore

授予权限以获取有关注释存储
的详细信息

读取 Annotatio 
nStore*

   

 GetAnnota 
tionStore 
Version

授予权限以获取有关注释存储
中的版本的详细信息

读取 Annotatio 
nStoreVer 
sion*
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https://docs.aws.amazon.com/omics/latest/api/API_DeleteRun.html
#awshealthomics-run
https://docs.aws.amazon.com/omics/latest/api/API_DeleteRunCache.html
https://docs.aws.amazon.com/omics/latest/api/API_DeleteRunCache.html
#awshealthomics-runCache
#awshealthomics-runCache
https://docs.aws.amazon.com/omics/latest/api/API_DeleteRunGroup.html
https://docs.aws.amazon.com/omics/latest/api/API_DeleteRunGroup.html
#awshealthomics-runGroup
#awshealthomics-runGroup
https://docs.aws.amazon.com/omics/latest/api/API_DeleteS3AccessPolicy.html
https://docs.aws.amazon.com/omics/latest/api/API_DeleteS3AccessPolicy.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_DeleteSequenceStore.html
https://docs.aws.amazon.com/omics/latest/api/API_DeleteSequenceStore.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_DeleteShare.html
https://docs.aws.amazon.com/omics/latest/api/API_DeleteVariantStore.html
https://docs.aws.amazon.com/omics/latest/api/API_DeleteVariantStore.html
#awshealthomics-VariantStore
#awshealthomics-VariantStore
https://docs.aws.amazon.com/omics/latest/api/API_DeleteWorkflow.html
https://docs.aws.amazon.com/omics/latest/api/API_DeleteWorkflow.html
#awshealthomics-workflow
#awshealthomics-WorkflowVersion
#awshealthomics-WorkflowVersion
https://docs.aws.amazon.com/omics/latest/api/API_DeleteWorkflowVersion.html
https://docs.aws.amazon.com/omics/latest/api/API_DeleteWorkflowVersion.html
#awshealthomics-workflow
https://docs.aws.amazon.com/omics/latest/api/API_GetAnnotationImportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_GetAnnotationImportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_GetAnnotationStore.html
https://docs.aws.amazon.com/omics/latest/api/API_GetAnnotationStore.html
#awshealthomics-AnnotationStore
#awshealthomics-AnnotationStore
https://docs.aws.amazon.com/omics/latest/api/API_GetAnnotationStoreVersion.html
https://docs.aws.amazon.com/omics/latest/api/API_GetAnnotationStoreVersion.html
https://docs.aws.amazon.com/omics/latest/api/API_GetAnnotationStoreVersion.html
#awshealthomics-AnnotationStoreVersion
#awshealthomics-AnnotationStoreVersion
#awshealthomics-AnnotationStoreVersion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

readSet*     GetReadSet 授予权限以获取给定序列存储
中的读取集

读取

sequenceS 
tore*

   

 GetReadSe 
tActivati 
onJob

授予权限以获取给定序列存储
中的读取集激活作业的详细信
息

读取 sequenceS 
tore*

   

 GetReadSe 
tExportJob

授予权限以获取给定序列存储
中的读取集导出作业的详细信
息

读取 sequenceS 
tore*

   

 GetReadSe 
tImportJob

授予权限以获取给定序列存储
中的读取集导入作业的详细信
息

读取 sequenceS 
tore*

   

readSet*     GetReadSe 
tMetadata

授予权限以获取给定序列存储
中的读取集的详细信息

读取

sequenceS 
tore*

   

reference 
*

    GetRefere 
nce

授予权限以获取给定参考存储
中的参考

读取

reference 
Store*

   

 GetRefere 
nceImportJob

授予权限以获取给定参考存储
中的参考导入作业的详细信息

读取 reference 
Store*

   

 GetRefere 
nceMetadata

授予权限以获取给定参考存储
中的参考的详细信息

读取 reference 
*
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#awshealthomics-readSet
https://docs.aws.amazon.com/omics/latest/api/API_GetReadSet.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_GetReadSetActivationJob.html
https://docs.aws.amazon.com/omics/latest/api/API_GetReadSetActivationJob.html
https://docs.aws.amazon.com/omics/latest/api/API_GetReadSetActivationJob.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_GetReadSetExportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_GetReadSetExportJob.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_GetReadSetImportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_GetReadSetImportJob.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
#awshealthomics-readSet
https://docs.aws.amazon.com/omics/latest/api/API_GetReadSetMetadata.html
https://docs.aws.amazon.com/omics/latest/api/API_GetReadSetMetadata.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
#awshealthomics-reference
#awshealthomics-reference
https://docs.aws.amazon.com/omics/latest/api/API_GetReference.html
https://docs.aws.amazon.com/omics/latest/api/API_GetReference.html
#awshealthomics-referenceStore
#awshealthomics-referenceStore
https://docs.aws.amazon.com/omics/latest/api/API_GetReferenceImportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_GetReferenceImportJob.html
#awshealthomics-referenceStore
#awshealthomics-referenceStore
https://docs.aws.amazon.com/omics/latest/api/API_GetReferenceMetadata.html
https://docs.aws.amazon.com/omics/latest/api/API_GetReferenceMetadata.html
#awshealthomics-reference
#awshealthomics-reference


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

reference 
Store*

   

 GetRefere 
nceStore

授予权限以获取给定参考存储
的详细信息

读取 reference 
Store*

   

 GetRun 授予权限以检索工作流运行详
细信息

读取 run*    

 GetRunCac 
he

授予检索工作流程运行缓存详
细信息的权限

读取 runCache*    

 GetRunGro 
up

授予权限以检索工作流运行组
详细信息

读取 runGroup*    

TaskResou 
rce*

    GetRunTask 授予权限以检索工作流任务详
细信息

读取

run*    

 GetS3Acce 
ssPolicy

授予权限以获取有关给定商店
访问策略的详细信息

读取 sequenceS 
tore*

   

 GetSequen 
ceStore

授予权限以获取序列存储的详
细信息

读取 sequenceS 
tore*

   

 GetShare 授予权限以获取有关共享的详
细信息

读取      

 GetVarian 
tImportJob

授予权限以获取变体导入作业
的状态

读取      

 GetVarian 
tStore

授予权限以获取有关变体存储
的详细信息

读取 VariantSt 
ore*
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#awshealthomics-referenceStore
#awshealthomics-referenceStore
https://docs.aws.amazon.com/omics/latest/api/API_GetReferenceStore.html
https://docs.aws.amazon.com/omics/latest/api/API_GetReferenceStore.html
#awshealthomics-referenceStore
#awshealthomics-referenceStore
https://docs.aws.amazon.com/omics/latest/api/API_GetRun.html
#awshealthomics-run
https://docs.aws.amazon.com/omics/latest/api/API_GetRunCache.html
https://docs.aws.amazon.com/omics/latest/api/API_GetRunCache.html
#awshealthomics-runCache
#awshealthomics-runCache
https://docs.aws.amazon.com/omics/latest/api/API_GetRunGroup.html
https://docs.aws.amazon.com/omics/latest/api/API_GetRunGroup.html
#awshealthomics-runGroup
#awshealthomics-runGroup
#awshealthomics-TaskResource
#awshealthomics-TaskResource
https://docs.aws.amazon.com/omics/latest/api/API_GetRunTask.html
#awshealthomics-run
https://docs.aws.amazon.com/omics/latest/api/API_GetS3AccessPolicy.html
https://docs.aws.amazon.com/omics/latest/api/API_GetS3AccessPolicy.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_GetSequenceStore.html
https://docs.aws.amazon.com/omics/latest/api/API_GetSequenceStore.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_GetShare.html
https://docs.aws.amazon.com/omics/latest/api/API_GetVariantImportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_GetVariantImportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_GetVariantStore.html
https://docs.aws.amazon.com/omics/latest/api/API_GetVariantStore.html
#awshealthomics-VariantStore
#awshealthomics-VariantStore


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetWorkflow 授予权限以检索工作流详细信
息

读取 workflow*    

WorkflowV 
ersion*

    GetWorkfl 
owVersion

授予检索工作流程版本详细信
息的权限

读取

workflow*    

 ListAnnot 
ationImpo 
rtJobs

授予权限以获取注释导入作业
的列表

列表      

 ListAnnot 
ationStor 
eVersions

授予权限以检索有关注释存储
中的版本的信息列表

列表 Annotatio 
nStore*

   

 ListAnnot 
ationStores

授予权限以检索有关注释存储
的信息列表

列表      

 ListMulti 
partReadS 
etUploads

授予权限以列出分段读取集上
传

列表 sequenceS 
tore*

   

 ListReadS 
etActivat 
ionJobs

授予权限以列出给定序列存储
中的读取集激活作业

列表 sequenceS 
tore*

   

 ListReadS 
etExportJobs

授予权限以列出给定序列存储
中的读取集导出作业

列表 sequenceS 
tore*

   

 ListReadS 
etImportJobs

授予权限以列出给定序列存储
中的读取集导入作业

列表 sequenceS 
tore*
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https://docs.aws.amazon.com/omics/latest/api/API_GetWorkflow.html
#awshealthomics-workflow
#awshealthomics-WorkflowVersion
#awshealthomics-WorkflowVersion
https://docs.aws.amazon.com/omics/latest/api/API_GetWorkflowVersion.html
https://docs.aws.amazon.com/omics/latest/api/API_GetWorkflowVersion.html
#awshealthomics-workflow
https://docs.aws.amazon.com/omics/latest/api/API_ListAnnotationImportJobs.html
https://docs.aws.amazon.com/omics/latest/api/API_ListAnnotationImportJobs.html
https://docs.aws.amazon.com/omics/latest/api/API_ListAnnotationImportJobs.html
https://docs.aws.amazon.com/omics/latest/api/API_ListAnnotationStoreVersions.html
https://docs.aws.amazon.com/omics/latest/api/API_ListAnnotationStoreVersions.html
https://docs.aws.amazon.com/omics/latest/api/API_ListAnnotationStoreVersions.html
#awshealthomics-AnnotationStore
#awshealthomics-AnnotationStore
https://docs.aws.amazon.com/omics/latest/api/API_ListAnnotationStores.html
https://docs.aws.amazon.com/omics/latest/api/API_ListAnnotationStores.html
https://docs.aws.amazon.com/omics/latest/api/API_ListMultipartReadSetUploads.html
https://docs.aws.amazon.com/omics/latest/api/API_ListMultipartReadSetUploads.html
https://docs.aws.amazon.com/omics/latest/api/API_ListMultipartReadSetUploads.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_ListReadSetActivationJobs.html
https://docs.aws.amazon.com/omics/latest/api/API_ListReadSetActivationJobs.html
https://docs.aws.amazon.com/omics/latest/api/API_ListReadSetActivationJobs.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_ListReadSetExportJobs.html
https://docs.aws.amazon.com/omics/latest/api/API_ListReadSetExportJobs.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_ListReadSetImportJobs.html
https://docs.aws.amazon.com/omics/latest/api/API_ListReadSetImportJobs.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListReadS 
etUploadP 
arts

授予权限以列出读取集上传部
分

列表 sequenceS 
tore*

   

 ListReadS 
ets

授予权限以列出给定序列存储
中的读取集

列表 sequenceS 
tore*

   

 ListRefer 
enceImpor 
tJobs

授予权限以列出给定参考存储
中的参考导入作业

列表 reference 
Store*

   

 ListRefer 
enceStores

授予权限以列出参考存储 列表      

 ListRefer 
ences

授予权限以列出给定参考存储
中的参考

列表 reference 
Store*

   

 ListRunCa 
ches

授予检索工作流程运行缓存列
表的权限

列表      

 ListRunGr 
oups

授予权限以检索工作流运行组
的列表

列表      

 ListRunTa 
sks

授予权限以检索工作流运行的
任务列表

列表 run*    

 ListRuns 授予权限以检索工作流运行的
列表

列表      

 ListSeque 
nceStores

授予权限以列出序列存储 列表      

 ListShares 授予权限以检索有关共享的信
息列表

列表      
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https://docs.aws.amazon.com/omics/latest/api/API_ListReadSetUploadParts.html
https://docs.aws.amazon.com/omics/latest/api/API_ListReadSetUploadParts.html
https://docs.aws.amazon.com/omics/latest/api/API_ListReadSetUploadParts.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_ListReadSets.html
https://docs.aws.amazon.com/omics/latest/api/API_ListReadSets.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_ListReferenceImportJobs.html
https://docs.aws.amazon.com/omics/latest/api/API_ListReferenceImportJobs.html
https://docs.aws.amazon.com/omics/latest/api/API_ListReferenceImportJobs.html
#awshealthomics-referenceStore
#awshealthomics-referenceStore
https://docs.aws.amazon.com/omics/latest/api/API_ListReferenceStores.html
https://docs.aws.amazon.com/omics/latest/api/API_ListReferenceStores.html
https://docs.aws.amazon.com/omics/latest/api/API_ListReferences.html
https://docs.aws.amazon.com/omics/latest/api/API_ListReferences.html
#awshealthomics-referenceStore
#awshealthomics-referenceStore
https://docs.aws.amazon.com/omics/latest/api/API_ListRunCaches.html
https://docs.aws.amazon.com/omics/latest/api/API_ListRunCaches.html
https://docs.aws.amazon.com/omics/latest/api/API_ListRunGroups.html
https://docs.aws.amazon.com/omics/latest/api/API_ListRunGroups.html
https://docs.aws.amazon.com/omics/latest/api/API_ListRunTasks.html
https://docs.aws.amazon.com/omics/latest/api/API_ListRunTasks.html
#awshealthomics-run
https://docs.aws.amazon.com/omics/latest/api/API_ListRuns.html
https://docs.aws.amazon.com/omics/latest/api/API_ListSequenceStores.html
https://docs.aws.amazon.com/omics/latest/api/API_ListSequenceStores.html
https://docs.aws.amazon.com/omics/latest/api/API_ListShares.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予检索资源 AWS 标签列表
的权限

列表      

 ListVaria 
ntImportJobs

授予权限以获取变体导入作业
的列表

列表      

 ListVaria 
ntStores

授予权限以检索变体存储的元
数据列表

列表      

 ListWorkf 
lowVersions

授予检索工作流程可用版本列
表的权限

列表 workflow*    

 ListWorkf 
lows

授予权限以检索可用工作流的
列表

列表      

 PutS3Acce 
ssPolicy

授予对给定商店设置访问策略
的权限

写入 sequenceS 
tore*

   

Annotatio 
nStore*

    StartAnno 
tationImp 
ortJob

授予权限以将注释文件的列表
导入注释存储

写入

Annotatio 
nStoreVer 
sion*

   

 StartRead 
SetActiva 
tionJob

授予权限以从给定序列存储开
始读取集激活作业

写入 sequenceS 
tore*

   

 StartRead 
SetExportJob

授予权限以从给定序列存储开
始读取集导出作业

写入 sequenceS 
tore*

   

 StartRead 
SetImportJob

授予权限以开始向给定序列存
储的读取集导入作业

写入 sequenceS 
tore*
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https://docs.aws.amazon.com/omics/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/omics/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/omics/latest/api/API_ListVariantImportJobs.html
https://docs.aws.amazon.com/omics/latest/api/API_ListVariantImportJobs.html
https://docs.aws.amazon.com/omics/latest/api/API_ListVariantStores.html
https://docs.aws.amazon.com/omics/latest/api/API_ListVariantStores.html
https://docs.aws.amazon.com/omics/latest/api/API_ListWorkflowVersions.html
https://docs.aws.amazon.com/omics/latest/api/API_ListWorkflowVersions.html
#awshealthomics-workflow
https://docs.aws.amazon.com/omics/latest/api/API_ListWorkflows.html
https://docs.aws.amazon.com/omics/latest/api/API_ListWorkflows.html
https://docs.aws.amazon.com/omics/latest/api/API_PutS3AccessPolicy.html
https://docs.aws.amazon.com/omics/latest/api/API_PutS3AccessPolicy.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
#awshealthomics-AnnotationStore
#awshealthomics-AnnotationStore
https://docs.aws.amazon.com/omics/latest/api/API_StartAnnotationImportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_StartAnnotationImportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_StartAnnotationImportJob.html
#awshealthomics-AnnotationStoreVersion
#awshealthomics-AnnotationStoreVersion
#awshealthomics-AnnotationStoreVersion
https://docs.aws.amazon.com/omics/latest/api/API_StartReadSetActivationJob.html
https://docs.aws.amazon.com/omics/latest/api/API_StartReadSetActivationJob.html
https://docs.aws.amazon.com/omics/latest/api/API_StartReadSetActivationJob.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_StartReadSetExportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_StartReadSetExportJob.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_StartReadSetImportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_StartReadSetImportJob.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartRefe 
renceImpo 
rtJob

授予权限以开始向给定参考存
储的参考导入作业

写入 reference 
Store*

   

run*   iam:PassR 
ole

runCache    

runGroup    

workflow    

 StartRun 授予权限以开始工作流运行 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StartVari 
antImportJob

授予权限以将变体文件列表导
入到变异存储

写入 VariantSt 
ore*

   

Annotatio 
nStore

   

Annotatio 
nStoreVer 
sion

   

VariantSt 
ore

   

 TagResour 
ce

授予向资源添加 AWS 标签的
权限

标记

WorkflowV 
ersion
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https://docs.aws.amazon.com/omics/latest/api/API_StartReferenceImportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_StartReferenceImportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_StartReferenceImportJob.html
#awshealthomics-referenceStore
#awshealthomics-referenceStore
#awshealthomics-run
#awshealthomics-runCache
#awshealthomics-runGroup
#awshealthomics-workflow
https://docs.aws.amazon.com/omics/latest/api/API_StartRun.html
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_TagKeys
#awshealthomics-aws_TagKeys
https://docs.aws.amazon.com/omics/latest/api/API_StartVariantImportJob.html
https://docs.aws.amazon.com/omics/latest/api/API_StartVariantImportJob.html
#awshealthomics-VariantStore
#awshealthomics-VariantStore
#awshealthomics-AnnotationStore
#awshealthomics-AnnotationStore
#awshealthomics-AnnotationStoreVersion
#awshealthomics-AnnotationStoreVersion
#awshealthomics-AnnotationStoreVersion
#awshealthomics-VariantStore
#awshealthomics-VariantStore
https://docs.aws.amazon.com/omics/latest/api/API_TagResource.html
https://docs.aws.amazon.com/omics/latest/api/API_TagResource.html
#awshealthomics-WorkflowVersion
#awshealthomics-WorkflowVersion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

readSet    

reference    

reference 
Store

   

run    

runCache    

runGroup    

sequenceS 
tore

   

workflow    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Annotatio 
nStore

   

Annotatio 
nStoreVer 
sion

   

 UntagReso 
urce

授予移除资源 AWS 标签的权
限

标记

VariantSt 
ore
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#awshealthomics-readSet
#awshealthomics-reference
#awshealthomics-referenceStore
#awshealthomics-referenceStore
#awshealthomics-run
#awshealthomics-runCache
#awshealthomics-runGroup
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
#awshealthomics-workflow
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_RequestTag___TagKey_
#awshealthomics-aws_TagKeys
#awshealthomics-aws_TagKeys
#awshealthomics-AnnotationStore
#awshealthomics-AnnotationStore
#awshealthomics-AnnotationStoreVersion
#awshealthomics-AnnotationStoreVersion
#awshealthomics-AnnotationStoreVersion
https://docs.aws.amazon.com/omics/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/omics/latest/api/API_UntagResource.html
#awshealthomics-VariantStore
#awshealthomics-VariantStore
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

WorkflowV 
ersion

   

readSet    

reference    

reference 
Store

   

run    

runCache    

runGroup    

sequenceS 
tore

   

workflow    

  aws:TagKe 
ys

 

 UpdateAnn 
otationStore

授予权限以更新注释存储的信
息

写入 Annotatio 
nStore*

   

 UpdateAnn 
otationSt 
oreVersion

授予权限以更新注释存储中的
版本的信息

写入 Annotatio 
nStoreVer 
sion*

   

 UpdateRun 
Cache

授予更新工作流程运行缓存的
权限

写入 runCache*    

 UpdateRun 
Group

授予权限以更新工作流运行组 写入 runGroup*    
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#awshealthomics-WorkflowVersion
#awshealthomics-WorkflowVersion
#awshealthomics-readSet
#awshealthomics-reference
#awshealthomics-referenceStore
#awshealthomics-referenceStore
#awshealthomics-run
#awshealthomics-runCache
#awshealthomics-runGroup
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
#awshealthomics-workflow
#awshealthomics-aws_TagKeys
#awshealthomics-aws_TagKeys
https://docs.aws.amazon.com/omics/latest/api/API_UpdateAnnotationStore.html
https://docs.aws.amazon.com/omics/latest/api/API_UpdateAnnotationStore.html
#awshealthomics-AnnotationStore
#awshealthomics-AnnotationStore
https://docs.aws.amazon.com/omics/latest/api/API_UpdateAnnotationStoreVersion.html
https://docs.aws.amazon.com/omics/latest/api/API_UpdateAnnotationStoreVersion.html
https://docs.aws.amazon.com/omics/latest/api/API_UpdateAnnotationStoreVersion.html
#awshealthomics-AnnotationStoreVersion
#awshealthomics-AnnotationStoreVersion
#awshealthomics-AnnotationStoreVersion
https://docs.aws.amazon.com/omics/latest/api/API_UpdateRunCache.html
https://docs.aws.amazon.com/omics/latest/api/API_UpdateRunCache.html
#awshealthomics-runCache
#awshealthomics-runCache
https://docs.aws.amazon.com/omics/latest/api/API_UpdateRunGroup.html
https://docs.aws.amazon.com/omics/latest/api/API_UpdateRunGroup.html
#awshealthomics-runGroup
#awshealthomics-runGroup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSeq 
uenceStore

授予更新序列存储详细信息的
权限

写入 sequenceS 
tore*

   

 UpdateVar 
iantStore

授予权限以更新变体存储的元
数据

写入 VariantSt 
ore*

   

 UpdateWor 
kflow

授予权限以更新工作流程详细
信息

写入 workflow*    

WorkflowV 
ersion*

    UpdateWor 
kflowVersion

授予更新工作流程版本详细信
息的权限

写入

workflow*    

 UploadRea 
dSetPart

授予权限以上传读取集部分 写入 sequenceS 
tore*

   

AWS HealthOmics 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Annotatio 
nStore

arn:${Partition}:omics:${Region}:${A 
ccount}:annotationStore/${Annotation 
StoreName}

aws:ResourceTag/${ 
TagKey}

 Annotatio 
nStoreVer 
sion

arn:${Partition}:omics:${Region}:${A 
ccount}:annotationStore/${Annotation 
StoreName}/version/${AnnotationStore 
VersionName}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/omics/latest/api/API_UpdateSequenceStore.html
https://docs.aws.amazon.com/omics/latest/api/API_UpdateSequenceStore.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
https://docs.aws.amazon.com/omics/latest/api/API_UpdateVariantStore.html
https://docs.aws.amazon.com/omics/latest/api/API_UpdateVariantStore.html
#awshealthomics-VariantStore
#awshealthomics-VariantStore
https://docs.aws.amazon.com/omics/latest/api/API_UpdateWorkflow.html
https://docs.aws.amazon.com/omics/latest/api/API_UpdateWorkflow.html
#awshealthomics-workflow
#awshealthomics-WorkflowVersion
#awshealthomics-WorkflowVersion
https://docs.aws.amazon.com/omics/latest/api/API_UpdateWorkflowVersion.html
https://docs.aws.amazon.com/omics/latest/api/API_UpdateWorkflowVersion.html
#awshealthomics-workflow
https://docs.aws.amazon.com/omics/latest/api/API_UploadReadSetPart.html
https://docs.aws.amazon.com/omics/latest/api/API_UploadReadSetPart.html
#awshealthomics-sequenceStore
#awshealthomics-sequenceStore
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/omics/latest/api/API_AnnotationStoreItem.html
https://docs.aws.amazon.com/omics/latest/api/API_AnnotationStoreItem.html
#awshealthomics-aws_ResourceTag___TagKey_
#awshealthomics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/omics/latest/api/API_AnnotationStoreVersionItem.html
https://docs.aws.amazon.com/omics/latest/api/API_AnnotationStoreVersionItem.html
https://docs.aws.amazon.com/omics/latest/api/API_AnnotationStoreVersionItem.html
#awshealthomics-aws_ResourceTag___TagKey_
#awshealthomics-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 readSet arn:${Partition}:omics:${Region}:${A 
ccount}:sequenceStore/${SequenceStor 
eId}/readSet/${ReadSetId}

aws:ResourceTag/${ 
TagKey}

 reference arn:${Partition}:omics:${Region}:${A 
ccount}:referenceStore/${ReferenceSt 
oreId}/reference/${ReferenceId}

aws:ResourceTag/${ 
TagKey}

 reference 
Store

arn:${Partition}:omics:${Region}:${A 
ccount}:referenceStore/${ReferenceSt 
oreId}

aws:ResourceTag/${ 
TagKey}

 run arn:${Partition}:omics:${Region}:${A 
ccount}:run/${Id}

aws:ResourceTag/${ 
TagKey}

 runCache arn:${Partition}:omics:${Region}:${A 
ccount}:runCache/${Id}

aws:ResourceTag/${ 
TagKey}

 runGroup arn:${Partition}:omics:${Region}:${A 
ccount}:runGroup/${Id}

aws:ResourceTag/${ 
TagKey}

 sequenceS 
tore

arn:${Partition}:omics:${Region}:${A 
ccount}:sequenceStore/${SequenceStor 
eId}

aws:ResourceTag/${ 
TagKey}

 TaggingRe 
source

arn:${Partition}:omics:${Region}:${A 
ccount}:tag/${TagKey}

 

 TaskResou 
rce

arn:${Partition}:omics:${Region}:${A 
ccount}:task/${Id}

 

 VariantStore arn:${Partition}:omics:${Region}:${A 
ccount}:variantStore/${VariantStoreN 
ame}

aws:ResourceTag/${ 
TagKey}

 workflow arn:${Partition}:omics:${Region}:${A 
ccount}:workflow/${Id}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/omics/latest/api/API_ReadSetFiles.html
#awshealthomics-aws_ResourceTag___TagKey_
#awshealthomics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/omics/latest/api/API_ReferenceFiles.html
#awshealthomics-aws_ResourceTag___TagKey_
#awshealthomics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/omics/latest/api/API_ReferenceStoreDetail.html
https://docs.aws.amazon.com/omics/latest/api/API_ReferenceStoreDetail.html
#awshealthomics-aws_ResourceTag___TagKey_
#awshealthomics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/omics/latest/api/API_RunListItem.html
#awshealthomics-aws_ResourceTag___TagKey_
#awshealthomics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/omics/latest/api/API_RunCacheListItem.html
#awshealthomics-aws_ResourceTag___TagKey_
#awshealthomics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/omics/latest/api/API_RunGroupListItem.html
#awshealthomics-aws_ResourceTag___TagKey_
#awshealthomics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/omics/latest/api/API_SequenceStoreDetail.html
https://docs.aws.amazon.com/omics/latest/api/API_SequenceStoreDetail.html
#awshealthomics-aws_ResourceTag___TagKey_
#awshealthomics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/omics/latest/api/API_TagResource.html
https://docs.aws.amazon.com/omics/latest/api/API_TagResource.html
https://docs.aws.amazon.com/omics/latest/api/API_TaskListItem.html
https://docs.aws.amazon.com/omics/latest/api/API_TaskListItem.html
https://docs.aws.amazon.com/omics/latest/api/API_VariantStoreItem.html
#awshealthomics-aws_ResourceTag___TagKey_
#awshealthomics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/omics/latest/api/API_WorkflowListItem.html
#awshealthomics-aws_ResourceTag___TagKey_
#awshealthomics-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 WorkflowV 
ersion

arn:${Partition}:omics:${Region}:${A 
ccount}:workflow/${Id}/version/${Ver 
sionName}

aws:ResourceTag/${ 
TagKey}

AWS HealthOmics 的条件键

AWS HealthOmics 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按是否存在附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

Amazon Honeycode 的操作、资源和条件键

Amazon Honeycode（服务前缀：honeycode）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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https://docs.aws.amazon.com/omics/latest/api/API_WorkflowVersionListItem.html
https://docs.aws.amazon.com/omics/latest/api/API_WorkflowVersionListItem.html
#awshealthomics-aws_ResourceTag___TagKey_
#awshealthomics-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/honeycode/latest/UserGuide/
https://docs.aws.amazon.com/honeycode/latest/APIReference/
https://docs.aws.amazon.com/honeycode/latest/UserGuide/getting-started-authorization.html
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• Amazon Honeycode 定义的操作

• Amazon Honeycode 定义的资源类型

• Amazon Honeycode 的条件键

Amazon Honeycode 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ApproveTe 
amAssocia 
tion [仅权限]

授予批准您 AWS 账户的团队
关联请求的权限

写入      

 BatchCrea 
teTableRows

授予在表中创建新行的权限 Write table*    

 BatchDele 
teTableRows

授予从表中删除行的权限 Write table*    

 BatchUpda 
teTableRows

授予更新表中行的权限 Write table*    

 BatchUpse 
rtTableRows

授予在表中更新插入行的权限 Write table*    

 CreateTeam
[仅权限]

授予为您的账户创建新的 
Amazon Honeycode 团队的权
限 AWS

写入      

 CreateTen 
ant [仅权限]

授予在 Amazon Honeycode 中
为您的账户创建新租户的权限 
AWS

写入      

 DeleteDom 
ains [仅权限]

授予删除您账户的 Amazon 
Honeycode 域名的权限 AWS

写入      

 Deregiste 
rGroups [仅权
限]

授予将您的账户从 Amazon 
Honeycode 团队中移除群组的
权限 AWS

写入      

 DescribeT 
ableDataI 
mportJob

授予获取有关表数据导入作业
详细信息的权限

Read table*    
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https://docs.aws.amazon.com/honeycode/latest/UserGuide/team-association.html#approve-team-association
https://docs.aws.amazon.com/honeycode/latest/UserGuide/team-association.html#approve-team-association
https://docs.aws.amazon.com/honeycode/latest/UserGuide/team-association.html#approve-team-association
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_BatchCreateTableRows.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_BatchCreateTableRows.html
#amazonhoneycode-table
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_BatchDeleteTableRows.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_BatchDeleteTableRows.html
#amazonhoneycode-table
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_BatchUpdateTableRows.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_BatchUpdateTableRows.html
#amazonhoneycode-table
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_BatchUpsertTableRows.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_BatchUpsertTableRows.html
#amazonhoneycode-table
https://docs.aws.amazon.com/honeycode/latest/UserGuide/team.html#create-team
https://docs.aws.amazon.com/honeycode/latest/UserGuide/tenant.html#create-tenant
https://docs.aws.amazon.com/honeycode/latest/UserGuide/tenant.html#create-tenant
https://docs.aws.amazon.com/honeycode/latest/UserGuide/domain.html#delete-domains
https://docs.aws.amazon.com/honeycode/latest/UserGuide/domain.html#delete-domains
https://docs.aws.amazon.com/honeycode/latest/UserGuide/group.html#deregister-groups
https://docs.aws.amazon.com/honeycode/latest/UserGuide/group.html#deregister-groups
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_DescribeTableDataImportJob.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_DescribeTableDataImportJob.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_DescribeTableDataImportJob.html
#amazonhoneycode-table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeT 
eam [仅权限]

授予您账户获取有关亚马逊 
Honeycode 团队详细信息的权
限 AWS

读取      

 GetScreen 
Data

授予权限以从屏幕加载数据 Read screen*    

 InvokeScr 
eenAutoma 
tion

授予权限以调用屏幕自动化 Write screen-
au 
tomation*

   

 ListDomains
[仅权限]

授予在您的账户中列出所有 
Amazon Honeycode 域名及其
验证状态的权限 AWS

列表      

 ListGroups
[仅权限]

授予列出您账户的 Amazon 
Honeycode 团队中所有群组的
权限 AWS

列表      

 ListTable 
Columns

授予列出表中列的权限 List table*    

 ListTable 
Rows

授予列出表中行的权限 List table*    

 ListTables 授予列出工作簿中表的权限 列表 workbook*    

 ListTagsF 
orResource

授予权限以列出资源的所有标
签

标记      

 ListTeamA 
ssociations
[仅权限]

授予列出您 AWS 账户中所有
待处理和已批准的团队关联的 
权限

列表      
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https://docs.aws.amazon.com/honeycode/latest/UserGuide/team.html#describe-team
https://docs.aws.amazon.com/honeycode/latest/UserGuide/team.html#describe-team
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_GetScreenData.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_GetScreenData.html
#amazonhoneycode-screen
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_InvokeScreenAutomation.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_InvokeScreenAutomation.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_InvokeScreenAutomation.html
#amazonhoneycode-screen-automation
#amazonhoneycode-screen-automation
#amazonhoneycode-screen-automation
https://docs.aws.amazon.com/honeycode/latest/UserGuide/domain.html#list-domains
https://docs.aws.amazon.com/honeycode/latest/UserGuide/group.html#list-groups
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_ListTableColumns.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_ListTableColumns.html
#amazonhoneycode-table
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_ListTableRows.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_ListTableRows.html
#amazonhoneycode-table
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_ListTables.html
#amazonhoneycode-workbook
#amazonhoneycode-workbook
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_ListTagsForResource.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_ListTagsForResource.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/team-association.html#list-team-associations
https://docs.aws.amazon.com/honeycode/latest/UserGuide/team-association.html#list-team-associations
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTenants
[仅权限]

授予列出您账户中所有亚马逊 
Honeycode 租户的权限 AWS

列表      

 QueryTabl 
eRows

授予使用筛选条件查询表中行
的权限

Read table*    

 RegisterD 
omainForV 
erification [仅
权限]

授予请求验证您账户的 
Amazon Honeycode 域名的权
限 AWS

写入      

 RegisterG 
roups [仅权
限]

授予为您的账户向 Amazon 
Honeycode 团队添加群组的权
限 AWS

写入      

 RejectTea 
mAssociation
[仅权限]

授予拒绝针对您的 AWS 账户
提出的团队关联请求的权限

写入      

 RestartDo 
mainVerif 
ication [仅权
限]

授予重新开始验证您账户的 
Amazon Honeycode 域名的权
限 AWS

写入      

 StartTabl 
eDataImpo 
rtJob

授予启动表数据导入作业的权
限

写入 table*    

 TagResour 
ce

授予权限以标记资源 Tagging      

 UntagReso 
urce

授予权限以取消标记资源 Tagging      
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https://docs.aws.amazon.com/honeycode/latest/UserGuide/tenant.html#list-tenants
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_QueryTableRows.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_QueryTableRows.html
#amazonhoneycode-table
https://docs.aws.amazon.com/honeycode/latest/UserGuide/domain.html#register-domain-for-verification
https://docs.aws.amazon.com/honeycode/latest/UserGuide/domain.html#register-domain-for-verification
https://docs.aws.amazon.com/honeycode/latest/UserGuide/domain.html#register-domain-for-verification
https://docs.aws.amazon.com/honeycode/latest/UserGuide/group.html#register-groups
https://docs.aws.amazon.com/honeycode/latest/UserGuide/group.html#register-groups
https://docs.aws.amazon.com/honeycode/latest/UserGuide/team-association.html#reject-team-association
https://docs.aws.amazon.com/honeycode/latest/UserGuide/team-association.html#reject-team-association
https://docs.aws.amazon.com/honeycode/latest/UserGuide/domain.html#restart-domain-verification
https://docs.aws.amazon.com/honeycode/latest/UserGuide/domain.html#restart-domain-verification
https://docs.aws.amazon.com/honeycode/latest/UserGuide/domain.html#restart-domain-verification
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_StartTableDataImportJob.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_StartTableDataImportJob.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_StartTableDataImportJob.html
#amazonhoneycode-table
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_TagResource.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_TagResource.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_UntagResource.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/API_UntagResource.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateTeam
[仅权限]

授予权限以更新您的账户的 
Amazon Honeycode 团队 
AWS

写入      

Amazon Honeycode 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 workbook arn:${Partition}:honeycode:${Region} 
:${Account}:workbook:workbook/${Work 
bookId}

 

 table arn:${Partition}:honeycode:${Region} 
:${Account}:table:workbook/${Workboo 
kId}/table/${TableId}

 

 screen arn:${Partition}:honeycode:${Region} 
:${Account}:screen:workbook/${Workbo 
okId}/app/${AppId}/screen/${ScreenId 
}

 

 screen-au 
tomation

arn:${Partition}:honeycode:${Region} 
:${Account}:screen-automation:workbo 
ok/${WorkbookId}/app/${AppId}/screen 
/${ScreenId}/automation/${Automation 
Id}
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https://docs.aws.amazon.com/honeycode/latest/UserGuide/team.html#update-team
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/honeycode/latest/UserGuide/resource-workbook.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/resource-table.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/resource-screen.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/resource-screen-automation.html
https://docs.aws.amazon.com/honeycode/latest/UserGuide/resource-screen-automation.html
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Amazon Honeycode 的条件键

Honeycode 没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用
的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS IAM Access Analyzer 的操作、资源和条件键

AWS IAM Access Analyzer（服务前缀:access-analyzer）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS IAM Access Analyzer 定义的操作

• AWS IAM Access Analyzer 定义的资源类型

• AWS IAM Access Analyzer 的条件键

AWS IAM Access Analyzer 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#access-analyzer-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ApplyArch 
iveRule

授予应用存档规则的权限 Write Analyzer*    

 CancelPol 
icyGeneration

授予取消策略生成的权限 写入      

 CheckAcce 
ssNotGranted

授予检查策略是否不允许指定
访问的权限

读取      

 CheckNoNe 
wAccess

授予检查现有策略是否不允许
新访问权限的权限

读取      

 CheckNoPu 
blicAccess

授予权限以检查资源策略是否
不允许公共访问

读取      

 CreateAcc 
essPreview

授予权限以为指定分析器创建
访问预览

Write Analyzer*    

 CreateAna 
lyzer

授予权限以创建分析器 Write Analyzer*   iam:Creat 
eServiceL 
inkedRole
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ApplyArchiveRule.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ApplyArchiveRule.html
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CancelPolicyGeneration.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CancelPolicyGeneration.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckAccessNotGranted.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckAccessNotGranted.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckNoNewAccess.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckNoNewAccess.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckNoPublicAccess.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckNoPublicAccess.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CreateAccessPreview.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CreateAccessPreview.html
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CreateAnalyzer.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CreateAnalyzer.html
#awsiamaccessanalyzer-Analyzer
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateArc 
hiveRule

授予权限以为指定分析器创建
存档规则

Write ArchiveRu 
le*

   

 DeleteAna 
lyzer

授予权限以删除指定的分析器 Write Analyzer*    

 DeleteArc 
hiveRule

授予权限以删除指定分析器的
存档规则

写入 ArchiveRu 
le*

   

 GenerateF 
indingRec 
ommendation

授予权限以生成用于解析调查
发现的建议步骤

写入 Analyzer*    

 GetAccess 
Preview

授予权限以检索有关访问预览
的信息

Read Analyzer*    

 GetAnalyz 
edResource

授予权限以检索有关已分析资
源的信息

Read Analyzer*    

Analyzer*     GetAnalyzer 授予权限以检索有关分析器的
信息

Read

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsiamaccessanalyzer-aws_RequestTag___TagKey_
#awsiamaccessanalyzer-aws_RequestTag___TagKey_
#awsiamaccessanalyzer-aws_RequestTag___TagKey_
#awsiamaccessanalyzer-aws_TagKeys
#awsiamaccessanalyzer-aws_TagKeys
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CreateArchiveRule.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CreateArchiveRule.html
#awsiamaccessanalyzer-ArchiveRule
#awsiamaccessanalyzer-ArchiveRule
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_DeleteAnalyzer.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_DeleteAnalyzer.html
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_DeleteArchiveRule.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_DeleteArchiveRule.html
#awsiamaccessanalyzer-ArchiveRule
#awsiamaccessanalyzer-ArchiveRule
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GenerateFindingRecommendation.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GenerateFindingRecommendation.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GenerateFindingRecommendation.html
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetAccessPreview.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetAccessPreview.html
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetAnalyzedResource.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetAnalyzedResource.html
#awsiamaccessanalyzer-Analyzer
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetAnalyzer.html
#awsiamaccessanalyzer-aws_RequestTag___TagKey_
#awsiamaccessanalyzer-aws_RequestTag___TagKey_
#awsiamaccessanalyzer-aws_RequestTag___TagKey_
#awsiamaccessanalyzer-aws_TagKeys
#awsiamaccessanalyzer-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetArchiv 
eRule

授予权限以检索有关指定分析
器的存档规则的信息

Read ArchiveRu 
le*

   

 GetFinding 授予权限以检索结果 读取 Analyzer*    

 GetFindin 
gRecommen 
dation

授予权限以检索用于解析调查
发现的建议步骤

读取 Analyzer*    

 GetFindin 
gsStatistics

授予检索调查发现统计数据的
权限

读取 Analyzer*    

 GetGenera 
tedPolicy

授予权限以检索使用生成的策
略 StartPolicyGeneration

读取      

 ListAcces 
sPreviewF 
indings

授予权限以从访问预览中检索
结果的列表

Read Analyzer*    

 ListAcces 
sPreviews

授予权限以检索访问预览的列
表

List Analyzer*    

 ListAnaly 
zedResour 
ces

授予权限以检索已分析资源的
列表

Read Analyzer*    

 ListAnaly 
zers

授予权限以检索分析器列表 List      

 ListArchi 
veRules

授予权限以从分析器中检索存
档规则的列表

List Analyzer*    

 ListFindings 授予权限以从分析器中检索结
果的列表

Read Analyzer*    
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https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetArchiveRule.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetArchiveRule.html
#awsiamaccessanalyzer-ArchiveRule
#awsiamaccessanalyzer-ArchiveRule
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetFindingV2.html
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetFindingRecommendation.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetFindingRecommendation.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetFindingRecommendation.html
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#access-analyzer-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#access-analyzer-permissions
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetGeneratedPolicy.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetGeneratedPolicy.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListAccessPreviewFindings.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListAccessPreviewFindings.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListAccessPreviewFindings.html
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListAccessPreviews.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListAccessPreviews.html
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListAnalyzedResources.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListAnalyzedResources.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListAnalyzedResources.html
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListAnalyzers.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListAnalyzers.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListArchiveRules.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListArchiveRules.html
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListFindingsV2.html
#awsiamaccessanalyzer-Analyzer
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPolic 
yGenerations

授予权限以列出所有最近启动
的策略生成

Read      

 ListTagsF 
orResource

授予权限以检索应用于资源的
标签的列表

Read Analyzer    

 StartPoli 
cyGeneration

授予权限以启动策略生成 Write     iam:PassR 
ole

 StartReso 
urceScan

授予权限以开始扫描应用于资
源的策略

Write Analyzer*    

Analyzer     TagResour 
ce

授予权限以将标签添加到资源 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Analyzer     UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys

 

 UpdateAna 
lyzer

授予修改分析器配置的权限 写入 Analyzer*    

 UpdateArc 
hiveRule

授予权限以修改存档规则 Write ArchiveRu 
le*

   

 UpdateFin 
dings

授予权限以修改结果 Write Analyzer*    
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https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListPolicyGenerations.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListPolicyGenerations.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListTagsForResource.html
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_StartPolicyGeneration.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_StartPolicyGeneration.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_StartResourceScan.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_StartResourceScan.html
#awsiamaccessanalyzer-Analyzer
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_TagResource.html
#awsiamaccessanalyzer-aws_RequestTag___TagKey_
#awsiamaccessanalyzer-aws_RequestTag___TagKey_
#awsiamaccessanalyzer-aws_RequestTag___TagKey_
#awsiamaccessanalyzer-aws_TagKeys
#awsiamaccessanalyzer-aws_TagKeys
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_UntagResource.html
#awsiamaccessanalyzer-aws_TagKeys
#awsiamaccessanalyzer-aws_TagKeys
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_UpdateAnalyzer.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_UpdateAnalyzer.html
#awsiamaccessanalyzer-Analyzer
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_UpdateArchiveRule.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_UpdateArchiveRule.html
#awsiamaccessanalyzer-ArchiveRule
#awsiamaccessanalyzer-ArchiveRule
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_UpdateFindings.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_UpdateFindings.html
#awsiamaccessanalyzer-Analyzer
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ValidateP 
olicy

授予验证策略的权限 Read      

AWS IAM Access Analyzer 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Analyzer arn:${Partition}:access-analyzer:${R 
egion}:${Account}:analyzer/${Analyze 
rName}

aws:ResourceTag/${ 
TagKey}

 ArchiveRule arn:${Partition}:access-analyzer:${R 
egion}:${Account}:analyzer/${Analyze 
rName}/archive-rule/${RuleName}

 

AWS IAM Access Analyzer 的条件键

AWS IAM Access Analyzer 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对以筛选操作 字符串
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https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ValidatePolicy.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ValidatePolicy.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources
#awsiamaccessanalyzer-aws_ResourceTag___TagKey_
#awsiamaccessanalyzer-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键以筛选操作 ArrayOfString

AWS IAM 身份中心的操作、资源和条件密钥

AWS IAM Identity Center（服务前缀:sso）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS IAM 身份中心定义的操作

• 由 AWS IAM 身份中心定义的资源类型

• AWS IAM 身份中心的条件密钥

由 AWS IAM 身份中心定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Directory

授予连接 AWS IAM 身份中心
使用的目录的权限

写入     ds:Author 
izeApplic 
ation

 Associate 
Profile

授予权限以在目录用户或组与
配置文件之间创建关联

写入      

Instance*     AttachCus 
tomerMana 
gedPolicy 
Reference 
ToPermiss 
ionSet

授予权限以将客户管理型策略
参考附加到权限集

权限管理

Permissio 
nSet*

   

Instance*     AttachMan 
agedPolic 
yToPermis 
sionSet

授予将 AWS 托管策略附加到
权限集的权限

权限管理

Permissio 
nSet*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_AttachCustomerManagedPolicyReferenceToPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_AttachCustomerManagedPolicyReferenceToPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_AttachCustomerManagedPolicyReferenceToPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_AttachCustomerManagedPolicyReferenceToPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_AttachCustomerManagedPolicyReferenceToPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_AttachCustomerManagedPolicyReferenceToPermissionSet.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_AttachManagedPolicyToPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_AttachManagedPolicyToPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_AttachManagedPolicyToPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_AttachManagedPolicyToPermissionSet.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Account*    

Instance*    

 CreateAcc 
ountAssig 
nment

授予 AWS 账户 使用指定权限
集向指定委托人分配访问权限
的权限

写入

Permissio 
nSet*

   

Applicati 
onProvide 
r*

   

Instance*    

 CreateApp 
lication

授予创建应用程序的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Applicati 
on*

    CreateApp 
licationA 
ssignment

授予创建应用程序分配的权限 写入

  sso:Appli 
cationAcc 
ount

 

 CreateApp 
licationI 
nstance

授予向 AWS IAM 身份中心添
加应用程序实例的权限

写入      

 CreateApp 
licationI 
nstanceCe 
rtificate

授予权限以为应用程序实例添
加新证书

写入      
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#awsiamidentitycenter-Account
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateAccountAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateAccountAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateAccountAssignment.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-ApplicationProvider
#awsiamidentitycenter-ApplicationProvider
#awsiamidentitycenter-ApplicationProvider
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateApplication.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateApplication.html
#awsiamidentitycenter-aws_RequestTag___TagKey_
#awsiamidentitycenter-aws_RequestTag___TagKey_
#awsiamidentitycenter-aws_RequestTag___TagKey_
#awsiamidentitycenter-aws_TagKeys
#awsiamidentitycenter-aws_TagKeys
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateApplicationAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateApplicationAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateApplicationAssignment.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Instance*   iam:Creat 
eServiceL 
inkedRole

organizat 
ions:Desc 
ribeOrgan 
ization

 CreateIns 
tance

授予创建 Identity Center 实例
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateInstance.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateInstance.html
#awsiamidentitycenter-aws_RequestTag___TagKey_
#awsiamidentitycenter-aws_RequestTag___TagKey_
#awsiamidentitycenter-aws_RequestTag___TagKey_
#awsiamidentitycenter-aws_TagKeys
#awsiamidentitycenter-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateIns 
tanceAcce 
ssControl 
Attribute 
Configuration

授予为 ABAC 启用实例并指定
属性的权限

写入 Instance*   iam:Attac 
hRolePoli 
cy

iam:Creat 
eRole

iam:Delet 
eRole

iam:Delet 
eRolePoli 
cy

iam:Detac 
hRolePoli 
cy

iam:GetRo 
le

iam:ListA 
ttachedRo 
lePolicies

iam:ListR 
olePolici 
es

iam:PutRo 
lePolicy

iam:Updat 
eAssumeRo 
lePolicy
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https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateInstanceAccessControlAttributeConfiguration.html
#awsiamidentitycenter-Instance
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateMan 
agedAppli 
cationIns 
tance

授予向 AWS IAM 身份中心添
加托管应用程序实例的权限

写入      

Instance*    

Permissio 
nSet*

   

 CreatePer 
missionSet

授予权限以创建权限集 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateProfile 授予权限以为应用程序实例创
建配置文件

Write      

 CreateTrust 授予权限以在目标账户中创建
联合信任

写入      

Instance*     CreateTru 
stedToken 
Issuer

授予为实例创建可信令牌颁发
机构的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Account*     DeleteAcc 
ountAssig 
nment

授予 AWS 账户 使用指定权限
集删除委托人访问权限的权限

写入

Instance*    
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https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
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#awsiamidentitycenter-aws_RequestTag___TagKey_
#awsiamidentitycenter-aws_RequestTag___TagKey_
#awsiamidentitycenter-aws_RequestTag___TagKey_
#awsiamidentitycenter-aws_TagKeys
#awsiamidentitycenter-aws_TagKeys
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateTrustedTokenIssuer.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateTrustedTokenIssuer.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_CreateTrustedTokenIssuer.html
#awsiamidentitycenter-aws_RequestTag___TagKey_
#awsiamidentitycenter-aws_RequestTag___TagKey_
#awsiamidentitycenter-aws_RequestTag___TagKey_
#awsiamidentitycenter-aws_TagKeys
#awsiamidentitycenter-aws_TagKeys
#awsiamidentitycenter-Account
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteAccountAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteAccountAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteAccountAssignment.html
#awsiamidentitycenter-Instance


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Permissio 
nSet*

   

Applicati 
on*

    DeleteApp 
lication

授予删除应用程序的权限 写入

  sso:Appli 
cationAcc 
ount

 

Applicati 
on*

    DeleteApp 
licationA 
ccessScope

授予删除应用程序的访问范围
的权限

写入

  sso:Appli 
cationAcc 
ount

 

Applicati 
on*

    DeleteApp 
licationA 
ssignment

授予删除应用程序分配的权限 写入

  sso:Appli 
cationAcc 
ount

 

Applicati 
on*

    DeleteApp 
licationA 
uthentica 
tionMethod

授予删除应用程序的身份验证
方法的权限

写入

  sso:Appli 
cationAcc 
ount

 

 DeleteApp 
licationGrant

授予删除来自应用程序的授权
的权限

写入 Applicati 
on*
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#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplication.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplication.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationAccessScope.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationAccessScope.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationAccessScope.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationAssignment.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationAuthenticationMethod.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationAuthenticationMethod.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationAuthenticationMethod.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationAuthenticationMethod.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationGrant.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteApplicationGrant.html
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  sso:Appli 
cationAcc 
ount

 

 DeleteApp 
licationI 
nstance

授予权限以删除应用程序实例 Write      

 DeleteApp 
licationI 
nstanceCe 
rtificate

授予权限以删除应用程序实例
的停用或过期证书

写入      

Instance*     DeleteInl 
inePolicy 
FromPermi 
ssionSet

授予权限以从指定权限集中删
除内联策略

写入

Permissio 
nSet*

   

 DeleteIns 
tance

授予删除 Identity Center 实例
的权限

写入 Instance*    

 DeleteIns 
tanceAcce 
ssControl 
Attribute 
Configuration

授予禁用 ABAC 并删除实例属
性列表的权限

Write Instance*    

 DeleteMan 
agedAppli 
cationIns 
tance

授予权限以删除托管应用程序
实例

Write      

 DeletePer 
missionSet

授予权限以删除权限集 写入 Instance*    
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#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInlinePolicyFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInlinePolicyFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInlinePolicyFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInlinePolicyFromPermissionSet.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInstance.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInstance.html
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteInstanceAccessControlAttributeConfiguration.html
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeletePermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeletePermissionSet.html
#awsiamidentitycenter-Instance


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Permissio 
nSet*

   

Instance*     DeletePer 
missionsB 
oundaryFr 
omPermiss 
ionSet

授予权限以从权限集中删除权
限边界

权限管理

Permissio 
nSet*

   

 DeleteProfile 授予权限以删除应用程序实例
的配置文件

写入      

 DeleteTru 
stedToken 
Issuer

授予删除实例的可信令牌颁发
机构的权限

写入 TrustedTo 
kenIssuer 
*

   

 DescribeA 
ccountAss 
ignmentCr 
eationStatus

授予权限以描述分配创建请求
的状态

读取 Instance*    

 DescribeA 
ccountAss 
ignmentDe 
letionStatus

授予权限以描述分配删除请求
的状态

读取 Instance*    

Applicati 
on*

    DescribeA 
pplication

授予获取应用程序信息的权限 读取

  sso:Appli 
cationAcc 
ount
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#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeletePermissionsBoundaryFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeletePermissionsBoundaryFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeletePermissionsBoundaryFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeletePermissionsBoundaryFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeletePermissionsBoundaryFromPermissionSet.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteTrustedTokenIssuer.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteTrustedTokenIssuer.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DeleteTrustedTokenIssuer.html
#awsiamidentitycenter-TrustedTokenIssuer
#awsiamidentitycenter-TrustedTokenIssuer
#awsiamidentitycenter-TrustedTokenIssuer
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeAccountAssignmentCreationStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeAccountAssignmentCreationStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeAccountAssignmentCreationStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeAccountAssignmentCreationStatus.html
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeAccountAssignmentDeletionStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeAccountAssignmentDeletionStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeAccountAssignmentDeletionStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeAccountAssignmentDeletionStatus.html
#awsiamidentitycenter-Instance
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeApplication.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeApplication.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Applicati 
on*

    DescribeA 
pplicatio 
nAssignment

授予检索应用程序分配的权限 读取

  sso:Appli 
cationAcc 
ount

 

 DescribeA 
pplicatio 
nProvider

授予描述应用程序提供者的权
限

读取 Applicati 
onProvide 
r*

   

 DescribeI 
nstance

授予获取 Identity Center 实例
信息的权限

读取 Instance*    

 DescribeI 
nstanceAc 
cessContr 
olAttribu 
teConfigu 
ration

授予获取用于 ABAC 实例的属
性列表的权限

Read Instance*    

Instance*     DescribeP 
ermissionSet

授予权限以描述权限集 读取

Permissio 
nSet*

   

 DescribeP 
ermission 
SetProvis 
ioningStatus

授予权限以描述给定权限集预
置请求的状态

读取 Instance*    

 DescribeR 
egistered 
Regions

授予权限以获取您的组织已启
用 AWS IAM 身份中心的区域

读取      
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#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeApplicationAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeApplicationAssignment.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeApplicationAssignment.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeApplicationProvider.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeApplicationProvider.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeApplicationProvider.html
#awsiamidentitycenter-ApplicationProvider
#awsiamidentitycenter-ApplicationProvider
#awsiamidentitycenter-ApplicationProvider
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeInstance.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeInstance.html
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeInstanceAccessControlAttributeConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeInstanceAccessControlAttributeConfiguration.html
#awsiamidentitycenter-Instance
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribePermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribePermissionSet.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribePermissionSetProvisioningStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribePermissionSetProvisioningStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribePermissionSetProvisioningStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribePermissionSetProvisioningStatus.html
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeT 
rustedTok 
enIssuer

授予描述实例的可信令牌颁发
机构的权限

读取 TrustedTo 
kenIssuer 
*

   

Instance*     DetachCus 
tomerMana 
gedPolicy 
Reference 
FromPermi 
ssionSet

授予权限以将客户管理型策略
参考从权限集分离

权限管理

Permissio 
nSet*

   

Instance*     DetachMan 
agedPolic 
yFromPerm 
issionSet

授予将附加的 AWS 托管策略
与指定权限集分开的权限

权限管理

Permissio 
nSet*

   

 Disassoci 
ateDirectory

授予解除与 AWS IAM 身份中
心使用的目录关联的权限

写入     ds:Unauth 
orizeAppl 
ication

 Disassoci 
ateProfile

授予权限以取消目录用户或组
与配置文件的关联

写入      

Applicati 
on*

    GetApplic 
ationAcce 
ssScope

授予获取应用程序的访问范围
的权限

读取

  sso:Appli 
cationAcc 
ount

 

 GetApplic 
ationAssi 
gnmentCon 
figuration

授予读取应用程序的分配配置
的权限

读取 Applicati 
on*
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https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeTrustedTokenIssuer.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeTrustedTokenIssuer.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DescribeTrustedTokenIssuer.html
#awsiamidentitycenter-TrustedTokenIssuer
#awsiamidentitycenter-TrustedTokenIssuer
#awsiamidentitycenter-TrustedTokenIssuer
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DetachCustomerManagedPolicyReferenceFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DetachCustomerManagedPolicyReferenceFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DetachCustomerManagedPolicyReferenceFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DetachCustomerManagedPolicyReferenceFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DetachCustomerManagedPolicyReferenceFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DetachCustomerManagedPolicyReferenceFromPermissionSet.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DetachManagedPolicyFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DetachManagedPolicyFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DetachManagedPolicyFromPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_DetachManagedPolicyFromPermissionSet.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAccessScope.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAccessScope.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAccessScope.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAssignmentConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAssignmentConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAssignmentConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAssignmentConfiguration.html
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  sso:Appli 
cationAcc 
ount

 

Applicati 
on*

    GetApplic 
ationAuth 
enticatio 
nMethod

授予获取应用程序的身份验证
方法的权限

读取

  sso:Appli 
cationAcc 
ount

 

Applicati 
on*

    GetApplic 
ationGrant

授予获取属于应用程序的授权
的详细信息的权限

读取

  sso:Appli 
cationAcc 
ount

 

 GetApplic 
ationInstance

授予权限以检索应用程序实例
的详细信息

读取      

Applicati 
on*

    GetApplic 
ationSess 
ionConfig 
uration

授予获取应用程序会话配置的
权限

读取

  sso:Appli 
cationAcc 
ount

 

 GetApplic 
ationTemp 
late

授予权限以检索应用程序模板
详细信息

读取      
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#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAuthenticationMethod.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAuthenticationMethod.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAuthenticationMethod.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationAuthenticationMethod.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationGrant.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationGrant.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationSessionConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationSessionConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationSessionConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetApplicationSessionConfiguration.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Instance*     GetInline 
PolicyFor 
Permissio 
nSet

授予权限以获取分配给权限集
的内联策略

读取

Permissio 
nSet*

   

 GetManage 
dApplicat 
ionInstance

授予权限以检索应用程序实例
的详细信息

Read      

 GetMfaDev 
iceManage 
mentForDi 
rectory

授予权限以检索目录的 MFA 设
备管理设置

Read      

 GetPermis 
sionSet

授予权限以检索权限集的详细
信息

读取      

Instance*     GetPermis 
sionsBoun 
daryForPe 
rmissionSet

授予权限以获取权限集的权限
边界

读取

Permissio 
nSet*

   

 GetProfile 授予权限以检索应用程序实例
的配置文件

读取      

 GetSSOSta 
tus

授予权限以检查是否已启用 
AWS IAM 身份中心

读取      

 GetShared 
SsoConfig 
uration

授予权限以检索当前 SSO 实例
的共享配置

Read      

 GetSsoCon 
figuration

授予权限以检索当前 SSO 实例
的配置

Read      
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#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetInlinePolicyForPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetInlinePolicyForPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetInlinePolicyForPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetInlinePolicyForPermissionSet.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetPermissionsBoundaryForPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetPermissionsBoundaryForPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetPermissionsBoundaryForPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_GetPermissionsBoundaryForPermissionSet.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetTrust 授予权限以检索目标账户中的
联合信任

Read      

 ImportApp 
licationI 
nstanceSe 
rviceProv 
iderMetadata

授予权限以上传服务提供商提
供的应用程序 SAML 元数据文
件，从而更新应用程序实例

写入      

 ListAccou 
ntAssignm 
entCreati 
onStatus

授予列出指定 SSO AWS 账户 
实例的任务创建请求状态的权
限

列表 Instance*    

 ListAccou 
ntAssignm 
entDeleti 
onStatus

授予列出指定 SSO AWS 账户 
实例的任务删除请求状态的权
限

列表 Instance*    

Account*    

Instance*    

 ListAccou 
ntAssignm 
ents

授予列出 AWS 账户 具有指定
权限集的指定受让人的权限

列表

Permissio 
nSet*

   

 ListAccou 
ntAssignm 
entsForPr 
incipal

授予列出分配给用户或组的账
户的权限

列表 Instance*    

Instance*     ListAccou 
ntsForPro 
visionedP 
ermissionSet

授予列出所有配置了指定权限
集的 AWS 账户的权限

列表

Permissio 
nSet*
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https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentCreationStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentCreationStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentCreationStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentCreationStatus.html
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentDeletionStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentDeletionStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentDeletionStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentDeletionStatus.html
#awsiamidentitycenter-Instance
#awsiamidentitycenter-Account
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignments.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignments.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignments.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentsForPrincipal.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentsForPrincipal.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentsForPrincipal.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountAssignmentsForPrincipal.html
#awsiamidentitycenter-Instance
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountsForProvisionedPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountsForProvisionedPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountsForProvisionedPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListAccountsForProvisionedPermissionSet.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Applicati 
on*

    ListAppli 
cationAcc 
essScopes

授予列出应用程序的访问范围
的权限

列表

  sso:Appli 
cationAcc 
ount

 

Applicati 
on*

    ListAppli 
cationAss 
ignments

授予列出应用程序分配的权限 列表

  sso:Appli 
cationAcc 
ount

 

Instance*     ListAppli 
cationAss 
ignmentsF 
orPrincipal

授予列出分配给用户或组的应
用程序的权限

列表

  sso:Appli 
cationAcc 
ount

 

Applicati 
on*

    ListAppli 
cationAut 
henticati 
onMethods

授予列出应用程序的身份验证
方法的权限

列表

  sso:Appli 
cationAcc 
ount

 

Applicati 
on*

    ListAppli 
cationGrants

授予列出来自应用程序的授权
的权限

列表

  sso:Appli 
cationAcc 
ount
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#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAccessScopes.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAccessScopes.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAccessScopes.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAssignments.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAssignments.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAssignments.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAssignmentsForPrincipal.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAssignmentsForPrincipal.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAssignmentsForPrincipal.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAssignmentsForPrincipal.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAuthenticationMethods.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAuthenticationMethods.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAuthenticationMethods.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationAuthenticationMethods.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationGrants.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationGrants.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAppli 
cationIns 
tanceCert 
ificates

授予权限以检索给定应用程序
实例的所有证书

Read      

 ListAppli 
cationIns 
tances

授权权限以检索所有应用程序
实例

列表     sso:GetAp 
plication 
Instance

 ListAppli 
cationPro 
viders

授予列出应用程序提供者的权
限

列表 Applicati 
onProvide 
r*

   

 ListAppli 
cationTem 
plates

授予权限以检索所有支持的应
用程序模板

列表     sso:GetAp 
plication 
Template

 ListAppli 
cations

授予检索与 IAM Identity 
Center 实例关联的所有应用程
序的权限

列表      

Instance*     ListCusto 
merManage 
dPolicyRe 
ferencesI 
nPermissi 
onSet

授予权限以列出附加到权限集
的客户管理型策略参考

列表

Permissio 
nSet*

   

 ListDirec 
toryAssoc 
iations

授予权限以检索与 AWS IAM 
身份中心连接的目录的详细信
息

读取      

 ListInstances 授予权限以列出发起人有权访
问的 SSO 实例

列表      
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https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationProviders.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationProviders.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplicationProviders.html
#awsiamidentitycenter-ApplicationProvider
#awsiamidentitycenter-ApplicationProvider
#awsiamidentitycenter-ApplicationProvider
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListApplications.html
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListCustomerManagedPolicyReferencesInPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListCustomerManagedPolicyReferencesInPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListCustomerManagedPolicyReferencesInPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListCustomerManagedPolicyReferencesInPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListCustomerManagedPolicyReferencesInPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListCustomerManagedPolicyReferencesInPermissionSet.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListInstances.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Instance*     ListManag 
edPolicie 
sInPermis 
sionSet

授予列出附加到指定权限集的 
AWS 托管策略的权限

列表

Permissio 
nSet*

   

 ListPermi 
ssionSetP 
rovisioni 
ngStatus

授予权限以列出指定 SSO 实例
的权限集预置请求的状态

列表 Instance*    

 ListPermi 
ssionSets

授予权限以检索所有权限集 列表 Instance*    

Account*     ListPermi 
ssionSets 
Provision 
edToAccount

授予列出配置给指定的所有权
限集的权限 AWS 账户

列表

Instance*    

 ListProfi 
leAssocia 
tions

授予权限以检索与配置文件关
联的目录用户或组

Read      

 ListProfiles 授予权限以检索应用程序实例
的所有配置文件

列表     sso:GetPr 
ofile

Applicati 
on

   

Instance    

Permissio 
nSet

   

 ListTagsF 
orResource

授予权限以列出附加到指定资
源的标签

读取

TrustedTo 
kenIssuer
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#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListManagedPoliciesInPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListManagedPoliciesInPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListManagedPoliciesInPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListManagedPoliciesInPermissionSet.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListPermissionSetProvisioningStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListPermissionSetProvisioningStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListPermissionSetProvisioningStatus.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListPermissionSetProvisioningStatus.html
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListPermissionSets.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListPermissionSets.html
#awsiamidentitycenter-Instance
#awsiamidentitycenter-Account
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListPermissionSetsProvisionedToAccount.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListPermissionSetsProvisionedToAccount.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListPermissionSetsProvisionedToAccount.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListPermissionSetsProvisionedToAccount.html
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
#awsiamidentitycenter-Instance
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListTagsForResource.html
#awsiamidentitycenter-TrustedTokenIssuer
#awsiamidentitycenter-TrustedTokenIssuer
#awsiamidentitycenter-TrustedTokenIssuer


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTrust 
edTokenIs 
suers

授予列出实例的可信令牌颁发
机构的权限

列表 Instance*    

Account*    

Instance*    

 Provision 
Permissio 
nSet

授予权限以将指定权限集预置
到指定目标

写入

Permissio 
nSet*

   

Applicati 
on*

    PutApplic 
ationAcce 
ssScope

向应用程序 create/update 的访
问范围授予权限

写入

  sso:Appli 
cationAcc 
ount

 

Applicati 
on*

    PutApplic 
ationAssi 
gnmentCon 
figuration

授予向应用程序添加分配配置
的权限

写入

  sso:Appli 
cationAcc 
ount

 

Applicati 
on*

    PutApplic 
ationAuth 
enticatio 
nMethod

向应用程序授予 create/update 
身份验证方法的权限

写入

  sso:Appli 
cationAcc 
ount

 

 PutApplic 
ationGrant

授予对应用程序 create/update 
的授予权限

写入 Applicati 
on*
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https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListTrustedTokenIssuers.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListTrustedTokenIssuers.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ListTrustedTokenIssuers.html
#awsiamidentitycenter-Instance
#awsiamidentitycenter-Account
#awsiamidentitycenter-Instance
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ProvisionPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ProvisionPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_ProvisionPermissionSet.html
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationAccessScope.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationAccessScope.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationAccessScope.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationAssignmentConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationAssignmentConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationAssignmentConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationAssignmentConfiguration.html
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationAuthenticationMethod.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationAuthenticationMethod.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationAuthenticationMethod.html
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#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
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https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationGrant.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationGrant.html
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  sso:Appli 
cationAcc 
ount

 

Applicati 
on*

    PutApplic 
ationSess 
ionConfig 
uration

授予为应用程序放置会话配置
的权限

写入

  sso:Appli 
cationAcc 
ount

 

Instance*     PutInline 
PolicyToP 
ermissionSet

授予权限以将 IAM 内联策略附
加到权限集

写入

Permissio 
nSet*

   

 PutMfaDev 
iceManage 
mentForDi 
rectory

授予权限以为目录附加 MFA 设
备管理设置

写入      

Instance*     PutPermis 
sionsBoun 
daryToPer 
missionSet

授予权限以将权限边界添加到
权限集

权限管理

Permissio 
nSet*

   

 PutPermis 
sionsPolicy

授予权限以将策略添加到权限
集

Permissio 
ns 
managemen 
t

     

 SearchGro 
ups

授予权限以在关联的目录中搜
索组

Read     ds:Descri 
beDirecto 
ries
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#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationSessionConfiguration.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutApplicationSessionConfiguration.html
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#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
#awsiamidentitycenter-sso_ApplicationAccount
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https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutInlinePolicyToPermissionSet.html
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#awsiamidentitycenter-PermissionSet
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https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutPermissionsBoundaryToPermissionSet.html
https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_PutPermissionsBoundaryToPermissionSet.html
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#awsiamidentitycenter-PermissionSet
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SearchUsers 授予权限以在关联的目录中搜
索用户

读取     ds:Descri 
beDirecto 
ries

 StartSSO 授予初始化 AWS IAM 身份中
心的权限

写入     organizat 
ions:Desc 
ribeOrgan 
ization

organizat 
ions:Enab 
leAWSServ 
iceAccess

Applicati 
on

   

Instance    

Permissio 
nSet

   

TrustedTo 
kenIssuer

   

 TagResour 
ce

授予权限以将一组标签与指定
资源关联

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以取消一组标签与指
定资源的关联

标记 Applicati 
on
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https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
#awsiamidentitycenter-Application
#awsiamidentitycenter-Application
#awsiamidentitycenter-Instance
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#awsiamidentitycenter-PermissionSet
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Instance    

Permissio 
nSet

   

TrustedTo 
kenIssuer

   

  aws:TagKe 
ys

 

Applicati 
on*

    UpdateApp 
lication

授予更新应用程序的权限 写入

  sso:Appli 
cationAcc 
ount

 

 UpdateApp 
licationI 
nstanceAc 
tiveCertificate

授予权限以为此应用程序实例
设置证书，作为活动证书

Write      

 UpdateApp 
licationI 
nstanceDi 
splayData

授予权限以更新应用程序实例
的显示数据

Write      

 UpdateApp 
licationI 
nstanceRe 
sponseCon 
figuration

授予权限以更新应用程序实例
的联合响应配置

Write      
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#awsiamidentitycenter-Instance
#awsiamidentitycenter-PermissionSet
#awsiamidentitycenter-PermissionSet
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https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateApp 
licationI 
nstanceRe 
sponseSch 
emaConfig 
uration

授予权限以更新应用程序实例
的联合响应架构配置

Write      

 UpdateApp 
licationI 
nstanceSe 
curityCon 
figuration

授予权限以更新应用程序实例
的安全详细信息

Write      

 UpdateApp 
licationI 
nstanceSe 
rviceProv 
iderConfi 
guration

授予权限以更新应用程序实例
的服务提供商关联配置

Write      

 UpdateApp 
licationI 
nstanceSt 
atus

授予权限以更新应用程序实例
的状态

写入      

 UpdateIns 
tance

授予更新 Identity Center 实例
的权限

写入 Instance*    

 UpdateIns 
tanceAcce 
ssControl 
Attribute 
Configuration

授予更新用于 ABAC 实例的属
性的权限

Write Instance*    
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https://docs.aws.amazon.com/singlesignon/latest/APIReference/API_UpdateInstanceAccessControlAttributeConfiguration.html
#awsiamidentitycenter-Instance


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateMan 
agedAppli 
cationIns 
tanceStatus

授予权限以更新托管应用程序
的实例状态

写入      

Instance*     UpdatePer 
missionSet

授予权限以更新权限集 权限管理

Permissio 
nSet*

   

 UpdatePro 
file

授予权限以更新应用程序实例
的配置文件

Write      

 UpdateSSO 
Configuration

授予权限以更新当前 SSO 实例
的配置

Write      

 UpdateTrust 授予权限以更新目标账户中的
联合信任

写入      

 UpdateTru 
stedToken 
Issuer

授予更新实例的可信令牌颁发
机构的权限

写入 TrustedTo 
kenIssuer 
*

   

由 AWS IAM 身份中心定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Permissio 
nSet

arn:${Partition}:sso:::permissionSet/
${InstanceId}/${PermissionSetId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
#awsiamidentitycenter-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 Account arn:${Partition}:sso:::account/${Acc 
ountId}

 

 Instance arn:${Partition}:sso:::instance/${In 
stanceId}

aws:ResourceTag/${ 
TagKey}

 Application arn:${Partition}:sso::${AccountId}:a 
pplication/${InstanceId}/${Applicati 
onId}

aws:ResourceTag/${ 
TagKey}

sso:ApplicationAcc 
ount

 TrustedTo 
kenIssuer

arn:${Partition}:sso::${AccountId}:t 
rustedTokenIssuer/${InstanceId}/${Tr 
ustedTokenIssuerId}

aws:ResourceTag/${ 
TagKey}

 Applicati 
onProvider

arn:${Partition}:sso::aws:applicatio 
nProvider/${ApplicationProviderId}

 

AWS IAM 身份中心的条件密钥

AWS IAM Identity Center 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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条件键 描述 类型

 sso:Appli 
cationAccount

按创建应用程序的账户筛选访问权限。客户管理的 SAML 
应用程序不支持此条件密钥

字符串

AWS IAM 身份中心目录的操作、资源和条件密钥

AWS IAM Identity Center 目录（服务前缀:sso-directory）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS IAM 身份中心目录定义的操作

• 由 AWS IAM 身份中心目录定义的资源类型

• AWS IAM 身份中心目录的条件密钥

由 AWS IAM 身份中心目录定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddMember 
ToGroup

授予将成员添加到 AWS IAM 
Identity Center 默认提供的目
录中的群组的权限

写入      

 CompleteV 
irtualMfa 
DeviceReg 
istration

授予权限以完成虚拟 MFA 设备
的创建过程

写入      

 CompleteW 
ebAuthnDe 
viceRegis 
tration

授予完成 WebAuthn 设备注册
过程的权限

写入      

 CreateAlias 授予为 AWS IAM 身份中心默
认提供的目录创建别名的权限

写入      

 CreateBea 
rerToken

授予权限以便为给定的预置租
户创建持有者令牌

Write      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateExt 
ernalIdPC 
onfigurat 
ionForDir 
ectory

授予权限以便为目录创建外部
身份提供商配置

写入      

 CreateGroup 授予在 AWS IAM 身份中心默
认提供的目录中创建群组的权 
限

写入      

 CreatePro 
visioning 
Tenant

授予权限以便为给定的目录创
建预置租户

写入      

 CreateUser 授予在 AWS IAM 身份中心默
认提供的目录中创建用户的权 
限

写入      

 DeleteBea 
rerToken

授予权限以删除持有者令牌 Write      

 DeleteExt 
ernalIdPC 
ertificate

授予权限以删除给定的外部 
IdP 证书

Write      

 DeleteExt 
ernalIdPC 
onfigurat 
ionForDir 
ectory

授予权限以删除与目录关联的
外部身份提供商配置

写入      

 DeleteGroup 授予从 AWS IAM 身份中心默
认提供的目录中删除群组的权 
限

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteMfa 
DeviceFor 
User

授予权限以按设备名称删除给
定用户的 MFA 设备

Write      

 DeletePro 
visioning 
Tenant

授予权限以删除预置租户 写入      

 DeleteUser 授予从 AWS IAM 身份中心默
认提供的目录中删除用户的权 
限

写入      

 DescribeD 
irectory

授予权限以检索 AWS IAM 身
份中心默认提供的目录的相关
信息

读取      

 DescribeG 
roup

授予权限以查询组数据，不包
括用户和组成员

读取      

 DescribeG 
roups

授予从 AWS IAM 身份中心默
认提供的目录中检索群组信息 
的权限

读取      

 DescribeP 
rovisioni 
ngTenant

授予权限以描述预置租户 读取      

 DescribeU 
ser

授予从 AWS IAM 身份中心默
认提供的目录中检索用户信息 
的权限

读取      

 DescribeU 
serByUniq 
ueAttribute

授予权限以使用代表用户的有
效唯一属性描述用户

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeU 
sers

授予从 AWS IAM 身份中心默
认提供的目录中检索用户信息 
的权限

读取      

 DisableEx 
ternalIdP 
Configura 
tionForDi 
rectory

授予权限以禁止最终用户使用
外部身份提供商进行身份验证

写入      

 DisableUser 授予在 AWS IAM 身份中心默
认提供的目录中停用用户的权 
限

写入      

 EnableExt 
ernalIdPC 
onfigurat 
ionForDir 
ectory

授予权限以允许最终用户使用
外部身份提供商进行身份验证

写入      

 EnableUser 授予在 AWS IAM 身份中心默
认提供的目录中激活用户的权 
限

写入      

GetAWSSPC 
onfigurat 
ionForDir 
ectory

授予检索目录的 AWS IAM 身
份中心服务提供商配置的权限

读取      

 GetGroupId 授予从 AWS IAM 身份中心默
认提供的目录中检索有关群组 
的 ID 信息的权限

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetUserId 授予从 AWS IAM 身份中心默
认提供的目录中检索用户 ID 信
息的权限

读取      

 GetUserPo 
olInfo

（已弃用）授予获取 UserPool 
信息的权限

读取      

 ImportExt 
ernalIdPC 
ertificate

授予权限以导入用于验证外部 
IdP 响应的 IdP 证书

写入      

 IsMemberI 
nGroup

授予权限以检查成员是否是 
AWS IAM Identity Center 默认
提供的目录中群组的成员

读取      

 IsMemberI 
nGroups

授予权限以检查成员是否属于 
AWS IAM Identity Center 默认
提供的目录中多个群组的成员

读取      

 ListBeare 
rTokens

授予权限以列出给定预置租户
的持有者令牌

Read      

 ListExter 
nalIdPCer 
tificates

授予权限以列出给定目录和 
IdP 的外部 IdP 证书

Read      

 ListExter 
nalIdPCon 
figuratio 
nsForDire 
ctory

授予权限以列出为目录创建的
所有外部身份提供商配置

读取      

 ListGroups 授予从 AWS IAM 身份中心默
认提供的目录中列出群组的权 
限

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListGroup 
sForMember

授予权限以列出目标成员组 读取      

 ListGroup 
sForUser

授予从 AWS IAM Identity 
Center 默认提供的目录中为用
户列出群组的权限

读取      

 ListMembe 
rsInGroup

授予权限以检索 AWS IAM 
Identity Center 默认提供的目
录中属于群组的所有成员

读取      

 ListMfaDe 
vicesForUser

授予权限以列出用户的所有活
动 MFA 设备及其 MFA 设备元
数据

Read      

 ListProvi 
sioningTe 
nants

授予权限以列出给定目录的预
置租户

读取      

 ListUsers 授予从 AWS IAM 身份中心默
认提供的目录中列出用户的权 
限

读取      

RemoveMem 
berFromGr 
oup

授予删除属于 AWS IAM 
Identity Center 默认提供的目
录中群组成员的权限

写入      

 SearchGro 
ups

授予权限以在关联的目录中搜
索组

Read      

 SearchUsers 授予权限以在关联的目录中搜
索用户

Read      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartVirt 
ualMfaDev 
iceRegist 
ration

授予权限以开始虚拟 mfa 设备
的创建过程

写入      

 StartWebA 
uthnDevic 
eRegistration

授予开始 WebAuthn 设备注册
过程的权限

写入      

 UpdateExt 
ernalIdPC 
onfigurat 
ionForDir 
ectory

授予权限以更新与目录关联的
外部身份提供商配置

写入      

 UpdateGro 
up

授予权限以更新 AWS IAM 
Identity Center 默认提供的目
录中群组的信息

写入      

 UpdateGro 
upDisplay 
Name

授予权限以更新组显示名称更
新组显示名称响应

Write      

 UpdateMfa 
DeviceFor 
User

授予更新 MFA 设备信息的权限 写入      

 UpdatePas 
sword

通过电子邮件发送密码重置
链接或在 AWS IAM Identity 
Center 默认提供的目录中为用
户生成一次性密码，授予更新
密码的权限

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateUser 授予更新 AWS IAM Identity 
Center 默认提供的目录中的用
户信息的权限

写入      

 UpdateUse 
rName

授予权限以更新用户名更新用
户名响应

Write      

 VerifyEmail 授予权限以验证用户的电子邮
件地址

写入      

由 AWS IAM 身份中心目录定义的资源类型

AWS IAM 身份中心目录不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许访问 AWS 
IAM 身份中心目录，请在您的策略"Resource": "*"中指定。

AWS IAM 身份中心目录的条件密钥

IAM Identity Center 目录中没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有
关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS IAM Identity Center OIDC 服务的操作、资源和条件键

AWS IAM Identity Center OIDC 服务（服务前缀:sso-oauth）提供以下特定于服务的资源、操作和条
件上下文密钥以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS IAM Identity Center OIDC 服务定义的操作

• AWS IAM Identity Center OIDC 服务定义的资源类型
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https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_UpdateUser.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access-using-id-policies.html#policyexample
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• AWS IAM Identity Center OIDC 服务的条件键

AWS IAM Identity Center OIDC 服务定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateTok 
enWithIAM

授予创建 OAuth/OIDC 令牌以
访问 IAM Identity Center 集成
应用程序的权限

写入 Applicati 
on*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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https://docs.aws.amazon.com/singlesignon/latest/OIDCAPIReference/API_CreateTokenWithIAM.html
#awsiamidentitycenteroidcservice-Application
#awsiamidentitycenteroidcservice-Application
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AWS IAM Identity Center OIDC 服务定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Application arn:${Partition}:sso::${AccountId}:a 
pplication/${InstanceId}/${Applicati 
onId}

 

AWS IAM Identity Center OIDC 服务的条件键

OIDC 服务没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用
的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Identity and Access Management（IAM）的操作、资源和条件键

AWS Identity and Access Management (IAM)（服务前缀iam:）提供以下特定于服务的资源、操作和
条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Identity and Access Management（IAM）定义的操作

• AWS Identity and Access Management（IAM）定义的资源类型

• AWS Identity and Access Management（IAM）的条件键
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-enable-identity-center.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/APIReference/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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AWS Identity and Access Management（IAM）定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddClient 
IDToOpenI 
DConnectP 
rovider

授予将新客户端 ID（受众）
添加到指定 IAM OpenID 
Connect (OIDC) IDs 提供商资
源的注册列表的权限

写入 oidc-prov 
ider*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddRoleTo 
InstanceP 
rofile

授予权限以将 IAM 角色添加到
指定的实例配置文件中

Write instance- 
profile*

  iam:PassR 
ole

 AddUserTo 
Group

授予权限以将 IAM 用户添加到
指定的 IAM 组中

Write group*    

group*     AttachGro 
upPolicy

授予权限以将托管策略附加到
指定的 IAM 组

Permissio 
ns 
managemen 
t

  iam:Polic 
yARN

 

role*     AttachRol 
ePolicy

授予权限以将托管策略附加到
指定的 IAM 角色

Permissio 
ns 
managemen 
t

  iam:Polic 
yARN

iam:Permi 
ssionsBou 
ndary

 

user*     AttachUse 
rPolicy

授予权限以将托管策略附加到
指定的 IAM 用户

权限管理

  iam:Polic 
yARN

iam:Permi 
ssionsBou 
ndary

 

 ChangePas 
sword

授予 IAM 用户更改自己密码的 
权限

写入 user*    

 CreateAcc 
essKey

授予权限以便为指定 IAM 用户
创建访问密钥和秘密访问密钥

写入 user*    
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_AddRoleToInstanceProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_AddRoleToInstanceProfile.html
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccessKey.html
#awsidentityandaccessmanagementiam-user
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAcc 
ountAlias

授予为你创建别名的权限 AWS 
账户

写入      

 CreateGroup 授予权限以创建新的组 Write group*    

instance- 
profile*

    CreateIns 
tanceProfile

授予权限以创建新的实例配置
文件

Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateLog 
inProfile

授予权限以便为指定的 IAM 用
户创建密码

Write user*    

oidc-prov 
ider*

    CreateOpe 
nIDConnec 
tProvider

授予权限以创建 IAM 资源，
它描述支持 OpenID Connect 
(OIDC) 的身份提供商 (IdP)

Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

policy*     CreatePolicy 授予权限以创建新的托管策略 Permissio 
ns 
managemen 
t

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccountAlias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccountAlias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateGroup.html
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateLoginProfile.html
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateOpenIDConnectProvider.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
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#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePol 
icyVersion

授予权限以创建指定托管策略
的新版本

Permissio 
ns 
managemen 
t

policy*    

role*     CreateRole 授予权限以创建新的角色 Write

  iam:Permi 
ssionsBou 
ndary

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

saml-
provider*

    CreateSAM 
LProvider

授予权限以创建 IAM 资源，它
描述支持 SAML 2.0 的身份提
供商 (IdP)

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

role*     CreateSer 
viceLinke 
dRole

授予创建允许 AWS 服务代表
您执行操作的 IAM 角色的权限

写入

  iam:AWSSe 
rviceName
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreatePolicyVersion.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreatePolicyVersion.html
#awsidentityandaccessmanagementiam-policy
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateRole.html
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-saml-provider
#awsidentityandaccessmanagementiam-saml-provider
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateSAMLProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateSAMLProvider.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
#awsidentityandaccessmanagementiam-iam_AWSServiceName
#awsidentityandaccessmanagementiam-iam_AWSServiceName
#awsidentityandaccessmanagementiam-iam_AWSServiceName


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSer 
viceSpeci 
ficCredential

授予权限以便为 IAM 用户创建
新的服务特定凭证

Write user*    

user*     CreateUser 授予权限以创建新的 IAM 用户 Write

  iam:Permi 
ssionsBou 
ndary

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

mfa*     CreateVir 
tualMFADe 
vice

授予权限以创建新的虚拟 MFA 
设备

Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 Deactivat 
eMFADevice

授予权限以停用指定的 MFA 设
备，并删除最初启用了该设备
的 IAM 用户与其之间的关联

Write user*    

 DeleteAcc 
essKey

授予权限以删除与指定 IAM 用
户关联的访问密钥对

写入 user*    

 DeleteAcc 
ountAlias

授予删除指定 AWS 账户 别名
的权限

写入      
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceSpecificCredential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceSpecificCredential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceSpecificCredential.html
#awsidentityandaccessmanagementiam-user
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateUser.html
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-mfa
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateVirtualMFADevice.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateVirtualMFADevice.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateVirtualMFADevice.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeactivateMFADevice.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeactivateMFADevice.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccessKey.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccountAlias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccountAlias.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAcc 
ountPassw 
ordPolicy

授予删除密码策略的权限 AWS 
账户

权限管理      

 DeleteClo 
udFrontPu 
blicKey

授予删除现有 CloudFront 公钥
的权限

写入      

 DeleteGroup 授予权限以删除指定的 IAM 组 Write group*    

 DeleteGro 
upPolicy

授予权限以将指定的内联策略
从其组中删除

Permissio 
ns 
managemen 
t

group*    

 DeleteIns 
tanceProfile

授予权限以删除指定的实例配
置文件

Write instance- 
profile*

   

 DeleteLog 
inProfile

授予权限以删除指定 IAM 用户
的密码

Write user*    

 DeleteOpe 
nIDConnec 
tProvider

授予权限以在 IAM 中删除 
OpenID Connect 身份提供商 
(IdP) 资源对象

Write oidc-prov 
ider*

   

 DeletePolicy 授予权限以删除指定的托管策
略，并将其从附加到的任何 
IAM 实体（用户、组或角色）
中删除

Permissio 
ns 
managemen 
t

policy*    

 DeletePol 
icyVersion

授予权限以从指定的托管策略
中删除版本

Permissio 
ns 
managemen 
t

policy*    
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccountPasswordPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccountPasswordPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccountPasswordPolicy.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteGroup.html
#awsidentityandaccessmanagementiam-group
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteGroupPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteGroupPolicy.html
#awsidentityandaccessmanagementiam-group
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteInstanceProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteInstanceProfile.html
#awsidentityandaccessmanagementiam-instance-profile
#awsidentityandaccessmanagementiam-instance-profile
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteLoginProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteLoginProfile.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteOpenIDConnectProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteOpenIDConnectProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteOpenIDConnectProvider.html
#awsidentityandaccessmanagementiam-oidc-provider
#awsidentityandaccessmanagementiam-oidc-provider
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeletePolicy.html
#awsidentityandaccessmanagementiam-policy
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeletePolicyVersion.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeletePolicyVersion.html
#awsidentityandaccessmanagementiam-policy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteRole 授予权限以删除指定的角色 Write role*    

role*     DeleteRol 
ePermissi 
onsBoundary

授予权限以从角色中删除权限
边界

Permissio 
ns 
managemen 
t

  iam:Permi 
ssionsBou 
ndary

 

role*     DeleteRol 
ePolicy

授予权限以从指定的角色中删
除指定的内联策略

Permissio 
ns 
managemen 
t

  iam:Permi 
ssionsBou 
ndary

 

 DeleteSAM 
LProvider

授予权限以在 IAM 中删除 
SAML 提供程序资源

Write saml-
provider*

   

 DeleteSSH 
PublicKey

授予权限以删除指定的 SSH 公
有密钥

Write user*    

 DeleteSer 
verCertificate

授予权限以删除指定的服务器
证书

写入 server-ce 
rtificate*

   

 DeleteSer 
viceLinke 
dRole

如果该服务已停止使用 IAM 角
色，则授予删除与该 AWS 服
务关联的 IAM 角色的权限

写入 role*    

 DeleteSer 
viceSpeci 
ficCredential

授予权限以删除 IAM 用户的指
定服务特定凭证

Write user*    

 DeleteSig 
ningCerti 
ficate

授予权限以删除与指定 IAM 用
户关联的签名证书

Write user*    
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteRole.html
#awsidentityandaccessmanagementiam-role
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteRolePermissionsBoundary.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteRolePermissionsBoundary.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteRolePermissionsBoundary.html
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteRolePolicy.html
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteSAMLProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteSAMLProvider.html
#awsidentityandaccessmanagementiam-saml-provider
#awsidentityandaccessmanagementiam-saml-provider
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteSSHPublicKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteSSHPublicKey.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServerCertificate.html
#awsidentityandaccessmanagementiam-server-certificate
#awsidentityandaccessmanagementiam-server-certificate
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServiceLinkedRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServiceLinkedRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServiceLinkedRole.html
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServiceSpecificCredential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServiceSpecificCredential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServiceSpecificCredential.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteSigningCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteSigningCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteSigningCertificate.html
#awsidentityandaccessmanagementiam-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteUser 授予权限以删除指定的 IAM 用
户

Write user*    

user*     DeleteUse 
rPermissi 
onsBoundary

授予权限以从指定的 IAM 用户
中删除权限边界

Permissio 
ns 
managemen 
t

  iam:Permi 
ssionsBou 
ndary

 

user*     DeleteUse 
rPolicy

授予权限以从 IAM 用户中删除
指定的内联策略

Permissio 
ns 
managemen 
t

  iam:Permi 
ssionsBou 
ndary

 

mfa     DeleteVir 
tualMFADe 
vice

授予权限以删除虚拟 MFA 设备 Write

sms-mfa    

group*     DetachGro 
upPolicy

授予权限以将托管策略从指定
的 IAM 组中分离

Permissio 
ns 
managemen 
t

  iam:Polic 
yARN

 

role*     DetachRol 
ePolicy

授予权限以将托管策略从指定
的角色中分离

Permissio 
ns 
managemen 
t

  iam:Polic 
yARN

iam:Permi 
ssionsBou 
ndary

 

 DetachUse 
rPolicy

授予权限以将托管策略从指定
的 IAM 用户中分离

权限管理 user*    
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteUser.html
#awsidentityandaccessmanagementiam-user
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteUserPermissionsBoundary.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteUserPermissionsBoundary.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteUserPermissionsBoundary.html
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteUserPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteUserPolicy.html
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-mfa
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteVirtualMFADevice.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteVirtualMFADevice.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteVirtualMFADevice.html
#awsidentityandaccessmanagementiam-sms-mfa
#awsidentityandaccessmanagementiam-group
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachGroupPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachGroupPolicy.html
#awsidentityandaccessmanagementiam-iam_PolicyARN
#awsidentityandaccessmanagementiam-iam_PolicyARN
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachRolePolicy.html
#awsidentityandaccessmanagementiam-iam_PolicyARN
#awsidentityandaccessmanagementiam-iam_PolicyARN
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachUserPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachUserPolicy.html
#awsidentityandaccessmanagementiam-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  iam:Polic 
yARN

iam:Permi 
ssionsBou 
ndary

 

 DisableOr 
ganizatio 
nsRootCre 
dentialsM 
anagement

授予权限以禁用当前账户管理
的组织的成员账户 root 用户凭
证的管理

写入      

 DisableOr 
ganizatio 
nsRootSes 
sions

授予在当前账户下管理的组织
的成员账户中禁用特权 root 操
作的权限

写入      

 EnableMFA 
Device

授予权限以启用 MFA 设备，并
将其与指定的 IAM 用户相关联

写入 user*    
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#awsidentityandaccessmanagementiam-iam_PolicyARN
#awsidentityandaccessmanagementiam-iam_PolicyARN
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DisableOrganizationsRootCredentialsManagement.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DisableOrganizationsRootCredentialsManagement.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DisableOrganizationsRootCredentialsManagement.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DisableOrganizationsRootCredentialsManagement.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DisableOrganizationsRootCredentialsManagement.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DisableOrganizationsRootSessions.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DisableOrganizationsRootSessions.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DisableOrganizationsRootSessions.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DisableOrganizationsRootSessions.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableMFADevice.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableMFADevice.html
#awsidentityandaccessmanagementiam-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  iam:Regis 
terSecuri 
tyKey

iam:FIDO- 
FIPS-140- 
2-certifi 
cation

iam:FIDO- 
FIPS-140- 
3-certifi 
cation

iam:FIDO- 
certifica 
tion

 

 EnableOrg 
anization 
sRootCred 
entialsMa 
nagement

授予允许管理当前账户下管理
的组织的成员账户 root 用户凭
证的权限

写入      

 EnableOrg 
anization 
sRootSess 
ions

授予在当前账户下管理的组织
的成员账户中启用特权 root 操
作的权限

写入      

 GenerateC 
redential 
Report

授予生成证书报告的权限 AWS 
账户

读取      
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#awsidentityandaccessmanagementiam-iam_RegisterSecurityKey
#awsidentityandaccessmanagementiam-iam_RegisterSecurityKey
#awsidentityandaccessmanagementiam-iam_RegisterSecurityKey
#awsidentityandaccessmanagementiam-iam_FIDO-FIPS-140-2-certification
#awsidentityandaccessmanagementiam-iam_FIDO-FIPS-140-2-certification
#awsidentityandaccessmanagementiam-iam_FIDO-FIPS-140-2-certification
#awsidentityandaccessmanagementiam-iam_FIDO-FIPS-140-2-certification
#awsidentityandaccessmanagementiam-iam_FIDO-FIPS-140-3-certification
#awsidentityandaccessmanagementiam-iam_FIDO-FIPS-140-3-certification
#awsidentityandaccessmanagementiam-iam_FIDO-FIPS-140-3-certification
#awsidentityandaccessmanagementiam-iam_FIDO-FIPS-140-3-certification
#awsidentityandaccessmanagementiam-iam_FIDO-certification
#awsidentityandaccessmanagementiam-iam_FIDO-certification
#awsidentityandaccessmanagementiam-iam_FIDO-certification
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableOrganizationsRootCredentialsManagement.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableOrganizationsRootCredentialsManagement.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableOrganizationsRootCredentialsManagement.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableOrganizationsRootCredentialsManagement.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableOrganizationsRootCredentialsManagement.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableOrganizationsRootSessions.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableOrganizationsRootSessions.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableOrganizationsRootSessions.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableOrganizationsRootSessions.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GenerateCredentialReport.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GenerateCredentialReport.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GenerateCredentialReport.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

access-
report*

  organizat 
ions:Desc 
ribePolicy

organizat 
ions:List 
Children

organizat 
ions:List 
Parents

organizat 
ions:List 
PoliciesF 
orTarget

organizat 
ions:List 
Roots

organizat 
ions:List 
TargetsFo 
rPolicy

 GenerateO 
rganizati 
onsAccess 
Report

授予为 Organizations 实体生
成访问报告的权限 AWS

读取

  iam:Organ 
izationsP 
olicyId

 

group*    

policy*    

 GenerateS 
erviceLas 
tAccessed 
Details

授予权限以便为 IAM 资源生成
上次访问的服务数据报告

Read

role*    
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#awsidentityandaccessmanagementiam-access-report
#awsidentityandaccessmanagementiam-access-report
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GenerateOrganizationsAccessReport.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GenerateOrganizationsAccessReport.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GenerateOrganizationsAccessReport.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GenerateOrganizationsAccessReport.html
#awsidentityandaccessmanagementiam-iam_OrganizationsPolicyId
#awsidentityandaccessmanagementiam-iam_OrganizationsPolicyId
#awsidentityandaccessmanagementiam-iam_OrganizationsPolicyId
#awsidentityandaccessmanagementiam-group
#awsidentityandaccessmanagementiam-policy
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GenerateServiceLastAccessedDetails.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GenerateServiceLastAccessedDetails.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GenerateServiceLastAccessedDetails.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GenerateServiceLastAccessedDetails.html
#awsidentityandaccessmanagementiam-role


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

user*    

 GetAccess 
KeyLastUsed

授予权限以检索有关上次使用
指定访问密钥的时间的信息

读取 user*    

 GetAccoun 
tAuthoriz 
ationDetails

授予权限以检索有关您的所有 
IAM 用户、群组、角色和策略
的信息 AWS 账户，包括他们
之间的关系

读取      

 GetAccoun 
tEmailAdd 
ress

授予检索与账户关联的电子邮
件地址的权限

读取      

 GetAccoun 
tName

授予检索与账户关联的账户名
称的权限

读取      

 GetAccoun 
tPassword 
Policy

授予检索密码策略的权限 AWS 
账户

读取      

 GetAccoun 
tSummary

授予在中检索有关 IAM 实体使
用情况和 IAM 配额信息的权限 
AWS 账户

列表      

 GetCloudF 
rontPublicKey

授予检索有关指定 CloudFront 
公钥信息的权限

读取      

 GetContex 
tKeysForC 
ustomPolicy

授予权限以检索指定策略中引
用的所有上下文键的列表

Read      
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#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountAuthorizationDetails.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountAuthorizationDetails.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountAuthorizationDetails.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-root-user.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountPasswordPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountPasswordPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountPasswordPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountSummary.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountSummary.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetContextKeysForCustomPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetContextKeysForCustomPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetContextKeysForCustomPolicy.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

group    

role    

 GetContex 
tKeysForP 
rincipalPolicy

授予权限以检索附加到指定 
IAM 身份（用户、组或角色）
的所有 IAM policy 中引用的所
有上下文键的列表

读取

user    

 GetCreden 
tialReport

授予检索证书报告的权限 AWS 
账户

读取      

 GetGroup 授予权限以检索指定 IAM 组中
的 IAM 用户列表

Read group*    

 GetGroupP 
olicy

授予权限以检索嵌入在指定 
IAM 组中的内联策略文档

Read group*    

 GetInstan 
ceProfile

授予权限以检索有关指定实例
配置文件的信息，包括实例配
置文件的路径、GUID、ARN 
和角色

Read instance- 
profile*

   

 GetLoginP 
rofile

授予权限以检索指定 IAM 用户
的用户名和密码创建日期

列表 user*    

 GetMFADev 
ice

授予检索指定的用户 MFA 设备
相关信息的权限

读取 user*    

 GetOpenID 
ConnectPr 
ovider

授予权限以在 IAM 中检索有关
指定 OpenID Connect (OIDC) 
提供商资源的信息

读取 oidc-prov 
ider*

   

 GetOrgani 
zationsAc 
cessReport

授予检索 Organizati AWS ons 
访问报告的权限

读取      
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#awsidentityandaccessmanagementiam-group
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetContextKeysForPrincipalPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetContextKeysForPrincipalPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetContextKeysForPrincipalPolicy.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetCredentialReport.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetCredentialReport.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetGroup.html
#awsidentityandaccessmanagementiam-group
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetGroupPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetGroupPolicy.html
#awsidentityandaccessmanagementiam-group
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetInstanceProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetInstanceProfile.html
#awsidentityandaccessmanagementiam-instance-profile
#awsidentityandaccessmanagementiam-instance-profile
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetLoginProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetLoginProfile.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetMFADevice.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetMFADevice.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetOpenIDConnectProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetOpenIDConnectProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetOpenIDConnectProvider.html
#awsidentityandaccessmanagementiam-oidc-provider
#awsidentityandaccessmanagementiam-oidc-provider
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetOrganizationsAccessReport.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetOrganizationsAccessReport.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetOrganizationsAccessReport.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetPolicy 授予权限以检索有关指定托管
策略的信息，包括策略的默认
版本以及策略附加到的身份总
数

Read policy*    

 GetPolicy 
Version

授予权限以检索有关指定托管
策略的版本的信息，包括策略
文档

Read policy*    

 GetRole 授予权限以检索有关指定角色
的信息，包括角色的路径、GU 
ID、ARN 和角色的信任策略

Read role*    

 GetRolePo 
licy

授予权限以检索嵌入在指定 
IAM 角色中的内联策略文档

Read role*    

 GetSAMLPr 
ovider

授予权限以检索在创建或更新 
IAM SAML 提供商资源时上传
的 SAML 提供商元文档

Read saml-
provider*

   

 GetSSHPub 
licKey

授予权限以检索指定的 SSH 公
有密钥，包括有关密钥的元数
据

Read user*    

 GetServer 
Certificate

授予权限以检索有关 IAM 中存
储的指定服务器证书的信息

Read server-ce 
rtificate*

   

 GetServic 
eLastAcce 
ssedDetails

授予权限以检索有关上次访问
的服务数据报告的信息

Read      

 GetServic 
eLastAcce 
ssedDetai 
lsWithEntities

授予权限以从上次访问的服务
数据报告中检索有关实体的信
息

Read      
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetPolicy.html
#awsidentityandaccessmanagementiam-policy
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetPolicyVersion.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetPolicyVersion.html
#awsidentityandaccessmanagementiam-policy
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetRole.html
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetRolePolicy.html
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetSAMLProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetSAMLProvider.html
#awsidentityandaccessmanagementiam-saml-provider
#awsidentityandaccessmanagementiam-saml-provider
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetSSHPublicKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetSSHPublicKey.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServerCertificate.html
#awsidentityandaccessmanagementiam-server-certificate
#awsidentityandaccessmanagementiam-server-certificate
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServiceLastAccessedDetails.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServiceLastAccessedDetails.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServiceLastAccessedDetails.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServiceLastAccessedDetailsWithEntities.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServiceLastAccessedDetailsWithEntities.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServiceLastAccessedDetailsWithEntities.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServiceLastAccessedDetailsWithEntities.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetServic 
eLinkedRo 
leDeletio 
nStatus

授予权限以检索 IAM 服务相关
角色删除状态

Read role*    

 GetUser 授予权限以检索有关指定 IAM 
用户的信息，包括用户的创建
日期、路径、唯一 ID 和 ARN

Read user*    

 GetUserPo 
licy

授予权限以检索嵌入在指定 
IAM 用户中的内联策略文档

读取 user*    

 ListAcces 
sKeys

授予权限以列出与指定 IAM 用
户关联的访问密钥 IDs 的相关
信息

列表 user*    

 ListAccou 
ntAliases

授予列出与关联的账户别名的
权限 AWS 账户

列表      

 ListAttac 
hedGroupP 
olicies

授予权限以列出附加到指定 
IAM 组的所有托管策略

List group*    

 ListAttac 
hedRolePo 
licies

授予权限以列出附加到指定 
IAM 角色的所有托管策略

List role*    

 ListAttac 
hedUserPo 
licies

授予权限以列出附加到指定 
IAM 用户的所有托管策略

列表 user*    

 ListCloud 
FrontPubl 
icKeys

授予列出该账户所有当前 
CloudFront 公钥的权限

列表      
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServiceLinkedRoleDeletionStatus.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServiceLinkedRoleDeletionStatus.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServiceLinkedRoleDeletionStatus.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServiceLinkedRoleDeletionStatus.html
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetUser.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetUserPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetUserPolicy.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccessKeys.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccessKeys.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccountAliases.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccountAliases.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedGroupPolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedGroupPolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedGroupPolicies.html
#awsidentityandaccessmanagementiam-group
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedRolePolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedRolePolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedRolePolicies.html
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedUserPolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedUserPolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedUserPolicies.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEntit 
iesForPolicy

授予权限以列出指定托管策略
附加到的所有 IAM 身份

List policy*    

 ListGroup 
Policies

授予权限以列出嵌入在指定 
IAM 组中的内联策略的名称

List group*    

 ListGroups 授予权限以列出具有指定路径
前缀的 IAM 组

List      

 ListGroup 
sForUser

授予权限以列出指定 IAM 用户
所属的 IAM 组

List user*    

 ListInsta 
nceProfil 
eTags

授予权限以列出附加到指定实
例配置文件的标签

List instance- 
profile*

   

 ListInsta 
nceProfiles

授予权限以列出具有指定路径
前缀的实例配置文件

List      

 ListInsta 
nceProfil 
esForRole

授予权限以列出具有指定的关
联 IAM 角色的实例配置文件

List role*    

 ListMFADe 
viceTags

授予权限以列出附加到指定虚
拟 MFA 设备的标签

List mfa*    

 ListMFADe 
vices

授予权限以列出 IAM 用户的 
MFA 设备

List user    

 ListOpenI 
DConnectP 
roviderTags

授予权限以列出附加到指定 
OpenID Connect 提供商的标
签

列表 oidc-prov 
ider*
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListEntitiesForPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListEntitiesForPolicy.html
#awsidentityandaccessmanagementiam-policy
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListGroupPolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListGroupPolicies.html
#awsidentityandaccessmanagementiam-group
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListGroups.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListGroupsForUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListGroupsForUser.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListInstanceProfileTags.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListInstanceProfileTags.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListInstanceProfileTags.html
#awsidentityandaccessmanagementiam-instance-profile
#awsidentityandaccessmanagementiam-instance-profile
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListInstanceProfiles.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListInstanceProfiles.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListInstanceProfilesForRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListInstanceProfilesForRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListInstanceProfilesForRole.html
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListMFADeviceTags.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListMFADeviceTags.html
#awsidentityandaccessmanagementiam-mfa
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListMFADevices.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListMFADevices.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListOpenIDConnectProviderTags.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListOpenIDConnectProviderTags.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListOpenIDConnectProviderTags.html
#awsidentityandaccessmanagementiam-oidc-provider
#awsidentityandaccessmanagementiam-oidc-provider


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListOpenI 
DConnectP 
roviders

授予列出有关在 IAM OpenID 
Connect (OIDC) 提供商资源对
象中定义的信息的权限 AWS 
账户

列表      

 ListOrgan 
izationsF 
eatures

授予列出为组织启用的集中根
访问功能的权限

列表      

 ListPolicies 授予权限以列出所有托管策略 List      

group*    

role*    

 ListPolic 
iesGranti 
ngService 
Access

授予权限以列出有关为实体授
予特定服务的访问权限的策略
的信息

List

user*    

 ListPolic 
yTags

授予权限以列出附加到指定托
管策略的标签

List policy*    

 ListPolic 
yVersions

授予权限以列出有关指定托管
策略的版本的信息，包括当前
设置为策略默认版本的版本

List policy*    

 ListRoleP 
olicies

授予权限以列出嵌入在指定 
IAM 角色中的内联策略的名称

List role*    

 ListRoleTags 授予权限以列出附加到指定 
IAM 角色的标签

List role*    

 ListRoles 授予权限以列出具有指定路径
前缀的 IAM 角色

List      

 ListSAMLP 
roviderTags

授予权限以列出附加到指定 
SAML 提供商的标签

List saml-
provider*
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListOpenIDConnectProviders.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListOpenIDConnectProviders.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListOpenIDConnectProviders.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListOrganizationsFeatures.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListOrganizationsFeatures.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListOrganizationsFeatures.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPolicies.html
#awsidentityandaccessmanagementiam-group
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPoliciesGrantingServiceAccess.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPoliciesGrantingServiceAccess.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPoliciesGrantingServiceAccess.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPoliciesGrantingServiceAccess.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPolicyTags.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPolicyTags.html
#awsidentityandaccessmanagementiam-policy
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPolicyVersions.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPolicyVersions.html
#awsidentityandaccessmanagementiam-policy
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRolePolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRolePolicies.html
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoleTags.html
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoles.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListSAMLProviderTags.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListSAMLProviderTags.html
#awsidentityandaccessmanagementiam-saml-provider
#awsidentityandaccessmanagementiam-saml-provider


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSAMLP 
roviders

授予权限以列出 IAM 中的 
SAML 提供商资源

List      

 ListSSHPu 
blicKeys

授予权限以列出有关与指定 
IAM 用户关联的 SSH 公有密钥
的信息

列表 user*    

 ListSTSRe 
gionalEnd 
pointsStatus

授予列出所有活动 STS 区域端
点状态的权限

列表      

 ListServe 
rCertific 
ateTags

授予权限以列出附加到指定服
务器证书的标签

List server-ce 
rtificate*

   

 ListServe 
rCertificates

授予权限以列出具有指定路径
前缀的服务器证书

List      

 ListServi 
ceSpecifi 
cCredentials

授予权限以列出与指定 IAM 用
户关联的服务特定凭证

List user*    

 ListSigni 
ngCertificates

授予权限以列出有关与指定 
IAM 用户关联的签名证书的信
息

List user*    

 ListUserP 
olicies

授予权限以列出嵌入在指定 
IAM 用户中的内联策略的名称

List user*    

 ListUserTags 授予权限以列出附加到指定 
IAM 用户的标签

List user*    

 ListUsers 授予权限以列出具有指定路径
前缀的 IAM 用户

List      
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListSAMLProviders.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListSAMLProviders.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListSSHPublicKeys.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListSSHPublicKeys.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServerCertificateTags.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServerCertificateTags.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServerCertificateTags.html
#awsidentityandaccessmanagementiam-server-certificate
#awsidentityandaccessmanagementiam-server-certificate
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServerCertificates.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServerCertificates.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServiceSpecificCredentials.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServiceSpecificCredentials.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServiceSpecificCredentials.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListSigningCertificates.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListSigningCertificates.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUserPolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUserPolicies.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUserTags.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUsers.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListVirtu 
alMFADevi 
ces

授予权限以按分配状态列出虚
拟 MFA 设备

List      

role*     PassRole [仅
权限]

授予权限以将角色传递给服务 Write

  iam:Assoc 
iatedReso 
urceArn

iam:Passe 
dToServic 
e

 

 PutGroupP 
olicy

授予权限以创建或更新嵌入在
指定 IAM 组中的内联策略文档

Permissio 
ns 
managemen 
t

group*    

role*     PutRolePe 
rmissions 
Boundary

授予权限以将托管策略设置为
角色的权限边界

Permissio 
ns 
managemen 
t

  iam:Permi 
ssionsBou 
ndary

 

role*     PutRolePo 
licy

授予权限以创建或更新嵌入在
指定 IAM 角色中的内联策略文 
档

Permissio 
ns 
managemen 
t

  iam:Permi 
ssionsBou 
ndary

 

 PutUserPe 
rmissions 
Boundary

授予权限以将托管策略设置为 
IAM 用户的权限边界

Permissio 
ns 
managemen 
t

user*    
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListVirtualMFADevices.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListVirtualMFADevices.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListVirtualMFADevices.html
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
#awsidentityandaccessmanagementiam-iam_AssociatedResourceArn
#awsidentityandaccessmanagementiam-iam_AssociatedResourceArn
#awsidentityandaccessmanagementiam-iam_AssociatedResourceArn
#awsidentityandaccessmanagementiam-iam_PassedToService
#awsidentityandaccessmanagementiam-iam_PassedToService
#awsidentityandaccessmanagementiam-iam_PassedToService
https://docs.aws.amazon.com/IAM/latest/APIReference/API_PutGroupPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_PutGroupPolicy.html
#awsidentityandaccessmanagementiam-group
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_PutRolePermissionsBoundary.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_PutRolePermissionsBoundary.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_PutRolePermissionsBoundary.html
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_PutRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_PutRolePolicy.html
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
https://docs.aws.amazon.com/IAM/latest/APIReference/API_PutUserPermissionsBoundary.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_PutUserPermissionsBoundary.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_PutUserPermissionsBoundary.html
#awsidentityandaccessmanagementiam-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  iam:Permi 
ssionsBou 
ndary

 

user*     PutUserPo 
licy

授予权限以创建或更新嵌入在
指定 IAM 用户中的内联策略文 
档

权限管理

  iam:Permi 
ssionsBou 
ndary

 

 RemoveCli 
entIDFrom 
OpenIDCon 
nectProvider

授予从指定 IAM OpenID 
Connect (OIDC) 提供商资源
的客户列表 IDs 中删除客户端 
ID（受众）的权限

写入 oidc-prov 
ider*

   

 RemoveRol 
eFromInst 
anceProfile

授予从指定 EC2 实例配置文件
中删除 IAM 角色的权限

写入 instance- 
profile*

   

 RemoveUse 
rFromGroup

授予权限以从指定的组中删除 
IAM 用户

Write group*    

 ResetServ 
iceSpecif 
icCredential

授予权限以重置 IAM 用户的现
有服务特定凭证的密码

Write user*    

 ResyncMFA 
Device

授予权限以将指定的 MFA 设备
与其 IAM 实体（用户或角色） 
同步

Write user*    

 SetDefaul 
tPolicyVe 
rsion

授予权限以将指定策略的版本
设置为策略的默认版本

权限管理 policy*    
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#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_PutUserPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_PutUserPolicy.html
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
#awsidentityandaccessmanagementiam-iam_PermissionsBoundary
https://docs.aws.amazon.com/IAM/latest/APIReference/API_RemoveClientIDFromOpenIDConnectProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_RemoveClientIDFromOpenIDConnectProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_RemoveClientIDFromOpenIDConnectProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_RemoveClientIDFromOpenIDConnectProvider.html
#awsidentityandaccessmanagementiam-oidc-provider
#awsidentityandaccessmanagementiam-oidc-provider
https://docs.aws.amazon.com/IAM/latest/APIReference/API_RemoveRoleFromInstanceProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_RemoveRoleFromInstanceProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_RemoveRoleFromInstanceProfile.html
#awsidentityandaccessmanagementiam-instance-profile
#awsidentityandaccessmanagementiam-instance-profile
https://docs.aws.amazon.com/IAM/latest/APIReference/API_RemoveUserFromGroup.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_RemoveUserFromGroup.html
#awsidentityandaccessmanagementiam-group
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ResetServiceSpecificCredential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ResetServiceSpecificCredential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ResetServiceSpecificCredential.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ResyncMFADevice.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ResyncMFADevice.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_SetDefaultPolicyVersion.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_SetDefaultPolicyVersion.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_SetDefaultPolicyVersion.html
#awsidentityandaccessmanagementiam-policy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SetSTSReg 
ionalEndp 
ointStatus

授予激活或停用 STS 区域端点
的权限

写入      

 SetSecuri 
tyTokenSe 
rvicePref 
erences

授予权限以设置 STS 全局终端
节点令牌版本

Write      

 SimulateC 
ustomPolicy

授予权限以模拟基于身份的策
略或基于资源的策略是否为特
定 API 操作和资源提供权限

Read      

group    

role    

 SimulateP 
rincipalPolicy

授予权限以模拟附加到指定 
IAM 实体（用户或角色）的基
于身份的策略是否为特定 API 
操作和资源提供权限

Read

user    

instance- 
profile*

    TagInstan 
ceProfile

授予权限以将标签添加到实例
配置文件

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 TagMFADev 
ice

授予权限以将标签添加到虚拟 
MFA 设备

Tagging mfa*    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_SetSecurityTokenServicePreferences.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_SetSecurityTokenServicePreferences.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_SetSecurityTokenServicePreferences.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_SetSecurityTokenServicePreferences.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_SimulateCustomPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_SimulateCustomPolicy.html
#awsidentityandaccessmanagementiam-group
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_SimulatePrincipalPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_SimulatePrincipalPolicy.html
#awsidentityandaccessmanagementiam-user
#awsidentityandaccessmanagementiam-instance-profile
#awsidentityandaccessmanagementiam-instance-profile
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagInstanceProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagInstanceProfile.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagMFADevice.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagMFADevice.html
#awsidentityandaccessmanagementiam-mfa


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

oidc-prov 
ider*

    TagOpenID 
ConnectPr 
ovider

授予权限以将标签添加到 
OpenID Connect 提供商

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

policy*     TagPolicy 授予权限以将标签添加到托管
策略

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

role*     TagRole 授予权限以将标签添加到 IAM 
角色

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-oidc-provider
#awsidentityandaccessmanagementiam-oidc-provider
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagOpenIDConnectProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagOpenIDConnectProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagOpenIDConnectProvider.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-policy
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagPolicy.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagRole.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

saml-
provider*

    TagSAMLPr 
ovider

授予权限以将标签添加到 
SAML 提供商

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

server-ce 
rtificate*

    TagServer 
Certificate

授予权限以将标签添加到服务
器证书

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

user*     TagUser 授予权限以将标签添加到 IAM 
用户

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

instance- 
profile*

    UntagInst 
anceProfile

授予权限以从实例配置文件中
删除指定的标签

Tagging

  aws:TagKe 
ys
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#awsidentityandaccessmanagementiam-saml-provider
#awsidentityandaccessmanagementiam-saml-provider
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagSAMLProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagSAMLProvider.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-server-certificate
#awsidentityandaccessmanagementiam-server-certificate
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagServerCertificate.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagUser.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-instance-profile
#awsidentityandaccessmanagementiam-instance-profile
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagInstanceProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagInstanceProfile.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

mfa*     UntagMFAD 
evice

授予权限以从虚拟 MFA 设备中
删除指定的标签

Tagging

  aws:TagKe 
ys

 

oidc-prov 
ider*

    UntagOpen 
IDConnect 
Provider

授予权限以从 OpenID 
Connect 提供商中删除指定的 
标签

Tagging

  aws:TagKe 
ys

 

policy*     UntagPolicy 授予权限以从托管策略中删除
指定的标签

Tagging

  aws:TagKe 
ys

 

role*     UntagRole 授予权限以从角色中删除指定
的标签

Tagging

  aws:TagKe 
ys

 

saml-
provider*

    UntagSAML 
Provider

授予权限以从 SAML 提供商中
删除指定的标签

Tagging

  aws:TagKe 
ys

 

server-ce 
rtificate*

    UntagServ 
erCertificate

授予权限以从服务器证书中删
除指定的标签

Tagging

  aws:TagKe 
ys

 

 UntagUser 授予权限以从用户中删除指定
的标签

Tagging user*    
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#awsidentityandaccessmanagementiam-mfa
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagMFADevice.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagMFADevice.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-oidc-provider
#awsidentityandaccessmanagementiam-oidc-provider
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagOpenIDConnectProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagOpenIDConnectProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagOpenIDConnectProvider.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-policy
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagPolicy.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagRole.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-saml-provider
#awsidentityandaccessmanagementiam-saml-provider
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagSAMLProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagSAMLProvider.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-server-certificate
#awsidentityandaccessmanagementiam-server-certificate
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagServerCertificate.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UntagUser.html
#awsidentityandaccessmanagementiam-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

 UpdateAcc 
essKey

授予权限以将指定访问密钥的
状态更新为活动或非活动状态

写入 user*    

 UpdateAcc 
ountEmail 
Address

授予更新与账户关联的电子邮
件地址的权限

写入      

 UpdateAcc 
ountName

授予更新与账户关联的账户名
称的权限

写入      

 UpdateAcc 
ountPassw 
ordPolicy

授予更新密码策略设置的权限 
AWS 账户

写入      

 UpdateAss 
umeRolePo 
licy

授予权限以更新为 IAM 实体授
予权限以担任角色的策略

权限管理 role*    

 UpdateClo 
udFrontPu 
blicKey

授予更新现有 CloudFront 公钥
的权限

写入      

 UpdateGro 
up

授予权限以更新指定 IAM 组的
名称或路径

Write group*    

 UpdateLog 
inProfile

授予权限以更改指定 IAM 用户
的密码

Write user*    

 UpdateOpe 
nIDConnec 
tProvider 
Thumbprint

授予权限以更新与 OpenID 
Connect (OIDC) 提供商资源关
联的服务器证书指纹的完整列
表

Write oidc-prov 
ider*
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#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAccessKey.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-root-user.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAccountPasswordPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAccountPasswordPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAccountPasswordPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAssumeRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAssumeRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAssumeRolePolicy.html
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateGroup.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateGroup.html
#awsidentityandaccessmanagementiam-group
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateLoginProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateLoginProfile.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateOpenIDConnectProviderThumbprint.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateOpenIDConnectProviderThumbprint.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateOpenIDConnectProviderThumbprint.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateOpenIDConnectProviderThumbprint.html
#awsidentityandaccessmanagementiam-oidc-provider
#awsidentityandaccessmanagementiam-oidc-provider
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRole 授予权限以更新角色的描述或
最大会话持续时间设置

Write role*    

 UpdateRol 
eDescription

授予权限以仅更新角色描述 Write role*    

 UpdateSAM 
LProvider

授予权限以更新现有 SAML 提
供商资源的元数据文档

Write saml-
provider*

   

 UpdateSSH 
PublicKey

授予权限以将 IAM 用户的 SSH 
公有密钥状态更新为活动或非
活动状态

Write user*    

 UpdateSer 
verCertificate

授予权限以更新 IAM 中存储的
指定服务器证书的名称或路径

Write server-ce 
rtificate*

   

 UpdateSer 
viceSpeci 
ficCredential

授予权限以将 IAM 用户的服务
特定凭证状态更新为活动或非 
活动状态

Write user*    

 UpdateSig 
ningCerti 
ficate

授予权限以将指定用户签名证
书的状态更新为活动或已禁用
状态

Write user*    

 UpdateUser 授予权限以更新指定 IAM 用户
的名称或路径

写入 user*    

 UploadClo 
udFrontPu 
blicKey

授予上传 CloudFront 公钥的权
限

写入      

 UploadSSH 
PublicKey

授予权限以上传 SSH 公有密
钥，并将其与指定的 IAM 用户
相关联

写入 user*    
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateRole.html
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateRoleDescription.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateRoleDescription.html
#awsidentityandaccessmanagementiam-role
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateSAMLProvider.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateSAMLProvider.html
#awsidentityandaccessmanagementiam-saml-provider
#awsidentityandaccessmanagementiam-saml-provider
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateSSHPublicKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateSSHPublicKey.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateServerCertificate.html
#awsidentityandaccessmanagementiam-server-certificate
#awsidentityandaccessmanagementiam-server-certificate
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateServiceSpecificCredential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateServiceSpecificCredential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateServiceSpecificCredential.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateSigningCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateSigningCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateSigningCertificate.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateUser.html
#awsidentityandaccessmanagementiam-user
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-trusted-signers.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UploadSSHPublicKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UploadSSHPublicKey.html
#awsidentityandaccessmanagementiam-user
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

server-ce 
rtificate*

    UploadSer 
verCertificate

授予上传服务器证书实体的权
限 AWS 账户

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 UploadSig 
ningCerti 
ficate

授予权限以上传 X.509 签名证
书，并将其与指定的 IAM 用户
相关联

写入 user*    

AWS Identity and Access Management（IAM）定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 access-re 
port

arn:${Partition}:iam::${Account}:acc 
ess-report/${EntityPath}

 

 assumed-r 
ole

arn:${Partition}:iam::${Account}:ass 
umed-role/${RoleName}/${RoleSessionN 
ame}

 

 federated-
user

arn:${Partition}:iam::${Account}:fed 
erated-user/${UserName}
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#awsidentityandaccessmanagementiam-server-certificate
#awsidentityandaccessmanagementiam-server-certificate
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UploadServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UploadServerCertificate.html
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_TagKeys
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementiam-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UploadSigningCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UploadSigningCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UploadSigningCertificate.html
#awsidentityandaccessmanagementiam-user
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data-orgs.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data-orgs.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
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资源类型 ARN 条件键

 group arn:${Partition}:iam::${Account}:gro 
up/${GroupNameWithPath}

 

 instance- 
profile

arn:${Partition}:iam::${Account}:ins 
tance-profile/${InstanceProfileNameW 
ithPath}

aws:ResourceTag/${ 
TagKey}

 mfa arn:${Partition}:iam::${Account}:mfa/
${MfaTokenIdWithPath}

aws:ResourceTag/${ 
TagKey}

 oidc-provider arn:${Partition}:iam::${Account}:oid 
c-provider/${OidcProviderName}

aws:ResourceTag/${ 
TagKey}

 policy arn:${Partition}:iam::${Account}:pol 
icy/${PolicyNameWithPath}

aws:ResourceTag/${ 
TagKey}

 role arn:${Partition}:iam::${Account}:rol 
e/${RoleNameWithPath}

aws:ResourceTag/${ 
TagKey}

iam:ResourceTag/${ 
TagKey}

 saml-prov 
ider

arn:${Partition}:iam::${Account}:sam 
l-provider/${SamlProviderName}

aws:ResourceTag/${ 
TagKey}

 server-ce 
rtificate

arn:${Partition}:iam::${Account}:ser 
ver-certificate/${CertificateNameWit 
hPath}

aws:ResourceTag/${ 
TagKey}

 sms-mfa arn:${Partition}:iam::${Account}:sms-
mfa/${MfaTokenIdWithPath}

 

 user arn:${Partition}:iam::${Account}:use 
r/${UserNameWithPath}

aws:ResourceTag/${ 
TagKey}

iam:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementiam-iam_ResourceTag___TagKey_
#awsidentityandaccessmanagementiam-iam_ResourceTag___TagKey_
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementiam-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementiam-iam_ResourceTag___TagKey_
#awsidentityandaccessmanagementiam-iam_ResourceTag___TagKey_
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AWS Identity and Access Management（IAM）的条件键

AWS 身份和访问管理 (IAM) 定义了以下条件密钥，这些条件密钥可用于 IAM 策略Condition的元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选访问 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选访问 ArrayOfString

 iam:AWSSe 
rviceName

筛选该角色所属 AWS 服务的访问权限 字符串

 iam:Assoc 
iatedReso 
urceArn

按将代表使用的角色的资源筛选访问权限 ARN

 iam:FIDO- 
FIPS-140-2-
certification

按注册 FIDO 安全密钥时的 MFA 设备 FIPS-140-2 验证认
证级别筛选访问权限

字符串

 iam:FIDO- 
FIPS-140-3-
certification

按注册 FIDO 安全密钥时的 MFA 设备 FIPS-140-3 验证认
证级别筛选访问权限

字符串

 iam:FIDO- 
certification

按注册 FIDO 安全密钥时的 MFA 设备 FIDO 认证级别筛选
访问权限

字符串

 iam:Organ 
izationsPolicyId

按 Organizations 策略的 AWS ID 筛选访问权限 字符串
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reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_AWSServiceName
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_AWSServiceName
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_AssociatedResourceArn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_AssociatedResourceArn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_AssociatedResourceArn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_FIDO-FIPS-140-2-certification
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_FIDO-FIPS-140-2-certification
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_FIDO-FIPS-140-2-certification
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_FIDO-FIPS-140-3-certification
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_FIDO-FIPS-140-3-certification
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_FIDO-FIPS-140-3-certification
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_FIDO-certification
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_FIDO-certification
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_OrganizationsPolicyId
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_OrganizationsPolicyId
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条件键 描述 类型

 iam:Passe 
dToService

筛选传递此角色的 AWS 服务的访问权限 字符串

 iam:Permi 
ssionsBoundary

根据指定策略设置是否为 IAM 实体（用户或角色）上的权
限边界以筛选访问

ARN

 iam:PolicyARN 按 IAM policy 的 ARN 筛选访问 ARN

 iam:Regis 
terSecurityKey

按当前 MFA 设备启用状态筛选访问权限 字符串

 iam:Resou 
rceTag/${ 
TagKey}

按附加到 IAM 实体（用户或角色）的标签筛选访问 字符串

AWS Identity And Access Management 的操作、资源和条件键

AWS Identity and Access Management Roles Anywhere（服务前缀:rolesanywhere）提供以下特定
于服务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Identity and Access Management Roles Anywhere 定义的操作

• AWS Identity and Access Management Roles Anywhere 定义的资源类型

• AWS Identity and Access Management Roles Anywhere 的条件键
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_PassedToService
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_PassedToService
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_PermissionsBoundary
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_PermissionsBoundary
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_PolicyARN
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_RegisterSecurityKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_RegisterSecurityKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_ResourceTag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_ResourceTag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_ResourceTag
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/security.html


服务授权参考 服务授权参考

AWS Identity and Access Management Roles Anywhere 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateProfile 授予创建配置文件的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iam:PassR 
ole
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_CreateProfile.html
#awsidentityandaccessmanagementrolesanywhere-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_TagKeys
#awsidentityandaccessmanagementrolesanywhere-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateTru 
stAnchor

授予创建信任锚的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAtt 
ributeMap 
ping

授予权限以从配置文件中删除
映射规则

写入 profile*    

 DeleteCrl 授予删除证书吊销列表 (crl) 的
权限

写入 crl*    

 DeleteProfile 授予删除配置文件的权限 写入 profile*    

 DeleteTru 
stAnchor

授予删除信任锚的权限 写入 trust-anc 
hor*

   

 DisableCrl 授予禁用证书吊销列表 (crl) 的
权限

写入 crl*    

 DisablePr 
ofile

授予禁用配置文件的权限 写入 profile*    

 DisableTr 
ustAnchor

授予禁用信任锚的权限 写入 trust-anc 
hor*

   

 EnableCrl 授予启用证书吊销列表 (crl) 的
权限

写入 crl*    

 EnablePro 
file

授予启用配置文件的权限 写入 profile*   iam:PassR 
ole
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https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_CreateTrustAnchor.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_CreateTrustAnchor.html
#awsidentityandaccessmanagementrolesanywhere-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_TagKeys
#awsidentityandaccessmanagementrolesanywhere-aws_TagKeys
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_DeleteAttributeMapping.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_DeleteAttributeMapping.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_DeleteAttributeMapping.html
#awsidentityandaccessmanagementrolesanywhere-profile
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_DeleteCrl.html
#awsidentityandaccessmanagementrolesanywhere-crl
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_DeleteProfile.html
#awsidentityandaccessmanagementrolesanywhere-profile
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_DeleteTrustAnchor.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_DeleteTrustAnchor.html
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_DisableCrl.html
#awsidentityandaccessmanagementrolesanywhere-crl
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_DisableProfile.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_DisableProfile.html
#awsidentityandaccessmanagementrolesanywhere-profile
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_DisableTrustAnchor.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_DisableTrustAnchor.html
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_EnableCrl.html
#awsidentityandaccessmanagementrolesanywhere-crl
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_EnableProfile.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_EnableProfile.html
#awsidentityandaccessmanagementrolesanywhere-profile
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 EnableTru 
stAnchor

授予启用信任锚的权限 写入 trust-anc 
hor*

   

 GetCrl 授予权获取证书吊销列表 (crl) 
的权限

读取 crl*    

 GetProfile 授予获取配置文件的权限 读取 profile*    

 GetSubject 授予获取主题的权限 读取 subject*    

 GetTrustA 
nchor

授予获取信任锚的权限 读取 trust-anc 
hor*

   

 ImportCrl 授予导入证书吊销列表 (crl) 的
权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListCrls 授予列出证书吊销列表 (crl) 的
权限

列表      

 ListProfiles 授予列出配置文件的权限 列表      

 ListSubjects 授予列出主题的权限 列表      

 ListTagsF 
orResource

授予权限以列出资源的标签 列表      

 ListTrust 
Anchors

授予列出信任锚的权限 列表      

 PutAttrib 
uteMapping

授予权限以将映射规则放入配
置文件

写入 profile*    
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https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_EnableTrustAnchor.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_EnableTrustAnchor.html
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_GetCrl.html
#awsidentityandaccessmanagementrolesanywhere-crl
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_GetProfile.html
#awsidentityandaccessmanagementrolesanywhere-profile
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_GetSubject.html
#awsidentityandaccessmanagementrolesanywhere-subject
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_GetTrustAnchor.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_GetTrustAnchor.html
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_ImportCrl.html
#awsidentityandaccessmanagementrolesanywhere-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_TagKeys
#awsidentityandaccessmanagementrolesanywhere-aws_TagKeys
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_ListCrls.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_ListProfiles.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_ListSubjects.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_ListTrustAnchors.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_ListTrustAnchors.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_PutAttributeMapping.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_PutAttributeMapping.html
#awsidentityandaccessmanagementrolesanywhere-profile
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutNotifi 
cationSet 
tings

授予将通知设置附加到信任锚
的权限

写入 trust-anc 
hor*

   

 ResetNoti 
ficationS 
ettings

授予将自定义通知设置重置为 
IAM Roles Anywhere 定义的默
认状态的权限

写入 trust-anc 
hor*

   

crl    

profile    

subject    

trust-anc 
hor

   

 TagResour 
ce

授予权限以标记资源 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

crl    

profile    

subject    

trust-anc 
hor

   

 UntagReso 
urce

授予权限以取消标记资源 标记

  aws:TagKe 
ys
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https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_PutNotificationSettings.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_PutNotificationSettings.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_PutNotificationSettings.html
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_ResetNotificationSettings.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_ResetNotificationSettings.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_ResetNotificationSettings.html
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
#awsidentityandaccessmanagementrolesanywhere-crl
#awsidentityandaccessmanagementrolesanywhere-profile
#awsidentityandaccessmanagementrolesanywhere-subject
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_TagResource.html
#awsidentityandaccessmanagementrolesanywhere-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_RequestTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_TagKeys
#awsidentityandaccessmanagementrolesanywhere-aws_TagKeys
#awsidentityandaccessmanagementrolesanywhere-crl
#awsidentityandaccessmanagementrolesanywhere-profile
#awsidentityandaccessmanagementrolesanywhere-subject
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_UntagResource.html
#awsidentityandaccessmanagementrolesanywhere-aws_TagKeys
#awsidentityandaccessmanagementrolesanywhere-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCrl 授予更新证书吊销列表 (crl) 的
权限

写入 crl*    

 UpdatePro 
file

授予更新配置文件的权限 写入 profile*   iam:PassR 
ole

 UpdateTru 
stAnchor

授予更新信任锚的权限 写入 trust-anc 
hor*

   

AWS Identity and Access Management Roles Anywhere 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 trust-anchor arn:${Partition}:rolesanywhere:${Reg 
ion}:${Account}:trust-anchor/${Trust 
AnchorId}

aws:ResourceTag/${ 
TagKey}

 profile arn:${Partition}:rolesanywhere:${Reg 
ion}:${Account}:profile/${ProfileId}

aws:ResourceTag/${ 
TagKey}

 subject arn:${Partition}:rolesanywhere:${Reg 
ion}:${Account}:subject/${SubjectId}

aws:ResourceTag/${ 
TagKey}

 crl arn:${Partition}:rolesanywhere:${Reg 
ion}:${Account}:crl/${CrlId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_UpdateCrl.html
#awsidentityandaccessmanagementrolesanywhere-crl
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_UpdateProfile.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_UpdateProfile.html
#awsidentityandaccessmanagementrolesanywhere-profile
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_UpdateTrustAnchor.html
https://docs.aws.amazon.com/rolesanywhere/latest/APIReference/API_UpdateTrustAnchor.html
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
#awsidentityandaccessmanagementrolesanywhere-trust-anchor
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html#first-time-user
#awsidentityandaccessmanagementrolesanywhere-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html#first-time-user
#awsidentityandaccessmanagementrolesanywhere-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html#first-time-user
#awsidentityandaccessmanagementrolesanywhere-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html#first-time-user
#awsidentityandaccessmanagementrolesanywhere-aws_ResourceTag___TagKey_
#awsidentityandaccessmanagementrolesanywhere-aws_ResourceTag___TagKey_
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AWS Identity and Access Management Roles Anywhere 的条件键

AWS Identity and Access Management Roles Anywhere 定义了以下可以在 IAM 策略Condition元素
中使用的条件键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请
参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Identity Store 的操作、资源和条件键

AWS Identity Store（服务前缀:identitystore）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Identity Store 定义的操作

• AWS Identity Store 定义的资源类型

• AWS Identity Store 的条件键
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access.html
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AWS Identity Store 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateGroup 授予在指定区域中创建群组的
权限 IdentityStore

写入 Identitys 
tore*

   

 CreateGro 
upMembers 
hip

授予在指定群组中创建成员的
权限 IdentityStore

写入 Group*    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_CreateGroup.html
#awsidentitystore-Identitystore
#awsidentitystore-Identitystore
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_CreateGroupMembership.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_CreateGroupMembership.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_CreateGroupMembership.html
#awsidentitystore-Group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Identitys 
tore*

   

User*    

 CreateUser 授予在指定中创建用户的权限 
IdentityStore

写入 Identitys 
tore*

   

Group*     DeleteGroup 授予删除指定群组的权限 
IdentityStore

写入

Identitys 
tore*

   

Group*    

GroupMemb 
ership*

   

Identitys 
tore*

   

 DeleteGro 
upMembers 
hip

授予移除属于指定群组成员的
权限 IdentityStore

写入

User*    

Identitys 
tore*

    DeleteUser 授予删除指定用户的权限 
IdentityStore

写入

User*    

Group*     DescribeG 
roup

授予权限以检索有关指定群组
的信息 IdentityStore

读取

Identitys 
tore*

   

 DescribeG 
roupMembe 
rship

授予权限以检索属于指定群组
的成员的信息 IdentityStore

读取 Group*    
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#awsidentitystore-Identitystore
#awsidentitystore-Identitystore
#awsidentitystore-User
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_CreateUser.html
#awsidentitystore-Identitystore
#awsidentitystore-Identitystore
#awsidentitystore-Group
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DeleteGroup.html
#awsidentitystore-Identitystore
#awsidentitystore-Identitystore
#awsidentitystore-Group
#awsidentitystore-GroupMembership
#awsidentitystore-GroupMembership
#awsidentitystore-Identitystore
#awsidentitystore-Identitystore
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DeleteGroupMembership.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DeleteGroupMembership.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DeleteGroupMembership.html
#awsidentitystore-User
#awsidentitystore-Identitystore
#awsidentitystore-Identitystore
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DeleteUser.html
#awsidentitystore-User
#awsidentitystore-Group
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DescribeGroup.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DescribeGroup.html
#awsidentitystore-Identitystore
#awsidentitystore-Identitystore
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DescribeGroupMembership.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DescribeGroupMembership.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DescribeGroupMembership.html
#awsidentitystore-Group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

GroupMemb 
ership*

   

Identitys 
tore*

   

User*    

Identitys 
tore*

    DescribeU 
ser

授予在指定中检索有关用户信
息的权限 IdentityStore

读取

User*    

Group*     GetGroupId 授予在指定中检索有关群组的 
ID 信息的权限 IdentityStore

读取

Identitys 
tore*

   

Group*    

GroupMemb 
ership*

   

Identitys 
tore*

   

 GetGroupM 
embershipId

授予权限以检索属于指定群组
的成员的 ID 信息 IdentityStore

读取

User*    

Identitys 
tore*

    GetUserId 授予在指定中检索有关用户的 
ID 信息的权限 IdentityStore

读取

User*    

 IsMemberI 
nGroups

授予权限以检查成员是否属于
指定群组 IdentityStore

读取 AllGroupM 
embership 
s*
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#awsidentitystore-GroupMembership
#awsidentitystore-GroupMembership
#awsidentitystore-Identitystore
#awsidentitystore-Identitystore
#awsidentitystore-User
#awsidentitystore-Identitystore
#awsidentitystore-Identitystore
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DescribeUser.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_DescribeUser.html
#awsidentitystore-User
#awsidentitystore-Group
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_GetGroupId.html
#awsidentitystore-Identitystore
#awsidentitystore-Identitystore
#awsidentitystore-Group
#awsidentitystore-GroupMembership
#awsidentitystore-GroupMembership
#awsidentitystore-Identitystore
#awsidentitystore-Identitystore
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_GetGroupMembershipId.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_GetGroupMembershipId.html
#awsidentitystore-User
#awsidentitystore-Identitystore
#awsidentitystore-Identitystore
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_GetUserId.html
#awsidentitystore-User
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_IsMemberInGroups.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_IsMemberInGroups.html
#awsidentitystore-AllGroupMemberships
#awsidentitystore-AllGroupMemberships
#awsidentitystore-AllGroupMemberships
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Group*    

Identitys 
tore*

   

User*    

AllGroupM 
embership 
s*

   

Group*    

 ListGroup 
Memberships

授予权限以检索属于指定群组
的所有成员 IdentityStore

列表

Identitys 
tore*

   

AllGroupM 
embership 
s*

   

Identitys 
tore*

   

 ListGroup 
Membershi 
psForMemb 
er

授予列出指定目标成员群组的
权限 IdentityStore

列表

User*    

AllGroups 
*

    ListGroups 授予在指定范围内搜索群组的
权限 IdentityStore

列表

Identitys 
tore*

   

AllUsers*     ListUsers 授予在指定区域中搜索用户的
权限 IdentityStore

列表

Identitys 
tore*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Group*     UpdateGro 
up

授予更新指定群组中群组信息
的权限 IdentityStore

写入

Identitys 
tore*

   

Identitys 
tore*

    UpdateUser 授予更新指定用户信息的权限 
IdentityStore

写入

User*    

AWS Identity Store 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Identitystore arn:${Partition}:identitystore::${Ac 
count}:identitystore/${IdentityStore 
Id}

 

 User arn:${Partition}:identitystore:::use 
r/${UserId}

 

 Group arn:${Partition}:identitystore:::gro 
up/${GroupId}

 

 GroupMemb 
ership

arn:${Partition}:identitystore:::mem 
bership/${MembershipId}

 

 AllUsers arn:${Partition}:identitystore:::use 
r/*
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资源类型 ARN 条件键

 AllGroups arn:${Partition}:identitystore:::gro 
up/*

 

 AllGroupM 
emberships

arn:${Partition}:identitystore:::mem 
bership/*

 

AWS Identity Store 的条件键

AWS Identity Store 定义了以下可以在 IAM 策略Condition元素中使用的条件密钥。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 identitys 
tore:UserId

按 IAM Identity Center 用户 ID 筛选访问权限 字符串

AWS Identity Store Auth 的操作、资源和条件键

AWS Identity Store Auth（服务前缀:identitystore-auth）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Identity Store Auth 定义的操作

• AWS Identity Store Auth 定义的资源类型

• AWS Identity Store Auth 的条件键
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AWS Identity Store Auth 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchDele 
teSession [仅
权限]

授予删除一批指定会话的权限 写入      

AWS 身份存储验证 2250

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-app-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-app-session.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetS 
ession [仅权
限]

授予返回一批指定会话的会话
属性的权限

读取      

 ListSessions
[仅权限]

授予检索指定用户的活动会话
列表的权限

列表      

AWS Identity Store Auth 定义的资源类型

AWS Identity Store Auth 不支持在 IAM 策略声明Resource的元素中指定资源 ARN。要允许访问 
AWS Identity Store Auth，请在策略中指定 "Resource": "*"。

AWS Identity Store Auth 的条件键

Identity Store Auth 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服
务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Identity Sync 的操作、资源和条件键

AWS Identity Sync（服务前缀:identity-sync）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Identity Sync 定义的操作

• 由 AWS Identity Sync 定义的资源类型

• AWS Identity Sync 的条件键
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由 AWS Identity Sync 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AllowVend 
edLogDeli 
veryForRe 
source [仅权
限]

授予权限以配置同步配置文件
提供的日志传送

权限管理 SyncProfi 
leResourc 
e*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSyn 
cFilter

授予在同步配置文件上创建同
步筛选条件的权限

写入 SyncProfi 
leResourc 
e*

   

 CreateSyn 
cProfile

授予权限以创建身份源的同步
配置文件

写入     ds:Author 
izeApplic 
ation

 CreateSyn 
cTarget

授予权限以创建身份源的同步
目标

写入 SyncProfi 
leResourc 
e*

   

 DeleteSyn 
cFilter

授予权限以从同步配置文件中
删除同步筛选条件

写入 SyncProfi 
leResourc 
e*

   

 DeleteSyn 
cProfile

授予权限以从源中删除同步配
置文件

写入 SyncProfi 
leResourc 
e*

  ds:Unauth 
orizeAppl 
ication

SyncProfi 
leResourc 
e*

    DeleteSyn 
cTarget

授予权限以从源中删除同步目
标

写入

SyncTarge 
tResource 
*

   

 GetSyncPr 
ofile

授予权限以使用同步配置文件
名称检索同步配置文件

读取 SyncProfi 
leResourc 
e*

   

 GetSyncTa 
rget

授予权限以检索同步配置文件
中的同步目标

读取 SyncProfi 
leResourc 
e*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

SyncTarge 
tResource 
*

   

 ListSyncF 
ilters

授予权限以列出同步配置文件
中的同步筛选条件

列表 SyncProfi 
leResourc 
e*

   

 StartSync 授予权限以开启同步进程或恢
复之前暂停的同步进程

写入 SyncProfi 
leResourc 
e*

   

 StopSync 授予权限以阻止同步计划中任
何计划内同步进程启动

写入 SyncProfi 
leResourc 
e*

   

SyncProfi 
leResourc 
e*

    UpdateSyn 
cTarget

授予在同步配置文件上更新同
步目标的权限

写入

SyncTarge 
tResource 
*

   

由 AWS Identity Sync 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 SyncProfi 
leResource

arn:${Partition}:identity-sync:${Reg 
ion}:${Account}:profile/${SyncProfil 
eName}

 

 SyncTarge 
tResource

arn:${Partition}:identity-sync:${Reg 
ion}:${Account}:target/${SyncProfile 
Name}/${SyncTargetName}

 

AWS Identity Sync 的条件键

Identity Sync 没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用
的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Import Export Disk Service 的操作、资源和条件键

AWS 导入导出磁盘服务（服务前缀:importexport）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Import Export Disk Service 定义的操作

• AWS Import Export Disk Service 定义的资源类型

• AWS Import Export Disk Service 的条件键

AWS Import Export Disk Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-users-groups-AD.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-users-groups-AD.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-users-groups-AD.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-users-groups-AD.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/AWSImportExport/latest/DG/
https://docs.aws.amazon.com/AWSImportExport/latest/DG/api-reference.html
https://docs.aws.amazon.com/AWSImportExport/latest/DG/using-iam.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelJob 此操作会取消指定的作业。只
有作业所有者可以取消该作
业。如果作业已启动或者已完
成，则该操作失败。

Write      

 CreateJob 此操作可以启动数据上传或下
载的调度安排流程。

写入      

 GetShippi 
ngLabel

此操作会生成一个预付费的发
货标签，您将使用该标签将设

读取      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/AWSImportExport/latest/DG/WebCancelJob.html
https://docs.aws.amazon.com/AWSImportExport/latest/DG/WebCreateJob.html
https://docs.aws.amazon.com/AWSImportExport/latest/DG/WebGetShippingLabel.html
https://docs.aws.amazon.com/AWSImportExport/latest/DG/WebGetShippingLabel.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

备运送到该标签 AWS 进行处
理。

 GetStatus 此操作返回有关作业的信息，
包括作业处于处理管道中的什
么位置、结果的状态，以及与
作业关联的签名值。

Read      

 ListJobs 此操作返回与请求者关联的作
业。

List      

 UpdateJob 您可以使用此操作，通过提供
新清单文件来更改在原始清单
文件中指定的参数。

Write      

AWS Import Export Disk Service 定义的资源类型

AWS 导入导出磁盘服务不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS 
Import Export Disk Service 的访问权限，请在策略中指定 "Resource": "*"。

AWS Import Export Disk Service 的条件键

Import/Export 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均
可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Inspector 的操作、资源和条件键

Amazon Inspector（服务前缀：inspector）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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https://docs.aws.amazon.com/AWSImportExport/latest/DG/WebGetStatus.html
https://docs.aws.amazon.com/AWSImportExport/latest/DG/WebListJobs.html
https://docs.aws.amazon.com/AWSImportExport/latest/DG/WebUpdateJob.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/inspector/latest/userguide/
https://docs.aws.amazon.com/inspector/latest/APIReference/
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Inspector 定义的操作

• Amazon Inspector 定义的资源类型

• Amazon Inspector 的条件键

Amazon Inspector 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/inspector/latest/userguide/access_permissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddAttrib 
utesToFin 
dings

授予为查找结果指定的查找
结果分配属性（键和值对） 
ARNs 的权限

写入      

 CreateAss 
essmentTa 
rget

授予使用由生成的资源组的 
ARN 创建新评估目标的权限 
CreateResourceGroup

写入      

 CreateAss 
essmentTe 
mplate

授予权限以为评估目标的 ARN 
所指定的评估目标创建评估模
板

Write      

 CreateExc 
lusionsPr 
eview

授予权限以开始为指定的评估
模板生成排除项预览

写入      

 CreateRes 
ourceGroup

授予使用指定标签集（键和
值对）创建资源组的权限，
这些标签用于选择要包含在 
Amazon Inspector 评估目标中
的 EC2 实例

写入      

 DeleteAss 
essmentRun

授予权限以删除评估运行的 
ARN 所指定的评估运行

Write      

 DeleteAss 
essmentTa 
rget

授予权限以删评估目标的 ARN 
所指定的评估目标

Write      

 DeleteAss 
essmentTe 
mplate

授予权限以删除评估模板的 
ARN 所指定的评估模板

写入      
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https://docs.aws.amazon.com/inspector/latest/APIReference/API_AddAttributesToFindings.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_AddAttributesToFindings.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_AddAttributesToFindings.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_CreateAssessmentTarget.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_CreateAssessmentTarget.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_CreateAssessmentTarget.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_CreateAssessmentTemplate.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_CreateAssessmentTemplate.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_CreateAssessmentTemplate.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_CreateExclusionsPreview.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_CreateExclusionsPreview.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_CreateExclusionsPreview.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_CreateResourceGroup.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_CreateResourceGroup.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DeleteAssessmentRun.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DeleteAssessmentRun.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DeleteAssessmentTarget.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DeleteAssessmentTarget.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DeleteAssessmentTarget.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DeleteAssessmentTemplate.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DeleteAssessmentTemplate.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DeleteAssessmentTemplate.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeA 
ssessment 
Runs

授予描述由评估运行指定的评
估运行 ARNs 的权限

读取      

 DescribeA 
ssessment 
Targets

授予描述由评估目标指定的评
估目标 ARNs 的权限

读取      

 DescribeA 
ssessment 
Templates

授予描述由评估模板中指定的
评估模板 ARNs 的权限

读取      

 DescribeC 
rossAccou 
ntAccessRole

授予描述允许 Amazon 
Inspector 访问您的 IAM 角色
的权限 AWS 账户

读取      

 DescribeE 
xclusions

授予描述排除项所指定的排除
项的权限 ARNs

读取      

 DescribeF 
indings

授予描述调查结果中指定的调
查结果 ARNs 的权限

读取      

 DescribeR 
esourceGr 
oups

授予描述由资源组中指定的资
源组 ARNs 的权限

读取      

 DescribeR 
ulesPacka 
ges

授予描述规则包中指定的规则
包 ARNs 的权限

读取      

 GetAssess 
mentReport

授予权限以生成报告，其中包
含指定评估运行的全面而详细
的结果

读取      
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https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeAssessmentRuns.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeAssessmentRuns.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeAssessmentRuns.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeAssessmentTargets.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeAssessmentTargets.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeAssessmentTargets.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeAssessmentTemplates.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeAssessmentTemplates.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeAssessmentTemplates.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeCrossAccountAccessRole.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeCrossAccountAccessRole.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeCrossAccountAccessRole.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeExclusions.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeExclusions.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeFindings.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeFindings.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeResourceGroups.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeResourceGroups.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeResourceGroups.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeRulesPackages.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeRulesPackages.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_DescribeRulesPackages.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_GetAssessmentReport.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_GetAssessmentReport.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetExclus 
ionsPreview

授予检索由预览令牌指定的排
除项预览（ ExclusionPreview 
对象列表）的权限

读取      

 GetTeleme 
tryMetadata

授予权限以获取有关指定的评
估运行所收集的数据的信息

读取      

 ListAsses 
smentRunA 
gents

授予列出由评估运行指定的评
估运行代理 ARNs 的权限

列表      

 ListAsses 
smentRuns

授予列出与评估模板中指定的
评估模板相对应的评估运行 
ARNs 的权限

列表      

 ListAsses 
smentTargets

授予在此列 ARNs 出评估目标
的权限 AWS 账户

列表      

 ListAsses 
smentTemp 
lates

授予列出与评估目标所指定的
评估目标相对应的评估模板 
ARNs 的权限

列表      

 ListEvent 
Subscriptions

授予权限以列出评估模板的 
ARN 所指定的评估模板的所有
事件订阅

List      

 ListExclu 
sions

授予权限以列出评估运行所生
成的排除项

列表      

 ListFindings 授予列出评估运行生成的调查
结果的权限，这些结果由评估
运行指定 ARNs

列表      

 ListRules 
Packages

授予权限以列出所有可用的 
Amazon Inspector 规则包

List      
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https://docs.aws.amazon.com/inspector/latest/APIReference/API_GetExclusionsPreview.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_GetExclusionsPreview.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_GetTelemetryMetadata.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_GetTelemetryMetadata.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListAssessmentRunAgents.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListAssessmentRunAgents.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListAssessmentRunAgents.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListAssessmentRuns.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListAssessmentRuns.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListAssessmentTargets.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListAssessmentTargets.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListAssessmentTemplates.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListAssessmentTemplates.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListAssessmentTemplates.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListEventSubscriptions.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListEventSubscriptions.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListExclusions.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListExclusions.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListFindings.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListRulesPackages.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListRulesPackages.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予权限以列出与评估模板关
联的所有标签

读取      

 PreviewAg 
ents

授予权限以预览安装在属于指
定评估目标的 EC2 实例上的代
理

读取      

 RegisterC 
rossAccou 
ntAccessRole

授予注册 IAM 角色的权
限，Amazon Inspector 使用该
角色在评估运行开始时或您调
用 PreviewAgents 操作时列出
您的 EC2 实例

写入      

 RemoveAtt 
ributesFr 
omFindings

授予从查找结果中删除整个属
性（键和值对）的权限，这些
属性由存在具有指定键 ARNs 
的属性的查找结果指定

写入      

 SetTagsFo 
rResource

授予权限以将标签（键和键值
对）设置为评估模板的 ARN 所
指定的评估模板

Tagging      

 StartAsse 
ssmentRun

授予权限以启动评估模板的 
ARN 所指定的评估运行

Write      

 StopAsses 
smentRun

授予权限以停止评估运行的 
ARN 所指定的评估运行

Write      

 Subscribe 
ToEvent

授予权限以启用将有关指定事
件的 Amazon Simple Notificat 
ion Service (SNS) 通知发送到
指定 SNS 主题的过程

Write      
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https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_PreviewAgents.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_PreviewAgents.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_RegisterCrossAccountAccessRole.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_RegisterCrossAccountAccessRole.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_RegisterCrossAccountAccessRole.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_RemoveAttributesFromFindings.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_RemoveAttributesFromFindings.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_RemoveAttributesFromFindings.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_SetTagsForResource.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_SetTagsForResource.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_StartAssessmentRun.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_StartAssessmentRun.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_StopAssessmentRun.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_StopAssessmentRun.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_SubscribeToEvent.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_SubscribeToEvent.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Unsubscri 
beFromEvent

授予权限以禁用将有关指定事
件的 Amazon Simple Notificat 
ion Service (SNS) 通知发送到
指定 SNS 主题的过程

Write      

 UpdateAss 
essmentTa 
rget

授予权限以更新评估目标的 
ARN 所指定的评估目标

Write      

Amazon Inspector 定义的资源类型

Amazon Inspector 不支持在 IAM policy 语句的 Resource 元素中指定资源 ARN。要允许对 Amazon 
Inspector 的访问权限，请在策略中指定 "Resource": "*"。

Amazon Inspector 的条件键

Inspector 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用
的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Inspector2 的操作、资源和条件键

Amazon Inspector2（服务前缀：inspector2）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Inspector2 定义的操作

• Amazon Inspector2 定义的资源类型
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https://docs.aws.amazon.com/inspector/latest/APIReference/API_UnsubscribeFromEvent.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_UnsubscribeFromEvent.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_UpdateAssessmentTarget.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_UpdateAssessmentTarget.html
https://docs.aws.amazon.com/inspector/latest/APIReference/API_UpdateAssessmentTarget.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/v2/APIReference/Welcome.html
https://docs.aws.amazon.com/inspector/latest/user/security-iam.html
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• Amazon Inspector2 的条件键

Amazon Inspector2 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Member

授予权限以将某一账户与 
Amazon Inspector 管理员账户
关联

写入      

Amazon Inspector2 2264

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/inspector/v2/APIReference/API_AssociateMember.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_AssociateMember.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchAsso 
ciateCode 
SecurityS 
canConfig 
uration

授予将多个代码存储库与 
Amazon Inspector 代码安全扫
描配置关联的权限

写入      

 BatchDisa 
ssociateC 
odeSecuri 
tyScanCon 
figuration

授予将多个代码存储库与 
Amazon Inspector 代码安全扫
描配置取消关联的权限

写入      

 BatchGetA 
ccountStatus

授予权限以检索有关某一账户
的 Amazon Inspector 账户的信
息

读取      

 BatchGetC 
odeSnippet

授予权限以检索有关一个或多
个代码漏洞调查结果的代码段
信息

读取      

 BatchGetF 
indingDetails

授予允许客户获得增强的漏洞
情报详细信息以获取调查发现
的权限

读取      

 BatchGetF 
reeTrialInfo

授予权限以检索有关某一账户
的 Amazon Inspector 账户的免
费试用期资格

读取      

 BatchGetM 
emberEc2D 
eepInspec 
tionStatus

向委派管理员授予权限以检索
成员账户的 ec2 深度检查状态

读取      
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchAssociateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchAssociateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchAssociateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchAssociateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchAssociateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchDisassociateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchDisassociateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchDisassociateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchDisassociateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchDisassociateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchGetAccountStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchGetAccountStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchGetCodeSnippet.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchGetCodeSnippet.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchGetFindingDetails.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchGetFindingDetails.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchGetFreeTrialInfo.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchGetFreeTrialInfo.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchGetMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchGetMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchGetMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchGetMemberEc2DeepInspectionStatus.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchUpda 
teMemberE 
c2DeepIns 
pectionStatus

授予权限，由委派管理员为其
关联的成员账户更新 ec2 深度
检查状态

写入      

 CancelFin 
dingsReport

授予权限以取消调查结果报告
的生成

写入      

 CancelSbo 
mExport

授予权限以取消 SBOM 报告的
生成

写入      

CIS Scan 
Configura 
tion*

    CreateCis 
ScanConfi 
guration

授予权限以创建和定义 CIS 扫
描配置的设置

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCod 
eSecurity 
Integration

授予与源代码存储库提供者创
建代码安全集成的权限

写入 Code 
Security 
Integrati 
on*
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CancelFindingsReport.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CancelFindingsReport.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CancelSbomExport.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CancelSbomExport.html
#amazoninspector2-CISScanConfiguration
#amazoninspector2-CISScanConfiguration
#amazoninspector2-CISScanConfiguration
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateCisScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateCisScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateCisScanConfiguration.html
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_TagKeys
#amazoninspector2-aws_TagKeys
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateCodeSecurityIntegration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateCodeSecurityIntegration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateCodeSecurityIntegration.html
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Code 
Security 
Scan 
Configura 
tion*

    CreateCod 
eSecurity 
ScanConfi 
guration

授予创建用于代码安全扫描的
扫描配置的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Filter*     CreateFilter 授予权限以创建和定义结果筛
选条件的设置

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateFin 
dingsReport

授予权限以请求生成调查结果
报告

写入      

 CreateSbo 
mExport

授予权限以请求生成 SBOM 报
告

写入      
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#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_TagKeys
#amazoninspector2-aws_TagKeys
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateCodeSecurityScanConfiguration.html
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_TagKeys
#amazoninspector2-aws_TagKeys
#amazoninspector2-Filter
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateFilter.html
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_TagKeys
#amazoninspector2-aws_TagKeys
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateFindingsReport.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateFindingsReport.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateSbomExport.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateSbomExport.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

CIS Scan 
Configura 
tion*

    DeleteCis 
ScanConfi 
guration

授予权限以删除 CIS 扫描配置 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteCod 
eSecurity 
Integration

授予删除代码安全集成的权限 写入 Code 
Security 
Integrati 
on*

   

 DeleteCod 
eSecurity 
ScanConfi 
guration

授予删除代码安全扫描配置的
权限

写入 Code 
Security 
Scan 
Configura 
tion*

   

 DeleteFilter 授予权限以删除结果筛选条件 写入 Filter*    

 DescribeO 
rganizati 
onConfigu 
ration

授予权限以检索有关 AWS 组
织的 Amazon Inspector 配置设
置的信息

读取      

 Disable 授予权限以禁用 Amazon 
Inspector 账户

写入      

 DisableDe 
legatedAd 
minAccount

授予禁用账户作为 AWS 组织
委托的 Amazon Inspector 管理
员账户的权限

写入      
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#amazoninspector2-CISScanConfiguration
#amazoninspector2-CISScanConfiguration
#amazoninspector2-CISScanConfiguration
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DeleteCisScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DeleteCisScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DeleteCisScanConfiguration.html
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DeleteCodeSecurityIntegration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DeleteCodeSecurityIntegration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DeleteCodeSecurityIntegration.html
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DeleteCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DeleteCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DeleteCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DeleteCodeSecurityScanConfiguration.html
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DeleteFilter.html
#amazoninspector2-Filter
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DescribeOrganizationConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DescribeOrganizationConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DescribeOrganizationConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DescribeOrganizationConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Disable.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DisableDelegatedAdminAccount.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DisableDelegatedAdminAccount.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DisableDelegatedAdminAccount.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateMember

授予 Amazon Inspector 管理员
账户权限以与 Inspector 成员账
户取消关联

写入      

 Enable 授予权限以启用和指定新 
Amazon Inspector 账户的配置
设置

写入      

 EnableDel 
egatedAdm 
inAccount

授予允许账户作为 AWS 组织
委托的 Amazon Inspector 管理
员账户的权限

写入      

 GetCisSca 
nReport

授予权限以检索包含已完成的 
CIS 扫描的信息的报告

读取      

 GetCisSca 
nResultDe 
tails

授予权限以检索有关一个 CIS 
扫描和一个目标资源的所有详
细信息

列表      

 GetCluste 
rsForImage

授予获取给定持续扫描的 
amazon Ecr 图像的集群信息的
权限

读取      

 GetCodeSe 
curityInt 
egration

授予检索代码安全集成相关信
息的权限

读取      

 GetCodeSe 
curityScan

授予检索有关特定代码安全扫
描信息的权限

读取      

 GetCodeSe 
curitySca 
nConfigur 
ation

授予检索有关代码安全扫描配
置信息的权限

读取      
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_DisassociateMember.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_DisassociateMember.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Enable.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_EnableDelegatedAdminAccount.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_EnableDelegatedAdminAccount.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_EnableDelegatedAdminAccount.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCisScanReport.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCisScanReport.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCisScanResultDetails.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCisScanResultDetails.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCisScanResultDetails.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetClustersForImage.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetClustersForImage.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCodeSecurityIntegration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCodeSecurityIntegration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCodeSecurityIntegration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCodeSecurityScan.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCodeSecurityScan.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetCodeSecurityScanConfiguration.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetConfig 
uration

授予权限以检索有关 Amazon 
Inspector 配置设置的信息 
AWS 账户

读取      

 GetDelega 
tedAdminA 
ccount

授予权限以检索有关某一账户
的 Amazon Inspector 管理员账
户的信息

读取      

 GetEc2Dee 
pInspecti 
onConfigu 
ration

授予权限以检索独立账户、委
派管理员及成员账户的 ec2 深
度检查状态

读取      

 GetEncryp 
tionKey

授予权限以检索有关用于加密
代码片段的 KMS 密钥的信息

读取      

 GetFindin 
gsReportS 
tatus

授予权限以检索请求的结果报
告的状态

读取      

 GetMember 授予权限以检索有关与 
Amazon Inspector 管理员账户
关联的某一账户的信息

读取      

 GetSbomEx 
port

授予权限以检索请求的 SBOM 
报告

读取      

 ListAccou 
ntPermiss 
ions

授予权限以检索与企业内的 
Amazon Inspector 账户关联的
功能配置权限

列表      

 ListCisSc 
anConfigu 
rations

授予权限以检索有关所有 CIS 
扫描配置的信息

列表      
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetDelegatedAdminAccount.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetDelegatedAdminAccount.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetDelegatedAdminAccount.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEncryptionKey.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEncryptionKey.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetFindingsReportStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetFindingsReportStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetFindingsReportStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetMember.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetSbomExport.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetSbomExport.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListAccountPermissions.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListAccountPermissions.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListAccountPermissions.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCisScanConfigurations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCisScanConfigurations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCisScanConfigurations.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListCisSc 
anResults 
Aggregate 
dByChecks

授予权限以检索有关一次 CIS 
扫描的所有检查的信息

列表      

 ListCisSc 
anResults 
Aggregate 
dByTarget 
Resource

授予权限以检索有关一次 CIS 
扫描的所有资源的信息

列表      

 ListCisScans 授予权限以检索已完成的 CIS 
扫描的信息

列表      

 ListCodeS 
ecurityIn 
tegrations

授予列出您账户中所有代码安
全集成的权限

列表      

 ListCodeS 
ecuritySc 
anConfigu 
rationAss 
ociations

授予列出代码存储库与 
Amazon Inspector 代码安全扫
描配置之间关联的权限

列表      

 ListCodeS 
ecuritySc 
anConfigu 
rations

授予列出您账户中所有代码安
全扫描配置的权限

列表      

 ListCoverage 授予权限以检索 Amazon 
Inspector 可以为 Inspector 监
控的资源生成的统计数据类型

列表      
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCisScanResultsAggregatedByChecks.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCisScanResultsAggregatedByChecks.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCisScanResultsAggregatedByChecks.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCisScanResultsAggregatedByChecks.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCisScanResultsAggregatedByTargetResource.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCisScanResultsAggregatedByTargetResource.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCisScanResultsAggregatedByTargetResource.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCisScanResultsAggregatedByTargetResource.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCisScanResultsAggregatedByTargetResource.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCisScans.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCodeSecurityIntegrations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCodeSecurityIntegrations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCodeSecurityIntegrations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCodeSecurityScanConfigurationAssociations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCodeSecurityScanConfigurationAssociations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCodeSecurityScanConfigurationAssociations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCodeSecurityScanConfigurationAssociations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCodeSecurityScanConfigurationAssociations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCodeSecurityScanConfigurations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCodeSecurityScanConfigurations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCodeSecurityScanConfigurations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCodeSecurityScanConfigurations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListCover 
ageStatistics

授予权限以检索 Amazon 
Inspector 监控的资源的统计数 
据和其他信息

列表      

 ListDeleg 
atedAdmin 
Accounts

授予权限以检索有关 AWS 组
织委托的 Amazon Inspector 管
理员账户的信息

列表      

 ListFilters 授予权限以检索有关所有结果
筛选条件的信息

列表      

 ListFindi 
ngAggrega 
tions

授予权限以检索有关 Amazon 
Inspector 结果的统计数据和其 
他信息

列表      

 ListFindings 授予权限以检索有关一个或多
个结果的信息子集

列表      

 ListMembers 授予权限以检索有关与 
Inspector 管理员账户关联的 
Amazon Inspector 成员账户的
信息

列表      

 ListTagsF 
orResource

授予权限以检索 Amazon 
Inspector 资源的标签

读取      

 ListUsage 
Totals

授予权限以检索账户的聚合使
用情况数据

列表      

 ResetEncr 
yptionKey

授予权限以允许客户重置使用 
Amazon 拥有的 KMS 密钥加密
代码片段

写入      
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverageStatistics.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverageStatistics.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListDelegatedAdminAccounts.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListDelegatedAdminAccounts.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListDelegatedAdminAccounts.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListFilters.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListFindingAggregations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListFindingAggregations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListFindingAggregations.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListFindings.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListMembers.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListUsageTotals.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListUsageTotals.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ResetEncryptionKey.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ResetEncryptionKey.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SearchVul 
nerabilities

授予权限以列出特定漏洞的 
Amazon Inspector 覆盖范围详
细信息

读取      

 SendCisSe 
ssionHealth

授予权限以发送 CIS 扫描的 
CIS 运行状况

写入      

 SendCisSe 
ssionTele 
metry

授予权限以发送 CIS 扫描的 
CIS 遥测

写入      

 StartCisS 
ession

授予权限以开启 CIS 扫描会话 写入      

 StartCode 
SecurityScan

授予在指定仓库上启动代码安
全扫描的权限

写入      

 StopCisSe 
ssion

授予权限以停止 CIS 扫描会话 写入      

CIS Scan 
Configura 
tion

   

Code 
Security 
Integrati 
on

   

 TagResour 
ce

授予权限以为 Amazon 
Inspector 资源添加或更新标签

标记

Code 
Security 
Scan 
Configura 
tion
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_SearchVulnerabilities.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_SearchVulnerabilities.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_SendCisSessionHealth.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_SendCisSessionHealth.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_SendCisSessionTelemetry.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_SendCisSessionTelemetry.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_SendCisSessionTelemetry.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_StartCisSession.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_StartCisSession.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_StartCodeSecurityScan.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_StartCodeSecurityScan.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_StopCisSession.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_StopCisSession.html
#amazoninspector2-CISScanConfiguration
#amazoninspector2-CISScanConfiguration
#amazoninspector2-CISScanConfiguration
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
https://docs.aws.amazon.com/inspector/v2/APIReference/API_TagResource.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_TagResource.html
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Filter    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

CIS Scan 
Configura 
tion

   

Code 
Security 
Integrati 
on

   

Code 
Security 
Scan 
Configura 
tion

   

 UntagReso 
urce

授予从 Amazon Inspector 资源
中删除标签的权限

标记

Filter    
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#amazoninspector2-Filter
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_TagKeys
#amazoninspector2-aws_TagKeys
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-CISScanConfiguration
#amazoninspector2-CISScanConfiguration
#amazoninspector2-CISScanConfiguration
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UntagResource.html
#amazoninspector2-Filter
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

CIS Scan 
Configura 
tion*

    UpdateCis 
ScanConfi 
guration

授予权限以更新 CIS 扫描配置
的设置

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Code 
Security 
Integrati 
on*

    UpdateCod 
eSecurity 
Integration

授予更新现有代码安全集成的
权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Code 
Security 
Scan 
Configura 
tion*

    UpdateCod 
eSecurity 
ScanConfi 
guration

授予更新现有代码安全扫描配
置的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}
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#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_TagKeys
#amazoninspector2-aws_TagKeys
#amazoninspector2-CISScanConfiguration
#amazoninspector2-CISScanConfiguration
#amazoninspector2-CISScanConfiguration
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateCisScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateCisScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateCisScanConfiguration.html
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
#amazoninspector2-CodeSecurityIntegration
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateCodeSecurityIntegration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateCodeSecurityIntegration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateCodeSecurityIntegration.html
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
#amazoninspector2-CodeSecurityScanConfiguration
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateCodeSecurityScanConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateCodeSecurityScanConfiguration.html
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCon 
figuration

授予更新有关 Amazon 
Inspector 配置设置信息的权限 
AWS 账户

写入      

 UpdateEc2 
DeepInspe 
ctionConf 
iguration

授予权限，由委派管理员、成
员及独立账户更新 ec2 深度检
查状态

写入      

 UpdateEnc 
ryptionKey

授予权限以让用户使用 KMS 
密钥加密代码片段

写入      

Filter*     UpdateFilter 授予权限以更新结果筛选条件
的设置

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateOrg 
Ec2DeepIn 
spectionC 
onfiguration

授予权限，由委派管理员为其
关联的成员账户更新 ec2 深度
检查配置

写入      

 UpdateOrg 
anization 
Configuration

授予更新 AWS 组织的 
Amazon Inspector 配置设置的
权限

写入      

Amazon Inspector2 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEncryptionKey.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEncryptionKey.html
#amazoninspector2-Filter
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateFilter.html
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_RequestTag___TagKey_
#amazoninspector2-aws_TagKeys
#amazoninspector2-aws_TagKeys
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateOrgEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateOrgEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateOrgEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateOrgEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateOrganizationConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateOrganizationConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateOrganizationConfiguration.html
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Filter arn:${Partition}:inspector2:${Region 
}:${Account}:owner/${OwnerId}/filter 
/${FilterId}

aws:ResourceTag/${ 
TagKey}

 Finding arn:${Partition}:inspector2:${Region 
}:${Account}:finding/${FindingId}

 

 CIS Scan 
Configuration

arn:${Partition}:inspector2:${Region 
}:${Account}:owner/${OwnerId}/cis-co 
nfiguration/${CISScanConfigurationId 
}

aws:ResourceTag/${ 
TagKey}

 Code 
Security Scan 
Configuration

arn:${Partition}:inspector2:${Region 
}:${Account}:owner/${OwnerId}/codese 
curity-configuration/${CodeSecurityS 
canConfigurationId}

aws:ResourceTag/${ 
TagKey}

 Code 
Security 
Integration

arn:${Partition}:inspector2:${Region 
}:${Account}:codesecurity-integratio 
n/${CodeSecurityIntegrationId}

aws:ResourceTag/${ 
TagKey}

Amazon Inspector2 的条件键

Amazon Inspector2 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
#amazoninspector2-aws_ResourceTag___TagKey_
#amazoninspector2-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

Amazon 的操作、资源和条件密钥 InspectorScan

Amazon InspectorScan （服务前缀:inspector-scan）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 InspectorScan

• Amazon 定义的资源类型 InspectorScan

• Amazon 的条件密钥 InspectorScan

Amazon 定义的操作 InspectorScan

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ScanSbom 授予扫描客户提供的 SBOM 并
返回其中检测到的漏洞的权限

读取      

Amazon 定义的资源类型 InspectorScan

Amazon InspectorScan 不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许访问亚马
逊 InspectorScan，请在您的政策"Resource": "*"中指定。

Amazon 的条件密钥 InspectorScan

InspectorScan 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务
均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Interactive Video Service 的操作、资源和条件键

Amazon Interactive Video Service（服务前缀：ivs）提供以下服务特定的资源、操作和条件上下文键
以在 IAM 权限策略中使用。

参考：
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reference_policies_actions-resources-contextkeys.html#actions_table
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Interactive Video Service 定义的操作

• Amazon Interactive Video Service 定义的资源类型

• Amazon Interactive Video Service 的条件键

Amazon Interactive Video Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetC 
hannel

授予权限以通过通道 ARN 同时
获取多个通道

Read Channel*    

 BatchGetS 
treamKey

授予权限以通过流密钥 ARN 同
时获取多个流密钥

读取 Stream-
Key*

   

 BatchStar 
tViewerSe 
ssionRevo 
cation

授予同时 StartViewerSession 
Revocation 在多个频道 ARN 
和观众 ID 对上演出的权限

写入 Channel*    

Channel*    

Stream-
Key*

   

 CreateCha 
nnel

授予权限以创建新通道和关联
的流密钥

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Encoder-
C 
onfigurat 
ion*

    CreateEnc 
oderConfi 
guration

授予创建新编码器配置的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Amazon Interactive Video Service 2281

https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_BatchGetChannel.html
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#amazoninteractivevideoservice-Stream-Key
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#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_CreateEncoderConfiguration.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_CreateEncoderConfiguration.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_CreateEncoderConfiguration.html
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Ingest-Co 
nfigurati 
on*

    CreateIng 
estConfig 
uration

授予权限以创建新提取配置 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Stage*     CreatePar 
ticipantToken

授予权限以创建参与者令牌 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Playback- 
Restricti 
on-Policy 
*

    CreatePla 
ybackRest 
rictionPolicy

授予权限以创建播放限制策略 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateRec 
ordingCon 
figuration

授予权限以创建新录制配置 写入 Recording 
-Configur 
ation*
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#amazoninteractivevideoservice-Ingest-Configuration
#amazoninteractivevideoservice-Ingest-Configuration
#amazoninteractivevideoservice-Ingest-Configuration
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_CreateIngestConfiguration.html
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#amazoninteractivevideoservice-Playback-Restriction-Policy
#amazoninteractivevideoservice-Playback-Restriction-Policy
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https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_CreatePlaybackRestrictionPolicy.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_CreatePlaybackRestrictionPolicy.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_CreatePlaybackRestrictionPolicy.html
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_CreateRecordingConfiguration.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_CreateRecordingConfiguration.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_CreateRecordingConfiguration.html
#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Recording-Configuration
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Stage*     CreateStage 授予权限以创建阶段 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Storage-
C 
onfigurat 
ion*

    CreateSto 
rageConfi 
guration

授予创建新存储配置的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateStr 
eamKey

授予权限以创建流密钥 Write Stream-
Key*
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#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
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#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_CreateStage.html
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#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_CreateStorageConfiguration.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_CreateStorageConfiguration.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_CreateStorageConfiguration.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Channel*     DeleteCha 
nnel

授予权限以删除通道和通道的
流密钥

写入

Stream-
Key*

   

 DeleteEnc 
oderConfi 
guration

授予删除指定 ARN 的编码器配
置的权限

写入 Encoder-
C 
onfigurat 
ion*

   

 DeleteIng 
estConfig 
uration

授予权限以删除指定 ARN 的提
取配置

写入 Ingest-Co 
nfigurati 
on*

   

 DeletePla 
ybackKeyPair

授予权限以删除指定 ARN 的播
放密钥对

写入 Playback- 
Key-Pair*

   

 DeletePla 
ybackRest 
rictionPolicy

授予权限以删除指定 ARN 的播
放限制策略

写入 Playback- 
Restricti 
on-Policy 
*

   

 DeletePub 
licKey

授予权限以删除指定 ARN 的公
有密钥

写入 Public-Ke 
y*

   

 DeleteRec 
ordingCon 
figuration

授予权限以删除指定 ARN 的录
制配置

写入 Recording 
-Configur 
ation*
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#amazoninteractivevideoservice-Public-Key
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#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Recording-Configuration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteStage 授予权限以删除指定 ARN 的阶
段

写入 Stage*    

 DeleteSto 
rageConfi 
guration

授予删除指定 ARN 的存储配置
的权限

写入 Storage-
C 
onfigurat 
ion*

   

 DeleteStr 
eamKey

授予权限以删除指定 ARN 的流
密钥

写入 Stream-
Key*

   

 Disconnec 
tParticipant

授予权限以断开指定阶段 ARN 
的参与者

写入 Stage*    

 GetChannel 授予权限以获取指定通道 ARN 
的通道配置

读取 Channel*    

 GetCompos 
ition

授予获取指定 ARN 的合成的权
限

读取 Compositi 
on*

   

 GetEncode 
rConfigur 
ation

授予获取指定 ARN 的编码器配
置的权限

读取 Encoder-
C 
onfigurat 
ion*

   

 GetIngest 
Configuration

授予权限以获取指定 ARN 的提
取配置

读取 Ingest-Co 
nfigurati 
on*

   

 GetPartic 
ipant

授予获取指定阶段 ARN、会话
和参与者的参与者信息的权限

读取 Stage*    

 GetPlayba 
ckKeyPair

授予权限以获取指定 ARN 的播
放密钥对信息

读取 Playback- 
Key-Pair*
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https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_DeleteStage.html
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_DeleteStorageConfiguration.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_DeleteStorageConfiguration.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_DeleteStorageConfiguration.html
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_DeleteStreamKey.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_DeleteStreamKey.html
#amazoninteractivevideoservice-Stream-Key
#amazoninteractivevideoservice-Stream-Key
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_DisconnectParticipant.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_DisconnectParticipant.html
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetChannel.html
#amazoninteractivevideoservice-Channel
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetComposition.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetComposition.html
#amazoninteractivevideoservice-Composition
#amazoninteractivevideoservice-Composition
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetEncoderConfiguration.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetEncoderConfiguration.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetEncoderConfiguration.html
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetIngestConfiguration.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetIngestConfiguration.html
#amazoninteractivevideoservice-Ingest-Configuration
#amazoninteractivevideoservice-Ingest-Configuration
#amazoninteractivevideoservice-Ingest-Configuration
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetParticipant.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetParticipant.html
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetPlaybackKeyPair.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetPlaybackKeyPair.html
#amazoninteractivevideoservice-Playback-Key-Pair
#amazoninteractivevideoservice-Playback-Key-Pair


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetPlayba 
ckRestric 
tionPolicy

授予权限以获取指定 ARN 的播
放限制策略

读取 Playback- 
Restricti 
on-Policy 
*

   

 GetPublic 
Key

授予权限以获取指定 ARN 的公
钥

读取 Public-Ke 
y*

   

 GetRecord 
ingConfig 
uration

授予权限以获取指定 ARN 的录
制配置

读取 Recording 
-Configur 
ation*

   

 GetStage 授予权限以获取指定 ARN 的阶
段信息

读取 Stage*    

 GetStageS 
ession

授予获取指定阶段 ARN 和会话
的阶段会话信息的权限

读取 Stage*    

 GetStorag 
eConfigur 
ation

授予获取指定 ARN 的存储配置
的权限

读取 Storage-
C 
onfigurat 
ion*

   

 GetStream 授予权限以获取指定通道上活
动（实时）流的信息

Read Channel*    

 GetStream 
Key

授予权限以获取指定 ARN 的流
密钥信息

读取 Stream-
Key*

   

 GetStream 
Session

授予权限以获取指定通道上的
流会话的信息

读取 Channel*    

 ImportPla 
ybackKeyPair

授予权限以导入公钥 写入 Playback- 
Key-Pair*
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https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetPlaybackRestrictionPolicy.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetPlaybackRestrictionPolicy.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetPlaybackRestrictionPolicy.html
#amazoninteractivevideoservice-Playback-Restriction-Policy
#amazoninteractivevideoservice-Playback-Restriction-Policy
#amazoninteractivevideoservice-Playback-Restriction-Policy
#amazoninteractivevideoservice-Playback-Restriction-Policy
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetPublicKey.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetPublicKey.html
#amazoninteractivevideoservice-Public-Key
#amazoninteractivevideoservice-Public-Key
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetRecordingConfiguration.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetRecordingConfiguration.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetRecordingConfiguration.html
#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Recording-Configuration
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetStage.html
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetStageSession.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetStageSession.html
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetStorageConfiguration.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetStorageConfiguration.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_GetStorageConfiguration.html
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetStream.html
#amazoninteractivevideoservice-Channel
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetStreamKey.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetStreamKey.html
#amazoninteractivevideoservice-Stream-Key
#amazoninteractivevideoservice-Stream-Key
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetStreamSession.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_GetStreamSession.html
#amazoninteractivevideoservice-Channel
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ImportPlaybackKeyPair.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ImportPlaybackKeyPair.html
#amazoninteractivevideoservice-Playback-Key-Pair
#amazoninteractivevideoservice-Playback-Key-Pair


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Public-Ke 
y*

    ImportPub 
licKey

授予权限以导入公钥 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 ListChannels 授予权限以获取有关通道的摘
要信息

列表 Channel*    

Encoder-
C 
onfigurat 
ion

    ListCompo 
sitions

授予获取有关合成的摘要信息
的权限

列表

Stage    

 ListEncod 
erConfigu 
rations

授予获取有关编码器配置的摘
要信息的权限

列表      

 ListInges 
tConfigur 
ations

授予权限以获取有关提取配置
的摘要信息

列表      
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#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-Public-Key
#amazoninteractivevideoservice-Public-Key
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ImportPublicKey.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ImportPublicKey.html
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListChannels.html
#amazoninteractivevideoservice-Channel
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListCompositions.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListCompositions.html
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListEncoderConfigurations.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListEncoderConfigurations.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListEncoderConfigurations.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListIngestConfigurations.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListIngestConfigurations.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListIngestConfigurations.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListParti 
cipantEvents

授予列出指定阶段 ARN、会话
和参与者的参与者事件的权限

列表 Stage*    

 ListParti 
cipantRep 
licas

授予获取有关参与者副本摘要
信息的权限

列表 Stage*    

 ListParti 
cipants

授予列出指定阶段 ARN 和会话
的参与者的权限

列表 Stage*    

 ListPlayb 
ackKeyPairs

授予权限以获取有关播放密钥
对时的摘要信息

列表 Playback- 
Key-Pair*

   

 ListPlayb 
ackRestri 
ctionPolicies

授予权限以获取有关播放限制
策略的摘要信息

列表      

 ListPubli 
cKeys

授予权限以获取有关公钥的摘
要信息

列表      

 ListRecor 
dingConfi 
gurations

授予权限以获取有关录制配置
的摘要信息

列表 Recording 
-Configur 
ation*

   

 ListStage 
Sessions

授予列出指定阶段 ARN 的阶段
会话的权限

列表 Stage*    

 ListStages 授予权限以获取有关阶段的摘
要信息

列表 Stage*    

 ListStora 
geConfigu 
rations

授予获取有关存储配置的摘要
信息的权限

列表      
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https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListParticipantEvents.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListParticipantEvents.html
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListParticipantReplicas.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListParticipantReplicas.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListParticipantReplicas.html
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListParticipants.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListParticipants.html
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListPlaybackKeyPairs.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListPlaybackKeyPairs.html
#amazoninteractivevideoservice-Playback-Key-Pair
#amazoninteractivevideoservice-Playback-Key-Pair
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListPlaybackRestrictionPolicies.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListPlaybackRestrictionPolicies.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListPlaybackRestrictionPolicies.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListPublicKeys.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListPublicKeys.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListRecordingConfigurations.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListRecordingConfigurations.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListRecordingConfigurations.html
#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Recording-Configuration
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListStageSessions.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListStageSessions.html
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListStages.html
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListStorageConfigurations.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListStorageConfigurations.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_ListStorageConfigurations.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Channel*     ListStrea 
mKeys

授予权限以获取有关流密钥的
摘要信息

列表

Stream-
Key*

   

 ListStrea 
mSessions

授予权限以获取指定通道上的
流会话的摘要信息

列表 Channel*    

 ListStreams 授予权限以获取有关实时流的
摘要信息

List Channel*    

Channel    

Compositi 
on

   

Encoder-
C 
onfigurat 
ion

   

Ingest-Co 
nfigurati 
on

   

Playback- 
Key-Pair

   

Playback- 
Restricti 
on-Policy

   

 ListTagsF 
orResource

授予权限以获取有关指定 ARN 
的标签的信息

Read

Public-Ke 
y
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#amazoninteractivevideoservice-Channel
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListStreamKeys.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListStreamKeys.html
#amazoninteractivevideoservice-Stream-Key
#amazoninteractivevideoservice-Stream-Key
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListStreamSessions.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListStreamSessions.html
#amazoninteractivevideoservice-Channel
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListStreams.html
#amazoninteractivevideoservice-Channel
#amazoninteractivevideoservice-Channel
#amazoninteractivevideoservice-Composition
#amazoninteractivevideoservice-Composition
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Ingest-Configuration
#amazoninteractivevideoservice-Ingest-Configuration
#amazoninteractivevideoservice-Ingest-Configuration
#amazoninteractivevideoservice-Playback-Key-Pair
#amazoninteractivevideoservice-Playback-Key-Pair
#amazoninteractivevideoservice-Playback-Restriction-Policy
#amazoninteractivevideoservice-Playback-Restriction-Policy
#amazoninteractivevideoservice-Playback-Restriction-Policy
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_ListTagsForResource.html
#amazoninteractivevideoservice-Public-Key
#amazoninteractivevideoservice-Public-Key


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Recording 
-Configur 
ation

   

Stage    

Storage-
C 
onfigurat 
ion

   

Stream-
Key

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 PutMetadata 授予权限以将元数据插入到指
定通道的 RTMP 流

写入 Channel*    

Encoder-
C 
onfigurat 
ion*

   

Stage*    

 StartComp 
osition

授予启动新合成的权限 写入

Channel    
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#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Stage
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Stream-Key
#amazoninteractivevideoservice-Stream-Key
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_PutMetadata.html
#amazoninteractivevideoservice-Channel
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_StartComposition.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_StartComposition.html
#amazoninteractivevideoservice-Channel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Storage-
C 
onfigurat 
ion

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Stage*     StartPart 
icipantRe 
plication

授予启动新参与者复制的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 StartView 
erSession 
Revocation

授予权限以启动撤销与指定频
道 ARN 和观众 ID 相关联的观
众会话的过程

写入 Channel*    

 StopCompo 
sition

授予停止指定 ARN 的合成的权
限

写入 Compositi 
on*

   

 StopParti 
cipantRep 
lication

授予停止针对指定 ARN 的参与
者复制的权限

写入 Stage*    

 StopStream 授予权限以断开指定通道上的 
Streamer 连接

Write Channel*    
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#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_StartParticipantReplication.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_StartParticipantReplication.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_StartParticipantReplication.html
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
#amazoninteractivevideoservice-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_StartViewerSessionRevocation.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_StartViewerSessionRevocation.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_StartViewerSessionRevocation.html
#amazoninteractivevideoservice-Channel
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_StopComposition.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_StopComposition.html
#amazoninteractivevideoservice-Composition
#amazoninteractivevideoservice-Composition
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_StopParticipantReplication.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_StopParticipantReplication.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_StopParticipantReplication.html
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_StopStream.html
#amazoninteractivevideoservice-Channel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Channel    

Compositi 
on

   

Encoder-
C 
onfigurat 
ion

   

Ingest-Co 
nfigurati 
on

   

Playback- 
Key-Pair

   

Playback- 
Restricti 
on-Policy

   

Public-Ke 
y

   

Recording 
-Configur 
ation

   

Stage    

 TagResour 
ce

授予权限以便为具有指定 ARN 
的资源添加或更新标签

Tagging

Storage-
C 
onfigurat 
ion
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#amazoninteractivevideoservice-Channel
#amazoninteractivevideoservice-Composition
#amazoninteractivevideoservice-Composition
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Encoder-Configuration
#amazoninteractivevideoservice-Ingest-Configuration
#amazoninteractivevideoservice-Ingest-Configuration
#amazoninteractivevideoservice-Ingest-Configuration
#amazoninteractivevideoservice-Playback-Key-Pair
#amazoninteractivevideoservice-Playback-Key-Pair
#amazoninteractivevideoservice-Playback-Restriction-Policy
#amazoninteractivevideoservice-Playback-Restriction-Policy
#amazoninteractivevideoservice-Playback-Restriction-Policy
#amazoninteractivevideoservice-Public-Key
#amazoninteractivevideoservice-Public-Key
#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Recording-Configuration
#amazoninteractivevideoservice-Stage
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_TagResource.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_TagResource.html
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration
#amazoninteractivevideoservice-Storage-Configuration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Stream-
Key

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Channel    

Compositi 
on

   

Encoder-
C 
onfigurat 
ion

   

Ingest-Co 
nfigurati 
on

   

Playback- 
Key-Pair

   

Playback- 
Restricti 
on-Policy

   

 UntagReso 
urce

授予权限以删除具有指定 ARN 
的资源的标签

Tagging

Public-Ke 
y
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#amazoninteractivevideoservice-Stream-Key
#amazoninteractivevideoservice-aws_TagKeys
#amazoninteractivevideoservice-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Recording 
-Configur 
ation

   

Stage    

Storage-
C 
onfigurat 
ion

   

Stream-
Key

   

  aws:TagKe 
ys

 

 UpdateCha 
nnel

授予权限以更新通道的配置 写入 Channel*    

 UpdateIng 
estConfig 
uration

授予权限以更新指定 ARN 的提
取配置

写入 Ingest-Co 
nfigurati 
on*

   

 UpdatePla 
ybackRest 
rictionPolicy

授予权限以更新指定 ARN 的播
放限制策略

写入 Playback- 
Restricti 
on-Policy 
*

   

 UpdateStage 授予权限以更新阶段的配置 写入 Stage*    
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https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_UpdateStage.html
#amazoninteractivevideoservice-Stage
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Amazon Interactive Video Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Channel arn:${Partition}:ivs:${Region}:${Acc 
ount}:channel/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Stream-Key arn:${Partition}:ivs:${Region}:${Acc 
ount}:stream-key/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Playback- 
Key-Pair

arn:${Partition}:ivs:${Region}:${Acc 
ount}:playback-key/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Playback- 
Restriction-
Policy

arn:${Partition}:ivs:${Region}:${Acc 
ount}:playback-restriction-policy/${ 
ResourceId}

aws:ResourceTag/${ 
TagKey}

 Recording-
Configuration

arn:${Partition}:ivs:${Region}:${Acc 
ount}:recording-configuration/${Reso 
urceId}

aws:ResourceTag/${ 
TagKey}

 Stage arn:${Partition}:ivs:${Region}:${Acc 
ount}:stage/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Composition arn:${Partition}:ivs:${Region}:${Acc 
ount}:composition/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Encoder-C 
onfiguration

arn:${Partition}:ivs:${Region}:${Acc 
ount}:encoder-configuration/${Resour 
ceId}

aws:ResourceTag/${ 
TagKey}

 Storage-C 
onfiguration

arn:${Partition}:ivs:${Region}:${Acc 
ount}:storage-configuration/${Resour 
ceId}

aws:ResourceTag/${ 
TagKey}
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#amazoninteractivevideoservice-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/ivs/latest/LowLatencyAPIReference/API_RecordingConfiguration.html
#amazoninteractivevideoservice-aws_ResourceTag___TagKey_
#amazoninteractivevideoservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_Stage.html
#amazoninteractivevideoservice-aws_ResourceTag___TagKey_
#amazoninteractivevideoservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_Composition.html
#amazoninteractivevideoservice-aws_ResourceTag___TagKey_
#amazoninteractivevideoservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_EncoderConfiguration.html
https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_EncoderConfiguration.html
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https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_StorageConfiguration.html
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资源类型 ARN 条件键

 Public-Key arn:${Partition}:ivs:${Region}:${Acc 
ount}:public-key/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Ingest-Co 
nfiguration

arn:${Partition}:ivs:${Region}:${Acc 
ount}:ingest-configuration/${Resourc 
eId}

aws:ResourceTag/${ 
TagKey}

Amazon Interactive Video Service 的条件键

Amazon Interactive Video Service 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按与请求关联的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Interactive Video Service Chat 的操作、资源和条件键

Amazon Interactive Video Service Chat（服务前缀：ivschat）提供以下服务特定的资源、操作和条
件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

Amazon Interactive Video Service Chat 2296

https://docs.aws.amazon.com/ivs/latest/RealTimeAPIReference/API_PublicKey.html
#amazoninteractivevideoservice-aws_ResourceTag___TagKey_
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主题

• Amazon Interactive Video Service Chat 定义的操作

• Amazon Interactive Video Service Chat 定义的资源类型

• Amazon Interactive Video Service Chat 的条件键

Amazon Interactive Video Service Chat 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Room*     CreateCha 
tToken

授予创建加密令牌的权限，该
令牌用于建立与房间的个人 
WebSocket 连接

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Logging-
C 
onfigurat 
ion*

    CreateLog 
gingConfi 
guration

授予权限以创建允许客户端记
录房间消息的日志记录配置

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Room*     CreateRoom 授予权限以创建允许客户连接
和传递消息的房间

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteLog 
gingConfi 
guration

授予权限以删除指定日志记录
配置 ARN 的日志记录配置

写入 Logging-
C 
onfigurat 
ion*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteMes 
sage

授予权限以将活动发送到指示
客户删除特定消息的特定房间

写入 Room*    

 DeleteRoom 授予权限以删除指定房间 ARN 
的房间

写入 Room*    

 Disconnec 
tUser

授予权限以使用指定用户 ID 与
房间断开所有连接

写入 Room*    

 GetLoggin 
gConfigur 
ation

授予权限以获取指定日志记录
配置 ARN 的日志记录配置

读取 Logging-
C 
onfigurat 
ion*

   

 GetRoom 授予权限以获取指定房间 ARN 
的房间配置

读取 Room*    

 ListLoggi 
ngConfigu 
rations

授予权限以获取有关日志记录
配置的摘要信息

列表 Logging-
C 
onfigurat 
ion*

   

 ListRooms 授予权限以获取有关房间的摘
要信息

列表 Room*    

Room     ListTagsF 
orResource

授予权限以获取有关指定 ARN 
的标签的信息

读取

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 SendEvent 授予权限以向房间发送活动 写入 Room*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Logging-
C 
onfigurat 
ion

   

Room    

 TagResour 
ce

授予权限以便为具有指定 ARN 
的资源添加或更新标签

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Logging-
C 
onfigurat 
ion

   

Room    

 UntagReso 
urce

授予权限以删除具有指定 ARN 
的资源的标签

标记

  aws:TagKe 
ys

 

 UpdateLog 
gingConfi 
guration

授予权限以更新指定日志记录
配置 ARN 的日志记录配置

写入 Logging-
C 
onfigurat 
ion*

   

 UpdateRoom 授予权限以更新指定房间 ARN 
的房间配置

写入 Room*    
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https://docs.aws.amazon.com/ivs/latest/ChatAPIReference/API_UntagResource.html
#amazoninteractivevideoservicechat-aws_TagKeys
#amazoninteractivevideoservicechat-aws_TagKeys
https://docs.aws.amazon.com/ivs/latest/ChatAPIReference/API_UpdateLoggingConfiguration.html
https://docs.aws.amazon.com/ivs/latest/ChatAPIReference/API_UpdateLoggingConfiguration.html
https://docs.aws.amazon.com/ivs/latest/ChatAPIReference/API_UpdateLoggingConfiguration.html
#amazoninteractivevideoservicechat-Logging-Configuration
#amazoninteractivevideoservicechat-Logging-Configuration
#amazoninteractivevideoservicechat-Logging-Configuration
#amazoninteractivevideoservicechat-Logging-Configuration
https://docs.aws.amazon.com/ivs/latest/ChatAPIReference/API_UpdateRoom.html
#amazoninteractivevideoservicechat-Room


服务授权参考 服务授权参考

Amazon Interactive Video Service Chat 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Room arn:${Partition}:ivschat:${Region}:$ 
{Account}:room/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Logging-C 
onfiguration

arn:${Partition}:ivschat:${Region}:$ 
{Account}:logging-configuration/${Re 
sourceId}

aws:ResourceTag/${ 
TagKey}

Amazon Interactive Video Service Chat 的条件键

Amazon Interactive Video Service Chat 定义以下可以在 IAM policy 的 Condition 元素中使用的条件
键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按与请求关联的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/ivs/latest/ChatAPIReference/API_Room.html
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AWS Invoicing Service 的操作、资源和条件键

AWS Invoicing Service（服务前缀:invoicing）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Invoicing Service 定义的操作

• AWS Invoicing Service 定义的资源类型

• AWS Invoicing Service 的条件键

AWS Invoicing Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetI 
nvoiceProfile

授予获取组织中某个账户的发
票资料详细信息的权限

读取      

 CreateInv 
oiceUnit

授予为组织创建发票单元的权
限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

invoice-u 
nit*

    DeleteInv 
oiceUnit

授予更新组织发票单位的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetInvoic 
eEmailDel 
iveryPref 
erences [仅权
限]

授予获取发票电子邮件传递首
选项的权限

读取      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_invoicing_BatchGetInvoiceProfile.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_invoicing_BatchGetInvoiceProfile.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_invoicing_CreateInvoiceUnit.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_invoicing_CreateInvoiceUnit.html
#awsinvoicingservice-aws_RequestTag___TagKey_
#awsinvoicingservice-aws_RequestTag___TagKey_
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#awsinvoicingservice-aws_TagKeys
#awsinvoicingservice-aws_TagKeys
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https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_invoicing_DeleteInvoiceUnit.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_invoicing_DeleteInvoiceUnit.html
#awsinvoicingservice-aws_ResourceTag___TagKey_
#awsinvoicingservice-aws_ResourceTag___TagKey_
#awsinvoicingservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/security_iam_id-based-policy-examples.html#billing-permissions-ref
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/security_iam_id-based-policy-examples.html#billing-permissions-ref
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/security_iam_id-based-policy-examples.html#billing-permissions-ref
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/security_iam_id-based-policy-examples.html#billing-permissions-ref
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetInvoic 
ePDF [仅权
限]

授予获取发票 PDF 的权限 读取      

 GetInvoic 
eUnit

授予获取组织发票单位的权限 读取 invoice-u 
nit*

   

 ListInvoi 
ceSummaries

授予获取您的账户或关联账户
的发票摘要信息的权限

读取      

 ListInvoi 
ceUnits

授予列出组织发票单位的权限 列表      

invoice-u 
nit*

    ListTagsF 
orResource

授予权限以列出资源的标签 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 PutInvoic 
eEmailDel 
iveryPref 
erences [仅权
限]

授予放置发票电子邮件传递首
选项的权限

写入      

 TagResour 
ce

授予权限以标记资源 Tagging invoice-u 
nit*
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/security_iam_id-based-policy-examples.html#billing-permissions-ref
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/security_iam_id-based-policy-examples.html#billing-permissions-ref
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/security_iam_id-based-policy-examples.html#billing-permissions-ref
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/security_iam_id-based-policy-examples.html#billing-permissions-ref
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_invoicing_TagResource.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_invoicing_TagResource.html
#awsinvoicingservice-invoice-unit
#awsinvoicingservice-invoice-unit
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

invoice-u 
nit*

    UntagReso 
urce

授予权限以取消标记资源 标记

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

invoice-u 
nit*

    UpdateInv 
oiceUnit

授予更新组织发票单位的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

AWS Invoicing Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 invoice-unit arn:${Partition}:invoicing::${Accoun 
t}:invoice-unit/${Identifier}

aws:ResourceTag/${ 
TagKey}

AWS Invoicing Service 的条件键

AWS 开票服务定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

AWS IoT 1-Click 的操作、资源和条件键

AWS IoT 1-Click（服务前缀:iot1click）提供以下特定于服务的资源、操作和条件上下文密钥，用
于 IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS IoT 1-Click 定义的操作
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https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_invoicing_InvoiceUnit.html
#awsinvoicingservice-aws_ResourceTag___TagKey_
#awsinvoicingservice-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/
https://docs.aws.amazon.com/iot-1-click/latest/developerguide/1click-authentication.html
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• AWS IoT 1-Click 定义的资源类型

• AWS IoT 1-Click 的条件键

AWS IoT 1-Click 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
DeviceWit 
hPlacement

授予权限以将设备与位置关联 Write project*    

 ClaimDevi 
cesByClai 
mCode

授予权限以使用注册码注册一
批设备

Read      

 CreatePla 
cement

授予以在项目中创建新位置 Write project*    

project*     CreatePro 
ject

授予创建新项目的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeletePla 
cement

授予权限以从项目中删除位置 Write project*    

 DeletePro 
ject

授予权限以删除项目 Write project*    

 DescribeD 
evice

授予权限以描述设备 Read device*    

 DescribeP 
lacement

授予权限以描述位置 Read project*    

 DescribeP 
roject

授予权限以描述项目 Read project*    
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https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_AssociateDeviceWithPlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_AssociateDeviceWithPlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_AssociateDeviceWithPlacement.html
#awsiot1-click-project
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/claims-claimcode.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/claims-claimcode.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/claims-claimcode.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_CreatePlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_CreatePlacement.html
#awsiot1-click-project
#awsiot1-click-project
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_CreateProject.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_CreateProject.html
#awsiot1-click-aws_RequestTag___TagKey_
#awsiot1-click-aws_RequestTag___TagKey_
#awsiot1-click-aws_RequestTag___TagKey_
#awsiot1-click-aws_TagKeys
#awsiot1-click-aws_TagKeys
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DeletePlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DeletePlacement.html
#awsiot1-click-project
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DeleteProject.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DeleteProject.html
#awsiot1-click-project
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid.html
#awsiot1-click-device
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DescribePlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DescribePlacement.html
#awsiot1-click-project
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DescribeProject.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DescribeProject.html
#awsiot1-click-project
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateDevice 
FromPlace 
ment

授予权限以取消设备与位置的
关联

Write project*    

device*     FinalizeD 
eviceClaim

授予权限以完成设备注册 Read

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 GetDevice 
Methods

授予权限以获取设备的可用方
法

Read device*    

 GetDevice 
sInPlacement

授予权限以获取与位置关联的
设备

Read project*    

 InitiateD 
eviceClaim

授予权限以初始化设备注册 Read device*    

 InvokeDev 
iceMethod

授予权限以调用设备方法 Write device*    

 ListDevic 
eEvents

授予权限以列出设备过去发布
的事件

Read device*    

 ListDevices 授予权限以列出所有设备 List      

 ListPlace 
ments

授予权限以列出项目中的位置 Read project*    

 ListProjects 授予列出所有项目的权限 List      
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https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DisassociateDeviceFromPlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DisassociateDeviceFromPlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DisassociateDeviceFromPlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DisassociateDeviceFromPlacement.html
#awsiot1-click-project
#awsiot1-click-device
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-finalize-claim.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-finalize-claim.html
#awsiot1-click-aws_RequestTag___TagKey_
#awsiot1-click-aws_RequestTag___TagKey_
#awsiot1-click-aws_RequestTag___TagKey_
#awsiot1-click-aws_TagKeys
#awsiot1-click-aws_TagKeys
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-methods.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-methods.html
#awsiot1-click-device
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_GetDevicesInPlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_GetDevicesInPlacement.html
#awsiot1-click-project
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-initiate-claim.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-initiate-claim.html
#awsiot1-click-device
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-methods.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-methods.html
#awsiot1-click-device
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-events.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-events.html
#awsiot1-click-device
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_ListPlacements.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_ListPlacements.html
#awsiot1-click-project
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_ListProjects.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

device     ListTagsF 
orResource

授予权限以列出资源标签 Read

project    

device    

project    

 TagResour 
ce

授予权限以添加或修改资源的
标签

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UnclaimDe 
vice

授予权限以取消设备注册 Read device*    

device    

project    

 UntagReso 
urce

授予从资源中删除给定标签
（元数据）的权限

Tagging

  aws:TagKe 
ys

 

 UpdateDev 
iceState

授予权限以更新设备状态 Write device*    

 UpdatePla 
cement

授予权限以更新位置 Write project*    

 UpdatePro 
ject

更新项目 Write project*    
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#awsiot1-click-device
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_ListTagsForResource.html
#awsiot1-click-project
#awsiot1-click-device
#awsiot1-click-project
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_TagResource.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_TagResource.html
#awsiot1-click-aws_RequestTag___TagKey_
#awsiot1-click-aws_RequestTag___TagKey_
#awsiot1-click-aws_RequestTag___TagKey_
#awsiot1-click-aws_TagKeys
#awsiot1-click-aws_TagKeys
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-unclaim.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-unclaim.html
#awsiot1-click-device
#awsiot1-click-device
#awsiot1-click-project
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_UntagResource.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_UntagResource.html
#awsiot1-click-aws_TagKeys
#awsiot1-click-aws_TagKeys
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-state.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-state.html
#awsiot1-click-device
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_UpdatePlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_UpdatePlacement.html
#awsiot1-click-project
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_UpdateProject.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_UpdateProject.html
#awsiot1-click-project
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AWS IoT 1-Click 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 device arn:${Partition}:iot1click:${Region}:
${Account}:devices/${DeviceId}

aws:ResourceTag/${ 
TagKey}

 project arn:${Partition}:iot1click:${Region}:
${Account}:projects/${ProjectName}

aws:ResourceTag/${ 
TagKey}

AWS IoT 1-Click 的条件键

AWS IoT 1-Click 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选操作 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选操作 ArrayOfString

AWS IoT Analytics 的操作、资源和条件键

AWS IoT Analytics（服务前缀:iotanalytics）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/resources.html
#awsiot1-click-aws_ResourceTag___TagKey_
#awsiot1-click-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_Operations.html
#awsiot1-click-aws_ResourceTag___TagKey_
#awsiot1-click-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS IoT Analytics 定义的操作

• AWS IoT Analytics 定义的资源类型

• AWS IoT Analytics 的条件键

AWS IoT Analytics 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/
https://docs.aws.amazon.com/iotanalytics/latest/userguide/getting-started.html#aws-iot-analytics-step-create-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchPutM 
essage

将一批消息放入指定的通道 写入 channel*    

 CancelPip 
elineRepr 
ocessing

取消指定管道的重新处理 写入 pipeline*    

channel*     CreateCha 
nnel

创建通道 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dataset*     CreateDat 
aset

创建数据集 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDat 
asetContent

生成指定数据集的内容（通过
执行数据集操作）

写入 dataset*    

datastore 
*

    CreateDat 
astore

创建数据存储 写入

  aws:Reque 
stTag/${T 
agKey}
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_BatchPutMessage.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_BatchPutMessage.html
#awsiotanalytics-channel
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
#awsiotanalytics-pipeline
#awsiotanalytics-channel
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateChannel.html
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_TagKeys
#awsiotanalytics-aws_TagKeys
#awsiotanalytics-dataset
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_TagKeys
#awsiotanalytics-aws_TagKeys
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatasetContent.html
#awsiotanalytics-dataset
#awsiotanalytics-datastore
#awsiotanalytics-datastore
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatastore.html
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

pipeline*     CreatePip 
eline

创建管道 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCha 
nnel

删除指定的通道 写入 channel*    

 DeleteDat 
aset

删除指定的数据集 写入 dataset*    

 DeleteDat 
asetContent

删除指定的数据集的内容 写入 dataset*    

 DeleteDat 
astore

删除指定的数据存储 写入 datastore 
*

   

 DeletePip 
eline

删除指定的管道 写入 pipeline*    

 DescribeC 
hannel

描述指定的通道 读取 channel*    

 DescribeD 
ataset

描述指定的数据集 读取 dataset*    

 DescribeD 
atastore

描述指定的数据存储 读取 datastore 
*
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#awsiotanalytics-aws_TagKeys
#awsiotanalytics-aws_TagKeys
#awsiotanalytics-pipeline
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreatePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreatePipeline.html
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_TagKeys
#awsiotanalytics-aws_TagKeys
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteChannel.html
#awsiotanalytics-channel
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDataset.html
#awsiotanalytics-dataset
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatasetContent.html
#awsiotanalytics-dataset
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatastore.html
#awsiotanalytics-datastore
#awsiotanalytics-datastore
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html
#awsiotanalytics-pipeline
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeChannel.html
#awsiotanalytics-channel
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDataset.html
#awsiotanalytics-dataset
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDatastore.html
#awsiotanalytics-datastore
#awsiotanalytics-datastore
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeL 
oggingOpt 
ions

描述账户的日志记录选项 读取      

 DescribeP 
ipeline

描述指定的管道 读取 pipeline*    

 GetDatase 
tContent

获取指定的数据集的内容 读取 dataset*    

 ListChannels 列出账户的通道 列表      

 ListDatas 
etContents

列出有关已创建数据集内容的
信息

列表 dataset*    

 ListDatasets 列出账户的数据集 列表      

 ListDatas 
tores

列出账户的数据存储 列表      

 ListPipelines 列出账户的管道 列表      

channel    

dataset    

datastore    

 ListTagsF 
orResource

列出分配给资源的标签（元数
据）

读取

pipeline    

 PutLoggin 
gOptions

放入账户的日志记录选项 写入      

 RunPipeli 
neActivity

运行指定的管道活动 读取      
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribePipeline.html
#awsiotanalytics-pipeline
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_GetDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_GetDatasetContent.html
#awsiotanalytics-dataset
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListChannels.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatasetContents.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatasetContents.html
#awsiotanalytics-dataset
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatasets.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatastores.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatastores.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListPipelines.html
#awsiotanalytics-channel
#awsiotanalytics-dataset
#awsiotanalytics-datastore
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListTagsForResource.html
#awsiotanalytics-pipeline
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_RunPipelineActivity.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_RunPipelineActivity.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SampleCha 
nnelData

列举指定通道的数据 读取 channel*    

 StartPipe 
lineRepro 
cessing

开始指定管道的重新处理 写入 pipeline*    

channel    

dataset    

datastore    

pipeline    

 TagResour 
ce

添加或修改给定资源的标签。
标签是可用于管理资源的元数
据

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

channel    

dataset    

datastore    

pipeline    

 UntagReso 
urce

从资源中删除给定标签（元数
据）

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_SampleChannelData.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_SampleChannelData.html
#awsiotanalytics-channel
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
#awsiotanalytics-pipeline
#awsiotanalytics-channel
#awsiotanalytics-dataset
#awsiotanalytics-datastore
#awsiotanalytics-pipeline
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_TagResource.html
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_TagKeys
#awsiotanalytics-aws_TagKeys
#awsiotanalytics-channel
#awsiotanalytics-dataset
#awsiotanalytics-datastore
#awsiotanalytics-pipeline
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UntagResource.html
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_TagKeys
#awsiotanalytics-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCha 
nnel

更新指定的通道 写入 channel*    

 UpdateDat 
aset

更新指定的数据集 写入 dataset*    

 UpdateDat 
astore

更新指定的数据存储 写入 datastore 
*

   

 UpdatePip 
eline

更新指定的管道 写入 pipeline*    

AWS IoT Analytics 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 channel arn:${Partition}:iotanalytics:${Regi 
on}:${Account}:channel/${ChannelName 
}

aws:RequestTag/${T 
agKey}

aws:TagKeys

iotanalytics:Resou 
rceTag/${TagKey}

 dataset arn:${Partition}:iotanalytics:${Regi 
on}:${Account}:dataset/${DatasetName 
}

aws:RequestTag/${T 
agKey}

aws:TagKeys
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateChannel.html
#awsiotanalytics-channel
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDataset.html
#awsiotanalytics-dataset
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDatastore.html
#awsiotanalytics-datastore
#awsiotanalytics-datastore
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdatePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdatePipeline.html
#awsiotanalytics-pipeline
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/iotanalytics/latest/userguide/welcome.html#aws-iot-analytics-how
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_TagKeys
#awsiotanalytics-iotanalytics_ResourceTag___TagKey_
#awsiotanalytics-iotanalytics_ResourceTag___TagKey_
https://docs.aws.amazon.com/iotanalytics/latest/userguide/welcome.html#aws-iot-analytics-how
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_TagKeys
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资源类型 ARN 条件键

iotanalytics:Resou 
rceTag/${TagKey}

 datastore arn:${Partition}:iotanalytics:${Regi 
on}:${Account}:datastore/${Datastore 
Name}

aws:RequestTag/${T 
agKey}

aws:TagKeys

iotanalytics:Resou 
rceTag/${TagKey}

 pipeline arn:${Partition}:iotanalytics:${Regi 
on}:${Account}:pipeline/${PipelineNa 
me}

aws:RequestTag/${T 
agKey}

aws:TagKeys

iotanalytics:Resou 
rceTag/${TagKey}

AWS IoT Analytics 的条件键

AWS IoT Analytics 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选访问 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问权限 ArrayOfString

 iotanalyt 
ics:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串
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#awsiotanalytics-iotanalytics_ResourceTag___TagKey_
#awsiotanalytics-iotanalytics_ResourceTag___TagKey_
https://docs.aws.amazon.com/iotanalytics/latest/userguide/welcome.html#aws-iot-analytics-how
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_TagKeys
#awsiotanalytics-iotanalytics_ResourceTag___TagKey_
#awsiotanalytics-iotanalytics_ResourceTag___TagKey_
https://docs.aws.amazon.com/iotanalytics/latest/userguide/welcome.html#aws-iot-analytics-how
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_RequestTag___TagKey_
#awsiotanalytics-aws_TagKeys
#awsiotanalytics-iotanalytics_ResourceTag___TagKey_
#awsiotanalytics-iotanalytics_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/iotanalytics/latest/userguide/tagging.html#tagging-iam
https://docs.aws.amazon.com/iotanalytics/latest/userguide/tagging.html#tagging-iam
https://docs.aws.amazon.com/iotanalytics/latest/userguide/tagging.html#tagging-iam
https://docs.aws.amazon.com/iotanalytics/latest/userguide/tagging.html#tagging-iam
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AWS IoT Core Device Advisor 的操作、资源和条件键

AWS IoT Core Device Advisor（服务前缀:iotdeviceadvisor）提供以下特定于服务的资源、操作
和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS IoT Core Device Advisor 定义的操作

• AWS IoT Core Device Advisor 定义的资源类型

• AWS IoT Core Device Advisor 的条件键

AWS IoT Core Device Advisor 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor.html
https://docs.aws.amazon.com/iot/latest/apireference/API_Operations_AWS_IoT_Core_Device_Advisor.html
https://docs.aws.amazon.com/iot/latest/developerguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSui 
teDefinition

授予创建套件定义的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteSui 
teDefinition

授予删除套件定义的权限 写入 Suitedefi 
nition*

   

 GetEndpoint 授予获取 Device Advisor 端点
的权限

读取      

 GetSuiteD 
efinition

授予获取套件定义的权限 Read Suitedefi 
nition*

   

 GetSuiteRun 授予运行套件的权限 Read Suiterun*    

 GetSuiteR 
unReport

授予获取套件运行资格报告的
权限

Read Suiterun*    

 ListSuite 
Definitions

授予列出套件定义的权限 List      

 ListSuite 
Runs

授予列出套件运行的权限 List Suitedefi 
nition*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_CreateSuiteDefinition.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_CreateSuiteDefinition.html
#awsiotcoredeviceadvisor-aws_RequestTag___TagKey_
#awsiotcoredeviceadvisor-aws_RequestTag___TagKey_
#awsiotcoredeviceadvisor-aws_RequestTag___TagKey_
#awsiotcoredeviceadvisor-aws_TagKeys
#awsiotcoredeviceadvisor-aws_TagKeys
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_DeleteSuiteDefinition.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_DeleteSuiteDefinition.html
#awsiotcoredeviceadvisor-Suitedefinition
#awsiotcoredeviceadvisor-Suitedefinition
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_GetEndpoint.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_GetSuiteDefinition.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_GetSuiteDefinition.html
#awsiotcoredeviceadvisor-Suitedefinition
#awsiotcoredeviceadvisor-Suitedefinition
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_GetSuiteRun.html
#awsiotcoredeviceadvisor-Suiterun
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_GetSuiteRunReport.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_GetSuiteRunReport.html
#awsiotcoredeviceadvisor-Suiterun
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_ListSuiteDefinitions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_ListSuiteDefinitions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_ListSuiteRuns.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_ListSuiteRuns.html
#awsiotcoredeviceadvisor-Suitedefinition
#awsiotcoredeviceadvisor-Suitedefinition
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Suitedefi 
nition

    ListTagsF 
orResource

授予列出分配给资源的标签
（元数据）的权限

Read

Suiterun    

 StartSuit 
eRun

授予启动套件运行的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StopSuite 
Run

授予停止套件运行的权限 Write Suiterun*    

Suitedefi 
nition

   

Suiterun    

 TagResour 
ce

授予添加或修改给定资源标签
的权限。标签是可用于管理资
源的元数据

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Suitedefi 
nition

   

Suiterun    

 UntagReso 
urce

授予从资源中删除给定标签
（元数据）的权限

Tagging

  aws:TagKe 
ys
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#awsiotcoredeviceadvisor-Suitedefinition
#awsiotcoredeviceadvisor-Suitedefinition
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_ListTagsForResource.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_ListTagsForResource.html
#awsiotcoredeviceadvisor-Suiterun
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_StartSuiteRun.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_StartSuiteRun.html
#awsiotcoredeviceadvisor-aws_RequestTag___TagKey_
#awsiotcoredeviceadvisor-aws_RequestTag___TagKey_
#awsiotcoredeviceadvisor-aws_RequestTag___TagKey_
#awsiotcoredeviceadvisor-aws_TagKeys
#awsiotcoredeviceadvisor-aws_TagKeys
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_StopSuiteRun.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_StopSuiteRun.html
#awsiotcoredeviceadvisor-Suiterun
#awsiotcoredeviceadvisor-Suitedefinition
#awsiotcoredeviceadvisor-Suitedefinition
#awsiotcoredeviceadvisor-Suiterun
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_TagResource.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_TagResource.html
#awsiotcoredeviceadvisor-aws_RequestTag___TagKey_
#awsiotcoredeviceadvisor-aws_RequestTag___TagKey_
#awsiotcoredeviceadvisor-aws_RequestTag___TagKey_
#awsiotcoredeviceadvisor-aws_TagKeys
#awsiotcoredeviceadvisor-aws_TagKeys
#awsiotcoredeviceadvisor-Suitedefinition
#awsiotcoredeviceadvisor-Suitedefinition
#awsiotcoredeviceadvisor-Suiterun
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_UntagResource.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_UntagResource.html
#awsiotcoredeviceadvisor-aws_TagKeys
#awsiotcoredeviceadvisor-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSui 
teDefinition

授予更新套件定义的权限 Write Suitedefi 
nition*

   

AWS IoT Core Device Advisor 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Suitedefi 
nition

arn:${Partition}:iotdeviceadvisor:${ 
Region}:${Account}:suitedefinition/$ 
{SuiteDefinitionId}

aws:ResourceTag/${ 
TagKey}

 Suiterun arn:${Partition}:iotdeviceadvisor:${ 
Region}:${Account}:suiterun/${SuiteD 
efinitionId}/${SuiteRunId}

aws:ResourceTag/${ 
TagKey}

AWS IoT Core Device Advisor 的条件键

AWS IoT Core Device Advisor 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素
中。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串
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https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_UpdateSuiteDefinition.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdeviceadvisor_UpdateSuiteDefinition.html
#awsiotcoredeviceadvisor-Suitedefinition
#awsiotcoredeviceadvisor-Suitedefinition
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-workflow.html#device-advisor-workflow-create-suite-definition
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-workflow.html#device-advisor-workflow-create-suite-definition
#awsiotcoredeviceadvisor-aws_ResourceTag___TagKey_
#awsiotcoredeviceadvisor-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-workflow.html#device-advisor-workflow-start-suite-run
#awsiotcoredeviceadvisor-aws_ResourceTag___TagKey_
#awsiotcoredeviceadvisor-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS IoT Device Tester 的操作、资源和条件键

AWS IoT 设备测试器（服务前缀:iot-device-tester）提供以下特定于服务的资源、操作和条件上
下文密钥，用于 IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS IoT Device Tester 定义的操作

• AWS IoT Device Tester 定义的资源类型

• AWS IoT Device Tester 的条件键

AWS IoT Device Tester 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CheckVers 
ion

授予 IoT Device Tester 的权
限，以检查给定的产品集、测
试套件和 Device Tester 版本
是否兼容

读取      

 DownloadT 
estSuite

授予 IoT Device Tester 的权限
以下载兼容的测试套件版本

读取      

 LatestIdt 授予 IoT Device Tester 的权
限以获取有关最新可用 Device 
Tester 的信息

读取      

 SendMetrics 授予 IoT Device Tester 代表您
发送使用情况指标的权限

写入      

 Supported 
Version

授予 IoT Device Tester 的权限
以获取支持的产品和测试套件
版本的列表

读取      
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AWS IoT Device Tester 定义的资源类型

AWS IoT 设备测试器不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许访问 AWS 
IoT Device Tester，请在策略中指定 "Resource": "*"。

AWS IoT Device Tester 的条件键

IoT Device Tester 没有可以在策略语句的 Condition 元素中使用的服务特定的上下文键。有关所有
服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS IoT Events 的操作、资源和条件键

AWS IoT Events（服务前缀:iotevents）提供以下特定于服务的资源、操作和条件上下文密钥以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS IoT Events 定义的操作

• AWS IoT Events 定义的资源类型

• AWS IoT Events 的条件键

AWS IoT Events 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchAckn 
owledgeAl 
arm

授予向 AWS IoT Events 发送
一个或多个确认操作请求的权
限

写入 alarmMode 
l*

   

 BatchDele 
teDetector

授予在 AWS IoT Events 系统
中删除探测器实例的权限

写入 detectorM 
odel*

   

 BatchDisa 
bleAlarm

授予禁用一个或多个警报实例
的权限

Write alarmMode 
l*

   

 BatchEnab 
leAlarm

授予启用一个或多个警报实例
的权限

写入 alarmMode 
l*

   

 BatchPutM 
essage

授予向 AWS IoT Events 系统
发送一组消息的权限

写入 input*    

 BatchRese 
tAlarm

授予重置一个或多个警报实例
的权限

Write alarmMode 
l*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchSnoo 
zeAlarm

授予将一个或多个警报实例更
改为暂停模式的权限

写入 alarmMode 
l*

   

 BatchUpda 
teDetector

授予在 AWS IoT Events 系统
中更新探测器实例的权限

写入 detectorM 
odel*

   

alarmMode 
l*

    CreateAla 
rmModel

授予创建警报模型以监控 AWS 
IoT Events 输入属性或 I AWS 
oT SiteWise 资产属性的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

detectorM 
odel*

    CreateDet 
ectorModel

授予创建探测器模型以监控 
AWS IoT Events 输入属性的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

input*     CreateInput 授予在中创建输入的权限 
IotEvents

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAla 
rmModel

授予删除警报模型的权限 Write alarmMode 
l*

   

 DeleteDet 
ectorModel

授予删除探测器模型的权限 Write detectorM 
odel*

   

 DeleteInput 授予权限以删除输入 Write input*    

 DescribeA 
larm

授予检索有关警报实例信息的
权限

Read alarmMode 
l*

   

 DescribeA 
larmModel

授予检索有关警报模型信息的
权限

Read alarmMode 
l*

   

 DescribeD 
etector

授予检索有关探测器实例信息
的权限

Read detectorM 
odel*

   

 DescribeD 
etectorModel

授予检索有关探测器模型信息
的权限

读取 detectorM 
odel*

   

 DescribeD 
etectorMo 
delAnalysis

授予检索有关 detector 模型信
息的权限

读取      

 DescribeI 
nput

授予检索有关输入信息的权限 读取 input*    

 DescribeL 
oggingOpt 
ions

授予检索 AWS IoT Events 日
志选项当前设置的权限

读取      

 GetDetect 
orModelAn 
alysisResults

授予权限以检索探测器模型分
析结果

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAlarm 
ModelVers 
ions

授予列出警报模型的所有版本
的权限

List alarmMode 
l*

   

 ListAlarm 
Models

授予列出您创建的警报模型的
权限

List      

 ListAlarms 授予按 alarmModel 检索有关
所有警报实例信息的权限

List alarmMode 
l*

   

 ListDetec 
torModelV 
ersions

授予列出探测器模型的所有版
本的权限

List detectorM 
odel*

   

 ListDetec 
torModels

授予列出您创建的探测器模型
的权限

List      

 ListDetectors 授予按 detectormodel 检索有
关所有探测器实例信息的权限

List detectorM 
odel*

   

 ListInput 
Routings

授予列出一个或多个输入路由
的权限

List      

 ListInputs 授予列出您创建的输入的权限 List      

alarmMode 
l

   

detectorM 
odel

   

 ListTagsF 
orResource

授予列出已分配给资源的标签
（元数据）的权限

读取

input    

 PutLoggin 
gOptions

授予设置或更新 AWS IoT 
Events 日志选项的权限

写入      
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_ListInputs.html
#awsiotevents-alarmModel
#awsiotevents-alarmModel
#awsiotevents-detectorModel
#awsiotevents-detectorModel
https://docs.aws.amazon.com/iotevents/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_ListTagsForResource.html
#awsiotevents-input
https://docs.aws.amazon.com/iotevents/latest/apireference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_PutLoggingOptions.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartDete 
ctorModel 
Analysis

授予启动检测器模型分析的权
限

写入      

alarmMode 
l

   

detectorM 
odel

   

input    

 TagResour 
ce

授予添加或修改给定资源标签
的权限。标签是可用于管理资
源的元数据

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

alarmMode 
l

   

detectorM 
odel

   

input    

 UntagReso 
urce

授予从资源中删除给定标签
（元数据）的权限

Tagging

  aws:TagKe 
ys

 

 UpdateAla 
rmModel

授予更新警报模型的权限 Write alarmMode 
l*

   

 UpdateDet 
ectorModel

授予更新探测器模型的权限 Write detectorM 
odel*
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_StartDetectorModelAnalysis.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_StartDetectorModelAnalysis.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_StartDetectorModelAnalysis.html
#awsiotevents-alarmModel
#awsiotevents-alarmModel
#awsiotevents-detectorModel
#awsiotevents-detectorModel
#awsiotevents-input
https://docs.aws.amazon.com/iotevents/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_TagResource.html
#awsiotevents-aws_RequestTag___TagKey_
#awsiotevents-aws_RequestTag___TagKey_
#awsiotevents-aws_RequestTag___TagKey_
#awsiotevents-aws_TagKeys
#awsiotevents-aws_TagKeys
#awsiotevents-alarmModel
#awsiotevents-alarmModel
#awsiotevents-detectorModel
#awsiotevents-detectorModel
#awsiotevents-input
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UntagResource.html
#awsiotevents-aws_TagKeys
#awsiotevents-aws_TagKeys
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateAlarmModel.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateAlarmModel.html
#awsiotevents-alarmModel
#awsiotevents-alarmModel
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateDetectorModel.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateDetectorModel.html
#awsiotevents-detectorModel
#awsiotevents-detectorModel
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateInput 授予权限以更新输入 Write input*    

 UpdateInp 
utRouting

授予更新输入路由的权限 Write input*    

AWS IoT Events 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 detectorM 
odel

arn:${Partition}:iotevents:${Region} 
:${Account}:detectorModel/${Detector 
ModelName}

aws:ResourceTag/${ 
TagKey}

 alarmModel arn:${Partition}:iotevents:${Region} 
:${Account}:alarmModel/${AlarmModelN 
ame}

aws:ResourceTag/${ 
TagKey}

 input arn:${Partition}:iotevents:${Region}:
${Account}:input/${InputName}

aws:ResourceTag/${ 
TagKey}

AWS IoT Events 的条件键

AWS IoT Events 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateInput.html
#awsiotevents-input
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateInputRouting.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateInputRouting.html
#awsiotevents-input
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-getting-started.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-getting-started.html
#awsiotevents-aws_ResourceTag___TagKey_
#awsiotevents-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-getting-started.html
#awsiotevents-aws_ResourceTag___TagKey_
#awsiotevents-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-getting-started.html
#awsiotevents-aws_ResourceTag___TagKey_
#awsiotevents-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签筛选访问 字符串

 aws:TagKeys 按请求中的标签键筛选操作 ArrayOfString

 iotevents 
:keyValue

按消息的 instanceId（键值）筛选访问权限 字符串

AWS IoT Fleet Hub for Device Management 的操作、资源和条件键

AWS 用于设备管理的 IoT Fleet Hub（服务前缀:iotfleethub）提供以下特定于服务的资源、操作和
条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS IoT Fleet Hub for Device Management 定义的操作

• AWS IoT Fleet Hub for Device Management 定义的资源类型

• AWS IoT Fleet Hub for Device Management 的条件键

AWS IoT Fleet Hub for Device Management 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/iotevents/latest/developerguide/security_iam_id-based-policy-examples.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/iotevents/latest/developerguide/security_iam_id-based-policy-examples.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/iot/latest/fleethubuserguide
https://docs.aws.amazon.com/iot/latest/apireference/API_Operations_AWS_IoT_Fleet_Hub.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-security.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateApp 
lication

授予创建应用程序的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

sso:Creat 
eManagedA 
pplicatio 
nInstance

sso:Descr 
ibeRegist 
eredRegio 
ns

 DeleteApp 
lication

授予删除应用程序的权限 Write applicati 
on*

  sso:Delet 
eManagedA 
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_CreateApplication.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_CreateApplication.html
#awsiotfleethubfordevicemanagement-aws_RequestTag___TagKey_
#awsiotfleethubfordevicemanagement-aws_RequestTag___TagKey_
#awsiotfleethubfordevicemanagement-aws_RequestTag___TagKey_
#awsiotfleethubfordevicemanagement-aws_TagKeys
#awsiotfleethubfordevicemanagement-aws_TagKeys
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_DeleteApplication.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_DeleteApplication.html
#awsiotfleethubfordevicemanagement-application
#awsiotfleethubfordevicemanagement-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

pplicatio 
nInstance

 DescribeA 
pplication

授予描述应用程序的权限 Read applicati 
on*

   

 ListAppli 
cations

授予列出所有应用程序的权限 List      

 ListTagsF 
orResource

授予权限以列出资源的所有标
签

Read applicati 
on

   

applicati 
on

    TagResour 
ce

授予权限以标记资源 Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

applicati 
on

    UntagReso 
urce

授予权限以取消标记资源 Tagging

  aws:TagKe 
ys

 

 UpdateApp 
lication

授予更新应用程序的权限 Write applicati 
on*

   

AWS IoT Fleet Hub for Device Management 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_DescribeApplication.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_DescribeApplication.html
#awsiotfleethubfordevicemanagement-application
#awsiotfleethubfordevicemanagement-application
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_ListApplications.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_ListApplications.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_ListTagsForResource.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_ListTagsForResource.html
#awsiotfleethubfordevicemanagement-application
#awsiotfleethubfordevicemanagement-application
#awsiotfleethubfordevicemanagement-application
#awsiotfleethubfordevicemanagement-application
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_TagResource.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_TagResource.html
#awsiotfleethubfordevicemanagement-aws_TagKeys
#awsiotfleethubfordevicemanagement-aws_TagKeys
#awsiotfleethubfordevicemanagement-aws_RequestTag___TagKey_
#awsiotfleethubfordevicemanagement-aws_RequestTag___TagKey_
#awsiotfleethubfordevicemanagement-aws_RequestTag___TagKey_
#awsiotfleethubfordevicemanagement-application
#awsiotfleethubfordevicemanagement-application
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_UntagResource.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_UntagResource.html
#awsiotfleethubfordevicemanagement-aws_TagKeys
#awsiotfleethubfordevicemanagement-aws_TagKeys
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_UpdateApplication.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_UpdateApplication.html
#awsiotfleethubfordevicemanagement-application
#awsiotfleethubfordevicemanagement-application
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 application arn:${Partition}:iotfleethub:${Regio 
n}:${Account}:application/${Applicat 
ionId}

aws:ResourceTag/${ 
TagKey}

AWS IoT Fleet Hub for Device Management 的条件键

AWS 用于设备管理的 IoT 舰队中心定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签筛选访问 字符串

 aws:TagKeys 按请求中的标签键筛选操作 ArrayOfString

AWS 物联网的操作、资源和条件键 FleetWise

AWS IoT FleetWise （服务前缀:iotfleetwise）提供以下特定于服务的资源、操作和条件上下文密
钥以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

AWS IoT FleetWise 2335

reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_ApplicationSummary.html
#awsiotfleethubfordevicemanagement-aws_ResourceTag___TagKey_
#awsiotfleethubfordevicemanagement-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS 物联网定义的操作 FleetWise

• AWS 物联网定义的资源类型 FleetWise

• AWS 物联网的条件密钥 FleetWise

由 AWS 物联网定义的操作 FleetWise

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

fleet*     Associate 
VehicleFleet

授予将给定工具与机群关联的
权限

写入

vehicle*    

campaign*    

fleet*    

signalcat 
alog*

   

vehicle*    

 CreateCam 
paign

授予创建活动的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iotfleetw 
ise:Desti 
nationArn

 

decoderma 
nifest*

   

modelmani 
fest*

   

 CreateDec 
oderManifest

授予为现有模型创建解码器清
单的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsiotfleetwise-fleet
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_AssociateVehicleFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_AssociateVehicleFleet.html
#awsiotfleetwise-vehicle
#awsiotfleetwise-campaign
#awsiotfleetwise-campaign
#awsiotfleetwise-fleet
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-vehicle
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateCampaign.html
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-iotfleetwise_DestinationArn
#awsiotfleetwise-iotfleetwise_DestinationArn
#awsiotfleetwise-iotfleetwise_DestinationArn
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-modelmanifest
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateDecoderManifest.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateDecoderManifest.html
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

fleet*    

signalcat 
alog*

   

 CreateFleet 授予权限以创建机群 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

modelmani 
fest*

   

signalcat 
alog*

   

 CreateMod 
elManifest

授予权限以创建模型清单定义 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

signalcat 
alog*

    CreateSig 
nalCatalog

授予权限以创建信号目录 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsiotfleetwise-fleet
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-signalcatalog
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateFleet.html
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-signalcatalog
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateModelManifest.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateModelManifest.html
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-signalcatalog
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateSignalCatalog.html
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

signalcat 
alog*

   

statetemp 
late*

   

 CreateSta 
teTemplate

授予创建状态模板的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

decoderma 
nifest*

  iot:Creat 
eThing

iot:Descr 
ibeThing

modelmani 
fest*

   

vehicle*    

 CreateVeh 
icle

授予权限以创建工具 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCam 
paign

授予删除活动的权限 写入 campaign*    

 DeleteDec 
oderManifest

授予权限以删除给定的解码器
清单

写入 decoderma 
nifest*
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#awsiotfleetwise-signalcatalog
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-statetemplate
#awsiotfleetwise-statetemplate
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateStateTemplate.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateStateTemplate.html
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-vehicle
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateVehicle.html
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-aws_TagKeys
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteCampaign.html
#awsiotfleetwise-campaign
#awsiotfleetwise-campaign
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteDecoderManifest.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteDecoderManifest.html
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-decodermanifest


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteFleet 授予删除机群的权限 写入 fleet*    

 DeleteMod 
elManifest

授予权限以删除给定的模型清
单

写入 modelmani 
fest*

   

 DeleteSig 
nalCatalog

授予权限以删除特定信号目录 写入 signalcat 
alog*

   

 DeleteSta 
teTemplate

授予删除状态模板的权限 写入 statetemp 
late*

   

 DeleteVeh 
icle

授予删除工具的权限 写入 vehicle*    

fleet*     Disassoci 
ateVehicl 
eFleet

授予权限以取消工具与现有机
群的关联

写入

vehicle*    

vehicle*    

statetemp 
late

   

 GenerateC 
ommandPay 
load [仅权限]

授予生成有效载荷以在车辆上
运行命令的权限

权限管理

  iotfleetw 
ise:Signa 
ls

 

 GetCampai 
gn

授予权限以获取给定活动的摘
要信息

读取 campaign*    

 GetDecode 
rManifest

授予权限以获取给定解码器清
单定义的摘要信息

读取 decoderma 
nifest*
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteFleet.html
#awsiotfleetwise-fleet
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteModelManifest.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteModelManifest.html
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-modelmanifest
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteSignalCatalog.html
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-signalcatalog
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteStateTemplate.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteStateTemplate.html
#awsiotfleetwise-statetemplate
#awsiotfleetwise-statetemplate
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteVehicle.html
#awsiotfleetwise-vehicle
#awsiotfleetwise-fleet
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DisassociateVehicleFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DisassociateVehicleFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DisassociateVehicleFleet.html
#awsiotfleetwise-vehicle
#awsiotfleetwise-vehicle
#awsiotfleetwise-statetemplate
#awsiotfleetwise-statetemplate
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html#generate-command-payload
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html#generate-command-payload
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html#generate-command-payload
#awsiotfleetwise-iotfleetwise_Signals
#awsiotfleetwise-iotfleetwise_Signals
#awsiotfleetwise-iotfleetwise_Signals
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetCampaign.html
#awsiotfleetwise-campaign
#awsiotfleetwise-campaign
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetDecoderManifest.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetDecoderManifest.html
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-decodermanifest


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetEncryp 
tionConfi 
guration

授予获取基于 KMS 的加密状
态的权限 AWS 账户

读取      

 GetFleet 授予权限以获取机群的摘要信
息

读取 fleet*    

 GetLoggin 
gOptions

授予获取日志选项的权限 AWS 
账户

读取      

 GetModelM 
anifest

授予权限以获取给定模型清单
定义的摘要信息

读取 modelmani 
fest*

   

 GetRegist 
erAccount 
Status

授予获取 IoT 账户注册状态的
权限 FleetWise

读取      

 GetSignal 
Catalog

授予权限以获取特定信号目录
的摘要信息

读取 signalcat 
alog*

   

 GetStateT 
emplate

授予获取给定状态模板摘要信
息的权限

读取 statetemp 
late*

   

 GetVehicle 授予权限以获取工具的摘要信
息

读取 vehicle*    

 GetVehicl 
eStatus

授予权限以获取在特定工具上
运行的活动的状态

读取 vehicle*    

 ImportDec 
oderManifest

授予导入现有解码器清单的权
限

写入 decoderma 
nifest*

   

 ImportSig 
nalCatalog

授予权限以通过导入现有定义
创建信号目录

写入 signalcat 
alog*
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetFleet.html
#awsiotfleetwise-fleet
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetLoggingOptions.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetLoggingOptions.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetModelManifest.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetModelManifest.html
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-modelmanifest
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetRegisterAccountStatus.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetRegisterAccountStatus.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetRegisterAccountStatus.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetSignalCatalog.html
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-signalcatalog
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetStateTemplate.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetStateTemplate.html
#awsiotfleetwise-statetemplate
#awsiotfleetwise-statetemplate
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicle.html
#awsiotfleetwise-vehicle
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicleStatus.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicleStatus.html
#awsiotfleetwise-vehicle
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ImportDecoderManifest.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ImportDecoderManifest.html
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-decodermanifest
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ImportSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ImportSignalCatalog.html
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-signalcatalog


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListCampa 
igns

授予列出活动的权限 读取      

 ListDecod 
erManifes 
tNetworkI 
nterfaces

授予列出与现有解码器清单关
联的网络接口的权限

列表 decoderma 
nifest*

   

 ListDecod 
erManifes 
tSignals

授予权限以列出解码器清单信
号

列表 decoderma 
nifest*

   

 ListDecod 
erManifests

授予列出所有解码器清单的权
限，并在模型清单上使用可选
筛选条件

读取      

 ListFleets 授予列出所有机群的权限 读取      

 ListFleet 
sForVehicle

授予列出与给定工具关联的所
有机群的权限

读取 vehicle*    

 ListModel 
ManifestN 
odes

授予权限以列出给定模型清单
的所有节点

列表 modelmani 
fest*

   

 ListModel 
Manifests

授予列出所有模型清单的权
限，并在信号目录上使用可选
筛选条件

读取      
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#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-aws_TagKeys
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListCampaigns.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListCampaigns.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestNetworkInterfaces.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestNetworkInterfaces.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestNetworkInterfaces.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestNetworkInterfaces.html
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-decodermanifest
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestSignals.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestSignals.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestSignals.html
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-decodermanifest
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifests.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifests.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleets.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleetsForVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleetsForVehicle.html
#awsiotfleetwise-vehicle
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListModelManifestNodes.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListModelManifestNodes.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListModelManifestNodes.html
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-modelmanifest
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListModelManifests.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListModelManifests.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSigna 
lCatalogN 
odes

授予列出给定信号目录的所有
节点的权限

读取 signalcat 
alog*

   

 ListSigna 
lCatalogs

授予权限以列出所有信号目录 读取      

 ListState 
Templates

授予列出状态模板的权限 读取      

campaign    

decoderma 
nifest

   

fleet    

modelmani 
fest

   

signalcat 
alog

   

statetemp 
late

   

 ListTagsF 
orResource

授予权限以列出资源的标签 读取

vehicle    

 ListVehicles 授予列出所有工具的权限，并
在模型清单上使用可选筛选条
件

读取      

 ListVehic 
lesInFleet

授予列出给定机群中的工具的
权限

读取 fleet*    
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogNodes.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogNodes.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogNodes.html
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-signalcatalog
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogs.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogs.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListStateTemplates.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListStateTemplates.html
#awsiotfleetwise-campaign
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-fleet
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-statetemplate
#awsiotfleetwise-statetemplate
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListTagsForResource.html
#awsiotfleetwise-vehicle
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehicles.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehiclesInFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehiclesInFleet.html
#awsiotfleetwise-fleet


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutEncryp 
tionConfi 
guration

授予启用或禁用基于 KMS 的
加密的权限 AWS 账户

写入      

 PutLoggin 
gOptions

授予放置日志选项的权限 AWS 
账户

写入      

 RegisterA 
ccount

授予向物联网注册 AWS 账户 
的权限 FleetWise

写入     iam:PassR 
ole

campaign    

decoderma 
nifest

   

fleet    

modelmani 
fest

   

signalcat 
alog

   

statetemp 
late

   

vehicle    

 TagResour 
ce

授予权限以将标签添加到资源
中

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_PutEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_PutEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_PutEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_RegisterAccount.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_RegisterAccount.html
#awsiotfleetwise-campaign
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-fleet
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-statetemplate
#awsiotfleetwise-statetemplate
#awsiotfleetwise-vehicle
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_TagResource.html
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_RequestTag___TagKey_
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

campaign    

decoderma 
nifest

   

fleet    

modelmani 
fest

   

signalcat 
alog

   

statetemp 
late

   

vehicle    

 UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys

 

 UpdateCam 
paign

授予更新给定活动的权限 写入 campaign*    

 UpdateDec 
oderManifest

授予权限以更新解码器清单定
义

写入 decoderma 
nifest*

   

 UpdateFleet 授予权限以更新机群 写入 fleet*    

 UpdateMod 
elManifest

授予权限以更新给定的模型清
单定义

写入 modelmani 
fest*

   

 UpdateSig 
nalCatalog

授予权限以更新特定的信号目
录定义

写入 signalcat 
alog*
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#awsiotfleetwise-campaign
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-fleet
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-statetemplate
#awsiotfleetwise-statetemplate
#awsiotfleetwise-vehicle
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UntagResource.html
#awsiotfleetwise-aws_TagKeys
#awsiotfleetwise-aws_TagKeys
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateCampaign.html
#awsiotfleetwise-campaign
#awsiotfleetwise-campaign
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateDecoderManifest.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateDecoderManifest.html
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-decodermanifest
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateFleet.html
#awsiotfleetwise-fleet
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateModelManifest.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateModelManifest.html
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-modelmanifest
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateSignalCatalog.html
#awsiotfleetwise-signalcatalog
#awsiotfleetwise-signalcatalog
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSta 
teTemplate

授予更新给定状态模板的权限 写入 statetemp 
late*

   

vehicle*    

decoderma 
nifest

   

modelmani 
fest

   

 UpdateVeh 
icle

授予权限以更新工具 写入

  iotfleetw 
ise:Updat 
eToModelM 
anifestAr 
n

iotfleetw 
ise:Updat 
eToDecode 
rManifest 
Arn

 

AWS 物联网定义的资源类型 FleetWise

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateStateTemplate.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateStateTemplate.html
#awsiotfleetwise-statetemplate
#awsiotfleetwise-statetemplate
#awsiotfleetwise-vehicle
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-decodermanifest
#awsiotfleetwise-modelmanifest
#awsiotfleetwise-modelmanifest
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateVehicle.html
#awsiotfleetwise-iotfleetwise_UpdateToModelManifestArn
#awsiotfleetwise-iotfleetwise_UpdateToModelManifestArn
#awsiotfleetwise-iotfleetwise_UpdateToModelManifestArn
#awsiotfleetwise-iotfleetwise_UpdateToModelManifestArn
#awsiotfleetwise-iotfleetwise_UpdateToModelManifestArn
#awsiotfleetwise-iotfleetwise_UpdateToDecoderManifestArn
#awsiotfleetwise-iotfleetwise_UpdateToDecoderManifestArn
#awsiotfleetwise-iotfleetwise_UpdateToDecoderManifestArn
#awsiotfleetwise-iotfleetwise_UpdateToDecoderManifestArn
#awsiotfleetwise-iotfleetwise_UpdateToDecoderManifestArn
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 campaign arn:${Partition}:iotfleetwise:${Regi 
on}:${Account}:campaign/${CampaignNa 
me}

aws:ResourceTag/${ 
TagKey}

 decoderma 
nifest

arn:${Partition}:iotfleetwise:${Regi 
on}:${Account}:decoder-manifest/${Na 
me}

aws:ResourceTag/${ 
TagKey}

 fleet arn:${Partition}:iotfleetwise:${Regi 
on}:${Account}:fleet/${FleetId}

aws:ResourceTag/${ 
TagKey}

 modelmani 
fest

arn:${Partition}:iotfleetwise:${Regi 
on}:${Account}:model-manifest/${Name 
}

aws:ResourceTag/${ 
TagKey}

 signalcatalog arn:${Partition}:iotfleetwise:${Regi 
on}:${Account}:signal-catalog/${Name 
}

aws:ResourceTag/${ 
TagKey}

 vehicle arn:${Partition}:iotfleetwise:${Regi 
on}:${Account}:vehicle/${VehicleId}

aws:ResourceTag/${ 
TagKey}

 statetemp 
late

arn:${Partition}:iotfleetwise:${Regi 
on}:${Account}:state-template/${Stat 
eTemplateId}

aws:ResourceTag/${ 
TagKey}

AWS 物联网的条件密钥 FleetWise

AWS IoT FleetWise 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/campaigns.html
#awsiotfleetwise-aws_ResourceTag___TagKey_
#awsiotfleetwise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/decoder-manifests.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/decoder-manifests.html
#awsiotfleetwise-aws_ResourceTag___TagKey_
#awsiotfleetwise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/fleets.html
#awsiotfleetwise-aws_ResourceTag___TagKey_
#awsiotfleetwise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/vehicle-models.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/vehicle-models.html
#awsiotfleetwise-aws_ResourceTag___TagKey_
#awsiotfleetwise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/signal-catalogs.html
#awsiotfleetwise-aws_ResourceTag___TagKey_
#awsiotfleetwise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/vehicles.html
#awsiotfleetwise-aws_ResourceTag___TagKey_
#awsiotfleetwise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/last-known-state.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/last-known-state.html
#awsiotfleetwise-aws_ResourceTag___TagKey_
#awsiotfleetwise-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 iotfleetw 
ise:Desti 
nationArn

按活动目标 ARN 筛选访问权限，例如 S3 桶 ARN 或 
Timestream ARN

ARN

 iotfleetw 
ise:Signals

按完全限定的信号名称过滤访问权限 ArrayOfString

 iotfleetw 
ise:Updat 
eToDecode 
rManifestArn

按物联网 FleetWise 解码器清单列表筛选访问权限 ARNs ARN

 iotfleetw 
ise:Updat 
eToModelM 
anifestArn

按物联网 FleetWise 模型清单列表筛选访问权限 ARNs ARN

AWS IoT Greengrass 的操作、资源和条件键

AWS IoT Greengrass（服务前缀greengrass:）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleetwise.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleetwise.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleetwise.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleetwise.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleetwise.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleetwise.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleetwise.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleetwise.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleetwise.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleetwise.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleetwise.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleetwise.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleetwise.html
https://docs.aws.amazon.com/greengrass/v1/developerguide/
https://docs.aws.amazon.com/greengrass/v1/apireference/
https://docs.aws.amazon.com/greengrass/v1/developerguide/security_iam_service-with-iam.html
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主题

• AWS IoT Greengrass 定义的操作

• AWS IoT Greengrass 定义的资源类型

• AWS IoT Greengrass 的条件键

AWS IoT Greengrass 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
RoleToGroup

授予权限以将角色与组相关
联。该角色的权限必须允许 
Greengrass 核心 Lambda 函数
和连接器在其他服务中执行操
作 AWS

写入 group*    

 Associate 
ServiceRo 
leToAccount

授予将角色与您的账户关联的
权限。 AWS IoT Greengrass 
使用此角色访问您的 Lambda 
函数和物联网资源 AWS

权限管理      

 CreateCon 
nectorDef 
inition

授予权限以创建连接器定义 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
nectorDef 
initionVersion

授予权限以创建现有连接器定
义的版本

Write connector 
Definitio 
n*

   

 CreateCor 
eDefinition

授予权限以创建核心定义 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCor 
eDefiniti 
onVersion

授予权限以创建现有核心定义
的版本。每个 Greengrass 组
必须恰好包含 1 个 Greengrass 
核心

Write coreDefin 
ition*
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https://docs.aws.amazon.com/greengrass/v1/apireference/associateroletogroup-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/associateroletogroup-put.html
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/associateserviceroletoaccount-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/associateserviceroletoaccount-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/associateserviceroletoaccount-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createconnectordefinition-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createconnectordefinition-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createconnectordefinition-post.html
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_TagKeys
#awsiotgreengrass-aws_TagKeys
https://docs.aws.amazon.com/greengrass/v1/apireference/createconnectordefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createconnectordefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createconnectordefinitionversion-post.html
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/createcoredefinition-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createcoredefinition-post.html
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_TagKeys
#awsiotgreengrass-aws_TagKeys
https://docs.aws.amazon.com/greengrass/v1/apireference/createcoredefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createcoredefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createcoredefinitionversion-post.html
#awsiotgreengrass-coreDefinition
#awsiotgreengrass-coreDefinition
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDep 
loyment

授予创建部署的权限 Write group*    

 CreateDev 
iceDefinition

授予权限以创建设备定义 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDev 
iceDefini 
tionVersion

授予权限以创建现有设备定义
的版本

Write deviceDef 
inition*

   

 CreateFun 
ctionDefi 
nition

授予权限以创建在组中使用的 
Lambda 函数定义，其中包含 
Lambda 函数及其配置列表

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateFun 
ctionDefi 
nitionVersion

授予权限以创建现有 Lambda 
函数定义的版本

写入 functionD 
efinition*

   

 CreateGroup 授予权限以创建组 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateGro 
upCertifi 
cateAuthority

授予权限以创建组的 CA 或轮
换现有的 CA

Write group*    
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https://docs.aws.amazon.com/greengrass/v1/apireference/createdeployment-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createdeployment-post.html
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/createdevicedefinition-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createdevicedefinition-post.html
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_TagKeys
#awsiotgreengrass-aws_TagKeys
https://docs.aws.amazon.com/greengrass/v1/apireference/createdevicedefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createdevicedefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createdevicedefinitionversion-post.html
#awsiotgreengrass-deviceDefinition
#awsiotgreengrass-deviceDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/createfunctiondefinition-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createfunctiondefinition-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createfunctiondefinition-post.html
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_TagKeys
#awsiotgreengrass-aws_TagKeys
https://docs.aws.amazon.com/greengrass/v1/apireference/createfunctiondefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createfunctiondefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createfunctiondefinitionversion-post.html
#awsiotgreengrass-functionDefinition
#awsiotgreengrass-functionDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/creategroup-post.html
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_TagKeys
#awsiotgreengrass-aws_TagKeys
https://docs.aws.amazon.com/greengrass/v1/apireference/creategroupcertificateauthority-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/creategroupcertificateauthority-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/creategroupcertificateauthority-post.html
#awsiotgreengrass-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateGro 
upVersion

授予权限以创建已定义的组的
版本

Write group*    

 CreateLog 
gerDefinition

授予权限以创建记录器定义 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLog 
gerDefini 
tionVersion

授予权限以创建现有记录器定
义的版本

Write loggerDef 
inition*

   

 CreateRes 
ourceDefi 
nition

授予权限以创建资源定义，其
中包含要在组中使用的资源列
表

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateRes 
ourceDefi 
nitionVersion

授予权限以创建现有资源定义
的版本

写入 resourceD 
efinition*

   

 CreateSof 
twareUpda 
teJob

授予创建 AWS 物联网任务
的权限，该任务将触发您的 
Greengrass 内核更新正在运行
的软件

写入      
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https://docs.aws.amazon.com/greengrass/v1/apireference/creategroupversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/creategroupversion-post.html
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/createloggerdefinition-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createloggerdefinition-post.html
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_TagKeys
#awsiotgreengrass-aws_TagKeys
https://docs.aws.amazon.com/greengrass/v1/apireference/createloggerdefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createloggerdefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createloggerdefinitionversion-post.html
#awsiotgreengrass-loggerDefinition
#awsiotgreengrass-loggerDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/createresourcedefinition-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createresourcedefinition-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createresourcedefinition-post.html
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_TagKeys
#awsiotgreengrass-aws_TagKeys
https://docs.aws.amazon.com/greengrass/v1/apireference/createresourcedefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createresourcedefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createresourcedefinitionversion-post.html
#awsiotgreengrass-resourceDefinition
#awsiotgreengrass-resourceDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/createsoftwareupdatejob-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createsoftwareupdatejob-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createsoftwareupdatejob-post.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSub 
scription 
Definition

授予权限以创建订阅定义 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSub 
scription 
Definitio 
nVersion

授予权限以创建现有订阅定义
的版本

Write subscript 
ionDefini 
tion*

   

 DeleteCon 
nectorDef 
inition

授予权限以删除连接器定义 Write connector 
Definitio 
n*

   

 DeleteCor 
eDefinition

授予权限以删除核心定义。删
除当前在部署中使用的定义将
会影响将来的部署

Write coreDefin 
ition*

   

 DeleteDev 
iceDefinition

授予权限以删除设备定义。删
除当前在部署中使用的定义将
会影响将来的部署

Write deviceDef 
inition*

   

 DeleteFun 
ctionDefi 
nition

授予权限以删除 Lambda 函数
定义。删除当前在部署中使用
的定义将会影响将来的部署

Write functionD 
efinition*

   

 DeleteGroup 授予权限以删除当前在部署中
未使用的组

Write group*    

 DeleteLog 
gerDefinition

授予权限以删除记录器定义。
删除当前在部署中使用的定义
将会影响将来的部署

Write loggerDef 
inition*
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https://docs.aws.amazon.com/greengrass/v1/apireference/createsubscriptiondefinition-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createsubscriptiondefinition-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createsubscriptiondefinition-post.html
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_TagKeys
#awsiotgreengrass-aws_TagKeys
https://docs.aws.amazon.com/greengrass/v1/apireference/createsubscriptiondefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createsubscriptiondefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createsubscriptiondefinitionversion-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/createsubscriptiondefinitionversion-post.html
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/deleteconnectordefinition-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/deleteconnectordefinition-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/deleteconnectordefinition-delete.html
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/deletecoredefinition-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/deletecoredefinition-delete.html
#awsiotgreengrass-coreDefinition
#awsiotgreengrass-coreDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/deletedevicedefinition-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/deletedevicedefinition-delete.html
#awsiotgreengrass-deviceDefinition
#awsiotgreengrass-deviceDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/deletefunctiondefinition-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/deletefunctiondefinition-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/deletefunctiondefinition-delete.html
#awsiotgreengrass-functionDefinition
#awsiotgreengrass-functionDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/deletegroup-delete.html
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/deleteloggerdefinition-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/deleteloggerdefinition-delete.html
#awsiotgreengrass-loggerDefinition
#awsiotgreengrass-loggerDefinition


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteRes 
ourceDefi 
nition

授予权限以删除资源定义 Write resourceD 
efinition*

   

 DeleteSub 
scription 
Definition

授予权限以删除订阅定义。删
除当前在部署中使用的定义将
会影响将来的部署

Write subscript 
ionDefini 
tion*

   

 Disassoci 
ateRoleFr 
omGroup

授予权限以将角色与组取消关
联

Write group*    

 Disassoci 
ateServic 
eRoleFrom 
Account

授予权限以将服务角色与账
户取消关联。如果没有服务角
色，部署将不起作用

Write      

 Discover 授予权限以检索连接到 
Greengrass 核心所需的信息

Read thing*    

 GetAssoci 
atedRole

授予权限以检索与组关联的角
色

Read group*    

 GetBulkDe 
ploymentS 
tatus

授予权限以返回批量部署的状
态

Read bulkDeplo 
yment*

   

 GetConnec 
tivityInfo

授予权限以检索核心的连接信
息

Read connectiv 
ityInfo*

   

 GetConnec 
torDefinition

授予权限以检索有关连接器定
义的信息

Read connector 
Definitio 
n*
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https://docs.aws.amazon.com/greengrass/v1/apireference/deleteresourcedefinition-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/deleteresourcedefinition-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/deleteresourcedefinition-delete.html
#awsiotgreengrass-resourceDefinition
#awsiotgreengrass-resourceDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/deletesubscriptiondefinition-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/deletesubscriptiondefinition-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/deletesubscriptiondefinition-delete.html
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/disassociaterolefromgroup-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/disassociaterolefromgroup-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/disassociaterolefromgroup-delete.html
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/disassociateservicerolefromaccount-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/disassociateservicerolefromaccount-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/disassociateservicerolefromaccount-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/disassociateservicerolefromaccount-delete.html
https://docs.aws.amazon.com/greengrass/latest/developerguide/gg-discover-api.html
#awsiotgreengrass-thing
https://docs.aws.amazon.com/greengrass/v1/apireference/getassociatedrole-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getassociatedrole-get.html
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/getbulkdeploymentstatus-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getbulkdeploymentstatus-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getbulkdeploymentstatus-get.html
#awsiotgreengrass-bulkDeployment
#awsiotgreengrass-bulkDeployment
https://docs.aws.amazon.com/greengrass/v1/apireference/getconnectivityinfo-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getconnectivityinfo-get.html
#awsiotgreengrass-connectivityInfo
#awsiotgreengrass-connectivityInfo
https://docs.aws.amazon.com/greengrass/v1/apireference/getconnectordefinition-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getconnectordefinition-get.html
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

connector 
Definitio 
n*

    GetConnec 
torDefini 
tionVersion

授予权限以检索有关连接器定
义版本的信息

Read

connector 
Definitio 
nVersion*

   

 GetCoreDe 
finition

授予权限以检索有关核心定义
的信息

Read coreDefin 
ition*

   

coreDefin 
ition*

    GetCoreDe 
finitionV 
ersion

授予权限以检索有关核心定义
版本的信息

Read

coreDefin 
itionVers 
ion*

   

deploymen 
t*

    GetDeploy 
mentStatus

授予权限以返回部署的状态 Read

group*    

 GetDevice 
Definition

授予权限以检索有关设备定义
的信息

Read deviceDef 
inition*

   

deviceDef 
inition*

    GetDevice 
Definitio 
nVersion

授予权限以检索有关设备定义
版本的信息

Read

deviceDef 
initionVe 
rsion*
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#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/getconnectordefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getconnectordefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getconnectordefinitionversion-get.html
#awsiotgreengrass-connectorDefinitionVersion
#awsiotgreengrass-connectorDefinitionVersion
#awsiotgreengrass-connectorDefinitionVersion
#awsiotgreengrass-connectorDefinitionVersion
https://docs.aws.amazon.com/greengrass/v1/apireference/getcoredefinition-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getcoredefinition-get.html
#awsiotgreengrass-coreDefinition
#awsiotgreengrass-coreDefinition
#awsiotgreengrass-coreDefinition
#awsiotgreengrass-coreDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/getcoredefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getcoredefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getcoredefinitionversion-get.html
#awsiotgreengrass-coreDefinitionVersion
#awsiotgreengrass-coreDefinitionVersion
#awsiotgreengrass-coreDefinitionVersion
#awsiotgreengrass-deployment
#awsiotgreengrass-deployment
https://docs.aws.amazon.com/greengrass/v1/apireference/getdeploymentstatus-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getdeploymentstatus-get.html
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/getdevicedefinition-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getdevicedefinition-get.html
#awsiotgreengrass-deviceDefinition
#awsiotgreengrass-deviceDefinition
#awsiotgreengrass-deviceDefinition
#awsiotgreengrass-deviceDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/getdevicedefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getdevicedefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getdevicedefinitionversion-get.html
#awsiotgreengrass-deviceDefinitionVersion
#awsiotgreengrass-deviceDefinitionVersion
#awsiotgreengrass-deviceDefinitionVersion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetFuncti 
onDefinition

授予权限以检索有关 Lambda 
函数定义的信息，例如其创建
时间和最新版本

Read functionD 
efinition*

   

functionD 
efinition*

    GetFuncti 
onDefinit 
ionVersion

授予权限以检索有关 Lambda 
函数定义版本的信息，例如在
版本中包含的 Lambda 函数及
其配置

Read

functionD 
efinition 
Version*

   

 GetGroup 授予权限以检索有关组的信息 Read group*    

certifica 
teAuthori 
ty*

    GetGroupC 
ertificat 
eAuthority

授予权限以返回与组关联的 CA 
的公有密钥

Read

group*    

 GetGroupC 
ertificat 
eConfigur 
ation

授予权限以检索组使用的 CA 
的当前配置

Read group*    

group*     GetGroupV 
ersion

授予权限以检索有关组版本的
信息

Read

groupVers 
ion*

   

 GetLogger 
Definition

授予权限以检索有关记录器定
义的信息

Read loggerDef 
inition*

   

 GetLogger 
Definitio 
nVersion

授予权限以检索有关记录器定
义版本的信息

Read loggerDef 
inition*
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https://docs.aws.amazon.com/greengrass/v1/apireference/getfunctiondefinition-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getfunctiondefinition-get.html
#awsiotgreengrass-functionDefinition
#awsiotgreengrass-functionDefinition
#awsiotgreengrass-functionDefinition
#awsiotgreengrass-functionDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/getfunctiondefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getfunctiondefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getfunctiondefinitionversion-get.html
#awsiotgreengrass-functionDefinitionVersion
#awsiotgreengrass-functionDefinitionVersion
#awsiotgreengrass-functionDefinitionVersion
https://docs.aws.amazon.com/greengrass/v1/apireference/getgroup-get.html
#awsiotgreengrass-group
#awsiotgreengrass-certificateAuthority
#awsiotgreengrass-certificateAuthority
#awsiotgreengrass-certificateAuthority
https://docs.aws.amazon.com/greengrass/v1/apireference/getgroupcertificateauthority-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getgroupcertificateauthority-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getgroupcertificateauthority-get.html
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/getgroupcertificateconfiguration-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getgroupcertificateconfiguration-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getgroupcertificateconfiguration-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getgroupcertificateconfiguration-get.html
#awsiotgreengrass-group
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/getgroupversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getgroupversion-get.html
#awsiotgreengrass-groupVersion
#awsiotgreengrass-groupVersion
https://docs.aws.amazon.com/greengrass/v1/apireference/getloggerdefinition-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getloggerdefinition-get.html
#awsiotgreengrass-loggerDefinition
#awsiotgreengrass-loggerDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/getloggerdefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getloggerdefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getloggerdefinitionversion-get.html
#awsiotgreengrass-loggerDefinition
#awsiotgreengrass-loggerDefinition


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

loggerDef 
initionVe 
rsion*

   

 GetResour 
ceDefinition

授予权限以检索有关资源定义
的信息，例如其创建时间和最
新版本

Read resourceD 
efinition*

   

resourceD 
efinition*

    GetResour 
ceDefinit 
ionVersion

授予权限以检索有关资源定义
版本的信息，例如在版本中包
含的资源

Read

resourceD 
efinition 
Version*

   

 GetServic 
eRoleForA 
ccount

授予权限以检索附加到账户的
服务角色

Read      

 GetSubscr 
iptionDef 
inition

授予权限以检索有关订阅定义
的信息

Read subscript 
ionDefini 
tion*

   

subscript 
ionDefini 
tion*

    GetSubscr 
iptionDef 
initionVersion

授予权限以检索有关订阅定义
版本的信息

Read

subscript 
ionDefini 
tionVersi 
on*

   

 GetThingR 
untimeCon 
figuration

授予权限以检索事物的运行时
配置

Read thingRunt 
imeConfig 
*
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#awsiotgreengrass-loggerDefinitionVersion
#awsiotgreengrass-loggerDefinitionVersion
#awsiotgreengrass-loggerDefinitionVersion
https://docs.aws.amazon.com/greengrass/v1/apireference/getresourcedefinition-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getresourcedefinition-get.html
#awsiotgreengrass-resourceDefinition
#awsiotgreengrass-resourceDefinition
#awsiotgreengrass-resourceDefinition
#awsiotgreengrass-resourceDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/getresourcedefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getresourcedefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getresourcedefinitionversion-get.html
#awsiotgreengrass-resourceDefinitionVersion
#awsiotgreengrass-resourceDefinitionVersion
#awsiotgreengrass-resourceDefinitionVersion
https://docs.aws.amazon.com/greengrass/v1/apireference/getserviceroleforaccount-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getserviceroleforaccount-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getserviceroleforaccount-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getsubscriptiondefinition-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getsubscriptiondefinition-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getsubscriptiondefinition-get.html
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/getsubscriptiondefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getsubscriptiondefinitionversion-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getsubscriptiondefinitionversion-get.html
#awsiotgreengrass-subscriptionDefinitionVersion
#awsiotgreengrass-subscriptionDefinitionVersion
#awsiotgreengrass-subscriptionDefinitionVersion
#awsiotgreengrass-subscriptionDefinitionVersion
https://docs.aws.amazon.com/greengrass/v1/apireference/getthingruntimeconfiguration-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getthingruntimeconfiguration-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getthingruntimeconfiguration-get.html
#awsiotgreengrass-thingRuntimeConfig
#awsiotgreengrass-thingRuntimeConfig
#awsiotgreengrass-thingRuntimeConfig


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListBulkD 
eployment 
DetailedR 
eports

授予权限以检索已在批量部署
操作中启动的部署及其当前部
署状态的分页列表

Read bulkDeplo 
yment*

   

 ListBulkD 
eployments

授予权限以检索批量部署列表 List      

 ListConne 
ctorDefin 
itionVersions

授予权限以列出连接器定义版
本

List connector 
Definitio 
n*

   

 ListConne 
ctorDefin 
itions

授予权限以检索连接器定义列
表

List      

 ListCoreD 
efinition 
Versions

授予权限以列出核心定义版本 List coreDefin 
ition*

   

 ListCoreD 
efinitions

授予权限以检索核心定义列表 List      

 ListDeplo 
yments

授予权限以检索组的所有部署
的列表

List group*    

 ListDevic 
eDefiniti 
onVersions

授予权限以列出设备定义版本 List deviceDef 
inition*

   

 ListDevic 
eDefinitions

授予权限以检索设备定义列表 List      
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https://docs.aws.amazon.com/greengrass/v1/apireference/listbulkdeploymentdetailedreports-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listbulkdeploymentdetailedreports-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listbulkdeploymentdetailedreports-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listbulkdeploymentdetailedreports-get.html
#awsiotgreengrass-bulkDeployment
#awsiotgreengrass-bulkDeployment
https://docs.aws.amazon.com/greengrass/v1/apireference/listbulkdeployments-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listbulkdeployments-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listconnectordefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listconnectordefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listconnectordefinitionversions-get.html
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/listconnectordefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listconnectordefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listconnectordefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listcoredefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listcoredefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listcoredefinitionversions-get.html
#awsiotgreengrass-coreDefinition
#awsiotgreengrass-coreDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/listcoredefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listcoredefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listdeployments-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listdeployments-get.html
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/listdevicedefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listdevicedefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listdevicedefinitionversions-get.html
#awsiotgreengrass-deviceDefinition
#awsiotgreengrass-deviceDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/listdevicedefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listdevicedefinitions-get.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListFunct 
ionDefini 
tionVersions

授予权限以列出 Lambda 函数
定义版本

List functionD 
efinition*

   

 ListFunct 
ionDefinitions

授予权限以检索 Lambda 函数
定义列表

列表      

 ListGroup 
Certifica 
teAuthorities

授予检索群组当前列表 CAs 的
权限

列表 group*    

 ListGroup 
Versions

授予权限以列出组版本 List group*    

 ListGroups 授予权限以检索组列表 List      

 ListLogge 
rDefiniti 
onVersions

授予权限以列出记录器定义版
本

List loggerDef 
inition*

   

 ListLogge 
rDefinitions

授予权限以检索记录器定义列
表

List      

 ListResou 
rceDefini 
tionVersions

授予权限以列出资源定义版本 List resourceD 
efinition*

   

 ListResou 
rceDefinitions

授予权限以检索资源定义列表 List      

 ListSubsc 
riptionDe 
finitionV 
ersions

授予权限以列出订阅定义版本 List subscript 
ionDefini 
tion*
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https://docs.aws.amazon.com/greengrass/v1/apireference/listfunctiondefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listfunctiondefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listfunctiondefinitionversions-get.html
#awsiotgreengrass-functionDefinition
#awsiotgreengrass-functionDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/listfunctiondefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listfunctiondefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listgroupcertificateauthorities-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listgroupcertificateauthorities-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listgroupcertificateauthorities-get.html
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/listgroupversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listgroupversions-get.html
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/listgroups-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listloggerdefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listloggerdefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listloggerdefinitionversions-get.html
#awsiotgreengrass-loggerDefinition
#awsiotgreengrass-loggerDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/listloggerdefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listloggerdefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listresourcedefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listresourcedefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listresourcedefinitionversions-get.html
#awsiotgreengrass-resourceDefinition
#awsiotgreengrass-resourceDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/listresourcedefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listresourcedefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listsubscriptiondefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listsubscriptiondefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listsubscriptiondefinitionversions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listsubscriptiondefinitionversions-get.html
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSubsc 
riptionDe 
finitions

授予权限以检索订阅定义列表 List      

bulkDeplo 
yment

   

connector 
Definition

   

coreDefin 
ition

   

deviceDef 
inition

   

functionD 
efinition

   

group    

loggerDef 
inition

   

resourceD 
efinition

   

 ListTagsF 
orResource

授予列出资源标签的权限 Read

subscript 
ionDefini 
tion
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https://docs.aws.amazon.com/greengrass/v1/apireference/listsubscriptiondefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listsubscriptiondefinitions-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listsubscriptiondefinitions-get.html
#awsiotgreengrass-bulkDeployment
#awsiotgreengrass-bulkDeployment
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-coreDefinition
#awsiotgreengrass-coreDefinition
#awsiotgreengrass-deviceDefinition
#awsiotgreengrass-deviceDefinition
#awsiotgreengrass-functionDefinition
#awsiotgreengrass-functionDefinition
#awsiotgreengrass-group
#awsiotgreengrass-loggerDefinition
#awsiotgreengrass-loggerDefinition
#awsiotgreengrass-resourceDefinition
#awsiotgreengrass-resourceDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/listtagsforresource-get.html
https://docs.aws.amazon.com/greengrass/v1/apireference/listtagsforresource-get.html
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ResetDepl 
oyments

授予权限以重置组的部署 Write group*    

 StartBulk 
Deployment

授予权限以在一个操作中部署
多个组

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StopBulkD 
eployment

授予权限以停止执行批量部署 Write bulkDeplo 
yment*

   

bulkDeplo 
yment

   

connector 
Definition

   

coreDefin 
ition

   

deviceDef 
inition

   

 TagResour 
ce

授予权限以将标签添加到资源
中

Tagging

functionD 
efinition
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#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_TagKeys
#awsiotgreengrass-aws_TagKeys
https://docs.aws.amazon.com/greengrass/v1/apireference/resetdeployments-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/resetdeployments-post.html
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/startbulkdeployment-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/startbulkdeployment-post.html
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_TagKeys
#awsiotgreengrass-aws_TagKeys
https://docs.aws.amazon.com/greengrass/v1/apireference/stopbulkdeployment-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/stopbulkdeployment-put.html
#awsiotgreengrass-bulkDeployment
#awsiotgreengrass-bulkDeployment
#awsiotgreengrass-bulkDeployment
#awsiotgreengrass-bulkDeployment
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-coreDefinition
#awsiotgreengrass-coreDefinition
#awsiotgreengrass-deviceDefinition
#awsiotgreengrass-deviceDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/tagresource-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/tagresource-post.html
#awsiotgreengrass-functionDefinition
#awsiotgreengrass-functionDefinition


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

group    

loggerDef 
inition

   

resourceD 
efinition

   

subscript 
ionDefini 
tion

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

bulkDeplo 
yment

   

connector 
Definition

   

coreDefin 
ition

   

deviceDef 
inition

   

functionD 
efinition

   

 UntagReso 
urce

授予权限以从资源中删除标签 Tagging

group    
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#awsiotgreengrass-group
#awsiotgreengrass-loggerDefinition
#awsiotgreengrass-loggerDefinition
#awsiotgreengrass-resourceDefinition
#awsiotgreengrass-resourceDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_RequestTag___TagKey_
#awsiotgreengrass-aws_TagKeys
#awsiotgreengrass-aws_TagKeys
#awsiotgreengrass-bulkDeployment
#awsiotgreengrass-bulkDeployment
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-coreDefinition
#awsiotgreengrass-coreDefinition
#awsiotgreengrass-deviceDefinition
#awsiotgreengrass-deviceDefinition
#awsiotgreengrass-functionDefinition
#awsiotgreengrass-functionDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/untagresource-delete.html
https://docs.aws.amazon.com/greengrass/v1/apireference/untagresource-delete.html
#awsiotgreengrass-group


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

loggerDef 
inition

   

resourceD 
efinition

   

subscript 
ionDefini 
tion

   

  aws:TagKe 
ys

 

 UpdateCon 
nectivityInfo

授予权限以更新 Greengrass 
核心的连接信息。属于具有该
核心的组的任何设备都会收到
该信息，以便查找该核心的位
置并连接到该核心

Write connectiv 
ityInfo*

   

 UpdateCon 
nectorDef 
inition

授予权限以更新连接器定义 Write connector 
Definitio 
n*

   

 UpdateCor 
eDefinition

授予权限以更新核心定义 Write coreDefin 
ition*

   

 UpdateDev 
iceDefinition

授予权限以更新设备定义 Write deviceDef 
inition*

   

 UpdateFun 
ctionDefi 
nition

授予权限以更新 Lambda 函数
定义

Write functionD 
efinition*

   

 UpdateGro 
up

授予权限以更新组 Write group*    
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#awsiotgreengrass-loggerDefinition
#awsiotgreengrass-loggerDefinition
#awsiotgreengrass-resourceDefinition
#awsiotgreengrass-resourceDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-aws_TagKeys
#awsiotgreengrass-aws_TagKeys
https://docs.aws.amazon.com/greengrass/v1/apireference/updateconnectivityinfo-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updateconnectivityinfo-put.html
#awsiotgreengrass-connectivityInfo
#awsiotgreengrass-connectivityInfo
https://docs.aws.amazon.com/greengrass/v1/apireference/updateconnectordefinition-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updateconnectordefinition-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updateconnectordefinition-put.html
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
#awsiotgreengrass-connectorDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/updatecoredefinition-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updatecoredefinition-put.html
#awsiotgreengrass-coreDefinition
#awsiotgreengrass-coreDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/updatedevicedefinition-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updatedevicedefinition-put.html
#awsiotgreengrass-deviceDefinition
#awsiotgreengrass-deviceDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/updatefunctiondefinition-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updatefunctiondefinition-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updatefunctiondefinition-put.html
#awsiotgreengrass-functionDefinition
#awsiotgreengrass-functionDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/updategroup-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updategroup-put.html
#awsiotgreengrass-group


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateGro 
upCertifi 
cateConfi 
guration

授予权限以更新组的证书到期
时间

Write group*    

 UpdateLog 
gerDefinition

授予权限以更新记录器定义 Write loggerDef 
inition*

   

 UpdateRes 
ourceDefi 
nition

授予权限以更新资源定义 Write resourceD 
efinition*

   

 UpdateSub 
scription 
Definition

授予权限以更新订阅定义 Write subscript 
ionDefini 
tion*

   

 UpdateThi 
ngRuntime 
Configuration

授予权限以更新事物的运行时
配置

Write thingRunt 
imeConfig 
*

   

AWS IoT Greengrass 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 connectiv 
ityInfo

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/things/${Th 
ingName}/connectivityInfo
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https://docs.aws.amazon.com/greengrass/v1/apireference/updategroupcertificateconfiguration-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updategroupcertificateconfiguration-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updategroupcertificateconfiguration-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updategroupcertificateconfiguration-put.html
#awsiotgreengrass-group
https://docs.aws.amazon.com/greengrass/v1/apireference/updateloggerdefinition-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updateloggerdefinition-put.html
#awsiotgreengrass-loggerDefinition
#awsiotgreengrass-loggerDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/updateresourcedefinition-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updateresourcedefinition-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updateresourcedefinition-put.html
#awsiotgreengrass-resourceDefinition
#awsiotgreengrass-resourceDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/updatesubscriptiondefinition-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updatesubscriptiondefinition-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updatesubscriptiondefinition-put.html
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
#awsiotgreengrass-subscriptionDefinition
https://docs.aws.amazon.com/greengrass/v1/apireference/updatethingruntimeconfiguration-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updatethingruntimeconfiguration-put.html
https://docs.aws.amazon.com/greengrass/v1/apireference/updatethingruntimeconfiguration-put.html
#awsiotgreengrass-thingRuntimeConfig
#awsiotgreengrass-thingRuntimeConfig
#awsiotgreengrass-thingRuntimeConfig
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-connectivityinfo.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-connectivityinfo.html


服务授权参考 服务授权参考

资源类型 ARN 条件键

 certifica 
teAuthority

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/groups/${Gr 
oupId}/certificateauthorities/${Cert 
ificateAuthorityId}

 

 deployment arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/groups/${Gr 
oupId}/deployments/${DeploymentId}

 

 bulkDeplo 
yment

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/bulk/deploy 
ments/${BulkDeploymentId}

aws:ResourceTag/${ 
TagKey}

 group arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/groups/${Gr 
oupId}

aws:ResourceTag/${ 
TagKey}

 groupVers 
ion

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/groups/${Gr 
oupId}/versions/${VersionId}

 

 coreDefin 
ition

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
cores/${CoreDefinitionId}

aws:ResourceTag/${ 
TagKey}

 coreDefin 
itionVersion

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
cores/${CoreDefinitionId}/versions/$ 
{VersionId}

 

 deviceDef 
inition

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
devices/${DeviceDefinitionId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/greengrass/latest/developerguide/gg-sec.html
https://docs.aws.amazon.com/greengrass/latest/developerguide/gg-sec.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-createdeploymentrequest.html
https://docs.aws.amazon.com/greengrass/latest/developerguide/bulk-deploy-cli.html
https://docs.aws.amazon.com/greengrass/latest/developerguide/bulk-deploy-cli.html
#awsiotgreengrass-aws_ResourceTag___TagKey_
#awsiotgreengrass-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-groupinformation.html
#awsiotgreengrass-aws_ResourceTag___TagKey_
#awsiotgreengrass-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-groupversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-groupversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-core.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-core.html
#awsiotgreengrass-aws_ResourceTag___TagKey_
#awsiotgreengrass-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-coredefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-coredefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-device.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-device.html
#awsiotgreengrass-aws_ResourceTag___TagKey_
#awsiotgreengrass-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

 deviceDef 
initionVersion

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
devices/${DeviceDefinitionId}/versio 
ns/${VersionId}

 

 functionD 
efinition

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
functions/${FunctionDefinitionId}

aws:ResourceTag/${ 
TagKey}

 functionD 
efinition 
Version

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
functions/${FunctionDefinitionId}/ve 
rsions/${VersionId}

 

 subscript 
ionDefinition

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
subscriptions/${SubscriptionDefiniti 
onId}

aws:ResourceTag/${ 
TagKey}

 subscript 
ionDefini 
tionVersion

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
subscriptions/${SubscriptionDefiniti 
onId}/versions/${VersionId}

 

 loggerDef 
inition

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
loggers/${LoggerDefinitionId}

aws:ResourceTag/${ 
TagKey}

 loggerDef 
initionVersion

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
loggers/${LoggerDefinitionId}/versio 
ns/${VersionId}

 

 resourceD 
efinition

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
resources/${ResourceDefinitionId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-devicedefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-devicedefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-function.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-function.html
#awsiotgreengrass-aws_ResourceTag___TagKey_
#awsiotgreengrass-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-functiondefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-functiondefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-functiondefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-subscription.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-subscription.html
#awsiotgreengrass-aws_ResourceTag___TagKey_
#awsiotgreengrass-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-subscriptiondefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-subscriptiondefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-subscriptiondefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-logger.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-logger.html
#awsiotgreengrass-aws_ResourceTag___TagKey_
#awsiotgreengrass-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-loggerdefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-loggerdefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-resource.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-resource.html
#awsiotgreengrass-aws_ResourceTag___TagKey_
#awsiotgreengrass-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 resourceD 
efinition 
Version

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
resources/${ResourceDefinitionId}/ve 
rsions/${VersionId}

 

 connector 
Definition

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
connectors/${ConnectorDefinitionId}

aws:ResourceTag/${ 
TagKey}

 connector 
Definitio 
nVersion

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/definition/ 
connectors/${ConnectorDefinitionId}/ 
versions/${VersionId}

 

 thing arn:${Partition}:iot:${Region}:${Acc 
ount}:thing/${ThingName}

 

 thingRunt 
imeConfig

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/things/${Th 
ingName}/runtimeconfig

 

AWS IoT Greengrass 的条件键

AWS IoT Greengrass 定义了以下条件键，这些条件键可用于 IAM 策略Condition的元素。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个必需标签的允许值集筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串
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https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-resourcedefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-resourcedefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-resourcedefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-connector.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-connector.html
#awsiotgreengrass-aws_ResourceTag___TagKey_
#awsiotgreengrass-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-connectordefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-connectordefinitionversion.html
https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-connectordefinitionversion.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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条件键 描述 类型

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

AWS IoT Greengrass V2 的操作、资源和条件键

AWS IoT Greengrass V2（服务前缀greengrass:）提供了以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS IoT Greengrass V2 定义的操作

• AWS IoT Greengrass V2 定义的资源类型

• AWS IoT Greengrass V2 的条件键

AWS IoT Greengrass V2 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
ServiceRo 
leToAccount

授予将角色与您的账户关联的
权限。 AWS IoT Greengrass 
使用此角色访问您的 Lambda 
函数和物联网资源 AWS

权限管理     iam:PassR 
ole

 BatchAsso 
ciateClie 
ntDeviceW 
ithCoreDe 
vice

授予权限以将客户端设备列表
与核心设备关联

写入 coreDevic 
e*

   

 BatchDisa 
ssociateC 
lientDevi 
ceFromCor 
eDevice

授予权限以取消客户端设备列
表与核心设备的关联

写入 coreDevic 
e*

   

 CancelDep 
loyment

授予取消部署的权限 Write deploymen 
t*

  iot:Cance 
lJob

AWS 物联网 Greengrass V2 2369

reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_AssociateServiceRoleToAccount.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_AssociateServiceRoleToAccount.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_AssociateServiceRoleToAccount.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_BatchAssociateClientDeviceWithCoreDevice.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_BatchAssociateClientDeviceWithCoreDevice.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_BatchAssociateClientDeviceWithCoreDevice.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_BatchAssociateClientDeviceWithCoreDevice.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_BatchAssociateClientDeviceWithCoreDevice.html
#awsiotgreengrassv2-coreDevice
#awsiotgreengrassv2-coreDevice
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_BatchDisassociateClientDeviceFromCoreDevice.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_BatchDisassociateClientDeviceFromCoreDevice.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_BatchDisassociateClientDeviceFromCoreDevice.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_BatchDisassociateClientDeviceFromCoreDevice.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_BatchDisassociateClientDeviceFromCoreDevice.html
#awsiotgreengrassv2-coreDevice
#awsiotgreengrassv2-coreDevice
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CancelDeployment.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CancelDeployment.html
#awsiotgreengrassv2-deployment
#awsiotgreengrassv2-deployment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iot:Delet 
eThingSha 
dow

iot:Descr 
ibeJob

iot:Descr 
ibeThing

iot:Descr 
ibeThingG 
roup

iot:GetTh 
ingShadow

iot:Updat 
eJob

iot:Updat 
eThingSha 
dow

component 
*

    CreateCom 
ponentVer 
sion

授予创建组件的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsiotgreengrassv2-component
#awsiotgreengrassv2-component
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CreateComponentVersion.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDep 
loyment

授予创建部署的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iot:Cance 
lJob

iot:Creat 
eJob

iot:Delet 
eThingSha 
dow

iot:Descr 
ibeJob

iot:Descr 
ibeThing

iot:Descr 
ibeThingG 
roup

iot:GetTh 
ingShadow

iot:Updat 
eJob

iot:Updat 
eThingSha 
dow

 DeleteCom 
ponent

授予删除组件的权限 写入 component 
Version*
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https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CreateDeployment.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CreateDeployment.html
#awsiotgreengrassv2-aws_RequestTag___TagKey_
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#awsiotgreengrassv2-aws_RequestTag___TagKey_
#awsiotgreengrassv2-aws_TagKeys
#awsiotgreengrassv2-aws_TagKeys
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_DeleteComponent.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_DeleteComponent.html
#awsiotgreengrassv2-componentVersion
#awsiotgreengrassv2-componentVersion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteCor 
eDevice

授予删除 AWS 物联网 
Greengrass 核心设备的权限，
这是物联网的东西。 AWS 此
操作将从核心设备列表中删除
该核心设备。此操作不会删除 
AWS 物联网的东西

写入 coreDevic 
e*

  iot:Descr 
ibeJobExe 
cution

 DeleteDep 
loyment

授予权限以删除部署。要删除
活动部署，需要先将其取消

写入 deploymen 
t*

  iot:Delet 
eJob

 DescribeC 
omponent

授予检索组件版本元数据的权
限

读取 component 
Version*

   

 Disassoci 
ateServic 
eRoleFrom 
Account

授予权限以将服务角色与账
户取消关联。如果没有服务角
色，部署将不起作用

写入      

 GetCompon 
ent

授予获取组件版本配方的权限 Read component 
Version*

   

 GetCompon 
entVersio 
nArtifact

授予获取预签名 URL 以下载公
有组件的权限

读取 component 
Version*

   

 GetConnec 
tivityInfo

授予权限以检索 Greengrass 
核心设备的连接信息

读取 connectiv 
ityInfo*

  iot:GetTh 
ingShadow

 GetCoreDe 
vice

授予检索 AWS 物联网 
Greengrass 核心设备元数据的
权限

读取 coreDevic 
e*
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https://docs.aws.amazon.com/greengrass/v2/APIReference/API_DeleteCoreDevice.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_DeleteCoreDevice.html
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https://docs.aws.amazon.com/greengrass/v2/APIReference/API_DescribeComponent.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_DescribeComponent.html
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https://docs.aws.amazon.com/greengrass/v2/APIReference/API_DisassociateServiceRoleFromAccount.html
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https://docs.aws.amazon.com/greengrass/v2/APIReference/API_DisassociateServiceRoleFromAccount.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_GetComponent.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_GetComponent.html
#awsiotgreengrassv2-componentVersion
#awsiotgreengrassv2-componentVersion
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_GetComponentVersionArtifact.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_GetComponentVersionArtifact.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_GetComponentVersionArtifact.html
#awsiotgreengrassv2-componentVersion
#awsiotgreengrassv2-componentVersion
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_GetConnectivityInfo.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_GetConnectivityInfo.html
#awsiotgreengrassv2-connectivityInfo
#awsiotgreengrassv2-connectivityInfo
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_GetCoreDevice.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_GetCoreDevice.html
#awsiotgreengrassv2-coreDevice
#awsiotgreengrassv2-coreDevice
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDeploy 
ment

授予获取部署的权限 读取 deploymen 
t*

  iot:Descr 
ibeJob

iot:Descr 
ibeThing

iot:Descr 
ibeThingG 
roup

iot:GetTh 
ingShadow

 GetServic 
eRoleForA 
ccount

授予权限以检索附加到账户的
服务角色

读取      

 ListClien 
tDevicesA 
ssociated 
WithCoreD 
evice

授予检索与 AWS 物联网 
Greengrass 核心设备关联的分
页客户端设备列表的权限

列表 coreDevic 
e*

   

 ListCompo 
nentVersions

授予检索组件所有版本的分页
列表的权限

List component 
*

   

 ListCompo 
nents

授予检索组件摘要的分页列表
的权限

列表      

 ListCoreD 
evices

授予检索 AWS 物联网 
Greengrass 核心设备分页列表
的权限

列表      
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https://docs.aws.amazon.com/greengrass/v2/APIReference/API_GetDeployment.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_GetDeployment.html
#awsiotgreengrassv2-deployment
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#awsiotgreengrassv2-coreDevice
#awsiotgreengrassv2-coreDevice
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListComponentVersions.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListComponentVersions.html
#awsiotgreengrassv2-component
#awsiotgreengrassv2-component
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListComponents.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListComponents.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListCoreDevices.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListCoreDevices.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDeplo 
yments

授予检索部署分页列表的权限 列表     iot:Descr 
ibeJob

iot:Descr 
ibeThing

iot:Descr 
ibeThingG 
roup

iot:GetTh 
ingShadow

 ListEffec 
tiveDeplo 
yments

授予检索 IoT Greengrass 发送
到物联网 AWS Greengrass 核
心设备的部署任务分页列表的
权限 AWS

列表 coreDevic 
e*

  iot:Descr 
ibeJob

iot:Descr 
ibeJobExe 
cution

iot:Descr 
ibeThing

iot:Descr 
ibeThingG 
roup

iot:GetTh 
ingShadow

 ListInsta 
lledCompo 
nents

授予检索 AWS IoT Greengras 
s 核心设备运行的组件的分页
列表的权限

列表 coreDevic 
e*

   

 ListTagsF 
orResource

授予列出资源标签的权限 读取 component    
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https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListDeployments.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListDeployments.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListEffectiveDeployments.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListEffectiveDeployments.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListEffectiveDeployments.html
#awsiotgreengrassv2-coreDevice
#awsiotgreengrassv2-coreDevice
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListInstalledComponents.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListInstalledComponents.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListInstalledComponents.html
#awsiotgreengrassv2-coreDevice
#awsiotgreengrassv2-coreDevice
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ListTagsForResource.html
#awsiotgreengrassv2-component
#awsiotgreengrassv2-component
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

component 
Version

   

coreDevic 
e

   

deploymen 
t

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ResolveCo 
mponentCa 
ndidates

授予列出符合部署组件、版本
和平台要求的组件的权限

List component 
Version*

   

component    

component 
Version

   

coreDevic 
e

   

 TagResour 
ce

授予权限以将标签添加到资源
中

Tagging

deploymen 
t
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#awsiotgreengrassv2-componentVersion
#awsiotgreengrassv2-componentVersion
#awsiotgreengrassv2-coreDevice
#awsiotgreengrassv2-coreDevice
#awsiotgreengrassv2-deployment
#awsiotgreengrassv2-deployment
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https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ResolveComponentCandidates.html
#awsiotgreengrassv2-componentVersion
#awsiotgreengrassv2-componentVersion
#awsiotgreengrassv2-component
#awsiotgreengrassv2-component
#awsiotgreengrassv2-componentVersion
#awsiotgreengrassv2-componentVersion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

component    

component 
Version

   

coreDevic 
e

   

deploymen 
t

   

 UntagReso 
urce

授予权限以从资源中删除标签 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateCon 
nectivityInfo

授予权限以更新 Greengrass 
核心的连接信息。属于具有该
核心的组的任何设备都会收到
该信息，以便查找该核心的位
置并连接到该核心

写入 connectiv 
ityInfo*

  iot:GetTh 
ingShadow

iot:Updat 
eThingSha 
dow
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#awsiotgreengrassv2-aws_RequestTag___TagKey_
#awsiotgreengrassv2-aws_RequestTag___TagKey_
#awsiotgreengrassv2-aws_RequestTag___TagKey_
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AWS IoT Greengrass V2 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 connectiv 
ityInfo

arn:${Partition}:greengrass:${Region 
}:${Account}:/greengrass/things/${Th 
ingName}/connectivityInfo

 

 component arn:${Partition}:greengrass:${Region 
}:${Account}:components:${ComponentN 
ame}

aws:ResourceTag/${ 
TagKey}

 component 
Version

arn:${Partition}:greengrass:${Region 
}:${Account}:components:${ComponentN 
ame}:versions:${ComponentVersion}

aws:ResourceTag/${ 
TagKey}

 coreDevice arn:${Partition}:greengrass:${Region 
}:${Account}:coreDevices:${CoreDevic 
eThingName}

aws:ResourceTag/${ 
TagKey}

 deployment arn:${Partition}:greengrass:${Region 
}:${Account}:deployments:${Deploymen 
tId}

aws:ResourceTag/${ 
TagKey}

AWS IoT Greengrass V2 的条件键

AWS IoT Greengrass V2 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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reference_policies_actions-resources-contextkeys.html#resources_table
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https://docs.aws.amazon.com/greengrass/v2/APIReference/API_ConnectivityInfo.html
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#awsiotgreengrassv2-aws_ResourceTag___TagKey_
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#awsiotgreengrassv2-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

通过检查请求中包含的标签 key/value 对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

通过检查与特定资源关联的标签 key/value 对来筛选访问
权限

字符串

 aws:TagKeys 通过检查请求中传递的标签键筛选访问权限 ArrayOfString

AWS 物联网任务的操作、资源和条件键 DataPlane

AWS IoT 任务 DataPlane （服务前缀:iotjobsdata）提供以下特定于服务的资源、操作和条件上下
文密钥，以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 物联网任务定义的操作 DataPlane

• AWS 物联网任务定义的资源类型 DataPlane

• AWS 物联网任务的条件密钥 DataPlane

AWS 物联网任务定义的操作 DataPlane

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

thing*     DescribeJ 
obExecution

授予描述作业执行的权限 读取

  iot:JobId  

 GetPendin 
gJobExecu 
tions

授予获取未处于终端状态的事
物的所有作业列表的权限

读取 thing*    

 StartNext 
PendingJo 
bExecution

授予权限，以为事物获取和启
动下一个待处理作业执行

写入 thing*    

thing*     UpdateJob 
Execution

授予更新作业执行的权限 写入

  iot:JobId  
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reference_policies_actions-resources-contextkeys.html#actions_table
#awsiotjobsdataplane-thing
https://docs.aws.amazon.com/iot/latest/apireference/API_iot-jobs-data_DescribeJobExecution.html
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#awsiotjobsdataplane-thing
https://docs.aws.amazon.com/iot/latest/apireference/API_iot-jobs-data_UpdateJobExecution.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iot-jobs-data_UpdateJobExecution.html
#awsiotjobsdataplane-iot_JobId
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AWS 物联网任务定义的资源类型 DataPlane

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 thing arn:${Partition}:iot:${Region}:${Acc 
ount}:thing/${ThingName}

 

AWS 物联网任务的条件密钥 DataPlane

AWS IoT Jobs DataPlane 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 iot:JobId 按 jobid 筛选 iotjobsdata: 和 iotjobsdata 的访问权限：Des 
cribeJobExecution UpdateJobExecution APIs

字符串

AWS 物联网托管集成的操作、资源和条件密钥

AWS IoT 托管集成（服务前缀:iotmanagedintegrations）提供以下特定于服务的资源、操作和条
件上下文密钥，用于 IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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• 由 AWS IoT 托管集成定义的操作

• 由 AWS IoT 托管集成定义的资源类型

• AWS 物联网托管集成的条件密钥

由 AWS IoT 托管集成定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAcc 
ountAssoc 
iation

授予创建新账户关联的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iotmanage 
dintegrat 
ions:conn 
ectorDest 
inationId

 

 CreateClo 
udConnector

授予创建新云连接器的权限 写入      

 CreateCon 
nectorDes 
tination

授予创建新连接器目标的权限 写入   iotmanage 
dintegrat 
ions:clou 
dConnecto 
rId

 

 CreateCre 
dentialLocker

授予创建产品凭证柜的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDes 
tination

授予创建新目的地的权限 写入      

AWS 物联网托管集成 2382
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#awsiotmanagedintegrations-aws_TagKeys
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_CreateDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_CreateDestination.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateEve 
ntLogConf 
iguration

授予创建新事件配置的权限 写入      

credentia 
l-locker

    CreateMan 
agedThing

授予创建新的托管事物的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateNot 
ification 
Configuration

授予创建新通知配置的权限 写入      

 CreateOta 
Task

授予创建新 ota 任务的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateOta 
TaskConfi 
guration

授予创建新 ota 任务配置的权
限

写入      

 CreatePro 
visioning 
Profile

授予创建新配置文件的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_CreateNotificationConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_CreateOtaTask.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_CreateOtaTask.html
#awsiotmanagedintegrations-aws_RequestTag___TagKey_
#awsiotmanagedintegrations-aws_RequestTag___TagKey_
#awsiotmanagedintegrations-aws_RequestTag___TagKey_
#awsiotmanagedintegrations-aws_TagKeys
#awsiotmanagedintegrations-aws_TagKeys
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_CreateOtaTaskConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_CreateOtaTaskConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_CreateOtaTaskConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_CreateProvisioningProfile.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_CreateProvisioningProfile.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_CreateProvisioningProfile.html
#awsiotmanagedintegrations-aws_RequestTag___TagKey_
#awsiotmanagedintegrations-aws_RequestTag___TagKey_
#awsiotmanagedintegrations-aws_RequestTag___TagKey_
#awsiotmanagedintegrations-aws_TagKeys
#awsiotmanagedintegrations-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAcc 
ountAssoc 
iation

授予删除账户关联的权限 写入 account-
a 
ssociatio 
n*

   

 DeleteClo 
udConnector

授予删除云连接器的权限 写入   iotmanage 
dintegrat 
ions:clou 
dConnecto 
rId

 

 DeleteCon 
nectorDes 
tination

授予删除连接器目标的权限 写入      

 DeleteCre 
dentialLocker

授予删除凭证柜的权限 写入 credentia 
l-locker*

   

 DeleteDes 
tination

授予删除目标的权限 写入      

 DeleteEve 
ntLogConf 
iguration

授予删除事件日志配置的权限 写入      

 DeleteMan 
agedThing

授予删除托管事物的权限 写入 managed-
thing*

   

 DeleteNot 
ification 
Configuration

授予删除通知配置的权限 写入      

 DeleteOta 
Task

授予删除 ota 任务的权限 写入 ota-task*    
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https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteAccountAssociation.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteAccountAssociation.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteAccountAssociation.html
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteCloudConnector.html
#awsiotmanagedintegrations-iotmanagedintegrations_cloudConnectorId
#awsiotmanagedintegrations-iotmanagedintegrations_cloudConnectorId
#awsiotmanagedintegrations-iotmanagedintegrations_cloudConnectorId
#awsiotmanagedintegrations-iotmanagedintegrations_cloudConnectorId
#awsiotmanagedintegrations-iotmanagedintegrations_cloudConnectorId
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteConnectorDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteConnectorDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteConnectorDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteCredentialLocker.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteCredentialLocker.html
#awsiotmanagedintegrations-credential-locker
#awsiotmanagedintegrations-credential-locker
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteEventLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteEventLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteEventLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteManagedThing.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteManagedThing.html
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteNotificationConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteNotificationConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteNotificationConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteOtaTask.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteOtaTask.html
#awsiotmanagedintegrations-ota-task


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteOta 
TaskConfi 
guration

授予删除 ota 任务配置的权限 写入      

 DeletePro 
visioning 
Profile

授予删除配置文件的权限 写入 provision 
ing-profi 
le*

   

account-
a 
ssociatio 
n*

    Deregiste 
rAccountA 
ssociation

授予取消注册账户关联的权限 写入

managed-
thing*

   

 GetAccoun 
tAssociation

授予获取账户关联信息的权限 读取 account-
a 
ssociatio 
n*

   

 GetCloudC 
onnector

授予获取云连接器相关信息的
权限

读取      

 GetConnec 
torDestination

授予获取有关云目的地信息的
权限

读取      

 GetCreden 
tialLocker

授予获取有关凭证柜信息的权
限

读取 credentia 
l-locker*

   

 GetCustom 
Endpoint

授予获取有关自定义终端节点
信息的权限

读取      
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https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteOtaTaskConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteOtaTaskConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteOtaTaskConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteProvisioningProfile.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteProvisioningProfile.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeleteProvisioningProfile.html
#awsiotmanagedintegrations-provisioning-profile
#awsiotmanagedintegrations-provisioning-profile
#awsiotmanagedintegrations-provisioning-profile
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeregisterAccountAssociation.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeregisterAccountAssociation.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_DeregisterAccountAssociation.html
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetAccountAssociation.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetAccountAssociation.html
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetConnectorDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetConnectorDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetCredentialLocker.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetCredentialLocker.html
#awsiotmanagedintegrations-credential-locker
#awsiotmanagedintegrations-credential-locker
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetCustomEndpoint.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetCustomEndpoint.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDefaul 
tEncrypti 
onConfigu 
ration

授予获取有关默认加密配置信
息的权限

读取      

 GetDestin 
ation

授予获取有关目的地信息的权
限

读取      

 GetDevice 
Discovery

授予获取有关设备发现信息的
权限

读取      

 GetEventL 
ogConfigu 
ration

授予获取有关事件日志配置信
息的权限

读取      

 GetHubCon 
figuration

授予获取有关集线器配置信息
的权限

读取      

 GetManage 
dThing

授予获取有关托管事物的信息
的权限

读取 managed-
thing*

   

 GetManage 
dThingCap 
abilities

授予获取托管事物的能力报告
的权限

读取 managed-
thing*

   

 GetManage 
dThingCon 
nectivityData

授予获取托管事物的连接数据
的权限

读取 managed-
thing*

   

 GetManage 
dThingMet 
aData

授予获取托管事物的元数据信
息的权限

读取 managed-
thing*

   

 GetManage 
dThingState

授予获取托管事物的设备状态
信息的权限

读取 managed-
thing*
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https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetDeviceDiscovery.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetDeviceDiscovery.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetEventLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetEventLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetEventLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetHubConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetHubConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetManagedThing.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetManagedThing.html
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetManagedThingCapabilities.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetManagedThingCapabilities.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetManagedThingCapabilities.html
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetManagedThingConnectivityData.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetManagedThingConnectivityData.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetManagedThingConnectivityData.html
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetManagedThingMetaData.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetManagedThingMetaData.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetManagedThingMetaData.html
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetManagedThingState.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetManagedThingState.html
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetNotifi 
cationCon 
figuration

授予获取通知配置信息的权限 读取      

 GetOtaTask 授予获取 ota 任务信息的权限 读取 ota-task*    

 GetOtaTas 
kConfigur 
ation

授予获取 ota 任务配置信息的
权限

读取      

 GetProvis 
ioningProfile

授予获取配置文件信息的权限 读取 provision 
ing-profi 
le*

   

 GetRuntim 
eLogConfi 
guration

授予获取运行时日志配置信息
的权限

读取      

 GetSchema 
Version

授予获取架构版本信息的权限 读取      

 ListAccou 
ntAssocia 
tions

授予列出账户关联信息的权限 列表      

 ListCloud 
Connectors

授予列出云连接器信息的权限 列表      

 ListConne 
ctorDesti 
nations

授予列出连接器目标信息的权
限

列表      

 ListCrede 
ntialLockers

授予列出凭证储物柜信息的权
限

列表      
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https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetNotificationConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetNotificationConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetNotificationConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetOtaTask.html
#awsiotmanagedintegrations-ota-task
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetOtaTaskConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetOtaTaskConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetOtaTaskConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetProvisioningProfile.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetProvisioningProfile.html
#awsiotmanagedintegrations-provisioning-profile
#awsiotmanagedintegrations-provisioning-profile
#awsiotmanagedintegrations-provisioning-profile
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetRuntimeLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetRuntimeLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetRuntimeLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetSchemaVersion.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_GetSchemaVersion.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListAccountAssociations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListAccountAssociations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListAccountAssociations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListConnectorDestinations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListConnectorDestinations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListConnectorDestinations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListCredentialLockers.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListCredentialLockers.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDesti 
nations

授予列出目的地信息的权限 列表      

 ListDevic 
eDiscoveries

授予列出设备发现信息的权限 列表      

 ListDisco 
veredDevices

授予列出在设备发现中发现的
设备信息的权限

读取      

 ListEvent 
LogConfig 
urations

授予列出事件日志配置信息的
权限

读取      

 ListManag 
edThingAc 
countAsso 
ciations

授予列出托管事物与账户关联
之间关联信息的权限

列表      

 ListManag 
edThingSc 
hemas

授予列出与托管事物关联的架
构的权限

读取 managed-
thing*

   

 ListManag 
edThings

授予列出托管事物的信息的权
限

列表      

 ListNotif 
icationCo 
nfigurations

授予列出通知配置信息的权限 读取      

 ListOtaTa 
skConfigu 
rations

授予列出 ota 任务配置信息的
权限

读取      

 ListOtaTa 
skExecutions

授予列出 ota 任务执行信息的
权限

读取 ota-task*    
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https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListDestinations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListDestinations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListDeviceDiscoveries.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListDeviceDiscoveries.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListDiscoveredDevices.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListDiscoveredDevices.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListEventLogConfigurations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListEventLogConfigurations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListEventLogConfigurations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListManagedThingAccountAssociations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListManagedThingAccountAssociations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListManagedThingAccountAssociations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListManagedThingAccountAssociations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListManagedThingSchemas.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListManagedThingSchemas.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListManagedThingSchemas.html
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListManagedThings.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListManagedThings.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListNotificationConfigurations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListNotificationConfigurations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListNotificationConfigurations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListOtaTaskConfigurations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListOtaTaskConfigurations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListOtaTaskConfigurations.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListOtaTaskExecutions.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListOtaTaskExecutions.html
#awsiotmanagedintegrations-ota-task


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListOtaTasks 授予列出 ota 任务信息的权限 列表      

 ListProvi 
sioningPr 
ofiles

授予列出配置文件信息的权限 列表      

 ListSchem 
aVersions

授予列出架构信息的权限 列表      

account-
a 
ssociatio 
n

   

credentia 
l-locker

   

managed-
thing

   

ota-task    

provision 
ing-profi 
le

   

 ListTagsF 
orResource

授予列出指定资源的标签的权
限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 PutDefaul 
tEncrypti 
onConfigu 
ration

授予更新加密配置默认设置的
权限

写入      
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https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListOtaTasks.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListProvisioningProfiles.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListProvisioningProfiles.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListProvisioningProfiles.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListSchemaVersions.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListSchemaVersions.html
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-credential-locker
#awsiotmanagedintegrations-credential-locker
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-ota-task
#awsiotmanagedintegrations-provisioning-profile
#awsiotmanagedintegrations-provisioning-profile
#awsiotmanagedintegrations-provisioning-profile
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ListTagsForResource.html
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_PutDefaultEncryptionConfiguration.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutHubCon 
figuration

授予更新中心配置的权限 写入      

 PutRuntim 
eLogConfi 
guration

授予更新运行时日志配置的权
限

写入      

account-
a 
ssociatio 
n*

    RegisterA 
ccountAss 
ociation

授予注册与托管事物的账户关
联的权限

写入

managed-
thing*

   

 RegisterC 
ustomEndp 
oint

授予注册自定义终端节点的权
限

写入      

 ResetRunt 
imeLogCon 
figuration

授予重置运行时日志配置的权
限

写入      

 SendConne 
ctorEvent

授予发送连接器事件的权限 写入      

managed-
thing*

    SendManag 
edThingCo 
mmand

授予向托管事物发送命令的权
限

写入

account-
a 
ssociatio 
n

   

AWS 物联网托管集成 2390

https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_PutHubConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_PutHubConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_PutRuntimeLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_PutRuntimeLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_PutRuntimeLogConfiguration.html
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_RegisterAccountAssociation.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_RegisterAccountAssociation.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_RegisterAccountAssociation.html
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ResetRuntimeLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ResetRuntimeLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_ResetRuntimeLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_SendConnectorEvent.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_SendConnectorEvent.html
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_SendManagedThingCommand.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_SendManagedThingCommand.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_SendManagedThingCommand.html
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartAcco 
untAssoci 
ationRefresh

授予开始刷新与账户关联关联
的访问令牌的权限

写入 account-
a 
ssociatio 
n*

   

account-
a 
ssociatio 
n

    StartDevi 
ceDiscovery

授予启动设备发现的权限 写入

managed-
thing

   

account-
a 
ssociatio 
n

   

credentia 
l-locker

   

managed-
thing

   

ota-task    

 TagResour 
ce

授予为指定资源添加标签的权
限

标记

provision 
ing-profi 
le
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https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_StartAccountAssociationRefresh.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_StartAccountAssociationRefresh.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_StartAccountAssociationRefresh.html
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_StartDeviceDiscovery.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_StartDeviceDiscovery.html
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-credential-locker
#awsiotmanagedintegrations-credential-locker
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-ota-task
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_TagResource.html
#awsiotmanagedintegrations-provisioning-profile
#awsiotmanagedintegrations-provisioning-profile
#awsiotmanagedintegrations-provisioning-profile
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

account-
a 
ssociatio 
n

   

credentia 
l-locker

   

managed-
thing

   

ota-task    

provision 
ing-profi 
le

   

 UntagReso 
urce

授予删除指定资源标签的权限 标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys
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#awsiotmanagedintegrations-aws_RequestTag___TagKey_
#awsiotmanagedintegrations-aws_RequestTag___TagKey_
#awsiotmanagedintegrations-aws_RequestTag___TagKey_
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
#awsiotmanagedintegrations-aws_TagKeys
#awsiotmanagedintegrations-aws_TagKeys
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-credential-locker
#awsiotmanagedintegrations-credential-locker
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-ota-task
#awsiotmanagedintegrations-provisioning-profile
#awsiotmanagedintegrations-provisioning-profile
#awsiotmanagedintegrations-provisioning-profile
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UntagResource.html
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
#awsiotmanagedintegrations-aws_TagKeys
#awsiotmanagedintegrations-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAcc 
ountAssoc 
iation

授予更新账户关联的权限 写入 account-
a 
ssociatio 
n*

   

 UpdateClo 
udConnector

授予更新云连接器的权限 写入   iotmanage 
dintegrat 
ions:clou 
dConnecto 
rId

 

 UpdateCon 
nectorDes 
tination

授予更新连接器目标的权限 写入      

 UpdateDes 
tination

授予权限以更新目标 写入      

 UpdateEve 
ntLogConf 
iguration

授予更新事件日志配置的权限 写入      

managed-
thing*

    UpdateMan 
agedThing

授予更新托管事物的权限 写入

credentia 
l-locker

   

 UpdateNot 
ification 
Configuration

授予更新通知配置的权限 写入      

 UpdateOta 
Task

授予更新 ota 任务的权限 写入 ota-task*    
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https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateAccountAssociation.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateAccountAssociation.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateAccountAssociation.html
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
#awsiotmanagedintegrations-account-association
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateCloudConnector.html
#awsiotmanagedintegrations-iotmanagedintegrations_cloudConnectorId
#awsiotmanagedintegrations-iotmanagedintegrations_cloudConnectorId
#awsiotmanagedintegrations-iotmanagedintegrations_cloudConnectorId
#awsiotmanagedintegrations-iotmanagedintegrations_cloudConnectorId
#awsiotmanagedintegrations-iotmanagedintegrations_cloudConnectorId
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateConnectorDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateConnectorDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateConnectorDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateEventLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateEventLogConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateEventLogConfiguration.html
#awsiotmanagedintegrations-managed-thing
#awsiotmanagedintegrations-managed-thing
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateManagedThing.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateManagedThing.html
#awsiotmanagedintegrations-credential-locker
#awsiotmanagedintegrations-credential-locker
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateNotificationConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateNotificationConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateNotificationConfiguration.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateOtaTask.html
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/API_UpdateOtaTask.html
#awsiotmanagedintegrations-ota-task
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由 AWS IoT 托管集成定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 account-a 
ssociation

arn:${Partition}:iotmanagedintegrati 
ons:${Region}:${Account}:account-ass 
ociation/${AccountAssociationId}

aws:ResourceTag/${ 
TagKey}

 credential-
locker

arn:${Partition}:iotmanagedintegrati 
ons:${Region}:${Account}:credential- 
locker/${Identifier}

aws:ResourceTag/${ 
TagKey}

 managed-t 
hing

arn:${Partition}:iotmanagedintegrati 
ons:${Region}:${Account}:managed-thi 
ng/${Identifier}

aws:ResourceTag/${ 
TagKey}

 ota-task arn:${Partition}:iotmanagedintegrati 
ons:${Region}:${Account}:ota-task/${ 
Identifier}

aws:ResourceTag/${ 
TagKey}

 provisioning-
profile

arn:${Partition}:iotmanagedintegrati 
ons:${Region}:${Account}:provisionin 
g-profile/${Identifier}

aws:ResourceTag/${ 
TagKey}

AWS 物联网托管集成的条件密钥

AWS IoT 托管集成定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/
https://docs.aws.amazon.com/iotmanagedintegrations/latest/APIReference/
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
#awsiotmanagedintegrations-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 iotmanage 
dintegrat 
ions:clou 
dConnectorId

按以下方式筛选访问权限 CloudConnectorId 字符串

 iotmanage 
dintegrat 
ions:conn 
ectorDest 
inationId

按以下方式筛选访问权限 ConnectorDestinationId 字符串

AWS 物联网的操作、资源和条件键 SiteWise

AWS IoT SiteWise （服务前缀:iotsitewise）提供以下特定于服务的资源、操作和条件上下文密钥
以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS 物联网定义的操作 SiteWise

• AWS 物联网定义的资源类型 SiteWise
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-policy-keys
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/security-iam.html
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• AWS 物联网的条件密钥 SiteWise

由 AWS 物联网定义的操作 SiteWise

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Assets

授予权限以通过层次结构将子
资产与父资产关联

写入 asset*    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_AssociateAssets.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_AssociateAssets.html
#awsiotsitewise-asset
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

asset*     Associate 
TimeSerie 
sToAssetP 
roperty

授予权限以将时间序列与资产
属性关联起来

写入

time-seri 
es*

   

 BatchAsso 
ciateProj 
ectAssets

授予权限以将资产关联到项目 Write project*    

 BatchDisa 
ssociateP 
rojectAssets

授予权限以取消资产与项目的
关联

写入 project*    

asset     BatchGetA 
ssetPrope 
rtyAggreg 
ates

授予权限以检索多个资产属性
的计算聚合

读取

time-seri 
es

   

asset     BatchGetA 
ssetPrope 
rtyValue

授予权限以检索多个资产属性
的最新值

读取

time-seri 
es

   

asset     BatchGetA 
ssetPrope 
rtyValueH 
istory

授予权限以检索多个资产属性
的值历史记录

读取

time-seri 
es

   

asset     BatchPutA 
ssetPrope 
rtyValue

授予权限以便为资产属性放置
属性值

Write

time-seri 
es

   

 CreateAcc 
essPolicy

授予权限以便为门户或项目创
建访问策略

Write portal    
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#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_AssociateTimeSeriesToAssetProperty.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_AssociateTimeSeriesToAssetProperty.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_AssociateTimeSeriesToAssetProperty.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_AssociateTimeSeriesToAssetProperty.html
#awsiotsitewise-time-series
#awsiotsitewise-time-series
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchAssociateProjectAssets.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchAssociateProjectAssets.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchAssociateProjectAssets.html
#awsiotsitewise-project
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchDisassociateProjectAssets.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchDisassociateProjectAssets.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchDisassociateProjectAssets.html
#awsiotsitewise-project
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchGetAssetPropertyAggregates.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchGetAssetPropertyAggregates.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchGetAssetPropertyAggregates.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchGetAssetPropertyAggregates.html
#awsiotsitewise-time-series
#awsiotsitewise-time-series
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchGetAssetPropertyValue.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchGetAssetPropertyValue.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchGetAssetPropertyValue.html
#awsiotsitewise-time-series
#awsiotsitewise-time-series
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchGetAssetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchGetAssetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchGetAssetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchGetAssetPropertyValueHistory.html
#awsiotsitewise-time-series
#awsiotsitewise-time-series
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchPutAssetPropertyValue.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchPutAssetPropertyValue.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchPutAssetPropertyValue.html
#awsiotsitewise-time-series
#awsiotsitewise-time-series
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateAccessPolicy.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateAccessPolicy.html
#awsiotsitewise-portal


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

project    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

asset-
model*

    CreateAsset 授予权限以从资产模型创建资
产

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateAss 
etModel

授予权限以创建资产模型 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateAss 
etModelCo 
mpositeMo 
del

授予在资产模型中创建资产模
型复合模型的权限

写入 asset-
model*

   

 CreateBul 
kImportJob

授予权限以创建批量导入任务 写入      
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#awsiotsitewise-project
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateAsset.html
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-aws_TagKeys
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateAssetModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateAssetModel.html
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-aws_TagKeys
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateAssetModelCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateAssetModelCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateAssetModelCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateAssetModelCompositeModel.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateBulkImportJob.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateBulkImportJob.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

asset    

asset-
model

   

 CreateCom 
putationM 
odel

授予创建计算模型的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

project*     CreateDas 
hboard

授予权限以在项目中创建控制
面板

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDat 
aset

授予创建数据集的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateGat 
eway

授予权限以创建网关 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsiotsitewise-asset
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateComputationModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateComputationModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateComputationModel.html
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-project
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateDashboard.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateDashboard.html
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-aws_TagKeys
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateDataset.html
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-aws_TagKeys
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateGateway.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateGateway.html
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePortal 授予权限以创建门户 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

sso:Creat 
eManagedA 
pplicatio 
nInstance

sso:Descr 
ibeRegist 
eredRegio 
ns

portal*     CreatePro 
ject

授予权限以在门户中创建项目 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAcc 
essPolicy

授予权限以删除访问策略 Write access-
policy*

   

 DeleteAsset 授予权限以删除资产 Write asset*    

 DeleteAss 
etModel

授予权限以删除资产模型 写入 asset-
model*

   

 DeleteAss 
etModelCo 
mpositeMo 
del

授予删除资产模型复合模型的
权限

写入 asset-
model*
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https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreatePortal.html
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-portal
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateProject.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateProject.html
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-aws_TagKeys
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteAccessPolicy.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteAccessPolicy.html
#awsiotsitewise-access-policy
#awsiotsitewise-access-policy
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteAsset.html
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteAssetModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteAssetModel.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteAssetModelCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteAssetModelCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteAssetModelCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteAssetModelCompositeModel.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAss 
etModelIn 
terfaceRe 
lationship

授予删除资产模型和接口之间
关系的权限

写入 asset-
model*

   

 DeleteCom 
putationM 
odel

授予删除计算模型的权限 写入 computati 
on-
model*

   

 DeleteDas 
hboard

授予权限以删除控制面板 写入 dashboard 
*

   

 DeleteDat 
aset

授予删除数据库的权限 写入 dataset*    

 DeleteGat 
eway

授予权限以删除网关 Write gateway*    

 DeletePortal 授予权限以删除门户 Write portal*   sso:Delet 
eManagedA 
pplicatio 
nInstance

 DeletePro 
ject

授予权限以删除项目 写入 project*    

asset     DeleteTim 
eSeries

授予删除时间序列的权限 写入

time-seri 
es

   

 DescribeA 
ccessPolicy

授予权限以描述访问策略 读取 access-
policy*
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https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteAssetModelInterfaceRelationship.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteAssetModelInterfaceRelationship.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteAssetModelInterfaceRelationship.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteAssetModelInterfaceRelationship.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteComputationModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteComputationModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteComputationModel.html
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteDashboard.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteDashboard.html
#awsiotsitewise-dashboard
#awsiotsitewise-dashboard
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteDataset.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteDataset.html
#awsiotsitewise-dataset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteGateway.html
#awsiotsitewise-gateway
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeletePortal.html
#awsiotsitewise-portal
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteProject.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteProject.html
#awsiotsitewise-project
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteTimeSeries.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DeleteTimeSeries.html
#awsiotsitewise-time-series
#awsiotsitewise-time-series
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAccessPolicy.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAccessPolicy.html
#awsiotsitewise-access-policy
#awsiotsitewise-access-policy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

asset     DescribeA 
ction

授予描述操作的权限 读取

computati 
on-model

   

 DescribeA 
sset

授予权限以描述资产 读取 asset*    

 DescribeA 
ssetCompo 
siteModel

授予描述资产复合模型的权限 读取 asset*    

 DescribeA 
ssetModel

授予权限以描述资产模型 读取 asset-
model*

   

 DescribeA 
ssetModel 
Composite 
Model

授予描述资产模型复合模型的
权限

读取 asset-
model*

   

 DescribeA 
ssetModel 
Interface 
Relationship

授予描述资产模型和接口之间
关系的权限

读取 asset-
model*

   

 DescribeA 
ssetProperty

授予权限以描述资产属性 读取 asset*    

 DescribeB 
ulkImportJob

授予权限以描述批量导入任务 读取      

 DescribeC 
omputatio 
nModel

授予描述计算模型的权限 读取 computati 
on-
model*
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#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAction.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAction.html
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAsset.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAsset.html
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetCompositeModel.html
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetModel.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetModelCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetModelCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetModelCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetModelCompositeModel.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetModelInterfaceRelationship.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetModelInterfaceRelationship.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetModelInterfaceRelationship.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetModelInterfaceRelationship.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetProperty.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeAssetProperty.html
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeBulkImportJob.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeBulkImportJob.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeComputationModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeComputationModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeComputationModel.html
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

computati 
on-
model*

    DescribeC 
omputatio 
nModelExe 
cutionSum 
mary

授予描述计算模型执行摘要的
权限

读取

asset    

 DescribeD 
ashboard

授予权限以描述控制面板 读取 dashboard 
*

   

 DescribeD 
ataset

授予描述数据集的权限 读取 dataset*    

 DescribeD 
efaultEnc 
ryptionCo 
nfiguration

授予描述默认加密配置的权限 
AWS 账户

读取      

 DescribeE 
xecution

授予描述执行的权限 读取      

 DescribeG 
ateway

授予权限以描述网关 Read gateway*    

 DescribeG 
atewayCap 
abilityCo 
nfiguration

授予权限以描述网关的功能配
置

读取 gateway*    

 DescribeL 
oggingOpt 
ions

授予描述日志选项的权限 AWS 
账户

读取      

 DescribeP 
ortal

授予权限以描述门户 Read portal*    
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#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeComputationModelExecutionSummary.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeComputationModelExecutionSummary.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeComputationModelExecutionSummary.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeComputationModelExecutionSummary.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeComputationModelExecutionSummary.html
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeDashboard.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeDashboard.html
#awsiotsitewise-dashboard
#awsiotsitewise-dashboard
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeDataset.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeDataset.html
#awsiotsitewise-dataset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeExecution.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeExecution.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeGateway.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeGateway.html
#awsiotsitewise-gateway
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeGatewayCapabilityConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeGatewayCapabilityConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeGatewayCapabilityConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeGatewayCapabilityConfiguration.html
#awsiotsitewise-gateway
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeLoggingOptions.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeLoggingOptions.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeLoggingOptions.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribePortal.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribePortal.html
#awsiotsitewise-portal


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeP 
roject

授予权限以描述项目 读取 project*    

 DescribeS 
torageCon 
figuration

授予描述存储配置的权限 AWS 
账户

读取      

asset    

time-seri 
es

   

 DescribeT 
imeSeries

授予描述时间序列的权限 读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Disassoci 
ateAssets

授予权限以按层次结构取消子
资产与父资产的关联

写入 asset*    

asset*     Disassoci 
ateTimeSe 
riesFromA 
ssetProperty

授予权限以取消时间序列与资
产属性的关联

写入

time-seri 
es*

   

 EnableSit 
eWiseInte 
gration [仅权
限]

授予允许 IoT 与其他服务 
SiteWise 集成的权限

写入      

 ExecuteAc 
tion

授予执行操作的权限 写入 asset    
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https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeProject.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeProject.html
#awsiotsitewise-project
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeStorageConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeStorageConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeStorageConfiguration.html
#awsiotsitewise-asset
#awsiotsitewise-time-series
#awsiotsitewise-time-series
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeTimeSeries.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeTimeSeries.html
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-aws_TagKeys
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DisassociateAssets.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DisassociateAssets.html
#awsiotsitewise-asset
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DisassociateTimeSeriesFromAssetProperty.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DisassociateTimeSeriesFromAssetProperty.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DisassociateTimeSeriesFromAssetProperty.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DisassociateTimeSeriesFromAssetProperty.html
#awsiotsitewise-time-series
#awsiotsitewise-time-series
$%7BUserGuideDocPage%7D/integrate-tm.html
$%7BUserGuideDocPage%7D/integrate-tm.html
$%7BUserGuideDocPage%7D/integrate-tm.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ExecuteAction.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ExecuteAction.html
#awsiotsitewise-asset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

computati 
on-model

   

 ExecuteQu 
ery

授予权限以执行查询 读取      

asset     GetAssetP 
ropertyAg 
gregates

授予权限以检索资产属性的计
算聚合

Read

time-seri 
es

   

asset     GetAssetP 
ropertyValue

授予权限以检索资产属性的最
新值

Read

time-seri 
es

   

asset     GetAssetP 
ropertyVa 
lueHistory

授予权限以检索资产属性的值
历史记录

读取

time-seri 
es

   

asset     GetInterp 
olatedAss 
etPropert 
yValues

授予权限以检索资产属性的内
插值

读取

time-seri 
es

   

 InvokeAss 
istant

授予调用助手的权限 读取      

portal     ListAcces 
sPolicies

授予权限以列出身份或资源的
所有访问策略

列表

project    

 ListActions 授予列出所有操作的权限 列表 asset    
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#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ExecuteQuery.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ExecuteQuery.html
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_GetAssetPropertyAggregates.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_GetAssetPropertyAggregates.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_GetAssetPropertyAggregates.html
#awsiotsitewise-time-series
#awsiotsitewise-time-series
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_GetAssetPropertyValue.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_GetAssetPropertyValue.html
#awsiotsitewise-time-series
#awsiotsitewise-time-series
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_GetAssetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_GetAssetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_GetAssetPropertyValueHistory.html
#awsiotsitewise-time-series
#awsiotsitewise-time-series
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_GetInterpolatedAssetPropertyValues.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_GetInterpolatedAssetPropertyValues.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_GetInterpolatedAssetPropertyValues.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_GetInterpolatedAssetPropertyValues.html
#awsiotsitewise-time-series
#awsiotsitewise-time-series
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_InvokeAssistant.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_InvokeAssistant.html
#awsiotsitewise-portal
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAccessPolicies.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAccessPolicies.html
#awsiotsitewise-project
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListActions.html
#awsiotsitewise-asset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

computati 
on-model

   

 ListAsset 
ModelComp 
ositeModels

授予列出所有资产模型复合模
型的权限

列表 asset-
model*

   

 ListAsset 
ModelProp 
erties

授予列出所有资产模型属性的
权限

列表 asset-
model*

   

 ListAsset 
Models

授予权限以列出所有资产模型 列表      

 ListAsset 
Properties

授予列出所有资产属性的权限 列表 asset*    

 ListAsset 
Relationships

授予列出资产的资产关系图的
权限

List asset*    

 ListAssets 授予权限以列出所有资产 列表 asset-
model

   

 ListAssoc 
iatedAssets

授予权限以通过层次结构列出
与资产关联的所有资产

列表 asset*    

 ListBulkI 
mportJobs

授予权限以列出批量导入任务 列表      

 ListCompo 
sitionRel 
ationships

授予列出所有资产模型合成关
系的权限

列表 asset-
model*
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#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssetModelCompositeModels.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssetModelCompositeModels.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssetModelCompositeModels.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssetModelProperties.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssetModelProperties.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssetModelProperties.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssetModels.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssetModels.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssetProperties.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssetProperties.html
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssetRelationships.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssetRelationships.html
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssets.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssociatedAssets.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListAssociatedAssets.html
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListBulkImportJobs.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListBulkImportJobs.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListCompositionRelationships.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListCompositionRelationships.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListCompositionRelationships.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

asset     ListCompu 
tationMod 
elDataBin 
dingUsages

授予列出计算模型数据绑定用
法的权限

列表

asset-
model

   

 ListCompu 
tationMod 
elResolve 
ToResources

授予列出计算模型解析为资源
的权限

列表 computati 
on-
model*

   

 ListCompu 
tationModels

授予列出所有计算模型的权限 列表      

 ListDashb 
oards

授予权限以列出项目中的所有
控制面板

列表 project*    

 ListDatasets 授予列出所有数据集的权限 列表      

asset     ListExecu 
tions

授予列出执行次数的权限 列表

computati 
on-model

   

 ListGatew 
ays

授予权限以列出所有网关 列表      

 ListInter 
faceRelat 
ionships

授予列出接口强制使用的所有
资产模型的权限

列表 asset-
model*

   

 ListPortals 授予权限以列出所有门户 List      

 ListProje 
ctAssets

授予权限以列出与项目关联的
所有资产

List project*    
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https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListComputationModelDataBindingUsages.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListComputationModelDataBindingUsages.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListComputationModelDataBindingUsages.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListComputationModelDataBindingUsages.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListComputationModelResolveToResources.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListComputationModelResolveToResources.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListComputationModelResolveToResources.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListComputationModelResolveToResources.html
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListComputationModels.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListComputationModels.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListDashboards.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListDashboards.html
#awsiotsitewise-project
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListDatasets.html
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListExecutions.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListExecutions.html
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListInterfaceRelationships.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListInterfaceRelationships.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListInterfaceRelationships.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListPortals.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListProjectAssets.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListProjectAssets.html
#awsiotsitewise-project


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListProjects 授予权限以列出门户中的所有
项目

List portal*    

access-
policy

   

asset    

asset-
model

   

computati 
on-model

   

dashboard    

dataset    

gateway    

portal    

project    

time-seri 
es

   

 ListTagsF 
orResource

授予权限以列出资源的所有标
签

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListTimeS 
eries

授予列出时间序列的权限 列表 asset    
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https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListProjects.html
#awsiotsitewise-portal
#awsiotsitewise-access-policy
#awsiotsitewise-access-policy
#awsiotsitewise-asset
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
#awsiotsitewise-dashboard
#awsiotsitewise-dashboard
#awsiotsitewise-dataset
#awsiotsitewise-gateway
#awsiotsitewise-portal
#awsiotsitewise-project
#awsiotsitewise-time-series
#awsiotsitewise-time-series
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListTagsForResource.html
#awsiotsitewise-aws_ResourceTag___TagKey_
#awsiotsitewise-aws_ResourceTag___TagKey_
#awsiotsitewise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListTimeSeries.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_ListTimeSeries.html
#awsiotsitewise-asset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutAssetM 
odelInter 
faceRelat 
ionship

授予在资产模型和接口之间创
建关系的权限

写入 asset-
model*

   

 PutDefaul 
tEncrypti 
onConfigu 
ration

授予设置默认加密配置的权限 
AWS 账户

写入      

 PutLoggin 
gOptions

授予为设置日志记录选项的权
限 AWS 账户

写入      

 PutStorag 
eConfigur 
ation

授予为配置存储设置的权限 
AWS 账户

写入      

access-
policy

   

asset    

asset-
model

   

computati 
on-model

   

dashboard    

dataset    

gateway    

 TagResour 
ce

授予权限以标记资源 Tagging

portal    
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https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_PutAssetModelInterfaceRelationship.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_PutAssetModelInterfaceRelationship.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_PutAssetModelInterfaceRelationship.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_PutAssetModelInterfaceRelationship.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_PutStorageConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_PutStorageConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_PutStorageConfiguration.html
#awsiotsitewise-access-policy
#awsiotsitewise-access-policy
#awsiotsitewise-asset
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
#awsiotsitewise-dashboard
#awsiotsitewise-dashboard
#awsiotsitewise-dataset
#awsiotsitewise-gateway
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_TagResource.html
#awsiotsitewise-portal


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

project    

time-seri 
es

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

access-
policy

   

asset    

asset-
model

   

computati 
on-model

   

dashboard    

dataset    

gateway    

portal    

project    

 UntagReso 
urce

授予权限以取消标记资源 Tagging

time-seri 
es

   

AWS IoT SiteWise 2410

#awsiotsitewise-project
#awsiotsitewise-time-series
#awsiotsitewise-time-series
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-aws_TagKeys
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-aws_RequestTag___TagKey_
#awsiotsitewise-access-policy
#awsiotsitewise-access-policy
#awsiotsitewise-asset
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
#awsiotsitewise-dashboard
#awsiotsitewise-dashboard
#awsiotsitewise-dataset
#awsiotsitewise-gateway
#awsiotsitewise-portal
#awsiotsitewise-project
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UntagResource.html
#awsiotsitewise-time-series
#awsiotsitewise-time-series


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

 UpdateAcc 
essPolicy

授予权限以更新访问策略 Write access-
policy*

   

 UpdateAsset 授予权限以更新资产 Write asset*    

 UpdateAss 
etModel

授予权限以更新资产模型 写入 asset-
model*

   

 UpdateAss 
etModelCo 
mpositeMo 
del

授予更新资产模型复合模型的
权限

写入 asset-
model*

   

 UpdateAss 
etModelPr 
opertyRou 
ting [仅权限]

授予更新 AssetModel 属性路
由的权限

写入 asset-
model*

   

 UpdateAss 
etProperty

授予权限以更新资产属性 写入 asset*    

computati 
on-
model*

   

asset    

 UpdateCom 
putationM 
odel

授予更新计算模型的权限 写入

asset-
model

   

 UpdateDas 
hboard

授予权限以更新控制面板 写入 dashboard 
*
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#awsiotsitewise-aws_TagKeys
#awsiotsitewise-aws_TagKeys
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateAccessPolicy.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateAccessPolicy.html
#awsiotsitewise-access-policy
#awsiotsitewise-access-policy
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateAsset.html
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateAssetModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateAssetModel.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateAssetModelCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateAssetModelCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateAssetModelCompositeModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateAssetModelCompositeModel.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
$%7BUserGuideDocPage%7Dalarms-iam-permissions.html
$%7BUserGuideDocPage%7Dalarms-iam-permissions.html
$%7BUserGuideDocPage%7Dalarms-iam-permissions.html
$%7BUserGuideDocPage%7Dalarms-iam-permissions.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateAssetProperty.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateAssetProperty.html
#awsiotsitewise-asset
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
#awsiotsitewise-computation-model
#awsiotsitewise-asset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateComputationModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateComputationModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateComputationModel.html
#awsiotsitewise-asset-model
#awsiotsitewise-asset-model
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateDashboard.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateDashboard.html
#awsiotsitewise-dashboard
#awsiotsitewise-dashboard


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateDat 
aset

授予更新数据集的权限 写入 dataset*    

 UpdateGat 
eway

授予权限以更新网关 Write gateway*    

 UpdateGat 
ewayCapab 
ilityConf 
iguration

授予权限以更新网关的功能配
置

Write gateway*    

 UpdatePortal 授予权限以更新门户 Write portal*    

 UpdatePro 
ject

授予权限以更新项目 写入 project*    

AWS 物联网定义的资源类型 SiteWise

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 asset arn:${Partition}:iotsitewise:${Regio 
n}:${Account}:asset/${AssetId}

aws:ResourceTag/${ 
TagKey}

 asset-model arn:${Partition}:iotsitewise:${Regio 
n}:${Account}:asset-model/${AssetMod 
elId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateDataset.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateDataset.html
#awsiotsitewise-dataset
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateGateway.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateGateway.html
#awsiotsitewise-gateway
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateGatewayCapabilityConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateGatewayCapabilityConfiguration.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateGatewayCapabilityConfiguration.html
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#awsiotsitewise-gateway
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https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateProject.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_UpdateProject.html
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateAsset.html
#awsiotsitewise-aws_ResourceTag___TagKey_
#awsiotsitewise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateAssetModel.html
#awsiotsitewise-aws_ResourceTag___TagKey_
#awsiotsitewise-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 time-series arn:${Partition}:iotsitewise:${Regio 
n}:${Account}:time-series/${TimeSeri 
esId}

aws:ResourceTag/${ 
TagKey}

 gateway arn:${Partition}:iotsitewise:${Regio 
n}:${Account}:gateway/${GatewayId}

aws:ResourceTag/${ 
TagKey}

 portal arn:${Partition}:iotsitewise:${Regio 
n}:${Account}:portal/${PortalId}

aws:ResourceTag/${ 
TagKey}

 project arn:${Partition}:iotsitewise:${Regio 
n}:${Account}:project/${ProjectId}

aws:ResourceTag/${ 
TagKey}

 dashboard arn:${Partition}:iotsitewise:${Regio 
n}:${Account}:dashboard/${DashboardI 
d}

aws:ResourceTag/${ 
TagKey}

 access-po 
licy

arn:${Partition}:iotsitewise:${Regio 
n}:${Account}:access-policy/${Access 
PolicyId}

aws:ResourceTag/${ 
TagKey}

 dataset arn:${Partition}:iotsitewise:${Regio 
n}:${Account}:dataset/${DatasetId}

aws:ResourceTag/${ 
TagKey}

 computation-
model

arn:${Partition}:iotsitewise:${Regio 
n}:${Account}:computation-model/${Co 
mputationModelId}

aws:ResourceTag/${ 
TagKey}

AWS 物联网的条件密钥 SiteWise

AWS IoT SiteWise 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_DescribeTimeSeries.html
#awsiotsitewise-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateGateway.html
#awsiotsitewise-aws_ResourceTag___TagKey_
#awsiotsitewise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreatePortal.html
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https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateDashboard.html
#awsiotsitewise-aws_ResourceTag___TagKey_
#awsiotsitewise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateAccessPolicy.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateAccessPolicy.html
#awsiotsitewise-aws_ResourceTag___TagKey_
#awsiotsitewise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateDataset.html
#awsiotsitewise-aws_ResourceTag___TagKey_
#awsiotsitewise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateComputationModel.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_CreateComputationModel.html
#awsiotsitewise-aws_ResourceTag___TagKey_
#awsiotsitewise-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html


服务授权参考 服务授权参考

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签筛选访问 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString

 iotsitewi 
se:assetH 
ierarchyPath

按资产层次结构路径筛选访问权限，该路径是资产层次结
构 IDs 中的资产字符串，每个路径由正斜杠隔开

字符串

 iotsitewi 
se:childAssetId

按与父资产关联的子资产的 ID 筛选访问权限 字符串

 iotsitewi 
se:group

按 AWS 单点登录群组的 ID 筛选访问权限 字符串

 iotsitewise:iam 按 AWS IAM 身份的 ID 筛选访问权限 字符串

 iotsitewi 
se:isAsso 
ciatedWit 
hAssetProperty

按与资产属性关联或不关联的数据流筛选访问权限 字符串

 iotsitewise:portal 按门户 ID 筛选访问 字符串

 iotsitewi 
se:project

按项目 ID 筛选访问 字符串

 iotsitewi 
se:propertyAlias

按属性别名筛选访问权限 字符串

 iotsitewi 
se:propertyId

按资产属性的 ID 筛选访问 字符串
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 iotsitewise:user 按 AWS 单点登录用户的 ID 筛选访问权限 字符串

AWS 物联网的操作、资源和条件键 TwinMaker

AWS IoT TwinMaker （服务前缀:iottwinmaker）提供以下特定于服务的资源、操作和条件上下文密
钥以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS 物联网定义的操作 TwinMaker

• AWS 物联网定义的资源类型 TwinMaker

• AWS 物联网的条件密钥 TwinMaker

由 AWS 物联网定义的操作 TwinMaker

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workspace 
*

  iottwinma 
ker:GetCo 
mponentTy 
pe

iottwinma 
ker:GetEn 
tity

iottwinma 
ker:GetWo 
rkspace

 BatchPutP 
ropertyValues

授予为多个时间序列属性设置
值的权限

写入

entity    

 CancelMet 
adataTran 
sferJob

授予取消元数据传输作业的权
限

写入 metadataT 
ransferJo 
b*

   

 CreateCom 
ponentType

授予创建 componentType 的
权限

写入 workspace 
*
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reference_policies_actions-resources-contextkeys.html#actions_table
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_BatchPutPropertyValues.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_BatchPutPropertyValues.html
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CancelMetadataTransferJob.html
#awsiottwinmaker-metadataTransferJob
#awsiottwinmaker-metadataTransferJob
#awsiottwinmaker-metadataTransferJob
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

workspace 
*

    CreateEntity 授予创建实体的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateMet 
adataTran 
sferJob

授予创建元数据传输作业的权
限

写入      

workspace 
*

    CreateScene 授予创建场景的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSyn 
cJob

授予权限以创建同步作业 写入 workspace 
*
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#awsiottwinmaker-aws_RequestTag___TagKey_
#awsiottwinmaker-aws_RequestTag___TagKey_
#awsiottwinmaker-aws_RequestTag___TagKey_
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateMetadataTransferJob.html
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#awsiottwinmaker-aws_RequestTag___TagKey_
#awsiottwinmaker-aws_RequestTag___TagKey_
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#awsiottwinmaker-aws_TagKeys
#awsiottwinmaker-aws_TagKeys
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateSyncJob.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateSyncJob.html
#awsiottwinmaker-workspace
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateWor 
kspace

授予创建工作区的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

component 
Type*

    DeleteCom 
ponentType

授予删除 componentType 的
权限

写入

workspace 
*

   

entity*     DeleteEntity 授予删除实体的权限 写入

workspace 
*

   

scene*     DeleteScene 授予删除场景的权限 写入

workspace 
*

   

syncJob*     DeleteSyn 
cJob

授予权限以删除同步作业 写入

workspace 
*
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#awsiottwinmaker-aws_RequestTag___TagKey_
#awsiottwinmaker-aws_RequestTag___TagKey_
#awsiottwinmaker-aws_RequestTag___TagKey_
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteComponentType.html
#awsiottwinmaker-workspace
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#awsiottwinmaker-workspace
#awsiottwinmaker-scene
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#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteSyncJob.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteSyncJob.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteWor 
kspace

授予删除工作区的权限 写入 workspace 
*

   

 ExecuteQu 
ery

授予权限以执行查询 读取 workspace 
*

   

component 
Type*

    GetCompon 
entType

授予获取 componentType 的
权限

读取

workspace 
*

   

entity*     GetEntity 授予获取实体的权限 读取

workspace 
*

   

 GetMetada 
taTransferJob

授予获取元数据传输作业的权
限

读取 metadataT 
ransferJo 
b*

   

 GetPricin 
gPlan

授予权限以获取定价计划 读取      
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#awsiottwinmaker-metadataTransferJob
#awsiottwinmaker-metadataTransferJob
#awsiottwinmaker-metadataTransferJob
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPricingPlan.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPricingPlan.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workspace 
*

  iottwinma 
ker:GetCo 
mponentTy 
pe

iottwinma 
ker:GetEn 
tity

iottwinma 
ker:GetWo 
rkspace

component 
Type

   

 GetProper 
tyValue

授予权限以检索属性值 读取

entity    

workspace 
*

  iottwinma 
ker:GetCo 
mponentTy 
pe

iottwinma 
ker:GetEn 
tity

iottwinma 
ker:GetWo 
rkspace

component 
Type

   

 GetProper 
tyValueHi 
story

授予权限以检索时间序列值历
史记录

读取

entity    
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#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
#awsiottwinmaker-componentType
#awsiottwinmaker-componentType
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
#awsiottwinmaker-entity
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
#awsiottwinmaker-componentType
#awsiottwinmaker-componentType
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
#awsiottwinmaker-entity
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

scene*     GetScene 授予获取场景的权限 读取

workspace 
*

   

syncJob*     GetSyncJob 授予权限以获取同步作业 读取

workspace 
*

   

 GetWorksp 
ace

授予获取工作区的权限 读取 workspace 
*

   

 ListCompo 
nentTypes

授予列出工作区中所有 
componentType 的权限

列表 workspace 
*

   

entity*     ListCompo 
nents

授予列出附加到实体的组件的
权限

列表

workspace 
*

   

 ListEntities 授予列出工作区中所有实体的
权限

列表 workspace 
*

   

 ListMetad 
ataTransf 
erJobs

授予列出所有元数据传输作业
的权限

列表      

entity*     ListPrope 
rties

授予列出实体组件的属性的权
限

列表

workspace 
*

   

 ListScenes 授予列出工作区中所有场景的
权限

列表 workspace 
*
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#awsiottwinmaker-scene
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetScene.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
#awsiottwinmaker-syncJob
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetSyncJob.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetWorkspace.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetWorkspace.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListComponentTypes.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListComponentTypes.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
#awsiottwinmaker-entity
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListComponents.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListComponents.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListEntities.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListMetadataTransferJobs.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListMetadataTransferJobs.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListMetadataTransferJobs.html
#awsiottwinmaker-entity
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListProperties.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListProperties.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListScenes.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSyncJobs 授予权限以列出工作空间中的
所有同步作业

列表 workspace 
*

   

syncJob*     ListSyncR 
esources

授予权限以列出同步作业的所
有同步资源

列表

workspace 
*

   

component 
Type

   

entity    

scene    

syncJob    

workspace    

 ListTagsF 
orResource

授予权限以列出资源的所有标
签

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListWorks 
paces

授予权限以列出所有工作区 列表      

component 
Type

   

entity    

scene    

syncJob    

 TagResour 
ce

授予权限以标记资源 Tagging

workspace    
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListSyncJobs.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
#awsiottwinmaker-syncJob
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListSyncResources.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListSyncResources.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
#awsiottwinmaker-componentType
#awsiottwinmaker-componentType
#awsiottwinmaker-entity
#awsiottwinmaker-scene
#awsiottwinmaker-syncJob
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListTagsForResource.html
#awsiottwinmaker-aws_ResourceTag___TagKey_
#awsiottwinmaker-aws_ResourceTag___TagKey_
#awsiottwinmaker-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListWorkspaces.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListWorkspaces.html
#awsiottwinmaker-componentType
#awsiottwinmaker-componentType
#awsiottwinmaker-entity
#awsiottwinmaker-scene
#awsiottwinmaker-syncJob
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_TagResource.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

component 
Type

   

entity    

scene    

syncJob    

workspace    

 UntagReso 
urce

授予权限以取消标记资源 标记

  aws:TagKe 
ys

 

component 
Type*

    UpdateCom 
ponentType

授予更新 componentType 的
权限

写入

workspace 
*

   

entity*     UpdateEntity 授予权限以更新实体 写入

workspace 
*

   

 UpdatePri 
cingPlan

授予权限以更新定价计划 写入      
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#awsiottwinmaker-aws_RequestTag___TagKey_
#awsiottwinmaker-aws_RequestTag___TagKey_
#awsiottwinmaker-aws_RequestTag___TagKey_
#awsiottwinmaker-aws_TagKeys
#awsiottwinmaker-aws_TagKeys
#awsiottwinmaker-componentType
#awsiottwinmaker-componentType
#awsiottwinmaker-entity
#awsiottwinmaker-scene
#awsiottwinmaker-syncJob
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UntagResource.html
#awsiottwinmaker-aws_TagKeys
#awsiottwinmaker-aws_TagKeys
#awsiottwinmaker-componentType
#awsiottwinmaker-componentType
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateComponentType.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
#awsiottwinmaker-entity
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateEntity.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdatePricingPlan.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdatePricingPlan.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

scene*     UpdateSce 
ne

授予更新场景的权限 写入

workspace 
*

   

 UpdateWor 
kspace

授予权限以更新工作区 写入 workspace 
*

   

AWS 物联网定义的资源类型 TwinMaker

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 workspace arn:${Partition}:iottwinmaker:${Regi 
on}:${Account}:workspace/${Workspace 
Id}

aws:ResourceTag/${ 
TagKey}

 entity arn:${Partition}:iottwinmaker:${Regi 
on}:${Account}:workspace/${Workspace 
Id}/entity/${EntityId}

aws:ResourceTag/${ 
TagKey}

 component 
Type

arn:${Partition}:iottwinmaker:${Regi 
on}:${Account}:workspace/${Workspace 
Id}/component-type/${ComponentTypeId 
}

aws:ResourceTag/${ 
TagKey}

 scene arn:${Partition}:iottwinmaker:${Regi 
on}:${Account}:workspace/${Workspace 
Id}/scene/${SceneId}

aws:ResourceTag/${ 
TagKey}
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#awsiottwinmaker-scene
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateScene.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateWorkspace.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateWorkspace.html
#awsiottwinmaker-workspace
#awsiottwinmaker-workspace
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateWorkspace.html
#awsiottwinmaker-aws_ResourceTag___TagKey_
#awsiottwinmaker-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateEntity.html
#awsiottwinmaker-aws_ResourceTag___TagKey_
#awsiottwinmaker-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
#awsiottwinmaker-aws_ResourceTag___TagKey_
#awsiottwinmaker-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateScene.html
#awsiottwinmaker-aws_ResourceTag___TagKey_
#awsiottwinmaker-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 syncJob arn:${Partition}:iottwinmaker:${Regi 
on}:${Account}:workspace/${Workspace 
Id}/sync-job/${SyncJobId}

aws:ResourceTag/${ 
TagKey}

 metadataT 
ransferJob

arn:${Partition}:iottwinmaker:${Regi 
on}:${Account}:metadata-transfer-job 
/${MetadataTransferJobId}

 

AWS 物联网的条件密钥 TwinMaker

AWS IoT TwinMaker 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签筛选访问 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString

 iottwinma 
ker:desti 
nationType

按元数据传输作业的目的地类型筛选访问权限 ArrayOfString

 iottwinma 
ker:linke 
dServices

按与服务关联的工作区筛选访问权限 ArrayOfString

 iottwinma 
ker:sourceType

按元数据传输作业的源类型筛选访问权限 ArrayOfString
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateSyncJob.html
#awsiottwinmaker-aws_ResourceTag___TagKey_
#awsiottwinmaker-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateMetadataTransferJob.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateMetadataTransferJob.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-policy-keys
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AWS IoT Wireless 的操作、资源和条件键

AWS IoT Wireless（服务前缀:iotwireless）提供以下特定于服务的资源、操作和条件上下文密钥以
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS IoT Wireless 定义的操作

• AWS IoT Wireless 定义的资源类型

• AWS IoT Wireless 的条件键

AWS IoT Wireless 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

AWS IoT Wireless 2426

https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/Welcome.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-authorization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
AwsAccoun 
tWithPart 
nerAccount

授予将合作伙伴账户与关联的
权限 AWS 账户

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

FuotaTask 
*

    Associate 
Multicast 
GroupWith 
FuotaTask

授予与关联的 MulticastGroup 
权限 FuotaTask

写入

Multicast 
Group*

   

FuotaTask 
*

    Associate 
WirelessD 
eviceWith 
FuotaTask

授予将无线设备与关联的权限 
FuotaTask

写入

WirelessD 
evice*

   

Multicast 
Group*

    Associate 
WirelessD 
eviceWith 
Multicast 
Group

授予与关联的 WirelessDevice 
权限 MulticastGroup

写入

WirelessD 
evice*

   

AWS IoT Wireless 2427

reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateAwsAccountWithPartnerAccount.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateAwsAccountWithPartnerAccount.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateAwsAccountWithPartnerAccount.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateAwsAccountWithPartnerAccount.html
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys
#awsiotwireless-FuotaTask
#awsiotwireless-FuotaTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateMulticastGroupWithFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateMulticastGroupWithFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateMulticastGroupWithFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateMulticastGroupWithFuotaTask.html
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
#awsiotwireless-FuotaTask
#awsiotwireless-FuotaTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithFuotaTask.html
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithMulticastGroup.html
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

WirelessD 
evice*

  iot:Descr 
ibeThing

 Associate 
WirelessD 
eviceWith 
Thing

授予在给定情况下将无线设备
与 AWS 物联网事物关联的权 
限 wirelessDeviceId

写入

thing*    

WirelessG 
ateway*

    Associate 
WirelessG 
atewayWit 
hCertificate

授予将与 IoT 核心身份证书关
联的权限 WirelessGateway

写入

cert*    

WirelessG 
ateway*

  iot:Descr 
ibeThing

 Associate 
WirelessG 
atewayWit 
hThing

授予将无线网关与给定 
AWS 物联网事物关联的权限 
wirelessGatewayId

写入

thing*    

 CancelMul 
ticastGro 
upSession

授予取消 MulticastGroup 会话
的权限

写入 Multicast 
Group*

   

 CreateDes 
tination

授予权限以创建目标资源 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDev 
iceProfile

授予创建 DeviceProfile 资源的
权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithThing.html
#awsiotwireless-thing
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessGatewayWithCertificate.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessGatewayWithCertificate.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessGatewayWithCertificate.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessGatewayWithCertificate.html
#awsiotwireless-cert
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessGatewayWithThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessGatewayWithThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessGatewayWithThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessGatewayWithThing.html
#awsiotwireless-thing
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CancelMulticastGroupSession.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CancelMulticastGroupSession.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CancelMulticastGroupSession.html
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDestination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDestination.html
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDeviceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDeviceProfile.html
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateFuo 
taTask

授予创建 FuotaTask 资源的权
限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateMul 
ticastGroup

授予创建 MulticastGroup 资源
的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Multicast 
Group*

   

WirelessD 
evice*

   

WirelessG 
ateway*

   

 CreateNet 
workAnaly 
zerConfig 
uration

授予创建 NetworkAnalyzerCon 
figuration 资源的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateFuotaTask.html
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateMulticastGroup.html
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateNetworkAnalyzerConfiguration.html
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSer 
viceProfile

授予创建 ServiceProfile 资源
的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateWir 
elessDevice

授予使用给定目标创建 
WirelessDevice 资源的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateWir 
elessGate 
way

授予创建 WirelessGateway 资
源的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateWir 
elessGate 
wayTask

授予为给定任务创建任务的权
限 WirelessGateway

写入 WirelessG 
ateway*

   

 CreateWir 
elessGate 
wayTaskDe 
finition

授予创建 WirelessGateway 任
务定义的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteDes 
tination

授予权限以删除目标 写入 Destinati 
on*
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateServiceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateServiceProfile.html
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessDevice.html
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGateway.html
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGatewayTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGatewayTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGatewayTask.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGatewayTaskDefinition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGatewayTaskDefinition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGatewayTaskDefinition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGatewayTaskDefinition.html
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteDestination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteDestination.html
#awsiotwireless-Destination
#awsiotwireless-Destination


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDev 
iceProfile

授予删除权限 DeviceProfile 写入 DevicePro 
file*

   

 DeleteFuo 
taTask

授予删除权限 FuotaTask 写入 FuotaTask 
*

   

 DeleteMul 
ticastGroup

授予删除权限 MulticastGroup 写入 Multicast 
Group*

   

 DeleteNet 
workAnaly 
zerConfig 
uration

授予删除权限 NetworkAn 
alyzerConfiguration

写入 NetworkAn 
alyzerCon 
figuratio 
n*

   

 DeleteQue 
uedMessag 
es

授予删除权限 QueuedMes 
sages

写入      

 DeleteSer 
viceProfile

授予删除权限 ServiceProfile 写入 ServicePr 
ofile*

   

 DeleteWir 
elessDevice

授予删除权限 WirelessDevice 写入 WirelessD 
evice*

   

 DeleteWir 
elessDevi 
ceImportTask

授予权限以删除无线设备导入
任务

写入 ImportTas 
k*

   

 DeleteWir 
elessGate 
way

授予删除权限 WirelessG 
ateway

写入 WirelessG 
ateway*

   

 DeleteWir 
elessGate 
wayTask

授予删除给定任务的权限 
WirelessGateway

写入 WirelessG 
ateway*
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteDeviceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteDeviceProfile.html
#awsiotwireless-DeviceProfile
#awsiotwireless-DeviceProfile
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteFuotaTask.html
#awsiotwireless-FuotaTask
#awsiotwireless-FuotaTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteMulticastGroup.html
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteNetworkAnalyzerConfiguration.html
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteQueuedMessages.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteQueuedMessages.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteQueuedMessages.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteServiceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteServiceProfile.html
#awsiotwireless-ServiceProfile
#awsiotwireless-ServiceProfile
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessDevice.html
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessDeviceImportTask.html
#awsiotwireless-ImportTask
#awsiotwireless-ImportTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessGateway.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessGatewayTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessGatewayTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessGatewayTask.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteWir 
elessGate 
wayTaskDe 
finition

授予删除 WirelessGateway 任
务定义的权限

写入 WirelessG 
atewayTas 
kDefiniti 
on*

   

 Deregiste 
rWireless 
Device

授予权限以注销无线设备 写入 WirelessD 
evice*

   

 Disassoci 
ateAwsAcc 
ountFromP 
artnerAcc 
ount

授予取消与合作伙伴账户关联 
AWS 账户 的权限

写入 SidewalkA 
ccount*

   

FuotaTask 
*

    Disassoci 
ateMultic 
astGroupF 
romFuotaT 
ask

授予解除与之关联的 Multicast 
Group 权限 FuotaTask

写入

Multicast 
Group*

   

FuotaTask 
*

    Disassoci 
ateWirele 
ssDeviceF 
romFuotaT 
ask

授予解除无线设备与之关联的
权限 FuotaTask

写入

WirelessD 
evice*

   

Multicast 
Group*

    Disassoci 
ateWirele 
ssDeviceF 
romMultic 
astGroup

授予解除无线设备与之关联的
权限 MulticastGroup

写入

WirelessD 
evice*
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessGatewayTaskDefinition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessGatewayTaskDefinition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessGatewayTaskDefinition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessGatewayTaskDefinition.html
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeregisterWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeregisterWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeregisterWirelessDevice.html
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateAwsAccountFromPartnerAccount.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateAwsAccountFromPartnerAccount.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateAwsAccountFromPartnerAccount.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateAwsAccountFromPartnerAccount.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateAwsAccountFromPartnerAccount.html
#awsiotwireless-SidewalkAccount
#awsiotwireless-SidewalkAccount
#awsiotwireless-FuotaTask
#awsiotwireless-FuotaTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateMulticastGroupFromFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateMulticastGroupFromFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateMulticastGroupFromFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateMulticastGroupFromFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateMulticastGroupFromFuotaTask.html
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
#awsiotwireless-FuotaTask
#awsiotwireless-FuotaTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromFuotaTask.html
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromMulticastGroup.html
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

WirelessD 
evice*

  iot:Descr 
ibeThing

 Disassoci 
ateWirele 
ssDeviceF 
romThing

授予解除无线设备与 AWS 物
联网事物的关联的权限

写入

thing*    

WirelessG 
ateway*

    Disassoci 
ateWirele 
ssGateway 
FromCerti 
ficate

授予取消与 IoT 核心身份证书
关联的权限 WirelessGateway

写入

cert*    

WirelessG 
ateway*

  iot:Descr 
ibeThing

 Disassoci 
ateWirele 
ssGateway 
FromThing

授予解除与 IoT 核心事 
WirelessGateway 物的关联的
权限

写入

thing*    

 GetDestin 
ation

授予权限以获取目标 读取 Destinati 
on*

   

 GetDevice 
Profile

授予获取 DeviceProfile 读取 DevicePro 
file*

   

 GetEventC 
onfigurat 
ionByReso 
urceTypes

授予按资源类型获取事件配置
的权限

读取      

 GetFuotaT 
ask

授予获取 FuotaTask 读取 FuotaTask 
*

   

 GetLogLev 
elsByReso 
urceTypes

授予按资源类型获取日志级别
的权限

读取      
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#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromThing.html
#awsiotwireless-thing
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessGatewayFromCertificate.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessGatewayFromCertificate.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessGatewayFromCertificate.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessGatewayFromCertificate.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessGatewayFromCertificate.html
#awsiotwireless-cert
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessGatewayFromThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessGatewayFromThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessGatewayFromThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessGatewayFromThing.html
#awsiotwireless-thing
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDestination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDestination.html
#awsiotwireless-Destination
#awsiotwireless-Destination
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDeviceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDeviceProfile.html
#awsiotwireless-DeviceProfile
#awsiotwireless-DeviceProfile
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetEventConfigurationByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetEventConfigurationByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetEventConfigurationByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetEventConfigurationByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetFuotaTask.html
#awsiotwireless-FuotaTask
#awsiotwireless-FuotaTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetLogLevelsByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetLogLevelsByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetLogLevelsByResourceTypes.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetMetric 
Configuration

授予权限以获取指标配置 读取      

 GetMetrics 授予权限以获取指标 读取      

 GetMultic 
astGroup

授予获取 MulticastGroup 读取 Multicast 
Group*

   

 GetMultic 
astGroupS 
ession

授予获取 MulticastGroup 会话
的权限

读取 Multicast 
Group*

   

 GetNetwor 
kAnalyzer 
Configuration

授予获取 NetworkAnalyzerCon 
figuration

读取 NetworkAn 
alyzerCon 
figuratio 
n*

   

 GetPartne 
rAccount

授予获取关联的权限 
PartnerAccount

读取 SidewalkA 
ccount*

   

WirelessD 
evice

    GetPosition 授予列出给定资源位置的权限 读取

WirelessG 
ateway

   

WirelessD 
evice

    GetPositi 
onConfigu 
ration

授予获取给定资源位置配置的
权限

读取

WirelessG 
ateway

   

 GetPositi 
onEstimate

授予权限以获取位置估计 读取      
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetMetricConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetMetricConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetMetrics.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetMulticastGroup.html
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetMulticastGroupSession.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetMulticastGroupSession.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetMulticastGroupSession.html
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetNetworkAnalyzerConfiguration.html
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPartnerAccount.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPartnerAccount.html
#awsiotwireless-SidewalkAccount
#awsiotwireless-SidewalkAccount
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPosition.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPositionConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPositionConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPositionConfiguration.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPositionEstimate.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPositionEstimate.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

SidewalkA 
ccount

   

WirelessD 
evice

   

 GetResour 
ceEventCo 
nfiguration

授予权限以获取标识符的事件
配置

读取

WirelessG 
ateway

   

WirelessD 
evice

    GetResour 
ceLogLevel

授予获取资源日志级别的权限 读取

WirelessG 
ateway

   

WirelessD 
evice

    GetResour 
cePosition

授予列出给定资源位置的权限 读取

WirelessG 
ateway

   

 GetServic 
eEndpoint

授予权限以检索 CUPS 协议连
接或 LoRa WAN 网络服务器 
(LNS) 协议连接的客户账户特
定端点，以及可选 PEM 格式
的服务器信任证书

读取      

 GetServic 
eProfile

授予获取 ServiceProfile 读取 ServicePr 
ofile*

   

 GetWirele 
ssDevice

授予获取 WirelessDevice 读取 WirelessD 
evice*
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#awsiotwireless-SidewalkAccount
#awsiotwireless-SidewalkAccount
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourceEventConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourceEventConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourceEventConfiguration.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourceLogLevel.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourceLogLevel.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourcePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourcePosition.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetServiceEndpoint.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetServiceEndpoint.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetServiceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetServiceProfile.html
#awsiotwireless-ServiceProfile
#awsiotwireless-ServiceProfile
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDevice.html
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetWirele 
ssDeviceI 
mportTask

授予权限以获取无线设备导入
任务

读取 ImportTas 
k*

   

 GetWirele 
ssDeviceS 
tatistics

授予获取给定统计信息的权限 
WirelessDevice

读取 WirelessD 
evice*

   

 GetWirele 
ssGateway

授予获取 WirelessGateway 读取 WirelessG 
ateway*

   

 GetWirele 
ssGateway 
Certificate

授予获取与关联的 IoT 核心身
份证书 ID 的权限 WirelessG 
ateway

读取 WirelessG 
ateway*

   

 GetWirele 
ssGateway 
FirmwareI 
nformation

授予获取当前固件版本和其他
信息的权限 WirelessGateway

读取 WirelessG 
ateway*

   

 GetWirele 
ssGateway 
Statistics

授予获取给定统计信息的权限 
WirelessGateway

读取 WirelessG 
ateway*

   

 GetWirele 
ssGateway 
Task

授予获取给定任务的权限 
WirelessGateway

读取 WirelessG 
ateway*

   

 GetWirele 
ssGateway 
TaskDefin 
ition

授予获取给定 WirelessG 
ateway 任务定义的权限

读取 WirelessG 
atewayTas 
kDefiniti 
on*

   

 ListDesti 
nations

授予基于以下内容列出可用目
的地信息的权限 AWS 账户

读取      
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDeviceImportTask.html
#awsiotwireless-ImportTask
#awsiotwireless-ImportTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDeviceStatistics.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDeviceStatistics.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDeviceStatistics.html
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGateway.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayCertificate.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayCertificate.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayCertificate.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayFirmwareInformation.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayFirmwareInformation.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayFirmwareInformation.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayFirmwareInformation.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayStatistics.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayStatistics.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayStatistics.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayTask.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayTaskDefinition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayTaskDefinition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayTaskDefinition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGatewayTaskDefinition.html
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDestinations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDestinations.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDevic 
eProfiles

授予 DeviceProfiles 基于以下
内容列出可用信息的权限 AWS 
账户

读取      

 ListDevic 
esForWire 
lessDevic 
eImportTask

根据无线设备导入任务授予列
出设备信息的权限 AWS 账户

读取 ImportTas 
k*

   

 ListEvent 
Configura 
tions

授予基于以下内容列出可用事
件配置信息的权限 AWS 账户

读取      

 ListFuota 
Tasks

授予 FuotaTasks 基于以下内
容列出可用信息的权限 AWS 
账户

读取      

 ListMulti 
castGroups

授予 MulticastGroups 基于以
下内容列出可用信息的权限 
AWS 账户

读取      

 ListMulti 
castGroup 
sByFuotaT 
ask

授予列出可用信息的权限， 
MulticastGroups 其 FuotaTask 
依据是 AWS 账户

读取 FuotaTask 
*

   

 ListNetwo 
rkAnalyze 
rConfigur 
ations

授予 NetworkAnalyzerCon 
figurations 基于以下内容列出
可用信息的权限 AWS 账户

读取      

 ListPartn 
erAccounts

授予权限以列出可用的合作伙
伴账户

读取      
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDeviceProfiles.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDeviceProfiles.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDevicesForWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDevicesForWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDevicesForWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDevicesForWirelessDeviceImportTask.html
#awsiotwireless-ImportTask
#awsiotwireless-ImportTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListEventConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListEventConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListEventConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListFuotaTasks.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListFuotaTasks.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListMulticastGroups.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListMulticastGroups.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListMulticastGroupsByFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListMulticastGroupsByFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListMulticastGroupsByFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListMulticastGroupsByFuotaTask.html
#awsiotwireless-FuotaTask
#awsiotwireless-FuotaTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListNetworkAnalyzerConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListNetworkAnalyzerConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListNetworkAnalyzerConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListNetworkAnalyzerConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListPartnerAccounts.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListPartnerAccounts.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPosit 
ionConfig 
urations

授予基于以下内容列出可用职
位配置信息的权限 AWS 账户

读取      

 ListQueue 
dMessages

授予列出队列消息的权限 读取      

 ListServi 
ceProfiles

授予 ServiceProfiles 基于以下
内容列出可用信息的权限 AWS 
账户

读取      

Destinati 
on

   

DevicePro 
file

   

FuotaTask    

ImportTas 
k

   

Multicast 
Group

   

NetworkAn 
alyzerCon 
figuration

   

ServicePr 
ofile

   

 ListTagsF 
orResource

授予权限以列出给定资源的所
有标签

读取

SidewalkA 
ccount
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListPositionConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListPositionConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListPositionConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListQueuedMessages.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListQueuedMessages.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListServiceProfiles.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListServiceProfiles.html
#awsiotwireless-Destination
#awsiotwireless-Destination
#awsiotwireless-DeviceProfile
#awsiotwireless-DeviceProfile
#awsiotwireless-FuotaTask
#awsiotwireless-FuotaTask
#awsiotwireless-ImportTask
#awsiotwireless-ImportTask
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-ServiceProfile
#awsiotwireless-ServiceProfile
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListTagsForResource.html
#awsiotwireless-SidewalkAccount
#awsiotwireless-SidewalkAccount


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

WirelessD 
evice

   

WirelessG 
ateway

   

WirelessG 
atewayTas 
kDefiniti 
on

   

 ListWirel 
essDevice 
ImportTasks

授予列出无线设备导入任务信
息的权限，其依据是 AWS 账
户

读取      

 ListWirel 
essDevices

授予 WirelessDevices 基于以
下内容列出可用信息的权限 
AWS 账户

读取      

 ListWirel 
essGatewa 
yTaskDefi 
nitions

授予基于以下内容列出可用 
WirelessGateway 任务定义信
息的权限 AWS 账户

读取      

 ListWirel 
essGateways

授予 WirelessGateways 基于
以下内容列出可用信息的权限 
AWS 账户

读取      

WirelessD 
evice

    PutPositi 
onConfigu 
ration

授予放置给定资源的位置配置
的权限

写入

WirelessG 
ateway
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#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDeviceImportTasks.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDeviceImportTasks.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDeviceImportTasks.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDevices.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDevices.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessGatewayTaskDefinitions.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessGatewayTaskDefinitions.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessGatewayTaskDefinitions.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessGatewayTaskDefinitions.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessGateways.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessGateways.html
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_PutPositionConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_PutPositionConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_PutPositionConfiguration.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

WirelessD 
evice

    PutResour 
ceLogLevel

授予权限以放置资源日志级别 Write

WirelessG 
ateway

   

 ResetAllR 
esourceLo 
gLevels

授予重置所有资源日志级别的
权限

Write      

WirelessD 
evice

    ResetReso 
urceLogLevel

授予重置资源日志级别的权限 写入

WirelessG 
ateway

   

 SendDataT 
oMulticas 
tGroup

授予向发送数据的权限 
MulticastGroup

写入 Multicast 
Group*

   

 SendDataT 
oWireless 
Device

授予权限以将解密的应用程序
数据框发送到目标设备

写入 WirelessD 
evice*

   

 StartBulk 
Associate 
WirelessD 
eviceWith 
Multicast 
Group

授予与关联的 WirelessDevices 
权限 MulticastGroup

写入 Multicast 
Group*
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#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_PutResourceLogLevel.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_PutResourceLogLevel.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ResetAllResourceLogLevels.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ResetAllResourceLogLevels.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ResetAllResourceLogLevels.html
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ResetResourceLogLevel.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ResetResourceLogLevel.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_SendDataToMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_SendDataToMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_SendDataToMulticastGroup.html
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_SendDataToWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_SendDataToWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_SendDataToWirelessDevice.html
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkAssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkAssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkAssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkAssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkAssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkAssociateWirelessDeviceWithMulticastGroup.html
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartBulk 
Disassoci 
ateWirele 
ssDeviceF 
romMultic 
astGroup

授予批量解除与之关联
的 WirelessDevices 权限 
MulticastGroup

写入 Multicast 
Group*

   

 StartFuot 
aTask

授予启动权限 FuotaTask 写入 FuotaTask 
*

   

 StartMult 
icastGrou 
pSession

授予启动 MulticastGroup 会话
的权限

写入 Multicast 
Group*

   

 StartNetw 
orkAnalyz 
erStream

授予开始 NetworkAnalyzer 直
播的权限

写入 NetworkAn 
alyzerCon 
figuratio 
n*

   

 StartSing 
leWireles 
sDeviceIm 
portTask

授予权限以启动单个无线设备
导入任务

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

ImportTas 
k*

    StartWire 
lessDevic 
eImportTask

授予权限以启动无线设备导入
任务

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkDisassociateWirelessDeviceFromMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkDisassociateWirelessDeviceFromMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkDisassociateWirelessDeviceFromMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkDisassociateWirelessDeviceFromMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkDisassociateWirelessDeviceFromMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkDisassociateWirelessDeviceFromMulticastGroup.html
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartFuotaTask.html
#awsiotwireless-FuotaTask
#awsiotwireless-FuotaTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartMulticastGroupSession.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartMulticastGroupSession.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartMulticastGroupSession.html
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-network-analyzer-api.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-network-analyzer-api.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-network-analyzer-api.html
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartSingleWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartSingleWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartSingleWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartSingleWirelessDeviceImportTask.html
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys
#awsiotwireless-ImportTask
#awsiotwireless-ImportTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartWirelessDeviceImportTask.html
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Destinati 
on

   

DevicePro 
file

   

FuotaTask    

ImportTas 
k

   

Multicast 
Group

   

NetworkAn 
alyzerCon 
figuration

   

ServicePr 
ofile

   

SidewalkA 
ccount

   

WirelessD 
evice

   

WirelessG 
ateway

   

 TagResour 
ce

授予权限以标记给定资源 Tagging

WirelessG 
atewayTas 
kDefiniti 
on

   

AWS IoT Wireless 2442

#awsiotwireless-Destination
#awsiotwireless-Destination
#awsiotwireless-DeviceProfile
#awsiotwireless-DeviceProfile
#awsiotwireless-FuotaTask
#awsiotwireless-FuotaTask
#awsiotwireless-ImportTask
#awsiotwireless-ImportTask
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-ServiceProfile
#awsiotwireless-ServiceProfile
#awsiotwireless-SidewalkAccount
#awsiotwireless-SidewalkAccount
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_TagResource.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_TagResource.html
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 TestWirel 
essDevice

授予权限以模拟预置的设备以
发送有效负载为“Hello”的上行
链路数据

Write WirelessD 
evice*

   

Destinati 
on

   

DevicePro 
file

   

FuotaTask    

ImportTas 
k

   

Multicast 
Group

   

NetworkAn 
alyzerCon 
figuration

   

ServicePr 
ofile

   

 UntagReso 
urce

授予权限以从资源中删除给定
标签

Tagging

SidewalkA 
ccount
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#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_RequestTag___TagKey_
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_TestWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_TestWirelessDevice.html
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
#awsiotwireless-Destination
#awsiotwireless-Destination
#awsiotwireless-DeviceProfile
#awsiotwireless-DeviceProfile
#awsiotwireless-FuotaTask
#awsiotwireless-FuotaTask
#awsiotwireless-ImportTask
#awsiotwireless-ImportTask
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-ServiceProfile
#awsiotwireless-ServiceProfile
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UntagResource.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UntagResource.html
#awsiotwireless-SidewalkAccount
#awsiotwireless-SidewalkAccount


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

WirelessD 
evice

   

WirelessG 
ateway

   

WirelessG 
atewayTas 
kDefiniti 
on

   

  aws:TagKe 
ys

 

 UpdateDes 
tination

授予权限以更新目标资源 写入 Destinati 
on*

   

 UpdateEve 
ntConfigu 
rationByR 
esourceTy 
pes

授予按资源类型更新事件配置
的权限

写入      

 UpdateFuo 
taTask

授予更新权限 FuotaTask 写入 FuotaTask 
*

   

 UpdateLog 
LevelsByR 
esourceTy 
pes

授予按资源类型更新日志级别
的权限

写入      

 UpdateMet 
ricConfig 
uration

授予权限以更新指标配置 写入      
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#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-WirelessGatewayTaskDefinition
#awsiotwireless-aws_TagKeys
#awsiotwireless-aws_TagKeys
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateDestination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateDestination.html
#awsiotwireless-Destination
#awsiotwireless-Destination
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateEventConfigurationByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateEventConfigurationByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateEventConfigurationByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateEventConfigurationByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateEventConfigurationByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateFuotaTask.html
#awsiotwireless-FuotaTask
#awsiotwireless-FuotaTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateLogLevelsByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateLogLevelsByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateLogLevelsByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateLogLevelsByResourceTypes.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateMetricConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateMetricConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateMetricConfiguration.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateMul 
ticastGroup

授予更新权限 MulticastGroup 写入 Multicast 
Group*

   

Multicast 
Group*

   

NetworkAn 
alyzerCon 
figuratio 
n*

   

WirelessD 
evice*

   

 UpdateNet 
workAnaly 
zerConfig 
uration

授予更新权限 NetworkAn 
alyzerConfiguration

写入

WirelessG 
ateway*

   

 UpdatePar 
tnerAccount

授予权限以更新合作伙伴账户 写入 SidewalkA 
ccount*

   

WirelessD 
evice

    UpdatePos 
ition

授予更新给定资源的位置的权
限

写入

WirelessG 
ateway

   

SidewalkA 
ccount

   

WirelessD 
evice

   

 UpdateRes 
ourceEven 
tConfigur 
ation

授予权限以更新标识符的事件
配置

写入

WirelessG 
ateway
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateMulticastGroup.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateMulticastGroup.html
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
#awsiotwireless-MulticastGroup
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-NetworkAnalyzerConfiguration
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateNetworkAnalyzerConfiguration.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdatePartnerAccount.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdatePartnerAccount.html
#awsiotwireless-SidewalkAccount
#awsiotwireless-SidewalkAccount
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdatePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdatePosition.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
#awsiotwireless-SidewalkAccount
#awsiotwireless-SidewalkAccount
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourceEventConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourceEventConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourceEventConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourceEventConfiguration.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

WirelessD 
evice

    UpdateRes 
ourcePosition

授予更新给定资源的位置的权
限

写入

WirelessG 
ateway

   

 UpdateWir 
elessDevice

授予更新 WirelessDevice 资源
的权限

写入 WirelessD 
evice*

   

 UpdateWir 
elessDevi 
ceImportTask

授予权限以更新无线设备导入
任务

写入 ImportTas 
k*

   

 UpdateWir 
elessGate 
way

授予更新 WirelessGateway 资
源的权限

写入 WirelessG 
ateway*

   

AWS IoT Wireless 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 WirelessD 
evice

arn:${Partition}:iotwireless:${Regio 
n}:${Account}:WirelessDevice/${Wirel 
essDeviceId}

aws:ResourceTag/${ 
TagKey}

 WirelessG 
ateway

arn:${Partition}:iotwireless:${Regio 
n}:${Account}:WirelessGateway/${Wire 
lessGatewayId}

aws:ResourceTag/${ 
TagKey}
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#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourcePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourcePosition.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessDevice.html
#awsiotwireless-WirelessDevice
#awsiotwireless-WirelessDevice
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessDeviceImportTask.html
#awsiotwireless-ImportTask
#awsiotwireless-ImportTask
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessGateway.html
#awsiotwireless-WirelessGateway
#awsiotwireless-WirelessGateway
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessDevice.html
#awsiotwireless-aws_ResourceTag___TagKey_
#awsiotwireless-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGateway.html
#awsiotwireless-aws_ResourceTag___TagKey_
#awsiotwireless-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

 DeviceProfile arn:${Partition}:iotwireless:${Regio 
n}:${Account}:DeviceProfile/${Device 
ProfileId}

aws:ResourceTag/${ 
TagKey}

 ServicePr 
ofile

arn:${Partition}:iotwireless:${Regio 
n}:${Account}:ServiceProfile/${Servi 
ceProfileId}

aws:ResourceTag/${ 
TagKey}

 Destination arn:${Partition}:iotwireless:${Regio 
n}:${Account}:Destination/${Destinat 
ionName}

aws:ResourceTag/${ 
TagKey}

 SidewalkA 
ccount

arn:${Partition}:iotwireless:${Regio 
n}:${Account}:SidewalkAccount/${Side 
walkAccountId}

aws:ResourceTag/${ 
TagKey}

 WirelessG 
atewayTas 
kDefinition

arn:${Partition}:iotwireless:${Regio 
n}:${Account}:WirelessGatewayTaskDef 
inition/${WirelessGatewayTaskDefinit 
ionId}

aws:ResourceTag/${ 
TagKey}

 FuotaTask arn:${Partition}:iotwireless:${Regio 
n}:${Account}:FuotaTask/${FuotaTaskI 
d}

aws:ResourceTag/${ 
TagKey}

 Multicast 
Group

arn:${Partition}:iotwireless:${Regio 
n}:${Account}:MulticastGroup/${Multi 
castGroupId}

aws:ResourceTag/${ 
TagKey}

 NetworkAn 
alyzerCon 
figuration

arn:${Partition}:iotwireless:${Regio 
n}:${Account}:NetworkAnalyzerConfigu 
ration/${NetworkAnalyzerConfiguratio 
nName}

aws:ResourceTag/${ 
TagKey}

 thing arn:${Partition}:iot:${Region}:${Acc 
ount}:thing/${ThingName}
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资源类型 ARN 条件键

 cert arn:${Partition}:iot:${Region}:${Acc 
ount}:cert/${Certificate}

 

 ImportTask arn:${Partition}:iotwireless:${Regio 
n}:${Account}:ImportTask/${ImportTas 
kId}

aws:ResourceTag/${ 
TagKey}

AWS IoT Wireless 的条件键

AWS IoT Wireless 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据用户向 IoT Wireless 发出的请求中包含的标签键过滤
访问

字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到 IoT Wireless 资源的标签的标签键组件过滤访
问

字符串

 aws:TagKeys 按与请求中的资源关联的所有标签键名称的列表筛选访问 ArrayOfString

AWS IQ 的操作、资源和条件键

AWS IQ（服务前缀:iq）提供以下特定于服务的资源、操作和条件上下文密钥以在 IAM 权限策略中使
用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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主题

• AWS IQ 定义的操作

• AWS IQ 定义的资源类型

• AWS IQ 的条件键

AWS IQ 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptCall 授予接听来 voice/video 电的权
限

写入 call*    

 ApprovePa 
ymentRequ 
est

授予批准付款请求的权限 写入 paymentRe 
quest*

   

 ApprovePr 
oposal

授予批准提议的权限 写入 proposal*    

 ArchiveCo 
nversation

授予存档会话的权限 写入 conversat 
ion*

   

 CompleteP 
roposal

授予完成提议的权限 写入 proposal*    

 CreateCon 
versation

授予响应请求或发送直接消息
以发起对话的权限

写入      

 CreateExpert 授予创建专家配置文件的权限 写入      

 CreateListing 授予创建列表的权限 写入      

 CreateMil 
estonePro 
posal

授予创建里程碑提议的权限 写入      

 CreatePay 
mentRequest

授予创建付款请求的权限 写入      

 CreatePro 
ject

授予提交新请求的权限 写入      

 CreateReq 
uest

授予提交新请求的权限 写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSch 
eduledPro 
posal

授予创建计划提议的权限 写入      

 CreateSeller 授予创建卖家配置文件的权限 写入      

 CreateUpf 
rontProposal

授予创建预付提议的权限 写入      

 DeclineCall 授予拒绝来 voice/video 电的权
限

写入 call*    

 DeleteAtt 
achment

授予删除现有附件的权限 写入 attachmen 
t*

   

 DisableIn 
dividualP 
ublicProfile

授予禁用单个公有配置文件页
面的权限

写入 expert*    

 DownloadA 
ttachment

授予下载现有附件的权限 读取 attachmen 
t*

   

 EnableInd 
ividualPu 
blicProfile

授予启用单个公有配置文件页
面的权限

写入 expert*    

 EndCall 授予结束 voice/video 通话的权
限

写入 call*    

 GetBuyer 授予读取买家信息的权限 读取 buyer*    

 GetCall 授予读取 voice/video 通话详细
信息的权限

读取 call*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetChatInfo 授予读取对话相关聊天环境详
细信息的权限

读取 conversat 
ion*

   

 GetChatMe 
ssages

授予读取对话中的聊天消息的
权限

读取 conversat 
ion*

   

 GetChatTo 
ken

授予为对话通知请求 
Websocket 令牌的权限

读取 token*    

 GetCompan 
yChatMess 
ages

授予读取公司对话中聊天消息
的权限

读取 conversat 
ion*

   

 GetCompan 
yProfile

授予读取公司配置文件的权限 读取 company*    

 GetConver 
sation

授予读取对话详细信息的权限 读取 conversat 
ion*

   

 GetExpert 授予读取专家信息的权限 读取 expert*    

 GetListing 授予读取列表的权限 读取 listing*    

 GetMarket 
placeSeller

授予读取卖家配置文件信息的
权限

读取 seller*    

 GetPaymen 
tRequest

授予读取付款请求的权限 读取 paymentRe 
quest*

   

 GetProposal 授予读取提议的权限 读取 proposal*    

 GetRequest 授予获取创建的请求的权限 读取 request*    

 GetReview 授予读取专家评论的权限 读取 seller*    

 HideRequest 授予隐藏请求的权限 写入 request*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 InitiateCall 授予发起 voice/video 通话的权
限

写入      

 LinkAwsCe 
rtification

授予将 AWS 认证与个人资料
关联的权限

写入 expert*    

 ListAttac 
hments

授予列出现有附件的权限 列表 attachmen 
t*

   

 ListConve 
rsations

授予列出现有对话的权限 读取 conversat 
ion*

   

 ListExper 
tAccessLogs

授予列出专家活动访问日志的
权限

读取 permissio 
n*

   

 ListListings 授予列出列表的权限 读取 listing*    

paymentRe 
quest

    ListPayme 
ntRequests

授予列出付款请求的权限 读取

paymentSc 
hedule

   

 ListPropo 
sals

授予列出提议的权限 读取 proposal*    

 ListRequests 授予列出已创建请求的权限 读取 request*    

 ListReviews 授予列出专家评论的权限 读取 seller*    

 MarkChatM 
essageRead

授予将对话中的消息标记为已
读的权限

写入 conversat 
ion*

   

 RejectPay 
mentRequest

授予拒绝付款请求的权限 写入 paymentRe 
quest*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RejectPro 
posal

授予拒绝提议的权限 写入 proposal*    

 SendCompa 
nyChatMes 
sage

授予以公司身份在对话中发送
消息的权限

写入 conversat 
ion*

   

 SendIndiv 
idualChat 
Message

授予以个人身份在对话中发送
消息的权限

写入 conversat 
ion*

   

 Unarchive 
Conversation

授予取消存档会话的权限 写入 conversat 
ion*

   

 UnlinkAws 
Certification

授予取消 AWS 认证与个人资
料关联的权限

写入 expert*    

 UpdateCom 
panyProfile

授予更新公司配置文件的权限 写入 company*    

 UpdateCon 
versation 
Members

授予向对话中添加更多参与者
的权限

写入 conversat 
ion*

   

 UpdateExp 
ert

授予更新专家信息的权限 写入 expert*    

 UpdateLis 
ting

授予更新列表的权限 写入 listing*    

 UpdateReq 
uest

授予更新请求的权限 写入 request*    

 UploadAtt 
achment

授予上传附件的权限 写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 WithdrawP 
aymentReq 
uest

授予撤回付款请求的权限 写入 paymentRe 
quest*

   

 WithdrawP 
roposal

授予撤回提议的权限 写入 proposal*    

 WriteReview 授予写入专家评论的权限 写入 seller*    

AWS IQ 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 conversation arn:${Partition}:iq:${Region}::conve 
rsation/${ConversationId}

 

 buyer arn:${Partition}:iq:${Region}::buyer/
${BuyerId}

 

 expert arn:${Partition}:iq:${Region}::exper 
t/${ExpertId}

 

 call arn:${Partition}:iq:${Region}::call/ 
${CallId}

 

 token arn:${Partition}:iq:${Region}::token/
${TokenId}
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资源类型 ARN 条件键

 proposal arn:${Partition}:iq:${Region}::propo 
sal/${ConversationId}/${ProposalId}

 

 paymentRe 
quest

arn:${Partition}:iq:${Region}::payme 
ntRequest/${ConversationId}/${Propos 
alId}/${PaymentRequestId}

 

 paymentSc 
hedule

arn:${Partition}:iq:${Region}::payme 
ntSchedule/${ConversationId}/${Propo 
salId}/${VersionId}

 

 seller arn:${Partition}:iq:${Region}::selle 
r/${SellerAwsAccountId}

 

 company arn:${Partition}:iq:${Region}::compa 
ny/${CompanyId}

 

 request arn:${Partition}:iq:${Region}::reque 
st/${RequestId}

 

 listing arn:${Partition}:iq:${Region}::listi 
ng/${ListingId}

 

 attachment arn:${Partition}:iq:${Region}::attac 
hment/${AttachmentId}

 

 permission arn:${Partition}:iq-permission:${Reg 
ion}::permission/${PermissionRequest 
Id}

 

AWS IQ 的条件键

IQ 没有可在策略声明的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的全局上
下文密钥列表，请参阅AWS 全局条件上下文密钥。
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AWS IQ Permissions 的操作、资源和条件键

AWS IQ Permissions（服务前缀:iq-permission）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS IQ Permissions 定义的操作

• AWS IQ Permissions 定义的资源类型

• AWS IQ Permissions 的条件键

AWS IQ Permissions 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ApproveAc 
cessGrant

授予批准权限请求的权限 写入 permissio 
n*

   

 ApprovePe 
rmissionR 
equest

授予批准权限请求的权限 写入 permissio 
n*

   

 AssumePer 
missionRole

授予专家获取一组临时安全证
书的权限，专家可以使用这些
证书访问买家的资源 AWS

写入 permissio 
n*

   

 CreatePer 
missionRe 
quest

授予创建权限请求的权限 写入 permissio 
n*

   

 GetPermis 
sionRequest

授予获取权限请求的权限 读取 permissio 
n*

   

 ListPermi 
ssionRequ 
ests

授予列出权限请求的权限 读取 permissio 
n*

   

 RejectPer 
missionRe 
quest

授予拒绝权限请求的权限 写入 permissio 
n*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RevokePer 
missionRe 
quest

授予撤消先前批准的权限请求
的权限

写入 permissio 
n*

   

 WithdrawP 
ermission 
Request

授予撤回未获批准或被拒绝的
权限请求的权限

写入 permissio 
n*

   

AWS IQ Permissions 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 permission arn:${Partition}:iq-permission:${Reg 
ion}::permission/${PermissionRequest 
Id}

 

AWS IQ Permissions 的条件键

IQ Permissions 没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均
可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Kendra 的操作、资源和条件键

Amazon Kendra（服务前缀：kendra）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权
限策略中使用。

参考：
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Kendra 定义的操作

• Amazon Kendra 定义的资源类型

• Amazon Kendra 的条件键

Amazon Kendra 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

experienc 
e*

    Associate 
EntitiesT 
oExperience

授予权限以将主体映射放置在
索引中

写入

index*    

experienc 
e*

    Associate 
PersonasT 
oEntities

定义您的 AWS SSO 身份源中
有权访问您的 Amazon Kendra 
体验的用户或群组的特定权限

写入

index*    

 BatchDele 
teDocument

授予批量删除文档的权限 写入 index*    

featured- 
results-s 
et*

    BatchDele 
teFeature 
dResultsSet

授予删除精选结果集的权限 写入

index*    

 BatchGetD 
ocumentSt 
atus

授予批处理获取文档状态的权
限

读取 index*    

 BatchPutD 
ocument

授予权限以批量放置文档 写入 index*    

 ClearQuer 
ySuggestions

授予清除迄今为止生成的给定
索引的建议的权限

写入 index*    

 CreateAcc 
essContro 
lConfiguration

授予创建访问控制配置的权限 写入 index*    

 CreateDat 
aSource

授予创建数据源的权限 写入 index*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateExp 
erience

创建 Amazon Kendra 体验，
例如搜索应用程序

写入 index*    

index*     CreateFaq 授予创建常见问题解答的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

index*     CreateFea 
turedResu 
ltsSet

授予创建精选结果集的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateIndex 授予权限以创建索引 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

index*     CreateQue 
rySuggest 
ionsBlockList

授予创建 QuerySuggestions 
BlockList

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

index*     CreateThe 
saurus

授予创建同义词库的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

access-
control-
con 
figuratio 
n*

    DeleteAcc 
essContro 
lConfiguration

授予删除访问控制配置的权限 写入

index*    

data-sour 
ce*

    DeleteDat 
aSource

授予删除数据源的权限 写入

index*    

experienc 
e*

    DeleteExp 
erience

删除 Amazon Kendra 体验，
例如搜索应用程序

写入

index*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

faq*     DeleteFaq 授予删除常见问题解答的权限 写入

index*    

 DeleteIndex 授予权限以删除索引 写入 index*    

index*     DeletePri 
ncipalMap 
ping

授予权限以从索引中删除主体
映射

写入

data-sour 
ce

   

index*     DeleteQue 
rySuggest 
ionsBlockList

授予删除权限 QuerySugg 
estions BlockList

写入

query-
sug 
gestions- 
block-list*

   

index*     DeleteThe 
saurus

授予删除同义词库的权限 写入

thesaurus 
*

   

access-
control-
con 
figuratio 
n*

    DescribeA 
ccessCont 
rolConfig 
uration

授予描述访问控制配置的权限 读取

index*    

data-sour 
ce*

    DescribeD 
ataSource

授予权限以描述数据源 读取

index*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

experienc 
e*

    DescribeE 
xperience

获取有关 Amazon Kendra 体
验的信息，例如搜索应用程序

读取

index*    

faq*     DescribeFaq 授予描述常见问题解答的权限 读取

index*    

featured- 
results-s 
et*

    DescribeF 
eaturedRe 
sultsSet

授予描述精选结果集的权限 读取

index*    

 DescribeI 
ndex

授予权限以描述索引 读取 index*    

index*     DescribeP 
rincipalM 
apping

授予权限以描述来自索引的主
体映射

读取

data-sour 
ce

   

index*     DescribeQ 
uerySugge 
stionsBlo 
ckList

授予描述的权限 QuerySugg 
estions BlockList

读取

query-
sug 
gestions- 
block-list*

   

 DescribeQ 
uerySugge 
stionsConfig

授予描述索引的查询建议配置
的权限

读取 index*    

 DescribeT 
hesaurus

授予描述同义词库的权限 读取 index*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

thesaurus 
*

   

experienc 
e*

    Disassoci 
ateEntiti 
esFromExp 
erience

阻止您的 AWS SSO 身份来
源中的用户或群组访问您的 
Amazon Kendra 体验

写入

index*    

experienc 
e*

    Disassoci 
atePerson 
asFromEnt 
ities

移除您的 AWS SSO 身份源中
有权访问您的 Amazon Kendra 
体验的用户或群组的特定权限

写入

index*    

 GetQueryS 
uggestions

授予获取查询前缀建议的权限 读取 index*    

 GetSnapsh 
ots

检索搜索指标数据 读取 index*    

 ListAcces 
sControlC 
onfigurations

授予列出访问控制配置的权限 列表 index*    

data-sour 
ce*

    ListDataS 
ourceSync 
Jobs

授予获取数据源同步作业历史
记录的权限

列表

index*    

 ListDataS 
ources

授予列出数据源的权限 列表 index*    

experienc 
e*

    ListEntit 
yPersonas

列出有权访问 Amazon Kendra 
体验的用户和组的特定权限

列表

index*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

experienc 
e*

    ListExper 
ienceEntities

列出您的 AWS SSO 身份源
中被授权访问您的 Amazon 
Kendra 体验的用户或群组

列表

index*    

 ListExper 
iences

列出一个或多个 Amazon 
Kendra 体验。您可以创建 
Amazon Kendra 体验，例如搜
索应用程序

列表 index*    

 ListFaqs 授予列出常见问题解答的权限 列表 index*    

 ListFeatu 
redResult 
sSets

授予列出精选结果集的权限 列表 index*    

index*     ListGroup 
sOlderTha 
nOrderingId

授予权限以列出排序 ID 以前的
组

列表

data-sour 
ce

   

 ListIndices 授予列出索引的权限 列表      

 ListQuery 
Suggestio 
nsBlockLists

授予列出以下内容的权限 
QuerySuggestions BlockLists

列表 index*    

data-sour 
ce

   

faq    

 ListTagsF 
orResource

授予权限以列出资源的标签 读取

featured- 
results-s 
et
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

index    

query-
sug 
gestions- 
block-list

   

thesaurus    

 ListThesauri 授予列出同义词库的权限 列表 index*    

index*     PutPrinci 
palMapping

授予权限以将主体映射放置在
索引中

写入

data-sour 
ce

   

 Query 授予查询文档和常见问题解答
的权限

读取 index*    

 Retrieve 授予从索引检索相关内容的权
限

读取 index*    

data-sour 
ce*

    StartData 
SourceSyn 
cJob

授予启动数据源同步作业的权
限

写入

index*    

data-sour 
ce*

    StopDataS 
ourceSync 
Job

授予停止数据源同步作业的权
限

写入

index*    

 SubmitFee 
dback

授予发送查询结果反馈的权限 写入 index*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

data-sour 
ce

   

faq    

featured- 
results-s 
et

   

index    

query-
sug 
gestions- 
block-list

   

thesaurus    

 TagResour 
ce

授予权限以使用给定的键值对
标记资源

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

data-sour 
ce

   

faq    

featured- 
results-s 
et

   

 UntagReso 
urce

授予从资源中删除带给定键的
标签的权限

标记

index    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

query-
sug 
gestions- 
block-list

   

thesaurus    

  aws:TagKe 
ys

 

access-
control-
con 
figuratio 
n*

    UpdateAcc 
essContro 
lConfiguration

授予更新访问控制配置的权限 写入

index*    

data-sour 
ce*

    UpdateDat 
aSource

授予权限以更新数据源 写入

index*    

 UpdateExp 
erience

更新 Amazon Kendra 体验，
例如搜索应用程序

写入 index*    

featured- 
results-s 
et*

    UpdateFea 
turedResu 
ltsSet

授予更新精选结果集的权限 写入

index*    

 UpdateIndex 授予权限以更新索引 写入 index*    

授予更新权限 QuerySugg 
estions BlockList

写入 index*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateQue 
rySuggest 
ionsBlockList

query-
sug 
gestions- 
block-list*

   

 UpdateQue 
rySuggest 
ionsConfig

授予更新索引的查询建议配置
的权限

写入 index*    

index*     UpdateThe 
saurus

授予更新同义词库的权限 写入

thesaurus 
*

   

Amazon Kendra 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 index arn:${Partition}:kendra:${Region}:${ 
Account}:index/${IndexId}

aws:ResourceTag/${ 
TagKey}

 data-source arn:${Partition}:kendra:${Region}:${ 
Account}:index/${IndexId}/data-sourc 
e/${DataSourceId}

aws:ResourceTag/${ 
TagKey}

 faq arn:${Partition}:kendra:${Region}:${ 
Account}:index/${IndexId}/faq/${FaqI 
d}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 experience arn:${Partition}:kendra:${Region}:${ 
Account}:index/${IndexId}/experience 
/${ExperienceId}

 

 thesaurus arn:${Partition}:kendra:${Region}:${ 
Account}:index/${IndexId}/thesaurus/ 
${ThesaurusId}

aws:ResourceTag/${ 
TagKey}

 query-sug 
gestions- 
block-list

arn:${Partition}:kendra:${Region}:${ 
Account}:index/${IndexId}/query-sugg 
estions-block-list/${QuerySuggestion 
sBlockListId}

aws:ResourceTag/${ 
TagKey}

 featured- 
results-set

arn:${Partition}:kendra:${Region}:${ 
Account}:index/${IndexId}/featured-r 
esults-set/${FeaturedResultsSetId}

aws:ResourceTag/${ 
TagKey}

 access-co 
ntrol-con 
figuration

arn:${Partition}:kendra:${Region}:${ 
Account}:index/${IndexId}/access-con 
trol-configuration/${AccessControlCo 
nfigurationId}

 

Amazon Kendra 的条件键

Amazon Kendra 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Kendra Intelligent Ranking 的操作、资源和条件键

Amazon Kendra Intelligent Ranking（服务前缀：kendra-ranking）提供以下服务特定的资源、操
作和条件上下文键，以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Kendra Intelligent Ranking 定义的操作

• Amazon Kendra Intelligent Ranking 定义的资源类型

• Amazon Kendra Intelligent Ranking 的条件键

Amazon Kendra Intelligent Ranking 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRes 
coreExecu 
tionPlan

授予创建 RescoreExecutionPl 
an

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteRes 
coreExecu 
tionPlan

授予删除权限 RescoreEx 
ecutionPlan

写入 rescore-e 
xecution- 
plan*

   

 DescribeR 
escoreExe 
cutionPlan

授予描述的权限 RescoreEx 
ecutionPlan

读取 rescore-e 
xecution- 
plan*

   

 ListResco 
reExecuti 
onPlans

授予列出所有内容的权限 
RescoreExecutionPlans

列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予权限以列出资源的标签 读取 rescore-e 
xecution- 
plan

   

 Rescore 授予使用 Kendra Intelligent 
Ranking 对文档重新评分的权 
限

读取 rescore-e 
xecution- 
plan*

   

rescore-e 
xecution- 
plan

    TagResour 
ce

授予权限以使用给定的键值对
标记资源

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

rescore-e 
xecution- 
plan

    UntagReso 
urce

授予从资源中删除带给定键的
标签的权限

标记

  aws:TagKe 
ys

 

 UpdateRes 
coreExecu 
tionPlan

授予更新权限 RescoreEx 
ecutionPlan

写入 rescore-e 
xecution- 
plan*

   

Amazon Kendra Intelligent Ranking 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 rescore-e 
xecution-plan

arn:${Partition}:kendra-ranking:${Re 
gion}:${Account}:rescore-execution-p 
lan/${RescoreExecutionPlanId}

aws:ResourceTag/${ 
TagKey}

Amazon Kendra Intelligent Ranking 的条件键

Amazon Kendra Intelligent Ranking 定义了以下可以在 IAM policy 的 Condition 元素中使用的条件
键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Keyspaces（针对 Apache Cassandra）的操作、资源和条件键

Amazon Keyspaces（针对 Apache Cassandra）（服务前缀：cassandra）提供以下服务特定的资
源、操作和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Keyspaces（针对 Apache Cassandra）定义的操作

• Amazon Keyspaces（针对 Apache Cassandra）定义的资源类型

• Amazon Keyspaces（针对 Apache Cassandra）的条件键

Amazon Keyspaces（针对 Apache Cassandra）定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

keyspace    

table    

 Alter 授予权限以更改键空间或表 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

keyspace    

table    

 AlterMult 
iRegionRe 
source

授予权限以更改多区域键空间
或表

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

keyspace    

table    

 Create 授予权限以创建键空间或表 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

keyspace     CreateMul 
tiRegionR 
esource

授予权限以创建多区域键空间
或表

写入

table    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

keyspace     Drop 授予权限以删除键空间或表 写入

table    

keyspace     DropMulti 
RegionRes 
ource

授予权限以删除多区域键空间
或表

写入

table    

 GetRecords 授予从给定分片检索 CDC 直
播记录的权限

读取 stream*    

 GetShardI 
terator

授予返回分片迭代器的权限 读取 stream*    

 GetStream 授予返回有关 CDC 直播的信
息（包括其分片的构成）的权
限

读取 stream*    

 ListStreams 授予返回与当前账户和端点 
ARNs 关联的 CDC 直播数组的
权限

列表      

 Modify 授予权限以在表中对数据执
行 INSERT、UPDATE 或 
DELETE 操作

写入 table*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ModifyMul 
tiRegionR 
esource

授予权限以在多区域表中对数
据执行 INSERT、UPDATE 或 
DELETE 操作

写入 table*    

 Restore 授予权限以从备份还原表 写入 table*    

 RestoreMu 
ltiRegion 
Table

授予权限以从备份还原多区域
表

写入 table*    

 Select 授予权限以对表中的数据执行 
SELECT 操作

读取 table*    

 SelectMul 
tiRegionR 
esource

授予权限以对多区域表中的数
据执行 SELECT 操作

读取 table*    

keyspace    

table    

 TagMultiR 
egionReso 
urce

授予权限以标记多区域键空间
或表

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

keyspace    

stream    

 TagResour 
ce

授予标记密钥空间、表或流的
权限

标记

table    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

keyspace    

table    

 UnTagMult 
iRegionRe 
source

授予权限以取消标记多区域键
空间或表

标记

  aws:TagKe 
ys

 

keyspace    

stream    

table    

 UntagReso 
urce

授予取消标记密钥空间、表或
流的权限

标记

  aws:TagKe 
ys

 

 UpdatePar 
titioner

授予权限以在系统表中更新分
区程序

写入 table*    

Amazon Keyspaces（针对 Apache Cassandra）定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 keyspace arn:${Partition}:cassandra:${Region}:
${Account}:/keyspace/${KeyspaceName}/

aws:ResourceTag/${ 
TagKey}

 table arn:${Partition}:cassandra:${Region}:
${Account}:/keyspace/${KeyspaceName}/
table/${TableName}

aws:ResourceTag/${ 
TagKey}

 stream arn:${Partition}:cassandra:${Region} 
:${Account}:/keyspace/${KeyspaceName 
}/table/${TableName}/stream/${Stream 
Label}

aws:ResourceTag/${ 
TagKey}

Amazon Keyspaces（针对 Apache Cassandra）的条件键

Amazon Keyspaces（针对 Apache Cassandra）定义以下可以在 IAM policy 的 Condition 元素中使
用的条件键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参
阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对以筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键以筛选操作 ArrayOfString

Amazon Kinesis Analytics 的操作、资源和条件键

Amazon Kinesis Analytics（服务前缀：kinesisanalytics）提供以下服务特定的资源、操作和条
件上下文键以在 IAM 权限策略中使用。
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Kinesis Analytics 定义的操作

• Amazon Kinesis Analytics 定义的资源类型

• Amazon Kinesis Analytics 的条件键

Amazon Kinesis Analytics 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddApplic 
ationInput

授予权限以向应用程序添加输
入

写入 applicati 
on*

   

 AddApplic 
ationOutput

授予权限以向应用程序添加输
出

Write applicati 
on*

   

 AddApplic 
ationRefe 
renceData 
Source

授予权限以向应用程序添加引
用数据源

写入 applicati 
on*

   

 CreateApp 
lication

授予创建应用程序的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteApp 
lication

授予权限以删除应用程序 写入 applicati 
on*

   

 DeleteApp 
licationOutput

授予权限以删除应用程序的指
定输出

Write applicati 
on*

   

 DeleteApp 
licationR 
eferenceD 
ataSource

授予权限以删除应用程序的指
定引用数据源

写入 applicati 
on*

   

 DescribeA 
pplication

授予权限以描述指定应用程序 读取 applicati 
on*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DiscoverI 
nputSchema

授予权限以发现应用程序输入
架构

读取      

 GetApplic 
ationState [仅
权限]

向 Kinesis Data Analytics 控制
台授予权限，以显示 Kinesis 
Data Analytics SQL 运行时应
用程序的流式处理结果

读取 applicati 
on*

   

 ListAppli 
cations

授予权限以列出账户应用程序 List      

 ListTagsF 
orResource

授予权限以获取与应用程序关
联的标签

Read applicati 
on*

   

 StartAppl 
ication

授予权限以启动应用程序 Write applicati 
on*

   

 StopAppli 
cation

授予权限以停止应用程序 Write applicati 
on*

   

applicati 
on*

    TagResour 
ce

授予权限以向应用程序添加标
签

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on*

    UntagReso 
urce

授予权限以从应用程序中删除
指定标签

Tagging

  aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateApp 
lication

授予权限以更新应用程序 写入 applicati 
on*

   

Amazon Kinesis Analytics 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 application arn:${Partition}:kinesisanalytics:${ 
Region}:${Account}:application/${App 
licationName}

aws:ResourceTag/${ 
TagKey}

Amazon Kinesis Analytics 的条件键

Amazon Kinesis Analytics 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的值集筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否有必需标签键来筛选访问权限 ArrayOfString
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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Amazon Kinesis Analytics V2 的操作、资源和条件键

Amazon Kinesis Analytics V2（服务前缀：kinesisanalytics）提供以下服务特定的资源、操作和
条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Kinesis Analytics V2 定义的操作

• Amazon Kinesis Analytics V2 定义的资源类型

• Amazon Kinesis Analytics V2 的条件键

Amazon Kinesis Analytics V2 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/managed-flink/latest/apiv2/
https://docs.aws.amazon.com/managed-flink/latest/apiv2/Welcome.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/authentication-and-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddApplic 
ationClou 
dWatchLog 
gingOption

授予权限以向应用程序添加 
cloudwatch 日志记录选项

Write applicati 
on*

   

 AddApplic 
ationInput

授予权限以向应用程序添加输
入

Write applicati 
on*

   

 AddApplic 
ationInpu 
tProcessi 
ngConfigu 
ration

授予权限以向应用程序添加输
入处理配置

Write applicati 
on*

   

 AddApplic 
ationOutput

授予权限以向应用程序添加输
出

Write applicati 
on*

   

 AddApplic 
ationRefe 
renceData 
Source

授予权限以向应用程序添加引
用数据源

Write applicati 
on*

   

 AddApplic 
ationVpcC 
onfiguration

授予权限以向应用程序添加 
VPC 配置

Write applicati 
on*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationCloudWatchLoggingOption.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationCloudWatchLoggingOption.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationCloudWatchLoggingOption.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationCloudWatchLoggingOption.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationInput.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationInput.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationInputProcessingConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationInputProcessingConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationInputProcessingConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationInputProcessingConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationInputProcessingConfiguration.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationOutput.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationOutput.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationReferenceDataSource.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationReferenceDataSource.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationReferenceDataSource.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationReferenceDataSource.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationVpcConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationVpcConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_AddApplicationVpcConfiguration.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateApp 
lication

授予创建应用程序的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iam:PassR 
ole

 CreateApp 
licationP 
resignedUrl

授予权限以创建和返回可用于
连接应用程序扩展的 URL

Read applicati 
on*

   

 CreateApp 
licationS 
napshot

授予权限以为应用程序创建快
照

Write applicati 
on*

   

 DeleteApp 
lication

授予权限以删除应用程序 Write applicati 
on*

   

 DeleteApp 
licationC 
loudWatch 
LoggingOp 
tion

授予权限以删除应用程序的指
定 cloudwatch 日志记录选项

Write applicati 
on*

   

 DeleteApp 
licationI 
nputProce 
ssingConf 
iguration

授予权限以删除应用程序的指
定输入处理配置

Write applicati 
on*

   

 DeleteApp 
licationOutput

授予权限以删除应用程序的指
定输出

Write applicati 
on*

   

Amazon Kinesis Analytics V2 2489

https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_CreateApplication.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_CreateApplication.html
#amazonkinesisanalyticsv2-aws_RequestTag___TagKey_
#amazonkinesisanalyticsv2-aws_RequestTag___TagKey_
#amazonkinesisanalyticsv2-aws_RequestTag___TagKey_
#amazonkinesisanalyticsv2-aws_TagKeys
#amazonkinesisanalyticsv2-aws_TagKeys
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_CreateApplicationPresignedUrl.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_CreateApplicationPresignedUrl.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_CreateApplicationPresignedUrl.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_CreateApplicationSnapshot.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_CreateApplicationSnapshot.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_CreateApplicationSnapshot.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplication.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplication.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationCloudWatchLoggingOption.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationCloudWatchLoggingOption.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationCloudWatchLoggingOption.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationCloudWatchLoggingOption.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationCloudWatchLoggingOption.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationInputProcessingConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationInputProcessingConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationInputProcessingConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationInputProcessingConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationInputProcessingConfiguration.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationOutput.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationOutput.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteApp 
licationR 
eferenceD 
ataSource

授予权限以删除应用程序的指
定引用数据源

Write applicati 
on*

   

 DeleteApp 
licationS 
napshot

授予权限以删除应用程序快照 Write applicati 
on*

   

 DeleteApp 
licationV 
pcConfigu 
ration

授予权限以删除应用程序的指
定 VPC 配置

Write applicati 
on*

   

 DescribeA 
pplication

授予权限以描述指定应用程序 读取 applicati 
on*

   

 DescribeA 
pplicatio 
nOperation

授予权限以描述应用程序的应
用程序操作

读取 applicati 
on*

   

 DescribeA 
pplicatio 
nSnapshot

授予权限以描述应用程序快照 读取 applicati 
on*

   

 DescribeA 
pplicatio 
nVersion

授予权限以描述应用程序的版
本

读取 applicati 
on*

   

 DiscoverI 
nputSchema

授予权限以发现应用程序输入
架构

读取     iam:PassR 
ole

 ListAppli 
cationOpe 
rations

授予权限以列出应用程序的应
用程序操作

读取 applicati 
on*
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https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationReferenceDataSource.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationReferenceDataSource.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationReferenceDataSource.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationReferenceDataSource.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationSnapshot.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationSnapshot.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationSnapshot.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationVpcConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationVpcConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationVpcConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DeleteApplicationVpcConfiguration.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DescribeApplication.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DescribeApplication.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DescribeApplicationOperation.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DescribeApplicationOperation.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DescribeApplicationOperation.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DescribeApplicationSnapshot.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DescribeApplicationSnapshot.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DescribeApplicationSnapshot.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DescribeApplicationVersion.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DescribeApplicationVersion.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DescribeApplicationVersion.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DiscoverInputSchema.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_DiscoverInputSchema.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_ListApplicationOperations.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_ListApplicationOperations.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_ListApplicationOperations.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAppli 
cationSna 
pshots

授予权限以列出应用程序快照 读取 applicati 
on*

   

 ListAppli 
cationVer 
sions

授予权限以列出应用程序的版
本

读取 applicati 
on*

   

 ListAppli 
cations

授予权限以列出账户应用程序 List      

 ListTagsF 
orResource

授予权限以获取与应用程序关
联的标签

读取 applicati 
on*

   

 RollbackA 
pplication

授予对应用程序执行回滚操作
的权限

写入 applicati 
on*

   

 StartAppl 
ication

授予权限以启动应用程序 Write applicati 
on*

   

 StopAppli 
cation

授予权限以停止应用程序 Write applicati 
on*

   

applicati 
on*

    TagResour 
ce

授予权限以向应用程序添加标
签

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以从应用程序中删除
指定标签

Tagging applicati 
on*
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https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_ListApplicationSnapshots.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_ListApplicationSnapshots.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_ListApplicationSnapshots.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_ListApplicationVersions.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_ListApplicationVersions.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_ListApplicationVersions.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_ListApplications.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_ListApplications.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_ListTagsForResource.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_ListTagsForResource.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_RollbackApplication.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_RollbackApplication.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_StartApplication.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_StartApplication.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_StopApplication.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_StopApplication.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_TagResource.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_TagResource.html
#amazonkinesisanalyticsv2-aws_RequestTag___TagKey_
#amazonkinesisanalyticsv2-aws_RequestTag___TagKey_
#amazonkinesisanalyticsv2-aws_RequestTag___TagKey_
#amazonkinesisanalyticsv2-aws_TagKeys
#amazonkinesisanalyticsv2-aws_TagKeys
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_UntagResource.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_UntagResource.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

 UpdateApp 
lication

授予权限以更新应用程序 写入 applicati 
on*

   

 UpdateApp 
licationM 
aintenanc 
eConfigur 
ation

授予权限以更新应用程序的维
护配置

写入 applicati 
on*

   

Amazon Kinesis Analytics V2 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 application arn:${Partition}:kinesisanalytics:${ 
Region}:${Account}:application/${App 
licationName}

aws:ResourceTag/${ 
TagKey}

Amazon Kinesis Analytics V2 的条件键

Amazon Kinesis Analytics V2 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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#amazonkinesisanalyticsv2-aws_TagKeys
#amazonkinesisanalyticsv2-aws_TagKeys
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_UpdateApplication.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_UpdateApplication.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_UpdateApplicationMaintenanceConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_UpdateApplicationMaintenanceConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_UpdateApplicationMaintenanceConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_UpdateApplicationMaintenanceConfiguration.html
https://docs.aws.amazon.com/managed-flink/latest/apiv2/API_UpdateApplicationMaintenanceConfiguration.html
#amazonkinesisanalyticsv2-application
#amazonkinesisanalyticsv2-application
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/kinesisanalytics/latest/java/how-it-works.html
#amazonkinesisanalyticsv2-aws_ResourceTag___TagKey_
#amazonkinesisanalyticsv2-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的值集筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否有必需标签键来筛选访问权限 ArrayOfString

Amazon Kinesis Data Streams 的操作、资源和条件键

Amazon Kinesis Data Streams（服务前缀：kinesis）提供以下服务特定的资源、操作和条件上下文
键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Kinesis Data Streams 定义的操作

• Amazon Kinesis Data Streams 定义的资源类型

• Amazon Kinesis Data Streams 的条件键

Amazon Kinesis Data Streams 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddTagsTo 
Stream

授予为指定 Amazon Kinesis 
流添加或更新标签的权限 每个
直播最多可以有 50 个标签

标记 stream* aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 CreateStr 
eam

授予创建 Amazon Kinesis 流
的权限

写入 stream* aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 DecreaseS 
treamRete 
ntionPeriod

授予缩短流的保留期的权限，
保留期是将数据记录添加到流
中后可供访问的期限。

写入 stream* aws:Resou 
rceTag/${ 
TagKey}

 

consumer* aws:Resou 
rceTag/${ 
TagKey}

  DeleteRes 
ourcePolicy

授予删除与指定流或使用者关
联的资源策略的权限

写入

stream* aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteStr 
eam

授予删除流及其所有分片和数
据的权限

写入 stream* aws:Resou 
rceTag/${ 
TagKey}

 

 Deregiste 
rStreamCo 
nsumer

授予从 Kinesis 数据流取消注
册流使用者的权限。

写入 consumer* aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeL 
imits

授予描述账户的分片限制和使
用量的权限

读取      

 DescribeS 
tream

授予描述指定流的权限 读取 stream* aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
treamCons 
umer

授予获取注册的流使用者描述
的权限

读取 consumer* aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeS 
treamSumm 
ary

授予提供无分片列表的指定 
Kinesis 数据流的摘要描述的权
限

读取 stream* aws:Resou 
rceTag/${ 
TagKey}

 

 DisableEn 
hancedMon 
itoring

授予禁用增强监控的权限 写入      

 EnableEnh 
ancedMoni 
toring

授予对分片级别指标启用增强
型 Kinesis 数据流监控的权限

写入      

 GetRecords 授予获取分片中数据记录的权
限

读取 stream* aws:Resou 
rceTag/${ 
TagKey}

 

consumer* aws:Resou 
rceTag/${ 
TagKey}

  GetResour 
cePolicy

授予获取与指定流或使用者关
联的资源策略的权限

读取

stream* aws:Resou 
rceTag/${ 
TagKey}

 

 GetShardI 
terator

授予获取分片迭代器的权限。
分片迭代器将在其返回给请求
者的五分钟后过期。

读取 stream* aws:Resou 
rceTag/${ 
TagKey}

 

 IncreaseS 
treamRete 
ntionPeriod

授予增加流的保留期的权限，
保留期是将数据记录添加到流
中后可供访问的期限。

写入 stream* aws:Resou 
rceTag/${ 
TagKey}
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#amazonkinesisdatastreams-stream
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListShards 授予列出流中的分片，并提供
有关每个分片的信息的权限。

列表 stream* aws:Resou 
rceTag/${ 
TagKey}

 

 ListStrea 
mConsumers

授予列出使用增强型扇出从 
Kinesis 流中接收数据的注册流
使用者，并提供有关每个使用
者的信息的权限。

列表 stream* aws:Resou 
rceTag/${ 
TagKey}

 

 ListStreams 授予列出流的权限 列表      

consumer* aws:Resou 
rceTag/${ 
TagKey}

  ListTagsF 
orResource

授予列出指定 Amazon Kinesis 
资源的标签的权限

读取

stream* aws:Resou 
rceTag/${ 
TagKey}

 

 ListTagsF 
orStream

授予列出指定 Amazon Kinesis 
流的标签的权限

读取 stream* aws:Resou 
rceTag/${ 
TagKey}

 

 MergeShar 
ds

授予将两个相邻分片合并为一
个流并将其组合为单一分片，
从而减少流接收和传输数据的
容量的权限。

写入 stream* aws:Resou 
rceTag/${ 
TagKey}

 

 PutRecord 授予将来自创建器的单个数据
记录写入 Amazon Kinesis 流
中的权限

写入 stream* aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutRecords 授予通过一次调用（也称为请
求）将来自生产者的多条数据
记录写入 Amazon Kinesis 流
的 PutRecords 权限

写入 stream* aws:Resou 
rceTag/${ 
TagKey}

 

consumer* aws:Resou 
rceTag/${ 
TagKey}

  PutResour 
cePolicy

授予将资源策略附加到指定流
或使用者的权限

写入

stream* aws:Resou 
rceTag/${ 
TagKey}

 

 RegisterS 
treamCons 
umer

授予将流使用者注册到 Kinesis 
数据流的权限。

写入 stream* aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 RemoveTag 
sFromStream

授予从指定 Kinesis 数据流移
除标签的权限。移除的标签将
被删除且在此操作成功完成后
将无法恢复

标记 stream* aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 SplitShard 授予将一个分片分割为 Kinesis 
数据流中的两个新分片，从而
增加流接收和传输数据的容量
的权限

写入 stream* aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

kmsKey*     StartStre 
amEncryption

授予使用 KMS 密 AWS 钥为指
定流启用或更新服务器端加密
的权限

写入

stream* aws:Resou 
rceTag/${ 
TagKey}

 

kmsKey*     StopStrea 
mEncryption

授予为指定流禁用服务器端加
密的权限

写入

stream* aws:Resou 
rceTag/${ 
TagKey}

 

 Subscribe 
ToShard

授予侦听具有增强型扇出的特
定分片的权限

读取 consumer* aws:Resou 
rceTag/${ 
TagKey}

 

 TagResour 
ce

授予为指定的 Amazon Kinesis 
资源添加或更新标签的权限。
每个资源最多可以有 50 个标签

标记 consumer* aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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#amazonkinesisdatastreams-kmsKey
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_StartStreamEncryption.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_StartStreamEncryption.html
#amazonkinesisdatastreams-stream
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-kmsKey
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_StopStreamEncryption.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_StopStreamEncryption.html
#amazonkinesisdatastreams-stream
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_SubscribeToShard.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_SubscribeToShard.html
#amazonkinesisdatastreams-consumer
#amazonkinesisdatastreams-consumer
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_TagResource.html
#amazonkinesisdatastreams-consumer
#amazonkinesisdatastreams-consumer
#amazonkinesisdatastreams-aws_TagKeys
#amazonkinesisdatastreams-aws_TagKeys
#amazonkinesisdatastreams-aws_RequestTag___TagKey_
#amazonkinesisdatastreams-aws_RequestTag___TagKey_
#amazonkinesisdatastreams-aws_RequestTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

stream* aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

consumer* aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

  UntagReso 
urce

授予从指定的 Kinesis 数据资
源中移除标签的权限。移除的
标签将被删除且在此操作成功
完成后将无法恢复

标记

stream* aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateSha 
rdCount

授予将指定流的分片数更新为
指定分片数的权限

写入      

 UpdateStr 
eamMode

授予更新数据流的容量模式的
权限

写入      

Amazon Kinesis Data Streams 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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#amazonkinesisdatastreams-stream
#amazonkinesisdatastreams-aws_TagKeys
#amazonkinesisdatastreams-aws_TagKeys
#amazonkinesisdatastreams-aws_RequestTag___TagKey_
#amazonkinesisdatastreams-aws_RequestTag___TagKey_
#amazonkinesisdatastreams-aws_RequestTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-consumer
#amazonkinesisdatastreams-consumer
#amazonkinesisdatastreams-aws_TagKeys
#amazonkinesisdatastreams-aws_TagKeys
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_UntagResource.html
#amazonkinesisdatastreams-stream
#amazonkinesisdatastreams-aws_TagKeys
#amazonkinesisdatastreams-aws_TagKeys
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_UpdateShardCount.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_UpdateShardCount.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_UpdateStreamMode.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_UpdateStreamMode.html
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 stream arn:${Partition}:kinesis:${Region}:$ 
{Account}:stream/${StreamName}

aws:ResourceTag/${ 
TagKey}

 consumer arn:${Partition}:kinesis:${Region}:$ 
{Account}:${StreamType}/${StreamName 
}/consumer/${ConsumerName}:${Consume 
rCreationTimpstamp}

 

 kmsKey arn:${Partition}:kms:${Region}:${Acc 
ount}:key/${KeyId}

 

Amazon Kinesis Data Streams 的条件键

Amazon Kinesis Data Streams 定义以下可以在 IAM 策略的 Condition 元素中使用的条件键。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/kinesis/latest/dev/amazon-kinesis-streams.html
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
#amazonkinesisdatastreams-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/kinesis/latest/dev/amazon-kinesis-consumers.html
https://docs.aws.amazon.com/kinesis/latest/dev/concepts.html#kms_keys
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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Amazon Kinesis Firehose 的操作、资源和条件键

Amazon Kinesis Firehose（服务前缀：firehose）提供以下服务特定的资源、操作和条件上下文键
以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Kinesis Firehose 定义的操作

• Amazon Kinesis Firehose 定义的资源类型

• Amazon Kinesis Firehose 的条件键

Amazon Kinesis Firehose 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/firehose/latest/dev/
https://docs.aws.amazon.com/firehose/latest/APIReference/
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

deliverys 
tream*

    CreateDel 
iveryStream

授予权限以创建传输流 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteDel 
iveryStream

授予权限以删除传输流及其数
据

Write deliverys 
tream*

   

 DescribeD 
eliveryStream

授予权限以描述指定传输流并
获取状态

读取 deliverys 
tream*

   

 ListDeliv 
eryStreams

授予权限以列出传输流 列表      

 ListTagsF 
orDeliver 
yStream

授予权限以列出指定传输流标
签

列表 deliverys 
tream*

   

 PutRecord 授予权限以将单个数据记录写
入 Amazon Kinesis Firehose 
传输流

写入 deliverys 
tream*
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reference_policies_actions-resources-contextkeys.html#actions_table
#amazonkinesisfirehose-deliverystream
#amazonkinesisfirehose-deliverystream
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
#amazonkinesisfirehose-aws_RequestTag___TagKey_
#amazonkinesisfirehose-aws_RequestTag___TagKey_
#amazonkinesisfirehose-aws_RequestTag___TagKey_
#amazonkinesisfirehose-aws_TagKeys
#amazonkinesisfirehose-aws_TagKeys
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DeleteDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DeleteDeliveryStream.html
#amazonkinesisfirehose-deliverystream
#amazonkinesisfirehose-deliverystream
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DescribeDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DescribeDeliveryStream.html
#amazonkinesisfirehose-deliverystream
#amazonkinesisfirehose-deliverystream
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
#amazonkinesisfirehose-deliverystream
#amazonkinesisfirehose-deliverystream
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
#amazonkinesisfirehose-deliverystream
#amazonkinesisfirehose-deliverystream
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutRecord 
Batch

授予权限以在一次调用中将多
条数据记录写入传输流，这样
可以实现比写入单条记录更高
的每个创建者吞吐量

写入 deliverys 
tream*

   

 StartDeli 
veryStrea 
mEncryption

授予权限以为传输流启用服务
器端加密（SSE）

写入 deliverys 
tream*

   

 StopDeliv 
eryStream 
Encryption

授予权限以禁用指定传输流的
指定目标

写入 deliverys 
tream*

   

deliverys 
tream*

    TagDelive 
ryStream

授予权限以为指定传输流添加
或更新标签

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

deliverys 
tream*

    UntagDeli 
veryStream

授予权限以从指定传输流中删
除标签

标记

  aws:TagKe 
ys

 

 UpdateDes 
tination

授予权限以更新指定传输流的
指定目标

写入 deliverys 
tream*
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
#amazonkinesisfirehose-deliverystream
#amazonkinesisfirehose-deliverystream
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
#amazonkinesisfirehose-deliverystream
#amazonkinesisfirehose-deliverystream
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
#amazonkinesisfirehose-deliverystream
#amazonkinesisfirehose-deliverystream
#amazonkinesisfirehose-deliverystream
#amazonkinesisfirehose-deliverystream
https://docs.aws.amazon.com/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_TagDeliveryStream.html
#amazonkinesisfirehose-aws_RequestTag___TagKey_
#amazonkinesisfirehose-aws_RequestTag___TagKey_
#amazonkinesisfirehose-aws_RequestTag___TagKey_
#amazonkinesisfirehose-aws_TagKeys
#amazonkinesisfirehose-aws_TagKeys
#amazonkinesisfirehose-deliverystream
#amazonkinesisfirehose-deliverystream
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UntagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UntagDeliveryStream.html
#amazonkinesisfirehose-aws_TagKeys
#amazonkinesisfirehose-aws_TagKeys
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
#amazonkinesisfirehose-deliverystream
#amazonkinesisfirehose-deliverystream
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Amazon Kinesis Firehose 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 deliverys 
tream

arn:${Partition}:firehose:${Region}: 
${Account}:deliverystream/${Delivery 
StreamName}

aws:ResourceTag/${ 
TagKey}

Amazon Kinesis Firehose 的条件键

Amazon Kinesis Firehose 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Kinesis Video Streams 的操作、资源和条件键

Amazon Kinesis Video Streams（服务前缀：kinesisvideo）提供以下服务特定的资源、操作和条
件上下文键以在 IAM 权限策略中使用。

参考：
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
#amazonkinesisfirehose-aws_ResourceTag___TagKey_
#amazonkinesisfirehose-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Kinesis Video Streams 定义的操作

• Amazon Kinesis Video Streams 定义的资源类型

• Amazon Kinesis Video Streams 的条件键

Amazon Kinesis Video Streams 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/what-is-kinesis-video.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/how-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ConnectAs 
Master

授予权限，从而以主用户的身
份连接到终端节点指定的信令
通道

Write channel*    

 ConnectAs 
Viewer

授予权限，从而以查看者的身
份连接到终端节点指定的信令
通道

Write channel*    

channel*     CreateSig 
nalingCha 
nnel

授予权限以创建信令通道 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

stream*     CreateStr 
eam

授予权限以创建 Kinesis 视频
流

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteEdg 
eConfigur 
ation

授予删除 Kinesis 视频流边缘
配置的权限

写入 stream*    

 DeleteSig 
nalingCha 
nnel

授予权限以删除现有信令通道 Write channel*    
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ConnectAsMaster.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ConnectAsMaster.html
#amazonkinesisvideostreams-channel
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ConnectAsViewer.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ConnectAsViewer.html
#amazonkinesisvideostreams-channel
#amazonkinesisvideostreams-channel
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
#amazonkinesisvideostreams-aws_RequestTag___TagKey_
#amazonkinesisvideostreams-aws_RequestTag___TagKey_
#amazonkinesisvideostreams-aws_RequestTag___TagKey_
#amazonkinesisvideostreams-aws_TagKeys
#amazonkinesisvideostreams-aws_TagKeys
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateStream.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateStream.html
#amazonkinesisvideostreams-aws_RequestTag___TagKey_
#amazonkinesisvideostreams-aws_RequestTag___TagKey_
#amazonkinesisvideostreams-aws_RequestTag___TagKey_
#amazonkinesisvideostreams-aws_TagKeys
#amazonkinesisvideostreams-aws_TagKeys
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DeleteEdgeConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DeleteEdgeConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DeleteEdgeConfiguration.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DeleteSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DeleteSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DeleteSignalingChannel.html
#amazonkinesisvideostreams-channel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteStr 
eam

授予权限以删除现有 Kinesis 
视频流

写入 stream*    

 DescribeE 
dgeConfig 
uration

授予权限以描述您 Kinesis 视
频流的边缘配置

读取 stream*    

 DescribeI 
mageGener 
ationConf 
iguration

授予权限以描述您 Kinesis 视
频流的映像生成配置

读取 stream*    

 DescribeM 
appedReso 
urceConfi 
guration

授予描述映射到 Kinesis 视频
流的资源的权限

列表 stream*    

 DescribeM 
ediaStora 
geConfigu 
ration

授予描述信令通道的媒体存储
配置的权限

读取 channel*    

 DescribeN 
otificati 
onConfigu 
ration

授予权限以描述您 Kinesis 视
频流的通知配置

读取 stream*    

 DescribeS 
ignalingC 
hannel

授予权限以描述指定的信令通
道

List channel*    

 DescribeS 
tream

授予权限以描述指定的 Kinesis 
视频流

List stream*    
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DeleteStream.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DeleteStream.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeEdgeConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeEdgeConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeEdgeConfiguration.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeImageGenerationConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeImageGenerationConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeImageGenerationConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeImageGenerationConfiguration.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMappedResourceConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMappedResourceConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMappedResourceConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMappedResourceConfiguration.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
#amazonkinesisvideostreams-channel
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeNotificationConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeNotificationConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeNotificationConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeNotificationConfiguration.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
#amazonkinesisvideostreams-channel
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeStream.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeStream.html
#amazonkinesisvideostreams-stream


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetClip 授予权限以从视频流中获取媒
体剪辑

Read stream*    

 GetDASHSt 
reamingSe 
ssionURL

授予权限以便为 MPEG-DASH 
视频流创建 URL

Read stream*    

 GetDataEn 
dpoint

授予权限以获取指定流的终端
节点，用于对 Kinesis Video 
Streams 读取或写入媒体数据 
。

Read stream*    

 GetHLSStr 
eamingSes 
sionURL

授予权限以便为 HLS 视频流创
建 URL

Read stream*    

 GetIceSer 
verConfig

授予权限以获取 ICE 服务器配
置

读取 channel*    

 GetImages 授予权限以从您 Kinesis 视频
流中获取生成的映像

读取 stream*    

 GetMedia 授予权限以返回 Kinesis 视频
流的媒体内容

Read stream*    

 GetMediaF 
orFragmen 
tList

授予权限以仅读取并返回持久
性存储中的媒体数据。

Read stream*    

 GetSignal 
ingChanne 
lEndpoint

授予权限以获取信令通道的具
有指定协议和角色组合的终端
节点

读取 channel*    

 JoinStora 
geSession

授予加入通道的存储会话的权
限

写入 channel*    
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_reader_GetClip.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_reader_GetDASHStreamingSessionURL.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_reader_GetDASHStreamingSessionURL.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_reader_GetDASHStreamingSessionURL.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetDataEndpoint.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetDataEndpoint.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_reader_GetHLSStreamingSessionURL.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_reader_GetHLSStreamingSessionURL.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_reader_GetHLSStreamingSessionURL.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_signaling_GetIceServerConfig.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_signaling_GetIceServerConfig.html
#amazonkinesisvideostreams-channel
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_reader_GetImages.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_dataplane_GetMedia.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_reader_GetMediaForFragmentList.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_reader_GetMediaForFragmentList.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_reader_GetMediaForFragmentList.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
#amazonkinesisvideostreams-channel
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
#amazonkinesisvideostreams-channel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 JoinStora 
geSession 
AsViewer

授予权限以作为查看器加入通
道的存储会话

写入 channel*    

 ListEdgeA 
gentConfi 
gurations

授予列出边缘代理配置的权限 列表      

 ListFragm 
ents

授予权限以根据指定了范围的
分页标记或选择器类型，列出
存档存储中的片段。

List stream*    

 ListSigna 
lingChannels

授予权限以列出您的信令通道 List      

 ListStreams 授予权限以列出您的 Kinesis 
视频流

List      

channel     ListTagsF 
orResource

授予权限以提取与您的资源关
联的标签

Read

stream    

 ListTagsF 
orStream

授予权限以提取与 Kinesis 视
频流关联的标签

Read stream*    

 PutMedia 授予权限以将媒体数据发送到 
Kinesis 视频流

Write stream*    

 SendAlexa 
OfferToMa 
ster

授予权限以将 Alexa SDP 方案
发送给主用户

写入 channel*    

 StartEdge 
Configura 
tionUpdate

授予权限以开始您 Kinesis 视
频流的边缘配置更新

写入 stream*    
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
#amazonkinesisvideostreams-channel
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListEdgeAgentConfigurations.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListEdgeAgentConfigurations.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListEdgeAgentConfigurations.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_reader_ListFragments.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_reader_ListFragments.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListSignalingChannels.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListSignalingChannels.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListStreams.html
#amazonkinesisvideostreams-channel
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListTagsForResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListTagsForResource.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListTagsForStream.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListTagsForStream.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_dataplane_PutMedia.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_signaling_SendAlexaOfferToMaster.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_signaling_SendAlexaOfferToMaster.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_signaling_SendAlexaOfferToMaster.html
#amazonkinesisvideostreams-channel
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_StartEdgeConfigurationUpdate.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_StartEdgeConfigurationUpdate.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_StartEdgeConfigurationUpdate.html
#amazonkinesisvideostreams-stream


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

channel    

stream    

 TagResour 
ce

授予权限以将一组标签附加到
资源

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

stream*     TagStream 授予权限以将一组标签附加到 
Kinesis 视频流

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

channel    

stream    

 UntagReso 
urce

授予权限以从您的资源删除一
个或多个标签

Tagging

  aws:TagKe 
ys

 

stream*     UntagStream 授予权限以从 Kinesis 视频流
中删除一个或多个标签

Tagging

  aws:TagKe 
ys

 

 UpdateDat 
aRetention

授予权限以更新 Kinesis 视频
流的数据保留期限

写入 stream*    
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#amazonkinesisvideostreams-channel
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_TagResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_TagResource.html
#amazonkinesisvideostreams-aws_RequestTag___TagKey_
#amazonkinesisvideostreams-aws_RequestTag___TagKey_
#amazonkinesisvideostreams-aws_RequestTag___TagKey_
#amazonkinesisvideostreams-aws_TagKeys
#amazonkinesisvideostreams-aws_TagKeys
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_TagStream.html
#amazonkinesisvideostreams-aws_RequestTag___TagKey_
#amazonkinesisvideostreams-aws_RequestTag___TagKey_
#amazonkinesisvideostreams-aws_RequestTag___TagKey_
#amazonkinesisvideostreams-aws_TagKeys
#amazonkinesisvideostreams-aws_TagKeys
#amazonkinesisvideostreams-channel
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UntagResource.html
#amazonkinesisvideostreams-aws_TagKeys
#amazonkinesisvideostreams-aws_TagKeys
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UntagStream.html
#amazonkinesisvideostreams-aws_TagKeys
#amazonkinesisvideostreams-aws_TagKeys
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateDataRetention.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateDataRetention.html
#amazonkinesisvideostreams-stream


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateIma 
geGenerat 
ionConfig 
uration

授予权限以更新您 Kinesis 视
频流的映像生成配置

写入 stream*    

 UpdateMed 
iaStorage 
Configuration

授予创建或更新信令通道和流
之间映射的权限

写入 channel*    

 UpdateNot 
ification 
Configuration

授予权限以更新您 Kinesis 视
频流的通知配置

写入 stream*    

 UpdateSig 
nalingCha 
nnel

授予权限以更新现有信令通道 Write channel*    

 UpdateStr 
eam

授予权限以更新现有 Kinesis 
视频流

Write stream*    

Amazon Kinesis Video Streams 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 stream arn:${Partition}:kinesisvideo:${Regi 
on}:${Account}:stream/${StreamName}/ 
${CreationTime}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateImageGenerationConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateImageGenerationConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateImageGenerationConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateImageGenerationConfiguration.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
#amazonkinesisvideostreams-channel
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateNotificationConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateNotificationConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateNotificationConfiguration.html
#amazonkinesisvideostreams-stream
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateSignalingChannel.html
#amazonkinesisvideostreams-channel
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateStream.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateStream.html
#amazonkinesisvideostreams-stream
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/how-it-works.html
#amazonkinesisvideostreams-aws_ResourceTag___TagKey_
#amazonkinesisvideostreams-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 channel arn:${Partition}:kinesisvideo:${Regi 
on}:${Account}:channel/${ChannelName 
}/${CreationTime}

aws:ResourceTag/${ 
TagKey}

Amazon Kinesis Video Streams 的条件键

Amazon Kinesis Video Streams 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您
可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据每个标签的允许值集筛选请求 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与流关联的标签值筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有必需标签键以筛选请求 ArrayOfString

AWS Lake Formation 的操作、资源和条件键

AWS Lake Formation（服务前缀:lakeformation）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Lake Formation 定义的操作
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https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-how-it-works.html
#amazonkinesisvideostreams-aws_ResourceTag___TagKey_
#amazonkinesisvideostreams-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/lake-formation/latest/dg/
https://docs.aws.amazon.com/lake-formation/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
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• AWS Lake Formation 定义的资源类型

• AWS Lake Formation 的条件键

AWS Lake Formation 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddLFTags 
ToResource

授予权限以将 Lake Formation 
标签附加到目录资源

标记      

AWS Lake Formaton 2514

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_AddLFTagsToResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_AddLFTagsToResource.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGran 
tPermissions

为批次中的一个或多个委托人
授予数据湖权限

权限管理      

 BatchRevo 
kePermiss 
ions

为批次中的一个或多个委托人
授予撤销数据湖权限的权限

权限管理      

 CancelTra 
nsaction

授予权限以取消给定事务 写入      

 CommitTra 
nsaction

授予权限以提交给定事务 写入      

 CreateDat 
aCellsFilter

授予权限以创建 Lake 
Formation 数据单元格筛选条
件

写入      

 CreateLFTag 授予权限以创建 Lake 
Formation 标签

写入      

 CreateLFT 
agExpression

授予创建 Lake Formation 标签
表达式的权限

写入      

 CreateLak 
eFormatio 
nIdentity 
CenterCon 
figuration

授予权限以创建 IAM Identity 
Center 与 Lake Formation 的
连接，以允许 IAM Identity 
Center 用户和组访问 Data 
Catalog 资源

写入      

 CreateLak 
eFormatio 
nOptIn

授予权限以对给定数据库、
表和主体强制执行 Lake 
Formation

写入      
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https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_BatchGrantPermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_BatchGrantPermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_BatchRevokePermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_BatchRevokePermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_BatchRevokePermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CancelTransaction.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CancelTransaction.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CommitTransaction.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CommitTransaction.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLFTag.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLFTagExpression.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLFTagExpression.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLakeFormationOptIn.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLakeFormationOptIn.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_CreateLakeFormationOptIn.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDat 
aCellsFilter

授予权限以删除 Lake 
Formation 数据单元格筛选条
件

写入      

 DeleteLFTag 授予删除 Lake Formation 标签
的权限

写入      

 DeleteLFT 
agExpression

授予删除 Lake Formation 表达
式的权限

写入      

 DeleteLak 
eFormatio 
nIdentity 
CenterCon 
figuration

授予权限以删除 IAM Identity 
Center 与 Lake Formation 的
连接

写入      

 DeleteLak 
eFormatio 
nOptIn

授予权限以取消对给定数据
库、表和主体强制执行 Lake 
Formation 权限

写入      

 DeleteObj 
ectsOnCan 
cel

授予权限以删除指定的对象
（如果事务被取消）

写入      

 Deregiste 
rResource

授予取消注册注册位置的权限 写入      

 DescribeL 
akeFormat 
ionIdenti 
tyCenterC 
onfiguration

授予权限以描述 IAM Identity 
Center 与 Lake Formation 的
连接

读取      

 DescribeR 
esource

授予描述注册位置的权限 读取      
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https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLFTag.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLFTagExpression.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLFTagExpression.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLakeFormationOptIn.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLakeFormationOptIn.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteLakeFormationOptIn.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteObjectsOnCancel.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteObjectsOnCancel.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeleteObjectsOnCancel.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeregisterResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DeregisterResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DescribeLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DescribeLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DescribeLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DescribeLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DescribeLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DescribeResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DescribeResource.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeT 
ransaction

授予权限以获取给定事务的状
态

读取      

 ExtendTra 
nsaction

授予权限以延长给定事务的超
时

写入      

 GetDataAc 
cess

授予虚拟数据湖访问权限的权
限

写入   lakeforma 
tion:Enab 
ledOnlyFo 
rMetaData 
Access

 

 GetDataCe 
llsFilter

授予权限以检索 Lake 
Formation 数据单元格筛选条
件

读取      

 GetDataLa 
kePrincipal

授予权限以检索调用主体的身
份

读取      

 GetDataLa 
keSettings

授予权限以检索数据湖设置，
例如数据湖管理员以及数据库
和表默认权限的列表

读取      

 GetEffect 
ivePermis 
sionsForPath

授予权限以检索附加到指定路
径中的资源的权限

读取      

 GetLFTag 授予检索 Lake Formation 标签
的权限

读取      

 GetLFTagE 
xpression

授予检索 Lake Formation 标签
表达式的权限

读取      
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https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DescribeTransaction.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_DescribeTransaction.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ExtendTransaction.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ExtendTransaction.html
https://docs.aws.amazon.com/lake-formation/latest/dg/access-control-underlying-data.html
https://docs.aws.amazon.com/lake-formation/latest/dg/access-control-underlying-data.html
#awslakeformation-lakeformation_EnabledOnlyForMetaDataAccess
#awslakeformation-lakeformation_EnabledOnlyForMetaDataAccess
#awslakeformation-lakeformation_EnabledOnlyForMetaDataAccess
#awslakeformation-lakeformation_EnabledOnlyForMetaDataAccess
#awslakeformation-lakeformation_EnabledOnlyForMetaDataAccess
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetDataLakePrincipal.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetDataLakePrincipal.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetDataLakeSettings.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetDataLakeSettings.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetEffectivePermissionsForPath.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetEffectivePermissionsForPath.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetEffectivePermissionsForPath.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetLFTag.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetLFTagExpression.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetLFTagExpression.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetQueryS 
tate

授予权限以检索给定查询的状
态

读取     lakeforma 
tion:Star 
tQueryPla 
nning

 GetQueryS 
tatistics

授予权限以检索给定查询的统
计数据

读取     lakeforma 
tion:Star 
tQueryPla 
nning

 GetResour 
ceLFTags

授予在目录资源上检索 
lakeformation 标签的权限

读取      

 GetTableO 
bjects

授予权限以从表中检索对象 读取      

 GetWorkUn 
itResults

授予权限以检索给定工作单元
的结果

读取     lakeforma 
tion:GetW 
orkUnits

lakeforma 
tion:Star 
tQueryPla 
nning

 GetWorkUn 
its

授予权限以检索给定查询的工
作单元

读取     lakeforma 
tion:Star 
tQueryPla 
nning

 GrantPerm 
issions

为委托人授予数据湖权限 权限管理      

 ListDataC 
ellsFilter

授予列出单元格筛选条件的权
限

列表      

AWS Lake Formaton 2518

https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetQueryState.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetQueryState.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetQueryStatistics.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetQueryStatistics.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetResourceLFTags.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetResourceLFTags.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetTableObjects.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetTableObjects.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetWorkUnitResults.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetWorkUnitResults.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetWorkUnits.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GetWorkUnits.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GrantPermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_GrantPermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListDataCellsFilter.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListLFTag 
Expressions

授予列出 Lake Foramtion 标签
表达式的权限

读取      

 ListLFTags 授予列出 Lake Formation 标签
的权限

读取      

 ListLakeF 
ormationO 
ptIns

授予权限以检索当前选择强制
执行 Lake Formation 权限的资
源和主体列表

列表      

 ListPermi 
ssions

授予列出按委托人或资源筛选
的权限的权限

列表      

 ListResou 
rces

授予列出注册位置的权限 列表      

 ListTable 
StorageOp 
timizers

授予列出受监管表的所有存储
优化程序的权限

列表      

 ListTrans 
actions

授予列出系统中所有事务的权
限

列表      

 PutDataLa 
keSettings

授予权限以覆盖数据湖设置，
例如数据湖管理员以及数据库
和表默认权限列表

权限管理      

 RegisterR 
esource

授予注册由 Lake Formation 管
理的新位置的权限

写入      

 RegisterR 
esourceWi 
thPrivile 
gedAccess

授予注册由 Lake Formation 管
理的新地点的权限，并具有特
权访问权限

写入      
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https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListLFTagExpressions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListLFTagExpressions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListLFTags.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListLakeFormationOptIns.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListLakeFormationOptIns.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListLakeFormationOptIns.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListPermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListPermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListResources.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListResources.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListTableStorageOptimizers.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListTableStorageOptimizers.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListTableStorageOptimizers.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListTransactions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_ListTransactions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_PutDataLakeSettings.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_PutDataLakeSettings.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RegisterResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RegisterResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RegisterResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RegisterResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RegisterResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RegisterResource.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RemoveLFT 
agsFromRe 
source

授予从目录资源中删除 
lakeformation 标签的权限

标记      

 RevokePer 
missions

为委托人授予撤销数据湖权限
的权限

权限管理      

 SearchDat 
abasesByL 
FTags

授予列出带 Lake Formation 标
签的目录数据库的权限

读取      

 SearchTab 
lesByLFTags

授予列出带 Lake Formation 标
签的目录表的权限

读取      

 StartQuer 
yPlanning

授予权限以启动给定查询的计
划

写入      

 StartTran 
saction

授予启动新事务的权限 写入      

 UpdateDat 
aCellsFilter

授予权限以更新 Lake 
Formation 数据单元格筛选条
件

写入      

 UpdateLFT 
ag

授予更新 Lake Formation 标签
的权限

写入      

 UpdateLFT 
agExpression

授予更新 Lake Formation 表达
式的权限

写入      

 UpdateLak 
eFormatio 
nIdentity 
CenterCon 
figuration

授予权限以更新 IAM Identity 
Centity 连接参数

写入      
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https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RemoveLFTagsFromResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RemoveLFTagsFromResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RemoveLFTagsFromResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RevokePermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_RevokePermissions.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_SearchTablesByLFTags.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_SearchTablesByLFTags.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_SearchTablesByLFTags.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_SearchTablesByLFTags.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_SearchTablesByLFTags.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_StartQueryPlanning.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_StartQueryPlanning.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_StartTransaction.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_StartTransaction.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateDataCellsFilter.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateLFTag.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateLFTag.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateLFTagExpression.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateLFTagExpression.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateLakeFormationIdentityCenterConfiguration.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateLakeFormationIdentityCenterConfiguration.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRes 
ource

授予更新注册位置的权限 写入      

 UpdateTab 
leObjects

授予向表中添加或删除指定对
象的权限

写入      

 UpdateTab 
leStorage 
Optimizer

授予权限以更新受监管表的存
储优化程序配置

写入      

AWS Lake Formation 定义的资源类型

AWS Lake Formation 不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许对 AWS 
Lake Formation 的访问权限，请在策略中指定 "Resource": "*"。

AWS Lake Formation 的条件键

AWS Lake Formation 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 lakeforma 
tion:Enab 
ledOnlyFo 
rMetaData 
Access

根据是否存在为角色的基于身份的策略配置的密钥来筛选
访问权限

布尔型
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https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateResource.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateTableObjects.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateTableObjects.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateTableStorageOptimizer.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateTableStorageOptimizer.html
https://docs.aws.amazon.com/lake-formation/latest/APIReference/API_UpdateTableStorageOptimizer.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awslakeformation.html#awslakeformation-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awslakeformation.html#awslakeformation-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awslakeformation.html#awslakeformation-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awslakeformation.html#awslakeformation-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awslakeformation.html#awslakeformation-policy-keys
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AWS Lambda 的操作、资源和条件键

AWS Lambda（服务前缀:lambda）提供以下特定于服务的资源、操作和条件上下文密钥以在 IAM 权
限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Lambda 定义的操作

• AWS Lambda 定义的资源类型

• AWS Lambda 的条件键

AWS Lambda 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

AWS Lambda 2522

https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Reference.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-auth-and-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddLayerV 
ersionPer 
mission

授予向某个 Lamb AWS da 层
版本的基于资源的策略添加权
限的权限

权限管理 layerVers 
ion*

   

function*     AddPermis 
sion

授予权限以授予 AWS 服务或
其他账户使用 AWS Lambda 
函数的权限

权限管理

  lambda:Pr 
incipal

lambda:Fu 
nctionUrl 
AuthType

 

 CreateAlias 授予权限以创建 Lambda 函数
版本的别名

写入 function*    

 CreateCod 
eSigningC 
onfig

授予创建 AWS Lambda 代码
签名配置的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateEve 
ntSourceM 
apping

授予在事件源和 AWS Lambda 
函数之间创建映射的权限

写入   lambda:Fu 
nctionArn
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/lambda/latest/dg/API_AddLayerVersionPermission.html
https://docs.aws.amazon.com/lambda/latest/dg/API_AddLayerVersionPermission.html
https://docs.aws.amazon.com/lambda/latest/dg/API_AddLayerVersionPermission.html
#awslambda-layerVersion
#awslambda-layerVersion
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_AddPermission.html
https://docs.aws.amazon.com/lambda/latest/dg/API_AddPermission.html
#awslambda-lambda_Principal
#awslambda-lambda_Principal
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
https://docs.aws.amazon.com/lambda/latest/dg/API_CreateAlias.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_CreateCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_CreateCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_CreateCodeSigningConfig.html
#awslambda-aws_RequestTag___TagKey_
#awslambda-aws_RequestTag___TagKey_
#awslambda-aws_RequestTag___TagKey_
#awslambda-aws_TagKeys
#awslambda-aws_TagKeys
https://docs.aws.amazon.com/lambda/latest/dg/API_CreateEventSourceMapping.html
https://docs.aws.amazon.com/lambda/latest/dg/API_CreateEventSourceMapping.html
https://docs.aws.amazon.com/lambda/latest/dg/API_CreateEventSourceMapping.html
#awslambda-lambda_FunctionArn
#awslambda-lambda_FunctionArn
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

function*   iam:PassR 
ole

 CreateFun 
ction

授予创建 AWS Lambda 函数
的权限

写入

  lambda:La 
yer

lambda:Vp 
cIds

lambda:Su 
bnetIds

lambda:Se 
curityGro 
upIds

lambda:Co 
deSigning 
ConfigArn

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

授予权限以创建 Lambda 函数
的函数 url 配置

写入 function*    
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#awslambda-aws_RequestTag___TagKey_
#awslambda-aws_RequestTag___TagKey_
#awslambda-aws_RequestTag___TagKey_
#awslambda-aws_TagKeys
#awslambda-aws_TagKeys
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_CreateFunction.html
https://docs.aws.amazon.com/lambda/latest/dg/API_CreateFunction.html
#awslambda-lambda_Layer
#awslambda-lambda_Layer
#awslambda-lambda_VpcIds
#awslambda-lambda_VpcIds
#awslambda-lambda_SubnetIds
#awslambda-lambda_SubnetIds
#awslambda-lambda_SecurityGroupIds
#awslambda-lambda_SecurityGroupIds
#awslambda-lambda_SecurityGroupIds
#awslambda-lambda_CodeSigningConfigArn
#awslambda-lambda_CodeSigningConfigArn
#awslambda-lambda_CodeSigningConfigArn
#awslambda-lambda_CodeSigningConfigArn
#awslambda-aws_RequestTag___TagKey_
#awslambda-aws_RequestTag___TagKey_
#awslambda-aws_RequestTag___TagKey_
#awslambda-aws_TagKeys
#awslambda-aws_TagKeys
#awslambda-function
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateFun 
ctionUrlC 
onfig

  lambda:Fu 
nctionUrl 
AuthType

lambda:Fu 
nctionArn

 

 DeleteAlias 授予删除 AWS Lambda 函数
别名的权限

写入 function*    

 DeleteCod 
eSigningC 
onfig

授予删除 AWS Lambda 代码
签名配置的权限

写入 code 
signing 
config*

   

eventSour 
ceMapping 
*

    DeleteEve 
ntSourceM 
apping

授予删除 AWS Lambda 事件
源映射的权限

写入

  lambda:Fu 
nctionArn

 

 DeleteFun 
ction

授予删除 AWS Lambda 函数
的权限

写入 function*    

 DeleteFun 
ctionCode 
SigningCo 
nfig

授予将代码签名配置与 Lamb 
AWS da 函数分离的权限

写入 function*    

 DeleteFun 
ctionConc 
urrency

授予从 AWS Lambda 函数中
移除并发执行限制的权限

写入 function*    
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https://docs.aws.amazon.com/lambda/latest/dg/API_CreateFunctionUrlConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_CreateFunctionUrlConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_CreateFunctionUrlConfig.html
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionArn
#awslambda-lambda_FunctionArn
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteAlias.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteCodeSigningConfig.html
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-eventSourceMapping
#awslambda-eventSourceMapping
#awslambda-eventSourceMapping
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteEventSourceMapping.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteEventSourceMapping.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteEventSourceMapping.html
#awslambda-lambda_FunctionArn
#awslambda-lambda_FunctionArn
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunction.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunction.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunctionCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunctionCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunctionCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunctionCodeSigningConfig.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunctionConcurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunctionConcurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunctionConcurrency.html
#awslambda-function


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteFun 
ctionEven 
tInvokeConfig

授予删除 Lambd AWS a 函
数、版本或别名的异步调用配
置的权限

写入 function*    

function*     DeleteFun 
ctionUrlC 
onfig

授予权限以删除 Lambda 函数
的函数 url 配置

写入

  lambda:Fu 
nctionUrl 
AuthType

lambda:Fu 
nctionArn

 

 DeleteLay 
erVersion

授予删除 AWS Lambda 层版
本的权限

写入 layerVers 
ion*

   

function 
alias

    DeletePro 
visionedC 
oncurrenc 
yConfig

授予删除 Lambda 函数 AWS 
的预配置并发配置的权限

写入

function 
version

   

 DisableRe 
plication [仅
权限]

授予权限以禁用 Lambda@Ed 
ge 函数复制

Permissio 
ns 
managemen 
t

function*    

 EnableRep 
lication [仅权
限]

授予权限以启用 Lambda@Ed 
ge 函数复制

权限管理 function*    

 GetAccoun 
tSettings

授予在账户中查看有关账户限
制和使用情况的详细信息的权
限 AWS 区域

读取      
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https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunctionEventInvokeConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunctionEventInvokeConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunctionEventInvokeConfig.html
#awslambda-function
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunctionUrlConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunctionUrlConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteFunctionUrlConfig.html
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionArn
#awslambda-lambda_FunctionArn
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteLayerVersion.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteLayerVersion.html
#awslambda-layerVersion
#awslambda-layerVersion
#awslambda-functionalias
#awslambda-functionalias
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteProvisionedConcurrencyConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteProvisionedConcurrencyConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteProvisionedConcurrencyConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_DeleteProvisionedConcurrencyConfig.html
#awslambda-functionversion
#awslambda-functionversion
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/lambda-edge-permissions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/lambda-edge-permissions.html
#awslambda-function
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/lambda-edge-permissions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/lambda-edge-permissions.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_GetAccountSettings.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetAccountSettings.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAlias 授予查看有关 AWS Lambda 
函数别名的详细信息的权限

读取 function*    

 GetCodeSi 
gningConfig

授予查看有关 AWS Lambda 
代码签名配置详细信息的权限

读取 code 
signing 
config*

   

eventSour 
ceMapping 
*

    GetEventS 
ourceMapp 
ing

授予权限以查看有关 AWS 
Lambda 事件源映射的详细信 
息

读取

  lambda:Fu 
nctionArn

 

 GetFunction 授予查看有关 AWS Lambda 
函数详细信息的权限

读取 function*    

 GetFuncti 
onCodeSig 
ningConfig

授予查看附加到 Lamb AWS 
da 函数的代码签名配置 arn 的
权限

读取 function*    

 GetFuncti 
onConcurr 
ency

授予权限以查看有关函数的保
留并发配置的详细信息

读取 function*    

 GetFuncti 
onConfigu 
ration

授予权限以查看有关 Lambda 
函数 AWS 或版本的特定版本
设置的详细信息

读取 function*    

 GetFuncti 
onEventIn 
vokeConfig

授予权限以查看函数、版本或
别名的异步调用配置

读取 function*    
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https://docs.aws.amazon.com/lambda/latest/dg/API_GetAlias.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_GetCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetCodeSigningConfig.html
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-eventSourceMapping
#awslambda-eventSourceMapping
#awslambda-eventSourceMapping
https://docs.aws.amazon.com/lambda/latest/dg/API_GetEventSourceMapping.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetEventSourceMapping.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetEventSourceMapping.html
#awslambda-lambda_FunctionArn
#awslambda-lambda_FunctionArn
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunction.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionCodeSigningConfig.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionConcurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionConcurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionConcurrency.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionConfiguration.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionConfiguration.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionConfiguration.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionEventInvokeConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionEventInvokeConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionEventInvokeConfig.html
#awslambda-function


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetFuncti 
onRecursi 
onConfig

授予查看 Lamb AWS da 函数
递归配置的权限

读取 function*    

function*     GetFuncti 
onUrlConfig

授予权限以读取 Lambda 函数
的函数 url 配置

读取

  lambda:Fu 
nctionUrl 
AuthType

lambda:Fu 
nctionArn

 

 GetLayerV 
ersion

授予查看有关 AWS Lambda 
层版本详细信息的权限。请注
意，此操作还支持 GetLayerV 
ersionByArn API

读取 layerVers 
ion*

   

 GetLayerV 
ersionPolicy

授予查看 Lamb AWS da 层版
本的基于资源的策略的权限

读取 layerVers 
ion*

   

 GetPolicy 授予查看 Lambd AWS a 函
数、版本或别名的基于资源的
策略的权限

读取 function*    

function 
alias

    GetProvis 
ionedConc 
urrencyCo 
nfig

授予查看 Lambd AWS a 函数
别名或版本的预配置并发配置
的权限

读取

function 
version

   

 GetRuntim 
eManageme 
ntConfig

授予查看 AWS Lambda 函数
运行时管理配置的权限

读取 function*    
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https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionRecursionConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionRecursionConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionRecursionConfig.html
#awslambda-function
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionUrlConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionUrlConfig.html
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionArn
#awslambda-lambda_FunctionArn
https://docs.aws.amazon.com/lambda/latest/dg/API_GetLayerVersion.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetLayerVersion.html
#awslambda-layerVersion
#awslambda-layerVersion
https://docs.aws.amazon.com/lambda/latest/dg/API_GetLayerVersionPolicy.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetLayerVersionPolicy.html
#awslambda-layerVersion
#awslambda-layerVersion
https://docs.aws.amazon.com/lambda/latest/dg/API_GetPolicy.html
#awslambda-function
#awslambda-functionalias
#awslambda-functionalias
https://docs.aws.amazon.com/lambda/latest/dg/API_GetProvisionedConcurrencyConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetProvisionedConcurrencyConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetProvisionedConcurrencyConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetProvisionedConcurrencyConfig.html
#awslambda-functionversion
#awslambda-functionversion
https://docs.aws.amazon.com/lambda/latest/dg/API_GetRuntimeManagementConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetRuntimeManagementConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetRuntimeManagementConfig.html
#awslambda-function
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 InvokeAsync 授予权限以异步调用函数（已
弃用）

写入 function*    

function*     InvokeFun 
ction

授予调用 AWS Lambda 函数
的权限

写入

  lambda:Ev 
entSource 
Token

 

function*     InvokeFun 
ctionUrl [仅权
限]

授予通过网址调用 L AWS 
ambda 函数的权限

写入

  lambda:Fu 
nctionUrl 
AuthType

lambda:Fu 
nctionArn

lambda:Ev 
entSource 
Token

 

 ListAliases 授予检索 Lamb AWS da 函数
别名列表的权限

列表 function*    

 ListCodeS 
igningConfigs

授予检索 AWS Lambda 代码
签名配置列表的权限

列表      

 ListEvent 
SourceMap 
pings

授予检索 AWS Lambda 事件
源映射列表的权限

列表      

 ListFunct 
ionEventI 
nvokeConfigs

授予权限以检索函数异步调用
的配置列表

列表 function*    
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https://docs.aws.amazon.com/lambda/latest/dg/API_InvokeAsync.html
#awslambda-function
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
#awslambda-lambda_EventSourceToken
#awslambda-lambda_EventSourceToken
#awslambda-lambda_EventSourceToken
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_InvokeFunctionUrl.html
https://docs.aws.amazon.com/lambda/latest/dg/API_InvokeFunctionUrl.html
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionArn
#awslambda-lambda_FunctionArn
#awslambda-lambda_EventSourceToken
#awslambda-lambda_EventSourceToken
#awslambda-lambda_EventSourceToken
https://docs.aws.amazon.com/lambda/latest/dg/API_ListAliases.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_ListCodeSigningConfigs.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListCodeSigningConfigs.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListEventSourceMappings.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListEventSourceMappings.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListEventSourceMappings.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListFunctionEventInvokeConfigs.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListFunctionEventInvokeConfigs.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListFunctionEventInvokeConfigs.html
#awslambda-function
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

function*     ListFunct 
ionUrlConfigs

授予权限以读取函数的函数 url 
配置

列表

  lambda:Fu 
nctionUrl 
AuthType

 

 ListFunctions 授予检索 AWS Lambda 函数
列表的权限，以及每个函数的
版本特定配置

列表      

 ListFunct 
ionsByCod 
eSigningC 
onfig

授予通过分配的代码签名配置
检索 AWS Lambda 函数列表
的权限

列表 code 
signing 
config*

   

 ListLayer 
Versions

授予检索 AWS Lambda 层版
本列表的权限

列表      

 ListLayers 授予检索 AWS Lambda 层列
表的权限，以及有关每个层最
新版本的详细信息

列表      

 ListProvi 
sionedCon 
currencyC 
onfigs

授予检索 Lambda 函数 AWS 
的预配置并发配置列表的权限

列表 function*    

code 
signing 
config

   

eventSour 
ceMapping

   

 ListTags 授予检索 AWS Lambda 函
数、事件源映射或代码签名配
置资源的标签列表的权限

读取

function    
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#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_ListFunctionUrlConfigs.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListFunctionUrlConfigs.html
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
https://docs.aws.amazon.com/lambda/latest/dg/API_ListFunctions.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListFunctionsByCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListFunctionsByCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListFunctionsByCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListFunctionsByCodeSigningConfig.html
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-codesigningconfig
https://docs.aws.amazon.com/lambda/latest/dg/API_ListLayerVersions.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListLayerVersions.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListLayers.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListProvisionedConcurrencyConfigs.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListProvisionedConcurrencyConfigs.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListProvisionedConcurrencyConfigs.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListProvisionedConcurrencyConfigs.html
#awslambda-function
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-eventSourceMapping
#awslambda-eventSourceMapping
#awslambda-eventSourceMapping
https://docs.aws.amazon.com/lambda/latest/dg/API_ListTags.html
#awslambda-function
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListVersi 
onsByFunc 
tion

授予检索 AWS Lambda 函数
版本列表的权限

列表 function*    

 PublishLa 
yerVersion

授予创建 AWS Lambda 层的
权限

写入 layer*    

 PublishVe 
rsion

授予创建 AWS Lambda 函数
版本的权限

写入 function*    

code 
signing 
config*

   

function*    

 PutFuncti 
onCodeSig 
ningConfig

授予将代码签名配置附加到 
AWS Lambda 函数的权限

写入

  lambda:Co 
deSigning 
ConfigArn

 

 PutFuncti 
onConcurr 
ency

授予为 Lamb AWS da 函数配
置预留并发的权限

写入 function*    

 PutFuncti 
onEventIn 
vokeConfig

授予对 Lambd AWS a 函数、
版本或别名配置异步调用选项
的权限

写入 function*    

 PutFuncti 
onRecursi 
onConfig

授予更新 Lamb AWS da 函数
递归配置的权限

写入 function*    
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https://docs.aws.amazon.com/lambda/latest/dg/API_ListVersionsByFunction.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListVersionsByFunction.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListVersionsByFunction.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_PublishLayerVersion.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PublishLayerVersion.html
#awslambda-layer
https://docs.aws.amazon.com/lambda/latest/dg/API_PublishVersion.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PublishVersion.html
#awslambda-function
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_PutFunctionCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PutFunctionCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PutFunctionCodeSigningConfig.html
#awslambda-lambda_CodeSigningConfigArn
#awslambda-lambda_CodeSigningConfigArn
#awslambda-lambda_CodeSigningConfigArn
#awslambda-lambda_CodeSigningConfigArn
https://docs.aws.amazon.com/lambda/latest/dg/API_PutFunctionConcurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PutFunctionConcurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PutFunctionConcurrency.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_PutFunctionEventInvokeConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PutFunctionEventInvokeConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PutFunctionEventInvokeConfig.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_PutFunctionRecursionConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PutFunctionRecursionConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PutFunctionRecursionConfig.html
#awslambda-function
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

function 
alias

    PutProvis 
ionedConc 
urrencyCo 
nfig

授予为 Lambd AWS a 函数的
别名或版本配置预配置并发的
权限

写入

function 
version

   

 PutRuntim 
eManageme 
ntConfig

授予更新 AWS Lambda 函数
运行时管理配置的权限

写入 function*    

 RemoveLay 
erVersion 
Permission

授予从 AWS Lambda 层版本
的权限策略中删除语句的权限

权限管理 layerVers 
ion*

   

function*     RemovePer 
mission

授予撤销 AWS 服务或其他账
号的功能使用权限的权限

权限管理

  lambda:Pr 
incipal

lambda:Fu 
nctionUrl 
AuthType

 

code 
signing 
config

   

eventSour 
ceMapping

   

 TagResour 
ce

授予向 AWS Lambda 函数、
事件源映射或代码签名配置资
源添加标签的权限

标记

function    

AWS Lambda 2532

#awslambda-functionalias
#awslambda-functionalias
https://docs.aws.amazon.com/lambda/latest/dg/API_PutProvisionedConcurrencyConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PutProvisionedConcurrencyConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PutProvisionedConcurrencyConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PutProvisionedConcurrencyConfig.html
#awslambda-functionversion
#awslambda-functionversion
https://docs.aws.amazon.com/lambda/latest/dg/API_PutRuntimeManagementConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PutRuntimeManagementConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_PutRuntimeManagementConfig.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_RemoveLayerVersionPermission.html
https://docs.aws.amazon.com/lambda/latest/dg/API_RemoveLayerVersionPermission.html
https://docs.aws.amazon.com/lambda/latest/dg/API_RemoveLayerVersionPermission.html
#awslambda-layerVersion
#awslambda-layerVersion
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_RemovePermission.html
https://docs.aws.amazon.com/lambda/latest/dg/API_RemovePermission.html
#awslambda-lambda_Principal
#awslambda-lambda_Principal
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-eventSourceMapping
#awslambda-eventSourceMapping
#awslambda-eventSourceMapping
https://docs.aws.amazon.com/lambda/latest/dg/API_TagResources.html
https://docs.aws.amazon.com/lambda/latest/dg/API_TagResources.html
#awslambda-function


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

code 
signing 
config

   

eventSour 
ceMapping

   

function    

 UntagReso 
urce

授予从 AWS Lambda 函数、
事件源映射或代码签名配置资
源中移除标签的权限

标记

  aws:TagKe 
ys

 

 UpdateAlias 授予更新 AWS Lambda 函数
别名配置的权限

写入 function*    

 UpdateCod 
eSigningC 
onfig

授予更新 AWS Lambda 代码
签名配置的权限

写入 code 
signing 
config*

   

eventSour 
ceMapping 
*

    UpdateEve 
ntSourceM 
apping

授予更新 AWS Lambda 事件
源映射配置的权限

写入

  lambda:Fu 
nctionArn

 

 UpdateFun 
ctionCode

授予更新 AWS Lambda 函数
代码的权限

写入 function*    
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#awslambda-aws_RequestTag___TagKey_
#awslambda-aws_RequestTag___TagKey_
#awslambda-aws_RequestTag___TagKey_
#awslambda-aws_TagKeys
#awslambda-aws_TagKeys
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-eventSourceMapping
#awslambda-eventSourceMapping
#awslambda-eventSourceMapping
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UntagResource.html
#awslambda-aws_TagKeys
#awslambda-aws_TagKeys
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateAlias.html
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateCodeSigningConfig.html
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-eventSourceMapping
#awslambda-eventSourceMapping
#awslambda-eventSourceMapping
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateEventSourceMapping.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateEventSourceMapping.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateEventSourceMapping.html
#awslambda-lambda_FunctionArn
#awslambda-lambda_FunctionArn
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionCode.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionCode.html
#awslambda-function
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

code 
signing 
config*

    UpdateFun 
ctionCode 
SigningCo 
nfig

授予更新 AWS Lambda 函数
代码签名配置的权限

写入

function*    

function*     UpdateFun 
ctionConf 
iguration

授予修改 Lambda 函数 AWS 
特定版本设置的权限

写入

  lambda:La 
yer

lambda:Vp 
cIds

lambda:Su 
bnetIds

lambda:Se 
curityGro 
upIds

 

 UpdateFun 
ctionEven 
tInvokeConfig

授予修改异步调用 Lambd 
AWS a 函数、版本或别名的配
置的权限

写入 function*    

function*     UpdateFun 
ctionUrlC 
onfig

授予权限以更新 Lambda 函数
的函数 url 配置

写入

  lambda:Fu 
nctionUrl 
AuthType

lambda:Fu 
nctionArn
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#awslambda-codesigningconfig
#awslambda-codesigningconfig
#awslambda-codesigningconfig
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionCodeSigningConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionCodeSigningConfig.html
#awslambda-function
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionConfiguration.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionConfiguration.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionConfiguration.html
#awslambda-lambda_Layer
#awslambda-lambda_Layer
#awslambda-lambda_VpcIds
#awslambda-lambda_VpcIds
#awslambda-lambda_SubnetIds
#awslambda-lambda_SubnetIds
#awslambda-lambda_SecurityGroupIds
#awslambda-lambda_SecurityGroupIds
#awslambda-lambda_SecurityGroupIds
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionEventInvokeConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionEventInvokeConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionEventInvokeConfig.html
#awslambda-function
#awslambda-function
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionUrlConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionUrlConfig.html
https://docs.aws.amazon.com/lambda/latest/dg/API_UpdateFunctionUrlConfig.html
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionUrlAuthType
#awslambda-lambda_FunctionArn
#awslambda-lambda_FunctionArn
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AWS Lambda 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 code signing 
config

arn:${Partition}:lambda:${Region}:${ 
Account}:code-signing-config:${CodeS 
igningConfigId}

aws:ResourceTag/${ 
TagKey}

 eventSour 
ceMapping

arn:${Partition}:lambda:${Region}:${ 
Account}:event-source-mapping:${UUID 
}

aws:ResourceTag/${ 
TagKey}

 function arn:${Partition}:lambda:${Region}:${ 
Account}:function:${FunctionName}

aws:ResourceTag/${ 
TagKey}

 function alias arn:${Partition}:lambda:${Region}:${ 
Account}:function:${FunctionName}:${ 
Alias}

aws:ResourceTag/${ 
TagKey}

 function 
version

arn:${Partition}:lambda:${Region}:${ 
Account}:function:${FunctionName}:${ 
Version}

aws:ResourceTag/${ 
TagKey}

 layer arn:${Partition}:lambda:${Region}:${ 
Account}:layer:${LayerName}

 

 layerVersion arn:${Partition}:lambda:${Region}:${ 
Account}:layer:${LayerName}:${LayerV 
ersion}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
#awslambda-aws_ResourceTag___TagKey_
#awslambda-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
#awslambda-aws_ResourceTag___TagKey_
#awslambda-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
#awslambda-aws_ResourceTag___TagKey_
#awslambda-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
#awslambda-aws_ResourceTag___TagKey_
#awslambda-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
#awslambda-aws_ResourceTag___TagKey_
#awslambda-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
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AWS Lambda 的条件键

AWS Lambda 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 lambda:Co 
deSigning 
ConfigArn

通过 Lambda AWS 代码签名配置的 ARN 筛选访问权限 ARN

 lambda:Ev 
entSourceToken

按 ID 筛选来自为 AWS Lambda 函数配置的非AWS 事件
源的访问权限

字符串

 lambda:Fu 
nctionArn

通过 Lambda 函数 AWS 的 ARN 筛选访问权限 ARN

 lambda:Fu 
nctionUrl 
AuthType

按请求中指定的授权类型筛选访问。在 CreateFun 
ctionUrlConfig、、 UpdateFunctionUrlConfig、 DeleteFun 
ctionUrlConfig GetFunctionUrlConfig ListFunctionUrlCon 
fig、 AddPermission 和 RemovePermission 操作期间可用

字符串

 lambda:Layer 按 Lambda AWS 层版本的 ARN 筛选访问权限 ArrayOfString

 lambda:Principal 通过限制可以调用函数的 AWS 服务或账号来筛选访问权
限

字符串

 lambda:Se 
curityGroupIds

根据为 AWS Lambda 函数配置的安全组的 ID 筛选访问权
限

ArrayOfString
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条件键 描述 类型

 lambda:So 
urceFunctionArn

按发起请求的 Lambd AWS a 函数的 ARN 筛选访问权限 ARN

 lambda:Su 
bnetIds

根据为 Lamb AWS da 函数配置的子网 ID 筛选访问权限 ArrayOfString

 lambda:VpcIds 根据为 AWS Lambda 函数配置的 VPC 的 ID 筛选访问权
限

字符串

AWS Launch Wizard 的操作、资源和条件键

AWS Launch Wizard（服务前缀:launchwizard）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Launch Wizard 定义的操作

• AWS Launch Wizard 定义的资源类型

• AWS Launch Wizard 的条件键

AWS Launch Wizard 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAdd 
itionalNode
[仅权限]

授予创建其他节点的权限 写入      

 CreateDep 
loyment

授予创建部署的权限 写入 deploymen 
t*

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSet 
tingsSet [仅权
限]

授予创建应用程序设置集的权
限

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAdd 
itionalNode
[仅权限]

授予删除其他节点的权限 写入      

 DeleteApp
 [仅权限]

授予删除应用程序的权限 写入      

 DeleteDep 
loyment

授予删除部署的权限 写入 deploymen 
t*

aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteSet 
tingsSet [仅权
限]

授予删除设置集的权限 写入      

 DescribeA 
dditionalNode
[仅权限]

授予描述其他节点的权限 读取      

 DescribeP 
rovisione 
dApp [仅权限]

授予描述预置应用程序的权限 读取      

 DescribeP 
rovisioni 
ngEvents [仅
权限]

授予描述预置事件的权限 读取      

 DescribeS 
ettingsSet [仅
权限]

授予描述应用程序设置集的权
限

读取      

 GetDeploy 
ment

授予获取部署的权限 读取 deploymen 
t*

aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetInfras 
tructureS 
uggestion [仅
权限]

授予获取基础设施建议的权限 读取      

 GetIpAddr 
ess [仅权限]

授予获取客户 IP 地址的权限 读取      

 GetResour 
ceCostEst 
imate [仅权
限]

授予获取资源成本估算的权限 读取      

 GetResour 
ceRecomme 
ndation [仅权
限]

授予获取资源的建议的权限 读取      

 GetSettin 
gsSet [仅权
限]

授予获取设置集的权限 读取      

 GetWorkload 授予获取工作负载的权限 读取      

 GetWorklo 
adAsset [仅权
限]

授予获取工作负载的资产的权
限

读取      

 GetWorklo 
adAssets [仅
权限]

授予获取工作负载资产的权限 读取      

 GetWorklo 
adDeploym 
entPattern

授予权限以获取部署模式 读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAddit 
ionalNodes
[仅权限]

授予列出其他节点的权限 列表      

 ListAllow 
edResources
[仅权限]

授予列出允许的资源的权限 列表      

 ListDeplo 
ymentEvents

授予列出部署期间发生的事件
的权限

列表      

 ListDeplo 
yments

授予列出部署的权限 列表      

 ListProvi 
sionedApps
[仅权限]

授予列出预置应用程序的权限 列表      

 ListResou 
rceCostEs 
timates [仅权
限]

授予列出资源成本估算的权限 列表      

 ListSetti 
ngsSets [仅权
限]

授予列出设置集的权限 列表      

 ListTagsF 
orResource

授予列出 LaunchWizard 资源
标签的权限。

读取 deploymen 
t

aws:Resou 
rceTag/${ 
TagKey}

 

 ListWorkl 
oadDeploy 
mentOptions
[仅权限]

授予列出给定工作负载的部署
选项的权限

列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListWorkl 
oadDeploy 
mentPatterns

授予列出工作负载的部署模式
的权限

列表      

 ListWorkl 
oads

授予列出工作负载的权限 列表      

 PutSettin 
gsSet [仅权
限]

授予创建设置集的权限 写入      

 StartProv 
isioning [仅权
限]

授予启动预置的权限。 写入      

 TagResour 
ce

授予为 LaunchWizard 资源添
加标签的权限。

标记 deploymen 
t

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 UntagReso 
urce

授予取消标记 LaunchWizard 
资源的权限。

标记 deploymen 
t

aws:TagKe 
ys

 

 UpdateSet 
tingsSet [仅权
限]

授予更新应用程序设置集的权
限

写入      
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AWS Launch Wizard 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 deployment arn:${Partition}:launchwizard:${Regi 
on}:${Account}:deployment/${Deployme 
ntId}

aws:ResourceTag/${ 
TagKey}

AWS Launch Wizard 的条件键

AWS Launch Wizard 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选访问 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问权限 ArrayOfString

Amazon Lex 的操作、资源和条件键

Amazon Lex（服务前缀：lex）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权限策略中
使用。

参考：
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys


服务授权参考 服务授权参考

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Lex 定义的操作

• Amazon Lex 定义的资源类型

• Amazon Lex 的条件键

Amazon Lex 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/lex/latest/dg/
https://docs.aws.amazon.com/lex/latest/dg/API_Reference.html
https://docs.aws.amazon.com/lex/latest/dg/access_permissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateBot 
Version

基于指定机器人的 $LATEST 
版本创建新版本

写入 bot 
version*

   

 CreateInt 
entVersion

基于指定目的的 $LATEST 版
本创建新版本

写入 intent 
version*

   

 CreateSlo 
tTypeVersion

基于指定槽类型的 $LATEST 
版本创建新版本

写入 slottype 
version*

   

 DeleteBot 删除机器人的所有版本 写入 bot 
version*

   

 DeleteBot 
Alias

删除特定机器人的别名 写入 bot alias*    

 DeleteBot 
ChannelAs 
sociation

删除 Amazon Lex 机器人别名
和消息收发平台之间的关联

写入 channel*    

 DeleteBot 
Version

删除机器人的特定版本 写入 bot 
version*

   

 DeleteIntent 删除目的的所有版本 写入 intent 
version*

   

 DeleteInt 
entVersion

删除目的的特定版本 写入 intent 
version*

   

bot alias     DeleteSes 
sion

删除指定机器人、别名和用户 
ID 的会话信息

写入

bot 
version

   

 DeleteSlo 
tType

删除槽类型的所有版本 写入 slottype 
version*
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https://docs.aws.amazon.com/lex/latest/dg/API_CreateBotVersion.html
https://docs.aws.amazon.com/lex/latest/dg/API_CreateBotVersion.html
#amazonlex-botversion
#amazonlex-botversion
https://docs.aws.amazon.com/lex/latest/dg/API_CreateIntentVersion.html
https://docs.aws.amazon.com/lex/latest/dg/API_CreateIntentVersion.html
#amazonlex-intentversion
#amazonlex-intentversion
https://docs.aws.amazon.com/lex/latest/dg/API_CreateSlotTypeVersion.html
https://docs.aws.amazon.com/lex/latest/dg/API_CreateSlotTypeVersion.html
#amazonlex-slottypeversion
#amazonlex-slottypeversion
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteBot.html
#amazonlex-botversion
#amazonlex-botversion
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteBotAlias.html
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteBotAlias.html
#amazonlex-botalias
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteBotChannelAssociation.html
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteBotChannelAssociation.html
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteBotChannelAssociation.html
#amazonlex-channel
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteBotVersion.html
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteBotVersion.html
#amazonlex-botversion
#amazonlex-botversion
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteIntent.html
#amazonlex-intentversion
#amazonlex-intentversion
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteIntentVersion.html
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteIntentVersion.html
#amazonlex-intentversion
#amazonlex-intentversion
#amazonlex-botalias
https://docs.aws.amazon.com/lex/latest/dg/API_runtime_DeleteSession.html
https://docs.aws.amazon.com/lex/latest/dg/API_runtime_DeleteSession.html
#amazonlex-botversion
#amazonlex-botversion
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteSlotType.html
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteSlotType.html
#amazonlex-slottypeversion
#amazonlex-slottypeversion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSlo 
tTypeVersion

删除槽类型的特定版本 写入 slottype 
version*

   

 DeleteUtt 
erances

删除 Amazon Lex 为有关特定
机器人和 userId 的表达保留的
信息

写入 bot 
version*

   

bot alias     GetBot 返回特定机器人的信息。除了
机器人名称外，还需要机器人
版本或别名

读取

bot 
version

   

 GetBotAlias 返回有关 Amazon Lex 机器人
别名的信息

读取 bot alias*    

 GetBotAli 
ases

返回给定 Amazon Lex 机器人
的别名列表

列表      

 GetBotCha 
nnelAssoc 
iation

返回有关 Amazon Lex 机器人
和消息收发平台之间的关联的
信息

读取 channel*    

 GetBotCha 
nnelAssoc 
iations

返回与单个机器人关联的所有
通道的列表

列表 channel*    

 GetBotVer 
sions

返回特定机器人的所有版本的
信息

列表 bot 
version*

   

 GetBots 返回所有机器人的 $LATEST 
版本的信息，具体取决于客户
端所提供的筛选条件

列表      

 GetBuilti 
nIntent

返回有关内置目的的信息 读取      
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https://docs.aws.amazon.com/lex/latest/dg/API_DeleteSlotTypeVersion.html
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteSlotTypeVersion.html
#amazonlex-slottypeversion
#amazonlex-slottypeversion
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteUtterances.html
https://docs.aws.amazon.com/lex/latest/dg/API_DeleteUtterances.html
#amazonlex-botversion
#amazonlex-botversion
#amazonlex-botalias
https://docs.aws.amazon.com/lex/latest/dg/API_GetBot.html
#amazonlex-botversion
#amazonlex-botversion
https://docs.aws.amazon.com/lex/latest/dg/API_GetBotAlias.html
#amazonlex-botalias
https://docs.aws.amazon.com/lex/latest/dg/API_GetBotAliases.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetBotAliases.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetBotChannelAssociation.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetBotChannelAssociation.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetBotChannelAssociation.html
#amazonlex-channel
https://docs.aws.amazon.com/lex/latest/dg/API_GetBotChannelAssociations.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetBotChannelAssociations.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetBotChannelAssociations.html
#amazonlex-channel
https://docs.aws.amazon.com/lex/latest/dg/API_GetBotVersions.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetBotVersions.html
#amazonlex-botversion
#amazonlex-botversion
https://docs.aws.amazon.com/lex/latest/dg/API_GetBots.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetBuiltinIntent.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetBuiltinIntent.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetBuilti 
nIntents

获取符合指定条件的内置目的
的列表

读取      

 GetBuilti 
nSlotTypes

获取符合指定条件的内置槽类
型的列表

读取      

 GetExport 以请求的格式导出 Amazon 
Lex 资源

读取 bot 
version*

   

 GetImport 获取有关以开头的导入任务的
信息 StartImport

读取      

 GetIntent 返回特定目的的信息。除了目
的名称外，您还必须指定目的
版本

读取 intent 
version*

   

 GetIntent 
Versions

返回特定目的的所有版本的信
息

列表 intent 
version*

   

 GetIntents 返回所有目的的 $LATEST 版
本的信息，具体取决于客户端
所提供的筛选条件

列表      

 GetMigration 授予权限以查看正在执行的或
已完成的迁移

读取      

 GetMigrat 
ions

授予查看从 Amazon Lex v1 到 
Amazon Lex v2 迁移列表的权
限

列表      

bot alias     GetSession 返回指定机器人、别名和用户 
ID 的会话信息

读取

bot 
version
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https://docs.aws.amazon.com/lex/latest/dg/API_GetBuiltinIntents.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetBuiltinIntents.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetBuiltinSlotTypes.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetBuiltinSlotTypes.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetExport.html
#amazonlex-botversion
#amazonlex-botversion
https://docs.aws.amazon.com/lex/latest/dg/API_GetImport.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetIntent.html
#amazonlex-intentversion
#amazonlex-intentversion
https://docs.aws.amazon.com/lex/latest/dg/API_GetIntentVersions.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetIntentVersions.html
#amazonlex-intentversion
#amazonlex-intentversion
https://docs.aws.amazon.com/lex/latest/dg/API_GetIntents.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetMigration.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetMigrations.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetMigrations.html
#amazonlex-botalias
https://docs.aws.amazon.com/lex/latest/dg/API_runtime_GetSession.html
#amazonlex-botversion
#amazonlex-botversion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSlotType 返回有关槽类型的特定版本
的信息。除了指定槽类型名称
外，您还必须指定槽类型版本

读取 slottype 
version*

   

 GetSlotTy 
peVersions

返回特定槽类型的所有版本的
信息

列表 slottype 
version*

   

 GetSlotTy 
pes

返回所有槽类型的 $LATEST 
版本的信息，具体取决于客户
端所提供的筛选条件

列表      

 GetUttera 
ncesView

返回机器人在最近时间段的版
本的聚合表达数据的视图

列表 bot 
version*

   

bot    

bot alias    

 ListTagsF 
orResource

列出 Lex 资源的标签 读取

channel    

bot alias     PostContent 将用户输入（文本或语音）发
送到 Amazon Lex

写入

bot 
version

   

bot alias     PostText 将用户输入（仅文本）发送到 
Amazon Lex

写入

bot 
version

   

 PutBot 创建或更新 Amazon Lex 对话
机器人的 $LATEST 版本

写入 bot 
version*
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https://docs.aws.amazon.com/lex/latest/dg/API_GetSlotType.html
#amazonlex-slottypeversion
#amazonlex-slottypeversion
https://docs.aws.amazon.com/lex/latest/dg/API_GetSlotTypeVersions.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetSlotTypeVersions.html
#amazonlex-slottypeversion
#amazonlex-slottypeversion
https://docs.aws.amazon.com/lex/latest/dg/API_GetSlotTypes.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetSlotTypes.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetUtterancesView.html
https://docs.aws.amazon.com/lex/latest/dg/API_GetUtterancesView.html
#amazonlex-botversion
#amazonlex-botversion
#amazonlex-bot
#amazonlex-botalias
https://docs.aws.amazon.com/lex/latest/dg/API_ListTagsForResource.html
https://docs.aws.amazon.com/lex/latest/dg/API_ListTagsForResource.html
#amazonlex-channel
#amazonlex-botalias
https://docs.aws.amazon.com/lex/latest/dg/API_runtime_PostContent.html
#amazonlex-botversion
#amazonlex-botversion
#amazonlex-botalias
https://docs.aws.amazon.com/lex/latest/dg/API_runtime_PostText.html
#amazonlex-botversion
#amazonlex-botversion
https://docs.aws.amazon.com/lex/latest/dg/API_PutBot.html
#amazonlex-botversion
#amazonlex-botversion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

bot alias*     PutBotAlias 创建或更新特定机器人的别名 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 PutIntent 创建或更新目的的 $LATEST 
版本

写入 intent 
version*

   

bot alias     PutSession 使用 Amazon Lex 机器人创建
新会话或修改现有会话

写入

bot 
version

   

 PutSlotType 创建或更新槽类型的 $LATEST 
版本

写入 slottype 
version*

   

 StartImport 启动任务以将资源导入到 
Amazon Lex 中

写入      

 StartMigr 
ation

授予查看从 Amazon Lex v1 到 
Amazon Lex v2 迁移 bot 的权
限

写入 bot 
version*

   

 TagResour 
ce

在 Lex 资源中添加或覆盖标签 Tagging bot    
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#amazonlex-aws_TagKeys
#amazonlex-aws_TagKeys
#amazonlex-aws_RequestTag___TagKey_
#amazonlex-aws_RequestTag___TagKey_
#amazonlex-aws_RequestTag___TagKey_
#amazonlex-botalias
https://docs.aws.amazon.com/lex/latest/dg/API_PutBotAlias.html
#amazonlex-aws_TagKeys
#amazonlex-aws_TagKeys
#amazonlex-aws_RequestTag___TagKey_
#amazonlex-aws_RequestTag___TagKey_
#amazonlex-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/lex/latest/dg/API_PutIntent.html
#amazonlex-intentversion
#amazonlex-intentversion
#amazonlex-botalias
https://docs.aws.amazon.com/lex/latest/dg/API_runtime_PutSession.html
#amazonlex-botversion
#amazonlex-botversion
https://docs.aws.amazon.com/lex/latest/dg/API_PutSlotType.html
#amazonlex-slottypeversion
#amazonlex-slottypeversion
https://docs.aws.amazon.com/lex/latest/dg/API_StartImport.html
https://docs.aws.amazon.com/lex/latest/dg/API_StartMigration.html
https://docs.aws.amazon.com/lex/latest/dg/API_StartMigration.html
#amazonlex-botversion
#amazonlex-botversion
https://docs.aws.amazon.com/lex/latest/dg/API_TagResource.html
https://docs.aws.amazon.com/lex/latest/dg/API_TagResource.html
#amazonlex-bot
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

bot alias    

channel    

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

bot    

bot alias    

channel    

 UntagReso 
urce

从 Lex 资源中删除标签 Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Amazon Lex 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#amazonlex-botalias
#amazonlex-channel
#amazonlex-aws_TagKeys
#amazonlex-aws_TagKeys
#amazonlex-aws_RequestTag___TagKey_
#amazonlex-aws_RequestTag___TagKey_
#amazonlex-aws_RequestTag___TagKey_
#amazonlex-bot
#amazonlex-botalias
#amazonlex-channel
https://docs.aws.amazon.com/lex/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com/lex/latest/dg/API_UntagResource.html
#amazonlex-aws_TagKeys
#amazonlex-aws_TagKeys
#amazonlex-aws_RequestTag___TagKey_
#amazonlex-aws_RequestTag___TagKey_
#amazonlex-aws_RequestTag___TagKey_
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 bot arn:${Partition}:lex:${Region}:${Acc 
ount}:bot:${BotName}

aws:ResourceTag/${ 
TagKey}

 bot version arn:${Partition}:lex:${Region}:${Acc 
ount}:bot:${BotName}:${BotVersion}

aws:ResourceTag/${ 
TagKey}

 bot alias arn:${Partition}:lex:${Region}:${Acc 
ount}:bot:${BotName}:${BotAlias}

aws:ResourceTag/${ 
TagKey}

 channel arn:${Partition}:lex:${Region}:${Acc 
ount}:bot-channel:${BotName}:${BotAl 
ias}:${ChannelName}

aws:ResourceTag/${ 
TagKey}

 intent 
version

arn:${Partition}:lex:${Region}:${Acc 
ount}:intent:${IntentName}:${IntentV 
ersion}

 

 slottype 
version

arn:${Partition}:lex:${Region}:${Acc 
ount}:slottype:${SlotName}:${SlotVer 
sion}

 

Amazon Lex 的条件键

Amazon Lex 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键进一
步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据请求中的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到 Lex 资源的标签筛选访问权限 字符串
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https://docs.aws.amazon.com/lex/latest/dg/API_BotMetadata.html
#amazonlex-aws_ResourceTag___TagKey_
#amazonlex-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lex/latest/dg/API_BotMetadata.html
#amazonlex-aws_ResourceTag___TagKey_
#amazonlex-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lex/latest/dg/API_BotAliasMetadata.html
#amazonlex-aws_ResourceTag___TagKey_
#amazonlex-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lex/latest/dg/API_BotChannelAssociation.html
#amazonlex-aws_ResourceTag___TagKey_
#amazonlex-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lex/latest/dg/API_Intent.html
https://docs.aws.amazon.com/lex/latest/dg/API_Intent.html
https://docs.aws.amazon.com/lex/latest/dg/API_SlotTypeMetadata.html
https://docs.aws.amazon.com/lex/latest/dg/API_SlotTypeMetadata.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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条件键 描述 类型

 aws:TagKeys 根据请求中的标签键集筛选访问 ArrayOfString

 lex:assoc 
iatedIntents

允许基于请求中包含的目的控制访问 ArrayOfString

 lex:assoc 
iatedSlotTypes

允许基于请求中包含的槽类型控制访问 ArrayOfString

 lex:channelType 允许基于请求中包含的通道类型控制访问 字符串

Amazon Lex V2.的操作、资源和条件键

Amazon Lex V2（服务前缀：lex）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权限策
略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Lex V2 定义的操作

• Amazon Lex V2 定义的资源类型

• Amazon Lex V2 的条件键

Amazon Lex V2 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchCrea 
teCustomV 
ocabulary 
Item

授予权限以在现有自定义词汇
中创建新项目

写入 bot*    

 BatchDele 
teCustomV 
ocabulary 
Item

授予权限以在现有自定义词汇
中删除现有项目

写入 bot*    

 BatchUpda 
teCustomV 
ocabulary 
Item

授予权限以在现有自定义词汇
中更新现有项目

写入 bot*    
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/lexv2/latest/APIReference/API_BatchCreateCustomVocabularyItem.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BuildBotL 
ocale

授予在机器人中构建现有机器
人区域设置的权限

Write bot*    

bot*    

bot alias*    

 CreateBot 授予创建指向 DRAFT 机器人
版本的新机器人别名和测试机
器人别名的权限

Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

bot alias*     CreateBot 
Alias

授予在机器人中创建新机器人
别名的权限

Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateBot 
Channel [仅
权限]

授予在现有机器人中创建机器
人通道的权限

Write bot*    

 CreateBot 
Locale

授予在现有机器人中创建新机
器人区域设置的权限

写入 bot*    

 CreateBot 
Replica

授予权限以为机器人创建机器
人副本

写入 bot*    

 CreateBot 
Version

授予为现有机器人创建新版本
的权限

写入 bot*    
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https://docs.aws.amazon.com/lexv2/latest/APIReference/API_BuildBotLocale.html
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https://docs.aws.amazon.com/lexv2/latest/APIReference/API_CreateBotLocale.html
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#amazonlexv2-bot
https://docs.aws.amazon.com/lexv2/latest/APIReference/API_CreateBotVersion.html
https://docs.aws.amazon.com/lexv2/latest/APIReference/API_CreateBotVersion.html
#amazonlexv2-bot
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCus 
tomVocabu 
lary [仅权限]

授予在现有机器人区域设置中
创建新自定义词汇表的权限

写入 bot*    

bot     CreateExport 授予为现有资源创建导出的权
限

Write

test set    

 CreateIntent 授予在现有机器人区域设置中
创建新意图的权限

Write bot*    

bot     CreateRes 
ourcePolicy

授予为 Lex 资源创建新资源策
略的权限

写入

bot alias    

bot     CreateRes 
ourcePoli 
cyStatement

授予为 Lex 资源创建新资源策
略声明的权限

写入

bot alias    

 CreateSlot 授予在意图中创建新槽的权限 Write bot*    

 CreateSlo 
tType

授予在现有机器人区域设置中
创建新槽类型的权限

写入 bot*    

 CreateTes 
tSet [仅权限]

授予导入新测试集的权限 写入      

 CreateTes 
tSetDiscr 
epancyRep 
ort

授予创建测试集差异报告的权
限

写入 test set*    

 CreateUpl 
oadUrl

授予为导入文件创建上传 URL 
的权限

Write      
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https://docs.aws.amazon.com/lexv2/latest/APIReference/API_CreateTestSetDiscrepancyReport.html
https://docs.aws.amazon.com/lexv2/latest/APIReference/API_CreateTestSetDiscrepancyReport.html
https://docs.aws.amazon.com/lexv2/latest/APIReference/API_CreateTestSetDiscrepancyReport.html
https://docs.aws.amazon.com/lexv2/latest/APIReference/API_CreateTestSetDiscrepancyReport.html
#amazonlexv2-testset
https://docs.aws.amazon.com/lexv2/latest/APIReference/API_CreateUploadUrl.html
https://docs.aws.amazon.com/lexv2/latest/APIReference/API_CreateUploadUrl.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

bot*   lex:Delet 
eBotAlias

lex:Delet 
eBotChann 
el

lex:Delet 
eBotLocal 
e

lex:Delet 
eBotVersi 
on

lex:Delet 
eIntent

lex:Delet 
eSlot

lex:Delet 
eSlotType

 DeleteBot 授予删除现有机器人的权限 Write

bot alias*    

 DeleteBot 
Alias

授予删除机器人中现有机器人
别名的权限

Write bot alias*    

 DeleteBot 
Channel [仅
权限]

授予删除现有机器人通道的权
限

Write bot*    
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#amazonlexv2-bot
https://docs.aws.amazon.com/lexv2/latest/APIReference/API_DeleteBot.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteBot 
Locale

授予删除机器人中现有机器人
区域设置的权限

写入 bot*   lex:Delet 
eIntent

lex:Delet 
eSlot

lex:Delet 
eSlotType

 DeleteBot 
Replica

授予权限以删除现有机器人副
本

写入 bot*    

 DeleteBot 
Version

授予删除现有机器人版本的权
限

写入 bot*    

 DeleteCus 
tomVocabu 
lary

授予在机器人区域设置中删除
现有自定义词汇表的权限

写入 bot*    

bot     DeleteExport 授予删除现有导出的权限 Write

test set    

bot     DeleteImport 授予删除现有导入的权限 Write

test set    

 DeleteIntent 授予删除机器人区域设置中现
有意图的权限

Write bot*    

bot     DeleteRes 
ourcePolicy

授予删除 Lex 资源的现有资源
策略的权限

写入

bot alias    

授予删除 Lex 资源的现有资源
策略声明的权限

写入 bot    
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https://docs.aws.amazon.com/lexv2/latest/APIReference/API_DeleteBotVersion.html
#amazonlexv2-bot
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteRes 
ourcePoli 
cyStatement

bot alias    

 DeleteSes 
sion

授予删除机器人别名和用户 ID 
的会话信息的权限

Write bot alias*    

 DeleteSlot 授予删除意图中现有槽的权限 Write bot*    

 DeleteSlo 
tType

授予删除机器人区域设置中现
有槽类型的权限

写入 bot*    

 DeleteTes 
tSet

授予删除现有测试集的权限 写入 test set*    

 DeleteUtt 
erances

授予权限以删除机器人的表达
数据

写入 bot*    

 DescribeBot 授予检索现有机器人的权限 Read bot*    

 DescribeB 
otAlias

授予检索现有机器人别名的权
限

Read bot alias*    

 DescribeB 
otChannel [仅
权限]

授予检索现有机器人通道的权
限

Read bot*    

 DescribeB 
otLocale

授予检索现有机器人区域设置
的权限

读取 bot*    

 DescribeB 
otRecomme 
ndation

授予检索有关机器人建议的元
数据信息的权限

读取 bot*    

 DescribeB 
otReplica

授予权限以检索现有机器人副
本

读取 bot*    
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https://docs.aws.amazon.com/lexv2/latest/APIReference/API_DeleteResourcePolicyStatement.html
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https://docs.aws.amazon.com/lexv2/latest/APIReference/API_DescribeBotRecommendation.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeB 
otResourc 
eGeneration

授予检索自动程序资源生成的
元数据信息的权限

读取 bot*    

 DescribeB 
otVersion

授予检索现有机器人版本的权
限

读取 bot*    

 DescribeC 
ustomVoca 
bulary [仅权
限]

授予检索现有自定义词汇表的
权限

读取 bot*    

 DescribeC 
ustomVoca 
bularyMet 
adata

授予检索现有自定义词汇表元
数据的权限

读取 bot*    
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https://docs.aws.amazon.com/lexv2/latest/APIReference/API_DescribeBotResourceGeneration.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

bot   lex:Descr 
ibeBot

lex:Descr 
ibeBotLoc 
ale

lex:Descr 
ibeIntent

lex:Descr 
ibeSlot

lex:Descr 
ibeSlotTy 
pe

lex:ListB 
otLocales

lex:ListI 
ntents

lex:ListS 
lotTypes

lex:ListS 
lots

 DescribeE 
xport

授予检索现有导出的权限 Read

test set    

bot     DescribeI 
mport

授予检索现有导入的权限 Read

test set    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeI 
ntent

授予检索现有意图的权限 Read bot*    

bot     DescribeR 
esourcePo 
licy

授予检索 Lex 资源的现有资源
策略的权限

Read

bot alias    

 DescribeSlot 授予检索现有槽的权限 Read bot*    

 DescribeS 
lotType

授予检索现有槽类型的权限 读取 bot*    

 DescribeT 
estExecution

授予检索测试执行元数据的权
限

读取 test set*    

 DescribeT 
estSet

授予检索现有测试集的权限 读取 test set*    

 DescribeT 
estSetDis 
crepancyR 
eport

授予检索测试集差异报告元数
据的权限

读取 test set*    

 DescribeT 
estSetGen 
eration

授予检索测试集所生成元数据
的权限

读取 test set    

 GenerateB 
otElement

授予为自动程序生成支持的字
段或元素的权限

读取 bot*    

 GetSession 授予检索机器人别名和用户 ID 
的会话信息的权限

读取 bot alias*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetTestEx 
ecutionAr 
tifactsUrl

授予检索构件 URL 以执行测试
的权限

读取 test set*    

 ListAggre 
gatedUtte 
rances

授予权限以列出机器人的表达
和统计信息

列表 bot*    

 ListBotAl 
iasReplicas

授予权限以列出机器人副本中
的别名副本

列表 bot*    

 ListBotAl 
iases

授予列出机器人中的机器人别
名的权限

List bot*    

 ListBotCh 
annels [仅权
限]

授予列出机器人通道的权限 List bot*    

 ListBotLo 
cales

授予列出机器人中的机器人区
域设置的权限

列表 bot*    

 ListBotRe 
commendat 
ions

授予权限以获取符合指定条件
的机器人建议列表

列表 bot*    

 ListBotRe 
plicas

授予权限以列出机器人副本 列表 bot*    

 ListBotRe 
sourceGen 
erations

授予为自动程序列出资源生成
的权限

列表 bot*    

 ListBotVe 
rsionReplicas

授予权限以列出机器人副本中
的版本副本

列表 bot*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListBotVe 
rsions

授予列出现有机器人版本的权
限

List bot*    

 ListBots 授予列出现有机器人的权限 List      

 ListBuilt 
InIntents

授予列出内置意图的权限 List      

 ListBuilt 
InSlotTypes

授予列出内置槽类型的权限 列表      

 ListCusto 
mVocabula 
ryItems

授予权限以列出现有自定义词
汇表中的项目

列表 bot*    

 ListExports 授予列出现有导出的权限 List      

 ListImports 授予列出现有导入的权限 列表      

 ListInten 
tMetrics

授予权限以列出机器人的意图
分析指标

列表 bot*    

 ListInten 
tPaths

授予权限以列出机器人的意图
路径分析

列表 bot*    

 ListInten 
tStageMetrics

授予权限以列出机器人的 
intentStage 分析指标

列表 bot*    

 ListIntents 授予列出机器人中的意图的权
限

列表 bot*    

 ListRecom 
mendedInt 
ents

授予权限以获取机器人建议提
供的推荐意图列表

列表 bot*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSessi 
onAnalyti 
csData

授予权限以列出机器人的会话
分析数据

列表 bot*    

 ListSessi 
onMetrics

授予权限以列出机器人的会话
分析指标

列表 bot*    

 ListSlotT 
ypes

授予列出机器人中的槽类型的
权限

List bot*    

 ListSlots 授予在意图中列出槽的权限 List bot*    

bot    

bot alias    

 ListTagsF 
orResource

授予列出 Lex 资源标签的权限 读取

test set    

 ListTestE 
xecutionR 
esultItems

授予检索测试执行的测试结果
数据的权限

读取 test set*   lex:ListT 
estSetRec 
ords

 ListTestE 
xecutions

授予列出测试执行的权限 列表      

 ListTestS 
etRecords

授予检索现有测试集中记录的
权限

读取 test set*    

 ListTestSets 授予列出测试集的权限 列表      

 PutSession 授予为机器人别名和用户 ID 创
建新会话或修改会话的权限

写入 bot alias*    

 Recognize 
Text

授予向机器人别名发送用户输
入（仅文本）的权限

写入 bot alias*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Recognize 
Utterance

授予向机器人别名发送用户输
入（文本或语音）的权限

写入 bot alias*    

 SearchAss 
ociatedTr 
anscripts

授予权限以搜索符合指定条件
的关联脚本

列表 bot*    

 StartBotR 
ecommenda 
tion

授予权限以便为现有机器人区
域设置启动机器人建议

写入 bot*    

 StartBotR 
esourceGe 
neration

授予为现有自动程序区域设置
启动资源生成的权限

写入 bot*    

 StartConv 
ersation

授予将用户输入 (speech/text/
DTMF) 流式传输到机器人别名
的权限

写入 bot alias*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartImport 授予使用上传的导入文件开始
新导入的权限

写入 bot   lex:Creat 
eBot

lex:Creat 
eBotLocal 
e

lex:Creat 
eCustomVo 
cabulary

lex:Creat 
eIntent

lex:Creat 
eSlot

lex:Creat 
eSlotType

lex:Creat 
eTestSet

lex:Delet 
eBotLocal 
e

lex:Delet 
eCustomVo 
cabulary

lex:Delet 
eIntent

lex:Delet 
eSlot
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

lex:Delet 
eSlotType

lex:Updat 
eBot

lex:Updat 
eBotLocal 
e

lex:Updat 
eCustomVo 
cabulary

lex:Updat 
eIntent

lex:Updat 
eSlot

lex:Updat 
eSlotType

lex:Updat 
eTestSet

bot alias    

test set    

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartTest 
Execution

授予使用测试集启动测试执行
的权限

写入 test set*    

 StartTest 
SetGenera 
tion

授予生成测试集的权限 写入 test set    

 StopBotRe 
commendat 
ion

授予为现有机器人区域设置停
止机器人建议的权限

写入 bot*    

bot    

bot alias    

test set    

 TagResour 
ce

授予添加或覆盖 Lex 资源标签
的权限

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

bot    

bot alias    

test set    

 UntagReso 
urce

授予从 Lex 资源中删除标签的
权限

Tagging

  aws:TagKe 
ys

 

 UpdateBot 授予更新现有机器人的权限 Write bot*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateBot 
Alias

授予更新现有机器人别名的权
限

Write bot alias*    

 UpdateBot 
Locale

授予更新现有机器人区域设置
的权限

写入 bot*    

 UpdateBot 
Recommend 
ation

授予权限以更新现有机器人建
议请求

写入 bot*    

 UpdateCus 
tomVocabu 
lary [仅权限]

授予更新现有自定义词汇表的
权限

写入 bot*    

 UpdateExp 
ort

授予更新现有导出的权限 Write bot*    

 UpdateIntent 授予更新现有意图的权限 Write bot*    

bot     UpdateRes 
ourcePolicy

授予更新 Lex 资源的现有资源
策略的权限

Write

bot alias    

 UpdateSlot 授予更新现有槽的权限 Write bot*    

 UpdateSlo 
tType

授予更新现有槽类型的权限 写入 bot*    

 UpdateTes 
tSet

授予更新现有测试集的权限 写入 test set*    

Amazon Lex V2 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 bot arn:${Partition}:lex:${Region}:${Acc 
ount}:bot/${BotId}

aws:ResourceTag/${ 
TagKey}

 bot alias arn:${Partition}:lex:${Region}:${Acc 
ount}:bot-alias/${BotId}/${BotAliasI 
d}

aws:ResourceTag/${ 
TagKey}

 test set arn:${Partition}:lex:${Region}:${Acc 
ount}:test-set/${TestSetId}

aws:ResourceTag/${ 
TagKey}

Amazon Lex V2 的条件键

Amazon Lex V2 定义了以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据请求中的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到 Lex 资源的标签筛选访问权限 字符串

 aws:TagKeys 按照请求中的标签键集筛选访问权限 ArrayOfString

AWS License Manager 的操作、资源和条件键

AWS License Manager（服务前缀:license-manager）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS License Manager 定义的操作

• AWS License Manager 定义的资源类型

• AWS License Manager 的条件键

AWS License Manager 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptGrant 授予接受授予的权限 Write grant*    

 CheckInLi 
cense

授予将许可证授权签入回池的
权限

Write      

 CheckoutB 
orrowLicense

授予签出许可证授权以用于借
用使用案例的权限

Write license*    

 CheckoutL 
icense

授予签出许可证授权的权限 Write      

license*     CreateGrant 授予创建新许可证授权的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateGra 
ntVersion

授予创建新版本授权的权限 Write grant*    

 CreateLic 
ense

授予创建新许可证的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLic 
enseConfi 
guration

授予权限以创建新许可证配置 写入   aws:Reque 
stTag/${T 
agKey}
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#awslicensemanager-grant
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#awslicensemanager-aws_RequestTag___TagKey_
#awslicensemanager-aws_RequestTag___TagKey_
#awslicensemanager-aws_TagKeys
#awslicensemanager-aws_TagKeys
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_CreateLicenseConfiguration.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_CreateLicenseConfiguration.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_CreateLicenseConfiguration.html
#awslicensemanager-aws_RequestTag___TagKey_
#awslicensemanager-aws_RequestTag___TagKey_
#awslicensemanager-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 CreateLic 
enseConve 
rsionTask 
ForResource

授予为资源创建许可证转换任
务的权限

写入      

 CreateLic 
enseManag 
erReportG 
enerator

授予权限以为许可证配置创建
报告生成器

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLic 
enseVersion

授予创建许可证新版本的权限 写入 license*    

 CreateToken 授予为许可证创建新令牌的权
限

写入 license*    

 DeleteGrant 授予权限以删除授权 写入 grant*    

 DeleteLic 
ense

授予删除许可证的权限 Write license*    

 DeleteLic 
enseConfi 
guration

授予永久删除许可证配置的权
限

Write license-c 
onfigurat 
ion*

   

 DeleteLic 
enseManag 
erReportG 
enerator

授予删除报告生成器的权限 Write report-ge 
nerator*
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https://docs.aws.amazon.com/license-manager/latest/APIReference/API_DeleteLicenseManagerReportGenerator.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_DeleteLicenseManagerReportGenerator.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteToken 授予删除令牌的权限 Write      

 ExtendLic 
enseConsu 
mption

授予延长已签出许可证授权的
使用期限的权限

Write      

 GetAccess 
Token

授予获取访问令牌的权限 Read      

 GetGrant 授予获取授权的权限 Read grant*    

 GetLicense 授予获取许可证的权限 Read license*    

 GetLicens 
eConfigur 
ation

授予获取许可证配置的权限 读取 license-c 
onfigurat 
ion*

   

 GetLicens 
eConversi 
onTask

授予权限以检索许可证转换任
务

读取      

 GetLicens 
eManagerR 
eportGene 
rator

授予获取报告生成器的权限 Read report-ge 
nerator*

   

 GetLicens 
eUsage

授予获取许可证使用情况的权
限

Read license*    

 GetServic 
eSettings

授予获取服务设置的权限 List      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAssoc 
iationsFo 
rLicenseC 
onfiguration

授予列出所选许可证配置的关
联的权限

List license-c 
onfigurat 
ion*

   

 ListDistr 
ibutedGrants

授予列出分布式授权的权限 List      

 ListFailu 
resForLic 
enseConfi 
gurationO 
perations

授予列出失败的许可证配置操
作的权限

List license-c 
onfigurat 
ion*

   

 ListLicen 
seConfigu 
rations

授予权限以列出许可证配置 读取      

 ListLicen 
seConvers 
ionTasks

授予列出许可证转换任务的权
限

列表      

 ListLicen 
seManager 
ReportGen 
erators

授予列出报告生成器的权限 List license-c 
onfigurat 
ion

   

 ListLicen 
seSpecifi 
cationsFo 
rResource

授予列出与所选资源关联的许
可证规范的权限

List      

 ListLicen 
seVersions

授予列出许可证版本的权限 List license*    
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https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListLicenseManagerReportGenerators.html
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#awslicensemanager-license
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListLicenses 授予权限以列出许可证 读取      

 ListRecei 
vedGrants

授予权限以列出所收到的授权 列表      

 ListRecei 
vedGrants 
ForOrgani 
zation

授予权限以列出组织所收到的
授权

列表      

 ListRecei 
vedLicenses

授予列出所收到的许可证的权
限

列表      

 ListRecei 
vedLicens 
esForOrga 
nization

授予权限以列出组织所收到的
许可证

列表      

 ListResou 
rceInventory

授予列出资源清单的权限 List      

grant    

license    

license-c 
onfigurat 
ion

   

 ListTagsF 
orResource

授予权限以列出所选资源标签 读取

report-ge 
nerator

   

 ListTokens 授予权限以列出令牌 List      
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https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListReceivedGrants.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListReceivedGrantsForOrganization.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListReceivedGrantsForOrganization.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListReceivedGrantsForOrganization.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListReceivedGrantsForOrganization.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListReceivedLicenses.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListReceivedLicenses.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListReceivedLicensesForOrganization.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListReceivedLicensesForOrganization.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListReceivedLicensesForOrganization.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListReceivedLicensesForOrganization.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListResourceInventory.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListResourceInventory.html
#awslicensemanager-grant
#awslicensemanager-license
#awslicensemanager-license-configuration
#awslicensemanager-license-configuration
#awslicensemanager-license-configuration
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListTagsForResource.html
#awslicensemanager-report-generator
#awslicensemanager-report-generator
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListTokens.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListUsage 
ForLicens 
eConfigur 
ation

授予列出所选许可证配置的使
用情况记录的权限

List license-c 
onfigurat 
ion*

   

 RejectGrant 授予拒绝授权的权限 Write grant*    

grant    

license    

license-c 
onfigurat 
ion

   

report-ge 
nerator

   

 TagResour 
ce

授予标记所选资源的权限 Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

grant    

license    

license-c 
onfigurat 
ion

   

 UntagReso 
urce

授予取消标记所选资源的权限 Tagging

report-ge 
nerator
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https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListUsageForLicenseConfiguration.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListUsageForLicenseConfiguration.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListUsageForLicenseConfiguration.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListUsageForLicenseConfiguration.html
#awslicensemanager-license-configuration
#awslicensemanager-license-configuration
#awslicensemanager-license-configuration
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_RejectGrant.html
#awslicensemanager-grant
#awslicensemanager-grant
#awslicensemanager-license
#awslicensemanager-license-configuration
#awslicensemanager-license-configuration
#awslicensemanager-license-configuration
#awslicensemanager-report-generator
#awslicensemanager-report-generator
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_TagResource.html
#awslicensemanager-aws_TagKeys
#awslicensemanager-aws_TagKeys
#awslicensemanager-aws_RequestTag___TagKey_
#awslicensemanager-aws_RequestTag___TagKey_
#awslicensemanager-aws_RequestTag___TagKey_
#awslicensemanager-grant
#awslicensemanager-license
#awslicensemanager-license-configuration
#awslicensemanager-license-configuration
#awslicensemanager-license-configuration
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UntagResource.html
#awslicensemanager-report-generator
#awslicensemanager-report-generator
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

 UpdateLic 
enseConfi 
guration

授予更新现有许可证配置的权
限

Write license-c 
onfigurat 
ion*

   

 UpdateLic 
enseManag 
erReportG 
enerator

授予更新许可证配置的报告生
成器的权限

Write report-ge 
nerator*

   

 UpdateLic 
enseSpeci 
fications 
ForResource

授予更新所选资源的许可证规
范的权限

Write license-c 
onfigurat 
ion*

   

 UpdateSer 
viceSettings

授予更新服务设置的权限 Permissio 
ns 
managemen 
t

     

AWS License Manager 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awslicensemanager-aws_TagKeys
#awslicensemanager-aws_TagKeys
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateLicenseConfiguration.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateLicenseConfiguration.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateLicenseConfiguration.html
#awslicensemanager-license-configuration
#awslicensemanager-license-configuration
#awslicensemanager-license-configuration
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateLicenseManagerReportGenerator.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateLicenseManagerReportGenerator.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateLicenseManagerReportGenerator.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateLicenseManagerReportGenerator.html
#awslicensemanager-report-generator
#awslicensemanager-report-generator
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateLicenseSpecificationsForResource.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateLicenseSpecificationsForResource.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateLicenseSpecificationsForResource.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateLicenseSpecificationsForResource.html
#awslicensemanager-license-configuration
#awslicensemanager-license-configuration
#awslicensemanager-license-configuration
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateServiceSettings.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateServiceSettings.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 license-c 
onfiguration

arn:${Partition}:license-manager:${R 
egion}:${Account}:license-configurat 
ion:${LicenseConfigurationId}

aws:ResourceTag/${ 
TagKey}

license-manager:Re 
sourceTag/${TagKey}

 license arn:${Partition}:license-manager::${ 
Account}:license:${LicenseId}

aws:ResourceTag/${ 
TagKey}

 grant arn:${Partition}:license-manager::${ 
Account}:grant:${GrantId}

aws:ResourceTag/${ 
TagKey}

 report-ge 
nerator

arn:${Partition}:license-manager:${R 
egion}:${Account}:report-generator:$ 
{ReportGeneratorId}

aws:ResourceTag/${ 
TagKey}

license-manager:Re 
sourceTag/${TagKey}

AWS License Manager 的条件键

AWS License Manager 定义了以下条件密钥，这些条件密钥可用于 IAM 策略的Condition元素中。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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https://docs.aws.amazon.com/license-manager/latest/userguide/license-configurations.html
https://docs.aws.amazon.com/license-manager/latest/userguide/license-configurations.html
#awslicensemanager-aws_ResourceTag___TagKey_
#awslicensemanager-aws_ResourceTag___TagKey_
#awslicensemanager-license-manager_ResourceTag___TagKey_
#awslicensemanager-license-manager_ResourceTag___TagKey_
https://docs.aws.amazon.com/license-manager/latest/userguide/seller-issued-licenses.html
#awslicensemanager-aws_ResourceTag___TagKey_
#awslicensemanager-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/license-manager/latest/userguide/granted-licenses.html
#awslicensemanager-aws_ResourceTag___TagKey_
#awslicensemanager-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/license-manager/latest/userguide/license-reporting.html
https://docs.aws.amazon.com/license-manager/latest/userguide/license-reporting.html
#awslicensemanager-aws_ResourceTag___TagKey_
#awslicensemanager-aws_ResourceTag___TagKey_
#awslicensemanager-license-manager_ResourceTag___TagKey_
#awslicensemanager-license-manager_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/license-manager/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/license-manager/latest/userguide/identity-access-management.html
identity-access-management.html
identity-access-management.html
identity-access-management.html
https://docs.aws.amazon.com/license-manager/latest/userguide/identity-access-management.html
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条件键 描述 类型

 license-m 
anager:Re 
sourceTag/
${TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

AWS License Manager Linux Subscriptions Manager 的操作、资源和条件键

AWS License Manager Linux 订阅管理器（服务前缀:license-manager-linux-
subscriptions）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使
用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS License Manager Linux Subscriptions Manager 定义的操作

• AWS License Manager Linux Subscriptions Manager 定义的资源类型

• AWS License Manager Linux Subscriptions Manager 的条件键

AWS License Manager Linux Subscriptions Manager 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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https://docs.aws.amazon.com/license-manager/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/license-manager/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/license-manager/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/license-manager/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/license-manager/latest/userguide/linux-subscriptions.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/
https://docs.aws.amazon.com/license-manager/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html


服务授权参考 服务授权参考

以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Deregiste 
rSubscrip 
tionProvider

授予在 License Manager 中永
久删除订阅提供商的 AWS 权
限

写入 subscript 
ion-provi 
der*

   

 GetRegist 
eredSubsc 
riptionPr 
ovider

授予在 License Manager 中获
取订阅提供商的 AWS 权限

读取 subscript 
ion-provi 
der*

   

 GetServic 
eSettings

授予在 License Manager 中 
AWS 获取 Linux 订阅服务设置
的权限

读取      

 ListLinux 
Subscript 
ionInstances

授予在 License Manager 中 
AWS 列出所有订阅 Linux 的实
例的权限

读取      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_DeregisterSubscriptionProvider.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_DeregisterSubscriptionProvider.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_DeregisterSubscriptionProvider.html
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_GetRegisteredSubscriptionProvider.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_GetRegisteredSubscriptionProvider.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_GetRegisteredSubscriptionProvider.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_GetRegisteredSubscriptionProvider.html
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_GetServiceSettings.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_GetServiceSettings.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_ListLinuxSubscriptionInstances.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_ListLinuxSubscriptionInstances.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_ListLinuxSubscriptionInstances.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListLinux 
Subscriptions

授予在 License Manager 中列
出所有 Linux 订阅的 AWS 权
限

读取      

 ListRegis 
teredSubs 
criptionP 
roviders

授予在 License Manager 中列
出订阅提供商的 AWS 权限

读取      

 ListTagsF 
orResource

授予权限以列出所选资源标签 读取 subscript 
ion-provi 
der*

   

 RegisterS 
ubscripti 
onProvider

授予在 License Manager 中创
建新订阅提供商的 AWS 权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

subscript 
ion-provi 
der*

    TagResour 
ce

授予标记所选资源的权限 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予取消标记所选资源的权限 标记 subscript 
ion-provi 
der*
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https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_ListLinuxSubscriptions.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_ListLinuxSubscriptions.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_ListRegisteredSubscriptionProviders.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_ListRegisteredSubscriptionProviders.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_ListRegisteredSubscriptionProviders.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_ListRegisteredSubscriptionProviders.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_ListTagsForResource.html
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_RegisterSubscriptionProvider.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_RegisterSubscriptionProvider.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_RegisterSubscriptionProvider.html
#awslicensemanagerlinuxsubscriptionsmanager-aws_RequestTag___TagKey_
#awslicensemanagerlinuxsubscriptionsmanager-aws_RequestTag___TagKey_
#awslicensemanagerlinuxsubscriptionsmanager-aws_RequestTag___TagKey_
#awslicensemanagerlinuxsubscriptionsmanager-aws_TagKeys
#awslicensemanagerlinuxsubscriptionsmanager-aws_TagKeys
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_TagResource.html
#awslicensemanagerlinuxsubscriptionsmanager-aws_RequestTag___TagKey_
#awslicensemanagerlinuxsubscriptionsmanager-aws_RequestTag___TagKey_
#awslicensemanagerlinuxsubscriptionsmanager-aws_RequestTag___TagKey_
#awslicensemanagerlinuxsubscriptionsmanager-aws_TagKeys
#awslicensemanagerlinuxsubscriptionsmanager-aws_TagKeys
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_UntagResource.html
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
#awslicensemanagerlinuxsubscriptionsmanager-subscription-provider
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

 UpdateSer 
viceSettings

授予在 License Manager 中 
AWS 更新 Linux 订阅服务设置
的权限

写入      

AWS License Manager Linux Subscriptions Manager 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 subscription-
provider

arn:${Partition}:license-manager-lin 
ux-subscriptions:${Region}:${Account 
}:subscription-provider/${Subscripti 
onProviderId}

aws:ResourceTag/${ 
TagKey}

AWS License Manager Linux Subscriptions Manager 的条件键

AWS License Manager Linux 订阅管理器定义了以下条件密钥，这些条件密钥可用于 IAM 策略
的Condition元素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信
息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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#awslicensemanagerlinuxsubscriptionsmanager-aws_TagKeys
#awslicensemanagerlinuxsubscriptionsmanager-aws_TagKeys
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_UpdateServiceSettings.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/API_UpdateServiceSettings.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/license-manager/latest/userguide/subscription-providers.html
https://docs.aws.amazon.com/license-manager/latest/userguide/subscription-providers.html
#awslicensemanagerlinuxsubscriptionsmanager-aws_ResourceTag___TagKey_
#awslicensemanagerlinuxsubscriptionsmanager-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS License Manager User Subscriptions 的操作、资源和条件键

AWS License Manager 用户订阅（服务前缀:license-manager-user-subscriptions）提供以
下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS License Manager User Subscriptions 定义的操作

• AWS License Manager User Subscriptions 定义的资源类型

• AWS License Manager User Subscriptions 的条件键

AWS License Manager User Subscriptions 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

identity- 
provider*

    Associate 
User

授予权限以将订阅用户与使
用 License Manager User 
Subscriptions 产品启动的实例
相关联

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

identity- 
provider*

    CreateLic 
enseServe 
rEndpoint

授予为给定身份提供商的给定
服务器类型创建许可证服务器
端点的权限

写入

  aws:Reque 
stTag/${T 
agKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

identity- 
provider*

    DeleteLic 
enseServe 
rEndpoint

授予权限以删除给定身份提供
商的给定服务器类型的许可证
服务器端点

写入

license-s 
erver-end 
point*

   

 Deregiste 
rIdentity 
Provider

授予注销产品微软 Active 
Directory license-manager-us 
er-subscriptions 的权限

写入 identity- 
provider*

   

identity- 
provider*

    Disassoci 
ateUser

授予权限以取消订阅用户与
使用 License Manager User 
Subscriptions 产品启动的实例
的关联

写入

instance- 
user*

   

 ListIdent 
ityProviders

授予权限以列出 License 
Manager 用户订阅上提供的所 
有身份提供商

列表      

 ListInstances 授予权限以列出使用 License 
Manager User Subscriptions 
产品启动的所有实例

列表      

 ListLicen 
seServerE 
ndpoints

授予列出许可证服务器端点的
权限

列表      

 ListProdu 
ctSubscri 
ptions

授予权限以列出产品和身份提
供商的所有产品订阅

列表 identity- 
provider*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

identity- 
provider*

   

instance- 
user*

   

license-s 
erver-end 
point*

   

 ListTagsF 
orResource

授予权限以列出所选资源标签 读取

product-s 
ubscripti 
on*

   

 ListUserA 
ssociations

授予权限以列出为产品启动的
实例关联的所有用户

列表 identity- 
provider*

   

 RegisterI 
dentityPr 
ovider

授予为产品注册 Microsoft 活
动目录 license-manager-user-
subscriptions的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

identity- 
provider*

    StartProd 
uctSubscr 
iption

授予用户在产品的注册活动目
录上启动产品订阅的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

identity- 
provider*

    StopProdu 
ctSubscri 
ption

授予用户在产品的注册活动目
录上停止产品订阅的权限

写入

product-s 
ubscripti 
on*

   

identity- 
provider*

   

instance- 
user*

   

license-s 
erver-end 
point*

   

product-s 
ubscripti 
on*

   

 TagResour 
ce

授予标记所选资源的权限 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

identity- 
provider*

    UntagReso 
urce

授予取消标记所选资源的权限 标记

instance- 
user*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

license-s 
erver-end 
point*

   

product-s 
ubscripti 
on*

   

 UpdateIde 
ntityProv 
iderSettings

授予权限以更新身份提供商配
置

写入 identity- 
provider*

   

AWS License Manager User Subscriptions 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 identity- 
provider

arn:${Partition}:license-manager-use 
r-subscriptions:${Region}:${Account} 
:identity-provider/${IdentityProvide 
rId}

aws:ResourceTag/${ 
TagKey}

 product-s 
ubscription

arn:${Partition}:license-manager-use 
r-subscriptions:${Region}:${Account} 
:product-subscription/${ProductSubsc 
riptionId}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 instance- 
user

arn:${Partition}:license-manager-use 
r-subscriptions:${Region}:${Account} 
:instance-user/${InstanceUserId}

aws:ResourceTag/${ 
TagKey}

 license-s 
erver-end 
point

arn:${Partition}:license-manager-use 
r-subscriptions:${Region}:${Account} 
:license-server-endpoint/${LicenseSe 
rverEndpointId}

aws:ResourceTag/${ 
TagKey}

AWS License Manager User Subscriptions 的条件键

AWS License Manager 用户订阅定义了以下条件密钥，这些条件密钥可用于 IAM 策略
的Condition元素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信
息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Lightsail 的操作、资源和条件键

Amazon Lightsail（服务前缀：lightsail）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Lightsail 定义的操作

• Amazon Lightsail 定义的资源类型

• Amazon Lightsail 的条件键

Amazon Lightsail 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/
https://lightsail.aws.amazon.com/ls/docs/how-to/article/security_iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AllocateS 
taticIp

授予权限以创建可以附加到实
例的静态 IP 地址

写入      

Certifica 
te*

    AttachCer 
tificateT 
oDistribution

授予将 SSL/TLS 证书附加到您
的 Amazon Lightsail 内容分发
网络 (CDN) 分发的权限

写入

Distribut 
ion*

   

 AttachDisk 授予权限以将磁盘附加到实例 Write Disk*    

 AttachIns 
tancesToL 
oadBalancer

授予权限以将一个或多个实例
附加到负载均衡器

Write LoadBalan 
cer*

   

 AttachLoa 
dBalancer 
TlsCertificate

授予权限以将 TLS 证书附加到
负载均衡器

Write LoadBalan 
cer*

   

Instance*     AttachSta 
ticIp

授予权限以将静态 IP 地址附加
到实例

Write

StaticIp*    

 CloseInst 
ancePubli 
cPorts

授予权限以关闭实例的公有端
口

写入 Instance*    

 CopySnaps 
hot

授予在 Amazon Lightsail 中将
快照从一个快照复制 AWS 区
域 到另一个快照的权限

写入      

 CreateBuc 
ket

授予权限以创建 Amazon 
Lightsail 存储桶

Write   aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AllocateStaticIp.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AllocateStaticIp.html
#amazonlightsail-Certificate
#amazonlightsail-Certificate
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AttachCertificateToDistribution.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AttachCertificateToDistribution.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AttachCertificateToDistribution.html
#amazonlightsail-Distribution
#amazonlightsail-Distribution
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AttachDisk.html
#amazonlightsail-Disk
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AttachInstancesToLoadBalancer.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AttachInstancesToLoadBalancer.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AttachInstancesToLoadBalancer.html
#amazonlightsail-LoadBalancer
#amazonlightsail-LoadBalancer
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AttachLoadBalancerTlsCertificate.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AttachLoadBalancerTlsCertificate.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AttachLoadBalancerTlsCertificate.html
#amazonlightsail-LoadBalancer
#amazonlightsail-LoadBalancer
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AttachStaticIp.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_AttachStaticIp.html
#amazonlightsail-StaticIp
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CloseInstancePublicPorts.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CloseInstancePublicPorts.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CloseInstancePublicPorts.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CopySnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CopySnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateBucket.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateBucket.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 CreateBuc 
ketAccess 
Key

授予权限以为指定存储桶创建
新的访问密钥

写入 Bucket*    

 CreateCer 
tificate

授予创建 SSL/TLS 证书的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

lightsail 
:CreateDo 
mainEntry

lightsail 
:GetDomai 
ns

 CreateClo 
udFormati 
onStack

授予使用导出的 Amazon 
Lightsail 快照创建新亚马逊 
EC2 实例的权限

写入      

 CreateCon 
tactMethod

授予创建电子邮件或 SMS 短
信联系方式的权限

Write      

 CreateCon 
tainerService

授予创建 Amazon Lightsail 容
器服务的权限

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
tainerSer 
viceDeplo 
yment

授予为您的 Amazon Lightsail 
容器服务创建部署的权限

Write Container 
Service*
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#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateBucketAccessKey.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateBucketAccessKey.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateBucketAccessKey.html
#amazonlightsail-Bucket
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateCertificate.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateCertificate.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateCloudFormationStack.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateCloudFormationStack.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateCloudFormationStack.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateContactMethod.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateContactMethod.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateContainerService.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateContainerService.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateContainerServiceDeployment.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateContainerServiceDeployment.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateContainerServiceDeployment.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateContainerServiceDeployment.html
#amazonlightsail-ContainerService
#amazonlightsail-ContainerService


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
tainerSer 
viceRegis 
tryLogin

授予创建临时登录凭证集的权
限，您可以使用这些凭证在本
地计算机上登录 Docker 进程

Write      

 CreateDisk 授予权限以创建磁盘 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

DiskSnaps 
hot*

    CreateDis 
kFromSnap 
shot

授予权限以从快照创建磁盘 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Disk    

Instance    

 CreateDis 
kSnapshot

授予权限以创建磁盘快照 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateContainerServiceRegistryLogin.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateContainerServiceRegistryLogin.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateContainerServiceRegistryLogin.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateContainerServiceRegistryLogin.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateDisk.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
#amazonlightsail-DiskSnapshot
#amazonlightsail-DiskSnapshot
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateDiskFromSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateDiskFromSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateDiskFromSnapshot.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
#amazonlightsail-Disk
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateDiskSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateDiskSnapshot.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDis 
tribution

授予创建 Amazon Lightsail 内
容分发网络 (CDN) 分发的权限

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateDistribution.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateDistribution.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDom 
ain

授予权限以为指定的域名创建
域资源

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

route53:D 
eleteHost 
edZone

route53:G 
etHostedZ 
one

route53:L 
istHosted 
ZonesByNa 
me

route53do 
mains:Get 
DomainDet 
ail

route53do 
mains:Get 
Operation 
Detail

route53do 
mains:Lis 
tDomains

route53do 
mains:Lis 
tOperatio 
ns

route53do 
mains:Upd 
ateDomain 
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https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateDomain.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateDomain.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Nameserve 
rs

 CreateDom 
ainEntry

授予权限以为域资源创建一个
或多个 DNS 记录条目：地址 
(A)、别名记录 (CNAME)、邮 
件交换器 (MX)、名称服务器 
(NS)、授权起始点 (SOA)、服
务定位器 (SRV) 或文本 (TXT)

写入 Domain*    

 CreateGUI 
SessionAc 
cessDetails

授予用于访问实例图形用户界
面 (GUI) 会话的创建 URLs 权
限

写入 Instance*    

Instance*     CreateIns 
tanceSnap 
shot

授予权限以创建实例快照 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateIns 
tances

授予权限以创建一个或多个实
例

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateIns 
tancesFro 
mSnapshot

授予权限以根据实例快照创建
一个或多个实例

Write InstanceS 
napshot*
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https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateDomainEntry.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateDomainEntry.html
#amazonlightsail-Domain
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateGUISessionAccessDetails.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateGUISessionAccessDetails.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateGUISessionAccessDetails.html
#amazonlightsail-Instance
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateInstanceSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateInstanceSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateInstanceSnapshot.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateInstances.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateInstances.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateInstancesFromSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateInstancesFromSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateInstancesFromSnapshot.html
#amazonlightsail-InstanceSnapshot
#amazonlightsail-InstanceSnapshot


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateKey 
Pair

授予权限以创建用于身份验证
和连接到实例的密钥对

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLoa 
dBalancer

授予权限以创建负载均衡器 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

lightsail 
:CreateDo 
mainEntry

lightsail 
:GetDomai 
ns

 CreateLoa 
dBalancer 
TlsCertificate

授予权限以创建负载均衡器 
TLS 证书

Write LoadBalan 
cer*

  lightsail 
:CreateDo 
mainEntry

lightsail 
:GetDomai 
ns
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#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateKeyPair.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateKeyPair.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateLoadBalancer.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateLoadBalancer.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateLoadBalancerTlsCertificate.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateLoadBalancerTlsCertificate.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateLoadBalancerTlsCertificate.html
#amazonlightsail-LoadBalancer
#amazonlightsail-LoadBalancer


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRel 
ationalDa 
tabase

授予权限以创建新的关系数据
库

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Relationa 
lDatabase 
Snapshot*

    CreateRel 
ationalDa 
tabaseFro 
mSnapshot

授予权限以从快照中创建新的
关系数据库

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateRel 
ationalDa 
tabaseSna 
pshot

授予权限以创建关系数据库快
照

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAlarm 授予删除警报的权限 Write Alarm*    

 DeleteAut 
oSnapshot

授予删除实例或磁盘的自动快
照的权限

Write      

 DeleteBuc 
ket

授予权限以删除 Amazon 
Lightsail 存储桶

Write Bucket*    
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https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateRelationalDatabase.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
#amazonlightsail-RelationalDatabaseSnapshot
#amazonlightsail-RelationalDatabaseSnapshot
#amazonlightsail-RelationalDatabaseSnapshot
#amazonlightsail-RelationalDatabaseSnapshot
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateRelationalDatabaseFromSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateRelationalDatabaseFromSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateRelationalDatabaseFromSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateRelationalDatabaseFromSnapshot.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateRelationalDatabaseSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateRelationalDatabaseSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateRelationalDatabaseSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_CreateRelationalDatabaseSnapshot.html
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteAlarm.html
#amazonlightsail-Alarm
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteAutoSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteAutoSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteBucket.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteBucket.html
#amazonlightsail-Bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteBuc 
ketAccess 
Key

授予权限以删除指定 Amazon 
Lightsail 存储桶的访问密钥

写入 Bucket*    

 DeleteCer 
tificate

授予删除 SSL/TLS 证书的权限 写入 Certifica 
te*

   

 DeleteCon 
tactMethod

授予删除联系方式的权限 Write      

 DeleteCon 
tainerImage

授予删除已注册到 Amazon 
Lightsail 容器服务的容器映像 
的权限

Write Container 
Service*

   

 DeleteCon 
tainerService

授予删除 Amazon Lightsail 容
器服务的权限

Write Container 
Service*

   

 DeleteDisk 授予权限以删除磁盘 Write Disk*    

 DeleteDis 
kSnapshot

授予权限以删除磁盘快照 Write DiskSnaps 
hot*

   

 DeleteDis 
tribution

授予删除您的 Amazon 
Lightsail 内容分发网络 (CDN) 
分发的权限

Write Distribut 
ion*

   

 DeleteDom 
ain

授予权限以删除域资源及其所
有 DNS 记录

Write Domain*    

 DeleteDom 
ainEntry

授予权限以删除域资源的 DNS 
记录条目

Write Domain*    

 DeleteIns 
tance

授予权限以删除实例 Write Instance*    

Amazon Lightsail 2600

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteBucketAccessKey.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteBucketAccessKey.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteBucketAccessKey.html
#amazonlightsail-Bucket
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteCertificate.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteCertificate.html
#amazonlightsail-Certificate
#amazonlightsail-Certificate
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteContactMethod.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteContactMethod.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteContainerImage.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteContainerImage.html
#amazonlightsail-ContainerService
#amazonlightsail-ContainerService
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteContainerService.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteContainerService.html
#amazonlightsail-ContainerService
#amazonlightsail-ContainerService
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteDisk.html
#amazonlightsail-Disk
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteDiskSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteDiskSnapshot.html
#amazonlightsail-DiskSnapshot
#amazonlightsail-DiskSnapshot
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteDistribution.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteDistribution.html
#amazonlightsail-Distribution
#amazonlightsail-Distribution
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteDomain.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteDomain.html
#amazonlightsail-Domain
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteDomainEntry.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteDomainEntry.html
#amazonlightsail-Domain
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteInstance.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteInstance.html
#amazonlightsail-Instance


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteIns 
tanceSnap 
shot

授予权限以删除实例快照 Write InstanceS 
napshot*

   

 DeleteKey 
Pair

授予权限以删除用于身份验证
和连接到实例的密钥对

Write KeyPair*    

 DeleteKno 
wnHostKeys

授予权限以删除 Amazon 
Lightsail 基于浏览器的 SSH 或 
RDP 客户端用于对实例进行身
份验证的已知主机密钥或证书

Write Instance*    

 DeleteLoa 
dBalancer

授予权限以删除负载均衡器 Write LoadBalan 
cer*

   

 DeleteLoa 
dBalancer 
TlsCertificate

授予权限以删除负载均衡器 
TLS 证书

Write LoadBalan 
cer*

   

 DeleteRel 
ationalDa 
tabase

授予权限以删除关系数据库 Write Relationa 
lDatabase 
*

   

 DeleteRel 
ationalDa 
tabaseSna 
pshot

授予权限以删除关系数据库快
照

写入 Relationa 
lDatabase 
Snapshot*

   

 DetachCer 
tificateF 
romDistri 
bution

授予将 SSL/TLS 证书从您的
亚马逊 Lightsail 内容分发网络 
(CDN) 分发中分离的权限

写入 Distribut 
ion*

   

 DetachDisk 授予权限以从实例分离磁盘 Write Disk*    

Amazon Lightsail 2601

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteInstanceSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteInstanceSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteInstanceSnapshot.html
#amazonlightsail-InstanceSnapshot
#amazonlightsail-InstanceSnapshot
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteKeyPair.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteKeyPair.html
#amazonlightsail-KeyPair
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteKnownHostKeys.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteKnownHostKeys.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteLoadBalancer.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteLoadBalancer.html
#amazonlightsail-LoadBalancer
#amazonlightsail-LoadBalancer
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteLoadBalancerTlsCertificate.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteLoadBalancerTlsCertificate.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteLoadBalancerTlsCertificate.html
#amazonlightsail-LoadBalancer
#amazonlightsail-LoadBalancer
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteRelationalDatabase.html
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteRelationalDatabaseSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteRelationalDatabaseSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteRelationalDatabaseSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DeleteRelationalDatabaseSnapshot.html
#amazonlightsail-RelationalDatabaseSnapshot
#amazonlightsail-RelationalDatabaseSnapshot
#amazonlightsail-RelationalDatabaseSnapshot
#amazonlightsail-RelationalDatabaseSnapshot
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachCertificateFromDistribution.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachCertificateFromDistribution.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachCertificateFromDistribution.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachCertificateFromDistribution.html
#amazonlightsail-Distribution
#amazonlightsail-Distribution
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachDisk.html
#amazonlightsail-Disk


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DetachIns 
tancesFro 
mLoadBala 
ncer

授予权限以将一个或多个实例
与负载均衡器断开连接

Write LoadBalan 
cer*

   

 DetachSta 
ticIp

授予权限以将静态 IP 从所附加
到的实例上分离

Write StaticIp*    

 DisableAd 
dOn

授予禁用 Amazon Lightsail 资
源加载项的权限

写入      

 DownloadD 
efaultKeyPair

授予下载用于验证和连接特定
实例的默认 key pair 的权限 
AWS 区域

写入      

 EnableAdd 
On

授予启用或修改 Amazon 
Lightsail 资源加载项的权限

写入      

DiskSnaps 
hot

  iam:Creat 
eServiceL 
inkedRole

iam:PutRo 
lePolicy

 ExportSna 
pshot

授予将 Amazon Lightsail 快照
导出到亚马逊的权限 EC2

写入

InstanceS 
napshot

   

 GetActive 
Names

授予权限以获取所有活动（未
删除）资源的名称

Read      

 GetAlarms 授予查看有关已配置警报的信
息的权限

Read      

Amazon Lightsail 2602

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachInstancesFromLoadBalancer.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachInstancesFromLoadBalancer.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachInstancesFromLoadBalancer.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachInstancesFromLoadBalancer.html
#amazonlightsail-LoadBalancer
#amazonlightsail-LoadBalancer
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachStaticIp.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachStaticIp.html
#amazonlightsail-StaticIp
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DisableAddOn.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DisableAddOn.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DownloadDefaultKeyPair.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DownloadDefaultKeyPair.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_EnableAddOn.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_EnableAddOn.html
#amazonlightsail-DiskSnapshot
#amazonlightsail-DiskSnapshot
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_ExportSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_ExportSnapshot.html
#amazonlightsail-InstanceSnapshot
#amazonlightsail-InstanceSnapshot
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetActiveNames.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetActiveNames.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetAlarms.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAutoSn 
apshots

授予查看实例或磁盘的可用自
动快照的权限

Read      

 GetBluepr 
ints

授予权限以获取实例映像或蓝
图列表。可以使用蓝图创建已
运行特定操作系统的新实例，
以及预安装的应用程序或开发
堆栈。在实例上运行的软件取
决于您在创建实例时定义的蓝
图

读取      

 GetBucket 
AccessKeys

授予获取指定 Amazon Lightsai 
IDs l 存储桶的现有访问密钥的
权限

读取      

 GetBucket 
Bundles

授予权限以获取可应用于 
Amazon Lightsail 存储桶的捆
绑包

Read      

 GetBucket 
MetricData

授予权限以获取 Amazon 
Lightsail 存储桶的特定指标数 
据点

Read      

 GetBuckets 授予权限以查看有关一个或多
个 Amazon Lightsail 存储桶的
信息

Read      

 GetBundles 授予权限以获取实例捆绑包列
表。您可以使用捆绑包创建具
有一组性能规范的新实例，例
如 CPU 计数、磁盘大小、R 
AM 大小和网络传输限额。实
例的成本取决于您在创建实例
时定义的捆绑包

读取      

Amazon Lightsail 2603

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetAutoSnapshots.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetAutoSnapshots.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetBlueprints.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetBlueprints.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetBucketAccessKeys.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetBucketAccessKeys.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetBucketBundles.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetBucketBundles.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetBucketMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetBucketMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetBuckets.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetBundles.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCertif 
icates

授予权限以查看有关一个或多
个 Amazon Lights SSL/TLS ail 
证书的信息

读取      

 GetCloudF 
ormationS 
tackRecords

授予权限以获取有关从导出
的 Amazon Lightsail 快照创
建亚马逊 EC2 资源的所有 
CloudFormation 堆栈的信息

读取      

 GetContac 
tMethods

授予查看有关已配置联系方式
的信息的权限

Read      

 GetContai 
nerAPIMet 
adata

授予查看有关 Amazon 
Lightsail 容器的信息的权限， 
例如当前版本的 Lightsail 控制 
(lightsailctl) 插件

Read      

 GetContai 
nerImages

授予查看注册到 Amazon 
Lightsail 容器服务的容器映像 
的权限

Read      

 GetContai 
nerLog

授予查看 Amazon Lightsail 容
器服务容器的日志事件的权限

Read      

 GetContai 
nerServic 
eDeployme 
nts

授予查看 Amazon Lightsail 容
器服务部署的权限

Read      

 GetContai 
nerServic 
eMetricData

授予查看 Amazon Lightsail 容
器服务特定指标数据点的权限

Read      

Amazon Lightsail 2604

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetCertificates.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetCertificates.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetCloudFormationStackRecords.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetCloudFormationStackRecords.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetCloudFormationStackRecords.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContactMethods.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContactMethods.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerAPIMetadata.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerAPIMetadata.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerAPIMetadata.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerImages.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerImages.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerLog.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerLog.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerServiceDeployments.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerServiceDeployments.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerServiceDeployments.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerServiceDeployments.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerServiceMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerServiceMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerServiceMetricData.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetContai 
nerServic 
ePowers

授予查看可为您的 Amazon 
Lightsail 容器服务指定的权力 
列表的权限

Read      

 GetContai 
nerServices

授予查看有关您的一个或多个 
Amazon Lightsail 容器服务信
息的权限

读取      

Disk     GetCostEs 
timate

授予权限以获取有关指定资源
的成本估算的信息

读取

Instance    

 GetDisk 授予权限以获取有关磁盘的信
息

Read      

 GetDiskSn 
apshot

授予权限以获取有关磁盘快照
的信息

Read      

 GetDiskSn 
apshots

授予权限以获取有关所有磁盘
快照的信息

Read      

 GetDisks 授予权限以获取有关所有磁盘
的信息

Read      

 GetDistri 
butionBun 
dles

授予查看可应用于您的 
Amazon Lightsail 内容分发网
络 (CDN) 分发的捆绑包列表的 
权限

Read      

 GetDistri 
butionLat 
estCacheR 
eset

授予查看特定 Amazon 
Lightsail 内容分发网络 (CDN) 
分发的最后一次缓存重置的时
间戳和状态的权限

Read      

Amazon Lightsail 2605

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerServicePowers.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerServicePowers.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerServicePowers.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerServices.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetContainerServices.html
#amazonlightsail-Disk
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetCostEstimate.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetCostEstimate.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDisk.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDiskSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDiskSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDiskSnapshots.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDiskSnapshots.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDisks.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDistributionBundles.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDistributionBundles.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDistributionBundles.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDistributionLatestCacheReset.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDistributionLatestCacheReset.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDistributionLatestCacheReset.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDistributionLatestCacheReset.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDistri 
butionMet 
ricData

授予查看 Amazon Lightsail 内
容分发网络 (CDN) 分发的特定
指标的数据点的权限

Read      

 GetDistri 
butions

授予查看有关您的一个或多个 
Amazon Lightsail 内容分发网
络 (CDN) 分发信息的权限

Read      

 GetDomain 授予权限以获取域资源的 DNS 
记录

Read      

 GetDomains 授予权限以获取所有域资源的 
DNS 记录

读取      

 GetExport 
SnapshotR 
ecords

授予获取有关向亚马逊导出的 
Amazon Lightsail 快照的所有
记录的信息的权限 EC2

读取      

 GetInstance 授予权限以获取有关实例的信
息

Read      

 GetInstan 
ceAccessD 
etails

授予权限以获取可用于身份验
证和连接到实例的临时密钥

Write Instance*    

 GetInstan 
ceMetricData

授予权限以获取实例指定指标
的数据点

Read      

 GetInstan 
cePortStates

授予权限以获取实例的端口状
态

Read      

 GetInstan 
ceSnapshot

授予权限以获取有关实例快照
的信息

Read      

Amazon Lightsail 2606

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDistributionMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDistributionMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDistributionMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDistributions.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDistributions.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDomain.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetDomains.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetExportSnapshotRecords.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetExportSnapshotRecords.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetExportSnapshotRecords.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstance.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstanceAccessDetails.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstanceAccessDetails.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstanceAccessDetails.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstanceMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstanceMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstancePortStates.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstancePortStates.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstanceSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstanceSnapshot.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetInstan 
ceSnapshots

授予权限以获取有关所有实例
快照的信息

Read      

 GetInstan 
ceState

授予权限以获取实例的状态 Read      

 GetInstances 授予权限以获取有关所有实例
的信息

Read      

 GetKeyPair 授予权限以获取有关密钥对的
信息

Read      

 GetKeyPairs 授予权限以获取有关所有密钥
对的信息

读取      

 GetLoadBa 
lancer

授予获取负载均衡器信息的权
限

读取      

 GetLoadBa 
lancerMet 
ricData

授予权限以获取指定负载均衡
器指标的数据点

Read      

 GetLoadBa 
lancerTls 
Certificates

授予权限以获取有关负载均衡
器 TLS 证书的信息

读取      

 GetLoadBa 
lancerTls 
Policies

授予获取可以应用于 Lightsail 
负载均衡器的 TLS 安全策略列
表的权限

读取      

 GetLoadBa 
lancers

授予权限以获取有关负载均衡
器的信息

Read      

Amazon Lightsail 2607

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstanceSnapshots.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstanceSnapshots.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstanceState.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstanceState.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetInstances.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetKeyPair.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetKeyPairs.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetLoadBalancer.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetLoadBalancer.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetLoadBalancerMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetLoadBalancerMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetLoadBalancerMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetLoadBalancerTlsCertificates.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetLoadBalancerTlsCertificates.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetLoadBalancerTlsCertificates.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetLoadBalancerTlsPolicies.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetLoadBalancerTlsPolicies.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetLoadBalancerTlsPolicies.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetLoadBalancers.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetLoadBalancers.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetOperat 
ion

授予权限以获取有关操作的信
息。操作包括诸如创建实例、
分配静态 IP、附加静态 IP 等
事件

Read      

 GetOperat 
ions

授予权限以获取有关所有操作
的信息。操作包括诸如创建实
例、分配静态 IP、附加静态 IP 
等事件

Read      

 GetOperat 
ionsForRe 
source

授予权限以获取资源的操作 读取      

 GetRegions 授予获取所有对亚马逊 
Lightsail 有效的清单 AWS 区
域 的权限

读取      

 GetRelati 
onalDatabase

授予权限以获取有关关系数据
库的信息

Read      

 GetRelati 
onalDatab 
aseBlueprints

授予权限以获取关系数据库映
像或蓝图的列表。您可以使用
蓝图来创建一个运行特定数据
库引擎的新数据库。数据库上
运行的数据库引擎取决于您在
创建关系数据库时定义的蓝图

Read      

Amazon Lightsail 2608

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetOperation.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetOperation.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetOperations.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetOperations.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetOperationsForResource.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetOperationsForResource.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetOperationsForResource.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRegions.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseBlueprints.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseBlueprints.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseBlueprints.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetRelati 
onalDatab 
aseBundles

授予权限以获取关系数据库捆
绑包列表。您可以使用捆绑包
创建具有一组性能规范的新数
据库，例如 CPU 计数、磁盘大
小、RAM 大小、网络传输限额 
和高可用性标准。数据库的成
本取决于您在创建关系数据库
时定义的捆绑包

Read      

 GetRelati 
onalDatab 
aseEvents

授予权限以获取关系数据库的
事件

Read      

 GetRelati 
onalDatab 
aseLogEve 
nts

授予权限以获取关系数据库的
指定日志流的事件

Read      

 GetRelati 
onalDatab 
aseLogStr 
eams

授予权限以获取关系数据库可
用的日志流

Read      

 GetRelati 
onalDatab 
aseMaster 
UserPassw 
ord

授予权限以获取关系数据库的
主用户密码

Write Relationa 
lDatabase 
*

   

 GetRelati 
onalDatab 
aseMetric 
Data

授予权限以获取关系数据库指
定指标的数据点

Read      

Amazon Lightsail 2609

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseBundles.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseBundles.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseBundles.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseEvents.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseEvents.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseEvents.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseLogEvents.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseLogEvents.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseLogEvents.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseLogEvents.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseLogStreams.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseLogStreams.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseLogStreams.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseLogStreams.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseMasterUserPassword.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseMasterUserPassword.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseMasterUserPassword.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseMasterUserPassword.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseMasterUserPassword.html
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseMetricData.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseMetricData.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetRelati 
onalDatab 
aseParame 
ters

授予权限以获取关系数据库的
参数

Read      

 GetRelati 
onalDatab 
aseSnapshot

授予权限以获取有关关系数据
库快照的信息

Read      

 GetRelati 
onalDatab 
aseSnapsh 
ots

授予权限以获取有关所有关系
数据库快照的信息

Read      

 GetRelati 
onalDatab 
ases

授予权限以获取有关所有关系
数据库的信息

读取      

 GetSetupH 
istory

授予权限以获取在指定资源上
运行的设置请求的详细信息

读取 Instance    

 GetStaticIp 授予权限以获取有关静态 IP 的
信息

读取      

 GetStaticIps 授予获取有关所有静态信息的
权限 IPs

读取      

 ImportKey 
Pair

授予权限以从密钥对导入公有
密钥

Write      

 IsVpcPeered 授予权限以获取一个布尔值，
该值指示 Amazon Lightsail 
Virtual Private Cloud (VPC) 是
否对等

Read      

Amazon Lightsail 2610

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseParameters.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseParameters.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseParameters.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseParameters.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseSnapshots.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseSnapshots.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseSnapshots.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabaseSnapshots.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabases.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabases.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetRelationalDatabases.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetSetupHistory.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetSetupHistory.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetStaticIp.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_GetStaticIps.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_ImportKeyPair.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_ImportKeyPair.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_IsVpcPeered.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 OpenInsta 
ncePublic 
Ports

授予权限以添加或打开实例的
公有端口

Write Instance*    

 PeerVpc 授予权限以尝试使用默认 VPC 
与 Amazon Lightsail Virtual 
Private Cloud (VPC) 建立对等
连接

Write      

 PutAlarm 授予创建或更新警报并将其与
指定指标关联的权限

Write Alarm*    

 PutInstan 
cePublicPorts

授予权限以为实例设置指定的
打开端口，并关闭请求中未包
含的每个协议的所有端口

Write Instance*    

 RebootIns 
tance

授予权限以重启处于运行状态
的实例

Write Instance*    

 RebootRel 
ationalDa 
tabase

授予权限以重启处于运行状态
的关系数据库

Write Relationa 
lDatabase 
*

   

 RegisterC 
ontainerI 
mage

授予将容器映像注册到 
Amazon Lightsail 容器服务的
权限

Write Container 
Service*

   

 ReleaseSt 
aticIp

授予权限以删除静态 IP Write StaticIp*    

 ResetDist 
ributionCache

授予从 Amazon Lightsail 内容
分发网络 (CDN) 分发中删除当
前缓存内容的权限

Write Distribut 
ion*

   

Amazon Lightsail 2611

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_OpenInstancePublicPorts.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_OpenInstancePublicPorts.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_OpenInstancePublicPorts.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_PeerVpc.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_PutAlarm.html
#amazonlightsail-Alarm
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_PutInstancePublicPorts.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_PutInstancePublicPorts.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_RebootInstance.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_RebootInstance.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_RebootRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_RebootRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_RebootRelationalDatabase.html
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_RegisterContainerImage.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_RegisterContainerImage.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_RegisterContainerImage.html
#amazonlightsail-ContainerService
#amazonlightsail-ContainerService
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_ReleaseStaticIp.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_ReleaseStaticIp.html
#amazonlightsail-StaticIp
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_ResetDistributionCache.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_ResetDistributionCache.html
#amazonlightsail-Distribution
#amazonlightsail-Distribution


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SendConta 
ctMethodV 
erification

授予向电子邮件联系方式发送
验证请求，以确保该联系方式
为请求者所有的权限

Write      

Distribut 
ion

   

Instance    

 SetIpAddr 
essType

授予为 Amazon Lightsail 资源
设置 IP 地址类型的权限

Write

LoadBalan 
cer

   

Bucket*     SetResour 
ceAccessF 
orBucket

授予权限以设置可访问指定 
Amazon Lightsail 存储桶的 
Amazon Lightsail 资源

写入

Instance*    

 SetupInst 
anceHttps

授予创建 SSL/TLS 证书并将其
安装在指定实例上的权限

写入 Instance*   lightsail 
:GetInsta 
nceAccess 
Details

 StartGUIS 
ession

授予权限以启动用于访问实例
的操作系统或应用程序的图形
用户界面 (GUI) 会话

写入 Instance*    

 StartInstance 授予权限以启动处于停止状态
的实例

Write Instance*    

 StartRela 
tionalDat 
abase

授予权限以启动处于停止状态
的关系数据库

写入 Relationa 
lDatabase 
*

   

 StopGUISe 
ssion

授予权限以终止用于访问实例
的操作系统或应用程序的图形
用户界面 (GUI) 会话

写入 Instance*    

Amazon Lightsail 2612

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_SendContactMethodVerification.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_SendContactMethodVerification.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_SendContactMethodVerification.html
#amazonlightsail-Distribution
#amazonlightsail-Distribution
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_SetIpAddressType.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_SetIpAddressType.html
#amazonlightsail-LoadBalancer
#amazonlightsail-LoadBalancer
#amazonlightsail-Bucket
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_SetResourceAccessForBucket.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_SetResourceAccessForBucket.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_SetResourceAccessForBucket.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_SetupInstanceHttps.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_SetupInstanceHttps.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_StartGUISession.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_StartGUISession.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_StartInstance.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_StartRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_StartRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_StartRelationalDatabase.html
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_StopGUISession.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_StopGUISession.html
#amazonlightsail-Instance


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StopInstance 授予权限以停止处于运行状态
的实例

Write Instance*    

 StopRelat 
ionalData 
base

授予权限以停止处于运行状态
的关系数据库

Write Relationa 
lDatabase 
*

   

Bucket    

Certifica 
te

   

Container 
Service

   

Disk    

DiskSnaps 
hot

   

Distribut 
ion

   

Domain    

Instance    

InstanceS 
napshot

   

KeyPair    

 TagResour 
ce

授予权限以标记资源 Tagging

LoadBalan 
cer

   

Amazon Lightsail 2613

https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_StopInstance.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_StopRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_StopRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_StopRelationalDatabase.html
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
#amazonlightsail-Bucket
#amazonlightsail-Certificate
#amazonlightsail-Certificate
#amazonlightsail-ContainerService
#amazonlightsail-ContainerService
#amazonlightsail-Disk
#amazonlightsail-DiskSnapshot
#amazonlightsail-DiskSnapshot
#amazonlightsail-Distribution
#amazonlightsail-Distribution
#amazonlightsail-Domain
#amazonlightsail-Instance
#amazonlightsail-InstanceSnapshot
#amazonlightsail-InstanceSnapshot
#amazonlightsail-KeyPair
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_TagResource.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_TagResource.html
#amazonlightsail-LoadBalancer
#amazonlightsail-LoadBalancer


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Relationa 
lDatabase

   

Relationa 
lDatabase 
Snapshot

   

StaticIp    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 TestAlarm 通过在 Amazon Lightsail 控制
台上显示横幅，或者如果为指
定警报配置了通知触发器，则
通过向通知协议发送通知，授
予测试警报的权限

Write Alarm*    

 UnpeerVpc 授予权限以尝试从默认 VPC 取
消与 Amazon Lightsail Virtual 
Private Cloud (VPC) 的对等连
接

Write      

Bucket    

Certifica 
te

   

 UntagReso 
urce

授予权限以取消标记资源 Tagging

Container 
Service
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#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabaseSnapshot
#amazonlightsail-RelationalDatabaseSnapshot
#amazonlightsail-RelationalDatabaseSnapshot
#amazonlightsail-StaticIp
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_RequestTag___TagKey_
#amazonlightsail-aws_TagKeys
#amazonlightsail-aws_TagKeys
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_TestAlarm.html
#amazonlightsail-Alarm
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_UnpeerVpc.html
#amazonlightsail-Bucket
#amazonlightsail-Certificate
#amazonlightsail-Certificate
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Disk    

DiskSnaps 
hot

   

Distribut 
ion

   

Domain    

Instance    

InstanceS 
napshot

   

KeyPair    

LoadBalan 
cer

   

Relationa 
lDatabase

   

Relationa 
lDatabase 
Snapshot

   

StaticIp    

  aws:TagKe 
ys

 

 UpdateBuc 
ket

授予权限以更新现有 Amazon 
Lightsail 存储桶

Write Bucket*    
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#amazonlightsail-Disk
#amazonlightsail-DiskSnapshot
#amazonlightsail-DiskSnapshot
#amazonlightsail-Distribution
#amazonlightsail-Distribution
#amazonlightsail-Domain
#amazonlightsail-Instance
#amazonlightsail-InstanceSnapshot
#amazonlightsail-InstanceSnapshot
#amazonlightsail-KeyPair
#amazonlightsail-LoadBalancer
#amazonlightsail-LoadBalancer
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
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#amazonlightsail-RelationalDatabaseSnapshot
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#amazonlightsail-aws_TagKeys
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_UpdateBucket.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateBuc 
ketBundle

授予权限以更新现有 Amazon 
Lightsail 存储桶的捆绑包或存 
储计划

Write Bucket*    

 UpdateCon 
tainerService

授予更新 Amazon Lightsail 容
器服务配置的权限，例如其功
率、规模和公共域名

Write Container 
Service*

   

 UpdateDis 
tribution

授予更新现有 Amazon 
Lightsail 内容分发网络 (CDN) 
分发或其配置的权限

Write Distribut 
ion*

   

 UpdateDis 
tribution 
Bundle

授予更新您的 Amazon 
Lightsail 内容分发网络 (CDN) 
分发捆绑包的权限

Write Distribut 
ion*

   

 UpdateDom 
ainEntry

授予权限以在创建域记录集后
对其进行更新

写入 Domain*    

 UpdateIns 
tanceMeta 
dataOptions

授予更新实例的元数据选项的
权限

写入 Instance*    

 UpdateLoa 
dBalancer 
Attribute

授予权限以更新负载均衡器的
属性，例如运行状况检查路径
和会话粘性

Write LoadBalan 
cer*

   

 UpdateRel 
ationalDa 
tabase

授予权限以更新关系数据库 Write Relationa 
lDatabase 
*

   

 UpdateRel 
ationalDa 
tabasePar 
ameters

授予权限以更新关系数据库的
参数

Write Relationa 
lDatabase 
*
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#amazonlightsail-Domain
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https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_UpdateInstanceMetadataOptions.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_UpdateInstanceMetadataOptions.html
#amazonlightsail-Instance
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachInstancesFromLoadBalancer.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachInstancesFromLoadBalancer.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DetachInstancesFromLoadBalancer.html
#amazonlightsail-LoadBalancer
#amazonlightsail-LoadBalancer
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_UpdateRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_UpdateRelationalDatabase.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_UpdateRelationalDatabase.html
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_UpdateRelationalDatabaseParameters.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_UpdateRelationalDatabaseParameters.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_UpdateRelationalDatabaseParameters.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_UpdateRelationalDatabaseParameters.html
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
#amazonlightsail-RelationalDatabase
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Amazon Lightsail 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Domain arn:${Partition}:lightsail:${Region}:
${Account}:Domain/${Id}

aws:ResourceTag/${ 
TagKey}

 Instance arn:${Partition}:lightsail:${Region}:
${Account}:Instance/${Id}

aws:ResourceTag/${ 
TagKey}

 InstanceS 
napshot

arn:${Partition}:lightsail:${Region}:
${Account}:InstanceSnapshot/${Id}

aws:ResourceTag/${ 
TagKey}

 KeyPair arn:${Partition}:lightsail:${Region}:
${Account}:KeyPair/${Id}

aws:ResourceTag/${ 
TagKey}

 StaticIp arn:${Partition}:lightsail:${Region}:
${Account}:StaticIp/${Id}

aws:ResourceTag/${ 
TagKey}

 Disk arn:${Partition}:lightsail:${Region}:
${Account}:Disk/${Id}

aws:ResourceTag/${ 
TagKey}

 DiskSnaps 
hot

arn:${Partition}:lightsail:${Region}:
${Account}:DiskSnapshot/${Id}

aws:ResourceTag/${ 
TagKey}

 LoadBalan 
cer

arn:${Partition}:lightsail:${Region}:
${Account}:LoadBalancer/${Id}

aws:ResourceTag/${ 
TagKey}

 LoadBalan 
cerTlsCer 
tificate

arn:${Partition}:lightsail:${Region} 
:${Account}:LoadBalancerTlsCertifica 
te/${Id}

 

 ExportSna 
pshotRecord

arn:${Partition}:lightsail:${Region}:
${Account}:ExportSnapshotRecord/${Id}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_Domain.html
#amazonlightsail-aws_ResourceTag___TagKey_
#amazonlightsail-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_Instance.html
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https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_StaticIp.html
#amazonlightsail-aws_ResourceTag___TagKey_
#amazonlightsail-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_Disk.html
#amazonlightsail-aws_ResourceTag___TagKey_
#amazonlightsail-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DiskSnapshot.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_DiskSnapshot.html
#amazonlightsail-aws_ResourceTag___TagKey_
#amazonlightsail-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_LoadBalancer.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_LoadBalancer.html
#amazonlightsail-aws_ResourceTag___TagKey_
#amazonlightsail-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_LoadBalancerTlsCertificate.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_LoadBalancerTlsCertificate.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_LoadBalancerTlsCertificate.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_ExportSnapshotRecord.html
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_ExportSnapshotRecord.html
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资源类型 ARN 条件键

 CloudForm 
ationStac 
kRecord

arn:${Partition}:lightsail:${Region}:
${Account}:CloudFormationStackRecord/
${Id}

 

 Relationa 
lDatabase

arn:${Partition}:lightsail:${Region}:
${Account}:RelationalDatabase/${Id}

aws:ResourceTag/${ 
TagKey}

 Relationa 
lDatabase 
Snapshot

arn:${Partition}:lightsail:${Region} 
:${Account}:RelationalDatabaseSnapsh 
ot/${Id}

aws:ResourceTag/${ 
TagKey}

 Alarm arn:${Partition}:lightsail:${Region}:
${Account}:Alarm/${Id}

 

 Certificate arn:${Partition}:lightsail:${Region}:
${Account}:Certificate/${Id}

aws:ResourceTag/${ 
TagKey}

 ContactMe 
thod

arn:${Partition}:lightsail:${Region}:
${Account}:ContactMethod/${Id}

 

 Container 
Service

arn:${Partition}:lightsail:${Region}:
${Account}:ContainerService/${Id}

aws:ResourceTag/${ 
TagKey}

 Distribution arn:${Partition}:lightsail:${Region}:
${Account}:Distribution/${Id}

aws:ResourceTag/${ 
TagKey}

 Bucket arn:${Partition}:lightsail:${Region}:
${Account}:Bucket/${Id}

aws:ResourceTag/${ 
TagKey}

Amazon Lightsail 的条件键

Amazon Lightsail 定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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#amazonlightsail-aws_ResourceTag___TagKey_
#amazonlightsail-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_LightsailDistribution.html
#amazonlightsail-aws_ResourceTag___TagKey_
#amazonlightsail-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lightsail/2016-11-28/api-reference/API_Bucket.html
#amazonlightsail-aws_ResourceTag___TagKey_
#amazonlightsail-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html


服务授权参考 服务授权参考

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

Amazon Location 的操作、资源和条件键

Amazon Location（服务前缀：geo）提供以下特定于服务的资源、操作和条件上下文键以在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Location 定义的操作

• Amazon Location 定义的资源类型

• Amazon Location 的条件键

Amazon Location 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
TrackerCo 
nsumer

授予在地理围栏集合和跟踪器
资源之间创建关联的权限

Write tracker*    

tracker*     BatchDele 
teDeviceP 
ositionHistory

授予从跟踪器资源中删除一批
设备位置历史记录的权限

Write

  geo:Devic 
eIds

 

geofence- 
collectio 
n*

    BatchDele 
teGeofence

授予从地理围栏集合中删除一
批地理围栏的权限

Write

  geo:Geofe 
nceIds
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#amazonlocation-geo_GeofenceIds
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchEval 
uateGeofe 
nces

授予根据给定地理围栏集合中
地理围栏的位置评估设备位置
的权限

Write geofence- 
collectio 
n*

   

tracker*     BatchGetD 
evicePosition

授予发送检索设备位置的批处
理请求的权限

Read

  geo:Devic 
eIds

 

geofence- 
collectio 
n*

    BatchPutG 
eofence

授予向给定地理围栏集合中添
加地理围栏的批处理请求的权
限

Write

  geo:Geofe 
nceIds

 

tracker*     BatchUpda 
teDeviceP 
osition

授予将一台或多台设备的位置
更新上传到跟踪器资源的权限

Write

  geo:Devic 
eIds

 

 Calculate 
Route

授予使用给定路径计算器资源
计算路线的权限

读取 route-cal 
culator*

   

 Calculate 
RouteMatrix

授予使用给定路由计算器资源
计算路由矩阵的权限

读取 route-cal 
culator*

   

 CreateGeo 
fenceColl 
ection

授予创建地理围栏集合的权限 写入 geofence- 
collectio 
n*
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#amazonlocation-geofence-collection
#amazonlocation-tracker
https://docs.aws.amazon.com/location/latest/APIReference/API_BatchGetDevicePosition.html
https://docs.aws.amazon.com/location/latest/APIReference/API_BatchGetDevicePosition.html
#amazonlocation-geo_DeviceIds
#amazonlocation-geo_DeviceIds
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
https://docs.aws.amazon.com/location/latest/APIReference/API_BatchPutGeofence.html
https://docs.aws.amazon.com/location/latest/APIReference/API_BatchPutGeofence.html
#amazonlocation-geo_GeofenceIds
#amazonlocation-geo_GeofenceIds
#amazonlocation-tracker
https://docs.aws.amazon.com/location/latest/APIReference/API_BatchUpdateDevicePosition.html
https://docs.aws.amazon.com/location/latest/APIReference/API_BatchUpdateDevicePosition.html
https://docs.aws.amazon.com/location/latest/APIReference/API_BatchUpdateDevicePosition.html
#amazonlocation-geo_DeviceIds
#amazonlocation-geo_DeviceIds
https://docs.aws.amazon.com/location/latest/APIReference/API_CalculateRoute.html
https://docs.aws.amazon.com/location/latest/APIReference/API_CalculateRoute.html
#amazonlocation-route-calculator
#amazonlocation-route-calculator
https://docs.aws.amazon.com/location/latest/APIReference/API_CalculateRouteMatrix.html
https://docs.aws.amazon.com/location/latest/APIReference/API_CalculateRouteMatrix.html
#amazonlocation-route-calculator
#amazonlocation-route-calculator
https://docs.aws.amazon.com/location/latest/APIReference/API_CreateGeofenceCollection.html
https://docs.aws.amazon.com/location/latest/APIReference/API_CreateGeofenceCollection.html
https://docs.aws.amazon.com/location/latest/APIReference/API_CreateGeofenceCollection.html
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

api-key*     CreateKey 授予权限以创建 API 密钥资源 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

map*     CreateMap 授予创建映射资源的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

place-ind 
ex*

    CreatePla 
ceIndex

授予创建地点索引资源的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_TagKeys
#amazonlocation-aws_TagKeys
#amazonlocation-api-key
https://docs.aws.amazon.com/location/latest/APIReference/API_CreateKey.html
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_TagKeys
#amazonlocation-aws_TagKeys
#amazonlocation-map
https://docs.aws.amazon.com/location/latest/APIReference/API_CreateMap.html
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_TagKeys
#amazonlocation-aws_TagKeys
#amazonlocation-place-index
#amazonlocation-place-index
https://docs.aws.amazon.com/location/latest/APIReference/API_CreatePlaceIndex.html
https://docs.aws.amazon.com/location/latest/APIReference/API_CreatePlaceIndex.html
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_TagKeys
#amazonlocation-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

route-cal 
culator*

    CreateRou 
teCalculator

授予创建路由计算器资源的权
限

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

tracker*     CreateTra 
cker

授予创建跟踪器资源的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteGeo 
fenceColl 
ection

授予删除地理围栏集合的权限 写入 geofence- 
collectio 
n*

   

 DeleteKey 授予权限以删除 API 密钥资源 写入 api-key*    

 DeleteMap 授予删除映射资源的权限 Write map*    

 DeletePla 
ceIndex

授予删除地点索引资源的权限 Write place-ind 
ex*

   

 DeleteRou 
teCalculator

授予删除路由计算器资源的权
限

Write route-cal 
culator*

   

 DeleteTra 
cker

授予删除跟踪器资源的权限 Write tracker*    
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#amazonlocation-route-calculator
#amazonlocation-route-calculator
https://docs.aws.amazon.com/location/latest/APIReference/API_CreateRouteCalculator.html
https://docs.aws.amazon.com/location/latest/APIReference/API_CreateRouteCalculator.html
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_TagKeys
#amazonlocation-aws_TagKeys
#amazonlocation-tracker
https://docs.aws.amazon.com/location/latest/APIReference/API_CreateTracker.html
https://docs.aws.amazon.com/location/latest/APIReference/API_CreateTracker.html
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_TagKeys
#amazonlocation-aws_TagKeys
https://docs.aws.amazon.com/location/latest/APIReference/API_DeleteGeofenceCollection.html
https://docs.aws.amazon.com/location/latest/APIReference/API_DeleteGeofenceCollection.html
https://docs.aws.amazon.com/location/latest/APIReference/API_DeleteGeofenceCollection.html
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
https://docs.aws.amazon.com/location/latest/APIReference/API_DeleteKey.html
#amazonlocation-api-key
https://docs.aws.amazon.com/location/latest/APIReference/API_DeleteMap.html
#amazonlocation-map
https://docs.aws.amazon.com/location/latest/APIReference/API_DeletePlaceIndex.html
https://docs.aws.amazon.com/location/latest/APIReference/API_DeletePlaceIndex.html
#amazonlocation-place-index
#amazonlocation-place-index
https://docs.aws.amazon.com/location/latest/APIReference/API_DeleteRouteCalculator.html
https://docs.aws.amazon.com/location/latest/APIReference/API_DeleteRouteCalculator.html
#amazonlocation-route-calculator
#amazonlocation-route-calculator
https://docs.aws.amazon.com/location/latest/APIReference/API_DeleteTracker.html
https://docs.aws.amazon.com/location/latest/APIReference/API_DeleteTracker.html
#amazonlocation-tracker


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeG 
eofenceCo 
llection

授予检索地理围栏集合详细信
息的权限

读取 geofence- 
collectio 
n*

   

 DescribeKey 授予权限以检索 API 密钥资源
详细信息和密钥

读取 api-key*    

 DescribeMap 授予检索映射资源详细信息的
权限

Read map*    

 DescribeP 
laceIndex

授予检索地点索引资源详细信
息的权限

Read place-ind 
ex*

   

 DescribeR 
outeCalcu 
lator

授予检索路由计算器资源详细
信息的权限

Read route-cal 
culator*

   

 DescribeT 
racker

授予检索跟踪器资源详细信息
的权限

Read tracker*    

 Disassoci 
ateTracke 
rConsumer

授予删除跟踪器资源和地理围
栏集合之间的关联的权限

写入 tracker*    

 ForecastG 
eofenceEv 
ents

授予权限以预测存储在给定地
理围栏集合中的地理围栏事件

读取 geofence- 
collectio 
n*

   

tracker*     GetDevice 
Position

授予检索最新设备位置的权限 读取

  geo:Devic 
eIds

 

授予检索设备位置历史记录的
权限

读取 tracker*    
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https://docs.aws.amazon.com/location/latest/APIReference/API_DescribeGeofenceCollection.html
https://docs.aws.amazon.com/location/latest/APIReference/API_DescribeGeofenceCollection.html
https://docs.aws.amazon.com/location/latest/APIReference/API_DescribeGeofenceCollection.html
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
https://docs.aws.amazon.com/location/latest/APIReference/API_DescribeKey.html
#amazonlocation-api-key
https://docs.aws.amazon.com/location/latest/APIReference/API_DescribeMap.html
#amazonlocation-map
https://docs.aws.amazon.com/location/latest/APIReference/API_DescribePlaceIndex.html
https://docs.aws.amazon.com/location/latest/APIReference/API_DescribePlaceIndex.html
#amazonlocation-place-index
#amazonlocation-place-index
https://docs.aws.amazon.com/location/latest/APIReference/API_DescribeRouteCalculator.html
https://docs.aws.amazon.com/location/latest/APIReference/API_DescribeRouteCalculator.html
https://docs.aws.amazon.com/location/latest/APIReference/API_DescribeRouteCalculator.html
#amazonlocation-route-calculator
#amazonlocation-route-calculator
https://docs.aws.amazon.com/location/latest/APIReference/API_DescribeTracker.html
https://docs.aws.amazon.com/location/latest/APIReference/API_DescribeTracker.html
#amazonlocation-tracker
https://docs.aws.amazon.com/location/latest/APIReference/API_DisassociateTrackerConsumer.html
https://docs.aws.amazon.com/location/latest/APIReference/API_DisassociateTrackerConsumer.html
https://docs.aws.amazon.com/location/latest/APIReference/API_DisassociateTrackerConsumer.html
#amazonlocation-tracker
https://docs.aws.amazon.com/location/latest/APIReference/API_ForecastGeofenceEvents.html
https://docs.aws.amazon.com/location/latest/APIReference/API_ForecastGeofenceEvents.html
https://docs.aws.amazon.com/location/latest/APIReference/API_ForecastGeofenceEvents.html
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-tracker
https://docs.aws.amazon.com/location/latest/APIReference/API_GetDevicePosition.html
https://docs.aws.amazon.com/location/latest/APIReference/API_GetDevicePosition.html
#amazonlocation-geo_DeviceIds
#amazonlocation-geo_DeviceIds
#amazonlocation-tracker


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDevice 
PositionH 
istory

  geo:Devic 
eIds

 

geofence- 
collectio 
n*

    GetGeofen 
ce

授予从地理围栏集合中检索地
理围栏详细信息的权限

读取

  geo:Geofe 
nceIds

 

 GetMapGly 
phs

授予检索地图资源的字形文件
的权限

Read map*    

 GetMapSpr 
ites

授予检索地图资源的 Sprite 文
件的权限

Read map*    

 GetMapSty 
leDescriptor

授予从地图资源检索地图样式
描述符的权限

Read map*    

 GetMapTile 授予从地图资源检索地图图块
的权限

读取 map*    

 GetPlace 授予权限以通过其唯一 ID 查找
地点

读取 place-ind 
ex*

   

 ListDevic 
ePositions

授予从给定跟踪器资源检索设
备列表及其最新位置的权限

读取 tracker*    

 ListGeofe 
nceCollec 
tions

授予列出地理围栏集合的权限 List geofence- 
collectio 
n*
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https://docs.aws.amazon.com/location/latest/APIReference/API_GetDevicePositionHistory.html
https://docs.aws.amazon.com/location/latest/APIReference/API_GetDevicePositionHistory.html
https://docs.aws.amazon.com/location/latest/APIReference/API_GetDevicePositionHistory.html
#amazonlocation-geo_DeviceIds
#amazonlocation-geo_DeviceIds
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
https://docs.aws.amazon.com/location/latest/APIReference/API_GetGeofence.html
https://docs.aws.amazon.com/location/latest/APIReference/API_GetGeofence.html
#amazonlocation-geo_GeofenceIds
#amazonlocation-geo_GeofenceIds
https://docs.aws.amazon.com/location/latest/APIReference/API_GetMapGlyphs.html
https://docs.aws.amazon.com/location/latest/APIReference/API_GetMapGlyphs.html
#amazonlocation-map
https://docs.aws.amazon.com/location/latest/APIReference/API_GetMapSprites.html
https://docs.aws.amazon.com/location/latest/APIReference/API_GetMapSprites.html
#amazonlocation-map
https://docs.aws.amazon.com/location/latest/APIReference/API_GetMapStyleDescriptor.html
https://docs.aws.amazon.com/location/latest/APIReference/API_GetMapStyleDescriptor.html
#amazonlocation-map
https://docs.aws.amazon.com/location/latest/APIReference/API_GetMapTile.html
#amazonlocation-map
https://docs.aws.amazon.com/location/latest/APIReference/API_GetPlace.html
#amazonlocation-place-index
#amazonlocation-place-index
https://docs.aws.amazon.com/location/latest/APIReference/API_ListDevicePositions.html
https://docs.aws.amazon.com/location/latest/APIReference/API_ListDevicePositions.html
#amazonlocation-tracker
https://docs.aws.amazon.com/location/latest/APIReference/API_ListGeofenceCollections.html
https://docs.aws.amazon.com/location/latest/APIReference/API_ListGeofenceCollections.html
https://docs.aws.amazon.com/location/latest/APIReference/API_ListGeofenceCollections.html
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListGeofe 
nces

授予列出存储在给定地理围栏
集合中的地理围栏的权限

读取 geofence- 
collectio 
n*

   

 ListKeys 授予权限以列出 API 密钥资源 列表 api-key*    

 ListMaps 授予列出映射资源的权限 List map*    

 ListPlace 
Indexes

授予返回地点索引资源列表的
权限

List place-ind 
ex*

   

 ListRoute 
Calculators

授予返回路由计算器资源列表
的权限

List route-cal 
culator*

   

api-key    

geofence- 
collection

   

map    

place-ind 
ex

   

route-cal 
culator

   

 ListTagsF 
orResource

授予列出已分配给资源的标签
（元数据）的权限

Read

tracker    

 ListTrack 
erConsumers

授予检索当前与给定跟踪器资
源关联的地理围栏集合列表的
权限

Read tracker*    

 ListTrackers 授予返回跟踪器资源列表的权
限

List tracker*    
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https://docs.aws.amazon.com/location/latest/APIReference/API_ListGeofences.html
https://docs.aws.amazon.com/location/latest/APIReference/API_ListGeofences.html
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
https://docs.aws.amazon.com/location/latest/APIReference/API_ListKeys.html
#amazonlocation-api-key
https://docs.aws.amazon.com/location/latest/APIReference/API_ListMaps.html
#amazonlocation-map
https://docs.aws.amazon.com/location/latest/APIReference/API_ListPlaceIndexes.html
https://docs.aws.amazon.com/location/latest/APIReference/API_ListPlaceIndexes.html
#amazonlocation-place-index
#amazonlocation-place-index
https://docs.aws.amazon.com/location/latest/APIReference/API_ListRouteCalculators.html
https://docs.aws.amazon.com/location/latest/APIReference/API_ListRouteCalculators.html
#amazonlocation-route-calculator
#amazonlocation-route-calculator
#amazonlocation-api-key
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-map
#amazonlocation-place-index
#amazonlocation-place-index
#amazonlocation-route-calculator
#amazonlocation-route-calculator
https://docs.aws.amazon.com/location/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/location/latest/APIReference/API_ListTagsForResource.html
#amazonlocation-tracker
https://docs.aws.amazon.com/location/latest/APIReference/API_ListTrackerConsumers.html
https://docs.aws.amazon.com/location/latest/APIReference/API_ListTrackerConsumers.html
#amazonlocation-tracker
https://docs.aws.amazon.com/location/latest/APIReference/API_ListTrackers.html
#amazonlocation-tracker


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

geofence- 
collectio 
n*

    PutGeofence 授予向给定地理围栏添加新地
理围栏或将现有地理围栏更新
到给定地理围栏的权限

Write

  geo:Geofe 
nceIds

 

 SearchPla 
ceIndexFo 
rPosition

授予对给定坐标进行反向地理
编码的权限

读取 place-ind 
ex*

   

 SearchPla 
ceIndexFo 
rSuggestions

授予权限以基于部分或拼写错
误的自由格式文本生成地址和
兴趣点的建议

读取 place-ind 
ex*

   

 SearchPla 
ceIndexFo 
rText

授予对地址、名称、城市或地
区等自由格式文本进行地理编
码的权限

Read place-ind 
ex*

   

api-key    

geofence- 
collection

   

map    

place-ind 
ex

   

route-cal 
culator

   

 TagResour 
ce

授予添加或修改给定资源标签
的权限。标签是可用于管理资
源的元数据

Tagging

tracker    

Amazon Location 2627

#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
https://docs.aws.amazon.com/location/latest/APIReference/API_PutGeofence.html
#amazonlocation-geo_GeofenceIds
#amazonlocation-geo_GeofenceIds
https://docs.aws.amazon.com/location/latest/APIReference/API_SearchPlaceIndexForPosition.html
https://docs.aws.amazon.com/location/latest/APIReference/API_SearchPlaceIndexForPosition.html
https://docs.aws.amazon.com/location/latest/APIReference/API_SearchPlaceIndexForPosition.html
#amazonlocation-place-index
#amazonlocation-place-index
https://docs.aws.amazon.com/location/latest/APIReference/API_SearchPlaceIndexForSuggestions.html
https://docs.aws.amazon.com/location/latest/APIReference/API_SearchPlaceIndexForSuggestions.html
https://docs.aws.amazon.com/location/latest/APIReference/API_SearchPlaceIndexForSuggestions.html
#amazonlocation-place-index
#amazonlocation-place-index
https://docs.aws.amazon.com/location/latest/APIReference/API_SearchPlaceIndexForText.html
https://docs.aws.amazon.com/location/latest/APIReference/API_SearchPlaceIndexForText.html
https://docs.aws.amazon.com/location/latest/APIReference/API_SearchPlaceIndexForText.html
#amazonlocation-place-index
#amazonlocation-place-index
#amazonlocation-api-key
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-map
#amazonlocation-place-index
#amazonlocation-place-index
#amazonlocation-route-calculator
#amazonlocation-route-calculator
https://docs.aws.amazon.com/location/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/location/latest/APIReference/API_TagResource.html
#amazonlocation-tracker


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

api-key    

geofence- 
collection

   

map    

place-ind 
ex

   

route-cal 
culator

   

tracker    

 UntagReso 
urce

授予从资源中删除给定标签
（元数据）的权限

标记

  aws:TagKe 
ys

 

 UpdateGeo 
fenceColl 
ection

授予更新地理围栏集合的权限 写入 geofence- 
collectio 
n*

   

 UpdateKey 授予权限以更新 API 密钥资源 写入 api-key*    

 UpdateMap 授予权限以更新映射资源 写入 map*    

 UpdatePla 
ceIndex

授予删除地点索引资源的权限 写入 place-ind 
ex*
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#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_RequestTag___TagKey_
#amazonlocation-aws_TagKeys
#amazonlocation-aws_TagKeys
#amazonlocation-api-key
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-map
#amazonlocation-place-index
#amazonlocation-place-index
#amazonlocation-route-calculator
#amazonlocation-route-calculator
#amazonlocation-tracker
https://docs.aws.amazon.com/location/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/location/latest/APIReference/API_UntagResource.html
#amazonlocation-aws_TagKeys
#amazonlocation-aws_TagKeys
https://docs.aws.amazon.com/location/latest/APIReference/API_UpdateGeofenceCollection.html
https://docs.aws.amazon.com/location/latest/APIReference/API_UpdateGeofenceCollection.html
https://docs.aws.amazon.com/location/latest/APIReference/API_UpdateGeofenceCollection.html
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
#amazonlocation-geofence-collection
https://docs.aws.amazon.com/location/latest/APIReference/API_UpdateKey.html
#amazonlocation-api-key
https://docs.aws.amazon.com/location/latest/APIReference/API_UpdateMap.html
#amazonlocation-map
https://docs.aws.amazon.com/location/latest/APIReference/API_UpdatePlaceIndex.html
https://docs.aws.amazon.com/location/latest/APIReference/API_UpdatePlaceIndex.html
#amazonlocation-place-index
#amazonlocation-place-index


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRou 
teCalculator

授予创建路由计算器资源的权
限

写入 route-cal 
culator*

   

 UpdateTra 
cker

授予更新跟踪器资源的权限 写入 tracker*    

tracker*     VerifyDev 
icePosition

授予权限以验证设备位置 读取

  geo:Devic 
eIds

 

Amazon Location 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 api-key arn:${Partition}:geo:${Region}:${Acc 
ount}:api-key/${KeyName}

aws:ResourceTag/${ 
TagKey}

 geofence- 
collection

arn:${Partition}:geo:${Region}:${Acc 
ount}:geofence-collection/${Geofence 
CollectionName}

aws:ResourceTag/${ 
TagKey}

geo:GeofenceIds

 map arn:${Partition}:geo:${Region}:${Acc 
ount}:map/${MapName}

aws:ResourceTag/${ 
TagKey}

 place-index arn:${Partition}:geo:${Region}:${Acc 
ount}:place-index/${IndexName}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 route-cal 
culator

arn:${Partition}:geo:${Region}:${Acc 
ount}:route-calculator/${CalculatorN 
ame}

aws:ResourceTag/${ 
TagKey}

 tracker arn:${Partition}:geo:${Region}:${Acc 
ount}:tracker/${TrackerName}

aws:ResourceTag/${ 
TagKey}

geo:DeviceIds

Amazon Location 的条件键

Amazon Location 定义了以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中标签的键和值筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:TagKeys 按请求中的标签键筛选访问 ArrayOfString

 geo:DeviceIds 根据在请求中是否具有设备 ID 来筛选访问权限 ArrayOfString

 geo:Geofe 
nceIds

根据在请求中是否具有地理围栏 ID 来筛选访问权限 ArrayOfString

Amazon Location Service 地图的操作、资源和条件键

Amazon Location Service Maps（服务前缀:geo-maps）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon Location Service Maps 定义的操作

• 由 Amazon Location Service Maps 定义的资源类型

• Amazon Location Service 地图的条件密钥

由 Amazon Location Service Maps 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

Amazon Location Service 地图 2631

https://docs.aws.amazon.com/location/latest/developerguide/
https://docs.aws.amazon.com/location/latest/APIReference/
https://docs.aws.amazon.com/location/latest/developerguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html


服务授权参考 服务授权参考

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetStatic 
Map

授予检索静态地图的权限 读取 provider*    

 GetTile 授予检索地图图块的权限 读取 provider*    

由 Amazon Location Service Maps 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 provider arn:${Partition}:geo-maps:${Region}: 
:provider/default

 

Amazon Location Service 地图的条件密钥

Geo Maps 没有可在政策声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Location Service 地点的操作、资源和条件密钥

Amazon Location Service Places（服务前缀:geo-places）提供以下特定于服务的资源、操作和条件
上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon Location Service 地点定义的操作

• 由 Amazon Location Service 地点定义的资源类型

• Amazon Location Service 地点的条件密钥

由 Amazon Location Service 地点定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Autocompl 
ete

授予在用户键入时自动完成文
本输入的权限，其中包含潜在
的地点和地址

读取 provider*    

 Geocode 授予将文本地址或地点地理编
码为地理坐标的权限

读取 provider*    

 GetPlace 授予通过唯一地点 ID 查询地点
的权限

读取 provider*    

 ReverseGe 
ocode

授予将地理坐标转换为人类可
读的地址或地点的权限

读取 provider*    

 SearchNea 
rby

允许检索位置附近符合一组用
户定义的限制（例如该地点提
供的类别或食物类型）的地点

读取 provider*    

 SearchText 授予使用单个自由格式文本输
入查询地点的权限

读取 provider*    

 Suggest 授予根据用户输入建议潜在地
点的权限

读取 provider*    

由 Amazon Location Service 地点定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 provider arn:${Partition}:geo-places:${Region 
}::provider/default

 

Amazon Location Service 地点的条件密钥

Geo Places 没有可在政策声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Location Service 路线的操作、资源和条件键

Amazon Location Service Routes（服务前缀:geo-routes）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon Location Service 路线定义的操作

• 由 Amazon Location Service 路线定义的资源类型

• Amazon Location Service 路线的条件密钥

由 Amazon Location Service 路线定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Calculate 
Isolines

授予确定在指定时间内可到达
的目的地或服务区的权限

读取 provider*    

 Calculate 
RouteMatrix

授予计算路径矩阵的权限，该
矩阵提供起点和目的地集之间
的行驶时间和距离

读取 provider*    

 Calculate 
Routes

授予计算两个或多个地点之间
的路线的权限

读取 provider*    

 OptimizeW 
aypoints

授予权限以计算访问路线上的
多个航点或地点的最有效顺序

读取 provider*    

 SnapToRoa 
ds

允许将 GPS 坐标与数字地图上
最近的路段对齐，从而提高地
理定位的准确性

读取 provider*    
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由 Amazon Location Service 路线定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 provider arn:${Partition}:geo-routes:${Region 
}::provider/default

 

Amazon Location Service 路线的条件密钥

Geo Routes 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务均
可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Lookout for Equipment 的操作、资源和条件键

Amazon Lookout for Equipment（服务前缀：lookoutequipment）提供以下服务特定的资源、操作
和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Lookout for Equipment 定义的操作

• Amazon Lookout for Equipment 定义的资源类型

• Amazon Lookout for Equipment 的条件键
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Amazon Lookout for Equipment 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dataset*     CreateDat 
aset

授予创建数据集的权限 Write

  aws:Reque 
stTag/${T 
agKey}

 

Amazon Lookout for Equipment 2638
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

inference 
-
schedule 
r*

   

model*    

 CreateInf 
erenceSch 
eduler

授予权限以为训练模型创建推
理计划程序

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateLabel 授予创建标签的权限 写入 label-gro 
up*

   

label-gro 
up*

    CreateLab 
elGroup

授予创建标签组的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dataset*    

model*    

 CreateModel 授予权限以创建在数据集上训
练的模型

写入

label-gro 
up
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateRet 
rainingSc 
heduler

授予为经过训练的模型创建重
新训练计划程序的权限

写入 model*    

 DeleteDat 
aset

授予删除数据库的权限 Write dataset*    

 DeleteInf 
erenceSch 
eduler

授予权限以删除推理计划程序 写入 inference 
-
schedule 
r*

   

 DeleteLabel 授予删除标签的权限 写入 label-gro 
up*

   

 DeleteLab 
elGroup

授予删除标签组的权限 写入 label-gro 
up*

   

 DeleteModel 授予权限以删除模型 写入 model*    

dataset    

model    

 DeleteRes 
ourcePolicy

授予权限以删除资源策略 写入

model-
version
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteRet 
rainingSc 
heduler

授予删除经过训练的模型的重
新训练计划程序的权限

写入 model*    

 DescribeD 
ataIngest 
ionJob

授予权限以描述数据提取作业 Read      

 DescribeD 
ataset

授予描述数据集的权限 Read dataset*    

 DescribeI 
nferenceS 
cheduler

授予权限以描述推理计划程序 读取 inference 
-
schedule 
r*

   

 DescribeL 
abelGroup

授予描述标签组的权限 读取 label-gro 
up*

   

 DescribeM 
odel

授予权限以描述模型 读取 model*    

 DescribeM 
odelVersion

授予权限以描述模型版本 读取 model-
version*

   

dataset    

model    

 DescribeR 
esourcePo 
licy

授予权限以描述资源策略 读取

model-
version

   

 DescribeR 
etraining 
Scheduler

授予描述经过训练的模型的重
新训练计划程序的权限

读取 model*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Describel 
abel

授予描述标签的权限 读取 label-gro 
up*

   

dataset*     ImportDat 
aset

授予导入数据集的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dataset*    

model*    

label-gro 
up

   

 ImportMod 
elVersion

授予导入模型版本的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

lookouteq 
uipment:I 
sImportin 
gData

 

 ListDataI 
ngestionJobs

授予权限以列出账户或特定数
据集的数据提取作业

List dataset*    

 ListDatasets 授予权限以列出账户中的数据
集

列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListInfer 
enceEvents

授予权限以列出推理计划程序
的推理事件

读取 inference 
-
schedule 
r*

   

 ListInfer 
enceExecu 
tions

授予权限以列出推理计划程序
的推理执行

Read inference 
-
schedule 
r*

   

 ListInfer 
enceSched 
ulers

授予权限以列出账户中的推理
计划程序

列表      

 ListLabel 
Groups

授予列出账户中的标签组的权
限

列表 label-gro 
up*

   

 ListLabels 授予列出账户中的标签的权限 列表 label-gro 
up*

   

 ListModel 
Versions

授予权限以列出账户中的模型
版本

列表 model*    

 ListModels 授予权限以列出账户中的模型 列表      

 ListRetra 
iningSche 
dulers

授予列出账户中的重新训练计
划程序的权限

列表      

 ListSenso 
rStatistics

授予权限以列出特定数据集或
摄入任务的传感器统计信息

列表 dataset*    

 ListTagsF 
orResource

授予列出资源标签的权限 读取 dataset    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

inference 
-
schedule 
r

   

label-gro 
up

   

model    

model-
version

   

dataset    

model    

 PutResour 
cePolicy

授予设置资源策略的权限 写入

model-
version

   

 StartData 
IngestionJob

授予权限以启动数据集的数据
提取作业

Write dataset*    

 StartInfe 
renceSche 
duler

授予权限以启动推理计划程序 写入 inference 
-
schedule 
r*

   

 StartRetr 
ainingSch 
eduler

授予启动经过训练的模型的重
新训练计划程序的权限

写入 model*    
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#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-label-group
#amazonlookoutforequipment-label-group
#amazonlookoutforequipment-model
#amazonlookoutforequipment-model-version
#amazonlookoutforequipment-model-version
#amazonlookoutforequipment-dataset
#amazonlookoutforequipment-model
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_PutResourcePolicy.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_PutResourcePolicy.html
#amazonlookoutforequipment-model-version
#amazonlookoutforequipment-model-version
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StartDataIngestionJob.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StartDataIngestionJob.html
#amazonlookoutforequipment-dataset
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StartInferenceScheduler.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StartInferenceScheduler.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StartInferenceScheduler.html
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StartRetrainingScheduler.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StartRetrainingScheduler.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StartRetrainingScheduler.html
#amazonlookoutforequipment-model
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StopInfer 
enceSched 
uler

授予权限以停止推理计划程序 写入 inference 
-
schedule 
r*

   

 StopRetra 
iningSche 
duler

授予停止经过训练的模型的重
新训练计划程序的权限

写入 model*    

dataset    

inference 
-
schedule 
r

   

label-gro 
up

   

model    

model-
version

   

 TagResour 
ce

授予权限以标记资源 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以取消标记资源 标记 dataset    
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https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StopInferenceScheduler.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StopInferenceScheduler.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StopInferenceScheduler.html
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StopRetrainingScheduler.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StopRetrainingScheduler.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_StopRetrainingScheduler.html
#amazonlookoutforequipment-model
#amazonlookoutforequipment-dataset
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-label-group
#amazonlookoutforequipment-label-group
#amazonlookoutforequipment-model
#amazonlookoutforequipment-model-version
#amazonlookoutforequipment-model-version
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_TagResource.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_TagResource.html
#amazonlookoutforequipment-aws_RequestTag___TagKey_
#amazonlookoutforequipment-aws_RequestTag___TagKey_
#amazonlookoutforequipment-aws_RequestTag___TagKey_
#amazonlookoutforequipment-aws_TagKeys
#amazonlookoutforequipment-aws_TagKeys
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UntagResource.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UntagResource.html
#amazonlookoutforequipment-dataset
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

inference 
-
schedule 
r

   

label-gro 
up

   

model    

model-
version

   

  aws:TagKe 
ys

 

model*     UpdateAct 
iveModelV 
ersion

授予为给定机器学习模型设置
活动模型版本的权限

写入

model-
version*

   

 UpdateInf 
erenceSch 
eduler

授予权限以更新推理计划程序 写入 inference 
-
schedule 
r*

   

 UpdateLab 
elGroup

授予更新标签组的权限 写入 label-gro 
up*

   

 UpdateMod 
el

授予更新经过训练的模型的权
限

写入 model*    

 UpdateRet 
rainingSc 
heduler

授予更新经过训练的模型的重
新训练计划程序的权限

写入 model*    

Amazon Lookout for Equipment 2646

#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-label-group
#amazonlookoutforequipment-label-group
#amazonlookoutforequipment-model
#amazonlookoutforequipment-model-version
#amazonlookoutforequipment-model-version
#amazonlookoutforequipment-aws_TagKeys
#amazonlookoutforequipment-aws_TagKeys
#amazonlookoutforequipment-model
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UpdateActiveModelVersion.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UpdateActiveModelVersion.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UpdateActiveModelVersion.html
#amazonlookoutforequipment-model-version
#amazonlookoutforequipment-model-version
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UpdateInferenceScheduler.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UpdateInferenceScheduler.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UpdateInferenceScheduler.html
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
#amazonlookoutforequipment-inference-scheduler
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UpdateLabelGroup.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UpdateLabelGroup.html
#amazonlookoutforequipment-label-group
#amazonlookoutforequipment-label-group
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UpdateModel.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UpdateModel.html
#amazonlookoutforequipment-model
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UpdateRetrainingScheduler.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UpdateRetrainingScheduler.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/API_UpdateRetrainingScheduler.html
#amazonlookoutforequipment-model
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Amazon Lookout for Equipment 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 dataset arn:${Partition}:lookoutequipment:${ 
Region}:${Account}:dataset/${Dataset 
Name}/${DatasetId}

aws:ResourceTag/${ 
TagKey}

 model arn:${Partition}:lookoutequipment:${ 
Region}:${Account}:model/${ModelName 
}/${ModelId}

aws:ResourceTag/${ 
TagKey}

 model-ver 
sion

arn:${Partition}:lookoutequipment:${ 
Region}:${Account}:model/${ModelName 
}/${ModelId}/model-version/${ModelVe 
rsionNumber}

aws:ResourceTag/${ 
TagKey}

 inference-
scheduler

arn:${Partition}:lookoutequipment:${ 
Region}:${Account}:inference-schedul 
er/${InferenceSchedulerName}/${Infer 
enceSchedulerId}

aws:ResourceTag/${ 
TagKey}

 label-group arn:${Partition}:lookoutequipment:${ 
Region}:${Account}:label-group/${Lab 
elGroupName}/${LabelGroupId}

aws:ResourceTag/${ 
TagKey}

Amazon Lookout for Equipment 的条件键

Amazon Lookout for Equipment 定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

Amazon Lookout for Equipment 2647

reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/dataset.html
#amazonlookoutforequipment-aws_ResourceTag___TagKey_
#amazonlookoutforequipment-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/model.html
#amazonlookoutforequipment-aws_ResourceTag___TagKey_
#amazonlookoutforequipment-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/model-version.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/model-version.html
#amazonlookoutforequipment-aws_ResourceTag___TagKey_
#amazonlookoutforequipment-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/inference-scheduler.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/inference-scheduler.html
#amazonlookoutforequipment-aws_ResourceTag___TagKey_
#amazonlookoutforequipment-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/label-group.html
#amazonlookoutforequipment-aws_ResourceTag___TagKey_
#amazonlookoutforequipment-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 lookouteq 
uipment:I 
sImportingData

按基础数据的导入策略筛选访问权限 布尔型

Amazon Lookout for Metrics 的操作、资源和条件键

Amazon Lookout for Metrics（服务前缀：lookoutmetrics）提供以下服务特定的资源、操作和条件
上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Lookout for Metrics 定义的操作

• Amazon Lookout for Metrics 定义的资源类型

• Amazon Lookout for Metrics 的条件键

Amazon Lookout for Metrics 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-isimportingdata
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-isimportingdata
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-isimportingdata
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/
https://docs.aws.amazon.com/lookoutmetrics/latest/api/
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/security-iam.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ActivateA 
nomalyDet 
ector

授予权限以激活异常检测器 Write AnomalyDe 
tector*

   

 BackTestA 
nomalyDet 
ector

授予权限以使用异常检测器运
行回溯测试

Write AnomalyDe 
tector*

   

Alert*     CreateAlert 授予权限以为异常检测器创建
警报

Write

AnomalyDe 
tector*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ActivateAnomalyDetector.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ActivateAnomalyDetector.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ActivateAnomalyDetector.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_BackTestAnomalyDetector.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_BackTestAnomalyDetector.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_BackTestAnomalyDetector.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-Alert
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_CreateAlert.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

AnomalyDe 
tector*

    CreateAno 
malyDetector

授予权限以创建异常检测器 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

AnomalyDe 
tector*

   

MetricSet 
*

   

 CreateMet 
ricSet

授予创建数据集的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Deactivat 
eAnomalyD 
etector

授予权限以停用异常检测器 写入 AnomalyDe 
tector*

   

 DeleteAlert 授予权限以删除警报 Write Alert*    
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#amazonlookoutformetrics-aws_RequestTag___TagKey_
#amazonlookoutformetrics-aws_RequestTag___TagKey_
#amazonlookoutformetrics-aws_RequestTag___TagKey_
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#amazonlookoutformetrics-aws_TagKeys
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_CreateAnomalyDetector.html
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#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-MetricSet
#amazonlookoutformetrics-MetricSet
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_CreateMetricSet.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_CreateMetricSet.html
#amazonlookoutformetrics-aws_RequestTag___TagKey_
#amazonlookoutformetrics-aws_RequestTag___TagKey_
#amazonlookoutformetrics-aws_RequestTag___TagKey_
#amazonlookoutformetrics-aws_TagKeys
#amazonlookoutformetrics-aws_TagKeys
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DeactivateAnomalyDetector.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DeactivateAnomalyDetector.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DeactivateAnomalyDetector.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DeleteAlert.html
#amazonlookoutformetrics-Alert
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAno 
malyDetector

授予权限以删除异常探测器 Write AnomalyDe 
tector*

   

 DescribeA 
lert

授予权限以获取有关警报的详
细信息

Read Alert*    

 DescribeA 
nomalyDet 
ectionExe 
cutions

授予权限以获取有关异常检测
作业的信息

Read AnomalyDe 
tector*

   

 DescribeA 
nomalyDet 
ector

授予权限以获取有关异常检测
器的详细信息

Read AnomalyDe 
tector*

   

 DescribeM 
etricSet

授予权限以获取有关数据集的
详细信息

读取 MetricSet 
*

   

 DetectMet 
ricSetConfig

授予权限以从数据源检测指标
集配置

写入 AnomalyDe 
tector*

   

 GetAnomal 
yGroup

授予权限以获取有关一组受影
响指标的详细信息

Read AnomalyDe 
tector*

   

 GetDataQu 
alityMetrics

授予权限以获取异常检测器的
数据质量指标

Read AnomalyDe 
tector*

   

 GetFeedba 
ck

授予权限以获取异常组的受影
响指标反馈

Read AnomalyDe 
tector*

   

 GetSample 
Data

授予权限以从 Amazon S3 数
据源获取一系列示例记录

Read      

 ListAlerts 授予权限以获取检测器警报列
表

List AnomalyDe 
tector
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https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DeleteAnomalyDetector.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DeleteAnomalyDetector.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DescribeAlert.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DescribeAlert.html
#amazonlookoutformetrics-Alert
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DescribeAnomalyDetectionExecutions.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DescribeAnomalyDetectionExecutions.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DescribeAnomalyDetectionExecutions.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DescribeAnomalyDetectionExecutions.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DescribeAnomalyDetector.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DescribeAnomalyDetector.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DescribeAnomalyDetector.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DescribeMetricSet.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DescribeMetricSet.html
#amazonlookoutformetrics-MetricSet
#amazonlookoutformetrics-MetricSet
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DetectMetricSetConfig.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_DetectMetricSetConfig.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_GetAnomalyGroup.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_GetAnomalyGroup.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_GetDataQualityMetrics.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_GetDataQualityMetrics.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_GetFeedback.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_GetFeedback.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_GetSampleData.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_GetSampleData.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListAlerts.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAnoma 
lyDetectors

授予权限以获取异常检测器的
列表

列表      

 ListAnoma 
lyGroupRe 
latedMetrics

授予权限以获取异常组中相关
度量列表

列表 AnomalyDe 
tector*

   

 ListAnoma 
lyGroupSu 
mmaries

授予权限以获取异常组列表 List AnomalyDe 
tector*

   

 ListAnoma 
lyGroupTi 
meSeries

授予权限以获取异常组中某个
度量的受影响指标列表

List AnomalyDe 
tector*

   

 ListMetri 
cSets

授予权限以获取数据集列表 List AnomalyDe 
tector

   

Alert    

AnomalyDe 
tector

   

 ListTagsF 
orResource

授予权限以获取检测器、数据
集或警报的标签列表

Read

MetricSet    

 PutFeedback 授予权限以为异常组中受影响
的指标添加反馈

Write AnomalyDe 
tector*

   

Alert    

AnomalyDe 
tector

   

 TagResour 
ce

授予权限以为检测器、数据集
或警报添加标签

Tagging

MetricSet    
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https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListAnomalyDetectors.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListAnomalyDetectors.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListAnomalyGroupRelatedMetrics.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListAnomalyGroupRelatedMetrics.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListAnomalyGroupRelatedMetrics.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListAnomalyGroupSummaries.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListAnomalyGroupSummaries.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListAnomalyGroupSummaries.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListAnomalyGroupTimeSeries.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListAnomalyGroupTimeSeries.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListAnomalyGroupTimeSeries.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListMetricSets.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListMetricSets.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-Alert
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_ListTagsForResource.html
#amazonlookoutformetrics-MetricSet
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_PutFeedback.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-Alert
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_TagResource.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_TagResource.html
#amazonlookoutformetrics-MetricSet
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

Alert    

AnomalyDe 
tector

   

MetricSet    

 UntagReso 
urce

授予权限以移除检测器、数据
集或警报的标签

标记

  aws:TagKe 
ys

 

 UpdateAlert 授予更新异常检测器提醒的权
限

写入 Alert*    

 UpdateAno 
malyDetector

授予权限以更新异常检测器 Write AnomalyDe 
tector*

   

 UpdateMet 
ricSet

授予更新数据集的权限 Write MetricSet 
*

   

Amazon Lookout for Metrics 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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#amazonlookoutformetrics-aws_TagKeys
#amazonlookoutformetrics-aws_TagKeys
#amazonlookoutformetrics-aws_RequestTag___TagKey_
#amazonlookoutformetrics-aws_RequestTag___TagKey_
#amazonlookoutformetrics-aws_RequestTag___TagKey_
#amazonlookoutformetrics-aws_ResourceTag___TagKey_
#amazonlookoutformetrics-aws_ResourceTag___TagKey_
#amazonlookoutformetrics-aws_ResourceTag___TagKey_
#amazonlookoutformetrics-Alert
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-MetricSet
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_UntagResource.html
#amazonlookoutformetrics-aws_TagKeys
#amazonlookoutformetrics-aws_TagKeys
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_UpdateAlert.html
#amazonlookoutformetrics-Alert
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_UpdateAnomalyDetector.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_UpdateAnomalyDetector.html
#amazonlookoutformetrics-AnomalyDetector
#amazonlookoutformetrics-AnomalyDetector
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_UpdateMetricSet.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_UpdateMetricSet.html
#amazonlookoutformetrics-MetricSet
#amazonlookoutformetrics-MetricSet
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 AnomalyDe 
tector

arn:${Partition}:lookoutmetrics:${Re 
gion}:${Account}:AnomalyDetector:${A 
nomalyDetectorName}

aws:ResourceTag/${ 
TagKey}

 MetricSet arn:${Partition}:lookoutmetrics:${Re 
gion}:${Account}:MetricSet/${Anomaly 
DetectorName}/${MetricSetName}

aws:ResourceTag/${ 
TagKey}

 Alert arn:${Partition}:lookoutmetrics:${Re 
gion}:${Account}:Alert:${AlertName}

aws:ResourceTag/${ 
TagKey}

Amazon Lookout for Metrics 的条件键

Amazon Lookout for Metrics 定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_AnomalyDetectorSummary.html
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_AnomalyDetectorSummary.html
#amazonlookoutformetrics-aws_ResourceTag___TagKey_
#amazonlookoutformetrics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_MetricSetSummary.html
#amazonlookoutformetrics-aws_ResourceTag___TagKey_
#amazonlookoutformetrics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/lookoutmetrics/latest/api/API_AlertSummary.html
#amazonlookoutformetrics-aws_ResourceTag___TagKey_
#amazonlookoutformetrics-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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Amazon Lookout for Vision 的操作、资源和条件键

Amazon Lookout for Vision（服务前缀：lookoutvision）提供可在 IAM 权限策略中使用的以下特
定于服务的资源、操作和条件上下文键。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Lookout for Vision 定义的操作

• Amazon Lookout for Vision 定义的资源类型

• Amazon Lookout for Vision 的条件键

Amazon Lookout for Vision 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/what-is.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDat 
aset

授予创建数据集清单的权限 Write      

model*     CreateModel 授予创建新异常情况检测模型
的权限

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePro 
ject

授予创建新项目的权限 Write project*    

 DeleteDat 
aset

授予删除数据库的权限 Write      

 DeleteModel 授予删除模型和所有关联资产
的权限

Write model*    

 DeletePro 
ject

授予永久删除项目的权限 Write project*    

 DescribeD 
ataset

授予显示数据集清单详细信息
的权限

Read      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_CreateDataset.html
#amazonlookoutforvision-model
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_CreateModel.html
#amazonlookoutforvision-aws_RequestTag___TagKey_
#amazonlookoutforvision-aws_RequestTag___TagKey_
#amazonlookoutforvision-aws_RequestTag___TagKey_
#amazonlookoutforvision-aws_TagKeys
#amazonlookoutforvision-aws_TagKeys
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_CreateProject.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_CreateProject.html
#amazonlookoutforvision-project
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DeleteDataset.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DeleteDataset.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DeleteModel.html
#amazonlookoutforvision-model
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DeleteProject.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DeleteProject.html
#amazonlookoutforvision-project
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeDataset.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeDataset.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeM 
odel

授予显示有关模型的详细信息
的权限

读取 model*    

 DescribeM 
odelPacka 
gingJob

授予显示有关模型包装任务的
详细信息的权限

读取      

 DescribeP 
roject

授予显示项目详细信息的权限 Read project*    

 DescribeT 
rialDetection
[仅权限]

授予提供有关正在运行的异常
情况检测作业的状态信息的权
限

Read      

 DetectAno 
malies

授予调用异常情况检测的权限 Write model*    

 ListDatas 
etEntries

授予列出数据集清单内容的权
限

读取      

 ListModel 
Packaging 
Jobs

授予列出与项目关联的所有模
型包装任务的权限

列表      

 ListModels 授予列出与项目关联的所有模
型的权限

List      

 ListProjects 授予列出所有项目的权限 列表      

 ListTagsF 
orResource

授予权限以列出资源的标签 读取 model    

 ListTrial 
Detections
[仅权限]

授予列出所有异常情况检测作
业的权限

List      
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https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModel.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModel.html
#amazonlookoutforvision-model
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModelPackagingJob.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModelPackagingJob.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModelPackagingJob.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeProject.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeProject.html
#amazonlookoutforvision-project
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/trial-detection.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/trial-detection.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DetectAnomalies.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DetectAnomalies.html
#amazonlookoutforvision-model
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListDatasetEntries.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListDatasetEntries.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListModelPackagingJobs.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListModelPackagingJobs.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListModelPackagingJobs.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListModels.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListProjects.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListTagsForResource.html
#amazonlookoutforvision-model
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/trial-detection.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/trial-detection.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartModel 授予启动异常情况检测模型的
权限

写入 model*    

 StartMode 
lPackagin 
gJob

授予权限以启动模型包装任务 写入 model*    

 StartTria 
lDetection [仅
权限]

授予对存储在 S3 存储桶中的
一组镜像开始批量检测异常情 
况的权限

Write      

 StopModel 授予停止异常情况检测模型的
权限

写入 model*    

model     TagResour 
ce

授予权限以使用给定的键值对
标记资源

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

model     UntagReso 
urce

授予从资源中删除带给定键的
标签的权限

标记

  aws:TagKe 
ys

 

 UpdateDat 
asetEntries

授予更新训练或测试数据集清
单的权限

Write      

Amazon Lookout for Vision 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_StartModel.html
#amazonlookoutforvision-model
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_StartModelPackagingJob.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_StartModelPackagingJob.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_StartModelPackagingJob.html
#amazonlookoutforvision-model
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/trial-detection.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/trial-detection.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_StopModel.html
#amazonlookoutforvision-model
#amazonlookoutforvision-model
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_TagResource.html
#amazonlookoutforvision-aws_RequestTag___TagKey_
#amazonlookoutforvision-aws_RequestTag___TagKey_
#amazonlookoutforvision-aws_RequestTag___TagKey_
#amazonlookoutforvision-aws_TagKeys
#amazonlookoutforvision-aws_TagKeys
#amazonlookoutforvision-model
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_UntagResource.html
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 model arn:${Partition}:lookoutvision:${Reg 
ion}:${Account}:model/${ProjectName} 
/${ModelVersion}

aws:ResourceTag/${ 
TagKey}

 project arn:${Partition}:lookoutvision:${Reg 
ion}:${Account}:project/${ProjectNam 
e}

 

Amazon Lookout for Vision 的条件键

Amazon Lookout for Vision 定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Machine Learning 的操作、资源和条件键

Amazon Machine Learning（服务前缀：machinelearning）提供以下服务特定的资源、操作和条件
上下文键以在 IAM 权限策略中使用。

参考：
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Machine Learning 定义的操作

• Amazon Machine Learning 定义的资源类型

• Amazon Machine Learning 的条件键

Amazon Machine Learning 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

batchpred 
iction

   

datasourc 
e

   

evaluatio 
n

   

 AddTags 为某一对象添加一个或多个标
签，上限为 10 个。每个标签由
一个键和一个可选值组成

Tagging

mlmodel    

batchpred 
iction*

   

datasourc 
e*

   

 CreateBat 
chPrediction

生成一组观察的预测 写入

mlmodel*    

 CreateDat 
aSourceFr 
omRDS

从 Amazon RDS 创建 
DataSource 对象

写入 datasourc 
e*

   

 CreateDat 
aSourceFr 
omRedshift

DataSource 从托管在 Amazon 
Redshift 集群上的数据库创建

写入 datasourc 
e*

   

 CreateDat 
aSourceFr 
omS3

从 S3 创建 DataSource 对象 写入 datasourc 
e*

   

 CreateEva 
luation

创建新的 “评估” MLModel 写入 datasourc 
e*
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#amazonmachinelearning-batchprediction
#amazonmachinelearning-batchprediction
#amazonmachinelearning-datasource
#amazonmachinelearning-datasource
#amazonmachinelearning-evaluation
#amazonmachinelearning-evaluation
https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_AddTags.html
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#amazonmachinelearning-batchprediction
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https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_CreateBatchPrediction.html
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https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_CreateDataSourceFromS3.html
#amazonmachinelearning-datasource
#amazonmachinelearning-datasource
https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_CreateEvaluation.html
https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_CreateEvaluation.html
#amazonmachinelearning-datasource
#amazonmachinelearning-datasource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

evaluatio 
n*

   

mlmodel*    

datasourc 
e*

    CreateMLM 
odel

创建一个新的 MLModel 写入

mlmodel*    

 CreateRea 
ltimeEndpoint

为创建实时终端节点 MLModel 写入 mlmodel*    

 DeleteBat 
chPrediction

将 DELETED 状态分配给 a 
BatchPrediction，使其无法使
用

写入 batchpred 
iction*

   

 DeleteDat 
aSource

将 DELETED 状态分配给 a 
DataSource，使其无法使用

写入 datasourc 
e*

   

 DeleteEva 
luation

为评估分配 DELETED 状态，
使它表现为不可用

写入 evaluatio 
n*

   

 DeleteMLM 
odel

将 DELETED 状态分配给 
MLModel，使其无法使用

写入 mlmodel*    

 DeleteRea 
ltimeEndpoint

删除的实时端点 MLModel 写入 mlmodel*    

batchpred 
iction

    DeleteTags 删除与 ML 对象关联的指定标
签。此操作完成后，您将无法
恢复已删除的标签

标记

datasourc 
e
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https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_DeleteTags.html
#amazonmachinelearning-datasource
#amazonmachinelearning-datasource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

evaluatio 
n

   

mlmodel    

 DescribeB 
atchPredi 
ctions

返回与请求中的搜索条件相匹
配的 BatchPrediction 操作列表

列表      

 DescribeD 
ataSources

返回与请求中搜索条件相匹配
的列表 DataSource

列表      

 DescribeE 
valuations

返回与请求中搜索条件相匹配
的列表 DescribeEvaluations

列表      

 DescribeM 
LModels

返回与请求中搜索条件相匹配
的列表 MLModel

列表      

batchpred 
iction

   

datasourc 
e

   

evaluatio 
n

   

 DescribeT 
ags

描述您的 Amazon ML 对象的
一个或多个标签

列表

mlmodel    

 GetBatchP 
rediction

返回 a BatchPrediction ，其中
包含详细的元数据、状态和数
据文件信息

读取 batchpred 
iction*
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#amazonmachinelearning-evaluation
#amazonmachinelearning-evaluation
#amazonmachinelearning-mlmodel
https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_DescribeBatchPredictions.html
https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_DescribeBatchPredictions.html
https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_DescribeBatchPredictions.html
https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_DescribeDataSources.html
https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_DescribeDataSources.html
https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_DescribeEvaluations.html
https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_DescribeEvaluations.html
https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_DescribeMLModels.html
https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_DescribeMLModels.html
#amazonmachinelearning-batchprediction
#amazonmachinelearning-batchprediction
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https://docs.aws.amazon.com/machine-learning/latest/APIReference/API_DescribeTags.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDataSo 
urce

返回 a DataSource ，其中包含
元数据和数据文件信息，以及 
的当前状态 DataSource

读取 datasourc 
e*

   

 GetEvalua 
tion

返回包含元数据的评估，及其
当前状态

读取 datasourc 
e*

   

 GetMLModel 返回一个 MLModel ，其中包含
详细的元数据、数据源信息以 
及当前状态 MLModel

读取 mlmodel*    

 Predict 使用指定的 ML 模型生成观察
的预测

写入 mlmodel*    

 UpdateBat 
chPrediction

更新 BatchPredictionName a 
的 BatchPrediction

写入 batchpred 
iction*

   

 UpdateDat 
aSource

更新 DataSourceName a 的 
DataSource

写入 datasourc 
e*

   

 UpdateEva 
luation

更新评估 EvaluationName 的
内容

写入 evaluatio 
n*

   

 UpdateMLM 
odel

更新 MLModel名称 ScoreThre 
shold 和 MLModel

写入 mlmodel*    

Amazon Machine Learning 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 batchpred 
iction

arn:${Partition}:machinelearning:${R 
egion}:${Account}:batchprediction/${ 
BatchPredictionId}

 

 datasource arn:${Partition}:machinelearning:${R 
egion}:${Account}:datasource/${Datas 
ourceId}

 

 evaluation arn:${Partition}:machinelearning:${R 
egion}:${Account}:evaluation/${Evalu 
ationId}

 

 mlmodel arn:${Partition}:machinelearning:${R 
egion}:${Account}:mlmodel/${MlModelI 
d}

 

Amazon Machine Learning 的条件键

Machine Learning 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服
务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Macie 的操作、资源和条件键

Amazon Macie（服务前缀：macie2）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Macie 定义的操作
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• Amazon Macie 定义的资源类型

• Amazon Macie 的条件键

Amazon Macie 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

Note

DisassociateFromMasterAccount 和 GetMasterAccount 操作已被弃用。我们建议您改为分别
指定 DisassociateFromAdministratorAccount 和 GetAdministratorAccount 操作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptInv 
itation

授予权限以接受 Amazon 
Macie 成员资格邀请

Write      

 BatchGetC 
ustomData 
Identifiers

授予权限以检索有关一个或多
个自定义数据标识符的信息

读取 CustomDat 
aIdentifi 
er*

   

 BatchUpda 
teAutomat 
edDiscove 
ryAccounts

授予权限以便 Amazon Macie 
管理员更改其组织中一个或多
个账户的自动敏感数据发现状
态

写入      

 CreateAll 
owList

授予创建和定义允许列表的设
置的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Classific 
ationJob*

    CreateCla 
ssificationJob

授予权限以创建和定义敏感数
据发现作业的设置

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCus 
tomDataId 
entifier

授予权限以创建和定义自定义
数据标识符的设置

Write CustomDat 
aIdentifi 
er*
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https://docs.aws.amazon.com/macie/latest/APIReference/invitations-accept.html
https://docs.aws.amazon.com/macie/latest/APIReference/invitations-accept.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-get.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-get.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-get.html
#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier
https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-accounts.html
https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-accounts.html
https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-accounts.html
https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-accounts.html
https://docs.aws.amazon.com/macie/latest/APIReference/allow-lists.html
https://docs.aws.amazon.com/macie/latest/APIReference/allow-lists.html
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_TagKeys
#amazonmacie-aws_TagKeys
#amazonmacie-ClassificationJob
#amazonmacie-ClassificationJob
https://docs.aws.amazon.com/macie/latest/APIReference/jobs.html
https://docs.aws.amazon.com/macie/latest/APIReference/jobs.html
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_TagKeys
#amazonmacie-aws_TagKeys
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers.html
#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

FindingsF 
ilter*

    CreateFin 
dingsFilter

授予权限以创建和定义结果筛
选条件的设置

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateInv 
itations

授予权限以发送 Amazon 
Macie 成员资格邀请

Write      

Member*     CreateMem 
ber

授予权限以将某一账户与 
Amazon Macie 管理员账户关
联

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSam 
pleFindings

授予权限以创建示例结果 Write      

 DeclineIn 
vitations

授予权限以拒绝 Amazon 
Macie 成员资格邀请

写入      
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#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_TagKeys
#amazonmacie-aws_TagKeys
#amazonmacie-FindingsFilter
#amazonmacie-FindingsFilter
https://docs.aws.amazon.com/macie/latest/APIReference/findingsfilters.html
https://docs.aws.amazon.com/macie/latest/APIReference/findingsfilters.html
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_TagKeys
#amazonmacie-aws_TagKeys
https://docs.aws.amazon.com/macie/latest/APIReference/invitations.html
https://docs.aws.amazon.com/macie/latest/APIReference/invitations.html
#amazonmacie-Member
https://docs.aws.amazon.com/macie/latest/APIReference/members.html
https://docs.aws.amazon.com/macie/latest/APIReference/members.html
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_TagKeys
#amazonmacie-aws_TagKeys
https://docs.aws.amazon.com/macie/latest/APIReference/findings-sample.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-sample.html
https://docs.aws.amazon.com/macie/latest/APIReference/invitations-decline.html
https://docs.aws.amazon.com/macie/latest/APIReference/invitations-decline.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAll 
owList

授予删除允许列表的权限 写入 AllowList*    

 DeleteCus 
tomDataId 
entifier

授予权限以删除自定义数据标
识符

Write CustomDat 
aIdentifi 
er*

   

 DeleteFin 
dingsFilter

授予权限以删除结果筛选条件 Write FindingsF 
ilter*

   

 DeleteInv 
itations

授予权限以删除 Amazon 
Macie 成员资格邀请

Write      

 DeleteMem 
ber

授予权限以删除 Amazon 
Macie 管理员账户与某一账户
之间的关联

Write Member*    

 DescribeB 
uckets

授予权限以检索有关 Amazon 
Macie 监控和分析的 S3 存储
桶的统计数据和其他信息

Read      

 DescribeC 
lassifica 
tionJob

授予权限以检索有关敏感数据
发现作业状态和设置的信息

读取 Classific 
ationJob*

   

 DescribeO 
rganizati 
onConfigu 
ration

授予检索组织的 Amazon 
Macie 配置设置相关信息的权
限 AWS

读取      

 DisableMa 
cie

授予权限以禁用 Amazon 
Macie 账户，这也会删除该账
户的 Macie 资源

写入      
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https://docs.aws.amazon.com/macie/latest/APIReference/allow-lists-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/allow-lists-id.html
#amazonmacie-AllowList
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-id.html
#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier
https://docs.aws.amazon.com/macie/latest/APIReference/findingsfilters-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/findingsfilters-id.html
#amazonmacie-FindingsFilter
#amazonmacie-FindingsFilter
https://docs.aws.amazon.com/macie/latest/APIReference/invitations-delete.html
https://docs.aws.amazon.com/macie/latest/APIReference/invitations-delete.html
https://docs.aws.amazon.com/macie/latest/APIReference/members-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/members-id.html
#amazonmacie-Member
https://docs.aws.amazon.com/macie/latest/APIReference/datasources-s3.html
https://docs.aws.amazon.com/macie/latest/APIReference/datasources-s3.html
https://docs.aws.amazon.com/macie/latest/APIReference/jobs-jobid.html
https://docs.aws.amazon.com/macie/latest/APIReference/jobs-jobid.html
https://docs.aws.amazon.com/macie/latest/APIReference/jobs-jobid.html
#amazonmacie-ClassificationJob
#amazonmacie-ClassificationJob
https://docs.aws.amazon.com/macie/latest/APIReference/admin-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/macie.html
https://docs.aws.amazon.com/macie/latest/APIReference/macie.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DisableOr 
ganizatio 
nAdminAcc 
ount

授予禁用账户作为组织委托的 
Amazon Macie 管理员账户的
权限 AWS

写入      

 Disassoci 
ateFromAd 
ministrat 
orAccount

授予 Amazon Macie 成员账户
权限以便与其 Macie 管理员账
户取消关联

写入      

 Disassoci 
ateFromMa 
sterAccount

授予 Amazon Macie 成员账户
权限以便与其 Macie 管理员账
户取消关联

写入      

 Disassoci 
ateMember

授予 Amazon Macie 管理员账
户权限以便与 Macie 成员账户
取消关联

写入 Member*    

 EnableMacie 授予权限以启用和指定新 
Amazon Macie 账户的配置设
置

写入      

 EnableOrg 
anization 
AdminAcco 
unt

授予允许账户作为组织委托的 
Amazon Macie 管理员账户的
权限 AWS

写入      

 GetAdmini 
stratorAc 
count

授予权限以检索有关某一账户
的 Amazon Macie 主账户的信
息

读取      

 GetAllowList 授予检索允许列表的设置和状
态的权限

读取 AllowList*    
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https://docs.aws.amazon.com/macie/latest/APIReference/admin.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin.html
https://docs.aws.amazon.com/macie/latest/APIReference/administrator-disassociate.html
https://docs.aws.amazon.com/macie/latest/APIReference/administrator-disassociate.html
https://docs.aws.amazon.com/macie/latest/APIReference/administrator-disassociate.html
https://docs.aws.amazon.com/macie/latest/APIReference/administrator-disassociate.html
https://docs.aws.amazon.com/macie/latest/APIReference/master-disassociate.html
https://docs.aws.amazon.com/macie/latest/APIReference/master-disassociate.html
https://docs.aws.amazon.com/macie/latest/APIReference/master-disassociate.html
https://docs.aws.amazon.com/macie/latest/APIReference/members-disassociate-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/members-disassociate-id.html
#amazonmacie-Member
https://docs.aws.amazon.com/macie/latest/APIReference/macie.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin.html
https://docs.aws.amazon.com/macie/latest/APIReference/administrator.html
https://docs.aws.amazon.com/macie/latest/APIReference/administrator.html
https://docs.aws.amazon.com/macie/latest/APIReference/administrator.html
https://docs.aws.amazon.com/macie/latest/APIReference/allow-lists-id.html
#amazonmacie-AllowList


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAutoma 
tedDiscov 
eryConfig 
uration

授予权限以检索 Amazon 
Macie 管理员账户、组织或独
立账户的配置设置和自动敏感
数据发现状态

读取      

 GetBucket 
Statistics

授予权限以检索有关 Amazon 
Macie 监控和分析的所有 S3 
存储桶的聚合统计数据

Read      

 GetClassi 
ficationE 
xportConf 
iguration

授予权限以检索导出敏感数据
发现结果的设置

读取      

 GetClassi 
ficationScope

授予权限以检索账户的分类范
围设置

读取      

 GetCustom 
DataIdentifier

授予权限以检索有关自定义数
据标识符设置的信息

Read CustomDat 
aIdentifi 
er*

   

 GetFindin 
gStatistics

授予权限以检索有关结果的聚
合统计数据

Read      

 GetFindings 授予权限以检索一个或多个调
查结果详细信息

Read      

 GetFindin 
gsFilter

授予权限以检索有关结果筛选
条件设置的信息

读取 FindingsF 
ilter*

   

 GetFindin 
gsPublica 
tionConfi 
guration

授予检索配置设置的权限，以
便将发现结果发布到 Sec AWS 
urity Hub

读取      
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https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/datasources-s3-statistics.html
https://docs.aws.amazon.com/macie/latest/APIReference/datasources-s3-statistics.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-export-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-export-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-export-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-export-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-scopes-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-scopes-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-id.html
#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier
https://docs.aws.amazon.com/macie/latest/APIReference/findings-statistics.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-statistics.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-describe.html
https://docs.aws.amazon.com/macie/latest/APIReference/findingsfilters-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/findingsfilters-id.html
#amazonmacie-FindingsFilter
#amazonmacie-FindingsFilter
https://docs.aws.amazon.com/macie/latest/APIReference/findings-publication-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-publication-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-publication-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-publication-configuration.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetInvita 
tionsCount

授予权限以检索账户收到的 
Amazon Macie 成员资格邀请
计数

Read      

 GetMacieS 
ession

授予权限以检索有关 Amazon 
Macie 账户状态和配置设置的
信息

读取      

 GetMaster 
Account

授予权限以检索有关某一账户
的 Amazon Macie 主账户的信
息

读取      

 GetMember 授予权限以检索有关与 
Amazon Macie 管理员账户关
联的某一账户的信息

读取 Member*    

 GetResour 
ceProfile

授予权限以检索 S3 存储桶的
敏感数据发现统计数据和敏感
度分数

读取      

 GetReveal 
Configuration

授予权限以检索状态和配置设
置，从而了解结果所报告的敏
感数据的检索发生次数

读取      

 GetSensit 
iveDataOc 
currences

授予权限以检索结果所报告的
敏感数据的检索发生次数

读取      

 GetSensit 
iveDataOc 
currences 
Availability

授予权限以检查是否能够针对
结果检索敏感数据的出现次数

读取      
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https://docs.aws.amazon.com/macie/latest/APIReference/invitations-count.html
https://docs.aws.amazon.com/macie/latest/APIReference/invitations-count.html
https://docs.aws.amazon.com/macie/latest/APIReference/macie.html
https://docs.aws.amazon.com/macie/latest/APIReference/macie.html
https://docs.aws.amazon.com/macie/latest/APIReference/master.html
https://docs.aws.amazon.com/macie/latest/APIReference/master.html
https://docs.aws.amazon.com/macie/latest/APIReference/members-id.html
#amazonmacie-Member
https://docs.aws.amazon.com/macie/latest/APIReference/resource-profiles.html
https://docs.aws.amazon.com/macie/latest/APIReference/resource-profiles.html
https://docs.aws.amazon.com/macie/latest/APIReference/reveal-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/reveal-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-findingid-reveal.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-findingid-reveal.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-findingid-reveal.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-findingid-reveal-availability.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-findingid-reveal-availability.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-findingid-reveal-availability.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-findingid-reveal-availability.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSensit 
ivityInsp 
ectionTem 
plate

授予权限以检索账户的敏感度
检查模板设置

读取      

 GetUsageS 
tatistics

授予权限以检索一个或多个账
户的配额和聚合使用情况数据

Read      

 GetUsageT 
otals

授予权限以检索账户的聚合使
用情况数据

读取      

 ListAllow 
Lists

授予检索有关某个账户的所有
允许列表的信息子集的权限

列表      

 ListAutom 
atedDisco 
veryAccounts

授予权限以检索账户的自动敏
感数据发现的状态

列表      

 ListClass 
ificationJobs

授予权限以检索有关一个或多
个敏感数据发现作业的状态和
设置的信息子集

列表      

 ListClass 
ification 
Scopes

授予权限以检索有关账户分类
范围的信息子集

列表      

 ListCusto 
mDataIden 
tifiers

授予权限以检索有关所有自定
义数据标识符的信息

List      

 ListFindings 授予权限以检索有关一个或多
个结果的信息子集

List      

 ListFindi 
ngsFilters

授予权限以检索有关所有结果
筛选条件的信息

List      
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https://docs.aws.amazon.com/macie/latest/APIReference/templates-sensitivity-inspections-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/templates-sensitivity-inspections-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/templates-sensitivity-inspections-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/templates-sensitivity-inspections-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/usage-statistics.html
https://docs.aws.amazon.com/macie/latest/APIReference/usage-statistics.html
https://docs.aws.amazon.com/macie/latest/APIReference/usage.html
https://docs.aws.amazon.com/macie/latest/APIReference/usage.html
https://docs.aws.amazon.com/macie/latest/APIReference/allow-lists.html
https://docs.aws.amazon.com/macie/latest/APIReference/allow-lists.html
https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-accounts.html
https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-accounts.html
https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-accounts.html
https://docs.aws.amazon.com/macie/latest/APIReference/jobs-list.html
https://docs.aws.amazon.com/macie/latest/APIReference/jobs-list.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-scopes.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-scopes.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-scopes.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-list.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-list.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-list.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings.html
https://docs.aws.amazon.com/macie/latest/APIReference/findingsfilters.html
https://docs.aws.amazon.com/macie/latest/APIReference/findingsfilters.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListInvit 
ations

授予权限以检索有关账户收到
的所有 Amazon Macie 成员资
格邀请的信息

列表      

 ListManag 
edDataIde 
ntifiers

授予权限以检索有关托管数据
标识符的信息

列表      

 ListMembers 授予权限以检索有关与 Macie 
管理员账户关联的 Amazon 
Macie 成员账户的信息

列表      

 ListOrgan 
izationAd 
minAccounts

授予权限以检索有关组织委托
的 Amazon Macie 管理员账户
的信息 AWS

列表      

 ListResou 
rceProfil 
eArtifacts

授予权限以检索 Amazon 
Macie 从 S3 存储桶中选择用
于自动敏感数据发现的对象的
信息

列表      

 ListResou 
rceProfil 
eDetections

授予权限以检索有关 Amazon 
Macie 在 S3 存储桶中发现的
敏感数据类型和数量的信息

列表      

 ListSensi 
tivityIns 
pectionTe 
mplates

授予权限以检索账户的敏感度
检查模板的信息子集

列表      

AllowList     ListTagsF 
orResource

授予权限以检索 Amazon 
Macie 资源的标签

Read

Classific 
ationJob
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https://docs.aws.amazon.com/macie/latest/APIReference/invitations.html
https://docs.aws.amazon.com/macie/latest/APIReference/invitations.html
https://docs.aws.amazon.com/macie/latest/APIReference/managed-data-identifiers-list.html
https://docs.aws.amazon.com/macie/latest/APIReference/managed-data-identifiers-list.html
https://docs.aws.amazon.com/macie/latest/APIReference/managed-data-identifiers-list.html
https://docs.aws.amazon.com/macie/latest/APIReference/members.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin.html
https://docs.aws.amazon.com/macie/latest/APIReference/resource-profiles-artifacts.html
https://docs.aws.amazon.com/macie/latest/APIReference/resource-profiles-artifacts.html
https://docs.aws.amazon.com/macie/latest/APIReference/resource-profiles-artifacts.html
https://docs.aws.amazon.com/macie/latest/APIReference/resource-profiles-detections.html
https://docs.aws.amazon.com/macie/latest/APIReference/resource-profiles-detections.html
https://docs.aws.amazon.com/macie/latest/APIReference/resource-profiles-detections.html
https://docs.aws.amazon.com/macie/latest/APIReference/templates-sensitivity-inspections.html
https://docs.aws.amazon.com/macie/latest/APIReference/templates-sensitivity-inspections.html
https://docs.aws.amazon.com/macie/latest/APIReference/templates-sensitivity-inspections.html
https://docs.aws.amazon.com/macie/latest/APIReference/templates-sensitivity-inspections.html
#amazonmacie-AllowList
https://docs.aws.amazon.com/macie/latest/APIReference/tags-resourcearn.html
https://docs.aws.amazon.com/macie/latest/APIReference/tags-resourcearn.html
#amazonmacie-ClassificationJob
#amazonmacie-ClassificationJob
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

CustomDat 
aIdentifi 
er

   

FindingsF 
ilter

   

Member    

 PutClassi 
ficationE 
xportConf 
iguration

授予权限以创建或更新存储敏
感数据发现结果的设置

写入      

 PutFindin 
gsPublica 
tionConfi 
guration

授予更新配置设置的权限，以
便将发现结果发布到 Sec AWS 
urity Hub

写入      

 SearchRes 
ources

授予检索 Amazon Macie 监控
和分析的 AWS 资源的统计数
据和其他信息的权限

读取      

AllowList    

Classific 
ationJob

   

CustomDat 
aIdentifi 
er

   

 TagResour 
ce

授予权限以为 Amazon Macie 
资源添加或更新标签

Tagging

FindingsF 
ilter
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#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier
#amazonmacie-FindingsFilter
#amazonmacie-FindingsFilter
#amazonmacie-Member
https://docs.aws.amazon.com/macie/latest/APIReference/classification-export-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-export-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-export-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-export-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-publication-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-publication-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-publication-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/findings-publication-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/datasources-search-resources.html
https://docs.aws.amazon.com/macie/latest/APIReference/datasources-search-resources.html
#amazonmacie-AllowList
#amazonmacie-ClassificationJob
#amazonmacie-ClassificationJob
#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier
https://docs.aws.amazon.com/macie/latest/APIReference/tags-resourcearn.html
https://docs.aws.amazon.com/macie/latest/APIReference/tags-resourcearn.html
#amazonmacie-FindingsFilter
#amazonmacie-FindingsFilter
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Member    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 TestCusto 
mDataIden 
tifier

授予权限以测试自定义数据标
识符

Write      

AllowList    

Classific 
ationJob

   

CustomDat 
aIdentifi 
er

   

FindingsF 
ilter

   

Member    

 UntagReso 
urce

授予权限以从 Amazon Macie 
资源中删除标签

标记

  aws:TagKe 
ys

 

 UpdateAll 
owList

授予更新允许列表的设置的权
限

写入 AllowList*    
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#amazonmacie-Member
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_TagKeys
#amazonmacie-aws_TagKeys
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-test.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-test.html
https://docs.aws.amazon.com/macie/latest/APIReference/custom-data-identifiers-test.html
#amazonmacie-AllowList
#amazonmacie-ClassificationJob
#amazonmacie-ClassificationJob
#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier
#amazonmacie-CustomDataIdentifier
#amazonmacie-FindingsFilter
#amazonmacie-FindingsFilter
#amazonmacie-Member
https://docs.aws.amazon.com/macie/latest/APIReference/tags-resourcearn.html
https://docs.aws.amazon.com/macie/latest/APIReference/tags-resourcearn.html
#amazonmacie-aws_TagKeys
#amazonmacie-aws_TagKeys
https://docs.aws.amazon.com/macie/latest/APIReference/allow-lists-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/allow-lists-id.html
#amazonmacie-AllowList
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAut 
omatedDis 
coveryCon 
figuration

授予权限以更改 Amazon 
Macie 管理员账户、组织或独
立账户的自动敏感数据发现的
状态

写入      

Classific 
ationJob*

    UpdateCla 
ssificationJob

授予权限以更改敏感数据发现
作业的状态

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateCla 
ssificati 
onScope

授予权限以更新账户的分类范
围设置

写入      

FindingsF 
ilter*

    UpdateFin 
dingsFilter

授予权限以更新结果筛选条件
的设置

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateMac 
ieSession

授予 Amazon Macie 管理员账
户权限以暂停或重新启用成员
账户的 Macie

写入      
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https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/automated-discovery-configuration.html
#amazonmacie-ClassificationJob
#amazonmacie-ClassificationJob
https://docs.aws.amazon.com/macie/latest/APIReference/jobs-jobid.html
https://docs.aws.amazon.com/macie/latest/APIReference/jobs-jobid.html
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_TagKeys
#amazonmacie-aws_TagKeys
https://docs.aws.amazon.com/macie/latest/APIReference/classification-scopes-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-scopes-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/classification-scopes-id.html
#amazonmacie-FindingsFilter
#amazonmacie-FindingsFilter
https://docs.aws.amazon.com/macie/latest/APIReference/findingsfilters-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/findingsfilters-id.html
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_RequestTag___TagKey_
#amazonmacie-aws_TagKeys
#amazonmacie-aws_TagKeys
https://docs.aws.amazon.com/macie/latest/APIReference/macie.html
https://docs.aws.amazon.com/macie/latest/APIReference/macie.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateMem 
berSession

授予 Amazon Macie 管理员
账户权限以暂停或重新启用 
Macie 成员账户

写入      

 UpdateOrg 
anization 
Configuration

授予更新组织的 Amazon 
Macie 配置设置的权限 AWS

写入      

 UpdateRes 
ourceProfile

授予权限以更新 S3 存储桶的
敏感度分数

写入      

 UpdateRes 
ourceProf 
ileDetections

授予权限以更新 S3 存储桶的
敏感度分数设置

写入      

 UpdateRev 
ealConfig 
uration

授予权限以更新状态和配置设
置，从而了解结果所报告的敏
感数据的检索发生次数

写入      

 UpdateSen 
sitivityI 
nspection 
Template

授予权限以更新账户的敏感度
检查模板设置

写入      

Amazon Macie 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/macie/latest/APIReference/macie-members-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/macie-members-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/admin-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/resource-profiles.html
https://docs.aws.amazon.com/macie/latest/APIReference/resource-profiles.html
https://docs.aws.amazon.com/macie/latest/APIReference/resource-profiles-detections.html
https://docs.aws.amazon.com/macie/latest/APIReference/resource-profiles-detections.html
https://docs.aws.amazon.com/macie/latest/APIReference/resource-profiles-detections.html
https://docs.aws.amazon.com/macie/latest/APIReference/reveal-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/reveal-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/reveal-configuration.html
https://docs.aws.amazon.com/macie/latest/APIReference/templates-sensitivity-inspections-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/templates-sensitivity-inspections-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/templates-sensitivity-inspections-id.html
https://docs.aws.amazon.com/macie/latest/APIReference/templates-sensitivity-inspections-id.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 AllowList arn:${Partition}:macie2:${Region}:${ 
Account}:allow-list/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 Classific 
ationJob

arn:${Partition}:macie2:${Region}:${ 
Account}:classification-job/${Resour 
ceId}

aws:ResourceTag/${ 
TagKey}

 CustomDat 
aIdentifier

arn:${Partition}:macie2:${Region}:${ 
Account}:custom-data-identifier/${Re 
sourceId}

aws:ResourceTag/${ 
TagKey}

 FindingsF 
ilter

arn:${Partition}:macie2:${Region}:${ 
Account}:findings-filter/${ResourceI 
d}

aws:ResourceTag/${ 
TagKey}

 Member arn:${Partition}:macie2:${Region}:${ 
Account}:member/${ResourceId}

aws:ResourceTag/${ 
TagKey}

Amazon Macie 的条件键

Amazon Macie 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString
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https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
#amazonmacie-aws_ResourceTag___TagKey_
#amazonmacie-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
#amazonmacie-aws_ResourceTag___TagKey_
#amazonmacie-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html.html
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html.html
#amazonmacie-aws_ResourceTag___TagKey_
#amazonmacie-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
#amazonmacie-aws_ResourceTag___TagKey_
#amazonmacie-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
#amazonmacie-aws_ResourceTag___TagKey_
#amazonmacie-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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AWS Mainframe Modernization 应用程序测试的操作、资源和条件键

AWS 大型机现代化应用程序测试（服务前缀:apptest）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Mainframe Modernization 应用程序测试定义的操作

• AWS Mainframe Modernization 应用程序测试定义的资源类型

• AWS Mainframe Modernization 应用程序测试的条件键

AWS Mainframe Modernization 应用程序测试定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/m2/latest/userguide/
https://docs.aws.amazon.com/apptest/latest/APIReference/
https://docs.aws.amazon.com/m2/latest/userguide/apptest-security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateTes 
tCase

授予权限以创建测试案例 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateTes 
tConfigur 
ation

授予权限以创建测试配置 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateTes 
tSuite

授予权限以创建测试套件 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteTes 
tCase

授予权限以删除测试案例 写入 TestCase*    
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/apptest/latest/APIReference/API_CreateTestCase.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_CreateTestCase.html
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_TagKeys
#awsmainframemodernizationapplicationtesting-aws_TagKeys
https://docs.aws.amazon.com/apptest/latest/APIReference/API_CreateTestConfiguration.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_CreateTestConfiguration.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_CreateTestConfiguration.html
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_TagKeys
#awsmainframemodernizationapplicationtesting-aws_TagKeys
https://docs.aws.amazon.com/apptest/latest/APIReference/API_CreateTestSuite.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_CreateTestSuite.html
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_TagKeys
#awsmainframemodernizationapplicationtesting-aws_TagKeys
https://docs.aws.amazon.com/apptest/latest/APIReference/API_DeleteTestCase.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_DeleteTestCase.html
#awsmainframemodernizationapplicationtesting-TestCase
#awsmainframemodernizationapplicationtesting-TestCase
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteTes 
tConfigur 
ation

授予权限以删除测试配置 写入 TestConfi 
guration*

   

 DeleteTes 
tRun

授予权限以删除测试运行 写入 TestRun*   s3:Delete 
Object

s3:ListBu 
cket

 DeleteTes 
tSuite

授予权限以删除测试套件 写入 TestSuite 
*

   

 GetTestCase 授予权限以获取测试案例 读取 TestCase*    

 GetTestCo 
nfiguration

授予权限以获取测试配置 读取 TestConfi 
guration*

   

 GetTestRu 
nStep

授予权限以获取测试运行步骤 读取 TestRun*    

 GetTestSuite 授予权限以获取测试套件 读取 TestSuite 
*

   

 ListTagsF 
orResource

授予权限以列出资源的标签 读取      

 ListTestC 
ases

授予权限以列出测试案例 列表      

 ListTestC 
onfigurations

授予权限以列出测试配置 列表      

 ListTestR 
unSteps

授予权限以列出测试运行步骤 读取 TestRun*    
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https://docs.aws.amazon.com/apptest/latest/APIReference/API_DeleteTestConfiguration.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_DeleteTestConfiguration.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_DeleteTestConfiguration.html
#awsmainframemodernizationapplicationtesting-TestConfiguration
#awsmainframemodernizationapplicationtesting-TestConfiguration
https://docs.aws.amazon.com/apptest/latest/APIReference/API_DeleteTestRun.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_DeleteTestRun.html
#awsmainframemodernizationapplicationtesting-TestRun
https://docs.aws.amazon.com/apptest/latest/APIReference/API_DeleteTestSuite.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_DeleteTestSuite.html
#awsmainframemodernizationapplicationtesting-TestSuite
#awsmainframemodernizationapplicationtesting-TestSuite
https://docs.aws.amazon.com/apptest/latest/APIReference/API_GetTestCase.html
#awsmainframemodernizationapplicationtesting-TestCase
#awsmainframemodernizationapplicationtesting-TestCase
https://docs.aws.amazon.com/apptest/latest/APIReference/API_GetTestConfiguration.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_GetTestConfiguration.html
#awsmainframemodernizationapplicationtesting-TestConfiguration
#awsmainframemodernizationapplicationtesting-TestConfiguration
https://docs.aws.amazon.com/apptest/latest/APIReference/API_GetTestRunStep.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_GetTestRunStep.html
#awsmainframemodernizationapplicationtesting-TestRun
https://docs.aws.amazon.com/apptest/latest/APIReference/API_GetTestSuite.html
#awsmainframemodernizationapplicationtesting-TestSuite
#awsmainframemodernizationapplicationtesting-TestSuite
https://docs.aws.amazon.com/apptest/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_ListTestCases.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_ListTestCases.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_ListTestConfigurations.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_ListTestConfigurations.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_ListTestRunSteps.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_ListTestRunSteps.html
#awsmainframemodernizationapplicationtesting-TestRun


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTestR 
unTestCases

授予权限以列出测试运行的测
试案例

读取 TestRun*    

 ListTestRuns 授予权限以列出测试运行 列表      

 ListTestS 
uites

授予权限以列出测试套件 列表      
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https://docs.aws.amazon.com/apptest/latest/APIReference/API_ListTestRunTestCases.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_ListTestRunTestCases.html
#awsmainframemodernizationapplicationtesting-TestRun
https://docs.aws.amazon.com/apptest/latest/APIReference/API_ListTestRuns.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_ListTestSuites.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_ListTestSuites.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartTestRun 授予权限以启动测试运行 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cloudform 
ation:Cre 
ateStack

cloudform 
ation:Del 
eteStack

cloudform 
ation:Des 
cribeStac 
ks

dms:Descr 
ibeReplic 
ationTask 
s

dms:Start 
Replicati 
onTask

dms:StopR 
eplicatio 
nTask

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeVpcEnd 
pointServ 
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https://docs.aws.amazon.com/apptest/latest/APIReference/API_StartTestRun.html
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_TagKeys
#awsmainframemodernizationapplicationtesting-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iceConfig 
urations

ec2:Descr 
ibeVpcEnd 
pointServ 
ices

m2:Create 
DataSetIm 
portTask

m2:GetApp 
lication

m2:GetApp 
licationV 
ersion

m2:GetBat 
chJobExec 
ution

m2:GetDat 
aSetDetai 
ls

m2:GetDat 
aSetImpor 
tTask

m2:StartA 
pplication

m2:StartB 
atchJob
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

m2:StopAp 
plication

s3:Create 
Bucket

s3:Delete 
Object

s3:GetObj 
ect

s3:ListBu 
cket

s3:PutObj 
ect

TestCase    

TestConfi 
guration

   

TestRun    

TestSuite    

 TagResour 
ce

授予权限以标记资源 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以取消标记资源 标记 TestCase    
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#awsmainframemodernizationapplicationtesting-TestCase
#awsmainframemodernizationapplicationtesting-TestConfiguration
#awsmainframemodernizationapplicationtesting-TestConfiguration
#awsmainframemodernizationapplicationtesting-TestRun
#awsmainframemodernizationapplicationtesting-TestSuite
https://docs.aws.amazon.com/apptest/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_TagResource.html
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_RequestTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_TagKeys
#awsmainframemodernizationapplicationtesting-aws_TagKeys
https://docs.aws.amazon.com/apptest/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_UntagResource.html
#awsmainframemodernizationapplicationtesting-TestCase


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

TestConfi 
guration

   

TestRun    

TestSuite    

  aws:TagKe 
ys

 

 UpdateTes 
tCase

授予权限以更新测试案例 写入 TestCase*    

 UpdateTes 
tConfigur 
ation

授予权限以更新测试配置 写入 TestConfi 
guration*

   

 UpdateTes 
tSuite

授予权限以更新测试套件 写入 TestSuite 
*

   

AWS Mainframe Modernization 应用程序测试定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 TestCase arn:${Partition}:apptest:${Region}:$ 
{Account}:testcase/${TestCaseId}

aws:ResourceTag/${ 
TagKey}
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#awsmainframemodernizationapplicationtesting-TestConfiguration
#awsmainframemodernizationapplicationtesting-TestConfiguration
#awsmainframemodernizationapplicationtesting-TestRun
#awsmainframemodernizationapplicationtesting-TestSuite
#awsmainframemodernizationapplicationtesting-aws_TagKeys
#awsmainframemodernizationapplicationtesting-aws_TagKeys
https://docs.aws.amazon.com/apptest/latest/APIReference/API_UpdateTestCase.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_UpdateTestCase.html
#awsmainframemodernizationapplicationtesting-TestCase
#awsmainframemodernizationapplicationtesting-TestCase
https://docs.aws.amazon.com/apptest/latest/APIReference/API_UpdateTestConfiguration.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_UpdateTestConfiguration.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_UpdateTestConfiguration.html
#awsmainframemodernizationapplicationtesting-TestConfiguration
#awsmainframemodernizationapplicationtesting-TestConfiguration
https://docs.aws.amazon.com/apptest/latest/APIReference/API_UpdateTestSuite.html
https://docs.aws.amazon.com/apptest/latest/APIReference/API_UpdateTestSuite.html
#awsmainframemodernizationapplicationtesting-TestSuite
#awsmainframemodernizationapplicationtesting-TestSuite
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/m2/latest/userguide/concepts-apptest.html#TestCase-concept
#awsmainframemodernizationapplicationtesting-aws_ResourceTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

 TestConfi 
guration

arn:${Partition}:apptest:${Region}:$ 
{Account}:testconfiguration/${TestCo 
nfigurationId}

aws:ResourceTag/${ 
TagKey}

 TestRun arn:${Partition}:apptest:${Region}:$ 
{Account}:testrun/${TestRunId}

aws:ResourceTag/${ 
TagKey}

 TestSuite arn:${Partition}:apptest:${Region}:$ 
{Account}:testsuite/${TestSuiteId}

aws:ResourceTag/${ 
TagKey}

AWS Mainframe Modernization 应用程序测试的条件键

AWS 大型机现代化应用程序测试定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

适用于 AWS Mainframe Modernization Service 的操作、资源和条件键

AWS 大型机现代化服务（服务前缀:m2）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：
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https://docs.aws.amazon.com/m2/latest/userguide/concepts-apptest.html#TestConfiguration-concept
https://docs.aws.amazon.com/m2/latest/userguide/concepts-apptest.html#TestConfiguration-concept
#awsmainframemodernizationapplicationtesting-aws_ResourceTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/m2/latest/userguide/concepts-apptest.html#TestRun-concept
#awsmainframemodernizationapplicationtesting-aws_ResourceTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/m2/latest/userguide/concepts-apptest.html#TestSuite-concept
#awsmainframemodernizationapplicationtesting-aws_ResourceTag___TagKey_
#awsmainframemodernizationapplicationtesting-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys


服务授权参考 服务授权参考

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Mainframe Modernization Service 定义的操作

• 由 AWS Mainframe Modernization Service 定义的资源类型

• 适用于 AWS Mainframe Modernization Service 的条件键

由 AWS Mainframe Modernization Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/m2/latest/userguide/
https://docs.aws.amazon.com/m2/latest/APIReference/
https://docs.aws.amazon.com/m2/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelBat 
chJobExec 
ution

授予取消批处理作业执行的权
限

写入 Applicati 
on*

   

 CreateApp 
lication

授予创建应用程序的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

s3:GetObj 
ect

s3:ListBu 
cket

 CreateDat 
aSetExpor 
tTask

授予创建数据集导出任务的权
限

写入 Applicati 
on*

  s3:GetObj 
ect

 CreateDat 
aSetImpor 
tTask

授予创建数据集导入任务的权
限

写入 Applicati 
on*

  s3:GetObj 
ect

 CreateDep 
loyment

授予创建部署的权限 写入 Applicati 
on*

  elasticlo 
adbalanci 
ng:AddTag 
s

elasticlo 
adbalanci 
ng:Create 
Listener

elasticlo 
adbalanci 
ng:Create 
TargetGro 
up
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https://docs.aws.amazon.com/m2/latest/APIReference/API_CancelBatchJobExecution.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_CancelBatchJobExecution.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_CancelBatchJobExecution.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_CreateApplication.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_CreateApplication.html
#awsmainframemodernizationservice-aws_RequestTag___TagKey_
#awsmainframemodernizationservice-aws_RequestTag___TagKey_
#awsmainframemodernizationservice-aws_RequestTag___TagKey_
#awsmainframemodernizationservice-aws_TagKeys
#awsmainframemodernizationservice-aws_TagKeys
https://docs.aws.amazon.com/m2/latest/APIReference/API_CreateDataSetExportTask.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_CreateDataSetExportTask.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_CreateDataSetExportTask.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_CreateDataSetImportTask.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_CreateDataSetImportTask.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_CreateDataSetImportTask.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_CreateDeployment.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_CreateDeployment.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

elasticlo 
adbalanci 
ng:Regist 
erTargets

Environme 
nt
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#awsmainframemodernizationservice-Environment
#awsmainframemodernizationservice-Environment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateEnv 
ironment

授予创建环境的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eNetworkI 
nterfaceP 
ermission

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcAtt 
ribute

ec2:Descr 
ibeVpcs

ec2:Modif 
yNetworkI 
nterfaceA 
ttribute
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https://docs.aws.amazon.com/m2/latest/APIReference/API_CreateEnvironment.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_CreateEnvironment.html
#awsmainframemodernizationservice-aws_RequestTag___TagKey_
#awsmainframemodernizationservice-aws_RequestTag___TagKey_
#awsmainframemodernizationservice-aws_RequestTag___TagKey_
#awsmainframemodernizationservice-aws_TagKeys
#awsmainframemodernizationservice-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

elasticfi 
lesystem: 
DescribeM 
ountTarge 
ts

elasticlo 
adbalanci 
ng:AddTag 
s

elasticlo 
adbalanci 
ng:Create 
LoadBalan 
cer

fsx:Descr 
ibeFileSy 
stems

iam:Creat 
eServiceL 
inkedRole
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteApp 
lication

授予删除应用程序的权限 写入 Applicati 
on*

  elasticlo 
adbalanci 
ng:Delete 
Listener

elasticlo 
adbalanci 
ng:Delete 
TargetGro 
up

 DeleteApp 
licationF 
romEnviro 
nment

授予从运行时环境中删除应用
程序的权限

写入 Applicati 
on*

  elasticlo 
adbalanci 
ng:Delete 
Listener

elasticlo 
adbalanci 
ng:Delete 
TargetGro 
up

 DeleteEnv 
ironment

授予删除运行时环境的权限 写入 Environme 
nt*

  elasticlo 
adbalanci 
ng:Delete 
LoadBalan 
cer

 GetApplic 
ation

授予检索应用程序的权限 读取 Applicati 
on*

   

 GetApplic 
ationVersion

授予检索应用程序版本的权限 读取 Applicati 
on*
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https://docs.aws.amazon.com/m2/latest/APIReference/API_DeleteApplication.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_DeleteApplication.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_DeleteApplicationFromEnvironment.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_DeleteApplicationFromEnvironment.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_DeleteApplicationFromEnvironment.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_DeleteApplicationFromEnvironment.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_DeleteEnvironment.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_DeleteEnvironment.html
#awsmainframemodernizationservice-Environment
#awsmainframemodernizationservice-Environment
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetApplication.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetApplication.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetApplicationVersion.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetApplicationVersion.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetBatchJ 
obExecution

授予检索批处理作业执行的权
限

读取 Applicati 
on*

   

 GetDataSe 
tDetails

授予检索数据集详细信息的权
限

读取 Applicati 
on*

   

 GetDataSe 
tExportTask

授予在指定 S3 位置导出数据
集的权限

读取 Applicati 
on*

   

 GetDataSe 
tImportTask

授予检索数据集导入任务的权
限

读取 Applicati 
on*

   

 GetDeploy 
ment

授予检索部署的权限 读取 Applicati 
on*

   

 GetEnviro 
nment

授予检索运行时环境的权限 读取 Environme 
nt*

   

 GetSigned 
BluinsightsUrl

授予创建签名 Bluinsights URL 
的权限

读取      

 ListAppli 
cationVer 
sions

授予列出应用程序版本的权
限。

读取 Applicati 
on*

   

 ListAppli 
cations

授予列出应用程序的权限 列表      

 ListBatch 
JobDefini 
tions

授予列出批处理作业定义的权
限

读取 Applicati 
on*

   

 ListBatch 
JobExecut 
ions

授予列出批处理作业执行的权
限

读取 Applicati 
on*
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https://docs.aws.amazon.com/m2/latest/APIReference/API_GetBatchJobExecution.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetBatchJobExecution.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetDataSetDetails.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetDataSetDetails.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetDataSetExportTask.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetDataSetExportTask.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetDataSetImportTask.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetDataSetImportTask.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetDeployment.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetDeployment.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetEnvironment.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetEnvironment.html
#awsmainframemodernizationservice-Environment
#awsmainframemodernizationservice-Environment
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetSignedBluinsightsUrl.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_GetSignedBluinsightsUrl.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListApplicationVersions.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListApplicationVersions.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListApplicationVersions.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListBatchJobDefinitions.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListBatchJobDefinitions.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListBatchJobDefinitions.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListBatchJobExecutions.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListBatchJobExecutions.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListBatchJobExecutions.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListBatch 
JobRestar 
tPoints

授予检索批处理作业执行的权
限

读取 Applicati 
on*

   

 ListDataS 
etExportH 
istory

授予列出数据集导出历史记录
的权限

读取 Applicati 
on*

   

 ListDataS 
etImportH 
istory

授予列出数据集导入历史记录
的权限

读取 Applicati 
on*

   

 ListDataSets 授予列出数据集的权限 读取 Applicati 
on*

   

 ListDeplo 
yments

授予列出部署的权限 读取 Applicati 
on*

   

 ListEngin 
eVersions

授予列出引擎版本的权限 读取      

 ListEnvir 
onments

授予列出运行时环境的权限 列表      

 ListTagsF 
orResource

授予权限以列出资源的标签 读取      

 StartAppl 
ication

授予启动应用程序的权限 写入 Applicati 
on*

   

 StartBatc 
hJob

授予启动批处理作业的权限 写入 Applicati 
on*

   

 StopAppli 
cation

授予停止应用程序的权限 写入 Applicati 
on*
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https://docs.aws.amazon.com/m2/latest/APIReference/API_ListBatchJobRestartPoints.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListBatchJobRestartPoints.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListBatchJobRestartPoints.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListDataSetExportHistory.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListDataSetExportHistory.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListDataSetExportHistory.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListDataSetImportHistory.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListDataSetImportHistory.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListDataSetImportHistory.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListDataSets.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListDeployments.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListDeployments.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListEngineVersions.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListEngineVersions.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListEnvironments.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListEnvironments.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_StartApplication.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_StartApplication.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_StartBatchJob.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_StartBatchJob.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_StopApplication.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_StopApplication.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Applicati 
on

   

Environme 
nt

   

 TagResour 
ce

授予权限以标记资源 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Applicati 
on

   

Environme 
nt

   

 UntagReso 
urce

授予权限以取消标记资源 Tagging

  aws:TagKe 
ys

 

 UpdateApp 
lication

授予更新应用程序的权限 写入 Applicati 
on*

  s3:GetObj 
ect

s3:ListBu 
cket

 UpdateEnv 
ironment

授予更新运行时环境的权限 写入 Environme 
nt*

   

由 AWS Mainframe Modernization Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Environment
#awsmainframemodernizationservice-Environment
https://docs.aws.amazon.com/m2/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_TagResource.html
#awsmainframemodernizationservice-aws_RequestTag___TagKey_
#awsmainframemodernizationservice-aws_RequestTag___TagKey_
#awsmainframemodernizationservice-aws_RequestTag___TagKey_
#awsmainframemodernizationservice-aws_TagKeys
#awsmainframemodernizationservice-aws_TagKeys
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Environment
#awsmainframemodernizationservice-Environment
https://docs.aws.amazon.com/m2/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_UntagResource.html
#awsmainframemodernizationservice-aws_TagKeys
#awsmainframemodernizationservice-aws_TagKeys
https://docs.aws.amazon.com/m2/latest/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_UpdateApplication.html
#awsmainframemodernizationservice-Application
#awsmainframemodernizationservice-Application
https://docs.aws.amazon.com/m2/latest/APIReference/API_UpdateEnvironment.html
https://docs.aws.amazon.com/m2/latest/APIReference/API_UpdateEnvironment.html
#awsmainframemodernizationservice-Environment
#awsmainframemodernizationservice-Environment
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Application arn:${Partition}:m2:${Region}:${Acco 
unt}:app/${ApplicationId}

aws:ResourceTag/${ 
TagKey}

 Environment arn:${Partition}:m2:${Region}:${Acco 
unt}:env/${EnvironmentId}

aws:ResourceTag/${ 
TagKey}

适用于 AWS Mainframe Modernization Service 的条件键

AWS 大型机现代化服务定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

Amazon Managed Blockchain 的操作、资源和条件键

Amazon Managed Blockchain（服务前缀：managedblockchain）提供以下服务特定的资源、操作
和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/m2/latest/userguide/concept-m2.html#application-concept
#awsmainframemodernizationservice-aws_ResourceTag___TagKey_
#awsmainframemodernizationservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/m2/latest/userguide/concept-m2.html#environment-concept
#awsmainframemodernizationservice-aws_ResourceTag___TagKey_
#awsmainframemodernizationservice-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/managed-blockchain/latest/managementguide/
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Managed Blockchain 定义的操作

• Amazon Managed Blockchain 定义的资源类型

• Amazon Managed Blockchain 的条件键

Amazon Managed Blockchain 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/
https://docs.aws.amazon.com/managed-blockchain/latest/managementguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAcc 
essor

授予创建 Amazon Managed 
Blockchain 访问器的权限

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

network*   iam:Creat 
eServiceL 
inkedRole

 CreateMem 
ber

授予创建 Amazon Managed 
Blockchain 网络成员的权限

Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateNet 
work

授予创建 Amazon Managed 
Blockchain 网络的权限

Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:Creat 
eServiceL 
inkedRole

member   iam:Creat 
eServiceL 
inkedRole

network    

 CreateNode 授予在 Amazon Managed 
Blockchain 网络成员中创建节
点的权限

Write

  aws:TagKe 
ys
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https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
#amazonmanagedblockchain-aws_TagKeys
#amazonmanagedblockchain-aws_TagKeys
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-network
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateMember.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateMember.html
#amazonmanagedblockchain-aws_TagKeys
#amazonmanagedblockchain-aws_TagKeys
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateNetwork.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateNetwork.html
#amazonmanagedblockchain-aws_TagKeys
#amazonmanagedblockchain-aws_TagKeys
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-member
#amazonmanagedblockchain-network
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateNode.html
#amazonmanagedblockchain-aws_TagKeys
#amazonmanagedblockchain-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:Reque 
stTag/${T 
agKey}

network*     CreatePro 
posal

授予创建提议的权限，提议其
他区块链网络成员可以进行
投票以在 Amazon Managed 
Blockchain 网络中添加或删除
成员

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteAcc 
essor

授予删除 Amazon Managed 
Blockchain 访问器的权限

写入 accessor*    

 DeleteMem 
ber

授予从 Amazon Managed 
Blockchain 网络中删除成员和
所有关联资源的权限

Write member*    

 DeleteNode 授予从 Amazon Managed 
Blockchain 网络成员中删除节
点的权限

写入 node*    

 GET [仅权限] 授予将 HTTP GET 请求发送到 
Ethereum 节点的权限

权限管理      

 GetAccessor 授予返回 Amazon Managed 
Blockchain 访问器相关详细信
息的权限

读取 accessor*    

 GetMember 授予返回 Amazon Managed 
Blockchain 网络成员相关详细
信息的权限

Read member*    
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#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-network
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateProposal.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateProposal.html
#amazonmanagedblockchain-aws_TagKeys
#amazonmanagedblockchain-aws_TagKeys
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_DeleteAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_DeleteAccessor.html
#amazonmanagedblockchain-accessor
#amazonmanagedblockchain-accessor
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_DeleteMember.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_DeleteMember.html
#amazonmanagedblockchain-member
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_DeleteNode.html
#amazonmanagedblockchain-node
https://docs.aws.amazon.com/managed-blockchain/latest/ethereum-dev/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_GetAccessor.html
#amazonmanagedblockchain-accessor
#amazonmanagedblockchain-accessor
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_GetMember.html
#amazonmanagedblockchain-member
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetNetwork 授予返回 Amazon Managed 
Blockchain 网络相关详细信息
的权限

Read network*    

 GetNode 授予返回 Amazon Managed 
Blockchain 网络成员中的节点
相关详细信息的权限

Read node*    

 GetProposal 授予返回 Amazon Managed 
Blockchain 网络提议相关详细
信息的权限

读取 proposal*    

 Invoke [仅权
限]

授予创建与以太坊节点的 
WebSocket 连接的权限

权限管理      

 InvokeRpc 
BitcoinMa 
innet

授予调用比特币主网的权限 
RPCs

读取      

 InvokeRpc 
BitcoinTe 
stnet

授予调用比特币测试网的权限 
RPCs

读取      

 InvokeRpc 
PolygonMa 
innet

授予调用 Polygon 主网的权限 
RPCs

读取      

 InvokeRpc 
PolygonMu 
mbaiTestnet

授予调用 Polygon 孟买测试网
的权限 RPCs

读取      

 ListAcces 
sors

授予列出当前用户拥有的 
Amazon Managed Blockchain 
访问者的权限 AWS 账户

列表      
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https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_GetNetwork.html
#amazonmanagedblockchain-network
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_GetNode.html
#amazonmanagedblockchain-node
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_GetProposal.html
#amazonmanagedblockchain-proposal
https://docs.aws.amazon.com/managed-blockchain/latest/ethereum-dev/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-access-bitcoin-networks
https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-access-bitcoin-networks
https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-access-bitcoin-networks
https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-access-bitcoin-networks
https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-access-bitcoin-networks
https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-access-bitcoin-networks
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-access-polygon-networks
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-access-polygon-networks
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-access-polygon-networks
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-access-polygon-networks
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-access-polygon-networks
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-access-polygon-networks
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListAccessors.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListAccessors.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListInvit 
ations

授予列出 AWS 账户 从任何托
管区块链网络向活跃用户发出
的邀请的权限

列表      

 ListMembers 授予列出 Amazon Managed 
Blockchain 网络成员及其成员
资格属性的权限

列表 network*    

 ListNetworks 授予列出当前用户 AWS 账
户 参与的 Amazon Managed 
Blockchain 网络的权限

列表      

member     ListNodes 授予列出 Amazon Managed 
Blockchain 网络成员中的节点
的权限

List

network    

 ListPropo 
salVotes

授予列出提议的所有投票的
权限，包括为给定 Amazon 
Managed Blockchain 网络投票
的成员的投票值和唯一标识符

Read proposal*    

 ListPropo 
sals

授予列出给定 Amazon 
Managed Blockchain 网络的提
议的权限

List network*    

accessor    

invitation    

member    

network    

 ListTagsF 
orResource

授予查看与 Amazon Managed 
Blockchain 资源关联的标签的
权限

读取

node    
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https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListInvitations.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListInvitations.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListMembers.html
#amazonmanagedblockchain-network
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListNetworks.html
#amazonmanagedblockchain-member
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListNodes.html
#amazonmanagedblockchain-network
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListProposalVotes.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListProposalVotes.html
#amazonmanagedblockchain-proposal
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListProposals.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListProposals.html
#amazonmanagedblockchain-network
#amazonmanagedblockchain-accessor
#amazonmanagedblockchain-invitation
#amazonmanagedblockchain-member
#amazonmanagedblockchain-network
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListTagsForResource.html
#amazonmanagedblockchain-node
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

proposal    

 POST [仅权
限]

授予将 HTTP POST 请求发送
到 Ethereum 节点的权限

权限管理      

 RejectInv 
itation

授予拒绝加入区块链网络的邀
请的权限

Write invitation*    

accessor    

invitation    

member    

network    

node    

proposal    

 TagResour 
ce

授予为 Amazon Managed 
Blockchain 资源添加标签的权
限

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

accessor    

invitation    

member    

network    

 UntagReso 
urce

授予从 Amazon Managed 
Blockchain 资源中删除标签的
权限

Tagging

node    
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#amazonmanagedblockchain-proposal
https://docs.aws.amazon.com/managed-blockchain/latest/ethereum-dev/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_RejectInvitation.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_RejectInvitation.html
#amazonmanagedblockchain-invitation
#amazonmanagedblockchain-accessor
#amazonmanagedblockchain-invitation
#amazonmanagedblockchain-member
#amazonmanagedblockchain-network
#amazonmanagedblockchain-node
#amazonmanagedblockchain-proposal
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_TagResource.html
#amazonmanagedblockchain-aws_TagKeys
#amazonmanagedblockchain-aws_TagKeys
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-aws_RequestTag___TagKey_
#amazonmanagedblockchain-accessor
#amazonmanagedblockchain-invitation
#amazonmanagedblockchain-member
#amazonmanagedblockchain-network
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_UntagResource.html
#amazonmanagedblockchain-node
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

proposal    

  aws:TagKe 
ys

 

 UpdateMem 
ber

授予更新 Amazon Managed 
Blockchain 网络成员的权限

Write member*   iam:Creat 
eServiceL 
inkedRole

 UpdateNode 授予更新 Amazon Managed 
Blockchain 网络成员中的节点
的权限

Write node*   iam:Creat 
eServiceL 
inkedRole

 VoteOnPro 
posal

授予代表指定区块链网络成员
对提议进行投票的权限

Write proposal*    

Amazon Managed Blockchain 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 network arn:${Partition}:managedblockchain:$ 
{Region}::networks/${NetworkId}

aws:ResourceTag/${ 
TagKey}

 member arn:${Partition}:managedblockchain:$ 
{Region}:${Account}:members/${Member 
Id}

aws:ResourceTag/${ 
TagKey}

 node arn:${Partition}:managedblockchain:$ 
{Region}:${Account}:nodes/${NodeId}

aws:ResourceTag/${ 
TagKey}
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#amazonmanagedblockchain-proposal
#amazonmanagedblockchain-aws_TagKeys
#amazonmanagedblockchain-aws_TagKeys
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_UpdateMember.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_UpdateMember.html
#amazonmanagedblockchain-member
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_UpdateNode.html
#amazonmanagedblockchain-node
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_VoteOnProposal.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_VoteOnProposal.html
#amazonmanagedblockchain-proposal
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_Network.html
#amazonmanagedblockchain-aws_ResourceTag___TagKey_
#amazonmanagedblockchain-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_Member.html
#amazonmanagedblockchain-aws_ResourceTag___TagKey_
#amazonmanagedblockchain-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_Node.html
#amazonmanagedblockchain-aws_ResourceTag___TagKey_
#amazonmanagedblockchain-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 proposal arn:${Partition}:managedblockchain:$ 
{Region}::proposals/${ProposalId}

aws:ResourceTag/${ 
TagKey}

 invitation arn:${Partition}:managedblockchain:$ 
{Region}:${Account}:invitations/${In 
vitationId}

aws:ResourceTag/${ 
TagKey}

 accessor arn:${Partition}:managedblockchain:$ 
{Region}:${Account}:accessors/${Acce 
ssorId}

aws:ResourceTag/${ 
TagKey}

Amazon Managed Blockchain 的条件键

Amazon Managed Blockchain 定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与 Amazon Managed Blockchain 资源关联的标签筛
选操作

字符串

 aws:TagKeys 根据在请求中传递的标签键筛选操作 ArrayOfString

Amazon Managed Blockchain 查询的操作、资源和条件键

Amazon Managed Blockchain 查询（服务前缀：managedblockchain-query）提供以下服务特定
的资源、操作和条件上下文键以在 IAM 权限策略中使用。

参考：
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https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_Proposal.html
#amazonmanagedblockchain-aws_ResourceTag___TagKey_
#amazonmanagedblockchain-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_Invitation.html
#amazonmanagedblockchain-aws_ResourceTag___TagKey_
#amazonmanagedblockchain-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_Accessor.html
#amazonmanagedblockchain-aws_ResourceTag___TagKey_
#amazonmanagedblockchain-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Managed Blockchain 查询定义的操作

• Amazon Managed Blockchain 查询定义的资源类型

• Amazon Managed Blockchain 查询的条件键

Amazon Managed Blockchain 查询定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

Amazon Managed Blockchain 查询 2707

https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetT 
okenBalance

授予批量调用 GetTokenB 
alance API 的权限

读取      

 GetAssetC 
ontract

授予权限以获取区块链上的合
同信息

读取      

 GetTokenB 
alance

授予权限以检索区块链上某个
地址的令牌余额

读取      

 GetTransa 
ction

授予权限以检索区块链上的交
易

读取      

 ListAsset 
Contracts

授予权限以获取区块链上的多
个合同

列表      

 ListFilte 
redTransa 
ctionEvents

授予权限以使用附加筛选条件
检索区块链上的事件

列表      

 ListToken 
Balances

授予权限以检索区块链上的多
个余额

列表      

 ListTrans 
actionEvents

授予权限以检索区块链上的交
易中事件

列表      

 ListTrans 
actions

授予权限以检索区块链上的多
个交易

列表      

Amazon Managed Blockchain 查询定义的资源类型

Amazon Managed Blockchain 查询不支持在 IAM policy 语句的 Resource 元素中指定资源 ARN。要
允许对 Amazon Managed Blockchain 查询的访问权限，请在策略中指定 "Resource": "*"。

Amazon Managed Blockchain 查询 2708

$%7BAPIReferenceDocPage%7DAPI_BatchGetTokenBalance.html
$%7BAPIReferenceDocPage%7DAPI_BatchGetTokenBalance.html
$%7BAPIReferenceDocPage%7DAPI_GetAssetContract.html
$%7BAPIReferenceDocPage%7DAPI_GetAssetContract.html
$%7BAPIReferenceDocPage%7DAPI_GetTokenBalance.html
$%7BAPIReferenceDocPage%7DAPI_GetTokenBalance.html
$%7BAPIReferenceDocPage%7DAPI_GetTransaction.html
$%7BAPIReferenceDocPage%7DAPI_GetTransaction.html
$%7BAPIReferenceDocPage%7DAPI_ListAssetContracts.html
$%7BAPIReferenceDocPage%7DAPI_ListAssetContracts.html
$%7BAPIReferenceDocPage%7DAPI_ListFilteredTransactionEvents.html
$%7BAPIReferenceDocPage%7DAPI_ListFilteredTransactionEvents.html
$%7BAPIReferenceDocPage%7DAPI_ListFilteredTransactionEvents.html
$%7BAPIReferenceDocPage%7DAPI_ListTokenBalances.html
$%7BAPIReferenceDocPage%7DAPI_ListTokenBalances.html
$%7BAPIReferenceDocPage%7DAPI_ListTransactionEvents.html
$%7BAPIReferenceDocPage%7DAPI_ListTransactionEvents.html
$%7BAPIReferenceDocPage%7DAPI_ListTransactions.html
$%7BAPIReferenceDocPage%7DAPI_ListTransactions.html
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Amazon Managed Blockchain 查询的条件键

Managed Blockchain 查询没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关
所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Managed Grafana 的操作、资源和条件键

Amazon Managed Grafana（服务前缀：grafana）提供以下服务特定的资源、操作和条件上下文键
以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Managed Grafana 定义的操作

• Amazon Managed Grafana 定义的资源类型

• Amazon Managed Grafana 的条件密钥

Amazon Managed Grafana 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
License

授予权限以使用许可证升级工
作区

Write workspace 
*

  aws-
marke 
tplace:Vi 
ewSubscri 
ptions

 CreateWor 
kspace

授予创建工作区的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:GetMa 
nagedPref 
ixListEnt 
ries

iam:Creat 
eServiceL 
inkedRole
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

organizat 
ions:Desc 
ribeOrgan 
ization

sso:Creat 
eManagedA 
pplicatio 
nInstance

sso:Descr 
ibeRegist 
eredRegio 
ns

sso:GetSh 
aredSsoCo 
nfigurati 
on

 CreateWor 
kspaceApi 
Key

授予为工作区创建 API 密钥的
权限

写入 workspace 
*

   

 CreateWor 
kspaceSer 
viceAccount

授予权限以为工作区创建服务
账户

写入 workspace 
*

   

 CreateWor 
kspaceSer 
viceAccou 
ntToken

授予权限以为工作区创建服务
账户令牌

写入 workspace 
*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteWor 
kspace

授予删除工作区的权限 写入 workspace 
*

  sso:Delet 
eManagedA 
pplicatio 
nInstance

 DeleteWor 
kspaceApi 
Key

授予从工作区删除 API 密钥的
权限

写入 workspace 
*

   

 DeleteWor 
kspaceSer 
viceAccount

授予权限以删除工作区的服务
账户

写入 workspace 
*

   

 DeleteWor 
kspaceSer 
viceAccou 
ntToken

授予权限以删除工作区的服务
账户令牌

写入 workspace 
*

   

 DescribeW 
orkspace

授予描述工作区的权限 读取 workspace 
*

   

 DescribeW 
orkspaceA 
uthentication

授予权限以描述工作区上的身
份验证提供商

读取 workspace 
*

   

 DescribeW 
orkspaceC 
onfiguration

授予描述给定 Workspace 的当
前配置字符串的权限

读取 workspace 
*

   

 Disassoci 
ateLicense

授予权限以从工作区删除许可
证

Write workspace 
*

   

 ListPermi 
ssions

授予列出工作区上的权限的权
限

列表 workspace 
*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予权限以列出与工作区关联
的标签

读取 workspace    

 ListVersions 授予权限以列出所有可用的受
支持 Grafana 版本。（可选）
包括一个工作区，列出可以将
其升级到的版本

列表 workspace    

 ListWorks 
paceServi 
ceAccount 
Tokens

授予权限以列出工作区的服务
账户令牌

读取 workspace 
*

   

 ListWorks 
paceServi 
ceAccounts

授予权限以列出工作区的服务
账户

读取 workspace 
*

   

 ListWorks 
paces

授予权限以列出工作区 读取      

workspace 
*

    TagResour 
ce

授予向工作区添加标签或更新
标签值的权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

workspace 
*

    UntagReso 
urce

授予权限以从工作区删除标签 标记

  aws:TagKe 
ys

 

Amazon Managed Grafana 2713

https://docs.aws.amazon.com/grafana/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/grafana/latest/APIReference/API_ListTagsForResource.html
#amazonmanagedgrafana-workspace
#amazonmanagedgrafana-workspace
https://docs.aws.amazon.com/grafana/latest/APIReference/API_ListVersions.html
#amazonmanagedgrafana-workspace
#amazonmanagedgrafana-workspace
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-and-IAM.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-and-IAM.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-and-IAM.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-and-IAM.html
#amazonmanagedgrafana-workspace
#amazonmanagedgrafana-workspace
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-and-IAM.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-and-IAM.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-and-IAM.html
#amazonmanagedgrafana-workspace
#amazonmanagedgrafana-workspace
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-and-IAM.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-and-IAM.html
#amazonmanagedgrafana-workspace
#amazonmanagedgrafana-workspace
https://docs.aws.amazon.com/grafana/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/grafana/latest/APIReference/API_TagResource.html
#amazonmanagedgrafana-aws_TagKeys
#amazonmanagedgrafana-aws_TagKeys
#amazonmanagedgrafana-aws_RequestTag___TagKey_
#amazonmanagedgrafana-aws_RequestTag___TagKey_
#amazonmanagedgrafana-aws_RequestTag___TagKey_
#amazonmanagedgrafana-workspace
#amazonmanagedgrafana-workspace
https://docs.aws.amazon.com/grafana/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/grafana/latest/APIReference/API_UntagResource.html
#amazonmanagedgrafana-aws_TagKeys
#amazonmanagedgrafana-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePer 
missions

授予权限以修改工作区上的权
限

Permissio 
ns 
managemen 
t

workspace 
*

   

 UpdateWor 
kspace

授予修改工作区的权限 写入 workspace 
*

  ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:GetMa 
nagedPref 
ixListEnt 
ries

iam:Creat 
eServiceL 
inkedRole

 UpdateWor 
kspaceAut 
hentication

授予权限以修改工作区上的身
份验证提供商

写入 workspace 
*

   

 UpdateWor 
kspaceCon 
figuration

授予更新给定 Workspace 的配
置字符串的权限

写入 workspace 
*

   

Amazon Managed Grafana 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 workspace arn:${Partition}:grafana:${Region}:$ 
{Account}:/workspaces/${ResourceId}

aws:ResourceTag/${ 
TagKey}

Amazon Managed Grafana 的条件密钥

Amazon Managed Grafana 定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来按照操作筛选访问权
限

字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对来按操作筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来按操作筛选访问权限 ArrayOfString

Amazon Managed Service for Prometheus 的操作、资源和条件键

Amazon Managed Service for Prometheus（服务前缀：aps）提供以下特定于服务的资源、操作和条
件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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主题

• Amazon Managed Service for Prometheus 定义的操作

• Amazon Managed Service for Prometheus 定义的资源类型

• Amazon Managed Service for Prometheus 的条件键

Amazon Managed Service for Prometheus 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workspace 
*

    CreateAle 
rtManager 
Alerts

授予权限以创建提示 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    CreateAle 
rtManager 
Definition

授予权限以创建提示管理器定
义

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    CreateLog 
gingConfi 
guration

授予创建日志记录配置的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    CreateQue 
ryLogging 
Configuration

授予创建查询日志配置的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

rulegroup 
snamespac 
e*

    CreateRul 
eGroupsNa 
mespace

授予权限以创建规则组命名空
间

写入

  aws:Reque 
stTag/${T 
agKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

cluster*   aps:TagRe 
source

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

eks:Descr 
ibeCluste 
r

iam:Creat 
eServiceL 
inkedRole

workspace 
*

   

 CreateScr 
aper

授予创建爬网程序的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateWor 
kspace

授予创建工作区的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

workspace 
*

    DeleteAle 
rtManager 
Definition

授予权限以删除提示管理器定
义

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    DeleteAle 
rtManager 
Silence

授予权限以删除静默 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    DeleteLog 
gingConfi 
guration

授予删除日志记录配置的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    DeleteQue 
ryLogging 
Configuration

授予删除查询日志配置的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workspace 
*

    DeleteRes 
ourcePolicy

授予删除工作空间资源策略的
权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

rulegroup 
snamespac 
e*

    DeleteRul 
eGroupsNa 
mespace

授予权限以删除规则组命名空
间

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

scraper*     DeleteScr 
aper

授予删除爬网程序的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    DeleteWor 
kspace

授予删除工作区的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    DescribeA 
lertManag 
erDefinition

授予权限以描述提示管理器定
义

读取

  aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workspace 
*

    DescribeL 
oggingCon 
figuration

授予描述日志记录配置的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    DescribeQ 
ueryLoggi 
ngConfigu 
ration

授予描述查询日志配置的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    DescribeR 
esourcePo 
licy

授予描述工作空间资源策略的
权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

rulegroup 
snamespac 
e*

    DescribeR 
uleGroups 
Namespace

授予权限以描述规则组命名空
间

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

scraper*     DescribeS 
craper

授予描述爬网程序的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workspace 
*

    DescribeW 
orkspace

授予权限以描述工作区 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    DescribeW 
orkspaceC 
onfiguration

授予描述工作空间配置的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    GetAlertM 
anagerSil 
ence

授予权限以获取静默 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    GetAlertM 
anagerStatus

授予权限以获取提示管理器当
前状态

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetDefaul 
tScraperC 
onfiguration

授予获取默认爬网程序配置的
权限

读取      

 GetLabels 授予检索 AMP 工作区标签的
权限

Read workspace 
*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    GetMetric 
Metadata

授予检索 AMP 工作区指标元
数据的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    GetSeries 授予检索 AMP 工作区时序数
据的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    ListAlert 
ManagerAl 
ertGroups

授予权限以列出组 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    ListAlert 
ManagerAl 
erts

授予权限以列出提示 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListAlert 
ManagerRe 
ceivers

授予权限以列出接收方 读取 workspace 
*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    ListAlert 
ManagerSi 
lences

授予权限以列出静默 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    ListAlerts 授予权限以列出激活的提示 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    ListRuleG 
roupsName 
spaces

授予权限以列出规则组命名空
间

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    ListRules 授予权限以列出提示和记录规
则

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListScrapers 授予列出爬网程序的权限 列表      
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#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-ListAlerts.html
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#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
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#amazonmanagedserviceforprometheus-workspace
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https://docs.aws.amazon.com/prometheus/latest/APIReference/API_ListRuleGroupsNamespaces.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_ListRuleGroupsNamespaces.html
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-workspace
#amazonmanagedserviceforprometheus-workspace
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-ListRules.html
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rulegroup 
snamespac 
e

   

scraper    

workspace    

 ListTagsF 
orResource

授予权限，以列出 AMP 资源
的标签

读取

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 ListWorks 
paces

授予列出工作区的权限 列表      

workspace 
*

    PutAlertM 
anagerDef 
inition

授予权限以更新提示管理器定
义

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    PutAlertM 
anagerSil 
ences

授予权限以创建或更新静默 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 PutResour 
cePolicy

授予创建和更新工作空间资源
策略的权限

写入 workspace 
*
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#amazonmanagedserviceforprometheus-rulegroupsnamespace
#amazonmanagedserviceforprometheus-rulegroupsnamespace
#amazonmanagedserviceforprometheus-rulegroupsnamespace
#amazonmanagedserviceforprometheus-scraper
#amazonmanagedserviceforprometheus-workspace
#amazonmanagedserviceforprometheus-workspace
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_ListTagsForResource.html
#amazonmanagedserviceforprometheus-aws_TagKeys
#amazonmanagedserviceforprometheus-aws_TagKeys
#amazonmanagedserviceforprometheus-aws_RequestTag___TagKey_
#amazonmanagedserviceforprometheus-aws_RequestTag___TagKey_
#amazonmanagedserviceforprometheus-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_ListWorkspaces.html
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#amazonmanagedserviceforprometheus-workspace
#amazonmanagedserviceforprometheus-workspace
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_PutAlertManagerDefinition.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_PutAlertManagerDefinition.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_PutAlertManagerDefinition.html
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-workspace
#amazonmanagedserviceforprometheus-workspace
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-PutAlertManagerSilences.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-PutAlertManagerSilences.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-PutAlertManagerSilences.html
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_PutResourcePolicy.html
#amazonmanagedserviceforprometheus-workspace
#amazonmanagedserviceforprometheus-workspace
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

rulegroup 
snamespac 
e*

    PutRuleGr 
oupsNames 
pace

授予权限以更新规则组命名空
间

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    QueryMetr 
ics

授予权限以对 AMP 工作区指
标运行查询

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    RemoteWrite 授予执行远程写入操作以启动
将指标流式传输到 AMP 工作
区的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

rulegroup 
snamespac 
e

   

scraper    

 TagResour 
ce

授予标记 AMP 资源的权限 标记

workspace    
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#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-rulegroupsnamespace
#amazonmanagedserviceforprometheus-rulegroupsnamespace
#amazonmanagedserviceforprometheus-rulegroupsnamespace
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_PutRuleGroupsNamespace.html
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#amazonmanagedserviceforprometheus-workspace
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#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-rulegroupsnamespace
#amazonmanagedserviceforprometheus-rulegroupsnamespace
#amazonmanagedserviceforprometheus-rulegroupsnamespace
#amazonmanagedserviceforprometheus-scraper
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_TagResource.html
#amazonmanagedserviceforprometheus-workspace
#amazonmanagedserviceforprometheus-workspace
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

rulegroup 
snamespac 
e

   

scraper    

workspace    

 UntagReso 
urce

授予取消 AMP 资源标记的权
限

标记

  aws:TagKe 
ys

 

workspace 
*

    UpdateLog 
gingConfi 
guration

授予更新日志记录配置的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    UpdateQue 
ryLogging 
Configuration

授予更新查询日志配置的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}
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#amazonmanagedserviceforprometheus-aws_TagKeys
#amazonmanagedserviceforprometheus-aws_TagKeys
#amazonmanagedserviceforprometheus-aws_RequestTag___TagKey_
#amazonmanagedserviceforprometheus-aws_RequestTag___TagKey_
#amazonmanagedserviceforprometheus-aws_RequestTag___TagKey_
#amazonmanagedserviceforprometheus-rulegroupsnamespace
#amazonmanagedserviceforprometheus-rulegroupsnamespace
#amazonmanagedserviceforprometheus-rulegroupsnamespace
#amazonmanagedserviceforprometheus-scraper
#amazonmanagedserviceforprometheus-workspace
#amazonmanagedserviceforprometheus-workspace
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_UntagResource.html
#amazonmanagedserviceforprometheus-aws_TagKeys
#amazonmanagedserviceforprometheus-aws_TagKeys
#amazonmanagedserviceforprometheus-workspace
#amazonmanagedserviceforprometheus-workspace
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_UpdateLoggingConfiguration.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_UpdateLoggingConfiguration.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_UpdateLoggingConfiguration.html
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-workspace
#amazonmanagedserviceforprometheus-workspace
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_UpdateQueryLoggingConfiguration.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_UpdateQueryLoggingConfiguration.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_UpdateQueryLoggingConfiguration.html
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

scraper*   aps:Creat 
eScraper

aps:TagRe 
source

workspace    

 UpdateScr 
aper

授予更新抓取工具的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    UpdateWor 
kspaceAlias

授予修改现有 AMP 工作区别
名的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workspace 
*

    UpdateWor 
kspaceCon 
figuration

授予更新工作空间配置的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon Managed Service for Prometheus 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#amazonmanagedserviceforprometheus-scraper
#amazonmanagedserviceforprometheus-workspace
#amazonmanagedserviceforprometheus-workspace
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_UpdateScraper.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_UpdateScraper.html
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/prometheus/latest/APIReference/API_UpdateWorkspaceAlias.html
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
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#amazonmanagedserviceforprometheus-workspace
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https://docs.aws.amazon.com/prometheus/latest/APIReference/API_UpdateWorkspaceConfiguration.html
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 workspace arn:${Partition}:aps:${Region}:${Acc 
ount}:workspace/${WorkspaceId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

 rulegroup 
snamespace

arn:${Partition}:aps:${Region}:${Acc 
ount}:rulegroupsnamespace/${Workspac 
eId}/${Namespace}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

 scraper arn:${Partition}:aps:${Region}:${Acc 
ount}:scraper/${ScraperId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

 cluster arn:${Partition}:eks:${Region}:${Acc 
ount}:cluster/${ClusterName}

aws:ResourceTag/${ 
TagKey}

Amazon Managed Service for Prometheus 的条件键

Amazon Managed Service for Prometheus 定义了以下可以在 IAM policy 的 Condition 元素中使用
的条件键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条
件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam.html
#amazonmanagedserviceforprometheus-aws_RequestTag___TagKey_
#amazonmanagedserviceforprometheus-aws_RequestTag___TagKey_
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https://docs.aws.amazon.com/eks/latest/userguide/clusters.html
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
#amazonmanagedserviceforprometheus-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选访问 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选访问 ArrayOfString

Amazon Managed Streaming for Apache Kafka 的操作、资源和条件键

Amazon Managed Streaming for Apache Kafka（服务前缀：kafka）提供以下服务特定的资源、操作
和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Managed Streaming for Apache Kafka 定义的操作

• Amazon Managed Streaming for Apache Kafka 定义的资源类型

• Amazon Managed Streaming for Apache Kafka 的条件键

Amazon Managed Streaming for Apache Kafka 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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https://docs.aws.amazon.com/msk/latest/developerguide/
https://docs.aws.amazon.com/msk/1.0/apireference/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchAsso 
ciateScra 
mSecret

授予将一个或多个 Scram 密钥
与 Amazon MSK 集群关联的权
限

Write cluster*   kms:Creat 
eGrant

kms:Retir 
eGrant

 BatchDisa 
ssociateS 
cramSecret

授予取消一个或多个 Scram 密
钥与 Amazon MSK 集群的关联
的权限

Write cluster*   kms:Retir 
eGrant

 CreateClu 
ster

授予创建 MSK 集群的权限 写入 cluster*   ec2:Descr 
ibeSecuri 
tyGroups
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reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

iam:Attac 
hRolePoli 
cy

iam:Creat 
eServiceL 
inkedRole

iam:PutRo 
lePolicy

kms:Creat 
eGrant

kms:Descr 
ibeKey

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateClu 
sterV2

授予创建 MSK 集群的权限 Write cluster*   ec2:Creat 
eTags

ec2:Creat 
eVpcEndpo 
int

ec2:Delet 
eVpcEndpo 
ints

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcAtt 
ribute

ec2:Descr 
ibeVpcEnd 
points

ec2:Descr 
ibeVpcs

iam:Attac 
hRolePoli 
cy
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iam:Creat 
eServiceL 
inkedRole

iam:PutRo 
lePolicy

kms:Creat 
eGrant

kms:Descr 
ibeKey

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
figuration

授予创建 MSK 配置的权限 写入 configura 
tion*
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#amazonmanagedstreamingforapachekafka-aws_RequestTag___TagKey_
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRep 
licator

授予权限以创建 MSK 复制程
序

写入 replicato 
r*

  ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

iam:Attac 
hRolePoli 
cy

iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole

iam:PutRo 
lePolicy

kafka:Des 
cribeClus 
terV2

kafka:Get 
Bootstrap 
Brokers
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateVpc 
Connection

授予创建 MSK VPC 连接的权
限

写入 cluster*   ec2:Creat 
eTags

ec2:Creat 
eVpcEndpo 
int

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcAtt 
ribute

ec2:Descr 
ibeVpcEnd 
points

ec2:Descr 
ibeVpcs

iam:Attac 
hRolePoli 
cy

iam:Creat 
eServiceL 
inkedRole
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iam:PutRo 
lePolicy

vpc-
conne 
ction*

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteClu 
ster

授予删除 MSK 集群的权限 写入 cluster*   ec2:Delet 
eVpcEndpo 
ints

ec2:Descr 
ibeVpcAtt 
ribute

ec2:Descr 
ibeVpcEnd 
points

 DeleteClu 
sterPolicy

授予权限以删除集群基于资源
的策略

写入 cluster*    

 DeleteCon 
figuration

授予删除指定 MSK 配置的权
限

写入 configura 
tion*

   

 DeleteRep 
licator

授予权限以删除 MSK 复制程
序

写入 replicato 
r*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteVpc 
Connection

授予删除 MSK VPC 连接的权
限

写入 vpc-
conne 
ction*

  ec2:Delet 
eVpcEndpo 
ints

ec2:Descr 
ibeVpcEnd 
points

 DescribeC 
luster

授予描述 MSK 集群的权限 Read cluster*    

 DescribeC 
lusterOpe 
ration

授予描述给定 ARN 指定的集群
操作的权限

读取      

 DescribeC 
lusterOpe 
rationV2

授予描述给定 ARN 指定的集群
操作的权限

读取      

 DescribeC 
lusterV2

授予描述 MSK 集群的权限 读取 cluster*    

 DescribeC 
onfiguration

授予描述 MSK 配置的权限 Read configura 
tion*

   

 DescribeC 
onfigurat 
ionRevision

授予描述 MSK 配置修订的权
限

读取 configura 
tion*

   

 DescribeR 
eplicator

授予权限以描述 MSK 复制程
序

读取 replicato 
r*

   

 DescribeV 
pcConnection

授予描述 MSK VPC 连接的权
限

读取 vpc-
conne 
ction*
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https://docs.aws.amazon.com/msk/1.0/apireference/configurations-arn-revisions-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/msk/1.0/apireference/configurations-arn-revisions-revision.html#DescribeConfigurationRevision
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetBootst 
rapBrokers

授予获取 MSK 集群中的代理
的连接详细信息的权限

读取      

 GetCluste 
rPolicy

授予描述集群基于资源的策略
的权限

读取 cluster*    

 GetCompat 
ibleKafka 
Versions

授予获取可将 MSK 集群更新
到其中的 Apache Kafka 版本
列表的权限

列表      

 ListClien 
tVpcConne 
ctions

授予列出为某相集群创建的所
有 MSK VPC 连接的权限

列表 cluster*    

 ListClust 
erOperations

授予权限以返回已在指定 MSK 
集群上执行的所有操作列表

列表 cluster*    

 ListClust 
erOperati 
onsV2

授予权限以返回已在指定 MSK 
集群上执行的所有操作列表

List cluster*    

 ListClusters 授予列出此账户中所有 MSK 
集群的权限

列表      

 ListClust 
ersV2

授予列出此账户中所有 MSK 
集群的权限

List      

 ListConfi 
gurationR 
evisions

授予列出此账户中 MSK 配置
的所有修订的权限

List configura 
tion*

   

 ListConfi 
gurations

授予列出此账户中所有 MSK 
配置的权限

List      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListKafka 
Versions

授予列出 Amazon MSK 支持的
所有 Apache Kafka 版本的权
限

List      

 ListNodes 授予列出 MSK 集群中代理的
权限

列表 cluster*    

 ListRepli 
cators

授予权限以列出此账户中所有 
MSK 复制程序

列表      

 ListScram 
Secrets

授予列出与 Amazon MSK 集群
关联的 Scram 密钥的权限

List cluster*    

 ListTagsF 
orResource

授予列出 MSK 资源的标签的
权限

读取 cluster*    

 ListVpcCo 
nnections

授予列出此账户使用的所有 
MSK VPC 连接的权限

列表      

 PutCluste 
rPolicy

授予权限以创建或更新集群的
基于资源的策略

写入 cluster*    

 RebootBro 
ker

授予重启代理的权限 写入 cluster*    

cluster*     RejectCli 
entVpcCon 
nection

授予拒绝 MSK VPC 连接的权
限

写入

vpc-
conne 
ction*

   

 TagResour 
ce

授予标记 MSK 资源的权限 Tagging cluster    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

vpc-
conne 
ction

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

cluster    

vpc-
conne 
ction

   

 UntagReso 
urce

授予从 MSK 资源中删除标签
的权限

Tagging

  aws:TagKe 
ys

 

 UpdateBro 
kerCount

授予权限以更新 MSK 集群代
理数量

Write cluster*    

 UpdateBro 
kerStorage

授予权限以更新 MSK 集群代
理的存储大小

Write cluster*    

 UpdateBro 
kerType

授予权限以更新 Amazon MSK 
集群的代理类型

Write cluster*    

cluster*     UpdateClu 
sterConfi 
guration

授予更新 MSK 集群配置的权
限

Write

configura 
tion*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateClu 
sterKafka 
Version

授予将 MSK 集群更新到指定 
Apache Kafka 版本的权限

Write cluster*    

 UpdateCon 
figuration

授予创建新修订版 MSK 配置
的权限

写入 configura 
tion*

   

cluster*   ec2:Descr 
ibeRouteT 
ables

ec2:Descr 
ibeSubnet 
s

 UpdateCon 
nectivity

授予更新 MSK 集群连接性设
置的权限

写入

  kafka:pub 
licAccess 
Enabled

 

 UpdateMon 
itoring

授予更新 MSK 集群监控设置
的权限

写入 cluster*    

 UpdateRep 
licationInfo

授予权限以更新 MSK 复制程
序的复制信息

写入 replicato 
r*

   

 UpdateSec 
urity

授予更新 MSK 集群安全设置
的权限

写入 cluster*   kms:Retir 
eGrant

 UpdateSto 
rage

授予更新与 MSK 代理关联的 
EBS 存储（大小或预置吞吐
量）或将集群存储模式设置为 
TIERED 的权限

写入 cluster*    
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-version.html#UpdateClusterKafkaVersion
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-version.html#UpdateClusterKafkaVersion
#amazonmanagedstreamingforapachekafka-cluster
https://docs.aws.amazon.com/msk/1.0/apireference/configurations-arn.html#UpdateConfiguration
https://docs.aws.amazon.com/msk/1.0/apireference/configurations-arn.html#UpdateConfiguration
#amazonmanagedstreamingforapachekafka-configuration
#amazonmanagedstreamingforapachekafka-configuration
#amazonmanagedstreamingforapachekafka-cluster
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-connectivity.html#UpdateConnectivity
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-connectivity.html#UpdateConnectivity
#amazonmanagedstreamingforapachekafka-kafka_publicAccessEnabled
#amazonmanagedstreamingforapachekafka-kafka_publicAccessEnabled
#amazonmanagedstreamingforapachekafka-kafka_publicAccessEnabled
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-monitoring.html#UpdateMonitoring
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-monitoring.html#UpdateMonitoring
#amazonmanagedstreamingforapachekafka-cluster
https://docs.aws.amazon.com/msk/latest/developerguide/v1-replicators.html#UpdateReplicationInfo
https://docs.aws.amazon.com/msk/latest/developerguide/v1-replicators.html#UpdateReplicationInfo
#amazonmanagedstreamingforapachekafka-replicator
#amazonmanagedstreamingforapachekafka-replicator
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-security.html#UpdateSecurity
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-security.html#UpdateSecurity
#amazonmanagedstreamingforapachekafka-cluster
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-storage.html#UpdateStorage
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-storage.html#UpdateStorage
#amazonmanagedstreamingforapachekafka-cluster
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Amazon Managed Streaming for Apache Kafka 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 cluster arn:${Partition}:kafka:${Region}:${A 
ccount}:cluster/${ClusterName}/${Uui 
d}

aws:ResourceTag/${ 
TagKey}

 configuration arn:${Partition}:kafka:${Region}:${A 
ccount}:configuration/${Configuratio 
nName}/${Uuid}

 

 vpc-conne 
ction

arn:${Partition}:kafka:${Region}:${V 
pcOwnerAccount}:vpc-connection/${Clu 
sterOwnerAccount}/${ClusterName}/${U 
uid}

aws:ResourceTag/${ 
TagKey}

 replicator arn:${Partition}:kafka:${Region}:${A 
ccount}:replicator/${ReplicatorName} 
/${Uuid}

aws:ResourceTag/${ 
TagKey}

 topic arn:${Partition}:kafka:${Region}:${A 
ccount}:topic/${ClusterName}/${Clust 
erUuid}/${TopicName}

 

 group arn:${Partition}:kafka:${Region}:${A 
ccount}:group/${ClusterName}/${Clust 
erUuid}/${GroupName}

 

 transacti 
onal-id

arn:${Partition}:kafka:${Region}:${A 
ccount}:transactional-id/${ClusterNa 
me}/${ClusterUuid}/${TransactionalId 
}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html
#amazonmanagedstreamingforapachekafka-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforapachekafka-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/msk/1.0/apireference/configurations-arn.html
https://docs.aws.amazon.com/msk/1.0/apireference/vpc-connections-arn.html
https://docs.aws.amazon.com/msk/1.0/apireference/vpc-connections-arn.html
#amazonmanagedstreamingforapachekafka-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforapachekafka-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/msk/latest/developerguide/v1-replicators.html
#amazonmanagedstreamingforapachekafka-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforapachekafka-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/msk/latest/developerguide/iam-access-control.html#msk-iam-resources
https://docs.aws.amazon.com/msk/latest/developerguide/iam-access-control.html#msk-iam-resources
https://docs.aws.amazon.com/msk/latest/developerguide/iam-access-control.html#msk-iam-resources
https://docs.aws.amazon.com/msk/latest/developerguide/iam-access-control.html#msk-iam-resources
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Amazon Managed Streaming for Apache Kafka 的条件键

Amazon Managed Streaming for Apache Kafka 定义以下可以在 IAM policy 的 Condition 元素中使
用的条件键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参
阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 kafka:pub 
licAccess 
Enabled

根据在请求中是否启用了公有访问来筛选访问权限 布尔型

Amazon Managed Streaming for Kafka Connect 的操作、资源和条件键

Amazon Managed Streaming for Kafka Connect（服务前缀：kafkaconnect）提供以下服务特定的
资源、操作和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Managed Streaming for Kafka Connect 定义的操作

• Amazon Managed Streaming for Kafka Connect 定义的资源类型
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_apachekafkaapisforamazonmskclusters.html#apachekafkaapisforamazonmskclusters-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_apachekafkaapisforamazonmskclusters.html#apachekafkaapisforamazonmskclusters-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_apachekafkaapisforamazonmskclusters.html#apachekafkaapisforamazonmskclusters-policy-keys
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect.html
https://docs.aws.amazon.com/MSKC/latest/mskc/
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect.html
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• Amazon Managed Streaming for Kafka Connect 的条件键

Amazon Managed Streaming for Kafka Connect 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
nector

授予创建 MSK Connect 连接
器的权限

写入     ec2:Creat 
eNetworkI 
nterface
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/MSKC/latest/mskc/API_CreateConnector.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_CreateConnector.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

firehose: 
TagDelive 
ryStream

iam:Attac 
hRolePoli 
cy

iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole

iam:PutRo 
lePolicy

logs:Crea 
teLogDeli 
very

logs:Desc 
ribeLogGr 
oups
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

logs:Desc 
ribeResou 
rcePolici 
es

logs:GetL 
ogDeliver 
y

logs:List 
LogDelive 
ries

logs:PutR 
esourcePo 
licy

s3:GetBuc 
ketPolicy

s3:PutBuc 
ketPolicy

 CreateCus 
tomPlugin

授予创建 MSK Connect 自定
义插件的权限

写入     s3:GetObj 
ect

 CreateWor 
kerConfig 
uration

授予创建 MSK Connect 工作
程序配置的权限

写入      
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https://docs.aws.amazon.com/MSKC/latest/mskc/API_CreateCustomPlugin.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_CreateCustomPlugin.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_CreateWorkerConfiguration.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_CreateWorkerConfiguration.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_CreateWorkerConfiguration.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteCon 
nector

授予删除 MSK Connect 连接
器的权限

写入 connector 
*

  logs:Dele 
teLogDeli 
very

logs:List 
LogDelive 
ries

 DeleteCus 
tomPlugin

授予删除 MSK Connect 自定
义插件的权限

写入 custom 
plugin*

   

 DeleteWor 
kerConfig 
uration

授予权限以描述 MSK Connect 
工作程序配置

写入 worker 
configura 
tion*

   

 DescribeC 
onnector

授予描述 MSK Connect 连接
器的权限

读取 connector 
*

   

 DescribeC 
onnectorO 
peration

授予描述 MSK Connect 连接
器操作的权限

读取 connector 
operation 
*

   

 DescribeC 
ustomPlugin

授予描述 MSK Connect 自定
义插件的权限

读取 custom 
plugin*

   

 DescribeW 
orkerConf 
iguration

授予描述 MSK Connect 工作
程序配置的权限

读取 worker 
configura 
tion*

   

 ListConne 
ctorOpera 
tions

授予列出给定 MSK Connect 
连接器所有操作的权限

读取 connector 
*

   

 ListConne 
ctors

授予列出此账户中所有 MSK 
Connect 连接器的权限

读取      
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https://docs.aws.amazon.com/MSKC/latest/mskc/API_DeleteConnector.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DeleteConnector.html
#amazonmanagedstreamingforkafkaconnect-connector
#amazonmanagedstreamingforkafkaconnect-connector
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DeleteCustomPlugin.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DeleteCustomPlugin.html
#amazonmanagedstreamingforkafkaconnect-customplugin
#amazonmanagedstreamingforkafkaconnect-customplugin
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DeleteWorkerConfiguration.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DeleteWorkerConfiguration.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DeleteWorkerConfiguration.html
#amazonmanagedstreamingforkafkaconnect-workerconfiguration
#amazonmanagedstreamingforkafkaconnect-workerconfiguration
#amazonmanagedstreamingforkafkaconnect-workerconfiguration
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DescribeConnector.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DescribeConnector.html
#amazonmanagedstreamingforkafkaconnect-connector
#amazonmanagedstreamingforkafkaconnect-connector
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DescribeConnectorOperation.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DescribeConnectorOperation.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DescribeConnectorOperation.html
#amazonmanagedstreamingforkafkaconnect-connectoroperation
#amazonmanagedstreamingforkafkaconnect-connectoroperation
#amazonmanagedstreamingforkafkaconnect-connectoroperation
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DescribeCustomPlugin.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DescribeCustomPlugin.html
#amazonmanagedstreamingforkafkaconnect-customplugin
#amazonmanagedstreamingforkafkaconnect-customplugin
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DescribeWorkerConfiguration.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DescribeWorkerConfiguration.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_DescribeWorkerConfiguration.html
#amazonmanagedstreamingforkafkaconnect-workerconfiguration
#amazonmanagedstreamingforkafkaconnect-workerconfiguration
#amazonmanagedstreamingforkafkaconnect-workerconfiguration
https://docs.aws.amazon.com/MSKC/latest/mskc/API_ListConnectorOperations.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_ListConnectorOperations.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_ListConnectorOperations.html
#amazonmanagedstreamingforkafkaconnect-connector
#amazonmanagedstreamingforkafkaconnect-connector
https://docs.aws.amazon.com/MSKC/latest/mskc/API_ListConnectors.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_ListConnectors.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListCusto 
mPlugins

授予列出此账户中所有 MSK 
Connect 自定义插件的权限

读取      

connector aws:Resou 
rceTag/${ 
TagKey}

 

custom 
plugin

aws:Resou 
rceTag/${ 
TagKey}

 

 ListTagsF 
orResource

授予权限以列出 MSK Connect 
资源的标签

读取

worker 
configura 
tion

aws:Resou 
rceTag/${ 
TagKey}

 

 ListWorke 
rConfigur 
ations

授予列出此账户中所有 MSK 
Connect 工作程序配置的权限

读取      

 TagResour 
ce

授予权限以标记 Amazon 
Connect 资源

标记 connector aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/MSKC/latest/mskc/API_ListCustomPlugins.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_ListCustomPlugins.html
#amazonmanagedstreamingforkafkaconnect-connector
#amazonmanagedstreamingforkafkaconnect-connector
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-customplugin
#amazonmanagedstreamingforkafkaconnect-customplugin
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/MSKC/latest/mskc/API_ListTagsForResource.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_ListTagsForResource.html
#amazonmanagedstreamingforkafkaconnect-workerconfiguration
#amazonmanagedstreamingforkafkaconnect-workerconfiguration
#amazonmanagedstreamingforkafkaconnect-workerconfiguration
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/MSKC/latest/mskc/API_ListWorkerConfigurations.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_ListWorkerConfigurations.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_ListWorkerConfigurations.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_TagResource.html
https://docs.aws.amazon.com/MSKC/latest/mskc/API_TagResource.html
#amazonmanagedstreamingforkafkaconnect-connector
#amazonmanagedstreamingforkafkaconnect-connector
#amazonmanagedstreamingforkafkaconnect-aws_TagKeys
#amazonmanagedstreamingforkafkaconnect-aws_TagKeys
#amazonmanagedstreamingforkafkaconnect-aws_RequestTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_RequestTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_RequestTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

custom 
plugin

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

worker 
configura 
tion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

connector aws:TagKe 
ys

  UntagReso 
urce

授予权限以从 MSK Connect 
资源中移除标签

标记

custom 
plugin

aws:TagKe 
ys
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#amazonmanagedstreamingforkafkaconnect-customplugin
#amazonmanagedstreamingforkafkaconnect-customplugin
#amazonmanagedstreamingforkafkaconnect-aws_TagKeys
#amazonmanagedstreamingforkafkaconnect-aws_TagKeys
#amazonmanagedstreamingforkafkaconnect-aws_RequestTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_RequestTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_RequestTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-workerconfiguration
#amazonmanagedstreamingforkafkaconnect-workerconfiguration
#amazonmanagedstreamingforkafkaconnect-workerconfiguration
#amazonmanagedstreamingforkafkaconnect-aws_TagKeys
#amazonmanagedstreamingforkafkaconnect-aws_TagKeys
#amazonmanagedstreamingforkafkaconnect-aws_RequestTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_RequestTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_RequestTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_ResourceTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_RequestTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_RequestTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_RequestTag___TagKey_
#amazonmanagedstreamingforkafkaconnect-aws_TagKeys
#amazonmanagedstreamingforkafkaconnect-aws_TagKeys
#amazonmanagedstreamingforkafkaconnect-connector
#amazonmanagedstreamingforkafkaconnect-connector
#amazonmanagedstreamingforkafkaconnect-aws_TagKeys
#amazonmanagedstreamingforkafkaconnect-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

worker 
configura 
tion

aws:TagKe 
ys

 

  aws:TagKe 
ys

 

 UpdateCon 
nector

授予更新 MSK Connect 连接
器的权限

写入 connector 
*

   

Amazon Managed Streaming for Kafka Connect 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 connector arn:${Partition}:kafkaconnect:${Regi 
on}:${Account}:connector/${Connector 
Name}/${UUID}

aws:ResourceTag/${ 
TagKey}

 custom 
plugin

arn:${Partition}:kafkaconnect:${Regi 
on}:${Account}:custom-plugin/${Custo 
mPluginName}/${UUID}

aws:ResourceTag/${ 
TagKey}

 worker 
configuration

arn:${Partition}:kafkaconnect:${Regi 
on}:${Account}:worker-configuration/ 
${WorkerConfigurationName}/${UUID}

aws:ResourceTag/${ 
TagKey}

 connector 
operation

arn:${Partition}:kafkaconnect:${Regi 
on}:${Account}:connector-operation/$ 

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

{ConnectorName}/${ConnectorUUID}/${U 
UID}

Amazon Managed Streaming for Kafka Connect 的条件键

Amazon Managed Streaming for Kafka Connect 定义以下可以在 IAM 策略的 Condition 元素中使用
的条件键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条
件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

Amazon Managed Workflows for Apache Airflow 的操作、资源和条件键

Amazon Managed Workflows for Apache Airflow（服务前缀：airflow）提供以下服务特定的资源、
操作和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Managed Workflows for Apache Airflow 定义的操作
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• Amazon Managed Workflows for Apache Airflow 定义的资源类型

• Amazon Managed Workflows for Apache Airflow 的条件键

Amazon Managed Workflows for Apache Airflow 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCli 
Token

授予创建允许用户通过 Apache 
Airflow Webserver 上的终端节

Write environme 
nt*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

点调用 Airflow CLI 短期令牌的
权限

environme 
nt*

    CreateEnv 
ironment

授予创建 Amazon MWAA 环境
的权限

Write

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateWeb 
LoginToken

授予创建允许用户登录 Apache 
Airflow Web UI 的短期令牌的
权限

Write rbac-role 
*

   

environme 
nt*

    DeleteEnv 
ironment

授予删除 Amazon MWAA 环境
的权限

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

environme 
nt*

    GetEnviro 
nment

授予查看 Amazon MWAA 环境
的详细信息的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 InvokeRes 
tApi

授予权限以通过 Apache 
Airflow Webserver 上的端点调
用 Airflow REST API

写入 rbac-role 
*

   

 ListEnvir 
onments

授予列出账户中 Amazon 
MWAA 环境的权限

List      

environme 
nt

    ListTagsF 
orResource

授予列出 Amazon MWAA 环境
标签的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 PublishMe 
trics

授予发布 Amazon MWAA 环境
指标的权限

Write environme 
nt*

   

environme 
nt

    TagResour 
ce

授予标记 Amazon MWAA 环境
的权限

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 UntagReso 
urce

授予取消标记 Amazon MWAA 
环境的权限

Tagging environme 
nt
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

environme 
nt*

    UpdateEnv 
ironment

授予修改 Amazon MWAA 环境
的权限

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon Managed Workflows for Apache Airflow 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 environment arn:${Partition}:airflow:${Region}:$ 
{Account}:environment/${EnvironmentN 
ame}

 

 rbac-role arn:${Partition}:airflow:${Region}:$ 
{Account}:role/${EnvironmentName}/${ 
RoleName}
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Amazon Managed Workflows for Apache Airflow 的条件键

Amazon Managed Workflows for Apache Airflow 定义以下可以在 IAM policy 的 Condition 元素中使
用的条件键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参
阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString

AWS Marketplace的操作、资源和条件键

AWS Marketplace （服务前缀:aws-marketplace）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Marketplace定义的操作

• AWS Marketplace定义的资源类型

• AWS Marketplace的条件键
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AWS Marketplace定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptAgr 
eementApp 
rovalRequest

授予用户批准传入订阅请求
（针对提供的产品需要订阅验
证的提供商）的权限

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptAgr 
eementReq 
uest

授予用户权限，以接受其协议
请求。请注意，此操作不适用
于 Marketplace 购买

写入      

 CancelAgr 
eement

授予用户权限，以取消其协
议。请注意，此操作不适用于 
Marketplace 购买

写入      

 CancelAgr 
eementReq 
uest

授予用户针对需要订阅验证的
产品，取消待处理的订阅请求
的权限

写入      

 CreateAgr 
eementReq 
uest

授予用户权限，以创建协议请
求。请注意，此操作不适用于 
Marketplace 购买

写入      

 DescribeA 
greement

授予用户描述协议相关元数据
的权限

读取      

 GetAgreem 
entApprov 
alRequest

授予用户查看其传入订阅请求
（针对提供的产品需要订阅验
证的提供商）的详细信息的权
限。

读取      

 GetAgreem 
entEntitl 
ements

向用户授予查看与协议关联的
权利的权限

读取      

 GetAgreem 
entRequest

授权用户针对需要订阅验证的
数据产品，查看其订阅请求的
详细信息的权限。

读取      

 GetAgreem 
entTerms

授予用户获取协议条款列表的
权限

列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAgree 
mentAppro 
valRequests

授予用户列出其传入订阅请求
（针对提供的产品需要订阅验
证的提供商）的权限

列表      

 ListAgree 
mentCharges

向用户授予查看与其协议相关
的费用的权限

列表      

 ListAgree 
mentReque 
sts

授予用户针对需要订阅验证的
产品，列出其订阅请求的权限

列表      

 ListEntit 
lementDetails

授予用户查看与协议相关的权
利详细信息的权限。请注意，
此操作不适用于 Marketplace 
购买

读取      

 RejectAgr 
eementApp 
rovalRequest

授予用户拒绝传入订阅请求
（针对提供的产品需要订阅验
证的提供商）的权限

写入      

 SearchAgr 
eements

授予用户搜索其协议的权限 列表      

 Subscribe 向用户授予订阅 AWS 
Marketplace 产品的权限。包
括为需要订阅验证的产品发送
订阅请求的功能。包括为现有
订阅启用自动续订的功能

写入      

 Unsubscribe 向用户授予删除 AWS 
Marketplace 产品订阅的权
限。包括为现有订阅禁用自动
续订的功能

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAgr 
eementApp 
rovalRequest

授予用户对传入的订阅请求进
行更改，包括删除潜在订阅者
信息的功能（针对提供的产品
需要订阅验证的提供商）的权
限

写入      

 UpdatePur 
chaseOrders

向用户授予更新与其协议相关
的费用的采购订单的权限

写入      

 ViewSubsc 
riptions

授予用户查看其账户订阅的权
限

列表      

AWS Marketplace定义的资源类型

AWS Marketplace 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS 
Marketplace的访问权限，请在策略中指定 "Resource": "*"。

AWS Marketplace的条件键

AWS Marketplace 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws-marke 
tplace:Ag 
reementType

按协议的类型筛选访问权限 ArrayOfString

 aws-marke 
tplace:PartyType

按协议的参与方类型筛选访问权限 字符串
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条件键 描述 类型

 aws-marke 
tplace:ProductId

按产品编号筛选基岩产品的访问权限。 AWS Marketplace 
RedHat OpenShift 注意：使用此条件密钥不会限制对以下
产品的访问 AWS Marketplace

ArrayOfString

AWS Marketplace Catalog 的操作、资源和条件键

AWS Marketplace Catalog（服务前缀:aws-marketplace）提供以下特定于服务的资源、操作和条件
上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Marketplace Catalog 定义的操作

• AWS Marketplace Catalog 定义的资源类型

• AWS Marketplace Catalog 的条件键

AWS Marketplace Catalog 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelCha 
ngeSet

授予权限以取消正在运行的更
改集

写入 ChangeSet 
*

   

 DeleteRes 
ourcePolicy

授予权限以删除现有实体的资
源策略

权限管理 Entity*    

 DescribeA 
ssessment

授予权限以返回现有评测的详
细信息

读取      

 DescribeC 
hangeSet

授予权限以返回现有更改集的
详细信息

读取 ChangeSet 
*

   

 DescribeE 
ntity

授予权限以返回现有实体的详
细信息

读取 Entity*    

 GetResour 
cePolicy

授予权限以获取现有实体的资
源策略

读取 Entity*    

 ListAsses 
sments

授予权限以列出现有评测 列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListChang 
eSets

授予权限以列出现有更改集 列表      

 ListEntities 授予列出现有实体的权限 列表      

ChangeSet     ListTagsF 
orResource

授予权限以列出现有实体或更
改集中的标签

读取

Entity    

 PutResour 
cePolicy

授予将资源策略附加到现有实
体的权限

权限管理 Entity*    

Entity*     StartChan 
geSet

授予请求新更改集的权限（注
意：此操作的资源级权限和此
操作的条件上下文密钥仅在与 
Catalog API 一起使用时受支
持，与 AWS Marketplace 管理
门户一起使用时不支持）

写入

  catalog:C 
hangeType

aws-
marke 
tplace:In 
tent

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

ChangeSet     TagResour 
ce

授予权限以标记现有实体或更
改集

标记

Entity    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

ChangeSet    

Entity    

 UntagReso 
urce

授予权限以取消标记现有实体
或更改集

标记

  aws:TagKe 
ys

 

AWS Marketplace Catalog 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Entity arn:${Partition}:aws-marketplace:${R 
egion}:${Account}:${Catalog}/${Entit 
yType}/${ResourceId}

aws:ResourceTag/${ 
TagKey}

catalog:ChangeType

 ChangeSet arn:${Partition}:aws-marketplace:${R 
egion}:${Account}:${Catalog}/ChangeS 
et/${ResourceId}

aws:ResourceTag/${ 
TagKey}

catalog:ChangeType
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AWS Marketplace Catalog 的条件键

AWS Marketplace Catalog 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws-marke 
tplace:Intent

按 StartChangeSet 请求中的 Intent 参数筛选访问权限 字符串

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 catalog:C 
hangeType

按 StartChangeSet 请求中的更改类型筛选访问权限 字符串

AWS Marketplace Commerce Analytics Service 的操作、资源和条件键

AWS Marketplace Commerce Analytics Service（服务前缀:marketplacecommerceanalytics）
提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

主题

• AWS Marketplace Commerce Analytics Service 定义的操作

• AWS Marketplace Commerce Analytics Service 定义的资源类型

• AWS Marketplace Commerce Analytics Service 的条件键
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AWS Marketplace Commerce Analytics Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GenerateD 
ataSet

请求将数据集发布到您的 
Amazon S3 存储桶。

Write      

 StartSupp 
ortDataExport

请求将支持数据集发布到您的 
Amazon S3 存储桶。

Write      
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AWS Marketplace Commerce Analytics Service 定义的资源类型

AWS Marketplace 商务分析服务不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许访
问 AWS Marketplace Commerce Analytics Service，请在策略中指定 "Resource": "*"。

AWS Marketplace Commerce Analytics Service 的条件键

CAS 没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的全局
上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Marketplace Deployment Service 的操作、资源和条件键

AWS Marketplace 部署服务（服务前缀:aws-marketplace）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Marketplace Deployment Service 定义的操作

• AWS Marketplace Deployment Service 定义的资源类型

• AWS Marketplace Deployment Service 的条件键

AWS Marketplace Deployment Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Deploymen 
tParamete 
r

    ListTagsF 
orResource

授予列出部署参数资源标签的
权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 PutDeploy 
mentParam 
eter

授予创建或更新部署参数资源
的权限

写入 Deploymen 
tParamete 
r*

aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws-
marke 
tplace:Ta 
gResource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Deploymen 
tParamete 
r*

aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

  TagResour 
ce

授予标记部署参数资源的权限 标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Deploymen 
tParamete 
r*

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

  UntagReso 
urce

授予取消标记部署参数资源的
权限

标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

AWS Marketplace Deployment Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Deploymen 
tParameter

arn:${Partition}:aws-marketplace:${R 
egion}:${Account}:DeploymentParamete 
r:catalogs/${CatalogName}/products/$ 
{ProductId}/${ResourceId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys
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AWS Marketplace Deployment Service 的条件键

AWS Marketplace 部署服务定义了以下条件密钥，这些条件键可用于 IAM 策略的Condition元素。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Marketplace Discovery 的操作、资源和条件键

AWS Marketplace Discovery（服务前缀:aws-marketplace）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Marketplace Discovery 定义的操作

• AWS Marketplace Discovery 定义的资源类型

• AWS Marketplace Discovery 的条件键
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AWS Marketplace Discovery 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPriva 
teListings

授予用户发布专属优惠的权限 列表      
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AWS Marketplace Discovery 定义的资源类型

AWS Marketplace Discovery 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 
AWS Marketplace Discovery 的访问权限，请在策略中指定 "Resource": "*"。

AWS Marketplace Discovery 的条件键

Marketplace Discovery 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所
有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Marketplace Entitlement Service 的操作、资源和条件键

AWS Marketplace 授权服务（服务前缀:aws-marketplace）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Marketplace Entitlement Service 定义的操作

• AWS Marketplace Entitlement Service 定义的资源类型

• AWS Marketplace Entitlement Service 的条件键

AWS Marketplace Entitlement Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetEntitl 
ements

授予权限以检索给定产品权利
值。可以根据客户标识符或产
品维度来筛选结果

Read      

AWS Marketplace Entitlement Service 定义的资源类型

AWS Marketplace 授权服务不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 
AWS Marketplace Entitlement Service 的访问权限，请在策略中指定 "Resource": "*"。

AWS Marketplace Entitlement Service 的条件键

Marketplace Entitlement 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所
有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Marketplace Image Building Service 的操作、资源和条件键

AWS Marketplace Image Building Service（服务前缀:aws-marketplace）提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

AWS Marketplace 图像构建服务 2776

reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/marketplaceentitlement/latest/APIReference/API_GetEntitlements.html
https://docs.aws.amazon.com/marketplaceentitlement/latest/APIReference/API_GetEntitlements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html


服务授权参考 服务授权参考

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Marketplace Image Building Service 定义的操作

• AWS Marketplace Image Building Service 定义的资源类型

• AWS Marketplace Image Building Service 的条件键

AWS Marketplace Image Building Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeB 
uilds [仅权限]

描述由构建 ID 标识的映像构建 Read      

 ListBuilds [仅
权限]

列出映像构建。 Read      

 StartBuild [仅
权限]

启动映像构建 Write      

AWS Marketplace Image Building Service 定义的资源类型

AWS Marketplace 图像生成服务不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 
AWS Marketplace Image Building Service 的访问权限，请在策略中指定 "Resource": "*"。

AWS Marketplace Image Building Service 的条件键

Marketplace Image Building Service 没有可以在策略语句的 Condition 元素中使用的服务特定上下
文键。有关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Marketplace Management Portal 的操作、资源和条件键

AWS Marketplace 管理门户（服务前缀:aws-marketplace-management）提供以下特定于服务的
资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Marketplace Management Portal 定义的操作
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• AWS Marketplace Management Portal 定义的资源类型

• AWS Marketplace Management Portal 的条件键

AWS Marketplace Management Portal 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAdditi 
onalSelle 

授予查看其他卖家通知收件人
的权限

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rNotifica 
tionRecip 
ients [仅权限]

 GetBankAc 
countVeri 
ficationD 
etails [仅权限]

授予查看银行账户验证状态的
权限

读取      

 GetSecond 
aryUserVe 
rificatio 
nDetails [仅权
限]

授予查看辅助用户账户验证状
态的权限

读取      

 GetSeller 
Verificat 
ionDetails [仅
权限]

授予查看账户验证状态的权限 读取      

 PutAdditi 
onalSelle 
rNotifica 
tionRecip 
ients [仅权限]

授予更新其他卖家通知收件人
的权限

写入      

 PutBankAc 
countVeri 
ficationD 
etails [仅权限]

授予更新银行账户验证状态的
权限

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutSecond 
aryUserVe 
rificatio 
nDetails [仅权
限]

授予更新辅助用户账户验证状
态的权限

写入      

 PutSeller 
Verificat 
ionDetails [仅
权限]

授予更新账户验证状态的权限 写入      

 uploadFiles
[仅权限]

允许访问 AWS Marketplace 管
理门户中的 “文件上传” 页面

写入      

 viewMarke 
ting [仅权限]

允许访问 AWS Marketplace 管
理门户中的 “营销” 页面

列表      

 viewReports
[仅权限]

允许访问 AWS Marketplace 管
理门户内部的 “报告” 页面

列表      

 viewSettings
[仅权限]

允许访问 AWS Marketplace 管
理门户中的 “设置” 页面

列表      

 viewSupport
[仅权限]

允许访问 AWS Marketplace 管
理门户中的 Customer Support 
资格页面

列表      

AWS Marketplace Management Portal 定义的资源类型

AWS Marketplace 管理门户网站不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 
AWS Marketplace Management Portal 的访问权限，请在策略中指定 "Resource": "*"。
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AWS Marketplace Management Portal 的条件键

Marketplace Portal 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服
务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Marketplace Metering Service 的操作、资源和条件键

AWS Marketplace 计量服务（服务前缀:aws-marketplace）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Marketplace Metering Service 定义的操作

• AWS Marketplace Metering Service 定义的资源类型

• AWS Marketplace Metering Service 的条件键

AWS Marketplace Metering Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchMete 
rUsage

授予为 SaaS 应用程序发布一
组客户的计量记录的权限

Write      

 MeterUsage 授予发出计量记录的权限 写入      

 RegisterU 
sage

授予权限以验证运行您的付费
软件的客户是否已订阅您的产
品 AWS Marketplace，从而使
您能够防范未经授权的使用。
计量每个 ECS 任务每小时使用
软件的情况，以将用量按比例
分配到秒。

写入      

 ResolveCu 
stomer

授予解析注册令牌以获取 
CustomerIdentifier 和产品代码
的权限

写入      

AWS Marketplace Metering Service 定义的资源类型

AWS Marketplace 计量服务不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 
AWS Marketplace Metering Service 的访问权限，请在策略中指定 "Resource": "*"。
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reference_policies_actions-resources-contextkeys.html#actions_table
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AWS Marketplace Metering Service 的条件键

Marketplace Metering 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有
服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Marketplace Private Marketplace 的操作、资源和条件键

AWS Marketplace Private Marketplace（服务前缀:aws-marketplace）提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Marketplace Private Marketplace 定义的操作

• AWS Marketplace Private Marketplace 定义的资源类型

• AWS Marketplace Private Marketplace 的条件键

AWS Marketplace Private Marketplace 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
ProductsW 
ithPrivat 
eMarketplace
[仅权限]

授予为要关联到 Private 
Marketplace 的某个产品批准
请求的权限。 AWS 组织中的
任何账户都可以执行此操作，
前提是该用户有权执行此操
作，并且该组织的服务控制策
略允许这样做

写入      

 CreatePri 
vateMarke 
tplaceReq 
uests [仅权
限]

授予权限以为要与 Private 
Marketplace 关联的一个或多
个产品创建新请求。 AWS 组
织中的任何账户都可以执行此
操作，前提是该用户有权执行 
此操作，并且该组织的服务控
制策略允许这样做

写入      

 DescribeP 
rivateMar 
ketplaceR 
equests [仅权
限]

授予权限以描述 Private 
Marketplace 中的请求和相关
产品。 AWS 组织中的任何账
户都可以执行此操作，前提是
该用户有权执行此操作，并且

列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

该组织的服务控制策略允许这
样做

 Disassoci 
ateProduc 
tsFromPri 
vateMarke 
tplace [仅权
限]

授予为要关联到 Private 
Marketplace 的某个产品拒绝
请求的权限。 AWS 组织中的
任何账户都可以执行此操作，
前提是该用户有权执行此操
作，并且该组织的服务控制策
略允许这样做

写入      

 ListPriva 
teMarketp 
laceRequests
[仅权限]

授予在 Private Marketplace 中
获取请求和相关产品的可查询
列表的权限。 AWS 组织中的
任何账户都可以执行此操作，
前提是该用户有权执行此操
作，并且该组织的服务控制策
略允许这样做

列表      

AWS Marketplace Private Marketplace 定义的资源类型

AWS Marketplace Private Marketplace 不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要
允许对 AWS Marketplace Private Marketplace 的访问权限，请在策略中指定 "Resource": "*"。

AWS Marketplace Private Marketplace 的条件键

Private Marketplace 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有
服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Marketplace Procurement Systems Integration 的操作、资源和条件键

AWS Marketplace 采购系统集成（服务前缀:aws-marketplace）提供以下特定于服务的资源、操作
和条件上下文密钥，供在 IAM 权限策略中使用。

参考：
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Marketplace Procurement Systems Integration 定义的操作

• AWS Marketplace Procurement Systems Integration 定义的资源类型

• AWS Marketplace Procurement Systems Integration 的条件键

AWS Marketplace Procurement Systems Integration 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/marketplace/latest/buyerguide/
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeP 
rocuremen 
tSystemCo 
nfiguration
[仅权限]

授予描述个人账户或整个 AWS 
组织（如果有）的采购系统集
成配置（例如 Coupa）的权限 
。只有在使用 AWS 组织时，
主账户才能执行此操作

读取      

 PutProcur 
ementSyst 
emConfigu 
ration [仅权
限]

授予为个人账户或整个 AWS 
组织（如果存在）创建或更
新采购系统集成配置（例如 
Coupa）的权限。只有在使用 
AWS 组织时，主账户才能执行
此操作

写入      

AWS Marketplace Procurement Systems Integration 定义的资源类型

AWS Marketplace 采购系统集成不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许
对 AWS Marketplace Procurement Systems Integration 的访问权限，请在策略中指定 "Resource": 
"*"。

AWS Marketplace Procurement Systems Integration 的条件键

Marketplace Procurement Integration 没有可以在策略语句的 Condition 元素中使用的服务特定上下
文键。有关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Marketplace Reporting 的操作、资源和条件键

AWS Marketplace 报告（服务前缀:aws-marketplace）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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https://docs.aws.amazon.com/marketplace/latest/buyerguide/procurement-systems-integration.html
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Marketplace Reporting 定义的操作

• AWS Marketplace Reporting 定义的资源类型

• AWS Marketplace Reporting 的条件键

AWS Marketplace Reporting 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetBuyerD 
ashboard

授予权限以查看显示买家 AWS 
Marketplace 购买数据的控制
面板

读取 Dashboard 
*

   

AWS Marketplace Reporting 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Dashboard arn:${Partition}:aws-marketplace::${ 
Account}:${Catalog}/ReportingData/${ 
FactTable}/Dashboard/${DashboardName 
}

 

AWS Marketplace Reporting 的条件键

Marketplace Reporting 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所
有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Marketplace Seller Reporting 的操作、资源和条件键

AWS Marketplace 卖家报告（服务前缀:aws-marketplace）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限政策中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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服务授权参考 服务授权参考

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Marketplace Seller Reporting 定义的操作

• AWS Marketplace Seller Reporting 定义的资源类型

• AWS Marketplace Seller Reporting 的条件键

AWS Marketplace Seller Reporting 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSeller 
Dashboard

授予权限以查看卖方控制面板 读取 SellerDas 
hboard*

   

AWS Marketplace Seller Reporting 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 SellerDas 
hboard

arn:${Partition}:aws-marketplace::${ 
Account}:${Catalog}/ReportingData/${ 
FactTable}/Dashboard/${DashboardName 
}

 

AWS Marketplace Seller Reporting 的条件键

Marketplace Seller Reporting 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。
有关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Marketplace Vendor Insights 的操作、资源和条件键

AWS Marketplace Vendor Insights（服务前缀:vendor-insights）提供以下特定于服务的资源、操
作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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服务授权参考 服务授权参考

主题

• 由 AWS Marketplace Vendor Insights 定义的操作

• 由 AWS Marketplace Vendor Insights 定义的资源类型

• AWS Marketplace Vendor Insights 的条件键

由 AWS Marketplace Vendor Insights 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

SecurityP 
rofile*

    ActivateS 
ecurityProfile

授予权限以激活安全配置文件 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

SecurityP 
rofile*

  vendor-in 
sights:Ge 
tDataSour 
ce

 Associate 
DataSource

授予权限以将安全配置文件与
数据来源关联

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 CreateDat 
aSource

授予权限以创建数据来源 写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

vendor-in 
sights:Ta 
gResource

 CreateSec 
urityProfile

授予权限以创建新的安全配置
文件

写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

vendor-in 
sights:Ta 
gResource
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

SecurityP 
rofile*

    Deactivat 
eSecurity 
Profile

授予权限以停用安全配置文件 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

DataSourc 
e*

    DeleteDat 
aSource

授予删除数据源的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

SecurityP 
rofile*

  vendor-in 
sights:Ge 
tDataSour 
ce

 Disassoci 
ateDataSo 
urce

授予权限以解除安全配置文件
与数据来源的关联

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

DataSourc 
e*

    GetDataSo 
urce

授予权限以检索现有数据来源
的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetEntitl 
edSecurit 
yProfileS 
napshot

授予权限以返回请求者有权读
取的安全配置文件快照的详细
信息

读取 SecurityP 
rofile*

   

 GetProfil 
eAccessTe 
rms

授予权限以获取 Vendor 
Insights 配置文件的访问术语

读取      

SecurityP 
rofile*

    GetSecuri 
tyProfile

授予权限以返回现有安全配置
文件的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

SecurityP 
rofile*

    GetSecuri 
tyProfile 
Snapshot

授予权限以返回安全配置文件
快照的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListDataS 
ources

授予权限以列出现有数据来源 列表      

 ListEntit 
ledSecuri 
tyProfile 
Snapshots

授予权限以返回请求者有权列
出的现有安全配置文件的快照
摘要列表

列表 SecurityP 
rofile*

   

 ListEntit 
ledSecuri 
tyProfiles

授予权限以列出有标题的安全
配置文件

列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

SecurityP 
rofile*

    ListSecur 
ityProfil 
eSnapshots

授予权限以返回现有安全配置
文件的快照摘要列表

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListSecur 
ityProfiles

授予权限以列出有现有安全配
置文件

列表      

DataSourc 
e

   

SecurityP 
rofile

   

 ListTagsF 
orResource

授予权限以列出供应商洞察资
源的标签

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

DataSourc 
e

    TagResour 
ce

授予权限以标记供应商洞察资
源

标记

SecurityP 
rofile
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#awsmarketplacevendorinsights-SecurityProfile
#awsmarketplacevendorinsights-SecurityProfile
https://docs.aws.amazon.com/marketplace/latest/userguide/vendor-insights-seller-controlling-access.html
https://docs.aws.amazon.com/marketplace/latest/userguide/vendor-insights-seller-controlling-access.html
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#awsmarketplacevendorinsights-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/marketplace/latest/userguide/vendor-insights-seller-controlling-access.html
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#awsmarketplacevendorinsights-SecurityProfile
https://docs.aws.amazon.com/marketplace/latest/userguide/vendor-insights-seller-controlling-access.html
https://docs.aws.amazon.com/marketplace/latest/userguide/vendor-insights-seller-controlling-access.html
#awsmarketplacevendorinsights-aws_ResourceTag___TagKey_
#awsmarketplacevendorinsights-aws_ResourceTag___TagKey_
#awsmarketplacevendorinsights-aws_ResourceTag___TagKey_
#awsmarketplacevendorinsights-DataSource
#awsmarketplacevendorinsights-DataSource
https://docs.aws.amazon.com/marketplace/latest/userguide/vendor-insights-seller-controlling-access.html
https://docs.aws.amazon.com/marketplace/latest/userguide/vendor-insights-seller-controlling-access.html
#awsmarketplacevendorinsights-SecurityProfile
#awsmarketplacevendorinsights-SecurityProfile
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

DataSourc 
e

   

SecurityP 
rofile

   

 UntagReso 
urce

授予权限以取消标记供应商洞
察资源

标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

DataSourc 
e*

    UpdateDat 
aSource

授予权限以更新现有数据来源 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateSec 
urityProfile

授予权限以更新安全配置文件 写入 SecurityP 
rofile*
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https://docs.aws.amazon.com/marketplace/latest/userguide/vendor-insights-seller-controlling-access.html
https://docs.aws.amazon.com/marketplace/latest/userguide/vendor-insights-seller-controlling-access.html
#awsmarketplacevendorinsights-SecurityProfile
#awsmarketplacevendorinsights-SecurityProfile
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

SecurityP 
rofile*

    UpdateSec 
urityProf 
ileSnapsh 
otCreatio 
nConfigur 
ation

授予权限以更新安全配置文件
快照创建配置

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

SecurityP 
rofile*

    UpdateSec 
urityProf 
ileSnapsh 
otRelease 
Configuration

授予权限以更新安全配置文件
快照发布配置

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

由 AWS Marketplace Vendor Insights 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 DataSource arn:${Partition}:vendor-insights:::d 
ata-source:${ResourceId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsmarketplacevendorinsights.html#awsmarketplacevendorinsights-resources-for-iam-policies
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资源类型 ARN 条件键

aws:TagKeys

 SecurityP 
rofile

arn:${Partition}:vendor-insights:::s 
ecurity-profile:${ResourceId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

AWS Marketplace Vendor Insights 的条件键

AWS Marketplace Vendor Insights 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Mechanical Turk 的操作、资源和条件键

Amazon Mechanical Turk（服务前缀：mechanicalturk）提供以下服务特定的资源、操作和条件上
下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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#awsmarketplacevendorinsights-aws_TagKeys
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMechanicalTurkRequester/
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Mechanical Turk 定义的操作

• Amazon Mechanical Turk 定义的资源类型

• Amazon Mechanical Turk 的条件键

Amazon Mechanical Turk 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMechanicalTurkRequester/SetUp.html#create-iam-user-or-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptQua 
lificatio 
nRequest

该 AcceptQualificationRequest 
操作批准了工作人员的资格申
请

写入      

 ApproveAs 
signment

ApproveAssignment 操作会批
准已完成的任务的结果

写入      

 Associate 
Qualifica 
tionWithW 
orker

该 AssociateQualifica 
tionWithWorker 操作为工作人
员提供了资格

写入      

 CreateAdd 
itionalAs 
signments 
ForHIT

CreateAdditionalAssignments 
ForHIT 操作会增加现有 HIT 的
最大任务数

写入      

 CreateHIT CreateHIT 操作可新建 
HIT（人工智能任务）

写入      

 CreateHIT 
Type

“创建” HITType 操作会创建一
个新的 HIT 类型

写入      

 CreateHIT 
WithHITType

“创建” HITWith HITType 操作
使用创建操作生成的 HITType
现有 ID 创建新的人类情报任务 
(HIT) Task HITType

写入      

 CreateQua 
lificationType

该 CreateQualificationType 操
作会创建新的资格类型，该类
型由 QualificationType 数据结
构表示

写入      
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https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_AcceptQualificationRequestOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_AcceptQualificationRequestOperation.html
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https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ApproveAssignmentOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_AssociateQualificationWithWorkerOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_AssociateQualificationWithWorkerOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_AssociateQualificationWithWorkerOperation.html
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https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_CreateAdditionalAssignmentsForHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_CreateAdditionalAssignmentsForHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_CreateAdditionalAssignmentsForHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_CreateAdditionalAssignmentsForHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_CreateHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_CreateHITTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_CreateHITTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_CreateHITWithHITTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_CreateHITWithHITTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_CreateQualificationTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_CreateQualificationTypeOperation.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateWor 
kerBlock

该 CreateWorkerBlock 操作
允许您阻止工作人员处理您的 
HITs

写入      

 DeleteHIT DeleteHIT 操作可处理不再需
要的 HIT

写入      

 DeleteQua 
lificationType

处 DeleteQualificationType 置
资格类型并处置与该资格类型
关联的所有命中类型

写入      

 DeleteWor 
kerBlock

该 DeleteWorkerBlock 操作允
许您恢复被封锁的工作人员的
状态，使其能够处理您的 HITs

写入      

 Disassoci 
ateQualif 
icationFr 
omWorker

DisassociateQualificationFr 
omWorker 撤消用户先前授予
的资格

写入      

 GetAccoun 
tBalance

该 GetAccountBalance 操作会
取回你的 Amazon Mechanical 
Turk 账户中的金额

读取      

 GetAssign 
ment

使用任务的 GetAssignment ID 
检索 AssignmentStatus 值为 
“已提交”、“已批准” 或 “已拒绝” 
的任务

读取      

 GetFileUp 
loadURL

GetFileUploadURL 操作生成并
返回一个临时网址

读取      

 GetHIT GetHIT 操作检索指定 HIT 的详
细信息

读取      
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https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_DeleteQualificationTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_DeleteWorkerBlockOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_DeleteWorkerBlockOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_DisassociateQualificationFromWorkerOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_DisassociateQualificationFromWorkerOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_DisassociateQualificationFromWorkerOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_DisassociateQualificationFromWorkerOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_GetAccountBalanceOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_GetAccountBalanceOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_GetAssignmentOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_GetAssignmentOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_GetFileUploadURLOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_GetFileUploadURLOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_GetHITOperation.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetQualif 
icationScore

该 GetQualificationScore 操作
返回给定资格类型的工作人员
资格值

读取      

 GetQualif 
icationType

该 GetQualificationType 操作
使用资格类型的 ID 检索有关该
类型的信息

读取      

 ListAssig 
nmentsFor 
HIT

ListAssignmentsForHIT 操作会
检索 HIT 的已完成任务

列表      

 ListBonus 
Payments

该 ListBonusPayments 操作会
检索你为给定的 HIT 或任务向
工人支付的奖金金额

列表      

 ListHITs List HITs 操作会返回请求者的 
所有信息 HITs

列表      

 ListHITsF 
orQualifi 
cationType

List HITs ForQualificationTy 
pe 操作返回使用给 Qualififc 
ationType 定的 HITs Qualifica 
tionRequirement

列表      

 ListQuali 
ficationR 
equests

该 ListQualificationRequests 
操作会检索特定资格类型的资
格申请

列表      

 ListQuali 
ficationTypes

该 ListQualificationTypes 操作
使用指定的搜索查询搜索资格
类型，并返回资格类型列表

列表      
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https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_GetQualificationScoreOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_GetQualificationScoreOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_GetQualificationTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_GetQualificationTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListAssignmentsForHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListAssignmentsForHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListAssignmentsForHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListBonusPaymentsOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListBonusPaymentsOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListHITsOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListHITsForQualificationTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListHITsForQualificationTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListHITsForQualificationTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListQualificationRequestsOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListQualificationRequestsOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListQualificationRequestsOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListQualificationTypesOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListQualificationTypesOperation.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRevie 
wPolicyRe 
sultsForHIT

ListReviewPolicyResultsForH 
IT 操作会检索计算结果以及在 
createHit 操作期间执行审阅策 
略的过程中采取的操作

列表      

 ListRevie 
wableHITs

该 ListReviewableHITs 操作会
返回所有未被批准或拒绝 HITs 
的请求者

列表      

 ListWorke 
rBlocks

该 ListWorkersBlocks 操作会
检索被阻止处理您的工作人员
的列表 HITs

列表      

 ListWorke 
rsWithQua 
lificationType

该 ListWorkersWithQualificatio 
nType 操作返回具有给定资格
类型的所有工作人员

列表      

 NotifyWor 
kers

该 NotifyWorkers 操作会向您
指定的一个或多个工作人员发 
送一封电子邮件，其中包含工
作人员 ID

写入      

 RejectAss 
ignment

该 RejectAssignment 操作拒绝
已完成的任务的结果

写入      

 RejectQua 
lificatio 
nRequest

该 RejectQualificationRequest 
操作拒绝了用户的资格申请

写入      

 SendBonus 该 SendBonus 操作会从你的
账户向工作人员发放一笔款项

写入      
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https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListReviewPolicyResultsForHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListReviewPolicyResultsForHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListReviewPolicyResultsForHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListReviewableHITsOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListReviewableHITsOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListWorkerBlocksOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListWorkerBlocksOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListWorkersWithQualificationTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListWorkersWithQualificationTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_ListWorkersWithQualificationTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_NotifyWorkersOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_NotifyWorkersOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_RejectAssignmentOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_RejectAssignmentOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_RejectQualificationRequestOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_RejectQualificationRequestOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_RejectQualificationRequestOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_SendBonusOperation.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SendTestE 
ventNotif 
ication

根据提供的通知规范，该 
SendTestEventNotification 操
作会让 Amazon Mechanical 
Turk 像发生命中事件一样发送
通知消息

写入      

 UpdateExp 
irationForHIT

UpdateExpirationForHIT 操作
允许你将 HIT 的过期时间延长
到当前到期时间之后，或者让 
HIT 立即过期

写入      

 UpdateHIT 
ReviewStatus

“更新HITReview状态” 操作可
切换 HIT 的状态

写入      

 UpdateHIT 
TypeOfHIT

Update HITType ofHit 操作允
许你更改 HIT 的 HITType 属性

写入      

 UpdateNot 
ification 
Settings

该 UpdateNotificationSettings 
操作创建、更新、禁用或重新
启用某个 HIT 类型的通知

写入      

 UpdateQua 
lificationType

该 UpdateQualificationType 操
作修改现有资格类型的属性，
该类型由 QualificationType 数
据结构表示

写入      

Amazon Mechanical Turk 定义的资源类型

Amazon Mechanical Turk 不支持在 IAM policy 语句的 Resource 元素中指定资源 ARN。要允许对 
Amazon Mechanical Turk 的访问权限，请在策略中指定 "Resource": "*"。
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https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_SendTestEventNotificationOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_SendTestEventNotificationOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_SendTestEventNotificationOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_UpdateExpirationForHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_UpdateExpirationForHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_UpdateHITReviewStatusOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_UpdateHITReviewStatusOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_UpdateHITTypeOfHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_UpdateHITTypeOfHITOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_UpdateNotificationSettingsOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_UpdateNotificationSettingsOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_UpdateNotificationSettingsOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_UpdateQualificationTypeOperation.html
https://docs.aws.amazon.com/AWSMechTurk/latest/AWSMturkAPI/ApiReference_UpdateQualificationTypeOperation.html
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Amazon Mechanical Turk 的条件键

MechanicalTurk 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务
均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon MemoryDB 的操作、资源和条件密钥

Amazon MemoryDB（服务前缀：memorydb）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon MemoryDB 定义的操作

• Amazon MemoryDB 定义的资源类型

• Amazon MemoryDB 的条件密钥

Amazon MemoryDB 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/memorydb/index.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/memorydb/latest/devguide/iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

Note

在 IAM 中为 Redis 策略创建 MemoryDB 时，必须为资源块使用 "*" 通配符。有关在 IAM 
policy 中使用以下 MemoryDB for Redis API 操作的信息，请参阅 MemoryDB 操作和 IAM。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchUpda 
teCluster

授予应用服务更新的权限 写入 cluster*   ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/memorydb/latest/devguide/iam.APIRefrence.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_BatchUpdateCluster.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_BatchUpdateCluster.html
#amazonmemorydb-cluster
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeVpcs

s3:GetObj 
ect

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster*    

user*    

 Connect 允许 IAM 用户或角色作为指定 
的 MemoryDB 用户连接到集群
中的节点

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 CopySnaps 
hot

授予权限以复制现有快照 写入 snapshot*   memorydb: 
TagResour 
ce

s3:Delete 
Object

s3:GetBuc 
ketAcl

s3:PutObj 
ect
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#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-cluster
#amazonmemorydb-user
https://docs.aws.amazon.com/memorydb/latest/devguide/auth-iam.html
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CopySnapshot.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CopySnapshot.html
#amazonmemorydb-snapshot
#amazonmemorydb-snapshot
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

user*   memorydb: 
TagResour 
ce

 CreateAcl 授予权限以创建新的访问控制
列表

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_TagKeys
#amazonmemorydb-aws_TagKeys
#amazonmemorydb-user
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CreateAcl.html
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_TagKeys
#amazonmemorydb-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

acl*   ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

memorydb: 
TagResour 
ce

s3:GetObj 
ect

parameter 
group*

   

subnetgro 
up*

   

 CreateClu 
ster

授予权限以创建集群 写入

multiregi 
oncluster
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#amazonmemorydb-acl
#amazonmemorydb-parametergroup
#amazonmemorydb-parametergroup
#amazonmemorydb-subnetgroup
#amazonmemorydb-subnetgroup
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CreateCluster.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CreateCluster.html
#amazonmemorydb-multiregioncluster
#amazonmemorydb-multiregioncluster
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

snapshot    

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

memorydb: 
TLSEnable 
d

 

multiregi 
onparamet 
ergroup*

  memorydb: 
TagResour 
ce

 CreateMul 
tiRegionC 
luster

授予创建多区域集群的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

memorydb: 
TLSEnable 
d
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#amazonmemorydb-snapshot
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_TagKeys
#amazonmemorydb-aws_TagKeys
#amazonmemorydb-memorydb_TLSEnabled
#amazonmemorydb-memorydb_TLSEnabled
#amazonmemorydb-memorydb_TLSEnabled
#amazonmemorydb-multiregionparametergroup
#amazonmemorydb-multiregionparametergroup
#amazonmemorydb-multiregionparametergroup
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CreateMultiRegionCluster.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CreateMultiRegionCluster.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CreateMultiRegionCluster.html
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_TagKeys
#amazonmemorydb-aws_TagKeys
#amazonmemorydb-memorydb_TLSEnabled
#amazonmemorydb-memorydb_TLSEnabled
#amazonmemorydb-memorydb_TLSEnabled
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePar 
ameterGroup

授予权限以创建新的参数组 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

memorydb: 
TagResour 
ce

cluster*   memorydb: 
TagResour 
ce

s3:Delete 
Object

s3:GetBuc 
ketAcl

s3:PutObj 
ect

 CreateSna 
pshot

授予在当前时间点创建群集备
份的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CreateParameterGroup.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CreateParameterGroup.html
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_TagKeys
#amazonmemorydb-aws_TagKeys
#amazonmemorydb-cluster
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CreateSnapshot.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSub 
netGroup

授予权限以创建新的子网组 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

memorydb: 
TagResour 
ce

 CreateUser 授予权限以创建新用户 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

memorydb: 
UserAuthe 
ntication 
Mode

memorydb: 
TagResour 
ce

acl*     DeleteAcl 授予权限以删除访问控制列表 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon 内存 DB 2814

https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CreateSubnetGroup.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CreateSubnetGroup.html
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_TagKeys
#amazonmemorydb-aws_TagKeys
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_CreateUser.html
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_RequestTag___TagKey_
#amazonmemorydb-aws_TagKeys
#amazonmemorydb-aws_TagKeys
#amazonmemorydb-memorydb_UserAuthenticationMode
#amazonmemorydb-memorydb_UserAuthenticationMode
#amazonmemorydb-memorydb_UserAuthenticationMode
#amazonmemorydb-memorydb_UserAuthenticationMode
#amazonmemorydb-acl
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_DeleteAcl.html
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster*   ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

multiregi 
oncluster

   

snapshot    

 DeleteClu 
ster

授予权限以删除以前预配置的
集群

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteMul 
tiRegionC 
luster

授予删除多区域集群的权限 写入 multiregi 
oncluster 
*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

parameter 
group*

    DeletePar 
ameterGroup

授予权限以删除参数组 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

snapshot*     DeleteSna 
pshot

授予权限以删除快照 写入

  aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

subnetgro 
up*

  ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

 DeleteSub 
netGroup

授予删除子网组的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

user*     DeleteUser 授予权限，以删除用户 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

acl*     DescribeAcls 授予权限以检索有关 IP 访问控
制列表的信息

读取

  aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster*     DescribeC 
lusters

如果未指定集群标识符，则授
予检索有关所有已设置集群的
信息的权限；如果提供了集群
标识符，则授予检索有关特定
集群的信息的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeE 
ngineVers 
ions

授予权限以列出可用的引擎及
其版本

读取      

 DescribeE 
vents

授予权限以检索与集群、子网
组和参数组相关的事件

读取      

multiregi 
oncluster 
*

    DescribeM 
ultiRegio 
nClusters

如果未指定集群标识符，则授
予检索有关所有多区域集群的
信息的权限；如果提供了集群
标识符，则授予检索有关特定
多区域集群的信息的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeM 
ultiRegio 
nParamete 
rGroups

授予检索有关多区域参数组信
息的权限

读取 multiregi 
onparamet 
ergroup*

   

 DescribeM 
ultiRegio 
nParameters

授予检索特定多区域参数组的
详细参数列表的权限

读取 multiregi 
onparamet 
ergroup*

   

 DescribeP 
arameterG 
roups

授予权限以检索有关参数组的
信息

读取 parameter 
group*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

parameter 
group*

    DescribeP 
arameters

授予权限以检索特定参数组的
详细参数列表

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

reservedn 
ode*

    DescribeR 
eservedNo 
des

授予检索预留节点的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeR 
eservedNo 
desOfferings

授予检索预留节点产品的权限 读取      

 DescribeS 
erviceUpd 
ates

授予权限以检索服务更新详细
信息

读取      

snapshot*     DescribeS 
napshots

授予权限以检索有关集群快照
的信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeS 
ubnetGroups

授予权限以检索子网组列表 读取 subnetgro 
up*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

user*     DescribeU 
sers

授予权限以检索有关用户的信
息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster*   ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

 FailoverS 
hard

授予权限以测试集群中的指定
分片上的自动故障转移

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon 内存 DB 2820

#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-user
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_DescribeUsers.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_DescribeUsers.html
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-cluster
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_FailoverShard.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_FailoverShard.html
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

multiregi 
oncluster 
*

    ListAllow 
edMultiRe 
gionClust 
erUpdates

授予列出可用多区域集群更新
的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

cluster*     ListAllow 
edNodeTyp 
eUpdates

授予列出可用节点类型更新的
权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

acl    

cluster    

multiregi 
oncluster

   

parameter 
group

   

snapshot    

subnetgro 
up

   

user    

 ListTags 授予列出成本分配标签的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

multiregi 
oncluster 
*

    PauseMult 
iRegionCl 
usterRepl 
ication [仅权
限]

授予暂停多区域集群复制的权
限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

reservedn 
ode*

  memorydb: 
TagResour 
ce

 PurchaseR 
eservedNo 
desOffering

授予购买新预留节点的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

parameter 
group*

    ResetPara 
meterGroup

授予权限以将参数组的参数修
改为引擎或者系统默认值

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

acl     TagResour 
ce

授予将最多 10 个成本分配标签
添加到命名资源的权限

标记

cluster    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

multiregi 
oncluster

   

parameter 
group

   

reservedn 
ode

   

snapshot    

subnetgro 
up

   

user    

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

acl    

cluster    

multiregi 
oncluster

   

 UntagReso 
urce

授予从资源中移除 TagKeys 列
表标识的标签的权限

标记

parameter 
group
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

snapshot    

subnetgro 
up

   

user    

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

acl*    

user*    

 UpdateAcl 授予更新访问控制规则的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster*   ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

acl    

parameter 
group

   

 UpdateClu 
ster

授予更新集群设置的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon 内存 DB 2825

#amazonmemorydb-cluster
#amazonmemorydb-acl
#amazonmemorydb-parametergroup
#amazonmemorydb-parametergroup
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_UpdateCluster.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_UpdateCluster.html
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_
#amazonmemorydb-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

multiregi 
oncluster 
*

  ec2:Creat 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

multiregi 
onparamet 
ergroup

   

 UpdateMul 
tiRegionC 
luster

授予更新多区域集群设置的权
限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

parameter 
group*

    UpdatePar 
ameterGroup

授予权限以更新参数组的参数 写入

  aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

subnetgro 
up*

    UpdateSub 
netGroup

授予权限以更新子网组 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

user*     UpdateUser 授予权限以更新用户 写入

  aws:Resou 
rceTag/${ 
TagKey}

memorydb: 
UserAuthe 
ntication 
Mode

 

Amazon MemoryDB 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 multiregi 
onparamet 
ergroup

arn:${Partition}:memorydb::${Account 
}:multiregionparametergroup/${MultiR 
egionParameterGroupName}
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资源类型 ARN 条件键

 parameter 
group

arn:${Partition}:memorydb:${Region}: 
${Account}:parametergroup/${Paramete 
rGroupName}

aws:ResourceTag/${ 
TagKey}

 subnetgroup arn:${Partition}:memorydb:${Region}: 
${Account}:subnetgroup/${SubnetGroup 
Name}

aws:ResourceTag/${ 
TagKey}

 multiregi 
oncluster

arn:${Partition}:memorydb::${Account 
}:multiregioncluster/${ClusterName}

aws:ResourceTag/${ 
TagKey}

memorydb:TLSEnable 
d

 cluster arn:${Partition}:memorydb:${Region}: 
${Account}:cluster/${ClusterName}

aws:ResourceTag/${ 
TagKey}

 snapshot arn:${Partition}:memorydb:${Region}: 
${Account}:snapshot/${SnapshotName}

aws:ResourceTag/${ 
TagKey}

 user arn:${Partition}:memorydb:${Region}: 
${Account}:user/${UserName}

aws:ResourceTag/${ 
TagKey}

 acl arn:${Partition}:memorydb:${Region}: 
${Account}:acl/${AclName}

aws:ResourceTag/${ 
TagKey}

 reservedn 
ode

arn:${Partition}:memorydb:${Region}: 
${Account}:reservednode/${Reservatio 
nID}

aws:ResourceTag/${ 
TagKey}

Amazon MemoryDB 的条件密钥

Amazon MemoryDB 定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选操作 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选操作 ArrayOfString

 memorydb: 
TLSEnabled

按请求中存在的 TLSEnabled 参数过滤访问权限，如果参
数不存在，则默认为 true 值

布尔型

 memorydb: 
UserAuthe 
nticationMode

按请求中的 UserAuthenticationMode .Type 参数筛选访问
权限

字符串

Amazon Message Delivery Service 的操作、资源和条件键

Amazon Message Delivery Service（服务前缀：ec2messages）提供以下服务特定的资源、操作和
条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Message Delivery Service 定义的操作

• Amazon Message Delivery Service 定义的资源类型

• Amazon Message Delivery Service 的条件键
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Amazon Message Delivery Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Acknowled 
geMessage

授予确认消息，从而确保不会
再次发送它的权限

Write      

 DeleteMes 
sage

授予删除消息的权限 Write      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 FailMessage 授予权限以使消息失败，表明
无法成功处理该消息，从而确
保无法回复或再次发送它

Write      

 GetEndpoint 授予权限以根据消息的给定目
标，将流量路由到正确的终端
节点

读取      

 GetMessag 
es

授予 clients/instances 使用长
轮询向发送消息的权限

读取   ssm:Sourc 
eInstance 
ARN

ec2:Sourc 
eInstance 
ARN

 

 SendReply 授予向上游服务发送 clients/i 
nstances 回复的权限

写入   ssm:Sourc 
eInstance 
ARN

ec2:Sourc 
eInstance 
ARN

 

Amazon Message Delivery Service 定义的资源类型

Amazon Message Delivery Service 不支持在 IAM policy 语句的 Resource 元素中指定资源 ARN。要
允许对 Amazon Message Delivery Service 的访问权限，请在策略中指定 "Resource": "*"。

Amazon Message Delivery Service 的条件键

Amazon Message Delivery Service 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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条件键 描述 类型

 ec2:Sourc 
eInstanceARN

按发起请求的实例的 ARN 筛选访问 ARN

 ssm:Sourc 
eInstanceARN

通过验证发出请求的 AWS 系统管理员托管实例的 
Amazon 资源名称 (ARN) 来筛选访问权限。当请求来自通
过与实例配置文件关联的 IAM 角色进行身份验证的托管实
例时，此密钥不存在 EC2

ARN

Amazon Message Gateway Service 的操作、资源和条件键

Amazon Message Gateway Service（服务前缀：ssmmessages）提供以下服务特定的资源、操作和
条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Message Gateway Service 定义的操作

• Amazon Message Gateway Service 定义的资源类型

• Amazon Message Delivery Service 的条件键

Amazon Message Gateway Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
trolChannel

授予权限以为实例注册控制
通道以将控制消息发送到 
Systems Manager 服务

Write   ssm:Sourc 
eInstance 
ARN

ec2:Sourc 
eInstance 
ARN

 

 CreateDat 
aChannel

授予权限以为实例注册数据
通道以将数据消息发送到 
Systems Manager 服务

Write      

 OpenContr 
olChannel

授予权限以为注册的控制通
道流打开从实例到 Systems 

Write      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Manager 服务的 WebSocket 
连接

 OpenDataC 
hannel

授予权限以为注册的数据通
道流打开从实例到 Systems 
Manager 服务的 WebSocket 
连接

写入      

Amazon Message Gateway Service 定义的资源类型

Amazon Message Gateway Service 不支持在 IAM 策略语句的 Resource 元素中指定资源 ARN。要
允许对 Amazon Message Delivery Service 的访问，请在策略中指定 "Resource": "*"。

Amazon Message Delivery Service 的条件键

Amazon Message Delivery Service 定义以下可以在 IAM 策略的 Condition 元素中使用的条件键。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 ec2:Sourc 
eInstanceARN

按发起请求的实例的 ARN 筛选访问 ARN

 ssm:Sourc 
eInstanceARN

通过验证发出请求的 AWS 系统管理员托管实例的 
Amazon 资源名称 (ARN) 来筛选访问权限。当请求来自通
过与实例配置文件关联的 IAM 角色进行身份验证的托管实
例时，此密钥不存在 EC2

ARN

AWS Microservice Extractor for .NET 的操作、资源和条件键

AWS 适用于.NET 的微服务提取器（服务前缀:serviceextract）提供以下特定于服务的资源、操作
和条件上下文密钥以在 IAM 权限策略中使用。
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Microservice Extractor for .NET 定义的操作

• 由 AWS Microservice Extractor for .NET 定义的资源类型

• AWS Microservice Extractor for .NET 的条件键

由 AWS Microservice Extractor for .NET 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetConfig
 [仅权限]

授予获取适用于.NET 桌面客户
端的 AWS 微服务提取器所需
配置的权限

读取      

由 AWS Microservice Extractor for .NET 定义的资源类型

AWS 适用于.NET 的微服务提取器不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许
访问 AWS Microservice Extractor for .NET，请在策略中指定 "Resource": "*"。

AWS Microservice Extractor for .NET 的条件键

Microservice Extractor for .NET 没有可以在策略语句的 Condition 元素中使用的服务特定上下文
键。有关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS  Migration Acceleration Program Credits 的操作、资源和条件密钥

AWS Migration Acceleration Program 积分（服务前缀:mapcredits）提供以下特定于服务的资源、
操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Migration Acceleration Program Credits 定义的操作

• AWS Migration Acceleration Program Credits 定义的资源类型

• AWS Migration Acceleration Program Credits 的条件密钥
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AWS Migration Acceleration Program Credits 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAssoc 
iatedProg 
rams [仅权限]

授予权限以查看用户关联
的 Migration Acceleration 
Program 协议

列表 agreement 
*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListQuart 
erCredits [仅
权限]

授予权限以查看与用户付
款人账户关联的 Migration 
Acceleration Program 协议积
分

列表 agreement 
*

   

 ListQuart 
erSpend [仅
权限]

授予权限以查看与用户付
款人账户关联的 Migration 
Acceleration Program 协议符
合条件的支出

列表 agreement 
*

   

AWS Migration Acceleration Program Credits 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 agreement arn:${Partition}:mapcredits:::${Agre 
ement}/${AgreementId}

 

AWS Migration Acceleration Program Credits 的条件密钥

MapCredits 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Migration Hub 的操作、资源和条件键

AWS Migration Hub（服务前缀:mgh）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 
权限策略中使用。

参考：
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Migration Hub 定义的操作

• AWS Migration Hub 定义的资源类型

• AWS Migration Hub 的条件键

AWS Migration Hub 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Connectio 
nResource 
*

    AcceptCon 
nection

授予接受连接的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 Associate 
Automatio 
nUnitRole

授予将 IAM 角色关联到自动化
单元的权限

写入 Automatio 
nUnitReso 
urce*

   

 Associate 
CreatedAr 
tifact

授予将给定 AWS 构件与关联
的权限 MigrationTask

写入 migration 
Task*

   

 Associate 
Discovere 
dResource

授予将给定 ADS 资源关联到的
权限 MigrationTask

写入 migration 
Task*

   

 Associate 
SourceRes 
ource

授予关联源资源的权限 写入 migration 
Task*

   

 BatchAsso 
ciateIamR 
oleWithCo 
nnection

授予将 IAM 角色与连接批量关
联的权限

写入 Connectio 
nResource 
*

   

 BatchDisa 
ssociateI 

授予批量解除 IAM 角色与连接
关联的权限

写入 Connectio 
nResource 
*
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https://docs.aws.amazon.com/mhj/latest/userguide/account-connections.html
#awsmigrationhub-ConnectionResource
#awsmigrationhub-ConnectionResource
#awsmigrationhub-ConnectionResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

amRoleFro 
mConnection

 CreateAut 
omationRun

授予创建自动化单元运行的权
限

写入      

 CreateAut 
omationUnit

授予创建自动化单元的权限 写入      

 CreateHom 
eRegionCo 
ntrol

授予创建 Migration Hub 主区
域控件的权限

写入      

 CreatePro 
gressUpda 
teStream

授予创建 ProgressUpdateStre 
am

写入 progressU 
pdateStre 
am*

   

 DeleteAut 
omationRun

授予删除自动化单元运行的权
限

写入 Automatio 
nRunResou 
rce*

   

 DeleteAut 
omationUnit

授予删除自动化单元的权限 写入 Automatio 
nUnitReso 
urce*

   

 DeleteCon 
nection

授予权限以删除连接 写入 Connectio 
nResource 
*

   

 DeleteHom 
eRegionCo 
ntrol

授予删除 Migration Hub 主区
域控件的权限

写入      
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https://docs.aws.amazon.com/mhj/latest/userguide/account-connections.html
https://docs.aws.amazon.com/mhj/latest/userguide/account-connections.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_CreateAutomationRun.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_CreateAutomationRun.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_CreateAutomationUnit.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_CreateAutomationUnit.html
https://docs.aws.amazon.com/migrationhub-home-region/latest/APIReference/API_CreateHomeRegionControl.html
https://docs.aws.amazon.com/migrationhub-home-region/latest/APIReference/API_CreateHomeRegionControl.html
https://docs.aws.amazon.com/migrationhub-home-region/latest/APIReference/API_CreateHomeRegionControl.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_CreateProgressUpdateStream.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_CreateProgressUpdateStream.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_CreateProgressUpdateStream.html
#awsmigrationhub-progressUpdateStream
#awsmigrationhub-progressUpdateStream
#awsmigrationhub-progressUpdateStream
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DeleteAutomationRun.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DeleteAutomationRun.html
#awsmigrationhub-AutomationRunResource
#awsmigrationhub-AutomationRunResource
#awsmigrationhub-AutomationRunResource
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DeleteAutomationUnit.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DeleteAutomationUnit.html
#awsmigrationhub-AutomationUnitResource
#awsmigrationhub-AutomationUnitResource
#awsmigrationhub-AutomationUnitResource
https://docs.aws.amazon.com/mhj/latest/userguide/account-connections.html
https://docs.aws.amazon.com/mhj/latest/userguide/account-connections.html
#awsmigrationhub-ConnectionResource
#awsmigrationhub-ConnectionResource
#awsmigrationhub-ConnectionResource
https://docs.aws.amazon.com/migrationhub-home-region/latest/APIReference/API_DeleteHomeRegionControl.html
https://docs.aws.amazon.com/migrationhub-home-region/latest/APIReference/API_DeleteHomeRegionControl.html
https://docs.aws.amazon.com/migrationhub-home-region/latest/APIReference/API_DeleteHomeRegionControl.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeletePro 
gressUpda 
teStream

授予删除权限 ProgressU 
pdateStream

写入 progressU 
pdateStre 
am*

   

 DescribeA 
pplicatio 
nState

授予获取 Application 
Discovery Service 应用程序状
态的权限

读取      

 DescribeA 
utomation 
Run

授予描述自动化单元运行的权
限

读取 Automatio 
nRunResou 
rce*

   

 DescribeA 
utomationUnit

授予描述自动化单元的权限 读取 Automatio 
nUnitReso 
urce*

   

 DescribeH 
omeRegion 
Controls

授予列出主区域控件的权限 列表      

 DescribeM 
igrationTask

授予描述的权限 MigrationTask 读取 migration 
Task*

   

 Disassoci 
ateAutoma 
tionUnitRole

授予解除 IAM 角色与自动化单
元关联的权限

写入 Automatio 
nUnitReso 
urce*

   

 Disassoci 
ateCreate 
dArtifact

授予将给定 AWS 工件与解除
关联的权限 MigrationTask

写入 migration 
Task*

   

 Disassoci 
ateDiscov 
eredResou 
rce

授予解除给定 ADS 资源
与 ADS 资源关联的权限 
MigrationTask

写入 migration 
Task*
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https://docs.aws.amazon.com/migrationhub/latest/ug/API_DeleteProgressUpdateStream.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DeleteProgressUpdateStream.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DeleteProgressUpdateStream.html
#awsmigrationhub-progressUpdateStream
#awsmigrationhub-progressUpdateStream
#awsmigrationhub-progressUpdateStream
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DescribeApplicationState.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DescribeApplicationState.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DescribeApplicationState.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DescribeAutomationRun.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DescribeAutomationRun.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DescribeAutomationRun.html
#awsmigrationhub-AutomationRunResource
#awsmigrationhub-AutomationRunResource
#awsmigrationhub-AutomationRunResource
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DescribeAutomationUnit.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DescribeAutomationUnit.html
#awsmigrationhub-AutomationUnitResource
#awsmigrationhub-AutomationUnitResource
#awsmigrationhub-AutomationUnitResource
https://docs.aws.amazon.com/migrationhub-home-region/latest/APIReference/API_DescribeHomeRegionControls.html
https://docs.aws.amazon.com/migrationhub-home-region/latest/APIReference/API_DescribeHomeRegionControls.html
https://docs.aws.amazon.com/migrationhub-home-region/latest/APIReference/API_DescribeHomeRegionControls.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DescribeMigrationTask.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DescribeMigrationTask.html
#awsmigrationhub-migrationTask
#awsmigrationhub-migrationTask
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DisassociateAutomationUnitRole.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DisassociateAutomationUnitRole.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DisassociateAutomationUnitRole.html
#awsmigrationhub-AutomationUnitResource
#awsmigrationhub-AutomationUnitResource
#awsmigrationhub-AutomationUnitResource
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DisassociateCreatedArtifact.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DisassociateCreatedArtifact.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DisassociateCreatedArtifact.html
#awsmigrationhub-migrationTask
#awsmigrationhub-migrationTask
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DisassociateDiscoveredResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DisassociateDiscoveredResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DisassociateDiscoveredResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DisassociateDiscoveredResource.html
#awsmigrationhub-migrationTask
#awsmigrationhub-migrationTask


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateSource 
Resource

授予取消关联源资源的权限 写入 migration 
Task*

   

 GetConnec 
tion

授予获取连接的权限 读取 Connectio 
nResource 
*

   

 GetHomeRe 
gion

授予获取 Migration Hub 主区
域的权限

读取      

 ImportMig 
rationTask

授予导入权限 MigrationTask 写入 migration 
Task*

   

 ListAppli 
cationStates

授予列出应用程序状态的权限 列表      

 ListAutom 
ationRuns

授予列出自动化单元运行次数
的权限

列表      

 ListAutom 
ationUnits

授予列出自动化单元的权限 列表      

 ListConne 
ctionRoles

授予列出连接角色的权限 列表 Connectio 
nResource 
*

   

 ListConne 
ctions

授予列出连接的权限 列表      

 ListCreat 
edArtifacts

授予列出关联的已创建对象的
权限 MigrationTask

列表 migration 
Task*
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https://docs.aws.amazon.com/migrationhub/latest/ug/API_DisassociateSourceResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DisassociateSourceResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_DisassociateSourceResource.html
#awsmigrationhub-migrationTask
#awsmigrationhub-migrationTask
https://docs.aws.amazon.com/mhj/latest/userguide/account-connections.html
https://docs.aws.amazon.com/mhj/latest/userguide/account-connections.html
#awsmigrationhub-ConnectionResource
#awsmigrationhub-ConnectionResource
#awsmigrationhub-ConnectionResource
https://docs.aws.amazon.com/migrationhub-home-region/latest/APIReference/API_GetHomeRegion.html
https://docs.aws.amazon.com/migrationhub-home-region/latest/APIReference/API_GetHomeRegion.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ImportMigrationTask.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ImportMigrationTask.html
#awsmigrationhub-migrationTask
#awsmigrationhub-migrationTask
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListApplicationStates.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListApplicationStates.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListAutomationRuns.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListAutomationRuns.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListAutomationUnits.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListAutomationUnits.html
https://docs.aws.amazon.com/mhj/latest/userguide/account-connections.html
https://docs.aws.amazon.com/mhj/latest/userguide/account-connections.html
#awsmigrationhub-ConnectionResource
#awsmigrationhub-ConnectionResource
#awsmigrationhub-ConnectionResource
https://docs.aws.amazon.com/mhj/latest/userguide/account-connections.html
https://docs.aws.amazon.com/mhj/latest/userguide/account-connections.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListCreatedArtifacts.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListCreatedArtifacts.html
#awsmigrationhub-migrationTask
#awsmigrationhub-migrationTask


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDisco 
veredReso 
urces

授予列出相关的 ADS 资源的权
限 MigrationTask

列表 migration 
Task*

   

 ListMigra 
tionTaskU 
pdates

授予列出迁移任务更新的权限 列表 migration 
Task*

   

 ListMigra 
tionTasks

授予上架权限 MigrationTasks 列表      

 ListProgr 
essUpdate 
Streams

授予上架权限 ProgressU 
pdateStreams

列表      

 ListSourc 
eResources

授予列出源资源的权限 列表 migration 
Task*

   

 ListTagsF 
orResource

授予权限以列出资源的标签 列表      

 NotifyApp 
licationState

授予更新 Application 
Discovery Service 应用程序状
态的权限

写入      

 NotifyMig 
rationTas 
kState

授予通知最新 MigrationTask 
状态的权限

写入 migration 
Task*

   

 PutResour 
ceAttributes

授予放置权限 ResourceA 
ttributes

写入 migration 
Task*

   

 RejectCon 
nection

授予拒绝连接的权限 写入 Connectio 
nResource 
*
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https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListDiscoveredResources.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListDiscoveredResources.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListDiscoveredResources.html
#awsmigrationhub-migrationTask
#awsmigrationhub-migrationTask
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListMigrationTaskUpdates.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListMigrationTaskUpdates.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListMigrationTaskUpdates.html
#awsmigrationhub-migrationTask
#awsmigrationhub-migrationTask
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListMigrationTasks.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListMigrationTasks.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListProgressUpdateStreams.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListProgressUpdateStreams.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListProgressUpdateStreams.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListSourceResources.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListSourceResources.html
#awsmigrationhub-migrationTask
#awsmigrationhub-migrationTask
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListTagsForResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ListTagsForResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_NotifyApplicationState.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_NotifyApplicationState.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_NotifyMigrationTaskState.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_NotifyMigrationTaskState.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_NotifyMigrationTaskState.html
#awsmigrationhub-migrationTask
#awsmigrationhub-migrationTask
https://docs.aws.amazon.com/migrationhub/latest/ug/API_PutResourceAttributes.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_PutResourceAttributes.html
#awsmigrationhub-migrationTask
#awsmigrationhub-migrationTask
https://docs.aws.amazon.com/mhj/latest/userguide/account-connections.html
https://docs.aws.amazon.com/mhj/latest/userguide/account-connections.html
#awsmigrationhub-ConnectionResource
#awsmigrationhub-ConnectionResource
#awsmigrationhub-ConnectionResource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 TagResour 
ce

授予权限以标记资源 Tagging   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 UntagReso 
urce

授予权限以取消标记资源 标记   aws:TagKe 
ys

 

AWS Migration Hub 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 progressU 
pdateStream

arn:${Partition}:mgh:${Region}:${Acc 
ount}:progressUpdateStream/${Stream}

 

 migration 
Task

arn:${Partition}:mgh:${Region}:${Acc 
ount}:progressUpdateStream/${Stream} 
/migrationTask/${Task}

 

 Automatio 
nRunResou 
rce

arn:${Partition}:mgh:${Region}:${Acc 
ount}:automation-run/${RunID}

mgh:AutomationRunR 
esourceRunID

 Automatio 
nUnitReso 
urce

arn:${Partition}:mgh:${Region}:${Acc 
ount}:automation-unit/${AutomationUn 
itId}

mgh:AutomationUnit 
ResourceAutomation 
UnitArn
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https://docs.aws.amazon.com/migrationhub/latest/ug/API_TagResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_TagResource.html
#awsmigrationhub-aws_TagKeys
#awsmigrationhub-aws_TagKeys
#awsmigrationhub-aws_RequestTag___TagKey_
#awsmigrationhub-aws_RequestTag___TagKey_
#awsmigrationhub-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/migrationhub/latest/ug/API_UntagResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_UntagResource.html
#awsmigrationhub-aws_TagKeys
#awsmigrationhub-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ProgressUpdateStreamSummary.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ProgressUpdateStreamSummary.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_MigrationTask.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_MigrationTask.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_AutomationRunResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_AutomationRunResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_AutomationRunResource.html
#awsmigrationhub-mgh_AutomationRunResourceRunID
#awsmigrationhub-mgh_AutomationRunResourceRunID
https://docs.aws.amazon.com/migrationhub/latest/ug/API_AutomationUnitResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_AutomationUnitResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_AutomationUnitResource.html
#awsmigrationhub-mgh_AutomationUnitResourceAutomationUnitArn
#awsmigrationhub-mgh_AutomationUnitResourceAutomationUnitArn
#awsmigrationhub-mgh_AutomationUnitResourceAutomationUnitArn
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资源类型 ARN 条件键

 Connectio 
nResource

arn:${Partition}:mgh:${Region}:${Acc 
ount}:${ConnectionArn}

aws:ResourceTag/${ 
TagKey}

mgh:ConnectionReso 
urceConnectionArn

AWS Migration Hub 的条件键

AWS Migration Hub 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选访问 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选访问 ArrayOfString

 mgh:Autom 
ationRunR 
esourceRunID

AutomationRunResource 资源 runId 标识符 字符串

 mgh:Autom 
ationUnit 
ResourceA 
utomation 
UnitArn

AutomationUnitResource 资源 automationUnitArn 标识符 ARN

 mgh:Conne 
ctionReso 

ConnectionResource 资源连接 ARN 标识符 字符串
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https://docs.aws.amazon.com/migrationhub/latest/ug/API_ConnectionResource.html
https://docs.aws.amazon.com/migrationhub/latest/ug/API_ConnectionResource.html
#awsmigrationhub-aws_ResourceTag___TagKey_
#awsmigrationhub-aws_ResourceTag___TagKey_
#awsmigrationhub-mgh_ConnectionResourceConnectionArn
#awsmigrationhub-mgh_ConnectionResourceConnectionArn
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/migrationhub/latest/ug/ContextKeys_AutomationRunResourceRunID.html
https://docs.aws.amazon.com/migrationhub/latest/ug/ContextKeys_AutomationRunResourceRunID.html
https://docs.aws.amazon.com/migrationhub/latest/ug/ContextKeys_AutomationRunResourceRunID.html
https://docs.aws.amazon.com/migrationhub/latest/ug/ContextKeys_AutomationUnitResourceAutomationUnitArn.html
https://docs.aws.amazon.com/migrationhub/latest/ug/ContextKeys_AutomationUnitResourceAutomationUnitArn.html
https://docs.aws.amazon.com/migrationhub/latest/ug/ContextKeys_AutomationUnitResourceAutomationUnitArn.html
https://docs.aws.amazon.com/migrationhub/latest/ug/ContextKeys_AutomationUnitResourceAutomationUnitArn.html
https://docs.aws.amazon.com/migrationhub/latest/ug/ContextKeys_AutomationUnitResourceAutomationUnitArn.html
https://docs.aws.amazon.com/migrationhub/latest/ug/security_iam_service-with-iam-id-based-policies-conditionkeys.html#condition-connectionresourceconnectionarn
https://docs.aws.amazon.com/migrationhub/latest/ug/security_iam_service-with-iam-id-based-policies-conditionkeys.html#condition-connectionresourceconnectionarn
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条件键 描述 类型

urceConne 
ctionArn

AWS Migration Hub Orchestrator 的操作、资源和条件键

AWS Migration Hub Orchestrator（服务前缀:migrationhub-orchestrator）提供以下特定于服务
的资源、操作和条件上下文密钥供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Migration Hub Orchestrator 定义的操作

• AWS Migration Hub Orchestrator 定义的资源类型

• AWS Migration Hub Orchestrator 的条件键

AWS Migration Hub Orchestrator 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/migrationhub/latest/ug/security_iam_service-with-iam-id-based-policies-conditionkeys.html#condition-connectionresourceconnectionarn
https://docs.aws.amazon.com/migrationhub/latest/ug/security_iam_service-with-iam-id-based-policies-conditionkeys.html#condition-connectionresourceconnectionarn
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateTem 
plate

授予权限以创建自定义模版 写入      

template*     CreateWor 
kflow

授予权限以根据所选模板创建
工作流

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateWor 
kflowStep

授予权限以在工作流和特定步
骤组下创建步骤

写入 workflow*    

 CreateWor 
kflowStep 
Group

授予权限以为给定工作流创建
自定义步骤组

写入 workflow*    

 DeleteTem 
plate

授予权限以删除自定义模版 写入 template*    
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_CreateTemplate.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_CreateTemplate.html
#awsmigrationhuborchestrator-template
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_CreateWorkflow.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_CreateWorkflow.html
#awsmigrationhuborchestrator-aws_RequestTag___TagKey_
#awsmigrationhuborchestrator-aws_RequestTag___TagKey_
#awsmigrationhuborchestrator-aws_RequestTag___TagKey_
#awsmigrationhuborchestrator-aws_TagKeys
#awsmigrationhuborchestrator-aws_TagKeys
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_CreateWorkflowStep.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_CreateWorkflowStep.html
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_CreateWorkflowStepGroup.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_CreateWorkflowStepGroup.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_CreateWorkflowStepGroup.html
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_DeleteTemplate.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_DeleteTemplate.html
#awsmigrationhuborchestrator-template
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteWor 
kflow

授予工作流程的权限 写入 workflow*    

 DeleteWor 
kflowStep

授予权限以从工作流下的特定
步骤组删除步骤

写入 workflow*    

 DeleteWor 
kflowStep 
Group

授予权限以删除与工作流关联
的步骤组

写入 workflow*    

 GetMessage 授予插件接收来自该服务的信
息的权限

读取      

 GetTemplate 授予权限以获取模板的检索元
数据

读取 template*    

 GetTempla 
teStep

授予权限以检索与模板和步骤
组关联的步骤的详细信息

读取 template*    

 GetTempla 
teStepGroup

授予权限以检索模板下的步骤
组的元数据

读取 template*    

 GetWorkflow 授予权限以检索与工作流关联
的元数据

读取 workflow*    

 GetWorkfl 
owStep

授予权限以获取与工作流和步
骤组关联的步骤的详细信息

读取 workflow*    

 GetWorkfl 
owStepGroup

授予权限以获取与工作流关联
的步骤组的详细信息

读取 workflow*    

 ListPlugins 授予权限以获取所有已注册插
件的列表

列表      

 ListTagsF 
orResource

授予权限以获取绑定到资源的
所有标签的列表

读取 template*    
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https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_DeleteWorkflow.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_DeleteWorkflow.html
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_DeleteWorkflowStep.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_DeleteWorkflowStep.html
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_DeleteWorkflowStepGroup.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_DeleteWorkflowStepGroup.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_DeleteWorkflowStepGroup.html
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_GetMessage.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_GetTemplate.html
#awsmigrationhuborchestrator-template
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_GetTemplateStep.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_GetTemplateStep.html
#awsmigrationhuborchestrator-template
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_GetTemplateStepGroup.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_GetTemplateStepGroup.html
#awsmigrationhuborchestrator-template
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_GetWorkflow.html
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_GetWorkflowStep.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_GetWorkflowStep.html
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_GetWorkflowStepGroup.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_GetWorkflowStepGroup.html
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListPlugins.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListTagsForResource.html
#awsmigrationhuborchestrator-template
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workflow*    

 ListTempl 
ateStepGr 
oups

授予权限以列出模板的步骤组 列表 template*    

 ListTempl 
ateSteps

授予权限以获取步骤组中的步
骤列表

列表 template*    

 ListTempl 
ates

授予权限以获取客户可用的所
有模板列表

列表      

 ListWorkf 
lowStepGr 
oups

授予权限以获取与工作流关联
的步骤组列表

列表 workflow*    

 ListWorkf 
lowSteps

授予权限以获取与工作流关联
的步骤组中的步骤列表

列表 workflow*    

 ListWorkf 
lows

授予权限以列出所有工作流 列表      

 RegisterP 
lugin

授予注册插件以接收 ID 并开始
从服务接收消息的权限

写入      

 RetryWork 
flowStep

授予权限以在工作流中重试失
败的步骤

写入 workflow*    

 SendMessa 
ge

授予插件向该服务发送信息的
权限

写入      

 StartWork 
flow

授予权限以启动工作流或恢复
已停止的工作流

写入 workflow*    
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#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListTemplateStepGroups.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListTemplateStepGroups.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListTemplateStepGroups.html
#awsmigrationhuborchestrator-template
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListTemplateSteps.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListTemplateSteps.html
#awsmigrationhuborchestrator-template
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListTemplates.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListTemplates.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListWorkflowStepGroups.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListWorkflowStepGroups.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListWorkflowStepGroups.html
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListWorkflowSteps.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListWorkflowSteps.html
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListWorkflows.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_ListWorkflows.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_RegisterPlugin.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_RegisterPlugin.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_RetryWorkflowStep.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_RetryWorkflowStep.html
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_StartWorkflow.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_StartWorkflow.html
#awsmigrationhuborchestrator-workflow
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StopWorkf 
low

授予权限以停止工作流 写入 workflow*    

template    

workflow    

 TagResour 
ce

授予权限以将标签添加到资源
中

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

template    

workflow    

 UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys

 

 UpdateTem 
plate

授予权限以更新自定义模板 写入 template*    

 UpdateWor 
kflow

授予权限以更新与工作流关联
的元数据

写入 workflow*    

 UpdateWor 
kflowStep

授予权限以更新工作流中自定
义步骤的元数据和状态

写入 workflow*    

 UpdateWor 
kflowStep 
Group

授予权限以更新与给定工作流
中步骤组关联的元数据

写入 workflow*    
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https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_StopWorkflow.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_StopWorkflow.html
#awsmigrationhuborchestrator-workflow
#awsmigrationhuborchestrator-template
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_TagResource.html
#awsmigrationhuborchestrator-aws_TagKeys
#awsmigrationhuborchestrator-aws_TagKeys
#awsmigrationhuborchestrator-aws_RequestTag___TagKey_
#awsmigrationhuborchestrator-aws_RequestTag___TagKey_
#awsmigrationhuborchestrator-aws_RequestTag___TagKey_
#awsmigrationhuborchestrator-template
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_UntagResource.html
#awsmigrationhuborchestrator-aws_TagKeys
#awsmigrationhuborchestrator-aws_TagKeys
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_UpdateTemplate.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_UpdateTemplate.html
#awsmigrationhuborchestrator-template
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_UpdateWorkflow.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_UpdateWorkflow.html
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_UpdateWorkflowStep.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_UpdateWorkflowStep.html
#awsmigrationhuborchestrator-workflow
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_UpdateWorkflowStepGroup.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_UpdateWorkflowStepGroup.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/APIReference/API_UpdateWorkflowStepGroup.html
#awsmigrationhuborchestrator-workflow
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AWS Migration Hub Orchestrator 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 workflow arn:${Partition}:migrationhub-orches 
trator:${Region}:${Account}:workflow 
/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 template arn:${Partition}:migrationhub-orches 
trator:${Region}:${Account}:template 
/${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS Migration Hub Orchestrator 的条件键

AWS Migration Hub Orchestrator 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/workflow.html
#awsmigrationhuborchestrator-aws_ResourceTag___TagKey_
#awsmigrationhuborchestrator-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/templates.html
#awsmigrationhuborchestrator-aws_ResourceTag___TagKey_
#awsmigrationhuborchestrator-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys


服务授权参考 服务授权参考

AWS Migration Hub Refactor Spaces 的操作、资源和条件键

AWS Migration Hub 重构空间（服务前缀:refactor-spaces）提供以下特定于服务的资源、操作和
条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Migration Hub Refactor Spaces 定义的操作

• AWS Migration Hub Refactor Spaces 定义的资源类型

• AWS Migration Hub Refactor Spaces 的条件键

AWS Migration Hub Refactor Spaces 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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服务授权参考 服务授权参考

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateApp 
lication

授予权限以在环境内创建应用
程序

写入   refactor- 
spaces:Ap 
plication 
CreatedBy 
Account

refactor- 
spaces:Cr 
eatedByAc 
countIds

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateEnv 
ironment

授予创建环境的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_CreateApplication.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_CreateApplication.html
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-aws_RequestTag___TagKey_
#awsmigrationhubrefactorspaces-aws_RequestTag___TagKey_
#awsmigrationhubrefactorspaces-aws_RequestTag___TagKey_
#awsmigrationhubrefactorspaces-aws_TagKeys
#awsmigrationhubrefactorspaces-aws_TagKeys
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_CreateEnvironment.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_CreateEnvironment.html
#awsmigrationhubrefactorspaces-aws_RequestTag___TagKey_
#awsmigrationhubrefactorspaces-aws_RequestTag___TagKey_
#awsmigrationhubrefactorspaces-aws_RequestTag___TagKey_
#awsmigrationhubrefactorspaces-aws_TagKeys
#awsmigrationhubrefactorspaces-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRoute 授予权限以在应用程序内创建
路由

写入   refactor- 
spaces:Ap 
plication 
CreatedBy 
Account

refactor- 
spaces:Se 
rviceCrea 
tedByAcco 
unt

refactor- 
spaces:Ro 
uteCreate 
dByAccoun 
t

refactor- 
spaces:Cr 
eatedByAc 
countIds

refactor- 
spaces:So 
urcePath

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

AWS Migration Hub 重构空间 2855

https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_CreateRoute.html
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_SourcePath
#awsmigrationhubrefactorspaces-refactor-spaces_SourcePath
#awsmigrationhubrefactorspaces-refactor-spaces_SourcePath
#awsmigrationhubrefactorspaces-aws_RequestTag___TagKey_
#awsmigrationhubrefactorspaces-aws_RequestTag___TagKey_
#awsmigrationhubrefactorspaces-aws_RequestTag___TagKey_
#awsmigrationhubrefactorspaces-aws_TagKeys
#awsmigrationhubrefactorspaces-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSer 
vice

授予权限以在应用程序内创建
服务

写入   refactor- 
spaces:Ap 
plication 
CreatedBy 
Account

refactor- 
spaces:Se 
rviceCrea 
tedByAcco 
unt

refactor- 
spaces:Cr 
eatedByAc 
countIds

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteApp 
lication

授予权限以从环境中删除应用
程序

写入 applicati 
on*
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https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_CreateService.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_CreateService.html
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-aws_RequestTag___TagKey_
#awsmigrationhubrefactorspaces-aws_RequestTag___TagKey_
#awsmigrationhubrefactorspaces-aws_RequestTag___TagKey_
#awsmigrationhubrefactorspaces-aws_TagKeys
#awsmigrationhubrefactorspaces-aws_TagKeys
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_DeleteApplication.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_DeleteApplication.html
#awsmigrationhubrefactorspaces-application
#awsmigrationhubrefactorspaces-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  refactor- 
spaces:Ap 
plication 
CreatedBy 
Account

refactor- 
spaces:Cr 
eatedByAc 
countIds

aws:Resou 
rceTag/${ 
TagKey}

 

environme 
nt*

    DeleteEnv 
ironment

授予删除环境的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteRes 
ourcePolicy

授予权限以删除资源策略 写入      

 DeleteRoute 授予权限以从应用程序中删除
路由

写入 route*    
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#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-environment
#awsmigrationhubrefactorspaces-environment
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_DeleteEnvironment.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_DeleteEnvironment.html
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_DeleteRoute.html
#awsmigrationhubrefactorspaces-route


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  refactor- 
spaces:Ap 
plication 
CreatedBy 
Account

refactor- 
spaces:Se 
rviceCrea 
tedByAcco 
unt

refactor- 
spaces:Ro 
uteCreate 
dByAccoun 
t

refactor- 
spaces:Cr 
eatedByAc 
countIds

refactor- 
spaces:So 
urcePath

aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteSer 
vice

授予权限以从应用程序中删除
服务

写入 service*    
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#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_SourcePath
#awsmigrationhubrefactorspaces-refactor-spaces_SourcePath
#awsmigrationhubrefactorspaces-refactor-spaces_SourcePath
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_DeleteService.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_DeleteService.html
#awsmigrationhubrefactorspaces-service


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  refactor- 
spaces:Ap 
plication 
CreatedBy 
Account

refactor- 
spaces:Se 
rviceCrea 
tedByAcco 
unt

refactor- 
spaces:Cr 
eatedByAc 
countIds

aws:Resou 
rceTag/${ 
TagKey}

 

 GetApplic 
ation

授予权限以获取有关应用程序
的更多信息

读取 applicati 
on*
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#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_GetApplication.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_GetApplication.html
#awsmigrationhubrefactorspaces-application
#awsmigrationhubrefactorspaces-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  refactor- 
spaces:Ap 
plication 
CreatedBy 
Account

refactor- 
spaces:Cr 
eatedByAc 
countIds

aws:Resou 
rceTag/${ 
TagKey}

 

environme 
nt*

    GetEnviro 
nment

授予权限以获取环境的更多信
息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetResour 
cePolicy

授予权限以获取有关资源策略
的详细信息

读取      

 GetRoute 授予权限以获取有关路由的更
多信息

读取 route*    
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#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-environment
#awsmigrationhubrefactorspaces-environment
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_GetEnvironment.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_GetEnvironment.html
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_GetRoute.html
#awsmigrationhubrefactorspaces-route


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  refactor- 
spaces:Ap 
plication 
CreatedBy 
Account

refactor- 
spaces:Se 
rviceCrea 
tedByAcco 
unt

refactor- 
spaces:Ro 
uteCreate 
dByAccoun 
t

refactor- 
spaces:Cr 
eatedByAc 
countIds

refactor- 
spaces:So 
urcePath

aws:Resou 
rceTag/${ 
TagKey}

 

 GetService 授予权限以获取有关服务的更
多信息

读取 service*    
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#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_SourcePath
#awsmigrationhubrefactorspaces-refactor-spaces_SourcePath
#awsmigrationhubrefactorspaces-refactor-spaces_SourcePath
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_GetService.html
#awsmigrationhubrefactorspaces-service


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  refactor- 
spaces:Ap 
plication 
CreatedBy 
Account

refactor- 
spaces:Se 
rviceCrea 
tedByAcco 
unt

refactor- 
spaces:Cr 
eatedByAc 
countIds

aws:Resou 
rceTag/${ 
TagKey}

 

 ListAppli 
cations

授予列出环境中的所有应用程
序的权限

读取 applicati 
on*

   

 ListEnvir 
onmentVpcs

授予列出环境中所有 VPCs 内
容的权限

读取 environme 
nt*

   

 ListEnvir 
onments

授予列出所有环境的权限 读取      

 ListRoutes 授予列出应用程序中所有路由
的权限

读取 route*    

 ListServices 授予列出环境中的所有服务的
权限

读取 environme 
nt*
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#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-refactor-spaces_CreatedByAccountIds
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_ListApplications.html
#awsmigrationhubrefactorspaces-application
#awsmigrationhubrefactorspaces-application
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_ListEnvironmentVpcs.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_ListEnvironmentVpcs.html
#awsmigrationhubrefactorspaces-environment
#awsmigrationhubrefactorspaces-environment
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_ListEnvironments.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_ListEnvironments.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_ListRoutes.html
#awsmigrationhubrefactorspaces-route
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_ListServices.html
#awsmigrationhubrefactorspaces-environment
#awsmigrationhubrefactorspaces-environment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予权限以列出给定资源的所
有标签

读取      

 PutResour 
cePolicy

授予权限以添加资源策略 写入      

applicati 
on

   

environme 
nt

   

route    

 TagResour 
ce

授予权限以标记资源 标记

service    
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https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_PutResourcePolicy.html
#awsmigrationhubrefactorspaces-application
#awsmigrationhubrefactorspaces-application
#awsmigrationhubrefactorspaces-environment
#awsmigrationhubrefactorspaces-environment
#awsmigrationhubrefactorspaces-route
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/API_TagResource.html
#awsmigrationhubrefactorspaces-service


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  refactor- 
spaces:Ap 
plication 
CreatedBy 
Account

refactor- 
spaces:Se 
rviceCrea 
tedByAcco 
unt

refactor- 
spaces:Ro 
uteCreate 
dByAccoun 
t

refactor- 
spaces:Cr 
eatedByAc 
countIds

refactor- 
spaces:So 
urcePath

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ApplicationCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_ServiceCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
#awsmigrationhubrefactorspaces-refactor-spaces_RouteCreatedByAccount
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:Resou 
rceTag/${ 
TagKey}

applicati 
on

   

environme 
nt

   

route    

 UntagReso 
urce

授予权限以从资源中删除标签 标记

service    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  refactor- 
spaces:Ap 
plication 
CreatedBy 
Account

refactor- 
spaces:Se 
rviceCrea 
tedByAcco 
unt

refactor- 
spaces:Ro 
uteCreate 
dByAccoun 
t

refactor- 
spaces:Cr 
eatedByAc 
countIds

refactor- 
spaces:So 
urcePath

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:Resou 
rceTag/${ 
TagKey}

 UpdateRoute 授予从应用程序中更新路由的
权限

写入 route*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  refactor- 
spaces:Ap 
plication 
CreatedBy 
Account

refactor- 
spaces:Se 
rviceCrea 
tedByAcco 
unt

refactor- 
spaces:Ro 
uteCreate 
dByAccoun 
t

refactor- 
spaces:Cr 
eatedByAc 
countIds

refactor- 
spaces:So 
urcePath

aws:Resou 
rceTag/${ 
TagKey}
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AWS Migration Hub Refactor Spaces 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 environment arn:${Partition}:refactor-spaces:${R 
egion}:${Account}:environment/${Envi 
ronmentId}

aws:ResourceTag/${ 
TagKey}

 application arn:${Partition}:refactor-spaces:${R 
egion}:${Account}:environment/${Envi 
ronmentId}/application/${Application 
Id}

aws:ResourceTag/${ 
TagKey}

refactor-spaces:Ap 
plicationCreatedBy 
Account

refactor-spaces:Cr 
eatedByAccountIds

 service arn:${Partition}:refactor-spaces:${R 
egion}:${Account}:environment/${Envi 
ronmentId}/application/${Application 
Id}/service/${ServiceId}

aws:ResourceTag/${ 
TagKey}

refactor-spaces:Ap 
plicationCreatedBy 
Account

refactor-spaces:Cr 
eatedByAccountIds

refactor-spaces:Se 
rviceCreatedByAcco 
unt

 route arn:${Partition}:refactor-spaces:${R 
egion}:${Account}:environment/${Envi 

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-resources
#awsmigrationhubrefactorspaces-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

ronmentId}/application/${Application 
Id}/route/${RouteId}

refactor-spaces:Ap 
plicationCreatedBy 
Account

refactor-spaces:Cr 
eatedByAccountIds

refactor-spaces:Ro 
uteCreatedByAccount

refactor-spaces:Se 
rviceCreatedByAcco 
unt

refactor-spaces:So 
urcePath

AWS Migration Hub Refactor Spaces 的条件键

AWS Migration Hub 重构空间定义了以下可用于 IAM 策略Condition元素的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 refactor- 
spaces:Ap 

通过将操作限制为仅限于在环境中创建应用程序的那些账
户来筛选访问权限

字符串
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条件键 描述 类型

plication 
CreatedBy 
Account

 refactor- 
spaces:Cr 
eatedByAc 
countIds

按照创建资源的账户筛选访问权限 ArrayOfString

 refactor- 
spaces:Ro 
uteCreate 
dByAccount

通过将操作限制为仅限于在应用程序内创建路由的那些账
户来筛选访问权限

字符串

 refactor- 
spaces:Se 
rviceCrea 
tedByAccount

通过将操作限制为仅限于在应用程序内创建服务的那些账
户来筛选访问权限

字符串

 refactor- 
spaces:So 
urcePath

按路由的路径筛选访问权限 字符串

AWS Migration Hub 策略建议的操作、资源和条件键

AWS Migration Hub 策略建议（服务前缀:migrationhub-strategy）提供以下特定于服务的资源、
操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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• AWS Migration Hub 策略建议定义的操作

• AWS Migration Hub 策略建议定义的资源类型

• AWS Migration Hub 策略建议的条件键

AWS Migration Hub 策略建议定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAntiPa 
ttern

授予获取收集器应在客户环境
中查找的所有反模式详细信息
的权限

读取      

 GetApplic 
ationComp 
onentDetails

授予获取应用程序详细信息的
权限

读取      

 GetApplic 
ationComp 
onentStra 
tegies

授予获取服务器中运行的应用
程序的所有推荐策略和工具列
表的权限

读取      

 GetAssess 
ment

授予检索正在进行的评估状态
的权限

读取      

 GetImport 
FileTask

授予获取特定导入任务详细信
息的权限

读取      

 GetLatest 
Assessmen 
tId

授予检索最新评估 ID 的权限 读取      

 GetMessage 向收集器授予接收来自该服务
的信息的权限

读取      

 GetPortfo 
lioPrefer 
ences

授予检索客户 migration/
Modernization 偏好的权限

读取      

 GetPortfo 
lioSummary

授予检索总体摘要（更换主机
的服务器数量等以及反模式的
总数）的权限

读取      
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https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetApplicationComponentStrategies.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetLatestAssessmentId.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetLatestAssessmentId.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetLatestAssessmentId.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetMessage.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioSummary.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioSummary.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetRecomm 
endationR 
eportDetails

授予检索有关建议报告详细信
息的权限

读取      

 GetServer 
Details

授予获取有关特定服务器信息
的权限

读取      

 GetServer 
Strategies

授予获取特定服务器推荐策略
和工具的权限

读取      

 ListAnaly 
zableServers

授予获取客户 vcenter 环境中
所有可分析的服务器列表的权
限

列表      

 ListAntiP 
atterns

授予获取收集器应在客户环境
中查找的所有反模式列表的权
限

列表      

 ListAppli 
cationCom 
ponents

授予获取在客户服务器的服务
器上运行的所有应用程序列表
的权限

列表      

 ListColle 
ctors

授予获取客户安装的所有收集
器列表的权限

列表      

 ListImpor 
tFileTask

授予获取客户执行的所有导入
列表的权限

列表      

 ListJarAr 
tifacts

授予获取收集器应评估的二进
制文件列表的权限

列表      

 ListServers 授予获取客户环境中所有服务
器列表的权限

列表      
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https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetRecommendationReportDetails.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetRecommendationReportDetails.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetRecommendationReportDetails.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerDetails.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerDetails.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerStrategies.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerStrategies.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListAnalyzableServers.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListAnalyzableServers.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListAntiPatterns.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListAntiPatterns.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListApplicationComponents.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListApplicationComponents.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListApplicationComponents.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListCollectors.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListCollectors.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListJarArtifacts.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListJarArtifacts.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListServers.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutLogData 授予收集器权限以向该服务发
送日志

写入      

 PutMetric 
Data

授予收集器权限以向该服务发
送指标

写入      

 PutPortfo 
lioPrefer 
ences

授予保存客户 Migration/
Modernization 偏好的权限

写入      

 RegisterC 
ollector

授予注册收集器以接收 ID 并开
始从服务接收消息的权限

写入      

 SendMessa 
ge

向收集器授予向该服务发送信
息的权限

写入      

 StartAsse 
ssment

授予在客户环境中开始评估的
权限（从所有服务器收集数据
并提供建议）

写入      

 StartImpo 
rtFileTask

授予从客户提供的文件开始导
入数据的权限

写入      

 StartReco 
mmendatio 
nReportGe 
neration

授予开始生成建议报告的权限 写入      

 StopAsses 
sment

授予停止正在进行的评估的权
限

写入      

 UpdateApp 
licationC 
omponentC 
onfig

授予更新应用程序详细信息的
权限

写入      
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https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_PutLogData.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_PutMetricData.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_PutMetricData.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_PutPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_PutPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_PutPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_RegisterCollector.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_RegisterCollector.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartRecommendationReportGeneration.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartRecommendationReportGeneration.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartRecommendationReportGeneration.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartRecommendationReportGeneration.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StopAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StopAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateApplicationComponentConfig.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateApplicationComponentConfig.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateApplicationComponentConfig.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateApplicationComponentConfig.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCol 
lectorCon 
figuration

授权收集器向服务发送配置信
息的权限

写入      

 UpdateSer 
verConfig

授予在服务器上更新信息以及
建议策略的权限

写入      

AWS Migration Hub 策略建议定义的资源类型

AWS Migration Hub 策略建议不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许访问 
AWS Migration Hub 策略建议，请在策略中指定 "Resource": "*"。

AWS Migration Hub 策略建议的条件键

Migration Hub 策略建议没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所
有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Mobile Analytics 的操作、资源和条件键

Amazon Mobile Analytics（服务前缀：mobileanalytics）提供以下服务特定的资源、操作和条件
上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Mobile Analytics 定义的操作

• Amazon Mobile Analytics 定义的资源类型

• Amazon Mobile Analytics 的条件键
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https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateCollectorConfiguration.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateCollectorConfiguration.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateCollectorConfiguration.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateServerConfig.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateServerConfig.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/mobileanalytics/latest/ug/
https://docs.aws.amazon.com/mobileanalytics/latest/ug/
https://docs.aws.amazon.com/mobileanalytics/latest/ug/access_permissions.html
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Amazon Mobile Analytics 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetFinanc 
ialReports

授予访问应用程序财务指标的
权限

Read      

 GetReports 授予访问应用程序标准指标的
权限

读取      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutEvents 该 PutEvents 操作记录一个或
多个事件

写入      

Amazon Mobile Analytics 定义的资源类型

Amazon Mobile Analytics 不支持在 IAM policy 语句的 Resource 元素中指定资源 ARN。要允许对 
Amazon Mobile Analytics 的访问权限，请在策略中指定 "Resource": "*"。

Amazon Mobile Analytics 的条件键

Mobile Analytics 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务
均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Monitron 的操作、资源和条件键

Amazon Monitron（服务前缀：monitron）提供以下服务特定的资源、操作和条件上下文键以在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Monitron 定义的操作

• Amazon Monitron 定义的资源类型

• Amazon Monitron 的条件键
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https://docs.aws.amazon.com/mobileanalytics/latest/ug/PutEvents.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/Monitron/latest/user-guide/what-is-monitron.html
https://docs.aws.amazon.com/Monitron/latest/user-guide/
https://docs.aws.amazon.com/Monitron/latest/user-guide/security_iam_service-with-iam.html
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Amazon Monitron 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
ProjectAd 
minUser [仅
权限]

授予以管理员身份关联用户与
项目的权限

Permissio 
ns 
managemen 
t

project*   sso-direc 
tory:Desc 
ribeUsers
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/Monitron/latest/user-guide/user-management-chapter.html
https://docs.aws.amazon.com/Monitron/latest/user-guide/user-management-chapter.html
https://docs.aws.amazon.com/Monitron/latest/user-guide/user-management-chapter.html
#amazonmonitron-project
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

sso:Assoc 
iateProfi 
le

sso:GetMa 
nagedAppl 
icationIn 
stance

sso:GetPr 
ofile

sso:ListD 
irectoryA 
ssociatio 
ns

sso:ListP 
rofileAss 
ociations

sso:ListP 
rofiles

Amazon Monitron 2880
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePro 
ject [仅权限]

授予权限以创建项目 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iam:Creat 
eServiceL 
inkedRole

kms:Creat 
eGrant

sso:Creat 
eManagedA 
pplicatio 
nInstance

sso:Delet 
eManagedA 
pplicatio 
nInstance

sso:Descr 
ibeRegist 
eredRegio 
ns
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https://docs.aws.amazon.com/Monitron/latest/user-guide/mp-creating-project.html
https://docs.aws.amazon.com/Monitron/latest/user-guide/mp-creating-project.html
#amazonmonitron-aws_RequestTag___TagKey_
#amazonmonitron-aws_RequestTag___TagKey_
#amazonmonitron-aws_RequestTag___TagKey_
#amazonmonitron-aws_TagKeys
#amazonmonitron-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePro 
jectUserA 
ssociation [仅
权限]

授予将用户与项目关联的权限 权限管理 project*   sso-direc 
tory:Desc 
ribeUsers

sso:Assoc 
iateProfi 
le

sso:GetMa 
nagedAppl 
icationIn 
stance

sso:GetPr 
ofile

sso:ListD 
irectoryA 
ssociatio 
ns

sso:ListP 
rofileAss 
ociations

sso:ListP 
rofiles
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https://docs.aws.amazon.com/Monitron/latest/user-guide/adding-user.html
https://docs.aws.amazon.com/Monitron/latest/user-guide/adding-user.html
https://docs.aws.amazon.com/Monitron/latest/user-guide/adding-user.html
#amazonmonitron-project
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateUse 
rAccessRo 
leAssociation
[仅权限]

授予将访问角色与用户关联的
权限

权限管理 project*   sso-direc 
tory:Desc 
ribeUsers

sso:GetMa 
nagedAppl 
icationIn 
stance

sso:GetPr 
ofile

sso:ListD 
irectoryA 
ssociatio 
ns

sso:ListP 
rofileAss 
ociations

sso:ListP 
rofiles

 DeletePro 
ject [仅权限]

授予权限以删除项目 Write project*   sso:Delet 
eManagedA 
pplicatio 
nInstance
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https://docs.aws.amazon.com/Monitron/latest/user-guide/adding-user.html
https://docs.aws.amazon.com/Monitron/latest/user-guide/adding-user.html
https://docs.aws.amazon.com/Monitron/latest/user-guide/adding-user.html
#amazonmonitron-project
https://docs.aws.amazon.com/Monitron/latest/user-guide/mp-delete-project.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeletePro 
jectUserA 
ssociation [仅
权限]

授予取消用户与项目关联的权
限

权限管理 project*   sso-direc 
tory:Desc 
ribeUsers

sso:Disas 
sociatePr 
ofile

sso:GetMa 
nagedAppl 
icationIn 
stance

sso:GetPr 
ofile

sso:ListD 
irectoryA 
ssociatio 
ns

sso:ListP 
rofiles

 DeleteUse 
rAccessRo 
leAssociation
[仅权限]

授予取消访问角色与用户关联
的权限

权限管理 project*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateProjec 
tAdminUser
[仅权限]

授予取消管理员与项目之间的
关联的权限

Permissio 
ns 
managemen 
t

project*   sso-direc 
tory:Desc 
ribeUsers

sso:Disas 
sociatePr 
ofile

sso:GetMa 
nagedAppl 
icationIn 
stance

sso:GetPr 
ofile

sso:ListD 
irectoryA 
ssociatio 
ns

sso:ListP 
rofiles

 GetProject
[仅权限]

授予获取有关项目的信息的权
限

Read project*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetProjec 
tAdminUser
[仅权限]

授予描述与项目关联的管理员
的权限

Read project*   sso-direc 
tory:Desc 
ribeUsers

sso:GetMa 
nagedAppl 
icationIn 
stance

sso:ListP 
rofileAss 
ociations

 ListProje 
ctAdminUs 
ers [仅权限]

授予列出与项目关联的所有管
理员的权限

Permissio 
ns 
managemen 
t

project*   sso-direc 
tory:Desc 
ribeUsers

sso:GetMa 
nagedAppl 
icationIn 
stance
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListProje 
ctUserAss 
ociations [仅
权限]

授予列出与项目关联的所有用
户的权限

列表 project*   sso:GetMa 
nagedAppl 
icationIn 
stance

sso:GetPr 
ofile

sso:ListD 
irectoryA 
ssociatio 
ns

sso:ListP 
rofileAss 
ociations

sso:ListP 
rofiles

 ListProjects
[仅权限]

授予列出所有项目的权限 List      

 ListTagsF 
orResource
[仅权限]

授予权限以列出资源的所有标
签

Read project    

 ListUserA 
ccessRole 
Associations
[仅权限]

授予列出与用户关联的所有访
问角色的权限

列表 project*    

 TagResour 
ce [仅权限]

授予权限以标记资源 Tagging project    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

project     UntagReso 
urce [仅权限]

授予权限以取消标记资源 Tagging

  aws:TagKe 
ys

 

 UpdatePro 
ject [仅权限]

授予权限以更新项目 Write project*    

Amazon Monitron 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 project arn:${Partition}:monitron:${Region}: 
${Account}:project/${ResourceId}

aws:ResourceTag/${ 
TagKey}

Amazon Monitron 的条件键

Amazon Monitron 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签筛选访问 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon MQ 的操作、资源和条件键

Amazon MQ（服务前缀：mq）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权限策略中
使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon MQ 定义的操作

• Amazon MQ 定义的资源类型

• Amazon MQ 的条件键

Amazon MQ 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateBro 
ker

授予创建代理的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eNetworkI 
nterfaceP 
ermission

ec2:Creat 
eSecurity 
Group

ec2:Creat 
eVpcEndpo 
int
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeIntern 
etGateway 
s

ec2:Descr 
ibeNetwor 
kInterfac 
ePermissi 
ons

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcEnd 
points

ec2:Descr 
ibeVpcs

ec2:Modif 
yNetworkI 
nterfaceA 
ttribute
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iam:Creat 
eServiceL 
inkedRole

route53:A 
ssociateV 
PCWithHos 
tedZone

 CreateCon 
figuration

授予权限以便为指定的配置名
称创建新的配置。Amazon MQ 
使用默认配置（引擎类型和引
擎版本）

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateRep 
licaBroker [仅
权限]

授予权限以创建复制代理 写入 brokers*    

brokers    

configura 
tions

   

 CreateTags 授予创建标签的权限 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateUser 授予创建 ActiveMQ 用户的权
限

Write brokers*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteBroker 授予删除代理的权限 写入 brokers*   ec2:Delet 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterfaceP 
ermission

ec2:Delet 
eVpcEndpo 
ints

ec2:Detac 
hNetworkI 
nterface

 DeleteCon 
figuration

授予删除配置的权限 写入 configura 
tions*

   

brokers    

configura 
tions

   

 DeleteTags 授予删除标签的权限 Tagging

  aws:TagKe 
ys

 

 DeleteUser 授予删除 ActiveMQ 用户的权
限

Write brokers*    

 DescribeB 
roker

授予返回指定代理相关信息的
权限

Read brokers*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeB 
rokerEngi 
neTypes

授予返回代理引擎相关信息的
权限

Read      

 DescribeB 
rokerInst 
anceOptions

授予权限以返回有关代理实例
选项的信息

Read      

 DescribeC 
onfiguration

授予返回指定配置相关信息的
权限

Read configura 
tions*

   

 DescribeC 
onfigurat 
ionRevision

授予为指定配置返回指定配置
修订的权限

Read configura 
tions*

   

 DescribeU 
ser

授予返回 ActiveMQ 用户相关
信息的权限

Read brokers*    

 ListBrokers 授予返回所有代理的列表的权
限

List      

 ListConfi 
gurationR 
evisions

授予为指定配置返回所有现有
修订的列表的权限

List configura 
tions*

   

 ListConfi 
gurations

授予返回所有配置的列表的权
限

List      

brokers     ListTags 授予返回标签列表的权限 List

configura 
tions

   

 ListUsers 授予返回所有 ActiveMQ 用户
的列表的权限

列表 brokers*    

Amazon MQ 2894

https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-engine-types.html#broker-engine-types-http-methods
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-engine-types.html#broker-engine-types-http-methods
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-engine-types.html#broker-engine-types-http-methods
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-instance-options.html#broker-engine-types-http-methods
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-instance-options.html#broker-engine-types-http-methods
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-instance-options.html#broker-engine-types-http-methods
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#rest-api-configuration-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#rest-api-configuration-methods-get
#amazonmq-configurations
#amazonmq-configurations
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#rest-api-configuration-revision-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#rest-api-configuration-revision-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#rest-api-configuration-revision-methods-get
#amazonmq-configurations
#amazonmq-configurations
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-username.html#rest-api-username-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-username.html#rest-api-username-methods-get
#amazonmq-brokers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#rest-api-brokers-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-revisions.html#rest-api-revisions-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-revisions.html#rest-api-revisions-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-revisions.html#rest-api-revisions-methods-get
#amazonmq-configurations
#amazonmq-configurations
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#rest-api-configurations-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#rest-api-configurations-methods-get
#amazonmq-brokers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tags.html#rest-api-tags-methods-get
#amazonmq-configurations
#amazonmq-configurations
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#rest-api-users-methods-get
#amazonmq-brokers
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Promote 授予权限以提升代理 写入 brokers*    

 RebootBro 
ker

授予重新引导代理的权限 Write brokers*    

 UpdateBro 
ker

授予向代理添加待处理的配置
更改的权限

Write brokers*    

 UpdateCon 
figuration

授予更新指定配置的权限 Write configura 
tions*

   

 UpdateUser 授予更新 ActiveMQ 用户信息
的权限

Write brokers*    

Amazon MQ 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 brokers arn:${Partition}:mq:${Region}:${Acco 
unt}:broker:${BrokerName}:${BrokerId 
}

aws:ResourceTag/${ 
TagKey}

 configura 
tions

arn:${Partition}:mq:${Region}:${Acco 
unt}:configuration:${ConfigurationId 
}

aws:ResourceTag/${ 
TagKey}

Amazon MQ 2895

https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-promote.html#rest-api-promote-methods-post
#amazonmq-brokers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-restart.html#rest-api-reboot-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-restart.html#rest-api-reboot-methods-post
#amazonmq-brokers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-get
#amazonmq-brokers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#rest-api-configuration-methods-put
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#rest-api-configuration-methods-put
#amazonmq-configurations
#amazonmq-configurations
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-username.html#rest-api-username-methods-put
#amazonmq-brokers
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-how-it-works.html
#amazonmq-aws_ResourceTag___TagKey_
#amazonmq-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-how-it-works.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-how-it-works.html
#amazonmq-aws_ResourceTag___TagKey_
#amazonmq-aws_ResourceTag___TagKey_
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Amazon MQ 的条件键

Amazon MQ 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键进一
步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

用于多方批准的操作、资源和条件密钥

多方批准（服务前缀:mpa）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限策略
中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由多方批准定义的操作

• 由多方批准定义的资源类型

• 多方批准的条件密钥
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/mpa/latest/userguide/
https://docs.aws.amazon.com/mpa/latest/APIReference/
https://docs.aws.amazon.com/mpa/latest/userguide/security_iam_service-with-iam.html
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由多方批准定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

session*     CancelSes 
sion

授予取消批准会话的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
#multi-partyapproval-session
https://docs.aws.amazon.com/mpa/latest/APIReference/API_CancelSession.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_CancelSession.html
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

mpa:Reque 
stedOpera 
tion

mpa:Prote 
ctedResou 
rceAccoun 
t

approval- 
team*

    CreateApp 
rovalTeam

授予创建审批小组的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 CreateIde 
ntitySource

授予创建身份源的权限 写入 identity- 
source*
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#multi-partyapproval-mpa_RequestedOperation
#multi-partyapproval-mpa_RequestedOperation
#multi-partyapproval-mpa_RequestedOperation
#multi-partyapproval-mpa_ProtectedResourceAccount
#multi-partyapproval-mpa_ProtectedResourceAccount
#multi-partyapproval-mpa_ProtectedResourceAccount
#multi-partyapproval-mpa_ProtectedResourceAccount
#multi-partyapproval-approval-team
#multi-partyapproval-approval-team
https://docs.aws.amazon.com/mpa/latest/APIReference/API_CreateApprovalTeam.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_CreateApprovalTeam.html
#multi-partyapproval-aws_RequestTag___TagKey_
#multi-partyapproval-aws_RequestTag___TagKey_
#multi-partyapproval-aws_RequestTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_TagKeys
#multi-partyapproval-aws_TagKeys
https://docs.aws.amazon.com/mpa/latest/APIReference/API_CreateIdentitySource.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_CreateIdentitySource.html
#multi-partyapproval-identity-source
#multi-partyapproval-identity-source
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

identity- 
source*

    DeleteIde 
ntitySource

授予删除身份源的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

approval- 
team*

    DeleteIna 
ctiveAppr 
ovalTeamV 
ersion

授予删除不活跃的审批小组的
权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteRes 
ourcePolicy
[仅权限]

授予权限以删除资源策略 权限管理      

approval- 
team*

    GetApprov 
alTeam

授予为审批团队检索详细信息
的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}
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#multi-partyapproval-aws_RequestTag___TagKey_
#multi-partyapproval-aws_RequestTag___TagKey_
#multi-partyapproval-aws_RequestTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_TagKeys
#multi-partyapproval-aws_TagKeys
#multi-partyapproval-identity-source
#multi-partyapproval-identity-source
https://docs.aws.amazon.com/mpa/latest/APIReference/API_DeleteIdentitySource.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_DeleteIdentitySource.html
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-approval-team
#multi-partyapproval-approval-team
https://docs.aws.amazon.com/mpa/latest/APIReference/API_DeleteInactiveApprovalTeamVersion.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_DeleteInactiveApprovalTeamVersion.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_DeleteInactiveApprovalTeamVersion.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_DeleteInactiveApprovalTeamVersion.html
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mpa/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_DeleteResourcePolicy.html
#multi-partyapproval-approval-team
#multi-partyapproval-approval-team
https://docs.aws.amazon.com/mpa/latest/APIReference/API_GetApprovalTeam.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_GetApprovalTeam.html
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

identity- 
source*

    GetIdenti 
tySource

授予检索身份源详细信息的权
限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetPolicy 
Version

授予检索策略详细信息的权限 读取      

 GetResour 
cePolicy

授予检索特定资源详细信息的
权限

读取      

session*     GetSession 授予检索批准会话详细信息的
权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

mpa:Reque 
stedOpera 
tion

mpa:Prote 
ctedResou 
rceAccoun 
t

 

 ListAppro 
valTeams

授予列出审批小组的权限 列表      

 ListIdent 
itySources

授予列出身份源的权限 列表      

 ListPolicies 授予列出策略的权限 列表      

多方批准 2900

#multi-partyapproval-identity-source
#multi-partyapproval-identity-source
https://docs.aws.amazon.com/mpa/latest/APIReference/API_GetIdentitySource.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_GetIdentitySource.html
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mpa/latest/APIReference/API_GetPolicyVersion.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_GetPolicyVersion.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_GetResourcePolicy.html
#multi-partyapproval-session
https://docs.aws.amazon.com/mpa/latest/APIReference/API_GetSession.html
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-mpa_RequestedOperation
#multi-partyapproval-mpa_RequestedOperation
#multi-partyapproval-mpa_RequestedOperation
#multi-partyapproval-mpa_ProtectedResourceAccount
#multi-partyapproval-mpa_ProtectedResourceAccount
#multi-partyapproval-mpa_ProtectedResourceAccount
#multi-partyapproval-mpa_ProtectedResourceAccount
https://docs.aws.amazon.com/mpa/latest/APIReference/API_ListApprovalTeams.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_ListApprovalTeams.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_ListIdentitySources.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_ListIdentitySources.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_ListPolicies.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPolic 
yVersions

授予列出策略版本的权限 列表      

 ListResou 
rcePolicies

授予列出资源策略的权限 列表      

 ListSessions 授予列出批准会话的权限 列表      

 ListTagsF 
orResource

授予权限以列出资源的标签 List      

 PutResour 
cePolicy [仅
权限]

授予为资源创建或更新策略的
权限

权限管理      

approval- 
team*

    StartActi 
veApprova 
lTeamDele 
tion

为活跃的审批团队授予启动删
除流程的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 StartSession
[仅权限]

授予启动批准会话的权限 写入 session*    
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https://docs.aws.amazon.com/mpa/latest/APIReference/API_ListPolicyVersions.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_ListPolicyVersions.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_ListResourcePolicies.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_ListResourcePolicies.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_ListSessions.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_PutResourcePolicy.html
#multi-partyapproval-approval-team
#multi-partyapproval-approval-team
https://docs.aws.amazon.com/mpa/latest/APIReference/API_StartActiveApprovalTeamDeletion.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_StartActiveApprovalTeamDeletion.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_StartActiveApprovalTeamDeletion.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_StartActiveApprovalTeamDeletion.html
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/mpa/latest/APIReference/API_StartSessionInternal.html
#multi-partyapproval-session
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

mpa:Reque 
stedOpera 
tion

mpa:Prote 
ctedResou 
rceAccoun 
t

 

 TagResour 
ce

授予权限以标记资源 Tagging   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以取消标记资源 标记   aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 UpdateApp 
rovalTeam

授予更新审批团队的权限 写入 approval- 
team*
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#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-mpa_RequestedOperation
#multi-partyapproval-mpa_RequestedOperation
#multi-partyapproval-mpa_RequestedOperation
#multi-partyapproval-mpa_ProtectedResourceAccount
#multi-partyapproval-mpa_ProtectedResourceAccount
#multi-partyapproval-mpa_ProtectedResourceAccount
#multi-partyapproval-mpa_ProtectedResourceAccount
https://docs.aws.amazon.com/mpa/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_TagResource.html
#multi-partyapproval-aws_RequestTag___TagKey_
#multi-partyapproval-aws_RequestTag___TagKey_
#multi-partyapproval-aws_RequestTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_TagKeys
#multi-partyapproval-aws_TagKeys
https://docs.aws.amazon.com/mpa/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_UntagResource.html
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_ResourceTag___TagKey_
#multi-partyapproval-aws_TagKeys
#multi-partyapproval-aws_TagKeys
https://docs.aws.amazon.com/mpa/latest/APIReference/API_UpdateApprovalTeam.html
https://docs.aws.amazon.com/mpa/latest/APIReference/API_UpdateApprovalTeam.html
#multi-partyapproval-approval-team
#multi-partyapproval-approval-team
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

由多方批准定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 approval- 
team

arn:${Partition}:mpa:${Region}:${Acc 
ount}:approval-team/${ApprovalTeamId 
}

aws:ResourceTag/${ 
TagKey}

 identity- 
source

arn:${Partition}:mpa:${Region}:${Acc 
ount}:identity-source/${IdentitySour 
ceId}

aws:ResourceTag/${ 
TagKey}

 session arn:${Partition}:mpa:${Region}:${Acc 
ount}:session/${SessionId}

aws:ResourceTag/${ 
TagKey}

多方批准的条件密钥

多方批准定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一步细化应
用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

 mpa:Prote 
ctedResou 
rceAccount

筛选拥有资源的账户的访问权限，该资源是需要批准的操
作的目标

字符串

 mpa:Reque 
stedOperation

按请求的操作筛选访问权限，该操作需要团队批准才能执
行

字符串

Amazon Neptune 的操作、资源和条件键

Amazon Neptune（服务前缀：neptune-db）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Neptune 定义的操作

• Amazon Neptune 定义的资源类型

• Amazon Neptune 的条件键
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Amazon Neptune 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelLoa 
derJob

授予权限以取消加载程序任务 写入 database*    

 CancelMLD 
ataProces 
singJob

授予权限以取消 ML 数据处理
任务

写入 database*    

Amazon Neptune 2905

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/neptune/latest/userguide/iam-dp-actions.html#cancelloaderjob
https://docs.aws.amazon.com/neptune/latest/userguide/iam-dp-actions.html#cancelloaderjob
#amazonneptune-database
#amazonneptune-database
https://docs.aws.amazon.com/neptune/latest/userguide/iam-dp-actions.html#cancelmldataprocessingjob
https://docs.aws.amazon.com/neptune/latest/userguide/iam-dp-actions.html#cancelmldataprocessingjob
https://docs.aws.amazon.com/neptune/latest/userguide/iam-dp-actions.html#cancelmldataprocessingjob
#amazonneptune-database
#amazonneptune-database


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelMLM 
odelTrain 
ingJob

授予权限以取消 ML 模型训练
任务

写入 database*    

 CancelMLM 
odelTrans 
formJob

授予权限以取消 ML 模型转换
任务

写入 database*    

 CancelQuery 授予权限以取消查询 写入 database*    

 CreateMLE 
ndpoint

授予权限以创建 ML 端点 写入 database*    

database*     DeleteDat 
aViaQuery

授予通过数据库查询 APIs 运行
删除数据的权限

写入

  neptune-
d 
b:QueryLa 
nguage

 

 DeleteMLE 
ndpoint

授予权限以删除 ML 端点 写入 database*    

 DeleteSta 
tistics

授予权限以删除数据库中的所
有统计数据

写入 database*    

 GetEngine 
Status

授予权限以检查 Neptune 引擎
的状态

读取 database*    

 GetGraphS 
ummary

授予权限以从数据库获取图形
摘要

读取 database*    

 GetLoader 
JobStatus

授予权限以检查加载程序任务
的状态

读取 database*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetMLData 
Processin 
gJobStatus

授予权限以检查 ML 数据处理
任务的状态

读取 database*    

 GetMLEndp 
ointStatus

授予权限以检查 ML 端点的状
态

读取 database*    

 GetMLMode 
lTraining 
JobStatus

授予权限以检查 ML 模型训练
任务的状态

读取 database*    

 GetMLMode 
lTransfor 
mJobStatus

授予权限以检查 ML 模型转换
任务的状态

读取 database*    

database*     GetQueryS 
tatus

授予权限以检查所有活动查询
的状态

读取

  neptune-
d 
b:QueryLa 
nguage

 

 GetStatis 
ticsStatus

授予权限以检查数据库统计数
据的状态

读取 database*    

database*     GetStream 
Records

授予权限以取回来自 Neptune 
的流记录

读取

  neptune-
d 
b:QueryLa 
nguage

 

 ListLoade 
rJobs

授予权限以列出所有加载程序
任务

列表 database*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListMLDat 
aProcessi 
ngJobs

授予权限以列出所有 ML 数据
处理任务

列表 database*    

 ListMLEnd 
points

授予权限以列出所有 ML 端点 列表 database*    

 ListMLMod 
elTrainin 
gJobs

授予权限以列出所有 ML 模型
训练任务

列表 database*    

 ListMLMod 
elTransfo 
rmJobs

授予权限以列出所有 ML 模型
转换任务

列表 database*    

 ManageSta 
tistics

授予权限以管理数据库中的统
计数据

写入 database*    

database*     ReadDataV 
iaQuery

授予通过数据库查询 APIs 运行
读取数据的权限

读取

  neptune-
d 
b:QueryLa 
nguage

 

 ResetData 
base

授予权限以获取重置所需的令
牌，并重置 Neptune 数据库

写入 database*    

 StartLoad 
erJob

授予权限以启动加载程序任务 写入 database*    

 StartMLDa 
taProcess 
ingJob

授予权限以启动 ML 数据处理
任务

写入 database*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartMLMo 
delTraini 
ngJob

授予权限以启动 ML 模型训练
任务

写入 database*    

 StartMLMo 
delTransf 
ormJob

授予权限以启动 ML 模型转换
任务

写入 database*    

database*     WriteData 
ViaQuery

授予通过数据库查询 APIs 运行
写入数据的权限

写入

  neptune-
d 
b:QueryLa 
nguage

 

 connect 授予 1.2.0.0 版之前的引擎版本
所有数据访问操作的权限

写入 database*    

Amazon Neptune 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 database arn:${Partition}:neptune-db:${Region 
}:${Account}:${ClusterResourceId}/*
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Amazon Neptune 的条件键

Amazon Neptune 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 neptune-d 
b:QueryLa 
nguage

按图表模型筛选访问权限 字符串

Amazon Neptune Analytics 的操作、资源和条件键

Amazon Neptune Analytics（服务前缀：neptune-graph）提供了以下可在 IAM 权限策略中使用的
服务特定资源、操作和条件上下文键。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Neptune Analytics 定义的操作

• Amazon Neptune Analytics 定义的资源类型

• Amazon Neptune Analytics 的条件键

Amazon Neptune Analytics 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

Note

除 ''、'和ReadDataViaQuery' '之外的所有 IAM 操作都有相应DeleteDataViaQuery的 API 操作 
WriteDataViaQuery

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelExp 
ortTask

授予取消正在进行的导出任务
的权限

写入 export-ta 
sk*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 CancelImp 
ortTask

授予取消正在进行的导入任务
的权限

写入 import-ta 
sk*

   

graph*     CancelQuery 授予权限以取消查询 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 CreateGraph 授予创建新图形的权限 写入 graph*   iam:Creat 
eServiceL 
inkedRole

kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

neptune-
g 
raph:Publ 
icConnect 
ivity

 

graph*    

graph-
sna 
pshot*

   

 CreateGra 
phSnapshot

授予根据现有图形创建新快照
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

graph*   iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole

kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

import-ta 
sk*

   

 CreateGra 
phUsingIm 
portTask

授予创建新图形并同时将数据
导入新图形的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

neptune-
g 
raph:Publ 
icConnect 
ivity
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePri 
vateGraph 
Endpoint

授予创建从 vpc 中访问图形的
新私有图形端点的权限

写入 graph*   ec2:Creat 
eVpcEndpo 
int

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcAtt 
ribute

ec2:Descr 
ibeVpcEnd 
points

ec2:Descr 
ibeVpcs

ec2:Modif 
yVpcEndpo 
int

route53:A 
ssociateV 
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

PCWithHos 
tedZone

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

graph*     DeleteDat 
aViaQuery

授予通过查询 APIs 图表删除数
据的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

graph*     DeleteGraph 授予删除图形的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

graph-
sna 
pshot*

    DeleteGra 
phSnapshot

授予删除快照的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeletePri 
vateGraph 
Endpoint

授予删除图形的私有图形端点
的权限

写入 graph*   ec2:Delet 
eVpcEndpo 
ints

ec2:Descr 
ibeAvaila 
bilityZon 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcAtt 
ribute

ec2:Descr 
ibeVpcEnd 
points

ec2:Descr 
ibeVpcs

ec2:Modif 
yVpcEndpo 
int

route53:D 
isassocia 
teVPCFrom 
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

HostedZon 
e

  aws:Resou 
rceTag/${ 
TagKey}

 

graph*     GetEngine 
Status

授予获取图形引擎状态的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

export-ta 
sk*

    GetExport 
Task

授予获取导出任务详细信息的
权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

graph*     GetGraph 授予获取图形详细信息的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

graph-
sna 
pshot*

    GetGraphS 
napshot

授予获取快照详细信息的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetGraphS 
ummary

授予获取图形中数据摘要的权
限

读取 graph*    

Amazon Neptune Analytics 2918

#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-graph
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/#GetEngineStatus
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/#GetEngineStatus
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-export-task
#amazonneptuneanalytics-export-task
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_GetExportTask.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_GetExportTask.html
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-graph
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_GetGraph.html
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-graph-snapshot
#amazonneptuneanalytics-graph-snapshot
#amazonneptuneanalytics-graph-snapshot
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_GetGraphSnapshot.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_GetGraphSnapshot.html
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_GetGraphSummary.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_GetGraphSummary.html
#amazonneptuneanalytics-graph


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetImport 
Task

授予获取导入任务详细信息的
权限

读取 import-ta 
sk*

   

graph*     GetPrivat 
eGraphEnd 
point

授予获取有关图形的私有图形
端点详细信息的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

graph*     GetQueryS 
tatus

授予检查给定查询状态的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

graph*     GetStatis 
ticsStatus

授予获取图形中数据的统计数
据的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListExpor 
tTasks

授予在您的账户中列出导出任
务的权限

读取 export-ta 
sk*

   

 ListGraph 
Snapshots

授予列出账户中的快照的权限 读取 graph-
sna 
pshot*

   

 ListGraphs 授予列出账户中的图形的权限 读取 graph*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListImpor 
tTasks

授予列出账户中的导入任务的
权限

读取 import-ta 
sk*

   

graph*     ListPriva 
teGraphEn 
dpoints

授予列出给定图形的私有图形
端点的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

graph*     ListQueries 授予权限以检查所有活动查询
的状态

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

graph    

graph-
snapshot

   

 ListTagsF 
orResource

授予列出 Neptune Analytics 资
源的标签的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

graph*     ReadDataV 
iaQuery

授予通过查询 APIs 图表读取数
据的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

graph*     ResetGraph 授予重置图形，从而删除图形
中所有数据的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_ListImportTasks.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_ListImportTasks.html
#amazonneptuneanalytics-import-task
#amazonneptuneanalytics-import-task
#amazonneptuneanalytics-graph
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_ListPrivateGraphEndpoints.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_ListPrivateGraphEndpoints.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_ListPrivateGraphEndpoints.html
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-graph
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_ListQueries.html
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-graph
#amazonneptuneanalytics-graph-snapshot
#amazonneptuneanalytics-graph-snapshot
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_ListTagsForResource.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_ListTagsForResource.html
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-graph
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_ExecuteQuery.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_ExecuteQuery.html
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-graph
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_ResetGraph.html
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

graph*   kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

graph-
sna 
pshot*

   

 RestoreGr 
aphFromSn 
apshot

授予根据现有快照创建新图形
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

neptune-
g 
raph:Publ 
icConnect 
ivity

 

export-ta 
sk*

  iam:PassR 
ole

 StartExpo 
rtTask

授予从现有图表中导出数据的
权限

写入

graph*    
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#amazonneptuneanalytics-graph
#amazonneptuneanalytics-graph-snapshot
#amazonneptuneanalytics-graph-snapshot
#amazonneptuneanalytics-graph-snapshot
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_RestoreGraphFromSnapshot.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_RestoreGraphFromSnapshot.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_RestoreGraphFromSnapshot.html
#amazonneptuneanalytics-aws_RequestTag___TagKey_
#amazonneptuneanalytics-aws_RequestTag___TagKey_
#amazonneptuneanalytics-aws_RequestTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_TagKeys
#amazonneptuneanalytics-aws_TagKeys
#amazonneptuneanalytics-neptune-graph_PublicConnectivity
#amazonneptuneanalytics-neptune-graph_PublicConnectivity
#amazonneptuneanalytics-neptune-graph_PublicConnectivity
#amazonneptuneanalytics-neptune-graph_PublicConnectivity
#amazonneptuneanalytics-neptune-graph_PublicConnectivity
#amazonneptuneanalytics-export-task
#amazonneptuneanalytics-export-task
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_StartExportTask.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_StartExportTask.html
#amazonneptuneanalytics-graph
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

graph*   iam:PassR 
ole

 StartImpo 
rtTask

授予权限以将数据导入现有图
形

写入

import-ta 
sk*

   

graph    

graph-
snapshot

   

 TagResour 
ce

授予标记 Neptune Analytics 资
源的权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

graph    

graph-
snapshot

   

 UntagReso 
urce

授予取消标记 Neptune 
Analytics 资源的权限

标记

  aws:TagKe 
ys
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#amazonneptuneanalytics-aws_RequestTag___TagKey_
#amazonneptuneanalytics-aws_RequestTag___TagKey_
#amazonneptuneanalytics-aws_RequestTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_TagKeys
#amazonneptuneanalytics-aws_TagKeys
#amazonneptuneanalytics-graph
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_StartImportTask.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_StartImportTask.html
#amazonneptuneanalytics-import-task
#amazonneptuneanalytics-import-task
#amazonneptuneanalytics-graph
#amazonneptuneanalytics-graph-snapshot
#amazonneptuneanalytics-graph-snapshot
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_TagResource.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_TagResource.html
#amazonneptuneanalytics-aws_TagKeys
#amazonneptuneanalytics-aws_TagKeys
#amazonneptuneanalytics-aws_RequestTag___TagKey_
#amazonneptuneanalytics-aws_RequestTag___TagKey_
#amazonneptuneanalytics-aws_RequestTag___TagKey_
#amazonneptuneanalytics-graph
#amazonneptuneanalytics-graph-snapshot
#amazonneptuneanalytics-graph-snapshot
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_UntagResource.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_UntagResource.html
#amazonneptuneanalytics-aws_TagKeys
#amazonneptuneanalytics-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

graph*     UpdateGra 
ph

授予修改图形的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

neptune-
g 
raph:Publ 
icConnect 
ivity

 

graph*     WriteData 
ViaQuery

授予通过对图表的查询 APIs 写
入数据的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon Neptune Analytics 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 graph arn:${Partition}:neptune-graph:${Reg 
ion}:${Account}:graph/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 graph-sna 
pshot

arn:${Partition}:neptune-graph:${Reg 
ion}:${Account}:graph-snapshot/${Res 
ourceId}

aws:ResourceTag/${ 
TagKey}
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#amazonneptuneanalytics-graph
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_UpdateGraph.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_UpdateGraph.html
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-neptune-graph_PublicConnectivity
#amazonneptuneanalytics-neptune-graph_PublicConnectivity
#amazonneptuneanalytics-neptune-graph_PublicConnectivity
#amazonneptuneanalytics-neptune-graph_PublicConnectivity
#amazonneptuneanalytics-neptune-graph_PublicConnectivity
#amazonneptuneanalytics-graph
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_ExecuteQuery.html
https://docs.aws.amazon.com/neptune-analytics/latest/apiref/API_ExecuteQuery.html
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/iam-resources.html#graph
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/iam-resources.html#graph-snapshot
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/iam-resources.html#graph-snapshot
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
#amazonneptuneanalytics-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 import-task arn:${Partition}:neptune-graph:${Reg 
ion}:${Account}:import-task/${Resour 
ceId}

 

 export-task arn:${Partition}:neptune-graph:${Reg 
ion}:${Account}:export-task/${Resour 
ceId}

 

Amazon Neptune Analytics 的条件键

Amazon Neptune Analytics 定义了以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中标签的键和值筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:TagKeys 按请求中的标签键筛选访问 ArrayOfString

 neptune-g 
raph:Publ 
icConnectivity

根据请求中提供的公共连接参数的值或其默认值（如果未
指定）筛选访问权限。对图形的所有访问都经过 IAM 身份
验证

布尔型

AWS Network Firewall 的操作、资源和条件键

AWS Network Firewall（服务前缀:network-firewall）提供以下特定于服务的资源、操作和条件上
下文密钥，用于 IAM 权限策略。

参考：
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https://docs.aws.amazon.com/neptune-analytics/latest/userguide/iam-resources.html#import-task
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/iam-resources.html#export-task
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/iam-condition-keys.html#publicconnectivity
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/iam-condition-keys.html#publicconnectivity
https://docs.aws.amazon.com/neptune-analytics/latest/userguide/iam-condition-keys.html#publicconnectivity
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Network Firewall 定义的操作

• AWS Network Firewall 定义的资源类型

• AWS Network Firewall 的条件键

AWS Network Firewall 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptNet 
workFirew 
allTransi 
tGatewayA 
ttachment

授予在传输网关上接受待处理
的 Network Firewall 附件的权
限

写入 Firewall*    

 Associate 
Availabil 
ityZones

授予将可用区与防火墙关联的
权限

写入 Firewall*    

Firewall*     Associate 
FirewallPolicy

授予在防火墙策略和防火墙之
间创建关联的权限

Write

FirewallP 
olicy*

   

 Associate 
Subnets

授予将 VPC 子网关联到防火墙
的权限

写入 Firewall*    

Firewall*   iam:Creat 
eServiceL 
inkedRole

FirewallP 
olicy*

   

 CreateFir 
ewall

授予创建 Network Fire AWS 
wall 防火墙的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateFir 
ewallPolicy

授予创建 Network Fire AWS 
wall 防火墙策略的权限

写入 FirewallP 
olicy*
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https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_AcceptNetworkFirewallTransitGatewayAttachment.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_AcceptNetworkFirewallTransitGatewayAttachment.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_AcceptNetworkFirewallTransitGatewayAttachment.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_AcceptNetworkFirewallTransitGatewayAttachment.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_AcceptNetworkFirewallTransitGatewayAttachment.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_AssociateAvailabilityZones.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_AssociateAvailabilityZones.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_AssociateAvailabilityZones.html
#awsnetworkfirewall-Firewall
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_AssociateFirewallPolicy.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_AssociateFirewallPolicy.html
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-FirewallPolicy
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_AssociateSubnets.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_AssociateSubnets.html
#awsnetworkfirewall-Firewall
#awsnetworkfirewall-Firewall
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-FirewallPolicy
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateFirewall.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateFirewall.html
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_TagKeys
#awsnetworkfirewall-aws_TagKeys
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateFirewallPolicy.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateFirewallPolicy.html
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-FirewallPolicy
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

StatefulR 
uleGroup

   

Stateless 
RuleGroup

   

TLSInspec 
tionConfi 
guration

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

StatefulR 
uleGroup

   

Stateless 
RuleGroup

   

 CreateRul 
eGroup

授予创建 AWS Network 
Firewall 规则组的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateTLS 
Inspectio 
nConfigur 
ation

授予创建 AWS Network 
Firewall tls 检查配置的权限

写入 TLSInspec 
tionConfi 
guration*

  iam:Creat 
eServiceL 
inkedRole
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#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_TagKeys
#awsnetworkfirewall-aws_TagKeys
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateRuleGroup.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateRuleGroup.html
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_TagKeys
#awsnetworkfirewall-aws_TagKeys
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateTLSInspectionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateTLSInspectionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateTLSInspectionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateTLSInspectionConfiguration.html
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Firewall*   iam:Creat 
eServiceL 
inkedRole

VpcEndpoi 
ntAssocia 
tion*

   

 CreateVpc 
EndpointA 
ssociation

授予创建 Network Fire AWS 
wall vpc 端点关联的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteFir 
ewall

授予删除防火墙的权限 Write Firewall*    

 DeleteFir 
ewallPolicy

授予删除防火墙策略的权限 写入 FirewallP 
olicy*

   

 DeleteNet 
workFirew 
allTransi 
tGatewayA 
ttachment

授予删除传输网关上的 
Network Firewall 附件的权限

写入 Firewall*    
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#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_TagKeys
#awsnetworkfirewall-aws_TagKeys
#awsnetworkfirewall-Firewall
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateVpcEndpointAssociation.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateVpcEndpointAssociation.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateVpcEndpointAssociation.html
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_TagKeys
#awsnetworkfirewall-aws_TagKeys
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteFirewall.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteFirewall.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteFirewallPolicy.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteFirewallPolicy.html
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-FirewallPolicy
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteNetworkFirewallTransitGatewayAttachment.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteNetworkFirewallTransitGatewayAttachment.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteNetworkFirewallTransitGatewayAttachment.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteNetworkFirewallTransitGatewayAttachment.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteNetworkFirewallTransitGatewayAttachment.html
#awsnetworkfirewall-Firewall


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Firewall    

FirewallP 
olicy

   

StatefulR 
uleGroup

   

 DeleteRes 
ourcePolicy

授予删除防火墙策略、规则组
或防火墙的资源策略的权限

写入

Stateless 
RuleGroup

   

StatefulR 
uleGroup*

    DeleteRul 
eGroup

授予删除规则组的权限 写入

Stateless 
RuleGroup 
*

   

 DeleteTLS 
Inspectio 
nConfigur 
ation

授予删除 TLS 检查配置的权限 写入 TLSInspec 
tionConfi 
guration*

   

 DeleteVpc 
EndpointA 
ssociation

授予删除 vpc 终端节点关联的
权限

写入 VpcEndpoi 
ntAssocia 
tion*

   

 DescribeF 
irewall

授予检索定义防火墙的数据对
象的权限

读取 Firewall*    

 DescribeF 
irewallMe 
tadata

授予检索防火墙高级信息的权
限

读取 Firewall*    
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#awsnetworkfirewall-Firewall
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteResourcePolicy.html
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteRuleGroup.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteRuleGroup.html
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteTLSInspectionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteTLSInspectionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteTLSInspectionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteTLSInspectionConfiguration.html
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteVpcEndpointAssociation.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteVpcEndpointAssociation.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DeleteVpcEndpointAssociation.html
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeFirewall.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeFirewall.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeFirewallMetadata.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeFirewallMetadata.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeFirewallMetadata.html
#awsnetworkfirewall-Firewall


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

FirewallP 
olicy*

   

StatefulR 
uleGroup

   

Stateless 
RuleGroup

   

 DescribeF 
irewallPolicy

授予检索定义防火墙策略的数
据对象的权限

读取

TLSInspec 
tionConfi 
guration

   

 DescribeF 
lowOperation

授予描述在防火墙上执行的流
程操作的权限

读取 Firewall*    

 DescribeL 
oggingCon 
figuration

授予描述防火墙日志记录配置
的权限

读取 Firewall*   logs:GetL 
ogDeliver 
y

logs:List 
LogDelive 
ries

Firewall    

FirewallP 
olicy

   

StatefulR 
uleGroup

   

 DescribeR 
esourcePo 
licy

授予描述防火墙策略、规则组
或防火墙的资源策略的权限

读取

Stateless 
RuleGroup
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#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeFirewallPolicy.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeFirewallPolicy.html
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeFlowOperation.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeFlowOperation.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeLoggingConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeLoggingConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeLoggingConfiguration.html
#awsnetworkfirewall-Firewall
#awsnetworkfirewall-Firewall
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeResourcePolicy.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeResourcePolicy.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeResourcePolicy.html
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

StatefulR 
uleGroup

    DescribeR 
uleGroup

授予检索定义规则组的数据对
象的权限

读取

Stateless 
RuleGroup

   

StatefulR 
uleGroup

    DescribeR 
uleGroupM 
etadata

授予权限以检索规则组的高级
信息。

读取

Stateless 
RuleGroup

   

StatefulR 
uleGroup

    DescribeR 
uleGroupS 
ummary

授予检索规则组摘要信息的权
限

读取

Stateless 
RuleGroup

   

 DescribeT 
LSInspect 
ionConfig 
uration

授予检索定义 TLS 检查配置的
数据对象的权限

读取 TLSInspec 
tionConfi 
guration*

   

 DescribeV 
pcEndpoin 
tAssociation

授予检索定义 vpc 端点关联的
数据对象的权限

读取 VpcEndpoi 
ntAssocia 
tion*

   

 Disassoci 
ateAvaila 
bilityZones

授予取消可用区与防火墙关联
的权限

写入 Firewall*    

 Disassoci 
ateSubnets

授予取消 VPC 子网与防火墙的
关联的权限

写入 Firewall*    
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#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeRuleGroup.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeRuleGroup.html
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeRuleGroupMetadata.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeRuleGroupMetadata.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeRuleGroupMetadata.html
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeRuleGroupSummary.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeRuleGroupSummary.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeRuleGroupSummary.html
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeTLSInspectionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeTLSInspectionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeTLSInspectionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeTLSInspectionConfiguration.html
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeVpcEndpointAssociation.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeVpcEndpointAssociation.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DescribeVpcEndpointAssociation.html
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DisassociateAvailabilityZones.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DisassociateAvailabilityZones.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DisassociateAvailabilityZones.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DisassociateSubnets.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_DisassociateSubnets.html
#awsnetworkfirewall-Firewall


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAnalys 
isReportR 
esults

授予检索防火墙分析报告结果
的权限

读取 Firewall*    

 ListAnaly 
sisReports

授予列出防火墙分析报告的权
限

列表 Firewall*    

 ListFirew 
allPolicies

授予检索防火墙策略元数据的
权限

List FirewallP 
olicy*

   

 ListFirewalls 授予检索防火墙元数据的权限 列表 Firewall*    

 ListFlowO 
perationR 
esults

授予列出在防火墙上执行的流
程操作结果的权限

读取 Firewall*    

 ListFlowO 
perations

授予列出在防火墙上执行的流
量操作的权限

列表 Firewall*    

 ListRuleG 
roups

授予检索规则组元数据的权限 列表      

 ListTLSIn 
spectionC 
onfigurations

授予检索 TLS 检查配置的元数
据的权限

列表 TLSInspec 
tionConfi 
guration*

   

Firewall*    

FirewallP 
olicy*

   

 ListTagsF 
orResource

授予检索资源标签的权限 列表

StatefulR 
uleGroup
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https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_GetAnalysisReportResults.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_GetAnalysisReportResults.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_GetAnalysisReportResults.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListAnalysisReports.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListAnalysisReports.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListFirewallPolicies.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListFirewallPolicies.html
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-FirewallPolicy
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListFirewalls.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListFlowOperationResults.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListFlowOperationResults.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListFlowOperationResults.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListFlowOperations.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListFlowOperations.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListRuleGroups.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListRuleGroups.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListTLSInspectionConfigurations.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListTLSInspectionConfigurations.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListTLSInspectionConfigurations.html
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-Firewall
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-FirewallPolicy
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListTagsForResource.html
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Stateless 
RuleGroup

   

TLSInspec 
tionConfi 
guration

   

VpcEndpoi 
ntAssocia 
tion

   

 ListVpcEn 
dpointAss 
ociations

授予检索 vpc 终端节点关联元
数据的权限

列表 VpcEndpoi 
ntAssocia 
tion*

   

Firewall    

FirewallP 
olicy

   

StatefulR 
uleGroup

   

 PutResour 
cePolicy

授予为防火墙策略、规则组或
防火墙设置资源策略的权限

写入

Stateless 
RuleGroup

   

 RejectNet 
workFirew 
allTransi 
tGatewayA 
ttachment

授予拒绝传输网关上待处理的 
Network Firewall 附件的权限

写入 Firewall*    

 StartAnal 
ysisReport

授予在防火墙上启动分析报告
的权限

写入 Firewall*    
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#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListVpcEndpointAssociations.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListVpcEndpointAssociations.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_ListVpcEndpointAssociations.html
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-Firewall
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_PutResourcePolicy.html
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_RejectNetworkFirewallTransitGatewayAttachment.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_RejectNetworkFirewallTransitGatewayAttachment.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_RejectNetworkFirewallTransitGatewayAttachment.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_RejectNetworkFirewallTransitGatewayAttachment.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_RejectNetworkFirewallTransitGatewayAttachment.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_GetAnalysisReportResults.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_GetAnalysisReportResults.html
#awsnetworkfirewall-Firewall


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartFlow 
Capture

授予在防火墙上开始捕获操作
的权限

写入 Firewall*    

 StartFlow 
Flush

授予在防火墙上启动刷新操作
的权限

写入 Firewall*    

Firewall    

FirewallP 
olicy

   

StatefulR 
uleGroup

   

Stateless 
RuleGroup

   

TLSInspec 
tionConfi 
guration

   

VpcEndpoi 
ntAssocia 
tion

   

 TagResour 
ce

授予将标签附加到资源的权限 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以从资源中删除标签 标记 Firewall    
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https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_StartFlowCapture.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_StartFlowCapture.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_StartFlowFlush.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_StartFlowFlush.html
#awsnetworkfirewall-Firewall
#awsnetworkfirewall-Firewall
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_TagResource.html
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_RequestTag___TagKey_
#awsnetworkfirewall-aws_TagKeys
#awsnetworkfirewall-aws_TagKeys
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UntagResource.html
#awsnetworkfirewall-Firewall


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

FirewallP 
olicy

   

StatefulR 
uleGroup

   

Stateless 
RuleGroup

   

TLSInspec 
tionConfi 
guration

   

VpcEndpoi 
ntAssocia 
tion

   

  aws:TagKe 
ys

 

 UpdateAva 
ilability 
ZoneChang 
eProtection

授予为防火墙添加或移除可用
区更改保护的权限

写入 Firewall*    

 UpdateFir 
ewallAnal 
ysisSettings

授予修改防火墙防火墙分析设
置的权限

写入 Firewall*    

 UpdateFir 
ewallDele 
teProtection

授予添加或删除防火墙的删除
保护的权限

Write Firewall*    
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#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-VpcEndpointAssociation
#awsnetworkfirewall-aws_TagKeys
#awsnetworkfirewall-aws_TagKeys
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateAvailabilityZoneChangeProtection.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateAvailabilityZoneChangeProtection.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateAvailabilityZoneChangeProtection.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateAvailabilityZoneChangeProtection.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallAnalysisSettings.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallAnalysisSettings.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallAnalysisSettings.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallDeleteProtection.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallDeleteProtection.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallDeleteProtection.html
#awsnetworkfirewall-Firewall
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateFir 
ewallDesc 
ription

授予修改防火墙描述的权限 写入 Firewall*    

 UpdateFir 
ewallEncr 
yptionCon 
figuration

授予修改防火墙加密配置的权
限

写入 Firewall*    

FirewallP 
olicy*

   

StatefulR 
uleGroup

   

Stateless 
RuleGroup

   

 UpdateFir 
ewallPolicy

授予修改防火墙策略的权限 Write

TLSInspec 
tionConfi 
guration

   

 UpdateFir 
ewallPoli 
cyChangeP 
rotection

授予为防火墙添加或删除防火
墙策略更改保护的权限

Write Firewall*    

 UpdateLog 
gingConfi 
guration

授予修改防火墙日志记录配置
的权限

Write Firewall*    

 UpdateRul 
eGroup

授予修改规则组的权限 Write StatefulR 
uleGroup
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https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallDescription.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallDescription.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallDescription.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallEncryptionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallEncryptionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallEncryptionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallEncryptionConfiguration.html
#awsnetworkfirewall-Firewall
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-FirewallPolicy
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallPolicy.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallPolicy.html
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallPolicyChangeProtection.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallPolicyChangeProtection.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallPolicyChangeProtection.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateFirewallPolicyChangeProtection.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateLoggingConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateLoggingConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateLoggingConfiguration.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateRuleGroup.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateRuleGroup.html
#awsnetworkfirewall-StatefulRuleGroup
#awsnetworkfirewall-StatefulRuleGroup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Stateless 
RuleGroup

   

 UpdateSub 
netChange 
Protection

授予为防火墙添加或删除子网
更改保护的权限

写入 Firewall*    

 UpdateTLS 
Inspectio 
nConfigur 
ation

授予修改 TLS 检查配置的权限 写入 TLSInspec 
tionConfi 
guration*

   

AWS Network Firewall 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Firewall arn:${Partition}:network-firewall:${ 
Region}:${Account}:firewall/${Name}

aws:ResourceTag/${ 
TagKey}

 FirewallP 
olicy

arn:${Partition}:network-firewall:${ 
Region}:${Account}:firewall-policy/$ 
{Name}

aws:ResourceTag/${ 
TagKey}

 StatefulR 
uleGroup

arn:${Partition}:network-firewall:${ 
Region}:${Account}:stateful-rulegrou 
p/${Name}

aws:ResourceTag/${ 
TagKey}
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#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
#awsnetworkfirewall-StatelessRuleGroup
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateSubnetChangeProtection.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateSubnetChangeProtection.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateSubnetChangeProtection.html
#awsnetworkfirewall-Firewall
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateTLSInspectionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateTLSInspectionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateTLSInspectionConfiguration.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_UpdateTLSInspectionConfiguration.html
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
#awsnetworkfirewall-TLSInspectionConfiguration
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_Firewall.html
#awsnetworkfirewall-aws_ResourceTag___TagKey_
#awsnetworkfirewall-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_FirewallPolicyResponse.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_FirewallPolicyResponse.html
#awsnetworkfirewall-aws_ResourceTag___TagKey_
#awsnetworkfirewall-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_RuleGroupResponse.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_RuleGroupResponse.html
#awsnetworkfirewall-aws_ResourceTag___TagKey_
#awsnetworkfirewall-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 Stateless 
RuleGroup

arn:${Partition}:network-firewall:${ 
Region}:${Account}:stateless-rulegro 
up/${Name}

aws:ResourceTag/${ 
TagKey}

 TLSInspec 
tionConfi 
guration

arn:${Partition}:network-firewall:${ 
Region}:${Account}:tls-configuration 
/${Name}

aws:ResourceTag/${ 
TagKey}

 VpcEndpoi 
ntAssociation

arn:${Partition}:network-firewall:${ 
Region}:${Account}:vpc-endpoint-asso 
ciation/${Name}

aws:ResourceTag/${ 
TagKey}

AWS Network Firewall 的条件键

AWS Network Firewall 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

网络流量监控器的操作、资源和条件密钥

Network Flow Monitor（服务前缀:networkflowmonitor）提供以下特定于服务的资源、操作和条件
上下文密钥，供在 IAM 权限策略中使用。

参考：
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https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_RuleGroupResponse.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_RuleGroupResponse.html
#awsnetworkfirewall-aws_ResourceTag___TagKey_
#awsnetworkfirewall-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_TLSInspectionConfigurationResponse.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_TLSInspectionConfigurationResponse.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_TLSInspectionConfigurationResponse.html
#awsnetworkfirewall-aws_ResourceTag___TagKey_
#awsnetworkfirewall-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_VpcEndpointAssociation.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_VpcEndpointAssociation.html
#awsnetworkfirewall-aws_ResourceTag___TagKey_
#awsnetworkfirewall-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 网络流量监控器定义的操作

• 网络流量监控器定义的资源类型

• 网络流量监控器的条件密钥

网络流量监控器定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-NetworkFlowMonitor.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/Welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-NetworkFlowMonitor-security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

monitor*     CreateMon 
itor

授予创建监视器的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateScope 授予创建作用域的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteMon 
itor

授予删除监视器的权限 写入 monitor*    

 DeleteScope 授予删除作用域的权限 写入 scope*    

 GetMonitor 授予获取有关监视器的信息的
权限

读取 monitor*    

 GetQueryR 
esultsMon 
itorTopCo 
ntributors

授予获取查询结果的权限，该
查询检索监控器的贡献率最高
的数据

读取 monitor*    

 GetQueryR 
esultsWor 
kloadInsi 
ghtsTopCo 
ntributors

授予获取查询结果的权限，该
查询检索主要贡献者以获取工
作负载见解

读取 scope*    
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#networkflowmonitor-monitor
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_CreateMonitor.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_CreateMonitor.html
#networkflowmonitor-aws_RequestTag___TagKey_
#networkflowmonitor-aws_RequestTag___TagKey_
#networkflowmonitor-aws_RequestTag___TagKey_
#networkflowmonitor-aws_TagKeys
#networkflowmonitor-aws_TagKeys
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_CreateScope.html
#networkflowmonitor-aws_RequestTag___TagKey_
#networkflowmonitor-aws_RequestTag___TagKey_
#networkflowmonitor-aws_RequestTag___TagKey_
#networkflowmonitor-aws_TagKeys
#networkflowmonitor-aws_TagKeys
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_DeleteMonitor.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_DeleteMonitor.html
#networkflowmonitor-monitor
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_DeleteScope.html
#networkflowmonitor-scope
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetMonitor.html
#networkflowmonitor-monitor
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsMonitorTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsMonitorTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsMonitorTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsMonitorTopContributors.html
#networkflowmonitor-monitor
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsWorkloadInsightsTopContributors.html
#networkflowmonitor-scope
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetQueryR 
esultsWor 
kloadInsi 
ghtsTopCo 
ntributor 
sData

授予获取查询结果的权限，该
查询检索主要贡献者数据点以
获取工作负载见解

读取 scope*    

 GetQueryS 
tatusMoni 
torTopCon 
tributors

授予获取查询状态的权限，该
查询检索监控器的贡献者排名
靠前的贡献者数据

读取 monitor*    

 GetQueryS 
tatusWork 
loadInsig 
htsTopCon 
tributors

授予获取查询状态的权限，该
查询会检索工作负载见解排名
靠前的贡献者

读取 scope*    

 GetQueryS 
tatusWork 
loadInsig 
htsTopCon 
tributorsData

授予获取查询状态的权限，该
查询检索主要贡献者数据点以
获取工作负载见解

读取 scope*    

 GetScope 授予获取有关作用域信息的权
限

读取 scope*    

 ListMonitors 授予列出账户中的所有监视器
及其状态的权限

列表      

 ListScopes 授予获取账户所有范围的权限 列表      

monitor     ListTagsF 
orResource

授予列出资源标签的权限 读取

scope    

网络流量监测仪 2941

https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryResultsWorkloadInsightsTopContributorsData.html
#networkflowmonitor-scope
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusMonitorTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusMonitorTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusMonitorTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusMonitorTopContributors.html
#networkflowmonitor-monitor
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusWorkloadInsightsTopContributors.html
#networkflowmonitor-scope
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetQueryStatusWorkloadInsightsTopContributorsData.html
#networkflowmonitor-scope
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_GetScope.html
#networkflowmonitor-scope
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_ListMonitors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_ListScopes.html
#networkflowmonitor-monitor
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_ListTagsForResource.html
#networkflowmonitor-scope
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Publish 授予发布报告的权限 写入      

 StartQuer 
yMonitorT 
opContrib 
utors

授予启动查询的权限，以便为
监控器检索贡献率最高的数据

写入 monitor*    

 StartQuer 
yWorkload 
InsightsT 
opContrib 
utors

授予启动查询的权限，以检索
主要贡献者数据以获取工作负
载见解

写入 scope*    

 StartQuer 
yWorkload 
InsightsT 
opContrib 
utorsData

授予启动查询的权限，以检索
主要贡献者数据点以获取工作
负载见解

写入 scope*    

 StopQuery 
MonitorTo 
pContributors

授予停止查询以检索监控器贡
献率最高的数据的权限

写入 monitor*    

 StopQuery 
WorkloadI 
nsightsTo 
pContributors

授予停止查询的权限，以检索
工作负载见解排名靠前的贡献
者

写入 scope*    

 StopQuery 
WorkloadI 
nsightsTo 
pContribu 
torsData

授予停止查询的权限，以检索
主要贡献者数据点以获取工作
负载见解

写入 scope*    
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https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_Publish.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryMonitorTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryMonitorTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryMonitorTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryMonitorTopContributors.html
#networkflowmonitor-monitor
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryWorkloadInsightsTopContributors.html
#networkflowmonitor-scope
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StartQueryWorkloadInsightsTopContributorsData.html
#networkflowmonitor-scope
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StopQueryMonitorTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StopQueryMonitorTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StopQueryMonitorTopContributors.html
#networkflowmonitor-monitor
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StopQueryWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StopQueryWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StopQueryWorkloadInsightsTopContributors.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StopQueryWorkloadInsightsTopContributors.html
#networkflowmonitor-scope
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StopQueryWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StopQueryWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StopQueryWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StopQueryWorkloadInsightsTopContributorsData.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_StopQueryWorkloadInsightsTopContributorsData.html
#networkflowmonitor-scope


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

monitor    

scope    

 TagResour 
ce

授予权限以将标签添加到资源
中

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

monitor    

scope    

 UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys

 

 UpdateMon 
itor

授予更新监视器的权限 写入 monitor*    

 UpdateSco 
pe

授予更新作用域的权限 写入 scope*    

网络流量监控器定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#networkflowmonitor-monitor
#networkflowmonitor-scope
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_TagResource.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_TagResource.html
#networkflowmonitor-aws_RequestTag___TagKey_
#networkflowmonitor-aws_RequestTag___TagKey_
#networkflowmonitor-aws_RequestTag___TagKey_
#networkflowmonitor-aws_TagKeys
#networkflowmonitor-aws_TagKeys
#networkflowmonitor-monitor
#networkflowmonitor-scope
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_UntagResource.html
#networkflowmonitor-aws_TagKeys
#networkflowmonitor-aws_TagKeys
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_UpdateMonitor.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_UpdateMonitor.html
#networkflowmonitor-monitor
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_UpdateScope.html
https://docs.aws.amazon.com/networkflowmonitor/2.0/APIReference/API_UpdateScope.html
#networkflowmonitor-scope
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 monitor arn:${Partition}:networkflowmonitor: 
${Region}:${Account}:monitor/${Monit 
orName}

aws:ResourceTag/${ 
TagKey}

 scope arn:${Partition}:networkflowmonitor: 
${Region}:${Account}:scope/${ScopeId 
}

aws:ResourceTag/${ 
TagKey}

网络流量监控器的条件密钥

Network Flow Monitor 定义了以下条件密钥，这些条件密钥可用于 IAM 策略的Condition元素中。您
可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString

AWS Network Manager 的操作、资源和条件键

AWS Network Manager（服务前缀:networkmanager）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-NetworkFlowMonitor-configure-monitors.html
#networkflowmonitor-aws_ResourceTag___TagKey_
#networkflowmonitor-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-NetworkFlowMonitor-organizations.html
#networkflowmonitor-aws_ResourceTag___TagKey_
#networkflowmonitor-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/vpc/latest/tgw/
https://docs.aws.amazon.com/networkmanager/latest/APIReference/
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Network Manager 定义的操作

• AWS Network Manager 定义的资源类型

• AWS Network Manager 的条件键

AWS Network Manager 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/vpc/latest/tgw/nm-security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptAtt 
achment

授予权限以接受在核心网络中
的源和目标之间创建附件

写入 attachmen 
t*

  ec2:Descr 
ibeRegion 
s

device*     Associate 
ConnectPeer

授予权限以关联 Connect 对等
节点

写入

global-ne 
twork*

   

device*    

global-ne 
twork*

   

link    

 Associate 
CustomerG 
ateway

授予权限以将客户网关关联到
设备

Write

  networkma 
nager:cgw 
Arn

 

device*    

global-ne 
twork*

   

 Associate 
Link

授予权限以将链接关联到设备 Write

link*    

device*    

global-ne 
twork*

   

link    

 Associate 
TransitGa 
tewayConn 
ectPeer

授予将中转网关连接对等节点
关联到设备的权限

写入

  networkma 
nager:tgw 
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https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_AcceptAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_AcceptAttachment.html
#awsnetworkmanager-attachment
#awsnetworkmanager-attachment
#awsnetworkmanager-device
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_AssociateConnectPeer.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_AssociateConnectPeer.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-device
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-link
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_AssociateCustomerGateway.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_AssociateCustomerGateway.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_AssociateCustomerGateway.html
#awsnetworkmanager-networkmanager_cgwArn
#awsnetworkmanager-networkmanager_cgwArn
#awsnetworkmanager-networkmanager_cgwArn
#awsnetworkmanager-device
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_AssociateLink.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_AssociateLink.html
#awsnetworkmanager-link
#awsnetworkmanager-device
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-link
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_AssociateTransitGatewayConnectPeer.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_AssociateTransitGatewayConnectPeer.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_AssociateTransitGatewayConnectPeer.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_AssociateTransitGatewayConnectPeer.html
#awsnetworkmanager-networkmanager_tgwConnectPeerArn
#awsnetworkmanager-networkmanager_tgwConnectPeerArn


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ConnectPe 
erArn

attachmen 
t*

  ec2:Descr 
ibeRegion 
s

networkma 
nager:Tag 
Resource

core-
network*

   

 CreateCon 
nectAttac 
hment

授予权限以创建 Connect 附件 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

attachmen 
t*

  ec2:Descr 
ibeRegion 
s

networkma 
nager:Tag 
Resource

 CreateCon 
nectPeer

授予创建 Connect 对等连接的
权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsnetworkmanager-networkmanager_tgwConnectPeerArn
#awsnetworkmanager-networkmanager_tgwConnectPeerArn
#awsnetworkmanager-attachment
#awsnetworkmanager-attachment
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateConnectAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateConnectAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateConnectAttachment.html
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-attachment
#awsnetworkmanager-attachment
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateConnectPeer.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateConnectPeer.html
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

global-ne 
twork*

  networkma 
nager:Tag 
Resource

 CreateCon 
nection

授予创建新连接的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

global-ne 
twork*

  ec2:Descr 
ibeRegion 
s

networkma 
nager:Tag 
Resource

 CreateCor 
eNetwork

授予权限以创建新的核心网络 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDev 
ice

授予权限以创建新的设备 写入 global-ne 
twork*

  networkma 
nager:Tag 
Resource
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#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateConnection.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateConnection.html
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateCoreNetwork.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateCoreNetwork.html
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateDevice.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateDevice.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

core-
network*

  ec2:Descr 
ibeRegion 
s

networkma 
nager:Tag 
Resource

 CreateDir 
ectConnec 
tGatewayA 
ttachment

授予创建 Direct Connect 网关
连接的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

networkma 
nager:dir 
ectConnec 
tGatewayA 
rn

networkma 
nager:edg 
eLocation 
s
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#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateDirectConnectGatewayAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateDirectConnectGatewayAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateDirectConnectGatewayAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateDirectConnectGatewayAttachment.html
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-networkmanager_directConnectGatewayArn
#awsnetworkmanager-networkmanager_directConnectGatewayArn
#awsnetworkmanager-networkmanager_directConnectGatewayArn
#awsnetworkmanager-networkmanager_directConnectGatewayArn
#awsnetworkmanager-networkmanager_directConnectGatewayArn
#awsnetworkmanager-networkmanager_edgeLocations
#awsnetworkmanager-networkmanager_edgeLocations
#awsnetworkmanager-networkmanager_edgeLocations
#awsnetworkmanager-networkmanager_edgeLocations
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateGlo 
balNetwork

授予权限以创建新的全局网络 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iam:Creat 
eServiceL 
inkedRole

networkma 
nager:Tag 
Resource

global-ne 
twork*

  networkma 
nager:Tag 
Resource

site    

 CreateLink 授予权限以创建新的链接 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

global-ne 
twork*

  networkma 
nager:Tag 
Resource

 CreateSite 授予权限以创建新的站点 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateGlobalNetwork.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateGlobalNetwork.html
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-site
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateLink.html
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateSite.html
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

core-
network*

  ec2:Descr 
ibeRegion 
s

networkma 
nager:Tag 
Resource

 CreateSit 
eToSiteVp 
nAttachment

授予创建 site-to-site VPN 附件
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

networkma 
nager:vpn 
Connectio 
nArn

 

 CreateTra 
nsitGatew 
ayPeering

授予创建中转网关对等节点的
权限

写入 core-
network*

  ec2:Descr 
ibeRegion 
s

networkma 
nager:Tag 
Resource
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#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateSiteToSiteVpnAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateSiteToSiteVpnAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateSiteToSiteVpnAttachment.html
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-networkmanager_vpnConnectionArn
#awsnetworkmanager-networkmanager_vpnConnectionArn
#awsnetworkmanager-networkmanager_vpnConnectionArn
#awsnetworkmanager-networkmanager_vpnConnectionArn
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateTransitGatewayPeering.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateTransitGatewayPeering.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateTransitGatewayPeering.html
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

networkma 
nager:tgw 
Arn

 

peering*   ec2:Descr 
ibeRegion 
s

networkma 
nager:Tag 
Resource

 CreateTra 
nsitGatew 
ayRouteTa 
bleAttach 
ment

授予创建 TGW RTB 附件的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

networkma 
nager:tgw 
RtbArn
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#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-networkmanager_tgwArn
#awsnetworkmanager-networkmanager_tgwArn
#awsnetworkmanager-networkmanager_tgwArn
#awsnetworkmanager-peering
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateTransitGatewayRouteTableAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateTransitGatewayRouteTableAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateTransitGatewayRouteTableAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateTransitGatewayRouteTableAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateTransitGatewayRouteTableAttachment.html
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-networkmanager_tgwRtbArn
#awsnetworkmanager-networkmanager_tgwRtbArn
#awsnetworkmanager-networkmanager_tgwRtbArn


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

core-
network*

  ec2:Descr 
ibeRegion 
s

networkma 
nager:Tag 
Resource

 CreateVpc 
Attachment

授予权限以创建 VPC 附件 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

networkma 
nager:vpc 
Arn

networkma 
nager:sub 
netArns

 

 DeleteAtt 
achment

授予权限以删除附件 写入 attachmen 
t*

  ec2:Descr 
ibeRegion 
s

 DeleteCon 
nectPeer

授予权限以删除 Connect 对等
节点

写入 connect-
peer*

  ec2:Descr 
ibeRegion 
s

 DeleteCon 
nection

授予权限以删除连接 写入 connectio 
n*
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#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateVpcAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_CreateVpcAttachment.html
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-networkmanager_vpcArn
#awsnetworkmanager-networkmanager_vpcArn
#awsnetworkmanager-networkmanager_vpcArn
#awsnetworkmanager-networkmanager_subnetArns
#awsnetworkmanager-networkmanager_subnetArns
#awsnetworkmanager-networkmanager_subnetArns
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteAttachment.html
#awsnetworkmanager-attachment
#awsnetworkmanager-attachment
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteConnectPeer.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteConnectPeer.html
#awsnetworkmanager-connect-peer
#awsnetworkmanager-connect-peer
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteConnection.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteConnection.html
#awsnetworkmanager-connection
#awsnetworkmanager-connection


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

global-ne 
twork*

   

 DeleteCor 
eNetwork

授予权限以删除核心网络 写入 core-
network*

  ec2:Descr 
ibeRegion 
s

 DeleteCor 
eNetworkP 
olicyVersion

授予权限以删除核心网络策略
版本

写入 core-
network*

   

device*     DeleteDev 
ice

授予权限以删除设备 Write

global-ne 
twork*

   

 DeleteGlo 
balNetwork

授予权限以删除全局网络 Write global-ne 
twork*

   

global-ne 
twork*

    DeleteLink 授予权限以删除链接 写入

link*    

 DeletePee 
ring

授予删除对等节点的权限 写入 peering*   ec2:Descr 
ibeRegion 
s

 DeleteRes 
ourcePolicy

授予权限以删除资源 写入 core-
network*

   

global-ne 
twork*

    DeleteSite 授予权限以删除站点 Write

site*    
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#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteCoreNetwork.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteCoreNetwork.html
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteCoreNetworkPolicyVersion.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteCoreNetworkPolicyVersion.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteCoreNetworkPolicyVersion.html
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
#awsnetworkmanager-device
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteDevice.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteDevice.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteGlobalNetwork.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteGlobalNetwork.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteLink.html
#awsnetworkmanager-link
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeletePeering.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeletePeering.html
#awsnetworkmanager-peering
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteResourcePolicy.html
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeleteSite.html
#awsnetworkmanager-site


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

global-ne 
twork*

    Deregiste 
rTransitG 
ateway

授予权限以从全局网络注销中
转网关

Write

  networkma 
nager:tgw 
Arn

 

 DescribeG 
lobalNetw 
orks

授予权限以描述全局网络 列表 global-ne 
twork

   

 Disassoci 
ateConnec 
tPeer

授予权限以取消关联 Connect 
对等节点

写入 global-ne 
twork*

   

global-ne 
twork*

    Disassoci 
ateCustom 
erGateway

授予权限以取消客户网关与设
备的关联

Write

  networkma 
nager:cgw 
Arn

 

device*    

global-ne 
twork*

   

 Disassoci 
ateLink

授予权限以取消链接与设备的
关联

Write

link*    

 Disassoci 
ateTransi 
tGatewayC 
onnectPeer

授予取消中转网关连接对等节
点与设备的关联的权限

写入 global-ne 
twork*
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#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeregisterTransitGateway.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeregisterTransitGateway.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DeregisterTransitGateway.html
#awsnetworkmanager-networkmanager_tgwArn
#awsnetworkmanager-networkmanager_tgwArn
#awsnetworkmanager-networkmanager_tgwArn
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DescribeGlobalNetworks.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DescribeGlobalNetworks.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DescribeGlobalNetworks.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DisassociateConnectPeer.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DisassociateConnectPeer.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DisassociateConnectPeer.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DisassociateCustomerGateway.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DisassociateCustomerGateway.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DisassociateCustomerGateway.html
#awsnetworkmanager-networkmanager_cgwArn
#awsnetworkmanager-networkmanager_cgwArn
#awsnetworkmanager-networkmanager_cgwArn
#awsnetworkmanager-device
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DisassociateLink.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DisassociateLink.html
#awsnetworkmanager-link
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DisassociateTransitGatewayConnectPeer.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DisassociateTransitGatewayConnectPeer.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DisassociateTransitGatewayConnectPeer.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_DisassociateTransitGatewayConnectPeer.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  networkma 
nager:tgw 
ConnectPe 
erArn

 

 ExecuteCo 
reNetwork 
ChangeSet

授予权限以将更改应用于核心
网络

写入 core-
network*

  ec2:Descr 
ibeRegion 
s

 GetConnec 
tAttachment

授予权限以检索 Connect 附件 读取 attachmen 
t*

   

 GetConnec 
tPeer

授予权限以检索 Connect 对等
节点

读取 connect-
peer*

   

 GetConnec 
tPeerAsso 
ciations

授予描述 Connect 对等节点关
联的权限

读取 global-ne 
twork*

   

global-ne 
twork*

    GetConnec 
tions

授予描述连接的权限 列表

connectio 
n

   

 GetCoreNe 
twork

授予权限以检索核心网络 读取 core-
network*

   

 GetCoreNe 
tworkChan 
geEvents

授予检索核心网络更改事件列
表的权限

读取 core-
network*

   

 GetCoreNe 
tworkChan 
geSet

授予权限以检索核心网络更改
集列表

读取 core-
network*
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#awsnetworkmanager-networkmanager_tgwConnectPeerArn
#awsnetworkmanager-networkmanager_tgwConnectPeerArn
#awsnetworkmanager-networkmanager_tgwConnectPeerArn
#awsnetworkmanager-networkmanager_tgwConnectPeerArn
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_ExecuteCoreNetworkChangeSet.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_ExecuteCoreNetworkChangeSet.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_ExecuteCoreNetworkChangeSet.html
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetConnectAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetConnectAttachment.html
#awsnetworkmanager-attachment
#awsnetworkmanager-attachment
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetConnectPeer.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetConnectPeer.html
#awsnetworkmanager-connect-peer
#awsnetworkmanager-connect-peer
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetConnectPeerAssociations.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetConnectPeerAssociations.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetConnectPeerAssociations.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetConnections.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetConnections.html
#awsnetworkmanager-connection
#awsnetworkmanager-connection
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetCoreNetwork.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetCoreNetwork.html
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetCoreNetworkChangeEvents.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetCoreNetworkChangeEvents.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetCoreNetworkChangeEvents.html
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetCoreNetworkChangeSet.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetCoreNetworkChangeSet.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetCoreNetworkChangeSet.html
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCoreNe 
tworkPolicy

授予权限以检索核心网络策略 读取 core-
network*

   

 GetCustom 
erGateway 
Associations

授予权限以描述客户网关关联 List global-ne 
twork*

   

global-ne 
twork*

    GetDevices 授予权限以描述设备 列表

device    

 GetDirect 
ConnectGa 
tewayAtta 
chment

授予检索 Direct Connect 网关
附件的权限

读取 attachmen 
t*

   

global-ne 
twork*

   

device    

 GetLinkAs 
sociations

授予权限以描述链接关联 List

link    

global-ne 
twork*

    GetLinks 授予权限以描述链接 列表

link    

 GetNetwor 
kResource 
Counts

授予权限以返回按类型分组的
全局网络的资源数量

读取 global-ne 
twork*
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https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetCoreNetworkPolicy.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetCoreNetworkPolicy.html
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetCustomerGatewayAssociations.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetCustomerGatewayAssociations.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetCustomerGatewayAssociations.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetDevices.html
#awsnetworkmanager-device
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetDirectConnectGatewayAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetDirectConnectGatewayAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetDirectConnectGatewayAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetDirectConnectGatewayAttachment.html
#awsnetworkmanager-attachment
#awsnetworkmanager-attachment
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-device
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetLinkAssociations.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetLinkAssociations.html
#awsnetworkmanager-link
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetLinks.html
#awsnetworkmanager-link
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetNetworkResourceCounts.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetNetworkResourceCounts.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetNetworkResourceCounts.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetNetwor 
kResource 
Relationships

授予在全局网络中检索资源相
关资源的权限

读取 global-ne 
twork*

   

 GetNetwor 
kResources

授予权限以检索全局网络资源 读取 global-ne 
twork*

   

 GetNetwor 
kRoutes

授予权限以在全局网络中检索
路由表的路由

读取 global-ne 
twork*

   

 GetNetwor 
kTelemetry

授予检索全局网络的网络遥测
对象的权限

读取 global-ne 
twork*

   

 GetResour 
cePolicy

授予权限以检索资源策略 读取 core-
network*

   

 GetRouteA 
nalysis

授予权限以检索路径分析配置
和结果

读取 global-ne 
twork*

   

 GetSiteTo 
SiteVpnAt 
tachment

授予检索 site-to-site VPN 附件
的权限

读取 attachmen 
t*

   

global-ne 
twork*

    GetSites 授予权限以描述全局网络 List

site    

 GetTransi 
tGatewayC 
onnectPee 
rAssociations

授予描述中转网关连接对等节
点关联的权限

列表 global-ne 
twork*
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https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetNetworkResourceRelationships.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetNetworkResourceRelationships.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetNetworkResourceRelationships.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetNetworkResources.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetNetworkResources.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetNetworkRoutes.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetNetworkRoutes.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetNetworkTelemetry.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetNetworkTelemetry.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetResourcePolicy.html
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetRouteAnalysis.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetRouteAnalysis.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetSiteToSiteVpnAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetSiteToSiteVpnAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetSiteToSiteVpnAttachment.html
#awsnetworkmanager-attachment
#awsnetworkmanager-attachment
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetSites.html
#awsnetworkmanager-site
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetTransitGatewayConnectPeerAssociations.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetTransitGatewayConnectPeerAssociations.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetTransitGatewayConnectPeerAssociations.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetTransitGatewayConnectPeerAssociations.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetTransi 
tGatewayP 
eering

授予检索中转网关对等节点的
权限

读取 peering*    

 GetTransi 
tGatewayR 
egistrations

授予权限以描述中转网关注册 列表 global-ne 
twork*

   

 GetTransi 
tGatewayR 
outeTable 
Attachment

授予检索 TGW RTB 附件的权
限

读取 attachmen 
t*

   

 GetVpcAtt 
achment

授予权限以检索 VPC 附件 读取 attachmen 
t*

   

 ListAttac 
hments

授予权限以描述附件 列表 attachmen 
t*

   

 ListConne 
ctPeers

授予描述 Connect 对等节点的
权限

列表 connect-
peer*

   

 ListCoreN 
etworkPol 
icyVersions

授予权限以列出核心网络策略
版本

列表 core-
network*

   

 ListCoreN 
etworks

授予权限以列出核心网络 列表      

 ListOrgan 
izationSe 
rviceAcce 
ssStatus

授予列出组织服务访问状态的
权限

列表      

 ListPeerings 授予描述对等节点的权限 列表      
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https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetTransitGatewayPeering.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetTransitGatewayPeering.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetTransitGatewayPeering.html
#awsnetworkmanager-peering
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetTransitGatewayRegistrations.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetTransitGatewayRegistrations.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_GetTransitGatewayRegistrations.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

attachmen 
t

   

connect-
peer

   

connectio 
n

   

core-
network

   

device    

global-ne 
twork

   

link    

peering    

site    

 ListTagsF 
orResource

授予权限以列出网络管理器资
源的标签

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 PutCoreNe 
tworkPolicy

授予权限以创建核心网络策略 写入 core-
network*

  ec2:Descr 
ibeRegion 
s

 PutResour 
cePolicy

授予权限以创建或更新资源策
略

写入 core-
network*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

global-ne 
twork*

    RegisterT 
ransitGat 
eway

授予权限以将中转网关注册到
全局网络

写入

  networkma 
nager:tgw 
Arn

 

 RejectAtt 
achment

授予权限以拒绝附件请求 写入 attachmen 
t*

   

 RestoreCo 
reNetwork 
PolicyVersion

授予权限以将核心网络策略恢
复到先前的版本

写入 core-
network*

  ec2:Descr 
ibeRegion 
s

 StartOrga 
nizationS 
erviceAcc 
essUpdate

授予启动组织服务访问更新的
权限

写入      

 StartRout 
eAnalysis

授予权限以启动路由分析并存
储分析配置

写入 global-ne 
twork*

   

attachmen 
t

   

connect-
peer

   

connectio 
n

   

core-
network

   

 TagResour 
ce

授予权限以标记 Network 
Manager 资源

Tagging

device    

AWS 网络管理器 2961

#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_RegisterTransitGateway.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_RegisterTransitGateway.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_RegisterTransitGateway.html
#awsnetworkmanager-networkmanager_tgwArn
#awsnetworkmanager-networkmanager_tgwArn
#awsnetworkmanager-networkmanager_tgwArn
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_RejectAttachment.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_RejectAttachment.html
#awsnetworkmanager-attachment
#awsnetworkmanager-attachment
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_RestoreCoreNetworkPolicyVersion.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_RestoreCoreNetworkPolicyVersion.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_RestoreCoreNetworkPolicyVersion.html
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_StartOrganizationServiceAccessUpdate.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_StartOrganizationServiceAccessUpdate.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_StartOrganizationServiceAccessUpdate.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_StartOrganizationServiceAccessUpdate.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_StartRouteAnalysis.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_StartRouteAnalysis.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-attachment
#awsnetworkmanager-attachment
#awsnetworkmanager-connect-peer
#awsnetworkmanager-connect-peer
#awsnetworkmanager-connection
#awsnetworkmanager-connection
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_TagResource.html
#awsnetworkmanager-device
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

global-ne 
twork

   

link    

peering    

site    

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

attachmen 
t

   

connect-
peer

   

connectio 
n

   

core-
network

   

device    

 UntagReso 
urce

授予权限以取消标记 Network 
Manager 资源

Tagging

global-ne 
twork

   

AWS 网络管理器 2962

#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
#awsnetworkmanager-link
#awsnetworkmanager-peering
#awsnetworkmanager-site
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_TagKeys
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_RequestTag___TagKey_
#awsnetworkmanager-aws_ResourceTag___TagKey_
#awsnetworkmanager-aws_ResourceTag___TagKey_
#awsnetworkmanager-aws_ResourceTag___TagKey_
#awsnetworkmanager-attachment
#awsnetworkmanager-attachment
#awsnetworkmanager-connect-peer
#awsnetworkmanager-connect-peer
#awsnetworkmanager-connection
#awsnetworkmanager-connection
#awsnetworkmanager-core-network
#awsnetworkmanager-core-network
#awsnetworkmanager-device
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/networkmanager/latest/APIReference/API_UntagResource.html
#awsnetworkmanager-global-network
#awsnetworkmanager-global-network
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

link    

peering    

site    

  aws:TagKe 
ys

 

connectio 
n*

    UpdateCon 
nection

授予权限以更新连接 写入

global-ne 
twork*

   

 UpdateCor 
eNetwork

授予权限以更新核心网络 写入 core-
network*

   

device*     UpdateDev 
ice

授予权限以更新设备 写入

global-ne 
twork*

   

 UpdateDir 
ectConnec 
tGatewayA 
ttachment

授予更新 Direct Connect 网关
连接的权限

写入 attachmen 
t*

  ec2:Descr 
ibeRegion 
s
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

networkma 
nager:edg 
eLocation 
s

 

 UpdateGlo 
balNetwork

授予权限以更新全局网络 Write global-ne 
twork*

   

global-ne 
twork*

    UpdateLink 授予权限以更新链接 写入

link*    

 UpdateNet 
workResou 
rceMetadata

授予在网络资源上添加或更新
元数据 key/value 对的权限

写入 global-ne 
twork*

   

global-ne 
twork*

    UpdateSite 授予权限以更新站点 写入

site*    

 UpdateVpc 
Attachment

授予权限以更新 VPC 附件 写入 attachmen 
t*

  ec2:Descr 
ibeRegion 
s
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

networkma 
nager:sub 
netArns

 

AWS Network Manager 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 global-ne 
twork

arn:${Partition}:networkmanager::${A 
ccount}:global-network/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 site arn:${Partition}:networkmanager::${A 
ccount}:site/${GlobalNetworkId}/${Re 
sourceId}

aws:ResourceTag/${ 
TagKey}

 link arn:${Partition}:networkmanager::${A 
ccount}:link/${GlobalNetworkId}/${Re 
sourceId}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 device arn:${Partition}:networkmanager::${A 
ccount}:device/${GlobalNetworkId}/${ 
ResourceId}

aws:ResourceTag/${ 
TagKey}

 connection arn:${Partition}:networkmanager::${A 
ccount}:connection/${GlobalNetworkId 
}/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 core-network arn:${Partition}:networkmanager::${A 
ccount}:core-network/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 attachment arn:${Partition}:networkmanager::${A 
ccount}:attachment/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 connect-peer arn:${Partition}:networkmanager::${A 
ccount}:connect-peer/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 peering arn:${Partition}:networkmanager::${A 
ccount}:peering/${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS Network Manager 的条件键

AWS Network Manager 定义了以下条件密钥，这些条件密钥可用于 IAM 策略的Condition元素中。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串
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条件键 描述 类型

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 networkma 
nager:cgwArn

按可以关联或取消关联哪些客户网关来筛选访问权限 ARN

 networkma 
nager:dir 
ectConnec 
tGatewayArn

筛选可通过哪个 Direct Connect 网关访问 create/update 
附件

ARN

 networkma 
nager:edg 
eLocations

筛选可以在 Direct Connect 网关连接中添加或删除边缘站
点的访问权限

ArrayOfString

 networkma 
nager:sub 
netArns

按可以添加或从 VPC 附件中删除哪些 VPC 子网来筛选访
问权限

ArrayOfARN

 networkma 
nager:tgwArn

按可以注册、取消注册或对等哪些中转网关来筛选访问权
限

ARN

 networkma 
nager:tgw 
ConnectPeerArn

按可以关联或取消关联哪些中转网关连接对等节点来筛选
访问权限

ARN

 networkma 
nager:tgwRtbArn

按哪些中转网管路由表可以用于创建附筛选访问权限 ARN

 networkma 
nager:vpcArn

筛选可通过哪个 VPC 访问 create/update 附件 ARN

 networkma 
nager:vpn 
ConnectionArn

筛选可通过哪 Site-to-Site个 VPN 访问 create/update 附件 ARN
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AWS Network Manager Chat 的操作、资源和条件键

AWS Network Manager Chat（服务前缀:networkmanager-chat）提供以下特定于服务的资源、操
作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Network Manager Chat 定义的操作

• AWS Network Manager Chat 定义的资源类型

• AWS Network Manager Chat 的条件键

AWS Network Manager Chat 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelMes 
sageRespo 
nse [仅权限]

授予取消响应消息的权限 写入      

 CreateCon 
versation [仅
权限]

授予创建对话的权限 写入      

 DeleteCon 
versation [仅
权限]

授予删除对话的权限 写入      

 ListConve 
rsationMe 
ssages [仅权
限]

授予列出对话消息的权限 列表      

 ListConve 
rsations [仅权
限]

授予列出对话的权限 列表      

 NotifyCon 
versation 
IsActive [仅权
限]

授予通知对话中是否有活动的
权限

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SendConve 
rsationMe 
ssage [仅权
限]

授予发送对话消息的权限 写入      

AWS Network Manager Chat 定义的资源类型

AWS Network Manager Chat 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许访问 
AWS Network Manager Chat，请在策略中指定 "Resource": "*"。

AWS Network Manager Chat 的条件键

Network Manager Chat 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所
有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Nimble Studio 的操作、资源和条件键

Amazon Nimble Studio（服务前缀：nimble）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Nimble Studio 定义的操作

• Amazon Nimble Studio 定义的资源类型

• Amazon Nimble Studio 的条件键
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Amazon Nimble Studio 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptEulas 授予接受权限 EULAs 写入 eula*    

 CreateLau 
nchProfile

授予权限以创建启动配置文件 Write studio*   ec2:Creat 
eNetworkI 
nterface
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeNatGat 
eways

ec2:Descr 
ibeNetwor 
kAcls

ec2:Descr 
ibeRouteT 
ables

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcEnd 
points

ec2:RunIn 
stances

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

studio*   ec2:Descr 
ibeImages

ec2:Descr 
ibeSnapsh 
ots

ec2:Modif 
yInstance 
Attribute

ec2:Modif 
ySnapshot 
Attribute

ec2:Regis 
terImage

 CreateStr 
eamingImage

授予创建流媒体图像的权限 Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

launch-pr 
ofile*

  ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eNetworkI 
nterfaceP 
ermission

nimble:Ge 
tLaunchPr 
ofile

nimble:Ge 
tLaunchPr 
ofileInit 
ialization

nimble:Li 
stEulaAcc 
eptances

 CreateStr 
eamingSes 
sion

授予创建流媒体会话的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

streaming 
-session*

    CreateStr 
eamingSes 
sionStream

授予创建 StreamingSessionSt 
ream

写入

  nimble:re 
questerPr 
incipalId
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

studio*   iam:PassR 
ole

sso:Creat 
eManagedA 
pplicatio 
nInstance

 CreateStudio 授予创建工作室的权限 Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateStu 
dioCompon 
ent

授予创建工作室组件的权限。
工作室组件指定启动配置文件
将对其提供访问权限的网络资
源

Write studio*   ds:Author 
izeApplic 
ation

ds:Descri 
beDirecto 
ries

ec2:Descr 
ibeSecuri 
tyGroups

fsx:Descr 
ibeFileSy 
stems

iam:PassR 
ole
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteLau 
nchProfile

授予删除启动配置文件的权限 Write launch-pr 
ofile*

   

 DeleteLau 
nchProfil 
eMember

授予删除启动配置文件成员的
权限

Write launch-pr 
ofile*

   

 DeleteStr 
eamingImage

授予删除流媒体图像的权限 Write streaming 
-image*

  ec2:Delet 
eSnapshot

ec2:Dereg 
isterImag 
e

ec2:Modif 
yInstance 
Attribute

ec2:Modif 
ySnapshot 
Attribute

 DeleteStr 
eamingSes 
sion

授予删除流媒体会话的权限 Write streaming 
-session*

  ec2:Delet 
eNetworkI 
nterface
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  nimble:re 
questerPr 
incipalId

 

 DeleteStudio 授予删除工作室的权限 Write studio*   sso:Delet 
eManagedA 
pplicatio 
nInstance

 DeleteStu 
dioCompon 
ent

授予删除工作室组件的权限 Write studio-co 
mponent*

  ds:Unauth 
orizeAppl 
ication

 DeleteStu 
dioMember

授予删除工作室成员的权限 Write studio*    

 GetEula 授予获取 EULA 的权限 Read eula*    

 GetFeatur 
eMap [仅权
限]

授予允许 Nimble Studio 门户
显示此账户的适当功能的权限

Read      

 GetLaunch 
Profile

授予获取启动配置文件的权限 Read launch-pr 
ofile*

   

 GetLaunch 
ProfileDetails

授予获取启动配置文件详细信
息的权限，其中包括启动配置
文件使用的工作室组件和流媒
体图像的摘要

Read launch-pr 
ofile*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetLaunch 
ProfileIn 
itialization

授予获取启动配置文件初始化
的权限。启动配置文件初始化
是启动配置文件的取消引用版
本，包括附加的工作室组件连
接信息

Read launch-pr 
ofile*

  ds:Descri 
beDirecto 
ries

ec2:Descr 
ibeSecuri 
tyGroups

fsx:Descr 
ibeFileSy 
stems

 GetLaunch 
ProfileMe 
mber

授予获取启动配置文件成员的
权限

Read launch-pr 
ofile*

   

 GetStream 
ingImage

授予获取流媒体图像的权限 Read streaming 
-image*

   

streaming 
-session*

    GetStream 
ingSession

授予获取流媒体会话的权限 读取

  nimble:re 
questerPr 
incipalId

 

streaming 
-session- 
backup*

    GetStream 
ingSessio 
nBackup

授予获取流会话备份的权限 读取

  nimble:re 
questerPr 
incipalId
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https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetLaunchProfileMember.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetLaunchProfileMember.html
#amazonnimblestudio-launch-profile
#amazonnimblestudio-launch-profile
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStreamingImage.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStreamingImage.html
#amazonnimblestudio-streaming-image
#amazonnimblestudio-streaming-image
#amazonnimblestudio-streaming-session
#amazonnimblestudio-streaming-session
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStreamingSession.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStreamingSession.html
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-streaming-session-backup
#amazonnimblestudio-streaming-session-backup
#amazonnimblestudio-streaming-session-backup
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStreamingSessionBackup.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStreamingSessionBackup.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStreamingSessionBackup.html
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

streaming 
-session*

    GetStream 
ingSessio 
nStream

授予获取流媒体会话流的权限 Read

  nimble:re 
questerPr 
incipalId

 

 GetStudio 授予获取工作室的权限 Read studio*    

 GetStudio 
Component

授予获取工作室组件的权限 Read studio-co 
mponent*

   

 GetStudio 
Member

授予获取工作室成员的权限 Read studio*    

 ListEulaA 
cceptances

授予列出 EULA 接受的权限 读取 eula-
acce 
ptance*

   

 ListEulas 授予上架权限 EULAs 读取 eula*    

 ListLaunc 
hProfileM 
embers

授予列出启动配置文件成员的
权限

Read launch-pr 
ofile*

   

studio*     ListLaunc 
hProfiles

授予列出启动配置文件的权限 Read

  nimble:pr 
incipalId

nimble:re 
questerPr 
incipalId

 

Amazon Nimble Studio 2979

#amazonnimblestudio-streaming-session
#amazonnimblestudio-streaming-session
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStreamingSessionStream.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStreamingSessionStream.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStreamingSessionStream.html
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStudio.html
#amazonnimblestudio-studio
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStudioComponent.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStudioComponent.html
#amazonnimblestudio-studio-component
#amazonnimblestudio-studio-component
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStudioMember.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_GetStudioMember.html
#amazonnimblestudio-studio
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListEulaAcceptances.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListEulaAcceptances.html
#amazonnimblestudio-eula-acceptance
#amazonnimblestudio-eula-acceptance
#amazonnimblestudio-eula-acceptance
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListEulas.html
#amazonnimblestudio-eula
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListLaunchProfileMembers.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListLaunchProfileMembers.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListLaunchProfileMembers.html
#amazonnimblestudio-launch-profile
#amazonnimblestudio-launch-profile
#amazonnimblestudio-studio
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListLaunchProfiles.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListLaunchProfiles.html
#amazonnimblestudio-nimble_principalId
#amazonnimblestudio-nimble_principalId
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListStrea 
mingImages

授予列出流媒体图像的权限 读取 studio*    

studio*     ListStrea 
mingSessi 
onBackups

授予列出流会话备份的权限 读取

  nimble:re 
questerPr 
incipalId

 

studio*     ListStrea 
mingSessi 
ons

授予列出流媒体会话的权限 Read

  nimble:cr 
eatedBy

nimble:ow 
nedBy

nimble:re 
questerPr 
incipalId

 

 ListStudi 
oComponen 
ts

授予列出工作室组件的权限 Read studio*    

 ListStudi 
oMembers

授予列出工作室成员的权限 Read studio*    

 ListStudios 授予列出所有工作室的权限 Read      

launch-pr 
ofile

    ListTagsF 
orResource

授予列出 Nimble Studio 资源
上的所有标签的权限

读取

streaming 
-image
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https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStreamingImages.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStreamingImages.html
#amazonnimblestudio-studio
#amazonnimblestudio-studio
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStreamingSessionBackups.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStreamingSessionBackups.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStreamingSessionBackups.html
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-studio
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStreamingSessions.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStreamingSessions.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStreamingSessions.html
#amazonnimblestudio-nimble_createdBy
#amazonnimblestudio-nimble_createdBy
#amazonnimblestudio-nimble_ownedBy
#amazonnimblestudio-nimble_ownedBy
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStudioComponents.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStudioComponents.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStudioComponents.html
#amazonnimblestudio-studio
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStudioMembers.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStudioMembers.html
#amazonnimblestudio-studio
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListStudios.html
#amazonnimblestudio-launch-profile
#amazonnimblestudio-launch-profile
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_ListTagsForResource.html
#amazonnimblestudio-streaming-image
#amazonnimblestudio-streaming-image


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

streaming 
-session

   

streaming 
-session- 
backup

   

studio    

studio-co 
mponent

   

 PutLaunch 
ProfileMe 
mbers

授予 add/update 启动个人资料
成员的权限

写入 launch-pr 
ofile*

  sso-direc 
tory:Desc 
ribeUsers

 PutStudio 
LogEvents
 [仅权限]

授予报告 Nimble Studio 门户
的指标和日志以监控应用程序
运行状况的权限

写入 studio*    

 PutStudio 
Members

向 add/update 工作室成员授予
权限

写入 studio*   sso-direc 
tory:Desc 
ribeUsers

 StartStre 
amingSess 
ion

授予开始流式传输会话的权限 写入 streaming 
-session*

  nimble:Ge 
tLaunchPr 
ofile

nimble:Ge 
tLaunchPr 
ofileMemb 
er

Amazon Nimble Studio 2981

#amazonnimblestudio-streaming-session
#amazonnimblestudio-streaming-session
#amazonnimblestudio-streaming-session-backup
#amazonnimblestudio-streaming-session-backup
#amazonnimblestudio-streaming-session-backup
#amazonnimblestudio-studio
#amazonnimblestudio-studio-component
#amazonnimblestudio-studio-component
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_PutLaunchProfileMembers.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_PutLaunchProfileMembers.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_PutLaunchProfileMembers.html
#amazonnimblestudio-launch-profile
#amazonnimblestudio-launch-profile
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-iam-service-with-iam.html
#amazonnimblestudio-studio
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_PutStudioMembers.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_PutStudioMembers.html
#amazonnimblestudio-studio
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StartStreamingSession.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StartStreamingSession.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StartStreamingSession.html
#amazonnimblestudio-streaming-session
#amazonnimblestudio-streaming-session


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

streaming 
-session- 
backup

   

  nimble:re 
questerPr 
incipalId

 

 StartStud 
ioSSOConf 
iguration 
Repair

授予修复工作室的 AWS IAM 
身份中心配置的权限

写入 studio*   sso:Creat 
eManagedA 
pplicatio 
nInstance

sso:GetMa 
nagedAppl 
icationIn 
stance

streaming 
-session*

  nimble:Ge 
tLaunchPr 
ofile

 StopStrea 
mingSession

授予停止流式传输会话的权限 写入

  nimble:re 
questerPr 
incipalId

 

launch-pr 
ofile

   

streaming 
-image

   

 TagResour 
ce

授予权限以便为指定的 Nimble 
Studio 资源添加或覆盖一个或
多个标签

Tagging

streaming 
-session

   

Amazon Nimble Studio 2982

#amazonnimblestudio-streaming-session-backup
#amazonnimblestudio-streaming-session-backup
#amazonnimblestudio-streaming-session-backup
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StartStudioSSOConfigurationRepair.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StartStudioSSOConfigurationRepair.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StartStudioSSOConfigurationRepair.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StartStudioSSOConfigurationRepair.html
#amazonnimblestudio-studio
#amazonnimblestudio-streaming-session
#amazonnimblestudio-streaming-session
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StopStreamingSession.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StopStreamingSession.html
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-nimble_requesterPrincipalId
#amazonnimblestudio-launch-profile
#amazonnimblestudio-launch-profile
#amazonnimblestudio-streaming-image
#amazonnimblestudio-streaming-image
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_TagResource.html
#amazonnimblestudio-streaming-session
#amazonnimblestudio-streaming-session


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

streaming 
-session- 
backup

   

studio    

studio-co 
mponent

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

launch-pr 
ofile

   

streaming 
-image

   

streaming 
-session

   

streaming 
-session- 
backup

   

 UntagReso 
urce

授予权限以将一个或多个标签
与指定的 Nimble Studio 资源
取消关联

Tagging

studio    
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#amazonnimblestudio-streaming-session-backup
#amazonnimblestudio-streaming-session-backup
#amazonnimblestudio-streaming-session-backup
#amazonnimblestudio-studio
#amazonnimblestudio-studio-component
#amazonnimblestudio-studio-component
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_TagKeys
#amazonnimblestudio-aws_TagKeys
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-launch-profile
#amazonnimblestudio-launch-profile
#amazonnimblestudio-streaming-image
#amazonnimblestudio-streaming-image
#amazonnimblestudio-streaming-session
#amazonnimblestudio-streaming-session
#amazonnimblestudio-streaming-session-backup
#amazonnimblestudio-streaming-session-backup
#amazonnimblestudio-streaming-session-backup
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UntagResource.html
#amazonnimblestudio-studio


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

studio-co 
mponent

   

  aws:TagKe 
ys

 

 UpdateLau 
nchProfile

授予更新启动配置文件的权限 Write launch-pr 
ofile*

  ec2:Descr 
ibeNatGat 
eways

ec2:Descr 
ibeNetwor 
kAcls

ec2:Descr 
ibeRouteT 
ables

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcEnd 
points

 UpdateLau 
nchProfil 
eMember

授予更新启动配置文件成员的
权限

Write launch-pr 
ofile*

   

 UpdateStr 
eamingImage

授予更新流媒体图像的权限 Write streaming 
-image*

   

 UpdateStu 
dio

授予更新工作室的权限 Write studio*   iam:PassR 
ole
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#amazonnimblestudio-studio-component
#amazonnimblestudio-studio-component
#amazonnimblestudio-aws_TagKeys
#amazonnimblestudio-aws_TagKeys
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UpdateLaunchProfile.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UpdateLaunchProfile.html
#amazonnimblestudio-launch-profile
#amazonnimblestudio-launch-profile
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UpdateLaunchProfileMember.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UpdateLaunchProfileMember.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UpdateLaunchProfileMember.html
#amazonnimblestudio-launch-profile
#amazonnimblestudio-launch-profile
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UpdateStreamingImage.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UpdateStreamingImage.html
#amazonnimblestudio-streaming-image
#amazonnimblestudio-streaming-image
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UpdateStudio.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UpdateStudio.html
#amazonnimblestudio-studio


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateStu 
dioCompon 
ent

授予更新工作室组件的权限 Write studio-co 
mponent*

  ds:Author 
izeApplic 
ation

ds:Descri 
beDirecto 
ries

ec2:Descr 
ibeSecuri 
tyGroups

fsx:Descr 
ibeFileSy 
stems

iam:PassR 
ole

Amazon Nimble Studio 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 studio arn:${Partition}:nimble:${Region}:${ 
Account}:studio/${StudioId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UpdateStudioComponent.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UpdateStudioComponent.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_UpdateStudioComponent.html
#amazonnimblestudio-studio-component
#amazonnimblestudio-studio-component
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_Studio.html
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

aws:TagKeys

nimble:studioId

 streaming-
image

arn:${Partition}:nimble:${Region}:${ 
Account}:streaming-image/${Streaming 
ImageId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

nimble:studioId

 studio-co 
mponent

arn:${Partition}:nimble:${Region}:${ 
Account}:studio-component/${StudioCo 
mponentId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

nimble:studioId

 launch-pr 
ofile

arn:${Partition}:nimble:${Region}:${ 
Account}:launch-profile/${LaunchProf 
ileId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

nimble:studioId
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#amazonnimblestudio-aws_TagKeys
#amazonnimblestudio-nimble_studioId
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StreamingImage.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StreamingImage.html
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-aws_TagKeys
#amazonnimblestudio-nimble_studioId
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StudioComponent.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StudioComponent.html
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-aws_TagKeys
#amazonnimblestudio-nimble_studioId
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_LaunchProfile.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_LaunchProfile.html
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-aws_TagKeys
#amazonnimblestudio-nimble_studioId


服务授权参考 服务授权参考

资源类型 ARN 条件键

 streaming-
session

arn:${Partition}:nimble:${Region}:${ 
Account}:streaming-session/${Streami 
ngSessionId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

nimble:createdBy

nimble:ownedBy

 streaming 
-session- 
backup

arn:${Partition}:nimble:${Region}:${ 
Account}:streaming-session-backup/${ 
StreamingSessionBackupId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

nimble:ownedBy

 eula arn:${Partition}:nimble:${Region}:${ 
Account}:eula/${EulaId}

 

 eula-acce 
ptance

arn:${Partition}:nimble:${Region}:${ 
Account}:eula-acceptance/${EulaAccep 
tanceId}

nimble:studioId

Amazon Nimble Studio 的条件键

Amazon Nimble Studio 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StreamingSession.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StreamingSession.html
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-aws_TagKeys
#amazonnimblestudio-nimble_createdBy
#amazonnimblestudio-nimble_ownedBy
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StreamingSessionBackup.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StreamingSessionBackup.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_StreamingSessionBackup.html
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_RequestTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-aws_ResourceTag___TagKey_
#amazonnimblestudio-aws_TagKeys
#amazonnimblestudio-nimble_ownedBy
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_Eula.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_EulaAcceptance.html
https://docs.aws.amazon.com/nimble-studio/latest/APIReference/API_EulaAcceptance.html
#amazonnimblestudio-nimble_studioId
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

 nimble:cr 
eatedBy

按 createdBy 请求参数或资源创建者的 ID 筛选访问权限 字符串

 nimble:ownedBy 按 ownedBy 请求参数或资源所有者的 ID 筛选访问权限 字符串

 nimble:pr 
incipalId

按 principalId 请求参数筛选访问权限 字符串

 nimble:re 
questerPr 
incipalId

按登录用户的 ID 筛选访问权限 字符串

 nimble:studioId 按特定工作室筛选访问权限 ARN

Amazon One Enterprise 的操作、资源和条件键

Amazon One Enterprise（服务前缀：one）提供了以下可在 IAM 权限策略中使用的服务特定资源、操
作和条件上下文键。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon One Enterprise 定义的操作
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/one-enterprise-getting-started.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/
https://docs.aws.amazon.com/one-enterprise/latest/userguide/security-iam.html
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• Amazon One Enterprise 定义的资源类型

• Amazon One Enterprise 的条件键

Amazon One Enterprise 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

device-in 
stance*

    CreateDev 
iceActiva 
tionQrCode

授予创建设备实例的二维码的
权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 CreateDev 
iceConfig 
urationTe 
mplate

授予创建设备配置模板的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDev 
iceInstance

授予创建设备实例的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

device-in 
stance*

    CreateDev 
iceInstan 
ceConfigu 
ration

授予创建设备实例配置的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 CreateSite 授予创建站点的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazononeenterprise-device-instance
#amazononeenterprise-device-instance
https://docs.aws.amazon.com/one-enterprise/latest/userguide/configure-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/configure-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/configure-instance.html
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
#amazononeenterprise-aws_RequestTag___TagKey_
#amazononeenterprise-aws_RequestTag___TagKey_
#amazononeenterprise-aws_RequestTag___TagKey_
#amazononeenterprise-aws_TagKeys
#amazononeenterprise-aws_TagKeys
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-device-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-device-instance.html
#amazononeenterprise-aws_RequestTag___TagKey_
#amazononeenterprise-aws_RequestTag___TagKey_
#amazononeenterprise-aws_RequestTag___TagKey_
#amazononeenterprise-aws_TagKeys
#amazononeenterprise-aws_TagKeys
#amazononeenterprise-device-instance
#amazononeenterprise-device-instance
https://docs.aws.amazon.com/one-enterprise/latest/userguide/configure-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/configure-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/configure-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/configure-instance.html
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-sites.html
#amazononeenterprise-aws_RequestTag___TagKey_
#amazononeenterprise-aws_RequestTag___TagKey_
#amazononeenterprise-aws_RequestTag___TagKey_
#amazononeenterprise-aws_TagKeys
#amazononeenterprise-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

device-in 
stance*

    DeleteAss 
ociatedDe 
vice

授予将设备与设备实例取消关
联的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

device-co 
nfigurati 
on-
template*

    DeleteDev 
iceConfig 
urationTe 
mplate

授予删除设备配置模板的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

device-in 
stance*

    DeleteDev 
iceInstance

授予删除设备实例的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

site*     DeleteSite 授予删除站点的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteUse 
rV1

授予删除用户的权限 写入 user*    
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#amazononeenterprise-device-instance
#amazononeenterprise-device-instance
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-device-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-device-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-device-instance.html
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-device-instance
#amazononeenterprise-device-instance
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-device-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-device-instance.html
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-site
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-sites.html
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/one-enterprise/latest/userguide/enrollment-entry.htmll
https://docs.aws.amazon.com/one-enterprise/latest/userguide/enrollment-entry.htmll
#amazononeenterprise-user
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

device-co 
nfigurati 
on-
template*

    GetDevice 
Configura 
tionTemplate

授予查看设备配置模板的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

device-in 
stance*

    GetDevice 
Instance

授予查看设备实例的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

configura 
tion*

    GetDevice 
InstanceC 
onfiguration

授予查看设备实例配置的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

site*     GetSite 授予查看站点的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

site*     GetSiteAd 
dress

授予查看站点地址的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}
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#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-device-instance
#amazononeenterprise-device-instance
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-device-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-device-instance.html
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-configuration
#amazononeenterprise-configuration
https://docs.aws.amazon.com/one-enterprise/latest/userguide/configure-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/configure-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/configure-instance.html
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-site
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-sites.html
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-site
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-sites.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-sites.html
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDevic 
eConfigur 
ationTemp 
lates

授予检索设备配置模板列表的
权限

列表      

 ListDevic 
eInstances

授予检索设备实例列表的权限 列表      

 ListSites 授予列出站点列表的权限 列表      

device-co 
nfigurati 
on-
template

   

device-in 
stance

   

site    

 ListTagsF 
orResource

授予列出 Amazon One 
Enterprise 资源的标签的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListUsersV1 授予列出用户列表的权限 列表      

device-in 
stance*

    RebootDev 
ice

授予重启与设备实例关联的设
备的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-device-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-device-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-sites.html
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-instance
#amazononeenterprise-device-instance
#amazononeenterprise-site
https://docs.aws.amazon.com/one-enterprise/latest/userguide/actions-resources-contextkeys.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/actions-resources-contextkeys.html
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/one-enterprise/latest/userguide/enrollment-entry.html
#amazononeenterprise-device-instance
#amazononeenterprise-device-instance
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-device-instance.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-device-instance.html
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
#amazononeenterprise-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

device-co 
nfigurati 
on-
template

   

device-in 
stance

   

site    

 TagResour 
ce

授予将标签添加到 Amazon 
One Enterprise 资源的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

device-co 
nfigurati 
on-
template

   

device-in 
stance

   

site    

 UntagReso 
urce

授予从 Amazon One Enterpris 
e 资源移除标签的权限

标记

  aws:TagKe 
ys

 

 UpdateDev 
iceConfig 
urationTe 
mplate

授予更新设备配置模板的权限 写入 device-co 
nfigurati 
on-
template*
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#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-instance
#amazononeenterprise-device-instance
#amazononeenterprise-site
https://docs.aws.amazon.com/one-enterprise/latest/userguide/actions-resources-contextkeys.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/actions-resources-contextkeys.html
#amazononeenterprise-aws_RequestTag___TagKey_
#amazononeenterprise-aws_RequestTag___TagKey_
#amazononeenterprise-aws_RequestTag___TagKey_
#amazononeenterprise-aws_TagKeys
#amazononeenterprise-aws_TagKeys
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-instance
#amazononeenterprise-device-instance
#amazononeenterprise-site
https://docs.aws.amazon.com/one-enterprise/latest/userguide/actions-resources-contextkeys.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/actions-resources-contextkeys.html
#amazononeenterprise-aws_TagKeys
#amazononeenterprise-aws_TagKeys
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/create-config-template.html
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
#amazononeenterprise-device-configuration-template
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

device-in 
stance*

    UpdateDev 
iceInstance

授予更新设备实例的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

site*     UpdateSite 授予更新站点的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

site*     UpdateSit 
eAddress

授予更新站点地址的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon One Enterprise 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 device-in 
stance

arn:${Partition}:one:${Region}:${Acc 
ount}:device-instance/${DeviceInstan 
ceId}

aws:ResourceTag/${ 
TagKey}

 configuration arn:${Partition}:one:${Region}:${Acc 
ount}:device-instance/${DeviceInstan 
ceId}/configuration/${Version}

 

 device-co 
nfiguration-
template

arn:${Partition}:one:${Region}:${Acc 
ount}:device-configuration-template/ 
${TemplateId}

aws:ResourceTag/${ 
TagKey}

 site arn:${Partition}:one:${Region}:${Acc 
ount}:site/${SiteId}

aws:ResourceTag/${ 
TagKey}

 user arn:${Partition}:one:${Region}:${Acc 
ount}:user/${UserId}

 

Amazon One Enterprise 的条件键

Amazon One Enterprise 定义了以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

使用请求中的标签键值对筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

使用附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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Amazon 的操作、资源和条件密钥 OpenSearch

Amazon OpenSearch （服务前缀:opensearch）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 OpenSearch

• Amazon 定义的资源类型 OpenSearch

• Amazon 的条件密钥 OpenSearch

Amazon 定义的操作 OpenSearch

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Applicati 
onAccessAll
[仅权限]

授予访问 OpenSearch 应用程
序的权限

权限管理 applicati 
on*

   

 CancelDir 
ectQuery

授予取消在 OpenSearch 
DataSource 资源上提交的查询
的权限

写入 datasourc 
e*

   

 GetDirect 
Query

授予获取对 OpenSearch 
DataSource 资源执行的查询状
态的权限

读取 datasourc 
e*

   

 GetDirect 
QueryResult

授予获取对 OpenSearch 
DataSource 资源执行的查询结
果的权限

读取 datasourc 
e*

   

 StartDire 
ctQuery

授予在提供的 OpenSearch 
DataSource arn 上开始直接查
询的权限

写入 datasourc 
e*

   

Amazon 定义的资源类型 OpenSearch

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 application arn:${Partition}:opensearch:${Region 
}:${Account}:application/${AppId}

 

 datasource arn:${Partition}:opensearch:${Region 
}:${Account}:datasource/${DataSource 
Name}

 

Amazon 的条件密钥 OpenSearch

OpenSearch 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务均
可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon OpenSearch Ingestion 的操作、资源和条件密钥

Amazon OpenSearch Ingestion（服务前缀:osis）提供以下特定于服务的资源、操作和条件上下文密
钥，用于 IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon OpenSearch Ingestion 定义的操作

• 由 Amazon OpenSearch Ingestion 定义的资源类型

• Amazon OpenSearch Ingestion 的条件密钥
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由 Amazon OpenSearch Ingestion 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePip 
eline

授予创建 OpenSearch 摄取管
道的权限

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:Creat 
eServiceL 
inkedRole

iam:PassR 
ole
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
yWithoutP 
laintext

logs:Crea 
teLogDeli 
very

 DeletePip 
eline

授予删除 OpenSearch 摄取管
道的权限

写入 pipeline*   logs:Dele 
teLogDeli 
very

logs:GetL 
ogDeliver 
y

logs:List 
LogDelive 
ries

 GetPipeline 授予检索 OpenSearch 摄取管
道配置信息的权限

读取 pipeline*    

 GetPipeli 
neBlueprint

授予获取 OpenSearch 
Ingestion 管道蓝图内容的权限

读取 pipeline- 
blueprint*

   

 GetPipeli 
neChangeP 
rogress

授予获取有关 OpenSearch 摄
取管道状态的详细信息的权限

读取 pipeline*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Ingest 授予通过摄取管道 OpenSearc 
h 摄取数据的权限

写入 pipeline*    

 ListPipel 
ineBlueprints

授予列出 OpenSearch 
Ingestion 管道配置的可用蓝图 
名称的权限

列表      

 ListPipelines 授予列出当前账户和区域中每
个 OpenSearch Ingestion 管道
的基本配置的权限

列表      

 ListTagsF 
orResource

授予列出与 OpenSearch 摄取
管道关联的所有资源标签的权
限

读取 pipeline*    

 StartPipeline 授予启动 OpenSearch 摄取管
道的权限

写入 pipeline*    

 StopPipeline 授予停止 OpenSearch 摄取管
道的权限

写入 pipeline*    

pipeline*     TagResour 
ce

授予将资源标签附加到 
OpenSearch 摄取管道的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

pipeline*     UntagReso 
urce

授予从 OpenSearch 摄取服务
管道中移除资源标签的权限

标记

  aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePip 
eline

授予修改 OpenSearch 摄取管
道配置的权限

写入 pipeline*   iam:PassR 
ole

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
yWithoutP 
laintext

logs:GetL 
ogDeliver 
y

logs:List 
LogDelive 
ries

logs:Upda 
teLogDeli 
very

 ValidateP 
ipeline

授予验证 OpenSearch 摄取管
道配置的权限

读取      

由 Amazon OpenSearch Ingestion 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_osis_UpdatePipeline.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_osis_UpdatePipeline.html
#amazonopensearchingestion-pipeline
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_osis_ValidatePipeline.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_osis_ValidatePipeline.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table


服务授权参考 服务授权参考

资源类型 ARN 条件键

 pipeline arn:${Partition}:osis:${Region}:${Ac 
count}:pipeline/${PipelineName}

aws:ResourceTag/${ 
TagKey}

 pipeline- 
blueprint

arn:${Partition}:osis:${Region}:${Ac 
count}:blueprint/${BlueprintName}

 

Amazon OpenSearch Ingestion 的条件密钥

Amazon OpenSearch Ingestion 定义了以下条件密钥，这些条件键可用于 IAM 策略的Condition元素
中。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon OpenSearch Serverless 的操作、资源和条件密钥

Amazon OpenSearch Serverless（服务前缀:aoss）提供以下特定于服务的资源、操作和条件上下文
密钥以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_Pipeline.html
#amazonopensearchingestion-aws_ResourceTag___TagKey_
#amazonopensearchingestion-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_PipelineBlueprint.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_PipelineBlueprint.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/


服务授权参考 服务授权参考

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon OpenSearch Serverless 定义的操作

• 由 Amazon OpenSearch Serverless 定义的资源类型

• Amazon OpenSearch Serverless 的条件密钥

由 Amazon OpenSearch Serverless 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-iam-serverless.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Collectio 
n*

    APIAccess 
All

向所有支持的 Opensearch 授
予权限 APIs

写入

  aoss:coll 
ection

aoss:Coll 
ectionId

 

 BatchGetC 
ollection

授予权限以获取一个或多个集
合的属性

读取   aoss:coll 
ection

 

 BatchGetE 
ffectiveL 
ifecyclePolicy

授予获取有关一个或多个 
AOSS 资源所应用生命周期策
略的信息的权限

读取      

 BatchGetL 
ifecyclePolicy

授予获取一个或多个生命周期
的相关信息的权限

读取      

 BatchGetV 
pcEndpoint

授予权限以获取一个或多个 
VPC 端点的属性

读取      

 CreateAcc 
essPolicy

授予权限以创建数据访问策略 写入   aoss:coll 
ection

aoss:inde 
x

 

 CreateCol 
lection

授予权限以创建无服务器集合 写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}
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#amazonopensearchserverless-Collection
#amazonopensearchserverless-Collection
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_APIAccessAll.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_APIAccessAll.html
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_CollectionId
#amazonopensearchserverless-aoss_CollectionId
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_BatchGetCollection.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_BatchGetCollection.html
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_collection
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_BatchGetEffectiveLifecyclePolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_BatchGetEffectiveLifecyclePolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_BatchGetEffectiveLifecyclePolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_BatchGetLifecyclePolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_BatchGetLifecyclePolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_BatchGetVpcEndpoint.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_BatchGetVpcEndpoint.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_CreateAccessPolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_CreateAccessPolicy.html
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_index
#amazonopensearchserverless-aoss_index
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_CreateCollection.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_CreateCollection.html
#amazonopensearchserverless-aws_RequestTag___TagKey_
#amazonopensearchserverless-aws_RequestTag___TagKey_
#amazonopensearchserverless-aws_RequestTag___TagKey_
#amazonopensearchserverless-aws_ResourceTag___TagKey_
#amazonopensearchserverless-aws_ResourceTag___TagKey_
#amazonopensearchserverless-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 CreateIndex 授予创建开放搜索索引的权限 写入      

 CreateLif 
ecyclePolicy

授予创建生命周期策略的权限 写入   aoss:inde 
x

 

 CreateSec 
urityConfig

授予权限以创建无服务器安全
配置

写入      

 CreateSec 
urityPolicy

授予权限以创建网络或加密策
略

写入   aoss:coll 
ection

 

 CreateVpc 
Endpoint

授予创建 OpenSearch-Serverl 
ess-managed接口 VPC 终端节
点的权限

写入      

Dashboard 
s*

    Dashboard 
sAccessAll

为 Opensearch 无服务器控制
面板授予权限

写入

  aoss:coll 
ection

aoss:Coll 
ectionId

 

 DeleteAcc 
essPolicy

授予权限以删除数据访问策略 写入   aoss:coll 
ection

aoss:inde 
x

 

 DeleteCol 
lection

授予权限以删除无服务器集合 写入 Collectio 
n*
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#amazonopensearchserverless-aws_TagKeys
#amazonopensearchserverless-aws_TagKeys
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_CreateIndex.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_CreateLifecyclePolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_CreateLifecyclePolicy.html
#amazonopensearchserverless-aoss_index
#amazonopensearchserverless-aoss_index
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_CreateSecurityConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_CreateSecurityConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_CreateSecurityPolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_CreateSecurityPolicy.html
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_collection
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_CreateVpcEndpoint.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_CreateVpcEndpoint.html
#amazonopensearchserverless-Dashboards
#amazonopensearchserverless-Dashboards
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DashboardsAccessAll.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DashboardsAccessAll.html
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_CollectionId
#amazonopensearchserverless-aoss_CollectionId
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DeleteAccessPolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DeleteAccessPolicy.html
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_index
#amazonopensearchserverless-aoss_index
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DeleteCollection.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DeleteCollection.html
#amazonopensearchserverless-Collection
#amazonopensearchserverless-Collection
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteIndex 授予删除开放搜索索引的权限 写入      

 DeleteLif 
ecyclePolicy

授予删除生命周期策略的权限 写入   aoss:inde 
x

 

 DeleteSec 
urityConfig

授予权限以删除安全配置 写入      

 DeleteSec 
urityPolicy

授予权限以删除安全策略 写入   aoss:coll 
ection

 

 DeleteVpc 
Endpoint

授予删除 OpenSearch 无服务
器托管接口 VPC 终端节点的权
限

写入      

 GetAccess 
Policy

授予权限以获取有关数据访问
策略的信息

读取   aoss:coll 
ection

aoss:inde 
x

 

 GetAccoun 
tSettings

授予权限以获取账户设置，包
括容量设置

读取      

 GetIndex 授予获取开放搜索索引的权限 读取      

 GetPolici 
esStats

授予权限以获取账户中安全策
略的统计信息

读取      

 GetSecuri 
tyConfig

授予权限以获取有关无服务器
安全配置的信息

读取      

 GetSecuri 
tyPolicy

授予权限以获取有关安全策略
的信息

读取   aoss:coll 
ection
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https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DeleteIndex.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DeleteLifecyclePolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DeleteLifecyclePolicy.html
#amazonopensearchserverless-aoss_index
#amazonopensearchserverless-aoss_index
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DeleteSecurityConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DeleteSecurityConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DeleteSecurityPolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DeleteSecurityPolicy.html
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_collection
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DeleteVpcEndpoint.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_DeleteVpcEndpoint.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_GetAccessPolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_GetAccessPolicy.html
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_index
#amazonopensearchserverless-aoss_index
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_GetIndex.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_GetPoliciesStats.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_GetPoliciesStats.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_GetSecurityConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_GetSecurityConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_GetSecurityPolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_GetSecurityPolicy.html
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_collection
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAcces 
sPolicies

授予权限以列出数据访问策略 列表      

 ListColle 
ctions

授予权限以列出集合 列表      

 ListLifec 
yclePolicies

授予列出生命周期策略的权限 列表      

 ListSecur 
ityConfigs

授予权限以列出安全配置 列表      

 ListSecur 
ityPolicies

授予权限以列出安全策略 列表      

 ListTagsF 
orResource

授予权限以列出集合的标签 列表      

 ListVpcEn 
dpoints

授予列出 OpenSearch 无服务
器托管的 VPC 终端节点的权限

列表      

 TagResour 
ce

授予权限以标记无服务器集合 写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以从集合中删除标签 写入   aws:TagKe 
ys
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https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListAccessPolicies.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListAccessPolicies.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListCollections.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListCollections.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListLifecyclePolicies.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListLifecyclePolicies.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListSecurityConfigs.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListSecurityConfigs.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListSecurityPolicies.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListSecurityPolicies.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListVpcEndpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_ListVpcEndpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_TagResource.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_TagResource.html
#amazonopensearchserverless-aws_ResourceTag___TagKey_
#amazonopensearchserverless-aws_ResourceTag___TagKey_
#amazonopensearchserverless-aws_ResourceTag___TagKey_
#amazonopensearchserverless-aws_RequestTag___TagKey_
#amazonopensearchserverless-aws_RequestTag___TagKey_
#amazonopensearchserverless-aws_RequestTag___TagKey_
#amazonopensearchserverless-aws_TagKeys
#amazonopensearchserverless-aws_TagKeys
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UntagResource.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UntagResource.html
#amazonopensearchserverless-aws_TagKeys
#amazonopensearchserverless-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAcc 
essPolicy

授予权限以更新数据访问策略 写入   aoss:coll 
ection

aoss:inde 
x

 

 UpdateAcc 
ountSettings

授予权限以更新账户设置，包
括容量设置

写入      

 UpdateCol 
lection

授予权限以更新集合 写入 Collectio 
n*

   

 UpdateIndex 授予更新开放搜索索引的权限 写入      

 UpdateLif 
ecyclePolicy

授予更新生命周期策略的权限 写入   aoss:inde 
x

 

 UpdateSec 
urityConfig

授予权限以更新安全配置 写入      

 UpdateSec 
urityPolicy

授予权限以更新安全策略 写入   aoss:coll 
ection

 

 UpdateVpc 
Endpoint

授予更新 OpenSearch 无服务
器托管的 VPC 终端节点的权限

写入      

由 Amazon OpenSearch Serverless 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateAccessPolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateAccessPolicy.html
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_index
#amazonopensearchserverless-aoss_index
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateCollection.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateCollection.html
#amazonopensearchserverless-Collection
#amazonopensearchserverless-Collection
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateIndex.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateLifecyclePolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateLifecyclePolicy.html
#amazonopensearchserverless-aoss_index
#amazonopensearchserverless-aoss_index
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateSecurityConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateSecurityConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateSecurityPolicy.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateSecurityPolicy.html
#amazonopensearchserverless-aoss_collection
#amazonopensearchserverless-aoss_collection
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateVpcEndpoint.html
https://docs.aws.amazon.com/opensearch-service/latest/ServerlessAPIReference/API_UpdateVpcEndpoint.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 Collection arn:${Partition}:aoss:${Region}:${Ac 
count}:collection/${CollectionId}

aws:ResourceTag/${ 
TagKey}

 Dashboards arn:${Partition}:aoss:${Region}:${Ac 
count}:dashboards/default

 

Amazon OpenSearch Serverless 的条件密钥

Amazon OpenSearch Serverless 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aoss:Coll 
ectionId

按集合的标识符筛选访问权限 字符串

 aoss:collection 按集合名称筛选访问权限 字符串

 aoss:index 按索引筛选访问权限 字符串

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选访问 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选访问 ArrayOfString

Amazon OpenSearch 服务的操作、资源和条件密钥

Amazon Service（ OpenSearch 服务前缀:es）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/serverless-overview.html
#amazonopensearchserverless-aws_ResourceTag___TagKey_
#amazonopensearchserverless-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/serverless-overview.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-iam-serverless.html#security_iam_serverless-conditionkeys
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-iam-serverless.html#security_iam_serverless-conditionkeys
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-iam-serverless.html#security_iam_serverless-conditionkeys
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-iam-serverless.html#security_iam_serverless-conditionkeys
security-iam-serverless.html#condition-keys-requesttag
security-iam-serverless.html#condition-keys-requesttag
security-iam-serverless.html#condition-keys-resourcetag
security-iam-serverless.html#condition-keys-resourcetag
security-iam-serverless.html#condition-keys-resourcetag
security-iam-serverless.html#condition-keys-tagkeys
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon OpenSearch 服务定义的操作

• 由 Amazon OpenSearch 服务定义的资源类型

• Amazon OpenSearch 服务的条件密钥

由 Amazon OpenSearch 服务定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ac.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptInb 
oundConne 
ction

授予目标域拥有者接受入站跨
集群搜索连接请求的权限

写入      

 AcceptInb 
oundCross 
ClusterSe 
archConne 
ction

授予目标域拥有者权限以接受
入站跨集群搜索连接请求。
此权限已弃用。 AcceptInb 
oundConnection 改用

写入      

 AddDataSo 
urce

授予为 OpenSearch 服务域添
加数据源的权限

写入 domain*    

datasourc 
e*

    AddDirect 
QueryData 
Source

授予为所提供的 OpenSearch 
arn 添加数据源的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on*

   

datasourc 
e*

   

 AddTags 授予将资源标签附加到 
OpenSearch 服务域、数据源
或应用程序的权限

标记

domain*    
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AcceptInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AcceptInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AcceptInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AcceptInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AcceptInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AcceptInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AcceptInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AcceptInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AddDataSource.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AddDataSource.html
#amazonopensearchservice-domain
#amazonopensearchservice-datasource
#amazonopensearchservice-datasource
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AddDirectQueryDataSource.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AddDirectQueryDataSource.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AddDirectQueryDataSource.html
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_TagKeys
#amazonopensearchservice-aws_TagKeys
#amazonopensearchservice-application
#amazonopensearchservice-application
#amazonopensearchservice-datasource
#amazonopensearchservice-datasource
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AddTags.html
#amazonopensearchservice-domain
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Associate 
Package

授予将包与 OpenSearch 服务
域关联的权限

写入 domain*    

 Associate 
Packages

授予将多个包与 OpenSearch 
服务域关联的权限

写入 domain*    

 Authorize 
VpcEndpoi 
ntAccess

授予通过使用接口 VPC 终端节
点提供对亚马逊 OpenSearch 
服务域的访问权限

写入      

 CancelDom 
ainConfig 
Change

授予取消 OpenSearch 服务域
变更的权限

写入 domain*    

 CancelEla 
sticsearc 
hServiceS 
oftwareUp 
date

授予权限以取消域的服务软
件更新。此权限已弃用。 
CancelServiceSoftwareUpdate 
改用

写入 domain*    

 CancelSer 
viceSoftw 
areUpdate

授予权限以取消域的服务软件
更新

写入 domain*    
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#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_TagKeys
#amazonopensearchservice-aws_TagKeys
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AssociatePackage.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AssociatePackage.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AssociatePackages.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AssociatePackages.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AuthorizeVpcEndpointAccess.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AuthorizeVpcEndpointAccess.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_AuthorizeVpcEndpointAccess.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CancelDomainConfigChange.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CancelDomainConfigChange.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CancelDomainConfigChange.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CancelServiceSoftwareUpdate.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CancelServiceSoftwareUpdate.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CancelServiceSoftwareUpdate.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CancelServiceSoftwareUpdate.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CancelServiceSoftwareUpdate.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CancelServiceSoftwareUpdate.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CancelServiceSoftwareUpdate.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CancelServiceSoftwareUpdate.html
#amazonopensearchservice-domain
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateApp 
lication

授予创建 OpenSearch 应用程
序的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

domain     CreateDom 
ain

授予创建 Amazon OpenSearc 
h 服务域名的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

domain     CreateEla 
sticsearc 
hDomain

授予创建 OpenSearch 服务
域的权限。此权限已弃用。 
CreateDomain 改用

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateEla 
sticsearc 
hServiceRole

授予创建使用 VPC 访问权限的 
OpenSearch 服务域所需的服
务相关角色的权限。此权限已
被弃用。 OpenSearch 服务为
您创建服务相关角色

写入      

 CreateOut 
boundConn 
ection

授予新建从源域到目标域的跨
集群搜索连接的权限

写入 domain*    
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateApplication.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateApplication.html
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_TagKeys
#amazonopensearchservice-aws_TagKeys
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateDomain.html
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_TagKeys
#amazonopensearchservice-aws_TagKeys
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateDomain.html
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_RequestTag___TagKey_
#amazonopensearchservice-aws_TagKeys
#amazonopensearchservice-aws_TagKeys
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateOutboundConnection.html
#amazonopensearchservice-domain
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateOut 
boundCros 
sClusterS 
earchConn 
ection

授予权限以新建从源域到
目标域的跨集群搜索连接。
此权限已弃用。 CreateOut 
boundConnection 改用

写入 domain*    

 CreatePac 
kage

授予添加用于 OpenSearch 服
务域的软件包的权限

写入      

 CreateSer 
viceRole

授予创建使用 VPC 访问权限的 
Amazon OpenSearch 服务域
所需的服务相关角色的权限

写入      

 CreateVpc 
Endpoint

授予创建亚马逊 OpenSearch 
服务托管的 VPC 终端节点的权
限

写入      

 DeleteApp 
lication

授予删除 OpenSearch 应用程
序的权限

写入 applicati 
on*

   

 DeleteDat 
aSource

授予删除 OpenSearch 服务域
数据源的权限

写入 domain*    

 DeleteDir 
ectQueryD 
ataSource

授予删除所提供的 OpenSearc 
h arn 的数据源的权限

写入 datasourc 
e*

   

 DeleteDom 
ain

授予删除亚马逊 OpenSearch 
服务域名及其所有数据的权限

写入 domain*    

 DeleteEla 
sticsearc 
hDomain

授予删除 OpenSearch 服务域
及其所有数据的权限。此权限
已弃用。 DeleteDomain 改用

写入 domain*    
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateOutboundConnection.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreatePackage.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreatePackage.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateVpcEndpoint.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_CreateVpcEndpoint.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteApplication.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteApplication.html
#amazonopensearchservice-application
#amazonopensearchservice-application
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteDataSource.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteDataSource.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteDirectQueryDataSource.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteDirectQueryDataSource.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteDirectQueryDataSource.html
#amazonopensearchservice-datasource
#amazonopensearchservice-datasource
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteDomain.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteDomain.html
#amazonopensearchservice-domain
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteEla 
sticsearc 
hServiceRole

授予删除使用 VPC 访问权限的 
OpenSearch 服务域所需的服
务相关角色的权限。此权限已
弃用。您可以使用 IAM API 删
除服务相关角色

写入      

 DeleteInb 
oundConne 
ction

授予目标域拥有者删除现有入
站跨集群搜索连接的权限

写入      

 DeleteInb 
oundCross 
ClusterSe 
archConne 
ction

授予目标域拥有者权限以删除
现有入站跨集群搜索连接。
此权限已弃用。 DeleteInb 
oundConnection 改用

写入      

 DeleteOut 
boundConn 
ection

授予源域拥有者删除现有出站
跨集群搜索连接的权限

写入      

 DeleteOut 
boundCros 
sClusterS 
earchConn 
ection

授予源域拥有者权限以删除
现有出站跨集群搜索连接。
此权限已弃用。 DeleteOut 
boundConnection 改用

写入      

 DeletePac 
kage

授予从 OpenSearch 服务中删
除包裹的权限。程序包不能与
任何域关联

写入      

 DeleteVpc 
Endpoint

授予删除亚马逊 OpenSearch 
服务托管接口 VPC 终端节点的
权限

写入      
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_Welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_Welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_Welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteOutboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeletePackage.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeletePackage.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteVpcEndpoint.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DeleteVpcEndpoint.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeD 
omain

授予权限以查看指定 
OpenSearch 服务域的域配置
描述，包括域 ID、服务端点和 
ARN

读取 domain*    

 DescribeD 
omainAuto 
Tunes

授予权限以查看指定 
OpenSearch 服务域的域的自
动调整配置，包括自动调整状
态和维护计划

读取 domain*    

 DescribeD 
omainChan 
geProgress

授予查看 OpenSearch 服务域
详情阶段进度的权限

读取 domain*    

 DescribeD 
omainConfig

授予查看 OpenSearch 服务域
配置选项和状态描述的权限

读取 domain*    

 DescribeD 
omainHealth

授予权限以查看有关以下方面
的信息：域和节点运行状况、
备用可用区、每个可用区的节
点数以及每个节点的分片数量

读取 domain*    

 DescribeD 
omainNodes

授予权限以查看为域及其配置
（包括节点 ID、节点类型、节 
点状态、可用区、实例类型和
存储）创建的节点的相关信息

读取 domain*    

 DescribeD 
omains

授予查看最多五个指定 
OpenSearch 服务域的域配置
描述的权限

列表 domain*    

 DescribeD 
ryRunProg 
ress

授予描述 OpenSearch 服务域
更新前验证检查状态的权限

读取 domain*    
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomain.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainAutoTunes.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainAutoTunes.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainAutoTunes.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainChangeProgress.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainChangeProgress.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainChangeProgress.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainConfig.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainHealth.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainHealth.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainNodes.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainNodes.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomains.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomains.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDryRunProgress.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDryRunProgress.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDryRunProgress.html
#amazonopensearchservice-domain


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeE 
lasticsea 
rchDomain

授予权限以查看指定 
OpenSearch 服务域的域配
置描述，包括域 ID、服务端
点和 ARN。此权限已弃用。 
DescribeDomain 改用

读取 domain*    

 DescribeE 
lasticsea 
rchDomain 
Config

授予查看 OpenSearch 服务
域配置和状态描述的权限。
此权限已弃用。 DescribeD 
omainConfig 改用

读取 domain*    

 DescribeE 
lasticsea 
rchDomains

授予查看最多五个指定 
Amazon OpenSearch 域名的
域名配置描述的权限。此权限
已弃用。 DescribeDomains 改
用

列表 domain*    

 DescribeE 
lasticsea 
rchInstan 
ceTypeLimits

授予查看给定 OpenSearch 版
本和实例类型的实例数量、
存储空间和主节点限制的权
限。此权限已弃用。 DescribeI 
nstanceTypeLimits 改用

列表      

 DescribeI 
nboundCon 
nections

授予列出目标域的所有入站跨
集群搜索连接的权限

列表      

 DescribeI 
nboundCro 
ssCluster 
SearchCon 
nections

授予权限以列出目标域的所有
入站跨集群搜索连接。此权限
已弃用。 DescribeInboundCon 
nections 改用

列表      
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomain.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomainConfig.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomains.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomains.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomains.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInstanceTypeLimits.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInstanceTypeLimits.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInstanceTypeLimits.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInstanceTypeLimits.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInboundConnections.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeI 
nstanceTy 
peLimits

授予权限以查看给定引擎版本
和实例类型的实例计数、存储
和主节点 (master node) 限制

列表      

 DescribeO 
utboundCo 
nnections

授予列出源域的所有出站跨集
群搜索连接的权限

列表      

 DescribeO 
utboundCr 
ossCluste 
rSearchCo 
nnections

授予权限以列出源域的所有出
站跨集群搜索连接。此权限已
弃用。 DescribeOutboundCo 
nnections 改用

列表      

 DescribeP 
ackages

授予描述 OpenSearch 服务域
可用的所有软件包的权限

读取      

 DescribeR 
eservedEl 
asticsear 
chInstanc 
eOfferings

授予获取 Amazon OpenSearc 
h 服务的预留实例产品的
权限。此权限已弃用。 
DescribeReservedInstanceOff 
erings 改用

列表      

 DescribeR 
eservedEl 
asticsear 
chInstances

授予获取已购买的 OpenSearc 
h 服务预留实例的权限。此
权限已弃用。 DescribeR 
eservedInstances 改用

列表      

 DescribeR 
eservedIn 
stanceOff 
erings

授予获取 OpenSearch 服务预
留实例产品的权限

列表      
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInstanceTypeLimits.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInstanceTypeLimits.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeInstanceTypeLimits.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeOutboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeOutboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeOutboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeOutboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeOutboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeOutboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeOutboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeOutboundConnections.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribePackages.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribePackages.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstanceOfferings.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstanceOfferings.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstanceOfferings.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstanceOfferings.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstanceOfferings.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstances.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstances.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstances.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstances.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstanceOfferings.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstanceOfferings.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstanceOfferings.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstanceOfferings.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
eservedIn 
stances

授予获取已购买的 OpenSearc 
h 服务预留实例的权限

列表      

 DescribeV 
pcEndpoints

授予描述一个或多个 Amazon 
OpenSearch 服务托管 VPC 终
端节点的权限

列表      

 Dissociat 
ePackage

授予将包与指定 OpenSearch 
服务域解除关联的权限

写入 domain*    

 Dissociat 
ePackages

授予将多个包与指定 
OpenSearch 服务域解除关联
的权限

写入 domain*    

 ESCrossCl 
usterGet

授予权限以向目标域发送跨集
群请求

读取 domain    

 ESHttpDel 
ete

授予向发送 HTTP 删除请求的
权限 OpenSearch APIs

写入 domain    

 ESHttpGet 授予向发送 HTTP GET 请求的
权限 OpenSearch APIs

读取 domain    

 ESHttpHead 授予向发送 HTTP HEAD 请求
的权限 OpenSearch APIs

读取 domain    

 ESHttpPatch 授予向发送 HTTP 补丁请求的
权限 OpenSearch APIs

写入 domain    

 ESHttpPost 授予向发送 HTTP POST 请求
的权限 OpenSearch APIs

写入 domain    

 ESHttpPut 授予向发送 HTTP PUT 请求的
权限 OpenSearch APIs

写入 domain    
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstances.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstances.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeReservedInstances.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeVpcEndpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeVpcEndpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DissociatePackage.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DissociatePackage.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DissociatePackages.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DissociatePackages.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/Welcome.html
#amazonopensearchservice-domain


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetApplic 
ation

授予获取有关 OpenSearch 应
用程序信息的权限

读取 applicati 
on*

   

 GetCompat 
ibleElast 
icsearchV 
ersions

授予获取可将 OpenSearc 
h 服务域升级到的兼容版本 
OpenSearch 和 Elasticsearch 
版本列表的权限。此权限已弃
用。 GetCompatibleVersions 
改用

列表 domain*    

 GetCompat 
ibleVersions

授予获取可升级 OpenSearch 
服务域的兼容引擎版本列表的
权限

列表 domain*    

 GetDataSo 
urce

授予获取 OpenSearch 服务域
数据源的权限

读取 domain*    

 GetDirect 
QueryData 
Source

授予获取所提供的 OpenSearc 
h arn 的数据源的权限

读取 datasourc 
e*

   

 GetDomain 
Maintenan 
ceStatus

授予权限以检索节点的维护操
作状态

读取 domain*    

 GetPackag 
eVersionH 
istory

授予获取软件包版本历史记录
的权限

读取      

 GetUpgrad 
eHistory

授予获取给定 OpenSearch 服
务域升级历史记录的权限

读取 domain*    

 GetUpgrad 
eStatus

授予获取给定 OpenSearch 服
务域升级状态的权限

读取 domain*    
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetApplication.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetApplication.html
#amazonopensearchservice-application
#amazonopensearchservice-application
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetCompatibleVersions.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetCompatibleVersions.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetCompatibleVersions.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetCompatibleVersions.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetCompatibleVersions.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetCompatibleVersions.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetDataSource.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetDataSource.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetDirectQueryDataSource.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetDirectQueryDataSource.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetDirectQueryDataSource.html
#amazonopensearchservice-datasource
#amazonopensearchservice-datasource
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetDomainMaintenanceStatus.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetDomainMaintenanceStatus.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetDomainMaintenanceStatus.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetPackageVersionHistory.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetPackageVersionHistory.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetPackageVersionHistory.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetUpgradeHistory.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetUpgradeHistory.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetUpgradeStatus.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_GetUpgradeStatus.html
#amazonopensearchservice-domain


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAppli 
cations

授予列出 OpenSearch 应用程
序的权限

列表 applicati 
on*

   

 ListDataS 
ources

授予检索 OpenSearch 服务域
数据源列表的权限

列表 domain*    

 ListDirec 
tQueryDat 
aSources

授予权限以检索所提供的 
OpenSearch arn 的数据源列表

列表 datasourc 
e*

   

 ListDomai 
nMaintena 
nces

授予检索 OpenSearch 服务域
维护操作列表的权限

列表 domain*    

 ListDomai 
nNames

授予显示当前用户拥有的所有 
OpenSearch 服务域名的权限

列表      

 ListDomai 
nsForPack 
age

授予列出与软件包关联的所有 
OpenSearch 服务域的权限

列表      

 ListElast 
icsearchI 
nstanceTy 
peDetails

授予列出给定 OpenSearch 版
本的所有实例类型和可用功
能的权限。此权限已弃用。 
ListInstanceTypeDetails 改用

列表      

 ListElast 
icsearchI 
nstanceTy 
pes

授予列出给定 OpenSearch 版
本支持的所有 EC2 实例类型的
权限

列表      
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListApplications.html
#amazonopensearchservice-application
#amazonopensearchservice-application
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDataSources.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDataSources.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDirectQueryDataSources.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDirectQueryDataSources.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDirectQueryDataSources.html
#amazonopensearchservice-datasource
#amazonopensearchservice-datasource
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDomainMaintenances.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDomainMaintenances.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDomainMaintenances.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDomainNames.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDomainNames.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDomainsForPackage.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDomainsForPackage.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDomainsForPackage.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListInstanceTypeDetails.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListInstanceTypeDetails.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListInstanceTypeDetails.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListInstanceTypeDetails.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListInstanceTypeDetails.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListInstanceTypeDetails.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListInstanceTypeDetails.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListInstanceTypeDetails.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListElast 
icsearchV 
ersions

授予在 Amazon OpenSearc 
h 服务上列出所有受支持 
OpenSearch 版本的权限。此
权限已弃用。 ListVersions 改
用

列表      

 ListInsta 
nceTypeDe 
tails

授予列出给定版本 OpenSearc 
h 或 Elasticsearch 版本的所有
实例类型和可用功能的权限

列表      

 ListPacka 
gesForDom 
ain

授予列出与 OpenSearch 服务
域关联的所有软件包的权限

列表 domain*    

 ListSched 
uledActions

授予权限以检索为 OpenSearc 
h 服务域安排的配置更改列表

列表 domain*    

applicati 
on*

   

datasourc 
e*

   

 ListTags 授予显示 OpenSearch 服务
域、数据源或应用程序的所有
资源标签的权限

读取

domain*    

 ListVersions 授予在亚马逊服务中列出所
有支持的版本 OpenSearch 
和 Elasticsearch 版本的权限 
OpenSearch

列表      

 ListVpcEn 
dpointAccess

授予权限以检索有关允许通过
使用接口 VPC 终端节点访问给
定 Amazon Serv OpenSearch 
ice 域的每位 AWS 委托人的信
息

列表      
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListVersions.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListVersions.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListVersions.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListInstanceTypeDetails.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListInstanceTypeDetails.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListInstanceTypeDetails.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListPackagesForDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListPackagesForDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListPackagesForDomain.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListScheduledActions.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListScheduledActions.html
#amazonopensearchservice-domain
#amazonopensearchservice-application
#amazonopensearchservice-application
#amazonopensearchservice-datasource
#amazonopensearchservice-datasource
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListTags.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListVersions.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListVpcEndpointAccess.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListVpcEndpointAccess.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListVpcEn 
dpoints

授予在当前 AWS 账户 和地区
检索所有 Amazon OpenSearc 
h Service 托管 VPC 终端节点
的权限

列表      

 ListVpcEn 
dpointsFo 
rDomain

授予权限以检索与特定域关联
的所有 Ama OpenSearch zon 
Service 托管 VPC 终端节点

列表      

 PurchaseR 
eservedEl 
asticsear 
chInstanc 
eOffering

授予购买 OpenSearch 服务
预留实例的权限。此权限已
弃用。 PurchaseReservedIn 
stanceOffering 改用

写入      

 PurchaseR 
eservedIn 
stanceOff 
ering

授予购买 OpenSearch 预留实
例的权限

写入      

 RejectInb 
oundConne 
ction

授予目标域拥有者拒绝入站跨
集群搜索连接请求的权限

写入      

 RejectInb 
oundCross 
ClusterSe 
archConne 
ction

授予目标域拥有者权限以拒绝
入站跨集群搜索连接请求。
此权限已弃用。 RejectInb 
oundConnection 改用

写入      

 RemoveTag 
s

授予从 OpenSearch 服务域、
数据源或应用程序中移除资源
标签的权限

标记 applicati 
on*
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListVpcEndpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListVpcEndpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListVpcEndpointsForDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListVpcEndpointsForDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListVpcEndpointsForDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_PurchaseReservedInstanceOffering.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_PurchaseReservedInstanceOffering.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_PurchaseReservedInstanceOffering.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_PurchaseReservedInstanceOffering.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_PurchaseReservedInstanceOffering.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_PurchaseReservedInstanceOffering.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_PurchaseReservedInstanceOffering.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_PurchaseReservedInstanceOffering.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_PurchaseReservedInstanceOffering.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_RejectInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_RejectInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_RejectInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_RejectInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_RejectInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_RejectInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_RejectInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_RejectInboundConnection.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_RemoveTags.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_RemoveTags.html
#amazonopensearchservice-application
#amazonopensearchservice-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

datasourc 
e*

   

domain*    

  aws:TagKe 
ys

 

 RevokeVpc 
EndpointA 
ccess

授予撤销通过接口 VPC 终端节
点提供的亚马逊 OpenSearch 
服务域访问权限的权限

写入      

 StartDoma 
inMainten 
ance

授予权限以启动节点维护操作 写入 domain*    

 StartElas 
ticsearch 
ServiceSo 
ftwareUpdate

授予权限以开启域的服务软
件更新。此权限已弃用。 
StartServiceSoftwareUpdate 
改用

写入 domain*    

 StartServ 
iceSoftwa 
reUpdate

授予权限以开启域的服务软件
更新

写入 domain*    

 UpdateApp 
lication

授予更新 OpenSearch 应用程
序的权限

写入 applicati 
on*

   

 UpdateDat 
aSource

授予更新 OpenSearch 服务域
数据源的权限

写入 domain*    

 UpdateDir 
ectQueryD 
ataSource

授予更新所提供的 OpenSearc 
h arn 的数据源的权限

写入 datasourc 
e*
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#amazonopensearchservice-datasource
#amazonopensearchservice-datasource
#amazonopensearchservice-domain
#amazonopensearchservice-aws_TagKeys
#amazonopensearchservice-aws_TagKeys
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_RevokeVpcEndpointAccess.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_RevokeVpcEndpointAccess.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_RevokeVpcEndpointAccess.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_StartDomainMaintenance.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_StartDomainMaintenance.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_StartDomainMaintenance.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_StartServiceSoftwareUpdate.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_StartServiceSoftwareUpdate.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_StartServiceSoftwareUpdate.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_StartServiceSoftwareUpdate.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_StartServiceSoftwareUpdate.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_StartServiceSoftwareUpdate.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_StartServiceSoftwareUpdate.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateApplication.html
#amazonopensearchservice-application
#amazonopensearchservice-application
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateDataSource.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateDataSource.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateDirectQueryDataSource.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateDirectQueryDataSource.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateDirectQueryDataSource.html
#amazonopensearchservice-datasource
#amazonopensearchservice-datasource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateDom 
ainConfig

授予修改 OpenSearch 服务域
配置的权限，例如实例类型或
实例数量

写入 domain*    

 UpdateEla 
sticsearc 
hDomainCo 
nfig

授予修改 OpenSearch 服务
域配置的权限，例如实例类型
或实例数量。此权限已弃用。 
UpdateDomainConfig 改用

写入 domain*    

 UpdatePac 
kage

授予更新软件包以用于 
OpenSearch 服务域的权限

写入      

 UpdatePac 
kageScope

授予更新软件包范围的权限 写入      

 UpdateSch 
eduledAction

授予在以后重新安排计划中的 
OpenSearch 服务域配置更改
的权限

写入 domain*    

 UpdateVpc 
Endpoint

授予修改亚马逊 OpenSearch 
服务托管接口 VPC 终端节点的
权限

写入      

 UpgradeDo 
main

授予权限以启动将 OpenSearc 
h 服务域升级到给定版本

写入 domain*    

 UpgradeEl 
asticsear 
chDomain

授予启动将 OpenSearch 服务
域升级到指定版本的权限。此
权限已弃用。 UpgradeDomain 
改用

写入 domain*    
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https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateDomainConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateDomainConfig.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateDomainConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateDomainConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateDomainConfig.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateDomainConfig.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdatePackage.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdatePackage.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdatePackageScope.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdatePackageScope.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateScheduledAction.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateScheduledAction.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateVpcEndpoint.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpdateVpcEndpoint.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpgradeDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpgradeDomain.html
#amazonopensearchservice-domain
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpgradeDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpgradeDomain.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_UpgradeDomain.html
#amazonopensearchservice-domain
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由 Amazon OpenSearch 服务定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 domain arn:${Partition}:es:${Region}:${Acco 
unt}:domain/${DomainName}

aws:ResourceTag/${ 
TagKey}

 application arn:${Partition}:opensearch:${Region 
}:${Account}:application/${AppId}

aws:ResourceTag/${ 
TagKey}

 es_role arn:${Partition}:iam::${Account}:rol 
e/aws-service-role/es.amazonaws.com/ 
AWSServiceRoleForAmazonOpenSearchSer 
vice

aws:ResourceTag/${ 
TagKey}

 opensearc 
hservice_role

arn:${Partition}:iam::${Account}:rol 
e/aws-service-role/opensearchservice 
.amazonaws.com/AWSServiceRoleForAmaz 
onOpenSearchService

aws:ResourceTag/${ 
TagKey}

 datasource arn:${Partition}:opensearch:${Region 
}:${Account}:datasource/${DataSource 
Name}

aws:ResourceTag/${ 
TagKey}

Amazon OpenSearch 服务的条件密钥

Amazon S OpenSearch ervice 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素
中。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ac.html
#amazonopensearchservice-aws_ResourceTag___TagKey_
#amazonopensearchservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ac.html
#amazonopensearchservice-aws_ResourceTag___TagKey_
#amazonopensearchservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/slr.html
#amazonopensearchservice-aws_ResourceTag___TagKey_
#amazonopensearchservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/slr.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/slr.html
#amazonopensearchservice-aws_ResourceTag___TagKey_
#amazonopensearchservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/datasource.html
#amazonopensearchservice-aws_ResourceTag___TagKey_
#amazonopensearchservice-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选访问 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选访问 ArrayOfString

AWS OpsWorks 的操作、资源和条件键

AWS OpsWorks （服务前缀:opsworks）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS OpsWorks 定义的操作

• AWS OpsWorks 定义的资源类型

• AWS OpsWorks 的条件键

AWS OpsWorks 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/opsworks/latest/userguide/
https://docs.aws.amazon.com/opsworks/latest/APIReference/
https://docs.aws.amazon.com/opsworks/latest/userguide/workingsecurity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AssignIns 
tance

授予权限以将注册的实例分配
给某个层

写入 stack    

 AssignVol 
ume

授予权限以将堆栈的其中一个
注册的 Amazon EBS 卷分配给
指定的实例

写入 stack    

 Associate 
ElasticIp

授予权限以将堆栈的其中一个
注册的弹性 IP 地址与指定的实
例关联

写入 stack    

 AttachEla 
sticLoadB 
alancer

授予权限以将 Elastic Load 
Balancing 负载均衡器附加到指 
定的层

写入 stack    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CloneStack 授予权限以创建指定堆栈的克
隆

写入 stack    

 CreateApp 授予权限以创建指定堆栈的应
用程序

写入 stack    

 CreateDep 
loyment

授予权限以运行部署或堆栈命
令

写入 stack    

 CreateIns 
tance

授予权限以在指定堆栈中创建
实例

写入 stack    

 CreateLayer 授予权限以创建层 写入 stack    

 CreateStack 授予创建新堆栈的权限 写入      

 CreateUse 
rProfile

授予权限以创建新的用户配置
文件

写入      

 DeleteApp 授予删除指定应用程序的权限 写入 stack    

 DeleteIns 
tance

授予删除指定实例的权限，这
将终止关联的 Amazon EC2 实
例

写入 stack    

 DeleteLayer 授予删除指定层的权限 写入 stack    

 DeleteStack 授予删除指定堆栈的权限 写入 stack    

 DeleteUse 
rProfile

授予删除用户配置文件的权限 写入      

 Deregiste 
rEcsCluster

授予删除用户配置文件的权限 写入 stack    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Deregiste 
rElasticIp

授予权限以取消注册指定的弹
性 IP 地址

写入 stack    

 Deregiste 
rInstance

授予取消注册已注册的 
Amazon 实例 EC2 或本地实例
的权限

写入 stack    

 Deregiste 
rRdsDbIns 
tance

授予权限以取消注册 Amazon 
RDS 实例

写入 stack    

 Deregiste 
rVolume

授予权限以取消注册 Amazon 
EBS 卷

写入 stack    

 DescribeA 
gentVersions

授予描述可用 AWS OpsWorks 
代理版本的权限

列表 stack    

 DescribeA 
pps

授予权限以请求指定的一组应
用程序的描述

列表 stack    

 DescribeC 
ommands

授予权限以描述指定命令的结
果

列表 stack    

 DescribeD 
eployments

授予权限以请求指定的一组部
署的描述

列表 stack    

 DescribeE 
csClusters

授予权限以描述已注册到堆栈
的 Amazon ECS 集群

列表 stack    

 DescribeE 
lasticIps

授予权限以描述弹性 IP 地址 列表 stack    

 DescribeE 
lasticLoa 
dBalancers

授予权限以描述堆栈的 Elastic 
Load Balancing 实例

列表 stack    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeI 
nstances

授予权限以请求一组实例的描
述

列表 stack    

 DescribeL 
ayers

授予权限以请求指定堆栈中一
个或多个层的描述

列表 stack    

 DescribeL 
oadBasedA 
utoScaling

授予权限以描述指定层的基于
负载的自动伸缩配置

列表 stack    

 DescribeM 
yUserProfile

授予权限以描述用户的 SSH 信
息

列表      

 DescribeO 
peratingS 
ystems

授予描述 AWS OpsWorks 
Stacks 支持的操作系统的权限

列表      

 DescribeP 
ermissions

授予权限以描述指定堆栈的权
限

列表 stack    

 DescribeR 
aidArrays

授予权限以描述实例的 RAID 
阵列

列表 stack    

 DescribeR 
dsDbInsta 
nces

授予权限以描述 Amazon RDS 
实例

列表 stack    

 DescribeS 
erviceErrors

授予描述 AWS OpsWorks 服
务错误的权限

列表 stack    

 DescribeS 
tackProvi 
sioningPa 
rameters

授予权限以请求堆栈的预置参
数的描述

列表 stack    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
tackSummary

授予权限以描述指定堆栈中层
和应用程序的数量以及处于每
种状态（如 running_setup 或 
online）的实例数量

列表 stack    

 DescribeS 
tacks

授予权限以请求指定一个或多
个堆栈的描述

列表 stack    

 DescribeT 
imeBasedA 
utoScaling

授予权限以描述指定实例的基
于时间的自动伸缩配置

列表 stack    

 DescribeU 
serProfiles

授予描述指定用户的权限 列表      

 DescribeV 
olumes

授予权限以描述实例的 
Amazon EBS 卷

列表 stack    

 DetachEla 
sticLoadB 
alancer

授予权限以将指定的 Elastic 
Load Balancing 实例与其层分
离

写入 stack    

 Disassoci 
ateElasticIp

授予权限以将弹性 IP 地址与其
实例解除关联

写入 stack    

 GetHostna 
meSuggest 
ion

授予权限以根据当前主机名主
题获取为指定层生成的主机名

读取 stack    

 GrantAccess 授予权限以授予 RDP 在指定时
间段内对 Windows 实例的访问
权限

写入 stack    

 ListTags 授予权限以返回应用于指定的
堆栈或层的标签列表

列表 stack    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RebootIns 
tance

授予权限以重启指定实例 写入 stack    

 RegisterE 
csCluster

授予权限以向堆栈注册指定的 
Amazon ECS 集群

写入 stack    

 RegisterE 
lasticIp

授予权限以向指定的堆栈注册
弹性 IP 地址

写入 stack    

 RegisterI 
nstance

授予在指定堆栈之外创建的实
例注册的权限 AWS OpsWorks

写入 stack    

 RegisterR 
dsDbInstance

授予权限以向堆栈注册 
Amazon RDS 实例

写入 stack    

 RegisterV 
olume

授予权限以向指定的堆栈注册 
Amazon EBS 卷

写入 stack    

 SetLoadBa 
sedAutoSc 
aling

授予权限以为指定层指定基于
负载的自动伸缩配置

写入 stack    

 SetPermis 
sion

授予权限以指定用户的权限 权限管理 stack    

 SetTimeBa 
sedAutoSc 
aling

授予权限以为指定的实例指定
基于时间的自动伸缩配置

写入 stack    

 StartInstance 授予权限以启动指定的实例 写入 stack    

 StartStack 授予权限以启动堆栈的实例 写入 stack    

 StopInstance 授予权限以停止指定的实例 写入 stack    

 StopStack 授予权限以停止指定的堆栈 写入 stack    
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https://docs.aws.amazon.com/opsworks/latest/APIReference/API_RegisterRdsDbInstance.html
#awsopsworks-stack
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https://docs.aws.amazon.com/opsworks/latest/APIReference/API_SetPermission.html
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_SetPermission.html
#awsopsworks-stack
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_SetTimeBasedAutoScaling.html
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_SetTimeBasedAutoScaling.html
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_SetTimeBasedAutoScaling.html
#awsopsworks-stack
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_StartInstance.html
#awsopsworks-stack
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_StartStack.html
#awsopsworks-stack
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_StopInstance.html
#awsopsworks-stack
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_StopStack.html
#awsopsworks-stack


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 TagResour 
ce

授予权限以将标签应用于指定
的堆栈或层

标记 stack    

 UnassignI 
nstance

授予权限以从注册的实例的层
取消分配此实例

写入 stack    

 UnassignV 
olume

授予权限以取消分配已分配的 
Amazon EBS 卷

写入 stack    

 UntagReso 
urce

授予权限以从指定的堆栈或层
中删除标签

标记 stack    

 UpdateApp 授予权限以更新指定应用程序 写入 stack    

 UpdateEla 
sticIp

授予权限以更新已注册的弹性 
IP 地址的名称

写入 stack    

 UpdateIns 
tance

授予权限以更新指定实例 写入 stack    

 UpdateLayer 授予权限以更新指定层 写入 stack    

 UpdateMyU 
serProfile

授予权限以更新用户的 SSH 公
有密钥

写入      

 UpdateRds 
DbInstance

授予权限以更新 Amazon RDS 
实例

写入 stack    

 UpdateStack 授予更新指定堆栈的权限 写入 stack    

 UpdateUse 
rProfile

授予权限以更新指定的用户配
置文件

权限管理      

 UpdateVol 
ume

授予权限以更新 Amazon EBS 
卷的名称或装载点

写入 stack    
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https://docs.aws.amazon.com/opsworks/latest/APIReference/API_UpdateLayer.html
#awsopsworks-stack
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_UpdateMyUserProfile.html
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_UpdateMyUserProfile.html
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_UpdateRdsDbInstance.html
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_UpdateRdsDbInstance.html
#awsopsworks-stack
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_UpdateStack.html
#awsopsworks-stack
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_UpdateUserProfile.html
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_UpdateUserProfile.html
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_UpdateVolume.html
https://docs.aws.amazon.com/opsworks/latest/APIReference/API_UpdateVolume.html
#awsopsworks-stack
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AWS OpsWorks 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 stack arn:${Partition}:opsworks:${Region}: 
${Account}:stack/${StackId}/

 

AWS OpsWorks 的条件键

OpsWorks 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS OpsWorks 配置管理的操作、资源和条件键

AWS OpsWorks 配置管理（服务前缀:opsworks-cm）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS OpsWorks 配置管理定义的操作

• AWS OpsWorks 配置管理定义的资源类型

• AWS OpsWorks 配置管理的条件密钥
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/opsworks/latest/userguide/workingstacks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/opsworks/latest/userguide/
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/
https://docs.aws.amazon.com/opsworks/latest/userguide/workingsecurity.html
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AWS OpsWorks 配置管理定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Node

授予权限以使节点关联到配置
管理服务器

Write      

 CreateBac 
kup

授予权限以为指定的服务器创
建备份

Write      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_AssociateNode.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_AssociateNode.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_CreateBackup.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_CreateBackup.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSer 
ver

授予权限以创建新的服务器 Write      

 DeleteBac 
kup

授予权限以删除指定的备份，
并可能删除其 S3 存储桶

写入      

 DeleteServer 授予删除指定服务器及其对应 
CloudFormation 堆栈（可能还
有 S3 存储桶）的权限

写入      

 DescribeA 
ccountAtt 
ributes

授予描述用户账户的服务限制
的权限

List      

 DescribeB 
ackups

授予权限以描述指定服务器的
单个备份、所有备份或用户账
户的所有备份

List      

 DescribeE 
vents

授予描述指定服务器的所有事
件的权限

List      

 DescribeN 
odeAssoci 
ationStatus

授予描述指定节点令牌和指定
服务器的关联状态的权限

List      

 DescribeS 
ervers

授予描述用户账户的指定服务
器或所有服务器的权限

List      

 Disassoci 
ateNode

授予权限以取消指定节点与服
务器的关联

Write      

 ExportSer 
verEngine 
Attribute

授予从服务器导出引擎属性的
权限

Read      
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https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_CreateServer.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_CreateServer.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_DeleteBackup.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_DeleteBackup.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_DeleteServer.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_DescribeAccountAttributes.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_DescribeAccountAttributes.html
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https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_DescribeBackups.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_DescribeBackups.html
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https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_DescribeServers.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_DescribeServers.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_DisassociateNode.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_DisassociateNode.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_ExportServerEngineAttribute.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_ExportServerEngineAttribute.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_ExportServerEngineAttribute.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予权限以列出应用到指定服
务器或备份的标签

Read      

 RestoreSe 
rver

授予将备份应用到指定服务器
的权限。可能换出 ec2-insta 
nce（如果已指定）

Write      

 StartMain 
tenance

授予立即开始服务器维护的权
限

Write      

 TagResour 
ce

授予将标记应用到指定服务器
或备份的权限

Tagging      

 UntagReso 
urce

授予从指定服务器或备份中删
除标签的权限

Tagging      

 UpdateSer 
ver

授予更新常规服务器设置的权
限

Write      

 UpdateSer 
verEngine 
Attributes

授予更新特定于配置管理类型
的服务器设置的权限

写入      

AWS OpsWorks 配置管理定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_RestoreServer.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_RestoreServer.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_StartMaintenance.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_StartMaintenance.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_UpdateServer.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_UpdateServer.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_UpdateServerEngineAttributes.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_UpdateServerEngineAttributes.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_UpdateServerEngineAttributes.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 server arn:${Partition}:opsworks-cm::${Acco 
unt}:server/${ServerName}/${UniqueId 
}

 

 backup arn:${Partition}:opsworks-cm::${Acco 
unt}:backup/${ServerName}-{Date-and- 
Time-Stamp-of-Backup}

 

AWS OpsWorks 配置管理的条件密钥

OpsworksCM 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均
可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Organizations 的操作、资源和条件键

AWS Organizations（服务前缀:organizations）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Organizations 定义的操作

• AWS Organizations 定义的资源类型

• AWS Organizations 的条件键

AWS Organizations 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/organizations/latest/userguide/
https://docs.aws.amazon.com/organizations/latest/APIReference/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_iam.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptHan 
dshake

授予权限，向握手发起方发送
响应，同意握手请求建议的操
作

写入 handshake 
*

  iam:Creat 
eServiceL 
inkedRole

policy*    

account    

organizat 
ionalunit

   

 AttachPolicy 授予权限，将策略附加到根、
组织单位或单个账户

写入

root    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/organizations/latest/APIReference/API_AcceptHandshake.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_AcceptHandshake.html
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#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
https://docs.aws.amazon.com/organizations/latest/APIReference/API_AttachPolicy.html
#awsorganizations-root
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  organizat 
ions:Poli 
cyType

 

 CancelHan 
dshake

授予权限，取消握手 写入 handshake 
*

   

 CloseAcco 
unt

授予关闭现在属于组织（O 
AWS 账户 rganizations）一部
分的权限，无论是在组织内创
建的，还是受邀加入该组织的

写入 account*    

 CreateAcc 
ount

授予创建自动成为 AWS 账户 
组织成员的权限，该成员具有
发出请求的凭据

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 CreateGov 
CloudAcco 
unt

授予创建 AWS GovCloud （美
国）账户的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}
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#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
https://docs.aws.amazon.com/organizations/latest/APIReference/API_CancelHandshake.html
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#awsorganizations-aws_ResourceTag___TagKey_
#awsorganizations-aws_ResourceTag___TagKey_
#awsorganizations-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateOrg 
anization

授予创建组织的权限。拥有调
用该 CreateOrganization 操作
的凭据的账户自动成为新组织
的管理账户

写入     iam:Creat 
eServiceL 
inkedRole

organizat 
ionalunit

   

root    

 CreateOrg 
anization 
alUnit

授予权限，在根或父级组织单
位 (OU) 中创建 OU

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePolicy 授予创建策略的权限，您可以
将其附加到根、组织单位 (OU) 
或个人 AWS 账户

写入   organizat 
ions:Poli 
cyType

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 DeclineHa 
ndshake

授予拒绝握手请求的权
限。它会将握手状态设为 
DECLINED，有效地停用请求

写入 handshake 
*
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https://docs.aws.amazon.com/organizations/latest/APIReference/API_CreateOrganization.html
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#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_TagKeys
#awsorganizations-aws_TagKeys
https://docs.aws.amazon.com/organizations/latest/APIReference/API_CreatePolicy.html
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_TagKeys
#awsorganizations-aws_TagKeys
#awsorganizations-aws_ResourceTag___TagKey_
#awsorganizations-aws_ResourceTag___TagKey_
#awsorganizations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeclineHandshake.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeclineHandshake.html
#awsorganizations-handshake
#awsorganizations-handshake


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteOrg 
anization

授予删除组织的权限 写入      

 DeleteOrg 
anization 
alUnit

授予权限，从根或另一 OU 删
除组织单位

写入 organizat 
ionalunit*

   

policy*     DeletePolicy 授予权限，删除您的组织的策
略

写入

  organizat 
ions:Poli 
cyType

 

 DeleteRes 
ourcePolicy

授予删除您的组织的资源策略
的权限

写入      

account*     Deregiste 
rDelegate 
dAdminist 
rator

授予取消将指定成员注册 AWS 
账户 为由指定的 AWS 服务的
委托管理员的权限 ServicePr 
incipal

写入

  organizat 
ions:Serv 
icePrinci 
pal

 

 DescribeA 
ccount

授予权限，检索特定账户与企
业相关的详情

读取 account*    

 DescribeC 
reateAcco 
untStatus

授予权限，检索创建账户的异
步请求的最新状态

读取      

account*     DescribeE 
ffectivePolicy

授予权限以检索账户的有效策
略

读取

  organizat 
ions:Poli 
cyType
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https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeleteOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeleteOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeleteOrganizationalUnit.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeleteOrganizationalUnit.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeleteOrganizationalUnit.html
#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
#awsorganizations-policy
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeletePolicy.html
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeleteResourcePolicy.html
#awsorganizations-account
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeregisterDelegatedAdministrator.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeregisterDelegatedAdministrator.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeregisterDelegatedAdministrator.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeregisterDelegatedAdministrator.html
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeAccount.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeAccount.html
#awsorganizations-account
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeCreateAccountStatus.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeCreateAccountStatus.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeCreateAccountStatus.html
#awsorganizations-account
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeEffectivePolicy.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeEffectivePolicy.html
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeH 
andshake

授予权限，检索上次握手请求
的详细信息

读取 handshake 
*

   

 DescribeO 
rganization

授予权限以检索有关调用凭证
所属组织的详细信息

读取      

 DescribeO 
rganizati 
onalUnit

授予权限，检索组织单位 (OU) 
的相关详情

读取 organizat 
ionalunit*

   

policy*     DescribeP 
olicy

授予检索策略详细信息的权限 读取

  organizat 
ions:Poli 
cyType

 

 DescribeR 
esourcePo 
licy

授予检索资源策略信息的权限 读取      

policy*    

account    

organizat 
ionalunit

   

root    

 DetachPolicy 授予权限，将策略从目标根、
组织单位或账户分离

写入

  organizat 
ions:Poli 
cyType
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https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeHandshake.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeHandshake.html
#awsorganizations-handshake
#awsorganizations-handshake
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeOrganizationalUnit.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeOrganizationalUnit.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeOrganizationalUnit.html
#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
#awsorganizations-policy
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribePolicy.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribePolicy.html
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeResourcePolicy.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeResourcePolicy.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeResourcePolicy.html
#awsorganizations-policy
#awsorganizations-account
#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
#awsorganizations-root
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DetachPolicy.html
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DisableAW 
SServiceA 
ccess

授予禁用 AWS 服务（由指定
的服务 ServicePrincipal）与 
Organizations 集成的 AWS 权
限

写入   organizat 
ions:Serv 
icePrinci 
pal

 

root*     DisablePo 
licyType

授予权限，禁用根中的组织策
略类型

写入

  organizat 
ions:Poli 
cyType

 

 EnableAWS 
ServiceAc 
cess

授予允许将 AWS 服务（由指
定的服务 ServicePrincipal）与 
Organizations 集成的 AWS 权
限

写入   organizat 
ions:Serv 
icePrinci 
pal

 

 EnableAll 
Features

授予权限，开始启用组织中所
有功能的过程。升级仅支持整
合账单功能的组织

写入      

root*     EnablePol 
icyType

授予权限，启用根中的策略类
型

写入

  organizat 
ions:Poli 
cyType

 

account     InviteAcc 
ountToOrg 
anization

授予向其他人发送邀请的权限 
AWS 账户，要求其以成员账户
身份加入您的组织

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/organizations/latest/APIReference/API_DisableAWSServiceAccess.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DisableAWSServiceAccess.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DisableAWSServiceAccess.html
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-root
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DisablePolicyType.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DisablePolicyType.html
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
https://docs.aws.amazon.com/organizations/latest/APIReference/API_EnableAWSServiceAccess.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_EnableAWSServiceAccess.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_EnableAWSServiceAccess.html
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
https://docs.aws.amazon.com/organizations/latest/APIReference/API_EnableAllFeatures.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_EnableAllFeatures.html
#awsorganizations-root
https://docs.aws.amazon.com/organizations/latest/APIReference/API_EnablePolicyType.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_EnablePolicyType.html
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-account
https://docs.aws.amazon.com/organizations/latest/APIReference/API_InviteAccountToOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_InviteAccountToOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_InviteAccountToOrganization.html
#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_TagKeys
#awsorganizations-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 LeaveOrga 
nization

授予权限，将成员账户从其父
组织中移除

写入      

 ListAWSSe 
rviceAcce 
ssForOrga 
nization

授予权限以检索您为其启用了
与组织集成的 AWS 服务列表

列表      

 ListAccounts 授予列出组织中所有账户的权
限

列表      

organizat 
ionalunit

    ListAccou 
ntsForParent

授予权限，列出组织中包含于
根或组织单位 (OU) 之中的账
户列表

列表

root    

organizat 
ionalunit

    ListChildren 授予列出父 OU OUs 或根目录
中包含的所有或账户的权限

列表

root    

 ListCreat 
eAccountS 
tatus

授予权限，列出组织当前跟踪
的账户创建异步请求

列表      

 ListDeleg 
atedAdmin 
istrators

授予列出该组织中指定为授权
管理员的 AWS 账户的权限

列表   organizat 
ions:Serv 
icePrinci 
pal

 

 ListDeleg 
atedServi 
cesForAcc 
ount

授予列出该组织中指定账户作
为委托管理员的 AWS 服务的
权限

列表 account*    
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https://docs.aws.amazon.com/organizations/latest/APIReference/API_LeaveOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_LeaveOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListAWSServiceAccessForOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListAWSServiceAccessForOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListAWSServiceAccessForOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListAWSServiceAccessForOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListAccounts.html
#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListAccountsForParent.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListAccountsForParent.html
#awsorganizations-root
#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListChildren.html
#awsorganizations-root
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListCreateAccountStatus.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListCreateAccountStatus.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListCreateAccountStatus.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListDelegatedAdministrators.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListDelegatedAdministrators.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListDelegatedAdministrators.html
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListDelegatedServicesForAccount.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListDelegatedServicesForAccount.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListDelegatedServicesForAccount.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListDelegatedServicesForAccount.html
#awsorganizations-account


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListHands 
hakesForA 
ccount

授予权限，列出与某一账户关
联的所有握手

列表      

 ListHands 
hakesForO 
rganization

授予权限，列出与组织关联的
握手

列表      

organizat 
ionalunit

    ListOrgan 
izational 
UnitsForP 
arent

授予列出上级组织单位或根目
录中所有组织单位 (OUs) 的权
限

列表

root    

account     ListParents 授予列出作为子组织单位或账
户直系父级的根单位或组织单
位 (OUs) 的权限

列表

organizat 
ionalunit

   

 ListPolicies 授予权限，列出组织中的所有
策略

列表   organizat 
ions:Poli 
cyType

 

account    

organizat 
ionalunit

   

root    

 ListPolic 
iesForTarget

授予权限，列出直接附加到
根、组织单位 (OU) 或账户的
所有策略

列表

  organizat 
ions:Poli 
cyType

 

 ListRoots 授予权限，列出组织中定义的
所有根

列表      
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https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListHandshakesForAccount.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListHandshakesForAccount.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListHandshakesForAccount.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListHandshakesForOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListHandshakesForOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListHandshakesForOrganization.html
#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListOrganizationalUnitsForParent.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListOrganizationalUnitsForParent.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListOrganizationalUnitsForParent.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListOrganizationalUnitsForParent.html
#awsorganizations-root
#awsorganizations-account
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListParents.html
#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListPolicies.html
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-account
#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
#awsorganizations-root
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListPoliciesForTarget.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListPoliciesForTarget.html
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListRoots.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

account    

organizat 
ionalunit

   

policy    

resourcep 
olicy

   

 ListTagsF 
orResource

授予权限以列出指定资源的所
有标签

列表

root    

policy*     ListTarge 
tsForPolicy

授予列出所有关联策略的根和
账户的权限 OUs

列表

  organizat 
ions:Poli 
cyType

 

account*    

organizat 
ionalunit*

   

 MoveAccou 
nt

授予权限，将账户从其当前的
根或 OU 移动至另一父级根或 
OU

写入

root*    

resourcep 
olicy*

    PutResour 
cePolicy

授予权限以创建或更新资源策
略

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsorganizations-account
#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
#awsorganizations-policy
#awsorganizations-resourcepolicy
#awsorganizations-resourcepolicy
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListTagsForResource.html
#awsorganizations-root
#awsorganizations-policy
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListTargetsForPolicy.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListTargetsForPolicy.html
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-account
#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
https://docs.aws.amazon.com/organizations/latest/APIReference/API_MoveAccount.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_MoveAccount.html
#awsorganizations-root
#awsorganizations-resourcepolicy
#awsorganizations-resourcepolicy
https://docs.aws.amazon.com/organizations/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_PutResourcePolicy.html
#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_TagKeys
#awsorganizations-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

account*     RegisterD 
elegatedA 
dministrator

授予注册指定成员账户的权
限，以管理由指定的 AWS 
服务的 Organizations 功能 
ServicePrincipal

写入

  organizat 
ions:Serv 
icePrinci 
pal

 

 RemoveAcc 
ountFromO 
rganization

授予从组织中删除指定账户的
权限

写入 account*    

account    

organizat 
ionalunit

   

policy organizat 
ions:Poli 
cyType

 

resourcep 
olicy

   

root    

 TagResour 
ce

授予将一个或多个标签添加到
指定资源的权限

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 UntagReso 
urce

授予从指定资源中删除一个或
多个标签的权限

标记 account    
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#awsorganizations-account
https://docs.aws.amazon.com/organizations/latest/APIReference/API_RegisterDelegatedAdministrator.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_RegisterDelegatedAdministrator.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_RegisterDelegatedAdministrator.html
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
#awsorganizations-organizations_ServicePrincipal
https://docs.aws.amazon.com/organizations/latest/APIReference/API_RemoveAccountFromOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_RemoveAccountFromOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_RemoveAccountFromOrganization.html
#awsorganizations-account
#awsorganizations-account
#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
#awsorganizations-policy
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-resourcepolicy
#awsorganizations-resourcepolicy
#awsorganizations-root
https://docs.aws.amazon.com/organizations/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_TagResource.html
#awsorganizations-aws_TagKeys
#awsorganizations-aws_TagKeys
#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_RequestTag___TagKey_
#awsorganizations-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/organizations/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_UntagResource.html
#awsorganizations-account


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

organizat 
ionalunit

   

policy    

resourcep 
olicy

   

root    

  aws:TagKe 
ys

 

 UpdateOrg 
anization 
alUnit

授予权限，将组织单位 (OU) 
重命名

写入 organizat 
ionalunit*

   

policy*     UpdatePolicy 授予权限，使用新的名称、描
述或内容更新现有策略

写入

  organizat 
ions:Poli 
cyType

 

AWS Organizations 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
#awsorganizations-policy
#awsorganizations-resourcepolicy
#awsorganizations-resourcepolicy
#awsorganizations-root
#awsorganizations-aws_TagKeys
#awsorganizations-aws_TagKeys
https://docs.aws.amazon.com/organizations/latest/APIReference/API_UpdateOrganizationalUnit.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_UpdateOrganizationalUnit.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_UpdateOrganizationalUnit.html
#awsorganizations-organizationalunit
#awsorganizations-organizationalunit
#awsorganizations-policy
https://docs.aws.amazon.com/organizations/latest/APIReference/API_UpdatePolicy.html
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
#awsorganizations-organizations_PolicyType
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 account arn:${Partition}:organizations::${Ac 
count}:account/o-${OrganizationId}/$ 
{AccountId}

aws:ResourceTag/${ 
TagKey}

 handshake arn:${Partition}:organizations::${Ac 
count}:handshake/o-${OrganizationId} 
/${HandshakeType}/h-${HandshakeId}

 

 organization arn:${Partition}:organizations::${Ac 
count}:organization/o-${Organization 
Id}

 

 organizat 
ionalunit

arn:${Partition}:organizations::${Ac 
count}:ou/o-${OrganizationId}/ou-${O 
rganizationalUnitId}

aws:ResourceTag/${ 
TagKey}

 policy arn:${Partition}:organizations::${Ac 
count}:policy/o-${OrganizationId}/${ 
PolicyType}/p-${PolicyId}

aws:ResourceTag/${ 
TagKey}

 resourcep 
olicy

arn:${Partition}:organizations::${Ac 
count}:resourcepolicy/o-${Organizati 
onId}/rp-${ResourcePolicyId}

aws:ResourceTag/${ 
TagKey}

 awspolicy arn:${Partition}:organizations::aws: 
policy/${PolicyType}/p-${PolicyId}

 

 root arn:${Partition}:organizations::${Ac 
count}:root/o-${OrganizationId}/r-${ 
RootId}

aws:ResourceTag/${ 
TagKey}

AWS Organizations 的条件键

AWS Organizations 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素中。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html
#awsorganizations-aws_ResourceTag___TagKey_
#awsorganizations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html
#awsorganizations-aws_ResourceTag___TagKey_
#awsorganizations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html
#awsorganizations-aws_ResourceTag___TagKey_
#awsorganizations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html
#awsorganizations-aws_ResourceTag___TagKey_
#awsorganizations-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html
#awsorganizations-aws_ResourceTag___TagKey_
#awsorganizations-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
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要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 organizat 
ions:PolicyType

按指定的策略类型名称筛选访问 字符串

 organizat 
ions:Serv 
icePrincipal

按指定的服务主体名称筛选访问 字符串

AWS Outposts 的操作、资源和条件键

AWS Outposts（服务前缀:outposts）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Outposts 定义的操作

• AWS Outposts 定义的资源类型

• AWS Outposts 的条件键
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html#orgs_permissions_conditionkeys
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html#orgs_permissions_conditionkeys
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html#orgs_permissions_conditionkeys
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html#orgs_permissions_conditionkeys
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_permissions_overview.html#orgs_permissions_conditionkeys
https://docs.aws.amazon.com/outposts/latest/userguide/get-started-outposts.html
https://docs.aws.amazon.com/outposts/latest/APIReference/
https://docs.aws.amazon.com/outposts/latest/userguide/identity-access-management.html
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AWS Outposts 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelCap 
acityTask

授予取消容量任务的权限 写入 outpost*    

 CancelOrder 授予取消订单的权限 写入      

 CreateOrder 授予创建订单的权限 写入 outpost*    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/outposts/latest/APIReference/API_CancelCapacityTask.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_CancelCapacityTask.html
#awsoutposts-outpost
https://docs.aws.amazon.com/outposts/latest/APIReference/API_CancelOrder.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_CreateOrder.html
#awsoutposts-outpost
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

site*     CreateOut 
post

授予创建 Outpost 的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 CreatePri 
vateConne 
ctivityConfig

授予权限以创建私有连接配置 写入 outpost*    

 CreateSite 授予权限以创建站点 写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 DeleteOut 
post

授予删除 Outpost 的权限 写入 outpost*    

 DeleteSite 授予权限以删除站点 写入 site*    

 GetCapaci 
tyTask

授予获取有关指定容量任务信
息的权限

读取 outpost*    
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#awsoutposts-site
https://docs.aws.amazon.com/outposts/latest/APIReference/API_CreateOutpost.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_CreateOutpost.html
#awsoutposts-aws_RequestTag___TagKey_
#awsoutposts-aws_RequestTag___TagKey_
#awsoutposts-aws_RequestTag___TagKey_
#awsoutposts-aws_ResourceTag___TagKey_
#awsoutposts-aws_ResourceTag___TagKey_
#awsoutposts-aws_ResourceTag___TagKey_
#awsoutposts-aws_TagKeys
#awsoutposts-aws_TagKeys
https://docs.aws.amazon.com/outposts/latest/userguide/how-outposts-works.html#private-connectivity
https://docs.aws.amazon.com/outposts/latest/userguide/how-outposts-works.html#private-connectivity
https://docs.aws.amazon.com/outposts/latest/userguide/how-outposts-works.html#private-connectivity
#awsoutposts-outpost
https://docs.aws.amazon.com/outposts/latest/APIReference/API_CreateSite.html
#awsoutposts-aws_RequestTag___TagKey_
#awsoutposts-aws_RequestTag___TagKey_
#awsoutposts-aws_RequestTag___TagKey_
#awsoutposts-aws_ResourceTag___TagKey_
#awsoutposts-aws_ResourceTag___TagKey_
#awsoutposts-aws_ResourceTag___TagKey_
#awsoutposts-aws_TagKeys
#awsoutposts-aws_TagKeys
https://docs.aws.amazon.com/outposts/latest/APIReference/API_DeleteOutpost.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_DeleteOutpost.html
#awsoutposts-outpost
https://docs.aws.amazon.com/outposts/latest/APIReference/API_DeleteSite.html
#awsoutposts-site
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetCapacityTask.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetCapacityTask.html
#awsoutposts-outpost
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCatalo 
gItem

授予获取目录项目的权限 读取      

 GetConnec 
tion

授予获取有关 Outpost 服务器
连接信息的权限

读取      

 GetOrder 授予获取订单相关信息的权限 读取      

 GetOutpost 授予获取有关指定 Outpost 信
息的权限

读取 outpost*    

 GetOutpos 
tBillingI 
nformation

授予获取指定 Outpost 账单信
息的权限

读取 outpost*    

 GetOutpos 
tInstance 
Types

授予获取指定 Outpost 的实例
类型的权限

读取 outpost*    

 GetOutpos 
tSupporte 
dInstance 
Types

授予权限以获取指定 Outpost 
的支持实例类型

读取 outpost*    

 GetPrivat 
eConnecti 
vityConfig

授予权限以获取私有连接配置 读取 outpost*    

 GetSite 授予权限以获取站点 读取 site*    

 GetSiteAd 
dress

授予权限以获取站点地址 读取 site*    

 ListAsset 
Instances

授予列出指定 Outpost 所有正
在运行的实例的权限

列表 outpost*    
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https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetCatalogItem.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetCatalogItem.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetConnection.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetConnection.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetOrder.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetOutpost.html
#awsoutposts-outpost
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetOutpostBillingInformation.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetOutpostBillingInformation.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetOutpostBillingInformation.html
#awsoutposts-outpost
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetOutpostInstanceTypes.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetOutpostInstanceTypes.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetOutpostInstanceTypes.html
#awsoutposts-outpost
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetOutpostSupportedInstanceTypes.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetOutpostSupportedInstanceTypes.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetOutpostSupportedInstanceTypes.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetOutpostSupportedInstanceTypes.html
#awsoutposts-outpost
https://docs.aws.amazon.com/outposts/latest/userguide/how-outposts-works.html#private-connectivity
https://docs.aws.amazon.com/outposts/latest/userguide/how-outposts-works.html#private-connectivity
https://docs.aws.amazon.com/outposts/latest/userguide/how-outposts-works.html#private-connectivity
#awsoutposts-outpost
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetSite.html
#awsoutposts-site
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetSiteAddress.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_GetSiteAddress.html
#awsoutposts-site
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListAssetInstances.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListAssetInstances.html
#awsoutposts-outpost
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAssets 授予权限以列出 Outpost 的资
产

列表 outpost*    

 ListBlock 
ingInstan 
cesForCap 
acityTask

授予权限以列出所有正在运行
的实例，这些实例阻碍了容量
任务在指定 Outpost 上运行

列表 outpost*    

 ListCapac 
ityTasks

授予列出您的容量任务的权限 
AWS 账户

列表      

 ListCatal 
ogItems

授予权限以列出所有目录项目 列表      

 ListOrders 授予列出您的订单的权限 AWS 
账户

列表      

 ListOutposts 授予为你列出 Outposts 的权限 
AWS 账户

列表      

 ListSites 授予列出您的网站的权限 AWS 
账户

列表      

 ListTagsF 
orResource

授予权限以列出资源的标签 读取      

 StartCapa 
cityTask

授予创建容量任务的权限 写入 outpost*    

 StartConn 
ection

授予为您的 Outpost 服务器启
动连接的权限

写入      

outpost     TagResour 
ce

授予权限以标记资源 Tagging

site    
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https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListAssets.html
#awsoutposts-outpost
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListBlockingInstancesForCapacityTask.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListBlockingInstancesForCapacityTask.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListBlockingInstancesForCapacityTask.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListBlockingInstancesForCapacityTask.html
#awsoutposts-outpost
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListCapacityTasks.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListCapacityTasks.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListCatalogItems.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListCatalogItems.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListOrders.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListOutposts.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListSites.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_StartCapacityTask.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_StartCapacityTask.html
#awsoutposts-outpost
https://docs.aws.amazon.com/outposts/latest/APIReference/API_StartConnection.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_StartConnection.html
#awsoutposts-outpost
https://docs.aws.amazon.com/outposts/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_TagResource.html
#awsoutposts-site
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

outpost    

site    

 UntagReso 
urce

授予权限以取消标记资源 标记

  aws:TagKe 
ys

 

 UpdateOut 
post

授予更新 Outpost 的权限 写入 outpost*    

 UpdateSite 授予权限以更新站点 写入 site*    

 UpdateSit 
eAddress

授予权限以更新站点地址 写入 site*    

 UpdateSit 
eRackPhys 
icalProperties

授予权限以更新站点机架的物
理属性

写入 site*    

AWS Outposts 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awsoutposts-aws_RequestTag___TagKey_
#awsoutposts-aws_RequestTag___TagKey_
#awsoutposts-aws_RequestTag___TagKey_
#awsoutposts-aws_TagKeys
#awsoutposts-aws_TagKeys
#awsoutposts-outpost
#awsoutposts-site
https://docs.aws.amazon.com/outposts/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_UntagResource.html
#awsoutposts-aws_TagKeys
#awsoutposts-aws_TagKeys
https://docs.aws.amazon.com/outposts/latest/APIReference/API_UpdateOutpost.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_UpdateOutpost.html
#awsoutposts-outpost
https://docs.aws.amazon.com/outposts/latest/APIReference/API_UpdateSite.html
#awsoutposts-site
https://docs.aws.amazon.com/outposts/latest/APIReference/API_UpdateSiteAddress.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_UpdateSiteAddress.html
#awsoutposts-site
https://docs.aws.amazon.com/outposts/latest/APIReference/API_UpdateSiteRackPhysicalProperties.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_UpdateSiteRackPhysicalProperties.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_UpdateSiteRackPhysicalProperties.html
#awsoutposts-site
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 outpost arn:${Partition}:outposts:${Region}: 
${Account}:outpost/${OutpostId}

aws:ResourceTag/${ 
TagKey}

 site arn:${Partition}:outposts:${Region}: 
${Account}:site/${SiteId}

aws:ResourceTag/${ 
TagKey}

AWS Outposts 的条件键

AWS Outposts 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一
步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Panorama 的操作、资源和条件键

AWS Panorama（服务前缀:panorama）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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https://docs.aws.amazon.com/outposts/latest/userguide/what-is-outposts.html
#awsoutposts-aws_ResourceTag___TagKey_
#awsoutposts-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/outposts/latest/userguide/what-is-outposts.html
#awsoutposts-aws_ResourceTag___TagKey_
#awsoutposts-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/outposts/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/outposts/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/outposts/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/outposts/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/outposts/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/outposts/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/panorama/latest/dev/panorama-welcome.html
https://docs.aws.amazon.com/panorama/latest/api/Welcome.html
https://docs.aws.amazon.com/panorama/latest/dev/panorama-permissions.html
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主题

• AWS Panorama 定义的操作

• AWS Panorama 定义的资源类型

• AWS Panorama 的条件键

AWS Panorama 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateApp 
licationI 
nstance

授予创建 AWS Panorama 应
用程序实例的权限

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateJob 
ForDevices

授予为 AWS Panorama 设备
创建任务的权限

写入      

 CreateNod 
eFromTemp 
lateJob

授予创建 Pan AWS orama 节
点的权限

写入      

 CreatePac 
kage

授予创建 AWS Panorama 
Package 的权限

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreatePac 
kageImpor 
tJob

授予创建 AWS Panorama 
Package 的权限

写入      

 DeleteDev 
ice

授予注销 AWS Panorama 设
备的权限

写入 device*    

 DeletePac 
kage

授予删除 AWS Panorama 
Package 的权限

写入 package*    

 Deregiste 
rPackageV 
ersion

授予取消注册 AWS Panorama 
包版本的权限

写入 package*    
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https://docs.aws.amazon.com/panorama/latest/api/API_CreateApplicationInstance.html
https://docs.aws.amazon.com/panorama/latest/api/API_CreateApplicationInstance.html
https://docs.aws.amazon.com/panorama/latest/api/API_CreateApplicationInstance.html
#awspanorama-aws_TagKeys
#awspanorama-aws_TagKeys
#awspanorama-aws_RequestTag___TagKey_
#awspanorama-aws_RequestTag___TagKey_
#awspanorama-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/panorama/latest/api/API_CreateJobForDevices.html
https://docs.aws.amazon.com/panorama/latest/api/API_CreateJobForDevices.html
https://docs.aws.amazon.com/panorama/latest/api/API_CreateNodeFromTemplateJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_CreateNodeFromTemplateJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_CreateNodeFromTemplateJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_CreatePackage.html
https://docs.aws.amazon.com/panorama/latest/api/API_CreatePackage.html
#awspanorama-aws_TagKeys
#awspanorama-aws_TagKeys
#awspanorama-aws_RequestTag___TagKey_
#awspanorama-aws_RequestTag___TagKey_
#awspanorama-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/panorama/latest/api/API_CreatePackageImportJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_CreatePackageImportJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_CreatePackageImportJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_DeleteDevice.html
https://docs.aws.amazon.com/panorama/latest/api/API_DeleteDevice.html
#awspanorama-device
https://docs.aws.amazon.com/panorama/latest/api/API_DeletePackage.html
https://docs.aws.amazon.com/panorama/latest/api/API_DeletePackage.html
#awspanorama-package
https://docs.aws.amazon.com/panorama/latest/api/API_DeregisterPackageVersion.html
https://docs.aws.amazon.com/panorama/latest/api/API_DeregisterPackageVersion.html
https://docs.aws.amazon.com/panorama/latest/api/API_DeregisterPackageVersion.html
#awspanorama-package
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeA 
pplicatio 
nInstance

授予查看 AWS Panorama 应
用程序实例详细信息的权限

读取 applicati 
onInstanc 
e*

   

 DescribeA 
pplicatio 
nInstance 
Details

授予查看 AWS Panorama 应
用程序实例详细信息的权限

读取 applicati 
onInstanc 
e*

   

 DescribeD 
evice

授予查看有关 AWS Panorama 
设备详细信息的权限

读取 device*    

 DescribeD 
eviceJob

授予查看 AWS Panorama 设
备任务详细信息的权限

读取      

 DescribeN 
ode

授予查看有关 AWS Panorama 
应用程序节点详细信息的权限

读取      

 DescribeN 
odeFromTe 
mplateJob

授予查看有关 AWS Panorama 
应用程序节点详细信息的权限

读取      

 DescribeP 
ackage

授予查看 AWS Panorama 套
餐详情的权限

读取 package*    

 DescribeP 
ackageImp 
ortJob

授予查看 AWS Panorama 套
餐详情的权限

读取      

 DescribeP 
ackageVer 
sion

授予查看 AWS Panorama 包
版本详情的权限

读取 package*    
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https://docs.aws.amazon.com/panorama/latest/api/API_DescribeApplicationInstance.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeApplicationInstance.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeApplicationInstance.html
#awspanorama-applicationInstance
#awspanorama-applicationInstance
#awspanorama-applicationInstance
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeApplicationInstanceDetails.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeApplicationInstanceDetails.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeApplicationInstanceDetails.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeApplicationInstanceDetails.html
#awspanorama-applicationInstance
#awspanorama-applicationInstance
#awspanorama-applicationInstance
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeDevice.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeDevice.html
#awspanorama-device
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeDeviceJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeDeviceJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeNode.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeNode.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeNodeFromTemplateJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeNodeFromTemplateJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeNodeFromTemplateJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribePackage.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribePackage.html
#awspanorama-package
https://docs.aws.amazon.com/panorama/latest/api/API_DescribePackageImportJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribePackageImportJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribePackageImportJob.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribePackageVersion.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribePackageVersion.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribePackageVersion.html
#awspanorama-package
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
oftware [仅权
限]

授予查看 AWS Panorama 设
备软件版本详细信息的权限

读取      

 GetWebSoc 
ketURL [仅权
限]

授予生成用于与 AWS 
Panorama 通信的 WebSocket 
端点的权限

读取      

 ListAppli 
cationIns 
tanceDepe 
ndencies

授予在 P AWS anorama 中检
索应用程序实例依赖关系列表
的权限

列表 applicati 
onInstanc 
e*

   

 ListAppli 
cationIns 
tanceNode 
Instances

授予在 P AWS anorama 中检
索应用程序实例节点实例列表
的权限

列表 applicati 
onInstanc 
e*

   

 ListAppli 
cationIns 
tances

授予在 P AWS anorama 中检
索应用程序实例列表的权限

列表 device    

 ListDevices 授予在 AWS Panorama 中检
索设备列表的权限

列表      

 ListDevic 
esJobs

授予检索 AWS Panorama 设
备任务列表的权限

列表 device    

 ListNodeF 
romTempla 
teJobs

授予检索 AWS Panorama 设
备节点列表的权限

列表      

 ListNodes 授予在 AWS Panorama 中检
索节点列表的权限

列表      
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awspanorama.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awspanorama.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awspanorama.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awspanorama.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstanceDependencies.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstanceDependencies.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstanceDependencies.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstanceDependencies.html
#awspanorama-applicationInstance
#awspanorama-applicationInstance
#awspanorama-applicationInstance
https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstanceNodeInstances.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstanceNodeInstances.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstanceNodeInstances.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstanceNodeInstances.html
#awspanorama-applicationInstance
#awspanorama-applicationInstance
#awspanorama-applicationInstance
https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstances.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstances.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstances.html
#awspanorama-device
https://docs.aws.amazon.com/panorama/latest/api/API_ListDevices.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListDevicesJobs.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListDevicesJobs.html
#awspanorama-device
https://docs.aws.amazon.com/panorama/latest/api/API_ListNodeFromTemplateJobs.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListNodeFromTemplateJobs.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListNodeFromTemplateJobs.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListNodes.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPacka 
geImportJobs

授予在 AWS Panorama 中检
索软件包列表的权限

列表      

 ListPacka 
ges

授予在 AWS Panorama 中检
索软件包列表的权限

列表      

applicati 
onInstanc 
e

   

device    

 ListTagsF 
orResource

授予在 P AWS anorama 中检
索资源标签列表的权限

读取

package    

 Provision 
Device

授予注册 AWS Panorama 设
备的权限

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 RegisterP 
ackageVer 
sion

授予注册 AWS Panorama 包
版本的权限

写入 package*    

 RemoveApp 
licationI 
nstance

授予移除 AWS Panorama 应
用程序实例的权限

写入 applicati 
onInstanc 
e*

   

 SignalApp 
licationI 
nstanceNo 
deInstances

授予向应用程序实例中的摄像
机节点发出暂停或恢复信号的
权限

写入 applicati 
onInstanc 
e*
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https://docs.aws.amazon.com/panorama/latest/api/API_ListPackageImportJobs.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListPackageImportJobs.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListPackages.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListPackages.html
#awspanorama-applicationInstance
#awspanorama-applicationInstance
#awspanorama-applicationInstance
#awspanorama-device
https://docs.aws.amazon.com/panorama/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListTagsForResource.html
#awspanorama-package
https://docs.aws.amazon.com/panorama/latest/api/API_ProvisionDevice.html
https://docs.aws.amazon.com/panorama/latest/api/API_ProvisionDevice.html
#awspanorama-aws_TagKeys
#awspanorama-aws_TagKeys
#awspanorama-aws_RequestTag___TagKey_
#awspanorama-aws_RequestTag___TagKey_
#awspanorama-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/panorama/latest/api/API_RegisterPackageVersion.html
https://docs.aws.amazon.com/panorama/latest/api/API_RegisterPackageVersion.html
https://docs.aws.amazon.com/panorama/latest/api/API_RegisterPackageVersion.html
#awspanorama-package
https://docs.aws.amazon.com/panorama/latest/api/API_RemoveApplicationInstance.html
https://docs.aws.amazon.com/panorama/latest/api/API_RemoveApplicationInstance.html
https://docs.aws.amazon.com/panorama/latest/api/API_RemoveApplicationInstance.html
#awspanorama-applicationInstance
#awspanorama-applicationInstance
#awspanorama-applicationInstance
https://docs.aws.amazon.com/panorama/latest/api/API_SignalApplicationInstanceNodeInstances.html
https://docs.aws.amazon.com/panorama/latest/api/API_SignalApplicationInstanceNodeInstances.html
https://docs.aws.amazon.com/panorama/latest/api/API_SignalApplicationInstanceNodeInstances.html
https://docs.aws.amazon.com/panorama/latest/api/API_SignalApplicationInstanceNodeInstances.html
#awspanorama-applicationInstance
#awspanorama-applicationInstance
#awspanorama-applicationInstance
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
onInstanc 
e

   

device    

package    

 TagResour 
ce

授予在 AWS Panorama 中为
资源添加标签的权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

applicati 
onInstanc 
e

   

device    

package    

 UntagReso 
urce

授予在 P AWS anorama 中从
资源中移除标签的权限

标记

  aws:TagKe 
ys

 

 UpdateDev 
iceMetadata

授予修改 AWS Panorama 设
备基本设置的权限

写入 device*    

AWS Panorama 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awspanorama-applicationInstance
#awspanorama-applicationInstance
#awspanorama-applicationInstance
#awspanorama-device
#awspanorama-package
https://docs.aws.amazon.com/panorama/latest/api/API_TagResource.html
https://docs.aws.amazon.com/panorama/latest/api/API_TagResource.html
#awspanorama-aws_TagKeys
#awspanorama-aws_TagKeys
#awspanorama-aws_RequestTag___TagKey_
#awspanorama-aws_RequestTag___TagKey_
#awspanorama-aws_RequestTag___TagKey_
#awspanorama-applicationInstance
#awspanorama-applicationInstance
#awspanorama-applicationInstance
#awspanorama-device
#awspanorama-package
https://docs.aws.amazon.com/panorama/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/panorama/latest/api/API_UntagResource.html
#awspanorama-aws_TagKeys
#awspanorama-aws_TagKeys
https://docs.aws.amazon.com/panorama/latest/api/API_UpdateDeviceMetadata.html
https://docs.aws.amazon.com/panorama/latest/api/API_UpdateDeviceMetadata.html
#awspanorama-device
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 device arn:${Partition}:panorama:${Region}: 
${Account}:device/${DeviceId}

aws:ResourceTag/${ 
TagKey}

 package arn:${Partition}:panorama:${Region}: 
${Account}:package/${PackageId}

aws:ResourceTag/${ 
TagKey}

 applicati 
onInstance

arn:${Partition}:panorama:${Region}: 
${Account}:applicationInstance/${App 
licationInstanceId}

aws:ResourceTag/${ 
TagKey}

AWS Panorama 的条件键

AWS Panorama 定义了以下条件密钥，这些条件键可用于 IAM 策略的Condition元素中。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Parallel Computing Service 的操作、资源和条件键

AWS 并行计算服务（服务前缀:pcs）提供以下特定于服务的资源、操作和条件上下文密钥以在 IAM 权
限策略中使用。

参考：

• 了解如何配置该服务。
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https://docs.aws.amazon.com/panorama/latest/dev/gettingstarted-concepts.html#gettingstarted-concepts-appliance
#awspanorama-aws_ResourceTag___TagKey_
#awspanorama-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/panorama/latest/dev/gettingstarted-concepts.html#gettingstarted-concepts-node
#awspanorama-aws_ResourceTag___TagKey_
#awspanorama-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/panorama/latest/dev/gettingstarted-concepts.html#gettingstarted-concepts-application
https://docs.aws.amazon.com/panorama/latest/dev/gettingstarted-concepts.html#gettingstarted-concepts-application
#awspanorama-aws_ResourceTag___TagKey_
#awspanorama-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/pcs/latest/userguide/
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Parallel Computing Service 定义的操作

• AWS Parallel Computing Service 定义的资源类型

• AWS Parallel Computing Service 的条件键

AWS Parallel Computing Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/pcs/latest/APIReference/
https://docs.aws.amazon.com/pcs/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AllowVend 
edLogDeli 
veryForRe 
source [仅权
限]

授予为 AWS PCS 集群日志配
置随机日志传输的权限

写入 cluster*    

 CreateClu 
ster

授予权限以创建集群 写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eNetworkI 
nterfaceP 
ermission

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

ec2:GetSe 
curityGro 
upsForVpc
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https://docs.aws.amazon.com/pcs/latest/userguide/monitoring_scheduler-logs.html
https://docs.aws.amazon.com/pcs/latest/userguide/monitoring_scheduler-logs.html
https://docs.aws.amazon.com/pcs/latest/userguide/monitoring_scheduler-logs.html
https://docs.aws.amazon.com/pcs/latest/userguide/monitoring_scheduler-logs.html
#awsparallelcomputingservice-cluster
https://docs.aws.amazon.com/pcs/latest/APIReference/API_CreateCluster.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_CreateCluster.html
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_RequestTag___TagKey_
#awsparallelcomputingservice-aws_RequestTag___TagKey_
#awsparallelcomputingservice-aws_RequestTag___TagKey_
#awsparallelcomputingservice-aws_TagKeys
#awsparallelcomputingservice-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iam:Creat 
eServiceL 
inkedRole

secretsma 
nager:Cre 
ateSecret

secretsma 
nager:Tag 
Resource
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCom 
puteNodeG 
roup

授予权限以创建计算节点组 写入 cluster*   ec2:Creat 
eFleet

ec2:Creat 
eLaunchTe 
mplate

ec2:Creat 
eLaunchTe 
mplateVer 
sion

ec2:Creat 
eTags

ec2:Descr 
ibeImages

ec2:Descr 
ibeInstan 
ceStatus

ec2:Descr 
ibeInstan 
ceTypes

ec2:Descr 
ibeInstan 
ces

ec2:Descr 
ibeLaunch 
TemplateV 
ersions
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https://docs.aws.amazon.com/pcs/latest/APIReference/API_CreateComputeNodeGroup.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_CreateComputeNodeGroup.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_CreateComputeNodeGroup.html
#awsparallelcomputingservice-cluster
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeLaunch 
Templates

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

ec2:RunIn 
stances

iam:GetIn 
stancePro 
file

iam:PassR 
ole

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_RequestTag___TagKey_
#awsparallelcomputingservice-aws_RequestTag___TagKey_
#awsparallelcomputingservice-aws_RequestTag___TagKey_
#awsparallelcomputingservice-aws_TagKeys
#awsparallelcomputingservice-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster*     CreateQue 
ue

授予权限以创建队列 写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteClu 
ster

授予权限以删除集群 写入 cluster*   ec2:Delet 
eNetworkI 
nterface

secretsma 
nager:Del 
eteSecret

cluster*   ec2:Delet 
eLaunchTe 
mplate

ec2:Termi 
nateInsta 
nces

 DeleteCom 
puteNodeG 
roup

授予权限以删除计算节点组 写入

computeno 
degroup*

   

cluster*     DeleteQueue 授予权限以删除队列 写入

queue*    
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#awsparallelcomputingservice-cluster
https://docs.aws.amazon.com/pcs/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_CreateQueue.html
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_RequestTag___TagKey_
#awsparallelcomputingservice-aws_RequestTag___TagKey_
#awsparallelcomputingservice-aws_RequestTag___TagKey_
#awsparallelcomputingservice-aws_TagKeys
#awsparallelcomputingservice-aws_TagKeys
https://docs.aws.amazon.com/pcs/latest/APIReference/API_DeleteCluster.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_DeleteCluster.html
#awsparallelcomputingservice-cluster
#awsparallelcomputingservice-cluster
https://docs.aws.amazon.com/pcs/latest/APIReference/API_DeleteComputeNodeGroup.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_DeleteComputeNodeGroup.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_DeleteComputeNodeGroup.html
#awsparallelcomputingservice-computenodegroup
#awsparallelcomputingservice-computenodegroup
#awsparallelcomputingservice-cluster
https://docs.aws.amazon.com/pcs/latest/APIReference/API_DeleteQueue.html
#awsparallelcomputingservice-queue
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCluster 授予权限以获取集群属性 读取 cluster*    

cluster*     GetComput 
eNodeGroup

授予权限以获取计算节点组属
性

读取

computeno 
degroup*

   

cluster*     GetQueue 授予权限以获取队列属性 读取

queue*    

 ListClusters 授予权限以列出集群 列表      

 ListCompu 
teNodeGro 
ups

授予权限以列出计算节点组 列表 cluster*    

 ListQueues 授予权限以列出队列 列表 cluster*    

 ListTagsF 
orResource

授予列出资源标签的权限 读取      

 RegisterC 
omputeNod 
eGroupIns 
tance

授予权限以将计算实例注册到
计算节点组

写入 cluster*   secretsma 
nager:Get 
SecretVal 
ue

cluster aws:Resou 
rceTag/${ 
TagKey}

  TagResour 
ce

授予权限以标记资源 Tagging

computeno 
degroup

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/pcs/latest/APIReference/API_GetCluster.html
#awsparallelcomputingservice-cluster
#awsparallelcomputingservice-cluster
https://docs.aws.amazon.com/pcs/latest/APIReference/API_GetComputeNodeGroup.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_GetComputeNodeGroup.html
#awsparallelcomputingservice-computenodegroup
#awsparallelcomputingservice-computenodegroup
#awsparallelcomputingservice-cluster
https://docs.aws.amazon.com/pcs/latest/APIReference/API_GetQueue.html
#awsparallelcomputingservice-queue
https://docs.aws.amazon.com/pcs/latest/APIReference/API_ListClusters.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_ListComputeNodeGroups.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_ListComputeNodeGroups.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_ListComputeNodeGroups.html
#awsparallelcomputingservice-cluster
https://docs.aws.amazon.com/pcs/latest/APIReference/API_ListQueues.html
#awsparallelcomputingservice-cluster
https://docs.aws.amazon.com/pcs/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_RegisterComputeNodeGroupInstance.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_RegisterComputeNodeGroupInstance.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_RegisterComputeNodeGroupInstance.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_RegisterComputeNodeGroupInstance.html
#awsparallelcomputingservice-cluster
#awsparallelcomputingservice-cluster
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pcs/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_TagResource.html
#awsparallelcomputingservice-computenodegroup
#awsparallelcomputingservice-computenodegroup
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

queue aws:Resou 
rceTag/${ 
TagKey}

 

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

cluster aws:Resou 
rceTag/${ 
TagKey}

 

computeno 
degroup

aws:Resou 
rceTag/${ 
TagKey}

 

queue aws:Resou 
rceTag/${ 
TagKey}

 

 UntagReso 
urce

授予权限以取消标记资源 标记

  aws:TagKe 
ys
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#awsparallelcomputingservice-queue
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_RequestTag___TagKey_
#awsparallelcomputingservice-aws_RequestTag___TagKey_
#awsparallelcomputingservice-aws_RequestTag___TagKey_
#awsparallelcomputingservice-aws_TagKeys
#awsparallelcomputingservice-aws_TagKeys
#awsparallelcomputingservice-cluster
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-computenodegroup
#awsparallelcomputingservice-computenodegroup
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-queue
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pcs/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_UntagResource.html
#awsparallelcomputingservice-aws_TagKeys
#awsparallelcomputingservice-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCom 
puteNodeG 
roup

授予权限以更新计算节点组属
性

写入 cluster*   ec2:Creat 
eFleet

ec2:Creat 
eLaunchTe 
mplate

ec2:Creat 
eLaunchTe 
mplateVer 
sion

ec2:Creat 
eTags

ec2:Descr 
ibeImages

ec2:Descr 
ibeInstan 
ceStatus

ec2:Descr 
ibeInstan 
ceTypes

ec2:Descr 
ibeInstan 
ces

ec2:Descr 
ibeLaunch 
TemplateV 
ersions
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https://docs.aws.amazon.com/pcs/latest/APIReference/API_UpdateComputeNodeGroup.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_UpdateComputeNodeGroup.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_UpdateComputeNodeGroup.html
#awsparallelcomputingservice-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Descr 
ibeLaunch 
Templates

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

ec2:RunIn 
stances

iam:GetIn 
stancePro 
file

iam:PassR 
ole

computeno 
degroup*

   

cluster*     UpdateQue 
ue

授予权限以更新队列属性 写入

queue*    
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#awsparallelcomputingservice-computenodegroup
#awsparallelcomputingservice-computenodegroup
#awsparallelcomputingservice-cluster
https://docs.aws.amazon.com/pcs/latest/APIReference/API_UpdateQueue.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_UpdateQueue.html
#awsparallelcomputingservice-queue
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AWS Parallel Computing Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 cluster arn:${Partition}:pcs:${Region}:${Acc 
ount}:cluster/${ClusterIdentifier}

aws:ResourceTag/${ 
TagKey}

 computeno 
degroup

arn:${Partition}:pcs:${Region}:${Acc 
ount}:cluster/${ClusterIdentifier}/c 
omputenodegroup/${ComputeNodeGroupId 
entifier}

aws:ResourceTag/${ 
TagKey}

 queue arn:${Partition}:pcs:${Region}:${Acc 
ount}:cluster/${ClusterIdentifier}/q 
ueue/${QueueIdentifier}

aws:ResourceTag/${ 
TagKey}

AWS Parallel Computing Service 的条件键

AWS 并行计算服务定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/pcs/latest/APIReference/API_Cluster.html
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pcs/latest/APIReference/API_ComputeNodeGroup.html
https://docs.aws.amazon.com/pcs/latest/APIReference/API_ComputeNodeGroup.html
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pcs/latest/APIReference/API_Queue.html
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
#awsparallelcomputingservice-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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AWS 合作伙伴中央账户管理的操作、资源和条件键

AWS 合作伙伴中心账户管理（服务前缀:partnercentral-account-management）提供以下特定
于服务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS 合作伙伴中央账户管理定义的操作

• 由 AWS 合作伙伴中央账户管理定义的资源类型

• AWS 合作伙伴中央账户管理的条件键

由 AWS 合作伙伴中央账户管理定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
PartnerAc 
count [仅权
限]

授予将合作伙伴账户关联到的
权限 AWS 账户

写入      

 Associate 
PartnerUser

授予将合作伙伴用户与 IAM 角
色关联的权限

写入      

 Disassoci 
atePartne 
rUser

授予将合作伙伴用户与 IAM 角
色取消关联的权限

写入      

由 AWS 合作伙伴中央账户管理定义的资源类型

AWS 合作伙伴中心账户管理不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许对 
AWS 合作伙伴中央账户管理的访问权限，请在策略中指定 "Resource": "*"。

AWS 合作伙伴中央账户管理的条件键

合作伙伴中央账户管理没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有
服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。
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AWS 合作伙伴中心销售的操作、资源和条件密钥

AWS Partner Central Selling（服务前缀:partnercentral）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS 合作伙伴中心销售部门定义的操作

• AWS 合作伙伴中心销售部门定义的资源类型

• AWS 合作伙伴平台销售的条件密钥

由 AWS 合作伙伴中心销售部门定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

engagemen 
t-invitat 
ion*

    AcceptEng 
agementIn 
vitation

授予在 AWS 合作伙伴平台上
接受参与邀请的权限

写入

  partnerce 
ntral:Cat 
alog

 

Opportuni 
ty*

    AssignOpp 
ortunity

授予在 AWS 合作伙伴中心分
配机会的权限

写入

  partnerce 
ntral:Cat 
alog

 

Opportuni 
ty*

    Associate 
Opportunity

授予将 AWS 合作伙伴平台上
的机会与其他实体关联的权限

写入

  partnerce 
ntral:Cat 
alog

partnerce 
ntral:Rel 
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reference_policies_actions-resources-contextkeys.html#actions_table
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#awspartnercentralselling-Opportunity
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#awspartnercentralselling-partnercentral_RelatedEntityType
#awspartnercentralselling-partnercentral_RelatedEntityType
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

atedEntit 
yType

Engagemen 
t*

    CreateEng 
agement

授予在 AWS 合作伙伴中心创
建互动的权限

写入

  partnerce 
ntral:Cat 
alog

 

engagemen 
t-invitat 
ion*

    CreateEng 
agementIn 
vitation

授予在 AWS 合作伙伴平台中
创建参与邀请的权限

写入

  partnerce 
ntral:Cat 
alog

 

Opportuni 
ty*

    CreateOpp 
ortunity

授予在 AWS 合作伙伴中心创
建新机会的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

partnerce 
ntral:Cat 
alog

 

 CreateRes 
ourceSnap 
shot

授予在 AWS 合作伙伴中心创
建资源快照的权限

写入 ResourceS 
napshot*
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#awspartnercentralselling-partnercentral_Catalog
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#awspartnercentralselling-partnercentral_Catalog
https://docs.aws.amazon.com/partner-central/latest/APIReference/API_CreateResourceSnapshot.html
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https://docs.aws.amazon.com/partner-central/latest/APIReference/API_CreateResourceSnapshot.html
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#awspartnercentralselling-ResourceSnapshot
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  partnerce 
ntral:Cat 
alog

 

resource- 
snapshot- 
job*

    CreateRes 
ourceSnap 
shotJob

授予在 AWS 合作伙伴中心创
建资源快照任务的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

partnerce 
ntral:Cat 
alog

 

resource- 
snapshot- 
job*

    DeleteRes 
ourceSnap 
shotJob

授予在 AWS 合作伙伴中心删
除资源快照任务的权限

写入

  partnerce 
ntral:Cat 
alog

 

 Disassoci 
ateOpport 
unity

授予在 AWS 合作伙伴平台上
取消与其他实体的关联的权限

写入 Opportuni 
ty*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  partnerce 
ntral:Cat 
alog

partnerce 
ntral:Rel 
atedEntit 
yType

 

Opportuni 
ty*

    GetAwsOpp 
ortunityS 
ummary

授予在 AWS 合作伙伴中心检
索 AWS 机会摘要的权限

读取

  partnerce 
ntral:Cat 
alog

 

Engagemen 
t*

    GetEngage 
ment

授予在 AWS 合作伙伴中心检
索参与详情的权限

读取

  partnerce 
ntral:Cat 
alog

 

engagemen 
t-invitat 
ion*

    GetEngage 
mentInvit 
ation

授予在 AWS 合作伙伴平台上
检索参与邀请详情的权限

读取

  partnerce 
ntral:Cat 
alog

 

 GetOpport 
unity

授予在 AWS 合作伙伴中心检
索机会详情的权限

读取 Opportuni 
ty*
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#awspartnercentralselling-partnercentral_Catalog
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https://docs.aws.amazon.com/partner-central/latest/APIReference/API_GetOpportunity.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  partnerce 
ntral:Cat 
alog

 

ResourceS 
napshot*

    GetResour 
ceSnapshot

授予在 AWS 合作伙伴中心检
索资源快照详细信息的权限

读取

  partnerce 
ntral:Cat 
alog

 

resource- 
snapshot- 
job*

    GetResour 
ceSnapsho 
tJob

授予在 P AWS artner Central 
中检索资源快照任务详细信息
的权限

读取

  partnerce 
ntral:Cat 
alog

 

 GetSellin 
gSystemSe 
ttings

授予在 AWS 合作伙伴平台中
检索系统设置设置的权限

读取   partnerce 
ntral:Cat 
alog

 

 ListEngag 
ementByAc 
ceptingIn 
vitationTasks

通过接受 AWS 合作伙伴平台
中的邀请任务，授予发布互动
的权限

列表   partnerce 
ntral:Cat 
alog

 

 ListEngag 
ementFrom 
Opportuni 
tyTasks

允许在 P AWS artner Central 
中列出机会任务中的互动

列表   partnerce 
ntral:Cat 
alog
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEngag 
ementInvi 
tations

授予在 AWS 合作伙伴平台上
发布参与邀请的权限

列表   partnerce 
ntral:Cat 
alog

 

Engagemen 
t*

    ListEngag 
ementMemb 
ers

授予在 AWS 合作伙伴中心列
出参与成员的权限

读取

  partnerce 
ntral:Cat 
alog

 

ResourceS 
napshot*

    ListEngag 
ementReso 
urceAssoc 
iations

授予在 AWS 合作伙伴中心列
出参与资源关联的权限

读取

  partnerce 
ntral:Cat 
alog

 

 ListEngag 
ements

授予在 AWS 合作伙伴平台上
发布互动的权限

列表   partnerce 
ntral:Cat 
alog

 

 ListOppor 
tunities

授予在 AWS 合作伙伴平台上
列出机会的权限

列表   partnerce 
ntral:Cat 
alog

 

 ListResou 
rceSnapsh 
otJobs

授予在 AWS 合作伙伴中心列
出资源快照任务的权限

列表   partnerce 
ntral:Cat 
alog

 

 ListResou 
rceSnapshots

授予在 AWS 合作伙伴中心列
出资源快照的权限

读取 ResourceS 
napshot*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  partnerce 
ntral:Cat 
alog

 

 ListSolutions 授予在 AWS 合作伙伴平台上
发布解决方案的权限

列表   partnerce 
ntral:Cat 
alog

 

 ListTagsF 
orResource

授予向资源添加列表标签的权
限。支持的资源： ResourceS 
napshotJob

读取   aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

partnerce 
ntral:Cat 
alog

 

 PutSellin 
gSystemSe 
ttings

授予将系统设置设置放入 AWS 
合作伙伴平台的权限

写入      

engagemen 
t-invitat 
ion*

    RejectEng 
agementIn 
vitation

授予在 AWS 合作伙伴平台上
拒绝参与邀请的权限

写入

  partnerce 
ntral:Cat 
alog
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartEnga 
gementByA 
cceptingI 
nvitationTask

通过接受参与邀请，授予启动
在 AWS 合作伙伴平台上启动 
互动的任务的权限

写入 engagemen 
t-by-acce 
pting-inv 
itation-t 
ask*

  partnerce 
ntral:Acc 
eptEngage 
mentInvit 
ation

partnerce 
ntral:Cre 
ateOpport 
unity

partnerce 
ntral:Cre 
ateResour 
ceSnapsho 
tJob

partnerce 
ntral:Get 
Engagemen 
tInvitation

partnerce 
ntral:Sta 
rtResourc 
eSnapshot 
Job

partnerce 
ntral:Sub 
mitOpport 
unity
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

partnerce 
ntral:Cat 
alog
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartEnga 
gementFro 
mOpportun 
ityTask

授予从 AWS 合作伙伴中心的 
“商机” 中启动启动互动的任务
的权限

写入 engagemen 
t-from-op 
portunity-
task*

  partnerce 
ntral:Cre 
ateEngage 
ment

partnerce 
ntral:Cre 
ateEngage 
mentInvit 
ation

partnerce 
ntral:Cre 
ateResour 
ceSnapsho 
tJob

partnerce 
ntral:Get 
Opportuni 
ty

partnerce 
ntral:Sta 
rtResourc 
eSnapshot 
Job

partnerce 
ntral:Sub 
mitOpport 
unity
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

partnerce 
ntral:Cat 
alog

 

resource- 
snapshot- 
job*

    StartReso 
urceSnaps 
hotJob

授予在 AWS 合作伙伴中心启
动资源快照任务的权限

写入

  partnerce 
ntral:Cat 
alog

 

resource- 
snapshot- 
job*

    StopResou 
rceSnapsh 
otJob

授予在 AWS 合作伙伴中心停
止资源快照任务的权限

写入

  partnerce 
ntral:Cat 
alog

 

 SubmitOpp 
ortunity

授予在 AWS 合作伙伴中心提
交机会的权限

写入 Opportuni 
ty*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  partnerce 
ntral:Cat 
alog

 

Opportuni 
ty

   

resource- 
snapshot- 
job

   

 TagResour 
ce

授予向资源添加新标签的权
限。支持的资源： ResourceS 
napshotJob

标记

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

partnerce 
ntral:Cat 
alog

 

Opportuni 
ty

    UntagReso 
urce

授予权限以从资源中删除标
签。支持的资源： ResourceS 
napshotJob

标记

resource- 
snapshot- 
job
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

partnerce 
ntral:Cat 
alog

 

Opportuni 
ty*

    UpdateOpp 
ortunity

授予在 AWS 合作伙伴中心更
新机会的权限

写入

  partnerce 
ntral:Cat 
alog

 

AWS 合作伙伴中心销售部门定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Engagement arn:${Partition}:partnercentral:${Re 
gion}::catalog/${Catalog}/engagement 
/${Identifier}

 

 engagement-
by-accepting-
invitation-task

arn:${Partition}:partnercentral:${Re 
gion}::catalog/${Catalog}/engagement 
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服务授权参考 服务授权参考

资源类型 ARN 条件键

-by-accepting-invitation-task/${Task 
Id}

 engagemen 
t-from-op 
portunity-task

arn:${Partition}:partnercentral:${Re 
gion}::catalog/${Catalog}/engagement 
-from-opportunity-task/${TaskId}

 

 engagement-
invitation

arn:${Partition}:partnercentral:${Re 
gion}::catalog/${Catalog}/engagement 
-invitation/${Identifier}

 

 Opportunity arn:${Partition}:partnercentral:${Re 
gion}:${Account}:catalog/${Catalog}/ 
opportunity/${Identifier}

aws:ResourceTag/${ 
TagKey}

 resource- 
snapshot-job

arn:${Partition}:partnercentral:${Re 
gion}:${Account}:catalog/${Catalog}/ 
resource-snapshot-job/${Identifier}

aws:ResourceTag/${ 
TagKey}

 ResourceS 
napshot

arn:${Partition}:partnercentral:${Re 
gion}:${Account}:catalog/${Catalog}/ 
engagement/${EngagementIdentifier}/r 
esource/${ResourceType}/${ResourceId 
entifier}/template/${TemplateIdentif 
ier}/resource-snapshot/${SnapshotRev 
ision}

 

 Solution arn:${Partition}:partnercentral:${Re 
gion}:${Account}:catalog/${Catalog}/ 
solution/${Identifier}

 

AWS 合作伙伴平台销售的条件密钥

AWS Partner Central Selling 定义了以下条件键，这些条件键可用于 IAM 政策的Condition要素。您
可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。
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https://docs.aws.amazon.com/partner-central/latest/APIReference/working-with-multi-partner-opportunities.html
https://docs.aws.amazon.com/partner-central/latest/APIReference/working-with-your-opportunities.html
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reference_policies_actions-resources-contextkeys.html#context_keys_table
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要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 partnerce 
ntral:Catalog

按特定目录筛选访问权限。可接受的值：[AWS，沙盒] 字符串

 partnerce 
ntral:RelatedEntit 
yType

按实体类型筛选机会关联的访问权限。可接受的值：[解决
方案、 AwsProducts、 AwsMarketplaceOffers]

字符串

AWS Payment Cryptography 的操作、资源和条件键

AWS Payment Cryptography（服务前缀:payment-cryptography）提供以下特定于服务的资源、
操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Payment Cryptography 定义的操作

• AWS Payment Cryptography 定义的资源类型

• AWS  Payment Cryptography 的条件键
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com/payment-cryptography/latest/userguide/
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/
https://docs.aws.amazon.com/payment-cryptography/latest/userguide/security-iam.html
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AWS Payment Cryptography 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

alias*     CreateAlias 授予为密钥创建用户友好名称
的权限

写入

key*    

 CreateKey 授予在呼叫者和地区创建唯一
的客户托管密钥 AWS 账户 的
权限

写入   aws:Reque 
stTag/${T 
agKey}

payment-
c 
ryptograp 
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
#awspaymentcryptography-alias
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateAlias.html
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
#awspaymentcryptography-aws_RequestTag___TagKey_
#awspaymentcryptography-aws_RequestTag___TagKey_
#awspaymentcryptography-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

hy:TagRes 
ource

alias*     DecryptData 授予使用对称、非对称或 
DUKPT 数据加密密钥将加密文
字数据解密为明文的权限

写入

key*    

alias*     DeleteAlias 授予删除指定的 别名的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteKey 授予计划删除密钥的权限 写入 key*    

alias*     EncryptData 授予使用对称、非对称或 
DUKPT 数据加密密钥将明文数
据加密为加密文字的权限

写入

key*    

 ExportKey 授予从服务导出密钥的权限 写入 key*    

alias*     GenerateC 
ardValida 
tionData

授予使用诸如卡验证值 
(CVV/CVV2), Dynamic Card 
Verification Values (dCVV/
dCVV2) 或卡安全码 (CSC) 之
类的算法生成与卡片相关的数
据的权限，这些算法可以检查 
磁条卡的有效性

写入

key*    

alias*     GenerateM 
ac

授予生成 MAC（消息验证代 
码）密码的权限

写入

key*    
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#awspaymentcryptography-aws_TagKeys
#awspaymentcryptography-aws_TagKeys
#awspaymentcryptography-alias
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
#awspaymentcryptography-key
#awspaymentcryptography-alias
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_DeleteAlias.html
#awspaymentcryptography-aws_RequestTag___TagKey_
#awspaymentcryptography-aws_RequestTag___TagKey_
#awspaymentcryptography-aws_RequestTag___TagKey_
#awspaymentcryptography-aws_TagKeys
#awspaymentcryptography-aws_TagKeys
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_DeleteKey.html
#awspaymentcryptography-key
#awspaymentcryptography-alias
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_EncryptData.html
#awspaymentcryptography-key
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ExportKey.html
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GenerateCardValidationData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GenerateCardValidationData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GenerateCardValidationData.html
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GenerateMac.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GenerateMac.html
#awspaymentcryptography-key
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

alias*     GenerateM 
acEmvPinC 
hange

授予生成 MAC（消息验证代 
码）密码的权限

写入

key*    

alias*     GenerateP 
inData

授予在新卡发行或卡补发
期间生成 PIN、PIN 验证值
（PVV）、PIN 块和 PIN 偏移
量等 PIN 相关数据的权限

写入

key*    

alias*    

key*    

 GetAlias 授予返回与 aliasName 关联
的 keyArn 的权限

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 GetKey 授予返回指定键相关详细信息
的权限

读取 key*    

 GetParame 
tersForExport

授予获取导出令牌和签名密钥
证书以启动 TR-34 密钥导出的
权限

读取      

 GetParame 
tersForImport

授予获取导入令牌和包装密钥
证书以启动 TR-34 密钥导入的
权限

读取      

 GetPublic 
KeyCertif 
icate

授予从 PUBLIC_KEY 类密钥返
回公有秘钥的权限

读取 key*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ImportKey 授予导入密钥和公有秘钥证书
的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

payment-
c 
ryptograp 
hy:TagRes 
ource

 ListAliases 授予返回为调用方和区域中所
有密钥创建的别名列表 AWS 
账户 的权限

列表      

 ListKeys 授予返回在调用方 AWS 账户 
和地区创建的密钥列表的权限

列表      

 ListTagsF 
orResource

授予返回在调用方 AWS 账户 
和地区创建的标签列表的权限

读取 key    

alias*     ReEncrypt 
Data

授予使用 DUKPT、对称和非对
称数据加密秘钥重新加密加密
文字的权限

写入

key*    

 RestoreKey 授予如果在等待期间的任何时
候需要恢复密钥则取消计划密
钥删除的权限

写入 key*    

 StartKeyU 
sage

授予启用已禁用密钥的权限 写入 key*    

 StopKeyUs 
age

授予禁用已启用密钥的权限 写入 key*    

 TagResour 
ce

授予为指定的资源添加或覆盖
一个或多个标签的权限

标记 key*    
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html
#awspaymentcryptography-aws_RequestTag___TagKey_
#awspaymentcryptography-aws_RequestTag___TagKey_
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_TagResource.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

alias*     Translate 
PinData

授予将加密 PIN 块与 ISO 
9564 格式 0、1、3、4 相互转
换的权限

写入

key*    

key*     UntagReso 
urce

授予从指定资源中删除一个或
多个指定标签的权限

标记

  aws:TagKe 
ys

 

alias*    

key*    

 UpdateAlias 授予更改已分配别名的密钥或
从当前密钥取消别名分配的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

alias*     VerifyAut 
hRequestC 
ryptogram

授予验证 EMV 芯片支付卡授
权的授权请求加密（ARQC）
的权限

写入

key*    
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#awspaymentcryptography-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

alias*     VerifyCar 
dValidati 
onData

授予使用信用卡验证值 
(CVV/CVV2), Dynamic Card 
Verification Values (dCVV/
dCVV2) 和信用卡安全码 
(CSC) 等算法验证信用卡相关
验证数据的权限

写入

key*    

alias*     VerifyMac 授予根据提供的 MAC 验证输
入数据的 MAC（消息身份验证
代码）的权限

写入

key*    

alias*     VerifyPin 
Data

授予使用包括 VISA PVV 和 
PIN 偏移在内的算法验证密码
相关数据（例如 PIN 和 PIN 偏
移量）的权限 IBM3624

写入

key*    

AWS Payment Cryptography 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 key arn:${Partition}:payment-cryptograph 
y:${Region}:${Account}:key/${KeyId}

aws:ResourceTag/${ 
TagKey}

payment-cryptograp 
hy:ResourceAliases
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资源类型 ARN 条件键

 alias arn:${Partition}:payment-cryptograph 
y:${Region}:${Account}:alias/${Alias 
}

payment-cryptograp 
hy:ResourceAliases

AWS  Payment Cryptography 的条件键

AWS Payment Cryptography 定义了以下条件密钥，这些密钥可用于 IAM 策略的Condition元素。您
可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按指定操作请求中标签的键与值筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按分配给指定操作的密钥的标签筛选访问权限 字符串

 aws:TagKeys 按指定操作请求中的标签键筛选访问权限 ArrayOfString

 payment-
cryptograp 
hy:Certif 
icateAuth 
orityPubl 
icKeyIdentifier

按请求中 CertificateAuthorityPublicKeyIdentifier 指定的或
和 ExportKey 操作筛选访问权限 ImportKey

字符串

 payment-
cryptograp 
hy:Import 
KeyMaterial

按为操作导入的密钥材料的类型 [RootCertificatePu 
blicKey,, TrustedCertificatePublicKey Tr34KeyBlock, 
Tr31KeyBlock] 筛选访问权限 ImportKey

字符串
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条件键 描述 类型

 payment-
cryptograp 
hy:KeyAlgorithm

按 CreateKey 操作请求中 KeyAlgorithm 指定的方式筛选
访问权限

字符串

 payment-
cryptograp 
hy:KeyClass

按 CreateKey 操作请求中 KeyClass 指定的方式筛选访问 
权限

字符串

 payment-
cryptograp 
hy:KeyUsage

按请求中 KeyClass 指定的或与 CreateKey 操作的密钥关
联来筛选访问权限

字符串

 payment-
cryptograp 
hy:RequestAlias

按指定操作请求中的别名筛选访问权限 字符串

 payment-
cryptograp 
hy:Resour 
ceAliases

按与指定操作的密钥关联的别名筛选访问权限 ArrayOfString

 payment-
cryptograp 
hy:Wrappi 
ngKeyIdentifier

按请求中 WrappingKeyIdentifier 指定的 ImportKey、和 
ExportKey 操作筛选访问权限

字符串

AWS Payments 的操作、资源和条件键

AWS Payments（服务前缀:payments）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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主题

• AWS Payments 定义的操作

• AWS Payments 定义的资源类型

• AWS Payments 的条件键

AWS Payments 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptFin 
ancingApp 
licationTerms

允许接受贷款人提供的融资申
请条款

写入      

 CreateFin 
ancingApp 
lication

授予创建融资应用程序的权限 写入      

 CreatePay 
mentInstr 
ument

授予创建付款方式的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeletePay 
mentInstr 
ument [仅权
限]

授予删除付款方式的权限 写入      

 GetFinanc 
ingApplic 
ation

授予获取有关融资申请信息的
权限

读取      

 GetFinanc 
ingLine

授予获取有关融资额度的信息
的权限

读取      

 GetFinanc 
ingLineWi 
thdrawal

授予获取有关融资额度提款信
息的权限

读取      

 GetFinanc 
ingOption

授予获取有关融资选项信息的
权限

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetPaymen 
tInstrument

授予获取付款方式信息的权限 列表 payment-
i 
nstrument

   

 GetPaymen 
tStatus [仅权
限]

授予获取发票付款状态的权限 读取      

 ListFinan 
cingAppli 
cations

授予列出融资应用程序元数据
的权限

列表      

 ListFinan 
cingLineW 
ithdrawals

授予列出融资额度提款元数据
的权限

列表      

 ListFinan 
cingLines

授予列出融资额度元数据的权
限

列表      

 ListPayme 
ntInstruments
[仅权限]

授予权限以列出付款工具元数
据

列表      

 ListPayme 
ntPrefere 
nces [仅权限]

授予获取付款偏好（首选付款
币种、首选付款方式等）的权
限

列表      

 ListPayme 
ntProgram 
Options

授予列出有关付款选项信息的
权限

列表      

 ListPayme 
ntProgram 
Status

授予列出有关付款计划资格和
注册状态信息的权限

列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予权限以列出付款资源的标
签

列表 payment-
i 
nstrument

   

 MakePayme 
nt [仅权限]

授予进行付款、验证付款、验
证付款方式，以及为 Advance 
Pay 生成资金请求文档的权限

写入      

payment-
i 
nstrument

    TagResour 
ce

授予权限以标记付款资源 标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

payment-
i 
nstrument

    UntagReso 
urce

授予权限以取消标记付款资源 标记

  aws:TagKe 
ys

 

 UpdateFin 
ancingApp 
lication

授予更新融资申请的权限 写入      

 UpdatePay 
mentInstr 
ument [仅权
限]

授予权限以更新付款工具 写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePay 
mentPrefe 
rences [仅权
限]

授予更新付款偏好（首选付款
货币、首选付款方式等）的权
限

写入      

AWS Payments 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 payment-i 
nstrument

arn:${Partition}:payments::${Account 
}:payment-instrument:${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS Payments 的条件键

AWS Payments 定义了以下条件密钥，这些条件密钥可用于 IAM 策略的Condition元素。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串
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条件键 描述 类型

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Performance Insights 的操作、资源和条件键

AWS Performance Insights（服务前缀:pi）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Performance Insights 定义的操作

• AWS Performance Insights 定义的资源类型

• AWS Performance Insights 的条件键

AWS Performance Insights 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

perf-repo 
rts-resou 
rce*

    CreatePer 
formanceA 
nalysisReport

授予调用 CreatePerformanceA 
nalysisReport API 为指定数据
库实例创建性能分析报告的权 
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeletePer 
formanceA 
nalysisReport

授予调用 DeletePerformanceA 
nalysisReport API 删除指定数
据库实例的性能分析报告的权 
限

写入 perf-repo 
rts-resou 
rce*

   

metric-re 
source*

    DescribeD 
imensionK 
eys

授予调用 DescribeDimensionK 
eys API 以检索特定时间段内 
某个指标的前 N 个维度密钥的
权限

读取

  pi:Dimens 
ions
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reference_policies_actions-resources-contextkeys.html#actions_table
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#awsperformanceinsights-pi_Dimensions
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

metric-re 
source*

    GetDimens 
ionKeyDetails

授予调用 GetDimens 
ionKeyDetails API 检索指定维
度组属性的权限

读取

  pi:Dimens 
ions

 

 GetPerfor 
manceAnal 
ysisReport

授予调用 GetPerformanceAnal 
ysisReport API 以检索指定数
据库实例的性能分析报告的权
限

读取 perf-repo 
rts-resou 
rce*

   

 GetResour 
ceMetadata

授予调用 GetResour 
ceMetadata API 以检索不同功
能的元数据的权限

读取 metric-re 
source*

   

metric-re 
source*

    GetResour 
ceMetrics

授予在一段时间内调用 
GetResourceMetrics API 来检
索一组数据源的 PI 指标的权限

读取

  pi:Dimens 
ions

 

 ListAvail 
ableResou 
rceDimens 
ions

授予调用 ListAvailableResou 
rceDimensions API 以检索可
在指定数据库实例上针对每种
指定指标类型查询的维度的权
限

读取 metric-re 
source*

   

 ListAvail 
ableResou 
rceMetrics

授予调用 ListAvailableResou 
rceMetrics API 以检索可为指
定数据库实例查询的指定类型
的指标的权限

读取 metric-re 
source*

   

 ListPerfo 
rmanceAna 
lysisReports

授予调用 ListPerformanceAna 
lysisReports API 列出指定数据
库实例的性能分析报告的权限

列表 perf-repo 
rts-resou 
rce*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予调用 ListTagsForResourc 
e API 列出资源标签的权限

列表 perf-repo 
rts-resou 
rce*

   

perf-repo 
rts-resou 
rce*

    TagResour 
ce

授予调用 TagResource API 为
资源添加标签的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

perf-repo 
rts-resou 
rce*

    UntagReso 
urce

授予调用 UntagResource API 
取消资源标签的权限

标记

  aws:TagKe 
ys

 

AWS Performance Insights 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 metric-re 
source

arn:${Partition}:pi:${Region}:${Acco 
unt}:metrics/${ServiceType}/${Identi 
fier}

 

 perf-reports-
resource

arn:${Partition}:pi:${Region}:${Acco 
unt}:perf-reports/${ServiceType}/${I 
dentifier}/${ReportId}

aws:ResourceTag/${ 
TagKey}

AWS Performance Insights 的条件键

AWS Performance Insights 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您
可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 pi:Dimensions 按请求的维度筛选访问权限 ArrayOfString

Amazon Personalize 的操作、资源和条件键

Amazon Personalize（服务前缀：personalize）提供以下服务特定的资源、操作和条件上下文键以
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Personalize 定义的操作

• Amazon Personalize 定义的资源类型

• Amazon Personalize 的条件键

Amazon Personalize 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateBat 
chInferen 
ceJob

授予创建批量推理作业的权限 写入 batchInfe 
renceJob*

   

 CreateBat 
chSegment 
Job

授予创建批量分段任务的权限 写入 batchSegm 
entJob*

   

 CreateCam 
paign

授予创建活动的权限 写入 campaign*    

 CreateDat 
aDeletionJob

授予权限以创建数据删除作业 写入 dataDelet 
ionJob*

   

 CreateDat 
aInsightsJob

授予权限以创建数据洞察任务 写入 dataInsig 
htsJob*

   

 CreateDat 
aset

授予创建数据集的权限 写入 dataset*    

 CreateDat 
asetExpor 
tJob

授予创建数据集导出作业的权
限

写入 datasetEx 
portJob*

   

 CreateDat 
asetGroup

授予创建数据集组的权限 Write datasetGr 
oup*

   

 CreateDat 
asetImpor 
tJob

授予创建数据集导入作业的权
限

Write datasetIm 
portJob*

   

 CreateEve 
ntTracker

授予创建事件追踪器的权限 Write eventTrac 
ker*

   

 CreateFilter 授予创建筛选条件的权限 写入 filter*    
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#amazonpersonalize-dataInsightsJob
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateDataset.html
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateDataset.html
#amazonpersonalize-dataset
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateDatasetExportJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateDatasetExportJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateDatasetExportJob.html
#amazonpersonalize-datasetExportJob
#amazonpersonalize-datasetExportJob
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateDatasetGroup.html
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateDatasetGroup.html
#amazonpersonalize-datasetGroup
#amazonpersonalize-datasetGroup
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateDatasetImportJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateDatasetImportJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateDatasetImportJob.html
#amazonpersonalize-datasetImportJob
#amazonpersonalize-datasetImportJob
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateEventTracker.html
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateEventTracker.html
#amazonpersonalize-eventTracker
#amazonpersonalize-eventTracker
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateFilter.html
#amazonpersonalize-filter


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateMet 
ricAttribution

授予创建指标属性的权限 写入 metricAtt 
ribution*

   

 CreateRec 
ommender

授予创建推荐器的权限 写入 recommend 
er*

   

 CreateSch 
ema

授予创建架构的权限 Write schema*    

 CreateSol 
ution

授予创建解决方案的权限 Write solution*    

 CreateSol 
utionVersion

授予创建解决方案版本的权限 Write solution*    

 DeleteCam 
paign

授予删除活动的权限 Write campaign*    

 DeleteDat 
aset

授予删除数据库的权限 Write dataset*    

 DeleteDat 
asetGroup

授予删除数据集组的权限 Write datasetGr 
oup*

   

 DeleteEve 
ntTracker

授予删除事件追踪器的权限 Write eventTrac 
ker*

   

 DeleteFilter 授予删除筛选条件的权限 写入 filter*    

 DeleteMet 
ricAttribution

授予删除指标属性的权限 写入 metricAtt 
ribution*

   

 DeleteRec 
ommender

授予删除推荐器的权限 写入 recommend 
er*
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https://docs.aws.amazon.com/personalize/latest/dg/API_CreateMetricAttribution.html
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateMetricAttribution.html
#amazonpersonalize-metricAttribution
#amazonpersonalize-metricAttribution
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateRecommender.html
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateRecommender.html
#amazonpersonalize-recommender
#amazonpersonalize-recommender
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateSchema.html
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateSchema.html
#amazonpersonalize-schema
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateSolution.html
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateSolution.html
#amazonpersonalize-solution
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateSolutionVersion.html
https://docs.aws.amazon.com/personalize/latest/dg/API_CreateSolutionVersion.html
#amazonpersonalize-solution
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteCampaign.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteCampaign.html
#amazonpersonalize-campaign
#amazonpersonalize-campaign
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteDataset.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteDataset.html
#amazonpersonalize-dataset
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteDatasetGroup.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteDatasetGroup.html
#amazonpersonalize-datasetGroup
#amazonpersonalize-datasetGroup
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteEventTracker.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteEventTracker.html
#amazonpersonalize-eventTracker
#amazonpersonalize-eventTracker
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteFilter.html
#amazonpersonalize-filter
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteMetricAttribution.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteMetricAttribution.html
#amazonpersonalize-metricAttribution
#amazonpersonalize-metricAttribution
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteRecommender.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteRecommender.html
#amazonpersonalize-recommender
#amazonpersonalize-recommender


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSch 
ema

授予删除架构的权限。 Write schema*    

 DeleteSol 
ution

授予权限以删除解决方案（包
括解决方案的所有版本）

Write solution*    

 DescribeA 
lgorithm

授予描述算法的权限 Read algorithm 
*

   

 DescribeB 
atchInfer 
enceJob

授予描述批量推理作业的权限 读取 batchInfe 
renceJob*

   

 DescribeB 
atchSegme 
ntJob

授予描述批量分段任务的权限 读取 batchSegm 
entJob*

   

 DescribeC 
ampaign

授予描述活动的权限 读取 campaign*    

 DescribeD 
ataDeleti 
onJob

授予权限以描述数据删除作业 读取 dataDelet 
ionJob*

   

 DescribeD 
ataInsigh 
tsJob

授予权限以描述数据洞察任务 读取 dataInsig 
htsJob*

   

 DescribeD 
ataset

授予描述数据集的权限 读取 dataset*    

 DescribeD 
atasetExp 
ortJob

授予描述数据集导出作业的权
限

读取 datasetEx 
portJob*
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https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteSchema.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteSchema.html
#amazonpersonalize-schema
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteSolution.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DeleteSolution.html
#amazonpersonalize-solution
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeAlgorithm.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeAlgorithm.html
#amazonpersonalize-algorithm
#amazonpersonalize-algorithm
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeBatchInferenceJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeBatchInferenceJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeBatchInferenceJob.html
#amazonpersonalize-batchInferenceJob
#amazonpersonalize-batchInferenceJob
#amazonpersonalize-batchInferenceJob
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeBatchSegmentJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeBatchSegmentJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeBatchSegmentJob.html
#amazonpersonalize-batchSegmentJob
#amazonpersonalize-batchSegmentJob
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeCampaign.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeCampaign.html
#amazonpersonalize-campaign
#amazonpersonalize-campaign
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeDataDeletionJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeDataDeletionJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeDataDeletionJob.html
#amazonpersonalize-dataDeletionJob
#amazonpersonalize-dataDeletionJob
https://docs.aws.amazon.com/personalize/latest/dg/analyzing-data.html
https://docs.aws.amazon.com/personalize/latest/dg/analyzing-data.html
https://docs.aws.amazon.com/personalize/latest/dg/analyzing-data.html
#amazonpersonalize-dataInsightsJob
#amazonpersonalize-dataInsightsJob
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeDataset.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeDataset.html
#amazonpersonalize-dataset
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeDatasetExportJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeDatasetExportJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeDatasetExportJob.html
#amazonpersonalize-datasetExportJob
#amazonpersonalize-datasetExportJob


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeD 
atasetGroup

授予描述数据集组的权限 Read datasetGr 
oup*

   

 DescribeD 
atasetImp 
ortJob

授予描述数据集导入作业的权
限

Read datasetIm 
portJob*

   

 DescribeE 
ventTracker

授予描述事件追踪器的权限 Read eventTrac 
ker*

   

 DescribeF 
eatureTra 
nsformation

授予描述功能转换的权限 Read featureTr 
ansformat 
ion*

   

 DescribeF 
ilter

授予描述筛选条件的权限 读取 filter*    

 DescribeM 
etricAttr 
ibution

授予描述指标属性的权限 读取 metricAtt 
ribution*

   

 DescribeR 
ecipe

授予描述配方的权限 读取 recipe*    

 DescribeR 
ecommender

授予权限以描述推荐器 读取 recommend 
er*

   

 DescribeS 
chema

授予描述架构的权限 Read schema*    

 DescribeS 
olution

授予描述解决方案的权限 Read solution*    
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https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeDatasetGroup.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeDatasetGroup.html
#amazonpersonalize-datasetGroup
#amazonpersonalize-datasetGroup
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeDatasetImportJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeDatasetImportJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeDatasetImportJob.html
#amazonpersonalize-datasetImportJob
#amazonpersonalize-datasetImportJob
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeEventTracker.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeEventTracker.html
#amazonpersonalize-eventTracker
#amazonpersonalize-eventTracker
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeFeatureTransformation.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeFeatureTransformation.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeFeatureTransformation.html
#amazonpersonalize-featureTransformation
#amazonpersonalize-featureTransformation
#amazonpersonalize-featureTransformation
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeFilter.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeFilter.html
#amazonpersonalize-filter
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeMetricAttribution.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeMetricAttribution.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeMetricAttribution.html
#amazonpersonalize-metricAttribution
#amazonpersonalize-metricAttribution
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeRecipe.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeRecipe.html
#amazonpersonalize-recipe
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeRecommender.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeRecommender.html
#amazonpersonalize-recommender
#amazonpersonalize-recommender
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeSchema.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeSchema.html
#amazonpersonalize-schema
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeSolution.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeSolution.html
#amazonpersonalize-solution


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
olutionVe 
rsion

授予描述解决方案版本的权限 读取 solution*    

 GetAction 
Recommend 
ations

授予获取建议操作列表的权限 读取 campaign*    

 GetDataIn 
sights

授予权限以从数据洞察任务中
获取数据洞察

读取 dataInsig 
htsJob*

   

 GetPerson 
alizedRan 
king

授予权限以获取重新排名的推
荐列表

Read campaign*    

 GetRecomm 
endations

授予权限以从活动获取推荐列
表

Read campaign*    

 GetSoluti 
onMetrics

授予权限以为解决方案版本获
取指标

Read solution*    

 ListBatch 
Inference 
Jobs

授予列出批量推理作业的权限 列表      

 ListBatch 
SegmentJobs

授予权限以列出批量分段任务 列表      

 ListCampa 
igns

授予列出活动的权限 列表      

 ListDataD 
eletionJobs

授予权限以列出数据删除作业 列表      
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https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeSolutionVersion.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeSolutionVersion.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DescribeSolutionVersion.html
#amazonpersonalize-solution
https://docs.aws.amazon.com/personalize/latest/dg/API_RS_GetActionRecommendations.html
https://docs.aws.amazon.com/personalize/latest/dg/API_RS_GetActionRecommendations.html
https://docs.aws.amazon.com/personalize/latest/dg/API_RS_GetActionRecommendations.html
#amazonpersonalize-campaign
#amazonpersonalize-campaign
https://docs.aws.amazon.com/personalize/latest/dg/analyzing-data.html
https://docs.aws.amazon.com/personalize/latest/dg/analyzing-data.html
#amazonpersonalize-dataInsightsJob
#amazonpersonalize-dataInsightsJob
https://docs.aws.amazon.com/personalize/latest/dg/API_RS_GetPersonalizedRanking.html
https://docs.aws.amazon.com/personalize/latest/dg/API_RS_GetPersonalizedRanking.html
https://docs.aws.amazon.com/personalize/latest/dg/API_RS_GetPersonalizedRanking.html
#amazonpersonalize-campaign
#amazonpersonalize-campaign
https://docs.aws.amazon.com/personalize/latest/dg/API_RS_GetRecommendations.html
https://docs.aws.amazon.com/personalize/latest/dg/API_RS_GetRecommendations.html
#amazonpersonalize-campaign
#amazonpersonalize-campaign
https://docs.aws.amazon.com/personalize/latest/dg/API_GetSolutionMetrics.html
https://docs.aws.amazon.com/personalize/latest/dg/API_GetSolutionMetrics.html
#amazonpersonalize-solution
https://docs.aws.amazon.com/personalize/latest/dg/API_ListBatchInferenceJobs.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListBatchInferenceJobs.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListBatchInferenceJobs.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListBatchSegmentJobs.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListBatchSegmentJobs.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListCampaigns.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListCampaigns.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListDataDeletionJobs.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListDataDeletionJobs.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDataI 
nsightsJobs

授予权限以列出数据洞察任务 列表      

 ListDatas 
etExportJobs

授予列出数据集导出作业的权
限

列表      

 ListDatas 
etGroups

授予列出数据集组的权限 List      

 ListDatas 
etImportJobs

授予列出数据集导入作业的权
限

List      

 ListDatasets 授予列出数据集的权限 List      

 ListEvent 
Trackers

授予列出事件追踪器的权限 List      

 ListFilters 授予列出筛选条件的权限 列表      

 ListMetri 
cAttribut 
ionMetrics

授予列出指标属性指标的权限 列表      

 ListMetri 
cAttributions

授予列出指标属性的权限 列表      

 ListRecipes 授予列出配方的权限 列表      

 ListRecom 
menders

授予列出推荐器的权限 列表      

 ListSchemas 授予列出架构的权限 List      

 ListSolut 
ionVersions

授予列出解决方案版本的权限 List      
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https://docs.aws.amazon.com/personalize/latest/dg/analyzing-data.html
https://docs.aws.amazon.com/personalize/latest/dg/analyzing-data.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListDatasetExportJobs.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListDatasetExportJobs.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListDatasetGroups.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListDatasetGroups.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListDatasetImportJobs.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListDatasetImportJobs.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListDatasets.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListEventTrackers.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListEventTrackers.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListFilters.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListMetricAttributionMetrics.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListMetricAttributionMetrics.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListMetricAttributionMetrics.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListMetricAttributions.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListMetricAttributions.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListRecipes.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListRecommenders.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListRecommenders.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListSchemas.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListSolutionVersions.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListSolutionVersions.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSolutions 授予列出解决方案的权限 列表      

 ListTagsF 
orResource

授予权限以列出资源的标签 列表      

 PutAction 
Interactions

授予放置实时操作交互数据的
权限

写入      

 PutActions 授予摄取操作数据的权限 写入 dataset*    

 PutEvents 授予放置实时事件数据的权限 Write      

 PutItems 授予提取项目数据的权限 Write dataset*    

 PutUsers 授予提取用户数据的权限 写入 dataset*    

 StartReco 
mmender

授予启动推荐器的权限 写入 recommend 
er*

   

 StopRecom 
mender

授予停止推荐器的权限 写入 recommend 
er*

   

 StopSolut 
ionVersio 
nCreation

授予停止解决方案版本创建的
权限

写入 solution*    

 TagResour 
ce

授予权限以标记资源 Tagging      

 UntagReso 
urce

授予权限以取消标记资源 标记      

 UpdateCam 
paign

授予更新活动的权限 写入 campaign*    
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https://docs.aws.amazon.com/personalize/latest/dg/API_ListSolutions.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListTagsForResource.html
https://docs.aws.amazon.com/personalize/latest/dg/API_ListTagsForResource.html
https://docs.aws.amazon.com/personalize/latest/dg/API_UBS_PutActionInteractions.html
https://docs.aws.amazon.com/personalize/latest/dg/API_UBS_PutActionInteractions.html
https://docs.aws.amazon.com/personalize/latest/dg/API_UBS_PutActions.html
#amazonpersonalize-dataset
https://docs.aws.amazon.com/personalize/latest/dg/API_UBS_PutEvents.html
https://docs.aws.amazon.com/personalize/latest/dg/API_UBS_PutItems.html
#amazonpersonalize-dataset
https://docs.aws.amazon.com/personalize/latest/dg/API_UBS_PutUsers.html
#amazonpersonalize-dataset
https://docs.aws.amazon.com/personalize/latest/dg/API_StartRecommender.html
https://docs.aws.amazon.com/personalize/latest/dg/API_StartRecommender.html
#amazonpersonalize-recommender
#amazonpersonalize-recommender
https://docs.aws.amazon.com/personalize/latest/dg/API_StopRecommender.html
https://docs.aws.amazon.com/personalize/latest/dg/API_StopRecommender.html
#amazonpersonalize-recommender
#amazonpersonalize-recommender
https://docs.aws.amazon.com/personalize/latest/dg/API_StopSolutionVersionCreation.html
https://docs.aws.amazon.com/personalize/latest/dg/API_StopSolutionVersionCreation.html
https://docs.aws.amazon.com/personalize/latest/dg/API_StopSolutionVersionCreation.html
#amazonpersonalize-solution
https://docs.aws.amazon.com/personalize/latest/dg/API_TagResource.html
https://docs.aws.amazon.com/personalize/latest/dg/API_TagResource.html
https://docs.aws.amazon.com/personalize/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com/personalize/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com/personalize/latest/dg/API_UpdateCampaign.html
https://docs.aws.amazon.com/personalize/latest/dg/API_UpdateCampaign.html
#amazonpersonalize-campaign
#amazonpersonalize-campaign


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateDat 
aset

授予更新数据集的权限 写入 dataset*    

 UpdateMet 
ricAttribution

授予更新指标属性的权限 写入 metricAtt 
ribution*

   

 UpdateRec 
ommender

授予更新推荐器的权限 写入 recommend 
er*

   

 UpdateSol 
ution

授予权限以更新解决方案 写入 solution*    

Amazon Personalize 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 schema arn:${Partition}:personalize:${Regio 
n}:${Account}:schema/${ResourceId}

 

 featureTr 
ansformation

arn:${Partition}:personalize:::featu 
re-transformation/${ResourceId}

 

 dataset arn:${Partition}:personalize:${Regio 
n}:${Account}:dataset/${ResourceId}

 

 datasetGr 
oup

arn:${Partition}:personalize:${Regio 
n}:${Account}:dataset-group/${Resour 
ceId}
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https://docs.aws.amazon.com/personalize/latest/dg/API_UpdateDataset.html
https://docs.aws.amazon.com/personalize/latest/dg/API_UpdateDataset.html
#amazonpersonalize-dataset
https://docs.aws.amazon.com/personalize/latest/dg/API_UpdateMetricAttribution.html
https://docs.aws.amazon.com/personalize/latest/dg/API_UpdateMetricAttribution.html
#amazonpersonalize-metricAttribution
#amazonpersonalize-metricAttribution
https://docs.aws.amazon.com/personalize/latest/dg/API_UpdateRecommender.html
https://docs.aws.amazon.com/personalize/latest/dg/API_UpdateRecommender.html
#amazonpersonalize-recommender
#amazonpersonalize-recommender
https://docs.aws.amazon.com/personalize/latest/dg/API_UpdateSolution.html
https://docs.aws.amazon.com/personalize/latest/dg/API_UpdateSolution.html
#amazonpersonalize-solution
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/personalize/latest/dg/how-it-works-dataset-schema.html#schema-examples
https://docs.aws.amazon.com/personalize/latest/dg/API_FeatureTransformation.html
https://docs.aws.amazon.com/personalize/latest/dg/API_FeatureTransformation.html
https://docs.aws.amazon.com/personalize/latest/dg/API_Dataset.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DatasetGroup.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DatasetGroup.html
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资源类型 ARN 条件键

 datasetIm 
portJob

arn:${Partition}:personalize:${Regio 
n}:${Account}:dataset-import-job/${R 
esourceId}

 

 dataInsig 
htsJob

arn:${Partition}:personalize:${Regio 
n}:${Account}:data-insights-job/${Re 
sourceId}

 

 datasetEx 
portJob

arn:${Partition}:personalize:${Regio 
n}:${Account}:dataset-export-job/${R 
esourceId}

 

 dataDelet 
ionJob

arn:${Partition}:personalize:${Regio 
n}:${Account}:data-deletion-job/${Re 
sourceId}

 

 solution arn:${Partition}:personalize:${Regio 
n}:${Account}:solution/${ResourceId}

 

 campaign arn:${Partition}:personalize:${Regio 
n}:${Account}:campaign/${ResourceId}

 

 eventTracker arn:${Partition}:personalize:${Regio 
n}:${Account}:event-tracker/${Resour 
ceId}

 

 recipe arn:${Partition}:personalize:::recip 
e/${ResourceId}

 

 algorithm arn:${Partition}:personalize:::algor 
ithm/${ResourceId}

 

 batchInfe 
renceJob

arn:${Partition}:personalize:${Regio 
n}:${Account}:batch-inference-job/${ 
ResourceId}
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https://docs.aws.amazon.com/personalize/latest/dg/API_DatasetImportJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DatasetImportJob.html
https://docs.aws.amazon.com/personalize/latest/dg/analyzing-data.html
https://docs.aws.amazon.com/personalize/latest/dg/analyzing-data.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DatasetExportJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DatasetExportJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DataDeletionJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_DataDeletionJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_Solution.html
https://docs.aws.amazon.com/personalize/latest/dg/API_Campaign.html
https://docs.aws.amazon.com/personalize/latest/dg/API_EventTracker.html
https://docs.aws.amazon.com/personalize/latest/dg/API_Recipe.html
https://docs.aws.amazon.com/personalize/latest/dg/API_Algorithm.html
https://docs.aws.amazon.com/personalize/latest/dg/API_BatchInferenceJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_BatchInferenceJob.html
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资源类型 ARN 条件键

 filter arn:${Partition}:personalize:${Regio 
n}:${Account}:filter/${ResourceId}

 

 recommend 
er

arn:${Partition}:personalize:${Regio 
n}:${Account}:recommender/${Resource 
Id}

 

 batchSegm 
entJob

arn:${Partition}:personalize:${Regio 
n}:${Account}:batch-segment-job/${Re 
sourceId}

 

 metricAtt 
ribution

arn:${Partition}:personalize:${Regio 
n}:${Account}:metric-attribution/${R 
esourceId}

 

Amazon Personalize 的条件键

Personalize 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Pinpoint 的操作、资源和条件键

Amazon Pinpoint（服务前缀：mobiletargeting）提供以下服务特定的资源、操作和条件上下文键
以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Pinpoint 定义的操作

• Amazon Pinpoint 定义的资源类型

• Amazon Pinpoint 的条件键
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https://docs.aws.amazon.com/personalize/latest/dg/API_Filter.html
https://docs.aws.amazon.com/personalize/latest/dg/API_Recommender.html
https://docs.aws.amazon.com/personalize/latest/dg/API_Recommender.html
https://docs.aws.amazon.com/personalize/latest/dg/API_BatchSegmentJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_BatchSegmentJob.html
https://docs.aws.amazon.com/personalize/latest/dg/API_MetricAttribution.html
https://docs.aws.amazon.com/personalize/latest/dg/API_MetricAttribution.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/
https://docs.aws.amazon.com/pinpoint/latest/apireference/
https://docs.aws.amazon.com/pinpoint/latest/developerguide/permissions-actions.html#permissions-actions-apiactions
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Amazon Pinpoint 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

apps*     CreateApp 授予创建应用程序的权限 写入

  aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
#amazonpinpoint-apps
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps.html#CreateApp
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

app*     CreateCam 
paign

授予权限以为应用程序创建活
动

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

template*     CreateEma 
ilTemplate

授予创建电子邮件模板的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 CreateExp 
ortJob

授予权限以创建将终端节点定
义导出到 Amazon S3 的导出
任务

写入 app*    
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#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-app
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns.html#CreateCampaign
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns.html#CreateCampaign
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-template
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-email.html#CreateEmailTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-email.html#CreateEmailTemplate
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-jobs-export.html#CreateExportJob
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-jobs-export.html#CreateExportJob
#amazonpinpoint-app


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateImp 
ortJob

授予导入终端节点定义以创建
分段的权限

写入 app*    

template*     CreateInA 
ppTemplate

授予创建应用内消息模板的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

journeys*     CreateJou 
rney

授予权限以为应用程序创建历
程

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 CreatePus 
hTemplate

授予权限以创建推送通知模板 写入 template*    
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https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-jobs-import.html#CreateImportJob
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-jobs-import.html#CreateImportJob
#amazonpinpoint-app
#amazonpinpoint-template
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-inapp.html#CreateInAppTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-inapp.html#CreateInAppTemplate
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-journeys
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys.html#CreateJourney
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys.html#CreateJourney
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-push.html#CreatePushTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-push.html#CreatePushTemplate
#amazonpinpoint-template


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 CreateRec 
ommenderC 
onfiguration

授予权限以为推荐模型创建 
Amazon Pinpoint 配置

写入 recommend 
ers*

   

app*     CreateSeg 
ment

授予权限以创建基于应用程序
向 Pinpoint 报告的终端节点数
据的分段。要允许用户通过从 
Pinpoint 外部导入端点数据来 
创建区段，请允许 mobileTar 
geting: 操作 CreateImportJob

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 CreateSms 
Template

授予创建 sms 消息模板的权限 写入 template*    
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#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference/recommenders.html#CreateRecommenderConfiguration
https://docs.aws.amazon.com/pinpoint/latest/apireference/recommenders.html#CreateRecommenderConfiguration
https://docs.aws.amazon.com/pinpoint/latest/apireference/recommenders.html#CreateRecommenderConfiguration
#amazonpinpoint-recommenders
#amazonpinpoint-recommenders
#amazonpinpoint-app
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-segments.html#CreateSegment
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-segments.html#CreateSegment
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-sms.html#CreateSmsTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-sms.html#CreateSmsTemplate
#amazonpinpoint-template
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

template*     CreateVoi 
ceTemplate

授予创建语音消息模板的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteAdm 
Channel

授予权限以删除应用程序的 
ADM 通道

写入 channel*    

 DeleteApn 
sChannel

授予删除应用程序 APNs 频道
的权限

写入 channel*    

 DeleteApn 
sSandboxC 
hannel

授予删除应用程序 APNs 沙盒
频道的权限

写入 channel*    
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#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-template
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-voice.html#CreateVoiceTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-voice.html#CreateVoiceTemplate
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-adm.html#DeleteAdmChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-adm.html#DeleteAdmChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns.html#DeleteApnsChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns.html#DeleteApnsChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_sandbox.html#DeleteApnsSandboxChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_sandbox.html#DeleteApnsSandboxChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_sandbox.html#DeleteApnsSandboxChannel
#amazonpinpoint-channel
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteApn 
sVoipChan 
nel

授予删除应用程序的 APNs 
VoIP 频道的权限

写入 channel*    

 DeleteApn 
sVoipSand 
boxChannel

授予删除应用程序的 APNs 
VoIP 沙盒频道的权限

写入 channel*    

 DeleteApp 授予删除特定活动的权限 写入 app*    

 DeleteBai 
duChannel

授予权限以删除应用程序的百
度渠道

写入 channel*    

 DeleteCam 
paign

授予删除特定活动的权限 写入 campaign*    

 DeleteEma 
ilChannel

授予删除应用程序的电子邮件
通道的权限

写入 channel*    

 DeleteEma 
ilTemplate

授予权限以删除电子邮件模板
或电子邮件模板版本

写入 template*    

 DeleteEnd 
point

授予权限以删除终端节点 写入 endpoint*    

 DeleteEve 
ntStream

授予权限以删除应用程序的事
件流

写入 event-str 
eam*

   

 DeleteGcm 
Channel

授予权限以删除应用程序的 
GCM 通道

写入 channel*    

 DeleteInA 
ppTemplate

授予删除应用内消息模板或应
用内模板版本的权限

写入 template*    
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https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_voip.html#DeleteApnsVoipChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_voip.html#DeleteApnsVoipChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_voip.html#DeleteApnsVoipChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_voip_sandbox.html#DeleteApnsVoipSandboxChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_voip_sandbox.html#DeleteApnsVoipSandboxChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_voip_sandbox.html#DeleteApnsVoipSandboxChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id.html#DeleteApp
#amazonpinpoint-app
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-baidu.html#DeleteBaiduChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-baidu.html#DeleteBaiduChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id.html#DeleteCampaign
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id.html#DeleteCampaign
#amazonpinpoint-campaign
#amazonpinpoint-campaign
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-email.html#DeleteEmailChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-email.html#DeleteEmailChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-email.html#DeleteEmailTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-email.html#DeleteEmailTemplate
#amazonpinpoint-template
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-endpoints-endpoint-id.html#DeleteEndpoint
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-endpoints-endpoint-id.html#DeleteEndpoint
#amazonpinpoint-endpoint
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-eventstream.html#DeleteEventStream
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-eventstream.html#DeleteEventStream
#amazonpinpoint-event-stream
#amazonpinpoint-event-stream
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-gcm.html#DeleteGcmChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-gcm.html#DeleteGcmChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-inapp.html#DeleteInAppTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-inapp.html#DeleteInAppTemplate
#amazonpinpoint-template


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteJou 
rney

授予删除特定历程的权限 写入 journey*    

 DeletePus 
hTemplate

授予删除推送通知模板或推送
通知模板版本的权限

写入 template*    

 DeleteRec 
ommenderC 
onfiguration

授予权限以删除推荐模型的 
Amazon Pinpoint 配置

写入 recommend 
er*

   

 DeleteSeg 
ment

授予删除特定分段的权限 写入 segment*    

 DeleteSms 
Channel

授予权限以删除应用程序的 
SMS 通道

写入 channel*    

 DeleteSms 
Template

授予权限以删除 SMS 消息模
板或 SMS 消息模板版本

写入 template*    

 DeleteUse 
rEndpoints

授予权限以删除与用户 ID 关联
的所有终端节点

写入 user*    

 DeleteVoi 
ceChannel

授予权限以删除应用程序的语
音通道

写入 channel*    

 DeleteVoi 
ceTemplate

授予权限以删除语音邮件模板
或语音邮件模板版本

写入 template*    

 GetAdmCha 
nnel

授予权限以检索有关应用程序
的 Amazon Device Messaging 
(ADM) 通道的信息

读取 channel*    

 GetApnsCh 
annel

授予检索应用程序 APNs 频道
相关信息的权限

读取 channel*    
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https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id.html#DeleteJourney
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id.html#DeleteJourney
#amazonpinpoint-journey
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-push.html#DeletePushTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-push.html#DeletePushTemplate
#amazonpinpoint-template
https://docs.aws.amazon.com/pinpoint/latest/apireference/recommenders-recommender-id.html#DeleteRecommenderConfiguration
https://docs.aws.amazon.com/pinpoint/latest/apireference/recommenders-recommender-id.html#DeleteRecommenderConfiguration
https://docs.aws.amazon.com/pinpoint/latest/apireference/recommenders-recommender-id.html#DeleteRecommenderConfiguration
#amazonpinpoint-recommender
#amazonpinpoint-recommender
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-segments-segment-id.html#DeleteSegment
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-segments-segment-id.html#DeleteSegment
#amazonpinpoint-segment
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-sms.html#DeleteSmsChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-sms.html#DeleteSmsChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-sms.html#DeleteSmsTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-sms.html#DeleteSmsTemplate
#amazonpinpoint-template
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-users-user-id.html#DeleteUserEndpoints
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-users-user-id.html#DeleteUserEndpoints
#amazonpinpoint-user
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-voice.html#DeleteVoiceChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-voice.html#DeleteVoiceChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-voice.html#DeleteVoiceTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-voice.html#DeleteVoiceTemplate
#amazonpinpoint-template
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-adm.html#GetAdmChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-adm.html#GetAdmChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns.html#GetApnsChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns.html#GetApnsChannel
#amazonpinpoint-channel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetApnsSa 
ndboxChan 
nel

授予检索应用程序 APNs 沙盒
频道相关信息的权限

读取 channel*    

 GetApnsVo 
ipChannel

授予检索应用程序的 APNs 
VoIP 频道相关信息的权限

读取 channel*    

 GetApnsVo 
ipSandbox 
Channel

授予检索应用程序的 APNs 
VoIP 沙盒频道相关信息的权限

读取 channel*    

 GetApp 授予权限以检索有关您的 
Amazon Pinpoint 账户中的特
定应用程序的信息

读取 app*    

 GetApplic 
ationDate 
RangeKpi

授予权限以检索（查询）适用
于应用程序的标准指标的预聚
合数据

读取 applicati 
on-metric 
s*

   

 GetApplic 
ationSettings

授予权限以检索应用程序的默
认设置

列表 app*    

 GetApps 授予权限以检索您的 Amazon 
Pinpoint 账户中的应用程序列 
表

读取 apps*    

 GetBaiduC 
hannel

授予权限以检索有关应用程序
的百度渠道的信息

读取 channel*    

 GetCampai 
gn

授予权限以检索有关特定活动
的信息

读取 campaign*    

 GetCampai 
gnActivities

授予权限以检索有关市场活动
执行的活动的信息

列表 campaign*    
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https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_sandbox.html#GetApnsSandboxChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_sandbox.html#GetApnsSandboxChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_sandbox.html#GetApnsSandboxChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_voip.html#GetApnsVoipChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_voip.html#GetApnsVoipChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_voip_sandbox.html#GetApnsVoipSandboxChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_voip_sandbox.html#GetApnsVoipSandboxChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns_voip_sandbox.html#GetApnsVoipSandboxChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id.html#GetApp
#amazonpinpoint-app
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-kpis-daterange-kpi-name.html#GetApplicationDateRangeKpi
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-kpis-daterange-kpi-name.html#GetApplicationDateRangeKpi
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-kpis-daterange-kpi-name.html#GetApplicationDateRangeKpi
#amazonpinpoint-application-metrics
#amazonpinpoint-application-metrics
#amazonpinpoint-application-metrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-settings.html#GetApplicationSettings
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-settings.html#GetApplicationSettings
#amazonpinpoint-app
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps.html#GetApps
#amazonpinpoint-apps
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-baidu.html#GetBaiduChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-baidu.html#GetBaiduChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id.html#GetCampaign
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id.html#GetCampaign
#amazonpinpoint-campaign
#amazonpinpoint-campaign
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id-activities.html#GetCampaignActivities
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id-activities.html#GetCampaignActivities
#amazonpinpoint-campaign
#amazonpinpoint-campaign


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCampai 
gnDateRan 
geKpi

授予权限以检索（查询）适用
于活动的标准指标的预聚合数
据

读取 campaign- 
metrics*

   

 GetCampai 
gnVersion

授予权限以检索有关特定活动
版本的信息

读取 campaign*    

 GetCampai 
gnVersions

授予权限以检索有关市场活动
的当前和以前版本的信息

列表 campaign*    

 GetCampai 
gns

授予权限以检索有关应用程序
的所有市场活动的信息

列表 app*    

 GetChannels 授予权限以获取应用程序的所
有通道信息

列表 channels*    

 GetEmailC 
hannel

授予权限以获取有关应用程序
中的电子邮件通道的信息

读取 channel*    

 GetEmailT 
emplate

授予权限以检索有关电子邮件
模板的特定版本或活动版本的
信息

读取 template*    

 GetEndpoint 授予权限以检索有关特定终端
节点的信息

读取 endpoint*    

 GetEventS 
tream

授予权限以检索有关应用程序
的事件流的信息

读取 event-str 
eam*

   

 GetExport 
Job

授予权限以获取有关特定导出
任务的信息

读取 export-jo 
b*

   

 GetExport 
Jobs

授予权限以检索应用程序的所
有导出任务的列表

列表 app*    
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https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id-kpis-daterange-kpi-name.html#GetCampaignDateRangeKpi
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id-kpis-daterange-kpi-name.html#GetCampaignDateRangeKpi
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id-kpis-daterange-kpi-name.html#GetCampaignDateRangeKpi
#amazonpinpoint-campaign-metrics
#amazonpinpoint-campaign-metrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id-versions-version.html#GetCampaignVersion
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id-versions-version.html#GetCampaignVersion
#amazonpinpoint-campaign
#amazonpinpoint-campaign
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id-versions.html#GetCampaignVersions
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id-versions.html#GetCampaignVersions
#amazonpinpoint-campaign
#amazonpinpoint-campaign
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns.html#GetCampaigns
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns.html#GetCampaigns
#amazonpinpoint-app
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels.html#GetChannels
#amazonpinpoint-channels
#amazonpinpoint-channels
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-email.html#GetEmailChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-email.html#GetEmailChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-email.html#GetEmailTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-email.html#GetEmailTemplate
#amazonpinpoint-template
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-endpoints-endpoint-id.html#GetEndpoint
#amazonpinpoint-endpoint
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-eventstream.html#GetEventStream
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-eventstream.html#GetEventStream
#amazonpinpoint-event-stream
#amazonpinpoint-event-stream
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-jobs-export-job-id.html#GetExportJob
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-jobs-export-job-id.html#GetExportJob
#amazonpinpoint-export-job
#amazonpinpoint-export-job
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-jobs-export.html#GetExportJobs
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-jobs-export.html#GetExportJobs
#amazonpinpoint-app


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetGcmCha 
nnel

授予权限以检索有关应用程序
的 GCM 通道的信息

读取 channel*    

 GetImport 
Job

授予权限以检索有关特定导入
任务的信息

读取 import-jo 
b*

   

 GetImport 
Jobs

授予权限以检索有关应用程序
的所有导入任务的信息

列表 app*    

 GetInAppM 
essages

授予权限以检索给定终端节点 
ID 的应用程序内消息

读取 app*    

 GetInAppT 
emplate

授予检索与应用内消息模板的
特定或活动版本相关的信息的
权限

读取 template*    

 GetJourney 授予权限以检索有关特定历程
的信息

读取 journey*    

 GetJourne 
yDateRang 
eKpi

授予权限以检索（查询）适用
于历程的标准互动指标的预聚
合数据

读取 journey-
metrics*

   

 GetJourne 
yExecutio 
nActivity 
Metrics

授予权限以检索（查询）适用
于历程活动的标准执行指标的
预聚合数据

读取 journey-e 
xecution- 
activity- 
metrics*

   

 GetJourne 
yExecutio 
nMetrics

授予权限以检索（查询）适用
于历程的标准执行指标的预聚
合数据

读取 journey-e 
xecution- 
metrics*
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https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-gcm.html#GetGcmChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-gcm.html#GetGcmChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-jobs-import-job-id.html#GetImportJob
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-jobs-import-job-id.html#GetImportJob
#amazonpinpoint-import-job
#amazonpinpoint-import-job
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-jobs-import.html#GetImportJobs
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-jobs-import.html#GetImportJobs
#amazonpinpoint-app
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-endpoints-endpoint-id-inappmessages.html#GetInAppMessages
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-endpoints-endpoint-id-inappmessages.html#GetInAppMessages
#amazonpinpoint-app
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-inapp.html#GetInAppTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-inapp.html#GetInAppTemplate
#amazonpinpoint-template
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id.html#GetJourney
#amazonpinpoint-journey
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-kpis-daterange-kpi-name.html#GetJourneyDateRangeKpi
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-kpis-daterange-kpi-name.html#GetJourneyDateRangeKpi
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-kpis-daterange-kpi-name.html#GetJourneyDateRangeKpi
#amazonpinpoint-journey-metrics
#amazonpinpoint-journey-metrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-activities-journey-activity-id-execution-metrics.html#GetJourneyExecutionActivityMetrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-activities-journey-activity-id-execution-metrics.html#GetJourneyExecutionActivityMetrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-activities-journey-activity-id-execution-metrics.html#GetJourneyExecutionActivityMetrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-activities-journey-activity-id-execution-metrics.html#GetJourneyExecutionActivityMetrics
#amazonpinpoint-journey-execution-activity-metrics
#amazonpinpoint-journey-execution-activity-metrics
#amazonpinpoint-journey-execution-activity-metrics
#amazonpinpoint-journey-execution-activity-metrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-execution-metrics.html#GetJourneyExecutionMetrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-execution-metrics.html#GetJourneyExecutionMetrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-execution-metrics.html#GetJourneyExecutionMetrics
#amazonpinpoint-journey-execution-metrics
#amazonpinpoint-journey-execution-metrics
#amazonpinpoint-journey-execution-metrics


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetJourne 
yRunExecu 
tionActiv 
ityMetrics

授予检索（查询）适用于单个
历程运行的历程活动的标准执
行指标的预聚合数据的权限

读取 journey*    

 GetJourne 
yRunExecu 
tionMetrics

授予检索（查询）适用于单个
历程运行的历程的标准执行指
标的预聚合数据的权限

读取 journey*    

 GetJourne 
yRuns

授予检索有关历程的的所有历
程运行的信息的权限

列表 journey*    

 GetPushTe 
mplate

授予权限以检索有关推送通知
模板的特定版本或活动版本的
信息

读取 template*    

 GetRecomm 
enderConf 
iguration

授予权限以检索有关推荐模型
的 Amazon Pinpoint 配置的信
息。

读取 recommend 
er*

   

 GetRecomm 
enderConf 
igurations

授予权限以检索与 Amazon 
Pinpoint 账户关联的所有推荐 
模型配置的信息

列表 recommend 
ers*

   

 GetReports
[仅权限]

授予移动定位权限：GetReport 
s

读取 reports*    

 GetSegment 授予权限以检索有关特定分段
的信息

读取 segment*    

 GetSegmen 
tExportJobs

授予权限以检索有关将终端节
点定义从分段导出到 Amazon 
S3 的任务的信息

列表 segment*    
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https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-runs-run-id-activities-journey-activity-id-execution-metrics.html#GetJourneyRunExecutionActivityMetrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-runs-run-id-activities-journey-activity-id-execution-metrics.html#GetJourneyRunExecutionActivityMetrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-runs-run-id-activities-journey-activity-id-execution-metrics.html#GetJourneyRunExecutionActivityMetrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-runs-run-id-activities-journey-activity-id-execution-metrics.html#GetJourneyRunExecutionActivityMetrics
#amazonpinpoint-journey
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-runs-run-id-execution-metrics.html#GetJourneyRunExecutionMetrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-runs-run-id-execution-metrics.html#GetJourneyRunExecutionMetrics
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-runs-run-id-execution-metrics.html#GetJourneyRunExecutionMetrics
#amazonpinpoint-journey
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-runs.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-runs.html
#amazonpinpoint-journey
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-push.html#GetPushTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-push.html#GetPushTemplate
#amazonpinpoint-template
https://docs.aws.amazon.com/pinpoint/latest/apireference/recommenders-recommender-id.html#GetRecommenderConfiguration
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSegmen 
tImportJobs

授予权限以检索有关通过导入
终端节点定义来创建分段的任
务的信息

列表 segment*    

 GetSegmen 
tVersion

授予权限以检索有关特定分段
版本的信息

读取 segment*    

 GetSegmen 
tVersions

授予权限以检索有关分段的当
前和以前版本的信息

列表 segment*    

 GetSegmen 
ts

授予权限以检索有关应用程序
的分段的信息

列表 app*    

 GetSmsCha 
nnel

授予权限以获取有关应用程序
中的 SMS 通道的信息

读取 channel*    

 GetSmsTem 
plate

授予权限以检索有关 sms 消息
模板的特定版本或活动版本的
信息

读取 template*    

 GetUserEn 
dpoints

授予权限以检索有关与用户 ID 
关联的终端节点的信息

读取 user*    

 GetVoiceC 
hannel

授予权限以获取有关应用程序
中的语音通道的信息

读取 channel*    

 GetVoiceT 
emplate

授予权限以检索有关语音消息
模板的特定版本或活动版本的
信息

读取 template*    

 ListJourneys 授予权限以检索有关应用程序
的所有历程的信息

列表 app*    

 ListTagsF 
orResource

授予权限以列出资源的标签 读取 app    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

campaign    

journey    

segment    

template    

 ListTempl 
ateVersions

授予权限以检索有关特定模板
的所有版本

列表 template*    

 ListTempl 
ates

授予权限以检索有关查询模板
的元数据

列表 templates 
*

   

 PhoneNumb 
erValidate

授予权限以获取电话号码的元
数据，例如号码类型（移动电
话、固定电话或 VoIP）、位置
和提供商

读取 phone-
number-
validate*

   

 PutEventS 
tream

授予权限以创建或更新应用程
序的事件流

写入 event-str 
eam*

   

 PutEvents 授予权限以创建或更新应用程
序的事件

写入 events*    

 RemoveAtt 
ributes

授予权限以删除应用程序属性 写入 attribute*    

 SendMessa 
ges

授予权限以将 SMS 消息或推
送通知发送到特定终端节点

写入 messages*    

 SendOTPMe 
ssage

授予向应用程序用户发送 OTP 
代码的权限

写入 otp*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SendUsers 
Messages

授予权限以将 SMS 消息或推
送通知发送到与特定用户 ID 关
联的所有终端节点

写入 messages*    

app    

campaign    

journey    

segment    

template    

 TagResour 
ce

授予权限以将标签添加到资源
中

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

app    

campaign    

journey    

segment    

 UntagReso 
urce

授予权限以从资源中删除标签 标记

template    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateAdm 
Channel

授予权限以更新应用程序的 
Amazon Device Messaging 
(ADM) 通道

写入 channel*    

 UpdateApn 
sChannel

授予更新应用程序的 Apple 推
送通知服务 (APNs) 频道的权
限

写入 channel*    

 UpdateApn 
sSandboxC 
hannel

授予更新应用程序的 Apple 推
送通知服务 (APNs) 沙盒频道
的权限

写入 channel*    

 UpdateApn 
sVoipChan 
nel

授予更新应用程序的 Apple 推
送通知服务 (APNs) VoIP 频道
的权限

写入 channel*    

 UpdateApn 
sVoipSand 
boxChannel

授予更新应用程序的 Apple 推
送通知服务 (APNs) VoIP 沙盒
频道的权限

写入 channel*    

 UpdateApp 
licationS 
ettings

授予权限以更新应用程序的默
认设置

写入 app*    

 UpdateBai 
duChannel

授予权限以更新应用程序的百
度渠道

写入 channel*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

campaign*     UpdateCam 
paign

授予更新特定活动的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateEma 
ilChannel

授予权限以更新应用程序的电
子邮件通道

写入 channel*    

template*     UpdateEma 
ilTemplate

授予权限以更新相同版本下的
特定电子邮件模板或生成新版
本

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateEnd 
point

授予权限以创建终端节点或更
新终端节点的信息

写入 endpoint*    

 UpdateEnd 
pointsBatch

授予以批处理操作形式创建或
更新终端节点的权限

写入 app*    

 UpdateGcm 
Channel

授予权限以更新允许向 
Android 应用程序发送推
送通知的 Firebase Cloud 
Messaging (FCM) 或 Google 
Cloud Messaging (GCM) API 
密钥

写入 channel*    

 UpdateInA 
ppTemplate

写入 template*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

授予更新相同版本下的特定应
用内消息模板或生成新版本的
权限

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

journey*     UpdateJou 
rney

授予更新特定历程的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

journey*     UpdateJou 
rneyState

授予更新特定历程状态的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

template*     UpdatePus 
hTemplate

授予权限以更新相同版本下的
特定推送通知模板或生成新版
本

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRec 
ommenderC 
onfiguration

授予权限以更新推荐模型的 
Amazon Pinpoint 配置

写入 recommend 
er*

   

segment*     UpdateSeg 
ment

授予更新特定分段的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateSms 
Channel

授予权限以更新应用程序的 
SMS 通道

写入 channel*    

template*     UpdateSms 
Template

授予权限以更新相同版本下的
特定 sms 消息模板或生成新版 
本

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateTem 
plateActi 
veVersion

授予权限以更新特定模板的活
动版本参数

写入 template*    

 UpdateVoi 
ceChannel

授予权限以更新应用程序的语
音通道

写入 channel*    

 UpdateVoi 
ceTemplate

授予权限以更新相同版本下的
特定语音消息模板或生成新版
本

写入 template*    
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https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-template-type-active-version.html#UpdateTemplateActiveVersion
#amazonpinpoint-template
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-voice.html#UpdateVoiceChannel
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-voice.html#UpdateVoiceChannel
#amazonpinpoint-channel
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-voice.html#UpdateVoiceTemplate
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates-template-name-voice.html#UpdateVoiceTemplate
#amazonpinpoint-template
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 VerifyOTP 
Message

授予检查一次性密码有效性的
权限 (OTPs)

写入 verify-ot 
p*

   

Amazon Pinpoint 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 app arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}

aws:ResourceTag/${ 
TagKey}

 apps arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/*

 

 campaign arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/camp 
aigns/${CampaignId}

aws:ResourceTag/${ 
TagKey}

 journey arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/jour 
neys/${JourneyId}

aws:ResourceTag/${ 
TagKey}
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#amazonpinpoint-aws_RequestTag___TagKey_
#amazonpinpoint-aws_RequestTag___TagKey_
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#amazonpinpoint-aws_TagKeys
#amazonpinpoint-aws_TagKeys
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-verify-otp.html#VerifyOTPMessage
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-verify-otp.html#VerifyOTPMessage
#amazonpinpoint-verify-otp
#amazonpinpoint-verify-otp
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id.html
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-campaigns-campaign-id.html
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id.html
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 journeys arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/jour 
neys

 

 segment arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/segm 
ents/${SegmentId}

aws:ResourceTag/${ 
TagKey}

 template arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:templates/${Templa 
teName}/${TemplateType}

aws:ResourceTag/${ 
TagKey}

 templates arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:templates

 

 recommend 
er

arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:recommenders/${Rec 
ommenderId}

 

 recommend 
ers

arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:recommenders/*

 

 phone-num 
ber-validate

arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:phone/number/valid 
ate

 

 channels arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/chan 
nels

 

 channel arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/chan 
nels/${ChannelType}

 

 event-stream arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/even 
tstream
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https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-segments-segment-id.html
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates.html
#amazonpinpoint-aws_ResourceTag___TagKey_
#amazonpinpoint-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint/latest/apireference/templates.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/recommenders.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/recommenders.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/recommenders.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/recommenders.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/phone-number-validate.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/phone-number-validate.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-eventstream.html
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资源类型 ARN 条件键

 events arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/even 
ts

 

 messages arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/mess 
ages

 

 verify-otp arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/veri 
fy-otp

 

 otp arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/otp

 

 attribute arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/attr 
ibutes/${AttributeType}

 

 user arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/user 
s/${UserId}

 

 endpoint arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/endp 
oints/${EndpointId}

 

 import-job arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/jobs 
/import/${JobId}

 

 export-job arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/jobs 
/export/${JobId}
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https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-events.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-messages.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-verify-otp.html
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https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-users-user-id.html
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资源类型 ARN 条件键

 application-
metrics

arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/kpis 
/daterange/${KpiName}

 

 campaign- 
metrics

arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/camp 
aigns/${CampaignId}/kpis/daterange/$ 
{KpiName}

 

 journey-m 
etrics

arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/jour 
neys/${JourneyId}/kpis/daterange/${K 
piName}

 

 journey-e 
xecution- 
metrics

arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/jour 
neys/${JourneyId}/execution-metrics

 

 journey-e 
xecution- 
activity- 
metrics

arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:apps/${AppId}/jour 
neys/${JourneyId}/activities/${Journ 
eyActivityId}/execution-metrics

 

 reports arn:${Partition}:mobiletargeting:${R 
egion}:${Account}:reports

 

Amazon Pinpoint 的条件键

Amazon Pinpoint 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-kpis-daterange-kpi-name.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-kpis-daterange-kpi-name.html
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https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-journeys-journey-id-activities-journey-activity-id-execution-metrics.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/reports.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按用户向 Pinpoint 服务发出的请求中包含的键筛选访问权
限

字符串

 aws:Resou 
rceTag/${ 
TagKey}

按标签键值对筛选访问 字符串

 aws:TagKeys 按用户向 Pinpoint 服务发出的请求中包含的所有标签键名
称的列表筛选访问权限

ArrayOfString

Amazon Pinpoint Email Service 的操作、资源和条件键

Amazon Pinpoint Email Service（服务前缀：ses）提供以下服务特定的资源、操作和条件上下文键以
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Pinpoint Email Service 定义的操作

• Amazon Pinpoint Email Service 定义的资源类型

• Amazon Pinpoint Email Service 的条件键

Amazon Pinpoint Email Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-permissions.html#iam-contextkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-permissions.html#iam-contextkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-permissions.html#iam-contextkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-permissions.html#iam-contextkeys
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https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/sending-authorization-policies.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
figurationSet

授予创建配置集的权限 Write   ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateCon 
figuratio 

授予以下权限：创建配置集事
件目标

Write configura 
tion-set*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_CreateConfigurationSet.html
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#amazonpinpointemailservice-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_CreateConfigurationSetEventDestination.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_CreateConfigurationSetEventDestination.html
#amazonpinpointemailservice-configuration-set
#amazonpinpointemailservice-configuration-set
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

nSetEvent 
Destination

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 CreateDed 
icatedIpPool

授予以下权限：创建新的专用 
IP 地址池

Write   ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

identity*     CreateDel 
iverabili 
tyTestReport

授予以下权限：创建新的预测
性收件箱放置测试

Write

  ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_CreateConfigurationSetEventDestination.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_CreateConfigurationSetEventDestination.html
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#amazonpinpointemailservice-aws_RequestTag___TagKey_
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https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_CreateDeliverabilityTestReport.html
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#amazonpinpointemailservice-aws_RequestTag___TagKey_
#amazonpinpointemailservice-aws_RequestTag___TagKey_
#amazonpinpointemailservice-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateEma 
ilIdentity

授予开始验证电子邮件身份过
程的权限

Write   ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

configura 
tion-set*

    DeleteCon 
figurationSet

授予删除现有配置集的权限 Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

configura 
tion-set*

    DeleteCon 
figuratio 
nSetEvent 
Destination

授予删除事件目标的权限 Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteDed 
icatedIpPool

授予删除专用 IP 池的权限 Write dedicated 
-ip-pool*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

identity*     DeleteEma 
ilIdentity

授予以下权限：删除您以前验
证的电子邮件身份

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 GetAccount 授予以下权限：获取电子邮件
发送状态和功能的信息

Read   ses:ApiVe 
rsion

 

 GetBlackl 
istReports

授予以下权限：检索显示您的
专用 IP 地址的拒绝列表

Read   ses:ApiVe 
rsion

 

configura 
tion-set*

    GetConfig 
urationSet

授予以下权限：获取有关现有
配置集的信息

Read

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 GetConfig 
urationSe 
tEventDes 
tinations

授予以下权限：检索与配置集
关联的事件目标列表

Read configura 
tion-set*
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#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-identity
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_DeleteEmailIdentity.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_DeleteEmailIdentity.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetAccount.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetBlacklistReports.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetBlacklistReports.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-configuration-set
#amazonpinpointemailservice-configuration-set
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetConfigurationSet.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetConfigurationSet.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetConfigurationSetEventDestinations.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetConfigurationSetEventDestinations.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetConfigurationSetEventDestinations.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetConfigurationSetEventDestinations.html
#amazonpinpointemailservice-configuration-set
#amazonpinpointemailservice-configuration-set


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 GetDedica 
tedIp

授予以下权限：获取专用 IP 地
址的信息

Read   ses:ApiVe 
rsion

 

dedicated 
-ip-pool*

    GetDedica 
tedIps

授予以下权限：列出与您的账
户关联的专用 IP 地址

Read

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 GetDelive 
rabilityD 
ashboardO 
ptions

授予以下权限：获取送达率控
制面板的状态

Read   ses:ApiVe 
rsion

 

deliverab 
ility-test-
report*

    GetDelive 
rabilityT 
estReport

授予以下权限：检索预测性收
件箱放置测试的结果

Read

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}
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#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDedicatedIp.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDedicatedIp.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-dedicated-ip-pool
#amazonpinpointemailservice-dedicated-ip-pool
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDedicatedIps.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDedicatedIps.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDeliverabilityDashboardOptions.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDeliverabilityDashboardOptions.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDeliverabilityDashboardOptions.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDeliverabilityDashboardOptions.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-deliverability-test-report
#amazonpinpointemailservice-deliverability-test-report
#amazonpinpointemailservice-deliverability-test-report
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDeliverabilityTestReport.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDeliverabilityTestReport.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDeliverabilityTestReport.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDomain 
Deliverab 
ilityCampaign

授予以下权限：检索特定市场
活动的所有投放率数据

Read   ses:ApiVe 
rsion

 

identity*     GetDomain 
Statistic 
sReport

授予以下权限：检索用于发送
电子邮件的域的收件箱放置和
互动率

Read

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

identity*     GetEmailI 
dentity

授予以下权限：获取与您的账
户关联的特定身份的信息

Read

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 ListConfi 
gurationSets

授予以下权限：列出与您的账
户关联的所有配置集

List   ses:ApiVe 
rsion

 

 ListDedic 
atedIpPools

授予以下权限：列出您账户中
的所有专用 IP 池

List   ses:ApiVe 
rsion

 

 ListDeliv 
erability 
TestReports

授予以下权限：检索您已执行
的预测性收件箱放置测试列表
（无论状态如何）

List   ses:ApiVe 
rsion
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https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDomainDeliverabilityCampaign.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDomainDeliverabilityCampaign.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDomainDeliverabilityCampaign.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-identity
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDomainStatisticsReport.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDomainStatisticsReport.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetDomainStatisticsReport.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-identity
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetEmailIdentity.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_GetEmailIdentity.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListConfigurationSets.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListConfigurationSets.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListDedicatedIpPools.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListDedicatedIpPools.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListDeliverabilityTestReports.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListDeliverabilityTestReports.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListDeliverabilityTestReports.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDomai 
nDelivera 
bilityCam 
paigns

授予以下权限：检索在指定时
间范围内使用特定域发送电子
邮件的所有市场活动的送达率
数据

Read   ses:ApiVe 
rsion

 

 ListEmail 
Identities

授予权限，列出与您的账户关
联的所有电子邮件身份

List   ses:ApiVe 
rsion

 

configura 
tion-set

   

dedicated 
-ip-pool

   

deliverab 
ility-test-
report

   

identity    

 ListTagsF 
orResource

授予以下权限：检索与特定资
源关联的标签（键和值）的列
表

Read

  ses:ApiVe 
rsion

 

 PutAccoun 
tDedicate 
dIpWarmup 
Attributes

授予以下权限：为专用 IP 地址
启用或禁用自动预热功能

Write   ses:ApiVe 
rsion

 

 PutAccoun 
tSendingA 
ttributes

授予以下权限：启用或禁用您
的账户发送电子邮件的功能

Write   ses:ApiVe 
rsion
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https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListDomainDeliverabilityCampaigns.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListDomainDeliverabilityCampaigns.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListDomainDeliverabilityCampaigns.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListDomainDeliverabilityCampaigns.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListEmailIdentities.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListEmailIdentities.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-configuration-set
#amazonpinpointemailservice-configuration-set
#amazonpinpointemailservice-dedicated-ip-pool
#amazonpinpointemailservice-dedicated-ip-pool
#amazonpinpointemailservice-deliverability-test-report
#amazonpinpointemailservice-deliverability-test-report
#amazonpinpointemailservice-deliverability-test-report
#amazonpinpointemailservice-identity
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_ListTagsForResource.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutAccountDedicatedIpWarmupAttributes.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutAccountDedicatedIpWarmupAttributes.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutAccountDedicatedIpWarmupAttributes.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutAccountDedicatedIpWarmupAttributes.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutAccountSendingAttributes.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutAccountSendingAttributes.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutAccountSendingAttributes.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

configura 
tion-set*

    PutConfig 
urationSe 
tDelivery 
Options

授予将配置集与专用 IP 池相关
联的权限

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

configura 
tion-set*

    PutConfig 
urationSe 
tReputati 
onOptions

授予以下权限：为使用特定配
置集发送的电子邮件启用或禁
用声誉指标收集

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

configura 
tion-set*

    PutConfig 
urationSe 
tSendingO 
ptions

授予以下权限：为使用特定配
置集的消息启用或禁用电子邮
件发送

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 PutConfig 
urationSe 
tTracking 
Options

授予以下权限：指定自定义
域，用于打开和单击通过特定
配置集发送的电子邮件中的跟
踪元素

Write configura 
tion-set*
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#amazonpinpointemailservice-configuration-set
#amazonpinpointemailservice-configuration-set
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutConfigurationSetDeliveryOptions.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutConfigurationSetDeliveryOptions.html
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https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutConfigurationSetSendingOptions.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutConfigurationSetSendingOptions.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutConfigurationSetSendingOptions.html
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutConfigurationSetTrackingOptions.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutConfigurationSetTrackingOptions.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutConfigurationSetTrackingOptions.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutConfigurationSetTrackingOptions.html
#amazonpinpointemailservice-configuration-set
#amazonpinpointemailservice-configuration-set


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

dedicated 
-ip-pool*

    PutDedica 
tedIpInPool

授予以下权限：将专用 IP 地址
移至现有专用 IP 池

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 PutDedica 
tedIpWarm 
upAttributes

授予启用专用 IP 热身属性的权
限

Write   ses:ApiVe 
rsion

 

 PutDelive 
rabilityD 
ashboardO 
ption

授予启用或禁用送达率控制面
板的权限

Write   ses:ApiVe 
rsion

 

identity*     PutEmailI 
dentityDk 
imAttributes

授予以下权限：为电子邮件身
份启用或禁用 DKIM 身份验证

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}
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#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-ses_ApiVersion
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
#amazonpinpointemailservice-aws_ResourceTag___TagKey_
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#amazonpinpointemailservice-dedicated-ip-pool
#amazonpinpointemailservice-dedicated-ip-pool
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https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutDeliverabilityDashboardOption.html
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https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutEmailIdentityDkimAttributes.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutEmailIdentityDkimAttributes.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutEmailIdentityDkimAttributes.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

identity*     PutEmailI 
dentityFe 
edbackAtt 
ributes

授予以下其权限：为电子邮件
身份启用或禁用反馈转发

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

identity*     PutEmailI 
dentityMa 
ilFromAtt 
ributes

授予以下权限：为电子邮件身
份启用或禁用自定义发件人域
配置

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

identity*     SendEmail 授予发送电子邮件消息的权限 Write

  ses:ApiVe 
rsion

ses:Feedb 
ackAddres 
s

ses:FromA 
ddress

ses:FromD 
isplayNam 
e

ses:Recip 
ients
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#amazonpinpointemailservice-identity
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutEmailIdentityFeedbackAttributes.html
https://docs.aws.amazon.com/pinpoint-email/latest/APIReference/API_PutEmailIdentityFeedbackAttributes.html
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#amazonpinpointemailservice-ses_FromDisplayName
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#amazonpinpointemailservice-ses_Recipients
#amazonpinpointemailservice-ses_Recipients


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

configura 
tion-set

   

dedicated 
-ip-pool

   

deliverab 
ility-test-
report

   

identity    

 TagResour 
ce

授予以下权限：将一个或多个
标签（键和值）添加到指定的
资源中

Tagging

  ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

configura 
tion-set

   

dedicated 
-ip-pool

   

deliverab 
ility-test-
report

   

 UntagReso 
urce

授予以下权限：从指定的资源
中删除一个或多个标签（键和
值）

Tagging

identity    
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#amazonpinpointemailservice-configuration-set
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:TagKe 
ys

 

configura 
tion-set*

    UpdateCon 
figuratio 
nSetEvent 
Destination

授予以下权限：更新配置集的
事件目标的配置

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

Amazon Pinpoint Email Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 configura 
tion-set

arn:${Partition}:ses:${Region}:${Acc 
ount}:configuration-set/${Configurat 
ionSetName}

aws:ResourceTag/${ 
TagKey}

 dedicated-ip-
pool

arn:${Partition}:ses:${Region}:${Acc 
ount}:dedicated-ip-pool/${DedicatedI 
PPool}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 deliverability-
test-report

arn:${Partition}:ses:${Region}:${Acc 
ount}:deliverability-test-report/${R 
eportId}

aws:ResourceTag/${ 
TagKey}

 identity arn:${Partition}:ses:${Region}:${Acc 
ount}:identity/${IdentityName}

aws:ResourceTag/${ 
TagKey}

Amazon Pinpoint Email Service 的条件键

Amazon Pinpoint Email Service 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您
可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对以筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键以筛选操作 ArrayOfString

 ses:ApiVersion 基于 SES API 版本筛选操作 字符串

 ses:Feedb 
ackAddress

根据“退回路径”地址筛选操作，该地址指定退回邮件和投诉 
通过电子邮件反馈转发发送到的地址。

字符串

 ses:FromA 
ddress

根据邮件的“发件人”地址筛选操作 字符串

 ses:FromD 
isplayName

根据用作消息显示名称的“发件人”地址筛选操作 字符串
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条件键 描述 类型

 ses:Recipients 根据邮件的收件人地址（包括“收件人”、“抄送”和“密件抄
送”地址）筛选操作。

ArrayOfString

Amazon Pinpoint SMS and Voice Service 的操作、资源和条件键

Amazon Pinpoint SMS and Voice Service（服务前缀：sms-voice）提供以下服务特定的资源、操作
和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Pinpoint SMS and Voice Service 定义的操作

• Amazon Pinpoint SMS and Voice Service 定义的资源类型

• Amazon Pinpoint SMS and Voice Service 的条件键

Amazon Pinpoint SMS and Voice Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
figurationSet

创建新的配置集。在创建配置
集后，您可以在其中添加一个
或多个事件目标。

Write      

 CreateCon 
figuratio 
nSetEvent 
Destination

在配置集中创建新的事件目
标。

Write     iam:PassR 
ole

 DeleteCon 
figurationSet

删除现有的配置集。 Write      

 DeleteCon 
figuratio 
nSetEvent 
Destination

在配置集中删除事件目标。 Write      

 GetConfig 
urationSe 

获取有关事件目标的信息，包
括它报告的事件类型、目标

Read      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

tEventDes 
tinations

的 Amazon Resource Name 
(ARN) 以及事件目标名称。

 ListConfi 
gurationSets

返回配置集列表。该操作仅返
回当前 AWS 区域中与您的账
户关联的配置集。

读取      

 SendVoice 
Message

创建新的语音消息，并将其发
送到收件人的电话号码。

Write      

 UpdateCon 
figuratio 
nSetEvent 
Destination

更新配置集中的事件目标。事
件目标是您将有关语音呼叫的
信息发布到的位置。例如，当
呼叫失败时，您可以将事件记
录到 Amazon CloudWatch 目
的地。

写入     iam:PassR 
ole

Amazon Pinpoint SMS and Voice Service 定义的资源类型

Amazon Pinpoint SMS and Voice Service 不支持在 IAM policy 语句的 Resource 元素中指定
资源 ARN。要允许对 Amazon Pinpoint SMS and Voice Service 的访问权限，请在策略中指定
"Resource": "*"。

Amazon Pinpoint SMS and Voice Service 的条件键

Pinpoint SMS Voice 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有
服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Polly 的操作、资源和条件键

Amazon Polly（服务前缀：polly）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权限策
略中使用。

参考：
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Polly 定义的操作

• Amazon Polly 定义的资源类型

• Amazon Polly 的条件键

Amazon Polly 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

Amazon Polly 3165

https://docs.aws.amazon.com/polly/latest/dg/
https://docs.aws.amazon.com/polly/latest/dg/API_Reference.html
https://docs.aws.amazon.com/polly/latest/dg/security_iam_service-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteLex 
icon

授予删除存储在中的指定发音
词典的权限 AWS 区域

写入 lexicon*    

 DescribeV 
oices

授予权限以描述在请求语音合
成时可用的语音列表

列表      

 GetLexicon 授予检索存储在中的指定发音
词典内容的权限 AWS 区域

读取 lexicon*    

 GetSpeech 
Synthesis 
Task

授予权限以获取有关特定语音
合成任务的信息

读取      

 ListLexicons 授予列出存储在中的发音词典
的权限 AWS 区域

列表      

 ListSpeec 
hSynthesi 
sTasks

授予权限以列出请求的语音合
成任务

列表      

 PutLexicon 授予将发音词典存储在 AWS 
区域

写入 lexicon*    

 StartSpee 
chSynthes 
isTask

授予权限以将长输入合成到所
提供的 S3 位置

写入 lexicon   s3:PutObj 
ect

 Synthesiz 
eSpeech

授予权限以合成语音 读取 lexicon    

Amazon Polly 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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https://docs.aws.amazon.com/polly/latest/dg/API_DescribeVoices.html
https://docs.aws.amazon.com/polly/latest/dg/API_GetLexicon.html
#amazonpolly-lexicon
https://docs.aws.amazon.com/polly/latest/dg/API_GetSpeechSynthesisTask.html
https://docs.aws.amazon.com/polly/latest/dg/API_GetSpeechSynthesisTask.html
https://docs.aws.amazon.com/polly/latest/dg/API_GetSpeechSynthesisTask.html
https://docs.aws.amazon.com/polly/latest/dg/API_ListLexicons.html
https://docs.aws.amazon.com/polly/latest/dg/API_ListSpeechSynthesisTasks.html
https://docs.aws.amazon.com/polly/latest/dg/API_ListSpeechSynthesisTasks.html
https://docs.aws.amazon.com/polly/latest/dg/API_ListSpeechSynthesisTasks.html
https://docs.aws.amazon.com/polly/latest/dg/API_PutLexicon.html
#amazonpolly-lexicon
https://docs.aws.amazon.com/polly/latest/dg/API_StartSpeechSynthesisTask.html
https://docs.aws.amazon.com/polly/latest/dg/API_StartSpeechSynthesisTask.html
https://docs.aws.amazon.com/polly/latest/dg/API_StartSpeechSynthesisTask.html
#amazonpolly-lexicon
https://docs.aws.amazon.com/polly/latest/dg/API_SynthesizeSpeech.html
https://docs.aws.amazon.com/polly/latest/dg/API_SynthesizeSpeech.html
#amazonpolly-lexicon
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 lexicon arn:${Partition}:polly:${Region}:${A 
ccount}:lexicon/${LexiconName}

 

Amazon Polly 的条件键

Polly 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的全
局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Price List 的操作、资源和条件键

AWS 价目表（服务前缀:pricing）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Price List 定义的操作

• AWS Price List 定义的资源类型

• AWS Price List 的条件键

AWS Price List 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/polly/latest/dg/managing-lexicons.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/using-pelong.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_Operations_AWS_Price_List_Service.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
ervices

授予检索所有（已分页）服务
的服务详细信息（如果未设
置 serviceCode）或特定服务
的服务详细信息（如果给定了 
serviceCode）的权限

读取      

 GetAttrib 
uteValues

授予检索给定属性的所有（已
分页）可能值的权限

读取      

 GetPriceL 
istFileUrl

授予权限以检索给定参数的价
目表文件 URL

读取      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_pricing_DescribeServices.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_pricing_DescribeServices.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_pricing_GetAttributeValues.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_pricing_GetAttributeValues.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_pricing_GetPriceListFileUrl.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_pricing_GetPriceListFileUrl.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetProducts 授予检索具有给定搜索条件的
所有匹配产品的权限

读取      

 ListPriceLists 授予权限以列出给定参数的所
有（分页）合格价目表

读取      

AWS Price List 定义的资源类型

AWS 价目表不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许对 AWS Price List 的
访问权限，请在策略中指定 "Resource": "*"。

AWS Price List 的条件键

价目表没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的全
局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

适用于  AWS Private CA Connector for Active Directory 的操作、资源和条
件键

AWS Active Directory 的私有 CA 连接器（服务前缀:pca-connector-ad）提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由  AWS Private CA Connector for Active Directory 定义的操作

• 由  AWS Private CA Connector for Active Directory 定义的资源类型

• 适用于  AWS Private CA Connector for Active Directory 的条件键
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https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_pricing_GetProducts.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_pricing_ListPriceLists.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/privateca/latest/userguide/connector-for-ad.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/
https://docs.aws.amazon.com/privateca/latest/userguide/security-iam.html
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由  AWS Private CA Connector for Active Directory 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
nector

授予在账户中创建连接器的权
限

写入   aws:Reque 
stTag/${T 
agKey}

acm-
pca:D 
escribeCe 
rtificate 
Authority
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateConnector.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateConnector.html
#awsprivatecaconnectorforactivedirectory-aws_RequestTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_RequestTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

acm-
pca:G 
etCertifi 
cate

acm-
pca:G 
etCertifi 
cateAutho 
rityCerti 
ficate

acm-
pca:I 
ssueCerti 
ficate

ec2:Creat 
eTags

ec2:Creat 
eVpcEndpo 
int

ec2:Descr 
ibeVpcEnd 
points
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#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_TagKeys
#awsprivatecaconnectorforactivedirectory-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDir 
ectoryReg 
istration

授予 DirectoryRegistration 在
您的账户中创建的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

ds:Author 
izeApplic 
ation

ds:Descri 
beDirecto 
ries

 CreateSer 
vicePrinc 
ipalName

授予为创建 ServicePr 
incipalName 的权限 Directory 
Registration

写入 Directory 
Registrat 
ion*

  ds:Update 
Authorize 
dApplicat 
ion

Connector 
*

    CreateTem 
plate

授予为连接器创建模板的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 CreateTem 
plateGrou 
pAccessCo 
ntrolEntry

授予 TemplateGroupAcces 
sControlEntry 为模板创建的权
限

写入 Template*    
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https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateDirectoryRegistration.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateDirectoryRegistration.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateDirectoryRegistration.html
#awsprivatecaconnectorforactivedirectory-aws_RequestTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_RequestTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_RequestTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_TagKeys
#awsprivatecaconnectorforactivedirectory-aws_TagKeys
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateServicePrincipalName.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateServicePrincipalName.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateServicePrincipalName.html
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-Connector
#awsprivatecaconnectorforactivedirectory-Connector
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateTemplate.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateTemplate.html
#awsprivatecaconnectorforactivedirectory-aws_RequestTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_RequestTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_RequestTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_TagKeys
#awsprivatecaconnectorforactivedirectory-aws_TagKeys
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateTemplateGroupAccessControlEntry.html
#awsprivatecaconnectorforactivedirectory-Template
#awsprivatecaconnectorforactivedirectory-Template
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteCon 
nector

授予在账户中删除连接器的权
限

写入 Connector 
*

  ec2:Delet 
eVpcEndpo 
ints

ec2:Descr 
ibeVpcEnd 
points

 DeleteDir 
ectoryReg 
istration

授予删除您账户 Directory 
Registration 中的权限

写入 Directory 
Registrat 
ion*

  ds:Unauth 
orizeAppl 
ication

ds:Update 
Authorize 
dApplicat 
ion

 DeleteSer 
vicePrinc 
ipalName

授予删除 a ServicePrincipalNa 
me 的权限 DirectoryRegistrat 
ion

写入 Directory 
Registrat 
ion*

  ds:Update 
Authorize 
dApplicat 
ion

 DeleteTem 
plate

授予删除连接器模板的权限 写入 Template*    

 DeleteTem 
plateGrou 
pAccessCo 
ntrolEntry

授予删除模板 TemplateG 
roupAccessControlEntry 的权
限

写入 Template*    

 GetConnec 
tor

授予获取账户中的连接器的权
限

读取 Connector 
*
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https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteConnector.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteConnector.html
#awsprivatecaconnectorforactivedirectory-Connector
#awsprivatecaconnectorforactivedirectory-Connector
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteDirectoryRegistration.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteDirectoryRegistration.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteDirectoryRegistration.html
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteServicePrincipalName.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteServicePrincipalName.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteServicePrincipalName.html
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteTemplate.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteTemplate.html
#awsprivatecaconnectorforactivedirectory-Template
#awsprivatecaconnectorforactivedirectory-Template
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DeleteTemplateGroupAccessControlEntry.html
#awsprivatecaconnectorforactivedirectory-Template
#awsprivatecaconnectorforactivedirectory-Template
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetConnector.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetConnector.html
#awsprivatecaconnectorforactivedirectory-Connector
#awsprivatecaconnectorforactivedirectory-Connector
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDirect 
oryRegist 
ration

授予 DirectoryRegistration 在
你的账户中获取的权限

读取 Directory 
Registrat 
ion*

   

 GetServic 
ePrincipa 
lName

授予获取 a for a ServicePr 
incipalName 的权限 Directory 
Registration

读取 Directory 
Registrat 
ion*

   

 GetTemplate 授予获取连接器的模板的权限 读取 Template*    

 GetTempla 
teGroupAc 
cessContr 
olEntry

授予获取模板 TemplateG 
roupAccessControlEntry 的权
限

读取 Template*    

 ListConne 
ctors

授予列出账户中的连接器的权
限

列表      

 ListDirec 
toryRegis 
trations

授予 DirectoryRegistrations 在
您的账户中发布商品的权限

列表      

 ListServi 
cePrincip 
alNames

授予列出 a ServicePrincipalNa 
mes 的权限 DirectoryRegistrat 
ion

列表 Directory 
Registrat 
ion*

   

 ListTagsF 
orResource

授予列出您账户中某个 pca-
connector-ad资源的标签的权
限

读取      

 ListTempl 
ateGroupA 
ccessCont 
rolEntries

授予列出模板 TemplateG 
roupAccessControlEntries 的
权限

列表 Template*    
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https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetDirectoryRegistration.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetDirectoryRegistration.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetDirectoryRegistration.html
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetServicePrincipalName.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetServicePrincipalName.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetServicePrincipalName.html
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetTemplate.html
#awsprivatecaconnectorforactivedirectory-Template
#awsprivatecaconnectorforactivedirectory-Template
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_GetTemplateGroupAccessControlEntry.html
#awsprivatecaconnectorforactivedirectory-Template
#awsprivatecaconnectorforactivedirectory-Template
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListConnectors.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListConnectors.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListDirectoryRegistrations.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListDirectoryRegistrations.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListDirectoryRegistrations.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListServicePrincipalNames.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListServicePrincipalNames.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListServicePrincipalNames.html
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListTemplateGroupAccessControlEntries.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListTemplateGroupAccessControlEntries.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListTemplateGroupAccessControlEntries.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListTemplateGroupAccessControlEntries.html
#awsprivatecaconnectorforactivedirectory-Template
#awsprivatecaconnectorforactivedirectory-Template
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTempl 
ates

授予列出连接器模板的权限 列表 Connector 
*

   

Connector    

Directory 
Registrat 
ion

   

Template    

 TagResour 
ce

授予在您的账户中标记 pca-
connector-ad资源的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Connector    

Directory 
Registrat 
ion

   

Template    

 UntagReso 
urce

授予取消您账户中 pca-conne 
ctor-ad资源的标签的权限

标记

  aws:TagKe 
ys

 

 UpdateTem 
plate

授予更新连接器模板的权限 写入 Template*    
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https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListTemplates.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_ListTemplates.html
#awsprivatecaconnectorforactivedirectory-Connector
#awsprivatecaconnectorforactivedirectory-Connector
#awsprivatecaconnectorforactivedirectory-Connector
#awsprivatecaconnectorforactivedirectory-Connector
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-Template
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_TagResource.html
#awsprivatecaconnectorforactivedirectory-aws_RequestTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_RequestTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_RequestTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_TagKeys
#awsprivatecaconnectorforactivedirectory-aws_TagKeys
#awsprivatecaconnectorforactivedirectory-Connector
#awsprivatecaconnectorforactivedirectory-Connector
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-DirectoryRegistration
#awsprivatecaconnectorforactivedirectory-Template
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_UntagResource.html
#awsprivatecaconnectorforactivedirectory-aws_TagKeys
#awsprivatecaconnectorforactivedirectory-aws_TagKeys
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_UpdateTemplate.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_UpdateTemplate.html
#awsprivatecaconnectorforactivedirectory-Template
#awsprivatecaconnectorforactivedirectory-Template
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateTem 
plateGrou 
pAccessCo 
ntrolEntry

授予更新模板 TemplateG 
roupAccessControlEntry 的权
限

写入 Template*    

由  AWS Private CA Connector for Active Directory 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Connector arn:${Partition}:pca-connector-ad:${ 
Region}:${Account}:connector/${Conne 
ctorId}

aws:ResourceTag/${ 
TagKey}

 Directory 
Registration

arn:${Partition}:pca-connector-ad:${ 
Region}:${Account}:directory-registr 
ation/${DirectoryId}

aws:ResourceTag/${ 
TagKey}

 Template arn:${Partition}:pca-connector-ad:${ 
Region}:${Account}:connector/${Conne 
ctorId}/template/${TemplateId}

aws:ResourceTag/${ 
TagKey}

适用于  AWS Private CA Connector for Active Directory 的条件键

AWS Active Directory 的私有 CA 连接器定义了以下可以在 IAM 策略Condition元素中使用的条件
键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_UpdateTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_UpdateTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_UpdateTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_UpdateTemplateGroupAccessControlEntry.html
#awsprivatecaconnectorforactivedirectory-Template
#awsprivatecaconnectorforactivedirectory-Template
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_Connector.html
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DirectoryRegistration.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_DirectoryRegistration.html
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_Template.html
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforactivedirectory-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Private CA Connector for SCEP 的操作、资源和条件键

AWS 适用于 SCEP 的私有 CA 连接器（服务前缀:pca-connector-scep）提供以下特定于服务的资
源、操作和条件上下文密钥，以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Private CA Connector for SCEP 定义的操作

• AWS Private CA Connector for SCEP 定义的资源类型

• AWS Private CA Connector for SCEP 的条件键

AWS Private CA Connector for SCEP 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsprivatecaconnectorforactivedirectory.html#condition-keys-requesttag
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsprivatecaconnectorforactivedirectory.html#condition-keys-requesttag
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsprivatecaconnectorforactivedirectory.html#condition-keys-resourcetag
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsprivatecaconnectorforactivedirectory.html#condition-keys-resourcetag
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsprivatecaconnectorforactivedirectory.html#condition-keys-resourcetag
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsprivatecaconnectorforactivedirectory.html#condition-keys-tagkeys
https://docs.aws.amazon.com/privateca/latest/userguide/connector-for-scep.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/
https://docs.aws.amazon.com/privateca/latest/userguide/connector-for-scep.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCha 
llenge

授予权限以为连接器创建挑战 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
nector

授予权限以在账户中创建 
SCEP 连接器

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

acm-
pca:D 
escribeCe 
rtificate 
Authority

acm-
pca:G 
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_CreateChallenge.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_CreateChallenge.html
#awsprivatecaconnectorforscep-aws_RequestTag___TagKey_
#awsprivatecaconnectorforscep-aws_RequestTag___TagKey_
#awsprivatecaconnectorforscep-aws_RequestTag___TagKey_
#awsprivatecaconnectorforscep-aws_TagKeys
#awsprivatecaconnectorforscep-aws_TagKeys
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_CreateConnector.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_CreateConnector.html
#awsprivatecaconnectorforscep-aws_RequestTag___TagKey_
#awsprivatecaconnectorforscep-aws_RequestTag___TagKey_
#awsprivatecaconnectorforscep-aws_RequestTag___TagKey_
#awsprivatecaconnectorforscep-aws_TagKeys
#awsprivatecaconnectorforscep-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

etCertifi 
cate

acm-
pca:G 
etCertifi 
cateAutho 
rityCerti 
ficate

acm-
pca:I 
ssueCerti 
ficate

 DeleteCha 
llenge

授予权限以删除连接器挑战 写入 Challenge 
*

   

 DeleteCon 
nector

授予权限以删除账户中的 
SCEP 连接器

写入 Connector 
*

   

 GetChalle 
ngeMetadata

授予权限以获取连接器挑战 读取 Challenge 
*

   

 GetChalle 
ngePassword

授予权限以获取连接器的挑战
密码

读取 Challenge 
*

   

 GetConnec 
tor

授予权限以获取账户中的 
SCEP 连接器

读取 Connector 
*

   

 ListChall 
engeMetad 
ata

授予权限以列出连接器挑战 列表      
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https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_DeleteChallenge.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_DeleteChallenge.html
#awsprivatecaconnectorforscep-Challenge
#awsprivatecaconnectorforscep-Challenge
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_DeleteConnector.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_DeleteConnector.html
#awsprivatecaconnectorforscep-Connector
#awsprivatecaconnectorforscep-Connector
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_GetChallengeMetadata.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_GetChallengeMetadata.html
#awsprivatecaconnectorforscep-Challenge
#awsprivatecaconnectorforscep-Challenge
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_GetChallengePassword.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_GetChallengePassword.html
#awsprivatecaconnectorforscep-Challenge
#awsprivatecaconnectorforscep-Challenge
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_GetConnector.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_GetConnector.html
#awsprivatecaconnectorforscep-Connector
#awsprivatecaconnectorforscep-Connector
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_ListChallengeMetadata.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_ListChallengeMetadata.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_ListChallengeMetadata.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListConne 
ctors

授予权限以列出账户中的 
SCEP 连接器

列表      

 ListTagsF 
orResource

授予列出您账户中某个 pca-
connector-scep资源的标签的
权限

读取      

Challenge    

Connector    

 TagResour 
ce

授予在您的账户中标记 pca-
connector-scep资源的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Challenge    

Connector    

 UntagReso 
urce

授予取消您账户中 pca-conne 
ctor-scep资源的标签的权限

标记

  aws:TagKe 
ys

 

AWS Private CA Connector for SCEP 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_ListConnectors.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_ListConnectors.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_ListTagsForResource.html
#awsprivatecaconnectorforscep-Challenge
#awsprivatecaconnectorforscep-Challenge
#awsprivatecaconnectorforscep-Connector
#awsprivatecaconnectorforscep-Connector
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_TagResource.html
#awsprivatecaconnectorforscep-aws_RequestTag___TagKey_
#awsprivatecaconnectorforscep-aws_RequestTag___TagKey_
#awsprivatecaconnectorforscep-aws_RequestTag___TagKey_
#awsprivatecaconnectorforscep-aws_TagKeys
#awsprivatecaconnectorforscep-aws_TagKeys
#awsprivatecaconnectorforscep-Challenge
#awsprivatecaconnectorforscep-Challenge
#awsprivatecaconnectorforscep-Connector
#awsprivatecaconnectorforscep-Connector
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_UntagResource.html
#awsprivatecaconnectorforscep-aws_TagKeys
#awsprivatecaconnectorforscep-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 Challenge arn:${Partition}:pca-connector-scep: 
${Region}:${Account}:connector/${Con 
nectorId}/challenge/${ChallengeId}

aws:ResourceTag/${ 
TagKey}

 Connector arn:${Partition}:pca-connector-scep: 
${Region}:${Account}:connector/${Con 
nectorId}

aws:ResourceTag/${ 
TagKey}

AWS Private CA Connector for SCEP 的条件键

AWS 适用于 SCEP 的私有 CA 连接器定义了以下可用于 IAM 策略Condition元素的条件密钥。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Private Certificate Authority 的操作、资源和条件键

AWS 私有证书颁发机构（服务前缀:acm-pca）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_Challenge.html
#awsprivatecaconnectorforscep-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforscep-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/pca-connector-scep/latest/APIReference/API_Connector.html
#awsprivatecaconnectorforscep-aws_ResourceTag___TagKey_
#awsprivatecaconnectorforscep-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/privateca/latest/userguide/connector-for-scep.htmlreference_policies_iam-condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/privateca/latest/userguide/connector-for-scep.htmlreference_policies_iam-condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/privateca/latest/userguide/connector-for-scep.htmlreference_policies_iam-condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/privateca/latest/userguide/connector-for-scep.htmlreference_policies_iam-condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/privateca/latest/userguide/connector-for-scep.htmlreference_policies_iam-condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/privateca/latest/userguide/connector-for-scep.htmlreference_policies_iam-condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/APIReference/
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Private Certificate Authority 定义的操作

• AWS Private Certificate Authority 定义的资源类型

• AWS Private Certificate Authority 的条件键

AWS Private Certificate Authority 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/privateca/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCer 
tificateA 
uthority

授予创建 AWS 私有 CA 及其
关联私钥和配置的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 CreateCer 
tificateA 
uthorityA 
uditReport

授予为 AWS 私有 CA 创建审
计报告的权限

写入 certifica 
te-author 
ity*

   

 CreatePer 
mission

授予为 AWS 私有 CA 创建权
限的权限

权限管理 certifica 
te-author 
ity*

   

 DeleteCer 
tificateA 
uthority

授予删除 AWS 私有 CA 及其
关联私钥和配置的权限

写入 certifica 
te-author 
ity*

   

 DeletePer 
mission

授予删除 AWS 私有 CA 权限
的权限

权限管理 certifica 
te-author 
ity*

   

 DeletePolicy 授予删除 AWS 私有 CA 策略
的权限

权限管理 certifica 
te-author 
ity*
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreateCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreateCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreateCertificateAuthority.html
#awsprivatecertificateauthority-aws_RequestTag___TagKey_
#awsprivatecertificateauthority-aws_RequestTag___TagKey_
#awsprivatecertificateauthority-aws_RequestTag___TagKey_
#awsprivatecertificateauthority-aws_ResourceTag___TagKey_
#awsprivatecertificateauthority-aws_ResourceTag___TagKey_
#awsprivatecertificateauthority-aws_ResourceTag___TagKey_
#awsprivatecertificateauthority-aws_TagKeys
#awsprivatecertificateauthority-aws_TagKeys
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreateCertificateAuthorityAuditReport.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreateCertificateAuthorityAuditReport.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreateCertificateAuthorityAuditReport.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreateCertificateAuthorityAuditReport.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DeleteCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DeleteCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DeleteCertificateAuthority.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DeletePermission.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DeletePermission.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DeletePolicy.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeC 
ertificat 
eAuthority

授予返回指定 AWS 私有 CA 
中包含的配置和状态字段列表
的权限

读取 certifica 
te-author 
ity*

   

 DescribeC 
ertificat 
eAuthorit 
yAuditReport

授予返回 AWS 私有 CA 审计
报告的状态和信息的权限

读取 certifica 
te-author 
ity*

   

 GetCertif 
icate

授予对 ARN 指定的证书颁发机
构检索 AWS 私有 CA 证书和
证书链的权限

读取 certifica 
te-author 
ity*

   

 GetCertif 
icateAuth 
orityCert 
ificate

授予对 ARN 指定的证书颁发机
构检索 AWS 私有 CA 证书和
证书链的权限

读取 certifica 
te-author 
ity*

   

 GetCertif 
icateAuth 
orityCsr

授予权限以检索 ARN 指定的
证书颁发机构的 AWS 私有 CA 
证书签名请求 (CSR)

读取 certifica 
te-author 
ity*

   

 GetPolicy 授予在 AWS 私有 CA 上检索
策略的权限

读取 certifica 
te-author 
ity*

   

 ImportCer 
tificateA 
uthorityC 
ertificate

授予将 SSL/TLS 证书导入 
AWS 私有 CA 以用作 AWS 私
有 CA 的 CA 证书的权限

写入 certifica 
te-author 
ity*

   

 IssueCert 
ificate

授予颁发 AWS 私有 CA 证书
的权限

写入 certifica 
te-author 
ity*
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthority.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthorityAuditReport.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthorityAuditReport.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthorityAuditReport.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthorityAuditReport.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificate.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificateAuthorityCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificateAuthorityCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificateAuthorityCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificateAuthorityCertificate.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificateAuthorityCsr.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificateAuthorityCsr.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificateAuthorityCsr.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetPolicy.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ImportCertificateAuthorityCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ImportCertificateAuthorityCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ImportCertificateAuthorityCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ImportCertificateAuthorityCertificate.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_IssueCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_IssueCertificate.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  acm-
pca:T 
emplateAr 
n

 

 ListCerti 
ficateAut 
horities

授予权限以检索 AWS 私有 CA 
证书颁发机构 ARNs列表以及
调用账户中每个 CA 的状态摘
要

列表      

 ListPermi 
ssions

授予列出已应用于 AWS 私有 
CA 证书颁发机构的权限的权限

读取 certifica 
te-author 
ity*

   

 ListTags 授予列出已应用于 AWS 私有 
CA 证书颁发机构的标签的权限

读取 certifica 
te-author 
ity*

   

 PutPolicy 授予在 AWS 私有 CA 上发布
策略的权限

权限管理 certifica 
te-author 
ity*

   

 RestoreCe 
rtificate 
Authority

授予将 AWS 私有 CA 从已删
除状态恢复到删除时的状态的
权限

写入 certifica 
te-author 
ity*

   

 RevokeCer 
tificate

授予撤销 AWS 私有 CA 颁发
的证书的权限

写入 certifica 
te-author 
ity*

   

 TagCertif 
icateAuthority

授予向 AWS 私有 CA 添加一
个或多个标签的权限

标记 certifica 
te-author 
ity*

   

AWS 私有证书颁发机构 3185

#awsprivatecertificateauthority-acm-pca_TemplateArn
#awsprivatecertificateauthority-acm-pca_TemplateArn
#awsprivatecertificateauthority-acm-pca_TemplateArn
#awsprivatecertificateauthority-acm-pca_TemplateArn
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ListCertificateAuthorities.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ListCertificateAuthorities.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ListCertificateAuthorities.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ListPermissions.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ListPermissions.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ListTags.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_PutPolicy.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_RestoreCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_RestoreCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_RestoreCertificateAuthority.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_RevokeCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_RevokeCertificate.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
https://docs.aws.amazon.com/privateca/latest/APIReference/API_TagCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_TagCertificateAuthority.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

certifica 
te-author 
ity*

aws:Reque 
stTag/${T 
agKey}

  UntagCert 
ificateAu 
thority

授予从 AWS 私有 CA 中移除
一个或多个标签的权限

标记

  aws:TagKe 
ys

 

 UpdateCer 
tificateA 
uthority

授予更新 AWS 私有 CA 配置
的权限

写入 certifica 
te-author 
ity*

   

AWS Private Certificate Authority 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 certificate-
authority

arn:${Partition}:acm-pca:${Region}:$ 
{Account}:certificate-authority/${Ce 
rtificateAuthorityId}

aws:ResourceTag/${ 
TagKey}
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#awsprivatecertificateauthority-aws_TagKeys
#awsprivatecertificateauthority-aws_TagKeys
#awsprivatecertificateauthority-aws_RequestTag___TagKey_
#awsprivatecertificateauthority-aws_RequestTag___TagKey_
#awsprivatecertificateauthority-aws_RequestTag___TagKey_
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-aws_RequestTag___TagKey_
#awsprivatecertificateauthority-aws_RequestTag___TagKey_
#awsprivatecertificateauthority-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/privateca/latest/APIReference/API_UntagCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_UntagCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_UntagCertificateAuthority.html
#awsprivatecertificateauthority-aws_TagKeys
#awsprivatecertificateauthority-aws_TagKeys
https://docs.aws.amazon.com/privateca/latest/APIReference/API_UpdateCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_UpdateCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_UpdateCertificateAuthority.html
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
#awsprivatecertificateauthority-certificate-authority
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/privateca/latest/userguide/api-permissions.html
https://docs.aws.amazon.com/privateca/latest/userguide/api-permissions.html
#awsprivatecertificateauthority-aws_ResourceTag___TagKey_
#awsprivatecertificateauthority-aws_ResourceTag___TagKey_
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AWS Private Certificate Authority 的条件键

AWS 私有证书颁发机构定义了以下可在 IAM 策略Condition元素中使用的条件密钥。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 acm-pca:T 
emplateArn

按颁发证书请求中使用的证书模板的 ARN 筛选访问权限 ARN

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS PrivateLink 的操作、资源和条件键

AWS PrivateLink （服务前缀:vpce）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS PrivateLink 定义的操作

• AWS PrivateLink 定义的资源类型

• AWS PrivateLink 的条件键
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html#template-varieties
https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html#template-varieties
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html
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AWS PrivateLink 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AllowMult 
iRegion [仅权
限]

授予管理多区域 VPC 终端节点
和 VPC 终端节点服务配置的权
限

写入      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc/latest/privatelink/security_iam_service-with-iam.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc/latest/privatelink/security_iam_service-with-iam.html
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AWS PrivateLink 定义的资源类型

AWS PrivateLink 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS 
PrivateLink 的访问权限，请在策略中指定 "Resource": "*"。

AWS PrivateLink 的条件键

VPC 终端节点没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务均
可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Proton 的操作、资源和条件键

AWS Proton（服务前缀:proton）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权
限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Proton 定义的操作

• AWS Proton 定义的资源类型

• AWS Proton 的条件键

AWS Proton 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/proton/latest/adminguide/
https://docs.aws.amazon.com/proton/latest/APIReference/
https://docs.aws.amazon.com/proton/latest/adminguide/ag-controlling-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptEnv 
ironmentA 
ccountCon 
nection

授予权限以拒绝来自其他环境
账户的环境账户连接请求

写入 environme 
nt-
account-
connect 
ion*

   

 CancelCom 
ponentDep 
loyment

授予取消组件部署的权限 写入 component 
*

   

environme 
nt*

    CancelEnv 
ironmentD 
eployment

授予权限以取消环境部署 Write

  proton:En 
vironment 
Template
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/proton/latest/APIReference/API_AcceptEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_AcceptEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_AcceptEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_AcceptEnvironmentAccountConnection.html
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelComponentDeployment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelComponentDeployment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelComponentDeployment.html
#awsproton-component
#awsproton-component
#awsproton-environment
#awsproton-environment
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelEnvironmentDeployment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelEnvironmentDeployment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelEnvironmentDeployment.html
#awsproton-proton_EnvironmentTemplate
#awsproton-proton_EnvironmentTemplate
#awsproton-proton_EnvironmentTemplate
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

service-i 
nstance*

    CancelSer 
viceInsta 
nceDeploy 
ment

授予权限以取消服务实例部署 Write

  proton:Se 
rviceTemp 
late

 

service*     CancelSer 
vicePipel 
ineDeploy 
ment

授予权限以取消服务管道部署 写入

  proton:Se 
rviceTemp 
late

 

component 
*

    CreateCom 
ponent

授予创建组件的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateEnv 
ironment

授予创建环境的权限 Write environme 
nt*

  iam:PassR 
ole

AWS Proton 3191

#awsproton-service-instance
#awsproton-service-instance
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelServiceInstanceDeployment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelServiceInstanceDeployment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelServiceInstanceDeployment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelServiceInstanceDeployment.html
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
#awsproton-service
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelServicePipelineDeployment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelServicePipelineDeployment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelServicePipelineDeployment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CancelServicePipelineDeployment.html
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
#awsproton-component
#awsproton-component
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateComponent.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateComponent.html
#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironment.html
#awsproton-environment
#awsproton-environment
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

proton:En 
vironment 
Template

 

 CreateEnv 
ironmentA 
ccountCon 
nection

授予权限以创建环境账户连接 Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

environme 
nt-templa 
te*

    CreateEnv 
ironmentT 
emplate

授予创建环境模板的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateEnv 
ironmentT 
emplateMa 
jorVersion

授予创建环境模板主要版本的
权限 已弃用-改用 CreateEnv 
ironmentTemplateVersion

写入 environme 
nt-templa 
te*
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#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-proton_EnvironmentTemplate
#awsproton-proton_EnvironmentTemplate
#awsproton-proton_EnvironmentTemplate
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentAccountConnection.html
#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplate.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplate.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplate.html
#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplateMajorVersion.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

environme 
nt-templa 
te*

    CreateEnv 
ironmentT 
emplateMi 
norVersion

授予创建环境模板次要版本的
权限 已弃用-改用 CreateEnv 
ironmentTemplateVersion

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

environme 
nt-templa 
te*

    CreateEnv 
ironmentT 
emplateVe 
rsion

授予权限以创建环境模板版本 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateRep 
ository

授予创建存储库的权限 写入 repositor 
y*
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#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplateMinorVersion.html
#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateEnvironmentTemplateVersion.html
#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateRepository.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateRepository.html
#awsproton-repository
#awsproton-repository
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

service*   codestar- 
connectio 
ns:PassCo 
nnection

 CreateSer 
vice

授予创建服务的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

proton:Se 
rviceTemp 
late

 

 CreateSer 
viceInstance

授予创建服务实例的权限 写入 service-i 
nstance*
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#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-service
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateService.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateService.html
#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceInstance.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceInstance.html
#awsproton-service-instance
#awsproton-service-instance
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

proton:Se 
rviceTemp 
late

 

 CreateSer 
viceSyncC 
onfig

授予创建服务同步配置的权限 写入      

service-t 
emplate*

    CreateSer 
viceTemplate

授予创建服务模板的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

service-t 
emplate*

    CreateSer 
viceTempl 
ateMajorV 
ersion

授予创建服务模板主要版本的
权限 已弃用-改用 CreateSer 
viceTemplateVersion

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceSyncConfig.html
#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceTemplate.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceTemplate.html
#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceTemplateMajorVersion.html
#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

service-t 
emplate*

    CreateSer 
viceTempl 
ateMinorV 
ersion

授予创建服务模板次要版本的
权限 已弃用-改用 CreateSer 
viceTemplateVersion

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

service-t 
emplate*

    CreateSer 
viceTempl 
ateVersion

授予权限以创建服务模板版本 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateTem 
plateSync 
Config

授予权限以创建配置同步配置 写入      

 DeleteAcc 
ountRoles

授予删除账户角色的权限。已
弃用-改用 UpdateAccountSetti 
ngs

写入      

 DeleteCom 
ponent

授予删除组件的权限 写入 component 
*

   

 DeleteDep 
loyment

授予删除部署的权限 写入 deploymen 
t*
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#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceTemplateMinorVersion.html
#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateServiceTemplateVersion.html
#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateTemplateSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateTemplateSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_CreateTemplateSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteAccountRoles.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteAccountRoles.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteComponent.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteComponent.html
#awsproton-component
#awsproton-component
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteDeployment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteDeployment.html
#awsproton-deployment
#awsproton-deployment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

environme 
nt*

    DeleteEnv 
ironment

授予删除环境的权限 Write

  proton:En 
vironment 
Template

 

 DeleteEnv 
ironmentA 
ccountCon 
nection

授予权限以删除环境账户连接 Write environme 
nt-
account-
connect 
ion*

   

 DeleteEnv 
ironmentT 
emplate

授予删除环境模板的权限 写入 environme 
nt-templa 
te*

   

 DeleteEnv 
ironmentT 
emplateMa 
jorVersion

授予删除环境模板主要版本的
权限。已弃用-改用 DeleteEnv 
ironmentTemplateVersion

写入 environme 
nt-templa 
te*

   

 DeleteEnv 
ironmentT 
emplateMi 
norVersion

授予删除环境模板次要版本的
权限。已弃用-改用 DeleteEnv 
ironmentTemplateVersion

写入 environme 
nt-templa 
te*

   

 DeleteEnv 
ironmentT 
emplateVe 
rsion

授予权限以删除环境模板版本 写入 environme 
nt-templa 
te*

   

 DeleteRep 
ository

授予删除存储库的权限 写入 repositor 
y*
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#awsproton-environment
#awsproton-environment
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironment.html
#awsproton-proton_EnvironmentTemplate
#awsproton-proton_EnvironmentTemplate
#awsproton-proton_EnvironmentTemplate
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentAccountConnection.html
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplate.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplate.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplate.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplateMajorVersion.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplateMinorVersion.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteEnvironmentTemplateVersion.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteRepository.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteRepository.html
#awsproton-repository
#awsproton-repository


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

service*     DeleteSer 
vice

授予删除服务的权限 写入

  proton:Se 
rviceTemp 
late

 

 DeleteSer 
viceSyncC 
onfig

授予删除服务同步配置的权限 写入      

 DeleteSer 
viceTemplate

授予删除服务模板的权限 写入 service-t 
emplate*

   

 DeleteSer 
viceTempl 
ateMajorV 
ersion

授予删除服务模板主要版本的
权限。已弃用-改用 DeleteSer 
viceTemplateVersion

写入 service-t 
emplate*

   

 DeleteSer 
viceTempl 
ateMinorV 
ersion

授予删除服务模板次要版本的
权限。已弃用-改用 DeleteSer 
viceTemplateVersion

写入 service-t 
emplate*

   

 DeleteSer 
viceTempl 
ateVersion

授予权限以删除服务模板主要
版本

写入 service-t 
emplate*

   

 DeleteTem 
plateSync 
Config

授予删除权限 TemplateS 
yncConfig

写入      

 GetAccoun 
tRoles

授予权限以获取账户角色。已
弃用-改用 GetAccountSettings

读取      
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#awsproton-service
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteService.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteService.html
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceTemplate.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceTemplate.html
#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceTemplateMajorVersion.html
#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceTemplateMinorVersion.html
#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteServiceTemplateVersion.html
#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteTemplateSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteTemplateSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_DeleteTemplateSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetAccountRoles.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetAccountRoles.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAccoun 
tSettings

授予权限以描述账户设置 读取      

 GetCompon 
ent

授予描述组件的权限 读取 component 
*

   

 GetDeploy 
ment

授予描述部署的权限 读取 deploymen 
t*

   

 GetEnviro 
nment

授予描述环境的权限 Read environme 
nt*

   

 GetEnviro 
nmentAcco 
untConnec 
tion

授予权限以描述环境账户连接 Read environme 
nt-
account-
connect 
ion*

   

 GetEnviro 
nmentTemp 
late

授予描述环境模板的权限 读取 environme 
nt-templa 
te*

   

 GetEnviro 
nmentTemp 
lateMajor 
Version

授予获取环境模板主要版本的
权限。已弃用-改用 GetEnviro 
nmentTemplateVersion

读取 environme 
nt-templa 
te*

   

 GetEnviro 
nmentTemp 
lateMinor 
Version

授予获取环境模板次要版本的
权限。已弃用-改用 GetEnviro 
nmentTemplateVersion

读取 environme 
nt-templa 
te*

   

 GetEnviro 
nmentTemp 
lateVersion

授予权限以描述环境模板版本 读取 environme 
nt-templa 
te*
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https://docs.aws.amazon.com/proton/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetComponent.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetComponent.html
#awsproton-component
#awsproton-component
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetDeployment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetDeployment.html
#awsproton-deployment
#awsproton-deployment
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironment.html
#awsproton-environment
#awsproton-environment
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentAccountConnection.html
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplate.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplate.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplate.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplateMajorVersion.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplateMinorVersion.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetEnvironmentTemplateVersion.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetReposi 
tory

授予权限以描述存储库 读取 repositor 
y*

   

 GetReposi 
torySyncS 
tatus

授予权限以获取存储库的最新
同步状态

读取      

 GetResour 
ceTemplat 
eVersionS 
tatusCounts

授予权限以列出资源模板版本
状态计数

读取      

 GetResour 
cesSummary

授予权限以获取资源摘要 读取      

 GetService 授予描述服务的权限 Read service*    

 GetServic 
eInstance

授予描述服务实例的权限 读取 service-i 
nstance*

   

 GetServic 
eInstance 
SyncStatus

授予描述服务实例同步状态的
权限

读取      

 GetServic 
eSyncBloc 
kerSummary

授予描述服务或服务实例上的
服务同步拦截器的权限

读取      

 GetServic 
eSyncConfig

授予描述服务同步配置的权限 读取      

 GetServic 
eTemplate

授予描述服务模板的权限 读取 service-t 
emplate*
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https://docs.aws.amazon.com/proton/latest/APIReference/API_GetRepository.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetRepository.html
#awsproton-repository
#awsproton-repository
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetRepositorySyncStatus.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetRepositorySyncStatus.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetRepositorySyncStatus.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetResourceTemplateVersionStatusCounts.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetResourceTemplateVersionStatusCounts.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetResourceTemplateVersionStatusCounts.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetResourceTemplateVersionStatusCounts.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetResourcesSummary.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetResourcesSummary.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetService.html
#awsproton-service
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceInstance.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceInstance.html
#awsproton-service-instance
#awsproton-service-instance
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceInstanceSyncStatus.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceInstanceSyncStatus.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceInstanceSyncStatus.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceSyncBlockerSummary.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceSyncBlockerSummary.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceSyncBlockerSummary.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceTemplate.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceTemplate.html
#awsproton-service-template
#awsproton-service-template


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetServic 
eTemplate 
MajorVersion

授予获取服务模板主要版本的
权限。已弃用-改用 GetServic 
eTemplateVersion

读取 service-t 
emplate*

   

 GetServic 
eTemplate 
MinorVersion

授予获取服务模板次要版本的
权限。已弃用-改用 GetServic 
eTemplateVersion

读取 service-t 
emplate*

   

 GetServic 
eTemplate 
Version

授予权限以描述服务模板版本 读取 service-t 
emplate*

   

 GetTempla 
teSyncConfig

授予描述的权限 TemplateS 
yncConfig

读取      

 GetTempla 
teSyncStatus

授予权限以描述模板的同步状
态

读取      

component 
*

    ListCompo 
nentOutputs

授予列出组件输出的权限 列表

deploymen 
t

   

 ListCompo 
nentProvi 
sionedRes 
ources

授予列出组件预置资源的权限 列表 component 
*

   

environme 
nt

    ListCompo 
nents

授予列出组件的权限 列表

service    
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https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceTemplateMajorVersion.html
#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceTemplateMinorVersion.html
#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetServiceTemplateVersion.html
#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetTemplateSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetTemplateSyncConfig.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetTemplateSyncStatus.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_GetTemplateSyncStatus.html
#awsproton-component
#awsproton-component
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListComponentOutputs.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListComponentOutputs.html
#awsproton-deployment
#awsproton-deployment
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListComponentProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListComponentProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListComponentProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListComponentProvisionedResources.html
#awsproton-component
#awsproton-component
#awsproton-environment
#awsproton-environment
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListComponents.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListComponents.html
#awsproton-service


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

service-i 
nstance

   

 ListDeplo 
yments

授予列出部署的权限 列表      

 ListEnvir 
onmentAcc 
ountConne 
ctions

授予权限以列出环境账户连接 列表      

environme 
nt*

    ListEnvir 
onmentOut 
puts

授予列出环境输出的权限 列表

deploymen 
t

   

 ListEnvir 
onmentPro 
visionedR 
esources

授予列出环境预置的资源的权
限

列表 environme 
nt*

   

 ListEnvir 
onmentTem 
plateMajo 
rVersions

授予列出环境模板主要版本的
权限。已弃用-改用 ListEnvir 
onmentTemplateVersions

列表 environme 
nt-templa 
te*

   

 ListEnvir 
onmentTem 
plateMino 
rVersions

授予列出环境模板次要版本的
权限。已弃用-改用 ListEnvir 
onmentTemplateVersions

列表 environme 
nt-templa 
te*

   

 ListEnvir 
onmentTem 
plateVersions

授予权限以列出环境模板版本 List environme 
nt-templa 
te*
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#awsproton-service-instance
#awsproton-service-instance
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListDeployments.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListDeployments.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentAccountConnections.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentAccountConnections.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentAccountConnections.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentAccountConnections.html
#awsproton-environment
#awsproton-environment
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentOutputs.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentOutputs.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentOutputs.html
#awsproton-deployment
#awsproton-deployment
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentProvisionedResources.html
#awsproton-environment
#awsproton-environment
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplateMajorVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplateMajorVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplateMajorVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplateMajorVersions.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplateMinorVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplateMinorVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplateMinorVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplateMinorVersions.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplateVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplateVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplateVersions.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEnvir 
onmentTem 
plates

授予列出环境模板的权限 List      

 ListEnvir 
onments

授予列出环境的权限 列表      

 ListRepos 
itories

授予权限以列出存储库 列表      

 ListRepos 
itorySync 
Definitions

授予列出存储库同步定义的权
限

列表      

service*    

service-i 
nstance*

   

 ListServi 
ceInstanc 
eOutputs

授予列出服务实例输出的权限 列表

deploymen 
t

   

service*     ListServi 
ceInstanc 
eProvisio 
nedResour 
ces

授予列出服务实例预置的资源
的权限

列表

service-i 
nstance*

   

 ListServi 
ceInstances

授予列出服务实例的权限 列表      

service*     ListServi 
cePipelin 
eOutputs

授予列出服务管道输出的权限 列表

deploymen 
t

   

AWS Proton 3203

https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplates.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplates.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironmentTemplates.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironments.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListEnvironments.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListRepositories.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListRepositories.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListRepositorySyncDefinitions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListRepositorySyncDefinitions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListRepositorySyncDefinitions.html
#awsproton-service
#awsproton-service-instance
#awsproton-service-instance
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceInstanceOutputs.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceInstanceOutputs.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceInstanceOutputs.html
#awsproton-deployment
#awsproton-deployment
#awsproton-service
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceInstanceProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceInstanceProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceInstanceProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceInstanceProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceInstanceProvisionedResources.html
#awsproton-service-instance
#awsproton-service-instance
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceInstances.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceInstances.html
#awsproton-service
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServicePipelineOutputs.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServicePipelineOutputs.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServicePipelineOutputs.html
#awsproton-deployment
#awsproton-deployment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListServi 
cePipelin 
eProvisio 
nedResour 
ces

授予列出服务管道预置的资源
的权限

列表 service*    

 ListServi 
ceTemplat 
eMajorVer 
sions

授予列出服务模板主要版本的
权限。已弃用-改用 ListServi 
ceTemplateVersions

列表 service-t 
emplate*

   

 ListServi 
ceTemplat 
eMinorVer 
sions

授予列出服务模板次要版本的
权限。已弃用-改用 ListServi 
ceTemplateVersions

列表 service-t 
emplate*

   

 ListServi 
ceTemplat 
eVersions

授予权限以列出服务模板版本 List service-t 
emplate*

   

 ListServi 
ceTemplates

授予列出服务模板的权限 List      

 ListServices 授予列出服务的权限 列表      

component    

environme 
nt

   

 ListTagsF 
orResource

授予列出资源标签的权限 读取

environme 
nt-
account-
connect 
ion
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https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServicePipelineProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServicePipelineProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServicePipelineProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServicePipelineProvisionedResources.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServicePipelineProvisionedResources.html
#awsproton-service
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceTemplateMajorVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceTemplateMajorVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceTemplateMajorVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceTemplateMajorVersions.html
#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceTemplateMinorVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceTemplateMinorVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceTemplateMinorVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceTemplateMinorVersions.html
#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceTemplateVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceTemplateVersions.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceTemplateVersions.html
#awsproton-service-template
#awsproton-service-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceTemplates.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServiceTemplates.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListServices.html
#awsproton-component
#awsproton-component
#awsproton-environment
#awsproton-environment
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_ListTagsForResource.html
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

environme 
nt-templa 
te

   

environme 
nt-templa 
te-major- 
version

   

environme 
nt-templa 
te-minor- 
version

   

environme 
nt-templa 
te-versio 
n

   

repositor 
y

   

service    

service-i 
nstance

   

service-t 
emplate

   

service-t 
emplate-
major-
version
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#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template-major-version
#awsproton-environment-template-major-version
#awsproton-environment-template-major-version
#awsproton-environment-template-major-version
#awsproton-environment-template-minor-version
#awsproton-environment-template-minor-version
#awsproton-environment-template-minor-version
#awsproton-environment-template-minor-version
#awsproton-environment-template-version
#awsproton-environment-template-version
#awsproton-environment-template-version
#awsproton-environment-template-version
#awsproton-repository
#awsproton-repository
#awsproton-service
#awsproton-service-instance
#awsproton-service-instance
#awsproton-service-template
#awsproton-service-template
#awsproton-service-template-major-version
#awsproton-service-template-major-version
#awsproton-service-template-major-version
#awsproton-service-template-major-version


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

service-t 
emplate-
minor-
version

   

service-t 
emplate-
version

   

environme 
nt

    NotifyRes 
ourceDepl 
oymentSta 
tusChange

授予通知 Proton 资源部署状态
更改的权限

写入

service-i 
nstance

   

 RejectEnv 
ironmentA 
ccountCon 
nection

授予权限以拒绝来自其他环境
账户的环境账户连接请求

写入 environme 
nt-
account-
connect 
ion*

   

component    

environme 
nt

   

environme 
nt-
account-
connect 
ion

   

 TagResour 
ce

授予权限以将标签添加到资源
中

Tagging

environme 
nt-templa 
te
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#awsproton-service-template-minor-version
#awsproton-service-template-minor-version
#awsproton-service-template-minor-version
#awsproton-service-template-minor-version
#awsproton-service-template-version
#awsproton-service-template-version
#awsproton-service-template-version
#awsproton-environment
#awsproton-environment
https://docs.aws.amazon.com/proton/latest/APIReference/API_NotifyResourceDeploymentStatusChange.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_NotifyResourceDeploymentStatusChange.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_NotifyResourceDeploymentStatusChange.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_NotifyResourceDeploymentStatusChange.html
#awsproton-service-instance
#awsproton-service-instance
https://docs.aws.amazon.com/proton/latest/APIReference/API_RejectEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_RejectEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_RejectEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_RejectEnvironmentAccountConnection.html
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-component
#awsproton-component
#awsproton-environment
#awsproton-environment
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
https://docs.aws.amazon.com/proton/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_TagResource.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

environme 
nt-templa 
te-major- 
version

   

environme 
nt-templa 
te-minor- 
version

   

environme 
nt-templa 
te-versio 
n

   

repositor 
y

   

service    

service-i 
nstance

   

service-t 
emplate

   

service-t 
emplate-
major-
version

   

service-t 
emplate-
minor-
version
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#awsproton-environment-template-major-version
#awsproton-environment-template-major-version
#awsproton-environment-template-major-version
#awsproton-environment-template-major-version
#awsproton-environment-template-minor-version
#awsproton-environment-template-minor-version
#awsproton-environment-template-minor-version
#awsproton-environment-template-minor-version
#awsproton-environment-template-version
#awsproton-environment-template-version
#awsproton-environment-template-version
#awsproton-environment-template-version
#awsproton-repository
#awsproton-repository
#awsproton-service
#awsproton-service-instance
#awsproton-service-instance
#awsproton-service-template
#awsproton-service-template
#awsproton-service-template-major-version
#awsproton-service-template-major-version
#awsproton-service-template-major-version
#awsproton-service-template-major-version
#awsproton-service-template-minor-version
#awsproton-service-template-minor-version
#awsproton-service-template-minor-version
#awsproton-service-template-minor-version


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

service-t 
emplate-
version

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

component    

environme 
nt

   

environme 
nt-
account-
connect 
ion

   

environme 
nt-templa 
te

   

environme 
nt-templa 
te-major- 
version

   

 UntagReso 
urce

授予权限以从资源中删除标签 标记

environme 
nt-templa 
te-minor- 
version
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#awsproton-service-template-version
#awsproton-service-template-version
#awsproton-service-template-version
#awsproton-aws_TagKeys
#awsproton-aws_TagKeys
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-aws_RequestTag___TagKey_
#awsproton-component
#awsproton-component
#awsproton-environment
#awsproton-environment
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template-major-version
#awsproton-environment-template-major-version
#awsproton-environment-template-major-version
#awsproton-environment-template-major-version
https://docs.aws.amazon.com/proton/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UntagResource.html
#awsproton-environment-template-minor-version
#awsproton-environment-template-minor-version
#awsproton-environment-template-minor-version
#awsproton-environment-template-minor-version


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

environme 
nt-templa 
te-versio 
n

   

repositor 
y

   

service    

service-i 
nstance

   

service-t 
emplate

   

service-t 
emplate-
major-
version

   

service-t 
emplate-
minor-
version

   

service-t 
emplate-
version

   

  aws:TagKe 
ys
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#awsproton-environment-template-version
#awsproton-environment-template-version
#awsproton-environment-template-version
#awsproton-environment-template-version
#awsproton-repository
#awsproton-repository
#awsproton-service
#awsproton-service-instance
#awsproton-service-instance
#awsproton-service-template
#awsproton-service-template
#awsproton-service-template-major-version
#awsproton-service-template-major-version
#awsproton-service-template-major-version
#awsproton-service-template-major-version
#awsproton-service-template-minor-version
#awsproton-service-template-minor-version
#awsproton-service-template-minor-version
#awsproton-service-template-minor-version
#awsproton-service-template-version
#awsproton-service-template-version
#awsproton-service-template-version
#awsproton-aws_TagKeys
#awsproton-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAcc 
ountRoles

授予更新账户角色的权限。已
弃用-改用 UpdateAccountSetti 
ngs

写入     iam:PassR 
ole

 UpdateAcc 
ountSettings

授予权限以更新账户设置 写入     iam:PassR 
ole

 UpdateCom 
ponent

授予更新组件的权限 写入 component 
*

   

environme 
nt*

  iam:PassR 
ole

 UpdateEnv 
ironment

授予更新环境的权限 Write

  proton:En 
vironment 
Template

 

 UpdateEnv 
ironmentA 
ccountCon 
nection

授予权限以更新环境账户连接 Write environme 
nt-
account-
connect 
ion*

   

 UpdateEnv 
ironmentT 
emplate

授予更新环境模板的权限 写入 environme 
nt-templa 
te*

   

 UpdateEnv 
ironmentT 
emplateMa 
jorVersion

授予更新环境模板主要版本的
权限。已弃用-改用 UpdateEnv 
ironmentTemplateVersion

写入 environme 
nt-templa 
te*
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https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateAccountRoles.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateAccountRoles.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateComponent.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateComponent.html
#awsproton-component
#awsproton-component
#awsproton-environment
#awsproton-environment
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironment.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironment.html
#awsproton-proton_EnvironmentTemplate
#awsproton-proton_EnvironmentTemplate
#awsproton-proton_EnvironmentTemplate
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentAccountConnection.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentAccountConnection.html
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
#awsproton-environment-account-connection
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplate.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplate.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplate.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplateMajorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplateMajorVersion.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateEnv 
ironmentT 
emplateMi 
norVersion

授予更新环境模板次要版本的
权限。已弃用-改用 UpdateEnv 
ironmentTemplateVersion

写入 environme 
nt-templa 
te*

   

 UpdateEnv 
ironmentT 
emplateVe 
rsion

授予权限以更新环境模板版本 Write environme 
nt-templa 
te*

   

service*     UpdateSer 
vice

授予更新服务的权限 Write

  proton:Se 
rviceTemp 
late

 

service-i 
nstance*

    UpdateSer 
viceInstance

授予更新服务实例的权限 Write

  proton:Se 
rviceTemp 
late

 

service*     UpdateSer 
vicePipeline

授予更新服务管道的权限 写入

  proton:Se 
rviceTemp 
late

 

 UpdateSer 
viceSyncB 
locker

授予更新服务同步拦截器的权
限

写入      
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https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplateMinorVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplateMinorVersion.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplateVersion.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateEnvironmentTemplateVersion.html
#awsproton-environment-template
#awsproton-environment-template
#awsproton-environment-template
#awsproton-service
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateService.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateService.html
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
#awsproton-service-instance
#awsproton-service-instance
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateServiceInstance.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateServiceInstance.html
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
#awsproton-service
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateServicePipeline.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateServicePipeline.html
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
#awsproton-proton_ServiceTemplate
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateServiceSyncBlocker.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateServiceSyncBlocker.html
https://docs.aws.amazon.com/proton/latest/APIReference/API_UpdateServiceSyncBlocker.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSer 
viceSyncC 
onfig

授予更新服务同步配置的权限 写入      

 UpdateSer 
viceTemplate

授予更新服务模板的权限 写入 service-t 
emplate*

   

 UpdateSer 
viceTempl 
ateMajorV 
ersion

授予更新服务模板主要版本的
权限。已弃用-改用 UpdateSer 
viceTemplateVersion

写入 service-t 
emplate*

   

 UpdateSer 
viceTempl 
ateMinorV 
ersion

授予创建服务模板次要版本的
权限 已弃用-改用 UpdateSer 
viceTemplateVersion

写入 service-t 
emplate*

   

 UpdateSer 
viceTempl 
ateVersion

授予权限以更新服务模板版本 写入 service-t 
emplate*

   

 UpdateTem 
plateSync 
Config

授予更新权限 TemplateS 
yncConfig

写入      

AWS Proton 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 environment-
template

arn:${Partition}:proton:${Region}:${ 
Account}:environment-template/${Name 
}

aws:ResourceTag/${ 
TagKey}

 environme 
nt-template-
version

arn:${Partition}:proton:${Region}:${ 
Account}:environment-template/${Temp 
lateName}:${MajorVersion}.${MinorVer 
sion}

aws:ResourceTag/${ 
TagKey}

 environme 
nt-template-
major-version

arn:${Partition}:proton:${Region}:${ 
Account}:environment-template/${Temp 
lateName}:${MajorVersionId}

aws:ResourceTag/${ 
TagKey}

 environme 
nt-template-
minor-version

arn:${Partition}:proton:${Region}:${ 
Account}:environment-template/${Temp 
lateName}:${MajorVersionId}.${MinorV 
ersionId}

aws:ResourceTag/${ 
TagKey}

 service-t 
emplate

arn:${Partition}:proton:${Region}:${ 
Account}:service-template/${Name}

aws:ResourceTag/${ 
TagKey}

 service-t 
emplate-v 
ersion

arn:${Partition}:proton:${Region}:${ 
Account}:service-template/${Template 
Name}:${MajorVersion}.${MinorVersion 
}

aws:ResourceTag/${ 
TagKey}

 service-t 
emplate-m 
ajor-version

arn:${Partition}:proton:${Region}:${ 
Account}:service-template/${Template 
Name}:${MajorVersionId}

aws:ResourceTag/${ 
TagKey}

 service-t 
emplate-m 
inor-version

arn:${Partition}:proton:${Region}:${ 
Account}:service-template/${Template 
Name}:${MajorVersionId}.${MinorVersi 
onId}

aws:ResourceTag/${ 
TagKey}

AWS Proton 3213

https://docs.aws.amazon.com/proton/latest/adminguide/ag-env-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/ag-env-templates.html
#awsproton-aws_ResourceTag___TagKey_
#awsproton-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/proton/latest/adminguide/ag-env-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/ag-env-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/ag-env-templates.html
#awsproton-aws_ResourceTag___TagKey_
#awsproton-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/proton/latest/adminguide/ag-env-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/ag-env-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/ag-env-templates.html
#awsproton-aws_ResourceTag___TagKey_
#awsproton-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/proton/latest/adminguide/ag-env-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/ag-env-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/ag-env-templates.html
#awsproton-aws_ResourceTag___TagKey_
#awsproton-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/proton/latest/adminguide/managing-svc-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/managing-svc-templates.html
#awsproton-aws_ResourceTag___TagKey_
#awsproton-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/proton/latest/adminguide/managing-svc-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/managing-svc-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/managing-svc-templates.html
#awsproton-aws_ResourceTag___TagKey_
#awsproton-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/proton/latest/adminguide/managing-svc-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/managing-svc-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/managing-svc-templates.html
#awsproton-aws_ResourceTag___TagKey_
#awsproton-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/proton/latest/adminguide/managing-svc-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/managing-svc-templates.html
https://docs.aws.amazon.com/proton/latest/adminguide/managing-svc-templates.html
#awsproton-aws_ResourceTag___TagKey_
#awsproton-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

 environment arn:${Partition}:proton:${Region}:${ 
Account}:environment/${Name}

aws:ResourceTag/${ 
TagKey}

 service arn:${Partition}:proton:${Region}:${ 
Account}:service/${Name}

aws:ResourceTag/${ 
TagKey}

 service-i 
nstance

arn:${Partition}:proton:${Region}:${ 
Account}:service/${ServiceName}/serv 
ice-instance/${Name}

aws:ResourceTag/${ 
TagKey}

 environme 
nt-account-
connection

arn:${Partition}:proton:${Region}:${ 
Account}:environment-account-connect 
ion/${Id}

aws:ResourceTag/${ 
TagKey}

 repository arn:${Partition}:proton:${Region}:${ 
Account}:repository/${Provider}:${Na 
me}

aws:ResourceTag/${ 
TagKey}

 component arn:${Partition}:proton:${Region}:${ 
Account}:component/${Id}

aws:ResourceTag/${ 
TagKey}

 deployment arn:${Partition}:proton:${Region}:${ 
Account}:deployment/${Id}

aws:ResourceTag/${ 
TagKey}

AWS Proton 的条件键

AWS Proton 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString

 proton:En 
vironment 
Template

根据与资源相关的指定环境模板筛选访问权限 字符串

 proton:Se 
rviceTemplate

根据与资源相关的指定服务模板筛选访问权限 字符串

AWS 采购订单控制台的操作、资源和条件键

AWS 采购订单控制台（服务前缀:purchase-orders）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 采购订单控制台定义的操作

• AWS 采购订单控制台定义的资源类型

• AWS 采购订单控制台的条件键

AWS 采购订单控制台定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

AWS 采购订单控制台 3215

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions


服务授权参考 服务授权参考

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

purchase- 
order*

    AddPurcha 
seOrder [仅权
限]

授予添加新采购订单的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

purchase- 
order*

    DeletePur 
chaseOrder
[仅权限]

授予删除采购订单的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetConsol 
eActionSe 
tEnforced [仅
权限]

授予权限以查看是否使用现有
或精细的 IAM 操作来控制对账
单、成本管理和账户控制台的
授权

读取      

purchase- 
order*

    GetPurcha 
seOrder [仅权
限]

授予获取采购订单的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

purchase- 
order*

    ListPurch 
aseOrderI 
nvoices [仅权
限]

授予列出采购订单发票的权限 列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListPurch 
aseOrders
 [仅权限]

授予列出账户所有采购订单的
权限

列表      

 ListTagsF 
orResource
[仅权限]

授予列出采购订单标签的权限 读取 purchase- 
order
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

purchase- 
order*

    ModifyPur 
chaseOrders
[仅权限]

授予修改采购订单和详细信息
的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

purchase- 
order*

    TagResour 
ce [仅权限]

授予使用给定的键值对标记采
购订单的权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 UntagReso 
urce [仅权限]

授予从采购订单删除标签的权
限

标记 purchase- 
order*
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#awspurchaseordersconsole-purchase-order
#awspurchaseordersconsole-purchase-order
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateCon 
soleActio 
nSetEnforced
[仅权限]

授予权限以更改是使用现有还
是精细的 IAM 操作来控制对账
单、成本管理和账户控制台的
授权

写入      

purchase- 
order*

    UpdatePur 
chaseOrder
[仅权限]

授予更新现有采购订单的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

purchase- 
order*

    UpdatePur 
chaseOrde 
rStatus [仅权
限]

授予设置采购订单状态的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

purchase- 
order

    ViewPurch 
aseOrders
 [仅权限]

授予查看采购订单和详细信息
的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}
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#awspurchaseordersconsole-aws_TagKeys
#awspurchaseordersconsole-aws_TagKeys
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
#awspurchaseordersconsole-purchase-order
#awspurchaseordersconsole-purchase-order
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
#awspurchaseordersconsole-purchase-order
#awspurchaseordersconsole-purchase-order
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
#awspurchaseordersconsole-purchase-order
#awspurchaseordersconsole-purchase-order
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
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AWS 采购订单控制台定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 purchase- 
order

arn:${Partition}:purchase-orders::${ 
Account}:purchase-order/${ResourceNa 
me}

aws:ResourceTag/${ 
TagKey}

AWS 采购订单控制台的条件键

AWS 采购订单控制台定义了以下条件密钥，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中标签的键和值筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对集筛选访问权限 字符串

 aws:TagKeys 按请求中的标签键筛选访问 ArrayOfString

Amazon Q 的操作、资源和条件键

Amazon Q（服务前缀：q）提供了以下可在 IAM 权限策略中使用的服务特定资源、操作和条件上下文
键。

参考：
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
#awspurchaseordersconsole-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Q 定义的操作

• Amazon Q 定义的资源类型

• Amazon Q 的条件键

Amazon Q 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Connector 
Resource [仅
权限]

授予将 AWS 资源与 Amazon 
Q 连接器关联的权限

写入      

profile*     CreateAss 
ignment [仅权
限]

授予权限以为 Amazon Q 开发
者版配置文件创建用户分配或
组分配

写入

  identitys 
tore:User 
Id

identitys 
tore:Grou 
pId

 

 CreateAut 
hGrant [仅权
限]

授予在 Amazon Q 中创建 
OAuth 用户的权限

写入     kms:Decry 
pt

kms:Gener 
ateDataKe 
yWithoutP 
laintext

kms:ReEnc 
ryptFrom

kms:ReEnc 
ryptTo

 CreateOAu 
thAppConn 
ection [仅权
限]

授予在 Amazon Q 中注册 
OAuth 应用程序的权限

写入     kms:Decry 
pt

kms:Gener 
ateDataKe 
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonq-profile
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonq-identitystore_UserId
#amazonq-identitystore_UserId
#amazonq-identitystore_UserId
#amazonq-identitystore_GroupId
#amazonq-identitystore_GroupId
#amazonq-identitystore_GroupId
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

yWithoutP 
laintext

kms:ReEnc 
ryptFrom

kms:ReEnc 
ryptTo

plugin*     CreatePlugin
[仅权限]

授予在 Amazon Q 中创建和配
置第三方插件的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

profile*     DeleteAss 
ignment [仅权
限]

授予权限以删除 Amazon Q 开
发者版配置文件的用户分配或
组分配

写入

  identitys 
tore:User 
Id

identitys 
tore:Grou 
pId

 

 DeleteCon 
versation [仅
权限]

授予删除与 Amazon Q 对话的
权限

写入      
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#amazonq-plugin
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonq-aws_TagKeys
#amazonq-aws_TagKeys
#amazonq-aws_RequestTag___TagKey_
#amazonq-aws_RequestTag___TagKey_
#amazonq-aws_RequestTag___TagKey_
#amazonq-profile
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonq-identitystore_UserId
#amazonq-identitystore_UserId
#amazonq-identitystore_UserId
#amazonq-identitystore_GroupId
#amazonq-identitystore_GroupId
#amazonq-identitystore_GroupId
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteOAu 
thAppConn 
ection [仅权
限]

授予在 Amazon Q 中删除 
OAuth 应用程序的权限

写入     kms:Decry 
pt

kms:Gener 
ateDataKe 
yWithoutP 
laintext

kms:ReEnc 
ryptFrom

kms:ReEnc 
ryptTo

plugin*     DeletePlugin
[仅权限]

授予在 Amazon Q 中删除已配
置插件的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 GenerateC 
odeFromCo 
mmands [仅
权限]

授予权限以通过 Amazon Q 中
的 CLI 命令生成代码

读取      

 GenerateC 
odeRecomm 
endations [仅
权限]

授予在 Amazon Q 中生成代码
推荐的权限

读取      

 GetConnec 
tor [仅权限]

授予权限以查看有关特定 
Amazon Q 连接器的信息

读取      
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonq-plugin
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonq-aws_ResourceTag___TagKey_
#amazonq-aws_ResourceTag___TagKey_
#amazonq-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetConver 
sation [仅权
限]

授予获取与 Amazon Q 特定对
话关联的单条消息的权限

读取      

 GetIdenti 
tyMetadata
[仅权限]

授予 Amazon Q 权限以获取身
份元数据

读取      

plugin*     GetPlugin
 [仅权限]

授予权限以查看有关已配置的
特定的 Amazon Q 插件的信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetTroubl 
eshooting 
Results [仅权
限]

授予获取 Amazon Q 问题排查
结果的权限

读取      

 ListConve 
rsations [仅权
限]

授予权限以获取与特定 
Amazon Q 用户关联的单个对
话

读取      

 ListDashb 
oardMetrics
[仅权限]

授予读取指标以填充 Amazon 
Q 控制面板的权限

列表      

 ListPlugi 
nProviders
[仅权限]

授予在 Amazon Q 中列出可用
插件的权限

列表      

 ListPlugins
[仅权限]

授予在 Amazon Q 中列出已配
置插件的权限

列表 plugin*    
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonq-plugin
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonq-aws_ResourceTag___TagKey_
#amazonq-aws_ResourceTag___TagKey_
#amazonq-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonq-plugin
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

plugin     ListTagsF 
orResource
[仅权限]

授予列出与 Amazon Q 资源关
联的所有标签的权限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 PassReque 
st [仅权限]

授予权限以允许 Amazon Q 代
表您执行操作

写入      

 RejectCon 
nector [仅权
限]

授予拒绝 Amazon Q 连接器连
接请求的权限

写入      

 SendEvent
 [仅权限]

授予触发异步 Amazon Q 操作
的权限

写入     kms:Decry 
pt

kms:Gener 
ateDataKe 
yWithoutP 
laintext

kms:ReEnc 
ryptFrom

kms:ReEnc 
ryptTo

 SendMessa 
ge [仅权限]

授予向 Amazon Q 发送消息的
权限

写入      

 StartConv 
ersation [仅权
限]

授予开始与 Amazon Q 对话的
权限

写入      
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#amazonq-plugin
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonq-aws_ResourceTag___TagKey_
#amazonq-aws_ResourceTag___TagKey_
#amazonq-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartTrou 
bleshooti 
ngAnalysis
[仅权限]

授予开始 Amazon Q 问题排查
分析的权限

写入      

 StartTrou 
bleshooti 
ngResolut 
ionExplan 
ation [仅权限]

授予开始 Amazon Q 问题排查
解决方案解释的权限

写入      

plugin     TagResour 
ce [仅权限]

授予将标签与 Amazon Q 资源
关联的权限

标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

plugin     UntagReso 
urce [仅权限]

授予移除与 Amazon Q 资源关
联的标签的权限

标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAut 
hGrant [仅权
限]

授予在 Amazon Q 中更新 
OAuth 用户的权限

写入     kms:Decry 
pt

kms:Gener 
ateDataKe 
yWithoutP 
laintext

kms:ReEnc 
ryptFrom

kms:ReEnc 
ryptTo

 UpdateCon 
versation [仅
权限]

授予更新与 Amazon Q 对话的
权限

写入      

 UpdateOAu 
thAppConn 
ection [仅权
限]

授予在 Amazon Q 中更新 
OAuth 应用程序的权限

写入     kms:Decry 
pt

kms:Gener 
ateDataKe 
yWithoutP 
laintext

kms:ReEnc 
ryptFrom

kms:ReEnc 
ryptTo

 UpdatePlu 
gin [仅权限]

授予在 Amazon Q 中更新第三
方插件的权限

写入 plugin*    

Amazon Q 3228

https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonq-plugin


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 UpdateTro 
ubleshoot 
ingComman 
dResult [仅权
限]

授予权限以更新 Amazon Q 问
题排查命令结果

写入      

 UsePlugin
 [仅权限]

授予使用 Amazon Q 插件的权
限

写入 plugin*    

 VerifyOAu 
thAppConn 
ection [仅权
限]

授予在 Amazon Q 中验证 
OAuth 应用程序的权限

写入     kms:Decry 
pt

kms:Gener 
ateDataKe 
yWithoutP 
laintext

kms:ReEnc 
ryptFrom

kms:ReEnc 
ryptTo

Amazon Q 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 profile arn:${Partition}:codewhisperer:${Reg 
ion}:${Account}:profile/${Identifier 
}

 

 plugin arn:${Partition}:qdeveloper:${Region 
}:${Account}:plugin/${Identifier}

aws:ResourceTag/${ 
TagKey}

Amazon Q 的条件键

Amazon Q 定义以下可以在 IAM 策略的 Condition 元素中使用的条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与 Amazon Q 资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 identitys 
tore:GroupId

按 IAM Identity Center 组 ID 筛选访问权限 ArrayOfString

 identitys 
tore:UserId

按 IAM Identity Center 用户 ID 筛选访问权限 ArrayOfString

Amazon Q 3230

reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/as-whisper-admin.html#about-profiles
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/plugins.html
#amazonq-aws_ResourceTag___TagKey_
#amazonq-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html


服务授权参考 服务授权参考

Amazon Q Business 的操作、资源和条件键

Amazon Q Business（服务前缀：qbusiness）提供了以下可在 IAM 权限策略中使用的服务特定资
源、操作和条件上下文键。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Q Business 定义的操作

• Amazon Q Business 定义的资源类型

• Amazon Q Business 的条件键

Amazon Q Business 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on*

    AllowVend 
edLogDeli 
veryForRe 
source [仅权
限]

授予权限以为 Amazon Q 
Business 应用程序资源配置提 
供的日志传送

权限管理

  aws:Resou 
rceTag/${ 
TagKey}

 

 Associate 
Permission

授予将基于资源的策略声明与
应用程序关联的权限

写入 applicati 
on*

  qbusiness 
:PutResou 
rcePolicy

applicati 
on*

    BatchDele 
teDocument

授予批量删除文档的权限 写入

index*    

applicati 
on*

    BatchPutD 
ocument

授予批量放置文档的权限 写入

index*    

applicati 
on*

    CancelSub 
scription

授予权限以取消订阅 写入

subscript 
ion*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Chat 授予使用应用程序聊天的权限 读取 applicati 
on*

   

 ChatSync 授予使用应用程序同时聊天的
权限

读取 applicati 
on*

   

applicati 
on*

    CheckDocu 
mentAccess

授予检查用户是否有权访问文
档的权限

读取

index*    

applicati 
on*

    CreateAno 
nymousWeb 
Experienc 
eUrl

授予为匿名 Amazon Q 
Business 网络体验创建唯一 
URL 的权限

写入

web-
exper 
ience*

   

 CreateApp 
lication

授予创建应用程序的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on*

    CreateCha 
tResponse 
Configuration

向应用程序授予创建聊天响应
配置的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on*

  qbusiness 
:CreateDa 
taAccesso 
rWithTti

 CreateDat 
aAccessor

向应用程序授 DataAccessor 
予创建权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDat 
aAccessor 
WithTti [仅权
限]

授予基于 DataAccessor 应用
程序创建 AWS IAM 身份中心
可信令牌发行者的权限

写入 applicati 
on*

   

applicati 
on*

   

index*    

 CreateDat 
aSource

授予为给定应用程序和索引创
建数据来源的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateIndex 授予为给定应用程序创建索引
的权限

写入 applicati 
on*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on*

    CreateInt 
egration

授予为 Q Business 应用程序创
建新集成的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on*

    CreatePlugin 授予为给定应用程序创建插件
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateRet 
riever

授予为给定应用程序创建检索
器的权限

写入 applicati 
on*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on*

    CreateSub 
scription

授予权限以创建订阅 写入

  identitys 
tore:User 
Id

identitys 
tore:Grou 
pId

 

 CreateUser 授予权限，以创建用户 写入 applicati 
on*

   

applicati 
on*

    CreateWeb 
Experience

授予为给定应用程序创建 Web 
体验的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteApp 
lication

授予删除应用程序的权限 写入 applicati 
on*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAtt 
achment

授予在当前聊天环境中删除附
件的权限

写入 applicati 
on*

   

 DeleteCha 
tControls 
Configuration

授予删除应用程序的聊天控件
配置的权限

写入 applicati 
on*

   

applicati 
on*

    DeleteCha 
tResponse 
Configuration

授予删除聊天响应配置的权限 写入

chat-resp 
onse-
conf 
iguration*

   

 DeleteCon 
versation

授予删除对话的权限 写入 applicati 
on*

   

applicati 
on*

    DeleteDat 
aAccessor

授予删除权限 DataAccessor 写入

data-
acce 
ssor*

   

applicati 
on*

   

data-sour 
ce*

   

 DeleteDat 
aSource

授予删除权限 DataSource 写入

index*    

 DeleteGroup 授予权限以删除组 写入 applicati 
on*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

index*    

applicati 
on*

    DeleteIndex 授予删除索引的权限 写入

index*    

applicati 
on*

    DeleteInt 
egration

授予删除 Q Business 应用程序
集成的权限

写入

integrati 
on*

   

applicati 
on*

    DeletePlugin 授予删除插件的权限 写入

plugin*    

applicati 
on*

    DeleteRet 
riever

授予删除检索器的权限 写入

retriever*    

 DeleteUser 授予权限，以删除用户 写入 applicati 
on*

   

applicati 
on*

    DeleteWeb 
Experience

授予删除 Web 体验的权限 写入

web-
exper 
ience*

   

 DisableAc 
lOnDataSo 
urce [仅权限]

授予权限以在创建 Amazon Q 
企业版数据来源资源时禁用 
ACL 抓取

写入 applicati 
on*

   

Amazon Q Business 3238

#amazonqbusiness-index
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_DeleteIndex.html
#amazonqbusiness-index
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_DeleteIntegration.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_DeleteIntegration.html
#amazonqbusiness-integration
#amazonqbusiness-integration
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_DeletePlugin.html
#amazonqbusiness-plugin
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_DeleteRetriever.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_DeleteRetriever.html
#amazonqbusiness-retriever
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_DeleteUser.html
#amazonqbusiness-application
#amazonqbusiness-application
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_DeleteWebExperience.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_DeleteWebExperience.html
#amazonqbusiness-web-experience
#amazonqbusiness-web-experience
#amazonqbusiness-web-experience
$%7BUserGuideDocPage%7Dsetting-up.html%23DisableAclOnDataSource
$%7BUserGuideDocPage%7Dsetting-up.html%23DisableAclOnDataSource
$%7BUserGuideDocPage%7Dsetting-up.html%23DisableAclOnDataSource
#amazonqbusiness-application
#amazonqbusiness-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
atePermis 
sion

授予取消基于资源的策略声明
与应用程序关联的权限

写入 applicati 
on*

  qbusiness 
:PutResou 
rcePolicy

 GetApplic 
ation

授予权限以获取应用程序 读取 applicati 
on*

   

 GetChatCo 
ntrolsCon 
figuration

授予获取应用程序的聊天控件
配置的权限

列表 applicati 
on*

   

applicati 
on*

    GetChatRe 
sponseCon 
figuration

授予获取聊天响应配置的权限 读取

chat-resp 
onse-
conf 
iguration*

   

applicati 
on*

    GetDataAc 
cessor

授予获取权限 DataAccessor 读取

data-
acce 
ssor*

   

applicati 
on*

   

data-sour 
ce*

   

 GetDataSo 
urce

授予获取数据来源的权限 读取

index*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on*

    GetDocume 
ntContent

授予获取文档内容的权限 读取

index*    

applicati 
on*

    GetGroup 授予获取组的权限 读取

index*    

applicati 
on*

    GetIndex 授予获取索引的权限 读取

index*    

applicati 
on*

    GetIntegr 
ation

授予获取 Q Business 应用程序
集成的权限

读取

integrati 
on*

   

 GetMedia 授予获取与系统消息关联的媒
体的权限

读取 applicati 
on*

   

applicati 
on*

    GetPlugin 授予获取插件的权限 读取

plugin*    

 GetPolicy 授予获取应用程序基于资源的
策略的权限

读取 applicati 
on*

   

applicati 
on*

    GetRetriever 授予获取检索器的权限 读取

retriever*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetUser 授予获取用户的权限 读取 applicati 
on*

   

applicati 
on*

    GetWebExp 
erience

授予获取 Web 体验的权限 读取

web-
exper 
ience*

   

 ListAppli 
cations

授予列出应用程序的权限 列表      

 ListAttac 
hments

授予在当前聊天环境中列出附
件的权限

列表 applicati 
on*

   

 ListChatR 
esponseCo 
nfigurations

授予列出应用程序聊天响应配
置的权限

列表 applicati 
on*

   

 ListConve 
rsations

授予列出应用程序的所有对话
的权限

列表 applicati 
on*

   

 ListDataA 
ccessors

授予发布应用程序列表 
DataAccessors 的权限

列表 applicati 
on*

   

applicati 
on*

   

data-sour 
ce*

   

 ListDataS 
ourceSync 
Jobs

授予获取数据源同步作业历史
记录的权限

列表

index*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on*

    ListDataS 
ources

授予列出应用程序和索引的数
据来源的权限

列表

index*    

applicati 
on*

    ListDocum 
ents

授予列出所有文档的权限 列表

index*    

applicati 
on*

    ListGroups 授予权限以列出组 列表

index*    

 ListIndices 授予列出应用程序的索引的权
限

列表 applicati 
on*

   

 ListInteg 
rations

授予列出 Q Business 应用程序
所有集成的权限

列表 applicati 
on*

   

 ListMessa 
ges

授予列出所有消息的权限 列表 applicati 
on*

   

applicati 
on*

    ListPlugi 
nActions

授予在应用程序中列出插件的
插件操作的权限

读取

plugin*    

 ListPlugi 
nTypeActions

授予列出某一插件类型的所有
操作的权限

读取      

 ListPlugi 
nTypeMeta 
data

授予列出所有插件类型元数据
的权限

读取      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPlugins 授予列出应用程序的插件的权
限

列表 applicati 
on*

   

 ListRetri 
evers

授予列出应用程序的检索器的
权限

列表 applicati 
on*

   

 ListSubsc 
riptions

授予列出订阅的权限 列表 applicati 
on*

   

applicati 
on

   

chat-resp 
onse-
conf 
iguration

   

data-
accessor

   

data-sour 
ce

   

index    

integrati 
on

   

plugin    

retriever    

 ListTagsF 
orResource

授予权限以列出资源的标签 读取

web-
exper 
ience
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListWebEx 
periences

授予列出应用程序的 Web 体验
的权限

列表 applicati 
on*

   

 PutFeedback 授予放置有关对话消息的反馈
的权限

写入 applicati 
on*

   

applicati 
on*

    PutGroup 授予放置用户组的权限 写入

index*    

 PutResour 
cePolicy [仅
权限]

授予向应用程序发布基于资源
的策略声明的权限

写入 applicati 
on*

   

 SearchRel 
evantContent

授予从 Amazon Q 商业应用程
序中搜索相关内容的权限

读取 applicati 
on*

   

applicati 
on*

   

data-sour 
ce*

   

 StartData 
SourceSyn 
cJob

授予启动数据源同步作业的权
限

写入

index*    

applicati 
on*

    StartDepl 
oyment

授予启动集成部署的权限 写入

integrati 
on*

   

 StopDataS 
ourceSync 
Job

授予停止数据源同步作业的权
限

写入 applicati 
on*
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#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_SearchRelevantContent.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_SearchRelevantContent.html
#amazonqbusiness-application
#amazonqbusiness-application
#amazonqbusiness-application
#amazonqbusiness-application
#amazonqbusiness-data-source
#amazonqbusiness-data-source
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_StartDataSourceSyncJob.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_StartDataSourceSyncJob.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_StartDataSourceSyncJob.html
#amazonqbusiness-index
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_StartDeployment.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_StartDeployment.html
#amazonqbusiness-integration
#amazonqbusiness-integration
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_StopDataSourceSyncJob.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_StopDataSourceSyncJob.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_StopDataSourceSyncJob.html
#amazonqbusiness-application
#amazonqbusiness-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

data-sour 
ce*

   

index*    

applicati 
on

   

chat-resp 
onse-
conf 
iguration

   

data-
accessor

   

data-sour 
ce

   

index    

integrati 
on

   

plugin    

retriever    

 TagResour 
ce

授予权限以使用给定的键值对
标记资源

标记

web-
exper 
ience
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#amazonqbusiness-data-source
#amazonqbusiness-data-source
#amazonqbusiness-index
#amazonqbusiness-application
#amazonqbusiness-application
#amazonqbusiness-chat-response-configuration
#amazonqbusiness-chat-response-configuration
#amazonqbusiness-chat-response-configuration
#amazonqbusiness-chat-response-configuration
#amazonqbusiness-data-accessor
#amazonqbusiness-data-accessor
#amazonqbusiness-data-source
#amazonqbusiness-data-source
#amazonqbusiness-index
#amazonqbusiness-integration
#amazonqbusiness-integration
#amazonqbusiness-plugin
#amazonqbusiness-retriever
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_TagResource.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_TagResource.html
#amazonqbusiness-web-experience
#amazonqbusiness-web-experience
#amazonqbusiness-web-experience
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

applicati 
on

   

chat-resp 
onse-
conf 
iguration

   

data-
accessor

   

data-sour 
ce

   

index    

integrati 
on

   

plugin    

retriever    

 UntagReso 
urce

授予从资源中删除带给定键的
标签的权限

标记

web-
exper 
ience
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#amazonqbusiness-aws_RequestTag___TagKey_
#amazonqbusiness-aws_RequestTag___TagKey_
#amazonqbusiness-aws_RequestTag___TagKey_
#amazonqbusiness-aws_TagKeys
#amazonqbusiness-aws_TagKeys
#amazonqbusiness-application
#amazonqbusiness-application
#amazonqbusiness-chat-response-configuration
#amazonqbusiness-chat-response-configuration
#amazonqbusiness-chat-response-configuration
#amazonqbusiness-chat-response-configuration
#amazonqbusiness-data-accessor
#amazonqbusiness-data-accessor
#amazonqbusiness-data-source
#amazonqbusiness-data-source
#amazonqbusiness-index
#amazonqbusiness-integration
#amazonqbusiness-integration
#amazonqbusiness-plugin
#amazonqbusiness-retriever
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UntagResource.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UntagResource.html
#amazonqbusiness-web-experience
#amazonqbusiness-web-experience
#amazonqbusiness-web-experience
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

 UpdateApp 
lication

授予更新应用程序的权限 写入 applicati 
on*

   

 UpdateCha 
tControls 
Configuration

授予更新应用程序的聊天控件
配置的权限

写入 applicati 
on*

   

applicati 
on*

    UpdateCha 
tResponse 
Configuration

授予更新聊天响应配置的权限 写入

chat-resp 
onse-
conf 
iguration*

   

applicati 
on*

    UpdateDat 
aAccessor

授予更新权限 DataAccessor 写入

data-
acce 
ssor*

   

applicati 
on*

   

data-sour 
ce*

   

 UpdateDat 
aSource

授予更新权限 DataSource 写入

index*    

 UpdateIndex 授予更新索引的权限 写入 applicati 
on*
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#amazonqbusiness-aws_TagKeys
#amazonqbusiness-aws_TagKeys
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateApplication.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateApplication.html
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateChatControlsConfiguration.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateChatControlsConfiguration.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateChatControlsConfiguration.html
#amazonqbusiness-application
#amazonqbusiness-application
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateChatResponseConfiguration.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateChatResponseConfiguration.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateChatResponseConfiguration.html
#amazonqbusiness-chat-response-configuration
#amazonqbusiness-chat-response-configuration
#amazonqbusiness-chat-response-configuration
#amazonqbusiness-chat-response-configuration
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateDataAccessor.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateDataAccessor.html
#amazonqbusiness-data-accessor
#amazonqbusiness-data-accessor
#amazonqbusiness-data-accessor
#amazonqbusiness-application
#amazonqbusiness-application
#amazonqbusiness-data-source
#amazonqbusiness-data-source
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateDataSource.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateDataSource.html
#amazonqbusiness-index
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateIndex.html
#amazonqbusiness-application
#amazonqbusiness-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

index*    

applicati 
on*

    UpdateInt 
egration

授予更新 Q Business 应用程序
集成的权限

写入

integrati 
on*

   

applicati 
on*

    UpdatePlu 
gin

授予更新插件的权限 写入

plugin*    

applicati 
on*

    UpdateRet 
riever

授予更新检索器的权限 写入

retriever*    

applicati 
on*

    UpdateSub 
scription

授予权限以更新订阅 写入

subscript 
ion*

   

 UpdateUser 授予更新用户的权限 写入 applicati 
on*

   

applicati 
on*

    UpdateWeb 
Experience

授予更新权限 WebExperience 写入

web-
exper 
ience*
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#amazonqbusiness-index
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateIntegration.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateIntegration.html
#amazonqbusiness-integration
#amazonqbusiness-integration
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdatePlugin.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdatePlugin.html
#amazonqbusiness-plugin
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateRetriever.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateRetriever.html
#amazonqbusiness-retriever
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateSubscription.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateSubscription.html
#amazonqbusiness-subscription
#amazonqbusiness-subscription
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateUser.html
#amazonqbusiness-application
#amazonqbusiness-application
#amazonqbusiness-application
#amazonqbusiness-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateWebExperience.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UpdateWebExperience.html
#amazonqbusiness-web-experience
#amazonqbusiness-web-experience
#amazonqbusiness-web-experience
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Amazon Q Business 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 application arn:${Partition}:qbusiness:${Region} 
:${Account}:application/${Applicatio 
nId}

aws:ResourceTag/${ 
TagKey}

 integration arn:${Partition}:qbusiness:${Region} 
:${Account}:application/${Applicatio 
nId}/integration/${IntegrationId}

aws:ResourceTag/${ 
TagKey}

 retriever arn:${Partition}:qbusiness:${Region} 
:${Account}:application/${Applicatio 
nId}/retriever/${RetrieverId}

aws:ResourceTag/${ 
TagKey}

 index arn:${Partition}:qbusiness:${Region} 
:${Account}:application/${Applicatio 
nId}/index/${IndexId}

aws:ResourceTag/${ 
TagKey}

 data-source arn:${Partition}:qbusiness:${Region} 
:${Account}:application/${Applicatio 
nId}/index/${IndexId}/data-source/${ 
DataSourceId}

aws:ResourceTag/${ 
TagKey}

 plugin arn:${Partition}:qbusiness:${Region} 
:${Account}:application/${Applicatio 
nId}/plugin/${PluginId}

aws:ResourceTag/${ 
TagKey}

 web-exper 
ience

arn:${Partition}:qbusiness:${Region} 
:${Account}:application/${Applicatio 
nId}/web-experience/${WebExperienceI 
d}

aws:ResourceTag/${ 
TagKey}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/create-application.html
#amazonqbusiness-aws_ResourceTag___TagKey_
#amazonqbusiness-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/create-integration.html
#amazonqbusiness-aws_ResourceTag___TagKey_
#amazonqbusiness-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/select-retriever.html
#amazonqbusiness-aws_ResourceTag___TagKey_
#amazonqbusiness-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/select-retriever.html
#amazonqbusiness-aws_ResourceTag___TagKey_
#amazonqbusiness-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/connect-data.html
#amazonqbusiness-aws_ResourceTag___TagKey_
#amazonqbusiness-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/plugins.html
#amazonqbusiness-aws_ResourceTag___TagKey_
#amazonqbusiness-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/using-web-experience.html
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/using-web-experience.html
#amazonqbusiness-aws_ResourceTag___TagKey_
#amazonqbusiness-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 subscription arn:${Partition}:qbusiness:${Region} 
:${Account}:application/${Applicatio 
nId}/subscription/${SubscriptionId}

 

 data-acce 
ssor

arn:${Partition}:qbusiness:${Region} 
:${Account}:application/${Applicatio 
nId}/data-accessor/${DataAccessorId}

aws:ResourceTag/${ 
TagKey}

 chat-resp 
onse-conf 
iguration

arn:${Partition}:qbusiness:${Region} 
:${Account}:application/${Applicatio 
nId}/chat-response-configuration/${C 
hatResponseConfigurationId}

aws:ResourceTag/${ 
TagKey}

Amazon Q Business 的条件键

Amazon Q Business 定义了以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 identitys 
tore:GroupId

按 IAM Identity Center 组 ID 筛选访问权限 ArrayOfString

 identitys 
tore:UserId

按 IAM Identity Center 用户 ID 筛选访问权限 ArrayOfString
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https://docs.aws.amazon.com/amazonq/latest/business-use-dg/subscriptions.html
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/data-accessors.html
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/data-accessors.html
#amazonqbusiness-aws_ResourceTag___TagKey_
#amazonqbusiness-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/response-customization.html
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/response-customization.html
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/response-customization.html
#amazonqbusiness-aws_ResourceTag___TagKey_
#amazonqbusiness-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security_iam_service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security_iam_service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security_iam_service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security_iam_service-with-iam.html
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Amazon Q 企业版 Q 应用的操作、资源和条件键

Amazon Q 企业版 Q 应用（服务前缀：qapps）提供了以下可在 IAM 权限策略中使用的服务特定资
源、操作和条件上下文键。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Q 企业版 Q 应用定义的操作

• Amazon Q 企业版 Q 应用定义的资源类型

• Amazon Q 企业版 Q 应用的条件键

Amazon Q 企业版 Q 应用定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/
https://docs.aws.amazon.com/amazonq/latest/api-reference/
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

qapp*     Associate 
LibraryIt 
emReview

授予权限以在 Q 企业版应用程
序环境中关联库项目审查

写入

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

applicati 
on

   

qapp    

 Associate 
QAppWithU 
ser

授予权限以将 Q 应用与 Q 企业
版应用程序环境中的用户关联

写入

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

 BatchCrea 
teCategory

授予在 Q Business 应用程序环
境中创建库类别的权限

写入 applicati 
on*
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reference_policies_actions-resources-contextkeys.html#actions_table
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_AssociateLibraryItemReview.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_AssociateLibraryItemReview.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_AssociateLibraryItemReview.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_AssociateQAppWithUser.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_AssociateQAppWithUser.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_AssociateQAppWithUser.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_BatchCreateCategory.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_BatchCreateCategory.html
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchDele 
teCategory

授予在 Q Business 应用程序环
境中删除库类别的权限

写入 applicati 
on*

   

 BatchUpda 
teCategory

授予在 Q Business 应用程序环
境中更新库类别的权限

写入 applicati 
on*

   

applicati 
on

   

qapp    

 CopyQApp
[仅权限]

授予权限以在 Q 企业版应用程
序环境中复制 Q 应用

写入

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

applicati 
on

   

qapp    

 CreateLib 
raryItem

授予权限以在 Q 企业版应用程
序环境中创建库项目

写入

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed
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https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_BatchDeleteCategory.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_BatchDeleteCategory.html
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_BatchUpdateCategory.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_BatchUpdateCategory.html
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_CreateLibraryItem.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_CreateLibraryItem.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on

   

qapp    

 CreateLib 
raryItemR 
eview [仅权
限]

授予权限以在 Q 企业版应用程
序环境中创建库项目审查

写入

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

applicati 
on*

    CreateQApp 授予权限以在 Q 企业版应用程
序环境中创建 Q 应用

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSub 
scription 
Token [仅权
限]

授予权限以在 Q 企业版应用程
序环境中订阅 Q 应用事件总线

写入 applicati 
on*

   

applicati 
on

    DeleteLib 
raryItem

授予权限以删除 Q 企业版应用
程序环境中的库项目

写入

qapp    
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#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_CreateQApp.html
#amazonqbusinessqapps-aws_RequestTag___TagKey_
#amazonqbusinessqapps-aws_RequestTag___TagKey_
#amazonqbusinessqapps-aws_RequestTag___TagKey_
#amazonqbusinessqapps-aws_TagKeys
#amazonqbusinessqapps-aws_TagKeys
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_DeleteLibraryItem.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_DeleteLibraryItem.html
#amazonqbusinessqapps-qapp


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

applicati 
on

   

qapp    

 DeleteQApp 授予权限以删除 Q 企业版应用
程序环境中的 Q 应用

写入

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

applicati 
on

   

qapp    

 DescribeQ 
AppPermis 
sions

授予在 Q Business 应用程序环
境中获取 Q App 共享权限的权
限

读取

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

授予权限以在 Q 企业版应用程
序环境中取消关联库项目审查

写入 qapp*    
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#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_DeleteQApp.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_DescribeQAppPermissions.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_DescribeQAppPermissions.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_DescribeQAppPermissions.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapp


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateLibrar 
yItemReview

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

applicati 
on

   

qapp    

 Disassoci 
ateQAppFr 
omUser

授予权限以取消 Q 应用与 Q 企
业版应用程序环境中用户的关
联

写入

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

 ExportQAp 
pSessionD 
ata

授予权限以导出 Q 企业版应用
程序环境中的 Q 应用对话数据

写入 qapp-
session*

   

applicati 
on

    GetLibrar 
yItem

授予权限以获取 Q 企业版应用
程序环境中的库项目

读取

qapp    
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https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_DisassociateLibraryItemReview.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_DisassociateLibraryItemReview.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_DisassociateLibraryItemReview.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_DisassociateQAppFromUser.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_DisassociateQAppFromUser.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_DisassociateQAppFromUser.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
#amazonqbusinessqapps-qapp-session
#amazonqbusinessqapps-qapp-session
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_GetLibraryItem.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_GetLibraryItem.html
#amazonqbusinessqapps-qapp


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

applicati 
on

   

qapp    

 GetQApp 授予权限以获取 Q 企业版应用
程序环境中的 Q 应用

读取

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

 GetQAppSe 
ssion

授予权限以获取 Q 企业版应用
程序环境中的 Q 应用会话

读取 qapp-
session*
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#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_GetQApp.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_GetQAppSession.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_GetQAppSession.html
#amazonqbusinessqapps-qapp-session
#amazonqbusinessqapps-qapp-session


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

qapps:Use 
rIsSessio 
nModerato 
r

qapps:Ses 
sionIsSha 
red

 

 GetQAppSe 
ssionMeta 
data

授予权限以获取 Q 企业版应用
程序环境中的 Q 应用会话元数
据

读取 qapp-
session*

   

qapp     ImportDoc 
ument

授予权限以在 Q 企业版应用程
序环境中将文档导入 Q 应用或 
Q 应用会话

写入

qapp-
session

   

Amazon Q Business Q 应用 3258

#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_SessionIsShared
#amazonqbusinessqapps-qapps_SessionIsShared
#amazonqbusinessqapps-qapps_SessionIsShared
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
#amazonqbusinessqapps-qapp-session
#amazonqbusinessqapps-qapp-session
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_ImportDocument.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_ImportDocument.html
#amazonqbusinessqapps-qapp-session
#amazonqbusinessqapps-qapp-session


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

qapps:Use 
rIsSessio 
nModerato 
r

qapps:Ses 
sionIsSha 
red

 

 ListCateg 
ories

授予在 Q Business 应用程序环
境中列出类别的权限

列表 applicati 
on*

   

 ListLibra 
ryItems

授予权限以列出 Q 企业版应用
程序环境中的库项目

列表 applicati 
on*

   

 ListQAppS 
essionData

授予权限以获取 Q 企业版应用
程序环境中的 Q 应用会话数据

读取 qapp-
session*

   

 ListQApps 授予权限以列出 Q 企业版应用
程序环境中的 Q 应用

列表 applicati 
on*

   

qapp     ListTagsF 
orResource

授予权限以列出资源的标签 读取

qapp-
session
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#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_SessionIsShared
#amazonqbusinessqapps-qapps_SessionIsShared
#amazonqbusinessqapps-qapps_SessionIsShared
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_ListCategories.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_ListCategories.html
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_ListLibraryItems.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_ListLibraryItems.html
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
#amazonqbusinessqapps-qapp-session
#amazonqbusinessqapps-qapp-session
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_ListQApps.html
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_ListTagsForResource.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_ListTagsForResource.html
#amazonqbusinessqapps-qapp-session
#amazonqbusinessqapps-qapp-session


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PredictPr 
oblemStat 
ementFrom 
Conversation
[仅权限]

授予权限以从 Q 企业版应用程
序环境中的对话日志中预测问
题陈述

写入 applicati 
on*

   

 PredictQApp 授予权限以从 Q 企业版应用程
序环境中的对话日志或问题陈
述中预测 Q 应用

写入 applicati 
on*

   

 PredictQA 
ppFromPro 
blemState 
ment [仅权限]

授予权限以从 Q 企业版应用程
序环境中的问题陈述中预测 Q 
应用

写入 applicati 
on*

   

applicati 
on

   

qapp    

 StartQApp 
Session

授予权限以开始 Q 企业版应用
程序环境中的 Q 应用会话

写入

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Amazon Q Business Q 应用 3260

https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_PredictQApp.html
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_StartQAppSession.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_StartQAppSession.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-aws_RequestTag___TagKey_
#amazonqbusinessqapps-aws_RequestTag___TagKey_
#amazonqbusinessqapps-aws_RequestTag___TagKey_
#amazonqbusinessqapps-aws_TagKeys
#amazonqbusinessqapps-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

applicati 
on

   

qapp-
session

   

 StopQAppS 
ession

授予权限以停止 Q 企业版应用
程序环境中的 Q 应用会话

写入

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

qapps:Use 
rIsSessio 
nModerato 
r

qapps:Ses 
sionIsSha 
red

 

qapp    

qapp-
session

   

 TagResour 
ce

授予权限以使用给定的键值对
标记资源

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Amazon Q Business Q 应用 3261

#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-qapp-session
#amazonqbusinessqapps-qapp-session
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_StopQAppSession.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_StopQAppSession.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_SessionIsShared
#amazonqbusinessqapps-qapps_SessionIsShared
#amazonqbusinessqapps-qapps_SessionIsShared
#amazonqbusinessqapps-qapp
#amazonqbusinessqapps-qapp-session
#amazonqbusinessqapps-qapp-session
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_TagResource.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_TagResource.html
#amazonqbusinessqapps-aws_RequestTag___TagKey_
#amazonqbusinessqapps-aws_RequestTag___TagKey_
#amazonqbusinessqapps-aws_RequestTag___TagKey_
#amazonqbusinessqapps-aws_TagKeys
#amazonqbusinessqapps-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

qapp    

qapp-
session

   

 UntagReso 
urce

授予从资源中删除带给定键的
标签的权限

标记

  aws:TagKe 
ys

 

applicati 
on

   

qapp    

 UpdateLib 
raryItem

授予权限以更新 Q 企业版应用
程序环境中的库项目

写入

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

qapp*     UpdateLib 
raryItemM 
etadata

授予权限以更新 Q 企业版应用
程序环境中库项目的元数据

写入

  qapps:App 
IsPublish 
ed

 

applicati 
on

    UpdateQApp 授予权限以更新 Q 企业版应用
程序环境中的 Q 应用

写入

qapp    
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#amazonqbusinessqapps-qapp
#amazonqbusinessqapps-qapp-session
#amazonqbusinessqapps-qapp-session
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UntagResource.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_UntagResource.html
#amazonqbusinessqapps-aws_TagKeys
#amazonqbusinessqapps-aws_TagKeys
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_UpdateLibraryItem.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_UpdateLibraryItem.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_UpdateLibraryItemMetadata.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_UpdateLibraryItemMetadata.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_UpdateLibraryItemMetadata.html
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_UpdateQApp.html
#amazonqbusinessqapps-qapp
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

applicati 
on

   

qapp    

 UpdateQAp 
pPermissions

授予在 Q Business 应用程序环
境中更新 Q App 共享权限的权
限

写入

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

 

 UpdateQAp 
pSession

授予权限以更新 Q 企业版应用
程序环境中的 Q 应用会话

写入 qapp-
session*
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#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-application
#amazonqbusinessqapps-application
#amazonqbusinessqapps-qapp
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_UpdateQAppPermissions.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_UpdateQAppPermissions.html
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_UpdateQAppSession.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_qapps_UpdateQAppSession.html
#amazonqbusinessqapps-qapp-session
#amazonqbusinessqapps-qapp-session
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  qapps:Use 
rIsAppOwn 
er

qapps:App 
IsPublish 
ed

qapps:Use 
rIsSessio 
nModerato 
r

qapps:Ses 
sionIsSha 
red

 

 UpdateQAp 
pSessionM 
etadata

授予权限以更新 Q 企业版应用
程序环境中的 Q 应用会话元数
据

写入 qapp-
session*

   

Amazon Q 企业版 Q 应用定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 application arn:${Partition}:qbusiness:${Region} 
:${Account}:application/${Applicatio 
nId}
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#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_UserIsAppOwner
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_AppIsPublished
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_UserIsSessionModerator
#amazonqbusinessqapps-qapps_SessionIsShared
#amazonqbusinessqapps-qapps_SessionIsShared
#amazonqbusinessqapps-qapps_SessionIsShared
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
#amazonqbusinessqapps-qapp-session
#amazonqbusinessqapps-qapp-session
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-app.html
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资源类型 ARN 条件键

 qapp arn:${Partition}:qapps:${Region}:${A 
ccount}:application/${ApplicationId} 
/qapp/${AppId}

aws:ResourceTag/${ 
TagKey}

 qapp-sess 
ion

arn:${Partition}:qapps:${Region}:${A 
ccount}:application/${ApplicationId} 
/qapp/${AppId}/session/${SessionId}

aws:ResourceTag/${ 
TagKey}

Amazon Q 企业版 Q 应用的条件键

Amazon Q 企业版 Q 应用定义了以下可在 IAM 策略的 Condition 元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 qapps:App 
IsPublished

按 Q 应用是否发布筛选访问权限 字符串

 qapps:Ses 
sionIsShared

按 Q 会话会话是否共享筛选访问权限 字符串

 qapps:Use 
rIsAppOwner

按请求者是否为 Q 应用所有者筛选访问权限 字符串
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https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
#amazonqbusinessqapps-aws_ResourceTag___TagKey_
#amazonqbusinessqapps-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/purpose-built-qapps.html
#amazonqbusinessqapps-aws_ResourceTag___TagKey_
#amazonqbusinessqapps-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security-iam.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security-iam.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security-iam.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security-iam.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security-iam.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security-iam.html
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条件键 描述 类型

 qapps:Use 
rIsSessio 
nModerator

根据请求者是否是 Q 应用会话主持人来筛选访问权限 字符串

Amazon Q 开发者的操作、资源和条件密钥

Amazon Q Developer（服务前缀:qdeveloper）提供以下特定于服务的资源、操作和条件上下文密钥
以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon Q 开发者定义的操作

• 由 Amazon Q 开发者定义的资源类型

• Amazon Q 开发者的条件密钥

由 Amazon Q 开发者定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security-iam.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security-iam.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/security-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ExportArt 
ifact

授予从 Amazon Q 开发者那里
导出工件的权限

写入 codeTrans 
formation

   

 ImportArt 
ifact

授予向 Amazon Q 开发者导入
构件的权限

写入 codeTrans 
formation

   

 ListTagsF 
orResource
[仅权限]

授予列出与 Amazon Q 开发者
资源关联的所有标签的权限

列表 codeTrans 
formation

   

 StartAgen 
tSession

授予与 Amazon Q 开发者开始
代理会话的权限

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 TagResour 
ce [仅权限]

授予将标签与 Amazon Q 开发
者资源关联的权限

标记 codeTrans 
formation
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonqdeveloper-codeTransformation
#amazonqdeveloper-codeTransformation
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonqdeveloper-codeTransformation
#amazonqdeveloper-codeTransformation
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonqdeveloper-codeTransformation
#amazonqdeveloper-codeTransformation
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonqdeveloper-aws_TagKeys
#amazonqdeveloper-aws_TagKeys
#amazonqdeveloper-aws_RequestTag___TagKey_
#amazonqdeveloper-aws_RequestTag___TagKey_
#amazonqdeveloper-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonqdeveloper-codeTransformation
#amazonqdeveloper-codeTransformation
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 Transform 
Code

授予使用 Amazon Q 开发者转
换代理转换代码的权限

写入 codeTrans 
formation

   

codeTrans 
formation

    UntagReso 
urce [仅权限]

授予移除与 Amazon Q 开发者
资源关联的标签的权限

标记

  aws:TagKe 
ys

 

由 Amazon Q 开发者定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 codeTrans 
formation

arn:${Partition}:qdeveloper:${Region 
}:${Account}:codeTransformation/${Id 
entifier}

aws:ResourceTag/${ 
TagKey}

Amazon Q 开发者的条件密钥

Amazon Q Developer 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素中。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。
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#amazonqdeveloper-aws_TagKeys
#amazonqdeveloper-aws_TagKeys
#amazonqdeveloper-aws_RequestTag___TagKey_
#amazonqdeveloper-aws_RequestTag___TagKey_
#amazonqdeveloper-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonqdeveloper-codeTransformation
#amazonqdeveloper-codeTransformation
#amazonqdeveloper-codeTransformation
#amazonqdeveloper-codeTransformation
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-with-policies.html
#amazonqdeveloper-aws_TagKeys
#amazonqdeveloper-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/codeTransformation.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/codeTransformation.html
#amazonqdeveloper-aws_ResourceTag___TagKey_
#amazonqdeveloper-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
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要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与 Amazon Q 开发者资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Q in Connect 的操作、资源和条件键

Amazon Q in Connect（服务前缀：wisdom）提供了以下可在 IAM 权限策略中使用的服务特定资源、
操作和条件上下文键。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Q in Connect 定义的操作

• Amazon Q in Connect 定义的资源类型

• Amazon Q in Connect 的条件键

Amazon Q in Connect 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-iam-service-with-iam.html
https://docs.aws.amazon.com/connect/latest/adminguide/what-is-amazon-connect.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/connect/latest/adminguide/security-iam.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Knowledge 
Base*

    ActivateM 
essageTem 
plate

授予权限以激活消息模板 写入

MessageTe 
mplate*

   

 AllowVend 
edLogDeli 
veryForRe 
source [仅权
限]

授予权限以为助手配置提供的
日志传送

权限管理 Assistant    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ActivateMessageTemplate.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ActivateMessageTemplate.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Assistant 
*

    CreateAIA 
gent

授予权限以创建人工智能座席 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

AIAgent*    

Assistant 
*

   

 CreateAIA 
gentVersion

授予权限以创建人工智能座席
版本

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Assistant 
*

    CreateAIG 
uardrail

授予创建 ai 护栏的权限 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateAIG 
uardrailV 
ersion

授予创建 ai 护栏版本的权限 写入 AIGuardra 
il*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Assistant 
*

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Assistant 
*

    CreateAIP 
rompt

授予权限以创建人工智能提示 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

AIPrompt*    

Assistant 
*

   

 CreateAIP 
romptVersion

授予权限以创建人工智能提示
版本

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAss 
istant

授予权限以创建助手 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Assistant 
*

    CreateAss 
istantAss 
ociation

授予权限以在助手和其他资源
之间创建关联

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Knowledge 
Base*

    CreateCon 
tent

授予权限以创建内容 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Content*     CreateCon 
tentAssoc 
iation

授予权限以创建内容关联 写入

Knowledge 
Base*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateKno 
wledgeBase

授予权限以创建知识库 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Knowledge 
Base*

    CreateMes 
sageTempl 
ate

授予权限以创建消息模板 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Knowledge 
Base*

    CreateMes 
sageTempl 
ateAttach 
ment

授予权限以创建消息模板附件 写入

MessageTe 
mplate*

   

Knowledge 
Base*

    CreateMes 
sageTempl 
ateVersion

授予权限以创建消息模板的版
本

写入

MessageTe 
mplate*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateQui 
ckResponse

授予创建快速响应的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateSes 
sion

授予权限以创建会话 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Knowledge 
Base*

    Deactivat 
eMessageT 
emplate

授予权限以停用消息模板 写入

MessageTe 
mplate*

   

AIAgent*     DeleteAIA 
gent

授予权限以删除人工智能座席 写入

Assistant 
*

   

AIAgent*     DeleteAIA 
gentVersion

授予权限以删除人工智能座席
版本

写入

Assistant 
*

   

AIGuardra 
il*

    DeleteAIG 
uardrail

授予删除 ai 护栏的权限 写入

Assistant 
*

   

Amazon Q in Connect 3275

https://docs.aws.amazon.com/wisdom/latest/APIReference/API_CreateQuickResponse.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_CreateQuickResponse.html
#amazonqinconnect-aws_TagKeys
#amazonqinconnect-aws_TagKeys
#amazonqinconnect-aws_RequestTag___TagKey_
#amazonqinconnect-aws_RequestTag___TagKey_
#amazonqinconnect-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_CreateSession.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_CreateSession.html
#amazonqinconnect-aws_TagKeys
#amazonqinconnect-aws_TagKeys
#amazonqinconnect-aws_RequestTag___TagKey_
#amazonqinconnect-aws_RequestTag___TagKey_
#amazonqinconnect-aws_RequestTag___TagKey_
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_DeactivateMessageTemplate.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_DeactivateMessageTemplate.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_DeactivateMessageTemplate.html
#amazonqinconnect-MessageTemplate
#amazonqinconnect-MessageTemplate
#amazonqinconnect-AIAgent
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_DeleteAIAgent.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_DeleteAIAgent.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
#amazonqinconnect-AIAgent
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_DeleteAIAgentVersion.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_DeleteAIAgentVersion.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
#amazonqinconnect-AIGuardrail
#amazonqinconnect-AIGuardrail
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_DeleteAIGuardrail.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_DeleteAIGuardrail.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

AIGuardra 
il*

    DeleteAIG 
uardrailV 
ersion

授予删除 ai 护栏版本的权限 写入

Assistant 
*

   

AIPrompt*     DeleteAIP 
rompt

授予权限以删除人工智能提示 写入

Assistant 
*

   

AIPrompt*     DeleteAIP 
romptVersion

授予权限以删除人工智能提示
版本

写入

Assistant 
*

   

 DeleteAss 
istant

授予权限以删除助手 写入 Assistant 
*

   

Assistant 
*

    DeleteAss 
istantAss 
ociation

授予权限以删除助手关联 写入

Assistant 
Associati 
on*

   

Content*     DeleteCon 
tent

授予权限以删除内容 写入

Knowledge 
Base*

   

Content*     DeleteCon 
tentAssoc 
iation

授予权限以删除内容关联 写入

ContentAs 
sociation 
*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Knowledge 
Base*

   

 DeleteImp 
ortJob

授予删除知识库导入作业的权
限

写入 Knowledge 
Base*

   

 DeleteKno 
wledgeBase

授予权限以删除知识库 写入 Knowledge 
Base*

   

Knowledge 
Base*

    DeleteMes 
sageTempl 
ate

授予权限以删除消息模板 写入

MessageTe 
mplate*

   

Knowledge 
Base*

    DeleteMes 
sageTempl 
ateAttach 
ment

授予权限以从消息模板中删除
附件

写入

MessageTe 
mplate*

   

Knowledge 
Base*

    DeleteQui 
ckResponse

授予删除快速响应的权限 写入

QuickResp 
onse*

   

AIAgent*     GetAIAgent 授予权限以检索人工智能座席
的相关信息

读取

Assistant 
*

   

 GetAIGuar 
drail

授予检索 ai 护栏相关信息的权
限

读取 AIGuardra 
il*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Assistant 
*

   

AIPrompt*     GetAIPrompt 授予权限以检索人工智能提示
的相关信息

读取

Assistant 
*

   

 GetAssistant 授予权限以检索有关助手的信
息

读取 Assistant 
*

   

Assistant 
*

    GetAssist 
antAssoci 
ation

授予权限以检索有关助手关联
的信息

读取

Assistant 
Associati 
on*

   

Content*     GetContent 授予权限以检索内容，包括用
于下载内容的预签名 URL

读取

Knowledge 
Base*

   

Content*    

ContentAs 
sociation 
*

   

 GetConten 
tAssociation

授予权限以检索有关内容关联
的信息

读取

Knowledge 
Base*

   

Content*     GetConten 
tSummary

授予权限以检索有关内容的摘
要信息

读取

Knowledge 
Base*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetImport 
Job

授予检索导入作业相关信息的
权限

读取 Knowledge 
Base*

   

 GetKnowle 
dgeBase

授予权限以检索有关知识库的
信息

读取 Knowledge 
Base*

   

Knowledge 
Base*

   

MessageTe 
mplate*

   

 GetMessag 
eTemplate

授予权限以检索消息模板 读取

  wisdom:Me 
ssageTemp 
late/Rout 
ingProfil 
eArn

 

Assistant 
*

    GetNextMe 
ssage

授予检索会话中下一封邮件的
权限

读取

Session*    

Knowledge 
Base*

    GetQuickR 
esponse

授予检索内容的权限 读取

QuickResp 
onse*

   

 GetRecomm 
endations

授予权限以检索指定会话的建
议

读取 Assistant 
*

   

 GetSession 授予权限以检索指定会话的信
息

读取 Assistant 
*
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https://docs.aws.amazon.com/wisdom/latest/APIReference/API_GetImportJob.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_GetImportJob.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_GetKnowledgeBase.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_GetKnowledgeBase.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-MessageTemplate
#amazonqinconnect-MessageTemplate
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_GetMessageTemplate.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_GetMessageTemplate.html
#amazonqinconnect-wisdom_MessageTemplate_RoutingProfileArn
#amazonqinconnect-wisdom_MessageTemplate_RoutingProfileArn
#amazonqinconnect-wisdom_MessageTemplate_RoutingProfileArn
#amazonqinconnect-wisdom_MessageTemplate_RoutingProfileArn
#amazonqinconnect-wisdom_MessageTemplate_RoutingProfileArn
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_GetNextMessage.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_GetNextMessage.html
#amazonqinconnect-Session
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_GetQuickResponse.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_GetQuickResponse.html
#amazonqinconnect-QuickResponse
#amazonqinconnect-QuickResponse
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_GetRecommendations.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_GetRecommendations.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_GetSession.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Session*    

AIAgent*     ListAIAge 
ntVersions

授予权限以列出有关人工智能
版本的信息

列表

Assistant 
*

   

 ListAIAgents 授予权限以列出有关人工智能
座席的信息

列表 Assistant 
*

   

AIGuardra 
il*

    ListAIGua 
rdrailVersions

授予列出有关 ai 护栏版本信息
的权限

列表

Assistant 
*

   

 ListAIGua 
rdrails

授予列出有关 ai 护栏的信息的
权限

列表 Assistant 
*

   

AIPrompt*     ListAIPro 
mptVersions

授予权限以列出有关人工智能
提示版本的信息

列表

Assistant 
*

   

 ListAIPro 
mpts

授予权限以列出有关人工智能
提示的信息

列表 Assistant 
*

   

 ListAssis 
tantAssoc 
iations

授予权限以列出有关助手关联
的信息

列表      

 ListAssis 
tants

授予权限以列出有关助手的信
息

列表      

授予权限以列出有关内容关联
的信息

列表 Content*    
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#amazonqinconnect-Session
#amazonqinconnect-AIAgent
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAIAgentVersions.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAIAgentVersions.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAIAgents.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
#amazonqinconnect-AIGuardrail
#amazonqinconnect-AIGuardrail
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAIGuardrailVersions.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAIGuardrailVersions.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAIGuardrails.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAIGuardrails.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
#amazonqinconnect-AIPrompt
#amazonqinconnect-AIPrompt
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAIPromptVersions.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAIPromptVersions.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAIPrompts.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAIPrompts.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAssistantAssociations.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAssistantAssociations.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAssistantAssociations.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAssistants.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListAssistants.html
#amazonqinconnect-Content


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListConte 
ntAssocia 
tions

Knowledge 
Base*

   

 ListContents 授予权限以列出包含知识库的
内容

列表 Knowledge 
Base*

   

 ListImpor 
tJobs

授予权限以列出有关知识库的
信息

列表 Knowledge 
Base*

   

 ListKnowl 
edgeBases

授予权限以列出有关知识库的
信息

列表      

Knowledge 
Base*

    ListMessa 
geTemplat 
eVersions

授予权限以列出指定消息模板
的消息模板版本

列表

MessageTe 
mplate*

   

 ListMessa 
geTemplates

授予权限以列出知识库的消息
模板

列表 Knowledge 
Base*

   

Assistant 
*

    ListMessa 
ges

授予在会话中列出消息的权限 列表

Session*    

 ListQuick 
Responses

授予列出包含知识库的快速响
应的权限

列表 Knowledge 
Base*

   

 ListTagsF 
orResource

授予权限以列出指定资源的标
签

读取      

 NotifyRec 
ommendati 
onsReceived

授予权限以从指定助手的新可
用建议队列中删除指定建议

写入      
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https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListContentAssociations.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListContentAssociations.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListContentAssociations.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListContents.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListImportJobs.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListImportJobs.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListKnowledgeBases.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListKnowledgeBases.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListMessageTemplateVersions.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListMessageTemplateVersions.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListMessageTemplateVersions.html
#amazonqinconnect-MessageTemplate
#amazonqinconnect-MessageTemplate
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListMessageTemplates.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListMessageTemplates.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListMessages.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListMessages.html
#amazonqinconnect-Session
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListQuickResponses.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListQuickResponses.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_NotifyRecommendationsReceived.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_NotifyRecommendationsReceived.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_NotifyRecommendationsReceived.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutFeedback 授予提交反馈的权限 写入 Assistant 
*

   

 QueryAssi 
stant

授予权限以对指定助手执行手
动搜索

读取 Assistant 
*

   

 RemoveAss 
istantAIAgent

授予权限以从助手中删除人工
智能座席

写入 Assistant 
*

   

 RemoveKno 
wledgeBas 
eTemplateUri

授予权限以从知识库中删除 
URI 模板

写入 Knowledge 
Base*

   

Knowledge 
Base*

  wisdom:Ge 
tMessageT 
emplate

MessageTe 
mplate*

   

 RenderMes 
sageTempl 
ate

授予权限以呈现消息模板 读取

  wisdom:Me 
ssageTemp 
late/Rout 
ingProfil 
eArn

 

 SearchCon 
tent

授予权限以搜索引用指定知识
库的内容。可用于按名称获取
特定内容资源

读取 Knowledge 
Base*

   

 SearchMes 
sageTempl 
ates

授予权限以搜索引用指定知识
库的消息模板

读取 Knowledge 
Base*
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https://docs.aws.amazon.com/wisdom/latest/APIReference/API_PutFeedback.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_QueryAssistant.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_QueryAssistant.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_RemoveAssistantAIAgent.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_RemoveAssistantAIAgent.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_RemoveKnowledgeBaseTemplateUri.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_RemoveKnowledgeBaseTemplateUri.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_RemoveKnowledgeBaseTemplateUri.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-MessageTemplate
#amazonqinconnect-MessageTemplate
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_RenderMessageTemplate.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_RenderMessageTemplate.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_RenderMessageTemplate.html
#amazonqinconnect-wisdom_MessageTemplate_RoutingProfileArn
#amazonqinconnect-wisdom_MessageTemplate_RoutingProfileArn
#amazonqinconnect-wisdom_MessageTemplate_RoutingProfileArn
#amazonqinconnect-wisdom_MessageTemplate_RoutingProfileArn
#amazonqinconnect-wisdom_MessageTemplate_RoutingProfileArn
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_SearchContent.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_SearchContent.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_SearchMessageTemplates.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_SearchMessageTemplates.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_SearchMessageTemplates.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  wisdom:Se 
archFilte 
r/Routing 
ProfileAr 
n

wisdom:Se 
archFilte 
r/Qualifier

 

Knowledge 
Base*

  wisdom:Ge 
tQuickRes 
ponse

 SearchQui 
ckResponses

授予搜索引用指定知识库的快
速响应的权限

读取

  wisdom:Se 
archFilte 
r/Routing 
ProfileAr 
n

 

 SearchSes 
sions

授予权限以搜索引用指定助手
的会话。可用于按名称获取特
定会话资源

读取      

Assistant 
*

    SendMessa 
ge

授予发送消息的权限 写入

Session*    

 StartCont 
entUpload

授予权限以获取将内容上载到
知识库的 URL

写入 Knowledge 
Base*

   

 StartImpo 
rtJob

授予创建多个快速响应的权限 写入 Knowledge 
Base*
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#amazonqinconnect-wisdom_SearchFilter_RoutingProfileArn
#amazonqinconnect-wisdom_SearchFilter_RoutingProfileArn
#amazonqinconnect-wisdom_SearchFilter_RoutingProfileArn
#amazonqinconnect-wisdom_SearchFilter_RoutingProfileArn
#amazonqinconnect-wisdom_SearchFilter_RoutingProfileArn
#amazonqinconnect-wisdom_SearchFilter_Qualifier
#amazonqinconnect-wisdom_SearchFilter_Qualifier
#amazonqinconnect-wisdom_SearchFilter_Qualifier
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_SearchQuickResponses.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_SearchQuickResponses.html
#amazonqinconnect-wisdom_SearchFilter_RoutingProfileArn
#amazonqinconnect-wisdom_SearchFilter_RoutingProfileArn
#amazonqinconnect-wisdom_SearchFilter_RoutingProfileArn
#amazonqinconnect-wisdom_SearchFilter_RoutingProfileArn
#amazonqinconnect-wisdom_SearchFilter_RoutingProfileArn
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_SearchSessions.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_SearchSessions.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_SendMessage.html
#amazonqinconnect-Session
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_StartContentUpload.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_StartContentUpload.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_StartImportJob.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_StartImportJob.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Assistant    

Assistant 
Associati 
on

   

Content    

ContentAs 
sociation

   

Knowledge 
Base

   

MessageTe 
mplate

   

QuickResp 
onse

   

 TagResour 
ce

授予权限以将指定标签添加到
指定资源

标记

Session    

Amazon Q in Connect 3284

#amazonqinconnect-aws_TagKeys
#amazonqinconnect-aws_TagKeys
#amazonqinconnect-aws_RequestTag___TagKey_
#amazonqinconnect-aws_RequestTag___TagKey_
#amazonqinconnect-aws_RequestTag___TagKey_
#amazonqinconnect-Assistant
#amazonqinconnect-AssistantAssociation
#amazonqinconnect-AssistantAssociation
#amazonqinconnect-AssistantAssociation
#amazonqinconnect-Content
#amazonqinconnect-ContentAssociation
#amazonqinconnect-ContentAssociation
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-MessageTemplate
#amazonqinconnect-MessageTemplate
#amazonqinconnect-QuickResponse
#amazonqinconnect-QuickResponse
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_TagResource.html
#amazonqinconnect-Session


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

Assistant    

Assistant 
Associati 
on

   

Content    

ContentAs 
sociation

   

Knowledge 
Base

   

MessageTe 
mplate

   

QuickResp 
onse

   

 UntagReso 
urce

授予权限以从指定资源中删除
指定标签

标记

Session    
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#amazonqinconnect-aws_TagKeys
#amazonqinconnect-aws_TagKeys
#amazonqinconnect-aws_RequestTag___TagKey_
#amazonqinconnect-aws_RequestTag___TagKey_
#amazonqinconnect-aws_RequestTag___TagKey_
#amazonqinconnect-aws_ResourceTag___TagKey_
#amazonqinconnect-aws_ResourceTag___TagKey_
#amazonqinconnect-aws_ResourceTag___TagKey_
#amazonqinconnect-Assistant
#amazonqinconnect-AssistantAssociation
#amazonqinconnect-AssistantAssociation
#amazonqinconnect-AssistantAssociation
#amazonqinconnect-Content
#amazonqinconnect-ContentAssociation
#amazonqinconnect-ContentAssociation
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-MessageTemplate
#amazonqinconnect-MessageTemplate
#amazonqinconnect-QuickResponse
#amazonqinconnect-QuickResponse
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UntagResource.html
#amazonqinconnect-Session


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

AIAgent*     UpdateAIA 
gent

授予权限以更新人工智能座席
的相关信息

写入

Assistant 
*

   

AIGuardra 
il*

    UpdateAIG 
uardrail

授予更新有关 AI 护栏信息的权
限

写入

Assistant 
*

   

AIPrompt*     UpdateAIP 
rompt

授予权限以更新人工智能提示
的相关信息

写入

Assistant 
*

   

 UpdateAss 
istantAIAgent

授予权限以更新人工智能座席
的相关助手信息

写入 Assistant 
*

   

Content*     UpdateCon 
tent

授予权限以更新内容信息 写入

Knowledge 
Base*

   

 UpdateKno 
wledgeBas 
eTemplateUri

授予权限以更新知识库模板 
URI

写入 Knowledge 
Base*
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#amazonqinconnect-aws_TagKeys
#amazonqinconnect-aws_TagKeys
#amazonqinconnect-aws_ResourceTag___TagKey_
#amazonqinconnect-aws_ResourceTag___TagKey_
#amazonqinconnect-aws_ResourceTag___TagKey_
#amazonqinconnect-AIAgent
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateAIAgent.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateAIAgent.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
#amazonqinconnect-AIGuardrail
#amazonqinconnect-AIGuardrail
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateAIGuardrail.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateAIGuardrail.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
#amazonqinconnect-AIPrompt
#amazonqinconnect-AIPrompt
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateAIPrompt.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateAIPrompt.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateAssistantAIAgent.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateAssistantAIAgent.html
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
#amazonqinconnect-Content
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateContent.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateContent.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateKnowledgeBaseTemplateUri.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateKnowledgeBaseTemplateUri.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateKnowledgeBaseTemplateUri.html
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Knowledge 
Base*

    UpdateMes 
sageTempl 
ate

授予权限以更新消息模版的内
容

写入

MessageTe 
mplate*

   

Knowledge 
Base*

    UpdateMes 
sageTempl 
ateMetadata

授予权限以更新消息模版的元
数据

写入

MessageTe 
mplate*

   

Knowledge 
Base*

    UpdateQui 
ckResponse

授予更新快速响应的信息或内
容的权限

写入

QuickResp 
onse*

   

Assistant 
*

    UpdateSes 
sion

授予权限以更新会话 写入

Session*    

Assistant 
*

    UpdateSes 
sionData

授予权限以会话中存储的数据 写入

Session*    

Amazon Q in Connect 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateMessageTemplate.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateMessageTemplate.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateMessageTemplate.html
#amazonqinconnect-MessageTemplate
#amazonqinconnect-MessageTemplate
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateMessageTemplateMetadata.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateMessageTemplateMetadata.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateMessageTemplateMetadata.html
#amazonqinconnect-MessageTemplate
#amazonqinconnect-MessageTemplate
#amazonqinconnect-KnowledgeBase
#amazonqinconnect-KnowledgeBase
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateQuickResponse.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateQuickResponse.html
#amazonqinconnect-QuickResponse
#amazonqinconnect-QuickResponse
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateSession.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateSession.html
#amazonqinconnect-Session
#amazonqinconnect-Assistant
#amazonqinconnect-Assistant
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateSessionData.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_UpdateSessionData.html
#amazonqinconnect-Session
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 AIAgent arn:${Partition}:wisdom:${Region}:${ 
Account}:ai-agent/${AssistantId}/${A 
IAgentId}

aws:ResourceTag/${ 
TagKey}

 AIPrompt arn:${Partition}:wisdom:${Region}:${ 
Account}:ai-prompt/${AssistantId}/${ 
AIPromptId}

aws:ResourceTag/${ 
TagKey}

 AIGuardrail arn:${Partition}:wisdom:${Region}:${ 
Account}:ai-guardrail/${AssistantId} 
/${AIGuardrailId}

aws:ResourceTag/${ 
TagKey}

 Assistant arn:${Partition}:wisdom:${Region}:${ 
Account}:assistant/${AssistantId}

aws:ResourceTag/${ 
TagKey}

 Assistant 
Association

arn:${Partition}:wisdom:${Region}:${ 
Account}:association/${AssistantId}/ 
${AssistantAssociationId}

aws:ResourceTag/${ 
TagKey}

 Content arn:${Partition}:wisdom:${Region}:${ 
Account}:content/${KnowledgeBaseId}/ 
${ContentId}

aws:ResourceTag/${ 
TagKey}

 ContentAs 
sociation

arn:${Partition}:wisdom:${Region}:${ 
Account}:content-association/${Knowl 
edgeBaseId}/${ContentId}/${ContentAs 
sociationId}

aws:ResourceTag/${ 
TagKey}

 Knowledge 
Base

arn:${Partition}:wisdom:${Region}:${ 
Account}:knowledge-base/${KnowledgeB 
aseId}

aws:ResourceTag/${ 
TagKey}

 MessageTe 
mplate

arn:${Partition}:wisdom:${Region}:${ 
Account}:message-template/${Knowledg 
eBaseId}/${MessageTemplateId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/wisdom/latest/APIReference/API_AIAgentData.html
#amazonqinconnect-aws_ResourceTag___TagKey_
#amazonqinconnect-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_AIPromptData.html
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https://docs.aws.amazon.com/wisdom/latest/APIReference/API_AssistantAssociationData.html
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https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ContentData.html
#amazonqinconnect-aws_ResourceTag___TagKey_
#amazonqinconnect-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ContentAssociationData.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_ContentAssociationData.html
#amazonqinconnect-aws_ResourceTag___TagKey_
#amazonqinconnect-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_KnowledgeBaseData.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_KnowledgeBaseData.html
#amazonqinconnect-aws_ResourceTag___TagKey_
#amazonqinconnect-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_MessageTemplateData.html
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_MessageTemplateData.html
#amazonqinconnect-aws_ResourceTag___TagKey_
#amazonqinconnect-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

wisdom:Me 
ssageTemplate/Rout 
ingProfileArn

 Session arn:${Partition}:wisdom:${Region}:${ 
Account}:session/${AssistantId}/${Se 
ssionId}

aws:ResourceTag/${ 
TagKey}

 QuickResp 
onse

arn:${Partition}:wisdom:${Region}:${ 
Account}:quick-response/${KnowledgeB 
aseId}/${QuickResponseId}

aws:ResourceTag/${ 
TagKey}

Amazon Q in Connect 的条件键

Amazon Q in Connect 定义了以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 wisdom:Me 
ssageTemplate/
RoutingProfil 
eArn

按与资源关联的连接路由配置文件 arn 筛选访问权限 ArrayOfARN
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#amazonqinconnect-wisdom_MessageTemplate_RoutingProfileArn
#amazonqinconnect-wisdom_MessageTemplate_RoutingProfileArn
#amazonqinconnect-wisdom_MessageTemplate_RoutingProfileArn
https://docs.aws.amazon.com/wisdom/latest/APIReference/API_SessionData.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonconnectwisdom.html#amazonconnectwisdom-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonconnectwisdom.html#amazonconnectwisdom-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonconnectwisdom.html#amazonconnectwisdom-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonconnectwisdom.html#amazonconnectwisdom-policy-keys
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条件键 描述 类型

 wisdom:Se 
archFilter/Qualifi 
er

按请求中传递的限定符筛选访问权限 ArrayOfString

 wisdom:Se 
archFilter/
RoutingProfileAr 
n

按请求中传递的连接路由配置文件 arn 筛选访问权限 ARN

Amazon QLDB 的操作、资源和条件键

Amazon QLDB（服务前缀：qldb）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权限策
略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon QLDB 定义的操作

• Amazon QLDB 定义的资源类型

• Amazon QLDB 的条件键

Amazon QLDB 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelJou 
rnalKines 
isStream

授予权限以取消日志 kinesis 流 Write stream*    

ledger*     CreateLed 
ger

授予权限以创建分类账 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteLed 
ger

授予权限以删除分类账 Write ledger*    
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reference_policies_actions-resources-contextkeys.html#actions_table
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#amazonqldb-aws_TagKeys
https://docs.aws.amazon.com/qldb/latest/developerguide/API_DeleteLedger.html
https://docs.aws.amazon.com/qldb/latest/developerguide/API_DeleteLedger.html
#amazonqldb-ledger
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeJ 
ournalKin 
esisStream

授予权限以描述有关日志 
kinesis 流的信息

Read stream*    

 DescribeJ 
ournalS3E 
xport

授予权限以描述有关日志导出
作业的信息

Read ledger*    

 DescribeL 
edger

授予权限以描述分类账 读取 ledger*    

 ExecuteSt 
atement [仅权
限]

授予权限以通过控制台将命令
发送到分类账

Write ledger*    

 ExportJou 
rnalToS3

授予权限以将日志内容导出到 
Amazon S3 存储桶

写入 ledger*    

 GetBlock 授予从账本中检索给定区块的
权限 BlockAddress

读取 ledger*    

 GetDigest 授予从账本中检索给定内容摘
要的权限 BlockAddress

读取 ledger*    

 GetRevision 授予权限以检索给定文档 
ID 和给定文档的修订版本 
BlockAddress

读取 ledger*    

 InsertSam 
pleData [仅权
限]

授予权限以通过控制台插入示
例应用程序数据

Write ledger*    
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#amazonqldb-ledger
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#amazonqldb-ledger
https://docs.aws.amazon.com/qldb/latest/developerguide/console_QLDB.html
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#amazonqldb-ledger
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListJourn 
alKinesis 
StreamsFo 
rLedger

授予权限以列出指定分类账的
日志 kinesis 流

List stream*    

 ListJourn 
alS3Exports

授予权限以列出所有分类账的
日志导出作业

List      

 ListJourn 
alS3Expor 
tsForLedger

授予权限以列出指定分类账的
日志导出作业

List ledger*    

 ListLedgers 授予权限以列出现有的分类账 List      

catalog    

ledger    

stream    

 ListTagsF 
orResource

授予权限以列出资源的标签 Read

table    

 PartiQLCr 
eateIndex

授予在表上创建索引的权限 Write table*    

table*     PartiQLCr 
eateTable

授予权限以创建表 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 PartiQLDe 
lete

授予从表中删除文档的权限 Write table*    
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#amazonqldb-table
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.create-index.html
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.create-index.html
#amazonqldb-table
#amazonqldb-table
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.create-table.html
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.create-table.html
#amazonqldb-aws_RequestTag___TagKey_
#amazonqldb-aws_RequestTag___TagKey_
#amazonqldb-aws_RequestTag___TagKey_
#amazonqldb-aws_TagKeys
#amazonqldb-aws_TagKeys
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.delete.html
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.delete.html
#amazonqldb-table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

table*     PartiQLDr 
opIndex

授予从表中删除索引的权限 Write

  qldb:Purg 
e

 

table*     PartiQLDr 
opTable

授予删除表的权限 Write

  qldb:Purg 
e

 

 PartiQLHi 
storyFunction

授予在表上使用历史记录函数
的权限

Read table*    

 PartiQLInsert 授予将文档插入表的权限 写入 table*    

 PartiQLRe 
dact

授予编辑历史修订的权限 写入 table*    

catalog     PartiQLSe 
lect

授予从表中选择文档的权限 Read

table    

 PartiQLUn 
dropTable

授予取消删除表的权限 Write table*    

 PartiQLUp 
date

授予更新表中现有文档的权限 Write table*    

 SendComma 
nd

授予权限以将命令发送到分类
账

写入 ledger*    

 ShowCatal 
og [仅权限]

授予权限以通过控制台查看分
类账的目录

Write ledger*    

 StreamJou 
rnalToKinesis

授予权限以将日志内容流式传
输到 Kinesis 数据流

Write stream*    
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https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.drop-index.html
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.drop-index.html
#amazonqldb-qldb_Purge
#amazonqldb-qldb_Purge
#amazonqldb-table
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.drop-table.html
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.drop-table.html
#amazonqldb-qldb_Purge
#amazonqldb-qldb_Purge
https://docs.aws.amazon.com/qldb/latest/developerguide/working.history.html
https://docs.aws.amazon.com/qldb/latest/developerguide/working.history.html
#amazonqldb-table
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.insert.html
#amazonqldb-table
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-stored-procedures.redact_revision.html
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-stored-procedures.redact_revision.html
#amazonqldb-table
#amazonqldb-catalog
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.select.html
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.select.html
#amazonqldb-table
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.undrop-table.html
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.undrop-table.html
#amazonqldb-table
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.update.html
https://docs.aws.amazon.com/qldb/latest/developerguide/ql-reference.update.html
#amazonqldb-table
https://docs.aws.amazon.com/qldb/latest/developerguide/API_QLDB-Session_SendCommand.html
https://docs.aws.amazon.com/qldb/latest/developerguide/API_QLDB-Session_SendCommand.html
#amazonqldb-ledger
https://docs.aws.amazon.com/qldb/latest/developerguide/console_QLDB.html
https://docs.aws.amazon.com/qldb/latest/developerguide/console_QLDB.html
#amazonqldb-ledger
https://docs.aws.amazon.com/qldb/latest/developerguide/API_StreamJournalToKinesis.html
https://docs.aws.amazon.com/qldb/latest/developerguide/API_StreamJournalToKinesis.html
#amazonqldb-stream
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

catalog    

ledger    

stream    

table    

 TagResour 
ce

授予权限以将一个或多个标签
添加到资源中

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

catalog    

ledger    

stream    

table    

 UntagReso 
urce

授予从资源删除一个或多个标
签的权限

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonqldb-aws_RequestTag___TagKey_
#amazonqldb-aws_RequestTag___TagKey_
#amazonqldb-aws_RequestTag___TagKey_
#amazonqldb-aws_TagKeys
#amazonqldb-aws_TagKeys
#amazonqldb-catalog
#amazonqldb-ledger
#amazonqldb-stream
#amazonqldb-table
https://docs.aws.amazon.com/qldb/latest/developerguide/API_TagResource.html
https://docs.aws.amazon.com/qldb/latest/developerguide/API_TagResource.html
#amazonqldb-aws_RequestTag___TagKey_
#amazonqldb-aws_RequestTag___TagKey_
#amazonqldb-aws_RequestTag___TagKey_
#amazonqldb-aws_TagKeys
#amazonqldb-aws_TagKeys
#amazonqldb-catalog
#amazonqldb-ledger
#amazonqldb-stream
#amazonqldb-table
https://docs.aws.amazon.com/qldb/latest/developerguide/API_UntagResource.html
https://docs.aws.amazon.com/qldb/latest/developerguide/API_UntagResource.html
#amazonqldb-aws_RequestTag___TagKey_
#amazonqldb-aws_RequestTag___TagKey_
#amazonqldb-aws_RequestTag___TagKey_
#amazonqldb-aws_TagKeys
#amazonqldb-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateLed 
ger

授予权限以更新分类账上的属
性

Write ledger*    

 UpdateLed 
gerPermis 
sionsMode

授予更新分类账上权限模式的
权限

Write ledger*    

Amazon QLDB 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 ledger arn:${Partition}:qldb:${Region}:${Ac 
count}:ledger/${LedgerName}

aws:ResourceTag/${ 
TagKey}

 stream arn:${Partition}:qldb:${Region}:${Ac 
count}:stream/${LedgerName}/${Stream 
Id}

aws:ResourceTag/${ 
TagKey}

 table arn:${Partition}:qldb:${Region}:${Ac 
count}:ledger/${LedgerName}/table/${ 
TableId}

aws:ResourceTag/${ 
TagKey}

 catalog arn:${Partition}:qldb:${Region}:${Ac 
count}:ledger/${LedgerName}/informat 
ion_schema/user_tables

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/qldb/latest/developerguide/API_UpdateLedger.html
https://docs.aws.amazon.com/qldb/latest/developerguide/API_UpdateLedger.html
#amazonqldb-ledger
https://docs.aws.amazon.com/qldb/latest/developerguide/API_UpdateLedgerPermissionsMode.html
https://docs.aws.amazon.com/qldb/latest/developerguide/API_UpdateLedgerPermissionsMode.html
https://docs.aws.amazon.com/qldb/latest/developerguide/API_UpdateLedgerPermissionsMode.html
#amazonqldb-ledger
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/qldb/latest/developerguide/ledger-structure.html
#amazonqldb-aws_ResourceTag___TagKey_
#amazonqldb-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/qldb/latest/developerguide/streams.html
#amazonqldb-aws_ResourceTag___TagKey_
#amazonqldb-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/qldb/latest/developerguide/working.manage-tables.html
#amazonqldb-aws_ResourceTag___TagKey_
#amazonqldb-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/qldb/latest/developerguide/working.catalog.html
#amazonqldb-aws_ResourceTag___TagKey_
#amazonqldb-aws_ResourceTag___TagKey_
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Amazon QLDB 的条件键

Amazon QLDB 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

 qldb:Purge 按 PartiQL DROP 语句中指定的清除值筛选访问 字符串

Amazon 的操作、资源和条件密钥 QuickSight

Amazon QuickSight （服务前缀:quicksight）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 QuickSight

• Amazon 定义的资源类型 QuickSight

• Amazon 的条件密钥 QuickSight
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-purge
https://docs.aws.amazon.com/quicksight/latest/user/welcome.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/
https://docs.aws.amazon.com/quicksight/latest/user/identity.html
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Amazon 定义的操作 QuickSight

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AccountCo 
nfigurations
[仅权限]

授予允许设置 AWS 资源默认
访问权限的权限

写入      

 BatchCrea 
teTopicRe 

授予权限以为主题创建已审核
答案

写入 topic*    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/quicksight/latest/user/accessing-data-sources.html
https://docs.aws.amazon.com/quicksight/latest/user/accessing-data-sources.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_BatchCreateTopicReviewedAnswer.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_BatchCreateTopicReviewedAnswer.html
#amazonquicksight-topic
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

viewedAns 
wer

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

topic*     BatchDele 
teTopicRe 
viewedAns 
wer

授予权限以删除主题的已审核
答案

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

ingestion 
*

    CancelIng 
estion

授予取消数据集上的 SPICE 摄
取的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateAcc 
ountCusto 
mization

授予为账户或命名空间创建 
QuickSight 账户自定义项的权
限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_BatchCreateTopicReviewedAnswer.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_BatchCreateTopicReviewedAnswer.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-topic
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_BatchDeleteTopicReviewedAnswer.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_BatchDeleteTopicReviewedAnswer.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_BatchDeleteTopicReviewedAnswer.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_BatchDeleteTopicReviewedAnswer.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-ingestion
#amazonquicksight-ingestion
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CancelIngestion.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CancelIngestion.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateAccountCustomization.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateAccountCustomization.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateAccountCustomization.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAcc 
ountSubsc 
ription

授予订阅权限 QuickSight 写入   quicksigh 
t:Edition

quicksigh 
t:Directo 
ryType

 

 CreateAdmin
[仅权限]

授予配置 Amazon QuickSight 
管理员、作者和读者的权限

写入 user*    

analysis*     CreateAna 
lysis

授予根据模板创建分析的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

brand*     CreateBrand 授予创建亚马逊 QuickSight 品
牌的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCus 
tomPermis 
sions

授予创建 QuickSight 自定义权
限资源的权限

写入 customper 
missions*
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateAccountSubscription.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateAccountSubscription.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateAccountSubscription.html
#amazonquicksight-quicksight_Edition
#amazonquicksight-quicksight_Edition
#amazonquicksight-quicksight_DirectoryType
#amazonquicksight-quicksight_DirectoryType
#amazonquicksight-quicksight_DirectoryType
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
#amazonquicksight-user
#amazonquicksight-analysis
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateAnalysis.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateAnalysis.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-brand
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateBrand.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateCustomPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateCustomPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateCustomPermissions.html
#amazonquicksight-custompermissions
#amazonquicksight-custompermissions
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dashboard 
*

    CreateDas 
hboard

授予创建 QuickSight 仪表板的
权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

datasourc 
e*

  quicksigh 
t:PassDat 
aSource

 CreateDat 
aSet

授予创建数据集的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDat 
aSource

授予创建数据源的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iam:PassR 
ole
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#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateDashboard.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateDashboard.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-datasource
#amazonquicksight-datasource
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateDataSet.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateDataSet.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateDataSource.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateDataSource.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateEma 
ilCustomi 
zationTem 
plate [仅权限]

授予创建 QuickSight 电子邮件
自定义模板的权限

写入 emailCust 
omization 
Template*

   

folder*     CreateFolder 授予创建 QuickSight 文件夹的
权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

folder*    

analysis    

dashboard    

 CreateFol 
derMember 
ship

授予向 QuickSight 文件夹添加 
QuickSight 仪表板、分析或数
据集的权限

写入

dataset    

 CreateGroup 授予创建 QuickSight 群组的权
限

写入 group*    

group* quicksigh 
t:UserNam 
e

  CreateGro 
upMembers 
hip

授予将 QuickSight 用户添加到
群 QuickSight 组的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
#amazonquicksight-emailCustomizationTemplate
#amazonquicksight-emailCustomizationTemplate
#amazonquicksight-emailCustomizationTemplate
#amazonquicksight-emailCustomizationTemplate
#amazonquicksight-folder
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateFolder.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-folder
#amazonquicksight-analysis
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateFolderMembership.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateFolderMembership.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateFolderMembership.html
#amazonquicksight-dataset
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateGroup.html
#amazonquicksight-group
#amazonquicksight-group
#amazonquicksight-quicksight_UserName
#amazonquicksight-quicksight_UserName
#amazonquicksight-quicksight_UserName
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateGroupMembership.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateGroupMembership.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateGroupMembership.html
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateIAM 
PolicyAss 
ignment

授予使用指定的 IAM 策略 
ARN 创建任务的权限，该分
配将分配给指定的群组或用户 
QuickSight

写入 assignmen 
t*

   

ingestion 
*

    CreateIng 
estion

授予对数据集启动 SPICE 提取
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateNam 
espace

授予创建 QuickSight 命名空间
的权限

写入 namespace 
*

  ds:Create 
IdentityP 
oolDirect 
ory

 CreateRea 
der [仅权限]

授予配置 Amazon QuickSight 
读者的权限

写入 user*    

 CreateRef 
reshSchedule

授予为数据集创建刷新计划的
权限

写入 refreshsc 
hedule*

   

 CreateRol 
eMembership

授予为角色添加组成员的权限 写入   quicksigh 
t:Group

 

 CreateTem 
plate

授予创建模板的权限 Write template*    
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateIAMPolicyAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateIAMPolicyAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateIAMPolicyAssignment.html
#amazonquicksight-assignment
#amazonquicksight-assignment
#amazonquicksight-ingestion
#amazonquicksight-ingestion
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateIngestion.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateIngestion.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateNamespace.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateNamespace.html
#amazonquicksight-namespace
#amazonquicksight-namespace
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
#amazonquicksight-user
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateRefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateRefreshSchedule.html
#amazonquicksight-refreshschedule
#amazonquicksight-refreshschedule
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateRoleMembership.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateRoleMembership.html
#amazonquicksight-quicksight_Group
#amazonquicksight-quicksight_Group
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateTemplate.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateTemplate.html
#amazonquicksight-template


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

template*     CreateTem 
plateAlias

授予创建模板别名的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

theme*     CreateThe 
me

授予创建主题的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

theme*     CreateThe 
meAlias

授予为主题版本创建别名的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-template
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateTemplateAlias.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateTemplateAlias.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-theme
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateTheme.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateTheme.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-theme
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateThemeAlias.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateThemeAlias.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dataset*   quicksigh 
t:PassDat 
aSet

 CreateTopic 授予权限以创建主题 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateTop 
icRefresh 
Schedule

授予权限以为主题创建刷新计
划

写入 topic*    

 CreateUser
[仅权限]

授予配置 Amazon QuickSight 
作者和读者的权限

写入 user*    

 CreateVPC 
Connection

授予权限以创建 VPC 连接 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iam:PassR 
ole

 DeleteAcc 
ountCusto 
mization

授予删除账户或命名空间的 
QuickSight 账户自定义项的权
限

写入 customiza 
tion*

   

 DeleteAcc 
ountSubsc 
ription

授予删除 QuickSight 账户的权
限

写入 account*    

 DeleteAna 
lysis

授予删除分析的权限 写入 analysis*    
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#amazonquicksight-dataset
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateTopic.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateTopicRefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateTopicRefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateTopicRefreshSchedule.html
#amazonquicksight-topic
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
#amazonquicksight-user
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateVPCConnection.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CreateVPCConnection.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteAccountCustomization.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteAccountCustomization.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteAccountCustomization.html
#amazonquicksight-customization
#amazonquicksight-customization
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteAccountSubscription.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteAccountSubscription.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteAccountSubscription.html
#amazonquicksight-account
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteAnalysis.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteAnalysis.html
#amazonquicksight-analysis


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteBrand 授予删除亚马逊 QuickSight 品
牌的权限

写入 brand*    

 DeleteBra 
ndAssignm 
ent

授予删除品牌分配的权限 写入      

 DeleteCus 
tomPermis 
sions

授予删除 QuickSight 自定义权
限资源的权限

写入      

 DeleteDas 
hboard

授予删除 QuickSight 仪表板的
权限

写入 dashboard 
*

   

dataset*     DeleteDat 
aSet

授予删除数据库的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteDat 
aSetRefre 
shProperties

授予删除数据集刷新属性的权
限

写入 dataset*    

 DeleteDat 
aSource

授予删除数据源的权限 写入 datasourc 
e*
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteBrand.html
#amazonquicksight-brand
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteBrandAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteBrandAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteBrandAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteCustomPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteCustomPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteCustomPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteDashboard.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteDashboard.html
#amazonquicksight-dashboard
#amazonquicksight-dashboard
#amazonquicksight-dataset
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteDataSet.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteDataSet.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteDataSetRefreshProperties.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteDataSetRefreshProperties.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteDataSetRefreshProperties.html
#amazonquicksight-dataset
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteDataSource.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteDataSource.html
#amazonquicksight-datasource
#amazonquicksight-datasource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteDef 
aultQBusi 
nessAppli 
cation

授予删除 QuickSight 账户关联 
QBusiness 应用程序的权限

写入      

 DeleteEma 
ilCustomi 
zationTem 
plate [仅权限]

授予删除 QuickSight 电子邮件
自定义模板的权限

写入 emailCust 
omization 
Template*

   

 DeleteFolder 授予删除 QuickSight 文件夹的
权限

写入 folder*    

folder*    

analysis    

dashboard    

 DeleteFol 
derMember 
ship

授予从 QuickSight 文件夹中移
除 QuickSight 仪表板、分析或
数据集的权限

写入

dataset    

 DeleteGroup 授予从中移除用户组的权限 
QuickSight

写入 group*    

 DeleteGro 
upMembers 
hip

授予将用户从群组中移除的权
限，使该用户不再 he/she 是该
群组的成员

写入 group* quicksigh 
t:UserNam 
e
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#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteDefaultQBusinessApplication.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteDefaultQBusinessApplication.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteDefaultQBusinessApplication.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteDefaultQBusinessApplication.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
#amazonquicksight-emailCustomizationTemplate
#amazonquicksight-emailCustomizationTemplate
#amazonquicksight-emailCustomizationTemplate
#amazonquicksight-emailCustomizationTemplate
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteFolder.html
#amazonquicksight-folder
#amazonquicksight-folder
#amazonquicksight-analysis
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteFolderMembership.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteFolderMembership.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteFolderMembership.html
#amazonquicksight-dataset
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteGroup.html
#amazonquicksight-group
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteGroupMembership.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteGroupMembership.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteGroupMembership.html
#amazonquicksight-group
#amazonquicksight-quicksight_UserName
#amazonquicksight-quicksight_UserName
#amazonquicksight-quicksight_UserName


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteIAM 
PolicyAss 
ignment

授予更新现有任务的权限 写入 assignmen 
t*

   

 DeleteIde 
ntityProp 
agationConfig

授予删除用于在中传播可
信身份的 AWS 服务的权限 
QuickSight

写入      

 DeleteNam 
espace

授予删除 QuickSight 命名空间
的权限

写入 namespace 
*

  ds:Delete 
Directory

 DeleteRef 
reshSchedule

授予删除数据集刷新计划的权
限

写入 refreshsc 
hedule*

   

 DeleteRol 
eCustomPe 
rmission

授予移除与角色关联的自定义
权限的权限

写入      

 DeleteRol 
eMembership

授予从角色中移除组成员的权
限

写入   quicksigh 
t:Group

 

 DeleteTem 
plate

授予删除模板的权限 Write template*    

 DeleteTem 
plateAlias

授予删除模板别名的权限 Write template*    

 DeleteThe 
me

授予删除主题的权限 Write theme*    

 DeleteThe 
meAlias

授予删除主题别名的权限 写入 theme*    

 DeleteTopic 授予权限以删除主题 写入 topic*    
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteIAMPolicyAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteIAMPolicyAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteIAMPolicyAssignment.html
#amazonquicksight-assignment
#amazonquicksight-assignment
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteIdentityPropagationConfig.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteIdentityPropagationConfig.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteIdentityPropagationConfig.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteNamespace.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteNamespace.html
#amazonquicksight-namespace
#amazonquicksight-namespace
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteRefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteRefreshSchedule.html
#amazonquicksight-refreshschedule
#amazonquicksight-refreshschedule
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteRoleCustomPermission.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteRoleCustomPermission.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteRoleCustomPermission.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteRoleMembership.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteRoleMembership.html
#amazonquicksight-quicksight_Group
#amazonquicksight-quicksight_Group
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteTemplate.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteTemplate.html
#amazonquicksight-template
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteTemplateAlias.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteTemplateAlias.html
#amazonquicksight-template
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteTheme.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteTheme.html
#amazonquicksight-theme
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteThemeAlias.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteThemeAlias.html
#amazonquicksight-theme
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteTopic.html
#amazonquicksight-topic


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteTop 
icRefresh 
Schedule

授予权限以删除主题刷新计划 写入 topic*    

 DeleteUser 根据 QuickSight 用户名，授予
删除用户的权限

写入 user*    

 DeleteUse 
rByPrincipalId

授予删除由委托人 ID 标识的用
户的权限

写入 user*    

 DeleteUse 
rCustomPe 
rmission

授予移除与用户关联的自定义
权限的权限

写入 user*    

vpcconnec 
tion*

    DeleteVPC 
Connection

授予权限以删除 VPC 连接 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DescribeA 
ccountCus 
tomization

授予描述账户或命名空间的 
QuickSight 账户自定义项的权
限

读取 customiza 
tion*
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#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteTopicRefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteTopicRefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteTopicRefreshSchedule.html
#amazonquicksight-topic
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteUser.html
#amazonquicksight-user
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteUserByPrincipalId.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteUserByPrincipalId.html
#amazonquicksight-user
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteUserCustomPermission.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteUserCustomPermission.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteUserCustomPermission.html
#amazonquicksight-user
#amazonquicksight-vpcconnection
#amazonquicksight-vpcconnection
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteVPCConnection.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DeleteVPCConnection.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAccountCustomization.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAccountCustomization.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAccountCustomization.html
#amazonquicksight-customization
#amazonquicksight-customization


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeA 
ccountSet 
tings

授予描述账户管理账户设置的 
QuickSight 权限

读取      

 DescribeA 
ccountSub 
scription

授予描述 QuickSight 账户的权
限

读取 account*    

 DescribeA 
nalysis

授予描述分析的权限 Read analysis*    

 DescribeA 
nalysisPe 
rmissions

授予描述分析权限的权限 读取 analysis*    

 DescribeA 
ssetBundl 
eExportJob

授予描述资产包导出作业的权
限

读取 assetBund 
leExportJ 
ob*

   

 DescribeA 
ssetBundl 
eImportJob

授予描述资产包导入作业的权
限

读取 assetBund 
leImportJ 
ob*

   

 DescribeB 
rand

授予描述品牌的权限 读取 brand*    

 DescribeB 
randAssig 
nment

授予描述品牌分配的权限 读取      

 DescribeB 
randPubli 
shedVersion

授予描述品牌已发布版本的权
限

读取 brand*    

Amazon QuickSight 3310

https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAccountSettings.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAccountSettings.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAccountSettings.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAccountSubscription.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAccountSubscription.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAccountSubscription.html
#amazonquicksight-account
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAnalysis.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAnalysis.html
#amazonquicksight-analysis
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAnalysisPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAnalysisPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAnalysisPermissions.html
#amazonquicksight-analysis
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAssetBundleExportJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAssetBundleExportJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAssetBundleExportJob.html
#amazonquicksight-assetBundleExportJob
#amazonquicksight-assetBundleExportJob
#amazonquicksight-assetBundleExportJob
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAssetBundleImportJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAssetBundleImportJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeAssetBundleImportJob.html
#amazonquicksight-assetBundleImportJob
#amazonquicksight-assetBundleImportJob
#amazonquicksight-assetBundleImportJob
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeBrand.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeBrand.html
#amazonquicksight-brand
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeBrandAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeBrandAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeBrandAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeBrandPublishedVersion.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeBrandPublishedVersion.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeBrandPublishedVersion.html
#amazonquicksight-brand


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeC 
ustomPerm 
issions

授予描述 QuickSight 账户中自
定义权限资源的权限

读取 customper 
missions*

   

 DescribeD 
ashboard

授予描述 QuickSight 仪表板的
权限

读取 dashboard 
*

   

 DescribeD 
ashboardP 
ermissions

授予描述 QuickSight 控制面板
权限的权限

读取 dashboard 
*

   

 DescribeD 
ashboardS 
napshotJob

授予权限以描述控制面板快照
任务

读取 dashboard 
SnapshotJ 
ob*

   

 DescribeD 
ashboardS 
napshotJo 
bResult

授予权限以描述控制面板快照
任务的结果

读取 dashboard 
SnapshotJ 
ob*

   

 DescribeD 
ashboards 
QAConfigu 
ration

授予描述仪表板和配置的权限 读取      

dataset*     DescribeD 
ataSet

授予描述数据集的权限 Read

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeCustomPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeCustomPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeCustomPermissions.html
#amazonquicksight-custompermissions
#amazonquicksight-custompermissions
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboard.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboard.html
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardPermissions.html
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardSnapshotJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardSnapshotJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardSnapshotJob.html
#amazonquicksight-dashboardSnapshotJob
#amazonquicksight-dashboardSnapshotJob
#amazonquicksight-dashboardSnapshotJob
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardSnapshotJobResult.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardSnapshotJobResult.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardSnapshotJobResult.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardSnapshotJobResult.html
#amazonquicksight-dashboardSnapshotJob
#amazonquicksight-dashboardSnapshotJob
#amazonquicksight-dashboardSnapshotJob
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardsQAConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardsQAConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardsQAConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDashboardsQAConfiguration.html
#amazonquicksight-dataset
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSet.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSet.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dataset*     DescribeD 
ataSetPer 
missions

授予描述数据集资源策略的权
限

权限管理

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DescribeD 
ataSetRef 
reshPrope 
rties

授予描述数据集刷新属性的权
限

读取 dataset*    

datasourc 
e*

    DescribeD 
ataSource

授予权限以描述数据源 Read

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

datasourc 
e*

    DescribeD 
ataSource 
Permissions

授予描述数据源的资源策略的
权限

权限管理

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonquicksight-dataset
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSetPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSetPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSetPermissions.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSetRefreshProperties.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSetRefreshProperties.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSetRefreshProperties.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSetRefreshProperties.html
#amazonquicksight-dataset
#amazonquicksight-datasource
#amazonquicksight-datasource
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSource.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSource.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-datasource
#amazonquicksight-datasource
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSourcePermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSourcePermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDataSourcePermissions.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeD 
efaultQBu 
sinessApp 
lication

授予描述 QuickSight 账户关联 
QBusiness 应用程序 ID 的权限

读取      

 DescribeE 
mailCusto 
mizationT 
emplate [仅权
限]

授予描述 QuickSight 电子邮件
自定义模板的权限

读取 emailCust 
omization 
Template*

   

 DescribeF 
older

授予描述 QuickSight 文件夹的
权限

读取 folder*    

 DescribeF 
olderPerm 
issions

授予描述 QuickSight 文件夹权
限的权限

读取 folder*    

 DescribeF 
olderReso 
lvedPermi 
ssions

授予描述已解析 QuickSight 文
件夹权限的权限

读取 folder*    

 DescribeG 
roup

授予描述 QuickSight 群组的权
限

读取 group*    

 DescribeG 
roupMembe 
rship

授予描述 QuickSight 群组成员
的权限

读取 group* quicksigh 
t:UserNam 
e

 

 DescribeI 
AMPolicyA 
ssignment

授予描述现有任务的权限 Read assignmen 
t*
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDefaultQBusinessApplication.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDefaultQBusinessApplication.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDefaultQBusinessApplication.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeDefaultQBusinessApplication.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
#amazonquicksight-emailCustomizationTemplate
#amazonquicksight-emailCustomizationTemplate
#amazonquicksight-emailCustomizationTemplate
#amazonquicksight-emailCustomizationTemplate
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeFolder.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeFolder.html
#amazonquicksight-folder
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeFolderPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeFolderPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeFolderPermissions.html
#amazonquicksight-folder
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeFolderResolvedPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeFolderResolvedPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeFolderResolvedPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeFolderResolvedPermissions.html
#amazonquicksight-folder
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeGroup.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeGroup.html
#amazonquicksight-group
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeGroupMembership.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeGroupMembership.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeGroupMembership.html
#amazonquicksight-group
#amazonquicksight-quicksight_UserName
#amazonquicksight-quicksight_UserName
#amazonquicksight-quicksight_UserName
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeIAMPolicyAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeIAMPolicyAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeIAMPolicyAssignment.html
#amazonquicksight-assignment
#amazonquicksight-assignment


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ingestion 
*

    DescribeI 
ngestion

授予描述数据集上 SPICE 提取
的权限

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DescribeI 
pRestriction

授予描述 QuickSight 账户 IP 
限制的权限

读取      

 DescribeK 
eyRegistr 
ation

授予描述 QuickSight 密钥注册
的权限

读取      

 DescribeN 
amespace

授予描述 QuickSight 命名空间
的权限

读取 namespace 
*

   

 DescribeQ 
Personali 
zationCon 
figuration

授予权限以描述个性化配置 读取      

 DescribeQ 
uickSight 
QSearchCo 
nfiguration

授予描述 QuickSight Q Search 
配置的权限

读取      

 DescribeR 
efreshSch 
edule

授予描述数据集刷新计划的权
限

读取 refreshsc 
hedule*

   

Amazon QuickSight 3314

#amazonquicksight-ingestion
#amazonquicksight-ingestion
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeIngestion.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeIngestion.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeIpRestriction.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeIpRestriction.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeKeyRegistration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeKeyRegistration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeKeyRegistration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeNamespace.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeNamespace.html
#amazonquicksight-namespace
#amazonquicksight-namespace
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeQPersonalizationConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeQPersonalizationConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeQPersonalizationConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeQPersonalizationConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeQuickSightQSearchConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeQuickSightQSearchConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeQuickSightQSearchConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeQuickSightQSearchConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeRefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeRefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeRefreshSchedule.html
#amazonquicksight-refreshschedule
#amazonquicksight-refreshschedule


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
oleCustom 
Permission

授予描述与角色关联的自定义
权限的权限

读取      

 DescribeT 
emplate

授予描述模板的权限 Read template*    

 DescribeT 
emplateAlias

授予描述模板别名的权限 Read template*    

 DescribeT 
emplatePe 
rmissions

授予描述模板权限的权限 Read template*    

 DescribeT 
heme

授予描述主题的权限 Read theme*    

 DescribeT 
hemeAlias

授予描述主题别名的权限 Read theme*    

 DescribeT 
hemePermi 
ssions

授予描述主题权限的权限 读取 theme*    

topic*     DescribeT 
opic

授予权限以描述主题 读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DescribeT 
opicPermi 
ssions

授予权限以描述主题资源策略 权限管理 topic*    

Amazon QuickSight 3315

https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeRoleCustomPermission.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeRoleCustomPermission.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeRoleCustomPermission.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTemplate.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTemplate.html
#amazonquicksight-template
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTemplateAlias.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTemplateAlias.html
#amazonquicksight-template
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTemplatePermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTemplatePermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTemplatePermissions.html
#amazonquicksight-template
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTheme.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTheme.html
#amazonquicksight-theme
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeThemeAlias.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeThemeAlias.html
#amazonquicksight-theme
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeThemePermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeThemePermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeThemePermissions.html
#amazonquicksight-theme
#amazonquicksight-topic
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTopic.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTopic.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTopicPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTopicPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTopicPermissions.html
#amazonquicksight-topic


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

topic*     DescribeT 
opicRefresh

授予权限以描述主题刷新状态 读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DescribeT 
opicRefre 
shSchedule

授予权限以描述主题刷新计划 读取 topic*    

 DescribeU 
ser

授予在给定 QuickSight 用户名
后描述用户的权限

读取 user*    

vpcconnec 
tion*

    DescribeV 
PCConnect 
ion

授予权限以描述 VPC 连接 读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Amazon QuickSight 3316

#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-topic
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTopicRefresh.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTopicRefresh.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTopicRefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTopicRefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeTopicRefreshSchedule.html
#amazonquicksight-topic
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeUser.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeUser.html
#amazonquicksight-user
#amazonquicksight-vpcconnection
#amazonquicksight-vpcconnection
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeVPCConnection.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeVPCConnection.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DescribeVPCConnection.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

namespace 
*

   

dashboard    

theme    

topic    

 GenerateE 
mbedUrlFo 
rAnonymou 
sUser

为未注册的用户授予生成用于
嵌入 QuickSight 仪表板或 Q 
主题的 URL 的权限 QuickSight

写入

  quicksigh 
t:Allowed 
Embedding 
Domains

 

user*     GenerateE 
mbedUrlFo 
rRegister 
edUser

授予为注册用户生成用于嵌入 
QuickSight 仪表板的 URL 的权
限 QuickSight

写入

  quicksigh 
t:Allowed 
Embedding 
Domains

 

 GenerateE 
mbedUrlFo 
rRegister 
edUserWit 
hIdentity

为 QuickSight 使用身份增强型
角色会话注册的用户授予生成
用于嵌入 QuickSight 体验的 
URL 的权限

写入   quicksigh 
t:Allowed 
Embedding 
Domains

 

 GetAnonym 
ousUserEm 
bedUrl [仅权
限]

为未注册的用户授予获取用于
嵌入 QuickSight 仪表板的 URL 
的权限 QuickSight

读取      

 GetAuthCo 
de [仅权限]

授予获取代表用户的身份验证
码的 QuickSight 权限

读取 user*    

Amazon QuickSight 3317

#amazonquicksight-namespace
#amazonquicksight-namespace
#amazonquicksight-dashboard
#amazonquicksight-dashboard
#amazonquicksight-theme
#amazonquicksight-topic
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GenerateEmbedUrlForAnonymousUser.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GenerateEmbedUrlForAnonymousUser.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GenerateEmbedUrlForAnonymousUser.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GenerateEmbedUrlForAnonymousUser.html
#amazonquicksight-quicksight_AllowedEmbeddingDomains
#amazonquicksight-quicksight_AllowedEmbeddingDomains
#amazonquicksight-quicksight_AllowedEmbeddingDomains
#amazonquicksight-quicksight_AllowedEmbeddingDomains
#amazonquicksight-user
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GenerateEmbedUrlForRegisteredUser.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GenerateEmbedUrlForRegisteredUser.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GenerateEmbedUrlForRegisteredUser.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GenerateEmbedUrlForRegisteredUser.html
#amazonquicksight-quicksight_AllowedEmbeddingDomains
#amazonquicksight-quicksight_AllowedEmbeddingDomains
#amazonquicksight-quicksight_AllowedEmbeddingDomains
#amazonquicksight-quicksight_AllowedEmbeddingDomains
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GenerateEmbedUrlForRegisteredUserWithIdentity.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GenerateEmbedUrlForRegisteredUserWithIdentity.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GenerateEmbedUrlForRegisteredUserWithIdentity.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GenerateEmbedUrlForRegisteredUserWithIdentity.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GenerateEmbedUrlForRegisteredUserWithIdentity.html
#amazonquicksight-quicksight_AllowedEmbeddingDomains
#amazonquicksight-quicksight_AllowedEmbeddingDomains
#amazonquicksight-quicksight_AllowedEmbeddingDomains
#amazonquicksight-quicksight_AllowedEmbeddingDomains
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
#amazonquicksight-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDashbo 
ardEmbedUrl

授予获取用于嵌入 QuickSight 
仪表板的 URL 的权限

读取 dashboard 
*

   

 GetGroupM 
apping [仅权
限]

授予在企业版中使用亚马逊 
QuickSight识别和显示映射到 
亚马逊角色的微软活动目录
（Microsoft Active Directory）
目录组的权限 QuickSight

读取      

 GetSessio 
nEmbedUrl

授予获取嵌入 QuickSight 控制
台体验的 URL 的权限

读取      

 ListAnalyses 授予列出账户中所有分析的权
限

列表 analysis*    

 ListAsset 
BundleExp 
ortJobs

授予列出所有资产包导出作业
的权限

列表 assetBund 
leExportJ 
ob*

   

 ListAsset 
BundleImp 
ortJobs

授予列出所有资产包导入作业
的权限

列表 assetBund 
leImportJ 
ob*

   

 ListBrands 授予在 Amazon QuickSight 账
户中发布所有品牌的权限

列表      

 ListCusto 
mPermissi 
ons

授予列出 QuickSight 账户中自
定义权限资源的权限

列表      

 ListCusto 
merManage 
dKeys [仅权
限]

授予权限以列出所有注册的客
户托管密钥

列表      

Amazon QuickSight 3318

https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GetDashboardEmbedUrl.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GetDashboardEmbedUrl.html
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GetSessionEmbedUrl.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_GetSessionEmbedUrl.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListAnalyses.html
#amazonquicksight-analysis
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListAssetBundleExportJobs.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListAssetBundleExportJobs.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListAssetBundleExportJobs.html
#amazonquicksight-assetBundleExportJob
#amazonquicksight-assetBundleExportJob
#amazonquicksight-assetBundleExportJob
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListAssetBundleImportJobs.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListAssetBundleImportJobs.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListAssetBundleImportJobs.html
#amazonquicksight-assetBundleImportJob
#amazonquicksight-assetBundleImportJob
#amazonquicksight-assetBundleImportJob
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListBrands.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListCustomPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListCustomPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListCustomPermissions.html
https://docs.aws.amazon.com/quicksight/latest/user/key-management.html
https://docs.aws.amazon.com/quicksight/latest/user/key-management.html
https://docs.aws.amazon.com/quicksight/latest/user/key-management.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDashb 
oardVersions

授予列出 QuickSight 控制面板
所有版本的权限

列表 dashboard 
*

   

 ListDashb 
oards

授予列出 QuickSight 账户中所
有仪表板的权限

列表 dashboard 
*

   

 ListDataSets 授予列出所有数据集的权限 List   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListDataS 
ources

授予列出所有数据源的权限 列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListFolde 
rMembers

授予权限以列出所有文件夹的
成员

读取 folder*    

 ListFolders 授予列出 QuickSight 账户中所
有文件夹的权限

列表 folder*    

analysis    

dashboard    

dataset    

datasourc 
e

   

 ListFolde 
rsForReso 
urce

授予列出 QuickSight 资源所属
的所有文件夹的权限

列表

topic    
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListDashboardVersions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListDashboardVersions.html
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListDashboards.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListDashboards.html
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListDataSets.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListDataSources.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListDataSources.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListFolderMembers.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListFolderMembers.html
#amazonquicksight-folder
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListFolders.html
#amazonquicksight-folder
#amazonquicksight-analysis
#amazonquicksight-dashboard
#amazonquicksight-dashboard
#amazonquicksight-dataset
#amazonquicksight-datasource
#amazonquicksight-datasource
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListFoldersForResource.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListFoldersForResource.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListFoldersForResource.html
#amazonquicksight-topic


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListGroup 
Memberships

授予列出组中成员用户的权限 列表 group*    

 ListGroups 授予列出中所有用户组的权限 
QuickSight

列表 group*    

 ListIAMPo 
licyAssig 
nments

授予列出当前 Amazon 
QuickSight 账户中所有任务的
权限

列表 assignmen 
t*

   

 ListIAMPo 
licyAssig 
nmentsFor 
User

授予列出分配给用户及其所属
组的所有任务的权限

列表 assignmen 
t*

   

 ListIdent 
ityPropag 
ationConfigs

授予列出为可信身份传播
而启用的 AWS 服务的权限 
QuickSight

列表      

 ListInges 
tions

授予列出数据集中所有 SPICE 
提取的权限

列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListKMSKe 
ysForUser [仅
权限]

授予权限以列出用户的 KMS 
密钥

列表      

 ListNames 
paces

授予列出账户中所有命名空间
的权限 QuickSight

列表      

 ListRefre 
shSchedules

授予列出数据集的所有刷新计
划的权限

列表      
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListGroupMemberships.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListGroupMemberships.html
#amazonquicksight-group
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListGroups.html
#amazonquicksight-group
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListIAMPolicyAssignments.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListIAMPolicyAssignments.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListIAMPolicyAssignments.html
#amazonquicksight-assignment
#amazonquicksight-assignment
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListIAMPolicyAssignmentsForUser.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListIAMPolicyAssignmentsForUser.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListIAMPolicyAssignmentsForUser.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListIAMPolicyAssignmentsForUser.html
#amazonquicksight-assignment
#amazonquicksight-assignment
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListIdentityPropagationConfigs.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListIdentityPropagationConfigs.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListIdentityPropagationConfigs.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListIngestions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListIngestions.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/user/key-management.html
https://docs.aws.amazon.com/quicksight/latest/user/key-management.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListNamespaces.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListNamespaces.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListRefreshSchedules.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListRefreshSchedules.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRoleM 
emberships

授予列出角色的成员的权限 列表      

analysis    

brand    

customiza 
tion

   

customper 
missions

   

dashboard    

dataset    

datasourc 
e

   

folder    

template    

theme    

topic    

 ListTagsF 
orResource

授予列出 QuickSight 资源标签
的权限

读取

vpcconnec 
tion

   

 ListTempl 
ateAliases

授予列出模板的所有别名的权
限

List template*    

 ListTempl 
ateVersions

授予列出模板所有版本的权限 列表 template*    
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListRoleMemberships.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListRoleMemberships.html
#amazonquicksight-analysis
#amazonquicksight-brand
#amazonquicksight-customization
#amazonquicksight-customization
#amazonquicksight-custompermissions
#amazonquicksight-custompermissions
#amazonquicksight-dashboard
#amazonquicksight-dashboard
#amazonquicksight-dataset
#amazonquicksight-datasource
#amazonquicksight-datasource
#amazonquicksight-folder
#amazonquicksight-template
#amazonquicksight-theme
#amazonquicksight-topic
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTagsForResource.html
#amazonquicksight-vpcconnection
#amazonquicksight-vpcconnection
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTemplateAliases.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTemplateAliases.html
#amazonquicksight-template
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTemplateVersions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTemplateVersions.html
#amazonquicksight-template


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTempl 
ates

授予列出 QuickSight 账户中所
有模板的权限

列表 template*    

 ListTheme 
Aliases

授予列出主题的所有别名的权
限

List theme*    

 ListTheme 
Versions

授予列出主题的所有版本的权
限

List theme*    

 ListThemes 授予列出账户中所有主题的权
限

列表 theme*    

 ListTopic 
RefreshSc 
hedules

授予权限以列出主题的所有刷
新计划

列表      

 ListTopic 
ReviewedA 
nswers

授予权限以列出主题的所有已
审核答案

列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListTopics 授予权限以列出所有主题 列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListUserG 
roups

授予列出给定用户所属组的权
限

列表 user*    

 ListUsers 授予列出属于该账户的所有 
QuickSight 用户的权限

列表 user*    
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTemplates.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTemplates.html
#amazonquicksight-template
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListThemeAliases.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListThemeAliases.html
#amazonquicksight-theme
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListThemeVersions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListThemeVersions.html
#amazonquicksight-theme
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListThemes.html
#amazonquicksight-theme
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTopicRefreshSchedules.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTopicRefreshSchedules.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTopicRefreshSchedules.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTopicReviewedAnswers.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTopicReviewedAnswers.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTopicReviewedAnswers.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListTopics.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListUserGroups.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListUserGroups.html
#amazonquicksight-user
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListUsers.html
#amazonquicksight-user


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListVPCCo 
nnections

授予权限以列出所有 VPC 连接 列表   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dataset*     PassDataSet
[仅权限]

授予对模板使用数据集的权限 Read

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

datasourc 
e*

    PassDataS 
ource [仅权
限]

授予对数据集使用数据源的权
限

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dashboard     PredictQA 
Results

授予预测 QA 结果的权限 读取

topic    

 PutDataSe 
tRefreshP 
roperties

授予为数据集添加刷新属性的
权限

写入 dataset*    
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListVPCConnections.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_ListVPCConnections.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-dataset
https://docs.aws.amazon.com/quicksight/latest/APIReference/qs-api-overview.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-datasource
#amazonquicksight-datasource
https://docs.aws.amazon.com/quicksight/latest/APIReference/qs-api-overview.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/qs-api-overview.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_PredictQAResults.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_PredictQAResults.html
#amazonquicksight-topic
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_PutDataSetRefreshProperties.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_PutDataSetRefreshProperties.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_PutDataSetRefreshProperties.html
#amazonquicksight-dataset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RegisterC 
ustomerMa 
nagedKey [仅
权限]

授予权限以注册客户托管密钥 写入      

 RegisterUser 授予创建 QuickSight 用户的
权限，该用户的身份与请求中 
identity/role 指定的 IAM 相关
联

写入 user* quicksigh 
t:IamArn

quicksigh 
t:Session 
Name

 

 RemoveCus 
tomerMana 
gedKey [仅权
限]

授予权限以移除客户托管密钥 写入      

 RestoreAn 
alysis

授予恢复已删除分析的权限 写入 analysis*    

 ScopeDown 
Policy [仅权
限]

授予管理资源权限范围策略的
权限 AWS

写入      

 SearchAna 
lyses

授予搜索分析子集的权限 列表 analysis*    

 SearchDas 
hboards

授予搜索仪表板子集的 
QuickSight 权限

列表 dashboard 
*

   

 SearchDat 
aSets

授予搜索子集的权限 
QuickSight DatSets

列表 dataset*    

 SearchDat 
aSources

授予搜索 QuickSight 数据源子
集的权限

列表 datasourc 
e*

   

Amazon QuickSight 3324

https://docs.aws.amazon.com/quicksight/latest/user/key-management.html
https://docs.aws.amazon.com/quicksight/latest/user/key-management.html
https://docs.aws.amazon.com/quicksight/latest/user/key-management.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_RegisterUser.html
#amazonquicksight-user
#amazonquicksight-quicksight_IamArn
#amazonquicksight-quicksight_IamArn
#amazonquicksight-quicksight_SessionName
#amazonquicksight-quicksight_SessionName
#amazonquicksight-quicksight_SessionName
https://docs.aws.amazon.com/quicksight/latest/user/key-management.html
https://docs.aws.amazon.com/quicksight/latest/user/key-management.html
https://docs.aws.amazon.com/quicksight/latest/user/key-management.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_RestoreAnalysis.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_RestoreAnalysis.html
#amazonquicksight-analysis
https://docs.aws.amazon.com/quicksight/latest/user/accessing-data-sources.html
https://docs.aws.amazon.com/quicksight/latest/user/accessing-data-sources.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchAnalyses.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchAnalyses.html
#amazonquicksight-analysis
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchDashboards.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchDashboards.html
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchDataSets.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchDataSets.html
#amazonquicksight-dataset
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchDataSources.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchDataSources.html
#amazonquicksight-datasource
#amazonquicksight-datasource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SearchDir 
ectoryGroups
[仅权限]

授予在企业版中使用亚马逊 
QuickSight显示你的 Microsoft 
Active Directory 目录组的权
限，这样你就可以选择将哪些 
群组映射到亚马逊中的角色 
QuickSight

列表      

 SearchFol 
ders

授予搜索文件夹子集的 
QuickSight 权限

读取 folder*    

 SearchGro 
ups

授予搜索群组子集的 
QuickSight 权限

列表 group*    

 SearchTop 
ics

授予搜索主题子集的权限 列表 topic*    

 SearchUsers
[仅权限]

授予搜索属于此账户的 
QuickSight 用户的权限

列表 user*    

 SetGroupM 
apping [仅权
限]

授予在企业版中使用亚马逊 
QuickSight显示你的 Microsoft 
Active Directory 目录组的权
限，这样你就可以选择将哪些 
群组映射到亚马逊中的角色 
QuickSight

写入      

 StartAsse 
tBundleEx 
portJob

授予启动资产包导出作业的权
限

写入 assetBund 
leExportJ 
ob*

   

 StartAsse 
tBundleIm 
portJob

授予启动资产包导入作业的权
限

写入 assetBund 
leImportJ 
ob*
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https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchFolders.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchFolders.html
#amazonquicksight-folder
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchGroups.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchGroups.html
#amazonquicksight-group
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchTopics.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_SearchTopics.html
#amazonquicksight-topic
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
#amazonquicksight-user
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartAssetBundleExportJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartAssetBundleExportJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartAssetBundleExportJob.html
#amazonquicksight-assetBundleExportJob
#amazonquicksight-assetBundleExportJob
#amazonquicksight-assetBundleExportJob
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartAssetBundleImportJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartAssetBundleImportJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartAssetBundleImportJob.html
#amazonquicksight-assetBundleImportJob
#amazonquicksight-assetBundleImportJob
#amazonquicksight-assetBundleImportJob


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartDash 
boardSnap 
shotJob

授予权限以启动控制面板快照
任务

写入 dashboard 
SnapshotJ 
ob*

   

 StartDash 
boardSnap 
shotJobSc 
hedule

授予权限以启动控制面板快照
作业计划

写入      

 Subscribe
 [仅权限]

授予订阅 Amazon 的权限 
QuickSight，也允许用户将订 
阅升级到企业版

写入   quicksigh 
t:Edition

quicksigh 
t:Directo 
ryType

 

analysis    

brand    

customiza 
tion

   

customper 
missions

   

dashboard    

dataset    

datasourc 
e

   

folder    

 TagResour 
ce

授予向 QuickSight 资源添加标
签的权限

标记

ingestion    

Amazon QuickSight 3326

https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartDashboardSnapshotJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartDashboardSnapshotJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartDashboardSnapshotJob.html
#amazonquicksight-dashboardSnapshotJob
#amazonquicksight-dashboardSnapshotJob
#amazonquicksight-dashboardSnapshotJob
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartDashboardSnapshotJobSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartDashboardSnapshotJobSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartDashboardSnapshotJobSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartDashboardSnapshotJobSchedule.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
#amazonquicksight-quicksight_Edition
#amazonquicksight-quicksight_Edition
#amazonquicksight-quicksight_DirectoryType
#amazonquicksight-quicksight_DirectoryType
#amazonquicksight-quicksight_DirectoryType
#amazonquicksight-analysis
#amazonquicksight-brand
#amazonquicksight-customization
#amazonquicksight-customization
#amazonquicksight-custompermissions
#amazonquicksight-custompermissions
#amazonquicksight-dashboard
#amazonquicksight-dashboard
#amazonquicksight-dataset
#amazonquicksight-datasource
#amazonquicksight-datasource
#amazonquicksight-folder
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_TagResource.html
#amazonquicksight-ingestion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

template    

theme    

topic    

vpcconnec 
tion

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 Unsubscribe
[仅权限]

授予取消订阅亚马逊的权限 
QuickSight，这将永久删除亚 
马逊上的所有用户及其资源 
QuickSight

写入      

analysis    

brand    

customiza 
tion

   

customper 
missions

   

dashboard    

 UntagReso 
urce

授予从 QuickSight 资源中移除
标签的权限

标记

dataset    
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#amazonquicksight-template
#amazonquicksight-theme
#amazonquicksight-topic
#amazonquicksight-vpcconnection
#amazonquicksight-vpcconnection
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
#amazonquicksight-analysis
#amazonquicksight-brand
#amazonquicksight-customization
#amazonquicksight-customization
#amazonquicksight-custompermissions
#amazonquicksight-custompermissions
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UntagResource.html
#amazonquicksight-dataset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

datasourc 
e

   

folder    

ingestion    

template    

theme    

topic    

vpcconnec 
tion

   

  aws:TagKe 
ys

 

 UpdateAcc 
ountCusto 
mization

授予更新账户或命名空间的 
QuickSight 账户自定义项的权
限

写入 customiza 
tion*

   

 UpdateAcc 
ountSettings

授予更新账户管理员账户设置
的 QuickSight 权限

写入      

 UpdateAna 
lysis

授予更新分析的权限 Write analysis*    

 UpdateAna 
lysisPerm 
issions

授予权限，以更新分析的权限 权限管理 analysis*    

Amazon QuickSight 3328

#amazonquicksight-datasource
#amazonquicksight-datasource
#amazonquicksight-folder
#amazonquicksight-ingestion
#amazonquicksight-template
#amazonquicksight-theme
#amazonquicksight-topic
#amazonquicksight-vpcconnection
#amazonquicksight-vpcconnection
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateAccountCustomization.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateAccountCustomization.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateAccountCustomization.html
#amazonquicksight-customization
#amazonquicksight-customization
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateAnalysis.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateAnalysis.html
#amazonquicksight-analysis
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateAnalysisPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateAnalysisPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateAnalysisPermissions.html
#amazonquicksight-analysis


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateApp 
licationW 
ithTokenE 
xchangeGr 
ant

授予使用令牌交换授权更新 
QuickSight IAM 身份中心应用
程序的权限

写入      

 UpdateBrand 授予更新品牌的权限 写入 brand*    

 UpdateBra 
ndAssignm 
ent

授予更新品牌分配的权限 写入      

 UpdateBra 
ndPublish 
edVersion

授予更新品牌已发布版本的权
限

写入 brand*    

 UpdateCus 
tomPermis 
sions

授予更新 QuickSight 自定义权
限资源的权限

写入 customper 
missions*

   

 UpdateDas 
hboard

授予更新 QuickSight 仪表板的
权限

写入 dashboard 
*

   

 UpdateDas 
hboardLinks

授予更新 QuickSight 控制面板
链接的权限

写入 dashboard 
*

   

 UpdateDas 
hboardPer 
missions

授予更新 QuickSight 控制面板
权限的权限

权限管理 dashboard 
*

   

 UpdateDas 
hboardPub 
lishedVersion

授予更新 QuickSight 仪表板已
发布版本的权限

写入 dashboard 
*
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateApplicationWithTokenExchangeGrant.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateApplicationWithTokenExchangeGrant.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateApplicationWithTokenExchangeGrant.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateApplicationWithTokenExchangeGrant.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateApplicationWithTokenExchangeGrant.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateBrand.html
#amazonquicksight-brand
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateBrandAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateBrandAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateBrandAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateBrandPublishedVersion.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateBrandPublishedVersion.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateBrandPublishedVersion.html
#amazonquicksight-brand
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateCustomPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateCustomPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateCustomPermissions.html
#amazonquicksight-custompermissions
#amazonquicksight-custompermissions
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDashboard.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDashboard.html
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDashboardLinks.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDashboardLinks.html
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDashboardPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDashboardPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDashboardPermissions.html
#amazonquicksight-dashboard
#amazonquicksight-dashboard
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDashboardPublishedVersion.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDashboardPublishedVersion.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDashboardPublishedVersion.html
#amazonquicksight-dashboard
#amazonquicksight-dashboard


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateDas 
hboardsQA 
Configuration

授予更新仪表板 qa 配置的权限 写入      

dataset*   quicksigh 
t:PassDat 
aSource

datasourc 
e

   

 UpdateDat 
aSet

授予更新数据集的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dataset*     UpdateDat 
aSetPermi 
ssions

授予更新数据集的资源策略的
权限

Permissio 
ns 
managemen 
t

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateDat 
aSource

授予更新数据源的权限 Write datasourc 
e*

  iam:PassR 
ole

Amazon QuickSight 3330

https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDashboardsQAConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDashboardsQAConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDashboardsQAConfiguration.html
#amazonquicksight-dataset
#amazonquicksight-datasource
#amazonquicksight-datasource
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDataSet.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDataSet.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-dataset
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDataSetPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDataSetPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDataSetPermissions.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDataSource.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDataSource.html
#amazonquicksight-datasource
#amazonquicksight-datasource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

datasourc 
e*

    UpdateDat 
aSourcePe 
rmissions

授予更新数据源的资源策略的
权限

权限管理

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateDef 
aultQBusi 
nessAppli 
cation

授予更新 QuickSight 账户关联 
QBusiness 应用程序 ID 的权限

写入      

 UpdateEma 
ilCustomi 
zationTem 
plate [仅权限]

授予更新 QuickSight 电子邮件
自定义模板的权限

写入 emailCust 
omization 
Template*

   

 UpdateFol 
der

授予更新 QuickSight 文件夹的
权限

写入 folder*    

 UpdateFol 
derPermis 
sions

授予更新 QuickSight 文件夹权
限的权限

权限管理 folder*    

Amazon QuickSight 3331

#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-datasource
#amazonquicksight-datasource
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDataSourcePermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDataSourcePermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDataSourcePermissions.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDefaultQBusinessApplication.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDefaultQBusinessApplication.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDefaultQBusinessApplication.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateDefaultQBusinessApplication.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
#amazonquicksight-emailCustomizationTemplate
#amazonquicksight-emailCustomizationTemplate
#amazonquicksight-emailCustomizationTemplate
#amazonquicksight-emailCustomizationTemplate
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateFolder.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateFolder.html
#amazonquicksight-folder
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateFolderPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateFolderPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateFolderPermissions.html
#amazonquicksight-folder


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateGro 
up

授予更改组描述的权限 Write group*    

 UpdateIAM 
PolicyAss 
ignment

授予更新现有任务的权限 写入 assignmen 
t*

   

 UpdateIde 
ntityProp 
agationConfig

授予在中添加和更新用于可信
身份传播的 AWS 服务的权限 
QuickSight

写入      

 UpdateIpR 
estriction

授予更新 QuickSight 账户 IP 
限制的权限

写入      

 UpdateKey 
Registration

授予更新 QuickSight 密钥注册
的权限

写入      

 UpdatePub 
licSharin 
gSettings

授予在账户上启用或禁用公开
共享的权限

写入      

 UpdateQPe 
rsonaliza 
tionConfi 
guration

授予权限以更新个性化配置 写入      

 UpdateQui 
ckSightQS 
earchConf 
iguration

授予更新 QuickSight Q Search 
配置的权限

写入      

 UpdateRef 
reshSchedule

授予更新数据集刷新计划的权
限

写入 refreshsc 
hedule*
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateGroup.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateGroup.html
#amazonquicksight-group
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateIAMPolicyAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateIAMPolicyAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateIAMPolicyAssignment.html
#amazonquicksight-assignment
#amazonquicksight-assignment
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateIdentityPropagationConfig.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateIdentityPropagationConfig.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateIdentityPropagationConfig.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateIpRestriction.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateIpRestriction.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateKeyRegistration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateKeyRegistration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdatePublicSharingSettings.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdatePublicSharingSettings.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdatePublicSharingSettings.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateQPersonalizationConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateQPersonalizationConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateQPersonalizationConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateQPersonalizationConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateQuickSightQSearchConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateQuickSightQSearchConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateQuickSightQSearchConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateQuickSightQSearchConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateRefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateRefreshSchedule.html
#amazonquicksight-refreshschedule
#amazonquicksight-refreshschedule
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRes 
ourcePerm 
issions [仅权
限]

授予更新资源级权限的权限 
QuickSight

写入      

 UpdateRol 
eCustomPe 
rmission

授予更新与角色关联的自定义
权限的权限

写入      

 UpdateSPI 
CECapacit 
yConfigur 
ation

授予更新 QuickSight SPICE 容
量配置的权限

写入      

 UpdateTem 
plate

授予更新模板的权限 Write template*    

 UpdateTem 
plateAlias

授予更新模板别名的权限 Write template*    

 UpdateTem 
platePerm 
issions

授予权限，以更新模板的权限 Permissio 
ns 
managemen 
t

template*    

 UpdateThe 
me

授予更新主题的权限 Write theme*    

 UpdateThe 
meAlias

授予更新主题别名的权限 Write theme*    

 UpdateThe 
mePermiss 
ions

授予权限，以更新主题的权限 权限管理 theme*    
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https://docs.aws.amazon.com/quicksight/latest/user/security_iam_service-with-iam.html
https://docs.aws.amazon.com/quicksight/latest/user/security_iam_service-with-iam.html
https://docs.aws.amazon.com/quicksight/latest/user/security_iam_service-with-iam.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateRoleCustomPermission.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateRoleCustomPermission.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateRoleCustomPermission.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateSPICECapacityConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateSPICECapacityConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateSPICECapacityConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateSPICECapacityConfiguration.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTemplate.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTemplate.html
#amazonquicksight-template
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTemplateAlias.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTemplateAlias.html
#amazonquicksight-template
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTemplatePermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTemplatePermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTemplatePermissions.html
#amazonquicksight-template
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTheme.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTheme.html
#amazonquicksight-theme
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateThemeAlias.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateThemeAlias.html
#amazonquicksight-theme
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateThemePermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateThemePermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateThemePermissions.html
#amazonquicksight-theme
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

topic*   quicksigh 
t:PassDat 
aSet

dataset    

 UpdateTopic 授予权限以更新主题 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

topic*     UpdateTop 
icPermissions

授予权限以更新主题的资源策
略

权限管理

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateTop 
icRefresh 
Schedule

授予权限以更新主题刷新计划 写入 topic*    

 UpdateUser 授予更新 Amazon QuickSight 
用户的权限

写入 user*    

 UpdateUse 
rCustomPe 
rmission

授予更新与用户关联的自定义
权限的权限

写入 user*    

 UpdateVPC 
Connection

授予权限以更新 VPC 连接 写入 vpcconnec 
tion*

  iam:PassR 
ole
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#amazonquicksight-topic
#amazonquicksight-dataset
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTopic.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
#amazonquicksight-topic
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTopicPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTopicPermissions.html
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTopicRefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTopicRefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateTopicRefreshSchedule.html
#amazonquicksight-topic
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateUser.html
#amazonquicksight-user
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateUserCustomPermission.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateUserCustomPermission.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateUserCustomPermission.html
#amazonquicksight-user
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateVPCConnection.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_UpdateVPCConnection.html
#amazonquicksight-vpcconnection
#amazonquicksight-vpcconnection
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Amazon 定义的资源类型 QuickSight

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 account arn:${Partition}:quicksight:${Region 
}:${Account}:account/${ResourceId}

 

 user arn:${Partition}:quicksight:${Region 
}:${Account}:user/${ResourceId}

 

 group arn:${Partition}:quicksight:${Region 
}:${Account}:group/${ResourceId}

 

 analysis arn:${Partition}:quicksight:${Region 
}:${Account}:analysis/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 dashboard arn:${Partition}:quicksight:${Region 
}:${Account}:dashboard/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 template arn:${Partition}:quicksight:${Region 
}:${Account}:template/${ResourceId}

aws:ResourceTag/${ 
TagKey}
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#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_RequestTag___TagKey_
#amazonquicksight-aws_TagKeys
#amazonquicksight-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_AccountInfo.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_User.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_Group.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_Analysis.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_Dashboard.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_Template.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 vpcconnec 
tion

arn:${Partition}:quicksight:${Region 
}:${Account}:vpcConnection/${Resourc 
eId}

aws:ResourceTag/${ 
TagKey}

 assetBund 
leExportJob

arn:${Partition}:quicksight:${Region 
}:${Account}:asset-bundle-export-job 
/${ResourceId}

 

 assetBund 
leImportJob

arn:${Partition}:quicksight:${Region 
}:${Account}:asset-bundle-import-job 
/${ResourceId}

 

 datasource arn:${Partition}:quicksight:${Region 
}:${Account}:datasource/${ResourceId 
}

aws:ResourceTag/${ 
TagKey}

 dataset arn:${Partition}:quicksight:${Region 
}:${Account}:dataset/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 ingestion arn:${Partition}:quicksight:${Region 
}:${Account}:dataset/${DatasetId}/in 
gestion/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 refreshsc 
hedule

arn:${Partition}:quicksight:${Region 
}:${Account}:dataset/${DatasetId}/re 
fresh-schedule/${ResourceId}

 

 theme arn:${Partition}:quicksight:${Region 
}:${Account}:theme/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 assignment arn:${Partition}:quicksight::${Accou 
nt}:assignment/${ResourceId}

 

 customiza 
tion

arn:${Partition}:quicksight:${Region 
}:${Account}:customization/${Resourc 
eId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/quicksight/latest/APIReference/API_VPCConnection.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_VPCConnection.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartAssetBundleExportJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartAssetBundleExportJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartAssetBundleImportJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_StartAssetBundleImportJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DataSource.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DataSet.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_Ingestion.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_RefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_RefreshSchedule.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_Theme.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_IAMPolicyAssignment.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_AccountCustomization.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_AccountCustomization.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 namespace arn:${Partition}:quicksight:${Region 
}:${Account}:namespace/${ResourceId}

 

 folder arn:${Partition}:quicksight:${Region 
}:${Account}:folder/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 emailCust 
omization 
Template

arn:${Partition}:quicksight:${Region 
}:${Account}:email-customization-tem 
plate/${ResourceId}

 

 topic arn:${Partition}:quicksight:${Region 
}:${Account}:topic/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 dashboard 
SnapshotJob

arn:${Partition}:quicksight:${Region 
}:${Account}:dashboard/${DashboardId 
}/snapshot-job/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 brand arn:${Partition}:quicksight:${Region 
}:${Account}:brand/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 customper 
missions

arn:${Partition}:quicksight:${Region 
}:${Account}:custompermissions/${Res 
ourceId}

aws:ResourceTag/${ 
TagKey}

Amazon 的条件密钥 QuickSight

Amazon QuickSight 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

Amazon QuickSight 3337

https://docs.aws.amazon.com/quicksight/latest/APIReference/API_NamespaceInfoV2.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_Folder.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/user/customizing-quicksight-email-templates.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_TopicDetails.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DashboardSnapshotJob.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_DashboardSnapshotJob.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_BrandDetail.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CustomPermissions.html
https://docs.aws.amazon.com/quicksight/latest/APIReference/API_CustomPermissions.html
#amazonquicksight-aws_ResourceTag___TagKey_
#amazonquicksight-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按标签键筛选访问 ArrayOfString

 quicksigh 
t:Allowed 
Embedding 
Domains

按允许的嵌入域筛选访问权限 ArrayOfString

 quicksigh 
t:DirectoryType

按照用户管理选项筛选访问权限 字符串

 quicksigh 
t:Edition

按版本筛选访问权限 QuickSight 字符串

 quicksigh 
t:Group

按 QuickSight 群组筛选访问权限 ARN ARN

 quicksigh 
t:IamArn

按 IAM 用户或角色 ARN 筛选访问 ARN

 quicksigh 
t:KmsKeyArns

按 KMS 密钥筛选访问权限 ARNs ArrayOfARN

 quicksigh 
t:SessionName

按会话名称筛选访问 字符串

 quicksigh 
t:UserName

按用户名筛选访问 字符串

Amazon RDS Data API 的操作、资源和条件键

Amazon RDS Data API（服务前缀：rds-data）提供以下服务特定的资源、操作和条件上下文键以
在 IAM 权限策略中使用。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/quicksight/latest/user/embedded-dashboards-for-authenticated-users-step-1.html
https://docs.aws.amazon.com/quicksight/latest/user/embedded-dashboards-for-authenticated-users-step-1.html
https://docs.aws.amazon.com/quicksight/latest/user/embedded-dashboards-for-authenticated-users-step-1.html
https://docs.aws.amazon.com/quicksight/latest/user/embedded-dashboards-for-authenticated-users-step-1.html
https://docs.aws.amazon.com/quicksight/latest/user/security-scp.html
https://docs.aws.amazon.com/quicksight/latest/user/security-scp.html
https://docs.aws.amazon.com/quicksight/latest/user/security-scp.html
https://docs.aws.amazon.com/quicksight/latest/user/security-scp.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/key-management.html
https://docs.aws.amazon.com/quicksight/latest/user/key-management.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
https://docs.aws.amazon.com/quicksight/latest/user/iam-actions.html
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon RDS Data API 定义的操作

• Amazon RDS Data API 定义的资源类型

• Amazon RDS Data API 的条件键

Amazon RDS Data API 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.aws.amazon.com/rdsdataservice/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/UsingWithRDS.IAM.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html


服务授权参考 服务授权参考

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster*     BatchExec 
uteStatement

授予对数据阵列运行批处理 
SQL 语句的权限

Write

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

cluster*     BeginTran 
saction

授予启动 SQL 事务的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

cluster*   rds-data: 
BeginTran 
saction

 CommitTra 
nsaction

授予权限以结束从该 
BeginTransaction 操作开始的 
SQL 事务并提交更改

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

cluster*     ExecuteSql 授予运行一条或多条 SQL 语
句的权限 此操作已弃用。使
用 BatchExecuteStatement 或 
ExecuteStatement 操作

写入

  aws:Resou 
rceTag/${ 
TagKey}
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reference_policies_actions-resources-contextkeys.html#actions_table
#amazonrdsdataapi-cluster
https://docs.aws.amazon.com/rdsdataservice/latest/APIReference/API_BatchExecuteStatement.html
https://docs.aws.amazon.com/rdsdataservice/latest/APIReference/API_BatchExecuteStatement.html
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_TagKeys
#amazonrdsdataapi-aws_TagKeys
#amazonrdsdataapi-cluster
https://docs.aws.amazon.com/rdsdataservice/latest/APIReference/API_BeginTransaction.html
https://docs.aws.amazon.com/rdsdataservice/latest/APIReference/API_BeginTransaction.html
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_TagKeys
#amazonrdsdataapi-aws_TagKeys
#amazonrdsdataapi-cluster
https://docs.aws.amazon.com/rdsdataservice/latest/APIReference/API_CommitTransaction.html
https://docs.aws.amazon.com/rdsdataservice/latest/APIReference/API_CommitTransaction.html
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_TagKeys
#amazonrdsdataapi-aws_TagKeys
#amazonrdsdataapi-cluster
https://docs.aws.amazon.com/rdsdataservice/latest/APIReference/API_ExecuteSql.html
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

cluster*     ExecuteSt 
atement

授予对数据库运行 SQL 语句的
权限

Write

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

cluster*   rds-data: 
BeginTran 
saction

 RollbackT 
ransaction

授予执行事务回滚的权限 回滚
事务会取消其更改

Write

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

Amazon RDS Data API 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#amazonrdsdataapi-aws_TagKeys
#amazonrdsdataapi-aws_TagKeys
#amazonrdsdataapi-cluster
https://docs.aws.amazon.com/rdsdataservice/latest/APIReference/API_ExecuteStatement.html
https://docs.aws.amazon.com/rdsdataservice/latest/APIReference/API_ExecuteStatement.html
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_TagKeys
#amazonrdsdataapi-aws_TagKeys
#amazonrdsdataapi-cluster
https://docs.aws.amazon.com/rdsdataservice/latest/APIReference/API_RollbackTransaction.html
https://docs.aws.amazon.com/rdsdataservice/latest/APIReference/API_RollbackTransaction.html
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_TagKeys
#amazonrdsdataapi-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 cluster arn:${Partition}:rds:${Region}:${Acc 
ount}:cluster:${DbClusterInstanceNam 
e}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

Amazon RDS Data API 的条件键

Amazon RDS Data API 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按与资源关联的标签键筛选访问 ArrayOfString

Amazon RDS IAM Authentication 的操作、资源和条件键

Amazon RDS IAM 身份验证（服务前缀：rds-db）提供以下服务特定的资源、操作和条件上下文键以
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon RDS IAM Authentication 定义的操作

Amazon RDS IAM 身份验证 3342

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Aurora.Managing.html
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_ResourceTag___TagKey_
#amazonrdsdataapi-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAM.html
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• Amazon RDS IAM Authentication 定义的资源类型

• 用户 Amazon RDS IAM Authentication 的条件键

Amazon RDS IAM Authentication 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 connect 允许 IAM 角色或用户连接到 
RDS 数据库

Permissio 
ns 

db-user*    

Amazon RDS IAM 身份验证 3343

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.IAMPolicy.html
#amazonrdsiamauthentication-db-user
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

managemen 
t

Amazon RDS IAM Authentication 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 db-user arn:${Partition}:rds-db:${Region}:${ 
Account}:dbuser:${DbiResourceId}/${D 
bUserName}

 

用户 Amazon RDS IAM Authentication 的条件键

RDS IAM 身份验证没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务
均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

适用于 AWS Recycle Bin 的操作、资源和条件键

AWS 回收站（服务前缀:rbin）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

AWS 回收站 3344

reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.DBAccounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/recyclebin/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/recyclebin/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/recycle-bin-perms.html#rule-perms
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• AWS Recycle Bin 定义的操作

• AWS Recycle Bin 定义的资源类型

• 适用于 AWS Recycle Bin 的条件键

AWS Recycle Bin 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

AWS 回收站 3345

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rule*     CreateRule 授予权限以创建回收站保留规
则

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

rbin:Requ 
est/
Resou 
rceType

 

rule*     DeleteRule 授予权限以删除回收站保留规
则

写入

  aws:Resou 
rceTag/${ 
TagKey}

rbin:Attr 
ibute/Res 
ourceType

 

rule*     GetRule 授予权限以获取有关回收站保
留规则的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

rbin:Attr 
ibute/Res 
ourceType

 

AWS 回收站 3346

#awsrecyclebin-rule
https://docs.aws.amazon.com/recyclebin/latest/APIReference/API_CreateRule.html
#awsrecyclebin-aws_RequestTag___TagKey_
#awsrecyclebin-aws_RequestTag___TagKey_
#awsrecyclebin-aws_RequestTag___TagKey_
#awsrecyclebin-aws_TagKeys
#awsrecyclebin-aws_TagKeys
#awsrecyclebin-rbin_Request_ResourceType
#awsrecyclebin-rbin_Request_ResourceType
#awsrecyclebin-rbin_Request_ResourceType
#awsrecyclebin-rbin_Request_ResourceType
#awsrecyclebin-rule
https://docs.aws.amazon.com/recyclebin/latest/APIReference/API_DeleteRule.html
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rule
https://docs.aws.amazon.com/recyclebin/latest/APIReference/API_GetRule.html
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRules 授予权限以列出区域中的回收
站保留规则

读取   rbin:Requ 
est/
Resou 
rceType

 

rule*     ListTagsF 
orResource

授予权限以列出与资源关联的
标签

读取

  aws:Resou 
rceTag/${ 
TagKey}

rbin:Attr 
ibute/Res 
ourceType

 

rule*     LockRule 授予权限以锁定现有的回收站
保留规则

写入

  aws:Resou 
rceTag/${ 
TagKey}

rbin:Attr 
ibute/Res 
ourceType

 

 TagResour 
ce

授予权限以添加或更新资源的
标签

标记 rule*    
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https://docs.aws.amazon.com/recyclebin/latest/APIReference/API_ListRules.html
#awsrecyclebin-rbin_Request_ResourceType
#awsrecyclebin-rbin_Request_ResourceType
#awsrecyclebin-rbin_Request_ResourceType
#awsrecyclebin-rbin_Request_ResourceType
#awsrecyclebin-rule
https://docs.aws.amazon.com/recyclebin/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/recyclebin/latest/APIReference/API_ListTagsForResource.html
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_ResourceTag___TagKey_
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#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rule
https://docs.aws.amazon.com/recyclebin/latest/APIReference/API_LockRule.html
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
https://docs.aws.amazon.com/recyclebin/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/recyclebin/latest/APIReference/API_TagResource.html
#awsrecyclebin-rule
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

rbin:Attr 
ibute/Res 
ourceType

 

rule*     UnlockRule 授予权限以解锁现有的回收站
保留规则

写入

  aws:Resou 
rceTag/${ 
TagKey}

rbin:Attr 
ibute/Res 
ourceType

 

 UntagReso 
urce

授予权限以删除与资源关联的
标签

标记 rule*    
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#awsrecyclebin-aws_RequestTag___TagKey_
#awsrecyclebin-aws_RequestTag___TagKey_
#awsrecyclebin-aws_RequestTag___TagKey_
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#awsrecyclebin-aws_TagKeys
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#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rule
https://docs.aws.amazon.com/recyclebin/latest/APIReference/API_UnlockRule.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

rbin:Attr 
ibute/Res 
ourceType

 

rule*     UpdateRule 授予权限以更新现有的回收站
保留规则

写入

  aws:Resou 
rceTag/${ 
TagKey}

rbin:Attr 
ibute/Res 
ourceType

 

AWS Recycle Bin 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 rule arn:${Partition}:rbin:${Region}:${Ac 
count}:rule/${ResourceName}

aws:ResourceTag/${ 
TagKey}
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#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_TagKeys
#awsrecyclebin-aws_TagKeys
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rule
https://docs.aws.amazon.com/recyclebin/latest/APIReference/API_UpdateRule.html
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
#awsrecyclebin-rbin_Attribute_ResourceType
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-recycle-bin.html#recycle-bin-concepts
#awsrecyclebin-aws_ResourceTag___TagKey_
#awsrecyclebin-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

适用于 AWS Recycle Bin 的条件键

AWS 回收站定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中标签的键和值筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:TagKeys 按请求中的标签键筛选访问 ArrayOfString

 rbin:Attribute/
ResourceType

按现有规则的资源类型筛选访问权限 字符串

 rbin:Request/
ResourceType

按请求中的资源类型筛选访问权限 字符串

Amazon Redshift 的操作、资源和条件键

Amazon Redshift（服务前缀：redshift）提供以下服务特定的资源、操作和条件上下文键以在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Redshift 定义的操作

• Amazon Redshift 定义的资源类型
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/recycle-bin-perms.html#rbin-condition-keys
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/recycle-bin-perms.html#rbin-condition-keys
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/recycle-bin-perms.html#rbin-condition-keys
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/recycle-bin-perms.html#rbin-condition-keys
https://docs.aws.amazon.com/redshift/latest/mgmt/welcome.html
https://docs.aws.amazon.com/redshift/latest/APIReference/
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-authentication-access-control.html
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• Amazon Redshift 的条件键

Amazon Redshift 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptRes 
ervedNode 
Exchange

授予在不更改配置的情况下将 
DC2 预留节点交换为预留节点
的权限 DC1

写入      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AcceptReservedNodeExchange.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AcceptReservedNodeExchange.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AcceptReservedNodeExchange.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddPartner 授予向集群添加合作伙伴集成
的权限

写入      

datashare 
*

    Associate 
DataShare 
Consumer

授予权限以将使用者与数据共
享相关联

Write

  redshift: 
ConsumerA 
rn

redshift: 
AllowWrit 
es

 

securityg 
roup*

    Authorize 
ClusterSe 
curityGro 
upIngress

授予权限以向 Amazon 
Redshift 安全组添加入站（传 
入）规则

写入

securityg 
roupingre 
ss-
ec2sec 
uritygrou 
p*

   

datashare 
*

    Authorize 
DataShare

授予权限以授权指定的数据共
享使用者使用数据共享

权限管理

  redshift: 
ConsumerI 
dentifier

redshift: 
AllowWrit 
es
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_AddPartner.html
#amazonredshift-datashare
#amazonredshift-datashare
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AssociateDataShareConsumer.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AssociateDataShareConsumer.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AssociateDataShareConsumer.html
#amazonredshift-redshift_ConsumerArn
#amazonredshift-redshift_ConsumerArn
#amazonredshift-redshift_ConsumerArn
#amazonredshift-redshift_AllowWrites
#amazonredshift-redshift_AllowWrites
#amazonredshift-redshift_AllowWrites
#amazonredshift-securitygroup
#amazonredshift-securitygroup
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AuthorizeClusterSecurityGroupIngress.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AuthorizeClusterSecurityGroupIngress.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AuthorizeClusterSecurityGroupIngress.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AuthorizeClusterSecurityGroupIngress.html
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-datashare
#amazonredshift-datashare
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AuthorizeDataShare.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AuthorizeDataShare.html
#amazonredshift-redshift_ConsumerIdentifier
#amazonredshift-redshift_ConsumerIdentifier
#amazonredshift-redshift_ConsumerIdentifier
#amazonredshift-redshift_AllowWrites
#amazonredshift-redshift_AllowWrites
#amazonredshift-redshift_AllowWrites
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Authorize 
EndpointA 
ccess

授予对 redshift 托管的 VPC 端
点的相关活动进行授权的权限

权限管理      

 Authorize 
InboundIn 
tegration [仅
权限]

授予 Amazon Redshift 权限以
持续验证目标数据仓库是否能
够接收从源 ARN 复制的数据

写入 integrati 
on*

   

 Authorize 
SnapshotA 
ccess

向指定用户授 AWS 账户 予恢
复快照的权限

权限管理 snapshot*    

 BatchDele 
teCluster 
Snapshots

授予权限以批量删除快照（最
多 100 个）

Write snapshot*    

 BatchModi 
fyCluster 
Snapshots

授予权限以修改快照列表设置 Write snapshot*    

 CancelQuery
[仅权限]

授予权限以通过 Amazon 
Redshift 控制台取消查询

Write      

 CancelQue 
rySession [仅
权限]

授予权限以在 Amazon 
Redshift 控制台中查看查询

Write      

 CancelRes 
ize

授予权限以取消调整大小操作 Write cluster*    

 CopyClust 
erSnapshot

授予权限以复制集群快照 写入 snapshot*    
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_AuthorizeEndpointAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AuthorizeEndpointAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AuthorizeEndpointAccess.html
https://docs.aws.amazon.com/redshift/latest/mgmt/zero-etl-using.setting-up.html
https://docs.aws.amazon.com/redshift/latest/mgmt/zero-etl-using.setting-up.html
https://docs.aws.amazon.com/redshift/latest/mgmt/zero-etl-using.setting-up.html
#amazonredshift-integration
#amazonredshift-integration
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AuthorizeSnapshotAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AuthorizeSnapshotAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_AuthorizeSnapshotAccess.html
#amazonredshift-snapshot
#amazonredshift-snapshot
https://docs.aws.amazon.com/redshift/latest/APIReference/API_BatchDeleteClusterSnapshots.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_BatchDeleteClusterSnapshots.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_BatchDeleteClusterSnapshots.html
#amazonredshift-snapshot
#amazonredshift-snapshot
https://docs.aws.amazon.com/redshift/latest/APIReference/API_BatchModifyClusterSnapshots.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_BatchModifyClusterSnapshots.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_BatchModifyClusterSnapshots.html
#amazonredshift-snapshot
#amazonredshift-snapshot
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CancelResize.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CancelResize.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CopyClusterSnapshot.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CopyClusterSnapshot.html
#amazonredshift-snapshot
#amazonredshift-snapshot
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateAut 
henticati 
onProfile

授予权限以创建 Amazon 
Redshift 身份验证配置文件

写入      
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#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_TagKeys
#amazonredshift-aws_TagKeys
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateAuthenticationProfile.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateAuthenticationProfile.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateAuthenticationProfile.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateClu 
ster

授予权限以创建集群 Write cluster*   kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

kms:Retir 
eGrant

secretsma 
nager:Cre 
ateSecret

secretsma 
nager:Del 
eteSecret

secretsma 
nager:Des 
cribeSecr 
et

secretsma 
nager:Get 
RandomPas 
sword
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateCluster.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateCluster.html
#amazonredshift-cluster
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

secretsma 
nager:Rot 
ateSecret

secretsma 
nager:Tag 
Resource

secretsma 
nager:Upd 
ateSecret

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

parameter 
group*

    CreateClu 
sterParam 
eterGroup

授予权限以创建 Amazon 
Redshift 参数组

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateClu 
sterSecur 
ityGroup

授予权限以创建 Amazon 
Redshift 安全组

Write securityg 
roup*
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#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_TagKeys
#amazonredshift-aws_TagKeys
#amazonredshift-parametergroup
#amazonredshift-parametergroup
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateClusterParameterGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateClusterParameterGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateClusterParameterGroup.html
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#amazonredshift-aws_RequestTag___TagKey_
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateClusterSecurityGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateClusterSecurityGroup.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

snapshot*     CreateClu 
sterSnapshot

授予权限以创建指定集群的手
动快照

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

subnetgro 
up*

    CreateClu 
sterSubne 
tGroup

授予权限以创建 Amazon 
Redshift 子网组

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

dbuser*     CreateClu 
sterUser

授予权限以自动创建指定的 
Amazon Redshift 用户（如果
不存在）

权限管理

  redshift: 
DbUser

 

 CreateCus 
tomDomain 
Association

授予权限以为集群创建自定义
域名

写入 cluster*   acm:Descr 
ibeCertif 
icate
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#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_TagKeys
#amazonredshift-aws_TagKeys
#amazonredshift-snapshot
#amazonredshift-snapshot
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateClusterSnapshot.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateClusterSnapshot.html
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
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#amazonredshift-aws_TagKeys
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#amazonredshift-subnetgroup
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateClusterSubnetGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateClusterSubnetGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateClusterSubnetGroup.html
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#amazonredshift-dbuser
https://docs.aws.amazon.com/redshift/latest/mgmt/generating-iam-credentials-role-permissions.html
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateCustomDomainAssociation.html
#amazonredshift-cluster
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateEnd 
pointAccess

授予创建 redshift 托管 VPC 端
点的权限

写入      

eventsubs 
cription*

    CreateEve 
ntSubscri 
ption

授予权限以创建 Amazon 
Redshift 事件通知订阅

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

hsmclient 
certifica 
te*

    CreateHsm 
ClientCer 
tificate

授予权限以创建 HSM 客户端
证书，集群在连接到 HSM 时
使用该证书

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

hsmconfig 
uration*

    CreateHsm 
Configuration

授予权限以创建 HSM 配置，
其中包含集群在硬件安全模块 
(HSM) 中存储并使用数据库加
密密钥所需的信息

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateEndpointAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateEndpointAccess.html
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#amazonredshift-hsmclientcertificate
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#amazonredshift-hsmconfiguration
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateHsmConfiguration.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateHsmConfiguration.html
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_TagKeys
#amazonredshift-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateInb 
oundInteg 
ration [仅权
限]

授予源主体权限以创建入站集
成，以便将数据从源复制到目
标数据仓库

写入      

integrati 
on*

  kms:Creat 
eGrant

kms:Descr 
ibeKey

 CreateInt 
egration

授予权限以创建 Amazon 
Redshift 零 ETL 集成

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

redshift: 
Integrati 
onSourceA 
rn

redshift: 
Integrati 
onTargetA 
rn
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https://docs.aws.amazon.com/redshift/latest/mgmt/zero-etl-using.setting-up.html
https://docs.aws.amazon.com/redshift/latest/mgmt/zero-etl-using.setting-up.html
https://docs.aws.amazon.com/redshift/latest/mgmt/zero-etl-using.setting-up.html
#amazonredshift-integration
#amazonredshift-integration
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateIntegration.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateIntegration.html
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_TagKeys
#amazonredshift-aws_TagKeys
#amazonredshift-redshift_IntegrationSourceArn
#amazonredshift-redshift_IntegrationSourceArn
#amazonredshift-redshift_IntegrationSourceArn
#amazonredshift-redshift_IntegrationSourceArn
#amazonredshift-redshift_IntegrationTargetArn
#amazonredshift-redshift_IntegrationTargetArn
#amazonredshift-redshift_IntegrationTargetArn
#amazonredshift-redshift_IntegrationTargetArn


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateQev 
2IdcAppli 
cation [仅权
限]

授予权限以创建 qev2 idc 应用
程序

写入     sso:Creat 
eApplicat 
ion

sso:PutAp 
plication 
AccessSco 
pe

sso:PutAp 
plication 
Authentic 
ationMeth 
od

sso:PutAp 
plication 
Grant
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https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-idp-connect.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-idp-connect.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-idp-connect.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRed 
shiftIdcA 
pplication

授予创建 redshift idc 应用程序
的权限

写入     sso:Creat 
eApplicat 
ion

sso:PutAp 
plication 
AccessSco 
pe

sso:PutAp 
plication 
Authentic 
ationMeth 
od

sso:PutAp 
plication 
Grant

 CreateSav 
edQuery [仅
权限]

授予权限以通过 Amazon 
Redshift 控制台创建保存的 
SQL 查询

Write      

 CreateSch 
eduledAction

授予权限以创建 Amazon 
Redshift 计划操作

写入      

snapshotc 
opygrant*

    CreateSna 
pshotCopy 
Grant

授予创建快照副本的权限，授
予和加密目标中复制的快照的
权限 AWS 区域

权限管理

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateRedshiftIdcApplication.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateRedshiftIdcApplication.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateRedshiftIdcApplication.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateScheduledAction.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateScheduledAction.html
#amazonredshift-snapshotcopygrant
#amazonredshift-snapshotcopygrant
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateSnapshotCopyGrant.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateSnapshotCopyGrant.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateSnapshotCopyGrant.html
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_TagKeys
#amazonredshift-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

snapshots 
chedule*

    CreateSna 
pshotSche 
dule

授予权限以创建快照计划 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

cluster    

eventsubs 
cription

   

hsmclient 
certificate

   

hsmconfig 
uration

   

integrati 
on

   

parameter 
group

   

securityg 
roup

   

 CreateTags 授予权限以将一个或多个标签
添加到指定的资源中

Tagging

securityg 
roupingre 
ss-cidr
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#amazonredshift-snapshotschedule
#amazonredshift-snapshotschedule
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateSnapshotSchedule.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateSnapshotSchedule.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateSnapshotSchedule.html
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_TagKeys
#amazonredshift-aws_TagKeys
#amazonredshift-cluster
#amazonredshift-eventsubscription
#amazonredshift-eventsubscription
#amazonredshift-hsmclientcertificate
#amazonredshift-hsmclientcertificate
#amazonredshift-hsmconfiguration
#amazonredshift-hsmconfiguration
#amazonredshift-integration
#amazonredshift-integration
#amazonredshift-parametergroup
#amazonredshift-parametergroup
#amazonredshift-securitygroup
#amazonredshift-securitygroup
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateTags.html
#amazonredshift-securitygroupingress-cidr
#amazonredshift-securitygroupingress-cidr
#amazonredshift-securitygroupingress-cidr


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

securityg 
roupingre 
ss-
ec2sec 
uritygrou 
p

   

snapshot    

snapshotc 
opygrant

   

snapshots 
chedule

   

subnetgro 
up

   

usagelimi 
t

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateUsa 
geLimit

授予创建使用限制的权限 写入 usagelimi 
t*
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#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-snapshot
#amazonredshift-snapshotcopygrant
#amazonredshift-snapshotcopygrant
#amazonredshift-snapshotschedule
#amazonredshift-snapshotschedule
#amazonredshift-subnetgroup
#amazonredshift-subnetgroup
#amazonredshift-usagelimit
#amazonredshift-usagelimit
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_TagKeys
#amazonredshift-aws_TagKeys
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateUsageLimit.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_CreateUsageLimit.html
#amazonredshift-usagelimit
#amazonredshift-usagelimit


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

datashare 
*

    Deauthori 
zeDataShare

授予权限以删除指定数据共享
使用者使用数据共享的权限

权限管理

  redshift: 
ConsumerI 
dentifier

 

 DeleteAut 
henticati 
onProfile

授予权限以删除 Amazon 
Redshift 身份验证配置文件

写入      

 DeleteClu 
ster

授予权限以删除以前预配置的
集群

Write cluster*    

 DeleteClu 
sterParam 
eterGroup

授予权限以删除 Amazon 
Redshift 参数组

Write parameter 
group*

   

 DeleteClu 
sterSecur 
ityGroup

授予权限以删除 Amazon 
Redshift 安全组

Write securityg 
roup*

   

 DeleteClu 
sterSnapshot

授予权限以删除手动快照 Write snapshot*    

 DeleteClu 
sterSubne 
tGroup

授予权限以删除集群子网组 写入 subnetgro 
up*
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#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_RequestTag___TagKey_
#amazonredshift-aws_TagKeys
#amazonredshift-aws_TagKeys
#amazonredshift-datashare
#amazonredshift-datashare
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeauthorizeDataShare.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeauthorizeDataShare.html
#amazonredshift-redshift_ConsumerIdentifier
#amazonredshift-redshift_ConsumerIdentifier
#amazonredshift-redshift_ConsumerIdentifier
API_DeleteAuthenticationProfile.html
API_DeleteAuthenticationProfile.html
API_DeleteAuthenticationProfile.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteCluster.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteCluster.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteClusterParameterGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteClusterParameterGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteClusterParameterGroup.html
#amazonredshift-parametergroup
#amazonredshift-parametergroup
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteClusterSecurityGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteClusterSecurityGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteClusterSecurityGroup.html
#amazonredshift-securitygroup
#amazonredshift-securitygroup
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteClusterSnapshot.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteClusterSnapshot.html
#amazonredshift-snapshot
#amazonredshift-snapshot
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteClusterSubnetGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteClusterSubnetGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteClusterSubnetGroup.html
#amazonredshift-subnetgroup
#amazonredshift-subnetgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteCus 
tomDomain 
Association

授予权限以为集群删除自定义
域名

写入 cluster*    

 DeleteEnd 
pointAccess

授予删除 redshift 托管 VPC 端
点的权限

写入      

 DeleteEve 
ntSubscri 
ption

授予权限以删除 Amazon 
Redshift 事件通知订阅

Write eventsubs 
cription*

   

 DeleteHsm 
ClientCer 
tificate

授予权限以删除 HSM 客户端
证书

Write hsmclient 
certifica 
te*

   

 DeleteHsm 
Configuration

授予权限以删除 Amazon 
Redshift HSM 配置

写入 hsmconfig 
uration*

   

integrati 
on*

    DeleteInt 
egration

授予权限以删除 Amazon 
Redshift 零 ETL 集成

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeletePar 
tner

授予从集群中删除合作伙伴集
成的权限

写入      

 DeleteQev 
2IdcAppli 
cation [仅权
限]

授予权限以删除 qev2 idc 应用
程序

写入 qev2idcap 
plication*

  sso:Delet 
eApplicat 
ion
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteCustomDomainAssociation.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteEndpointAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteEndpointAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteEventSubscription.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteEventSubscription.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteEventSubscription.html
#amazonredshift-eventsubscription
#amazonredshift-eventsubscription
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteHsmClientCertificate.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteHsmClientCertificate.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteHsmClientCertificate.html
#amazonredshift-hsmclientcertificate
#amazonredshift-hsmclientcertificate
#amazonredshift-hsmclientcertificate
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteHsmConfiguration.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteHsmConfiguration.html
#amazonredshift-hsmconfiguration
#amazonredshift-hsmconfiguration
#amazonredshift-integration
#amazonredshift-integration
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteIntegration.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteIntegration.html
#amazonredshift-aws_ResourceTag___TagKey_
#amazonredshift-aws_ResourceTag___TagKey_
#amazonredshift-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeletePartner.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeletePartner.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-idp-connect.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-idp-connect.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-idp-connect.html
#amazonredshift-qev2idcapplication
#amazonredshift-qev2idcapplication


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteRed 
shiftIdcA 
pplication

授予删除 redshift idc 应用程序
的权限

写入 redshifti 
dcapplica 
tion*

  sso:Delet 
eApplicat 
ion

 DeleteRes 
ourcePolicy

授予删除指定资源的资源策略
的权限

权限管理 namespace 
*

   

 DeleteSav 
edQueries [仅
权限]

授予权限以通过 Amazon 
Redshift 控制台删除保存的 
SQL 查询

Write      

 DeleteSch 
eduledAction

授予权限以删除 Amazon 
Redshift 计划操作

Write      

 DeleteSna 
pshotCopy 
Grant

授予权限以删除快照复制授权 Write snapshotc 
opygrant*

   

 DeleteSna 
pshotSche 
dule

授予权限以删除快照计划 Write snapshots 
chedule*

   

cluster    

eventsubs 
cription

   

hsmclient 
certificate

   

hsmconfig 
uration

   

 DeleteTags 授予权限以从资源中删除一个
或多个标签

Tagging

integrati 
on
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteRedshiftIdcApplication.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteRedshiftIdcApplication.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteRedshiftIdcApplication.html
#amazonredshift-redshiftidcapplication
#amazonredshift-redshiftidcapplication
#amazonredshift-redshiftidcapplication
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteResourcePolicy.html
#amazonredshift-namespace
#amazonredshift-namespace
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
API_DeleteScheduledAction.html
API_DeleteScheduledAction.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteSnapshotCopyGrant.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteSnapshotCopyGrant.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteSnapshotCopyGrant.html
#amazonredshift-snapshotcopygrant
#amazonredshift-snapshotcopygrant
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteSnapshotSchedule.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteSnapshotSchedule.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteSnapshotSchedule.html
#amazonredshift-snapshotschedule
#amazonredshift-snapshotschedule
#amazonredshift-cluster
#amazonredshift-eventsubscription
#amazonredshift-eventsubscription
#amazonredshift-hsmclientcertificate
#amazonredshift-hsmclientcertificate
#amazonredshift-hsmconfiguration
#amazonredshift-hsmconfiguration
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteTags.html
#amazonredshift-integration
#amazonredshift-integration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

parameter 
group

   

securityg 
roup

   

securityg 
roupingre 
ss-cidr

   

securityg 
roupingre 
ss-
ec2sec 
uritygrou 
p

   

snapshot    

snapshotc 
opygrant

   

snapshots 
chedule

   

subnetgro 
up

   

usagelimi 
t

   

  aws:TagKe 
ys
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#amazonredshift-parametergroup
#amazonredshift-parametergroup
#amazonredshift-securitygroup
#amazonredshift-securitygroup
#amazonredshift-securitygroupingress-cidr
#amazonredshift-securitygroupingress-cidr
#amazonredshift-securitygroupingress-cidr
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-snapshot
#amazonredshift-snapshotcopygrant
#amazonredshift-snapshotcopygrant
#amazonredshift-snapshotschedule
#amazonredshift-snapshotschedule
#amazonredshift-subnetgroup
#amazonredshift-subnetgroup
#amazonredshift-usagelimit
#amazonredshift-usagelimit
#amazonredshift-aws_TagKeys
#amazonredshift-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteUsa 
geLimit

授予删除使用限制的权限 写入 usagelimi 
t*

   

 Deregiste 
rNamespace

授予向使用者注销指定命名空
间的权限

写入      

 DescribeA 
ccountAtt 
ributes

授予描述附加到指定属性的权
限 AWS 账户

读取      

 DescribeA 
uthentica 
tionProfiles

授予权限以描述已创建的 
Amazon Redshift 身份验证配
置文件

读取      

 DescribeC 
lusterDbR 
evisions

授予权限以描述集群的数据库
修订

List      

 DescribeC 
lusterPar 
ameterGro 
ups

授予权限以描述 Amazon 
Redshift 参数组，包括您创建 
的参数组和默认参数组

Read      

 DescribeC 
lusterPar 
ameters

授予权限以描述 Amazon 
Redshift 参数组中包含的参数

Read parameter 
group*

   

 DescribeC 
lusterSec 
urityGroups

授予权限以描述 Amazon 
Redshift 安全组

Read      

 DescribeC 
lusterSna 
pshots

授予权限以描述一个或多个包
含集群快照元数据的快照对象

Read      
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteUsageLimit.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeleteUsageLimit.html
#amazonredshift-usagelimit
#amazonredshift-usagelimit
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeregisterNamespace.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DeregisterNamespace.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeAccountAttributes.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeAccountAttributes.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeAccountAttributes.html
API_DescribeAuthenticationProfiles.html
API_DescribeAuthenticationProfiles.html
API_DescribeAuthenticationProfiles.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterDbRevisions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterDbRevisions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterDbRevisions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterParameterGroups.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterParameterGroups.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterParameterGroups.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterParameterGroups.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterParameters.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterParameters.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterParameters.html
#amazonredshift-parametergroup
#amazonredshift-parametergroup
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterSecurityGroups.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterSecurityGroups.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterSecurityGroups.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterSnapshots.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterSnapshots.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterSnapshots.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeC 
lusterSub 
netGroups

授予权限以描述一个或多个集
群子网组对象，其中包含与集
群子网组相关的元数据

Read      

 DescribeC 
lusterTracks

授予权限以描述可用维护跟踪 List      

 DescribeC 
lusterVer 
sions

授予权限以描述可用 Amazon 
Redshift 集群版本

Read      

 DescribeC 
lusters

授予权限以描述预配置的集群
属性

列表      

 DescribeC 
ustomDoma 
inAssocia 
tions

授予权限以为集群描述自定义
域名

列表      

 DescribeD 
ataShares

授予权限以描述集群创建和使
用的数据共享

Read      

 DescribeD 
ataShares 
ForConsumer

授予权限以仅描述集群使用的
数据共享

Read      

 DescribeD 
ataShares 
ForProducer

授予权限以仅描述集群创建的
数据共享

Read      

 DescribeD 
efaultClu 
sterParam 
eters

授予权限以描述参数组系列的
参数设置

读取      
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterSubnetGroups.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterSubnetGroups.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterSubnetGroups.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterTracks.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterTracks.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterVersions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterVersions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusterVersions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeCustomDomainAssociations.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeCustomDomainAssociations.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeCustomDomainAssociations.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeCustomDomainAssociations.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeDataShares.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeDataShares.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeDataSharesForConsumer.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeDataSharesForConsumer.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeDataSharesForConsumer.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeDataSharesForProducer.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeDataSharesForProducer.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeDataSharesForProducer.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeDefaultClusterParameters.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeDefaultClusterParameters.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeDefaultClusterParameters.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeDefaultClusterParameters.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeE 
ndpointAc 
cess

授予描述 redshift 托管 VPC 端
点的权限

读取      

 DescribeE 
ndpointAu 
thorization

授予对 redshift 托管 VPC 端点
的描述活动进行授权的权限

列表      

 DescribeE 
ventCateg 
ories

授予权限以描述所有事件源类
型或指定源类型的事件类别

读取      

 DescribeE 
ventSubsc 
riptions

授予描述指定的 Amazon 
Redshift 事件通知订阅的权限 
AWS 账户

读取      

 DescribeE 
vents

授予权限以描述过去 14 天内与
集群、安全组、快照和参数组
相关的事件

List      

 DescribeH 
smClientC 
ertificates

授予权限以描述 HSM 客户端
证书

Read      

 DescribeH 
smConfigu 
rations

授予权限以描述 Amazon 
Redshift HSM 配置

读取      

 DescribeI 
nboundInt 
egrations

授予列出入站集成的权限 列表   redshift: 
InboundIn 
tegration 
Arn

 

 DescribeI 
ntegrations

授予权限以描述 Amazon 
Redshift 零 ETL 集成

列表 integrati 
on*
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEndpointAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEndpointAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEndpointAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEndpointAuthorization.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEndpointAuthorization.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEndpointAuthorization.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEventCategories.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEventCategories.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEventCategories.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEventSubscriptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEventSubscriptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEventSubscriptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeHsmClientCertificates.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeHsmClientCertificates.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeHsmClientCertificates.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeHsmConfigurations.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeHsmConfigurations.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeHsmConfigurations.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeInboundIntegrations.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeInboundIntegrations.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeInboundIntegrations.html
#amazonredshift-redshift_InboundIntegrationArn
#amazonredshift-redshift_InboundIntegrationArn
#amazonredshift-redshift_InboundIntegrationArn
#amazonredshift-redshift_InboundIntegrationArn
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeIntegrations.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeIntegrations.html
#amazonredshift-integration
#amazonredshift-integration


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeL 
oggingStatus

授予权限以描述是否为集群记
录信息（例如查询和连接尝
试）

Read cluster*    

 DescribeN 
odeConfig 
urationOp 
tions

授予权限以描述可能节点配置
的属性，例如节点类型、节点
数以及指定操作类型的磁盘使
用情况。

List      

 DescribeO 
rderableC 
lusterOptions

授予权限以描述可排序集群选
项

读取      

 DescribeP 
artners

授予检索为集群定义的合作伙
伴集成相关信息的权限

读取      

 DescribeQ 
ev2IdcApp 
lications [仅权
限]

授予权限以描述 qev2 idc 应用
程序

列表      

 DescribeQ 
uery [仅权限]

授予权限以通过 Amazon 
Redshift 控制台描述查询

读取      
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#amazonredshift-aws_ResourceTag___TagKey_
#amazonredshift-aws_ResourceTag___TagKey_
#amazonredshift-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeLoggingStatus.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeLoggingStatus.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeNodeConfigurationOptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeNodeConfigurationOptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeNodeConfigurationOptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeNodeConfigurationOptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeOrderableClusterOptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeOrderableClusterOptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeOrderableClusterOptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribePartners.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribePartners.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-idp-connect.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-idp-connect.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-idp-connect.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
edshiftId 
cApplications

授予描述 redshift idc 应用程序
的权限

列表     sso:GetAp 
plication 
Grant

sso:ListA 
pplicatio 
nAccessSc 
opes

 DescribeR 
eservedNo 
deExchang 
eStatus

授予权限以描述预留节点交换
的交换状态详细信息和关联元
数据。状态包括正在进行和请
求中的值

读取      

 DescribeR 
eservedNo 
deOfferings

授予权限以描述 Amazon 
Redshift 提供的可用预留节点 
产品

Read      

 DescribeR 
eservedNo 
des

授予权限以描述预留节点 Read      

 DescribeR 
esize

授予权限以描述集群的上次调
整大小操作

Read cluster*    

 DescribeS 
avedQueries
[仅权限]

授予权限以通过 Amazon 
Redshift 控制台描述已保存查 
询

Read      

 DescribeS 
cheduledA 
ctions

授予权限以描述已创建的 
Amazon Redshift 计划操作

读取      
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeRedshiftIdcApplications.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeRedshiftIdcApplications.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeRedshiftIdcApplications.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeReservedNodeExchangeStatus.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeReservedNodeExchangeStatus.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeReservedNodeExchangeStatus.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeReservedNodeExchangeStatus.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeReservedNodeOfferings.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeReservedNodeOfferings.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeReservedNodeOfferings.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeReservedNodes.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeReservedNodes.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeReservedNodes.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeResize.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeResize.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
API_DescribeScheduledActions.html
API_DescribeScheduledActions.html
API_DescribeScheduledActions.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
napshotCo 
pyGrants

授予描述快照副本的权限授予
目标 AWS 账户 中指定用户拥
有的权限 AWS 区域

读取      

 DescribeS 
napshotSc 
hedules

授予权限以描述快照计划 Read snapshots 
chedule*

   

 DescribeS 
torage

授予权限以描述账户级备份存
储大小和临时存储

Read      

 DescribeT 
able [仅权限]

授予权限以通过 Amazon 
Redshift 控制台描述表

读取      

 DescribeT 
ableResto 
reStatus

授予描述使用 RestoreTa 
bleFromClusterSnapshot API 
操作发出的一个或多个表还原
请求状态的权限

读取      

cluster    

eventsubs 
cription

   

hsmclient 
certificate

   

hsmconfig 
uration

   

integrati 
on

   

 DescribeT 
ags

授予权限以描述标签 Read

parameter 
group

   

Amazon Redshift 3373

https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeSnapshotCopyGrants.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeSnapshotCopyGrants.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeSnapshotCopyGrants.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeSnapshotSchedules.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeSnapshotSchedules.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeSnapshotSchedules.html
#amazonredshift-snapshotschedule
#amazonredshift-snapshotschedule
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeStorage.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeStorage.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeTableRestoreStatus.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeTableRestoreStatus.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeTableRestoreStatus.html
#amazonredshift-cluster
#amazonredshift-eventsubscription
#amazonredshift-eventsubscription
#amazonredshift-hsmclientcertificate
#amazonredshift-hsmclientcertificate
#amazonredshift-hsmconfiguration
#amazonredshift-hsmconfiguration
#amazonredshift-integration
#amazonredshift-integration
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeTags.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeTags.html
#amazonredshift-parametergroup
#amazonredshift-parametergroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

securityg 
roup

   

securityg 
roupingre 
ss-cidr

   

securityg 
roupingre 
ss-
ec2sec 
uritygrou 
p

   

snapshot    

snapshotc 
opygrant

   

snapshots 
chedule

   

subnetgro 
up

   

usagelimi 
t

   

 DescribeU 
sageLimits

授予描述使用限制的权限 Read usagelimi 
t*

   

 DisableLo 
gging

授予权限以禁用集群的日志记
录信息（例如查询和连接尝
试）

Write cluster*    
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#amazonredshift-securitygroup
#amazonredshift-securitygroup
#amazonredshift-securitygroupingress-cidr
#amazonredshift-securitygroupingress-cidr
#amazonredshift-securitygroupingress-cidr
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-snapshot
#amazonredshift-snapshotcopygrant
#amazonredshift-snapshotcopygrant
#amazonredshift-snapshotschedule
#amazonredshift-snapshotschedule
#amazonredshift-subnetgroup
#amazonredshift-subnetgroup
#amazonredshift-usagelimit
#amazonredshift-usagelimit
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeUsageLimits.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeUsageLimits.html
#amazonredshift-usagelimit
#amazonredshift-usagelimit
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DisableLogging.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DisableLogging.html
#amazonredshift-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DisableSn 
apshotCopy

授予权限以禁用集群的快照自
动复制

Write cluster*    

datashare 
*

    Disassoci 
ateDataSh 
areConsumer

授予权限以取消使用者与数据
共享的关联

Write

  redshift: 
ConsumerA 
rn

 

 EnableLog 
ging

授予权限以启用集群的日志记
录信息（例如查询和连接尝
试）

Write cluster*    

 EnableSna 
pshotCopy

授予权限以启用集群的快照自
动复制

Write cluster*    

 ExecuteQu 
ery [仅权限]

授予权限以通过 Amazon 
Redshift 控制台执行查询

写入      

 FailoverP 
rimaryCom 
pute

授予从多可用区集群的主计算
资源失效转移到另一个可用区
的权限

写入 cluster*    

 FetchResults
[仅权限]

授予权限以通过 Amazon 
Redshift 控制台提取查询结果

读取      

dbuser*     GetCluste 
rCredentials

授予通过指定用户获取访问亚
马逊 Redshift 数据库的临时凭
证的权限 AWS 账户

写入

dbname    
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_DisableSnapshotCopy.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DisableSnapshotCopy.html
#amazonredshift-cluster
#amazonredshift-datashare
#amazonredshift-datashare
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DisassociateDataShareConsumer.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DisassociateDataShareConsumer.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DisassociateDataShareConsumer.html
#amazonredshift-redshift_ConsumerArn
#amazonredshift-redshift_ConsumerArn
#amazonredshift-redshift_ConsumerArn
https://docs.aws.amazon.com/redshift/latest/APIReference/API_EnableLogging.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_EnableLogging.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_EnableSnapshotCopy.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_EnableSnapshotCopy.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_FailoverPrimaryCompute.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_FailoverPrimaryCompute.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_FailoverPrimaryCompute.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
#amazonredshift-dbuser
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetClusterCredentials.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetClusterCredentials.html
#amazonredshift-dbname


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  redshift: 
DbName

redshift: 
DbUser

redshift: 
DurationS 
econds

 

dbname     GetCluste 
rCredenti 
alsWithIAM

授予获取增强型临时凭证的权
限，以便通过指定用户访问亚
马逊 Redshift 数据库 AWS 账
户

写入

  redshift: 
DbName

redshift: 
DurationS 
econds

 

 GetReserv 
edNodeExc 
hangeConf 
iguration 
Options

授予权限以获取预留节点交换
的配置选项

读取      

 GetReserv 
edNodeExc 
hangeOffe 
rings

授予获取与给定 DC1 预留节点 
DC2 ReservedNodeOfferings 
的付款类型、期限和使用价格
相匹配的数组的权限

读取      

 GetResour 
cePolicy

授予获取指定资源的资源策略
的权限

读取 namespace 
*
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#amazonredshift-redshift_DbName
#amazonredshift-redshift_DbName
#amazonredshift-redshift_DbUser
#amazonredshift-redshift_DbUser
#amazonredshift-redshift_DurationSeconds
#amazonredshift-redshift_DurationSeconds
#amazonredshift-redshift_DurationSeconds
#amazonredshift-dbname
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetClusterCredentialsWithIAM.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetClusterCredentialsWithIAM.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetClusterCredentialsWithIAM.html
#amazonredshift-redshift_DbName
#amazonredshift-redshift_DbName
#amazonredshift-redshift_DurationSeconds
#amazonredshift-redshift_DurationSeconds
#amazonredshift-redshift_DurationSeconds
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetReservedNodeExchangeConfigurationOptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetReservedNodeExchangeConfigurationOptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetReservedNodeExchangeConfigurationOptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetReservedNodeExchangeConfigurationOptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetReservedNodeExchangeConfigurationOptions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetReservedNodeExchangeOfferings.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetReservedNodeExchangeOfferings.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetReservedNodeExchangeOfferings.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetReservedNodeExchangeOfferings.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetResourcePolicy.html
#amazonredshift-namespace
#amazonredshift-namespace


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 JoinGroup 授予权限以加入指定的 
Amazon Redshift 组

Permissio 
ns 
managemen 
t

dbgroup*    

 ListDatab 
ases [仅权限]

授予权限以通过 Amazon 
Redshift 控制台列出数据库

列表      

 ListRecom 
mendations

授予权限以列出 Advisor 建议 列表      

 ListSaved 
Queries [仅权
限]

授予权限以通过 Amazon 
Redshift 控制台列出保存的查 
询

List      

 ListSchemas
[仅权限]

授予权限以通过 Amazon 
Redshift 控制台列出架构

List      

 ListTables
[仅权限]

授予权限以通过 Amazon 
Redshift 控制台列出表

List      

 ModifyAqu 
aConfigur 
ation

授予权限以修改集群的 AQUA 
配置

写入 cluster*    

 ModifyAut 
henticati 
onProfile

授予权限以修改 Amazon 
Redshift 身份验证配置文件

写入      
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_GetClusterCredentials.html
#amazonredshift-dbgroup
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
API_ListRecommendations.html
API_ListRecommendations.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyAquaConfiguration.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyAquaConfiguration.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyAquaConfiguration.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyAuthenticationProfile.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyAuthenticationProfile.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyAuthenticationProfile.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ModifyClu 
ster

授予权限以修改集群的设置 Write cluster*   acm:Descr 
ibeCertif 
icate

kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

kms:Retir 
eGrant

secretsma 
nager:Cre 
ateSecret

secretsma 
nager:Del 
eteSecret

secretsma 
nager:Des 
cribeSecr 
et

secretsma 
nager:Get 
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyCluster.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyCluster.html
#amazonredshift-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

RandomPas 
sword

secretsma 
nager:Rot 
ateSecret

secretsma 
nager:Tag 
Resource

secretsma 
nager:Upd 
ateSecret

 ModifyClu 
sterDbRev 
ision

授予权限以修改集群的数据库
修订

写入 cluster*    

 ModifyClu 
sterIamRoles

授予修改集群可用来访问其他
服务的 AWS 身份和访问管理 
(IAM) Access Management 角
色列表的权限 AWS

权限管理 cluster*    

 ModifyClu 
sterMaint 
enance

授予权限以修改集群的维护设
置

Write      

 ModifyClu 
sterParam 
eterGroup

授予权限以修改参数组的参数 Write parameter 
group*

   

 ModifyClu 
sterSnapshot

授予权限以修改快照的设置 Write snapshot*    
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterDbRevision.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterDbRevision.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterDbRevision.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterIamRoles.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterIamRoles.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterMaintenance.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterMaintenance.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterMaintenance.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterParameterGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterParameterGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterParameterGroup.html
#amazonredshift-parametergroup
#amazonredshift-parametergroup
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterSnapshot.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterSnapshot.html
#amazonredshift-snapshot
#amazonredshift-snapshot


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ModifyClu 
sterSnaps 
hotSchedule

授予权限以修改集群的快照计
划

Write cluster*    

 ModifyClu 
sterSubne 
tGroup

授予权限以修改集群子网组来
包含指定的 VPC 子网列表

写入 subnetgro 
up*

   

 ModifyCus 
tomDomain 
Association

授予权限以为集群修改自定义
域名

写入 cluster*   acm:Descr 
ibeCertif 
icate

 ModifyEnd 
pointAccess

授予修改 redshift 托管 VPC 端
点的权限

写入      

 ModifyEve 
ntSubscri 
ption

授予权限以修改现有 Amazon 
Redshift 事件通知订阅

写入 eventsubs 
cription*

   

integrati 
on*

    ModifyInt 
egration

授予权限以修改 Amazon 
Redshift 零 ETL 集成

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 ModifyQev 
2IdcAppli 
cation [仅权
限]

授予权限以修改 qev2 idc 应用
程序

写入 qev2idcap 
plication*

  sso:Updat 
eApplicat 
ion
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterSnapshotSchedule.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterSnapshotSchedule.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterSnapshotSchedule.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterSubnetGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterSubnetGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyClusterSubnetGroup.html
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyCustomDomainAssociation.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyEndpointAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyEndpointAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyEventSubscription.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyEventSubscription.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyEventSubscription.html
#amazonredshift-eventsubscription
#amazonredshift-eventsubscription
#amazonredshift-integration
#amazonredshift-integration
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyIntegration.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyIntegration.html
#amazonredshift-aws_ResourceTag___TagKey_
#amazonredshift-aws_ResourceTag___TagKey_
#amazonredshift-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-idp-connect.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-idp-connect.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-idp-connect.html
#amazonredshift-qev2idcapplication
#amazonredshift-qev2idcapplication


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ModifyRed 
shiftIdcA 
pplication

授予修改 redshift idc 应用程序
的权限

写入 redshifti 
dcapplica 
tion*

  sso:Delet 
eApplicat 
ionAccess 
Scope

sso:Delet 
eApplicat 
ionGrant

sso:GetAp 
plication 
Grant

sso:ListA 
pplicatio 
nAccessSc 
opes

sso:PutAp 
plication 
AccessSco 
pe

sso:PutAp 
plication 
Grant

sso:Updat 
eApplicat 
ion

 ModifySav 
edQuery [仅
权限]

授予权限以通过 Amazon 
Redshift 控制台修改现有保存 
的查询

Write      
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyRedshiftIdcApplication.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyRedshiftIdcApplication.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyRedshiftIdcApplication.html
#amazonredshift-redshiftidcapplication
#amazonredshift-redshiftidcapplication
#amazonredshift-redshiftidcapplication
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ModifySch 
eduledAction

授予权限以修改现有 Amazon 
Redshift 计划操作

写入      

 ModifySna 
pshotCopy 
Retention 
Period

授予修改从源复制快照 AWS 
区域 后在目标中保留的天数的
权限 AWS 区域

写入 cluster*    

 ModifySna 
pshotSche 
dule

授予权限以修改快照计划 Write snapshots 
chedule*

   

 ModifyUsa 
geLimit

授予修改使用限制的权限 Write usagelimi 
t*

   

 PauseClus 
ter

授予暂停集群的权限 Write cluster*    

 PurchaseR 
eservedNo 
deOffering

授予权限以购买预留节点 写入      

 PutResour 
cePolicy

授予更新指定资源的资源策略
的权限

权限管理 namespace 
*

   

 RebootClu 
ster

授予权限以重新引导集群 写入 cluster*    

 RegisterN 
amespace

向使用者授予注册指定命名空
间的权限

写入      

 RejectDat 
aShare

授予权限以拒绝另一个账户共
享的数据共享

Permissio 
ns 
managemen 
t

datashare 
*
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyScheduledAction.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyScheduledAction.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifySnapshotCopyRetentionPeriod.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifySnapshotCopyRetentionPeriod.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifySnapshotCopyRetentionPeriod.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifySnapshotCopyRetentionPeriod.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifySnapshotSchedule.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifySnapshotSchedule.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifySnapshotSchedule.html
#amazonredshift-snapshotschedule
#amazonredshift-snapshotschedule
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyUsageLimit.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ModifyUsageLimit.html
#amazonredshift-usagelimit
#amazonredshift-usagelimit
https://docs.aws.amazon.com/redshift/latest/APIReference/API_PauseCluster.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_PauseCluster.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_PurchaseReservedNodeOffering.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_PurchaseReservedNodeOffering.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_PurchaseReservedNodeOffering.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_PutResourcePolicy.html
#amazonredshift-namespace
#amazonredshift-namespace
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RebootCluster.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RebootCluster.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RegisterNamespace.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RegisterNamespace.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RejectDataShare.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RejectDataShare.html
#amazonredshift-datashare
#amazonredshift-datashare


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ResetClus 
terParame 
terGroup

授予权限以将某个参数组的一
个或多个参数设为其默认值，
并将参数的源值设为“engine-
default”

Write parameter 
group*

   

 ResizeClu 
ster

授予权限以更改集群大小 Write cluster*    
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_ResetClusterParameterGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ResetClusterParameterGroup.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ResetClusterParameterGroup.html
#amazonredshift-parametergroup
#amazonredshift-parametergroup
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ResizeCluster.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ResizeCluster.html
#amazonredshift-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RestoreFr 
omCluster 
Snapshot

授予权限以从快照创建集群 Write cluster*   kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

kms:Retir 
eGrant

secretsma 
nager:Cre 
ateSecret

secretsma 
nager:Del 
eteSecret

secretsma 
nager:Des 
cribeSecr 
et

secretsma 
nager:Get 
RandomPas 
sword
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_RestoreFromClusterSnapshot.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RestoreFromClusterSnapshot.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RestoreFromClusterSnapshot.html
#amazonredshift-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

secretsma 
nager:Rot 
ateSecret

secretsma 
nager:Tag 
Resource

secretsma 
nager:Upd 
ateSecret

snapshot*    

  aws:TagKe 
ys

 

cluster*     RestoreTa 
bleFromCl 
usterSnap 
shot

授予权限以从 Amazon 
Redshift 集群快照中的表创建 
表

Write

snapshot*    

 ResumeClu 
ster

授予权限以恢复集群 写入 cluster*    

securityg 
roup*

    RevokeClu 
sterSecur 
ityGroupI 
ngress

授予撤销 Amazon Redshift 安
全组中针对先前授权的 IP 范围
或亚马逊安全组的入口规则的
权限 EC2

写入

securityg 
roupingre 
ss-
ec2sec 
uritygrou 
p*
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#amazonredshift-snapshot
#amazonredshift-snapshot
#amazonredshift-aws_TagKeys
#amazonredshift-aws_TagKeys
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RestoreTableFromClusterSnapshot.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RestoreTableFromClusterSnapshot.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RestoreTableFromClusterSnapshot.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RestoreTableFromClusterSnapshot.html
#amazonredshift-snapshot
#amazonredshift-snapshot
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ResumeCluster.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_ResumeCluster.html
#amazonredshift-cluster
#amazonredshift-securitygroup
#amazonredshift-securitygroup
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RevokeClusterSecurityGroupIngress.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RevokeClusterSecurityGroupIngress.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RevokeClusterSecurityGroupIngress.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RevokeClusterSecurityGroupIngress.html
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup
#amazonredshift-securitygroupingress-ec2securitygroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RevokeEnd 
pointAccess

授予对 redshift 托管 VPC 端点
中的端点相关活动撤销访问的
权限

权限管理      

 RevokeSna 
pshotAccess

授予撤消指定访问权限 AWS 
账户 以恢复快照的权限

权限管理 snapshot*    

 RotateEnc 
ryptionKey

授予权限以轮换集群的加密密
钥

写入 cluster*    

 UpdatePar 
tnerStatus

授予更新合作伙伴集成状态的
权限

写入      

 ViewQueri 
esFromCon 
sole [仅权限]

授予权限以通过 Amazon 
Redshift 控制台查看查询结果

List      

 ViewQueri 
esInConsole
[仅权限]

授予权限以通过 Amazon 
Redshift 控制台终止正在运行 
的查询和负载

List      

Amazon Redshift 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 cluster arn:${Partition}:redshift:${Region}: 
${Account}:cluster:${ClusterName}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/redshift/latest/APIReference/API_RevokeEndpointAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RevokeEndpointAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RevokeSnapshotAccess.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RevokeSnapshotAccess.html
#amazonredshift-snapshot
#amazonredshift-snapshot
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RotateEncryptionKey.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_RotateEncryptionKey.html
#amazonredshift-cluster
https://docs.aws.amazon.com/redshift/latest/APIReference/API_UpdatePartnerStatus.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_UpdatePartnerStatus.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-clusters.html
#amazonredshift-aws_ResourceTag___TagKey_
#amazonredshift-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

 datashare arn:${Partition}:redshift:${Region}: 
${Account}:datashare:${ProducerClust 
erNamespace}/${DataShareName}

aws:ResourceTag/${ 
TagKey}

 dbgroup arn:${Partition}:redshift:${Region}: 
${Account}:dbgroup:${ClusterName}/${ 
DbGroup}

 

 dbname arn:${Partition}:redshift:${Region}: 
${Account}:dbname:${ClusterName}/${D 
bName}

 

 dbuser arn:${Partition}:redshift:${Region}: 
${Account}:dbuser:${ClusterName}/${D 
bUser}

 

 eventsubs 
cription

arn:${Partition}:redshift:${Region}: 
${Account}:eventsubscription:${Event 
SubscriptionName}

aws:ResourceTag/${ 
TagKey}

 hsmclient 
certificate

arn:${Partition}:redshift:${Region}: 
${Account}:hsmclientcertificate:${HS 
MClientCertificateId}

aws:ResourceTag/${ 
TagKey}

 hsmconfig 
uration

arn:${Partition}:redshift:${Region}: 
${Account}:hsmconfiguration:${HSMCon 
figurationId}

aws:ResourceTag/${ 
TagKey}

 integration arn:${Partition}:redshift:${Region}: 
${Account}:integration:${Integration 
Identifier}

aws:ResourceTag/${ 
TagKey}

 namespace arn:${Partition}:redshift:${Region}: 
${Account}:namespace:${ClusterNamesp 
ace}
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https://docs.aws.amazon.com/redshift/latest/dg/datashare-overview.html
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https://docs.aws.amazon.com/redshift/latest/mgmt/zero-etl-using.html
#amazonredshift-aws_ResourceTag___TagKey_
#amazonredshift-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/dg/concepts.html


服务授权参考 服务授权参考

资源类型 ARN 条件键

 parameter 
group

arn:${Partition}:redshift:${Region}: 
${Account}:parametergroup:${Paramete 
rGroupName}

aws:ResourceTag/${ 
TagKey}

 securityg 
roup

arn:${Partition}:redshift:${Region}: 
${Account}:securitygroup:${SecurityG 
roupName}/ec2securitygroup/${Owner}/ 
${Ec2SecurityGroupId}

aws:ResourceTag/${ 
TagKey}

 securityg 
roupingress-
cidr

arn:${Partition}:redshift:${Region}: 
${Account}:securitygroupingress:${Se 
curityGroupName}/cidrip/${IpRange}

aws:ResourceTag/${ 
TagKey}

 securityg 
roupingre 
ss-ec2sec 
uritygroup

arn:${Partition}:redshift:${Region}: 
${Account}:securitygroupingress:${Se 
curityGroupName}/ec2securitygroup/${ 
Owner}/${Ece2SecuritygroupId}

aws:ResourceTag/${ 
TagKey}

 snapshot arn:${Partition}:redshift:${Region}: 
${Account}:snapshot:${ClusterName}/$ 
{SnapshotName}

aws:ResourceTag/${ 
TagKey}

 snapshotc 
opygrant

arn:${Partition}:redshift:${Region}: 
${Account}:snapshotcopygrant:${Snaps 
hotCopyGrantName}

aws:ResourceTag/${ 
TagKey}

 snapshots 
chedule

arn:${Partition}:redshift:${Region}: 
${Account}:snapshotschedule:${Schedu 
leIdentifier}

aws:ResourceTag/${ 
TagKey}

 subnetgroup arn:${Partition}:redshift:${Region}: 
${Account}:subnetgroup:${SubnetGroup 
Name}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-parameter-groups.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-parameter-groups.html
#amazonredshift-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-security-groups.html
#amazonredshift-aws_ResourceTag___TagKey_
#amazonredshift-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-snapshots.html
#amazonredshift-aws_ResourceTag___TagKey_
#amazonredshift-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-db-encryption.html#configure-snapshot-copy-grant
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-db-encryption.html#configure-snapshot-copy-grant
#amazonredshift-aws_ResourceTag___TagKey_
#amazonredshift-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-snapshots.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-snapshots.html
#amazonredshift-aws_ResourceTag___TagKey_
#amazonredshift-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-cluster-subnet-groups.html
#amazonredshift-aws_ResourceTag___TagKey_
#amazonredshift-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 usagelimit arn:${Partition}:redshift:${Region}: 
${Account}:usagelimit:${UsageLimitId 
}

aws:ResourceTag/${ 
TagKey}

 redshifti 
dcapplication

arn:${Partition}:redshift:${Region}: 
${Account}:redshiftidcapplication:${ 
RedshiftIdcApplicationId}

 

 qev2idcap 
plication

arn:${Partition}:redshift:${Region}: 
${Account}:qev2idcapplication:${Qev2 
IdcApplicationId}

 

Amazon Redshift 的条件键

Amazon Redshift 定义了以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据每个标签的允许值集按操作筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签值，按操作筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有必需标签按操作筛选访问权限 ArrayOfString

 redshift: 
AllowWrites

按 allowWrites 输入参数筛选访问权限 布尔型

 redshift: 
ConsumerArn

按数据共享使用者 ARN 筛选访问权限 ARN
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https://docs.aws.amazon.com/redshift/latest/mgmt/managing-cluster-usage-limits.html
#amazonredshift-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
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条件键 描述 类型

 redshift: 
ConsumerI 
dentifier

按数据共享使用者筛选访问 字符串

 redshift: 
DbName

按数据库名称筛选访问权限 字符串

 redshift:DbUser 按数据库用户名筛选访问权限 字符串

 redshift: 
DurationSeconds

根据距临时凭证集到期剩余的秒数筛选访问权限。 字符串

 redshift: 
InboundIn 
tegrationArn

按入站零 ETL 集成资源的 ARN 筛选访问权限 ARN

 redshift:Integrati 
onSourceArn

按零 ETL 集成资源的 ARN 筛选访问权限 ARN

 redshift:Integrati 
onTargetArn

按零 ETL 集成目标的 ARN 筛选访问权限 ARN

Amazon Redshift Data API 的操作、资源和条件键

Amazon Redshift Data API（服务前缀：redshift-data）提供以下服务特定的资源、操作和条件上
下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Redshift Data API 定义的操作
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https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
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https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api.html
https://docs.aws.amazon.com/redshift-data/latest/APIReference/
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-authentication-access-control.html
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• Amazon Redshift Data API 定义的资源类型

• Amazon Redshift Data API 的条件键

Amazon Redshift Data API 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchExec 
uteStatement

授予在单个连接下执行多个查
询的权限

写入 cluster    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/redshift-data/latest/APIReference/API_BatchExecuteStatement.html
https://docs.aws.amazon.com/redshift-data/latest/APIReference/API_BatchExecuteStatement.html
#amazonredshiftdataapi-cluster
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workgroup    

  redshift- 
data:sess 
ion-
owner-
iam-user 
id

redshift- 
data:glue 
-catalog- 
arn

 

 CancelSta 
tement

授予权限以取消正在运行的查
询

Write   redshift- 
data:stat 
ement-
owner-
iam-us 
erid

 

 DescribeS 
tatement

授予权限以检索有关语句执行
的详细信息

Read   redshift- 
data:stat 
ement-
owner-
iam-us 
erid

 

cluster*     DescribeT 
able

授予权限以检索有关特定表的
元数据

Read

workgroup 
*

   

 ExecuteSt 
atement

授予权限以执行查询 写入 cluster    
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#amazonredshiftdataapi-workgroup
#amazonredshiftdataapi-workgroup
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#amazonredshiftdataapi-redshift-data_statement-owner-iam-userid
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https://docs.aws.amazon.com/redshift-data/latest/APIReference/API_DescribeTable.html
#amazonredshiftdataapi-workgroup
#amazonredshiftdataapi-workgroup
https://docs.aws.amazon.com/redshift-data/latest/APIReference/API_ExecuteStatement.html
https://docs.aws.amazon.com/redshift-data/latest/APIReference/API_ExecuteStatement.html
#amazonredshiftdataapi-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workgroup    

  redshift- 
data:sess 
ion-
owner-
iam-user 
id

redshift- 
data:glue 
-catalog- 
arn

 

 GetStagin 
gBucketLo 
cation

授予获取给定托管工作组的暂
存存储桶位置的权限

读取 managed-
w 
orkgroup*

   

 GetStatem 
entResult

授予权限以提取查询结果 Read   redshift- 
data:stat 
ement-
owner-
iam-us 
erid

 

cluster*     ListDatab 
ases

授予权限以列出给定集群的数
据库

Read

workgroup 
*

   

cluster*     ListSchemas 授予权限以列出给定集群的架
构

Read

workgroup 
*

   

Amazon Redshift 数据 API 3393

#amazonredshiftdataapi-workgroup
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#amazonredshiftdataapi-redshift-data_session-owner-iam-userid
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListState 
ments

授予权限以列出给定委托人的
查询

List   redshift- 
data:stat 
ement-
owner-
iam-us 
erid

 

cluster*     ListTables 授予权限以列出给定集群的表 List

workgroup 
*

   

Amazon Redshift Data API 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 cluster arn:${Partition}:redshift:${Region}: 
${Account}:cluster:${ClusterName}

aws:ResourceTag/${ 
TagKey}

 workgroup arn:${Partition}:redshift-serverless 
:${Region}:${Account}:workgroup/${Wo 
rkgroupId}

aws:ResourceTag/${ 
TagKey}

 managed-w 
orkgroup

arn:${Partition}:redshift-serverless 
:${Region}:${Account}:managed-workgr 
oup/${ManagedWorkgroupId}
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https://docs.aws.amazon.com/redshift-data/latest/APIReference/API_ListStatements.html
https://docs.aws.amazon.com/redshift-data/latest/APIReference/API_ListStatements.html
#amazonredshiftdataapi-redshift-data_statement-owner-iam-userid
#amazonredshiftdataapi-redshift-data_statement-owner-iam-userid
#amazonredshiftdataapi-redshift-data_statement-owner-iam-userid
#amazonredshiftdataapi-redshift-data_statement-owner-iam-userid
#amazonredshiftdataapi-redshift-data_statement-owner-iam-userid
#amazonredshiftdataapi-redshift-data_statement-owner-iam-userid
#amazonredshiftdataapi-cluster
https://docs.aws.amazon.com/redshift-data/latest/APIReference/API_ListTables.html
#amazonredshiftdataapi-workgroup
#amazonredshiftdataapi-workgroup
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-clusters.html
#amazonredshiftdataapi-aws_ResourceTag___TagKey_
#amazonredshiftdataapi-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-serverless.html
#amazonredshiftdataapi-aws_ResourceTag___TagKey_
#amazonredshiftdataapi-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-serverless.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-serverless.html
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Amazon Redshift Data API 的条件键

Amazon Redshift Data API 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 redshift- 
data:glue-
catalog-arn

通过 glue 目录筛选访问权限 arn ARN

 redshift- 
data:session-
owner-iam-user 
id

按会话拥有者 IAM 用户 ID 筛选访问权限 字符串

 redshift- 
data:statement-
owner-iam-us 
erid

按语句拥有者 IAM 用户 ID 筛选访问权限 字符串

Amazon Redshift Serverless 的操作、资源和条件键

Amazon Redshift Serverless（服务前缀：redshift-serverless）提供以下服务特定的资源、操
作和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-access-control-overview.html#redshift-policy-resources.conditions
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-serverless.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-iam-authentication-access-control.html
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主题

• Amazon Redshift Serverless 定义的操作

• Amazon Redshift Serverless 定义的资源类型

• Amazon Redshift Serverless 的条件键

Amazon Redshift Serverless 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

Amazon Redshift Serverless 3396

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

recoveryP 
oint*

   

snapshot*    

 ConvertRe 
coveryPoi 
ntToSnaps 
hot

授予将恢复点转换为快照的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCus 
tomDomain 
Association

授予在 Amazon Redshift 
Serverless 中创建自定义域关
联的权限

写入 workgroup 
*

  acm:Descr 
ibeCertif 
icate

 CreateEnd 
pointAccess

授予创建 Amazon Redshift 
Serverless 托管 VPC 端点的权
限

写入 endpointA 
ccess*

   

 CreateNam 
espace

授予创建 Amazon Redshift 
Serverless 命名空间的权限

写入 namespace 
*

  kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

kms:Retir 
eGrant
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#amazonredshiftserverless-recoveryPoint
#amazonredshiftserverless-recoveryPoint
#amazonredshiftserverless-snapshot
#amazonredshiftserverless-snapshot
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ConvertRecoveryPointToSnapshot.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ConvertRecoveryPointToSnapshot.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ConvertRecoveryPointToSnapshot.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ConvertRecoveryPointToSnapshot.html
#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_TagKeys
#amazonredshiftserverless-aws_TagKeys
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateCustomDomainAssociation.html
#amazonredshiftserverless-workgroup
#amazonredshiftserverless-workgroup
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateEndpointAccess.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateEndpointAccess.html
#amazonredshiftserverless-endpointAccess
#amazonredshiftserverless-endpointAccess
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateNamespace.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateNamespace.html
#amazonredshiftserverless-namespace
#amazonredshiftserverless-namespace


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

secretsma 
nager:Cre 
ateSecret

secretsma 
nager:Del 
eteSecret

secretsma 
nager:Des 
cribeSecr 
et

secretsma 
nager:Get 
RandomPas 
sword

secretsma 
nager:Rot 
ateSecret

secretsma 
nager:Tag 
Resource

secretsma 
nager:Upd 
ateSecret
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateRes 
ervation

根据特定的预留方案，授予购
买指定数量的容量预留的权限 
RPUs

写入      

 CreateSch 
eduledAction

授予为指定的 Amazon 
Redshift Serverless 命名空间
创建计划操作的权限

写入 namespace 
*

   

snapshot*     CreateSna 
pshot

授予创建命名空间中所有数据
库快照的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSna 
pshotCopy 
Configuration

授予为指定的 Amazon 
Redshift Serverless 命名空间
创建快照复制配置的权限

写入 namespace 
*

   

 CreateUsa 
geLimit

授予为指定的 Amazon 
Redshift Serverless 使用类型
创建使用限制的权限

写入      

 CreateWor 
kgroup

授予在 Amazon Redshift 
Serverless 中创建工作组的权
限

写入 workgroup 
*
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#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_TagKeys
#amazonredshiftserverless-aws_TagKeys
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateReservation.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateReservation.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateScheduledAction.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateScheduledAction.html
#amazonredshiftserverless-namespace
#amazonredshiftserverless-namespace
#amazonredshiftserverless-snapshot
#amazonredshiftserverless-snapshot
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateSnapshot.html
#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_TagKeys
#amazonredshiftserverless-aws_TagKeys
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateSnapshotCopyConfiguration.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateSnapshotCopyConfiguration.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateSnapshotCopyConfiguration.html
#amazonredshiftserverless-namespace
#amazonredshiftserverless-namespace
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateUsageLimit.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateUsageLimit.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateWorkgroup.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_CreateWorkgroup.html
#amazonredshiftserverless-workgroup
#amazonredshiftserverless-workgroup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCus 
tomDomain 
Association

授予删除自定义域关联的权限 写入 workgroup 
*

   

 DeleteEnd 
pointAccess

授予删除 Amazon Redshift 
Serverless 托管 VPC 端点的权
限

写入 endpointA 
ccess*

   

 DeleteNam 
espace

授予从 Amazon Redshift 
Serverless 删除命名空间的权
限

写入 namespace 
*

  kms:Descr 
ibeKey

kms:Retir 
eGrant

secretsma 
nager:Del 
eteSecret

secretsma 
nager:Des 
cribeSecr 
et

 DeleteRes 
ourcePolicy

授予删除指定资源策略的权限 写入      
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#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_TagKeys
#amazonredshiftserverless-aws_TagKeys
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteCustomDomainAssociation.html
#amazonredshiftserverless-workgroup
#amazonredshiftserverless-workgroup
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteEndpointAccess.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteEndpointAccess.html
#amazonredshiftserverless-endpointAccess
#amazonredshiftserverless-endpointAccess
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteNamespace.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteNamespace.html
#amazonredshiftserverless-namespace
#amazonredshiftserverless-namespace
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteResourcePolicy.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSch 
eduledAction

授予从 Amazon Redshift 
Serverless 删除计划操作的权
限

写入      

 DeleteSna 
pshot

授予从 Amazon Redshift 
Serverless 删除快照的权限

写入 snapshot*    

 DeleteSna 
pshotCopy 
Configuration

授予删除 Amazon Redshift 
Serverless 命名空间的快照复
制配置的权限

写入      

 DeleteUsa 
geLimit

授予从 Amazon Redshift 
Serverless 删除使用限制的权
限

写入      

 DeleteWor 
kgroup

授予删除工作组的权限 写入 workgroup 
*

   

 DescribeO 
neTimeCredit
[仅权限]

授予权限以在 Amazon 
Redshift Serverless 控制台上
查看剩余的免费试用服务抵扣
金数量及其到期日期

读取      

 GetCreden 
tials

授予获取数据库用户名和临
时密码的权限，并获得登录 
Amazon Redshift Serverless 
的临时授权

写入 workgroup 
*

   

 GetCustom 
DomainAss 
ociation

授予获取特定自定义域关联相
关信息的权限

读取 workgroup 
*

   

 GetEndpoi 
ntAccess

授予创建 Amazon Redshift 
Serverless 托管 VPC 端点的权
限

读取 endpointA 
ccess*
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https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteScheduledAction.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteScheduledAction.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteSnapshot.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteSnapshot.html
#amazonredshiftserverless-snapshot
#amazonredshiftserverless-snapshot
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteSnapshotCopyConfiguration.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteSnapshotCopyConfiguration.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteSnapshotCopyConfiguration.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteUsageLimit.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteUsageLimit.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteWorkgroup.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_DeleteWorkgroup.html
#amazonredshiftserverless-workgroup
#amazonredshiftserverless-workgroup
https://aws.amazon.com/redshift/free-trial/
https://aws.amazon.com/redshift/free-trial/
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetCredentials.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetCredentials.html
#amazonredshiftserverless-workgroup
#amazonredshiftserverless-workgroup
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetCustomDomainAssociation.html
#amazonredshiftserverless-workgroup
#amazonredshiftserverless-workgroup
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetEndpointAccess.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetEndpointAccess.html
#amazonredshiftserverless-endpointAccess
#amazonredshiftserverless-endpointAccess


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetManage 
dWorkgroup

授予使用指定配置设置创建 
Amazon Redshift 托管无服务
器工作组的权限

读取 managed-
w 
orkgroup*

   

 GetNamesp 
ace

授予获取有关 Amazon 
Redshift Serverless 中命名空
间信息的权限

读取 namespace 
*

   

 GetRecove 
ryPoint

授予获取有关恢复点的信息的
权限

读取 recoveryP 
oint*

   

 GetReserv 
ation

授予获取特定预留对象的权限 读取      

 GetReserv 
ationOffering

授予获取特定预订优惠的权限 读取      

 GetResour 
cePolicy

授予获取资源策略的权限 读取      

 GetSchedu 
ledAction

授予获取特定计划操作信息的
权限

读取      

 GetSnapshot 授予获取有关特定快照的信息
的权限

读取 snapshot*    

 GetTableR 
estoreStatus

授予获取特定快照的表还原状
态的权限

读取      

 GetTrack 授予在 Amazon Redshift 
Serverless 中获取曲目相关信
息的权限

读取      
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https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetManagedWorkgroup.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetManagedWorkgroup.html
#amazonredshiftserverless-managed-workgroup
#amazonredshiftserverless-managed-workgroup
#amazonredshiftserverless-managed-workgroup
#amazonredshiftserverless-managed-workgroup
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetNamespace.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetNamespace.html
#amazonredshiftserverless-namespace
#amazonredshiftserverless-namespace
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetRecoveryPoint.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetRecoveryPoint.html
#amazonredshiftserverless-recoveryPoint
#amazonredshiftserverless-recoveryPoint
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetReservation.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetReservation.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetReservationOffering.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetReservationOffering.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetScheduledAction.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetScheduledAction.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetSnapshot.html
#amazonredshiftserverless-snapshot
#amazonredshiftserverless-snapshot
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetTableRestoreStatus.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetTableRestoreStatus.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetTrack.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetUsageL 
imit

授予获取有关 Amazon 
Redshift Serverless 中使用限
制的信息的权限

读取      

 GetWorkgr 
oup

授予获取有关特定工作组的信
息的权限

读取 workgroup 
*

   

 ListCusto 
mDomainAs 
sociations

授予列出 Amazon Redshift 
Serverless 中的自定义域关联
的权限

列表      

 ListEndpo 
intAccess

授予列出 EndpointAccess 对
象和相关信息的权限

列表 endpointA 
ccess*

   

 ListManag 
edWorkgro 
ups

授予在 Amazon Redshift 
Serverless 中列出托管工作组
的权限

列表      

 ListNames 
paces

授予列出 Amazon Redshift 
Serverless 中命名空间的权限

列表      

 ListRecov 
eryPoints

授予列出恢复点数组的权限 列表 namespace    

 ListReser 
vationOff 
erings

授予列出所有可用容量预留产
品的权限

列表      

 ListReser 
vations

授予列出所有预订的权限 列表      

 ListSched 
uledActions

授予列出计划操作的权限 列表      
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https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetUsageLimit.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetUsageLimit.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetWorkgroup.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_GetWorkgroup.html
#amazonredshiftserverless-workgroup
#amazonredshiftserverless-workgroup
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListCustomDomainAssociations.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListCustomDomainAssociations.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListCustomDomainAssociations.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListEndpointAccess.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListEndpointAccess.html
#amazonredshiftserverless-endpointAccess
#amazonredshiftserverless-endpointAccess
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListManagedWorkgroups.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListManagedWorkgroups.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListManagedWorkgroups.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListNamespaces.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListNamespaces.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListRecoveryPoints.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListRecoveryPoints.html
#amazonredshiftserverless-namespace
#amazonredshiftserverless-namespace
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListReservationOfferings.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListReservationOfferings.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListReservationOfferings.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListReservations.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListReservations.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListScheduledActions.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListScheduledActions.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSnaps 
hotCopyCo 
nfigurations

授予列出 SnapshotC 
opyConfiguration 对象和相关
信息的权限

列表 namespace    

 ListSnaps 
hots

授予列出快照的权限 列表 snapshot*    

 ListTable 
RestoreSt 
atus

授予列出表还原状态的权限 列表      

namespace    

workgroup    

 ListTagsF 
orResource

授予列出分配给资源的标签的
权限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListTracks 授予列出 Amazon Redshift 
Serverless 中可用曲目的权限

列表      

 ListUsage 
Limits

授予列出 Amazon Redshift 
Serverless 中所有使用限制的
权限

列表      

 ListWorkg 
roups

授予列出 Amazon Redshift 
Serverless 中的工作组的权限

列表      

 PutResour 
cePolicy

授予权限以创建或更新资源策
略

写入      

 RestoreFr 
omRecover 
yPoint

授予从恢复点还原数据的权限 写入 recoveryP 
oint*
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https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListSnapshotCopyConfigurations.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListSnapshotCopyConfigurations.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListSnapshotCopyConfigurations.html
#amazonredshiftserverless-namespace
#amazonredshiftserverless-namespace
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListSnapshots.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListSnapshots.html
#amazonredshiftserverless-snapshot
#amazonredshiftserverless-snapshot
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListTableRestoreStatus.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListTableRestoreStatus.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListTableRestoreStatus.html
#amazonredshiftserverless-namespace
#amazonredshiftserverless-namespace
#amazonredshiftserverless-workgroup
#amazonredshiftserverless-workgroup
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListTagsForResource.html
#amazonredshiftserverless-aws_ResourceTag___TagKey_
#amazonredshiftserverless-aws_ResourceTag___TagKey_
#amazonredshiftserverless-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListTracks.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListUsageLimits.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListUsageLimits.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListWorkgroups.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_ListWorkgroups.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_RestoreFromRecoveryPoint.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_RestoreFromRecoveryPoint.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_RestoreFromRecoveryPoint.html
#amazonredshiftserverless-recoveryPoint
#amazonredshiftserverless-recoveryPoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RestoreFr 
omSnapshot

授予从快照还原命名空间的权
限

写入 snapshot*   kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

kms:Retir 
eGrant

secretsma 
nager:Cre 
ateSecret

secretsma 
nager:Del 
eteSecret

secretsma 
nager:Des 
cribeSecr 
et

secretsma 
nager:Get 
RandomPas 
sword
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https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_RestoreFromSnapshot.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_RestoreFromSnapshot.html
#amazonredshiftserverless-snapshot
#amazonredshiftserverless-snapshot


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

secretsma 
nager:Rot 
ateSecret

secretsma 
nager:Tag 
Resource

secretsma 
nager:Upd 
ateSecret

namespace 
*

    RestoreTa 
bleFromRe 
coveryPoint

授予从恢复点还原表的权限 写入

recoveryP 
oint*

   

namespace 
*

    RestoreTa 
bleFromSn 
apshot

授予从快照还原表的权限 写入

snapshot*    

namespace    

recoveryP 
oint

   

snapshot    

 TagResour 
ce

授予将一个或多个标签分配给
资源的权限

标记

workgroup    
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#amazonredshiftserverless-namespace
#amazonredshiftserverless-namespace
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_RestoreTableFromRecoveryPoint.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_RestoreTableFromRecoveryPoint.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_RestoreTableFromRecoveryPoint.html
#amazonredshiftserverless-recoveryPoint
#amazonredshiftserverless-recoveryPoint
#amazonredshiftserverless-namespace
#amazonredshiftserverless-namespace
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_RestoreTableFromSnapshot.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_RestoreTableFromSnapshot.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_RestoreTableFromSnapshot.html
#amazonredshiftserverless-snapshot
#amazonredshiftserverless-snapshot
#amazonredshiftserverless-namespace
#amazonredshiftserverless-namespace
#amazonredshiftserverless-recoveryPoint
#amazonredshiftserverless-recoveryPoint
#amazonredshiftserverless-snapshot
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_TagResource.html
#amazonredshiftserverless-workgroup
#amazonredshiftserverless-workgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

namespace    

recoveryP 
oint

   

snapshot    

workgroup    

 UntagReso 
urce

授予从资源中删除一个或一组
标签的权限

标记

  aws:TagKe 
ys

 

 UpdateCus 
tomDomain 
Association

授予更新自定义域所关联的证
书的权限

写入 workgroup 
*

  acm:Descr 
ibeCertif 
icate

 UpdateEnd 
pointAccess

授予更新 Amazon Redshift 
Serverless 托管 VPC 端点的权
限

写入 endpointA 
ccess*
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#amazonredshiftserverless-aws_TagKeys
#amazonredshiftserverless-aws_TagKeys
#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_RequestTag___TagKey_
#amazonredshiftserverless-aws_ResourceTag___TagKey_
#amazonredshiftserverless-aws_ResourceTag___TagKey_
#amazonredshiftserverless-aws_ResourceTag___TagKey_
#amazonredshiftserverless-namespace
#amazonredshiftserverless-namespace
#amazonredshiftserverless-recoveryPoint
#amazonredshiftserverless-recoveryPoint
#amazonredshiftserverless-snapshot
#amazonredshiftserverless-workgroup
#amazonredshiftserverless-workgroup
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UntagResource.html
#amazonredshiftserverless-aws_TagKeys
#amazonredshiftserverless-aws_TagKeys
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateCustomDomainAssociation.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateCustomDomainAssociation.html
#amazonredshiftserverless-workgroup
#amazonredshiftserverless-workgroup
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateEndpointAccess.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateEndpointAccess.html
#amazonredshiftserverless-endpointAccess
#amazonredshiftserverless-endpointAccess


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateNam 
espace

授予使用指定配置设置更新命
名空间的权限

写入 namespace 
*

  kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

kms:Retir 
eGrant

secretsma 
nager:Cre 
ateSecret

secretsma 
nager:Del 
eteSecret

secretsma 
nager:Des 
cribeSecr 
et

secretsma 
nager:Get 
RandomPas 
sword
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https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateNamespace.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateNamespace.html
#amazonredshiftserverless-namespace
#amazonredshiftserverless-namespace


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

secretsma 
nager:Rot 
ateSecret

secretsma 
nager:Tag 
Resource

secretsma 
nager:Upd 
ateSecret

 UpdateSch 
eduledAction

授予更新计划操作的权限 写入      

 UpdateSna 
pshot

授予更新快照的权限 写入 snapshot*    

 UpdateSna 
pshotCopy 
Configuration

授予更新 Amazon Redshift 
Serverless 命名空间的快照复
制配置的权限

写入      

 UpdateUsa 
geLimit

授予在 Amazon Redshift 
Serverless 中更新使用限制的
权限

写入      

 UpdateWor 
kgroup

授予使用指定配置设置更新
Amazon Redshift Serverless 
工作组的权限

写入 workgroup 
*

   

Amazon Redshift Serverless 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateScheduledAction.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateScheduledAction.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateSnapshot.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateSnapshot.html
#amazonredshiftserverless-snapshot
#amazonredshiftserverless-snapshot
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateSnapshotCopyConfiguration.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateSnapshotCopyConfiguration.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateSnapshotCopyConfiguration.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateUsageLimit.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateUsageLimit.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateWorkgroup.html
https://docs.aws.amazon.com/redshift-serverless/latest/APIReference/API_UpdateWorkgroup.html
#amazonredshiftserverless-workgroup
#amazonredshiftserverless-workgroup


服务授权参考 服务授权参考

而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 namespace arn:${Partition}:redshift-serverless 
:${Region}:${Account}:namespace/${Na 
mespaceId}

aws:ResourceTag/${ 
TagKey}

 snapshot arn:${Partition}:redshift-serverless 
:${Region}:${Account}:snapshot/${Sna 
pshotId}

aws:ResourceTag/${ 
TagKey}

 workgroup arn:${Partition}:redshift-serverless 
:${Region}:${Account}:workgroup/${Wo 
rkgroupId}

aws:ResourceTag/${ 
TagKey}

 managed-w 
orkgroup

arn:${Partition}:redshift-serverless 
:${Region}:${Account}:managed-workgr 
oup/${ManagedWorkgroupName}

 

 recoveryP 
oint

arn:${Partition}:redshift-serverless 
:${Region}:${Account}:recoverypoint/ 
${RecoveryPointId}

aws:ResourceTag/${ 
TagKey}

 endpointA 
ccess

arn:${Partition}:redshift-serverless 
:${Region}:${Account}:managedvpcendp 
oint/${EndpointAccessId}

 

Amazon Redshift Serverless 的条件键

Amazon Redshift Serverless 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/redshift/latest/mgmt/serverless-workgroup-namespace.html
#amazonredshiftserverless-aws_ResourceTag___TagKey_
#amazonredshiftserverless-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/serverless-snapshots-recovery.html
#amazonredshiftserverless-aws_ResourceTag___TagKey_
#amazonredshiftserverless-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/serverless-workgroup-namespace.html
#amazonredshiftserverless-aws_ResourceTag___TagKey_
#amazonredshiftserverless-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/serverless-managed-workgroup-namespace.html
https://docs.aws.amazon.com/redshift/latest/mgmt/serverless-managed-workgroup-namespace.html
https://docs.aws.amazon.com/redshift/latest/mgmt/serverless-snapshots-recovery.html
https://docs.aws.amazon.com/redshift/latest/mgmt/serverless-snapshots-recovery.html
#amazonredshiftserverless-aws_ResourceTag___TagKey_
#amazonredshiftserverless-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/serverless-connecting.html
https://docs.aws.amazon.com/redshift/latest/mgmt/serverless-connecting.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 redshift- 
serverles 
s:endpoin 
tAccessId

按端点的访问标识符筛选访问权限 字符串

 redshift- 
serverles 
s:managed 
WorkgroupName

按托管工作组标识符筛选访问权限 字符串

 redshift- 
serverles 
s:namespaceId

按命名空间标识符筛选访问权限 字符串

 redshift- 
serverles 
s:recover 
yPointId

按恢复点标识符筛选访问权限 字符串

 redshift- 
serverles 
s:snapshotId

按快照标识符筛选访问权限 字符串

 redshift- 
serverles 
s:tableRe 
storeRequestId

按表还原请求标识符筛选访问 字符串
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
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条件键 描述 类型

 redshift- 
serverles 
s:workgroupId

按工作组标识符筛选访问权限 字符串

Amazon Rekognition 的操作、资源和条件键

Amazon Rekognition（服务前缀：rekognition）提供以下服务特定的资源、操作和条件上下文键以
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Rekognition 定义的操作

• Amazon Rekognition 定义的资源类型

• Amazon Rekognition 的条件键

Amazon Rekognition 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/
https://docs.aws.amazon.com/rekognition/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/rekognition/latest/dg/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Faces

授予权限以将多个人脸与单个
用户关联

写入 collectio 
n*

   

 CompareFa 
ces

授予权限以将源输入图像中的
面容与目标输入图像中检测到
的每个面容进行比较

读取      

project*    

projectve 
rsion*

   

 CopyProje 
ctVersion

授予将某个现有模型版本复制
到某个新模型版本的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_AssociateFaces.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_AssociateFaces.html
#amazonrekognition-collection
#amazonrekognition-collection
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CompareFaces.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CompareFaces.html
#amazonrekognition-project
#amazonrekognition-projectversion
#amazonrekognition-projectversion
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CopyProjectVersion.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CopyProjectVersion.html
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_TagKeys
#amazonrekognition-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCol 
lection

授予在中创建收藏的权限 AWS 
区域

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

project*     CreateDat 
aset

授予权限以创建新 Amazon 
Rekognition Custom Labels 数
据集

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateFac 
eLiveness 
Session

授予创建面容直播会话的权限 写入      

 CreatePro 
ject

授予权限以创建 Amazon 
Rekognition Custom Labels 项
目

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

project*     CreatePro 
jectVersion

授予权限以开始训练新版本的
模型

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateCollection.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateCollection.html
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_TagKeys
#amazonrekognition-aws_TagKeys
#amazonrekognition-project
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateDataset.html
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_TagKeys
#amazonrekognition-aws_TagKeys
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateFaceLivenessSession.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateFaceLivenessSession.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateFaceLivenessSession.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateProject.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateProject.html
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_TagKeys
#amazonrekognition-aws_TagKeys
#amazonrekognition-project
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateProjectVersion.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateProjectVersion.html
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_TagKeys
#amazonrekognition-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

collectio 
n*

    CreateStr 
eamProces 
sor

授予权限以创建 Amazon 
Rekognition 流处理器

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateUser 授予权限以使用您提供的唯一
用户 ID 在集合中创建新用户

写入 collectio 
n*

   

 DeleteCol 
lection

授予权限以删除指定的集合 写入 collectio 
n*

   

 DeleteDat 
aset

授予权限以删除现有的 
Amazon Rekognition Custom 
Labels 数据集

写入 dataset*    

 DeleteFaces 授予权限以从集合中删除面容 写入 collectio 
n*

   

 DeletePro 
ject

授予权限以删除项目 写入 project*    

 DeletePro 
jectPolicy

授予删除附加到某个项目的资
源策略的权限

写入 project*    

 DeletePro 
jectVersion

授予权限以删除模型 写入 projectve 
rsion*

   

 DeleteStr 
eamProces 
sor

授予权限以删除指定的流处理
器

写入 streampro 
cessor*
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#amazonrekognition-collection
#amazonrekognition-collection
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateStreamProcessor.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateStreamProcessor.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateStreamProcessor.html
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_RequestTag___TagKey_
#amazonrekognition-aws_TagKeys
#amazonrekognition-aws_TagKeys
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_CreateUser.html
#amazonrekognition-collection
#amazonrekognition-collection
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteCollection.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteCollection.html
#amazonrekognition-collection
#amazonrekognition-collection
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteDataset.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteDataset.html
#amazonrekognition-dataset
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteFaces.html
#amazonrekognition-collection
#amazonrekognition-collection
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteProject.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteProject.html
#amazonrekognition-project
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteProjectPolicy.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteProjectPolicy.html
#amazonrekognition-project
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteProjectVersion.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteProjectVersion.html
#amazonrekognition-projectversion
#amazonrekognition-projectversion
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteStreamProcessor.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteStreamProcessor.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteStreamProcessor.html
#amazonrekognition-streamprocessor
#amazonrekognition-streamprocessor
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteUser 授予权限以基于提供的用户 ID 
从集合中删除用户

写入 collectio 
n*

   

 DescribeC 
ollection

授予读取有关集合的详细信息
的权限

读取 collectio 
n*

   

 DescribeD 
ataset

授予权限以描述 Amazon 
Rekognition Custom Labels 数
据集

读取 dataset*    

 DescribeP 
rojectVer 
sions

授予权限以在 Amazon 
Rekognition Custom Labels 项
目中列出模型版本

读取 project*    

 DescribeP 
rojects

授予权限以列出 Amazon 
Rekognition Custom Labels 项
目

读取      

 DescribeS 
treamProc 
essor

授予获取有关指定流处理器信
息的权限

读取 streampro 
cessor*

   

 DetectCus 
tomLabels

授予在提供的图像中检测自定
义标签的权限

读取 projectve 
rsion*

   

 DetectFaces 授予权限以检测作为输入提供
的图像中的人脸

读取      

 DetectLabels 授予权限以检测作为输入提供
的图像中的实际标签实例

读取      

 DetectMod 
erationLabels

授予在输入图像中检测审核标
签的权限

读取 projectve 
rsion
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https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DeleteUser.html
#amazonrekognition-collection
#amazonrekognition-collection
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DescribeCollection.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DescribeCollection.html
#amazonrekognition-collection
#amazonrekognition-collection
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DescribeDataset.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DescribeDataset.html
#amazonrekognition-dataset
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DescribeProjectVersions.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DescribeProjectVersions.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DescribeProjectVersions.html
#amazonrekognition-project
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DescribeProjects.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DescribeProjects.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DescribeStreamProcessor.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DescribeStreamProcessor.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DescribeStreamProcessor.html
#amazonrekognition-streamprocessor
#amazonrekognition-streamprocessor
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DetectCustomLabels.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DetectCustomLabels.html
#amazonrekognition-projectversion
#amazonrekognition-projectversion
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DetectFaces.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DetectLabels.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DetectModerationLabels.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DetectModerationLabels.html
#amazonrekognition-projectversion
#amazonrekognition-projectversion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DetectPro 
tectiveEq 
uipment

授予权限以检测输入图像中的
个人防护设备

读取      

 DetectText 授予权限以检测输入图像中的
文本，并将其转换为机器可读
的文本

读取      

 Disassoci 
ateFaces

授予权限以移除用户 ID 和 人
脸 ID 之间的关联

写入 collectio 
n*

   

 Distribut 
eDatasetE 
ntries

授予权限以跨训练数据集和项
目的测试数据集分发训练数据
集中的条目

写入 dataset*    

 GetCelebr 
ityInfo

授予权限以读取名人姓名和其
他信息

读取      

 GetCelebr 
ityRecogn 
ition

授予权限以读取异步名人识别
任务在存储视频中找到的名人
识别结果

读取      

 GetConten 
tModeration

授予权限以读取异步内容审核
任务在存储视频中找到的内容
审核分析结果

读取      

 GetFaceDe 
tection

授予权限以读取异步人脸检测
任务在存储视频中找到的面容
检测结果

读取      

 GetFaceLi 
venessSes 
sionResults

授予获取面容直播会话结果的
权限

读取      
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https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DetectProtectiveEquipment.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DetectProtectiveEquipment.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DetectProtectiveEquipment.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DetectText.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DisassociateFaces.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DisassociateFaces.html
#amazonrekognition-collection
#amazonrekognition-collection
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DistributeDatasetEntries.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DistributeDatasetEntries.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_DistributeDatasetEntries.html
#amazonrekognition-dataset
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetCelebrityInfo.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetCelebrityInfo.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetCelebrityRecognition.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetCelebrityRecognition.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetCelebrityRecognition.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetContentModeration.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetContentModeration.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetFaceDetection.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetFaceDetection.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetFaceLivenessSessionResults.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetFaceLivenessSessionResults.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetFaceLivenessSessionResults.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetFaceSe 
arch

授予权限以读取异步人脸搜索
任务在存储视频中找到的匹配
集合面容

读取      

 GetLabelD 
etection

授予权限以读取异步标签检测
任务在存储视频中找到的标签
检测结果

读取      

 GetMediaA 
nalysisJob

授予读取对 S3 中作业结果的
引用以及有关媒体分析作业的
其他信息的权限

读取      

 GetPerson 
Tracking

授予权限以读取异步人员跟踪
任务在存储视频中检测到的人
员列表

读取      

 GetSegmen 
tDetection

授予权限以读取异步片段检测
任务在存储视频中找到的视频
片段

读取      

 GetTextDe 
tection

授予权限以获取异步文本检测
任务在存储视频中找到的文本

读取      

 IndexFaces 授予权限以便使用输入图像中
检测到的面容更新现有集合

写入 collectio 
n*

   

 ListColle 
ctions

授予权限以读取账户中的集合 
ID

读取      

 ListDatas 
etEntries

授予权限以列出现有 Amazon 
Rekognition Custom Labels 数
据集中的数据集条目

读取 dataset*    

 ListDatas 
etLabels

授予权限以列出数据集中的标
签

读取 dataset*    
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https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetFaceSearch.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetFaceSearch.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetLabelDetection.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetLabelDetection.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetMediaAnalysisJob.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetMediaAnalysisJob.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetPersonTracking.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetPersonTracking.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetSegmentDetection.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetSegmentDetection.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetTextDetection.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_GetTextDetection.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_IndexFaces.html
#amazonrekognition-collection
#amazonrekognition-collection
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_ListCollections.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_ListCollections.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_ListDatasetEntries.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_ListDatasetEntries.html
#amazonrekognition-dataset
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_ListDatasetLabels.html
https://docs.aws.amazon.com/rekognition/latest/APIReference/API_ListDatasetLabels.html
#amazonrekognition-dataset
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListFaces 授予权限以读取指定集合中的
面容元数据

读取 collectio 
n*

   

 ListMedia 
AnalysisJobs

授予读取媒体分析作业列表的
权限

读取      

 ListProje 
ctPolicies

授予列出附加到某个项目的资
源策略的权限

读取 project*    

 ListStrea 
mProcessors

授予权限以获取流处理器列表 列表      

collection    

dataset    

project    

projectve 
rsion

   

 ListTagsF 
orResource

授予权限以返回与资源关联的
标签的列表

读取

streampro 
cessor

   

 ListUsers 授予列出权限 UserIds 和 
UserStatus

读取 collectio 
n*

   

 PutProjec 
tPolicy

授予将某个资源策略附加到某
个项目的权限

写入 project*    

 Recognize 
Celebrities

授予权限以检测输入图像中的
名人

读取      

 SearchFaces 授予权限以在指定集合中搜索
提供的面容 ID

读取 collectio 
n*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SearchFac 
esByImage

授予权限以在指定集合中搜索
输入图像中的最大面容

读取 collectio 
n*

   

 SearchUsers 授予权限以在指定集合中搜索
具有给定人脸 ID 或 用户 ID 的
用户匹配结果

读取 collectio 
n*

   

 SearchUse 
rsByImage

授予权限以通过使用输入图像
中的最大人脸在指定集合中搜
索用户匹配结果

读取 collectio 
n*

   

 StartCele 
brityReco 
gnition

授予权限以开始对存储视频中
的名人开始异步识别

写入      

 StartCont 
entModera 
tion

授予权限以对存储视频中明显
或暗示性的成人内容开始异步
检测

写入      

 StartFace 
Detection

授予权限以开始在存储视频中
进行面容异步检测

写入      

 StartFace 
LivenessS 
ession

授予为面容直播会话开启流媒
体视频的权限

写入      

 StartFace 
Search

授予权限以根据存储视频中检
测到的面容在集合中开始异步
搜索匹配的面容

写入 collectio 
n*

   

 StartLabe 
lDetection

授予权限以开始在存储视频中
进行标签异步检测

写入      

 StartMedi 
aAnalysisJob

授予启动媒体分析作业的权限 写入 projectve 
rsion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartPers 
onTracking

授予权限以在存储视频中开始
人员的异步跟踪

写入      

 StartProj 
ectVersion

授予权限以开始运行模型版本 写入 projectve 
rsion*

   

 StartSegm 
entDetection

授予权限以开始在存储视频中
进行分段异步检测

写入      

 StartStre 
amProcessor

授予权限以开始运行流处理器 写入 streampro 
cessor*

   

 StartText 
Detection

授予权限以开始在存储视频中
进行文本异步检测

写入      

 StopProje 
ctVersion

授予权限以停止正在运行的模
型版本

写入 projectve 
rsion*

   

 StopStrea 
mProcessor

授予权限以停止正在运行的流
处理器

写入 streampro 
cessor*

   

collection    

dataset    

project    

projectve 
rsion

   

 TagResour 
ce

授予权限以将一个或多个标签
添加到资源中

Tagging

streampro 
cessor
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

collection    

dataset    

project    

projectve 
rsion

   

streampro 
cessor

   

 UntagReso 
urce

授予从资源删除一个或多个标
签的权限

标记

  aws:TagKe 
ys

 

 UpdateDat 
asetEntries

授予在数据集中添加或更新一
条或多条 JSON 行（条目）的
权限

写入 dataset*    

 UpdateStr 
eamProces 
sor

授予修改流处理器属性的权限 写入 streampro 
cessor*

   

Amazon Rekognition 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 collection arn:${Partition}:rekognition:${Regio 
n}:${Account}:collection/${Collectio 
nId}

aws:ResourceTag/${ 
TagKey}

 streampro 
cessor

arn:${Partition}:rekognition:${Regio 
n}:${Account}:streamprocessor/${Stre 
amprocessorId}

aws:ResourceTag/${ 
TagKey}

 project arn:${Partition}:rekognition:${Regio 
n}:${Account}:project/${ProjectName} 
/${CreationTimestamp}

aws:ResourceTag/${ 
TagKey}

 projectve 
rsion

arn:${Partition}:rekognition:${Regio 
n}:${Account}:project/${ProjectName} 
/version/${VersionName}/${CreationTi 
mestamp}

aws:ResourceTag/${ 
TagKey}

 dataset arn:${Partition}:rekognition:${Regio 
n}:${Account}:project/${ProjectName} 
/dataset/${DatasetType}/${CreationTi 
mestamp}

aws:ResourceTag/${ 
TagKey}

Amazon Rekognition 的条件键

Amazon Rekognition 定义了以下条件键，可用于 IAM policy 的 Condition 元素。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS RePost Private 的操作、资源和条件密钥

AWS RePost Private（服务前缀:repostspace）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS RePost Private 定义的操作

• 由 AWS RePost Private 定义的资源类型

• AWS RePost Private 的条件密钥

由 AWS RePost Private 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchAddC 
hannelRol 
eToAccess 
ors

授予向账户中私人 re: Post 频
道中的用户和群组添加角色的
权限

写入 space*    

 BatchAddR 
ole

授予在您账户中的私人 re: 
Post 中向用户和群组添加角色
的权限

写入 space*    

 BatchRemo 
veChannel 
RoleFromA 
ccessors

授予从你账户中私人 re: Post 
频道的用户和群组中移除角色
的权限

写入 space*    

 BatchRemo 
veRole

授予在你账户的私人 re: Post 
中从用户和群组中移除角色的
权限

写入 space*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCha 
nnel

授予在你的账户中以私密方式
创建新频道的权限 re: Post

写入 space*    

 CreateSpace 授予在您账户中创建新私有 
re:Post 的权限

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteSpace 授予从您账户中删除私有 
re:Post 的权限

写入 space*    

 Deregiste 
rAdmin

授予移除您账户中私有 re:Post 
的管理员的权限

写入 space*    

 GetChannel 授予在你的账户中以私密方式
获取频道描述的权限 re: Post

读取 space*    

 GetSpace 授予获取您账户中私有 re:Post 
的描述的权限

读取 space*    

 ListChannels 授予在你账户的私人 re: Post 
中列出所有频道的权限

读取 space*    

 ListSpaces 授予列出您账户中所有私有 
re:Post 的权限

读取      

 ListTagsF 
orResource

授予权限以列出与资源关联的
标签

读取 space*    
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https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_ListChannels.html
#awsrepostprivate-space
API_ListSpaces.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_ListTagsForResource.html
#awsrepostprivate-space


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 RegisterA 
dmin

授予将管理员添加到您账户中
的私人 re: Post 的权限

写入 space*    

 SendInvites 授予向您账户中的私有 re:Post 
用户发送邀请的权限

写入 space*    

space*     TagResour 
ce

授予权限以标记资源 Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

space*     UntagReso 
urce

授予权限以取消标记资源 标记

  aws:TagKe 
ys

 

 UpdateCha 
nnel

授予更新你账户中私密频道 re: 
Post 的权限

写入 space*    

 UpdateSpa 
ce

授予更新您账户中的私有 
re:Post 的权限

写入 space*    
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#awsrepostprivate-aws_TagKeys
#awsrepostprivate-aws_TagKeys
#awsrepostprivate-aws_RequestTag___TagKey_
#awsrepostprivate-aws_RequestTag___TagKey_
#awsrepostprivate-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_RegisterAdmin.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_RegisterAdmin.html
#awsrepostprivate-space
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_SendInvites.html
#awsrepostprivate-space
#awsrepostprivate-space
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_TagResource.html
#awsrepostprivate-aws_TagKeys
#awsrepostprivate-aws_TagKeys
#awsrepostprivate-aws_RequestTag___TagKey_
#awsrepostprivate-aws_RequestTag___TagKey_
#awsrepostprivate-aws_RequestTag___TagKey_
#awsrepostprivate-space
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_UntagResource.html
#awsrepostprivate-aws_TagKeys
#awsrepostprivate-aws_TagKeys
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_UpdateChannel.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_UpdateChannel.html
#awsrepostprivate-space
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_UpdateSpace.html
https://docs.aws.amazon.com/repostprivate/latest/APIReference/API_UpdateSpace.html
#awsrepostprivate-space
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由 AWS RePost Private 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 space arn:${Partition}:repostspace:${Regio 
n}:${Account}:space/${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS RePost Private 的条件密钥

AWS RePost Private 定义了以下可以在 IAM 策略Condition元素中使用的条件密钥。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

AWS Resilience Hub 的操作、资源和条件键

AWS Resilience Hub（服务前缀:resiliencehub）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/repostprivate/latest/userguide/
#awsrepostprivate-aws_ResourceTag___TagKey_
#awsrepostprivate-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/resilience-hub/latest/userguide/
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Resilience Hub 定义的操作

• AWS Resilience Hub 定义的资源类型

• AWS Resilience Hub 的条件键

由 AWS Resilience Hub 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
https://docs.aws.amazon.com/resilience-hub/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptRes 
ourceGrou 
pingRecom 
mendations

授予权限以接受资源分组建议 写入 applicati 
on*

   

 AddDraftA 
ppVersion 
ResourceM 
appings

授予权限以添加应用程序版本
资源映射草稿

写入 applicati 
on*

  cloudform 
ation:Des 
cribeStac 
ks

cloudform 
ation:Lis 
tStackRes 
ources

resource- 
groups:Ge 
tGroup

resource- 
groups:Li 
stGroupRe 
sources

serviceca 
talog:Get 
Applicati 
on

serviceca 
talog:Lis 
tAssociat 
edResourc 
es
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_AcceptResourceGroupingRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_AcceptResourceGroupingRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_AcceptResourceGroupingRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_AcceptResourceGroupingRecommendations.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_AddDraftAppVersionResourceMappings.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_AddDraftAppVersionResourceMappings.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_AddDraftAppVersionResourceMappings.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_AddDraftAppVersionResourceMappings.html
#awsresiliencehub-application
#awsresiliencehub-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchUpda 
teRecomme 
ndationStatus

授予包含或排除一项或多项操
作建议的权限

写入 applicati 
on*

   

applicati 
on*

  iam:PassR 
ole

 CreateApp 授予创建应用程序的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateApp 
VersionAp 
pComponent

授予创建应用程序组件的权限 写入 applicati 
on*

   

 CreateApp 
VersionRe 
source

授予创建应用程序资源的权限 写入 applicati 
on*

   

 CreateRec 
ommendati 
onTemplate

授予创建建议模板的权限 写入 applicati 
on*

  s3:Create 
Bucket

s3:ListBu 
cket

s3:PutObj 
ect
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_BatchUpdateRecommendationStatus.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_BatchUpdateRecommendationStatus.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_BatchUpdateRecommendationStatus.html
#awsresiliencehub-application
#awsresiliencehub-application
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateApp.html
#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_TagKeys
#awsresiliencehub-aws_TagKeys
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateAppVersionAppComponent.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateAppVersionAppComponent.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateAppVersionAppComponent.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateAppVersionResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateAppVersionResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateAppVersionResource.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateRecommendationTemplate.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateRecommendationTemplate.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateRecommendationTemplate.html
#awsresiliencehub-application
#awsresiliencehub-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

resilienc 
y-policy*

    CreateRes 
iliencyPolicy

授予权限以创建弹性策略 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteApp 授予权限以批量删除应用程序 写入 applicati 
on*

   

 DeleteApp 
Assessment

授予权限以批量删除应用程序
评估

写入 applicati 
on*

   

 DeleteApp 
InputSource

授予删除应用程序输入来源的
权限

写入 applicati 
on*

   

 DeleteApp 
VersionAp 
pComponent

授予删除应用程序组件的权限 写入 applicati 
on*

   

 DeleteApp 
VersionRe 
source

授予删除应用程序资源的权限 写入 applicati 
on*

   

AWS 弹性中心 3432

#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_TagKeys
#awsresiliencehub-aws_TagKeys
#awsresiliencehub-resiliency-policy
#awsresiliencehub-resiliency-policy
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateResiliencyPolicy.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateResiliencyPolicy.html
#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_TagKeys
#awsresiliencehub-aws_TagKeys
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteApp.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteAppAssessment.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteAppInputSource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteAppInputSource.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteAppVersionAppComponent.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteAppVersionAppComponent.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteAppVersionAppComponent.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteAppVersionResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteAppVersionResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteAppVersionResource.html
#awsresiliencehub-application
#awsresiliencehub-application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteRec 
ommendati 
onTemplate

授予权限以批量删除建议模板 写入 applicati 
on*

   

 DeleteRes 
iliencyPolicy

授予权限以批量删除弹性策略 写入 resilienc 
y-policy*

   

 DescribeApp 授予描述应用程序的权限 读取 applicati 
on*

   

 DescribeA 
ppAssessm 
ent

授予描述应用程序评估的权限 读取 applicati 
on*

   

 DescribeA 
ppVersion

授予描述应用程序版本的权限 读取 applicati 
on*

   

 DescribeA 
ppVersion 
AppCompon 
ent

授予描述应用程序版本应用程
序组件的权限

读取 applicati 
on*

   

 DescribeA 
ppVersion 
Resource

授予描述应用程序版本资源的
权限

读取 applicati 
on*

   

 DescribeA 
ppVersion 
Resources 
Resolutio 
nStatus

授予描述应用程序分辨率的权
限

读取 applicati 
on*

   

 DescribeA 
ppVersion 
Template

授予权限以描述应用程序模板
版本

读取 applicati 
on*
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteRecommendationTemplate.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteRecommendationTemplate.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteRecommendationTemplate.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteResiliencyPolicy.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DeleteResiliencyPolicy.html
#awsresiliencehub-resiliency-policy
#awsresiliencehub-resiliency-policy
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeApp.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersion.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionAppComponent.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionAppComponent.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionAppComponent.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionAppComponent.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionResource.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionResourcesResolutionStatus.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionResourcesResolutionStatus.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionResourcesResolutionStatus.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionResourcesResolutionStatus.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionResourcesResolutionStatus.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionTemplate.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionTemplate.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppVersionTemplate.html
#awsresiliencehub-application
#awsresiliencehub-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeD 
raftAppVe 
rsionReso 
urcesImpo 
rtStatus

授予描述草稿应用程序版本资
源导入状态的权限

读取 applicati 
on*

   

 DescribeM 
etricsExport

授予描述指标导出的权限 读取      

 DescribeR 
esiliency 
Policy

授予权限以描述弹性策略 读取 resilienc 
y-policy*

   

 DescribeR 
esourceGr 
oupingRec 
ommendati 
onTask

授予权限以描述分组推荐流程
的最新状态

读取 applicati 
on*
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeDraftAppVersionResourcesImportStatus.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeDraftAppVersionResourcesImportStatus.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeDraftAppVersionResourcesImportStatus.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeDraftAppVersionResourcesImportStatus.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeDraftAppVersionResourcesImportStatus.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeMetricsExport.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeMetricsExport.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeResiliencyPolicy.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeResiliencyPolicy.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeResiliencyPolicy.html
#awsresiliencehub-resiliency-policy
#awsresiliencehub-resiliency-policy
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeResourceGroupingRecommendationTask.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeResourceGroupingRecommendationTask.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeResourceGroupingRecommendationTask.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeResourceGroupingRecommendationTask.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeResourceGroupingRecommendationTask.html
#awsresiliencehub-application
#awsresiliencehub-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ImportRes 
ourcesToD 
raftAppVe 
rsion

授予权限以将资源导入应用程
序版本草稿

写入 applicati 
on*

  cloudform 
ation:Des 
cribeStac 
ks

cloudform 
ation:Lis 
tStackRes 
ources

resource- 
groups:Ge 
tGroup

resource- 
groups:Li 
stGroupRe 
sources

serviceca 
talog:Get 
Applicati 
on

serviceca 
talog:Lis 
tAssociat 
edResourc 
es

 ListAlarm 
Recommend 
ations

授予列出告警建议的权限 列表 applicati 
on*
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ImportResourcesToDraftAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ImportResourcesToDraftAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ImportResourcesToDraftAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ImportResourcesToDraftAppVersion.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAlarmRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAlarmRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAlarmRecommendations.html
#awsresiliencehub-application
#awsresiliencehub-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAppAs 
sessmentC 
ompliance 
Drifts

授予列出在运行评测时检测到
的合规性偏差的权限

列表 applicati 
on*

   

 ListAppAs 
sessmentR 
esourceDrifts

授予权限以列出在运行评测时
检测到的资源偏差

列表 applicati 
on*

   

 ListAppAs 
sessments

授予列出应用程序评估的权限 列表      

 ListAppCo 
mponentCo 
mpliances

授予列出应用程序组件合规性
的权限

列表 applicati 
on*

   

 ListAppCo 
mponentRe 
commendat 
ions

授予列出应用程序组件建议的
权限

列表 applicati 
on*

   

 ListAppIn 
putSources

授予列出应用程序输入来源的
权限

列表 applicati 
on*

   

 ListAppVe 
rsionAppC 
omponents

授予列出应用程序版本应用程
序组件的权限

列表 applicati 
on*

   

 ListAppVe 
rsionReso 
urceMappi 
ngs

授予应用程序版本资源映射的
权限

列表 applicati 
on*
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppAssessmentComplianceDrifts.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppAssessmentComplianceDrifts.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppAssessmentComplianceDrifts.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppAssessmentComplianceDrifts.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppAssessmentResourceDrifts.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppAssessmentResourceDrifts.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppAssessmentResourceDrifts.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppAssessments.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppAssessments.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppComponentCompliances.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppComponentCompliances.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppComponentCompliances.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppComponentRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppComponentRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppComponentRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppComponentRecommendations.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppInputSources.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppInputSources.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppVersionAppComponents.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppVersionAppComponents.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppVersionAppComponents.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppVersionResourceMappings.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppVersionResourceMappings.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppVersionResourceMappings.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppVersionResourceMappings.html
#awsresiliencehub-application
#awsresiliencehub-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAppVe 
rsionReso 
urces

授予权限以列出应用程序资源 列表 applicati 
on*

   

 ListAppVe 
rsions

授予列出应用程序版本的权限 列表 applicati 
on*

   

 ListApps 授予列出应用程序的权限 列表      

 ListMetrics 授予列出指标的权限 列表      

 ListRecom 
mendation 
Templates

授予列出建议模板的权限 列表 applicati 
on*

   

 ListResil 
iencyPolicies

授予列出弹性策略的权限 列表      

 ListResou 
rceGroupi 
ngRecomme 
ndations

授予权限以列出资源分组建议 列表 applicati 
on*

   

 ListSopRe 
commendat 
ions

授予列出 SOP 建议的权限 列表 applicati 
on*

   

 ListSugge 
stedResil 
iencyPolicies

授予列出建议的弹性策略的权
限

列表      

 ListTagsF 
orResource

授予权限以列出资源的标签 读取      
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppVersionResources.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppVersionResources.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppVersionResources.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppVersions.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppVersions.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListApps.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListMetrics.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListRecommendationTemplates.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListRecommendationTemplates.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListRecommendationTemplates.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListResiliencyPolicies.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListResiliencyPolicies.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListResourceGroupingRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListResourceGroupingRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListResourceGroupingRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListResourceGroupingRecommendations.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListSopRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListSopRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListSopRecommendations.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListSuggestedResiliencyPolicies.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListSuggestedResiliencyPolicies.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListSuggestedResiliencyPolicies.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListTagsForResource.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTestR 
ecommenda 
tions

授予列出测试建议的权限 列表 applicati 
on*

   

 ListUnsup 
portedApp 
VersionRe 
sources

授予列出不受支持的应用程序
版本资源的权限

列表 applicati 
on*

   

 PublishAp 
pVersion

授予发布应用程序版本的权限 写入 applicati 
on*

   

 PutDraftA 
ppVersion 
Template

授予权限以放置应用程序版本
模板草稿

写入 applicati 
on*

   

 RejectRes 
ourceGrou 
pingRecom 
mendations

授予权限以拒绝资源分组建议 写入 applicati 
on*

   

 RemoveDra 
ftAppVers 
ionResour 
ceMappings

授予权限以删除应用程序版本
映射草稿

写入 applicati 
on*
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListTestRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListTestRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListTestRecommendations.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListUnsupportedAppVersionResources.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListUnsupportedAppVersionResources.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListUnsupportedAppVersionResources.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListUnsupportedAppVersionResources.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PutDraftAppVersionTemplate.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PutDraftAppVersionTemplate.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PutDraftAppVersionTemplate.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_RejectResourceGroupingRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_RejectResourceGroupingRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_RejectResourceGroupingRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_RejectResourceGroupingRecommendations.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_RemoveDraftAppVersionResourceMappings.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_RemoveDraftAppVersionResourceMappings.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_RemoveDraftAppVersionResourceMappings.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_RemoveDraftAppVersionResourceMappings.html
#awsresiliencehub-application
#awsresiliencehub-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ResolveAp 
pVersionR 
esources

授予权限以解析应用程序版本
资源

写入 applicati 
on*

  cloudform 
ation:Des 
cribeStac 
ks

cloudform 
ation:Lis 
tStackRes 
ources

resource- 
groups:Ge 
tGroup

resource- 
groups:Li 
stGroupRe 
sources

serviceca 
talog:Get 
Applicati 
on

serviceca 
talog:Lis 
tAssociat 
edResourc 
es
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ResolveAppVersionResources.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ResolveAppVersionResources.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ResolveAppVersionResources.html
#awsresiliencehub-application
#awsresiliencehub-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartAppA 
ssessment

授予创建应用程序评估的权限 写入 applicati 
on*

  cloudform 
ation:Des 
cribeStac 
ks

cloudform 
ation:Lis 
tStackRes 
ources

cloudwatc 
h:Describ 
eAlarms

cloudwatc 
h:GetMetr 
icData

cloudwatc 
h:GetMetr 
icStatist 
ics

cloudwatc 
h:PutMetr 
icData

ec2:Descr 
ibeRegion 
s

fis:GetEx 
perimentT 
emplate

AWS 弹性中心 3440

https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartAppAssessment.html
#awsresiliencehub-application
#awsresiliencehub-application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

fis:ListE 
xperiment 
Templates

fis:ListE 
xperiment 
s

resource- 
groups:Ge 
tGroup

resource- 
groups:Li 
stGroupRe 
sources

serviceca 
talog:Get 
Applicati 
on

serviceca 
talog:Lis 
tAssociat 
edResourc 
es

ssm:GetPa 
rametersB 
yPath

AWS 弹性中心 3441



服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StartMetr 
icsExport

授予开始导出指标的权限 写入      

 StartReso 
urceGroup 
ingRecomm 
endationTask

授予权限以启动分组建议生成
流程

写入 applicati 
on*

   

app-
asses 
sment

   

applicati 
on

   

recommend 
ation-tem 
plate

   

resilienc 
y-policy

   

 TagResour 
ce

授予权限以分配资源标签 标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_TagKeys
#awsresiliencehub-aws_TagKeys
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartMetricsExport.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartMetricsExport.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartResourceGroupingRecommendationTask.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartResourceGroupingRecommendationTask.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartResourceGroupingRecommendationTask.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartResourceGroupingRecommendationTask.html
#awsresiliencehub-application
#awsresiliencehub-application
#awsresiliencehub-app-assessment
#awsresiliencehub-app-assessment
#awsresiliencehub-app-assessment
#awsresiliencehub-application
#awsresiliencehub-application
#awsresiliencehub-recommendation-template
#awsresiliencehub-recommendation-template
#awsresiliencehub-recommendation-template
#awsresiliencehub-resiliency-policy
#awsresiliencehub-resiliency-policy
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_TagResource.html
#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_RequestTag___TagKey_
#awsresiliencehub-aws_TagKeys
#awsresiliencehub-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

app-
asses 
sment

   

applicati 
on

   

recommend 
ation-tem 
plate

   

resilienc 
y-policy

   

 UntagReso 
urce

授予权限以取消标记资源 标记

  aws:TagKe 
ys

 

 UpdateApp 授予更新应用程序的权限 写入 applicati 
on*

  iam:PassR 
ole

 UpdateApp 
Version

授予更新应用程序版本的权限 写入 applicati 
on*

   

 UpdateApp 
VersionAp 
pComponent

授予更新应用程序组件的权限 写入 applicati 
on*

   

 UpdateApp 
VersionRe 
source

授予更新应用程序资源的权限 写入 applicati 
on*

   

 UpdateRes 
iliencyPolicy

授予权限以更新弹性策略 写入 resilienc 
y-policy*
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#awsresiliencehub-app-assessment
#awsresiliencehub-app-assessment
#awsresiliencehub-app-assessment
#awsresiliencehub-application
#awsresiliencehub-application
#awsresiliencehub-recommendation-template
#awsresiliencehub-recommendation-template
#awsresiliencehub-recommendation-template
#awsresiliencehub-resiliency-policy
#awsresiliencehub-resiliency-policy
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UntagResource.html
#awsresiliencehub-aws_TagKeys
#awsresiliencehub-aws_TagKeys
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateApp.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateAppVersion.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateAppVersionAppComponent.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateAppVersionAppComponent.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateAppVersionAppComponent.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateAppVersionResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateAppVersionResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateAppVersionResource.html
#awsresiliencehub-application
#awsresiliencehub-application
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateResiliencyPolicy.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateResiliencyPolicy.html
#awsresiliencehub-resiliency-policy
#awsresiliencehub-resiliency-policy


服务授权参考 服务授权参考

AWS Resilience Hub 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 resiliency-
policy

arn:${Partition}:resiliencehub:${Reg 
ion}:${Account}:resiliency-policy/${ 
ResiliencyPolicyId}

aws:ResourceTag/${ 
TagKey}

 application arn:${Partition}:resiliencehub:${Reg 
ion}:${Account}:app/${AppId}

aws:ResourceTag/${ 
TagKey}

 app-asses 
sment

arn:${Partition}:resiliencehub:${Reg 
ion}:${Account}:app-assessment/${App 
AssessmentId}

aws:ResourceTag/${ 
TagKey}

 recommend 
ation-tem 
plate

arn:${Partition}:resiliencehub:${Reg 
ion}:${Account}:recommendation-templ 
ate/${RecommendationTemplateId}

aws:ResourceTag/${ 
TagKey}

AWS Resilience Hub 的条件键

AWS 弹性中心定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Resource Access Manager（RAM）的操作、资源和条件键

AWS Resource Access Manager (RAMram)（服务前缀:）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Resource Access Manager（RAM）定义的操作

• AWS Resource Access Manager（RAM）定义的资源类型

• AWS Resource Access Manager（RAM）的条件键

AWS Resource Access Manager（RAM）定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

resource- 
share-inv 
itation*

    AcceptRes 
ourceShar 
eInvitation

授予接受指定资源共享邀请的
权限

写入

  ram:Share 
OwnerAcco 
untId

ram:Resou 
rceShareN 
ame

 

resource- 
share*

    Associate 
ResourceS 
hare

授予将资源 and/or 委托人与资
源共享关联的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ram:Resou 
rceTag/${ 
TagKey}

ram:Resou 
rceShareN 
ame

ram:Allow 
sExternal 
Principals

ram:Princ 
ipal

ram:Reque 
stedResou 
rceType

ram:Resou 
rceArn

customer- 
managed-
p 
ermission 
*

   

permissio 
n*

   

 Associate 
ResourceS 
harePermi 
ssion

授予将权限与资源共享关联的
权限

写入

resource- 
share*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePer 
mission

授予权限以创建可与资源共享
关联的权限

写入   ram:Permi 
ssionArn

ram:Permi 
ssionReso 
urceType

aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ram:TagRe 
source

customer- 
managed-
p 
ermission 
*

    CreatePer 
missionVe 
rsion

授予权限以创建可与资源共享
关联的权限的新版本

写入

  ram:Permi 
ssionArn

ram:Permi 
ssionReso 
urceType
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#awsresourceaccessmanagerram-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRes 
ourceShare

授予使用提供的资源 and/or 委
托人创建资源共享的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ram:Reque 
stedResou 
rceType

ram:Resou 
rceArn

ram:Reque 
stedAllow 
sExternal 
Principals

ram:Princ 
ipal

ram:Allow 
sExternal 
Principals

 

 DeletePer 
mission

授予权限以删除指定权限 写入 customer- 
managed-
p 
ermission 
*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

ram:Permi 
ssionArn

ram:Permi 
ssionReso 
urceType

 

customer- 
managed-
p 
ermission 
*

    DeletePer 
missionVe 
rsion

授予权限以删除权限的指定版
本

写入

  ram:Permi 
ssionArn

ram:Permi 
ssionReso 
urceType

 

 DeleteRes 
ourceShare

授予删除资源共享的权限 写入 resource- 
share*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

ram:Resou 
rceTag/${ 
TagKey}

ram:Resou 
rceShareN 
ame

ram:Allow 
sExternal 
Principals

 

 Disassoci 
ateResour 
ceShare

授予解除资源 and/or 委托人与
资源共享的关联的权限

写入 resource- 
share*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

ram:Resou 
rceTag/${ 
TagKey}

ram:Resou 
rceShareN 
ame

ram:Allow 
sExternal 
Principals

ram:Princ 
ipal

ram:Reque 
stedResou 
rceType

ram:Resou 
rceArn

 

customer- 
managed-
p 
ermission 
*

    Disassoci 
ateResour 
ceSharePe 
rmission

授予以下权限：取消权限与资
源共享的关联

Write

permissio 
n*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

resource- 
share*

   

 EnableSha 
ringWithA 
wsOrganiz 
ation

授予权限以访问客户的组织，
并在客户的账户中创建 SLR

权限管理     iam:Creat 
eServiceL 
inkedRole

organizat 
ions:Desc 
ribeOrgan 
ization

organizat 
ions:Enab 
leAWSServ 
iceAccess

customer- 
managed-
p 
ermission 
*

   

permissio 
n*

   

 GetPermis 
sion

授予获取 AWS RAM 权限内容
的权限

读取

  ram:Permi 
ssionArn

 

 GetResour 
cePolicies

授予以下权限：获取您拥有和
共享的指定资源的策略

Read      
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https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourcePolicies.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetResour 
ceShareAs 
sociations

授予以下权限：从提供的列表
中获取一组资源共享关联，或
者获取具有指定类型的指定状
态的资源共享关联

Read      

 GetResour 
ceShareIn 
vitations

授予以下权限：按指定邀请 
ARN 或资源共享 ARN 获取资
源共享邀请

Read      

 GetResour 
ceShares

授予以下权限：从提供的列表
获取一组资源共享，或获取具
有指定状态的资源共享

Read   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

resource- 
share-inv 
itation*

    ListPendi 
ngInvitat 
ionResources

授予以下权限：列出资源共享
中的特定资源，与您共享这些
资源，但邀请仍处于待处理状
态

读取

  ram:Resou 
rceShareN 
ame

 

customer- 
managed-
p 
ermission 
*

    ListPermi 
ssionAsso 
ciations

授予权限以列出有关权限和任
何关联的信息

列表

permissio 
n*
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https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourceShareAssociations.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourceShareAssociations.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourceShareAssociations.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourceShareInvitations.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourceShareInvitations.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourceShareInvitations.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourceShares.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourceShares.html
#awsresourceaccessmanagerram-aws_RequestTag___TagKey_
#awsresourceaccessmanagerram-aws_RequestTag___TagKey_
#awsresourceaccessmanagerram-aws_RequestTag___TagKey_
#awsresourceaccessmanagerram-aws_TagKeys
#awsresourceaccessmanagerram-aws_TagKeys
#awsresourceaccessmanagerram-resource-share-invitation
#awsresourceaccessmanagerram-resource-share-invitation
#awsresourceaccessmanagerram-resource-share-invitation
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListPendingInvitationResources.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListPendingInvitationResources.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListPendingInvitationResources.html
#awsresourceaccessmanagerram-ram_ResourceShareName
#awsresourceaccessmanagerram-ram_ResourceShareName
#awsresourceaccessmanagerram-ram_ResourceShareName
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListPermissionAssociations.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListPermissionAssociations.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListPermissionAssociations.html
#awsresourceaccessmanagerram-permission
#awsresourceaccessmanagerram-permission


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ram:Permi 
ssionArn

ram:Permi 
ssionReso 
urceType

 

 ListPermi 
ssionVers 
ions

授予列出 AWS RAM 权限版本
的权限

列表      

 ListPermi 
ssions

授予列出 AWS RAM 权限的权
限

列表      

 ListPrincipals 授予以下权限：列出您与之共
享资源或与您共享了资源的委
托人

列表      

 ListRepla 
cePermiss 
ionAssoci 
ationsWork

授予权限以检索异步权限替换
的状态

列表      

 ListResou 
rceShareP 
ermissions

授予以下权限：列出与资源共
享关联的权限

列表 resource- 
share*
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#awsresourceaccessmanagerram-ram_PermissionArn
#awsresourceaccessmanagerram-ram_PermissionArn
#awsresourceaccessmanagerram-ram_PermissionResourceType
#awsresourceaccessmanagerram-ram_PermissionResourceType
#awsresourceaccessmanagerram-ram_PermissionResourceType
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListPermissionVersions.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListPermissionVersions.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListPermissionVersions.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListPermissions.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListPermissions.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListPrincipals.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListReplacePermissionAssociationsWork.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListReplacePermissionAssociationsWork.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListReplacePermissionAssociationsWork.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListReplacePermissionAssociationsWork.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListResourceSharePermissions.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListResourceSharePermissions.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListResourceSharePermissions.html
#awsresourceaccessmanagerram-resource-share
#awsresourceaccessmanagerram-resource-share


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

ram:Resou 
rceShareN 
ame

ram:Allow 
sExternal 
Principals

 

 ListResou 
rceTypes

授予列出 AWS RAM 支持的可
共享资源类型的权限

列表      

 ListResou 
rces

授予以下权限：列出您添加到
资源共享的资源或与您共享的
资源

列表      

customer- 
managed-
p 
ermission 
*

    PromotePe 
rmissionC 
reatedFro 
mPolicy

授予权限以创建单独的可完全
托管的客户管理型权限

写入

  ram:Permi 
ssionArn

ram:Permi 
ssionReso 
urceType
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#awsresourceaccessmanagerram-aws_ResourceTag___TagKey_
#awsresourceaccessmanagerram-aws_ResourceTag___TagKey_
#awsresourceaccessmanagerram-aws_ResourceTag___TagKey_
#awsresourceaccessmanagerram-ram_ResourceShareName
#awsresourceaccessmanagerram-ram_ResourceShareName
#awsresourceaccessmanagerram-ram_ResourceShareName
#awsresourceaccessmanagerram-ram_AllowsExternalPrincipals
#awsresourceaccessmanagerram-ram_AllowsExternalPrincipals
#awsresourceaccessmanagerram-ram_AllowsExternalPrincipals
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListResourceTypes.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListResourceTypes.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListResources.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ListResources.html
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromotePermissionCreatedFromPolicy.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromotePermissionCreatedFromPolicy.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromotePermissionCreatedFromPolicy.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromotePermissionCreatedFromPolicy.html
#awsresourceaccessmanagerram-ram_PermissionArn
#awsresourceaccessmanagerram-ram_PermissionArn
#awsresourceaccessmanagerram-ram_PermissionResourceType
#awsresourceaccessmanagerram-ram_PermissionResourceType
#awsresourceaccessmanagerram-ram_PermissionResourceType


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PromoteRe 
sourceSha 
reCreated 
FromPolicy

授予提升指定资源共享的权限 Write resource- 
share*

   

resource- 
share-inv 
itation*

    RejectRes 
ourceShar 
eInvitation

授予拒绝指定资源共享邀请的
权限

写入

  ram:Share 
OwnerAcco 
untId

ram:Resou 
rceShareN 
ame

 

customer- 
managed-
p 
ermission 
*

   

permissio 
n*

   

 ReplacePe 
rmissionA 
ssociations

授予权限以将所有资源共享更
新为新的权限

写入

  ram:Permi 
ssionArn

ram:Permi 
ssionReso 
urceType
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https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
#awsresourceaccessmanagerram-resource-share
#awsresourceaccessmanagerram-resource-share
#awsresourceaccessmanagerram-resource-share-invitation
#awsresourceaccessmanagerram-resource-share-invitation
#awsresourceaccessmanagerram-resource-share-invitation
https://docs.aws.amazon.com/ram/latest/APIReference/API_RejectResourceShareInvitation.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_RejectResourceShareInvitation.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_RejectResourceShareInvitation.html
#awsresourceaccessmanagerram-ram_ShareOwnerAccountId
#awsresourceaccessmanagerram-ram_ShareOwnerAccountId
#awsresourceaccessmanagerram-ram_ShareOwnerAccountId
#awsresourceaccessmanagerram-ram_ResourceShareName
#awsresourceaccessmanagerram-ram_ResourceShareName
#awsresourceaccessmanagerram-ram_ResourceShareName
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-permission
#awsresourceaccessmanagerram-permission
https://docs.aws.amazon.com/ram/latest/APIReference/API_ReplacePermissionAssociations.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ReplacePermissionAssociations.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ReplacePermissionAssociations.html
#awsresourceaccessmanagerram-ram_PermissionArn
#awsresourceaccessmanagerram-ram_PermissionArn
#awsresourceaccessmanagerram-ram_PermissionResourceType
#awsresourceaccessmanagerram-ram_PermissionResourceType
#awsresourceaccessmanagerram-ram_PermissionResourceType


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

customer- 
managed-
p 
ermission 
*

    SetDefaul 
tPermissi 
onVersion

授予权限以将某个版本号指定
为相应客户管理型权限的默认
版本

写入

  ram:Permi 
ssionArn

ram:Permi 
ssionReso 
urceType

 

customer- 
managed-
p 
ermission

   

resource- 
share

   

 TagResour 
ce

授予权限以标记指定资源共享
或权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

customer- 
managed-
p 
ermission

    UntagReso 
urce

授予权限以取消标记指定资源
共享或权限

标记

resource- 
share
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#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
https://docs.aws.amazon.com/ram/latest/APIReference/API_SetDefaultPermissionVersion.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_SetDefaultPermissionVersion.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_SetDefaultPermissionVersion.html
#awsresourceaccessmanagerram-ram_PermissionArn
#awsresourceaccessmanagerram-ram_PermissionArn
#awsresourceaccessmanagerram-ram_PermissionResourceType
#awsresourceaccessmanagerram-ram_PermissionResourceType
#awsresourceaccessmanagerram-ram_PermissionResourceType
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-resource-share
#awsresourceaccessmanagerram-resource-share
https://docs.aws.amazon.com/ram/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_TagResource.html
#awsresourceaccessmanagerram-aws_RequestTag___TagKey_
#awsresourceaccessmanagerram-aws_RequestTag___TagKey_
#awsresourceaccessmanagerram-aws_RequestTag___TagKey_
#awsresourceaccessmanagerram-aws_TagKeys
#awsresourceaccessmanagerram-aws_TagKeys
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
#awsresourceaccessmanagerram-customer-managed-permission
https://docs.aws.amazon.com/ram/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_UntagResource.html
#awsresourceaccessmanagerram-resource-share
#awsresourceaccessmanagerram-resource-share


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

resource- 
share*

    UpdateRes 
ourceShare

授予更新资源共享属性的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

ram:Resou 
rceTag/${ 
TagKey}

ram:Resou 
rceShareN 
ame

ram:Allow 
sExternal 
Principals

ram:Reque 
stedAllow 
sExternal 
Principals

 

AWS Resource Access Manager（RAM）定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

AWS 资源访问管理器 (RAM) 3459

#awsresourceaccessmanagerram-aws_TagKeys
#awsresourceaccessmanagerram-aws_TagKeys
#awsresourceaccessmanagerram-resource-share
#awsresourceaccessmanagerram-resource-share
https://docs.aws.amazon.com/ram/latest/APIReference/API_UpdateResourceShare.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_UpdateResourceShare.html
#awsresourceaccessmanagerram-aws_ResourceTag___TagKey_
#awsresourceaccessmanagerram-aws_ResourceTag___TagKey_
#awsresourceaccessmanagerram-aws_ResourceTag___TagKey_
#awsresourceaccessmanagerram-ram_ResourceTag___TagKey_
#awsresourceaccessmanagerram-ram_ResourceTag___TagKey_
#awsresourceaccessmanagerram-ram_ResourceTag___TagKey_
#awsresourceaccessmanagerram-ram_ResourceShareName
#awsresourceaccessmanagerram-ram_ResourceShareName
#awsresourceaccessmanagerram-ram_ResourceShareName
#awsresourceaccessmanagerram-ram_AllowsExternalPrincipals
#awsresourceaccessmanagerram-ram_AllowsExternalPrincipals
#awsresourceaccessmanagerram-ram_AllowsExternalPrincipals
#awsresourceaccessmanagerram-ram_RequestedAllowsExternalPrincipals
#awsresourceaccessmanagerram-ram_RequestedAllowsExternalPrincipals
#awsresourceaccessmanagerram-ram_RequestedAllowsExternalPrincipals
#awsresourceaccessmanagerram-ram_RequestedAllowsExternalPrincipals
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 resource- 
share

arn:${Partition}:ram:${Region}:${Acc 
ount}:resource-share/${ResourcePath}

aws:ResourceTag/${ 
TagKey}

ram:AllowsExternal 
Principals

ram:ResourceShareN 
ame

 resource- 
share-inv 
itation

arn:${Partition}:ram:${Region}:${Acc 
ount}:resource-share-invitation/${Re 
sourcePath}

ram:ShareOwnerAcco 
untId

 permission arn:${Partition}:ram::${Account}:per 
mission/${ResourcePath}

ram:PermissionArn

ram:PermissionReso 
urceType

 customer- 
managed-p 
ermission

arn:${Partition}:ram:${Region}:${Acc 
ount}:permission/${ResourcePath}

aws:ResourceTag/${ 
TagKey}

ram:PermissionArn

ram:PermissionReso 
urceType

AWS Resource Access Manager（RAM）的条件键

AWS Resource Access Manager (RAM) 定义了以下可以在 IAM 策略Condition元素中使用的条件
键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/ram/latest/APIReference/API_ResourceShare.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ResourceShare.html
#awsresourceaccessmanagerram-aws_ResourceTag___TagKey_
#awsresourceaccessmanagerram-aws_ResourceTag___TagKey_
#awsresourceaccessmanagerram-ram_AllowsExternalPrincipals
#awsresourceaccessmanagerram-ram_AllowsExternalPrincipals
#awsresourceaccessmanagerram-ram_ResourceShareName
#awsresourceaccessmanagerram-ram_ResourceShareName
https://docs.aws.amazon.com/ram/latest/APIReference/API_ResourceShareInvitation.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ResourceShareInvitation.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ResourceShareInvitation.html
#awsresourceaccessmanagerram-ram_ShareOwnerAccountId
#awsresourceaccessmanagerram-ram_ShareOwnerAccountId
https://docs.aws.amazon.com/ram/latest/APIReference/API_ResourceSharePermissionDetail.html
#awsresourceaccessmanagerram-ram_PermissionArn
#awsresourceaccessmanagerram-ram_PermissionResourceType
#awsresourceaccessmanagerram-ram_PermissionResourceType
https://docs.aws.amazon.com/ram/latest/APIReference/API_ResourceSharePermissionDetail.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ResourceSharePermissionDetail.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_ResourceSharePermissionDetail.html
#awsresourceaccessmanagerram-aws_ResourceTag___TagKey_
#awsresourceaccessmanagerram-aws_ResourceTag___TagKey_
#awsresourceaccessmanagerram-ram_PermissionArn
#awsresourceaccessmanagerram-ram_PermissionResourceType
#awsresourceaccessmanagerram-ram_PermissionResourceType
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据创建或标记资源共享时在请求中传递的标签筛选访问
权限。如果用户不传递这些特定标签，或者根本不指定任
何标签，则请求失败

字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 根据创建或标记资源共享时传递的标签键筛选访问权限 ArrayOfString

 ram:Allow 
sExternal 
Principals

根据允许或拒绝与外部委托人共享的资源共享筛选访问权
限。例如，如果只能对允许与外部委托人共享的资源共
享执行该操作，请指定 true。外部委托人是 AWS 指在其 
AWS 组织之外的账户

布尔型

 ram:Permi 
ssionArn

根据指定的权限 ARN 筛选访问权限 ARN

 ram:Permi 
ssionReso 
urceType

根据指定资源类型的权限过滤访问 字符串

 ram:Principal 根据指定主体的格式筛选访问权限 字符串

 ram:Reque 
stedAllow 
sExternal 
Principals

按 “allowExternalPrincipals” 的指定值筛选访问权限。外部
委托人是 AWS 指本组织之 AWS 外的账户

布尔型

 ram:Reque 
stedResou 
rceType

根据指定的资源类型筛选访问 字符串

 ram:Resou 
rceArn

按指定的 ARN 筛选访问权限 ARN
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
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条件键 描述 类型

 ram:Resou 
rceShareName

根据具有指定名称的资源共享筛选访问权限 字符串

 ram:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 ram:Share 
OwnerAccountId

根据特定账户拥有的资源共享筛选访问权限。例如，您可
以使用此条件键指定可以根据资源共享拥有者的账户 ID 接
受或拒绝哪些资源共享邀请

字符串

AWS Resource Explorer 的操作、资源和条件键

AWS 资源管理器（服务前缀:resource-explorer-2）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Resource Explorer 定义的操作

• AWS Resource Explorer 定义的资源类型

• AWS Resource Explorer 的条件键

AWS Resource Explorer 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/ram/latest/userguide/iam-policies.html#iam-policies-condition
https://docs.aws.amazon.com/resource-explorer/latest/userguide/
https://docs.aws.amazon.com/resource-explorer/latest/apireference/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
DefaultView

授予权限将指定视图设置为
此 AWS 区域 视图的默认视图 
AWS 账户

写入      

 BatchGetV 
iew

授予权限以检索您通过列表指
定的视图的详细信息 ARNs

读取     resource- 
explorer- 
2:GetView

 CreateIndex 授予通过创建索引来开启资源
管理器的权限，你 AWS 区域 
在其中调用了此操作

写入   aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_AssociateDefaultView.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_AssociateDefaultView.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_BatchGetView.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_BatchGetView.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_CreateIndex.html
#awsresourceexplorer-aws_RequestTag___TagKey_
#awsresourceexplorer-aws_RequestTag___TagKey_
#awsresourceexplorer-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 CreateMan 
agedView [仅
权限]

授予创建托管视图的权限 写入      

 CreateView 授予权限以创建用户可以查询
的视图

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteIndex AWS 区域 通过删除索引，授
予在指定中关闭资源管理器的
权限

写入 index*    

 DeleteRes 
ourcePolicy
[仅权限]

授予权限以删除指定视图的资
源策略

权限管理 view*    

 DeleteView 授予权限以删除视图 写入 view*    

 Disassoci 
ateDefaul 
tView

授予删除您在其中调用此操作 
AWS 区域 的默认视图的权限

写入      

 GetAccoun 
tLevelSer 
viceConfi 
guration

向资源浏览器授予访问 AWS 
组织内账户级别数据的权限

读取      
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#awsresourceexplorer-aws_TagKeys
#awsresourceexplorer-aws_TagKeys
https://docs.aws.amazon.com/resource-explorer/latest/userguide/API_ManagedView.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/API_ManagedView.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_CreateView.html
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#awsresourceexplorer-aws_RequestTag___TagKey_
#awsresourceexplorer-aws_RequestTag___TagKey_
#awsresourceexplorer-aws_TagKeys
#awsresourceexplorer-aws_TagKeys
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_DeleteIndex.html
#awsresourceexplorer-index
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-share.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-share.html
#awsresourceexplorer-view
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_DeleteView.html
#awsresourceexplorer-view
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_DisassociateDefaultView.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_DisassociateDefaultView.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_DisassociateDefaultView.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_GetAccountLevelServiceConfiguration.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_GetAccountLevelServiceConfiguration.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_GetAccountLevelServiceConfiguration.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_GetAccountLevelServiceConfiguration.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDefaul 
tView

授予检索视图的 Amazon 资源
名称 (ARN) 的权限，该名称是
您在其中调用此 AWS 区域 操
作的默认视图

读取      

 GetIndex 授予权限以检索有关您在其中
调用此操作 AWS 区域 的索引
的信息

读取      

 GetManage 
dView

授予获取托管视图的权限 读取 managed-
view*

   

 GetResour 
cePolicy [仅
权限]

授予权限以检索有关指定视图
的资源策略的信息

读取 view*    

 GetView 授予权限以检索指定视图相关
信息

读取 view*    

 ListIndexes 授予列出所有索引的权限 AWS 
区域

列表      

 ListIndex 
esForMemb 
ers

授予列出组织成员账户所有索
引的权限 AWS 区域

列表      

 ListManag 
edViews

授予列出托管视图的权限 列表      

 ListSuppo 
rtedResou 
rceTypes

授予权限以检索 Resource 
Explorer 目前支持的所有资源 
类型的列表

列表      

 ListTagsF 
orResource

授予权限以列出附加到指定资
源的标签

读取 index    
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https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_GetDefaultView.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_GetDefaultView.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_GetIndex.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_GetManagedView.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_GetManagedView.html
#awsresourceexplorer-managed-view
#awsresourceexplorer-managed-view
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#awsresourceexplorer-view
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https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListIndexesForMembers.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListIndexesForMembers.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListManagedViews.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListManagedViews.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListSupportedResourceTypes.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListSupportedResourceTypes.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListSupportedResourceTypes.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListTagsForResource.html
#awsresourceexplorer-index
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

view    

 ListViews 授予列出您在其中调用此操作
的所有可用视图的 Amazon 资
源名称 (ARNs) 的权限 AWS 区
域

列表      

 PutResour 
cePolicy [仅
权限]

授予权限以更新指定视图的资
源策略

权限管理 view*    

view*     Search 授予权限以搜索资源和显示与
指定条件相匹配的所有资源的
详细信息

读取

  resource- 
explorer- 
2:Operati 
on

 

index    

view    

 TagResour 
ce

授予权限以将一个或多个标签
键和值对添加到指定的资源中

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

index    

view    

 UntagReso 
urce

授予权限以将一个或多个标签
键和值对从指定的资源中删除

标记

  aws:TagKe 
ys
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#awsresourceexplorer-view
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListViews.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-share.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-share.html
#awsresourceexplorer-view
#awsresourceexplorer-view
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_Search.html
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#awsresourceexplorer-resource-explorer-2_Operation
#awsresourceexplorer-resource-explorer-2_Operation
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#awsresourceexplorer-index
#awsresourceexplorer-view
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_TagResource.html
#awsresourceexplorer-aws_RequestTag___TagKey_
#awsresourceexplorer-aws_RequestTag___TagKey_
#awsresourceexplorer-aws_RequestTag___TagKey_
#awsresourceexplorer-aws_TagKeys
#awsresourceexplorer-aws_TagKeys
#awsresourceexplorer-index
#awsresourceexplorer-view
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_UntagResource.html
#awsresourceexplorer-aws_TagKeys
#awsresourceexplorer-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateInd 
exType

授予权限以将索引类型从 
LOCAL 更改为 AGGREGATO 
R 或改回索引类型

写入 index*    

 UpdateView 授予权限以修改视图的某些详
细信息

写入 view*    

AWS Resource Explorer 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 view arn:${Partition}:resource-explorer-2 
:${Region}:${Account}:view/${ViewNam 
e}/${ViewUuid}

aws:ResourceTag/${ 
TagKey}

 index arn:${Partition}:resource-explorer-2 
:${Region}:${Account}:index/${IndexU 
uid}

aws:ResourceTag/${ 
TagKey}

 managed-v 
iew

arn:${Partition}:resource-explorer-2 
:${Region}:${Account}:managed-view/$ 
{ManagedViewName}/${ManagedViewUuid}

 

AWS Resource Explorer 的条件键

AWS 资源管理器定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。
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https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_UpdateIndexType.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_UpdateIndexType.html
#awsresourceexplorer-index
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_UpdateView.html
#awsresourceexplorer-view
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_View.html
#awsresourceexplorer-aws_ResourceTag___TagKey_
#awsresourceexplorer-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_Index.html
#awsresourceexplorer-aws_ResourceTag___TagKey_
#awsresourceexplorer-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/resource-explorer/latest/userguide/API_ManagedView.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/API_ManagedView.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
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要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签键筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 resource- 
explorer- 
2:Operation

按正在调用的实际操作筛选访问权限，可用值：搜索， 
ListResources

字符串

Amazon Resource Group Tagging API 的操作、资源和条件键

Amazon Resource Group Tagging API（服务前缀：tag）提供以下服务特定的资源、操作和条件上下
文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Resource Group Tagging API 定义的操作

• Amazon Resource Group Tagging API 定义的资源类型

• Amazon Resource Group Tagging API 的条件键
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsresourceexplorer.html
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https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-prereqs.html
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Amazon Resource Group Tagging API 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
eportCreation

授予描述 StartReportCreation 
操作状态的权限

读取      

 GetCompli 
anceSumma 
ry

授予权限以检索有多少资源不
符合其有效标签策略的摘要

读取      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_DescribeReportCreation.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_DescribeReportCreation.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetComplianceSummary.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetComplianceSummary.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetComplianceSummary.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetResour 
ces

授予返回为调用账号指定的已
标记或之前标记 AWS 区域 的
资源的权限

读取      

 GetTagKeys 授予返回当前在为调用账号指
定的标签密钥 AWS 区域 的权
限

读取      

 GetTagVal 
ues

授予返回指定密钥的标签值的
权限，这些值用于调用账户 
AWS 区域 的指定密钥

读取      

 StartRepo 
rtCreation

授予权限以开始生成一个报
告，其中列出组织中账户的所
有已标记资源，以及每个资源
是否符合生效标签策略。

写入      

 TagResour 
ces

授予将一个或多个标签应用到
指定资源的权限

标记      

 UntagReso 
urces

授予从指定资源中删除指定标
签的权限

标记      

Amazon Resource Group Tagging API 定义的资源类型

Amazon Resource Group Tagging API 不支持在 IAM policy 语句的 Resource 元素中指定资源 
ARN。要允许对 Amazon Resource Group Tagging API 的访问权限，请在策略中指定 "Resource": 
"*"。

Amazon Resource Group Tagging API 的条件键

Resource Group Tagging 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关
所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetTagKeys.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetTagValues.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetTagValues.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_StartReportCreation.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_StartReportCreation.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_TagResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_TagResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_UntagResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_UntagResources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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AWS Resource Groups 的操作、资源和条件键

AWS Resource Groups（服务前缀:resource-groups）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Resource Groups 定义的操作

• AWS Resource Groups 定义的资源类型

• AWS Resource Groups 的条件键

AWS Resource Groups 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/ARG/latest/userguide/
https://docs.aws.amazon.com/ARG/latest/APIReference/
https://docs.aws.amazon.com/ARG/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Resource [仅
权限]

授予将资源与应用程序关联的
权限

写入 group*    

 CancelTag 
SyncTask

授予权限以取消应用程序组标
签同步任务

写入 group*   resource- 
groups:De 
leteGroup

 CreateGroup 授予创建具有指定名称、描述
和资源查询的资源组的权限

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

cloudform 
ation:Des 
cribeStac 
ks

 DeleteGroup 授予删除指定资源组的权限 写入 group*   tag:GetRe 
sources

 DeleteGro 
upPolicy [仅
权限]

授予权限以为指定组添加基于
资源的策略

写入 group*    

 Disassoci 
ateResource
[仅权限]

授予将资源与应用程序取消关
联的权限

写入 group*    
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/servicecatalog/latest/arguide/associate-resources.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/associate-resources.html
#awsresourcegroups-group
https://docs.aws.amazon.com/ARG/latest/APIReference/API_CancelTagSyncTask.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_CancelTagSyncTask.html
#awsresourcegroups-group
https://docs.aws.amazon.com/ARG/latest/APIReference/API_CreateGroup.html
#awsresourcegroups-aws_RequestTag___TagKey_
#awsresourcegroups-aws_RequestTag___TagKey_
#awsresourcegroups-aws_RequestTag___TagKey_
#awsresourcegroups-aws_TagKeys
#awsresourcegroups-aws_TagKeys
https://docs.aws.amazon.com/ARG/latest/APIReference/API_DeleteGroup.html
#awsresourcegroups-group
https://docs.aws.amazon.com/license-manager/latest/userguide/management-role.html#service-linked-role-permissions-management-role
https://docs.aws.amazon.com/license-manager/latest/userguide/management-role.html#service-linked-role-permissions-management-role
#awsresourcegroups-group
https://docs.aws.amazon.com/servicecatalog/latest/arguide/associate-resources.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/associate-resources.html
#awsresourcegroups-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAccoun 
tSettings

授予获取资源组中可选功能的
当前状态的权限

读取      

 GetGroup 授予获取指定资源组信息的权
限

Read group*    

 GetGroupC 
onfiguration

授予获取与指定资源组关联的
服务配置的权限

读取 group*    

 GetGroupP 
olicy [仅权限]

授予权限以获取指定组基于资
源的策略

读取 group*    

 GetGroupQ 
uery

授予获取与指定资源组关联的
查询的权限

读取 group*    

 GetTagSyn 
cTask

授予权限以获取指定标签同步
任务的信息

读取 group*    

 GetTags 授予获取与指定资源组关联的
标签的权限

Read group*    

 GroupReso 
urces

授予将指定资源添加到指定组
的权限

Write group*   resource- 
groups:Ta 
g

tag:TagRe 
sources
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https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetGroup.html
#awsresourcegroups-group
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetGroupConfiguration.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetGroupConfiguration.html
#awsresourcegroups-group
https://docs.aws.amazon.com/license-manager/latest/userguide/management-role.html#service-linked-role-permissions-management-role
https://docs.aws.amazon.com/license-manager/latest/userguide/management-role.html#service-linked-role-permissions-management-role
#awsresourcegroups-group
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetGroupQuery.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetGroupQuery.html
#awsresourcegroups-group
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetTagSyncTask.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetTagSyncTask.html
#awsresourcegroups-group
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetTags.html
#awsresourcegroups-group
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GroupResources.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GroupResources.html
#awsresourcegroups-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListGroup 
Resources

授予列出属于指定资源组成员
的资源的权限

列表 group*   cloudform 
ation:Des 
cribeStac 
ks

cloudform 
ation:Lis 
tStackRes 
ources

tag:GetRe 
sources

 ListGroup 
ingStatuses

授予权限以列出指定应用程序
组分组状态

列表 group*    

 ListGroups 授予列出账户中所有资源组的
权限

列表      

 ListResou 
rceTypes [仅
权限]

授予权限以列出支持的资源类
型

列表      

 ListTagSy 
ncTasks

授予权限以列出账户中的所有
标签同步任务

列表 group*    

 PutGroupC 
onfiguration

授予放置与指定资源组关联的
服务配置的权限

Write group*    

 PutGroupP 
olicy [仅权限]

授予为指定组添加基于资源的
策略的权限

写入 group*    
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https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListGroupResources.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListGroupResources.html
#awsresourcegroups-group
https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListGroupingStatuses.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListGroupingStatuses.html
#awsresourcegroups-group
https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListGroups.html
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListTagSyncTasks.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListTagSyncTasks.html
#awsresourcegroups-group
https://docs.aws.amazon.com/ARG/latest/APIReference/API_PutGroupConfiguration.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_PutGroupConfiguration.html
#awsresourcegroups-group
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#awsresourcegroups-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SearchRes 
ources

授予搜索与给定查询匹配的 
AWS 资源的权限

列表     cloudform 
ation:Des 
cribeStac 
ks

cloudform 
ation:Lis 
tStackRes 
ources

tag:GetRe 
sources

 StartTagS 
yncTask

授予权限以为应用程序组创建
标签同步任务

写入 group*   iam:PassR 
ole

resource- 
groups:Cr 
eateGroup

group*     Tag 授予标记指定资源组的权限 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UngroupRe 
sources

授予从指定组中删除指定资源
的权限

Write group*   resource- 
groups:Un 
tag

tag:Untag 
Resources
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https://docs.aws.amazon.com/ARG/latest/APIReference/API_SearchResources.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_SearchResources.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_StartTagSyncTask.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_StartTagSyncTask.html
#awsresourcegroups-group
#awsresourcegroups-group
https://docs.aws.amazon.com/ARG/latest/APIReference/API_Tag.html
#awsresourcegroups-aws_RequestTag___TagKey_
#awsresourcegroups-aws_RequestTag___TagKey_
#awsresourcegroups-aws_RequestTag___TagKey_
#awsresourcegroups-aws_TagKeys
#awsresourcegroups-aws_TagKeys
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UngroupResources.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UngroupResources.html
#awsresourcegroups-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

group*     Untag 授予删除与指定资源组关联的
标签的权限

标记

  aws:TagKe 
ys

 

 UpdateAcc 
ountSettings

授予更新资源组中可选功能的
权限

写入      

 UpdateGro 
up

授予更新指定资源组的权限 Write group*    

 UpdateGro 
upQuery

授予更新与指定资源组关联的
查询的权限

Write group*   cloudform 
ation:Des 
cribeStac 
ks

AWS Resource Groups 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 group arn:${Partition}:resource-groups:${R 
egion}:${Account}:group/${GroupName}

aws:ResourceTag/${ 
TagKey}

 tagSyncTask arn:${Partition}:resource-groups:${R 
egion}:${Account}:group/${GroupName} 
/tag-sync-task/${TaskId}

aws:ResourceTag/${ 
TagKey}
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#awsresourcegroups-group
https://docs.aws.amazon.com/ARG/latest/APIReference/API_Untag.html
#awsresourcegroups-aws_TagKeys
#awsresourcegroups-aws_TagKeys
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateGroup.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateGroup.html
#awsresourcegroups-group
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateGroupQuery.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateGroupQuery.html
#awsresourcegroups-group
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/ARG/latest/userguide/resource-groups.html
#awsresourcegroups-aws_ResourceTag___TagKey_
#awsresourcegroups-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/servicecatalog/latest/arguide/app-tag-sync.html
#awsresourcegroups-aws_ResourceTag___TagKey_
#awsresourcegroups-aws_ResourceTag___TagKey_
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AWS Resource Groups 的条件键

AWS Resource Groups 定义了以下可用于 IAM 策略Condition元素的条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

Amazon RHEL 知识库门户的操作、资源和条件键

Amazon RHEL 知识库门户（服务前缀：rhelkb）提供以下服务特定的资源、操作和条件上下文键以
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon RHEL 知识库门户定义的操作

• Amazon RHEL 知识库门户定义的资源类型

• Amazon RHEL 知识库门户的条件键
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/systems-manager/latest/userguide/fleet-rhel.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/fleet-rhel.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security-iam.html
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Amazon RHEL 知识库门户定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetRhelURL 授予权限以访问 Red Hat 知识
库门户

读取      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/systems-manager/latest/userguide/fleet-rhel.html
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Amazon RHEL 知识库门户定义的资源类型

Amazon RHEL 知识门户不支持在 IAM policy 语句的 Resource 元素中指定资源 ARN。要允许对 
Amazon RHEL 知识库门户的访问权限，请在策略中指定 "Resource": "*"。

Amazon RHEL 知识库门户的条件键

RHEL KB 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用
的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS RoboMaker 的操作、资源和条件键

AWS RoboMaker （服务前缀:robomaker）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS RoboMaker 定义的操作

• AWS RoboMaker 定义的资源类型

• AWS RoboMaker 的条件键

AWS RoboMaker 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/robomaker/how-it-works.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_Reference.html
https://docs.aws.amazon.com/robomaker/latest/dg/what-is-robomaker.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html


服务授权参考 服务授权参考

以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchDele 
teWorlds

在批处理操作中删除一个或多
个世界

Write      

 BatchDesc 
ribeSimul 
ationJob

描述多个模拟作业 Read      

 CancelDep 
loymentJob

取消部署作业 Write deploymen 
tJob*

   

 CancelSim 
ulationJob

取消模拟作业 Write simulatio 
nJob*

   

 CancelSim 
ulationJo 
bBatch

取消模拟作业批处理 Write simulatio 
nJobBatch 
*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/robomaker/latest/dg/API_BatchDeleteWorlds.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_BatchDeleteWorlds.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_BatchDescribeSimulationJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_BatchDescribeSimulationJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_BatchDescribeSimulationJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CancelDeploymentJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CancelDeploymentJob.html
#awsrobomaker-deploymentJob
#awsrobomaker-deploymentJob
https://docs.aws.amazon.com/robomaker/latest/dg/API_CancelSimulationJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CancelSimulationJob.html
#awsrobomaker-simulationJob
#awsrobomaker-simulationJob
https://docs.aws.amazon.com/robomaker/latest/dg/API_CancelSimulationJobBatch.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CancelSimulationJobBatch.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CancelSimulationJobBatch.html
#awsrobomaker-simulationJobBatch
#awsrobomaker-simulationJobBatch
#awsrobomaker-simulationJobBatch
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelWor 
ldExportJob

取消世界导出作业 Write worldExpo 
rtJob*

   

 CancelWor 
ldGenerat 
ionJob

取消世界生成作业 Write worldGene 
rationJob 
*

   

 CreateDep 
loymentJob

创建部署作业 Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:Creat 
eServiceL 
inkedRole

 CreateFleet 创建部署队列以表示运行相同
机器人应用程序的机器人的逻
辑组

Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateRobot 创建可以在队列中注册的机器
人

Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:Creat 
eServiceL 
inkedRole

 CreateRob 
otApplication

创建机器人应用程序 Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/robomaker/latest/dg/API_CancelWorldExportJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CancelWorldExportJob.html
#awsrobomaker-worldExportJob
#awsrobomaker-worldExportJob
https://docs.aws.amazon.com/robomaker/latest/dg/API_CancelWorldGenerationJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CancelWorldGenerationJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CancelWorldGenerationJob.html
#awsrobomaker-worldGenerationJob
#awsrobomaker-worldGenerationJob
#awsrobomaker-worldGenerationJob
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateDeploymentJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateDeploymentJob.html
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateFleet.html
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateRobot.html
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateRobotApplication.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateRobotApplication.html
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRob 
otApplica 
tionVersion

创建机器人应用程序快照 Write robotAppl 
ication*

  s3:GetObj 
ect

 CreateSim 
ulationAp 
plication

创建模拟应用程序 Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateSim 
ulationAp 
plication 
Version

创建模拟应用程序快照 Write simulatio 
nApplicat 
ion*

  s3:GetObj 
ect

 CreateSim 
ulationJob

创建模拟作业 Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:Creat 
eServiceL 
inkedRole

world*     CreateWor 
ldExportJob

创建世界导出作业 Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateWor 
ldGenerat 
ionJob

创建世界生成作业 Write worldTemp 
late*
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https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateRobotApplicationVersion.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateRobotApplicationVersion.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateRobotApplicationVersion.html
#awsrobomaker-robotApplication
#awsrobomaker-robotApplication
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateSimulationApplication.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateSimulationApplication.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateSimulationApplication.html
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateSimulationApplicationVersion.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateSimulationApplicationVersion.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateSimulationApplicationVersion.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateSimulationApplicationVersion.html
#awsrobomaker-simulationApplication
#awsrobomaker-simulationApplication
#awsrobomaker-simulationApplication
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateSimulationJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateSimulationJob.html
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-world
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateWorldExportJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateWorldExportJob.html
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateWorldGenerationJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateWorldGenerationJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateWorldGenerationJob.html
#awsrobomaker-worldTemplate
#awsrobomaker-worldTemplate
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateWor 
ldTemplate

创建世界模板 Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteFleet 删除部署队列 Write deploymen 
tFleet*

   

 DeleteRobot 删除机器人 Write robot*    

 DeleteRob 
otApplication

删除机器人应用程序 Write robotAppl 
ication*

   

 DeleteSim 
ulationAp 
plication

删除模拟应用程序 Write simulatio 
nApplicat 
ion*

   

 DeleteWor 
ldTemplate

删除世界模板 Write worldTemp 
late*

   

deploymen 
tFleet*

    Deregiste 
rRobot

从队列中取消注册机器人 Write

robot*    
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#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateWorldTemplate.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_CreateWorldTemplate.html
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/robomaker/latest/dg/API_DeleteFleet.html
#awsrobomaker-deploymentFleet
#awsrobomaker-deploymentFleet
https://docs.aws.amazon.com/robomaker/latest/dg/API_DeleteRobot.html
#awsrobomaker-robot
https://docs.aws.amazon.com/robomaker/latest/dg/API_DeleteRobotApplication.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DeleteRobotApplication.html
#awsrobomaker-robotApplication
#awsrobomaker-robotApplication
https://docs.aws.amazon.com/robomaker/latest/dg/API_DeleteSimulationApplication.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DeleteSimulationApplication.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DeleteSimulationApplication.html
#awsrobomaker-simulationApplication
#awsrobomaker-simulationApplication
#awsrobomaker-simulationApplication
https://docs.aws.amazon.com/robomaker/latest/dg/API_DeleteWorldTemplate.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DeleteWorldTemplate.html
#awsrobomaker-worldTemplate
#awsrobomaker-worldTemplate
#awsrobomaker-deploymentFleet
#awsrobomaker-deploymentFleet
https://docs.aws.amazon.com/robomaker/latest/dg/API_DeregisterRobot.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DeregisterRobot.html
#awsrobomaker-robot
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeD 
eployment 
Job

描述部署作业 Read deploymen 
tJob*

   

 DescribeF 
leet

描述部署队列 Read deploymen 
tFleet*

   

 DescribeR 
obot

描述机器人 Read robot*    

 DescribeR 
obotAppli 
cation

描述机器人应用程序 Read robotAppl 
ication*

   

 DescribeS 
imulation 
Application

描述模拟应用程序 Read simulatio 
nApplicat 
ion*

   

 DescribeS 
imulationJob

描述模拟作业 Read simulatio 
nJob*

   

 DescribeS 
imulation 
JobBatch

描述模拟作业批处理 Read simulatio 
nJobBatch 
*

   

 DescribeW 
orld

描述世界 Read world*    

 DescribeW 
orldExportJob

描述世界导出作业 Read worldExpo 
rtJob*

   

 DescribeW 
orldGener 
ationJob

描述世界生成作业 Read worldGene 
rationJob 
*
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https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeDeploymentJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeDeploymentJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeDeploymentJob.html
#awsrobomaker-deploymentJob
#awsrobomaker-deploymentJob
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeFleet.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeFleet.html
#awsrobomaker-deploymentFleet
#awsrobomaker-deploymentFleet
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeRobot.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeRobot.html
#awsrobomaker-robot
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeRobotApplication.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeRobotApplication.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeRobotApplication.html
#awsrobomaker-robotApplication
#awsrobomaker-robotApplication
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeSimulationApplication.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeSimulationApplication.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeSimulationApplication.html
#awsrobomaker-simulationApplication
#awsrobomaker-simulationApplication
#awsrobomaker-simulationApplication
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeSimulationJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeSimulationJob.html
#awsrobomaker-simulationJob
#awsrobomaker-simulationJob
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeSimulationJobBatch.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeSimulationJobBatch.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeSimulationJobBatch.html
#awsrobomaker-simulationJobBatch
#awsrobomaker-simulationJobBatch
#awsrobomaker-simulationJobBatch
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeWorld.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeWorld.html
#awsrobomaker-world
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeWorldExportJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeWorldExportJob.html
#awsrobomaker-worldExportJob
#awsrobomaker-worldExportJob
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeWorldGenerationJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeWorldGenerationJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_DescribeWorldGenerationJob.html
#awsrobomaker-worldGenerationJob
#awsrobomaker-worldGenerationJob
#awsrobomaker-worldGenerationJob
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeW 
orldTemplate

描述世界模板 Read worldTemp 
late*

   

 GetWorldT 
emplateBody

获取世界模板的正文 Read worldTemp 
late*

   

 ListDeplo 
ymentJobs

列出部署作业 List      

 ListFleets 列出队列 List      

 ListRobot 
Applications

列出机器人应用程序 List      

 ListRobots 列出机器人 List      

 ListSimul 
ationAppl 
ications

列出模拟应用程序 List      

 ListSimul 
ationJobB 
atches

列出模拟作业批处理 List      

 ListSimul 
ationJobs

列出模拟作业 List      

 ListSuppo 
rtedAvail 
abilityZones 
[仅权限]

列出支持的可用区 列表      

 ListTagsF 
orResource

列出 RoboMaker 资源的标签 列表 deploymen 
tFleet
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#awsrobomaker-worldTemplate
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#awsrobomaker-deploymentFleet
#awsrobomaker-deploymentFleet


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

deploymen 
tJob

   

robot    

robotAppl 
ication

   

simulatio 
nApplicat 
ion

   

simulatio 
nJob

   

simulatio 
nJobBatch

   

world    

worldExpo 
rtJob

   

worldGene 
rationJob

   

worldTemp 
late

   

 ListWorld 
ExportJobs

列出世界导出作业 List      

 ListWorld 
Generatio 
nJobs

列出世界生成作业 List      
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#awsrobomaker-deploymentJob
#awsrobomaker-deploymentJob
#awsrobomaker-robot
#awsrobomaker-robotApplication
#awsrobomaker-robotApplication
#awsrobomaker-simulationApplication
#awsrobomaker-simulationApplication
#awsrobomaker-simulationApplication
#awsrobomaker-simulationJob
#awsrobomaker-simulationJob
#awsrobomaker-simulationJobBatch
#awsrobomaker-simulationJobBatch
#awsrobomaker-simulationJobBatch
#awsrobomaker-world
#awsrobomaker-worldExportJob
#awsrobomaker-worldExportJob
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#awsrobomaker-worldTemplate
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListWorld 
Templates

列出世界模板 List      

 ListWorlds 列出世界 List      

deploymen 
tFleet*

    RegisterR 
obot

在队列中注册机器人 Write

robot*    

 RestartSi 
mulationJob

重新启动运行的模拟作业 Write simulatio 
nJob*

   

 StartSimu 
lationJob 
Batch

创建模拟作业批处理 Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:Creat 
eServiceL 
inkedRole

 SyncDeplo 
ymentJob

确保将最近部署的机器人应用
程序部署到队列中的所有机器
人

写入 deploymen 
tFleet*

  iam:Creat 
eServiceL 
inkedRole

deploymen 
tFleet

   

deploymen 
tJob

   

robot    

 TagResour 
ce

为 RoboMaker 资源添加标签 标记

robotAppl 
ication
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https://docs.aws.amazon.com/robomaker/latest/dg/API_ListWorldTemplates.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_ListWorldTemplates.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_ListWorlds.html
#awsrobomaker-deploymentFleet
#awsrobomaker-deploymentFleet
https://docs.aws.amazon.com/robomaker/latest/dg/API_RegisterRobot.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_RegisterRobot.html
#awsrobomaker-robot
https://docs.aws.amazon.com/robomaker/latest/dg/API_RestartSimulationJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_RestartSimulationJob.html
#awsrobomaker-simulationJob
#awsrobomaker-simulationJob
https://docs.aws.amazon.com/robomaker/latest/dg/API_StartSimulationJobBatch.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_StartSimulationJobBatch.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_StartSimulationJobBatch.html
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/robomaker/latest/dg/API_SyncDeploymentJob.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_SyncDeploymentJob.html
#awsrobomaker-deploymentFleet
#awsrobomaker-deploymentFleet
#awsrobomaker-deploymentFleet
#awsrobomaker-deploymentFleet
#awsrobomaker-deploymentJob
#awsrobomaker-deploymentJob
#awsrobomaker-robot
https://docs.aws.amazon.com/robomaker/latest/dg/API_TagResource.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_TagResource.html
#awsrobomaker-robotApplication
#awsrobomaker-robotApplication


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

simulatio 
nApplicat 
ion

   

simulatio 
nJob

   

simulatio 
nJobBatch

   

world    

worldExpo 
rtJob

   

worldGene 
rationJob

   

worldTemp 
late

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

deploymen 
tFleet

   

deploymen 
tJob

   

 UntagReso 
urce

从 RoboMaker 资源中移除标
签

标记

robot    
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#awsrobomaker-simulationApplication
#awsrobomaker-simulationApplication
#awsrobomaker-simulationApplication
#awsrobomaker-simulationJob
#awsrobomaker-simulationJob
#awsrobomaker-simulationJobBatch
#awsrobomaker-simulationJobBatch
#awsrobomaker-simulationJobBatch
#awsrobomaker-world
#awsrobomaker-worldExportJob
#awsrobomaker-worldExportJob
#awsrobomaker-worldGenerationJob
#awsrobomaker-worldGenerationJob
#awsrobomaker-worldTemplate
#awsrobomaker-worldTemplate
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_TagKeys
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-aws_RequestTag___TagKey_
#awsrobomaker-deploymentFleet
#awsrobomaker-deploymentFleet
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https://docs.aws.amazon.com/robomaker/latest/dg/API_UntagResource.html
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#awsrobomaker-robot


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

robotAppl 
ication

   

simulatio 
nApplicat 
ion

   

simulatio 
nJob

   

simulatio 
nJobBatch

   

world    

worldExpo 
rtJob

   

worldGene 
rationJob

   

worldTemp 
late

   

  aws:TagKe 
ys

 

 UpdateRob 
otApplication

更新机器人应用程序 Write robotAppl 
ication*

   

 UpdateRob 
otDeployment 
[仅权限]

报告单个机器人的部署状态 Write      
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#awsrobomaker-robotApplication
#awsrobomaker-robotApplication
#awsrobomaker-simulationApplication
#awsrobomaker-simulationApplication
#awsrobomaker-simulationApplication
#awsrobomaker-simulationJob
#awsrobomaker-simulationJob
#awsrobomaker-simulationJobBatch
#awsrobomaker-simulationJobBatch
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSim 
ulationAp 
plication

更新模拟应用程序 Write simulatio 
nApplicat 
ion*

   

 UpdateWor 
ldTemplate

更新世界模板 写入 worldTemp 
late*

   

AWS RoboMaker 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 robotAppl 
ication

arn:${Partition}:robomaker:${Region} 
:${Account}:robot-application/${Appl 
icationName}/${CreatedOnEpoch}

aws:ResourceTag/${ 
TagKey}

 simulatio 
nApplication

arn:${Partition}:robomaker:${Region} 
:${Account}:simulation-application/$ 
{ApplicationName}/${CreatedOnEpoch}

aws:ResourceTag/${ 
TagKey}

 simulatio 
nJob

arn:${Partition}:robomaker:${Region} 
:${Account}:simulation-job/${Simulat 
ionJobId}

aws:ResourceTag/${ 
TagKey}

 simulatio 
nJobBatch

arn:${Partition}:robomaker:${Region} 
:${Account}:simulation-job-batch/${S 
imulationJobBatchId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/robomaker/latest/dg/API_UpdateSimulationApplication.html
https://docs.aws.amazon.com/robomaker/latest/dg/API_UpdateSimulationApplication.html
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服务授权参考 服务授权参考

资源类型 ARN 条件键

 deploymen 
tJob

arn:${Partition}:robomaker:${Region} 
:${Account}:deployment-job/${Deploym 
entJobId}

aws:ResourceTag/${ 
TagKey}

 robot arn:${Partition}:robomaker:${Region} 
:${Account}:robot/${RobotName}/${Cre 
atedOnEpoch}

aws:ResourceTag/${ 
TagKey}

 deploymen 
tFleet

arn:${Partition}:robomaker:${Region} 
:${Account}:deployment-fleet/${Fleet 
Name}/${CreatedOnEpoch}

aws:ResourceTag/${ 
TagKey}

 worldGene 
rationJob

arn:${Partition}:robomaker:${Region} 
:${Account}:world-generation-job/${W 
orldGenerationJobId}

aws:ResourceTag/${ 
TagKey}

 worldExpo 
rtJob

arn:${Partition}:robomaker:${Region} 
:${Account}:world-export-job/${World 
ExportJobId}

aws:ResourceTag/${ 
TagKey}

 worldTemp 
late

arn:${Partition}:robomaker:${Region} 
:${Account}:world-template/${WorldTe 
mplateJobId}

aws:ResourceTag/${ 
TagKey}

 world arn:${Partition}:robomaker:${Region}:
${Account}:world/${WorldId}

aws:ResourceTag/${ 
TagKey}

AWS RoboMaker 的条件键

AWS RoboMaker 定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一
步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/robomaker/latest/dg/deployment.html
https://docs.aws.amazon.com/robomaker/latest/dg/deployment.html
#awsrobomaker-aws_ResourceTag___TagKey_
#awsrobomaker-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/robomaker/latest/dg/fleets.html
#awsrobomaker-aws_ResourceTag___TagKey_
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#awsrobomaker-aws_ResourceTag___TagKey_
#awsrobomaker-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/robomaker/latest/dg/worlds-managing-simworld-templates.html
https://docs.aws.amazon.com/robomaker/latest/dg/worlds-managing-simworld-templates.html
#awsrobomaker-aws_ResourceTag___TagKey_
#awsrobomaker-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/robomaker/latest/dg/worlds-managing-generated-worlds.html
#awsrobomaker-aws_ResourceTag___TagKey_
#awsrobomaker-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html


服务授权参考 服务授权参考

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选访问 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选访问 ArrayOfString

Amazon Route 53 的操作、资源和条件键

Amazon Route 53（服务前缀：route53）提供以下服务特定的资源、操作和条件上下文键以在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Route 53 定义的操作

• Amazon Route 53 定义的资源类型

• Amazon Route 53 的条件键

Amazon Route 53 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/robomaker/latest/dg/tagging-resources-iam-policies.html
https://docs.aws.amazon.com/robomaker/latest/dg/tagging-resources-iam-policies.html
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服务授权参考 服务授权参考

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ActivateK 
eySigningKey

授予激活密钥签名密钥的权
限，以使 DNSSEC 可以将其
用于签名

Write hostedzon 
e*

   

hostedzon 
e

  ec2:Descr 
ibeVpcs

 Associate 
VPCWithHo 
stedZone

授予将其他 Amazon VPC 与私
有托管区域相关联的权限

写入

  route53:V 
PCs

 

 ChangeCid 
rCollection

授予在 CIDR 集合中创建或删
除 CIDR 块的权限

写入 cidrcolle 
ction*

   

 ChangeRes 
ourceReco 
rdSets

授予创建、更新或删除记录的
权限，其中包含指定域或子域
名称的权威 DNS 信息

Write hostedzon 
e*
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ActivateKeySigningKey.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ActivateKeySigningKey.html
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_ChangeResourceRecordSets.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ChangeResourceRecordSets.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  route53:C 
hangeReso 
urceRecor 
dSetsNorm 
alizedRec 
ordNames

route53:C 
hangeReso 
urceRecor 
dSetsReco 
rdTypes

route53:C 
hangeReso 
urceRecor 
dSetsActi 
ons

 

healthche 
ck*

    ChangeTag 
sForResou 
rce

授予为运行状况检查或托管区
域添加、编辑或删除标签的权
限

标记

hostedzon 
e*

   

 CreateCid 
rCollection

授予创建新的 CIDR 集合的权
限

写入      

 CreateHea 
lthCheck

授予创建新的运行状况检查的
权限，该运行状况检查监控 
Web 应用程序、Web 服务器以
及其他资源的运行状况和性能

Write      
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#amazonroute53-route53_ChangeResourceRecordSetsNormalizedRecordNames
#amazonroute53-route53_ChangeResourceRecordSetsNormalizedRecordNames
#amazonroute53-route53_ChangeResourceRecordSetsNormalizedRecordNames
#amazonroute53-route53_ChangeResourceRecordSetsNormalizedRecordNames
#amazonroute53-route53_ChangeResourceRecordSetsNormalizedRecordNames
#amazonroute53-route53_ChangeResourceRecordSetsNormalizedRecordNames
#amazonroute53-route53_ChangeResourceRecordSetsRecordTypes
#amazonroute53-route53_ChangeResourceRecordSetsRecordTypes
#amazonroute53-route53_ChangeResourceRecordSetsRecordTypes
#amazonroute53-route53_ChangeResourceRecordSetsRecordTypes
#amazonroute53-route53_ChangeResourceRecordSetsRecordTypes
#amazonroute53-route53_ChangeResourceRecordSetsActions
#amazonroute53-route53_ChangeResourceRecordSetsActions
#amazonroute53-route53_ChangeResourceRecordSetsActions
#amazonroute53-route53_ChangeResourceRecordSetsActions
#amazonroute53-route53_ChangeResourceRecordSetsActions
#amazonroute53-healthcheck
#amazonroute53-healthcheck
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ChangeTagsForResource.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ChangeTagsForResource.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ChangeTagsForResource.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateCidrCollection.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateCidrCollection.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateHealthCheck.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateHealthCheck.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateHos 
tedZone

授予创建公有托管区域的权
限，该托管区域用于指定域名
系统 (DNS) 如何路由域（如 
example.com）及其子域的 
Internet 流量

Write   route53:V 
PCs

ec2:Descr 
ibeVpcs

 CreateKey 
SigningKey

授予创建与托管区域关联的新
密钥签名密钥的权限

Write hostedzon 
e*

   

 CreateQue 
ryLogging 
Config

授予为 DNS 查询日志记录创建
配置的权限

Write hostedzon 
e*

   

 CreateReu 
sableDele 
gationSet

授予创建可供多个托管区域重
用的委派集（一组四个名称服
务器）的权限

Write      

 CreateTra 
fficPolicy

授予创建流量策略的权限，该
流量策略用于为一个域名（如 
example.com）或一个子域名 
（如 www.example.com）创建 
多个 DNS 记录

Write      

hostedzon 
e*

    CreateTra 
fficPolic 
yInstance

授予基于指定流量策略版本中
的设置在指定托管区域中创建
记录的权限

Write

trafficpo 
licy*

   

 CreateTra 
fficPolic 
yVersion

授予创建现有流量策略的新版
本的权限

写入 trafficpo 
licy*
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateHostedZone.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateHostedZone.html
#amazonroute53-route53_VPCs
#amazonroute53-route53_VPCs
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateKeySigningKey.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateKeySigningKey.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateQueryLoggingConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateQueryLoggingConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateQueryLoggingConfig.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateReusableDelegationSet.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateReusableDelegationSet.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateReusableDelegationSet.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateTrafficPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateTrafficPolicy.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateTrafficPolicyInstance.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateTrafficPolicyInstance.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateTrafficPolicyInstance.html
#amazonroute53-trafficpolicy
#amazonroute53-trafficpolicy
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateTrafficPolicyVersion.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateTrafficPolicyVersion.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateTrafficPolicyVersion.html
#amazonroute53-trafficpolicy
#amazonroute53-trafficpolicy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

hostedzon 
e*

    CreateVPC 
Associati 
onAuthori 
zation

授予权限以授权创建指定 VPC 
的用户提交关联VPCWithHost 
edZone 请求，该请求将 VPC 
与由其他账户创建的指定托管
区域相关联 AWS 账户

写入

  route53:V 
PCs

 

 Deactivat 
eKeySigni 
ngKey

授予停用密钥签名密钥的权
限，以使 DNSSEC 不会将其
用于签名

写入 hostedzon 
e*

   

 DeleteCid 
rCollection

授予删除 CIDR 集合的权限 写入 cidrcolle 
ction*

   

 DeleteHea 
lthCheck

授予删除运行状况检查的权限 Write healthche 
ck*

   

 DeleteHos 
tedZone

授予删除托管区域的权限 Write hostedzon 
e*

   

 DeleteKey 
SigningKey

授予删除密钥签名密钥的权限 Write hostedzon 
e*

   

 DeleteQue 
ryLogging 
Config

授予为 DNS 查询日志记录删除
配置的权限

Write querylogg 
ingconfig 
*

   

 DeleteReu 
sableDele 
gationSet

授予删除可重用委派集的权限 Write delegatio 
nset*

   

 DeleteTra 
fficPolicy

授予删除流量策略的权限 Write trafficpo 
licy*
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#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateVPCAssociationAuthorization.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateVPCAssociationAuthorization.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateVPCAssociationAuthorization.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_CreateVPCAssociationAuthorization.html
#amazonroute53-route53_VPCs
#amazonroute53-route53_VPCs
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeactivateKeySigningKey.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeactivateKeySigningKey.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeactivateKeySigningKey.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteCidrCollection.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteCidrCollection.html
#amazonroute53-cidrcollection
#amazonroute53-cidrcollection
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteHealthCheck.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteHealthCheck.html
#amazonroute53-healthcheck
#amazonroute53-healthcheck
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteHostedZone.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteHostedZone.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteKeySigningKey.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteKeySigningKey.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteQueryLoggingConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteQueryLoggingConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteQueryLoggingConfig.html
#amazonroute53-queryloggingconfig
#amazonroute53-queryloggingconfig
#amazonroute53-queryloggingconfig
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteReusableDelegationSet.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteReusableDelegationSet.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteReusableDelegationSet.html
#amazonroute53-delegationset
#amazonroute53-delegationset
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteTrafficPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteTrafficPolicy.html
#amazonroute53-trafficpolicy
#amazonroute53-trafficpolicy


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteTra 
fficPolic 
yInstance

授予删除流量策略实例以及 
Route 53 在您创建该实例时创 
建的所有记录的权限

Write trafficpo 
licyinsta 
nce*

   

hostedzon 
e*

    DeleteVPC 
Associati 
onAuthori 
zation

授予删除使 Amazon Virtual 
Private Cloud 与 Route 53 私
有托管区域相关联的授权的权
限

Write

  route53:V 
PCs

 

 DisableHo 
stedZoneD 
NSSEC

授予在特定托管区域中禁用 
DNSSEC 签名的权限

Write hostedzon 
e*

   

hostedzon 
e

  ec2:Descr 
ibeVpcs

 Disassoci 
ateVPCFro 
mHostedZo 
ne

授予取消 Amazon Virtual 
Private Cloud 与 Route 53 私
有托管区域的关联的权限

Write

  route53:V 
PCs

 

 EnableHos 
tedZoneDN 
SSEC

授予在特定托管区域中启用 
DNSSEC 签名的权限

Write hostedzon 
e*

   

 GetAccoun 
tLimit

授予获取当前账户的指定限制
（例如，您使用账户可创建的
运行状况检查的最大数量）的
权限

Read      

 GetChange 授予获取创建、更新或删除一
个或多个记录的请求的当前状
态的权限

List change*    
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteTrafficPolicyInstance.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteTrafficPolicyInstance.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteTrafficPolicyInstance.html
#amazonroute53-trafficpolicyinstance
#amazonroute53-trafficpolicyinstance
#amazonroute53-trafficpolicyinstance
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteVPCAssociationAuthorization.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteVPCAssociationAuthorization.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteVPCAssociationAuthorization.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DeleteVPCAssociationAuthorization.html
#amazonroute53-route53_VPCs
#amazonroute53-route53_VPCs
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DisableHostedZoneDNSSEC.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DisableHostedZoneDNSSEC.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DisableHostedZoneDNSSEC.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DisassociateVPCFromHostedZone.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DisassociateVPCFromHostedZone.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DisassociateVPCFromHostedZone.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_DisassociateVPCFromHostedZone.html
#amazonroute53-route53_VPCs
#amazonroute53-route53_VPCs
https://docs.aws.amazon.com/Route53/latest/APIReference/API_EnableHostedZoneDNSSEC.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_EnableHostedZoneDNSSEC.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_EnableHostedZoneDNSSEC.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetAccountLimit.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetAccountLimit.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetChange.html
#amazonroute53-change


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetChecke 
rIpRanges

授予获取 Route 53 运行状况检
查程序用于检查资源运行状况 
的 IP 范围列表的权限

List      

 GetDNSSEC 授予获取特定托管区域 
DNSSEC 信息的权限，包括托 
管区域中的密钥签名密钥

Read hostedzon 
e*

   

 GetGeoLoc 
ation

授予获取有关 Route 53 地理位
置记录是否支持指定地理位置
的信息的权限

List      

 GetHealth 
Check

授予获取有关指定运行状况检
查的信息的权限

读取 healthche 
ck*

   

 GetHealth 
CheckCount

授予获取与当前关联的运行状
况检查数量的权限 AWS 账户

列表      

 GetHealth 
CheckLast 
FailureRe 
ason

授予获取指定运行状况检查最
近失败的原因的权限

List healthche 
ck*

   

 GetHealth 
CheckStatus

授予获取指定运行状况检查的
状态的权限

List healthche 
ck*

   

 GetHosted 
Zone

授予获取有关指定托管区域
（包括 Route 53 分配给托管区
域的四个名称服务器）的信息
的权限

列表 hostedzon 
e*

   

 GetHosted 
ZoneCount

授予获取与当前区域关联的托
管区域数量的权限 AWS 账户

列表      
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetCheckerIpRanges.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetCheckerIpRanges.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetDNSSEC.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetGeoLocation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetGeoLocation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHealthCheck.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHealthCheck.html
#amazonroute53-healthcheck
#amazonroute53-healthcheck
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHealthCheckCount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHealthCheckCount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHealthCheckLastFailureReason.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHealthCheckLastFailureReason.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHealthCheckLastFailureReason.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHealthCheckLastFailureReason.html
#amazonroute53-healthcheck
#amazonroute53-healthcheck
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHealthCheckStatus.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHealthCheckStatus.html
#amazonroute53-healthcheck
#amazonroute53-healthcheck
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHostedZone.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHostedZone.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHostedZoneCount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHostedZoneCount.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetHosted 
ZoneLimit

授予获取指定托管区域的指定
限制的权限

Read hostedzon 
e*

   

 GetQueryL 
oggingConfig

授予获取有关 DNS 查询日志记
录的指定配置的信息的权限

Read querylogg 
ingconfig 
*

   

 GetReusab 
leDelegat 
ionSet

授予获取有关指定可重用委派
集（包括分配给委派集的四个
名称服务器）的信息的权限

List delegatio 
nset*

   

 GetReusab 
leDelegat 
ionSetLimit

授予获取可与指定可重用委派
集关联的托管区域的最大数量
的权限

Read delegatio 
nset*

   

 GetTraffi 
cPolicy

授予获取有关指定流量策略版
本的信息的权限

Read trafficpo 
licy*

   

 GetTraffi 
cPolicyIn 
stance

授予获取有关指定流量策略实
例的信息的权限

读取 trafficpo 
licyinsta 
nce*

   

 GetTraffi 
cPolicyIn 
stanceCount

授予获取与当前流量策略关联
的流量策略实例数量的权限 
AWS 账户

读取      

 ListCidrB 
locks

授予获取指定 CIDR 集合中 
CIDR 块列表的权限

列表 cidrcolle 
ction*

   

 ListCidrC 
ollections

授予获取与当前 CIDR 集合关
联的 CIDR 集合列表的权限 
AWS 账户

列表      

 ListCidrL 
ocations

授予获取属于指定 CIDR 集合
的 CIDR 位置列表的权限

列表 cidrcolle 
ction*
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHostedZoneLimit.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetHostedZoneLimit.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetQueryLoggingConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetQueryLoggingConfig.html
#amazonroute53-queryloggingconfig
#amazonroute53-queryloggingconfig
#amazonroute53-queryloggingconfig
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetReusableDelegationSet.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetReusableDelegationSet.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetReusableDelegationSet.html
#amazonroute53-delegationset
#amazonroute53-delegationset
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetReusableDelegationSetLimit.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetReusableDelegationSetLimit.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetReusableDelegationSetLimit.html
#amazonroute53-delegationset
#amazonroute53-delegationset
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetTrafficPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetTrafficPolicy.html
#amazonroute53-trafficpolicy
#amazonroute53-trafficpolicy
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetTrafficPolicyInstance.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetTrafficPolicyInstance.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetTrafficPolicyInstance.html
#amazonroute53-trafficpolicyinstance
#amazonroute53-trafficpolicyinstance
#amazonroute53-trafficpolicyinstance
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetTrafficPolicyInstanceCount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetTrafficPolicyInstanceCount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_GetTrafficPolicyInstanceCount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListCidrBlocks.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListCidrBlocks.html
#amazonroute53-cidrcollection
#amazonroute53-cidrcollection
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListCidrCollections.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListCidrCollections.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListCidrLocations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListCidrLocations.html
#amazonroute53-cidrcollection
#amazonroute53-cidrcollection


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListGeoLo 
cations

授予获取对于地理位置 Route 
53 支持的地理位置列表的权限

读取      

 ListHealt 
hChecks

授予获取与当前状态关联的运
行状况检查列表的权限 AWS 
账户

读取      

 ListHoste 
dZones

授予获取与当前托管区域关联
的公共和私有托管区域列表的
权限 AWS 账户

列表      

 ListHoste 
dZonesByN 
ame

授予获取按词典顺序排列的您
的托管区域列表的权限。托
管区域按名称进行排序并颠
倒了标签，例如 com.examp 
le.www。

列表      

 ListHoste 
dZonesByV 
PC

授予权限以获取与指定的 VPC 
关联的所有私有托管区域的列
表

列表   route53:V 
PCs

ec2:Descr 
ibeVpcs

 ListQuery 
LoggingCo 
nfigs

授予列出与当前 AWS 账户 或
与指定托管区域关联的配置关
联的 DNS 查询日志记录配置的 
权限

列表 hostedzon 
e

   

 ListResou 
rceRecord 
Sets

授予列出指定托管区域中的记
录的权限

列表 hostedzon 
e*

   

 ListReusa 
bleDelega 
tionSets

授予权限以列出与当前 AWS 
账户关联的可重用委派集。

读取      
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListGeoLocations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListGeoLocations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListHealthChecks.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListHealthChecks.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListHostedZones.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListHostedZones.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListHostedZonesByName.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListHostedZonesByName.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListHostedZonesByName.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListHostedZonesByVPC.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListHostedZonesByVPC.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListHostedZonesByVPC.html
#amazonroute53-route53_VPCs
#amazonroute53-route53_VPCs
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListQueryLoggingConfigs.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListQueryLoggingConfigs.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListQueryLoggingConfigs.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListResourceRecordSets.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListResourceRecordSets.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListResourceRecordSets.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListReusableDelegationSets.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListReusableDelegationSets.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListReusableDelegationSets.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

healthche 
ck

    ListTagsF 
orResource

授予列出一个运行状况检查或
托管区域的标签的权限

读取

hostedzon 
e

   

healthche 
ck

    ListTagsF 
orResources

授予列出最多 10 个运行状况检
查或托管区域的标签的权限

读取

hostedzon 
e

   

 ListTraff 
icPolicies

授予权限以获取有关与当前 
AWS 账户关联的每个流量策略
的最新版本的信息。策略按创
建顺序列出

列表      

 ListTraff 
icPolicyI 
nstances

授予权限以获取有关您使用当
前流量策略创建的流量策略实
例的信息 AWS 账户

读取      

 ListTraff 
icPolicyI 
nstancesB 
yHostedZone

授予获取有关您在指定托管区
域中创建的流量策略实例的信
息的权限

List hostedzon 
e*

   

 ListTraff 
icPolicyI 
nstancesB 
yPolicy

授予获取有关您使用指定流量
策略版本创建的流量策略实例
的信息的权限

List trafficpo 
licy*

   

 ListTraff 
icPolicyV 
ersions

授予获取有关指定流量策略的
所有版本的信息的权限

列表 trafficpo 
licy*

   

Amazon Route 53 3501

#amazonroute53-healthcheck
#amazonroute53-healthcheck
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTagsForResource.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
#amazonroute53-healthcheck
#amazonroute53-healthcheck
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTagsForResources.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTagsForResources.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicies.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicies.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyInstances.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyInstances.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyInstances.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyInstancesByHostedZone.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyInstancesByHostedZone.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyInstancesByHostedZone.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyInstancesByHostedZone.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyInstancesByPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyInstancesByPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyInstancesByPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyInstancesByPolicy.html
#amazonroute53-trafficpolicy
#amazonroute53-trafficpolicy
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyVersions.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyVersions.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListTrafficPolicyVersions.html
#amazonroute53-trafficpolicy
#amazonroute53-trafficpolicy
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListVPCAs 
sociation 
Authoriza 
tions

授予权限以获取由其他账户创
建 VPCs 的、可以与指定托管 
区域关联的列表

列表 hostedzon 
e*

   

 TestDNSAn 
swer

授予获取 Route 53 为响应指定
记录名称和类型的 DNS 查询而
返回的值的权限

Read      

 UpdateHea 
lthCheck

授予更新现有运行状况检查的
权限

Write healthche 
ck*

   

 UpdateHos 
tedZoneCo 
mment

授予更新指定托管区域的注释
的权限

Write hostedzon 
e*

   

 UpdateTra 
fficPolic 
yComment

授予更新指定流量策略版本的
注释的权限

Write trafficpo 
licy*

   

 UpdateTra 
fficPolic 
yInstance

授予更新指定托管区域中基于
指定流量策略版本中的设置创
建的记录的权限

Write trafficpo 
licyinsta 
nce*

   

Amazon Route 53 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListVPCAssociationAuthorizations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListVPCAssociationAuthorizations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListVPCAssociationAuthorizations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ListVPCAssociationAuthorizations.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_TestDNSAnswer.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_TestDNSAnswer.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_UpdateHealthCheck.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_UpdateHealthCheck.html
#amazonroute53-healthcheck
#amazonroute53-healthcheck
https://docs.aws.amazon.com/Route53/latest/APIReference/API_UpdateHostedZoneComment.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_UpdateHostedZoneComment.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_UpdateHostedZoneComment.html
#amazonroute53-hostedzone
#amazonroute53-hostedzone
https://docs.aws.amazon.com/Route53/latest/APIReference/API_UpdateTrafficPolicyComment.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_UpdateTrafficPolicyComment.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_UpdateTrafficPolicyComment.html
#amazonroute53-trafficpolicy
#amazonroute53-trafficpolicy
https://docs.aws.amazon.com/Route53/latest/APIReference/API_UpdateTrafficPolicyInstance.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_UpdateTrafficPolicyInstance.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_UpdateTrafficPolicyInstance.html
#amazonroute53-trafficpolicyinstance
#amazonroute53-trafficpolicyinstance
#amazonroute53-trafficpolicyinstance
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 cidrcollection arn:${Partition}:route53:::cidrcolle 
ction/${Id}

 

 change arn:${Partition}:route53:::change/${ 
Id}

 

 delegatio 
nset

arn:${Partition}:route53:::delegatio 
nset/${Id}

 

 healthcheck arn:${Partition}:route53:::healthche 
ck/${Id}

 

 hostedzone arn:${Partition}:route53:::hostedzon 
e/${Id}

 

 trafficpolicy arn:${Partition}:route53:::trafficpo 
licy/${Id}

 

 trafficpo 
licyinstance

arn:${Partition}:route53:::trafficpo 
licyinstance/${Id}

 

 querylogg 
ingconfig

arn:${Partition}:route53:::querylogg 
ingconfig/${Id}

 

 vpc arn:${Partition}:ec2:${Region}:${Acc 
ount}:vpc/${VpcId}

 

Amazon Route 53 的条件键

Amazon Route 53 定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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API_CidrCollection.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_Change.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/route-53-concepts.html#route-53-concepts-reusable-delegation-set
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/route-53-concepts.html#route-53-concepts-reusable-delegation-set
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/route-53-concepts.html#route-53-concepts-health-check
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/route-53-concepts.html#route-53-concepts-hosted-zone
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/traffic-policies.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/traffic-policy-records.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/traffic-policy-records.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/query-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/query-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 route53:C 
hangeReso 
urceRecor 
dSetsActions

按请求中的更改操作 “创建”、“UPSERT” 或 “删除” 筛选访
问权限 ChangeResourceRecordSets

ArrayOfString

 route53:C 
hangeReso 
urceRecor 
dSetsNorm 
alizedRec 
ordNames

按 ChangeResourceRecordSets 请求中的标准化 DNS 记
录名称筛选访问权限

ArrayOfString

 route53:C 
hangeReso 
urceRecor 
dSetsReco 
rdTypes

按 ChangeResourceRecordSets 请求中的 DNS 记录类型
筛选访问权限

ArrayOfString

 route53:VPCs 按 VPCs 请求筛选访问权限 字符串

Amazon Route 53 Domains 的操作、资源和条件键

Amazon Route 53 Domains（服务前缀：route53domains）提供以下服务特定的资源、操作和条件
上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Route 53 Domains 定义的操作

• Amazon Route 53 Domains 定义的资源类型
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/specifying-conditions-route53.html#route53_rrsetConditionKeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://docs.aws.amazon.com/Route53/latest/APIReference/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/auth-and-access-control.html
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• Amazon Route 53 Domains 的条件键

Amazon Route 53 Domains 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptDom 
ainTransf 
erFromAno 

授予接受将一个域名从另一个
域名转移 AWS 账户 到当前域
名的权限 AWS 账户

写入      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_AcceptDomainTransferFromAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_AcceptDomainTransferFromAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_AcceptDomainTransferFromAnotherAwsAccount.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

therAwsAc 
count

 Associate 
Delegatio 
nSignerTo 
Domain

授予将新的委派签名者关联到
域的权限

写入      

 CancelDom 
ainTransf 
erToAnoth 
erAwsAcco 
unt

授予取消将当前域名转移 AWS 
账户 到另一个域名的权限 
AWS 账户

写入      

 CheckDoma 
inAvailability

授予权限以检查某个域名的可
用性

Read      

 CheckDoma 
inTransfe 
rability

授予权限以检查域名是否可
以转移到 Amazon Route 53 
Domains

读取      

 DeleteDom 
ain

授予权限以删除域 写入      

 DeleteTag 
sForDomain

授予权限以删除为域指定的标
签

Tagging      

 DisableDo 
mainAutoR 
enew

授予权限以配置 Amazon 
Route 53，以便在域注册到期
之前自动续订指定的域

写入      

 DisableDo 
mainTrans 
ferLock

授予移除域名转移锁定（特别
是 clientTransferProhibited 状
态）的权限，以允许域名转移

写入      
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_AcceptDomainTransferFromAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_AcceptDomainTransferFromAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_AssociateDelegationSignerToDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_AssociateDelegationSignerToDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_AssociateDelegationSignerToDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_AssociateDelegationSignerToDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_CancelDomainTransferToAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_CancelDomainTransferToAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_CancelDomainTransferToAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_CancelDomainTransferToAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_CancelDomainTransferToAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_CheckDomainAvailability.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_CheckDomainAvailability.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_CheckDomainTransferability.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_CheckDomainTransferability.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_CheckDomainTransferability.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DeleteDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DeleteDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DeleteTagsForDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DeleteTagsForDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DisableDomainAutoRenew.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DisableDomainAutoRenew.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DisableDomainAutoRenew.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DisableDomainTransferLock.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DisableDomainTransferLock.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DisableDomainTransferLock.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateDelega 
tionSigne 
rFromDomain

授予取消现有委派签名者与域
的关联的权限

写入      

 EnableDom 
ainAutoRe 
new

授予权限以配置 Amazon 
Route 53，以便在域注册到期
之前自动续订指定的域

写入      

 EnableDom 
ainTransf 
erLock

授予在域名上设置转移锁定
（特别是 clientTransferProh 
ibited 状态）的权限，以防止域
名转移

写入      

 GetContac 
tReachabi 
lityStatus

对于需要确认注册者联系人的
电子邮件地址是否有效的操作
（例如注册新的域），授予权
限以获取有关注册者联系人是
否已响应的信息

读取      

 GetDomain 
Detail

授予权限以获取有关域的详细
信息

Read      

 GetDomain 
Suggestions

授予权限以获取给定字符串
（可能是域名或者只是不带空
格的词或短语）的建议域名列
表

Read      

 GetOperat 
ionDetail

授予权限以获取未完成的操作
的当前状态

读取      

 ListDomains 授予列出所有在 Amazon 
Route 53 上注册的当前域名的 
权限 AWS 账户

列表      
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DisassociateDelegationSignerFromDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DisassociateDelegationSignerFromDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DisassociateDelegationSignerFromDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DisassociateDelegationSignerFromDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DisableDomainAutoRenew.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DisableDomainAutoRenew.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_DisableDomainAutoRenew.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_EnableDomainTransferLock.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_EnableDomainTransferLock.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_EnableDomainTransferLock.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_GetContactReachabilityStatus.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_GetContactReachabilityStatus.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_GetContactReachabilityStatus.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_GetDomainDetail.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_GetDomainDetail.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_GetDomainSuggestions.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_GetDomainSuggestions.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_GetOperationDetail.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_GetOperationDetail.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_ListDomains.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListOpera 
tions

授予列出尚未完成 IDs 的操作
的权限

列表      

 ListPrices 授予列出操作价格的权限 TLDs 列表      

 ListTagsF 
orDomain

授予权限以列出与指定域关联
的所有标签

读取      

 PushDomain 授予更改 .uk 域的 IPS 标记的
权限，以启动从 Route 53 到其
他注册商的转移过程

写入      

 RegisterD 
omain

授予权限以注册域 写入      

 RejectDom 
ainTransf 
erFromAno 
therAwsAc 
count

授予拒绝将一个域名从另一个
域名转移 AWS 账户 到当前域
名的权限 AWS 账户

写入      

 RenewDoma 
in

授予权限以将域续订指定的年
数

写入      

 ResendCon 
tactReach 
abilityEmail

对于需要确认注册者联系人的
电子邮件地址是否有效的操作
（例如注册新的域），授予权
限以将确认电子邮件重新发送
到注册者联系人的当前电子邮
件地址

写入      

 ResendOpe 
rationAut 
horization

授予重新发送操作授权的权限 写入      
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_ListOperations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_ListOperations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_ListPrices.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_ListTagsForDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_ListTagsForDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_PushDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_RegisterDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_RegisterDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_RejectDomainTransferFromAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_RejectDomainTransferFromAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_RejectDomainTransferFromAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_RejectDomainTransferFromAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_RejectDomainTransferFromAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_RenewDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_RenewDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_ResendContactReachabilityEmail.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_ResendContactReachabilityEmail.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_ResendContactReachabilityEmail.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_ResendOperationAuthorization.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_ResendOperationAuthorization.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_ResendOperationAuthorization.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RetrieveD 
omainAuth 
Code

授予获取该域 AuthCode 名的
权限

写入      

 TransferD 
omain

授予权限以将域从其他注册商
转移到 Amazon Route 53

写入      

 TransferD 
omainToAn 
otherAwsA 
ccount

授予将域名从当前域名转移 
AWS 账户 到另一个域名的权
限 AWS 账户

写入      

 UpdateDom 
ainContact

授予权限以更新域的联系人信
息

Write      

 UpdateDom 
ainContac 
tPrivacy

授予权限以更新域联系人隐私
设置

Write      

 UpdateDom 
ainNamese 
rvers

授予权限以将域的当前名称服
务器集替换为指定的名称服务
器集

Write      

 UpdateTag 
sForDomain

授予权限以便为指定的域添加
或更新标签

标记      

 ViewBilling 授予获取指定时间段内当前所
有与域名相关的账单记录 AWS 
账户 的权限

读取      

Amazon Route 53 Domains 定义的资源类型

Amazon Route 53 Domains 不支持在 IAM policy 语句的 Resource 元素中指定资源 ARN。要允许对 
Amazon Route 53 Domains 的访问权限，请在策略中指定 "Resource": "*"。
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_RetrieveDomainAuthCode.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_RetrieveDomainAuthCode.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_RetrieveDomainAuthCode.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_TransferDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_TransferDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_TransferDomainToAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_TransferDomainToAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_TransferDomainToAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_TransferDomainToAnotherAwsAccount.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_UpdateDomainContact.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_UpdateDomainContact.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_UpdateDomainContactPrivacy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_UpdateDomainContactPrivacy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_UpdateDomainContactPrivacy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_UpdateDomainNameservers.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_UpdateDomainNameservers.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_UpdateDomainNameservers.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_UpdateTagsForDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_UpdateTagsForDomain.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_domains_ViewBilling.html
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Amazon Route 53 Domains 的条件键

Route 53 Domains 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服
务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Route 53 Profiles 的操作、资源和条件键

Amazon Route 53 Profiles（服务前缀：route53profiles）提供以下服务特定的资源、操作和条件
上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Route 53 Profiles 定义的操作

• Amazon Route 53 Profiles 定义的资源类型

• Amazon Route 53 Profiles 的条件键

Amazon Route 53 Profiles 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/
https://docs.aws.amazon.com/Route53/latest/APIReference/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Profile

授予权限以将配置文件关联到
客户 VPC

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Descr 
ibeVpcs

 Associate 
ResourceT 
oProfile

授予权限以将资源（例如 DNS 
防火墙规则组、私有托管区
域、解析器规则等）关联到指
定配置文件

写入      

 CreateProfile 授予权限以创建新的配置文件
资源

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteProfile 授予删除由指定的个人资料的
权限 ProfileId

写入      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_AssociateProfile.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_AssociateProfile.html
#amazonroute53profiles-aws_RequestTag___TagKey_
#amazonroute53profiles-aws_RequestTag___TagKey_
#amazonroute53profiles-aws_RequestTag___TagKey_
#amazonroute53profiles-aws_TagKeys
#amazonroute53profiles-aws_TagKeys
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_AssociateResourceToProfile.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_AssociateResourceToProfile.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_AssociateResourceToProfile.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_CreateProfile.html
#amazonroute53profiles-aws_RequestTag___TagKey_
#amazonroute53profiles-aws_RequestTag___TagKey_
#amazonroute53profiles-aws_RequestTag___TagKey_
#amazonroute53profiles-aws_TagKeys
#amazonroute53profiles-aws_TagKeys
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_DeleteProfile.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateProfile

授予权限以删除客户 VPC 与指
定配置文件之间的关联

写入      

 Disassoci 
ateResour 
ceFromPro 
file

授予权限以删除资源（例如 
DNS 防火墙规则组、私有托管
区域、解析器规则等）与指定
配置文件之间的关联

写入      

 GetProfile 授予权限以获取配置文件 读取      

 GetProfil 
eAssociation

授予权限以获取配置文件关联 
ID 指定的配置文件与 VPC 关
联

读取      

 GetProfil 
ePolicy [仅权
限]

授予权限以读取配置文件的 
RAM 访问控制策略

读取 profile*    

 GetProfil 
eResource 
Association

根据以下内容授予获取配置文
件资源关联的权限 ProfileRe 
sourceAssociationId

读取      

 ListProfi 
leAssocia 
tions

授予列出与 VPCs 之关联的所
有指定配置文件的权限

列表      

 ListProfi 
leResourc 
eAssociations

授予权限以列出给定配置文件 
ID 的资源之间的所有关联，例
如 DNS 防火墙规则组、私有托
管区域、解析器规则等

列表      

 ListProfiles 授予权限以列出由客户创建和
共享给客户的所有配置文件

列表      
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_DisassociateProfile.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_DisassociateProfile.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_DisassociateResourceFromProfile.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_DisassociateResourceFromProfile.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_DisassociateResourceFromProfile.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_DisassociateResourceFromProfile.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_GetProfile.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_GetProfileAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_GetProfileAssociation.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/sharing-profiles.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/sharing-profiles.html
#amazonroute53profiles-profile
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_GetProfileResourceAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_GetProfileResourceAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_GetProfileResourceAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_ListProfileAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_ListProfileAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_ListProfileAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_ListProfileResourceAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_ListProfileResourceAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_ListProfileResourceAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_ListProfiles.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTagsF 
orResource

授予权限以列出与资源关联的
所有标签

列表      

 PutProfil 
ePolicy [仅权
限]

授予权限以定义配置文件的 
RAM 访问控制策略

写入 profile*    

profile    

profile-a 
ssociatio 
n

   

 TagResour 
ce

授予权限以将标签添加到给定
资源

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

profile    

profile-a 
ssociatio 
n

   

 UntagReso 
urce

授予权限以从给定资源中删除
标签

标记

  aws:TagKe 
ys

 

 UpdatePro 
fileResou 
rceAssoci 
ation

授予权限以更新配置文件资源
关联名称或资源属性或两者，
如果名称和资源属性均为空，
则 API 将返回现有的配置文件
资源关联

写入      
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_ListTagsForResource.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_ListTagsForResource.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/sharing-profiles.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/sharing-profiles.html
#amazonroute53profiles-profile
#amazonroute53profiles-profile
#amazonroute53profiles-profile-association
#amazonroute53profiles-profile-association
#amazonroute53profiles-profile-association
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_TagResource.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_TagResource.html
#amazonroute53profiles-aws_RequestTag___TagKey_
#amazonroute53profiles-aws_RequestTag___TagKey_
#amazonroute53profiles-aws_RequestTag___TagKey_
#amazonroute53profiles-aws_TagKeys
#amazonroute53profiles-aws_TagKeys
#amazonroute53profiles-profile
#amazonroute53profiles-profile-association
#amazonroute53profiles-profile-association
#amazonroute53profiles-profile-association
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_UntagResource.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_UntagResource.html
#amazonroute53profiles-aws_TagKeys
#amazonroute53profiles-aws_TagKeys
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_UpdateProfileResourceAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_UpdateProfileResourceAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53profiles_UpdateProfileResourceAssociation.html
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Amazon Route 53 Profiles 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 profile arn:${Partition}:route53profiles:${R 
egion}:${Account}:profile/${Resource 
Id}

aws:ResourceTag/${ 
TagKey}

 profile-a 
ssociation

arn:${Partition}:route53profiles:${R 
egion}:${Account}:profile-associatio 
n/${ResourceId}

aws:ResourceTag/${ 
TagKey}

Amazon Route 53 Profiles 的条件键

Amazon Route 53 Profiles 定义以下可在 IAM 策略的 Condition 元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按是否存在附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString
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Amazon Route 53 Recovery 集群的操作、资源和条件键

Amazon Route 53 Recovery 集群（服务前缀：route53-recovery-cluster）提供以下服务特定
的资源、操作和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Route 53 Recovery 集群定义的操作

• Amazon Route 53 Recovery 集群定义的资源类型

• Amazon Route 53 Recovery 集群的条件键

Amazon Route 53 Recovery 集群定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetRoutin 
gControlState

授予权限以获取路由控制状态 读取 routingco 
ntrol*

   

 ListRouti 
ngControls

授予权限以列出路由控制 读取      

routingco 
ntrol*

    UpdateRou 
tingContr 
olState

授予权限以更新路由控制状态 写入

  route53-r 
ecovery-
cluster:Al 
lowSafety 
RulesOver 
rides

 

routingco 
ntrol*

    UpdateRou 
tingContr 
olStates

授予权限以更新批处理路由控
制状态

写入

  route53-r 
ecovery-
cluster:Al 
lowSafety 
RulesOver 
rides
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Amazon Route 53 Recovery 集群定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 routingco 
ntrol

arn:${Partition}:route53-recovery-co 
ntrol::${Account}:controlpanel/${Con 
trolPanelId}/routingcontrol/${Routin 
gControlId}

 

Amazon Route 53 Recovery 集群的条件键

Amazon Route 53 Recovery 集群定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 route53-
recovery-
cluster:Al 
lowSafety 
RulesOverrides

覆盖安全规则以允许路由控制状态更新 布尔型

Amazon Route 53 Recovery 控制的操作、资源和条件键

Amazon Route 53 Recovery 控制（服务前缀：route53-recovery-control-config）提供以下
服务特定的资源、操作和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Route 53 Recovery 控制定义的操作

• Amazon Route 53 Recovery 控制定义的资源类型

• Amazon Route 53 Recovery 控制的条件键

Amazon Route 53 Recovery 控制定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cluster*     CreateClu 
ster

授予权限以创建集群 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

controlpa 
nel*

    CreateCon 
trolPanel

授予权限以创建控制面板 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateRou 
tingControl

授予权限以创建路由控制 写入 routingco 
ntrol*

   

safetyrul 
e*

    CreateSaf 
etyRule

授予权限以创建安全规则 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteClu 
ster

授予权限以删除集群 写入 cluster*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteCon 
trolPanel

授予权限以删除控制面板 写入 controlpa 
nel*

   

 DeleteRes 
ourcePolicy
[仅权限]

授予删除集群的 RAM 访问控
制策略的权限

写入 cluster*    

 DeleteRou 
tingControl

授予权限以删除路由控制 Write routingco 
ntrol*

   

 DeleteSaf 
etyRule

授予权限以删除安全规则 Write safetyrul 
e*

   

 DescribeC 
luster

授予权限以描述集群 Read cluster*    

 DescribeC 
ontrolPanel

授予权限以描述控制面板 Read controlpa 
nel*

   

 DescribeR 
outingControl

授予权限以描述路由控制 Read routingco 
ntrol*

   

 DescribeR 
outingCon 
trolByName

授予权限以描述路由控制 Read routingco 
ntrol*

   

 DescribeS 
afetyRule

授予权限以描述安全规则 读取 safetyrul 
e*

   

 GetResour 
cePolicy

授予权限以获取集群的资源策
略

读取 cluster*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAssoc 
iatedRout 
e53Health 
Checks

授予权限以列出关联的 Route 
53 运行状况检查

列表      

 ListClusters 授予权限以列出集群 读取      

 ListContr 
olPanels

授予权限以列出控制面板 Read      

 ListRouti 
ngControls

授予权限以列出路由控制 读取      

 ListSafet 
yRules

授予权限以列出安全规则 读取 controlpa 
nel*

   

 ListTagsF 
orResource

授予权限以列出资源的标签 读取      

 PutResour 
cePolicy [仅
权限]

授予为集群定义 RAM 访问控
制策略的权限

写入 cluster*    

cluster    

controlpa 
nel

   

 TagResour 
ce

授予权限以标记资源 标记

safetyrule    
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https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol-routingcontrolarn-associatedroute53healthchecks.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol-routingcontrolarn-associatedroute53healthchecks.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol-routingcontrolarn-associatedroute53healthchecks.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol-routingcontrolarn-associatedroute53healthchecks.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/cluster.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanels.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanels.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel-controlpanelarn-routingcontrols.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel-controlpanelarn-routingcontrols.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel-controlpanelarn-safetyrules.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel-controlpanelarn-safetyrules.html
#amazonroute53recoverycontrols-controlpanel
#amazonroute53recoverycontrols-controlpanel
https://docs.aws.amazon.com/recovery-cluster/latest/api/tags-resource-arn.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/tags-resource-arn.html
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.failover-different-accounts.html
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.failover-different-accounts.html
#amazonroute53recoverycontrols-cluster
#amazonroute53recoverycontrols-cluster
#amazonroute53recoverycontrols-controlpanel
#amazonroute53recoverycontrols-controlpanel
https://docs.aws.amazon.com/recovery-cluster/latest/api/tags-resource-arn.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/tags-resource-arn.html
#amazonroute53recoverycontrols-safetyrule
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

cluster    

controlpa 
nel

   

safetyrule    

 UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys

 

 UpdateClu 
ster

授予权限以更新集群 写入 cluster*    

 UpdateCon 
trolPanel

授予权限以更新集群 写入 controlpa 
nel*

   

 UpdateRou 
tingControl

授予权限以更新路由控制 写入 routingco 
ntrol*

   

 UpdateSaf 
etyRule

授予权限以更新安全规则 写入 safetyrul 
e*

   

Amazon Route 53 Recovery 控制定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#amazonroute53recoverycontrols-aws_TagKeys
#amazonroute53recoverycontrols-aws_TagKeys
#amazonroute53recoverycontrols-aws_RequestTag___TagKey_
#amazonroute53recoverycontrols-aws_RequestTag___TagKey_
#amazonroute53recoverycontrols-aws_RequestTag___TagKey_
#amazonroute53recoverycontrols-cluster
#amazonroute53recoverycontrols-controlpanel
#amazonroute53recoverycontrols-controlpanel
#amazonroute53recoverycontrols-safetyrule
https://docs.aws.amazon.com/recovery-cluster/latest/api/tags-resource-arn.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/tags-resource-arn.html
#amazonroute53recoverycontrols-aws_TagKeys
#amazonroute53recoverycontrols-aws_TagKeys
https://docs.aws.amazon.com/recovery-cluster/latest/api/cluster.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/cluster.html
#amazonroute53recoverycontrols-cluster
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel.html
#amazonroute53recoverycontrols-controlpanel
#amazonroute53recoverycontrols-controlpanel
https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol.html
#amazonroute53recoverycontrols-routingcontrol
#amazonroute53recoverycontrols-routingcontrol
https://docs.aws.amazon.com/recovery-cluster/latest/api/safetyrule.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/safetyrule.html
#amazonroute53recoverycontrols-safetyrule
#amazonroute53recoverycontrols-safetyrule
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 cluster arn:${Partition}:route53-recovery-co 
ntrol::${Account}:cluster/${Resource 
Id}

aws:ResourceTag/${ 
TagKey}

 controlpanel arn:${Partition}:route53-recovery-co 
ntrol::${Account}:controlpanel/${Con 
trolPanelId}

aws:ResourceTag/${ 
TagKey}

 routingco 
ntrol

arn:${Partition}:route53-recovery-co 
ntrol::${Account}:controlpanel/${Con 
trolPanelId}/routingcontrol/${Routin 
gControlId}

 

 safetyrule arn:${Partition}:route53-recovery-co 
ntrol::${Account}:controlpanel/${Con 
trolPanelId}/safetyrule/${SafetyRule 
Id}

aws:ResourceTag/${ 
TagKey}

Amazon Route 53 Recovery 控制的条件键

Amazon Route 53 Recovery 控件定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中标签的键和值筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString
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https://docs.aws.amazon.com/recovery-cluster/latest/api/cluster.html
#amazonroute53recoverycontrols-aws_ResourceTag___TagKey_
#amazonroute53recoverycontrols-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel.html
#amazonroute53recoverycontrols-aws_ResourceTag___TagKey_
#amazonroute53recoverycontrols-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/safetyrule.html
#amazonroute53recoverycontrols-aws_ResourceTag___TagKey_
#amazonroute53recoverycontrols-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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Amazon Route 53 Recovery 就绪性的操作、资源和条件键

Amazon Route 53 Recovery 就绪性（服务前缀：route53-recovery-readiness）提供以下服务
特定的资源、操作和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Route 53 Recovery 就绪性定义的操作

• Amazon Route 53 Recovery 就绪性定义的资源类型

• Amazon Route 53 Recovery 就绪性的条件键

Amazon Route 53 Recovery 就绪性定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/resources.html
https://docs.aws.amazon.com/r53recovery/latest/dg/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cell*     CreateCell 授予权限以创建新的单元 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCro 
ssAccount 
Authorization

授予权限以创建跨账户授权 写入      

readiness 
check*

    CreateRea 
dinessCheck

授予权限以创建就绪性检查 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateRec 
overyGroup

授予权限以创建恢复组 写入 recoveryg 
roup*
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reference_policies_actions-resources-contextkeys.html#actions_table
#amazonroute53recoveryreadiness-cell
https://docs.aws.amazon.com/recovery-readiness/latest/api/cells.html
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-aws_TagKeys
https://docs.aws.amazon.com/recovery-readiness/latest/api/crossaccountauthorizations.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/crossaccountauthorizations.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/crossaccountauthorizations.html
#amazonroute53recoveryreadiness-readinesscheck
#amazonroute53recoveryreadiness-readinesscheck
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks.html
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-aws_TagKeys
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups.html
#amazonroute53recoveryreadiness-recoverygroup
#amazonroute53recoveryreadiness-recoverygroup
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

resources 
et*

    CreateRes 
ourceSet

授予权限以创建资源集 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteCell 授予权限以删除单元 写入 cell*    

 DeleteCro 
ssAccount 
Authorization

授予权限以删除跨账户授权 写入      

 DeleteRea 
dinessCheck

授予权限以删除就绪性检查 写入 readiness 
check*

   

 DeleteRec 
overyGroup

授予权限以删除恢复组 写入 recoveryg 
roup*

   

 DeleteRes 
ourceSet

授予权限以删除资源集 写入 resources 
et*
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#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-resourceset
#amazonroute53recoveryreadiness-resourceset
https://docs.aws.amazon.com/recovery-readiness/latest/api/resourcesets.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/resourcesets.html
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-aws_TagKeys
https://docs.aws.amazon.com/recovery-readiness/latest/api/cells-cellname.html
#amazonroute53recoveryreadiness-cell
https://docs.aws.amazon.com/recovery-readiness/latest/api/crossaccountauthorizations-crossaccountauthorization.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/crossaccountauthorizations-crossaccountauthorization.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/crossaccountauthorizations-crossaccountauthorization.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks-readinesscheckname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks-readinesscheckname.html
#amazonroute53recoveryreadiness-readinesscheck
#amazonroute53recoveryreadiness-readinesscheck
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups-recoverygroupname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups-recoverygroupname.html
#amazonroute53recoveryreadiness-recoverygroup
#amazonroute53recoveryreadiness-recoverygroup
https://docs.aws.amazon.com/recovery-readiness/latest/api/resourcesets-resourcesetname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/resourcesets-resourcesetname.html
#amazonroute53recoveryreadiness-resourceset
#amazonroute53recoveryreadiness-resourceset
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetArchit 
ectureRec 
ommendati 
ons

授予权限以获取恢复组架构建
议

读取 recoveryg 
roup*

   

 GetCell 授予权限以获取有关单元的信
息

读取 cell*    

 GetCellRe 
adinessSu 
mmary

授予权限以获取单元就绪性摘
要

读取 cell*    

 GetReadin 
essCheck

授予权限以获取有关就绪性检
查的信息

读取 readiness 
check*

   

 GetReadin 
essCheckR 
esourceSt 
atus

授予权限以获取单个资源就绪
性状态

读取 readiness 
check*

   

 GetReadin 
essCheckS 
tatus

授予权限以获取就绪性检查的
状态（适用于资源集）

读取 readiness 
check*

   

 GetRecove 
ryGroup

授予权限以获取有关恢复组的
信息

读取 recoveryg 
roup*

   

 GetRecove 
ryGroupRe 
adinessSu 
mmary

授予权限以获取恢复组就绪性
摘要

读取 recoveryg 
roup*

   

 GetResour 
ceSet

授予权限以获取有关资源集的
信息

读取 resources 
et*
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https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups-recoverygroupname-architecturerecommendations.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups-recoverygroupname-architecturerecommendations.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups-recoverygroupname-architecturerecommendations.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups-recoverygroupname-architecturerecommendations.html
#amazonroute53recoveryreadiness-recoverygroup
#amazonroute53recoveryreadiness-recoverygroup
https://docs.aws.amazon.com/recovery-readiness/latest/api/cells-cellname.html
#amazonroute53recoveryreadiness-cell
https://docs.aws.amazon.com/recovery-readiness/latest/api/cellreadiness-cellname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/cellreadiness-cellname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/cellreadiness-cellname.html
#amazonroute53recoveryreadiness-cell
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks-readinesscheckname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks-readinesscheckname.html
#amazonroute53recoveryreadiness-readinesscheck
#amazonroute53recoveryreadiness-readinesscheck
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks-readinesscheckname-resource-resourceidentifier-status.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks-readinesscheckname-resource-resourceidentifier-status.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks-readinesscheckname-resource-resourceidentifier-status.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks-readinesscheckname-resource-resourceidentifier-status.html
#amazonroute53recoveryreadiness-readinesscheck
#amazonroute53recoveryreadiness-readinesscheck
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks-readinesscheckname-status.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks-readinesscheckname-status.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks-readinesscheckname-status.html
#amazonroute53recoveryreadiness-readinesscheck
#amazonroute53recoveryreadiness-readinesscheck
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups-recoverygroupname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups-recoverygroupname.html
#amazonroute53recoveryreadiness-recoverygroup
#amazonroute53recoveryreadiness-recoverygroup
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroupreadiness-recoverygroupname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroupreadiness-recoverygroupname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroupreadiness-recoverygroupname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroupreadiness-recoverygroupname.html
#amazonroute53recoveryreadiness-recoverygroup
#amazonroute53recoveryreadiness-recoverygroup
https://docs.aws.amazon.com/recovery-readiness/latest/api/resourcesets-resourcesetname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/resourcesets-resourcesetname.html
#amazonroute53recoveryreadiness-resourceset
#amazonroute53recoveryreadiness-resourceset
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListCells 授予权限以列出单元 读取      

 ListCross 
AccountAu 
thorizations

授予权限以列出跨账户授权 读取      

 ListReadi 
nessChecks

授予权限以列出就绪性检查 读取      

 ListRecov 
eryGroups

授予权限以列出恢复组 读取      

 ListResou 
rceSets

授予权限以列出资源集 读取      

 ListRules 授予权限以列出就绪性规则 Read      

 ListTagsF 
orResources

授予权限以列出资源的标签 Read      

cell    

readiness 
check

   

recoveryg 
roup

   

 TagResour 
ce

授予权限以将标签添加到资源 Tagging

resources 
et
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https://docs.aws.amazon.com/recovery-readiness/latest/api/cells.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/crossaccountauthorizations.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/crossaccountauthorizations.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/crossaccountauthorizations.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/resourcesets.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/resourcesets.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/rules.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/tags-resource-arn.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/tags-resource-arn.html
#amazonroute53recoveryreadiness-cell
#amazonroute53recoveryreadiness-readinesscheck
#amazonroute53recoveryreadiness-readinesscheck
#amazonroute53recoveryreadiness-recoverygroup
#amazonroute53recoveryreadiness-recoverygroup
https://docs.aws.amazon.com/recovery-readiness/latest/api/tags-resource-arn.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/tags-resource-arn.html
#amazonroute53recoveryreadiness-resourceset
#amazonroute53recoveryreadiness-resourceset
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

cell    

readiness 
check

   

recoveryg 
roup

   

resources 
et

   

 UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

cell*     UpdateCell 授予权限以更新单元 写入

  aws:TagKe 
ys

 

readiness 
check*

    UpdateRea 
dinessCheck

授予权限以更新就绪性检查 写入

  aws:TagKe 
ys
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#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-cell
#amazonroute53recoveryreadiness-readinesscheck
#amazonroute53recoveryreadiness-readinesscheck
#amazonroute53recoveryreadiness-recoverygroup
#amazonroute53recoveryreadiness-recoverygroup
#amazonroute53recoveryreadiness-resourceset
#amazonroute53recoveryreadiness-resourceset
https://docs.aws.amazon.com/recovery-readiness/latest/api/tags-resource-arn.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/tags-resource-arn.html
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-aws_RequestTag___TagKey_
#amazonroute53recoveryreadiness-cell
https://docs.aws.amazon.com/recovery-readiness/latest/api/cells-cellname.html
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-readinesscheck
#amazonroute53recoveryreadiness-readinesscheck
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks-readinesscheckname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/readinesschecks-readinesscheckname.html
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

recoveryg 
roup*

    UpdateRec 
overyGroup

授予权限以更新恢复组 写入

  aws:TagKe 
ys

 

resources 
et*

    UpdateRes 
ourceSet

授予权限以更新资源集 写入

  aws:TagKe 
ys

 

Amazon Route 53 Recovery 就绪性定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 readiness 
check

arn:${Partition}:route53-recovery-re 
adiness::${Account}:readiness-check/ 
${ResourceId}

aws:ResourceTag/${ 
TagKey}

 resourceset arn:${Partition}:route53-recovery-re 
adiness::${Account}:resource-set/${R 
esourceId}

aws:ResourceTag/${ 
TagKey}

 cell arn:${Partition}:route53-recovery-re 
adiness::${Account}:cell/${ResourceI 
d}

aws:ResourceTag/${ 
TagKey}
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#amazonroute53recoveryreadiness-recoverygroup
#amazonroute53recoveryreadiness-recoverygroup
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups-recoverygroupname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/recoverygroups-recoverygroupname.html
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-resourceset
#amazonroute53recoveryreadiness-resourceset
https://docs.aws.amazon.com/recovery-readiness/latest/api/resourcesets-resourcesetname.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/resourcesets-resourcesetname.html
#amazonroute53recoveryreadiness-aws_TagKeys
#amazonroute53recoveryreadiness-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/r53recovery/latest/dg/recovery-readiness.readiness-checks.html
https://docs.aws.amazon.com/r53recovery/latest/dg/recovery-readiness.readiness-checks.html
#amazonroute53recoveryreadiness-aws_ResourceTag___TagKey_
#amazonroute53recoveryreadiness-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/r53recovery/latest/dg/recovery-readiness.readiness-checks.html
#amazonroute53recoveryreadiness-aws_ResourceTag___TagKey_
#amazonroute53recoveryreadiness-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/r53recovery/latest/dg/recovery-readiness.recovery-groups.html
#amazonroute53recoveryreadiness-aws_ResourceTag___TagKey_
#amazonroute53recoveryreadiness-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 recoveryg 
roup

arn:${Partition}:route53-recovery-re 
adiness::${Account}:recovery-group/$ 
{ResourceId}

aws:ResourceTag/${ 
TagKey}

Amazon Route 53 Recovery 就绪性的条件键

Amazon Route 53 Recovery 就绪性定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您
可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Route 53 Resolver 的操作、资源和条件键

Amazon Route 53 Resolver（服务前缀：route53resolver）提供以下服务特定的资源、操作和条
件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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https://docs.aws.amazon.com/r53recovery/latest/dg/recovery-readiness.recovery-groups.html
https://docs.aws.amazon.com/r53recovery/latest/dg/recovery-readiness.recovery-groups.html
#amazonroute53recoveryreadiness-aws_ResourceTag___TagKey_
#amazonroute53recoveryreadiness-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/
https://docs.aws.amazon.com/Route53/latest/APIReference/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/auth-and-access-control.html
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• Amazon Route 53 Resolver 定义的操作

• Amazon Route 53 Resolver 定义的资源类型

• Amazon Route 53 Resolver 的条件键

Amazon Route 53 Resolver 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

firewall- 
rule-grou 
p-associa 
tion*

  ec2:Descr 
ibeVpcs

 Associate 
FirewallR 
uleGroup

授予将 Amazon VPC 与指定的
防火墙规则组关联的权限

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Associate 
ResolverE 
ndpointIp 
Address

授予权限以将指定的 IP 地址
与解析程序终端节点相关联。
这是 DNS 查询在通往您的网
络（出站）或您的网络 VPCs 
（入站）的途中通过的 IP 地址

写入 resolver- 
endpoint*

  ec2:Creat 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

 Associate 
ResolverQ 
ueryLogCo 
nfig

授予权限以将 Amazon VPC 与
指定查询日志记录配置关联

Write resolver- 
query-log 
-config*

  ec2:Descr 
ibeVpcs

 Associate 
ResolverRule

授予权限以将指定的解析程序
规则与指定的 VPC 相关联

Write resolver- 
rule*

  ec2:Descr 
ibeVpcs
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#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_AssociateFirewallRuleGroup.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_AssociateFirewallRuleGroup.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_AssociateFirewallRuleGroup.html
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_TagKeys
#amazonroute53resolver-aws_TagKeys
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_AssociateResolverEndpointIpAddress.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_AssociateResolverEndpointIpAddress.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_AssociateResolverEndpointIpAddress.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_AssociateResolverEndpointIpAddress.html
#amazonroute53resolver-resolver-endpoint
#amazonroute53resolver-resolver-endpoint
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_AssociateResolverQueryLogConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_AssociateResolverQueryLogConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_AssociateResolverQueryLogConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_AssociateResolverQueryLogConfig.html
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_AssociateResolverRule.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_AssociateResolverRule.html
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-resolver-rule


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

firewall- 
domain-li 
st*

    CreateFir 
ewallDoma 
inList

授予创建防火墙域列表的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

firewall- 
domain-li 
st*

    CreateFir 
ewallRule

授予在防火墙规则组中创建防
火墙规则的权限

Write

firewall- 
rule-grou 
p*

   

firewall- 
rule-grou 
p*

    CreateFir 
ewallRule 
Group

授予创建防火墙规则组的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateOut 
postResolver

授予权限以在 Outposts 上创建 
Route 53 Resolver

写入 outpost-r 
esolver*

  outposts: 
GetOutpos 
t
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#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateFirewallDomainList.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateFirewallDomainList.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateFirewallDomainList.html
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_TagKeys
#amazonroute53resolver-aws_TagKeys
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateFirewallRule.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateFirewallRule.html
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateFirewallRuleGroup.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateFirewallRuleGroup.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateFirewallRuleGroup.html
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_TagKeys
#amazonroute53resolver-aws_TagKeys
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateOutpostResolver.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateOutpostResolver.html
#amazonroute53resolver-outpost-resolver
#amazonroute53resolver-outpost-resolver
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

resolver- 
endpoint*

  ec2:Creat 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

 CreateRes 
olverEndpoint

授予权限以创建解析程序终端
节点 共有两种类型的解析程序
终端节点：入站和出站。

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_TagKeys
#amazonroute53resolver-aws_TagKeys
#amazonroute53resolver-resolver-endpoint
#amazonroute53resolver-resolver-endpoint
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateResolverEndpoint.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateResolverEndpoint.html
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_TagKeys
#amazonroute53resolver-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRes 
olverQuer 
yLogConfig

授予创建 Resolver 查询日志配
置的权限，该配置定义了你希 
望 Resolver 在哪里保存源自你
的 DNS 查询日志 VPCs

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

resolver- 
rule*

    CreateRes 
olverRule

授予权限以定义如何将来自您
的 VPC 的查询路由到 VPC 之
外

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteFir 
ewallDoma 
inList

授予删除防火墙域列表的权限 Write firewall- 
domain-li 
st*

   

firewall- 
domain-li 
st*

    DeleteFir 
ewallRule

授予删除防火墙规则组中的防
火墙规则的权限

Write

firewall- 
rule-grou 
p*

   

 DeleteFir 
ewallRule 
Group

授予删除防火墙规则组的权限 写入 firewall- 
rule-grou 
p*

   

 DeleteOut 
postResolver

授予权限以在 Outposts 上删除 
Route 53 Resolver

写入 outpost-r 
esolver*
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateResolverQueryLogConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateResolverQueryLogConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateResolverQueryLogConfig.html
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
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#amazonroute53resolver-aws_TagKeys
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-resolver-rule
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateResolverRule.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_CreateResolverRule.html
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_TagKeys
#amazonroute53resolver-aws_TagKeys
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteFirewallDomainList.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteFirewallDomainList.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteFirewallDomainList.html
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteFirewallRule.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteFirewallRule.html
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteFirewallRuleGroup.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteFirewallRuleGroup.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteFirewallRuleGroup.html
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteOutpostResolver.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteOutpostResolver.html
#amazonroute53resolver-outpost-resolver
#amazonroute53resolver-outpost-resolver


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteRes 
olverEndpoint

授予权限以删除解析程序终端
节点。删除解析程序终端节点
的效果取决于它是入站还是出
站终端节点

Write resolver- 
endpoint*

  ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

 DeleteRes 
olverQuer 
yLogConfig

授予权限以删除解析程序查询
日志记录配置

Write resolver- 
query-log 
-config*

   

 DeleteRes 
olverRule

授予权限以删除解析程序规则 Write resolver- 
rule*

   

 Disassoci 
ateFirewa 
llRuleGroup

授予删除指定防火墙规则组与
指定 VPC 之间的关联的权限

Write firewall- 
rule-grou 
p-associa 
tion*

   

 Disassoci 
ateResolv 
erEndpoin 
tIpAddress

授予权限以从解析程序终端节
点中删除指定的 IP 地址。这是 
DNS 查询在通往您的网络（出
站）或您的网络 VPCs （入
站）的途中通过的 IP 地址

写入 resolver- 
endpoint*

  ec2:Delet 
eNetworkI 
nterface

ec2:Descr 
ibeNetwor 
kInterfac 
es

 Disassoci 
ateResolv 
erQueryLo 
gConfig

授予权限以删除指定解析程序
查询日志记录配置与指定 VPC 
之间的关联

Write resolver- 
query-log 
-config*
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteResolverEndpoint.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteResolverEndpoint.html
#amazonroute53resolver-resolver-endpoint
#amazonroute53resolver-resolver-endpoint
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteResolverQueryLogConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteResolverQueryLogConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteResolverQueryLogConfig.html
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteResolverRule.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DeleteResolverRule.html
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-resolver-rule
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateFirewallRuleGroup.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateFirewallRuleGroup.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateFirewallRuleGroup.html
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateResolverEndpointIpAddress.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateResolverEndpointIpAddress.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateResolverEndpointIpAddress.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateResolverEndpointIpAddress.html
#amazonroute53resolver-resolver-endpoint
#amazonroute53resolver-resolver-endpoint
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateResolverQueryLogConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateResolverQueryLogConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateResolverQueryLogConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateResolverQueryLogConfig.html
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateResolv 
erRule

授予权限以删除指定解析程序
规则与指定 VPC 之间的关联

Write resolver- 
rule*

   

 GetFirewa 
llConfig

授予获取有关指定防火墙配置
信息的权限

Read firewall- 
config*

  ec2:Descr 
ibeVpcs

 GetFirewa 
llDomainList

授予获取有关指定防火墙域列
表信息的权限

Read firewall- 
domain-li 
st*

   

 GetFirewa 
llRuleGroup

授予获取有关指定防火墙规则
组信息的权限

Read firewall- 
rule-grou 
p*

   

 GetFirewa 
llRuleGro 
upAssocia 
tion

授予获取有关指定防火墙规则
组与 VPC 之间关联的信息的权 
限

读取 firewall- 
rule-grou 
p-associa 
tion*

   

 GetFirewa 
llRuleGro 
upPolicy

授予获取有关指定防火墙规则
组策略信息的权限，该策略指
定了您要允许其他 AWS 账户 
人使用的防火墙规则组操作和
资源

读取 firewall- 
rule-grou 
p*

   

 GetOutpos 
tResolver

授予权限以获取 Outposts 上指
定 Route 53 Resolver 的信息

读取 outpost-r 
esolver*

   

 GetResolv 
erConfig

授予权限以在指定资源中获取
解析程序配置状态

读取 resolver- 
config*

  ec2:Descr 
ibeVpcs

 GetResolv 
erDnssecC 
onfig

授予获取指定资源内 DNS 查询
的 DNSSEC 验证支持状态的
权限

Read resolver- 
dnssec-
config*
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateResolverRule.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateResolverRule.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_DisassociateResolverRule.html
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-resolver-rule
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetFirewallConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetFirewallConfig.html
#amazonroute53resolver-firewall-config
#amazonroute53resolver-firewall-config
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetFirewallDomainList.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetFirewallDomainList.html
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetFirewallRuleGroup.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetFirewallRuleGroup.html
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetFirewallRuleGroupAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetFirewallRuleGroupAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetFirewallRuleGroupAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetFirewallRuleGroupAssociation.html
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetFirewallRuleGroupPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetFirewallRuleGroupPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetFirewallRuleGroupPolicy.html
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetOutpostResolver.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetOutpostResolver.html
#amazonroute53resolver-outpost-resolver
#amazonroute53resolver-outpost-resolver
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverConfig.html
#amazonroute53resolver-resolver-config
#amazonroute53resolver-resolver-config
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverDnssecConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverDnssecConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverDnssecConfig.html
#amazonroute53resolver-resolver-dnssec-config
#amazonroute53resolver-resolver-dnssec-config
#amazonroute53resolver-resolver-dnssec-config


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetResolv 
erEndpoint

授予权限以获取有关指定解
析程序终端节点的信息，例
如，它是入站还是出站终端 
节点，DNS 查询转发到您的 
VPC 时经过的 IP 地址以及从
您的 VPC 转发时经过的 IP 地
址

读取 resolver- 
endpoint*

   

 GetResolv 
erQueryLo 
gConfig

授予权限以获取有关指定 
Resolver 查询日志配置的信息 
，例如 VPCs 该配置记录查询
的数量和日志发送到的位置

读取 resolver- 
query-log 
-config*

  ec2:Descr 
ibeVpcs

 GetResolv 
erQueryLo 
gConfigAs 
sociation

授予权限以获取解析程序查询
日志记录配置与 Amazon VPC 
之间指定关联的信息 当您将 
VPC 与查询日志记录配置相关
联时，解析程序会记录源自该 
VPC 的 DNS 查询

读取      

 GetResolv 
erQueryLo 
gConfigPolicy

授予权限以获取有关指定 
Resolver 查询日志记录策略的 
信息，该策略指定您要允许其
他 AWS 账户 人使用的解析器
查询日志操作和资源

读取 resolver- 
query-log 
-config*

   

autodefin 
ed-rule

    GetResolv 
erRule

授予权限以获取有关指定解析
程序规则的信息，例如，规则
为其转发 DNS 查询的域名以及
将查询转发到的 IP 地址

Read

resolver- 
rule
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverEndpoint.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverEndpoint.html
#amazonroute53resolver-resolver-endpoint
#amazonroute53resolver-resolver-endpoint
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverQueryLogConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverQueryLogConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverQueryLogConfig.html
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverQueryLogConfigAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverQueryLogConfigAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverQueryLogConfigAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverQueryLogConfigAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverQueryLogConfigPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverQueryLogConfigPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverQueryLogConfigPolicy.html
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-autodefined-rule
#amazonroute53resolver-autodefined-rule
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverRule.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverRule.html
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-resolver-rule


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

autodefin 
ed-rule

    GetResolv 
erRuleAss 
ociation

授予权限以获取有关指定解析
程序规则与 VPC 之间的关联的
信息

读取

resolver- 
rule

   

 GetResolv 
erRulePolicy

授予获取有关 Resolver 规则策
略信息的权限，该策略指定了
你想允许其他 AWS 账户 人使
用的解析器操作和资源

读取 resolver- 
rule*

   

 ImportFir 
ewallDoma 
ins

授予在防火墙域列表中添加、
删除或替换防火墙域的权限

写入 firewall- 
domain-li 
st*

   

 ListFirew 
allConfigs

授予列出当前 AWS 账户 可以
检查的所有防火墙配置的权限

列表     ec2:Descr 
ibeVpcs

 ListFirew 
allDomain 
Lists

授予列出当前 AWS 账户 能够
使用的所有防火墙域列表的权
限

列表      

 ListFirew 
allDomains

授予列出指定防火墙域列表下
所有防火墙域的权限

列表 firewall- 
domain-li 
st*

   

 ListFirew 
allRuleGr 
oupAssoci 
ations

授予列出有关 Amazon VPCs 
和 Firewall 规则组之间关联信
息的权限

列表      

 ListFirew 
allRuleGr 
oups

授予列出当前 AWS 账户 能够
使用的所有防火墙规则组的权
限

列表      
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#amazonroute53resolver-autodefined-rule
#amazonroute53resolver-autodefined-rule
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverRuleAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverRuleAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverRuleAssociation.html
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-resolver-rule
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverRulePolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_GetResolverRulePolicy.html
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-resolver-rule
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ImportFirewallDomains.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ImportFirewallDomains.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ImportFirewallDomains.html
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallConfigs.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallConfigs.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallDomainLists.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallDomainLists.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallDomainLists.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallDomains.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallDomains.html
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallRuleGroupAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallRuleGroupAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallRuleGroupAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallRuleGroupAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallRuleGroups.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallRuleGroups.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallRuleGroups.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListFirew 
allRules

授予列出指定防火墙规则组下
所有防火墙规则的权限

列表 firewall- 
rule-grou 
p*

   

 ListOutpo 
stResolvers

授予列出 Outposts 上所有使
用当前版本创建的 Route 53 
Resolver 实例的权限 AWS 账
户

列表      

 ListResol 
verConfigs

授予权限以列出解析程序配置
状态

列表 resolver- 
config*

  ec2:Descr 
ibeVpcs

 ListResol 
verDnssec 
Configs

授予列出 DNS 查询的 
DNSSEC 验证支持状态的权限

列表 resolver- 
dnssec-
config*

   

 ListResol 
verEndpoi 
ntIpAddre 
sses

授予列出 DNS 查询在通往您的
网络（出站）或指定 Resolver 
终端节点的 VPCs （入站）途
中通过的 IP 地址的权限

列表 resolver- 
endpoint*

   

 ListResol 
verEndpoints

授予列出使用当前 Resolver 
创建的所有解析器端点的权限 
AWS 账户

列表      

 ListResol 
verQueryL 
ogConfigA 
ssociations

授予列出有关 Amazon VPCs 
和查询日志配置之间关联的信
息的权限

列表     ec2:Descr 
ibeVpcs
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallRules.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListFirewallRules.html
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListOutpostResolvers.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListOutpostResolvers.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverConfigs.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverConfigs.html
#amazonroute53resolver-resolver-config
#amazonroute53resolver-resolver-config
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverDnssecConfigs.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverDnssecConfigs.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverDnssecConfigs.html
#amazonroute53resolver-resolver-dnssec-config
#amazonroute53resolver-resolver-dnssec-config
#amazonroute53resolver-resolver-dnssec-config
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverEndpointIpAddresses.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverEndpointIpAddresses.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverEndpointIpAddresses.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverEndpointIpAddresses.html
#amazonroute53resolver-resolver-endpoint
#amazonroute53resolver-resolver-endpoint
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverEndpoints.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverEndpoints.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverQueryLogConfigAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverQueryLogConfigAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverQueryLogConfigAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverQueryLogConfigAssociations.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListResol 
verQueryL 
ogConfigs

授予列出有关指定查询日志配
置的信息的权限，这些配置定
义了您希望 Resolver 将 DNS 
查询日志保存在何处 VPCs ，
并指定要为其记录查询的内容

列表     ec2:Descr 
ibeVpcs

 ListResol 
verRuleAs 
sociations

授予列出在 Resolver 规则和 
VPCs 使用当前规则之间创建
的关联的权限 AWS 账户

列表     ec2:Descr 
ibeVpcs

 ListResol 
verRules

授予列出使用当前 Resolver 
规则创建的解析器规则的权限 
AWS 账户

列表      

firewall- 
domain-li 
st

   

firewall- 
rule-grou 
p

   

firewall- 
rule-grou 
p-associa 
tion

   

outpost-r 
esolver

   

 ListTagsF 
orResource

授予权限以列出与指定资源关
联的标签

读取

resolver- 
endpoint
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverQueryLogConfigs.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverQueryLogConfigs.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverQueryLogConfigs.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverRuleAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverRuleAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverRuleAssociations.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverRules.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListResolverRules.html
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-outpost-resolver
#amazonroute53resolver-outpost-resolver
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListTagsForResource.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_ListTagsForResource.html
#amazonroute53resolver-resolver-endpoint
#amazonroute53resolver-resolver-endpoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

resolver- 
query-log 
-config

   

resolver- 
rule

   

 PutFirewa 
llRuleGro 
upPolicy

授予权限以指定 AWS 账户 要
与之共享的防火墙规则组、要
共享的防火墙规则组以及您希 
望该帐户能够对配置执行的操
作

权限管理 firewall- 
rule-grou 
p*

   

 PutResolv 
erQueryLo 
gConfigPolicy

授予权限 AWS 账户 以指定要
与之共享查询日志配置的、要
共享的查询日志配置以及您希
望该账户能够对配置执行的操
作

权限管理 resolver- 
query-log 
-config*

   

 PutResolv 
erRulePolicy

授予权限以指定 AWS 账户 要
与之共享的规则、要共享的解
析器规则以及您希望该账户能 
够对这些规则执行的操作

权限管理 resolver- 
rule*

   

firewall- 
config

   

firewall- 
domain-li 
st

   

 TagResour 
ce

授予权限以将一个或多个标签
添加到指定的资源中

Tagging

firewall- 
rule-grou 
p
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#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-resolver-rule
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_PutFirewallRuleGroupPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_PutFirewallRuleGroupPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_PutFirewallRuleGroupPolicy.html
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_PutResolverQueryLogConfigPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_PutResolverQueryLogConfigPolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_PutResolverQueryLogConfigPolicy.html
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_PutResolverRulePolicy.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_PutResolverRulePolicy.html
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-firewall-config
#amazonroute53resolver-firewall-config
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_TagResource.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_TagResource.html
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

firewall- 
rule-grou 
p-associa 
tion

   

outpost-r 
esolver

   

resolver- 
dnssec-
config

   

resolver- 
endpoint

   

resolver- 
query-log 
-config

   

resolver- 
rule

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

firewall- 
config

    UntagReso 
urce

授予权限以从指定的资源中删
除一个或多个标签

Tagging

firewall- 
domain-li 
st
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#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-outpost-resolver
#amazonroute53resolver-outpost-resolver
#amazonroute53resolver-resolver-dnssec-config
#amazonroute53resolver-resolver-dnssec-config
#amazonroute53resolver-resolver-dnssec-config
#amazonroute53resolver-resolver-endpoint
#amazonroute53resolver-resolver-endpoint
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_RequestTag___TagKey_
#amazonroute53resolver-aws_TagKeys
#amazonroute53resolver-aws_TagKeys
#amazonroute53resolver-firewall-config
#amazonroute53resolver-firewall-config
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UntagResource.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UntagResource.html
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

firewall- 
rule-grou 
p

   

firewall- 
rule-grou 
p-associa 
tion

   

outpost-r 
esolver

   

resolver- 
dnssec-
config

   

resolver- 
endpoint

   

resolver- 
query-log 
-config

   

resolver- 
rule

   

  aws:TagKe 
ys

 

 UpdateFir 
ewallConfig

授予更新防火墙配置的选定设
置的权限

Write firewall- 
config*

  ec2:Descr 
ibeVpcs

 UpdateFir 
ewallDoma 
ins

授予在防火墙域列表中添加、
删除或替换防火墙域的权限

Write firewall- 
domain-li 
st*
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#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-outpost-resolver
#amazonroute53resolver-outpost-resolver
#amazonroute53resolver-resolver-dnssec-config
#amazonroute53resolver-resolver-dnssec-config
#amazonroute53resolver-resolver-dnssec-config
#amazonroute53resolver-resolver-endpoint
#amazonroute53resolver-resolver-endpoint
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-query-log-config
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-aws_TagKeys
#amazonroute53resolver-aws_TagKeys
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateFirewallConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateFirewallConfig.html
#amazonroute53resolver-firewall-config
#amazonroute53resolver-firewall-config
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateFirewallDomains.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateFirewallDomains.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateFirewallDomains.html
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

firewall- 
domain-li 
st*

    UpdateFir 
ewallRule

授予更新防火墙规则组中防火
墙规则的选定设置的权限

Write

firewall- 
rule-grou 
p*

   

 UpdateFir 
ewallRule 
GroupAsso 
ciation

授予更新防火墙规则组关联的
选定设置的权限

写入 firewall- 
rule-grou 
p-associa 
tion*

   

 UpdateOut 
postResolver

授予权限以更新 Outposts 上指
定 Route 53 Resolver 的选定
设置

写入 outpost-r 
esolver*

   

 UpdateRes 
olverConfig

授予权限以在指定资源中更新
解析程序配置状态

写入 resolver- 
config*

  ec2:Descr 
ibeVpcs

 UpdateRes 
olverDnss 
ecConfig

授予更新指定资源内 DNS 查询
的 DNSSEC 验证支持状态的
权限

Write resolver- 
dnssec-
config*
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#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
#amazonroute53resolver-firewall-domain-list
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateFirewallRule.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateFirewallRule.html
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
#amazonroute53resolver-firewall-rule-group
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateFirewallRuleGroupAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateFirewallRuleGroupAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateFirewallRuleGroupAssociation.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateFirewallRuleGroupAssociation.html
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
#amazonroute53resolver-firewall-rule-group-association
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateOutpostResolver.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateOutpostResolver.html
#amazonroute53resolver-outpost-resolver
#amazonroute53resolver-outpost-resolver
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateResolverConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateResolverConfig.html
#amazonroute53resolver-resolver-config
#amazonroute53resolver-resolver-config
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateResolverDnssecConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateResolverDnssecConfig.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateResolverDnssecConfig.html
#amazonroute53resolver-resolver-dnssec-config
#amazonroute53resolver-resolver-dnssec-config
#amazonroute53resolver-resolver-dnssec-config


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRes 
olverEndpoint

授予权限以更新为入站或出站
解析程序终端节点选择的设置

Write resolver- 
endpoint*

  ec2:Assig 
nIpv6Addr 
esses

ec2:Descr 
ibeNetwor 
kInterfac 
es

ec2:Descr 
ibeSubnet 
s

ec2:Modif 
yNetworkI 
nterfaceA 
ttribute

ec2:Unass 
ignIpv6Ad 
dresses

 UpdateRes 
olverRule

授予权限以更新指定解析程序
规则的设置

Write resolver- 
rule*

   

Amazon Route 53 Resolver 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateResolverEndpoint.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateResolverEndpoint.html
#amazonroute53resolver-resolver-endpoint
#amazonroute53resolver-resolver-endpoint
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateResolverRule.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_route53resolver_UpdateResolverRule.html
#amazonroute53resolver-resolver-rule
#amazonroute53resolver-resolver-rule
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table


服务授权参考 服务授权参考

资源类型 ARN 条件键

 resolver- 
dnssec-config

arn:${Partition}:route53resolver:${R 
egion}:${Account}:resolver-dnssec-co 
nfig/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 resolver- 
query-log-
config

arn:${Partition}:route53resolver:${R 
egion}:${Account}:resolver-query-log 
-config/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 resolver-rule arn:${Partition}:route53resolver:${R 
egion}:${Account}:resolver-rule/${Re 
sourceId}

aws:ResourceTag/${ 
TagKey}

 autodefined-
rule

arn:${Partition}:route53resolver:${R 
egion}:${Account}:autodefined-rule/$ 
{ResourceId}

aws:ResourceTag/${ 
TagKey}

 resolver- 
endpoint

arn:${Partition}:route53resolver:${R 
egion}:${Account}:resolver-endpoint/ 
${ResourceId}

aws:ResourceTag/${ 
TagKey}

 firewall-rule-
group

arn:${Partition}:route53resolver:${R 
egion}:${Account}:firewall-rule-grou 
p/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 firewall- 
rule-group-
association

arn:${Partition}:route53resolver:${R 
egion}:${Account}:firewall-rule-grou 
p-association/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 firewall- 
domain-list

arn:${Partition}:route53resolver:${R 
egion}:${Account}:firewall-domain-li 
st/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 firewall- 
config

arn:${Partition}:route53resolver:${R 
egion}:${Account}:firewall-config/${ 
ResourceId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
#amazonroute53resolver-aws_ResourceTag___TagKey_
#amazonroute53resolver-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
#amazonroute53resolver-aws_ResourceTag___TagKey_
#amazonroute53resolver-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
#amazonroute53resolver-aws_ResourceTag___TagKey_
#amazonroute53resolver-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
#amazonroute53resolver-aws_ResourceTag___TagKey_
#amazonroute53resolver-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
#amazonroute53resolver-aws_ResourceTag___TagKey_
#amazonroute53resolver-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
#amazonroute53resolver-aws_ResourceTag___TagKey_
#amazonroute53resolver-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
#amazonroute53resolver-aws_ResourceTag___TagKey_
#amazonroute53resolver-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
#amazonroute53resolver-aws_ResourceTag___TagKey_
#amazonroute53resolver-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
#amazonroute53resolver-aws_ResourceTag___TagKey_
#amazonroute53resolver-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

资源类型 ARN 条件键

 resolver- 
config

arn:${Partition}:route53resolver:${R 
egion}:${Account}:resolver-config/${ 
ResourceId}

 

 outpost-r 
esolver

arn:${Partition}:route53resolver:${R 
egion}:${Account}:outpost-resolver/$ 
{ResourceId}

aws:ResourceTag/${ 
TagKey}

Amazon Route 53 Resolver 的条件键

Amazon Route 53 Resolver 定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按是否存在附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

Amazon S3 Express 的操作、资源和条件键

Amazon S3 Express（服务前缀：s3express）提供了以下可在 IAM 权限策略中使用的服务特定资
源、操作和条件上下文键。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/access-control-overview.html#access-control-resources
#amazonroute53resolver-aws_ResourceTag___TagKey_
#amazonroute53resolver-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/API/
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon S3 Express 定义的操作

• Amazon S3 Express 定义的资源类型

• Amazon S3 Express 的条件键

Amazon S3 Express 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

accesspoi 
nt*

    CreateAcc 
essPoint

授予权限以创建新的接入点 Write

  s3express 
:DataAcce 
ssPointAc 
count

s3express 
:DataAcce 
ssPointAr 
n

s3express 
:AccessPo 
intNetwor 
kOrigin

s3express 
:authType

s3express 
:Location 
Name

s3express 
:Resource 
Account

s3express 
:signatur 
eversion
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#amazons3express-accesspoint
#amazons3express-accesspoint
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateAccessPoint.html
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_LocationName
#amazons3express-s3express_LocationName
#amazons3express-s3express_LocationName
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 CreateBuc 
ket

授予权限以创建新的存储桶 写入 bucket*    
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#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-aws_RequestTag___TagKey_
#amazons3express-aws_RequestTag___TagKey_
#amazons3express-aws_RequestTag___TagKey_
#amazons3express-aws_TagKeys
#amazons3express-aws_TagKeys
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateBucket.html
#amazons3express-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:authType

s3express 
:Location 
Name

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSes 
sion

授予创建会话令牌的权限，
该令牌用于对象 PutObject， 
APIs 例如 GetObject、等

写入 bucket*    
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#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_LocationName
#amazons3express-s3express_LocationName
#amazons3express-s3express_LocationName
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-aws_RequestTag___TagKey_
#amazons3express-aws_RequestTag___TagKey_
#amazons3express-aws_RequestTag___TagKey_
#amazons3express-aws_TagKeys
#amazons3express-aws_TagKeys
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateSession.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateSession.html
#amazons3express-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

accesspoi 
nt

s3express 
:Permissi 
ons
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#amazons3express-accesspoint
#amazons3express-accesspoint
#amazons3express-s3express_Permissions
#amazons3express-s3express_Permissions
#amazons3express-s3express_Permissions


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:authType

s3express 
:Resource 
Account

s3express 
:SessionM 
ode

s3express 
:signatur 
eAge

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

s3express 
:x-amz-
server-
side-
encrypti 
on
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#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_SessionMode
#amazons3express-s3express_SessionMode
#amazons3express-s3express_SessionMode
#amazons3express-s3express_signatureAge
#amazons3express-s3express_signatureAge
#amazons3express-s3express_signatureAge
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-server-side-encryption
#amazons3express-s3express_x-amz-server-side-encryption
#amazons3express-s3express_x-amz-server-side-encryption
#amazons3express-s3express_x-amz-server-side-encryption
#amazons3express-s3express_x-amz-server-side-encryption
#amazons3express-s3express_x-amz-server-side-encryption


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3express 
:x-amz-
server-
side-
encrypti 
on-aws-
kms-key-
id

s3express 
:AllAcces 
sRestrict 
edToLocal 
ZoneGroup

s3express 
:Permissi 
ons

 DeleteAcc 
essPoint

授予权限以删除在 URI 中指定
的接入点

Write accesspoi 
nt*
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#amazons3express-s3express_x-amz-server-side-encryption-aws-kms-key-id
#amazons3express-s3express_x-amz-server-side-encryption-aws-kms-key-id
#amazons3express-s3express_x-amz-server-side-encryption-aws-kms-key-id
#amazons3express-s3express_x-amz-server-side-encryption-aws-kms-key-id
#amazons3express-s3express_x-amz-server-side-encryption-aws-kms-key-id
#amazons3express-s3express_x-amz-server-side-encryption-aws-kms-key-id
#amazons3express-s3express_x-amz-server-side-encryption-aws-kms-key-id
#amazons3express-s3express_x-amz-server-side-encryption-aws-kms-key-id
#amazons3express-s3express_AllAccessRestrictedToLocalZoneGroup
#amazons3express-s3express_AllAccessRestrictedToLocalZoneGroup
#amazons3express-s3express_AllAccessRestrictedToLocalZoneGroup
#amazons3express-s3express_AllAccessRestrictedToLocalZoneGroup
#amazons3express-s3express_AllAccessRestrictedToLocalZoneGroup
#amazons3express-s3express_AllAccessRestrictedToLocalZoneGroup
#amazons3express-s3express_Permissions
#amazons3express-s3express_Permissions
#amazons3express-s3express_Permissions
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPoint.html
#amazons3express-accesspoint
#amazons3express-accesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:DataAcce 
ssPointAc 
count

s3express 
:DataAcce 
ssPointAr 
n

s3express 
:AccessPo 
intNetwor 
kOrigin

s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256
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#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAcc 
essPointP 
olicy

授予权限以删除指定接入点上
的策略

权限管理 accesspoi 
nt*
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
#amazons3express-accesspoint
#amazons3express-accesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:DataAcce 
ssPointAc 
count

s3express 
:DataAcce 
ssPointAr 
n

s3express 
:AccessPo 
intNetwor 
kOrigin

s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256
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#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAcc 
essPointS 
cope

授予删除指定接入点上的作用
域配置的权限

权限管理 accesspoi 
nt*
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointScope.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointScope.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointScope.html
#amazons3express-accesspoint
#amazons3express-accesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:DataAcce 
ssPointAc 
count

s3express 
:DataAcce 
ssPointAr 
n

s3express 
:AccessPo 
intNetwor 
kOrigin

s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256
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#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

bucket*     DeleteBuc 
ket

授予权限以删除在 URI 中指定
的存储桶

写入

  s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

 DeleteBuc 
ketPolicy

授予权限以删除指定存储桶上
的策略

权限管理 bucket*    
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#amazons3express-bucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
#amazons3express-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

 GetAccess 
Point

授予权限以返回有关指定接入
点的配置信息

读取 accesspoi 
nt*

   

Amazon S3 Express 3563

#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPoint.html
#amazons3express-accesspoint
#amazons3express-accesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:DataAcce 
ssPointAc 
count

s3express 
:DataAcce 
ssPointAr 
n

s3express 
:AccessPo 
intNetwor 
kOrigin

s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256
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#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAccess 
PointPolicy

授予返回与指定接入点关联的
接入点策略的权限

读取 accesspoi 
nt*

   

Amazon S3 Express 3565

https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPointPolicy.html
#amazons3express-accesspoint
#amazons3express-accesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:DataAcce 
ssPointAc 
count

s3express 
:DataAcce 
ssPointAr 
n

s3express 
:AccessPo 
intNetwor 
kOrigin

s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

Amazon S3 Express 3566

#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAccess 
PointScope

授予返回与指定接入点关联的
范围配置的权限

读取 accesspoi 
nt*

   

Amazon S3 Express 3567

https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPointScope.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPointScope.html
#amazons3express-accesspoint
#amazons3express-accesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:DataAcce 
ssPointAc 
count

s3express 
:DataAcce 
ssPointAr 
n

s3express 
:AccessPo 
intNetwor 
kOrigin

s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

Amazon S3 Express 3568

#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

bucket*     GetBucket 
Policy

授予权限以返回指定存储桶的
策略

读取

  s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

 GetEncryp 
tionConfi 
guration

授予权限以返回目录存储桶的
默认加密配置

读取 bucket*    

Amazon S3 Express 3569

#amazons3express-bucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
#amazons3express-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

 GetLifecy 
cleConfig 
uration

授予返回在目录存储桶上设置
的生命周期配置信息的权限

读取 bucket*    

Amazon S3 Express 3570

#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
#amazons3express-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

Amazon S3 Express 3571

#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAcces 
sPointsFo 
rDirector 
yBuckets

授予权限以列出访问点 列表   s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

Amazon S3 Express 3572

https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListAccessPointsForDirectoryBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListAccessPointsForDirectoryBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListAccessPointsForDirectoryBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListAccessPointsForDirectoryBuckets.html
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAllMy 
Directory 
Buckets

授予列出由已通过身份验证的
请求发出方拥有的所有目录存
储桶的权限

列表   s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

accesspoi 
nt

    ListTagsF 
orResource

授予列出指定资源的所有标签
的权限

列表

bucket    

Amazon S3 Express 3573

https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListDirectoryBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListDirectoryBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListDirectoryBuckets.html
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-accesspoint
#amazons3express-accesspoint
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListTagsForResource.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListTagsForResource.html
#amazons3express-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

 PutAccess 
PointPolicy

授予权限以将访问策略与指定
访问点关联

权限管理 accesspoi 
nt*

   

Amazon S3 Express 3574

#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutAccessPointPolicy.html
#amazons3express-accesspoint
#amazons3express-accesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:DataAcce 
ssPointAc 
count

s3express 
:DataAcce 
ssPointAr 
n

s3express 
:AccessPo 
intNetwor 
kOrigin

s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

Amazon S3 Express 3575

#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutAccess 
PointScope

授予将接入点与指定接入点范
围配置关联的权限

权限管理 accesspoi 
nt*

   

Amazon S3 Express 3576

https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutAccessPointScope.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutAccessPointScope.html
#amazons3express-accesspoint
#amazons3express-accesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:DataAcce 
ssPointAc 
count

s3express 
:DataAcce 
ssPointAr 
n

s3express 
:AccessPo 
intNetwor 
kOrigin

s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

Amazon S3 Express 3577

#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointAccount
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_DataAccessPointArn
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_AccessPointNetworkOrigin
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

bucket*     PutBucket 
Policy

授予权限以在存储桶上添加或
替换存储桶策略

权限管理

  s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

 PutEncryp 
tionConfi 
guration

授予权限以设置目录存储桶的
加密配置

写入 bucket*    

Amazon S3 Express 3578

#amazons3express-bucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
#amazons3express-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

 PutLifecy 
cleConfig 
uration

授予为目录存储桶创建新的生
命周期配置或替换现有生命周
期配置的权限

写入 bucket*    

Amazon S3 Express 3579

#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
#amazons3express-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

 

accesspoi 
nt

    TagResour 
ce

授予创建新的用户定义标签或
更新现有标签的权限

标记

bucket    
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#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-accesspoint
#amazons3express-accesspoint
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_TagResource.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_TagResource.html
#amazons3express-bucket
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

accesspoi 
nt

    UntagReso 
urce

授予从 S3 资源中移除指定用
户定义标签的权限

标记

bucket    
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#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-aws_RequestTag___TagKey_
#amazons3express-aws_RequestTag___TagKey_
#amazons3express-aws_RequestTag___TagKey_
#amazons3express-aws_TagKeys
#amazons3express-aws_TagKeys
#amazons3express-accesspoint
#amazons3express-accesspoint
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_UntagResource.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_UntagResource.html
#amazons3express-bucket
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3express 
:authType

s3express 
:Resource 
Account

s3express 
:signatur 
eversion

s3express 
:TlsVersi 
on

s3express 
:x-amz-
content-
sha256

aws:TagKe 
ys

 

Amazon S3 Express 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 bucket arn:${Partition}:s3express:${Region}:
${Account}:bucket/${BucketName}

aws:ResourceTag/${ 
TagKey}
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#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_authType
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_ResourceAccount
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_signatureversion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_TlsVersion
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-s3express_x-amz-content-sha256
#amazons3express-aws_TagKeys
#amazons3express-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-security-iam.html
#amazons3express-aws_ResourceTag___TagKey_
#amazons3express-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

s3express:BucketTag/
${TagKey}

 accesspoint arn:${Partition}:s3express:${Region} 
:${Account}:accesspoint/${AccessPoin 
tName}

aws:ResourceTag/${ 
TagKey}

s3express:AccessPo 
intTag/${TagKey}

Amazon S3 Express 的条件键

Amazon S3 Express 定义了以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 s3express 
:AccessPo 
intNetworkOrigin

按网络源（Internet 或 VPC）筛选访问 字符串

 s3express 
:AccessPo 
intTag/${ 
TagKey}

按附加到接入点的标签键值对筛选访问权限 字符串
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#amazons3express-s3express_BucketTag___TagKey_
#amazons3express-s3express_BucketTag___TagKey_
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points.html
#amazons3express-aws_ResourceTag___TagKey_
#amazons3express-aws_ResourceTag___TagKey_
#amazons3express-s3express_AccessPointTag___TagKey_
#amazons3express-s3express_AccessPointTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-buckets-tagging.html#example-user-policy-request-tag
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-buckets-tagging.html#example-user-policy-request-tag
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-buckets-tagging.html#example-user-policy-resource-tag
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-buckets-tagging.html#example-user-policy-resource-tag
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-buckets-tagging.html#example-user-policy-resource-tag
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-buckets-tagging.html#example-user-policy-tag-keys
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-db-tagging.html#example-access-points-db-policy-bucket-tag
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-db-tagging.html#example-access-points-db-policy-bucket-tag
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-db-tagging.html#example-access-points-db-policy-bucket-tag
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-db-tagging.html#example-access-points-db-policy-bucket-tag
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条件键 描述 类型

 s3express 
:AllAcces 
sRestrict 
edToLocal 
ZoneGroup

按此条件键中提供的 AWS 本地区域网络边界组筛选访问
权限

字符串

 s3express 
:BucketTag/
${TagKey}

按附加到存储桶的标签键值对筛选访问权限 字符串

 s3express 
:DataAcce 
ssPointAccount

按拥有接入点的 AWS 账户 ID 筛选访问权限 字符串

 s3express 
:DataAcce 
ssPointArn

按接入点 Amazon Resource Name（ARN）筛选访问 ARN

 s3express 
:LocationName

按特定的可用区或本地区域 ID 筛选访问权限 字符串

 s3express 
:Permissions

按接入点范围配置请求的权限筛选访问权限，例如 
GetObject， PutObject

ArrayOfString

 s3express 
:Resource 
Account

按资源所有者 AWS 账户 ID 筛选访问权限 字符串

 s3express 
:SessionMode

按照 CreateSession API 请求的权限筛选访问权限，例如 
ReadOnly 和 ReadWrite

字符串

 s3express 
:TlsVersion

按客户端使用的 TLS 版本筛选访问 数值

 s3express 
:authType

按身份验证方法筛选访问 字符串
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#example-all-access-restricted-to-localzone-group
#example-all-access-restricted-to-localzone-group
#example-all-access-restricted-to-localzone-group
#example-all-access-restricted-to-localzone-group
#example-all-access-restricted-to-localzone-group
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-buckets-tagging.html#example-policy-bucket-tag
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-buckets-tagging.html#example-policy-bucket-tag
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-buckets-tagging.html#example-policy-bucket-tag
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-express-zonal-policy-keys.html#example-location-name
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-express-zonal-policy-keys.html#example-location-name
#example-permissions
#example-permissions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-express-zonal-policy-keys.html#example-object-resource-account
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-express-zonal-policy-keys.html#example-object-resource-account
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-express-zonal-policy-keys.html#example-object-resource-account
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-express-zonal-policy-keys.html#example-session-mode
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-express-zonal-policy-keys.html#example-session-mode
#example-object-tls-version
#example-object-tls-version
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html


服务授权参考 服务授权参考

条件键 描述 类型

 s3express 
:signatureAge

按请求签名的生存期（以毫秒为单位）筛选访问 数值

 s3express 
:signatureversion

按请求中使用的 AWS 签名版本筛选访问权限 字符串

 s3express:x-
amz-content-sha 
256

按存储桶中未签名内容筛选访问权限 字符串

 s3express:x-
amz-server-side-
encryption

通过服务器端加密来筛选访问 字符串

 s3express:x-
amz-server-side 
-encryption-aws-
kms-key-id

筛选服务器端 AWS 加密的 KMS 客户托管密钥的访问权限 ARN

Amazon S3 Glacier 的操作、资源和条件键

Amazon S3 Glacier（服务前缀：glacier）提供以下服务特定的资源、操作和条件上下文键以在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon S3 Glacier 定义的操作

• Amazon S3 Glacier 定义的资源类型

• Amazon S3 Glacier 的条件键
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https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-data-protection.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-data-protection.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-data-protection.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-UsingKMSEncryption.html#s3-express-require-sse-kms
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-UsingKMSEncryption.html#s3-express-require-sse-kms
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-UsingKMSEncryption.html#s3-express-require-sse-kms
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-UsingKMSEncryption.html#s3-express-require-sse-kms
https://docs.aws.amazon.com/amazonglacier/latest/dev/
https://docs.aws.amazon.com/amazonglacier/latest/dev/amazon-glacier-api.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/auth-and-access-control.html
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Amazon S3 Glacier 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AbortMult 
ipartUpload

授予权限以中止由上传 ID 标识
的分段上传操作

写入 vault*    

 AbortVaul 
tLock

授予权限以在文件库锁定未处
于锁定状态时中止文件库锁定
过程

权限管理 vault*    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-multipart-abort-upload.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-multipart-abort-upload.html
#amazons3glacier-vault
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-AbortVaultLock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-AbortVaultLock.html
#amazons3glacier-vault
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

vault*     AddTagsTo 
Vault

授予权限以向文件库添加指定
的标签

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CompleteM 
ultipartUpload

授予权限以完成分段上传过程 写入 vault*    

 CompleteV 
aultLock

授予权限以完成文件库锁定过
程

权限管理 vault*    

 CreateVault 授予权限以使用指定名称建立
新的文件库

写入 vault*    

vault*     DeleteArc 
hive

授予权限以从文件库中删除档
案

写入

  glacier:A 
rchiveAge 
InDays

 

 DeleteVault 授予权限以删除文件库 写入 vault*    

 DeleteVau 
ltAccessP 
olicy

授予权限以删除与指定文件库
关联的访问策略

权限管理 vault*    

 DeleteVau 
ltNotifications

授予权限以删除为文件库设置
的通知配置

写入 vault*    

 DescribeJob 授予权限以获取有关以前启动
的任务的信息

读取 vault*    
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#amazons3glacier-vault
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-AddTagsToVault.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-AddTagsToVault.html
#amazons3glacier-aws_TagKeys
#amazons3glacier-aws_TagKeys
#amazons3glacier-aws_RequestTag___TagKey_
#amazons3glacier-aws_RequestTag___TagKey_
#amazons3glacier-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-multipart-complete-upload.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-multipart-complete-upload.html
#amazons3glacier-vault
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-CompleteVaultLock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-CompleteVaultLock.html
#amazons3glacier-vault
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-vault-put.html
#amazons3glacier-vault
#amazons3glacier-vault
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-archive-delete.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-archive-delete.html
#amazons3glacier-glacier_ArchiveAgeInDays
#amazons3glacier-glacier_ArchiveAgeInDays
#amazons3glacier-glacier_ArchiveAgeInDays
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-vault-delete.html
#amazons3glacier-vault
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-DeleteVaultAccessPolicy.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-DeleteVaultAccessPolicy.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-DeleteVaultAccessPolicy.html
#amazons3glacier-vault
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-vault-notifications-delete.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-vault-notifications-delete.html
#amazons3glacier-vault
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-describe-job-get.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeV 
ault

授予权限以获取有关文件库的
信息

读取 vault*    

 GetDataRe 
trievalPolicy

授予权限以获取数据检索策略 读取      

 GetJobOut 
put

授予权限以下载指定任务的输
出

读取 vault*    

 GetVaultA 
ccessPolicy

授予权限以检索在文件库中设
置的访问策略子资源

读取 vault*    

 GetVaultL 
ock

授予权限以从指定文件库上设
置的锁定策略子资源中检索属
性

读取 vault*    

 GetVaultN 
otifications

授予权限以检索在文件库中设
置的通知配置子资源

读取 vault*    

vault*     InitiateJob 授予权限以启动指定类型的任
务

写入

  glacier:A 
rchiveAge 
InDays

 

 InitiateM 
ultipartUpload

授予权限以启动分段上传 写入 vault*    

 InitiateV 
aultLock

授予权限以启动文件库锁定过
程

权限管理 vault*    

 ListJobs 授予权限以列出文件库的任
务，包括正在进行的任务以及
最近完成的任务

列表 vault*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListMulti 
partUploads

授予权限以列出指定文件库所
有正在进行的分段上传

列表 vault*    

 ListParts 授予权限以列出已在特定分段
上传中上传的档案部分

列表 vault*    

 ListProvi 
sionedCap 
acity

授予列出指定已配置容量的权
限 AWS 账户

列表      

 ListTagsF 
orVault

授予权限以列出已连接至文件
库的所有标签

列表 vault*    

 ListVaults 授予权限以列出所有文件库 列表      

 PurchaseP 
rovisione 
dCapacity

授予购买预配置容量单位的权
限 AWS 账户

写入      

 RemoveTag 
sFromVault

授予权限以从已连接至文件库
的标签集中删除一个或多个标
签

标记 vault*    

 SetDataRe 
trievalPolicy

授予权限以在 PUT 请求指定的
区域中设置数据检索策略，然 
后应用此策略

权限管理      

 SetVaultA 
ccessPolicy

授予权限以为文件库配置访问
策略；这将覆盖现有策略

权限管理 vault*    

 SetVaultN 
otifications

授予权限以配置文件库通知 写入 vault*    

 UploadArc 
hive

授予权限以将档案上传到文件
库

写入 vault*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UploadMul 
tipartPart

授予权限以上传档案的一部分 写入 vault*    

Amazon S3 Glacier 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 vault arn:${Partition}:glacier:${Region}:$ 
{Account}:vaults/${VaultName}

 

Amazon S3 Glacier 的条件键

Amazon S3 Glacier 定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 glacier:A 
rchiveAgeInDays

按照档案已在文件库中存储的时间长度（以天为单位）筛
选访问权限。

字符串
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条件键 描述 类型

 glacier:R 
esourceTag/

按客户定义的标签筛选访问权限 字符串

Amazon S3 Object Lambda 的操作、资源和条件键

Amazon S3 Object Lambda（服务前缀：s3-object-lambda）提供以下服务特定的资源、操作和条
件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon S3 Object Lambda 定义的操作

• Amazon S3 Object Lambda 定义的资源类型

• Amazon S3 Object Lambda 的条件键

Amazon S3 Object Lambda 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

objectlam 
bdaaccess 
point*

    AbortMult 
ipartUpload

授予权限以中止分段上传 Write

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

Amazon S3 Object Lambda 3592

reference_policies_actions-resources-contextkeys.html#actions_table
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

objectlam 
bdaaccess 
point*

    DeleteObject 授予权限以删除对象的空版本
并插入删除标记，此版本成为
对象的当前版本

写入

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 DeleteObj 
ectTagging

授予权限以使用标记子资源从
指定的对象中删除整个标记集

标记 objectlam 
bdaaccess 
point*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 DeleteObj 
ectVersion

授予权限以删除特定版本的对
象

写入 objectlam 
bdaaccess 
point*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

s3-
object-
lambda:v 
ersionid

 

 DeleteObj 
ectVersio 
nTagging

授予权限以删除特定版本对象
的整个标记集

Tagging objectlam 
bdaaccess 
point*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

s3-
object-
lambda:v 
ersionid

 

 GetObject 授予权限以从 Amazon S3 检
索对象

读取 objectlam 
bdaaccess 
point*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 GetObjectAcl 授予权限以返回对象的访问控
制列表 (ACL)

Read objectlam 
bdaaccess 
point*
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#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 GetObject 
LegalHold

授予权限以获取对象的当前依
法保留状态

读取 objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3598

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 GetObject 
Retention

授予权限以检索对象的保留设
置

读取 objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3599

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 GetObject 
Tagging

授予权限以返回对象的标签集 Read objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3600

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 GetObject 
Version

授予权限以检索对象的特定版
本

读取 objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3601

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

s3-
object-
lambda:v 
ersionid

 

 GetObject 
VersionAcl

授予权限以返回特定对象版本
的访问控制列表 (ACL)

Read objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3602

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

s3-
object-
lambda:v 
ersionid

 

 GetObject 
VersionTa 
gging

授予权限以返回特定版本对象
的标签集

Read objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3603

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
https://docs.aws.amazon.com/AmazonS3/latest/dev/setting-repl-config-perm-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/setting-repl-config-perm-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/setting-repl-config-perm-overview.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

s3-
object-
lambda:v 
ersionid

 

 ListBucket 授予权限以列出 Amazon S3 
存储桶中的部分或全部对象
（最多 1000 个）

列出 objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3604

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 ListBucke 
tMultipar 
tUploads

授予权限以列出正在进行的分
段上传

列出 objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3605

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 ListBucke 
tVersions

授予权限以列出有关 Amazon 
S3 存储桶中所有对象版本的元
数据

List objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3606

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 ListMulti 
partUploa 
dParts

授予权限以列出为特定分段上
传而上传的部分

List objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3607

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 PutObject 授予权限以将对象添加到存储
桶

写入 objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3608

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 PutObjectAcl 授予权限以便为 S3 存储桶中
的新对象或现有对象设置访问
控制列表（ACL）权限

权限管理 objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3609

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectAcl.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 PutObject 
LegalHold

授予权限以将依法保留配置应
用于指定的对象

写入 objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3610

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 PutObject 
Retention

授予权限以在对象上放置对象
保留配置

写入 objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3611

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectRetention.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 PutObject 
Tagging

授予权限以将提供的标签集设
置为存储桶中已存在的对象

标记 objectlam 
bdaaccess 
point*

   

Amazon S3 Object Lambda 3612

#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 PutObject 
VersionAcl

授予权限以使用 acl 子资源为
存储桶中已存在的对象设置访
问控制列表（ACL）权限

权限管理 objectlam 
bdaaccess 
point*
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#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectAcl.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

s3-
object-
lambda:v 
ersionid

 

 PutObject 
VersionTa 
gging

授予权限以便为对象的特定版
本设置提供的标签集

Tagging objectlam 
bdaaccess 
point*
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#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

s3-
object-
lambda:v 
ersionid

 

 RestoreOb 
ject

授予权限以将对象的归档副本
恢复到 Amazon S3

写入 objectlam 
bdaaccess 
point*
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#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
#amazons3objectlambda-s3-object-lambda_versionid
https://docs.aws.amazon.com/AmazonS3/latest/API/API_RestoreObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_RestoreObject.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

 WriteGetO 
bjectResp 
onse

授予为发送到 S3 对象 Lambda 
的 GetObject 请求提供数据的
权限

写入 objectlam 
bdaaccess 
point*
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#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
https://docs.aws.amazon.com/AmazonS3/latest/API/API_WriteGetObjectResponse.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_WriteGetObjectResponse.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_WriteGetObjectResponse.html
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
#amazons3objectlambda-objectlambdaaccesspoint
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
object-
lambda:a 
uthType

s3-
object-
lambda:s 
ignatureA 
ge

s3-
object-
lambda:T 
lsVersion

 

Amazon S3 Object Lambda 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 objectlam 
bdaaccess 
point

arn:${Partition}:s3-object-lambda:${ 
Region}:${Account}:accesspoint/${Acc 
essPointName}
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#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_authType
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_signatureAge
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
#amazons3objectlambda-s3-object-lambda_TlsVersion
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonS3/latest/dev/transforming-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/transforming-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/transforming-objects.html
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Amazon S3 Object Lambda 的条件键

Amazon S3 Object Lambda 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 s3-object 
-lambda:T 
lsVersion

按客户端使用的 TLS 版本筛选访问 数值

 s3-object 
-lambda:a 
uthType

按身份验证方法筛选访问 字符串

 s3-object 
-lambda:s 
ignatureAge

按请求签名的生存期（以毫秒为单位）筛选访问 数值

 s3-object-
lambda:versionid

按特定对象版本筛选访问权限 字符串

Amazon S3 on Outposts 的操作、资源和条件键

Amazon S3 on Outposts（服务前缀：s3-outposts）提供以下服务特定的资源、操作和条件上下文
键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon S3 on Outposts 定义的操作
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/amazon-s3-policy-keys.html/#getobjectversion-limit-access-to-specific-version-3
https://docs.aws.amazon.com/AmazonS3/latest/dev/amazon-s3-policy-keys.html/#getobjectversion-limit-access-to-specific-version-3
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/API/Type_API_Reference.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-overview.html
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• Amazon S3 on Outposts 定义的资源类型

• Amazon S3 on Outposts 的条件键

Amazon S3 on Outposts 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AbortMult 
ipartUpload

授予权限以中止分段上传 Write object*    
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
#amazons3onoutposts-object
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n
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#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 CreateAcc 
essPoint

授予权限以创建新的访问点 Write accesspoi 
nt*
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#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateAccessPoint.html
#amazons3onoutposts-accesspoint
#amazons3onoutposts-accesspoint
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n
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#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:x-amz- 
content-s 
ha256

bucket*     CreateBuc 
ket

授予权限以创建新的存储桶 Write

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 CreateEnd 
point

授予权限以创建新的终端节点 Write endpoint*    

 DeleteAcc 
essPoint

授予权限以删除在 URI 中指定
的接入点

Write accesspoi 
nt*
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#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-bucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateBucket.html
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_CreateEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_CreateEndpoint.html
#amazons3onoutposts-endpoint
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPoint.html
#amazons3onoutposts-accesspoint
#amazons3onoutposts-accesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

 

Amazon S3 on Outposts 3624

#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 DeleteAcc 
essPointP 
olicy

授予权限以删除指定接入点上
的策略

Permissio 
ns 
managemen 
t

accesspoi 
nt*

   

Amazon S3 on Outposts 3625

#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
#amazons3onoutposts-accesspoint
#amazons3onoutposts-accesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

 

Amazon S3 on Outposts 3626

#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:x-amz- 
content-s 
ha256

bucket*     DeleteBuc 
ket

授予权限以删除在 URI 中指定
的存储桶

写入

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

Amazon S3 on Outposts 3627

#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-bucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucket.html
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

bucket*     DeleteBuc 
ketPolicy

授予权限以删除指定存储桶上
的策略

Permissio 
ns 
managemen 
t

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 DeleteEnd 
point

授予权限以删除在 URI 中指定
的终端节点

Write endpoint*    

 DeleteObject 授予权限以删除对象的空版本
并插入删除标记，此版本成为
对象的当前版本

写入 object*    

Amazon S3 on Outposts 3628

#amazons3onoutposts-bucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketPolicy.html
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_DeleteEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_DeleteEndpoint.html
#amazons3onoutposts-endpoint
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

 

Amazon S3 on Outposts 3629

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 DeleteObj 
ectTagging

授予权限以使用标记子资源从
指定的对象中删除整个标记集

标记 object*    

Amazon S3 on Outposts 3630

#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:Existi 
ngObjectT 
ag/<key>

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

 

Amazon S3 on Outposts 3631

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 DeleteObj 
ectVersion

授予权限以删除特定版本的对
象

写入 object*    

Amazon S3 on Outposts 3632

#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

 

Amazon S3 on Outposts 3633

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:versio 
nid

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 DeleteObj 
ectVersio 
nTagging

授予权限以删除特定版本对象
的整个标记集

标记 object*    

Amazon S3 on Outposts 3634

#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:Existi 
ngObjectT 
ag/<key>

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

 

Amazon S3 on Outposts 3635

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:versio 
nid

s3-
outpos 
ts:x-amz- 
content-s 
ha256

Amazon S3 on Outposts 3636

#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAccess 
Point

授予权限以返回有关指定访问
点的配置信息

Read   s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

 

Amazon S3 on Outposts 3637

https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPoint.html
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 GetAccess 
PointPolicy

授予权限以返回与指定接入点
关联的接入点策略

Read accesspoi 
nt*

   

Amazon S3 on Outposts 3638

#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPointPolicy.html
#amazons3onoutposts-accesspoint
#amazons3onoutposts-accesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

 

Amazon S3 on Outposts 3639

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:x-amz- 
content-s 
ha256

bucket*     GetBucket 授予权限以返回与 Amazon S3 
存储桶关联的存储桶配置

Read

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 GetBucket 
Policy

授予权限以返回指定存储桶的
策略

Read bucket*    

Amazon S3 on Outposts 3640

#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-bucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucket.html
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketPolicy.html
#amazons3onoutposts-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 GetBucket 
Tagging

授予权限以返回与 Amazon S3 
存储桶关联的标签集

读取 bucket*    

Amazon S3 on Outposts 3641

#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketTagging.html
#amazons3onoutposts-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 GetBucket 
Versioning

授予权限以返回 Amazon S3 
存储桶的版本控制状态

读取 bucket*    

Amazon S3 on Outposts 3642

#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
#amazons3onoutposts-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 GetLifecy 
cleConfig 
uration

授予权限以返回 Amazon S3 
存储桶上的生命周期配置信息
集

Read bucket*    

Amazon S3 on Outposts 3643

#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketLifecycleConfiguration.html
#amazons3onoutposts-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 GetObject 授予权限以从 Amazon S3 检
索对象

Read object*    

Amazon S3 on Outposts 3644

#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:Existi 
ngObjectT 
ag/<key>

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

 

Amazon S3 on Outposts 3645

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 GetObject 
Tagging

授予权限以返回对象的标签集 Read object*    

Amazon S3 on Outposts 3646

#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:Existi 
ngObjectT 
ag/<key>

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

 

Amazon S3 on Outposts 3647

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 GetObject 
Version

授予权限以检索对象的特定版
本

读取 object*    

Amazon S3 on Outposts 3648

#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:Existi 
ngObjectT 
ag/<key>

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

 

Amazon S3 on Outposts 3649

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:versio 
nid

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 GetObject 
VersionFo 
rReplication

授予权限以复制未加密对象和
使用 SSE-KMS 加密的对象

读取 object*    

Amazon S3 on Outposts 3650

#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 GetObject 
VersionTa 
gging

授予权限以返回特定版本对象
的标签集

Read object*    

Amazon S3 on Outposts 3651

#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:Existi 
ngObjectT 
ag/<key>

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

 

Amazon S3 on Outposts 3652

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:versio 
nid

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 GetReplic 
ationConf 
iguration

授予权限以获取 Amazon S3 
存储桶上的复制配置信息集

读取 bucket*    

Amazon S3 on Outposts 3653

#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketReplication.html
#amazons3onoutposts-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

Amazon S3 on Outposts 3654

#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAcces 
sPoints

授予权限以列出访问点 List   s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

accesspoi 
nt*

    ListBucket 授予权限以列出 Amazon S3 
存储桶中的部分或全部对象
（最多 1000 个）

列出

bucket*    

Amazon S3 on Outposts 3655

https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListAccessPoints.html
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-accesspoint
#amazons3onoutposts-accesspoint
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
#amazons3onoutposts-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:delimi 
ter

s3-
outpos 
ts:max-ke 
ys

 

Amazon S3 on Outposts 3656

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_delimiter
#amazons3onoutposts-s3-outposts_delimiter
#amazons3onoutposts-s3-outposts_delimiter
#amazons3onoutposts-s3-outposts_delimiter
#amazons3onoutposts-s3-outposts_max-keys
#amazons3onoutposts-s3-outposts_max-keys
#amazons3onoutposts-s3-outposts_max-keys
#amazons3onoutposts-s3-outposts_max-keys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:prefix

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

accesspoi 
nt*

    ListBucke 
tMultipar 
tUploads

授予权限以列出正在进行的分
段上传

列出

bucket*    

Amazon S3 on Outposts 3657

#amazons3onoutposts-s3-outposts_prefix
#amazons3onoutposts-s3-outposts_prefix
#amazons3onoutposts-s3-outposts_prefix
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-accesspoint
#amazons3onoutposts-accesspoint
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
#amazons3onoutposts-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

 

Amazon S3 on Outposts 3658

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 ListBucke 
tVersions

授予权限以列出有关 Amazon 
S3 存储桶中所有对象版本的元
数据

列出 bucket*    

Amazon S3 on Outposts 3659

#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
#amazons3onoutposts-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:delimi 
ter

s3-
outpos 
ts:max-ke 
ys

 

Amazon S3 on Outposts 3660

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_delimiter
#amazons3onoutposts-s3-outposts_delimiter
#amazons3onoutposts-s3-outposts_delimiter
#amazons3onoutposts-s3-outposts_delimiter
#amazons3onoutposts-s3-outposts_max-keys
#amazons3onoutposts-s3-outposts_max-keys
#amazons3onoutposts-s3-outposts_max-keys
#amazons3onoutposts-s3-outposts_max-keys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:prefix

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 ListEndpo 
ints

授予列出终端节点的权限 List      

 ListMulti 
partUploa 
dParts

授予权限以列出为特定分段上
传而上传的部分

列表 object*    

Amazon S3 on Outposts 3661

#amazons3onoutposts-s3-outposts_prefix
#amazons3onoutposts-s3-outposts_prefix
#amazons3onoutposts-s3-outposts_prefix
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListEndpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListEndpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

 

Amazon S3 on Outposts 3662

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 ListOutpo 
stsWithS3

授予权限以列出具有 S3 容量
的 Outpost

列表      

 ListRegio 
nalBuckets

授予权限以列出该请求的经身
份验证的发件人拥有的所有存
储桶

列表   s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 ListShare 
dEndpoints

授予列示端点的权限 列表      

Amazon S3 on Outposts 3663

#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListRegionalBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListRegionalBuckets.html
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutAccess 
PointPolicy

授予权限以将访问策略与指定
访问点关联

Permissio 
ns 
managemen 
t

accesspoi 
nt*

   

Amazon S3 on Outposts 3664

https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutAccessPointPolicy.html
#amazons3onoutposts-accesspoint
#amazons3onoutposts-accesspoint


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

 

Amazon S3 on Outposts 3665

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:x-amz- 
content-s 
ha256

bucket*     PutBucket 
Policy

授予权限以在存储桶上添加或
替换存储桶策略

Permissio 
ns 
managemen 
t

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 PutBucket 
Tagging

授予权限以向现有 Amazon S3 
存储桶添加一组标签

标记 bucket*    

Amazon S3 on Outposts 3666

#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-bucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketPolicy.html
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketTagging.html
#amazons3onoutposts-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 PutBucket 
Versioning

授予权限以设置现有 Amazon 
S3 存储桶的版本控制状态

写入 bucket*    

Amazon S3 on Outposts 3667

#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
#amazons3onoutposts-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 PutLifecy 
cleConfig 
uration

授予权限以便为存储桶创建新
的生命周期配置或替换现有生
命周期配置

Write bucket*    

Amazon S3 on Outposts 3668

#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html
#amazons3onoutposts-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 PutObject 授予权限以将对象添加到存储
桶

Write object*    

Amazon S3 on Outposts 3669

#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:Reques 
tObjectTa 
g/<key>

s3-
outpos 
ts:Reques 
tObjectTa 
gKeys

s3-
outpos 
ts:authTy 
pe

 

Amazon S3 on Outposts 3670

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTagKeys
#amazons3onoutposts-s3-outposts_RequestObjectTagKeys
#amazons3onoutposts-s3-outposts_RequestObjectTagKeys
#amazons3onoutposts-s3-outposts_RequestObjectTagKeys
#amazons3onoutposts-s3-outposts_RequestObjectTagKeys
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
acl

s3-
outpos 
ts:x-amz- 
content-s 
ha256

s3-
outpos 
ts:x-amz- 
copy-
source

s3-
outpos 
ts:x-amz- 
metadata- 
directive

Amazon S3 on Outposts 3671

#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-acl
#amazons3onoutposts-s3-outposts_x-amz-acl
#amazons3onoutposts-s3-outposts_x-amz-acl
#amazons3onoutposts-s3-outposts_x-amz-acl
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-copy-source
#amazons3onoutposts-s3-outposts_x-amz-copy-source
#amazons3onoutposts-s3-outposts_x-amz-copy-source
#amazons3onoutposts-s3-outposts_x-amz-copy-source
#amazons3onoutposts-s3-outposts_x-amz-copy-source
#amazons3onoutposts-s3-outposts_x-amz-metadata-directive
#amazons3onoutposts-s3-outposts_x-amz-metadata-directive
#amazons3onoutposts-s3-outposts_x-amz-metadata-directive
#amazons3onoutposts-s3-outposts_x-amz-metadata-directive
#amazons3onoutposts-s3-outposts_x-amz-metadata-directive


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3-
outpos 
ts:x-amz- 
server-
side-
encryp 
tion

s3-
outpos 
ts:x-amz- 
storage-c 
lass

Amazon S3 on Outposts 3672

#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
#amazons3onoutposts-s3-outposts_x-amz-storage-class
#amazons3onoutposts-s3-outposts_x-amz-storage-class
#amazons3onoutposts-s3-outposts_x-amz-storage-class
#amazons3onoutposts-s3-outposts_x-amz-storage-class
#amazons3onoutposts-s3-outposts_x-amz-storage-class


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

object*     PutObjectAcl 授予权限以设置对存储桶中已
存在的对象的访问控制列表 
(ACL) 权限

Permissio 
ns 
managemen 
t

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:Existi 
ngObjectT 
ag/<key>

s3-
outpos 
ts:authTy 
pe

s3-
outpos 

  

Amazon S3 on Outposts 3673

#amazons3onoutposts-object
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectAcl.html
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
acl

s3-
outpos 
ts:x-amz- 
content-s 
ha256

s3-
outpos 
ts:x-amz- 
storage-c 
lass

 PutObject 
Tagging

授予权限以将提供的标签集设
置为存储桶中已存在的对象

标记 object*    

Amazon S3 on Outposts 3674

#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-acl
#amazons3onoutposts-s3-outposts_x-amz-acl
#amazons3onoutposts-s3-outposts_x-amz-acl
#amazons3onoutposts-s3-outposts_x-amz-acl
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-storage-class
#amazons3onoutposts-s3-outposts_x-amz-storage-class
#amazons3onoutposts-s3-outposts_x-amz-storage-class
#amazons3onoutposts-s3-outposts_x-amz-storage-class
#amazons3onoutposts-s3-outposts_x-amz-storage-class
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:Existi 
ngObjectT 
ag/<key>

s3-
outpos 
ts:Reques 
tObjectTa 
g/<key>

s3-
outpos 
ts:Reques 

  

Amazon S3 on Outposts 3675

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTagKeys
#amazons3onoutposts-s3-outposts_RequestObjectTagKeys
#amazons3onoutposts-s3-outposts_RequestObjectTagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

tObjectTa 
gKeys

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 PutObject 
VersionTa 
gging

授予权限以便为对象的特定版
本设置提供的标签集

标记 object*    

Amazon S3 on Outposts 3676

#amazons3onoutposts-s3-outposts_RequestObjectTagKeys
#amazons3onoutposts-s3-outposts_RequestObjectTagKeys
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:DataAc 
cessPoint 
Account

s3-
outpos 
ts:DataAc 
cessPoint 
Arn

s3-
outpos 
ts:Access 
PointNetw 
orkOrigin

s3-
outpos 
ts:Existi 
ngObjectT 
ag/<key>

s3-
outpos 
ts:Reques 
tObjectTa 
g/<key>

s3-
outpos 
ts:Reques 

  

Amazon S3 on Outposts 3677

#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointAccount
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_DataAccessPointArn
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_AccessPointNetworkOrigin
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_ExistingObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTag_key
#amazons3onoutposts-s3-outposts_RequestObjectTagKeys
#amazons3onoutposts-s3-outposts_RequestObjectTagKeys
#amazons3onoutposts-s3-outposts_RequestObjectTagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

tObjectTa 
gKeys

s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:versio 
nid

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 PutReplic 
ationConf 
iguration

授予权限以创建新的复制配置
或替换现有复制配置

写入 bucket*   iam:PassR 
ole

Amazon S3 on Outposts 3678

#amazons3onoutposts-s3-outposts_RequestObjectTagKeys
#amazons3onoutposts-s3-outposts_RequestObjectTagKeys
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_versionid
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketReplication.html
#amazons3onoutposts-bucket


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 Replicate 
Delete

授予权限以将删除标记复制到
目标存储桶

写入 object*    

Amazon S3 on Outposts 3679

#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

 Replicate 
Object

授予权限以将对象和对象标签
复制到目标存储桶

写入 object*    

Amazon S3 on Outposts 3680

#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

s3-
outpos 
ts:x-amz- 
server-
side-
encryp 
tion

 

 Replicate 
Tags

授予权限以将对象标签复制到
目标存储桶

标记 object*    

Amazon S3 on Outposts 3681

#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
#amazons3onoutposts-s3-outposts_x-amz-server-side-encryption
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
#amazons3onoutposts-object


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  s3-
outpos 
ts:authTy 
pe

s3-
outpos 
ts:signat 
ureAge

s3-
outpos 
ts:signat 
ureversio 
n

s3-
outpos 
ts:x-amz- 
content-s 
ha256

 

Amazon S3 on Outposts 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

Amazon S3 on Outposts 3682

#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_authType
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureAge
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_signatureversion
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
#amazons3onoutposts-s3-outposts_x-amz-content-sha256
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table


服务授权参考 服务授权参考

资源类型 ARN 条件键

 accesspoint arn:${Partition}:s3-outposts:${Regio 
n}:${Account}:outpost/${OutpostId}/a 
ccesspoint/${AccessPointName}

 

 bucket arn:${Partition}:s3-outposts:${Regio 
n}:${Account}:outpost/${OutpostId}/b 
ucket/${BucketName}

 

 endpoint arn:${Partition}:s3-outposts:${Regio 
n}:${Account}:outpost/${OutpostId}/e 
ndpoint/${EndpointId}

 

 object arn:${Partition}:s3-outposts:${Regio 
n}:${Account}:outpost/${OutpostId}/b 
ucket/${BucketName}/object/${ObjectN 
ame}

 

Amazon S3 on Outposts 的条件键

Amazon S3 on Outposts 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 s3-outpos 
ts:Access 
PointNetw 
orkOrigin

按网络源（Internet 或 VPC）筛选访问 字符串

 s3-outpos 
ts:DataAc 
cessPoint 
Account

按拥有接入点的 AWS 账户 ID 筛选访问权限 字符串

Amazon S3 on Outposts 3683

https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/outposts-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingObjects.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-access-points.html#access-points-policies


服务授权参考 服务授权参考

条件键 描述 类型

 s3-outpos 
ts:DataAc 
cessPointArn

按接入点 Amazon Resource Name（ARN）筛选访问 ARN

 s3-outpos 
ts:Existi 
ngObjectTag/
<key>

通过要求现有对象标签具有特定的标签键和值来筛选访问 字符串

 s3-outpos 
ts:Reques 
tObjectTag/
<key>

通过限制对象上允许的标签键和值来筛选访问 字符串

 s3-outpos 
ts:Reques 
tObjectTagKeys

通过限制对象上允许的标签键来筛选访问 字符串

 s3-outpos 
ts:authType

通过将传入请求限制为特定身份验证方法来筛选访问 字符串

 s3-outpos 
ts:delimiter

通过要求分隔符参数来筛选访问 字符串

 s3-outpos 
ts:max-keys

通过限制 ListBucket 请求中返回的最大密钥数来过滤访问
权限

数值

 s3-outpos 
ts:prefix

按键名称前缀筛选访问 字符串

 s3-outpos 
ts:signatureAge

通过标识签名在经过身份验证的请求中有效的时间长度
（以毫秒为单位）来筛选访问

数值

 s3-outpos 
ts:signat 
ureversion

通过识别经过身份验证的请求所支持的 AWS 签名版本来
筛选访问权限

字符串

Amazon S3 on Outposts 3684

https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-tagging.html#tagging-and-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-tagging.html#tagging-and-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-tagging.html#tagging-and-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-tagging.html#tagging-and-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-tagging.html#tagging-and-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-tagging.html#tagging-and-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-tagging.html#tagging-and-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-tagging.html#tagging-and-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-tagging.html#tagging-and-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-tagging.html#tagging-and-policies
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-tagging.html#tagging-and-policies
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/walkthrough1.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/walkthrough1.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-policy-keys.html#example-numeric-condition-operators
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-policy-keys.html#example-numeric-condition-operators
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-policy-keys.html#condition-key-bucket-ops-2
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-policy-keys.html#condition-key-bucket-ops-2
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
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条件键 描述 类型

 s3-outpos 
ts:versionid

按特定对象版本筛选访问权限 字符串

 s3-outposts:x-
amz-acl

通过在请求中要求标 x-amz-acl头具有特定的预装 ACL 来
过滤访问权限

字符串

 s3-outposts:x-
amz-content-s 
ha256

通过禁止存储桶中的未签名内容来筛选访问 字符串

 s3-outposts:x-
amz-copy-source

通过将复制源限制为特定的存储桶、前缀或对象来筛选访
问

字符串

 s3-outposts:x-
amz-metadata- 
directive

通过在复制对象时启用对象元数据行为的实施（COPY 或 
REPLACE）来筛选访问

字符串

 s3-outposts:x-
amz-server-side-
encryption

通过要求服务器端加密来筛选访问 字符串

 s3-outposts:x-
amz-storage-c 
lass

按存储类筛选访问权限 字符串

Amazon S3 表格的操作、资源和条件键

Amazon S3 表（服务前缀:s3tables）提供以下特定于服务的资源、操作和条件上下文密钥以在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

Amazon S3 表 3685

https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-policy-keys.html#getobjectversion-limit-access-to-specific-version-3
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-policy-keys.html#getobjectversion-limit-access-to-specific-version-3
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html#permissions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html#permissions
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-policy-keys.html#putobject-limit-copy-source-3
https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-policy-keys.html#putobject-limit-copy-source-3
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html#sc-howtoset
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html#sc-howtoset
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html#sc-howtoset
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables.html
https://docs.aws.amazon.com/AmazonS3/latest/API/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.html
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主题

• 由 Amazon S3 表格定义的操作

• 由 Amazon S3 表格定义的资源类型

• 亚马逊 S3 表格的条件键

由 Amazon S3 表格定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

Amazon S3 表 3686

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateNam 
espace

授予创建命名空间的权限 写入 TableBuck 
et*

   

TableBuck 
et*

    CreateTable 授予权限以创建表 写入

  s3tables: 
namespace

s3tables: 
SSEAlgori 
thm

s3tables: 
KMSKeyArn

 

TableBuck 
et*

    CreateTab 
leBucket

授予创建表存储桶的权限 写入

  s3tables: 
SSEAlgori 
thm

s3tables: 
KMSKeyArn

 

TableBuck 
et*

    DeleteNam 
espace

授予删除命名空间的权限 写入

  s3tables: 
namespace

 

Table*     DeleteTable 授予权限以删除表 写入

  s3tables: 
namespace
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_CreateNamespace.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_CreateNamespace.html
#amazons3tables-TableBucket
#amazons3tables-TableBucket
#amazons3tables-TableBucket
#amazons3tables-TableBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_CreateTable.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_SSEAlgorithm
#amazons3tables-s3tables_SSEAlgorithm
#amazons3tables-s3tables_SSEAlgorithm
#amazons3tables-s3tables_KMSKeyArn
#amazons3tables-s3tables_KMSKeyArn
#amazons3tables-s3tables_KMSKeyArn
#amazons3tables-TableBucket
#amazons3tables-TableBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_CreateTableBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_CreateTableBucket.html
#amazons3tables-s3tables_SSEAlgorithm
#amazons3tables-s3tables_SSEAlgorithm
#amazons3tables-s3tables_SSEAlgorithm
#amazons3tables-s3tables_KMSKeyArn
#amazons3tables-s3tables_KMSKeyArn
#amazons3tables-s3tables_KMSKeyArn
#amazons3tables-TableBucket
#amazons3tables-TableBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_DeleteNamespace.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_DeleteNamespace.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_DeleteTable.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3tables: 
tableName

 DeleteTab 
leBucket

授予删除表存储桶的权限 写入 TableBuck 
et*

   

 DeleteTab 
leBucketE 
ncryption

授予删除表存储桶上加密配置
的权限

写入 TableBuck 
et*

   

 DeleteTab 
leBucketP 
olicy

授予删除表存储桶上策略的权
限

权限管理 TableBuck 
et*

   

Table*     DeleteTab 
lePolicy

授予删除表上策略的权限 权限管理

  s3tables: 
namespace

s3tables: 
tableName

 

TableBuck 
et*

    GetNamesp 
ace

授予获取命名空间的权限 读取

  s3tables: 
namespace

 

Table*     GetTable 授予权限以检索表 读取

  s3tables: 
namespace

s3tables: 
tableName
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#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_DeleteTableBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_DeleteTableBucket.html
#amazons3tables-TableBucket
#amazons3tables-TableBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_DeleteTableBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_DeleteTableBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_DeleteTableBucketEncryption.html
#amazons3tables-TableBucket
#amazons3tables-TableBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_DeleteTableBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_DeleteTableBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_DeleteTableBucketPolicy.html
#amazons3tables-TableBucket
#amazons3tables-TableBucket
#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_DeleteTablePolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_DeleteTablePolicy.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-TableBucket
#amazons3tables-TableBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetNamespace.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetNamespace.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTable.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetTableB 
ucket

授予检索表存储桶的权限 读取 TableBuck 
et*

   

 GetTableB 
ucketEncr 
yption

授予在表存储桶上检索加密配
置的权限

读取 TableBuck 
et*

   

 GetTableB 
ucketMain 
tenanceCo 
nfiguration

授予在表存储桶上检索维护配
置的权限

读取 TableBuck 
et*

   

 GetTableB 
ucketPolicy

授予在表存储桶上检索策略的
权限

读取 TableBuck 
et*

   

Table*     GetTableD 
ata [仅权限]

授予使用 S3 从表存储端点读
取元数据和数据对象的权限 
APIs

读取

  s3tables: 
namespace

s3tables: 
tableName

 

Table*     GetTableE 
ncryption

授予检索表上加密配置的权限 读取

  s3tables: 
namespace

s3tables: 
tableName
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableBucket.html
#amazons3tables-TableBucket
#amazons3tables-TableBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableBucketEncryption.html
#amazons3tables-TableBucket
#amazons3tables-TableBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableBucketMaintenanceConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableBucketMaintenanceConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableBucketMaintenanceConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableBucketMaintenanceConfiguration.html
#amazons3tables-TableBucket
#amazons3tables-TableBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableBucketPolicy.html
#amazons3tables-TableBucket
#amazons3tables-TableBucket
#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.html#s3-tables-actions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.html#s3-tables-actions
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableEncryption.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Table*     GetTableM 
aintenanc 
eConfigur 
ation

授予检索表维护配置的权限 读取

  s3tables: 
namespace

s3tables: 
tableName

 

Table*     GetTableM 
aintenanc 
eJobStatus

授予检索表上维护任务状态的
权限

读取

  s3tables: 
namespace

s3tables: 
tableName

 

Table*     GetTableM 
etadataLo 
cation

授予检索表元数据位置的权限 读取

  s3tables: 
namespace

s3tables: 
tableName

 

Table*     GetTableP 
olicy

授予在表上检索策略的权限 读取

  s3tables: 
namespace

s3tables: 
tableName

 

 ListNames 
paces

授予列出命名空间的权限 列表 TableBuck 
et*
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#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableMaintenanceConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableMaintenanceConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableMaintenanceConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableMaintenanceConfiguration.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableMaintenanceJobStatus.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableMaintenanceJobStatus.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableMaintenanceJobStatus.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableMetadataLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableMetadataLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTableMetadataLocation.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTablePolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_GetTablePolicy.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_ListNamespaces.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_ListNamespaces.html
#amazons3tables-TableBucket
#amazons3tables-TableBucket
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTable 
Buckets

授予列出表存储桶的权限 列表      

TableBuck 
et*

    ListTables 授予列出表格的权限 列表

  s3tables: 
namespace

 

TableBuck 
et*

    PutTableB 
ucketEncr 
yption

授予在表存储桶上放置或覆盖
加密配置的权限

写入

  s3tables: 
KMSKeyArn

s3tables: 
SSEAlgori 
thm

 

 PutTableB 
ucketMain 
tenanceCo 
nfiguration

授予在表存储桶上放置维护配
置的权限

写入 TableBuck 
et*

   

 PutTableB 
ucketPolicy

授予在表存储桶上创建或覆盖
策略的权限

权限管理 TableBuck 
et*

   

Table*     PutTableD 
ata [仅权限]

授予使用 S3 将元数据和数据
对象写入表存储端点的权限 
APIs

写入

  s3tables: 
namespace

s3tables: 
tableName
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_ListTableBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_ListTableBuckets.html
#amazons3tables-TableBucket
#amazons3tables-TableBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_ListTables.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-TableBucket
#amazons3tables-TableBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTableBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTableBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTableBucketEncryption.html
#amazons3tables-s3tables_KMSKeyArn
#amazons3tables-s3tables_KMSKeyArn
#amazons3tables-s3tables_KMSKeyArn
#amazons3tables-s3tables_SSEAlgorithm
#amazons3tables-s3tables_SSEAlgorithm
#amazons3tables-s3tables_SSEAlgorithm
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTableBucketMaintenanceConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTableBucketMaintenanceConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTableBucketMaintenanceConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTableBucketMaintenanceConfiguration.html
#amazons3tables-TableBucket
#amazons3tables-TableBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTableBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTableBucketPolicy.html
#amazons3tables-TableBucket
#amazons3tables-TableBucket
#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.html#s3-tables-actions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.html#s3-tables-actions
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Table*     PutTableE 
ncryption [仅
权限]

授予在表上放置加密配置的权
限

写入

  s3tables: 
namespace

s3tables: 
SSEAlgori 
thm

s3tables: 
KMSKeyArn

 

Table*     PutTableM 
aintenanc 
eConfigur 
ation

授予在表上放置维护配置的权
限

写入

  s3tables: 
namespace

s3tables: 
tableName

 

Table*     PutTableP 
olicy

授予在表上创建或覆盖策略的
权限

权限管理

  s3tables: 
namespace

s3tables: 
tableName

 

Table*     RenameTab 
le

授予在命名空间中重命名表或
移动表的权限

写入

  s3tables: 
namespace

s3tables: 
tableName
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#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.html#s3-tables-actions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.html#s3-tables-actions
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_SSEAlgorithm
#amazons3tables-s3tables_SSEAlgorithm
#amazons3tables-s3tables_SSEAlgorithm
#amazons3tables-s3tables_KMSKeyArn
#amazons3tables-s3tables_KMSKeyArn
#amazons3tables-s3tables_KMSKeyArn
#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTableMaintenanceConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTableMaintenanceConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTableMaintenanceConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTableMaintenanceConfiguration.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTablePolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_PutTablePolicy.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_RenameTable.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_RenameTable.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Table*     UpdateTab 
leMetadat 
aLocation

授予更新表元数据位置的权限 写入

  s3tables: 
namespace

s3tables: 
tableName

 

由 Amazon S3 表格定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 TableBucket arn:${Partition}:s3tables:${Region}: 
${Account}:bucket/${TableBucketName}

 

 Table arn:${Partition}:s3tables:${Region}: 
${Account}:bucket/${TableBucketName} 
/table/${TableID}

s3tables:namespace

s3tables:tableName

亚马逊 S3 表格的条件键

Amazon S3 表格定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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#amazons3tables-Table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_UpdateTableMetadataLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_UpdateTableMetadataLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3TableBuckets_UpdateTableMetadataLocation.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
#amazons3tables-s3tables_tableName
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-buckets.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-tables.html
#amazons3tables-s3tables_namespace
#amazons3tables-s3tables_tableName
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 s3tables: 
KMSKeyArn

通过 AWS KMS 密钥 ARN 筛选用于加密表的密钥的访问
权限

ARN

 s3tables: 
SSEAlgorithm

通过用于加密表的服务器端加密算法筛选访问权限 字符串

 s3tables: 
namespace

按在表存储桶中创建的命名空间筛选访问权限 字符串

 s3tables: 
tableName

按表存储桶中表的名称筛选访问权限 字符串

Amazon S3 矢量的操作、资源和条件密钥

Amazon S3 Vectors（服务前缀:s3vectors）提供以下特定于服务的资源、操作和条件上下文密钥以
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon S3 向量定义的操作

• 由 Amazon S3 矢量定义的资源类型

• Amazon S3 矢量图的条件密钥

由 Amazon S3 向量定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.htmls3-tables-setting-up.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.htmls3-tables-setting-up.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.htmls3-tables-setting-up.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.htmls3-tables-setting-up.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.htmls3-tables-setting-up.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.htmls3-tables-setting-up.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.htmls3-tables-setting-up.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-setting-up.htmls3-tables-setting-up.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/API/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-vectors-access-management.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateIndex 授予在指定向量存储桶内创建
新向量索引的权限

写入 Index*    

VectorBuc 
ket*

    CreateVec 
torBucket

授予创建新矢量存储桶的权限 写入

  s3vectors 
:sseType

s3vectors 
:kmsKeyAr 
n
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_CreateIndex.html
#amazons3vectors-Index
#amazons3vectors-VectorBucket
#amazons3vectors-VectorBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_CreateVectorBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_CreateVectorBucket.html
#amazons3vectors-s3vectors_sseType
#amazons3vectors-s3vectors_sseType
#amazons3vectors-s3vectors_kmsKeyArn
#amazons3vectors-s3vectors_kmsKeyArn
#amazons3vectors-s3vectors_kmsKeyArn
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteIndex 授予删除指定向量索引的权限 写入 Index*    

 DeleteVec 
torBucket

授予删除指定矢量存储桶的权
限

写入 VectorBuc 
ket*

   

 DeleteVec 
torBucket 
Policy

授予从指定矢量存储桶中删除 
IAM 资源策略的权限

权限管理 VectorBuc 
ket*

   

 DeleteVec 
tors

授予从指定向量索引中删除一
批向量的权限

写入 Index*    

 GetIndex 授予获取指定向量索引属性的
权限

读取 Index*    

 GetVector 
Bucket

授予获取指定矢量存储桶属性
的权限

读取 VectorBuc 
ket*

   

 GetVector 
BucketPolicy

授予获取特定矢量存储桶的 
IAM 资源策略的权限

读取 VectorBuc 
ket*

   

 GetVectors 授予通过矢量键获取一批向量
的权限

读取 Index*    

 ListIndexes 授予获取指定矢量存储桶中所
有索引的分页列表的权限

列表 VectorBuc 
ket*

   

 ListVecto 
rBuckets

授予获取账户中所有矢量桶的
分页列表的权限

列表      

 ListVectors 授予获取指定向量索引中所有
向量的分页列表的权限

列表 Index*   s3vectors 
:GetVecto 
rs
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_DeleteIndex.html
#amazons3vectors-Index
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_DeleteVectorBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_DeleteVectorBucket.html
#amazons3vectors-VectorBucket
#amazons3vectors-VectorBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_DeleteVectorBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_DeleteVectorBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_DeleteVectorBucketPolicy.html
#amazons3vectors-VectorBucket
#amazons3vectors-VectorBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_DeleteVectors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_DeleteVectors.html
#amazons3vectors-Index
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_GetIndex.html
#amazons3vectors-Index
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_GetVectorBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_GetVectorBucket.html
#amazons3vectors-VectorBucket
#amazons3vectors-VectorBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_GetVectorBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_GetVectorBucketPolicy.html
#amazons3vectors-VectorBucket
#amazons3vectors-VectorBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_GetVectors.html
#amazons3vectors-Index
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_ListIndexes.html
#amazons3vectors-VectorBucket
#amazons3vectors-VectorBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_ListVectorBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_ListVectorBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_ListVectors.html
#amazons3vectors-Index
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutVector 
BucketPolicy

授予将 IAM 资源策略添加到指
定矢量存储桶的权限

权限管理 VectorBuc 
ket*

   

 PutVectors 授予向指定向量索引中添加一
批向量的权限

写入 Index*    

 QueryVect 
ors

授予在给定查询向量的指定搜
索向量索引内查找近似最近邻
的权限

读取 Index*   s3vectors 
:GetVecto 
rs

由 Amazon S3 矢量定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Index arn:${Partition}:s3vectors:${Region} 
:${Account}:bucket/${BucketName}/ind 
ex/${IndexName}

 

 VectorBuc 
ket

arn:${Partition}:s3vectors:${Region}:
${Account}:bucket/${BucketName}

 

Amazon S3 矢量图的条件密钥

Amazon S3 矢量定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_PutVectorBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_PutVectorBucketPolicy.html
#amazons3vectors-VectorBucket
#amazons3vectors-VectorBucket
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_PutVectors.html
#amazons3vectors-Index
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_QueryVectors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_S3VectorBuckets_QueryVectors.html
#amazons3vectors-Index
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-vectors-access-management.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-vectors-access-management.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-vectors-access-management.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 s3vectors 
:kmsKeyArn

通过 AWS KMS 密钥 ARN 筛选用于加密矢量存储桶的密
钥的访问权限

ARN

 s3vectors 
:sseType

按服务器端加密类型筛选访问权限 字符串

Amazon SageMaker 数据科学助手的操作、资源和条件键

Amazon SageMaker 数据科学助手（服务前缀:sagemaker-data-science-assistant）提供以下
特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon SageMaker 数据科学助手定义的操作

• 由 Amazon SageMaker 数据科学助手定义的资源类型

• Amazon SageMaker 数据科学助手的条件密钥

由 Amazon SageMaker 数据科学助手定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-vectors-access-management.html#s3-vectors-condition-keyss3-vectors-access-management.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-vectors-access-management.html#s3-vectors-condition-keyss3-vectors-access-management.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-vectors-access-management.html#s3-vectors-condition-keyss3-vectors-access-management.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-vectors-access-management.html#s3-vectors-condition-keyss3-vectors-access-management.html
https://docs.aws.amazon.com/sagemaker-dsa/what-is.html
https://docs.aws.amazon.com/sagemaker-dsa/security-iam-service-with-iam.html
https://docs.aws.amazon.com/sagemaker-dsa/security-iam-service-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SendConve 
rsation [仅权
限]

授予与 SageMaker 数据科学助
手开始对话的权限

写入      

由 Amazon SageMaker 数据科学助手定义的资源类型

Amazon SageMaker 数据科学助手不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许
访问 Amazon SageMaker 数据科学助手，请在您的政策"Resource": "*"中指定。

Amazon SageMaker 数据科学助手的条件密钥

SageMakerDataScienceAssistant 没有可在策略声明Condition元素中使用的特定于服务的上下文密
钥。有关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon SageMaker 地理空间功能的操作、资源和条件密钥

Amazon SageMaker 地理空间功能（服务前缀:sagemaker-geospatial）提供以下特定于服务的资
源、操作和条件上下文密钥以在 IAM 权限策略中使用。
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/sagemaker-dsa/APIReference/
https://docs.aws.amazon.com/sagemaker-dsa/APIReference/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon SageMaker 地理空间功能定义的操作

• 由 Amazon SageMaker 地理空间功能定义的资源类型

• Amazon SageMaker 地理空间功能的条件密钥

由 Amazon SageMaker 地理空间功能定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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https://docs.aws.amazon.com/sagemaker/latest/dg/geospatial.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_Operations_Amazon_SageMaker_geospatial_capabilities.html
https://docs.aws.amazon.com/sagemaker/latest/dg/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

EarthObse 
rvationJo 
b*

    DeleteEar 
thObserva 
tionJob

向删除现有地球观测任务的 
DeleteEarthObservationJob 操
作授予权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

VectorEnr 
ichmentJo 
b*

    DeleteVec 
torEnrich 
mentJob

向删除现有矢量丰富作业的 
DeleteVectorEnrichmentJob 
操作授予权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

EarthObse 
rvationJo 
b*

  iam:PassR 
ole

 ExportEar 
thObserva 
tionJob

授予权限以将地球观测任务结
果复制到 S3 位置

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

VectorEnr 
ichmentJo 
b*

  iam:PassR 
ole

 ExportVec 
torEnrich 
mentJob

授予将的结果复制到 S3 位置
的权限 VectorEnrichmentJob

写入

  aws:Resou 
rceTag/${ 
TagKey}
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reference_policies_actions-resources-contextkeys.html#actions_table
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_DeleteEarthObservationJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_DeleteEarthObservationJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_DeleteEarthObservationJob.html
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_DeleteVectorEnrichmentJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_DeleteVectorEnrichmentJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_DeleteVectorEnrichmentJob.html
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ExportEarthObservationJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ExportEarthObservationJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ExportEarthObservationJob.html
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ExportVectorEnrichmentJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ExportVectorEnrichmentJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ExportVectorEnrichmentJob.html
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

EarthObse 
rvationJo 
b*

    GetEarthO 
bservatio 
nJob

授予权限以返回有关地球观测
任务的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

RasterDat 
aCollecti 
on*

    GetRaster 
DataColle 
ction

授予权限以返回有关栅格数据
集合的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetTile 授予权限以获取地球观测任务
的许可

读取 EarthObse 
rvationJo 
b*

  iam:PassR 
ole

VectorEnr 
ichmentJo 
b*

    GetVector 
Enrichmen 
tJob

授予权限以返回有关向量富集
作业的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListEarth 
Observati 
onJobs

授予权限以返回与当前账户关
联的地球观测任务的数组

列表      

 ListRaste 
rDataColl 
ections

授予权限以返回与给定模型名
称关联的星体数据集合的数组

列表      

Amazon SageMaker 地理空间功能 3702

#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_GetEarthObservationJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_GetEarthObservationJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_GetEarthObservationJob.html
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-RasterDataCollection
#amazonsagemakergeospatialcapabilities-RasterDataCollection
#amazonsagemakergeospatialcapabilities-RasterDataCollection
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_GetRasterDataCollection.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_GetRasterDataCollection.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_GetRasterDataCollection.html
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_GetTile.html
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_GetVectorEnrichmentJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_GetVectorEnrichmentJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_GetVectorEnrichmentJob.html
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ListEarthObservationJobs.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ListEarthObservationJobs.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ListEarthObservationJobs.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ListRasterDataCollections.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ListRasterDataCollections.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ListRasterDataCollections.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

EarthObse 
rvationJo 
b

   

RasterDat 
aCollecti 
on

   

VectorEnr 
ichmentJo 
b

   

 ListTagsF 
orResource

授予列出 SageMaker 地理空间
资源标签的权限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListVecto 
rEnrichme 
ntJobs

授予权限以返回与当前账户关
联的向量富集作业的数组

列表      

 SearchRas 
terDataCo 
llection

授予权限以查询栅格数据集合 读取      

 StartEart 
hObservat 
ionJob

向你的账户授予启动新地球观
测任务的 StartEarthObservat 
ionJob 操作权限

写入 EarthObse 
rvationJo 
b*

  iam:PassR 
ole

sagemaker 
-geospati 
al:TagRes 
ource
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#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-RasterDataCollection
#amazonsagemakergeospatialcapabilities-RasterDataCollection
#amazonsagemakergeospatialcapabilities-RasterDataCollection
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ListTagsForResource.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ListTagsForResource.html
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ListVectorEnrichmentJobs.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ListVectorEnrichmentJobs.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_ListVectorEnrichmentJobs.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_SearchRasterDataCollection.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_SearchRasterDataCollection.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_SearchRasterDataCollection.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_StartEarthObservationJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_StartEarthObservationJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_StartEarthObservationJob.html
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

VectorEnr 
ichmentJo 
b*

  iam:PassR 
ole

sagemaker 
-geospati 
al:TagRes 
ource

 StartVect 
orEnrichm 
entJob

向你的账号授予启动新的
矢量富集任务的 StartVect 
orEnrichmentJob 操作权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

EarthObse 
rvationJo 
b*

    StopEarth 
Observati 
onJob

向停止现有地球观测任务的 
StopEarthObservationJob 操
作授予权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 StopVecto 
rEnrichme 
ntJob

向停止现有矢量富集作业的 
StopVectorEnrichmentJob 操
作授予权限

写入 VectorEnr 
ichmentJo 
b*
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#amazonsagemakergeospatialcapabilities-aws_RequestTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_RequestTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_RequestTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_TagKeys
#amazonsagemakergeospatialcapabilities-aws_TagKeys
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_StartVectorEnrichmentJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_StartVectorEnrichmentJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_StartVectorEnrichmentJob.html
#amazonsagemakergeospatialcapabilities-aws_RequestTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_RequestTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_RequestTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_TagKeys
#amazonsagemakergeospatialcapabilities-aws_TagKeys
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
#amazonsagemakergeospatialcapabilities-EarthObservationJob
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_StopEarthObservationJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_StopEarthObservationJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_StopEarthObservationJob.html
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
#amazonsagemakergeospatialcapabilities-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_StopVectorEnrichmentJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_StopVectorEnrichmentJob.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_geospatial_StopVectorEnrichmentJob.html
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
#amazonsagemakergeospatialcapabilities-VectorEnrichmentJob
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

EarthObse 
rvationJo 
b

   

RasterDat 
aCollecti 
on

   

VectorEnr 
ichmentJo 
b

   

 TagResour 
ce

授予标记 SageMaker 地理空间
资源的权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

EarthObse 
rvationJo 
b

    UntagReso 
urce

授予取消标记 SageMaker 地理
空间资源的权限

标记

RasterDat 
aCollecti 
on
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

VectorEnr 
ichmentJo 
b

   

  aws:TagKe 
ys

 

由 Amazon SageMaker 地理空间功能定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 EarthObse 
rvationJob

arn:${Partition}:sagemaker-geospatia 
l:${Region}:${Account}:earth-observa 
tion-job/${JobID}

aws:ResourceTag/${ 
TagKey}

 RasterDat 
aCollection

arn:${Partition}:sagemaker-geospatia 
l:${Region}:${Account}:raster-data-c 
ollection/${CollectionID}

aws:ResourceTag/${ 
TagKey}

 VectorEnr 
ichmentJob

arn:${Partition}:sagemaker-geospatia 
l:${Region}:${Account}:vector-enrich 
ment-job/${JobID}

aws:ResourceTag/${ 
TagKey}

Amazon SageMaker 地理空间功能的条件密钥

Amazon SageMaker 地理空间功能定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。
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服务授权参考 服务授权参考

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

Amazon SageMaker 的操作、资源和条件密钥 MLflow

SageMaker 带有 MLflow （服务前缀:sagemaker-mlflow）的 Amazon 提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon 定义 SageMaker 的操作 MLflow

• 由 Amazon 定义的资源类型 SageMaker 有 MLflow

• SageMaker 带有 Amazon 的条件密钥 MLflow

由 Amazon 定义 SageMaker 的操作 MLflow

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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服务授权参考 服务授权参考

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AccessUI 授予访问 MLflow 用户界面的
权限

读取      

 CreateExp 
eriment

授予创建 MLflow 实验的权限 写入 mlflow-tr 
acking-se 
rver*

   

 CreateMod 
elVersion

授予权限以创建新模型版本 写入 mlflow-tr 
acking-se 
rver*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateReg 
isteredModel

授予权限以创建注册模型 写入 mlflow-tr 
acking-se 
rver*

   

 CreateRun 授予权限以在实验中创建新的
运行

写入 mlflow-tr 
acking-se 
rver*

   

 DeleteExp 
eriment

授予将 MLflow 实验标记为删
除的权限

写入 mlflow-tr 
acking-se 
rver*

   

 DeleteLog 
gedModel

授予删除已登录模型的权限 
MLflow

写入 mlflow-tr 
acking-se 
rver*

   

 DeleteLog 
gedModelTag

授予删除已登录模型标签的权
限 MLflow

写入 mlflow-tr 
acking-se 
rver*

   

 DeleteMod 
elVersion

授予删除模型版本的权限 写入 mlflow-tr 
acking-se 
rver*

   

 DeleteMod 
elVersionTag

授予权限以删除模型版本标签 写入 mlflow-tr 
acking-se 
rver*

   

 DeleteReg 
isteredModel

授予权限以删除注册模型 写入 mlflow-tr 
acking-se 
rver*

   

 DeleteReg 
isteredMo 
delAlias

授予权限以删除注册模型别名 写入 mlflow-tr 
acking-se 
rver*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteReg 
isteredMo 
delTag

授予权限以删除模型标签 写入 mlflow-tr 
acking-se 
rver*

   

 DeleteRun 授予权限以将运行标记为删除 写入 mlflow-tr 
acking-se 
rver*

   

 DeleteTag 授予权限以删除运行标签 写入 mlflow-tr 
acking-se 
rver*

   

 DeleteTra 
ceTag

授予删除中跟踪标签的权限 
MLflow

写入 mlflow-tr 
acking-se 
rver*

   

 DeleteTra 
ces

授予删除中跟踪的权限 MLflow 写入 mlflow-tr 
acking-se 
rver*

   

 EndTrace 授予结束追踪的权限 MLflow 写入 mlflow-tr 
acking-se 
rver*

   

 FinalizeL 
oggedModel

授予为已登录的模型设置状态
的权限 MLflow

写入 mlflow-tr 
acking-se 
rver*

   

 GetDownlo 
adURIForM 
odelVersi 
onArtifacts

授予权限以获取 URI 以下载特
定模型版本的模型构件

读取 mlflow-tr 
acking-se 
rver*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetExperi 
ment

授予获取 MLflow 实验元数据
的权限

读取 mlflow-tr 
acking-se 
rver*

   

 GetExperi 
mentByName

授予按名称获取 MLflow 实验
元数据的权限

读取 mlflow-tr 
acking-se 
rver*

   

 GetLatest 
ModelVers 
ions

授予权限以获取最新模型版本 列表 mlflow-tr 
acking-se 
rver*

   

 GetLogged 
Model

授予获取已登录模型的权限 
MLflow

读取 mlflow-tr 
acking-se 
rver*

   

 GetMetric 
History

授予权限以获取给定运行中指
定指标的所有值

读取 mlflow-tr 
acking-se 
rver*

   

 GetModelV 
ersion

授予权限以按模型名称和版本
获取模型版本

读取 mlflow-tr 
acking-se 
rver*

   

 GetModelV 
ersionByAlias

授予按别名获取模型版本的权
限 MLflow

读取 mlflow-tr 
acking-se 
rver*

   

 GetRegist 
eredModel

授予权限以获取注册模型 读取 mlflow-tr 
acking-se 
rver*

   

 GetRun 授予权限以获取运行的元数
据、指标、参数和标签

读取 mlflow-tr 
acking-se 
rver*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetTraceInfo 授予获取有关追踪信息的权限 
MLflow

读取 mlflow-tr 
acking-se 
rver*

   

 ListArtifacts 授予权限以列出运行的构件 列表 mlflow-tr 
acking-se 
rver*

   

 ListLogge 
dModelArt 
ifacts

授予列出已登录模型的构件的
权限 MLflow

列表 mlflow-tr 
acking-se 
rver*

   

 LogBatch 授予记录一批运行的指标、参
数和标签的权限

写入 mlflow-tr 
acking-se 
rver*

   

 LogInputs 授予权限以记录运行的输入 写入 mlflow-tr 
acking-se 
rver*

   

 LogLogged 
ModelParams

授予记录已登录模型的参数的
权限 MLflow

写入 mlflow-tr 
acking-se 
rver*

   

 LogMetric 授予权限以记录运行指标 写入 mlflow-tr 
acking-se 
rver*

   

 LogModel 授予权限以记录与运行关联的
模型

写入 mlflow-tr 
acking-se 
rver*

   

 LogOutputs 授予在运行中记录输出（例如
模型）的权限 MLflow

写入 mlflow-tr 
acking-se 
rver*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 LogParam 授予权限以记录运行期间跟踪
的参数

写入 mlflow-tr 
acking-se 
rver*

   

 RenameReg 
isteredModel

授予权限以重命名注册模型 写入 mlflow-tr 
acking-se 
rver*

   

 RestoreEx 
periment

授予权限以恢复标记为删除的
实验

写入 mlflow-tr 
acking-se 
rver*

   

 RestoreRun 授予权限以恢复已删除的运行 写入 mlflow-tr 
acking-se 
rver*

   

 SearchExp 
eriments

授予搜索 MLflow 实验的权限 读取 mlflow-tr 
acking-se 
rver*

   

 SearchLog 
gedModels

授予在中搜索已登录模型的权
限 MLflow

读取 mlflow-tr 
acking-se 
rver*

   

 SearchMod 
elVersions

授予权限以搜索模型版本 读取 mlflow-tr 
acking-se 
rver*

   

 SearchReg 
isteredMo 
dels

授予在中搜索注册模型的权限 
MLflow

读取 mlflow-tr 
acking-se 
rver*

   

 SearchRuns 授予权限以搜索满足表达式的
运行

读取 mlflow-tr 
acking-se 
rver*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SearchTra 
ces

授予在中搜索痕迹的权限 
MLflow

读取 mlflow-tr 
acking-se 
rver*

   

 SetExperi 
mentTag

授予权限以设置实验标签 写入 mlflow-tr 
acking-se 
rver*

   

 SetLogged 
ModelTags

授予为登录的模型设置标签的
权限 MLflow

写入 mlflow-tr 
acking-se 
rver*

   

 SetModelV 
ersionTag

授予权限以为模型版本设置标
签

写入 mlflow-tr 
acking-se 
rver*

   

 SetRegist 
eredModel 
Alias

授予权限以设置注册模型别名 写入 mlflow-tr 
acking-se 
rver*

   

 SetRegist 
eredModel 
Tag

授予权限以设置注册模型标签 写入 mlflow-tr 
acking-se 
rver*

   

 SetTag 授予权限以设置运行标签 写入 mlflow-tr 
acking-se 
rver*

   

 SetTraceTag 授予在中设置跟踪标签的权限 
MLflow

写入 mlflow-tr 
acking-se 
rver*

   

 StartTrace 授予在中开始追踪的权限 
MLflow

写入 mlflow-tr 
acking-se 
rver*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Transitio 
nModelVer 
sionStage

授予权限以将模型版本过渡到
特定阶段

写入 mlflow-tr 
acking-se 
rver*

   

 UpdateExp 
eriment

授予更新 MLflow 实验元数据
的权限

写入 mlflow-tr 
acking-se 
rver*

   

 UpdateMod 
elVersion

授予权限以更新模型版本 写入 mlflow-tr 
acking-se 
rver*

   

 UpdateReg 
isteredModel

授予权限以更新注册模型 写入 mlflow-tr 
acking-se 
rver*

   

 UpdateRun 授予权限以更新运行元数据 写入 mlflow-tr 
acking-se 
rver*

   

由 Amazon 定义的资源类型 SageMaker 有 MLflow

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 mlflow-tr 
acking-server

arn:${Partition}:sagemaker:${Region} 
:${Account}:mlflow-tracking-server/$ 
{MlflowTrackingServerName}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

sagemaker:Resource 
Tag/${TagKey}

SageMaker 带有 Amazon 的条件密钥 MLflow

SageMaker Amazon with MLflow 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按标签键值对筛选访问 字符串

 sagemaker 
:ResourceTag/
${TagKey}

按标签键值对筛选访问 字符串

AWS Savings Plans 的操作、资源和条件键

AWS Savings Plans（服务前缀:savingsplans）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Savings Plans 定义的操作
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• AWS Savings Plans 定义的资源类型

• AWS Savings Plans 的条件键

AWS Savings Plans 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSav 
ingsPlan

授予权限以创建 Savings Plan Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

savingspl 
an*

    DeleteQue 
uedSaving 
sPlan

授予权限以删除与客户账户关
联的已排队 Savings Plan

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

savingspl 
an*

    DescribeS 
avingsPla 
nRates

授予权限以描述与客户的 
Savings Plan 相关的费率

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

savingspl 
an*

    DescribeS 
avingsPlans

授予权限以描述与客户账户关
联的 Savings Plans

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeS 
avingsPla 
nsOfferin 
gRates

授予权限以描述与 Savings 
Plans 产品相关的费率

Read      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
avingsPla 
nsOfferings

授予权限以描述客户有资格购
买的 Savings Plans 产品

Read      

 ListTagsF 
orResource

授予权限以列出 Savings Plan 
的标签

列表 savingspl 
an*

   

savingspl 
an*

    ReturnSav 
ingsPlan

授予权限以返回节省计划 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

savingspl 
an*

    TagResour 
ce

授予权限以标记 Savings Plan Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

savingspl 
an*

    UntagReso 
urce

授予权限以取消标记 Savings 
Plan

Tagging

  aws:TagKe 
ys

 

AWS Savings Plans 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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#awssavingsplans-aws_ResourceTag___TagKey_
#awssavingsplans-savingsplan
#awssavingsplans-savingsplan
https://docs.aws.amazon.com/savingsplans/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/savingsplans/latest/APIReference/API_TagResource.html
#awssavingsplans-aws_TagKeys
#awssavingsplans-aws_TagKeys
#awssavingsplans-aws_RequestTag___TagKey_
#awssavingsplans-aws_RequestTag___TagKey_
#awssavingsplans-aws_RequestTag___TagKey_
#awssavingsplans-savingsplan
#awssavingsplans-savingsplan
https://docs.aws.amazon.com/savingsplans/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/savingsplans/latest/APIReference/API_UntagResource.html
#awssavingsplans-aws_TagKeys
#awssavingsplans-aws_TagKeys
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 savingsplan arn:${Partition}:savingsplans::${Acc 
ount}:savingsplan/${ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS Savings Plans 的条件键

AWS Savings Plans 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

AWS Secrets Manager 的操作、资源和条件键

AWS Secrets Manager（服务前缀:secretsmanager）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/savingsplans/latest/userguide/what-is-savings-plans.html
#awssavingsplans-aws_ResourceTag___TagKey_
#awssavingsplans-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/
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主题

• AWS Secrets Manager 定义的操作

• AWS Secrets Manager 定义的资源类型

• AWS Secrets Manager 的条件键

AWS Secrets Manager 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetS 
ecretValue

授予检索密钥列表并进行解密
的权限

列表      

Secret*     CancelRot 
ateSecret

授予权限以取消进行中的密钥
轮换

写入

  secretsma 
nager:Sec 
retId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

 

Secret*     CreateSecret 授予权限以创建密钥，其中存
储着可查询和轮换的加密数据

写入

  secretsma 
nager:Nam 
e
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CancelRotateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CancelRotateSecret.html
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
#awssecretsmanager-secretsmanager_Name
#awssecretsmanager-secretsmanager_Name
#awssecretsmanager-secretsmanager_Name
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

secretsma 
nager:Des 
cription

secretsma 
nager:Kms 
KeyArn

secretsma 
nager:Kms 
KeyId

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

secretsma 
nager:Res 
ourceTag/ 
tag-key

secretsma 
nager:Add 
ReplicaRe 
gions

secretsma 
nager:For 
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#awssecretsmanager-secretsmanager_Description
#awssecretsmanager-secretsmanager_Description
#awssecretsmanager-secretsmanager_Description
#awssecretsmanager-secretsmanager_KmsKeyArn
#awssecretsmanager-secretsmanager_KmsKeyArn
#awssecretsmanager-secretsmanager_KmsKeyArn
#awssecretsmanager-secretsmanager_KmsKeyId
#awssecretsmanager-secretsmanager_KmsKeyId
#awssecretsmanager-secretsmanager_KmsKeyId
#awssecretsmanager-aws_RequestTag___TagKey_
#awssecretsmanager-aws_RequestTag___TagKey_
#awssecretsmanager-aws_RequestTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_TagKeys
#awssecretsmanager-aws_TagKeys
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_AddReplicaRegions
#awssecretsmanager-secretsmanager_AddReplicaRegions
#awssecretsmanager-secretsmanager_AddReplicaRegions
#awssecretsmanager-secretsmanager_AddReplicaRegions
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ceOverwri 
teReplica 
Secret

Secret*     DeleteRes 
ourcePolicy

授予权限以删除附加到密钥的
资源策略

权限管理

  secretsma 
nager:Sec 
retId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

 

 DeleteSecret 授予删除密钥的权限 写入 Secret*    
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#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteSecret.html
#awssecretsmanager-Secret
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  secretsma 
nager:Sec 
retId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Rec 
overyWind 
owInDays

secretsma 
nager:For 
ceDeleteW 
ithoutRec 
overy

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_RecoveryWindowInDays
#awssecretsmanager-secretsmanager_RecoveryWindowInDays
#awssecretsmanager-secretsmanager_RecoveryWindowInDays
#awssecretsmanager-secretsmanager_RecoveryWindowInDays
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

retPrimar 
yRegion

Secret*     DescribeS 
ecret

授予权限以检索密钥的元数
据，但不包含加密数据

读取

  secretsma 
nager:Sec 
retId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

 

 GetRandom 
Password

授予权限以生成随机字符串以
用于创建密码

读取      

 GetResour 
cePolicy

授予权限以获取附加到密钥的
资源策略

读取 Secret*    
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#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
#awssecretsmanager-Secret
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  secretsma 
nager:Sec 
retId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

 

 GetSecret 
Value

授予权限以检索和解密加密数
据

读取 Secret*    
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
#awssecretsmanager-Secret
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  secretsma 
nager:Sec 
retId

secretsma 
nager:Ver 
sionId

secretsma 
nager:Ver 
sionStage

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

 

 ListSecre 
tVersionIds

授予权限以列出可用的密钥版
本

读取 Secret*    
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_VersionId
#awssecretsmanager-secretsmanager_VersionId
#awssecretsmanager-secretsmanager_VersionId
#awssecretsmanager-secretsmanager_VersionStage
#awssecretsmanager-secretsmanager_VersionStage
#awssecretsmanager-secretsmanager_VersionStage
#awssecretsmanager-secretsmanager_VersionStage
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
#awssecretsmanager-Secret
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  secretsma 
nager:Sec 
retId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

 

 ListSecrets 授予权限以列出可用密钥 列表      

 PutResour 
cePolicy

授予将资源策略附加到密钥的
权限

权限管理 Secret*    
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
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#awssecretsmanager-secretsmanager_ResourceTag_tag-key
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#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecrets.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutResourcePolicy.html
#awssecretsmanager-Secret


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  secretsma 
nager:Sec 
retId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Blo 
ckPublicP 
olicy

secretsma 
nager:Sec 
retPrimar 
yRegion

 

 PutSecret 
Value

授予权限以使用新的加密数据
创建密钥的新版本

写入 Secret*    
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_BlockPublicPolicy
#awssecretsmanager-secretsmanager_BlockPublicPolicy
#awssecretsmanager-secretsmanager_BlockPublicPolicy
#awssecretsmanager-secretsmanager_BlockPublicPolicy
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html
#awssecretsmanager-Secret


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  secretsma 
nager:Sec 
retId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

 

 RemoveReg 
ionsFromR 
eplication

授予权限以从复制中删除区域 写入 Secret*    
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
#awssecretsmanager-Secret


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  secretsma 
nager:Sec 
retId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

 

 Replicate 
SecretToR 
egions

授予权限以将现有密钥转换为
多区域密钥，然后开始将该密
钥复制到新区域的列表中

写入 Secret*    
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
#awssecretsmanager-Secret


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  secretsma 
nager:Sec 
retId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

secretsma 
nager:Add 
ReplicaRe 
gions

secretsma 
nager:For 
ceOverwri 
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_AddReplicaRegions
#awssecretsmanager-secretsmanager_AddReplicaRegions
#awssecretsmanager-secretsmanager_AddReplicaRegions
#awssecretsmanager-secretsmanager_AddReplicaRegions
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

teReplica 
Secret

Secret*     RestoreSe 
cret

授予取消删除密钥的权限 写入

  secretsma 
nager:Sec 
retId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

 

 RotateSecret 授予权限以启动轮换密钥 写入 Secret*    
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#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RestoreSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RestoreSecret.html
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RotateSecret.html
#awssecretsmanager-Secret


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  secretsma 
nager:Sec 
retId

secretsma 
nager:Rot 
ationLamb 
daARN

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

secretsma 
nager:Mod 
ifyRotati 
onRules
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_RotationLambdaARN
#awssecretsmanager-secretsmanager_RotationLambdaARN
#awssecretsmanager-secretsmanager_RotationLambdaARN
#awssecretsmanager-secretsmanager_RotationLambdaARN
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_ModifyRotationRules
#awssecretsmanager-secretsmanager_ModifyRotationRules
#awssecretsmanager-secretsmanager_ModifyRotationRules
#awssecretsmanager-secretsmanager_ModifyRotationRules


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

secretsma 
nager:Rot 
ateImmedi 
ately

Secret*     StopRepli 
cationToR 
eplica

授予权限以从复制中删除密
钥，并将该密钥提升为副本区
域中的区域密钥

写入

  secretsma 
nager:Sec 
retId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

 

 TagResour 
ce

授予权限以将标签添加至密钥 标记 Secret*    
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#awssecretsmanager-secretsmanager_RotateImmediately
#awssecretsmanager-secretsmanager_RotateImmediately
#awssecretsmanager-secretsmanager_RotateImmediately
#awssecretsmanager-secretsmanager_RotateImmediately
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_TagResource.html
#awssecretsmanager-Secret


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  secretsma 
nager:Sec 
retId

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

 

 UntagReso 
urce

授予权限以从密钥中删除标签 标记 Secret*    
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-aws_RequestTag___TagKey_
#awssecretsmanager-aws_RequestTag___TagKey_
#awssecretsmanager-aws_RequestTag___TagKey_
#awssecretsmanager-aws_TagKeys
#awssecretsmanager-aws_TagKeys
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UntagResource.html
#awssecretsmanager-Secret


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  secretsma 
nager:Sec 
retId

aws:TagKe 
ys

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

 

 UpdateSec 
ret

授予权限以使用新的元数据或
新版本的加密数据更新密钥

写入 Secret*    
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-aws_TagKeys
#awssecretsmanager-aws_TagKeys
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecret.html
#awssecretsmanager-Secret


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  secretsma 
nager:Sec 
retId

secretsma 
nager:Des 
cription

secretsma 
nager:Kms 
KeyArn

secretsma 
nager:Kms 
KeyId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_Description
#awssecretsmanager-secretsmanager_Description
#awssecretsmanager-secretsmanager_Description
#awssecretsmanager-secretsmanager_KmsKeyArn
#awssecretsmanager-secretsmanager_KmsKeyArn
#awssecretsmanager-secretsmanager_KmsKeyArn
#awssecretsmanager-secretsmanager_KmsKeyId
#awssecretsmanager-secretsmanager_KmsKeyId
#awssecretsmanager-secretsmanager_KmsKeyId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

retPrimar 
yRegion

Secret*     UpdateSec 
retVersio 
nStage

授予权限以将阶段从一个密钥
移动到另一个密钥

写入

  secretsma 
nager:Sec 
retId

secretsma 
nager:Ver 
sionStage

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion
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#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecretVersionStage.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecretVersionStage.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecretVersionStage.html
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_VersionStage
#awssecretsmanager-secretsmanager_VersionStage
#awssecretsmanager-secretsmanager_VersionStage
#awssecretsmanager-secretsmanager_VersionStage
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Secret*     ValidateR 
esourcePo 
licy

授予权限以在附加策略之前验
证资源策略

权限管理

  secretsma 
nager:Sec 
retId

secretsma 
nager:res 
ource/All 
owRotatio 
nLambdaAr 
n

secretsma 
nager:Res 
ourceTag/ 
tag-key

aws:Resou 
rceTag/${ 
TagKey}

secretsma 
nager:Sec 
retPrimar 
yRegion

 

AWS Secrets Manager 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 Secret arn:${Partition}:secretsmanager:${Re 
gion}:${Account}:secret:${SecretId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

secretsmanager:Res 
ourceTag/tag-key

secretsmanager:res 
ource/AllowRotatio 
nLambdaArn

AWS Secrets Manager 的条件键

AWS Secrets Manager 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据用户向 Secrets Manager 服务发出的请求中的键筛选
访问权限

字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 根据用户向 Secrets Manager 服务发出的请求中存在的所
有标签键名称的列表筛选访问权限

ArrayOfString
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条件键 描述 类型

 secretsma 
nager:Add 
ReplicaRegions

按要复制密钥的区域列表筛选访问权限 ArrayOfString

 secretsma 
nager:Blo 
ckPublicPolicy

根据资源策略是否阻止广泛访问来筛选 AWS 账户 访问权
限

布尔型

 secretsma 
nager:Des 
cription

根据请求中的描述文本筛选访问权限 字符串

 secretsma 
nager:For 
ceDeleteW 
ithoutRecovery

按是否在没有任何恢复时段的情况下立即删除密钥以筛选
访问权限

布尔型

 secretsma 
nager:For 
ceOverwri 
teReplicaSecret

根据是否覆盖目标区域中具有相同名称的密钥来筛选访问
权限

布尔型

 secretsma 
nager:Kms 
KeyArn

按请求中 KMS 密钥的密钥 ARN 筛选访问权限 ARN

 secretsma 
nager:KmsKeyId

按请求中 KMS 密钥的密钥标识符筛选访问权限。已弃用 
：使用 secretsManager：KmsKeyArn

字符串

 secretsma 
nager:Mod 
ifyRotationRules

按是否需要修改密钥轮换规则来筛选访问权限 布尔型

 secretsma 
nager:Name

根据请求中易于识别的密钥名称筛选访问权限 字符串
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条件键 描述 类型

 secretsma 
nager:Rec 
overyWind 
owInDays

按 Secrets Manager 在删除密钥之前可以等待的天数筛选
访问权限

数值

 secretsma 
nager:Res 
ourceTag/tag-
key

按标签键值对筛选访问 字符串

 secretsma 
nager:Rot 
ateImmediately

按是否需要立即轮换密钥来筛选访问权限 布尔型

 secretsma 
nager:Rot 
ationLamb 
daARN

根据请求中轮换 Lambda 函数的 ARN 筛选访问权限 ARN

 secretsma 
nager:SecretId

根据请求中的 SecretID 值筛选访问权限 ARN

 secretsma 
nager:Sec 
retPrimar 
yRegion

如果密钥是多区域密钥，则按创建密钥的主要区域筛选访
问权限

字符串

 secretsma 
nager:VersionId

根据请求中密钥版本的唯一标识符筛选访问权限 字符串

 secretsma 
nager:Ver 
sionStage

根据请求中的版本阶段列表筛选访问权限 字符串
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条件键 描述 类型

 secretsma 
nager:resource/
AllowRotatio 
nLambdaArn

根据与密钥关联的轮换 Lambda 函数的 ARN 筛选访问权
限

ARN

AWS Security Hub 的操作、资源和条件键

AWS Security Hub（服务前缀:securityhub）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Security Hub 定义的操作

• AWS Security Hub 定义的资源类型

• AWS Security Hub 的条件键

AWS Security Hub 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptAdm 
inistrato 
rInvitation

授予权限以接受成为成员账户
的 Security Hub 邀请

Write hub    

 AcceptInv 
itation

授予权限以接受成为成员账户
的 Security Hub 邀请

写入 hub    

 BatchDele 
teAutomat 
ionRules

授予权限以删除 Security Hub 
中的一个或多个自动化规则

写入 automatio 
n-rule*

   

 BatchDisa 
bleStandards

授予权限以在 Security Hub 中
禁用标准

Write hub    

 BatchEnab 
leStandards

授予权限以在 Security Hub 中
启用标准

写入 hub    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetA 
utomation 
Rules

根据规则 Amazon 资源名称 
(ARNs) 授予从 Security Hub 
检索自动化规则详情列表的权
限

读取 automatio 
n-rule*

   

 BatchGetC 
onfigurat 
ionPolicy 
Associations

授予检索与调用账户所在组织
的特定成员账户列表和组织单
位关联的配置策略信息的权限

读取      

 BatchGetC 
ontrolEva 
luations [仅权
限]

授予权限以获取控件的启用和
合规性状态、控件的调查发现
计数以及 Security Hub 控制台
上控件的总体安全性评分

读取 hub    

 BatchGetS 
ecurityCo 
ntrols

授予权限以获取通过 ID 或 
ARN 标识的特定安全控件的详
细信息

读取     securityh 
ub:Descri 
beStandar 
dsControl 
s

 BatchGetS 
tandardsC 
ontrolAss 
ociations

授予权限以获取标准中一批安
全控件的启用状态

读取     securityh 
ub:Descri 
beStandar 
dsControl 
s

product*     BatchImpo 
rtFindings

授予权限以将结果从集成产品
导入 Security Hub

写入

  securityh 
ub:Target 
Account
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchUpda 
teAutomat 
ionRules

根据规则 Amazon 资源名称 
(ARNs) 和输入参数授予从 
Security Hub 更新一条或多条
自动化规则的权限

写入 automatio 
n-rule*

   

hub    

hubv2    

 BatchUpda 
teFindings

授予权限以更新一组选定的 
Security Hub 结果的客户控制
字段

写入

  securityh 
ub:ASFFSy 
ntaxPath/ 
${ASFFSyn 
taxPath}

securityh 
ub:OCSFSy 
ntaxPath/ 
${OCSFSyn 
taxPath}

 

 BatchUpda 
teStandar 
dsControl 
Associations

授予权限以更新标准中一批安
全控件的启用状态

写入     securityh 
ub:Update 
Standards 
Control

 Connector 
Registrat 
ionsV2

根据输入参数授予完成 OAuth 
2.0 授权码流程的权限

写入      

 CreateAct 
ionTarget

授予权限以在 Security Hub 中
创建自定义操作

写入 hub    
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#awssecurityhub-hub
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchUpdateStandardsControlAssociations.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ConnectorRegistrationsV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ConnectorRegistrationsV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ConnectorRegistrationsV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_CreateActionTarget.html
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#awssecurityhub-hub


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAgg 
regatorV2

授予创建 AggregatorV2 的权
限，该版本可配置跨区域的数
据聚合

写入      

 CreateAut 
omationRule

授予权限以基于输入参数创建
自动化规则

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateAut 
omationRu 
leV2

授予基于输入参数创建自动化
规则 V2 的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
figuratio 
nPolicy

授予在 Security Hub 中创建配
置策略以管理组织成员设置的
权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
nectorV2

授予基于输入参数创建连接器 
V2 的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateFin 
dingAggre 
gator

授予权限以创建结果聚合器，
其中包含跨区域结果聚合配置

写入      
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#awssecurityhub-aws_RequestTag___TagKey_
#awssecurityhub-aws_TagKeys
#awssecurityhub-aws_TagKeys
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#awssecurityhub-aws_RequestTag___TagKey_
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#awssecurityhub-aws_TagKeys
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_CreateConnectorV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_CreateConnectorV2.html
#awssecurityhub-aws_RequestTag___TagKey_
#awssecurityhub-aws_RequestTag___TagKey_
#awssecurityhub-aws_RequestTag___TagKey_
#awssecurityhub-aws_TagKeys
#awssecurityhub-aws_TagKeys
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_CreateFindingAggregator.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_CreateFindingAggregator.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_CreateFindingAggregator.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateIns 
ight

授予权限以在 Security Hub 中
创建洞察。洞察是相关结果的
集合

Write hub    

 CreateMem 
bers

授予权限以在 Security Hub 中
创建成员账户

写入 hub    

 CreateTic 
ketV2

授予为选定的 OCSF 发现创建
票证的权限

写入 connector 
v2

   

 DeclineIn 
vitations

授予权限以拒绝成为成员账户
的 Security Hub 邀请

Write hub    

 DeleteAct 
ionTarget

授予权限以删除 Security Hub 
中的自定义操作

写入 hub    

 DeleteAgg 
regatorV2

授予删除 AggregatorV2 的权
限，该版本可配置跨区域的数
据聚合

写入 aggregato 
rv2*

   

 DeleteAut 
omationRu 
leV2

授予在 Security Hub 中删除自
动化规则 V2 的权限

写入 automatio 
n-rulev2*

   

 DeleteCon 
figuratio 
nPolicy

授予删除现有配置策略的权限 写入 configura 
tion-poli 
cy*

   

 DeleteCon 
nectorV2

授予在 Security Hub 中删除连
接器 V2 的权限

写入 connector 
v2*

   

 DeleteFin 
dingAggre 
gator

授予权限以删除结果聚合器，
这将禁用跨区域结果聚合

写入 finding-a 
ggregator 
*
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#awssecurityhub-hub
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_DeleteConfigurationPolicy.html
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#awssecurityhub-configuration-policy
#awssecurityhub-configuration-policy
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#awssecurityhub-connectorv2
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteInsight 授予权限以从 Security Hub 中
删除洞察

Write hub    

 DeleteInv 
itations

授予权限以删除成为成员账户
的 Security Hub 邀请

Write hub    

 DeleteMem 
bers

授予权限以删除 Security Hub 
成员账户

Write hub    

 DescribeA 
ctionTargets

授予权限以使用 API 检索自定
义操作列表

Read hub    

 DescribeHub 授予权限以检索有关您的账户
中的 Hub 资源的信息

Read hub    

 DescribeO 
rganizati 
onConfigu 
ration

授予描述 Security Hub 组织配
置的权限

Read hub    

 DescribeP 
roducts

授予权限以检索有关可用 
Security Hub 产品集成的信息

读取 hub    

 DescribeP 
roductsV2

授予检索有关可用 Security 
Hub V2 产品集成信息的权限

读取 hubv2    

 DescribeS 
ecurityHubV2

授予在您的账户中检索有关 
Hub V2 资源信息的权限

读取      

 DescribeS 
tandards

授予权限以检索有关 Security 
Hub 标准的信息

Read hub    

 DescribeS 
tandardsC 
ontrols

授予权限以检索有关 Security 
Hub 标准控件的信息

Read hub    
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_DescribeSecurityHubV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_DescribeStandards.html
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#awssecurityhub-hub


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DisableIm 
portFindi 
ngsForPro 
duct

授予权限以禁用 Security Hub 
集成产品的结果导入

Write hub    

 DisableOr 
ganizatio 
nAdminAcc 
ount

授予删除组织的 Security Hub 
管理员帐户的权限

Write hub   organizat 
ions:Dere 
gisterDel 
egatedAdm 
inistrator

organizat 
ions:Desc 
ribeOrgan 
ization

organizat 
ions:List 
Delegated 
Administr 
ators

 DisableSe 
curityHub

授予权限以禁用 Security Hub 写入 hub    

 DisableSe 
curityHubV2

授予禁用 Security Hub V2 的
权限

写入      

 Disassoci 
ateFromAd 
ministrat 
orAccount

授予 Security Hub 成员账户从
关联的管理员账户中取消关联 
的权限

Write hub    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateFromMa 
sterAccount

授予对 Security Hub 成员账户
的权限以从关联的主账户中取
消关联

Write hub    

 Disassoci 
ateMembers

授予从关联的管理员账户中取
消关联 Security Hub 成员账户
的权限

Write hub    

 EnableImp 
ortFindin 
gsForProduct

授予权限以启用 Security Hub 
集成产品的结果导入

Write hub    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 EnableOrg 
anization 
AdminAcco 
unt

授予指定组织的 Security Hub 
管理员帐户的权限

Write hub   organizat 
ions:Desc 
ribeOrgan 
ization

organizat 
ions:Enab 
leAWSServ 
iceAccess

organizat 
ions:List 
AWSServic 
eAccessFo 
rOrganiza 
tion

organizat 
ions:List 
Delegated 
Administr 
ators

organizat 
ions:Regi 
sterDeleg 
atedAdmin 
istrator

 EnableSec 
urityHub

授予权限以启用 Security Hub 写入 hub    
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_EnableOrganizationAdminAccount.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 EnableSec 
urityHubV2

授予启用 Security Hub V2 的
权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

hub     GetAdhocI 
nsightResults
[仅权限]

授予检索有关调查结果的汇总
统计数据的权限

读取

hubv2    

 GetAdmini 
stratorAc 
count

授予权限以检索有关 Security 
Hub 管理员账户的详细信息

读取 hub    

 GetAggreg 
atorV2

授予检索 AggregatorV2 详细
信息的权限，该版本配置跨区
域的数据聚合

读取 aggregato 
rv2*

   

 GetAutoma 
tionRuleV2

根据规则亚马逊资源名称 
(ARN) 授予从 Security Hub 检
索自动化规则 V2 详细信息的
权限

读取 automatio 
n-rulev2*

   

 GetConfig 
urationPolicy

授予获取调用账户所创建一项
配置策略的完整概览的权限

读取 configura 
tion-poli 
cy*
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#awssecurityhub-configuration-policy
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetConfig 
urationPo 
licyAssoc 
iation

授予检索与调用账户所在组织
的某个成员账户或组织单位关
联的某个配置策略信息的权限

读取      

 GetConnec 
torV2

授予根据连接器 ID 从 Security 
Hub 检索连接器 V2 详细信息
的权限

读取 connector 
v2*

   

 GetContro 
lFindingS 
ummary [仅权
限]

授予检索安全评分以及安全标
准状态的调查结果计数和控件
状态的权限

Read hub    

 GetEnable 
dStandards

授予权限以检索在 Security 
Hub 中启用的标准列表

列表 hub    

 GetFindin 
gAggregator

授予权限以检索结果聚合器的
详细信息，这将配置跨区域结
果聚合

读取 finding-a 
ggregator 
*

   

 GetFindin 
gHistory

授予权限以从 Security Hub 检
索调查发现历史记录的列表

读取 hub    

hub     GetFindings 授予权限以从 Security Hub 检
索结果的列表

Read

hubv2    

 GetFreeTr 
ialEndDate
[仅权限]

授予权限以检索账户免费试用 
Security Hub 的结束日期

Read hub    

 GetFreeTr 
ialUsage [仅
权限]

授予权限以检索免费试用期内 
Security Hub 使用情况的信息

Read hub    
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetConfigurationPolicyAssociation.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetConfigurationPolicyAssociation.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetConfigurationPolicyAssociation.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetConfigurationPolicyAssociation.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetConnectorV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetConnectorV2.html
#awssecurityhub-connectorv2
#awssecurityhub-connectorv2
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetControlFindingSummary.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetControlFindingSummary.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetControlFindingSummary.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetEnabledStandards.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetEnabledStandards.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetFindingAggregator.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetFindingAggregator.html
#awssecurityhub-finding-aggregator
#awssecurityhub-finding-aggregator
#awssecurityhub-finding-aggregator
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetFindingHistory.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetFindingHistory.html
#awssecurityhub-hub
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetFindingsV2.html
#awssecurityhub-hubv2
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetFreeTrialEndDate.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetFreeTrialEndDate.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetFreeTrialUsage.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetFreeTrialUsage.html
#awssecurityhub-hub


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetInsigh 
tFindingTrend
[仅权限]

授予权限以从 Security Hub 检
索洞察发现趋势，从而生成图
表

Read hub    

 GetInsigh 
tResults

授予权限以从 Security Hub 检
索洞察结果

Read hub    

 GetInsights 授予权限以检索 Security Hub 
洞察

List hub    

 GetInvita 
tionsCount

授予权限以检索发送到账户的 
Security Hub 成员资格邀请的
计数

Read hub    

 GetMaster 
Account

授予权限以检索有关 Security 
Hub 主账户的详细信息

Read hub    

 GetMembers 授予权限以检索 Security Hub 
成员账户的详细信息

读取 hub    

 GetResour 
cesStatis 
ticsV2

授予检索资源汇总统计数据的
权限

读取 hubv2    

 GetResour 
cesV2

授予检索资源列表的权限 读取 hubv2    

 GetSecuri 
tyControl 
Definition

授予获取用 ID 标识的特定安全
控件详细信息的权限

读取     securityh 
ub:Descri 
beStandar 
dsControl 
s

 GetUsage
[仅权限]

授予权限以按账户检索有关 
Security Hub 使用情况的信息

读取 hub    
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetInsightFindingTrend.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetInsightFindingTrend.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetInsightResults.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetInsightResults.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetInsights.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetInvitationsCount.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetInvitationsCount.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetMasterAccount.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetMasterAccount.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetMembers.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetResourcesStatisticsV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetResourcesStatisticsV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetResourcesStatisticsV2.html
#awssecurityhub-hubv2
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetResourcesV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetResourcesV2.html
#awssecurityhub-hubv2
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetSecurityControlDefinition.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetSecurityControlDefinition.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetSecurityControlDefinition.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_GetUsage.html
#awssecurityhub-hub


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 InviteMem 
bers

授予邀请其他 AWS 账户成为 
Security Hub 成员账户的权限

写入 hub    

 ListAggre 
gatorsV2

授予检索 AggregatorSv2 列表
的权限，该列表用于配置跨区
域的数据聚合

列表      

 ListAutom 
ationRules

授予权限以从 Security Hub 检
索呼叫账户的自动化规则列表
及其元数据

列表      

 ListAutom 
ationRulesV2

授予从 Security Hub 检索调用
账户的自动化规则 V2 列表及
其元数据的权限

列表      

 ListConfi 
gurationP 
olicies

授予列出调用账户所创建所有
配置策略的摘要的权限

列表      

 ListConfi 
gurationP 
olicyAsso 
ciations

授予检索与调用账户所在组织
的所有成员账户和组织单位关
联的所有配置策略信息的权限

列表      

 ListConne 
ctorsV2

授予从 Security Hub 检索主叫
账户的连接器 V2 列表及其元
数据的权限

列表      

 ListContr 
olEvaluat 
ionSummar 
ies [仅权限]

授予检索标准控件列表的权
限，包括控件 IDs、状态和查
找次数

读取 hub    
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_InviteMembers.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_InviteMembers.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListAggregatorsV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListAggregatorsV2.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListConfigurationPolicies.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListConfigurationPolicies.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListConfigurationPolicies.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListConfigurationPolicyAssociations.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListConfigurationPolicyAssociations.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListConfigurationPolicyAssociations.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListConfigurationPolicyAssociations.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListConnectorsV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListConnectorsV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListControlEvaluationSummaries.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListControlEvaluationSummaries.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListControlEvaluationSummaries.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListControlEvaluationSummaries.html
#awssecurityhub-hub


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEnabl 
edProduct 
sForImport

授予权限以检索当前启用的 
Security Hub 集成产品

列表 hub    

 ListFindi 
ngAggrega 
tors

授予权限以检索结果聚合器的
列表，其中包含跨区域结果聚
合配置

列表      

 ListInvit 
ations

授予权限以检索发送到账户的 
Security Hub 邀请

List hub    

 ListMembers 授予权限以检索与管理员账户
关联的 Security Hub 成员账户
的详细信息

List hub    

 ListOrgan 
izationAd 
minAccounts

授予列出组织的 Security Hub 
管理员帐户的权限

列表 hub   organizat 
ions:Desc 
ribeOrgan 
ization

organizat 
ions:List 
Delegated 
Administr 
ators

 ListSecur 
ityContro 
lDefinitions

授予权限以检索安全控件定义
列表，其中包含当前区域中安
全控件的详细信息

列表      
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListEnabledProductsForImport.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListEnabledProductsForImport.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListEnabledProductsForImport.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListFindingAggregators.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListFindingAggregators.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListFindingAggregators.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListInvitations.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListInvitations.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListMembers.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListOrganizationAdminAccounts.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListOrganizationAdminAccounts.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListOrganizationAdminAccounts.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListSecurityControlDefinitions.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListSecurityControlDefinitions.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListSecurityControlDefinitions.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListStand 
ardsContr 
olAssocia 
tions

授予权限以列出标准中安全控
件的启用状态

列表     securityh 
ub:Descri 
beStandar 
dsControl 
s

automatio 
n-rule

   

configura 
tion-poli 
cy

   

 ListTagsF 
orResource

授予权限以列出与资源关联的
标签

Read

hub    

 SendFindi 
ngEvents [仅
权限]

授予使用自定义操作向亚马逊
发送 Security Hub 调查结果的
权限 EventBridge

读取 hub    

 SendInsig 
htEvents [仅
权限]

授予使用自定义操作向亚马逊
发送 Security Hub 见解的权限 
EventBridge

读取 hub    

 StartConf 
iguration 
PolicyAss 
ociation

授予将某个配置策略关联到调
用账户所在组织的某个成员账
户或组织单位的权限

写入 configura 
tion-poli 
cy

   

 StartConf 
iguration 
PolicyDis 
association

授予从调用账户所在组织的某
个成员账户或组织单位移除某
个配置策略的权限

写入 configura 
tion-poli 
cy

   

 TagResour 
ce

授予权限以将标签添加到 
Security Hub 资源

Tagging aggregato 
rv2
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListStandardsControlAssociations.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListStandardsControlAssociations.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListStandardsControlAssociations.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListStandardsControlAssociations.html
#awssecurityhub-automation-rule
#awssecurityhub-automation-rule
#awssecurityhub-configuration-policy
#awssecurityhub-configuration-policy
#awssecurityhub-configuration-policy
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_ListTagsForResource.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_SendFindingEvents.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_SendFindingEvents.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_SendInsightEvents.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_SendInsightEvents.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_StartConfigurationPolicyAssociation.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_StartConfigurationPolicyAssociation.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_StartConfigurationPolicyAssociation.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_StartConfigurationPolicyAssociation.html
#awssecurityhub-configuration-policy
#awssecurityhub-configuration-policy
#awssecurityhub-configuration-policy
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_StartConfigurationPolicyDisassociation.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_StartConfigurationPolicyDisassociation.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_StartConfigurationPolicyDisassociation.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_StartConfigurationPolicyDisassociation.html
#awssecurityhub-configuration-policy
#awssecurityhub-configuration-policy
#awssecurityhub-configuration-policy
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_TagResource.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_TagResource.html
#awssecurityhub-aggregatorv2
#awssecurityhub-aggregatorv2


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

automatio 
n-rule

   

automatio 
n-rulev2

   

configura 
tion-poli 
cy

   

connector 
v2

   

hub    

hubv2    

aggregato 
rv2

   

automatio 
n-rule

   

automatio 
n-rulev2

   

configura 
tion-poli 
cy

   

connector 
v2

   

hub    

 UntagReso 
urce

授予权限以从 Security Hub 资
源中删除标签

Tagging

hubv2    
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#awssecurityhub-automation-rule
#awssecurityhub-automation-rule
#awssecurityhub-automation-rulev2
#awssecurityhub-automation-rulev2
#awssecurityhub-configuration-policy
#awssecurityhub-configuration-policy
#awssecurityhub-configuration-policy
#awssecurityhub-connectorv2
#awssecurityhub-connectorv2
#awssecurityhub-hub
#awssecurityhub-hubv2
#awssecurityhub-aggregatorv2
#awssecurityhub-aggregatorv2
#awssecurityhub-automation-rule
#awssecurityhub-automation-rule
#awssecurityhub-automation-rulev2
#awssecurityhub-automation-rulev2
#awssecurityhub-configuration-policy
#awssecurityhub-configuration-policy
#awssecurityhub-configuration-policy
#awssecurityhub-connectorv2
#awssecurityhub-connectorv2
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UntagResource.html
#awssecurityhub-hubv2


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAct 
ionTarget

授予权限以在 Security Hub 中
更新自定义操作

写入 hub    

 UpdateAgg 
regatorV2

授予更新 AggregatorV2 的权
限，该版本可配置跨区域的数
据聚合

写入 aggregato 
rv2*

   

 UpdateAut 
omationRu 
leV2

根据规则亚马逊资源名称 
(ARN) 和输入参数授予在 
Security Hub 中更新自动化规
则 V2 的权限

写入 automatio 
n-rulev2*

   

 UpdateCon 
figuratio 
nPolicy

授予更新现有配置策略的权限 写入 configura 
tion-poli 
cy*

   

 UpdateCon 
nectorV2

根据连接器 ID 和输入参数授予
在 Security Hub 中更新连接器 
V2 的权限

写入 connector 
v2*

   

 UpdateFin 
dingAggre 
gator

授予权限以更新结果聚合器，
其中包含跨区域结果聚合配置

写入 finding-a 
ggregator 
*

   

 UpdateFin 
dings

授予权限以更新 Security Hub 
结果

Write hub    

 UpdateIns 
ight

授予权限以在 Security Hub 中
更新洞察

Write hub    

 UpdateOrg 
anization 
Configuration

授予更新 Security Hub 组织配
置的权限

写入 hub    
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateActionTarget.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateActionTarget.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateAggregatorV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateAggregatorV2.html
#awssecurityhub-aggregatorv2
#awssecurityhub-aggregatorv2
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules
#awssecurityhub-automation-rulev2
#awssecurityhub-automation-rulev2
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateConfigurationPolicy.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateConfigurationPolicy.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateConfigurationPolicy.html
#awssecurityhub-configuration-policy
#awssecurityhub-configuration-policy
#awssecurityhub-configuration-policy
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateConnectorV2.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateConnectorV2.html
#awssecurityhub-connectorv2
#awssecurityhub-connectorv2
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateFindingAggregator.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateFindingAggregator.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateFindingAggregator.html
#awssecurityhub-finding-aggregator
#awssecurityhub-finding-aggregator
#awssecurityhub-finding-aggregator
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateFindings.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateFindings.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateInsight.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateInsight.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateOrganizationConfiguration.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateOrganizationConfiguration.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateOrganizationConfiguration.html
#awssecurityhub-hub


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSec 
urityControl

授予更新用 ID 或 ARN 标识的
特定安全控件的属性的权限

写入     securityh 
ub:Update 
Standards 
Control

 UpdateSec 
urityHubC 
onfiguration

授予权限以更新 Security Hub 
配置

Write hub    

 UpdateSta 
ndardsCon 
trol

授予权限以更新 Security Hub 
标准控件

Write hub    

AWS Security Hub 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 hub arn:${Partition}:securityhub:${Regio 
n}:${Account}:hub/default

aws:ResourceTag/${ 
TagKey}

 hubv2 arn:${Partition}:securityhub:${Regio 
n}:${Account}:hubv2/${HubV2Id}

aws:ResourceTag/${ 
TagKey}

 product arn:${Partition}:securityhub:${Regio 
n}:${Account}:product/${Company}/${P 
roductId}
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateSecurityControl.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateSecurityControl.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateSecurityHubConfiguration.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateSecurityHubConfiguration.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateSecurityHubConfiguration.html
#awssecurityhub-hub
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateStandardsControl.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateStandardsControl.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_UpdateStandardsControl.html
#awssecurityhub-hub
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-access.html#resources
#awssecurityhub-aws_ResourceTag___TagKey_
#awssecurityhub-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-access.html#resources
#awssecurityhub-aws_ResourceTag___TagKey_
#awssecurityhub-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-access.html#resources
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资源类型 ARN 条件键

 finding-a 
ggregator

arn:${Partition}:securityhub:${Regio 
n}:${Account}:finding-aggregator/${F 
indingAggregatorId}

 

 aggregatorv2 arn:${Partition}:securityhub:${Regio 
n}:${Account}:aggregatorv2/${Aggrega 
torV2Id}

aws:ResourceTag/${ 
TagKey}

 automation-
rule

arn:${Partition}:securityhub:${Regio 
n}:${Account}:automation-rule/${Auto 
mationRuleId}

aws:ResourceTag/${ 
TagKey}

 automation-
rulev2

arn:${Partition}:securityhub:${Regio 
n}:${Account}:automation-rulev2/${Au 
tomationRuleV2Id}

aws:ResourceTag/${ 
TagKey}

 configura 
tion-policy

arn:${Partition}:securityhub:${Regio 
n}:${Account}:configuration-policy/$ 
{ConfigurationPolicyId}

aws:ResourceTag/${ 
TagKey}

 connectorv2 arn:${Partition}:securityhub:${Regio 
n}:${Account}:connectorv2/${Connecto 
rV2Id}

aws:ResourceTag/${ 
TagKey}

AWS Security Hub 的条件键

AWS Security Hub 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来按照操作筛选访问权
限

字符串
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-access.html#resources
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-access.html#resources
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-access.html#resources
#awssecurityhub-aws_ResourceTag___TagKey_
#awssecurityhub-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules
#awssecurityhub-aws_ResourceTag___TagKey_
#awssecurityhub-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules
#awssecurityhub-aws_ResourceTag___TagKey_
#awssecurityhub-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/securityhub/latest/userguide/central-configuration-intro.html
https://docs.aws.amazon.com/securityhub/latest/userguide/central-configuration-intro.html
#awssecurityhub-aws_ResourceTag___TagKey_
#awssecurityhub-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-access.html#resources
#awssecurityhub-aws_ResourceTag___TagKey_
#awssecurityhub-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对来按操作筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来按操作筛选访问权限 ArrayOfString

 securityh 
ub:ASFFSy 
ntaxPath/ 
${ASFFSyn 
taxPath}

根据请求中的指定字段和值筛选访问权限 字符串

 securityh 
ub:OCSFSy 
ntaxPath/ 
${OCSFSyn 
taxPath}

根据请求中的指定字段和值筛选访问权限 字符串

 securityh 
ub:Target 
Account

按请求中指定的 AwsAccountId 字段筛选访问权限 字符串

AWS 安全事件响应的操作、资源和条件密钥

AWS 安全事件响应（服务前缀:security-ir）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS 安全事件响应定义的操作
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-asffsyntaxpath
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-asffsyntaxpath
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-ocsfsyntaxpath
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-ocsfsyntaxpath
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-ocsfsyntaxpath
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-ocsfsyntaxpath
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-access.html#conditions
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-access.html#conditions
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-access.html#conditions
https://docs.aws.amazon.com/security-ir/latest/userguide/what-is.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/
https://docs.aws.amazon.com/security-ir/latest/userguide/identity-and-access-management.html
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• 由 AWS 安全事件响应定义的资源类型

• AWS 安全事件响应的条件密钥

由 AWS 安全事件响应定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetM 
emberAcco 
untDetails

授予批量获取成员账户详细信
息的权限

读取 membershi 
p*

   

 CancelMem 
bership

授予取消成员资格的权限 写入 membershi 
p*

   

 CloseCase 授予结案权限 写入 case*    

case*     CreateCase 授予创建案例的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCas 
eComment

授予创建案例评论的权限 写入 case*    

 CreateMem 
bership

授予创建成员资格的权限 写入 membershi 
p*

  iam:Creat 
eServiceL 
inkedRole

organizat 
ions:Desc 
ribeOrgan 
ization

organizat 
ions:List 
Delegated 
Administr 
ators
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https://docs.aws.amazon.com/security-ir/latest/APIReference/API_BatchGetMemberAccountDetails.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_BatchGetMemberAccountDetails.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_BatchGetMemberAccountDetails.html
#awssecurityincidentresponse-membership
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https://docs.aws.amazon.com/security-ir/latest/APIReference/API_CreateCaseComment.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_CreateCaseComment.html
#awssecurityincidentresponse-case
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_CreateMembership.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_CreateMembership.html
#awssecurityincidentresponse-membership
#awssecurityincidentresponse-membership
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 GetCase 授予受理案例的权限 读取 case*    

 GetCaseAt 
tachmentD 
ownloadUrl

授予获取案例附件下载网址的
权限

读取 case*    

 GetCaseAt 
tachmentU 
ploadUrl

授予获取案例附件上传网址的
权限

写入 case*    

 GetMember 
ship

授予获得会员资格的权限 读取 membershi 
p*

   

 ListCaseE 
dits

授予列出案例编辑的权限 读取 case*    

 ListCases 授予列出案例的权限 列表      

 ListComme 
nts

授予列出案例评论的权限 读取 case*    

 ListMembe 
rships

授予列出成员资格的权限 列表      

case     ListTagsF 
orResource

授予列出附加到指定资源的标
签的权限

读取

membershi 
p
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#awssecurityincidentresponse-aws_RequestTag___TagKey_
#awssecurityincidentresponse-aws_RequestTag___TagKey_
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#awssecurityincidentresponse-aws_TagKeys
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#awssecurityincidentresponse-case
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_GetCaseAttachmentUploadUrl.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_GetCaseAttachmentUploadUrl.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_GetCaseAttachmentUploadUrl.html
#awssecurityincidentresponse-case
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_GetMembership.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_GetMembership.html
#awssecurityincidentresponse-membership
#awssecurityincidentresponse-membership
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_ListCaseEdits.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_ListCaseEdits.html
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#awssecurityincidentresponse-case
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_ListMemberships.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_ListMemberships.html
#awssecurityincidentresponse-case
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_ListTagsForResource.html
#awssecurityincidentresponse-membership
#awssecurityincidentresponse-membership
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

case    

membershi 
p

   

 TagResour 
ce

授予为指定资源添加标签的权
限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

case    

membershi 
p

   

 UntagReso 
urce

授予从指定的资源中删除标签
的权限

标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 UpdateCase 授予更新案例的权限 写入 case*    
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#awssecurityincidentresponse-aws_ResourceTag___TagKey_
#awssecurityincidentresponse-aws_ResourceTag___TagKey_
#awssecurityincidentresponse-aws_ResourceTag___TagKey_
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#awssecurityincidentresponse-aws_TagKeys
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https://docs.aws.amazon.com/security-ir/latest/APIReference/API_TagResource.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCas 
eComment

授予更新案例评论的权限 写入 case*    

 UpdateCas 
eStatus

授予更新案例状态的权限 写入 case*    

 UpdateMem 
bership

授予更新成员资格的权限 写入 membershi 
p*

  iam:Creat 
eServiceL 
inkedRole

organizat 
ions:Desc 
ribeOrgan 
izational 
Unit

 UpdateRes 
olverType

授予更新问题解决者类型的权
限

写入 case*    

由 AWS 安全事件响应定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 case arn:${Partition}:security-ir:${Regio 
n}:${Account}:case/${CaseId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/security-ir/latest/APIReference/API_UpdateCaseComment.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_UpdateCaseComment.html
#awssecurityincidentresponse-case
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_UpdateCaseStatus.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_UpdateCaseStatus.html
#awssecurityincidentresponse-case
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_UpdateMembership.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_UpdateMembership.html
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https://docs.aws.amazon.com/security-ir/latest/APIReference/API_UpdateResolverType.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_UpdateResolverType.html
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reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 membership arn:${Partition}:security-ir:${Regio 
n}:${Account}:membership/${Membershi 
pId}

aws:ResourceTag/${ 
TagKey}

AWS 安全事件响应的条件密钥

AWS 安全事件响应定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Security Lake 的操作、资源和条件键

Amazon Security Lake（服务前缀：securitylake）提供以下服务特定的资源、操作和条件上下文
键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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https://docs.aws.amazon.com/security-ir/latest/userguide/select-a-membership-account.html
#awssecurityincidentresponse-aws_ResourceTag___TagKey_
#awssecurityincidentresponse-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam.html
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• Amazon Security Lake 定义的操作

• Amazon Security Lake 定义的资源类型

• Amazon Security Lake 的条件键

Amazon Security Lake 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAws 
LogSource

为属于受信任组织或独立账户
的账户授予在任何区域启用任
何源类型的权限

写入 data-lake 
*

  glue:Crea 
teDatabas 
e

glue:Crea 
teTable

glue:GetD 
atabase

glue:GetT 
able

iam:Creat 
eServiceL 
inkedRole

kms:Creat 
eGrant

kms:Descr 
ibeKey

 CreateCus 
tomLogSou 
rce

授予添加自定义源的权限 写入 data-lake 
*

  glue:Crea 
teCrawler

glue:Crea 
teDatabas 
e

glue:Crea 
teTable
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
#amazonsecuritylake-data-lake
#amazonsecuritylake-data-lake
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateCustomLogSource.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateCustomLogSource.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateCustomLogSource.html
#amazonsecuritylake-data-lake
#amazonsecuritylake-data-lake
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

glue:Star 
tCrawlerS 
chedule

iam:Delet 
eRolePoli 
cy

iam:GetRo 
le

iam:PassR 
ole

iam:PutRo 
lePolicy

kms:Creat 
eGrant

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

lakeforma 
tion:Gran 
tPermissi 
ons

lakeforma 
tion:Regi 
sterResou 
rce

Amazon Security Lake 3774
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3:ListBu 
cket

s3:PutObj 
ect

Amazon Security Lake 3775
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateDat 
aLake

授予创建新的安全数据湖的权
限

写入 data-lake 
*

  events:Pu 
tRule

events:Pu 
tTargets

iam:Creat 
eServiceL 
inkedRole

iam:Delet 
eRolePoli 
cy

iam:GetRo 
le

iam:ListA 
ttachedRo 
lePolicies

iam:PassR 
ole

iam:PutRo 
lePolicy

kms:Creat 
eGrant

kms:Descr 
ibeKey

lakeforma 
tion:GetD 
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
#amazonsecuritylake-data-lake
#amazonsecuritylake-data-lake
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ataLakeSe 
ttings

lakeforma 
tion:PutD 
ataLakeSe 
ttings

lambda:Ad 
dPermissi 
on

lambda:Cr 
eateEvent 
SourceMap 
ping

lambda:Cr 
eateFunct 
ion

organizat 
ions:Desc 
ribeOrgan 
ization

organizat 
ions:List 
Accounts

organizat 
ions:List 
Delegated 
ServicesF 
orAccount

Amazon Security Lake 3777
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3:Create 
Bucket

s3:GetObj 
ect

s3:GetObj 
ectVersio 
n

s3:ListBu 
cket

s3:PutBuc 
ketPolicy

s3:PutBuc 
ketPublic 
AccessBlo 
ck

s3:PutBuc 
ketVersio 
ning

sqs:Creat 
eQueue

sqs:GetQu 
eueAttrib 
utes

sqs:SetQu 
eueAttrib 
utes

Amazon Security Lake 3778
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDat 
aLakeExce 
ptionSubs 
cription

授予获取有关异常的即时通知
的权限。订阅 SNS 主题以获取
异常通知

写入      

 CreateDat 
aLakeOrga 
nizationC 
onfiguration

授予为组织中的新成员账户自
动启用 Amazon Security Lake 
的权限

写入 data-lake 
*
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#amazonsecuritylake-aws_RequestTag___TagKey_
#amazonsecuritylake-aws_RequestTag___TagKey_
#amazonsecuritylake-aws_RequestTag___TagKey_
#amazonsecuritylake-aws_TagKeys
#amazonsecuritylake-aws_TagKeys
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeOrganizationConfiguration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeOrganizationConfiguration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeOrganizationConfiguration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeOrganizationConfiguration.html
#amazonsecuritylake-data-lake
#amazonsecuritylake-data-lake
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSub 
scriber

授予创建订阅用户的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

iam:Creat 
eRole

iam:Delet 
eRolePoli 
cy

iam:GetRo 
le

iam:PutRo 
lePolicy

lakeforma 
tion:Gran 
tPermissi 
ons

lakeforma 
tion:List 
Permissio 
ns

lakeforma 
tion:Regi 
sterResou 
rce

lakeforma 
tion:Revo 
kePermiss 
ions

ram:GetRe 
sourceSha 
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
#amazonsecuritylake-aws_RequestTag___TagKey_
#amazonsecuritylake-aws_RequestTag___TagKey_
#amazonsecuritylake-aws_RequestTag___TagKey_
#amazonsecuritylake-aws_ResourceTag___TagKey_
#amazonsecuritylake-aws_ResourceTag___TagKey_
#amazonsecuritylake-aws_ResourceTag___TagKey_
#amazonsecuritylake-aws_TagKeys
#amazonsecuritylake-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

reAssocia 
tions

ram:GetRe 
sourceSha 
res

ram:Updat 
eResource 
Share

s3:PutObj 
ect

Amazon Security Lake 3781
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSub 
scriberNo 
tification

授予创建 webhook 调用以便在
数据湖中有新数据时通知客户 
端的权限

写入 subscribe 
r*

  events:Cr 
eateApiDe 
stination

events:Cr 
eateConne 
ction

events:De 
scribeRul 
e

events:Li 
stApiDest 
inations

events:Li 
stConnect 
ions

events:Pu 
tRule

events:Pu 
tTargets

iam:Delet 
eRolePoli 
cy

iam:GetRo 
le

iam:PassR 
ole

Amazon Security Lake 3782

https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriberNotification.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriberNotification.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriberNotification.html
#amazonsecuritylake-subscriber
#amazonsecuritylake-subscriber
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3:GetBuc 
ketNotifi 
cation

s3:PutBuc 
ketNotifi 
cation

sqs:Creat 
eQueue

sqs:Delet 
eQueue

sqs:GetQu 
eueAttrib 
utes

sqs:GetQu 
eueUrl

sqs:SetQu 
eueAttrib 
utes

 DeleteAws 
LogSource

为属于受信任组织或独立账户
的账户授予在任何区域禁用任
何源类型的权限

写入 data-lake 
*

   

 DeleteCus 
tomLogSou 
rce

授予删除自定义源的权限 写入 data-lake 
*

  glue:Stop 
CrawlerSc 
hedule
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
#amazonsecuritylake-data-lake
#amazonsecuritylake-data-lake
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteCustomLogSource.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteCustomLogSource.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteCustomLogSource.html
#amazonsecuritylake-data-lake
#amazonsecuritylake-data-lake
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteDat 
aLake

授予删除安全数据湖的权限 写入 data-lake 
*

  organizat 
ions:Desc 
ribeOrgan 
ization

organizat 
ions:List 
Delegated 
Administr 
ators

organizat 
ions:List 
Delegated 
ServicesF 
orAccount

 DeleteDat 
aLakeExce 
ptionSubs 
cription

授予权限以取消订阅 SNS 主题
以获取异常通知。删除 SNS 主
题的异常通知

写入      

 DeleteDat 
aLakeOrga 
nizationC 
onfiguration

授予权限以删除为新组织账
户自动启用 Amazon Security 
Lake 访问权限

写入 data-lake 
*
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLake.html
#amazonsecuritylake-data-lake
#amazonsecuritylake-data-lake
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeOrganizationConfiguration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeOrganizationConfiguration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeOrganizationConfiguration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeOrganizationConfiguration.html
#amazonsecuritylake-data-lake
#amazonsecuritylake-data-lake
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSub 
scriber

授予删除指定订阅用户的权限 写入 subscribe 
r*

  events:De 
leteApiDe 
stination

events:De 
leteConne 
ction

events:De 
leteRule

events:De 
scribeRul 
e

events:Li 
stApiDest 
inations

events:Li 
stTargets 
ByRule

events:Re 
moveTarge 
ts

iam:Delet 
eRole

iam:Delet 
eRolePoli 
cy
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteSubscriber.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteSubscriber.html
#amazonsecuritylake-subscriber
#amazonsecuritylake-subscriber
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iam:GetRo 
le

iam:ListR 
olePolici 
es

lakeforma 
tion:List 
Permissio 
ns

lakeforma 
tion:Revo 
kePermiss 
ions

sqs:Delet 
eQueue

sqs:GetQu 
eueUrl

Amazon Security Lake 3786
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSub 
scriberNo 
tification

授予删除 webhook 调用以便在
数据湖中有新数据时通知客户 
端的权限

写入 subscribe 
r*

  events:De 
leteApiDe 
stination

events:De 
leteConne 
ction

events:De 
leteRule

events:De 
scribeRul 
e

events:Li 
stApiDest 
inations

events:Li 
stTargets 
ByRule

events:Re 
moveTarge 
ts

iam:Delet 
eRole

iam:Delet 
eRolePoli 
cy

Amazon Security Lake 3787

https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteSubscriberNotification.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteSubscriberNotification.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteSubscriberNotification.html
#amazonsecuritylake-subscriber
#amazonsecuritylake-subscriber
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iam:GetRo 
le

iam:ListR 
olePolici 
es

lakeforma 
tion:Revo 
kePermiss 
ions

sqs:Delet 
eQueue

sqs:GetQu 
eueUrl

 Deregiste 
rDataLake 
Delegated 
Administrator

授予权限以删除委派管理员
账户并禁用 Amazon Security 
Lake 作为此组织的服务

写入     organizat 
ions:Dere 
gisterDel 
egatedAdm 
inistrator

organizat 
ions:Desc 
ribeOrgan 
ization

organizat 
ions:List 
Delegated 
ServicesF 
orAccount
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetDataLa 
keExcepti 
onSubscri 
ption

授予查询在订阅 SNS 主题以获
取异常通知时提供的协议和端
点的权限

读取      

 GetDataLa 
keOrganiz 
ationConf 
iguration

授予权限以获取组织的配置设
置，从而为新组织账户自动启
用 Amazon Security Lake 访问
权限

读取 data-lake 
*

  organizat 
ions:Desc 
ribeOrgan 
ization

 GetDataLa 
keSources

授予获取当前区域中安全数据
湖的静态快照的权限。快照包
括已启用的账户和日志源

读取 data-lake 
*

   

 GetSubscr 
iber

授予获取有关已创建订阅用户
的信息的权限

读取 subscribe 
r*

   

 ListDataL 
akeExcept 
ions

授予获取所有不可重试失败列
表的权限

列表      

 ListDataL 
akes

授予列出有关安全数据湖的信
息的权限

列表      

 ListLogSo 
urces

授予查看已启用帐户的权限。
您可以查看已启用区域中的已
启用源

列表      

 ListSubsc 
ribers

授予列出所有订阅用户的权限 列表      

data-lake     ListTagsF 
orResource

授予权限以列出资源的所有标
签

列表

subscribe 
r
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeOrganizationConfiguration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeOrganizationConfiguration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeOrganizationConfiguration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeOrganizationConfiguration.html
#amazonsecuritylake-data-lake
#amazonsecuritylake-data-lake
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
#amazonsecuritylake-data-lake
#amazonsecuritylake-data-lake
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetSubscriber.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetSubscriber.html
#amazonsecuritylake-subscriber
#amazonsecuritylake-subscriber
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListLogSources.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListLogSources.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListSubscribers.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListSubscribers.html
#amazonsecuritylake-data-lake
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListTagsForResource.html
#amazonsecuritylake-subscriber
#amazonsecuritylake-subscriber
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RegisterD 
ataLakeDe 
legatedAd 
ministrator

授予将帐户指定为组织的 
Amazon Security Lake 管理员
帐户的权限

写入     iam:Creat 
eServiceL 
inkedRole

organizat 
ions:Desc 
ribeOrgan 
ization

organizat 
ions:Enab 
leAWSServ 
iceAccess

organizat 
ions:List 
Delegated 
Administr 
ators

organizat 
ions:List 
Delegated 
ServicesF 
orAccount

organizat 
ions:Regi 
sterDeleg 
atedAdmin 
istrator

 TagResour 
ce

授予权限以将标签添加到资源
中

标记 data-lake    
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

subscribe 
r

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

data-lake    

subscribe 
r

   

 UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys
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#amazonsecuritylake-subscriber
#amazonsecuritylake-subscriber
#amazonsecuritylake-aws_RequestTag___TagKey_
#amazonsecuritylake-aws_RequestTag___TagKey_
#amazonsecuritylake-aws_RequestTag___TagKey_
#amazonsecuritylake-aws_TagKeys
#amazonsecuritylake-aws_TagKeys
#amazonsecuritylake-data-lake
#amazonsecuritylake-subscriber
#amazonsecuritylake-subscriber
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UntagResource.html
#amazonsecuritylake-aws_TagKeys
#amazonsecuritylake-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateDat 
aLake

授予更新安全数据湖的权限 写入 data-lake 
*

  events:Pu 
tRule

events:Pu 
tTargets

iam:Creat 
eServiceL 
inkedRole

iam:Delet 
eRolePoli 
cy

iam:GetRo 
le

iam:ListA 
ttachedRo 
lePolicies

iam:PutRo 
lePolicy

kms:Creat 
eGrant

kms:Descr 
ibeKey

lakeforma 
tion:GetD 
ataLakeSe 
ttings
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
#amazonsecuritylake-data-lake
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

lakeforma 
tion:PutD 
ataLakeSe 
ttings

lambda:Ad 
dPermissi 
on

lambda:Cr 
eateEvent 
SourceMap 
ping

lambda:Cr 
eateFunct 
ion

organizat 
ions:Desc 
ribeOrgan 
ization

organizat 
ions:List 
Delegated 
ServicesF 
orAccount

s3:Create 
Bucket

s3:GetObj 
ect

Amazon Security Lake 3793
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3:GetObj 
ectVersio 
n

s3:ListBu 
cket

s3:PutBuc 
ketPolicy

s3:PutBuc 
ketPublic 
AccessBlo 
ck

s3:PutBuc 
ketVersio 
ning

sqs:Creat 
eQueue

sqs:GetQu 
eueAttrib 
utes

sqs:SetQu 
eueAttrib 
utes

 UpdateDat 
aLakeExce 
ptionSubs 
cription

授予权限以更新 SNS 主题订阅
以获取异常通知

写入      
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLakeExceptionSubscription.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSub 
scriber

授予更新订阅用户的权限 写入 subscribe 
r*

  events:Cr 
eateApiDe 
stination

events:Cr 
eateConne 
ction

events:De 
scribeRul 
e

events:Li 
stApiDest 
inations

events:Li 
stConnect 
ions

events:Pu 
tRule

events:Pu 
tTargets

iam:Delet 
eRolePoli 
cy

iam:GetRo 
le

iam:PutRo 
lePolicy
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSub 
scriberNo 
tification

授予更新 webhook 调用以便在
数据湖中有新数据时通知客户 
端的权限

写入 subscribe 
r*

  events:Cr 
eateApiDe 
stination

events:Cr 
eateConne 
ction

events:De 
scribeRul 
e

events:Li 
stApiDest 
inations

events:Li 
stConnect 
ions

events:Pu 
tRule

events:Pu 
tTargets

iam:Creat 
eServiceL 
inkedRole

iam:Delet 
eRolePoli 
cy
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateSubscriberNotification.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

iam:GetRo 
le

iam:PassR 
ole

iam:PutRo 
lePolicy

s3:Create 
Bucket

s3:GetBuc 
ketNotifi 
cation

s3:ListBu 
cket

s3:PutBuc 
ketNotifi 
cation

s3:PutBuc 
ketPolicy

s3:PutBuc 
ketPublic 
AccessBlo 
ck

s3:PutBuc 
ketVersio 
ning

Amazon Security Lake 3797
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

s3:PutLif 
ecycleCon 
figuration

sqs:Creat 
eQueue

sqs:Delet 
eQueue

sqs:GetQu 
eueAttrib 
utes

sqs:GetQu 
eueUrl

sqs:SetQu 
eueAttrib 
utes

Amazon Security Lake 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 data-lake arn:${Partition}:securitylake:${Regi 
on}:${Account}:data-lake/default

aws:RequestTag/${T 
agKey}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DataLakeResource.html
#amazonsecuritylake-aws_RequestTag___TagKey_
#amazonsecuritylake-aws_RequestTag___TagKey_
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资源类型 ARN 条件键

aws:ResourceTag/${ 
TagKey}

 subscriber arn:${Partition}:securitylake:${Regi 
on}:${Account}:subscriber/${Subscrib 
erId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

Amazon Security Lake 的条件键

Amazon Security Lake 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用
这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Server Migration Service 的操作、资源和条件键

AWS 服务器迁移服务（服务前缀:sms）提供以下特定于服务的资源、操作和条件上下文密钥，用于 
IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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#amazonsecuritylake-aws_ResourceTag___TagKey_
#amazonsecuritylake-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_SubscriberResource.html
#amazonsecuritylake-aws_RequestTag___TagKey_
#amazonsecuritylake-aws_RequestTag___TagKey_
#amazonsecuritylake-aws_ResourceTag___TagKey_
#amazonsecuritylake-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/server-migration-service/latest/userguide/SMS_setup.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_Operations.html
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Server Migration Service 定义的操作

• AWS Server Migration Service 定义的资源类型

• AWS Server Migration Service 的条件键

AWS Server Migration Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateApp 授予创建应用程序配置以将本
地应用程序迁移到的权限 AWS

写入      

 CreateRep 
licationJob

授予创建任务以将本地服务器
迁移到的权限 AWS

写入      

 DeleteApp 授予权限以删除现有应用程序
配置

Write      

 DeleteApp 
LaunchCon 
figuration

授予权限以删除现有应用程序
的启动配置

Write      

 DeleteApp 
Replicati 
onConfigu 
ration

授予权限以删除现有应用程序
的复制配置

Write      

 DeleteApp 
Validatio 
nConfigur 
ation

授予权限以删除现有应用程序
的验证配置

写入      

 DeleteRep 
licationJob

授予删除现有任务以将本地服
务器迁移到的权限 AWS

写入      

 DeleteSer 
verCatalog

授予删除收集到的本地服务器
完整列表的权限 AWS

写入      

 Disassoci 
ateConnector

授予权限以取消关联已关联的
连接器

写入      

 GenerateC 
hangeSet

授予为应用程序堆栈生成变更
集 CloudFormation 的权限

写入      
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https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_CreateApp.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_CreateReplicationJob.html
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https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_DeleteAppValidationConfiguration.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_DeleteReplicationJob.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_DeleteReplicationJob.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_DeleteServerCatalog.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_DeleteServerCatalog.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_DisassociateConnector.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_DisassociateConnector.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_GenerateChangeSet.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_GenerateChangeSet.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GenerateT 
emplate

授予为现有应用程序生成 
CloudFormation 模板的权限

写入      

 GetApp 授予权限以获取现有应用程序
的配置和状态

Read      

 GetAppLau 
nchConfig 
uration

授予权限以获取现有应用程序
的启动配置

Read      

 GetAppRep 
licationC 
onfiguration

授予权限以获取现有应用程序
的复制配置

Read      

 GetAppVal 
idationCo 
nfiguration

授予权限以获取现有应用程序
的验证配置

Read      

 GetAppVal 
idationOutput

授予权限以从应用程序验证脚
本获取发送的通知。

Read      

 GetConnec 
tors

授予权限以获取已关联的所有
连接器

Read      

 GetMessag 
es [仅权限]

授予将消息从 AWS 服务器迁
移服务发送到服务器迁移连接
器的权限

读取      

 GetReplic 
ationJobs

授予允许将所有现有任务迁移
到本地服务器的权限 AWS

读取      

 GetReplic 
ationRuns

授予权限以获取现有作业的所
有运行

Read      
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https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_GenerateTemplate.html
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https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_GetAppValidationOutput.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_GetConnectors.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_GetConnectors.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_GetReplicationJobs.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_GetReplicationJobs.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_GetReplicationRuns.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_GetReplicationRuns.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetServers 授予权限以获取已导入的所有
服务器

读取      

 ImportApp 
Catalog

授予从 Application Discovery 
Service 导入 AWS 应用程序目
录的权限

写入      

 ImportSer 
verCatalog

授予权限以收集本地服务器的
完整列表

写入      

 LaunchApp 授予为现有应用程序创建和启
动 CloudFormation 堆栈的权限

写入      

 ListApps 授予权限以获取现有应用程序
的摘要列表

List      

 NotifyApp 
Validatio 
nOutput

授予权限以发送应用程序验证
脚本的通知

Write      

 PutAppLau 
nchConfig 
uration

授予权限以为现有的应用程序
创建或更新启动配置

Write      

 PutAppRep 
licationC 
onfiguration

授予权限以为现有的应用程序
创建或更新复制配置

Write      

 PutAppVal 
idationCo 
nfiguration

授予权限以对现有应用程序放
置验证配置

Write      

 SendMessa 
ge [仅权限]

授予从服务器迁移连接器向 
AWS 服务器迁移服务发送消息
的权限

写入      
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https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_GetServers.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_ImportAppCatalog.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_ImportAppCatalog.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_ImportServerCatalog.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_ImportServerCatalog.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_LaunchApp.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_ListAppss.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_NotifyAppValidationOutput.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_NotifyAppValidationOutput.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_NotifyAppValidationOutput.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_PutAppLaunchConfiguration.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_PutAppLaunchConfiguration.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_PutAppLaunchConfiguration.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_PutAppReplicationConfiguration.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_PutAppReplicationConfiguration.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_PutAppReplicationConfiguration.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_PutAppValidationConfiguration.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_PutAppValidationConfiguration.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_PutAppValidationConfiguration.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartAppR 
eplication

授予权限以便为现有应用程序
创建和启动复制作业

Write      

 StartOnDe 
mandAppRe 
plication

授予权限以对现有应用程序启
动复制运行

Write      

 StartOnDe 
mandRepli 
cationRun

授予权限以对现有复制作业启
动复制运行

Write      

 StopAppRe 
plication

授予权限以停止和删除现有应
用程序的复制作业

写入      

 Terminate 
App

授予终止现有应用程序 
CloudFormation 堆栈的权限

写入      

 UpdateApp 授予权限以更新现有应用程序
配置

写入      

 UpdateRep 
licationJob

授予更新现有任务以将本地服
务器迁移到的权限 AWS

写入      

AWS Server Migration Service 定义的资源类型

AWS 服务器迁移服务不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS 
Server Migration Service 的访问权限，请在策略中指定 "Resource": "*"。

AWS Server Migration Service 的条件键

ServerMigrationService 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关
所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_StartAppReplication.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_StartAppReplication.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_StartOnDemandAppReplication.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_StartOnDemandAppReplication.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_StartOnDemandAppReplication.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_StartOnDemandReplicationRun.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_StartOnDemandReplicationRun.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_StartOnDemandReplicationRun.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_StopAppReplication.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_StopAppReplication.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_TerminateApp.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_TerminateApp.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_UpdateApp.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_UpdateReplicationJob.html
https://docs.aws.amazon.com/server-migration-service/latest/APIReference/API_UpdateReplicationJob.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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AWS Serverless Application Repository 的操作、资源和条件键

AWS Serverless Application Repository（服务前缀serverlessrepo:）提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Serverless Application Repository 定义的操作

• AWS Serverless Application Repository 定义的资源类型

• AWS Serverless Application Repository 的条件键

AWS Serverless Application Repository 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/serverlessrepo/latest/devguide/what-is-serverlessrepo.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/resources.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateApp 
lication

授予创建应用程序的权限，可
以选择包括一个 AWS SAM 文
件，以便在同一次调用中创建
第一个应用程序版本

写入      

 CreateApp 
licationV 
ersion

授予创建应用程序版本的权限 写入 applicati 
ons*

   

applicati 
ons*

    CreateClo 
udFormati 
onChangeSet

授予为给定应用程序创建的
权限 AWS CloudFormation 
ChangeSet

写入

  serverles 
srepo:app 
licationT 
ype

 

applicati 
ons*

    CreateClo 
udFormati 
onTemplate

授予创建 AWS CloudForm 
ation 模板的权限

写入

  serverles 
srepo:app 
licationT 
ype
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-versions-semanticversion.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-versions-semanticversion.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-versions-semanticversion.html
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-changesets.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-changesets.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-changesets.html
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-templates.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-templates.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-templates.html
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteApp 
lication

授予删除指定应用程序的权限 写入 applicati 
ons*

   

applicati 
ons*

    GetApplic 
ation

授予获取指定应用程序的权限 读取

  serverles 
srepo:app 
licationT 
ype

 

 GetApplic 
ationPolicy

授予获取指定应用程序策略的
权限

读取 applicati 
ons*

   

 GetCloudF 
ormationT 
emplate

授予获取指定 AWS 
CloudFormation 模板的权限

读取 applicati 
ons*

   

applicati 
ons*

    ListAppli 
cationDep 
endencies

授予检索包含应用程序中嵌套
的应用程序列表的权限

列表

  serverles 
srepo:app 
licationT 
ype

 

applicati 
ons*

    ListAppli 
cationVer 
sions

授予列出请求者所拥有的指定
应用程序版本的权限

列表

  serverles 
srepo:app 
licationT 
ype
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https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid.html
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid.html
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-policy.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-policy.html
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-templates-templateid.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-templates-templateid.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-templates-templateid.html
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-dependencies.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-dependencies.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-dependencies.html
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-versions.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-versions.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-versions.html
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAppli 
cations

授予列出请求者所拥有应用程
序的权限

列表      

 PutApplic 
ationPolicy

授予为指定应用程序放置策略
的权限

写入 applicati 
ons*

   

 SearchApp 
lications

授予获取为此用户授权的所有
应用程序的权限

读取   serverles 
srepo:app 
licationT 
ype

 

 UnshareAp 
plication

授予取消共享指定应用程序的
权限

写入 applicati 
ons*

   

 UpdateApp 
lication

授予更新应用程序元数据的权
限

写入 applicati 
ons*

   

AWS Serverless Application Repository 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 applications arn:${Partition}:serverlessrepo:${Re 
gion}:${Account}:applications/${Reso 
urceId}
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https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-policy.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid-policy.html
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid.html
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
#awsserverlessapplicationrepository-serverlessrepo_applicationType
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid.html
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications-applicationid.html
#awsserverlessapplicationrepository-applications
#awsserverlessapplicationrepository-applications
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/applications.html
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AWS Serverless Application Repository 的条件键

AWS Serverless Application Repository 定义了以下可以在 IAM 策略元素中Condition使用的条件
键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 serverles 
srepo:app 
licationType

按应用程序类型筛选访问权限 字符串

AWS 服务-Oracle Database@ 的操作、资源和条件键AWS

AWS 服务-Oracle Database@AWS （服务前缀:odb）提供以下特定于服务的资源、操作和条件上下
文密钥以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS 服务定义的操作-Oracle 数据库@AWS

• AWS 服务定义的资源类型-Oracle 数据库@AWS

• AWS 服务的条件密钥-Oracle 数据库@AWS

由 AWS 服务定义的操作-Oracle 数据库@AWS

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/applications.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/applications.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/applications.html
https://docs.aws.amazon.com/odb/latest/UserGuide/what-is-odb.html
https://docs.aws.amazon.com/odb/latest/APIReference/
https://docs.aws.amazon.com/odb/latest/UserGuide/security-iam.html
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptMar 
ketplaceR 
egistration

授予为你的亚马逊网络服务
账户注册亚马逊网络服务市
场令牌的权限，以激活你的 
Oracle Database @Amazon 
Web Services 订阅

写入      

 CreateClo 
udAutonom 
ousVmClus 
ter

授予在指定的 Exadata 基础架
构中创建新的自治虚拟机集群
的权限

写入 cloud-
exa 
data-infr 
astructur 
e*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/odb/latest/APIReference/API_AcceptMarketplaceRegistration.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_AcceptMarketplaceRegistration.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_AcceptMarketplaceRegistration.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateCloudAutonomousVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateCloudAutonomousVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateCloudAutonomousVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateCloudAutonomousVmCluster.html
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

odb-
network*

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateClo 
udExadata 
Infrastructure

授予创建 Exadata 基础架构的
权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

cloud-
exa 
data-infr 
astructur 
e*

   

odb-
network*

   

 CreateClo 
udVmCluster

授予在指定的 Exadata 基础架
构上创建虚拟机集群的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDbN 
ode [仅权限]

授予创建数据库节点的权限 写入 db-node*    
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#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_TagKeys
#awsservice-oracledatabase_aws-aws_TagKeys
https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateCloudExadataInfrastructure.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateCloudExadataInfrastructure.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateCloudExadataInfrastructure.html
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_TagKeys
#awsservice-oracledatabase_aws-aws_TagKeys
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-network
https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateCloudVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateCloudVmCluster.html
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_TagKeys
#awsservice-oracledatabase_aws-aws_TagKeys
API_CreateDbNode.html
API_CreateDbNode.html
#awsservice-oracledatabase_aws-db-node
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateOdb 
Network

授予创建 ODB 网络的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

odb-
network*

    CreateOdb 
PeeringCo 
nnection

授予创建 ODB 对等连接的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

cloud-aut 
onomous-
vm-
cluster*

    CreateOut 
boundInte 
gration [仅权
限]

授予创建出站集成的权限 写入

cloud-
vm- 
cluster*

   

 DeleteClo 
udAutonom 
ousVmClus 
ter

授予删除自治虚拟机集群的权
限

写入 cloud-aut 
onomous-
vm-
cluster*

   

AWS 服务-Oracle 数据库@AWS 3812

https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateOdbNetwork.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateOdbNetwork.html
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_TagKeys
#awsservice-oracledatabase_aws-aws_TagKeys
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-network
https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateOdbPeeringConnection.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateOdbPeeringConnection.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CreateOdbPeeringConnection.html
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_TagKeys
#awsservice-oracledatabase_aws-aws_TagKeys
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
API_CreateOutboundIntegration.html
API_CreateOutboundIntegration.html
API_CreateOutboundIntegration.html
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteCloudAutonomousVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteCloudAutonomousVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteCloudAutonomousVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteCloudAutonomousVmCluster.html
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteClo 
udExadata 
Infrastructure

授予删除指定的 Exadata 基础
设施的权限。在使用此操作之
前，请务必删除此 Exadata 基
础架构上托管的所有虚拟机集
群

写入 cloud-
exa 
data-infr 
astructur 
e*

   

 DeleteClo 
udVmCluster

授予删除指定虚拟机集群的权
限

写入 cloud-
vm- 
cluster*

   

 DeleteDbN 
ode [仅权限]

授予删除数据库节点的权限 写入 db-node*    

 DeleteOdb 
Network

授予删除指定 ODB 网络的权
限

写入 odb-
network*

   

 DeleteOdb 
PeeringCo 
nnection

授予删除指定 ODB 对等连接
的权限。删除 ODB 对等连接
时，底层 VPC 对等连接也会被
删除

写入 odb-
peering-
connec 
tion*

   

cloud-
exa 
data-infr 
astructur 
e*

    DeleteRes 
ourcePolicy
[仅权限]

授予权限以删除资源策略 写入

odb-
network*

   

 GetCloudA 
utonomous 
VmCluster

授予获取有关特定自治虚拟机
集群信息的权限

读取 cloud-aut 
onomous-
vm-
cluster*
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https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteCloudExadataInfrastructure.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteCloudExadataInfrastructure.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteCloudExadataInfrastructure.html
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteCloudVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteCloudVmCluster.html
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
API_DeleteDbNode.html
API_DeleteDbNode.html
#awsservice-oracledatabase_aws-db-node
https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteOdbNetwork.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteOdbNetwork.html
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-network
https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteOdbPeeringConnection.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteOdbPeeringConnection.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_DeleteOdbPeeringConnection.html
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
API_DeleteResourcePolicy.html
API_DeleteResourcePolicy.html
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-network
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudAutonomousVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudAutonomousVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudAutonomousVmCluster.html
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCloudE 
xadataInf 
rastructure

授予获取有关指定 Exadata 基
础设施信息的权限

读取 cloud-
exa 
data-infr 
astructur 
e*

   

 GetCloudE 
xadataInf 
rastructu 
reUnalloc 
atedResou 
rces

授予在指定 Cloud Exadata 基
础设施中检索有关未分配资源
信息的权限

读取 cloud-
exa 
data-infr 
astructur 
e*

   

 GetCloudV 
mCluster

授予获取有关指定虚拟机集群
信息的权限

读取 cloud-
vm- 
cluster*

   

cloud-
vm- 
cluster*

    GetDbNode 授予获取有关指定数据库节点
信息的权限

读取

db-node*    

 GetDbServer 授予获取有关指定数据库服务
器的信息的权限

读取 cloud-
exa 
data-infr 
astructur 
e*

   

 GetOciOnb 
oardingStatus

授予获取您的亚马逊 Web 
Services 账户的租赁激活链接 
和入职状态的权限

读取      
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https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudExadataInfrastructure.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudExadataInfrastructure.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudExadataInfrastructure.html
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudExadataInfrastructureUnallocatedResources.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudExadataInfrastructureUnallocatedResources.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudExadataInfrastructureUnallocatedResources.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudExadataInfrastructureUnallocatedResources.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudExadataInfrastructureUnallocatedResources.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudExadataInfrastructureUnallocatedResources.html
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetCloudVmCluster.html
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetDbNode.html
#awsservice-oracledatabase_aws-db-node
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetDbServer.html
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetOciOnboardingStatus.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetOciOnboardingStatus.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetOdbNet 
work

授予获取有关指定 ODB 网络
信息的权限

读取 odb-
network*

   

 GetOdbPee 
ringConne 
ction

授予获取有关指定 ODB 对等
连接的信息的权限

读取 odb-
peering-
connec 
tion*

   

cloud-
exa 
data-infr 
astructur 
e*

    GetResour 
cePolicy [仅
权限]

授予获取资源策略的权限 读取

odb-
network*

   

 Initializ 
eService

授予在账户中首次初始化 ODB 
服务的权限

写入      

 ListAuton 
omousVirt 
ualMachines

授予列出自治虚拟机集群 VMs 
中所有自治集群的权限

读取 cloud-aut 
onomous-
vm-
cluster

   

 ListCloud 
Autonomou 
sVmClusters

授予列出指定 Cloud Exadata 
基础架构中所有自治虚拟机集
群的权限

列表 cloud-
exa 
data-infr 
astructur 
e

   

 ListCloud 
ExadataIn 
frastructures

授予发布有关您的亚马逊 
Web Services 账户所拥有的 
Exadata 基础设施信息的权限

列表      
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https://docs.aws.amazon.com/odb/latest/APIReference/API_GetOdbNetwork.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetOdbNetwork.html
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-network
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetOdbPeeringConnection.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetOdbPeeringConnection.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_GetOdbPeeringConnection.html
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
API_GetResourcePolicy.html
API_GetResourcePolicy.html
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-network
https://docs.aws.amazon.com/odb/latest/APIReference/API_InitializeService.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_InitializeService.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListAutonomousVirtualMachines.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListAutonomousVirtualMachines.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListAutonomousVirtualMachines.html
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListCloudAutonomousVmClusters.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListCloudAutonomousVmClusters.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListCloudAutonomousVmClusters.html
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListCloudExadataInfrastructures.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListCloudExadataInfrastructures.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListCloudExadataInfrastructures.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListCloud 
VmClusters

授予权限以列出有关您的 
Amazon Web Services 账户拥
有的虚拟机集群的信息，或者
仅列出指定 Exadata 基础设施
上的虚拟机集群的信息

列表 cloud-
exa 
data-infr 
astructur 
e

   

 ListDbNodes 授予列出有关指定虚拟机集群
的数据库节点信息的权限

列表 cloud-
vm- 
cluster*

   

 ListDbSer 
vers

授予列出属于指定 Exadata 基
础架构的数据库服务器的相关
信息的权限

读取 cloud-
exa 
data-infr 
astructur 
e*

   

 ListDbSys 
temShapes

授予列出有关可用于 Exadata 
基础架构的形状信息的权限

读取      

 ListGiVer 
sions

授予权限以列出有关可用于指
定形状的虚拟机集群的 Oracle 
网格基础架构 (GI) 软件版本的
信息

读取      

 ListOdbNe 
tworks

授予发布有关您的亚马逊 Web 
Services 账户所拥有的 ODB 
网络信息的权限

列表      

 ListOdbPe 
eringConn 
ections

授予列出所有 ODB 对等连接
或与特定 ODB 网络关联的对
等连接的权限

列表 odb-
network
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https://docs.aws.amazon.com/odb/latest/APIReference/API_ListCloudVmClusters.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListCloudVmClusters.html
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListDbNodes.html
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListDbServers.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListDbServers.html
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListDbSystemShapes.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListDbSystemShapes.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListGiVersions.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListGiVersions.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListOdbNetworks.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListOdbNetworks.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListOdbPeeringConnections.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListOdbPeeringConnections.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListOdbPeeringConnections.html
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-network
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSyste 
mVersions

授予权限以列出有关指定 
Giversion 和形状的虚拟机集群 
可用的系统版本的信息

读取      

cloud-aut 
onomous-
vm-
cluster

   

cloud-
exa 
data-infr 
astructur 
e

   

cloud-
vm- 
cluster

   

db-node    

odb-
network

   

odb-
peering-
connec 
tion

   

 ListTagsF 
orResource

授予列出有关应用于此资源的
标签的信息的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/odb/latest/APIReference/API_ListSystemVersions.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListSystemVersions.html
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-db-node
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_ListTagsForResource.html
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cloud-
exa 
data-infr 
astructur 
e*

    PutResour 
cePolicy [仅
权限]

授予权限以更新资源策略 写入

odb-
network*

   

cloud-
vm- 
cluster*

    RebootDbN 
ode

授予在虚拟机群集中重启指定
数据库节点的权限

写入

db-node*    

cloud-
vm- 
cluster*

    StartDbNode 授予在虚拟机集群中启动指定
数据库节点的权限

写入

db-node*    

 StopDbNode 授予停止虚拟机集群中指定数
据库节点的权限

写入 cloud-
vm- 
cluster*

   

cloud-aut 
onomous-
vm-
cluster

    TagResour 
ce

授予对指定资源应用标签的权
限

标记

cloud-
exa 
data-infr 
astructur 
e

   

AWS 服务-Oracle 数据库@AWS 3818

#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
API_PutResourcePolicy.html
API_PutResourcePolicy.html
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
https://docs.aws.amazon.com/odb/latest/APIReference/API_RebootDbNode.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_RebootDbNode.html
#awsservice-oracledatabase_aws-db-node
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
https://docs.aws.amazon.com/odb/latest/APIReference/API_StartDbNode.html
#awsservice-oracledatabase_aws-db-node
https://docs.aws.amazon.com/odb/latest/APIReference/API_StopDbNode.html
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
https://docs.aws.amazon.com/odb/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_TagResource.html
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cloud-
vm- 
cluster

   

db-node    

odb-
network

   

odb-
peering-
connec 
tion

   

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

cloud-aut 
onomous-
vm-
cluster

    UntagReso 
urce

授予从指定的资源中删除标签
的权限

标记

cloud-
exa 
data-infr 
astructur 
e
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#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-db-node
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_RequestTag___TagKey_
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_TagKeys
#awsservice-oracledatabase_aws-aws_TagKeys
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
#awsservice-oracledatabase_aws-cloud-autonomous-vm-cluster
https://docs.aws.amazon.com/odb/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_UntagResource.html
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cloud-
vm- 
cluster

   

db-node    

odb-
network

   

odb-
peering-
connec 
tion

   

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 UpdateClo 
udExadata 
Infrastructure

授予更新 Exadata 基础架构资
源属性的权限

写入 cloud-
exa 
data-infr 
astructur 
e*

   

 UpdateOdb 
Network

授予更新指定 ODB 网络属性
的权限

写入 odb-
network*

   

AWS 服务定义的资源类型-Oracle 数据库@AWS

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
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#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-cloud-vm-cluster
#awsservice-oracledatabase_aws-db-node
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-odb-peering-connection
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_TagKeys
#awsservice-oracledatabase_aws-aws_TagKeys
https://docs.aws.amazon.com/odb/latest/APIReference/API_UpdateCloudExadataInfrastructure.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_UpdateCloudExadataInfrastructure.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_UpdateCloudExadataInfrastructure.html
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
#awsservice-oracledatabase_aws-cloud-exadata-infrastructure
https://docs.aws.amazon.com/odb/latest/APIReference/API_UpdateOdbNetwork.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_UpdateOdbNetwork.html
#awsservice-oracledatabase_aws-odb-network
#awsservice-oracledatabase_aws-odb-network
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而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 cloud-aut 
onomous-vm-
cluster

arn:${Partition}:odb:${Region}:${Acc 
ount}:cloud-autonomous-vm-cluster/${ 
CloudAutonomousVmClusterId}

aws:ResourceTag/${ 
TagKey}

 cloud-exa 
data-infr 
astructure

arn:${Partition}:odb:${Region}:${Acc 
ount}:cloud-exadata-infrastructure/$ 
{CloudExadataInfrastructureId}

aws:ResourceTag/${ 
TagKey}

 cloud-vm- 
cluster

arn:${Partition}:odb:${Region}:${Acc 
ount}:cloud-vm-cluster/${CloudVmClus 
terId}

aws:ResourceTag/${ 
TagKey}

 db-node arn:${Partition}:odb:${Region}:${Acc 
ount}:db-node/${DbNodeId}

aws:ResourceTag/${ 
TagKey}

 odb-network arn:${Partition}:odb:${Region}:${Acc 
ount}:odb-network/${OdbNetworkId}

aws:ResourceTag/${ 
TagKey}

 odb-peering-
connection

arn:${Partition}:odb:${Region}:${Acc 
ount}:odb-peering-connection/${OdbPe 
eringConnectionId}

aws:ResourceTag/${ 
TagKey}

AWS 服务的条件密钥-Oracle 数据库@AWS

AWS 服务-Oracle Database@AWS 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/odb/latest/APIReference/API_CloudAutonomousVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CloudAutonomousVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CloudAutonomousVmCluster.html
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/odb/latest/APIReference/API_CloudExadataInfrastructure.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CloudExadataInfrastructure.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CloudExadataInfrastructure.html
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/odb/latest/APIReference/API_CloudVmCluster.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_CloudVmCluster.html
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/odb/latest/APIReference/API_DbNode.html
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/odb/latest/APIReference/API_OdbNetwork.html
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/odb/latest/APIReference/API_OdbPeeringConnection.html
https://docs.aws.amazon.com/odb/latest/APIReference/API_OdbPeeringConnection.html
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
#awsservice-oracledatabase_aws-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

AWS Service Catalog 的操作、资源和条件键

AWS Service Catalog（服务前缀:servicecatalog）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Service Catalog 定义的操作

• AWS Service Catalog 定义的资源类型

• AWS Service Catalog 的条件键

AWS Service Catalog 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_Reference.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/permissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptPor 
tfolioShare

授予权限以接受已与您共享的
产品组合

Write Portfolio*    

Applicati 
on*

    Associate 
Attribute 
Group

授予权限以将属性组与应用程
序关联

Write

Attribute 
Group*

   

 Associate 
BudgetWit 
hResource

授予权限以将预算与资源关联 Write      

 Associate 
Principal 
WithPortfolio

授予权限以将 IAM 委托人与产
品组合关联，向指定委托人授 

Write Portfolio*    
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AcceptPortfolioShare.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AcceptPortfolioShare.html
#awsservicecatalog-Portfolio
#awsservicecatalog-Application
#awsservicecatalog-Application
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_AssociateAttributeGroup.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_AssociateAttributeGroup.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_AssociateAttributeGroup.html
#awsservicecatalog-AttributeGroup
#awsservicecatalog-AttributeGroup
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateBudgetWithResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateBudgetWithResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateBudgetWithResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociatePrincipalWithPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociatePrincipalWithPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociatePrincipalWithPortfolio.html
#awsservicecatalog-Portfolio
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

予对与指定产品组合关联的任
何产品的访问权限

 Associate 
ProductWi 
thPortfolio

授予权限以将产品与产品组合
关联

Write      

Applicati 
on*

  cloudform 
ation:Des 
cribeStac 
ks

resource- 
groups:Cr 
eateGroup

resource- 
groups:Ge 
tGroup

resource- 
groups:Ta 
g

 Associate 
Resource

授予权限以将资源与应用程序
关联

Write

  serviceca 
talog:Res 
ourceType

serviceca 
talog:Res 
ource
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateProductWithPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateProductWithPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateProductWithPortfolio.html
#awsservicecatalog-Application
#awsservicecatalog-Application
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_AssociateResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_AssociateResource.html
#awsservicecatalog-servicecatalog_ResourceType
#awsservicecatalog-servicecatalog_ResourceType
#awsservicecatalog-servicecatalog_ResourceType
#awsservicecatalog-servicecatalog_ResourceType
#awsservicecatalog-servicecatalog_Resource
#awsservicecatalog-servicecatalog_Resource
#awsservicecatalog-servicecatalog_Resource


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
ServiceAc 
tionWithP 
rovisioni 
ngArtifact

授予权限以将操作与预置构件
关联

写入 Product*    

Portfolio     Associate 
TagOption 
WithResou 
rce

授予将指定 TagOption 与指定
产品组合或产品关联的权限

写入

Product    

 BatchAsso 
ciateServ 
iceAction 
WithProvi 
sioningAr 
tifact

授予权限以将多个自助服务操
作与预置构件关联

Write      

 BatchDisa 
ssociateS 
erviceAct 
ionFromPr 
ovisionin 
gArtifact

授予权限以取消一批自助服务
操作与指定的预置构件的关联

Write      

 CopyProduct 授予权限以将指定的源产品复
制到指定的目标产品或新产品
中

Write      

 CreateApp 
lication

授予创建应用程序的权限 Write Applicati 
on*

  iam:Creat 
eServiceL 
inkedRole
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateServiceActionWithProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateServiceActionWithProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateServiceActionWithProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateServiceActionWithProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateServiceActionWithProvisioningArtifact.html
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#awsservicecatalog-Portfolio
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateTagOptionWithResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateTagOptionWithResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateTagOptionWithResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateTagOptionWithResource.html
#awsservicecatalog-Product
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_BatchAssociateServiceActionWithProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_BatchAssociateServiceActionWithProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_BatchAssociateServiceActionWithProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_BatchAssociateServiceActionWithProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_BatchAssociateServiceActionWithProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_BatchAssociateServiceActionWithProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_BatchDisassociateServiceActionFromProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_BatchDisassociateServiceActionFromProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_BatchDisassociateServiceActionFromProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_BatchDisassociateServiceActionFromProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_BatchDisassociateServiceActionFromProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_BatchDisassociateServiceActionFromProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CopyProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_CreateApplication.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_CreateApplication.html
#awsservicecatalog-Application
#awsservicecatalog-Application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Attribute 
Group*

    CreateAtt 
ributeGroup

授予权限以创建属性组 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateCon 
straint

授予权限以针对关联的产品和
产品组合创建限制

Write Product*    

Portfolio*     CreatePor 
tfolio

授予权限以创建产品组合 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePor 
tfolioShare

授予与他人共享您拥有的投资
组合的权限 AWS 账户

权限管理 Portfolio*    

 CreatePro 
duct

授予权限以创建产品以及该产
品的第一个预置构件

Write Product*    
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#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_TagKeys
#awsservicecatalog-aws_TagKeys
#awsservicecatalog-AttributeGroup
#awsservicecatalog-AttributeGroup
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_CreateAttributeGroup.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_CreateAttributeGroup.html
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_TagKeys
#awsservicecatalog-aws_TagKeys
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateConstraint.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateConstraint.html
#awsservicecatalog-Product
#awsservicecatalog-Portfolio
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreatePortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreatePortfolio.html
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_TagKeys
#awsservicecatalog-aws_TagKeys
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreatePortfolioShare.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreatePortfolioShare.html
#awsservicecatalog-Portfolio
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateProduct.html
#awsservicecatalog-Product


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePro 
visionedP 
roductPlan

授予权限以添加新的预置产品
计划

Write   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

 CreatePro 
visioning 
Artifact

授予权限以向现有产品添加新
的预置构件

Write Product*    

 CreateSer 
viceAction

授予权限以创建自助服务操作 写入      

 CreateTag 
Option

授予创建 TagOption 写入      

 DeleteApp 
lication

授予权限以删除应用程序（如
果所有关联都已从应用程序中
删除）

Write Applicati 
on*
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#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_TagKeys
#awsservicecatalog-aws_TagKeys
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateProvisionedProductPlan.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateProvisionedProductPlan.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateProvisionedProductPlan.html
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#awsservicecatalog-servicecatalog_accountLevel
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#awsservicecatalog-servicecatalog_accountLevel
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateProvisioningArtifact.html
#awsservicecatalog-Product
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateServiceAction.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateServiceAction.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateTagOption.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_CreateTagOption.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_DeleteApplication.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_DeleteApplication.html
#awsservicecatalog-Application
#awsservicecatalog-Application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAtt 
ributeGroup

授予权限以删除属性组（如果
所有关联都已从属性组中删
除）

Write Attribute 
Group*

   

 DeleteCon 
straint

授予权限以从关联的产品和产
品组合中删除现有限制

Write      

 DeletePor 
tfolio

授予权限以在从产品组合中删
除所有关联和共享后删除该产
品组合

写入 Portfolio*    

 DeletePor 
tfolioShare

授予取消共享您拥有的投资组
合与之前与之共享投资组合的
权限 AWS 账户

权限管理 Portfolio*    

 DeletePro 
duct

授予权限以在从产品中删除所
有关联后删除该产品

Write Product*    

 DeletePro 
visionedP 
roductPlan

授予权限以删除预置产品计划 Write   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

 DeletePro 
visioning 
Artifact

授予权限以从产品中删除预置
构件

写入 Product*    
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_DeleteAttributeGroup.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_DeleteAttributeGroup.html
#awsservicecatalog-AttributeGroup
#awsservicecatalog-AttributeGroup
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DeleteConstraint.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DeleteConstraint.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DeletePortfolio.html
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DeleteProduct.html
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DeleteProvisionedProductPlan.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DeleteProvisionedProductPlan.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DeleteProvisionedProductPlan.html
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DeleteProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DeleteProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DeleteProvisioningArtifact.html
#awsservicecatalog-Product


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Applicati 
on

    DeleteRes 
ourcePolicy
[仅权限]

授予权限以删除指定资源的资
源策略

写入

Attribute 
Group

   

 DeleteSer 
viceAction

授予权限以删除自助服务操作 写入      

 DeleteTag 
Option

授予删除指定内容的权限 
TagOption

写入      

 DescribeC 
onstraint

授予权限以描述限制 Read      

 DescribeC 
opyProduc 
tStatus

授予权限以获取指定复制产品
操作的状态

Read      

 DescribeP 
ortfolio

授予权限以描述产品组合 Read Portfolio*    

 DescribeP 
ortfolioS 
hareStatus

授予权限以获取指定产品组合
共享操作的状态

Read      

 DescribeP 
ortfolioShares

授予权限以查看为指定产品组
合创建的每个产品组合共享的
摘要

List Portfolio*    

 DescribeP 
roduct

授予权限以便以最终用户身份
描述产品

Read Product*    
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#awsservicecatalog-Application
#awsservicecatalog-Application
https://docs.aws.amazon.com/servicecatalog/latest/arguide/sharing-definitions.html
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribePortfolioShares.html
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProduct.html
#awsservicecatalog-Product


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeP 
roductAsA 
dmin

授予权限以便以管理员身份描
述产品

Read Product*    

 DescribeP 
roductView

授予权限以便以最终用户身份
描述产品

Read      

 DescribeP 
rovisione 
dProduct

授予权限以描述预置产品 Read   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

 DescribeP 
rovisione 
dProductPlan

授予权限以描述预置产品计划 Read   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

 DescribeP 
rovisioni 
ngArtifact

授予权限以描述预置构件 Read Product*    
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProductAsAdmin.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProductAsAdmin.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProductAsAdmin.html
#awsservicecatalog-Product
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#awsservicecatalog-servicecatalog_userLevel
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProvisionedProductPlan.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProvisionedProductPlan.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProvisionedProductPlan.html
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProvisioningArtifact.html
#awsservicecatalog-Product


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeP 
rovisioni 
ngParamet 
ers

授予权限以描述为了成功预置
指定的预置构件所需指定的参
数

Read Product*    

 DescribeR 
ecord

授予权限以描述记录并列出任
何输出

Read   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

 DescribeS 
erviceAction

授予权限以描述自助服务操作 Read      

 DescribeS 
erviceAct 
ionExecut 
ionParame 
ters

授予权限以在对指定的预置产
品执行指定的服务操作后获取
默认参数

读取   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

 DescribeT 
agOption

授予获取有关指定信息的权限 
TagOption

读取      
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProvisioningParameters.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProvisioningParameters.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProvisioningParameters.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeProvisioningParameters.html
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeRecord.html
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#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
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#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeTagOption.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DescribeTagOption.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DisableAW 
SOrganiza 
tionsAccess

授予通过 AWS Organizations 
功能禁用作品集共享的权限

写入      

Applicati 
on*

    Disassoci 
ateAttrib 
uteGroup

授予权限以取消属性组与应用
程序的关联

Write

Attribute 
Group*

   

 Disassoci 
ateBudget 
FromResou 
rce

授予权限以取消预算与资源的
关联

Write      

 Disassoci 
atePrinci 
palFromPo 
rtfolio

授予权限以取消 IAM 委托人与
产品组合的关联

Write Portfolio*    

 Disassoci 
ateProduc 
tFromPort 
folio

授予权限以取消产品与产品组
合的关联

Write      

 Disassoci 
ateResource

授予权限以取消资源与应用程
序的关联

Write Applicati 
on*

  resource- 
groups:De 
leteGroup
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisableAWSOrganizationsAccess.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisableAWSOrganizationsAccess.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisableAWSOrganizationsAccess.html
#awsservicecatalog-Application
#awsservicecatalog-Application
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_DisassociateAttributeGroup.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_DisassociateAttributeGroup.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_DisassociateAttributeGroup.html
#awsservicecatalog-AttributeGroup
#awsservicecatalog-AttributeGroup
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateBudgetFromResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateBudgetFromResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateBudgetFromResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateBudgetFromResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociatePrincipalFromPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociatePrincipalFromPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociatePrincipalFromPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociatePrincipalFromPortfolio.html
#awsservicecatalog-Portfolio
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateProductFromPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateProductFromPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateProductFromPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateProductFromPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_DisassociateResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_DisassociateResource.html
#awsservicecatalog-Application
#awsservicecatalog-Application


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  serviceca 
talog:Res 
ourceType

serviceca 
talog:Res 
ource

 

 Disassoci 
ateServic 
eActionFr 
omProvisi 
oningArtifact

授予权限以取消指定的自助服
务操作与指定的预置构件的关
联

写入 Product*    

Portfolio     Disassoci 
ateTagOpt 
ionFromRe 
source

授予解除指定资源与指定资源
的关联 TagOption 的权限

写入

Product    

 EnableAWS 
Organizat 
ionsAccess

授予通过 Organizations 启用
作品集共享功能的 AWS 权限

写入      

 ExecutePr 
ovisioned 
ProductPlan

授予权限以执行预置产品计划 Write   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel
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#awsservicecatalog-servicecatalog_ResourceType
#awsservicecatalog-servicecatalog_ResourceType
#awsservicecatalog-servicecatalog_ResourceType
#awsservicecatalog-servicecatalog_ResourceType
#awsservicecatalog-servicecatalog_Resource
#awsservicecatalog-servicecatalog_Resource
#awsservicecatalog-servicecatalog_Resource
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateServiceActionFromProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateServiceActionFromProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateServiceActionFromProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateServiceActionFromProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateServiceActionFromProvisioningArtifact.html
#awsservicecatalog-Product
#awsservicecatalog-Portfolio
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateTagOptionFromResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateTagOptionFromResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateTagOptionFromResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_DisassociateTagOptionFromResource.html
#awsservicecatalog-Product
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_EnableAWSOrganizationsAccess.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_EnableAWSOrganizationsAccess.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_EnableAWSOrganizationsAccess.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ExecuteProvisionedProductPlan.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ExecuteProvisionedProductPlan.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ExecuteProvisionedProductPlan.html
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ExecutePr 
ovisioned 
ProductSe 
rviceAction

授予权限以执行预置产品计划 写入   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

 GetAWSOrg 
anization 
sAccessSt 
atus

授予获取 AWS 组织投资组合
共享功能访问状态的权限

读取      

 GetApplic 
ation

授予权限以获取应用程序 Read Applicati 
on*

   

Applicati 
on*

    GetAssoci 
atedResou 
rce

授予权限以获取有关与应用程
序关联的资源的信息

Read

  serviceca 
talog:Res 
ourceType

serviceca 
talog:Res 
ource

 

 GetAttrib 
uteGroup

授予权限以获取属性组 读取 Attribute 
Group*
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ExecuteProvisionedProductServiceAction.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ExecuteProvisionedProductServiceAction.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ExecuteProvisionedProductServiceAction.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ExecuteProvisionedProductServiceAction.html
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_GetAWSOrganizationsAccessStatus.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_GetAWSOrganizationsAccessStatus.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_GetAWSOrganizationsAccessStatus.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_GetAWSOrganizationsAccessStatus.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_GetApplication.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_GetApplication.html
#awsservicecatalog-Application
#awsservicecatalog-Application
#awsservicecatalog-Application
#awsservicecatalog-Application
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_GetAssociatedResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_GetAssociatedResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_GetAssociatedResource.html
#awsservicecatalog-servicecatalog_ResourceType
#awsservicecatalog-servicecatalog_ResourceType
#awsservicecatalog-servicecatalog_ResourceType
#awsservicecatalog-servicecatalog_ResourceType
#awsservicecatalog-servicecatalog_Resource
#awsservicecatalog-servicecatalog_Resource
#awsservicecatalog-servicecatalog_Resource
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_GetAttributeGroup.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_GetAttributeGroup.html
#awsservicecatalog-AttributeGroup
#awsservicecatalog-AttributeGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetConfig 
uration

授予读取 AppRegistry 配置的
权限

读取      

 GetProvis 
ionedProd 
uctOutputs

授予权限以获取具有预置产品 
ID 或名称的预置产品输出

读取      

Applicati 
on

    GetResour 
cePolicy [仅
权限]

授予权限以获取指定资源的资
源策略

读取

Attribute 
Group

   

 ImportAsP 
rovisione 
dProduct

授予权限以将资源导入预置产
品

Write Product*    

 ListAccep 
tedPortfo 
lioShares

授予权限以列出已与您共享并
且您已接受的产品组合

列表      

 ListAppli 
cations

授予列出您的应用程序的权限 列表      

 ListAssoc 
iatedAttr 
ibuteGroups

授予权限以列出与应用程序关
联的属性组

List Applicati 
on*

   

 ListAssoc 
iatedReso 
urces

授予权限以列出与应用程序关
联的资源

列表 Applicati 
on*

   

 ListAttri 
buteGroups

授予列出您的属性组的权限 列表      
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_GetConfiguration.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_GetConfiguration.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_GetProvisionedProductOutputs.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_GetProvisionedProductOutputs.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_GetProvisionedProductOutputs.html
#awsservicecatalog-Application
#awsservicecatalog-Application
https://docs.aws.amazon.com/servicecatalog/latest/arguide/sharing-definitions.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/sharing-definitions.html
#awsservicecatalog-AttributeGroup
#awsservicecatalog-AttributeGroup
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ImportAsProvisionedProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ImportAsProvisionedProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ImportAsProvisionedProduct.html
#awsservicecatalog-Product
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListAcceptedPortfolioShares.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListAcceptedPortfolioShares.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListAcceptedPortfolioShares.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListApplications.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListApplications.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListAssociatedAttributeGroups.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListAssociatedAttributeGroups.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListAssociatedAttributeGroups.html
#awsservicecatalog-Application
#awsservicecatalog-Application
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListAssociatedResources.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListAssociatedResources.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListAssociatedResources.html
#awsservicecatalog-Application
#awsservicecatalog-Application
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListAttributeGroups.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListAttributeGroups.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAttri 
buteGroup 
sForAppli 
cation

授予列出与给定应用程序关联
的属性组的权限

列表 Applicati 
on*

   

 ListBudge 
tsForReso 
urce

授予权限以列出与资源关联的
所有预算

List      

 ListConst 
raintsFor 
Portfolio

授予权限以列出与给定产品组
合关联的限制

List      

 ListLaunc 
hPaths

授予权限以列出以最终用户身
份启动给定产品的不同方式

List Product*    

 ListOrgan 
izationPo 
rtfolioAccess

授予权限以列出可以访问指定
产品组合的组织节点

列表      

 ListPortf 
olioAccess

授予列出与您共享给定投资组
合的 AWS 账户的权限

列表 Portfolio*    

 ListPortfolios 授予权限以列出您账户中的产
品组合

List      

 ListPortf 
oliosForP 
roduct

授予权限以列出与给定产品关
联的产品组合

List Product*    

 ListPrinc 
ipalsForP 
ortfolio

授予权限以列出与给定产品组
合关联的 IAM 委托人

List Portfolio*    
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListAttributeGroupsForApplication.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListAttributeGroupsForApplication.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListAttributeGroupsForApplication.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListAttributeGroupsForApplication.html
#awsservicecatalog-Application
#awsservicecatalog-Application
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListBudgetsForResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListBudgetsForResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListBudgetsForResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListConstraintsForPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListConstraintsForPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListConstraintsForPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListLaunchPaths.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListLaunchPaths.html
#awsservicecatalog-Product
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListOrganizationPortfolioAccess.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListOrganizationPortfolioAccess.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListOrganizationPortfolioAccess.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListPortfolioAccess.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListPortfolioAccess.html
#awsservicecatalog-Portfolio
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListPortfolios.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListPortfoliosForProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListPortfoliosForProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListPortfoliosForProduct.html
#awsservicecatalog-Product
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListPrincipalsForPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListPrincipalsForPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListPrincipalsForPortfolio.html
#awsservicecatalog-Portfolio


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListProvi 
sionedPro 
ductPlans

授予权限以列出预置产品计划 List   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

 ListProvi 
sioningAr 
tifacts

授予权限以列出与给定产品关
联的预置构件

List Product*    

 ListProvi 
sioningAr 
tifactsFo 
rServiceA 
ction

授予权限以列出指定自助服务
操作的所有预置构件

List      

 ListRecor 
dHistory

授予权限以列出您账户中的所
有记录或与给定的预置产品相
关的所有记录

列表   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListProvisionedProductPlans.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListProvisionedProductPlans.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListProvisionedProductPlans.html
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListProvisioningArtifacts.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListProvisioningArtifacts.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListProvisioningArtifacts.html
#awsservicecatalog-Product
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListProvisioningArtifactsForServiceAction.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListProvisioningArtifactsForServiceAction.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListProvisioningArtifactsForServiceAction.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListProvisioningArtifactsForServiceAction.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListProvisioningArtifactsForServiceAction.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListRecordHistory.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListRecordHistory.html
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListResou 
rcesForTa 
gOption

授予列出与指定资源关联的资
源的权限 TagOption

列表      

 ListServi 
ceActions

授予权限以列出所有自助服务
操作

List      

Product*     ListServi 
ceActions 
ForProvis 
ioningArtifact

授予权限以列出与您账户中指
定预置构件关联的所有服务操
作

List

  serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

 ListStack 
Instances 
ForProvis 
ionedProduct

授予权限以列出与 
CFN_STACKSET 类型的预置
产品关联的每个堆栈实例的账 
户、区域和状态

列表   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

 ListTagOp 
tions

授予列出指定 TagOptions 或
全部内容的权限 TagOptions

列表      
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListResourcesForTagOption.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListResourcesForTagOption.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListResourcesForTagOption.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListServiceActions.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListServiceActions.html
#awsservicecatalog-Product
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListServiceActionsForProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListServiceActionsForProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListServiceActionsForProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListServiceActionsForProvisioningArtifact.html
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListStackInstancesForProvisionedProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListStackInstancesForProvisionedProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListStackInstancesForProvisionedProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListStackInstancesForProvisionedProduct.html
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListTagOptions.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ListTagOptions.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Applicati 
on

    ListTagsF 
orResource

授予权限以列出服务目录 
appregistry 资源标签

读取

Attribute 
Group

   

 NotifyPro 
visionPro 
ductEngin 
eWorkflow 
Result

授予通知预置引擎执行结果的
权限

写入      

 NotifyTer 
minatePro 
visionedP 
roductEng 
ineWorkfl 
owResult

授予通知终止引擎执行结果的
权限

写入      

 NotifyUpd 
ateProvis 
ionedProd 
uctEngine 
WorkflowR 
esult

授予通知更新引擎执行结果的
权限

写入      

 Provision 
Product

授予权限以使用给定的预置构
件和启动参数预置产品

写入 Product*    

 PutConfig 
uration

授予分配 AppRegistry 配置的
权限

写入      

 PutResour 
cePolicy [仅
权限]

授予权限以添加指定资源的资
源策略

写入 Applicati 
on
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#awsservicecatalog-Application
#awsservicecatalog-Application
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListTagsForResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_ListTagsForResource.html
#awsservicecatalog-AttributeGroup
#awsservicecatalog-AttributeGroup
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyProvisionProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyProvisionProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyProvisionProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyProvisionProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyProvisionProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyTerminateProvisionedProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyTerminateProvisionedProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyTerminateProvisionedProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyTerminateProvisionedProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyTerminateProvisionedProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyTerminateProvisionedProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyUpdateProvisionedProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyUpdateProvisionedProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyUpdateProvisionedProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyUpdateProvisionedProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyUpdateProvisionedProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_NotifyUpdateProvisionedProductEngineWorkflowResult.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ProvisionProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ProvisionProduct.html
#awsservicecatalog-Product
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_PutConfiguration.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_PutConfiguration.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/sharing-definitions.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/sharing-definitions.html
#awsservicecatalog-Application
#awsservicecatalog-Application
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Attribute 
Group

   

 RejectPor 
tfolioShare

授予权限以拒绝与您共享并且
您之前已接受的产品组合

Write Portfolio*    

 ScanProvi 
sionedPro 
ducts

授予权限以列出您账户中的所
有预置产品

List   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

 SearchPro 
ducts

授予权限以列出可供最终用户
使用的产品

List      

 SearchPro 
ductsAsAd 
min

授予权限以列出您账户中的所
有产品或与给定产品组合关联
的所有产品

List      
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#awsservicecatalog-AttributeGroup
#awsservicecatalog-AttributeGroup
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_RejectPortfolioShare.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_RejectPortfolioShare.html
#awsservicecatalog-Portfolio
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ScanProvisionedProducts.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ScanProvisionedProducts.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ScanProvisionedProducts.html
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_SearchProducts.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_SearchProducts.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_SearchProductsAsAdmin.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_SearchProductsAsAdmin.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_SearchProductsAsAdmin.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SearchPro 
visionedP 
roducts

授予权限以列出您账户中的所
有预置产品

列表   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

 SyncResou 
rce

授予将资源与其当前状态同步
的权限 AppRegistry

写入     cloudform 
ation:Upd 
ateStack

Applicati 
on

   

Attribute 
Group

   

 TagResour 
ce

授予权限以标记服务目录 
appregistry 资源

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_SearchProvisionedProducts.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_SearchProvisionedProducts.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_SearchProvisionedProducts.html
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_SyncResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_SyncResource.html
#awsservicecatalog-Application
#awsservicecatalog-Application
#awsservicecatalog-AttributeGroup
#awsservicecatalog-AttributeGroup
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_TagResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_TagResource.html
#awsservicecatalog-aws_TagKeys
#awsservicecatalog-aws_TagKeys
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Terminate 
Provision 
edProduct

授予权限以终止现有预置产品 Write   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

Applicati 
on

   

Attribute 
Group

   

 UntagReso 
urce

授予权限以从服务目录 
appregistry 资源中删除标签

Tagging

  aws:TagKe 
ys

 

 UpdateApp 
lication

授予权限以更新现有应用程序
的属性

Write Applicati 
on*

  iam:Creat 
eServiceL 
inkedRole

 UpdateAtt 
ributeGroup

授予权限以更新现有属性组的
属性

Write Attribute 
Group*

   

 UpdateCon 
straint

授予权限以更新现有限制的元
数据字段

写入      

 UpdatePor 
tfolio

授予更新现有产品组合的元数
据字段 and/or 标签的权限

写入 Portfolio*    
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_TerminateProvisionedProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_TerminateProvisionedProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_TerminateProvisionedProduct.html
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-Application
#awsservicecatalog-Application
#awsservicecatalog-AttributeGroup
#awsservicecatalog-AttributeGroup
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_UntagResource.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_UntagResource.html
#awsservicecatalog-aws_TagKeys
#awsservicecatalog-aws_TagKeys
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_UpdateApplication.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_UpdateApplication.html
#awsservicecatalog-Application
#awsservicecatalog-Application
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_UpdateAttributeGroup.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_UpdateAttributeGroup.html
#awsservicecatalog-AttributeGroup
#awsservicecatalog-AttributeGroup
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateConstraint.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateConstraint.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdatePortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdatePortfolio.html
#awsservicecatalog-Portfolio
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdatePor 
tfolioShare

授予权限以启用或禁用现有产
品组合的资源共享

权限管理 Portfolio*    

Product*     UpdatePro 
duct

授予更新现有产品的元数据字
段 and/or 标签的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdatePro 
visionedP 
roduct

授予权限以更新现有预置产品 Write   serviceca 
talog:acc 
ountLevel

serviceca 
talog:rol 
eLevel

serviceca 
talog:use 
rLevel

 

 UpdatePro 
visionedP 
roductPro 
perties

授予权限以更新现有预置产品
的属性

Write      
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#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_TagKeys
#awsservicecatalog-aws_TagKeys
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdatePortfolioShare.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdatePortfolioShare.html
#awsservicecatalog-Portfolio
#awsservicecatalog-Product
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProduct.html
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_RequestTag___TagKey_
#awsservicecatalog-aws_TagKeys
#awsservicecatalog-aws_TagKeys
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProvisionedProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProvisionedProduct.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProvisionedProduct.html
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_accountLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_roleLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
#awsservicecatalog-servicecatalog_userLevel
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProvisionedProductProperties.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProvisionedProductProperties.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProvisionedProductProperties.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProvisionedProductProperties.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePro 
visioning 
Artifact

授予权限以更新现有预置构件
的元数据字段

Write Product*    

 UpdateSer 
viceAction

授予权限以更新自助服务操作 写入      

 UpdateTag 
Option

授予更新指定内容的权限 
TagOption

写入      

AWS Service Catalog 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Application arn:${Partition}:servicecatalog:${Re 
gion}:${Account}:/applications/${App 
licationId}

aws:ResourceTag/${ 
TagKey}

 Attribute 
Group

arn:${Partition}:servicecatalog:${Re 
gion}:${Account}:/attribute-groups/$ 
{AttributeGroupId}

aws:ResourceTag/${ 
TagKey}

 Portfolio arn:${Partition}:catalog:${Region}:$ 
{Account}:portfolio/${PortfolioId}

aws:ResourceTag/${ 
TagKey}

 Product arn:${Partition}:catalog:${Region}:$ 
{Account}:product/${ProductId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProvisioningArtifact.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProvisioningArtifact.html
#awsservicecatalog-Product
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateServiceAction.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateServiceAction.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateTagOption.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateTagOption.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_CreateApplication.html
#awsservicecatalog-aws_ResourceTag___TagKey_
#awsservicecatalog-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_CreateAttributeGroup.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_app-registry_CreateAttributeGroup.html
#awsservicecatalog-aws_ResourceTag___TagKey_
#awsservicecatalog-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_PortfolioDetail.html
#awsservicecatalog-aws_ResourceTag___TagKey_
#awsservicecatalog-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ProductViewDetail.html
#awsservicecatalog-aws_ResourceTag___TagKey_
#awsservicecatalog-aws_ResourceTag___TagKey_
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AWS Service Catalog 的条件键

AWS Service Catalog 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

Note

有关演示如何在 IAM policy 中使用上述条件键的示例策略，请参阅 Service Catalog 管理员指
南中的预置产品访问策略管理示例。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 serviceca 
talog:Resource

通过控制可以在 AppRegistry 关联资源 API 中将哪些值指
定为资源参数来筛选访问权限

字符串

 serviceca 
talog:Res 
ourceType

通过控制 AppRegistry 关联资源 API 中可以将哪些值指定 
为 ResourceType 参数来筛选访问权限

字符串

 serviceca 
talog:acc 
ountLevel

按查看账户中的任何人创建的资源并对其执行操作的用户
筛选访问权限

字符串

 serviceca 
talog:roleLevel

按查看自己或通过联合身份验证进入相同角色的任何用户
创建的资源并对这些资源执行操作的用户筛选访问权限

字符串
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/controlling_access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/permissions-examples.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/permissions-examples.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/permissions-examples.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/permissions-examples.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/permissions-examples.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/permissions-examples.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/permissions-examples.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/permissions-examples.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/permissions-examples.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/permissions-examples.html
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条件键 描述 类型

 serviceca 
talog:userLevel

按查看他们创建的资源并对其执行操作的用户筛选访问权
限

字符串

用于管理 AWS Management Console 用户体验功能的 AWS 服务的操作、资
源和条件键。

AWS 用于管理 AWS Management Console 用户体验功能的服务。 （服务前缀:uxc）提供以下特定于
服务的资源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 服务定义的用于管理 AWS Management Console 用户体验功能的操作。

• 由 S AWS ervice 定义的用于管理 AWS Management Console 用户体验功能的资源类型。

• 用于管理 AWS Management Console 用户体验功能的 AWS 服务的条件密钥。

AWS 服务定义的用于管理 AWS Management Console 用户体验功能的操作。

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/permissions-examples.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/permissions-examples.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started-uxc.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/api-guide.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/security-iam-awsmanpol.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAcc 
ountColor

授予删除与账户关联颜色的权
限

写入      

 GetAccoun 
tColor

授予获取与账户关联颜色的权
限

读取      

 PutAccoun 
tColor

授予设置与账户关联颜色的权
限

写入      

由 S AWS ervice 定义的用于管理 AWS Management Console 用户体验功能的资源类
型。

AWS 用于管理 AWS Management Console 用户体验功能的服务。不支持在 IAM 策略声明
的Resource元素中指定资源 ARN。要允许访问 AWS 服务以管理 AWS Management Console 用户体
验功能。请在您的策略"Resource": "*"中指定。
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/DeleteAccountColor.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/DeleteAccountColor.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/GetAccountColor.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/GetAccountColor.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/PutAccountColor.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/PutAccountColor.html
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用于管理 AWS Management Console 用户体验功能的 AWS 服务的条件密钥。

用户体验定制 (UXC) 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有
服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

提供托管私有网络的 AWS 服务的操作、资源和条件键

AWS 提供托管私有网络（服务前缀:private-networks）的服务提供以下特定于服务的资源、操作
和条件上下文密钥供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 提供托管私有网络的 AWS 服务定义的操作

• 提供托管私有网络的 AWS 服务定义的资源类型

• 提供托管私有网络的 AWS 服务的条件键

提供托管私有网络的 AWS 服务定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

AWS 提供托管专用网络的服务 3848

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/private-networks/latest/userguide/how-private-5g-works.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/private-networks/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Acknowled 
geOrderRe 
ceipt

授予权限以确认已收到订单 写入 order*    

device-id 
entifier*

    ActivateD 
eviceIdentifier

授予权限以激活设备标识符 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

network-
site*

   

order*    

 ActivateN 
etworkSite

授予权限以激活网络站点 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/private-networks/latest/APIReference/API_AcknowledgeOrderReceipt.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_AcknowledgeOrderReceipt.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_AcknowledgeOrderReceipt.html
#awsserviceprovidingmanagedprivatenetworks-order
#awsserviceprovidingmanagedprivatenetworks-device-identifier
#awsserviceprovidingmanagedprivatenetworks-device-identifier
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ActivateDeviceIdentifier.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ActivateDeviceIdentifier.html
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-network-site
#awsserviceprovidingmanagedprivatenetworks-network-site
#awsserviceprovidingmanagedprivatenetworks-order
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ActivateNetworkSite.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ActivateNetworkSite.html
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_TagKeys
#awsserviceprovidingmanagedprivatenetworks-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Configure 
AccessPoint

授予权限以配置接入点 写入 network-r 
esource*

   

network*     CreateNet 
work

授予权限以创建网络 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

network*     CreateNet 
workSite

授予权限以创建网络站点 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Deactivat 
eDeviceId 
entifier

授予权限以停用设备标识符 写入 device-id 
entifier*

   

 DeleteNet 
work

授予权限以删除网络 写入 network*    

 DeleteNet 
workSite

授予权限以删除网络站点 写入 network-
site*

   

 GetDevice 
Identifier

授予权限以获取设备标识符 读取 device-id 
entifier*
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https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ConfigureAccessPoint.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ConfigureAccessPoint.html
#awsserviceprovidingmanagedprivatenetworks-network-resource
#awsserviceprovidingmanagedprivatenetworks-network-resource
#awsserviceprovidingmanagedprivatenetworks-network
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_CreateNetwork.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_CreateNetwork.html
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_TagKeys
#awsserviceprovidingmanagedprivatenetworks-aws_TagKeys
#awsserviceprovidingmanagedprivatenetworks-network
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_CreateNetworkSite.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_CreateNetworkSite.html
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_TagKeys
#awsserviceprovidingmanagedprivatenetworks-aws_TagKeys
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_DeactivateDeviceIdentifier.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_DeactivateDeviceIdentifier.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_DeactivateDeviceIdentifier.html
#awsserviceprovidingmanagedprivatenetworks-device-identifier
#awsserviceprovidingmanagedprivatenetworks-device-identifier
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_DeleteNetwork.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_DeleteNetwork.html
#awsserviceprovidingmanagedprivatenetworks-network
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_DeleteNetworkSite.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_DeleteNetworkSite.html
#awsserviceprovidingmanagedprivatenetworks-network-site
#awsserviceprovidingmanagedprivatenetworks-network-site
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_GetDeviceIdentifier.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_GetDeviceIdentifier.html
#awsserviceprovidingmanagedprivatenetworks-device-identifier
#awsserviceprovidingmanagedprivatenetworks-device-identifier
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

network*     GetNetwork 授予权限以获取网络 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

network-r 
esource*

    GetNetwor 
kResource

授予权限以获取网络资源 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

network-
site*

    GetNetwor 
kSite

授予权限以获取网络站点 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

order*     GetOrder 授予权限以获取网络订单 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListDevic 
eIdentifiers

授予权限以列出设备标识符 列表 network*    

 ListNetwo 
rkResources

授予权限以列出网络资源 列表 network*    
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#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-network
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_GetNetwork.html
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-network-resource
#awsserviceprovidingmanagedprivatenetworks-network-resource
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_GetNetworkResource.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_GetNetworkResource.html
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-network-site
#awsserviceprovidingmanagedprivatenetworks-network-site
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_GetNetworkSite.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_GetNetworkSite.html
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-order
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_GetOrder.html
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ListDeviceIdentifiers.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ListDeviceIdentifiers.html
#awsserviceprovidingmanagedprivatenetworks-network
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ListNetworkResources.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ListNetworkResources.html
#awsserviceprovidingmanagedprivatenetworks-network
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListNetwo 
rkSites

授予权限以列出网络站点 列表 network*    

 ListNetworks 授予权限以列出网络 列表      

 ListOrders 授予权限以列出网络订单 列表 network*    

 ListTagsF 
orResource

授予返回资源标签列表的权限 列表      

 Ping 授予权限以检查服务的运行状
况

读取      

network-r 
esource*

    StartNetw 
orkResour 
ceUpdate

授予权限以启动指定网络资源
的更新

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

device-id 
entifier

   

network    

network-r 
esource

   

network-
site

   

 TagResour 
ce

授予权限以为指定资源添加标
签

标记

order    
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https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ListNetworkSites.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ListNetworkSites.html
#awsserviceprovidingmanagedprivatenetworks-network
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ListNetworks.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ListOrders.html
#awsserviceprovidingmanagedprivatenetworks-network
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_Ping.html
#awsserviceprovidingmanagedprivatenetworks-network-resource
#awsserviceprovidingmanagedprivatenetworks-network-resource
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_StartNetworkResourceUpdate.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_StartNetworkResourceUpdate.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_StartNetworkResourceUpdate.html
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_TagKeys
#awsserviceprovidingmanagedprivatenetworks-aws_TagKeys
#awsserviceprovidingmanagedprivatenetworks-device-identifier
#awsserviceprovidingmanagedprivatenetworks-device-identifier
#awsserviceprovidingmanagedprivatenetworks-network
#awsserviceprovidingmanagedprivatenetworks-network-resource
#awsserviceprovidingmanagedprivatenetworks-network-resource
#awsserviceprovidingmanagedprivatenetworks-network-site
#awsserviceprovidingmanagedprivatenetworks-network-site
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_TagResource.html
#awsserviceprovidingmanagedprivatenetworks-order
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

device-id 
entifier

   

network    

network-r 
esource

   

network-
site

   

order    

 UntagReso 
urce

授予权限以从指定的资源中删
除标签

标记

  aws:TagKe 
ys

 

 UpdateNet 
workSite

授予权限以更新网络站点 写入 network-
site*

   

 UpdateNet 
workSitePlan

授予权限以在网络站点更新计
划

写入 network-
site*

   

提供托管私有网络的 AWS 服务定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awsserviceprovidingmanagedprivatenetworks-aws_TagKeys
#awsserviceprovidingmanagedprivatenetworks-aws_TagKeys
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_RequestTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-device-identifier
#awsserviceprovidingmanagedprivatenetworks-device-identifier
#awsserviceprovidingmanagedprivatenetworks-network
#awsserviceprovidingmanagedprivatenetworks-network-resource
#awsserviceprovidingmanagedprivatenetworks-network-resource
#awsserviceprovidingmanagedprivatenetworks-network-site
#awsserviceprovidingmanagedprivatenetworks-network-site
#awsserviceprovidingmanagedprivatenetworks-order
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_UntagResource.html
#awsserviceprovidingmanagedprivatenetworks-aws_TagKeys
#awsserviceprovidingmanagedprivatenetworks-aws_TagKeys
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_UpdateNetworkSite.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_UpdateNetworkSite.html
#awsserviceprovidingmanagedprivatenetworks-network-site
#awsserviceprovidingmanagedprivatenetworks-network-site
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_UpdateNetworkSitePlan.html
https://docs.aws.amazon.com/private-networks/latest/APIReference/API_UpdateNetworkSitePlan.html
#awsserviceprovidingmanagedprivatenetworks-network-site
#awsserviceprovidingmanagedprivatenetworks-network-site
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 network arn:${Partition}:private-networks:${ 
Region}:${Account}:network/${Network 
Name}

aws:ResourceTag/${ 
TagKey}

 network-site arn:${Partition}:private-networks:${ 
Region}:${Account}:network-site/${Ne 
tworkName}/${NetworkSiteName}

aws:ResourceTag/${ 
TagKey}

 network-r 
esource

arn:${Partition}:private-networks:${ 
Region}:${Account}:network-resource/ 
${NetworkName}/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 order arn:${Partition}:private-networks:${ 
Region}:${Account}:order/${NetworkNa 
me}/${OrderId}

aws:ResourceTag/${ 
TagKey}

 device-id 
entifier

arn:${Partition}:private-networks:${ 
Region}:${Account}:device-identifier 
/${NetworkName}/${DeviceId}

aws:ResourceTag/${ 
TagKey}

提供托管私有网络的 AWS 服务的条件键

AWS 提供托管私有网络的服务定义了以下条件密钥，这些条件密钥可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据检查在请求中是否具有标签键值对来筛选访问权限 字符串
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https://docs.aws.amazon.com/private-networks/latest/userguide/identity-access-management.html
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/private-networks/latest/userguide/identity-access-management.html
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/private-networks/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/private-networks/latest/userguide/identity-access-management.html
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/private-networks/latest/userguide/identity-access-management.html
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/private-networks/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/private-networks/latest/userguide/identity-access-management.html
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
#awsserviceprovidingmanagedprivatenetworks-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

根据检查附加到资源的标签键值对来筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问权限 ArrayOfString

Service Quotas 的操作、资源和条件键

Service Quotas（服务前缀：servicequotas）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Service Quotas 定义的操作

• Service Quotas 定义的资源类型

• Service Quotas 的条件键

Service Quotas 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须

Service Quotas 3855

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/
https://docs.aws.amazon.com/servicequotas/latest/userguide/identity-access-management.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
ServiceQu 
otaTemplate

授予权限以将 Service Quotas 
模板与您的组织相关联

写入     organizat 
ions:Desc 
ribeOrgan 
ization

organizat 
ions:Enab 
leAWSServ 
iceAccess

 CreateSup 
portCase

授予提交请求以为现有配额增
加请求创建支持案例的权限

写入      

 DeleteSer 
viceQuota 
IncreaseR 
equestFro 
mTemplate

授予权限以从服务配额模板中
删除指定的服务配额

Write     organizat 
ions:Desc 
ribeOrgan 
ization
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_AssociateServiceQuotaTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_AssociateServiceQuotaTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_AssociateServiceQuotaTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_CreateSupportCase.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_CreateSupportCase.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_DeleteServiceQuotaIncreaseRequestFromTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_DeleteServiceQuotaIncreaseRequestFromTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_DeleteServiceQuotaIncreaseRequestFromTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_DeleteServiceQuotaIncreaseRequestFromTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_DeleteServiceQuotaIncreaseRequestFromTemplate.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateServic 
eQuotaTem 
plate

授予权限以将 Service Quotas 
模板与您的组织取消关联

写入     organizat 
ions:Desc 
ribeOrgan 
ization

 GetAWSDef 
aultServi 
ceQuota

授予返回指定服务配额详细信
息的权限，包括 AWS 默认值

读取      

 GetAssoci 
ationForS 
erviceQuo 
taTemplate

授予检索该 ServiceQu 
otaTemplateAssociationStatu 
s 值的权限，该值会告诉你 
Service Quotas 模板是否与组
织关联

读取     organizat 
ions:Desc 
ribeOrgan 
ization

 GetReques 
tedServic 
eQuotaCha 
nge

授予权限以检索特定服务配额
增加请求的详细信息

Read      
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https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_DisassociateServiceQuotaTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_DisassociateServiceQuotaTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_DisassociateServiceQuotaTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_DisassociateServiceQuotaTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetAWSDefaultServiceQuota.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetAWSDefaultServiceQuota.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetAWSDefaultServiceQuota.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetAssociationForServiceQuotaTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetAssociationForServiceQuotaTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetAssociationForServiceQuotaTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetAssociationForServiceQuotaTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetRequestedServiceQuotaChange.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetRequestedServiceQuotaChange.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetRequestedServiceQuotaChange.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetRequestedServiceQuotaChange.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetServic 
eQuota

授予权限以返回指定服务配额
的详细信息，包括应用的值

Read     autoscali 
ng:Descri 
beAccount 
Limits

cloudform 
ation:Des 
cribeAcco 
untLimits

dynamodb: 
DescribeL 
imits

elasticlo 
adbalanci 
ng:Descri 
beAccount 
Limits

iam:GetAc 
countSumm 
ary

kinesis:D 
escribeLi 
mits

rds:Descr 
ibeAccoun 
tAttribut 
es
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https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetServiceQuota.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetServiceQuota.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

route53:G 
etAccount 
Limit

 GetServic 
eQuotaInc 
reaseRequ 
estFromTe 
mplate

授予权限以从服务配额模板中
检索服务配额增加请求的详细
信息

读取     organizat 
ions:Desc 
ribeOrgan 
ization

 ListAWSDe 
faultServ 
iceQuotas

授予列出指定 AWS 服务的所
有默认服务配额的权限

读取      

 ListReque 
stedServi 
ceQuotaCh 
angeHistory

授予权限以请求服务配额的更
改列表

Read      

 ListReque 
stedServi 
ceQuotaCh 
angeHisto 
ryByQuota

授予权限以请求特定服务配额
的更改列表

Read      

 ListServi 
ceQuotaIn 
creaseReq 
uestsInTe 
mplate

授予权限以从服务配额模板中
返回服务配额增加请求列表

读取     organizat 
ions:Desc 
ribeOrgan 
ization
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https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetServiceQuotaIncreaseRequestFromTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetServiceQuotaIncreaseRequestFromTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetServiceQuotaIncreaseRequestFromTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetServiceQuotaIncreaseRequestFromTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_GetServiceQuotaIncreaseRequestFromTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListAWSDefaultServiceQuotas.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListAWSDefaultServiceQuotas.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListAWSDefaultServiceQuotas.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListRequestedServiceQuotaChangeHistory.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListRequestedServiceQuotaChangeHistory.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListRequestedServiceQuotaChangeHistory.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListRequestedServiceQuotaChangeHistory.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListRequestedServiceQuotaChangeHistoryByQuota.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListRequestedServiceQuotaChangeHistoryByQuota.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListRequestedServiceQuotaChangeHistoryByQuota.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListRequestedServiceQuotaChangeHistoryByQuota.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListRequestedServiceQuotaChangeHistoryByQuota.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListServiceQuotaIncreaseRequestsInTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListServiceQuotaIncreaseRequestsInTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListServiceQuotaIncreaseRequestsInTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListServiceQuotaIncreaseRequestsInTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListServiceQuotaIncreaseRequestsInTemplate.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListServi 
ceQuotas

授予列出该账户、该区域中指
定 AWS 服务的所有服务配额 
的权限

读取     autoscali 
ng:Descri 
beAccount 
Limits

cloudform 
ation:Des 
cribeAcco 
untLimits

dynamodb: 
DescribeL 
imits

elasticlo 
adbalanci 
ng:Descri 
beAccount 
Limits

iam:GetAc 
countSumm 
ary

kinesis:D 
escribeLi 
mits

rds:Descr 
ibeAccoun 
tAttribut 
es
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https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListServiceQuotas.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListServiceQuotas.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

route53:G 
etAccount 
Limit

 ListServices 授予在 Service Quotas 中列出
可用 AWS 服务的权限

读取      

 ListTagsF 
orResource

授予查看 SQ 资源上现有标签
的权限

读取      

quota   organizat 
ions:Desc 
ribeOrgan 
ization

 PutServic 
eQuotaInc 
reaseRequ 
estIntoTe 
mplate

授予权限以定义配额，并将其
添加到服务配额模板中

Write

  servicequ 
otas:serv 
ice

 

quota     RequestSe 
rviceQuot 
aIncrease

授予权限以提交服务配额增加
请求

Write

  servicequ 
otas:serv 
ice

 

 TagResour 
ce

授予将一组标签与现有 SQ 资
源关联的权限

Tagging   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListServices.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_ListTagsForResource.html
#servicequotas-quota
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_PutServiceQuotaIncreaseRequestIntoTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_PutServiceQuotaIncreaseRequestIntoTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_PutServiceQuotaIncreaseRequestIntoTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_PutServiceQuotaIncreaseRequestIntoTemplate.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_PutServiceQuotaIncreaseRequestIntoTemplate.html
#servicequotas-servicequotas_service
#servicequotas-servicequotas_service
#servicequotas-servicequotas_service
#servicequotas-quota
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_RequestServiceQuotaIncrease.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_RequestServiceQuotaIncrease.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_RequestServiceQuotaIncrease.html
#servicequotas-servicequotas_service
#servicequotas-servicequotas_service
#servicequotas-servicequotas_service
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_TagResource.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_TagResource.html
#servicequotas-aws_RequestTag___TagKey_
#servicequotas-aws_RequestTag___TagKey_
#servicequotas-aws_RequestTag___TagKey_
#servicequotas-aws_TagKeys
#servicequotas-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UntagReso 
urce

授予从 SQ 资源中删除一组标
签的权限（其中要删除的标
签与一组客户提供的标签键匹
配）

Tagging   aws:TagKe 
ys

 

Service Quotas 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 quota arn:${Partition}:servicequotas:${Reg 
ion}:${Account}:${ServiceCode}/${Quo 
taCode}

 

Service Quotas 的条件键

Service Quotas 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串
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https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_UntagResource.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/API_UntagResource.html
#servicequotas-aws_TagKeys
#servicequotas-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/servicequotas/latest/userguide/identity-access-management.html#resources
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 servicequ 
otas:service

筛选指定 AWS 服务的访问权限 字符串

Amazon SES 的操作、资源和条件键

Amazon SES（服务前缀：ses）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权限策略
中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon SES 定义的操作

• Amazon SES 定义的资源类型

• Amazon SES 的条件键

Amazon SES 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/servicequotas/latest/userguide/identity-access-management.html#condition-keys
https://docs.aws.amazon.com/servicequotas/latest/userguide/identity-access-management.html#condition-keys
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/
https://docs.aws.amazon.com/ses/latest/APIReference/
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/control-user-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CloneRece 
iptRuleSet

授予权限以通过克隆现有接收
规则集创建接收规则集

Write   ses:ApiVe 
rsion

 

 CreateCon 
figurationSet

授予创建新配置集的权限 Write   ses:ApiVe 
rsion

 

 CreateCon 
figuratio 
nSetEvent 
Destination

授予以下权限：创建配置集事
件目标

Write   ses:ApiVe 
rsion

 

 CreateCon 
figuratio 
nSetTrack 
ingOptions

授予权限以在用于打开和单击
事件跟踪的配置集与自定义域
之间创建关联

Write   ses:ApiVe 
rsion
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/ses/latest/APIReference/API_CloneReceiptRuleSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CloneReceiptRuleSet.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateConfigurationSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateConfigurationSet.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateConfigurationSetEventDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateConfigurationSetEventDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateConfigurationSetEventDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateConfigurationSetEventDestination.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateConfigurationSetTrackingOptions.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateConfigurationSetTrackingOptions.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateConfigurationSetTrackingOptions.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateConfigurationSetTrackingOptions.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCus 
tomVerifi 
cationEma 
ilTemplate

授予以下权限：创建新的自定
义验证电子邮件模板

Write   ses:ApiVe 
rsion

 

 CreateRec 
eiptFilter

授予权限以创建新 IP 地址筛选
器

Write   ses:ApiVe 
rsion

 

 CreateRec 
eiptRule

授予权限以创建接收规则 Write   ses:ApiVe 
rsion

 

 CreateRec 
eiptRuleSet

授予权限以创建空接收规则集 Write   ses:ApiVe 
rsion

 

 CreateTem 
plate

授予权限以创建电子邮件模板 Write   ses:ApiVe 
rsion

 

 DeleteCon 
figurationSet

授予删除现有配置集的权限 Write   ses:ApiVe 
rsion

 

 DeleteCon 
figuratio 
nSetEvent 
Destination

授予删除事件目标的权限 Write   ses:ApiVe 
rsion

 

 DeleteCon 
figuratio 
nSetTrack 
ingOptions

授予权限以删除用于打开和单
击事件跟踪的配置集与自定义
域之间的关联

Write   ses:ApiVe 
rsion

 

 DeleteCus 
tomVerifi 
cationEma 
ilTemplate

授予删除现有自定义验证电子
邮件模板的权限

Write   ses:ApiVe 
rsion
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https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateCustomVerificationEmailTemplate.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateReceiptFilter.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateReceiptFilter.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateReceiptRule.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateReceiptRule.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateReceiptRuleSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateReceiptRuleSet.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CreateTemplate.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteConfigurationSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteConfigurationSet.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteConfigurationSetEventDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteConfigurationSetEventDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteConfigurationSetEventDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteConfigurationSetEventDestination.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteConfigurationSetTrackingOptions.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteConfigurationSetTrackingOptions.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteConfigurationSetTrackingOptions.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteConfigurationSetTrackingOptions.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteCustomVerificationEmailTemplate.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteIde 
ntity

授予权限以删除指定身份 Write   ses:ApiVe 
rsion

 

 DeleteIde 
ntityPolicy

授予以下权限：删除给定身份
（电子邮件地址或域）的指定
发送授权策略

Permissio 
ns 
managemen 
t

  ses:ApiVe 
rsion

 

 DeleteRec 
eiptFilter

授予权限以删除指定 IP 地址筛
选器

Write   ses:ApiVe 
rsion

 

 DeleteRec 
eiptRule

授予权限以删除指定接收规则 Write   ses:ApiVe 
rsion

 

 DeleteRec 
eiptRuleSet

授予权限以删除指定的接收规
则集及其包含的所有接收规则

Write   ses:ApiVe 
rsion

 

 DeleteTem 
plate

授予删除电子邮件模板的权限 Write   ses:ApiVe 
rsion

 

 DeleteVer 
ifiedEmai 
lAddress

授予权限以从已验证地址列表
中删除指定电子邮件地址

Write   ses:ApiVe 
rsion

 

 DescribeA 
ctiveRece 
iptRuleSet

授予权限以返回当前处于活动
状态的接收规则集的元数据和
接收规则

Read   ses:ApiVe 
rsion

 

 DescribeC 
onfigurat 
ionSet

授予权限以返回指定配置集详
细信息

Read   ses:ApiVe 
rsion

 

 DescribeR 
eceiptRule

授予权限以返回指定接收规则
详细信息

Read   ses:ApiVe 
rsion
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https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteIdentity.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteIdentity.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteIdentityPolicy.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteIdentityPolicy.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteReceiptFilter.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteReceiptFilter.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteReceiptRule.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteReceiptRule.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteReceiptRuleSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteReceiptRuleSet.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteTemplate.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteVerifiedEmailAddress.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteVerifiedEmailAddress.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteVerifiedEmailAddress.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_DescribeActiveReceiptRuleSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DescribeActiveReceiptRuleSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DescribeActiveReceiptRuleSet.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_DescribeConfigurationSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DescribeConfigurationSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DescribeConfigurationSet.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_DescribeReceiptRule.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DescribeReceiptRule.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
eceiptRul 
eSet

授予权限以返回指定接收规则
集详细信息

Read   ses:ApiVe 
rsion

 

 GetAccoun 
tSendingE 
nabled

授予权限以返回账户电子邮件
发送状态

Read   ses:ApiVe 
rsion

 

 GetCustom 
Verificat 
ionEmailT 
emplate

授予以下权限：针对指定的模
板名称返回自定义电子邮件验
证模板

Read   ses:ApiVe 
rsion

 

 GetIdenti 
tyDkimAtt 
ributes

授予权限以返回实体的 Easy 
DKIM 签名当前状态

读取   ses:ApiVe 
rsion

 

 GetIdenti 
tyMailFro 
mDomainAt 
tributes

授予返回身份列表（电子邮
件地址 and/or 域）的自定义 
MAIL FROM 属性的权限

读取   ses:ApiVe 
rsion

 

 GetIdenti 
tyNotific 
ationAttr 
ibutes

授予返回描述已验证身份（电
子邮件地址 and/or 域）列表的
身份通知属性的结构的权限，

读取   ses:ApiVe 
rsion

 

 GetIdenti 
tyPolicies

授予以下权限：返回请求的用
于给定身份（电子邮件地址或
域）的发送授权策略

Read   ses:ApiVe 
rsion
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https://docs.aws.amazon.com/ses/latest/APIReference/API_DescribeReceiptRuleSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DescribeReceiptRuleSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_DescribeReceiptRuleSet.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetAccountSendingEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetAccountSendingEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetAccountSendingEnabled.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetCustomVerificationEmailTemplate.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityDkimAttributes.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityDkimAttributes.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityDkimAttributes.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityMailFromDomainAttributes.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityMailFromDomainAttributes.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityMailFromDomainAttributes.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityMailFromDomainAttributes.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityNotificationAttributes.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityNotificationAttributes.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityNotificationAttributes.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityNotificationAttributes.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityPolicies.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityPolicies.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetIdenti 
tyVerific 
ationAttr 
ibutes

授予权限以返回身份列表的验
证状态和（对于域身份）验证
令牌

Read   ses:ApiVe 
rsion

 

 GetSendQu 
ota

授予权限以返回用户当前发送
限制

Read   ses:ApiVe 
rsion

 

 GetSendSt 
atistics

授予权限以返回用户发送统计
信息

Read   ses:ApiVe 
rsion

 

 GetTemplate 授予权限以返回模板对象，其
中包括指定模板的主题行、HT 
ML 部分和文本部分

Read   ses:ApiVe 
rsion

 

 ListConfi 
gurationSets

授予以下权限：列出账户的所
有配置集

List   ses:ApiVe 
rsion

 

 ListCusto 
mVerifica 
tionEmail 
Templates

授予以下权限：列出账户的所
有现有自定义验证电子邮件模
板

List   ses:ApiVe 
rsion

 

 ListIdentities 授予以下权限：列出账户的电
子邮件身份

List   ses:ApiVe 
rsion

 

 ListIdent 
ityPolicies

授予以下权限：列出账户的所
有电子邮件模板

List   ses:ApiVe 
rsion

 

 ListRecei 
ptFilters

授予权限以列出与账户关联的 
IP 地址筛选器

Read   ses:ApiVe 
rsion

 

 ListRecei 
ptRuleSets

授予权限以列出账户下存在的
接收规则集

Read   ses:ApiVe 
rsion
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https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityVerificationAttributes.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityVerificationAttributes.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityVerificationAttributes.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetIdentityVerificationAttributes.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetSendQuota.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetSendQuota.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetSendStatistics.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetSendStatistics.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_GetTemplate.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListConfigurationSets.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListConfigurationSets.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListCustomVerificationEmailTemplates.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListCustomVerificationEmailTemplates.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListCustomVerificationEmailTemplates.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListCustomVerificationEmailTemplates.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListIdentities.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListIdentityPolicies.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListIdentityPolicies.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListReceiptFilters.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListReceiptFilters.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListReceiptRuleSets.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListReceiptRuleSets.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTempl 
ates

授予权限以列出账户中存在的
电子邮件模板

List   ses:ApiVe 
rsion

 

 ListVerif 
iedEmailA 
ddresses

授予权限以列出账户中已验证
的所有电子邮件地址

Read   ses:ApiVe 
rsion

 

 PutConfig 
urationSe 
tDelivery 
Options

授予权限以添加或更新配置集
的交付选项

Write   ses:ApiVe 
rsion

 

 PutIdenti 
tyPolicy

授予权限以为指定身份（电子
邮件地址或域）添加或更新发
送授权策略

Permissio 
ns 
managemen 
t

  ses:ApiVe 
rsion

 

 ReorderRe 
ceiptRuleSet

授予权限以在接收规则集中重
新排序接收规则

Write   ses:ApiVe 
rsion

 

identity*     SendBounce 授予权限以生成并向您通过 
Amazon SES 收到电子邮件的
发件人发送退回邮件

Write

  ses:ApiVe 
rsion

ses:FromA 
ddress

 

identity*    

template*    

 SendBulkT 
emplatedE 
mail

授予以下权限：编写发往多个
目标的电子邮件

Write

configura 
tion-set
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https://docs.aws.amazon.com/ses/latest/APIReference/API_ListTemplates.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListTemplates.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListVerifiedEmailAddresses.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListVerifiedEmailAddresses.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ListVerifiedEmailAddresses.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_PutConfigurationSetDeliveryOptions.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_PutConfigurationSetDeliveryOptions.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_PutConfigurationSetDeliveryOptions.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_PutConfigurationSetDeliveryOptions.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_PutIdentityPolicy.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_PutIdentityPolicy.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_ReorderReceiptRuleSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ReorderReceiptRuleSet.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
#amazonses-identity
https://docs.aws.amazon.com/ses/latest/APIReference/API_SendBounce.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
#amazonses-ses_FromAddress
#amazonses-ses_FromAddress
#amazonses-identity
#amazonses-template
https://docs.aws.amazon.com/ses/latest/APIReference/API_SendBulkTemplatedEmail.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SendBulkTemplatedEmail.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SendBulkTemplatedEmail.html
#amazonses-configuration-set
#amazonses-configuration-set
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

ses:Feedb 
ackAddres 
s

ses:FromA 
ddress

ses:FromD 
isplayNam 
e

ses:Recip 
ients

 

identity*     SendCusto 
mVerifica 
tionEmail

授予权限以向身份列表添加电
子邮件地址，并尝试验证您的
账户

Write

  ses:ApiVe 
rsion

ses:Feedb 
ackAddres 
s

ses:FromA 
ddress

ses:FromD 
isplayNam 
e

ses:Recip 
ients
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#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
#amazonses-ses_FeedbackAddress
#amazonses-ses_FeedbackAddress
#amazonses-ses_FeedbackAddress
#amazonses-ses_FromAddress
#amazonses-ses_FromAddress
#amazonses-ses_FromDisplayName
#amazonses-ses_FromDisplayName
#amazonses-ses_FromDisplayName
#amazonses-ses_Recipients
#amazonses-ses_Recipients
#amazonses-identity
https://docs.aws.amazon.com/ses/latest/APIReference/API_SendCustomVerificationEmail.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SendCustomVerificationEmail.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SendCustomVerificationEmail.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
#amazonses-ses_FeedbackAddress
#amazonses-ses_FeedbackAddress
#amazonses-ses_FeedbackAddress
#amazonses-ses_FromAddress
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#amazonses-ses_Recipients
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

identity*    

configura 
tion-set

   

 SendEmail 授予发送电子邮件消息的权限 Write

  ses:ApiVe 
rsion

ses:Feedb 
ackAddres 
s

ses:FromA 
ddress

ses:FromD 
isplayNam 
e

ses:Recip 
ients

 

identity*     SendRawEm 
ail

授予权限以发送包含客户端指
定的标头和内容的电子邮件

Write

configura 
tion-set
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#amazonses-identity
#amazonses-configuration-set
#amazonses-configuration-set
https://docs.aws.amazon.com/ses/latest/APIReference/API_SendEmail.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
#amazonses-ses_FeedbackAddress
#amazonses-ses_FeedbackAddress
#amazonses-ses_FeedbackAddress
#amazonses-ses_FromAddress
#amazonses-ses_FromAddress
#amazonses-ses_FromDisplayName
#amazonses-ses_FromDisplayName
#amazonses-ses_FromDisplayName
#amazonses-ses_Recipients
#amazonses-ses_Recipients
#amazonses-identity
https://docs.aws.amazon.com/ses/latest/APIReference/API_SendRawEmail.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SendRawEmail.html
#amazonses-configuration-set
#amazonses-configuration-set
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

ses:Feedb 
ackAddres 
s

ses:FromA 
ddress

ses:FromD 
isplayNam 
e

ses:Recip 
ients

 

identity*    

template*    

 SendTempl 
atedEmail

授予权限以使用电子邮件模板
撰写电子邮件

Write

configura 
tion-set
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#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
#amazonses-ses_FeedbackAddress
#amazonses-ses_FeedbackAddress
#amazonses-ses_FeedbackAddress
#amazonses-ses_FromAddress
#amazonses-ses_FromAddress
#amazonses-ses_FromDisplayName
#amazonses-ses_FromDisplayName
#amazonses-ses_FromDisplayName
#amazonses-ses_Recipients
#amazonses-ses_Recipients
#amazonses-identity
#amazonses-template
https://docs.aws.amazon.com/ses/latest/APIReference/API_SendTemplatedEmail.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SendTemplatedEmail.html
#amazonses-configuration-set
#amazonses-configuration-set
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

ses:Feedb 
ackAddres 
s

ses:FromA 
ddress

ses:FromD 
isplayNam 
e

ses:Recip 
ients

 

 SetActive 
ReceiptRu 
leSet

授予权限以将指定接收规则集
设置为活动接收规则集

Write   ses:ApiVe 
rsion

 

 SetIdenti 
tyDkimEna 
bled

授予权限以对从身份发送的电
子邮件启用或禁用 Easy DKIM 
签名

Write   ses:ApiVe 
rsion

 

 SetIdenti 
tyFeedbac 
kForwardi 
ngEnabled

授予权限以启用或禁用 
Amazon SES 针对身份（电子
邮件地址或域）转发退回和投
诉通知

Write   ses:ApiVe 
rsion
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#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
#amazonses-ses_FeedbackAddress
#amazonses-ses_FeedbackAddress
#amazonses-ses_FeedbackAddress
#amazonses-ses_FromAddress
#amazonses-ses_FromAddress
#amazonses-ses_FromDisplayName
#amazonses-ses_FromDisplayName
#amazonses-ses_FromDisplayName
#amazonses-ses_Recipients
#amazonses-ses_Recipients
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetActiveReceiptRuleSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetActiveReceiptRuleSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetActiveReceiptRuleSet.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityDkimEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityDkimEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityDkimEnabled.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityFeedbackForwardingEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityFeedbackForwardingEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityFeedbackForwardingEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityFeedbackForwardingEnabled.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SetIdenti 
tyHeaders 
InNotific 
ationsEna 
bled

授予权限以设置 Amazon SES 
是否在指定类型的给定身份
（电子邮件地址或域）的 
Amazon Simple Notification 
Service (Amazon SNS) 通知中
包含原始电子邮件头

Write   ses:ApiVe 
rsion

 

 SetIdenti 
tyMailFro 
mDomain

授予权限以启用或禁用已验证
身份的自定义 MAIL FROM 域
设置

Write   ses:ApiVe 
rsion

 

 SetIdenti 
tyNotific 
ationTopic

授予权限以在向已验证身份发
送通知时设置 Amazon Simple 
Notification Service (Amazon 
SNS) 主题

Write   ses:ApiVe 
rsion

 

 SetReceip 
tRulePosition

授予权限以在接收规则集中设
置指定接收规则位置

Write   ses:ApiVe 
rsion

 

 TestRende 
rTemplate

授予以下权限：在提供模板和
一组替换数据时，创建电子邮
件的 MIME 内容的预览

Write   ses:ApiVe 
rsion

 

 UpdateAcc 
ountSendi 
ngEnabled

授予权限以为账户启用或禁用
电子邮件发送

Write   ses:ApiVe 
rsion

 

 UpdateCon 
figuratio 
nSetEvent 
Destination

授予权限以更新配置集的事件
目标

Write   ses:ApiVe 
rsion
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https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityHeadersInNotificationsEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityHeadersInNotificationsEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityHeadersInNotificationsEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityHeadersInNotificationsEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityHeadersInNotificationsEnabled.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityMailFromDomain.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityMailFromDomain.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityMailFromDomain.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityNotificationTopic.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityNotificationTopic.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetIdentityNotificationTopic.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetReceiptRulePosition.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_SetReceiptRulePosition.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_TestRenderTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_TestRenderTemplate.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateAccountSendingEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateAccountSendingEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateAccountSendingEnabled.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetEventDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetEventDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetEventDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetEventDestination.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCon 
figuratio 
nSetReput 
ationMetr 
icsEnabled

授予权限以对使用特定配置集
发送的电子邮件启用或禁用发
布信誉指标

Write   ses:ApiVe 
rsion

 

 UpdateCon 
figuratio 
nSetSendi 
ngEnabled

授予权限以对使用特定配置集
发送的邮件启用或禁用电子邮
件发送

Write   ses:ApiVe 
rsion

 

 UpdateCon 
figuratio 
nSetTrack 
ingOptions

授予权限以修改配置集和自定
义域之间的关联以进行打开和
点击事件跟踪

Write   ses:ApiVe 
rsion

 

 UpdateCus 
tomVerifi 
cationEma 
ilTemplate

授予更新现有自定义验证电子
邮件模板的权限

Write   ses:ApiVe 
rsion

 

 UpdateRec 
eiptRule

授予权限以更新接收规则 Write   ses:ApiVe 
rsion

 

 UpdateTem 
plate

授予更新电子邮件模板的权限 Write   ses:ApiVe 
rsion

 

 VerifyDom 
ainDkim

授予权限以为域返回一组 
DKIM 令牌

写入   ses:ApiVe 
rsion

 

 VerifyDom 
ainIdentity

授予权限以验证域 写入   ses:ApiVe 
rsion

 

 VerifyEma 
ilAddress

授予权限以验证电子邮件地址 写入   ses:ApiVe 
rsion
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https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetReputationMetricsEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetReputationMetricsEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetReputationMetricsEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetReputationMetricsEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetReputationMetricsEnabled.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetSendingEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetSendingEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetSendingEnabled.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetSendingEnabled.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetTrackingOptions.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetTrackingOptions.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetTrackingOptions.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateConfigurationSetTrackingOptions.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateCustomVerificationEmailTemplate.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateReceiptRule.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateReceiptRule.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_UpdateTemplate.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_VerifyDomainDkim.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_VerifyDomainDkim.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_VerifyDomainIdentity.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_VerifyDomainIdentity.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference/API_VerifyEmailAddress.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_VerifyEmailAddress.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 VerifyEma 
ilIdentity

授予权限以验证电子邮件身份 写入   ses:ApiVe 
rsion

 

Amazon SES 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 configura 
tion-set

arn:${Partition}:ses:${Region}:${Acc 
ount}:configuration-set/${Configurat 
ionSetName}

 

 custom-
verificatio 
n-email-t 
emplate

arn:${Partition}:ses:${Region}:${Acc 
ount}:custom-verification-email-temp 
late/${TemplateName}

 

 identity arn:${Partition}:ses:${Region}:${Acc 
ount}:identity/${IdentityName}

 

 template arn:${Partition}:ses:${Region}:${Acc 
ount}:template/${TemplateName}

 

Amazon SES 的条件键

Amazon SES 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/ses/latest/APIReference/API_VerifyEmailIdentity.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_VerifyEmailIdentity.html
#amazonses-ses_ApiVersion
#amazonses-ses_ApiVersion
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/ses/latest/APIReference/API_ConfigurationSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ConfigurationSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_CustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_IdentityInfo.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_Template.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 ses:ApiVersion 基于 SES API 版本筛选操作 字符串

 ses:Feedb 
ackAddress

根据“退回路径”地址筛选操作，该地址指定退回邮件和投诉 
通过电子邮件反馈转发发送到的地址。

字符串

 ses:FromA 
ddress

根据邮件的“发件人”地址筛选操作 字符串

 ses:FromD 
isplayName

根据用作消息显示名称的“发件人”地址筛选操作 字符串

 ses:Recipients 根据邮件的收件人地址（包括“收件人”、“抄送”和“密件抄
送”地址）筛选操作。

ArrayOfString

AWS Shield 的操作、资源和条件键

AWS Shield（服务前缀:shield）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权
限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Shield 定义的操作

• AWS Shield 定义的资源类型

• AWS Shield 的条件键
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonses.html#amazonses-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonses.html#amazonses-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonses.html#amazonses-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonses.html#amazonses-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonses.html#amazonses-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonses.html#amazonses-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonses.html#amazonses-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonses.html#amazonses-policy-keys
https://docs.aws.amazon.com/waf/latest/developerguide/shield-chapter.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/
https://docs.aws.amazon.com/waf/latest/developerguide/waf-auth-and-access-control.html
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AWS Shield 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
DRTLogBuc 
ket

授予授权 DDo S Response 团
队访问包含您的流日志的指定 
Amazon S3 存储桶的权限

写入     s3:GetBuc 
ketPolicy

s3:PutBuc 
ketPolicy
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_AssociateDRTLogBucket.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_AssociateDRTLogBucket.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_AssociateDRTLogBucket.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
DRTRole

授予权限以授权使用指定角色
的 DDo S Response 小组，在
潜在攻击期间访问您 AWS 账
户 以协助缓解 DDo S 攻击

写入     iam:GetRo 
le

iam:ListA 
ttachedRo 
lePolicies

iam:PassR 
ole

protectio 
n*

  route53:G 
etHealthC 
heck

 Associate 
HealthCheck

授予权限以向资源的 Shield 
Advanced 保护添加基于运行
状况的检测

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 Associate 
Proactive 
Engagemen 
tDetails

授予初始化主动互动和设置联
系人列表以供 DDo S 响应小组 
(DRT) 使用的权限

写入      

 CreatePro 
tection

授予为给定资源激活 DDo S 保
护服务的权限 ARN

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_AssociateDRTRole.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_AssociateDRTRole.html
#awsshield-protection
#awsshield-protection
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_AssociateHealthCheck.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_AssociateHealthCheck.html
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_AssociateProactiveEngagementDetails.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_AssociateProactiveEngagementDetails.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_AssociateProactiveEngagementDetails.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_AssociateProactiveEngagementDetails.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_CreateProtection.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_CreateProtection.html
#awsshield-aws_RequestTag___TagKey_
#awsshield-aws_RequestTag___TagKey_
#awsshield-aws_RequestTag___TagKey_
#awsshield-aws_TagKeys
#awsshield-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePro 
tectionGroup

授予权限以创建受保护资源
组，以便集中处理

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSub 
scription

授予权限以激活订阅 Write      

protectio 
n*

    DeletePro 
tection

授予权限以删除现有保护 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

protectio 
n-group*

    DeletePro 
tectionGroup

授予权限以删除指定保护组 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteSub 
scription

授予权限以停用订阅 Write      

 DescribeA 
ttack

授予权限以获取攻击详细信息 读取 attack*    

attack*     DescribeA 
ttackCont 
ributors [仅权
限]

授予获取有关特定 DDo S 攻击
贡献者的详细信息的权限

读取

protectio 
n-group
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https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_CreateProtectionGroup.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_CreateProtectionGroup.html
#awsshield-aws_RequestTag___TagKey_
#awsshield-aws_RequestTag___TagKey_
#awsshield-aws_RequestTag___TagKey_
#awsshield-aws_TagKeys
#awsshield-aws_TagKeys
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_CreateSubscription.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_CreateSubscription.html
#awsshield-protection
#awsshield-protection
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DeleteProtection.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DeleteProtection.html
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
#awsshield-protection-group
#awsshield-protection-group
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DeleteProtectionGroup.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DeleteProtectionGroup.html
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DeleteSubscription.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DeleteSubscription.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeAttack.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeAttack.html
#awsshield-attack
#awsshield-attack
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsshield.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsshield.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsshield.html
#awsshield-protection-group
#awsshield-protection-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeA 
ttackStatistics

授予描述有关 AWS Shield 去
年检测到的攻击数量和类型信
息的权限

读取      

 DescribeD 
RTAccess

授予描述当前角色和 Amazon 
S3 日志存储桶列表的权限，
这些日志存储桶由 DDo S 
Response 团队用来访问您的 
Amazon S3 日志存储桶列表， 
AWS 账户 同时协助缓解攻击

读取      

 DescribeE 
mergencyC 
ontactSet 
tings

授予权限以列出在受到可疑攻
击期间 DRT 可用于与您联系的
电子邮件地址

Read      

protectio 
n*

    DescribeP 
rotection

授予权限以获取保护详细信息 Read

  aws:Resou 
rceTag/${ 
TagKey}

 

protectio 
n-group*

    DescribeP 
rotection 
Group

授予权限以描述指定保护组的
规范

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeS 
ubscription

授予权限以获取订阅详细信
息，如开始时间

读取      
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https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeAttackStatistics.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeAttackStatistics.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeDRTAccess.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeDRTAccess.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeEmergencyContactSettings.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeEmergencyContactSettings.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeEmergencyContactSettings.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeEmergencyContactSettings.html
#awsshield-protection
#awsshield-protection
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeProtection.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeProtection.html
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
#awsshield-protection-group
#awsshield-protection-group
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeProtectionGroup.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeProtectionGroup.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeProtectionGroup.html
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeSubscription.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DescribeSubscription.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DisableAp 
plication 
LayerAuto 
maticResp 
onse

授予权限以禁用资源的 Shield 
Advanced 保护的应用程序层
自动响应

写入      

 DisablePr 
oactiveEn 
gagement

授予撤销 DDo S 响应小组 
(DRT) 授权以通知联系人有关
升级的权限

写入      

 Disassoci 
ateDRTLog 
Bucket

授予权限以删除 DDo S 
Response 团队对包含您的流
程日志的指定 Amazon S3 存
储桶的访问权限

写入     s3:Delete 
BucketPol 
icy

s3:GetBuc 
ketPolicy

s3:PutBuc 
ketPolicy

 Disassoci 
ateDRTRole

授予移除 DDo S Response 小
组对你的访问权限的权限 AWS 
账户

写入      

protectio 
n*

    Disassoci 
ateHealth 
Check

授予权限以从资源的 Shield 
Advanced 保护中删除基于运
行状况的检测

写入

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisableApplicationLayerAutomaticResponse.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisableApplicationLayerAutomaticResponse.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisableApplicationLayerAutomaticResponse.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisableApplicationLayerAutomaticResponse.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisableApplicationLayerAutomaticResponse.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisableProactiveEngagement.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisableProactiveEngagement.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisableProactiveEngagement.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisassociateDRTLogBucket.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisassociateDRTLogBucket.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisassociateDRTLogBucket.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisassociateDRTRole.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisassociateDRTRole.html
#awsshield-protection
#awsshield-protection
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisassociateHealthCheck.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisassociateHealthCheck.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_DisassociateHealthCheck.html
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 EnableApp 
licationL 
ayerAutom 
aticResponse

授予权限以启用资源的 Shield 
Advanced 保护的应用程序层
自动响应

写入     apprunner 
:Describe 
WebAclFor 
Service

cloudfron 
t:GetDist 
ribution

cognito-i 
dp:GetWeb 
ACLForRes 
ource

ec2:GetVe 
rifiedAcc 
essInstan 
ceWebAcl

iam:Creat 
eServiceL 
inkedRole

iam:GetRo 
le

wafv2:Get 
WebACL

wafv2:Get 
WebACLFor 
Resource
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https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_EnableApplicationLayerAutomaticResponse.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_EnableApplicationLayerAutomaticResponse.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_EnableApplicationLayerAutomaticResponse.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_EnableApplicationLayerAutomaticResponse.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 EnablePro 
activeEng 
agement

授予授权 DDo S Response 
Team (DRT) 使用电子邮件和
电话将升级通知联系人的权限

写入      

 GetGlobal 
ThreatData
[仅权限]

允许从 AWS Shield 的威胁监
控系统中检索全球威胁情报数
据和趋势

读取      

 GetSubscr 
iptionState

授予权限以获取订阅状态 Read      

 ListAttacks 授予权限以列出所有现有攻击 列表      

 ListMitig 
ations [仅权
限]

授予检索 DDo S 攻击期间已应
用的缓解操作列表的权限

列表 attack*    

 ListProte 
ctionGroups

授予权限以检索账户保护组 List      

 ListProte 
ctions

授予权限以列出所有现有保护 List      

 ListResou 
rcesInPro 
tectionGroup

授予权限以检索保护组中包含
的资源

列表 protectio 
n-group*

   

protectio 
n

    ListTagsF 
orResource

授予获取有关 Shield 中指定亚
马逊资源名称 (ARN) AWS 标
签信息的权限 AWS

读取

protectio 
n-group

   

 TagResour 
ce

授予在 AWS Shield 中为资源
添加或更新标签的权限

标记 protectio 
n
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https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_EnableProactiveEngagement.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_EnableProactiveEngagement.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_EnableProactiveEngagement.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsshield.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsshield.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_GetSubscriptionState.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_GetSubscriptionState.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_ListAttacks.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsshield.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsshield.html
#awsshield-attack
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_ListProtectionGroups.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_ListProtectionGroups.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_ListProtections.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_ListProtections.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_ListResourcesInProtectionGroup.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_ListResourcesInProtectionGroup.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_ListResourcesInProtectionGroup.html
#awsshield-protection-group
#awsshield-protection-group
#awsshield-protection
#awsshield-protection
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_ListTagsForResource.html
#awsshield-protection-group
#awsshield-protection-group
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_TagResource.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_TagResource.html
#awsshield-protection
#awsshield-protection
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

protectio 
n-group

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

protectio 
n

   

protectio 
n-group

   

 UntagReso 
urce

授予从 AWS Shield 中的资源
中移除标签的权限

标记

  aws:TagKe 
ys
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#awsshield-protection-group
#awsshield-protection-group
#awsshield-aws_RequestTag___TagKey_
#awsshield-aws_RequestTag___TagKey_
#awsshield-aws_RequestTag___TagKey_
#awsshield-aws_TagKeys
#awsshield-aws_TagKeys
#awsshield-protection
#awsshield-protection
#awsshield-protection-group
#awsshield-protection-group
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_UntagResource.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_UntagResource.html
#awsshield-aws_TagKeys
#awsshield-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateApp 
licationL 
ayerAutom 
aticResponse

授予权限以更新资源的 Shield 
Advanced 保护的应用程序层
自动响应

写入     apprunner 
:Describe 
WebAclFor 
Service

cognito-i 
dp:GetWeb 
ACLForRes 
ource

ec2:GetVe 
rifiedAcc 
essInstan 
ceWebAcl

wafv2:Get 
WebACL

wafv2:Get 
WebACLFor 
Resource

 UpdateEme 
rgencyCon 
tactSettings

授予权限以更新在受到可疑攻
击期间 DRT 可用于与您联系的
电子邮件地址列表的详细信息

Write      

protectio 
n-group*

    UpdatePro 
tectionGroup

授予权限以更新现有保护组 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateSub 
scription

授予权限以更新现有订阅的详
细信息

Write      
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https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_UpdateApplicationLayerAutomaticResponse.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_UpdateApplicationLayerAutomaticResponse.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_UpdateApplicationLayerAutomaticResponse.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_UpdateApplicationLayerAutomaticResponse.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_UpdateEmergencyContactSettings.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_UpdateEmergencyContactSettings.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_UpdateEmergencyContactSettings.html
#awsshield-protection-group
#awsshield-protection-group
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_UpdateProtectionGroup.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_UpdateProtectionGroup.html
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
#awsshield-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_UpdateSubscription.html
https://docs.aws.amazon.com/waf/latest/DDOSAPIReference/API_UpdateSubscription.html
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AWS Shield 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 attack arn:${Partition}:shield::${Account}: 
attack/${Id}

 

 protection arn:${Partition}:shield::${Account}: 
protection/${Id}

aws:ResourceTag/${ 
TagKey}

 protection-
group

arn:${Partition}:shield::${Account}: 
protection-group/${Id}

aws:ResourceTag/${ 
TagKey}

AWS Shield 的条件键

AWS Shield 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对以筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键以筛选操作 ArrayOfString
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AWS Shield 网络安全总监的操作、资源和条件密钥

AWS Shield 网络安全控制器（服务前缀:network-security-director）提供以下特定于服务的资
源、操作和条件上下文密钥，用于 IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Shield 网络安全主管定义的操作

• 由 AWS Shield 网络安全总监定义的资源类型

• AWS Shield 网络安全控制器的条件密钥

由 AWS Shield 网络安全主管定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetFinding 授予获取发现的权限 读取      

 GetNetwor 
kSecurity 
Scan

授予获取网络安全扫描状态的
权限

读取      

 GetResource 授予获取资源的权限 读取      

 ListFindings 授予列出调查结果的权限 列表      

 ListInsights 授予列出有关最新网络安全扫
描的见解的权限

列表      

 ListRemed 
iations

授予列出某项发现的补救措施
的权限

列表      

 ListResou 
rces

授予列出资源的权限 列表      

 StartNetw 
orkSecuri 
tyScan

授予启动网络安全扫描的权限 写入      

 UpdateFin 
ding

授予更新查找结果状态的权限 写入      
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由 AWS Shield 网络安全总监定义的资源类型

AWS Shield 网络安全总监不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许访问 
AWS Shield 网络安全控制器，请在您的策略"Resource": "*"中指定。

AWS Shield 网络安全控制器的条件密钥

Network Security Director 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有
关所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Signer 的操作、资源和条件键

AWS Signer（服务前缀:signer）提供以下特定于服务的资源、操作和条件上下文密钥，以用于 IAM 
权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Signer 定义的操作

• AWS Signer 定义的资源类型

• AWS Signer 的条件键

AWS Signer 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddProfil 
ePermission

授予向签名配置文件添加跨账
户权限的权限

Permissio 
ns 
managemen 
t

signing-p 
rofile*

   

signing-p 
rofile*

    CancelSig 
ningProfile

授予将签名配置文件的状态更
改为 CANCELED 的权限

Write

  signer:Pr 
ofileVers 
ion

 

 DescribeS 
igningJob

授予返回有关特定签名作业信
息的权限

读取 signing-j 
ob*

   

 GetRevoca 
tionStatus

授予权限以查询签名资源的撤
销信息

读取 signing-j 
ob*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

signing-p 
rofile*

   

 GetSignin 
gPlatform

授予返回有关特定签名平台信
息的权限

Read      

signing-p 
rofile*

    GetSignin 
gProfile

授予返回有关特定签名配置文
件信息的权限

Read

  signer:Pr 
ofileVers 
ion

 

 ListProfi 
lePermiss 
ions

授予列出与签名配置文件关联
的跨账户权限的权限

Read signing-p 
rofile*

   

 ListSigni 
ngJobs

授予列出账户中所有签名作业
的权限

List      

 ListSigni 
ngPlatforms

授予列出所有可用的签名平台
的权限

List      

 ListSigni 
ngProfiles

授予列出账户中所有签名配置
文件的权限

List      

 ListTagsF 
orResource

授予列出与 Signing Profile 关
联的标签的权限

Read signing-p 
rofile*

   

 PutSignin 
gProfile

授予创建新签名配置文件的权
限

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awssigner-aws_TagKeys
#awssigner-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RemovePro 
filePermi 
ssion

授予从签名配置文件中删除跨
账户权限的权限

Permissio 
ns 
managemen 
t

signing-p 
rofile*

   

signing-j 
ob*

    RevokeSig 
nature

授予将签名作业状态更改为 
REVOKED 的权限

Write

  signer:Pr 
ofileVers 
ion

 

signing-p 
rofile*

    RevokeSig 
ningProfile

授予将签名配置文件状态更改
为 REVOKED 的权限

写入

  signer:Pr 
ofileVers 
ion

 

signing-p 
rofile*

    SignPayload 授予权限以对提供的负载启动
签名作业

写入

  signer:Pr 
ofileVers 
ion

 

signing-p 
rofile*

    StartSign 
ingJob

授予对提供的代码启动签名作
业的权限

Write

  signer:Pr 
ofileVers 
ion

 

 TagResour 
ce

授予向签名配置文件添加一个
或多个标签的权限

Tagging signing-p 
rofile*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

signing-p 
rofile*

    UntagReso 
urce

授予从 Signing Profile 删除一
个或多个标签的权限

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

AWS Signer 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 signing-p 
rofile

arn:${Partition}:signer:${Region}:${ 
Account}:/signing-profiles/${Profile 
Name}

aws:ResourceTag/${ 
TagKey}

 signing-job arn:${Partition}:signer:${Region}:${ 
Account}:/signing-jobs/${JobId}
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AWS Signer 的条件键

AWS 签名者定义了以下条件密钥，这些密钥可用于 IAM 策略的Condition元素。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

 signer:Pr 
ofileVersion

根据签名配置文件的版本筛选访问 字符串

AWS Signin 的操作、资源和条件键

AWS Signin（服务前缀:signin）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权
限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Signin 定义的操作

• AWS Signin 定义的资源类型

• AWS Signin 的条件键
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/signer/latest/developerguide/authen-apipermissions.html
https://docs.aws.amazon.com/signer/latest/developerguide/authen-apipermissions.html
https://docs.aws.amazon.com/signin/latest/userguide/
https://docs.aws.amazon.com/signin/latest/APIReference/
https://docs.aws.amazon.com/singlesignon/latest/userguide/iam-auth-access.html
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AWS Signin 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateTru 
stedIdent 
ityPropag 
ationAppl 

授予在身份中心组织实例 AWS 
Management Console 上创建
代表身份中心应用程序的权限

写入     sso:Creat 
eApplicat 
ion

sso:GetSh 
aredSsoCo 
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/signin/latest/APIReference/create-trusted-identity-propagation-application-for-console.html
https://docs.aws.amazon.com/signin/latest/APIReference/create-trusted-identity-propagation-application-for-console.html
https://docs.aws.amazon.com/signin/latest/APIReference/create-trusted-identity-propagation-application-for-console.html
https://docs.aws.amazon.com/signin/latest/APIReference/create-trusted-identity-propagation-application-for-console.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

icationFo 
rConsole

nfigurati 
on

sso:ListA 
pplicatio 
ns

sso:PutAp 
plication 
AccessSco 
pe

sso:PutAp 
plication 
Assignmen 
tConfigur 
ation

sso:PutAp 
plication 
Authentic 
ationMeth 
od

sso:PutAp 
plication 
Grant
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https://docs.aws.amazon.com/signin/latest/APIReference/create-trusted-identity-propagation-application-for-console.html
https://docs.aws.amazon.com/signin/latest/APIReference/create-trusted-identity-propagation-application-for-console.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListTrust 
edIdentit 
yPropagat 
ionApplic 
ationsFor 
Console

授予列出所有代表 Identity 
Center 应用程序的权限 AWS 
Management Console

列表     sso:GetSh 
aredSsoCo 
nfigurati 
on

sso:ListA 
pplicatio 
ns

AWS Signin 定义的资源类型

AWS 登录不支持在 IAM 策略声明的元素Resource中指定资源 ARN。要允许对 AWS Signin 的访问，
请在策略中指定 "Resource": "*"。

AWS Signin 的条件键

Signin 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的
全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Simple Email Service – Mail Manager 的操作、资源和条件键

Amazon Simple Email Service – Mail Manager（服务前缀：ses）提供以下服务特定的资源、操作和
条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Simple Email Service – Mail Manager定义的操作

• Amazon Simple Email Service – Mail Manager 定义的资源类型
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https://docs.aws.amazon.com/signin/latest/APIReference/list-trusted-identity-propagation-application-for-console.html
https://docs.aws.amazon.com/signin/latest/APIReference/list-trusted-identity-propagation-application-for-console.html
https://docs.aws.amazon.com/signin/latest/APIReference/list-trusted-identity-propagation-application-for-console.html
https://docs.aws.amazon.com/signin/latest/APIReference/list-trusted-identity-propagation-application-for-console.html
https://docs.aws.amazon.com/signin/latest/APIReference/list-trusted-identity-propagation-application-for-console.html
https://docs.aws.amazon.com/signin/latest/APIReference/list-trusted-identity-propagation-application-for-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/ses/latest/dg/eb.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/
https://docs.aws.amazon.com/ses/latest/dg/control-user-access.html
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• Amazon Simple Email Service – Mail Manager 的条件键

Amazon Simple Email Service – Mail Manager定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AllowVend 
edLogDeli 
veryForRe 

授予为 Mail Manager 资源配置
随附日志传送的权限

权限管理 mailmanag 
er-ingres 
s-point
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/ses/latest/dg/eb-policies.html
https://docs.aws.amazon.com/ses/latest/dg/eb-policies.html
https://docs.aws.amazon.com/ses/latest/dg/eb-policies.html
#amazonsimpleemailservice-mailmanager-mailmanager-ingress-point
#amazonsimpleemailservice-mailmanager-mailmanager-ingress-point
#amazonsimpleemailservice-mailmanager-mailmanager-ingress-point


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

source [仅权
限]

mailmanag 
er-rule-s 
et

   

 CreateAdd 
onInstance

授予权限以创建插件实例 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ses:Addon 
Subscript 
ionArn

 

 CreateAdd 
onSubscri 
ption

授予权限以创建插件订阅 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateAdd 
ressList

授予创建地址列表的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateAdd 
ressListI 
mportJob

授予在地址列表上创建导入任
务的权限

写入 mailmanag 
er-addres 
s-list*

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/ses/latest/dg/eb-policies.html
#amazonsimpleemailservice-mailmanager-mailmanager-rule-set
#amazonsimpleemailservice-mailmanager-mailmanager-rule-set
#amazonsimpleemailservice-mailmanager-mailmanager-rule-set
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateAddonInstance.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateAddonInstance.html
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_TagKeys
#amazonsimpleemailservice-mailmanager-aws_TagKeys
#amazonsimpleemailservice-mailmanager-ses_AddonSubscriptionArn
#amazonsimpleemailservice-mailmanager-ses_AddonSubscriptionArn
#amazonsimpleemailservice-mailmanager-ses_AddonSubscriptionArn
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateAddonSubscription.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateAddonSubscription.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateAddonSubscription.html
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_TagKeys
#amazonsimpleemailservice-mailmanager-aws_TagKeys
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateAddressList.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateAddressList.html
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_TagKeys
#amazonsimpleemailservice-mailmanager-aws_TagKeys
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateAddressListImportJob.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateAddressListImportJob.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateAddressListImportJob.html
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateArc 
hive

授予权限以创建新存档 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateIng 
ressPoint

授予权限以创建入口点 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ses:MailM 
anagerRul 
eSetArn

ses:MailM 
anagerTra 
fficPolic 
yArn

ec2:Descr 
ibeVpcEnd 
points

iam:Creat 
eServiceL 
inkedRole

 CreateRelay 授予权限以创建 SMTP 中继 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateArchive.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateArchive.html
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_TagKeys
#amazonsimpleemailservice-mailmanager-aws_TagKeys
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateIngressPoint.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateIngressPoint.html
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_TagKeys
#amazonsimpleemailservice-mailmanager-aws_TagKeys
#amazonsimpleemailservice-mailmanager-ses_MailManagerRuleSetArn
#amazonsimpleemailservice-mailmanager-ses_MailManagerRuleSetArn
#amazonsimpleemailservice-mailmanager-ses_MailManagerRuleSetArn
#amazonsimpleemailservice-mailmanager-ses_MailManagerTrafficPolicyArn
#amazonsimpleemailservice-mailmanager-ses_MailManagerTrafficPolicyArn
#amazonsimpleemailservice-mailmanager-ses_MailManagerTrafficPolicyArn
#amazonsimpleemailservice-mailmanager-ses_MailManagerTrafficPolicyArn
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateRelay.html
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_TagKeys
#amazonsimpleemailservice-mailmanager-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRul 
eSet

授予权限以创建规则集 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateTra 
fficPolicy

授予权限以创建流量策略 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

addon-
instance*

    DeleteAdd 
onInstance

授予权限以删除插件实例 写入

  aws:Reque 
stTag/${T 
agKey}

 

addon-
sub 
scription*

    DeleteAdd 
onSubscri 
ption

授予权限以删除插件订阅 写入

  aws:Reque 
stTag/${T 
agKey}

 

 DeleteAdd 
ressList

授予删除地址列表的权限 写入 mailmanag 
er-addres 
s-list*

aws:Resou 
rceTag/${ 
TagKey}

 

Amazon Simple Email Service ‐ Mail Manager 3902

https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateRuleSet.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateRuleSet.html
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_TagKeys
#amazonsimpleemailservice-mailmanager-aws_TagKeys
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateTrafficPolicy.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_CreateTrafficPolicy.html
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_TagKeys
#amazonsimpleemailservice-mailmanager-aws_TagKeys
#amazonsimpleemailservice-mailmanager-addon-instance
#amazonsimpleemailservice-mailmanager-addon-instance
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_DeleteAddonInstance.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_DeleteAddonInstance.html
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-addon-subscription
#amazonsimpleemailservice-mailmanager-addon-subscription
#amazonsimpleemailservice-mailmanager-addon-subscription
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_DeleteAddonSubscription.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_DeleteAddonSubscription.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_DeleteAddonSubscription.html
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_DeleteAddressList.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_DeleteAddressList.html
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

mailmanag 
er-archiv 
e*

    DeleteArc 
hive

授予删除存档的权限 写入

  aws:Reque 
stTag/${T 
agKey}

 

mailmanag 
er-ingres 
s-point*

    DeleteIng 
ressPoint

授予权限以删除入口点 写入

  aws:Reque 
stTag/${T 
agKey}

 

mailmanag 
er-smtp-r 
elay*

    DeleteRelay 授予权限以删除 SMTP 中继 写入

  aws:Reque 
stTag/${T 
agKey}

 

mailmanag 
er-rule-s 
et*

    DeleteRul 
eSet

授予权限以删除规则集 写入

  aws:Reque 
stTag/${T 
agKey}

 

 DeleteTra 
fficPolicy

授予权限以删除流量点 写入 mailmanag 
er-traffic-
policy*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

 

 Deregiste 
rMemberFr 
omAddress 
List

授予从地址列表中删除成员的
权限

写入 mailmanag 
er-addres 
s-list*

aws:Resou 
rceTag/${ 
TagKey}

 

addon-
instance*

    GetAddonI 
nstance

授予权限以获取有关插件实例
的信息

读取

  aws:Reque 
stTag/${T 
agKey}

 

addon-
sub 
scription*

    GetAddonS 
ubscription

授予权限以获取有关插件订阅
的信息

读取

  aws:Reque 
stTag/${T 
agKey}

 

 GetAddres 
sList

授予获取有关地址列表信息的
权限

读取 mailmanag 
er-addres 
s-list*

aws:Resou 
rceTag/${ 
TagKey}

 

 GetAddres 
sListImpo 
rtJob

授予在地址列表上获取有关导
入任务信息的权限

读取 mailmanag 
er-addres 
s-list*

aws:Resou 
rceTag/${ 
TagKey}

 

 GetArchive 授予权限以获取有关存档的信
息

读取 mailmanag 
er-archiv 
e*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

 

 GetArchiv 
eExport

授予权限以获取有关存档导出
的信息

读取 mailmanag 
er-archiv 
e*

   

 GetArchiv 
eMessage

授予权限以检索存档消息 读取 mailmanag 
er-archiv 
e*

   

 GetArchiv 
eMessageC 
ontent

授予权限以检索存档的消息内
容

读取 mailmanag 
er-archiv 
e*

   

 GetArchiv 
eSearch

授予权限以获取有关搜索的信
息

读取 mailmanag 
er-archiv 
e*

   

 GetArchiv 
eSearchRe 
sults

授予权限以获取有关搜索结果
的信息

读取 mailmanag 
er-archiv 
e*

   

mailmanag 
er-ingres 
s-point*

    GetIngres 
sPoint

授予权限以获取有关入口点的
信息

读取

  aws:Reque 
stTag/${T 
agKey}

 

 GetMember 
OfAddress 
List

授予获取地址列表中成员信息
的权限

读取 mailmanag 
er-addres 
s-list*

aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

mailmanag 
er-smtp-r 
elay*

    GetRelay 授予权限以获取有关 SMTP 中
继的信息

读取

  aws:Reque 
stTag/${T 
agKey}

 

mailmanag 
er-rule-s 
et*

    GetRuleSet 授予权限以获取有关规则集的
信息

读取

  aws:Reque 
stTag/${T 
agKey}

 

mailmanag 
er-traffic-
policy*

    GetTraffi 
cPolicy

授予权限以获取有关流量策略
的信息

读取

  aws:Reque 
stTag/${T 
agKey}

 

 ListAddon 
Instances

授予权限以列出与您的账户关
联的所有插件实例

列表      

 ListAddon 
Subscriptions

授予权限以列出与您的账户关
联的所有插件订阅

列表      

 ListAddre 
ssListImp 
ortJobs

授予列出与地址列表关联的所
有导入任务的权限

列表 mailmanag 
er-addres 
s-list*

aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListAddre 
ssLists

授予列出与您的账户关联的所
有地址列表的权限

列表      

 ListArchi 
veExports

授予权限以列出与您的账户关
联的所有存档导出

列表      

 ListArchi 
veSearches

授予权限以列出与您的账户关
联的所有存档搜索

列表      

 ListArchives 授予权限以列出与您的账户关
联的所有存档

列表      

 ListIngre 
ssPoints

授予权限以列出与您的账户关
联的所有入口点

列表      

 ListMembe 
rsOfAddre 
ssList

授予列出与地址列表关联的所
有成员的权限

列表 mailmanag 
er-addres 
s-list*

aws:Resou 
rceTag/${ 
TagKey}

 

 ListRelays 授予权限以列出与您的账户关
联的所有 SMTP 中继

列表      

 ListRuleSets 授予权限以列出与您的账户关
联的所有规则集

列表      

addon-
instance

   

addon-
sub 
scription

   

 ListTagsF 
orResource

授予权限以列出与资源关联的
所有标签

读取

mailmanag 
er-archiv 
e
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

mailmanag 
er-ingres 
s-point

   

mailmanag 
er-rule-s 
et

   

mailmanag 
er-smtp-r 
elay

   

mailmanag 
er-traffic-
policy

   

 ListTraff 
icPolicies

授予权限以列出与您的账户关
联的所有流量策略

列表      

 RegisterM 
emberToAd 
dressList

授予将成员添加到地址列表的
权限

写入 mailmanag 
er-addres 
s-list*

aws:Resou 
rceTag/${ 
TagKey}

 

 StartAddr 
essListIm 
portJob

授予在地址列表上启动导入任
务的权限

写入 mailmanag 
er-addres 
s-list*

aws:Resou 
rceTag/${ 
TagKey}

 

 StartArch 
iveExport

授予权限以启动存档导出 写入 mailmanag 
er-archiv 
e*

   

 StartArch 
iveSearch

授予权限以启动存档搜索 写入 mailmanag 
er-archiv 
e*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StopAddre 
ssListImp 
ortJob

授予停止地址列表上正在进行
的导入任务的权限

写入 mailmanag 
er-addres 
s-list*

aws:Resou 
rceTag/${ 
TagKey}

 

 StopArchi 
veExport

授予权限以停止存档导出 写入 mailmanag 
er-archiv 
e*

   

 StopArchi 
veSearch

授予权限以停止存档搜索 写入 mailmanag 
er-archiv 
e*

   

addon-
instance

   

addon-
sub 
scription

   

mailmanag 
er-addres 
s-list

   

mailmanag 
er-archiv 
e

   

mailmanag 
er-ingres 
s-point

   

 TagResour 
ce

授予以下权限：将一个或多个
标签（键和值）添加到指定的
资源中

Tagging

mailmanag 
er-rule-s 
et
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https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_StopAddressListImportJob.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_StopAddressListImportJob.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_StopAddressListImportJob.html
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
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https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_StopArchiveExport.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_StopArchiveExport.html
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#amazonsimpleemailservice-mailmanager-mailmanager-archive
#amazonsimpleemailservice-mailmanager-mailmanager-archive
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_StopArchiveSearch.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_StopArchiveSearch.html
#amazonsimpleemailservice-mailmanager-mailmanager-archive
#amazonsimpleemailservice-mailmanager-mailmanager-archive
#amazonsimpleemailservice-mailmanager-mailmanager-archive
#amazonsimpleemailservice-mailmanager-addon-instance
#amazonsimpleemailservice-mailmanager-addon-instance
#amazonsimpleemailservice-mailmanager-addon-subscription
#amazonsimpleemailservice-mailmanager-addon-subscription
#amazonsimpleemailservice-mailmanager-addon-subscription
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
#amazonsimpleemailservice-mailmanager-mailmanager-archive
#amazonsimpleemailservice-mailmanager-mailmanager-archive
#amazonsimpleemailservice-mailmanager-mailmanager-archive
#amazonsimpleemailservice-mailmanager-mailmanager-ingress-point
#amazonsimpleemailservice-mailmanager-mailmanager-ingress-point
#amazonsimpleemailservice-mailmanager-mailmanager-ingress-point
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_TagResource.html
#amazonsimpleemailservice-mailmanager-mailmanager-rule-set
#amazonsimpleemailservice-mailmanager-mailmanager-rule-set
#amazonsimpleemailservice-mailmanager-mailmanager-rule-set
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

mailmanag 
er-smtp-r 
elay

   

mailmanag 
er-traffic-
policy

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

addon-
instance

   

addon-
sub 
scription

   

mailmanag 
er-addres 
s-list

   

mailmanag 
er-archiv 
e

   

 UntagReso 
urce

授予以下权限：从指定的资源
中删除一个或多个标签（键和
值）

标记

mailmanag 
er-ingres 
s-point
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#amazonsimpleemailservice-mailmanager-mailmanager-smtp-relay
#amazonsimpleemailservice-mailmanager-mailmanager-smtp-relay
#amazonsimpleemailservice-mailmanager-mailmanager-smtp-relay
#amazonsimpleemailservice-mailmanager-mailmanager-traffic-policy
#amazonsimpleemailservice-mailmanager-mailmanager-traffic-policy
#amazonsimpleemailservice-mailmanager-mailmanager-traffic-policy
#amazonsimpleemailservice-mailmanager-aws_TagKeys
#amazonsimpleemailservice-mailmanager-aws_TagKeys
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-addon-instance
#amazonsimpleemailservice-mailmanager-addon-instance
#amazonsimpleemailservice-mailmanager-addon-subscription
#amazonsimpleemailservice-mailmanager-addon-subscription
#amazonsimpleemailservice-mailmanager-addon-subscription
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
#amazonsimpleemailservice-mailmanager-mailmanager-address-list
#amazonsimpleemailservice-mailmanager-mailmanager-archive
#amazonsimpleemailservice-mailmanager-mailmanager-archive
#amazonsimpleemailservice-mailmanager-mailmanager-archive
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_UntagResource.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

mailmanag 
er-rule-s 
et

   

mailmanag 
er-smtp-r 
elay

   

mailmanag 
er-traffic-
policy

   

  aws:TagKe 
ys

 

mailmanag 
er-archiv 
e*

    UpdateArc 
hive

授予更新存档的权限 写入

  aws:Reque 
stTag/${T 
agKey}

 

 UpdateIng 
ressPoint

授予权限以更新入口点 写入 mailmanag 
er-ingres 
s-point*
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#amazonsimpleemailservice-mailmanager-mailmanager-rule-set
#amazonsimpleemailservice-mailmanager-mailmanager-rule-set
#amazonsimpleemailservice-mailmanager-mailmanager-rule-set
#amazonsimpleemailservice-mailmanager-mailmanager-smtp-relay
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#amazonsimpleemailservice-mailmanager-mailmanager-smtp-relay
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#amazonsimpleemailservice-mailmanager-mailmanager-traffic-policy
#amazonsimpleemailservice-mailmanager-mailmanager-traffic-policy
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#amazonsimpleemailservice-mailmanager-aws_TagKeys
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https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_UpdateIngressPoint.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_UpdateIngressPoint.html
#amazonsimpleemailservice-mailmanager-mailmanager-ingress-point
#amazonsimpleemailservice-mailmanager-mailmanager-ingress-point
#amazonsimpleemailservice-mailmanager-mailmanager-ingress-point
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

ses:MailM 
anagerTra 
fficPolic 
yArn

ses:MailM 
anagerRul 
eSetArn

 

mailmanag 
er-smtp-r 
elay*

    UpdateRelay 授予权限以更新 SMTP 中继 写入

  aws:Reque 
stTag/${T 
agKey}

 

mailmanag 
er-rule-s 
et*

    UpdateRul 
eSet

授予权限以更新规则集 写入

  aws:Reque 
stTag/${T 
agKey}

 

 UpdateTra 
fficPolicy

授予权限以更新流量策略 写入 mailmanag 
er-traffic-
policy*
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#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
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#amazonsimpleemailservice-mailmanager-ses_MailManagerRuleSetArn
#amazonsimpleemailservice-mailmanager-ses_MailManagerRuleSetArn
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https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_UpdateRelay.html
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#amazonsimpleemailservice-mailmanager-mailmanager-rule-set
#amazonsimpleemailservice-mailmanager-mailmanager-rule-set
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_UpdateRuleSet.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_UpdateRuleSet.html
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_UpdateTrafficPolicy.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_UpdateTrafficPolicy.html
#amazonsimpleemailservice-mailmanager-mailmanager-traffic-policy
#amazonsimpleemailservice-mailmanager-mailmanager-traffic-policy
#amazonsimpleemailservice-mailmanager-mailmanager-traffic-policy
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

 

Amazon Simple Email Service – Mail Manager 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 addon-ins 
tance

arn:${Partition}:ses:${Region}:${Acc 
ount}:addon-instance/${AddonInstance 
Id}

aws:ResourceTag/${ 
TagKey}

 addon-sub 
scription

arn:${Partition}:ses:${Region}:${Acc 
ount}:addon-subscription/${AddonSubs 
criptionId}

aws:ResourceTag/${ 
TagKey}

 mailmanag 
er-archive

arn:${Partition}:ses:${Region}:${Acc 
ount}:mailmanager-archive/${ArchiveI 
d}

aws:ResourceTag/${ 
TagKey}

 mailmanag 
er-ingress-
point

arn:${Partition}:ses:${Region}:${Acc 
ount}:mailmanager-ingress-point/${In 
gressPointId}

aws:ResourceTag/${ 
TagKey}

ses:MailManagerIng 
ressPointType
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#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_RequestTag___TagKey_
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_AddonInstance.html
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#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_IngressPoint.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_IngressPoint.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_IngressPoint.html
#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_
#amazonsimpleemailservice-mailmanager-ses_MailManagerIngressPointType
#amazonsimpleemailservice-mailmanager-ses_MailManagerIngressPointType
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资源类型 ARN 条件键

 mailmanag 
er-smtp-relay

arn:${Partition}:ses:${Region}:${Acc 
ount}:mailmanager-smtp-relay/${Relay 
Id}

aws:ResourceTag/${ 
TagKey}

 mailmanag 
er-rule-set

arn:${Partition}:ses:${Region}:${Acc 
ount}:mailmanager-rule-set/${RuleSet 
Id}

aws:ResourceTag/${ 
TagKey}

 mailmanag 
er-traffic-
policy

arn:${Partition}:ses:${Region}:${Acc 
ount}:mailmanager-traffic-policy/${T 
rafficPolicyId}

aws:ResourceTag/${ 
TagKey}

 mailmanag 
er-address-
list

arn:${Partition}:ses:${Region}:${Acc 
ount}:mailmanager-address-list/${Add 
ressListId}

aws:ResourceTag/${ 
TagKey}

Amazon Simple Email Service – Mail Manager 的条件键

Amazon Simple Email Service – Mail Manager 定义以下可以在 IAM 策略的 Condition 元素中使用
的条件键。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条
件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString
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https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_Relay.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_Relay.html
#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_RuleSet.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_RuleSet.html
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#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_TrafficPolicy.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_TrafficPolicy.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_TrafficPolicy.html
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https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_AddressList.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_AddressList.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_AddressList.html
#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_
#amazonsimpleemailservice-mailmanager-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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条件键 描述 类型

 ses:Addon 
SubscriptionArn

按 SES Addon Subscription ARN 筛选访问权限 ARN

 ses:MailM 
anagerIng 
ressPointType

按 SES Mail Manager 入口点类型（例如 OPEN 或 
AUTH）筛选访问权限

字符串

 ses:MailM 
anagerRul 
eSetArn

按 SES Mail Manager 规则集 ARN 筛选访问权限 ARN

 ses:MailM 
anagerTra 
fficPolicyArn

按 SES Mail Manager 流量策略筛选访问权限 ARN

Amazon Simple Email Service v2 的操作、资源和条件键

Amazon Simple Email Service v2（服务前缀：ses）提供以下服务特定的资源、操作和条件上下文键
以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Simple Email Service v2 定义的操作

• Amazon Simple Email Service v2 定义的资源类型

• Amazon Simple Email Service v2 的条件键
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsesmailmanager.html#amazonsesmailmanager-policy-keys
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsesmailmanager.html#amazonsesmailmanager-policy-keys
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/
https://docs.aws.amazon.com/ses/latest/APIReference-V2/
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/control-user-access.html
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Amazon Simple Email Service v2 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

configura 
tion-set

   

identity    

 BatchGetM 
etricData

授予获取活动指标数据的权限 读取

  ses:ApiVe 
rsion
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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#amazonsimpleemailservicev2-configuration-set
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https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_BatchGetMetricData.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_BatchGetMetricData.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:Resou 
rceTag/${ 
TagKey}

export-jo 
b*

    CancelExp 
ortJob

授予取消导出作业的权限 写入

  ses:ApiVe 
rsion

ses:Expor 
tSourceTy 
pe

 

configura 
tion-set*

   

dedicated 
-ip-pool

   

mailmanag 
er-archiv 
e

   

 CreateCon 
figurationSet

授予创建新配置集的权限 Write

  ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

configura 
tion-set*

    CreateCon 
figuratio 
nSetEvent 
Destination

授予以下权限：创建配置集事
件目标

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

contact-l 
ist*

    CreateCon 
tact

授予创建联系人的权限 Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

contact-l 
ist*

    CreateCon 
tactList

授予创建联系人列表的权限 Write

  ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

custom-
verificatio 
n-email-t 
emplate*

    CreateCus 
tomVerifi 
cationEma 
ilTemplate

授予以下权限：创建新的自定
义验证电子邮件模板

Write

  ses:ApiVe 
rsion

 

dedicated 
-ip-pool*

    CreateDed 
icatedIpPool

授予以下权限：创建新的专用 
IP 地址池

Write

  ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

identity*     CreateDel 
iverabili 
tyTestReport

授予以下权限：创建新的预测
性收件箱放置测试

Write

  ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateEma 
ilIdentity

授予开始验证电子邮件身份过
程的权限

Write identity*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

identity*     CreateEma 
ilIdentit 
yPolicy

授予以下权限：为给定身份创
建指定的发送授权策略

Permissio 
ns 
managemen 
t

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

template*     CreateEma 
ilTemplate

授予创建电子邮件模板的权限 写入

  ses:ApiVe 
rsion

 

 CreateExp 
ortJob

授予创建导出作业的权限 写入   ses:ApiVe 
rsion

ses:Expor 
tSourceTy 
pe

 

 CreateImp 
ortJob

授予为数据目标创建导入作业
的权限

写入   ses:ApiVe 
rsion
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateMul 
tiRegionE 
ndpoint

授予创建新的多区域终端节点
的权限

写入   ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:Creat 
eServiceL 
inkedRole

tenant*     CreateTen 
ant

授予创建新租户的权限 写入

  ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

configura 
tion-set*

   

identity*    

template*    

 CreateTen 
antResour 
ceAssociation

授予将 SES 资源与租户关联的
权限

写入

tenant*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

configura 
tion-set*

    DeleteCon 
figurationSet

授予删除现有配置集的权限 Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

configura 
tion-set*

    DeleteCon 
figuratio 
nSetEvent 
Destination

授予删除事件目标的权限 Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteCon 
tact

授予从联系人列表中删除联系
人的权限

Write contact-l 
ist*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

contact-l 
ist*

    DeleteCon 
tactList

授予删除联系人列表中所有联
系人的权限

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

custom-
verificatio 
n-email-t 
emplate*

    DeleteCus 
tomVerifi 
cationEma 
ilTemplate

授予删除现有自定义验证电子
邮件模板的权限

Write

  ses:ApiVe 
rsion

 

dedicated 
-ip-pool*

    DeleteDed 
icatedIpPool

授予删除专用 IP 池的权限 Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

identity*     DeleteEma 
ilIdentity

授予删除电子邮件身份的权限 Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

identity*     DeleteEma 
ilIdentit 
yPolicy

授予以下权限：删除给定身份
（电子邮件地址或域）的指定
发送授权策略

Permissio 
ns 
managemen 
t

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

template*     DeleteEma 
ilTemplate

授予删除电子邮件模板的权限 写入

  ses:ApiVe 
rsion

 

multi-
region-
endpoint*

    DeleteMul 
tiRegionE 
ndpoint

授予删除多区域终端节点的权
限

写入

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSup 
pressedDe 
stination

授予从账户的黑名单中删除电
子邮件地址的权限

写入   ses:ApiVe 
rsion

 

tenant*     DeleteTen 
ant

授予删除租户的权限 写入

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

configura 
tion-set*

   

identity*    

template*    

tenant*    

 DeleteTen 
antResour 
ceAssociation

授予从租户中移除关联的 SES 
资源的权限

写入

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 GetAccount 授予以下权限：获取有关账户
电子邮件发送状态和功能的信
息

Read   ses:ApiVe 
rsion
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetBlackl 
istReports

授予以下权限：检索显示您的
专用 IP 地址或跟踪域的拒绝列
表

Read   ses:ApiVe 
rsion

 

configura 
tion-set*

    GetConfig 
urationSet

授予以下权限：获取有关现有
配置集的信息

Read

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

configura 
tion-set*

    GetConfig 
urationSe 
tEventDes 
tinations

授予以下权限：检索与配置集
关联的事件目标列表

Read

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

contact-l 
ist*

    GetContact 授予从联系人列表返回联系人
的权限

Read

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

contact-l 
ist*

    GetContac 
tList

授予返回联系人列表元数据的
权限

Read

  ses:ApiVe 
rsion

 

custom-
verificatio 
n-email-t 
emplate*

    GetCustom 
Verificat 
ionEmailT 
emplate

授予以下权限：针对指定的模
板名称返回自定义电子邮件验
证模板

Read

  ses:ApiVe 
rsion

 

 GetDedica 
tedIp

授予以下权限：获取专用 IP 地
址的信息

读取   ses:ApiVe 
rsion

 

dedicated 
-ip-pool*

    GetDedica 
tedIpPool

授予权限以获取有关专用 IP 池
的信息

读取

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 GetDedica 
tedIps

授予以下权限：为专用 IP 地址
列出专用 IP 池

Read dedicated 
-ip-pool*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 GetDelive 
rabilityD 
ashboardO 
ptions

授予以下权限：获取送达率控
制面板的状态

Read   ses:ApiVe 
rsion

 

deliverab 
ility-test-
report*

    GetDelive 
rabilityT 
estReport

授予以下权限：检索预测性收
件箱放置测试的结果

Read

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 GetDomain 
Deliverab 
ilityCampaign

授予以下权限：检索特定市场
活动的所有投放率数据

Read   ses:ApiVe 
rsion

 

identity*     GetDomain 
Statistic 
sReport

授予以下权限：检索用于发送
电子邮件的域的收件箱放置和
互动率

Read

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

identity*     GetEmailI 
dentity

授予以下权限：获取有关指定
身份的信息

Read

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

identity*     GetEmailI 
dentityPo 
licies

授予以下权限：返回请求的用
于给定身份（电子邮件地址或
域）的发送授权策略

Read

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

template*     GetEmailT 
emplate

授予以下权限：为您指定的模
板返回模板对象（其中包括
主题行、HTML 部分和文本部
分）

读取

  ses:ApiVe 
rsion

 

export-jo 
b*

    GetExport 
Job

授予获取有关导出作业的信息
的权限

读取

  ses:ApiVe 
rsion

ses:Expor 
tSourceTy 
pe

 

 GetImport 
Job

授予以下权限：提供有关导入
作业的信息

读取 import-jo 
b*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

 

 GetMessag 
eInsights

授予提供有关消息的见解的权
限

读取   ses:ApiVe 
rsion

 

multi-
region-
endpoint*

    GetMultiR 
egionEndp 
oint

授予获取有关多区域终端节点
信息的权限

读取

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

tenant*     GetReputa 
tionEntity

授予检索信誉实体状态信息的
权限

读取

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 GetSuppre 
ssedDesti 
nation

授予以下权限：检索有关账户
黑名单中特定电子邮件地址的
信息

读取   ses:ApiVe 
rsion

 

 GetTenant 授予获取租户信息的权限 读取 tenant*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 ListConfi 
gurationSets

授予以下权限：列出账户的所
有配置集

List   ses:ApiVe 
rsion

 

 ListConta 
ctLists

授予以下权限：列出可用于账
户的所有联系人列表

List   ses:ApiVe 
rsion

 

contact-l 
ist*

    ListContacts 授予以下权限：列出特定联系
人列表中的联系人

List

  ses:ApiVe 
rsion

 

 ListCusto 
mVerifica 
tionEmail 
Templates

授予以下权限：列出账户的所
有现有自定义验证电子邮件模
板

List   ses:ApiVe 
rsion

 

 ListDedic 
atedIpPools

授予以下权限：列出账户的所
有专用 IP 池

List   ses:ApiVe 
rsion

 

 ListDeliv 
erability 
TestReports

授予以下权限：检索为账户执
行的预测性收件箱放置测试列
表（无论状态如何）

List   ses:ApiVe 
rsion

 

 ListDomai 
nDelivera 
bilityCam 
paigns

授予以下权限：在指定时间范
围内使用特定域发送电子邮件
的市场活动列出送达率数据

Read   ses:ApiVe 
rsion
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEmail 
Identities

授予以下权限：列出账户的电
子邮件身份

List   ses:ApiVe 
rsion

 

 ListEmail 
Templates

授予以下权限：列出账户的所
有电子邮件模板

列表   ses:ApiVe 
rsion

 

 ListExpor 
tJobs

授予列出账户的所有导出作业
的权限

列表   ses:ApiVe 
rsion

ses:Expor 
tSourceTy 
pe

 

 ListImpor 
tJobs

授予以下权限：列出账户的所
有导入作业

列表   ses:ApiVe 
rsion

 

 ListMulti 
RegionEnd 
points

授予列出您账户的所有多区域
终端节点的权限

列表   ses:ApiVe 
rsion

 

identity     ListRecom 
mendations

授予为您的账户列出建议的权
限

读取

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 ListReput 
ationEntities

授予检索信誉实体列表的权限 列表 tenant*    

Amazon Simple Email Service v2 3932

https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListEmailIdentities.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListEmailIdentities.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListEmailTemplates.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListEmailTemplates.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListExportJobs.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListExportJobs.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ExportSourceType
#amazonsimpleemailservicev2-ses_ExportSourceType
#amazonsimpleemailservicev2-ses_ExportSourceType
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListImportJobs.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListImportJobs.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListMultiRegionEndpoints.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListMultiRegionEndpoints.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListMultiRegionEndpoints.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-identity
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListRecommendations.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListRecommendations.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListReputationEntities.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ListReputationEntities.html
#amazonsimpleemailservicev2-tenant


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

configura 
tion-set*

   

identity*    

template*    

 ListResou 
rceTenants

授予列出与 SES 资源关联的所
有租户的权限

列表

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 ListSuppr 
essedDest 
inations

授予以下权限：列出帐户黑名
单中的电子邮件地址

Read   ses:ApiVe 
rsion

 

configura 
tion-set

   

contact-l 
ist

   

 ListTagsF 
orResource

授予以下权限：检索与账户的
特定资源关联的标签（键和
值）的列表

读取

dedicated 
-ip-pool
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

deliverab 
ility-test-
report

   

identity    

tenant    

  ses:ApiVe 
rsion

 

tenant*     ListTenan 
tResources

授予列出与租户关联的所有资
源的权限

列表

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 ListTenants 授予列出您账户中所有租户的
权限

列表   ses:ApiVe 
rsion

 

 PutAccoun 
tDedicate 
dIpWarmup 
Attributes

授予以下权限：为专用 IP 地址
启用或禁用自动预热功能

Write   ses:ApiVe 
rsion

 

 PutAccoun 
tDetails

授予更新账户详细信息的权限 Write   ses:ApiVe 
rsion

 

 PutAccoun 
tSendingA 
ttributes

授予以下权限：启用或禁用为
您的账户发送电子邮件的功能

Write   ses:ApiVe 
rsion
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutAccoun 
tSuppress 
ionAttributes

授予更改账户级黑名单设置的
权限

写入   ses:ApiVe 
rsion

 

 PutAccoun 
tVdmAttri 
butes

授予更改账户 VDM 设置的权
限

写入   ses:ApiVe 
rsion

 

configura 
tion-set*

   

mailmanag 
er-archiv 
e

   

 PutConfig 
urationSe 
tArchivin 
gOptions

授予将配置集与邮件管理器存
档关联的权限

写入

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

configura 
tion-set*

   

dedicated 
-ip-pool

   

 PutConfig 
urationSe 
tDelivery 
Options

授予将配置集与专用 IP 池相关
联的权限

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

configura 
tion-set*

    PutConfig 
urationSe 
tReputati 
onOptions

授予以下权限：为使用特定配
置集发送的电子邮件启用或禁
用声誉指标收集

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

configura 
tion-set*

    PutConfig 
urationSe 
tSendingO 
ptions

授予以下权限：为使用特定配
置集的消息启用或禁用电子邮
件发送

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

configura 
tion-set*

    PutConfig 
urationSe 
tSuppress 
ionOptions

授予以下权限：指定特定配置
集的账户黑名单首选项

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 PutConfig 
urationSe 
tTracking 
Options

授予以下权限：为特定配置集
指定用于在发送的电子邮件中
打开和单击跟踪元素的自定义
域

写入 configura 
tion-set*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

configura 
tion-set*

    PutConfig 
urationSe 
tVdmOptions

授予覆盖特定配置集的账户级 
VDM 设置的权限

写入

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

dedicated 
-ip-pool*

    PutDedica 
tedIpInPool

授予以下权限：将专用 IP 地址
移至现有专用 IP 池

写入

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 PutDedica 
tedIpPool 
ScalingAt 
tributes

授予将专用 IP 池从标准转换为
托管的权限

写入 dedicated 
-ip-pool*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 PutDedica 
tedIpWarm 
upAttributes

授予放置专用 IP 热身属性的权
限

Write   ses:ApiVe 
rsion

 

 PutDelive 
rabilityD 
ashboardO 
ption

授予启用或禁用送达率控制面
板的权限

Write   ses:ApiVe 
rsion

 

identity*    

configura 
tion-set

   

 PutEmailI 
dentityCo 
nfigurati 
onSetAttr 
ibutes

授予将配置集与电子邮件身份
关联的权限

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 PutEmailI 
dentityDk 
imAttributes

授予以下权限：为电子邮件身
份启用或禁用 DKIM 身份验证

Write identity*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

identity*     PutEmailI 
dentityDk 
imSigning 
Attributes

授予以下权限：配置或更改电
子邮件域身份的 DKIM 身份验
证设置

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

identity*     PutEmailI 
dentityFe 
edbackAtt 
ributes

授予以下其权限：为电子邮件
身份启用或禁用反馈转发

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

identity*     PutEmailI 
dentityMa 
ilFromAtt 
ributes

授予以下权限：为电子邮件身
份启用或禁用自定义发件人域
配置

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_PutEmailIdentityMailFromAttributes.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_PutEmailIdentityMailFromAttributes.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_PutEmailIdentityMailFromAttributes.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutSuppre 
ssedDesti 
nation

授予向黑名单添加电子邮件地
址的权限

写入   ses:ApiVe 
rsion

 

identity*     Replicate 
EmailIden 
tityDkimS 
igningKey [仅
权限]

授予复制电子邮件身份 DKIM 
签名密钥的权限

权限管理

  ses:Repli 
caRegion

 

identity*    

template*    

configura 
tion-set

   

 SendBulkE 
mail

授予以下权限：编写发往多个
目标的电子邮件

Write

  ses:ApiVe 
rsion

ses:Multi 
RegionEnd 
pointId

ses:Tenan 
tName

 

custom-
verificatio 
n-email-t 
emplate*

    SendCusto 
mVerifica 
tionEmail

授予以下权限：向身份列表添
加电子邮件地址并尝试验证该
地址

Write

  ses:ApiVe 
rsion
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https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_PutSuppressedDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_PutSuppressedDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_PutSuppressedDestination.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-identity
#amazonsimpleemailservicev2-ses_ReplicaRegion
#amazonsimpleemailservicev2-ses_ReplicaRegion
#amazonsimpleemailservicev2-identity
#amazonsimpleemailservicev2-template
#amazonsimpleemailservicev2-configuration-set
#amazonsimpleemailservicev2-configuration-set
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_SendBulkEmail.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_SendBulkEmail.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_MultiRegionEndpointId
#amazonsimpleemailservicev2-ses_MultiRegionEndpointId
#amazonsimpleemailservicev2-ses_MultiRegionEndpointId
#amazonsimpleemailservicev2-ses_TenantName
#amazonsimpleemailservicev2-ses_TenantName
#amazonsimpleemailservicev2-custom-verification-email-template
#amazonsimpleemailservicev2-custom-verification-email-template
#amazonsimpleemailservicev2-custom-verification-email-template
#amazonsimpleemailservicev2-custom-verification-email-template
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_SendCustomVerificationEmail.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_SendCustomVerificationEmail.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_SendCustomVerificationEmail.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

identity*    

configura 
tion-set

   

template    

 SendEmail 授予发送电子邮件消息的权限 Write

  ses:ApiVe 
rsion

ses:Feedb 
ackAddres 
s

ses:FromA 
ddress

ses:FromD 
isplayNam 
e

ses:Recip 
ients

ses:Multi 
RegionEnd 
pointId

ses:Tenan 
tName

 

configura 
tion-set

    TagResour 
ce

授予以下权限：将一个或多个
标签（键和值）添加到指定的
资源中

Tagging

contact-l 
ist
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#amazonsimpleemailservicev2-identity
#amazonsimpleemailservicev2-configuration-set
#amazonsimpleemailservicev2-configuration-set
#amazonsimpleemailservicev2-template
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_SendEmail.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_FeedbackAddress
#amazonsimpleemailservicev2-ses_FeedbackAddress
#amazonsimpleemailservicev2-ses_FeedbackAddress
#amazonsimpleemailservicev2-ses_FromAddress
#amazonsimpleemailservicev2-ses_FromAddress
#amazonsimpleemailservicev2-ses_FromDisplayName
#amazonsimpleemailservicev2-ses_FromDisplayName
#amazonsimpleemailservicev2-ses_FromDisplayName
#amazonsimpleemailservicev2-ses_Recipients
#amazonsimpleemailservicev2-ses_Recipients
#amazonsimpleemailservicev2-ses_MultiRegionEndpointId
#amazonsimpleemailservicev2-ses_MultiRegionEndpointId
#amazonsimpleemailservicev2-ses_MultiRegionEndpointId
#amazonsimpleemailservicev2-ses_TenantName
#amazonsimpleemailservicev2-ses_TenantName
#amazonsimpleemailservicev2-configuration-set
#amazonsimpleemailservicev2-configuration-set
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_TagResource.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_TagResource.html
#amazonsimpleemailservicev2-contact-list
#amazonsimpleemailservicev2-contact-list


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dedicated 
-ip-pool

   

deliverab 
ility-test-
report

   

identity    

tenant    

  ses:ApiVe 
rsion

aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

template*     TestRende 
rEmailTem 
plate

授予以下权限：在提供模板和
一组替换数据时，创建电子邮
件的 MIME 内容的预览

Write

  ses:ApiVe 
rsion

 

configura 
tion-set

   

contact-l 
ist

   

 UntagReso 
urce

授予以下权限：从指定的资源
中删除一个或多个标签（键和
值）

Tagging

dedicated 
-ip-pool
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#amazonsimpleemailservicev2-dedicated-ip-pool
#amazonsimpleemailservicev2-dedicated-ip-pool
#amazonsimpleemailservicev2-deliverability-test-report
#amazonsimpleemailservicev2-deliverability-test-report
#amazonsimpleemailservicev2-deliverability-test-report
#amazonsimpleemailservicev2-identity
#amazonsimpleemailservicev2-tenant
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-aws_TagKeys
#amazonsimpleemailservicev2-aws_TagKeys
#amazonsimpleemailservicev2-aws_RequestTag___TagKey_
#amazonsimpleemailservicev2-aws_RequestTag___TagKey_
#amazonsimpleemailservicev2-aws_RequestTag___TagKey_
#amazonsimpleemailservicev2-template
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_TestRenderEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_TestRenderEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_TestRenderEmailTemplate.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-configuration-set
#amazonsimpleemailservicev2-configuration-set
#amazonsimpleemailservicev2-contact-list
#amazonsimpleemailservicev2-contact-list
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UntagResource.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UntagResource.html
#amazonsimpleemailservicev2-dedicated-ip-pool
#amazonsimpleemailservicev2-dedicated-ip-pool


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

deliverab 
ility-test-
report

   

identity    

tenant    

  ses:ApiVe 
rsion

aws:TagKe 
ys

 

configura 
tion-set*

    UpdateCon 
figuratio 
nSetEvent 
Destination

授予以下权限：更新配置集的
事件目标的配置

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

contact-l 
ist*

    UpdateCon 
tact

授予以下权限：更新联系人的
列表首选项

Write

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateCon 
tactList

授予更新联系人列表元数据的
权限

Write contact-l 
ist*
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#amazonsimpleemailservicev2-deliverability-test-report
#amazonsimpleemailservicev2-deliverability-test-report
#amazonsimpleemailservicev2-deliverability-test-report
#amazonsimpleemailservicev2-identity
#amazonsimpleemailservicev2-tenant
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-aws_TagKeys
#amazonsimpleemailservicev2-aws_TagKeys
#amazonsimpleemailservicev2-configuration-set
#amazonsimpleemailservicev2-configuration-set
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateConfigurationSetEventDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateConfigurationSetEventDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateConfigurationSetEventDestination.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateConfigurationSetEventDestination.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-contact-list
#amazonsimpleemailservicev2-contact-list
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateContact.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateContact.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateContactList.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateContactList.html
#amazonsimpleemailservicev2-contact-list
#amazonsimpleemailservicev2-contact-list


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

custom-
verificatio 
n-email-t 
emplate*

    UpdateCus 
tomVerifi 
cationEma 
ilTemplate

授予更新现有自定义验证电子
邮件模板的权限

Write

  ses:ApiVe 
rsion

 

identity*     UpdateEma 
ilIdentit 
yPolicy

授予以下权限：更新给定身份
（电子邮件地址或域）的指定
发送授权策略

Permissio 
ns 
managemen 
t

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

template*     UpdateEma 
ilTemplate

授予更新电子邮件模板的权限 写入

  ses:ApiVe 
rsion
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#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-custom-verification-email-template
#amazonsimpleemailservicev2-custom-verification-email-template
#amazonsimpleemailservicev2-custom-verification-email-template
#amazonsimpleemailservicev2-custom-verification-email-template
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateCustomVerificationEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateCustomVerificationEmailTemplate.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-identity
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateEmailIdentityPolicy.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateEmailIdentityPolicy.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateEmailIdentityPolicy.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-template
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateEmailTemplate.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateEmailTemplate.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

tenant*     UpdateRep 
utationEn 
tityCusto 
merManage 
dStatus

授予更新客户管理的发送状态
的权限

写入

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

reputatio 
n-policy*

   

tenant*    

 UpdateRep 
utationEn 
tityPolicy

授予分配信誉策略的权限 写入

  ses:ApiVe 
rsion

aws:Resou 
rceTag/${ 
TagKey}

 

Amazon Simple Email Service v2 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 reputation-
policy

arn:${Partition}:ses:${Region}:aws:r 
eputation-policy/${ReputationPolicyN 
ame}
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#amazonsimpleemailservicev2-tenant
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateReputationEntityCustomerManagedStatus.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateReputationEntityCustomerManagedStatus.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateReputationEntityCustomerManagedStatus.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateReputationEntityCustomerManagedStatus.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateReputationEntityCustomerManagedStatus.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-reputation-policy
#amazonsimpleemailservicev2-reputation-policy
#amazonsimpleemailservicev2-tenant
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateReputationEntityPolicy.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateReputationEntityPolicy.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_UpdateReputationEntityPolicy.html
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-ses_ApiVersion
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/ses/latest/APIReference/API_ReputationPolicy.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ReputationPolicy.html


服务授权参考 服务授权参考

资源类型 ARN 条件键

 configura 
tion-set

arn:${Partition}:ses:${Region}:${Acc 
ount}:configuration-set/${Configurat 
ionSetName}

aws:ResourceTag/${ 
TagKey}

 contact-list arn:${Partition}:ses:${Region}:${Acc 
ount}:contact-list/${ContactListName 
}

aws:ResourceTag/${ 
TagKey}

 custom-
verificatio 
n-email-t 
emplate

arn:${Partition}:ses:${Region}:${Acc 
ount}:custom-verification-email-temp 
late/${TemplateName}

 

 dedicated-ip-
pool

arn:${Partition}:ses:${Region}:${Acc 
ount}:dedicated-ip-pool/${DedicatedI 
PPool}

aws:ResourceTag/${ 
TagKey}

 deliverability-
test-report

arn:${Partition}:ses:${Region}:${Acc 
ount}:deliverability-test-report/${R 
eportId}

aws:ResourceTag/${ 
TagKey}

 export-job arn:${Partition}:ses:${Region}:${Acc 
ount}:export-job/${ExportJobId}

 

 identity arn:${Partition}:ses:${Region}:${Acc 
ount}:identity/${IdentityName}

aws:ResourceTag/${ 
TagKey}

 import-job arn:${Partition}:ses:${Region}:${Acc 
ount}:import-job/${ImportJobId}

 

 template arn:${Partition}:ses:${Region}:${Acc 
ount}:template/${TemplateName}

 

 multi-region-
endpoint

arn:${Partition}:ses:${Region}:${Acc 
ount}:multi-region-endpoint/${Endpoi 
ntName}
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https://docs.aws.amazon.com/ses/latest/APIReference/API_ConfigurationSet.html
https://docs.aws.amazon.com/ses/latest/APIReference/API_ConfigurationSet.html
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ContactList.html
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_CustomVerificationEmailTemplateMetadata.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_CustomVerificationEmailTemplateMetadata.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_CustomVerificationEmailTemplateMetadata.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_CustomVerificationEmailTemplateMetadata.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_DedicatedIp.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_DedicatedIp.html
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_DeliverabilityTestReport.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_DeliverabilityTestReport.html
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ExportJobSummary.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_IdentityInfo.html
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_ImportJobSummary.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_Template.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_MultiRegionEndpoint.html
https://docs.aws.amazon.com/ses/latest/APIReference-V2/API_MultiRegionEndpoint.html


服务授权参考 服务授权参考

资源类型 ARN 条件键

 mailmanag 
er-archive

arn:${Partition}:ses:${Region}:${Acc 
ount}:mailmanager-archive/${ArchiveI 
d}

aws:ResourceTag/${ 
TagKey}

 tenant arn:${Partition}:ses:${Region}:${Acc 
ount}:tenant/${TenantName}/${TenantI 
d}

aws:ResourceTag/${ 
TagKey}

Amazon Simple Email Service v2 的条件键

Amazon Simple Email Service v2 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 ses:ApiVersion 按 SES API 版本筛选访问权限 字符串

 ses:Expor 
tSourceType

按导出源类型筛选访问权限 字符串

 ses:Feedb 
ackAddress

按“Return-Path”地址筛选访问权限，该地址指定退回邮件
和投诉通过电子邮件反馈转发发送到其中的地址。

字符串

 ses:FromA 
ddress

按邮件的“发件人”地址筛选访问权限 字符串
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https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_Archive.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_Archive.html
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/ses/latest/APIReference/API_Tenant.html
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
#amazonsimpleemailservicev2-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonses.html#amazonses-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonses.html#amazonses-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonses.html#amazonses-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonses.html#amazonses-policy-keys
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条件键 描述 类型

 ses:FromD 
isplayName

按用作邮件显示名称的“发件人”地址筛选访问权限 字符串

 ses:Multi 
RegionEnd 
pointId

按用于发送电子邮件的多区域终端节点 ID 筛选访问权限 字符串

 ses:Recipients 按邮件的收件人地址（包括“收件人”、“抄送”和“密件抄 
送”地址）筛选访问权限

ArrayOfString

 ses:Repli 
caRegion

按复制域 DKIM 签名密钥的副本区域筛选访问权限 ArrayOfString

 ses:Tenan 
tName

按用于发送电子邮件的租户名称筛选访问权限 字符串

Amazon Simple Workflow Service 的操作、资源和条件键

Amazon Simple Workflow Service（服务前缀：swf）提供以下服务特定的资源、操作和条件上下文键
以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Simple Workflow Service 定义的操作

• Amazon Simple Workflow Service 定义的资源类型

• Amazon Simple Workflow Service 的条件键
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Amazon Simple Workflow Service 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelTimer
[仅权限]

授予取消先前启动的计时器并
在历史记录中记录 TimerCanc 
eled 事件的权限

写入 domain*    

Amazon Simple Workflow Service 3949

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
$%7BAPIReferenceDocPage%7DAPI_Decision.html
#amazonsimpleworkflowservice-domain


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelWor 
kflowExec 
ution [仅权限]

授予关闭工作流程执行并在
历史记录中记录 WorkflowE 
xecutionCanceled 事件的权限

写入 domain*    

 CompleteW 
orkflowEx 
ecution [仅权
限]

授予关闭工作流程执行并在
历史记录中记录 WorkflowE 
xecutionCompleted 事件的权
限

写入 domain*    

 ContinueA 
sNewWorkf 
lowExecution
[仅权限]

授予权限以关闭工作流程执行
并使用相同工作流 ID 和唯一运
行 ID 启动相同类型的新工作流
程执行

写入 domain*    

domain*     CountClos 
edWorkflo 
wExecutions

授予权限以返回在给定域中满
足指定筛选条件的已关闭工作
流程执行数

读取

  swf:tagFi 
lter.tag

swf:typeF 
ilter.nam 
e

swf:typeF 
ilter.ver 
sion

 

 CountOpen 
WorkflowE 
xecutions

授予权限以返回在给定域中满
足指定筛选条件的已开启工作
流程执行数

读取 domain*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  swf:tagFi 
lter.tag

swf:typeF 
ilter.nam 
e

swf:typeF 
ilter.ver 
sion

 

domain*     CountPend 
ingActivi 
tyTasks

授予权限以返回指定任务列表
中的活动任务的估计数量

读取

  swf:taskL 
ist.name

 

domain*     CountPend 
ingDecisi 
onTasks

授予权限以返回指定任务列表
中的决策任务的估计数量

读取

  swf:taskL 
ist.name

 

domain*     DeleteAct 
ivityType

授予权限以删除指定活动类型 写入

  swf:activ 
ityType.n 
ame

swf:activ 
ityType.v 
ersion

 

 DeleteWor 
kflowType

授予权限以删除指定工作流类
型

写入 domain*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  swf:workf 
lowType.n 
ame

swf:workf 
lowType.v 
ersion

 

domain*     Deprecate 
ActivityType

授予权限以弃用指定活动类型 写入

  swf:activ 
ityType.n 
ame

swf:activ 
ityType.v 
ersion

 

 Deprecate 
Domain

授予权限以弃用指定域 写入 domain*    

domain*     Deprecate 
WorkflowT 
ype

授予权限以弃用指定工作流类
型

写入

  swf:workf 
lowType.n 
ame

swf:workf 
lowType.v 
ersion

 

 DescribeA 
ctivityType

授予权限以返回指定活动类型 读取 domain*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  swf:activ 
ityType.n 
ame

swf:activ 
ityType.v 
ersion

 

 DescribeD 
omain

授予权限以返回有关指定域的
信息，包括其描述和状态

读取 domain*    

 DescribeW 
orkflowEx 
ecution

授予权限以返回有关指定工作
流程执行的信息，包括其类型
和一些统计数据

读取 domain*    

domain*     DescribeW 
orkflowType

授予权限以返回指定工作流类
型

读取

  swf:workf 
lowType.n 
ame

swf:workf 
lowType.v 
ersion

 

 FailWorkf 
lowExecution
[仅权限]

授予关闭工作流程执行并在
历史记录中记录 WorkflowE 
xecutionFailed 事件的权限

写入 domain*    

 GetWorkfl 
owExecuti 
onHistory

授予权限以返回指定工作流执
行的历史记录

读取 domain*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListActiv 
ityTypes

授予权限以返回在指定域中注
册的与指定名称和注册状态匹
配的所有活动的相关信息

列表 domain*    

domain*     ListClose 
dWorkflow 
Executions

授予权限以返回在指定域中满
足筛选条件的已关闭工作流程
执行的列表

列表

  swf:tagFi 
lter.tag

swf:typeF 
ilter.nam 
e

swf:typeF 
ilter.ver 
sion

 

 ListDomains 授予权限以返回当前账户中注
册的域列表

列表      

domain*     ListOpenW 
orkflowEx 
ecutions

授予权限以返回在指定域中满
足筛选条件的已开启工作流执
行的列表

列表

  swf:tagFi 
lter.tag

swf:typeF 
ilter.nam 
e

swf:typeF 
ilter.ver 
sion

 

 ListTagsF 
orResource

授予列出 AWS SWF 资源标签
的权限

列表 domain    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListWorkf 
lowTypes

授予权限以返回指定域中工作
流类型的信息

列表 domain*    

domain*     PollForAc 
tivityTask

向工作人员授予 ActivityTask 
从指定活动任务列表中获取的
权限

写入

  swf:taskL 
ist.name

 

domain*     PollForDe 
cisionTask

允许决策者 DecisionTask 从指
定的决策任务列表中获取

写入

  swf:taskL 
ist.name

 

 RecordAct 
ivityTask 
Heartbeat

允许工作人员向服务报告由指
定 taskToken ActivityTask 表
示的仍在进行中

写入 domain*    

 RecordMar 
ker [仅权限]

授予在历史记录中记录 
MarkerRecorded 事件的权限

写入 domain*    

domain*     RegisterA 
ctivityType

授予权限以在指定域中注册新
活动类型及其配置设置

写入

  swf:defau 
ltTaskLis 
t.name

swf:name

swf:versi 
on
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https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RecordActivityTaskHeartbeat.html
#amazonsimpleworkflowservice-domain
$%7BAPIReferenceDocPage%7DAPI_Decision.html
$%7BAPIReferenceDocPage%7DAPI_Decision.html
#amazonsimpleworkflowservice-domain
#amazonsimpleworkflowservice-domain
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterActivityType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterActivityType.html
#amazonsimpleworkflowservice-swf_defaultTaskList.name
#amazonsimpleworkflowservice-swf_defaultTaskList.name
#amazonsimpleworkflowservice-swf_defaultTaskList.name
#amazonsimpleworkflowservice-swf_name
#amazonsimpleworkflowservice-swf_version
#amazonsimpleworkflowservice-swf_version


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RegisterD 
omain

授予权限以注册新域 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

domain*     RegisterW 
orkflowType

授予权限以在指定域中注册新
工作流类型及其配置设置

写入

  swf:defau 
ltTaskLis 
t.name

swf:name

swf:versi 
on

 

 RequestCa 
ncelActiv 
ityTask [仅权
限]

授予权限以尝试取消之前计划
的活动任务

写入 domain*    

 RequestCa 
ncelExter 
nalWorkfl 
owExecution
[仅权限]

授予权限以请求取消指定的外
部工作流执行的请求

写入 domain*    

 RequestCa 
ncelWorkf 
lowExecution

授予在当前正在运行的工作
流程执行中记录 WorkflowE 
xecutionCancelRequested 事
件的权限，该执行由给定域 
workFlowID 和 runID 标识

写入 domain*    
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https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterDomain.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterDomain.html
#amazonsimpleworkflowservice-aws_TagKeys
#amazonsimpleworkflowservice-aws_TagKeys
#amazonsimpleworkflowservice-aws_RequestTag___TagKey_
#amazonsimpleworkflowservice-aws_RequestTag___TagKey_
#amazonsimpleworkflowservice-aws_RequestTag___TagKey_
#amazonsimpleworkflowservice-domain
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterWorkflowType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterWorkflowType.html
#amazonsimpleworkflowservice-swf_defaultTaskList.name
#amazonsimpleworkflowservice-swf_defaultTaskList.name
#amazonsimpleworkflowservice-swf_defaultTaskList.name
#amazonsimpleworkflowservice-swf_name
#amazonsimpleworkflowservice-swf_version
#amazonsimpleworkflowservice-swf_version
$%7BAPIReferenceDocPage%7DAPI_Decision.html
$%7BAPIReferenceDocPage%7DAPI_Decision.html
$%7BAPIReferenceDocPage%7DAPI_Decision.html
#amazonsimpleworkflowservice-domain
$%7BAPIReferenceDocPage%7DAPI_Decision.html
$%7BAPIReferenceDocPage%7DAPI_Decision.html
$%7BAPIReferenceDocPage%7DAPI_Decision.html
$%7BAPIReferenceDocPage%7DAPI_Decision.html
#amazonsimpleworkflowservice-domain
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RequestCancelWorkflowExecution.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RequestCancelWorkflowExecution.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RequestCancelWorkflowExecution.html
#amazonsimpleworkflowservice-domain


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RespondAc 
tivityTas 
kCanceled

允许工作人员告知服务 
TaskToken 所 ActivityTask 识
别的已成功取消

写入 domain*    

 RespondAc 
tivityTas 
kCompleted

允许工作人员告知服务由 
taskToken ActivityTask 标识的
已成功完成并获得结果（如果
提供）

写入 domain*    
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https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondActivityTaskCanceled.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondActivityTaskCanceled.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondActivityTaskCanceled.html
#amazonsimpleworkflowservice-domain
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondActivityTaskCompleted.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondActivityTaskCompleted.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondActivityTaskCompleted.html
#amazonsimpleworkflowservice-domain


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  swf:activ 
ityType.n 
ame

swf:activ 
ityType.v 
ersion

swf:tagLi 
st.member 
.0

swf:tagLi 
st.member 
.1

swf:tagLi 
st.member 
.2

swf:tagLi 
st.member 
.3

swf:tagLi 
st.member 
.4

swf:taskL 
ist.name

swf:workf 
lowType.n 
ame
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#amazonsimpleworkflowservice-swf_activityType.name
#amazonsimpleworkflowservice-swf_activityType.name
#amazonsimpleworkflowservice-swf_activityType.name
#amazonsimpleworkflowservice-swf_activityType.version
#amazonsimpleworkflowservice-swf_activityType.version
#amazonsimpleworkflowservice-swf_activityType.version
#amazonsimpleworkflowservice-swf_tagList.member.0
#amazonsimpleworkflowservice-swf_tagList.member.0
#amazonsimpleworkflowservice-swf_tagList.member.0
#amazonsimpleworkflowservice-swf_tagList.member.1
#amazonsimpleworkflowservice-swf_tagList.member.1
#amazonsimpleworkflowservice-swf_tagList.member.1
#amazonsimpleworkflowservice-swf_tagList.member.2
#amazonsimpleworkflowservice-swf_tagList.member.2
#amazonsimpleworkflowservice-swf_tagList.member.2
#amazonsimpleworkflowservice-swf_tagList.member.3
#amazonsimpleworkflowservice-swf_tagList.member.3
#amazonsimpleworkflowservice-swf_tagList.member.3
#amazonsimpleworkflowservice-swf_tagList.member.4
#amazonsimpleworkflowservice-swf_tagList.member.4
#amazonsimpleworkflowservice-swf_tagList.member.4
#amazonsimpleworkflowservice-swf_taskList.name
#amazonsimpleworkflowservice-swf_taskList.name
#amazonsimpleworkflowservice-swf_workflowType.name
#amazonsimpleworkflowservice-swf_workflowType.name
#amazonsimpleworkflowservice-swf_workflowType.name


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

swf:workf 
lowType.v 
ersion

 RespondAc 
tivityTas 
kFailed

允许工作人员告知服务由 
taskToken ActivityTask 标识
的失败原因已失败（如果已指
定）

写入 domain*    

 RespondDe 
cisionTas 
kCompleted

向决策者授予权限，让他们告
知服务由 taskToken DecisionT 
ask 标识的已成功完成

写入 domain*    

 ScheduleA 
ctivityTask
[仅权限]

授予权限以安排活动任务 写入 domain*    

 SignalExt 
ernalWork 
flowExecution
[仅权限]

授予权限以请求使信号提交至
指定外部工作流执行和记录

写入 domain*    

 SignalWor 
kflowExec 
ution

授予在工作流程执行历史中记
录 WorkflowExecutionSignaled 
事件的权限，并为由给定域 
workFlowID 和 runID 标识的工
作流程执行创建决策任务

写入 domain*    

 StartChil 
dWorkflow 
Execution [仅
权限]

授予权限以请求启动子工作流
执行

写入 domain*    

 StartTimer
[仅权限]

授予权限以启动工作流执行的
计时

写入 domain*    
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#amazonsimpleworkflowservice-swf_workflowType.version
#amazonsimpleworkflowservice-swf_workflowType.version
#amazonsimpleworkflowservice-swf_workflowType.version
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondActivityTaskFailed.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondActivityTaskFailed.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondActivityTaskFailed.html
#amazonsimpleworkflowservice-domain
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondDecisionTaskCompleted.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondDecisionTaskCompleted.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondDecisionTaskCompleted.html
#amazonsimpleworkflowservice-domain
$%7BAPIReferenceDocPage%7DAPI_Decision.html
$%7BAPIReferenceDocPage%7DAPI_Decision.html
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$%7BAPIReferenceDocPage%7DAPI_Decision.html
$%7BAPIReferenceDocPage%7DAPI_Decision.html
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https://docs.aws.amazon.com/amazonswf/latest/apireference/API_SignalWorkflowExecution.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_SignalWorkflowExecution.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_SignalWorkflowExecution.html
#amazonsimpleworkflowservice-domain
$%7BAPIReferenceDocPage%7DAPI_Decision.html
$%7BAPIReferenceDocPage%7DAPI_Decision.html
$%7BAPIReferenceDocPage%7DAPI_Decision.html
#amazonsimpleworkflowservice-domain
$%7BAPIReferenceDocPage%7DAPI_Decision.html
#amazonsimpleworkflowservice-domain


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

domain*     StartWork 
flowExecution

授予权限以使用提供的 
workflowId 和输入数据在指定
域中启动工作流类型执行

写入

  swf:tagLi 
st.member 
.0

swf:tagLi 
st.member 
.1

swf:tagLi 
st.member 
.2

swf:tagLi 
st.member 
.3

swf:tagLi 
st.member 
.4

swf:taskL 
ist.name

swf:workf 
lowType.n 
ame

swf:workf 
lowType.v 
ersion

 

 TagResour 
ce

授予标记 S AWS WF 资源的权
限

标记 domain    
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#amazonsimpleworkflowservice-domain
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_StartWorkflowExecution.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_StartWorkflowExecution.html
#amazonsimpleworkflowservice-swf_tagList.member.0
#amazonsimpleworkflowservice-swf_tagList.member.0
#amazonsimpleworkflowservice-swf_tagList.member.0
#amazonsimpleworkflowservice-swf_tagList.member.1
#amazonsimpleworkflowservice-swf_tagList.member.1
#amazonsimpleworkflowservice-swf_tagList.member.1
#amazonsimpleworkflowservice-swf_tagList.member.2
#amazonsimpleworkflowservice-swf_tagList.member.2
#amazonsimpleworkflowservice-swf_tagList.member.2
#amazonsimpleworkflowservice-swf_tagList.member.3
#amazonsimpleworkflowservice-swf_tagList.member.3
#amazonsimpleworkflowservice-swf_tagList.member.3
#amazonsimpleworkflowservice-swf_tagList.member.4
#amazonsimpleworkflowservice-swf_tagList.member.4
#amazonsimpleworkflowservice-swf_tagList.member.4
#amazonsimpleworkflowservice-swf_taskList.name
#amazonsimpleworkflowservice-swf_taskList.name
#amazonsimpleworkflowservice-swf_workflowType.name
#amazonsimpleworkflowservice-swf_workflowType.name
#amazonsimpleworkflowservice-swf_workflowType.name
#amazonsimpleworkflowservice-swf_workflowType.version
#amazonsimpleworkflowservice-swf_workflowType.version
#amazonsimpleworkflowservice-swf_workflowType.version
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_TagResource.html
#amazonsimpleworkflowservice-domain


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 Terminate 
WorkflowE 
xecution

授予记录 WorkflowExecutionT 
erminated 事件并强制关闭由
给定域、runID 和 WorkFlowID 
标识的工作流程执行的权限

写入 domain*    

domain*     Undepreca 
teActivit 
yType

授予权限以不建议使用先前已
弃用的活动类型

写入

  swf:activ 
ityType.n 
ame

swf:activ 
ityType.v 
ersion

 

 Undepreca 
teDomain

授予权限以不建议使用先前已
弃用的域

写入 domain*    

domain*     Undepreca 
teWorkflo 
wType

授予权限以不建议使用先前已
弃用的工作流类型

写入

  swf:workf 
lowType.n 
ame

swf:workf 
lowType.v 
ersion
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#amazonsimpleworkflowservice-aws_TagKeys
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#amazonsimpleworkflowservice-swf_workflowType.name
#amazonsimpleworkflowservice-swf_workflowType.name
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#amazonsimpleworkflowservice-swf_workflowType.version
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

domain     UntagReso 
urce

授予从 AWS SWF 资源中移除
标签的权限

标记

  aws:TagKe 
ys

 

Amazon Simple Workflow Service 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 domain arn:${Partition}:swf::${Account}:/do 
main/${DomainName}

aws:ResourceTag/${ 
TagKey}

Amazon Simple Workflow Service 的条件键

Amazon Simple Workflow Service 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。
您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按资源的标签筛选访问权限 字符串
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#amazonsimpleworkflowservice-domain
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_UntagResource.html
#amazonsimpleworkflowservice-aws_TagKeys
#amazonsimpleworkflowservice-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-domains.html
#amazonsimpleworkflowservice-aws_ResourceTag___TagKey_
#amazonsimpleworkflowservice-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag


服务授权参考 服务授权参考

条件键 描述 类型

 aws:TagKeys 按键的标签筛选访问权限 ArrayOfString

 swf:activ 
ityType.name

按活动类型的名称筛选访问权限 字符串

 swf:activ 
ityType.version

按活动类型的版本筛选访问权限 字符串

 swf:defau 
ltTaskList.name

按默认任务列表的名称筛选访问权限 字符串

 swf:name 按活动或工作流名称筛选访问 字符串

 swf:tagFilter.tag 按 tagFilter.tag 值筛选访问权限 字符串

 swf:tagLi 
st.member.0

按指定的标签筛选访问权限 字符串

 swf:tagLi 
st.member.1

按指定的标签筛选访问权限 字符串

 swf:tagLi 
st.member.2

按指定的标签筛选访问权限 字符串

 swf:tagLi 
st.member.3

按指定的标签筛选访问权限 字符串

 swf:tagLi 
st.member.4

按指定的标签筛选访问权限 字符串

 swf:taskL 
ist.name

按任务列表的名称筛选访问权限 字符串

 swf:typeF 
ilter.name

按类型筛选条件的名称筛选访问权限 字符串

 swf:typeF 
ilter.version

按类型筛选条件的版本筛选访问权限 字符串
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-iam.html%23%23swf-dev-iam.api
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-iam.html%23%23swf-dev-iam.api
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https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-iam.html%23%23swf-dev-iam.api
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https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-iam.html%23%23swf-dev-iam.api
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-iam.html%23%23swf-dev-iam.api
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https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-iam.html%23%23swf-dev-iam.api
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-iam.html%23%23swf-dev-iam.api
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条件键 描述 类型

 swf:version 按活动或工作流名称筛选访问权限 字符串

 swf:workf 
lowType.name

按工作流类型的名称筛选访问权限 字符串

 swf:workf 
lowType.version

按工作流类型的版本筛选访问权限 字符串

Amazon SimpleDB 的操作、资源和条件键

Amazon SimpleDB（服务前缀：sdb）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon SimpleDB 定义的操作

• Amazon SimpleDB 定义的资源类型

• Amazon SimpleDB 的条件键

Amazon SimpleDB 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

Amazon SimpleDB 3964

https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-iam.html%23%23swf-dev-iam.api
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-iam.html%23%23swf-dev-iam.api
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-iam.html%23%23swf-dev-iam.api
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-iam.html%23%23swf-dev-iam.api
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-iam.html%23%23swf-dev-iam.api
https://docs.aws.amazon.com/AmazonSimpleDB/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonSimpleDB/latest/DeveloperGuide/SDB_API.html
https://docs.aws.amazon.com/AmazonSimpleDB/latest/DeveloperGuide/UsingIAMWithSDB.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html


服务授权参考 服务授权参考

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchDele 
teAttributes

在一次呼叫中执行多项 
DeleteAttributes 操作，从而减
少往返和延迟

写入 domain*    

 BatchPutA 
ttributes

通过该 BatchPutAttributes 操
作，您可以在一次调用中执行
多项 PutAttribute 操作。通过
该 BatchPutAttributes 操作，
您可以在一次调用中执行多项 
PutAttribute 操作

写入 domain*    

 CreateDom 
ain

该 CreateDomain 操作创建了
一个新域

写入 domain*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAtt 
ributes

删除与项目关联的一个或多个
属性

写入 domain*    

 DeleteDom 
ain

该 DeleteDomain 操作会删除
一个域

写入 domain*    

 DomainMet 
adata

返回有关域的信息，包括域的
创建时间、项目和属性的数量
以及属性名称和值的大小

读取 domain*    

 GetAttributes 返回与项目关联的所有属性 读取 domain*    

 ListDomains 的描述 ListDomains 列表      

 PutAttributes 该 PutAttributes 操作在项目中
创建或替换属性

写入 domain*    

 Select Select 的描述 Read domain*    

Amazon SimpleDB 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 domain arn:${Partition}:sdb:${Region}:${Acc 
ount}:domain/${DomainName}
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Amazon SimpleDB 的条件键

SimpleDB 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用
的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS SimSpace Weaver 的操作、资源和条件键

AWS SimSpace Weaver（服务前缀:simspaceweaver）提供以下特定于服务的资源、操作和条件上
下文密钥以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS SimSpace Weaver 定义的动作

• AWS SimSpace Weaver 定义的资源类型

• AWS SimSpace Weaver 的条件密钥

AWS SimSpace Weaver 定义的动作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSna 
pshot

授予权限以创建快照 写入 Simulatio 
n*

   

 DeleteApp 授予权限以删除应用程序 写入 Simulatio 
n*

   

 DeleteSim 
ulation

授予删除模拟的权限 写入 Simulatio 
n*

   

 DescribeApp 授予权限以描述应用程序 读取 Simulatio 
n*

   

 DescribeS 
imulation

授予描述模拟的权限 读取 Simulatio 
n*

   

 ListApps 授予权限以列出应用程序 读取 Simulatio 
n*

   

 ListSimul 
ations

授予列出模拟的权限 列表      

 ListTagsF 
orResource

授予列出资源标签的权限 读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartApp 授予权限以启动应用程序 写入 Simulatio 
n*

   

 StartClock 授予启动模拟时钟的权限 写入 Simulatio 
n*

   

 StartSimu 
lation

授予启动模拟的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StopApp 授予权限以停止应用程序 写入 Simulatio 
n*

   

 StopClock 授予停止模拟时钟的权限 写入 Simulatio 
n*

   

 StopSimul 
ation

授予停止模拟的权限 写入 Simulatio 
n*

   

Simulatio 
n*

    TagResour 
ce

授予权限以标记资源 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以取消标记资源 标记 Simulatio 
n*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

AWS SimSpace Weaver 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Simulation arn:${Partition}:simspaceweaver:${Re 
gion}:${Account}:simulation/${Simula 
tionName}

aws:ResourceTag/${ 
TagKey}

AWS SimSpace Weaver 的条件密钥

AWS SimSpace Weaver 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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AWS Snow Device Management 的操作、资源和条件密钥

AWS Snow Device Management（服务前缀:snow-device-management）提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Snow Device Management 定义的操作

• AWS Snow Device Management 定义的资源类型

• AWS Snow Device Management 的条件密钥

由 AWS Snow Device Management 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelTask 授予权限以取消远程设备上的
任务

写入 task*    

 CreateTask 授予权限以便在远程设备上创
建任务

写入   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 DescribeD 
evice

授予权限以描述远程托管的设
备

读取 managed-
device*

   

 DescribeD 
eviceEc2I 
nstances

授予描述远程管理设备实例的
权限 EC2

读取 managed-
device*

   

 DescribeE 
xecution

授予描述任务执行的权限 读取      

 DescribeT 
ask

授予权限以描述任务 读取 task*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDevic 
eResources

授予权限以列出远程托管设备
的资源

列表 managed-
device*

   

 ListDevices 授予权限以列出远程托管的设
备

列表      

 ListExecu 
tions

授予权限以列出任务执行 列表      

 ListTagsF 
orResource

授予权限以列出资源（设备或
任务）的标记

读取   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 ListTasks 授予权限以列出任务 列表      

managed-
device

   

task    

 TagResour 
ce

授予权限以标记资源 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

managed-
device

    UntagReso 
urce

授予权限以取消标记资源 标记

task    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

AWS Snow Device Management 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 managed-d 
evice

arn:${Partition}:snow-device-managem 
ent:${Region}:${Account}:managed-dev 
ice/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 task arn:${Partition}:snow-device-managem 
ent:${Region}:${Account}:task/${Reso 
urceId}

aws:ResourceTag/${ 
TagKey}

AWS Snow Device Management 的条件密钥

AWS Snow Device Management 定义了以下条件密钥，这些条件密钥可用于 IAM 策略
的Condition元素中。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信
息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中标签的键和值筛选访问 字符串
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按是否存在附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

AWS Snowball 的操作、资源和条件键

AWS Snowball（服务前缀:snowball）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Snowball 定义的操作

• AWS Snowball 定义的资源类型

• AWS Snowball 的条件键

AWS Snowball 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelClu 
ster

授予权限以取消集群任务 写入      

 CancelJob 授予权限以取消指定任务 写入      

 CreateAdd 
ress

授予权限以创建 Snowball 要发
运到的地址

写入      

 CreateClu 
ster

授予权限以创建空集群 写入      

 CreateJob 授予权限以创建在 Amazon S3 
和您的本地数据中心之间导入
或导出数据的任务

写入      

 CreateLon 
gTermPricing

授予创建权限以允许客户 
LongTermPricingListEntry 为
任务添加预付账单合同

写入      

AWS Snowball 3976

reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/snowball/latest/api-reference/API_CancelCluster.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_CancelCluster.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_CancelJob.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_CreateAddress.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_CreateAddress.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_CreateCluster.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_CreateCluster.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_CreateJob.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_CreateLongTermPricing.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_CreateLongTermPricing.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRet 
urnShippi 
ngLabel

授予创建发货标签的权限，该
标签将用于将 Snow 设备退还
给 AWS

写入      

 DescribeA 
ddress

授予权限以采用地址对象形式
获取有关该地址的特定详细信
息

读取      

 DescribeA 
ddresses

授予权限以描述指定数量的地
址对象

列表      

 DescribeC 
luster

授予权限以描述有关特定集群
的信息，包括发运信息、集群
状态和其他重要元数据

读取      

 DescribeJob 授予权限以描述有关特定任务
的信息，包括发运信息、任务
状态和其他重要元数据

读取      

 DescribeR 
eturnShip 
pingLabel

授予在要退回的 Snow 设备
的运输标签上描述信息的权限 
AWS

读取      

 GetJobMan 
ifest

授予权限以获取指向与指定
值 JobId 关联的清单文件的 
Amazon S3 预签名 URL 的链
接

读取      

 GetJobUnl 
ockCode

授予获取指定作业 UnlockCod 
e 代码值的权限

读取      

 GetSnowba 
llUsage

授予权限以获取有关您的账
户的 Snowball 服务限制的信
息，以及您的账户已使用的 
Snowball 数量

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSoftwa 
reUpdates

授予返回与指定文件关联的更
新文件的 Amazon S3 预签名 
URL 的权限 JobId

读取      

 ListClust 
erJobs

授予列出指定长度 JobListEn 
try 对象的权限

列表      

 ListClusters 授予列出指定长度 ClusterLi 
stEntry 对象的权限

列表      

 ListCompa 
tibleImages

授予返回您 AWS 账户 拥有
且支持在 Snow 设备上使用
的不同 EC2 亚马逊系统映像 
(AMIs) 列表的权限

列表      

 ListJobs 授予列出指定长度 JobListEn 
try 对象的权限

列表      

 ListLongT 
ermPricing

为提出请求的账户授予列出 
LongTermPricingListEntry 对
象的权限

读取      

 ListPicku 
pLocations

授予权限以列出指定长度且取
货时间可用的 Address 对象

列表      

 ListServi 
ceVersions

授予权限以列出 Snow 设备上
服务的所有受支持版本

列表      

 UpdateClu 
ster

授予更新权限，当集群的 
ClusterState 值处于 AwaitingQ 
uorum 状态时，你可以更新与
集群关联的某些信息

写入      
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https://docs.aws.amazon.com/snowball/latest/api-reference/API_ListServiceVersions.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_ListServiceVersions.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_UpdateCluster.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_UpdateCluster.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateJob 当任务的 JobState 值为 “新建” 
时，授予更新权限，您可以更
新与作业关联的某些信息

写入      

 UpdateJob 
ShipmentS 
tate

授予权限以在当发运状态变成
其他状态时更新状态。

写入      

 UpdateLon 
gTermPricing

授予权限以更新作业的特定预
付费合同

写入      

AWS Snowball 定义的资源类型

AWS Snowball 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS Snowball 
的访问权限，请在策略中指定 "Resource": "*"。

AWS Snowball 的条件键

Snowball 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用
的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon SNS 的操作、资源和条件键

Amazon SNS（服务前缀：sns）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权限策略
中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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https://docs.aws.amazon.com/snowball/latest/api-reference/API_UpdateJob.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_UpdateJobShipmentState.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_UpdateJobShipmentState.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_UpdateJobShipmentState.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_UpdateLongTermPricing.html
https://docs.aws.amazon.com/snowball/latest/api-reference/API_UpdateLongTermPricing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/sns/latest/dg/
https://docs.aws.amazon.com/sns/latest/api/
https://docs.aws.amazon.com/sns/latest/dg/UsingIAMwithSNS.html
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• Amazon SNS 定义的操作

• Amazon SNS 定义的资源类型

• Amazon SNS 的条件键

Amazon SNS 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddPermis 
sion

授予向主题的访问控制策略添
加语句的权限，授予指定 AWS 
账户对指定操作的访问权限

权限管理 topic*    

 CheckIfPh 
oneNumber 
IsOptedOut

接受电话号码并指明电话持有
者是否已选择不接收来自您的
账户的 SMS 消息。

Read      

 ConfirmSu 
bscription

在本示例中，您将通过更早的
订阅操作验证发送到终端节点
的令牌来验证终端节点所有者
接收消息的意图。

Write topic*    

 CreatePla 
tformAppl 
ication

为设备和移动应用程序可能注
册的受支持推送通知服务（如 
&APNS; 和 &GCM;）之一创建
平台应用程序对象。

Write     iam:PassR 
ole

 CreatePla 
tformEndp 
oint

为受支持推送通知服务（例如 
GCM 和 APNS）之一上的设
备和移动应用程序创建终端节
点。

写入      

 CreateSMS 
SandboxPh 
oneNumber

授予添加目标电话号码并向
该电话号码发送一次性密码 
(OTP) 的权限 AWS 账户

写入      

topic*   iam:PassR 
ole

 CreateTopic 授予创建可向其发布通知的主
题的权限

Write

  aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/sns/latest/api/API_AddPermission.html
https://docs.aws.amazon.com/sns/latest/api/API_AddPermission.html
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_CheckIfPhoneNumberIsOptedOut.html
https://docs.aws.amazon.com/sns/latest/api/API_CheckIfPhoneNumberIsOptedOut.html
https://docs.aws.amazon.com/sns/latest/api/API_CheckIfPhoneNumberIsOptedOut.html
https://docs.aws.amazon.com/sns/latest/api/API_ConfirmSubscription.html
https://docs.aws.amazon.com/sns/latest/api/API_ConfirmSubscription.html
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_CreatePlatformApplication.html
https://docs.aws.amazon.com/sns/latest/api/API_CreatePlatformApplication.html
https://docs.aws.amazon.com/sns/latest/api/API_CreatePlatformApplication.html
https://docs.aws.amazon.com/sns/latest/api/API_CreatePlatformEndpoint.html
https://docs.aws.amazon.com/sns/latest/api/API_CreatePlatformEndpoint.html
https://docs.aws.amazon.com/sns/latest/api/API_CreatePlatformEndpoint.html
https://docs.aws.amazon.com/sns/latest/api/API_CreateSMSSandboxPhoneNumber.html
https://docs.aws.amazon.com/sns/latest/api/API_CreateSMSSandboxPhoneNumber.html
https://docs.aws.amazon.com/sns/latest/api/API_CreateSMSSandboxPhoneNumber.html
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_CreateTopic.html
#amazonsns-aws_RequestTag___TagKey_
#amazonsns-aws_RequestTag___TagKey_
#amazonsns-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 DeleteEnd 
point

授予从 Amazon SNS 中删除设
备和移动应用程序的终端节点
的权限

Write      

 DeletePla 
tformAppl 
ication

这可授予创建一个平台应用程
序对象的权限，用于受支持的
推送通知服务，如 &APNS; 和 
&GCM;。

写入      

 DeleteSMS 
SandboxPh 
oneNumber

授予删除已验证或待处理 AWS 
账户的电话号码的权限

写入      

 DeleteTopic 授予删除主题及其所有订阅的
权限

写入 topic*    

 GetDataPr 
otectionPolicy

授予返回主题数据保护策略的
权限

读取 topic*    

 GetEndpoi 
ntAttributes

为受支持推送通知服务（GCM 
和 APNS）之一上的设备检索
终端节点属性。

Read      

 GetPlatfo 
rmApplica 
tionAttributes

检索用于受支持推送通知服务
（例如 APNS 和 GCM）的平
台应用程序对象的属性。

Read      

 GetSMSAtt 
ributes

授予从您的帐户返回发送 SMS 
消息的设置的权限

Read      
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#amazonsns-aws_TagKeys
#amazonsns-aws_TagKeys
https://docs.aws.amazon.com/sns/latest/api/API_DeleteEndpoint.html
https://docs.aws.amazon.com/sns/latest/api/API_DeleteEndpoint.html
https://docs.aws.amazon.com/sns/latest/api/API_DeletePlatformApplication.html
https://docs.aws.amazon.com/sns/latest/api/API_DeletePlatformApplication.html
https://docs.aws.amazon.com/sns/latest/api/API_DeletePlatformApplication.html
https://docs.aws.amazon.com/sns/latest/api/API_DeleteSMSSandboxPhoneNumber.html
https://docs.aws.amazon.com/sns/latest/api/API_DeleteSMSSandboxPhoneNumber.html
https://docs.aws.amazon.com/sns/latest/api/API_DeleteSMSSandboxPhoneNumber.html
https://docs.aws.amazon.com/sns/latest/api/API_DeleteTopic.html
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_GetDataProtectionPolicy.html
https://docs.aws.amazon.com/sns/latest/api/API_GetDataProtectionPolicy.html
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_GetEndpointAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_GetEndpointAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_GetPlatformApplicationAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_GetPlatformApplicationAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_GetPlatformApplicationAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_GetSMSAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_GetSMSAttributes.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSMSSan 
dboxAccou 
ntStatus

授予检索目标区域中呼叫账户
的沙箱状态的权限

Read      

 GetSubscr 
iptionAtt 
ributes

授予返回订阅的所有属性的权
限

Read      

 GetTopicA 
ttributes

授予返回主题所有属性的权限 Read topic*    

 ListEndpo 
intsByPla 
tformAppl 
ication

列出受支持推送通知服务（例
如 GCM 和 APNS）中的设备 
的终端节点和终端节点属性。

List      

 ListOrigi 
nationNum 
bers

授予列出所有原始编号及其元
数据的权限

List      

 ListPhone 
NumbersOp 
tedOut

返回已退出电话号码的列表，
这意味着您无法向这些电话号
码发送 SMS 消息。

Read      

 ListPlatf 
ormApplic 
ations

列出用于受支持推送通知服务
（例如 APNS 和 GCM）的平
台应用程序对象。

List      

 ListSMSSa 
ndboxPhon 
eNumbers

授予列出呼叫账户当前待处理
和已验证的目标电话号码的权
限

List      

 ListSubsc 
riptions

授予返回请求者订阅列表的权
限

List      
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https://docs.aws.amazon.com/sns/latest/api/API_GetSMSSandboxAccountStatus.html
https://docs.aws.amazon.com/sns/latest/api/API_GetSMSSandboxAccountStatus.html
https://docs.aws.amazon.com/sns/latest/api/API_GetSMSSandboxAccountStatus.html
https://docs.aws.amazon.com/sns/latest/api/API_GetSubscriptionAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_GetSubscriptionAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_GetSubscriptionAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_GetTopicAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_GetTopicAttributes.html
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_ListEndpointsByPlatformApplication.html
https://docs.aws.amazon.com/sns/latest/api/API_ListEndpointsByPlatformApplication.html
https://docs.aws.amazon.com/sns/latest/api/API_ListEndpointsByPlatformApplication.html
https://docs.aws.amazon.com/sns/latest/api/API_ListEndpointsByPlatformApplication.html
https://docs.aws.amazon.com/sns/latest/api/API_ListOriginationNumbers.html
https://docs.aws.amazon.com/sns/latest/api/API_ListOriginationNumbers.html
https://docs.aws.amazon.com/sns/latest/api/API_ListOriginationNumbers.html
https://docs.aws.amazon.com/sns/latest/api/API_ListPhoneNumbersOptedOut.html
https://docs.aws.amazon.com/sns/latest/api/API_ListPhoneNumbersOptedOut.html
https://docs.aws.amazon.com/sns/latest/api/API_ListPhoneNumbersOptedOut.html
https://docs.aws.amazon.com/sns/latest/api/API_ListPlatformApplications.html
https://docs.aws.amazon.com/sns/latest/api/API_ListPlatformApplications.html
https://docs.aws.amazon.com/sns/latest/api/API_ListPlatformApplications.html
https://docs.aws.amazon.com/sns/latest/api/API_ListSMSSandboxPhoneNumbers.html
https://docs.aws.amazon.com/sns/latest/api/API_ListSMSSandboxPhoneNumbers.html
https://docs.aws.amazon.com/sns/latest/api/API_ListSMSSandboxPhoneNumbers.html
https://docs.aws.amazon.com/sns/latest/api/API_ListSubscriptions.html
https://docs.aws.amazon.com/sns/latest/api/API_ListSubscriptions.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSubsc 
riptionsB 
yTopic

授予检索对特定主题的所有订
阅的权限。

List topic*    

 ListTagsF 
orResource

授予列出添加到指定 Amazon 
SNS 主题的所有标签的权限

Read topic    

 ListTopics 授予返回请求者主题列表的权
限

List      

 OptInPhon 
eNumber

加入当前已退出的电话号码，
这样您便可以继续向该号码发
送 SMS 消息。

Write      

 Publish 授予向主题的所有订阅终端节
点发送消息的权限

写入 topic*    

 PutDataPr 
otectionPolicy

授予允许主题所有者设置数据
保护策略的权限

写入 topic*    

 RemovePer 
mission

授予从主题的访问控制策略中
删除语句的权限

Permissio 
ns 
managemen 
t

topic*    

 SetEndpoi 
ntAttributes

为受支持推送通知服务（GCM 
和 APNS）之一上的设备设置
终端节点属性。

Write      

 SetPlatfo 
rmApplica 
tionAttributes

为用于受支持推送通知服务
（例如 APNS 和 GCM）的平
台应用程序对象设置属性。

Write     iam:PassR 
ole
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https://docs.aws.amazon.com/sns/latest/api/API_ListSubscriptionsByTopic.html
https://docs.aws.amazon.com/sns/latest/api/API_ListSubscriptionsByTopic.html
https://docs.aws.amazon.com/sns/latest/api/API_ListSubscriptionsByTopic.html
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/sns/latest/api/API_ListTagsForResource.html
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_ListTopics.html
https://docs.aws.amazon.com/sns/latest/api/API_OptInPhoneNumber.html
https://docs.aws.amazon.com/sns/latest/api/API_OptInPhoneNumber.html
https://docs.aws.amazon.com/sns/latest/api/API_Publish.html
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_PutDataProtectionPolicy.html
https://docs.aws.amazon.com/sns/latest/api/API_PutDataProtectionPolicy.html
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_RemovePermission.html
https://docs.aws.amazon.com/sns/latest/api/API_RemovePermission.html
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_SetEndpointAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_SetEndpointAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_SetPlatformApplicationAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_SetPlatformApplicationAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_SetPlatformApplicationAttributes.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SetSMSAtt 
ributes

设置用于发送 SMS 消息和接
收每日 SMS 使用情况报告的
默认设置。

Write      

 SetSubscr 
iptionAtt 
ributes

授予允许订阅所有者将主题属
性设置为新值的权限

Write      

 SetTopicA 
ttributes

授予允许主题所有者将主题属
性设置为新值的权限

权限管理 topic*   iam:PassR 
ole

topic*     Subscribe 通过向终端节点发送确认消
息，授予准备订阅终端节点的
权限

Write

  sns:Endpo 
int

sns:Proto 
col

 

topic     TagResour 
ce

授予向指定的 Amazon SNS 主
题添加标签的权限

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Unsubscribe 授予权限以删除订阅定义。 Write      

topic     UntagReso 
urce

授予从 Amazon SNS 指定服务
器或备份中删除标签的权限

标记

  aws:TagKe 
ys
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https://docs.aws.amazon.com/sns/latest/api/API_SetSMSAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_SetSMSAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_SetSubscriptionAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_SetSubscriptionAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_SetSubscriptionAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_SetTopicAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_SetTopicAttributes.html
#amazonsns-topic
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_Subscribe.html
#amazonsns-sns_Endpoint
#amazonsns-sns_Endpoint
#amazonsns-sns_Protocol
#amazonsns-sns_Protocol
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_TagResource.html
https://docs.aws.amazon.com/sns/latest/api/API_TagResource.html
#amazonsns-aws_RequestTag___TagKey_
#amazonsns-aws_RequestTag___TagKey_
#amazonsns-aws_RequestTag___TagKey_
#amazonsns-aws_TagKeys
#amazonsns-aws_TagKeys
https://docs.aws.amazon.com/sns/latest/api/API_Unsubscribe.html
#amazonsns-topic
https://docs.aws.amazon.com/sns/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/sns/latest/api/API_UntagResource.html
#amazonsns-aws_TagKeys
#amazonsns-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 VerifySMS 
SandboxPh 
oneNumber

授予使用一次性密码 (OTP) 验
证目标电话号码的权限 AWS 
账户

写入      

Amazon SNS 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 topic arn:${Partition}:sns:${Region}:${Acc 
ount}:${TopicName}

aws:ResourceTag/${ 
TagKey}

Amazon SNS 的条件键

Amazon SNS 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString
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https://docs.aws.amazon.com/sns/latest/api/API_VerifySMSSandboxPhoneNumber.html
https://docs.aws.amazon.com/sns/latest/api/API_VerifySMSSandboxPhoneNumber.html
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/sns/latest/dg/CreateTopic.html
#amazonsns-aws_ResourceTag___TagKey_
#amazonsns-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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条件键 描述 类型

 sns:Endpoint 按订阅请求或以前确认的订阅中的 URL、电子邮件地址或 
ARN 筛选访问权限

字符串

 sns:Protocol 按订阅请求或以前确认的订阅中的协议值筛选访问权限 字符串

AWS SQL Workbench 的操作、资源和条件键

AWS SQL Workbench（服务前缀:sqlworkbench）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS SQL Workbench 定义的操作

• AWS SQL Workbench 定义的资源类型

• AWS SQL Workbench 的条件键

由 AWS SQL Workbench 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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https://docs.aws.amazon.com/sns/latest/dg/UsingIAMwithSNS.html#w2ab1c11c23c19
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

chart*     Associate 
Connectio 
nWithChart
[仅权限]

授予将连接与图表关联的权限 写入

connectio 
n*

   

 Associate 
Connectio 
nWithTab [仅
权限]

授予将连接与选项卡关联的权
限

写入 connectio 
n*

   

 Associate 
NotebookW 
ithTab [仅权
限]

授予将笔记本与选项卡关联的
权限

写入 notebook*    

 Associate 
QueryWith 
Tab [仅权限]

授予将查询与选项卡关联的权
限

写入 query*    
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reference_policies_actions-resources-contextkeys.html#actions_table
#awssqlworkbench-chart
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
#awssqlworkbench-connection
#awssqlworkbench-connection
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
#awssqlworkbench-connection
#awssqlworkbench-connection
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
#awssqlworkbench-notebook
#awssqlworkbench-notebook
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
#awssqlworkbench-query
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchDele 
teFolder [仅
权限]

授予权限以删除账户上的文件
夹

写入      

 BatchGetN 
otebookCell
[仅权限]

授予获取账户上笔记本单元格
内容的权限

读取 notebook*    

 CreateAcc 
ount [仅权限]

授予创建 SQLWorkbench 账户
的权限

写入      

chart*     CreateChart
[仅权限]

授予权限以在账户上创建新保
存的图表

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

connectio 
n*

    CreateCon 
nection [仅权
限]

授予权限以在账户上创建新连
接

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateFolder
[仅权限]

授予权限以在账户上创建文件
夹

写入      

 CreateNot 
ebook [仅权
限]

授予在账户上创建新笔记本的
权限

写入 notebook*    
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https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
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#awssqlworkbench-notebook
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https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
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#awssqlworkbench-aws_TagKeys
#awssqlworkbench-aws_TagKeys
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#awssqlworkbench-connection
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
#awssqlworkbench-aws_TagKeys
#awssqlworkbench-aws_TagKeys
#awssqlworkbench-aws_RequestTag___TagKey_
#awssqlworkbench-aws_RequestTag___TagKey_
#awssqlworkbench-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
#awssqlworkbench-notebook
#awssqlworkbench-notebook
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

notebook*     CreateNot 
ebookCell [仅
权限]

授予在账户上创建笔记本单元
格的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

notebook*     CreateNot 
ebookFrom 
Version [仅权
限]

授予在账户上从笔记本版本创
建新笔记本的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

notebook*     CreateNot 
ebookVersion
[仅权限]

授予在账户上创建笔记本版本
的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

授予权限以在账户上创建新保
存的查询

写入 query*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSav 
edQuery [仅
权限]

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteChart
[仅权限]

授予权限以删除账户上的图表 写入 chart*    

 DeleteCon 
nection [仅权
限]

授予权限以删除账户上的连接 写入 connectio 
n*

   

 DeleteNot 
ebook [仅权
限]

授予在账户上移除笔记本的权
限

写入 notebook*    

 DeleteNot 
ebookCell [仅
权限]

授予在账户上移除笔记本单元
格的权限

写入 notebook*    

 DeleteNot 
ebookVersion
[仅权限]

授予在账户上移除笔记本单元
格的权限

写入 notebook*    

 DeleteQCu 
stomContext
[仅权限]

授予权限以删除账户范围的自
定义上下文

写入      

 DeleteSav 
edQuery [仅
权限]

授予权限以删除账户上已保存
的查询

写入 query*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSql 
Generatio 
nContext [仅
权限]

授予删除 sql 生成上下文的权
限

写入      

 DeleteTab
 [仅权限]

授予权限以删除账户上的选项
卡

写入      

 DriverExe 
cute [仅权限]

授予权限以在 Redshift 集群中
执行查询

写入 connectio 
n*

   

notebook*     Duplicate 
Notebook [仅
权限]

授予在账户上通过复制现有笔
记本来创建新笔记本的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 ExportNot 
ebook [仅权
限]

授予在账户上导出笔记本的权
限

读取 notebook*    

 GenerateS 
ession [仅权
限]

授予权限以在账户上生成新会
话

写入      

 GetAccoun 
tInfo [仅权限]

授予权限以获取账户信息 读取      

 GetAccoun 
tSettings [仅
权限]

授予获取账户设置的权限 读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAutoco 
mpletionM 
etadata [仅权
限]

授予权限以获取数据库结构元
数据以实现自动完成

读取      

 GetAutoco 
mpletionR 
esource [仅权
限]

授予权限以获取数据库结构信
息以实现自动完成

读取      

 GetChart [仅
权限]

授予权限以获取账户上的图表 读取 chart*    

 GetConnec 
tion [仅权限]

授予权限以获取账户上的连接 读取 connectio 
n*

   

 GetNotebook
[仅权限]

授予在账户上获取笔记本元数
据的权限

读取 notebook*    

 GetNotebo 
okVersion [仅
权限]

授予在账户上获取笔记本版本
内容的权限

读取 notebook*    

 GetQCusto 
mContext [仅
权限]

授予权限以获取账户范围的自
定义上下文

读取      

 GetQSqlPr 
omptQuotas
[仅权限]

授予权限以获取 Q 生成式 SQL 
最大提示配额

读取      

 GetQSqlRe 
commendat 
ions [仅权限]

授予获取从文本转 SQL 建议的
权限

读取      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetQueryE 
xecutionH 
istory [仅权
限]

授予获取账户的查询执行历史
记录的权限

读取      

 GetSavedQ 
uery [仅权限]

授予权限以获取账户上已保存
的查询

读取 query*    

 GetSchema 
Inference [仅
权限]

授予权限以获取从文件推断的
列和数据类型

读取      

 GetSqlGen 
erationCo 
ntext [仅权限]

授予获取 sql 生成上下文的权
限

读取      

 GetSqlRec 
ommendati 
ons [仅权限]

授予获取从文本转 SQL 建议的
权限

读取      

 GetUserInfo
[仅权限]

授予权限以获取用户信息 读取      

 GetUserWo 
rkspaceSe 
ttings [仅权
限]

授予权限以获取账户中的工作
区设置

读取      

 ImportNot 
ebook [仅权
限]

授予在账户上导入笔记本的权
限

写入 notebook*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 ListConne 
ctions [仅权
限]

授予权限以列出账户上的连接 列表      

 ListDatab 
ases [仅权限]

授予权限以列出 Redshift 集群
的数据库

列表      

 ListFiles [仅
权限]

授予权限以列出文件和文件夹 列表      

 ListNoteb 
ookVersions
[仅权限]

授予在账户上获取笔记本版本
元数据的权限

列表 notebook*    

 ListNoteb 
ooks [仅权限]

授予在账户上列出笔记本的权
限

列表      

 ListQuery 
Execution 
History [仅权
限]

授予列出账户的查询执行历史
记录的权限

列表      

 ListRedsh 
iftClusters [仅
权限]

授予权限以列出账户上的 
Redshift 集群

列表      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSampl 
eDatabases
[仅权限]

授予权限以列出示例数据库 读取      

 ListSaved 
QueryVers 
ions [仅权限]

授予权限以列出账户上已保存
的查询的版本

列表 query*    

 ListTabs [仅
权限]

授予权限以列出账户中的选项
卡

列表      

 ListTagge 
dResources
[仅权限]

授予列出标记的资源的权限 读取      

chart    

connectio 
n

   

notebook    

 ListTagsF 
orResource
[仅权限]

授予权限以列出 sqlworkbench 
资源的标签

读取

query    

 PassAccou 
ntSettings [仅
权限]

授予在请求中提供账户设置的
权限

写入      

 PutQCusto 
mContext [仅
权限]

授予权限以更新账户范围的自
定义上下文

写入      

 PutSqlGen 
erationCo 
ntext [仅权限]

授予更新 sql 生成上下文的权
限

写入      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutTab [仅权
限]

授予权限以创建或更新账户上
的选项卡

写入      

 PutUserWo 
rkspaceSe 
ttings [仅权
限]

授予权限以更新账户中的工作
区设置

写入      

notebook*     RestoreNo 
tebookVer 
sion [仅权限]

授予在账户上将笔记本恢复到
某个版本的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

chart    

connectio 
n

   

notebook    

query    

 TagResour 
ce [仅权限]

授予权限以标记 sqlworkbench 
资源

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 UntagReso 
urce [仅权限]

授予权限以取消标记 
sqlworkbench 资源

标记 chart    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

connectio 
n

   

notebook    

query    

  aws:TagKe 
ys

 

 UpdateAcc 
ountConne 
ctionSettings
[仅权限]

授予权限以更新账户范围的连
接设置

写入      

 UpdateAcc 
ountExpor 
tSettings [仅
权限]

授予权限以更新账户范围的导
出设置

写入      

 UpdateAcc 
ountGener 
alSettings [仅
权限]

授予权限以更新账户范围的常
规设置

写入      

 UpdateAcc 
ountQSqlS 
ettings [仅权
限]

授予更新账户范围的文本转 
SQL 设置的权限

写入      

 UpdateChart
[仅权限]

授予权限以更新账户上的图表 写入 chart*    

AWS SQL 工作台 3998

#awssqlworkbench-connection
#awssqlworkbench-connection
#awssqlworkbench-notebook
#awssqlworkbench-query
#awssqlworkbench-aws_TagKeys
#awssqlworkbench-aws_TagKeys
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-policy-resources.resource-permissions.html
#awssqlworkbench-chart


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

connectio 
n*

    UpdateCon 
nection [仅权
限]

授予权限以更新账户上的连接 写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

chart     UpdateFil 
eFolder [仅权
限]

授予权限以移动账户上的文件 写入

query    

 UpdateFol 
der [仅权限]

授予权限以更新账户上的文件
夹名称和详细信息

写入      

notebook*     UpdateNot 
ebook [仅权
限]

授予在账户上更新笔记本元数
据的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

notebook*     UpdateNot 
ebookCell 
Content [仅权
限]

授予在账户上更新笔记本单元
格内容的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

notebook*     UpdateNot 
ebookCell 
Layout [仅权
限]

授予在账户上更新笔记本单元
格布局的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

query*     UpdateSav 
edQuery [仅
权限]

授予权限以更新账户上已保存
的查询

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

AWS SQL Workbench 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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服务授权参考 服务授权参考

资源类型 ARN 条件键

 connection arn:${Partition}:sqlworkbench:${Regi 
on}:${Account}:connection/${Resource 
Id}

aws:ResourceTag/${ 
TagKey}

 query arn:${Partition}:sqlworkbench:${Regi 
on}:${Account}:query/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 chart arn:${Partition}:sqlworkbench:${Regi 
on}:${Account}:chart/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 notebook arn:${Partition}:sqlworkbench:${Regi 
on}:${Account}:notebook/${ResourceId 
}

aws:ResourceTag/${ 
TagKey}

AWS SQL Workbench 的条件键

AWS SQL Workbench 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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https://docs.aws.amazon.com/redshift/latest/mgmt/query-editor-v2.html
#awssqlworkbench-aws_ResourceTag___TagKey_
#awssqlworkbench-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/query-editor-v2.html
#awssqlworkbench-aws_ResourceTag___TagKey_
#awssqlworkbench-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/redshift/latest/mgmt/query-editor-v2.html
#awssqlworkbench-aws_ResourceTag___TagKey_
#awssqlworkbench-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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Amazon SQS 的操作、资源和条件键

Amazon SQS（服务前缀：sqs）提供以下服务特定的资源、操作和条件上下文键以在 IAM 权限策略
中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon SQS 定义的操作

• Amazon SQS 定义的资源类型

• Amazon SQS 的条件键

Amazon SQS 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-authentication-and-access-control.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddPermis 
sion

为特定委托人的队列授予权限 权限管理 queue*    

 CancelMes 
sageMoveT 
ask

授予权限以取消正在进行的消
息移动任务

写入 queue*    

 ChangeMes 
sageVisibility

授予权限以将队列中指定消息
的可见性超时更改为新值

写入 queue*    

queue*     CreateQue 
ue

授予权限以创建新的队列，或
返回现有队列的 URL

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteMes 
sage

授予权限以从指定队列中删除
指定的消息

写入 queue*    

 DeleteQueue 授予权限以删除由队列 URL 指
定的队列，无论队列是否为空

写入 queue*    
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
#amazonsqs-queue
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
#amazonsqs-aws_RequestTag___TagKey_
#amazonsqs-aws_RequestTag___TagKey_
#amazonsqs-aws_RequestTag___TagKey_
#amazonsqs-aws_TagKeys
#amazonsqs-aws_TagKeys
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
#amazonsqs-queue
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetQueueA 
ttributes

授予权限以获取指定队列的属
性

读取 queue*    

 GetQueueUrl 授予权限以返回现有队列的 
URL

读取 queue*    

 ListDeadL 
etterSour 
ceQueues

授予返回队列列表的权限，这
些队 RedrivePolicy 列的队列属
性配置了死信队列

读取 queue*    

 ListMessa 
geMoveTas 
ks

授予权限以列出消息移动任务 读取 queue*    

 ListQueue 
Tags

授予权限以列出已添加到 SQS 
队列的标签

读取 queue*    

 ListQueues 授予权限以返回队列列表 读取      

 PurgeQueue 授予权限以删除由队列 URL 指
定的队列中的消息

写入 queue*    

 ReceiveMe 
ssage

授予权限以从指定的队列检索
一条或多条消息，最大限制为 
10 条消息

读取 queue*    

 RemovePer 
mission

授予权限以撤销与指定的标签
参数匹配的队列策略中的任何
权限

权限管理 queue*    

 SendMessa 
ge

授予权限以将消息传输到指定
队列中

写入 queue*    

 SetQueueA 
ttributes

授予权限以设置一个或多个队
列属性的值

写入 queue*    
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListDeadLetterSourceQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListDeadLetterSourceQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListDeadLetterSourceQueues.html
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_PurgeQueue.html
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
#amazonsqs-queue
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartMess 
ageMoveTa 
sk

授予权限以启动消息移动任务 写入 queue*    

queue*     TagQueue 授予权限以向指定的 SQS 队列
添加标签

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

queue*     UntagQueue 授予权限以从指定的 SQS 队列
中删除标签

标记

  aws:TagKe 
ys

 

Amazon SQS 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

Note

队列的 ARN 仅在 IAM 权限策略中使用。在 API 和 CLI 调用中，您可以改用队列的 URL。

资源类型 ARN 条件键

 queue arn:${Partition}:sqs:${Region}:${Acc 
ount}:${QueueName}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
#amazonsqs-queue
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
#amazonsqs-aws_RequestTag___TagKey_
#amazonsqs-aws_RequestTag___TagKey_
#amazonsqs-aws_RequestTag___TagKey_
#amazonsqs-aws_TagKeys
#amazonsqs-aws_TagKeys
#amazonsqs-queue
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
#amazonsqs-aws_TagKeys
#amazonsqs-aws_TagKeys
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-queue-types.html
#amazonsqs-aws_ResourceTag___TagKey_
#amazonsqs-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

Amazon SQS 的条件键

Amazon SQS 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Step Functions 的操作、资源和条件键

AWS Step Functions（服务前缀:states）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Step Functions 定义的操作

• AWS Step Functions 定义的资源类型

• AWS Step Functions 的条件键
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reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/step-functions/latest/apireference/
https://docs.aws.amazon.com/step-functions/latest/dg/procedure-create-iam-role.html
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AWS Step Functions 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

activity*     CreateAct 
ivity

授予创建活动的权限 Write

  aws:Reque 
stTag/${T 
agKey}

 

AWS Step Function 4007

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
#awsstepfunctions-activity
https://docs.aws.amazon.com/step-functions/latest/apireference/API_CreateActivity.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_CreateActivity.html
#awsstepfunctions-aws_RequestTag___TagKey_
#awsstepfunctions-aws_RequestTag___TagKey_
#awsstepfunctions-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

statemach 
ine*

  iam:PassR 
ole

states:Pu 
blishStat 
eMachineV 
ersion

 CreateSta 
teMachine

授予创建状态机的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

statemach 
ine*

    CreateSta 
teMachine 
Alias

授予创建状态机别名的权限 写入

  states:St 
ateMachin 
eQualifier

 

 DeleteAct 
ivity

授予删除活动的权限 Write activity*    

 DeleteSta 
teMachine

授予删除状态机的权限 写入 statemach 
ine*

   

 DeleteSta 
teMachine 
Alias

授予删除状态机别名的权限 写入 statemach 
ine*
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#awsstepfunctions-aws_TagKeys
#awsstepfunctions-aws_TagKeys
#awsstepfunctions-statemachine
#awsstepfunctions-statemachine
https://docs.aws.amazon.com/step-functions/latest/apireference/API_CreateStateMachine.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_CreateStateMachine.html
#awsstepfunctions-aws_RequestTag___TagKey_
#awsstepfunctions-aws_RequestTag___TagKey_
#awsstepfunctions-aws_RequestTag___TagKey_
#awsstepfunctions-aws_TagKeys
#awsstepfunctions-aws_TagKeys
#awsstepfunctions-statemachine
#awsstepfunctions-statemachine
https://docs.aws.amazon.com/step-functions/latest/apireference/API_CreateStateMachineAlias.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_CreateStateMachineAlias.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_CreateStateMachineAlias.html
#awsstepfunctions-states_StateMachineQualifier
#awsstepfunctions-states_StateMachineQualifier
#awsstepfunctions-states_StateMachineQualifier
https://docs.aws.amazon.com/step-functions/latest/apireference/API_DeleteActivity.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_DeleteActivity.html
#awsstepfunctions-activity
https://docs.aws.amazon.com/step-functions/latest/apireference/API_DeleteStateMachine.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_DeleteStateMachine.html
#awsstepfunctions-statemachine
#awsstepfunctions-statemachine
https://docs.aws.amazon.com/step-functions/latest/apireference/API_DeleteStateMachineAlias.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_DeleteStateMachineAlias.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_DeleteStateMachineAlias.html
#awsstepfunctions-statemachine
#awsstepfunctions-statemachine
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  states:St 
ateMachin 
eQualifier

 

statemach 
ine*

    DeleteSta 
teMachine 
Version

授予删除状态机版本的权限 写入

  states:St 
ateMachin 
eQualifier

 

 DescribeA 
ctivity

授予描述活动的权限 Read activity*    

execution 
*

    DescribeE 
xecution

授予描述执行的权限 读取

express*    

 DescribeM 
apRun

授予权限以描述映射运行 读取 maprun*    

statemach 
ine*

    DescribeS 
tateMachine

授予描述状态机的权限 读取

  states:St 
ateMachin 
eQualifier

 

statemach 
ine*

    DescribeS 
tateMachi 
neAlias

授予描述状态机别名的权限 读取

  states:St 
ateMachin 
eQualifier
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https://docs.aws.amazon.com/step-functions/latest/apireference/API_DescribeMapRun.html
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https://docs.aws.amazon.com/step-functions/latest/apireference/API_DescribeStateMachine.html
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#awsstepfunctions-states_StateMachineQualifier
#awsstepfunctions-states_StateMachineQualifier
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#awsstepfunctions-statemachine
https://docs.aws.amazon.com/step-functions/latest/apireference/API_DescribeStateMachineAlias.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_DescribeStateMachineAlias.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
tateMachi 
neForExec 
ution

授予描述执行状态机的权限 Read execution 
*

   

 GetActivi 
tyTask

授予工作线程用于检索正在
运行的状态机安排执行的任务
（通过指定活动 ARN）的权限

Write activity*    

 GetExecut 
ionHistory

授予将指定执行历史记录作为
事件列表返回的权限

读取 execution 
*

   

 InvokeHTT 
PEndpoint [仅
权限]

授予调用 HTTP Task 状态的权
限

写入      

 ListActivities 授予列出现有活动的权限 List      

maprun*    

statemach 
ine*

   

 ListExecu 
tions

授予列出状态机执行的权限 列表

  states:St 
ateMachin 
eQualifier

 

 ListMapRuns 授予权限以列出执行的映射运
行

列表 execution 
*

   

 ListState 
MachineAl 
iases

授予列出状态机别名的权限 列表 statemach 
ine*
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https://docs.aws.amazon.com/step-functions/latest/apireference/API_DescribeStateMachineForExecution.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_DescribeStateMachineForExecution.html
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#awsstepfunctions-execution
https://docs.aws.amazon.com/step-functions/latest/apireference/API_ListStateMachineAliases.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_ListStateMachineAliases.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_ListStateMachineAliases.html
#awsstepfunctions-statemachine
#awsstepfunctions-statemachine


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  states:St 
ateMachin 
eQualifier

 

 ListState 
MachineVe 
rsions

授予列出状态机版本的权限 列表 statemach 
ine*

   

 ListState 
Machines

授予列出现有状态机的权限 列表      

activity     ListTagsF 
orResource

授予列出 Ste AWS p 
Functions 资源标签的权限

列表

statemach 
ine

   

 PublishSt 
ateMachin 
eVersion

授予发布状态机版本的权限 写入 statemach 
ine*

   

 RedriveEx 
ecution

授予重新驱动执行的权限 写入 execution 
*

   

 RevealSec 
rets [仅权限]

授予检索执行中的敏感数据的
权限

读取      

 SendTaskF 
ailure

授予工作线程用于报告由 
taskToken 标识的任务已失败
的权限

Write      

 SendTaskH 
eartbeat

授予工作线程用于向服务报
告，由指定的 taskToken 表示
的任务仍在进行中的权限

Write      
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https://docs.aws.amazon.com/step-functions/latest/apireference/API_SendTaskHeartbeat.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_SendTaskHeartbeat.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SendTaskS 
uccess

授予工作线程用于报告由 
taskToken 标识的任务已成功
完成的权限

Write      

statemach 
ine*

    StartExec 
ution

授予启动状态机执行的权限 Write

  states:St 
ateMachin 
eQualifier

 

statemach 
ine*

    StartSync 
Execution

授予启动 Synchronous 
Express 状态机执行的权限

Write

  states:St 
ateMachin 
eQualifier

 

 StopExecu 
tion

授予停止执行的权限 写入 execution 
*

   

activity    

statemach 
ine

   

 TagResour 
ce

授予标记 Ste AWS p 
Functions 资源的权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 TestState 授予测试状态机定义的权限 写入     states:Re 
vealSecre 
ts

activity    

statemach 
ine

   

 UntagReso 
urce

授予从 Ste AWS p Functions 
资源中移除标签的权限

标记

  aws:TagKe 
ys

 

 UpdateMap 
Run

授予权限以更新映射运行 写入 maprun*    

statemach 
ine*

  iam:PassR 
ole

states:Pu 
blishStat 
eMachineV 
ersion

 UpdateSta 
teMachine

授予更新状态机的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateSta 
teMachine 
Alias

授予更新状态机别名的权限 写入 statemach 
ine*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  states:St 
ateMachin 
eQualifier

 

 ValidateS 
tateMachi 
neDefinition

授予权限以测试状态机定义 读取      

AWS Step Functions 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 activity arn:${Partition}:states:${Region}:${ 
Account}:activity:${ActivityName}

aws:ResourceTag/${ 
TagKey}

 execution arn:${Partition}:states:${Region}:${ 
Account}:execution:${StateMachineNam 
e}:${ExecutionId}

aws:ResourceTag/${ 
TagKey}

 express arn:${Partition}:states:${Region}:${ 
Account}:express:${StateMachineName} 
:${ExecutionId}:${ExpressId}

 

 statemach 
ine

arn:${Partition}:states:${Region}:${ 
Account}:stateMachine:${StateMachine 
Name}

aws:ResourceTag/${ 
TagKey}
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资源类型 ARN 条件键

 statemach 
ineversion

arn:${Partition}:states:${Region}:${ 
Account}:stateMachine:${StateMachine 
Name}:${StateMachineVersionId}

aws:ResourceTag/${ 
TagKey}

 statemach 
inealias

arn:${Partition}:states:${Region}:${ 
Account}:stateMachine:${StateMachine 
Name}:${StateMachineAliasName}

aws:ResourceTag/${ 
TagKey}

 maprun arn:${Partition}:states:${Region}:${ 
Account}:mapRun:${StateMachineName}/ 
${MapRunLabel}:${MapRunId}

 

 labelled 
execution

arn:${Partition}:states:${Region}:${ 
Account}:execution:${StateMachineNam 
e}/${MapRunLabel}:${ExecutionId}

 

 labelled 
express

arn:${Partition}:states:${Region}:${ 
Account}:express:${StateMachineName} 
/${MapRunLabel}:${ExecutionId}:${Exp 
ressId}

 

AWS Step Functions 的条件键

AWS Step Functions 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag


服务授权参考 服务授权参考

条件键 描述 类型

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

 states:HT 
TPEndpoint

按请求中的 HTTP Task 状态允许的端点筛选访问权限 字符串

 states:HT 
TPMethod

按请求中的 HTTP Task 状态允许的方法筛选访问权限 字符串

 states:St 
ateMachin 
eQualifier

按状态机 ARN 的限定符筛选访问权限 ArrayOfString

AWS Storage Gateway 的操作、资源和条件键

AWS Storage Gateway（服务前缀:storagegateway）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Storage Gateway 定义的操作

• 由 AWS Storage Gateway 定义的资源类型

• AWS Storage Gateway 的条件键

由 AWS Storage Gateway 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ActivateG 
ateway

授予以下权限：激活您之前在
主机上部署的网关

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 AddCache 授予以下权限：将一个或多个
网关本地磁盘配置为缓存卷网
关的缓存

Write gateway*    

AWS Storage Gatewa 4017

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_TagKeys
#awsstoragegateway-aws_TagKeys
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
#awsstoragegateway-gateway


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cache-
report

   

fs-associ 
ation

   

gateway    

share    

tape    

tapepool    

volume    

 AddTagsTo 
Resource

授予将一个或多个标签添加到
指定资源的权限

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 AddUpload 
Buffer

授予以下权限：将一个或多个
网关本地磁盘配置为指定网关
的上传缓冲区

Write gateway*    

 AddWorkin 
gStorage

授予以下权限：将一个或多个
网关本地磁盘配置为网关的工
作存储

Write gateway*    

tape*     AssignTap 
ePool

授予以下权限：将磁带移动到
指定的目标池

写入

tapepool*    
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#awsstoragegateway-cache-report
#awsstoragegateway-cache-report
#awsstoragegateway-fs-association
#awsstoragegateway-fs-association
#awsstoragegateway-gateway
#awsstoragegateway-share
#awsstoragegateway-tape
#awsstoragegateway-tapepool
#awsstoragegateway-volume
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddTagsToResource.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddTagsToResource.html
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_TagKeys
#awsstoragegateway-aws_TagKeys
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
#awsstoragegateway-gateway
#awsstoragegateway-tape
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssignTapePool.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssignTapePool.html
#awsstoragegateway-tapepool


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
FileSystem

授予将亚马逊 FSx 文件系统与
亚马逊 FSx 文件网关关联的权
限

写入 gateway*   ds:Descri 
beDirecto 
ries

ec2:Descr 
ibeNetwor 
kInterfac 
es

fsx:Descr 
ibeFileSy 
stems

iam:Creat 
eServiceL 
inkedRole

logs:Crea 
teLogDeli 
very

logs:GetL 
ogDeliver 
y

logs:List 
LogDelive 
ries

logs:Upda 
teLogDeli 
very
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

gateway*     AttachVol 
ume

授予以下权限：将卷连接到 
iSCSI 连接，然后将卷附加到
指定的网关

Write

volume*    

 BypassGov 
ernanceRe 
tention

授予以下权限：允许绕过池上
的监管保留锁定

Write tapepool*    

gateway*     CancelArc 
hival

授予权限：取消已经启动的将
虚拟磁带存档到虚拟磁带架 
(VTS) 的过程

写入

tape*    

 CancelCac 
heReport

授予取消缓存报告的权限 写入 cache-
report*

   

gateway*     CancelRet 
rieval

授予以下权限：取消已经启动
的从虚拟磁带架 (VTS) 到网关
检索虚拟磁带的过程

Write

tape*    

gateway*     CreateCac 
hediSCSIV 
olume

授予以下权限：在指定缓存网
关上创建缓存卷 只有网关缓存
卷架构才支持此操作

Write

volume*    
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#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_TagKeys
#awsstoragegateway-aws_TagKeys
#awsstoragegateway-gateway
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CancelArchival.html
#awsstoragegateway-tape
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CancelCacheReport.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CancelCacheReport.html
#awsstoragegateway-cache-report
#awsstoragegateway-cache-report
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CancelRetrieval.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CancelRetrieval.html
#awsstoragegateway-tape
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
#awsstoragegateway-volume


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

gateway*     CreateNFS 
FileShare

授予以下权限：在现有文件网
关上创建 NFS 文件共享

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

gateway*     CreateSMB 
FileShare

授予以下权限：在现有文件网
关上创建 SMB 文件共享

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

volume*     CreateSna 
pshot

授予以下权限：开始创建卷快
照

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_RequestTag___TagKey_
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#awsstoragegateway-aws_TagKeys
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateNFSFileShare.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateNFSFileShare.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSMBFileShare.html
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#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_TagKeys
#awsstoragegateway-aws_TagKeys
#awsstoragegateway-volume
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_TagKeys
#awsstoragegateway-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

volume*     CreateSna 
pshotFrom 
VolumeRec 
overyPoint

授予以下权限：从卷恢复点开
始创建网关快照

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

gateway*     CreateSto 
rediSCSIV 
olume

授予以下权限：在指定网关上
创建卷

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateTap 
ePool

授予以下权限：创建磁带池 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

gateway*    

tapepool*    

 CreateTap 
eWithBarc 
ode

授予以下权限：使用您自己的
条形码创建虚拟磁带

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awsstoragegateway-volume
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#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_TagKeys
#awsstoragegateway-aws_TagKeys
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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#awsstoragegateway-aws_RequestTag___TagKey_
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateTapePool.html
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#awsstoragegateway-aws_TagKeys
#awsstoragegateway-gateway
#awsstoragegateway-tapepool
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateTapeWithBarcode.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateTapeWithBarcode.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateTapeWithBarcode.html
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_TagKeys
#awsstoragegateway-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

gateway*    

tapepool*    

 CreateTapes 授予以下权限：创建一个或多
个虚拟磁带。您将数据写入虚
拟磁带，然后将其存档

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAut 
omaticTap 
eCreation 
Policy

授予以下权限：删除在网关 
VTL 上配置的自动磁带创建策
略

Write gateway*    

 DeleteBan 
dwidthRat 
eLimit

授予以下权限：删除网关的带
宽速率限制

写入 gateway*    

 DeleteCac 
heReport

授予删除与缓存报告关联的元
数据的权限

写入 cache-
report*

   

 DeleteCha 
pCredentials

授予以下权限：删除指定的 
iSCSI 目标及其配套启动程 
序的质询握手身份验证协议 
(CHAP) 凭证

Write target*    

 DeleteFil 
eShare

授予以下权限：从文件网关删
除文件共享

Write share*    

 DeleteGat 
eway

授予权限以删除网关 Write gateway*    
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
#awsstoragegateway-target
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteFileShare.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteFileShare.html
#awsstoragegateway-share
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
#awsstoragegateway-gateway


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSna 
pshotSche 
dule

授予以下权限：删除卷快照 Write volume*    

gateway*     DeleteTape 授予以下权限：删除指定虚拟
磁带

Write

tape*    

 DeleteTap 
eArchive

授予以下权限：从虚拟磁带架 
(VTS) 中删除指定虚拟磁带

Write      

 DeleteTap 
ePool

授予以下权限：删除指定磁带
池

写入 tapepool*    

 DeleteVol 
ume

授予删除您之前使用 
CreateCachediSCSIVolume 
或 CreateStoredi SCSIVolume 
API 创建的指定网关卷的权限

写入 volume*    

 DescribeA 
vailabili 
tyMonitorTest

授予以下权限：获取在网关上
执行的最新高可用性监控测试
的相关信息

Read gateway*    

 DescribeB 
andwidthR 
ateLimit

授予以下权限：获取网关的带
宽速率限制

Read gateway*    

 DescribeB 
andwidthR 
ateLimitS 
chedule

授予以下权限：获取网关的带
宽速率限制计划

Read gateway*    

 DescribeC 
ache

授予以下权限：获取网关的缓
存信息。只有网关缓存卷架构
才支持此操作

读取 gateway*    
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#awsstoragegateway-gateway


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeC 
acheReport

授予获取缓存报告描述的权限 读取 cache-
report*

   

 DescribeC 
achediSCS 
IVolumes

授予以下权限：获取请求中指
定网关卷的描述。只有网关缓
存卷架构才支持此操作

Read volume*    

 DescribeC 
hapCreden 
tials

授予以下权限：获取指定 
iSCSI 目标的质询握手身份验
证协议 (CHAP) 凭证信息，每
对“目标–启动程序”一个

Read target*    

 DescribeF 
ileSystem 
Associations

授予以下权限：获取一个或多
个文件系统关联的描述

Read fs-associ 
ation*

   

 DescribeG 
atewayInf 
ormation

授予以下权限：获取有关网关
的元数据，如名称、网络接
口、已配置的时区和状态（网
关运行与否）

Read gateway*    

 DescribeM 
aintenanc 
eStartTime

授予以下权限：获取网关的周
度维护起始时间信息，包括一
星期中的天和时间

Read gateway*    

 DescribeN 
FSFileShares

授予以下权限：从文件网关获
取一个或多个文件共享的描述

Read share*    

 DescribeS 
MBFileSha 
res

授予以下权限：从文件网关获
取一个或多个文件共享的描述

Read share*    

 DescribeS 
MBSettings

授予以下权限：从文件网关获
取服务器消息块 (SMB) 文件共
享设置的描述

Read gateway*    
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
#awsstoragegateway-volume
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
#awsstoragegateway-target
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeFileSystemAssociations.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeFileSystemAssociations.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeFileSystemAssociations.html
#awsstoragegateway-fs-association
#awsstoragegateway-fs-association
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeNFSFileShares.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeNFSFileShares.html
#awsstoragegateway-share
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSMBFileShares.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSMBFileShares.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSMBFileShares.html
#awsstoragegateway-share
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSMBSettings.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSMBSettings.html
#awsstoragegateway-gateway


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
napshotSc 
hedule

授予以下权限：描述指定网关
卷的快照计划

Read volume*    

 DescribeS 
torediSCS 
IVolumes

授予以下权限：获取请求中指
定网关卷的描述

Read volume*    

 DescribeT 
apeArchives

授予以下权限：获取虚拟磁带
架 (VTS) 中指定虚拟磁带的描 
述

Read      

 DescribeT 
apeRecove 
ryPoints

授予以下权限：获取指定网关 
VTL 可用的虚拟磁带还原点的
列表

Read gateway*    

 DescribeT 
apes

授予以下权限：获取虚拟磁
带的指定 Amazon Resource 
Name (ARN) 的描述

Read gateway*    

 DescribeU 
ploadBuffer

授予以下权限：获取网关的上
传缓冲区的相关信息

Read gateway*    

 DescribeV 
TLDevices

授予以下权限：获取指定网关
的虚拟磁带库 (VTL) 设备的描
述

Read gateway*    

 DescribeW 
orkingSto 
rage

授予以下权限：获取网关的工
作存储的相关信息

Read gateway*    

 DetachVol 
ume

授予以下权限：断开卷与 
iSCSI 的连接，然后将卷从指
定网关中分离

Write volume*    
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
#awsstoragegateway-volume
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
#awsstoragegateway-volume
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeTapeArchives.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeTapeArchives.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeTapeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeTapeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeTapeRecoveryPoints.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeTapes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeTapes.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeUploadBuffer.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeVTLDevices.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeVTLDevices.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DetachVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DetachVolume.html
#awsstoragegateway-volume


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DisableGa 
teway

授予以下权限：在网关不再运
行时禁用网关

写入 gateway*    

 Disassoci 
ateFileSy 
stem

授予解除亚马逊 FSx 文件系统
与亚马逊文件网关关联的权限 
FSx

写入 fs-associ 
ation*

   

 EvictFile 
sFailingU 
pload

授予清除共享缓存中无法上传
到 Amazon S3 的文件条目的
权限

写入 share*    

 JoinDomain 授予以下权限：允许您加入 
Active Directory 域

写入 gateway*    

 ListAutom 
aticTapeC 
reationPo 
licies

授予列出在指定网关 VTL 或
您拥有的所有网关上配置的自
动磁带创建策略的权限 VTLs 
AWS 账户

列表      

 ListCache 
Reports

授予获取您拥有的缓存报告列
表的权限 AWS 账户

列表      

 ListFileS 
hares

授予获取特定文件网关的文件
共享列表或您拥有的文件共享
列表的权限 AWS 账户

列表      

 ListFileS 
ystemAsso 
ciations

授予以下权限：获取指定网关
的文件系统关联列表

列表      

 ListGatew 
ays

授予列出请求 AWS 账户 中
指定区域内由拥有的网关的
权限。返回的列表按网关 
Amazon Resource Name 
(ARN) 排序

List      
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DisableGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DisableGateway.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DisassociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DisassociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DisassociateFileSystem.html
#awsstoragegateway-fs-association
#awsstoragegateway-fs-association
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_EvictFilesFailingUpload.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_EvictFilesFailingUpload.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_EvictFilesFailingUpload.html
#awsstoragegateway-share
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_JoinDomain.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListAutomaticTapeCreationPolicies.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListAutomaticTapeCreationPolicies.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListAutomaticTapeCreationPolicies.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListAutomaticTapeCreationPolicies.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListCacheReports.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListCacheReports.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListFileShares.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListFileShares.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListFileSystemAssociations.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListFileSystemAssociations.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListFileSystemAssociations.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListLocal 
Disks

授予以下权限：获取网关本地
磁盘的列表

List gateway*    

gateway    

share    

tape    

 ListTagsF 
orResource

授予以下权限：获取已添加到
指定资源的标签

列表

volume    

 ListTapeP 
ools

授予列出您拥有的磁带池的权
限 AWS 账户

列表      

 ListTapes 授予以下权限：列出您的虚拟
磁带库 (VTL) 和虚拟磁带架 
(VTS) 中的虚拟磁带

List      

 ListVolum 
eInitiators

授予以下权限：列出与卷连接
的 iSCSI 启动程序

List volume*    

 ListVolum 
eRecovery 
Points

授予以下权限：列出指定网关
的恢复点

List gateway*    

 ListVolumes 授予以下权限：列出网关的 
iSCSI 存储卷

列表      

 NotifyWhe 
nUploaded

当写入您的 NFS 文件共享的所
有文件都已上传到 Amazon S3 
时，授予通过 CloudWatch 事
件向您发送通知的权限

写入 share*    

 RefreshCa 
che

授予以下权限：刷新指定文件
共享的缓存

Write share*    
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
#awsstoragegateway-gateway
#awsstoragegateway-gateway
#awsstoragegateway-share
#awsstoragegateway-tape
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListTagsForResource.html
#awsstoragegateway-volume
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListTapePools.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListTapePools.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListTapes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeInitiators.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeInitiators.html
#awsstoragegateway-volume
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_NotifyWhenUploaded.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_NotifyWhenUploaded.html
#awsstoragegateway-share
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RefreshCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RefreshCache.html
#awsstoragegateway-share


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

cache-
report

   

fs-associ 
ation

   

gateway    

share    

tape    

tapepool    

volume    

 RemoveTag 
sFromReso 
urce

授予从指定资源中删除一个或
多个标签的权限

Tagging

  aws:TagKe 
ys

 

 ResetCache 授予以下权限：重置所有遇到
错误的缓存磁盘，并将它们设
为可用状态，以便重新配置为
缓存存储

Write gateway*    

gateway*     RetrieveT 
apeArchive

授予以下权限：检索从虚拟磁
带架 (VTS) 存档到网关 VTL 的
虚拟磁带

Write

tape*    

gateway*     RetrieveT 
apeRecove 
ryPoint

授予以下权限：检索指定虚拟
磁带的恢复点

Write

tape*    

 SetLocalC 
onsolePas 
sword

授予以下权限：为 VM 本地控
制台设置密码

Write gateway*    
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#awsstoragegateway-cache-report
#awsstoragegateway-cache-report
#awsstoragegateway-fs-association
#awsstoragegateway-fs-association
#awsstoragegateway-gateway
#awsstoragegateway-share
#awsstoragegateway-tape
#awsstoragegateway-tapepool
#awsstoragegateway-volume
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RemoveTagsFromResource.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RemoveTagsFromResource.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RemoveTagsFromResource.html
#awsstoragegateway-aws_TagKeys
#awsstoragegateway-aws_TagKeys
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ResetCache.html
#awsstoragegateway-gateway
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RetrieveTapeArchive.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RetrieveTapeArchive.html
#awsstoragegateway-tape
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RetrieveTapeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RetrieveTapeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RetrieveTapeRecoveryPoint.html
#awsstoragegateway-tape
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_SetLocalConsolePassword.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_SetLocalConsolePassword.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_SetLocalConsolePassword.html
#awsstoragegateway-gateway


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SetSMBGue 
stPassword

授予以下权限：为 SMB Guest 
用户设置密码

Write gateway*    

 ShutdownG 
ateway

授予以下权限：关闭网关 Write gateway*    

 StartAvai 
labilityM 
onitorTest

授予以下权限：启动测试，以
验证是否已为主机环境中的高
可用性监控配置指定网关

写入 gateway*    

share*     StartCach 
eReport

授予启动现有文件共享缓存报
告的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StartGate 
way

授予以下权限：启动您之前关
闭的网关

Write gateway*    

gateway*     UpdateAut 
omaticTap 
eCreation 
Policy

授予以下权限：更新网关 VTL 
上配置的自动磁带创建策略

Write

tapepool*    

 UpdateBan 
dwidthRat 
eLimit

授予以下权限：更新网关的带
宽速率限制

Write gateway*    

 UpdateBan 
dwidthRat 
eLimitSch 
edule

授予以下权限：更新网关的带
宽速率限制计划

Write gateway*    
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_SetSMBGuestPassword.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_SetSMBGuestPassword.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartAvailabilityMonitorTest.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartAvailabilityMonitorTest.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartAvailabilityMonitorTest.html
#awsstoragegateway-gateway
#awsstoragegateway-share
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartCacheReport.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartCacheReport.html
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_RequestTag___TagKey_
#awsstoragegateway-aws_TagKeys
#awsstoragegateway-aws_TagKeys
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
#awsstoragegateway-gateway
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateAutomaticTapeCreationPolicy.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateAutomaticTapeCreationPolicy.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateAutomaticTapeCreationPolicy.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateAutomaticTapeCreationPolicy.html
#awsstoragegateway-tapepool
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimitSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimitSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimitSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimitSchedule.html
#awsstoragegateway-gateway


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateCha 
pCredentials

授予以下权限：更新指定 
iSCSI 目标的质询握手身份验
证协议 (CHAP) 凭证

Write target*    

 UpdateFil 
eSystemAs 
sociation

授予以下权限：更新文件系统
关联

Write fs-associ 
ation*

  logs:Crea 
teLogDeli 
very

logs:Dele 
teLogDeli 
very

logs:GetL 
ogDeliver 
y

logs:List 
LogDelive 
ries

logs:Upda 
teLogDeli 
very

 UpdateGat 
ewayInfor 
mation

授予以下权限：更新网关的元
数据，其中包括网关的名称和
时区

Write gateway*    

 UpdateGat 
ewaySoftw 
areNow

授予以下权限：更新网关虚拟
机 (VM) 软件

Write gateway*    

AWS Storage Gatewa 4031

https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
#awsstoragegateway-target
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateFileSystemAssociation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateFileSystemAssociation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateFileSystemAssociation.html
#awsstoragegateway-fs-association
#awsstoragegateway-fs-association
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
#awsstoragegateway-gateway
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
#awsstoragegateway-gateway


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateMai 
ntenanceS 
tartTime

授予以下权限：更新网关的周
度维护起始时间信息，包括一
星期中的天和时间。维护时间
与网关时区中的时间一致

Write gateway*    

 UpdateNFS 
FileShare

授予以下权限：更新 NFS 文件
共享

Write share*    

 UpdateSMB 
FileShare

授予以下权限：更新 SMB 文
件共享

Write share*    

 UpdateSMB 
FileShare 
Visibility

授予以下权限：更新网关上的
共享是以网络视图显示，还是
以浏览列表显示

写入 gateway*    

 UpdateSMB 
LocalGroups

授予更新对网关上的 SMB 文
件共享具有特殊权限的 Active 
Directory 用户和组列表的权限

写入 gateway*    

 UpdateSMB 
SecurityS 
trategy

授予以下权限：更新文件网关
上的 SMB 安全策略

Write gateway*    

volume*     UpdateSna 
pshotSche 
dule

授予以下权限：更新针对网关
卷配置的快照计划

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UpdateVTL 
DeviceType

授予以下权限：更新网关 VTL 
中介质更换器的类型

写入 device*    
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由 AWS Storage Gateway 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 cache-report arn:${Partition}:storagegateway:${Re 
gion}:${Account}:share/${ShareId}/ca 
che-report/${CacheReportId}

aws:ResourceTag/${ 
TagKey}

 device arn:${Partition}:storagegateway:${Re 
gion}:${Account}:gateway/${GatewayId 
}/device/${Vtldevice}

 

 fs-associ 
ation

arn:${Partition}:storagegateway:${Re 
gion}:${Account}:fs-association/${Fs 
aId}

aws:ResourceTag/${ 
TagKey}

 gateway arn:${Partition}:storagegateway:${Re 
gion}:${Account}:gateway/${GatewayId 
}

aws:ResourceTag/${ 
TagKey}

 share arn:${Partition}:storagegateway:${Re 
gion}:${Account}:share/${ShareId}

aws:ResourceTag/${ 
TagKey}

 tape arn:${Partition}:storagegateway:${Re 
gion}:${Account}:tape/${TapeBarcode}

aws:ResourceTag/${ 
TagKey}

 tapepool arn:${Partition}:storagegateway:${Re 
gion}:${Account}:tapepool/${PoolId}

aws:ResourceTag/${ 
TagKey}

 target arn:${Partition}:storagegateway:${Re 
gion}:${Account}:gateway/${GatewayId 
}/target/${IscsiTarget}
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资源类型 ARN 条件键

 volume arn:${Partition}:storagegateway:${Re 
gion}:${Account}:gateway/${GatewayId 
}/volume/${VolumeId}

aws:ResourceTag/${ 
TagKey}

AWS Storage Gateway 的条件键

AWS Storage Gateway 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

AWS Supply Chain 的操作、资源和条件键

AWS Supply Chain（服务前缀:scn）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 
权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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• AWS Supply Chain 定义的操作

• AWS Supply Chain 定义的资源类型

• AWS Supply Chain 的条件键

AWS Supply Chain 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AssignAdm 
inPermiss 
ionsToUser

授予向联合用户添加 AWS 供
应链管理员权限的权限

写入 instance*    

 CreateBil 
lOfMateri 
alsImportJob

授予创建权限， BillOfMat 
erialsImportJob 该权限将导入 
CSV BillOfMaterials 记录文件

写入 instance*    

 CreateDat 
aIntegrat 
ionFlow

授予 DataIntegrationFlow 可以
从多个源转换为一个目标的创
建权限

写入 instance*    

 CreateDat 
aLakeDataset

授予权限以创建数据湖数据集 写入 instance*    

 CreateDat 
aLakeName 
space

授予创建数据湖命名空间的权
限

写入 instance*    

 CreateIns 
tance

授予创建新 AWS 供应链实例
的权限

写入 instance*    

 CreateSSO 
Application

授予为 AWS 供应链实例创建 
IAM 身份中心应用程序的权限

写入 instance*    

 DeleteDat 
aIntegrat 
ionFlow

授予删除权限 DataInteg 
rationFlow

写入 data-inte 
gration-f 
low*

   

 DeleteDat 
aLakeDataset

授予权限以删除数据库数据集 写入 dataset*    

 DeleteDat 
aLakeName 
space

授予删除数据湖命名空间的权
限

写入 namespace 
*

   

AWS 供应链 4036

https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
#awssupplychain-instance
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
#awssupplychain-instance
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
#awssupplychain-instance
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
#awssupplychain-instance
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
#awssupplychain-instance
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
#awssupplychain-instance
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
#awssupplychain-instance
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
#awssupplychain-data-integration-flow
#awssupplychain-data-integration-flow
#awssupplychain-data-integration-flow
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
#awssupplychain-dataset
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
#awssupplychain-namespace
#awssupplychain-namespace


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteIns 
tance

授予删除 AWS 供应链实例的
权限

写入 instance*    

 DeleteSSO 
Application

授予删除 AWS 供应链实例的 
IAM 身份中心应用程序的权限

写入 instance*    

 DescribeI 
nstance

授予查看 AWS 供应链实例详
细信息的权限

读取 instance*    

 GetBillOf 
Materials 
ImportJob

授予查看状态和详细信息的权
限 BillOfMaterialsImportJob

读取 bill-of-m 
aterials- 
import-jo 
b*

   

 GetDataIn 
tegration 
Event

授予获取 DataIntegrationEvent 读取 instance*    

 GetDataIn 
tegrationFlow

授予获取 DataIntegrationFlow 
详细信息的权限

读取 data-inte 
gration-f 
low*

   

 GetDataIn 
tegration 
FlowExecu 
tion

授予对指定执行某项的特定执
行的权限 DataIntegrationFlow

读取 data-inte 
gration-f 
low*

   

 GetDataLa 
keDataset

授予权限以获取数据集详细信
息

读取 dataset*    

 GetDataLa 
keNamespa 
ce

授予获取命名空间详细信息的
权限

读取 namespace 
*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetInstance 授予查看 AWS 供应链实例详
细信息的权限

读取 instance*    

 ListAdmin 
Users

授予列出实例 AWS 供应链管
理员的权限

列表 instance*    

 ListDataI 
ntegratio 
nEvents

授予列出实例 DataInteg 
rationEvents 下所有内容的权
限

列表 instance*    

 ListDataI 
ntegratio 
nFlowExec 
utions

授予列出指定执行的所有执行
的权限 DataIntegrationFlow

列表 data-inte 
gration-f 
low*

   

 ListDataI 
ntegratio 
nFlows

授予以分页 DataIntegrationFlo 
ws 方式列出所有内容的权限

列表 instance*    

 ListDataL 
akeDatasets

授予权限以列出特定实例和命
名空间下的数据湖数据集

列表 instance*    

 ListDataL 
akeNamesp 
aces

授予列出特定实例下的数据湖
命名空间的权限

列表 instance*    

 ListInstances 授予查看与关联的 AWS 供应
链实例的权限 AWS 账户

列表 instance*    

 ListTagsF 
orResource

授予列出 AWS 供应链资源标
签的权限

列表 instance*    

 RemoveAdm 
inPermiss 
ionsForUser

授予从联合用户中移除 AWS 
供应链管理员权限的权限

写入 instance*    
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#awssupplychain-instance
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SendDataI 
ntegratio 
nEvent

授予创建 DataIntegrationEvent 
将实时摄取数据的权限

写入 instance*    

instance*     TagResour 
ce

授予标记 AWS 供应链资源的
权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

instance*     UntagReso 
urce

授予从 AWS 供应链资源中移
除标签的权限

标记

  aws:TagKe 
ys

 

 UpdateDat 
aIntegrat 
ionFlow

授予更新权限 DataInteg 
rationFlow

写入 data-inte 
gration-f 
low*

   

 UpdateDat 
aLakeDataset

授予权限以更新数据湖数据集 写入 dataset*    

 UpdateDat 
aLakeName 
space

授予更新数据湖命名空间的权
限

写入 namespace 
*

   

 UpdateIns 
tance

授予更新 AWS 供应链实例的
权限

写入 instance*    
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
#awssupplychain-dataset
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
#awssupplychain-namespace
#awssupplychain-namespace
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
#awssupplychain-instance
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AWS Supply Chain 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 instance arn:${Partition}:scn:${Region}:${Acc 
ount}:instance/${InstanceId}

 

 bill-of-m 
aterials- 
import-job

arn:${Partition}:scn:${Region}:${Acc 
ount}:instance/${InstanceId}/bill-of 
-materials-import-job/${JobId}

 

 data-inte 
gration-flow

arn:${Partition}:scn:${Region}:${Acc 
ount}:instance/${InstanceId}/data-in 
tegration-flows/${FlowName}

 

 namespace arn:${Partition}:scn:${Region}:${Acc 
ount}:instance/${InstanceId}/namespa 
ces/${Namespace}

 

 dataset arn:${Partition}:scn:${Region}:${Acc 
ount}:instance/${InstanceId}/namespa 
ces/${Namespace}/datasets/${DatasetN 
ame}

 

AWS Supply Chain 的条件键

AWS Supply Chain 定义了以下条件密钥，这些条件键可用于 IAM 策略的Condition元素。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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reference_policies_actions-resources-contextkeys.html#resources_table
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

使用请求中的标签键值对筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

使用附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString

AWS 支持的操作、资源和条件键

AWS 支持 （服务前缀:support）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权
限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 支持定义的操作

• AWS 支持定义的资源类型

• AWS 支持的条件键

AWS 支持定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

Note

支持 提供了访问、修改和解决案例以及使用 Trusted Advisor 操作的功能。当您使用 Support 
API 调用 Trusted Advisor 相关操作时，任何“trustedadvisor:*”操作都不会限制您的访
问。“trustedadvisor:*”操作仅适用于 AWS Management Console中的 Trusted Advisor。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AddAttach 
mentsToSet

授予向 AWS 支持 案例添加一
个或多个附件的权限

写入      

 AddCommun 
icationTo 
Case

授予在 AWS 支持 案例中添加
客户通信的权限

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCase 授予创建新 AWS 支持 案例的
权限

写入      

 DescribeA 
ttachment

授予描述附件详细信息的权限 读取      

 DescribeC 
aseAttributes

授予允许辅助服务读取 AWS 
支持 案例属性的权限。这是一
项内部管理的功能

读取      

 DescribeC 
aseOptions

授予描述单个 AWS 支持 案例
可用选项的权限。这是一项内
部托管功能

读取      

 DescribeC 
ases

授予列出与给定输入相匹配的 
AWS 支持 案例的权限

读取      

 DescribeC 
ommunicat 
ion

授予获取单个 AWS 支持 案例
的单一通信和附件的权限

读取      

 DescribeC 
ommunicat 
ions

授予列出一个或多个 AWS 支
持 案例的通信和附件的权限

读取      

 DescribeC 
reateCase 
Options

授予描述创建支持案例的可用
选项的权限

读取      

 DescribeI 
ssueTypes

授予返回 AWS 支持 案例问题
类型的权限

读取      

 DescribeS 
ervices

授予列出适用于每项 AWS 服
务的服务和类别的权限

读取      
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https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeAttachment.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeAttachment.html
https://docs.aws.amazon.com/awssupport/latest/user/accessing-support.html
https://docs.aws.amazon.com/awssupport/latest/user/accessing-support.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeCaseOptions.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeCaseOptions.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeCases.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeCases.html
https://docs.aws.amazon.com/awssupport/latest/user/accessing-support.html
https://docs.aws.amazon.com/awssupport/latest/user/accessing-support.html
https://docs.aws.amazon.com/awssupport/latest/user/accessing-support.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeCommunications.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeCommunications.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeCommunications.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeCreateCaseOptions.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeCreateCaseOptions.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeCreateCaseOptions.html
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https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeServices.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeServices.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
everityLevels

授予列出可分配给 AWS 支持 
案例的严重性级别的权限

读取      

 DescribeS 
upportLevel

授予返回 AWS 账户标识符支
持级别的权限

读取      

 DescribeS 
upportedL 
anguages

授予描述给定类别代码、服务
代码和问题类型的可用支持语
言的权限

读取      

 DescribeT 
rustedAdv 
isorCheck 
RefreshSt 
atuses

授予获取基于检查标识符列表
的 Trusted Advisor 刷新检查状
态的权限

读取      

 DescribeT 
rustedAdv 
isorCheck 
Result

授予获取具有指定检查标识符
的 Trusted Advisor 检查结果的
权限

读取      

 DescribeT 
rustedAdv 
isorCheck 
Summaries

授予获取具有指定检查标识符
的 Trusted Advisor 检查结果摘
要的权限

读取      

 DescribeT 
rustedAdv 
isorChecks

授予获取所有可用的 Trusted 
Advisor 检查列表（包括名称、
标识符、类别和描述）的权限

读取      

 GetIntera 
ction

授予权限以检索针对特定交互
的账户和技术问题提供的个性
化疑难解答帮助

读取      
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https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeTrustedAdvisorCheckSummaries.html
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https://docs.aws.amazon.com/awssupport/latest/APIReference/API_DescribeTrustedAdvisorChecks.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_GetInteraction.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_GetInteraction.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 InitiateC 
allForCase

授予在 Cent AWS 支持 er 上发
起呼叫的权限。这是一项内部
托管功能

写入      

 InitiateC 
hatForCase

授予在 AWS 支持 Center 上发
起聊天的权限。这是一项内部
管理的功能

写入      

 PutCaseAt 
tributes

授予允许次要服务将属性附加
到 AWS 支持 案例的权限。这
是一项内部托管功能

写入      

 RateCaseC 
ommunicat 
ion

授予对 AWS 支持 案例沟通进
行评分的权限

写入      

 RefreshTr 
ustedAdvi 
sorCheck

授予请求刷新具有指定检查标
识符的 Trusted Advisor 检查的
权限

写入      

 ResolveCa 
se

授予解决 AWS 支持 案例的权
限

写入      

 SearchFor 
Cases

授予返回与给定输入相匹配的 
AWS 支持 案例列表的权限

读取      

 StartInte 
raction

授予启动特定互动的权限，以
获得针对账户和技术问题的个
性化疑难解答帮助

写入      

 UpdateCas 
eSeverity

授予更新单个 AWS 支持 案例
严重程度的权限。这是一项内
部托管功能

写入      
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https://docs.aws.amazon.com/awssupport/latest/APIReference/API_UpdateCaseSeverity.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_UpdateCaseSeverity.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateInt 
eraction

授予更新特定交互的权限，以
获得针对账户和技术问题的个
性化疑难解答帮助

写入      

AWS 支持定义的资源类型

AWS 支持 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS 支持的访问权
限，请在策略中指定 "Resource": "*"。

AWS 支持的条件键

Support 没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的全
局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS 支持 App in Slack 的操作、资源和条件键

AWS 支持 Slack 中的应用程序（服务前缀:supportapp）提供以下特定于服务的资源、操作和条件上
下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 支持 App in Slack 定义的操作

• AWS 支持 App in Slack 定义的资源类型

• AWS 支持 App in Slack 的条件键
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https://docs.aws.amazon.com/awssupport/latest/APIReference/API_UpdateInteraction.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_UpdateInteraction.html
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AWS 支持 App in Slack 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSla 
ckChannel 
Configuration

授予权限以为您的账户创建 
Slack 通道配置

写入      

 DeleteAcc 
ountAlias

授予权限以从您的账户中删除
别名

写入      
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSla 
ckChannel 
Configuration

授予权限以从您的账户删除 
Slack 通道配置

写入      

 DeleteSla 
ckWorkspa 
ceConfigu 
ration

授予权限以从您的账户删除 
Slack 工作空间配置

写入      

 DescribeS 
lackChannels
[仅权限]

授予在工作区中列出邀请该应
用程序的所有公开 Slack 频道
的 AWS 支持 权限

读取      

 GetAccoun 
tAlias

授予权限以为您的账户获取别
名

读取      

 GetSlackO 
authParam 
eters [仅权限]

授予获取 Slack OAuth 代码参
数的权限， AWS 支持 应用程
序使用该代码来授权工作空间

读取      

 ListSlack 
ChannelCo 
nfigurations

授予权限以为您的账户列出所
有 Slack 通道配置

读取      

 ListSlack 
Workspace 
Configura 
tions

授予权限以为您的账户列出所
有 Slack 工作空间配置

读取      

 PutAccoun 
tAlias

授予权限以为您的账户创建或
更新别名

写入      

 RedeemSla 
ckOauthCode
[仅权限]

授予兑换 Slack OAuth 代码的
权限， AWS 支持 应用程序使
用该代码来授权工作空间

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RegisterS 
lackWorks 
paceForOr 
ganization

授予为属于组织的 Slack 工作
区注册 S AWS 账户 lack 工作
区的权限

写入      

 UpdateSla 
ckChannel 
Configuration

授予权限以为您的账户更新 
Slack 通道配置

写入      

AWS 支持 App in Slack 定义的资源类型

AWS 支持 Slack 中的应用程序不支持在 IAM 政策声明的元素Resource中指定资源 ARN。要允许访
问 AWS 支持 App in Slack，请在策略中指定 "Resource": "*"。

AWS 支持 App in Slack 的条件键

Support App 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS 支持 控制台的操作、资源和条件键

AWS 支持 控制台（服务前缀:support-console）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS 支持 控制台定义的操作

• 由 AWS 支持 控制台定义的资源类型
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https://docs.aws.amazon.com/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html
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https://docs.aws.amazon.com/awssupport/latest/user/support-console-access-control.html
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• AWS 支持 控制台的条件键

由 AWS 支持 控制台定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CheckSubs 
cription [仅权
限]

授予权限以检查该账户是否有
权访问给定产品

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCas 
eDraft [仅权
限]

授予为给定案例类型创建或更
新案例草稿的权限

写入      

 CreateCon 
tact [仅权限]

授予为给定联系人类型创建经
过身份验证的联系人的权限

写入      

 DeleteCas 
eDraft [仅权
限]

授予删除给定案例类型的案例
草稿的权限

写入      

 DescribeD 
ynamicHelp
[仅权限]

授予获取给定服务和类别的动
态帮助资源的权限

读取      

 GetAccoun 
tGovCloud 
Enabled [仅
权限]

授予权限以确定主叫账户是否 
GovCloud 已启用

读取      

 GetAccoun 
tState [仅权
限]

授予获取主叫账户状态的权限 读取      

 GetBanner
 [仅权限]

授予获取支持横幅信息的权限 读取      

 GetCaseDr 
aft [仅权限]

授予获取给定案例类型的案例
草稿的权限

读取      

 GetQuesti 
onnaire [仅权
限]

授予获取反馈调查问卷的权限 读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SaveFeedb 
ack [仅权限]

授予保存调查问卷反馈的权限 写入      

由 AWS 支持 控制台定义的资源类型

AWS 支持 控制台不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许对 AWS 支持 控
制台的访问权限，请在策略中指定 "Resource": "*"。

AWS 支持 控制台的条件键

Support Console 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服
务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS 支持 Plans 的操作、资源和条件键

AWS 支持 计划（服务前缀:supportplans）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS 支持 Plans 定义的操作

• AWS 支持 Plans 定义的资源类型

• AWS 支持 Plans 的条件键
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AWS 支持 Plans 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateSup 
portPlanS 
chedule [仅权
限]

授予为此创建支持计划时间表
的权限 AWS 账户

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSuppor 
tPlan [仅权限]

授予权限以查看有关当前支持
计划的详细信息 AWS 账户

读取      

 GetSuppor 
tPlanUpda 
teStatus [仅
权限]

授予查看请求状态相关详细信
息以更新支持计划的权限

读取      

 ListSuppo 
rtPlanMod 
ifiers [仅权限]

授予权限以查看与此相关的所
有支持计划修改器列表 AWS 
账户

列表      

 StartSupp 
ortPlanUp 
date [仅权限]

授予更新此支持计划的权限 
AWS 账户

写入      

AWS 支持 Plans 定义的资源类型

AWS 支持 计划不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许访问 AWS 支持 
Plans，请在策略中指定 "Resource": "*"。

AWS 支持 Plans 的条件键

Support Plans 没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Sustainability 的操作、资源和条件键

AWS 可持续性（服务前缀:sustainability）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS Sustainability 定义的操作

• 由 AWS Sustainability 定义的资源类型

• AWS Sustainability 的条件键

由 AWS Sustainability 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetCarbon 
Footprint 
Summary

授予权限以查看碳足迹工具 读取      

由 AWS Sustainability 定义的资源类型

AWS 可持续性不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许访问 AWS 
Sustainability，请在策略中指定 "Resource": "*"。

AWS Sustainability 的条件键

可持续发展没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用
的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Systems Manager 的操作、资源和条件键

AWS Systems Manager（服务前缀:ssm）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Systems Manager 定义的操作

• AWS Systems Manager 定义的资源类型

• AWS Systems Manager 的条件键
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security-iam.html
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AWS Systems Manager 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

associati 
on

    AddTagsTo 
Resource

授予为指定 AWS 资源添加或
覆盖一个或多个标签的权限

标记

automatio 
n-executi 
on
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

document    

instance    

maintenan 
cewindow

   

managed-
instance

   

opsitem    

opsmetada 
ta

   

parameter    

patchbase 
line

   

task    

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Associate 
OpsItemRe 
latedItem

授予与关联 RelatedItem 的权
限 OpsItem

写入 opsitem*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelCom 
mand

授予权限以取消指定的 Run 
Command 命令

Write      

 CancelMai 
ntenanceW 
indowExec 
ution

授予权限以取消进行中的维护
时段执行

写入 maintenan 
cewindow*

   

 CreateAct 
ivation

授予创建激活的权限，该激活
用于向 Systems Manager 注册
本地服务器和虚拟机 (VMs)

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

associati 
on*

   

document*    

instance    

managed-
instance

   

 CreateAss 
ociation

授予权限以将指定的 Systems 
Manager 文档与指定的实例或 
其他目标关联

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

document*    

instance    

managed-
instance

   

 CreateAss 
ociationBatch

授予在单个命令中合并多个 
CreateAssociation 操作条目的
权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

document*   iam:PassR 
ole

 CreateDoc 
ument

授予权限以创建 Systems 
Manager SSM 文档

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ssm:Docum 
entType
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateMai 
ntenanceW 
indow

授予权限以创建维护时段 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateOps 
Item

授予 OpsItem 在中创建的权限 
OpsCenter

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateOps 
Metadata

授予为 AWS 资源创建 
OpsMetadata 对象的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePat 
chBaseline

授予权限以创建修补程序基准 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

resourced 
atasync*

    CreateRes 
ourceData 
Sync

授予权限以创建资源数据同步
配置，该配置定期从托管实例
收集清单数据并更新 Amazon 
S3 存储桶中的数据

Write

  ssm:SyncT 
ype
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteAct 
ivation

授予权限以删除托管实例的指
定激活

Write      

associati 
on

   

document    

instance    

managed-
instance

   

 DeleteAss 
ociation

授予权限以从指定实例解除与
指定 SSM 文档的关联

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

document*     DeleteDoc 
ument

授予权限以删除指定 SSM 文
档及其实例关联

Write

  ssm:Docum 
entType

 

 DeleteInv 
entory

授予权限以删除指定的自定义
清单类型或者与自定义清单类
型关联的数据

Write      

 DeleteMai 
ntenanceW 
indow

授予权限以删除指定的维护时
段

写入 maintenan 
cewindow*

   

 DeleteOps 
Item

授予删除的权限 OpsItem 写入 opsitem*    

 DeleteOps 
Metadata

授予删除 OpsMetadata 对象的
权限

写入 opsmetada 
ta*

   

AWS Systems Manager 4062
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

parameter 
*

    DeletePar 
ameter

授予权限以删除一个指定的 
SSM 参数

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

parameter 
*

    DeletePar 
ameters

授予权限以删除多个指定的 
SSM 参数

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeletePat 
chBaseline

授予权限以删除指定的补丁基
准

Write patchbase 
line*

   

resourced 
atasync*

    DeleteRes 
ourceData 
Sync

授予权限以删除指定的资源数
据同步

写入

  ssm:SyncT 
ype

 

document    

opsitemgr 
oup

   

 DeleteRes 
ourcePolicy

授予删除 Systems Manager 资
源策略的权限

权限管理

parameter    

 Deregiste 
rManagedI 
nstance

授予权限以从 Systems 
Manager 取消注册指定的本地 
服务器或虚拟机 (VM)

Write managed-
instance*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ssm:resou 
rceTag/ta 
g-key

 

 Deregiste 
rPatchBas 
elineForP 
atchGroup

授予权限以便为指定的补丁组
取消注册作为默认补丁基准的
指定补丁基准

Write patchbase 
line*

   

maintenan 
cewindow*

    Deregiste 
rTargetFr 
omMainten 
anceWindow

授予权限以从维护时段取消注
册指定的目标

Write

windowtar 
get*

   

maintenan 
cewindow*

    Deregiste 
rTaskFrom 
Maintenan 
ceWindow

授予权限以从维护时段取消注
册指定的任务

Write

windowtas 
k*

   

 DescribeA 
ctivations

授予权限以查看有关指定托管
实例激活的详细信息，例如其
创建时间和使用激活注册的实
例数

Read      

associati 
on

   

document    

instance    

 DescribeA 
ssociation

授予权限以查看指定实例或目
标的指定关联的相关详细信息

Read

managed-
instance

   

AWS Systems Manager 4064

#awssystemsmanager-ssm_resourceTag_tag-key
#awssystemsmanager-ssm_resourceTag_tag-key
#awssystemsmanager-ssm_resourceTag_tag-key
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterPatchBaselineForPatchGroup.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterPatchBaselineForPatchGroup.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterPatchBaselineForPatchGroup.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterPatchBaselineForPatchGroup.html
#awssystemsmanager-patchbaseline
#awssystemsmanager-patchbaseline
#awssystemsmanager-maintenancewindow
#awssystemsmanager-maintenancewindow
#awssystemsmanager-maintenancewindow
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterTargetFromMaintenanceWindow.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterTargetFromMaintenanceWindow.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterTargetFromMaintenanceWindow.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterTargetFromMaintenanceWindow.html
#awssystemsmanager-windowtarget
#awssystemsmanager-windowtarget
#awssystemsmanager-maintenancewindow
#awssystemsmanager-maintenancewindow
#awssystemsmanager-maintenancewindow
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterTaskFromMaintenanceWindow.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterTaskFromMaintenanceWindow.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterTaskFromMaintenanceWindow.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterTaskFromMaintenanceWindow.html
#awssystemsmanager-windowtask
#awssystemsmanager-windowtask
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DescribeActivations.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DescribeActivations.html
#awssystemsmanager-association
#awssystemsmanager-association
#awssystemsmanager-document
#awssystemsmanager-instance
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DescribeAssociation.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DescribeAssociation.html
#awssystemsmanager-managed-instance
#awssystemsmanager-managed-instance


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

associati 
on*

    DescribeA 
ssociatio 
nExecutio 
nTargets

授予权限以查看有关指定关联
执行情况的信息

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

associati 
on*

    DescribeA 
ssociatio 
nExecutions

授予权限以查看指定关联的所
有执行

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeA 
utomation 
Executions

授予权限以查看所有活动和已
终止的 Automation 执行的相关
详细信息

Read      

 DescribeA 
utomation 
StepExecu 
tions

授予权限以查看 Automation 工
作流程中所有活动和已终止的
步骤执行信息

Read automatio 
n-executi 
on*

   

 DescribeA 
vailableP 
atches

授予权限以查看符合包含在补
丁基准中的条件的所有补丁

Read      

document*     DescribeD 
ocument

授予权限以查看有关指定 SSM 
文档的详细信息

Read

  ssm:Docum 
entType
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeD 
ocumentPa 
rameters

授予权限以在 Systems 
Manager 控制台中显示有关 
SSM 文档参数的信息（内部 
Systems Manager 操作）

Read document*    

document*     DescribeD 
ocumentPe 
rmission

授予权限以查看指定 SSM 文
档的权限

Read

  ssm:Docum 
entType

 

instance*    

managed-
instance*

   

 DescribeE 
ffectiveI 
nstanceAs 
sociations

授予权限以查看指定实例的所
有当前关联

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeE 
ffectiveP 
atchesFor 
PatchBase 
line

授予权限以查看当前与指定补
丁基准关联的补丁的相关详细
信息（仅 Windows）

Read patchbase 
line*

   

instance*    

managed-
instance*

   

 DescribeI 
nstanceAs 
sociation 
sStatus

授予权限以查看指定实例的关
联的状态

Read

  aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeI 
nstanceIn 
formation

授予权限以查看有关指定实例
的详细信息

Read      

instance*    

managed-
instance*

   

 DescribeI 
nstancePa 
tchStates

授予权限以查看指定实例上有
关补丁的状态详细信息

Read

  aws:Resou 
rceTag/${ 
TagKey}

ssm:resou 
rceTag/${ 
TagKey}

 

 DescribeI 
nstancePa 
tchStates 
ForPatchG 
roup

授予权限以描述指定修补程序
组中实例的高级修补程序状态

Read      

instance*    

managed-
instance*

   

 DescribeI 
nstancePa 
tches

授予权限以查看有关指定实例
上补丁的一般详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

ssm:resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeI 
nstancePr 
operties

向用户的 Amazon EC2 控制台
授予呈现托管实例节点的权限

读取      

 DescribeI 
nventoryD 
eletions

授予权限以查看有关指定库存
删除的详细信息

Read      

 DescribeM 
aintenanc 
eWindowEx 
ecutionTa 
skInvocations

授予权限以查看某个维护时段
的指定任务执行的详细信息

List      

 DescribeM 
aintenanc 
eWindowEx 
ecutionTasks

授予权限以查看在指定维护时
段执行期间运行的任务的相关
详细信息

List      

 DescribeM 
aintenanc 
eWindowEx 
ecutions

授予权限以查看指定维护时段
的执行

List maintenan 
cewindow*

   

 DescribeM 
aintenanc 
eWindowSc 
hedule

授予权限以查看有关指定维护
时段即将开始的执行的详细信
息

List      

 DescribeM 
aintenanc 
eWindowTa 
rgets

授予权限以查看与指定维护时
段关联的目标的列表

List maintenan 
cewindow*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeM 
aintenanc 
eWindowTa 
sks

授予权限以查看与指定维护时
段关联的任务的列表

List maintenan 
cewindow*

   

 DescribeM 
aintenanc 
eWindows

授予权限以查看有关所有维护
时段或指定维护时段的信息

List      

 DescribeM 
aintenanc 
eWindowsF 
orTarget

授予权限以查看与指定实例关
联的维护时段目标和任务相关
的信息

列表      

 DescribeO 
psItems

授予查看有关指定详细信息的
权限 OpsItems

读取      

 DescribeP 
arameters

授予权限以查看有关指定 SSM 
参数的详细信息

List      

 DescribeP 
atchBasel 
ines

授予权限以查看符合指定条件
的补丁基准的信息

List      

 DescribeP 
atchGroup 
State

授予权限以查看指定补丁组的
补丁的聚合状态详细信息

列表      

 DescribeP 
atchGroups

授予权限以查看指定补丁组的
补丁基准相关信息

List      

 DescribeP 
atchPrope 
rties

授予权限以查看指定操作系统
和补丁属性的可用补丁的详细
信息

List      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeS 
essions

授予权限以查看满足指定搜索
条件的近期会话管理器会话的
列表

列表      

 Disassoci 
ateOpsIte 
mRelatedI 
tem

授予取消关联 RelatedItem 的
权限 OpsItem

写入 opsitem*    

 ExecuteAPI 向 Systems Manager 委派的
管理员授予权限，使其能够查
看中 OpsItems 多个 AWS 账
户的相关资源详细信息 AWS 
Management Console

读取      

 GetAccess 
Token

授予返回用于 just-in-time节点
访问权限的证书集的权限

读取 opsitem*    

automatio 
n-executi 
on*

    GetAutoma 
tionExecution

授予权限以查看指定 
Automation 执行的详细信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetCalendar
[仅权限]

授予查看特定日历详细信息的
权限

读取 document*    

 GetCalend 
arState

授予权限以查看更改日历或更
改日历列表的日历状态

Read document*    

 GetComman 
dInvocation

授予权限以查看有关指定调用
或插件的命令执行的详细信息

Read      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

instance    

managed-
instance

   

task    

 GetConnec 
tionStatus

授予权限以查看指定托管实例
的会话管理器连接状态

Read

  ssm:resou 
rceTag/${ 
TagKey}

aws:Resou 
rceTag/${ 
TagKey}

 

 GetDefaul 
tPatchBas 
eline

授予权限以查看指定操作系统
类型的当前默认补丁基准

Read patchbase 
line*

   

 GetDeploy 
ablePatch 
SnapshotF 
orInstance

授予权限以检索指定实例的当
前补丁基准快照

Read      

document*     GetDocume 
nt

授予权限以查看指定 SSM 文
档的内容

读取

  ssm:Docum 
entCatego 
ries

ssm:Docum 
entType
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetExecut 
ionPreview

授予检索现有预览的权限，该
预览显示了运行指定自动化 
Runbook 会对目标资源产生的 
影响

读取      

 GetInventory 授予权限以根据指定条件查看
实例清单详细信息

Read      

 GetInvent 
orySchema

授予权限以查看指定清单项目
类型的清单类型或属性名称的
列表

Read      

 GetMainte 
nanceWind 
ow

授予权限以查看有关指定维护
时段的详细信息

Read maintenan 
cewindow*

   

 GetMainte 
nanceWind 
owExecution

授予权限以查看有关指定维护
时段执行的详细信息

Read      

 GetMainte 
nanceWind 
owExecuti 
onTask

授予权限以查看有关指定维护
时段执行任务的详细信息

Read      

 GetMainte 
nanceWind 
owExecuti 
onTaskInv 
ocation

授予权限以查看在特定目标上
运行的特定维护时段任务的详
细信息

Read      

 GetMainte 
nanceWind 
owTask

授予权限以查看在指定维护时
段中注册的任务的详细信息

读取 maintenan 
cewindow*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetManifest
[仅权限]

为 Systems Manager 和 SSM 
Agent 授予权限以确定实例的
包安装要求（内部 Systems 
Manager 调用）

读取      

 GetOpsItem 授予查看有关指定信息的权限 
OpsItem

读取 opsitem*    

 GetOpsMet 
adata

授予检索 OpsMetadata 对象的
权限

读取 opsmetada 
ta*

   

 GetOpsSum 
mary

OpsItems 根据指定的筛选器和 
聚合器授予查看有关摘要信息
的权限

读取 resourced 
atasync*

   

parameter 
*

    GetParame 
ter

授予权限以查看有关指定参数
的信息

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

parameter 
*

    GetParame 
terHistory

授予权限以查看指定参数的详
细信息和更改

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

parameter 
*

    GetParame 
ters

授予权限以查看有关多个指定
参数的信息

Read

  aws:Resou 
rceTag/${ 
TagKey}
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

parameter 
*

    GetParame 
tersByPath

授予权限以查看指定层次结构
中参数的信息

Read

  ssm:Recur 
sive

 

 GetPatchB 
aseline

授予权限以查看有关指定补丁
基准的信息

Read patchbase 
line*

   

 GetPatchB 
aselineFo 
rPatchGroup

授予权限以查看指定补丁组的
当前补丁基准的 ID

读取      

document    

opsitemgr 
oup

   

 GetResour 
cePolicies

授予检索 Systems Manager 资
源策略列表的权限

列表

parameter    

 GetServic 
eSetting

授予查看服务的账户级别设置
的权限 AWS

读取 servicese 
tting*

   

parameter 
*

    LabelPara 
meterVersion

授予权限以将标识标签应用于
参数的指定版本

Write

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListAssoc 
iationVer 
sions

授予权限以列出指定关联的版
本

List associati 
on*
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https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_ListAssociationVersions.html
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListAssoc 
iations

授予权限以列出指定 SSM 文
档或托管实例的关联

List      

 ListComma 
ndInvocations

授予权限以列出有关发送到指
定实例的命令调用的信息

列表      

 ListComma 
nds

授予权限以列出发送到指定实
例的命令

列表      

 ListCompl 
ianceItems

授予权限以列出指定资源上指
定资源类型的合规性状态

List      

 ListCompl 
ianceSumm 
aries

授予权限以列出对于指定的合
规性类型，合规以及不合规资
源的摘要计数

List      

document*     ListDocum 
entMetada 
taHistory

授予查看有关指定 SSM 文档
的元数据历史记录的权限

列表

  ssm:Docum 
entType

 

document*     ListDocum 
entVersions

授予权限以列出指定文档的所
有版本

List

  ssm:Docum 
entType

 

 ListDocum 
ents

授予权限以查看指定 SSM 文
档的相关信息

列表      
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

instance    

managed-
instance

   

 ListInsta 
nceAssoci 
ations

授予 SSM Agent 检查新的 
State Manager 关联（内部 
Systems Manager 调用）的权
限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListInven 
toryEntries

授予权限以查看指定实例的指
定清单类型的列表

列表      

 ListNodes 授予基于指定筛选器查看托管
节点详细信息的权限

列表 resourced 
atasync*

   

 ListNodes 
Summary

授予基于指定筛选器和聚合器
查看托管节点摘要信息的权限

列表 resourced 
atasync*

   

 ListOpsIt 
emEvents

授予查看相关详细信息的权限 
OpsItemEvents

列表      

 ListOpsIt 
emRelated 
Items

授予查看相关详细信息的权限 
OpsItem RelatedItems

列表      

 ListOpsMe 
tadata

授予查看 OpsMetadata 对象列
表的权限

列表      

 ListResou 
rceCompli 
anceSumma 
ries

授予权限以列出资源级摘要计
数

List      

 ListResou 
rceDataSync

授予权限以列出有关账户中资
源数据同步配置的信息

List   ssm:SyncT 
ype
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

associati 
on

   

automatio 
n-executi 
on

   

document    

maintenan 
cewindow

   

managed-
instance

   

opsitem    

opsmetada 
ta

   

parameter    

patchbase 
line

   

 ListTagsF 
orResource

授予权限以查看指定资源的资
源标签的列表

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

document*     ModifyDoc 
umentPerm 
ission

授予与指定 AWS 账户公开或
私下共享自定义 SSM 文档的
权限

权限管理

  ssm:Docum 
entType

 

 PutCalendar
[仅权限]

授予对 create/edit 特定日历的
权限

写入 document*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

instance    

managed-
instance

   

 PutCompli 
anceItems

授予权限以在指定资源上注册
合规性类型和其他合规性详细
信息

写入

  ssm:Sourc 
eInstance 
ARN

ec2:Sourc 
eInstance 
ARN

 

 PutConfig 
urePackag 
eResult [仅权
限]

为 SSM Agent 授予权限以生成
特定代理请求结果的报告（内
部 Systems Manager 调用）

读取      

 PutInventory 授予权限以在多个指定的托管
实例上添加或更新清单项目

Write   ssm:Inven 
toryTypeN 
ame

 

 PutParame 
ter

授予权限以创建 SSM 参数 写入 parameter 
*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ssm:Overw 
rite

ssm:Polic 
ies

 

document    

opsitemgr 
oup

   

 PutResour 
cePolicy

授予创建或更新 Systems 
Manager 资源策略的权限

权限管理

parameter    

 RegisterD 
efaultPat 
chBaseline

授予权限以便为操作系统类型
指定默认补丁基准

写入 patchbase 
line*

   

 RegisterM 
anagedIns 
tance

授予注册 Systems Manager 
Agent 的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 RegisterP 
atchBasel 
ineForPat 
chGroup

授予权限以便为指定的补丁组
指定默认补丁基准

Write patchbase 
line*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RegisterT 
argetWith 
Maintenan 
ceWindow

授予权限以将目标注册到指定
的维护时段

Write maintenan 
cewindow*

   

 RegisterT 
askWithMa 
intenance 
Window

授予权限以将任务注册到指定
的维护时段

Write maintenan 
cewindow*

   

associati 
on

   

automatio 
n-executi 
on

   

document    

instance    

maintenan 
cewindow

   

managed-
instance

   

opsitem    

opsmetada 
ta

   

 RemoveTag 
sFromReso 
urce

授予权限以从指定资源中删除
指定标签键

标记

parameter    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

patchbase 
line

   

task    

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 ResetServ 
iceSetting

授予将的服务设置重置 AWS 
账户 为默认值的权限

写入 servicese 
tting*

   

session*     ResumeSes 
sion

授予权限以将会话管理器会话
重新连接到托管实例

Write

  ssm:resou 
rceTag/
aw 
s:ssmmess 
ages:sess 
ion-id

ssm:resou 
rceTag/
aw 
s:ssmmess 
ages:targ 
et-id

 

 SendAutom 
ationSignal

授予权限以发送信号，更改指
定 Automation 执行的当前行为
或状态

Write automatio 
n-executi 
on*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

document*    

bucket    

instance    

managed-
instance

   

 SendComma 
nd

授予权限以在一个或多个指定
托管实例上运行命令

写入

  aws:Resou 
rceTag/${ 
TagKey}

ssm:resou 
rceTag/${ 
TagKey}

 

instance    

managed-
instance

   

 StartAcce 
ssRequest

授予启动 just-in-time节点访问
会话工作流程的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 StartAsso 
ciationsOnce

授予权限以手动运行指定关联 Write associati 
on*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

automatio 
n-definit 
ion*

   

document*    

 StartAuto 
mationExe 
cution

授予权限以启动 Automation 文
档的执行

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

automatio 
n-definit 
ion*

   

document*    

 StartChan 
geRequest 
Execution

授予启动 Automation Change 
Template 文档的执行的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ssm:AutoA 
pprove
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartExec 
utionPreview

授予创建预览的权限，该预览
会显示运行指定自动运行手册
会对目标资源产生的影响

读取      

document    

instance    

managed-
instance

   

task    

 StartSession 授予权限以便为会话管理器会
话启动与指定目标的连接

Write

  ssm:Sessi 
onDocumen 
tAccessCh 
eck

ssm:resou 
rceTag/${ 
TagKey}

aws:Resou 
rceTag/${ 
TagKey}

ssm:Acces 
sRequestI 
d

 

 StopAutom 
ationExec 
ution

授予权限以停止已在进行的指
定 Automation 执行

Write automatio 
n-executi 
on*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

session*     Terminate 
Session

授予权限以永久结束与实例的
会话管理器连接

写入

  ssm:resou 
rceTag/
aw 
s:ssmmess 
ages:sess 
ion-id

ssm:resou 
rceTag/
aw 
s:ssmmess 
ages:targ 
et-id

 

parameter 
*

    UnlabelPa 
rameterVe 
rsion

授予从参数的指定版本移除标
识标签的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

associati 
on*

   

document    

 UpdateAss 
ociation

授予权限以更新关联并立即在
指定目标上运行关联

Write

instance    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

managed-
instance

   

  aws:Resou 
rceTag/${ 
TagKey}

 

document*    

instance    

managed-
instance

   

 UpdateAss 
ociationS 
tatus

授予权限以更新与指定实例关
联的 SSM 文档的状态

Write

  ssm:Sourc 
eInstance 
ARN

ec2:Sourc 
eInstance 
ARN

aws:Resou 
rceTag/${ 
TagKey}

 

document*     UpdateDoc 
ument

授予权限以更新 SSM 文档的
一个或多个值

Write

  ssm:Docum 
entType

 

document*     UpdateDoc 
umentDefa 
ultVersion

授予权限以更改 SSM 文档的
默认版本

Write

  ssm:Docum 
entType
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

document*     UpdateDoc 
umentMeta 
data

授予更新 SSM 文档元数据的
权限

写入

  ssm:Docum 
entType

 

associati 
on*

   

instance    

managed-
instance

   

 UpdateIns 
tanceAsso 
ciationStatus
[仅权限]

为 SSM Agent 授予权限以更
新当前正在运行的关联的状态
（内部 Systems Manager 调
用）

写入

  ssm:Sourc 
eInstance 
ARN

ec2:Sourc 
eInstance 
ARN

aws:Resou 
rceTag/${ 
TagKey}

 

instance     UpdateIns 
tanceInfo 
rmation

为 SSM Agent 授予权限以向云
中的 Systems Manager 服务发
送检测信号

写入

managed-
instance
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  ssm:Sourc 
eInstance 
ARN

ec2:Sourc 
eInstance 
ARN

 

 UpdateMai 
ntenanceW 
indow

授予权限以更新指定的维护时
段

Write maintenan 
cewindow*

   

maintenan 
cewindow*

    UpdateMai 
ntenanceW 
indowTarget

授予权限以更新指定的维护时
段目标

Write

windowtar 
get*

   

maintenan 
cewindow*

    UpdateMai 
ntenanceW 
indowTask

授予权限以更新指定的维护时
段任务

Write

windowtas 
k*

   

iam-role*    

managed-
instance*

   

 UpdateMan 
agedInsta 
nceRole

授予权限以分配或更改分配给
指定托管实例的 IAM 角色

写入

  ssm:resou 
rceTag/ta 
g-key

 

 UpdateOps 
Item

授予编辑或更改的权限 
OpsItem

写入 opsitem*    
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateOps 
Metadata

授予更新 OpsMetadata 对象的
权限

写入 opsmetada 
ta*

   

 UpdatePat 
chBaseline

授予权限以更新指定的补丁基
准

Write patchbase 
line*

   

resourced 
atasync*

    UpdateRes 
ourceData 
Sync

授予权限以更新资源数据同步 写入

  ssm:SyncT 
ype

 

 UpdateSer 
viceSetting

授予更新服务设置的权限 AWS 
账户

写入 servicese 
tting*

   

AWS Systems Manager 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

Note

某些 State Manager API 参数已被弃用。这可能会导致意外行为。有关更多信息，请参阅使用 
IAM 处理关联。

资源类型 ARN 条件键

 association arn:${Partition}:ssm:${Region}:${Acc 
ount}:association/${AssociationId}

aws:ResourceTag/${ 
TagKey}
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服务授权参考 服务授权参考

资源类型 ARN 条件键

 automation-
execution

arn:${Partition}:ssm:${Region}:${Acc 
ount}:automation-execution/${Automat 
ionExecutionId}

aws:ResourceTag/${ 
TagKey}

ssm:resourceTag/tag-
key

 automation-
definition

arn:${Partition}:ssm:${Region}:${Acc 
ount}:automation-definition/${Automa 
tionDefinitionName}:${VersionId}

 

 bucket arn:${Partition}:s3:::${BucketName}  

 document arn:${Partition}:ssm:${Region}:${Acc 
ount}:document/${DocumentName}

aws:ResourceTag/${ 
TagKey}

ssm:DocumentCatego 
ries

ssm:DocumentType

ssm:resourceTag/${ 
TagKey}

 iam-role arn:${Partition}:iam::${Account}:rol 
e/${RoleName}

 

 instance arn:${Partition}:ec2:${Region}:${Acc 
ount}:instance/${InstanceId}

aws:ResourceTag/${ 
TagKey}

ssm:resourceTag/${ 
TagKey}

 maintenan 
cewindow

arn:${Partition}:ssm:${Region}:${Acc 
ount}:maintenancewindow/${ResourceId 
}

aws:ResourceTag/${ 
TagKey}

ssm:resourceTag/tag-
key
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服务授权参考 服务授权参考

资源类型 ARN 条件键

 managed-i 
nstance

arn:${Partition}:ssm:${Region}:${Acc 
ount}:managed-instance/${InstanceId}

aws:ResourceTag/${ 
TagKey}

ssm:resourceTag/tag-
key

 managed-
instance-i 
nventory

arn:${Partition}:ssm:${Region}:${Acc 
ount}:managed-instance-inventory/${I 
nstanceId}

 

 opsitem arn:${Partition}:ssm:${Region}:${Acc 
ount}:opsitem/${ResourceId}

aws:ResourceTag/${ 
TagKey}

 opsitemgr 
oup

arn:${Partition}:ssm:${Region}:${Acc 
ount}:opsitemgroup/default

 

 opsmetadata arn:${Partition}:ssm:${Region}:${Acc 
ount}:opsmetadata/${ResourceId}

aws:ResourceTag/${ 
TagKey}

ssm:resourceTag/${ 
TagKey}

 parameter arn:${Partition}:ssm:${Region}:${Acc 
ount}:parameter/${ParameterNameWitho 
utLeadingSlash}

aws:ResourceTag/${ 
TagKey}

ssm:resourceTag/tag-
key

 patchbase 
line

arn:${Partition}:ssm:${Region}:${Acc 
ount}:patchbaseline/${PatchBaselineI 
dResourceId}

aws:ResourceTag/${ 
TagKey}

ssm:resourceTag/tag-
key
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服务授权参考 服务授权参考

资源类型 ARN 条件键

 session arn:${Partition}:ssm:${Region}:${Acc 
ount}:session/${SessionId}

ssm:resourceTag/aw 
s:ssmmessages:sess 
ion-id

ssm:resourceTag/aw 
s:ssmmessages:targ 
et-id

 resourced 
atasync

arn:${Partition}:ssm:${Region}:${Acc 
ount}:resource-data-sync/${SyncName}

 

 servicese 
tting

arn:${Partition}:ssm:${Region}:${Acc 
ount}:servicesetting/${ResourceId}

 

 windowtarget arn:${Partition}:ssm:${Region}:${Acc 
ount}:windowtarget/${WindowTargetId}

aws:ResourceTag/${ 
TagKey}

ssm:resourceTag/tag-
key

 windowtask arn:${Partition}:ssm:${Region}:${Acc 
ount}:windowtask/${WindowTaskId}

aws:ResourceTag/${ 
TagKey}

ssm:resourceTag/tag-
key

 task arn:${Partition}:ecs:${Region}:${Acc 
ount}:task/${TaskId}

aws:ResourceTag/${ 
TagKey}

AWS Systems Manager 的条件键

AWS Systems Manager 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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服务授权参考 服务授权参考

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据指定标签的允许值集按“创建”请求筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据分配给资源的标签键值对筛选访问权限 AWS 字符串

 aws:TagKeys 根据请求中是否具有必需标签按“创建”请求筛选访问权限 ArrayOfString

 ec2:Sourc 
eInstanceARN

按发起请求的实例的 ARN 筛选访问 ARN

 ssm:Acces 
sRequestId

通过验证用户是否有权访问请求中指定的访问请求 ID 来筛
选访问权限

字符串

 ssm:AutoA 
pprove

通过验证用户是否有权启动 Change Manager 工作流而不
执行某个审核步骤（变更冻结事件除外）来筛选访问权限

布尔型

 ssm:Docum 
entCategories

通过验证用户是否有权访问属于特定类别的文档来筛选访
问权限

ArrayOfString

 ssm:Docum 
entType

通过验证用户是否有权访问属于特定文档类型的文档来筛
选访问权限。仅在 “aws”、“aws-cn” 和 “” 分区中可用 aws-
us-gov

字符串

 ssm:Inven 
toryTypeName

通过验证用户是否也可以访问请求中 InventoryType 指定
的内容来筛选访问权限

ArrayOfString

 ssm:Overwrite 按控制是否可以覆盖 Systems Manager 参数筛选访问权限 字符串

 ssm:Policies 通过控制 IAM 实体（用户或角色）是否可以创建或更新包
含参数策略的参数来筛选访问权限

字符串

 ssm:Recursive 按在某个层次结构中创建的 Systems Manager 参数筛选访
问权限

字符串
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条件键 描述 类型

 ssm:Sessi 
onDocumen 
tAccessCheck

验证用户是否有权访问默认会话管理器配置文档或在请求
中指定的自定义配置文档，从而筛选访问

布尔型

 ssm:Sourc 
eInstanceARN

通过验证发出请求的 AWS 系统管理员托管实例的 
Amazon 资源名称 (ARN) 来筛选访问权限。当请求来自通
过与实例配置文件关联的 IAM 角色进行身份验证的托管实
例时，此密钥不存在 EC2

ARN

 ssm:SyncType 通过验证用户是否也可以访问请求中 ResourceDataSync 
SyncType 指定的内容来筛选访问权限

字符串

 ssm:resou 
rceTag/${ 
TagKey}

按分配给 Systems Manager 资源的标签键值对筛选访问权
限

字符串

 ssm:resou 
rceTag/aw 
s:ssmmess 
ages:session-id

根据分配给 Systems Manager 会话资源的标签键/值对筛
选访问权限

字符串

 ssm:resou 
rceTag/aw 
s:ssmmess 
ages:target-id

根据分配给 Systems Manager 会话资源的标签键/值对筛
选访问权限

字符串

 ssm:resou 
rceTag/tag-key

根据分配给 Systems Manager 资源的标签键/值对筛选访
问权限

字符串

AWS Systems Manager for SAP 的操作、资源和条件键

AWS Systems Manager for SAP（服务前缀:ssm-sap）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Systems Manager for SAP 定义的操作

• AWS Systems Manager for SAP 定义的资源类型

• AWS Systems Manager for SAP 的条件键

AWS Systems Manager for SAP 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BackupDat 
abase

授予权限以对指定数据库执行
备份操作

写入      

 DeleteRes 
ourcePerm 
ission

授予权限以删除与 SSM for 
SAP 数据库资源关联的 SSM 
for SAP 级别资源

写入      

 Deregiste 
rApplication

授予权限以使用 SSM for SAP 
注销 SAP 应用程序

写入 applicati 
on

   

 GetApplic 
ation

授予权限以通过提供应用程序 
ID 或应用程序 ARN，访问在 
SSM for SAP 注册的应用程序
的信息

读取      

 GetCompon 
ent

授予权限以通过提供应用程序 
ID 和组件 ID，访问在 SSM for 
SAP 注册的组件信息

读取 component    

 GetDatabase 授予权限以通过提供应用程序 
ID、组件 ID 和数据库 ID，访
问在 SSM for SAP 注册的数据
库信息

读取      

 GetOperat 
ion

授予权限以通过提供操作 ID 访
问操作的相关信息

读取      

 GetResour 
cePermission

授予权限以获取与 SSM for 
SAP 数据库资源关联的 SSM 
for SAP 级别资源

读取      

 ListAppli 
cations

授予权限以检索客户名下在 
SSM for SAP 中注册的所有应
用程序的列表 AWS 账户

列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListCompo 
nents

授予权限以检索客户账户或特
定应用程序中所有组件的列表

列表 applicati 
on

   

 ListDatab 
ases

授予权限以检索客户账户或特
定应用程序中所有数据库的列
表

列表      

 ListOpera 
tionEvents

授予权限以检索指定操作中的
所有操作事件的列表

列表      

 ListOpera 
tions

授予权限以检索客户账户的所
有操作的列表，可以应用其他
筛选条件

列表      

 ListTagsF 
orResource

授予权限以列出指定资源 ARN 
的所有标签

读取      

 PutResour 
cePermission

授予权限以添加与 SSM for 
SAP 数据库资源关联的 SSM 
for SAP 级别资源

写入      

 RegisterA 
pplication

授予权限以使用 SSM for SAP 
注册 SAP 应用程序

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 RestoreDa 
tabase

授予权限以从另一个数据库还
原数据库

写入      

 StartAppl 
ication

授予权限以启动注册的 SSM 
for SAP 应用程序

写入 applicati 
on
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartAppl 
icationRe 
fresh

授予权限以针对 SAP 应用程序
启动按需发现已注册 SSM

写入 applicati 
on

   

 StopAppli 
cation

授予权限以停止注册的 SSM 
for SAP 应用程序

写入 applicati 
on

   

applicati 
on

   

component    

database    

 TagResour 
ce

授予权限以标记指定资源 ARN 标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

applicati 
on

   

component    

database    

 UntagReso 
urce

授予权限以从指定的资源 ARN 
中删除所有标签

标记

  aws:TagKe 
ys

 

 UpdateApp 
licationS 
ettings

授予权限以更新 SAP 应用程序
的注册 SSM 的设置

写入 applicati 
on
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateHAN 
ABackupSe 
ttings

授予权限以更新指定数据库的 
HANA 备份设置

写入      

AWS Systems Manager for SAP 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 application arn:${Partition}:ssm-sap:${Region}:$ 
{Account}:${ApplicationType}/${Appli 
cationId}

aws:ResourceTag/${ 
TagKey}

 component arn:${Partition}:ssm-sap:${Region}:$ 
{Account}:${ApplicationType}/${Appli 
cationId}/COMPONENT/${ComponentId}

aws:ResourceTag/${ 
TagKey}

 database arn:${Partition}:ssm-sap:${Region}:$ 
{Account}:${ApplicationType}/${Appli 
cationId}/DB/${DatabaseId}

aws:ResourceTag/${ 
TagKey}

AWS Systems Manager for SAP 的条件键

AWS Systems Manager for SAP 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Systems Manager GUI Connect 的操作、资源和条件键

AWS Systems Manager GUI Connect（服务前缀:ssm-guiconnect）提供以下特定于服务的资源、
操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Systems Manager GUI Connect 定义的操作

• AWS Systems Manager GUI Connect 定义的资源类型

• AWS Systems Manager GUI Connect 的条件键

AWS Systems Manager GUI Connect 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelCon 
nection [仅权
限]

授予权限以终止 GUI Connect 
连接

写入      

 DeleteCon 
nectionRe 
cordingPr 
eferences

授予删除 GUI Connect 连接录
制首选项的权限

写入      

 GetConnec 
tion [仅权限]

授予权限以获取 GUI Connect 
连接的元数据

读取      

 GetConnec 
tionRecor 

授予获取 GUI Connect 连接录
制首选项的权限

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dingPrefe 
rences

 ListConne 
ctions [仅权
限]

授予权限以列出 GUI Connect 
连接的元数据

列表      

 StartConn 
ection [仅权
限]

授予权限以启动 GUI Connect 
连接

写入      

 UpdateCon 
nectionRe 
cordingPr 
eferences

授予更新 GUI Connect 连接录
制首选项的权限

写入      

AWS Systems Manager GUI Connect 定义的资源类型

AWS Systems Manager GUI Connect 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要
允许访问 AWS Systems Manager GUI Connect，请在策略中指定 "Resource": "*"。

AWS Systems Manager GUI Connect 的条件键

GUI Connect 没有可在策略声明的 Condition 元素中使用的服务特定上下文键。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Systems Manager Incident Manager 的操作、资源和条件键

AWS Systems Manager 事件管理器（服务前缀:ssm-incidents）提供以下特定于服务的资源、操作
和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Systems Manager Incident Manager 定义的操作

• AWS Systems Manager Incident Manager 定义的资源类型

• AWS Systems Manager Incident Manager 的条件键

AWS Systems Manager Incident Manager 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

incident- 
record*

    BatchGetI 
ncidentFi 
ndings

授予检索有关事件记录的指定
调查发现的详细信息的权限

读取

response- 
plan*

   

 CreateRep 
licationSet

授予权限以创建复制集 Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:Creat 
eServiceL 
inkedRole

ssm-incid 
ents:TagR 
esource

 CreateRes 
ponsePlan

授予权限以创建响应计划 Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:PassR 
ole

ssm-incid 
ents:TagR 
esource

incident- 
record*

    CreateTim 
elineEvent

授予为事件记录创建时间线事
件的权限

Write

response- 
plan*

   

 DeleteInc 
identRecord

授予权限以删除事件记录 Write incident- 
record*

   

 DeleteRep 
licationSet

授予权限以删除复制集 Write replicati 
on-set*

   

 DeleteRes 
ourcePolicy

授予从响应计划中删除资源策
略的权限

Permissio 
ns 

response- 
plan*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

managemen 
t

 DeleteRes 
ponsePlan

授予权限以删除响应计划 Write response- 
plan*

   

 DeleteTim 
elineEvent

授予删除时间线事件的权限 Write incident- 
record*

   

incident- 
record*

    GetIncide 
ntRecord

授予查看事件记录内容的权限 Read

response- 
plan*

   

 GetReplic 
ationSet

授予查看复制集的权限 Read replicati 
on-set*

   

 GetResour 
cePolicies

授予查看响应计划的资源策略
的权限

Read response- 
plan*

   

 GetRespon 
sePlan

授予权限以查看指定响应计划
的内容

Read response- 
plan*

   

incident- 
record*

    GetTimeli 
neEvent

授予查看时间线事件的权限 读取

response- 
plan*

   

incident- 
record*

    ListIncid 
entFindings

授予列出事件记录的调查发现
的权限

列表

response- 
plan*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListIncid 
entRecords

授予列出所有事件记录内容的
权限

列表      

incident- 
record*

    ListRelat 
edItems

授予列出事件记录的相关项目
的权限

列表

response- 
plan*

   

 ListRepli 
cationSets

授予列出所有复制集的权限 List      

 ListRespo 
nsePlans

授予列出所有响应计划的权限 List      

incident- 
record

   

replicati 
on-set

   

 ListTagsF 
orResource

授予权限以查看指定资源的资
源标签的列表

Read

response- 
plan

   

incident- 
record*

    ListTimel 
ineEvents

授予列出事件记录的所有时间
线事件的权限

List

response- 
plan*

   

 PutResour 
cePolicy

授予将资源策略纳入响应计划
的权限

Permissio 
ns 
managemen 
t

response- 
plan*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartIncident 授予使用响应计划启动新事件
的权限

Write response- 
plan*

   

incident- 
record

   

replicati 
on-set

   

response- 
plan

   

 TagResour 
ce

授予将标签添加到响应计划的
权限

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

incident- 
record

   

replicati 
on-set

   

response- 
plan

   

 UntagReso 
urce

授予权限以从响应计划中删除
标签。

Tagging

  aws:TagKe 
ys

 

 UpdateDel 
etionProt 
ection

授予更新复制集删除保护的权
限

Write replicati 
on-set*
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https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_StartIncident.html
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#awssystemsmanagerincidentmanager-incident-record
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#awssystemsmanagerincidentmanager-response-plan
#awssystemsmanagerincidentmanager-response-plan
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_UntagResource.html
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#awssystemsmanagerincidentmanager-aws_TagKeys
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_UpdateDeletionProtection.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_UpdateDeletionProtection.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_UpdateDeletionProtection.html
#awssystemsmanagerincidentmanager-replication-set
#awssystemsmanagerincidentmanager-replication-set
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

incident- 
record*

    UpdateInc 
identRecord

授予更新事件记录内容的权限 Write

response- 
plan*

   

incident- 
record*

    UpdateRel 
atedItems

授予更新事件记录的相关项目
的权限

Write

response- 
plan*

   

 UpdateRep 
licationSet

授予权限以更新复制集 Write replicati 
on-set*

   

response- 
plan*

  iam:PassR 
ole

ssm-incid 
ents:TagR 
esource

 UpdateRes 
ponsePlan

授予权限以更新响应计划的内
容

Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

incident- 
record*

    UpdateTim 
elineEvent

授予更新时间线事件的权限 Write

response- 
plan*
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#awssystemsmanagerincidentmanager-incident-record
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_UpdateTimelineEvent.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_UpdateTimelineEvent.html
#awssystemsmanagerincidentmanager-response-plan
#awssystemsmanagerincidentmanager-response-plan
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AWS Systems Manager Incident Manager 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 response- 
plan

arn:${Partition}:ssm-incidents::${Ac 
count}:response-plan/${ResponsePlan}

aws:ResourceTag/${ 
TagKey}

 incident- 
record

arn:${Partition}:ssm-incidents::${Ac 
count}:incident-record/${ResponsePla 
n}/${IncidentRecord}

aws:ResourceTag/${ 
TagKey}

 replication-
set

arn:${Partition}:ssm-incidents::${Ac 
count}:replication-set/${Replication 
Set}

aws:ResourceTag/${ 
TagKey}

AWS Systems Manager Incident Manager 的条件键

AWS Systems Manager 事件管理器定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys


服务授权参考 服务授权参考

AWS Systems Manager Incident Manager 联系人的操作、资源和条件键

AWS Systems Manager 事件管理器联系人（服务前缀:ssm-contacts）提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Systems Manager Incident Manager 联系人定义的操作

• AWS Systems Manager Incident Manager 联系人定义的资源类型

• AWS Systems Manager Incident Manager 联系人的条件键

AWS Systems Manager Incident Manager 联系人定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptPage 授予接受页面的权限 Write page*    

 ActivateC 
ontactCha 
nnel

授予激活联系人联系渠道的权
限

Write contactch 
annel*

   

 Associate 
Contact [仅权
限]

授予在升级计划中使用联系人
的权限

Permissio 
ns 
managemen 
t

contact*    

contact*   ssm-
conta 
cts:Assoc 
iateConta 
ct

 CreateCon 
tact

授予创建联系人的权限 Write

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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#awssystemsmanagerincidentmanagercontacts-contact
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
tactChannel

授予为联系人创建联系渠道的
权限

写入 contact*    

rotation*     CreateRot 
ation

授予在待命计划中创建轮换的
权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateRot 
ationOverride

授予在待命计划中创建轮换覆
盖的权限

写入 rotation*    

 Deactivat 
eContactC 
hannel

授予停用联系人的联系渠道的
权限

Write contactch 
annel*

   

 DeleteCon 
tact

授予权限以删除联系人 Write contact*    

 DeleteCon 
tactChannel

授予权限以删除联系人的联系
渠道

写入 contactch 
annel*

   

 DeleteRot 
ation

授予删除轮换的权限 写入 rotation*    

 DeleteRot 
ationOverride

授予删除轮换覆盖的权限 写入 rotation*    

 DescribeE 
ngagement

授予描述参与的权限 Read engagemen 
t*
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https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_CreateContactChannel.html
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#awssystemsmanagerincidentmanagercontacts-rotation
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#awssystemsmanagerincidentmanagercontacts-rotation
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_DeleteRotationOverride.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_DeleteRotationOverride.html
#awssystemsmanagerincidentmanagercontacts-rotation
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_DescribeEngagement.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_DescribeEngagement.html
#awssystemsmanagerincidentmanagercontacts-engagement
#awssystemsmanagerincidentmanagercontacts-engagement
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeP 
age

授予权限以描述页面 Read page*    

 GetContact 授予获取联系人的权限 Read contact*    

 GetContac 
tChannel

授予获取联系人联系渠道的权
限

读取 contactch 
annel*

   

 GetContac 
tPolicy

授予权限以获取联系人的资源
策略

读取 contact*    

 GetRotation 授予检索待命轮换相关信息的
权限

读取 rotation*    

 GetRotati 
onOverride

授予在待命轮换中检索覆盖相
关信息的权限

读取 rotation*    

 ListConta 
ctChannels

授予列出联系人的所有联系渠
道的权限

List contact*    

 ListContacts 授予权限以列出所有联系人 List      

 ListEngag 
ements

授予权限以列出所有参与 List      

 ListPageR 
eceipts

授予列出页面所有接收的权限 列表 page*    

 ListPageR 
esolutions

授予权限以列出参与的解析路
径

列表 page*    

 ListPages 
ByContact

授予列出发送给联系人的所有
页面的权限

List contact*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPages 
ByEngagem 
ent

授予列出在参与中创建的所有
页面的权限

列表 engagemen 
t*

   

 ListPrevi 
ewRotatio 
nShifts

授予根据轮换配置参数检索轮
班列表的权限

列表      

 ListRotat 
ionOverrides

授予检索当前为待命轮换指定
的覆盖列表的权限

列表 rotation*    

 ListRotat 
ionShifts

授予在待命计划中检索轮班列
表的权限

列表 rotation*    

 ListRotations 授予检索待命轮换列表的权限 列表      

contact     ListTagsF 
orResource

授予权限以查看指定资源的资
源标签的列表

读取

rotation    

 PutContac 
tPolicy

授予权限以将资源策略添加到
联系人

Write contact*    

 SendActiv 
ationCode

授予发送联系人联系渠道激活
码的权限

Write contactch 
annel*

   

 StartEnga 
gement

授予权限以开始参与 Write contact*    

 StopEngag 
ement

授予停止参与的权限 写入 engagemen 
t*

   

contact     TagResour 
ce

授予为指定资源添加标签的权
限

标记

rotation    
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https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListPagesByEngagement.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListPagesByEngagement.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListPagesByEngagement.html
#awssystemsmanagerincidentmanagercontacts-engagement
#awssystemsmanagerincidentmanagercontacts-engagement
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListPreviewRotationShifts.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListPreviewRotationShifts.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListPreviewRotationShifts.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListRotationOverrides.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListRotationOverrides.html
#awssystemsmanagerincidentmanagercontacts-rotation
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListRotationShifts.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListRotationShifts.html
#awssystemsmanagerincidentmanagercontacts-rotation
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListRotations.html
#awssystemsmanagerincidentmanagercontacts-contact
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListTagsForResource.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListTagsForResource.html
#awssystemsmanagerincidentmanagercontacts-rotation
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_PutContactPolicy.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_PutContactPolicy.html
#awssystemsmanagerincidentmanagercontacts-contact
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_SendActivationCode.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_SendActivationCode.html
#awssystemsmanagerincidentmanagercontacts-contactchannel
#awssystemsmanagerincidentmanagercontacts-contactchannel
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_StartEngagement.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_StartEngagement.html
#awssystemsmanagerincidentmanagercontacts-contact
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_StopEngagement.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_StopEngagement.html
#awssystemsmanagerincidentmanagercontacts-engagement
#awssystemsmanagerincidentmanagercontacts-engagement
#awssystemsmanagerincidentmanagercontacts-contact
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_TagResource.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_TagResource.html
#awssystemsmanagerincidentmanagercontacts-rotation


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

contact    

rotation    

 UntagReso 
urce

授予从指定的资源中删除标签
的权限

标记

  aws:TagKe 
ys

 

 UpdateCon 
tact

授予权限以更新联系人 Write contact*   ssm-
conta 
cts:Assoc 
iateConta 
ct

 UpdateCon 
tactChannel

授予更新联系人联系渠道的权
限

写入 contactch 
annel*

   

 UpdateRot 
ation

授予更新为待命轮换指定的信
息的权限

写入 rotation*    

AWS Systems Manager Incident Manager 联系人定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awssystemsmanagerincidentmanagercontacts-aws_TagKeys
#awssystemsmanagerincidentmanagercontacts-aws_TagKeys
#awssystemsmanagerincidentmanagercontacts-aws_RequestTag___TagKey_
#awssystemsmanagerincidentmanagercontacts-aws_RequestTag___TagKey_
#awssystemsmanagerincidentmanagercontacts-aws_RequestTag___TagKey_
#awssystemsmanagerincidentmanagercontacts-contact
#awssystemsmanagerincidentmanagercontacts-rotation
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_UntagResource.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_UntagResource.html
#awssystemsmanagerincidentmanagercontacts-aws_TagKeys
#awssystemsmanagerincidentmanagercontacts-aws_TagKeys
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_UpdateContact.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_UpdateContact.html
#awssystemsmanagerincidentmanagercontacts-contact
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_UpdateContactChannel.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_UpdateContactChannel.html
#awssystemsmanagerincidentmanagercontacts-contactchannel
#awssystemsmanagerincidentmanagercontacts-contactchannel
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_UpdateRotation.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_UpdateRotation.html
#awssystemsmanagerincidentmanagercontacts-rotation
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 contact arn:${Partition}:ssm-contacts:${Regi 
on}:${Account}:contact/${ContactAlia 
s}

aws:ResourceTag/${ 
TagKey}

 contactch 
annel

arn:${Partition}:ssm-contacts:${Regi 
on}:${Account}:contactchannel/${Cont 
actAlias}/${ContactChannelId}

 

 engagement arn:${Partition}:ssm-contacts:${Regi 
on}:${Account}:engagement/${ContactA 
lias}/${EngagementId}

 

 page arn:${Partition}:ssm-contacts:${Regi 
on}:${Account}:page/${ContactAlias}/ 
${PageId}

 

 rotation arn:${Partition}:ssm-contacts:${Regi 
on}:${Account}:rotation/${RotationId 
}

aws:ResourceTag/${ 
TagKey}

AWS Systems Manager Incident Manager 联系人的条件键

AWS Systems Manager 事件管理器联系人定义了以下条件键，这些条件键可用于 IAM 策略
的Condition元素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信
息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串
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https://docs.aws.amazon.com/incident-manager/latest/userguide/contacts.html
#awssystemsmanagerincidentmanagercontacts-aws_ResourceTag___TagKey_
#awssystemsmanagerincidentmanagercontacts-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/incident-manager/latest/userguide/contacts.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/contacts.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-manager-on-call-schedule.html
#awssystemsmanagerincidentmanagercontacts-aws_ResourceTag___TagKey_
#awssystemsmanagerincidentmanagercontacts-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS Systems Manager 快速设置功能的操作、资源和条件键

AWS Systems Manager 快速设置（服务前缀:ssm-quicksetup）提供以下特定于服务的资源、操作
和条件上下文密钥，用于 IAM 权限策略。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Systems Manager 快速设置功能定义的操作

• AWS Systems Manager 快速设置功能定义的资源类型

• AWS Systems Manager 快速设置功能的条件键

AWS Systems Manager 快速设置功能定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/
https://docs.aws.amazon.com/systems-manager/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCon 
figuratio 
nManager

授予权限以创建快速设置功能
配置管理器资源

写入 configura 
tion-
mana 
ger*

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 DeleteCon 
figuratio 
nManager

授予权限以删除配置管理器 写入 configura 
tion-
mana 
ger*

   

 GetConfig 
uration

授予获取快速安装配置的权限 读取 configura 
tion-
manager
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_CreateConfigurationManager.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_CreateConfigurationManager.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_CreateConfigurationManager.html
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-aws_RequestTag___TagKey_
#awssystemsmanagerquicksetup-aws_RequestTag___TagKey_
#awssystemsmanagerquicksetup-aws_RequestTag___TagKey_
#awssystemsmanagerquicksetup-aws_ResourceTag___TagKey_
#awssystemsmanagerquicksetup-aws_ResourceTag___TagKey_
#awssystemsmanagerquicksetup-aws_ResourceTag___TagKey_
#awssystemsmanagerquicksetup-aws_TagKeys
#awssystemsmanagerquicksetup-aws_TagKeys
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_DeleteConfigurationManager.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_DeleteConfigurationManager.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_DeleteConfigurationManager.html
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_GetConfiguration.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_GetConfiguration.html
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetConfig 
urationMa 
nager

授予权限以获取配置管理器 读取 configura 
tion-
mana 
ger*

   

 GetServic 
eSettings

授予在请求 AWS 账户 中为快
速设置配置设置的权限 AWS 
区域

读取      

 ListConfi 
gurationM 
anagers

授予权限以列出快速设置功能
配置管理器

列表      

 ListConfi 
gurations

授予列出快速安装配置的权限 列表 configura 
tion-
manager

   

 ListQuick 
SetupTypes

授予权限以列出可用快速设置
功能类型

读取      

 ListTagsF 
orResource

授予权限以列出分配给资源的
标签

读取 configura 
tion-
mana 
ger*

   

 TagResour 
ce

授予向资源分配元数据的键值
对的权限 AWS

标记 configura 
tion-
mana 
ger*
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https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_GetConfigurationManager.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_GetConfigurationManager.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_GetConfigurationManager.html
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_GetServiceSettings.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_GetServiceSettings.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_ListConfigurationManagers.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_ListConfigurationManagers.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_ListConfigurationManagers.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_ListConfigurations.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_ListConfigurations.html
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_ListQuickSetupTypes.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_ListQuickSetupTypes.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_ListTagsForResource.html
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_TagResource.html
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

configura 
tion-
mana 
ger*

    UntagReso 
urce

授予从指定的资源中删除标签
的权限

标记

  aws:TagKe 
ys

 

 UpdateCon 
figuratio 
nDefinition

授予权限以更新快速设置功能
配置定义

写入 configura 
tion-
mana 
ger*

   

 UpdateCon 
figuratio 
nManager

授予权限以更新快速设置功能
配置管理器

写入 configura 
tion-
mana 
ger*

   

 UpdateSer 
viceSettings

授予权限以更新快速设置功能
的设置

写入      

AWS Systems Manager 快速设置功能定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#awssystemsmanagerquicksetup-aws_TagKeys
#awssystemsmanagerquicksetup-aws_TagKeys
#awssystemsmanagerquicksetup-aws_RequestTag___TagKey_
#awssystemsmanagerquicksetup-aws_RequestTag___TagKey_
#awssystemsmanagerquicksetup-aws_RequestTag___TagKey_
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_UntagResource.html
#awssystemsmanagerquicksetup-aws_TagKeys
#awssystemsmanagerquicksetup-aws_TagKeys
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_UpdateConfigurationDefinition.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_UpdateConfigurationDefinition.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_UpdateConfigurationDefinition.html
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_UpdateConfigurationManager.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_UpdateConfigurationManager.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_UpdateConfigurationManager.html
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
#awssystemsmanagerquicksetup-configuration-manager
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_UpdateServiceSettings.html
https://docs.aws.amazon.com/quick-setup/latest/APIReference/API_UpdateServiceSettings.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table


服务授权参考 服务授权参考

资源类型 ARN 条件键

 configura 
tion-manager

arn:${Partition}:ssm-quicksetup:${Re 
gion}:${Account}:configuration-manag 
er/${ConfigurationManagerId}

aws:ResourceTag/${ 
TagKey}

AWS Systems Manager 快速设置功能的条件键

AWS Systems Manager 快速设置定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

标签编辑器的操作、资源和条件密钥

Tag Editor（服务前缀：resource-explorer）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
#awssystemsmanagerquicksetup-aws_ResourceTag___TagKey_
#awssystemsmanagerquicksetup-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/ARG/latest/userguide/
https://docs.aws.amazon.com/ARG/latest/userguide/
https://docs.aws.amazon.com/ARG/latest/userguide/
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主题

• 标签编辑器定义的操作

• 标签编辑器定义的资源类型

• 标签编辑器的条件键

标签编辑器定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListResou 
rceTypes [仅
权限]

授予检索标签编辑器当前支持
的资源类型的权限

List      

 ListResou 
rces [仅权限]

授予在中检索资源标识符的权
限 AWS 账户

列表      

 ListTags [仅
权限]

授予检索附加到指定资源标识
符的标签的权限

Read     tag:GetRe 
sources

标签编辑器定义的资源类型

Tag Editor 不支持在 IAM 策略语句的 Resource 元素中指定资源 ARN。要允许访问 Tag Editor，请在
您的策略中指定 "Resource": "*"。

标签编辑器的条件键

标签编辑器没有可在策略声明的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的
全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS 税务设置的操作、资源和条件键

AWS 税务设置（服务前缀:tax）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS 税务设置定义的操作
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https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-prereqs.html#rg-permissions-te
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-prereqs.html#rg-permissions-te
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/api-reference.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/control-access-billing.html
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• AWS 税务设置定义的资源类型

• 用于 AWS 税务设置的条件键

由 AWS 税务设置定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchDele 
teTaxRegi 
stration

授予权限以删除税务登记数据 写入      

 BatchPutT 
axRegistr 
ation

授予批量更新税务登记的权限 写入      

 DeleteSup 
plemental 
TaxRegist 
ration

授予删除补充税务登记数据的
权限

写入      

 DeleteTax 
Registration

授予删除税务登记数据的权限 写入      

 GetExempt 
ions

授予查看免税数据的权限 读取      

 GetTaxInf 
oReportin 
gDocument
 [仅权限]

授予 view/download 税务文件/
表格的许可

读取      

 GetTaxInh 
eritance

授予查看税务继承状态的权限 读取      

 GetTaxInt 
erview [仅权
限]

授予权限以检索税审查数据 读取      

 GetTaxReg 
istration

授予权限以查看税登记数据 读取      
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https://docs.aws.amazon.com/marketplace/latest/userguide/detailed-management-portal-permissions.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetTaxReg 
istration 
Document

授予下载税务登记文档的权限 读取      

 ListSuppl 
ementalTa 
xRegistra 
tions

授予查看补充税务登记的权限 读取      

 ListTaxRe 
gistrations

授予查看税务登记的权限 读取      

 PutSupple 
mentalTax 
Registration

授予更新补充纳税登记数据的
权限

写入      

 PutTaxInh 
eritance

授予设置税务继承的权限 写入      

 PutTaxInt 
erview [仅权
限]

授予权限以更新税审查数据 写入      

 PutTaxReg 
istration

授予权限以更新税登记数据 写入      

 UpdateExe 
mptions

授予更新免税数据的权限 写入      

AWS 税务设置定义的资源类型

AWS 税务设置不支持在 IAM 政策声明的Resource元素中指定资源 ARN。要允许对 AWS 税务设置的
访问权限，请在策略中指定 "Resource": "*"。
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用于 AWS 税务设置的条件键

税务设置没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的
全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS Telco Network Builder 的操作、资源和条件键

AWS Telco Network Builder（服务前缀:tnb）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Telco Network Builder 定义的操作

• AWS Telco Network Builder 定义的资源类型

• AWS Telco Network Builder 条件键

AWS Telco Network Builder 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelSol 
NetworkOp 
eration

授予取消网络操作的权限 写入 network-
o 
peration*

   

function- 
package*

    CreateSol 
FunctionP 
ackage

授予创建函数程序包的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

network-i 
nstance*

   

network-
package*

   

 CreateSol 
NetworkIn 
stance

授予创建网络实例的权限 写入

  aws:Reque 
stTag/${T 
agKey}
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/tnb/latest/APIReference/API_CancelSolNetworkOperation.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_CancelSolNetworkOperation.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_CancelSolNetworkOperation.html
#awstelconetworkbuilder-network-operation
#awstelconetworkbuilder-network-operation
#awstelconetworkbuilder-network-operation
#awstelconetworkbuilder-function-package
#awstelconetworkbuilder-function-package
https://docs.aws.amazon.com/tnb/latest/APIReference/API_CreateSolFunctionPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_CreateSolFunctionPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_CreateSolFunctionPackage.html
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_TagKeys
#awstelconetworkbuilder-aws_TagKeys
#awstelconetworkbuilder-network-instance
#awstelconetworkbuilder-network-instance
#awstelconetworkbuilder-network-package
#awstelconetworkbuilder-network-package
https://docs.aws.amazon.com/tnb/latest/APIReference/API_CreateSolNetworkInstance.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_CreateSolNetworkInstance.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_CreateSolNetworkInstance.html
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

network-
package*

    CreateSol 
NetworkPa 
ckage

授予创建网络程序包的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteSol 
FunctionP 
ackage

授予删除函数程序包的权限 写入 function- 
package*

   

 DeleteSol 
NetworkIn 
stance

授予删除网络实例的权限 写入 network-i 
nstance*

   

 DeleteSol 
NetworkPa 
ckage

授予删除网络程序包的权限 写入 network-
package*

   

function- 
instance*

    GetSolFun 
ctionInstance

授予获取函数实例的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetSolFun 
ctionPackage

授予获取函数程序包的权限 读取 function- 
package*
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#awstelconetworkbuilder-aws_TagKeys
#awstelconetworkbuilder-aws_TagKeys
#awstelconetworkbuilder-network-package
#awstelconetworkbuilder-network-package
https://docs.aws.amazon.com/tnb/latest/APIReference/API_CreateSolNetworkPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_CreateSolNetworkPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_CreateSolNetworkPackage.html
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_TagKeys
#awstelconetworkbuilder-aws_TagKeys
https://docs.aws.amazon.com/tnb/latest/APIReference/API_DeleteSolFunctionPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_DeleteSolFunctionPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_DeleteSolFunctionPackage.html
#awstelconetworkbuilder-function-package
#awstelconetworkbuilder-function-package
https://docs.aws.amazon.com/tnb/latest/APIReference/API_DeleteSolNetworkInstance.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_DeleteSolNetworkInstance.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_DeleteSolNetworkInstance.html
#awstelconetworkbuilder-network-instance
#awstelconetworkbuilder-network-instance
https://docs.aws.amazon.com/tnb/latest/APIReference/API_DeleteSolNetworkPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_DeleteSolNetworkPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_DeleteSolNetworkPackage.html
#awstelconetworkbuilder-network-package
#awstelconetworkbuilder-network-package
#awstelconetworkbuilder-function-instance
#awstelconetworkbuilder-function-instance
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolFunctionInstance.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolFunctionInstance.html
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolFunctionPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolFunctionPackage.html
#awstelconetworkbuilder-function-package
#awstelconetworkbuilder-function-package


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

function- 
package*

    GetSolFun 
ctionPack 
ageContent

授予获取函数程序包内容的权
限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

function- 
package*

    GetSolFun 
ctionPack 
ageDescri 
ptor

授予获取函数程序包描述符的
权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

network-i 
nstance*

    GetSolNet 
workInstance

授予获取网络实例的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

network-
o 
peration*

    GetSolNet 
workOpera 
tion

授予获取网络操作的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetSolNet 
workPackage

授予获取网络程序包的权限 读取 network-
package*
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#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-function-package
#awstelconetworkbuilder-function-package
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolFunctionPackageContent.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolFunctionPackageContent.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolFunctionPackageContent.html
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-function-package
#awstelconetworkbuilder-function-package
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolFunctionPackageDescriptor.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolFunctionPackageDescriptor.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolFunctionPackageDescriptor.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolFunctionPackageDescriptor.html
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-network-instance
#awstelconetworkbuilder-network-instance
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkInstance.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkInstance.html
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-network-operation
#awstelconetworkbuilder-network-operation
#awstelconetworkbuilder-network-operation
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkOperation.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkOperation.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkOperation.html
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkPackage.html
#awstelconetworkbuilder-network-package
#awstelconetworkbuilder-network-package


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

network-
package*

    GetSolNet 
workPacka 
geContent

授予获取网络程序包内容的权
限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

network-
package*

    GetSolNet 
workPacka 
geDescriptor

授予获取网络程序包描述符的
权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

network-i 
nstance*

    Instantia 
teSolNetw 
orkInstance

授予实例化网络实例的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

function- 
instance*

    ListSolFu 
nctionIns 
tances

授予列出函数实例的权限 列表

  aws:Resou 
rceTag/${ 
TagKey}
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#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-network-package
#awstelconetworkbuilder-network-package
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkPackageContent.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkPackageContent.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkPackageContent.html
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-network-package
#awstelconetworkbuilder-network-package
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkPackageDescriptor.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkPackageDescriptor.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkPackageDescriptor.html
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-network-instance
#awstelconetworkbuilder-network-instance
https://docs.aws.amazon.com/tnb/latest/APIReference/API_InstantiateSolNetworkInstance.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_InstantiateSolNetworkInstance.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_InstantiateSolNetworkInstance.html
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_TagKeys
#awstelconetworkbuilder-aws_TagKeys
#awstelconetworkbuilder-function-instance
#awstelconetworkbuilder-function-instance
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolFunctionInstances.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolFunctionInstances.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolFunctionInstances.html
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

function- 
package*

    ListSolFu 
nctionPac 
kages

授予列出函数程序包的权限 列表

  aws:Resou 
rceTag/${ 
TagKey}

 

network-i 
nstance*

    ListSolNe 
tworkInst 
ances

授予列出网络实例的权限 列表

  aws:Resou 
rceTag/${ 
TagKey}

 

network-
o 
peration*

    ListSolNe 
tworkOper 
ations

授予列出网络操作的权限 列表

  aws:Resou 
rceTag/${ 
TagKey}

 

network-
package*

    ListSolNe 
tworkPack 
ages

授予列出网络程序包的权限 列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListTagsF 
orResource

授予返回资源标签列表的权限 列表      

 PutSolFun 
ctionPack 
ageContent

授予上传函数程序包内容的权
限

写入 function- 
package*
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#awstelconetworkbuilder-function-package
#awstelconetworkbuilder-function-package
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolFunctionPackages.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolFunctionPackages.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolFunctionPackages.html
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-network-instance
#awstelconetworkbuilder-network-instance
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkInstances.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkInstances.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkInstances.html
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-network-operation
#awstelconetworkbuilder-network-operation
#awstelconetworkbuilder-network-operation
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkOperations.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkOperations.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkOperations.html
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-network-package
#awstelconetworkbuilder-network-package
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkPackages.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkPackages.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkPackages.html
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
#awstelconetworkbuilder-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_PutSolFunctionPackageContent.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_PutSolFunctionPackageContent.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_PutSolFunctionPackageContent.html
#awstelconetworkbuilder-function-package
#awstelconetworkbuilder-function-package


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutSolNet 
workPacka 
geContent

授予上传网络程序包内容的权
限

写入 network-
package*

   

function- 
instance

   

function- 
package

   

network-i 
nstance

   

network-
operation

   

network-
package

   

 TagResour 
ce

授予为指定资源添加标签的权
限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

network-i 
nstance*

    Terminate 
SolNetwor 
kInstance

授予终止网络实例的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/tnb/latest/APIReference/API_PutSolNetworkPackageContent.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_PutSolNetworkPackageContent.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_PutSolNetworkPackageContent.html
#awstelconetworkbuilder-network-package
#awstelconetworkbuilder-network-package
#awstelconetworkbuilder-function-instance
#awstelconetworkbuilder-function-instance
#awstelconetworkbuilder-function-package
#awstelconetworkbuilder-function-package
#awstelconetworkbuilder-network-instance
#awstelconetworkbuilder-network-instance
#awstelconetworkbuilder-network-operation
#awstelconetworkbuilder-network-operation
#awstelconetworkbuilder-network-package
#awstelconetworkbuilder-network-package
https://docs.aws.amazon.com/tnb/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_TagResource.html
#awstelconetworkbuilder-aws_TagKeys
#awstelconetworkbuilder-aws_TagKeys
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-network-instance
#awstelconetworkbuilder-network-instance
https://docs.aws.amazon.com/tnb/latest/APIReference/API_TerminateSolNetworkInstance.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_TerminateSolNetworkInstance.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_TerminateSolNetworkInstance.html
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_TagKeys
#awstelconetworkbuilder-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

function- 
instance

   

function- 
package

   

network-i 
nstance

   

network-
operation

   

network-
package

   

 UntagReso 
urce

授予从指定的资源中删除标签
的权限

标记

  aws:TagKe 
ys

 

 UpdateSol 
FunctionP 
ackage

授予更新函数程序包的权限 写入 function- 
package*

   

function- 
instance*

   

network-i 
nstance*

   

 UpdateSol 
NetworkIn 
stance

授予更新网络实例的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#awstelconetworkbuilder-function-instance
#awstelconetworkbuilder-function-instance
#awstelconetworkbuilder-function-package
#awstelconetworkbuilder-function-package
#awstelconetworkbuilder-network-instance
#awstelconetworkbuilder-network-instance
#awstelconetworkbuilder-network-operation
#awstelconetworkbuilder-network-operation
#awstelconetworkbuilder-network-package
#awstelconetworkbuilder-network-package
https://docs.aws.amazon.com/tnb/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_UntagResource.html
#awstelconetworkbuilder-aws_TagKeys
#awstelconetworkbuilder-aws_TagKeys
https://docs.aws.amazon.com/tnb/latest/APIReference/API_UpdateSolFunctionPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_UpdateSolFunctionPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_UpdateSolFunctionPackage.html
#awstelconetworkbuilder-function-package
#awstelconetworkbuilder-function-package
#awstelconetworkbuilder-function-instance
#awstelconetworkbuilder-function-instance
#awstelconetworkbuilder-network-instance
#awstelconetworkbuilder-network-instance
https://docs.aws.amazon.com/tnb/latest/APIReference/API_UpdateSolNetworkInstance.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_UpdateSolNetworkInstance.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_UpdateSolNetworkInstance.html
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_RequestTag___TagKey_
#awstelconetworkbuilder-aws_TagKeys
#awstelconetworkbuilder-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateSol 
NetworkPa 
ckage

授予更新网络程序包的权限 写入 network-
package*

   

 ValidateS 
olFunctio 
nPackageC 
ontent

授予验证函数程序包内容的权
限

写入 function- 
package*

   

 ValidateS 
olNetwork 
PackageCo 
ntent

授予验证网络程序包内容的权
限

写入 network-
package*

   

AWS Telco Network Builder 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 function- 
package

arn:${Partition}:tnb:${Region}:${Acc 
ount}:function-package/${FunctionPac 
kageId}

aws:ResourceTag/${ 
TagKey}

 network-p 
ackage

arn:${Partition}:tnb:${Region}:${Acc 
ount}:network-package/${NetworkPacka 
geId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/tnb/latest/APIReference/API_UpdateSolNetworkPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_UpdateSolNetworkPackage.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_UpdateSolNetworkPackage.html
#awstelconetworkbuilder-network-package
#awstelconetworkbuilder-network-package
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ValidateSolFunctionPackageContent.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ValidateSolFunctionPackageContent.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ValidateSolFunctionPackageContent.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ValidateSolFunctionPackageContent.html
#awstelconetworkbuilder-function-package
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资源类型 ARN 条件键

 network-i 
nstance

arn:${Partition}:tnb:${Region}:${Acc 
ount}:network-instance/${NetworkInst 
anceId}

aws:ResourceTag/${ 
TagKey}

 function- 
instance

arn:${Partition}:tnb:${Region}:${Acc 
ount}:function-instance/${FunctionIn 
stanceId}

aws:ResourceTag/${ 
TagKey}

 network-o 
peration

arn:${Partition}:tnb:${Region}:${Acc 
ount}:network-operation/${NetworkOpe 
rationId}

aws:ResourceTag/${ 
TagKey}

AWS Telco Network Builder 条件键

AWS Telco Network Builder 定义了以下条件密钥，这些条件密钥可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据检查在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据检查附加到资源的标签键值对来筛选访问权限 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问权限 ArrayOfString

Amazon Textract 的操作、资源和条件键

Amazon Textract（服务前缀：textract）提供以下服务特定的资源、操作和条件上下文键以在 IAM 
权限策略中使用。
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Textract 定义的操作

• Amazon Textract 定义的资源类型

• Amazon Textract 的条件键

Amazon Textract 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AnalyzeDo 
cument

授予权限以检测作为输入提供
的图像中的实际文档实体实例

读取     s3:GetObj 
ect

 AnalyzeEx 
pense

授予权限以检测作为输入提供
的图像中的实际文档实体实例

读取     s3:GetObj 
ect

 AnalyzeID 授予从作为输入提供的身份文
档中检测相关信息的权限

读取     s3:GetObj 
ect

 CreateAda 
pter

授予权限以创建 Amazon 
Textract 适配器

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

adapter*     CreateAda 
pterVersion

授予权限以创建 Amazon 
Textract 适配器版本

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAda 
pter

授予权限以删除 Amazon 
Textract 适配器

写入 adapter*    

 DeleteAda 
pterVersion

授予权限以删除 Amazon 
Textract 适配器版本

写入 adapterve 
rsion*

   

 DetectDoc 
umentText

授予权限以检测文档图像中的
文本

读取     s3:GetObj 
ect

Amazon Textract 4138

reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/textract/latest/dg/API_AnalyzeDocument.html
https://docs.aws.amazon.com/textract/latest/dg/API_AnalyzeDocument.html
https://docs.aws.amazon.com/textract/latest/dg/API_AnalyzeExpense.html
https://docs.aws.amazon.com/textract/latest/dg/API_AnalyzeExpense.html
https://docs.aws.amazon.com/textract/latest/dg/API_AnalyzeID.html
https://docs.aws.amazon.com/textract/latest/dg/API_CreateAdapter.html
https://docs.aws.amazon.com/textract/latest/dg/API_CreateAdapter.html
#amazontextract-aws_RequestTag___TagKey_
#amazontextract-aws_RequestTag___TagKey_
#amazontextract-aws_RequestTag___TagKey_
#amazontextract-aws_TagKeys
#amazontextract-aws_TagKeys
#amazontextract-adapter
https://docs.aws.amazon.com/textract/latest/dg/API_CreateAdapterVersion.html
https://docs.aws.amazon.com/textract/latest/dg/API_CreateAdapterVersion.html
#amazontextract-aws_RequestTag___TagKey_
#amazontextract-aws_RequestTag___TagKey_
#amazontextract-aws_RequestTag___TagKey_
#amazontextract-aws_TagKeys
#amazontextract-aws_TagKeys
https://docs.aws.amazon.com/textract/latest/dg/API_DeleteAdapter.html
https://docs.aws.amazon.com/textract/latest/dg/API_DeleteAdapter.html
#amazontextract-adapter
https://docs.aws.amazon.com/textract/latest/dg/API_DeleteAdapterVersion.html
https://docs.aws.amazon.com/textract/latest/dg/API_DeleteAdapterVersion.html
#amazontextract-adapterversion
#amazontextract-adapterversion
https://docs.aws.amazon.com/textract/latest/dg/API_DetectDocumentText.html
https://docs.aws.amazon.com/textract/latest/dg/API_DetectDocumentText.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetAdapter 授予权限以获取 Amazon 
Textract 适配器

读取 adapter*    

 GetAdapte 
rVersion

授予权限以获取 Amazon 
Textract 适配器版本

读取 adapterve 
rsion*

   

 GetDocume 
ntAnalysis

授予权限以返回有关文档分析
作业的信息

读取      

 GetDocume 
ntTextDet 
ection

授予权限以返回有关文档文本
检测作业的信息

读取      

 GetExpens 
eAnalysis

授予权限以返回有关费用分析
任务的信息

读取      

 GetLendin 
gAnalysis

授予权限以检索有关借出分析
作业的页面级信息

读取      

 GetLendin 
gAnalysis 
Summary

授予权限以检索有关借出分析
作业的摘要信息

读取      

 ListAdapt 
erVersions

授予权限以列出 Amazon 
Textract 适配器版本

读取      

 ListAdapters 授予权限以列出 Amazon 
Textract 适配器

读取      

adapter     ListTagsF 
orResource

授予权限以返回与资源关联的
标签的列表

读取

adapterve 
rsion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartDocu 
mentAnalysis

授予权限以启动异步作业以检
测作为输入提供的图像或 PDF 
中的实际文档实体实例

写入     s3:GetObj 
ect

 StartDocu 
mentTextD 
etection

授予权限以启动异步作业以检
测文档图像或 PDF 中的文本

写入     s3:GetObj 
ect

 StartExpe 
nseAnalysis

授予权限以启动异步任务以检
测作为输入提供的图像或 PDF 
中的发票或收据实例

写入     s3:GetObj 
ect

 StartLend 
ingAnalysis

授予权限以启动异步作业以检
测借出文档中的实体，并将提
供的图像或 PDF 作为输入

写入     s3:GetObj 
ect

adapter    

adapterve 
rsion

   

 TagResour 
ce

授予权限以将一个或多个标签
添加到资源中

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

adapter    

adapterve 
rsion

   

 UntagReso 
urce

授予从资源删除一个或多个标
签的权限

标记

  aws:TagKe 
ys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateAda 
pter

授予权限以更新 Amazon 
Textract 适配器

写入 adapter*    

Amazon Textract 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 adapter arn:${Partition}:textract:${Region}: 
${Account}:/adapters/${AdapterId}

aws:ResourceTag/${ 
TagKey}

 adapterve 
rsion

arn:${Partition}:textract:${Region}: 
${Account}:/adapters/${AdapterId}/ve 
rsions/${AdapterVersion}

aws:ResourceTag/${ 
TagKey}

Amazon Textract 的条件键

Amazon Textract 定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键进
一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon Timestream 的操作、资源和条件键

Amazon Timestream（服务前缀：timestream）提供以下服务特定的资源、操作和条件上下文键以
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Timestream 定义的操作

• Amazon Timestream 定义的资源类型

• Amazon Timestream 的条件键

Amazon Timestream 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
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具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CancelQuery 授予取消账户中的查询的权限 写入     timestrea 
m:Describ 
eEndpoint 
s

 CreateBat 
chLoadTask

授予权限以在账户中创建批量
加载任务

写入 table*   timestrea 
m:Describ 
eEndpoint 
s

timestrea 
m:WriteRe 
cords

 CreateDat 
abase

授予在账户中创建数据库的权
限

写入 database*   timestrea 
m:Describ 
eEndpoint 
s
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSch 
eduledQuery

授予权限以在账户中创建计划
的查询

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

iam:PassR 
ole

timestrea 
m:Describ 
eEndpoint 
s

table*   timestrea 
m:Describ 
eEndpoint 
s

 CreateTable 授予在账户中创建表的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteDat 
abase

授予在账户中删除数据库的权
限

写入 database*   timestrea 
m:Describ 
eEndpoint 
s
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSch 
eduledQuery

授予权限以删除账户中的计划
查询

写入 scheduled 
-query*

  timestrea 
m:Describ 
eEndpoint 
s

 DeleteTable 授予在账户中删除表的权限 写入 table*   timestrea 
m:Describ 
eEndpoint 
s

 DescribeA 
ccountSet 
tings

授予权限以描述账户设置 读取     timestrea 
m:Describ 
eEndpoint 
s

 DescribeB 
atchLoadT 
ask

授予权限以在账户中描述批量
加载任务

读取     timestrea 
m:Describ 
eEndpoint 
s

 DescribeD 
atabase

授予在账户中描述数据库的权
限

读取 database*   timestrea 
m:Describ 
eEndpoint 
s

 DescribeE 
ndpoints

授予描述时间流终端节点的权
限

列表      

 DescribeS 
cheduledQ 
uery

授予权限以描述账户中的计划
查询

读取 scheduled 
-query*

  timestrea 
m:Describ 
eEndpoint 
s
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeT 
able

授予描述账户中的表的权限 读取 table*   timestrea 
m:Describ 
eEndpoint 
s

 ExecuteSc 
heduledQu 
ery

授予权限以执行账户中的计划
查询

写入 scheduled 
-query*

  timestrea 
m:Describ 
eEndpoint 
s

 GetAwsBac 
kupStatus

授予权限以获取时间流表备份
状态

读取     timestrea 
m:Describ 
eEndpoint 
s

 GetAwsRes 
toreStatus

授予权限以获取时间流表还原
状态

读取     timestrea 
m:Describ 
eEndpoint 
s

 ListBatch 
LoadTasks

授予权限以列出账户中的批量
加载任务

列表     timestrea 
m:Describ 
eEndpoint 
s

 ListDatab 
ases

授予列出账户中的数据库的权
限

列表     timestrea 
m:Describ 
eEndpoint 
s

 ListMeasu 
res

授予列出账户中表的度量的权
限

列表 table*   timestrea 
m:Describ 
eEndpoint 
s
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSched 
uledQueries

授予列出账户中的计划查询的
权限

列表     timestrea 
m:Describ 
eEndpoint 
s

 ListTables 授予列出账户中的表的权限 列表 database*   timestrea 
m:Describ 
eEndpoint 
s

database*   timestrea 
m:Describ 
eEndpoint 
s

scheduled 
-query*

   

 ListTagsF 
orResource

授予列出账户中的资源标签的
权限

读取

table*    

 PrepareQu 
ery

授予发起准备查询的权限 读取 table*   timestrea 
m:Describ 
eEndpoint 
s

timestrea 
m:Select
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ResumeBat 
chLoadTask

授予权限以恢复账户中的批量
加载任务

写入     timestrea 
m:Describ 
eEndpoint 
s

timestrea 
m:WriteRe 
cords

 Select 授予发出“从表中选择”查询的权
限

读取 table*   timestrea 
m:Describ 
eEndpoint 
s

 SelectValues 授予发出“选择 1”查询的权限 读取     timestrea 
m:Describ 
eEndpoint 
s

 StartAwsB 
ackupJob

授予权限以启动时间流表备份
作业

写入 table*   timestrea 
m:Describ 
eEndpoint 
s

 StartAwsR 
estoreJob

授予权限以启动时间流表备份
的还原作业

写入 table*   timestrea 
m:Describ 
eEndpoint 
s

 TagResour 
ce

授予权限以将标签添加到资源
中

标记 database*   timestrea 
m:Describ 
eEndpoint 
s
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

scheduled 
-query*

   

table*    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Unload 授予权限以发起卸载查询 写入 table*   s3:AbortM 
ultipartU 
pload

s3:GetObj 
ect

s3:PutObj 
ect

timestrea 
m:Describ 
eEndpoint 
s

timestrea 
m:Select

 UntagReso 
urce

授予权限以从资源中删除标签 标记 database*   timestrea 
m:Describ 
eEndpoint 
s
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#amazontimestream-aws_TagKeys
#amazontimestream-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

scheduled 
-query*

   

table*    

  aws:TagKe 
ys

 

 UpdateAcc 
ountSettings

授予权限以更新账户设置 写入     timestrea 
m:Describ 
eEndpoint 
s

 UpdateDat 
abase

授予更新账户中的数据库的权
限

写入 database*   timestrea 
m:Describ 
eEndpoint 
s

 UpdateSch 
eduledQuery

授予权限以更新账户中的计划
查询

写入 scheduled 
-query*

  timestrea 
m:Describ 
eEndpoint 
s

 UpdateTable 授予更新账户中的表的权限 写入 table*   timestrea 
m:Describ 
eEndpoint 
s

 WriteReco 
rds

授予将数据提取到账户中的表
的权限

写入 table*   timestrea 
m:Describ 
eEndpoint 
s
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Amazon Timestream 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 database arn:${Partition}:timestream:${Region 
}:${Account}:database/${DatabaseName 
}

aws:ResourceTag/${ 
TagKey}

 table arn:${Partition}:timestream:${Region 
}:${Account}:database/${DatabaseName 
}/table/${TableName}

aws:ResourceTag/${ 
TagKey}

 scheduled-
query

arn:${Partition}:timestream:${Region 
}:${Account}:scheduled-query/${Sched 
uledQueryName}

aws:ResourceTag/${ 
TagKey}

Amazon Timestream 的条件键

Amazon Timestream 定义以下条件键，可供在 IAM policy 的 Condition 元素中使用。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString
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Amazon Timestream InfluxDB 的操作、资源和条件键

Amazon Timestream InfluxDB（服务前缀：timestream-influxdb）提供以下服务特定的资源、操
作和条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Timestream InfluxDB 定义的操作

• Amazon Timestream InfluxDB 定义的资源类型

• Amazon Timestream InfluxDB 的条件键

Amazon Timestream InfluxDB 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

db-
parame 
ter-group

  timestrea 
m-influxd 
b:CreateD 
bInstance

 CreateDbC 
luster

授予创建新 Timestream 
InfluxDB 集群的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

db-
parame 
ter-group

    CreateDbI 
nstance

授予权限以创建新的 
Timestream InfluxDB 实例

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateDbP 
arameterG 
roup

授予权限以创建新的 
Timestream InfluxDB 参数组

写入   aws:Reque 
stTag/${T 
agKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 DeleteDbC 
luster

授予删除 Timestream InfluxDB 
集群的权限

写入 db-cluste 
r*

  timestrea 
m-influxd 
b:DeleteD 
bInstance

 DeleteDbI 
nstance

授予权限以删除 Timestream 
InfluxDB 实例

写入 db-instan 
ce*

   

 GetDbClus 
ter

授予获取有关 Timestream 
InfluxDB 集群信息的权限

读取 db-cluste 
r*

   

 GetDbInst 
ance

授予权限以获取有关 
Timestream InfluxDB 实例的信
息

读取 db-instan 
ce*

   

 GetDbPara 
meterGroup

授予权限以获取有关 
Timestream InfluxDB 参数组的
信息

读取 db-
parame 
ter-group 
*

   

 ListDbClu 
sters

授予列出账户中所有 
Timestream InfluxDB 集群信息
的权限

列表      

 ListDbIns 
tances

授予权限以列出有关账户中所
有 Timestream InfluxDB 实例
的信息

列表      

 ListDbIns 
tancesFor 
Cluster

授予列出属于集群的所有 
Timestream InfluxDB 实例信息
的权限

读取 db-cluste 
r*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListDbPar 
ameterGro 
ups

授予权限以列出有关所有 
Timestream InfluxDB 参数组的
信息

列表      

db-cluste 
r

   

db-instan 
ce

   

db-
parame 
ter-group

   

 ListTagsF 
orResource

授予权限以列出 Timestream 
InfluxDB 资源的标签

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

db-cluste 
r

   

db-instan 
ce

   

 TagResour 
ce

授予权限以标记 Timestream 
InfluxDB 资源

标记

db-
parame 
ter-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

db-cluste 
r

   

db-instan 
ce

   

db-
parame 
ter-group

   

 UntagReso 
urce

授予权限以取消标记 
Timestream InfluxDB 资源

标记

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 UpdateDbC 
luster

授予更新 Timestream InfluxDB 
集群的权限

写入 db-cluste 
r*

  timestrea 
m-influxd 
b:UpdateD 
bInstance
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

db-
parame 
ter-group

   

db-instan 
ce*

    UpdateDbI 
nstance

授予权限以更新 Timestream 
InfluxDB 实例

写入

db-
parame 
ter-group

   

Amazon Timestream InfluxDB 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 db-cluster arn:${Partition}:timestream-influxdb 
:${Region}:${Account}:db-cluster/${D 
bClusterId}

aws:ResourceTag/${ 
TagKey}

 db-instance arn:${Partition}:timestream-influxdb 
:${Region}:${Account}:db-instance/${ 
DbInstanceIdentifier}

aws:ResourceTag/${ 
TagKey}

 db-parame 
ter-group

arn:${Partition}:timestream-influxdb 
:${Region}:${Account}:db-parameter-g 
roup/${DbParameterGroupIdentifier}

aws:ResourceTag/${ 
TagKey}
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Amazon Timestream InfluxDB 的条件键

Amazon Timestream InfluxDB 定义以下条件键，可在 IAM 策略的 Condition 元素中使用。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

AWS Tiros 的操作、资源和条件键

AWS Tiros（服务前缀:tiros）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Tiros 定义的操作

• AWS Tiros 定义的资源类型

• AWS Tiros 的条件键
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AWS Tiros 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateQuery
[仅权限]

授予权限以创建 VPC 可到达性
查询

Write      

 ExtendQuery
[仅权限]

授予扩展 VPC 可访问性查询以
包括调用主体账户的权限

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetQueryA 
nswer [仅权
限]

授予权限以获取 VPC 可到达性
查询答案

Read      

 GetQueryE 
xplanation [仅
权限]

授予权限以获取 VPC 可到达性
查询解释

读取      

 GetQueryE 
xtensionA 
ccounts [仅权
限]

授予列出在新查询中可能有用
的账户的权限

读取      

AWS Tiros 定义的资源类型

AWS Tiros 不支持在 IAM 策略声明的元素Resource中指定资源 ARN。要允许对 AWS Tiros 的访问权
限，请在策略中指定 "Resource": "*"。

AWS Tiros 的条件键

Tiros 没有可在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的全局
上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Transcribe 的操作、资源和条件键

Amazon Transcribe（服务前缀：transcribe）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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https://docs.aws.amazon.com/vpc/latest/reachability/security_iam_required-API-permissions.html
https://docs.aws.amazon.com/vpc/latest/reachability/security_iam_required-API-permissions.html
https://docs.aws.amazon.com/vpc/latest/reachability/security_iam_required-API-permissions.html
https://docs.aws.amazon.com/vpc/latest/reachability/security_iam_required-API-permissions.html
https://docs.aws.amazon.com/vpc/latest/reachability/security_iam_required-API-permissions.html
https://docs.aws.amazon.com/vpc/latest/reachability/security_iam_required-API-permissions.html
https://docs.aws.amazon.com/vpc/latest/reachability/security_iam_required-API-permissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/transcribe/latest/dg/
https://docs.aws.amazon.com/transcribe/latest/dg/API_Reference.html
https://docs.aws.amazon.com/transcribe/latest/dg/auth-and-access-control.html
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主题

• Amazon Transcribe 定义的操作

• Amazon Transcribe 定义的资源类型

• Amazon Transcribe 的条件键

Amazon Transcribe 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateCal 
lAnalytic 
sCategory

授予权限以创建分析类
别。Amazon Transcribe 将按
您的分析类别指定的条件应用
于您的呼叫分析作业

Write   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

 CreateLan 
guageModel

授予权限以创建新的自定义语
言模型

Write   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

s3:GetObj 
ect

s3:ListBu 
cket

 CreateMed 
icalVocab 
ulary

授予权限以创建新的自定义词
汇表，可使用此词汇表更改 
Amazon Transcribe Medical 处
理音频文件转录的方式

Write   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

s3:GetObj 
ect
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https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateCallAnalyticsCategory.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateCallAnalyticsCategory.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateCallAnalyticsCategory.html
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_TagKeys
#amazontranscribe-aws_TagKeys
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateLanguageModel.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateLanguageModel.html
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_TagKeys
#amazontranscribe-aws_TagKeys
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateMedicalVocabulary.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateMedicalVocabulary.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateMedicalVocabulary.html
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_TagKeys
#amazontranscribe-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateVoc 
abulary

授予权限以创建新的自定义词
汇表，可使用此词汇表更改 
Amazon Transcribe 处理音频
文件转录的方式

Write   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

s3:GetObj 
ect

 CreateVoc 
abularyFilter

授予权限以创建一个新的词汇
表筛选条件，可使用它从由 
Amazon Transcribe 生成的音
频文件的转录中筛选出单词

Write   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

s3:GetObj 
ect

 DeleteCal 
lAnalytic 
sCategory

授予权限以使用 Amazon 
Transcribe 中的名称删除呼叫
分析类别

Write callanaly 
ticscateg 
ory*

   

 DeleteCal 
lAnalyticsJob

授予权限以删除以前提交的呼
叫分析作业以及生成的任何其
他结果，例如转录、模型等

Write callanaly 
ticsjob*

   

 DeleteLan 
guageModel

授予权限以删除先前创建的自
定义语言模型

写入 languagem 
odel*

   

 DeleteMed 
icalScribeJob

授予删除之前提交的医疗抄写
员作业的权限

写入 medicalsc 
ribejob*
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https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateVocabulary.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateVocabulary.html
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_TagKeys
#amazontranscribe-aws_TagKeys
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateVocabularyFilter.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateVocabularyFilter.html
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_TagKeys
#amazontranscribe-aws_TagKeys
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteCallAnalyticsCategory.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteCallAnalyticsCategory.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteCallAnalyticsCategory.html
#amazontranscribe-callanalyticscategory
#amazontranscribe-callanalyticscategory
#amazontranscribe-callanalyticscategory
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteCallAnalyticsJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteCallAnalyticsJob.html
#amazontranscribe-callanalyticsjob
#amazontranscribe-callanalyticsjob
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteLanguageModel.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteLanguageModel.html
#amazontranscribe-languagemodel
#amazontranscribe-languagemodel
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteMedicalScribeJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteMedicalScribeJob.html
#amazontranscribe-medicalscribejob
#amazontranscribe-medicalscribejob
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteMed 
icalTrans 
criptionJob

授予权限以删除之前提交的医
疗转录作业

Write medicaltr 
anscripti 
onjob*

   

 DeleteMed 
icalVocab 
ulary

授予权限以从 Amazon 
Transcribe 中删除医学词汇表

Write medicalvo 
cabulary*

   

 DeleteTra 
nscriptionJob

授予权限以删除以前提交的转
录作业以及生成的任何其他结
果，例如转录、模型等

Write transcrip 
tionjob*

   

 DeleteVoc 
abulary

授予权限以从 Amazon 
Transcribe 中删除词汇表

Write vocabular 
y*

   

 DeleteVoc 
abularyFilter

授予权限以从 Amazon 
Transcribe 中删除词汇表筛选
条件

Write vocabular 
yfilter*

   

 DescribeL 
anguageMo 
del

授予权限以返回有关自定义语
言模型的信息

Read languagem 
odel*

   

 GetCallAn 
alyticsCa 
tegory

授予权限以检索有关呼叫分析
类别的信息

Read callanaly 
ticscateg 
ory*

   

 GetCallAn 
alyticsJob

授予权限以返回有关呼叫分析
作业的信息

读取 callanaly 
ticsjob*

   

 GetMedica 
lScribeJob

授予返回医疗抄写员作业信息
的权限

读取 medicalsc 
ribejob*
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https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteMedicalTranscriptionJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteMedicalTranscriptionJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteMedicalTranscriptionJob.html
#amazontranscribe-medicaltranscriptionjob
#amazontranscribe-medicaltranscriptionjob
#amazontranscribe-medicaltranscriptionjob
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteMedicalVocabulary.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteMedicalVocabulary.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteMedicalVocabulary.html
#amazontranscribe-medicalvocabulary
#amazontranscribe-medicalvocabulary
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteTranscriptionJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteTranscriptionJob.html
#amazontranscribe-transcriptionjob
#amazontranscribe-transcriptionjob
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteVocabulary.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteVocabulary.html
#amazontranscribe-vocabulary
#amazontranscribe-vocabulary
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteVocabularyFilter.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DeleteVocabularyFilter.html
#amazontranscribe-vocabularyfilter
#amazontranscribe-vocabularyfilter
https://docs.aws.amazon.com/transcribe/latest/dg/API_DescribeLanguageModel.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DescribeLanguageModel.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_DescribeLanguageModel.html
#amazontranscribe-languagemodel
#amazontranscribe-languagemodel
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetCallAnalyticsCategory.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetCallAnalyticsCategory.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetCallAnalyticsCategory.html
#amazontranscribe-callanalyticscategory
#amazontranscribe-callanalyticscategory
#amazontranscribe-callanalyticscategory
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetCallAnalyticsJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetCallAnalyticsJob.html
#amazontranscribe-callanalyticsjob
#amazontranscribe-callanalyticsjob
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetMedicalScribeJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetMedicalScribeJob.html
#amazontranscribe-medicalscribejob
#amazontranscribe-medicalscribejob
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetMedica 
lScribeSt 
ream

授予获取有关指定 AWS 
HealthScribe 直播会话信息的
权限

读取      

 GetMedica 
lTranscri 
ptionJob

授予权限以返回有关医疗转录
作业的信息

Read medicaltr 
anscripti 
onjob*

   

 GetMedica 
lVocabulary

授予权限以获取有关医学词汇
表的信息

Read medicalvo 
cabulary*

   

 GetTransc 
riptionJob

授予权限以返回有关转录作业
的信息

Read transcrip 
tionjob*

   

 GetVocabu 
lary

授予权限以获取有关词汇表的
信息

Read vocabular 
y*

   

 GetVocabu 
laryFilter

授予权限以获取有关词汇表筛
选条件的信息

Read vocabular 
yfilter*

   

 ListCallA 
nalyticsC 
ategories

授予权限以列出已创建的呼叫
分析类别

List      

 ListCallA 
nalyticsJobs

授予权限以列出具有指定状态
的呼叫分析作业

List      

 ListLangu 
ageModels

授予权限以列出自定义语言模
型

列表      

 ListMedic 
alScribeJobs

授予列出具有指定状态的医疗
抄写员作业的权限

列表      
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https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_GetMedicalScribeStream.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_GetMedicalScribeStream.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_GetMedicalScribeStream.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetMedicalTranscriptionJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetMedicalTranscriptionJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetMedicalTranscriptionJob.html
#amazontranscribe-medicaltranscriptionjob
#amazontranscribe-medicaltranscriptionjob
#amazontranscribe-medicaltranscriptionjob
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetMedicalVocabulary.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetMedicalVocabulary.html
#amazontranscribe-medicalvocabulary
#amazontranscribe-medicalvocabulary
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetTranscriptionJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetTranscriptionJob.html
#amazontranscribe-transcriptionjob
#amazontranscribe-transcriptionjob
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetVocabulary.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetVocabulary.html
#amazontranscribe-vocabulary
#amazontranscribe-vocabulary
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetVocabularyFilter.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_GetVocabularyFilter.html
#amazontranscribe-vocabularyfilter
#amazontranscribe-vocabularyfilter
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListCallAnalyticsCategories.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListCallAnalyticsCategories.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListCallAnalyticsCategories.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListCallAnalyticsJobs.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListCallAnalyticsJobs.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListLanguageModels.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListLanguageModels.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListMedicalScribeJobs.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListMedicalScribeJobs.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListMedic 
alTranscr 
iptionJobs

授予权限以列出具有指定状态
的医疗转录作业

List      

 ListMedic 
alVocabul 
aries

授予权限以返回符合指定条件
的医学词汇表的列表。如果未
指定任何条件，则返回整个词
汇表列表

列表      

 ListTagsF 
orResource

授予权限以列出资源的标签 读取      

 ListTrans 
criptionJobs

授予权限以列出具有指定状态
的转录作业

List      

 ListVocab 
ularies

授予权限以返回与指定条件匹
配的词汇表列表。如果未指定
任何条件，则返回整个词汇表
列表

List      

 ListVocab 
ularyFilters

授予权限以返回符合指定条件
的词汇表筛选条件的列表。如
果未指定任何条件，则返回最
多 5 个词汇表筛选器

List      
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https://docs.aws.amazon.com/transcribe/latest/dg/API_ListMedicalTranscriptionJobs.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListMedicalTranscriptionJobs.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListMedicalTranscriptionJobs.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListMedicalVocabularies.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListMedicalVocabularies.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListMedicalVocabularies.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListTagsForResource.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListTagsForResource.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListTranscriptionJobs.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListTranscriptionJobs.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListVocabularies.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListVocabularies.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListVocabularyFilters.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_ListVocabularyFilters.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartCall 
AnalyticsJob

授予权限以启动异步分析作
业，该作业不仅转录来电人和
客服的音频录制，而且还返回
其他洞察

写入   transcrib 
e:OutputE 
ncryption 
KMSKeyId

transcrib 
e:OutputL 
ocation

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

s3:GetObj 
ect

 StartCall 
Analytics 
StreamTra 
nscription

授予权限以启动一个协议，其
中音频将流式传输到 Transcrib 
e Call Analytics，并且转录结
果将流式传输到您的应用程序

写入      

 StartCall 
Analytics 
StreamTra 
nscriptio 
nWebSocket

授予启动权限，将音频流式传
输到 Transcribe Call Analytics 
，并将转录结果流式传输到您
的应用程序 WebSocket

写入      
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https://docs.aws.amazon.com/transcribe/latest/dg/API_StartCallAnalyticsJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_StartCallAnalyticsJob.html
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputLocation
#amazontranscribe-transcribe_OutputLocation
#amazontranscribe-transcribe_OutputLocation
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_TagKeys
#amazontranscribe-aws_TagKeys
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartCallAnalyticsStreamTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartCallAnalyticsStreamTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartCallAnalyticsStreamTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartCallAnalyticsStreamTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartCallAnalyticsStreamTranscriptionWebSocket.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartCallAnalyticsStreamTranscriptionWebSocket.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartCallAnalyticsStreamTranscriptionWebSocket.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartCallAnalyticsStreamTranscriptionWebSocket.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartCallAnalyticsStreamTranscriptionWebSocket.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartMedi 
calScribeJob

授予启动异步作业以转录患者
与临床医生的对话，并生成临
床笔记的权限

写入   transcrib 
e:OutputB 
ucketName

transcrib 
e:OutputE 
ncryption 
KMSKeyId

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

s3:GetObj 
ect

 StartMedi 
calScribe 
Stream

授予启动双向流的权限，在该
双向 HTTP2 流中，音频将流
式传输到 AWS HealthScribe 
您的应用程序，并将转录结果
流式传输到您的应用程序

写入      

 StartMedi 
calStream 
Transcription

授予权限以启动一个协议，其
中音频将流式传输到 Transcrib 
e Medical，并且转录结果将流
式传输到您的应用程序

写入      

Amazon Transcribe 4168

https://docs.aws.amazon.com/transcribe/latest/dg/API_StartMedicalScribeJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_StartMedicalScribeJob.html
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_TagKeys
#amazontranscribe-aws_TagKeys
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalScribeStream.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalScribeStream.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalScribeStream.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscription.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartMedi 
calStream 
Transcrip 
tionWebSo 
cket

授予启动将音频流式传输到 
Transcribe Medical 并将转录
结果流式传输到您的应用程序
的权限 WebSocket

写入      

 StartMedi 
calTransc 
riptionJob

授予权限以启动异步作业以将
医学语音转录为文本

写入   transcrib 
e:OutputB 
ucketName

transcrib 
e:OutputE 
ncryption 
KMSKeyId

transcrib 
e:OutputK 
ey

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

s3:GetObj 
ect

 StartStre 
amTranscr 
iption

授予启动双向 HTTP2 直播以
将语音实时转录为文本的权限

写入      
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https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscriptionWebSocket.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscriptionWebSocket.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscriptionWebSocket.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscriptionWebSocket.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscriptionWebSocket.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_StartMedicalTranscriptionJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_StartMedicalTranscriptionJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_StartMedicalTranscriptionJob.html
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputKey
#amazontranscribe-transcribe_OutputKey
#amazontranscribe-transcribe_OutputKey
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_TagKeys
#amazontranscribe-aws_TagKeys
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartStre 
amTranscr 
iptionWeb 
Socket

授予权限以启动 Websocket 流
以实时将语音转录为文本

Write      

 StartTran 
scriptionJob

授予权限以启动异步作业以将
语音转录为文本

写入   transcrib 
e:OutputB 
ucketName

transcrib 
e:OutputE 
ncryption 
KMSKeyId

transcrib 
e:OutputK 
ey

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

s3:GetObj 
ect

Amazon Transcribe 4170

https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscriptionWebSocket.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscriptionWebSocket.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscriptionWebSocket.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscriptionWebSocket.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_StartTranscriptionJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_StartTranscriptionJob.html
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputKey
#amazontranscribe-transcribe_OutputKey
#amazontranscribe-transcribe_OutputKey
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_TagKeys
#amazontranscribe-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 TagResour 
ce

授予权限以使用给定的键值对
标记资源

Tagging   aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

transcrib 
e:OutputB 
ucketName

transcrib 
e:OutputE 
ncryption 
KMSKeyId

transcrib 
e:OutputK 
ey

aws:TagKe 
ys

 

 UntagReso 
urce

授予权限以取消标记具有给定
键的资源

标记   aws:TagKe 
ys

 

 UpdateCal 
lAnalytic 
sCategory

授予权限以使用新值更新呼
叫分析类别。该 UpdateCal 
lAnalyticsCategory 操作会使用
您在请求中提供的值覆盖所有 
现有信息

写入 callanaly 
ticscateg 
ory*
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https://docs.aws.amazon.com/transcribe/latest/dg/API_TagResource.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_TagResource.html
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_RequestTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputBucketName
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputEncryptionKMSKeyId
#amazontranscribe-transcribe_OutputKey
#amazontranscribe-transcribe_OutputKey
#amazontranscribe-transcribe_OutputKey
#amazontranscribe-aws_TagKeys
#amazontranscribe-aws_TagKeys
https://docs.aws.amazon.com/transcribe/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_UntagResource.html
#amazontranscribe-aws_TagKeys
#amazontranscribe-aws_TagKeys
https://docs.aws.amazon.com/transcribe/latest/dg/API_UpdateCallAnalyticsCategory.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_UpdateCallAnalyticsCategory.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_UpdateCallAnalyticsCategory.html
#amazontranscribe-callanalyticscategory
#amazontranscribe-callanalyticscategory
#amazontranscribe-callanalyticscategory


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateMed 
icalVocab 
ulary

授予权限以使用新值更新现有
医学词汇表。该 UpdateMed 
icalVocabulary 操作会使用您
在请求中提供的值覆盖所有现
有信息

写入 medicalvo 
cabulary*

  s3:GetObj 
ect

 UpdateVoc 
abulary

授予权限以使用新值更新现有
词汇表。该 UpdateVocabulary 
操作会使用您在请求中提供的
值覆盖所有现有信息

写入 vocabular 
y*

  s3:GetObj 
ect

 UpdateVoc 
abularyFilter

授予权限以使用新值更新
现有词汇表筛选条件。该 
UpdateVocabularyFilter 操作
会使用您在请求中提供的值覆
盖所有现有信息

写入 vocabular 
yfilter*

  s3:GetObj 
ect

Amazon Transcribe 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 transcrip 
tionjob

arn:${Partition}:transcribe:${Region 
}:${Account}:transcription-job/${Job 
Name}

aws:ResourceTag/${ 
TagKey}

 vocabulary arn:${Partition}:transcribe:${Region 
}:${Account}:vocabulary/${Vocabulary 
Name}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/transcribe/latest/dg/API_UpdateMedicalVocabulary.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_UpdateMedicalVocabulary.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_UpdateMedicalVocabulary.html
#amazontranscribe-medicalvocabulary
#amazontranscribe-medicalvocabulary
https://docs.aws.amazon.com/transcribe/latest/dg/API_UpdateVocabulary.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_UpdateVocabulary.html
#amazontranscribe-vocabulary
#amazontranscribe-vocabulary
https://docs.aws.amazon.com/transcribe/latest/dg/API_UpdateVocabularyFilter.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_UpdateVocabularyFilter.html
#amazontranscribe-vocabularyfilter
#amazontranscribe-vocabularyfilter
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/transcribe/latest/dg/API_TranscriptionJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_TranscriptionJob.html
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateVocabulary.html
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 vocabular 
yfilter

arn:${Partition}:transcribe:${Region 
}:${Account}:vocabulary-filter/${Voc 
abularyFilterName}

aws:ResourceTag/${ 
TagKey}

 languagem 
odel

arn:${Partition}:transcribe:${Region 
}:${Account}:language-model/${ModelN 
ame}

aws:ResourceTag/${ 
TagKey}

 medicaltr 
anscriptionjob

arn:${Partition}:transcribe:${Region 
}:${Account}:medical-transcription-j 
ob/${JobName}

aws:ResourceTag/${ 
TagKey}

 medicalvo 
cabulary

arn:${Partition}:transcribe:${Region 
}:${Account}:medical-vocabulary/${Vo 
cabularyName}

aws:ResourceTag/${ 
TagKey}

 callanaly 
ticsjob

arn:${Partition}:transcribe:${Region 
}:${Account}:analytics/${JobName}

aws:ResourceTag/${ 
TagKey}

 callanaly 
ticscategory

arn:${Partition}:transcribe:${Region 
}:${Account}:analytics-category/${Ca 
tegoryName}

aws:ResourceTag/${ 
TagKey}

 medicalsc 
ribejob

arn:${Partition}:transcribe:${Region 
}:${Account}:medical-scribe-job/${Jo 
bName}

aws:ResourceTag/${ 
TagKey}

Amazon Transcribe 的条件键

Amazon Transcribe 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateVocabularyFilter.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateVocabularyFilter.html
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transcribe/latest/dg/API_LanguageModel.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_LanguageModel.html
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transcribe/latest/dg/API_MedicalTranscriptionJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_MedicalTranscriptionJob.html
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateMedicalVocabulary.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateMedicalVocabulary.html
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transcribe/latest/dg/API_CallAnalyticsJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_CallAnalyticsJob.html
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateCallAnalyticsCategory.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_CreateCallAnalyticsCategory.html
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transcribe/latest/dg/API_MedicalScribeJob.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_MedicalScribeJob.html
#amazontranscribe-aws_ResourceTag___TagKey_
#amazontranscribe-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

通过要求资源创建请求中存在标签值来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

通过要求提供与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 通过要求请求中必需具有强制性标签来筛选访问权限 ArrayOfString

 transcrib 
e:OutputB 
ucketName

基于请求中包含的输出存储桶名称筛选访问 字符串

 transcrib 
e:OutputE 
ncryption 
KMSKeyId

基于请求中包含的 KMS 密钥筛选访问 字符串

 transcrib 
e:OutputKey

请求中包含的输出密钥筛选访问 字符串

 transcrib 
e:OutputLocation

根据请求中包含的输出位置筛选访问 字符串

AWS Transfer Family 的操作、资源和条件键

AWS Transfer Family（服务前缀:transfer）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-globally-available
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-globally-available
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-globally-available
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-globally-available
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-globally-available
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-globally-available
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazontranscribe.html#amazontranscribe-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazontranscribe.html#amazontranscribe-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazontranscribe.html#amazontranscribe-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazontranscribe.html#amazontranscribe-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazontranscribe.html#amazontranscribe-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazontranscribe.html#amazontranscribe-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazontranscribe.html#amazontranscribe-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazontranscribe.html#amazontranscribe-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazontranscribe.html#amazontranscribe-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazontranscribe.html#amazontranscribe-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazontranscribe.html#amazontranscribe-policy-keys
https://docs.aws.amazon.com/transfer/latest/userguide/
https://docs.aws.amazon.com/transfer/latest/userguide/api_reference.html
https://docs.aws.amazon.com/transfer/latest/userguide/security_iam_service-with-iam.html
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• AWS Transfer Family 定义的操作

• AWS Transfer Family 定义的资源类型

• AWS Transfer Family 的条件键

AWS Transfer Family 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAcc 
ess

授予权限以添加与服务器关联
的访问

写入 server*   iam:PassR 
ole

server*   iam:PassR 
ole

 CreateAgr 
eement

授予权限以添加与服务器关联
的协议

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateCon 
nector

授予权限以创建连接器 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:PassR 
ole

 CreateProfile 授予创建配置文件的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateSer 
ver

授予权限以创建服务器 Write   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:PassR 
ole
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https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateAccess.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateAccess.html
#awstransferfamily-server
#awstransferfamily-server
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateAgreement.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateAgreement.html
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateConnector.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateConnector.html
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateProfile.html
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateServer.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateServer.html
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

server*   iam:PassR 
ole

 CreateUser 授予添加与服务器关联的用户
的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateWeb 
App

授予创建 Web 应用程序的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:PassR 
ole

 CreateWor 
kflow

授予权限以创建工作流程 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteAcc 
ess

授予权限以删除访问 写入 server*    

 DeleteAgr 
eement

授予权限以删除协议 写入 agreement 
*

   

 DeleteCer 
tificate

授予权限以删除证书 写入 certifica 
te*

   

 DeleteCon 
nector

授予权限以删除连接器 写入 connector 
*
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#awstransferfamily-server
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateUser.html
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateWebApp.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateWebApp.html
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateWorkflow.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_CreateWorkflow.html
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteAccess.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteAccess.html
#awstransferfamily-server
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteAgreement.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteAgreement.html
#awstransferfamily-agreement
#awstransferfamily-agreement
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteCertificate.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteCertificate.html
#awstransferfamily-certificate
#awstransferfamily-certificate
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteConnector.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteConnector.html
#awstransferfamily-connector
#awstransferfamily-connector


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteHos 
tKey

授予删除与服务器关联的主机
密钥的权限

写入 host-key*    

 DeleteProfile 授予权限以删除配置文件 写入 profile*    

 DeleteServer 授予删除服务器的权限 Write server*    

 DeleteSsh 
PublicKey

授予从用户删除 SSH 公有密钥
的权限

Write user*    

 DeleteUser 授予删除与服务器关联的用户
的权限

写入 user*    

 DeleteWeb 
App

授予删除 Web 应用程序的权限 写入 webapp*    

 DeleteWeb 
AppCustom 
ization

授予删除 Web 应用程序自定义
项的权限

写入 webapp*    

 DeleteWor 
kflow

授予权限以删除工作流程 写入 workflow*    

 DescribeA 
ccess

授予权限以描述分配给服务器
的访问

读取 server*    

 DescribeA 
greement

授予权限以描述分配给服务器
的协议

读取 agreement 
*

   

 DescribeC 
ertificate

授予权限以描述证书 读取 certifica 
te*

   

 DescribeC 
onnector

授予权限以描述连接器 读取 connector 
*
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https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteHostKey.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteHostKey.html
#awstransferfamily-host-key
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteProfile.html
#awstransferfamily-profile
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteServer.html
#awstransferfamily-server
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteSshPublicKey.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteSshPublicKey.html
#awstransferfamily-user
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteUser.html
#awstransferfamily-user
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteWebApp.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteWebApp.html
#awstransferfamily-webapp
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteWebAppCustomization.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteWebAppCustomization.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteWebAppCustomization.html
#awstransferfamily-webapp
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteWorkflow.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DeleteWorkflow.html
#awstransferfamily-workflow
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeAccess.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeAccess.html
#awstransferfamily-server
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeAgreement.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeAgreement.html
#awstransferfamily-agreement
#awstransferfamily-agreement
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeCertificate.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeCertificate.html
#awstransferfamily-certificate
#awstransferfamily-certificate
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeConnector.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeConnector.html
#awstransferfamily-connector
#awstransferfamily-connector


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeE 
xecution

授予权限以描述与工作流关联
的执行情况

读取 workflow*    

 DescribeH 
ostKey

授予描述与服务器关联的主机
密钥的权限

读取 host-key*    

 DescribeP 
rofile

授予权限以描述配置文件 读取 profile*    

 DescribeS 
ecurityPolicy

授予权限以描述安全策略 Read      

 DescribeS 
erver

授予描述服务器的权限 Read server*    

 DescribeU 
ser

授予描述与服务器关联的用户
的权限

读取 user*    

 DescribeW 
ebApp

授予描述 Web 应用程序的权限 读取 webapp*    

 DescribeW 
ebAppCust 
omization

授予描述 Web 应用程序自定义
项的权限

读取 webapp*    

 DescribeW 
orkflow

授予权限以描述工作流 读取 workflow*    

 ImportCer 
tificate

授予权限以添加证书 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeExecution.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeExecution.html
#awstransferfamily-workflow
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeHostKey.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeHostKey.html
#awstransferfamily-host-key
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeProfile.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeProfile.html
#awstransferfamily-profile
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeSecurityPolicy.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeSecurityPolicy.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeServer.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeServer.html
#awstransferfamily-server
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeUser.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeUser.html
#awstransferfamily-user
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeWebApp.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeWebApp.html
#awstransferfamily-webapp
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeWebAppCustomization.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeWebAppCustomization.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeWebAppCustomization.html
#awstransferfamily-webapp
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeWorkflow.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_DescribeWorkflow.html
#awstransferfamily-workflow
https://docs.aws.amazon.com/transfer/latest/userguide/API_ImportCertificate.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ImportCertificate.html
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

server*     ImportHos 
tKey

授予将主机密钥添加到服务器
的权限

写入

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 ImportSsh 
PublicKey

授予向用户添加 SSH 公有密钥
的权限

写入 user*    

 ListAccesses 授予权限以列出访问 读取 server*    

 ListAgree 
ments

授予权限以列出协议 读取 server*    

 ListCerti 
ficates

授予权限以列出证书 读取      

 ListConne 
ctors

授予权限以列出连接器 读取      

 ListExecu 
tions

授予权限以列出与工作流关联
的执行情况

读取 workflow*    

 ListFileT 
ransferRe 
sults

授予权限以列出连接器的文件
传输功能状态

读取 connector 
*

   

 ListHostKeys 授予列出与服务器关联的主机
密钥的权限

读取 server*    

 ListProfiles 授予列出配置文件的权限 读取      
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#awstransferfamily-server
https://docs.aws.amazon.com/transfer/latest/userguide/API_ImportHostKey.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ImportHostKey.html
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/API_ImportSshPublicKey.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ImportSshPublicKey.html
#awstransferfamily-user
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListAccesses.html
#awstransferfamily-server
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListAgreements.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListAgreements.html
#awstransferfamily-server
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListCertificates.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListCertificates.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListConnectors.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListConnectors.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListExecutions.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListExecutions.html
#awstransferfamily-workflow
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListFileTransferResults.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListFileTransferResults.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListFileTransferResults.html
#awstransferfamily-connector
#awstransferfamily-connector
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListHostKeys.html
#awstransferfamily-server
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListProfiles.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSecur 
ityPolicies

授予权限以列出安全策略 List      

 ListServers 授予列出服务器的权限 列表      

agreement    

certificate    

connector    

host-key    

profile    

server    

user    

 ListTagsF 
orResource

授予列出 Transfer Famil AWS 
y 资源标签的权限

读取

workflow    

 ListUsers 授予列出与服务器关联的用户
的权限

列表 server*    

 ListWebApps 授予列出 Web 应用程序的权限 列表      

 ListWorkf 
lows

授予权限以列出工作流 列表      

 SendWorkf 
lowStepState

授予权限以为异步自定义步骤
发送回调

写入 workflow*    

 StartDire 
ctoryListing

授予权限以使用连接器在远程
服务器上启动列表操作

写入 connector 
*

   

 StartFile 
Transfer

授予启动连接器文件传输的权
限

写入 connector 
*
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https://docs.aws.amazon.com/transfer/latest/userguide/API_ListSecurityPolicies.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListSecurityPolicies.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListServers.html
#awstransferfamily-agreement
#awstransferfamily-agreement
#awstransferfamily-certificate
#awstransferfamily-connector
#awstransferfamily-connector
#awstransferfamily-host-key
#awstransferfamily-profile
#awstransferfamily-server
#awstransferfamily-user
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListTagsForResource.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListTagsForResource.html
#awstransferfamily-workflow
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListUsers.html
#awstransferfamily-server
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListWebApps.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListWorkflows.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_ListWorkflows.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_SendWorkflowStepState.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_SendWorkflowStepState.html
#awstransferfamily-workflow
https://docs.aws.amazon.com/transfer/latest/userguide/API_StartDirectoryListing.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_StartDirectoryListing.html
#awstransferfamily-connector
#awstransferfamily-connector
https://docs.aws.amazon.com/transfer/latest/userguide/API_StartFileTransfer.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_StartFileTransfer.html
#awstransferfamily-connector
#awstransferfamily-connector


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartRemo 
teDelete

授予在远程服务器上启动连接
器删除操作的权限

写入 connector 
*

   

 StartRemo 
teMove

授予在远程服务器上启动连接
器移动操作的权限

写入 connector 
*

   

 StartServer 授予权限以开启服务器 Write server*    

 StopServer 授予停止服务器的权限 写入 server*    

agreement    

certificate    

connector    

host-key    

profile    

server    

user    

webapp    

workflow    

 TagResour 
ce

授予标记 Transfer F AWS 
amily 资源的权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 TestConne 
ction

授予权限以测试连接器与远程
服务器的连接

写入 connector 
*
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https://docs.aws.amazon.com/transfer/latest/userguide/API_StartRemoteDelete.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_StartRemoteDelete.html
#awstransferfamily-connector
#awstransferfamily-connector
https://docs.aws.amazon.com/transfer/latest/userguide/API_StartRemoteMove.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_StartRemoteMove.html
#awstransferfamily-connector
#awstransferfamily-connector
https://docs.aws.amazon.com/transfer/latest/userguide/API_StartServer.html
#awstransferfamily-server
https://docs.aws.amazon.com/transfer/latest/userguide/API_StopServer.html
#awstransferfamily-server
#awstransferfamily-agreement
#awstransferfamily-agreement
#awstransferfamily-certificate
#awstransferfamily-connector
#awstransferfamily-connector
#awstransferfamily-host-key
#awstransferfamily-profile
#awstransferfamily-server
#awstransferfamily-user
#awstransferfamily-webapp
#awstransferfamily-workflow
https://docs.aws.amazon.com/transfer/latest/userguide/API_TagResource.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_TagResource.html
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
#awstransferfamily-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/API_TestConnection.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_TestConnection.html
#awstransferfamily-connector
#awstransferfamily-connector


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 TestIdent 
ityProvider

授予测试服务器的自定义身份
提供商的权限

读取 user*    

agreement    

certificate    

connector    

host-key    

profile    

server    

user    

webapp    

workflow    

 UntagReso 
urce

授予取消标记 Transfer Famil 
AWS y 资源的权限

标记

  aws:TagKe 
ys

 

 UpdateAcc 
ess

授予权限以更新访问 写入     iam:PassR 
ole

 UpdateAgr 
eement

授予权限以更新协议 写入 agreement 
*

  iam:PassR 
ole

 UpdateCer 
tificate

授予权限以更新证书 写入 certifica 
te*

   

 UpdateCon 
nector

授予权限以更新连接器 写入 connector 
*

  iam:PassR 
ole
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https://docs.aws.amazon.com/transfer/latest/userguide/API_TestIdentityProvider.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_TestIdentityProvider.html
#awstransferfamily-user
#awstransferfamily-agreement
#awstransferfamily-agreement
#awstransferfamily-certificate
#awstransferfamily-connector
#awstransferfamily-connector
#awstransferfamily-host-key
#awstransferfamily-profile
#awstransferfamily-server
#awstransferfamily-user
#awstransferfamily-webapp
#awstransferfamily-workflow
https://docs.aws.amazon.com/transfer/latest/userguide/API_UntagResource.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_UntagResource.html
#awstransferfamily-aws_TagKeys
#awstransferfamily-aws_TagKeys
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateAccess.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateAccess.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateAgreement.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateAgreement.html
#awstransferfamily-agreement
#awstransferfamily-agreement
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateCertificate.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateCertificate.html
#awstransferfamily-certificate
#awstransferfamily-certificate
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateConnector.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateConnector.html
#awstransferfamily-connector
#awstransferfamily-connector
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateHos 
tKey

授予更新主机密钥的权限 写入 host-key*    

 UpdatePro 
file

授予更新配置文件的权限 写入 profile*    

 UpdateSer 
ver

授予权限以更新服务器配置 Write server*   iam:PassR 
ole

 UpdateUser 授予更新用户配置的权限 写入 user*   iam:PassR 
ole

 UpdateWeb 
App

授予更新 Web 应用程序配置的
权限

写入 webapp*   iam:PassR 
ole

 UpdateWeb 
AppCustom 
ization

授予更新 Web 应用程序自定义
配置的权限

写入 webapp*   iam:PassR 
ole

AWS Transfer Family 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 user arn:${Partition}:transfer:${Region}: 
${Account}:user/${ServerId}/${UserNa 
me}

aws:ResourceTag/${ 
TagKey}

 server arn:${Partition}:transfer:${Region}: 
${Account}:server/${ServerId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateHostKey.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateHostKey.html
#awstransferfamily-host-key
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateProfile.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateProfile.html
#awstransferfamily-profile
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateServer.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateServer.html
#awstransferfamily-server
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateUser.html
#awstransferfamily-user
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateWebApp.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateWebApp.html
#awstransferfamily-webapp
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateWebAppCustomization.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateWebAppCustomization.html
https://docs.aws.amazon.com/transfer/latest/userguide/API_UpdateWebAppCustomization.html
#awstransferfamily-webapp
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/transfer/latest/userguide/create-user.html
#awstransferfamily-aws_ResourceTag___TagKey_
#awstransferfamily-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/configuring-servers.html
#awstransferfamily-aws_ResourceTag___TagKey_
#awstransferfamily-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 workflow arn:${Partition}:transfer:${Region}: 
${Account}:workflow/${WorkflowId}

aws:ResourceTag/${ 
TagKey}

 certificate arn:${Partition}:transfer:${Region}: 
${Account}:certificate/${Certificate 
Id}

aws:ResourceTag/${ 
TagKey}

 connector arn:${Partition}:transfer:${Region}: 
${Account}:connector/${ConnectorId}

aws:ResourceTag/${ 
TagKey}

 profile arn:${Partition}:transfer:${Region}: 
${Account}:profile/${ProfileId}

aws:ResourceTag/${ 
TagKey}

 agreement arn:${Partition}:transfer:${Region}: 
${Account}:agreement/${ServerId}/${A 
greementId}

aws:ResourceTag/${ 
TagKey}

 host-key arn:${Partition}:transfer:${Region}: 
${Account}:host-key/${ServerId}/${Ho 
stKeyId}

aws:ResourceTag/${ 
TagKey}

 webapp arn:${Partition}:transfer:${Region}: 
${Account}:webapp/${WebAppId}

aws:ResourceTag/${ 
TagKey}

AWS Transfer Family 的条件键

AWS Transfer Family 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串
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https://docs.aws.amazon.com/transfer/latest/userguide/transfer-workflows.html
#awstransferfamily-aws_ResourceTag___TagKey_
#awstransferfamily-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/create-b2b-server.html
#awstransferfamily-aws_ResourceTag___TagKey_
#awstransferfamily-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/create-b2b-server.html
#awstransferfamily-aws_ResourceTag___TagKey_
#awstransferfamily-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/create-b2b-server.html
#awstransferfamily-aws_ResourceTag___TagKey_
#awstransferfamily-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/create-b2b-server.html
#awstransferfamily-aws_ResourceTag___TagKey_
#awstransferfamily-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/edit-server-config.html
#awstransferfamily-aws_ResourceTag___TagKey_
#awstransferfamily-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/transfer/latest/userguide/web-app.html
#awstransferfamily-aws_ResourceTag___TagKey_
#awstransferfamily-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS 变换的操作、资源和条件键

AWS Transform（服务前缀:transform）提供以下特定于服务的资源、操作和条件上下文密钥，供在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 “ AWS 转换” 定义的操作

• 由 AWS 变换定义的资源类型

• AWS 变换的条件键

由 “ AWS 转换” 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/transform/latest/userguide/
https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
https://docs.aws.amazon.com/transform/latest/userguide/security-iam.html#security_iam_access-manage
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Connector 
Resource [仅
权限]

授予 AssociateConnector 
Resource 在 AWS 变换时调用
的权限

写入      

 CreateProfile
[仅权限]

授予 CreateProfile 在 AWS 变
换时调用的权限

写入 profile*    

 DeleteProfile
[仅权限]

授予 DeleteProfile 在 AWS 变
换时调用的权限

写入 profile*    

 GetConnec 
tor [仅权限]

授予 GetConnector 在 AWS 变
换时调用的权限

读取      

 ListProfiles
[仅权限]

授予 ListProfiles 在 AWS 变换
时调用的权限

列表      
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
#awstransform-profile
https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
#awstransform-profile
https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RejectCon 
nector [仅权
限]

授予 RejectConnector 在 AWS 
变换时调用的权限

写入      

 UpdatePro 
file [仅权限]

授予 UpdateProfile 在 AWS 变
换时调用的权限

写入 profile*    

由 AWS 变换定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 profile arn:${Partition}:transform:${Region}:
${Account}:profile/${Identifier}

 

AWS 变换的条件键

Transform 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Translate 的操作、资源和条件键

Amazon Translate（服务前缀：translate）提供以下服务特定的资源、操作和条件上下文键以在 
IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
#awstransform-profile
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/transform/latest/userguide/security_iam_permissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/translate/latest/dg/getting-started.html
https://docs.aws.amazon.com/translate/latest/APIReference/API_Operations.html
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Translate 定义的操作

• Amazon Translate 定义的资源类型

• Amazon Translate 的条件键

Amazon Translate 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

parallel- 
data

    CreatePar 
allelData

授予创建并行数据的权限 Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeletePar 
allelData

授予删除并行数据的权限 Write parallel- 
data

   

 DeleteTer 
minology

授予删除术语的权限 Write terminolo 
gy

   

 DescribeT 
extTransl 
ationJob

授予获取与异步批处理翻译作
业关联的属性的权限

Read      

 GetParall 
elData

授予获取并行数据的权限 Read parallel- 
data

   

 GetTermin 
ology

授予检索术语的权限 Read terminolo 
gy

   

terminolo 
gy

    ImportTer 
minology

授予创建或更新术语的权限，
具体取决于给定术语名称是否
已存在术语

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazontranslate-parallel-data
#amazontranslate-parallel-data
https://docs.aws.amazon.com/translate/latest/APIReference/API_CreateParallelData.html
https://docs.aws.amazon.com/translate/latest/APIReference/API_CreateParallelData.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListLangu 
ages

授予列出支持的语言的权限 列表      

 ListParal 
lelData

授予列出与您账户关联的并行
数据的权限

列表      

parallel- 
data

    ListTagsF 
orResource

授予权限以列出资源的标签 读取

terminolo 
gy

   

 ListTermi 
nologies

授予列出与您账户关联的术语
的权限

List      

 ListTextT 
ranslatio 
nJobs

授予列出您提交的批处理翻译
作业的权限

List      

parallel- 
data

    StartText 
Translati 
onJob

授予启动异步批处理翻译作业
的权限。批处理翻译作业可用
于一次性翻译多个文档中的大
量文本

Write

terminolo 
gy

   

 StopTextT 
ranslationJob

授予停止正在进行的异步批处
理翻译作业的权限

写入      

parallel- 
data

    TagResour 
ce

授予权限以使用给定的键值对
标记资源

标记

terminolo 
gy
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 Translate 
Document

授予将文档从源语言翻译为目
标语言的权限

读取 terminolo 
gy

   

parallel- 
data

    Translate 
Text

授予将文本从源语言翻译为目
标语言的权限

读取

terminolo 
gy

   

parallel- 
data

   

terminolo 
gy

   

 UntagReso 
urce

授予权限以取消标记具有给定
键的资源

标记

  aws:TagKe 
ys

 

 UpdatePar 
allelData

授予更新现有并行数据的权限 Write parallel- 
data

   

Amazon Translate 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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资源类型 ARN 条件键

 terminology arn:${Partition}:translate:${Region} 
:${Account}:terminology/${ResourceNa 
me}

aws:ResourceTag/${ 
TagKey}

 parallel-data arn:${Partition}:translate:${Region} 
:${Account}:parallel-data/${Resource 
Name}

aws:ResourceTag/${ 
TagKey}

Amazon Translate 的条件键

Amazon Translate 定义以下可在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这些键
进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

通过要求资源创建请求中存在标签值来筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

通过要求提供与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 通过要求请求中必需具有强制性标签来筛选访问权限 ArrayOfString

AWS Trusted Advisor 的操作、资源和条件键

AWS Trusted Advisor（服务前缀:trustedadvisor）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。
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• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Trusted Advisor 定义的操作

• AWS Trusted Advisor 定义的资源类型

• AWS Trusted Advisor 的条件键

AWS Trusted Advisor 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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Note

IAM Trusted Advisor 策略描述详细信息仅适用于 Trusted Advisor 控制台。如果要管理对 
Trusted Advisor 的编程访问，请使用 AWS 支持 API 中的 Trusted Advisor 操作。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchUpda 
teRecomme 
ndationRe 
sourceExc 
lusion

授予权限以更新推荐资源列表
的一个或多个排除状态

写入      

 CreateEng 
agement

授予创建参与的权限 写入      

 CreateEng 
agementAt 
tachment

授予创建参与附件的权限 写入      

 CreateEng 
agementCo 
mmunication

授予创建参与通信的权限 写入      

 DeleteNot 
ification 
Configura 
tionForDe 
legatedAdmin

向组织管理账户授予权限，允
许其从 Trusted Advisor Priority 
的委托管理员账户中删除电子
邮件通知首选项

写入      

 DescribeA 
ccount [仅权
限]

授予查看 AWS 支持 计划和各
种 T AWS rusted Advisor 首选
项的权限

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeA 
ccountAccess
[仅权限]

授予查看是启用还是禁用 
T AWS rust AWS 账户 ed 
Advisor 的权限

读取      

 DescribeC 
heckItems

授予权限以查看检查项目的详
细信息

读取 checks*    

 DescribeC 
heckRefre 
shStatuses

授予查看 Truste AWS d 
Advisor 检查刷新状态的权限

读取 checks*    

 DescribeC 
heckStatu 
sHistoryC 
hanges [仅权
限]

授予权限以查看过去 30 天内检
查的结果和更改状态

读取 checks*    

 DescribeC 
heckSumma 
ries

授予查看 Tru AWS sted 
Advisor 支票摘要的权限

读取 checks*    

 DescribeC 
hecks

授予查看 T AWS rusted 
Advisor 支票详情的权限

读取      

 DescribeN 
otificati 
onConfigu 
rations

授予权限以获取 Trusted 
Advisor Priority 的电子邮件通
知首选项

读取      

 DescribeN 
otificati 
onPrefere 
nces [仅权限]

授予查看通知首选项的权限 
AWS 账户

读取      

AWS Trusted Advis 4196

https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
#awstrustedadvisor-checks
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
#awstrustedadvisor-checks
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
#awstrustedadvisor-checks
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
#awstrustedadvisor-checks
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations
https://docs.aws.amazon.com/awssupport/latest/user/security-trusted-advisor.html#trusted-advisor-operations


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeO 
rganization
[仅权限]

授予查看是否 AWS 账户 满足
启用组织视图功能的要求的权
限

读取      

 DescribeO 
rganizati 
onAccounts
[仅权限]

授予查看组织中关联 AWS 账
户的权限

读取      

 DescribeR 
eports [仅权
限]

授予权限以查看组织视图报告
的详细信息（例如，报告名
称、运行时间、创建日期、状
态和格式）

读取      

 DescribeRisk 授予在 T AWS rusted Advisor 
优先级中查看风险详细信息的
权限

读取      

 DescribeR 
iskResources

授予在 Truste AWS d Advisor 
优先级中查看受影响资源的权
限

读取      

 DescribeR 
isks

授予在 T AWS rusted Advisor 
优先级中查看风险的权限

读取      

 DescribeS 
erviceMet 
adata [仅权
限]

授予查看组织视图报告相关信
息的权限，例如支票类别、支
票名称和资源状态 AWS 区域

读取      

 DownloadR 
isk

授予下载包含 T AWS rusted 
Advisor 优先级风险详细信息的
文件的权限

读取      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ExcludeCh 
eckItems [仅
权限]

授予排除针对 T AWS rusted 
Advisor 支票的推荐的权限

写入 checks*    

 GenerateR 
eport [仅权限]

授予为组织中的 T AWS rusted 
Advisor 支票创建报告的权限

写入      

 GetEngage 
ment

授予查看参与的权限 读取      

 GetEngage 
mentAttac 
hment

授予查看参与附件的权限 读取      

 GetEngage 
mentType

授予查看特定参与类型的权限 读取      

 GetOrgani 
zationRec 
ommendation

授予在 AWS 组织组织内获得
特定推荐的权限。此 API 仅支
持按优先顺序排列的建议

读取      

 GetRecomm 
endation

授予获取特定建议的权限 读取      

 IncludeCh 
eckItems [仅
权限]

授予包含针对 T AWS rusted 
Advisor 支票的建议的权限

写入 checks*    

 ListAccou 
ntsForParent
[仅权限]

授予在 Trusted Advisor 控制台
中查看 AWS 组织中由根或组
织单位 (OU) 包含的所有账户
的权限

读取      

 ListChecks 授予列出可筛选的检查集的权
限

列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListEngag 
ementComm 
unications

授予查看所有参与通信的权限 读取      

 ListEngag 
ementTypes

授予查看所有参与类型的权限 读取      

 ListEngag 
ements

授予查看所有参与的权限 读取      

 ListOrgan 
izationRe 
commendat 
ionAccounts

授予列出拥有 AWS 组织汇总
推荐资源的账户的权限。此 
API 仅支持按优先顺序排列的
建议

列表      

 ListOrgan 
izationRe 
commendat 
ionResources

授予在 AWS 组织内列出推荐
资源的权限。此 API 仅支持按
优先顺序排列的建议

列表      

 ListOrgan 
izationRe 
commendat 
ions

授予在组织内列出一组可筛选
的推荐的权限。 AWS 此 API 
仅支持按优先顺序排列的建议

列表      

 ListOrgan 
izational 
UnitsForP 
arent [仅权限]

授予在 Trusted Advisor 控制台
中查看上级组织单位或根目录
中所有组织单位 (OUs) 的权限

读取      

 ListRecom 
mendation 
Resources

授予列出建议的资源的权限 列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRecom 
mendations

授予列出可筛选建议集的权限 列表      

 ListRoots [仅
权限]

授予在 Trusted Advisor 控制台
中查看 AWS 组织中定义的所
有根目录的权限

读取      

 RefreshCh 
eck

授予刷新 Tru AWS sted 
Advisor 支票的权限

写入 checks*    

 SetAccoun 
tAccess [仅权
限]

授予为账户启用或禁用 T AWS 
rusted Advisor 的权限

写入      

 SetOrgani 
zationAccess
[仅权限]

授予为 T AWS rusted Advisor 
启用组织视图功能的权限

写入      

 UpdateEng 
agement

授予权限以更新参与的详细信
息

写入      

 UpdateEng 
agementSt 
atus

授予更新参与状态的权限 写入      

 UpdateNot 
ification 
Configura 
tions

授予权限以创建或更新 Trusted 
Advisor Priority 的电子邮件通
知首选项

写入      

 UpdateNot 
ification 
Preferences
[仅权限]

授予更新 T AWS rusted 
Advisor 通知首选项的权限

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateOrg 
anization 
Recommend 
ationLifecycle

授予在 AWS 组织内更新建议
生命周期的权限。此 API 仅支
持按优先顺序排列的建议

写入      

 UpdateRec 
ommendati 
onLifecycle

授予更新建议的生命周期的权
限。此 API 仅支持按优先顺序
排列的建议

写入      

 UpdateRis 
kStatus

授予在 T AWS rusted Advisor 
优先级中更新风险状态的权限

写入      

AWS Trusted Advisor 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

Note

支票资源类型的 ARN 不应包括区域。在格式中使用“*”而不是“${Region}”，否则策略将无法正
常工作。

资源类型 ARN 条件键

 checks arn:${Partition}:trustedadvisor:${Re 
gion}:${Account}:checks/${CategoryCo 
de}/${CheckId}
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AWS Trusted Advisor 的条件键

Trusted Advisor 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务
均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS 用户通知的操作、资源和条件键

AWS 用户通知（服务前缀:notifications）提供以下特定于服务的资源、操作和条件上下文密钥，
供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS 用户通知定义的操作

• AWS 用户通知定义的资源类型

• AWS 用户通知的条件键

由 AWS 用户通知定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Channel

授予将新频道与特定频道关
联的权限 NotificationConfig 
uration

写入 Notificat 
ionConfig 
uration*

   

 Associate 
ManagedNo 
tificatio 
nAccountC 
ontact

授予将账户联系人与特定托管
通知配置关联的权限

写入 ManagedNo 
tificatio 
nConfigur 
ation*

   

 Associate 
ManagedNo 
tificatio 
nAddition 
alChannel

授予将频道与特定托管通知配
置关联的权限

写入 ManagedNo 
tificatio 
nConfigur 
ation*

   

 CreateEve 
ntRule

授予创建新内容 EventRule 
并将其与关联的权限 Notificat 
ionConfiguration

写入      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateNot 
ification 
Configuration

授予创建 NotificationConfig 
uration

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteEve 
ntRule

授予删除的权限 EventRule 写入 EventRule 
*

   

 DeleteNot 
ification 
Configuration

授予删除权限 Notificat 
ionConfiguration

写入 Notificat 
ionConfig 
uration*

   

 Deregiste 
rNotifica 
tionHub

授予注销注册的权限 Notificat 
ionHub

写入      

 DisableNo 
tificatio 
nsAccessF 
orOrganiz 
ation

授予禁用 AWS 用户通知的服
务信任的权限

写入     organizat 
ions:Disa 
bleAWSSer 
viceAcces 
s

 Disassoci 
ateChannel

授予从中移除频道的权限 
NotificationConfiguration

写入 Notificat 
ionConfig 
uration*

   

 Disassoci 
ateManage 
dNotifica 
tionAccou 
ntContact

授予从托管通知配置中删除账
户联系人的权限

写入 ManagedNo 
tificatio 
nConfigur 
ation*
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https://docs.aws.amazon.com/notifications/latest/APIReference/API_CreateNotificationConfiguration.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_CreateNotificationConfiguration.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_CreateNotificationConfiguration.html
#awsusernotifications-aws_TagKeys
#awsusernotifications-aws_TagKeys
#awsusernotifications-aws_RequestTag___TagKey_
#awsusernotifications-aws_RequestTag___TagKey_
#awsusernotifications-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DeleteEventRule.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DeleteEventRule.html
#awsusernotifications-EventRule
#awsusernotifications-EventRule
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DeleteNotificationConfiguration.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DeleteNotificationConfiguration.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DeleteNotificationConfiguration.html
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DeregisterNotificationHub.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DeregisterNotificationHub.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DeregisterNotificationHub.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisableNotificationsAccessForOrganization.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisableNotificationsAccessForOrganization.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisableNotificationsAccessForOrganization.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisableNotificationsAccessForOrganization.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisableNotificationsAccessForOrganization.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisassociateChannel.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisassociateChannel.html
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisassociateManagedNotificationAccountContact.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisassociateManagedNotificationAccountContact.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisassociateManagedNotificationAccountContact.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisassociateManagedNotificationAccountContact.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisassociateManagedNotificationAccountContact.html
#awsusernotifications-ManagedNotificationConfiguration
#awsusernotifications-ManagedNotificationConfiguration
#awsusernotifications-ManagedNotificationConfiguration
#awsusernotifications-ManagedNotificationConfiguration
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateManage 
dNotifica 
tionAddit 
ionalChannel

授予从托管通知配置中删除频
道的权限

写入 ManagedNo 
tificatio 
nConfigur 
ation*

   

 EnableNot 
ification 
sAccessFo 
rOrganization

授予为 AWS 用户通知启用 “服
务信任” 的权限

写入     iam:Creat 
eServiceL 
inkedRole

organizat 
ions:Enab 
leAWSServ 
iceAccess

 GetEventR 
ule

授予获取 EventRule 读取 EventRule 
*

   

 GetFeatur 
eOptInStatus
[仅权限]

授予读取 AWS 用户通知服务
功能的选择加入状态的权限

读取      

 GetManage 
dNotifica 
tionChild 
Event

授予获取托管通知子事件的权
限

读取 ManagedNo 
tificatio 
nChildEve 
nt*

   

 GetManage 
dNotifica 
tionConfi 
guration

授予获取托管通知配置的权限 读取 ManagedNo 
tificatio 
nConfigur 
ation*
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https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisassociateManagedNotificationAdditionalChannel.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisassociateManagedNotificationAdditionalChannel.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisassociateManagedNotificationAdditionalChannel.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisassociateManagedNotificationAdditionalChannel.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_DisassociateManagedNotificationAdditionalChannel.html
#awsusernotifications-ManagedNotificationConfiguration
#awsusernotifications-ManagedNotificationConfiguration
#awsusernotifications-ManagedNotificationConfiguration
#awsusernotifications-ManagedNotificationConfiguration
https://docs.aws.amazon.com/notifications/latest/APIReference/API_EnableNotificationsAccessForOrganization.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_EnableNotificationsAccessForOrganization.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_EnableNotificationsAccessForOrganization.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_EnableNotificationsAccessForOrganization.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetEventRule.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetEventRule.html
#awsusernotifications-EventRule
#awsusernotifications-EventRule
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetManagedNotificationChildEvent.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetManagedNotificationChildEvent.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetManagedNotificationChildEvent.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetManagedNotificationChildEvent.html
#awsusernotifications-ManagedNotificationChildEvent
#awsusernotifications-ManagedNotificationChildEvent
#awsusernotifications-ManagedNotificationChildEvent
#awsusernotifications-ManagedNotificationChildEvent
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetManagedNotificationConfiguration.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetManagedNotificationConfiguration.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetManagedNotificationConfiguration.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetManagedNotificationConfiguration.html
#awsusernotifications-ManagedNotificationConfiguration
#awsusernotifications-ManagedNotificationConfiguration
#awsusernotifications-ManagedNotificationConfiguration
#awsusernotifications-ManagedNotificationConfiguration
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetManage 
dNotifica 
tionEvent

授予获取托管版的权限 
NotificationEvent

读取 ManagedNo 
tificatio 
nEvent*

   

 GetNotifi 
cationCon 
figuration

授予获取 NotificationConfig 
uration

读取 Notificat 
ionConfig 
uration*

   

 GetNotifi 
cationEvent

授予获取 NotificationEvent 读取 Notificat 
ionEvent*

   

 GetNotifi 
cationsAc 
cessForOr 
ganization

授予读取 “ AWS 用户通知的服
务信任” 的权限

读取      

 ListChannels 授予按以下方式列出频道的权
限 NotificationConfiguration

列表 Notificat 
ionConfig 
uration*

   

 ListEvent 
Rules

授予上架权限 EventRules 列表      

 ListManag 
edNotific 
ationChan 
nelAssoci 
ations

授予列出与托管通知配置关联
的账户联系人和频道的权限

列表 ManagedNo 
tificatio 
nConfigur 
ation*

   

 ListManag 
edNotific 
ationChil 
dEvents

授予列出托管通知子事件的权
限

列表      
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https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetManagedNotificationEvent.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetManagedNotificationEvent.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetManagedNotificationEvent.html
#awsusernotifications-ManagedNotificationEvent
#awsusernotifications-ManagedNotificationEvent
#awsusernotifications-ManagedNotificationEvent
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetNotificationConfiguration.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetNotificationConfiguration.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetNotificationConfiguration.html
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetNotificationEvent.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetNotificationEvent.html
#awsusernotifications-NotificationEvent
#awsusernotifications-NotificationEvent
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetNotificationsAccessForOrganization.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetNotificationsAccessForOrganization.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetNotificationsAccessForOrganization.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_GetNotificationsAccessForOrganization.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListChannels.html
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListEventRules.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListEventRules.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationChannelAssociations.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationChannelAssociations.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationChannelAssociations.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationChannelAssociations.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationChannelAssociations.html
#awsusernotifications-ManagedNotificationConfiguration
#awsusernotifications-ManagedNotificationConfiguration
#awsusernotifications-ManagedNotificationConfiguration
#awsusernotifications-ManagedNotificationConfiguration
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationChildEvents.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationChildEvents.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationChildEvents.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationChildEvents.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListManag 
edNotific 
ationConf 
igurations

授予列出托管通知配置的权限 列表      

 ListManag 
edNotific 
ationEvents

授予列出托管通知事件的权限 列表      

 ListNotif 
icationCo 
nfigurations

授予上架权限 Notificat 
ionConfigurations

列表      

 ListNotif 
icationEvents

授予上架权限 Notificat 
ionEvents

列表      

 ListNotif 
icationHubs

授予上架权限 NotificationHubs 列表      

 ListTagsF 
orResource

授予权限以获取资源的标签 列表      

 PutFeatur 
eOptInStatus
[仅权限]

授予更新 AWS 用户通知服务
功能的选择加入状态的权限

写入      

 RegisterN 
otificationHub

授予注册权限 NotificationHub 写入      

 TagResour 
ce

授予权限以标记资源 标记 Notificat 
ionConfig 
uration*
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https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationConfigurations.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationConfigurations.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationConfigurations.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationConfigurations.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationEvents.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationEvents.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListManagedNotificationEvents.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListNotificationConfigurations.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListNotificationConfigurations.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListNotificationConfigurations.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListNotificationEvents.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListNotificationEvents.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListNotificationHubs.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListNotificationHubs.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_RegisterNotificationHub.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_RegisterNotificationHub.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_TagResource.html
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

Notificat 
ionConfig 
uration*

    UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys

 

 UpdateEve 
ntRule

授予更新权限 EventRule 写入 EventRule 
*

   

 UpdateNot 
ification 
Configuration

授予更新权限 Notificat 
ionConfiguration

写入 Notificat 
ionConfig 
uration*

   

AWS 用户通知定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 EventRule arn:${Partition}:notifications::${Ac 
count}:configuration/${NotificationC 
onfigurationId}/rule/${EventRuleId}
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#awsusernotifications-aws_TagKeys
#awsusernotifications-aws_TagKeys
#awsusernotifications-aws_RequestTag___TagKey_
#awsusernotifications-aws_RequestTag___TagKey_
#awsusernotifications-aws_RequestTag___TagKey_
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
https://docs.aws.amazon.com/notifications/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_UntagResource.html
#awsusernotifications-aws_TagKeys
#awsusernotifications-aws_TagKeys
https://docs.aws.amazon.com/notifications/latest/APIReference/API_UpdateEventRule.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_UpdateEventRule.html
#awsusernotifications-EventRule
#awsusernotifications-EventRule
https://docs.aws.amazon.com/notifications/latest/APIReference/API_UpdateNotificationConfiguration.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_UpdateNotificationConfiguration.html
https://docs.aws.amazon.com/notifications/latest/APIReference/API_UpdateNotificationConfiguration.html
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
#awsusernotifications-NotificationConfiguration
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
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资源类型 ARN 条件键

 Notificat 
ionConfig 
uration

arn:${Partition}:notifications::${Ac 
count}:configuration/${NotificationC 
onfigurationId}

aws:ResourceTag/${ 
TagKey}

 Notificat 
ionEvent

arn:${Partition}:notifications:${Reg 
ion}:${Account}:configuration/${Noti 
ficationConfigurationId}/event/${Not 
ificationEventId}

 

 ManagedNo 
tificatio 
nChildEvent

arn:${Partition}:notifications::${Ac 
count}:managed-notification-configur 
ation/category/${Category}/sub-categ 
ory/${Subcategory}/event/${Notificat 
ionEventId}/child-event/${Notificati 
onChildEventId}

 

 ManagedNo 
tificatio 
nConfigur 
ation

arn:${Partition}:notifications::${Ac 
count}:managed-notification-configur 
ation/category/${Category}/sub-categ 
ory/${Subcategory}

 

 ManagedNo 
tificatio 
nEvent

arn:${Partition}:notifications::${Ac 
count}:managed-notification-configur 
ation/category/${Category}/sub-categ 
ory/${Subcategory}/event/${Notificat 
ionEventId}

 

AWS 用户通知的条件键

AWS 用户通知定义了可在 IAM 策略Condition元素中使用的以下条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
#awsusernotifications-aws_ResourceTag___TagKey_
#awsusernotifications-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS 用户通知联系人的操作、资源和条件键

AWS 用户通知联系人（服务前缀:notifications-contacts）提供以下特定于服务的资源、操作
和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 AWS 用户通知联系人定义的操作

• AWS 用户通知联系人定义的资源类型

• AWS 用户通知联系人的条件键

由 AWS 用户通知联系人定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/notifications/latest/userguide/managing-delivery-channels.html
https://docs.aws.amazon.com/notifications/latest/userguide/resource-level-permissions.html
https://docs.aws.amazon.com/notifications/latest/userguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ActivateE 
mailContact

如果提供的代码有效，则授予
权限以激活与给定 ARN 关联的
电子邮件联系人

写入 EmailCont 
actResour 
ce*

   

 CreateEma 
ilContact

授予权限以创建电子邮件联系
人

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteEma 
ilContact

授予权限以删除与给定的 ARN 
关联的电子邮件联系人

写入 EmailCont 
actResour 
ce*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetEmailC 
ontact

授予权限以获取与给定的 ARN 
关联的电子邮件联系人

读取 EmailCont 
actResour 
ce*

   

 ListEmail 
Contacts

授予权限以列出电子邮件联系
人

列表      

 ListTagsF 
orResource

授予权限以获取资源的标签 读取      

 SendActiv 
ationCode

授予权限以向与给定的 ARN 关
联的电子邮件发送激活链接

写入 EmailCont 
actResour 
ce*

   

EmailCont 
actResour 
ce*

    TagResour 
ce

授予权限以标记资源 标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

EmailCont 
actResour 
ce*

    UntagReso 
urce

授予权限以从资源中删除标签 标记

  aws:TagKe 
ys
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AWS 用户通知联系人定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 EmailCont 
actResource

arn:${Partition}:notifications-conta 
cts::${Account}:emailcontact/${Email 
ContactId}

aws:ResourceTag/${ 
TagKey}

AWS 用户通知联系人的条件键

AWS 用户通知联系人定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

AWS User Subscriptions 的操作、资源和条件键

AWS 用户订阅（服务前缀:user-subscriptions）提供以下特定于服务的资源、操作和条件上下文
密钥，供在 IAM 权限策略中使用。

参考：
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS User Subscriptions 定义的操作

• AWS 用户订阅定义的资源类型

• AWS 用户订阅的条件键

AWS User Subscriptions 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateClaim 授予权限以创建用户订阅申请 写入   user-
subs 
criptions 
:CreateFo 
rSelf

 

 DeleteClaim 授予权限以删除用户订阅申请 写入      

 ListAppli 
cationClaims

授予权限以列出应用程序的所
有用户订阅申请

列表      

 ListClaims 授予权限以列出所有用户订阅
申请

列表      

 ListUserS 
ubscriptions

授予权限以列出所有用户订阅 列表      

 UpdateClaim 授予权限以更新用户订阅申请 写入      

AWS 用户订阅定义的资源类型

AWS 用户订阅不支持在 IAM 政策声明的Resource元素中指定资源 ARN。如要允许访问 AWS 用户订
阅，请在您的策略中指定 "Resource": "*"。

AWS 用户订阅的条件键

AWS 用户订阅定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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条件键 描述 类型

 user-subs 
criptions 
:CreateForSelf

通过仅允许为来电者创建用户订阅声明来筛选访问权限 布尔型

AWS Verified Access 的操作、资源和条件键

AWS Verified Access（服务前缀:verified-access）提供以下特定于服务的资源、操作和条件上下
文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Verified Access 定义的操作

• AWS Verified Access 定义的资源类型

• AWS Verified Access 的条件键

AWS Verified Access 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AllowVeri 
fiedAccess
[仅权限]

授予权限以创建 Verified 
Access 实例

写入      

AWS Verified Access 定义的资源类型

AWS Verified Access 不支持在 IAM 策略声明的Resource元素中指定资源 ARN。要允许访问 AWS 
Verified Access，请在策略中指定 "Resource": "*"。

AWS Verified Access 的条件键

Verified Access 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务
均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon Verified Permissions 的操作、资源和条件键

Amazon Verified Permissions（服务前缀：verifiedpermissions）提供以下服务特定的资源、操
作和条件上下文键以在 IAM 权限策略中使用。

参考：

Amazon Verified Permissions 4217

reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/verified-access/latest/ug/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-create-instance
https://docs.aws.amazon.com/verified-access/latest/ug/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-create-instance
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html


服务授权参考 服务授权参考

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon Verified Permissions 定义的操作

• Amazon Verified Permissions 定义的资源类型

• Amazon Verified Permissions 的条件键

Amazon Verified Permissions 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateIde 
ntitySource

授予权限以创建外部身份提供
者（IdP）的引用，该引用符 
合 OpenID Connect（OIDC）
身份验证协议，例如 Amazon 
Cognito

写入 policy-st 
ore*

   

 CreatePolicy 授予权限以创建 Cedar 策略并
将其保存在指定策略存储中

写入 policy-st 
ore*

   

 CreatePol 
icyStore

授予权限以创建 Cedar 策略并
将其保存在指定策略存储中

写入   aws:Resou 
rceTag/${ 
TagKey}

aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreatePol 
icyTemplate

授予权限以创建策略模板 写入 policy-st 
ore*

   

 DeleteIde 
ntitySource

授予权限以删除引用身份提
供商（IdP）的身份源，如 
Amazon Cognito

写入 policy-st 
ore*

   

 DeletePolicy 授予权限以将指定的策略从策
略存储中删除

写入 policy-st 
ore*

   

 DeletePol 
icyStore

授予权限以删除指定的策略存
储

写入 policy-st 
ore*

   

 DeletePol 
icyTemplate

授予权限以从策略存储中删除
指定的策略模板

写入 policy-st 
ore*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetIdenti 
tySource

授予权限以检索有关指定身份
源的详情

读取 policy-st 
ore*

   

 GetPolicy 授予权限以检索有关指定策略
的信息

读取 policy-st 
ore*

   

 GetPolicy 
Store

授予权限以检索有关策略存储
的详情

读取 policy-st 
ore*

  verifiedp 
ermission 
s:ListTag 
sForResou 
rce

 GetPolicy 
Template

授予权限以在指定策略存储中
检索指定策略模板的详情

读取 policy-st 
ore*

   

 GetSchema 授予权限以在指定策略存储中
检索指定架构的详情

读取 policy-st 
ore*

   

 IsAuthorized 授予权限以对参数中描述的服
务请求做出授权决定

读取 policy-st 
ore*

   

 IsAuthori 
zedWithTo 
ken

授予权限以对参数中描述的服
务请求做出授权决定。此请求
中的主体来自外部身份源

读取 policy-st 
ore*

   

 ListIdent 
itySources

授予权限以返回指定策略存储
中定义的所有身份源的分页列
表

列表 policy-st 
ore*

   

 ListPolicies 授予权限以返回指定策略存储
中存储的所有策略的分页列表

列表 policy-st 
ore*

   

 ListPolic 
yStores

授予权限以返回调用 Amazon 
Web Services 账户中所有策略
存储的分页列表

列表      
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPolic 
yTemplates

授予权限以返回指定策略存储
中所有策略模板的分页列表

列表 policy-st 
ore*

   

 ListTagsF 
orResource

授予权限以查看指定策略存储
的资源标签列表

读取 policy-st 
ore*

   

 PutSchema 授予权限以在指定策略存储中
创建或更新策略架构

写入 policy-st 
ore*

   

policy-st 
ore*

    TagResour 
ce

授予向指定策略存储添加标签
的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

policy-st 
ore*

    UntagReso 
urce

授予从指定策略存储中移除标
签的权限

标记

  aws:TagKe 
ys

 

 UpdateIde 
ntitySource

授予权限更新指定身份源以使
用新的身份提供者（IdP）源，
或将身份映射从 IdP 更改为其
主体实体类型

写入 policy-st 
ore*

   

 UpdatePolicy 授予权限以修改指定策略存储
中的指定 Cedar 静态策略

写入 policy-st 
ore*

   

 UpdatePol 
icyStore

授予权限以修改策略存储的验
证设置

写入 policy-st 
ore*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdatePol 
icyTemplate

授予权限以更新指定的策略模
板

写入 policy-st 
ore*

   

Amazon Verified Permissions 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 policy-store arn:${Partition}:verifiedpermissions 
::${Account}:policy-store/${PolicySt 
oreId}

aws:ResourceTag/${ 
TagKey}

Amazon Verified Permissions 的条件键

Amazon Verified Permissions 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素
中。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中允许的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按某个资源的标签键值对筛选访问 字符串
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条件键 描述 类型

 aws:TagKeys 按请求中允许的标签键列表筛选访问 ArrayOfString

Amazon VPC Lattice 的操作、资源和条件键

Amazon VPC Lattice（服务前缀：vpc-lattice）提供以下服务特定的资源、操作和条件上下文键以
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon VPC Lattice 定义的操作

• Amazon VPC Lattice 定义的资源类型

• Amazon VPC Lattice 的条件键

Amazon VPC Lattice 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
ViaAWSSer 
vice [仅权限]

授予通过任何 AWS 服务托管
网络关联资源配置的权限

权限管理      

 Associate 
ViaAWSSer 
vice-Even 
tsAndStates
[仅权限]

授予通过 Amazon EventBridge 
和 AWS Step Functions 服务
网络关联资源配置的权限

权限管理      

AccessLog 
Subscript 
ion*

  logs:Crea 
teLogDeli 
very

logs:GetL 
ogDeliver 
y

 CreateAcc 
essLogSub 
scription

授予权限以创建访问日志订阅 写入

ResourceC 
onfigurat 
ion
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

Service    

ServiceNe 
twork

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Listener*     CreateLis 
tener

授予权限以创建侦听器 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

vpc-latti 
ce:Protoc 
ol

vpc-latti 
ce:Target 
GroupArns

 

ResourceC 
onfigurat 
ion

    CreateRes 
ourceConf 
iguration

授予创建资源配置的权限 写入

ResourceG 
ateway
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateResourceConfiguration.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateResourceConfiguration.html
#amazonvpclattice-ResourceGateway
#amazonvpclattice-ResourceGateway


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

ResourceG 
ateway*

  ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeSubnet 
s

ec2:Descr 
ibeVpcs

 CreateRes 
ourceGate 
way

授予创建资源网关的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

vpc-latti 
ce:VpcId

 

 CreateRule 授予权限以创建规则 写入 Rule*    
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#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-ResourceGateway
#amazonvpclattice-ResourceGateway
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateResourceGateway.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateResourceGateway.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateResourceGateway.html
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_VpcId
#amazonvpclattice-vpc-lattice_VpcId
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateRule.html
#amazonvpclattice-Rule


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

vpc-latti 
ce:Target 
GroupArns

 

Service*   iam:Creat 
eServiceL 
inkedRole

 CreateSer 
vice

授予创建服务的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

vpc-latti 
ce:AuthTy 
pe

 

 CreateSer 
viceNetwork

授予权限以创建服务网络 写入 ServiceNe 
twork*

  iam:Creat 
eServiceL 
inkedRole
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#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-Service
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateService.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateService.html
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_AuthType
#amazonvpclattice-vpc-lattice_AuthType
#amazonvpclattice-vpc-lattice_AuthType
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetwork.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetwork.html
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

vpc-latti 
ce:AuthTy 
pe

 

ResourceC 
onfigurat 
ion*

   

ServiceNe 
twork*

   

 CreateSer 
viceNetwo 
rkResourc 
eAssociation

授予在服务网络和资源之间创
建关联的权限

写入

ServiceNe 
tworkReso 
urceAssoc 
iation*
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#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_AuthType
#amazonvpclattice-vpc-lattice_AuthType
#amazonvpclattice-vpc-lattice_AuthType
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkResourceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkResourceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkResourceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkResourceAssociation.html
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

vpc-latti 
ce:Resour 
ceConfigu 
rationArn

vpc-latti 
ce:Servic 
eNetworkA 
rn

 

Service*    

ServiceNe 
twork*

   

 CreateSer 
viceNetwo 
rkService 
Association

授予权限以创建服务网络和服
务关联

写入

ServiceNe 
tworkServ 
iceAssoci 
ation*

   

Amazon VPC Lattice 4229

#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_ResourceConfigurationArn
#amazonvpclattice-vpc-lattice_ResourceConfigurationArn
#amazonvpclattice-vpc-lattice_ResourceConfigurationArn
#amazonvpclattice-vpc-lattice_ResourceConfigurationArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-Service
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkServiceAssociation.html
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

vpc-latti 
ce:Servic 
eArn

vpc-latti 
ce:Servic 
eNetworkA 
rn

 

ServiceNe 
twork*

  ec2:Descr 
ibeVpcs

 CreateSer 
viceNetwo 
rkVpcAsso 
ciation

授予权限以创建服务网络和 
VPC 关联

写入

ServiceNe 
tworkVpcA 
ssociatio 
n*

   

Amazon VPC Lattice 4230

#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_ServiceArn
#amazonvpclattice-vpc-lattice_ServiceArn
#amazonvpclattice-vpc-lattice_ServiceArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkVpcAssociation.html
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

vpc-latti 
ce:Securi 
tyGroupId 
s

vpc-latti 
ce:Servic 
eNetworkA 
rn

vpc-latti 
ce:VpcId

 

 CreateSer 
viceNetwo 
rkVpcEndp 
ointAssoc 
iation [仅权
限]

授予在服务网络和 VPC 终端节
点之间创建关联的权限

权限管理      

 CreateTar 
getGroup

授予创建目标组的权限 写入 TargetGro 
up*

  iam:Creat 
eServiceL 
inkedRole

Amazon VPC Lattice 4231

#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_VpcId
#amazonvpclattice-vpc-lattice_VpcId
service-network-associations.html#service-network-vpc-endpoint
service-network-associations.html#service-network-vpc-endpoint
service-network-associations.html#service-network-vpc-endpoint
service-network-associations.html#service-network-vpc-endpoint
service-network-associations.html#service-network-vpc-endpoint
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateTargetGroup.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateTargetGroup.html
#amazonvpclattice-TargetGroup
#amazonvpclattice-TargetGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

vpc-latti 
ce:VpcId

 

AccessLog 
Subscript 
ion*

  logs:Dele 
teLogDeli 
very

logs:GetL 
ogDeliver 
y

 DeleteAcc 
essLogSub 
scription

授予权限以删除访问日志订阅 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Service     DeleteAut 
hPolicy

授予权限以删除身份验证策略 权限管理

ServiceNe 
twork

   

Listener*     DeleteLis 
tener

授予权限以删除侦听器 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon VPC Lattice 4232

#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_VpcId
#amazonvpclattice-vpc-lattice_VpcId
#amazonvpclattice-AccessLogSubscription
#amazonvpclattice-AccessLogSubscription
#amazonvpclattice-AccessLogSubscription
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteAccessLogSubscription.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteAccessLogSubscription.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteAccessLogSubscription.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-Service
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteAuthPolicy.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteAuthPolicy.html
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-Listener
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteListener.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteListener.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ResourceC 
onfigurat 
ion*

    DeleteRes 
ourceConf 
iguration

授予删除资源配置的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

ResourceE 
ndpointAs 
sociation 
*

    DeleteRes 
ourceEndp 
ointAssoc 
iation

授予删除资源端点关联的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

ResourceG 
ateway*

    DeleteRes 
ourceGate 
way

授予删除资源网关的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

ResourceC 
onfigurat 
ion

   

Service    

 DeleteRes 
ourcePolicy

授予权限以删除资源策略 写入

ServiceNe 
twork

   

 DeleteRule 授予权限以删除规则 写入 Rule*    

Amazon VPC Lattice 4233

#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteResourceConfiguration.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteResourceConfiguration.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteResourceConfiguration.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-ResourceEndpointAssociation
#amazonvpclattice-ResourceEndpointAssociation
#amazonvpclattice-ResourceEndpointAssociation
#amazonvpclattice-ResourceEndpointAssociation
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteResourceEndpointAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteResourceEndpointAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteResourceEndpointAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteResourceEndpointAssociation.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-ResourceGateway
#amazonvpclattice-ResourceGateway
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteResourceGateway.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteResourceGateway.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteResourceGateway.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-Service
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteResourcePolicy.html
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteRule.html
#amazonvpclattice-Rule


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

Service*     DeleteSer 
vice

授予删除服务的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

ServiceNe 
twork*

    DeleteSer 
viceNetwork

授予权限以删除服务网络 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

ServiceNe 
tworkReso 
urceAssoc 
iation*

    DeleteSer 
viceNetwo 
rkResourc 
eAssociation

授予删除服务网络和资源之间
关联的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteSer 
viceNetwo 
rkService 
Association

授予权限以删除服务网络服务
关联

写入 ServiceNe 
tworkServ 
iceAssoci 
ation*

   

Amazon VPC Lattice 4234

#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-Service
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteService.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteService.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetwork.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetwork.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkResourceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkResourceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkResourceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkResourceAssociation.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkServiceAssociation.html
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

vpc-latti 
ce:Servic 
eArn

vpc-latti 
ce:Servic 
eNetworkA 
rn

 

ServiceNe 
tworkVpcA 
ssociatio 
n*

    DeleteSer 
viceNetwo 
rkVpcAsso 
ciation

授予权限以删除服务网络和 
VPC 关联

写入

  aws:Resou 
rceTag/${ 
TagKey}

vpc-latti 
ce:Servic 
eNetworkA 
rn

vpc-latti 
ce:VpcId

 

 DeleteTar 
getGroup

授予权限以删除目标组 写入 TargetGro 
up*
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#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-vpc-lattice_ServiceArn
#amazonvpclattice-vpc-lattice_ServiceArn
#amazonvpclattice-vpc-lattice_ServiceArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkVpcAssociation.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_VpcId
#amazonvpclattice-vpc-lattice_VpcId
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteTargetGroup.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteTargetGroup.html
#amazonvpclattice-TargetGroup
#amazonvpclattice-TargetGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 Deregiste 
rTargets

授予权限以从目标组注销目标 写入 TargetGro 
up*

   

AccessLog 
Subscript 
ion*

  logs:GetL 
ogDeliver 
y

 GetAccess 
LogSubscr 
iption

授予权限以获取访问日志订阅
信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

Service     GetAuthPo 
licy

授予权限以获取有关身份验证
策略的信息

读取

ServiceNe 
twork

   

Listener*     GetListener 授予权限以获取侦听器信息 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

ResourceC 
onfigurat 
ion*

    GetResour 
ceConfigu 
ration

授予获取有关资源配置信息的
权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon VPC Lattice 4236

#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeregisterTargets.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeregisterTargets.html
#amazonvpclattice-TargetGroup
#amazonvpclattice-TargetGroup
#amazonvpclattice-AccessLogSubscription
#amazonvpclattice-AccessLogSubscription
#amazonvpclattice-AccessLogSubscription
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetAccessLogSubscription.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetAccessLogSubscription.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetAccessLogSubscription.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-Service
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetAuthPolicy.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetAuthPolicy.html
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-Listener
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetListener.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetResourceConfiguration.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetResourceConfiguration.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetResourceConfiguration.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ResourceG 
ateway*

    GetResour 
ceGateway

授予获取资源网关信息的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

ResourceC 
onfigurat 
ion

   

Service    

 GetResour 
cePolicy

授予权限以获取资源策略信息 读取

ServiceNe 
twork

   

Rule*     GetRule 授予权限以获取规则信息 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

Service*     GetService 授予权限以获取服务信息 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

ServiceNe 
twork*

    GetServic 
eNetwork

授予权限以获取服务网络信息 读取

  aws:Resou 
rceTag/${ 
TagKey}
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#amazonvpclattice-ResourceGateway
#amazonvpclattice-ResourceGateway
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetResourceGateway.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetResourceGateway.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-Service
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetResourcePolicy.html
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-Rule
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetRule.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-Service
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetService.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetwork.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetwork.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ServiceNe 
tworkReso 
urceAssoc 
iation*

    GetServic 
eNetworkR 
esourceAs 
sociation

授予获取有关服务网络和资源
配置之间关联信息的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

ServiceNe 
tworkServ 
iceAssoci 
ation*

    GetServic 
eNetworkS 
erviceAss 
ociation

授予权限以获取有关服务网络
和服务关联的信息

读取

  aws:Resou 
rceTag/${ 
TagKey}

vpc-latti 
ce:Servic 
eArn

vpc-latti 
ce:Servic 
eNetworkA 
rn

 

 GetServic 
eNetworkV 
pcAssociation

授予权限以获取服务网络和 
VPC 关联信息

读取 ServiceNe 
tworkVpcA 
ssociatio 
n*
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#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkResourceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkResourceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkResourceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkResourceAssociation.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkServiceAssociation.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-vpc-lattice_ServiceArn
#amazonvpclattice-vpc-lattice_ServiceArn
#amazonvpclattice-vpc-lattice_ServiceArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkVpcAssociation.html
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

vpc-latti 
ce:Servic 
eNetworkA 
rn

vpc-latti 
ce:VpcId

 

TargetGro 
up*

    GetTarget 
Group

授予权限以获取目标组信息 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListAcces 
sLogSubsc 
riptions

授予权限以列出有关服务网络
或服务的某些或所有访问日志
订阅

列表      

 ListListeners 授予权限以列出部分或所有侦
听器

列表      

 ListResou 
rceConfig 
urations

授予列出部分或全部资源配置
的权限

列表      
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#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_VpcId
#amazonvpclattice-vpc-lattice_VpcId
#amazonvpclattice-TargetGroup
#amazonvpclattice-TargetGroup
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetTargetGroup.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetTargetGroup.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListAccessLogSubscriptions.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListAccessLogSubscriptions.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListAccessLogSubscriptions.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListListeners.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListResourceConfigurations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListResourceConfigurations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListResourceConfigurations.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListResou 
rceEndpoi 
ntAssocia 
tions

授予列出资源配置与 VPC 终端
节点之间部分或全部关联的权
限

列表   vpc-latti 
ce:Resour 
ceConfigu 
rationArn

vpc-latti 
ce:VpcEnd 
pointId

 

 ListResou 
rceGateways

授予列出部分或全部资源网关
的权限

列表      

 ListRules 授予权限以列出部分或所有规
则

列表      

 ListServi 
ceNetwork 
ResourceA 
ssociations

授予列出服务网络和资源配置
之间部分或全部关联的权限

列表      

 ListServi 
ceNetwork 
ServiceAs 
sociations

授予权限以列出部分或所有服
务网络和服务关联

列表   vpc-latti 
ce:Servic 
eArn

vpc-latti 
ce:Servic 
eNetworkA 
rn
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListResourceEndpointAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListResourceEndpointAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListResourceEndpointAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListResourceEndpointAssociations.html
#amazonvpclattice-vpc-lattice_ResourceConfigurationArn
#amazonvpclattice-vpc-lattice_ResourceConfigurationArn
#amazonvpclattice-vpc-lattice_ResourceConfigurationArn
#amazonvpclattice-vpc-lattice_ResourceConfigurationArn
#amazonvpclattice-vpc-lattice_VpcEndpointId
#amazonvpclattice-vpc-lattice_VpcEndpointId
#amazonvpclattice-vpc-lattice_VpcEndpointId
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListResourceGateways.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListResourceGateways.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListRules.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkResourceAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkResourceAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkResourceAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkResourceAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkServiceAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkServiceAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkServiceAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkServiceAssociations.html
#amazonvpclattice-vpc-lattice_ServiceArn
#amazonvpclattice-vpc-lattice_ServiceArn
#amazonvpclattice-vpc-lattice_ServiceArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListServi 
ceNetwork 
VpcAssoci 
ations

授予权限以列出部分或所有服
务网络和 VPC 关联

列表   vpc-latti 
ce:Servic 
eNetworkA 
rn

vpc-latti 
ce:VpcId

 

 ListServi 
ceNetwork 
VpcEndpoi 
ntAssocia 
tions

授予列出服务网络和 VPC 终端
节点之间部分或全部关联的权
限

列表      

 ListServi 
ceNetworks

授予权限以列出呼叫方帐户拥
有或与呼叫方帐户共享的服务
网络

列表      

 ListServices 授予权限以列出呼叫方帐户拥
有或与呼叫方帐户共享的服务

列表      

 ListTagsF 
orResource

授予权限以列出 vpc-lattice 资
源标记

读取      

 ListTarge 
tGroups

授予权限以列出部分或所有目
标组

列表      

 ListTargets 授予权限以列出目标组中部分
或所有目标

列表 TargetGro 
up*

   

Service     PutAuthPo 
licy

授予权限以创建或更新服务网
络或服务的身份验证策略

权限管理

ServiceNe 
twork
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkVpcAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkVpcAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkVpcAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkVpcAssociations.html
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_VpcId
#amazonvpclattice-vpc-lattice_VpcId
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkVpcEndpointAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkVpcEndpointAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkVpcEndpointAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkVpcEndpointAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworkVpcEndpointAssociations.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworks.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServiceNetworks.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListServices.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListTargetGroups.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListTargetGroups.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_ListTargets.html
#amazonvpclattice-TargetGroup
#amazonvpclattice-TargetGroup
#amazonvpclattice-Service
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_PutAuthPolicy.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_PutAuthPolicy.html
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ResourceC 
onfigurat 
ion

   

Service    

 PutResour 
cePolicy

授予为资源配置、服务或服务
网络创建资源策略的权限

写入

ServiceNe 
twork

   

 RegisterT 
argets

授予权限以向目标组注册目标 写入 TargetGro 
up*

   

AccessLog 
Subscript 
ion

   

Listener    

ResourceC 
onfigurat 
ion

   

ResourceE 
ndpointAs 
sociation

   

ResourceG 
ateway

   

Rule    

Service    

 TagResour 
ce

授予权限以标记 vpc-lattice 资
源

标记

ServiceNe 
twork
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#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-Service
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_PutResourcePolicy.html
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_RegisterTargets.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_RegisterTargets.html
#amazonvpclattice-TargetGroup
#amazonvpclattice-TargetGroup
#amazonvpclattice-AccessLogSubscription
#amazonvpclattice-AccessLogSubscription
#amazonvpclattice-AccessLogSubscription
#amazonvpclattice-Listener
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceEndpointAssociation
#amazonvpclattice-ResourceEndpointAssociation
#amazonvpclattice-ResourceEndpointAssociation
#amazonvpclattice-ResourceGateway
#amazonvpclattice-ResourceGateway
#amazonvpclattice-Rule
#amazonvpclattice-Service
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_TagResource.html
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ServiceNe 
tworkReso 
urceAssoc 
iation

   

ServiceNe 
tworkServ 
iceAssoci 
ation

   

ServiceNe 
tworkVpcA 
ssociatio 
n

   

TargetGro 
up

   

  aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

 

AccessLog 
Subscript 
ion

    UntagReso 
urce

授予权限以取消标记 vpc-latti 
ce 资源

标记

Listener    
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#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-TargetGroup
#amazonvpclattice-TargetGroup
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-AccessLogSubscription
#amazonvpclattice-AccessLogSubscription
#amazonvpclattice-AccessLogSubscription
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UntagResource.html
#amazonvpclattice-Listener


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ResourceC 
onfigurat 
ion

   

ResourceE 
ndpointAs 
sociation

   

ResourceG 
ateway

   

Rule    

Service    

ServiceNe 
twork

   

ServiceNe 
tworkReso 
urceAssoc 
iation

   

ServiceNe 
tworkServ 
iceAssoci 
ation

   

ServiceNe 
tworkVpcA 
ssociatio 
n

   

TargetGro 
up
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#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceEndpointAssociation
#amazonvpclattice-ResourceEndpointAssociation
#amazonvpclattice-ResourceEndpointAssociation
#amazonvpclattice-ResourceGateway
#amazonvpclattice-ResourceGateway
#amazonvpclattice-Rule
#amazonvpclattice-Service
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkResourceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkServiceAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-TargetGroup
#amazonvpclattice-TargetGroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

AccessLog 
Subscript 
ion*

  logs:GetL 
ogDeliver 
y

logs:Upda 
teLogDeli 
very

 UpdateAcc 
essLogSub 
scription

授予权限以更新访问日志订阅 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Listener*     UpdateLis 
tener

授予权限以更新侦听器 写入

  aws:Resou 
rceTag/${ 
TagKey}

vpc-latti 
ce:Target 
GroupArns

 

ResourceC 
onfigurat 
ion*

    UpdateRes 
ourceConf 
iguration

授予更新资源配置的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}
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#amazonvpclattice-aws_TagKeys
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-AccessLogSubscription
#amazonvpclattice-AccessLogSubscription
#amazonvpclattice-AccessLogSubscription
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateAccessLogSubscription.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateAccessLogSubscription.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateAccessLogSubscription.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-Listener
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateListener.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateListener.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
#amazonvpclattice-ResourceConfiguration
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateResourceConfiguration.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateResourceConfiguration.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateResourceConfiguration.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ResourceG 
ateway*

    UpdateRes 
ourceGate 
way

授予更新资源网关的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

vpc-latti 
ce:Securi 
tyGroupId 
s

 

Rule*     UpdateRule 授予权限以更新规则 写入

  aws:Resou 
rceTag/${ 
TagKey}

vpc-latti 
ce:Target 
GroupArns

 

Service*     UpdateSer 
vice

授予更新服务的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

vpc-latti 
ce:AuthTy 
pe

 

 UpdateSer 
viceNetwork

授予权限以更新服务网络 写入 ServiceNe 
twork*
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#amazonvpclattice-ResourceGateway
#amazonvpclattice-ResourceGateway
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateResourceGateway.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateResourceGateway.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateResourceGateway.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-Rule
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateRule.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-Service
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateService.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateService.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-vpc-lattice_AuthType
#amazonvpclattice-vpc-lattice_AuthType
#amazonvpclattice-vpc-lattice_AuthType
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateServiceNetwork.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateServiceNetwork.html
#amazonvpclattice-ServiceNetwork
#amazonvpclattice-ServiceNetwork
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

vpc-latti 
ce:AuthTy 
pe

 

ServiceNe 
tworkVpcA 
ssociatio 
n*

  ec2:Descr 
ibeSecuri 
tyGroups

ec2:Descr 
ibeVpcs

 UpdateSer 
viceNetwo 
rkVpcAsso 
ciation

授予权限以更新服务网络和 
VPC 关联

写入

  aws:Resou 
rceTag/${ 
TagKey}

aws:TagKe 
ys

vpc-latti 
ce:Securi 
tyGroupId 
s

vpc-latti 
ce:Servic 
eNetworkA 
rn

vpc-latti 
ce:VpcId
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#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-vpc-lattice_AuthType
#amazonvpclattice-vpc-lattice_AuthType
#amazonvpclattice-vpc-lattice_AuthType
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
#amazonvpclattice-ServiceNetworkVpcAssociation
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateServiceNetworkVpcAssociation.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_VpcId
#amazonvpclattice-vpc-lattice_VpcId


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

TargetGro 
up*

    UpdateTar 
getGroup

授予权限以更新目标组 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

Amazon VPC Lattice 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 AccessLog 
Subscription

arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:accesslogsubscription/ 
${AccessLogSubscriptionId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

 Listener arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:service/${ServiceId}/l 
istener/${ListenerId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

vpc-lattice:Protocol
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#amazonvpclattice-TargetGroup
#amazonvpclattice-TargetGroup
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateTargetGroup.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_UpdateTargetGroup.html
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/listeners.html
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_Protocol
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资源类型 ARN 条件键

vpc-lattice:Target 
GroupArns

 ResourceC 
onfiguration

arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:resourceconfiguration/ 
${ResourceConfigurationId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

 ResourceE 
ndpointAs 
sociation

arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:resourceendpointassoci 
ation/${ResourceEndpointAssociationI 
d}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

vpc-lattice:Resour 
ceConfigurationArn

vpc-lattice:VpcEnd 
pointId

 ResourceG 
ateway

arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:resourcegateway/${Reso 
urceGatewayId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

vpc-lattice:VpcId
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#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-vpc-lattice_TargetGroupArns
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-configurations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-configurations.html
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-endpoint-associations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-endpoint-associations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-endpoint-associations.html
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_ResourceConfigurationArn
#amazonvpclattice-vpc-lattice_ResourceConfigurationArn
#amazonvpclattice-vpc-lattice_VpcEndpointId
#amazonvpclattice-vpc-lattice_VpcEndpointId
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-gateways.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-gateways.html
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_VpcId
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资源类型 ARN 条件键

 Rule arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:service/${ServiceId}/l 
istener/${ListenerId}/rule/${RuleId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

vpc-lattice:Target 
GroupArns

 Service arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:service/${ServiceId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

vpc-lattice:AuthType

 ServiceNe 
twork

arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:servicenetwork/${Servi 
ceNetworkId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

vpc-lattice:AuthType
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/listeners.html#listener-rules
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_TargetGroupArns
#amazonvpclattice-vpc-lattice_TargetGroupArns
https://docs.aws.amazon.com/vpc-lattice/latest/ug/services.html
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_AuthType
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-networks.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-networks.html
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_AuthType
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资源类型 ARN 条件键

 ServiceNe 
tworkReso 
urceAssoc 
iation

arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:servicenetworkresource 
association/${ServiceNetworkResource 
AssociationId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

vpc-lattice:Resour 
ceConfigurationArn

vpc-lattice:Servic 
eNetworkArn

 ServiceNe 
tworkServ 
iceAssoci 
ation

arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:servicenetworkservicea 
ssociation/${ServiceNetworkServiceAs 
sociationId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

vpc-lattice:ServiceArn

vpc-lattice:Servic 
eNetworkArn
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-resource-configuration
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-resource-configuration
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-resource-configuration
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-resource-configuration
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_ResourceConfigurationArn
#amazonvpclattice-vpc-lattice_ResourceConfigurationArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-service-associations
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-service-associations
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-service-associations
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-service-associations
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_ServiceArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
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资源类型 ARN 条件键

 ServiceNe 
tworkVpcA 
ssociation

arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:servicenetworkvpcassoc 
iation/${ServiceNetworkVpcAssociatio 
nId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

vpc-lattice:Securi 
tyGroupIds

vpc-lattice:Servic 
eNetworkArn

vpc-lattice:VpcId

 TargetGroup arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:targetgroup/${TargetGr 
oupId}

aws:RequestTag/${T 
agKey}

aws:ResourceTag/${ 
TagKey}

aws:TagKeys

vpc-lattice:VpcId

Amazon VPC Lattice 的条件键

Amazon VPC Lattice 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可以使用这
些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对来筛选访问权限 字符串
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-vpc-associations
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-vpc-associations
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-vpc-associations
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-vpc-lattice_SecurityGroupIds
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_ServiceNetworkArn
#amazonvpclattice-vpc-lattice_VpcId
https://docs.aws.amazon.com/vpc-lattice/latest/ug/target-groups.html
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_RequestTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_ResourceTag___TagKey_
#amazonvpclattice-aws_TagKeys
#amazonvpclattice-vpc-lattice_VpcId
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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条件键 描述 类型

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键来筛选访问 ArrayOfString

 vpc-latti 
ce:AuthType

按请求中指定的身份验证类型筛选访问权限 字符串

 vpc-latti 
ce:Protocol

按请求中指定的协议筛选访问权限 字符串

 vpc-latti 
ce:Resour 
ceConfigu 
rationArn

按资源配置的 ARN 筛选访问权限 ARN

 vpc-latti 
ce:Securi 
tyGroupIds

按安全 IDs 组筛选访问权限 ArrayOfString

 vpc-latti 
ce:ServiceArn

按服务的 ARN 筛选访问权限 ARN

 vpc-latti 
ce:Servic 
eNetworkArn

按服务网络的 ARN 筛选访问权限 ARN

 vpc-latti 
ce:Target 
GroupArns

按目标群组筛选访问权限 ARNs ArrayOfARN

 vpc-latti 
ce:VpcEnd 
pointId

按 VPC 终端节点的 ID 筛选访问权限 字符串

 vpc-lattice:VpcId 按 Virtual Private Cloud (VPC) ID 筛选访问权限 字符串
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/
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Amazon VPC Lattice Services 的操作、资源和条件键

Amazon VPC Lattice Services（服务前缀：vpc-lattice-svcs）提供以下服务特定的资源、操作和
条件上下文键以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon VPC Lattice Services 定义的操作

• Amazon VPC Lattice Services 定义的资源类型

• Amazon VPC Lattice Services 的条件键

Amazon VPC Lattice Services 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

TCP 
Service*

    Connect 授予权限以连接 VPC Lattice 
服务

写入

  vpc-latti 
ce-svcs:P 
ort

vpc-latti 
ce-svcs:S 
erviceNet 
workArn

vpc-latti 
ce-svcs:S 
erviceArn

vpc-latti 
ce-svcs:S 
ourceVpc

vpc-latti 
ce-svcs:S 
ourceVpcO 
wnerAccou 
nt
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reference_policies_actions-resources-contextkeys.html#actions_table
#amazonvpclatticeservices-TCPService
#amazonvpclatticeservices-TCPService
https://docs.aws.amazon.com/vpc-lattice/latest/ug/sigv4-authenticated-requests.html
#amazonvpclatticeservices-vpc-lattice-svcs_Port
#amazonvpclatticeservices-vpc-lattice-svcs_Port
#amazonvpclatticeservices-vpc-lattice-svcs_Port
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceNetworkArn
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceNetworkArn
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceNetworkArn
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceNetworkArn
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceArn
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceArn
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceArn
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpc
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpc
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpc
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpcOwnerAccount
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpcOwnerAccount
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpcOwnerAccount
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpcOwnerAccount
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpcOwnerAccount


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Invoke 授予权限以调用 VPC Lattice 
服务

写入 Service*    
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/sigv4-authenticated-requests.html
#amazonvpclatticeservices-Service
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  vpc-latti 
ce-svcs:P 
ort

vpc-latti 
ce-svcs:S 
erviceNet 
workArn

vpc-latti 
ce-svcs:S 
erviceArn

vpc-latti 
ce-svcs:S 
ourceVpc

vpc-latti 
ce-svcs:S 
ourceVpcO 
wnerAccou 
nt

vpc-
lattice-
svcs:R 
equestHea 
der/
${Hea 
derName}

vpc-
lattice-
svcs:R 
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#amazonvpclatticeservices-vpc-lattice-svcs_Port
#amazonvpclatticeservices-vpc-lattice-svcs_Port
#amazonvpclatticeservices-vpc-lattice-svcs_Port
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceNetworkArn
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceNetworkArn
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceNetworkArn
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceNetworkArn
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceArn
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceArn
#amazonvpclatticeservices-vpc-lattice-svcs_ServiceArn
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpc
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpc
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpc
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpcOwnerAccount
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpcOwnerAccount
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpcOwnerAccount
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpcOwnerAccount
#amazonvpclatticeservices-vpc-lattice-svcs_SourceVpcOwnerAccount
#amazonvpclatticeservices-vpc-lattice-svcs_RequestHeader___HeaderName_
#amazonvpclatticeservices-vpc-lattice-svcs_RequestHeader___HeaderName_
#amazonvpclatticeservices-vpc-lattice-svcs_RequestHeader___HeaderName_
#amazonvpclatticeservices-vpc-lattice-svcs_RequestHeader___HeaderName_
#amazonvpclatticeservices-vpc-lattice-svcs_RequestHeader___HeaderName_
#amazonvpclatticeservices-vpc-lattice-svcs_RequestHeader___HeaderName_
#amazonvpclatticeservices-vpc-lattice-svcs_RequestHeader___HeaderName_
#amazonvpclatticeservices-vpc-lattice-svcs_RequestQueryString___QueryStringKey_
#amazonvpclatticeservices-vpc-lattice-svcs_RequestQueryString___QueryStringKey_
#amazonvpclatticeservices-vpc-lattice-svcs_RequestQueryString___QueryStringKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

equestQue 
ryString/ 
${QuerySt 
ringKey}

Amazon VPC Lattice Services 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Service arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:service/${ServiceId}/$ 
{RequestPath}

 

 TCP Service arn:${Partition}:vpc-lattice:${Regio 
n}:${Account}:service/${ServiceId}

 

Amazon VPC Lattice Services 的条件键

Amazon VPC Lattice Services 定义以下可以在 IAM policy 的 Condition 元素中使用的条件键。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 vpc-lattice-
svcs:Port

按请求的目标端口筛选访问权限 数值
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#amazonvpclatticeservices-vpc-lattice-svcs_RequestQueryString___QueryStringKey_
#amazonvpclatticeservices-vpc-lattice-svcs_RequestQueryString___QueryStringKey_
#amazonvpclatticeservices-vpc-lattice-svcs_RequestQueryString___QueryStringKey_
#amazonvpclatticeservices-vpc-lattice-svcs_RequestQueryString___QueryStringKey_
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/vpc-lattice/latest/ug/services.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/services.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
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条件键 描述 类型

 vpc-latti 
ce-svcs:R 
equestHeader/
${HeaderName}

按请求标头中的标头名称-值对筛选访问权限 字符串

 vpc-lattice-
svcs:RequestMet 
hod

按请求的方式筛选访问权限 字符串

 vpc-latti 
ce-svcs:R 
equestQue 
ryString/ 
${QuerySt 
ringKey}

按请求 URL 中的查询字符串键值筛选访问权限 ArrayOfString

 vpc-lattice-
svcs:ServiceArn

按接收请求的服务的 ARN 筛选访问权限 ARN

 vpc-lattice-
svcs:ServiceNet 
workArn

按接收请求的服务网络的 ARN 筛选访问权限 ARN

 vpc-lattice-
svcs:SourceVpc

按发出请求的 VPC 筛选访问权限 字符串

 vpc-latti 
ce-svcs:S 
ourceVpcO 
wnerAccount

按发出请求的 VPC 的拥有账户筛选访问权限 字符串

AWS WAF 的操作、资源和条件键

AWS WAF（服务前缀:waf）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限策
略中使用。
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html#auth-policies-condition-keys
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参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS WAF 定义的操作

• AWS WAF 定义的资源类型

• AWS WAF 的条件键

AWS WAF 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

AWS WAF 4260

https://docs.aws.amazon.com/waf/latest/developerguide/classic-waf-chapter.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_Operations_AWS_WAF.html
https://docs.aws.amazon.com/waf/latest/developerguide/classic-waf-auth-and-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateByt 
eMatchSet

授予创建 ByteMatchSet 写入 bytematch 
set*

   

 CreateGeo 
MatchSet

授予创建 GeoMatchSet 写入 geomatchs 
et*

   

 CreateIPSet 授予创建 IPSet 写入 ipset*    

ratebased 
rule*

    CreateRat 
eBasedRule

授予创建权限 RateBasedRule 
以限制来自单个 IP 地址的请求
量

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateReg 
exMatchSet

授予创建 RegexMatchSet 写入 regexmatc 
hset*

   

 CreateReg 
exPatternSet

授予创建 RegexPatternSet 写入 regexpatt 
ernset*

   

rule*     CreateRule 授予创建规则以筛选 Web 请求
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateByteMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateByteMatchSet.html
#awswaf-bytematchset
#awswaf-bytematchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateGeoMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateGeoMatchSet.html
#awswaf-geomatchset
#awswaf-geomatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateIPSet.html
#awswaf-ipset
#awswaf-ratebasedrule
#awswaf-ratebasedrule
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateRateBasedRule.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateRateBasedRule.html
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_TagKeys
#awswaf-aws_TagKeys
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateRegexMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateRegexMatchSet.html
#awswaf-regexmatchset
#awswaf-regexmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateRegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateRegexPatternSet.html
#awswaf-regexpatternset
#awswaf-regexpatternset
#awswaf-rule
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateRule.html
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_TagKeys
#awswaf-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rulegroup 
*

    CreateRul 
eGroup

授予创建的权限 RuleGroup，
这是一组可以在 WebACL 中使
用的预定义规则

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSiz 
eConstrai 
ntSet

授予创建 SizeConstraintSet 写入 sizeconst 
raintset*

   

 CreateSql 
Injection 
MatchSet

授予创建 SqlInjectionMatchSet 写入 sqlinject 
ionmatchs 
et*

   

webacl*     CreateWeb 
ACL

授予创建 WebACL 的权限，其
中包含筛选 Web 请求的规则

权限管理

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateWeb 
ACLMigrat 
ionStack

授予在 S3 存储桶中创建 
CloudFormation Web ACL 模
板的权限，以便将 Web ACL 
从 AWS WAF Classic 迁移到 
W AWS AF v2

写入 webacl*   s3:PutObj 
ect
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#awswaf-rulegroup
#awswaf-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateRuleGroup.html
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_TagKeys
#awswaf-aws_TagKeys
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateSizeConstraintSet.html
#awswaf-sizeconstraintset
#awswaf-sizeconstraintset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateSqlInjectionMatchSet.html
#awswaf-sqlinjectionmatchset
#awswaf-sqlinjectionmatchset
#awswaf-sqlinjectionmatchset
#awswaf-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateWebACL.html
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_TagKeys
#awswaf-aws_TagKeys
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateWebACLMigrationStack.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateWebACLMigrationStack.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateWebACLMigrationStack.html
#awswaf-webacl


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateXss 
MatchSet

授予创建权限 XssMatchSet，
用于检测包含跨站脚本攻击的
请求

写入 xssmatchs 
et*

   

 DeleteByt 
eMatchSet

授予删除权限 ByteMatchSet 写入 bytematch 
set*

   

 DeleteGeo 
MatchSet

授予删除权限 GeoMatchSet 写入 geomatchs 
et*

   

 DeleteIPSet 授予删除的权限 IPSet 写入 ipset*    

 DeleteLog 
gingConfi 
guration

授予 LoggingConfiguration 从 
Web ACL 中删除的权限

写入 webacl*    

 DeletePer 
missionPolicy

授予从规则组中删除 IAM 
policy 的权限

权限管理 rulegroup 
*

   

 DeleteRat 
eBasedRule

授予删除权限 RateBasedRule 写入 ratebased 
rule*

   

 DeleteReg 
exMatchSet

授予删除权限 RegexMatchSet 写入 regexmatc 
hset*

   

 DeleteReg 
exPatternSet

授予删除权限 RegexPatt 
ernSet

写入 regexpatt 
ernset*

   

 DeleteRule 授予删除规则的权限 写入 rule*    

 DeleteRul 
eGroup

授予删除权限 RuleGroup 写入 rulegroup 
*
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https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateXssMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_CreateXssMatchSet.html
#awswaf-xssmatchset
#awswaf-xssmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteByteMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteByteMatchSet.html
#awswaf-bytematchset
#awswaf-bytematchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteGeoMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteGeoMatchSet.html
#awswaf-geomatchset
#awswaf-geomatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteIPSet.html
#awswaf-ipset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteLoggingConfiguration.html
#awswaf-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeletePermissionPolicy.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeletePermissionPolicy.html
#awswaf-rulegroup
#awswaf-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteRateBasedRule.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteRateBasedRule.html
#awswaf-ratebasedrule
#awswaf-ratebasedrule
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteRegexMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteRegexMatchSet.html
#awswaf-regexmatchset
#awswaf-regexmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteRegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteRegexPatternSet.html
#awswaf-regexpatternset
#awswaf-regexpatternset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteRule.html
#awswaf-rule
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteRuleGroup.html
#awswaf-rulegroup
#awswaf-rulegroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSiz 
eConstrai 
ntSet

授予删除权限 SizeConst 
raintSet

写入 sizeconst 
raintset*

   

 DeleteSql 
Injection 
MatchSet

授予删除的权限 SqlInject 
ionMatchSet

写入 sqlinject 
ionmatchs 
et*

   

 DeleteWeb 
ACL

授予删除 WebACL 的权限 权限管理 webacl*    

 DeleteXss 
MatchSet

授予删除的权限 XssMatchSet 写入 xssmatchs 
et*

   

 GetByteMa 
tchSet

授予检索权限 ByteMatchSet 读取 bytematch 
set*

   

 GetChange 
Token

授予检索要在创建、更新和删
除请求中使用的更改令牌的权
限

Read      

 GetChange 
TokenStatus

授予检索更改令牌状态的权限 读取      

 GetGeoMat 
chSet

授予检索权限 GeoMatchSet 读取 geomatchs 
et*

   

 GetIPSet 授予检索权限 IPSet 读取 ipset*    

 GetLoggin 
gConfigur 
ation

授予检索 Web ACL LoggingCo 
nfiguration 的权限

读取 webacl*    

 GetPermis 
sionPolicy

授予检索规则组的 IAM policy 
的权限

读取 rulegroup 
*
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https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteSizeConstraintSet.html
#awswaf-sizeconstraintset
#awswaf-sizeconstraintset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteSqlInjectionMatchSet.html
#awswaf-sqlinjectionmatchset
#awswaf-sqlinjectionmatchset
#awswaf-sqlinjectionmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteWebACL.html
#awswaf-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteXssMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_DeleteXssMatchSet.html
#awswaf-xssmatchset
#awswaf-xssmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetByteMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetByteMatchSet.html
#awswaf-bytematchset
#awswaf-bytematchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetChangeToken.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetChangeToken.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetChangeTokenStatus.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetChangeTokenStatus.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetGeoMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetGeoMatchSet.html
#awswaf-geomatchset
#awswaf-geomatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetIPSet.html
#awswaf-ipset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetLoggingConfiguration.html
#awswaf-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetPermissionPolicy.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetPermissionPolicy.html
#awswaf-rulegroup
#awswaf-rulegroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetRateBa 
sedRule

授予检索权限 RateBasedRule 读取 ratebased 
rule*

   

 GetRateBa 
sedRuleMa 
nagedKeys

授予检索当前被屏蔽的 IP 地址
数组的权限 RateBasedRule

读取 ratebased 
rule*

   

 GetRegexM 
atchSet

授予检索权限 RegexMatchSet 读取 regexmatc 
hset*

   

 GetRegexP 
atternSet

授予检索权限 RegexPatt 
ernSet

读取 regexpatt 
ernset*

   

 GetRule 授予检索规则的权限 读取 rule*    

 GetRuleGr 
oup

授予检索权限 RuleGroup 读取 rulegroup 
*

   

 GetSample 
dRequests

授予检索有关 Web 请求示例集
的详细信息的权限

读取 webacl    

 GetSizeCo 
nstraintSet

授予检索权限 SizeConst 
raintSet

读取 sizeconst 
raintset*

   

 GetSqlInj 
ectionMat 
chSet

授予检索权限 SqlInject 
ionMatchSet

读取 sqlinject 
ionmatchs 
et*

   

 GetWebACL 授予检索 WebACL 的权限 读取 webacl*    

 GetXssMat 
chSet

授予检索权限 XssMatchSet 读取 xssmatchs 
et*
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https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetRateBasedRule.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetRateBasedRule.html
#awswaf-ratebasedrule
#awswaf-ratebasedrule
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetRateBasedRuleManagedKeys.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetRateBasedRuleManagedKeys.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetRateBasedRuleManagedKeys.html
#awswaf-ratebasedrule
#awswaf-ratebasedrule
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetRegexMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetRegexMatchSet.html
#awswaf-regexmatchset
#awswaf-regexmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetRegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetRegexPatternSet.html
#awswaf-regexpatternset
#awswaf-regexpatternset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetRule.html
#awswaf-rule
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetRuleGroup.html
#awswaf-rulegroup
#awswaf-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetSampledRequests.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetSampledRequests.html
#awswaf-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetSizeConstraintSet.html
#awswaf-sizeconstraintset
#awswaf-sizeconstraintset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetSqlInjectionMatchSet.html
#awswaf-sqlinjectionmatchset
#awswaf-sqlinjectionmatchset
#awswaf-sqlinjectionmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetWebACL.html
#awswaf-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetXssMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GetXssMatchSet.html
#awswaf-xssmatchset
#awswaf-xssmatchset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListActiv 
atedRules 
InRuleGroup

授予检索 ActivatedRule 对象
数组的权限

列表      

 ListByteM 
atchSets

授予检索 ByteMatch 
SetSummary 对象数组的权限

列表      

 ListGeoMa 
tchSets

授予检索 GeoMatchS 
etSummary 对象数组的权限

列表      

 ListIPSets 授予检索 Summary 对象数 
IPSet组的权限

列表      

 ListLoggi 
ngConfigu 
rations

授予检索 LoggingConfigurati 
on 对象数组的权限

列表      

 ListRateB 
asedRules

授予检索 RuleSummary 对象
数组的权限

列表      

 ListRegex 
MatchSets

授予检索 RegexMatc 
hSetSummary 对象数组的权限

列表      

 ListRegex 
PatternSets

授予检索 RegexPatt 
ernSetSummary 对象数组的权
限

列表      

 ListRuleG 
roups

授予检索 RuleGroup 对象数组
的权限

列表      

 ListRules 授予检索 RuleSummary 对象
数组的权限

列表      

 ListSizeC 
onstraintSets

授予检索 SizeConstraintSetS 
ummary 对象数组的权限

列表      
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https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListActivatedRulesInRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListActivatedRulesInRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListActivatedRulesInRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListByteMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListByteMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListGeoMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListGeoMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListIPSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListLoggingConfigurations.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListLoggingConfigurations.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListLoggingConfigurations.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListRateBasedRules.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListRateBasedRules.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListRegexMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListRegexMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListRegexPatternSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListRegexPatternSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListRules.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListSizeConstraintSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListSizeConstraintSets.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListSqlIn 
jectionMa 
tchSets

授予检索 SqlInjectionMatchSet 
对象数组的权限

列表      

 ListSubsc 
ribedRule 
Groups

授予检索您订阅的 RuleGroup 
对象数组的权限

列表      

ratebased 
rule

   

rule    

rulegroup    

 ListTagsF 
orResource

授予检索资源标签的权限 读取

webacl    

 ListWebAC 
Ls

授予检索 Web ACLSummary 
对象数组的权限

列表      

 ListXssMa 
tchSets

授予检索 XssMatchSet 对象数
组的权限

列表      

 PutLoggin 
gConfigur 
ation

授予将 LoggingConfiguration 
与指定的 Web ACL 关联的权
限

写入 webacl*   iam:Creat 
eServiceL 
inkedRole

 PutPermis 
sionPolicy

授予将 IAM policy 附加到规则
组，以在账户之间共享规则组 
的权限

Permissio 
ns 
managemen 
t

rulegroup 
*

   

 TagResour 
ce

授予将标签添加到资源的权限 Tagging ratebased 
rule
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https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListSqlInjectionMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListSqlInjectionMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListSqlInjectionMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListSubscribedRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListSubscribedRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListSubscribedRuleGroups.html
#awswaf-ratebasedrule
#awswaf-ratebasedrule
#awswaf-rule
#awswaf-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListTagsForResource.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListTagsForResource.html
#awswaf-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListWebACLs.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListWebACLs.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListXssMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ListXssMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_PutLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_PutLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_PutLoggingConfiguration.html
#awswaf-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_PutPermissionPolicy.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_PutPermissionPolicy.html
#awswaf-rulegroup
#awswaf-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_TagResource.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_TagResource.html
#awswaf-ratebasedrule
#awswaf-ratebasedrule


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

rule    

rulegroup    

webacl    

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

ratebased 
rule

   

rule    

rulegroup    

webacl    

 UntagReso 
urce

授予从资源中删除标签的权限 标记

  aws:TagKe 
ys

 

 UpdateByt 
eMatchSet

授予在中插入或删除 
ByteMatchTuple 对象的权限 
ByteMatchSet

写入 bytematch 
set*

   

 UpdateGeo 
MatchSet

授予在中插入或删除 
GeoMatchConstraint 对象的权
限 GeoMatchSet

写入 geomatchs 
et*

   

 UpdateIPSet 授予在中插入或删除 IPSet描
述符对象的权限 IPSet

写入 ipset*    
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#awswaf-rule
#awswaf-rulegroup
#awswaf-webacl
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_RequestTag___TagKey_
#awswaf-aws_TagKeys
#awswaf-aws_TagKeys
#awswaf-ratebasedrule
#awswaf-ratebasedrule
#awswaf-rule
#awswaf-rulegroup
#awswaf-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UntagResource.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UntagResource.html
#awswaf-aws_TagKeys
#awswaf-aws_TagKeys
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateByteMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateByteMatchSet.html
#awswaf-bytematchset
#awswaf-bytematchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateGeoMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateGeoMatchSet.html
#awswaf-geomatchset
#awswaf-geomatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateIPSet.html
#awswaf-ipset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateRat 
eBasedRule

授予修改基于费率的规则的权
限

写入 ratebased 
rule*

   

 UpdateReg 
exMatchSet

授予在中插入或删除 
RegexMatchTuple 对象的权限 
RegexMatchSet

写入 regexmatc 
hset*

   

 UpdateReg 
exPatternSet

授予在中插入或删除 
RegexPatternStrings 的权限 
RegexPatternSet

写入 regexpatt 
ernset*

   

 UpdateRule 授予修改配方的权限 写入 rule*    

 UpdateRul 
eGroup

授予在中插入或删除 Activated 
Rule 对象的权限 RuleGroup

写入 rulegroup 
*

   

 UpdateSiz 
eConstrai 
ntSet

授予在中插入或删除 
SizeConstraint 对象的权限 
SizeConstraintSet

写入 sizeconst 
raintset*

   

 UpdateSql 
Injection 
MatchSet

授予在中插入或删除 SqlInject 
ionMatchTuple 对象的权限 
SqlInjectionMatchSet

写入 sqlinject 
ionmatchs 
et*

   

 UpdateWeb 
ACL

授予在 WebACL 中插入或删除 
ActivatedRule 对象的权限

权限管理 webacl*    

 UpdateXss 
MatchSet

授予在中插入或删除 
XssMatchTuple 对象的权限 
XssMatchSet

写入 xssmatchs 
et*
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https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateRateBasedRule.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateRateBasedRule.html
#awswaf-ratebasedrule
#awswaf-ratebasedrule
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateRegexMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateRegexMatchSet.html
#awswaf-regexmatchset
#awswaf-regexmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateRegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateRegexPatternSet.html
#awswaf-regexpatternset
#awswaf-regexpatternset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateRule.html
#awswaf-rule
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateRuleGroup.html
#awswaf-rulegroup
#awswaf-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateSizeConstraintSet.html
#awswaf-sizeconstraintset
#awswaf-sizeconstraintset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateSqlInjectionMatchSet.html
#awswaf-sqlinjectionmatchset
#awswaf-sqlinjectionmatchset
#awswaf-sqlinjectionmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateWebACL.html
#awswaf-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateXssMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_UpdateXssMatchSet.html
#awswaf-xssmatchset
#awswaf-xssmatchset
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AWS WAF 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 bytematch 
set

arn:${Partition}:waf::${Account}:byt 
ematchset/${Id}

 

 ipset arn:${Partition}:waf::${Account}:ips 
et/${Id}

 

 ratebased 
rule

arn:${Partition}:waf::${Account}:rat 
ebasedrule/${Id}

aws:ResourceTag/${ 
TagKey}

 rule arn:${Partition}:waf::${Account}:rul 
e/${Id}

aws:ResourceTag/${ 
TagKey}

 sizeconst 
raintset

arn:${Partition}:waf::${Account}:siz 
econstraintset/${Id}

 

 sqlinject 
ionmatchset

arn:${Partition}:waf::${Account}:sql 
injectionset/${Id}

 

 webacl arn:${Partition}:waf::${Account}:web 
acl/${Id}

aws:ResourceTag/${ 
TagKey}

 xssmatchset arn:${Partition}:waf::${Account}:xss 
matchset/${Id}

 

 regexmatc 
hset

arn:${Partition}:waf::${Account}:reg 
exmatch/${Id}

 

 regexpatt 
ernset

arn:${Partition}:waf::${Account}:reg 
expatternset/${Id}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ByteMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_ByteMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_IPSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_RateBasedRule.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_RateBasedRule.html
#awswaf-aws_ResourceTag___TagKey_
#awswaf-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_Rule.html
#awswaf-aws_ResourceTag___TagKey_
#awswaf-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_SizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_SizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_SqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_SqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_WebACL.html
#awswaf-aws_ResourceTag___TagKey_
#awswaf-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_XssMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_RegexMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_RegexMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_RegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_RegexPatternSet.html
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资源类型 ARN 条件键

 geomatchset arn:${Partition}:waf::${Account}:geo 
matchset/${Id}

 

 rulegroup arn:${Partition}:waf::${Account}:rul 
egroup/${Id}

aws:ResourceTag/${ 
TagKey}

AWS WAF 的条件键

AWS WAF 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一步细化
应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据每个标签的允许值集筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签值筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有必需标签以筛选操作 ArrayOfString

AWS WAF Regional 的操作、资源和条件键

AWS WAF Regional（服务前缀:waf-regional）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。
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https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_GeoMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_waf_RuleGroup.html
#awswaf-aws_ResourceTag___TagKey_
#awswaf-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/waf/latest/developerguide/classic-waf-chapter.htm
https://docs.aws.amazon.com/waf/latest/APIReference/API_Operations_AWS_WAF_Regional.html
https://docs.aws.amazon.com/waf/latest/developerguide/classic-waf-auth-and-access-control.html
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主题

• AWS WAF Regional 定义的操作

• AWS WAF Regional 定义的资源类型

• AWS WAF Regional 的条件键

AWS WAF Regional 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

loadbalan 
cer/app/*

    Associate 
WebACL

授予将 WebACL 与资源关联的
权限

写入

webacl*    

 CreateByt 
eMatchSet

授予创建 ByteMatchSet 写入 bytematch 
set*

   

 CreateGeo 
MatchSet

授予创建 GeoMatchSet 写入 geomatchs 
et*

   

 CreateIPSet 授予创建 IPSet 写入 ipset*    

ratebased 
rule*

    CreateRat 
eBasedRule

授予创建 RateBasedRule 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateReg 
exMatchSet

授予创建 RegexMatchSet 写入 regexmatc 
hset*

   

 CreateReg 
exPatternSet

授予创建 RegexPatternSet 写入 regexpatt 
ernset*

   

rule*     CreateRule 授予创建规则的权限 写入

  aws:Reque 
stTag/${T 
agKey}
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#awswafregional-loadbalancer_app_
#awswafregional-loadbalancer_app_
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_AssociateWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_AssociateWebACL.html
#awswafregional-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateByteMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateByteMatchSet.html
#awswafregional-bytematchset
#awswafregional-bytematchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateGeoMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateGeoMatchSet.html
#awswafregional-geomatchset
#awswafregional-geomatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateIPSet.html
#awswafregional-ipset
#awswafregional-ratebasedrule
#awswafregional-ratebasedrule
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateRateBasedRule.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateRateBasedRule.html
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_TagKeys
#awswafregional-aws_TagKeys
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateRegexMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateRegexMatchSet.html
#awswafregional-regexmatchset
#awswafregional-regexmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateRegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateRegexPatternSet.html
#awswafregional-regexpatternset
#awswafregional-regexpatternset
#awswafregional-rule
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateRule.html
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

rulegroup 
*

    CreateRul 
eGroup

授予创建 RuleGroup 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateSiz 
eConstrai 
ntSet

授予创建 SizeConstraintSet 写入 sizeconst 
raintset*

   

 CreateSql 
Injection 
MatchSet

授予创建 SqlInjectionMatchSet 写入 sqlinject 
ionmatchs 
et*

   

webacl*     CreateWeb 
ACL

授予创建 WebACL 的权限 权限管理

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateWeb 
ACLMigrat 
ionStack

授予在 S3 存储桶中创建 
CloudFormation Web ACL 模
板的权限，以便将 Web ACL 
从 AWS WAF Classic 迁移到 
W AWS AF v2

写入 webacl*   s3:PutObj 
ect
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#awswafregional-aws_TagKeys
#awswafregional-aws_TagKeys
#awswafregional-rulegroup
#awswafregional-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateRuleGroup.html
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_TagKeys
#awswafregional-aws_TagKeys
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateSizeConstraintSet.html
#awswafregional-sizeconstraintset
#awswafregional-sizeconstraintset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateSqlInjectionMatchSet.html
#awswafregional-sqlinjectionmatchset
#awswafregional-sqlinjectionmatchset
#awswafregional-sqlinjectionmatchset
#awswafregional-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateWebACL.html
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_TagKeys
#awswafregional-aws_TagKeys
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateWebACLMigrationStack.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateWebACLMigrationStack.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateWebACLMigrationStack.html
#awswafregional-webacl
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateXss 
MatchSet

授予创建 XssMatchSet 写入 xssmatchs 
et*

   

 DeleteByt 
eMatchSet

授予删除权限 ByteMatchSet 写入 bytematch 
set*

   

 DeleteGeo 
MatchSet

授予删除权限 GeoMatchSet 写入 geomatchs 
et*

   

 DeleteIPSet 授予删除的权限 IPSet 写入 ipset*    

 DeleteLog 
gingConfi 
guration

授予 LoggingConfiguration 从 
Web ACL 中删除的权限

写入 webacl*    

 DeletePer 
missionPolicy

授予从规则组中删除 IAM 
policy 的权限

权限管理 rulegroup 
*

   

 DeleteRat 
eBasedRule

授予删除权限 RateBasedRule 写入 ratebased 
rule*

   

 DeleteReg 
exMatchSet

授予删除权限 RegexMatchSet 写入 regexmatc 
hset*

   

 DeleteReg 
exPatternSet

授予删除权限 RegexPatt 
ernSet

写入 regexpatt 
ernset*

   

 DeleteRule 授予删除规则的权限 写入 rule*    

 DeleteRul 
eGroup

授予删除权限 RuleGroup 写入 rulegroup 
*

   

 DeleteSiz 
eConstrai 
ntSet

授予删除权限 SizeConst 
raintSet

写入 sizeconst 
raintset*
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https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateXssMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_CreateXssMatchSet.html
#awswafregional-xssmatchset
#awswafregional-xssmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteByteMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteByteMatchSet.html
#awswafregional-bytematchset
#awswafregional-bytematchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteGeoMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteGeoMatchSet.html
#awswafregional-geomatchset
#awswafregional-geomatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteIPSet.html
#awswafregional-ipset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteLoggingConfiguration.html
#awswafregional-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeletePermissionPolicy.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeletePermissionPolicy.html
#awswafregional-rulegroup
#awswafregional-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteRateBasedRule.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteRateBasedRule.html
#awswafregional-ratebasedrule
#awswafregional-ratebasedrule
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteRegexMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteRegexMatchSet.html
#awswafregional-regexmatchset
#awswafregional-regexmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteRegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteRegexPatternSet.html
#awswafregional-regexpatternset
#awswafregional-regexpatternset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteRule.html
#awswafregional-rule
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteRuleGroup.html
#awswafregional-rulegroup
#awswafregional-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteSizeConstraintSet.html
#awswafregional-sizeconstraintset
#awswafregional-sizeconstraintset
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSql 
Injection 
MatchSet

授予删除的权限 SqlInject 
ionMatchSet

写入 sqlinject 
ionmatchs 
et*

   

 DeleteWeb 
ACL

授予删除 WebACL 的权限 权限管理 webacl*    

 DeleteXss 
MatchSet

授予删除的权限 XssMatchSet 写入 xssmatchs 
et*

   

 Disassoci 
ateWebACL

授予删除 Web ACL 和资源之
间关联的权限

写入 loadbalan 
cer/app/*

   

 GetByteMa 
tchSet

授予检索权限 ByteMatchSet 读取 bytematch 
set*

   

 GetChange 
Token

授予检索要在创建、更新和删
除请求中使用的更改令牌的权
限

Read      

 GetChange 
TokenStatus

授予检索更改令牌状态的权限 读取      

 GetGeoMat 
chSet

授予检索权限 GeoMatchSet 读取 geomatchs 
et*

   

 GetIPSet 授予检索权限 IPSet 读取 ipset*    

 GetLoggin 
gConfigur 
ation

授予检索权限 LoggingCo 
nfiguration

读取 webacl*    

 GetPermis 
sionPolicy

授予检索附加到的 IAM 策略的
权限 RuleGroup

读取 rulegroup 
*
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https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteSqlInjectionMatchSet.html
#awswafregional-sqlinjectionmatchset
#awswafregional-sqlinjectionmatchset
#awswafregional-sqlinjectionmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteWebACL.html
#awswafregional-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteXssMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DeleteXssMatchSet.html
#awswafregional-xssmatchset
#awswafregional-xssmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DisassociateWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_DisassociateWebACL.html
#awswafregional-loadbalancer_app_
#awswafregional-loadbalancer_app_
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetByteMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetByteMatchSet.html
#awswafregional-bytematchset
#awswafregional-bytematchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetChangeToken.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetChangeToken.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetChangeTokenStatus.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetChangeTokenStatus.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetGeoMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetGeoMatchSet.html
#awswafregional-geomatchset
#awswafregional-geomatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetIPSet.html
#awswafregional-ipset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetLoggingConfiguration.html
#awswafregional-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetPermissionPolicy.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetPermissionPolicy.html
#awswafregional-rulegroup
#awswafregional-rulegroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetRateBa 
sedRule

授予检索权限 RateBasedRule 读取 ratebased 
rule*

   

 GetRateBa 
sedRuleMa 
nagedKeys

授予检索当前被屏蔽的 IP 地址
数组的权限 RateBasedRule

读取 ratebased 
rule*

   

 GetRegexM 
atchSet

授予检索权限 RegexMatchSet 读取 regexmatc 
hset*

   

 GetRegexP 
atternSet

授予检索权限 RegexPatt 
ernSet

读取 regexpatt 
ernset*

   

 GetRule 授予检索规则的权限 读取 rule*    

 GetRuleGr 
oup

授予检索权限 RuleGroup 读取 rulegroup 
*

   

 GetSample 
dRequests

授予检索 Web 请求示例集的详
细信息的权限

读取 webacl    

 GetSizeCo 
nstraintSet

授予检索权限 SizeConst 
raintSet

读取 sizeconst 
raintset*

   

 GetSqlInj 
ectionMat 
chSet

授予检索权限 SqlInject 
ionMatchSet

读取 sqlinject 
ionmatchs 
et*

   

 GetWebACL 授予检索 WebACL 的权限 Read webacl*    

 GetWebACL 
ForResource

授予检索与指定资源关联的 
WebACL 的权限

读取 loadbalan 
cer/app/*

   

 GetXssMat 
chSet

授予检索权限 XssMatchSet 读取 xssmatchs 
et*
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https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetRateBasedRule.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetRateBasedRule.html
#awswafregional-ratebasedrule
#awswafregional-ratebasedrule
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetRateBasedRuleManagedKeys.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetRateBasedRuleManagedKeys.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetRateBasedRuleManagedKeys.html
#awswafregional-ratebasedrule
#awswafregional-ratebasedrule
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetRegexMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetRegexMatchSet.html
#awswafregional-regexmatchset
#awswafregional-regexmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetRegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetRegexPatternSet.html
#awswafregional-regexpatternset
#awswafregional-regexpatternset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetRule.html
#awswafregional-rule
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetRuleGroup.html
#awswafregional-rulegroup
#awswafregional-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetSampledRequests.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetSampledRequests.html
#awswafregional-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetSizeConstraintSet.html
#awswafregional-sizeconstraintset
#awswafregional-sizeconstraintset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetSqlInjectionMatchSet.html
#awswafregional-sqlinjectionmatchset
#awswafregional-sqlinjectionmatchset
#awswafregional-sqlinjectionmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetWebACL.html
#awswafregional-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetWebACLForResource.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetWebACLForResource.html
#awswafregional-loadbalancer_app_
#awswafregional-loadbalancer_app_
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetXssMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GetXssMatchSet.html
#awswafregional-xssmatchset
#awswafregional-xssmatchset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListActiv 
atedRules 
InRuleGroup

授予检索 ActivatedRule 对象
数组的权限

列表      

 ListByteM 
atchSets

授予检索 ByteMatch 
SetSummary 对象数组的权限

列表      

 ListGeoMa 
tchSets

授予检索 GeoMatchS 
etSummary 对象数组的权限

列表      

 ListIPSets 授予检索 Summary 对象数 
IPSet组的权限

列表      

 ListLoggi 
ngConfigu 
rations

授予检索 LoggingConfigurati 
on 对象数组的权限

列表      

 ListRateB 
asedRules

授予检索 RuleSummary 对象
数组的权限

列表      

 ListRegex 
MatchSets

授予检索 RegexMatc 
hSetSummary 对象数组的权限

列表      

 ListRegex 
PatternSets

授予检索 RegexPatt 
ernSetSummary 对象数组的权
限

列表      

 ListResou 
rcesForWe 
bACL

授予检索与指定 WebACL 关联
的资源阵列的权限

列表 webacl*    

 ListRuleG 
roups

授予检索 RuleGroup 对象数组
的权限

列表      
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https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListActivatedRulesInRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListActivatedRulesInRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListActivatedRulesInRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListByteMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListByteMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListGeoMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListGeoMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListIPSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListLoggingConfigurations.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListLoggingConfigurations.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListLoggingConfigurations.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListRateBasedRules.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListRateBasedRules.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListRegexMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListRegexMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListRegexPatternSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListRegexPatternSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListResourcesForWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListResourcesForWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListResourcesForWebACL.html
#awswafregional-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListRuleGroups.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRules 授予检索 RuleSummary 对象
数组的权限

列表      

 ListSizeC 
onstraintSets

授予检索 SizeConstraintSetS 
ummary 对象数组的权限

列表      

 ListSqlIn 
jectionMa 
tchSets

授予检索 SqlInjectionMatchSet 
对象数组的权限

列表      

 ListSubsc 
ribedRule 
Groups

授予检索您订阅的 RuleGroup 
对象数组的权限

列表      

ratebased 
rule

   

rule    

rulegroup    

 ListTagsF 
orResource

授予列出资源标签的权限 读取

webacl    

 ListWebAC 
Ls

授予检索 Web ACLSummary 
对象数组的权限

列表      

 ListXssMa 
tchSets

授予检索 XssMatchSet 对象数
组的权限

列表      

 PutLoggin 
gConfigur 
ation

授予将 LoggingConfiguration 
与 Web ACL 关联的权限

写入 webacl*   iam:Creat 
eServiceL 
inkedRole
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https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListRules.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListSizeConstraintSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListSizeConstraintSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListSqlInjectionMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListSqlInjectionMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListSqlInjectionMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListSubscribedRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListSubscribedRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListSubscribedRuleGroups.html
#awswafregional-ratebasedrule
#awswafregional-ratebasedrule
#awswafregional-rule
#awswafregional-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListTagsForResource.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListTagsForResource.html
#awswafregional-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListWebACLs.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListWebACLs.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListXssMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_ListXssMatchSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_PutLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_PutLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_PutLoggingConfiguration.html
#awswafregional-webacl


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutPermis 
sionPolicy

授予将 IAM policy 附加到指定
规则组，以支持账户之间规则 
组共享的权限

Permissio 
ns 
managemen 
t

rulegroup 
*

   

ratebased 
rule

   

rule    

rulegroup    

webacl    

 TagResour 
ce

授予将标签添加到资源的权限 Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

ratebased 
rule

   

rule    

rulegroup    

webacl    

 UntagReso 
urce

授予从资源中删除标签的权限 标记

  aws:TagKe 
ys

 

 UpdateByt 
eMatchSet

授予在中插入或删除 
ByteMatchTuple 对象的权限 
ByteMatchSet

写入 bytematch 
set*
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https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_PutPermissionPolicy.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_PutPermissionPolicy.html
#awswafregional-rulegroup
#awswafregional-rulegroup
#awswafregional-ratebasedrule
#awswafregional-ratebasedrule
#awswafregional-rule
#awswafregional-rulegroup
#awswafregional-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_TagResource.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_TagResource.html
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_RequestTag___TagKey_
#awswafregional-aws_TagKeys
#awswafregional-aws_TagKeys
#awswafregional-ratebasedrule
#awswafregional-ratebasedrule
#awswafregional-rule
#awswafregional-rulegroup
#awswafregional-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UntagResource.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UntagResource.html
#awswafregional-aws_TagKeys
#awswafregional-aws_TagKeys
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateByteMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateByteMatchSet.html
#awswafregional-bytematchset
#awswafregional-bytematchset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateGeo 
MatchSet

授予在中插入或删除 
GeoMatchConstraint 对象的权
限 GeoMatchSet

写入 geomatchs 
et*

   

 UpdateIPSet 授予在中插入或删除 IPSet描
述符对象的权限 IPSet

写入 ipset*    

 UpdateRat 
eBasedRule

授予在基于费率的规则中插入
或删除谓词对象以及更新规则 
RateLimit 中的谓词对象的权限

写入 ratebased 
rule*

   

 UpdateReg 
exMatchSet

授予在中插入或删除 
RegexMatchTuple 对象的权限 
RegexMatchSet

写入 regexmatc 
hset*

   

 UpdateReg 
exPatternSet

授予在中插入或删除 
RegexPatternStrings 的权限 
RegexPatternSet

写入 regexpatt 
ernset*

   

 UpdateRule 授予在规则中插入或删除谓词
对象的权限

写入 rule*    

 UpdateRul 
eGroup

授予在中插入或删除 Activated 
Rule 对象的权限 RuleGroup

写入 rulegroup 
*

   

 UpdateSiz 
eConstrai 
ntSet

授予在中插入或删除 
SizeConstraint 对象的权限 
SizeConstraintSet

写入 sizeconst 
raintset*

   

 UpdateSql 
Injection 
MatchSet

授予在中插入或删除 SqlInject 
ionMatchTuple 对象的权限 
SqlInjectionMatchSet

写入 sqlinject 
ionmatchs 
et*

   

 UpdateWeb 
ACL

授予在 WebACL 中插入或删除 
ActivatedRule 对象的权限

权限管理 webacl*    
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https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateGeoMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateGeoMatchSet.html
#awswafregional-geomatchset
#awswafregional-geomatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateIPSet.html
#awswafregional-ipset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateRateBasedRule.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateRateBasedRule.html
#awswafregional-ratebasedrule
#awswafregional-ratebasedrule
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateRegexMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateRegexMatchSet.html
#awswafregional-regexmatchset
#awswafregional-regexmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateRegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateRegexPatternSet.html
#awswafregional-regexpatternset
#awswafregional-regexpatternset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateRule.html
#awswafregional-rule
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateRuleGroup.html
#awswafregional-rulegroup
#awswafregional-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateSizeConstraintSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateSizeConstraintSet.html
#awswafregional-sizeconstraintset
#awswafregional-sizeconstraintset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateSqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateSqlInjectionMatchSet.html
#awswafregional-sqlinjectionmatchset
#awswafregional-sqlinjectionmatchset
#awswafregional-sqlinjectionmatchset
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateWebACL.html
#awswafregional-webacl


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateXss 
MatchSet

授予在中插入或删除 
XssMatchTuple 对象的权限 
XssMatchSet

写入 xssmatchs 
et*

   

AWS WAF Regional 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 bytematch 
set

arn:${Partition}:waf-regional:${Regi 
on}:${Account}:bytematchset/${Id}

 

 ipset arn:${Partition}:waf-regional:${Regi 
on}:${Account}:ipset/${Id}

 

 loadbalan 
cer/app/

arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:loadbalancer/ 
app/${LoadBalancerName}/${LoadBalanc 
erId}

 

 ratebased 
rule

arn:${Partition}:waf-regional:${Regi 
on}:${Account}:ratebasedrule/${Id}

aws:ResourceTag/${ 
TagKey}

 rule arn:${Partition}:waf-regional:${Regi 
on}:${Account}:rule/${Id}

aws:ResourceTag/${ 
TagKey}

 sizeconst 
raintset

arn:${Partition}:waf-regional:${Regi 
on}:${Account}:sizeconstraintset/${I 
d}
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https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateXssMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_UpdateXssMatchSet.html
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https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_WebACL.html
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https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_RateBasedRule.html
#awswafregional-aws_ResourceTag___TagKey_
#awswafregional-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_Rule.html
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#awswafregional-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_SizeConstraintSet.html
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资源类型 ARN 条件键

 sqlinject 
ionmatchset

arn:${Partition}:waf-regional:${Regi 
on}:${Account}:sqlinjectionset/${Id}

 

 webacl arn:${Partition}:waf-regional:${Regi 
on}:${Account}:webacl/${Id}

aws:ResourceTag/${ 
TagKey}

 xssmatchset arn:${Partition}:waf-regional:${Regi 
on}:${Account}:xssmatchset/${Id}

 

 regexmatc 
hset

arn:${Partition}:waf-regional:${Regi 
on}:${Account}:regexmatch/${Id}

 

 regexpatt 
ernset

arn:${Partition}:waf-regional:${Regi 
on}:${Account}:regexpatternset/${Id}

 

 geomatchset arn:${Partition}:waf-regional:${Regi 
on}:${Account}:geomatchset/${Id}

 

 rulegroup arn:${Partition}:waf-regional:${Regi 
on}:${Account}:rulegroup/${Id}

aws:ResourceTag/${ 
TagKey}

AWS WAF Regional 的条件键

AWS WAF Regional 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元素。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据每个标签的允许值集筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签值筛选操作 字符串
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https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_SqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_SqlInjectionMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_WebACL.html
#awswafregional-aws_ResourceTag___TagKey_
#awswafregional-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_XssMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_RegexMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_RegexMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_RegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_RegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_GeoMatchSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_wafRegional_RuleGroup.html
#awswafregional-aws_ResourceTag___TagKey_
#awswafregional-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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条件键 描述 类型

 aws:TagKeys 根据在请求中是否具有必需标签以筛选操作 ArrayOfString

AWS WAF V2 的操作、资源和条件键

AWS WAF V2（服务前缀:wafv2）提供以下特定于服务的资源、操作和条件上下文密钥以在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS WAF V2 定义的操作

• AWS WAF V2 定义的资源类型

• AWS WAF V2 的条件键

AWS WAF V2 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_Operations_AWS_WAFV2.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-auth-and-access-control.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
WebACL

授予权限以将 WebACL 与资源
关联。

Write webacl*   amplify:A 
ssociateW 
ebACL

apigatewa 
y:SetWebA 
CL

apprunner 
:Associat 
eWebAcl

appsync:S 
etWebACL

cognito-i 
dp:Associ 
ateWebACL

ec2:Assoc 
iateVerif 
iedAccess 
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/waf/latest/APIReference/API_AssociateWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_AssociateWebACL.html
#awswafv2-webacl
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

InstanceW 
ebAcl

elasticlo 
adbalanci 
ng:SetWeb 
Acl

wafv2:Get 
Permissio 
nPolicy

wafv2:Put 
Permissio 
nPolicy

amplify-a 
pp

   

apigatewa 
y

   

apprunner    

appsync    

loadbalan 
cer/app/

   

userpool    

verified- 
access-in 
stance
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#awswafv2-amplify-app
#awswafv2-amplify-app
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#awswafv2-verified-access-instance
#awswafv2-verified-access-instance
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CheckCapa 
city

授予权限以计算指定范围和
规则集的 Web ACL 容量单位 
(WCU) 要求。

读取      

 CreateAPI 
Key

授予创建 API 密钥的权限，
以便在客户端应用程序中集 
成 CAPTCHA API 时使用 
JavaScript

写入      

ipset*   wafv2:Tag 
Resource

 CreateIPSet 授予创建 IPSet 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

regexpatt 
ernset*

  wafv2:Tag 
Resource

 CreateReg 
exPatternSet

授予创建 RegexPatternSet 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

rulegroup 
*

  wafv2:Tag 
Resource

 CreateRul 
eGroup

授予创建 RuleGroup 写入

ipset    
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https://docs.aws.amazon.com/waf/latest/APIReference/API_CheckCapacity.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_CheckCapacity.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_CreateAPIKey.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_CreateAPIKey.html
#awswafv2-ipset
https://docs.aws.amazon.com/waf/latest/APIReference/API_CreateIPSet.html
#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_TagKeys
#awswafv2-aws_TagKeys
#awswafv2-regexpatternset
#awswafv2-regexpatternset
https://docs.aws.amazon.com/waf/latest/APIReference/API_CreateRegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_CreateRegexPatternSet.html
#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_TagKeys
#awswafv2-aws_TagKeys
#awswafv2-rulegroup
#awswafv2-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_CreateRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_CreateRuleGroup.html
#awswafv2-ipset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

regexpatt 
ernset

   

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

webacl*   wafv2:Tag 
Resource

ipset    

managedru 
leset

   

regexpatt 
ernset

   

rulegroup    

 CreateWeb 
ACL

授予创建 WebACL 的权限 写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAPI 
Key

授予删除 API 密钥的权限 写入      
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#awswafv2-regexpatternset
#awswafv2-regexpatternset
#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_TagKeys
#awswafv2-aws_TagKeys
#awswafv2-webacl
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#awswafv2-managedruleset
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#awswafv2-regexpatternset
#awswafv2-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_CreateWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_CreateWebACL.html
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#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_TagKeys
#awswafv2-aws_TagKeys
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteAPIKey.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteAPIKey.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteFir 
ewallMana 
gerRuleGr 
oups

如果不再由 Firewall Manager 
管理，则授予 FirewallM 
anagedRulesGroups 从 
WebACL 中删除的权限

写入 webacl*    

 DeleteIPSet 授予删除的权限 IPSet 写入 ipset*    

webacl*     DeleteLog 
gingConfi 
guration

授予 LoggingConfiguration 从 
WebACL 中删除的权限

写入

  wafv2:Log 
Scope

 

 DeletePer 
missionPolicy

授予在 PermissionPolicy 上删
除的权限 RuleGroup

权限管理 rulegroup 
*

   

 DeleteReg 
exPatternSet

授予删除权限 RegexPatt 
ernSet

写入 regexpatt 
ernset*

   

 DeleteRul 
eGroup

授予删除权限 RuleGroup 写入 rulegroup 
*

   

 DeleteWeb 
ACL

授予删除 WebACL 的权限 写入 webacl*    

 DescribeA 
llManaged 
Products

授予权限以检索托管规则组的
产品信息

读取      

 DescribeM 
anagedPro 
ductsByVe 
ndor

授予权限以按给定供应商检索
托管规则组的产品信息

读取      
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https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteFirewallManagerRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteFirewallManagerRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteFirewallManagerRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteFirewallManagerRuleGroups.html
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https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteLoggingConfiguration.html
#awswafv2-wafv2_LogScope
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https://docs.aws.amazon.com/waf/latest/APIReference/API_DeletePermissionPolicy.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeletePermissionPolicy.html
#awswafv2-rulegroup
#awswafv2-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteRegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteRegexPatternSet.html
#awswafv2-regexpatternset
#awswafv2-regexpatternset
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteRuleGroup.html
#awswafv2-rulegroup
#awswafv2-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DeleteWebACL.html
#awswafv2-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_DescribeAllManagedProducts.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DescribeAllManagedProducts.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DescribeAllManagedProducts.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DescribeManagedProductsByVendor.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DescribeManagedProductsByVendor.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DescribeManagedProductsByVendor.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DescribeManagedProductsByVendor.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeM 
anagedRul 
eGroup

授予权限以查看托管规则组的
高级信息。

读取      

 Disassoci 
ateFirewa 
llManager [仅
权限]

授予权限以取消 Firewall 
Manager 与 WebACL 的关联

写入 webacl*    
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https://docs.aws.amazon.com/waf/latest/APIReference/API_DescribeManagedRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DescribeManagedRuleGroup.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateWebACL

授予权限以取消 WebACL 与应
用程序资源的关联

写入 amplify-a 
pp

  amplify:D 
isassocia 
teWebACL

apigatewa 
y:SetWebA 
CL

apprunner 
:Disassoc 
iateWebAc 
l

appsync:S 
etWebACL

cognito-i 
dp:Disass 
ociateWeb 
ACL

ec2:Disas 
sociateVe 
rifiedAcc 
essInstan 
ceWebAcl

elasticlo 
adbalanci 
ng:SetWeb 
Acl
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https://docs.aws.amazon.com/waf/latest/APIReference/API_DisassociateWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_DisassociateWebACL.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

wafv2:Put 
Permissio 
nPolicy

apigatewa 
y

   

apprunner    

appsync    

loadbalan 
cer/app/

   

userpool    

verified- 
access-in 
stance

   

 GenerateM 
obileSdkR 
eleaseUrl

授予权限以为指定版本的移动 
SDK 生成预签名下载 URL

读取      

 GetDecryp 
tedAPIKey

授予以解密状态返回 API 密钥
的权限。使用此权限查看为密
钥定义的令牌域

读取      

ipset*     GetIPSet 授予检索相关详细信息的权限 
IPSet

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

授予检索 Web LoggingCo 
nfiguration ACL 的权限

读取 webacl*    
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#awswafv2-apigateway
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https://docs.aws.amazon.com/waf/latest/APIReference/API_GenerateMobileSdkReleaseUrl.html
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https://docs.aws.amazon.com/waf/latest/APIReference/API_GetDecryptedAPIKey.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetDecryptedAPIKey.html
#awswafv2-ipset
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetIPSet.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-webacl


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetLoggin 
gConfigur 
ation

  aws:Resou 
rceTag/${ 
TagKey}

wafv2:Log 
Scope

 

 GetManage 
dRuleSet

授予检索有关 a 的详细信息的
权限 ManagedRuleSet

读取 managedru 
leset*

   

 GetMobile 
SdkRelease

授予权限以检索指定版本的移
动 SDK 的信息，包括版本注释
和标签

读取      

 GetPermis 
sionPolicy

授予检索 a PermissionPolicy 
的权限 RuleGroup

读取 rulegroup 
*

   

webacl*     GetRateBa 
sedStatem 
entManage 
dKeys

授予权限以查看基于速率的规
则当前阻止的键。

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

regexpatt 
ernset*

    GetRegexP 
atternSet

授予检索有关 a 的详细信息的
权限 RegexPatternSet

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetRuleGr 
oup

授予检索有关 a 的详细信息的
权限 RuleGroup

读取 rulegroup 
*
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https://docs.aws.amazon.com/waf/latest/APIReference/API_GetLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetLoggingConfiguration.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-wafv2_LogScope
#awswafv2-wafv2_LogScope
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetManagedRuleSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetManagedRuleSet.html
#awswafv2-managedruleset
#awswafv2-managedruleset
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetMobileSdkRelease.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetMobileSdkRelease.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetPermissionPolicy.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetPermissionPolicy.html
#awswafv2-rulegroup
#awswafv2-rulegroup
#awswafv2-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetRateBasedStatementManagedKeys.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetRateBasedStatementManagedKeys.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetRateBasedStatementManagedKeys.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetRateBasedStatementManagedKeys.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-regexpatternset
#awswafv2-regexpatternset
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetRegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetRegexPatternSet.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetRuleGroup.html
#awswafv2-rulegroup
#awswafv2-rulegroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetSample 
dRequests

授予检索有关 Web 请求采样的
详细信息的权限

Read webacl*    

webacl*     GetWebACL 授予检索 WebACL 详细信息的
权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetWebACL 
ForResource

授予检索与资源关联的 
WebACL 的权限

读取 webacl*   amplify:G 
etWebACLF 
orResourc 
e

apprunner 
:Describe 
WebAclFor 
Service

cognito-i 
dp:GetWeb 
ACLForRes 
ource

ec2:GetVe 
rifiedAcc 
essInstan 
ceWebAcl

wafv2:Get 
WebACL
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#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetSampledRequests.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetSampledRequests.html
#awswafv2-webacl
#awswafv2-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetWebACL.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetWebACLForResource.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_GetWebACLForResource.html
#awswafv2-webacl


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

amplify-a 
pp

   

apigatewa 
y

   

apprunner    

appsync    

loadbalan 
cer/app/

   

userpool    

verified- 
access-in 
stance

   

 ListAPIKeys 授予检索为指定范围定义的 
API 密钥列表的权限

列表      

 ListAvail 
ableManag 
edRuleGro 
upVersions

授予检索可供您使用的托管规
则组版本阵列的权限

列表      

 ListAvail 
ableManag 
edRuleGro 
ups

授予权限以查看可供您使用的
托管规则组数组。

列表      

 ListIPSets 授予权限以检索您管理的 IP 集
的 IPSet摘要对象数组

列表      
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#awswafv2-amplify-app
#awswafv2-amplify-app
#awswafv2-apigateway
#awswafv2-apigateway
#awswafv2-apprunner
#awswafv2-apprunner
#awswafv2-appsync
#awswafv2-loadbalancer_app_
#awswafv2-loadbalancer_app_
#awswafv2-userpool
#awswafv2-verified-access-instance
#awswafv2-verified-access-instance
#awswafv2-verified-access-instance
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListAPIKeys.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListAvailableManagedRuleGroupVersions.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListAvailableManagedRuleGroupVersions.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListAvailableManagedRuleGroupVersions.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListAvailableManagedRuleGroupVersions.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListAvailableManagedRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListAvailableManagedRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListAvailableManagedRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListAvailableManagedRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListIPSets.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListLoggi 
ngConfigu 
rations

授予检索 LoggingConfigurati 
on 对象数组的权限

列表   wafv2:Log 
Scope

 

 ListManag 
edRuleSets

授予检索 ManagedRuleSet 对
象数组的权限

列表      

 ListMobil 
eSdkRelea 
ses

授予权限以检索移动 SDK 和指
定设备平台可用版本列表

列表      

 ListRegex 
PatternSets

授予您管理的正则表达式模式
集检索 RegexPatternSetSum 
mary 对象数组的权限

列表      

AWS WAF V2 4296

https://docs.aws.amazon.com/waf/latest/APIReference/API_ListLoggingConfigurations.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListLoggingConfigurations.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListLoggingConfigurations.html
#awswafv2-wafv2_LogScope
#awswafv2-wafv2_LogScope
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListManagedRuleSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListManagedRuleSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListMobileSdkReleases.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListMobileSdkReleases.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListMobileSdkReleases.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListRegexPatternSets.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListRegexPatternSets.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

webacl*   amplify:L 
istResour 
cesForWeb 
ACL

apprunner 
:ListAsso 
ciatedSer 
vicesForW 
ebAcl

cognito-i 
dp:ListRe 
sourcesFo 
rWebACL

ec2:Descr 
ibeVerifi 
edAccessI 
nstanceWe 
bAclAssoc 
iations

amplify-a 
pp

   

apprunner    

userpool    

 ListResou 
rcesForWe 
bACL

授予权限以检索与网页 ACL 关
联的资源的 Amazon 资源名称
数组 (ARNs)

列表

verified- 
access-in 
stance
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#awswafv2-webacl
#awswafv2-amplify-app
#awswafv2-amplify-app
#awswafv2-apprunner
#awswafv2-apprunner
#awswafv2-userpool
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListResourcesForWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListResourcesForWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListResourcesForWebACL.html
#awswafv2-verified-access-instance
#awswafv2-verified-access-instance
#awswafv2-verified-access-instance


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRuleG 
roups

授予您管理的规则组检索 
RuleGroupSummary 对象数组
的权限

列表      

ipset    

regexpatt 
ernset

   

rulegroup    

webacl    

 ListTagsF 
orResource

授予权限以列出资源的标签 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListWebAC 
Ls

授予为你管理的 Web 检索一组 
Web ACLSummary 对象 ACLs 
的权限

列表      

 PutFirewa 
llManager 
RuleGroups
[仅权限]

授予在 WebACL FirewallM 
anagedRulesGroups 中创建的
权限

写入 webacl*    

 PutLoggin 
gConfigur 
ation

授予启用 LoggingConfigurati 
on、开始记录 Web ACL 的权
限

写入 webacl*   iam:Creat 
eServiceL 
inkedRole
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https://docs.aws.amazon.com/waf/latest/APIReference/API_ListRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListRuleGroups.html
#awswafv2-ipset
#awswafv2-regexpatternset
#awswafv2-regexpatternset
#awswafv2-rulegroup
#awswafv2-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListTagsForResource.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListWebACLs.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ListWebACLs.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_PutFirewallManagerRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_PutFirewallManagerRuleGroups.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_PutFirewallManagerRuleGroups.html
#awswafv2-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_PutLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_PutLoggingConfiguration.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_PutLoggingConfiguration.html
#awswafv2-webacl


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  wafv2:Log 
Scope

wafv2:Log 
Destinati 
onResourc 
e

 

managedru 
leset*

    PutManage 
dRuleSetV 
ersions

授予允许创建新版本或更新
现有版本的权限 ManagedRu 
leSet

写入

rulegroup 
*

   

 PutPermis 
sionPolicy

授予将 IAM policy 附加到资
源，以用于在账户之间共享规
则组的权限

权限管理 rulegroup 
*

   

ipset    

regexpatt 
ernset

   

rulegroup    

 TagResour 
ce

授予将标签与 AWS 资源关联
的权限

标记

webacl    
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#awswafv2-wafv2_LogScope
#awswafv2-wafv2_LogScope
#awswafv2-wafv2_LogDestinationResource
#awswafv2-wafv2_LogDestinationResource
#awswafv2-wafv2_LogDestinationResource
#awswafv2-wafv2_LogDestinationResource
#awswafv2-managedruleset
#awswafv2-managedruleset
https://docs.aws.amazon.com/waf/latest/APIReference/API_PutManagedRuleSetVersions.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_PutManagedRuleSetVersions.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_PutManagedRuleSetVersions.html
#awswafv2-rulegroup
#awswafv2-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_PutPermissionPolicy.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_PutPermissionPolicy.html
#awswafv2-rulegroup
#awswafv2-rulegroup
#awswafv2-ipset
#awswafv2-regexpatternset
#awswafv2-regexpatternset
#awswafv2-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_TagResource.html
#awswafv2-webacl


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

ipset    

regexpatt 
ernset

   

rulegroup    

webacl    

 UntagReso 
urce

授予取消标签与资源的关联的 
AWS 权限

标记

  aws:TagKe 
ys

 

ipset*     UpdateIPSet 授予更新权限 IPSet 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateMan 
agedRuleS 
etVersion 
ExpiryDate

授予更新版本到期日期的权限 
ManagedRuleSet

写入 managedru 
leset*
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#awswafv2-aws_TagKeys
#awswafv2-aws_TagKeys
#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_RequestTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-ipset
#awswafv2-regexpatternset
#awswafv2-regexpatternset
#awswafv2-rulegroup
#awswafv2-webacl
https://docs.aws.amazon.com/waf/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_UntagResource.html
#awswafv2-aws_TagKeys
#awswafv2-aws_TagKeys
#awswafv2-ipset
https://docs.aws.amazon.com/waf/latest/APIReference/API_UpdateIPSet.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_UpdateManagedRuleSetVersionExpiryDate.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_UpdateManagedRuleSetVersionExpiryDate.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_UpdateManagedRuleSetVersionExpiryDate.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_UpdateManagedRuleSetVersionExpiryDate.html
#awswafv2-managedruleset
#awswafv2-managedruleset


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

regexpatt 
ernset*

    UpdateReg 
exPatternSet

授予更新权限 RegexPatt 
ernSet

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

rulegroup 
*

   

ipset    

regexpatt 
ernset

   

 UpdateRul 
eGroup

授予更新权限 RuleGroup 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

webacl*    

ipset    

managedru 
leset

   

regexpatt 
ernset

   

rulegroup    

 UpdateWeb 
ACL

授予权限以更新 WebACL 写入

  aws:Resou 
rceTag/${ 
TagKey}
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#awswafv2-regexpatternset
#awswafv2-regexpatternset
https://docs.aws.amazon.com/waf/latest/APIReference/API_UpdateRegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_UpdateRegexPatternSet.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-rulegroup
#awswafv2-rulegroup
#awswafv2-ipset
#awswafv2-regexpatternset
#awswafv2-regexpatternset
https://docs.aws.amazon.com/waf/latest/APIReference/API_UpdateRuleGroup.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_UpdateRuleGroup.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-webacl
#awswafv2-ipset
#awswafv2-managedruleset
#awswafv2-managedruleset
#awswafv2-regexpatternset
#awswafv2-regexpatternset
#awswafv2-rulegroup
https://docs.aws.amazon.com/waf/latest/APIReference/API_UpdateWebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_UpdateWebACL.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

AWS WAF V2 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 webacl arn:${Partition}:wafv2:${Region}:${A 
ccount}:${Scope}/webacl/${Name}/${Id 
}

aws:ResourceTag/${ 
TagKey}

 ipset arn:${Partition}:wafv2:${Region}:${A 
ccount}:${Scope}/ipset/${Name}/${Id}

aws:ResourceTag/${ 
TagKey}

 managedru 
leset

arn:${Partition}:wafv2:${Region}:${A 
ccount}:${Scope}/managedruleset/${Na 
me}/${Id}

 

 rulegroup arn:${Partition}:wafv2:${Region}:${A 
ccount}:${Scope}/rulegroup/${Name}/$ 
{Id}

aws:ResourceTag/${ 
TagKey}

 regexpatt 
ernset

arn:${Partition}:wafv2:${Region}:${A 
ccount}:${Scope}/regexpatternset/${N 
ame}/${Id}

aws:ResourceTag/${ 
TagKey}

 loadbalan 
cer/app/

arn:${Partition}:elasticloadbalancin 
g:${Region}:${Account}:loadbalancer/ 
app/${LoadBalancerName}/${LoadBalanc 
erId}

 

 apigateway arn:${Partition}:apigateway:${Region 
}::/restapis/${ApiId}/stages/${Stage 
Name}

 

 appsync arn:${Partition}:appsync:${Region}:$ 
{Account}:apis/${GraphQLAPIId}
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/waf/latest/APIReference/API_WebACL.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_IPSet.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_ManagedRuleSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_ManagedRuleSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_RuleGroup.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_RegexPatternSet.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_RegexPatternSet.html
#awswafv2-aws_ResourceTag___TagKey_
#awswafv2-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/waf/latest/APIReference/API_WebACL.html
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资源类型 ARN 条件键

 userpool arn:${Partition}:cognito-idp:${Regio 
n}:${Account}:userpool/${UserPoolId}

 

 apprunner arn:${Partition}:apprunner:${Region} 
:${Account}:service/${ServiceName}/$ 
{ServiceId}

 

 verified- 
access-in 
stance

arn:${Partition}:ec2:${Region}:${Acc 
ount}:verified-access-instance/${Ver 
ifiedAccessInstanceId}

 

 amplify-app arn:${Partition}:amplify:${Region}:$ 
{Account}:apps/${AppId}

 

AWS WAF V2 的条件键

AWS WAF V2 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按每个标签的允许值集筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签值筛选访问权限 字符串

 aws:TagKeys 按请求中是否具有必需标签来筛选访问 ArrayOfString

 wafv2:Log 
Destinati 
onResource

按日志目标 ARN 筛选访问权限 API PutLoggingConfigur 
ation

ARN

AWS WAF V2 4303

https://docs.aws.amazon.com/waf/latest/APIReference/API_WebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_WebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_WebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_WebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_WebACL.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_WebACL.html
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/waf/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/waf/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys
https://docs.aws.amazon.com/waf/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-conditionkeys


服务授权参考 服务授权参考

条件键 描述 类型

 wafv2:LogScope 按 Logging Configuration API 的日志范围筛选访问权限 字符串

AWS Well-Architected Tool 的操作、资源和条件键

AWS Well-Architected Tool（服务前缀wellarchitected:）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Well-Architected Tool 定义的操作

• AWS Well-Architected Tool 定义的资源类型

• AWS Well-Architected Tool 的条件键

AWS Well-Architected Tool 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。
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操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workload*     Associate 
Lenses

授予将详解与指定工作负载关
联的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     Associate 
Profiles

授予权限以将配置文件与指定
工作负载关联

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 Configure 
Integration
[仅权限]

授予权限以配置集成 写入      

lens*     CreateLen 
sShare

向镜头所有者授予与其他 AWS 
账户和 IAM 用户共享镜头的权
限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

AWS Well-Architected 工具 4305

reference_policies_actions-resources-contextkeys.html#actions_table
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_AssociateLenses.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_AssociateLenses.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_AssociateProfiles.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_AssociateProfiles.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wellarchitected/latest/userguide/setting-up-jira.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/setting-up-jira.html
#awswell-architectedtool-lens
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_CreateLensShare.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_CreateLensShare.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

lens*     CreateLen 
sVersion

授予创建新镜头版本的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     CreateMil 
estone

授予为指定工作负载创建新里
程碑的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 CreateProfile 授予权限，以创建新的配置文
件

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

profile*     CreatePro 
fileShare

向个人资料的所有者授予与其
他 AWS 账户和 IAM 用户共享
的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 CreateRev 
iewTemplate

授予创建新的审核模板的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateTem 
plateShare

向审核模板的所有者授予与其
他 AWS 账户和 IAM 用户共享
的权限

写入 review-te 
mplate*
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 CreateWor 
kload

授予创建新工作负载的权限 Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

wellarchi 
tected:Ji 
raProject 
Key

 

workload*     CreateWor 
kloadShare

授予与其他账户共享工作负载
的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

lens*     DeleteLens 授予权限以删除镜头 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

lens*     DeleteLen 
sShare

授予删除现有镜头共享的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteProfile 授予删除配置文件的权限 写入 profile*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

profile*     DeletePro 
fileShare

授予权限以删除现有配置文件
共享

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

review-te 
mplate*

    DeleteRev 
iewTemplate

授予删除现有审核模板的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

review-te 
mplate*

    DeleteTem 
plateShare

授予删除现有审核模板共享的
权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     DeleteWor 
kload

授予删除现有工作负载的权限 Write

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     DeleteWor 
kloadShare

授予删除现有工作负载共享的
权限

Write

  aws:Resou 
rceTag/${ 
TagKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workload*     Disassoci 
ateLenses

授予取消详解与指定工作负载
的关联的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     Disassoci 
ateProfiles

授予权限以取消配置文件与指
定工作负载的关联

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

lens*     ExportLens 授予导出现有镜头的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     GetAnswer 授予从指定详解回顾中检索指
定答案的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetConsol 
idatedReport

授予在此账户中获取整合报告
指标或生成整合报告 PDF 的权
限

读取      

 GetGlobal 
Settings

授予权限以获取账户的所有设
置

读取      

 GetLens 授予权限以获取现有镜头 读取 lens*    
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https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_DeleteLensShare.html
#awswell-architectedtool-lens


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     GetLensRe 
view

授予检索指定工作负载的指定
详解回顾的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     GetLensRe 
viewReport

授予检索指定详解回顾的报告
的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

lens*     GetLensVe 
rsionDiff 
erence

授予获取指定详解版本与最新
可用详解版本之间差异的权限

Read

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     GetMilestone 授予检索指定工作负载的指定
里程碑的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

profile*     GetProfile 授予权限以检索指定配置文件 读取

  aws:Resou 
rceTag/${ 
TagKey}
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#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetLensReview.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetLensReview.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetLensReviewReport.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetLensReviewReport.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-lens
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetLensVersionDifference.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetLensVersionDifference.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetLensVersionDifference.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetMilestone.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-profile
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetProfile.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetProfil 
eTemplate

授予权限以检索指定的配置文
件模板

读取      

review-te 
mplate*

    GetReview 
Template

授予检索指定的审核模板的权
限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

review-te 
mplate*

    GetReview 
TemplateA 
nswer

授予从指定的审核模板详解回
顾中检索指定答案的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

review-te 
mplate*

    GetReview 
TemplateL 
ensReview

授予检索指定的审核模板的指
定详解回顾的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     GetWorkload 授予检索指定工作负载的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetProfileTemplate.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetProfileTemplate.html
#awswell-architectedtool-review-template
#awswell-architectedtool-review-template
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetReviewTemplate.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetReviewTemplate.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-review-template
#awswell-architectedtool-review-template
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetReviewTemplateAnswer.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetReviewTemplateAnswer.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetReviewTemplateAnswer.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-review-template
#awswell-architectedtool-review-template
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetReviewTemplateLensReview.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetReviewTemplateLensReview.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetReviewTemplateLensReview.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_GetWorkload.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ImportLens 授予权限以导入新镜头 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

workload*     ListAnswers 授予列出指定详解回顾中答案
的权限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     ListCheck 
Details

授予权限以列出工作负载的检
查详细信息

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     ListCheck 
Summaries

授予权限以列出工作负载的检
查摘要

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     ListLensR 
eviewImpr 
ovements

授予列出指定详解回顾改进的
权限

List

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListLensR 
eviews

授予列出指定工作负载的详解
回顾的权限

列表 workload*    
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https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ImportLens.html
#awswell-architectedtool-aws_RequestTag___TagKey_
#awswell-architectedtool-aws_RequestTag___TagKey_
#awswell-architectedtool-aws_RequestTag___TagKey_
#awswell-architectedtool-aws_TagKeys
#awswell-architectedtool-aws_TagKeys
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListAnswers.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListCheckDetails.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListCheckDetails.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListCheckSummaries.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListCheckSummaries.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListLensReviewImprovements.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListLensReviewImprovements.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListLensReviewImprovements.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListLensReviews.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListLensReviews.html
#awswell-architectedtool-workload
#awswell-architectedtool-workload


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

lens*     ListLensS 
hares

授予列出为镜头创建的所有共
享的权限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListLenses 授予列出此账户可用详解的权
限

List      

workload*     ListMiles 
tones

授予列出指定工作负载里程碑
的权限

List

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListNotif 
ications

授予列出与账户或指定资源相
关的通知的权限

列表      

 ListProfi 
leNotific 
ations

授予权限列出与指定资源关联
的配置文件通知

列表      

profile*     ListProfi 
leShares

授予权限以列出为配置文件创
建的所有共享

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListProfiles 授予权限以列出此账户可用的
配置文件

列表      

AWS Well-Architected 工具 4313

#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-lens
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListLensShares.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListLensShares.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListLenses.html
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListMilestones.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListMilestones.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListNotifications.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListNotifications.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListProfileNotifications.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListProfileNotifications.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListProfileNotifications.html
#awswell-architectedtool-profile
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListProfileShares.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListProfileShares.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListProfiles.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

review-te 
mplate*

    ListRevie 
wTemplate 
Answers

授予列出指定的审核模板详解
回顾中答案的权限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListRevie 
wTemplates

授予列出此账户可用审核模板
的权限

列表      

 ListShare 
Invitations

授予列出指定账户或用户的工
作负载共享邀请的权限

List      

lens    

profile    

review-te 
mplate

   

workload    

 ListTagsF 
orResource

授予列出 Well-Architected 的
资源标签的权限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

review-te 
mplate*

    ListTempl 
ateShares

授予列出为审核模板创建的所
有共享的权限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListWorkl 
oadShares

授予列出指定工作负载的工作
负载份额的权限

List workload*    
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#awswell-architectedtool-review-template
#awswell-architectedtool-review-template
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListReviewTemplateAnswers.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListReviewTemplateAnswers.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListReviewTemplateAnswers.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListReviewTemplates.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListReviewTemplates.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListShareInvitations.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListShareInvitations.html
#awswell-architectedtool-lens
#awswell-architectedtool-profile
#awswell-architectedtool-review-template
#awswell-architectedtool-review-template
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListTagsForResource.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-review-template
#awswell-architectedtool-review-template
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListTemplateShares.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListTemplateShares.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListWorkloadShares.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListWorkloadShares.html
#awswell-architectedtool-workload
#awswell-architectedtool-workload


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListWorkl 
oads

授予列出此账户中工作负载的
权限

List      

lens    

profile    

review-te 
mplate

   

workload    

 TagResour 
ce

授予标记 Well-Architected 资
源的权限

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

lens    

profile    

review-te 
mplate

   

workload    

 UntagReso 
urce

授予取消标记 Well-Architected 
资源的权限

Tagging

  aws:TagKe 
ys
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#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListWorkloads.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ListWorkloads.html
#awswell-architectedtool-lens
#awswell-architectedtool-profile
#awswell-architectedtool-review-template
#awswell-architectedtool-review-template
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_TagResource.html
#awswell-architectedtool-aws_TagKeys
#awswell-architectedtool-aws_TagKeys
#awswell-architectedtool-aws_RequestTag___TagKey_
#awswell-architectedtool-aws_RequestTag___TagKey_
#awswell-architectedtool-aws_RequestTag___TagKey_
#awswell-architectedtool-lens
#awswell-architectedtool-profile
#awswell-architectedtool-review-template
#awswell-architectedtool-review-template
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UntagResource.html
#awswell-architectedtool-aws_TagKeys
#awswell-architectedtool-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workload*     UpdateAns 
wer

授予更新指定答案属性的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateGlo 
balSettings

授予权限以管理账户的所有设
置

写入   wellarchi 
tected:Ji 
raProject 
Key

 

workload*     UpdateInt 
egration

授予权限以更新集成的属性 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

workload*     UpdateLen 
sReview

授予更新指定详解回顾属性的
权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

profile*     UpdatePro 
file

授予权限以更新指定配置文件
的属性

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

review-te 
mplate*

    UpdateRev 
iewTemplate

授予更新指定的审核模板属性
的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}
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#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateAnswer.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateAnswer.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateGlobalSettings.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateGlobalSettings.html
#awswell-architectedtool-wellarchitected_JiraProjectKey
#awswell-architectedtool-wellarchitected_JiraProjectKey
#awswell-architectedtool-wellarchitected_JiraProjectKey
#awswell-architectedtool-wellarchitected_JiraProjectKey
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateIntegration.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateIntegration.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateLensReview.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateLensReview.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-profile
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateProfile.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateProfile.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-review-template
#awswell-architectedtool-review-template
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateReviewTemplate.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateReviewTemplate.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

review-te 
mplate*

    UpdateRev 
iewTempla 
teAnswer

授予更新指定的审核模板属性
答案的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

review-te 
mplate*

    UpdateRev 
iewTempla 
teLensRev 
iew

授予更新指定的审核模板详解
回顾的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateSha 
reInvitation

授予更新指定工作负载共享邀
请状态的权限

Write      

workload*     UpdateWor 
kload

授予更新指定工作负载属性的
权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

wellarchi 
tected:Ji 
raProject 
Key

 

workload*     UpdateWor 
kloadShare

授予权限以更新指定工作负载
共享的属性

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpgradeLe 
nsReview

授予升级指定详解回顾以使用
关联详解的最新版本的权限

写入 workload*    

AWS Well-Architected 工具 4317

#awswell-architectedtool-review-template
#awswell-architectedtool-review-template
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateReviewTemplateAnswer.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateReviewTemplateAnswer.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateReviewTemplateAnswer.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-review-template
#awswell-architectedtool-review-template
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateReviewTemplateLensReview.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateReviewTemplateLensReview.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateReviewTemplateLensReview.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateReviewTemplateLensReview.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateShareInvitation.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateShareInvitation.html
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateWorkload.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateWorkload.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-wellarchitected_JiraProjectKey
#awswell-architectedtool-wellarchitected_JiraProjectKey
#awswell-architectedtool-wellarchitected_JiraProjectKey
#awswell-architectedtool-wellarchitected_JiraProjectKey
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateWorkloadShare.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpdateWorkloadShare.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpgradeLensReview.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpgradeLensReview.html
#awswell-architectedtool-workload
#awswell-architectedtool-workload
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

profile*    

workload*    

 UpgradePr 
ofileVersion

授予权限升级指定工作服在以
使用关联配置文件的最新版本

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

review-te 
mplate*

    UpgradeRe 
viewTempl 
ateLensRe 
view

授予升级指定的审核模板的指
定详解回顾的权限

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

AWS Well-Architected Tool 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 workload arn:${Partition}:wellarchitected:${R 
egion}:${Account}:workload/${Resourc 
eId}

aws:ResourceTag/${ 
TagKey}

 lens arn:${Partition}:wellarchitected:${R 
egion}:${Account}:lens/${ResourceId}

aws:ResourceTag/${ 
TagKey}
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#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-profile
#awswell-architectedtool-workload
#awswell-architectedtool-workload
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpgradeProfileVersion.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpgradeProfileVersion.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-review-template
#awswell-architectedtool-review-template
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpgradeReviewTemplateLensReview.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpgradeReviewTemplateLensReview.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpgradeReviewTemplateLensReview.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_UpgradeReviewTemplateLensReview.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_Workload.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_Lens.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 profile arn:${Partition}:wellarchitected:${R 
egion}:${Account}:profile/${Resource 
Id}

aws:ResourceTag/${ 
TagKey}

 review-te 
mplate

arn:${Partition}:wellarchitected:${R 
egion}:${Account}:review-template/${ 
ResourceId}

aws:ResourceTag/${ 
TagKey}

AWS Well-Architected Tool 的条件键

AWS Well-Architected Tool 定义了以下可用于 IAM 策略元素Condition的条件键。您可以使用这些
键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中的标签键值对筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 按请求中的标签键筛选访问权限 ArrayOfString

 wellarchi 
tected:Ji 
raProjectKey

按项目键筛选访问权限 字符串

AWS Wickr 的操作、资源和条件键

AWS Wickr（服务前缀:wickr）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限
策略中使用。

参考：
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https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_Profile.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ReviewTemplate.html
https://docs.aws.amazon.com/wellarchitected/latest/APIReference/API_ReviewTemplate.html
#awswell-architectedtool-aws_ResourceTag___TagKey_
#awswell-architectedtool-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/wellarchitected/latest/userguide/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/security_iam_id-based-policy-examples.html
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS Wickr 定义的操作

• AWS Wickr 定义的资源类型

• AWS Wickr 条件键

AWS Wickr 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/wickr/latest/adminguide/
https://docs.aws.amazon.com/wickr/latest/adminguide/
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateAdm 
inSession

授予权限以创建和管理 Wicker 
网络

写入 network*    

 CreateNet 
work

授予权限以创建新的 wickr 网
络

写入      

 DeleteNet 
work

授予权限以创建和删除 Wickr 
网络

写入      

 ListNetworks 授予权限以查看 Wicker 网络 写入      

 ListTagsF 
orResource

授予权限以列出应用于 Wickr 
资源的标签

读取      

network*     TagResour 
ce

授予权限以为指定的 wickr 资
源添加标签

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

network*     UntagReso 
urce

授予权限以从指定的 wickr 资
源取消标记指定的标签

标记

  aws:TagKe 
ys

 

 UpdateNet 
workDetails

授予权限以更新 Wickr 网络详
细信息

写入 network*    
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https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
#awswickr-network
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
#awswickr-network
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
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#awswickr-aws_TagKeys
#awswickr-aws_TagKeys
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#awswickr-aws_RequestTag___TagKey_
#awswickr-aws_RequestTag___TagKey_
#awswickr-aws_ResourceTag___TagKey_
#awswickr-aws_ResourceTag___TagKey_
#awswickr-aws_ResourceTag___TagKey_
#awswickr-network
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
#awswickr-aws_TagKeys
#awswickr-aws_TagKeys
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
https://docs.aws.amazon.com/wickr/latest/adminguide/security-iam.html
#awswickr-network
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AWS Wickr 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 network arn:${Partition}:wickr:${Region}:${A 
ccount}:network/${NetworkId}

aws:ResourceTag/${ 
TagKey}

AWS Wickr 条件键

AWS Wickr 定义了以下可以在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一步
细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中标签的键和值筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 按请求中的标签键筛选访问 ArrayOfString

Amazon 的操作、资源和条件密钥 WorkDocs

Amazon WorkDocs （服务前缀:workdocs）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/wickr/latest/adminguide/
#awswickr-aws_ResourceTag___TagKey_
#awswickr-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/workdocs/latest/userguide/
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 WorkDocs

• Amazon 定义的资源类型 WorkDocs

• Amazon 的条件密钥 WorkDocs

Amazon 定义的操作 WorkDocs

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/workdocs/latest/adminguide/prereqs.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AbortDocu 
mentVersi 
onUpload

授予权限以中止之前由发起的
指定文档版本的上传 InitiateD 
ocumentVersionUpload

写入      

 ActivateUser 授予权限以激活指定的用
户。只有活跃用户才能访问 
Amazon WorkDocs

写入      

 AddNotifi 
cationPer 
missions [仅
权限]

授予添加允许为给定 
WorkDocs 站点调用通知订阅 
APIs 的委托人的权限

写入      

 AddResour 
cePermiss 
ions

授予权限以便为指定文件夹或
文档创建一组权限

写入      

 AddUserTo 
Group [仅权
限]

授予权限以将用户添加到组中 写入      

 CheckAlias
[仅权限]

授予权限以检查别名 读取      

 CreateCom 
ment

授予权限以将新注释添加到指
定的文档版本中

写入      

 CreateCus 
tomMetadata

授予权限以将一个或多个自定
义属性添加到指定的资源中

写入      

 CreateFolder 授予权限以创建具有指定名称
和父文件夹的文件夹

写入      
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https://docs.aws.amazon.com/workdocs/latest/APIReference/API_AbortDocumentVersionUpload.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_AbortDocumentVersionUpload.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_AbortDocumentVersionUpload.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_ActivateUser.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-notifications.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-notifications.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-notifications.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_AddResourcePermissions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_AddResourcePermissions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_AddResourcePermissions.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage_set_admin.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage_set_admin.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/cloud_quick_start.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_CreateComment.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_CreateComment.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_CreateCustomMetadata.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_CreateCustomMetadata.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_CreateFolder.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateIns 
tance [仅权
限]

授予权限以创建实例 写入      

 CreateLab 
els

授予权限以将标签添加到给定
资源中

写入      

 CreateNot 
ification 
Subscription

授予配置 WorkDocs 为使用 
Amazon SNS 通知的权限

写入      

 CreateUser 授予权限以在 Simple AD 或 
Microsoft AD 目录中创建用户

写入      

 Deactivat 
eUser

授予停用指定用户的权限，这
将撤消该用户对 Amazon 的访
问权限 WorkDocs

写入      

 DeleteCom 
ment

授予权限以从文档版本中删除
指定的注释

写入      

 DeleteCus 
tomMetadata

授予权限以从指定的资源中删
除自定义元数据

写入      

 DeleteDoc 
ument

授予权限以永久删除指定的文
档和关联的元数据

写入      

 DeleteDoc 
umentVersion

授予权限以删除指定文档的版
本

写入      

 DeleteFolder 授予权限以永久删除指定的文
件夹及其内容

写入      

 DeleteFol 
derContents

授予权限以删除指定文件夹的
内容

写入      
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https://docs.aws.amazon.com/workdocs/latest/adminguide/getting_started.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/getting_started.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_CreateLabels.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_CreateLabels.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_CreateNotificationSubscription.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_CreateNotificationSubscription.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_CreateNotificationSubscription.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_CreateUser.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeactivateUser.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeactivateUser.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteComment.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteComment.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteCustomMetadata.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteCustomMetadata.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteDocument.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteDocument.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteDocumentVersion.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteDocumentVersion.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteFolder.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteFolderContents.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteFolderContents.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteIns 
tance [仅权
限]

授予权限以删除实例 写入      

 DeleteLabels 授予权限以从资源中删除一个
或多个标签

写入      

 DeleteNot 
ification 
Permissions
[仅权限]

授予删除允许为给定 
WorkDocs 站点调用通知订阅 
APIs 的委托人的权限

写入      

 DeleteNot 
ification 
Subscription

授予权限以从指定的组织中删
除指定的订阅

写入      

 DeleteUser 授予权限以从 Simple AD 或 
Microsoft AD 目录中删除指定
的用户

写入      

 Deregiste 
rDirectory [仅
权限]

授予权限以取消注册目录 写入      

 DescribeA 
ctivities

授予权限以获取指定时间段内
的用户活动

列表      

 DescribeA 
vailableD 
irectories [仅
权限]

授予权限以描述可用的目录 列表      

 DescribeC 
omments

授予权限以列出指定文档版本
的所有注释

列表      
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https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-sites.html#delete_site
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-sites.html#delete_site
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteLabels.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-notifications.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-notifications.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-notifications.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteNotificationSubscription.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteNotificationSubscription.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteNotificationSubscription.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DeleteUser.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-sites.html#delete_site
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-sites.html#delete_site
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeActivities.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeActivities.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/getting_started.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/getting_started.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/getting_started.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeComments.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeComments.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeD 
ocumentVe 
rsions

授予权限以检索指定文档的文
档版本

列表      

 DescribeF 
olderCont 
ents

授予权限以描述指定文件夹的
内容，包括其文档和子文件夹

列表      

 DescribeG 
roups

授予权限以描述用户组 列表      

 DescribeI 
nstanceEx 
ports [仅权限]

授予权限以描述实例的导出历
史记录

列表      

 DescribeI 
nstances [仅
权限]

授予权限以描述实例 列表      

 DescribeN 
otificati 
onPermiss 
ions [仅权限]

授予描述允许用户为给定 
WorkDocs 站点调用通知订阅 
APIs 的委托人的权限

列表      

 DescribeN 
otificati 
onSubscri 
ptions

授予权限以列出指定的通知订
阅

列表      

 DescribeR 
esourcePe 
rmissions

授予权限以查看指定资源的权
限描述

列表      

 DescribeR 
ootFolders

授予权限以描述根文件夹 列表      
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https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeDocumentVersions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeDocumentVersions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeDocumentVersions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeFolderContents.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeFolderContents.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeFolderContents.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeGroups.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeGroups.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/migration-tool.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/migration-tool.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/migration-tool.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/getting_started.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/getting_started.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-notifications.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-notifications.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-notifications.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/manage-notifications.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeNotificationSubscriptions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeNotificationSubscriptions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeNotificationSubscriptions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeNotificationSubscriptions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeResourcePermissions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeResourcePermissions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeResourcePermissions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeRootFolders.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeRootFolders.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeU 
sers

授予权限以查看指定的用户描
述。您可以描述所有用户或
筛选结果（例如根据状态或组
织）

列表      

 DownloadD 
ocumentVe 
rsion [仅权限]

授予权限以下载指定的文档版
本

读取      

 GetCurren 
tUser

授予权限以检索当前用户的详
细信息

读取      

 GetDocume 
nt

授予权限以检索指定的文档对
象

读取      

 GetDocume 
ntPath

授予权限以检索请求的文档的
路径信息（根文件夹中的层次
结构）

读取      

 GetDocume 
ntVersion

授予权限以检索指定文档的版
本元数据

读取      

 GetFolder 授予权限以检索指定文件夹的
元数据

读取      

 GetFolder 
Path

授予权限以检索指定文件夹的
路径信息（根文件夹中的层次
结构）

读取      

 GetGroup
[仅权限]

授予权限以检索指定组的详细
信息

读取      

 GetResour 
ces

授予权限以获取一组资源 读取      
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https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeUsers.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_DescribeUsers.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetDocumentVersion.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetDocumentVersion.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetDocumentVersion.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetCurrentUser.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetCurrentUser.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetDocument.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetDocument.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetDocumentPath.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetDocumentPath.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetDocumentVersion.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetDocumentVersion.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetFolder.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetFolderPath.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetFolderPath.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetResources.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_GetResources.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 InitiateD 
ocumentVe 
rsionUpload

授予权限以创建新的文档对象
和版本对象

写入      

 RegisterD 
irectory [仅权
限]

授予权限以注册目录 写入      

 RemoveAll 
ResourceP 
ermissions

授予权限以从指定资源中删除
所有权限

写入      

 RemoveRes 
ourcePerm 
ission

授予权限以从指定资源中删除
指定委托人的权限

写入      

 RestoreDo 
cumentVer 
sions

授予权限以还原指定文档的版
本

写入      

 SearchRes 
ources

授予搜索元数据和资源内容的
权限

列表      

 StartInst 
anceExport
[仅权限]

授予权限以开始导出实例 写入 organizat 
ion*

   

 UpdateDoc 
ument

授予权限以更新指定文档的指
定属性

写入      

 UpdateDoc 
umentVersion

授予权限以将文档版本状态更
改为 ACTIVE

写入      

 UpdateFol 
der

授予权限以更新指定文件夹的
指定属性

写入      

Amazon WorkDocs 4329

https://docs.aws.amazon.com/workdocs/latest/APIReference/API_InitiateDocumentVersionUpload.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_InitiateDocumentVersionUpload.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_InitiateDocumentVersionUpload.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/existing-dir-setup.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/existing-dir-setup.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_RemoveAllResourcePermissions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_RemoveAllResourcePermissions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_RemoveAllResourcePermissions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_RemoveResourcePermission.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_RemoveResourcePermission.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_RemoveResourcePermission.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_RestoreDocumentVersions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_RestoreDocumentVersions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_RestoreDocumentVersions.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_SearchResources.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_SearchResources.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/migration-tool.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/migration-tool.html
#amazonworkdocs-organization
#amazonworkdocs-organization
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_UpdateDocument.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_UpdateDocument.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_UpdateDocumentVersion.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_UpdateDocumentVersion.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_UpdateFolder.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_UpdateFolder.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateIns 
tanceAlias [仅
权限]

授予权限以更新实例别名 写入      

 UpdateUser 授予更新指定用户指定属性
的权限，并授予或撤消对 
Amazon WorkDocs 网站的管
理权限

写入      

 UpdateUse 
rAdminist 
rativeSettings
[仅权限]

授予权限以更新用户的管理设
置

写入      

Amazon 定义的资源类型 WorkDocs

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 organization arn:${Partition}:workdocs:${Region}: 
${Account}:organization/${ResourceId 
}

 

Amazon 的条件密钥 WorkDocs

WorkDocs 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关所有服务均可
用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/workdocs/latest/adminguide/getting_started.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/getting_started.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/API_UpdateUser.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/migration.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/migration.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/migration.html
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/workdocs/latest/adminguide/migration-tool.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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Amazon 的操作、资源和条件密钥 WorkLink

Amazon WorkLink （服务前缀:worklink）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 WorkLink

• Amazon 定义的资源类型 WorkLink

• Amazon 的条件密钥 WorkLink

Amazon 定义的操作 WorkLink

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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https://docs.aws.amazon.com/worklink/latest/ag/what-is.html
https://docs.aws.amazon.com/worklink/latest/api/Welcome.html
https://docs.aws.amazon.com/worklink/latest/ag/configure-network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Domain

授予将域名与 Amazon 
WorkLink 舰队关联的权限

写入 fleet*    

 Associate 
WebsiteAu 
thorizati 
onProvider

授予将网站授权提供商与 
Amazon WorkLink 车队关联的
权限

写入 fleet*    

 Associate 
WebsiteCe 
rtificate 
Authority

授予将网站证书颁发机构与 
Amazon WorkLink 舰队关联的
权限

写入 fleet*    

 CreateFleet 授予创建 Amazon WorkLink 舰
队的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

fleet*     DeleteFleet 授予删除 Amazon WorkLink 舰
队的权限

写入

  aws:Reque 
stTag/${T 
agKey}
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/worklink/latest/api/API_AssociateDomain.html
https://docs.aws.amazon.com/worklink/latest/api/API_AssociateDomain.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_AssociateWebsiteAuthorizationProvider.html
https://docs.aws.amazon.com/worklink/latest/api/API_AssociateWebsiteAuthorizationProvider.html
https://docs.aws.amazon.com/worklink/latest/api/API_AssociateWebsiteAuthorizationProvider.html
https://docs.aws.amazon.com/worklink/latest/api/API_AssociateWebsiteAuthorizationProvider.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_AssociateWebsiteCertificateAuthority.html
https://docs.aws.amazon.com/worklink/latest/api/API_AssociateWebsiteCertificateAuthority.html
https://docs.aws.amazon.com/worklink/latest/api/API_AssociateWebsiteCertificateAuthority.html
https://docs.aws.amazon.com/worklink/latest/api/API_AssociateWebsiteCertificateAuthority.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_CreateFleet.html
#amazonworklink-aws_RequestTag___TagKey_
#amazonworklink-aws_RequestTag___TagKey_
#amazonworklink-aws_RequestTag___TagKey_
#amazonworklink-aws_TagKeys
#amazonworklink-aws_TagKeys
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_DeleteFleet.html
#amazonworklink-aws_RequestTag___TagKey_
#amazonworklink-aws_RequestTag___TagKey_
#amazonworklink-aws_RequestTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

aws:TagKe 
ys

 DescribeA 
uditStrea 
mConfigur 
ation

授予描述 Amazon WorkLink 队
列审计流配置的权限

读取 fleet*    

 DescribeC 
ompanyNet 
workConfi 
guration

授予描述亚马逊 WorkLink 舰
队的公司网络配置的权限

读取 fleet*    

 DescribeD 
evice

授予描述与 Amazon WorkLink 
舰队关联的设备详细信息的权
限

读取 fleet*    

 DescribeD 
evicePoli 
cyConfigu 
ration

授予描述亚马逊 WorkLink 舰
队的设备策略配置的权限

读取 fleet*    

 DescribeD 
omain

授予描述与 Amazon WorkLink 
舰队关联的域名的详细信息的
权限

读取 fleet*    

fleet*     DescribeF 
leetMetadata

授予描述亚马逊 WorkLink 舰
队元数据的权限

读取

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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#amazonworklink-aws_TagKeys
#amazonworklink-aws_TagKeys
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeAuditStreamConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeAuditStreamConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeAuditStreamConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeAuditStreamConfiguration.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeCompanyNetworkConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeCompanyNetworkConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeCompanyNetworkConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeCompanyNetworkConfiguration.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeDevice.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeDevice.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeDevicePolicyConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeDevicePolicyConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeDevicePolicyConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeDevicePolicyConfiguration.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeDomain.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeDomain.html
#amazonworklink-fleet
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeFleetMetadata.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeFleetMetadata.html
#amazonworklink-aws_RequestTag___TagKey_
#amazonworklink-aws_RequestTag___TagKey_
#amazonworklink-aws_RequestTag___TagKey_
#amazonworklink-aws_TagKeys
#amazonworklink-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeI 
dentityPr 
oviderCon 
figuration

授予描述 Amazon WorkLink 队
列的身份提供者配置的权限

读取 fleet*    

 DescribeW 
ebsiteCer 
tificateA 
uthority

授予描述与 Amazon WorkLink 
舰队关联的网站证书颁发机构
的权限

读取 fleet*    

 Disassoci 
ateDomain

授予取消域名与 Amazon 
WorkLink 队列关联的权限

写入 fleet*    

 Disassoci 
ateWebsit 
eAuthoriz 
ationProvider

授予解除网站授权提供商与 
Amazon WorkLink 车队关联的
权限

写入 fleet*    

 Disassoci 
ateWebsit 
eCertific 
ateAuthority

授予解除网站证书颁发机构与 
Amazon WorkLink 舰队关联的
权限

写入 fleet*    

 ListDevices 授予列出与 Amazon WorkLink 
舰队关联的设备的权限

列表 fleet*    

 ListDomains 授予列出 Amazon WorkLink 舰
队关联域名的权限

列表 fleet*    

 ListFleets 授予列出与该账户关联的 
Amazon WorkLink 车队的权限

列表      

 ListTagsF 
orResource

授予权限以列出资源的标签 读取 fleet*    
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https://docs.aws.amazon.com/worklink/latest/api/API_DescribeIdentityProviderConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeIdentityProviderConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeIdentityProviderConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeIdentityProviderConfiguration.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeWebsiteCertificateAuthority.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeWebsiteCertificateAuthority.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeWebsiteCertificateAuthority.html
https://docs.aws.amazon.com/worklink/latest/api/API_DescribeWebsiteCertificateAuthority.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_DisassociateDomain.html
https://docs.aws.amazon.com/worklink/latest/api/API_DisassociateDomain.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_DisassociateWebsiteAuthorizationProvider.html
https://docs.aws.amazon.com/worklink/latest/api/API_DisassociateWebsiteAuthorizationProvider.html
https://docs.aws.amazon.com/worklink/latest/api/API_DisassociateWebsiteAuthorizationProvider.html
https://docs.aws.amazon.com/worklink/latest/api/API_DisassociateWebsiteAuthorizationProvider.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_DisassociateWebsiteCertificateAuthority.html
https://docs.aws.amazon.com/worklink/latest/api/API_DisassociateWebsiteCertificateAuthority.html
https://docs.aws.amazon.com/worklink/latest/api/API_DisassociateWebsiteCertificateAuthority.html
https://docs.aws.amazon.com/worklink/latest/api/API_DisassociateWebsiteCertificateAuthority.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_ListDevices.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_ListDomains.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_ListFleets.html
https://docs.aws.amazon.com/worklink/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/worklink/latest/api/API_ListTagsForResource.html
#amazonworklink-fleet
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListWebsi 
teAuthori 
zationPro 
viders

授予列出 Amazon WorkLink 车
队的网站授权提供商的权限

列表 fleet*    

 ListWebsi 
teCertifi 
cateAutho 
rities

授予列出与 Amazon WorkLink 
舰队相关的网站证书颁发机构
的权限

列表 fleet*    

 RestoreDo 
mainAccess

授予权限以恢复对与 Amazon 
WorkLink 舰队关联的域的访问 
权限

写入 fleet*    

 RevokeDom 
ainAccess

授予撤销对与 Amazon 
WorkLink 舰队关联的域的访问 
权限的权限

写入 fleet*    

 SearchEntity
[仅权限]

授予列出 Amazon WorkLink 队
列设备的权限

列表 fleet*    

 SignOutUser 授予用户从 Amazon WorkLink 
队列中注销的权限

写入 fleet*    

fleet*     TagResour 
ce

授予权限以将一个或多个标签
添加到资源中

Tagging

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 UntagReso 
urce

授予从资源删除一个或多个标
签的权限

标记 fleet*    
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https://docs.aws.amazon.com/worklink/latest/api/API_ListWebsiteAuthorizationProviders.html
https://docs.aws.amazon.com/worklink/latest/api/API_ListWebsiteAuthorizationProviders.html
https://docs.aws.amazon.com/worklink/latest/api/API_ListWebsiteAuthorizationProviders.html
https://docs.aws.amazon.com/worklink/latest/api/API_ListWebsiteAuthorizationProviders.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_ListWebsiteCertificateAuthorities.html
https://docs.aws.amazon.com/worklink/latest/api/API_ListWebsiteCertificateAuthorities.html
https://docs.aws.amazon.com/worklink/latest/api/API_ListWebsiteCertificateAuthorities.html
https://docs.aws.amazon.com/worklink/latest/api/API_ListWebsiteCertificateAuthorities.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_RestoreDomainAccess.html
https://docs.aws.amazon.com/worklink/latest/api/API_RestoreDomainAccess.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_RevokeDomainAccess.html
https://docs.aws.amazon.com/worklink/latest/api/API_RevokeDomainAccess.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/ag/manage-devices.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_SignOutUser.html
#amazonworklink-fleet
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_TagResource.html
https://docs.aws.amazon.com/worklink/latest/api/API_TagResource.html
#amazonworklink-aws_RequestTag___TagKey_
#amazonworklink-aws_RequestTag___TagKey_
#amazonworklink-aws_RequestTag___TagKey_
#amazonworklink-aws_TagKeys
#amazonworklink-aws_TagKeys
https://docs.aws.amazon.com/worklink/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/worklink/latest/api/API_UntagResource.html
#amazonworklink-fleet
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

 

 UpdateAud 
itStreamC 
onfiguration

授予更新 Amazon WorkLink 队
列的审计流配置的权限

写入 fleet*    

 UpdateCom 
panyNetwo 
rkConfigu 
ration

授予更新 Amazon WorkLink 舰
队的公司网络配置的权限

写入 fleet*    

 UpdateDev 
icePolicy 
Configuration

授予更新 Amazon WorkLink 舰
队的设备策略配置的权限

写入 fleet*    

 UpdateDom 
ainMetadata

授予更新与 Amazon WorkLink 
舰队关联的域名的元数据的权
限

写入 fleet*    

 UpdateFle 
etMetadata

授予更新 Amazon WorkLink 舰
队元数据的权限

写入 fleet*    

 UpdateIde 
ntityProv 
iderConfi 
guration

授予更新 Amazon WorkLink 队
列的身份提供者配置的权限

写入 fleet*    

Amazon 定义的资源类型 WorkLink

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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#amazonworklink-aws_TagKeys
#amazonworklink-aws_TagKeys
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateAuditStreamConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateAuditStreamConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateAuditStreamConfiguration.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateCompanyNetworkConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateCompanyNetworkConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateCompanyNetworkConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateCompanyNetworkConfiguration.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateDevicePolicyConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateDevicePolicyConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateDevicePolicyConfiguration.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateDomainMetadata.html
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateDomainMetadata.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateFleetMetadata.html
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateFleetMetadata.html
#amazonworklink-fleet
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateIdentityProviderConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateIdentityProviderConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateIdentityProviderConfiguration.html
https://docs.aws.amazon.com/worklink/latest/api/API_UpdateIdentityProviderConfiguration.html
#amazonworklink-fleet
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 fleet arn:${Partition}:worklink::${Account 
}:fleet/${FleetName}

aws:ResourceTag/${ 
TagKey}

Amazon 的条件密钥 WorkLink

Amazon WorkLink 定义了以下条件密钥，这些条件键可用于 IAM 策略的Condition元素中。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中是否具有标签键值对以筛选操作 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据附加到资源的标签键值对筛选操作 字符串

 aws:TagKeys 根据在请求中是否具有标签键以筛选操作 ArrayOfString

Amazon 的操作、资源和条件密钥 WorkMail

Amazon WorkMail （服务前缀:workmail）提供以下特定于服务的资源、操作和条件上下文密钥，供
在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 WorkMail
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https://docs.aws.amazon.com/worklink/latest/api/API_CreateFleet.html
#amazonworklink-aws_ResourceTag___TagKey_
#amazonworklink-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/workmail/latest/userguide/
https://docs.aws.amazon.com/workmail/latest/APIReference/
https://docs.aws.amazon.com/workmail/latest/adminguide/iam_users_groups.html
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• Amazon 定义的资源类型 WorkMail

• Amazon 的条件密钥 WorkMail

Amazon 定义的操作 WorkMail

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AllowVend 
edLogDeli 

授予为 WorkMail 审核日志配
置随附日志传输的权限

写入 organizat 
ion*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/workmail/latest/adminguide/audit-logging.html
https://docs.aws.amazon.com/workmail/latest/adminguide/audit-logging.html
#amazonworkmail-organization
#amazonworkmail-organization


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

veryForRe 
source [仅权
限]

 Associate 
DelegateT 
oResource

授予将成员（用户或组）添加
到资源的委派集合中的权限

Write organizat 
ion*

   

 Associate 
MemberToG 
roup

授予将成员（用户或组）添加
到组集合中的权限

写入 organizat 
ion*

   

 AssumeImp 
ersonatio 
nRole

授予为给定 Amazon 组织担任
模仿角色的权限 WorkMail

写入 organizat 
ion*

   

 CancelMai 
lboxExpor 
tJob

授予取消当前正在运行的邮箱
导出作业的权限

写入 organizat 
ion*

   

 CreateAlias 授予向给定成员（用户或
组）的集合添加别名的权限 
WorkMail

写入 organizat 
ion*

   

 CreateAva 
ilability 
Configuration

授予 AvailabilityConfiguration 
为给定的 Amazon WorkMail 组
织和域名创建的权限

写入 organizat 
ion*

   

 CreateGroup 授予创建群组的权限，该
群组可 WorkMail 通过调用 
RegisterToWorkMail 操作在中
使用

写入 organizat 
ion*

   

Amazon WorkMail 4339

https://docs.aws.amazon.com/workmail/latest/adminguide/audit-logging.html
https://docs.aws.amazon.com/workmail/latest/adminguide/audit-logging.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_AssociateDelegateToResource.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_AssociateDelegateToResource.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_AssociateDelegateToResource.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_AssociateMemberToGroup.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_AssociateMemberToGroup.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_AssociateMemberToGroup.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_AssumeImpersonationRole.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_AssumeImpersonationRole.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_AssumeImpersonationRole.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CancelMailboxExportJob.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CancelMailboxExportJob.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CancelMailboxExportJob.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateAlias.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateAvailabilityConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateAvailabilityConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateAvailabilityConfiguration.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateGroup.html
#amazonworkmail-organization
#amazonworkmail-organization


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateIde 
ntityCent 
erApplication

授予为创建身份中心应用程序
的权限 WorkMail

写入      

 CreateImp 
ersonatio 
nRole

授予为给定的 Amazon 组织创
建模拟角色的权限 WorkMail

写入 organizat 
ion*

   

 CreateInb 
oundMailF 
lowRule [仅权
限]

授予创建入站电子邮件流规则
的权限，该规则将应用到发送
给组织的所有电子邮件

Write organizat 
ion*

   

 CreateMai 
lDomain [仅
权限]

授予创建邮件域的权限 写入 organizat 
ion*

   

 CreateMob 
ileDevice 
AccessRule

授予创建新移动设备访问规则
的权限

写入 organizat 
ion*

   

 CreateOrg 
anization

授予创建新 Amazon WorkMail 
组织的权限

写入      

 CreateOut 
boundMail 
FlowRule [仅
权限]

授予创建出站电子邮件流规则
的权限，该规则将应用到从组
织发送的所有电子邮件

写入 organizat 
ion*

   

 CreateRes 
ource

授予创建新 WorkMail 资源的
权限

写入 organizat 
ion*

   

 CreateSmt 
pGateway [仅
权限]

授予向组织注册 SMTP 网关的 
WorkMail 权限

写入 organizat 
ion*

   

Amazon WorkMail 4340

https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateIdentityCenterApplication.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateIdentityCenterApplication.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateIdentityCenterApplication.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateImpersonationRole.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateImpersonationRole.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateImpersonationRole.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/create-email-rules.html
https://docs.aws.amazon.com/workmail/latest/adminguide/create-email-rules.html
https://docs.aws.amazon.com/workmail/latest/adminguide/create-email-rules.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/add_domain.html
https://docs.aws.amazon.com/workmail/latest/adminguide/add_domain.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateMobileDeviceAccessRule.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateMobileDeviceAccessRule.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateMobileDeviceAccessRule.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateOrganization.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateOrganization.html
https://docs.aws.amazon.com/workmail/latest/adminguide/create-email-rules.html
https://docs.aws.amazon.com/workmail/latest/adminguide/create-email-rules.html
https://docs.aws.amazon.com/workmail/latest/adminguide/create-email-rules.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateResource.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateResource.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/smtp-gateway.html
https://docs.aws.amazon.com/workmail/latest/adminguide/smtp-gateway.html
#amazonworkmail-organization
#amazonworkmail-organization


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateUser 授予创建用户的权限，之
后可以通过调用 RegisterT 
oWorkMail 操作来启用该权限

写入 organizat 
ion*

   

 DeleteAcc 
essContro 
lRule

授予权限以删除访问控制规则 Write organizat 
ion*

   

 DeleteAlias 授予从给定用户的别名集合中
删除一个或多个指定的别名的
权限

写入 organizat 
ion*

   

 DeleteAva 
ilability 
Configuration

授予删除给定 Amazon 
WorkMail 组织和域名的权限 
AvailabilityConfiguration

写入 organizat 
ion*

   

 DeleteEma 
ilMonitor 
ingConfig 
uration

授予权限以删除组织的电子邮
件监控配置

写入 organizat 
ion*

   

 DeleteGroup 授予从中删除群组的权限 
WorkMail

写入 organizat 
ion*

   

 DeleteIde 
ntityCent 
erApplication

授予删除身份中心应用程序的
权限 WorkMail

写入      

 DeleteIde 
ntityProv 
iderConfi 
guration

授予删除组织身份提供者配置
的权限

写入 organizat 
ion*

   

Amazon WorkMail 4341

https://docs.aws.amazon.com/workmail/latest/APIReference/API_CreateUser.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteAccessControlRule.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteAccessControlRule.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteAccessControlRule.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteAlias.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteAvailabilityConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteAvailabilityConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteAvailabilityConfiguration.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteEmailMonitoringConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteEmailMonitoringConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteEmailMonitoringConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteEmailMonitoringConfiguration.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteGroup.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteIdentityCenterApplication.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteIdentityCenterApplication.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteIdentityCenterApplication.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteIdentityProviderConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteIdentityProviderConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteIdentityProviderConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteIdentityProviderConfiguration.html
#amazonworkmail-organization
#amazonworkmail-organization


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteImp 
ersonatio 
nRole

授予删除给定 Amazon 组织的
模拟角色的权限 WorkMail

写入 organizat 
ion*

   

 DeleteInb 
oundMailF 
lowRule [仅权
限]

授予删除入站电子邮件流规则
的权限，使其不再应用到发送
给组织的电子邮件

Write organizat 
ion*

   

 DeleteMai 
lDomain [仅
权限]

授予从组织中删除未使用的邮
件域的权限

Write organizat 
ion*

   

 DeleteMai 
lboxPermi 
ssions

授予权限以删除授予给成员
（用户或组）的权限

Write organizat 
ion*

   

 DeleteMob 
ileDevice [仅
权限]

授予从用户移除移动设备的权
限

写入 organizat 
ion*

   

 DeleteMob 
ileDevice 
AccessOve 
rride

授予权限以删除移动设备访问
覆盖

写入 organizat 
ion*

   

 DeleteMob 
ileDevice 
AccessRule

授予权限以删除移动设备访问
规则

写入 organizat 
ion*

   

 DeleteOrg 
anization

授予删除亚马逊 WorkMail 组
织以及亚马逊 WorkMail 作为
该组织一部分管理的所有基础 
AWS 资源的权限

写入 organizat 
ion*

   

Amazon WorkMail 4342

https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteImpersonationRole.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteImpersonationRole.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteImpersonationRole.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/remove-email-flow-rule.html
https://docs.aws.amazon.com/workmail/latest/adminguide/remove-email-flow-rule.html
https://docs.aws.amazon.com/workmail/latest/adminguide/remove-email-flow-rule.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/remove_domain.html
https://docs.aws.amazon.com/workmail/latest/adminguide/remove_domain.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteMailboxPermissions.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteMailboxPermissions.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteMailboxPermissions.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/manage-devices.html#remove_mobile_device
https://docs.aws.amazon.com/workmail/latest/adminguide/manage-devices.html#remove_mobile_device
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteMobileDeviceAccessOverride.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteMobileDeviceAccessOverride.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteMobileDeviceAccessOverride.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteMobileDeviceAccessOverride.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteMobileDeviceAccessRule.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteMobileDeviceAccessRule.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteMobileDeviceAccessRule.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteOrganization.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteOrganization.html
#amazonworkmail-organization
#amazonworkmail-organization


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteOut 
boundMail 
FlowRule [仅
权限]

授予删除出站电子邮件流规则
的权限，使其不再应用到从组
织发送的电子邮件

写入 organizat 
ion*

   

 DeletePer 
sonalAcce 
ssToken

授予删除个人访问令牌的权限 写入 organizat 
ion*

   

 DeleteRes 
ource

授予权限以删除指定的资源 Write organizat 
ion*

   

 DeleteRet 
entionPolicy

授予根据提供的组织和策略标
识符删除保留策略的权限

Write organizat 
ion*

   

 DeleteSmt 
pGateway [仅
权限]

授予从组织中删除 SMTP 网关
的权限

写入 organizat 
ion*

   

 DeleteUser 授予从 WorkMail 和所有后续
系统中删除用户的权限

写入 organizat 
ion*

   

 DeliverTo 
Mailbox [仅权
限]

授予通过 SES MailManag 
er DeliverToMailbox 操作向 
WorkMail 组织发送电子邮件的 
权限

写入 organizat 
ion*

   

 Deregiste 
rFromWork 
Mail

授予将用户、组或资源标记为
不再使用的权限 WorkMail

写入 organizat 
ion*

   

 Deregiste 
rMailDomain

授予从企业中取消注册邮件域
的权限

写入 organizat 
ion*

   

Amazon WorkMail 4343

https://docs.aws.amazon.com/workmail/latest/adminguide/remove-email-flow-rule.html
https://docs.aws.amazon.com/workmail/latest/adminguide/remove-email-flow-rule.html
https://docs.aws.amazon.com/workmail/latest/adminguide/remove-email-flow-rule.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeletePersonalAccessToken.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeletePersonalAccessToken.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeletePersonalAccessToken.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteResource.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteResource.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteRetentionPolicy.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteRetentionPolicy.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/smtp-gateway.html
https://docs.aws.amazon.com/workmail/latest/adminguide/smtp-gateway.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeleteUser.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_DeliverToMailboxAction.html
https://docs.aws.amazon.com/sesmailmanager/latest/APIReference/API_DeliverToMailboxAction.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeregisterFromWorkMail.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeregisterFromWorkMail.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeregisterFromWorkMail.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeregisterMailDomain.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DeregisterMailDomain.html
#amazonworkmail-organization
#amazonworkmail-organization


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeE 
mailMonit 
oringConf 
iguration

授予权限以检索组织的电子邮
件监控配置

读取 organizat 
ion*

   

 DescribeE 
ntity

授予读取实体详细信息的权限 读取 organizat 
ion*

   

 DescribeG 
roup

授予读取组详细信息的权限 列表 organizat 
ion*

   

 DescribeI 
dentityPr 
oviderCon 
figuration

授予读取组织身份提供者配置
的权限

读取 organizat 
ion*

   

 DescribeI 
nboundDma 
rcSettings

授予权限以读取指定企业 
DMARC 策略中的设置

读取 organizat 
ion*

   

 DescribeI 
nboundMai 
lFlowRule [仅
权限]

授予读取为组织配置的入站邮
件流规则的详细信息的权限

Read organizat 
ion*

   

 DescribeM 
ailDomains
[仅权限]

授予显示与组织关联的所有邮
件域的详细信息的权限

列表 organizat 
ion*

   

 DescribeM 
ailboxExp 
ortJob

授予权限以检索邮件导出作业
的详细信息

Read organizat 
ion*

   

 DescribeO 
rganization

授予读取组织详细信息的权限 List organizat 
ion*

   

Amazon WorkMail 4344

https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeEmailMonitoringConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeEmailMonitoringConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeEmailMonitoringConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeEmailMonitoringConfiguration.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeEntity.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeEntity.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeGroup.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeGroup.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeIdentityProviderConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeIdentityProviderConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeIdentityProviderConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeIdentityProviderConfiguration.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeInboundDmarcSettings.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeInboundDmarcSettings.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeInboundDmarcSettings.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/email-flows.html#email-flows-rule-actions
https://docs.aws.amazon.com/workmail/latest/adminguide/email-flows.html#email-flows-rule-actions
https://docs.aws.amazon.com/workmail/latest/adminguide/email-flows.html#email-flows-rule-actions
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/domains_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/domains_overview.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeMailboxExportJob.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeMailboxExportJob.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeMailboxExportJob.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeOrganization.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_DescribeOrganization.html
#amazonworkmail-organization
#amazonworkmail-organization


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeO 
utboundMa 
ilFlowRule [仅
权限]

授予读取为组织配置的出站邮
件流规则的详细信息的权限

Read organizat 
ion*

   

 DescribeR 
esource

授予读取资源详细信息的权限 List organizat 
ion*

   

 DescribeS 
mtpGateway
[仅权限]

授予读取注册到组织的 SMTP 
网关详细信息的权限

Read organizat 
ion*

   

 DescribeU 
ser

授予读取用户详细信息的权限 列表 organizat 
ion*

   

 Disassoci 
ateDelega 
teFromRes 
ource

授予从资源的委托集合中删除
成员的权限

Write organizat 
ion*

   

 Disassoci 
ateMember 
FromGroup

授予从组中删除成员的权限 Write organizat 
ion*

   

 EnableMai 
lDomain [仅
权限]

授予在组织中启用邮件域的权
限

写入 organizat 
ion*

   

 GetAccess 
ControlEffect

授予权限以获取应用于指定 
IPv4 地址、访问协议操作或用
户 ID 的访问控制规则的效果

读取 organizat 
ion*

   

 GetDefaul 
tRetentio 
nPolicy

授予检索在组织级别关联的保
留策略的权限

读取 organizat 
ion*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetImpers 
onationRole

授予权限以检索给定 Amazon 
组织的模拟角色 WorkMail

读取 organizat 
ion*

   

 GetImpers 
onationRo 
leEffect

授予权限以使与特定用户的模
拟角色关联的规则生效

读取 organizat 
ion*

   

 GetJourna 
lingRules [仅
权限]

授予读取为电子邮件日记配置
的日记和后备电子邮件地址的
权限

读取 organizat 
ion*

   

 GetMailDo 
main

授予权限以检索企业中给定邮
件域的详细信息

读取 organizat 
ion*

   

 GetMailDo 
mainDetails
[仅权限]

授予获取邮件域详细信息的权
限

读取 organizat 
ion*

   

 GetMailbo 
xDetails

授予读取用户邮箱详细信息的
权限

Read organizat 
ion*

   

 GetMobile 
DeviceAcc 
essEffect

授予模拟移动设备访问规则对
示例访问事件的给定属性的影
响的权限

读取 organizat 
ion*

   

 GetMobile 
DeviceAcc 
essOverride

授予权限以检索移动设备访问
覆盖

读取 organizat 
ion*

   

 GetMobile 
DeviceDetails
[仅权限]

授予获取移动设备详细信息的
权限

Read organizat 
ion*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetMobile 
DevicesFo 
rUser [仅权
限]

授予获取与用户关联的移动设
备的列表的权限

Read organizat 
ion*

   

 GetMobile 
PolicyDetails
[仅权限]

授予获取与组织关联的移动设
备策略的详细信息的权限

读取 organizat 
ion*

   

 GetPerson 
alAccessT 
okenMetad 
ata

授予读取个人访问令牌元数据
的权限

读取 organizat 
ion*

   

 ListAcces 
sControlR 
ules

授予列出访问控制规则的权限 读取 organizat 
ion*

   

 ListAliases 授予权限以列出与给定实体关
联的别名

列表 organizat 
ion*

   

 ListAvail 
abilityCo 
nfigurations

授予列出给定 Amazon 
WorkMail 组织所有内容 
AvailabilityConfiguration的权限

读取 organizat 
ion*

   

 ListGroup 
Members

授予读取组成员概述的权限。
用户和组都可以是组的成员

List organizat 
ion*

   

 ListGroups 授予列出组织各组摘要的权限 列表 organizat 
ion*

   

 ListGroup 
sForEntity

授予列出实体所属组的权限 列表 organizat 
ion*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListImper 
sonationR 
oles

授予列出给定 Amazon 组织的
模拟角色的权限 WorkMail

列表 organizat 
ion*

   

 ListInbou 
ndMailFlo 
wRules [仅权
限]

授予列出为组织配置的入站邮
件流规则的权限

列表 organizat 
ion*

   

 ListMailD 
omains

授予为给定企业列出邮件域的
权限

列表 organizat 
ion*

   

 ListMailb 
oxExportJobs

授予列出邮箱导出作业的权限 List organizat 
ion*

   

 ListMailb 
oxPermiss 
ions

授予权限以列出与用户、组或
资源邮箱关联的邮箱权限

列表 organizat 
ion*

   

 ListMobil 
eDeviceAc 
cessOverr 
ides

授予列出移动设备访问覆盖的
权限

读取 organizat 
ion*

   

 ListMobil 
eDeviceAc 
cessRules

授予列出移动设备访问规则的
权限

读取 organizat 
ion*

   

 ListOrgan 
izations

授予列出未删除组织的权限 List      

 ListOutbo 
undMailFl 
owRules [仅
权限]

授予列出为组织配置的出站邮
件流规则的权限

列表 organizat 
ion*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListPerso 
nalAccess 
Tokens

授予列出个人访问令牌元数据
的权限

列表 organizat 
ion*

   

 ListResou 
rceDelegates

授予权限以列出与资源关联的
委派

List organizat 
ion*

   

 ListResou 
rces

授予权限以列出组织资源 List organizat 
ion*

   

 ListSmtpG 
ateways [仅
权限]

授予列出注册到组织的 SMTP 
网关的权限

列表 organizat 
ion*

   

organizat 
ion*

    ListTagsF 
orResource

授予列出应用于 Amazon 
WorkMail 组织资源的标签的权 
限

列表

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 ListUsers 授予权限以列出组织用户 List organizat 
ion*

   

 PutAccess 
ControlRule

授予添加新访问控制规则的权
限

写入 organizat 
ion*

   

 PutEmailM 
onitoring 
Configuration

授予权限以添加或更新组织的
电子邮件监控配置

写入 organizat 
ion*
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服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 PutIdenti 
tyProvide 
rConfigur 
ation

授予为组织添加或更新身份提
供商配置的权限

写入 organizat 
ion*

   

 PutInboun 
dDmarcSet 
tings

授予权限以为给定企业启用或
禁用 DMARC 策略

写入 organizat 
ion*

   

 PutMailbo 
xPermissions

授予为用户、组或资源设置权
限的权限，以替换任何现有权
限

写入 organizat 
ion*

   

 PutMobile 
DeviceAcc 
essOverride

授予权限以添加或更新移动设
备访问覆盖

写入 organizat 
ion*

   

 PutRetent 
ionPolicy

授予添加或更新保留策略的权
限

写入 organizat 
ion*

   

 RegisterM 
ailDomain

授予在企业中注册新邮件域的
权限

写入 organizat 
ion*

   

 RegisterT 
oWorkMail

授予权限以通过将邮箱与日历
功能关联来注册禁用的现有用
户、组或资源以供使用

写入 organizat 
ion*

   

 ResetPass 
word

授予允许管理员重置用户密码
的权限

Write organizat 
ion*

   

 SearchMem 
bers [仅权限]

授予执行前缀搜索以查找邮件
组中的特定用户的权限

Read organizat 
ion*

   

Amazon WorkMail 4350

https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutIdentityProviderConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutIdentityProviderConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutIdentityProviderConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutIdentityProviderConfiguration.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutInboundDmarcSettings.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutInboundDmarcSettings.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutInboundDmarcSettings.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutMailboxPermissions.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutMailboxPermissions.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutMobileDeviceAccessOverride.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutMobileDeviceAccessOverride.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutMobileDeviceAccessOverride.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutRetentionPolicy.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_PutRetentionPolicy.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_RegisterMailDomain.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_RegisterMailDomain.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_RegisterToWorkMail.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_RegisterToWorkMail.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_ResetPassword.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_ResetPassword.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/groups_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/groups_overview.html
#amazonworkmail-organization
#amazonworkmail-organization


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 SetDefaul 
tMailDomain
[仅权限]

授予为组织设置默认邮件域的
权限

Write organizat 
ion*

   

 SetJourna 
lingRules [仅
权限]

授予为电子邮件日记设置日记
和后备电子邮件地址的权限

Write organizat 
ion*

   

 SetMobile 
PolicyDetails
[仅权限]

授予权限以设置与组织关联的
移动策略的详细信息

Write organizat 
ion*

   

 StartMail 
boxExportJob

授予启动新邮箱导出作业的权
限

写入 organizat 
ion*

   

organizat 
ion*

    TagResour 
ce

授予为指定的 Amazon 
WorkMail 组织资源添加标签的 
权限

标记

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 TestAvail 
abilityCo 
nfiguration

授予对可用性提供商进行测试
以确保允许访问的权限

读取 organizat 
ion*

   

 TestInbou 
ndMailFlo 
wRules [仅权
限]

授予权限以测试哪些入站规则
将应用到具有指定发件人和收
件人的电子邮件

Write organizat 
ion*
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https://docs.aws.amazon.com/workmail/latest/adminguide/default_domain.html
https://docs.aws.amazon.com/workmail/latest/adminguide/default_domain.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/journaling_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/journaling_overview.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/edit_organization_mobile_policy.html
https://docs.aws.amazon.com/workmail/latest/adminguide/edit_organization_mobile_policy.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_StartMailboxExportJob.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_StartMailboxExportJob.html
#amazonworkmail-organization
#amazonworkmail-organization
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_TagResource.html
#amazonworkmail-aws_TagKeys
#amazonworkmail-aws_TagKeys
#amazonworkmail-aws_RequestTag___TagKey_
#amazonworkmail-aws_RequestTag___TagKey_
#amazonworkmail-aws_RequestTag___TagKey_
https://docs.aws.amazon.com/workmail/latest/APIReference/API_TestAvailabilityConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_TestAvailabilityConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_TestAvailabilityConfiguration.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/test-email-flow-rule.html
https://docs.aws.amazon.com/workmail/latest/adminguide/test-email-flow-rule.html
https://docs.aws.amazon.com/workmail/latest/adminguide/test-email-flow-rule.html
#amazonworkmail-organization
#amazonworkmail-organization
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 TestOutbo 
undMailFl 
owRules [仅
权限]

授予权限以测试哪些出站规则
将应用到具有指定发件人和收
件人的电子邮件

写入 organizat 
ion*

   

organizat 
ion*

    UntagReso 
urce

授予取消标记指定的 Amazon 
WorkMail 组织资源的权限

标记

  aws:TagKe 
ys

 

 UpdateAva 
ilability 
Configuration

授予更新给定 Amazon 
WorkMail 组织和域 Availabil 
ityConfiguration 的现有组织和
域名的权限

写入 organizat 
ion*

   

 UpdateDef 
aultMailD 
omain

授予更新哪个域作为企业的默
认域的权限

写入 organizat 
ion*

   

 UpdateGro 
up

授予更新组的详细信息的权限 写入 organizat 
ion*

   

 UpdateImp 
ersonatio 
nRole

授予更新给定 Amazon 组织的
现有模拟角色的权限 WorkMail

写入 organizat 
ion*

   

 UpdateInb 
oundMailF 
lowRule [仅权
限]

授予权限以更新入站电子邮件
流规则的详细信息，该规则将
应用到发送给组织的所有电子
邮件

Write organizat 
ion*

   

 UpdateMai 
lboxQuota

授予更新用户邮箱的最大大小
（以 MB 为单位）的权限

写入 organizat 
ion*
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https://docs.aws.amazon.com/workmail/latest/adminguide/test-email-flow-rule.html
https://docs.aws.amazon.com/workmail/latest/adminguide/test-email-flow-rule.html
https://docs.aws.amazon.com/workmail/latest/adminguide/test-email-flow-rule.html
#amazonworkmail-organization
#amazonworkmail-organization
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UntagResource.html
#amazonworkmail-aws_TagKeys
#amazonworkmail-aws_TagKeys
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateAvailabilityConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateAvailabilityConfiguration.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateAvailabilityConfiguration.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateDefaultMailDomain.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateDefaultMailDomain.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateDefaultMailDomain.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateGroup.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateGroup.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateImpersonationRole.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateImpersonationRole.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateImpersonationRole.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/modify-email-flow-rule.html
https://docs.aws.amazon.com/workmail/latest/adminguide/modify-email-flow-rule.html
https://docs.aws.amazon.com/workmail/latest/adminguide/modify-email-flow-rule.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateMailboxQuota.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateMailboxQuota.html
#amazonworkmail-organization
#amazonworkmail-organization
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateMob 
ileDevice 
AccessRule

授予更新移动设备访问规则的
权限

写入 organizat 
ion*

   

 UpdateOut 
boundMail 
FlowRule [仅
权限]

授予权限以更新出站电子邮件
流规则的详细信息，该规则将
应用到从组织发送的所有电子
邮件

Write organizat 
ion*

   

 UpdatePri 
maryEmail 
Address

授予更新用户、组或资源的主
电子邮件的权限

Write organizat 
ion*

   

 UpdateRes 
ource

授予权限以更新资源的详细信
息

Write organizat 
ion*

   

 UpdateSmt 
pGateway [仅
权限]

授予更新注册到组织的现有 
SMTP 网关详细信息的权限

写入 organizat 
ion*

   

 UpdateUser 授予更新用户的详细信息的权
限

写入 organizat 
ion*

   

 WipeMobil 
eDevice [仅权
限]

授予远程擦除与用户账户关联
的移动设备的权限

写入 organizat 
ion*

   

Amazon 定义的资源类型 WorkMail

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。
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https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateMobileDeviceAccessRule.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateMobileDeviceAccessRule.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateMobileDeviceAccessRule.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/modify-email-flow-rule.html
https://docs.aws.amazon.com/workmail/latest/adminguide/modify-email-flow-rule.html
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https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdatePrimaryEmailAddress.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdatePrimaryEmailAddress.html
#amazonworkmail-organization
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https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateResource.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateResource.html
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#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/smtp-gateway.html
https://docs.aws.amazon.com/workmail/latest/adminguide/smtp-gateway.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/APIReference/API_UpdateUser.html
#amazonworkmail-organization
#amazonworkmail-organization
https://docs.aws.amazon.com/workmail/latest/adminguide/manage-devices.html#remote_wipe_device
https://docs.aws.amazon.com/workmail/latest/adminguide/manage-devices.html#remote_wipe_device
#amazonworkmail-organization
#amazonworkmail-organization
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
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资源类型 ARN 条件键

 organization arn:${Partition}:workmail:${Region}: 
${Account}:organization/${ResourceId 
}

aws:ResourceTag/${ 
TagKey}

Amazon 的条件密钥 WorkMail

Amazon WorkMail 定义了以下条件密钥，这些条件键可用于 IAM 策略的Condition元素中。您可以
使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签键值对筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按附加到资源的标签键值对筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon WorkMail 消息流的操作、资源和条件键

Amazon Mess WorkMail age Flow（服务前缀:workmailmessageflow）提供以下特定于服务的资
源、操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题
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https://docs.aws.amazon.com/workmail/latest/adminguide/organizations_overview.html
#amazonworkmail-aws_ResourceTag___TagKey_
#amazonworkmail-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda-content.html
https://docs.aws.amazon.com/workmail/latest/APIReference/
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda-content.html
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• 由 Amazon WorkMail 消息流定义的操作

• 由 Amazon WorkMail 消息流定义的资源类型

• Amazon WorkMail 消息流的条件密钥

由 Amazon WorkMail 消息流定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetRawMes 
sageContent

授予权限以读取具有指定消息 
ID 的电子邮件消息内容

读取 RawMessag 
e*

   

 PutRawMes 
sageContent

授予权限以更新具有指定消息 
ID 的电子邮件消息内容

写入 RawMessag 
e*

   

由 Amazon WorkMail 消息流定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 RawMessag 
e

arn:${Partition}:workmailmessageflow 
:${Region}:${Account}:message/${Orga 
nizationId}/${Context}/${MessageId}

 

Amazon WorkMail 消息流的条件密钥

WorkMail Message Flow 没有可在策略声明Condition元素中使用的特定于服务的上下文密钥。有关
所有服务均可用的全局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

Amazon 的操作、资源和条件密钥 WorkSpaces

Amazon WorkSpaces （服务前缀:workspaces）提供以下特定于服务的资源、操作和条件上下文密
钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。
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https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_GetRawMessageContent.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_GetRawMessageContent.html
#amazonworkmailmessageflow-RawMessage
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https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_PutRawMessageContent.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_PutRawMessageContent.html
#amazonworkmailmessageflow-RawMessage
#amazonworkmailmessageflow-RawMessage
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda-content.html
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda-content.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/workspaces/latest/userguide/workspaces-user-getting-started.html
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• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• Amazon 定义的操作 WorkSpaces

• Amazon 定义的资源类型 WorkSpaces

• Amazon 的条件密钥 WorkSpaces

Amazon 定义的操作 WorkSpaces

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/workspaces/latest/api/welcome.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 AcceptAcc 
ountLinkI 
nvitation

授予接受来自其他 AWS 账户
的邀请以共享 WorkSpaces 
BYOL 相同配置的权限

写入      

connectio 
nalias*

    Associate 
Connectio 
nAlias

授予将连接别名与目录关联的
权限

Write

directory 
id*

   

directory 
id*

    Associate 
IpGroups

授予将 IP 访问控制组与目录关 
联的权限

写入

workspace 
ipgroup*

   

workspace 
applicati 
on*

   

workspace 
id*

   

 Associate 
Workspace 
Application

授予将工作空间应用程序与关
联的权限 WorkSpace

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 Authorize 
IpRules

授予向 IP 访问控制组添加规则 
的权限

写入 workspace 
ipgroup*

  workspace 
s:UpdateR 
ulesOfIpG 
roup

 CopyWorks 
paceImage

授予复制 WorkSpace 图像的
权限

写入 workspace 
image*

  workspace 
s:Describ 

Amazon WorkSpaces 4358

https://docs.aws.amazon.com/workspaces/latest/api/API_AcceptAccountLinkInvitation.html
https://docs.aws.amazon.com/workspaces/latest/api/API_AcceptAccountLinkInvitation.html
https://docs.aws.amazon.com/workspaces/latest/api/API_AcceptAccountLinkInvitation.html
#amazonworkspaces-connectionalias
#amazonworkspaces-connectionalias
https://docs.aws.amazon.com/workspaces/latest/api/API_AssociateConnectionAlias.html
https://docs.aws.amazon.com/workspaces/latest/api/API_AssociateConnectionAlias.html
https://docs.aws.amazon.com/workspaces/latest/api/API_AssociateConnectionAlias.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_AssociateIpGroups.html
https://docs.aws.amazon.com/workspaces/latest/api/API_AssociateIpGroups.html
#amazonworkspaces-workspaceipgroup
#amazonworkspaces-workspaceipgroup
#amazonworkspaces-workspaceapplication
#amazonworkspaces-workspaceapplication
#amazonworkspaces-workspaceapplication
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
https://docs.aws.amazon.com/workspaces/latest/api/API_AssociateWorkspaceApplication.html
https://docs.aws.amazon.com/workspaces/latest/api/API_AssociateWorkspaceApplication.html
https://docs.aws.amazon.com/workspaces/latest/api/API_AssociateWorkspaceApplication.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces/latest/api/API_AuthorizeIpRules.html
https://docs.aws.amazon.com/workspaces/latest/api/API_AuthorizeIpRules.html
#amazonworkspaces-workspaceipgroup
#amazonworkspaces-workspaceipgroup
https://docs.aws.amazon.com/workspaces/latest/api/API_CopyWorkspaceImage.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CopyWorkspaceImage.html
#amazonworkspaces-workspaceimage
#amazonworkspaces-workspaceimage


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

eWorkspac 
eImages

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateAcc 
ountLinkI 
nvitation

授予邀请其他 AWS 账户共享 
WorkSpaces BYOL 相同配置
的权限

写入      

 CreateCon 
nectClien 
tAddIn

授予在目录内创建 Amazon 
Connect 客户端插件的权限

写入 directory 
id*

   

 CreateCon 
nectionAlias

授予创建连接别名以用于跨区
域重定向的权限

Write   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateIpG 
roup

授予创建 IP 访问控制组的权限 写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Amazon WorkSpaces 4359

#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-aws_TagKeys
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateAccountLinkInvitation.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateAccountLinkInvitation.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateAccountLinkInvitation.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateConnectClientAddIn.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateConnectClientAddIn.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateConnectClientAddIn.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateConnectionAlias.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateConnectionAlias.html
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-aws_TagKeys
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateIpGroup.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateIpGroup.html
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateRoo 
tClientCe 
rtificate [仅权
限]

授予创建根客户证书的权限 写入 certifica 
teid*

   

directory 
id*

   

workspace 
id*

   

 CreateSta 
ndbyWorks 
paces

授予创建一个或多个备用副本
的权限 WorkSpaces

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 CreateTags 授予为 WorkSpaces 资源创建
标签的权限

标记   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

workspace 
image*

    CreateUpd 
atedWorks 
paceImage

授予创建更新 WorkSpace 图
像的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
#amazonworkspaces-certificateid
#amazonworkspaces-certificateid
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateStandbyWorkspaces.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateStandbyWorkspaces.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateStandbyWorkspaces.html
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-aws_TagKeys
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateTags.html
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-workspaceimage
#amazonworkspaces-workspaceimage
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateUpdatedWorkspaceImage.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateUpdatedWorkspaceImage.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateUpdatedWorkspaceImage.html
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-aws_TagKeys


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workspace 
bundle*

  workspace 
s:CreateT 
ags

workspace 
image*

   

 CreateWor 
kspaceBun 
dle

授予创建 WorkSpace 捆绑包
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

workspace 
id*

    CreateWor 
kspaceImage

授予创建新 WorkSpace 图像
的权限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

directory 
id*

   

workspace 
bundle*

   

 CreateWor 
kspaces

授予创建一个或多个的权限 
WorkSpaces

写入

workspace 
id*
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#amazonworkspaces-workspacebundle
#amazonworkspaces-workspacebundle
#amazonworkspaces-workspaceimage
#amazonworkspaces-workspaceimage
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaceBundle.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaceBundle.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaceBundle.html
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaceImage.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaceImage.html
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
#amazonworkspaces-workspacebundle
#amazonworkspaces-workspacebundle
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaces.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaces.html
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

directory 
id*

   

workspace 
bundle*

   

workspace 
spoolid*

   

 CreateWor 
kspacesPool

授予创建 WorkSpaces 池的权
限

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteAcc 
ountLinkI 
nvitation

授予删除邀请其他 AWS 账
户共享相同的 WorkSpaces 
BYOL 配置的权限

写入      

 DeleteCli 
entBranding

授予删除目录中 AWS 
WorkSpaces 客户品牌数据的
权限

写入 directory 
id*

   

 DeleteCon 
nectClien 
tAddIn

授予删除目录内配置的 
Amazon Connect 客户端插件
的权限

写入 directory 
id*
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#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
#amazonworkspaces-workspacebundle
#amazonworkspaces-workspacebundle
#amazonworkspaces-workspacespoolid
#amazonworkspaces-workspacespoolid
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspacesPool.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspacesPool.html
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-aws_TagKeys
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteAccountLinkInvitation.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteAccountLinkInvitation.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteAccountLinkInvitation.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteClientBranding.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteClientBranding.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteConnectClientAddIn.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteConnectClientAddIn.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteConnectClientAddIn.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteCon 
nectionAlias

授予删除连接别名的权限 Write connectio 
nalias*

   

 DeleteIpG 
roup

授予删除 IP 访问控制组的权限 写入 workspace 
ipgroup*

   

 DeleteRoo 
tClientCe 
rtificate [仅权
限]

授予删除根客户证书的权限 写入 certifica 
teid*

   

 DeleteTags 授予从 WorkSpaces 资源中删
除标签的权限

标记   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 DeleteWor 
kspaceBun 
dle

授予删除 WorkSpace 捆绑包
的权限

写入 workspace 
bundle*

   

 DeleteWor 
kspaceImage

授予删除 WorkSpace 图像的
权限

写入 workspace 
image*

   

workspace 
id*

    DeployWor 
kspaceApp 
lications

授予在上部署所有待处理的
工作空间应用程序的权限 
WorkSpace

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 Deregiste 
rWorkspac 
eDirectory

授予取消注册目录以使其无
法在 Amazon 上使用的权限 
WorkSpaces

写入 directory 
id*
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https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteConnectionAlias.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteConnectionAlias.html
#amazonworkspaces-connectionalias
#amazonworkspaces-connectionalias
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteIpGroup.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteIpGroup.html
#amazonworkspaces-workspaceipgroup
#amazonworkspaces-workspaceipgroup
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
#amazonworkspaces-certificateid
#amazonworkspaces-certificateid
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteTags.html
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-aws_TagKeys
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteWorkspaceBundle.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteWorkspaceBundle.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteWorkspaceBundle.html
#amazonworkspaces-workspacebundle
#amazonworkspaces-workspacebundle
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteWorkspaceImage.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteWorkspaceImage.html
#amazonworkspaces-workspaceimage
#amazonworkspaces-workspaceimage
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
https://docs.aws.amazon.com/workspaces/latest/api/API_DeployWorkspaceApplications.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeployWorkspaceApplications.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeployWorkspaceApplications.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces/latest/api/API_DeregisterWorkspaceDirectory.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeregisterWorkspaceDirectory.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeregisterWorkspaceDirectory.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeA 
ccount

授予检索账户自带许可证 
(BYOL) 配置的 WorkSpaces 
权限

读取      

 DescribeA 
ccountMod 
ifications

授予权限以检索对账户自
带许可证 (BYOL) 配置的 
WorkSpaces 修改

读取      

workspace 
applicati 
on*

    DescribeA 
pplicatio 
nAssociations

授予检索与 WorkSpace 应用
程序关联的资源信息的权限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeA 
pplications

授予获取 WorkSpace 应用程
序信息的权限

列表      

workspace 
bundle*

    DescribeB 
undleAsso 
ciations

授予检索与 WorkSpace 捆绑
包关联的资源信息的权限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeC 
lientBranding

授予在目录中检索 AWS 
WorkSpaces 客户品牌数据的
权限

读取 directory 
id*

   

 DescribeC 
lientProp 
erties

授予检索 WorkSpaces 客户信
息的权限

列表 directory 
id*
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https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeAccount.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeAccount.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeAccountModifications.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeAccountModifications.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeAccountModifications.html
#amazonworkspaces-workspaceapplication
#amazonworkspaces-workspaceapplication
#amazonworkspaces-workspaceapplication
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeApplicationAssociations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeApplicationAssociations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeApplicationAssociations.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeApplications.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeApplications.html
#amazonworkspaces-workspacebundle
#amazonworkspaces-workspacebundle
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeBundleAssociations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeBundleAssociations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeBundleAssociations.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeClientBranding.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeClientBranding.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeClientProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeClientProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeClientProperties.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeC 
onnectCli 
entAddIns

授予检索已创建的 Amazon 
Connect 客户端插件列表的权 
限

列表 directory 
id*

   

 DescribeC 
onnection 
AliasPerm 
issions

授予权限以检索连接别名的所
有者授予其他 AWS 账户的连
接别名权限

读取 connectio 
nalias*

   

 DescribeC 
onnection 
Aliases

授予检索描述用于跨区域重定
向的连接别名的列表的权限

读取      

 DescribeC 
onsent [仅权
限]

按照 BYOL 最低要求授予检索
同意协议相关信息的权限

读取      

 DescribeC 
ustomWork 
spaceImag 
eImport

授予检索 WorkSpace BYOL 图
像导入任务相关信息的权限

读取      

workspace 
image*

    DescribeI 
mageAssoc 
iations

授予检索与 WorkSpace 图像
关联的资源信息的权限

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeI 
pGroups

授予权限以检索有关 IP 访问控
制组的信息

读取 workspace 
ipgroup*

   

Amazon WorkSpaces 4365

https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeConnectClientAddIns.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeConnectClientAddIns.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeConnectClientAddIns.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeConnectionAliasPermissions.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeConnectionAliasPermissions.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeConnectionAliasPermissions.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeConnectionAliasPermissions.html
#amazonworkspaces-connectionalias
#amazonworkspaces-connectionalias
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeConnectionAliases.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeConnectionAliases.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeConnectionAliases.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeCustomWorkspaceImageImport.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeCustomWorkspaceImageImport.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeCustomWorkspaceImageImport.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeCustomWorkspaceImageImport.html
#amazonworkspaces-workspaceimage
#amazonworkspaces-workspaceimage
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeImageAssociations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeImageAssociations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeImageAssociations.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeIpGroups.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeIpGroups.html
#amazonworkspaces-workspaceipgroup
#amazonworkspaces-workspaceipgroup


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeR 
ootClient 
Certificates
[仅权限]

授予检索根客户证书信息的权
限

列表 certifica 
teid*

   

 DescribeT 
ags

授予描述 WorkSpaces 资源标
签的权限

读取      

workspace 
id*

    DescribeW 
orkspaceA 
ssociations

授予检索与关联的资源信息的
权限 WorkSpace

列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 DescribeW 
orkspaceB 
undles

授予获取 WorkSpace 捆绑包
相关信息的权限

列表      

 DescribeW 
orkspaceD 
irectories

授予权限以检索注册到的目录
的相关信息 WorkSpaces

读取      

 DescribeW 
orkspaceI 
magePermi 
ssions

授予检索 WorkSpace 图片权
限相关信息的权限

读取 workspace 
image*

   

 DescribeW 
orkspaceI 
mages

授予检索 WorkSpace 图像相
关信息的权限

列表      

 DescribeW 
orkspaceS 
napshots

授予检索 WorkSpace 快照相
关信息的权限

列表 workspace 
id*

   

Amazon WorkSpaces 4366

https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
#amazonworkspaces-certificateid
#amazonworkspaces-certificateid
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeTags.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeTags.html
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceAssociations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceAssociations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceAssociations.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceBundles.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceBundles.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceBundles.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceDirectories.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceDirectories.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceDirectories.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceImagePermissions.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceImagePermissions.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceImagePermissions.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceImagePermissions.html
#amazonworkspaces-workspaceimage
#amazonworkspaces-workspaceimage
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceImages.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceImages.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceImages.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceSnapshots.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceSnapshots.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceSnapshots.html
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DescribeW 
orkspaces

授予获取相关信息的权限 
WorkSpaces

列表      

 DescribeW 
orkspaces 
Connectio 
nStatus

授予获取连接状态的权限 
WorkSpaces

读取      

 DescribeW 
orkspaces 
PoolSessions

授予检索 WorkSpaces 池会话
相关信息的权限

列表 workspace 
spoolid*

   

 DescribeW 
orkspaces 
Pools

授予检索 WorkSpaces 池相关
信息的权限

列表      

 Directory 
AccessMan 
agement [仅
权限]

授予在管理和置备工作空间时
执行目录管理操作的权限

列表 directory 
id*

   

 Disassoci 
ateConnec 
tionAlias

授予取消连接别名与目录的关
联的权限

Write connectio 
nalias*

   

directory 
id*

    Disassoci 
ateIpGroups

授予取消 IP 访问控制组与目录
的关联的权限

写入

workspace 
ipgroup*

   

 Disassoci 
ateWorksp 
aceApplic 
ation

授予解除工作空间应用程序与
工作空间应用程序关联的权限 
WorkSpace

写入 workspace 
applicati 
on*
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https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaces.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaces.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspacesConnectionStatus.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspacesConnectionStatus.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspacesConnectionStatus.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspacesConnectionStatus.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspacesPoolSessions.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspacesPoolSessions.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspacesPoolSessions.html
#amazonworkspaces-workspacespoolid
#amazonworkspaces-workspacespoolid
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspacesPools.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspacesPools.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspacesPools.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_DisassociateConnectionAlias.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DisassociateConnectionAlias.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DisassociateConnectionAlias.html
#amazonworkspaces-connectionalias
#amazonworkspaces-connectionalias
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_DisassociateIpGroups.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DisassociateIpGroups.html
#amazonworkspaces-workspaceipgroup
#amazonworkspaces-workspaceipgroup
https://docs.aws.amazon.com/workspaces/latest/api/API_DisassociateWorkspaceApplication.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DisassociateWorkspaceApplication.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DisassociateWorkspaceApplication.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DisassociateWorkspaceApplication.html
#amazonworkspaces-workspaceapplication
#amazonworkspaces-workspaceapplication
#amazonworkspaces-workspaceapplication


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workspace 
id*

   

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetAccoun 
tLink

授予检索与其他 AWS 账户
的链接以共享 WorkSpaces 
BYOL 配置的权限

读取      

 ImportCli 
entBranding

授予在目录中导入 AWS 
WorkSpaces 客户品牌数据的
权限

写入 directory 
id*

   

 ImportCus 
tomWorksp 
aceImage

授予将自带许可 (BYOL) 图片
导入亚马逊的权限 WorkSpace 
s

写入      

 ImportWor 
kspaceImage

授予将自带许可 (BYOL) 图片
导入亚马逊的权限 WorkSpace 
s

写入     ec2:Descr 
ibeImages

ec2:Modif 
yImageAtt 
ribute

 ListAccou 
ntLinks

授予权限以检索与您共享您
的 WorkSpaces BYOL 配置的 
AWS 账户的链接

列表      

 ListAvail 
ableManag 
ementCidr 
Ranges

授予列出可用 CIDR 范围的权
限，以便为账户启用自带许可
证 (BYOL) WorkSpaces

列表      
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#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces/latest/api/API_GetAccountLink.html
https://docs.aws.amazon.com/workspaces/latest/api/API_GetAccountLink.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ImportClientBranding.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ImportClientBranding.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_ImportCustomWorkspaceImage.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ImportCustomWorkspaceImage.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ImportCustomWorkspaceImage.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ImportWorkspaceImage.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ImportWorkspaceImage.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ListAccountLinks.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ListAccountLinks.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ListAvailableManagementCidrRanges.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ListAvailableManagementCidrRanges.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ListAvailableManagementCidrRanges.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ListAvailableManagementCidrRanges.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

workspace 
bundle*

    MigrateWo 
rkspace

授予迁移权限 WorkSpaces 写入

workspace 
id*

   

 ModifyAcc 
ount

授予修改账户自带许可证 
(BYOL) 配置的 WorkSpaces 
权限

写入      

 ModifyCer 
tificateB 
asedAuthP 
roperties

授予权限以修改目录的基于证
书的授权属性

写入 directory 
id*

   

 ModifyCli 
entProperties

授予修改 WorkSpaces 客户机
属性的权限

写入 directory 
id*

   

 ModifyEnd 
pointEncr 
yptionMode

授予在标准 TLS 和 FIPS 
140-2 验证模式之间配置指定
目录的权限

写入 directory 
id*

   

 ModifySam 
lProperties

授予权限以修改目录的 SAML 
属性

写入 directory 
id*

   

 ModifySel 
fserviceP 
ermissions

授予修改用户自助服务 
WorkSpace 管理功能的权限

权限管理 directory 
id*

   

 ModifyStr 
eamingPro 
perties

授予权限以修改流属性 写入 directory 
id*
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#amazonworkspaces-workspacebundle
#amazonworkspaces-workspacebundle
https://docs.aws.amazon.com/workspaces/latest/api/API_MigrateWorkspace.html
https://docs.aws.amazon.com/workspaces/latest/api/API_MigrateWorkspace.html
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyAccount.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyAccount.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyCertificateBasedAuthProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyCertificateBasedAuthProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyCertificateBasedAuthProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyCertificateBasedAuthProperties.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyClientProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyClientProperties.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyEndpointEncryptionMode.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyEndpointEncryptionMode.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyEndpointEncryptionMode.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifySamlProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifySamlProperties.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifySelfservicePermissions.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifySelfservicePermissions.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifySelfservicePermissions.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyStreamingProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyStreamingProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyStreamingProperties.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ModifyWor 
kspaceAcc 
essProperties

授予权限以指定用户可以使用
哪些设备和操作系统来访问他
们的 WorkSpaces

写入 directory 
id*

   

 ModifyWor 
kspaceCre 
ationProp 
erties

授予修改用于创建的默认属性
的权限 WorkSpaces

写入 directory 
id*

   

 ModifyWor 
kspacePro 
perties

授予修改 WorkSpace 属性
的权限，包括运行模式和 
AutoStop 周期

写入 workspace 
id*

   

 ModifyWor 
kspaceState

授予修改状态的权限 
WorkSpaces

写入 workspace 
id*

   

 RebootWor 
kspaces

授予重启权限 WorkSpaces 写入 workspace 
id*

   

 RebuildWo 
rkspaces

授予重建权限 WorkSpaces 写入 workspace 
id*

   

directory 
id*

    RegisterW 
orkspaceD 
irectory

授予注册目录以便在 Amazon 
上使用的权限 WorkSpaces

写入

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

 RejectAcc 
ountLinkI 
nvitation

授予拒绝来自其他 AWS 账户
的 WorkSpaces BYOL 共享相
同配置的邀请的权限

写入      
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https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyWorkspaceAccessProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyWorkspaceAccessProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyWorkspaceAccessProperties.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyWorkspaceCreationProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyWorkspaceCreationProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyWorkspaceCreationProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyWorkspaceCreationProperties.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyWorkspaceProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyWorkspaceProperties.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyWorkspaceProperties.html
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyWorkspaceState.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ModifyWorkspaceState.html
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
https://docs.aws.amazon.com/workspaces/latest/api/API_RebootWorkspaces.html
https://docs.aws.amazon.com/workspaces/latest/api/API_RebootWorkspaces.html
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
https://docs.aws.amazon.com/workspaces/latest/api/API_RebuildWorkspaces.html
https://docs.aws.amazon.com/workspaces/latest/api/API_RebuildWorkspaces.html
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_RegisterWorkspaceDirectory.html
https://docs.aws.amazon.com/workspaces/latest/api/API_RegisterWorkspaceDirectory.html
https://docs.aws.amazon.com/workspaces/latest/api/API_RegisterWorkspaceDirectory.html
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_RequestTag___TagKey_
#amazonworkspaces-aws_TagKeys
#amazonworkspaces-aws_TagKeys
https://docs.aws.amazon.com/workspaces/latest/api/API_RejectAccountLinkInvitation.html
https://docs.aws.amazon.com/workspaces/latest/api/API_RejectAccountLinkInvitation.html
https://docs.aws.amazon.com/workspaces/latest/api/API_RejectAccountLinkInvitation.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 RestoreWo 
rkspace

授予恢复权限 WorkSpaces 写入 workspace 
id*

   

 RevokeIpR 
ules

授予从 IP 访问控制组中删除规 
则的权限

写入 workspace 
ipgroup*

  workspace 
s:UpdateR 
ulesOfIpG 
roup

 StartWork 
spaces

授予启动权限 AutoStop 
WorkSpaces

写入 workspace 
id*

   

 StartWork 
spacesPool

授予启动 WorkSpaces 池的权
限

写入 workspace 
spoolid*

   

 StopWorks 
paces

授予停止权限 AutoStop 
WorkSpaces

写入 workspace 
id*

   

 StopWorks 
pacesPool

授予停止 WorkSpaces 池的权
限

写入 workspace 
spoolid*

   

directory 
id*

    Stream 向联合用户授予使用现有凭证
登录和流式传输 WorkSpace 
的权限

写入

  workspace 
s:userId

 

 Terminate 
Workspaces

授予终止权限 WorkSpaces 写入 workspace 
id*

   

 Terminate 
Workspace 
sPool

授予终止 WorkSpaces 池的权
限

写入 workspace 
spoolid*
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https://docs.aws.amazon.com/workspaces/latest/api/API_RestoreWorkspace.html
https://docs.aws.amazon.com/workspaces/latest/api/API_RestoreWorkspace.html
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
https://docs.aws.amazon.com/workspaces/latest/api/API_RevokeIpRules.html
https://docs.aws.amazon.com/workspaces/latest/api/API_RevokeIpRules.html
#amazonworkspaces-workspaceipgroup
#amazonworkspaces-workspaceipgroup
https://docs.aws.amazon.com/workspaces/latest/api/API_StartWorkspaces.html
https://docs.aws.amazon.com/workspaces/latest/api/API_StartWorkspaces.html
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
https://docs.aws.amazon.com/workspaces/latest/api/API_StartWorkspacesPool.html
https://docs.aws.amazon.com/workspaces/latest/api/API_StartWorkspacesPool.html
#amazonworkspaces-workspacespoolid
#amazonworkspaces-workspacespoolid
https://docs.aws.amazon.com/workspaces/latest/api/API_StopWorkspaces.html
https://docs.aws.amazon.com/workspaces/latest/api/API_StopWorkspaces.html
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
https://docs.aws.amazon.com/workspaces/latest/api/API_StopWorkspacesPool.html
https://docs.aws.amazon.com/workspaces/latest/api/API_StopWorkspacesPool.html
#amazonworkspaces-workspacespoolid
#amazonworkspaces-workspacespoolid
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_Stream.html
#amazonworkspaces-workspaces_userId
#amazonworkspaces-workspaces_userId
https://docs.aws.amazon.com/workspaces/latest/api/API_TerminateWorkspaces.html
https://docs.aws.amazon.com/workspaces/latest/api/API_TerminateWorkspaces.html
#amazonworkspaces-workspaceid
#amazonworkspaces-workspaceid
https://docs.aws.amazon.com/workspaces/latest/api/API_TerminateWorkspacesPool.html
https://docs.aws.amazon.com/workspaces/latest/api/API_TerminateWorkspacesPool.html
https://docs.aws.amazon.com/workspaces/latest/api/API_TerminateWorkspacesPool.html
#amazonworkspaces-workspacespoolid
#amazonworkspaces-workspacespoolid


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Terminate 
Workspace 
sPoolSession

授予终止 WorkSpaces 池会话
的权限

写入      

 UpdateCon 
nectClien 
tAddIn

授予更新 Amazon Connect 客
户端插件的权限。使用此操作
更新 Amazon Connect 客户端
插件的名称和端点 URL

写入 directory 
id*

   

 UpdateCon 
nectionAl 
iasPermis 
sion

授予与其他账户共享或取消共
享连接别名的权限

权限管理 connectio 
nalias*

   

 UpdateCon 
sent [仅权限]

授予将同意协议更新为 BYOL 
最低要求的权限

写入      

 UpdateRoo 
tClientCe 
rtificate [仅权
限]

授予更新根客户证书的权限 写入 certifica 
teid*

   

 UpdateRul 
esOfIpGroup

授予替换 IP 访问控制组规则的
权限

写入 workspace 
ipgroup*

  workspace 
s:Authori 
zeIpRules

workspace 
s:RevokeI 
pRules

workspace 
bundle*

    UpdateWor 
kspaceBun 
dle

授予更新 WorkSpace 捆绑包
中使用的 WorkSpace 图片的
权限

写入

workspace 
image*
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https://docs.aws.amazon.com/workspaces/latest/api/API_TerminateWorkspacesPoolSession.html
https://docs.aws.amazon.com/workspaces/latest/api/API_TerminateWorkspacesPoolSession.html
https://docs.aws.amazon.com/workspaces/latest/api/API_TerminateWorkspacesPoolSession.html
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateConnectClientAddIn.html
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateConnectClientAddIn.html
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateConnectClientAddIn.html
#amazonworkspaces-directoryid
#amazonworkspaces-directoryid
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateConnectionAliasPermission.html
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateConnectionAliasPermission.html
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateConnectionAliasPermission.html
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateConnectionAliasPermission.html
#amazonworkspaces-connectionalias
#amazonworkspaces-connectionalias
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces/latest/api/API_Operations.html
#amazonworkspaces-certificateid
#amazonworkspaces-certificateid
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateRulesOfIpGroup.html
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateRulesOfIpGroup.html
#amazonworkspaces-workspaceipgroup
#amazonworkspaces-workspaceipgroup
#amazonworkspaces-workspacebundle
#amazonworkspaces-workspacebundle
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateWorkspaceBundle.html
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateWorkspaceBundle.html
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateWorkspaceBundle.html
#amazonworkspaces-workspaceimage
#amazonworkspaces-workspaceimage


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateWor 
kspaceIma 
gePermission

通过指定其他账户是否有权复
制 WorkSpace 图像，授予与
其他账户共享或取消共享图像
的权限

权限管理 workspace 
image*

   

 UpdateWor 
kspacesPool

授予更新 WorkSpaces 池的权
限

写入 workspace 
spoolid*

   

Amazon 定义的资源类型 WorkSpaces

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 certificateid arn:${Partition}:workspaces:${Region 
}:${Account}:workspacecertificate/${ 
CertificateId}

 

 directoryid arn:${Partition}:workspaces:${Region 
}:${Account}:directory/${DirectoryId 
}

aws:ResourceTag/${ 
TagKey}

 workspace 
bundle

arn:${Partition}:workspaces:${Region 
}:${Account}:workspacebundle/${Bundl 
eId}

aws:ResourceTag/${ 
TagKey}

 workspaceid arn:${Partition}:workspaces:${Region 
}:${Account}:workspace/${WorkspaceId 
}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateWorkspaceImagePermission.html
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateWorkspaceImagePermission.html
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateWorkspaceImagePermission.html
#amazonworkspaces-workspaceimage
#amazonworkspaces-workspaceimage
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateWorkspacesPool.html
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateWorkspacesPool.html
#amazonworkspaces-workspacespoolid
#amazonworkspaces-workspacespoolid
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/workspaces/latest/adminguide/trusted-devices.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces/latest/adminguide/bundles.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/bundles.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces/latest/adminguide/wsp_workspace_management.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
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资源类型 ARN 条件键

 workspace 
image

arn:${Partition}:workspaces:${Region 
}:${Account}:workspaceimage/${ImageI 
d}

aws:ResourceTag/${ 
TagKey}

 workspace 
ipgroup

arn:${Partition}:workspaces:${Region 
}:${Account}:workspaceipgroup/${Grou 
pId}

aws:ResourceTag/${ 
TagKey}

 workspace 
spoolid

arn:${Partition}:workspaces:${Region 
}:${Account}:workspacespool/${PoolId 
}

aws:ResourceTag/${ 
TagKey}

 connectio 
nalias

arn:${Partition}:workspaces:${Region 
}:${Account}:connectionalias/${Conne 
ctionAliasId}

aws:ResourceTag/${ 
TagKey}

 workspace 
application

arn:${Partition}:workspaces:${Region 
}:${Account}:workspaceapplication/${ 
WorkSpaceApplicationId}

aws:ResourceTag/${ 
TagKey}

Amazon 的条件密钥 WorkSpaces

Amazon WorkSpaces 定义了以下条件密钥，这些条件键可用于 IAM 策略的Condition元素中。您可
以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选访问 字符串
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https://docs.aws.amazon.com/workspaces/latest/adminguide/bundles.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/bundles.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-ip-access-control-groups.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-ip-access-control-groups.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-pool.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-pool.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces/latest/adminguide/cross-region-redirection.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/cross-region-redirection.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces/latest/adminguide/application-bundle-management.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/application-bundle-management.html
#amazonworkspaces-aws_ResourceTag___TagKey_
#amazonworkspaces-aws_ResourceTag___TagKey_
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
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条件键 描述 类型

 aws:TagKeys 根据在请求中传递的标签键筛选访问 ArrayOfString

 workspace 
s:userId

按 WorkSpace 用户的 ID 筛选访问权限 字符串

Amazon WorkSpaces 应用程序管理器的操作、资源和条件密钥

Amazon App WorkSpaces lication Manager（服务前缀:wam）提供以下特定于服务的资源、操作和条
件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon WorkSpaces 应用程序管理器定义的操作

• 由 Amazon WorkSpaces 应用程序管理器定义的资源类型

• Amazon WorkSpaces 应用程序管理器的条件密钥

由 Amazon WorkSpaces 应用程序管理器定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
https://docs.aws.amazon.com/workspaces/latest/adminguide/external-identity-providers-setting-up-saml.html#external-identity-providers-embed-inline-policy-for-IAM-role
https://docs.aws.amazon.com/workspaces/latest/adminguide/external-identity-providers-setting-up-saml.html#external-identity-providers-embed-inline-policy-for-IAM-role
https://docs.aws.amazon.com/wam/latest/adminguide/iam.html
https://docs.aws.amazon.com/wam/latest/adminguide/
https://docs.aws.amazon.com/wam/latest/adminguide/iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
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Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Authentic 
atePackager
[仅权限]

允许 Amazon WAM 打包实例
访问应用程序包目录。

写入      

由 Amazon WorkSpaces 应用程序管理器定义的资源类型

Amazon App WorkSpaces lication Manager 不支持在 IAM 政策声明的Resource元素中指定资源 
ARN。要允许访问亚马逊 WorkSpaces 应用程序管理器，请在您的政策"Resource": "*"中指定。

Amazon WorkSpaces 应用程序管理器的条件密钥

WAM 没有可以在策略语句的 Condition 元素中使用的服务特定上下文键。有关所有服务均可用的全
局上下文密钥列表，请参阅AWS 全局条件上下文密钥。

AWS WorkSpaces 托管实例的操作、资源和条件密钥

AWS WorkSpaces 托管实例（服务前缀:workspaces-instances）提供以下特定于服务的资源、操
作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/wam/latest/adminguide/iam.html
https://docs.aws.amazon.com/wam/latest/adminguide/iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS WorkSpaces 托管实例定义的操作

• AWS WorkSpaces 托管实例定义的资源类型

• AWS WorkSpaces 托管实例的条件密钥

AWS WorkSpaces 托管实例定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。
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https://docs.aws.amazon.com/workspaces/latest/userguide/
https://docs.aws.amazon.com/workspaces/latest/api/
https://docs.aws.amazon.com/workspaces/latest/userguide/workspaces-instances-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
reference_policies_actions-resources-contextkeys.html#actions_table
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Associate 
Volume

授予将工作区托管卷与您账户
中的工作区托管实例关联的权
限

写入 Workspace 
InstanceI 
d*

  ec2:Attac 
hVolume

ec2:Descr 
ibeVolume 
s

 CreateVol 
ume

授予在您的账户中创建工作区
托管卷的权限

写入     ec2:Creat 
eVolume

 CreateWor 
kspaceIns 
tance

授予在您的账户中创建工作空
间托管实例的权限

写入   aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

ec2:Descr 
ibeInstan 
ces

ec2:RunIn 
stances

 DeleteVol 
ume

授予删除您账户中工作区托管
卷的权限

写入 VolumeId*   ec2:Delet 
eVolume

ec2:Descr 
ibeVolume 
s

 DeleteWor 
kspaceIns 
tance

授予删除您账户中工作空间托
管实例的权限

写入 Workspace 
InstanceI 
d*

  ec2:Termi 
nateInsta 
nces

 Disassoci 
ateVolume

授予在您的账户中解除工作区
托管卷与工作区托管实例的关
联的权限

写入 Workspace 
InstanceI 
d*

  ec2:Descr 
ibeVolume 
s

ec2:Detac 
hVolume
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https://docs.aws.amazon.com/workspaces/latest/api/API_AssociateVolume.html
https://docs.aws.amazon.com/workspaces/latest/api/API_AssociateVolume.html
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateVolume.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateVolume.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaceInstance.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaceInstance.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaceInstance.html
#awsworkspacesmanagedinstances-aws_RequestTag___TagKey_
#awsworkspacesmanagedinstances-aws_RequestTag___TagKey_
#awsworkspacesmanagedinstances-aws_RequestTag___TagKey_
#awsworkspacesmanagedinstances-aws_TagKeys
#awsworkspacesmanagedinstances-aws_TagKeys
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteVolume.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteVolume.html
#awsworkspacesmanagedinstances-VolumeId
#awsworkspacesmanagedinstances-VolumeId
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteWorkspaceInstance.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteWorkspaceInstance.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DeleteWorkspaceInstance.html
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
https://docs.aws.amazon.com/workspaces/latest/api/API_DisassociateVolume.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DisassociateVolume.html
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetWorksp 
aceInstance

授予权限以获取您账户中特定
工作空间托管实例的详细信息

读取 Workspace 
InstanceI 
d*

   

 ListInsta 
nceTypes

授予列出所有支持的实例类型
的权限

列表      

 ListRegions 授予列出所有支持 AWS 区域
的权限

列表      

 ListTagsF 
orResource

授予列出您账户中资源的用户
标签的权限

列表 Workspace 
InstanceI 
d*

   

 ListWorks 
paceInsta 
nces

授予在您的账户中列出工作空
间托管实例的权限

列表      

Workspace 
InstanceI 
d*

    TagResour 
ce

授予向账户中的资源添加用户
标签的权限

标记

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

Workspace 
InstanceI 
d*

    UntagReso 
urce

授予从您账户中的资源中移除
用户标签的权限

标记

  aws:TagKe 
ys
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https://docs.aws.amazon.com/workspaces/latest/api/API_GetWorkspaceInstance.html
https://docs.aws.amazon.com/workspaces/latest/api/API_GetWorkspaceInstance.html
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
https://docs.aws.amazon.com/workspaces/latest/api/API_ListInstanceTypes.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ListInstanceTypes.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ListRegions.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ListTagsForResource.html
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
https://docs.aws.amazon.com/workspaces/latest/api/API_ListWorkspaceInstances.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ListWorkspaceInstances.html
https://docs.aws.amazon.com/workspaces/latest/api/API_ListWorkspaceInstances.html
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
https://docs.aws.amazon.com/workspaces/latest/api/API_TagResource.html
https://docs.aws.amazon.com/workspaces/latest/api/API_TagResource.html
#awsworkspacesmanagedinstances-aws_RequestTag___TagKey_
#awsworkspacesmanagedinstances-aws_RequestTag___TagKey_
#awsworkspacesmanagedinstances-aws_RequestTag___TagKey_
#awsworkspacesmanagedinstances-aws_TagKeys
#awsworkspacesmanagedinstances-aws_TagKeys
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
#awsworkspacesmanagedinstances-WorkspaceInstanceId
https://docs.aws.amazon.com/workspaces/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/workspaces/latest/api/API_UntagResource.html
#awsworkspacesmanagedinstances-aws_TagKeys
#awsworkspacesmanagedinstances-aws_TagKeys
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AWS WorkSpaces 托管实例定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 Workspace 
InstanceId

arn:${Partition}:workspaces-instance 
s:${Region}:${Account}:workspaceinst 
ance/${WorkspaceInstanceId}

aws:ResourceTag/${ 
TagKey}

 VolumeId arn:${Partition}:ec2:${Region}:${Acc 
ount}:volume/${VolumeId}

aws:ResourceTag/${ 
TagKey}

AWS WorkSpaces 托管实例的条件密钥

AWS WorkSpaces 托管实例定义了可在 IAM 策略Condition元素中使用的以下条件密钥。您可以使
用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

根据在请求中传递的标签筛选访问 字符串

 aws:Resou 
rceTag/${ 
TagKey}

根据与资源关联的标签筛选访问 字符串

 aws:TagKeys 根据在请求中传递的标签键筛选访问 ArrayOfString
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Amazon WorkSpaces 安全浏览器的操作、资源和条件密钥

Amazon WorkSpaces Secure Browser（服务前缀:workspaces-web）提供以下特定于服务的资源、
操作和条件上下文密钥，供在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon WorkSpaces 安全浏览器定义的操作

• 由 Amazon WorkSpaces 安全浏览器定义的资源类型

• Amazon WorkSpaces 安全浏览器的条件密钥

由 Amazon WorkSpaces 安全浏览器定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

browserSe 
ttings*

    Associate 
BrowserSe 
ttings

授予将浏览器设置与 Web 门户
关联的权限

写入

portal*    

dataProte 
ctionSett 
ings*

    Associate 
DataProte 
ctionSettings

授予将数据保护设置与门户网
站关联的权限

写入

portal*    

ipAccessS 
ettings*

    Associate 
IpAccessS 
ettings

授予将 IP 访问设置与 Web 门
户关联的权限

写入

portal*    

 Associate 
NetworkSe 
ttings

授予将网络设置与 Web 门户关
联的权限

写入 networkSe 
ttings*

  ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eNetworkI 
nterfaceP 
ermission
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

ec2:Creat 
eTags

ec2:Delet 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterfaceP 
ermission

ec2:Modif 
yNetworkI 
nterfaceA 
ttribute

portal*    

portal*     Associate 
SessionLo 
gger

授予将会话记录器与门户网站
关联的权限

写入

sessionLo 
gger*

   

portal*     Associate 
TrustStore

授予将信任存储与 Web 门户关
联的权限

写入

trustStor 
e*

   

 Associate 
UserAcces 
sLoggingS 
ettings

授予权限以将用户访问日志记
录与 Web 门户关联

写入 portal*   kinesis:P 
utRecord

kinesis:P 
utRecords
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

userAcces 
sLoggingS 
ettings*

   

portal*     Associate 
UserSettings

授予将用户设置与 Web 门户关
联的权限

写入

userSetti 
ngs*

   

 CreateBro 
wserSettings

授予权限以创建浏览器设置 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

 CreateDat 
aProtecti 
onSettings

授予创建数据保护设置的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

identityP 
rovider*

    CreateIde 
ntityProvider

授予权限以创建身份提供商 写入

portal*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateIpA 
ccessSettings

授予创建 IP 访问设置的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateNet 
workSettings

授予权限以创建网络设置 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:Creat 
eServiceL 
inkedRole
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreatePortal 授予权限以创建 Web 门户 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

iam:Creat 
eServiceL 
inkedRole

kms:Creat 
eGrant

kms:Decry 
pt

kms:Descr 
ibeKey

kms:Gener 
ateDataKe 
y

 CreateSes 
sionLogger

授予创建会话记录器的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateTru 
stStore

授予权限以创建信任存储 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateUse 
rAccessLo 
ggingSettings

授予权限以创建用户访问日志
记录设置

写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 CreateUse 
rSettings

授予权限以创建用户设置 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

 DeleteBro 
wserSettings

授予权限以删除浏览器设置 写入 browserSe 
ttings*

   

 DeleteDat 
aProtecti 
onSettings

授予删除数据保护设置的权限 写入 dataProte 
ctionSett 
ings*

   

identityP 
rovider*

    DeleteIde 
ntityProvider

授予权限以删除身份提供商 写入

portal*    

 DeleteIpA 
ccessSettings

授予删除 IP 访问设置的权限 写入 ipAccessS 
ettings*

   

 DeleteNet 
workSettings

授予权限以删除网络设置 写入 networkSe 
ttings*

   

 DeletePortal 授予权限以删除 Web 门户 写入 portal*    
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 DeleteSes 
sionLogger

授予删除会话记录器的权限 写入 sessionLo 
gger*

   

 DeleteTru 
stStore

授予权限以删除信任存储 写入 trustStor 
e*

   

 DeleteUse 
rAccessLo 
ggingSettings

授予权限以删除用户访问日志
记录设置

写入 userAcces 
sLoggingS 
ettings*

   

 DeleteUse 
rSettings

授予权限以删除用户设置 写入 userSetti 
ngs*

   

 Disassoci 
ateBrowse 
rSettings

授予将浏览器设置与 Web 门户
取消关联的权限

写入 portal*    

 Disassoci 
ateDataPr 
otectionS 
ettings

授予取消数据保护日志与 Web 
门户关联的权限

写入 portal*    

 Disassoci 
ateIpAcce 
ssSettings

授予将 IP 访问日志记录与 
Web 门户取消关联的权限

写入 portal*    

 Disassoci 
ateNetwor 
kSettings

授予将网络设置与 Web 门户取
消关联的权限

写入 portal*    

 Disassoci 
ateSessio 
nLogger

授予取消会话记录器与 Web 门
户关联的权限

写入 portal*    
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https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DeleteUserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DeleteUserSettings.html
#amazonworkspacessecurebrowser-userSettings
#amazonworkspacessecurebrowser-userSettings
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateBrowserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateBrowserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateBrowserSettings.html
#amazonworkspacessecurebrowser-portal
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateDataProtectionSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateDataProtectionSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateDataProtectionSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateDataProtectionSettings.html
#amazonworkspacessecurebrowser-portal
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateIpAccessSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateIpAccessSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateIpAccessSettings.html
#amazonworkspacessecurebrowser-portal
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateNetworkSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateNetworkSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateNetworkSettings.html
#amazonworkspacessecurebrowser-portal
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateSessionLogger.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateSessionLogger.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateSessionLogger.html
#amazonworkspacessecurebrowser-portal


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 Disassoci 
ateTrustStore

授予将信任存储与 Web 门户取
消关联的权限

写入 portal*    

 Disassoci 
ateUserAc 
cessLoggi 
ngSettings

授予权限以将用户访问日志记
录与 Web 门户取消关联

写入 portal*    

 Disassoci 
ateUserSe 
ttings

授予将用户设置与 Web 门户取
消关联的权限

写入 portal*    

 ExpireSes 
sion

授予权限以终止特定门户的会
话

写入 portal*    

 GetBrowse 
rSettings

授予权限以获取浏览器设置的
详细信息

读取 browserSe 
ttings*

   

 GetDataPr 
otectionS 
ettings

授予获取数据保护设置详细信
息的权限

读取 dataProte 
ctionSett 
ings*

   

 GetIdenti 
tyProvider

授予权限以获取身份提供商的
详细信息

读取 identityP 
rovider*

   

 GetIpAcce 
ssSettings

授予获取 IP 访问设置详细信息
的权限

读取 ipAccessS 
ettings*

   

 GetNetwor 
kSettings

授予权限以获取网络设置的详
细信息

读取 networkSe 
ttings*

   

 GetPortal 授予权限以获取 Web 门户的详
细信息

读取 portal*    
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https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateTrustStore.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateTrustStore.html
#amazonworkspacessecurebrowser-portal
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateUserAccessLoggingSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateUserAccessLoggingSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateUserAccessLoggingSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateUserAccessLoggingSettings.html
#amazonworkspacessecurebrowser-portal
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateUserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateUserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_DisassociateUserSettings.html
#amazonworkspacessecurebrowser-portal
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ExpireSession.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ExpireSession.html
#amazonworkspacessecurebrowser-portal
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetBrowserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetBrowserSettings.html
#amazonworkspacessecurebrowser-browserSettings
#amazonworkspacessecurebrowser-browserSettings
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetDataProtectionSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetDataProtectionSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetDataProtectionSettings.html
#amazonworkspacessecurebrowser-dataProtectionSettings
#amazonworkspacessecurebrowser-dataProtectionSettings
#amazonworkspacessecurebrowser-dataProtectionSettings
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetIdentityProvider.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetIdentityProvider.html
#amazonworkspacessecurebrowser-identityProvider
#amazonworkspacessecurebrowser-identityProvider
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetIpAccessSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetIpAccessSettings.html
#amazonworkspacessecurebrowser-ipAccessSettings
#amazonworkspacessecurebrowser-ipAccessSettings
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetNetworkSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetNetworkSettings.html
#amazonworkspacessecurebrowser-networkSettings
#amazonworkspacessecurebrowser-networkSettings
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetPortal.html
#amazonworkspacessecurebrowser-portal


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetPortal 
ServicePr 
oviderMet 
adata

授予权限以获取 Web 门户的服
务提供商元数据信息

读取 portal*    

 GetSession 授予权限以获取有关门户特定
会话的信息

读取 portal*    

 GetSessio 
nLogger

授予获取会话记录器详细信息
的权限

读取 sessionLo 
gger*

   

 GetTrustS 
tore

授予权限以获取有关信任存储
的详细信息

读取 trustStor 
e*

   

 GetTrustS 
toreCerti 
ficate

授予从信任存储获取证书的权
限

读取 trustStor 
e*

   

 GetUserAc 
cessLoggi 
ngSettings

授予权限以获取用户访问日志
记录的详细信息

读取 userAcces 
sLoggingS 
ettings*

   

 GetUserSe 
ttings

授予权限以获取用户设置的详
细信息

读取 userSetti 
ngs*

   

 ListBrows 
erSettings

授予权限以列出浏览器设置 读取      

 ListDataP 
rotection 
Settings

授予列出数据保护设置的权限 读取      

 ListIdent 
ityProviders

授予权限以列出身份提供商 读取 identityP 
rovider*
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https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetPortalServiceProviderMetadata.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetPortalServiceProviderMetadata.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetPortalServiceProviderMetadata.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetPortalServiceProviderMetadata.html
#amazonworkspacessecurebrowser-portal
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetSession.html
#amazonworkspacessecurebrowser-portal
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetSessionLogger.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetSessionLogger.html
#amazonworkspacessecurebrowser-sessionLogger
#amazonworkspacessecurebrowser-sessionLogger
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetTrustStore.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetTrustStore.html
#amazonworkspacessecurebrowser-trustStore
#amazonworkspacessecurebrowser-trustStore
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetTrustStoreCertificate.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetTrustStoreCertificate.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetTrustStoreCertificate.html
#amazonworkspacessecurebrowser-trustStore
#amazonworkspacessecurebrowser-trustStore
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetUserAccessLoggingSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetUserAccessLoggingSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetUserAccessLoggingSettings.html
#amazonworkspacessecurebrowser-userAccessLoggingSettings
#amazonworkspacessecurebrowser-userAccessLoggingSettings
#amazonworkspacessecurebrowser-userAccessLoggingSettings
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetUserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_GetUserSettings.html
#amazonworkspacessecurebrowser-userSettings
#amazonworkspacessecurebrowser-userSettings
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListBrowserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListBrowserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListDataProtectionSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListDataProtectionSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListDataProtectionSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListIdentityProviders.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListIdentityProviders.html
#amazonworkspacessecurebrowser-identityProvider
#amazonworkspacessecurebrowser-identityProvider


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListIpAcc 
essSettings

授予列出 IP 访问设置的权限 读取      

 ListNetwo 
rkSettings

授予权限以列出网络设置 读取      

 ListPortals 授予权限以列出 Web 门户 读取      

 ListSessi 
onLoggers

授予列出会话记录器的权限 读取      

 ListSessions 授予权限以使用可选筛选条件
列出门户会话

读取 portal*    

 ListTagsF 
orResource

授予权限以列出资源的标签 读取      

 ListTrust 
StoreCert 
ificates

授予权限以列出信任存储中的
证书

读取      

 ListTrust 
Stores

授予权限以列出信任存储 读取      

 ListUserA 
ccessLogg 
ingSettings

授予权限以列出用户访问日志
记录设置

读取      

 ListUserS 
ettings

授予权限以列出用户设置 读取      

 TagResour 
ce

授予权限以将一个或多个标签
添加到资源中

Tagging browserSe 
ttings
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https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListIpAccessSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListIpAccessSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListNetworkSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListNetworkSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListPortals.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListSessionLoggers.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListSessionLoggers.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListSessions.html
#amazonworkspacessecurebrowser-portal
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListTrustStoreCertificates.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListTrustStoreCertificates.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListTrustStoreCertificates.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListTrustStores.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListTrustStores.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListUserAccessLoggingSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListUserAccessLoggingSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListUserAccessLoggingSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListUserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_ListUserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_TagResource.html
#amazonworkspacessecurebrowser-browserSettings
#amazonworkspacessecurebrowser-browserSettings


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

dataProte 
ctionSett 
ings

   

identityP 
rovider

   

ipAccessS 
ettings

   

networkSe 
ttings

   

portal    

sessionLo 
gger

   

trustStore    

userAcces 
sLoggingS 
ettings

   

userSetti 
ngs

   

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}
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#amazonworkspacessecurebrowser-dataProtectionSettings
#amazonworkspacessecurebrowser-dataProtectionSettings
#amazonworkspacessecurebrowser-dataProtectionSettings
#amazonworkspacessecurebrowser-identityProvider
#amazonworkspacessecurebrowser-identityProvider
#amazonworkspacessecurebrowser-ipAccessSettings
#amazonworkspacessecurebrowser-ipAccessSettings
#amazonworkspacessecurebrowser-networkSettings
#amazonworkspacessecurebrowser-networkSettings
#amazonworkspacessecurebrowser-portal
#amazonworkspacessecurebrowser-sessionLogger
#amazonworkspacessecurebrowser-sessionLogger
#amazonworkspacessecurebrowser-trustStore
#amazonworkspacessecurebrowser-userAccessLoggingSettings
#amazonworkspacessecurebrowser-userAccessLoggingSettings
#amazonworkspacessecurebrowser-userAccessLoggingSettings
#amazonworkspacessecurebrowser-userSettings
#amazonworkspacessecurebrowser-userSettings
#amazonworkspacessecurebrowser-aws_TagKeys
#amazonworkspacessecurebrowser-aws_TagKeys
#amazonworkspacessecurebrowser-aws_RequestTag___TagKey_
#amazonworkspacessecurebrowser-aws_RequestTag___TagKey_
#amazonworkspacessecurebrowser-aws_RequestTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

browserSe 
ttings

   

dataProte 
ctionSett 
ings

   

identityP 
rovider

   

ipAccessS 
ettings

   

networkSe 
ttings

   

portal    

sessionLo 
gger

   

trustStore    

userAcces 
sLoggingS 
ettings

   

userSetti 
ngs

   

 UntagReso 
urce

授予从资源删除一个或多个标
签的权限

标记

  aws:TagKe 
ys

 

 UpdateBro 
wserSettings

授予权限以更新浏览器设置 写入 browserSe 
ttings*
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#amazonworkspacessecurebrowser-browserSettings
#amazonworkspacessecurebrowser-browserSettings
#amazonworkspacessecurebrowser-dataProtectionSettings
#amazonworkspacessecurebrowser-dataProtectionSettings
#amazonworkspacessecurebrowser-dataProtectionSettings
#amazonworkspacessecurebrowser-identityProvider
#amazonworkspacessecurebrowser-identityProvider
#amazonworkspacessecurebrowser-ipAccessSettings
#amazonworkspacessecurebrowser-ipAccessSettings
#amazonworkspacessecurebrowser-networkSettings
#amazonworkspacessecurebrowser-networkSettings
#amazonworkspacessecurebrowser-portal
#amazonworkspacessecurebrowser-sessionLogger
#amazonworkspacessecurebrowser-sessionLogger
#amazonworkspacessecurebrowser-trustStore
#amazonworkspacessecurebrowser-userAccessLoggingSettings
#amazonworkspacessecurebrowser-userAccessLoggingSettings
#amazonworkspacessecurebrowser-userAccessLoggingSettings
#amazonworkspacessecurebrowser-userSettings
#amazonworkspacessecurebrowser-userSettings
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UntagResource.html
#amazonworkspacessecurebrowser-aws_TagKeys
#amazonworkspacessecurebrowser-aws_TagKeys
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateBrowserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateBrowserSettings.html
#amazonworkspacessecurebrowser-browserSettings
#amazonworkspacessecurebrowser-browserSettings


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateDat 
aProtecti 
onSettings

授予更新数据保护设置的权限 写入 dataProte 
ctionSett 
ings*

   

identityP 
rovider*

    UpdateIde 
ntityProvider

授予权限以更新身份提供商 写入

portal*    

 UpdateIpA 
ccessSettings

授予更新 IP 访问设置的权限 写入 ipAccessS 
ettings*
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https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateDataProtectionSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateDataProtectionSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateDataProtectionSettings.html
#amazonworkspacessecurebrowser-dataProtectionSettings
#amazonworkspacessecurebrowser-dataProtectionSettings
#amazonworkspacessecurebrowser-dataProtectionSettings
#amazonworkspacessecurebrowser-identityProvider
#amazonworkspacessecurebrowser-identityProvider
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateIdentityProvider.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateIdentityProvider.html
#amazonworkspacessecurebrowser-portal
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateIpAccessSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateIpAccessSettings.html
#amazonworkspacessecurebrowser-ipAccessSettings
#amazonworkspacessecurebrowser-ipAccessSettings


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateNet 
workSettings

授予权限以更新网络设置 写入 networkSe 
ttings*

  ec2:Creat 
eNetworkI 
nterface

ec2:Creat 
eNetworkI 
nterfaceP 
ermission

ec2:Creat 
eTags

ec2:Delet 
eNetworkI 
nterface

ec2:Delet 
eNetworkI 
nterfaceP 
ermission

ec2:Modif 
yNetworkI 
nterfaceA 
ttribute

 UpdatePortal 授予权限以更新 Web 门户 写入 portal*    

 UpdateSes 
sionLogger

授予更新会话记录器的权限 写入 sessionLo 
gger*

   

 UpdateTru 
stStore

授予权限以更新信任存储 写入 trustStor 
e*
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https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateNetworkSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateNetworkSettings.html
#amazonworkspacessecurebrowser-networkSettings
#amazonworkspacessecurebrowser-networkSettings
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdatePortal.html
#amazonworkspacessecurebrowser-portal
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateSessionLogger.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateSessionLogger.html
#amazonworkspacessecurebrowser-sessionLogger
#amazonworkspacessecurebrowser-sessionLogger
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateTrustStore.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateTrustStore.html
#amazonworkspacessecurebrowser-trustStore
#amazonworkspacessecurebrowser-trustStore


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 UpdateUse 
rAccessLo 
ggingSettings

授予权限以更新用户访问日志
记录设置

写入 userAcces 
sLoggingS 
ettings*

  kinesis:P 
utRecord

kinesis:P 
utRecords

 UpdateUse 
rSettings

授予更新用户设置的权限 写入 userSetti 
ngs*

   

由 Amazon WorkSpaces 安全浏览器定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 browserSe 
ttings

arn:${Partition}:workspaces-web:${Re 
gion}:${Account}:browserSettings/${B 
rowserSettingsId}

aws:ResourceTag/${ 
TagKey}

 identityP 
rovider

arn:${Partition}:workspaces-web:${Re 
gion}:${Account}:identityProvider/${ 
PortalId}/${IdentityProviderId}

aws:ResourceTag/${ 
TagKey}

 networkSe 
ttings

arn:${Partition}:workspaces-web:${Re 
gion}:${Account}:networkSettings/${N 
etworkSettingsId}

aws:ResourceTag/${ 
TagKey}

 portal arn:${Partition}:workspaces-web:${Re 
gion}:${Account}:portal/${PortalId}

aws:ResourceTag/${ 
TagKey}
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https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateUserAccessLoggingSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateUserAccessLoggingSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateUserAccessLoggingSettings.html
#amazonworkspacessecurebrowser-userAccessLoggingSettings
#amazonworkspacessecurebrowser-userAccessLoggingSettings
#amazonworkspacessecurebrowser-userAccessLoggingSettings
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateUserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_UpdateUserSettings.html
#amazonworkspacessecurebrowser-userSettings
#amazonworkspacessecurebrowser-userSettings
reference_policies_actions-resources-contextkeys.html#resources_table
reference_policies_actions-resources-contextkeys.html#resources_table
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_CreateBrowserSettings.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_CreateBrowserSettings.html
#amazonworkspacessecurebrowser-aws_ResourceTag___TagKey_
#amazonworkspacessecurebrowser-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_CreateIdentityProvider.html
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_CreateIdentityProvider.html
#amazonworkspacessecurebrowser-aws_ResourceTag___TagKey_
#amazonworkspacessecurebrowser-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_CreateNetworkSettings.html
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#amazonworkspacessecurebrowser-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_CreatePortal.html
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资源类型 ARN 条件键

 trustStore arn:${Partition}:workspaces-web:${Re 
gion}:${Account}:trustStore/${TrustS 
toreId}

aws:ResourceTag/${ 
TagKey}

 userSettings arn:${Partition}:workspaces-web:${Re 
gion}:${Account}:userSettings/${User 
SettingsId}

aws:ResourceTag/${ 
TagKey}

 userAcces 
sLoggingS 
ettings

arn:${Partition}:workspaces-web:${Re 
gion}:${Account}:userAccessLoggingSe 
ttings/${UserAccessLoggingSettingsId 
}

aws:ResourceTag/${ 
TagKey}

 ipAccessS 
ettings

arn:${Partition}:workspaces-web:${Re 
gion}:${Account}:ipAccessSettings/${ 
IpAccessSettingsId}

aws:ResourceTag/${ 
TagKey}

 dataProte 
ctionSettings

arn:${Partition}:workspaces-web:${Re 
gion}:${Account}:dataProtectionSetti 
ngs/${DataProtectionSettingsId}

aws:ResourceTag/${ 
TagKey}

 sessionLo 
gger

arn:${Partition}:workspaces-web:${Re 
gion}:${Account}:sessionLogger/${Ses 
sionLoggerId}

aws:ResourceTag/${ 
TagKey}

Amazon WorkSpaces 安全浏览器的条件密钥

Amazon WorkSpaces 安全浏览器定义了以下条件密钥，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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https://docs.aws.amazon.com/workspaces-web/latest/APIReference/API_CreateTrustStore.html
#amazonworkspacessecurebrowser-aws_ResourceTag___TagKey_
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reference_policies_actions-resources-contextkeys.html#context_keys_table
reference_policies_actions-resources-contextkeys.html#context_keys_table
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

Amazon WorkSpaces 瘦客户机的操作、资源和条件密钥

Amazon Th WorkSpaces in Client（服务前缀:thinclient）提供以下特定于服务的资源、操作和条
件上下文密钥以在 IAM 权限策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• 由 Amazon WorkSpaces 瘦客户机定义的操作

• 由 Amazon WorkSpaces 瘦客户机定义的资源类型

• Amazon WorkSpaces 瘦客户机的条件密钥

由 Amazon WorkSpaces 瘦客户机定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
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操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。

Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 CreateEnv 
ironment

授予创建环境的权限 写入   aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

appstream 
:Describe 
Stacks

iam:Creat 
eServiceL 
inkedRole

workspace 
s-
web:Get 
Portal

workspace 
s-
web:Get 
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_CreateEnvironment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_CreateEnvironment.html
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#amazonworkspacesthinclient-aws_RequestTag___TagKey_
#amazonworkspacesthinclient-aws_ResourceTag___TagKey_
#amazonworkspacesthinclient-aws_ResourceTag___TagKey_
#amazonworkspacesthinclient-aws_ResourceTag___TagKey_
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

UserSetti 
ngs

workspace 
s:Describ 
eWorkspac 
eDirector 
ies

device*     DeleteDev 
ice

授予删除设备的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

environme 
nt*

    DeleteEnv 
ironment

授予删除环境的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

device*     Deregiste 
rDevice

授予注销设备的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

device*     GetDevice 授予获取设备的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_DeleteDevice.html
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#amazonworkspacesthinclient-aws_ResourceTag___TagKey_
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_DeregisterDevice.html
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_GetDevice.html
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#amazonworkspacesthinclient-aws_ResourceTag___TagKey_


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

device*     GetDevice 
Details [仅权
限]

授予获取设备详细信息的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

environme 
nt*

    GetEnviro 
nment

授予获取环境详细信息的权限 读取

  aws:Resou 
rceTag/${ 
TagKey}

 

softwares 
et*

    GetSoftwa 
reSet

授予获取软件集详细信息的权
限

读取

  aws:Resou 
rceTag/${ 
TagKey}

 

device*     ListDevic 
eSessions [仅
权限]

授予以列出设备会话的权限 列表

  aws:Resou 
rceTag/${ 
TagKey}

 

 ListDevices 授予权限以列出设备 列表      

 ListEnvir 
onments

授予列出环境的权限 列表      

 ListSoftw 
areSets

授予列出软件集的权限 列表      

 ListTagsF 
orResource

授予权限以列出资源的标签 列表 device    
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$%7BAPIReferenceDocPage%7D
$%7BAPIReferenceDocPage%7D
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

environme 
nt

   

softwares 
et

   

  aws:Resou 
rceTag/${ 
TagKey}

 

device    

environme 
nt

   

softwares 
et

   

 TagResour 
ce

授予权限以将一个或多个标签
添加到资源中

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

aws:Resou 
rceTag/${ 
TagKey}

 

device     UntagReso 
urce

授予从资源删除一个或多个标
签的权限

标记

environme 
nt
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

softwares 
et

   

  aws:TagKe 
ys

aws:Resou 
rceTag/${ 
TagKey}

 

device*     UpdateDev 
ice

授予更新设备的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}
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#amazonworkspacesthinclient-softwareset
#amazonworkspacesthinclient-aws_TagKeys
#amazonworkspacesthinclient-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

environme 
nt*

  appstream 
:Describe 
Stacks

workspace 
s-
web:Get 
Portal

workspace 
s-
web:Get 
UserSetti 
ngs

workspace 
s:Describ 
eWorkspac 
eDirector 
ies

 UpdateEnv 
ironment

授予更新环境的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

softwares 
et*

    UpdateSof 
twareSet

授予更新软件集的权限 写入

  aws:Resou 
rceTag/${ 
TagKey}
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_UpdateEnvironment.html
#amazonworkspacesthinclient-aws_ResourceTag___TagKey_
#amazonworkspacesthinclient-aws_ResourceTag___TagKey_
#amazonworkspacesthinclient-aws_ResourceTag___TagKey_
#amazonworkspacesthinclient-softwareset
#amazonworkspacesthinclient-softwareset
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由 Amazon WorkSpaces 瘦客户机定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 environment arn:${Partition}:thinclient:${Region 
}:${Account}:environment/${Environme 
ntId}

aws:ResourceTag/${ 
TagKey}

 device arn:${Partition}:thinclient:${Region 
}:${Account}:device/${DeviceId}

aws:ResourceTag/${ 
TagKey}

 softwareset arn:${Partition}:thinclient:${Region 
}:${Account}:softwareset/${SoftwareS 
etId}

aws:ResourceTag/${ 
TagKey}

Amazon WorkSpaces 瘦客户机的条件密钥

Amazon Th WorkSpaces in Client 定义了以下条件键，这些条件键可用于 IAM 策略的Condition元
素。您可以使用这些键进一步细化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键
表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。

条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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AWS X-Ray 的操作、资源和条件键

AWS X-Ray（服务前缀:xray）提供以下特定于服务的资源、操作和条件上下文密钥，供在 IAM 权限
策略中使用。

参考：

• 了解如何配置该服务。

• 查看适用于该服务的 API 操作列表。

• 了解如何使用 IAM 权限策略保护该服务及其资源。

主题

• AWS X-Ray 定义的操作

• AWS X-Ray 定义的资源类型

• AWS X-Ray 的条件键

AWS X-Ray 定义的操作

您可以在 IAM 策略语句的 Action 元素中指定以下操作。可以使用策略授予在 AWS中执行操作的权
限。您在策略中使用一项操作时，通常使用相同的名称允许或拒绝对 API 操作或 CLI 命令的访问。但
在某些情况下，单一动作可控制对多项操作的访问。还有某些操作需要多种不同的动作。

“操作” 表的 “访问级别” 列描述了如何对操作进行分类（列出、读取、权限管理或标记）。此分类可以
帮助您了解当您在策略中使用操作时，相应操作授予的访问级别。有关访问级别的更多信息，请参阅策
略摘要中的访问级别。

操作表的资源类型列指示每项操作是否支持资源级权限。如果该列没有任何值，您必须在策略语句的
Resource 元素中指定策略应用的所有资源（“*”）。通过在 IAM policy 中使用条件来筛选访问权限，
以控制是否可以在资源或请求中使用特定标签键。如果操作具有一个或多个必需资源，则调用方必须
具有使用这些资源来使用该操作的权限。必需资源在表中以星号 (*) 表示。如果您在 IAM policy 中使用
Resource 元素限制资源访问权限，则必须为每种必需的资源类型添加 ARN 或模式。某些操作支持多
种资源类型。如果资源类型是可选的（未指示为必需），则可以选择使用一种可选资源类型。

操作表的条件键列包括可以在策略语句的 Condition 元素中指定的键。有关与服务资源关联的条件键
的更多信息，请参阅资源类型表的条件键列。
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Note

资源条件键在资源类型表中列出。您可以在操作表的资源类型（* 为必需）列中找到应用于某
项操作的资源类型的链接。资源类型表中的资源类型包括条件密钥列，这是应用于操作表中操
作的资源条件键。

有关下表中各列的详细信息，请参阅操作表。

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 BatchGetT 
raceSumma 
ryById [仅权
限]

授予权限以检索 ID 指定的跟踪
列表的元数据

读取      

 BatchGetT 
races

授予权限以检索按 ID 指定的
跟踪列表。每个跟踪是一组分
段文档，由单个请求生成。 
GetTraceSummaries 用于获取
跟踪列表 IDs

列表      

 CancelTra 
ceRetrieval

授予取消 StartTraceRetrieval 
使用提供的启动的正在进行的
跟踪检索任务的权限 Retrieval 
Token。成功取消将返回 HTTP 
200 响应

读取      

group*     CreateGroup 授予权限以使用名称和筛选条
件表达式创建组资源

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys
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reference_policies_actions-resources-contextkeys.html#actions_table
https://docs.aws.amazon.com/xray/latest/devguide/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-console
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https://docs.aws.amazon.com/xray/latest/api/API_BatchGetTraces.html
https://docs.aws.amazon.com/xray/latest/api/API_BatchGetTraces.html
API_CancelTraceRetrieval.html
API_CancelTraceRetrieval.html
#awsx-ray-group
https://docs.aws.amazon.com/xray/latest/api/API_CreateGroup.html
#awsx-ray-aws_RequestTag___TagKey_
#awsx-ray-aws_RequestTag___TagKey_
#awsx-ray-aws_RequestTag___TagKey_
#awsx-ray-aws_TagKeys
#awsx-ray-aws_TagKeys
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

sampling- 
rule*

    CreateSam 
plingRule

授予权限以创建规则，用于控
制分析的应用程序的采样行为

Write

  aws:Reque 
stTag/${T 
agKey}

aws:TagKe 
ys

 

group*     DeleteGroup 授予权限以删除组资源 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 DeleteRes 
ourcePolicy

授予权限以删除资源策略 写入   xray:Reso 
urcePolic 
yName

 

sampling- 
rule*

    DeleteSam 
plingRule

授予权限以删除采样规则 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetDistin 
ctTraceGr 
aphs [仅权限]

授予检索一条或多条特定跟踪
的不同服务图表的权限 IDs

读取      

 GetEncryp 
tionConfig

授予权限以检索 X-Ray 数据的
当前加密配置

Read      

 GetGroup 授予权限以检索组资源详细信
息

Read group*    
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#awsx-ray-sampling-rule
#awsx-ray-sampling-rule
https://docs.aws.amazon.com/xray/latest/api/API_CreateSamplingRule.html
https://docs.aws.amazon.com/xray/latest/api/API_CreateSamplingRule.html
#awsx-ray-aws_RequestTag___TagKey_
#awsx-ray-aws_RequestTag___TagKey_
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#awsx-ray-aws_TagKeys
#awsx-ray-aws_TagKeys
#awsx-ray-group
https://docs.aws.amazon.com/xray/latest/api/API_DeleteGroup.html
#awsx-ray-aws_ResourceTag___TagKey_
#awsx-ray-aws_ResourceTag___TagKey_
#awsx-ray-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/xray/latest/api/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/xray/latest/api/API_DeleteResourcePolicy.html
#awsx-ray-xray_ResourcePolicyName
#awsx-ray-xray_ResourcePolicyName
#awsx-ray-xray_ResourcePolicyName
#awsx-ray-sampling-rule
#awsx-ray-sampling-rule
https://docs.aws.amazon.com/xray/latest/api/API_DeleteSamplingRule.html
https://docs.aws.amazon.com/xray/latest/api/API_DeleteSamplingRule.html
#awsx-ray-aws_ResourceTag___TagKey_
#awsx-ray-aws_ResourceTag___TagKey_
#awsx-ray-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/xray/latest/devguide/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-console
https://docs.aws.amazon.com/xray/latest/devguide/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-console
https://docs.aws.amazon.com/xray/latest/devguide/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-console
https://docs.aws.amazon.com/xray/latest/api/API_GetEncryptionConfig.html
https://docs.aws.amazon.com/xray/latest/api/API_GetEncryptionConfig.html
https://docs.aws.amazon.com/xray/latest/api/API_GetGroup.html
#awsx-ray-group
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

  aws:Resou 
rceTag/${ 
TagKey}

 

 GetGroups 授予权限以检索所有活动组详
细信息

读取      

 GetIndexi 
ngRules

授予检索所有索引规则的权
限。索引规则用于确定通过 
CloudWatchLogs 目标采集并
由 X-Ray 索引的跨度的服务器 
端采样率

读取      

 GetInsight 授予权限以检索特定见解的详
细信息

Read      

 GetInsigh 
tEvents

授予权限以检索特定见解的事
件

Read      

 GetInsigh 
tImpactGraph

授予权限以检索服务图中受特
定见解影响的部分

Read      

 GetInsigh 
tSummaries

授予权限以使用可选筛选器，
按照组和时间范围检索所有见
解的摘要

读取      

 GetRetrie 
vedTraces 
Graph

根据事务搜索 CloudWatch 日
志组中的指定 RetrievalToken 
内容，授予检索跟踪服务图表
的权限

读取      

 GetSampli 
ngRules

授予权限以检索所有采样规则 Read      
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#awsx-ray-aws_ResourceTag___TagKey_
#awsx-ray-aws_ResourceTag___TagKey_
#awsx-ray-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/xray/latest/api/API_GetGroups.html
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https://docs.aws.amazon.com/xray/latest/api/API_GetInsightImpactGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightImpactGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightSummaries.html
API_GetRetrievedTracesGraph.html
API_GetRetrievedTracesGraph.html
API_GetRetrievedTracesGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetSamplingRules.html
https://docs.aws.amazon.com/xray/latest/api/API_GetSamplingRules.html


服务授权参考 服务授权参考

操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 GetSampli 
ngStatist 
icSummaries

授予权限以检索有关所有采样
规则的最新采样结果的信息

Read      

 GetSampli 
ngTargets

授予权限以请求服务用于采样
请求的规则的采样配额

Read      

 GetServic 
eGraph

授予权限以检索文档，其中包
含处理传入请求的服务，以及
这些请求作为结果调用的下游
服务的介绍

Read      

 GetTimeSe 
riesServi 
ceStatistics

授予权限以获取按时间间隔划
分的特定时间范围定义的服务
统计数据的聚合

读取      

 GetTraceG 
raph

授予检索一条或多条特定跟踪
的服务图表的权限 IDs

读取      

 GetTraceS 
egmentDes 
tination

授予权限以检索发送到 
PutTraceSegments 和 
OpenTelemetry API 的数据的
当前目的地

读取      

 GetTraceS 
ummaries

使用可选筛选器授予在指定时
间范围内检索可用跟踪的权限 
IDs 和元数据。要获取完整的
轨迹，请将轨迹 IDs 传递给 
BatchGetTraces

读取      

 Link [仅权限] 授予权限以与监视帐户共享 X 
射线资源

写入      

 ListResou 
rcePolicies

授予权限以列出资源策略 列表      
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https://docs.aws.amazon.com/xray/latest/api/API_ListResourcePolicies.html
https://docs.aws.amazon.com/xray/latest/api/API_ListResourcePolicies.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 ListRetri 
evedTraces

授予 RetrievalToken 从事务搜
索 CloudWatch 日志组中检索
给定跟踪列表的权限

列表      

group     ListTagsF 
orResource

授予权限以列出 X-Ray 资源的
标签

List

sampling- 
rule

   

 PutEncryp 
tionConfig

授予权限以更新 X-Ray 数据加
密配置

权限管理      

 PutResour 
cePolicy

授予权限以创建或更新资源策
略

写入   xray:Reso 
urcePolic 
yName

 

 PutSpans 授予将 OpenTelemetry 跨度上
传到 X-Ray 的 AWS 权限

写入      

 PutSpansF 
orIndexing
[仅权限]

授予将跨度上传到 AWS X-Ray 
以进行索引的权限

写入      

 PutTeleme 
tryRecords

授予向服务发送 AWS X-Ray 
守护程序遥测数据的权限

写入      

 PutTraceS 
egments

授予将区段文档上传到 AWS 
X-Ray 的权限。X-Ray 开发工
具包生成分段文档并发送给 X-
Ray 守护程序，再由守护程序
批量上传

写入      

AWS X-Ray 4411

API_ListRetrievedTraces.html
API_ListRetrievedTraces.html
#awsx-ray-group
https://docs.aws.amazon.com/xray/latest/api/API_ListTagsForResource.html
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#awsx-ray-sampling-rule
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-OTLPEndpoint.html
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https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

 StartTrac 
eRetrieval

授予使用指定时间范围启动跟
踪检索过程的权限，并在事务
搜索 CloudWatch 日志组 IDs 
上为给定跟踪启动跟踪检索过
程

读取      

group    

sampling- 
rule

   

 TagResour 
ce

授予权限以将标签添加到 X-
Ray 资源中

Tagging

  aws:TagKe 
ys

aws:Reque 
stTag/${T 
agKey}

 

group    

sampling- 
rule

   

 UntagReso 
urce

授予权限以从 X-Ray 资源中删
除标签

Tagging

  aws:TagKe 
ys

 

group*     UpdateGro 
up

授予权限以更新组资源 写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateInd 
exingRule

授予修改索引规则配置的权限 写入      
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API_StartTraceRetrieval
API_StartTraceRetrieval
#awsx-ray-group
#awsx-ray-sampling-rule
#awsx-ray-sampling-rule
https://docs.aws.amazon.com/xray/latest/api/API_TagResource.html
https://docs.aws.amazon.com/xray/latest/api/API_TagResource.html
#awsx-ray-aws_TagKeys
#awsx-ray-aws_TagKeys
#awsx-ray-aws_RequestTag___TagKey_
#awsx-ray-aws_RequestTag___TagKey_
#awsx-ray-aws_RequestTag___TagKey_
#awsx-ray-group
#awsx-ray-sampling-rule
#awsx-ray-sampling-rule
https://docs.aws.amazon.com/xray/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/xray/latest/api/API_UntagResource.html
#awsx-ray-aws_TagKeys
#awsx-ray-aws_TagKeys
#awsx-ray-group
https://docs.aws.amazon.com/xray/latest/api/API_UpdateGroup.html
https://docs.aws.amazon.com/xray/latest/api/API_UpdateGroup.html
#awsx-ray-aws_ResourceTag___TagKey_
#awsx-ray-aws_ResourceTag___TagKey_
#awsx-ray-aws_ResourceTag___TagKey_
https://docs.aws.amazon.com/xray/latest/api/API_UpdateIndexingRule.html
https://docs.aws.amazon.com/xray/latest/api/API_UpdateIndexingRule.html
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操作 描述 访问级别 资源类型
（* 为必
需）

条件键 相关操作

sampling- 
rule*

    UpdateSam 
plingRule

授予权限以修改采样规则的配
置

写入

  aws:Resou 
rceTag/${ 
TagKey}

 

 UpdateTra 
ceSegment 
Destination

授予修改发送到 PutTraceS 
egments 和 OpenTelemetry 
API 的数据目的地的权限

写入   xray:Trac 
eSegmentD 
estination

 

AWS X-Ray 定义的资源类型

以下资源类型是由该服务定义的，可以在 IAM 权限策略语句的 Resource 元素中使用这些资源类
型。操作表中的每个操作指定了可以使用该操作指定的资源类型。您也可以在策略中包含条件键，从
而定义资源类型。这些键显示在资源类型表的最后一列。有关下表中各列的详细信息，请参阅资源类型
表。

资源类型 ARN 条件键

 group arn:${Partition}:xray:${Region}:${Ac 
count}:group/${GroupName}/${Id}

aws:ResourceTag/${ 
TagKey}

 sampling- 
rule

arn:${Partition}:xray:${Region}:${Ac 
count}:sampling-rule/${SamplingRuleN 
ame}

aws:ResourceTag/${ 
TagKey}

AWS X-Ray 的条件键

AWS X-Ray 定义了以下可在 IAM 策略Condition元素中使用的条件键。您可以使用这些键进一步细
化应用策略语句的条件。有关下表中各列的详细信息，请参阅条件键表。

要查看适用于所有服务的全局条件密钥，请参阅AWS 全局条件上下文密钥。
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#awsx-ray-sampling-rule
#awsx-ray-sampling-rule
https://docs.aws.amazon.com/xray/latest/api/API_UpdateSamplingRule.html
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条件键 描述 类型

 aws:Reque 
stTag/${TagKey}

按请求中传递的标签筛选访问权限 字符串

 aws:Resou 
rceTag/${ 
TagKey}

按与资源关联的标签筛选访问权限 字符串

 aws:TagKeys 按请求中传递的标签键筛选访问权限 ArrayOfString

 xray:Reso 
urcePolicyName

在请求 PolicyName 中筛选访问权限 字符串

 xray:Trac 
eSegmentD 
estination

按请求中的 TraceSegmentDestination 类型筛选访问权限 字符串

相关资源

有关 IAM 用户指南 中的相关信息，请参阅以下资源：

• 教程：创建和附加您的第一个客户托管策略

• AWS 与 IAM 配合使用的服务

• 策略评估逻辑
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用于编程访问的简化 AWS 服务 信息
AWS 以 JSON 格式提供服务参考信息，以简化策略管理工作流程的自动化。借助服务参考信息，您可
以通过机器可读文件访问可用的操作、资源和条件键。 AWS 服务 服务参考信息包括授权详细信息之
外的元数据，包括 IAM 操作上次访问信息和 IAM Access Analyzer 策略生成数据。

安全管理员可以建立防护栏，开发人员可以通过识别每个应用程序的可用操作、资源和条件密钥来确保
对应用程序的适当访问。 AWS 服务 AWS 提供了的服务参考信息 AWS 服务 ，使您可以将元数据整合
到策略管理工作流程中。

• 有关在 IAM 策略中使用的操作、资源和条件密钥的清单，请参阅服务授权参考页面 AWS 服务。共
享服务前缀的服务的操作、资源和条件密钥可以在《服务授权参考》中分为多个页面。

• 有关显示 IAM 操作上次访问信息的列表 AWS 服务 和操作，请参阅 IAM 用户指南中的 IAM 操作上
次访问的信息服务和操作。

• 有关 IAM Access Analyzer 生成包含操作级信息的策略的列表 AWS 服务 和操作，请参阅 IAM 用户
指南中的 IAM Access Analyzer 策略生成服务。

《服务授权参考》中显示的内容可能以不同的方式呈现或包含不同的元数据。有关更多信息，请参阅
其他字段定义。

Note

对服务参考信息的更改最多可能需要 24 小时才能反映在服务的元数据列表中。

访问 AWS 服务 参考信息

1. 导航到服务参考信息以访问提供参考信息的列表。 AWS 服务

以下示例显示了服务的部分列表及其各自 URLs 的参考信息：

[  
    {  
        "service": "s3",  
        "url": "https://servicereference.us-east-1.amazonaws.com/v1/s3/s3.json"  
    },  
    {  
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        "service": "dynamodb",  
        "url": "https://servicereference.us-east-1.amazonaws.com/v1/dynamodb/
dynamodb.json"  
    },  
    …
]

2. 选择一项服务，然后导航到该服务url字段的服务信息页面，以查看该服务的操作、资源和条件键
列表。

以下示例显示了 Amazon S3 的部分服务参考信息列表：

{ 
    "Name": "s3", 
    "Actions": [ 
        { 
            "Name": "GetObject", 
            "ActionConditionKeys": [ 
                "s3:AccessGrantsInstanceArn", 
                "s3:AccessPointNetworkOrigin", 
                "s3:DataAccessPointAccount", 
                "s3:DataAccessPointArn", 
                "s3:ExistingObjectTag/key", 
                "s3:ResourceAccount", 
                "s3:TlsVersion", 
                "s3:authType", 
                "s3:if-match", 
                "s3:if-none-match", 
                "s3:signatureAge", 
                "s3:signatureversion", 
                "s3:x-amz-content-sha256" 
            ], 
            "Annotations" : { 
                "Properties" : { 
                    "IsList" : false, 
                    "IsPermissionManagement" : false, 
                    "IsTaggingOnly" : false, 
                    "IsWrite" : false 
                } 
            }, 
            "Resources": [ 
                { 
                    "Name": "object" 
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                } 
            ], 
            "SupportedBy" : { 
                "IAM Access Analyzer Policy Generation" : false, 
                "IAM Action Last Accessed" : false 
            } 
        }, 
        { 
            "Name": "ListBucket", 
            "ActionConditionKeys": [ 
                "s3:AccessGrantsInstanceArn", 
                "s3:AccessPointNetworkOrigin", 
                "s3:DataAccessPointAccount", 
                "s3:DataAccessPointArn", 
                "s3:ResourceAccount", 
                "s3:TlsVersion", 
                "s3:authType", 
                "s3:delimiter", 
                "s3:max-keys", 
                "s3:prefix", 
                "s3:signatureAge", 
                "s3:signatureversion", 
                "s3:x-amz-content-sha256" 
            ], 
            "Annotations" : { 
                "Properties" : { 
                    "IsList" : true, 
                    "IsPermissionManagement" : false, 
                    "IsTaggingOnly" : false, 
                    "IsWrite" : false 
                } 
            }, 
            "Resources": [ 
                { 
                    "Name": "bucket" 
                } 
            ], 
            "SupportedBy" : { 
                "IAM Access Analyzer Policy Generation" : false, 
                "IAM Action Last Accessed" : false 
            } 
        }, 
        ... 
    ], 
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    "ConditionKeys": [ 
        { 
            "Name": "s3:TlsVersion", 
            "Types": [ 
                "Numeric" 
            ] 
        }, 
        { 
            "Name": "s3:authType", 
            "Types": [ 
                "String" 
            ] 
        }, 
        ... 
    ], 
    "Resources": [ 
        { 
            "Name": "accesspoint", 
            "ARNFormats": [ 
                "arn:${Partition}:s3:${Region}:${Account}:accesspoint/
${AccessPointName}" 
            ] 
        }, 
        { 
            "Name": "bucket", 
            "ARNFormats": [ 
                "arn:${Partition}:s3:::${BucketName}" 
            ] 
        } 
        ... 
    ], 
    "Version": "v1.3"
}

3. 通过服务 URL 下载 JSON 文件以用于您的策略制定工作流程。

其他字段定义

操作属性提供有关服务操作的其他元数据，以帮助根据其权限范围对其进行分类。这些属性位于每个操
作的Annotations字段下。元数据由四个布尔值组成：

• IsList— 提供无需访问资源内容即可发现和列出资源（包括基本元数据）的权限。

其他字段定义 4418
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示例-此属性true用于 Amazon S3 ListBucket 操作，允许用户无需自己访问对象即可查看存储桶
列表。

• IsPermissionManagement— 提供修改 IAM 权限或访问凭证的权限。

示例-此属性true适用于大多数 IAM 和 AWS Organizations 操作，以及 Amazon S3 操作，例
如PutBucketPolicy和DeleteBucketPolicy。

• IsTaggingOnly— 仅提供修改标签的权限。

示例 — 此属性true用于 IAM 操作TagRole和UntagRole，而此属性false用于，CreateRole因
为它除了标记之外还提供了更广泛的权限。

• IsWrite— 提供修改资源的权限，其中可能包括修改标签。

示例-此属性true适用于 Amazon S3 操作 CreateBucketDeleteBucket，PutObject因为它们
允许修改资源。

Note

这些属性不是相互排斥的。一个动作可以将多个属性设置为true。
从Amazon S3的GetObject操作中可以看出false，所有属性也是可能的。这表示该操作仅
授予对象的读取权限。

这些属性可用于生成有关服务的见解。以下示例显示了哪些带有s3前缀的权限允许变更资源：

> curl https://servicereference.us-east-1.amazonaws.com/v1/s3/s3.json | \ 
    jq '.Actions[] | select(.Annotations.Properties.IsWrite == true) | .Name'

"AssociateAccessGrantsIdentityCenter"
"BypassGovernanceRetention"
"CreateAccessGrant"
"CreateAccessGrantsInstance"
"CreateAccessGrantsLocation"
...

以下示例显示了您可以使用哪些带有lambda前缀的操作条件键来限制对权限管理操作的访问权限：

> curl https://servicereference.us-east-1.amazonaws.com/v1/lambda/lambda.json | \ 
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    jq '.Actions[] | select(.Annotations.Properties.IsPermissionManagement == true) | 
 {Name: .Name, ActionConditionKeys: (.ActionConditionKeys // [])}' 
  
{ 
   "Name": "AddLayerVersionPermission", 
    "ActionConditionKeys": []
}
{ 
    "Name": "AddPermission", 
    "ActionConditionKeys": [ 
        "lambda:FunctionUrlAuthType", 
        "lambda:Principal" 
    ]
}
{ 
    "Name": "DisableReplication", 
    "ActionConditionKeys": []
}
{ 
    "Name": "EnableReplication", 
    "ActionConditionKeys": []
}
{ 
    "Name": "RemoveLayerVersionPermission", 
    "ActionConditionKeys": []
}
{ 
    "Name": "RemovePermission", 
    "ActionConditionKeys": [ 
        "lambda:FunctionUrlAuthType", 
        "lambda:Principal" 
    ]
}

其他字段定义 4420



服务授权参考 服务授权参考

本文属于机器翻译版本。若本译文内容与英语原文存在差异，则一律以英文原文为准。
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