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BRETAEHMNRSHERRE,

« BATNMBRARFTEIMR , SURERNFEEHIR,

- ZRRFRFEH Lambda BRBUHITHRIBLE, %R 5 RFGEIEFME Amazon S3 F DynamoDB
h, HERUNRBESNTRAXESP,

AT BRA R A 1 BE R A AY R A B A= KB RIR U UL B R 5 RAY

« ZERTRERTIRS /RN , URENKEABRE T BEMATAM.

« ZRRFRBINBIERITO XML ACERRBOGFELAHEHERBREER , NTRSHEES
AEo

« ZERERBRBLBAINHAMEE, BINNERLSREZQMNEFTTRNBREBZHITERZ , K
BRI M R K T

AL
A R BATR I A B L AL 3 0 R SRR SR AR I AR R T R0

- ZMRAERFEALTHRFZHEN , ERFRAFIEHIREAERR,
- BRARNWITEREBRIAN Lambda , EERAERE, pay-per-use
« Athena BIEFEMERLT ML , TRDHFELEE , NMRERAR,

4|
i
o
HE

AT B RA R0 fE A AT 4R 1 S A Y TR U AN S A SRR SRR I L R IR 77 SR Y o

TR =


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/performance-efficiency-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/sustainability-pillar/sustainability-pillar.html
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« ZBBRF RERTTEMERS 27RS K& AR E 5 2 5 3% AR S5 X TR R HY 208
- EEFSETAMERS RN BEAL | ZBRAEENERSF[RITEERDEEL,




AWS WAF f1Z 2Bzt KhEdE

M

SR

AT AR RR T RVA M AWS BRS |, BARIX LA Mo th B THERY R I9 1R

W ERRF RPN AWS BRF

AWS g% R

AWS WAF Bl EBE AWS WAF Web ACL, AWS &
HUANL, BEXAMF IP £, £H AWS
WAF API & F LAPR 1E & WL I F R Web N A
EFo

Amazon Data Firehose By, & AWS WAF HESERTL 7 S3 F4#
Mo

Amazon S3 % 17 AWS WAF CloudFront, %1 ALB H
e

AWS Lambda Bt SPEBZ A Lambda MBUAZIFBEE UM
s

Amazon EventBridge B, SIEZEHMNLLEA Lambda,

Amazon Athena Y. BlE Athena EH R TIEA LA #F Athena
& ES o

AWS Glue Y, RIBRBUEEMRLZEE Athena BHEBEN
8%

Amazon SNS . AERTLSREEBEHIRS (Amazon SNS)
Simple Notification Service B FHR4FEE , X
BFEAFMIELNEE ERE IP,

AWS Systems Manager XF. RENAREFREREE , FAUHLEIR

BRAEM R AR,

BLARIR TS SR E AWS BRSS


https://aws.amazon.com/waf/
https://aws.amazon.com/kinesis/data-firehose/
https://aws.amazon.com/s3/
https://aws.amazon.com/lambda/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/athena/
https://aws.amazon.com/glue/
https://aws.amazon.com/sns/
https://aws.amazon.com/systems-manager/
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SN gl

WMBERBLR P FTIR | B=NET AT AL HTTP 2 AR AR RN R R . U TETREFHAM
FRFRIX LT,

AWS WAF ETFERpH N

ETEZENHANTHETF HTTP HABHF, BRINERT , ETERNHANLBIFER IP k33 F R
TREFMERRS, RRAZRATRIEERFEIPERE. BEFEFTN A28 AEFHN Web B3R
HE, MBEENIP#uHER TERENAE , AWS WAF QFEILEFHNER  BEFERERETEENE
o

MRBFEREFNSEDHED 2,000 MER , HEETEH#TAEN , RINBWEERETERHM
MR, BN, FiTEERBEFERBSR R RNR,

HALE - SEEAN  FEEALASHRARNBHEL, BXFLEL  FEARARTAE
4,

I 3% Athena BHEBEATER

HTTP Flood Protec tion 1 Scanner & Prob e Prot ec tion # RS #1214t Athena B EBEATERIZI,
BUEfE , M CloudFormation & Athena it XY Lambda B¥X , fAZt4mHE Athena iE1T, 43
ZRBEMEH AWS WAF, It Lambda EEEHBEE N B H 251217 —IR CloudWatch WEHIFA,
AILAEF Athena B {TRIAIITXISEXN E#THE,

MRETEFERAET AWS WAF RN | HFEHE SQL REMEEN , RINBUUEIEZF %I,
BXNAERBRINEHNEZELE |, BSHEE Amazon Athena &Eif,

HTTP #KBriP EF AWS WAF 58 A BB HER WAF BEXH. 5 ALB B E/ & fi et 8 48
kb, WAF 158 A KB MIERER BRI ER , @R AEAEXRERIRE HTTP #k¥RJR. CloudFront
BR , BUME BUEHBNFENSFRT BRSSP IERE CloudFront 3 ALB A AR F gE#E I
BIRAREE,

(® Note

MREZVNBVBAESEREES ALBBXE , IRELETAESMRVEZITH
CloudFront , BR3E HTTP #kBhF MRS RN BF R EAREA Lambda HEEHTES.

B & AT 2R 1% I 14


https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based-aggregation-options.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based-aggregation-options.html
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AWS Lambda B &fE4TE5

HTTP HoKkBrH#F FMPA I FIEN BJRIFEIRSHURM T AWS Lambda B EMFTERET, NHETER
) AWS WAF BN A Amazon Athena HEEHTERIEIAATARN , XA Lambda BEBTER. Lhik
MP— N NEHBERYER , EEREEELENXH L TXHLEN, i, —N IP ERAERBEIR
AREERENHES  ERATXEEEEF s N FTEANXY , RSN FHEHOBETE BT E
o

® Note

A MREEHRASZIERERES ALB XX E CloudFront , ML 4kt T Pk Ay H S #E
Hr BRIE TR A RIR B MR LR R0EBD .

BHFAEER

WMEMEFR , ZBRAROOENEGERBILRREE IP stk HIFEF IR AWS WAF FRIESIZR
F, UTEFEFEFABRAPNE AL,

/p\ﬁ*ﬁ%ﬁ }A_FH%E}-._

R RREFF B S #RAT 388 B T BrSu 3 # 2R MR M 25

B R FF B S AT 2R

AWS Lambda B & #4725 15
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Web application resources o
2 - B

. Amazon CloudFront Application Load Balancer Amazon 53
Valid users requests Access Logs

8&% x AWS WAF i Scanner & Probe |
! Athena Log Parser !

Attackers &) AWS WAF ; enabled

Scanner & Probe

> @

AWS Lambda o Amazon Athena
App Log Parser

o |

1. 3 CloudFront =f ALB R F&R&EH Web MAEFWEIERN , ©&Fi5R BEKEE Amazon S3 7
R
a. (k) MRMYes - Amazon Athena log parser NERSFILE “BIE HTTP BhR{RP”
M BUEHESENBENZERS" , Lambda BB E1H [ B EEE Amazon S3 EREMNERE X4
X <customer-bucket>/AWSLogs s EIF 9 X X H* <customer-bucket> /AWSLogs -
partitioned/ <optional-prefix> /year= <YYYY> /month= <MM> /day= <DD> /hour=
<HH> [,

b. ( Wik ) MRBERyesHBBERFERIE S3 UEERSH , WEEHREERKBULEAEH T
HoXX#Hx , NEFIER B SFH,

@ Note
St F Athena B EEITES |, R A RRIEEIBE L FERF RZEXNEEERN Amazon S3
FHEBNHFESHITIK, NREENVUEEHEHTOIXK , SN ERBUBRARGF
X L B & L4523 Amazon S3,

2. RIF[LEFRVERSE BUE HTTP Bt R M BUEHBNANENEFRP”  WBRSRERAUT
FEZ—RUGEEE

RS ER-RL AR P 16
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a. Lambda-8X1E Amazon S3 FEEHFE A E B &R , #HLFE 3 Lambda Log Parser &
8
b. Athena-BRiATER T , I FERN R Athena BEHE R DIIEIT—IX |, W HFHEZE R AWS

WAF, ttEIRRAEHES) |, % CloudWatch B4 B ATRIE(T Athena §1’lﬂE’J Lambda Bk ,
FF4E R #EIE R AWS WAF,

3. ZMRARDIWAERYRE , LBEFALE N RTELSHEIRN IP tit, ARG, ZBRERESEN
AWS WAF IP iR E&H , MEEEFFENWEERANFRIXL P i#bit,

A S f# AT ER-AWS WAF

MRMyes - Amazon Athena log parser}y “BUE HTTP BRI E#yes - AWS Lambda
log parser@ , Nk RARAMBEEATAY | XLEHH2EHT AWS WAF BE , URBIFIFE L=
BERIER KT EE LB L 55T SRR

AWS WAF B EBETee Rz,

Web application resources
% -

. Amazon CloudFront Application Load Balancer
Valid users \’-h"/ requests PP
w0
Y \ WAF logs

8&% # AWS WAF new WAF log file
N %D _— :
Attackers AWS WAF

@

0 Amazon S3

HTTP Flood Amazon Kinesis web act
Data Firehose Traffic Information

AWS Lambda Amazon Athena
App Log Parser

update AWS WAF IS Set |

1. 3 AWS WAF W ZEIi5 1R BER , B2 BEXIEES Firehose LimTi Ko AF Firehose f§ B & &%
B T S3 R BE N D X1FM@EHE <customer-bucket> /AWSLogs/ <optional-prefix> /
year= <YYYY> /month= <MM> /day= <DD> /hour= <HH> /

H E#EAT3R-AWS WAF 17
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2. RIFEFBERNERSE BUE HTTP B AR M “BUEHRENMENFZ R, WBRSREHUT
7'3_/5&2 ;E&LIE H/l_:\ .
a. Lambda : #R7E Amazon S3 FE B EMEFH 5 E B &R , #L/E30 Lambda Log Parser
B
b. Athena : BRIANBER T , BROHIEIT RN ST Athena Eifl , FHF 5 HIEZE AWS
WAF, bR S# CloudWatch E4E3) , ARB AT NITI S Athena EiFHY
Lambda BE , FHIF4 R#IXE AWS WAF,
3. ZHARA RO BERE , UBERAEZNWERBEIENLETH IP ik, RE , ZBRARSEH
AWS WAF IP BB , AMEEZFFEXWTEERANRBIXL P #hit,

/U\ﬁﬁrﬁ'%ﬁ Bad bot
Bad bot A &M ER 2K E M honeypot IR & HEVIERIZENEIR IP thit,
VIS A B EBITERET EHA,

Web application resources
% -

Amazon CloudFront Application Load Balancer

Valid users NI rcquests

— RN

~—\

E % Bad bot label WAF
& x AWS WAF ’Ogﬁ’e
SN ;
Attackers AWS WAF
Amazon Kinesis Amazon S3
Bad Bot 1azon
Data Firehose Traffic Informtio

AWS Lambda
App Log Parser
update AWS WAF IS Set

1. M8 Bad Bot ProtectionB@BUEHZRA HTTP kB MW MEN BRI ThEE | REFE
F Log Lambda f##788 , ZMMTEBRET WA F iSRS NIERERVVEAE R,

B &4 E5-Bad bot 18


https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
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2. Lambda BREEB R EERIRL | BUREUA R FE Bhis S EVREY 1P #bilt,
3. ZERA RO BERE , LBERENERBEIE BTN IP ik, RfE , ZBRERSEN
AWS WAF IP iRIESRH , AEEEF EXLHREERANRRIXLE P #hit.

IP 3R EEAras

IP Lists ParserlLambda BREIEBITIRMHE=4 IP EEHNRFPIRFINEHNRTE,
IP &5 H T AT R

S8 —
& Web application resources
H /"\/
Valid users N equests @ Eﬁ @
— — Il
<N\
8 % Amazon CloudFront Application Load Balancer =~ Amazon CloudWatch
& # AWS WAF Event
Attackers o l hourly
@ AWS WAF o
IP Reputation Lists S E— @)
Third-party
A“‘xi‘[ﬂ:‘f:rda IP reputation lists
update AWS WAF IP Set |

1. 80— XL S# CloudWatch B4 <A Lambda EN¥IP Lists Parser,
2. Lambda BEEM =N IRBLER RN AT 847

+ Spamhaus DROP # EDROP %%

+ Proofpoint X & IP 53X

- Tor BHT R%I&K
3. Lambda BNEfE A 251 IP it B AWS WAF B 1EFIZR,

IP 5l & R4 25 19
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BN IR S

APFNBAHBBRRARZETHNRA, T, BEAMEMEEED,

XEH AWS X5

BEESEXNERBASHE , KBRSRJFETRANRF, XERRF (ETRPIIH ) ATaEHIFEER
B AWS XEHMATH, Fit , BARERBXLERSH AWS XS ERE R, BT HZBXI 2D
By AWS BRI A |, 5 H AWS XERS 5%,

AWS WAF Web AWS Glue Amazon Athena Amazon Kinesis
ACL Data Firehose
g =t Fii]
CloudFront v

Application Load Vv
Balancer (ALB)

BUE HTTP ok

[
v

Lambda B&
#res

0 37h v v v
Athena HEEAT
25
BUE R AR
SLARPP

M7 5, 37 v v
Athena HE&EAT
85

TEH AWS X5 20


https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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® Note

MREEFRCloudFrontERARIRT R, MATFBRARFBAEZERT (3BFEILILE)
X1 (us-east-1),

22N
ETERT AWS WAF (%2 B3 LR REERIN AWS B2 1R AmERE, ETUARS R
1 BHART MR RSP LR ER, AL BN RIEE.

BAEUGEE AWS Cost Explorer BI2FE , SRPEERAR. BEXTEBFF , FSHABELHERS
RPFEANEI AWS RSHWENMIT.

TREEEZERD (HHBLILE ) X ( 7BHE AWS £REER ) BITHERS RH T ABHERE
M AR REZ A,

R BUREEIIRET. BENSBARY . AT HTTP HKEA# AWS Lambda B &S &4 28 SAK
Pz MEHRM 2[R

AWS BR%5 R~/A B [ T]

Amazon Data Firehose 100 GB R 290 £t
Amazon S3 100 GB R 230 %
AWS Lambda 128 MB : 3 PNEH# , 100 TR K4 540 =7t

WA , 8K Lambda B1THF
HIFEET RN 500 ZH

512 MB : 2 NEHL , 100 7R
A , X Lambda =1THF
BiFLatE N 500 2

AWS WAF M 4% ACL 1 5.00 £t
AWS WAF #i 0| 4 4.00 &7t
AWS WAF &3k 1M 0.60 =7t

R 21


https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-create.html

AWS WAF HZ£ 8311t

X

AWS BRS5

Hit

R~/A

B [ TT]
BAKY 2060 £t

R 2 BUREEIRRY . BENS|MABT. BT HTTP HKkBri#Y Amazon Athena B & #4725 5L

R $ 2R MR 2R R

AWS RS
Amazon Data Firehose
Amazon S3

AWS Lambda

Amazon Athena

AWS WAF P4 ACL
AWS WAF #0
AWS WAF &R

/é\ -‘L-I-

R~1R
100 GB
100 GB

128 MB : 3 NS , 100 TR
A , 8K Lambda Z1THF
A E N 500 B

512 MB : 2 NEI# , 7560 X
A , 8K Lambda Z1THF
B SRS 500 B

#XE 120 A CloudFront

HN&RWHPEH 120 FA ALB i

R, BRAGPRERBLER
R4 500 FHH BERIZR

1
4

1M

A3 ARIELR 1P EHUE IP RE

B [E T

K4 2.90 £t
KR4 2.30 &£
KHY 1.26 £

KHY 432 %7

5.00 £
4.00 ET
0.60 £

BAKY 2038 £t

BAR

22
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AWS RS R~/A A [ETT]

Amazon DynamoDB 1 FIREAF 1 MB WEIERE K4 0.00 £t
fe& 22 A

AWS Lambda 128 MB : 1 PNEHEK , 2K XA K4 0.01 &7t

A , )X Lambda =178 F15
B4 atE R 500 ER

512 MB : 1 MBI, 2K XA
A , )X Lambda BT F15
B4 atE R 500 ER

Amazon CloudWatch 2K &= K4 0.00 £t
AWS WAF Web ACL 1 5.00 &7t

AWS WAF #i 2 2.00 £t

WAS WAF &3k 1™ 0.60 &7t

Bt BAKRAT761ET

CloudWatch HEH AL E

BLfRR A RPEANEL AWS RS ( 5130 Lambda ) 4 /& CloudWatch A&, X&ERES>=ER
Ao BIMNBUMBRRER BEUBRBERAE. BXAEFHNFEAEE , S0 Amazon BERAFIERE
R H EEIES H 2 Amazon CloudWatch S3.

MREEFREREMNFER Athena BEBITER , MRS RSBELRE ZHEXNEH Amazon S3 771
FWHH AWS WAF XN ARFIHR BERZETER. RESXEWAENBEEREKSE. ZBRAR
FoXNATHEENER , UBEAKREHRERET. RIAMERT , ZBRARSGNAREFHE AR
MEFE Amazon S3 VBB B9 X XHREH, BUAURERAEE , BELTEREENEERE
T8, WBRFRER TELAN TEARMIITAY , EUTUNHEHITEEAEEER T RINERK
Ko BXRBAEETENTH , 55 Athena W AREE, BXEZER , TS RIL D # Athena E
o

CloudWatch B &AM R AEE 23


https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/athena/latest/ug/manage-queries-control-costs-with-workgroups.html
https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/athena/pricing/
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Athena IR ASHE

MREIEIZIT HTTP KB, HHEBENRERNFRF IEENNSZARTF AN ER Athena BEFNTE
I, WEEXNEA Athena R, BIABRT , 81 Athena ERRB A HZET—R , HAED

EMANNEBIE. ZHBRARGS XA T BEN Athena &) , AR KREERERA. BB
S E R WAF HZFAHERSHNEREESHRENRTENE, B2 , ENABENKIEETELE
BN Athena B9 R 48

® Tip
LU & CloudFront HEK AT & R
F9mE , IR CloudFront asF AIBEE B KLY 500 F 15 IR
WMREXRE 120 T CloudFront ¥4 an  , MMRIR ATRE RV IR EE SREVEERE | W& M/ e
B20HR (120 71/6 ) RinHh. BUHEFZAN , BFEREHKGRREER,
[500 bytes of data] * [200K hits per four hours] = [an average 100 MB
(0.0001TB) data scanned per query]
Athena B —TBHHIEWERS.00€ T FE A
[0.0001 TB] * [$5] = [$0.0005 per query scan]
Athena EHIB R P HIZ1T—IR , BIE/DET 12 RIETT,
[12 runs] * [24 hours] = [288 runs per dayl]
[$0.0005 per query scan] * [288 runs per day] * [30 days] = [$4.32

per month]
ERERARNAREFNREEXMR. BXEZEE , SRS # Athena EN.

zZEMH
LHIBE AWS ERtigiE EWERGHN , RETEHEN AWS HEFEE, XM EREEXERE T EHN

EENE , BN AWS 2E, EENRFeRENRERSE. ELMLENRSEZTRENNERZREERN
HEH. BX AWS Z2MNESER , HiTE AWS =% £,

IAM B &

&80 IAM A | ETBAE AWS = ERVBRS AP o ERA T RIRR, REEMNR, RS R
ENRREN IAM B, IEAGNERAZNTRRTAFENNR,

Athena 9 R A& & 24


https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
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T f#7E Amazon S3 74 DynamoDB &R K FT B BIE & T RS INZIRD. B Firehose & HikY
BiEtL L3N,

RI 8E

Web RREFAEZZIEINRE, XERGSHEEEFNARERZEH RS [/BFIHER ; SEXAM
N REBWE ; HERENNBMGENTABRNTRIZANMMERTE,

LR 5 3= CloudFormation i FBELE AWS WAF #LII | B3 AWS £EEMMAM B ENFHN |, LAELE
LUTERKE :

« AWS FEEAN-LIEERSREREHNEANARFRIRE BT EREN KR . ZBRIRSE
AWS £E IP EEHNA, AWS HEEENVAN AWS HERPBEANA, ZFTLLEEHR Web
ACL IZEE—NMHZAMANE , HETET Web ACL BEE Y (WCU) W& AEH,

« SQL EA-BEEHE Web BERPHEAEE SQL 13 , UNEHBIEEFEHRRBE, RIMNRITEHER
FRENTHLEIZEEEE SQL KBH Web XK,

« XSS-WEENARMMUEFHNFEENTE  FEEFFRMATIASEZRAFNMEN TR, B
RITERREECABRPELRRN TE , BLURBIME L XSS K,

« HTTP #t7k-Web RS MEMEiH R RHEIGES DDo S W ( Hli0 HTTP ok ) X, HKE
ZFmH Web BRES B ERFAN , WBRARSCEFARAETERHNAN, F , B lES
£ Lambda BI$EL Athena Ei4LE AWS WAF B EREHIHRITILELE

o FHEATERNESE-BERFEN X E—RIER HTTP 4xx iR #YE R K 3 16 AR N 8 @ B B M
W Web NARFEEFEEREB. BT EILFRABEIIR I FPE LB ERIR IP ik, Lt#F
R RAIE Lambda EEE S Athena i) , i T B3I ## 47 CloudFront 3 ALB iFIRI A& , itE&/ 5 #
SREM—R IP it A RBiERHME | HEH AWS WAF LA I XA 2 E X #5815 B S A9 b 1k 3 1738
—F 1,

- BEANIHERER (IP FEIR ) - WSELAMEN EHEHNRETE ( HluRMEREE, BEXK
o RENEFME ) BEN IP it EEIIR. KBRS RIAXLEEEIIRPHEERSLER
PRIESR BEE IP #uk M ER, I | ZEERSTRIELBIE Amazon REBEEIRFA LR IP FEMR
MARBN K EE,

« HIER ATHMENER-AI NFF 5 RIAY Web M AR FHNEERMREEZEMEHREARTNES AL ARIRZIAS
HEM , FEMNETMERRS. B , —LAFPLEFEK , SINNEMRTESIEBSNREA , H
THRERE , 2EMB KRR, LLEFRT 5= A F B SR 3 M E LB SALEE AMIMEEF.

BiE 25


https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html

AWS WAF i Z £ B 311t ENii ]
BRE

MRS IR (uANIRA ) R AWS kP ER RS RRRBENBAKE,

R TT =P AWS BRSS R BLE

FREARLBRSZRDXENEIRSHEEBHRTA. AXESEFELR , BSH AWS RSEH. BEET
R TENER TEEXEFME AWS RSN RSE , FRANEER PDF RS Lim T LM ELEH R
EFHER.

AWS WAF g #i

B IP TE&MH , AWS WAF & Z ATLURE# 10,000 4N IP #3t3E , RALEERIEKA (CIDR) &R
Ho WHERSREUENEBNIIRBIBEFNIR, BRESEE , SR AWS WAF EiFi. M 3.0
MRASTTIR , RS RGIEZ TR IP XM MBSAAAN , —NBT IPv4 |, — AT IPv6,

AWS WAF RIFEE/N AWS XEEHNE Nk S REMRN ACreatemsUpdateiRER H API BA &
Z—MNER, PUtTIRBEBRA R Z/HFHITIXLE APIBA |, NaTEELEZI API BR&IEE, HBHLEH
DikE#E | BMNBIOBRAEDRBUHBRAFRNE —KF MR A TEMEARXE API WNAREF

HEEEEM
STF& TR T KM MRS RN RAREEER.
AWS WAF # 1)

LLEER T REKE Web ACL EFE N Web AR FREASEARY . ZMRAREHT —4H AWS £E
MUFBENHN | S LUFGERINE Web ACL F, EAEHN |, FEE 3D CloudFormation #& et
ERyestBXSH, SNEE 1. BIHRURESEHTIXK,

(® Note

Z out-of-boxfERF R A Z I AWS Firewall Manager, S1SRE{E A Firewall Manager R #I#1
n, BANBWENHFRBEH#HITEE .

Web ACL i &123x

MREEZERE (FERLILER ) LUK AWS XiF 62k H L IRT RIRE N CloudFront , M
IR BUE HTTP Bt R iIRE N noshyes - AWS WAF rate based rule,

PRER 26


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
https://aws.amazon.com/firewall-manager
https://github.com/aws-solutions/aws-waf-security-automations
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HMm/N LI (yes - AWS Lambda log parserflyes - Amazon Athena log parser ) &
EEE AWS B4R L2178 Web ACL EBUE AWS WAF B , BXERE ( BERILILER ) A
ANt X PRSI ERE, BXIZE Web ACL REMEZER , S H AWS WAF FFR AR ISR,

X35 SRA R T AL E

AWS WAF AR EMZERAMHRIEX, R Cookie FHEAAR, HBREREHD —MF
RAGRENANF DR |, B SUERLT®RTZ —KE&EIF AWS WAF a4 B IX £FER

« yes (4% ) -BEANLEREEEREEREAHN. AWS WAF 2R EX/NMRESEE A FERAHF
RNE. XRHRTFPEANRINET

* yes - MATCH - Web BERW N ERNEAEE. AWS WAF FRMBRENATHER , MARE
MBI EFREXN H#ETIEE, N THEBLockiBENMN , XL IEHHEXAHHER,

« yes - NO_MATCH-ff Web ERM N EMRNFRAFIE , mARBEANNQEREXN HFHTIT
flio AWS WAF SEEEA ML ACL FIVERHNKLE Web iR |, FAE T X ST B Y H N
_$$o

BATSER , BHHE AWS WAF haNBEAH Web HRAL,
SMEERTT REE

BRI LER —NKF X SR BBIZBRE R, BUHRARNENBEFERAM— CloudFormation
HEMR B A Amazon S3 EEERE . BXENMTBHMELTETNER , HAZSHSINXEEINKFH
AWS WAF B2 bR &l

HNENREASRR ( Wik )
EFUUFHOREEREFRBRIERRY AM BE :

- WAF R

"Effect": "Allow",

"Action": [
"wafv2:CreateWebACL",
"wafv2:UpdateWebACL",
"wafv2:DeleteWebACL",
"wafv2:GetWebACL",
"wafv2:ListWebACLs",
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"wafv2:CreateIPSet",
"wafv2:UpdateIPSet",
"wafv2:DeleteIPSet",
"wafv2:GetIPSet",
"wafv2:AssociateWebACL",
"wafv2:DisassociateWebACL",
"wafv2:PutLoggingConfiguration",
"wafv2:DeletelLoggingConfiguration",
"wafv2:ListWebACLs",
"wafv2:ListIPSets",
"wafv2:ListTagsForResource"

1,

"Resource": [
"arn:aws:wafv2:

*
.o
*

:regional/webacl/*",
:regional/ipset/*",
:global/webacl/*",
arn:aws:wafv2:*:*:global/ipset/*"

*
.o
*

arn:aws:wafv2:

*
.o
*

"arn:aws:wafv2:

« Lambda X BR

"Effect": "Allow",

"Action": [
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:GetFunction",
"lambda:InvokeFunction",
"lambda:UpdateFunctionCode",
"lambda:UpdateFunctionConfiguration",
"lambda:AddPermission",
"lambda:RemovePermission"

1,

"Resource": "arn:aws:lambda:*:*:function:*"

 Firehose PR
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"Effect": "Allow",

"Action": [
"firehose:CreateDeliveryStream",
"firehose:DeleteDeliveryStream",
"firehose:DescribeDeliveryStream",
"firehose:StartDeliveryStreamEncryption",
"firehose:StopDeliveryStreamEncryption",
"firehose:UpdateDestination"

1,

"Resource": "arn:aws:firehose:*:*:deliverystream/*"

« S3 R

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucketPolicy",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:GetObject",
"s3:PutBucketAcl",
"s3:PutBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketVersioning",
"s3:PutEncryptionConfiguration”,
"s3:PutObject",
"s3:PutBucketTagging",
"s3:PutLifecycleConfiguration”,
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:PutBucketLogging",
"s3:GetBucketlLogging"

1,

"Resource'": "arn:aws:s3:::*

« Athena fX[E
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X

"Effect":
"Action":

"Allow",
L

"athena:CreateWorkGroup",
"athena:DeleteWorkGroup",
"athena:GetWorkGroup",
"athena:UpdateWorkGroup",
"athena:StartQueryExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:StopQueryExecution"

1,

"Resource

+ Glue X R

"Effect":
"Action":

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

1,

"Resource

arn:

arn:

arn:

arn:

« CloudWatch B ER PR

": "arn:aws:athena:*:*:workgroup/WAF*"

"Allow",

[
CreateDatabase",
DeleteDatabase",
GetDatabase",
GetDatabases",
UpdateDatabase",
CreateTable",
DeleteTable",
GetTable",
GetTables",
UpdateTable"

ne [
aws:glue:*:*:catalog",
aws:glue:*:*:database/*",
aws:glue:*:*:table/*/*",
aws:glue:*:*:userDefinedFunction/*"

HENREAGNR (A )
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"Effect": "Allow",

"Action": [

"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DeletelLogGroup",
"logs:DeleteLogStream",
"logs:PutRetentionPolicy",
"logs:DescribelLogGroups"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/*",
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:*:log-group:/aws/kinesisfirehose/*"

 CloudWatch X R

{

"Effect": "Allow",

"Action": [
"cloudwatch:DeleteDashboards",
"cloudwatch:GetDashboard",
"cloudwatch:ListDashboards",
"cloudwatch:PutDashboard",
"cloudwatch:PutMetricData"

1,

"Resource": "*"

}
« SNS R
{

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:Subscribe",

HENREAGNR (A )
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"sns:Unsubscribe",
"sns:SetTopicAttributes"”

]I

"Resource": "arn:aws:sns:*:* *"

« DynamoDB X &

"Effect": "Allow",

"Action": [
"dynamodb:CreateTable",
"dynamodb:DeleteTable",
"dynamodb:DescribeTable",
"dynamodb:PutItem",
"dynamodb:GetItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem"

1,

"Resource": "arn:aws:dynamodb:*:*:table/*"

+ CloudFormation R

{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:UpdateStack",
"cloudformation:ListStacks"

1,

"Resource": "arn:aws:cloudformation:*:*:stack/*/*"

}

- Service Catalog R A2 M RINFR
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"Effect": "Allow",

"Action": [
"servicecatalog:CreateApplication",
"servicecatalog:DeleteApplication",
"servicecatalog:GetApplication",
"servicecatalog:TagResource",
"servicecatalog:CreateAttributeGroup",
"servicecatalog:DeleteAttributeGroup",
"servicecatalog:GetAttributeGroup",
"servicecatalog:AssociateAttributeGroup",
"servicecatalog:DisassociateAttributeGroup",
"servicecatalog:AssociateResource",
"servicecatalog:DisassociateResource"

1,
"Resource": "arn:aws:servicecatalog:*:*:*"
}
« X-Ray X PR
{

"Effect": "Allow",

"Action": [
"xray:PutTraceSegments",
"xray:PutTelemetryRecords"

1,

"Resource": "*"

}
1AM PR
{

"Effect": "Allow",
"Action": [

iam:AttachRolePolicy",
"iam:CreatePolicy",

jam:CreateRole",

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DetachRolePolicy",

iam:GetRole",
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iam:GetRolePolicy",

"iam:ListRoles",

jiam:PassRole",

"iam:PutRolePolicy"

]I

"Resource":

« EventBridge R

"arn:aws:iam::*:role/*"

"Effect": "Allow",

"Action": [

"events:
"events:
"events:
"events:
"events:
"events:
"events:
"events:
"events:
"events:

"events

]I

"Resource":

PutTargets",
RemoveTargets",
DescribeRule",
EnableRule",
ListRules",

PutRule",
DeleteRule",
ListEventSources",
DescribeEventSource",
ActivateEventSource",

:DeactivateEventSource"

"arn:aws:events:*:*:rule/*"
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EBMIRD F

ZRRFB REEH AWS CloudFormation iR F Lk B3I &8, XL CloudFormation #EARIEE 7 tLf#E
REZHRAEN AWS BEREEM. CloudFormation itk 2 4R B H#HR M AR,

B E AR BLR

£ /B3 CloudFormation #ix 2 8 , BEEAEREHPITICHRENEETEETI, KBRATHH step-
by-stepift BAEL B R 5 RHFHIBREHIKS

EREETIE : KLY 15 D8,

(® Note
MRIE B LLRRG R | B HEMAE IR FELIRIE R

TR

« #Ei& CloudFront X{ThR
- BE ALB

£ 15 Bk

¥ CloudFormation # R /3 31 B&EH AWS K
- MAFTESHNE HRBMANNAEF LR B EEEEEH.
- EEHMERSH , HEESERTRE,

2% : [ Web ACL 5181 Web N HEFxEx

* & CloudFront 8 Web K1ThRE ALB EiZf#IR5 REMRMNMEL ACL XRER, ERLMBRIEFEX
RESHEN D EHNABITER.

£ 3L EiE Web iHH BE

o RIEBHMEDE K ALB FF/3 CloudFront MEiGR B Eidk , M B EXHLZEZIMEBA Amazon
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R17E AWSLogs ( BRINBERIRAWSLogs/ ) » BERLIER 1 MM AREF LR H S FEBIES
W BHERURBRESEE.

AWS CloudFormation 4R

ZBRFRBIE—NEE AWS CloudFormation EARFFHNMNREEIR, B UERSHBRIERZET T
& CloudFormation &4y,

EHEK

@iew templa@

aws-

waf-security-automations.template-fE L ERERN DA R , EENKFAPEHFERA R, RIABRES
EHATAEEANE AWS WAF Web ACL., B LIRIEZE A E LER,
WebACL 3%

View template

( i ) aws-
waf-security-automations-webacl.template-tt Bx EE R T El B AWS WAF &R , @3 Web ACL, IP,
SEMEMMERER,
Firehose Athena %

View template

(View template)

waf-security-automations-firehose-athena.template- tL EREE R IRt 5 AWS Glue . Athena
Firehose #H XM EIR. ©RIEREE S canner & Pro be Athena B &858 HTTP Flood Lambda
= Athena B &ENTEREY BIERT,

® Note
AWS CloudFormation &R & F AWS Cloud Development Kit (AWS CDK) &8I,

Itk AWS CloudFormation #E4x7E AWS =H S8 AWS WAF Z£ Bal{LBRF R,
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(® Note

MREEFECloudFrontER AT R, MAMEXRERI (FERILILE ) X422
WAFV2 &R,

BLE ALB

EEE ALB LUSE AT B S R IEH Web SAERF | B2 M AEFASSSEE S EETH
BRARFARISGE,

£1% : B3 #

Itk B 311t AWS CloudFormation ARG iZ AR5 REBE AWS = L,

1. BF AWS EEEHAHEBEBHHERLRUSIwaf-automation-on-aws . template
CloudFormation &4

Launch solution
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BREEELNRMASHE , BRFRFEFENG R, XEFFERERFEN AWS X
HAA, Bt , BANERBIXLERSH AWS #XBFELBRFR. BXESEER , #2S

X AWS XiF,

3. E “EESR NHL  RIEBERNERRESER , RAREE T D
4. EEEHKFAGEENEL , BHEREHRFRPNEN AWS WAF BE DB — M E . Xt2ER

BIZH Web ACL Y&,

5. BZHT , REERVSE , HREFSEHTE R, EXRBRERHETSEDNLE , ik
Fnonedno (WREA ) . ZBRAREAUTRIME,

S

HE B

RIRRE

Endpoint

AWS £& IP FEHNIA

B5E Amazon IP E&5IRIE
& 4B AR T

AMINE

[ . red]#<requires input>

CloudFront

no

DU

HREMTREE TR, A
FAESEHY AWS JIK 7 FR %7002
ME—RY , FERERGIEN
Web ACL Y& %5

EREREFERANERER, E
E . mRE%EECloudFron
t ERKRET R, MXHE
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BRZABNMRARSERIBME
ATENF#®E.

EEALRY , FRAKLKS
B, & NEWNEDE R
ALB FF /g CloudFront M 4%
7] B AU B AR E R
Amazon S3 7. FEHH
AP EXHEBEISR ( BRIAE
ZKAWSLogs/ ) RERE. B
REZER  ESRNARF
R B &R E SR B
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S8 IAE ER
NMAREFLE BEFEEISR  AwWSLogs/ MREERT yes “BUEHE

AN R S8, WA
N EEHNAERFERBE
T A8 50 A\ AR AY A P B LB
Ko

MREEET CloudFront
E ndpoin t 2% , A LA A
EAEIE , flflyourprefi
X/ o

WMREEET ALB Endp
oint Z¥ , MAHE
B4R fEEAWSLogs /B
fn , yourprefix/
AWSLogs/ %40,

MEEBERAFPELWESR , N
FEAAWSLogs/ ( BRik ) -

EEFEALRY | FRKILS

¥
EHEBHEAERBEFE?  no yestR&ENAREFIEIR B

EERBENSEPRMATH

& Amazon S3 EEEAMN

FHRZFERBARS R B
HEFE , BEREIIED,

MRETEno , ZBERFRS
NIENFHEN S A BRSS 2115 1H]
B &%,

WMRIEIEFET no “BUEHEREMN
MR RIP” S8, BRI
S,
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KhEdE

M

S

HiREE

RBBERFERE S3 VB

BEMHN-HTTP 3tk

HE HTTP ok

AIAE

50

no

yes - AWS WAF rate-
based rule

DU

MREERT yes “BUEHE
FFENRT” S8, B A
BN IP it B AEZH
BRARBIRERS.

MRIEIEFET no “BURHEIEMN
MR RIP” S, BRI
S,

MRIEEET yes -
Amazon Athena log
parser “BUEH MM R
28, MERAFRER[/S
XMATFNARERIFRBAE
0 Athena Eifj, EBRIANER
T, ZRERSFAEXH
MEFRBR NV EBBNE Amazon
S3 HM D XM HREFIH,

EEyesREEEN AENE
AREFEERBNVE, XHE
HIRHY B S 76

MRIEZHERE “yes -
Amazon Athena log
parser BUE R W FIRER
" S8, FRBLSH

EERBATHELE HTTP #k X
HAH, BXREEMBIEITIER

MRENESES  FZHA
A AT BRI Do

815 Ba #ik
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e AINE DU
AMINE R E 100 WMREIEET yes "B

HTTP Bt S8 ,
ABN P it B R oA E
ZHRRERK,

MRBIEET yes - AWS
WAF rate-based rule
“BUE HTTP BAst R S5,
NN &/NMENL0,

WMERF “BUE HTTP PrftfR
" SBIEFEyes - AWS
Lambda log parserZiyes
- Amazon Athena log
parser , M E A AR EME

o

EFALRY | BRBIELS
o
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X

S

BRE R/ XX 7 ERRE

1 HTTP Flood Athena &if
FiZERDA

AIAE

<optional input>

None

DU

MREIERT yes -
Amazon Athena log
parser “BUE HTTP B5ift
R S8, WA LURRL
JSON & 12 E R/ X 5 A 5]
E{"TR":50,"ER":150}

o ZRAENKBEEE
R/ X E R E A IX L ES
ZIRR T BRI RAERER
RABRHESH. T2 W
REENHSEH , NEZR/MX
HE3xEBETE Athena B
KRBT EE IPMHE
fALER D HMIBEBF RS , &
AT LAEA HTTP Flood K%
R54A Athena BESHILER
XEFE, +

MREERFRLERYT , BR
B& S

MRIEEET yes -
Amazon Athena log
parser “BUE HTTP #Kk{R
S8, WA LUEER 7 A K
BFERITESDN IP HNIEXR
W, AT LUEREEN 24
KIEFER. Bl , IREE
FURI , NIRFR2TES
AN IP F URI B9 KRB

MRERBERLERT  BFR
Bt S B

815 Ba #ik
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X

S

WAF 3525 E] 1

Athena EWE TR R ZHE (
o)

AIAE

240

DU

MR &Eyes - Amazon
Athena log parser} “H
SERE AR BFRT R B
& HTTP Mokprdr” 80k
#yes - AWS Lambda log
parser 7= , B A RKE
FAEY 1P sk (BT ER ( LA 4
NEMN)

EEHM BB, BRKILS
o

MRIEEET yes -
Amazon Athena log
parser “BUEF IR RN 27
R I BE HTTP HAKps
28, WA L% A Athena
BRIEITHEEIEFE ( A28
RNEMN ) . BIABERT |, Ath
ena BERE 5 7HET— X

MRBEBRERXERY | &
ZHE LS
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X

s

LI 22 4H

AN Z 47 B E AR

AIAE

IP

no

DU

MREIERT yes - AWS
WAF rate-based rule
“BUE HTTP Bt R S8,
BEREANEENERASTHH
HREFHAES., TJTHIEI

IP ( #RIA )

IP+BEXFRE ( REF
ETT , Rule Keys Custom
Header U AAEIN )

IP+URI
IP+HTTP 753

EXESEL  BSHET
WAF SUEERR A BT,

MREEE T IP+Custom
HeaderMNMZRSEK , B
ARTBERRENBEE IR
1B o

BXREZER , B5H WAF
RUNBARBETRERRNRE

1®IM,

815 Ba #ik
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based-aggregation-options.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based-aggregation-options.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-ratelimitheader.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-ratelimitheader.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-ratelimitheader.html

AWS WAF HZ£ 8311t

X

s
s EERE (58 )

HE X #MN|-Bad Bot
BUEEENESE AR
T""E’JEKF' F# CloudWatch

BEEBFEAREN IAM £
BH ARN

AIAE

yes

<optional input>

DU

HTTP kB #yadE & O R

B (A8 hEn)., EH

FETFERRHNF lambda
BEMBTER. ATAED !

[1. 2. 5. 10]

MREER yes - AWS WAF

rate-based rule “BUE

HTTP Bt Ry S8R T

HENEED, BXEZER
, i5ZEE T WAF Web ACL
EEHIE,

MREEE yes - AWS

Lambda log parser “Bj&
HTTP B5 R S8, MR
THSHN | BFA TR

o

EEFByes EERREES
A W@?JT[HY%%E’J%E#O

E'f L4 48K F° & CloudWatch
HEEHEEANRN IAM A&
R A% ARN,

40 : ARN: arn:aws:i
am: :account_id:rol
e/myrolename

MRFUSHEZE (RN )
MERRTT RN IEQIE -
A,

815 Ba #ik
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-ratebasedstatement.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-ratebasedstatement.html
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S8 EiAE ER

BEMHAN-FE=7 IP E&%

*

BUEEEIIRRF yes “RyesfHIERBE=HEE
IR LK IP HHtAIER (X
B85k B¥E Spamhaus, #
MEBH Tor BHT R )

|B AR B E X H N

BUE SQL EARP yes ERITHFyesEHEMBEIEEN

SQL EAWER A, MRE
REA AWS FEEROHANE
5 AWS £& SQL #IEEM
WA , FERBHHEBE,

B LUER—NEFE
AWS WAF BT 8
KByes ( 8192 F¥iyes -
NO_MATCH ) By KiER
BOIRIN ( ( HEE ) yes -
MATCH, ). BRIAERT

, RIEANyesKREBIRHERLE
RNRFSEE N ERAHGN
5. BXEZEE , BZHEL
EEAH Web BERAEH

ERENOHLLIIEE, EE .
CloudFormation 4k & ik
TE 9 A8 A4 3B IR LA 0 2 2R
A SQL EARFHUS | H
HHIBEEE AWS KF.
MREBEZABENLTHN
CloudFormation , N34k &5
EENERSHES.
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html

AWS WAF 228311t

X

4

SQL AR HBURER 7

AIAE

LOW

DU

ERIEFE AWS WAF Ak
K& SQL EAKRETHNEBRE
K5l

HIGHR MBI E S W E , B
AR EE SRR,

NFELEFHX SQLEA
WHEMNEHMRF XN RIRER
BERBENRR, LOWEER
FIFHIESE,

EXEZEE , B30 AWS
CloudFormation f P g+
B AWS WAF 7 SQL FAM
)& A #F SensitivityLevel &
MRIBURR 5

MRE%EFER SQL EAR
I, BRBLESH., EE
CloudFormation 4k &%
ERBURERBRINEBRIA
SQL EARFMNF | HiF
HEBBRIEH AWS K,
MREEZABELTHM
CloudFormation , M 3E4% 55T
EENER S HES.
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https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-sqlimatchstatement.html#cfn-wafv2-webacl-sqlimatchstatement-sensitivitylevel
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-sqlimatchstatement.html#cfn-wafv2-webacl-sqlimatchstatement-sensitivitylevel
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
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X

4
RS B vh [ AR

SAVFMIELE IPRERE

AIAE

yes

DU

EEFByesEEMBEIEEN
XSS WEHMAH., WRER
£ AWS EEROANE |
BERFGHBE. BHAlL
EFEHE AWS WAF &b
IH83T 8 KByes ( 8192 F
Tryes - NO_MATCH) K
RIERIVIEIN ( (4L ) yes
- MATCH, ). BRIABERT
, yesfEAContinuel£In ,
ZIETRFEAN R EFRERE
KNRESEE AR ERAHR
5. BXEZEE , BZHEE
KRB RV AL,

ERENOHLLIIEE, EE .
CloudFormation 4% &%
TE {9 8 AL BB IR TUA N 2 2R
N ESUE S ARF & |
HIFEFIEH AWS K,
MREBEZABENLTHN
CloudFormation , M 3E4% 5T
EENERSHES,
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html

AWS WAF HZ£ 8311t

X

S

AR IP ERNREH (2
)

BIEL 1P EMREH (o
)

ATHEAVFIELE IP £32
HA B 452 OB RN BY BB F- R 4

AIAE

<optional input>

DU

MREER AT IP EEE IP
RE , FWA— I BF (155
BXR)EANREH (928 ),
KERBEM IP st &

H  BRAERSFHMNIP £
HhfBR, ZBRAFRZFED
15 7B REH, MREE
AN TFoRzEIMEF15 , N
BRAREFHM A5,

FMEAREBN-1 ( BRIA ) KA
IP RE,

MREHOE “BIEL 1P &£

W IPRE , A —INEF

(15HEKR ) EAREH (2
) . REMREBHH IP bk

ANH , BRARSTHEMNIP
EPMIBR, ZBRARZHFE
D15 PHNREH, MRS

WANTOMZ BN FLS ,

NRRF RSFEM R 15,

HEREN-1 (BRIA ) BAKHA
IP =&,

MRIEHET IPREBBSH
(ZRETENWNSEH ) | FH
FEE IP it BRI R &
FERFBEA , FRABTRE
TRt

MRERBEE IP REHAE
BEXMBEFHEEA , BRHE
Bz (MN) .
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S8 IAE ER
SRIKE
HEAWREBH (X) 365 R EHE CloudWatch B

EERREE | FRA—
BF (1REX ) EHREH
(K)o BANBENF—K

(1) M+ (3650) ZEIHVRES
B, RIAVBRT , BEEE—
FETH,

MERE-1AATRARE R

==

/CAo

6. ii*%jt_io

7. EREHRKRETAE L , B RPN RREERE (REX ) , AREEMED, EFET—
&

8. £ “EEMUE MEL  EEHBIARE, EFHEINMERFGCIE IAM BRAKRFIFENEMEMIIEE
MY B4R,

9. IEFRRRTUTBEHK,

£ AWS CloudFormation 2| & #) “REA” SR EFHEKIVRE. IRNIZLEKRN 15 7 EKE
CREATE_COMPLETE KJIRZS.

® Note

BRLog Parser#l IP Lists Parser AWS Lambda BEE\ , ILRRT REDIEH
helper Lamb custom-resource da E¥ , B MXIEX LA E & 5 6] 2k 5 37 = BR 22 R B
E1T,

fE LR R T RET |, £IGFE AWS Lambda #H AP EEIFMEIIEE  ERE=EATENHR
FRYEERL TENRS. FTERBREMHNHEYE ; SIREEXKARMAEN,

EETEMHKBRNFAEE , BERBIEETF, X3$EiZBadBotHoneypotEndpoint&, iFidFx4
B, AAREE Web MAREFH “BRA Honeypot” #EHRFEAE,
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5 2% Web ACL 548/ Web N AE FKxEx

FRETE CloudFront £ 1 A RN T REFEN 2B S ALB LUBE AWS WAF H3# 17 B &1
%o, Launch the stacke

1. B AWS WAF 2% &

2. R EFEAME ACL,

3. FEXRERMY AWS BFREDI~ £ |, EFEF I AWS RIR,

4. ERREBT , %4 CloudFront £ Eisk ALB,

5. MIIRFEFE—NRIR , RAEER I URIFENER,

2 3% BE Web AR BEIER

¥ CloudFront S &K ALB BLE N F Web 1718 B EXIXFIFE R A Amazon S3 17EHE , LAE H ST
2% Lambda B AT LAfE A X LE B3R

Ff#K B CloudFront " BLHY Web 5[0 B &

1. %3 Amazon CloudFront ##l &,

%EF Web NABRFHERITR , REERE ‘9 KRE

# General 2T+ £ | #%&$% Edit,

N F AWS WAF Web ACL , HEZF0IEM Web ACL FERF R ( HEKRBHSHE ) .
3 F Logging , i%&# On,

NFAEFEE , BERERTFM# Web (7R BER S3 FiEMl. XAUUREZHRFFEAHEN
EABEMHFH S3 T?ﬁ%‘ﬁjw"ﬁﬁﬁ CloudFront S3 Zfi#, THFI&RFIE 7 58 AWS K x<Bk
WiE#ER, BEXEZEL , 28 (Amazon CloudFront FF 2 &1E8R) FEEZA CloudFront & 1THR
Ao

7. BAENRREN A THERRARVER. RUREEHKRN S EMFPRBER
AppAccessLogBucketPrefixParam ( BRIAAWSLogs/ ) o

8. 1%&#E Yes, edit MR EFTHE K.

2

BXEZER |, 52 (Amazon CloudFront FF X &) PWEEMNEAMERE (FRIHEE)

% 225 ff Web ACL 5&# Web R ARERFxE 61


https://console.aws.amazon.com/wafv2/
https://console.aws.amazon.com/cloudfront/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html

AWS WAF 228311t KHEiEE

1713k B Application Load Balancer B Web 717 H &

EFLSE#sE 4T EZ (Amazon EC2) ##18,
ESMERSD , ERARHER.

EFREH Web R ARRFH ALB.
BRI+ L | ERRERE M

%42 Enable access logs.

NF SIMUE , BRAEATFMH Web 1R BHER S3 BN ER. XUURFNIIAEN S3 77

8, BT X, HHE Application Load Balancer EA B EHIX IR,

7. BAENRREN A THERRARVETR. RUREEHKRN S EMFPRBER
AppAccessLogBucketPrefixParam ( BRIAAWSLogs/ ) o

8. IEERF,

2 e

BXEZER , 551 Ela stic Load Balancing AFfERH MM AREF AE Y ESN1HE BE,

173K B Application Load Balancer B9 Web 57 B & 62


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html

AWS WAF 228311t KHEiEE

SEERTUL AR IR T =R

MRBZEBBTZARRAR , BERRBUTTREFHMBRA R CloudFormation Hetk LUREN SR AR AHY
RRFRIER, EEFHHRZH , BHFAREEFHFITEE,

8.
9.

o o A~ wbh =

&% A WS CloudFormation 2 #14&.

AN S 3 8 ik F Stacks.

EREI B aws-waf-security-automations CloudFormation 3%,
RFRE

R B AER,

EEEERT :

a. 1%£# Amazon S3 URL.,

b. £l A aws-waf-security-automations.template WS #4445 CloudFormation,
c. fHHEENEE Amazon S3 URL &,

d. #1iA Amazon S3 Mt X AEH S REVER M ik R % E#,

e. EET—F,

f. BIXERT—%,

CEZET  REERNSEH , ARBEFEHTIER, HSH Step 1. Launch the stack LIREB XS

BHEHER.
ii?% NeXt(-F_ﬁE)o
£ EEMEIET RE L, §i&E T -5,

107E Review WH £ , F&ZHBEINRE.

113%& R IAEAR ATAE B IAM RIRM SIE4E,
PREREFEFRAEHRIEF R,

13IE R FE R AT B HERR

&R LATE AWS CloudFormation 2 & 8 “RE” SIF EFHRIIRE. BNEKRY 15 7HEEE
UPDATE_COMPLETE IR

EFEEEM

LT BTRME T EfMIL RS RN BRHIFEEEI

EHEEBI 63


https://console.aws.amazon.com/cloudformation/

AWS WAF &2 831t KHetEE
th\ Q:

BIEMERST |, MM BIA MRS BEER Endpoin t . EFHERN T EE XK Endpoin t 28,

WAFV2 FA 4

M 3.0 lRATFFIR | BLEERF R F AWS WAFV2, EAVFEFFTE AWS WAF C lassic APl A E#7
AW WAFV2 S APl . XFFBER3T Node.js KB H A& ZH up-to-date Python 21T, E4EE
FEREEEMUENSENBRAR , B 3.0 RESRAIE N FHL,

HEAR TEHTETHY B E L

% out-of-box R R 15 RIE AT —HTERIAEREN AWS WAF SN ZBEFER AWS IKF~H,
CloudFormation AT FEBIWIIBR A RBEOHANHITEEN, HREFMLBEXEEFER, IREFE
EEEYHN  RNBUEBEHERG R HACIZ LRI,

Bad bot 4R F 4

£ 4.1.0 lRAH , % H API Gatew ay (Wi EBFEF Lambda EHFEA , MR Z R 1ZINEEH 1858
W BENEE, Log parser - Bad botIf , ZMRAXZRTEMEAET APl Gateway FEREEXK ,
MeEESFERABERREMBEENEA

ZBIRYSEIR -

1. XFENTHRILERERF Lambda # API Gateway,
2. £ honeypot i RBEZLLEER,
3. FEEMIL LH# A honeypot i Ko

¥ (4.1.0+) : Ba d Bot Protection HEETERIIEHEH -

1. B HEREF honeypot s REIE R

#’E Ba d Bot RIFERLEEER,

£ WAF 13;E2§BadBotRuleFilteril 3] T R M #125 A B R,
81 B SR LR B E LELERY IP thiit,

E#T AWS WAF IP RE &4 AR KSR B 8y it it

o & 0N

S E B ERE S ThaEHF M AT AR B B RERRILRM,

RIRRBER 64


https://docs.aws.amazon.com/waf/latest/developerguide/classic-waf-chapter.html
https://docs.aws.amazon.com/waf/latest/APIReference/Welcome.html
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CDK F4

M v4.1.0 IRAEFFER , COK ZHFLMBRA R, MEM v4.1.0 A FHMRAITERE, 7 Cloudformation
BFHNERAEFERAR, RERTTUFHAER cdk deploy B LK IHERMEFBRAR (BXE
ZER , FSRBRXH ) MREEREZEMEA cdk deploy , BBARTARELFRXMEIR : REUWE
FHREHET R

EHBRERNE —HEEAREABRLREHRNVER , REEE AWS 24588 Cloudformation B
2, REEHBRER , REFFAEREEZIFE,

® Note

MBEENRFERG RN 3.0 R 3.1 RAARE 3.2 RESKRA , HESFzHF IP thutid A
BIAFHIELR IP £d | NNFEIGEKIXL P it XS, FEFLEXERRE , FEAR
BRBREZH , EHAFRIELN IP £ IP thit, RE , ERBRARE , RIEZSEF IP #
W EFRME IP £, ESHget-ip-set C update-ip-setLl &5 F, MREBELREMA 3.2
FERAK , BRBILSE,

CDK #4& 65


https://docs.aws.amazon.com/cli/latest/reference/wafv2/get-ip-set.html
https://docs.aws.amazon.com/cli/latest/reference/wafv2/update-ip-set.html

AWS WAF 228311t KHEiEE

EDE UL R R T =

EHEMmRAE , EMBR CloudFormation 4k :

1. &% A WS CloudFormation #2&l &,
2. EBRIRRF RO MR, T H MR RS RHER T4 B 3R,
3. EEMIBR,

(® Note
HEZ R G R BRZERS RERABTAE AWS IR , 8 Amazon S3 FiMFR. MR

BT AWA WAF API BLE1S B0V BIRR &0 B S B E L 1P EFLEMBR |, 5 FahMiBRIXLE IP
& | RIGHIBRMEK

66


https://console.aws.amazon.com/cloudformation/home?
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
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ERRR T 5

R IRUERB AR G MM R ZRR TS RV EM A,

B VFMIBLERY IP & (AR )

TR Itk R )R 5 M CloudFormation ik fG , B UREESEFHERAFMIELR IP ELURINS M
B& IP thit,

1. B5 AWS WAF #2415,

2. EEMSMERS , %R IP &£,

3. A AWFIR &R “IPRE” , RIERIKE IERIFEN P thit,
4. N “EHHIR ER IPIRE" , REHANERKRW IP bk,

EVREY Web M AR H R A Honeypot 5%z ( A1k )

MREESER A PIEET yes "BEEENGE AR S8, B3tk , CloudFormation A7 K3
BEXFERCIZEMRR. LERSERNNRBREATIEEGENESHRANAMWFR, BRAF
Tz KR

BR T honeypot Hl#I4L |, ZAHEETSIEE Application Load Balancer (ALB) 5 Amazon CloudFront
MWEEEEREREENRARN, MRNB[ASZIZBEHZIRS ALB H#H TR E CloudFront , R
SoomERERNMAESURBIBEED . ARMEBEENJ[ARN , REQIRIHE IP thuk HFEFM
F) AWS WAF B iESIFRAF |, BBhIE# —F TR, BENRARNBIEHCNEBEZT  BREE

WEhEE

« HTTP Flood Protection Lambda B E 488 — EH KD HTHAE IPs MBEZKE PR EEZHET A

« Scanner & Probe Protection Lambda HE#MTEE — IPs NERBNERH BESLKE RiR5ITF EYLEE
Ao

* HTTP Flood Protection Athena B & #4738 — R EERNEITAIZ X IPs M Athena B EHRIRECE
B A

- Scanner & Probe Protection Athena A& #4788 — MR 2 XKEE IPs NS MR
Athena BEFRZEENE A,

- ENRRM-INRENEZA HTTP HKBF MAESENEMNERY | MREFKE B E Lambda fi#AT
2, ZMEERE T WAF /R IRIESRiC R ATER .

ERAVFHIELE IP &£ ( Wik ) 67


https://console.aws.amazon.com/wafv2/
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
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FAUTEEZ—RKEE— CloudFront BRI ER#X A honeypot 1%,

3 Honeypot #ix K12 CloudFront iR

Xt F £/ CloudFront Z1THR#EFEH Web NAER , FEMALIRE, A CloudFront , &7 LU —
MNrobots. txt 3 HkAEBYIR B ZRE A28 A BEBRIR A Y N B HERE FIHBR Ao TR T SRR A BB
i REELEWrobots. txt X HFIAEEE I ZEERE,
1. &3 A WS CloudFormation ##l & .
2. ERZESR 1 PUENMK. B3k
3. & R,
4. MBadBotHoneypotEndpointZ4A & & #|4 iiw 77 = URL,
- {THEERE (/ProdStage)
5. f£5[E honeypot I A BFHA ML IR 65, BENAXAFRELEE. 2MIF , EBUTRE

Ml : <a href="/behavior_path" rel="nofollow" style="display: none" aria-
hidden="true">honeypot link</a>,

6. IBMILIRE FH M robots. txt X LABAHEEE IF honeypot £5# , INTFAT7R -

User-agent: <*>
Disallow: /<behavior_path>

/A Important
FEEEFREMER , BAER CloudFront 2 : 48 WAF BadBotRuleFilterfA 1k, f#RF RS

BaIWEEBER. B BEHENER lambda LB, XTECHNSEEZEZER WAF BE , %
HATHFANIRRQEE , NTTBET BESHES 7T BRIV HFARNSEN MR

(@ Note
BERERIEBLARSEELNMEIMEREEM. rel="nofollow" MREMNIMZZHENE
e, BTEFEA. BXISBATKCEENESER , 82 H Google FF X EIEFE. BXM
VHiR B ZH M robots. txt X HLABBHEEE L honeypot 453% , N FAT7R :

79 Honeypot 3% R 812 CloudFront #2jR 68


https://console.aws.amazon.com/cloudformation/
https://developers.google.com/search/reference/robots_meta_tag
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¥ Honeypot i SUER A 9\ SR 6% 3

® Note

XLEHIME A Web iFRBEFHIE IP #hit, MMBEEHNREBST T —PHBAMRIERAEI9E
25, W Web BRI eHRE—NMMEWMI K MAREF IR,

XTF Web NRERF , BEEALERF.

1. &% A WS CloudFormation ### & .

2. BBREESR 1 FREAHER. Launch the stacko

3. EFH ‘T,

4. M\BadBotHoneypotEndpointZ4A 1 & #4517 = URL.

<a href="<BadBotHoneypotEndpoint value>" rel="nofollow" style="display: none" aria-
hidden="true"><honeypot link></a>

(® Note

Wi rel=nofollow A T RIEBATERH B ZERE URL, ER , BT HEEZEEENIBETRA
B, At BT SlEmE Nz ENrobots. txt X, BERERIEMLIRE TR
WEIRE R EER, rel="nofollow"MRENNEFEMNEIE , BIFAEFH,

£ Lambda B &# T8 JSON 3 F
A Lambda B &85 JSON ST4#H 1T HTTP 32tk B

WM RBIEZBE HTTP Bt EIRSE , MM REREBE—1BYes - AWS Lambda log
parser AW EIE X <stack_name>-waf_log_conf.jsonHHHFH HEFHF =4 AWS WAF B
B W Amazon S3 FEfR. EEREFHEEEN , 12 CloudFormation #i i 7 By WafLogBucketZx
2, TRETRT MR,

REBR#ES THRE “ AWSWAFSecurity Bai{t” WREHFIE 7m0 6 H

fF Honeypot i S8R A 9 S\ EP4E 69


https://console.aws.amazon.com/cloudformation/
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CloudFormation X CloudFarmation Stacks > AWSWAFSecurityAutomations: Stack details
Stacks AWSWAFSecurityAutomations Actions v
Stack details
Change sets Stack info Events Resources Outputs Parameters Template
Drifts
StackSets
Outputs (4)
Exports
Q
Designer
Key ry Value v Description v Export name
Pre !
ApphceessLogBucket app-logs-bucket-name
Feedback
BadBotHoneypatEndpoint https:/ f{restapi_id}.execute-api{region}.amazonaws.com/ProdStage Bad Bot Honeypot Endpoint
WAFWebACL 1234a%a-a1b1-12a1-abed-a123b123456 AWS WAF WebACL ID
‘WafLogBucket waf-logs-bucket-name

WMERIZAE Amazon S3 LiREBMBEZ <stack_name>-waf_log_conf.jsonX# , Lamb Log
Parser da BRETERLEFTHY AWS WAF BENXHNLERFE. U T2 AN ROIKREE B X

MM EX R FER
{

"general": {

"requestThreshold": 2000,

"blockPeriod": 240,

Illgnoredsuflxesll: [II.CSSII' Illjslll Illjpgll' Ilpngll' Illgi-fII]
}s
"uriList": {

"/search": {

"requestThreshold": 500,
“"blockPeriod": 600

s BRRAE (XE)-BNIPUBESIHAESIHNRERERY. MBRASREALEGREIER
CloudFormation %At E L H{E.,

o HEHR (XE ) -HY9UER IP tit R ER (Lo REN ), WERSREASEREERER
CloudFormation ##% it E L HE,

< ZEERER-TFERFRNERTITABTRRE. RANERT |, IKRIZE,
« URIFIR-ERERELBESERBMEMFHRYR , LLTHEAER URLs, BRIAMBERT , 131X

Mo 7e
X0

f£/ Lambda BE#EHTER JSON XAH#E1T HTTP Hk i 70
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% WAF HEZAR WafLogBucket , Lambda B &R FERAENEEX4PHEEXN Hi#t1T
W, ZERERGEREAR—MFM#HIE <stack_name>-waf_log_out.jsons & F k% H L
e, MRBEHEIERIINREERN IP bt Fk , MZFRAFRLFERFME HTTP Floo d Ky
WAF IP £/, HE LA RSN ARER. WRHEXHFEE IP it |, HRELRENX4RERH
BEXHERENAERS BT ERREH,

£ Lambda A &f#4#TER JSON 3 17 H# F RN 4R

MREEF BERBB[NFNRF” BIRSH , VR ARLE—1EYes - AWS Lambda
log parserAWEEXH <stack_name>-app_log_conf.jsonFHFFH & T B F =246
CloudFront 5 Application Load Balancer HEX 48 EE X Amazon S3 Zi .

MREBAE Amazon S3 EHTHRE\EMBEE , Lamb Log Parser da ¥ <stack_name>-
app_log_conf.jsonfE4E#H AWS WAF BEXHIILERHME. ATR— N ROAIKREEEX
% -

BEXHFFER

general’: {

errorThreshold"”:

blockPeriod": ’

errorCodes”: ["400", "401", "403", "404", "405"]

},
uriList": {

/login": {
errorThreshold”: &,
blockPeriod":

}

r

/api/feedback": {
errorThreshold":
blockPeriod":

SHAR/UTHRE

« HIRBE (XE)-ENIPHUEIHUESHREARERBERE. MBRSFRFEACZEREIEH
CloudFormation 4% Bt € X BB
HEHR (X4E) -HP0ER IP it EE (L8 RNEN ), BRARGEREZERERERH
CloudFormation 4% B € X BB

« BIRAB-BRERTEHEANER. RIANBRT , ZIRSFGLUT HTTP RESKBM R EIR : 400
(Bad Request)401 (Unauthorized), 403 (Forbidden), 4@4 (Not Found). #1405
(Method Not Allowed),

£/ Lambda H&E#EATEE JSON 3T 1T A RN R 4l
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« URIFIR-ERERENLEHESGERBEMFEHRAR , LTHEEMAER URLs, BUABRT |, thHI%

U R ARRF 1 E B S E3ket AppAccessLogBucket , Log ParserLambda B4 RS E B
XHEHPHEENEH#HTAE, ZRRARNLEREAR—IMNFHEPEN <stack_name> -
app_log_out.json” By HH S, MRBMENHFEZESIRAEEN IP Hut5R | NiZBRAFRSE
HRHZ S canner & Prob e B WAF IP £91 |, H B IEATiFRIEHNARERF. REmEHXHEE IP
thit , FRERENHREZNEEXH RS EXIERTEEILERRH,

£ HTTP kP EMESR/# XA URI Athena B E#EAT 2R

IEAILATE Athena B IPs #IREISR/# XA URI #1T54E , LENAMPELE URI XA ATHNAET HTTP
HokWih, At , BEBHKREITN HTTP Flood FHIER 54 Athena Query SEUEFE —MEDT
( CountryURI, ., Country and URI),

BT LAERA “RE R/ XX D ERRE SERE RS X A AERBRE, Flm {"TR":
50,"ER":150}, ZBERARNKAXEREERMEXNFEREAXLHEE, ZFRTRENKEHAtt
B 2R/ X A F SR E A RIAB (B

(® Note

MREZER/BXENRE , NFRLR2BHFZER/HXTEE Athena Eif] group-by
Fad, BXEZER , BRI ER 1 RS HFR. Launch the stacko

MINBRT , ZBRAERLITER D HANERHEE, FJAER Athena Query BITRHEITTXI ( 2% )
SHHITEE,

(® Note
Athena BB FiE REERUNBIERITES S HNRE, B0 :
BEREE (REFR/BXI2HERIARERHE ) : 100
Athena Query Z1THf[EIZHE : 5
B #EREE : 20 = 100/ 5

£ HTTP K REAESR/#XF URI Athena A ABFITES 72
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EEF L S Athena E1if]

MREIEET Yes - Amazon Athena log parser “BUE HTTP kA = “HIEHEEFMFEM
B[R BEIRSE , NLARRT RS CloudFront I ALB ScannersProbesLogParser () 3 AWS
WAF H& HTTPFloodLogParser () 81 Hz1T Athena &ifl , A5 H HAH R b FH AWS WAF,

NTREMREAREKAR | ZERGRZREFE MR FONREBX BSHTOX, ZERDRIBERE
RAoX%E (F. A, BN/ ) B Athena Eif, BIAMBER T , ERBADHEIT—X, ERUELE
X Athena Query Z1TE AT ( 74 ) BRSBWEREERNNSTITH. RABERLT , BRXEN
SITHREKRENEANMNRBBE. SRTEEENR WAF HEFHRRSHNEREEERRAE
HNBEE, ZBRAREFEARERIMNTEAS , LEREEWHRIREBEMEA,

@ Note
W Athena 2EEBE NGB AWS Glue 3B B . WBERARTE AWS Glue F 822157 H
ERFEEFR , HEE Athena EWRAGEBEHE, R Athena BEEFRIEH , MEBNLEEIT,
BXEZER , BZRARTZHE AWSAWS Glue $3E B % step-by-stepo

ERANTSIREEXLEEN !

BE WAF BEEH

1. BRI G Athena ZH A,

2. EERHERRESR.

3. IR ULAR R RO,

4. WAFLogAthenaQueryWorkGroup M\ T 151 & F ik %,

® Note
XL &% $E Yes - Amazon Athena log parser “BUE HTTP BtkBr#” #ARS AT
L THEAS 2FH.

5. IR “ghH” LAY THRE4A,

Athena E)REFRNREESERARAE RMEAES

EEFTL S Athena &Eif 73


https://docs.aws.amazon.com/athena/latest/ug/glue-upgrade.html
https://console.aws.amazon.com/athena/
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X

Amazon Athena » Query editor

Editor Recent queries Saved queries Settings

Data G ¢ Query 1
1|

Data source

| AwsDataCatalog v ‘

Database

| wafv32dev_l1opmj v ‘

Tables and views ()]

| Q Fitter tables and views ‘

v Tables (2) 1
[ app_access_logs Partitioned  } sQL  Ln1,cCol1
[3] waf access_logs Partitioned  *

Views (0) 1

1. & “ALIEF TR,

2. \FIFRAPIERHITHFSELECTE A,

EENAEFBRBSEN

1. BFL 5 Athena #2#I 5.
2. &R “THEE ®I+,

3. MBI FRHEE WAFAppAccessLogAthenaQueryWorkGroupo

® Note

Waorkgroup

‘WAFLogAthenaQu... &
Q

AWSDevOpsDashboardw
G-88¢108bd-81dd-4465-
98dd-e89df6d087fc

WAFAddPartitionAthena
QueryWorkGroup-
48320bf8-3b1f-46fd-
82ae-c3a6d3664aea

WAFAppAccessLogAthen
aQueryWorkGroup

‘WAFLogAthenaQuery W
‘WorkGroup

A

E B8 @

“Athena engine version 3 anly

NYBERT “BEREMNFENYes - Amazon Athena log parserZiRiF” BiRSHK

B, L THRAS T,

4. 5 TR,
5. it "RIENER BRI,

6. MIIRFIEFEFITFSELECTEN,

B E I Athena 0 X &Eif

1. BF LD Athena 2% 5.

EENARFIIRASENR

74


https://console.aws.amazon.com/athena/
https://console.aws.amazon.com/athena/
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M

2. &R CTHEA” EIF,
3. MBI R Fi%$F WAFAddPartitionAthenaQueryWorkGroup.

(® Note

N YIR%ERE Yes - Amazon Athena log parser “BUE HTTP #/KR# and/or BiEH
HUHENSBRE” RS |, kTHEASSFE,

4. E&F IR TR,
5. i&# “ALIEFR BT,

6. MBIRPIEFRHFITIFALTER TABLEEH, XEERE/NHZEIT—IX , LM Athena RFHIMN—NEH

SOESUN: s

EARFMIELRN AWSWAF IP £ LEE IP R

IR AR REIEH AL VFFIELH AWS WAF IP EERE IP RE. UTEWEHATEN TR
BHRERTRESR.

THEAERK

HiRT AWS WAF R FM3E4SI R AR Ht AWS FiRHV R E

S o Ny

AWS WAF

Events Rule

Allowed List _g o . o ?
Denied List ﬁ_
AWS Lambda
Amazon (set IP retention) Amazon

T EventBridge DynamoDB

AWS Lambda
(remove expired IPs)

1. HAPEH ( ANINHMIBR 1P #buk ) RFRIELR WAF IP 5t | tHIRMEF AR AWS WAF
UpdateIPSet API BRAHBIEEH,

2. A mazon EventBridge E4MNREBETE XN EHREXLNEHN , HEA Lambda BHKIREE R
FREET IP £HHAE IP it HNREH,

EAVFMIELEK AWS WAF IP £ LR E IP RE

75


https://aws.amazon.com/eventbridge/
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3. Lambda BHEALEEH | REE IP REBMXHNEIE (S0 IP £E%5, ID, SEE. IP#ut) , A&
B HEEAE DynamoDB &k, BN T4 DynamoDB BB A — NExpirationTime/&
M, ZFRAFRESESHABEFRRINAFELNRERITES AL, ZKREF/E DynamoDB
Stream s M T ime to Live (TTL)o TTL B, ExpirationTime

4, ¥ BEBEH S et E AT |, FFEA TTL , DynamoDB £ 7£10 B 2 HA et 8 S MR bl Bk, MlERi%
B & , EMBREIE % NE DynamoDB i , DynamoDB i< Lambda B 1T T k4t
H,

5. Lambda BIE DynamoDB i HREE X EMBRITE WEER , AR TEA AWS WAF API , I H &
SEMTHE IP thut M B Fr AWS WAF IP & A il Bk,

7B IPRE

BFERUTESRITE IPRE :

1. B FHEFA Cloudformation HEHLH |, WA “LVFHY IP £ Y IP REH ( 2% ) M “ELHY
P& IPREH (28 ). RERZHN 1558, ZMRFRENTFoMZRANEERFLISW
N15, BEXHBERBNESFEE , HSHSP R 1. Launch the stacke

2. INRIEAEIEM AWS WAF IP SEFRHiBRS HRRY IP sthuk o U 2 B F B4R AN |, 155 A B F B4kttt

N R ISR RIZUCEE FRR B A, W AAE R AR R 5 R AR ISR E S B RY B F BB 4 R Y BE R AT
H, BXPEMEBNESEL , 5SEFPE 1, Launch the stacke

3. B INERMIER 1P shutSREFH AWS WAF IP £, XFE3) IP REFREH6/Z — DynamoDB M
B , 32§ IP IH%IR, WIHIRBEFREEET AWS WAF IP £/ IP st A K.

4. % DynamoDB T B A ZI S Mt B H MR ARG |, Z#ERT MM WAF IP EFHIERZINE IP
SEFIRFITER IP ik,

(@ Note

1R #E DynamoDB il BR3ZHR TTL S HH T B AIRtiE , M AWS WAF IP £/l BRIS BARY IP stk
K SEBRIEETTRES B TR E, DynamoDB TTL BIMIBR £ EHURF R K/ NAESIHK A, BT
DynamoDB MR ERTBESIER | Btk AWS WAF BIBRIBETTRELIER, BE |, ZBRHE
£ 7EMIER DynamoDB TTL JERAM AWS WAF IP £ IR HARY IP shit, BEXREZESR
BZ AL 5# DynamoDB FF & E1EM Y DynamoDB 4B [E (TTL).

FEIPRZ 76


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Streams.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Streams.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/howitworks-ttl.html
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o 22 s R 42 T AR

AWS BUZBHBNMNABAKTAEEEENEEYNERE, AXENFERAEENEFRNENEES ,
#EZ i CloudWatch #ZHIEAR-SIZMEH B E VIERM B ER Amazon CloudWatch 2 IR

UTNERRBFFEEL R T BEXEEEZERGH R,

CloudFront (U RIRREEBHE

Cloudfront

EHIERE RA TR

s RFNBERSEREILEVER-EREVRBINWAFHREEE (REFEHFHIEENFHGE ) E2WEE LN
| (EAHRB HEY 1K MERRLEE SRR ) » CloudWatch 6 Slack $TUB XX BR. BAILAE
FILIEMRKRRIRE A DDo S Wir ( HMPALIEAERIG AT ) SRIMEMFIRA ( A FERFER
Zat ) o

® Note
AR ZBERAREMT BT

+ BytesDownloaded vs U ploaded-# iR 5 DDo S A At &t X B & T34 3R 18 K& IR 177 18] £ BR Y AR
S (Hlm, BERSIZHHEN —IMENBERSHELRE MBs EE. ) o

F 32 MR R I E AR 77


https://aws.amazon.com/blogs/aws/cloudwatch-dashboards-create-use-customized-metrics-views/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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« ELB @ MBS E-#BBIRKIUE DDo S TR ENEM REERINE , WEERBERESY
CloudFront AWS WAF & , BEERERZRIFHEIR,.

« ELB BRIt E-H BRI B iRERAER. WIEHRETRHEERBESIRIPE , IFERENZ
&E%E CloudFront EFANURESEFHHE,

- ELB Healthy Host-Z AT LU E AE S — N REZ TR R EER.

« ASG CPU FIFZ-#BENR3IKEEREBELSLT CloudFront, AWS WAF # Elastic Load Balancing.
& th AT LA A L 3B AR SRR B T & A o

Rh3E XSS =R

LEERRTTRECE T AWS WAF AN |, ZAN AR EERAFRPLERRATE , BUABIMPELE XSS
Wi, MRENTEABATESEAFRENER HTML (S, FAREERRSGHEREXARFE
27 ) , MXMRUEXNRRSER. EXHERT , TUERUIBR-MHIAAN |, EEEZEXAS R
ARHFE URL EXBYRRIN XSS N , F K5 b4l HI SRR BRER PRSP i, URLs

o, RERGHEEXBERITRSBIRE , AN 828R HTML AAF A 8EfF7E XSS Wi
WERX, Bl , — SVG XHAIEEEE —N<script>iFE, MREFLESEAFRMUEANR , &
FEARARIRE XSS MM , AT EXEEMBTERXA HTML FXR.

SERUATSBRELEH XSS MNABERIES HTML ER % A URLs B9FLN|, BRFMEE |, BFSH
Amazon WAF FF X &1E®.

1. BF AWS WAF #4518,

2. VB F AR EERFENREREH

3. BIE XSS AN , B ETRIZRREUREZEZHN URI M5 HEEZHNE.
4. JRIBUILERIRTT IRAY XSS MM H 50 & 61 28 F 5o

Plan , BHEBRFIR URLs FAVFRFE AR |, HHE BREP FEENTORR
- FR

c ERFFECEZHETHNED —PHRHR

- XSS tFE R

AL XSS iRk 78


https://docs.aws.amazon.com/waf/latest/developerguide/
https://console.aws.amazon.com/wafv2/
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-create-string-condition
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-create-rule
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M

B HERR

MREFBERRIMERT RNHE) , BERR Support ST LR RO ZIFRH,

B R Support,

WMREH AWS FFRE TR, AWS Bl T AWS b 375 |, W A] SAE A St O 3RER A SRt iR
FROTRHER, UTH2RET WA,

IR B

1. ¥TFF Supp ort Center,
2. EFRCIEZEH,

HARERBEAT LAEEY ?

1. &F B

2. WFRS |, §&EF WAF 5 AWS WA F,

3. 7 “R3" F, &EEFE WAF 22 EH31L” T “AWS WAF Z2B3{L"

4. XTF TENR, REENAIRITE YR,

5. HBMA RS, KA M TEM R, AASERELRERZRTNEE, IRELTEELX

LHEFRAE , FEET—F  HES.
/E:\m1§1§\

1. “EB F , BABEEN R B E B XA
2. FEER P | ¥R R,

3. EF M,

4. Bt £ Support &b B ERAFEMNES B,

B IR S R 3 R RIS B[R]

1. MAPFENER.

5B R Support.

79


https://aws.amazon.com/premiumsupport/plans/developers/
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://support.console.aws.amazon.com/support/home#/
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2. BT —F  MEMBRFERRRA,

M BN RS ER R T AT

1. BF "MA@ER RS R,
2. MRETACERAXERRSRERFB , BT BRREN , WARRER , REEE EX,

S ENAR RSB R B 80
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HRANRIEE

R RMER G REVRA,

R

HRIEAMGitHub FHE |, TRUEBRAZRNERNMPAR , HEHEMARZENEELRE.

LEfRR T RVERZER AWS CDK £, BXxEAMEE |, F3 README.md X4,

AR Y


https://github.com/aws-solutions/aws-waf-security-automations
https://github.com/aws-solutions/aws-waf-security-automations/blob/main/README.md
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ZE

AHIEEXATREZBRG ZRNMFERN TIEENEE., HXFRIVIEH AR IZERG R
SRR 1 2 E B R

E&HEWE

ZMRERITIED AWS KEZEBRNIET, RMNEAXERBEREF i T HEF WA ERLERS
RURMERBEESHN =R, FEE , ZBRARSWENTER , H7E CloudFormation EiRH ¥ 1H IR E
HIRSEAIXE AWS :
- ARG R ID-AWS R RIRIDF
- HE— ID (UUID)- 1 %R R B REHL 4 B R HE — FRIRTRF
- BYEE-BIER SR A
- BRAREE-ENREHHRAFEUEHRESH
- EMAR-ERERAEBRERONE (ETHKRBR)
- AEMITEREIE
- FIESBMENEE IP £, BadBot IP £FEE N REA HTTP Floo d IP FHY IP bt ¥ 2
- EAEFPELAERE
o IP B R AT SR IR
- EENXRIPETH IP HuHKE
- EAEFPELLAERE
o IP REBIE-M R B4 1P EFHIBRAVSH IP st E

BEARFAERENEEDAWSTHE, BIEWES AWS BIRABRNYR, EixZFEHILheE | BHE
B3 AWS CloudFormation ¥k 2 BT XA T FH.

1. ¥ aws-waf-security-automations.template AWS T CloudFormationZ| & At iE &,
2. ER XA mEESHTFF CloudFormation 4R,
3. MLz E &KX CloudFormation & 4x IR §F 287

Solution:
Data:

EfBERE 82


https://aws.amazon.com/privacy/
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SendAnonymizedUsageData: "Yes"

Bdh

Solution:
Data:
SendAnonymizedUsageData: "No"

4. &F AWS CloudFormation ##l &

5. LR BIEHK,

6. EOIEHEKR MEAVIEEERE S |, BHR EARRA

7. EEEERET |, EEREEXXH , RENAR R 27 PEFERET R ER,
8. R “T—%" , RERBI] 1 PSR 1TEIE. Launch the stacke

RSP
MXH AWS BEH

« AWS DDo S #M &{EEE

MXE AWS ZE2FEXE

o W{AEHA AWS WAF. A CloudFront mazon F/x [a] 853246 225k B 1L 15 8%

E£=7 IPEEIFX

+ Spamhaus DROP List Py
+ Proofpoint #T X &k 1P %3k
« Tor BT K5Ik

mEE

» Heiter Vital
. TS EHK

HEXRBIR 83


https://console.aws.amazon.com/cloudformation/home
https://d1.awsstatic.com/whitepapers/Security/DDoS_White_Paper.pdf
https://aws.amazon.com/blogs/security/how-to-prevent-hotlinking-by-using-aws-waf-amazon-cloudfront-and-referer-checking/
https://www.spamhaus.org/drop/
https://rules.emergingthreats.net/fwrules/emerging-Block-IPs.txt
https://check.torproject.org/exit-addresses

AWS WAF %22 B3t RIS
o« OR%

Vlad Vlasceanu

 Aijun Peng

Chaitanya Deolankar
R B BR
Mykhailo Markhain
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81T

R AT GitHub 724 FE B9 Changelog.md , BBER4E ERAK SRS S,

85


https://github.com/aws-solutions/aws-waf-security-automations/blob/main/CHANGELOG.md
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R X 7= BA

AXpiEERHSE, EARTEEAXHRH ZBZE AWS FmMKEK , AER , BFLZTE
Ho BEFATENAXEPNER AR AWS ™ mE RSB EMERAR TR , S0 R
S EE RBE  THTEMEANARIERER, AXETRE AWS, HXEKLF, HNEWR
WA AWEMIER, R, SEAE. FAFIRIE. AWS XHEHEFABHTEM NS Z AWS HIH
4, AT R AWS EFFEEBH —80 , BRI X IE R,

AWS WAF £ B3 {L##R 5 RIBHE A pache T AIRAS 2.0 IRFFITIF A,

86


https://www.apache.org/licenses/LICENSE-2.0
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AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,
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