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FRFZ M MRAS 1.0 12


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateTags.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess

FRZ IR AWS RAriEmE

- WERFEHREFETRSH R 1L AWS EERBE | &0 LU X L8 5% BT 177 7] AX BR BR %1 9
G EZRESRENER. HIE0 , Amazon EC2 %t AmazonEC2ReadOnlyAccess.

- BEULCIEB SRR , NRTFEFEAF RN D BARS MR RN 5 E R IIRIENNR,
L RBEGE A RIS RBIEL HI R KK,

AWFIRKBIATIHFE-—AEX  EREF , ERBAV IR ZE , BINMERL TR R2E
E4HY, R, &R BUER T R RIH RYBGR.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "tag:*" ],
"Resource": "<ARNs of resources to allow tagging>"
}
]
}
HE , BAUFERELIRER , AT HRREZHABERBRNERZANEMTER. XFTE

— NN HEXAF ARFHRINEIEREE, UTRE—NRERE , ©EL I Amazon BIRE
( ARN ) FR4SE R IRV 7R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [ "tag:*" ],
"Resource": "<ARNs of resources to disallow tagging>"
}
]
}

F B AN IIFRE Y B BRI PR

« tag:* (WRRAFENRLSHRERRE, UREBRFIAFHITRRE , WAUFESERNEE

BERBRNZS S BHRESE, )

FRFZ M MRA< 1.0 13


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonEC2ReadOnlyAccess
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsresourcegroups.html
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* tag:GetResources

* tag:TagResources

e tag:UntagResources

* tag:getTagKeys

* tag:getTagValues

* resource-explorer:*

* resource-groups:SearchResources

* resource-groups:ListResourceTypes

(® Note

Zresource-groups:SearchResourcesfX R A FIRL iR E A& E A B IERTIER
AT 5l R
Zresource-explorer:ListResourcestX R AFHEHERELIERT RN HHEIR ,
MmERE L ERIFE,

BT E AR g 25 R AR
EH A @RISR AWS Resource Groups MR 4miEas | FHITUTEE,
1. T IAM BHENABTE,

2. RIERTHIRERFESNRNAR, ERFAGUTHFZACGHNEERME.
3. EMRETIRH , HERERNNR,

4. EFREZEMINIAE R,

5. &R BIEXRE.

6

£ JSON &I+ £ , #MELL T KRR F A,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [

FRFZ M MRS 1.0 14


https://console.aws.amazon.com/iamv2/home#/roles

FRZ IR AWS RAriEmE

"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:*",
"resource-groups:SearchResources",
"resource-groups:ListResourceTypes"

1,

"Resource": "*"

}
]
}

® Note
ZREEFRANE FRITIA S R SR RN R,

7. ML Next: Tags ( F—% : #5% ) M Next: Review ( T—% : & ) ,
8. WANKRMHNEBHMIEA, Hln , AWSTaggingAccess,
9. &EFE BIERR

WE , REESREFE IAM A, SUSUREK MBI EtES , Slnse, BANAST . BXNFREERI
NXHMNESER , BEH (AM BFERE) PRSI ER IAM 5431 ER,

E TR e 2

AWS fE EFUTAER !

- ETIRENRE - flan , BAUIE—NRE , UATFAFNIT GetTagKeys 5 GetTagValues
B, BRREMITH MR,

- RBEHHNRRENR - RERSZIHER ARN EXRBEPEEE N TR,

o REHFIHTEN - REBSIRHERBAFAEPERARFIRS. fl, BaSlolZ MR U
AWAPNEBAFREHERGENEAEETLHENER,. EXEZEER , H5H ABAC BEHALHA
AWS ? £ {AWS Identity and Access Management AF#gR/) .,

o IGEEIE - A ATLEY A RS RESRRENRKETAE,

HERERTEARSAXAG,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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BRAFERBEFMAE AWS Identity and Access Management (IAM) ENEZER | HSHAWS
Identity and Access Management ISP TER :

« AWS 5 IAM B & ERANRS
- REREEENIRE, BRAZXGZRH
o [FERARBEEX AWS FIRI IR

BERERICHRIR

FAREREESS  BUUHEER , E— I RS /MNHERTHTHFIE AWS XiF BRR. B UER
5% 20 e MmaREE  SREFERREXENEERN, SNEATUNEECEEERENER , b
ALLEERENENAR. BXEZELR |, 55 % AWS Resource Groups AAF BB T FWAIRE
WA ERERRICS,

EHRIERICNRRE , EUNERRERERMINE  EEE. KEIMIBRIRZE,
ERERICHEIR

1. AR RESREZESE,

2. (Wit )EEREAWS X FHHPERERICHER. RIABRT , BEAZNETIXE., XF
AEF , HiER us-east-1 l us-west-2,

3. MNEREHETHIKRP K EBREL—RERER, BOULl—KXNHEZ 20 fhE
MW FFRERRNNBRERE | EERAERRER, XTFHIE , ik
FEAWS::EC2::Instance FIAWS::S3::Bucket,

4. (R ) ENREFERD A - IMIERASTRERHANEN |, BUFZHE AWS X XE R
BRRENEABEEERICHRF. ERBA-MEBHAN |, SETENIIRFEREFXEFR
EEAREZS ; BALUMIIRFER - MIEER, EAUMIRPERIRERA. ERARYBS
MNZRUASIARTER , RERERTEDTRRER. ETRENIRERN |, HiEFE Add (710)
3% Enter. HiZRAIH , it EH Stage IREXRHN AR MEXERATEN , BEoE-SHNENR
MER. EFMESHRE , BEERN, EWH AND ZE/FIELEHE , LMEEWRARESEE
R R IRRBE N B EERETE N R IR,

® Note
& mERRIZHE A BB,

EREFICHRIR W< 1.0 16


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html#management_svcs
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstageditor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
https://console.aws.amazon.com/resource-groups/tag-editor
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EEHRERENMRERNSNMENAR , B -1 EFHERRNFEZMNIERS , BEETHE
ME. SEERCEERERRERIFCHAEREMAEENMBERR. BRXDKANE,

MREREAFEZA , BUEFTE AWS REFEREREERENMAERR. ZEWREEFEM[R
ZHHRR , ASERENRENER. ENEAPRIBREME , BEHFRZE EEE X

EERHFEMEZAEERZENNER , BEX MU THREEEFIER (ZEH).

Tags — Optional

Name X | (Emptyvatueﬂ X| | Add |

® Note

EEREAEERSENTRZA , KIRXERENATEH AWS KEFEL—IEF
EERBENRIR,

5. HEEWHERMERN , FARBRAR, ERNTEFRERGRXEPERNRSE,

EifAXEBRR , BEBERFP@AEMIEIER , flm, BREHH—E2.

® Note
BRI SAMEA T P R SRR IBIEL R

6. (W) ERENRSHFESRERRERERHPE RN  BERRERERPEREEIGTRE
NCH

o

EERMNEL  EREERRERPETHTHR. IREBEERBPNAENE |, BT
TEIRE,

BREFENSREFELERTETNI, EAUERERRERTHIANE
MRERANFITREN —FOERER, ERIEMRCHTRE , LA LURE
HITZRE. BEREARS , BERREZHNTIRER , RAEFEMNXA
@ )

ERNTE

| @)

EREFICHRIR hR4< 1.0 17
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EREZTANIMERNITHE , BEEBIA.

BEF MimEiEE R RIS
FERESREFUTEREFMFENHRENL RTFNRELR LOABHE,
MBLRR E—BARRBA T EARES , TERRERTENS N AR RSN L 1E,

® Note

AEBHAMARE LN HROFE, BETURNHBERES NEERFNIRE, AXES
B8 , F5H EANERERE ERE,

EERERRPRBARIRE
1. RREBRENHEHFTREN TR LHRENE,

® Note

< MRIFAMERFEAFREAMEZANIRE , MZERETRRN ( RFFE ) o
« MRFIERRNBETEFMEZANRE | BREE, WZEFE R

LT RBHEFE THRZ Env 5, HEI{ERN Prod,

Change value for tag: Env e

Q Prod Tag: Env

Enter a new tag value or choose an existing value.

Remove tag Prod

2. BAUMAFE , IARAH A RO AR LEANEPERER, SOTUNERBRITE , N
BORTR BT

EEH MYm G E R IR IRE R4 1.0 18
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B ENFRIABERE

1. £ EREFENHER ERAERYD , £ R P HEEFNFRENEARREE-IRF, &
Tags (}r) 5l B2 EIEN B FRRBUFNIRE,

2. ERFEHREFERUENIE, EEERENHERXRBRRER |, EETUBSEFERFTER
REVFRERITFF BN

® Note
MREZBEISENATHRROFE , BRI NEHRE D,

FERSHN csv

A EREMINENRFEERNERSFHNLES DRBIE (csv) XfF. .csv XHFERARE
M. RS, X, BIRID, ERZHURESHNENMNE—FRERAT. csv XA ATLABIE N AL
RRRRFEITIRICRRE  HEBERRENIMCERHF R,

1. EERBFMFSNERERERT  EBTHRS N CSV,
2. ENRBRTEN , WEBTF csv X4 REELREFISEWLE,
HRER

« AWS Billing (AF#ER) PR ER KA D EIRZE

EARE B EEIRE

EHRIERICHERE , BULURN, BEBRMEESD T ERERNOKRS., HREREESSE R IR
REVFIERE, MERER[/LELERXENRZERENRISRESRTRINY , S=RARFENRSEZES AR
o, ERBEEFER AP RN

/A Important

BFAERERFEDMASHES (PI) IEAHNBIHRBER . BITESIHREN ERHEKEN
EERS. RETESATRERBREKEE.

FERSHNA csv XM MRS 1.0 19


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html#allocation-what

FRZ IR AWS RAriEmE

GO BERSHHEHAMEZE
AEBTILIAFERAPRIRERESR N EFRRMNRLE, AWS Management ConsolefE 2 , &
WA AERAUTIEEE AWS BR LIHRZ

« BATLAEA AWS Command Line Interface (AWS CLI) HHY
resourcegroupstaggingapi @ Shell B RF TR AGSREE D HHIA,

o BT LAEA AWS Tools for PowerShell Core R BIAWS Resource Groups #rid API kA2 H
iz 1TPowerShellfii 28,

- BEERRRAFRIS API ( 5I20 Python BI¥RIE APl 3 Java BI¥RIE API ) , & 0] LA {E ]
AN AWS AT EGSIBMETRER.

ERM, BRHEERAEIREN , ENEEREMMFENTRERAERPERNR R LEIURE, &
&% A LUk 500 MEEERERREN TR

£}

o FHRZER IR E Y R IR

REBIEERIRIRE

M TE BY B R o M BR AR

ERHABHREER

- BXfER

RHARZ AN I E % E B 7R
B AME RS R BRI RERNE L T ERERNIREN B RERE R PIRERF,
(® Note

ATEHBNARBHFESNERNFES, COTURELNERNFESE. BXELES
WS BB NRELTRRNITE.

1. IFARLRESRZHE , AERX—1EH , LREZZEREH SRR,

TR R DN BIE E B R WR7< 1.0 20


https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/index.html#cli-aws-resourcegroupstaggingapi
https://docs.aws.amazon.com/powershell/latest/reference/items/ResourceGroupsTaggingAPI_cmdlets.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/resourcegroupstaggingapi.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/ResourceGroupsTaggingAPI.html
https://docs.aws.amazon.com/index.html#sdks
https://console.aws.amazon.com/resource-groups/tag-editor

FRZ IR AWS RAriEmE

2. HEEXREMFRENHEREWGRRED , BRERMIFENRRFDNEERE, ERE LT
ERFEPRMA—NNAZRE | UIRETRAE. ID. RERIIIEEN -2, ERLEHF
FERLERTHRRENARE,

3. BERF—IHZBIABRNERE , REEBEEEMERRHREL.

4. EUTETRNEEHNRENEL , EFAENARLNORE. EARARKBEREREDTESRR , B00F
RERMEELSR 1 FEFAHBLERF, X Add tag ( FIFRE ) -

5, MA—THERMAENREE, FUEREF , LRRNIRLE Team MIFLE(E Development

o

(® Note
RBEHZANEE 50 MAFNANRE, NREEHEE 50 MAFNANRE |, MATREE
BB FFRARFIREL. AWS ERIIRENEM T 50 MrERRH, FRERIELMIEIEE
RBRFRE—H, BEEMNEZRASCELEFE TAERRTHREZ A LB FHIRE,

6. HEAMMTIRER , FEREEANAER.
7. MREEIXLEFY , FEREFEINATHEEENRE.

8. MIFLEARNARHKE  NRAFIMETRFE/LDHHOE, FERT NERNER—HER/ETF
FIFAENRTE, MREZXAY , WEREREPE REFEKIER, FEERNELERKINEH
KR, REBYE,

MENEBLREBRBEORIERNLEY , FSAN RSB SHITHER, ERRIREEREME
B (fFlm, XRFR)E, BUUENRLEEREAMAIBRLERIFTLEER. BXEZER , BESH
the section called “E i KM PR L E N,

YREEIETE IRV ARE

BRMERAREREREINVTEREMIFENFRERERTNEER R LVABREE, URE
BEME  NoEREEHRFSENFAEEERR LNREE. BXLENFERAERS , BAMU
B ERAR I I BFAR L U B SEINRERH, X2MREERE LEBTZBNABEIRE,

/A Important

FAERERFERDIASHES (Pl ) IEMAHNBIHRBER . BITESIHRENERHKEN
EERS. FETESATRERBREKE.

Ym BB TE B R PR M7 1.0 21
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1. EERERMNMRENREREAERP , EPFEFRIINERLEN R RSDNEEE, EHERRP A
A—MNNARZRE | UHERFEHNBME ID W—H0, EHRZIP | FFEERPNERENA
*’%%o

2. EREBEERRIIRE,

3. EEENRENHINEREEERRNIRESG  EFEENETRLNRE, BRAERBRERNRE TES
BIR , BRERESR 1 PIERPIPLRR LR,

4. BN, FNBMERFZE, IERIVNEERZRE , ERIERUWEN., EXEFY , RITE
Team FRXEE XN QA

NMREERRFHE-ZAEEFTEANE , W2ENEEFRPETREENRRERTRNFRE
H, EXMERT , FARBREEPFITF N THIIEK , EPIIHEER RPN ZIRSROAE
AAE.

MREENRFEEAMENREE  WEERANREERZIREE, flln, IREENFFREE
BIREE QA , MEHERA Q WREERZE, THIRPNER THREEERR B REF—
. HEFMAEENRR LESREE, BEZRAH , HTEE Team iiXRBHNAMBEERR , 5
FEFEHN QA. X TIRE Team FRXAEERIR , FAMES QA EH Team #7X,

5. HEARTHER , FEREEANAER.
6. MREEIXLEFY , FEBRFEINATHEEENRE.

7. RESERNRFRHE A REFSATRFE/LSHNE, NEETTE R R — X K EFET
IATERNAE, MRELEY , WEERARSFEREZERDEERE, FHEERNELEREIHK
MiEE |, REBHRE,

MENEBLREBRBEORIEREN , BSENREE RS ITHERR, ERRFSE RERMA
BARRA (Flw , MEFR ) B, BUUERSIERLAMH AR LEARIER, EXEZEE
&2 5 the section called “Eif kM FRZEE X,

Mk TE B9 7 R AP R BRAR

FANERFSREEAN T ERTFIFEN A RERE R FNEEARTHBRFE, MEMBREA
% NAMBAZRSNFEEEARTHBRZTS. BTEELRBRSEH Bt NEEER
BREE , CULNBFSHTEBRNFRES., X2NBEER R EEERRNFERE.

1. EEREMGENBRFRERAERT , BPENPRBRRENTRZDNERE. EHFERFRE
A—DNXAEZH&E | UHETRN B ID B—H5

2. EREBEEERFHIRE,

MG TE B 505 A R PR AR 25 WA 1.0 22



FRIZATR AWS g

3. HEEENZNHLNEBAERFRNRER  EFEENTRLVFE, ERRRERNEETES
BR, BNERESR 1 PIERNARLRR EVIRE,

4. EHPEREBRVEAIREZ DM EBRIRE, ERHEFD , BRIOPIERT Team #53,

® Note
MREFBERATE |, MANERE MR IR I TE TR T BRZAT

ERERFNAER,
. ERAREL , 2N EANATARERENIRE,
7. BRELEENARHE  BERFEARFE/LSHNNE, FEEF UERER—RERETFH
THATRNAE, MRELAY , WKERERSEREZERIDEERE, FHEERELEREIHR
MR |, RiEBHLE,

MENIBLHREBRBEORIEREN , BSENREE RS ITHER, ERRFEE RERMA
BARR (Hlw , MEFR ) B, BUUERSIERLAMHN AR LEARSIER, EXEZEE
&2 5 the section called “EiX KM FREE X,

ERABMBREENR

MRREEFRIEED—MEENHR LAY , RERBIFERNERBPE R — NI EMHEIE, EIEERKR
ANFPRENABNERES. NTEMER  EEERSREBERTEEIRENBERF. &
EABRERE , FREBREARLERAMNREE U REREERRBHBLR R LERER,

EESES)

- AWS Billing (HF#ERE) FRERRA D EIRZE

1AM PR R B AR E AR

AWS Identity and Access Management (IAM) & AR A ZF EENRRER AWS RS , X LR EE
REHE AT LG RIZE AWS &R, SRR AWS BREHRIEBEAWSE IR Z IAM policy B @42
#llo

XEREAVEXN R RHEITHRATR . SR LAERE R HERIAL T RAXER | BIREEEY Condition
TR, TBIZAREELMEERCENZNS  WBEERZE I AHSE, EFLUER Condition
TEREUTHRER :

ERAMBIREE SR WA 1.0 23


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html#allocation-what
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

FRIZATR AWS g
 BYINER HERN A RABHRE,
 BEIEEN ERN ROAR LARE,

S xR AEEH

TRERTE IAM N RREFR AT REFSESGRINZHZRH, BYXERE , BUHRTUATE
=

- HHREABRENEHE EHNRL,

. BBRENSHBIRMARENIRES,

o LERIBERT R B R RATE R FRZ

BXFHBRHAGAFEZINFAGE  BSARMERRENII P EENTE.

KERAEWR B

aws:PrincipalTag MBI EHBEROER (IAM BEEAF ) WREEEREREFPIEEN
PR ITHR,

aws:RequestTag FERPENSBEENREZHA/MEN SEEREPIEENTSEH/E
FREAT R

aws:ResourceTag FEEE N R B R MEXN B EERE P EEN RS BA/MEXN#HTHR,

aws:TagKeys RFERPIRERASEERBRPEENBAHTLER,

FERRZEH 1AM KBS 51
Example R4 1 : 3% F 7= 75 01 22 % 5 B B In4s e AT 5

SUF 1AM AR RS RBIR T T 207385 61 S 1AM policy SR8 F /£ 848 Owner HAIAKR
%, WO, REBERSIRENERE N S0 TAFHG Owner FEMRNE. BELEBEE
fEF | A M Owner #74 | 3 AAM I A BRZIRE. MB2HoIRRBUHMKETE
2% Owner 7% , WERS TR , TAFHITRAE,

{

ERERERNFHER WA 1.0 24


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "TagCustomerManagedPolicies",
"Effect": "Allow",
"Action": [
"iam:CreatePolicy",
"iam:TagPolicy"
1,
"Resource": "arn:aws:iam::123456789012:policy/*",
"Condition": {
"StringEquals": {"aws:RequestTag/Owner": "${aws:PrincipalTag/Owner}"}
}
}

Example 5l 2 : ERAFEREFTE &I E IR 175 RN R

THREIF | IAM R REEN H B EEHEIRICERFIMEEMN project i3 EN , TR2UEAFELELE
EIZ1TH Amazon EC2 =4,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"ec2:StopInstances"
1,
"Resource": [
"arn:aws:iam: :123456789012:instance/*"
1,
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/project}"}
}
}
]
}

BN ETEMENHRRRZES (ABAC) KIRHl. BXMER IAM REEKREE T FR /Y 1 7] 42 5 R BE
NEZEBMEMRAE , HSFAWS Identity and Access Management FIFIEREH AT ER :

FERAREH IAM KRG MRS 1.0 25


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AR AWS il
- ERREEFIX AWS RIRHY 78 &R
o EARZESX IAM A5 A SR TR R AT TR

o |[AM #H32  BIEFRZSELFE AWS BROAE : BRUOAIEASMrERARE/NIA B MBARFIH
B A PR o

AWS Organizations#r % & B&

PRE R R IETE AWS Organizations FEIZE — MR, S UAERARERBERNEAAKS PER
B ECIRE, EEARERRE | RITEWEIRRAWS Organizations f 7 18 F P RV AR K BE A [T TR
E’\JIﬂEum&;EJ&ﬁTsT%{’Eo MZWEFR , BN TERESFERMNEETSARL, ETRXLEFE

% BEBEANERESRERE,

F&

< RRFHEHNRR

- FEKFHEMME

s IMEHARNENM

FERSFZ A MNP

ERZHEESRPIIETRIRBHNSHAMZE , XIHREHENERHAREXENNR,

PR RS TR o R F M

TEREEBREAMERATHS :

o WA TER S AZINEE AWS Organizations , RECIEMK INRL R, BXEZEE |, HSH
AWS Organizations (AF1ERE) RHATRE :
- EERZRBEHERZANBR
- BRANZERE
o FREEEEAD

s EERKFRARLNAEIRE  BEEZKRFNEREIEUR TEKS SR P ATHlH
BRo

s EMHEALBENENM  BEZHALAETEKFNEIEIEUAR (TEALBEENENNE Sl
PR, R eemE AWS Xif XERZ ( HHFELILE ) REEARSE.

AWS Organizationstr & 5K B MRS 1.0 26


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-prereqs.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_enable-disable.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html
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VAR IK P & ML A BR

ERFRBRLERTEMREFEUATNR !

« organizations:DescribeEffectivePolicy - SREUKF B BRI S REEHI AR
- tag:GetResources - RENAFEMMFEE R BN BRI

« tag:TagResources - RMBEFHITL, BREFERETRSHNRT EQIERL, fln , EE
Amazon Elastic Compute Cloud (Amazon EC2)F#RiERIR , BFEE ec2:CreateTags MR,

 tag:UnTagResources - i #RE, BEFERETRFHNRTEBRIFE. fll0, BEX
Amazon EC2 HEUENRIE , BFE ec2:DeleteTags MR,

LUR 7R AWS Identity and Access Management (IAM) SRE&I2 M 7 i#(E 1K AR S SRR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "EvaluateAccountCompliance",

"Effect": "Allow",

"Action": [
"organizations:DescribeEffectivePolicy",
"tag:GetResources",
"tag:TagResources",
"tag:UnTagResources"

1,

"Resource": "*"

}
]
}

BX IAM REEENRRNES —RER , SR IAM AFE/.

A LT E S A R AXER
THEALEENIRE M S BB TR -

« organizations:DescribeEffectivePolicy — SRERMINEIALR, AL HE(T (OU) HIKFHIRE
REENR.

* tag:GetComplianceSummary - REVALFFIEKF A RS T RHEHE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/

IR AWS A m

 tag:StartReportCreation - FHRIENEAMITHERSHEIXHF. ALRFNEAN LT 48
/J\E:.I--‘l;lz{E_;Ko

+ tag:DescribeReportCreation - KEIR &L I EHIRA,

LU IAM policy RHIIRHE T AT IR HALRSCE NS ERN IR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "EvaluateOrgCompliance",

"Effect": "Allow",

"Action": [
"organizations:DescribeEffectivePolicy",
"tag:GetComplianceSummary",
"tag:StartReportCreation",
"tag:DescribeReportCreation"

1,

"Resource": "*"

}
]
}

BXIAM EKBEENRRNESZ—KRER , F5H IAM AFEE.
£/ Amazon S3 17 fi \ SR g AT i IR 5

EQBALCRENEAMRE , BXTORERBRSETARFNR , £HENLRIZERD (FE
B MALER ) X ## Amazon Simple Storage Service (Amazon S3) B E#IRSE . It Amazon
S FHERMLML TEREREMABRENE —K/ P, BEANABGELTIBGetBucketAc1F i@
#s3:PutObject R,

MUTFREBERBERMEFEE  RENER B8R

- 1&H S3 FHRW\EWN
- ALAWID S
- BNRARBHNALEEKFNK, ID S
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"Version": "2012-10-17",
"Statement": [

{

account-id>:

"Sid": "TagPolicyACL",
"Effect": "Allow",
"Principal": {
"Service": [
"tagpolicies.tag.amazonaws.com"

iy
"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::<your-bucket-name>",

"Condition": {
"StringlLike": {

"aws:SourceAccount": "<organization-management-account-id>",

"aws:SourceArn": "arn:aws:tag:us-east-l:<organization-management-

"Sid": "TagPolicyBucketDelivery",
"Effect": "Allow",
"Principal": {
"Service": [
"tagpolicies.tag.amazonaws.com"

I

"Action": [
"s3:PutObject",
"s3:PutObjectAcl"

1,

"Resource": "arn:aws:s3:::<your-bucket-name>/AwsTagPolicies/<your-

organization-id>/*",

account-id>:

"Condition": {
"StringlLike": {

"aws:SourceAccount": "<organization-management-account-id>",

"aws:SourceArn": "arn:aws:tag:us-east-l:<organization-management-

* 11
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}

TRAEK - R S

BAHEEAP N ENKS REFEHERIRE R,

/A Important
MM BRIFIRXEERPETNTEN,
BN AWS FRIREKE 54 A tag:none WEHALEFEA , LELNIKS P ERARIFICHE
Ro BREZEER , 55 (AWS HiRHRRSE A/ ERE) PHERRIFICH TR,

IR LR MR E N A BIIK P BIPRIC AN o K 77 R Y AR AT PR 25 SR B DA E 2 F A0 UK 7~ RV R (T PR 3R
AR EMNERIRE R, MR NBALREN , ENARERPNFEKS RIrS KM
MEALER] (OU ) B , ENAEIE T OU MRS OU,

(® Note
RGN RGBT EKM |, HS ) AWS Organizations {AFIEE) PHRERBEAI,

EERTENARE | BXTRB U TR :

* organizations:DescribeEffectivePolicy
* tag:GetResources
* tag:TagResources

* tag:UntagResources

TS REG S HERIRER (24HE )

1. BRERESNMNKSE  TIARERBESE,

2. EMFRLERMED ER ERXRBEEMB N ENELOREZR . BUUARTHREZSN  EFFXRR
TZAE. RONEBUREEHNBERFRREBFCERAXLEENES.
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-examples.html#example-1
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-effective.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policies-getting-started.html
https://console.aws.amazon.com/resource-groups/tag-policies/
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® Note
NBACBREEKS  NEELE—MKSTHEELERERTSAEL.

3. EFTELREHRENEREDH |, IEE AWS Xif EEZMLERESHIRE, BEUIRERER
HITER, REEREERER.
THERSRTFRAEENS. EEUSTEENEERRE RO  HHEEBERG
RO o
4, EEZRSERF  BEFETAANTR.

5. HIHWFRIMENNIEES , EFEEEIUITHAEIRZA RN AWS RS, EZEFE L, EEFT
BARE,

® Tip
WRETHEBLRETEN | B EFERM R A T ZKS W ERF SRS . £
AR FHREFAUEFEERICAN

o

ESEHRNEERENTE , EEEAIINKS BRESMXHHSH,

EERFEMIRE (AWS CLI F1 AWS API )
FEAUTHSHNREERTENRE :

* AWS Command Line Interface (AWS CLI):

* aws resourcegroupstaggingapi get-resources

* aws resourcegroupstaggingapi tag-resources

 aws resourcegroupstaggingapi untag-resources

BXRTE AWS CLI HERARERHNTEIRE , S HAWS Organizations (A Em) HHE AWS
CLI FpfE PR R AR

» AWS Resource Groups Tagging API:

* GetResources

» TagResources

» UntagResources
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https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/get-resources.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/tag-resources.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/untag-resources.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_TagResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_UntagResources.html
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RS R

BNBUGEEERNYUESAERE, BERE  EXEHMREINKSBRFEEN XN ERIRE
KB,

ERMEEFEARER-—NMEREE , REXRZ , HPaE

- BHALANTERBNERTREQBENREBTAET,

- BIEEIRN , FARPHITTEEFTEMNE,

- BHUEFTRRINRRIEHTZN , EAERIRET,

- BYKFORSRBEHRMBLER , ZKFHNERRSREREERH. SYKFHRNIRICEREL
TR, ERFRIC RG2S TH,

MBEAAAEEKSHFRBR  FAERRE. WWIREEFARKS FAAAEFERRNER.
BXESER , BEH TEARRH AN,
PHEAARHEME

BRI HME BV AARBET R BN ERIRLE R, SRV EX—NMRE , EPIHARPKTNAE
EAREHIR , ARBMNERRENS LRI,

/A Important
RN BRI EERPETRIFTEN,
EEZNKFPERARFICHER , 1§ AWS RRIRZRSR SEANER—EFEMAtag:none,
BXELZER , H2H (AWS #RRERR AFEE) PHERRFIZH FIR,

Bus-east-1 AWS Xig Rt B S ALMEBIKFERIRSE . ERIRENWKF LMNEB H IR EB RS
(BHRILMILER ) XiF A A Amazon S3 FiEN. FHEMLMEEM NN FEEMRE WA TEFEER
£ H Amazon S3 F# BRI P FTR.

EARALFTNEAMRE , BLARBLUTR :

* organizations:DescribeEffectivePolicy
* tag:StartReportCreation
* tag:DescribeReportCreation

* tag:GetComplianceSummary
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-examples.html#example-1
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£ RARBHARMERE (254 )

1. IARERBEHS.

ERLAALRIRE | EERERERSE
EERBRERFL , EERSHERLE,
R IRS .

A 0D

WETKE , EAUMNALRRE FIETF ENFENRER D TEIRE

© EE
AR AT 48 NEHTME— R, B £ T4
- AGEERREFFROEL , B2 TEBE 48 N TR BITARBIH SIS,

Pl BRELE —PMHRERE , AENTRREE SRR, RBUAREAIZRE
HMARRZSEE 48 PHREREFETHEM.

- RESUNUMBERRE  BEREEREZET R TEEZHETLEH.
» iZNoncompliantKeys%l 5| T RE LA EE ML RENIT LR,
« ZKeysWithNonCompliantValues5lI5I i 7 # R E B EK B EX N EFHEIRZHILERT

ERENER,
« MRERATEELRE AWS K7 ZALRRAN , METRERESAMRE PRHEE RKE
90 X,

ERALBENENIRE (AWS CLI, AWS API)
FAUTHSNREERALATNENAERE. REARSHESFTHRSE -

+ AWS Command Line Interface AWS CLI):

» aws resourcegroupstaggingapi start-report-creation

* aws resourcegroupstaggingapi describe-report-creation

* aws resourcegroupstaggingapi get-compliance-summary

BXRFEAREKRENTZEIE AWS CLI, B2 (AWS Organizations FiF$88) AWS CLIFFEfE
AR,

+ AWS API:

EELD RS MRZA 1.0 33


https://console.aws.amazon.com/resource-groups/tag-policies/
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/start-report-creation.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/describe-report-creation.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/get-compliance-summary.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
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» StartReportCreation

» DescribeReportCreation

» GetComplianceSummary

FERATRSEE TEREMN Amazon %2 FrE E X EventBridge

Amazon EventBridge X#FXt AWS RIR#HITIREE R, FHXT EventBridge K& |, B AE
EventBridge MMM A CEAREE R , ANSEHBBHE - RNZNEIR. fl, B2 ERAEsLT
fERIER AWS Lambda E#. ANEBRMET — MR , NEWAREA Lambda WEZLFXEN LTRSS
BRRAR , UL HABRRLWIFEEHR, AWS

FREE QA% EventBridge =4

EventBridge IR #iR AWS BIREZ(LHIE PR RESEHR. % AWS BREBZIFHRE | IiZER
APFEMHWBENEMY , AJARMALANDE AWS BR, HMENELEARGLIERERIEDE.
mEHEZEME T,

£/ EventBridge , B UG EIR S B R HIRER AWS BIRIRSIRS. BAaT , 7T RIMELH
IJJ , B REEETHR W API HRFESNMNAA., TE , NFREHITWEMTER ( SEEMRS

|, mERESRFITIC AP ) BFERRE4PEIRZER. AT RAERTIREE RATIR R
’:ﬂ EventBridge B, ©TETHH. EEFHDEMBRAIRZ AR H KB E,

"version": "Q",
"id": "bddcfl1ld6-0251-35al-aab0-adclfb47cllc",
"detail-type": "Tag Change on Resource",
"source": "aws.tag",
"account": "123456789012",
"time": "2018-09-18T20:41:38Z",
"region": "us-east-1",
"resources": [
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"
1,
"detail": {
"changed-tag-keys": [
"a-new-key",
"an-updated-key",
"a-deleted-key"
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https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_StartReportCreation.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_DescribeReportCreation.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetComplianceSummary.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/index.html
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"tags": {
"a-new-key": "tag-value-on-new-key-just-added",
"an-updated-key": "tag-value-was-just-changed",
"an-unchanged-key": "tag-value-still-the-same"

1,

"service": "ec2",

"resource-type": "instance",

"version": 3,
}
}

FTE EventBridge EH-#MEHERBN TR FE :

« BRAE-FRIANBERT , ZEEMBESEHPREN 00 (F).

© id-ANEHER—NME—EH. ESHFEIANBE B ARLESHE , XN TRESHFEE
ﬁ%o

- BHFER-KF - 5 source FRAGERIFIRE RE detail FERHPMFERME,
o KR - FRRBURFENERES. HRETEWNRFEZ aws. tago
« EHE- B4R ERETE
- X - fRRBEHREN AWS X XiF,
« IR - % JSON AT EATHRBH4 TSI RN AR Amazon BIREH (ARN) » XRIFZEE
IR
- BAFE - — 1N ISONNR , HNZRSBHXREMR., ARNTIERSREATHFAFTE
« changed-tag-keys— WEH B RNIRZE4,
- RS - RIRFTBEHIRS . EARAIHD , RS2 ec2, Bl Amazon EC2,
o BIREH - RSB RIRER, FERBIF , & Amazon EC2 3=,

o RAE - IRERBRAR, AN 1 T8, REE AN REE, B UERZRARRIEREERE
i) 105

- & - BEXEH IR FIROIRE,

BXEZER , HZRILS# EventBridge A ERP ML S# EventBridge EHE .

B A EventBridge , B UREFEFENFRUZCEFRESHEANAN, RIFELAHERR
NAHRATIERE. A BINERET , ERFHEERZMINE Amazon EC2 KEIMWIER T , 2147
B FLLZKA, RIERIXL EventBridge FERBIZEANRICE/Z3) Lambda EERAYSEFIMIRE S
o

REE WA 4R EventBridge 4 M7 1.0 35


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html

RIBRIBR AWS BAFiEm
Lambda MRS 28

AWS Lambda BEELERSHFEXNE=FEITRB. FEN , BENEFETRE , TEERESSH. R
EREANITTERBEAR, REXTEIBEHALTRSESE  EXHTEREZERSSE. EXTER
T, TRFHBERBLETLTE, BEREEATETRBNRSESE. AWS FIEXLEHIRTR , I
DARA AR ZFFRIVAEB. B3x Lambda WEZEE , 158 AWS Lambda 7= @R,

#HiE . B LERODPAERZLH Amazon EC2 34

FR

-« £1%, 8l Lambda %

- B2%, REMER IAM R

5 35, XNEM Lambda BB 1TH15 M
E 45, BIBRBHEEN EventBridge HNI
E5H, MATEMNBRS R

« Summary

BEE AWS BRI AWS K/~ SEENRFOHRNEK , B UERREREBN N FRET DR
REBERATRBERARS , SIUAATBENZLME, A THERHEE AWS BIR , FEXN RN AR
T—BHRIE. BE  HRFRERENSREMEEENRFE. B2 , HFENRETRLSIREE
E, \NMRECLASERE, BYSMEREEE , S ANGESREHAIEBEMEE, X , 33T
LB TXRFEHRTERIRNRESETMHANER , ERERELT.

BUR RBNERAMA Y2 Amazon EC2 K6 EMPREE N , URIHEE LA R EHEBAAMEMNRE.
MREZGINIREREZNMH B ZEPTBEERRENRL , WFA Lambda E#R B3 X H &K A,

BN AERITHEE? ETARREEN L TRERBXNAAERRRITIRE , ASZTAERHRED
B, REERBEEETELNHRNRES (ABAC ) HIREM,

/A Important

BB UEHEFEFTKS PRITARHRE |, UREEPRAEERXH,
RYBRFNROARBERRXMBTRNZEFRTEM ID FIRPHEG, ESTFEERH
ATNHEEH ID EFFBFIRP, IEPTHREEF2BARAEMEXEPHNAEXH
AWS K,

WG , FEARRER QAN RBENFIERGIRITIRC. RE , &7 LU BRI B EBR H 5
{XPBRFIZRPEISEHI ID BYRE,

Lambda MRS 25 MRS 1.0 36


https://aws.amazon.com/lambda
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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L ~BI{ER JavaScript M 16.x KX Node.js, Z~FIERA =B AWS K- ID 123456789012 1 AWS X
B EZERL (FEEFRILIEE ) (). us-east-1FXEFHRNEEACHNIRAKS ID MXHE,

(® Note

MREHEHEMNERAEMBXE , FRAEERZF AR T AREFEANXE. &K
BAMH—NMERLERER : SOIMEBLTANTERNXE,

MREFERANVXEE us-east-1 FE , HFEERSUTREREGWAE S| B ERNFEXE,
%1%, 81& Lambda B

#12 Lambda Bk

1. #TFF AWS Lambda EE#EHI &,

R QIR , AEER WKTTReIE,

NFEBER , BB A AutoEC2Termination,

NFIZITEI RS |, £#F Node.js 16.X0

HrEHMFRREBANRIAE , AR ERCNEREK.

£ AutoEC2Termination HEREMABEEDF £ |, ITFF index.js XHFAEFHENR,

o o A W b

- MREHFHE index.js BT+ , WA LA ZIE T+ FEF RIBERR BTG,

- WRTE index.js WIEMFRITH , FHAREESFMERKD AutoEC2Terminator XH4R THY
index.js X, RE1EE Open,

7. 7 indexjs EIIRH , FUATRBHMUEREHERED , BB SHNRD,

fH{E RegionToMonitor BN EELEEHFE/THEEN X,

// Set the following line to specify which Region's instances you want to monitor
// Only instances in this Region are succesfully stopped on a match

const RegionToMonitor = "us-east-1"

// Specify the instance ARNs to check.

// This limits the function for safety to avoid the tutorial shutting down all
instances in account

// The first ARN is a "dummy" that matches the test event you create in Step 3.
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https://console.aws.amazon.com/lambda/home
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// Replace the second ARN with one that matches a real instance that you want to
monitor and that you can
// safely stop

const InstancelList = [
"i-0000000aaaaaaaaaa",
"i-05db4466d02744F07"
iy

// The tag key name and value that marks a "valid" instance. Instances in the
previous list that
// do NOT have the following tag key and value are stopped by this function

const ValidKeyName = "valid-key";
const ValidKeyValue = "valid-value";

// Load and configure the AWS SDK

const AWS = require('aws-sdk');

// Set the AWS Region

AWS.config.update({region: RegionToMonitor});

// Create EC2 service object.

const ec2 = new AWS.EC2({apiVersion: '2016-11-15'});

exports.handler = (event, context, callback) => {

// Retrieve the details of the reported event.

var detail = event.detail;

var tags = detail["tags"];

var service = detail["service"];

var resourceType = detail["resource-type"];

var resource = event.resources[0];

var resourceSplit = resource.split("/");

var instanceld = resourceSplit[resourceSplit.length - 1];

// If this event is not for an EC2 resource, then do nothing.

if (!(service === "ec2")) {
console.log("Event not for correct service -- no action (", service, ")" );
return;
}
// If this event is not about an instance, then do nothing.
if (!(resourceType === "instance")) {
console.log("Event not for correct resource type -- no action (", resourceType,
")

HiE . B RO FIERZH Amazon EC2 £l MRS 1.0 38
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return;
}
// CAUTION - Removing the following 'if' statement causes the function to run
against
// every EC2 instance in the specified Region in the calling AWS ##.
// If you do this and an instance is not tagged with the approved tag
key
// and value, this function stops that instance.

// If this event is not for the ARN of an instance in our include list, then do
nothing.
if (InstancelList.indexOf(instanceId)<0) {

console.log("Event not for one of the monitored instances -- no action (",
resource, ")");

retuzrn;

console.log("Tags changed on monitored EC2 instance (",instanceld,")");

// Check attached tags for expected tag key and value pair

if ( tags.hasOwnProperty(ValidKeyName) && tags[ValidKeyName] == "valid-value"){
// Required tags ARE present
console.log("The instance has the required tag key and value -- no action");
callback(null, "no action");
retuzrn;

}

// Required tags NOT present
console.log("This instance is missing the required tag key or value -- attempting
to stop the instance");

var params = {
Instancelds: [instanceld],
DryRun: true

};

// call EC2 to stop the selected instances
ec2.stopInstances(params, function(err, data) {
if (err && err.code === 'DryRunOperation') {
// dryrun succeeded, so proceed with "real" stop operation
params.DryRun = false;
ec2.stopInstances(params, function(err, data) {
if (err) {

HiE . B RO FIERZH Amazon EC2 £l MRS 1.0 39
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console.log("Failed to stop instance");
callback(err, "fail");

} else if (data) {
console.log("Successfully stopped instance", data.StoppingInstances);
callback(null, "Success");

}

1);
} else {
console.log("Dryrun attempt failed");
callback(err);
}
1)
};

8. EFEIFBUREFEEMNE I BT RAEI
It Lambda BEE 2K E Amazon EC2 KHIMFE , PR L E RSB HATIRENFBEE, EventBridge

FLROIF , REHPHIKFIRDAAFENIRLERH valid-key HIZARLRXAE valid-value , U
ZEBLZHAEFELEZES, SUAREECHRBERAVESILEZBEREIHEER,

fif Lambda #2H| & K8 E O REFHHRES,

F2H, REFMEM IAM NXR

BRAMEIZEBIRTELE EC2 SEHINER , BT EERINETT. AWS REMNA
flambda_basic_executionS& B iZIX R, EAHES |, LHEHRMINEBIEZ N AutoEC2Termination-

role-uniqueid BEEHRITHAEHBIA IAM XPREKEE, NHEFTENRIETIANER

ec2:StopInstances,

BXBIEESET Amazon EC2 B IAM FHNEZEE |, HSH IAM AP EEHH Amazon EC2: f21F
DUREBE AR AEEZGH AT EHREILISEN EC2 EHIHBRIEEN LTS A,

IR 1AM PR B H 5 2 i E) Lambda BBV HIT AR

1. ES—NRB|ETFRELOF , 777 1AM BH AN AETH,

2. FHRBAAGEN AutoEC2Termination , HAGZMEIMEIIRFN , EEACBEN.
3. EAGHMERMEL , EEMRIETF , AFERCH NN —NEBEHER.

4., ERMHBWERNEL , &R KREXRK,

5. EUY{tREERET L, EFHFMIAANR,
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https://console.aws.amazon.com/iamv2/home#/roles/details/lambda_basic_execution
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_instance-securitygroup.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_instance-securitygroup.html
https://console.aws.amazon.com/iamv2/home#/roles

AR AWS il
6. WT RS , &# EC2,

7. & B &, %k#EStopinstances, BAIEEREZDEA Stop , EEHIATIESF
StopInstances,

8. WTHR K6 REMEHRR , ARREXRE , RAEERREFEX.

X B 3 B T ARASHY SR B FRZ MR AN IR B RRIARRAS
IEHY R A R R R T AT R B

"Version": '"2012-10-17",
"Statement": [

{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "ec2:StopInstances",
"Resource": "*"
.
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:us-east-1:123456789012:*"
.
{

"Sid": "VisualEditor2",

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1))
"Resource": "arn:aws:logs:us-east-1:123456789012:1log-group:/aws/lambda/
AutoEC2Termination:*"

}

8 3, XNEW Lambda B # I 1TH)5 M

EARSRS , SRFEERBREINIAEN. Lambda WiHDEBEBIRRXFHRINMNIAEHKEIT. ZE
WAL BN IAEH |, BEEKE —# EventBridge, BAINEL SN EEFRENNHAEH , UWHR
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BHNENMNTEED. ERPRE , BFREX—MNIRAEHF , R Amazon EC2 KHINHRLEEEN , 5

BEfrET SRS RANE,

it Lambda B%k

f£A Lambda #2#I AR EIE OHET + , ITFF AutoEC2Termination BIERHI M £ I =,

1.
2. &R ERSEH,

3. WFEHAEF , WA SampleBadTagChangeEvent.,
4,

HEMF JSON F | FXXAEIR A BT ROINA D E R REIEH.

ID, W AEHEN AT IEEETT.

"version": "Q",

"id": "bddcfl1ld6-0251-35al-aab0-adclfb47cllc",
"detail-type": "Tag Change on Resource",
"source": "aws.tag",

"account": "123456789012",

"time": "2018-09-18T20:41:387",

"region": "us-east-1",

"resources": [

"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"

1,
"detail": {
"changed-tag-keys": [
"valid-key"
1,
"tags": {
"valid-key": "NOT-valid-value"
1,
"service": "ec2",
"resource-type": "instance",
"version": 3
}
}

5. %3 Save (R17F) , ABEE Test (MR )
MARLLFRMT | B&EXR.
BRZETEMN THRTERENFHERUTHIR,

ERBEKS . i XK H
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"errorType": "InvalidInstanceID.NotFound",
"errorMessage": "The instance ID 'i-000000Qaaaaaaaaaa' does not exist",

ZAAHBRR |, RRANASHHEENRETFHE,

BB AESDHRITERETF ENEERE , £% Lambda B EZRELL EC2 =6, ER
TAMT , RARBHENZHNITELERGIA DryRun BE , XRAXH ID T

START RequestId: 390c1f8d-0d9b-4b44-b087-8de64479abss Version: $LATEST
2022-11-30T20:17:30.427Z 390c1f8d-0d9b-4b44-b@87-8deb64479absb4 INFO Tags
changed on monitored EC2 instance ( i-000000Qaaaaaaaaaa )
2022-11-30T20:17:30.427Z 390c1f8d-0d9b-4b44-b@87-8deb64479absb4 INFO This
instance is missing the required tag key or value -- attempting to stop the
instance
2022-11-30T20:17:31.206Z 390c1f8d-0d9b-4b44-b087-8de64479abss INFO Dryrun
attempt failed
2022-11-30T20:17:31.207Z 390c1f8d-0d9b-4b44-b087-8de64479abss ERROR Invoke
Error {"errorType":"InvalidInstanceID.NotFound", "errorMessage":"The instance
ID 'i-0000000aaaaaaaaaa’ does not
exist","code":"InvalidInstanceID.NotFound", "message":"The instance ID
'i-0000000aaaaaaaaaa’ does not
exist","time":"2022-11-30T20:17:31.205Z","requestId":"a5192c3b-142d-4cec-
bdbc-685a9b7c7abf", "statusCode":400, "retryable":false, "retryDelay":36.87870631147607, "stack
["InvalidInstanceID.NotFound: The instance ID 'i-0000000aaaaaaaaaa’ does

not exist"," at Request.extractError (/var/runtime/node_modules/aws-sdk/
lib/services/ec2.js:50:35)"," at Request.calllListeners (/var/runtime/
node_modules/aws-sdk/1lib/sequential_executor.js:106:20)"," at Request.emit
(/var/runtime/node_modules/aws-sdk/lib/sequential_executor.js:78:10)"," at
Request.emit (/var/runtime/node_modules/aws-sdk/lib/request.js:686:14)"," at
Request.transition (/var/runtime/node_modules/aws-sdk/lib/request.js:22:10)","

at AcceptorStateMachine.runTo (/var/runtime/node_modules/aws-sdk/1lib/

state_machine.js:14:12)"," at /var/runtime/node_modules/aws-sdk/1ib/
state_machine.js:26:10"," at Request.<anonymous> (/var/runtime/node_modules/aws-
sdk/1lib/request.js:38:9)"," at Request.<anonymous> (/var/runtime/node_modules/
aws-sdk/lib/request.js:688:12)"," at Request.calllListeners (/var/runtime/

node_modules/aws-sdk/1lib/sequential_executor.js:116:18)"]}
END RequestId: 390clf8d-0d9b-4b44-b087-8deb4479abss

6. FIIARBECHEBFRENFTLZREFELSEM , EANRARRS —MUHEH,

EFERBERLELHOMLED <, #5568 REINER SampleBadTagChangeEventill i B4,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StartInstances.html#API_StartInstances_RequestParameters

FRIZRIR AWS AR
7. EER CBNSEH4.
8. XNTEHABF , A SampleGoodTagChangeEvent,
9. EFE 17179 , MR NOT- , RMEE XN valid-value,
10. ENHEHE NS , ERRT , AFEENR,
MHERUTRE , XRAIZEHBITLURBBRRZH BT LR KL,
START RequestId: 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 Version: $LATEST
2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 INFO Tags
changed on monitored EC2 instance ( i-000000Q@aaaaaaaaaa )
2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 INFO The

instance has the required tag key and value -- no action
END RequestId: 53631a49-2b54-42fe-bf61-85b9e91e86c4

2% W88 PR ¥F Lambda 2 &I &4 FHFRES

E 45, BIEBIEEKN EventBridge H N
WM, B REESEHTE HIEMER Lambda EEH EventBridge MM,
2|2 EventBridge #1I

1. FEHEMRNEIREMFREOF , T FEventBridge & |, BEA “BIEMN” TTH,
2. XNFEF, WA ec2-instance-rule , AFEET—F,

3. MTRFBNCEFEHERBEENEN (JSON &RHERR ) .

4. TERBEP  MEUTERRXEK  RAREET—F,

"source": [

"aws.tag"
1,
"detail-type": [

"Tag Change on Resource"
1,
"detail": {

"service": [

"ec2"
1,

"resource-type": [

HiE . B RO FIERZH Amazon EC2 £l
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https://console.aws.amazon.com/events/home#/rules/create
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"instance"
]
}
}

LEHLI T, Amazon EC2 3E#l#y Tag Change on Resource B , HET—SHFRAALEE
N ERNEARNE.

5. Tk, Lambda EERMNN B, EEHR 14ESD , EERFBEFRT |, % Lambda B,
6. TEERHT , EBEZHRIZEHN AutoEC2Termination B3 , REEBET—F,

7. BEREFRERNEL, &R T—%. RF , BEZ ¥ &MNCIEREL , E&F BN, XELH
2 F 18 A EventBridge & Lambda BB R,

B55, MATENBERER
BB 612 EC2 RAIHAMEERERERN SR EMFAKNAZKLE R,
£ B SR SE AN Ma 1 AR 75 3R

1. $TFF Amazon EC2 &I A X E| EHIE,

2. BIE Amazon EC2 £, EEzh28l , M MHEEZE valid-key H{E valid-value B4R
L. BXRUASIBAMEHEFNEER , HSH Amazon EC2 AFIEREFNSE 1 : BahEHl,
ERHRPINEREF , ELSTE3I B, MABHEREL | FEEFFIMAAGE |, EFFMFL , R
B AR valid-key F{E valid-value, R WSLHNATFAKE , H BEITRET RS
BRUESSG , AT AERBEBAXNNER THRE, THSBR 15, BREAHRENT , BEFRTS
|2 EEFIH,

3. Instanceld \#& %I &E %,

4. M Amazon EC2 ##| 5 41#F| Lambda ###| & . %EFREH AutoEC2Termination BEHER , EHEAR
Bk |, RE%ER index.js ETFRFBBEMNRB,

5. HHMM Amazon EC2 #2H|AEHIME , LER InstancelList FWE=-/NREB, BRZ
RegionToMonitor E5 @& &N RIS #Y X548 ITH .

6. ERITBLUBCEZLMNER, IE , ZHBCEEMSE , TUEIEREEXENIZERAHFITHREER
KEOE,

7. M Lambda & & t1#: 2] Amazon EC2 #2#I& .

8. BEIIMIBRAE MBI FE iZ B A B R E KM B SE B ARE
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https://console.aws.amazon.com/ec2/v2/home#Instances:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
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® Note

BXRUMMAEEEZEITH Amazon EC2 4| LERRZHWELS |, E2S 18 Amazon EC 2 AF
R PR TR R MAMIBRIRZ

9. FHF/LVHM , RERFEFE, ZXRIINFHEXIRSESANEEEFLE , REERANEFL,
10. ZHEE , M Amazon EC2 2% 8 41#F| Lambda ##5 , RFERBERET R,
1. E&F BAE R+ , Rk "RIEWER" kP , 2B ZIPHHRHFZE. LogStream

Amazon CloudWatch &l & &7 F&EH Lambda B EE— X AFANBESEH T H. B —%
% B REUTFUT RO,

2022-11-30T12:03:57.544-08:00 START RequestId: bSbefdl18-2c41-43c8-
a320-3a4b2317cdac Version: $LATEST

2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO Tags changed on monitored EC2 instance ( arn:aws:ec2:us-

west-2:123456789012:instance/1-1234567890abcdefd )

2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO This instance is missing the required tag key or value --
attempting to stop the instance

2022-11-30T12:03:58.488-08:00 2022-11-30T20:03:58.488Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO Successfully stopped instance [ { CurrentState: { Code: 64,
Name: 'stopping' }, Instanceld: 'i-1234567890Qabcdef@', PreviousState: { Code: 16,
Name: 'running' } } ]

2022-11-30T12:03:58.546-08:00 END RequestId: b5befd18-2c41-43c8-
a320-3a4b2317cdac

Summary

RHFEER T W12 EventBridge MM LAS Amazon EC2 S B REHNIRZEIETE . ZN
M#E M@ — Lambda EHE , MMRXHEEMENRE |, ZEBL2B3XAZESH,

Amazon X & FRIREE XK EventBridge XFNTE AWS SR BEHHESHIRZIH BT RET A&E
M. AWS BRENILINEEE 2 HES , AWS Lambda AT ERREMBERESHERAARNIE | XL
RARARLTE AWS BIR, BRET BEEEREAME,

% tag-change-on-resource EventBridge &z &Y H ftb 7] 8 F 51 245
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html#adding-or-deleting-tags
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- MRBANRE IP a5 RIENRR , SRHES - FARE , #FEHRENRFRNSLTERNR

IP i, WIREMERSEK— CloudWatch 4, ERLMERZEMHFR IP it 5B/ P i
HEFIRFATLER |, AR IP kTR BUE B & B F b

. BEERWETRENHAEHRTRETE L — NRCEAETEY (552 ) Wi

(ABAC) 1R E 7 X ZIRA TR AR |, ] LASE A X PR 8t 1T 1A &8 S P& A EventBridge I B4k 12

REEFREITHEIL

X P 25 B U AT SR R BR

i
T

REVEEREFMNFEN R FERNSERPREERTR ENARNERFSTHIER , ATEIER
RERIFERAMN,

BRUREEERABENTRE, BE , RFEUUAEERS 50 MNAFEXHE, AWS £EIFET
it A 50 MW EBR, HAitA /- gt AR MEIE —RR , XURESFRRNFEHIENE &K
KE,

RERZFATEUENSNEATENFZRE (IRFHATHNFERE) . NREARKFRPNKE
WTHE , BEERFNRS XEFHRSERUBIARS A FERIX LR,

B RS R R FIRSHNR, MREESENREFRRLNNERE , WEENRRWIRSHITE
X

AR ENRUEHRRIR. ERARBRHNTHBIEATEHESZES —INEERWRH,
B—NRAFPEHEMREEEBEMERER, Fl0 , RIRFELIE AWS CloudFormation #E4% #3372 A
B 7 —NRR. MBEHREHBRITELTEHRS , WiZBRRATERETA,
WMRERERBMHNRE L |, FEEENTRFTHMERN (WRGEHR ) |, WAL EEIRE,
MRENFEERTERZAXAFNTRENFRIERXNE , FEERTRELIK,. EEFREZAE , T
BREER , HEFERE L ERATIR K BMERE.

B R AWS Resource Groups Tagging APl BERERF , BERERICHIRS TeEEM— N EIMR
#l , FRATBERTEREIRIRAFRIC API BIPR 2 IR ZZBRF,

EESERSY
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html#allocation-what
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HERBRNZ M

AWS + 2 EM R, FN AWS BF , BRNENBAEASHEZLHBE LUK ERMITENHK
EHROMMERY PRI,

ZEMR AWS NEWHERE, TEREBEEXFEERNTN Z2ENEH HEEH

- TEREM - AWS T RFE AWS Cloud F121T AWS BRSHEMIRE. AWS REERETRE
ERRRS. FH AWS EMMITRIN—8 2 , BEZAFFRARFERNAMBIEZ 2 ENE R,
AT EATHERERNEALITINESRFER , B0 M ITIEERA AWS RS

- THNREMN - ENREHEEAN AWS RS RE, EREFENHMRRAR , S FENBIENH
Rk, BRBWNERANGE R EREN,

BESCASRI RS BYIE T MR AN CE AR S R IE SR A A SR AL 3B Ko DA R B AT B (B e Y 8 2 A
KREN R MM B 5.

ES]

- BERESFNBERT

- BRATHERERNS OMNEREE

« IREYREERAY A SIS R MG R

- RERERNESAMEIE

- REREFNIRERE

- RERERTHEMRERS M

PR R 4B B Y R R

AWS FEHREEXEATHRERERPNBERY . MZEXHAR | AWS ARRIPIZEITAE AWS
Cloud W2 REMIZHE, BAREFXNEEELEMIZELLNARES, SEATEFTERN AWS R
S HRLEENEETS. BXBERMNESEE , BSRNERLELRBHES, BXBNEKE
RIFNES |, BSH AWS ZeMEBE EWEEXE AWS Shared Responsibility Model and GDPR,

HTFHRERFEH , BIUUERT AWS K- ZIEHER AWS IAM Identity Center 2 AWS Identity and
Access Management (IAM) REZENMNAF, X¥ , SMNAFRREGETHIERITAMENNER., &
REWEBE ST AR EHIEE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

FREHRIR AWS ArfEm
s NENKFERSESHRIE (MFA) .

- 5/ SSL/TLS 5 AWS BR#TERF. BIMNERFEM TLS 1.2, BIUEEA TLS 1.3,

- £ AWS CloudTrail Z& APl M AFFEs) HEidR.

- 5/ AWS MBRERTRUKR AWS RS HHNFTEBRIAR 224,

- FABRIEEZLRS (HlI Amazon Macie ) , ©EBIT XIMMRI Z#1E Amazon S3 HEV U
Bz,

- MREBHEGHTHRER API FE AWS EELZX FIPS 140-2 BiIFAINZEER |, EFEH FIPS i%
Ro. BXTHAMN FIPS MR EZELR , B5H (EEKRIPEELERAL (FIPS ) 5 140-2 fR) o

BEABUEY2FNBEEHBREE (MEFTFVEFIRA b ) MARESH BHEANEFZR
(MEMRFER ) , XTELEFEHEFNEM AWS RS BIERARSIA,. APl AWS CLI =X AWS FF
RIEE, EATEVNHREHEARANAFETAANTARESTERLATIHRJIZHB T, W
REEINERS /AN | BB UEREER U F I ERIUEE BRBIEX ZRS R/ F R,

I =

RICERRNE. REMEARNE , BHAURSSFENLTLRBE—SONER , RibiRSE T BlGRR
RENMEFEEE, RFHETMESIRELEER , RARXKFETATREADTAKR.

A ME

RBHMAZTURENRSREREENRSEINERE. NMRER , BEA AWS FENRE., &7
DERBFAEER (VPC) REARKRIESS AP FIEHE  SHEEHTRAREHESRIAMEMIE
HEL,

& % N2

HERERBEEAMIRSHATREELHTEONSHTNE. APTENEH#ITEE.,
FEAEE

P& REEES B BT R AWS Key Management Service S& R , iR k3 AWS KMS keyso

HEEMSERERILRE

RERESRMER HTTPS TR ERESFAT S AWS 2 AINFIE &R, X REREAERERZEM
P (TLS) 1.3 , B #F TLS 1.2,
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https://aws.amazon.com/compliance/fips/

FRIZEIR AWS RAriEmE
EATHRERERN SO TEEER

AWS Identity and Access Management (IAM) AWS fg$s TJ#EBIEE R T2 iR HX AWS BR8]
PR, 1AM BEE G EFI B SFHBIE (2% ) RN ( EENR ) CANEEERTRHAR,
AT LAEA IAM AWS RS |, TEXFEANTA,

ES

=

K

ZAX

- FASHHITESHRIE

- FARBEEF

- RERERLAS IAM HEI T4
- MERERETSHNERRA

- NERERERS 0 M RHTHREDRR

Z AR
B EA AN AWS Identity and Access Management (IAM) @8R E , EABR T EERE RIESS
HR PR T4E,

BEAS - MEEAFSHFRERSRERES  WENEER &N EHF BN SIERNRR, 42
PRESHSRBEFIRERTAN  ATEBESIARR. TROTERHARBEHT EEEE
RERBANNR. MBLEEGFESRERTOHET , BSANTEEEE S OV 0H TS
B.

BRSEER - MREELTARNEHRERTR , WETREBHERERNTLTHANIR, EHR
EWERNIRS AP R BLEAT S mERFENTR. R, BL0E AM EERARERERAER
REAFHRER. FEEZRELNERUTHE IAM WERE S, ETHEXENLRMNMAT IAM 5
nERBRELEANESRFE B3R mXHEBESENAS IAM hE T,

IAM BEE R - RER AM EER |, BARFLE T HBA XA E K LU E EXI R L 4n 18 25 BV 75 R X
[RVFHAEE. BEEFEAUE IAM PEANRSRESRETHSONRE R  BSRAERERET
5 KRB,

£ & 02 1T B AR IE

SNRIIEE AWS FRAEHELIEZN AR, BH4F IAM BF BASEIIE AWS IkKFRAFE
IAM £ @347 B B ( BF AWS ) .
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B ERABEY & MRRENEREIL AWS BRE 518K, AWS IAM Identity Center ( IAM Identity
Center ) AF, ORISR SEFEMHEILIKREH Google = Facebook EREMEKE & 108 =G,
BB EBRERN , SNEERALGER IAM S8BT BRKESRIE. HIREMAKSIHR AWS
i, R EREDE- 1AL,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5HIIF, BEXBEZFNEZER
AWS |, S (AWS &5 AFEmR) PR AEZEE AWS KFH,

WMRIE AWS BURIEHZ IR, W& AWS RERATT R EH (SDK) Man w170 (CLI) , MEERE
MEFRNBERBTIMBLEE., MRETFTER AWS TE , NXTMECEFRER, BXRERAHEENTER
TEBBERNEZEE , SR IAM AFERTHNEE AWS APl B3R,

TFERAMSMARIESE , BURFERMEMELZSER, i, AWS BWEFERZESHRIE
(MFA) RREKFH LM, ETHEZER , i52H (AWS IAM Identity Center AF1E®) FH %
E5MRIEM (IAM AFIEm) FH £ AWSHEAZESHRIE (MFA)

AWS K F root FiF°

BIZEf AWS IKF , BEXBER—IMNEBREN , ZEOTUAT2LRAKS FHMERR AWS RS M#E
Ro ME MBI AWS K/ root AP, £ A A& 02 K 7 B F 49 B8 F iR 4 dtb 41t 1 22 40 2 3R B AT 15 ]
ZH M, BARWEACEERARAFNITERRES . RPEFBRAFZIE | FERXERIERRKITRIE
RPEBRITHES. BXFEEURAFSHERNESHNERIIK , B2H (AM AFERE) F
MEZERASEIENES

AP MA

| AM A 7= B8 AWS Ik RSN NARNARFEARBENRNE G, ETERNERT , RINBWE
RIS FIE , MARGEZEAKBEIL (MFRBMFEEH ) BV IAMAF, BR , MREE-LBE
MERAZSFERATIEAR IAM AP, BUERRITAZER. AXESER ﬁi}lﬂ C(IAM B8
M) P N TREERHZUENEAS S ERRR LR EH,

IAM AR —NMEE—H IAM AR BB, BFEEREANEHESR., BUFERAR—XIERZN
BAFRIEENR. MEEXERAF , FRATUERMERRFNR, flin , BuEEE -8R
IAMAdmins H94E , R ZA R FRUEE IAM &R,

RPREAeTE. AFE—5ENMARINARFXE K MAGSHEILFTECNEAARA. AFE
BRANKHEILE K MAGRHKNEILE. ETRESER , 558 (AM AFiERE) PHMA 612
IAM B/ (MARAE ).
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
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yz=:!

|AM AERENBERTRENR AWS K- W& M., ERLUT IAM AR , EEREARTXEK, &7
LA AWS Management Console B Y1 A EFIRETEE IAM B, SR LUEFA AWS CLI 5
AWS API RERFEAEEN URL RRAAR, EXFEABEBNEENESEER , E5H (IAM AR
EE) FREA IAM A6,

B8 EIER IAM SEEUTERTRER !

- REAFHE - ZERREFHIENR , BUEAGHNABGENNR. HREFHHITHHRIE
i, ZENEAGEXBKARRFALAGELHNNER. BXKESARINAGHEES , ES
5 IAM AF1ER) PMAIE=L 5O RMHEIEAE®. MREMEA IAM Identity Center , NEZER
ENRE, NEEEHENBOERITHORIESAILBRBNANZ , IAM Identity Center ¥ RES IAM
FHABHEXEK. BXNRENEES , 56 (AWS IAM Identity Center FAF 18R FH RE,

o« et IAM AFPIGE - IAM AFAEA IAM AFSAR | LERRESHNEBEESHTERRE.,

- BIKFEE - SR LMER IAM BELATFFARKSPHEIA (TEESL ) BRENIKS PR
Ro ABRRFEKFIHRENBEHEESR, B2 , I TELRR AWS RS , EBr LU RIS EZH
MEFR (MAREAACENIRE ), ETHRATEKFHTRANACGNETRRNER ZRINE
Bl , BEZHE (IAM BFEmE) B/ 1AM RV EEIK - F IR E.

- BRSFIHR — BLE AWS RS FRAHEAM AWS BRSRSPHITIEE. il , SEBERNMRS F#HITAE
At | ZRFEERXE Amazon EC2 Hiz1T AR FHIE Simple Storage Service (Amazon S3) H
FRENR, REATRSEAREAANEENNER, EARSACKFERARSHEXABRNITIIR
(=

- BRIHELE (FAS) — HEEA IAM AR A BEFRITRER AWS , BEMAEZIRA. FEH
HERSE , BAgESRMT—MNRE , ARKBREEHMERES B35 — M. FASERRAEA
ZREANNRIAKR AWS R B T ERFSAHIFERHER, AWS RSREYRZSKEFEESH i
AWS BES REBEBRREFRETRNERN , T 2% H FAS R, EXRERT , BUMEFRT
XFMRENNR, BXAH FAS BRINWEREEFE , BSREXTRSE,

- RFAE - RSACGRRSAREELWIK, PRTRIEM S R IAM A€, 1AM EE G A E
IAM eI, ERFRBRES AR, BXESEL , S5 (AM AFER) FH6IED AWS iR
SERNBRHNAE,

c REBEXRAE-RFHEXACRE—MEEINERSAE, AWS RFHRFITURARRERITERE
NEE, RSHEXACGLHATELZN D AWS IKF , HERARSHE. IAM EEATUEEFEETEE
mERSHX<AEHNER,

- £ A@@ mazon EC2 LETHRNARRF — B AFEA IAM AGEEE EC2 Xl LETH AT

AWS CLI 5 AWS API iERE N AR FHIEEHES, XE%TE EC2 RHlhFHiFRZEH. EM
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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EC2 XHInE AWS AR THRAEMBNARFER , BT EIZM IS ZK5I8Y KA E E X
fro ZPRBEXHEEHE , HE EC2 P LZTHEFEBREENFEILE. AXESER , S5
59 <IAM AF1ER) FHEA IAM A Amazon EC2 K4l EETH RN ARF R TR,

BETREER AV ABER IAM BF , E3HIAM AP SRR 62 1AM A6 (ITER
P

£ F SR = 1 ]

IEREL AWS B el 2 RS EM IR AWS S5 R FERZEF FAHRNR, REREFH—
HRAWS |, SEEHFRFEXREKN , EQEXENR, AWS EZHA (AF. root AFRAES
E ) RHFERMITAXLERE, REFHNRBERATERELIBFER, KSBEREERL JSON X1
By AWS FEXf7fEEH, BX JSON RENHENEMNARTNESEE , SR IAM AFErETR
JSON EKHEH#LIK .

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BRER , BN EETANT AR FERITER
B, UREMAAZKHETHIT,

BIAMBRT , ARFNACREKENR. ERFAFPNMERRNTRENNR , IAM EE G ATUIE
IAM KB, EERMETLAEA®S IAM policy , AFRFAURAZE,

IAM ZRBEE SREMIINPR , o FAFERA MRS ZHITRE, Bl , RREFE—N AW iam:GetRole
BRENKRE, WA ZERHNEF M AWS Management Console AWS CLI, = AWS API SRER& &

ER.
ET 508K

ETSONKBIAMMIISH (W IAM AR, AFESAE ) 1 JSON KRR Y, XLER
BHAFNACEARRYG TR BLERRHITHERE, ETHROAUBRETSONEKR , 525
) <IAM A F#Er) FRILIE IAM policy.

ETHHNRBALE -SARNARKERIEE R, ARREEZERAZNAS, ARAGH, £
EREERIRWRE , BULUREM MBI TN SIS, HANMAE® AWS KF, HERBKEIE AWS
RERBNESRERK, BET7THRNMEREXNRBANARRE CEETERE , B30 IAM AFE
AP EEE AR S ABREK < BHTIER,

E T RIRAYREE

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 MK, EXFETHRVRBIERS T , RSEER JMER EMNREHII 4 E R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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AR AWS Tt
BREVEE . XN THEERM IR ZR |, REEE IS E A A BN 2R RIAT IR RE AR+ ARM
THIT, BUFEETRENRBEPEEEE, ZREATUEEKS, AR, A2, BERA/ T AWS

RS o

ETRFNRERMTIZRSFHRNEKERKE, ETREETRRNKBEHERM IAM P AWS HEX
B

T AR5 R (ACL)

mEEHE IR (ACL ) 2HHEEE (KFKA. AFZAR ) ARLAREK, ACLEETHRRNE
BERL , REEMAER JSON REEMEER,

Amazon S3 M Amazon VPC iR X #F ACL IR ~"¥l. AWS WAFETH#BX ACL NEZEER ,
#ZH (Amazon Simple Storage Service FF R A R1Em) FMHEZHIFIFR (ACL) #i%,

HREgRE

AWS XEFHMAARERAREERE, XERBRBTNIREER ANKBRBAQER FHRANR.

- RRLA  RRLAR-NERBE, AT REETSOREBEALN IAM K& (1AM AFHA
2 ) BFHNRANR, BANKBRENRLR. SELRNREXEET HHHRERENRD
RARE, # Principal FEEAFHAGHETRAFRNRBEAZINRLRRH, E-TUREPH
EXELF/FEZ AT, AXNRLANESZER , F2H (AM BFERE) FH 1AM KA RG
5o

- RS #EHIZKERE (SCP)-SCP 2 JSON Bt , ATIEEALRLHL L (OU) WRANER. AWS
Organizations AWS Organizations 2 — A FX B BANZ AWS Ik I T ANEFE
BHRS. MREHLANSHTRETIEE , W AIXMEERS 2 E0K F B BR & 1% HI%K 8 (SCP), SCP
BR i 5% 52 K 7P PRI SE 4K (SR8 AWS KPR A P SEE ) BIRPBR. B X Organizations 1 SCP By
BZEER |, H3 (AWS Organizations FIF /) ) SCP B TIEFRE,

- SEERK - 2ERBREILURESANACITBKSAF RGN 2 FENMEASBEENSREK
B, FRLFNNREAFIALGHETHONRBENSIERBHRE, NREATUKREETHFN
R, F-URBPNENELFEZAN. BXREZER , H55H (IAM AFER) PHSER
B o

S REERE

SN RBEPWRBEEA T —MERE , ERBORREMERNELIRE, ETHRESRSHRIEER
M AWS BERBAWER , F5H IAM AP BTN R ITEEE,
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AR AWS A
X miEER A5 IAM th[E T4E

EFER IAM BB RERESSNITRI 28] , BT P IAM EER ERSRERESFERA. E£2H
THERZSRESMNEMANME IAM B4E AWS RS 8 AWS RS |, i85 IAM B F 18R B a0
51AMEBEEA,.

ES]

- REREFETHSONER
- ETHRBRNVERM

- ETHREHER

- RERESR IAMAS

REYRE AR E T 5 1009 KK

BEMERA IAM ET 50K , B IEE R T RIELNRENTRUR AT RIELBRENRSE. 5
LIRBAE TR ENRE. REMZMAE, ETHE JSON RERERANMELE , 55H (AM A
F1Er) M IAM JSON KM TESE,

1

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRYH , BNEAATLI AR RINITER
1, UREMFARHETHIT,

JSON REEHY Action STEIBRT A FAERE B AT RIEL G RIVIRE, REREEESKEKN AWS
APl 2#ER&., E—EHNER , HlIIEETE APl BIENNBRNIRREIE, EE—EREEERERE
RIRITSMNMRE, XM INREFR N HERIRIE,

R EEREUR FHATREREARR,

REREFTHRBREERENEAUTHR : tag:, FERBERBPETEERHEPNIT, BE
AEZBRH AR tag.

Bl |, BERFEAMEA tag: TagResources API I2EFRIZRIRHNR |, 185
fFtag:TagResourcesiBEHNAHKEE R, REEFALMEE Action Z NotAction tHE. FREYR
BEENT —HBECHERE , UERETUERAZBRSMITHES.

EEENMNEOUPEESTAERE , BFERESHENRIT , TR,

"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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"tag:actionl",
"tag:action2",
"tag:action3"

A ERABES () BEESMRIE. Sl , BEIEENRE Get FFANAERE , BEREUATERE.

"Action": "tag:Get*"

EERENIRERFENIR , FEH (RSENSE) D nERERNRE. HRAZHEER,

IR
EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BNEAATLIM AR RRITER
&, BAREAMARETIIT,

Resource JSON KB TEZREEQHNAREN — PRI IR, BIHXHEBE Resource |
NotResource JTHE., EANZERE , BHFEHAHE Amazon BEEH (ARN) BEERFR. M FXEFEBER
FREE (R RBRBRRNR ) BVIRE | BT LIRIT R E,

NTFAXZFERBRENRORE (WIHRE ) | BEABERY () EREIRATAERR.

"Resource": "*"

HERBRASFIEEMHER. SHRANZHMINEEA AWS RS OIEZN TR LA THE (FX).
E

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANF AR FRITER
E , UREMFARHETHIT,

f£ Condition jt¥& ( =& Condition 3k ) # , BWAILUEEBEAE MBI %M, Condition TER AL
o BRAIGIEFERAXTEHZER (fl, EFHNT ) OEFHFRER | IERBAINFEEERPNE
FTE,

MRE—MEGHIBEESZN Condition THE , REE/ Condition TEFRIBEZNEHR , W AWS
B AND ZEIREEN]. REBANENZERIEESNE , NFERHIBEORZENR AWS 4%
#, ERFIEUNNR 2B LTHE B FTE NS,

WAL EEERGNERSUNEE. fln, REEER IAM AP E5RIE IAM B, 8T H
BT HERFONR, BXEZSEL , H2H (AM AFERE) 91 IAM B TE  TENFE,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_tageditor.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
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AWS X F2RAFHEHNBETRSHFZGZH, BEEEME AWS £2/5FM4E , SR IAM AFE
MTHNAWS 2REH L TXESR,

HERBRTAREARET REOREEN.

o]
EEENSHBRETIONKBN TS, FSRANEREEET S HNEKTH.
E T RIRHY RS
RERBETXFETRRNER , EAHRELASWEARR.
ETHRENRN
ETHRENRNRETEMEN TR (ABAC) HE 2 KHHN — 25

EETHEIRHEXNERNTEE , BFEMEA aws:ResourceTag/key-
name., aws:RequestTag/key-name = aws:TagKeys &R IAERBH M TEFREIRZE
B, ERIEREFH AR , AT RIRMARE,

EZEEETHMHNER (ATRERR LRI RBEHX ZRRNTHE ) BRE , BSRABERLEE
., BXETEMNHRIEE (ABAC) WESELE , 51 ABAC B4 A ? AWS £ IAM AF#E
=712

LR IAM B8
| AM B ERENEERBFENR AWS K HKE, RERERIBITERARS A
FHEEH IR T AR e s

EnKiRE:Ss , BuLERAEHN SIE#TRE FHRIEER , 8F IAM A EEEKF AR, &1
LU E i AssumeRole B 2 KK AWS STS API B ESRIREVIGBS &2 2 if 5 GetFederationToken,

REHXAE
RS H%AE AWS RS AV RS F i RARRETRBAE,
FSRERREETERRSEXAR,

REAE

IR T RSRECBERS B E.
FERBELERTEARS S,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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ERERE T B DR R A

HINMBERT , BUABMAFZEN IAM TEEECNESEIFENNER. SIIETEER AWS
Management Console, AWS Command Line Interface ( AWS CLI ) 5 AWSAPI #i{T{£%. |IAM EE
R AAIE 1AM policy , AMEHN E AR FNRANAMENIEERRRITHEN APl B, AR, BE
B3 AAJBUIEIX L 5% BE B AN B 55 X LE AU PR AY 4,

ET7RMAERXLRSE| JSON RKEEXHIE IAM ETHHHRBHEEA |, B5H (AM AFEE)
Y £ JSON &I+ L 6 2 R EK

F&

e

- EARSREREHSNRFRAIRIC AP
- ATAFEREMITESHNR

- BREGREEERS

REERIEREK

ETHENNRKBBEEENARTALUCIR, HRSMBREKS FORERERTR. XERETRRKME
AWS IKF=ERA, tIEREEET S ORNRKE | HEFEU T AMNMRIL

« AWS RERBREDRENRIFAIAN - BEFHREAAFMITEARR TR , BER AWS £EX
BEANTFZELEAZREBETFNR. B UE AWS K- PR FIXLERKE, BUBLE LRHE TEN
ERZ RN AWS ZEFERERKERE - SHIONR. BXEZELR , FZ0 (AM AFER) P
AWS FEE R 5 THFRAEER AWS FEE XK,

- NMARENR - EFEH IAM RKBRENRE |, HNERFHRITESFAENNERE. At , BaLENX
ERERGTUIUNBERFRRITHERE , B NRENREFTT, EXER IAM BMANRHNESE
B, B2 (IAM AFErE) R IAM F YR B FIER

« {8 1AM KBRS AR — S BREITE RIAER — 8 AT LA 6 58 B 78 0 5% 44 SR PR ) 3 R R RV R BV 15 1) o
filgn |, EWELRERBEARIEELTMER SSL KXFEE R, MREIEE AWS RS ( filan
AWS CloudFormation ) EARSFIRIE , BEAUERAZGREBETF N RS EENHERNR. EXES
B8, 525 (IAM AF{ERE) F# IAM JSON RrTE | &,

* £ IAM Access Analyzer BIEZHY IAM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2B UEF RN AR , SUBRKBAS IAM KBEIES (JSON) M IAM HEREK, IAM
Access Analyzer 12t 100 ZTRBKEM ATRIENEN , BB THERZR L BIEEMBNREE, BX
EZER , H2H (1AM A 4ER) 9 |AM Access Analyzer SREEIIE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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- EEZEFHRIE (MFA) - MREMAHNZREEREN AWS IKF FE IAM AFRRBAF , B8 H
MFA RIE5Z 2. EEFA API B/ERER MFA | 5 MFA £EFMBIEHNEKT, EXES
R , B3R (IAM AFiEr) RMEES MFA &R H APl 151E,

BX IAMHHREIENESELR , 20 (IAM AFER) #1 IAM F R HEXE,
£ AR Ym 8 2R 12 ) & MR IREAFRIS AP

ZipEfrEmEREE A MAREARIS AP, BURNEF —AREANR, XERRUM R IFEER
By AWS IKF SIHMERX TR MBI R R LIRS RBERNEFASES . NRUIBELFNRENRE
AERNETSONERRE , X THEIZREE IAM X4, 2H AR APl s BT EEMPEREEIT.

NBRXLEFARDRATLUERAIRERERR | FRATRE (HETEUTREFFIRRA R ) B i02ISE
k., BXEZEE , F50 IAM AP RN ASRINRUR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"
1,
"Resource": "*"
}
]
}

BXBFHRERBBENDRANRE AP HIHEARRNESER , H2H BT EARERBERNNE,
RTAFERMEINB SRR

ZRBIER T BRI KRS LAY IAM AR EEMMBIEAF SN ABRKEMITENRE, It
KEQOFEEEHE ETERBREREURESAXNEA AWS CLI 3 AWS APl FTERIR,

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Version":

"Statement": [

"2012-

10-17",

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
BERSEEF4A

:usernamel}"]

BRI EETHOHREPEASZNE , WEETIRZEFIX AL RER TRV IR 1ZRFIBEA T 1

ERRBEUARTERRR (HEERHH , RERFRL ). ER,

WEME LW project iRXEBHRBEN , TR TFNE,

REARX project 5MMMELLHRA

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
ET 5 R R MR 1.0 60
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"Action": "resource-groups:ListGroups",

"Resource": "arn:aws:resource-groups::region:account_ID:group/group_name"
},
{

"Effect": "Allow",

"Action": "resource-groups:ListGroups",

"Resource'": "arn:aws:resource-groups::region:account_ID:group/group_name",

"Condition": {

"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}

}

}

BRI AT SR RGBT MBI P R A P, WREERZFL project MIrXE alpha WAFPERE
BERRA , BATFTZAFRIE project=alpha, &N , ZAFPFBEIEL TR, FERSHE project
LE Project M project , EARHRBEMRTX DK NE, BXEZELR | 55H (AM AF#E
) HH IAM JSON KRS TE : &#.

IR L REEET B {0 FN 175 (8] 8 1T B FE HEBR

ERLTEEAHEPDEIHNEEEERARERESRN IAM B ATEREF A & I B &

U
« RERENRSRERFTHRITIRE
o BRFLBINIT iam : PassRole

BN ERSRERPHRITIRE

ZZDS% AWS Management Console HiFE , BENMITENMNRE , N AMBKRENEE AT KRB, B
HEREOEBREHEEZEITINA,

¥ mateojackson AP EHFERAZFAEERRLNIFE , BFEHtag:GetTagKeys R |, &
RELLT ROIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tag:GetTagKeys on resource: arn:aws:resource-groups::us-west-2:123456789012:resource-
type/my-test-resource
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EXFERT , Mateo ERAHEBEREHEKR , LA TFMMER tag:GetTagKeys BAETHE my-
test-resource &R,

R LRI AT iam : PassRole

MR RURE —MNEIR | RPBLBTHRINIT iam: PassRole B4 , MIATMEHEBRUA T LG ABIERLES
HERERR,

BLAWS RS APRASARLREIZRS  MAREMKRSALIBIHAXAR, AL, Bu
MEBRABEKEDRSHNR,

H#E N marymajor By IAM AR ZHERAEH S ERZHRESRPHITEREN , 2KENUT RIS R,
BR , RELNEERSACHEFHNRT AIMITILRE, Mary FEBERAEEZE SRS IR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE LS b4T iam: PassRole #1E.
MREEEFHE , FHRRAWS BEER, ZNEERRREEZEIENA

HEiREEEN B ERICEA LR
ENRLRESRREEEIZFEE AWS CloudTrail F,
ERIEFIRZwEESS API A CloudTrail

HEYRESREAWS CloudTraill—IRFERK , ZBRFREAF . AETIFRLHRESRAWS RFHINIT
HIREMNIER. CloudTrail SHrZRBIINATAE AP BABRAIEH , BRERREFERESRZEA

M AFX Resource Groups Tagging API BN XEBRA, RECIERER , WAL CloudTrail
EHFEERE Amazon S3 F#EE , BREMIEERINEYR., NREREERE , ENATURE
CloudTrail ##H &K “ESHALIERK PEERHNEHN. EAKRENFER CloudTrail , &7 LU E @4R
TREIFRAENER, RHERDG IP bk, #AHTIER, @ANAXHBERAREMIFARE.

BXRMWEZEE CloudTrail , 52/ (AWS CloudTrail A F#ER)
IR LRESFEE CloudTrail

CloudTrail FEZSIEZKFAWS KPR EEENIKS EEM. HEDREEREREFIIREHIERD
HERE , ZEHLESHM CloudTrail B — B IZEREAWS RFEAFHLIBFKHR EFLIE AWS K
FHEER BRNTHREFSMH, BEXEZRFER  BEREASAFLIZFKES CloudTrail Ef.
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ERFZIER AWS kP ANES ( SBRSEESRENH ) |, BORBRER (trail ) o BRERALF CloudTrail
FFAEX L5 E Amazon S3 FEfE. BINBERT , EEAESH A CIERERER |, LERERNA T I

B AWS X5, LERERIERE AWS 2 XA RERAEXEHNEYS , HEAEXHEEERIEEN
Amazon S3 #. Lt , BAILIEEHMAWS BRSS , it —F 2 ML CloudTrail A &R INENE
HHIE, BXESER , BSRAUTHER :

- REH AWS Ik DI IR IR

« CloudTrail XM RS LR

- Bt Amazon SNS &4 CloudTrail

- BRXRBEZANXEM CloudTrail B EXHMEWRK B Z A KT # CloudTrail BEX 4

FIEnEmERRELGH (RERmER APl Z%) 1% CloudTrail F1I2FE (frEdRw
H/EE API SE) ., 2FHAPNREREFRFAICRHAETNEN CloudTrail , FE

~tagging.amazonaws.comfEffeventSource,

BIMNEHHBALEKFEHBEERARERBERNAREE. SHEETHEPEREUATAR

- BREFEARAFFIEER IAM AP ZIEREH.
- EREEAACERKSAFNERNZEFIERHMN,
- FREEHHEM AWS RS K Ho

BEXEZER , 52 MCloudTrailuserIdentity T,

TR EREeR B SN HRE

RER—MEE 6 AFUSHENAEXHEEEIEIEERN Amazon S3 %M. CloudTrail B & XX
BE—NEENMNAEFZREB. ~NEHRRRKEBEMEN—NMER , BEEXRMMERWIRE, BENBH
MetE, BERSHBESFEPER. CloudTrail BENXHT R AR API HRANEFHRRE , Biteq]
BRI ERNIRFHIA,

LR RBIE R T ERNZIRER CloudTrail HE% B TagResources,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661372702",
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session-1661372702",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"accountId": "123456789012",
"userName": "cli-role"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-24T20:25:037",
"mfaAuthenticated": "false"

}
}
3,
"eventTime": "2022-08-24T20:27:14Z",
"eventSource": "tagging.amazonaws.com",
"eventName": "TagResources",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.65",

arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-

arn": "arn:aws:iam::123456789012:role/cli-role",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/1@ exe/AMD64 prompt/off command/

resourcegroupstaggingapi.tag-resources",
"requestParameters": {
"resourceARNList": [

"arn:aws:events:us-east-1:123456789012:rule/SecretsManagerMonitorRule"

1,
"tags": {
"owner": "alice"

I
"responseElements": {
"failedResourcesMap": {3}
},
"requestID": "8f9ea891-4125-460c-802f-26c11EXAMPLE",
"eventID": "b2c9322a-aad7-424b-8f0b-423daEXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
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"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": "tagging.us-east-1.amazonaws.com"
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