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MK, AWSTNB EE=ZFRFZFHEITEM AWS RFZERK , TEHIMELEN AWS Eiligie, H
B tMEEAREEFRMMIGRIEERE , MNMeIEZLEZTHMNERS.

TEUAT AWS TNB MRS HFHTEIMARITEBER , AEEAETEONEEREDS (ETSI)

Service orchestrator

RYPRIERE O BB ML ThRE

SOL003
O \ SOLO005
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* 1A/ AWS TNB
- AWS TNB E
- BETREAL

HFIRER AWS ?

MRAEE AWS =mMRS , FEANTHRRTHRESER

« AWS &Nt
« AWS A7

AWS TNB & T ERL b ?

AWS TNB ZA THERIA AWS Cloud R R A eE, BEEMFEMMN CSP, MAZ~®E CSP
TERBENEFA TR, FENEENERFHEEHANEEZ, AWSTNB 2BzIBSEHN
AWS Eitighe, BERRCMEIeEHEBEBRMAIGRIERE , LURYTE CSP EXHMEZ RS HR X4
 CSP BEHNBHIMEZ LRI B £ HIZTHMNE RS

R ALEFEH AWS TNB ?

LA 2 CSP MfEA AWS TNB By — &R
HEIRLAESS

REMNEZENUE , SINEEMRS . ERNARMEHEUREAMEEMIRERIN
SRFETEER

AWS TNB I 5#F4 ETSItRENENE=F RS HEIETEEK.
CIEN:S

BALUBEEE AWS TNB R BIKE AWS R , UHEEREER , ES Mt ITMEIhaEE
5, HENEEMIRERINER , HIFH 56 RSN BaTEMILRBEE L/,

KREMEE AWS RIR

AWS TNB & LB £ M HERREM SR FERAMEN AWS &R |, 510 Amazon
VPC., Amazon EC2 # Amazon EKS,

HURER AWS ? >


https://aws.amazon.com/what-is-aws/?nc2=h_ql_le_int
https://aws.amazon.com/getting-started/?nc2=h_ql_le_gs
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X RS ER

AWS TNB RFERNFTEHBE IESRE ( RAN, Core, IMS) BIZEREEIR, B ASIRFHRS
EX, EEFEANEERIEFEERMIFERT (CI/ICD ) EBERUAKFIEN .

RERMEERFH A

HEFUMEZIEEBENREEE (S0 , Bk Amazon EC2 SEHIRISEBIZRE ) /Y , BEEB AR E
EATYT ENAABREER. FHIRTUHREFTEEENSRS , IZNMEBRTR , AXEREE
HEIBF. £ AWS TNB EEM K £ AN |, KR T EE RHFHBRRE IR MRS
AR, AWSTNB BEJERHR EBMIRF BT BN E R,

LM & Thae 4 an /A 5

BH VBB EINEEN E — NI BERERAK , HIEEMN AR, BB ARENAREE
RAN. Core, IMS FMM%& N AR,

NS N

18] AWS TNB

AILAEALUTEERZAOME, HEMEE AWS TNB &R :

- AWS TNB #£#l& - RHEATEEMN SR Web SH,

« AWS TNB API - 2t F# 1T AWS TNB 24K RESTful APl, EXEZEE , {52/ AWS TNB
API| Reference,

« AWS Command Line Interface ( AWS CLI ) - Rt T EA T &M AWS RS ( 2% AWS TNB ) 9
H. BT Windows, macOS M Linux LZX#&, BXREZEE , H5H AWS Command Line
Interface,

« AWS SDK - R4S ETFES M API AERIFZEEMAT T/E, XLMAT IEIRITESE., LEBE
REZMABE IR, BEXEZER , B30 AWS BT AT E4A,

AWS TNB EMt

AWS TNB HEIBREBSRUA BHE AWS LHENEERAEME. £/ AWS TNB i , BHEER
BATHMEERR -

- EEHMEINEEINE ( MNFI) DB
- APl BERIBE,

58 AWS TNB 3


https://docs.aws.amazon.com/tnb/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/tnb/latest/APIReference/Welcome.html
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/#SDKs
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F AWS TNB 5EHE AWS RSB S EMANR , E2=EFNREH. BEXEZEL , BHSH AWS TNB
Pricing,
EEEEBNIKE | iH3 3 AWS Billing and Cost Management 2% & FR A9 IK 2 1 R A B 322 4

] BNKEHEBETRECHNKEESHFENEABRIRENEE, AX AWS KFKENESE
B, BZH AWS IKFIKE,

MREBEHXRT AWS Ik, KFFMEBHAIEIE , BELR AWS Support.

AWS Trusted Advisor 2 —I1 d] B T #BIEE{t AWS IREH AR, ZLMMMERENES. BEXxEZ{E
B, %2 AWS Trusted Advisor,

BT R4

BXRUMMATTHER AWS TNB NESZER , BEZRUTER !

. BB AWS TNB - R RS E,

« AWS TNB A|7] - HBEME— ML INEE , HlanEPRE T (CU) ., HRMBHEEIIEE
(AMF )., FAFPEINEE (UPF ) SREEH 5G &l

BT R 4 2


https://aws.amazon.com/tnb/pricing/
https://aws.amazon.com/tnb/pricing/
https://console.aws.amazon.com/billing/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://aws.amazon.com/contact-us/
https://aws.amazon.com/premiumsupport/trustedadvisor/

AWS 15 ML AR RAriEmE

AWS TNB ¥y T{E[R

AWS TNB SRt iR immEE TER AWS BIRER , (25 TEMN 56 W&,

AWS TNB R FEZERIMENEETRMERSFERXH (NSD ) , HABREZENENENLEIZE,
A LAERRTREETIEHS AWS TNB APl &£5% , AT LAfEA AWS TNB SDK EZ B S B3t
. BXRXEZEER , B35 AWS TNB £,

ES}

« AWS TNB %14

- 5 AWS BRS EAK

« AWS TNB 7R R&R

AWS TNB 2244

AWS TNB fE&EEH BiF AWS Management Console, AWS CLI, AWS TNB REST API #l SDK
THETEARERRE, XETRN CSP AL (flINIRE. SENFEERZHABMNAA ) B UFA
AWS TNB, ZAIAGIB2MEEEBH FHAENZRSFHE (CSAR ) X#H L&, CSAR X#EE Helm
&R, RERGRMENEERERXH (NFD ) , BUUFERBERKREESBZIEBTHNZNEE, &
AR M ERSER , EXERBNEMZENNEIE, BUNEASHEE , ETEANNETS
TRINEE, AE , AU ERRERSEFEMNE , H1E AWS Btk EEBEM K IhEE. AWSTNB 7
BRM T XN ERFBH AT I

@) o,

Software Release e e e e e ——— - —
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5 AWS RS £/

5G MEH—AHBEENRERILMEINEEARK , XLEIHREEBEI T Kubernetes £+, AWSTNB &
THEETFEEN API ELLT AWS IREERK , LS ZLEETHNERS :

« Amazon Elastic Container Registry ( Amazon ECR ) , AF IR SH- =N (I1SV ) MEIhEE
AL

« Amazon Elastic Kubernetes Service ( Amazon EKS ) , AT REEE,

- Amazon VPC , A TFRE L,

- f£A AWS CloudFormation HI &£ 4,

« AWS CodePipeline , AT AWS Xi#, AWS Local Zones #l AWS Outposts =& B #5.
- 1AM, ATEMNAE,

« AWS Organizations , Fi T %X AWS TNB API #9175 R #XBR .

« AWS Health Dashboard 1 AWS CloudTrail , A F & #EZ TR MK A5,

AWS TNB 7% /R BR &0

EH) AWS IKFP 3 T 83 AWS RRSEBEABIARE ( LABIFRAIRE ) o BRIEZHHA , BN , 8NR
MERET —N AWS X, BAILERESELERE , BEFEBERRESAERE.

EEER AWS TNB WRE , R FABRSRIFZG &, ESMERT , EFE AWS RS , RE1EE AWS
TNBo.

EERRSRE , i55H (Service Quotas User Guide) Y Requesting a quota increase,

& AWS K BB LTS AWS TNB X R BRE

7 IR BRER #ir AINE RETRE?
MERSEBIE  —ANXIE P 4% AR S5 SR 51 B9 B K 2K 800 =

2 B,

BEARPTHN MR THEEHFRRITHNER 40 =

MERSFEREH  SERENEABE.

=



https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html

AWS e85 P4 2 A58 il
7 R BRE DU AIAE RETRE?
M &M E —IMXEBAMEENRABE. 40 =
TRECHE —IMXEAYREENRARE. 200 =

RE



AWS 15 ML AR RAriEmE

AWS TNB #£4:

AEBNB-LEARS , oHBBEAHRER AWS TNB,

P

- METhEE En /B H

- EAMELED

« ERATF AWS TNB WM& IhEES

- TNB HYM 45 ThBEAR S5 HH IR ~F AWS

- AWS TNB WEEMIZE

- TNB WM ERRSS HIRRF AWS

P 4% Zh BE #Y A a5 JE) Hf

AWS TNB TEM &Iy BN L an AP N RIRAUH B, NEDeE R ARSEATH RAES)

ML

1.

nal

MBI 7 E AR Y P 45 Th BE SR AL R SR A P 4%
MR RFRE AR RREETRET
PIREMFRALRM CSAR &,

/8 AWS TNB L& E LB EThEERY CSAR & ( #li CU AMF M UPF ) |, #5345 R
&R (CI/ICD) BEERK , 1ZE 8 7 AR BhIETE FTH P48 ThAE SR 4R IR R 2 2 P Bl < ] A d 1 228
CSAR SR,

 BERBMENEE , SIWITERE, WENEERE. IP EEINRREH.
 ERXEEE G EMERS RS (NSD) .
. FREVTE P £% Th e A M) 45 ShRESE ML Fr 5 B JRAY NSD,

=64
1. BIENEINREFTE N BEMIRHE,

2.

AR NSD RV E XXM E IR TRHIL ( HAE ) , AT HERRE.

3. WUEH =,

4% ThEERY 4= an B A 8
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£

EMEEEN LR BART BT -RIVEFRE ,
- EMMETNEERE Sl , EXMCHENMNEINEEFE.
- ERFAMEINEE,

EARAEED

AWS TNB E&FARUMNBEIREDS (ETSI) FRENRSHARER |, FEREBE{CNERSHWIBE,
BRSS AR AT LAEF AWS TNB SDK., CLI 2% API SkE 024 |, HlansEfil{b M L& ThRE ST M 48 Th R
BBF R

AWS TNB X#EFUTHE,

B R A IR iR

ETSI SOL001 v3.6.1 EXAYERAET TOSCA # M 45 Ih #E iR 4
MR

ETSI SOL002 v3.6.1 ElSeMRIhEEEEE WIEE,

ETSI SOL003 v3.6.1 ENME et B EENIR A,

ETSI SOL004 v3.6.1 E XML& IhAEDHI CSAR HRitE,

ETSI SOL005 v3.6.1 TE L4 AR S5 @ F M 48 AR 55 4 in JB) HR BB Y A
o

ETSI SOL007 v3.5.1 EXAFFERAET TOSCA KM 4 iR 5 1R 34
HIPRIE

FERTF AWS TNB BY M & ThEe

£/ AWS TNB , & LURFS ETSI SOL001/SOL004 KM ThEE T F M EIR I E FH, RE , &1
USSR BMEDENHEN RS FA (CSAR ) S,

« MG IhREHAR N — E LR T2 sk MM 45 ThaE & E iy T B diE

ERRELERD 9


https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/001/03.06.01_60/gs_NFV-SOL001v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/002/03.06.01_60/gs_NFV-SOL002v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/003/03.06.01_60/gs_NFV-SOL003v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/004/03.06.01_60/gs_NFV-SOL004v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/005/03.06.01_60/gs_NFV-SOL005v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/007/03.05.01_60/gs_NFV-SOL007v030501p.pdf
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o RG-Sl ALK IIRER BB, Amazon Elastic Container Registry ( Amazon ECR ) a] M
EINEEMRIR T E

- HeXtH - ATEERNSERE ; fla, BAHN Helm Bk,

CSAR 2—“NH OASIS TOSCA fREEN R HT , - —1N S OASIS TOSCA YAML #3EHY P £&/
REHERRF. BEXFIEN YAML MSBEREER , ESHEAWS TNB By TOSCA 5%,

BUT R W45 Zh R 328 34+ 89 R 6o

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:
node_templates:

SampleNF:

type: tosca.nodes.AWS.VNF

properties:
descriptor_id: "SampleNF-descriptor-id"
descriptor_version: "2.0.0"
descriptor_name: "NF 1.0.0"
provider: "SampleNF"

requirements:
helm: HelmChart

HelmChart:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./SampleNF"

TNB B ™ 4% Th 8E R 5 R &F AWS

AWS TNB #f H 5< CEHEH M4 AL R AVATF R E T B R WM AEIRS HIBR (NSD)o AL
%8 ETSI SOLOO7 8 L& YAML NSD X4 , B aEUTHA

- BEEH NF

© BRIED

. HEES

- EREHES (AR )

NF BR&5##iR 10
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AWS TNB < #F /A TOSCA IBEEX ML, RS MINEFHREITEKER ETSI FrfE. AWS TNB LAFF
& ETSI FRER RS AWS BRSS AR ATAEMN AN BBt TEE , NTRSEMERRER,

Ch

LUTRETIITEERN NSD FE. AWS IREMEINEEF B EFE A Kubernetes fRAX 1.27 1Y
Amazon EKS £8 ., NARKFNFME Subnet01 1 Subnet02, A , EBAILAFEH Amazon RETHR
& (AMI), EHIKBNET BRENEHWNARERFENL. NodeGroups

tosca_definitions_version: tnb_simple_yaml_1_0

SampleNFEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.27"
access: "ALL"
cluster_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleClusterRole"
capabilities:
multus:
properties:
enabled: true
requirements:
subnets:
- Subnet0l
- Subnet02

SampleNFEKSNode@1:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleNodeRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 3
min_size: 2
max_size: 6

requirements:
cluster: SampleNFEKS
subnets:

NF RSk
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- Subnet0l
network_interfaces:

- ENIO1

- ENIOQ2

AWS TNB WEEMEZE

& AWS B) TNB , SBATLAMEFIRF & ETSI SOL003 # SOL005 Mt (L ERRMERER LML, &
A LA AWS TNB API SRIATT £ BRI M , fila0 -

BESVMARE2u LN

. RIEMEINEE,

- EFTRGEIHAELAE S Helm #E,

- EENEUEETHMRAE.

- I NSD HIARA,

+ BRRBERECBENNEHAENE LS.

TNB B W 45 Bk S5 #R ~F AWS

R 4% AR S5 3R 24 (NSD ) BRFEZ BRI — .yaml X4 , ©FEMA TOSCA AR R EL BRI LK
NEELA R BEEE FEBMEINAER AWS ERLZER, EENER NSD HE B KR RIFRM M %KL EH
BE , BT R TNB X358 NSD TOSCA 28, AWS

NSD X# 2 R TIAEBS -

1. TOSCA EX A — iIXZ NSD YAML X E—1T , 22RAER |, ML T REIFFR.

tosca_definitions_version: tnb_simple_yaml_1_0
2. VNFD-NSD 22 EEH FHITE T ABRENMNEIIENE L . DIERUTERIFRENHLE
IhEE
« AF descriptor_id HIME— ID, i% ID A EM L IhEE CSAR BHEY ID AHICE,

« AT namespace MEE— B, ZBMHHLIMSME— ID HXKEK , LUEEE NSD YAML XHHE
B55R , LT REIFAR,

vnfds:

BRI

i
N
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- descriptor_id: "61465757-cb8f-44d8-92c2-b69cadded25b"
namespace: "amf"

3. hIMEMR - EXEMBENRIR, MEDRBEUAREMEELHA | St FBRES, MUTR
BlFR R o

topology_template:
node_templates:

SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "<Sample Identifier>"
descriptor_version: "<Sample nversion>"
descriptor_name: "<Sample name>"

4. HeT R - BINEENRRHBERHEMNERLr. BERBOHER T REN IERLZEMYE , FIUIR
K, ERHDWIRT BDITERNSHIRENABII, Hlan , EAIE Amazon EKS T RARIR , SHMIE
Amazon EKS £8H 8B 1Z R R, WL T REIFTR.

SampleEKSNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 1
min_size: 1
max_size: 1
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIQ1

P 4% AR 35 3R 32 4 13
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- SampleENIQ2
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£/ AWS CLI tIZThEEE

1. fEH create-sol-function-package R 81— N ThEES :

aws tnb create-sol-function-package
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2. f#H put-sol-function-package-content &85 LA WEEE R R, HlN

aws tnb put-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://valid-free5gc-udr.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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FREFHAEEFNES
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2. ESMERT , EFTED.
3. ERABREKRITIRE

AWS CLI
5/ AWS CLI &EE Thae

1. fER list-sol-function-packages %I HIhEEE,

aws tnb list-sol-function-packages

2. fEH get-sol-function-package i S EEEHXIAEEWIFAEFE,

aws tnb get-sol-function-package \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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8 get-sol-function-package-content &5 T & ThaE

aws tnb get-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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AWS CLI
5/ AWS CLI il BRZh&E

1. {8 update-sol-function-package #nZ A MEEE,

aws tnb update-sol-function-package --vnf-pkg-id ~Afp-[a-f0-9]{17}$ ---
operational-state DISABLED

2. f#H delete-sol-function-package & HlBRIhBEE,

aws tnb delete-sol-function-package \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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aws tnb create-sol-network-package

2. f#H put-sol-network-package-content 5% LEMEIAR. Hlin

aws tnb put-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://free5gc-core-1.0.9.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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2. ESMERT , EENEZD.
3. FABRERINED,

AWS CLI
5/ AWS CLI EFEMNES

1. £ list-sol-network-packages &% H M &,

aws tnb list-sol-network-packages

2. f#M get-sol-network-package R EEEXMNEBTHNIFAFE.

aws tnb get-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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4, EBRMKZD,

5. RERRE. TH.

AWS CLI
£/ AWS CLI THMEZ S

£/ get-sol-network-package-content #5% FEH M &,

aws tnb get-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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AWS CLI
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1. fEM update-sol-network-package @S ZRAMEE,

aws tnb update-sol-network-package --nsd-info-id “np-[a-f0-9]{17}$ --nsd-
operational-state DISABLED

2. fH delete-sol-network-package #in 5l BRI 4.

aws tnb delete-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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aws tnb create-sol-network-instance --nsd-info-id “np-[a-f0-9]{17}$ --ns-name
"SampleNs" --ns-description "Sample"

2. {#H instantiate-sol-network-instance #p5 3254t P 4& 3245,

aws tnb instantiate-sol-network-instance --ns-instance-id *ni-[a-f0-9]{17}%
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Console
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1. 3TFF AWS TNB ##14& , #b3k : https://console.aws.amazon.com/tnb/o
2. ESMBERTP , EEMEESH,
3. FABRERIIMERH,

AWS CLI
5/ AWS CLI ZZ& W& 24

1. fEHA list-sol-network-instances #5455l 4 M 45241,

aws tnb list-sol-network-instances

2. f£H get-sol-network-instance fi T EE B XMELHIFFME R,

aws tnb get-sol-network-instance --ns-instance-id “ni-[a-f@-9]{17}$
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AWS CLI

£ CLI BT M &L

{# A update-sol-network-instance &5 5 57 M £ 354,

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --update-type
MODIFY_VNF_INFORMATION --modify-vnf-info ...

£ AWS TNB H 245 1E FNif BR P £& 3245

EMBRM GBI, KB AHAL T B L LIRS
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AWS CLI
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1. f# terminate-sol-network-instance #5H4& 1k M 43241,

aws tnb terminate-sol-network-instance --ns-instance-id 2ni-[a-f0-9]{17}$

2. (Wi ) M delete-sol-network-instance &4 Ml B 48 241,

aws tnb delete-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$
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4. FEHBEIMF L, ERFEIRE

AWS CLI
5/ AWS CLI EF M EigE

1. fER list-sol-network-operations #$ 5 H Fr A M &R 148

aws tnb list-sol-network-operations

2. f#H get-sol-network-operation TR R EEHXMERIENIEAMES,

aws tnb get-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$
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$TFF AWS TNB #2#l4& |, #bik : https://console.aws.amazon.com/tnb/,
ESMERSD , EEMSE,
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AWS CLI
/8 AWS CLI BUH M &gk

f# F cancel-sol-network-operation 5% HUH M &2 4E,

aws tnb cancel-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$
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=
VNFD #&#x
TE R E D RE IR X ( VNFD ) #E4R,
EE
tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:
inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"

default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.VNF

HFMELR

node_templates

TOSCAAWS #1 R, AT T RUMT :
« AWS.VNF

VNFD #&4x 35
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 AWS. Artifacts.Helm

AWS.VNF
EX AWS ERAMEEIEE (VNF ) TR
=

tosca.nodes.AWS.VNF:

properties:
descriptor_id: String

descriptor_version: String

descriptor_name: String

provider: String
requirements:

helm: String

B

descriptor_id
R X HHRY UUID,
BE R

KA FHFH

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-T0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version

VNFD H R4,
YVE B

KR FHH

B3 AL0-91{1,5\\.[0-91{1,5\\.[0-9]1{1,5}.*

descriptor_name

R ST B o
PE =2

AWS.VNF

36



AWS e85 P4 2 A58 il
KH . FHFH

provider

VNFD B &R .
VE B

KH . FHFH

R

helm

==

EMNBEEHH Helm B F. XX AWS. Artifacts.Helm BI5| Ao

WE 2
KR 2HH

=~

SampleVNF:
type: tosca.nodes.AWS.VNF
properties:
descriptor_id: "6a792e0c-be2a-45fa-989e-5f89d94ca898"
descriptor_version: "1.0.0"

descriptor_name: "Test VNF Template"
provider: "Operator"
requirements:

helm: SampleHelm

AWS Artifacts.Helm

EX = AWS Helm 7 &,

BE
tosca.nodes.AWS.Artifacts.Helm:

properties:

implementation: String

AWS . Artifacts.Helm
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&%

implementation

CSAR 8HEE Helm BXRA A M B .,

=~

SampleHelm:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./vnf-helm"

NSD &1k
TE X P& PR S5 R ST ( NSD ) #E4R,
B
tosca_definitions_version: tnb_simple_yaml_1_0

vnfds:
- descriptor_id: String
namespace: String

topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.NS

NSD ##fk 38



AWS SR RE A
EHAEENXNSE

UEREHDMLBSE (HlI0 VPC T 289 CIDR 3R ) B, AR { get_input: input-
parameter-name } iBATE NSD BiRFEN S, RFETAER— NSD HRHPEEEAZSH.

LT ROER T tAELNMERSH

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
cidr_block:
type: String
description: "CIDR Block for VPC"
default: "10.0.0.0/24"

node_templates:
ExampleSingleClusterNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

ExampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: { get_input: cidr_block }

VNFD & A

descriptor_id
R X HHHY UUID,
KH . FHH

B [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

namespace

HE_%*/J’_\O

ERAEEXHNSH 39
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RE : FREH

hIMENR

node_templates

T

BEMY TOSCA AWS FTRE
AWS.NS

AWS.Compute.EKS
AWS.compute.eks, AuthRole

AWS.compute.eks ManagedNode
AWS.compute.eks SelfManagedNode

AWS.Compute, PlacementGroup
AWS.Compute, UserData

AWS. Bx®, SecurityGroup

AWS. Bx™, SecurityGroupEgressRule
AWS. Bx™, SecurityGrouplngressRule

AWS.Resource.Import
AWS.Networking.ENI
AWS.HookExecution

AWS. Bx®, InternetGateway
AWS. BXM, RouteTable

AWS .Networking.Subnet
AWS.Deployment.VNFDeployment
AWS .Networking.VPC
AWS.Networking.NATGateway
AWS.Networking.Route

AWS.NS

E X AWS MRS (NS) ¥ &,

FRHMERR
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187

tosca.nodes.AWS.NS:
properties:
descriptor_id: String
descriptor_version: String
descriptor_name: String

J& %
descriptor_id
R HHRY UUID,
BE =
KHE  FREH

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-Tf0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version

NSD EYhRZ<,
PE 2

KE : FREH

B AL0-9]1{1,5\\.[0-9]{1,5\\.[0-9]{1,5}.*

descriptor_name

HR ST EY B o
BE R
KA . FHHR
Rl
SampleNS:
type: tosca.nodes.AWS.NS
properties:

descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

AWS.NS 41



AWS 15 ML AR

RAriEmE

descriptor_version:

"1.0

.®Il

descriptor_name: "Test NS Template"

AWS.Compute.EKS

REEHNET. PTEMN Kubernetes IRANEAR L Kubernetes 4| HEE NF FTER RN A G,
AWS Multus BEEMEED (CNI ) WHEBH. BULLEEZS/MNNEED , A EEANEEENAT

E T Kubernetes B M & Ih g
18

tosca.nodes.AWS.Compute.
capabilities:
multus:
properties:
enabled: Boolean
multus_role: Str
ebs_csi:
properties:
enabled: Boolean
version: String
properties:
version: String
access: String
cluster_role: String

tags: List

ip_family: String
requirements:

subnets: List

Thee

multus

IR

o /Bh

EKS:

ing

&R BAN SR AR E SR B IR R U R AR A F R

Ak, X Multus B &#0O (CNI) FERHIE M,

MREEE multus , MIEE enabled M multus_role Bk,

enabled

BREEBRBHABIA Multus ThEE,

AWS.Compute.EKS

42



AWS e85 P4 2 A58 il
KH : mRE

multus_role

Multus MEEOEB AR,

KA FHH

ebs_csi
N L% Amazon EKS 85 # Amazon EBS B85 EM##E0 ( CSI) BHREFHE M.

E

B AtiEH BN AT 7E Local Zones 5 AWS X 18 L AWS ocal Zones £ AWS OutpostsfEfl Amazon EKS
BREEY N, BEXEZEL |, H25% (Amazon EKS AF#EE) FH Amazon Elastic Block Store
CSI B,

enabled

BRERRERIA Amazon EBS CSI RzEF,

b

&
EL
7|

KR . HRE

version

Amazon EBS CSI IKzh 72 F K A A MRA, ZARZAS %4905 DescribeAddonVersionsi IR B B ik
Kz —HER, BXEZELR | 5 Amazon EKS APl 2ZDescribeAddonVersionsH /Y

KR PR
B
version

E M Kubernetes x4, AWS Telco Network Builder % Kubernetes g7 1.23 F| 1.29,

KR FHH
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ATBEMYME : 1.2311.24|1.25|1.26]1.27|1.28|1.29

access

EEHIRRFA.

Ve . B
Y . &

KE : FREH

AJREMY{E : PRIVATE | PUBLIC | ALL

cluster_role
EHEEARAA,
ME 2

RA . FHH
tags

EM B RIROIRZ .
VE B

KR FXR
ip_family

RREBDRESMNARA (pod) #utdy IP &5,

ATFWE : IPv4, IPV6

ZRIAE : IPV4
MNE B
KA PR
Bk
subnets

—A AWS.Networking.Subnet ¥ &

=

AWS.Compute.EKS
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RKH : HIX

]|
SampleEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.23"
access: "ALL"

cluster_role: "arn:aws:iam::${AWS::TNB
ip_family: "IPve6"
tags:

- "Name=SampleVPC"

- "Environment=Testing"

capabilities:

multus:

properties:

enabled: true

::AccountId}:role/SampleRole"

multus_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/MultusRole"

ebs_csi:
properties:
enabled: true
version: "v1.16.0-eksbuild.1"
requirements:
subnets:
- SampleSubnet@l

- SampleSubnet2

AWS.compute.eks, AuthRole

AuthRole 2@ Amazon EKS &8RN IAM B , aws-authConfigMap AEAF B LAERA IAM

A5\ Amazon EKS £&,
18

tosca.nodes.AWS.Compute.EKS.AuthRole:
properties:
role_mappings: List
arn: String
groups: List

requirements:

arn:

AWS.compute.eks, AuthRole
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FAFiEE
clusters: List

B
role_mappings

E X FEERIE Amazon EKS &8 aws-auth ConfigMap # IAM B BHERE 5K,
arn

IAM B8 ARN,
ME 2

KH : FHHR

groups

ESH4 arn FEXNHAEBH Kubernetes 4,
VEB

KR AR

=R
clusters

—4 AWS.Compute.EKS T =,

VE B

RKH : HIX

el

EKSAuthMapRoles:

type: tosca.nodes.AWS.Compute.EKS.AuthRole
properties:
role_mappings:
- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRolel
groups:
- system:nodes

AWS.compute.eks, AuthRole

46



AWS 15 ML AR RAriEmE

- system:bootstrappers
- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRole2
groups:
- system:nodes
- system:bootstrappers
requirements:

clusters:

- Free5GCEKS1

- Free5GCEKS2

AWS.compute.eks ManagedNode

AWS TNB % # EKS RET KA , LB NI 7 EKS Kubernetes £ E T < ( Amazon EC2 3%
Bl ) MBTEGRAHREE, B2 EKS FTRA , BL4TUETIRMET b 12584& (AMI) B ID = AMI
KA HEE Worker T SUEE AMI, BETT BT LB RMEHA T SSH 5 AY Amazon EC2 %4
N, URT BEM. BT SEXTS EKS SR, B4R Worker 11 2R 7™,

B, BTNSRLE, FABENEHBAKNIENT KA.
=D

tosca.nodes.AWS.Compute.EKSManagedNode:
capabilities:
compute:
properties:
ami_type: String
ami_id: String
instance_types: List
key_pair: String
root_volume_encryption: Boolean
root_volume_encryption_key_arn: String
scaling:
properties:
desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
requirements:

cluster: String
subnets: List

AWS.compute.eks ManagedNode 47
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network_interfaces: List
security_groups: List
placement_group: String
user_data: String
labels: List

e
compute

E N Amazon EKS HET SAITESHMEM , Bl Amazon EC2 S22 E F Amazon EC2 SE45
AMlI,

ami_type
TS EKS X#Hy AMI 323,

D =
WNEE :EE

KR R

o

AIHERY{E : AL2_x86_64 | AL2_x86_64_GPU | AL2_ARM_64 | CUSTOM |
BOTTLEROCKET_ARM_64 | BOTTLEROCKET_x86_64 | BOTTLEROCKET_ARM_64_NVIDIA |
BOTTLEROCKET_x86_64_NVIDIA

ami_id
AMI 89 1D,
VE B

KA ZHH

(® Note

MREHRPEFHEET ami_typefMami_id , M AWS TNB X EH Zami_id{EXR I
EEKSManagedNode,

instance_types
KHIRN

PE 2

AWS.compute.eks ManagedNode 48
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KR FXR
key_pair

BT B H SSH 7R EC2 Z4AXT

KE . FREH

root_volume_encryption

AL S EBS RES AL S# EBS &, MRAREBHELEM , N AWS TNB £ERIAINZE Amazon

EBS 8%,
ZR1A : True

RE : mRE

root_volume_encryption_key_arn

#ZHAM ARN, AWS KMS AWS TNB X #FEME ARN, Z X4 ARN M31E ARN,

(® Note

« W& root_volume_encryptionX false , F
&root_volume_encryption_key_arno

« AWS TNB X#X I Si#k EBS XM AMI #HITIRBINE,

- MR AMI PREBEME , NS BIEroot_volume_encryption_key_arniA{E AWS

TNB EXINERSE,

o WER AMI BB RIZ , AWS TNB FfEHAroot_volume_encryption_key_arnXy

RSHITIME,

MRFEFEroot_volume_encryption_key_arn, AWS TNB AR A ERINR

8 AWS Key Management Service XJ 1R &3 1T,

« AWS TNB &8 Z &K AMI,

AWS.compute.eks ManagedNode
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scaling

EMX Amazon EKS #ET RAYV BSHWEM , HlT AP FrER Amazon EC2 SHIEE K
Amazon EC2 RPN HZE L NRZHE.

desired_size
LA Ay SE 45 %k 2 NodeGroup,
ME 2

KR - B

min_size
LA B &/ K HI% NodeGroup,
ME 2

KR - B

max_size

It A By B KSR HI% NodeGroups

ME 2

KA . B
B
node_role

M tnE| Amazon EC2 RHIHY IAM &1 ARN,
WE 2

KR FHH

tags
EM R IRARE

PNE B

AWS.compute.eks ManagedNode 50
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RKH : HIX

=R
cluster

—4 AWS.Compute.EKS T &2,

KA . FHH

subnets

— AWS.Networking.Subnet 7 =

KA HIR

network_interfaces

—/N AWS.Networking.ENI T R, BEREMNEEOMFRRERNERBOTARX , FNEFFX
Mo

®EBEnetwork_interfaces , MR & iZmultus_roleBMH B EE aws.compute.eks T &
F ., AWS TNB M iZmultusEHIREE ENI KA BR, BN , AWS TNB M node_role &
HAIREVS ENI FXBIRR .

KR HR

security_groups

—A AWS.Networking SecurityGroup¥i &

KR HXR

placement_group

—/\ tosca.nodes, AWS.Compute, PlacementGroup¥i Ko
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RAriEmE

KE : FREH

user_data

—/\ tosca.nodes, AWS.Compute, UserDataT R5IH. AFHEMAEEIEREERNTRAR
WY Amazon EC2 K6, 1217 BE LA FBIFEBAFEHRRRNEZIEL T SHH node_role,

XA ZHH
labels
TWERSIHR, TERSSHMEBHINE, EFEAUTHRERERERS :

- BRNELTRDR=.
- BENNENKESRZ AN 63 MFH.

- RETLEETR (AZ. az. ). 8T (0-9) MAFEZ : [, _

- BMAELTUFEEF?. Z*FRHALNEE.
f5]0 , myLabelNamel=*NodelLabelValuel

KR AR

e

SampleEKSManagedNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
scaling:

°7

*

’

?]

AWS.compute.eks ManagedNode
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properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIOQ1
- SampleENIQ2
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

AWS.compute.eks SelfManagedNode

AWS TNB X Amazon EKS BREET K , LB ML S# EKS Kubernetes EFRET R (IS
i EC2 :4 ) M#TEGAYPEE, E6/2 Amazon EKS 11 R4 | SAFET IRET I 25 E&
(AMI) B9 ID , REE Worker F1 iEF AMI, BB ATLUER S SSH 1A B2 4 Amazon EC2 Z4AXY,
IR AR MEHIRE, FAERD , URBDMHRAKD, BT [LEXLIE Amazon EKS SEF X
Bk, SRR Worker 1 IR F W,

gE , BALRELE, TRFSENMERFANMEENT KA,

B

tosca.nodes.AWS.Compute.EKSSelfManagedNode:
capabilities:
compute:
properties:
ami_id: String

AWS.compute.eks SelfManagedNode 53
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instance_type: String

key_pair: String

root_volume_encryption: Boolean

root_volume_encryption_key_arn: String
scaling:

properties:
desired_size: Integer
min_size: Integer

max_size: Integer

properties:

node_role: String

tags: List
requirements:

cluster: String

subnets: List

network_interfaces: List

security_groups: List
placement_group: String
user_data: String
labels: List

Thee
compute

ENX Amazon EKS BEET RITESHIEM , #120 Amazon EC2 24|28 K Amazon EC2 L4
AMI,

ami_id

AT B3I AMI ID. AWS TNB Z#ERIAH imdsv2 L6, BXEZER |, 55 IMDS Ik
Ao

KE : FREH

instance_type

SR N,
WE 2
KA ZHH
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key_pair
/8 A SSH 15 E &Y Amazon EC2 Z4AXT,
KA . FHEH
root_volume_encryption

R S# EBS 1845 A 5% EBS &, MRKEMLEM , W AWS TNB £ E1A 0% Amazon
EBS 8%,

ZRiA : True
KA . HRE

root_volume_encryption_key_arn
FAH ARN, AWS KMS AWS TNB X #EFEH#4A ARN, ZX1F %4 ARN M 51E ARN,

KR FBH

(® Note

« W% root_volume_encryption} false , MF
&root_volume_encryption_key_arno

« AWS TNB X#X I S5k EBS X#FH AMI #HITIRBINE,

- MR AMI PREBEME , MMM BIEroot_volume_encryption_key_arnBA{E AWS
TNB EFINEZIRE,

- WIER AMI BB RINZR , AWS TNB FfEHAroot_volume_encryption_key_arnXy
REFITINE,
MRFEFEroot_volume_encryption_key_arn, AWS TNB AWS Managed
Services FEAMZERSE,

- AWS TNB & Z INZH AMI,

AWS.compute.eks SelfManagedNode 55
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scaling

72 X Amazon EKS B &EE A5 FSMMMIE , HIET SEPFTHEL Amazon EC2 EIMBER

Amazon EC2 RHINB P NHRZSHE,
desired_size
Lt B2 % E NodeGroup,
WE R

KR B

min_size
LAY & /N2 I EL NodeGroup.
ME 2

KR B

max_size

Lt A Y B K321 EK NodeGroup.

MNE 2

KA . B
B
node_role

Mt inE Amazon EC2 EHIHY IAM B &1 ARN,
PE 2B

KR FHH

tags
EMMEIRRNIES, REFEABERRIZENEH,
VE B

KA HIR

AWS.compute.eks SelfManagedNode

56



AWS EBIE ML R ER RAriEmE

R

cluster

—A AWS.Compute.EKS T =,

KR FHH

subnets

— AWS.Networking.Subnet 7 =

E¥i NI Y

network_interfaces

—A AWS.Networking.ENI T R, BHREMEZOMNFRRERNHBNATARKX , ENSEHLE X
148

®EBEnetwork_interfaces , MR & iZmultus_roleBMH B EE aws.compute.eks T &
F ., AWS TNB fFMiZmultusEHIREE ENI XA BR, BN , AWS TNB M node_role &
HAFIRELS ENI FXBIBR

KR HR

security_groups

—A AWS.Networking SecurityGroup¥i &.o

KR AR

placement_group

—\ tosca.nodes, AWS.Compute, PlacementGroup¥ &

WNE B

KR FHH
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user_data

— tosca.nodes, AWS.Compute, UserData¥i R51H. AFHEMNAEZEIHBTEE
T RABZH Amazon EC2 3k, FHITEE N AR BEMENNRAINEEZELET ,méﬂEl’J

node_role,

KA . FHH
labels
TRIFZIR, TRFEESXNEEHANE. FRAUATHREIERFE
- BEMANEXTADRE=
- EMAENKERZ AN 63 MNER.
- REAUBEFE (AZ. az, ). %&?—(0-9)%!]2(?5?—?%: -, —, ., *, 7]
« BEMNELTAFRBRF?, S FRHFTLNME

f5l3n , myLabelNamel=*NodelabelValuel

EH . X
Pl

SampleEKSSelfManagedNode:
type: tosca.nodes.AWS.Compute.EKSSelfManagedNode
capabilities:
compute:
properties:
ami_id: "ami-123123EXAMPLE"
instance_type: "c5.large"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
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properties:

node_role: "arn:aws:iam::${AWS::TNB
tags:

- "Name=SampleVPC"

- "Environment=Testing"

requirements:

AWS.Compute,

cluster: SampleEKSCluster
subnets:

- SampleSubnet
network_interfaces:

- SampleNetworkInterface0l

- SampleNetworkInterface02
security_groups:

- SampleSecurityGroupQl

- SampleSecurityGroup02

::AccountId}:role/SampleNodeRole"

placement_group: SamplePlacementGroup

user_data: CustomUserData
labels:

- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

PlacementGroup

PlacementGroup 17 Rz EH K BE KK E Amazon EC2 3£,

EIEBFH Amazon EC2 3K fIrS , Amazon EC2 RFLZHUEM A XKESSA , LUEFFRAERXSG
DEEEMBES EURARERDEXHHREE, &0 LER B AREA A KB — A A8 B ABIRYSE
B, N 28N THEAEER,

B

tosca.nodes.AWS.Compute.PlacementGroup
properties:

&%

strategy: String
partition_count: Integer

tags: List

strategy

AT & Amazon EC2 SEHIH R,

AWS.Compute, PlacementGroup
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KH PR

A[8EMY{E : CLUSTER | PARTITION | SPREAD_HOST | SPREAD_RACK

« CLUSTER - F—/Na] X N5k #9345l ?T’FETE—#_O XTPERBEE TEN BRI EEZRE
node-to-node BEFTHA KR MEMHEE , X2 S HEETTE (HPC) NARERFH B EMSHIE,

* PARTITION - 36l p A EFRNEZESTX L , LE— N XHANXEFHAAFRSETRTED
FRRFIAHAZHENEMESY, ZRBEENABEI>AXNNESNW TEARAER , {ﬁJ
il , Hadoop, Cassandra # Kafka,

* SPREAD_RACK - & —/MARBIFHRREET RN EMBEH £, BURDBXBHE,

- SPREAD_HOST - R865 Outpost EMBFALEEFERA. N—/NAZFITHRKEETEH B E 4
EBUB A < B PR

partition_count
DXNBE,
MFE  XE strategy REEN PARTITION BfF % F,
KA . BH
ATBEMIME 11213141567
tags
AT LAM DN B B i B A R IRV
VE B

RKH : HIX

=P

ExamplePlacementGroup:
type: tosca.nodes.AWS.Compute.PlacementGroup
properties:
strategy: "PARTITION"
partition_count: 5
tags:
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- tag_key=tag_value

AWS.Compute, UserData

AWS TNB #3831 4 IR S # R % (NSD) i UserData™s 55 5044 B . 2 BB M Amazon
EC2 55hl, BXEENAPBIENESES | %2 Amazon EC2 M = 1578 T 10 7~ SIE A shell B
x,

EMELHFI{LERE , AWS TNB B AP HIEMAR M ERH R Amazon EC2 24IF M, HEREEE
YHAFPHER , AWSTNB 28 HFANHRIA | HEelMENZERA4EEL Amazon EC2, BENXH
PEIRBIZAIE Amazon EKS SEMBIA Z BIZE1T,

EEAFPBREHAFFEREENEER , BEELRES { EEARNS |, fln , EEMAFFER
MyVariable , ## A : {!MyVariable}

(® Note

« AWS TNB X EFX/NFHEE 7 KB B F BB A,

« B AWS T TNB AWS CloudFormation A TAEBMETmultimime B P HEFEHIA |, FHitkiE
WRBIAESFATE AWS CloudFormation M1,

BE

tosca.nodes.AWS.Compute.UserData:
properties:
implementation: String

content_type: String

B
implementation
RAPFBIEHAE LA ER, BRXMSAMRE : . /scripts/script_name.sh

KR ZHH
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content_type
AP BERANARRE,
R PR

AIBERY{E : x-shellscript

]|
ExampleUserData:
type: tosca.nodes.AWS.Compute.UserData
properties:
content_type: "text/x-shellscript"
implementation: "./scripts/customUserData.sh"

AWS. BxM, SecurityGroup

AWS TNB XL HNRBIIAEE Amazon EC2 Z4 4 |, BA LUFEMT 11Z) Ama zon EKS
Kubernetes 88T 24,

B

tosca.nodes.AWS.Networking.SecurityGroup
properties:

description: String
name: String

tags: List
requirements:
vpc: String

&%

description

REENHER, HZSATUER 255 NFARERZA, Reg@2F8 (AZMaz)., HF
(0-9) . ZEZMMUTERFN : _-/#@[+=8&{}!$"
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AWS e85 P4 2 A58
KH . FHFH

name

RAriEmE

REHENER, ZEMRSAUER 255 M2H. REETEFH (AZMaz)., BHF(09). =
MUTRHEFH . _/0#@[+=&{}!$*

KA FREH
tags

Al LAM in 3 =2 & A BRI .

KR AR

ER
vpc

—A AWS.Networking.VPC 7 =,

KH : FHH

]

SampleSecurityGroup@01:
type: tosca.nodes.AWS.Networking.SecurityGroup
properties:

description: "Sample Security Group for Testing"

name: "SampleSecurityGroup"
tags:
- "Name=SecurityGroup"
- "Environment=Testing"
requirements:

vpc: SampleVPC

AWS. Bx®, SecurityGroup
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AWS. Bx, SecurityGroupEgressRule

AWS TNB X#F&L£H B AN , LA sf & A M 0 E.Networking B Amazon EC2 44 H kMM,
AWS SecurityGroup, EXE , BAJUIR M cidr_ip/destination_security_group/destination_prefix_list

fE5 O R B 4R,
P

AWS .Networking.SecurityGroupEgressRule
properties:
ip_protocol: String
from_port: Integer
to_port: Integer
description: String
destination_prefix_list: String
cidr_ip: String
cidr_ipv6: String
requirements:

security_group: String

destination_security_group: String

&4
cidr_ip

CIDR 4 IPv4 i3t SBE . BSPIEE ALV HORER CIDR SEE.

KA . 2R
cidr_ipvé6

EATHORENREA CIDR &M IPv6 B, BSAEEERRESA
(destination_security_group = destination_prefix_list) = CIDR SEE (cidr_ip
= cidr_ipv6).

KA ZHH

description

O (s ) ZREERNER, &S AIUER 255 NFRIRERZIAN
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RHE B

KR FHH

destination_prefix_list

A Amazon VPC HEX BRI RN ARIIK ID, XREZLAXRBKNT RAXFIME R, BX
REXNRIRNEZESR , 55 (Amazon VPC AAFERE) HHEEXFRII &K,

PE B
KA . ZHFH
from_port

MERHPIZE TCP 5 UDP , NIiX 2% ASEEMERIK O, MRBILE ICMP = ICMPv6 |, NiX 23k
MRS, H-13ERFTE ICMP/ICMPve KE, IIREIEEFFAE ICMP/ICMPV6 3£8 | NI A8 EFT
& ICMP/ICMPv6 X528,

MHEB

KR . B

ip_protocol

IP MY AR (tecp. udp. icmp. icmpve ) MRS, A -1 ATIEEREBNIN. HRNEZL4AM

et |, $§7E -1 =BR tep. udp, icmp = icmpve AN MU AESFAFMER O LHWRE , TieH

FEENROEEIMM, XF tcp. udp M icmp , BAAIEER OSEE. X F icmpv6é , iwOBEET
7R MREEREOEE , INATHERENKBHNRE,

PE 2

KR . ZFH
to_port

WMERPILE TCP = UDP , NIIX 2 ATEMNA L% O, MEHINE ICMP = ICMPV6 , MiX 218
B, {# -1 ETRAE ICMP/ICMPv6 X8, MMREIEEFE ICMP/ICMPv6 8  NXRIEEME
ICMP/ICMPv6 X8,

MHE B

KR . B
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RAriEmE

=R
security_group
ERMEAN AR 2 ER ID,
RAE . FHH
destination_security_group
AFHOREHR ANBIREZLAR ID 5 TOSCA Z&,
KH . PR

el

SampleSecurityGroupEgressRule:

type: tosca.nodes.AWS.Networking.SecurityGroupEgressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Egress Rule for sample security group"
cidr_ipv6: "2600:1f14:3758:ca00::/64"
requirements:
security_group: SampleSecurityGroup@dl
destination_security_group: SampleSecurityGroup@02

AWS. Bx, SecurityGroupingressRule

AWS TNB X#HZL£EAAOHN |, LAB 3 EE 7] B i E.Networking B Amazon EC2 Z2H A OFH N,

AWS SecurityGroup, EXEE. , B4R M cidr_ip/source_security_group/source_prefix_list 3 A O
L= 73
I)ILEEIJ;EI No

B

AWS .Networking.SecurityGroupIngressRule
properties:
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ip_protocol: String
from_port: Integer
to_port: Integer
description: String
source_prefix_list: String
cidr_ip: String
cidr_ipv6: String
requirements:

security_group: String
source_security_group: String

B

cidr_ip
CIDR #\y IPv4 i3t SEE, EMXMIEE AT ADQRERN CIDR SBE,
BE B

KA . 2R
cidr_ipvé
EATAORENXA CIDR #&3NH IPv6 it SEE., BUMIEERZEA

(source_security_group = source_prefix_list) = CIDRSEE (cidr_ip =
cidr_ipve6),

YwE B
RH . FHHR
description

AO (AY) ZEEAANNER, ZZALUER 255 NFRERERZIN,
VEB
KA FHEH

source_prefix_list

P14 Amazon VPC BRI BHIENTAIIE 1D, A4 i 524 4 5B 0T A 5B I RR
W R, BEXREXNAHNENESES , 58 (Amazon VPC R 1SE) e a145)
%.
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RHE B

EKH  FHEH
from_port
MREMILZE TCP =% UDP , NixX 2 ik ASEEMEHREO. WRHGE ICMP 3 ICMPV6 |, MiX &K

BimS. B -1 1E7MAE ICMP/ICMPv6 %8, MREEEFTE ICMP/ICMPV6 K& | N A48 E P
B ICMP/ICMPv6 {13,

MHE B
KR . B

ip_protocol

IP B R (tcp. udp, icmp, icmpve ) IPiES. £ -1 TIEEMEDN. HBRNEZE2AM

et | $IE8E -1 HBR tep. udp. icmp = icmpve AN EB T AT EROD LWRE | XLl

FEENROEEIMM, XF tcp. udp M icmp , BAAIEER OSEE. X F icmpvé , iwOBE 2T
EH ; MREEREOEE , IFATMEXRENRBHRE.

KH . PR
to_port

WMEMHINE TCP = UDP , NiX 2 OCEMNALLHEO., MREBILE ICMP 5 ICMPV6 |, TIiX21%
B, & -1 A ICMP/ICMPv6 18, MREIEEFTA ICMP/ICMPv6 & N XAMIEEME
ICMP/ICMPv6 X8,

ME - &
=

KR B

B
security_group
ERMEMN L 2AB 1D,

NE 2
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KH . FHFH

source_security_group

BEZEHMW ID = TOSCA ZE | FAFRBZZSLANAORE.,

el

SampleSecurityGroupIngressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupIngressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Ingress Rule for free5GC cluster on IPv6"
cidr_ipv6: "2600:11f14:3758:ca00::/64"
requirements:
security_group: SampleSecurityGroupl
source_security_group: SampleSecurityGroup2

AWS.Resource.Import
AT AWS BIRS A AWS TNB :

+ VPC

- T

- BREX

- BEERMM X
- Z24H

BE

tosca.nodes.AWS.Resource.Import
properties:
resource_type: String

AWS.Resource.Import
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resource_id: String

B

resource_type
5 A% AWS TNB B &EIREE,
VE B

RKH : HIX

resource_id

S AE| AWS TNB B3R 1D,

KR FXK
el
SampleImportedVPC

type: tosca.nodes.AWS.Resource.Import

properties:

resource_type: "tosca.nodes.AWS.Networking.VPC"

resource_id: '"vpc-123456"

AWS.Networking.ENI

MEEOR VPC RARELMFHNEEBHRMAN. ALUREFN , B RFIHINEEOSE IP

sk, £ FMHEFE Amazon EC2 SEHlfE

A LUR M g4 O R 2 iZ S0, ERNEEO 5%

Amazon EC2 KI5 & , AREMEETZFMNHN S — Amazon EC2 356l, k& REIFRREREIR

FHmE,
A

tosca.nodes.AWS.Networking.ENI:
properties:
device_index: Integer

AWS.Networking.ENI
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source_dest_check: Boolean

tags: List
requirements:

subnet: String
security_groups: List

Bt

device_index

REREIBMKRTE,

NE 2
KR B

source_dest_check

RIAMBEORESHMITR/BENRE, ERN true RREBARE , false RREEARE,

AWNE: B, R

2RiIA : True
HE B

XH . HRE
tags

EINBRRVIRE,
PVE B

KR AR

subnet

— AWS.Networking.Subnet 7 R

AWS.Networking.ENI
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KE : FREH

security_groups

—A AWS.Networking SecurityGroup¥ R

=P

SampleENI:
type: tosca.nodes.AWS.Networking.ENI
properties:
device_index: 5
source_dest_check: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
subnet: SampleSubnet
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup02

AWS.HookExecution

4 a5 B A EE (R ARBE S 1T B © A BDAS 4 Dy EL AL IR e A R 48 SEBIML Y — EB 90 RB 176

B

tosca.nodes.AWS.HookExecution:
capabilities:
execution:
properties:
type: String
requirements:
definition: String

AWS.HookExecution
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vpc: String
L
Bl
execution

EITHEAMNANEHRNITSIZBNEM.

type
HEMIMITEI KA,

KA FHFH

AIHERY{E : CODE_BUILD

=R
definition

—AMNAWS, HookDefinition.Bash 37 &,

NE 2

KH : FHFH

—A AWS .Networking.VPC ¥ s

WE R
RE . P
R
SampleHookExecution:
type: tosca.nodes.AWS.HookExecution
requirements:

definition: SampleHookScript

AWS.HookExecution

73



AWS 15 ML AR

RAriEmE

vpc: SampleVPC

AWS. Bx™, InternetGateway
E X AWS Internet Gateway ¥ =

187

tosca.nodes.AWS.Networking.InternetGateway:

capabilities:
routing:
properties:
dest_cidr: String
ipv6_dest_cidr: String

properties:
tags: List

egress_only: Boolean
requirements:

vpc: String
route_table: String

il

routing

EX VPC AREHEENE M. HMBFE dest_cidr = ipv6_dest_cidr B,

dest_cidr

BT BT IPv4 CIDR 1, lEM AT RouteTable REIERE , HERE

DestinationCidrBlock,

ME  MMREE ipv6_dest_cidr B , MRE

KE : FREH

ipv6_dest_cidr
AT BFRIEERY IPv6 CIDR 3R,
WE  MRBE dest_cidr BME , MAHB,

KR FHH

AWS. BX®, InternetGateway
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&%

tags
EM EEIROIRE,

KR AR

egress_only

—NEFET IPv6 WEM, RTREBRMRXEENATHOBERE. MR egress_only A true , N
MIME N ipv6_dest_cidr B,

KH : mRE

vpc

—A AWS.Networking.VPC 7 &

KH PR

route_table

—A AWS.Networking RouteTable¥7 R,

=

Free5GCIGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: false

AWS. BX®, InternetGateway 75



AWS 15 ML AR RAriEmE

capabilities:
routing:
properties:
dest_cidr: "0.0.0.0/0"
ipv6_dest_cidr: "::/0@"
requirements:
route_table: Free5GCRouteTable
vpc: Free5GCVPC
Free5GCEGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: true
capabilities:
routing:
properties:
ipv6_dest_cidr: "::/0"
requirements:
route_table: Free5GCPrivateRouteTable
vpc: Free5GCVPC

AWS. Bx®, RouteTable

BHRETE—AEHRARBNAN , RETXRE VPC P FMRMKHMEREFIEB ML, XM
FRERE VPC XE,

B

tosca.nodes.AWS.Networking.RouteTable:
properties:

tags: List

requirements:
vpc: String

B
tags
E M INE R IRAVFRZE

KA HIR
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R

vpc

—A AWS .Networking.VPC ¥ &,

KA P

L]

SampleRouteTable:
type: tosca.nodes.AWS.Networking.RouteTable
properties:
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS.Networking.Subnet

FRR VPC AW IP #ib5BE , MU T —PNAARKR, BBHN FMIEE VPC, CIDRIR, #
AXMEHEK, BELAELFRELREERLE.

B

tosca.nodes.AWS.Networking.Subnet:

properties:
type: String

availability zone: String
cidr_block: String
ipv6_cidr_block: String
ipv6_cidr_block_suffix: String
outpost_arn: String

tags: List
requirements:

vpc: String
route_table: String
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&%

type

BRELFRAEHNERFREERANE IPv4 ik,

WE 2
KA ZHH

A[BERY{E : PUBLIC | PRIVATE

availability_zone

FRPTARK, EFEEXEFEAWS XERH AWS TAK | flilus-west-2 ( EETEER ( HE
X))o Bl eEFTHAXAM L AWS ocal Zones us-west-2-lax-1a.

NE 2

KR FHH

cidr_block
TMH CIDR R,
PVE:B

EKH  FHEA
ipv6_cidr_block

BTFelZ IPv6 M CIDR 3k, MIREELEMY , FFEZE ipv6_cidr_block_suffix,
WE - &

KR FHH

ipv6_cidr_block_suffix

JBid Amazon VPC BIZH FMAY IPv6 CIDR 3Ry 2 (U +-#H FEH. RANUTHER : 2-digit
hexadecimal: :/subnetMask

MEIEWEM , FFREEE ipv6_cidr_blocks

PVE B

AWS .Networking.Subnet 78
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KH . FHFH

outpost_arn

FEHFE FM AWS Outposts #J ARN, #1R
EEVR , BRLEMRME NSD EilrF, BXESZEER

F B AWS Outposts EBY Amazon EKS,

MRFFLE R ME NSD ik |, WAP0F availability_zone BHEMEIREN AWS

Outposts#y Al A X,
KA . ZHH
tags

EMIE R RIRL,

¥ ST
=R
vpc

—A AWS .Networking.VPC &

KR FHH

route_table

—A AWS.Networking RouteTable¥ &,

KR . ZHH

e

SampleSubnetQl:

% E1E AWS Outposts /531 Amazon EKS B
%25 (Amazon EKS AF#EE)

AWS.Networking.Subnet
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type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-east-1a"
cidr_block: "10.100.50.0/24"
ipv6_cidr_block_suffix: "aa::/64"
outpost_arn: "arn:aws:outposts:region:accountId:outpost/op-11223344EXAMPLE"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC
route_table: SampleRouteTable

SampleSubnet2:
type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-west-2b"
cidr_block: "10.100.50.0/24"
ipv6_cidr_block: "2600:1f14:3758:ca00:: /64"
requirements:
route_table: SampleRouteTable
vpc: SampleVPC

AWS.Deployment.VNFDeployment

NF S ERBIREEMRBNEZXBKNNAREREEN. cluster BHIEERE NF I EKS &
Bo vnfs BENEHNBIEEMBZEE, L& AT UR A pre_create M post_create KERY AL £ 5 fF
HEWRE  RETRHETENBENES , SINMAREFEERS APL

BE

tosca.nodes.AWS.Deployment.VNFDeployment:
requirements:
deployment: String
cluster: String
vnfs: List
interfaces:
Hook:

pre_create: String
post_create: String
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AP i
K

deployment

—A AWS.Deployment.VNFDeployment 5 2

MHE B

KE : FREH

cluster

— AWS.Compute.EKS 7 .

WE 2

KR FHH

vnfs
— N AWS.VNF ¥ &,

KE . FREH

23]
ESUEITE B EAN R,

pre_create

—AMNAWS, HookExecutionTi o BLIEFITE VNFDeployment 1 RE B 2 5IE{T
VE B
KR . ZFH

post_create

—AMNAWS, HookExecutionTi R Bt¥EHITE VNFDeployment 1 REBZ FE1T.
VE B

AWS.Deployment.VNFDeployment
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RAriEmE

el

SampleHelmDeploy:
type: tosca.nodes.AWS.Deployment.VNFDeployment
requirements:
deployment: SampleHelmDeploy2
cluster: SampleEKS
vnfs:
- vnf.SampleVNF
interfaces:
Hook:
pre_create: SampleHook

AWS.Networking.VPC
BRRMANEMUREER (VPC ) #8E CIDR 3R,
59

tosca.nodes.AWS.Networking.VPC:
properties:
cidr_block: String
ipv6_cidr_block: String
dns_support: String
tags: List

B
cidr_block
VPC By IIPv4 M4&SEE , KA CIDR &RR%.

KR FHH

ipv6_cidr_block

AT 6lIZ VPC B IPv6 CIDR #,
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FAUFRY{E : AMAZON_PROVIDED

KR FHH

dns_support
1EEATE VPC MEBIAYSEHIRE AI3R1G DNS EHLAE o
XH : HRE

BRiA : false

KR FR
e
SampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:

cidr_block: "10.100.0.0/16"
ipv6_cidr_block: "AMAZON_PROVIDED"
dns_support: true
tags:

- "Name=SampleVPC"

- "Environment=Testing"

AWS.Networking.NATGateway

BB FMEX 2BHFLE NAT MXTTRo XMTOHMX , IRETRMAEM IP SE ID, AWS
TNB FNENIKS 2B — 2 1P FFEXEKRIMK,

B

tosca.nodes.AWS.Networking.NATGateway:
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requirements:
subnet: String
internet_gateway: String

properties:
type: String
eip_allocation_id: String
tags: List

&%

subnet

AWS.Networking.Subnet ¥ R 3%,

PE =2

KA ZHH

internet_gateway

AWS.Networking, InternetGateway¥i 5|,

MHE =

KE . FREH

type
ETRMARLBEERFIEN,
FUUYFHY{E : PUBLIC, PRIVATE
VE 2

KR ZHH

eip_allocation_id
TG P sk B 1D,

PNE B

AWS.Networking.NATGateway
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KA . FHH
tags

E B RRIRE,
RHE B

RKH : HIX

e
Free5GCNatGateway@1:
type: tosca.nodes.AWS.Networking.NATGateway

requirements:
subnet: Free5GCSubnetdl
internet_gateway: Free5GCIGW
properties:
type: PUBLIC
eip_allocation_id: eipalloc-12345

AWS.Networking.Route

BALEL—MERATR , ZTRUFBEREEHS NAT WXXEN BARRIR |, R B0 < BRE

BRHRF,
Ep

tosca.nodes.AWS.Networking.Route:
properties:
dest_cidr_blocks: List
requirements:

nat_gateway: String
route_table: String

Bt

dest_cidr_blocks

B BAREIRAY B AR IPv4 BREFISR

AWS.Networking.Route
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RAriEmE

KR HR

B

nat_gateway

AWS Networking.NATGateway ¥ R& %,

KE : FREH

route_table

AWS .Networking, RouteTable¥1 25|,

KA . FHEH
R/
Free5GCRoute:
type: tosca.nodes.AWS.Networking.Route
properties:
dest_cidr_blocks:

- 0.0.0.0/0
- 10.0.0.0/28

requirements:

nat_gateway: Free5GCNatGatewayQ1l
route_table: Free5GCRouteTable

BATR
E M ETE NSD 1 VNFD AR Ko

* AWS.HookDefinition.Bash

BRATR
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AWS .HookDefinition.Bash
A bash X AWS HookDefinitiono

B

tosca.nodes.AWS.HookDefinition.Bash:

properties:
implementation: String

environment_variables: List

execution_role: String

&%

implementation

HEHE LAV B R, RAMAR

RE . 7R

environment_variables

./hooks/script_name.sh

¥4 bash BIAWIAETE, FRHUTHER : envName=envValue , URUTENRZER : Ma-
zZA-7Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-Z0-9]+=[a-zA-Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-

Z0-97+9%

#{R envName=envValue WEZFESUTIRE :

. FEAZE

« envName IAF & (A-Z = a-z ) HEHF (0-9) Fk,
« NETEZHNFLTRERALUT AWS TNB REXBF (TR KNE)

« CODEBUILD
+ TNB

+ HOME

« AWS

« A LAE envName Fl envValue FEAETEHENFE (AZFH az).

-8

¥ (0-9) MEFHKRFH

AWS.HookDefinition.Bash
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R~ : A123-45xYz=Example_789

¥ i I E

execution_role

EHRITHAE,
PE 2

RE : FREH

=

SampleHookScript:

type: tosca.nodes.AWS.HookDefinition.Bash
properties:

implementation: "./hooks/myhook.sh"
environment_variables:

- "variable@l=valueOl"

- "variable@2=value02"

execution_role: "arn:aws:iam::${AWS

::TNB: :AccountId}:role/SampleHookPermission"

AWS.HookDefinition.Bash
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AWS BENEZERFTN LS H

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNMFHEAE AWS 3E, RERAEEXFEHRNCZNRZEMNEZTN RSN

« TRE — AWS ARKFEZRIZIT AWS RSEIEM I AWS Cloud, AWS &R ERE AT L%
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AWS SB1E R4 E g
MREE-—MEAPEESZ D Condition THE , WEES Condition TEFIEESZME , I AWS
EFZ % AND EHEITMHEEN]. IRENENZHREESNME , NERABBOREER AWS 1155
o ERTEWNNRZATLTURBABNRME,

EREERMN , BETUERASUNEE. Sl , REEEA IAM AF &2 IAM AP, 8385
HETFHRRRHNNR, BXEZELR , F2H (AM AFERE) 780 1AM XRTE  TENHZ,

AWS X EERFHZANBETRSHFMHEN. BEEEME AWS 2/FH4R , HF5H IAM A
MTHNAWS £RBEH L TXEHR,

EEER AWS TNB &SR , 52 H (RSRNSE) HH T AWS elco Network Builder #9 54+
. BT RANEARMFRIRENTIR , HSH AWS Telco Network Builder & X B 1.

EEER AWSTNB ETHMHHIREHRH , 55H. AWS BEMNKZWERET 5 101 REE R

TNB ##y AWS ACL

X ¥ ACL a

mEEFIFIR (ACL ) EHIBLEE (KFARA, AFRAE ) ARGARKF. ACL EETHIRAEK
B3Rl , REEMFEEMA JSON R,

ABAC # TNB AWS

X¥F ABAC ( REEHRIFRE ) =3

ETEMMGRES (ABAC ) BR—RENEE , ZRBETEMERENR, £+ AWS , XLEEM
MARE, BAILE IAM SHHE ( AFRAE ) MFS AWS BIRMINRE, FRi2SSEMRIFER ABAC
ME—H, RFIRIT ABAC Kl , SIEEHENHFRE SN2 15 R 8 R FIRE B A R FRE,

ABAC EREEKWIAEFIEERR , AERBERTSEIUNITR T A URHEF .

EETHRSEHEER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZUHBERBANZHTEZPREFRIER,

MRENMNRSH TEMRARREBISAMEX =1 %G8 , WNTIZRS , ZENR. BRENRSN
NTEHSRRREXISAMAEX =1 &G, WZENBD.
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BX ABAC HESEE FESH (IAM AFERE) AL R ABAC? , EEFIRE ABAC SR
2, BESH IAM BFER) FNERETEMEMNIHENRES ( ABAC) o

£ AWS TNB H f&£ A llm B iE

XA p ]

HIRER R RIER R, L AWS RS TEER. AXESFEE , WML AWS RS ERTIE
FHES , 55 IAM BFEEHRHNAWS RS 5 IAM EBE&ER E’Jﬁ:.@o

MREFEARAF B NEB 2 ANEMRAEERER , Il AWS Management Console {8 F B =2 I B iEB.
flgn | H&EAWS FRALTINE QBEF (SSO) iE#THEN , ZEELBFIRIAER. HE
AP emEREfs  ARYMRACH K BEBHRIGHNEILE, BXURACGHNESER , FZH
(AM AF1ER) i YREAE (BHE ).

BRI LAEA AWS CLI 2 AWS API FEI|ZIGEHES, RfE , &0 LUE X IR ETHE R #TIHE
AWS, AWS BWEZHARERIGEHES , MAREAKBHERA. BEXEZEELE , B5H IAM FH
IS Bt &2 2 EAE

TNB BV ARSS £ & AWS X R

XEFRRIBFILE (FAS) =

HIEER IAM AP RBeEFITREN AWS , BEANEREA. EHAXLERSEH , EWSHIT—
MRIE , ARHBREERMBRSHEHSE —MEE. FAS ERRAAZRANNRUK AWS RS @ T
RS R HERBER. AWS RERBFHRZFBRIFESHM AWS BSS HARRKES BESTTHIIER
B , 2K FAS B3R, EXMERT , BLMEBERITIHMRENNER, BXRKH FAS iHRETHY
REEFRE  FEAEREHE2E,

AWS TNB B iRSZ A&

XERSAE -

RS AERHR-—TURSEE, KRRENTREN IAM A€, IAM EERATTE IAM PO, SR
BREESAE. AXESER , 2R (IAM AFER) FHVEIER AWS RSZERIENE S,

AWS HBEMERERF NS IAM B4 E R 101


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS 15 ML AR RAriEmE

TNB By AWS FRSHEXAE

XEFRFHEXBE -

BSHAXAGR —MHEEINEBRSAR. AWS BRSRSAUKARKREHTRENAE, RSHEX
AEHIMEENP AWS IKF , HBARSAE, IAM EERATUERETEREERSHEXABHKX
PR o

AWS BEMEERET 551 R RAI

RINVERT , BRNAGLTNEIERIEHR AWS TNB BiR, 1t FE6EH AWS Management
Console, AWS Command Line Interface (AWS CLI) 5 AWS APl #1171£%. ERFAFPNAERR
PATIRENDNR | IAM BEE R A0 IAM Rig, EEAMEAIURARRBN IAM X , AR UK
ABE,

ETHUNAERX LR JSON REEMEGEET IAM KK , BS5 IAM AFRERTHN Sl
IAM R RE

BAX AWS TNB EXWRENRFRE ( 2ESHEFRREN ARN X ) WiFHAEE , F5H R
ZRNSE) FH T AWS elco Network Builder BIIR1E, HRAMEZHEH.

P
. HEEBIERE

- fEF AWS TNB #Z#l&

. RS B E T

- RUAFEEMNESHNE

REERIEREK

ETHONRBRE T EARBUUELNK/ PRI, HRITMER AWS TNB BiF, XLERFETAE
S AWS IKPFERAE, tIERREE T H DR , HERNUL T HENMER

- JFHAER AWS RERBH RO RENBENR — BEFHOAFPMITERBR TR , #EANTS
FIRAGIRTRRNAWS EE R, SNEMRNRERITR AWS IKF, FITZWEETE LEHX
BRI AWS ZEFRERBRAE-TBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FE R THEIREERNAWS HE R
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- NARKENR - £EH IAM REIRENRE , TR TFHRITESHAENNR. At , EFEN
ERERGT AAUNBERRRTHRE , RN RENRTAT. BXER IAM NANRBRNESE
B, ®BZE (AM AFfEm) P8 JAM R EYREE R

« fEF IAM SRBE AR Y SR 4 Bt — 25 BRI 15 9] AR — 48 AT LA 6] 5% B 78 0 5% 44 SR PR 46 3 R AE RN R TR B9 15 1) o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY , Tt AT BAE A SRR B T 30 RS R AERY U5 R BR AWS BRSS , 512 AWS CloudFormation. &
REZER , 72H (IAM AF1ER) P/ IAM JSON KB TE | &,

- M IAM Access Analyzer BiEZH IAM KB | SUBARNEHN LS EFIhBEM — IAM Access
Analyzer 2R UEFT RS M B KRG , LAKRRBAS IAM REEIES (JSON) M IAM EXK. 1AM
Access Analyzer 12 100 ZIKBREMARENEW , UBHEEHERZ S BN BNER., B
XEZER , FZH IAM AF1ERE) F8 IAM Acess Analyzer EREEKIIE,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF, , BEHA MFA URER
=, ZELAR AP BERNEE MFA , B MFA RERMBZHNERD, BXEZER | FS
57 <IAM AF#ER) FH BES MFA RIFH AP IR,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,

£/ AWS TNB #4|&

E 5 a] AWS Telco Network Builder 12#14 |, A4 ME —ARENR, XENRAMAFES HFE
EEXEAWS IKF Y AWS TNB BRHIFMAEE, MR EBEMLENRENBREN=ENET G
REE , WFHMTZREWEE ( AFRHAR) |, B8N EEMBPEREZT,

NFREA AWS CLI 5t AWS API R, BEFANEREFEZHENR, R , _IRFHREH
ZIAMITHY API R4EM TE RV RAE,

RS £ BB SR B TR A5

EREBR , BHEHEE AWS TNB BEHREMRSERELVENER, S4TF IAM RSAR
MENZERIME P | AR AWS TNB RGN ML EHEENR TR,

IAM RS At Y AWS TNB REREFAER , UEZFHLMEBEHNE, MREBEERSAHE ,
AWS TNB R ZAGBWEIL,

BELAER IAM RS IZRSBERENRER, AXUBBSACHNESER  F5H IAM S
MPHNEAELUE AWS IRFZEIRN R,
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AWS TNB fR&E A&

ERFEEREBNEKR , B MEREERME AWS TNB RS A FHIZMHLS AWS TNB, A
&A1 AWS TNB @A E MRS , 0 Amazon Elastic Kubernetes Ser AWS CloudFormation vice
Amazon Kubernetes Service , BN EEEFFENEMIZHE , HiZB NSD i E LB E ML I

Lk
Beo

EMNEBIER AWS TNB lREABERLUT IAM B2 FEEREE, E4H8/DLLREWRSEER |, Fid
£, AWS TNB TJgE& kM , R “HRIBIEL” fHix , TEHRIBHI K,

LUTRBERT TAWSNB REARKRE

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"sts:GetCallerIdentity"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "AssumeRole"
},
{
"Action": [
"tnb:*"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "TNBPolicy"
},
{

"Action": [
"iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",

iam:DeleteInstanceProfile",

iam:GetInstanceProfile",

iam:RemoveRoleFromInstanceProfile",

iam:TagInstanceProfile",

iam:UntagInstanceProfile"
1,

"Resource": "*",

"Effect": "Allow",
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"Sid": "IAMPolicy"

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com"

},

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessSLRPermissions"

"Action": [
"autoscaling:CreateAutoScalingGroup",
"autoscaling:CreateOrUpdateTags",
"autoscaling:DeleteAutoScalingGroup",
"autoscaling:DeleteTags",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribeScalingActivities",
"autoscaling:DescribeTags",
"autoscaling:UpdateAutoScalingGroup",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreatelLaunchTemplate",
"ec2:CreateLaunchTemplateVersion",
"ec2:CreateSecurityGroup",

ec2:DeletelLaunchTemplateVersions",

"ec2:DescribelLaunchTemplates",

ec2:DescribelLaunchTemplateVersions",

"ec2:DeletelLaunchTemplate",

ec2:DeleteSecurityGroup",

"ec2:DescribeSecurityGroups",

ec2:DescribeTags",

"ec2:GetLaunchTemplateData",

ec2:RevokeSecurityGroupEgress",

"ec2:RevokeSecurityGroupIngress",
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"ec2

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

RunInstances",
AssociateRouteTable",
AttachInternetGateway",
CreateInternetGateway",
CreateNetworkInterface",
CreateRoute",
CreateRouteTable",
CreateSubnet",
CreateTags",

CreateVpc",
DeleteInternetGateway",
DeleteNetworkInterface",
DeleteRoute",
DeleteRouteTable",
DeleteSubnet",
DeleteTags",

DeleteVpc",
DetachNetworkInterface",
DescribeInstances",
DescribeInternetGateways",
DescribeKeyPairs",
DescribeNetworkInterfaces",
DescribeRouteTables",
DescribeSecurityGroupRules",
DescribeSubnets",
DescribeVpcs",
DetachInternetGateway",

:DisassociateRouteTable",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

ModifySecurityGroupRules",
ModifySubnetAttribute",
ModifyVpcAttribute",
AllocateAddress",
AssignIpv6Addresses"”,
AssociateAddress"”,
AssociateNatGatewayAddress",
AssociateVpcCidrBlock",
CreateEgressOnlyInternetGateway",
CreateNatGateway",
DeleteEgressOnlyInternetGateway",
DeleteNatGateway",
DescribeAddresses",
DescribeEgressOnlyInternetGateways",
DescribeNatGateways",
DisassociateAddress"”,
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ec2:DisassociateNatGatewayAddress",
"ec2:DisassociateVpcCidrBlock",
ec2:ReleaseAddress",
"ec2:UnassignIpv6Addresses",
"ec2:DescribeImages"”,
"eks:CreateCluster",
"eks:ListClusters",
"eks:RegisterCluster",
"eks:TagResource",
"eks:DescribeAddonVersions",
"events:DescribeRule",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"iam:PassRole"

]I

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessComputePerms"
}I
{

"Action": [
"codebuild:BatchDeleteBuilds",
"codebuild:BatchGetBuilds",
"codebuild:CreateProject",
"codebuild:DeleteProject",
"codebuild:ListBuildsForProject",
"codebuild:StartBuild",
"codebuild:StopBuild",
"events:DeleteRule",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"s3:CreateBucket",

"s3:GetBucketAcl",
"s3:GetObject",
"eks:DescribeNodegroup",
"eks:DeleteNodegroup",
"eks:AssociateIdentityProviderConfig",
"eks:CreateNodegroup",
"eks:DeleteCluster",
"eks:DeregisterCluster",
"eks:UntagResource",
"eks:DescribeCluster",
"eks:ListNodegroups",
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iy

"eks:CreateAddon",

"eks:DeleteAddon",

"eks:DescribeAddon",
"eks:DescribeAddonVersions",
"s3:PutObject",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackResources",
"cloudformation:DescribeStacks",

"cloudformation:UpdateTerminationProtection"

1,

"Resource": [
"arn:aws:events:*:*:rule/tnb*",
"arn:aws:codebuild:*:*:project/tnb*",
"arn:aws:logs:*:*:log-group:/aws/tnb*",
"arn:aws:s3:::tnb*",
"arn:aws:eks:*:*:addon/tnb*/*/*",
"arn:aws:eks:*:*:cluster/tnb*",
"arn:aws:eks:*:*:nodegroup/tnb*/tnb*/*",
"arn:aws:cloudformation:*:*:stack/tnb*"

1,
"Effect": "Allow",
"Sid": "TNBAccessInfraResourcePerms"

"Sid": "CFNTemplatePerms",

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary"

1,

"Resource": "*"

"Sid": "ImageAMISSMPerms",

"Effect": "Allow",

"Action": [
"ssm:GetParameters"

1,

"Resource": [

"arn:aws:ssm:*::parameter/aws/service/eks/optimized-ami/*",
"arn:aws:ssm:*::parameter/aws/service/bottlerocket/*"
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"Action": [
"tag:GetResources"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "TaggingPolicy"
},
{
"Action": [
"outposts:GetOutpost"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "OutpostPolicy"
}
]
}
LTFRBERT AWS TNB BRS SRR
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
b
"Action": "sts:AssumeRole"
b
{
"Effect": "Allow",
"Principal": {
"Service": "codebuild.amazonaws.com"
},
"Action": "sts:AssumeRole"
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},
{
"Effect": "Allow",
"Principal": {
"Service": "eks.amazonaws.com"
.
"Action": "sts:AssumeRole"
.
{
"Effect": "Allow",
"Principal": {
"Service": "tnb.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

AWS T 5% EKS £ M TNB RS AR

MARIE NSD F 812 Amazon EKS &iReT |, &

B2 28 Amazon EKS £,

ERM cluster_role BMRIEENERABMNAEBK

LLTFRBIERTH Amazon EKS 85K B 0|22 AWS TNB RS A &K AWS CloudFormation &R,

AWSTemplateFormatVersion: "2010-09-09"
Resources:

TNBEKSClusterRole:
Type: "AWS::IAM::Role"
Properties:

RoleName: "TNBEKSClusterRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- eks.amazonaws.com

Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:

- ISub "arn:${AWS::Partition}:iam::aws

:policy/AmazonEKSClusterPolicy"
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B4 {EH AWS CloudFormation X IAM BEHNEZEE |, FSHEAWS CloudFormation 18
EHHTEHS -

« AWS::IAM::Role
o EIFHRER

AWS T 5 EKS 1T S4AH TNB REAE

M IRIE NSD #62 Amazon EKS T R AR , BEERM node_role BUNRIEEFHEABNE
&R 62 ER Amazon EKS T R4,

AR RHIERT A Amazon EKS T LA KRS BIZE AWS TNB BRE A &1 AWS CloudFormation 14,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSNodeRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBEKSNodeRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSWorkerNodePolicy"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKS_CNI_Policy"
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/
AmazonEC2ContainerRegistryReadOnly"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/service-role/
AmazonEBSCSIDriverPolicy"
Policies:
- PolicyName: EKSNodeRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
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Action:
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreatelLogGroup"
- "logs:CreateLogStream"
Resource: "arn:aws:logs:*:*:log-group:/aws/tnb/tnb*"
- PolicyName: EKSNodeRoleIpv6CNIPolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "ec2:AssignIpv6Addresses"
Resource: "arn:aws:ec2:*:*:network-interface/*"

BXFEH AWS CloudFormation XK IAM BEHNEZEE |, HSHEAWS CloudFormation 18
ERHUTEHS -

« AWS::IAM::Role
o EFHRER

AWS Multus ¥ TNB R A&

MIRIE NSD 82 Amazon EKS R H % 2N Multus /ERN SPBIEIRMN — o HTEEN , HIRM
multus_role BB ESEABNAERRKEE Multus,

LR RBIERT A Multus SRE§ 812 AWS TNB RS A&/ AWS CloudFormation 14,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBMultusRole:
Type: "AWS::IAM::Role"
Properties:

RoleName: "TNBMultusRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"

Statement:
- Effect: Allow
Principal:
Service:
- events.amazonaws.com
Action:
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- "sts:AssumeRole"
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
Policies:
- PolicyName: MultusRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "codebuild:StartBuild"
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreateLogGroup"
- "logs:CreatelLogStream"
Resource:
- "arn:aws:codebuild:*:*:project/tnb*"
- "arn:aws:logs:*:*:log-group:/aws/tnb/*"
- Effect: Allow
Action:
- "ec2:CreateNetworkInterface"
- "ec2:ModifyNetworkInterfaceAttribute"
- "ec2:AttachNetworkInterface"
- "ec2:DeleteNetworkInterface"
- "ec2:CreateTags"
- "ec2:DetachNetworkInterface"
Resource: "*"

BXfER AWS CloudFormation ##ixH IAM BN EZEE |, i5ZFEAWS CloudFormation B 18

BEHHLTEHS
« AWS::IAM::Role
o EFHERER
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AWS 4o B HAERERH TNB RS AR

L& NSD M E e TEA LR EHENN , EFE-NRSASKATELIENITE W ERES
HYERSR,

® Note
S8R9 A o I HREE B SR B DL 2 T 8 £ an B E 2 S ATV IRAE.

UTRBIERT —MNREREHESHREOZE AWS TNB RS B &8 AWS CloudFormation 4R,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBHookRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBHookRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"

BXFEH AWS CloudFormation iR IAM BEHNEZE L |, ESHEAWS CloudFormation AF 18
EHRHLTEHS -

« AWS::IAM::Role
o EIFHRER

RIFRAFEEMITE S KR

ZORBIGER T BRI EE |, BLARYE IAM AP EBM MBI EAS B ONNERNEE R, R
DIEEEFE LR AWS CLI X AWS API BU4RE 5 TR LR ER AR
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

HERR AWS Telco Network Builder &4

FERAUTEERSEHELHIISEREEA AWS TNB M IAM B AT 828 S E N B &,
&) &
o REMNIE AWS TNB i ITIEMIRE

o RELINIT iam : PassRole
o REAFRIUIMA AWS Ik 5 RIFRA AWS TNB &R
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B ITRIE AWS TNB AR IT4E{aigE
MBAKFEEIRIZER , RPLERTENRE |, NESTE T FE A TFRITZIRE,

% mateojackson IAM AFZHERARFAEEFEBXREM my-example-widget BENIFHEE. ,
BFEBEREM tnb:GetWidget R , @ KEUT REIE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tnb:GetWidget on resource: my-example-widget

FEHBERT , Mateo VRS AMEF AR GFHMEN tnb: GetWidget BIETEIR my-example-widget
TR

MRSBEEHE  FHRRAELBHWAWS EERG, FNEERRRHEFZEZILEIMN A,
KL IT iam : PassRole

MRERFFIRFEE , BRETRMITiam: PassRoleiRE | MAAEFHEN KRB U R T EFABE
#45 AWS TNB,

BE AWS RS AW ERIAEABKEL1ZRS , MARARMNBSAGIRSHEXAE, Nit,
BB MEBF A ELEERSINR.

HE N marymajor KV IAM AP =R EREH A E AWS TNB F#ITERIER , 2K ET RAIEIR.
BR , BS4AEERFSACHRTFHNRS THITIRIE, Mary TEERAGEEEIRSHINR.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIEH Mary B KBS L A F#EINAT iam: PassRole 1k,
MREBEEFREE , BFHRREHWAWS EER, FHNEERRREMEERZIEN A
BIEARFRIUIEIA AWS K 15 RIFE AWS TNB FiR

FabtlE— 1At WEREMKFPHAFFEELANARTUERZABRIGRIEHRIR, &0
DEEH#ESREY , AUEFAE, X TXRHETHRRNRBRIGEEHFIER (ACL ) BIRS , BT
£ X LR BE O] A R RT3 89 R IRAY T3 R o

ETHREZER , BZRAUATREA :

- ETH AWS TNB REXFXLLINEE , BSHAWS BEMKZWESF NS IAM BS5FEH,

REFR e



AWS EBEM B4 R 2R AFiEmE
- BT HIMARESIEENERNIGRNRE AWS K, FSE IAM AR SRR EEEE AWS
T B 5B — IAM A PR R AR

o ETRINMAEE=FREX SN RRAFENE AWS kP, ESH IAM AP EETFNEE=A1R
HiFER. AWS Ik

- ETHRNABEESBRERIERMILENR , E2H (AM BFERE) PHIELEARSHRIEHN
AP (BBRERIE ) REHRNR,

c ETHREAACNETHRNREETEKSFRENES , 258 (IAM AFER) $18 IAM
AEEETRENRBEMNTE,

AWS TNB WY& #1516 Uk

ETHRRERETRESGAUXNEE , FZHAWS RFS “EEA XIS HTE" ", RERFEERX
BHEMITH. AWS RF AXx—KREE , BSHAWS SMITHAWS,

SIS T E S A HITRE AWS Attifact, BXESEL , BSHHRM “THERE FH - AWS
Artifact,

BEMEA AWS RS R EAREBR T ENBENERBM, RATNEN B iR URE R ERENE
Mo AWS RE T U T RIRKAEBNIMEMME

- Z2EEHAMREANTER — XEHBEETCTRWWEIESH , AR THBUZLHNEAN
NER AWS NEEMER SRR,

« £ A@@ mazon Web Services L1 HIPAA 22 55HM — AR BHER T LB WAIFEA
AWS REIZFE HIPAA BEH AR,

(® Note
FHIEFTE AWS RS ABRE HIPAA Bk, BXEZEER , BSAME HIPAA ERHRS
2%,

« AWS EAWS M B R — It THEENIERmER s ER TENT L MAmE®RX,

« AWS BEFEHlIER — NENAETHRAERERR, XEEFBEL TRIFHVRESE , AWS RSH
HHEMRFNIBEZSNMNER (B REEERIESHEAHZER (NIST), XFFTLEZEIFEERS
(PCI) MIERRFFAILAL (1SO) ) RS,

« EAAWS Config F & A R $8F AL P45 5 R — 1% AWS Config RS I EENRREBESZ K
BELASAIRE. Tl ENFIEN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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« AWS Security Hub— X AWS RS iRt T @A BLLRSNLEUE AWS, Security Hub Bid &
24T HEN AWS BRAREHERBFERETURENRESK., BXZTIFRSREHHS
& , 15 # Security Hub 45 Z,

« Amazon GuardDuty — BB K&K AWS IKFIRERERFENRZIEBEES , 5k AWS RE
BMNEHNTEAR, REMBERGNEERMP. GuardDuty B HEELEAHERNAEHNAR
RAUWER  JUEBEHESHEMNEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS RS A AR B R4 w1t AWS SEAER , M fai{bXUBS & 38 A K
Y EMFITAFRERNERE,

AWS TNB ##yz

AWS £ REMIRERE S AWS XiF TRAXHERN. AWS XE RHSIMMERENRENTAKX ,

XETAXEHRLEER, SELHENSETRIMEERE, MRATHX , BRI NREETAXZ
BT B SRMAMBE BN ARFNBEE, ERENEITSNEEHOEMIRERL  TH
XERESH AL, REENTT BE.

BXAWS X AR EZELR |, BSHAWS £EREMIZE,

AWS TNB FEZHE R AWS XEHEMFE R (VPC) Y EKS S5 LTRSS IRSS .

AWS TNB FREfREL &

ER—EERS , AWS Telco Network Builder 2| AWS £k EZ R . BX AWS T2
LRI AWS RIFEMZENESR , BSHAWS =22, EFAEMIIELZ SN RESERKRIT
IBH) AWS I8 | ES S AWS ecurity Pillar Well-Architected Fram ework 5B EA11% BRI o

BT LAER AWS ERAH APl A FBEYME TR AWS TNB, BFmSAXIFUTARR

- BREZEMHIL (TLS). RMNEREA TLS 1.2, BIWUEA TLS 1.3,

- BEER2EEIRE (PFS) WEBEH , #li0 DHE ( Ifist Diffie-Hellman ) 5% ECDHE ( IIfi Bt (& #h 4%
Diffie-Hellman ) . KZEHIAKRRELE (W0 Java 7 RESHRA ) BZHFXLER,

o, RAMERFRIZES ID M5 IAM ZERAXBKNBBLRIZARNERBTER, REF , BAILUE
F8 AWS Security Token Service ( AWS STS ) K If i Z 2 ZIERMTFERH#ITESR

THR-EREHERH

- AWS ISR 2 AWS TNB A #H , 2
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS EBEM B4 R 2R ArfEm
o TTEEH ( tBFRR Worker )
- NEBBIEE
- AEEGZENMERE
- TAWS NB R ARRF4&HmERED (API)
- AWS B#FF XKEH (SDK)
- BETERFECSH AWS BRMTEARAHNHRNR , 2F (BEFRT)
- IAM P, ., BeFER
- AT 1F6% TNB BUIEM S3 Z6H AWS
- Hfh AWS RS MEARLZFET AWS TNB Bt EH M S IRS KGR IR
- BHRARFRDE
. 2@ AWS TNB BB M E RS S HE P iR 2 8 HEE

/A Important
BATRRERE TR, &R T AE R RS @I AWS TNB B E /Y M4 RS

MEERLEER

&i@E AWS TNB BcERY M B BRS EM T &t AWS XKENEMFE R (VPC) A ITE LA LiE
1To VPC 2 AWS ZHHELMNE , ERTEAERALARBREEMEN . VPC RiTERHI 2B
BEREE AWS RER , FToBIERMEH, —LAMRSEELERERNEITAEINE, B
& AWS TNB A EE—XEETHREREF RHNNERSLERF— VPC, B AWS TNB I REF
FERENMZRSER— VPC FEATRNITEKH,

BRI EIRSE P inE AWS TNB MRS < BV EF B ERRMEL @M. AWS TNB FEEIXLE
T, BAORRFENEFIREE,

#&@d AWS Management Console, AWS Command Line Interface (AWS CLI) 1 AWS SDK &
AWS TNB KyEEZ 2 %,

IMDS hix 2~

AWS TNB X #ZRIAL Bl T IR R S AR A 2 (imdsv2) ( —MEESIENFZE ) B3E46], IMDSv2 2
& IMDSV1 EEZet, BXEZER , iHZH Add defense in depth against open firewalls,
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https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
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reverse proxies, and SSRF vulnerabilities with enhancements to the Amazon EC2 Instance Metadata
Service,

BaXplet , BHER IMDSV2, BX imdsv2 NEZER , B2 HT D% EC2 BFEmH £

imds v2,

IMDS hr7< 120


https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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5 AWS TNB

YRR AWS TNB MM ET AWS SR AFRMWTHEM, FTAMMEENEESRHE. AWS BHET
AWS CloudTrail k%12 AWS TNB, £ HIMEE IR ITIREG HEr B3 REUE .

AT LAE A CloudTrail #3kE <@ AWS APl R HVAAMNFAEF R, SR LUEXLFAEN BEXHF
&£ Amazon S3 #, AJEAfFERIXLE CloudTrail BEWES X EWER. NP EXHERIE IP ik,
WHANEALR. BANALENBEER,

CloudTrail BEBEH>x AWS TNB 9 APl #Z#{EABAMELR, XEHEEZEXRE Amazon EC2 M
Amazon EBS EREM API iI#EBREER.

£ AWS CloudTrail id3 AWS B{EMKZIESE API AN BEE

AWS BEMEEEE S AWS CloudTrail £/ , FEEERN —TRSERME AWS TNB FHAF. AR
| AWS BREFHAITHIRENIER. CloudTrail ¥ AWS TNB WFFE API ARERNSHREIR, HIRW
HASERE AWS TNB 4 AFMABH AWS TNB APl 2EAH. NRECIERERIZS , N a4
CloudTrail B4 ( 21& AWS TNB WS4 ) F8451% %] Amazon S3 . MREFEERERIZSR , M
AJ7E CloudTrail BHI A PN EHT L IERFEFEFEH. £ CloudTrail WENELR , BRI LEE
[ AWS TNB K H T AER., KHERN IP hut, AMARHEMNER, BROXHNEURECFH

1% =|
(=R Y]

ETH#EAX CloudTraill WEZEE , 5 (AWS CloudTrail User Guide) o

CloudTrail F#J AWS TNB &

EZ B2 AWS KAt , FEZIKF LS A CloudTrail, % AWS TNB P& 45ESN A |, ZESNIER
£ CloudTraill E#H , HEHE AWS RSEH—RRFESHFH ELIZFP, BAIUE AWS KFHE
E. BRNTHERHEH. BXEZEL , 21 Viewing events with CloudTrail Event history,

EXHI AWS K AFHESH (35 AWS TNB WEH ) WEFLIER , BUEREKIER, BIRERC
% , CloudTrail A B EX & 1EZE Amazon S3 . FIRER T , FEiIEH A PAIEBRERICFRKAR |, LR
BRICRMAFRIEAWS XiF, LIRERIERAE AWS 2 X IERAAEXEHRNEHN , HFAEX4EE
ZIRIETEM Amazon S3 1. kA, BEALEERYE AWS RS |, 3 —$ 21 CloudTrail BESRUWE
NWEHBEAXRITH. BXEZER , BZHETIANES :

« Overview for creating a trail
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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» CloudTrail supported services and integrations

» Configuring Amazon SNS notifications for CloudTrail

« Receiving CloudTrail log files from multiple regions 1 Receiving CloudTrail log files from multiple

accounts

CloudTrail 123%Fr 8 AWS TNB #E , B AWS BEMEEES AP Reference FtBT4E T
XLEERE, B0, X CreateSolFunctionPackage. CreateSolNetworkInstance
CreateSolNetworkPackage BEMFA LT CloudTrail BEXHHREKSKE,

BIMNEHHBETREBESEXRERBFRNARGR. BOEETHBEHEUTRR

- ERRERBAFEIEERZ AWS Identity and Access Management ( IAM ) AP EIER HEY,
- BREFEAACKERERSFMAFNIGNREZIEREHN,
- EREREEHET AWS RE A H.

BXREZER , i3 CloudTrail userldentity element,

T# AWS TNB BEX#%E

BRIERE—REE , TATEE4EN AEHEEREIEEN Amazon S3 #. CloudTrail BEX 4
B—NESMNEAERKE, NEHRTREEMAEN—MNMER , BB EXRMBERNGERME, BEN B
rHE, ERSBEFEHES. CloudTrail BEXHTELNA AP FANERF#EREE , Riteilf4s
BREMBEIRFE T

THEHNRBIERT — CloudTrail B&%EB , %% B8 T CreateSolFunctionPackage &,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:example",
"arn": "arn:aws:sts::111222333444:assumed-role/example/user"”,
"accountId": "111222333444",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

TH# AWS TNB BEXH&E 122


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/tnb/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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arn": "arn:aws:iam::111222333444:1r0le/example”,
"accountId": "111222333444",
"userName": "example"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-02T01:42:397",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-02-02T0Q1:43:17Z",
"eventSource": "tnb.amazonaws.com",
"eventName": "CreateSolFunctionPackage",
"awsRegion": "us-east-1",

"sourceIPAddress'": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",
"requestParameters": null,
"responseElements": {

"vnfPkgArn": "arn:aws:tnb:us-east-1:111222333444:function-package/

fp-12345678abcEXAMPLE",
"id": "fp-12345678abcEXAMPLE",
"operationalState": "DISABLED",
"usageState": "NOT_IN_USE",
"onboardingState": "CREATED"
.
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111222333444",
"eventCategory": "Management"

AWS TNB S EBF S

TIRER B S A MR 1R EE H B R RET 3D,

T&RIET TAWS NB HEEES :

BEES
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#2024 3A7H
Z BT IR EFE R
SR

Applnstallation

AppUpdate

ClusterStorageClas
sConfiguration

FunctionDeletion
FunctionInstantiation
FunctionUninstallation
HookExecution

InfrastructureCanc
ellation

Infrastructurelnst
antation

InfrastructureTerm
ination

InventoryDeregistr
ation

KubernetesClusterC
onfiguration

NetworkServiceFina
lization

£2024 53 A7H
K2 BRI IR EERY
ESEW

ClusterPlugininstall
BFREENY
ClusterPluginUninstall

BFRAEEI

BAFEREZIL
Functioninstall

FunctionUninstall
BFEREEZ
BAFREEZ

BAFRABRIL

AFREEI

AFREEI

ClusterConfiguration

BAFREEI

EF R

1£ Amazon EKS &£& F Z%& Multus .
EH O LT HREMEZHI YR &INRE,
1£ Amazon EKS &8 FHE 4.

£ Amazon EKS & FEEF#EH ( CSI K
BERF) o

M AWS TNB %5 5 = ] B P 48 BRI B
£ HELM ZPEM L& IhEE,

M Amazon EKS SE&+ HE M & Ihee,
B NSD R E X ITHE B HiES,
HUE M 4% RS
REAFPEE AWS TR
BUHEL B ET AWS TNB B/ AWS &R,
M AWS TNB %4 AWS &R,

BB NSD AHEN , BE £EBH

Kubernetes

6] Amazon EKS AuthMap FinE s IAM &,

R TE M4 AR SS H IR BRI SR RS B # o

BEES
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#2024 3A7H
Z BT IR EE
SR

NetworkServicelnst
antiation

SelfManag
edNodesConfiguration

£2024 53 A7H
K2 BRI IR EERY
ESEW

BAFREEI

BAFRAEEI

EF R

MBI E RS -

£/ Amazon EKS F Kubernetes 24| E iR /E 38

BEETN R
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AWS EB{5 M 4% 19 2 25 Bk 55 BR#

ARSSPRER ( ARSI ) REM AWS IKF EAN RS BRIRFNBEABE. BRXEZER , F5H

{Amazon Web Services —fi&&&E) HH AWS Service Quotas,

LT 2 AWS TNB B BRSBRE,
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BEARNTHMERSREHRE

MEeHE

W 48 BR 35 SR I B &

AINE
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40

B FFHXE

200

FFFHXE

40

B FFHXE :

800

W & o

| A

| Him | A

| i

— MBI AL FH AR
ITHIME RS IRIFRI R K
?&%O

—MNXBRIREE B R
;&EO

—IMXEBAMEENRAR
HE,

— X8 A R 45 BR 55 SR 51
R RHE,

126


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-81A3E723
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-08069DBD
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-3328748B
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-C92FB107
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AWS TNB AP Ml X & Eid &

T&RIERT AWS TNB HI XS RR AR,

TE

NEESHFHESHHES S
#

EH T £/ Kubernetes iRAx

Support X M 4% 3 0§ K15
security_groups

% 3F Amazon EBS {E& %

¥ 2 B9 Support 1labels

Support X W& 0K X iF

source_dest_check

N BEMNAFPBEN
Amazon EC2 S48y %3

L

B-UHES TR, RERE
W, B82024F3A7RHiE,
—EHRRESHE THNEN.

AWS TNB £ X #F Kubernete
s A 1.29 k6|2 5 EKS
£,

BRI AR 2 A M nE
AWS.networking.eni ¥ &,

BRI AR L S5 EBS RS
BRATDEH EBS . 25
A , i aws.compute.eks 5
aws.Compute.ek ManagedNo
de s WRPHRMEM. S
elfManagedNode

YRA] LATE aws.compute.eks 5}
aws.Compute.ek ManagedNo
de s TR T SARZHIAN
BRI T R4, SelfManage
dNode
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king.eni TRIETRRERERALER
EHMEEQR/BRRE,
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https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
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EH T EEM Kubernetes iRAx

AWS TNB X B EA

AWS TNB i F &S AR 24
AWS iR

MiZnetwork_interfaces
& B E7E aws.com
pute.eks ManagedNode B
aws.Com p ute.eks SelfManag
edNode " SH B , AWS
TNB FMNZEM ( NRE
) RiZBEHIRBE ENI 18
XHINPR. multus_role
node_role

AWS TNB Bl fE X =8 H
55, ZETALEERH,
BfF access BMIREN
PRIVATE,

AWS TNB £ X Kubernete
s 7 1.28 k6|2 i EKS
£,

A AWS . Compute.EKSMan
agedNode #l AWS.Compu
te.EKSSelfManagedN
ode TWRESRMT EREE
4,

2024 1 A8 H

2023 12 A 18 H

202312 A 11 H

202312 A 11 H

202312 A 11 H

128


https://docs.aws.amazon.com/tnb/latest/ug/node-resource-import.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node_network_interfaces
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node_network_interfaces
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node_eks_access
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-placement-group.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html

AWS 15 ML AR

RAriEmE

AWS TNB 17 X} IPv6 By

S

[ AWS TNB fRS5 & & KA
TR

AWS TNB £ & % ith X H# 1

.comput AWS e.eks FIFRE
SelfManagedNode

AWS TNB I EZ A

IPv6 ELAt iR e 0 22 W 48 55

fil, BET RLAWS.networki
ng.vpc, .Networking

.Subnet, AWS.N etwork
AWS InternetGateway , AWS.

B, SecurityGrouplingre
ssRule , AWS.Bx ™,
SecurityGroupEgressRule ,
LR AT IPve BLE/Y
AWS.compute.ek so FAl]
79 NAT64 BLER T

= AWS.Networking. NAT
Gateway 1 AWS.Netwo
rking.Route, BEATEHH T AWS
Amazon EKS 7 SAH AWS
TNB RS A &M TNB RS A
B IPv6e R, BEZHEERESA
BRE R,

FA1E Amazon S3 B AWS
TNB RS A BRI T R
AWS CloudFormation , 3t
B A EMRESEHI,

AWS TNB 1 B £ A 31 X
(BR). MEX ().
RN (RIS ) . RN (B
BRE ) MEEMN (ZRF )
X HEH

AWS TNB JE X
$AWS . Compute.EKSSel
fManagedNode TRENXH
R,

202311 A 16 H

2023 £ 10 A 23 H

2023 9 A 27 H

2023 8 A22H

129


https://docs.aws.amazon.com/tnb/latest/ug/nsd-template.html
https://docs.aws.amazon.com/tnb/latest/ug/nsd-template.html
https://docs.aws.amazon.com/tnb/latest/ug/node-vpc.html
https://docs.aws.amazon.com/tnb/latest/ug/node-subnet.html
https://docs.aws.amazon.com/tnb/latest/ug/node-vpc.html
https://docs.aws.amazon.com/tnb/latest/ug/node-subnet.html
https://docs.aws.amazon.com/tnb/latest/ug/node-vpc.html
https://docs.aws.amazon.com/tnb/latest/ug/node-subnet.html
https://docs.aws.amazon.com/tnb/latest/ug/node-subnet.html
https://docs.aws.amazon.com/tnb/latest/ug/node-internet-gateway.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html
https://docs.aws.amazon.com/tnb/latest/ug/node-nat-gateway.html
https://docs.aws.amazon.com/tnb/latest/ug/node-nat-gateway.html
https://docs.aws.amazon.com/tnb/latest/ug/node-route.html
https://docs.aws.amazon.com/tnb/latest/ug/node-route.html
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/setting-up.html#endpoints
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html

AWS 15 ML AR

RAriEmE

AWS TNB X ## A imdsv2 #Y
e

B 7 BABR MultusRol
elnlinePolicy

& H T EE/ Kubernetes iRAS

AWS.compute.eks, AuthRole

AWS TNB X R 24,

BT E B Kubernetes iR

AWS.compute.eks SelfManag
edNode

FIE A

BERplet , BAER
IMDSV2,

MultusRolelnlinePolicy B1fE &
FEec2:DeleteNetworkI
nterface M™ER,

AWS TNB IM1E X #F Kubernete
s AR 1.27 RAIET D% EKS
§£5#,

AWS TNB % # AuthRole
AFIEE Amazon EKS &
BRI IAM B8 | aws-
authConfigMap LAERAF
AILAEA IAM A &5 B 52
EKS £,

T AWS.Networkings,
SecurityGroup , AWS.EBx X,
SecurityGroupEgressRule
BA % AWS .Networking,
SecurityGrouplngressRule |

NSD #&#R.

AWS TNB % Kubernetes
1.22 5 1.26 AR A2 5
EKS &8, AWSTNB *BX
¥ Kubernetes fRZ& 1.21,

RETLAEXEH A, L AWS ocal
Zones M LAIBZEREEMNT
ET =, AWS Outposts

X2 TAWS NB AIFEENE
— MR

20238 A 14 H

20238 A7H

2023 7 H25H

2023 7 H 198

2023 7 H18H

20235 A 11 H

2023 3 A 29 H

20232 H 218

130


https://docs.aws.amazon.com/tnb/latest/ug/imds-version.html
https://docs.aws.amazon.com/tnb/latest/ug/imds-version.html
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-authrole.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html

AWS 15 ML AR RAriEmE

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

CXXXi



	AWS 电信网络生成器
	Table of Contents
	AWS 电信网络构建器是什么？
	初次使用 AWS？
	AWS TNB 适用于哪些企业？
	为什么要使用 AWS TNB？
	访问 AWS TNB
	AWS TNB 定价
	接下来做什么

	AWS TNB 的工作原理
	AWS TNB 架构
	与 AWS 服务 集成
	AWS TNB 资源限额

	AWS TNB 概念
	网络功能的生命周期
	使用标准化接口
	适用于 AWS TNB 的网络功能包
	TNB 的网络功能服务描述符 AWS
	AWS TNB 的管理和运营
	TNB 的网络服务描述符 AWS

	设置 AWS TNB
	报名参加 AWS
	选择一个 AWS 地区
	记下服务端点
	（可选）安装 AWS CLI
	创建 IAM 用户
	设置 AWS TNB 角色

	AWS TNB 入门
	先决条件
	创建功能包
	创建网络包
	创建和实例化网络实例
	清理

	AWS TNB 功能包
	在 AWS TNB 中创建功能包
	在 AWS TNB 中查看功能包
	从 AWS TNB 下载功能包
	从 AWS TNB 删除功能包

	AWS TNB 网络包
	在 AWS TNB 中创建网络包
	在 AWS TNB 中查看网络包
	从 AWS TNB 下载网络包
	从 AWS TNB 删除网络包

	AWS TNB 网络实例
	使用 AWS TNB 实例化网络实例
	在 AWS TNB 中查看网络实例
	在 AWS TNB 中更新网络实例
	在 AWS TNB 中终止和删除网络实例

	AWS TNB 网络操作
	查看网络操作
	取消网络操作

	AWS TNB 的 TOSCA 参考
	VNFD 模板
	语法
	拓扑模板
	AWS.VNF
	语法
	属性
	要求
	示例

	AWS.Artifacts.Helm
	语法
	属性
	示例


	NSD 模板
	语法
	使用已定义的参数
	VNFD 导入
	拓扑模板
	AWS.NS
	语法
	属性
	示例

	AWS.Compute.EKS
	语法
	功能
	属性
	要求
	示例

	AWS.compute.eks。 AuthRole
	语法
	属性
	要求
	示例

	AWS.compute.eks ManagedNode
	语法
	功能
	属性
	要求
	示例

	AWS.compute.eks SelfManagedNode
	语法
	功能
	属性
	要求
	示例

	AWS.Compute。 PlacementGroup
	语法
	属性
	示例

	AWS.Compute。 UserData
	语法
	属性
	示例

	AWS. 联网。 SecurityGroup
	语法
	属性
	要求
	示例

	AWS. 联网。 SecurityGroupEgressRule
	语法
	属性
	要求
	示例

	AWS. 联网。 SecurityGroupIngressRule
	语法
	属性
	要求
	示例

	AWS.Resource.Import
	语法
	属性
	示例

	AWS.Networking.ENI
	语法
	属性
	要求
	示例

	AWS.HookExecution
	语法
	功能
	要求
	示例

	AWS. 联网。 InternetGateway
	语法
	功能
	属性
	要求
	示例

	AWS. 联网。 RouteTable
	语法
	属性
	要求
	示例

	AWS.Networking.Subnet
	语法
	属性
	要求
	示例

	AWS.Deployment.VNFDeployment
	语法
	要求
	接口
	挂钩

	示例

	AWS.Networking.VPC
	语法
	属性
	示例

	AWS.Networking.NATGateway
	语法
	属性
	属性
	示例

	AWS.Networking.Route
	语法
	属性
	属性
	示例


	通用节点
	AWS.HookDefinition.Bash
	语法
	属性
	示例



	AWS 电信网络生成器中的安全性
	AWS TNB 中的数据保护
	数据处理
	静态加密
	传输中加密
	互联网络流量隐私

	AWS TNB 的身份和访问管理
	受众
	使用身份进行身份验证
	AWS 账户 root 用户
	联合身份
	IAM 用户和群组
	IAM 角色

	使用策略管理访问
	基于身份的策略
	基于资源的策略
	访问控制列表 (ACL)
	其他策略类型
	多个策略类型

	AWS 电信网络构建器如何与 IAM 配合使用
	TNB 基于身份的策略 AWS
	TNB 基于身份的政策示例 AWS

	TNB 内部 AWS 基于资源的政策
	AWS TNB的政策行动
	AWS TNB 的政策资源
	AWS TNB 的策略条件密钥
	TNB 中的 AWS ACL
	ABAC 和 TNB AWS
	在 AWS TNB 中使用临时证书
	TNB 的跨服务主体 AWS 权限
	AWS TNB 的服务角色
	TNB 的 AWS 服务相关角色

	AWS 电信网络构建器基于身份的策略示例
	策略最佳实践
	使用 AWS TNB 控制台
	服务角色策略示例
	AWS TNB 服务角色
	AWS 亚马逊 EKS 集群的 TNB 服务角色
	AWS 亚马逊 EKS 节点组的 TNB 服务角色
	AWS Multus 的 TNB 服务角色
	AWS 生命周期挂钩策略的 TNB 服务角色

	允许用户查看他们自己的权限

	排除 AWS Telco Network Builder 身份
	我无权在 AWS TNB 中执行任何操作
	我无权执行 iam：PassRole
	我想允许我以外的人 AWS 账户 访问我的 AWS TNB 资源


	AWS TNB 的合规性验证
	AWS TNB 中的弹性
	AWS TNB 中的基础设施安全
	网络连接安全模型

	IMDS 版本

	监控 AWS TNB
	使用 AWS CloudTrail 记录 AWS 电信网络构建器 API 调用的日志
	CloudTrail 中的 AWS TNB 信息
	了解 AWS TNB 日志文件条目

	AWS TNB 部署任务

	AWS 电信网络构建器服务限额
	AWS TNB 用户指南的文档历史记录
	

