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42 AWS Verified Access ?

f&Bh AWS Verified Access , BEFFEAELTAME (VPN ) BIRMNNARFNZ£E
@], Verified Access @B MNNARFER , HEPRAAFPREEREEENZ S ERM S EE]
ESEVRE s

Verified Access Ry L

- WELZENRN - EENZREERIAFE—XRFRNE , A RFAPXNMENBREF RN
BR. Verified Access X IFEE NN AREFHRIER, XESTFRITHAEREMN—IMNAERFE
BIS— 1 NARERF,

- BEZ2RFEK - Verified Access SH T MIZZEERS ( 25 AWS MIE=HFRS ) EK. FIA
XLERRSFS IRV BT | Verified Access IBRIE—RIZL2ERRITAFNEIZNTUEE , HBEAF
=EEAENAENHRNAREF.

. EHAF R - Verified Access EAFTEEA VPN B0l RN ARERF. XEBTRAH
VPN #x[H 5| B ZIFERFIKE,

o RI{LIBEBEBR AT # — Verified Access £IEFZAAEFHER |, BENNARFIHRMNED AT L
M T B B S8 ROR e B &2 2 B4 F B R IE R

H 8 AWS Verified Access

O LA TE—RERER Verified Access :

« AWS Management Console — {2t a] | TR FE I Verified Access #iRH Web RE. &xXE|
AWS Management Console}$TFF Amazon VPC #2#|#& , Bt : https://console.aws.amazon.com/
vpclo

« AWS Command Line Interface (AWS CLI) - I2#tE A T &5 AWS RS ( 23F AWS Verified
Access ) BT, AWS CLI £ Windows, macOS # Linux £ %1%, EREAWS CLI , HSH
AWS Command Line Interface,

« AWSHAIEA -EHBETESHW AP, AWS FRIESABTFZERFMEESR , flNitESX
ZURMBEREHANEIR. BXESZELR , FSH AWS BHHEF XTI ET,

- Eifj API - R TEMER HTTPS ERAAMIKE S API 8, F£AZER API 5[ Verified
Access WREELR., BECEELNMAEFLERRINNFEMAER , AINERBFBEUALBER
AIRANBEEIR, BXEZER |, 55 (Amazon EC2 APl &) i Verified Access #1E,

Verified Access B {EE 1


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://aws.amazon.com/cli/
https://aws.amazon.com/tools/#SDKs
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-verified-access.html
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AIEEN A WMAER AWS Management Console X812, HRIFIEIE Verified Access &R

EAMN

WEE R Verified Access L F NN ARFIZ/DISEE | HABIE Verified Access LB BIRE T %,

BEXEZEER |, 5 AWS Verified Access EfTo



https://aws.amazon.com/verified-access/pricing
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Verified Access By T4ER I

AWS Verified Access 2IFERAFHWEBNMNNAERFER , HATETUTARWIARE :

- BEBRNETREFLAENEERE (KB AWSHE=H ).
« IR7E Verified Access A8 2Ry 1/ 8] SR B

HRAPZRBRINARZEFE , Verified Access @M EERHRFAREEME , ARFEENZNARFIR
B RN EATIHE, ARIAFRREREENZEEREN , Verified Access & 2R FXI B R K
REFNHRMNR, BRIAMBERT , EEKER , MIANARFERBWIEL,

A | Verified Access E2IBFZRE X RIZR , UEBETURERN Z+EHMEZER,

Verified Access B <4 {4

THERMHT Verified Access R EBIR, AR KEFRNARFNIER, Verified Access IRIEAM A
EREFMEMBETNARFNEILUKRERITEER. MRAFHR , FREEL KA ZETNARE
Fo

|
\; Trust data providers

Verified Access

+ Verified Access 4| - — P EHITENARFIFERANELZNLZLERREFHZRN TR FIHMEN
PR,

+ Verified Access iif 2 - BN RARREX—IMNARERF., B AEAROHSRESHMEEARS.

Verified Access BI<4A 4 3
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- Verified Access 4 - Verified Access i RIVE S, BIBWENEFMURZLERNNAREFNIR
RETHA , UELRBERE, fll, Bl EHEENARFNHR D E —4H,

- FRIEKE - —4HRAFEXNHHAN , ATHERAFERIELFRNAREF. BAlEESHREEN
HE  BERAFPBHIEREERS. BAILLAEA Verified Access A BIE—NATHRREE |, %%
BSBA PN IR SR, SR LUERARSE T NARF R FEM MBS ER R

- EERHE - —REEAFBARERLLRSHIRS. Verified Access AIfEA AWS RE=51E
EIRMRE, B Verified Access SRHI AT MED —NEEREE, BN ENFHETRMNS
MBMERE IR INEEA Verified Access 3=,

- EEHRIE - SEREEAIES Verified Access WA HRZFNREMAIE, wiEHNAFE
AEREE LT, Hlin , AFME FEp4 it iR B HIRERSRA, Verified Access £ EIFA
BRI ARFNIERE , 2RBEN R R ITGIXLEHE,

Verified Access B <44 # 4
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#F2 : Verified Access Al

FMAARBEFIBEER AWS Verified Access. 453 7 NI FELE Verified Access &R

RIS RRRFRE Verified Access 281 , REEBHIEMNERMEFRZMNARF. EAHENE
B, BERFXEMFER VPN BIHEX Internet iR E — R AREF.

(® Note

BEREATEASETRENEFEERHENER. ERAP  BNIACAETEHNEERHE
o

%
. EREH

. B2 Verified Access £4
 REEERER
RSN SRR A R i EISE B
. 8% Verified Access 4

\%Fr\%Fr
|
N =

Nl
B

Nil
B

Nil
B

[ ]
NG
Q1
<
© (o |N o |0 | |w

: JB3¥ AWS Resource Access Manager = Verified Access 4
EEARRESRINNAER

« PR 7 BE DNS RiE

- FER 8 N ENHEFAEEMN
« Z]RO : BEBHRIGFIREE

- SER 10 BN EREYE

- BE

FERFMF

RYRAERFMHUT -

o NILBAIXAMEA Verified Access BRG] , ATFERAREN AWS IKF . —NKFFIREE LN BIRN
R , Verified Access BIRMNES — NKF 6%,

TR 5



AWS B IERY 5 R R RAriEmE

- EEFTER AWS X35 /5 B AWS IAM Identity Center, S5 , &AL IAM Identity Center FI{E
Verified Access H{E1EIRtE., BXEZEL , S H AWS IAM Identity Center AP IERH M E A
IAM Identity Center,

s NHFEEFUREFHIZEA DNS B R EIR,

- NARFE AWS IKF PR AEAEEEREZET. BRIIHEANRENAREFEEN

www . myapp.example.com,

- BREH IAM policy EF B2 Verified Access SEBIH KB PRTIRAYAIE AWS Verified Access 38
BIFr EN T B R,

$HI2 1 - B2 Verified Access 2451

FERAUTERE 0 Verified Access £4,
E B2 Verified Access S

1. BN https://console.aws.amazon.com/vpc/ ¥ FF Amazon VPC #Z#| &,

f£ Amazon VPC S BE#H |, 1%4F Verified Access 3=l , AAFIEFBIE Verified Access 3£,
( Wik ) EBIFERS | %A Verified Access SEHIEY & AR

NTFEERED , REBINEDL

( AliE ) BERMRE | HBiEF Add new tag ( FINFIHRE ) , REMAZGSWENE.

%% 82 Verified Access 3=,

o o A~ Wb

SR 2 BEETRES

ETTLLIE B AWS IAM Identity Center 1 {S{L12 7,

#I2 IAM Identy Center S1E124t7F

1. 1 Amazon VPC SfiE#® |, i&1% Verified Access S{FI2 R , R/F &R BIZE Verified Access
EERHES.

2. (W% ) EBEMARZNBERD |, #A Verified Access FEREEMN B HMBEIR,
3. NERESIABEMMA—NTEEIRNAY , WERREALEREANGER, Fl, ST 5HA

idc,

4. EEERMHERET  2RAFEERMHRE.

S 1 : 82 Verified Access 3241 6


https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-enable-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-enable-identity-center.html
https://console.aws.amazon.com/vpc/

AWS B iR T [R) AR
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5.
6.
7.

ERAPGEERMRERT | £F IAM Identity Center,
( Wik ) HBERMIRE |, FiRE Add new tag ( FINFIHRE ) , RERAZRSHRIE.
KRB Verified Access SR,

SR 3 FHENEER M 2] SE 45

FEAUT IR ETREFMMBIEM Verified Access =4,

ERHE R AR I E) K4

o K~ 0N -

£ Amazon VPC SMBE#&H , i&$#% Verified Access 6,
RIS B,

EIRRME. KIIN Verified Access E1F 1R,

X F Verified Access SRR MHE , ERENEERERE,
EFRMHN Verified Access SERHM,

S 4 : 682 Verified Access 4

LEEMNZ-—NTRAT TP el ZNm<EIE,

E B2 Verified Access 48

1.

2

f£ Amazon VPC S B # s , i%$F Verified Access 4 , RE1EIF B Verified Access 4.
( ik ) ERMRRZIMERD | W AANBHRAER,

Xt F Verified Access 3k , HIEFEM Verified Access KB,

NTFRBEENL , FEEZE, BFEABENTE D S oERK,

( Wk ) BEERMFFZ | HBiEE Add new tag ( RAINFIHFE ) , ARRAZRSHEMNE,
%R BIE Verified Access 4.

B 5 B AWS Resource Access Manager £ = Verified
Access 4H

ERSERS

4,

BRI ERAMBRREHRE, MRBEERERE , XA ACIE—IMNREHRE,

EESEEETERNARERN AWS k- HENINGIZENA, EHE Verified Access

FR 3 RENFEEREEM MEIRH
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MRE R AWS Organizations PEHALWN —HBHrHEEBELNARPSARE  ARPNFERAEER
FIRBIT HZE Verified Access A THRINE, &N , FRAESQRBIMABTREXEZNERE 6 HEESE
BHEIREBXHE Verified Access AR B FR,

BB AWS RAM AFERFEETREAZNIRIBME, N TEBRERER | % Verified Access 4 |,
RIS Verified Access AR E1%4E.

BEXEZEER , 520 (AWS RAM AFIERE) FHAIT,

SR 6 BUIEmSRNIMNARER

FANTIRMURRR. WSRBESLE —NNARFTE Elastic Load Balancing B ARG R E

L’fTo
B2 Verified Access i 5.

1. 1€ Amazon VPC S BE#EH , 1% Verified Access iR , RFEFEAIE Verified Access i Ko
2. (W) EEMHRENERD | 8ARKSHEHRAER,

3. XF Verified Access 4 , R IEH Verified Access 4.

4., WNTHRAEFFEHAEGE , FITUTRE

a. ERNAEFREH  WANARERH DNS &,
b. TEFIEH ARNT |, EBREWAH TLS iEFHH Amazon BFREZ#F (ARN)
5. NTmKR[FHAEE , MITUUATERE -

a. XITFRFRE | @&#& VPC,
b. WTFRLA , RREESRIAKRKNEZEE,

c. TEWmAIBEIRT , WMA—NDBEENIRREF. XFARME Verified Access £ KK DNS Ef#z
Bl EARREIH , WATATLAER my-ava-appo

d. NTiwRRE | &R NESE:R,
e. XTI, &E#FE HTTPS & HTTP, XEURTEM AT IERNEE.
f. XTwHO, WARAS, XERTENOUBIIERNEE,
g. XNTFAFIESR ARN , EFREN AEITER,
h. XTFM , EEEENAFGERKBHEN TN,
6. NWTFRBENL , KNAEMARE. BIHEHENTEHITELRNE.

SR 6 B BRRIMNIEARER 8

t



https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-create
https://docs.aws.amazon.com/ram/latest/userguide/getting-started.html

AWS B 3iE 975 AR s
7. (AR ) BEERNRZ | BikE Add new tag ( RINFFRZ ) |, REBWAZFEHNEINE,
8. &#F6IE Verified Access i Ao

ST BE DNS R E

EWHESES | SNNARFNESE (H1I0 www.myapp.example.com ) BRET ] Verified Access i =Y
HA. ETHK DNS 5 , iH7EEH DNS R 0| ZHTE iR (CNAME ) ., 82 CNAME i2
xa , AR BN RN AR FENTEEREF &IXE Verified Access,

REUR S HV A

1. % Amazon VPC &ME S , &% Verified Access iR
2. EREZAICIENIRR,

3. ERWmKANFMAESETF,

4. MimRIE T E $lim /8

EXHEF , mRNEER’E my-ava-
app.edge-1la2b3c4d5e6f7g.vai-la2b3c4d5e6f7g.prod.verified-access.us-
west-2.amazonaws.come

&R DNS R B4 012 CNAME 123 :

BREMN Type =]
www.myapp.example.com CNAME my-ava-app.edge-1a

2b3c4d5e6f7g.vai-1
a2b3c4d5e6f7g.prod. verified
-access.us-west-2.amazonaws
.com

HR 8 MiAENHEFIEREN

WE , EULNEENAEFNEZESE. EMITNKREFMANAEFER. Verified Access R
HRIATHARIBLAABEER. BTRINNEXBREARTFRAAGRRRE , RIAAEERBEIBIEL,

SR7 : BE DNS RE 9
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SRR 9 BLEHR LM KRG

FERALUT I ZEE XK Verified Access A F ELE A IFEZENNARFIIGERE, ZRENFAEEN
BURT1E |IAM Identity Center PECERAFFME, BEXBIEKRBEHES , S Verified Access &
B

&2k Verified Access 4

#£ Amazon VPC SMi&E#H , i£#F Verified Access 4.
TR IEHE,

IR, 18X Verified Access AR EE,

LTPNCR

IEBRIE U Verified Access A KK,

o kb w0 bd =

HBR 10 - EFNHEREM

W, ENARKERMY , EALBRENNARFT . ENITNERPRANARFNEE, HRN
WAV, FEBNZREEMINAERF.

B
SERMRGE , RBUTSERBIRS CIZNRR,
T B 55 A AN 2 A2 B2 HY Verified Access BB

1. 7£ Amazon VPC Sfi&E#H |, %1% Verified Access i 2. R EMBRNH R, &R ME. BB
Verified Access i .o

2. HESMBEHKP , % Verified Access ., EFREMBRIVA, EFIEME. MBR Verified Access 4.
AE-BUREESSF Lo, BERRSMBREET K.

3. 1£ Amazon VPC SfREHK s |, £ Verified Access £Hll, EREBARHECIENIELH, EFR
{E. 2 Verified Access EERME. MTHIIFRPERETRMUERE , RFEEDE Verified
Access EERHRA.

4. 7E Amazon VPC Sfi@E# s , %1F Verified Access SFIRHR, RBEN AHIECI BN ESEIRM
o, kFRIE. MIBR Verified Access E1EIRER

5. 1£ Amazon VPC SfREHK S |, £ Verified Access £Hll, %EBREBARHECIENEH, EFiR
YE. MIBR Verified Access 3£Hl,

B9 BEAR R KK 10
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Verified Access =43

AWS Verified Access 3£l 2 —f AWS &R , aJ#BRALFEEREE M Verified Access 4.,

£

- BJ& Verified Access 3£l

o FHEER A 0 EISEH

- HEERUBEXLIE

- B} Verified Access 3E4l

- £ AWS WAF

- Verified Access B FIPS £ 1%

Bl 2 Verified Access 2451
FERALLT 32812 Verified Access &4,
E B2 Verified Access 34

1. BELATMuLFTFF Amazon VPC £ #& : https://console.aws.amazon.com/vpc/e

2. TESMERF , & Verified Access £6l , RFIERE LI Verified Access £,

3. (") EBMAERS , A Verified Access SEHIRY B PR R

4. ( HiE ) MRFE Verified Access £FE FIPS , B REIBERAEIRE (FIPS)ERB R,
5

6

7

(W ) NTFEEREE | LR EM B Verified Access BV SR HE,
( Wik ) BEERMIRLZ | HikE Add new tag ( FINFFEL ) , ARBAZFSHENE,
EFE B Verified Access SE4i,

FHEE RS 102 =51
FRUT IR EFREEMINE Verified Access E4l,
FHEER A INE Verified Access 3=

1. BELATMuLFTFF Amazon VPC £ #& : https://console.aws.amazon.com/vpc/e
2. ESMBERKF , &F Verified Access EHl,

B2 Verified Access 3£ "


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

AWS B IERY 5 R R RAriEmE

3.
4
5.
6

Y4

&

EFESR,

HERERIE, M0 Verified Access E1FIR R,

X F Verified Access EERME , BEREFTRMAE.
%2 M AN Verified Access fSEIR ™,

EERKEEXRMITE

FEAUTIREEFRMESEES Verified Access =40 E,

FEFRMEMEE Verified Access E6| 08

1.

o o b~ w0 DN

B LA T ML 3TH Amazon VPC #%|#& : https://console.aws.amazon.com/vpc/o
ESMMBEESD , % Verified Access 3£,

EFE LB,

ERRIE, 28 Verified Access E1EIR A,

T Verified Access EERAME , EFRETRMAE.

1% 5 B Verified Access SEH™,

il BR Verified Access 34l

FA5E Verified Access SIS AT LA ELMIBR . EMIBRESIZ BT , M AEBBRAIEXRBENETRMEER
Verified Access 4,

E MRk Verified Access SE4

1.

o & 0N

BN LA T ML 3TFH Amazon VPC #%l#& : hitps://console.aws.amazon.com/vpc/e
ESMERS |, i£$R Verified Access =4,

1%$% Verified Access 3£,

wRIRME, MIER Verified Access £,

RRHITEIAR |, A delete , R/F%ER Delete ( MIBR ) -

REERUHBEXRMNIE 12


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

AWS BN R A
g AWS WAF

BR T Verified Access 58 H#1THY H D IIEMBRAN S | BT eE FENRAINERY . X AT LAHEBY
RPN ARFRZEHMEM). B UBE R AWS WAF S8 E| Verified Access BF & KSH L B
. AWS WAF B — MM AR N , AT R BIZ R M T AREFRIRHN HTTP(S)
B3R, BX AWS WAF WEZER , 5 AWS WAF FFR A RIEREHHY AWS WAF,

B AWS WAF Web 7R3 #1%)%& ( ACL ) & Verified Access kil < Bk |, AT A AWS WAF &
Verified Access £, Web ACL 22— AWS WAF &R , Al &N ZRPBRRWBKIFTE HTTP(S)
Web ER#ITHEMAIES, 7L AWS WAF XBERSBUEERIE R | EZEFIEFIWFTE Verified
Access it REVRSEE TR A updating,. BRFTRG , RAFIKERN active., BALE AWS
Management Console F =l AWS CLI iR ixm RREF RS,

(® Note

IBE B LAER AWS WAF #4185 APl RER L ERK. BNEE Verified Access
LIS Amazon BIREBF (ARN ) . BAIAERA TR EL ARN : arn:
${Partition}:ec2:${Region}:${Account}:verified-access-instance/
${VerifiedAccessInstanceId},

A

F&

- £/ AWS WAF FRER IAM RXBR
« XHEx AWS WAF Web ACL

- & AWS WAF EREVIRS

- BUB<Bx AWS WAF Web ACL

&£ AWS WAF FREH IAM X R

£ AWS WAF & Verified Access SR BIEXRXRIRE , XEBRETLBERZMB APl BE, AWS
Identity and Access Management IRFENXSZEH A [permission only] EAXLERE. BESHR
SENSEHMN Amazon EC2 WIRIE. BBREMFZHR,

EfE A Web ACL , #28 AWS Identity and Access Management &4 B8 L TR,

e ec2:AssociateVerifiedAccessInstanceWebAcl

e ec2:DisassociateVerifiedAccessInstanceWebAcl

£ AWS WAF 13


https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html
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 ec2:DescribeVerifiedAccessInstanceWebAclAssociations

e ec2:GetVerifiedAccessInstanceWebAcl

X< Bk AWS WAF Web ACL

ARSI T a0 EHA AWS Management Console ¥ AWS WAF Web 5 RI#E#I%]% ( ACL ) &
Verified Access 3= 5< Bk,

® Tip
BEEH—UAEK AWS WAF Web ACL FRETERIATH ., HX Web ACLINEZER |
BES I AWS WAF FF X A R85 9 Web 158132 & 51l 5%

£ AWS WAF Web ACL 5 Verified Access SK#I< Bk

BN AT Mt 3TH Amazon VPC #&l& : https://console.aws.amazon.com/vpc/o
ESMBERKF , %$F Verified Access £,

1% Verified Access 3=,

R ERIETF,

ERRE | AREFKE Web ACL,

XFF Web ACL , #&#ZFIA Web ACL , ARE1EEREX Web ACL,

I

& AT LLE A AWS WAF B9 AWS Management Console RER TS, BXEZEL |, HSH AWS
WAF FF & A R ISR HIF Web ACL 5 AWS &R < BR s BUE < Bk,

9 & AWS WAF &ERRVIRZS

&A LAE A AWS Management Console 31E AWS WAF Web 15 a]#2#I%)& ( ACL ) &5 Verified
Access SEfIFE < Bk,

BEF AWS WAF 5 Verified Access SEHIERIRE

1. BELATMuITH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
2. TESMBEEH , E£$F Verified Access =,
3. %&$& Verified Access £,

*<Bx AWS WAF Web ACL 14


https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-associating-aws-resource.html
https://console.aws.amazon.com/vpc/

AWS ERIES I il
4. EBEERIETF,

5. EBF WAF SRS THHBFEAEE. REFERHEXRKIAXRE , MMRLTEXBRRS |, &
28~ Web ACL #R1RfF,

BUHI<BER AWS WAF Web ACL

AR S BRUEEA T a0 A AWS Management Console ¥ AWS WAF Web 5 RI#2E#I%]% ( ACL ) &
Verified Access K5I BUE < Bk

£ AWS WAF Web ACL 5 Verified Access SEHIEUHE < Bk

1. B LT MuEiTFF Amazon VPC #2%|& : https://console.aws.amazon.com/vpc/e
ESMBERKF , %$F Verified Access £,

1%$% Verified Access 3=,

R ERIET,

WEIRE , RIFEFEBUHREX Web ACL.

EFREUE B Web ACL #1THIA,

2 R

& A LAE A AWS WAF B9 AWS Management Console RER TS, BXEZELR |, HSH AWS
WAF FF R A RIERFHE Web ACL 5 AWS & 5 < Bk 5 BUH < Bk,

Verified Access HJ FIPS &8l 1%

BXFBE B IEFR M (FIPS) REXEMMEARBUFRE , AET W R BB EENNZERNEZLE
3R AWS Verified Access 12 7T IMERL BRI LLEST FIPS HARY 140-2, LA AWS XigiiR it
Verified Access BJ FIPS &§#11£ :

« RERE (H=EM )

« KXERH (FHEFRLMILE )
- XEAL (JNFEEL )

- XERLE (HZEBRM )

« EKX (HE)

W TR ERE RS HINE Verified Access BB N ZF S FIPS,

BUHEX AWS WAF Web ACL 15


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-associating-aws-resource.html
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FT
. BEEIBH Verified Access IFE LSS FIPS 1%
- BB Verified Access ELASSH FIPS &M 4

BEMER Verified Access H3E LIS FIPS 631

MREFIEH Verified Access HhEF BRBRFERENS FIPS , NI FHEEM BRH EX 02T LRIR
FEER A FIPS &M%,

EI A AWS Verified Access T(NEEFELE ARFS FIPS , BHITU TSR,

1. MERRSA Verified Access s, AMEHl, BERENEERUBAIUESRER.

2. 83 Verified Access 3Kl , TR B2 HiH /5 FEKIBE B EIRE (FIPS). WA, HEIERIEH
B INZEEREY Verified Access SERMEE , FARMTRHIIRPFHEIEF,

3. Bl Verified Access 4, EAMBIETRES , FHEEN| 62/ Verified Access SEHIHEFRER.
4. BB -S4 Verified Access iR, ERIBWMRANISREF , iR E5E L —S0IZNAMRKEK,

Bt iE#THY Verified Access PMELISEI FIPS #1114
ERERS FIPS B9# AWS Verified Access 18 | EHITUT SRR,

1. BEGERMHE. REENER , CEEURASSHEERMUBN (7t ) ETRZNEERH
o

2. BI% Verified Access =4 , BREL I ES B ARKRIBESLLESRE (FIPS), ik , EEIBERES |
By pAE £ — S BIEK Verified Access FERMR , TERMNTRIIRPFHES,

3. Bl Verified Access 4, EAMBIETRES , HHEEN| 62/ Verified Access SEHIFEFRER.

4. BB —PHZA Verified Access iR, HAUBRR/NWIES , MirREEL-SOENAMEKE,

NEHE 16
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Verified Access H{EFTIRALRS

EERMEHE —f [0 AWS Verified Access KIEEXAFMRENEENRS., WEEMANEFELT
X, EELTXAHESEETAFEMNEN , SlNE Fii4ibit HHEE ALHNRARTE , REIRE
EE , fINBLZENEZ LT B REBEHRMRA,

Verified Access X#FU TR BN EFRMERE -
- AFEH - —TEMRME (IdP) kS , ATE#NEERAFHNEBEFES 0,
- RREE - EATEICAEN, FIREEMNEBEFINSFRENRRZEERS,

P
. B S BELRER
. BT RENELRHEE

AP EERMERE
A LUE R E A AWS IAM Identity Center Z3&% OpenlD Connect B A F° &35 E R4,

AAE
« f£/ IAM Identity Center fEN{E1EIR RS
« f£/ OpenlD Connect 5L 47

£/ IAM Identity Center fERE1EIR 1S
&I LU AWS IAM Identity Center FI4E AWS Verified Access B A & {EE 1R HAE.
FRFHNEESIM

- J&H 1AM Identity Center S 4702 — 4 AWS Organizations £%il, 343 AWS IKF IAM Identity
Center S2fFFEER,

- UM EBIE Verified Access EERMAEME— AWS X1iF A B A IAM Identity Center 324,

BEXTRAEHIRBENEMES , ESH (AWS IAM Identity Center FF#5R) #H Manage
organization and account instances of IAM Identity Center,

AFeH 17


https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-center-instances.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-center-instances.html
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£IZ 1AM Identity Center SRS

8K AWS K= £ S A 1AM Identity Center f& , &A1 BUER LT S IAM Identity Center iR E
Verified Access HEEIR MM,

B2 1AM Identity Center E1ERMHR ( AWS 2F5 )

B AT ML 3TH Amazon VPC # %A : https://console.aws.amazon.com/vpc/s
ESMERT , &EF Verified Access SERME , RFEFLIE Verified Access EERELRE.
(A% ) EEWIRZENERP | W AGTEREFENEHNHRE,
ERMSEZMPRA—MIORAR , LUEBRLERBEANSER,

EEERHERET  ERAFGERERS.

EAPGERMEERT | £2 IAM Identity Center,

( /i ) BERMFE |, FiEEFE Add new tag ( FMFIHRE ) , REEAZIRSHWEINE,
i%E$F B2 Verified Access SEE™,

© N o g A~ w0 DN =

212 |IAM Identity Center {S4F1Z 7 (AWS CLI)

« create-verified-access-trust-provider (AWS CLI)

JRIBX IAM Identity Center {S1Ei2 7S
EMBR SRR , BTN INIZEEIZ AR A S B B BRFTE i S AR E,
fBIBR IAM Identity Center {S1E1R i ( AWS #2H & )

1. BELATMuLFTFF Amazon VPC | #& : https://console.aws.amazon.com/vpc/e

2. TESMBERTP , £ Verified Access [EEIRHE |, RS TE Verified Access EERMEE T FEMH|
MR EEIREAE,

. IRERIRME | REIEEMIBER Verified Access SFIR R,
4. TENEEFHA delete LAFIAMIER,
5. EEMBR.

JHIBR 1AM Identity Center {SE2 % (AWS CLI)

+ delete-verified-access-trust-provider (AWS CLI)

IAM Identity Center 18


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-trust-provider.html

AWS B3I #9518 4 R ArfEm
£ OpenlD Connect {S{F12 {4 7E

AWS Verified Access 5 {# F#r4 OpenID Connect (OIDC) F3EH B 1R EHE., B UEARE
OIDC Wi E %R Verified Access WA F S MAETRMME. B=2 , HTEER OIDC RHEFHEA
% , AWS TENHE 4 OIDC E Verified Access FIEERK o

Verified Access M OIDC 2 UserInfo Endpoint &IKEE FEHEEEIE. Scope S A
THENREW/LAGERE. KAGERIER , FRBIZBIEITM Verified Access Kk,

(@ Note

1744 Verified Access KR , Verified Access FEARH OIDC 2B AIEM ID token
HEEHEE. MBREREITEEKE UserInfo Endpoint HEEEHE.

P
. B2 OIDC EAEREFEH FR%H
. $iE OIDC E{ERHE
. % 0IDC EIERHE
. BB OIDC E{ERE

22 OIDC FERMER TRFH
REZEENGERKERSPBRENATEES -

* lIssuer

- BRRK

- THRK

« Userlnfo iR
-« BFURID

- BFiREA

- SEE

22 OIDC {Z1ERRA#tE
BREBUTERECRZ OIDC R EERER,

OIDC E1FiRHmE 19
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Bi3 OIDC {S4EIRMHT (AWS #2414 )

—

BN LA T Mt 3TF Amazon VPC #%l#& : hitps://console.aws.amazon.com/vpc/e
ESMEBRS , EEF Verified Access F1ERMER , RIFEFE I Verified Access FERMEE,
(A ) EEMENERD |, W AGEREENBHANER,
ERBSEZHPRA—MORAN , UMEBRLERBANER,
EEERMEMERET , ERAFGERMER,
ERAFPEERMEXRET |, 1%#F OIDC (OpenID Connect).
EEAMESR , A OIDC & &MWIRAR,
ERRmESH , ARNR [ TE URL.
ErHESYP , BATHEREIMNTE URL.

. ERAFmAH , WARAF RSN TE URL,

. EZEF ID A OAuth 2.0 B P iRHRIRAF.

. EEFRmEBBSH A OAuth 2.0 B IHHE,

. MABRZHSORHEENNAZEZRIBHEEIIR, TEELEE openidSEE.

© ©® N oo 0o A~ Wb

S A A
w N - O

14. ( Wik ) EERNFE | BH%F Add new tag ( FINFHRZ ) |, RARRAZFEHNBNE,
15. &R 012 Verified Access SRR,

(® Note

FEEM OIDC R A FIIRFIMEEM URI, Fik , BEEMEMA Verified Access iR
B ApplicationDomain, XA LAfE AWS Management Console F#Z| , &2 Verified
Access i RSBV IFAERETIF T , HEFEAH AWS CLI #HiRim R, FUATARRME OIDC £
HPEH RFFHIZK ;- https:/ApplicationDomain/oauth2/idpresponse

12 OIDC {ST12175 (AWS CLI)

« create-verified-access-trust-provider (AWS CLI)

&tk OIDC EERH™E

BIEEEREEE , BANEREEE.,

OIDC E1FiRHmE 20


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-trust-provider.html
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£ OIDC {S1ERMR ( AWS #2515 )

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. ESMERP , IEF Verified Access EERME , ARBTE Verified Access FERME T EFRES
N EERHERAE.
. ERBRE , REIRBIEH Verified Access EEREE,
4. BREERHIED,
5. 1&ZE{EH Verified Access EEREME,

& OIDC EERRM4tm™ (AWS CLI)

» modify-verified-access-trust-provider (AWS CLI)

B OIDC fE1E1R ™
EMBRAFEERAE  BELEENNN T ZEEREENZGPRBRAARIMAERE,
MiER OIDC S1ERMHE (AWS £FI5 )

1. BELATMutIiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e

2. HESMBEHET , %#Z Verified Access S1FRME |, R/FTE Verified Access EERMHE T AR EMR
BRIV SEIRERS,

. IRERIRME | REIEEMIER Verified Access SFIR R,
4, HEXXEFHA delete LFEIAMIK,
5. EFMIBR,

filEx OIDC fE/ER M4t (AWS CLI)

« delete-verified-access-trust-provider (AWS CLI)

ETREFNEERER

& 0] LATE AWS Verified Access R AR ZEERME, & LUE Verified Access KR EH —NE
ZMEEREERMERE,

HETFig% 21


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-trust-provider.html

AWS EREH 5 Tt
- XENRBEERHRE

- BIEETRENEERARD

- BRETREBNEERHE

- BBRETIRBNEERHE

TRENREEERHEDS
LUTERETREB I LLE Verified Access £ :

» CrowdStrike — {8 CrowdStrike 1 Verified Access R FAE B AREF
« Jamf - f¥ Verified Access 5 Jamf 8% S ERK
« JumpCloud — £ JumpCloud #1 AWS Verified Access

HEETIRBNEEREMERS
BBUTSBROEMNEE AT Verified Access iR B EEIRMHE,
B2 Verified Access R & FERMEE (AWS #2HE )

BN AT Mt 3TH Amazon VPC #&l& : https://console.aws.amazon.com/vpc/o
ESMERT , &EIF Verified Access SERME , RFEFLIE Verified Access EERELE.
(A% ) EEMRENERD |, W AGERERNBHAER,
ERMSEZMPRA—MIORAR , LEBRLERBEANSER,
EEARMHERETERRES D,

FiRE F LB PIERE Jamf, CrowdStrike 2 JumpCloud.

FHF/ ID R AES NAREFNRRA.

(k) NTFAHZEZEH URL , A RZETRERMAZNM — %4 URL,
( Jamf, CrowdStrike 2 Jumpcloud FEE LS, )

9. %&#FBIE Verified Access SRR,

© N o g b~ 0w N =

® Note

BEEMD OIDC REFBMHAFIIRFMEED URl, At , BFEEMEA Verified Access i
KM DeviceValidationDomain. XA LAFE AWS Management Console Ak E| , U&=

XEFREEERMEE 22


https://github.com/CrowdStrike/aws-verified-access
https://learn.jamf.com/bundle/technical-paper-aws-verified-access/page/Introduction.html
https://jumpcloud.com/support/integrate-with-aws-verified-access
https://console.aws.amazon.com/vpc/
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Verified Access im SV IFAEBET+ T , HEFEA AWS CLI #ikim Ko FUATRARRIME
OIDC B AL F 5K : https://DeviceValidationDomain/oauth2/idpresponse

B2 Verified Access R ZEFRMH™ (AWS CLI)

« create-verified-access-trust-provider (AWS CLI)

BRETRZNEERHAR
SREERHERE  CTNUEHLRE.

&2k Verified Access X ZEERMAHAE (AWS 2H15 )

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/o
2. TESMBEEF , % Verified Access E1FRHE,

3. EREFERER.

4. EFERE , RFIEFEIE N Verified Access BSERMEE.

5. BEFEBIHER,

6.

(AE ) NTFAHRZEESA URL , BRRZFEEREBAZTNE —Z4 URL, ( NRENREZRE
ERMRE R Jamf, CrowdStrike =X Jumpcloud , MIFEE S, )

7. &SR Verified Access {S1FIEHEE,

&tk Verified Access R & E{EIR L™ (AWS CLI)

» modify-verified-access-trust-provider (AWS CLI)

BIBRE TR NEERMHRE
£ A SEEEIR AL fE 7 LA EL I BR.
fHBR Verified Access R &ZEERMEE (AWS #2H A )

1. BELTMutITHF Amazon VPC #2&1& : hitps://console.aws.amazon.com/vpc/e
2. TESMBEEH , £$F Verified Access SEFREAE,
3. & Verified Access fE1F 1R 4t T IE R EMI R ETIREE,

ERETREWEERME 23


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/

AWS B iR T [R) AR

4, ERBRE , REIEEBER Verified Access EEREE,
5. BRBTEIAER | #A delete , R/ Delete ( B ) -

RAriEmE

fiB% Verified Access R&SERAEE (AWS CLI)

+ delete-verified-access-trust-provider (AWS CLI)

BIBRET R BN EERMERDS 24


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-trust-provider.html

AWS B IERY 5 R R RAriEmE

Verified Access 42

AWS Verified Access 48 = Verified Access i R F4A 4 Verified Access SREEMES . ANWFFEIRA
# = Verified Access K, BULUFERAFEERHRAZLERNIFILEE—R, BIFER—/ KK
RKFRSNMNNABRFNEZELER , XEBTHELKRBERE,

Bl SRR PTERHENARF S B —AHARESATTREKK, AR, JUERALRENFTEHEN
RAEFEL—ABANRERZEER, XA ERBTRLRBEER,

BIEAR , EEFALE Verified Access EHMxEk, FRBHANIRER | Nina 5HMExEK,
F5%

« BI% Verified Access 4

« {&K Verified Access 48 5K B

« MR Verified Access 4

#]Z Verified Access 4

FERAUTIE 0 Verified Access 4.,

E B2 Verified Access 48

-_—

BN LA T Mt 3TF Amazon VPC #%l#& : hitps://console.aws.amazon.com/vpc/e
ESMBERT |, i£1F Verified Access 8 , SR/F1%EBIZ Verified Access 4.

(At ) EEMRENER D |, WAENBHRANHER,

X F Verified Access 56| , R EEZAXIKH Verified Access K81,

(k) EXRBENF , MAENATZAM Verified Access &,

( ik ) BERMIRZ | HiEF Add new tag ( FIFIHRE ) , REMAZGSWENE.
%F % Verified Access 4.,

N o a M b

&2k Verified Access 4 FB&

A LTI EE X Verified Access 4H KBS,

B2 Verified Access 4 25


https://console.aws.amazon.com/vpc/

AWS B IERY 5 R R RAriEmE

E{& K Verified Access 4 F B

B AT Mt 3TH Amazon VPC #%|#& : https://console.aws.amazon.com/vpc/s
ESMBERT |, i£1F Verified Access 4 , AR EBREBRERIENA,

ERIRE | RFIRERIEW Verified Access AR,

(A ) RTFPENZHEIEAR , T KA E AR,

(A ) EREEH |, mAENATIZ4AH Verified Access KB,

%R IS, Verified Access 4 KK,

2 e

I B& Verified Access A

5T Verified Access 48 /5 AT LUSFELfR B o
E I B& Verified Access 4

B LA T Mt 3TH Amazon VPC # %A : https://console.aws.amazon.com/vpc/s
ESMBERKH , %R Verified Access 4.

ERA,

kIR, MIBR Verified Access 4,

RAREITHEINR , #A delete , REIEER Delete (MR ) -

o M w0 Dd =

MIE& Verified Access 42 26


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

AWS B IERY 5 R R RAriEmE

Verified Access i &

— N Verified Access i RV ER— MR AER. B Nma#E— Verified Access AMREL , FYRKIZ

AL R REE . BT LUEERFERE T R AEF R QKM IR MNE R
B

« Verified Access I 2K H

- £Z VPC MFW

« 3 Verified Access tlZAEITERH S
+ 7 Verified Access B2 M £&3E Ok S

« AR E Verified Access i SR E

« 182k Verified Access it 5.

« {824 Verified Access i s K1

« MIB& Verified Access i =

Verified Access iz =35 #Y

LUF R AT RERY i RS E
- RBHESR - FRABFBERRENNBERUD RAEENNARERF

- WD - EREENDIANE R ARFEER LB,
HE VPC M+

« VPC FMHZE#F Verified Access iim. SEZEALUEHRE FMNH I Verified Access i 8o

- HIRTHANSEERRRLIAEE , BRE-RWATFEIRR/N -7, VPC IR EFERE IR

/AN O

o To3ETE AWS sty X33 6|2 Verified Access ik a , BT E B A KT HE,

BXEZEE , F20 (Amazon VPC AF#ER) FHEEMIKSH= VPC,

Verified Access ¥ R H

27


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html

AWS 256 iF /Y 175 8] % bR BAFiEm
A Verified Access B2 51 & 15 #1858 i &

BRBEUTIEAEAROESRRR. BXAEEEHSENEZEER , 155 Elastic Load Balancing A 7
B,

B3R

- & IPv4 RE,

o XXIFHTTP M HTTPS tHM¥.

- AFHEBRLTENARFARYERIMNEARTHES , FELSTEANBAEIGES.
- RN FRLARE TR -EFRAER (VPC) .

« HTTPS A9 R AIUER BERIUEBH N TLS iEH,

- BUTANARFRMEEE. XRENAPFAXRGEZHNAREFN L DNS 15, BEFE
RETESLEEBCHEN CN B SSLIE+H., AIEAERA AWS Certificate Manager 812 % S AiE
Fo

B EAROERER

BN AT Mt 3TFH Amazon VPC ##l& : https://console.aws.amazon.com/vpc/o
ESMMBEES , % Verified Access it Ko

%3282 Verified Access Wi R o

(A% ) EEWRZENERP | A RKHBHRAER,

£ Verified Access A5 , Nim [RIEFE—A Verified Access A,
WTFRABRFFEHARE , ITUT®RAE

o a0 bk~ w0 DN~

a. HENARFEYF , WANARFK DNS &k
b. EFMIEFH ARN T, EHFEAH TLS iEH,
7. NTwmK[FEAEE , AT TRE !

a. XITM4FRE | &#&E VPC,
b. EZLEH , ERIR[/NEELH, KB Verified Access i RHA M ARREERNRENEZ

24 4H R Bk,
c. TEWEREEIET , MmA—PNBEMNIAR | ZPMRRPERINE Verified Access i R4 RHY
DNS B#Z 8,

d. XMNTFwmRARE , EENFGER

BEABIE R 28


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://console.aws.amazon.com/vpc/
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8.
9.

e. XFMY, &EFR HTTP &% HTTPS,
f. HE®RAT, WARAS,
g. XNFHEIIES ARN , ERHFIIER,
NFFM , EREABREDERN M,
( Wik ) ERBEENF |, AR SH Verified Access KB
( ik ) BERMRZ |, HiEFE Add new tag ( FIIFIHRE ) , REWMAZRSWENE.

10. %&#Z B2 Verified Access i &=

A Verified Access Bl 22 M 4832 O i =

£ LA T S 72 0 2 M 4542 O v

ER

N IPv4 RE.

« {XXHFF HTTP M HTTPS %
- MEEALMELREABTR-ELMBER (VPC).

RNEANEZEOLNETR IP ELARE,

- BYBAANARFRAES, XREVNAFFARGEENNARF 2L DNS &5, LEFEE

REHEESHEE AR CN W2t SSL i+, ALAfERA AWS Certificate Manager 8125 -$ AE
Fo

BEOENEEORI

o o K~ w0 N

BN LA T Mt 3TF Amazon VPC #%l#& : hitps://console.aws.amazon.com/vpc/e
ESMMBEESD , % Verified Access IR

%32 B2 Verified Access Wi Ko

(A% ) EEHRZENERP | ARSI BHRAER,

£ Verified Access A , RNim [RIEFE — Verified Access 4.
WTFRABRFFHARE , T T®RAE

a. HENARFEYF , WANARFK DNS &
b. EFMIEFH ARN T , EHEAH TLS iEH,
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7. NTHRAEADER  FITUTERE

a. XWFMHEE | &#EF VPC,
b. EZ2AY , ERFEAMNETELA, KB Verified Access iR HFANEEONRENEZL

440 5B,
c. TEWAEEIERT , MA—PNBEEMNIAR | ZPRRRPERINE] Verified Access i R 4 BRHY
DNS 28,

d. NTmRRB , BEMEED,

e. XTFMY, &EFR HTTP &% HTTPS,

f. ‘EWAT , WAKOS,

g. NTFMEEO , EEMKED,
8. (WL )ERBENH , WAWKK Verified Access F &,
9. (W) BEERMIRL |, FILE Add new tag ( RIMFHRE ) , RERAZRIHNENE.
10. #EF IR Verified Access M.

21k B Verified Access i S By i E

BAURNARFREELZSA , WETHAYFFRE S Verified Access i SBRE. NIt , BAILUR
M—%AEHN | iKW EZEARBERNR. BINBWEMBRATEEMAHN | UEZRNNBAREFN
Bk B &R Verified Access iR S HIRE,

BMNBWEREI A HEAN,
EMNARFNEEENN

BN LA T Mt 3TH Amazon VPC # %A : https://console.aws.amazon.com/vpc/s
ESMBERH , %R Verified Access i Ko

1%$% Verified Access iR , FEIFAERIETMF LRFZL4A ID, AREHRRINZ AN ID,
ESMBEEF , EF Security groups ( Z£4H )

EREBERXBENZSANSIEE , REERRE. BEAWBAN,

ERMAVRB LM Verified Access In REVREBNZEHMN |, FHITUATRE !

o a bk~ w N~

a. 1&# Add rule,
b. NTERHE 6 GEFMEREINEATNEERE.
c. MNFR,EBEEN , AEMHLIRSNEZLAN ID,
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7.
8.

( /it ) MEERFKEMKREEH Verified Access i m , EMBRAIAHMA LT SEAMN,
i%#E Save rules ( REHM ) .

(&R Verified Access Ui 5.

B2 Verified Access IR fG , AIAEFHEHEE,

E{&k Verified Access i &

1.

o o kM w0 DN

BN AT Mt 3TH Amazon VPC #8&l& : https://console.aws.amazon.com/vpc/o
ESMBERH , %R Verified Access I Ko

gy = J N

EIRRME. 18K Verified Access Tl Mo

BREZFEEHNR[/FHER.

IR BIE U Verified Access I Ro

&2k Verified Access i = 5 B

B2 Verified Access iR f5 , AILUE R E K BE,

E{& K Verified Access it s K B

1.

N o g bk~ w0 bd

BN LA T M 3TFF Amazon VPC #%l#& : hitps://console.aws.amazon.com/vpc/e
ESMERS | i£$R Verified Access ¥R

EREBRHRBNRR

HRIRME, 15K Verified Access it R R EBE,

(A& ) RFLHHFIBEF |, ITFHKA B AR,

(A ) EREEF , W AENA TSR Verified Access KRB,

EFRIE N Verified Access i RURBE

I B& Verified Access i &

F 58 Verified Access ¥ 55 AT LURFEL I BR o

&K Verified Access i &R 31
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EMIER Verified Access i |

B AT Mt 3TH Amazon VPC #%|#& : https://console.aws.amazon.com/vpc/s
ESMERS |, i£$R Verified Access ¥R

TR R o

ERERIE, MIBR Verified Access iR

RBRHHITEIAR |, WA delete , R/F%ER Delete ( MIBR ) -

o ~ w0 bh =

I BR Verified Access Ui = 32
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EEREENEERE

EEBERNEEREEKIET AWS Verified Access ¥R, BRI EEHNARPFRE'REELT

X, REMBEELEBERAFPRNRENEE. EEBRENTRFSERS R T4, ARARE, 8
BFRERGHEAR, REZERESF, RENEEREERMATNR RGNS REERHABHXY ,
LUREL T2 B R SRR R,

{BR , B EA Verified Access BEIERIEE , BEALUEE LN ETRERERE RIEWLESER
B EEMNAWRIEL DN ARFHEREN  XUEFEEER, BEXEHEHRIEEELTUNE
B, BZR @FEEFEL T

AN IERAEERENRBEEATRG, LLRHNERRHEEBAZA  FENERSE,

ok

- Verified Access BRIA LT X
« AWS IAM Identity Center

- BE=LEERHEB

- AP FREENSERRIU

Verified Access BRIA LT X

AWS Verified Access BRIAEPTE Cedar B E— LB XYE HTTP ERMNTER , TREEREN
EEREEmmMA, PEREE |, Verified Access 2FEX YA HTTP BERHWEHIE B E7E Cedar LT

XH context.http_request key T, MRZEE K WURAERBEHEHRTIEHEHERE, UT
JSON EHERT HEFIENHIE.

{
"title": "HTTP Request data included by Verified Access",

"type": "object",
"properties": {
"user_agent": {
"type": "string",
"description": "The value of the User-Agent request header"
},
"x_forwarded_for": {
"type": "string",
"description": "The value of the X-Forwarded-For request header"

}I

Verified Access BRIA £ T X 33
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"http_method": {

"type": "string",

"description": "The HTTP Method provided (e.g. GET or POST)"
1,
"hostname": {

"type": "string",

"description": "The value of the Host request header"
I
"port": {

"type": "integer",

"description": "The value of the verified access endpoint port"
I

"client_ip": {
"type": "string",
"description": "User ip connecting to the verified access endpoint"

AT &3 HTTP & RE¥FE# 1T G B KB R B,

forbid(principal, action, resource) when {
context.http_request.http_method == "POST"
&& !(context.identity.roles.contains("Administrator"))

};

AWS IAM Identity Center

WAL REEET , 2R AWS IAM Identity Center B X R EERMEE , AWS Verified Access 2fFEEEK
EIEHE Cedar LTXH, BZEGEAREFMEETEENEKBSEENNET., NREEE |, IR
ERBEEREHTIT(AMERE,

® Note
LHEEREEN L TXRRELCENREZGERHABNEENRBESEEH. flm, MRE
RS ERMEBE N dp123” , M £ T 308K N context.idp123”, BIEFREEET , FRERS
IEFEfEAERN E T30,

LU JSON ##ER T HEHhIENEIE
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"title": "AWS IAM Identity Center context specification",
"type": "object",
"properties": {
"user": {
"type": "object",
"properties": {
"user_id": {
"type": "string",
"description": "a unique user id generated by AWS IdC"
I
"user_name": {
"type": "string",
"description": "username provided in the directory"
I
"email": {
"type": "object",
"properties": {
"address": {
"type": "email",
"description": "email address associated with the user"
1,
"verified": {
"type": "boolean",
"description": "whether the email address has been verified by AWS IdC"

}
1,
"groups": {
"type": "object",
"description": "A list of groups the user is a member of",
"patternProperties": {
"A[a-fA-F0-9]1{8}-[a-fA-F0-9]{4}-[a-fA-F0O-9]{4}-[a-fA-FO-9]{4}-[a-fA-F0-9]
{1233": {
"type": "object",
"description": "The Group ID of the group",
"properties": {
"group_name": {
"type": "string",
"description": "The customer-provided name of the group"

AWS IAM Identity Center

35



AWS B IERY 5 R R RAriEmE

LA 24818 AWS IAM Identity Center 12 RS E B TIF LAY R BE R B,

permit(principal, action, resource) when {
context.idc.user.email.verified == true
// User is in the "sales" group with specific ID
&& context.idc.groups has "c242c5b0-6081-1845-6fa8-6e@d9513¢c107"

}i2

® Note
HTFABMALLER , Fit IAM Identity Center fEF4A ID k5| H4H. XBEBTFREEERA
BB ER RIS FE A,

B=FEERHES

AT BE=HEERUEERALS AWS Verified Access B EEEIRE

@ Note
BNEERABN L TXRRELEUEZFERUBANEENRESERN. flW , WRE
BRMSEEHEEN dp123" , U E TGN contextidp123”, BRI SIS (£ I
=] D - 8

AR
. HRET R
o Jamf

* CrowdStrike
+ JumpCloud
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MR R

MRBERITRFRZEELTXAAEN GRS |, BEEM-EH AWS Verified Access F R BT BHHE
S VEIK RN BEES T B Verified Access B BI X # Google Chrome 1 Mozilla Firefox il % 85,

BB X = MEZEERES : Jamf ( X3F macOS &% ) . CrowdStrike ( X Windows 11
Windows 10 &% ) 2A % JumpCloud ( %3 Windows #1 MacOS )

- MBHBEREBER Jamf EEHIE , EWAFPATEHERE EM Chrome BRI FAMED Firefox KN
4B 4P U5 T B &% AWS Verified Access I 5889 &

. MREBEREPER CrowdStrike EEHIE , 8% , BHRAFEEZRE AWS Verified Access Native
Messaging Host ( BT &8 ) . LAHRMNAFIER LIZ1TH CrowdStrike REIREVEEEIE
IAEN, RE , RELEAHE , BRFMXEHRE EM Chrome RIFAMED Firefox B i 4 M
U =% AWS Verified Access I 5285 &,

- MREFEABRZ JumpCloud , AP AMEHZR EM Chrome RIFAEEDR Firefox B iN4A 4 M 4 &
% JumpCloud X ¥ E8¥ R,

Jamf

Jamf RE=FHEFRMHE., TMMEREEN , R M Jamf EXNEFERER |, Verified Access & FFHEF
BIEE ST Cedar L TXH, BEGIRUEPEEFIEENKKSEIZIWNWET., MREEE | A/
REBBEEHBEHTITMENER, LT JSON 2 ERT HEFHIEHEIE,

BxF Jamf 5 AWS Verified Access BB ERMNEZELR | 55 H Jamf Wik LA AWS Verified
Access 5 Jamf iR & 5 ERK,

{
"title": "Jamf device data specification",
"type": "object",
"properties": {
"iss": {
"type": "string",
"description": "\"Issuer\" - the Jamf customer ID"
.
"iat": {
"type": "integer",
"description": "\"Issued at Time\" - a unixtime (seconds since epoch) value
of when the device information data was generated"
},
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"exp": {
"type": "integer",
"description": "\"Expiration\" - a unixtime (seconds since epoch) value for
when this device information is no longer valid"
},
"sub": {
"type": "string",
"description": "\"Subject\" - either the hardware UID or a value generated
based on device location"
I
"groups": {
"type": "array",
"description": "Group IDs from UEM connector sync",
"items": {
"type": "string"
}
},
"risk": {
"type": "string",
"enum": [
"HIGH",
"MEDIUM",
"Low",
"SECURE",
"NOT_APPLICABLE"
1,
"description": "a Jamf-reported level of risk associated with the device."
I
"osv": {
"type": "string",
"description": "The version of the 0S that is currently running, in Apple
version number format (https://support.apple.com/en-us/HT201260)"
}

LT RRIE Jamf REEH S EBIERTITER R R B,

permit(principal, action, resource) when {
context.jamf.risk == "LOW"

};

Cedar 2 7 —1MNEHAM .contains() EHBCREBIALIE G Jamf XU & 1T 20 X B B Bz,

Jamf
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permit(principal, action, resource) when {
["LOW", "SECURE"].contains(context.jamf.risk)
i

CrowdStrike

CrowdStrike 2 —NE=ZFEEFRMEDS, TR , MR CrowdStrike BN N EFRH

7 , Verified Access & EERIEAL ST Cedar L TXH, BEGERUEBEEFIEENKKSES
WHET. MRZEE  TUREBRECSEHEHRTIIMEMNER, LT JSON ZEHERTIHMEPETE
HBIE.

AR CrowdStrike 5 AWS Verified Access BLEERANEZER , HS 5 GitHub Mk L EH
CrowdStrike 1 AWS Verified Access R FAE N AT

{
"title": "CrowdStrike device data specification",
"type": "object",
"properties": {
"assessment": {
"type": "object",
"description": "Data about CrowdStrike's assessment of the device",
"properties": {
"overall": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts as a weighted
average of the 0S and and Sensor Config scores"
I
"os": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the 0S-
specific settings monitored on the host"
},
"sensor_config": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the
different sensor policies monitored on the host"

},
"version": {
"type": "string",
"description": "The version of the scoring algorithm being used"

}
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},
"cid": {
"type": "string",
"description": "Customer ID (CID) unique to the customer's environemnt"
},
"exp": {
"type": "integer",
"description": "unixtime, The expiration time of the token"
},
"iat": {
"type": "integer",
"description": "unixtime, The issued time of the token"
},
"jwk_url": {
"type": "string",
"description": "URL that details the IWT signing"
},
"platform": {
"type": "string",
"enum": ["Windows 10", "Windows 11", "mac0S"],
"description": "Operating system of the endpoint"
.

"serial_number": {
"type": "string",

"description": "The serial number of the device derived by unique system
information"
3,
"sub": {
"type": "string",
"description": "Unique CrowdStrike Agent ID (AID) of machine"
3,
"typ": {
"type": "string",
"enum": ["crowdstrike-zta+jwt"],
"description": "Generic name for this IWT media. Client MUST reject any other
type"
}

AT 248 #E CrowdStrike IREEMNEERFTER TITEIRERHI,

permit(principal, action, resource) when {
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context.crowdstrike.assessment.overall > 50

};

JumpCloud

JumpCloud BE =4 EERMME, TR , R JumpCloud E X NEFERMR , Verified
Access 2 EEHIEETEE Cedar L TXH, BEGERUBEETEENERSEENWHET.
MRERE , IUREREFEREHTITMMER, T JSON E2MERT HMEHPISHEHIE.

BXMERA JumpCloud 5 AWS Verified Access NEZEE. , 2 H JumpCloud Mk _EHYEE AL
JumpCloud & AWS Verified Access.

"title": "JumpCloud device data specification",
"type": "object",
"properties": {
"device": {
"type": "object",
"description": "Properties of the device",
"properties": {
"is_managed": {
"type": "boolean",
"description": "Boolean to indicate if the device is under management"

}
},
"exp": {
"type": "integer",
"description": "Expiration. Unixtime of the token's expiration."
},
"durt_id": {
"type": "string",
"description": "Device User Refresh Token ID. Unique ID that represents the
device + user."
},
"iat": {
"type": "integer",
"description": "Issued At. Unixtime of the token's issuance."
},
"iss": {
"type": "string",
"description": "Issuer. This will be 'go.jumpcloud.com'"

}I
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"org_id": {
"type": "string",
"description": "The JumpCloud Organization ID"
I
"sub": {
"type": "string",
"description": "Subject. The managed JumpCloud user ID on the device."
I
"system": {

"type": "string",
"description": "The JumpCloud system ID"

}
}
}

AT 24R#E JumpCloud R EE £ T 308 1T G R KB =PI,

permit(principal, action, resource) when {
context.jumpcloud.org_id = 'Unique_orgnaization_identifier"'

I

P iR &ENZR U

AWS Verified Access SRBIRIIBIUEAF &HE , 2 M IdP WEIH A F 78 &£ Verified Access
mR, AFPFHKLEZSR , LXEJ"'FE&FTU&HIE*%%HF BA R A/ Verified Access XKi%x, FEHERE
B, ORI HTTP #R3k

X-amzn-ava-user-context

LEFRL T E JSON Web T hE (JWT) XA FEH, JWT & 2$E base64 URL HmIBAIFRL., AR
MZEH, Verified Access £ ES384 ( £/ SHA-384 1% EEH) ECDSA ZREZE ) £ER JIWT X
Zo

MARFAARXEFAAT M CRAEMBETAFNGER, NARFTRARNEERR BT T #
BOREBREANS N FHNE—SENRIERS, BE , sub FARRNAGERAFHNRES E.

RES
- 75l : OIDC AFFHNER JWT
« 45 : IAM Identity Center AP FEEIER JWT

. M

AP FR%E 42



AWS B iR T [R) AR

RAriEmE

o RO REMEED JWT

=~ - OIDC AFFBHNZEE JWT
LT R BI85 T OIDC F P FEBRMAR L FIA M AER (JWT 1) .

PRk RB

{

"alg": "ES384",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

"iss": "QOIDC Issuer URL"

"exp'": "expiration" (120 secs)

}
BRABRA

{

"sub": "xyzsubject",
"email": "xxx@amazon.com",
"email_verified": true,
"groups": [

"Engineering",

"finance"

]

}

5 - IAM Identity Center AR FBHRZER JWT

AT RAIRER T 1AM Identity Center FA P FEARIARSK M BRAE (JWT %X )

® Note
33F IAM Identity Center , FEAHR{XBEAFEE.

PR3K B -

OIDC AR JWT
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{

"alg": "ES384",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

iss": "arn:aws:ec2:us-east-1:123456789012:verified-access-trust-provider/vatp-
abcl23xzy321a2b3c",
"exp": "expiration" (120 secs)
}
BMAB TR
{
"user": {
"user_id": "f478d4c8-a001-7064-6ea6-12423523",
"user_name": "test-123",
"email": {
"address": "test@amazon.com'",
"verified": false
}
}
}

AN

HF Verified Access XT3t AR FEBEMNZE , RtkFEMNEZE VO Verified Access i RBLE 7 A
HTTPS., &R Verified Access in RELERFERA HTTP , BX X EARLARHIEZir LN ARE,

BMNBUERTEAETFANERZABRIELER . BIRMAH , M JWT $REHPIREER ID H6E
AENZGRTRERLH : 80 AWS XE Nim[UMT ¢

https://public-keys.prod.verified-access.<region>.amazonaws.com/<key-id>
R R RMEE JWT
AR R RHIEEA T aa4E Python 3.9 FIREVE ID. NMAFMBERARK,

import jwt

import requests
import base64

A -
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import json

# Step 1: Get the key id from IWT headers (the kid field)
encoded_jwt headers.dict['x-amzn-ava-user-context']
jwt_headers encoded_jwt.split('.')[Q]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)

kid = decoded_json['kid"']

# Step 2: Get the public key from Regional endpoint
url

"https://public-keys.prod.verified-access.' + region + '.amazonaws.com/' + kid
req = requests.get(url)
pub_key = req.text

# Step 3: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES384'])

KERMEEH JWT 45
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Verified Access & B&

AWS Verified Access REE A FBREN T FEETE AWS FH RN ARFHTHRINAN, XLEHRNZH
AWS FKHEIES Cedar ‘REM., £ Cedar, B LARIERKRE | IRIFLEEE N BT Verified Access By
SHRRETREZFNEFRMEEBEENEE LT SORIT(EHIX LK,

AKX Cedar RBEESNWESHHMIEE , BSH Cedar ZE M,

KRFTIT 4R Verified Access REEHWE, SENABRURENFTE , HIEH T — LKA,

nE

« f#/ Verified Access HIRREE
- KFEHE

- REZHER

- KB RAB

« Verified Access KBS BhIE

/A Verified Access B KR

0% Verified Access A5 6|2 Verified Access i =8¢ , AT LLEIFEE X Verified Access EHE, &
LLEARTE X Verified Access REEHER FTRIBARHIE SR , EREENKE 28 , FTE I RE R EGH
=

EX A Verified Access ARl R RIEBIE Verified Access ARIHRERIMRELREE , HSH &
X Verified Access AR BE 2N & X Verified Access Ui 5.5R B o

REEF AT

A S48 AWS Verified Access REEF AR HiFE 5K, —A Verified Access EREEFR AT LAE Z/NE
B, TEER T Verified Access SREERIZEH,

58 A SR G 46
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effect permit

[ principal,
scope action,
resource |

when {
condition context.device.location =="US" &&
clause context.authn == “MFA”

RHBEUTLEHS

« MR -IBEXRKIBEDR permit (Allow ) &R forbid ( Deny )

- OE - EEXEETANTAR, BENER, BUUBIFHFINEE T, BEREFEFRME Cedar &
HEERBFAESCRDS (WMBITEARBIFIR ) . EXTERT , REEEA TAIE TRERN T4, BREM
TR

- ZETH-EENRAMRN LT

/A Important

X4 F Verified Access , BEEFRHF FAPEIAEELTXREERARE, RETHESTAL
REFRERS. RE , BUNEZRATFATERASFHNREEE L TXEEHRNR,

fi] 8 5% W 7 5

permit(principal,action, resource)

when{
context.<policy-reference-name>.<attribute> &&
context.<policy-reference-name>.<attribute2>

Iy

ERIEREIT , EER , BALURA R EEFE-—MREEIFEASIFM4FI. £ Cedar
RBIESTURBEEN., BAN ZNREFH, AXEMTRH , FS5H KERH.

R

REEIRR — NS EEFER (permit & forbid B8 ) WES., MEXKHEF4H (when G )
NE MR EHA, EFEREXEATHE , XHPSRAEDRA—NMATRE , HETRSEAEM
R, MREENAATREN/RINA NSRS NEIEREE |, MR XHIELGR, REEH
Verified Access A Verified Access i REX T REE Y |, MIXFANXAEEBLM A TR, HRE
7R Verified Access i RE X KBEX S , W R A Verified Access AR FEEHA,

KREITAL 47
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® Note
AWS Verified Access 2@ EBI BRI ILIEE , BFALRIIEESZEF AP ANKE.

NEZER/

EEAEMRHEBIE AWS Verified Access FREEHI T3 ( 20 SKBEF AL FATITIS ) B, B LASE
A EERRAMEMEY, BETUFERTFZHMABEZERFRAN BN RBERERNEZHRIEE
A, TRBEFMERNEBEZER , Ut E,

EERF KENER iR
! Boolean — Boolean Bk,
= any - any EF. ERTERARENS

#, BERBE R, TR
BWEXKEFRELES.

E any - any F&ET , BEETE2HER (R
£,

< (long, long) — Boolean TEHNT,

<= (long, long) - Boolean KEHNTHET,

> (long, long) — Boolean KEHKT,

>= (long, long) - Boolean KEHAXATHET,

in (entity, entity) — Boolean BXEHERE (BER : AinA

WMERE )

(entity, set(entity)) -~ Boolean ~ RXREZEMRE : Ain[B, C, ..]
NE , R (AandB) || (Ain
O)|l.. 5%, MREESETEHF
RAE,

&& (Boolean, Boolean) - Boolean B85 (&)
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like

.contains()
.containsAll()

.containsAny()

REGERE

RENER
(Boolean, Boolean) -~ Boolean
entity - Boolean

(entity, attribute) - Boolean

(string, string) -~ Boolean

(set, any) - Boolean

(set, set) > Boolean

(set, set) > Boolean

DU
B (ER ).
KEEFE.

FRZERF, e has f i
BRIEES e EREEEEM
fEE, MR e FEESSE
e FEREEXRERERMY f, NRE
false, BRI NIRIA
HEFHEXF,

hRZEM. t like pKRE
XAt REERN p L , &
RAREEEEE 0 N HSMER
FRCENEERS *. A TE
Bt FRNXFEREFA , AN
i p PEABSHRNELFRF
Bl \*,

RERBEXR (BRANTE
).

WHAES ARBEEESEBH

AR T&R.

WAESE ARBEEESEBH
MESTE,

BT LLTE AWS Verified Access SREEFEEERIBEA, ERBREENL N // FLMUBRITHFERN —

7o

LTREIERT REFIERED,

// this policy grants access to users in a given domain with trusted devices

TR
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permit(principal, action, resource)

when {
// the user's email address is in the @example.com domain
context.idc.user.email.address.contains("@example.com")
// Jamf thinks the user's computer is low risk or secure.
&& ["LOW", "SECURE"].contains(context.jamf.risk)

i

R W2 B R

B REEERE — 1 AWS Verified Access KB , ITH4AE L T XA REFEE L TRERFENEIE.
MEELTXHEIATAEENRE | Cedar F= £ BRI RE TN RIEHR , TIREHNERM
i, Hlm | XGSHELIL", AR fake_provider # bogus_key It £ FXHFREFTE,

permit(principal, action, resource) when {
context.fake_provider.bogus_key > 42

1Yy

NBRIXMIER , BALER has ZEFRERBFEENME. MR has SEMFRER , MIXgEEE
ARYH — LS TEFFL |, Cedar EZHSI AT FENT A R~ EHEIR.

permit(principal, action, resource) when {
context.identity.user has "some_key" && context.identity.user.some_key > 42

Iy
XEEESI AN TREEERUENRBRENER,

permit(principal, action, resource) when {
// user is in an allowed group
context.aws_idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513¢c107"
&&(
(
// if CrowdStrike data is present,
// permit if CrowdStrike's overall assessment is over 50
context has "crowdstrike" && context.crowdstrike.assessment.overall > 50
)
|
(
// if Jamf data is present,
// permit if Jamf's risk score is acceptable

RS AR 50
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context has "jamf" && ["LOW", "NOT_APPLICABLE", "MEDIUM",
"SECURE"].contains(context.jamf.risk)
)
)
};

R Rl

R 1 : 812 IAM Identity Center ZE#&

(® Note

MTHBFATLLER , ELt IAM Identity Center A4 ID K5I H4AH, XEBTER2EERA
BT R R KB,

LT RAIRBERERAFET finance A (4 ID
€242c5b0-6081-1845-6Tfa8-6e0d9513c107 ) BINBRWIEHY & T oB 4t ik B = F2 i 15 18] o

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true

};

<l 1b : @ IAM Identity Center 5K H& 75 B R N8 2 544

TR RBIRBREAFET finance (LA ID 7
c242c5b0-6081-1845-6Tfa8-6e0d9513¢c107 ) . HELIWIFAY B FHRfFttat B Jamf 2R X &
W H Low B = RFiHE .

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true
&& context.jamf.risk == "LOW"

};

5l 2 - =7 OIDC RSy A8 7 R %
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LT REIKRERIERAFPRBfinance’d, HELIRIFREBE FHi4tut B Jamf REX KL IFD R LOW
B = fe Al

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups.contains("finance")
&& context.<policy-reference-name>.email_verified == true
&& context.jamf.risk == "LOW"

%

=5 3 : A CrowdStrike

AT R BISR B B AR T 0 BUK T 50 Bt R F 15 IR].

permit(principal,action, resource)
when {
context.crwd.assessment.overall > 50

1Y

Rl 4 ERBEREN
LTRGBS ETXEEFER : (25 ) HUAREXRE , Z&F52REESPHNEREFZ/.

permit(principal, action, resource)
when {
context.<policy-reference-name>["namespace:groups"].contains("finance")

};

RIS RVFRRER IP ik

LT ROIRTR TR AVFRE IP e uk Ay SR,

permit(principal, action, resource)
when {
context.http_request.client_ip == "192.0.2.1"

Iy

Pl 5a ; FHIE4STE IP sk

LT REIBRT NELEEE P bt A REE,

KBE R 52



AWS B IERY 5 R R RAriEmE

forbid(principal,action, resource)

when {
ip(context.http_request.client_ip).isInRange(ip("192.0.2.1/32"))
1

Verified Access g BhIE

Verified Access KB B2 2 Verified Access #H| AN — NI E |, A A F A MFF L KB, Verified
Access KRB EBHE - IMNRELETNIKAKEE, AXRBEMNESET LT, BALAEEF NS 45w E KK,

FEELTXRARTENEEREEMST , BT Verified Access B R AR T MEREMEERMUEE
AR, Bt , BTUEMFREN , FEELTXUARANGKRIKBEPR I E - MBS
EEE,

UTETNNET EARERERNER AR,

)

- FR1 BEERIR

o HI] 2 HENN KR
- PR3 EEHANAEHR

FE]1: BERR

EXMBENE—TL  EEEHLEFEAN Verified Access it o BIBFIEERF (B B Fhp4
PRI ), URAFPBM/RIGZARRATF (L ) . RABAT , RFNENARENBEEAFHN
Verified Access B, B ABREIERRIN A FSHIEL RE,

BE , BELTX. BREK, RREBNAKXBHTEERET —1TREL,

TR BB HIEERR

1. BILATMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/e

2. ESMEREP , %F Verified Access 36l , RigRHHLEEAM Verified Access K6l 1D,
3. EREIEMEE,

4. NTRAFBETFERFBIE , WA B FERF ik,
5

6

Xt F Verified Access i 2 |, &R ERB RN X KB IE =
(AL ) NTFEH , BREAFPHE.
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https://console.aws.amazon.com/vpc/

AWS BRERY 1 R R AriEE

7. (W) EREFIAGT | AR BN,

8. (TWit)NTENER SESEANSEESNERNEE, RADLT , SERSFNHERGE
2,

9. WET—b.

SR 2 BN i SR
ERAEL , SFEIUTESMERER :

- BNETRUEBANAFM (L) BEL-SHEEMRBRXENEET LTI
o F—35higEM Verified Access it s Cedar .
. A ATER Verified Access A# Cedar .

A LATE WL TR £ 4R %R Verified Access i S F14AHY Cedar KB , BEELTXREAN., T |, &AL
FRLAEEEEE LT Cedar K,

BEEEFENIAREZRE , DARBEELTXNARE , RNERNEFERF L, S URE R
EFNNAER , REFEESEZTE.

HEMF MW ERBIREE , SR T —SHEHAERDEN T~ RE.
|3 EEHNRAEHR

ERBEPENRE—TL , SRHEIXNREAMNESR , REETUETES. IlE , EAUNHETHRRE
EE  RAEEBENRAERATRIENR.

R VBTERE E—TURE -1 , & BT EFIUH T2 BUR R B E,

HR 2 BN AR 54
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AWS Verified Access FIZ 424

AWS + 7 ENnZeM, ATHENZL2MRHBHARNER , RMNTETEEES T2 HNERE
ROMMERE, ER AWS B |, BHRMNXERFEROMMERRYZ RS,

Z2MR AWS NEHHERE, REABEXHEHRNCZNRZEMNEZPIN RSN

- THREM - AWSARRFTE AWS Cloud FIEZ1T AWS RS ERMIZHE. AWS & @[ EIRMH T
Z2FERANRS. F=AFZAEHMNSMNBIEIRMNVLZ S ENERYE , R AWS Compliance
Programs B —&82. BT &M T AWS Verified Access WEMMEITR , ESRAMEITREE R
B9 AWS RS o

- THNZREMN - ENFREHEEAN AWS BSRE. EEFENHTRENT , SHEENHIEIEH
Rk, SRR ERURE AR EREN,

L SRS S BY IR T R aN{a] £ fE A Verified Access BT FATRERBER, UTEF XA MMAESE
Verified Access LSRR L2 2 M MEM M Bir,. BEASTHENAEREM AWS RS AR B &R IS 1= A
&3 Verified Access &R,

B

« AWS Verified Access & 3R {R T

« AWS BE 5 R RH B 4 5 B B 2B

o PR INBRIY S HLE AWS I iF

« AWS Verified Access HY I FE ik & gE

AWS Verified Access & I 3B R 1P

AWS THEHBEEMF AWS Verified Access FRBTERF . MZBEX AR , AWS ARKRFIZ
1TFrB AWS Cloud Y2k EAt iR, EAFTEPNEEELEMRE LHWRNBTES, BEAFER
AN AWS RS WL 2BENERES. EXBERUNEZEER , BSRABERLEN B & #F
Z., BXBMMNBERFNELR , BSH AWS Z£MEE LWEEXE AWS Shared Responsibility
Model and GDPR,

HTFHRERPEH , BIRUERTF AWS K- EIEHERA AWS IAM Identity Center 2 AWS Identity and
Access Management (IAM) REZENMNAF, X¥ , SMNAFRREGETHIERITAMENNER. BA
REWBBE ST AR EIEE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- NBNKFERZSESHRIE (MFA),

- £/ SSL/TLS 5 AWS BR#TEF. BRIMNERFEA TLS 1.2, BWEA TLS 1.3,

- f£/A AWS CloudTrail iZi& API 1/ FiEz) AERIE R,

- £/ AWS MEBFRSERUK AWS RS HFTERINZ £ H,

- FRABREELZZRS (B0 Amazon Macie ) , ©B BT ZIMRF Z447E Amazon S3 Y BIRR

- MREBLEGHTRER API FE AWS HEELZ FIPS 140-2 BiIFAINZEER |, EFEH FIPS i%
Ro BXTAMFIPS IHRMNEZER , B5H (EERIPESLERE (FIPS) 8 140-2 ) o

BNBNEZWEY 7RI BEEHHRERES (NEFFNEFERMFibit ) RARLEHBERARAXARF
B (WEBHRFR ). XTEEAESHA. APl AWS CLI 3 AWS SDK 432 Verified Access 2% H At
AWS fS Bf. EATEAMNAERAABANEAFTERPRANEARERTESATITRKLHH
o MRBEINIBARS BRI M AL |, SBIB UGS BE MU I EFIUEE BRBIEX ZRS |/ FR,

&5 T &

Verified Access FEREZRER LT LM (TLS) 1.2 HESRAXNES Internet AL AP & HE Verified
Access it RV E BIEH 1T

HEEMERERTL

BT LABLE Verified Access ABR&IN VPC 4 ERFENIHE. W FEFHAFHNEHRIE , EET LA
BEHRESNAFARGNNEEHNIFR, BXEZEER |, 55 Verified Access KB,

AWS Verified Access B E AR EIE INE

EIABER T , AWSVerified Access £ AWS HIEH KMS ZEAMEBRSHE. SRMIABRTHESK
FEHITMEN , SETRAORFBBREEMSRNWRETHENEZME., B, EEEEBHEFE™
BHMZEEMUENEEERNZENARER. ATETEHMANET Verified Access MAIEH KMS %
A TRSKBEME,

AE

- Verified Access l KMS 4

- MAEHBER

* AWS Verified Access ZN{AIfEA AWS KMS HHY X
- BEFREEZEPAAT Verified Access

o N 56


https://aws.amazon.com/compliance/fips/

AWS EREH T AR e
- A Verified Access BRIREEER - EEZH

« AWS Verified Access M% LT X

o Y53 AWS Verified Access B INZ % 4A

Verified Access 1 KMS Z34H
AWS B Z4A

Verified Access 2/l KMS ZHHBEI MENAFBER (PIl) » XRMINRAE , BT AEHCER. B
B, £RARTEZAWS AENZHANEARERL. ER , EXEFTRREMREREREMEFE A RF A
TBEHENZH. BEXEZELR , BSH AWS Key Management Service FF R A RIER P AWS
BAENEH.

BRETEZANMBE A FEANRRE |, BEFLECE Verified Access BIRITEREFERE
RE4 , NTEIE AWS HENMBERA LFMEZRNE,

EREERH

Verified Access X EFFEAZREZENEENINMELARERH , TUARIANSHEM LR ME=ZF M
F, HFEUURLEHX—FZMNE , B ATURITUTES :

o BIE ML 2 RS

- FIEFLES IAM KEE R AN
B AMZE R &R RRE

R N
ANIIFR

BIRZA R B

T Rl  BR %2 4H

BXEZEER , B55R AWS Key Management Service FF X A RIEER TR EFIEE R,

(® Note

Verified Access £/ AWS HIEMN R BB AHSNE , NEZ BRI DA S BT,
BR 6 YEAZFIEERAN , JFWELAWSKMS #H., BXENMMNEZER , 5 AWS

Key Management Service EHo
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
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MTABBER

THRLE T Verified Access RN MNASMEE (PIl ) ARMEH .

BIERH AWS BEZEHAMmE BERFREEZHAMNR (7E)
Trust provider (user- 25 A 25 A
type)

AFRREANEEREESS
OIDC #I% , 130 Authoriza
tionEndpoint, . UserinfoE
ndpoint Clientld ClientSecret,

F , XERTHEMA Pll,

Trust provider =y =5 =y =5
(device-type)

RERBAWETRHEIE
Tenantld , XM A Pll,

Group policy =y=5::! =y=5::!

EBIEHIE R Verified Access
HEtiRft, BERNIFEIER

WA, TTEEEE PI, a0
P& Frp i,

Endpoint policy =y =5 =y =5

EBIEHIE R Verified Access
R M, FERNIGEE

REOMN, AEEZE PIl, B0
AP & ME a4t &,

AWS Verified Access f{aIfEF AWS KMS 1 ##Z1%

Verified Access ZEREN T ReEAT -~ REEH.
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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MG BEARTFPIEERAMBZEN SR B RIRE , Verified Access 2381 [0 & 3% CreateGrantig sk
RARREBNBBEINAWS KMS, AWS KMS RN E TR F Verified Access HRIIEIKF FREF 1T
ERANR,

Verified Access EERN AT ENEFFREZHATUTRIRE :
* £F Decrypt IERKIEE| AWS KMS , UEZEMBENRIEZR , MECN TR THEERIE.
« [ XIERetireGrantiEBsRAWS KMS LA BRIZ .

B LABERH SR TR NR | SIBRIRS N EFEEZ AN HRNR, MRXEM , Verified Access
FEEHRBAEFIEEZAMZNEAHE |, X2 EE T ZEENRE,

FEFREERAAT Verified Access

I&TLAE A AWS Management Console 5 AWS KMS API Sl EXN#HEFIEE R4, REB AWS Key
Management Service FF X A RIERMHP O EXNHTE - HEEZHANSRIHIAITRE,

BHBE

ZHBRERFAINEFREXNZANTR. SINEFEERAZAMTMRE - ZAKE K HP3SHEHE
AUERAZAUARNAERAZANFR, CIEEREBRARAN , JUEEEAER, BXEZSEER
B2 % AWS Key Management Service F R A AP EEXN E - REBHN IR,

EFEFREZPS Verified Access BIREEHER , ZABEKRAMLAMATFLUT API 2 -

e kms:CreateGrant - AIEFREZRARNRN, RFIFNIEE KMS ZEHZEHIHRINR |, %
4 SLF AR Verified Access FTEMRIVRIE, BXFEARNNEZEER |, 58S R AWS Key
Management Service Ff & A R ¥/,

X 23 Verified Access H4TUA T 18 4E -

@M GenerateDataKeyWithoutPlainText £ MBNHERAHGEEM , RARERH
&M EVATF I,

- A/ Decrypt RERFMHHNINBHIEZLAHE BB,

- REFEAEHUATRS RetireGrant,
« kms:DescribeKey - Rt E P RE R IFME 2 LA Verified Access BE 4,
« kms:GenerateDataKey — foiF Verified Access i F 4R I & B3z
 kms:Decrypt - foiF Verified Access % B INZ M BIEZA.
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

AWS B iR T [R) AR
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LT A AT Verified Access B RBIZ23 48 B

"Statement" : [

{

"Sid" : "Allow access to principals authorized to use Verified Access",

"Effect" : "Allow",
"Principal" : {
"AWS™ o "EM
I
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "verified-access.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:ro0t"
I
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms :RevokeGrant"

BABEME
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1,
"Resource" : "*"
}
]

BREXRBEHIEENRNESZELR , 258 AWS Key Management Service Fr & A R 15/,

BXRZHPEHEEBRNEZELR | 5 AWS Key Management Service FF & A R 36/,
A Verified Access BRIRIEERF X E &4

BTLIEER S EERAN U T AR HE RS -

» Verified Access 42

« Verified Access i 5.
« Verified Access S{FI2{itrF

£/ AWS Management Console 8| EiX &3 R HEM—N8t , AANEHEMMNE - &S PIEE
BEFREZ. T BEY , EPEENMNERE (SR ) S%E , ARWAEFEAN AWS KMS #
1D, Al A NI A RIRSHER AWS CLI RFERILERE.

(@ Note
MREATE LR EAZRERRMAAMZANEFREZRAER , WL EBFRXERRNEE
B, B2 , ALUE I EHAAWS Management ConsoleESRAWS CLHE A R AFNEFFEE
RIAABEEREE.

AWS Verified Access IN& LT3

MZEETNR—ATENEEN , IASEXRTHRIENFA LT EE . AWS KMS Fin® ETXH
N B HRIEBELAIFEHARIINE, EERPEEMELTXAMBRHRES , AWS KMS [Nz
TR ERMZN R, EEERIE , FEERFEESHEHMNE LT3

AWS Verified Access & LT X

Verified Access £FTE AWS KMS INFEEFFEAERBNMZE LT , EHREH aws:verified-
access:arn , EREIR Amazon HERE (ARN ) . BAR =2 Verified Access RIRRI M £ 3o

Verified Access SRS
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessTrustProviderId"

Verified Access 42

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessGroupId"

Verified Access i &

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessEndpointId"

BXERVNBIRBEHRFEAMZLTXNESEER , 58 AWS Key Management Service 7 & A i 38
B INE £ F 3,

1532 AWS Verified Access B NZ2 574A

FEFEEN KMS 2485 AWS Verified Access BIRE A AR , BAILUEA AWS CloudTrail BRER
Verified Access &£ Z| AWS KMS BYiER,

AT 7"fl2 CreateGrant, RetireGrant, Decrypt., DescribeKey #l GenerateDataKey HY
AWS CloudTrail B4 , B2 Verified Access AR KMS BAELLFRIBE F~HEER KMS 2430
BHEAE

CreateGrant

MEAZFIEERAMBENERE |, Verified Access 2K RIE K% CreateGrant FR UG EIE
B AWS K Y %%4A, Verified Access BIZHENBETEEZEFEERHAXRBKNER,

LT ROIEHIEFET CreateGrant B4E :

"eventVersion": "1.08",
"userIdentity": {
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:27:12Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T16:41:42Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"operations": [
"Decrypt",
"RetireGrant",
"GenerateDataKey"
1,
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae",
"constraints": {
"encryptionContextSubset": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-0e54f581e2e5c97a2"
}
},
"granteePrincipal": "verified-access.ca-central-1.amazonaws.com",
"retiringPrincipal": "verified-access.ca-central-1.amazonaws.com"

iy
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"responseElements": {
"grantId":
"e5a050fff9893balc43f83fddf61e5f9988f579beaadd6d4ad6dldfO7dfe048f",
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61lee87104dae"
.
"requestID": "@faaB837e-5c69-4189-9736-3957278e6444",
"eventID": "1b6dd8b8-cbee-4a83-9b9d-d95fa5f6fdag",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
}
RetireGrant
L IR BR T RET |, Verified Access {5 RetireGrant RERBERIZN.
LU ROGIEHIEFR T RetireGrant 1E :
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T16:42:33Z",
"mfaAuthenticated": "false"

}

iy

"invokedBy": "verified-access.amazonaws.com"
iy
"eventTime": "2023-09-11T16:47:537",
"eventSource": "kms.amazonaws.com",
"eventName": "RetireGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": null,
"responseElements": {

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61ee87104dae"

1,
"additionalEventData": {
"grantId":
"b35e66f9bacb266cec214fcaa353c9cf750785e28773e61babf434d8c5¢c7632F"
1,

"requestID": "7d4a31c2-d426-434b-8f86-336532a70462",
"eventID": "17edc343-f25b-43d4-bbff-150d8fff4cf8",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt

Verified Access T Decrypt 4L A 7764 B9 1N 28 B4 2047 k5 (| I3 3042 o
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LR RAIEHIERT Decrypt B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:47:05Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e",
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",
"aws-crypto-public-key": "AkK+vilW/
acBKv70R8p2DeUrA8EgpTffSrjBgNucODUBYhyZ3h1MuYYJz9x7CwQWZw=="
}
.

"responseElements": null,
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"requestID": "2e920fd3-f2f6-41b2-a5e7-2c2cb6f853a9",
"eventID": "3329e@a3-bcfb-44cf-9813-8106d6eee3ld",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

Verified Access £ DescribeKey BIERRBRIESEN R RABKNEFRERARSEETEK,H

Xige,
AR RBIEHIEFRT DescribeKey #1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"
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}

.

"invokedBy": "verified-access.amazonaws.com"
.
"eventTime": "2023-09-11T17:46:487",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:ca-

central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"

.

"responseElements": null,

"requestID": "5b127082-6691-48fa-bfb0-4d40el1503636",
"eventID": "ffcfc2bb-f94b-4c00-b6fb-feac77daff2a",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

LA RS2 % GenerateDataKey B1E :

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}

.

"invokedBy": "verified-access.amazonaws.com"
.
"eventTime": "2023-09-11T17:46:497",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",
"aws-crypto-public-key": "A/ATGxaYatPUlOtM+1/mfDndkzHUmX5Hav+29I1Im
+JRBKFuXf24ulztm0IsqFQliw==""
},
"numberO0fBytes": 32,
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
},
"responseElements": null,
"requestID": "06535808-7cce-4ael-ab40-e3afbf158a43",
"eventID": "1lce79601-5a5e-412c-90b3-978925036526",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}
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1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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& o

S RBERE

SN RBEWRBEEA T —MERE , ERBRREMERNENIRE, BT RESRSHRBERER
W AWS BERBAWFER , F5H IAM AP EERNERBITEEE,

AWS BUFFRINRNMA S IAM BL & EH

EFEA IAM BIEX} Verified Access BRI Z BT , BR1X T FEFFLE IAM ThEE A 5 Verified Access Bt &
£/,

AJ7E AWS B UE T E PR EARY IAM ZhEE

IAM Zh &g Verified Access X ¥
HT BHHERRE =
HT BRI ER B

AWS AT R BR M 5 1AM Bl A A 75


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS B IERY 5 R R RAriEmE

IAM Zh &g Verified Access X #F
RERIE =

MR R =

ACL &

ABAC ( REEHPIIIRE ) i

EBRE =

BEAE &

RSHEXEE =

EE2H 7SR RRRME M AWS RS OASASH IAM B & ER |, F2H 1AM A5
FEE IAM B & 2R BAWS FRS5.

Verified Access FE T &R K B

XBFETHMHRE =

ETHSONRBEUMMESS (W0IAM AP, ARFASAR ) B JSON IUPRFRE XY, XLEHREK
BHAFNACTEMAMIZE TN IMLERRITHELRE, ETHNMUUNEETSHNERE , BS
5 <IAM BFIEE) PRAIE IAM policy.

BEMEA IAM BT ESHNEKRE |, BUEEAFSIELNREMNTRUR A FSIELRIENTHF. &
TEEETEANERFBIEEETH , RACERATENMNAFRRAR®, ETHAIE JSON KEEF
HWmMERTE , B5H (IAM BAF#ER) FK IAM JSON EETESI A,

Verified Access B E T 5 1719 K BE R~ 1

E&EF Verified Access ET BRI RG] , B5SE SR FNERENET B4 AWS FBER
i,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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Verified Access AE T &R KK

X FE T RIRAYREE &

ETRIFHREE M N BRAY JSON KM, ETRIFHNRENRESHE IAM ABEEREM
Amazon S3 FEMERE, EXHFETRARNKBHERES T , RSEEA AUERACIREFHNBFER
REVTAR. XS FHEEPMMNRBEH TR , RIEEIEEEET X LR RHRATWEREUAREFLEMH
THIT, BUFEETRENREPEEEE, ZEREATUEEKS, AR, A2, KBRS H AWS
AR5 o

EGABEKFER , @RLURENKFSEMKS P IAM SEEERNETRENRBPN ESK, &
EBRKFEARNBETRRENRBIAREIGEEXRRIEN—E¥ME. HERAFNRELTFFRRMNER
AWS Ik , AIEKF W IAM BEERAEXNREEAZE (AFSAE ) RFHRIBRNONERE, 1]
BEFETEONREMMBIEALURFTNR, B2 , MRETHRRAREE DR —NKF FHEER
FIHFANR , UARFEFANETEONRE. BEXELZEER , B2H IAM AR EETHNEBEIKS 77 E
IAM Y5 R

Verified Access B SR BSR4
X REIRE =
EERALAEHA AWS JSON REERIEEHEANF R L, HRER , BN EMMAT LU+ AR RRITER

B, AREMHAZRHETHIT,

JSON XKHEHY Action TEEARTATERBP AL RNERE, KBREEEEXREKN AWS
APl BRERE. B—EHINER , HlIRBTE API BENNBRNR R1E, & -LREFTEETRK
RIITSMRIE. XM INREF N AR RE

R L ERFEUR FHATRERERRR,

EEBF Verified Access BENFIR , HZH (REBNSE) HHY Amazon EC2 E L HVRE,

Verified Access Y SR BEIREEIRIERTEA LT ATER -

ec2

AWS AT R BR M 5 1AM Bl A A 77


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
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EERMEAPEESTURE  BEMAESHENRT.

"Action": [
"ec2:actionl",
"ec2:action2"

E&EF Verified Access ET BN EBIN ARG , 5SH SR ANERENET B4 AWS FBER
Bl

Verified Access BY R B &R

XIFREE BT IR =

EE R WLAER AWS JSON REEREERARIL AT L, tBE2U , BANEME AT LAHIRN
1TRE | UREALAFHATHIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BIXTEE Resource
NotResource t%E, ENBEXE |, BHFERAH Amazon BEE# (ARN) EERFR. W TFXHFBER
REE (MARBRNR ) WIRE | BRI SAITIERE,

X T AXEFRRRNROERE (WIHRE ) | EEABERRS () BENEUNATRERR,

"Resource": "*"

EEF Verified Access BIRETE K E ARN B5I%K |, B5H (RFBNSZE) FI Amazon EC2 E X
HWHER,. BETHRETUEBLREDIEESNEREN ARN , i5SE Amazon EC2 E X R E,

E&EF Verified Access ET SN ERBI RG] , HSF SR FNERENET B4 AWS FBER
Bl

Verified Access R RBE S

XBRBETRSHRIERM R

fim
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

f£ Condition Jt¥& ( = Condition R ) & , TS EBAERMNEH. Condition TERTIE
W, BUNUEFERAZGZER (W, EFHDNT ) BEHRER , UERBPHNFEESERPHE
FITE,

MREE—MBEAHIEEZN Condition THE , FEES Condition TEHRIEEZMNE , I AWS
/2% AND ZEIFEEl]l. MREFNENRHBEESZ/MNME , NFERZBOREER AWS iFE%
H. EEFIEUNNRE 2 I ATH BFTENSME,

EEESRMGN , fUAUERSMNEETE, fl , REEMER IAM BFRE5RE IAM AR, B4
NEBFHERENNR. EXEZELE , H5H (AM AFER) F8 IAM policy T3k : ZEFIR

A~
X,

AWS XF2RFHBHANBETRSHFM4ZH, BEEEME AWS 2R5FM4E , B5H IAM AFE
FPHNAWS 2 /&S L TXER,

EEF Verified Access ZHRNFIEKR | HSH (RFZFZTNSE) BB Amazon EC2 FIFHH#E, BETH#E
& LAY RLE R ER R E A S48 |, 1§58 Amazon EC2 E X Ky 1E,

E&EF Verified Access ET SRR RY |, HSFE SR ENERENET 5401 AWS FBER
Bl

Verified Access /Y ACL

X ¥ ACL a

mEEFIFIR (ACL) ZHMLERA (KFKE. AFRA® ) ARBAERKF. ACL 5ETHIRAYRE
KM, REENTER JSON KB,

ABAC 5 Verified Access

X ¥ ABAC ( REEHEIFRZ ) i

ETEMEOHRMNRES (ABAC ) R—HEDKRE , ZRBETEMEREUNR, £+ AWS |, X
LEEMUEMAFE, SALE IAM MK ( ARHEAE] ) MiFSE AWS BIRM RS, FRICSEAMERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
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ABAC WS —%, ARRiIRIT ABAC Kl , BLEEHRNIREEMIZH 15 R 0 BRI S ICE AT R 1FR
.

ABAC EREE KW EFEERR , AERBERTTEMUNITR T A URHEF B,

BEETHREEGHRE , BEFEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZRUHBERBAZHTEPREFRZIER,

WRENBRSN TEMBERREBIFMAX=AFMGR , UXTZRS  ZEAR. NREMRSN
NTHOFRREIESMEX=NZMHR , NZENTD.

BX ABAC WESEE FESH (IAM AFER) AL R ABAC? , EEFIRE ABAC SR
2, BESH IAM BFER) FMNERETEMEMNHEMRES ( ABAC) o

5 Im Bt UE A F Verified Access

X EIm et EAE =

HIREA IR R R , HL AWS RS FRER. BXESZER , BEWHLE AWS RS ERTIE
BHES |, 5 IAM AFERFHAWS S 5 IAM BEEANER.

MREERARAF B NEE ZANERAEEZR , Il AWS Management Console i F B 2 If BY i,
fln | H&AWS FEALTINE QUBF (SSO) iE#THEN , ZEBRL B IRIRAER. HE
AP BMEREFE K ARVKRACK K BB CRBNEIL, BXURACGHNESZEER |, S
5 IAM AAFiEm) i TRIAE (EHE ).

BRI LAERA AWS CLI 2 AWS API FEI|ZIGEHES, RfE , &0 LUE X IR EHE R TIHE
AWS, AWS BIEHBERIGEER K MARERAKBHRZHRA, BXEZEER , BHSHE IAM FHY
IS Bt &2 2 EAE

Verified Access B ¥ IR S5 3 R IR

XEFERIBE21E (FAS) =3

HEER IAM BB eEFRITRIEN AWS , BEANERA. EAELERSH , EFgE2RT—
MRIE , ARMREEEMBEBRSHE S —MEE. FAS ERAAZRANNRUKE AWS RS @ T
RS A HIERBMER. AWS REIABHRFSKEFESHM AWS RS REFRXES BESTTRRIER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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B , 2K FAS B3R, EXMERT , BLMEERITIHMREANER, BXRKH FAS iHRETHY
REEFRE  FEAEREHE2E,

Verified Access WIRE A&

xEFERFAE )

R AR —TRSEE, KRREWTREN IAM A€, IAM EER AT IAM RO, SR
BRERSAG. BXESZER , E5H (IAM AFERE) PHIER AWS BRSERNENAE.

Verified Access RS HEX A

XERSHEXAE =

BRSHEXRABR - MEEINERS AR, AWS BRSRSAUKARREHTRENAE, RSHEX
AEHIMELENP AWS IKF , HEARSAE, IAM EERATUEEETREERSHEXABHRX
PR o

BXRBIESHERE Verified Access REHXEBNIEMEE , BSH HRSHEKAB®HT Verified
Access,

ERIEHRNRHVET HHH AWS KRB

BRIAMBRT , AFANAERECIESRIEN Verified Access BIRMNPR, it T EER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5, AWS API #{TE%. ERTH
PR ERBERATIRENNR |, IAM B3 5 L8112 IAM policy. BEERAMETAEA®RN IAM K
B, AFRTURARE,

ETHUNAERX LR JSON REEMEGZEET IAM KK , BS55 IAM AFRERTH CIE
IAM SR RE

B X Verified Access EXWREMBREBENEAESE , SEEPEFEREHY ARN X |, 55
H (REENSE) BH Amazon EC2 WVig{E. RIRFMSZMHFE,

F&
- REERESKE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html

AWS ERAEH RS e
« 8% Verified Access SEfIfY 1S
- AFAFPEEMIIB SR

REERIEREK

ETHEONRBEEENARTACIRE, RSB EREK S FEY Verified Access B, XERET
RERfE AWS IKF = ERA, I REETHHRER , HEEATERINRR

- FTIRER AWS RE R H RO RENRNR — EFMEAASMTERERR TR , SEANTS
FIRAGIRTRRNAWS HE R, ENERNRERITRA AWS IKF, FRINBUEET E LEXY
R RABIEY AWS BEFIEERBKAE—SRONR, BXESEE , S0 (AM AFERE) B8
AWS F£E R 5 TFRBERIAWS FEE R

- NASENR - £ IAM policy REMRES , HREFHITESBHNR. At , EAIBIEX
EREFA T AUNBERFRHRITHRE , BN RENRYA. BXEM IAM NARBRNESE
B, BEZH (AM BFERE) F8 JAM 8y KB F R

£/ |IAM policy H IS4 — H R &5 R AR — 46 AT L[] 5% B 75 00 5% 445K BR S X 482 46 R0 32 IR AY U5
B, Hlan , WA NREREFMAKIEELAER SSL REMEER. MRBRFRERBISEE AWS
ARSSHY (B2 ) GEAIRY , Tt BT BARE A SR SRR T X3 AR S5 IR AERY 15 B X BR AWS CloudFormation. &
XEZER , HSH (IAM AFEr) $HY IAM JSON EHEITE « & o

« fE/ 1AM Access Analyzer BIE#&#Y IAM policy , LABBRINPRIY 2 £ FIHAEM — IAM Access
Analyzer £BIFF KM B RE , LUEHRKXBEAS IAM policyiE S (JSON) M IAM &{ESE
B2, 1AM Access Analyzer £ 100 ZTURBEREM ATIRENEI , UHBBEEIELS BINREMREN
Kig, BXEZEE , EZH (IAM AF1ER) M IAM Acess Analyzer FREEIIIE,

- BRZEHFHRIE (MFA-OR AWS KF BN ZRFE IAM AFSRAS , BEA MFA UREZR
&M, EEEEA AP BENTFE MFA |, B MFA R4RMEIEN RS, BXESELR , BS
59 <IAM AP 3ER) R BES MFA RIFEY API 5 HE,

BX IAM FRRESIBRNESEE , F5H (AM AFER) F8 IAM A2 SEXER,

B2 Verified Access SEll Y 5K BE

ZE B2 Verified Access K61 , IAM EAFEEF ILI MNE AR MEIE IAM policy H,

{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS B IERY 5 R R RAriEmE

"Resource": "*"

® Note
verified-access:AllowVerifiedAccess —MXRIRENELL APl, EAXEFETAR
R, MMERKHFBHITN, 3 ec2:CreateVerifiedAccessInstance API BEFHET
BR, BRERZHARIVTE

f%2 Verified Access SEHIHI K BE R, TELLRBIF |, 1234567890122 AWS IKF |, us-east-12
AWS XiH,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVerifiedAccessInstance",
"Resource": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/*"
.
{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"
}
]
}

AP ERMIBE SR

ZORBIGER T BRI |, SV IAM AP EEM MBI EAS S ONNERANEE R, LRKS
FEEERE S LA AWS CLI 5t AWS API B4 75 = 5e B IR AR IUBR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

X AWS 25 iE#Y 15 [7] & 49 F 175 [F] 3 1T S PR HERR
FRAUTEETHBELMAIEEEMER Verified Access M IAM B ATREB EI#Y E W 8] &,

(] /&
« RFEAIE Verified Access FIITIRIE
« RFMIAIT iam : PassRole
- BBAFBRUABALEEDN AWS K- BRI ERER" RIR

BRI TE Verified Access RINITIRE
MREBRBEEIRER , RGBT ENMRE | WIEATE TR R FRITZIRE,

% mateojackson IAM AR R HERAEFHAEFTEEXEN my-example-widget BRNIFHER ,
BFRHEEN ec2:GetWidget RS , 2K EUT REIEE IR,

P HERR 84
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

FEHRBERT , BHEH mateojackson AFKIERRE , LAFER ec2:GetWidget BIETHE my-
example-widget &R,

MEBEFEEHE , BRRENW AWS EER, FHNEERREHEREIEN A,

BTN T iam : PassRole

MBBINE|—MEIR , RIPLBTETHIIT iam: PassRole 1 , MIAMEFRBEUAR T BT ACIEIES
Verified Access,

BE AWS S AT ERIEAGKREAZERS K MARLUERFNERSALIBSAXEE, Ak,
BB MER A BLEERSHINER.

LN marymajor B IAM AP ZiR AR A 1 Verified Access FIITIRIER , 2K E LT R4
o BER , REMXMEERFACAHRTFHNRT THITIIHIRIE, Mary FTEERAGRKIESRFHIN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIER Mary B KBS L A F#EINAT iam: PassRole #1E,

MREEERE , EHRRAH AWS EER., LHEERRBHEFFEMA,
REAF BRI AT REN AWS IKF BRI RR 5 IR
BANGR—NEE  UWERMKSFHAFREARANARTUERZABRTALH TR, BT

DIEEHERSEY , AUEFAE, XN TXHETHRFRNRBERILEEHEGIR (ACL ) BIRS , BT
£ X LR BB A BT EH R RT3 R o

ETHREZER , BZRAUATHREA :

- E T Verified Access RE XX LINEE , FS M AWS BiETHENRIA S IAM BL& A,

- ETHEIMAREXEHEN TR FRNE AWS IKF | HS55 1AM AP EESR R ERE AWS
K S = IAM B PR AT R AR

- ETHIMUEE=SRENEHNEFRNHENE AWS KF | FSHE IAM AFRERETFNEE=HE
HiARBR. AWS K
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html

AWS EREH TR g
- ETHRIMAIBEERS S ORIERATFRNR , 28 (IAM AFERE) PRALSHARS HRIER
AP (BRESHKIE ) REHRNER,

- ETRERACHETARNERETEKS HRGXE , B5H 1AM AL EEROBKS SR

FIRFZ K< A EHT Verified Access

AWS Verified Access 8 AWS Identity and Access Management (IAM) fRE X< BB, REHEXA
BE IR IAM &€ , ©5 Verified Access EiEZHHX, REMEXABH Verified Access il
EN , SEMENRFREREEREAM AWS RS FrENATE R,

BESHEXAETILEERNMIZE Verified Access , AN B AR FE RIS ENRE, Verified
Access EXNERZHEXABHINIER , BRIESHAEN , BN RE Verified Access AT AZAE, EX
MR BIEEE RN REKEE | H B AR PR RS T EEMT N BET E Atk IAM K45,

BXIEFERZFEXALHEMRSHER , BSHE IAM BEFEHAN AWS kS , HEHK Service-
linked roles ( RFHEXAE ) JIFETRNA Yes ( B ) RS . BiEE Yes SEFZRSHRFZHEXA
BRI

Verified Access YRS < & &1 R

Verified Access & 53 AWSServiceRoleForVPCVerifiedAccess BIREHEX ABELNIKS DE
FRZBRSMENTIR.

AWSServiceRoleForVPCVerifiedAccess RESHKXARETUTRSZSUETZAR

« verified-access.amazonaws.com

% 7 AWSVPCVerifiedAccessServiceRolePolicy Y& & FRK R 7 1F Verified Access X 38E R IR T
AT 84E -

s WAEFRMEZEHURFIE®HE VerifiedAccessManaged=true ¥rEM M EZEORITIRE
ec2:CreateNetworkInterface

o BIERNATEMSEONITIRIE ec2:CreateTags

- WAIAE®HH VerifiedAccessManaged=true FREHI M & OHITIRE
ec2:DeleteNetworkInterface

- WEZRSEURFE®HE VerifiedAccessManaged=true FRE /W EEOMITIRE
ec2:ModifyNetworkInterfaceAttribute
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS B IERY 5 R R RAriEmE

&% 7] LA1E AWS Management Console AWSVPCVerifiedAccessServiceRolePolicy R &E & L R BEHY
PR , HEE AWS REX KBS EIEHEER AWSVPCVerifiedAccessServiceRolePolicy KB,

HABEENRR , AV IAM R4 (AF, ARBE ) 12, FESIMERBESHXAR. BXESE
B, F5H IAM AP EEHRH RS HEX A B RUR,

A Verified Access BIZRZ XA E

TEFHRBRZHEXAR, £ AWS Management Console, AWS CLI 5 AWS API 8
CreateVerifiedAccessEndpoint B , Verified Access 8|2 RSHEXAE,

MERBRERSHEXEE , ARFEFXCE , IUEAHEREEKFREHRIELAR, BRAR
CreateVerifiedAccessEndpoint B , Verified Access FFEXSIRRSHEXAE,

Y%%E Verified Access RS HEKX AR

Verified Access 7 ftiF4miE AWSServiceRoleForVPCVerifiedAccess BREEX A E., BIERSHEXA
e, BLEEXRAEEN , EAUBEEZ N RAE|IA1ZzAR, BEREULEA IAM FEAGIKHA, §
XEZEER ,B5H IAM AFEETYNEERSHEIAR,

I B& Verified Access MIRE X AR

BREEZEF MR AWSServiceRoleForVPCVerifiedAccess &2, £ AWS Management
Console, AWS CLI 5 AWS API #i i DeleteVerifiedAccessEndpoint B , Verified Access $;5 &
RAMBRRSHEXAE,

£/ IAM FaRIRESHEXAE

£ IAM #4l&. AWS CLI 5 AWS API fflBx AWSServiceRoleForVPCVerifiedAccess BRS < &
B, BXEZEL , HSH IAM APERTHRRESEXAE,

Verified Access lRFHEXACHNZ ZFXiT

Verified Access XIFEZRSATANRE AWS XiF FEARSHEXER, BXEZER |, SR
AWS X i3 #fl i R o

AWS Verified Access BY AWS IE&E F R

AWS IEEREZH AWS ¢IZMEERNMIU KK, AWS REXBEEN TS EINLBFIRHNR , UE
BRIBFIRAAF, ANBesERNR,
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"activity_id": "1",

"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",

"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
I
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},

"http_response": {
"code": 200

I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
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"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"

.

"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
}I
"start_time": "1668580194340",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

JEid OIDC M JAMF #2514 B 1 R

ERHIBESZEH |, Verified Access L@ OIDC M JAMF R ZEERMEEHRE R

"activity": "Access Granted",
"activity_id": "1",
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"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",

"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0O,
"uid": "41b07859-4222-4f41-f3b9-97dc1EXAMPLE"
I
"duration": "0.347",
"end_time": "1668804944086",
"time": "1668804944086",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
1,

"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

I
"http_response": {
"code": 304
},
"identity": {
"authorizations": [
{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-9778003bc2EXAMPLE"
I
"user": {

"email_addr": "johndoe@example.com",
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"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "4f040d0f96becEXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-321318ce-6100d340adf4fb29dEXAMPLE",
"logged_time": 1668805278555,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-18T20:55:44.086480Z",
"proxy": {
"ip": "10.5.192.96",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-3598f66575EXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "192.168.20.246",
"port": 61769

.

"start_time": "1668804943739",

"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

B OIDC & FiARIMANPRLAK CrowdStrike

E R BEEZBH | Verified Access BT OIDC M CrowdStrikeig ZEFIRHEH B R,

"activity": "Access Granted",
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"activity_id": "1",

"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",

"class_uid": "208001",
"device": {
"ip": "10.2.173.3",
"os": {
"name": "Windows 11",
"type": "Windows",
"type_id": 100

.
"type": "Unknown",
"type_id": 0O,

"uid": "122978434f65093aee5dfbdc@EXAMPLE",

"hw_info": {

"serial_number": "751432al1-d504-fd5e-010d-5ed11EXAMPLE"

},

"duration": "0.028",

"end_time": "1668816620842",

"time": "1668816620842",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "test.app.example.com",
Ilpathll: II/II’
"port": 443,
"scheme": "h2",

"text": "https://test.app.example.com:443/"

}I

"user_agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

},
"http_response": {
"code": 304

I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
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}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-506d9753f6EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "23bb45b16a389EXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-cl6c5a65-b641e4056cc6chb@eeEXAMPLE",
"logged_time": 1668816977134,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-19T00:10:20.8422957",
"proxy": {
"ip": "192.168.144.62",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-2f80f37e64EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.14.173.3",
"port": 55706

},

"start_time": "1668816620814",

"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",
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"unmapped": null

BT R4 Cookie , ThEIH#IELE

EhTOIBELZBER , BTHAD B MR Cookie , Verified Access 1E4E

"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.0",
"end_time": "1668593568259",
"time": "1668593568259",
"http_request": {
"http_method": "POST",

"url": {
"hostname": "hello.app.example.com",
"path": "/dns-query",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/dns-query"

iy

"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML",

"version": "HTTP/2.0"

1,

"http_response": {
"code": 302

I

"identity": null,

"message": "",

"metadata": {

"uid": "Root=1-5cf1c832-a565309ce20cc7dafEXAMPLE",

"logged_time": 1668593776720,

"version": "0.1",

"product": {
"name": "Verified Access",
"vendor_name": "AWS"

}

}I
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"ref_time": "2022-11-16T10:12:48.2597622",

"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-108ed7a672EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.7.178.16",
"port": "46246"

}I

"start_time": "1668593568258",

"status_code": "200",

EREIBESRE S |, Verified Access 4 7T —MNE T HEHRIEMNER , AR HRIKER AL FZE

"status_details": "Authentication Denied",
"status_id": "2",
"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",
"unmapped": null
}
TR R G R4
Ko
{
"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",

"class_uid": "208001",
"device": {
"ip": "10.4.133.137",
"type": "Unknown",
"type_id": 0
.
"duration": "0.023",
"end_time": "1668573630978",

"time": "1668573630978",
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"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
},
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

},

"http_response": {
"code": 401

I

"identity": {
"authorizations": [],

"idp": {
"name": "user",
"uid": "vatp-e048b3e@f8EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoe@example.com",
"uuid": "@el281ad3580aEXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-531a036a-09e95794c7b96aefbEXAMPLE",
"logged_time": 1668573773753,
"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"

I
"ref_time": "2022-11-16T04:40:30.978732Z2",
"proxy": {

"ip": "3.223.34.167",
"port": 443,

"svc_name": "Verified Access",
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"uid": "vai-021d5eaed2EXAMPLE"

iy
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.4.133.137",
"port": "31746"
iy
"start_time": "1668573630955",
"status_code": "300",

"status_details": "Authorization Denied",
"status_id": "2",
"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",
"unmapped": null
}
KEBE%RE
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TUBRE N R BHIVE B B

"activity": "Unknown",
"activity_id": "@",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.004",
"end_time": "1668580207898",
"time": "1668580207898",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"

}I
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"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},

"http_response": {
"code": 200

.

"identity": null,

"message": "",

"metadata": {
"uid": "Root=1-435eb955-6b5al1d529343f5adaEXAMPLE",
"logged_time": 1668580579147,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:30:07.8983447",
"proxy": {
"ip": "10.1.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-6c32b53b3cEXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.28.57.68",
"port": "47220"
1,
"start_time": "1668580207893",
"status_code": "000",

"status_details": "Unknown",
"status_id": "0@",

"status": "Unknown",

"type_uid": "20800100",
"type_name": "AccesslLogs: Unknown",

"unmapped": null

OCSF ixZ< 1.0.0-rc.2 =4l

&
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{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {
"authorizations": [{
"decision": "Allow",
"policy": {
"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
"invoked_by": "",
"process": {},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoe@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
},
"session": {3}
},
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
.
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
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"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

I
Ilmessagell: IIII’

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-xrc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"

},

"start_time": "1668580194340",

"status_code": "100",

"status_detail": "Access Granted",

"status_id": "1",

"status": "Success",

"type_uid": "300601",

"type_name": "Access Activity: Access Grant",
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"data": {
"context": {

"oidc": {
"family_name": "Last",
"zoneinfo": "America/Los_Angeles",
"exp": 1670631145,
"middle_name": "Middle",
"given_name": "First",
"email_verified": true,
"name": "Test User Display",
"updated_at": 1666305953,
"preferred_username": "johndoe-user@test.com",
"profile": "http://www.example.com",
"locale": "US",
"nickname": "Tester",
"email": "johndoe-user@test.com"

},

"http_request": {
"x_forwarded_for": "1.1.1.1,2.2.2.2",
"http_method": "GET",
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.

Ilportll: Il8®ll’
"hostname": "hostname.net"

EZBEE LT XRER TR T RRR

{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {

"authorizations": [{
"decision": "Allow",
"policy": {

"name": "inline"
}

1,

"idp": {

"name": "user",

X 10_15_7)
36",
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"uid": "vatp-09bc4cbce2EXAMPLE"

I
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
I
"session": {}
I
"category_name": "Audit Activity",

"category_uid": "3",
"class_name": "Access Activity",
"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

.

"http_response": {
"code": 200

},

"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,
"version": "1.0.0-rc.2",
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"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:29:54.3449487Z",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"

.

"start_time": "1668580194340",

"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "300601",

"type_name": "Access Activity: Access Grant",
"data": null
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIKK40OINJWEXAMPLE:jdoe",
"arn": "arn:aws:iam::123456789012:user/jdoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "jdoe"
3,
"eventTime": "2022-11-18T20:44:04Z",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateVerifiedAccessInstance",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"CreateVerifiedAccessInstanceRequest": {
"Description": "",
"ClientToken": "85893ble-49f6-4d24-97de-280c664edflb"

3,
"responseElements": {
"CreateVerifiedAccessInstanceResponse": {
"verifiedAccessInstance": {
"creationTime": "2022-11-18T20:44:04",
"description": "",
"verifiedAccessInstanceId": "vai-0d79d91875542c549",
"verifiedAccessTrustProviderSet": ""
3,
"requestId": "2eael95d-6bfd-46d7-b46e-a68cb791ded9"

b,

"requestID": "2eael95d-6bfd-46d7-b46e-a68cb791ded9",
"eventID": "297d6529-1144-40f6-abf8-3a76f18d88f0",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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